& RedHat

OpenShift Container Platform 4.6

£ AWS &3t

#Z %% OpenShift Container Platform AWS 2%

Last Updated: 2023-02-27






OpenShift Container Platform 4.6 £ AWS %%

Z&% OpenShift Container Platform AWS &8

Enter your first name here. Enter your surname here.
Enter your organisation's name here. Enter your organisational division here.
Enter your email address here.



EEES

Copyright © 2022 | You need to change the HOLDER entity in the en-US/Installing_on_AWS.ent
file |.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

e
ASCRYIRMETIE AWS LR EMENE OpenShift Container Platform $E&£#917BA,



1B TE AWS LB
11 B2 AWS ik

111 BECEH 53 (Route 53)

1.1.1.1. AWS Route 53 #J Ingress Operator I R &
11.2. AWS 1k BR{E

1.1.3. FTEHY AWS R

11.4. 6E 1AM B

11.5. ZHH9 AWS X5

11.6. BEH IR

12. 5 AWS FE1IE IAM
1.2.1. 1 kube-system Tl B R ZEE IR G 51|89 secret HEBR AR

1.2.2. FEhHlE IAM

1.2.3. BIEIF root secret 18

1.2.4. BRF eI EIE A T R B

1.2.5. Mint =

1.2.6. AR BRI EER S EIEH Mint B
12.7. BE 3R

1.3. 7£ AWS LR iEERE

131 FooR &
1.3.2. OpenShift Container Platform BB B[]
1.3.3. & SSH FAEAF R MEIAE A
1.3.4. KRINL&EREF
13.5. BREERF
1.3.6. 381 T E TS %% OpenShift CLI
1.3.6.1. 1£ Linux _£%2%& OpenShift CLI
1.3.6.2. 7£ Windows %% OpenShift CLI
1.3.6.3. 7 macOS k%% OpenShift CLI
1.3.7. 5 CLI BB
1.3.8. {# FH Web 12518 &R EIER
1.3.9. OpenShift Container Platform B Telemetry jA]
1.3.10. BE5 R
14 FFRABTE NIE AWS EREELR
140, FoRF M
1.4.2. OpenShift Container Platform BIEELF1 (7]
1.4.3. £/ SSH RVAF HRMEMCIEH
144 KR ERF
1.4.5. QL& ELE S
1451 REEESH
14511 FTREMEESH
1.4.512. M ERES
1.4.513. AliEEE S
1.4.5.1.4. "IIEH) AWS BEEBE S
1.4.5.2. AWS B9 B E X install-config.yam! X4 R4)
1453 TR &I 2P B E LT R IR
14.6. BREERF
1.4.7. @t FEC B RE OpenShift CLI
1.4.7.1. 7£ Linux £ &% OpenShift CLI
1.4.7.2. 7 Windows _EZ%E OpenShift CLI
1.4.7.3. 7£ macOS %% OpenShift CLI
1.4.8. A CLI &R F &8
1.4.9. {8/ Web 158 & R EIEE

O 00 0 0



OpenShift Container Platform 4.6 £ AWS tZ2%:

1.4.10. OpenShift Container Platform B Telemetry /]
140 FEF R
15. A EE LMBIE AWS EREER
15.0. Fo k&M
1.5.2. OpenShift Container Platform BB EX 1 [7]
1.5.3. &R SSH FAEAF R E R MBI E S
1.5.4. JREN LR
1.5.5. M4BBLER T B
1.5.6. QB LB E S 1+
1.5.6.1. R ESE
15.6.1.1. FTEMEESE
1.5.6.1.2. M4 B B S
1.5.6.1.3. AL B E S
15.6.1.4. ALK AWS BECBE S
1.5.6.2. AWS BYBE E X install-config.yaml 3 {4 =451
15.6.3. TR &I 2B E LT R IE
1.5.7. Cluster Network Operator EZi&
1.5.7.1. Cluster Network Operator EZi& X 5
defaultNetwork X RECE
BL® OpenShift SDN CNI £ E8F M 254t/
Bo® OVN-Kubernetes CNI £ B¥ M4SN/
15.8. IEE SN MK ERE
1.5.9. £ 3 AWS &% EEZE Ingress Controller P45 7 % S 1
1.5.10. {8 OVN-Kubernetes ER &R & M%%
151 SR E&EE
1.5.12. 385 T E Tl s %% OpenShift CLI
1.5.12.1. 1 Linux £ %2%& OpenShift CLI
1.5.12.2. £ Windows %% OpenShift CLI
1.5.12.3. 7£ macOS &% OpenShift CLI
1.5.13. fFF CLI ExE&ERE
1.5.14. {5 Web 1255 &R EIEE
1.5.15. OpenShift Container Platform B Telemetry 517
15.16. FEEHIR
16. £ AWS EREBRREIINERN VPC H
1.6.1. ek
1.6.2. X FERBE X VPC
1.6.2.1. A VPC IEK
1.6.2.2. VPC HiilF
1.6.2.3. FBR %I 4
1.6.2.4. KB FIFREE
1.6.3. OpenShift Container Platform B9 E X5 [7]
1.6.4. & B SSH FATHFF G H R MBI KR A
1.6.5. SKINR &2+
1.6.6. QB REE B X4
1.6.6.1. REBESI
1.6.6.11. FIENEESH
1.6.6.1.2. MEECESE
1.6.6.1.3. A[LECE S
1.6.6.1.4. Al i%#) AWS ER BB
1.6.6.2. AWS B9 E 7 X install-config.yam| 344745
1.6.6.3. ER&E I EPE BRI EHNE
16.7. BREEE
1.6.8. i T3 Z 3 HI 3 & %E OpenShift CLI

52
52
52
53
53
53
54
55
56
57
57
58
59
63
64
67
68
68
69
70
71
72
73
74
76
77
77
78
78
79
79
80
80
80
81
81
81
84
84
84
84
85
86
87
88
88
89
90
94
95
98
99
100



1.6.8.1. 7£ Linux &% OpenShift CLI
1.6.8.2. 7 Windows %% OpenShift CLI
1.6.8.3. 7£ macOS L& % OpenShift CLI
1.6.9. [ CLI BR B
1.6.10. fEF Web 12§ & B R EISEEH

1.6.11. OpenShift Container Platform B Telemetry iJj[7]

1.6.12. FEEH IR
17. 7 AWS L& GER
170 e R &4
17.2. FAEER
1.7.2.1. AWS REYFAE &8
1.7.2.1.0. BRI :
17.3. X FEABE XL VPC
1.7.3.1. 5 VPC HEk
1.7.3.2. VPC BiF
1.7.3.3. 1R K9
17.3.4. A IR
1.7.4. OpenShift Container Platform BB EXRI 1/ 7]
1.7.5. £ B SSH RAAF R EAR MBI E
17.6. RINEZEEF
1.7.7. F0BRRERE S
17.7). RERESE
1771 BN E S
1.7.712. B ELES
1.7.713. (it E B S
1.7.7.1.4. A% AWS ERBE S 3K
1.7.7.2. AWS B9 B & ¥ install-config.yam!| X4 R4
1773 ERE S BPRERETHNE
1.7.8. EREELR
1.7.9. @t FE ISR E OpenShift CLI
1.7.9.1. 1 Linux £ %&%& OpenShift CLI
1.7.9.2. 7 Windows _E %% OpenShift CLI
1.7.9.3. £ macOS %% OpenShift CLI
1.7.10. {# f CLI B R EIERE
1.7 5 Web 12558 &R EIEE

1.7.12. OpenShift Container Platform B Telemetry /5[]

1713, REH IR
1.8. 7£ AWS EfFEHLEE —PMBFXIE

1.8.1. SR
1.8.2. AWS BUF X 15
1.8.3. TAE &R

1.8.3.1. AWS YT G &£ BE

1.8.3.1.1. BRI :

1.8.4. X FHEABE L VPC

1.8.4.1. [ VPC &K

1.8.4.2. VPC BIF

1.8.4.3. fBR X2

1.8.4.4. AR
1.8.5. OpenShift Container Platform BB 5[]
1.8.6. B SSH FAAFFEARMEIREH
1.8.7. KRR L2
1.8.8. FrhlBRERBE G

1.8.8.1. REREBESEH

B3%

101
101
102
102
103
103
104
104
104
104
105
105
105
105
108
108
108
108
109
110
m
m
12
13
14
n7
19
121
123
124
124
125
125
125
126
127
127
127
127
128
128
128
129
129
129
131
132
132
132
133
134
135
135



OpenShift Container Platform 4.6 £ AWS tZ2%:

1.8.811. TR ESHK 136
1.8.8.1.2. MSECE S 137
1.8.8.1.3. AlLEL B S 138
1.8.8.1.4. AIEH) AWS BLESEK 141
1.8.8.2. AWS BB & X install-config.yam!| SR 143
1.8.8.3. % B/ A%H RHCOS AMI B AWS [X 15 146
1.8.8.4. 7£ AWS F_EfEE E Y. RHCOS AMI 146
1.8.8.5. T R&FZ I BB KA H AR 148
1.8.0. SREBEEE 149
1.8.10. it T3 i Hl 3 &2 5% OpenShift CLI 151
1.8.10.1. #£ Linux £ %% OpenShift CLI 151
1.8.10.2. £ Windows _E %% OpenShift CLI 152
1.8.10.3. 7£ macOS £ &% OpenShift CLI 152
1.8 {8 CLI BREI&ER 152
1.8.12. {1 Web 12 & & R B L& 153
1.8.13. OpenShift Container Platform BJ Telemetry /7] 154
1.8.14. 8 5R 154
1.9. £/ CLOUDFORMATION #&4R7E AWS FhFH 7 B A R Rl 281 b 2o S5 5 B 154
1.9.1. SR 155
1.9.2. OpenShift Container Platform BIE B 17 [A] 155
1.9.3. A AWS EAilZeFg4H ¢4 156
1.9.3.1. EEE 25 156
1.9.3.2. Hth BRI H M 157
1.9.33. IEBERIEKRER 165
1.9.3.4. FTEEH9 AWS # R 165
1.9.4. KR ERZF 173
1.9.5. &£ SSH FAHF N E R INER R 173
1.9.6. QI AT AWS Mzt 175
1.9.6.1. AL : QML /var DX 175
1.9.6.2. B R &L & XX 177
1.9.6.3. ER&E I EPEEREEHNE 178
1.9.6.4. i Kubernetes 5&#.# Ignition EZE X 180
1.9.7. 1R EXEL i 2R 4 £ Fi 182
1.9.8. £ AWS s fijE VPC 182
1.9.8.1. VPC B CloudFormation #&#x 184
1.9.9. £ AWS R I R 4% F0 f Ea frea 4 189
1.9.9.1. W% F0 1 E39 %7838 CloudFormation #4R 193
1.9.10. £ AWS FREIZR2ENAE 201
1.9.10.1. L% R M CloudFormation 4R 203
1.9.11. AWS EfitliZRF5#) RHCOS AMI 212
1.9.11.1. 2B A%H RHCOS AMI B9 AWS X1 213
1.9.11.2. £ AWS s EfZ B E X RHCOS AMI 213
1.9.12. 7£ AWS AR bootstrap TV & 216
1.9.12.1. bootstrap #2587 CloudFormation 4R 220
1.9.13. 7£ AWS HfiJE control plane #1283 224
1.9.13.1. control plane #2589 CloudFormation &R 229
1.9.14. £ AWS HflJ3 worker 1 5 237
1.9.14.1. worker #1238 CloudFormation &1k 241
1.9.15. A A F B fHERMZRIIIE AWS L#IER1E bootstrap 51 244
1.9.16. 3@ Tk Z Il 30 &2 4% OpenShift CLI 245
1.9.16.1. 7£ Linux £ &% OpenShift CLI 246
1.9.16.2. £ Windows %% OpenShift CLI 246
1.9.16.3. 7£ macOS L% % OpenShift CLI 247



19.17. {EF CLI &R EI&EH
1.9.18. #LENLBRAIIE B R IFK
1.9.19. #]4A Operator EC&
1.9.19.1. B3R registry FHEECE
1.9.19.1.1. NEFA A - B & HEMIRIIE AWS BLE registry Fhi#
1.9.19.1.2. TEFEE R HECE R R registry F0#
1.9.20. k& bootstrap FTiR :
1.9.21. ] Ingress DNS it 5%
19.22. £ F B A M EG IR _ ST AWS R4
1.9.23. i Web 12§18 &R EILRE
1.9.24. OpenShift Container Platform B Telemetry ij[7]
1.9.25. Hth HFiR
1.9.26. [FELH IR
110. T B A B R ZRMZ ) AWS L REER
110.1. ek
110.2. X FEZRMSEHRE
110.2.1. E AR
1.10.3. OpenShift Container Platform BB EX i)
110.4. FREH] AWS E Rt ZRiH 4
110.4.1. B85
110.4.2. Efth EAiH 2RI ZH 4
11043 IEFEZIEREE
110.4.4. FTEEHY AWS FX IR
110.5. £ /X SSH RAHFF E R NEMCIEH
110.6. QAT AWS BIRE
110.6.1. ®BT3% @ QBT /var DX
110.6.2. R R &AL & X4
110.6.3. HREZL I EHEREERFCHERE
1.10.6.4. G| Kubernetes ;& ¥.#1 Ignition EZ & S5
110.7. 1RERERHIZRAY B FF
110.8. £ AWS A VPC
1.10.8.1. VPC B9 CloudFormation 14
110.9. 7E AWS HH {32 44 0 T B9 B2 14
110.9.1. P45 F0 7 #9725 9 CloudFormation #&4R
110.10. 7 AWS H L LHMAE
110.10.1. ZE X R H CloudFormation &4k
110.11. AWS EfliZR989 RHCOS AMI
110.12. 7£ AWS H | bootstrap 77 R
1.10.12.1. bootstrap #125#J CloudFormation &4k
1.10.13. 7£ AWS H ] control plane #1288
1.10.13.1. control plane Hl2&#J CloudFormation 14
110.14. £ AWS A1 worker 17 R
1.10.14.1. worker #2589 CloudFormation 14
110.15. A A F B A B ERIZRITE AWS L#I8R1E bootstrap B3
110.16. {5/ CLI Bx B
110.17. L AN BRAIEH 25 B iE K
1.10.18. ##4 Operator B2 &
1.10.18.1. 22 EIAHI OperatorHub j&
1.10.18.2. £tk reqgistry T HEERE
110.18.2.1. i F A P B A BB ZR 1B AWS BCE registry Tk
110.18.2.2. TEFEE T ERBEPE B HIR registry FHE
1.10.19. k& bootstrap FiR :
1.10.20. B3 Ingress DNS ir 3%

B3%

247
248
250

251

251
252
253
253
256
256
257
258
258
258
258
259
259
259
260
260
262
269
269
277
278
278

281
283
284
286
286
288
294
297
305
307

316

317

321
325
330
338
342
345
347
347
350

351

351

351
352
352
353



OpenShift Container Platform 4.6 £ AWS L %%

110.21. A F B &R EMZRM L5 AWS R
110.22. /3 Web 12§18 & R EIERE
1.10.23. OpenShift Container Platform B Telemetry 7]
110.24. b FTR
110.25. G885 5R
1. 7 AWS EENE &R
111 MR E A R EIEF B AR R MR

355
356
357
357
357
358
358



B%



https://docs.microsoft.com/en-us/virtualization/windowscontainers/kubernetes/common-problems#pod-to-pod-connectivity-between-hosts-is-broken-on-my-kubernetes-cluster-running-on-vsphere

OpenShift Container Platform 4.6 £ AWS t%%
I om =
B 1E 7 AWS L&

1.1. B2 & AWS Bk

1E %% OpenShift Container Platform Z &, & 714%HECE Amazon Web Services (AWS) 11K,

1.1.1. BB BB H 53 (Route 53)

FE 2% OpenShift Container Platform, & AR Amazon Web Services (AWS) 1l 7 A1 7E Route 53 R
FZHE—NLTHNLAHTEER, WRKIFEGIIHERNE, Route 53 BRS NERFAN B ERIRHLEERF DNS
AT AN B AR A4,
iR
L PRREBIE S F I, UARGEME (registrar) o ELURRINARSAEME, SR AWS HHE
ftt SRR BT B35 A0 S A 7
pa -3
SORIBEIT AWS W38 7 — D3, MR E—ER ARG B1EXH DNS BRUE

B, BxBEi AWS IEEMEZER, 1550 AWS XRFMER Amazon
Route 53 XAt &,

-

2. MREERMANFEMEE, 1EHE DNS ERE AWS, 1ESH AWS XAFBYE Amazon
Route 53 B W IIA EH) DNS AR,

3. NIERIEHFIHOIE— N AHTEER, HSMH AWS XHEARNIEAHITEX,
FERAAEMRIY (4 openshiftcorp.com) =Fi5 (4 clusters.openshiftcorp.com) .

4. NMEERICRAPREETHNE LIRSS 8. S0 AWS SHEFRBRER A HIEE KB ATARSS
%go

5. BEEEATA AWS Route 53 BRARSS S HEMEEIC K, FA0, MNRE[FEEMBNAEK Y
Route 53 fR%5, S AWS XCRYFRMILL T E/ : 000 E & IR S5 2a sk b 10 5%

6. MRFEAFHE, HHEZHICTRMBIREF, XA FEMKTF Amazon Route 53 TifE, RIRR

B DNS N B EIEEF. 555 02 #F A Amazon Route 53 ¥/ DNS RSB F 15,
TFTT% AWS XY By AR LUK BRI & SRR

1.1.1.1. AWS Route 53 i Ingress Operator i s ECiE

INRIEIE Amazon Web Services (AWS) GovCloud(US)US-West 5% US-East KigiAh%2E, Ingress
Operator {3 us-gov-west-1 X1 A F Route53 FHriC API 2 F i,

INRECE T HAZFEFER 'us-gov-east-1' FIEE s, Ingress Operator {#f https:/tagging.us-gov-

BX AWS GovCloud (US) ImmBIBEZER, HESH AWS XAFEIE X GovCloud(US)HIAR 55 b 2 B9 P
Ao

HE
1 us-gov-east-1 XigHLL&EHf, AWS GovCloud AZHAMEM., M EENRE,


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/MigratingDNS.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/CreatingHostedZone.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/GetInfoAboutHostedZone.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-name-servers-glue-records.html#domain-name-servers-glue-records-procedure
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/CreatingNewSubdomain.html
https://tagging.us-gov-west-1.amazonaws.com
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/using-govcloud-endpoints.html

F1E £ AWS L%

Route 53 Bdi& = Hil

platform:
aws:
region: us-gov-west-1
serviceEndpoints:
- name: ec2
url: https://ec2.us-gov-west-1.amazonaws.com
- name: elasticloadbalancing
url: https://elasticloadbalancing.us-gov-west-1.amazonaws.com
- name: route53
url: https://route53.us-gov.amazonaws.com ﬂ
- name: tagging
url: https://tagging.us-gov-west-1.amazonaws.com g

Q S FRIEM A AWS GovCloud(US)K 15, Route53 BkiL https:/route53.us-
gov.amazonaws.com,

Q RA US-West KigBE R CIRR, MREBHATH— MK, NARLSE,

1.1.2. AWS i FRE

OpenShift Container Platform 5£2£{# F %% Amazon Web Services (AWS) ZH44, ERIABIAR 55 BR (H B0
fR&Z % OpenShift Container Platform 5£3¥IRE N, MNREERSENERHRE, TEL AWS RIGHE
SR, HBEMNERIKFIZITEANER, EAEEE N AWS IAE R E M TR,

TRELST AWS A, EfMRETRERIIEREFIZTT OpenShift Container Platform SEE£HIEE
o

AT LR 2K\ AWS BR{H ik

4

SEBIRRIE EIEA AR KINERT, BNEROIBRUTG
e —% Bootstrap #l2%, ERLEEMER

e =" control plane Tig (tEB#H master 7
=)

e =" worker T &

IXEELPIR BB EERIK NRREZA, EEHE
BE% worker TR, [HABT &, BEREIENE
HEATEBEFIRE, HFREEBIKA RS, LBER
SRTUUREBETENERS,

ERZEXEAH, bootstrap 1 worker Hl25#
m4.large #1253, control plane #1283/ F m4.xlarge 5t
Bl, E—LXE, SIEREFZRHXLELHIREMX
15, N{&EFA mb5.large #1 m5.xlarge 524,


https://route53.us-gov.amazonaws.com
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
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e tag:TagResources

e tag:UntagResources

e ec2:AllocateAddress

® ec2:AssociateAddress

e ec2:AuthorizeSecurityGroupEgress
e ec2:AuthorizeSecurityGrouplngress
e ec2:Copylmage

e ec2:CreateNetworkinterface

e ec2:AttachNetworkinterface

® ec2:CreateSecurityGroup

® ec2:CreateTags

® ec2:CreateVolume

e ec2:DeleteSecurityGroup

® ec2:DeleteSnapshot

® ec2:DeleteTags

® ec2:Deregisterimage

® ec2:DescribeAccountAttributes
® ec2:DescribeAddresses

® ec2:DescribeAvailabilityZones
® ec2:DescribeDhcpOptions

® ec2:Describelmages

e ec2:DescribelnstanceAttribute

e ec2:DescribelnstanceCreditSpecifications
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ec2:DescribeVpcClassicLinkDnsSupport
ec2:DescribeVpcEndpoints
ec2:DescribeVpcs
ec2:GetEbsDefaultKmsKeyld
ec2:ModifylnstanceAttribute
ec2:ModifyNetworkInterfaceAttribute
ec2:ReleaseAddress
ec2:RevokeSecurityGroupEgress
ec2:RevokeSecurityGrouplngress
ec2:Runlinstances

ec2:Terminatelnstances

B11.2. RET T2 O R4S BRAT R BIAR

12

ec2:AssociateDhcpOptions

ec2:AssociateRouteTable



ec2:AttachinternetGateway
ec2:CreateDhcpOptions
ec2:CreatelnternetGateway
ec2:CreateNatGateway
ec2:CreateRoute
ec2:CreateRouteTable
ec2:CreateSubnet
ec2:CreateVpc
ec2:CreateVpcEndpoint
ec2:ModifySubnetAttribute

ec2:ModifyVpcAttribute

MREFERIMER VPC, ERIIR A A RFEXLEN RO ML TR,

1 1.3. ZE&EFTER Elastic Load Balancing #{FR(ELB)

elasticloadbalancing:AddTags
elasticloadbalancing:ApplySecurityGroupsToLoadBalancer
elasticloadbalancing:AttachLoadBalancerToSubnets
elasticloadbalancing:ConfigureHealthCheck
elasticloadbalancing:CreateLoadBalancer
elasticloadbalancing:CreateLoadBalancerListeners
elasticloadbalancing:DeleteLoadBalancer
elasticloadbalancing:DeregisterinstancesFromLoadBalancer
elasticloadbalancing:DescribelnstanceHealth
elasticloadbalancing:DescribeLoadBalancerAttributes
elasticloadbalancing:DescribeLoadBalancers
elasticloadbalancing:DescribeTags
elasticloadbalancing:ModifyLoadBalancerAttributes

elasticloadbalancing:RegisterinstancesWithLoadBalancer

%513 £ AWS EZe3t
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I e elasticloadbalancing:SetLoadBalancerPoliciesOfListener

15 1.4. REFTFF M Elastic Load Balancing f{fR(ELBv2)

e elasticloadbalancing:AddTags

e elasticloadbalancing:CreateListener

e elasticloadbalancing:CreateLoadBalancer

e elasticloadbalancing:CreateTargetGroup

e elasticloadbalancing:DeleteLoadBalancer

e elasticloadbalancing:DeregisterTargets

e elasticloadbalancing:DescribeListeners

e clasticloadbalancing:DescribeLoadBalancerAttributes
e elasticloadbalancing:DescribeLoadBalancers

e elasticloadbalancing:DescribeTargetGroupAttributes
e elasticloadbalancing:DescribeTargetHealth

e clasticloadbalancing:ModifyLoadBalancerAttributes
e elasticloadbalancing:ModifyTargetGroup

o elasticloadbalancing:ModifyTargetGroupAttributes

e elasticloadbalancing:RegisterTargets

11.5. REFTFHEH 1AM R

e jam:AddRoleTolnstanceProfile
e jam:CreatelnstanceProfile

e jam:CreateRole

e jam:DeletelnstanceProfile

e jam:DeleteRole

e jam:DeleteRolePolicy

e jam:GetlnstanceProfile

o jam:GetRole

o jam:GetRolePolicy

o jam:GetUser

14



iam:ListInstanceProfilesForRole
iam:ListRoles

iam:ListUsers

iam:PassRole

iam:PutRolePolicy
iam:RemoveRoleFrominstanceProfile
iam:SimulatePrincipalPolicy

iam:TagRole

pa -

F1E £ AWS L%

INRELRETE AWS K A Ol 7 2t fias (ELB) , IAM AP ILHRE

iam:CreateServiceLinkedRole [,

51 1.6. ZZEFTEH Route 53 FU R

route53:ChangeResourceRecordSets
route53:ChangeTagsForResource
route53:CreateHostedZone
route53:DeleteHostedZone
route53:GetChange
route53:GetHostedZone
route53:ListHostedZones
route53:ListHostedZonesByName
route53:ListResourceRecordSets
route53:ListTagsForResource

route53:UpdateHostedZoneComment

B11.7. REFTFHH S3 TR

s3:CreateBucket
s3:DeleteBucket
s3:GetAccelerateConfiguration

s3:GetBucketAcl

15
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e s3:GetBucketCors

e s3:GetBucketLocation

e s3:GetBucketLogging

e s3:GetBucketObjectLockConfiguration
e s3:GetBucketReplication

e s3:GetBucketRequestPayment
e s3:GetBucketTagging

e s3:GetBucketVersioning

e s3:GetBucketWebsite

e s3:GetEncryptionConfiguration
e s3:GetLifecycleConfiguration
e s3:GetReplicationConfiguration
e s3:ListBucket

e s3:PutBucketAcl

e s3:PutBucketTagging

e s3:PutEncryptionConfiguration

151 1.8. 52 2% Operators FTEEH S3 IR

e s3:DeleteObject

o s3:GetObject

o s3:GetObjectAcl

® s3:GetObjectTagging
® s3:GetObjectVersion
e s3:PutObject

e s3:PutObjectAcl

e s3:PutObjectTagging

B11.9. MIPRE A SRS BLRFT R BIHR

e autoscaling:DescribeAutoScalingGroups

o ec2:DeleteNetworkinterface

16
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® ec2:DeleteVolume

e elasticloadbalancing:DeleteTargetGroup
e elasticloadbalancing:DescribeTargetGroups
e jam:DeleteAccessKey

e jam:DeleteUser

e jam:ListAttachedRolePolicies

e jam:ListinstanceProfiles

e jam:ListRolePolicies

e jam:ListUserPolicies

e s3:DeleteObject

e s3:ListBucketVersions

e tag:GetResources

1110, fHBR PR 2% B IR A 75 B9 AN BR

ec2:DeleteDhcpOptions
® ec2:DeleteinternetGateway
® ec2:DeleteNatGateway
® ec2:DeleteRoute
® ec2:DeleteRouteTable
® ec2:DeleteSubnet
® ec2:DeleteVpc
® ec2:DeleteVpcEndpoints
e ec2:DetachinternetGateway
® ec2:DisassociateRouteTable
e ec2:ReplaceRouteTableAssociation
2 ' =

MREFERIMAER VPC, EBIIK AR EIXLEN R FMIBR I TR,

I B 111, QRS 24 RIS 1AM A1 S3 HUR

17
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e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

o jam:GetUserPolicy

e jam:ListAccessKeys

e s3:PutBucketPublicAccessBlock
e s3:GetBucketPublicAccessBlock
e s3:PutLifecycleConfiguration

e s3:HeadBucket

e s3:ListBucketMultipartUploads

e s3:AbortMultipartUpload

T

p= Y=
» MREMFEA mint EREEHNEEIE, IAM B i1EE iam:CreateAccessKey

and iam:CreateUser Y[R,

B11.12. REECATR B R RERRR

e servicequotas:ListAWSDefaultServiceQuotas

1.1.4. f1/E 1AM B

B Amazon Web Services (AWS) Ik &S & —MRA K, ©ETFER RO - B9 -FHl it
th, XR—NEARIK S, BRI A FEK MK EERE, BMBRAIE, URERPKARE,

ER% OpenShift Container Platform Z &, 1HAIE—NHIBN IAM BIER A, ST AWS S AR RTREY/E
AWS I R AR IAM R FORARIS, 1H B LA TR0

ik
1. 187 IAM A & 3% Programmatic access.

2. K0 AdministratorAccess ZKBg, LURRIKF AR EINRROIEERE, RIS ILERBREE HE
4 OpenShift Container Platform A% FEik, £HERNAHEFEIRZEZNEIL,

18


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
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AR LICIRIKF TR AWS T RRBIRIEHFEM MBS, BXTEEEN
W, KRNI ENEMHGRTFOANNEIL, FLAEHGSRERERNEIL,

3. B3 B M INER A | B RN TR,
4. WBIANEIEENA N 2 %$%F 7 AdministratorAccess KB,

5. 8% ViR EH ID 0 Secret Vi BHE, EEEXRMALSE, BoIERILEERZITRER
J%O

BE
TEEREBEREN, BIREEEASRFREIEL A REIE AWS B9 68 B 15 £ BBk

B RIEEhE. ARENENEGREF, RHSFEEREH S AWS Kbkl
2 AWS TR, REniERET RN KREEIL.

o BXRELERNTF Cloud Credential Operator (CCO) B NFIERMLEE, ESHFhN
AWS B8 IAM, HETEFERTEMMIGREE (IAM) APIHEER, SAFEREEASIW
EIF secret R 1FE5EE kube-system T B i, ATLUERXMER,
1.1.5. XHrd9 AWS X35

& BT LU OpenShift Container Platform BB EI AT AKX, -

&H9 IAM A P i E X 35 us-east-1 R [R tag:GetResources S&/HIFRE AL R FIR.
YE AWS AP IZEKRBI—EF4>, OpenShift Container Platform 22 FF7E It K 8 4T
BRI,

af-south-1 (Cape Town)

ap-east-1 (Hong Kong)

® ap-northeast-1 (Tokyo)

® ap-northeast-2 (Seoul)

® ap-northeast-3 (Osaka)

® ap-south-1 (Mumbai)

e ap-southeast-1 (Singapore)
® ap-southeast-2 (Sydney)

e ca-central-1 (Central)

e eu-central-1 (Frankfurt)

® eu-north-1 (Stockholm)

19


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#manually-creating-iam-aws
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e eu-south-1 (Milan)

® eu-west-1 (Ireland)

® eu-west-2 (London)

e eu-west-3 (Paris)

® me-south-1 (Bahrain)

® sa-east-1 (Sdo Paulo)

® us-east-1 (N. Virginia)

® us-east-2 (Ohio)

e us-west-1 (N. California)

® us-west-2 (Oregon)
FHFLLTF AWS GovCloud X1 :

e us-gov-west-1

® us-gov-east-1

1.1.6. FEH 5
e % OpenShift Container Platform &% :
o HARKRERFES EMEMEIETRELR KL
o EREBRFEANEMBHPEATEELRESH
o HAMYKEE NERERFBAMEMEN L REER

o f{#M CloudFormation EHR1E AWS HFH B & RO B Ze i) - R S B

1.2. 7 AWS F510]2 1AM

BEXREVIFERMRERE (AM) APIHIER, EEEABAFEMEERIMEIL secret 7
fiEE5 8¥ kube-system 4 22 (8] I, BILAER &R Cloud Credential Operator (CCO) MAFHE
ﬁo

1.2.1. 7 kube-system Tl B R EEEE G 45 secret WER AR

Cloud Credential Operator (CCO) H=#tMNEEIE/E N Kubernetes B E L HRE X (CRD) #1T&
1, &7 LLETTE install-config.yaml X4+ credentialsMode S4B A RME, FEE CCO X
HRHMENELER,

NRIEFFHLEEEEE kube-system 711 B REFMEE IR A7 B EIE secret, EAILATERE OpenShift
Container Platform B iEFELL R & — -

o FIHTBTEI :

RA LS CCO # credentialsMode Z#(i% &/ Manual LLFHEEEEIE, FRFIEITR
FENERHERHARENAER, MESEEHPEHEEEASHNEILL, MEEINEES

20


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-aws-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-aws-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-aws-network-customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-aws-user-infra

B 1Z £ AWS B
R = HN Fé'i/\ IAM s, AR LAMERLES, B2, SXRAREBLMFIEIRSHA
THRGDE, BESTFhEMNMEKRENNAGREEIE

o {FHF mint B %%k OpenShift Container Platform SR EIE 5 5| HIZIE secret:
INRIEER CCO, FHIF credentialsMode ZE%E N Mint, EA LE%RE OpenShn‘t
Container Platform GRS ER B AIMIEIE, Mint R E CCO MEIAERRE, X%
FEAREIRPEEEEASINEIL, ARETEPEATEALAINEILRENIR T ELE
IR EAMREIE, RIBEIE secret FRKAFMEEER .

1E3E z-stream FYiE1, BHITERER AL EIEEFIRE EIE secret, MIREXEE
Uk, NeIBETTEH TR,

o TTRUNMIERE OpenShift Container Platform MR E IR 5120 B B9 EIE secret, 155
[ 0 B S M PR = S P A

o MFTHMAMANRMN CCOZIEBAREZIFMES, 1ESH Cloud Credential Operator,

1.2.2. F510]2 1AM

XAV ERMRERE (AM) APIHIER, EEEABAFEMEERL|MEIL secret 77
ETE 5 B¥ kube-system 44 22 [A] RN, AILATEZR R Cloud Credential Operator (CCO) MAF IR
Eﬁo
itk

1. B g L EREFE X FH 02 install-config.yaml 3T :

I $ openshift-install create install-config --dir <installation_directory>

2. YwH install-config.yaml B2 &3 {4, EHAH credentialsMode $#{i% &/ Manual,

P install-config.yam| B i& S 44

apiVersion: vi

baseDomain: clusteri.example.com

credentialsMode: Manual ﬂ

compute:

- architecture: amd64
hyperthreading: Enabled

Q WX —4T4% credentialsMode £#8i% &~ Manual,

3 BENEY, HRESRERFNBRPSITUTHRS :
I $ openshift-install create manifests --dir <installation_directory> ﬂ

Q % F <installation_directory>, iHi8ER T REREEFMOUIENXHNE R,

21


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/post-installation_configuration/#post-install-rotate-remove-cloud-creds
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/operators/#cloud-credential-operator_red-hat-operators
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4. MR ERAMEEIFAERN admin EiF secret, XAFFLEEM admin EiFFMEEERE -

I $ rm mycluster/openshift/99_cloud-creds-secret.yaml

5 NEBEREEFHBZRS, FKE openshift-install —i# %324 ZE £ FHI OpenShift Container
Platform & {THfR1F15 :

I $ openshift-install version
i Bl
I release image quay.io/openshift-release-dev/ocp-release:4.y.z-x86_64

6. (X ERBINET, HBLAITHRALEHHIFTE CredentialsRequests X & :

$ oc adm release extract quay.io/openshift-release-dev/ocp-release:4.y.z-x86_64 --
credentials-requests --cloud=aws

X2 EREMERBERS,

CredentialsRequest X & <6l

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: cloud-credential-operator-iam-ro
namespace: openshift-cloud-credential-operator
spec:
secretRef:
name: cloud-credential-operator-iam-ro-creds
namespace: openshift-cloud-credential-operator
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- effect: Allow
action:
- iam:GetUser
- iam:GetUserPolicy
- iam:ListAccessKeys
resource: "*"

7. FERZ B4R openshift-install ;55 Bk secret Il YAML XX, secret AT
spec.secretRef 17/ credentialsRequest & Y #9422 ] F secret Z#IENE . secret
EHREH-N AR,

8. NEBERERFNERH, FRIBRER

I $ openshift-install create cluster --dir <installation_directory>

22
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BF

FEARERF 4T EILRERE, BIRAR CCO L TFAALIRE. HIFHESH
BN B F o4 F UL BIE A T AH IR IR A,

1.2.3. EIBEIF root secret 18

BN EEE A kube-system 634 22 B R —NMEIE root secret, AFIHEMAKILIERHFUES
ITAERNBI secret, XA LLEIT mint FEIE (mint mode) , HEHIEILE root secret (passthrough
mode) 2,

secret WIRXE =&, tLATFE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1#&=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <AccessKeylD>
aws_secret_access_key: <SecretAccessKey>

1.2.4. ERAF U EIEFREER
NRERKILZATRAFRINT ik, NEAFHEETEIEIERED Cloud Credential
Operator (CCO) AHIIRSRE N false, X FRARA (BIAOM 4.5 E 4.6) , XMNKREKFEIEFH,
BEIfRRT BHIINR, X TF z-stream hrA (FIZOM 4510 B 4.511) , AHRFEZMHE, BT NFHA
BERTEIE,
8/ Web #5589 Administrator Y& ¥l CCO BE A LA,

1. 5= Administration — Cluster Settings,

2. BHEF CCORKIHNE, Em Cluster Operators FIFRHH cloud-credential,

3. #12 Conditions %84 1) Upgradeable A5 False, HEH X 1THRAHY
credentialsRequests, F7EF 2 AIEFER HF N4 RIEIELATEL,

PR T NIBEBEARRNNRATIRA R OUEIF LN, TEEEFNEEZIUEFAENNR, FHHEHLITHRAS
MAHGNFEFINRER, CCO TERMEXLERTERERMRH, BIELER TEERF upgradable i%
& false,

HIBES BT AN F270/8 IAM BB 3k 7 SR N IR ER A& SR A& B9 & ik,

1.2.5. Mint &=

Mint # 3 & OpenShift Container Platform BIBRIAFIHEZER Cloud Credential Operator (CCO) #EiktE
X EXFERP, CCO FERRMMBREANTEILIZITER., AWS, GCP # Azure #F Mint 2
o

£ mint X, admin EIEE47E kube-system & 2281, SA/FEH CCO FARNERERE I
CredentialsRequest X%, FH BN RAUBEFRENRMIAF,

23
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mint RABIGFALESIE
o FNEMAMRABHMENIR
o mEUMBEZN. FHEMH, SREANTREFZENTHN FILHR

mint X —NERFEZE, admin EIFFEEFHETEE kube-system B secret H,

1.2.6. WA MR EE /IR UERT Mint &R
B, A AWS HEHIXMER,

EXMER AP, BAERAEUEEN mint BB admin ZiEZR % OpenShift Container Platform, {8
2, WEARTEEFREEMR admin Ziik secret,

EIE A A LU Cloud Credential Operator BTiE R RELEIE, FEYIEFTA CredentialsRequest X%
EEEEMBENNR, AL, MIEFTERRANS, SNAEFEE admin Eik, WFRXEKBEILE, =R
BEREERETLHE%E.,

EFALE, NiZRE admin Fik, UE, MREIERFE, AHTRERMAEL,

admin EIER KK AFHEEREEF,

EMERDAEEE—NENTE RN, EBEPERE admin EiF, EXAEENENHLER admin EiFE
ChEFEK secret,

1.2.7. BES IR
e 4 OpenShift Container Platform &% :
o FARKRERFEBEENEMIGBIEIE AWS EIREREER
o HREBFEBEANEMEEPHEATEE LRERH
o HAMYKEE NERERFBAMEMEN L REER

o f{#M CloudFormation EHR1E AWS HFH B & RO B Ze i) - R S B

1.3. £ AWS LiRELRLEEERE

£ OpenShift Container Platform R4 4.6 A, & BT LA A BRIA BB LT1E Amazon Web
Services (AWS) LZ2iE&EE,

1.3.1. F R KA

o #EHA X OpenShift Container Platform & f B #H RIZHEAE B

o L& AWS KT LIEE SRR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-aws-default
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BF

MREHITEN L7 EE AWS BRESR, N AZEEERSRARTIL RN &R
TERMIENESE, EEFNBIMEGRRF, SHSFSERTINEA
AWS ZIER IR AWS 1R, RILEwERETRIINKARKIE. BERES
BIEEEH, TEHSM] AWS XHARBEE IAM B P BI R B, e fEaiTRERF
==,

o NREMIANIE, MaFRFEEE N RITREFFE MBS,

o MRAAUFRABTEFMHUINERE (AM) , EBEEAFI Foh0IBFLES IAM Fik. F)
BRXWALUAF T IAM API F3EVT FIBIEAE R,

1.3.2. OpenShift Container Platform BB B[]
1£ OpenShift Container Platform 4.6 &1, EEE ;R BB MR EER,
B EA LT E B MU AR

e jj[A] OpenShift Cluster Manager A FERZERRFHHUTI HEER, WNRER LTI BB,
FEEEZMA Telemetry, ZIRS S EhIRIERER,

e iJjli] Quay.io, LURERZREERATFEHNT M4,
o REMITRAEFEHAENIHE,

BF

NREERTTEAEZ VIR EEM, A LAEE AR F L R E AR EHUTZ R4S &
%, TR, BETEHMENRSE, FHERTEERER registry (mirror registry) HiE
RBREEHHENLEEFAENTHS, M TFRELEREXD, SHTREINIMERE
ZUR BRI, TEFEREZA, BEEH registry B REIHPHRNE,

1.3.3. £ SSH AAF R ERMEI R E A

MRBARR EPTREMAFIICERE, Ml ssh-agent FIRERFRMH SSH B, AT LUER
AT R A HEERE R bootstrap Ml88 KHFFR &£ R,

_ FEFIMER, BREEMTIMERE I,

& LUE A L BEHLL core A B9t SSH iE#EE master T, TEERBEEN, WHRHASHME core
FA 7 #9 ~/.ssh/authorized_keys 55X/,

%i o
' BRER—IFIBRY, MARERERETS LERBRN®EH, 0 AWS EHX,
ik

1 MFEZRENITEN LREEFMIIEMEER SSH B8, H0IR—1. i, EEMA Linux
ERGIBITEN EIZTU TR S -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

IEEH SSH BB EMXHE4, 40 ~/.sshlid_rsa, NRESEBHAN, 1HBEREHALEA
fIF ~/.ssh B3,

ZITIE e B RERENMLELENAFEB LR SSH B,

INERIRITRITE x86_64 ZF 2 & A FIPS 351FAY/Modules in Process HNEE ZERY
OpenShift Container Platform 5£8%, TZ0i2{#H ed25519 EEMEH, K
Z, DIE—MEMA rsask ecdsa EIEHEH,

-

2. EhEBESE ssh-agent 772 :
I $ eval "$(ssh-agent -s)"
it Bl
I Agent pid 31874
INREHRFRA FIPS ERX, NRER FIPS RBEFIEFRLERN SSH BH, B
/& RSA 5 ECDSA,
3. ¥ SSH FAEHARINEY ssh-agent :
I $ ssh-add <path>/<file_name> ﬂ
i th o Bl

I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 18 SSH FATARBR R T4, 40 ~/.ssh/id_rsa
L5 TR
o TEZR% OpenShift Container Platform i, Z&iEF2FER#E SSH N,

1.3.4. FRINLEREF
1E %% OpenShift Container Platform Z &, NR&EXMH THEIAKITEN L,

SRS
® JZ1T Linux 3t macOS BT &, ARG Z2(A]2H 500 MB
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iz
1. 1iln] OpenShift Cluster Manager 3 s B4 Infrastructure Provider T{HE, MREFLLIEKS, 15E
AECHEIEER, MREE, HUE—MKS,
2. PR IEBY BRI SR N
3. HABEAFENRERNIE, THENRERSNRERRF, FAEXHREERGEREEE
XHERME xRS,
HE
REEFREARLRERHNITEN LAUBET X, EERERRER, B
REBLRERFNRERFEAUENXE, XN XHEEZMRERE.
HE
MR LSRR ORI ST MR IEHIERE, BIEERERE SRR RKE 2
b, ZMHBRERE, NRFE MY FETEMR OpenShift Container Platform ElERFE.
4. RIRERRF, flt0, EFEB Linux BIERZTIITTEN LZTU TSRS -
I $ tar xvf openshift-install-linux.tar.gz
5. M Red Hat OpenShift Cluster Manager F#i% %% pull secret » BT pull secret, ERILLHITAT
ESERAWRERNRSHESREIE, XEIRS SIESN OpenShift Container Platform AR A
2R M Quay.io,
1.3.5. BRE &R

IR LEFRA T T A PR OpenShift Container Platforms

- e

REEFEFH create cluster i B REEE AR EZITEHIZIT— IR,
FoRFM

o MERXBERHMNTFTEMIK,,

e JREYX OpenShift Container Platform %222 F LA R B pull secret,
iz

. BB ERERFHNE RANBICERSNE

$ ./openshift-install create cluster --dir <installation_directory> \ﬂ
—-log-level=info @)

Q % F <installation_directory>, iHi8ER T REREREFMOIENXHN B KL,

Q BEHRERRAMLE LS, 1HIEE warn, debug = error, MAEHEE info.

27


https://console.redhat.com/openshift/install
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BF

BE—NEBR, —ELREER, M bootstrap X.509 iEF, BHEHTHAARE,
FAUEAEESEFALREE R, NMREESHEAN —IEHREFNNIIXHE, T8
NESHEEHE RSP, R, —LREFENXHRATERELTRAZEBRHR
45, M OpenShift Container Platform iR i 8 §ll 2 ZE TR ER A /ND

TR IRMEE -
a. Ak T IERENLZRR SSH B,

==
. S FIEBEE EHITRE AR RE B 4E 77 IME OpenShift Container
n Platform &2, 1515 ssh-agent #2EMAH SSH &,
b. 1L aws fE N BIRER.

c. MNRITEN LZRABIRTE Amazon Web Services (AWS) BEcBE, H NIEEREBR T Z1TRERERF
BIF PN AWS 1515 B5%A ID #0 Secret 5[0 B4R,

v -
AWS 1510 % 5H ID # secret iR BHEMEREZ N LLFIBA - EBRXHH

~/.aws/credentials 1, MNEXHHFAEFESFENREERIL, REEFRIRE
RIEEIANEILL, BRREREFRENMAE RIS EEEX S,

EFERERTERIMN AWS XiF,
IR N E AL B M Route 53 IRSSHYE I,
f. NERH A —NEDR MR R,

g. #ll5 Red Hat OpenShift Cluster Manager ##4 pull secret

MREEEN LRENTHVEKRARPHIDIREMERY, REIEFRE
ik, #FBERRDEIIR,

SRMETHE, XHRERUIFIERNER, SiEiERE Web #H &8 EH] kubeadmin F
FEEIE,

it Bl

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig’

INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.mycluster.example.com


https://console.redhat.com/openshift/install/pull-secret

%513 £ AWS EZe3t

INFO Login to the console with user: "kubeadmin”, and password: "4vYBz-Ee6gm-ymBZj-
WI5AL"
INFO Time elapsed: 36m22s

BREMINN, BV RIFEILE RLRFHE
<installation_directory>/.openshift_install.log,

BF

. ﬁ%%&ﬁiﬁiﬁ’ﬂ Ignition FREB XX H-EETE 24 /NI ETBARIES, RE7HETH
WFTEAT, MREEFMEPIIXRMER, BEBHE 24 /NNEER, £8#a
EEJJ’V’E THRIER, —NMIAERE, BREEFIRESFLEDN node-
bootstrapper i #5555 %153K (CSR) XRWE kubelet ik, MFELZELR, 17
B3 M7 HFHY control plane 1EF 1 E HISTHY,

o EIUIKRTE Ignition BELESHAEMKER 12 /NTAREREN], EN 24 NTEIES
RTEEBHLEEM 16 NE 22 N ELFETIE, Bt 1E 12 /N RER
Ignition BEE X, EAILLEREREZSRARNPUT T IEHEH M S RRE
KA [R]

BE

EASHIRREREFHNREEFAURIX ., FEXINE S MRS,

2. \3% - MR EREEEREN IAM 1K P kR Z2 A AdministratorAccess RHB&,

p= )1
RAEELETTEHPFEE AdministratorAccess FISIZHAIFH AR,

o MFAXRAWS REEMEIURENESIER, HESH AWS X FIWEEMFTILXHLE.

1.3.6. | FE TSI 3 %2k OpenShift CLI

REELRL CLI (oc) EFEAMGSITRES OpenShift Container Platform #1173 B, f&A7E Linux .
Windows 5 macOS E£%% oc.

HE
INRLE T IHMRAM oc, NITEEA OpenShift Container Platform 4.6 FHEIFRE R4,
THFHLEIHMRAN oc,

1.3.6.1. 7£ Linux £ %% OpenShift CLI

TRAT LURBR LU T RAZTE Linux E&% OpenShift CLI (oc) Zi# il 4,

A2

1. HABILNER ] MG £ OpenShift Container Platform T &1 .
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2. 1E Version THI3 5 A 548 N AR AR
3. i OpenShift v4.6 Linux & /7% 5 B 55108 Download Now, B{R7EX .

4. RREFH

I $ tar xvzf <file>

5. 8 oc ZiHHICHKEI PATH 9 E F 4,
HATU TS A UEE YR PATH K& :

I $ echo $PATH
L% OpenShift CLI /5, BILA#EM oc % :

I $ oc <command>

1.3.6.2. £ Windows _E %% OpenShift CLI
0] LURBRLUT AR E Windows E&% OpenShift CLI (oc) Zi#HHIAHE,
i
1. FARIIEER 1 MG LB OpenShift Container Platform & 7,
2. 1E Version THIZZ 5 A58 N B AR AN,
3. Hif OpenShift v4.6 Windows & ifisk B 351719 Download Now, B{REX 4,
4. B Z2IP EFREEFE,

5. 38 oc ZHIS R E] PATH B9 B XA,
EEFEWN PATH, HHAGSRTIEOHIITU TGS

I C:\> path
=& OpenShift CLI f5, ®TLAEF oc 4 :
I C:\> oc <command>
1.3.6.3. £ macOS _EZ& % OpenShift CLI
IR E] R BRLUTRTZELE macOS L4 OpenShift CLI (oc) Z#tHl K,

it
1. FARLIIEE 1 MG LB OpenShift Container Platform & 7,
2. 1E Version THIZZH A58 N B AR AN,
3. B OpenShift v4.6 MacOSX & /7 ik B 3518 Download Now, B{RTF3 {4,

4. FREMMBERFH.
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5. % oc ZiHISXHRE PATH BB K,
EEFEW PATH, THA—MIREOFHMITUTRS

I $ echo $PATH
2% OpenShift CLI &, ®LAMER oc 4%

I $ oc <command>

1.3.7. {6 CLI &R BIERE

el LUR S 5 & EF kubeconfig X, LIBKIARGIRAF S0 %58 . kubeconfig X B & XTER
MIER, f#tCLI BT NE M imEED ERER AP RS S, ZXHRRERT—NMEENER, &
OpenShift Container Platform Z&&idf2d i,

FoRFM
o B EE T OpenShift Container Platform 52%,

e 2% ocCLl
TAE
1. 51 kubeadmin Eif :
I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. ERASHEMNEE, RIUFEENIISIT oc i ¢
I $ oc whoami
=1
I system:admin

1.3.8. [ Web 25 & < FI &8

kubeadmin F /7 BRIA7E OpenShift Container Platform & G7E1E. A LUER OpenShift Container
Platform Web #4l& L kubeadmin f J* 519 & R&EEE,

FoRFEA
o FijnREE NI AT R,
o RS TERRE, FTASEE Operator 3R A,

1. MZEEH _EA kubeadmin -password 34 F R EX kubeadmin S BOERHS :

31



OpenShift Container Platform 4.6 £ AWS t%%

I $ cat <installation_directory>/auth/kubeadmin-password

H4, LA LMEZEEEHN LM <installation_directory>/.openshift_install.log
BES KX kubeadmin 15,

2. FH OpenShift Container Platform Web £#| &K H :
I $ oc get routes -n openshift-console | grep 'console-openshift’

H4, B A LMEZEEFEHN LM <installation_directory>/.openshift_install.log
& SXHEFRER OpenShift Container Platform B&H.

i Bl
console  console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web Hiiss S El E—a S HH P EENIEE, MU kubeadmin B B &%,

o HNFEAXIAF T #2 OpenShift Container Platform Web #2HIEMEZE R, 1HSMIN] Web
®HlE.

1.3.9. OpenShift Container Platform BJ Telemetry /57

£ OpenShift Container Platform 4.6 /1, BRIZITHY Telemetry IRFSIRMEA X EBH RN ERT
B1ETS, TEVINEKM, MREHWERLEZEEIERKRM, Telemetry RB3N21T, MASHKEME
OpenShift Cluster Manager,

#iA OpenShift Cluster Manager ;EHIEFAfS, RILLE Telemetry Bah4EH, WAILAER OpenShift
Cluster Manager Fah4ES, R 1R BRERIK 7 2% % £ 805 H9 OpenShift Container Platform 1]
[‘E;éjc

A3

HhBR

\g

o FX Telemetry REMELER, 1ES X T L2 EE HIZE,

1.3.10. FEH IR
o WHFZE,
o B VK.
o MREE, EALILEFERTREENE.

o MRFE, EHLUNRTHNEEIL
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1.4. B ENIE AWS EREER
£ OpenShift Container Platform hii A& 4.6 A, A LIEREEFZFTE Amazon Web Services (AWS) HiE
FHEMEN ERZEEENER., BEEENRE, FERREEHFIEN install-config.yaml X895
e
1.4.1. SR M

o EHEHX OpenShift Container Platform %22 #1 & #7 A2 BIF4H{E B,

o L& AWS KT LIFEE SRR,

B

IMREHTEN L7 #EE AWS BRER, N AZEEERSRARTILZ RN &R
TERMIEN ESE, EEFNBINERRRF, SHSRFSERTNEA
AWS ZIER IR AWS BHR, RILEwER KBTI, EEREHHNEY, &
S AWS XHEARREE IAM BB @Y. EAEsiTRERFHREEY,

o NREMINIE, MeFRFEEE N RITREFFE MBS,

o MRAAFRABTEFMHUINERE (AM) , KEEEATI Foh0BA4E IAM Fik. F)
BRXWALUAF T IAM API o3&V RIBIEAR R,

1.4.2. OpenShift Container Platform BB BRI 1 7]
1£ OpenShift Container Platform 4.6 &1, EEEI; R BB MK REER,
BB LT E B MU R AR

e jj[a] OpenShift Cluster Manager L FEZERRFHHUTI HEER, WRER LTI BB,
FHEEZH Telemetry, ZIRS S EhIRIUERERE,

e iJjli] Quay.io, LURERZREERATFEHNT M.
o REMITRAEFEHAENIHE,

BF

NREHERTTEABEZ VIR EEM, A LAEE AR F L R EMEEN EHUTZ R4S &
K. TR, BETEHMBENRSE, FHERTEERER registry (mirror registry) HiE
RBREEHHAENLEBEFAENTHS, N TFRELERERD, SRHETREININMERE
ZUR BN, TEFEREZA, BEEH registry R REIHPHRNE,

1.4.3. £ X SSH FEHFF R RN EMCE A

MRBAER EPTREMAFICERE, Ml ssh-agent FIRERFRMH SSH B, AT LUER
L ERH T R A HEEBE R bootstrap Ml88 KHFFR &£ R,

FEEFIMNER, BREEHTIRERE M,
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IR LUE A L BEHLL core A B9t SSH 121 E master T, TEERBEEN, WHRHASKHME core
FA P #9 ~/.ssh/authorized_keys 55X,

% o
BRER—IFBY, MARERERETS LEBRN®EH, 0 AWS B,

i
1 WRLEBNITTEN L REGSMIIEMEER SSH 23, FAIE—1. B, EFEA Linux 2
ERGIHITTEN LT T RS -
$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0
18T SSH BHHMIBR R XH4, %0 ~/.sshlid_rsa, MARESHEBAN, 1HBRIEHIAEH
fiIF ~/.ssh B3k,
BT R RERRENMEENTRER LI SSH B,
v A=
INERIBITRITE x86_64 2F 2 & A FIPS J51FAY/Modules in Process HNEE ZERY
OpenShift Container Platform 5£8%, TZ 02 {#H ed25519 EEMEH, K
Z, BIB—EMA rsa sk ecdsa EiENEH,
2. tFNEEESED) ssh-agent #H72 :
I $ eval "$(ssh-agent -s)"
i Bl
I Agent pid 31874
INREMEEFRA FIPS &R, NRFEMA FIPS BB EFREMN SSH B, BAY
/il RSA B ECDSA,
3. ¥ SSH FAEHARINEY ssh-agent :
I $ ssh-add <path>/<file_name> ﬂ
it Bl
I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)
@ 5 SSHAYIMERBRMX A, 0 ~/.sshid_rsa
F= 45+ 18
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IH =N Z 2N

o TEZR% OpenShift Container Platform i, ZiEF2FEIR#E SSH N,

1.4.4. KR ERF
1E %% OpenShift Container Platform Z 8, NR&EXH FTHEIAKITEN L,

SRS
® JZ1T Linux 3t macOS it &M, AHhAEEZE[H - 500 MB

ik

1. /7] OpenShift Cluster Manager ¥ m B Infrastructure Provider T{HE, AREGLLIEKS, 15E
AEEHMEILER, NREE, HUE—MK .

2. VEFEIR B9 E ISR H N,

3 HAEATENRERVENIE, THENRERINRERSY, AXHREEREFRERE
XHERH, .

BF

LZEEFREARLREHNNITEN LUBRE T XM, ARKERRER, B
RELZERREFNRERFUENXME, XWX HBEEMRER.

BF

TR LSRR ORI ST RN R IEHISERE, BIEEBRERESREHRRE 2
L, ZMHBRERE, NRFEMHNFETEMR OpenShift Container Platform ElERTE,

4. ROVRERRF, B0, EFEA Linux BERGHITTEN LZTU TGRS -

I $ tar xvf openshift-install-linux.tar.gz

5. M Red Hat OpenShift Cluster Manager F#i% %% pull secret o BT pull secret, ERILLHITAT
ESRAWRERNR S EREIE, XEIRSS SIESN OpenShift Container Platform AR ER
&M Quay.io,

1.4.5. |2 L&A E X4
IRE LB & X FE Amazon Web Services (AWS) %22 #) OpenShift Container Platform & &%,
FoRFM
e JKEX OpenShift Container Platform Z4Ef2 LA R &EEEM pull secret,
AT
1. fll# install-config.yaml 3244,
a. BRI ERERFMNER, BioTUTHS :
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I $ ./openshift-install create install-config --dir <installation_directory> ﬂ

Q % F <installation_directory>, iHi8ER T REREEFMOIENXHN B K&,

BF

BE—NEBR, —LELEER, 0 bootstrap X.509 IEF, AKEHTHAR
B, AUAEESFRARKER. NMREEEFEAH —PEHREPHNIIX
%, AILVGEEHRENERD, AR, —LRERIENXHLAIRITELT
hRAZ Al RrERZS, M OpenShift Container Platform kA & fl &2k 244
IF A& AN D

b. TEIRRFEFL, REEHEMEEIES :
i A EFER IR EREY SSH BB,

Wy

M FEBEE EHUTRE RS RMERE B4R OpenShift
Container Platform £2¢, 1518 ssh-agent /72 # R SSH B4,

ii. & AWS E N BIRESR,

iii. ANRITEHN_ERERTE Amazon Web Services (AWS) ERBE, 1§ HWIERBR TIZTRE
IR A AWS ViR 255A 1D # Secret ViR,

iv. EEFEREHIBEIN AWS X,
v. RN EEFEL B M Route 53 RS HIE I,
vi. B A — DR MR,
vii. ¥4l Red Hat OpenShift Cluster Manager A4 pull secret
2. & install-config.yaml 3 {4, &AL RERESHE D PIHXEBEXTHSENELZER.

3. %1% install-config.yaml X1, LUERTRELINEERE,

BF

install-config.yaml X A 2 Z&E IR HPEFEE, MREESFEMALH, wil
TR,

1.4.5.1. ZERESH

1EEBE OpenShift Container Platform &R, EALURHSEE, LREREERFHNT TSI ik
B E VERBTS, 012 install-config.yaml ZEECE SRS, EATLUET S TERIRUMENS
WEE, MREBE LER, TLUEN install-config.yaml XXHERH X TEEMELZER,

e

( a3

- W

\ RECRE, BIEENR install-config.yaml ST HX LESH,
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BF

openshift-install &8 G R IESHAF LM, NRIEE T FEMMRT, IR 0/2ME
KBS R, BERRREER. BERAGEENSHNFERLTEBER,

14511 FREMEESHK
TR TAIENRERBESE
KR1LFTENSEH

¥ sk

apiVersion install-config.yaml m&# FrF e
APIRRA, HETRAZ V1. &
LAZFFIL AT BB RE IR AP hiR
.

baseDomain SN ER RS, EMgA SERRE A TFH, 0 example.com,
F 02 E OpenShift
Container Platform S #4254
BIERH, SEEFRISTEE DNS ZF5
= baseDomain 1
metadata.name S#EHAH
&, HEEXH
<metadata.name>.
<baseDomain>,

metadata Kubernetes %R PO
ObjectMeta, HrRE#E
name &4,

metadata.name EHNET. EEMDNSILE NEFREFFC)MIS)NERS, tdev,
Z {{.metadata.name}}.
{{.baseDomain}} ¥ F 15,

platform HITRENERFEARE : S
aws. baremetal. azure.
openstack. ovirt. vspher
e, A% platform.
<platform> SEHEINE
R, HSETRETHRENE
*¥a,
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S Uiy 2
pullSecret M Red Hat OpenShift Cluster
Manager #XBX pull secret, & {
IEM Quay.io RS H T #; "auths":{
OpensShift Container Platform "cloud.openshift.com":{
HUHBEH R, "auth":"b3BIb=",
"email":"you@example.com"
b
"quay.io"{
"auth":"b3BIb=",
"email":"you@example.com"”
}
}
}

1.4.5.1.2. M4 ECE S

BRI DARIEINA WA RN ERBE L RERE, FIM, Er Y RERMLH IP iR, ER
HARFRINMEBIRR IP bR,

R IPv4 b,
& 1.2. MESE

¥

networking

networking.networkT
ype

networking.clusterNe
twork

networking.clusterNe
twork.cidr

38

sk

ERMANEE,

EREER MY Container
Network Interface (CNI) &,

pod B9 IP k3,

FINMET 10.128.0.0/14, EMEIZH
123,

MBIEIEES A IP HEER, NRFRBE
BES,

f# A networking.clusterNetwork
FRELLI, 1P kbR,

_/l\ |PV4 Mé‘%o

2 3

BEARRAEREEFENR
networking % %15
EHSH,

Gk

OpenShiftSDN =%
OVNKubernetes, BXIAE S
OpenShiftSDN,

— DX REH, Ha0 -

networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23

{8 CIDR Y IP Hhdib bk, IPv4 Bt
MEIBKENT 0232 2,


https://console.redhat.com/openshift/install/pull-secret

S ek
networking.clusterNe  2E4AENHMT RSB FRBIEKE,

40, % hostPrefix &4 23, N&E
DN R MATLAR cidr o BEE—4N /123 F
M, hostPrefix {& 23 124t

510 (27(32-23)-2) 4 pod IP i,

twork.hostPrefix

ARS5E9 1P ik sR, ERINE N
172.30.0.0/16.

networking.serviceN
etwork

OpenShift SDN #1 OVN-Kubernetes [
28BN P R SRR S5 LB — A 1Pttt
B,

networking.machine HL2589 P ik 3k,

Network
MRIFIEESZ A IP kR, NHRAER
*EEEO

networking.machine
Network.cidr

f# A networking.machineNetwork
%, IP#hbsR, libvirt AABIRRE
TERERIAES 10.0.0.0/16, *FF
libvirt, BRIAMMEN 192.168.126.0/24,

1.4.5.1.3. At B S
TR T AIELRERBESH -
£ 1.3. AESH

S8 gk

additionalTrustBundl  RIDET el {EiEBEME B PEM 44
e i3 X509 L HiRHE, BB T RIEF,
AT U ERIXAMEEIRLIE,

compute AT ET "B BB E,

F1E £ AWS L%

i1

ERCLIES

FIAED 23,

CIDR#&RXEH IP it Hpgisd, 4l
m :

networking:
serviceNetwork:
-172.30.0.0/16

— X REH, Ha0 -

networking:
machineNetwork:
- cidr: 10.0.0.0/16

CIDR REHH IP R4 ER,

fitn - 10.0.0.0/16,

S
networking.machin
eNetwork % E N5
H1% NIC FifERY CIDR
U

11

FRE#

machine-pool ¥ R AH, 1FIHEE

& LLF"Machine-pool"%.
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¥ sk

compute.architecture REMAPHEHNIESESEN, BEIF
XRREER, FELAMAEBBUIIEE
MR, BHEH amd64 (BRA

B .

compute.hyperthread REREEITENSELEERAIBERAHFHLSLE
ing B RE, RABRT, BR#FAS
LR LR BB IR MERE,

BF

RIS LR,
HBRETENRINE
RN SRR RER
EPRERY W],

compute.name £ compute I FZEILE, HEHmH

%ﬂ‘o

compute.platform £/ compute W FEILE, FALS
HIEEIEE worker W2 =AML,

WESHEBNES

controlPlane.platform S#{g T

Bc.

compute.replicas ZEFMITENSZRE, BN worker

M2,

controlPlane ZH K control plane BIH23HVBCE,

controlPlane.architec  REMHHB[HNIESESLENE, BEIF
ture Y HRER, FILREMENTIEE
HERMNZRN, B%{E N amd6d (BRiA

H) .

controlPlane.hyperth  2%&7E control plane #1288 L5 A A
reading HFESERENBERE, RABERT, B
P34 %22 IR S ML 28 IR RO P RE,

40

BF

NSRRI SR,
HBRETENRINE
RN SRR RER R
EPRERY W],

il

FRE#

Enabled = Disabled

worker

aws, azure. gcp. openstack. o
virt. vsphere = {}

AFHRET 2HEESH, BINEHS,
MachinePool * &B#H, FIHEHFE
& LLF"Machine-pool"%.

FRE#

Enabled = Disabled
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S ok &
controlPlane.name {# M controlPlane & E, #lastH master
B2

controlPlane.platfor &/ controlPlane & E, EALLS  aws. azure. gcp. openstack. o
m HHEEFEE control plane HlLEEMI=AR,  virt. vsphere =X {}

. WERERNS

compute.platform S#{E T,

controlPlane.replicas = ZEE&E#&H] control plane HlZHE. H—ZHNER 3, EE2RIME.

credentialsMode Cloud Credential Operator (CCO) #&  Mint, Passthrough. Manual =Z=
X, MREBEELMER, CCOR FREB,
A A EURERBMEIENTIRE, £
XRHEMERNNTEE LERA mint i
o

RR2fA CCO BEHXER
XFRA MM E,
FEXCCOBEAME
ZIER, 1ESIHIRed
Hat Operator £Z&75
ARAHH Cloud
Credential Operator 5&
E o

fips FERZEM FIPS &, il false false =k true
£RA) . WREAT FIPSK, iz
T OpenShift Container Platform 9
Red Hat Enterprise Linux CoreOS
(RHCOS) #lEa=5tid BINEY
Kubernetes INZEM, FHEMAH
RHCOS 1Rt IN BB,

BE

HAE7E x86_64 2214
BJ OpenShift
Container Platform &
EXZHF FIPS K
BJ/Modules in Process
% %=,

==

J

WNR{EFE Azure File 5
i, MIFEEEE FIPS
B,
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SH 3T {1
imageContentSource release-image ARG ZE, MR, SIE—1 source LKL
s #9 mirrors, RS
imageContentSource  f#f imageContentSources i & FrFER
s.source £, BERFEGERIEAE TS| AR

ENER

imageContentSource #HEETRALER—HEN—THEZT FRHEHRA

s.mirrors B,
publish Ml % F s N FRER BE RO E M A 7 B Internal st External, i€ publish %
=, #Kubernetes API. OpenShift & & Internal LAERE—NFAE KA,
=z8 AW ETMIGR, ERIMEN
External,
sshKey AT IIEEEEH 2R 7B SSH B A —NHEANEA, Bl -
B,
sshKey:
FE <key1>
<key2>
NFEEEH EHITR <key3>
LR R TR S R
F*EA4E OpenShift
Container Platform %
B, 15187 ssh-
agent HEFERAR
SSH #4H,
1.4.5.1.4. A[i%ER) AWS ECB S
TR T AIER AWS BEESEK -
= 1.4, AR AWS S8
SH ik H

compute.platfor BT HEES| ST ENEFN BTEE AWS KEMEME XX EE L RHCOS

m.aws.amilD AWS AMI, N FBEBE X AMl,
RHCOS AMI F9X 35315, 1%

compute.platfor HIRBREBWEBHEA/ MR B, 104000,
m.aws.rootVolu  {F (IOPS) #,
me.iops
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S Uiy 2

compute.platfor Ll GiB W HEAIRIRE K/, ¥, 1500,

m.aws.rootVolu

me.size

compute.platfor  REFLE, BMH AWS EBS £EE, MWiol,
m.aws.rootVolu

me.type

compute.platfor  KMS B5HH) Amazon FHRATR  BRA B 1D SEH ARN,
m.aws.rootVolu (B ARN) . XZERFE
me.kmsKeyARN  KMS BEHINE worker 7 s

BIERGS,
compute.platfor  TEH2RH EC2 SLHIREL, BHMH) AWS S2HI25EY, 40 c5.9xlarge.

m.aws.type

compute.platfor LEREFEEFBNITENMNE B AWS FTRXMZISR, 40 us-east-1c, LA YAML
m.aws.zones OIENBHNTAX, NRE FHIRR,

RIEBSH VPC, MITERR

N R AR FR,

compute.aws.re ZRERFAHPOUBITERR  EAEWHIAWS Xig, #0us-east-1,
gion B AWS X1,

controlPlane.pla AT H%&E#5|5S controlplane  BT&£& AWS REMEME AL L E E XL RHCOS
tform.aws.amilD  #18# AWS AMI, W FHEEH  AMI,

TE Y. RHCOS AMI B X 153

Ui, X ENEH,

controlPlane.pla  KMS B4HH) Amazon FHRATR  BRMA B4 1D FZEH ARN,
tform.aws.rootV (B ARN) . XIFEFERRE

olume.kmsKeyA EB KMS BHINE control

RN plane 11 RIVRIERGIE,

controlPlane.pla  control plane #2389 EC2 525 B3AY AWS L1258, 40 c5.9xlarge,
tform.aws.type R,

controlPlane.pla Z&EREFEEEAH control B AWS FTAXMZISR, 40 us-east-1c, LA YAML
tform.aws.zone plane #1235 th G| 24285 4 =T F 53R

s X,

controlPlane.aw  &Z&ERZFEEHAOIE control BHMH AWS X1, 0 us-east-1,

s.region plane HTIRHY AWS X i,

43


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html

OpenShift Container Platform 4.6 £ AWS t%%

¥

platform.aws.a
milD

platform.aws.se
rviceEndpoints.
hame

platform.aws.se
rviceEndpoints.
url

platform.aws.us
erTags

platform.aws.su
bnets

sk

BF &S| SFA N2

AWS AMI, INRZE, AMI b
BT S EHERNXE,
FEEBE X RHCOS AMI By

AWS RS Imm . REEY

AIERER AWS iR (10
FIPS) B, FH/EBE Lk
M=o AN EC2, S3. IAM,
Elastic Load Balancing.
Tagging. Route 53 #1 STS
AWS FRF5HE7E B % XL API i
&5

o

AWS fRS5ime URL, URL 4
{EF https 11, FENLAI
BEZIEH,

HSEMRE, RRREFHHE
1R AR INEIE AR B B2 B PR
BHIR,

MMM VPC, MARIULR
KEREFHELE VPC, HEE
EHEANERFM, FRI
EITEENR—
machineNetwork[].cidr 5&
IR —EBD. W FIrESREE,
NEBNHAREE MR
HEFM. XS FHEER, 5
BIMUTRAREE-TMRETF
Mo

i1

BT&RE AWS REMEME AR EE L RHCOS
AMI,

BRI AWS IR 551 R B,

BHME) AWS AR 55im s URL,

EAIBEME YAML BRSS, 10 <key>: <value> 8 =HY
BEN, MEAXAWS MENESER, 1HSH
AWS X BIPRICIEBRY Amazon EC2 HR,

BREIFM ID,

1.4.5.2. AWS B9 E E X install-config.yam| X {7~

& eI LB % X install-config.yaml 34, LUEEH X OpenShift Container Platform BT EMEL(F
8, HEHUMBESHNIE.

44

apiVersion: vi

baseDomain: example.com ﬂ
credentialsMode: Mint g

controlPlane: 6 ﬂ

hyperthreading: Enabled 6

BE
LER B YAML SXH(UESE, R/l fE A REFERFFIKE install-config.yaml 324, FH
1EBOZ ST


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

OOOD: = ZERFRRFEMAXME,

2]

name: master
platform:
aws:
zones:
- us-west-2a
- us-west-2b
rootVolume:
iops: 4000
size: 500
type: iol G
type: m5.xlarge
replicas: 3

compute:

- hyperthreading: Enabled 6
name: worker
platform:

aws:

rootVolume:
iops: 2000
size: 500
type: iol Q

type: c5.4xlarge

zones:

- us-west-2¢

replicas: 3

metadata:
name: test-cluster @

networking:
clusterNetwork:

- cidr: 10.128.0.0/14
hostPrefix: 23

machineNetwork:

- cidr: 10.0.0.0/16

networkType: OpenShiftSDN

serviceNetwork:

-172.30.0.0/16

platform:

aws:
region: us-west-2 m
userTags:
adminContact: jdoe
costCenter: 7536
amilD: ami-96c618f7 (B
serviceEndpoints: @
- name: ec2

url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com

fips: false @

sshKey: ssh-ed25519 AAAA... @

pullSecret: {"auths": ...}' @

F1E £ AWS L%

A3k ANtk Sk 5% Cloud Credential Operator (CCO) FRIEEMER, MAR1LL CCO L
BSEHREZEIEBITHEE, MFEA X CCO BERAMIFIE, 1S Red Hat Operator ZERAHH Cloud

Credential Operator 8.,
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OO 2B REXLESRAE, RERFRIZHEBIE,

Q controlPlane 42— BREY, {H compute F0 2 —RFIRE, NiFETARABBEHNE
3K, compute IOHIE—TUILLEFFR - FFk, controlPlane £ B9 — 1T R LUEF RFFF kL,
RER— control plane b,

TARRORAFERAALSEREIELE, RNBERT, BRALSEREURSVSHRAZKIMEEE. &
ALURIT S EIE R Disabled KM, MREEFLEEREN S EERAH LSRR, NBIERE
SRl LA,

BE
INRBAHKLLERE, BREESENXINZEIIN SR TR EEMRER N,

MRENBRERAFHLLEIRE, HEARKIEHFIRE, 11 md.2xlarge =
mb5.2xlarge,

OO= 1 ctcd REFRME, HHRN FURANKE, HHEHKEEEY o1, 34T iops ¥
2000,

@ BT HEHIISNBNAMID, MRILE, AMIBIETSEHERNKS,

@ AWS RFIRR, EREFRI AWS RKighf, FEBE Ui, s URL BIEA https 711X,
M TS FEZIES.

@ SEEASZEMAFIPS #, RVERTAREHE FIPS B, MEEAT FIPS R, 47 OpenShift

Container Platform # Red Hat Enterprise Linux CoreOS (RHCOS) #l.23 & 5513 BRI\ MY Kubernetes
MEBEH, FEMABH RHCOS REMMBEER,

BF

RAE7E x86_64 ZR1JF#) OpenShift Container Platform ERE X #F FIPS %Ki
B9/Modules in Process H% %,

@ & DU R R A SR 7 (| SR BF AL 2589 sshKey (H.

O/

S FIEBAEE FHITRE A RO RE B4 77 IME OpenShift Container Platform
8%, 1555 ssh-agent Hi2 M SSH B,

1.4.5.3. ERFZ I EDEEEESCHEAE

SRR RERIBABE R R B R, MEREHTTP X HTTPS R, &7 LIET 7E install-
config.yaml XH4HEENEIXE, [FH#HB OpenShift Container Platform &£EFECE /v A,

FoRFM
o MA—IAEM install-config.yaml X4,
o MRETEBIFZVINMNIER, HFRESSEELSINRE, MNBERTREMERHLORE,

SIENIEEHNE API AR, EEERILARINE Proxy X RE) spec.noProxy = E% k580
K,
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pa -3

Proxy %% status.noProxy FEX{f i R L&LEZ & Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FE&BIEIETE,

X F7E Amazon Web Services(AWS). Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X5
status.noProxy F Bt &8 F SE 5l st BRI sRIE 75(169.254.169.254),

o IMNRIMMIIERNI T AWS L, 155 ec2.<region>.amazonaws.com. elasticloadbalancing.
<region>.amazonaws.com #[] s3.<region>.amazonaws.com i = 7N INE] VPC s, HEXL
ImmF BESEA T REI AWS EC2 API B9iE K, HTFRIBERSHBLFIMAR T [0 TE, RtEn
BT AWS % F %X L8 KBS B AWS EC2 AP, TERIEARS 2RFHMIAIFFIRPARIN EC2
API BYA L IP Hhiik B A58,

1. 44%H install-config.yaml 3R IMAREXE, B0

apiVersion: vi

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: | )

FAFOIREREA HTTP 1E#EIRE URL, URL %72 http,
FAFOIRERN HTTPS HEEMAIE URL,
EHREREBEANBIREA, 1P il sk Ethf%% CIDR HESHFRIIR, FERETEMN . J L

CEgFis, 540 : .y.com CEZ x.y.com, {EARICE y.com, {FFH * 5iid prA BHIHBK
EEO

O 000

INRIZMH, REFEF21E openshift-config p# 22 [A] A & B % ) user-ca- bundle FIFE & bR
BT SRIREFIANMI CAIES, INRIEIRM additionalTrustBundle F1E D — NI

&, Proxy M REWEEE HE|H trustedCA FE&H#] user-ca-bundle EZERET, A

&, Cluster Network Operator &fl|Z#— trusted-ca-bundle B EMET, fF/ trustedCA

SHEIEENNA S RHCOS FEMH4F 8B & F. additionalTrustBundle FEXZNFTHI, FRIE

KREBM S HIEPEEE RHCOS SEIR SR A HIE &,

. REREFAXZFRIEDN readinessEndpoints F &,

2. REEXME, FIELRL OpenShift Container Platform B3|,
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LRERFERUE—NEN cluster WEESERNIE, ZAEFERRMEN install-config.yaml ST EIHREE

WiE, IMREFRHAEBLE, MAKVE— cluster Proxy ¥R, HERE—1Z spec.

R LN cluster # Proxy X R, BEEQIEFTHHRIE,

1.4.6. SREER

IR LEFR AT T A PR OpenShift Container Platforms

H e

REEFEFH create cluster i B REEE WA R EITEHIZIT— IR,
FoRZ M

o BEREEHNTTEAMIIKI,,

e JKEY OpenShift Container Platform Z2&f2 5 LU R S E£HY pull secret,
Pt

1. B NEERERFIEFFMRLEREE

$ ./openshift-install create cluster --dir <installation_directory> \ﬂ
--log-level=info 9

Q %tF <installation_directory>, i&#5E B E X ./install-config.yaml X4 E,

Q BEHRERRMLEEE, HIEE warn, debug = error, MAEHEE info.

MREEEN LRENTHVEIKT A RYHINIREMERS, RE IR
ik, 7B ERRDER,

SRMETHE, XML RVIFIERNER, SiEERE Web #H &5 rHEEH] kubeadmin F

FEEIE,
it Bl

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig’

INFO Access the OpenShift web-console here: https:/console-openshift-
console.apps.mycluster.example.com

INFO Login to the console with user: "kubeadmin”, and password: "4vYBz-Ee6gm-ymBZj-

Wi5AL"
INFO Time elapsed: 36m22s
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BREMINN, EEYRIFEILE R LRFHE
<installation_directory>/.openshift_install.log,

BF

. ﬁﬁfifiiﬁiﬁg Ignition BECB XS E1E 24 /NN T HIRIE S, ARETETHE
IFFATEET, MNREEIIEBAIXAER, BRBE 24 NN EEH, £82
EKJJ’V’E HHRIER, —MEIANERZ, BREFIHERFLIER node-
bootstrapper iE 1% &Z1EK (CSR) FKIKE kubelet iE, WMHEELER
B 5% ML HFH control plane 1E# 1k ERISTHY,

o EBIUETE Ignition EEBX ARG 12 /NTRERTN], B 24 NFHIES
RTEERREEFN 16 N B 22 N AIFETE BRI TE 12 N PR fE

Ignition BBE X, EAILLERAERESRPR NPT TIEHEFMFERE
RIET )L

BE
EA SRR EREFHNREREFAORIX G, FEXINE ST MRS,

2. \i% - MR EREEEREN IAM 1K P kR Z2 A AdministratorAccess k&,

p= )1
RAEELETTEPFEE AdministratorAccess FISIZ A H AR,

LW,
a W W

P

1.4.7. @1 T E I SR % OpenShift CLI

IREELRLE CLI (oc) EFEAGSITHRES OpenShift Container Platform #1732 H, fEA7E Linux .
Windows 8 macOS %% oc,

BT
INRLE T IHIRAR oc, NIF;EFH OpenShift Container Platform 4.6 REIFFE S,
TEFHREFRMAR oc,

1.4.7.1. 7 Linux £ %% OpenShift CLI
EA LURBR LU T RAZTE Linux £%2%& OpenShift CLI (oc) Zi# T4,

ik

1. FHABLNERE T B R OpenShift Container Platform & 71 .

N

£ Version THI S AR FARN BIRR A,

w

Hf; OpenShift v4.6 Linux & /i 5 B35 11# Download Now, B{RTFX {4,

»

fREFH

I $ tar xvzf <file>
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5. 8 oc Zi#HHICHREI PATH 9 E F 4,
HATU TS A UEE YR PATH L& :

I $ echo $PATH
R% OpenShift CLI /5, BILA#EMA oc % :

I $ oc <command>

1.4.7.2. £ Windows _E %% OpenShift CLI
0] LURBRLUTRFZE Windows E&% OpenShift CLI (oc) Zi#HIAHE,
i
1. FARIIEE 1 MG LB OpenShift Container Platform &M,
2. 1E Version THI3Z 5 A58 N B AR AN,
3. Hif OpenShift v4.6 Windows & Fifisk B 551719 Download Now, B{REX 4,
4. (B Z2IP EFFEEFE,

5. 38 oc ZiHIHS R E] PATH B9 B XA,
EEFEWN PATH, BHAGSRTIEOHIITU TGS -

I C:\> path
L& OpenShift CLI /5, BILA#EM oc % -

I C:\> oc <command>

1.4.7.3. £ macOS E#& % OpenShift CLI
BRI LR BB LU T RFETE macOS £ %% OpenShift CLI (oc) Z &5,
TAE
1. FARIEE 1 MG LB OpenShift Container Platform &M,
2. 1E Version THIZZ 5 A58 N B AR AN,
3. B OpenShift v4.6 MacOSX & ik B 3518 Download Now, B{RTF3 1,
4. R,

5. % oc ZiHIXHRBE PATH 9B K,
ZHEEMH PATH, fIA—MERBOHIUITUT GRS -

I $ echo $PATH

2% OpenShift CLI f5, RILAER oc % :
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I $ oc <command>

1.4.8. [ CLI &< F|%EE

R LLE N 5 HE R kubeconfig X, LIEKINRGIRAF B85 x&8 . kubeconfig X3 & X TF&E
MIER, #tCLI BT SR imEEERERM AP RS S, ZXHERERF—MIENER, &
OpenShift Container Platform &£ i3 f2 R {1JE,

FRFM
o B EE T OpenShift Container Platform 52%,

e 2%%&% ocCLl
TAE
1. 5 kubeadmin Eif :
I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. FRSHNEE, WIFRESKINIZIT oc % :
I $ oc whoami
LN

I system:admin

1.4.9. [ Web 1255 &< EI&ER+

kubeadmin F ' BAIA7E OpenShift Container Platform &4 EFE, B LUERA OpenShift Container
Platform Web 2 & L kubeadmin f /7 S5 & R &,

FoRFE
o FijjinREE NI AT R,
o RS TERRE, FTASEE Operator #3FI A,

1. MZEEH _EA kubeadmin -password 34 FREX kubeadmin S BOERHS :

I $ cat <installation_directory>/auth/kubeadmin-password

FH, ELR MR E E N LM <installation_directory>/.openshift_install.log
BES 41X kubeadmin 15,
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2. FH OpenShift Container Platform Web 2§ &K H :
I $ oc get routes -n openshift-console | grep 'console-openshift’

77%, AT LA M ZE E 41 £ B <installation_directory>/.openshift_install.log
& XHFKEX OpenShift Container Platform B,

i Bl
console console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web M2 SMEI L —maiH P EEMNEEA, L kubeadmin B &5 &%,

o HNFEAXIIAF T #2 OpenShift Container Platform Web #2HIBMEZE R, 1HSMI] Web
®Ha
1.4.10. OpenShift Container Platform B Telemetry 1Ji[A]
£ OpenShift Container Platform 4.6 #1, BAIZITHI Telemetry AR S5IRHEA R EFH R R AT B
BEhr, BEINEBM, MMREHEREEDERM, Telemetry B80T, MBEBHETIME
OpenShift Cluster Manager,

#iA OpenShift Cluster Manager ;EHIEFAfS, RILLE Telemetry B4, WAILAER OpenShift
Cluster Manager Fah4ES, ERTT [ 1Esk BRERIK 7 2% % £ B0 5| H9 OpenShift Container Platform 1]

o BX Telemetry RFMELER, HSHX T2 ERELE,

1.4.1. FES IR
o WHFZE,
o B VK.
o MREE, EALULEFERTREEN S,
o MREE, EALUNKREHRAEEIE

1.5. R EE L MLETE AWS L5858

1£ OpenShift Container Platform kit A 4.6 /1, &aJLUERA B E LM% BB LTIFE Amazon Web
Services (AWS) LZREZEE, @B EUMEERE, EHERETTUSINMNEHRIIER P it S EHE,
FEIMABEH MTU 1 VXLAN BB ERK.

REBA PSR ES BB NERETIZPRE, RE kubeProxy FLESH A LIEIZITHRRFPIEN.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/post-installation_configuration/#manually-removing-cloud-creds_post-install-cluster-tasks

%513 £ AWS EZe3t

1.5.1. o R

o HEHX OpenShift Container Platform %22 #1 & #7 iR BIFA4{E B,

o L& AWS K LIEE SRR,

BF

MREHTEN L7 #E AWS BRESR, N AZEEERSRARTILZEREN &R
TERMIEN ESE, EEFNBINEGRRF, SHSFSERTNER
AWS ZIER IR AWS 1R, RILEwERETRIINKARKIE. BERES
BIEEEH, TSI AWS XHARBEE IAM BRI RI B, e EniTRERF
R,

o NREMBIAIE, MaFRFEEE N ARITREFFTE MBS,

o MRAAUFRABTEFMHUINERE (AM) , KBEEATI Foh0BA4E IAM Fik, F3)
BRXWALUAF T IAM API T3V RIBIEAR R,

1.5.2. OpenShift Container Platform B9 B B[]
1£ OpenShift Container Platform 4.6 /1, EEE ;R BB MR EER,
B EA LT E B MU AR

e jj[a] OpenShift Cluster Manager L FERZERRRFHHUTI HEER, WNRERE LTI B ELM,
FEEEZMA Telemetry, ZIRS S EohIRIERERE,

e iJjli] Quay.io, LURERZREERATFENT M4,
o REMITRAEFEHAHENIHE,

BF

NRIEERTTREZ VIR EBM, A LAEE AR F L R E SR EHUTZ R4S &
K, TR, BETEMENRE, FHERTSERER registry (mirror registry) HiIE
RBREEHHAENLEEFAENTHS, M TFRELEREXRD, SRHTREINIMERE
ZUVR BB, TEFEREZA, BEEH registry B REHPHRNE,

1.5.3. £ B SSH A F R E RN INEMCE

MRBASR EPTREMAFICERE, Ml ssh-agent FIRERZFRM SSH B, AT LUERA
LA R A HEERE R bootstrap Hl88 KHFFR &£ R,

X -
) L IMER, EEEIMTIRUERE I,

IR LUE R L B L core A B05@1d SSH iE# R master TiR, EERELERNT, WEBRHARME core
FA 7 #9 ~/.ssh/authorized_keys 55K/,

& o
I BRER—IFIBRY, MARERERETS LEBRN®EH, 0 AWS EHX,

53
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Az

1 MFLZRENITEN LREESMIIEMEER SSH B8, H0IR—1. i, EEMA Linux
ERGIBTEN EIZTU TR S -

$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

IEEH SSH BB EMXE4, 40 ~/.sshlid_rsa, MNRESHEBHAN, 1HBEREHAEH
K F ~/.ssh B3,

ZITI T RERENMLELE N FEB LR SSH B,

INERIBITRITE x86_64 ZF 2 E(H A FIPS J51FAY/Modules in Process HINZEE ZERY
OpenShift Container Platform 5£8%, T Z0i2{#H ed25519 EEMEH, K
Z, DIE—MEMA rsask ecdsa EIEHEH,

2. EEBESEE) ssh-agent 372 :
I $ eval "$(ssh-agent -s)"
=1
I Agent pid 31874
INRIEHIEEERA FIPS R, NREA FIPS #FEEERLEN SSH B, BiAL
/i RSA 8 ECDSA.
3. ¥ SSH FAEHARINEY ssh-agent :
I $ ssh-add <path>/<file_name> ﬂ
=1
I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 18 SSH FHIIBRBRFIX -4, 10 ~/.ssh/id_rsa

RS

o TEZRE OpenShift Container Platform i, ZiEF2FEIR#E SSH N,

1.5.4. RENVR IR
1E %% OpenShift Container Platform Z 8, NR&EXH FHEIAKITEN L,
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SRS
® JZ1T Linux 3t macOS it &M, AHhAE#EL 2[R 500 MB

ik

1. 1/1A] OpenShift Cluster Manager ¥ m B Infrastructure Provider T{H, AREGLLIENKS, 15E
AEEHMEILER, REE, FUE—MK .

2. EFERBIE ISR H N,

3 AANERTENRERENTE, THENRFRINERRER, FRXGBREERFRELE
XHERH, .

BE

ZEEFREARLREHNNITEN LUBRE T XM, ARTRERRER, B

RELERREFNRERFOUENXME, XWX HBEEMRER.

BE

TR RS ORI SR RN RIEHISERE, BIEERERE SRR 2
b, ZMBRERE, NRFEMHINFETEMR OpenShift Container Platform ElERTE,

4. RORERRF, M, EFA Linux BIERGHITEN LIZTUTHRS @
I $ tar xvf openshift-install-linux.tar.gz

5. M Red Hat OpenShift Cluster Manager F#i%%% pull secret » BT pull secret, ERILLHITAT
ESRAWRERNRSHESREIE, XEIRS SIESN OpenShift Container Platform AR ER
&M Quay.io,

1.5.5. R4S ECER T ER
W RERE AR BN, ERETREPNILANMNEET LUSSMSEE

BrE& 1
&1 A\ openshift-install create install-config f8 %5 /5. 1f install-config.yaml XX {4/, &R LLBEE L
LUT 5 R XBIFE

® networking.networkType
o networking.clusterNetwork
o networking.serviceNetwork

® networking.machineNetwork
BRXEFERNESER, FEH'RERESH

p= Y=
2 ¥ networking.machineNetwork % & 75 &t NIC Ff{E# CIDR PLEL,
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BrEg 2
&\ openshift-install create manifests % /g, MRVLITIEESRMAERE, TXNNEFR, REE
FEREEERNFERE LB E X Cluster Network Operator JE 5,

E2MER, EBFEEEE install-config.yaml ST 1 ERPIEERE. B2, EAIUES 2 MERH—F
B E RSN,

1.5.6. Q2R REE X4

IRE LB & L FE Amazon Web Services (AWS) £ %22&#) OpenShift Container Platform & &%,

FRFM
e JKEX OpenShift Container Platform Z2Ef2 LA R & EEM pull secret,

iz
1. fll# install-config.yaml 3244,
a. BRI EREREFMNER, Bi2TUTHS

I $ ./openshift-install create install-config --dir <installation_directory> ﬂ

Q % F <installation_directory>, iHi8ER T REREEFMOUIENXHNE KL,

BF

BE—NEBR, —ELEER, 0 bootstrap X.509 IEF, AKIEHTHAR
B, AUAEESFRARKESR. NMREEEFEAT —PEHRERHNIIX
%, AILVGEEHRENERD, AR, —LREVRIENXHLATREITELT
hRAZ Al A FrERZS, M OpenShift Container Platform kA & Fl &2k 244
IF A& AN D

b. TEIRRFFL, REEHNEMEEIFS :
i A EFER I RN 2REY SSH BB,

Xﬁ?@%ﬁﬁi?ﬂﬁi%ﬂﬁiﬁ‘ﬁAX’E’V’EE’Jilﬁﬂiﬁ OpenShift
Container Platform 5£2%, 1518 ssh-agent #F2 AR SSH B4,

ii. & AWS ENBIRESR,

iii. MRITEHN LZEFE Amazon Web Services (AWS) ERBS, EHEEEBERATZITRE
R AR AWS 1i[F 2557 1D 1 Secret U5 A1 B,

iv. FEEFENERBERR AWS X,
v. WS ERFECER Route 53 BRISHIE I,
vi. NEBRIA— DR L.
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vii. #5l& Red Hat OpenShift Cluster Manager 1Y pull secret
2. {& install-config.yaml 3., BRI UERERESHHOFHIEXTHASHNELER,

3. %1% install-config.yaml X1, LUERTRELINEERE,

HE
install-config.yaml X A 2 Z&E IR HHFEE, MREESFEMAMLH, wil
E&ER.

15.6.1. RERESH
1E88ZE OpenShift Container Platform 87, ERAIURMSHIE, UREREERBFENTZFERIK - FHit

P E VERT S, £ install-config.yaml ZEECE AR, ERLLRT S ITRIREMENS
WEE, MREBE LER, TLUEN install-config.yaml X4 ERH X TEEMELZER,

P2 Y=
N RERE, BIEENR install-config.yaml ST HX LES ],

BF

openshift-install &8 SR IESHAF LM, NRIEE T FEMMAT, MR 0IEME
KX HHT R, BERRIREE R, BERMEEENSHMFERRTERIER,

1.5.6.1.1. FRE M ESH
TR T TENRERRESH
K15 ATFEHSE

SH 3T &
apiVersion install-config.yaml m&# FrFER

AP| fRAR, HEIRAZ VI, &
ERRFEIA AR IHM AP AR
=,

baseDomain N RS, EMA SERRE A TFHH, 0 example.com,
F I E OpenShift
Container Platform S &#4H {4
BIERH, SEEFHISTEE DNS ZF5
= baseDomain #1
metadata.name S#EHAH
&, HEEXH
<metadata.name>.
<baseDomain>,

metadata Kubernetes %R PO
ObjectMeta, HrRE#E
name &4,
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¥ sk

EREM, SRR DNS I
Z {{.metadata.name}}.
{{.baseDomain}} ¥ F 15,

metadata.name

PAITRENERTEERE :
aws. baremetal. azure.
openstack. ovirt. vspher
e, A% platform.
<platform> SEHEINE
R, HSETRRETHRENE
*¥a,

platform

pullSecret M Red Hat OpenShift Cluster
Manager 3REX pull secret, &
IEM Quay.io RS H T #H
OpensShift Container Platform

HHHRRTR,

1.5.6.1.2. MZBECE S

(i1
NEFREFFC)NAR()NFERE, Mdev,
xR
{
"auths":{

"cloud.openshift.com":{
"auth":"b3BIb=",
"email":"you@example.com"”

|3

"quay.io"{

"auth":"b3BIb=",
"email":"you@example.com"
}
}
1

B DARIEINA WA RSN R R BE L RERE, FIM, Er Y RERMLH IP iR, HER

EARRFRINERNTE IP bk,
R IPv4 b,
< 1.6. M4 S#

¥

23U

networking EHEMBMEE,

networking.networkT
ype
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ERERERE M Container
Network Interface (CNI) &,

xR
pa -3
BRRERERENR
networking % %15
ERNSHL
OpenShiftSDN =%
OVNKubernetes, ZKiLfEH
OpenShiftSDN,


https://console.redhat.com/openshift/install/pull-secret

¥

networking.clusterNe
twork

networking.clusterNe
twork.cidr

networking.clusterNe
twork.hostPrefix

networking.serviceN
etwork

networking.machine
Network

networking.machine
Network.cidr

1.5.6.1.3. At B B S
TREDR T AIERERE

K17 IESH

N

sk

pod B9 IP bk,

FINMET 10.128.0.0/14, EMAEILH
123,

MBIEIEES A IP HEE, NRARBE
BES,

f# A networking.clusterNetwork
IFRELLI, 1P ks,

_/l\ |PV4 Mé‘%o

DEAENEIRT R FMRIRKE,
40, %R hostPrefix &4 23, N&E
DN R MATLAR cidr o BEE—4N /23 F
M, hostPrefix {& 23 124t

510 (27(32-23)-2) 4 pod IP i,

ARG589 1P ik sR, ERIN(E N
172.30.0.0/16.

OpenShift SDN #1 OVN-Kubernetes %
28BN P R SRR S5 LB — A 1Ptk
B,

HL23HY 1Ptk bk,

NBIEIBES A IP HEE, NRABE
BES,

f# A networking.machineNetwork
%, IP#hbsR, libvirt AHBIRRE
TEMERIAES 10.0.0.0/16, *FF
libvirt, BRIAMME N 192.168.126.0/24,

%

5 :
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i1

— X REH, Ha0 -

networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23

{8 CIDR Y IP Hhdib b, IPv4 Bt
MEIBKENT 0232 2,

ERCLIES

FIAED 23,

CIDR#&RXEH IP it Hagi, 4
m :

networking:
serviceNetwork:
-172.30.0.0/16

— X REH, Ha0 -

networking:
machineNetwork:
- cidr: 10.0.0.0/16

CIDR RERH IP R4,

fitn - 10.0.0.0/16,

S
networking.machin
eNetwork % EH5
B NIC FTERJ CIDR
USN
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additionalTrustBundl  H{I0EIT A EIEBEMEFRE PEM % FREB
e 5 X509 ik Hif4fa, BLE T HRER,
AT U ERIXAMEEIRLIE,

compute HRRITET MY ERNEE, machine-pool X RHIEH, FIFEE
& LLF"Machine-pool"%.

compute.architecture REMPHBHIESESRL, BEIT  FRS
XRIER, FLMELBUIIEE
RN, BMRES amd64 (FiL
(=D

compute.hyperthread REREEITENSZ LEASEAH4A%4%  Enabled 3¢ Disabled
ing B RE, RABRT, BR#FAS
LRSI BRZBIERE,

BF

INRFEAIF R SR,
HBRETENRINE
EEIN M RE T RER R
EPRERY W],

compute.name &/ compute I HEZLLE, M HHM  worker
£,

compute.platform /A compute NHEZLLE, EHAKS  aws. azure. gcp. openstack. o
HAREREE worker HlERHI =R, virt, vsphere = {}
S HELIE
controlPlane.platform S#({g T
[

compute.replicas BERMITENGHE, BHH worker AXFHFETF2H9EREH, HINEHS,
H28.

controlPlane A% control plane B 23HIECE . MachinePool *f RHI#H, 1FIHEE

& LLF"Machine-pool"%.

controlPlane.architec REMHHB[HNIESESLENE, BEIF TR

ture XFRWER, FLAABEYIEE
BRI, AR(ET amd64 (KA
B .
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controlPlane.hyperth
reading

controlPlane.name

controlPlane.platfor
m

controlPlane.replicas

credentialsMode

50

E &7 control plane ¥l288 LB s
FESERENBERE, RABERT, B
FAH % % %R UIRE N RN ZBIERE,

BF

INRFEAIF R SR,
HBRETEN RN E
EEIN M RE T RER R
BRI,

{8 controlPlane FFfE&EE, #1855t

%*ﬂ‘o

& controlPlane & ZE, FAKS
HIEEIEE control plane W2 =ML
. WSBERNS
compute.platform S (B LA,

FE&H control plane H23 8 E.

Cloud Credential Operator (CCO) #&
X, MREBIR/EEMER, CCOR
A A EURERBMEIENTIEE, £
TREZMERNES LEA mint &

iﬁo

R2fA CCO BEHE
XFRA MM E,
FHXCCOBEAME
ZIER, 1ESIIRed
Hat Operator %75
ARBHH Cloud
Credential Operator 5&
E o

F1E £ AWS L%

i1

Enabled = Disabled

master

aws, azure. gcp. openstack. o
virt. vsphere = {}

K—ZHFNEE 3, BEKIAE

Mint. Passthrough. Manual =%
FRBC,
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imageContentSource
s

imageContentSource
s.source
imageContentSource

s.mirrors

publish

sshKey
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[ERA=EA FIPS &3, BiL) false

RA) . MREAT FIPSER, 2
T OpenShift Container Platform B
Red Hat Enterprise Linux CoreOS
(RHCOS) #lEa=5Ed BINEY
Kubernetes INZEH, FHEMAH
RHCOS 1Rt IR,

8%

RAE7E x86_64 2R
BJ OpenShift
Container Platform B
B FIPS Kk
#J/Modules in Process

&,

pa -

N {EFE Azure File 5
i, MIFEEERE FIPS
B,

release-image W&BIRH T %,

&/ imageContentSources &
£, BERAFEGEREAE TS| AR

B,

EEARELESR—HEN—IHZD

B,

MR 4 AR SN FRERRE RO E ) F - i
=, %0 Kubernetes APl, OpenShift &

Bﬂo

FAFISUESREE 8515 [ BY SSH B
B,

a3

NFEEEHE EHITR
IR MRS B9
F2ERE OpenShift
Container Platform £
¥, 15¥E%E ssh-
agent HEFERARN
SSH ®45H,

i1

false = true

STREH, BIFE—1 source LUK AE
B mirrors, #0TFRT.

FRE#

FRBHA

Internal s External. i€ publish i%
&7 Internal LISE - REERE,
CARERBE MG, BRIAEN
External,

—PHZNEH, Flm

sshKey:
<key1>
<key2>
<key3>



1.5.6.1.4. A %EH) AWS EZE S

TERfEM T WA AWS BLESH

3% 1.8. B[1%EH) AWS S#

¥

compute.platfor
m.aws.amilD

compute.platfor
m.aws.rootVolu
me.iops

compute.platfor
m.aws.rootVolu
me.size

compute.platfor
m.aws.rootVolu
me.type

compute.platfor
m.aws.rootVolu
me.kmsKeyARN

compute.platfor
m.aws.type

compute.platfor
m.aws.zones

compute.aws.re
gion

controlPlane.pla
tform.aws.amilD

controlPlane.pla
tform.aws.rootV
olume.kmsKeyA
RN

23U

BT HEES| ST EN RN
AWS AMI, N FBEBE X
RHCOS AMI B9X 353k 15, X

EFER,

NIRBRBNEDEA/ FHER
YE (1OPS) %1,

Ll GiB NHEAIHIRB KN,

REBHIRE,

KMS 2489 Amazon BREHR

(B ARN) , XEFEARE
KMS ZEAINEE worker 7 s By
BIERGE,

T ENERM EC2 SLf2R 8y,

LREFEESRVITENNS
e AFNATAK, 0RE
REBSH VPC, M TEHR
A AR A — D F M,

RERFEEPUBITERR
B AWS X3,

BT HEES| S control plane
W858 AWS AMI, W FEEH
E Y. RHCOS AMI H[X 18 3k
Vi, XEHEN,

KMS ZHH#9 Amazon BREHR
(BEHARN) . XEEFERARFF

EH KMS BFEAINE control

plane 11 RIVRIERGIE,

F1E £ AWS L%

11

BT&EE AWS REMEME AR EE L RHCOS
AMI,

2, m4000.

%, 40500,

BRI AWS EBS B, iol,

BB B 1D =250 ARN,

BHMH AWS S2HI25EY, 10 c5.9xlarge.

AWM AWS sTAXBFIR, 0 us-east-1¢c, LLYAML

FFoIER.

EABEME AWS X1, #0us-east-1,

BFEE AWS KigER 2 X H=E E L RHCOS

AMl,

BB 2 1D #2350 ARN,
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controlPlane.pla  control plane #2389 EC2 505 B%AY AWS L1258, 40 c5.9xlarge,
tform.aws.type R,

controlPlane.pla Z&EEFEEAH control B AWS FTRXMSISR, 40 us-east-1c, LA YAML
tform.aws.zone plane #1235t G| 24283 B9 =T FA 53R,

s X,

controlPlane.aw  &Z&ERZFEEAOIE control BHMH AWS X1, 0 us-east-1,

s.region plane HTIRHY AWS X i,

platform.aws.a BT &SI SR AE LM BTEE AWS KEMEME XM EE L RHCOS
milD AWS AMI, IIR%E, AMI%  AMI,

BT S EHERNXE, X

FEEBTE X RHCOS AMIHY

platform.aws.se = AWS fRFinm &, RBEEL  BHH AWS IR 55 im R B,
rviceEndpoints.  ZifERAERK AWS timm (40
name FIPS) B, FHEEBE Lk

=, ALLUN EC2. S3. IAM,

Elastic Load Balancing.

Tagging. Route 53 #1 STS

AWS fRSF5E7E B % XL API i

&

o

platform.aws.se = AWS fR55if= URL, URL @ BHE AWS AR 550 = URL,
rviceEndpoints.  7if&Ef https thil, EHL&I0
url BEEZIES,

platform.aws.us #5{EMNSN, REREFENE EAIBEME YAML BRSS, 10 <key>: <value> 8 =#Y

erTags VYE MR R IR e T B BIRR HEN, MEEX AWS IIENESER, 55W
AR, AWS TR BIPRICIER Amazon EC2 %R,

platform.aws.su  MRERE VPC, MARIULER  BHHMFHID,
bnets EREFHELEE VPC, HEE
SHEANEHEFR, FRRIM
EEEMNR—
machineNetwork[].cidr 5t
IR —EB. W FInESREE,
NENARAREE - MR
MWEFM, XITREER 7
BNMTAREE—1TMAETF
ZI8

1.5.6.2. AWS BB X install-config.yam| X6l

& eI LLE % X install-config.yaml 34, LUETEH X OpenShift Container Platform BT EME L (F
8, HENMBESHNIE.
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BF

Bz,

apiVersion: vi
baseDomain: example.com ﬂ
credentialsMode: Mint g

controlPlane: 6 ﬂ

hyperthreading: Enabled 6
name: master
platform:
aws:
zones:
- us-west-2a
- us-west-2b
rootVolume:
iops: 4000
size: 500
type: iol G
type: m5.xlarge
replicas: 3

compute:

- hyperthreading: Enabled G
name: worker
platform:

aws:

rootVolume:
iops: 2000
size: 500
type: iol g

type: c5.4xlarge

zones:

- us-west-2¢

replicas: 3

metadata:

name: test-cluster @

networking: m
clusterNetwork:

- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
-172.30.0.0/16
platform:
aws:
region: us-west-2 @
userTags:
adminContact: jdoe
costCenter: 7536
amilD: ami-96c618f7 ()

serviceEndpoints: @

F1E £ AWS L%

LR YAML SXHEUERSE, B8 AR &R FRIKE install-config.yam! 3244, #8
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- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com

fips: false @

sshKey: ssh-ed25519 AAAA... @
pullSecret: {"auths": ...}' m

OO0 = =ERFRRFEMAXME,

e A3k ANtk Sk 5% Cloud Credential Operator (CCO) FRIEEMER, MAR1LL CCO L)
SEREZEIEBITHEE, MFEA X CCO BERAMIFIE, 1ES 1 Red Hat Operator ZERAHH Cloud
Credential Operator 8.,

QOO FERIX LS, RERFRRHEIMINE,

Q controlPlane 42— M BR5Y, {H compute F0 2 —RFIRE, NiFETARABIBEHHNE
3K, compute IOHIE—TUILUEFFR - FFk, controlPlane £ B9 — 1T MR LUEF RFFF kL,
RER— control plane b,

TARRORAFERAALSEREIELE, RNBERT, BRALSERURSVSHRAZRIMLEE. &
ALURIT S EIE R Disabled KM, MREEFLEEREN S EERAH LSRR, NBIERE
SRl LA,

BF

MRBEAFHL LA, FHREDEMRNZETV B ML TS T E BRI,
MRENNBRERFHL LI, HEARKIEHFRE, 11 md.2xlarge =
mb5.2xlarge,

OO= 1 ctcd REFRIEN, HHRN FRANKE, HHEHEKEEEY o1, 34T iops &
2000,

® BT HRHIISNBNAMID, MRLE, AMIBIETSEHERNKS,

@ AWS RFIRR, EREIRI AWS Kiglf, FEAE L. s URL BJIEA https 711X, =
M TS FEZIES.

q; SREAREAFIPS X, RUBITRAEMAFIPS R, MEEAT FIPS X, iZ1F OpenShift

Container Platform # Red Hat Enterprise Linux CoreOS (RHCOS) #l.23 & 5513 BRI\ MY Kubernetes
MEBEM, FEMAH RHCOS REMMEBEER,

8%

RAE7E x86_64 ZR1JF#) OpenShift Container Platform ERE X #F FIPS %Kik
B9/Modules in Process H# %,

@ & DU R MR A SR 7 (| SR B AL 2589 sshKey (H.

) pa -3

S FIEBEAEE FHITRE A RO RE B4 77 IME OpenShift Container Platform
8%, 1555 ssh-agent HF2{H A SSH B,
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15.6.3. ARFZ I EPRESISCHAE

SRR RERIBABE R R EER, MEREHTTP X HTTPS R, &7 LIEd 7E install-
config.yaml XH4HEEENEIZE, [F#HB OpenShift Container Platform &£EFECE /v AL,

FRFZM

o BH—IAEH install-config.yaml 3 {5,

o MRETEMHEEZNMNILR, HRERARELINE, RMANBATREMESHFLEORE,
SIENIEEHNE API AR, EHEERILARINE Proxy X §E) spec.noProxy = E% k580
K,

Proxy %% status.noProxy FEX{F Fi R EZ & Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FE&HEHIETE,

X F7E Amazon Web Services(AWS). Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X5
status.noProxy FE& th = {# F3 SL 5 ST iR iR R 1E 75(169.254.169.254),

o INRIMIIEENI T AWS L, 151 ec2.<region>.amazonaws.com, elasticloadbalancing.
<region>.amazonaws.com #1 s3.<region>.amazonaws.com ifi sURINE] VPC i, FEXLE
ImR Y RETER T R EI AWS EC2 API M1 3K, RATFREBERSHRIGIMAR T KR TIE, R
AR AWS % A X L K ER R E AWS EC2 APl, TERIBRSSZIRFPBIAIFFIFRA I EC2
APl B9/2 £t IP Hhiit 2G5,

ik

1. 4a%H install-config.yaml S4FRIMARENE, B0

apiVersion: vi

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: | €}

FAFOIREREHA HTTP i E#EIRIE URL, URL %72 http,
FAFOIRERN HTTPS HEEMAIE URL,
EHREREBEFNBIREA. 1P il sk Ethf%% CIDR HESHFRIIR, FEEIEMN . J L

CEgFis, 540 : .y.com CEZ x.y.com, {BEARCE y.com, {FFH * it prA BHIHBK
EEO

O 000

INRiIZMH, REFEF21E openshift-config n# 22 (7] H 4 B 4 7 user-ca- bundle HIFE & bR
BT SRIREIANMI CAIEP, INREIRM additionalTrustBundle F1E D — NI %
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&, Proxy SMREWHEE MBI trustedCA FEXHH user-ca-bundle E2EM ST, A

&, Cluster Network Operator &fl|Z#— trusted-ca-bundle EdBMET, fF/ trustedCA
SHIEENNA S RHCOS FEMH4F 2 & F. additionalTrustBundle FEXE2NFTHI, FRIE
KREM S HIEPEEE RHCOS SEIR SR A HI % &,

cak

. p=3
RERFAZHFLEDN readinessEndpoints F%,

2. REEXME, FIELRL OpenShift Container Platform B3|,

RERFERUE—NEN cluster WEESERNIE, ZABFERRMEN install-config.yaml ST EIHEE
wiE, IMREFRHAEBLE, MARVE— cluster Proxy ¥R, HERE—1Z spec.

% -
_ R FE N cluster B Proxy X, BEECIETANKRE,

1.5.7. Cluster Network Operator &

SREM LB E N Cluster Network Operator (CNO) BL BRI —E D #I8E, FHEMETESR N clusterti B
E YR (CR) X%, CRIEE operator.openshift.io API 2HF#] Network AP B9 E%,

CNO ECB 2 TEE % 511 72 Fh M Network.config.openshift.io API ZH /1) Network AP| 4£ & LU=+
B, XEFERITERN :

clusterNetwork
MHELE pod IP Hik B 1P Hbiiksth,
serviceNetwork
ARG589 1P Hhdiksth,
defaultNetwork.type
SEREMLEHN B, 30 OpenShift SDN 2 OVN-Kubernetes,

REI LB £ cluster B CNO %1 &A% E defaultNetwork ¥f B EL K N E R s T E BN
B E,

1.5.7.1. Cluster Network Operator Be& X &
Cluster Network Operator (CNO) BYZFERIE TR ¢

% 1.9. Cluster Network Operator B &
FE RE Description

metadata.name FRIEB CNO M RHET, XKL R cluster,

68



F1E £ AWS L%

FE KRB Description
spec.clusterNet  #{4H FIF 1572 MIFLE |P it R ER Pod IP Hulik A R HERA LR EA
work TR FHRIRKERNSIR, Fa0:

spec:

clusterNetwork:

- cidr: 10.128.0.0/19
hostPrefix: 23

- cidr: 10.128.32.0/19
hostPrefix: 23

LtefE R REM, F1E install-config.yaml XI5 7E,

spec.serviceNet %41 ARS5HY P HufibBR, OpenShift SDN 1 OVN-Kubernetes
work Container Network Interface (CNI) PIZ& LR R 3 315 AR 55 R 4%
BHHAIP i, 0 -

spec:
serviceNetwork:

-172.30.0.0/14

LbfE R R M, FF1E install-config.yaml XI5 7E,

spec.defaultNet X5 NEBMAEE Container Network Interface (CNI) B4
work INE= 8
spec.kubeProxy X% LEXF REFERTETE kube-proxy L&, MIREFEA OVN-
Config Kubernetes SEBMI45 N7, Il kube-proxy LB A =IE(E
.
defaultNetwork X REE

defaultNetwork *f REVEE FRAE L :

2% 1.10. defaultNetwork *f £

=427 3l Description
type TR OpenShiftSDN = OVNKubernetes, %172
FRIERE T SRBEMS N A, ERRERILEARILIN
fH,
¢ ==
OpenShift Container Platform 2kik
¢ {8 A OpenShift SDN Container
Network Interface (CNI) &M%
BEN P,
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=427 3l Description
openshiftSDNConfig X XTI OpenShift SDN S EE R R/ F A K.
ovnKubernetesConfig xR X SR AU OVN-Kubernetes S B¢ W44 N BB K.

BCiE OpenShift SDN CNI 24L& N
T&RH® T OpenShift SDN Container Network Interface (CNI) SEEEMZS LN FERIER B £ X

% 1.11. openshiftSDNConfig i %

FE KRB Description

mode FRIER ECE OpenShift SDN M4 FREER, BHIMER
NetworkPolicy.,

Multitenant #1 Subnet BB R LARI[F3# A OpenShift
Container Platform 3.x, {BARHEFXHEM, EFREETLTERNR
XME,

mtu B VXLAN BEMLHRAEHHIT (MTU) , XERBEBEMLEON
MTU BzhiEl, EREAETEEZRINTN MTU,

MR EEHIENERZEEAERN, BRI R EEMEEOHRY
MTU RIEFAR, ERBEER XA RN T R EFMLEON
MTU fH,

IRENERPNAR T RFBETRAN MTU E, MR ER
BV HERPRIRE MTU {5/ 50, BN, MIRERFHEIFELT
REYMTU 75 9001, LT =B MTU 731500, @it 5

WiE N 1450,
ER LR ETTERUXME,

vxlanPort B BTFAA VXLAN BiEaminO, BRAE N 4789, ERLERET
SEEBUXME,

MREBEEMIMEFIZT, FENETRES—1 VXLAN BB
—8, MLrRERERBMULE, Fa, H1E VMware NSX-T £
iZ1T OpenShift SDN B&EM, B4R VXLAN iEFE—4 & Aif

A, EAMA SDN #EAMERBEIL VXLAN HAS,

1E Amazon Web Services (AWS) £, &aLA1EIRA 9000 Fixm O
9999 Z [7]h VXLAN 1EFE—4 & Ak 0.

OpenShift SDN & x4l

defaultNetwork:
type: OpenShiftSDN
openshiftSDNConfig:

70



F1E £ AWS L%

mode: NetworkPolicy
mtu: 1450
vxlanPort: 4789

fidi& OVN-Kubernetes CNI S£ B 4G LN 78
TRFEIR T OVN-Kubernetes CNI S£EEM4& 4L N FERU R B R EX

% 1.12. ovnKubernetesConfig X &

FE KRB Description

mtu B Geneve (Generic Network Virtualization Encapsulation) ZEZEM
SRR ERET (MTU) . XAREEMLEO MTU BEHR
W, TEEAFTEESLRNEIN MTU,

MR EEHIENERZEEAERN, BHIAT R EERMEEOHRY
MTU RIEFAR, ERBEER XA RN T R EFMLEON
MTU {H,

IRENERPNAR T REFEETRAK MTU E, MR ER
E VSRR PRRE MTU (/0 100, B0, NRERFHEIFELT
WEYMTU 75 9001, ML T =B MTU 73 1500, @itk 5

% & 1400,
SHRERTERBRXME,
genevePort B FTFFA Geneve BIBGMIHO, BIAE N 6081, £EHLEEE
SRR BUXME.
OVN-Kubernetes B i& =l
defaultNetwork:
type: OVNKubernetes
ovnKubernetesConfig:
mtu: 1400
genevePort: 6081
kubeProxyConfig X REZ &
kubeProxyConfig I RHIEFE FRAE L :
3 1.13. kubeProxyConfig X %
=427 3l Description
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=427 3l Description

iptablesSyncPeriod FRE iptables #NIKRIFE . EKiIMEH 30s, BRME
ZatEs. mih, BEFSI Gotime Y321,

pa -3
4
B F OpenShift Container Platform
43 RESRARBIH T e ERIER
¢ i, NETBFTEHE
. iptablesSyncPeriod £#4,
proxyArguments.iptables- %21 RI%T iptables MUUIRTAI RGN, P EIARRIFEH
min-sync-period MEAT FIME, BRNELSEs. milh, B

&l Go time ¥4, BUAED :

kubeProxyConfig:
proxyArguments:
iptables-min-sync-period:
- 0s

1.5.8. I E B HMBEE

B LGB VSRR AN AR EMANRE, ERSNEERE CHERHESIIAMLIMEH, BR
REERREHAIIEEBNMAECE.

BF

AL FHERRERFO/ERN OpenShift Container Platform 5§34, N BECIEN
BN, WMLATRERTR.

FoRFM
e {2 install-config.yaml 3243 58 AN H AT MBI E B
TAE
L HEABERERFNERFLREAR
I $ ./openshift-install create manifests --dir <installation_directory>
He .

<installation_directory>

B E S &5 install-config.yaml XX {489 B K& #5,

2. 7t <installation_directory>/manifests/ B T, N&ELMAKEELE—1 %N cluster-
network-03-config.yml B9 stub ;& #. 34 :

$ cat <<EOF > <installation_directory>/manifests/cluster-network-03-config.ymi
apiVersion: operator.openshift.io/v1
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kind: Network

metadata:
name: cluster

spec:

EOF

B

e

<installation_directory>
EE S &5 M manifests/ B XM B K&,

3. E4REE2IHITIF cluster-network-03-config.yml X, F AEEHIEESNMEEE, NIRRT
I

79 OpenShift SDN P4t fats E A RH VXLAN #m 0

apiVersion: operator.openshift.io/v1
kind: Network
metadata:

name: cluster
spec:

defaultNetwork:

openshiftSDNConfig:
vxlanPort: 4800

4. {&7% cluster-network-03-config.yml X4, R XASmEEER,

5. A% : 19 manifests/cluster-network-03-config.yml 324, QIEEEE), RERFE M
manifests/ B 3%,

BRIE AWS FR{ERAM 73 % (Network Load Balancer) MIE%ER, E5MH FHAMW
Y8 T 2RTE AWS EECE Ingress R E.

1.5.9. 7E 7T AWS 2% FHCE Ingress Controller P45 {71 5 L

IR TEFEREF B — 1 H AWS Network Load Balancer (NLB) Sz Ingress Controller,

FRFM
e {2 install-config.yaml 32 {43 52BN AT IBIERIIE R,
iz

EFERD, DIE—1H AWS NLB ##H Ingress Controller,
| HEADERERFNERFCEBE

I $ ./openshift-install create manifests --dir <installation_directory> ﬂ

Q %I F <installation_directory>, E15E 2B 5&EH install-config.yaml X4 Bk 4
*ﬂ;o
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2. 7t <installation_directory>/manifests/ B x| — %7 cluster-ingress-default-
ingresscontroller.yaml B934 :

I $ touch <installation_directory>/manifests/cluster-ingress-default-ingresscontroller.yaml ﬂ

Q %I F <installation_directory>, E15%E @ 25K 51 manifests/ B k8B & &,

B IZ S, manifests/ BESXHRRBEL MWL EE XY, TR :
I $ Is <installation_directory>/manifests/cluster-ingress-default-ingresscontroller.yaml
it Bl

I cluster-ingress-default-ingresscontroller.yaml

3. TE4REEESRITIF cluster-ingress-default-ingresscontroller.yaml 3X 4, FH AR IEEER
Operator BEZER CR:

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: null
name: default
namespace: openshift-ingress-operator
spec:
endpointPublishingStrategy:
loadBalancer:
scope: External
providerParameters:
type: AWS
aws:
type: NLB
type: LoadBalancerService

4. {£7% cluster-ingress-default-ingresscontroller.yaml > 4318 H ST A Zr 5 25

P

5. A% : 19 manifests/cluster-ingress-default-ingresscontroller.yaml 3x 4, G2&EEE, &
ERRF MR manifests/ B %,

1.5.10. {8 OVN-Kubernetes F2 &R &M%

BRI LARFEE B BB {FE F§ OVN-Kubernetes FRE S M4, XATFZEHAR T aMEERENESEER, fl
o0 EEAZT Linux # Windows 17 sy 88 25X FHEHL,

BE
IR REER T2 {#E A OVN-Kubernetes FRE SR B M%S, EAREERE 2RI
/hbl:l[—.lég

FoRFZM
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1% 7% install-config.yaml X {47 networking.networkType Z#{E . T OVNKubernetes, #0
FELER, ESHAXREMMEHNE LEE OpenShift Container Platform %% B E X %=
R,

. A ERERFNERFAEFTE
I $ ./openshift-install create manifests --dir <installation_directory>

Hep:

<installation_directory>

B E S &% install-config.yaml XX {489 B K& #5,

. TE <installation_directory>/manifests/ B F, NENMBEEUE—DE N cluster-
network-03-config.yml B9 stub & 5. 34 :

$ cat <<EOF > <installation_directory>/manifests/cluster-network-03-config.ymi
apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
EOF

Her:

<installation_directory>

5 E B SERM manifests/ B XM B T &,

. B4R FTIF cluster-network-03-config.yml XX {4, F{ERESMLSEE OVN-
Kubernetes, #ATFBIFR :

EERAMSECE

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
hybridOverlayConfig:
hybridClusterNetwork: ﬂ
- cidr: 10.132.0.0/14
hostPrefix: 23
hybridOverlayVXLANPort: 9898 g

EERTHNBEZEML LT =B CIDRECE. hybridClusterNetwork CIDR k5
clusterNetwork CIDR &5,

© N EEMSIREEE L VXLAN 0, X2 vSphere EZEHIERFRIZEIT Windows
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4. {£7% cluster-network-03-config.yml XX, R XASmEEER,

5. A% : 19 manifests/cluster-network-03-config.yml 324, QIEEE), RERFEEME
manifests/ B 3%,

BXRER—EEPMEM Linux M Windows TTRENEZER, HSH T Windows BT
1 11 %

1.5.11. SREBERE

IR EFRA T T A PR OpenShift Container Platforms

HE
REEFEFH create cluster i B REEE AR EITEHIZIT— IR,
FoREZM
o BREREEHNTIEAMIKI,,
e JREY OpenShift Container Platform Z2&f2 F LU R &£ E£#Y pull secret,
it

. B NEERERFIEFIFMRLERETE

$ ./openshift-install create cluster --dir <installation_directory> \ﬂ
--log-level=info g

Q %tF <installation_directory>, i&#5EBE X .Jinstall-config.yaml X4 E.

Q BEHRERRAMLEEE, HIEE warn, debug = error, MAEHEE info.

¢ pa -

MREEEN LRENTHVEKRARPHIIIREMERY, REIEFRE
ik, ¥ B ERRDER,

SRMETKE, XHRDRUIFIERFNER, SiEiERE Web #H 58] kubeadmin F
FEEIE,

it Bl

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig’

INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.mycluster.example.com
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INFO Login to the console with user: "kubeadmin”, and password: "4vYBz-Ee6gm-ymBZj-
WI5AL"
INFO Time elapsed: 36m22s

£ el ™ N
: < =

, ) LRI, KRBT FFIFILE BiL R HE
o e <installation_directory>/.openshift_install.log.

BF

. ﬁ%%&ﬁiﬁiﬁ’ﬂ Ignition FREB XX H-EETE 24 /NI ETBARIES, RE7HETH
WFTEAT, MREEFMEPIIXRMER, BEBHE 24 /NNEER, £8#S
EEJJ’V’E THRIER, — NMIAERE, BREEFIRESFLEDN node-
bootstrapper i #5555 %153K (CSR) XRWE kubelet ik, MFELZELR, 17
B3 M7 HFHY control plane 1E7 1 EHISTHY,

o EIUIKRTE Ignition BELESHAEMKER 12 /NTAREREN], EN 24 NTEIES
RTEEBHLEE 16 NE 22 I ELFETIE, Bt 1E 12 /N RER
Ignition BEE X, EAILLEREREZSBARNPUT T IEHEH M S RRE
KA [R]

BE

EASHIRREREFHNREEFAORIX ., FEXINE T MRS,

2. \3% - MR EREEEREN IAM 1K P kR Z2 A AdministratorAccess RHB&,

Cdl ¥E

4

% REEREIRPFIFEE AdministratorAccess KBS A FLANR,

1.5.12. 83 T TSI &% OpenShift CLI

REELRL CLI (oc) EFEAMGSITRES OpenShift Container Platform #1173 B, f&A7E Linux .
Windows 8% macOS %% oc,

BF

INRLE T IHMRAM oc, NIT%EEA OpenShift Container Platform 4.6 REIFR A 4.
TEFHREFRMRAR oc,

1.5.12.1. f£ Linux L %% OpenShift CLI

IR0 IR BB LT RTZLE Linux £%&%% OpenShift CLI (oc) Z 34,

g
1 HABILNER ] MG £ OpenShift Container Platform T &1 .
2. 1£ Version THI3 5 AR 3E4E N I AR AR

3. i OpenShift v4.6 Linux & /7% 5 B 55118 Download Now, B{RTEX .
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4. RREFH

I $ tar xvzf <file>

5. 8 oc ZiHHICHKEI PATH 9 E F .
HATU TS A UEE YEIM PATH K& :

I $ echo $PATH
L% OpenShift CLI /5, BILA#EM oc % -

I $ oc <command>

1.5.12.2. f£ Windows L %%k OpenShift CLI
IR0 LURBRLUT AR E Windows &% OpenShift CLI (oc) Zi#HIAHE,
i
1. FARIIEE 1 MG LB OpenShift Container Platform &M,
2. 1E Version THI3z 5 A58 N B AR AN
3. Hif OpenShift v4.6 Windows & ifisk B 3517189 Download Now, B{REX{#,
4. (B Z2IP EFREEFE,

5. 18 oc ZHICHS R E] PATH B9 B X,
EEFEWN PATH, HHAGSRTIEOHIITU TGS -

I C:\> path
L% OpenShift CLI /5, BILA#EM oc % -

I C:\> oc <command>

1.5.12.3. f£ macOS %% OpenShift CLI
IR0 R BRLUTRTZLE macOS L4 OpenShift CLI (oc) Z#tHl K,
TAZ
1. FARIIEE 1 MG LB OpenShift Container Platform T &M,
2. 1E Version THI3Z 5 A58 N B AR AN,
3. B OpenShift v4.6 MacOSX & F ik B 3518 Download Now, B{RTF3 {4,
4. R,

5. % oc ZiHIXHRBE PATH 9B K,
ZEEMH PATH, fIA—MARBOHIUTUT GRS -
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I $ echo $PATH
L% OpenShift CLI fF, BILA#EM oc % :

I $ oc <command>

1.5.13. {8 CLI &R EI&EET

&R LUET 5 5 8 kubeconfig 3Uit, LIBVIARGIA P B0& <& . kubeconfig X2 &KX T&EH
MER, #CLIATRE N mEEREBMERN AP RS, ZXHBERE[T—MEENER, &
OpenShift Container Platform &%t 12 1| E,

FoRFM
o B EE T OpenShift Container Platform 52%,

o B.%%k oc CLI,

1. S kubeadmin il :
I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig @)

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. FRASHEMEE, RIUFEEMNIISIT oc i :
I $ oc whoami
=1
I system:admin

1.5.14. £ Web 1§ & &< BIEE

kubeadmin F ' BAIA7E OpenShift Container Platform &3 EFE, B LUERA OpenShift Container
Platform Web & Ll kubeadmin A F 10 &R EEE,

FoRFE
o FijjinREE NI AT R,
o RS TERRE, FTASEE Operator #3FI A,

1. MZEFEH LA kubeadmin -password 314 FREX kubeadmin S BOERHS :

I $ cat <installation_directory>/auth/kubeadmin-password
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FH, ELR MR E N LM <installation_directory>/.openshift_install.log
BES KX kubeadmin 15,

2. FH OpenShift Container Platform Web 3£#| &K H :
I $ oc get routes -n openshift-console | grep 'console-openshift’

e

77%, IR LM ZE E 41 £ B <installation_directory>/.openshift_install.log
& XHFREX OpenShift Container Platform E&H,
=1
console  console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web Hiiss S El E—a S HH P EENIEE, MU kubeadmin B B &%,

Hth BER
o HNFEAXIIAF T #2 OpenShift Container Platform Web #Z£HIBMEZE R, 1HSMH] Web
®Ha

1.5.15. OpenShift Container Platform B Telemetry 157

£ OpenShift Container Platform 4.6 A1, BAUZITH Telemetry AR S5IRHEA R EFH R R R A KT B
BEhE, BEIVINBEBM, MMREHEREEDEIRM, Telemetry B2 1T, MBEBHETIME
OpenShift Cluster Manager,

#iA OpenShift Cluster Manager ;EHIEFfS, RILLE Telemetry Bah4EH7, WAILAER OpenShift
Cluster Manager Fah4ES, ERTT [ 1ER BRERIK 7 2% % 805 H9 OpenShift Container Platform 1]

o HX Telemetry REMESHE R, WHSIIXTImi2(@mE iz,
1.5.16. FEH %

o WFZE,

o B VK.

o MREE, HALULEMERTRERRE.

o MREE, EALUNKREHRAEEIE

1.6. £ AWS LS ERZEZINAER VPC #
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£ OpenShift Container Platform hR4s 4.6 A1, f&EILAE Amazon Web Services (AWS) EfF&ERFREER]
A Amazon Virtual Private Cloud (VPC) #, RERFREBESAAEEMBRUNERE Y, BeLUH—
T EHLIXLEEMERN, BEEELRE, HEREERFIEN install-config.yaml X4 HBISEL,

1.6.1. FoRFM

o #EHA X OpenShift Container Platform & F B H RIZHEAE B

o FCiE AWS K LIFEE SRR,

BF

MREAITEN L7 E AWS BRESR, N AZEEERSRARILX AR &R
TERMIEN 2GS, EEFNBINEGRRS, SHSRFSERTNEA
AWS ZIER IR AWS BHR, RILEwER KBTI, EEREENES, &
S AWS XHEAREE IAM A8 B, EAEsiTRERFHREEY,

o NREMBIANIE, MeFRFEEE N ARITREFFTEMBIER.

o MRAAUFRABTEFMHUINERE (AM) , KEEEATI Foh0BA4ES IAM Fik, F3)
BRXWALUAF T IAM API F3EVT RIBIEAR R,

1.6.2. xFERHREE L VPC

1£ OpenShift Container Platform 4.6 A, f&ALI{E Amazon Web Services (AWS) BIIEE Amazon
Virtual Private Cloud (VPC) HSE&EFERZBEIINE FMH, BT OpenShift Container Platform EZEZ!
AR AWS VPC fh, Rl pERE K~ PRBREI, SNEEAZMF AL BMXBERRIERS. NRE
TERBEB 20 VPC P ERIZRIY QR ANR, 15 HE XN REELI,

RNRERFTETRIENEFRAABILE A, FRUTEEEFM CIDR, BRI REEHFN
FMECE ML,

1.6.2.1. {1 VPC B9 EK
REEFABAURUTAS

o EHMMRK

o NAT RIx%

e FM

o PRHR

e \VPCs

® \VPC DHCP 1

e \VPC &

LZREFEREHEABTRMN DNS |RSE. FXFHEABE L DNS RS, F5BER
TR,

~
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IMREERBE L VPC, Bl hRERFNEFEBEECRAEFM, IFAXIBMEE AWS VPC
WEZER, ESH AWS XHEFH Amazon VPC #ZHl& M SEEF T VPC M1FM,
TREBFLE
o YN HERHERANMLEH.
o NFMIKEMER.
e XE VPC &L, 40 DHCP,

FEREERR, BTN ERES. BXREAWSVPC RRREMLEHNEZER, 1556 VPC 8 VPC M
LRI MR BREA SR

1889 VPC /i B AR HFAE -
o NEBREANEMNTARUE-ITLAHMAEFHN, BITARTESES T —PHAHFRA
TRFM, BXIMHEBNERERM, HS0 AWS XHEHB HH L HMFAE FR(NAT)B
VPC,

ILREDNFM ID, TREZEZEMR install-config.yaml X8 platform £89 Hhii A X L1E,
THS [ AWS SRR EHF W 1D,

e VPC #J CIDR 4/ & & Networking.machineCIDR, © 251254 IP #hitith, FM CIDR
P E F IR 18 ERINLEE CIDR,

o VPC MM AELARERMMK, WFENTHEK :
o NHFMEERMEE LM XBIEEH,
HFWEE—PEF EIP kg NAT BX,

(o}

B>

o TRAFMEERHIIAHFMHAI NAT HX,

e \VPC AEEfEF kubernetes.io/cluster/.*: owned /%,
HERFSERFMLLRI kubernetes.io/cluster/.*: shared 1%, FELENFRHMEDE—
N I ZE AR TR, 155 AWS XA TR RE B89, LURINRERRF LA EIEERN
BN FRRIMRZ,

o fRWITE VPC A5 A enableDnsSupport #1 enableDnsHostnames B4, LUESEEEAI LAFE A
B ANZ VPC B9 Route 53 X SARATEREEIER DNS 103K, 5B AWS KR ARBYIER VPC HEY
DNS ZHEBS o
MREZFABECH Route S3 HEMAR, BXHINEREEHIENERERXS VPC Xk, &
LUE A install-config.yaml 32 {4 #1# platform.aws.hostedZone FE&E L IEE X,

INRIETERTFF SRR R T/E, EFIEEDI N EC2 #1 ELB iR B9 3t P ik, ERRXARE, &b
MBE—D VPC iR, FREEMMBISHERNFH, mRMaEINT

® ec2.<region>.amazonaws.com
e clasticloadbalancing.<region>.amazonaws.com

® s3.<region>.amazonaws.com

AT VPC A
IRNIREEER VPC F1FM, LUESEMNSERE,
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A

VPC

2>
4
=

ERIRZIZES

P&y [l 42E
il

TRTM

AWS #Y

AWS::EC2::VPC
AWS::EC2::VPCEndpoint

AWS::EC2::Subnet

AWS::EC2::SubnetNetworkAclAss
ociation

AWS::EC2::InternetGateway

AWS::EC2::VPCGatewayAttachme
nt

AWS::EC2::RouteTable

F1E £ AWS L%

sk

IRLTHRE— N VPC R E A,
VPC A5 BEA F MRS H R S,
Pt B ETE S3 HHY registry BIBIE,

BB VPC /B 18 3N AARMAHF
M, FRESEHHAOMNXKE,

BT — N AHBEBRMMK, LAKM 0
B VPC RN HERH, FIRMEMNERS, &
MRHEFREBE—NEF EIP #tER NAT
MK, XL NAT MXAVFEEHTR (0%
FRFFEH) VinBEECR, mAaLLZRmM
ZFREBYRNFREEEN],

AWS::EC2::
AWS::EC2:

ociation

AWS::EC2::
AWS::EC2::

AWS::EC2::

Route

:SubnetRouteTableAss

NatGateway
EIP

NetworkAcl

B VPC Jiln F5im D -

AWS::EC2::NetworkAclEntry

AWS::EC2::Subnet
AWS::EC2::RouteTable

AWS::EC2::SubnetRouteTableAss
ociation

il RH

80 Al HTTP RE
443 AL HTTPS RE
22 Ak SSHIRE
1024 - 65535 YN IEIRps =

0-65535 HULIER R =
BB VPC AT EFREFM, R
CloudFormation 4R el N 12 3 Ml AKX
BEERATFM, NREFERTHEFM, ©
TNEREE LM RAR,
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1.6.2.2. VPC 5 1iE

ZRFRERBEHFHEEERINE, REEFRBIUTES
o TIBTEMIFNE FWEEFIL,
o TIRETRAETM,
e Fi CIDR BT EHEENWEE CIDR,

o THNEBNITRRREH#THN. EMNTRRAEEZT—IHAHKFRMABEFH, MREERHLE
£, IETNHARKRRH-IBREFH. BN, AP THARRE-IQIHMBEFH.

o EHLNEBIMRRAFHNITRAREH—IAHTFH, ST ERAENEERALE FHIATRXAF
E%O

IR ERIA VPC KR, VPC A#MIFR. M VPC FfififR OpenShift Container Platform &
BRT, kubernetes.io/cluster/.*: shared HrZ4 M{E A © BIF M A B,

1.6.2.3. tUBR%I 4>

M OpenShift Container Platform 4.3 7R, A EELEREFE SHEMEI SRS EMTENATEN
fRo XS EFTENILATREE BMIBRXI DR : FRAMDMATUEENZHOERENER, . flm, &
A AR RN FHREEN AN R, tNsLfl, FHEMAAESESR, BRECESMEEXNAHE, m
VPC . FR=k AmHLMI,

IRIE OISR AR AWS FIERFE VPC M VPC RO MLAEMS (S0FR. BRER. EHEHM
K. NAT #1 VPN) FriRBImZIR, AT ERIER PN EEZ0N ARRF HIRMR, ELB

1.6.2.4. Sk B¥iH bmEs
INRITFF OpenShift Container Platform EREEIIA ML H, EERSHBEE[EUTHEED :
o MALIER— VPC H&E% ™ OpenShift Container Platform &&%.,
o ENRLEAVF ICMP ALERE,
o EANWLLERSYF TCP 22 AILE (SSH).
o EARMLLERSIF control plane TCP 6443 AihiiE (Kubernetes API),

o EANWLEERSUF control plane TCP 22623 A& (MCS)

1.6.3. OpenShift Container Platform B9 E B[]
1E OpenShift Container Platform 4.6 &1, REE iR BB R EER,
IR LT BRI 15 [ AR

e jj[n] OpenShift Cluster Manager A N RERBFHHITIT R EE, MNREE LU R EEM,
FEHEEZH Telemetry, ZIRS S B hIRIVERERE,

e Ii[A] Quay.io, LUKERZREERFTENTHE.
o FRENHUTERBBEHATE G,

84
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BF

NREERTTEEZ VIR EBM, A LAEE AR R L R EREEN EHUTZ R4S &
K, T ER, BETEMENRSE, FHERTEERER registry (mirror registry) HiE
RBREEHHENLEEFAENTHS, N TFRELERERD, SHTREINIMERE
ZUR BRI, TEFEREZA, BEEH registry B REIHPHNE,

1.6.4. A SSH FAHHF R E R I EMCE A

MRBASR EPTREMAFIICERE, Ml ssh-agent F1RERFRM SSH B, AT LUER
BT R A HERE R bootstrap Hl88 KHFFR &£ R,

Y FEFIMER, BEEMTIRMERE I,

IR LUE R L B L core A B05@1d SSH iE## R master TiR, EERELERNT, LWEBRHAERME core
F P #9 ~/.ssh/authorized_keys 55K,

% o
, BER—IFBY, MARERERETS LEBERN®EH, 0 AWS EHX,

1 MFEZRENITEN LREEFMIIEMEER SSH B8, H0IR—1. i, EERA Linux
RGBT EN EIZTUTHS -

$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

IEEH SSH BB EMXHE4, 40 ~/.sshlid_rsa, NRESHEBHAN, 1HBEREHAEH
K F ~/.ssh B3,

ZITIE e B RERENCELE N T EB LR SSH B,

INERIBITRITE x86_64 ZF 2 & FIPS J51FAY/Modules in Process HNZEE ZERY
OpenShift Container Platform 5£8%, FAZ02{#H ed25519 HEEMNEH, K
Z, BIB—1EMA rsa sk ecdsa EEZHNEH,

2. fFhiEEESE5) ssh-agent i#72 :

I $ eval "$(ssh-agent -s)"
i Bl

I Agent pid 31874
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MBMNEREE FIPS &R, N RFEE FIPS FRERXLERN SSH 25, B
/& RSA % ECDSA,

3. ¥ SSH FAEHARINEY ssh-agent :
I $ ssh-add <path>/<file_name> ﬂ
=1
I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 187 SSH FHIIBRBRFISX -4, 10 ~/.ssh/id_rsa

RSP

o TEZR% OpenShift Container Platform i, ZiEF2FER#E SSH N,

1.6.5. FKEN L &EF
1E %% OpenShift Container Platform Z 8, NR&EXH FHEIAKITEN L,
FoRFEM

® Z1T Linux 3% macOS MIIT &M, gL Ze[A2) 500 MB

1. 1Jj[n] OpenShift Cluster Manager U4 s B Infrastructure Provider T, MREFLIIBKS, 15E
AEEHMEILER, NREE, FUE—MK.

2. EFERBIEIZRIGH N,

3 AANERTENRERENTE, THENRFERINEZRRER, FRXABREERFRELE
XHEXRH, .

BE

LZEEFREARLREHNNITEN LUBRE T XM, ARKERRER, B
RELEREFNRERFOUEIXME, XWX HBEEMRER.

BF

TR LSRR OISR MR GRS, BIEERERE SRR 2
b, ZMBRERE, NRFEMNFETEHR OpenShift Container Platform ElERTE.

4. ROVRERRF, Hla0, EFEA Linux BERGHITTEN LZTU TS -

I $ tar xvf openshift-install-linux.tar.gz
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5. M Red Hat OpenShift Cluster Manager F#i%%% pull secret o BTt pull secret, ERILLHITAT
ESRAWRERNRSHESREIE, XEIRSSSIESN OpenShift Container Platform R EE
2R M Quay.io,

1.6.6. DB & xECE XM

IRE LB & L FE Amazon Web Services (AWS) £ %22&#) OpenShift Container Platform & &%,
FRFM
e JKEY OpenShift Container Platform Z2&f2 F LU R S E£HY pull secret,
AT
1. B install-config.yaml 324,
a. BRI ERERFMNER, BioTUTHS :
I $ ./openshift-install create install-config --dir <installation_directory> ﬂ

Q % F <installation_directory>, iHi8ER T REREEFMOUIENXXHNE K&,

BF

BE—NEBR, —ELEER, 0 bootstrap X.509 IEF, AKIEHTHAR
B, AUAEESFRARKER. NMREEEFEAT —IMEHRERHNIIX
%, AILGEEHRENERD, AR, —LRERIENXHLAIRERIELT
hRAZ Al A RS, M OpenShift Container Platform Sk A & fll &2k 244
P A& AN

b. TEIRRFEFL, REEHNEMEEIFS :
Ak R ST IR E RN 2RH SSH BB,

N FERAER EHITREFIHH TR E BI4E 2R OpenShift
A Container Platform &8¥, 15187 ssh-agent ##2{H R SSH B,

ii. 1% AWS E N BIRESR,

iii. FNRITEHN _ERBRTE Amazon Web Services (AWS) LB, 1§ NIERBRTIZITRE
REBE P HA AWS 3R %4 ID # Secret Ui[R %4,

iv. EEFEREHBEIN AWS KiF,

v. IR EEEL B M Route 53 RS HIE I,

vi. B A —NMERME R,
vii. ¥4l Red Hat OpenShift Cluster Manager ## pull secret

2. & install-config.yaml XX {4, BRI LT RERESHE D PRI EXTHSENELZER
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3. %1% install-config.yaml X1, LUERTRELINEERE,

HE
install-config.yaml X A 2 Z&E I RHEFEE, MREESFEMAMLE, wil
E&ER.

1.6.6.1. XA ESH
1E88ZE OpenShift Container Platform 87, ERAIURHMSHIE, UREREERBFENTZFERIK - FHit

PR B E VERBT A, £ install-config.yaml ZEECE XAR, ERLLRIT S TRIREMENS
WEHE, MREEE LER, TLUEN install-config.yaml X4 ERH X TEEMELZER,

p= Y=
N REC R, BIEENR install-config.yaml 314 H9X LESH,

BF

openshift-install &8 SR IESHAF LM, NRIEE T FEMMRT, MR 0IEME
KX HHT R, BERRIREE R, BERMAEEENSHIFERRTERIER,

1.6.6.1.1. TEWEESH
TR T TENRERRESH

F114. FRENSH

¥ sk

apiVersion install-config.yaml m&# FrFER
APIRRA, HETRAZ V1. &
LAZFIL AT BB FE IR AP hiR
w,

baseDomain SN RS, EMgA SERRE A TFHH, 0 example.com,
F I E OpenShift
Container Platform S #4254
BIERH, SEEFRISTEE DNS &F5
= baseDomain #1
metadata.name S#EHAH
&, HEEXH
<metadata.name>.
<baseDomain>,

metadata Kubernetes %iR PO
ObjectMeta, HrRH#E
name &4,

metadata.name EHNET. EEMDNSILE /NEFREFFC)MIR)NERS, tdev,
Z {{.metadata.name}}.
{{.baseDomain}} {5 F 15,
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platform HITRENERTSEE : xR
aws. baremetal. azure.
openstack. ovirt. vspher
e, A% platform.
<platform> SEHLINE
R, HSETRETHRENE

F1E £ AWS L%

*Ia,
pullSecret M Red Hat OpenShift Cluster
Manager 3KEX pull secret, 3 {
WEM Quay.io HARSSH T #; "auths":{
OpenShift Container Platform "cloud.openshift.com":{
HUEHNBEHER, "auth":"b3BIb=",
"email":"you@example.com"
b
"quay.io":{
"auth":"b3BIb=",

"email":"you@example.com"

}
}
}

1.6.6.1.2. MZELBE S

B DARIEINA WA RSN E R BE L RERE, FIM, Er LY RERMLH IP HhitiR, HER

EARRFRINERNTRE IP bk,
R IPv4 b,
< 1.15. R4S

BH ek i

networking EHEMBMEE, xR
A=
ERREEREREN
networking % %15
EHSH,

networking.networkT  EZREREEEMLEHENE Container OpenShiftSDN =%

ype Network Interface (CNI) &5, OVNKubernetes, ZKilfEH

OpenShiftSDN.
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¥

networking.clusterNe
twork

networking.clusterNe
twork.cidr

networking.clusterNe
twork.hostPrefix

networking.serviceN
etwork

networking.machine
Network

networking.machine
Network.cidr

1.6.6.1.3. Al LB B S
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sk

pod B9 IP bk,

FIME 10.128.0.0/14, EMAEIZH
123,

MBIEIEES A IP HEE, NRARBE
BES,

f# A networking.clusterNetwork
IERELLI, 1P ks,

_/l\ |PV4 Mé‘%o

SDEATNEIRT R FMEIRKE,
40, % hostPrefix &4 23, &
DN R MATZAR cidr o BEE—4N /23 F
M, hostPrefix {& 23 124t

510 (27(32-23)-2) 4 pod IP i,

ARS5E9 1P ks, ERIN(E N
172.30.0.0/16.

OpenShift SDN #1 OVN-Kubernetes %
28BN P R ST AR S5 ML B— A 1Ptk
B,

HL23HY 1Ptk bk,

MBIEIEES A IP HEE, NRFRBE
BES,

f# A networking.machineNetwork
R, IP#hbsR, libvirt AABIFRE
TEMERIAES 10.0.0.0/16, *FF
libvirt, BRIAMMEN 192.168.126.0/24,

i1

— X REH, Ha0 -

networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23

{8 CIDR WY IP Hhdib b, IPv4 5t
MEIBKENT 0232 2,

ERCLIES

FOIAED 23,

CIDR#&REH IP it Hpgie, 4l
m :

networking:
serviceNetwork:
-172.30.0.0/16

— X REH, Ha0 -

networking:
machineNetwork:
- cidr: 10.0.0.0/16

CIDR RERH IP 4R,

#ign - 10.0.0.0/16,

S
networking.machin
eNetwork % E N5
B NIC FTER) CIDR
[N
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TRER T ANARKEESH

& 116. AIESH

S
additionalTrustBundl
e

compute

compute.architecture

compute.hyperthread
ing

compute.name

compute.platform

compute.replicas
controlPlane

controlPlane.architec
ture

50

IR RAMEIEREME R PEM %
i X509 iEHiRHE, BB T RIEF,
AT UERIXAMEEIRLIE,

HMRITET "B SRR E,

REMAPNSFHIESESRE, BEIAR
XFRWER, FLAABEYIEE
BRI, BR(ET amd64 (KA
B .

EAEITENR LERASRERHLSL
RYEBAE, RVBERT, BRA#LS
LA LIRS 28 BT MERE,

BF

INRFEAIF LS LR,
HBRERENRINE
EEIN MR RER R
EPRERY W],

& compute N HEZELLE, M3t
%ﬂ‘o

£ compute W FEILE, FALS
HIBEFEE worker N HL A,
LS EUE RIS
controlPlane.platform S#({g T
fid,

EERIITENZREHE, AN worker
*J-L%%O

ZH K control plane BIH23HVBCE,

REMAPNSFHIESESRE, BEIAR
XFRWER, FILAABEYIIEE
BRI, AR(ET amd64 (RRIA
B .

FRE#

machine-pool Xf REVEH, FHEEFE
& LLF"Machine-pool"%.

FRE#

Enabled =t Disabled

worker

aws. azure. gcp. openstack. o

virt. vsphere = {}

RFHEF 2WIERE, BIAEN 3,

MachinePool X &RB#E, FiHEIEE

& LLF"Machine-pool"%.

FRE

o1
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92

¥

controlPlane.hyperth
reading

controlPlane.name

controlPlane.platfor
m

controlPlane.replicas

credentialsMode

50

K& control plane #l288 LB A2
FESERENBERE, RABERT, B
FAH# % % %R UREN RN ZIIERE,

BF

INRFEAIF R SR,
HBRERENRIE
EEINER M RE T RER R
ERERFIRL,

{8 controlPlane FfE&EE, #1855t
e 1

& controlPlane & ZE, FRALKS
HIETEIEE control plane W2 =ML
. WSHERNS
compute.platform S (B LA,

FE&H control plane Hl23HE.

Cloud Credential Operator (CCO) #&
X, MREBR/EEMER, CCOR
A EEURERBMEIENTIRE, £
TRZPMEXNES LFEA mint &
o

T2 CCO BEHXER
XFRA N E,
FHXCCOBEAME
ZIER, 1ESIHIRed
Hat Operator £Z&75
ARAHH Cloud
Credential Operator 5&
E o

i1

Enabled = Disabled

master

aws. azure. gcp. openstack. o
virt. vsphere = {}

K—-ZHFNEE 3, BENIE

Mint. Passthrough. Manual =%
FRBEC,



imageContentSource
s

imageContentSource
s.source

imageContentSource

s.mirrors

publish

sshKey

sk

[ERA=EA FIPS &3, Bl false

$A) . MREAT FIPSEXK, 2
T OpenShift Container Platform B
Red Hat Enterprise Linux CoreOS
(RHCOS) #laa=5td BINEY
Kubernetes INEEMH, FHERAH
RHCOS 1Rt N BB,

J

BF

HAE1E x86_64 Z2fyh
BJ OpenShift
Container Platform B
B FIPS Kk
#J/Modules in Process

&,

WNR{EE Azure File 5
i, MIFEEER FIPS
B,

release-image WEBIRH T %,

&/ imageContentSources f &
£, BERFEGEREAE RS AR

B,

R T S E— B R — RS

B,

MR & AR SN FRERRE RO E ) F - i
=, %0 Kubernetes APl, OpenShift &

Bﬂo

FAFISUESREE 8517 [ BY SSH B

B,

N FEEER EHITR
ISR MRS B9
FZERE OpenShift
Container Platform £
B, HfE%E ssh-
agent HEFERARN
SSH ®45H,

{E

false = true

F1E £ AWS L%

STREH, BIFE—1 source MUK EE
B mirrors, #0TFRFT.

FRES

FREBHA

Internal =t External, i€ publish %
&7 Internal LIEBE— M FAEKE,
CAEEW BB, BUAEN

External,

—PHZNEH, Flm

sshKey:
<key1>
<key2>
<key3>
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1.6.6.1.4. AR AWS ECES

TR T WA AWS BLESH

= 1.17. °11%EH) AWS S

94

¥

compute.platfor
m.aws.amilD

compute.platfor
m.aws.rootVolu
me.iops

compute.platfor
m.aws.rootVolu
me.size

compute.platfor
m.aws.rootVolu
me.type

compute.platfor
m.aws.rootVolu
me.kmsKeyARN

compute.platfor
m.aws.type

compute.platfor
m.aws.zones

compute.aws.re
gion

controlPlane.pla
tform.aws.amilD

controlPlane.pla
tform.aws.rootV
olume.kmsKeyA
RN

50

BT ANEES| ST E SR8
AWS AMI, N FBEBE X
RHCOS AMI B9X 353k 15, X

=FR,

IIREREH R/ i R
1 (I0PS) #,

Ll GiB NHEAIHIRB KN,

REBHIRE,

KMS ZHH#9 Amazon BREHR

(5 ARN) . XEFEARE
KMS ZEAINEE worker 7 s By
BERGE,

T ENERM EC2 SLf2R By,

LREFEERVITENNS
e AFNATAK, 0RE
REBSH VPC, M /TEHR
A AR A — D F R,

RERFEEPUBITERR
B AWS X3,

BT HEES| S control plane
WM AWS AMI, WFEEH
E Y. RHCOS AMI H[X 18 3k
Ui, XRNEH,

KMS ZHH#9 Amazon BREHR
(B ARN) . XEEFERARF

EH KMS BEAINE control

plane 11 RIVRIERGIE,

i1

BTERE AWS REREMBE XMz BE XL RHCOS
AMI,

2, m4000.

%, 40500,

BMH) AWS EBS BETY,

#niol.

BB B 1D =250 ARN,

BHMH) AWS S261I25EY, 10 c5.9xlarge.

AWM AWS ATAXBFIR, 0 us-east-1¢c, LLYAML

FFoIER.

EABEMB AWS X1, #0us-east-1,

BFEE AWS KigER 2 X H=E E L RHCOS

AMl,

BB 2 1D #2350 ARN,


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

F1E £ AWS L%

¥ sk =1

controlPlane.pla  control plane #2389 EC2 505 B%AY AWS L1258, 40 c5.9xlarge,
tform.aws.type R,

controlPlane.pla Z&EEFEEEAH control B AWS FTRXMSISR, 40 us-east-1c, LA YAML
tform.aws.zone plane #1235t G| 24285 B =T A 53R,

s X,

controlPlane.aw  &Z&ERZEFEEAOIE control BHMH AWS X1, 0 us-east-1,

s.region plane FREY AWS Xig,

platform.aws.a BT &SI SFAE LM BFEE AWS REHERELZHHBEE L RHCOS
milD AWS AMI, JIR%E, AMIZ  AML

MBETSSEMERNXE, X
FEEHE Y RHCOS AMI By

platform.aws.se = AWS fRFinm &R, RBEEL B AWS IR imR B,
rviceEndpoints.  ZifERAERK AWS timm (40
name FIPS) B, FH/EBE Lk

=, ALLUN EC2. S3. IAM,

Elastic Load Balancing.

Tagging. Route 53 #1 STS

AWS FRSF5HE7E B 7 XL API i

&

o

platform.aws.se = AWS fR55if= URL, URL @ BHE AWS AR 550 = URL,
rviceEndpoints.  7if&Ef https thil, EHL&0
url BEEZIES,

platform.aws.us #5{EMNMSN, REREFNE EAIBEME YAML BRSS, 10 <key>: <value> 8 =#Y

erTags VYE MR R IR e T B BIRR HEN, MEEX AWS IIENESER, 55W
AR, AWS TR BIPRICIERY Amazon EC2 %R,

platform.aws.su  MRERE VPC, MARILE  BHHMWFHID,
bnets EREFHELE VPC, HEE
SHEANEHEFR, FRRIM
EEEMNR—
machineNetwork[].cidr 5t
IR —EB. W FInESREE,
NENARAREE - MR
MWEFM, XITREER 7
BNMTAREE—1TRETF
ZI8

1.6.6.2. AWS BB i X install-config.yaml 3447~

& eI LB % X install-config.yaml 34, LUETEH X OpenShift Container Platform BT EME L (F
8, EHRMBSHENIE.
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HE
LERBI YAML XS E,, R 8 AR 52 F KK install-config.yaml XX, #8
BT

apiVersion: vi
baseDomain: example.com ﬂ
credentialsMode: Mint

controlPlane: 6 ﬂ
hyperthreading: Enabled 6
name: master
platform:

aws:

zones:

- us-west-2a

- us-west-2b

rootVolume:
iops: 4000
size: 500
type: iol G

type: m5.xlarge

replicas: 3

compute: ﬂ

- hyperthreading: Enabled 6
name: worker
platform:

aws:

rootVolume:
iops: 2000
size: 500
type: iol Q

type: c5.4xlarge

zones:

- us-west-2¢

replicas: 3

metadata:
name: test-cluster @

networking:
clusterNetwork:

- cidr: 10.128.0.0/14
hostPrefix: 23

machineNetwork:

- ¢idr: 10.0.0.0/16

networkType: OpenShiftSDN

serviceNetwork:

-172.30.0.0/16

platform:

aws:

region: us-west-2 m

userTags:
adminContact: jdoe
costCenter: 7536

subnets: @

- subnet-1
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- subnet-2
- subnet-3
amilD: ami-96c618f7 ()
serviceEndpoints: @
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com
hostedZone: Z3URY6TWQ91KVV (B

fips: false @

sshKey: ssh-ed25519 AAAA... m
pullSecret: {"auths": ...}' @

OOOD: 7= ZERFRRFMEMAXME,

2]

A% : AN S EEEE Cloud Credential Operator (CCO) ERIEEMER, MAE1E CCO )
BDEFREREIENINEE, MFEAX CCO ERWFEIE, 1554 Red Hat Operator 5ERAH B Cloud
Credential Operator 8.

OO IR B RIKESHAE, BERFRIRHII,

o

controlPlane 42— M BR5Y, {H compute F0 22— 25k, NiFETSRABBEHNE
3K, compute IOHIE—TUILUEFR - FFk, controlPlane £ B — 1T R LLUEF RFFF kL,
R{ERA— control plane i,

TR AIERAALSEREIELE, RNBERT, BRALSEEURSISHEAZKIMLEE. &
ALURIT S EIE R Disabled KM, MREEFLEEREN S EERAH LSRR, NBIERE
SRl LA

BF

MBHEAFHL LA, FHREDENINZETV B ML TS T E BRI,
MRENNBRERFHLLEIRE, HEARKISEHFLE, 11 md.2xlarge =
mb5.2xlarge,

OO= ) ctcd BEERIFN, HHRXN TRANKE, HSEFHERELE) 01, 4T iops ¥

®
®

1)
®
®

2000,
NREREB S VPC, NEBFAMNENTHEXIEEFM,
BT HEESI SHL2H AMI D, IIRIFE, AMI XETE5EREERMNXE,

AWS RFIRR, EREIRI AWS Kighf, FEAE Ui, s URL BJIEA https 711X, =
M TS FEZIES.

1EIA Route S3 RAATEERH ID, REHNANFEEXFETIRMBECH VPC, RERBARERERR
H15 VPC XEK, tIRRE N, ZEERFROUB—ITHBEER,

EEERAFIEZAFIPS ER, BRABERTAEAFIPS R, MNBEAT FIPS &R, 1217 OpenShift

Container Platform B Red Hat Enterprise Linux CoreOS (RHCOS) #l.23& 5513 BRI\ B Kubernetes
MEBEH, FEMAH RHCOS REMMEBEER,

BF

RAE7E x86_64 221 FRHJ OpenShift Container Platform E8& X # FIPS Kk
B9/Modules in Process H%: %,
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@ & DU R MR A SR U7 (| SR B AL 2589 sshKey (H.

v p= Y=
S FIEBAEE FHITRE A RO RE B4 77 IME OpenShift Container Platform
8%, 155X ssh-agent H 2 SSH B,

1.6.6.3. FRE I EPRELEIS R E

SRR RERIBABE R R EER, MEREHTTP X HTTPS 3, &7 LIE 7E install-
config.yaml XH4HEENEIXE, [FHB OpenShift Container Platform &£EFECE /v AL,

SoRFZ G
o MA—IEM install-config.yaml XX {4,

o MRETEMHEEZNMNILR, HRERARESINAE, RMANBATREMESHFEORE,
SIENIEEHNE API AR, EHEERILRAINE Proxy X REY spec.noProxy = E% k580
K,

pa =3

Proxy %% status.noProxy FEX i Fi R &£ ER & Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FEXHEIETE,

X F7E Amazon Web Services(AWS). Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %45, Proxy X &
status.noProxy FE&th = {# F SL 5 ST iR iR R IE 75(169.254.169.254),

o INRIMIIERNI T AWS L, 155 ec2.<region>.amazonaws.com, elasticloadbalancing.
<region>.amazonaws.com #1 s3.<region>.amazonaws.com ifi sURINE] VPC i, FEXLE
ImR Y RETER T R EI AWS EC2 API M1 3K, RTFREBERSHFIGIMAR T KA TIE, R
AT AWS % F A L K ER R E AWS EC2 API, TERIBRSSZIRFPBIAIFFIFRA I EC2
APl B9/2 #E IP Hhiit R FHHH,

1. 4% install-config.yaml X FH R IMARELE, B0

apiVersion: vi

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: | ﬂ
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FAFOIRERHA HTTP iE#EIRE URL, URL %72 http,
FAFOIRERN HTTPS HEEMAIE URL,
EHREREBERNBIREA. 1P il sk HEthf%% CIDR HESHFRIIR, FERETEMN . J

CEgFisk, 540 : .y.com CEZ x.y.com, {BEARME y.com, {FFH * 5iid piA BHIHBK
EEO

O 009

INRIRMH, REEF21E openshift-config p# 22 (5] A & B % 1 user-ca- bundle FIFE & bR
SRR BFANM CAIER, NREIRMt additionalTrustBundle F1E A — MBI

&, Proxy MREMEE HE|FH trustedCA FE&H ] user-ca-bundle EZE kST, A

&, Cluster Network Operator &I|#— trusted-ca-bundle B2 EET, ¥/ trustedCA

SHIEENNA S RHCOS FEMHF 8 & F. additionalTrustBundle FEXENFTHI, FRIE

KRIBHZHIEFEREB RHCOS SEIHL 8RN AL M52,

, pa Y=
I RERFAZHFLEDN readinessEndpoints F%,

2. REFIZXME, FEZRE OpenShift Container Platform 5751,

RERFRUE—NEN cluster WEESERNRIE, ZABFERRMEN install-config.yaml ST R EIHREE
WiE, INREFRHAEBLE, MARUE— cluster Proxy ¥R, HERE—1Z spec.

% -
A . REFE N cluster B9 Proxy W%, BITECIETNNRIE,

1.6.7. SpEEEE

IR EFRA T A PR OpenShift Container Platforms

BT
RIRFZFH create cluster in S REEE WA LRI FRFIZIT— R,
SoRFE M
o MERERHN=TEEMIKS,
e JKEX OpenShift Container Platform Z4&f2 LA R EE¥HY pull secret,
TR
. B NOSREEFNE RHDIRLERFRE -

$ ./openshift-install create cluster --dir <installation_directory> \ﬂ
--log-level=info 9

Q %I F <installation_directory>, &18%E B E X ./install-config.yaml 34L&,

Q BERERRMLEESE, 1HEE warn, debug =X error, MAEHEE info.
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MREEEN LRENTHVEKRARPHINIREMERY, REIEFRE
ik, #FBERRDBIIR,

&

SHBMETHE, XHRETUNEENER, SEEBEHE Web #2HI B84 kubeadmin F
FHYEIE

it Bl

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig'

INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.mycluster.example.com

INFO Login to the console with user: "kubeadmin", and password: "4vYBz-Ee6gm-ymBZj-
Wi5AL"

INFO Time elapsed: 36m22s

BREWINN, EEVRIFEILE R LRHHE
<installation_directory>/.openshift_install.log,

BF

o REFRFEMKN Ignition BB XA S ETE 24 /MR HARIET, REESH
IHATEET, &D%EE%&IE%HU?&W%ﬁ BEME 24 /DN EERS, £
B3k E T BBIES, —MIAERE, BREEFIIEFLIEDN node-
bootstrapper iF 5% &15K (CSR) EE'VRE kubelet iEFi, MNT/ELER, 1§
B 5% ML HFHY control plane 1E# %k EHISTHY,

o EBIUETE Ignition BEBX ARG 12 /NTRERTN], B 24 NFHIES
RTEERREEFN 16 N R 22 N AIFETE AR, @I TE 12 N PR fE
Ignition FRBSXHF, Al LLUERERELEARNHIT TIEREFM S BRRE
RI 7]

H o
EA SRR EREFHNREEFAURIX ., FEXINE ST MRS,

2. \i% - MR EREEEREN IAM 1K P fiFREZ2 A AdministratorAccess k&,

a1
> NEERETIEHhFEE AdministratorAccess SSBEIE HtHFHRATRR.

1.6.8. 3@t T &k T HI S % 4E OpenShift CLI

REELRE CLI (oc) EFEASSITHRES OpenShift Container Platform # 17X E, EAFE Linux .
Windows 5 macOS E%% oc.
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HE
INRLE T IHMRAM oc, NIT%EEA OpenShift Container Platform 4.6 REIFRE 4.
TEHFHLEHMRAN oc,

1.6.8.1. 1 Linux £ %3 OpenShift CLI
IR0 LURBR LT RFZLE Linux £%&%% OpenShift CLI (oc) T34,
it
1. HABILIIEE T MG LB OpenShift Container Platform & 71
2. 7E Version RIS H AR AR R B hR AR,
3. H{i OpenShift v4.6 Linux & /i 5B 3518 Download Now, B{R#EFXH,

4. RREFH

I $ tar xvzf <file>

5. 8 oc ZiHHICHIKEI PATH 9 E F 4,
HATU TS A UEE YR PATH K& :

I $ echo $PATH
2% OpenShift CLI f&, RILAER oc % :

I $ oc <command>

1.6.8.2. £ Windows %% OpenShift CLI
IR0 LURBRLUTRFZE Windows E&% OpenShift CLI (oc) Zi#HHIAHE,
it
1. FARLIIEER 1 MG LB OpenShift Container Platform & 7,
2. 1E Version THI 3z 5 A58 N B AR AN
3. Hif OpenShift v4.6 Windows & ifisk B 351719 Download Now, B{REX {4,
4. B Z2IP EFFEEFE,

5. 18 oc ZHIHS R E] PATH B9 B X,
EEFEWN PATH, BHAGSRTIEOHIITU TGS -

I C:\> path
L% OpenShift CLI /5, BILA#EM oc % -

I C:\> oc <command>
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1.6.8.3. f£ macOS %% OpenShift CLI
IRE] R BRLUTRTZELE macOS L4 OpenShift CLI (oc) Z#Hl K,

i
1. FARLIIEER 1 MG LB OpenShift Container Platform & -,
2. 1E Version THI 3z 5 A58 B B AR AN,
3. B OpenShift v4.6 MacOSX & /7 ik B 3518 Download Now, B{RTF3 {4,
4. BRAN@EFEE,

5. % oc ZiHIXHRE PATH BB K,
ZHEEMH PATH, fIA—MAHRBOHIUTUTHRS -

I $ echo $PATH
2% OpenShift CLI f5, RILAER oc &% :

I $ oc <command>

1.6.9. A CLI & X BI&EF

&R LUET 5 5 8 kubeconfig 3Ui, LIBVIARGIA P B0& <% . kubeconfig X2 &KX T&EE
MIER, #tCLI BT NE M imEED ERERN AP RS S, ZXHRRERT—NMEENER, &
OpenShift Container Platform Ze&tid 2§,

FoRFM
o B EE T OpenShift Container Platform 5£2%,

o B%&%k oc CLI,

1. 5 H kubeadmin Zif :
I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. FRSHNEE, BIFRESKINIZIT oc 7% :
I $ oc whoami
=l

I system:admin
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1.6.10. {8 Web #=HI& & K EIEE

kubeadmin Fi /" 2KIA1E OpenShift Container Platform REFFE. KA LUER OpenShift Container
Platform Web #l& L kubeadmin f f* 519 & REEE,

FoRFM
o HURIREE MBI FIANR,
o (MSERN T EREFRE, FTALEE Operator #A A,
TAE
1. MZEEH _EA kubeadmin -password 34 FREX kubeadmin F S BOERHS :
I $ cat <installation_directory>/auth/kubeadmin-password

FH, ELR MR E N LM <installation_directory>/.openshift_install.log
B & X 5KEX kubeadmin 1,

2. 5 OpenShift Container Platform Web #Z2#I &K H :
I $ oc get routes -n openshift-console | grep 'console-openshift’

77%, AR LA M Z 41 £ B <installation_directory>/.openshift_install.log
& XHFREX OpenShift Container Platform E&H.,

it Bl
console console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web N Higsh SMEl L —mahmE S IENEEA, L kubeadmin A B{pE %,

o INEHXKITIFH T fi# OpenShift Container Platform Web I EHEZER, HSH1iA Web
treraliey

1.6.11. OpenShift Container Platform # Telemetry 5[]
£ OpenShift Container Platform 4.6 #, BRINZ1TH Telemetry RS IRIEE R LB R AT E T

B1EDS, TEVIFEKW, MREHWERFHEEIIEIM, Telemetry RB3hiZ1T, MASRHREME
OpenShift Cluster Manager,

ik OpenShift Cluster Manager JEHIERA/E, RILAA Telemetry Bah4E, WA LUERA OpenShift
Cluster Manager Fah4ES, R [ 1R BRERIK 7 2k % £ B0 5B OpenShift Container Platform 1]
[‘F’ﬁjc
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A%

Hh ¥HR
o FX Telemetry REMELER, 1ES X T L2 EE %,

\g

1.6.12. FLEL 1%

o FRE,

BE KR,

MRFBE, EHLUEFEFERLERERERS.

MRFE, ER LR ELL,

1.7. 7 AWS EREEEE
1£ OpenShift Container Platform kit 4.6 &, f&a LITE Amazon Web Services (AWS) LERFEEEER
LIWER VPC h, REBEFRESMBEMBRIUNERIY, ERILUHF—F ERLIXLEMEY, BB
N R, EEREEHFEN install-config.yaml XS EL,
1.7.0. o RFMH

o #EHAX OpenShift Container Platform & f B #H RIZHEAE B

o [CiE AWS KT LIFEESRE,

BF

MREHTEN L7 E AWS BRESR, N AZEEEASEARTILZ RN &R
TERMIENESE, EEFNBINEGRRF, SHSRFSERTINER
AWS ZIER IR AWS 1R, RILEwER KT, EEREHNESN, &
S AWS XHEARREE IAM BB B, BT RERFH R,

o MNRMERM A, MHITFEHEE N ITFERESE M=,
o MEARAARTFRABEZMHMIGNEE (AM) , EEEEH AL FHh0IBM4ET IAM &k, F5
BB LB F = IAM API TR B9 E R,
1.7.2. A B R

IRET LAERE RN FF A SR B9 FAE OpenShift Container Platform $£8%, A LR RAEMMIERRILE W],
BEEEREBMHAEER,

FINER T, OpenShift Container Platform #& & W {FE BRI 2 FF 151789 DNS flifim, BEERTERE
LLBENTIE DNS . Ingress Controller #1 API RSS2 IXB NFAE., XEGE, SETRREMEHIRERMLL
Vi, BARREERBMAEE,

BWMELAERR, ToIERAFSENERRINEMEL., BHNKREHRATRESEMSHIEMER

EO
Ao, ERAMNATFIREFR T AP RS, REEBIMLZS LB EHLLAR AT LUE B B X SRIRER &R 48

NEBIN AR EEMEAB R, EALUERRFSIXLED M EREES, FHHRRENIDUELTERE,
o, ZAABRTLURTMEFRINELZEN, thAILIZRNET VPN 15 H RS 25,
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1.7.2.1. AWS FigRhE SRR
E7E Amazon Web Services (AWS) EAZIEER, BUIIRE— N INBENIE VPC MIFHRITESE
B, RERERLLIREVRENTEEATEN DNS LR, RERFIT Ingress Operator #1 API fR%5 282 EEE H
KRELMFAE ML TTA,
SR MAT RN EERE A AWS AP,
LZEMDBEBRNTIEENORUTIE :

o NHTK

o IRAHAOMNHNAFIIE SR

o S&£EH baseDomain [LEZHI/AH Route 53 X 15

LTREFRHAEGIEEDN baseDomain EOIZE %L AR Route 53 RKIFLIRERFMHMNIC T, SHRRE,
LUE Operator A NERCIBAHICT, BRESENSGSHRETTHEENLE FHH,

1.7.2.1.1. BRI :
FEEERERINAHEIhEEBE AR,

o HELRER, EBIRFEERNHITHNZENIERTAF Kubernetes AP i, IXLEEZIANBIIRIESIE N
FRPHENTHERE VPC ROIEAEFM, QIEAHMEHS%ES, UKEE control plane &
2HLME 6443 1mO (Kubernetes APl i) AILUESR KB THEEMMMLERE,

o MREAAHIRS KB G EHLERSE, BAOTEESNTERXBNAHEFMAM

kubernetes.io/cluster/<cluster-infra-id>: shared 715, LAME AWS BI{F BT A0IE A 7%
aE TR

1.7.3. X FEABE L VPC

1£ OpenShift Container Platform 4.6 A, f&ALI{E Amazon Web Services (AWS) BIIIAE Amazon
Virtual Private Cloud (VPC) HSE&EFERZBRIINE FMH, BT OpenShift Container Platform i ZEE
AR AWS VPC mh, ReIgERE K~ ARSI, SNEEARZMF AL BEMXBERIRERS. NRE
TERBEE 20 VPC P FERIZRIY QR ANR, 15 HE X RELII,

HNRERFTETRIEINEFRRAEILE A, FAUTEEEFM CIDR, BRI REEHFN
FMBECE ML,

1.7.3.1. 1/ VPC MK
RERFIABURUTHS -
o EHMMRK
o NAT M%
e FH
e IXEAR
e VPCs

e \VPC DHCP %77
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e \VPCifs

2 3

LZREFEREHEABTRMN DNS lRFSE. FXFHERABE L DNS RS, F5B&R
TR,

cak

MREFERBE L VPC, Bl hEERFMEFERERECRETFH, MFEXUEMEE AWS VPC
HEZER, HSM AWS XHEAH Amazon VPC #HI&E FEEM TF VPC FF M,

RERFTE
o N HEREHEARIMLEH.,
o HFWILBIHAR.
e Xi& VPC &I, #l DHCP,

FEREERR, BRITERIXERES. BXREAWSVPC REREMSLHNEZER, 1556 VPC B VPC M
LRI MR BREA SR,

1889 VPC it B LA N HFAE -

e \VPC AIEEfEF kubernetes.io/cluster/.*: owned /%,
HERFSERFMLLRI kubernetes.io/cluster/.*: shared 1%, FEILENFRHMEDE—
N I ZE AR TR, 155 AWS XA TR RE 389, LURINRERRF LU AEIEERN
BN FRRIMRZ,

o RWITE VPC A5 A enableDnsSupport #1 enableDnsHostnames [E14, LAESEEFAI LAFE A
K nE) VPC B Route 53 X R EHTEEEEAIER DNS 1L, 1ES M AWS XA VPC F#y
DNS 37 #8849 o
MREZFABECH Route S3 IHEMERX, BUIEREEHINEINERERS VPC XEL, &H
LUE A install-config.yaml 32 {4 #1# platform.aws.hostedZone FE&E L IEE X,

o MRMEHEAEAL/HFNTIRNESR, BRIV B M ERHERANTRRUR—NAHNLETF
M, SMTRARTESES T —THAHFRAMTAEFN,

INRIETERTFF SRR R T/E, EFEEVI N EC2 #1 ELB iR B3t P ik, EERXARE, &b
ABE—D VPC iR, FREEMMBISHERNFM, mRMaEMT

® ec2.<region>.amazonaws.com
e clasticloadbalancing.<region>.amazonaws.com

® s3.<region>.amazonaws.com

A VPC H
IRNIREEER VPC F1FM, LUESENZSERE,

Hi AWS JH
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H

VPC

>
2
=

ERRRIZES

L&y [ 42E
il

TRTM

AWS JH

AWS::EC2::VPC
AWS::EC2::VPCEndpoint

AWS::EC2::Subnet

AWS::EC2::SubnetNetworkAclAss
ociation

AWS::EC2::InternetGateway

AWS::EC2::VPCGatewayAttachme
nt

AWS::EC2::RouteTable

F1E £ AWS L%

sk

IRLTHRME— N3 VPC &R HE A,
VPC A5 BEA F MRS H R &,
P BB TE S3 H registry FIBIE,

1889 VPC B 18 3N AR AHF
M, FRESEHHAOMNRKE,

BB — N HBERRMMR, LARM0
B VPC RN HERH, FIRMEMNERS, &
NMRHFREE—NEF EIP #HER NAT
MK, XL NAT MXAFEEHTR (0%
FRFREH) ViR BEER, mAaLLZRmM
ZEREBENFREE].

AWS::EC2::
AWS::EC2:

ociation

AWS::EC2::
AWS::EC2::

AWS::EC2::

Route

:SubnetRouteTableAss

NatGateway
EIP

NetworkAcl

RIR A VPC iR FalEmO -

AWS::EC2::NetworkAclEntry

AWS::EC2::Subnet
AWS::EC2::RouteTable

AWS::EC2::SubnetRouteTableAss
ociation

il RH

80 A HTTP &
443 AL HTTPS JRE
22 Ak SSHIRE
1024 - 65535 Adlmi R E

0-65535 71l D k=

R VPC AL EBRAE TR, RHEH
CloudFormation ##R A 5 1 &I 3 NI KX
SR ERFM, MREFERTHEFM, @b
A H IR HEE MR B FIRR,
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1.7.3.2. VPC Kk

ZRFRERENFREEERINE, REEFRBIUTES
o TIBTEMIFNE FWERFIL,
o TIRETRAETM,
e Fi CIDR BT &EHEENWEE CIDR,

o THNEBNHTRRREH#THN. EMNTRRAEEZ T —IMHAHFRMBEFH, MREERHLE
£, IETNHARKRRH-IBREFH. BN, AP THARRE-IQIHMBEFH.

o EHLNEBIMRRAFRNITRAREH—IAHTFH, ST ERENEERALE FHIATAXAF
E%O

IR ERIA VPC KR, VPC A#MIFR. M VPC FfififR OpenShift Container Platform &
BRT, kubernetes.io/cluster/.*: shared HrZ4 M{E A © BIF M A B,

1.7.3.3. 1R %I 4>

M OpenShift Container Platform 4.3 7R, A EELEREFE SHEMEI SRS EMTENATEN
fRo XS EFAENILATEEE AMIBRXID KM : FRAMDMATUEENZHOERAENER, . flm, &
A AR RN FHREEN ARRFRINT R, tNLfl, FHEMMAEHSESR, BRECESMEEXNAHE, m
VPC . FR=k AmHLMI,

IRIE OISR AR AWS FIERFE VPC M VPC RO MLAEMS (S0FR. BRER. EHEHM
K. NAT #1 VPN) FriRBImZIR, AT ERIER PN EEZ0N ARRF HIRMR, ELB

1.7.3.4. £¥ RS
INRITFF OpenShift Container Platform EREEIIA ML H, EERSHBEE[EUTHEED :
o MALIER— VPC H&E% ™ OpenShift Container Platform &&%.
o ENRLEAVF ICMP ALGRE.
o EANMLLERSYF TCP 22 AILE (SSH).
o EARMLEERSLIF control plane TCP 6443 AL E (Kubernetes API),

o EANWLLERSUF control plane TCP 22623 A& (MCS) .

1.7.4. OpenShift Container Platform B9 E X 1J7(7]
1£ OpenShift Container Platform 4.6 &1, EEE ;R BB MK REER,
B BB LT BRI AR

e jj[n] OpenShift Cluster Manager A N REIEFHHITIT R EE, MNREEB LU R EEEM,
FEHEEEZMA Telemetry, ZIRS & EohIRIERERE,

e Ji[A] Quay.io, LUKERZREERFTENTHE,
o FRENHUTERBBEHATE G,
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BF

NREERTTEEZ VIR EBM, A LAEE AR R L R EREEN EHUTZ R4S &
K, T ER, BETEMENRSE, FHERTEERER registry (mirror registry) HiE
RREEBHAERNRZEREFAENTEE, N TFRLERELR, ERTREINVIMERE
EBijn BB, EREMERZAI, EHH registry HIERRAHFHAR,

1.7.5. A% SSH FAHFREE R INEMCER

MRBARR EPTREMAFIGERE, Ml ssh-agent FIREEZFRMH SSH B, AT LUER
L ERH T R R HEERE R bootstrap Ml8s KHFFR &£ R,

LIRS, BEEIMTIRMERE I,

IR LUE R L B L core A B05@1d SSH iEE R master TIR, EEREEENT, WBRHARME core
FA 7 #9 ~/.ssh/authorized_keys 55K/,

ﬁ o
C EWFER—AABEY, TASERERETS CRBNEY, W AWS BTN,

1 WRLEBNTTEN LREGSMIIEMEER SSH 23, FRIE—1. B, EFEA Linux 2
W%%MWEMLLﬁMmel

$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

FEEFHT SSH BEAMBR RN X4 4, W ~/.ssh/id_rsa, MREBEAEIAN, HBEREHLNEH
fIF ~/.ssh B,

ZEITHRSAREEENMBERTETERILM SSH B,
==
INERIBITRITE x86_64 ZF 2 & FIPS J51FAY/Modules in Process HNZEE ZERY

OpenShift Container Platform 5£8%, FAZ02{#H ed25519 HEEMNEH, K
Z, BIB—EMA rsask ecdsa EENEH,

2. fFhiEEaESE5) ssh-agent i#72 :

I $ eval "$(ssh-agent -s)"
i Bl

I Agent pid 31874
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MBMNERHXE FIPS &R, N RFEE FIPS FRERELERN SSH 25, B
/& RSA % ECDSA,

3. ¥ SSH FAEHARINEY ssh-agent :
I $ ssh-add <path>/<file_name> ﬂ
=1
I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 18 SSH FHIBRBRFISX -4, 10 ~/.ssh/id_rsa

ZEEE

o TE%%E OpenShift Container Platform i, NZ23EF2FiR A4t SSH A%,

1.7.6. RINRETEF
E L% OpenShift Container Platform 2 Bl, SZREXG TFEHBIARMITEN L,
FoRFMH

® Z4T Linux 2% macOS MIT 8, AibAgALZE(EH 500 MB

1. /7] OpenShift Cluster Manager ¥ m B Infrastructure Provider T{HE, AREGLLIENKS, 15E
AEESHMEILER, NREE, FUE—K.

2. EFERBIEIZRIGH N P,

3 AANERTENRERENTE, THENRFRINERER, FRXABREERFRELE
XHERH, .

BE

LZEEFREARLREHNNITEN LUBRE T XM, ARBRERRER, B
RELEREFNRERRFUENXME, XWX HBEEMRER.

BF

TR REZRRF OB HR2MIRERER, BEEHEREIREFRRIEEN
b, EMIFRERE, NIFE BN FETEK OpenShift Container Platform ElE T2,

4. ROVRERRF, Hla0, EFEA Linux BERGHITTEN LZTU TS -

I $ tar xvf openshift-install-linux.tar.gz
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5. M Red Hat OpenShift Cluster Manager F#i& 4% pull secret , BiL It pull secret, &R LLHITAR
ERNAREMIRSHEDKIE, XEARSS EIE N OpenShift Container Platform A4 1R A
2RERRM Quay.io,

1.7.7. Fohb| B R KR E X4
X F RBEMPIERRI LS 77 (0] B ABETE BB M AR B EIRIFAER OpenShift Container Platform SEBRE, Nl
FohE R RERE X .
SoRFE M
e JREY OpenShift Container Platform 22372 FE A1 EEBEHY1 0] S 14,

ik

. CIRAREMEMBENRERMNEREX

I $ mkdir <installation_directory>

BF

WA S, —HLEER, 0 bootstrap X.509 iE+H, BRENTHEIFE,
A EEEFALREE R, NMREESHEAH —INEHREFNNIIHE, T8
NESHEEHE RSP, BR, —LREFENXHRATERELTRAZEERHR
4r, M OpenShift Container Platform kA f & il % 25 TR EE AN D

2. BE X LLF install-config.yaml X #4154k, FHFERFE <installation_directory> H,
Ll P2 Y=

LB & S i dn 4 install-config.yaml,
3. %1% install-config.yaml X1, LUERTLELNEERE,

BF

install-config.yam| X+ 27 RE T M T —SREFEFRRE, IELTEHE.

1.7.7.1. REBRESH

TEERE OpenShift Container Platform 587, BRI LURESHIE, UEBEESHN A~ FHik
P B E WERT A, £ install-config.yaml ZEECE AR, BRI LLRT S 1TRIREMENS
MEE, MREEE LER, TLUEN install-config.yaml X4 EIRH X TEEMELZER,

A=

RECRE, BIEBEN install-config.yaml ST HIX LES ],

8%

openshift-install 65 T RNEILSHFERAT, MREE T FERBEM, TR E0/EE
REXHHANR, BFRRMEHER. BRAGEENSHNTFRETEIER.

m


https://console.redhat.com/openshift/install/pull-secret
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17701 FIENEES
TREBRTAENRERBESE :

R 118. RS

SH 3T &
apiVersion install-config.yaml m&# FrF e

AP| fRA, HEIRAZ VI, &
ERRFEIA AR M AP AR
=,

baseDomain =N RS, EMgA SERRE A TFHH, 0 example.com,
F I8 E OpenShift
Container Platform S #4254
BIERH, SEEFRISTEE DNS &F5
= baseDomain 71
metadata.name S#EHAH
&, HEEXH
<metadata.name>.
<baseDomain>,

metadata Kubernetes %iR PO
ObjectMeta, HrRE#E
name S,

metadata.name £, EEMDNSILE /NEFREFFC)MNIRO)NERS, tdev,
i {{.metadata.name}}.
{{.baseDomain}} {5 F 15,

platform HITRENERFEARE : I
aws. baremetal. azure.
openstack. ovirt. vspher
e, A% platform.
<platform> SEHEINE
R, HSETRRETHRENE

*Ta,
pullSecret M Red Hat OpenShift Cluster
Manager 3KEX pull secret, 3% {
UEM Quay.io HFIRSSH T # "auths":{
OpenShift Container Platform "cloud.openshift.com":{
HUEHNBEHE R, "auth":"b3BIb=",

"email":"you@example.com"

}

"quay.io"{
"auth™:"b3Blb=",
"email":"you@example.com"

}
}

12
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1.7.7.1.2. WA BB S

BRI DARIEINA WA RSN R R BE L RERE, FIM, Er Y RERMLH IP HhitR, HER
WAEFERINMENTR 1P Hhiltsk,

R IPv4 b,
& 1.19. W& S

¥

networking

networking.networkT
ype

networking.clusterNe

twork

networking.clusterNe
twork.cidr

networking.clusterNe
twork.hostPrefix

networking.serviceN
etwork

sk

EHMANEE,

EREERE MY Container
Network Interface (CNI) &,

pod Y IP #hik3k,

FINMET7 10.128.0.0/14, EMAEIZH
123,

MBIEIBES A IP HEE, NRABE
BES,

f# A networking.clusterNetwork
FRELLI, 1P kbR,

_/l\ |PV4 Mg%o

DEAFNEIRT SN FREIRKE,
40, % hostPrefix &4 23, NE
DN R MATLAR cidr o BEE—4N /123 F
™, hostPrefix {& 23 124t

510 (27(32-23)-2) 4 pod IP i,

ARS5E9 1P thilbsR, ERIN(E N
172.30.0.0/16.

OpenShift SDN #1 OVN-Kubernetes %
28BN P R SRR S5 ML — A 1Ptk
B,

ISES
; A=

BERREEREREN
networking %f %15
EHSH,

OpenShiftSDN =%

OVNKubernetes, ZKilfEH

OpenShiftSDN.

— X REH, Ha0 -

networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23

{8 CIDR 1Y IP Hhdib b, IPv4 Bt
MEIBKENT 0232 2,

ERCLIES

FIAED 23,

CIDR#&RXEH IP it Hagie, 5
m -

networking:
serviceNetwork:
-172.30.0.0/16

13
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¥ sk {H

networking.machine HL23H 1P Hhtk b, — X REH, B0 :

Network
MNREBIBELS A P bR, NMHRAEE

= networking:
EEE=

machineNetwork:
- cidr: 10.0.0.0/16

networking.machine CIDR RTEHBY IP FLEIR,

Network.cidr

f# A networking.machineNetwork
%, IP#hbsR, libvirt AABIRRE
FEMEINMES 10.0.0.0/16, X F
libvirt, EKIAMEN 192.168.126.0/24,

fitn - 10.0.0.0/16,

S
networking.machin
eNetwork % E N5

Bk NIC FR7ERY CIDR
J PTEe,

1.7.7.1.3. Al LB B S
TREDR T AIERERESEH :

+ 1.20. AIESH

¥

additionalTrustBundl
e

compute

compute.architecture

compute.hyperthread
ing

sk

IR RAMSIEREEHRRN PEM %
i3 X509 IEHiRgaE, BE T REF,
AT U ERIXAMEEIRLIE,

HMRITET "B SRHERE,

REBPHFHESEARN., BEIF
ZRFRUER, RILRERBLIEE
BRI, BR(ET amd64 (KA
B .

REAEIENR LERASRERHLSL
RYEBARE, RVBERT, BRA#LS
HAR LIRS 28 BT MERE,

BF

INRFEAIF RS,
HBRERENRIE
EEIN MR RER R
ERERIFIRL,

FRE#

machine-pool Xf REVEH, FHEEFE
& LLF"Machine-pool"%.

FRES

Enabled = Disabled



¥

compute.name

compute.platform

compute.replicas

controlPlane

controlPlane.architec
ture

controlPlane.hyperth
reading

controlPlane.name

controlPlane.platfor
m

controlPlane.replicas

sk

& compute I HEZELLE, M3t
&,

£/ compute W FEILE, FALS
HIBEFEE worker N =LA,
LESEUE RIS
controlPlane.platform S#({g T
fid,

EERIITENZREE, IR worker
*J-L%%O

ZH K control plane BIH23HVBCE,

REMPHFHESEARN., BEIF
XFRWER, FLAABEYIEE
BRI, BR(ET amd64 (KA
B .

&7 control plane #l288 LB A2
FESERENBEE, RABERT, B
A& % %2 LIRS V2R AR,

BF

INRFEAIF RS LR,
HBRERENRIE
EEINER M RE T RER 2
ERERHIRL,

{5/ controlPlane F&£E, #25th
£ 1

& controlPlane & ZE, FRALKS
HBISEIEE control plane HLERH =L
. WSBERNS
compute.platform S (B TAS,

FE&H control plane H23 8 E.

F1E £ AWS L%

i1

worker

aws. azure. gcp. openstack. o
virt. vsphere = {}

ARFHEF 2WERE, BRIAER 3,

MachinePool *xf §##H, FIHEE
& LLF"Machine-pool"%.

FRE

Enabled = Disabled

master
aws. azure. gcp. openstack. o

virt. vsphere = {}

K—ZFNEE S, BERIME
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¥

credentialsMode

fips

imageContentSource
s

imageContentSource
s.source

imageContentSource
s.mirrors

16

sk

Cloud Credential Operator (CCO) #&
X, MREBR/EEMER, CCOR
A EEURERBMEIENTIRE, E
TRZMEXNES LEA mint &
o

T2 CCO BEHER
XFRA M E,
FHEXCCOBEAME
ZIER, 1ESIHIRed
Hat Operator £&75
ARAHH Cloud
Credential Operator 5&
E o

[ERA=EA FIPS &3, Bl false

(%A . WRERT FIPSER, iz
T OpenShift Container Platform B
Red Hat Enterprise Linux CoreOS
(RHCOS) #lEa=5td BINEY
Kubernetes INZEEH, FHEMAH
RHCOS 1Rt IN BB R,

H5E

HAE7E x86_64 221
BJ OpenShift
Container Platform &
EX# FIPS BiE
BJ/Modules in Process
I,

AE

N {EE Azure File 5
i, MIFEEER FIPS
B,

release-image BRI © %,

&/ imageContentSources &
£, BERFEGEREAE TS| AR
B,

EEARLESR—HEN—IHZD
EEN

i1

Mint. Passthrough. Manual =%
FRBEC,

false = true

STREH, EIFE—1 source MUK EE
B mirrors, #0TFRFT.

FRE#

FRBHA



¥

publish

sshKey

F1E £ AWS L%

sk {H

ANA] & FR Bk /N FFER BE RO T (M) FE - B Ui Internal =k External, 3E publish %
=, 0 Kubernetes API, OpenShift & & Internal LB — M FAE KA,

228 ERREHRE I T, FRIAMES
External,
FAFASIE SR BN 28 V7 7] B SSH ZEEASK —NHEDEH, i
B,
sshKey:
FE <key1>
<key2>
b WNFEEER EHITR <key3>
E =IO R E R E
FZERE OpenShift

Container Platform &
#, 15¥8%E ssh-
agent HEFERAH
SSH #%H,

1.7.7.1.4. 5[50 AWS BB S

TR T AER AWS FRESH ¢

3+ 1.21. °[EH) AWS S8

¥

compute.platfor
m.aws.amilD

compute.platfor
m.aws.rootVolu
me.iops

compute.platfor
m.aws.rootVolu
me.size

compute.platfor
m.aws.rootVolu
me.type

compute.platfor
m.aws.rootVolu
me.kmsKeyARN

U {H

BT ANEES| ST EN SR8 BT &S AWS RigMEAE L H=E E X RHCOS
AWS AMI, M FBEBE X AMl,
RHCOS AMI B9X 35315, X

EFER,

NIRSREBENESDEMA/ MR B, W4000,

YE (IOPS) #,
LL GiB H EL I HIRB K, %, 40500,
REHRE, B AWS EBS BT, Miol,

KMS BB Amazon FRAFF BB 25 1D S#H ARN,
(¥ ARN) , XRERRE

KMS ZEHINEE worker 7 s BY

BIERTS,

17
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¥ sk

compute.platfor  TEHL2RH EC2 SLHIREL,

m.aws.type

compute.platfor
m.aws.zones

A AR A — D F M,

compute.aws.re
gion B AWS X1,

controlPlane.pla AT H&EE5|5 control plane
HL23H) AWS AMI, W FERER
E X RHCOS AMI By X 15 3k

tform.aws.amilD
i, XRHH,

controlPlane.pla
tform.aws.rootV

RN plane 11 RIVBRIERGIE,

controlPlane.pla  control plane #2389 EC2 524l

tform.aws.type R,

controlPlane.pla Z&EREFEEFH control
tform.aws.zone
S X,

controlPlane.aw

s.region plane FRHY AWS Xig,

platform.aws.a

Xk, XZENFE,

platform.aws.se

rviceEndpoints.  ZifERERK AWS timm (40

name FIPS) K, FREEE Ufk
B, AN EC2, S3. IAM,

Elastic Load Balancing.

Tagging. Route 53 #1 STS
AWS BRS5 15 E B & XL API i

=

o

platform.aws.se
rviceEndpoints.
url BEEZIES,

18

LREFEEBRVITENES
e AFNATAK, 0RE
REBESH VPC, M TEHR

RERFAEPURITETR

KMS ZHH#9 Amazon BREHR
(B ARN) . XFEFERRE
olume.kmsKeyA E8 KMS BHINE control

plane #2531 B/ 2425 H9 7T A3

LREFEHEB O control

AT hE&ERS| SRrEN2RM

milD AWS AMI, INRIFE, AMI b
B TFE5EHERMXE, X
FEEBHE X RHCOS AMI #y

AWS RS im R &, REEY

AWS fRZ58im URL, URL @
s https T, FEHLUIT

{E

BHMH) AWS S2H1I25EY, 10 c5.9xlarge.

AWM AWS sTAXBFIR, 0 us-east-1¢c, LLYAML
FAR R

EABEME AWS X1, #0us-east-1,

BTERE AWS REREME XM BE XL RHCOS
AMI,

BB B 1D #2357 ARN,

B AWS S26I25EY, 10 c5.9xlarge.

AWM AWS sTAXBFIR, W0 us-east-1¢c, LLYAML
FARR.

BWME) AWS X1, 20 us-east-1.

BTERE AWS REREME XM BAE XL RHCOS
AMI,

BRI AWS IR 551 R B,

BHME) AWS A 55w s URL,


https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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¥ sk =1

platform.aws.us #5{EMNRN, REREFNE EAIBEME YAML BRSS, 10 <key>: <value> H=HY

erTags VE R R IR e R B BIRR HEN, MEAX AWS ITENESER, 55W
iR, AWS TR BIPRICIERY Amazon EC2 %R,

platform.aws.su  MRERE VPC, MARIULE  BHHMFHID,
bnets KEREFHELE VPC, HEE
SHEANEHEFR, FRRIM
EEENR—
machineNetwork[].cidr &
R —EBD. W FIrESREE,
HNENARAREE - MR
MWEFM. XTREER 7
BNMIAREE—1TRETF
ZI8

1.7.7.2. AWS B9 E & X install-config.yaml X R4l

& eI LB % X install-config.yaml 34, LUEEH X OpenShift Container Platform BT EMES(F
8, HEUMBESHNIE.

H5E
Rl YAML XU SE, IR {E B 258512 K BY install-config.yaml 3244, #H
B

apiVersion: vi
baseDomain: example.com ﬂ
credentialsMode: Mint

controlPlane: 6 ﬂ

hyperthreading: Enabled 6
name: master
platform:
aws:
zones:
- us-west-2a
- us-west-2b
rootVolume:
iops: 4000
size: 500
type: iol G
type: m5.xlarge
replicas: 3
compute: ﬂ
- hyperthreading: Enabled 6
name: worker
platform:
aws:
rootVolume:
iops: 2000

19
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size: 500
type: iol Q
type: c5.4xlarge
zones:
- us-west-2¢
replicas: 3
metadata:
name: test-cluster @
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
-172.30.0.0/16
platform:
aws:
region: us-west-2 m
userTags:
adminContact: jdoe
costCenter: 7536
subnets: @
- subnet-1
- subnet-2
- subnet-3
amilD: ami-96c618f7 ()
serviceEndpoints: @
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com
hostedZone: Z3URY6TWQ91KVV (B
fips: false @
sshKey: ssh-ed25519 AAAA... m
publish: Internal
pullSecret: {"auths": ...}' @

m)&\ &=, RERFSETER XM,

9 A% - AN S EEEF Cloud Credential Operator (CCO) FERIEEMER, MA=E1L CCO L)
SERREZEIEBITHEE, MFEA X CCO BERAMIFIE, 1S Red Hat Operator ZERAHH Cloud
Creden tial Operator 5B,

OO IR BRI ESHAE, RERFRIRMBILE,

Q controlPlane #f9 2— N1 BET, (B compute E30 & —RIIBRET, %iﬁﬁﬂﬂiﬁ%?ﬂ"@ﬂ’ﬂ%
3K, compute IOHIE—TUILUEFFR - FFk, controlPlane £ B — 1T R LLUEF RFFF kL,
RERA— control plane i,

EREFAFEAALSELRENBELRE. MABERT, FRAFLZEARURSNSAKNMERE, &

ALURIT S EIE R Disabled KM, MREEFLEEREN S EERAH LSRR, NBIERE
SRl LA,
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BF

MBEAFHL LSRR, FREREDENINZETV B MEE TS T E R A,
MRENBRERAFHLLEIRE, HEARKIEFRE, 11 mdb.2xlarge =
mb5.2xlarge,

OO= /1 ctcd REFRIE, HHRNFUANKE, HHEHKELEY o1, 34T iops &H

2000,

@ IMRERBEB K VPC, NERERNEINTRKEEFM.,

® BT HRHIISNBNAMID, MRLE, AMIBIETSEHERNKS,

@ AWS BRS5IR R, TEREIIRM AWS K, FEBE LhR. s URL 1A https i, =
MBS EIZIUET,

@ 18318 Route 53 A ERXM ID, RHENEMNTEXFTEZERMHBECH VPC, TEXCHELTESREH
A5 VPC Xk, MIRKREL, RERFRVIE—NHNTER.

® =EEoRIFAFPSBRX, RUERTREMFIPSHRX, MRSAT FIPS BR, 51T Openshift

Container Platform # Red Hat Enterprise Linux CoreOS (RHCOS) #l.23& 5513 BRI\ B Kubernetes
MEBEM, FEMABH RHCOS REMMEBEER,

BF

RAETE x86_64 221 FRHJ OpenShift Container Platform E8& X # FIPS Kk
B9/Modules in Process H# %,

@ & DU R M A SR 7 | SR BF AL 2580 sshKey (H.

&{“

S FEREBEER EHUTRE SRR E B A IR 15 OpenShift Container Platform
8%, 1555 ssh-agent H 2 SSH BEA,

@ 1A % R LR ME A B T BYI% R, 48 publish % &% Internal LIERE—NLAEEE, ©RAERER
Wij1E], BRINEN External,

1.7.7.3. EREIEPEEERCH A

SRR RERIBABE D R EER, MEREHTTP X HTTPS 3, &7 LIET 7E install-
config.yaml XH4HEENEIXE, [FHB OpenShift Container Platform &£EFECE 7y A,

FoRFM
o MA—NIAEM install-config.yaml XX 4,
o MKRETEBIFZVINMNIER, HFRERSETELSINRE, MNBERTRIEMERHLORE,

SIENEEHANE AP AR, SEE ML RAINE Proxy % §B) spec.noProxy F k5
K,
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ik

122

pa -

Proxy %% status.noProxy F EX {f i RE&LEZ & Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FEXBIHIETE,

X F1E Amazon Web Services(AWS), Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X &
status.noProxy F Bt &8 F SE 5l st iR i 1B 75(169.254.169.254),

o INRIMIIEENI T AWS L, 155 ec2.<region>.amazonaws.com, elasticloadbalancing.
<region>.amazonaws.com 71 s3.<region>.amazonaws.com ifi sURINE] VPC i, FEXLE
Im R Y RETER T R EI AWS EC2 API 913K, RTFREBAERHFIGIMAR T R TIE, R
AT AWS % A L K ER R AWS EC2 AP, TERIBRSSZIRAPBIAIFFIFRA I EC2
APl B9/2 #E IP Hhiit R RGHH,

1. 44% install-config.yaml SX4FHRIMARERE, B0

apiVersion: vi

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: | ﬂ

FAFOIRERHA HTTP 1E#EIRIE URL, URL %72 http,
FAFOIRERS HTTPS i E NI URL,
EHRERERNBIRESL,. P it sKEH AL CIDR BSES 2MRHIR, EEEImM . £

CEgFisk, 540 : .y.com CEZ x.y.com, {EARICE y.com, {FFH * it piA BHHIHBHK
EEO

O 000

IR, REFEFSTE openshift-config an % 22 A & B % /1 user-ca- bundle FIFT & bR
SRR EFNN CAUED, NREIRMH additionalTrustBundle F1ZE > — MU

&, Proxy MREWEEE HE|F trustedCA FE&H#] user-ca-bundle EZERET, A

&, Cluster Network Operator &I|#— trusted-ca-bundle B2 BT, 1F5 trustedCA

SHIEENNA S RHCOS R4 8 & F. additionalTrustBundle FEENFTHI, FRIE

KRIBHZHIEFEREB RHCOS SEIHL SR AL M54,

4 p= Y=
RERFAZHFLEDN readinessEndpoints F%,

2. REFZXME, FEZRE OpenShift Container Platform 5751,
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LRERFERUE—NEN cluster WEESERNIE, ZAEFERRMEN install-config.yaml ST EIHREE
wiE, INREFRHAEBIZE, MARVE— cluster Proxy ¥R, HERE—1Z spec.

%gé -
" Q% #4% cluster B Proxy W%, BIhOIRAN R,

1.7.8. SREER

IR EFRA T T A P REE OpenShift Container Platforms

n e

REEFEFH create cluster i B REEE WA R EITEHIZIT— IR,
FoRZ M

o BEREEHNTTEAMIIKI,,

e JKEY OpenShift Container Platform Z2&f2 F LU R S E£#Y pull secret,
Pt

. B NOERERFNERHNRIERRE -

$ ./openshift-install create cluster --dir <installation_directory> \ﬂ
--log-level=info 9

Q %tF <installation_directory>, 55

Q BERERRMLEEE, 1HIEE warn, debug =X error, MAEHEE info.

MREEEN LRENTHVEKRARYHINIREMERY, REIE{RE

Com ik, ¥ B ERRDER,

SRMETHE, XML RVIFIERNER, SiEiERE Web #H & rHEEH] kubeadmin F
FEREIE,

it N

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig'

INFO Access the OpenShift web-console here: https:/console-openshift-
console.apps.mycluster.example.com

INFO Login to the console with user: "kubeadmin", and password: "4vYBz-Ee6gm-ymBZj-
Wi5AL"

INFO Time elapsed: 36m22s

123



OpenShift Container Platform 4.6 £ AWS t%%

r i
:'
i ,
€ A }E g b
p
tm
L N

BREWINN, BV RIFEILE R L R E
<installation_directory>/.openshift_install.log,

BF

o ﬁ%#&ﬁiﬁiﬁ’ﬂ Ignition BECEB XS E1E 24 N T HAMIE S, AETETHE
IFFATEET, MNREEIIEBAIXAER, BRBE 24 NN EEH, £82
EKJJ’V’E HHRIES, — MINERE, EREFIRAERFLIESN node-
bootstrapper iE %% 1EK (CSR) FKIKE kubelet iE, WMHEELER
S M1 HFHY control plane 1E7 Ak EHISTHY,

o EBIUETE Ignition BEBSX ARG 12 /NTRERTN], B 24 WNFHIIES
RTEERREEFN 16 N B 22 N AIFETE BRI TE 12 N PR fE

Ignition BBE X, EAILLUERAERZSRPR NPT TIEHEFMFERE
RICET )L

BE
EA SRR EREFHNREEFAURIX ., FEINE ST MRS,

1.7.9. @it FE IS &R & OpenShift CLI

IREELRLE CLI (oc) EFEAGSITHRES OpenShift Container Platform #1732 H, fEA7E Linux .
Windows 5 macOS L% % oc.

BE
INRZLE T IHIRAL oc, NIFEFH OpenShift Container Platform 4.6 RIIFFE S,
TEFHREFRMAR oc,

1.7.9.1. 7£ Linux £ %% OpenShift CLI

EA LURBR LU RAZTE Linux £%2%& OpenShift CLI (oc) Zi# T4,

i
1. HEABILIIEE T M LB OpenShift Container Platform & 71,
2. 7E Version THI 3 8 AR EEAE N BIRR A
3. B OpenShift v4.6 Linux & /i 5B 3518 Download Now, B{R#EFXH,

4. RREFH

I $ tar xvzf <file>

5. 18 oc i HICHHAE] PATH RBYB 5k,
AT T ap SR LLEE HAIR PATH iXE :

I $ echo $PATH

L% OpenShift CLI /&, AILMEME oc 4%
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I $ oc <command>

1.7.9.2. f£ Windows £ %% OpenShift CLI
&R LR IRELTRAZTE Windows £22%% OpenShift CLI (oc) =i,
ik £
1. FARIIEE 1 MG LB OpenShift Container Platform & M,
2. 1E Version TR AR RN AR A,
3. Hi OpenShift v4.6 Windows & Fifisk B 5517189 Download Now, B{REX {4,
4. £/ Z2IP BRI FHE.

5. 18 oc ZHHIS R E PATH B9 B XA,
EEFEWN PATH, HHAGSRTIEOHIITU TGS -

I C:\> path
&% OpenShift CLI f&, "ILA#EF oc @4 :
I C:\> oc <command>
1.7.9.3. £ macOS EZ&%: OpenShift CLI
BRI LUR BB LU T RFETE macOS £ %% OpenShift CLI (oc) Zi#HI5,

i
1. FARIEE 1 MG LB OpenShift Container Platform &M,
2. 1E Version THI 3z 5 A58 N B AR AN
3. B OpenShift v4.6 MacOSX & ik B 3518 Download Now, B{RTF {4,
4. BRAN@EFEE,

5. % oc ZiHIXHRBE PATH BB K,
ZHEEMH PATH, fIA—MAmBOHIUTUT GRS -

I $ echo $PATH
2% OpenShift CLI f&, RILAER oc % :

I $ oc <command>

1.7.10. {§F CLI & kB %EE
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IRAI LA 5 & kubeconfig XX, UUBVARGIRAF B0 Ex&E. kubeconfig X a2 a2 X FEA
MIER, #t CLI BT NE M imEETEMRER API RS S, ZXHERRERT NS EMNER, £
OpenShift Container Platform Z&&idf2dh i,

FoRFM
o B EE T OpenShift Container Platform 52%,

e 2%%& oc CLl
TAE
1. 51 kubeadmin Eif :
I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. FRSHNEE, KIFRESKINIZIT oc %
I $ oc whoami
LN

I system:admin

1.7.1. £ Web 1ZHI &8 & < BIEE

kubeadmin F ' BAIA7E OpenShift Container Platform &4 EFE, B LUERA OpenShift Container
Platform Web 2%l & LA kubeadmin A J' 515 & R B,

FoRFEN
o FijjinREE NI AT R,
o RS TERRE, FTASEE Operator #3FI A,

1. MZEEH _EA kubeadmin -password 34 F R EX kubeadmin S BOERHS :
I $ cat <installation_directory>/auth/kubeadmin-password

—

pa -3
F4, ELR MR EH LM <installation_directory>/.openshift_install.log
BES KX kubeadmin 15,

2. B OpenShift Container Platform Web I & B H :

I $ oc get routes -n openshift-console | grep 'console-openshift’
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77%, fRIA AT LA M2 41 £ B <installation_directory>/.openshift_install.log
& XHFREX OpenShift Container Platform E&H,

i Bl
console console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web N Hizsh SMEl L —mShmE P SIENERA, L kubeadmin A B{pE %,

o INEHXIFIFF T fi# OpenShift Container Platform Web I EMEZER, HSH1iA Web
®Ha
1.7.12. OpenShift Container Platform #J Telemetry 5[]
£ OpenShift Container Platform 4.6 #, BRINZTTH Telemetry RS IRIEE R EBH R BRI R AT E T

B1ETS, |EVIFEKW, MREHWERFHEEIIEEM, Telemetry RB3NZ1T, MASRHREME
OpenShift Cluster Manager,

#iA OpenShift Cluster Manager ;EHIEFAfS, RILLE Telemetry Bah4EH7, WAILAER OpenShift
Cluster Manager Fah4ES, ERTT [ 1ER BRERIK 7 2% % £ 8405 H9 OpenShift Container Platform 1]

o BX Telemetry RFMELER, HSHXTT2ERELE,

1.7.13. GE5

o IIERE,

BE KR,

MRFBE, EHLUEHEFERLEERERS.

MRFE, ERLUMR N EEILL

1.8. £ AWS LSRR EEE — P BUF X

1E OpenShift Container Platform iR 4.6 &, &R LATE Amazon Web Services (AWS) LIF&EEELEE|
— MBS, BEREBAFXIE, 15EREEEFIEN install-config.yaml 324S5 EL,

1.8.1. SR F 4

o #EHAX OpenShift Container Platform & F B #H MRIZHEAE B

o [CiE AWS K LIFEESRE,
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BF

MREHTEN L7 HE AWS BRER, N AZEEERSRARGILZ AR &R
TERMIEN IESE, EEFNBIEGRARF, SHSFSERTNER
AWS ZIER IR AWS BHR, RILEwER KT, EERELNESH, &
S AWS XHEARREE IAM A8 B, BT RERFHREEH,

o NREMIAIE, MaFRFEEE N ARITREFFE MBS,

o MRAAUFRAETEFMHUINERE (AM) , EEEEATI Foh0IBA4ES IAM Fik, F3)
BRXWALULAF T IAM API T3V RIBIEAR AR,

1.8.2. AWS BT XI5,

OpenShift Container Platform Z#F &5 ZEE] AWS GovCloud(US) K1, AWS GovCloud @ NEE
BITHRAENERBMANM, B, DIAMEHREER RN,

X Lk X 15} i 5k & #7 Red Hat Enterprise Linux CoreOS (RHCOS) Amazon Machine Images (AMI)
BB EEBTIZEMEE X AMI,

F#H LT AWS GovCloud 2K :
® us-gov-west-1
® us-gov-east-1

HFBLXIEER RHCOS AMI N2 HZIIEIRHM, FrLAKITE install-config.yaml X4 FEIEE AWS
GovCloud XiF1E E X AMI,

1.8.3. A E&EEE

IRET LAERE RN FF A 8RR M9 FAE OpenShift Container Platform $£8%, A LR RAEMMRERRILE W],
BEEEREBMHAEER,

AWS GovCloud B Route 53 A2 FAHK, Ht, NREFFEER AWS BFXE, £iF

W FAE R,
FINER T, OpenShift Container Platform #& & J{FE BRI 2 FF 151780 DNS flifim., BEERTEIRE

BN DNS . Ingress Controller 1 API R 521X B NEAE., XEKE, SEHREREMEBIRERRILS
Vi, BAREEEREBMAEER

BWMBEHAERR, ToIERFSENERRINEML, BHNREFHRATRESEMSHIEMER R

=
o

A4, BBAIMAVIREESHITE AP RS, BESHIMS LR EN LKA LUEE R B MR R R
NN EEERE SRR, BUUERFSXLETRZERNVEG, HRRBENQBDMELITERE, F
o, ZAARATLURTMAEFRIELZEN, thATLIZRNET VPN 15 H LS 25,

1.8.3.1. AWS R 58T
FE 7 Amazon Web Services (AWS) LOIEBFAE LR, EIRE—IINENFIE VPC MIFHMEITES

B, RERERFLVIEETEBTERFTFER DNS 10K, RLRERF Ingress Operator #1 API iR 52 E2E N
Ray LU MFAE LA,
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SEHDARFBEVI N EEPISEDT ] AWS AP,
LEMDBEBRNTIEENORUTIE :

o NHFM

o ZRAHAOMNHAFIIE SR

o 553 baseDomain LAY /AH Route 53 X 15

LTEREFREAEIEEDN baseDomain KO %L AR Route 53 KIFLIRERFMIHRMNIC T, SHRRE,
LIE Operator A NEROIBAHFICT, BRESHENGSBRETTHEENLE FHH,

1.8.3.1.1. [R&l :
FEEERERINAHIhEERBE AR,

o HELRER, EBIRFEERNHITHNZENIERTAT Kubernetes AP I, IXLEZIANBIIRIESIE N
FRPHUENTHERE VPC ROIEAEFM, QIEAHM %S, UKEE control plane &
2HLME 6443 1m0 (Kubernetes APl i) AILUER KB THEEMMMLERE,

o MRMAAHRS KB MEFHESR, BULIESNTHERF HAFEFRTM

kubernetes.io/cluster/<cluster-infra-id>: shared 715, LAME AWS BI{F A BT AIE A 7%
aE TR

1.8.4. xFFEAHBEE X VPC

1£ OpenShift Container Platform 4.6 A, &R LATE Amazon Web Services (AWS) B9IIAE Amazon
Virtual Private Cloud (VPC) AYSEREFERERIINA FMH, @it f¥ OpenShift Container Platform B8ZE 2
AR AWS VPC #, Er[gEE ATk - RRIfRSEl, NERRZMA AL AFMXENRERS, NRE
T EREEB 20 VPC PR E IR 8RR, 15 RiX N REEI,

RN RERFTETRIEINEFRRABILE A, FRUTEEEFM CIDR, BRI REEHFN
FMECE ML,

1.8.4.1. i VPC HZE 3K
REEFAHBAURUTAE

o HHLMR K

o NAT RI%

o T

e IXHEAR

e \VPCs

e \/PC DHCP j%& i

e \VPC &
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LREFEREHEABATRMN DNS |RFSE. FFHERABE L DNS RS, #5BR
TR,

MREERBE L VPC, BilhEERFMEFREREECRETFH., MFEXUEMEE AWS VPC
MEZER, HSM AWS XHEAH Amazon VPC & E FEEM TE VPC FFM,

RERFTE
o o tEEREEAMIMLAE L
o HFWILBIHAR.
e Xi& VPC &I, #l DHCP,

EREERR, BRITERXERES. BXREAWSVPC REREMLEHNEZFER, 1556 VPC B VPC M
LRI MR BREA SR

1889 VPC /it B LA R HFAE -

e \VPC TEEfEF kubernetes.io/cluster/.*: owned 1355,

RERFREWRFMLURI kubernetes.io/cluster/.*: shared 1%, EILENFRNLINMEDE—
AN M ZE AR TR, 155 AWS XA PR RS B89, LURINRERRF LA EIEERN
BN FRIRIMRE,

o fRWITE VPC Ff5 A enableDnsSupport #1 enableDnsHostnames B4, LAESEEEA LAFE A
MAnZEl VPC B Route 53 K EARFTEEENER DNS 105k, ES M AWS SXRYAFRRER VPC Fiy
DNS #8849 »

MREFEAEH Route 53 BEMEBKX, TBIEREREHIIHINAEREXS VPC X5, &7
LUE A install-config.yaml 32 {4 F1# platform.aws.hostedZone FE&E L IEE X,

o MRMEHEAEBALHFNIIRNESR, BRIV B TN ERHFERNTRARUR—IMAHNALETF
M, BMTRARTESES T - THAHFRMTAEFN,

INRIETERTFF SRR R T/E, EFIEEVI N EC2 #1 ELB iR mBI R 3t P ik, EERXAAE, &b
MBE—D VPCiRm, FREEMMBISHERNFH, mRMaEIMT

® ec2.<region>.amazonaws.com
e clasticloadbalancing.<region>.amazonaws.com

® s3.<region>.amazonaws.com

A= VPC Hg
IRNIREEER VPC M1FM, LUEESEHNZSERE,

HeF AWS KR 25U

VPC IRIRBE— DR VPC SRR,
o AWSHEC2:VPC VPC I3 A T B E AT A,
° AWSECZVPCEndeInt Pt 5 ETE S3 i registry HIEfE,
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ERIRRIZES

P&y [ 4
il

TRTM

1.8.4.2. VPC 3 1F

AWS #Y

AWS::EC2:

AWS::EC2:
ociation

AWS::EC2::

AWS::EC2:
nt

AWS::EC2::
AWS::EC2::

AWS::EC2:
ociation

AWS::EC2::
AWS::EC2::

AWS::EC2::
AWS::EC2::

AWS::EC2:

AWS::EC2::

AWS::EC2:
ociation

ERRERENFREEENIIE,

o KISEMIFTE FMEBEFE,

:Subnet

:SubnetNetworkAclAss

InternetGateway

:VPCGatewayAttachme

RouteTable

Route

:SubnetRouteTableAss

NatGateway
EIP

NetworkAcl

NetworkAclEntry

:Subnet

RouteTable

:SubnetRouteTableAss

ZEERFRMBIUTER :

F1E £ AWS L%

sk

BB VPC /B 18 3N AARMAHF
M, FRESEHHAOMNIKE,

BB — N HBERRMMK, LAKRM0
B VPC RN HERH, FIRMEMWERS, &
NMRHEFREE—NEF EIP #itER NAT
MK, XL NAT MXAFEEHTR (0%
FRFFEH) VinBEEKR, mAaLLZRmM
KRBy RNAREEEN],

IRSVF VPC Vila Falim O -

il RH

80 Al HTTP RE
443 AL HTTPS RE
22 Ak SSHIRE
1024 - 65535 YN IERps =

0-65535 HUbIEE R =
BB VPC AT EBREFM, R
CloudFormation 4R el N 12 3 Nl AKX
BEERAFM, NREFERTHEFM,
TNERMEE LM RAR,
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IR T REFM,
e F CIDR BFEIEERW2S CIDR,

o TEHBINITRARRHEFN, BIMTARFEES T —THAHFRABEFM, MREERLE
S8, IETNHARKRRH-IREFH. BN, AP TRARRER-IQIHMBEFH.

o EBAILUABIMREFHATRARREHE-—ITRAHFH. NSEFTRELXENERUBEFRNHNTARH
E%O

IR BAFERINAE VPC R, VPC AR, M VPC #liER OpenShift Container Platform &
B¥RT, kubernetes.io/cluster/.*: shared HrZ4 M{E A © BIF M i B,

1.8.4.3. TR 2

M OpenShift Container Platform 4.3 7R, AR EELEREFE SHEMERI LR EMTENATEN
Ro XESEFRENMAIBEE BRI R : FEN D ATUEEN R EUBERIRNTR, . flm, &
A AR RN FHREEN RPN R, tNsLfl, FHEMAAEHSESR, BRECERSMAEEXNAHE, m
VPC. FR=k AmHLMI,

IRIE OISR AR AWS FIERFE VPC M VPC RO MLAEM (S0FR. BRER. EHEHM
K. NAT #1 VPN) FriRBImZEIR, AT ERIER PRV FE RN ARRF SRR, ELB

1.8.4.4. KB NIfRE
INRITFF OpenShift Container Platform EREEIINA ML H, EERSHBEE[EUTAEED :
o RAEILITEE— VPC A& L OpenShift Container Platform &5,
o ENRLEAVF ICMP ALERE,
o EANMLLERSYF TCP 22 AILE (SSH).
o EANHLLERSUF control plane TCP 6443 A& (Kubernetes API),

o EANWLLERSUF control plane TCP 22623 A& (MCS)

1.8.5. OpenShift Container Platform B9 E BRI 1 7]
1E OpenShift Container Platform 4.6 &1, REE iR BB LR EER,
IRV LT BRI 15 [ AR

e jj[a] OpenShift Cluster Manager A N ERZERRFHHUTI HEE, WNRER LTI BB,
FEHEEZH Telemetry, ZIRS & B ohIRIERERE,

e iJjli] Quay.io, LURERZREERATFENT M.
o REHITHRAFEHATENEHE,
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BF

NREERTTRBEZ VIR EEM, A LAEE AR F L R EREEH EHUTZ R4S &
%, TR, BETEHMENRSE, FHERTEERER registry (mirror registry) HiIE
RBREEHHENLEBEFAENTHS, M TFRELERERD, SRHTREINIMERE
ZUR BRI, TEFEREZA, BEEH registry B REIHPHNE,

1.8.6. £ X SSH FAEHFF R E RN EMCEH

MRBASR EPTRENIAFICERE, Ml ssh-agent MIRERFRMH SSH B, AT LUERA
L EBHT R A HEERE R bootstrap Ml88 KHFFR &£ R,

. FEFIMER, EEEIMT IR E I,

IR LUE A L B L core A B05@1d SSH iE#E R master TIR, EEREERNT, LWBRHARME core
FA P #9 ~/.ssh/authorized_keys 55K/,

% o
A BRER—IFBY, MARERERETS LEEBRN®EH, 0 AWS B,

1 MFLZRENITEN LREEFMIIEMEER SSH B8, H0IR—1. i, EEMA Linux
ERGBITEN EIZTU TR S -

$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

ﬂ IEEH SSH BB EMXE4, 40 ~/.sshlid_rsa, NRESEBHAN, 1HBEREHAEA
K F ~/.ssh B3,

ZETHRSAEEENMBERTEERILM SSH B,
==
INERIRITRITE x86_64 2F 2 & A FIPS J51FAY/Modules in Process HINEE ZERY

OpenShift Container Platform 5£8%, FAZ02{#H ed25519 EEMNEH, K
Z, BIB—EMA rsa s ecdsa EENEH,

2. fFhiEEESE5) ssh-agent i#72 :

I $ eval "$(ssh-agent -s)"
i Bl

I Agent pid 31874
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MBMNEREE FIPS &R, N RFEE FIPS FRERXLERN SSH 25, B
/& RSA % ECDSA,

)
3. ¥ SSH FAEHARINEY ssh-agent :

I $ ssh-add <path>/<file_name> ﬂ

=1

I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 18 SSH FHIBRBRFISX -4, 10 ~/.ssh/id_rsa

ZEEE

o TEZR% OpenShift Container Platform i, ZiEF2FEIR#E SSH N,

1.8.7. KN LRRERF
E L% OpenShift Container Platform 2 Bl, SZREXG TFEHBIARMITEN L,
FoRFMH

® Z4T Linux 2% macOS MIT 8, AibAgALZE(EH 500 MB

1. /7] OpenShift Cluster Manager ¥ m B Infrastructure Provider T{HE, AREGLLIENKS, 15E
AEEHMEILER, NREE, FUE—MK.

2. EFERBIEIZRIGH N P,

3 AANERTENRERENTE, THENRFRINERER, FRXABREERFRELE
XHERH, .

BE

LZEEFREARLREHNNITEN LUBRE T XM, ARBRERRER, B
RELEREFNRERRFUENXME, XWX HBEEMRER.

BF

TR REZRRF OB HR2MIRERER, BEEHEREIREFRRIEEN
b, EMIFRERE, NIFE BN FETEK OpenShift Container Platform ElE T2,

4. ROVRERRF, Hla0, EFEA Linux BERGHITTEN LZTU TS -

I $ tar xvf openshift-install-linux.tar.gz
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5. M Red Hat OpenShift Cluster Manager F#i%%% pull secret . BTt pull secret, ERILLHITAT
ERNAREMIRSHEDKIE, XLEARSS EIE N OpenShift Container Platform A4 1Rt A
2R M Quay.io,

1.8.8. Fot|BREREX 4

1E Amazon Web Services (AWS) LEZ% OpenShift Container Platform B, # AZFEHE X Red Hat
Enterprise Linux CoreOS (RHCOS) AMI B ISET, B/l Foh 4 % e & S0

FoRE M

e JREY OpenShift Container Platform 22372 FE A1 EEBEHY1 0] S 14,
it

. OIBRAEEHERENRER T MNREEX

I $ mkdir <installation_directory>

BF

MO R S, —HLEER, 0 bootstrap X.509 iE+H, BIEMTHEIFE,
FAUAEEEFALREE R, NMREESHEAN —INEHREFNNIIXHE, T8
NESHEEHE RSP, BR, —LREFENXHATRERELTRAZEERHR
45, M OpenShift Container Platform ZhRr 7 i 8§l ZEE TR ERE A /ND

2. BE X LLF install-config.yaml X #41E4R, FH¥ERFE <installation_directory> H,

A=
Lo thBE B X w7 én 44 install-config.yaml,

3. %1% install-config.yaml X1, LUERTRELNEERE,

BF

install-config.yaml X+ R RE T M T —SREFEFRERE, HELTEHE.

1.8.8.1. REBESH
TEEBE OpenShift Container Platform &R, EMAILURHSEE, LEREERFHNT TSI FHik

P B E WERT A, £ install-config.yaml ZEECE AR, BRI LLRIT S ITRIREMENS
WEE, MREBE LER, TLUEN install-config.yaml X4 ERH X TEEMELER,

P2 Y=
RE R, BIEENR install-config.yaml ST B LES ],

BF

openshift-install &8 SR IESHAF LM, NRIEE T FEMMAT, IR 0/2ME
KX HH R, BERRIREE R, BERMEEENSHIFERAIERIER,
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1.8.8.1.1. FTEMECESH
TR T TENRERRESH :

R 1.22. REMNSHE

SH 3T izh
apiVersion install-config.yaml m&# FrFER

AP| fRA, HEIRAZ VI, &
ERRFEIA AR F M AP AR
7,

baseDomain SN R, EA STRRE A TFH, 0 example.com,
F I8 E OpenShift
Container Platform S &£4H {4
BIERH, SEEFHISTEE DNS &F5
= baseDomain 71
metadata.name S#EAH
&, HEiEXH
<metadata.names>.
<baseDomain>,

metadata Kubernetes %R PO
ObjectMeta, HrRH#E
name &4,

metadata.name £, EEMDNSILE /NEFREFFC)MNIRO)NERS, tdev,
72 {{.metadata.name}}.
{{.baseDomain}} ¥ F 15,

platform HITRENERFEARE : xR
aws. baremetal. azure.
openstack. ovirt. vspher
e, A% platform.
<platform> SEHEINE
R, HSETRETHRENE

*Ia,
pullSecret M Red Hat OpenShift Cluster
Manager #KER pull secret, 3 {
WEM Quay.io FRSSH T #; "auths":{
OpenShift Container Platform "cloud.openshift.com":{
A B2 R, "auth":"b3BIb=",

"email":"you@example.com"

}

"quay.io"{
"auth™:"b3Blb=",
"email":"you@example.com"

}
}
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https://console.redhat.com/openshift/install/pull-secret

F1E £ AWS L%

1.8.8.1.2. MZBECE S

BRI DARIEINA WA RSN R R BE L RERE, FIM, Er Y RERMLH IP HhitR, HER
WAEFERINMENTR 1P Hhiltsk,

R IPv4 b,
+1.23. MESH

¥

networking

networking.networkT
ype

networking.clusterNe
twork

networking.clusterNe
twork.cidr

networking.clusterNe
twork.hostPrefix

networking.serviceN
etwork

sk

EHMANEE,

BEREER ML Container
Network Interface (CNI) &,

pod B9 IP k3,

FIMET 10.128.0.0/14, EMAEILH
123,

NRIEIBES A IP HE, NRABE
BES,

f# A networking.clusterNetwork
IR LI, 1P ik,

_/l\ |PV4 Mé‘%o

SDEATNEIRT R FREIRKE,
40, %R hostPrefix &4 23, N&E
DN R MATZAR cidr o BEE—4N /123 F
M, hostPrefix {& 23 124t

510 (274(32-23)-2) 4 pod IP i,

ARG589 1P ik sR, ERIN(E
172.30.0.0/16.

OpenShift SDN #1 OVN-Kubernetes %
28BN P R SRR S5 ML B— A 1Ptk
B,

X
BARRREREREN
networking % §i5
ENSH,
OpenShiftSDN =%
OVNKubernetes. EXiAE N
OpenShiftSDN.

— DX REH, Ha0 -

networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23

{8 CIDR XY IP Hhdib e, IPv4 5t
MEIBKENT 032 2,

ERCLIES

FIAED 23,

CIDR #&RXEH IP it g, 4l
m :

networking:
serviceNetwork:
-172.30.0.0/16
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S Uiy 2
networking.machine HL23H 1P Hhtik b, — X REH, B0 :
Network

MREEES A IP LR, NRAFBFE

= networking:
EEE=

machineNetwork:
- cidr: 10.0.0.0/16

networking.machine & networking.machineNetwork  CIDR REAHM IP FLEHR,
Network.cidr WERE, PR, libvirt AAMARE

THMBINES 10.0.0.0/16, X F f14n : 10.0.0.0/16,

libvirt, BAIAMMET 192.168.126.0/24,

i 3

S
networking.machin
eNetwork % E N5
Hi% NIC FfifERY CIDR
TEC,

ol

1.8.8.1.3. AL EC B S
TREDR T AIERERESEH :

R 1.24. TIESH

¥ U

additionalTrustBundl  H{I0EIT A EIEBEEFRE PEM % TR
e 5 X509 iEHif4Fa, BLE T AER,
AT U ERIXAMEEIRLE,

compute HRITET MV ERNEE, machine-pool X RHIEH, FIFEE
& LLF"Machine-pool"%.

compute.architecture REMPHBRHNIEDEERE, BAIF  FRHH
XRRIER, FLMAELBUIIEE
RN, BRES amd64 (FiL
B -
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¥

compute.hyperthread

ing

compute.name

compute.platform

compute.replicas

controlPlane

controlPlane.architec
ture

controlPlane.hyperth
reading

controlPlane.name

EEREIENR EERASERHLSL
RYEBARE, WVBERT, BRA#LS
LA LUR S 28 A REIMERE,

BF

INRFEAIF R SR,
HBRERENRINE
EEIHER M RE T RER R
ERERHIRL,

& compute N HEZELLE, M3t

£/ compute W EFEILE, FALS
HIBEFEE worker N =L,
LS EUE RIS
controlPlane.platform S#({g T

ZEFITENZSEHRE, B worker

YHK control plane BIH23HVBCE,

REMAPNSFHIESESRE, BEIAR
XFRWER, FLAABEYIIEE
MR, AR(ET amd64 (KA

E &7 control plane #2838 LB A2
HFESERBENBERE, RABERT, B
FAH# R % &R LIRS EAZIIERE,

BF

INRFERI L SR,
HBRERENRIE
EEIH M RE T RER R
ERERIHIRL,

{1/ controlPlane F&E &, #25th

F1E £ AWS L%

i1

Enabled =t Disabled

worker

aws, azure. gcp. openstack. o
virt. vsphere = {}

ARFHEF 2MERE, BRIAEH 3,

MachinePool * &8#H, FIHEHFE
& LLF"Machine-pool"%.

FRES

Enabled = Disabled

master

139



OpenShift Container Platform 4.6 £ AWS t%%

¥ sk

controlPlane.platfor & controlPlane & ZE, FALKS

m HIEEIEE control plane W2 HEL
., WEHIEYIS
compute.platform S#{E T,

controlPlane.replicas  ZE&## control plane HlBHE.

credentialsMode Cloud Credential Operator (CCO) #&
X, MREBEIR/EEMER, CCOR
ISR EIREHEIERThEE, £
THEHLMERWEE LFEA mint &
=W

RZ2FfA CCO BRAAB
XFMBE =N E. 1
FEX CCOBAWE
%IER, EBIHRed
Hat Operator £Z&75

AARBHH Cloud
Credential Operator 5&
B,

fips FREMA FIPS &, il false

(%A . WRERT FIPSER, 1z
T OpenShift Container Platform B
Red Hat Enterprise Linux CoreOS
(RHCOS) #lEa=5td BINEY
Kubernetes INZEH, FHEMAH
RHCOS 1R #tBIIN B LR,

BT

HAE7E x86_64 2214
BJ OpenShift
Container Platform &
EXZ#F FIPS K
BJ/Modules in Process
&=,

==

J

HNR{EE Azure File 5
i, MIFEEERE FIPS
B,
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aws. azure. gcp. openstack. o
virt. vsphere = {}

K—ZFHEE 3, BEKIE

Mint. Passthrough. Manual =%
FRBC,
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imageContentSource release-image ARG ZE,
s

imageContentSource  {#F imageContentSources i &
s.source £, BERPERGIEIEHEI B
T,

imageContentSource {EERELLER—FHEHN—PHLE D

s.mirrors ENEN
publish Ml % A s N FRER BE RO E M A P B
=, %0 Kubernetes APl, OpenShift &
M.
sshKey TR IEERHER I B) SSH BHH
B,
pa -3
]
NFEEER EHITR
LV R RS 4
FZERE OpenShift

Container Platform &
2, 15¥8%E ssh-

agent HTE{FEAH
: SSH B4,
1.8.8.1.4. A %M AWS ECE S
TR T AHER AWS BEE S :
3% 1.25. A% AWS S5
S8 ok {0

F1E £ AWS L%

i1

STREH, BIFE—1 source MUK EE
B mirrors, #0TFRFT.

FRES

FREBHA

Internal s External. i€ publish i%
&7 Internal LISE—MREEE,
CARRERBE MG, BRIAEN
External,

—PHZNEH, Flm

sshKey:
<key1>
<key2>
<key3>

compute.platfor BT HEES|I ST ENEFN BFEE AWS REHERELZHFHBEE L RHCOS

m.aws.amilD AWS AMI, N FBEBE X AMl,
RHCOS AMI B9 35315, 31X

compute.platfor  HIRBREBWEBHEA/ MR B, 204000,

m.aws.rootVolu YE (IOPS) #1,
me.iops
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compute.platfor
m.aws.rootVolu
me.size

compute.platfor
m.aws.rootVolu
me.type

compute.platfor
m.aws.rootVolu
me.kmsKeyARN

compute.platfor
m.aws.type

compute.platfor
m.aws.zones

compute.aws.re
gion

controlPlane.pla
tform.aws.amilD

controlPlane.pla
tform.aws.rootV
olume.kmsKeyA
RN

controlPlane.pla
tform.aws.type

controlPlane.pla
tform.aws.zone
S

controlPlane.aw
s.region

platform.aws.a
milD
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sk

L GiB N HAIRIARE KN,

REHRE,

KMS ZHH#9 Amazon FREHR

(5 ARN) , XEFEARE
KMS ZEAMNEE worker 7 s By
BRERGE,

T ENERM EC2 SLf2R By,

LREFEEDRVITENNS
e ARNATAK, 0RE
REBSH VPC, M TERR
A AR — D F M,

RERFEEPUBITERR
B AWS X3,

BT hEEES| S control plane
HL23H) AWS AMI, W FERER
E Y. RHCOS AMI By X 15 3k
Ui, X2NEM,

KMS ZH#9 Amazon BREHR
(BEHARN) . XEEFERARF

EH KMS BEAINE control

plane 11 RIVRIERTIE,

control plane #1858 EC2 431
KA,

TREERFREHEFN control
plane H25th Gl EH 23T
X,

RREFEEFP IR control
plane FHRA) AWS X1,

BF &S| SFE N2

AWS AMI, INRZE, AMI b
BT S EHERNXE, X
FEEBE X RHCOS AMI By

{E

%, 40500,

B AWS EBS B, fiol,

BB B 1D 250 ARN,

BHMH AWS S2HI2EEY, 40 c5.9xlarge.

AWM AWS ATAXBFIR, W0 us-east-1¢c, LLYAML
FHR R,

EABEME AWS X1, #0us-east-1,

BT&RE AWS REMEME AR EE L RHCOS
AMI,

BB 25 1D #2357 ARN,

BHMH AWS S26I25EY, N0 c5.9xlarge.

AWM AWS ATAXBFIR, 0 us-east-1¢c, LLYAML
FARTR.

BHWMEY AWS X1, 20 us-east-1.

BTERE AWS REREMBE XMz BE XL RHCOS
AMI,


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSVolumeTypes.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html
https://aws.amazon.com/ec2/instance-types/
https://yaml.org/spec/1.2/spec.html#sequence//
https://docs.aws.amazon.com/general/latest/gr/rande.html

F1E £ AWS L%

¥ sk {H

platform.aws.se = AWS fRFinm &R, RBEEL B AWS IR im R B,
rviceEndpoints.  ZfERERK AWS tinm (40
name FIPS) B, FHEEBE Lk

=, ALLUAN EC2. S3. IAM,

Elastic Load Balancing.

Tagging. Route 53 #1 STS

AWS RRF5HE7E B 7 XL API i

&

/o

platform.aws.se = AWS fR55ifm= URL, URL @ BHE AWS AR 550 = URL,
rviceEndpoints.  7if&Ef https i, EHLI0
url BEEZIES,

platform.aws.us #5{EMNMN, RERFRNE EAIEME YAML BRSS, 10 <key>: <value> 8 =HY

erTags VE R IR e R B BIRR HEN, MEAXAWS ITENESER, E5W
R, AWS TR BIPRICIER Amazon EC2 %R,

platform.aws.su  MRERE VPC, MARIULE  BHHMWFHID,
bnets EREFHELE VPC, HEE
SHEANEHFFR. FRRIM
EIEENR—
machineNetwork[].cidr 5t
R —EBD. W FIrESREE,
HNENARAREE - MR
MWEFM, X TREER 7
BT AREE—1TMRETF
ZI8

1.8.8.2. AWS I H i X install-config.yaml X #=%l

& eI LB % X install-config.yaml 34, LUETEH X OpenShift Container Platform BT EME S (F
B, HEUMBSHNIE.

HE
LERBI YAML XS E, R E AR 52 F KK install-config.yaml XX, #8
BT

apiVersion: vi
baseDomain: example.com ﬂ
credentialsMode: Mint 9

controlPlane: G ﬂ

hyperthreading: Enabled 6
name: master
platform:
aws:
zones:

143


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

OpenShift Container Platform 4.6 £ AWS tZ2%:

- us-gov-west-1a
- us-gov-west-1b
rootVolume:
iops: 4000
size: 500
type: iol G
type: m5.xlarge
replicas: 3
compute: ﬂ
- hyperthreading: Enabled 6
name: worker
platform:
aws:
rootVolume:
iops: 2000
size: 500
type: iol Q
type: c5.4xlarge
zones:
- us-gov-west-1c
replicas: 3
metadata:
name: test-cluster @
networking:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
machineNetwork:
- cidr: 10.0.0.0/16
networkType: OpenShiftSDN
serviceNetwork:
-172.30.0.0/16
platform:
aws:
region: us-gov-west-1
userTags:
adminContact: jdoe
costCenter: 7536
subnets: m
- subnet-1
- subnet-2
- subnet-3
amilD: ami-96c618f7 (B
serviceEndpoints: @
- name: ec2
url: https://vpce-id.ec2.us-west-2.vpce.amazonaws.com
hostedZone: Z3URY6TWQ91KVV )
fips: false @
sshKey: ssh-ed25519 AAAA... @
publish: Internal m
pullSecret: {"auths": ...}'
additionalTrustBundle: |
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e A%k ANtk Sk % Cloud Credential Operator (CCO) FRIEEMER, MAR1LL CCO L
BDEFREREIENINEE, MMFEFAX CCO ERWFEIE, 1554 Red Hat Operator &R AHH Cloud
Credential Operator 8.

OO IR B RIKESHAE, BERFRIRHEII,

Q controlPlane 42— M BR5Y, {H compute F0 2 —RFIRE, NiFETSRABBEHHNE
3K, compute IOHIE—TUILUEFFR - FFk, controlPlane £ B9 — 1T R LUEF RFFF kL,
R{ERA— control plane i,

EAROAFERAALSEREIELE, RNBERT, BRALSEEURSISAZKIMEE. &
ALURIT S EIE R Disabled RZM, MREEFELEEREN S EERAH LSRR, NBIERE
SRl LA,

BE
INRBAHKLLERE, BREEDSENXINZEIIN SR TR DERER N,

MRENBERFHLLEIE, HEARKIEHFLE, 11 md.2xlarge =
mb5.2xlarge,

OO= 1 ctcd REFRIEN, HHRN FUANKE, HHEHEKEEEY o1, 34T iops &H
2000,

NREREB S VPC, NEBFAMNENTHEXIEEFM,
BT NEESI 511238 AMIID, WNRILE, AMI WiE TS5 EEERNKXIE,

AWS RFIRR. EREIRI AWS RKiglf, FEAE L. i URL BIEA https 711X,
NS EZIES.

1E&IA Route S3 RAATEERH ID, REHNANFEEXFETIRMBECH VPC, REREBARERSER
A15 VPC XEK, tIRRE L, RERFRUB—IHNEER,

REEEANEZEAFIPS BER, RAMERTAEAFIPS X, MRBAT FIPSER, 21T OpenShift
Container Platform B Red Hat Enterprise Linux CoreOS (RHCOS) #l.23& 5513 BRI\ MY Kubernetes
MEEM, FEMAH RHCOS REMMBEELR,

® 0 909

BF

RAETE x86_64 221 FHJ OpenShift Container Platform E8& X # FIPS Kk
B9/Modules in Process H% %,

@ & DU R R A SR 7 (| SR BF HAL 2589 sshKey (H.

) pa =

S FEREBEEHE EHUTRE SRR E B A IR % OpenShift Container Platform
8%, 1555 ssh-agent Hi2{H M SSH BEA,
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@ WA % LR ME A B T BYIE R, 48 publish % &% Internal LIERE—NLAE SRR, ©RAERER
Mij1E]l, BRINEN External,

@ BELCAIEH, HEBE AWS C2S Secret K, X2HEH, FJy AWS API BEHE L CA
B,

1.8.8.3. %5 /A% M RHCOS AMI B9 AWS Xig;

&7 LUF OpenShift Container Platform £2£28 & E) Amazon Web Services (AWS) X1, MEEXT Red
Hat Enterprise Linux CoreOS (RHCOS) Amazon Machine Image (AMI) 3 AWS B4FF 4 kit (SDK)
MEREESR, R AWS XEGRERT AN AR AMI, B UEREERA EEEE L AMI, NREE
IHEEFERE R AWS BUF XIS, NIFELLSE.

INRIEEMBERBE LM RHCOS AMI BIFENM X 1g, BIE&BIREBE LKW AMI, BZEEFREIE
us-east-1 AMI EFIEIA K, AfE, RERFHEARIASAFEENRHAETIERS (KMS) BHAME
WA EBS B8 control plane #l25, X1F AMI IRERS A% H) RHCOS AMI #8REB9 T2 TIE7R.

EEHURBIRER, TEMBHPEFEEREXF RHCOS AMIXE, RNE&ELH. B2, &7
L&t 7E install-config.yaml X4 HERE B E L AMI SRR EEX X,

1.8.8.4. £ AWS A EfZHE X RHCOS AMI

INREIZZIBE XL Amazon Web Services (AWS) Xig, Bl E(EEF ZXIEHEE L Red Hat
Enterprise Linux CoreOS (RHCOS) Amazon Machine Image (AMI) ,

SoREM
o EEET—NAWSIHK/,
o BE{FAFEM IAM iR %5 A & 0]8 Amazon S3 FiH.

e ¥ RHCOS VMDK 344 Ef£ 3] Amazon S3, RHCOS VMDK X# i/l B/NFHETFHEERERN
OpenShift Container Platform MRAHI & = hR A,

o fNTET AWS CLI HLEINEMITEN L, HSHERIMHALERFZE AWS CLL,

1L FAWS BEERSFH VML E :
I $ export AWS_PROFILE=<aws_profile> )
ﬂ A AWS ZIEH) AWS EEB5% 4 FF, 40 govcloud.
2. MEBEELAMI KBRS HVIMEEE
I $ export AWS_DEFAULT_REGION=<aws_region> )

Q AWS X1, 40 us-gov-east-1,

3. 9 Ef£ZE Amazon S3 B RHCOS fRASH HIFELE -
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F1E £ AWS L%

I $ export RHCOS_VERSION=<version> )

Q RHCOS VMDK KA, 10 4.6.0,

4. FF Amazon S3 F#RE MG HAIMELE
I $ export VMIMPORT_BUCKET_NAME=<s3_bucket_name>

5. fil# containers.json X {4 E X RHCOS VMDK 3 {4 :

$ cat <<EOF > containers.json
{
"Description": "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64",
"Format": "vmdk",
"UserBucket": {
"S3Bucket": "${VMIMPORT_BUCKET_NAME}",
"S3Key": "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64.vmdk"

}

}
EOF

6. $ RHCOS ###E 5 A~ Amazon EBS 188 :

$ aws ec2 import-snapshot --region ${AWS_DEFAULT_REGION} \
--description "<description>" \
--disk-container "file://<file_path>/containers.json" g

ﬂ 5 A RHCOS g #imy35R, 70 rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64.

Q #k RHCOS RZEH JSON B STHFER R, JSON XK G & 1RH Amazon S3 1Z g%
AN EA,

7. REHKRSARE

I $ watch -n 5 aws ec2 describe-import-snapshot-tasks --region ${AWS_DEFAULT_REGION}
it Bl

{
"ImportSnapshotTasks":

{
"Description": "rhcos-4.6.0-x86_64-aws.x86_64",
"ImportTaskld": "import-snap-fh6i8uil",
"SnapshotTaskDetail": {
"Description": "rhcos-4.6.0-x86_64-aws.x86_64",
"DisklmageSize": 819056640.0,
"Format": "VMDK",
"Snapshotld": "snap-06331325870076318",
"Status": "completed”,
"UserBucket": {
"S3Bucket": "external-images",
"S3Key": "rhcos-4.6.0-x86_64-aws.x86_64.vmdk"
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S %l Snapshotld LUF M55

8. M RHCOS 1E&fI#Z 8 & . RHCOS AMI:

$ aws ec2 register-image \
--region ${AWS_DEFAULT_REGION} \
--architecture x86_64 \
--description "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64" \ 9
--ena-support \
--name "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64" \ 6
--virtualization-type hvm \
--root-device-name '/dev/xvda' \
--block-device-mappings 'DeviceName=/dev/xvda,Ebs=
{DeleteOnTermination=true,Snapshotld=<snapshot_ID>}' ﬂ

RHCOS VMDK Z2F525 84, 41 x86_64. s390x =X ppc64le.,
kB 5 ARERH Description,
RHCOS AMI B9 & #R.,

S ABIRIRHE) SnapshotlD,

0009

MEBETRESARIXLE APIRER, HSHM AWS 3 5 AIRER # 0/ H EBS ZHFHY AMI,

1.8.8.5. AR Z I B A E LR CHE
EFER RERIBAE R BB, MREREHTTP X HTTPS R, &7 LUEL 7E install-
config.yaml X HEEERIEIZE, F#HH OpenShift Container Platform &R ECE F A,
FoRFM
o MA—IEM install-config.yaml XX 4,
o MRETEBIFZVINMNIER, HFRERSEELSINRE, MNBERTRIEMERHLORE,
SIENEEHNE API AR, EEERILARINE Proxy X §E) spec.noProxy = E% k580
K,
p= =1

Proxy %% status.noProxy FEX i Fi R EZ & Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FEXBIHIETE,

X F7E Amazon Web Services(AWS). Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X &
status.noProxy FE& th = {F F SL 5 ST iR iR R IE 75(169.254.169.254),
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F1E £ AWS L%

INRIBMEBELIT AWS L, 55T ec2.<region>.amazonaws.com. elasticloadbalancing.
<reg|on> amazonaws.com # s3.<region>.amazonaws.com i =R INE] VPC s, HEXLE
ImmF BESEA T REI AWS EC2 API B9iE K, HTFRIBERSHBIAIMAR T K00 TIE, RtEn
AT AWS % F A X L5 RERE B AWS EC2 API, TERIBIRSSEBFHMIAIFFIERAPRIM EC2
API B9A L IP Hhiik B RU58,

. YWk install-config.yam| L4 FHRMAREIZE, F40

apiVersion: vi

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: |

AT OIRERHA HTTP £ E URL, URL W2 http,
FAFOIBRERN HTTPS HEEMRE URL,
EHREREBEFNBIREA. 1P il sk HEthM%% CIDR HESHFRIIR, FERETEN . 3

CEgFisk, 540 : .y.com [CEZ x.y.com, {ERICE y.com, {FFH * it piA BHIHBK
EEO

O 000

IR, REFEFSTE openshift-config ap % 22 (A & B % 7 user-ca- bundle FIFT & bR
5 RREFDNN CAIET, NREIRM additionalTrustBundle F1E A —PMRIEH

&, Proxy M REWEESE HE|F trustedCA FE&H ] user-ca-bundle EZERET, A

&, Cluster Network Operator &fl|Z#— trusted-ca-bundle EdBEMET, ¥/ trustedCA

SHIEENNA S RHCOS FEMH4F S &F. additionalTrustBundle FEXENFTHI, FRIE

KREM S HIEPEEE RHCOS SEIR SR A HIE &,

% Elﬁ
RERFFAZHFLEDN readinessEndpoints F %,

k

2. REFZXME, FHEZRE OpenShift Container Platform 551,

RREFRUB—1EN cluster WEESEHE IR, ZAEERARMED install-config.yaml S4B
WiE, MREFRHAEBLE, MARVE— cluster Proxy ¥R, HERE—1Z spec.

ﬁ E,E
' R4 cluster 8 Proxy W5, BIEARRGMBIRIE,

1.8.9. ER BEEE

BRI LAE R A = F B %% OpenShift Container Platform,

149



OpenShift Container Platform 4.6 £ AWS t%%

BE
REIRFH create cluster i 5 REEIE WAL E LRI IZIT—R,

FRFZM
o MERERFHNTFEARIKS,

e JKEY OpenShift Container Platform Z2&f2F LU R S E£#Y pull secret,

it
. B NEERERFIEFIFMIRLEREE

$ ./openshift-install create cluster --dir <installation_directory> \ﬂ
--log-level=info 9

Q %I F <installation_directory>, &1§%E B E X ./install-config.yaml X4 &,

Q BEHRERRMLEEE, 1HIEE warn, debug =X error, MAEHEE info.

MREEEN LRENTHVEKRARPHINIREMERY, REIEFRE
ik, 7B ERRDBIIR,

SRMETHE, XML RVIFIERFNER, SiEERE Web #2458 EH] kubeadmin F
FHEIL,

i th 7 Bl

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig'

INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.mycluster.example.com

INFO Login to the console with user: "kubeadmin", and password: "4vYBz-Ee6gm-ymBZj-
Wi5AL"

INFO Time elapsed: 36m22s

BREWINN, BV RIFEILE RLRFHE
<installation_directory>/.openshift_install.log,
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BF

. ﬁ%%&ﬁiﬁiﬁ’ﬂ Ignition BRB XS &7E 24 N\ E i BIRIE, RIE1ETH
IFFATEET, MNREEIIEBAIXAER, BRBE 24 NN EEH, £82
EEJJ’V’E HHARSIER, —MIAERE, BREFIMERFLIESN node-
bootstrapper IF % &1EK (CSR) KIRE kubelet IEF, MMEFZER
B3 M1 HFHY control plane 1E7 1k E HISTHY,

o EBIUIETE Ignition BEBX ARG 12 /NTRERTN], B 24 NFHIES
RTEERREEFN 16 N B 22 N AIFETER BRI TE 12 N PR fE

Ignition BBE X, EAILLUERAERZ S RPR NPT TIEHEFMFERE
RIET )L

BE
EA SRR EREFHNREEFAURIX ., FEINE ST MRS,

2. \i% - MR EREEEREN IAM 1K P ifFREZ2 A AdministratorAccess RHB&,

p= )1
RAEELETTEPFEE AdministratorAccess FISIZHAIH AR,

1.8.10. @1 T #E I 3R % OpenShift CLI

REELRE CLI (oc) FFEAMSITHRES OpenShift Container Platform TR H, EA1E Linux .
Windows 8% macOS %% oc,

HE
INRLE T IHMRAM oc, NIT%EEA OpenShift Container Platform 4.6 REIFR A 4.
THFHLEHMRAN oc,

1.8.10.1. 7£ Linux £ %% OpenShift CLI

IRE] LURBRLUTRFZLE Linux £%&R%% OpenShift CLI (oc) ZH I3,

ik
1. HEABILIIEE 1T MG LB OpenShift Container Platform & 71
2. 7E Version THI3 8 ARIL AN BIRR A
3. H{i OpenShift v4.6 Linux & /i 5B 3518 Download Now, B{R#EFEXH,

4. RREFH

I $ tar xvzf <file>

5. 8 oc Zi#HICHIKEI PATH 9 E F 4,
HATU TS A UEE YEIM PATH K& :

I $ echo $PATH
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L& OpenShift CLI /5, BILA#EM oc % -

I $ oc <command>

1.8.10.2. f£ Windows _E %% OpenShift CLI
ER DUR R AT RAZE Windows E%& % OpenShift CLI (oe) =&,
it
1. FARIIEER 1 MG LB OpenShift Container Platform &M,
2. 1E Version THI 3z 5 A58 N B AR AN
3. Hif OpenShift v4.6 Windows & ifisk B 551719 Download Now, B{REX {4,
4. (BF Z2IP EFREEFE,

5. 18 oc ZHIS R E PATH B9 B A,
EEFEW PATH, BHAGSRTIEOHIITU TGS -

I C:\> path
L% OpenShift CLI /5, BILA#EM oc % -
I C:\> oc <command>
1.8.10.3. £ macOS EZ&%: OpenShift CLI
BRI LUR BB LU T RFETE macOS £%&%& OpenShift CLI (oc) Zi##Ii5,

i
1. FARIIEE 1 MG LB OpenShift Container Platform &M,
2. 1E Version THI3Z 5 A58 B B AR AN,
3. B OpenShift v4.6 MacOSX & /7 ik B 3518 Download Now, B{RTF3 1,
4. BRAN@EEFEE,

5. % oc ZiHIXHRBE PATH 9B K,
ZHEEMH PATH, fIA—MARBOHIITUT RS :

I $ echo $PATH
2% OpenShift CLI f&, RILAER oc % :

I $ oc <command>

1.8.11. {6 CLI B R EBIERE
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fme LR 5 &R EF kubeconfig X, LIBKIARGIRAF S0 %58 . kubeconfig X EEXTFER
MIER, #tCLI BT NE imEER ERER AP RS S, ZXHRRERT—NMEENER, &
OpenShift Container Platform &4 i3 f2 R {IJEE,

FRFM
o BEBE T OpenShift Container Platform %&%,
e 2% oc CLl

W e
1. 51 kubeadmin Eif :

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. ERSHMEE, JIERREMRINIZTT oc A :

I $ oc whoami
Ll N

I system:admin

1.8.12. f£F Web #EHI& B K BIEE

kubeadmin Fi /" ZKIATE OpenShift Container Platform REFFE. KA LUER OpenShift Container
Platform Web #2#& L kubeadmin f f* 519 & REEE,

FoR M
o Hijn &R ENMIR,
o (ISR T EREFRE, FTALEE Operator #A A,
AT
1. MZEEH _EA kubeadmin -password 34 F R EX kubeadmin S BOERHS :

I $ cat <installation_directory>/auth/kubeadmin-password

—

FH, LR MR E EN LM <installation_directory>/.openshift_install.log
B & X 5KEX kubeadmin 1,

2. FH OpenShift Container Platform Web 3£#| &K H :

I $ oc get routes -n openshift-console | grep 'console-openshift’
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779* fRIA AT LA M2 41 £ B <installation_directory>/.openshift_install.log
& XHFREX OpenShift Container Platform B H.,

ot

i Bl
console console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web N Hizsh SMEl L —mShmE P SIENERA, L kubeadmin A B{pE %,

o HNFEAXIAF T #2 OpenShift Container Platform Web #Z2HIEBMEZE R, 5SS Web
Ha,
1.8.13. OpenShift Container Platform BJ Telemetry /7]

£ OpenShift Container Platform 4.6 #, BRINZTTH Telemetry RS IRIEE R EBH R BRI R AT E T
H3ghn, BEVIMEBRM, MRENEEFEIEDM, Telemetry RBIE1T, MASHSTME
OpenShift Cluster Manager,

ik OpenShift Cluster Manager ;JB#IEfAfE, RILAA Telemetry BEh4E, WA LUERA OpenShift
Cluster Manager Fah#E4, (FF 1T 2 RERERK 7 23X % R4 89 OpenShift Container Platform 1T
[‘E;ETC

Hith TR

o BXTelemetry [REMEZER, EHSHXTLiZ@EE,
1.8.14. FEH IR
o IFZREE,

BE &R,

MRFBE, EHLUEHEFERLEERERS.

MRFE, ER LR T,

1.9. {iFF CLOUDFORMATION #&1R 7 AWS FF P BRI EZR M) EZ2edE %
iz

1£ OpenShift Container Platform hitA 4.6 A, &0 LU A SR A EMZRFSTE Amazon Web
Services (AWS) LZi&E&EE,

I L ERZR I B —Fh 75 A B R IR A CloudFormation #&4R, A LUE RN Sk B & LERIZRIY, =X
FERAEGEHESRIZRATRBOE AWS X R,
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BF

HITRA A BEENEMBNRENSRIENRE, FREIRENEMBLRERTET
R =N A OpenShift Container Platform %5412, R#HIJL CloudFormation #&
WRETEEBNSEAX L IR, HEBMERTEE. T lERtFEET Bt A EURMmE
IR 5 R ERBIZ .

1.9.1. FeoR &4
o AL B[ H %X OpenShift Container Platform R M EFRE BIEHAE R,

o I AWSIKFECE NIEE KRR

BF

MREHTEN L7 E AWS BRESR, N AZEEERSEARILZ RN &R
TERMIEN IESE, EEFNBIEGRRF, SHSRFSERTNEA
AWS FIER O AWS BER, RILESERETBRHNKEEIL, EERES
BIEEEH, HSM] AWS XHARBEE IAM B P BTIRI BT, e EsiTRERF
==,

o IXT#EH T AWS CLI HLEFNEMITEN L., 155H AWS XX RFER AL ZERE (Linux,
macOS = Unix) &% AWS CLlI,

o MNREMNE, FERENAVFEREFERD MBI R,

S MREERENE, FHVHBEERRIRIIK,

o MRAAUFRAETEFMHUINERE (AM) , KEEEAFI Foh0BA4ES IAM Fik. F3)
BRXWALUAF T IAM API T3EVT FIBIEAR R,

1.9.2. OpenShift Container Platform B9 E BRI 1 7]
1£ OpenShift Container Platform 4.6 &1, EEEI; R BB MR EER,
BB LT E B MU AR

e jj[a] OpenShift Cluster Manager A FERZERRFEHHUTI HEER, NRER LTI BB,
FEHEEZMA Telemetry, ZIRS & BohIRIERERE,

e iJjli] Quay.io, LURERZREERATFEHNT M4,
o REMITHRAFEHATHENIHE,

BF

NREERTTEAEZ VIR EEM, A LAEE AR R L R E RS N EHUTZ R4S &
%, TR, BETEMRENRE, FHERTSERER registry (mirror registry) HiE
RBREEHHENLEBEFAENTHS, M TFRELEREXRD, SRHTREINIMERE
ZUVR BN, TEFEREZA, BEEH registry R REIPHNE,
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1.9.3. FrEEHY AWS ELfili 2R 20 44

F 7 Amazon Web Services (AWS) /1 F - & & BU Bt 2214 _E &2 4& OpenShift Container Platform, 4%
FEh O35 R H X R EMZEN,

MBBEXRTFRATEEEXRNANEZER, 1HSHH OpenShift Container Platform 4.x Tested Integrations 1T
M,

B RIRM CloudFormation #&#Rk, EALLEIERARULTHMR AWS FRHER :
e —/ AWS Virtual Private Cloud (VPC)
o WLAM M EIEHM
o RLPMAE
e — OpenShift Container Platform bootstrap 7 s
® OpenShift Container Platform control plane i st
e —/ OpenShift Container Platform i1 &7 &=

HE, EAUFHORAHE, LAUESFERMRERHERNINAEMERIT, EF CloudFormation 1%
W, TERAMIMAEEEENESIFS,

1.9.3.1. £33
LATF#H23E 2 AWS::EC2::Instance X% :

® bootstrap Hl2F. REIRRPFEMNZE, BRIEEEFBEEMR.
e =4 control plane #l88, control plane H2& T ZHIBRENEIL,

o EHE, ALEIRFUREDLHAITE (compute) M2 (BFF)y worker Hl38) o XL SR
FEHSRENEE.

TRRILLE T 1R 4489 CloudFormation &4k, J1SRAFHL 2R A LU LRI,

- o
INREHIXIEAFEE ma SSHRE, B40 eu-west-3, 15 NER m5 K8,

3 1.26. Ml ZRH9SLHI KB

LR R bootstrap Control plane Compute
i3.large X

md.large X
m4.xlarge X X
m4.2xlarge X X
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LR R bootstrap Control plane Compute
m4.4xlarge X X
m4.8xlarge X X
m4.10xlarge X X
m4.16xlarge X X
mb.large X
mb5.xlarge X X
mb5.2xlarge X X
mb5.4xlarge X X
mb5.8xlarge X X
m5.10xlarge X X
m5.16xlarge X X
m6i.xlarge X X
c4.2xlarge X X
c4.4xlarge X X
c4.8xlarge X X
r4.large X
r4.xlarge X X
r4.2xlarge X X
r4.4xlarge X X
r4.8xlarge X X
r4.16xlarge X X

R AT RERE NS 3 A R & X L SL IR B AR B ELfh S B SR B,

1.9.3.2. Hth Bt H G
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e VPC

e DNS%H

o fiEHMes (BREUSERALY) FUADTER
o AHME KA 53 X3

o R

e AMAE

® S3Ff#EME

INRIETERT T R EME SR AR IEREIME R TIE, NIFTEViA EC2 A ELB Ui
XEIRR, B AE—D VPCiRR, FREMINEILEERNFH, @JLJ«,L'F

B’J’\ﬂi IP ik, i

® ec2.<region>.amazonaws.com
e clasticloadbalancing.<region>.amazonaws.com

® s3.<region>.amazonaws.com

AR fl VPC A
BRHAEEN VPC MIFM, LUESENSRIE.

Hi AWS JH ek

VPC RATIR M — DA F VPC HERF A,
o AWS:EC2:VPC VPC A ST MR B RS,
Pt BB TE S3 HfY registry FIBIE,

AWS::EC2:

:VPCEndpoint

RIEFH R VPC 18 18I 3N AR AHTF
AWS::EC2::Subnet M, JHIGE SIS 0A DX,
AWS::EC2::SubnetNetworkAclAss
ociation

ERERRITES RAE— DN REEERRMRK, LUKRMIN

e AWS::EC2::InternetGateway 5 VPC BA R, 1EISMMERT, &
AWS::EC2::VPCGatewayAttachme  TAHFHE:HE—TRA EIP lEH) NAT
nt MK, XL NAT MXAVFEEHTR (0%

FAFRASA)) ViRl BRI, T Les2 BRI
AWS::EC2::RouteTable BB ENREEE],
AWS::EC2::Route
AWS::EC2::SubnetRouteTableAss
ociation
AWS::EC2::NatGateway
AWS::EC2::EIP
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Ht AWS R ik
2837 ()42 IR AT VPC ViR FolERO -
%Iﬂ):J Gl e AWS::EC2:NetworkAcl WS VPC AT AU
o AWS:EC2::NetworkAclEntry 0 EE
80 AL HTTP RE2
443 AL HTTPS #ig
22 Ak SSHRE
1024 - 65535 AHIER 2
0-65535 HULIEE R =
LTHFH BB VPC AL EBIEFM, 1=ZHEM
* AWS:EC2::Subnet CloudFormation #4R A4 18| 3 M HEKX
o AWS::EC2::RouteTable LRTATR. MREEBTATR, B
TN ERMSE HHERAR,
e AWS::EC2::SubnetRouteTableAss
ociation
T/ DNS #fi #39MH 4

fRH) DNS Ml G REEFTERALAHREER, HIFARLURERFFEANTHEER (MRELE
BRFES T EBENEMEN) . BaoE— MR 7239258 DNS 5B, api.<cluster_names.
<domain> FZk B A JigmAER 1 Eit9%72%, api-int.<cluster_name>.<domain> BJ5% B I 438 M ER
e,

EEIBENFIOES, URUERKEO 6443 (AT Kubernetes API REY &) #ixO 22623 (AFH
2389 Ignition BECBX M) HILIFFERE. BFRR control plane T7m (HBFFH master TTR) . EEANES
SRR T B TIRE IS AR O 6443, BRI s IRERL 15 RlI% 0 22623,

Hi AWS ek

DNS AWS::Route W%F DNS HIEEX,
53::HostedZ
one

etcd ILFE AWS::Route control plane H.83#9 etcd SEMIC .
53::RecordS
et

N =ik AL AWS::Elasti NHEF R A IS EER.
25 cLoadBalan

cingV2::Loa

dBalancer
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AER API BRSS
2RO

HER IR

SERB R

RN EEE

=

AER API BRSS
2RI

REB L ITiZ R

RERE R

REB IR

RERE R

AWS JH

AWS::Route
53::RecordS
etGroup

AWS::Elasti
cLoadBalan
cingV2::List
ener

AWS::Elasti
cLoadBalan
cingV2::Tar
getGroup

AWS::Elasti
cLoadBalan
cingV2::Loa
dBalancer

AWS::Route
53::RecordS
etGroup

AWS::Elasti
cLoadBalan
cingV2::List
ener

AWS::Elasti
cLoadBalan
cingV2::Tar
getGroup

AWS::Elasti
cLoadBalan
cingV2::List
ener

AWS::Elasti
cLoadBalan
cingV2::Tar
getGroup

OpenShift Container Platform 4.6 £ AWS t%%

sk

AER API AR S5 B89 103K,

IAER B D T s D O 6443 MY ITF2 %,

S ER AR AR B B R4,

TRAFMBN %S,

AER API AR S5 239731 410 3K

HIRER 1 B T 2R e e O 22623 MY L ITF2 %,

POER 11 Hi 2R H B P14

FIRER B s D O 6443 MY ITF2 %,

POER 11 Hi ¥ 8RB B P4

T2
control plane #1 worker Hl283& E 57 FFiwO :
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MasterSecurityGrou
p

WorkerSecurityGrou
p

BootstrapSecurityGr
oup

AWS::EC2::Security
Group

AWS::EC2::Security
Group

AWS::EC2::Security
Group

icmp

tcp

tcp

tcp

icmp

tcp

tcp

tcp

22

6443

22623

22

22

19531

control plane A
control plane HlBRFELUTAOH, BN AOEHEE AWS::EC2::SecurityGrouplngress 7R,

N Uiy IP Bl sO3e
Masteringress  etcd tcp 2379- 2380
Etcd

Masteringress  Vxlan HiE2 udp 4789

Vxlan

Masteringress  Vxlan HiE2 udp 4789
WorkerVxlan

Masteringress  HEREEHRE ] Kubernetes RIBEHT tcp 9000 - 9999
Internal

Masteringress  HRERKEHRIE tcp 9000 - 9999

Workerinterna
|

Masteringress 10250 - 10259

Kube

kubernetes kubelet, JiERFMILHIREESE tcp

Masteringress 10250 - 10259

WorkerKube

kubernetes kubelet, JiERZFEMILHIREEE tcp
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AD4A fed 1P Bl Y CISE e

Masteringress  Kubernetes AOfRSS tcp 30000 - 32767
IngressServic
es

Masteringress  Kubernetes AOfRSS tcp 30000 - 32767
Workerlngress
Services

Masteringress  Geneve HiES udp 6081
Geneve

Masteringress  Geneve HiES udp 6081
WorkerGenev
e

Masteringress  IPsec IKE #iiE 2 udp 500
Ipseclke

Masteringress  IPsec IKE B2 udp 500
Workerlpseclk
e

Masteringress  IPsec NAT-T #iE3 udp 4500
IpsecNat

Masteringress  IPsec NAT-T #iE3 udp 4500
WorkerlpsecN
at

Masteringress  |Psec ESP {2 50 All
IpsecEsp

Masteringress  IPsec ESP #{E& 50 All
WorkerlpsecE

sp

Masteringress  REEEHERE udp 9000 - 9999
InternalUDP

Masteringress  REREEHERE udp 9000 - 9999
Workerinterna
IUDP

Masteringress  Kubernetes ACfRSS udp 30000 - 32767
IngressServic
esUDP
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Masteringress
Workeringress
ServicesUDP

worker A

sk

Kubernetes ACARSS
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30000 - 32767

worker HlERRELUTAOH, ENAOAHERE AWS::EC2::SecurityGrouplngress %R,

AO4A

Workeringress
Vxlan

Workeringress
WorkerVxlan

Workeringress
Internal

Workeringress
Workerinterna
|

Workeringress
Kube

Workeringress
WorkerKube

Workeringress
IngressServic
es

Workeringress
Workeringress
Services

Workeringress
Geneve

Workeringress
MasterGeneve

Workeringress
Ipseclke

U

Vxlan #iEE

Vxlan #iEE

REREREEIE

RERREEIE

Kubernetes kubelet, HERRFMITH B EIEES

Kubernetes kubelet, HERRFMITH R EIEe

Kubernetes AOARSS

Kubernetes ACARSS

Geneve #iES

Geneve #iES

IPsec IKE #(iE &

1P 3

udp

udp

tcp

tcp

tcp

tcp

tcp

tcp

udp

4789

9000 - 9999

9000 - 9999

10250

10250

30000 - 32767

30000 - 32767

6081

6081

500
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AD4dA fed IP Bl W PetE |

Workeringress  IPsec IKE &3 udp 500
Masterlpseclk
e

Workeringress  IPsec NAT-T S udp 4500
IpsecNat

Workeringress  IPsec NAT-T #iiE S udp 4500
MasterlpsecN
at

Workeringress  IPsec ESP #iE 3 50 All
IpsecEsp

Workeringress  IPsec ESP #iE 3 50 All
MasterlpsecEs

p

Workeringress  HRER&EEHEIE udp 9000 - 9999
InternalUDP

Workeringress  HRER&EEB(E udp 9000 - 9999
Masterinternal
UDP

Workeringress  Kubernetes AQRRSS udp 30000 - 32767
IngressServic
esUDP

Workeringress  Kubernetes AQRRSS udp 30000 - 32767
Masteringress
ServicesUDP

ABHLAECES

RTE AWS BB AL B IR F AR, RAEAY CloudFormation Ak LA T AWS::IAM::Role % 12 S 125
Allow (R, FhE—HABIRM— AWS::IAM::InstanceProfile, MMEFERENR, BEILUHN B
F LU T2 AURR 3 B A AU RR

At ; B
Master Allow ec2:* *
Allow elasticloadbalancing *

nk
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Allow iam:PassRole *
Allow s3:GetObject *
Worker Allow ec2:Describe* *
bootstrap Allow ec2:Describe* *
Allow ec2:AttachVolume *
Allow ec2:DetachVolume *

1.9.3.3. IEBERAEKRER

EFEREE ENEMBREN, KENRARMNYIFENSEZERE, RLEQIRE—MEREEHIESR
IEBZELZIER (CSR) BHLE. kube-controller-manager R AE#E #E kubelet & /Ui CSR. machine-
approver T;ARIEE A kubelet FIFIHRMBEIE BN, RNETEBIASEBWIINZEL L T
HR, BBTUREFLER—F A%, UL kubelet 3R4HIEF 1 RIB MM F T HE A,

1.9.3.4. fTEH AWS HBR

p= Y=\
&H9 IAM A P T X 35, us-east-1 A1 [R tag:GetResources E/HIFRE AL R IR,

YE AWS AP I KRB9—EF4>, OpenShift Container Platform 22 F7E L K 8 4T
BRI,

¥ AdministratorAccess SRB&HMI INZIEIE Amazon Web Services (AWS) FEI2H IAM B R, %%1%
AP rrEEEZMIR, EEZE OpenShift Container Platform EEIFFEHYE, 1AM AP EELL TR :

$11.13. REFTF EC2 FUR

e tag:TagResources

e tag:UntagResources

e ec2:AllocateAddress

® ec2:AssociateAddress

e ec2:AuthorizeSecurityGroupEgress
e ec2:AuthorizeSecurityGrouplngress
e ec2:Copylmage

® ec2:CreateNetworkinterface

o ec2:AttachNetworkinterface
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ec2:CreateSecurityGroup

® ec2:CreateTags

® ec2:CreateVolume

® ec2:DeleteSecurityGroup

® ec2:DeleteSnapshot

® ec2:DeleteTags

® ec2:Deregisterlmage

e ec2:DescribeAccountAttributes
® ec2:DescribeAddresses

® ec2:DescribeAvailabilityZones
® ec2:DescribeDhcpOptions

® ec2:Describelmages

e ec2:DescribelnstanceAttribute
e ec2:DescribelnstanceCreditSpecifications
® ec2:Describelnstances

e ec2:DescribelnternetGateways
® ec2:DescribeKeyPairs

® ec2:DescribeNatGateways

® ec2:DescribeNetworkAcls

e ec2:DescribeNetworkinterfaces
® ec2:DescribePrefixLists

® ec2:DescribeRegions

e ec2:DescribeRouteTables

® ec2:DescribeSecurityGroups
® ec2:DescribeSubnets

® ec2:DescribeTags

® ec2:DescribeVolumes

e ec2:DescribeVpcAttribute

® ec2:DescribeVpcClassicLink
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ec2:DescribeVpcClassicLinkDnsSupport
ec2:DescribeVpcEndpoints
ec2:DescribeVpcs
ec2:GetEbsDefaultKmsKeyld
ec2:ModifylnstanceAttribute
ec2:ModifyNetworkInterfaceAttribute
ec2:ReleaseAddress
ec2:RevokeSecurityGroupEgress
ec2:RevokeSecurityGrouplngress
ec2:Runlinstances

ec2:Terminatelnstances

BB 2 P OB R4 B R AT R BRI R

ec2:AssociateDhcpOptions
ec2:AssociateRouteTable
ec2:AttachinternetGateway
ec2:CreateDhcpOptions
ec2:CreatelnternetGateway
ec2:CreateNatGateway
ec2:CreateRoute
ec2:CreateRouteTable
ec2:CreateSubnet
ec2:CreateVpc
ec2:CreateVpcEndpoint
ec2:ModifySubnetAttribute

ec2:ModifyVpcAttribute

MREERIMER VPC, ERIIRA A FBEXLEN RO ML TR,

F1E £ AWS L%
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168

51 1.15

5 1.16

. REEFTEH Elastic Load Balancing #{fR(ELB)

elasticloadbalancing:AddTags
elasticloadbalancing:ApplySecurityGroupsToLoadBalancer
elasticloadbalancing:AttachLoadBalancerToSubnets
elasticloadbalancing:ConfigureHealthCheck
elasticloadbalancing:CreateLoadBalancer
elasticloadbalancing:CreateLoadBalancerListeners
elasticloadbalancing:DeleteLoadBalancer
elasticloadbalancing:DeregisterinstancesFromLoadBalancer
elasticloadbalancing:DescribelnstanceHealth
elasticloadbalancing:DescribeLoadBalancerAttributes
elasticloadbalancing:DescribeLoadBalancers
elasticloadbalancing:DescribeTags
elasticloadbalancing:ModifyLoadBalancerAttributes
elasticloadbalancing:RegisterinstancesWithLoadBalancer

elasticloadbalancing:SetLoadBalancerPoliciesOfListener

. RE M Elastic Load Balancing #{fR(ELBv2)

elasticloadbalancing:AddTags
elasticloadbalancing:CreateListener
elasticloadbalancing:CreateLoadBalancer
elasticloadbalancing:CreateTargetGroup
elasticloadbalancing:DeleteLoadBalancer
elasticloadbalancing:DeregisterTargets
elasticloadbalancing:DescribeListeners
elasticloadbalancing:DescribeLoadBalancerAttributes
elasticloadbalancing:DescribeLoadBalancers
elasticloadbalancing:DescribeTargetGroupAttributes

elasticloadbalancing:DescribeTargetHealth
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L

elasticloadbalancing:ModifyLoadBalancerAttributes
elasticloadbalancing:ModifyTargetGroup
elasticloadbalancing:ModifyTargetGroupAttributes

elasticloadbalancing:RegisterTargets

. REFTHRR 1AM 1R

ol

iam:AddRoleTolnstanceProfile
iam:CreatelnstanceProfile
iam:CreateRole
iam:DeletelnstanceProfile
iam:DeleteRole
iam:DeleteRolePolicy
iam:GetlnstanceProfile
iam:GetRole

iam:GetRolePolicy

iam:GetUser
iam:ListInstanceProfilesForRole
iam:ListRoles

iam:ListUsers

iam:PassRole
iam:PutRolePolicy
iam:RemoveRoleFrominstanceProfile
iam:SimulatePrincipalPolicy

iam:TagRole

pa -

F1E £ AWS L%

IMRELEBE AWS Ik ROl M R 83988 (ELB) , IAM AR E

iam:CreateServiceLinkedRole [,

51 1.18. ZZEFFEHI Route 53 F{R

e route53:ChangeResourceRecordSets
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170

151 1.19

route53:ChangeTagsForResource
route53:CreateHostedZone
route53:DeleteHostedZone
route53:GetChange
route53:GetHostedZone
route53:ListHostedZones
route53:ListHostedZonesByName
route53:ListResourceRecordSets
route53:ListTagsForResource

route53:UpdateHostedZoneComment

. REFTHRR S3 TR

s3:CreateBucket
s3:DeleteBucket
s3:GetAccelerateConfiguration
s3:GetBucketAcl
s3:GetBucketCors
s3:GetBucketLocation
s3:GetBucketLogging
s3:GetBucketObjectLockConfiguration
s3:GetBucketReplication
s3:GetBucketRequestPayment
s3:GetBucketTagging
s3:GetBucketVersioning
s3:GetBucketWebsite
s3:GetEncryptionConfiguration
s3:GetLifecycleConfiguration
s3:GetReplicationConfiguration
s3:ListBucket

s3:PutBucketAcl



s3:PutBucketTagging

s3:PutEncryptionConfiguration

15 1.20. 2% Operators FFEEHY S3 1R

151 1.21.

151 1.22. fif

s3:DeleteObject
s3:GetObject
s3:GetObjectAcl
s3:GetObjectTagging
s3:GetObjectVersion
s3:PutObject
s3:PutObjectAcl

s3:PutObjectTagging

I BRE A SR B B IR AT /R BI R AR

autoscaling:Describe AutoScalingGroups
ec2:DeleteNetworkinterface
ec2:DeleteVolume
elasticloadbalancing:DeleteTargetGroup
elasticloadbalancing:DescribeTargetGroups
iam:DeleteAccessKey

iam:DeleteUser
iam:ListAttachedRolePolicies
iam:ListInstanceProfiles
iam:ListRolePolicies
iam:ListUserPolicies

s3:DeleteObject

s3:ListBucketVersions

tag:GetResources

il B B0 25 % R AT R O BR

F1E £ AWS L%
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ec2:DeleteDhcpOptions

® ec2:DeleteinternetGateway

® ec2:DeleteNatGateway

® ec2:DeleteRoute

® ec2:DeleteRouteTable

® ec2:DeleteSubnet

® ec2:DeleteVpc

® ec2:DeleteVpcEndpoints

e ec2:DetachinternetGateway

® ec2:DisassociateRouteTable

e ec2:ReplaceRouteTableAssociation
INRICERINAER VPC, EBIIK P A TFREIX LA RR M PRILE TR,

#

5 1.23. Q| SE AT ERIETS 1AM #1 S3 AR

e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

o jam:GetUserPolicy

e jam:ListAccessKeys

e s3:PutBucketPublicAccessBlock
e s3:GetBucketPublicAccessBlock
e s3:PutLifecycleConfiguration

o s3:HeadBucket

e s3:ListBucketMultipartUploads
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e s3:AbortMultipartUpload

A

MREMFEA mint EREEHNEEIE, IAM B i1EE iam:CreateAccessKey
and iam:CreateUser IR,

15 1.24. L& BLAS & B Bl %A R

e servicequotas:ListAWSDefaultServiceQuotas

1.9.4. RENL&EIEF
E L% OpenShift Container Platform 2 Bl, SZREXE TEHBIARMITEN L,

SRS
® Z1T Linux 3t macOS BT &M, AHhAE#ELZe[HH 500 MB

it

1. 1/17] OpenShift Cluster Manager ¥ m B Infrastructure Provider T{HE, AREGLLIEKS, 15E
AEEHMEILER, NREE, FUE—MK .

2. EFERBIE ISR H N P,

3 HAEATENRERVENIE, THENRERINRERS, AXHREEREFRERE
XHEXRH, .

BF

LZEEFREARLREHNNITEN LUBRE T XM, ATKRERRER, Bl
RELEREFNRERZFOUENXMG, XWX HBEEMRER.

BF

TR R EZREF OB H R 2MIRERER, BEEHEREIREFRIEEN
b, EMIFRERE, WIFE BN FETEK OpenShift Container Platform EIE T2,

4. RORERRF, M, EFA Linux BIERGHITEN LZTUTHRS ¢
I $ tar xvf openshift-install-linux.tar.gz

5. M Red Hat OpenShift Cluster Manager F#i% %% pull secret » BTt pull secret, ERILLHITAT
ERNAREMIRSH B DKL, XEARSS EIE N OpenShift Container Platform A4 1Rt A
2R M Quay.io,

1.9.5. £ X SSH AEHF R ERMEIREH
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IMRBAKR LPITREFIAHIOERE, Ny ssh-agent 1 REIZFRMA SSH B, EA LUER
L BRA T R A HEERE R bootstrap Hl88 KHFFR &£ R,

FEFIMER, BEEIMTIRMERE I,

IR LU A L BEHLL core A B9t SSH iE 1 E master T, TEERBEEN, WHRHASKHME core
F 7 #9 ~/.ssh/authorized_keys 53R,

Y ERFER—NAEY, MAEERERETS LRENET, 0 AWS B,

ik

1 MFLZRENITEN LREEFHIIEMEER SSH B8, H0IR—1. i, EEMA Linux
RGBT EN EIZTU TR S -

$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

ﬂ EEH SSH BB EMXE4, 40 ~/.sshlid_rsa, NRESHEBHAN, 1HBEREHALH
KIF ~/.ssh B3,

ZITI e B RERENMELE N FEB LR SSH B,

INERIBITRITE x86_64 ZEF A ZEF A FIPS J51FAY/Modules in Process %R ZERY
OpenShift Container Platform 5£8%, T Z 02 {#H ed25519 EEMEH, K
Z, DIE—MEMA rsask ecdsa EIEHEH,

2. fFhiEEESE5) ssh-agent i#72 :
I $ eval "$(ssh-agent -s)"
it Bl
I Agent pid 31874

MBMNERRE FIPS &R, N RFEE FIPS FRERELERN SSH 25, B
/& RSA % ECDSA,

ol

3. ¥ SSH FAEHARINEY ssh-agent :

I $ ssh-add <path>/<file_name> ﬂ
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i th o Bl
I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 187 SSH FHIIBRBRFISX4- 4, 10 ~/.ssh/id_rsa

[EEL5 TR
e TEZRE OpenShift Container Platform I, HZ&&ZZFiRM SSH 2NH, WREMRE &AM
FRREEERE, RIS R IR A B RIS,
1.9.6. U BT AWS R EXXH

B AR B &RNEMZEIITE Amazon Web Services (AWS) £ %% OpenShift Container Platform, &4
MERFENLERFRERHAMTN XY, UEEFERUEEFRANNE. BEEKRFBE L install-
config.yaml 3X{. Kubernetes j&#.#0 Ignition BC & XX, B AT LUERIE RE A S BB o X B
var 77X,

1.9.6.1. Bl 3% : GIEMAIT /var 0K

BIREZETZFIE OpenShift Container Platform BB E 0 KRB A RETRRF., A, EELER FERE
FEAXHRGN—ED OB X,

OpenShift Container Platform RN AN X RIGFHEMT I0E /var X 3K /var B9F B 5%, B0 :

e /var/lib/containers : FEHRFEXNHNE, MBERZHENIRANBRS P, SFF b BNEE
%@DDO

o /var/lib/etcd : RFERAIBEREFRFFIMIIMEIE, bl etcd FHERIMEREILAL,

e |var : REGHFEMIRENHIE BFREEN (WHIT) .
BREFEN ivar B REONB A ABHRIBESEN XS BREM, HALUEUEEFHFRE OpenShift
Container Platform B R FFIZEIB TR, MAXNAE, BRALEBRINAERS, TEHRGNBI
EEHIREHEXH.
R /var EFHIT—1DLFH Red Hat Enterprise Linux CoreOS (RHCOS) ZRERIMEREFTE, FILUXNR

F2&7E OpenShift Container Platform %414 289 openshift-install £ &) Ex i A BIAL 23 B B 1% B R
B /var X,

BF

NBIRBLUT SRR ORI /var DK, NAZEEROE Kubernetes 5&H
Ignition BEE XM, AATI AR,

1. QB OpenShift Container Platform L2 XX 4-BIE 3 :

I $ mkdir $HOME /clusterconfig

2. JZ1T openshift-install 7£ manifest #1 openshift 7B AIE—H3x 4, EHIRRENEER

i)

175



OpenShift Container Platform 4.6 £ AWS t%%

I $ openshift-install create manifests --dir SHOME/clusterconfig
it Bl

? SSH Public Key ...

INFO Credentials loaded from the "myprofile" profile in file "/home/myuser/.aws/credentials"
INFO Consuming Install Config from target directory

INFO Manifests created in: $HOME/clusterconfig/manifests and
$HOME/clusterconfig/openshift

3. ®1i% : IINREIRFTE clusterconfig/openshift B OIR T5EH -

I $ Is SHOME/clusterconfig/openshift/
it Bl

99_kubeadmin-password-secret.yaml

99 _openshift-cluster-api_master-machines-0.yaml
99 _openshift-cluster-api_master-machines-1.yaml
99 _openshift-cluster-api_master-machines-2.yaml

4. 3 MachineConfig X RFFHFERINE openshift B kM —A b, flan, IBXEMEN
98-var-partition.yaml, JFREE% 5 BN worker RETHREMEIL LTS, FHREBELLERE
fERADN XANTBIE ivar B RRE— DRSO XA -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-var-partition

spec:
config:
ignition:
version: 3.1.0
storage:
disks:
- device: /dev/<device_name> ﬂ
partitions:
- label: var

startMiB: <partition_start_offset> 9
sizeMiB: <partition_size> e
filesystems:
- device: /dev/disk/by-partlabel/var
path: /var
format: xfs
systemd:
units:
- name: var.mount ﬂ
enabled: true
contents: |
[Unit]
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Before=local-fs.target

[Mount]
What=/dev/disk/by-partlabel/var
Where=/var
Options=defaults,prjquota 9
[Install]
WantedBy=local-fs.target

B0 K F S 2.

®9

LTES| SR PRIEIE S XET, #EZRADER 25000 MiB (Mebibytes) . root XHFR%:
KEVEFENLKNMEEHEFRETRAZENR (RZEEENRBE) . MREEEEME, =X
ERENENTFHRENS/IME, NAERM root XUERZIAKXN, TELUGEIHITH RHCOS &
FRETRERBEEIIES XM FBEED,

FRSRBKRN (LURFET HEBAL)

HEH BTN ETN IS Where= i85 HIEEMB RITE, #0, XFHEHEHT
/var/lib/containers LB REE, ZHThiife$ N var-lib-containers.mount,

S F R TARSREEINSUERS, U5 E priquota HEEEE,

® 00

EQIEIIT /var 2 XA, INRAEEFIREEBHEBIN SR, EEHT
EIBYSLHISE B BB F worker 7 5.

5. BRXiz1T openshift-install, M manifest 1 openshift 7B B —H3C 462 Ignition BCE :

$ openshift-install create ignition-configs --dir SHOME/clusterconfig
$ Is SHOME/clusterconfig/
auth bootstrap.ign master.ign metadata.json worker.ign

WAE, AL Ignition BB & X AHE N REFRFBIH A KRR SR Red Hat Enterprise Linux
CoreOS (RHCOS) %%i,

1.9.6.2. R R E X

ERFEE L REEFHEREHAMBNLTERERE .

FRFMH
e 2 7KEX OpenShift Container Platform &2/ A T F B & I EMIZR I FI5REFHI pull secret,
o (HAZIIE R FMIMITT Red Hat Enterprise Linux CoreOS (RHCOS) AMI K ERE BIFEHRE

R, MREEDREINFEEEE L AMI B, 0 AWS GovCloud X1, & IF 51
# install-config.yaml {4,

1. B install-config.yaml 324,
a. BRI EREEFMNBR, BZTUTHS :
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I $ ./openshift-install create install-config --dir <installation_directory> ﬂ

Q % F <installation_directory>, iHiEER T REREREFMOUIENXXHNE K&,

BF

BE—NEBR, —ELEER, 0 bootstrap X.509 IEF, AEHTHARE
B, AUAEESFRARKER. NMREEEFEAT —IPEHRERHNIIX
%, AILVGEEHRENERD, AR, —LREVRIBEWXHLAIRRIELT
hRAZ Bl RrERZS, M OpenShift Container Platform Sk A i & fl &2 244
IF A& AN D

b. TEIRRFFL, REEHEMEEIFS :
i A EFER IR EREY SSH BB,

M FERBEE EHUTRE S RMERE 4T EME OpenShift
Container Platform &2, 1518 ssh-agent 72 # R SSH B,

ii. %5 aws FE N BIRES,

i. MRITENLZEFREAWSBES, ENEERERTZTLEREFNAIBA AWS 7Jj
(7] B2%A 1D # secret 5[R| 25 %H,

-
AWS [R5 5H ID # secret ViR BAGFEMHELREEN EYgiA - EBxAH

B ~/.aws/credentials 7, MIRXEFRAEESHBIEEEZIE, REE
FERREHANEIL, BRRERFIRENFRE SILEEEE G,

iv. EEFEREHIBBIN AWS K,

v. RN EEEL BN Route 53 RS HIE I,

vi. B A — DR MR,
vii. ¥4l Red Hat OpenShift Cluster Manager A pull secret

2. Hi% : %17 install-config.yaml 3244,

BF

install-config.yaml XA 2 Z&E I RHEFEE, MREESFEMALH, wil
TR,

o MFEAXAWS BEEEMEIEBENELER, ESH AWS XEHRHREMEIEXHILE.

1.9.6.3. FRE I EPREEI R E

178


https://console.redhat.com/openshift/install/pull-secret
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html

F1E £ AWS L%

SRR RERIBABE R R EER, MEREHTTP X HTTPS R, &7 LIET 7E install-
config.yaml XH4HEENEIXE, [FHB OpenShift Container Platform &£EECE /7 A,

SoRF Y
o MA—IAEM install-config.yaml XX,

o MKRETEBIFZVINMNIER, HFRERSEELSINRE, MNBERTRIEMERHLEORE,
SIENEE S HANE AP AR, SEE ML RARINE Proxy % §B) spec.noProxy F k5
K,

Proxy X/ status.noProxy FE& s i R&LACE Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #0
networking.serviceNetwork[] FE&HEIET,

X FTE Amazon Web Services(AWS), Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X5
status.noProxy F Bt &8 F SE 5l o &R in 1B 75(169.254.169.254),

o INRIMIIERNI T AWS L, 155 ec2.<region>.amazonaws.com, elasticloadbalancing.
<region>.amazonaws.com #1 s3.<region>.amazonaws.com ifi sURINE] VPC i, FEXL
ImR T RETER T R EI AWS EC2 API 913K, RTFREBERHFIGIMART R TIE, R
AT AWS % FA A L K ER R B AWS EC2 AP, TERIBRRSSZBRFPBIAIFFIRA I EC2
APl B9/2 #E IP HhliE 2 RHHH,

1. 44% install-config.yaml SX4FRIMARERE, B0

apiVersion: v1i

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com 9

additionalTrustBundle: |

FAFOIRERA HTTP 1E#EIRIE URL, URL %72 http,
FAFOIRERN HTTPS HEEMAIE URL,
EHREREBERNBIREA. 1P il sk Ethf%% CIDR HESHFRIIR, FEETEMN . J

CEeFis, 540 : .y.com CEZ x.y.com, {EAREE y.com, {FFH * 5iid piA BHHIHBK
EEO

O 000

IR, REFEFSTE openshift-config ap % 22 (A& B % /7 user-ca- bundle FIFT & bR
SRR ELNN CAUED, NREIRMH additionalTrustBundle F1ZE D — MU
&, Proxy MREWEEE HE|H trustedCA FE&H#] user-ca-bundle EZERET, A

179



OpenShift Container Platform 4.6 £ AWS t%%

&, Cluster Network Operator & 8| — trusted-ca-bundle B2 BT, ¥/ trustedCA
SHIEENNAES RHCOS EEMFE & F. additionalTrustBundle FEE 2 NEM, FRIE
KRIBHZHIEBEREB RHCOS SEIHL SR AL M52,

ONKK EE
: REEFAZHFRIEDN readinessEndpoints F &,

2. REFZXME, FHEZRE OpenShift Container Platform B/ 51 .,

k

RREFRUB—1EH cluster WEESEHE IR, ZAEERARMED install-config.yaml X4 B
WiE, INREFRHAEBLE, MARVE— cluster Proxy ¥R, HERE—1Z spec.

A=
CAS R%#FE N cluster B9 Proxy W%, BITECIETNNRIE,

#

1.9.6.4. il Kubernetes jEH.# Ignition Ed& XX

AT ELTIER—LRBEE L XHHEF I EDIERNE, REUIER Kubernetes 55§ # Ignition
BB, SERFEXIMITROZEEMN LS,

LEERE XEFK N Kubernetes 55 ¥, SEHEREZ Ignition BEEXEH, BEBATUIBEER,

BF

o LRHEIEFEMM Ignition EBEXH D ETE 24 NN ETHARIES, AT B
TEAT, MREFFIUEPRIXMER, BEME 24 NNBER, £HKETIME
HHRIER, —MEIAERZ, BREFIIEFLEERN node-bootstrapper ik
TEHZIEKR (CSR) EIRE kubelet iEH, MBBEZER, ESHMITEH
control plane HF# R ERISIHE,

o EBIVIETE Ignition BEBX ARG 12 /MNTRERTN], BH 24 NNTHIEBATE
RREREER 16 NITE 22 NI EHF TR, @it AE 12 N RER Ignition BBE
X, IERILLR SRR R E T R AT T IR BT 5 B R R R A &,

FoIRFA
o B 5k18 OpenShift Container Platform Zi4&12 %,

o B {I% install-config.yaml &2 & XX 14,

it

1 B EREREFENE R, FAEEBEN Kubernetes JEH
I $ ./openshift-install create manifests --dir <installation_directory> 0

Q %I F <installation_directory>, E15E &8 G AIEM install-config.yaml XH4HIZEE B
EZKLO

2. MHBRTE X control plane #l23# Kubernetes & #3044 :
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I $ rm -f <installation_directory>/openshift/99_openshift-cluster-api_master-machines-*.yaml

W BRIX L sz 44, AT LARG IESEB¥ B B4 X control plane #1285,
3. JHBRTE L worker #2389 Kubernetes 5& H. 3044 :

I $ rm -f <installation_directory>/openshift/99_openshift-cluster-api_worker-machineset-*.yami

HFEZBTORIFEE worker Hl3s, FUILFFERAALX LN

4. % <installation_directory>/manifests/cluster-scheduler-02-config.yml Kubernetes & ¥. 3
£ # 1) mastersSchedulable S EE 2% E D false, LLIXERIBHLETE control plane Hl2% £
& pod:

a. 1TFF <installation_directory>/manifests/cluster-scheduler-02-config.yml 3 4,
b. ;%] mastersSchedulable S FHBRECHXE N false,
c. REFBRHXMH,

5. A% : IIRIEFRFHE Ingress Operator KERECIE DNS it%, EMIFR
<installation_directory>/manifests/cluster-dns-02-config.yml DNS Egi& 3 4 #Y
privateZone #1 publicZone &34 :

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: null
name: cluster
spec:
baseDomain: example.openshift.com
privateZone:
id: mycluster-100419-private-zone
publicZone: g
id: example.openshift.com
status: {}

QO :2iikitEs,
ORI, BESRPBAFIRIMADL DNS IEF,
6. Z0JE Ignition BEEXH, MBEREEFMWBERZITUTHS :
I $ ./openshift-install create ignition-configs --dir <installation_directory> ﬂ

Q %t F <installation_directory>, i5isEMEMNZE R T,

ZERARFERLLT X4 -

|— auth
|

—— kubeadmin-password
| L— kubeconfig
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—— bootstrap.ign
—— master.ign
—— metadata.json
—— worker.ign

1.9.7. 12 EXE i ZR ) & FR

Ignition BEE XS & — " HE—REINARE, ERILUERETE Amazon Web Services (AWS) FME—tiFRiH
IREOEERE, EMZRFI LA A TF7E OpenShift Container Platform Z2& i3 2R EALE XA AWS FHR, 1R
89 CloudFormation iR & &% LB ZF L FRHI51 B, HEEENIIRERE.

FoRZ M
e KEY OpenShift Container Platform Z2&f2 5 LU R S 2£#Y pull secret,
o T HEREA K Ignition LB X1,

o RET jqBHE,

e M Ignition BeEB X n BB PIRINAI B BRI, HETU TS
I $ jq -r .infralD <installation_directory>/metadata.json ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

it Bl
I openshift-vw9j6 ﬂ

ﬂ b A 5 B9 R IR SRR B AN BEAL T RE 2R

1.9.8. £ AWS F{jE VPC

IR WJITE Amazon Web Services (AWS) Afi|# Virtual Private Cloud (VPC) , #f&# OpenShift
Container Platform 88 A, EATLIEE L VPC K BENEXR, 21E VPN MRER.

AT LA AR A CloudFormation #EARF1 B E LS TH AR R VPC B AWS IR,
IR E IR HB CloudFormation AR O3 AWS EAtZRKY, BT EIRENERFHF
FHOEEMZEEN), MRERSEEEWAAIL, EUREENRAETFFIRHENRE

A&,

FoRFM
o BEET M AWSHKF,

o RAILLETIZ21T aws configure, I AWS BEAFM X EARINEIA R AWS ELESE .
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o D HEREEK Ignition ELB XX,

it

1 f/E—1 JSON X, HEERIRmENSHIE !

[
{
"ParameterKey": "VpcCidr", ﬂ

"ParameterValue": "10.0.0.0/16" @)

|3
{
"ParameterKey": "AvailabilityZoneCount", e

"ParameterValue": "1" ﬂ

}
{

"ParameterKey": "SubnetBits",
"ParameterValue": "12" G

VPC # CIDR 3k,
BL x.x.x.x/16-24 ¥R 15 7E CIDR -,

FEEFBEE VPC WA AR E,

ENTRARFAZFDNFRBIARN,

187 5 B 13 MRV EEE, Hrh 579 /27, 135 19,

o
e
L3
@ o1 133z
s
L6

2. EHIAZEME VPC B CloudFormation #&EikER 0 FEVEMR, FHIFEU YAML XA REETT
B L. MR T RAFFTFER VPC,

3. 2% CloudFormation %4k, LLAIERER VPC B AWS HIRHERE
BE

BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml g
--parameters file://<parameters>.json

TRB9 B R,

ﬂ <name> £ CloudFormation ¥MEZHF, 20 cluster-VPC, MNREHIRERE, NEE L
g <template> 28R CloudFormation MR YAML X {BIAE % B R FI &,

<parameters> =2 CloudFormation 2% JSON X {4HIAE X B ZFN & 5.
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ol

arn:aws:cloudformation:us-east-1:269333783861 :stack/cluster-vpc/dbedae40-2fd3-11eb-
820e-12a48460849f

4. WBIAERAGEEETRE :
I $ aws cloudformation describe-stacks --stack-name <name>

7£ StackStatus [~ CREATE_COMPLETE /5, fitH&a ERUTSEME, B xEsy
(HIRMABE ORI R THEM CloudFormation 1R :

Vpcid &9 VPC ID,

PublicSub  #H2HFMH ID,
netlds

PrivateSu & RFME D,
bnetlds

1.9.8.1. VPC By CloudF ormation it

ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.
ConstraintDescription: "The number of availability zones. (Min: 1, Max: 3)"

IR LUER LT CloudFormation 4k &8 E OpenShift Container Platform SE£FFEEHI VPC,
Default: 10.0.0.0/16
Description: CIDR block for VPC.
MinValue: 1
MaxValue: 3

15 1.25. VPC B9 CloudF ormation #&#x

AWSTemplateFormatVersion: 2010-09-09

Description: Template for Best Practice VPC with 1-3 AZs

Parameters:

VpcCidr:

AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
Type: String
Default: 1

4][0-9]|25[0-5])(V(1[6-9]|2[0-4]))$
AvailabilityZoneCount:
Description: "How many AZs to create VPC subnets for. (Min: 1, Max: 3)"
Type: Number
SubnetBits:
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/19-27.
MinValue: 5
MaxValue: 13
Default: 12
Description: "Size of each subnet to create within the availability zones. (Min: 5 = /27, Max: 13 =
/19)"
Type: Number
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Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Network Configuration”
Parameters:
- VpcCidr
- SubnetBits
- Label:
default: "Availability Zones"
Parameters:
- AvailabilityZoneCount
ParameterlLabels:
AvailabilityZoneCount:
default: "Availability Zone Count"
VpcCidr:
default: "VPC CIDR"
SubnetBits:
default: "Bits Per Subnet”

Conditions:
DoAz3: |IEquals [3, IRef AvailabilityZoneCount]
DoAz2: IOr [!Equals [2, |Ref AvailabilityZoneCount], Condition: DoAz3]

Resources:
VPC:
Type: "AWS::EC2::VPC"
Properties:
EnableDnsSupport: "true"
EnableDnsHostnames: "true"
CidrBlock: |Ref VpcCidr
PublicSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: IRef VPC
CidrBlock: !Select [0, !Cidr ['Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-0
- Fn::GetAZs: IRef "AWS::Region"
PublicSubnet2:
Type: "AWS::EC2::Subnet"
Condition: DoAz2
Properties:
Vpcld: IRef VPC
CidrBlock: !Select [1, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-1
- Fn::GetAZs: IRef "AWS::Region"
PublicSubnet3:
Type: "AWS::EC2::Subnet"
Condition: DoAz3
Properties:
Vpcld: IRef VPC
CidrBlock: !Select [2, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
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-2
- Fn::GetAZs: Ref "AWS::Region"
InternetGateway:
Type: "AWS::EC2::InternetGateway"
GatewayTolnternet:
Type: "AWS::EC2::VPCGatewayAttachment"
Properties:
Vpcld: |Ref VPC
InternetGatewayld: |Ref InternetGateway
PublicRouteTable:
Type: "AWS::EC2::RouteTable"
Properties:
Vpcld: |Ref VPC
Type: "AWS::EC2::Route"
DependsOn: GatewayTolnternet
Properties:
RouteTableld: |Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
Gatewayld: |Ref InternetGateway
PublicSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Properties:
Subnetld: 'Ref PublicSubnet
RouteTableld: |Ref PublicRouteTable
PublicSubnetRouteTableAssociation2:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Condition: DoAz2
Subnetld: |Ref PublicSubnet2
RouteTableld: |Ref PublicRouteTable
PublicSubnetRouteTableAssociation3:
Condition: DoAz3
Type: "AWS::EC2::SubnetRouteTableAssociation”
Properties:
Subnetld: |Ref PublicSubnet3
RouteTableld: 'Ref PublicRouteTable
PrivateSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [3, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect

PublicRoute:
Properties:
-0

- Fn::GetAZs: Ref "AWS::Region"
PrivateRouteTable:
Type: "AWS::EC2::RouteTable"
Properties:
Vpcld: |Ref VPC
PrivateSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Properties:
Subnetld: |Ref PrivateSubnet
RouteTableld: |Ref PrivateRouteTable
NAT:
DependsOn:
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- GatewayTolnternet
Type: "AWS::EC2::NatGateway"
Properties:

Allocationld:

"Fn::GetAtt":

- EIP

- Allocationld
Subnetld: 'Ref PublicSubnet

EIP:
Type: "AWS::EC2::EIP"
Properties:
Domain: vpc
Route:
Type: "AWS::EC2::Route"
Properties:
RouteTableld:

Ref: PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayld:

Ref: NAT

PrivateSubnet2:
Type: "AWS::EC2::Subnet"
Condition: DoAz2
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [4, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-1
- Fn::GetAZs: IRef "AWS::Region"
PrivateRouteTable2:
Type: "AWS::EC2::RouteTable"
Condition: DoAz2
Properties:
Vpcld: |Ref VPC
PrivateSubnetRouteTableAssociation2:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Condition: DoAz2
Properties:
Subnetld: |Ref PrivateSubnet2
RouteTableld: |Ref PrivateRouteTable2
NAT2:
DependsOn:
- GatewayTolnternet
Type: "AWS::EC2::NatGateway"
Condition: DoAz2
Properties:
Allocationld:

"Fn::GetAtt":

- EIP2

- Allocationld
Subnetld: |Ref PublicSubnet2

EIP2:
Type: "AWS::EC2::EIP"
Condition: DoAz2
Properties:
Domain: vpc
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Route2:
Type: "AWS::EC2::Route"
Condition: DoAz2
Properties:

RouteTableld:

Ref: PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayld:

Ref: NAT2

PrivateSubnet3:

Type: "AWS::EC2::Subnet"
Condition: DoAz3
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [5, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-2
- Fn::GetAZs: Ref "AWS::Region"
PrivateRouteTable3:
Type: "AWS::EC2::RouteTable"
Condition: DoAz3
Properties:
Vpcld: |Ref VPC
PrivateSubnetRouteTableAssociation3:
Type: "AWS::EC2::SubnetRouteTableAssociation"
Condition: DoAz3
Properties:
Subnetld: 'Ref PrivateSubnet3
RouteTableld: Ref PrivateRouteTable3

NAT3:
DependsOn:
- GatewayTolnternet
Type: "AWS::EC2::NatGateway"
Condition: DoAz3
Properties:
Allocationld:
"Fn::GetAtt":
- EIP3
- Allocationld
Subnetld: 'Ref PublicSubnet3
EIP3:
Type: "AWS::EC2::EIP"
Condition: DoAz3
Properties:
Domain: vpc
Route3:
Type: "AWS::EC2::Route"
Condition: DoAz3
Properties:
RouteTableld:

Ref: PrivateRouteTable3
DestinationCidrBlock: 0.0.0.0/0
NatGatewayld:

Ref: NAT3

S3Endpoint:
Type: AWS::EC2::VPCEndpoint
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Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: ™'
Action:

(£

Resource:

RouteTablelds:
- IRef PublicRouteTable
- IRef PrivateRouteTable
- lIf [DoAz2, |Ref PrivateRouteTable2, IRef "AWS::NoValue"]
- lIf [DoAz3, 'Ref PrivateRouteTable3, |IRef "AWS::NoValue"]
ServiceName: 'Join
- - com.amazonaws.

- IRef '"AWS::Region'’

-.83
Vpcld: |Ref VPC

Outputs:
Vpcld:
Description: ID of the new VPC.
Value: Ref VPC
PublicSubnetlds:
Description: Subnet IDs of the public subnets.
Value:
IJoin [
['Ref PublicSubnet, !If [DoAz2, |Ref PublicSubnet2, |Ref "AWS::NoValue"], !If [DoAz3, |Ref
PublicSubnet3, 'Ref "AWS::NoValue"]]
]
PrivateSubnetlds:
Description: Subnet IDs of the private subnets.
Value:
IJoin [

nn
L]

['Ref PrivateSubnet, !If [DoAz2, IRef PrivateSubnet2, |Ref "AWS::NoValue"], !If [DoAz3, Ref
PrivateSubnet3, |Ref "AWS::NoValue"]]

o A LLE St AWS CloudFormation 124 & k& & &K G2 H CloudFormation #E1F1E,

1.9.9. £ AWS Fh | 22 44 #0 17 239 fr4H 4

R FE OpenShift Container Platform &8¥ A LUEFHY Amazon Web Services (AWS) AREZEMLZE, &
BTV R 4% 1 B,

87T LA FR 1R B9 CloudFormation #&ARFN B & LS HOUHRAIE AWS FHRMER, MR OpenShift
Container Platform SEB¥RT R BIMZEFN B9 AH G, ZERL OB — N EERX M FRIRE,
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BRI LATE B — B FAE R (VPC)R Z RIB 1T 4R

JNRAFEARMEA CloudFormation AR K B/ AWS EfiliZRty, Bl ERMENERH
Foh QI BRERR, MRERZEEBDBL, ERFERRILIESIFHIRMENRE

A&,

FoRFM
e EBEET M AWSHKF,
o RALLE T2 1T aws configure, I AWS BEAF X ERINEIA R AWS ELESE .
o T HEREEK Ignition ELB XX,

o BIEAWS FEIBHEET VPC REXFM,

1. FREV&AE install-config.yam| SU{4 AR MR BB E M Route 53 BEIFMIEE X ID, EAILLUZITLLTF
BERRBEERIFHER

I $ aws route53 list-hosted-zones-by-name --dns-name <route53_domain> ﬂ

%I F <route53_domain>, HEIEEME NERFAE K install-config.yaml SUAH AT FRY
Route53 £,

il

mycluster.example.com. False 100
HOSTEDZONES 65F8F38E-2268-B835-E15C-AB55336FCBFA
/hostedzone/Z21IXYZABCZ2A4 mycluster.example.com. 10

ERflEEF, TERX ID 5 Z211XYZABCZ2A4,

2. Q— JSON X4, HEBSERMENSHIE

[
{

"ParameterKey": "ClusterName",
"ParameterValue": "mycluster”

|3

{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" °

}
{
"ParameterKey": "HostedZoneld", 6

"ParameterValue": "<random_string>" G

}
{

"ParameterKey": "HostedZoneName",
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"ParameterValue": "example.com” G

1,
{
"ParameterKey": "PublicSubnets"”, Q

"ParameterValue": "subnet-<random_string>" @

1
{
"ParameterKey": "PrivateSubnets", m

"ParameterValue": "subnet-<random_string>" @

|3
{
"ParameterKey": "Vpcld", @

"ParameterValue": "vpc-<random_string>" @

}
]

—NEEN. RREFNEHATENGSE.

B E B NERESE K install-config.yaml TR A B BE S 7R

1889 Ignition BEE S M4 A0 SR B i B SR RF BRI SR A 7R,

18TE M Ignition BB & XM TR FIRERBE IR & FR, HAEX N <cluster-name>-

<random-string>.
FA S B A8 Route 53 R KX ID,

187 Route 53 A# X ID, HIZHX 5 Z21IXYZABCZ2A4 £, EBILAM AWS #2515 FKEX
XME.

FA S 3E M B R Route 53 X,

BE M NEEBE M install-config.yaml SR ATF B Route 53 &g, E7E & AWS #24l
BhERNERER ().

1 VPC DI A HF .
18 VPC B CloudFormation #&#R fi 8 PublicSubnetlds 1E.
7 VPC GBI % B F R,
87 VPC B CloudFormation #&#R i i 89 PrivateSubnetlds 1E.

NEEFUER VPC,

99090000 99 90 606009

8% VPC B9 CloudFormation &4 #iH 89 Vpeld &,

3. EHIARE IR 7 H %2 CloudFormation RARER D R BIEMR, FIFELL YAML XX
ARFENTEN L, SRR T REFRTRE PSS N EEN K.

BF

INREFEHIEER AWS BT, EiE#H CloudFormation ik AT
InternalApiServerRecord, LU CNAME if3%, AWS BFEXAZ# ALIAS 3%
BUA9IC K,
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192

4. 55 CloudFormation %4k, LLOIER AWS BERMERR, 1 ZHERRIR RIS R i Bt a4 -

BE
B IE— 1T A B4,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json
--capabilities CAPABILITY_NAMED_IAM ﬂ

<name> 2 CloudFormation #IERIEZFF, 40 cluster-dns, MNRIEMFRERE, NIEE i
52: S 1

<template> 2K {R7EH CloudFormation 4R YAML XAFHIFERT BR R FN A TR,
<parameters> =2 CloudFormation 2% JSON X {4HIAEN] EE Z & 5.

180/ R 7= BR CAPABILITY NAMED_IAM IhgE, BN RHHERAOIE—L
AWS::IAM::Role %[

6@@ o

it Bl

arn:aws:cloudformation:us-east-1:269333783861:stack/cluster-dns/cd3e5de0-2fd4-11eb-
5¢f0-12be5c33a183

5. MWIABERAGEEETE :
I $ aws cloudformation describe-stacks --stack-name <name>

1f StackStatus 2~ CREATE_COMPLETE 5, HIHSERUTSHEME, EOIUFXLESE
HIRRATEOBERN ZiZ2THEM CloudFormation &4k :

PrivateHo % F DNSH#EER ID.
stedZonel
d

ExternalA A8 API i # 2R TR AR,
piLoadBal

ancerNam

e

InternalAp  AREB API A E I 2RBI TR AR,
iLoadBala
ncerName

ApiServer AP fRS5EBRHITEEN A,
DnsName
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RegisterN  BBE)TF hviX & i #3942 M/ #5 M 1P BA789 Lambda ARN,
IblpTarget
sLambda

ExternalA 488 API BRI ARN,
piTargetG
roupArn

InternalAp  PIER API BATRZHEY ARN,
iTargetGr
oupArn

InternalSe  RERARSS B FRHEFRY ARN,
rviceTarg

etGroupA

rn

1.9.9.1. % 71 B398 3309 CloudFormation £tk

IRATLAE A LLT CloudFormation i 8 E OpenShift Container Platform 5 3% AT s B 25 % R #0111 £
2R,

151 1.26. L& FN 7 3982889 CloudFormation &4R
AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Network Elements (Route53 & LBs)
Parameters:
ClusterName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Cluster name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, representative cluster name to use for host names and other identifying
names.
Type: String
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag cloud resources and identify items owned or
used by the cluster.
Type: String
HostedZoneld:
Description: The Route53 public zone ID to register the targets with, such as
Z21IXYZABCZ2A4.
Type: String
HostedZoneName:
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Description: The Route53 zone to register the targets with, such as example.com. Omit the
trailing period.
Type: String
Default: "example.com”
PublicSubnets:
Description: The internet-facing subnets.
Type: List<AWS::EC2::Subnet::l1d>
PrivateSubnets:
Description: The internal subnets.
Type: List<AWS::EC2::Subnet::Id>

Vpcld:
Description: The VPC-scoped resources will belong to this VPC.
Type: AWS::EC2::VPC::Id

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- ClusterName
- InfrastructureName
- Label:
default: "Network Configuration
Parameters:
- Vpcld
- PublicSubnets
- PrivateSubnets
- Label:
default: "DNS"
Parameters:
- HostedZoneName
- HostedZoneld
ParameterLabels:
ClusterName:
default: "Cluster Name"
InfrastructureName:
default: "Infrastructure Name"
Vpcld:
default: "VPC ID"
PublicSubnets:
default: "Public Subnets"
PrivateSubnets:
default: "Private Subnets”
HostedZoneName:
default: "Public Hosted Zone Name"
HostedZoneld:
default: "Public Hosted Zone ID"

Resources:
ExtApiElb:
Type: AWS::ElasticLoadBalancingV2::LoadBalancer
Properties:
Name: lJoin ["-", [IRef InfrastructureName, "ext"]]
IpAddressType: ipv4
Subnets: IRef PublicSubnets
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Type: network

IntApiElb:
Type: AWS::ElasticLoadBalancingV2::LoadBalancer
Properties:
Name: Join ["-", [!Ref InfrastructureName, "int"]]
Scheme: internal
IpAddressType: ipv4
Subnets: |Ref PrivateSubnets
Type: network

IntDns:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: "Managed by CloudFormation”
Name: Join [".", [!Ref ClusterName, 'Ref HostedZoneName]]
HostedZoneTags:
- Key: Name
Value: WJoin ["-", [IRef InfrastructureName, "int"]]
- Key: oin [, ["kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "owned"
VPCs:
- VPCId: IRef Vpcld
VPCRegion: IRef "AWS::Region"

ExternalApiServerRecord:
Type: AWS::Route53::RecordSetGroup
Properties:
Comment: Alias record for the API server
HostedZoneld: 'Ref HostedZoneld
RecordSets:
- Name:
IJoin [
["api", IRef ClusterName, Join [, [!Ref HostedZoneName, "."]]],
]
Type: A
AliasTarget:
HostedZoneld: |GetAtt ExtApiElb.CanonicalHostedZonelD
DNSName: |GetAtt ExtApiElb.DNSName

InternalApiServerRecord:
Type: AWS::Route53::RecordSetGroup
Properties:
Comment: Alias record for the APl server
HostedZoneld: Ref IntDns
RecordSets:
- Name:
IJoin [

nn
’

["api", IRef ClusterName, Join [, [!Ref HostedZoneName, "."]]],
]

Type: A

AliasTarget:
HostedZoneld: |GetAtt IntApiElb.CanonicalHostedZonelD

F1E £ AWS L%

195



OpenShift Container Platform 4.6 £ AWS tZ2%:

DNSName: |GetAtt IntApiElb.DNSName
- Name:
IJoin [
["api-int", IRef ClusterName, lJoin ["", [Ref HostedZoneName, "."]]],

]

Type: A

AliasTarget:
HostedZoneld: |GetAtt IntApiElb.CanonicalHostedZonelD

DNSName: !GetAtt IntApiElb.DNSName

ExternalApilListener:
Type: AWS::ElasticLoadBalancingV2::Listener
Properties:
DefaultActions:
- Type: forward
TargetGroupArn:
Ref: ExternalApiTargetGroup
LoadBalancerArn:
Ref: ExtApiElb
Port: 6443
Protocol: TCP

ExternalApiTargetGroup:
Type: AWS::ElasticLoadBalancingV2::TargetGroup
Properties:
HealthChecklIntervalSeconds: 10
HealthCheckPath: "/readyz"
HealthCheckPort: 6443
HealthCheckProtocol: HTTPS
HealthyThresholdCount: 2
UnhealthyThresholdCount: 2
Port: 6443
Protocol: TCP
TargetType: ip
Vpcld:
Ref: Vpcld
TargetGroupAttributes:
- Key: deregistration_delay.timeout_seconds
Value: 60

InternalApiListener:
Type: AWS::ElasticLoadBalancingV2::Listener
Properties:
DefaultActions:
- Type: forward
TargetGroupArn:
Ref: InternalApiTargetGroup
LoadBalancerArn:
Ref: IntApiElb
Port: 6443
Protocol: TCP

InternalApiTargetGroup:

Type: AWS::ElasticLoadBalancingV2::TargetGroup
Properties:
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HealthChecklIntervalSeconds: 10
HealthCheckPath: "/readyz"
HealthCheckPort: 6443
HealthCheckProtocol: HTTPS
HealthyThresholdCount: 2
UnhealthyThresholdCount: 2
Port: 6443
Protocol: TCP
TargetType: ip
Vpcld:

Ref: Vpcld
TargetGroupAttributes:

- Key: deregistration_delay.timeout_seconds

Value: 60

InternalServicelnternalListener:

Type: AWS::ElasticLoadBalancingV2::Listener

Properties:
DefaultActions:
- Type: forward
TargetGroupArn:

Ref: InternalServiceTargetGroup

LoadBalancerArn:
Ref: IntApiElb

Port: 22623

Protocol: TCP

InternalServiceTargetGroup:

Type: AWS::ElasticLoadBalancingV2::TargetGroup

Properties:
HealthChecklIntervalSeconds: 10
HealthCheckPath: "/healthz"
HealthCheckPort: 22623
HealthCheckProtocol: HTTPS
HealthyThresholdCount: 2
UnhealthyThresholdCount: 2
Port: 22623
Protocol: TCP
TargetType: ip
Vpcld:

Ref: Vpcld
TargetGroupAttributes:

- Key: deregistration_delay.timeout_seconds

Value: 60

RegisterTargetLambdalamRole:
Type: AWS::IAM::Role
Properties:

RoleName: lJoin ["-", [IRef InfrastructureName, "nlb", "lambda", "role"]]

AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:

- Effect: "Allow"
Principal:
Service:
- "lambda.amazonaws.com"”

F1E £ AWS L%
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"elasticloadbalancing:DeregisterTargets",
]
Resource: Ref InternalServiceTargetGroup
- Effect: "Allow"
Action:

[

OpenShift Container Platform 4.6 £ AWS L%
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:DeregisterTargets",

Action:
- "sts:AssumeRole"
Path: "/"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "master”, "policy"]]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
[
"elasticloadbalancing:RegisterTargets”,
"elasticloadbalancing:DeregisterTargets",
]
Resource: IRef InternalApiTargetGroup
- Effect: "Allow"
Action:
[
]

"elasticloadbalancing:RegisterTargets”,
Resource: |Ref ExternalApiTargetGroup
RegisterNIblpTargets:
Type: "AWS::Lambda::Function"
Properties:
Handler: "index.handler"
Role:
Fn::GetAtt:
- "RegisterTargetLambdalamRole"
- "Arn"
Code:
ZipFile: |
import json
import boto3
import cfnresponse
def handler(event, context):
elb = boto3.client('elbv2")
if event['RequestType'] == 'Delete":
elb.deregister_targets(TargetGroupArn=event['ResourceProperties’]
[TargetArn'], Targets=[{'ld": event['ResourceProperties'][ Targetlp']}])
elif event['RequestType'] == 'Create":
elb.register_targets(TargetGroupArn=event['ResourceProperties'][ TargetArn'],Targets=
[{'ld": event['ResourceProperties’|[ Targetlp'T}])
responseData = {}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
event['ResourceProperties’|[ TargetArn']+event['ResourceProperties’]|[ Targetlp')
Runtime: "python3.7"
Timeout: 120

198



F1E £ AWS L%

RegisterSubnetTagsLambdalamRole:
Type: AWS::IAM::Role
Properties:
RoleName: lJoin ["-", [IRef InfrastructureName, "subnet-tags-lambda-role"]]
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "lambda.amazonaws.com"”
Action:
- "sts:AssumeRole"
Path: "/"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "subnet-tagging-policy"]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
[
"ec2:DeleteTags",
"ec2:CreateTags"
]
Resource: "arn:aws:ec2:*:*:subnet/*"
- Effect: "Allow"
Action:
[
"ec2:DescribeSubnets”,
"ec2:DescribeTags"

]

Resource: "*"
RegisterSubnetTags:
Type: "AWS::Lambda::Function"
Properties:
Handler: "index.handler"
Role:
Fn::GetAtt:
- "RegisterSubnetTagsLambdalamRole"
- "Arn"
Code:
ZipFile: |
import json

import boto3
import cfnresponse
def handler(event, context):
ec2_client = boto3.client('ec2’)
if event['RequestType'] == 'Delete":
for subnet_id in event['ResourceProperties']['Subnets']:
ec2_client.delete_tags(Resources=[subnet_id], Tags=[{'Key": 'kubernetes.io/cluster/' +
event['ResourceProperties’|['InfrastructureName']}]);
elif event['RequestType'] == 'Create":
for subnet_id in event['ResourceProperties']['Subnets']:

199



OpenShift Container Platform 4.6 £ AWS tZ2%:

ec2_client.create_tags(Resources=[subnet_id], Tags=[{'Key": 'kubernetes.io/cluster/' +
event['ResourceProperties'|['InfrastructureName'], 'Value'": 'shared'}]);
responseData = {}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
event['ResourceProperties’|['InfrastructureName']+event['ResourceProperties’]['Subnets'][0])

Runtime: "python3.7"
Timeout: 120

RegisterPublicSubnetTags:
Type: Custom::SubnetRegister
Properties:
ServiceToken: |GetAtt RegisterSubnetTags.Arn
InfrastructureName: IRef InfrastructureName
Subnets: IRef PublicSubnets

RegisterPrivateSubnetTags:
Type: Custom::SubnetRegister
Properties:
ServiceToken: |GetAtt RegisterSubnetTags.Arn
InfrastructureName: IRef InfrastructureName
Subnets: IRef PrivateSubnets

Outputs:
PrivateHostedZoneld:
Description: Hosted zone ID for the private DNS, which is required for private records.
Value: IRef IntDns
ExternalApiLoadBalancerName:
Description: Full name of the external API load balancer.
Value: |GetAtt ExtApiElb.LoadBalancerFullName
InternalApiLoadBalancerName:
Description: Full name of the internal API load balancer.
Value: |GetAtt IntApiElb.LoadBalancerFullName
ApiServerDnsName:
Description: Full hostname of the API server, which is required for the Ignition config files.
Value: Join [".", ["api-int", IRef ClusterName, 'Ref HostedZoneName]]
RegisterNIblpTargetsLambda:
Description: Lambda ARN useful to help register or deregister IP targets for these load
balancers.
Value: |GetAtt RegisterNIblpTargets.Arn
ExternalApiTargetGroupArn:
Description: ARN of the external API target group.
Value: Ref ExternalApiTargetGroup
InternalApiTargetGroupArn:
Description: ARN of the internal API target group.
Value: IRef InternalApiTargetGroup
InternalServiceTargetGroupArn:
Description: ARN of the internal service target group.
Value: |Ref InternalServiceTargetGroup
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BF

INREIFERFEBEER AWS BUF XIS, Ea471FE#T InternalApiServerRecord LAfE
CNAME ic>k, AWS BIFFX A% ALIAS KEBICT, Bl

Type: CNAME

TTL: 10

ResourceRecords:

- 1GetAtt IntApiElb.DNSName

Hb TR
o IRAILLE T St AWS CloudFormation & k& B IR OB CloudFormation HERRRIIE I,
o RETLLEIT S HEI AWS Route 53 414 kBB E X HIEE,

o AXIHAHRERMESER, HSMH AWS PRI HAHIEER,

1.9.10. £ AWS |2 2HNA R

IRJITE Amazon Web Services (AWS) AREIERZELAMA R, HIEM OpenShift Container Platform &
A,

e LAFE 1R HY CloudFormation AR FN B E LSO RO AWS FIRMER, HEELE OpenShift
Container Platform £ N L L HIMA G,
==

INRAE IR EH CloudFormation *ﬁ*ﬁ%ﬁULAWS EZRN, it EREMERFH
FHOBEMZIN, MBREREREEBNAL, EUREEENRIEIFFIREENRE
=

FoRFM
e EBEET 1M AWSHKF,
o REILLET aws configure, I AWS B KRB AL AWS EEESE A,
o T HEREEK Ignition BEB X1,
o 1RTE AWS FAIEHEE T VPC RIEXFM,

1. f/E—1 JSON X, HEERRmENSHIE !

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" 9

}
{
"ParameterKey": "VpcCidr", G

"ParameterValue": "10.0.0.0/16" @)
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}
{

"ParameterKey": "PrivateSubnets",
"ParameterValue": "subnet-<random_string>" G

|3
{
"ParameterKey": "Vpcld", ﬂ

"ParameterValue": "vpc-<random_string>" 6

}
]

&Y Ignition BE & ST A h SR BF m L RO SR B Lt BR A B FFo
18 7E M Ignition BCiE LA TTHUIE PRIV E MR 2 TR, HME RN <cluster-names-

<random-string>.

VPC #J CIDR #£,

EEU x.x.x.x/16-24 X E LB AT VPC B9 CIDR bR,

9 VPC Bl & B F M,

187 VPC By CloudFormation #&#R it #J PrivateSubnetlds f&.

BB VPC,

Q99900 ®©9O

87 VPC B9 CloudFormation #&#x fiH &9 Vpceld &,

2. EHIAREHHRENRH CloudFormation kD ARENR, FIFELU YAML XEFRREE
TTEN L, WERER T EEMENRZLSANAR,

3. 55/ CloudFormation 4R, LIEIEARRRZESHEMA G AWS FHRHERE :

BE
BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json
--capabilities CAPABILITY_NAMED_IAM ﬂ

<name> 2 CloudFormation #RIEZFR, 40 cluster-sec, INRIEMIPRERE, NIEE L
52: 1

<template> 2&ER7FH CloudFormation 4R YAML XX 4RIAEN] BEZ & 5.

<parameters> =2 CloudFormation 24 JSON X {4HIAE X B ZFN & 5.

O00® O

1R/ BATA 7R B CAPABILITY_NAMED IAM Zhig, FEWIREMERSQIE—L
AWS::IAM::Role #1 AWS::IAM::InstanceProfile % &,

it Bl
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arn:aws:cloudformation:us-east-1:269333783861:stack/cluster-sec/03bd4210-2ed7-11eb-
6d7a-13fc0b61e9db

4. WINMERAHEESERE :
I $ aws cloudformation describe-stacks --stack-name <name>

1f StackStatus .-k CREATE_COMPLETE 5, #iH& B RUTSHME, EUIHX LS
EIR PR RELBERF EIZ1THEM CloudFormation #&#R :

MasterSec  Master Z£%4H ID
urityGrou
pld

WorkerSe  worker 224 ID
curityGro
upld

Masterlns Master IAM LB E 5
tanceProfi
le

Workerlns  worker IAM SEfIEEEE
tanceProfi
le

1.9.10.1. 2% %M CloudFormation it

BT LUMFERALLT CloudFormation R EE8ZE OpenShift Container Platform £ EM L 24T R,

151 1.27. &2 R CloudFormation &4
AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Security Elements (Security Groups & I1AM)
Parameters:
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag cloud resources and identify items owned or
used by the cluster.
Type: String
VpcCidr:
AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
4][0-9]|25[0-5])(V(1[6-9]]2[0-41))$
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.
Default: 10.0.0.0/16
Description: CIDR block for VPC.
Type: String
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Vpcld:
Description: The VPC-scoped resources will belong to this VPC.
Type: AWS::EC2::VPC::Id

PrivateSubnets:
Description: The internal subnets.
Type: List<AWS::EC2::Subnet::l1d>

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Network Configuration"
Parameters:
- Vpcld
- VpcCidr
- PrivateSubnets
ParameterlLabels:
InfrastructureName:
default: "Infrastructure Name"
Vpcld:
default: "VPC ID"
VpcCidr:
default: "VPC CIDR"
PrivateSubnets:
default: "Private Subnets”

Resources:
MasterSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Cluster Master Security Group
SecurityGrouplngress:
- IpProtocol: icmp
FromPort: 0
ToPort: 0
Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp
FromPort: 22
ToPort: 22
Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp
ToPort: 6443
FromPort: 6443
Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp
FromPort: 22623
ToPort: 22623
Cidrlp: |Ref VpcCidr
Vpcld: |Ref Vpcld

WorkerSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Cluster Worker Security Group
SecurityGrouplngress:
- IpProtocol: icmp

FromPort: 0

ToPort: 0

Cidrlp: |Ref VpcCidr
- IpProtocol: tcp

FromPort: 22

ToPort: 22

Cidrlp: 'Ref VpcCidr
Vpcld: |Ref Vpcld

MasterlngressEtcd:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: etcd
FromPort: 2379
ToPort: 2380
IpProtocol: tcp

MasterlngressVxlan:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp

MasterlngressWorkerVxlan:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp

MasterlngressGeneve:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
ToPort: 6081
IpProtocol: udp

MasterlngressWorkerGeneve:

Type: AWS::EC2::SecurityGrouplngress
Properties:
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Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
ToPort: 6081
IpProtocol: udp
Masterlngressinternal:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp
MasteringressWorkerInternal:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: IGetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp
MasterIngressinternalUDP:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld

SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication

FromPort: 9000

ToPort: 9999

IpProtocol: udp

MasteringressWorkerInternalUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: udp

MasterlngressKube:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes kubelet, scheduler and controller manager
FromPort: 10250
ToPort: 10259
IpProtocol: tcp
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MasterlngressWorkerKube:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld

Description: Kubernetes kubelet, scheduler and controller manager
FromPort: 10250

ToPort: 10259
IpProtocol: tcp

MasterlngressingressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

MasterlngressWorkeringressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

MasterlngressingressServicesUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp

MasterlngressWorkeringressServicesUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp

WorkerIngressVxlan:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
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Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp
WorkerIngressMasterVxlan:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp
WorkeringressGeneve:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
ToPort: 6081
IpProtocol: udp
WorkerIngressMasterGeneve:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081

ToPort: 6081
IpProtocol: udp

Workerlngressinternal:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp

WorkerIngressMasterInternal:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp

WorkerIngressinternalUDP:
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Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: udp

WorkerIngressMasterinternalUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: udp

WorkerIngressKube:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes secure kubelet port
FromPort: 10250
ToPort: 10250
IpProtocol: tcp

WorkerIngressWorkerKube:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal Kubernetes communication
FromPort: 10250
ToPort: 10250
IpProtocol: tcp

WorkerIngressingressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

WorkerIngressMasterIngressServices:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
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Type: AWS::IAM::Role
Properties:

ToPort: 32767
IpProtocol: tcp
WorkerIngressingressServicesUDP:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp
WorkerlngressMasteringressServicesUDP:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
AssumeRolePolicyDocument:

ToPort: 32767
IpProtocol: udp
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com”
Action:
- "sts:AssumeRole"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "master”, "policy"]]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
- "ec2:AttachVolume"
- "ec2:AuthorizeSecurityGrouplngress"
- "ec2:CreateSecurityGroup"
- "ec2:CreateTags"
- "ec2:CreateVolume"
- "ec2:DeleteSecurityGroup"
- "ec2:DeleteVolume"
- "ec2:Describe™"
- "ec2:DetachVolume"
- "ec2:ModifyInstanceAttribute"
- "ec2:ModifyVolume"
- "ec2:RevokeSecurityGrouplngress”
- "elasticloadbalancing:AddTags"
- "elasticloadbalancing:AttachLoadBalancerToSubnets"
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- "elasticloadbalancing:ApplySecurityGroupsTolLoadBalancer"
- "elasticloadbalancing:CreateListener"

- "elasticloadbalancing:CreateLoadBalancer"

- "elasticloadbalancing:CreateLoadBalancerPolicy"

- "elasticloadbalancing:CreateLoadBalancerListeners”

- "elasticloadbalancing:CreateTargetGroup”

- "elasticloadbalancing:ConfigureHealthCheck"

- "elasticloadbalancing:DeleteListener"

- "elasticloadbalancing:DeleteLoadBalancer"

- "elasticloadbalancing:DeleteLoadBalancerListeners"

- "elasticloadbalancing:DeleteTargetGroup"

- "elasticloadbalancing:DeregisterinstancesFromLoadBalancer"
- "elasticloadbalancing:DeregisterTargets"

- "elasticloadbalancing:Describe™

- "elasticloadbalancing:DetachLoadBalancerFromSubnets”

- "elasticloadbalancing:ModifyListener"

- "elasticloadbalancing:ModifyLoadBalancerAttributes”

- "elasticloadbalancing:Modify TargetGroup"

- "elasticloadbalancing:Modify TargetGroupAttributes”

- "elasticloadbalancing:RegisterinstancesWithLoadBalancer"
- "elasticloadbalancing:RegisterTargets"

- "elasticloadbalancing:SetLoadBalancerPoliciesForBackendServer"
- "elasticloadbalancing:SetLoadBalancerPoliciesOfListener"

- "kms:DescribeKey"

Resource: ™"

MasterlnstanceProfile:
Type: "AWS::IAM::InstanceProfile"
Properties:
Roles:
- Ref: "MasterlamRole"

WorkerlamRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "worker", "policy"]]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
- "ec2:Describelnstances”
- "ec2:DescribeRegions”
Resource: ™"

WorkerlnstanceProfile:
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Type: "AWS::IAM::InstanceProfile"
Properties:
Roles:
- Ref: "WorkerlamRole"
Outputs:
MasterSecurityGroupld:
Description: Master Security Group 1D
Value: |GetAtt MasterSecurityGroup.Groupld
WorkerSecurityGroupld:
Description: Worker Security Group 1D
Value: |GetAtt WorkerSecurityGroup.Groupld

MasterInstanceProfile:
Description: Master IAM Instance Profile
Value: |Ref MasterInstanceProfile

WorkerInstanceProfile:
Description: Worker 1AM Instance Profile
Value: |Ref WorkerlnstanceProfile

A%

Hib ¥R
o A LLE St AWS CloudFormation 124 & k& & & G2 B CloudFormation #E1F1E,

=

1.9.11. AWS £t Z2 989 RHCOS AMI

ZIHE N 1& T OpenShift Container Platform i sRig§ EBI & FH Amazon Web Services (AWS) Xigigt T8
2B Red Hat Enterprise Linux CoreOS (RHCOS) AMI,

AR LS ABECH AMI, EREFEE A RHCOS AMI X ig,

%< 1.27. RHCOS AMI

AWS X AWS AMI

af-south-1 ami-09921c9c1c36e695¢c
ap-east-1 ami-01ee8446e9af6b197
ap-northeast-1 ami-04e5b5722a55846ea
ap-northeast-2 ami-0fdc25¢c8a0273a742
ap-south-1 ami-09e3deb397cc526a8
ap-southeast-1 ami-0630e03f75e02eec4
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AWS X AWS AMI

ap-southeast-2 ami-069450613262ba03c
ca-central-1 ami-012518cdbd3057dfd
eu-central-1 ami-0bd7175ff5b1aefOc

eu-north-1 ami-06c9ec42d0a839ad2
eu-south-1 ami-0614d7440a0363d71
eu-west-1 ami-01b89df58b5d4d5fa
eu-west-2 ami-06f6e31ddd554f89d
eu-west-3 ami-0dc82e2517ded15a1
me-south-1 ami-07d181e3aa0f76067
sa-east-1 ami-0cd44e6dd20e6¢7fa
us-east-1 ami-04a16d506e5b0e246
us-east-2 ami-0a1f868ad58ea59a7
us-west-1 ami-0a65d76e3a6f6622f

us-west-2 ami-0dd9008abadc519f1

1.9.11.1. ;25 A%H M RHCOS AMI B AWS X 15

{57 LUF OpenShift Container Platform £2£28 & E) Amazon Web Services (AWS) X1, MEEXT Red
Hat Enterprise Linux CoreOS (RHCOS) Amazon Machine Image (AMI) = AWS B4FF 4 kit (SDK)
BMEREESR, R AWS XEGRERTHANSARHN AMI, B UEREEHA EEEE L AMI, NREE
IHEBFERE R AWS BUF XIS, NIFZELLSE.

INRIEEZBERE AHE RHCOS AMI BIEHII X, BIEEIEEEBE N AMI, RERFBIN
us-east-1 AMI EHIEIAFIKF, RE, REEFFERARIASASEENTHAEERS (KMS) BHOE
WA EBS B8 control plane #l25, X1F AMI IRERS A %H) RHCOS AMI #8RE 892 TIE7.

EEHUBIER, TEMEHPEFEEREXZF RHCOS AMIXE, RNE&E4LH. B2, &7
LAi@ 5t 7E install-config.yaml SR ERE B E L AMI SRR EEX X,

1.9.11.2. £ AWS 1 EfZH%E X RHCOS AMI

INREIEZBZEIBE L Amazon Web Services (AWS) Xif, Bl LEEF ZXIEHEE L Red Hat
Enterprise Linux CoreOS (RHCOS) Amazon Machine Image (AMI) ,
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FoRFM

214

o BEET M AWSHKF,

o BEfFAFEM IAM iR %5 A & 0]8 Amazon S3 FiH.

e 5 RHCOS VMDK 3244 Ef£%] Amazon S3, RHCOS VMDK X2/ N FHEFHRELRERN

OpenShift Container Platform MR A<M & & hR A,

o fRTET AWS CLI HELEINEMITEN L, HSHERINHALERZFZE AWS CLL

L FAWS BEERSFH VML E :
I $ export AWS_PROFILE=<aws_profile> )

ﬂ B AWS FIER AWS BEBE& &FF, 40 govcloud,

2. HEBEENLAMI KBRS H VIR E
I $ export AWS_DEFAULT_REGION=<aws_region> )

Q AWS X1, 40 us-gov-east-1.

3. ¥ %% Amazon S3 B RHCOS WA S H AR L R
I $ export RHCOS_VERSION=<version> )

Q RHCOS VMDK KA, 10 4.6.0,

4. 1% Amazon S3 A FHE N INELE -
I $ export VMIMPORT_BUCKET_NAME=<s3_bucket_name>
5. fil# containers.json X {43 E X RHCOS VMDK 3 {4 :

$ cat <<EOF > containers.json

{

"Description": "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64",

"Format": "vmdk",
"UserBucket": {
"S3Bucket": "${VMIMPORT_BUCKET_NAME}",

"S3Key": "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64.vmdk"

}

}
EOF

6. 1 RHCOS ###-5 A7y Amazon EBS 1RER :


https://docs.aws.amazon.com/vm-import/latest/userguide/vmie_prereqs.html#vmimport-role
https://docs.aws.amazon.com/cli/latest/userguide/install-bundle.html
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$ aws ec2 import-snapshot --region ${AWS_DEFAULT_REGION} \
--description "<description>" \
--disk-container "file://<file_path>/containers.json" 9

ﬂ 5 A RHCOS g #imy#E5R, 70 rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64.

Q #k RHCOS R#EH JSON B SCHFER R, JSON X4 R G &R Amazon S3 g%
AN EA,

7. REHKRSARE

I $ watch -n 5 aws ec2 describe-import-snapshot-tasks --region ${AWS_DEFAULT_REGION}
it Bl

{
"ImportSnapshotTasks":

{
"Description": "rhcos-4.6.0-x86_64-aws.x86_64",

"ImportTaskld": "import-snap-fh6i8uil",
"SnapshotTaskDetail": {
"Description": "rhcos-4.6.0-x86_64-aws.x86_64",
"DisklmageSize": 819056640.0,
"Format": "VMDK",
"Snapshotld": "snap-06331325870076318",
"Status": "completed”,
"UserBucket": {
"S3Bucket": "external-images",
"S3Key": "rhcos-4.6.0-x86_64-aws.x86_64.vmdk"

Sl Snapshotld LU M55,

8. M RHCOS IR B & X RHCOS AMI:

$ aws ec2 register-image \
--region ${AWS_DEFAULT_REGION} \
--architecture x86_64 \ ﬂ
--description "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64" \ 9
--ena-support \
--name "rhcos-${RHCOS_VERSION}-x86_64-aws.x86_64" \9
--virtualization-type hvm \
--root-device-name '/dev/xvda' \
--block-device-mappings 'DeviceName=/dev/xvda,Ebs=
{DeleteOnTermination=true,Snapshotld=<snapshot_ID>}' ﬂ

Q RHCOS VMDK %245 8!, 41 x86_64. s390x = ppc6dle,

Q kB 5 AREEH Description,
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g RHCOS AMI B9 #5.,
Q S ABIRIRHE) SnapshotID,

MEBETRESARIXL APIRER, HSH AWS 3 5 AIRER M 0/ H EBS ZHFHY AMI,

1.9.12. 7£ AWS H 8/ bootstrap T ;=

IR JITTE Amazon Web Services (AWS) A& bootstrap T7 s, LAMETE OpenShift Container Platform
SRR RERER,

87T LA IR B9 CloudFormation #&ARFN B E LS HBOUHROIE AWS FRMER, HEFR OpenShift
Container Platform &5 bootstrap 1 .

pa =3

INRAEARAEB CloudFormation &R R AIEE bootstrap T, Wi EIREHE RFHF
FRBREMZEN, MREFHLEERDRL, EUREEEKRIBIFFIREENRE

A&,

FRFZM
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BEE T —1 AWS K,

IRE LLB1T 24T aws configure, 5§ AWS BHAMXISRMEIAH AWS BEESE .
BENEEELE MK Ignition BB ST,

187 AWS A FHECE T VPC REXFM,

1&IE AWS FROIEFHEE T DNS. Mgl i IriEs.

B AWS OB T REFRENREHNAR,

RI—MIE, LMEMSEEHRHE bootstrap.ign Ignition BEEE X . M HAI FEMREE 5,
AR BRI —F A KB ERH K OB - S3 FiEE, FHF Ignition BBEX M EXEIHA,

BT

RHEH CloudFormation #EIRIRELEEEH] Ignition EZE U4 S3 FhEHEIRA. 0
FRAFEMEMABIRESE, BOIESER.

BT

IMREHEINERS AWS SDK FRNIGR, HEZRBECHBEE UnRBIX
1, NIBATN S3 FEREMTIZES URL A2 s3:// K,



https://docs.aws.amazon.com/vm-import/latest/userguide/vmimport-import-snapshot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#creating-launching-ami-from-snapshot
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bootstrap Ignition BB X4 E & secret, M1 X.509 BiH, UTHHE N S3 FikiE
REEAR LM, BRRHANANRESMN, BILUSH S3 FEmER, (NATE
LR~ (80 OpenShift IAM A7) iR FERPE SRR, ERIUSTS LB
S3, ##M bootstrap B [RIFE R HLEIR A bootstrap Ignition B i& XX 44

a. DIEEFHEE -
I $ aws s3 mb s3://<cluster-name>-infra ﬂ

<cluster-name>-infra 2 F &5, 7E0IE install-config.yaml ST}, I
<cluster-name> & #:7 H BB E IR TR,

b. 4% bootstrap.ign Ignition B2 & X4 & EIFF 5 :

$ aws s3 cp <installation_directory>/bootstrap.ign s3://<cluster-name>-
infra/bootstrap.ign

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

c. WiEXHELE L% -
I $ aws s3 Is s3://<cluster-name>-infra/
=1
I 2019-04-03 16:15:16 314878 bootstrap.ign
2. BIB—1 JSON X, HaEBBERAMENSHIE :

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" 9
2

{
"ParameterKey": "RhcosAmi", e

"ParameterValue": "ami-<random_string>" 6
2

{
"ParameterKey": "AllowedBootstrapSshCidr", 6

"ParameterValue": "0.0.0.0/0" G
}
{

"ParameterKey": "PublicSubnet”,
"ParameterValue": "subnet-<random_string>" 9

|3
{
"ParameterKey": "MasterSecurityGroupld", Q

"ParameterValue": "sg-<random_string>"
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2
{
"ParameterKey": "Vpcld", m
"ParameterValue": "vpc-<random_string>" @
2
{
"ParameterKey": "BootstraplgnitionLocation", @
"ParameterValue": "s3://<bucket_namex>/bootstrap.ign” @
2
{
"ParameterKey": "AutoRegisterELB", @

"ParameterValue": "yes"
|3

{
"ParameterKey": "RegisterNIblpTargetsLambdaArn", m

"ParameterValue": "arn:aws:lambda:<region>:<account_number>:function:
<dns_stack_namex>-RegisterNIblpTargets-<random_string>" @
2

{
"ParameterKey": "External ApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack_namex>-Exter-<random_string>" @

2
{
"ParameterKey": "InternalApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _namex>-Inter-<random_string>" @

2
{
"ParameterKey": "InternalServiceTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _name>-Inter-<random_string>" @

}
]

1KY Ignition BCE X4 Hp SR BF i RO SR B BT ARG 2 7o

YEEM Ignition FRE X M4 TR P IRERBI LRI B TR, HARR Y <cluster-name>-
<random-string>.

FAF bootstrap i mBI 24 ET Red Hat Enterprise Linux CoreOS (RHCOS) AMI,
EEAWE AWS::EC2::Image::Id E,

FeiFa@id SSH i/j17] bootstrap i s CIDR ¥,

LA x.x.x.x/16-24 X5 E CIDR

5 VPC REXBIAHFM, §F bootstrap T m/BshBIE AP,

187 VPC #J CloudFormation #&1k fi #) PublicSubnetlds .,

master Z24H 1D (BT EMmEELMN)
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IBERESHMAEH CloudFormation AR i H #Y MasterSecurityGroupld (£
IR FRMMEFH VPC,

8% VPC B CloudFormation #4489 Vpeld fE.

MHIREX bootstrap Ignition BRB XHHIGIE,

187 S3 FhEmIN X4, N s3:/<bucket_name>/bootstrap.ign.
EEETMML N EIDEER (NLB) .

157 yes 5 no, HIRIETE yes, B iRt —4 Lambda Amazon Resource Name (ARN)

H,
NLB IP BHr5EM lambda ZHAY ARN,

15 7E DNS # 1 #39#H CloudFormation &4t #Y RegisterNIblpTargetsLambda &,
INRIFEEERE S AWS GovCloud K18, iE{# arn:aws-us-gov,

AER API L E 25 B FR4HB9 ARN,

15 7E DNS #f1 #39%H CloudFormation &R i #Y External ApiTargetGroupArn {&, #
RIFEREZEE AWS GovCloud Kig, &£ arn:aws-us-gov,

PER API 1 #3925 B FRHEEEY ARN,

15 7E DNS # 1 #39#H CloudFormation &R ¥ #Y Internal ApiTargetGroupArn {E, 1
RIFEREEE AWS GovCloud Kig, &£ arn:aws-us-gov,

PERAR S5 11 Hita 25 B irZHEBY ARN,

90 99 90 90 99900909

187 DNS #7839 H CloudFormation &% H 89 InternalServiceTargetGroupArn
B, INRIFEEERES AWS GovCloud K1, iE# arn:aws-us-gov,

3. EHIAE/HA Bootstrap Hl23H CloudFormation &k 2 R HIENR, FHELL YAML SXHEFK
REINTEN L, WERER T RE#HRR bootstrap #l28.

4. Ja3) CloudFormation ##k, LLBIERMRZ bootstrap 7 s By AWS FHRHER: :

BE
BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml g
--parameters file://<parameters>.json
--capabilities CAPABILITY_NAMED_IAM ﬂ

Q <name> =2 CloudFormation HiEHI& R, 40 cluster-bootstrap, MIREMIBRERE, I
IR R TR,

g <template> 2R CloudFormation MR YAML X {BIAE % B R FI &,

219



OpenShift Container Platform 4.6 £ AWS t%%

9 <parameters> =& CloudFormation % JSON SC4FRIAENT BE R AR FF.

Q R 475 BAHA 7S B8 CAPABILITY_NAMED_|AM Ij;ab, R 1R B REAR & 0] — b
AWS::IAM::Role #1 AWS::IAM::InstanceProfile 5

it Bl

arn:aws:cloudformation:us-east-1:269333783861 :stack/cluster-bootstrap/12944486-2add-
11eb-9dee-12dace8e3a83

5. WIABERAGEEEFE :
I $ aws cloudformation describe-stacks --stack-name <name>

1f StackStatus 2~ CREATE_COMPLETE 5, HIHSERUTSHEME, EOIUFXLESE
HIRHA RIS BERF EZ T EM CloudFormation &R :

Bootstrap  bootstrap S£f§l ID
Instanceld

Bootstrap  bootstrap 77 Rt IP ik,
Publiclp

Bootstrap  bootstrap T R% F IP Hiil,
Privatelp

1.9.12.1. bootstrap #l23# CloudFormation &4k

IEA LUEALLTF CloudFormation 4R £ E OpenShift Container Platform 5£&£FFFE#I bootstrap #l

o
o

151 1.28. bootstrap #1253 CloudFormation &4
AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Bootstrap (EC2 Instance, Security Groups and |IAM)
Parameters:
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag cloud resources and identify items owned or
used by the cluster.
Type: String
RhcosAmi:
Description: Current Red Hat Enterprise Linux CoreOS AMI to use for bootstrap.
Type: AWS::EC2::Image::ld
AllowedBootstrapSshCidr:
AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
4][0-9]25[0-5])(V([0-9]1[0-9]|2[0-9]|3[0-2]))$
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ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/0-32.
Default: 0.0.0.0/0
Description: CIDR block to allow SSH access to the bootstrap node.
Type: String
PublicSubnet:
Description: The public subnet to launch the bootstrap node into.
Type: AWS::EC2::Subnet::Id
MasterSecurityGroupld:
Description: The master security group ID for registering temporary rules.
Type: AWS::EC2::SecurityGroup::ld
Vpcld:
Description: The VPC-scoped resources will belong to this VPC.
Type: AWS::EC2::VPC::Id
BootstraplgnitionLocation:
Default: s3://my-s3-bucket/bootstrap.ign
Description: Ignition config file location.
Type: String
AutoRegisterELB:
Default: "yes"
AllowedValues:
- "yes"
- "no"
Description: Do you want to invoke NLB registration, which requires a Lambda ARN parameter?
Type: String
RegisterNIblpTargetsLambdaArn:
Description: ARN for NLB IP target registration lambda.
Type: String
ExternalApiTargetGroupArn:
Description: ARN for external AP load balancer target group.
Type: String
InternalApiTargetGroupArn:
Description: ARN for internal APl load balancer target group.
Type: String
InternalServiceTargetGroupArn:
Description: ARN for internal service load balancer target group.
Type: String

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Host Information”
Parameters:
- RhcosAmi
- BootstraplgnitionLocation
- MasterSecurityGroupld
- Label:
default: "Network Configuration”
Parameters:
- Vpcld
- AllowedBootstrapSshCidr
- PublicSubnet
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- Label:
default: "Load Balancer Automation"
Parameters:
- AutoReqgisterELB
- RegisterNIblpTargetsLambdaArn
- ExternalApiTargetGroupArn
- InternalApiTargetGroupArn

- InternalService TargetGroupArn
ParameterLabels:

InfrastructureName:

default: "Infrastructure Name"
Vpcld:

default: "VPC ID"
AllowedBootstrapSshCidr:

default: "Allowed SSH Source"
PublicSubnet:

default: "Public Subnet"
RhcosAmi:

default: "Red Hat Enterprise Linux CoreOS AMI ID"
BootstraplgnitionLocation:

default: "Bootstrap Ignition Source"
MasterSecurityGroupld:

default: "Master Security Group ID"
AutoRegisterELB:

default: "Use Provided ELB Automation”

Conditions:
DoRegistration: |Equals ["yes", |Ref AutoRegisterELB]

Resources:
BootstraplamRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
Policies:
- PolicyName: Join ["-", [IRef InfrastructureName, "bootstrap”, "policy"]]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action: "ec2:Describe*"
Resource: ™"
- Effect: "Allow"
Action: "ec2:AttachVolume"
Resource: ™"
- Effect: "Allow"
Action: "ec2:DetachVolume"
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Resource: ™"

- Effect: "Allow"
Action: "s3:GetObject"
Resource: ™"

BootstraplnstanceProfile:
Type: "AWS::IAM::InstanceProfile"
Properties:
Path: "/"
Roles:
- Ref: "BootstraplamRole"

BootstrapSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Cluster Bootstrap Security Group
SecurityGrouplngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
Cidrlp: |Ref AllowedBootstrapSshCidr
- IpProtocol: tcp
ToPort: 19531
FromPort: 19531
Cidrlp: 0.0.0.0/0
Vpcld: |Ref Vpcld

Bootstraplnstance:
Type: AWS::EC2::Instance
Properties:
Imageld: 'Ref RhcosAmi
lamInstanceProfile: |Ref BootstraplnstanceProfile
InstanceType: "i3.large"
NetworkInterfaces:
- AssociatePubliclpAddress: "true"
Devicelndex: "0"
GroupSet:
- IRef "BootstrapSecurityGroup"
- IRef "MasterSecurityGroupld"
Subnetld: |Ref "PublicSubnet”
UserData:
Fn::Base64: ISub
- {"ignition":{"config":{"replace":{"source":"${S3Loc}"}},"version":"3.1.0"}}'
-{
S3Loc: IRef BootstraplgnitionLocation

}

RegisterBootstrapApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Bootstraplnstance.Privatelp

RegisterBootstraplnternalApiTarget:
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Condition: DoRegistration

Type: Custom::NLBRegister

Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn

Targetlp: |GetAtt Bootstraplnstance.Privatelp

RegisterBootstrapinternalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Bootstraplnstance.Privatelp

Outputs:
Bootstraplnstanceld:
Description: Bootstrap Instance ID.
Value: |Ref Bootstraplnstance

BootstrapPubliclp:
Description: The bootstrap node public IP address.
Value: |GetAtt Bootstraplnstance.Publiclp

BootstrapPrivatelp:
Description: The bootstrap node private IP address.
Value: |GetAtt Bootstraplnstance.Privatelp

T

HhBR

o A LLE St AWS CloudFormation 2%l & k& & &K OB CloudFormation #E1F1E,

=)

e INEH %X AWS KB Red Hat Enterprise Linux CoreOS (RHCOS) AMI BYEFAIE R, ESH
AWS EfitiZR589 RHCOS AMI,

1.9.13. 7£ AWS A {3/ control plane 125
TN EREF A Amazon Web Services (AWS) A& control plane 4185,

=

18RI LAE F R BEH9 CloudFormation 124k #1 B E LS, AIEHER control plane 7 mHJ AWS FiRHE

o
BT
CloudFormation iR BB — R, ©RFR=1 control plane 17 8,
=1
INRAEARAEB CloudFormation &4 R AIEE control plane TR, ik EIRHHE

BHFohEBEMEN, MREZAERDBL, EURFERRIESFHRMAEN
ZEHE.

FRFM
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BEE T —1 AWS K,

B NEREE K Ignition ERE X1,

1E1E AWS FOIEHEE T VPC REXFM,

RIE AWS OB FHECE T DNS, %S ITRERE.
IRIE AWS A T SREFTENR 2HEMNA R,

B 1# bootstrap #1283,

. BI— JSON X4, HBEERMENSHIE

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" g
2

{
"ParameterKey": "RhcosAmi", 6

"ParameterValue": "ami-<random_string>" °
2

{
"ParameterKey": "AutoRegisterDNS", 9

"ParameterValue": "yes"
|3

{
"ParameterKey": "PrivateHostedZoneld", a

"ParameterValue": "<random_string>"
2

{
"ParameterKey": "PrivateHostedZoneName", g

"ParameterValue": "mycluster.example.com” @
2
{

"ParameterKey": "MasterOSubnet",
"ParameterValue": "subnet-<random_string>" @
2
{

"ParameterKey": "Master1Subnet",
"ParameterValue": "subnet-<random_string>" @
2
{

"ParameterKey": "Master2Subnet",
"ParameterValue": "subnet-<random_string>" @

|3
{
"ParameterKey": "MasterSecurityGroupld", m

"ParameterValue": "sg-<random_string>"

F1E £ AWS L%

IRE LLB1T 24T aws configure, 5 AWS BHAMXISRMEIAH AWS BEEESE .
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I3
{
"ParameterKey": "IgnitionLocation", @

"ParameterValue": "https://api-int.<cluster_name>.<domain_name>:22623/config/master"

20
b
{
"ParameterKey": "Certificate Authorities",
"ParameterValue": "data:text/plain;charset=utf-8;base64,ABC...xYz==" @
b
{

"ParameterKey": "MasterlnstanceProfileName",
"ParameterValue": "<roles_stack>-MasterInstanceProfile-<random_string>" @
2

{
"ParameterKey": "MasterlnstanceType", @

"ParameterValue": "m4.xlarge"
2

{
"ParameterKey": "AutoRegisterELB", @

"ParameterValue": "yes"
|3

{
"ParameterKey": "RegisterNIblpTargetsLambdaArn", @

"ParameterValue": "arn:aws:lambda:<region>:<account_number>:function:
<dns_stack_namex>-RegisterNIblpTargets-<random_string>" @
2

{
"ParameterKey": "External ApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack_namex>-Exter-<random_string>" @
2

{
"ParameterKey": "InternalApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _name>-Inter-<random_string>" @
2

{
"ParameterKey": "InternalServiceTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _name>-Inter-<random_string>" @

}
]

1889 Ignition BEE S M4 o0 SR B i B SRR BRI SR A 7R,
HEEM Ignition ELE XX TR R IR IV EAL IR & FF, HMER T <cluster-name>-

<random-string>.
FAF control plane #2389 281 Red Hat Enterprise Linux CoreOS (RHCOS) AMI,

5 AWS::EC2::Image::ld E,

00 09O

BB EHIT DNS eted SEA.
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157 yes = no. RIETE yes, EMIRBIEEXER.
FA 333 eted BEFRBY Route 53 T KX ID,
5 E DNS F171 #3945 # CloudF ormation &4k 4 8 PrivateHostedZoneld &,

FASE3E M B HRAY Route 53 X,

90099

187 <cluster_name>.<domain_name>, HEH <domain_name> 2 & NEE 4K install-
config.yaml SXERTFTA R Route 53 Eif, 157858 AWS & B RIERA = ().

EEA53) control plane M2z F M, RIF2EHFM,

8

MA DNS #1171 #33%8) CloudFormation #&#RkfijHi 89 PrivateSubnets {E15E F M.
5 control plane fig (12#H master 1 s) XKELH master 24 ID,
IBEREHMAEH CloudFormation &R i H #Y MasterSecurityGroupld (£
MHRER control plane Ignition EZB XH4HIGIE,

IBEAEME Ignition BEEXHBIAIE, https:/api-int.<cluster_names.
<domain_name>:22623/config/master.

E(FFHM base64 JRliGiL A W FERF S8,

EELREBXH master.ign XHHMHE, IMER—MKFRHRE, BN
data:text/plain;charset=utf-8;base64,ABC...xYz==,

5 control plane T mKXELH IAM BB &R,
IBELZELHANABR CloudFormation ikt #J MasterinstanceProfile (A,
FAF control plane #2889 AWS SEfFI2E 8,

RIVFHIE :

DD O9 9009

e m4.xlarge

e m4.2xlarge
e m4.4xlarge
e m4.8xlarge
e m4.10xlarge
® m4.16xlarge
e mb.xlarge

e mb.2xlarge
e mb5.4xlarge
e mb.8xlarge

e mb.10xlarge
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O 99 99 90 09

e mb.16xlarge
e mé6i.xlarge

® c4.2xlarge

® c4.4xlarge

e c4.8xlarge

e r4.xlarge

e r4.2xlarge

® r4.4xlarge

e r4.8xlarge

® r4.16xlarge

BF

INREHIXIEAFEE ma SLHRE, B0 eu-west-3, 1HUNIEE m5 £
A, 40 mb5.xlarge.

EEETF ML 7 E9E2F (NLB) .

157E yes 5 no, HIRIETE yes, EiiR#t—4 Lambda Amazon Resource Name (ARN)

H,
NLB IP BHr5EM lambda ZHAY ARN,

57 DNS #3919 CloudFormation #&iR%iH # RegisterNIblpTargetsLambda (E.
INRIFEEEERE S AWS GovCloud K18, iE{# arn:aws-us-gov,

AER API L E 25 B FR4HB0 ARN,

15 7E DNS # 1 #39%H CloudFormation &R i #) External ApiTargetGroupArn {&, #
RIFEREZEE AWS GovCloud Xig, &£ arn:aws-us-gov,

PER API #3925 B FrHEEEY ARN,

15 7E DNS # 1 #39%H CloudFormation &R ¥ #Y InternalApiTargetGroupArn {E, 1
RIFERHEZEE AWS GovCloud Kig, &£ arn:aws-us-gov,

PERAR S5 11 Hita s B irZHEF B9 ARN,

187 DNS #71 #3981 CloudFormation &% H 89 InternalServiceTargetGroupArn
B, INRIFERERES AWS GovCloud K1, iE{#H arn:aws-us-gov,

2. E#lcontrol plane #1238 CloudFormation #&#z— 1T &R, FHIFEL YAML XEHFERRE
BN L, teEfRiER T EEBATED control plane HlL25,

3. NRET m5 SR RS E N MasterinstanceType BO1H, 1HRHZ LB ESRINE
CloudFormation 14 1 #9 MasterinstanceType.AllowedValues S #1,
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4. 53/ CloudFormation ##x, LLAIEEMR R control plane 77 m By AWS BFRHERL -

BF

BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json

<name> 2 CloudFormation #HEZF5, %0 cluster-control-plane, RIEMIFRERE, N
HE IR,

Q <template> 28R CloudFormation &R YAML X {BIAE % B R FI &,
9 <parameters> ;& CloudFormation % JSON SC4FRIAENT BE R AR FF.

Fai th o Bl

arn:aws:cloudformation:us-east-1:269333783861 :stack/cluster-control-plane/21c7e2b0-2ee2-
11eb-c6f6-0aal34627df4b

CloudFormation iR BB — R, ©RFR=1 control plane 17 &,

5. WAERAKERFRE :

I $ aws cloudformation describe-stacks --stack-name <name>

1.9.13.1. control plane #1238 CloudFormation &k

BT LUFEALLT CloudFormation R EE8ZE OpenShift Container Platform $£2£FTFE# control plane #l
2o

Description: Template for OpenShift Cluster Node Launch (EC2 master instances)

Parameters:
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag nodes for the kubelet cloud provider.
Type: String
RhcosAmi:
Description: Current Red Hat Enterprise Linux CoreOS AMI to use for bootstrap.

‘ 15 1.29. control plane #1238 CloudFormation &4

| AWSTemplateFormatVersion: 2010-09-09
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Type: String
MasterOSubnet:
Description: The subnets, recommend private, to launch the master nodes into.
Type: AWS::EC2::Subnet::Id
Master1Subnet:

Description: The subnets, recommend private, to launch the master nodes into.

Type: AWS::EC2::Subnet::Id

Type: AWS::EC2::SecurityGroup::ld
IgnitionLocation:

Default: https://api-int. 3CLUSTER_NAME.$DOMAIN:22623/config/master
Description: Ignition config file location.
Type: String
CertificateAuthorities:
Default: data:text/plain;charset=utf-8;base64,ABC...xYz==

Master2Subnet:
Description: The subnets, recommend private, to launch the master nodes into.
Description: Base64 encoded certificate authority string to use.
Type: String

OpenShift Container Platform 4.6 £ AWS E%&%
Type: AWS::EC2::Subnet::Id
MasterlnstanceProfileName:

Type: AWS::EC2::Image::ld
AutoRegisterDNS:
Default: "yes"
AllowedValues:
- "yes"
- "no"
Description: Do you want to invoke DNS etcd registration, which requires Hosted Zone
information?
Type: String
PrivateHostedZoneld:
Description: The Route53 private zone ID to register the etcd targets with, such as
Z211XYZABCZ2A4.
Type: String
PrivateHostedZoneName:
Description: The Route53 zone to register the targets with, such as cluster.example.com. Omit
MasterSecurityGroupld:
Description: IAM profile to associate with master nodes.

the trailing period.
Description: The master security group ID to associate with master nodes.
Type: String

MasterlnstanceType:
Default: m5.xlarge
Type: String
AllowedValues:

- "m4.xlarge"

- "m4.2xlarge”
- "m4.4xlarge”
- "m4.10xlarge"
- "m4.16xlarge"
- "m5.xlarge”

- "m5.2xlarge”
- "m5.4xlarge”
- "m5.8xlarge”
- "m5.12xlarge"
- "m5.16xlarge"
- "mba.xlarge”
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- "mba.2xlarge"
- "mba.4xlarge"
- "mba.8xlarge"
- "m5a.10xlarge"
- "mba.16xlarge"
- "c4.2xlarge"

- "c4.4xlarge"

- "c4.8xlarge"

- "c5.2xlarge"

- "c5.4xlarge"

- "c5.9xlarge"

- "c5.12xlarge”
- "c5.18xlarge"

- "c5.24xlarge"
- "cba.2xlarge”
- "cba.4xlarge”
- "cba.8xlarge”
- "cba.12xlarge”
- "cba.16xlarge”
- "cba.24xlarge”
- "r4.xlarge"

- "r4.2xlarge"

- "r4.4xlarge"

- "r4.8xlarge"

- "r4.16xlarge"

- "rb.xlarge"

- "rb.2xlarge"

- "rb.4xlarge"

- "r5.8xlarge"

- "r5.12xlarge"

- "r5.16xlarge"

- "r5.24xlarge"

- "rba.xlarge"

- "rba.2xlarge"

- "rba.4xlarge"

- "rba.8xlarge"

- "r5a.12xlarge"
- "r5a.16xlarge"
- "r5a.24xlarge"

AutoRegisterELB:
Default: "yes"
AllowedValues:
- "yes"
- "no"
Description: Do you want to invoke NLB registration, which requires a Lambda ARN parameter?
Type: String
RegisterNIblpTargetsLambdaArn:
Description: ARN for NLB IP target registration lambda. Supply the value from the cluster
infrastructure or select "no" for AutoRegisterELB.
Type: String
ExternalApiTargetGroupArn:
Description: ARN for external API load balancer target group. Supply the value from the cluster
infrastructure or select "no" for AutoRegisterELB.
Type: String
InternalApiTargetGroupArn:
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Description: ARN for internal APl load balancer target group. Supply the value from the cluster
infrastructure or select "no" for AutoRegisterELB.
Type: String
InternalServiceTargetGroupArn:
Description: ARN for internal service load balancer target group. Supply the value from the

cluster infrastructure or select "no" for AutoRegisterELB.
Type: String

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Host Information”
Parameters:
- MasterlnstanceType
- RhcosAmi
- IgnitionLocation
- CertificateAuthorities
- MasterSecurityGroupld
- MasterlnstanceProfileName
- Label:
default: "Network Configuration”
Parameters:
- Vpcld
- AllowedBootstrapSshCidr
- MasterOSubnet
- Master1Subnet
- Master2Subnet
- Label:
default: "DNS"
Parameters:
- AutoRegisterDNS
- PrivateHostedZoneName
- PrivateHostedZoneld
- Label:
default: "Load Balancer Automation”
Parameters:
- AutoReqgisterELB
- RegisterNIblpTargetsLambdaArn
- ExternalApiTargetGroupArn
- InternalApiTargetGroupArn
- InternalService TargetGroupArn
ParameterLabels:
InfrastructureName:
default: "Infrastructure Name"
Vpcld:
default: "VPC ID"
MasterOSubnet:
default: "Master-0 Subnet"
Master1Subnet:
default: "Master-1 Subnet"
Master2Subnet:
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default: "Master-2 Subnet"
MasterlnstanceType:

default: "Master Instance Type"
MasterInstanceProfileName:

default: "Master Instance Profile Name"
RhcosAmi:

default: "Red Hat Enterprise Linux CoreOS AMI ID"
BootstraplgnitionLocation:

default: "Master Ignition Source"
CertificateAuthorities:

default: "Ignition CA String"
MasterSecurityGroupld:

default: "Master Security Group ID"
AutoRegisterDNS:

default: "Use Provided DNS Automation”
AutoRegisterELB:

default: "Use Provided ELB Automation”
PrivateHostedZoneName:

default: "Private Hosted Zone Name"
PrivateHostedZoneld:

default: "Private Hosted Zone ID"

Conditions:
DoRegistration: |Equals ["yes", |Ref AutoRegisterELB]
DoDns: |[Equals ["yes", |IRef AutoRegisterDNS]

Resources:
MasterO:
Type: AWS::EC2::Instance
Properties:
Imageld: |Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeSize: "120"

VolumeType: "gp2"
lamInstanceProfile: |Ref MasterinstanceProfileName
InstanceType: |Ref MasterlnstanceType
NetworklInterfaces:

- AssociatePubliclpAddress: "false"
Devicelndex: "0"
GroupSet:
- IRef "MasterSecurityGroupld"
Subnetld: |Ref "MasterOSubnet”
UserData:
Fn::Base64: !Sub

- {"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":

{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"
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Master1:
Type: AWS::EC2::Instance

RegisterMaster0:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Master0.Privatelp
RegisterMasterOlInternalApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Master0.Privatelp
RegisterMasterOInternalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Master0.Privatelp
Properties:
Imageld: |Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeSize: "120"
VolumeType: "gp2"
lamInstanceProfile: |Ref MasterinstanceProfileName
InstanceType: |Ref MasterIinstanceType
NetworkInterfaces:
- AssociatePubliclpAddress: "false"
Devicelndex: "0"
GroupSet:
- IRef "MasterSecurityGroupld"
Subnetld: |Ref "Master1Subnet"
UserData:
Fn::Base64: |Sub
- {"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":
{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:

- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"

RegisterMaster1:

Condition: DoRegistration
Type: Custom::NLBRegister
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Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Master1.Privatelp

RegisterMasteriInternalApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Master1.Privatelp

RegisterMaster1InternalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Master1.Privatelp

Master2:
Type: AWS::EC2::Instance
Properties:
Imageld: |Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeSize: "120"

VolumeType: "gp2"
lamInstanceProfile: |Ref MasterinstanceProfileName
InstanceType: |Ref MasterIinstanceType
NetworklInterfaces:

- AssociatePubliclpAddress: "false"
Devicelndex: "0"
GroupSet:
- IRef "MasterSecurityGroupld"
Subnetld: |Ref "Master2Subnet”
UserData:
Fn::Base64: !Sub

- {"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":
{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'

-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,

}
Tags:

- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]

Value: "shared"

RegisterMaster2:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
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Targetlp: |GetAtt Master2.Privatelp
RegisterMaster2InternalApiTarget:
Condition: DoRegistration

Type: Custom::NLBRegister

Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Master2.Privatelp

RegisterMaster2internalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Master2.Privatelp

EtcdSrvRecords:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["_etcd-server-ssl._tcp", |Ref PrivateHostedZoneName]]
ResourceRecords:
- lJoin [

['0 10 2380", IJoin [".", ["etcd-0", |Ref PrivateHostedZoneNamel]],
]

- lJoin [

['0 10 2380", lJoin [".", ["etcd-1", IRef PrivateHostedZoneNamel]],
]

- lJoin [

['0 10 2380", lJoin [".", ["etcd-2", IRef PrivateHostedZoneNamel]],
]

TTL: 60
Type: SRV

EtcdORecord:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["etcd-0", Ref PrivateHostedZoneName]]
ResourceRecords:
- IGetAtt Master0.Privatelp
TTL: 60
Type: A

Etcd1Record:
Condition: DoDns
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: |Ref PrivateHostedZoneld
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Name: lJoin [".", ["etcd-1", IRef PrivateHostedZoneName]]
ResourceRecords:

- IGetAtt Master1.Privatelp

TTL: 60

Type: A

Etcd2Record:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["etcd-2", IRef PrivateHostedZoneName]]
ResourceRecords:
- IGetAtt Master2.Privatelp
TTL: 60
Type: A

Outputs:
PrivatelPs:
Description: The control-plane node private IP addresses.
Value:
IJoin [

['GetAtt Master0.Privatelp, |GetAtt Master1.Privatelp, |GetAtt Master2.Privatelp]

o A LB St AWS CloudFormation 124l & k& & &K G|2H CloudFormation #E1F1E,

1.9.14. 7£ AWS H11/% worker 77 =

& T LAFE Amazon Web Services (AWS) A5 worker 17, HtERHFER,

18R] LA IR B9 CloudFormation AR #1 B & LS SUE B RR worker 7 m B AWS THRHERR,

BE

CloudFormation iR 2| — N HME, B©RE—1 worker T, EATTHEA worker 7
=AM,

= -3

WRAFEARHE CloudFormation *%*ﬁﬂE@JL worker T g1, AT EREHERHF
KJJ@'JLE&H%W IMRERBSBEBANBIL, EUgEERRAEZFFHREENZEH

ILa\o

FoIRFM
o BEET M AWSHKF,

o RALLETIZ1T aws configure, I AWS BEAFM X ERINEIA R AWS ELESE .
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o D HEREEK Ignition ELB XX,

o IIE AWS FAEHEE T VPC RHEXFH,

o (R7E AWS FRAIEFHEE T DNS, fEHERMIEIRER,
o MRTE AWS A TEBMENZLAEMBE,

o B8 bootstrap #l25.

o B & control plane #1235,

1. BIE— JSON X, HEE CloudFormation iR EEMSEUE :

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" g
2

{
"ParameterKey": "RhcosAmi", 6

"ParameterValue": "ami-<random_string>" ﬂ
2
{

"ParameterKey": "Subnet",
"ParameterValue": "subnet-<random_string>" G
2

{
"ParameterKey": "WorkerSecurityGroupld", a

"ParameterValue": "sg-<random_string>"
2

{
"ParameterKey": "IgnitionLocation", g

"ParameterValue": "https://api-int.<cluster_name>.<domain_name>:22623/config/worker"
|3
{
"ParameterKey": "Certificate Authorities",
"ParameterValue": ™" @
|3
{

"ParameterKey": "WorkerInstanceProfileName",
"ParameterValue": " @
1

{
"ParameterKey": "WorkerlnstanceType", @

"ParameterValue": "m4.large”

}
]

ﬂ &Y Ignition BCE X4 Hp N SR BF Y RO SR B BRI 2R 1E 2 7o
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f5E M Ignition BE B XX TR IRERIE MR AR, HAERX ) <cluster-names-

<random-string>.

FAF worker 77 s B9 248 Red Hat Enterprise Linux CoreOS (RHCOS) AMI,

{5 AWS::EC2::lmage::ld {E.

FEEAFE) worker TTREFW, &FELTHFM,

M DNS #11 #39%7#) CloudFormation 4R %iHi 89 PrivateSubnets {E15E F M.
5 worker T RKEKHI worker 24 ID,

BELZELANA B CloudFormation %I #9 WorkerSecurityGroupld fH.
MHERER bootstrap Ignition BB & XHFHIGLE.

IBEAEMB Ignition BEEBEMIAIE, https:/api-int.<cluster_names.
<domain_name>:22623/config/worker,

E(F M Base64 JRiG LA W FEFFER,

EELRZBXT worker.ign XHHME, XMER—NMKFRHR, BN
data:text/plain;charset=utf-8;base64,ABC...xYz==,

5 worker 17 RKRELH 1AM EE B 2R,
EELLHMA B CloudFormation &R Hi 89 WorkerInstanceProfile Z#H.
FAF control plane #2889 AWS SEI2REY,
RVFHIME -

® mé.large

e m4.xlarge

e m4.2xlarge

e m4.4xlarge

e m4.8xlarge

e m4.10xlarge

® m4.16xlarge

e mb.large

e mb.xlarge

e mb.2xlarge

e mb5.4xlarge

e mb.8xlarge

e mb.10xlarge
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m5.16xlarge
e mé6i.xlarge

® c4.2xlarge

® c4.4xlarge

e c4.8xlarge

® r4.large

e r4.xlarge

e r4.2xlarge

® r4.4xlarge

e r4.8xlarge

® r4.16xlarge

BE
INREHIXIFAFEE ma SSHRE, B0 eu-west-3, 1HNER m5 £

B,

2. %l worker #1238 CloudFormation #&ik— 17 HHENR, FHELU YAML XHEXRERTE
Wl E. BCENREER T LTI ML RN EH 39 H 28,

3. NRET m5 SIFK RS E N WorkerinstanceType BIfE, 15 $1Z LB B AR ANE!
CloudFormation 14 1 #J WorkerlnstanceType.AllowedValues %4,

4. 55 CloudFormation #&#, LABIERARER worker 7 sy AWS FHRHER: -

8%

B IE— 1T A4,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml \ 9
--parameters file://<parameters>.json

I HEFR B9 7R,

Q <name> ;2 CloudFormation H%HEZ ¥R, 40 cluster-worker-1, MRIEMIFRERE, NEE
g <template> 28R CloudFormation MR YAML X {-BIAE % B R FI &,

<parameters> =2 CloudFormation 2% JSON X {4HIAEX] B Z & 5.

i th o Bl
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arn:aws:cloudformation:us-east-1:269333783861:stack/cluster-worker-1/729ee301-1c2a-
11eb-348f-sd9888c65b59

CloudFormation iR 2| — N HME, BRF—1 worker T7 8,
5. WIABIRAGEEETE :
I $ aws cloudformation describe-stacks --stack-name <name>

6. AKEEAIEE worker #EHR, BEEIVREFOE T TR worker M2z, BRI LUET 5 ARA—ERFISHK
S FHEE R BB R AR OB AT S B9 worker HERE,

BF

IR E DO A worker 188, EILERITOIBEDHNMERLL
CloudFormation 4R B H# 1S,

1.9.14.1. worker #1838 CloudFormation £itjx

MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
Description: Current Red Hat Enterprise Linux CoreOS AMI to use for bootstrap.
Type: AWS::EC2::Image::ld

Subnet:

IRET LUER LU CloudFormation 4k &8 E OpenShift Container Platform $2¥FF &8 worker Hl25.
maximum of 27 characters.
Description: A short, unique cluster ID used to tag nodes for the kubelet cloud provider.
Description: The subnets, recommend private, to launch the master nodes into.
Type: AWS::EC2::Subnet::Id

151 1.30. worker #1258 CloudFormation &4
AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Node Launch (EC2 worker instance)
Parameters:
InfrastructureName:
Type: String
WorkerSecurityGroupld:

AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
RhcosAmi:
Description: The master security group ID to associate with master nodes.
Type: AWS::EC2::SecurityGroup::ld
IgnitionLocation:
Default: https://api-int. 3CLUSTER_NAME.$DOMAIN:22623/config/worker
Description: Ignition config file location.
Type: String
CertificateAuthorities:
Default: data:text/plain;charset=utf-8;base64,ABC...xYz==
Description: Base64 encoded certificate authority string to use.
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Type: String
WorkerInstanceProfileName:
Description: IAM profile to associate with master nodes.
Type: String
WorkerlnstanceType:
Default: m5.large
Type: String
AllowedValues:
- "m4.large"
- "m4.xlarge"
- "m4.2xlarge”
- "m4.4xlarge”
- "m4.10xlarge"
- "m4.16xlarge"
- "m5.large”
- "m5.xlarge”
- "m5.2xlarge”
- "m5.4xlarge”
- "m5.8xlarge”
- "m5.12xlarge"
- "m5.16xlarge"
- "mb5a.large”
- "mba.xlarge”
- "mba.2xlarge"
- "mba.4xlarge"
- "mba.8xlarge"
- "m5a.10xlarge"
- "mba.16xlarge"
- "c4.large"
- "c4.xlarge"
- "c4.2xlarge"
- "c4.4xlarge"
- "c4.8xlarge"
- "c5.large"
- "ch.xlarge"
- "c5.2xlarge"
- "c5.4xlarge"
- "c5.9xlarge"
- "c5.12xlarge"
- "c5.18xlarge"
- "c5.24xlarge"
- "cba.large"
- "cba.xlarge"
- "cba.2xlarge”
- "cba.4xlarge”
- "cba.8xlarge”
- "cba.12xlarge"
- "cba.16xlarge"
- "cba.24xlarge”

- "r4.large"

- "r4.xlarge"

- "r4.2xlarge"
- "r4.4xlarge"
- "r4.8xlarge"
- "r4.16xlarge"
- "rb.large"
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- "rb.xlarge"

- "r5.2xlarge"

- "rb.4xlarge"

- "r5.8xlarge”

- "r5.12xlarge"

- "r5.16xlarge"

- "r5.24xlarge"
- "r5a.large"

- "rba.xlarge"

- "rba.2xlarge"
- "rba.4xlarge"
- "rba.8xlarge"
- "r5a.12xlarge"
- "r5a.16xlarge"
- "r5a.24xlarge"
- "t3.large"

- "t3.xlarge"

- "t3.2xlarge"

- "t3a.large”

- "t3a.xlarge"

- "t3a.2xlarge"

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Host Information”
Parameters:
- WorkerlnstanceType
- RhcosAmi
- IgnitionLocation
- CertificateAuthorities
- WorkerSecurityGroupld
- WorkerlInstanceProfileName
- Label:
default: "Network Configuration”
Parameters:
- Subnet
ParameterLabels:
Subnet:
default: "Subnet"
InfrastructureName:
default: "Infrastructure Name"
WorkerlnstanceType:
default: "Worker Instance Type"
WorkerlnstanceProfileName:
default: "Worker Instance Profile Name"
RhcosAmi:
default: "Red Hat Enterprise Linux CoreOS AMI ID"
IgnitionLocation:
default: "Worker Ignition Source"
CertificateAuthorities:
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NetworkInterfaces:
- AssociatePubliclpAddress: "false"
- IRef "WorkerSecurityGroupld"
Subnetld: |Ref "Subnet"

default: "Ignition CA String"
WorkerSecurityGroupld:
default: "Worker Security Group ID"
Resources:
WorkerO:
Type: AWS::EC2::Instance
Properties:
Imageld: 'Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeSize: "120"
VolumeType: "gp2"
lamInstanceProfile: IRef WorkerlnstanceProfileName
Devicelndex: "0"
UserData:

InstanceType: |Ref WorkerInstanceType
GroupSet:
Fn::Base64: |Sub

- '{"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":
{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"

Outputs:
PrivatelP:
Description: The compute node private IP address.
Value: |GetAtt Worker0Q.Privatelp

q

HhBR

=)

o A LLE S AWS CloudFormation 124l & k& & K G2 H CloudFormation #E1F1E,

1.9.15. [F A A BRI EMZETE AWS E#1581E bootstrap F 5!

£ Amazon Web Services (AWS) HAIRMAMENEMEME, ERIUED#IBIE OpenShift
Container Platform control plane #J bootstrap 5!,

SR
o BEET—1MAWSIHK/,

o RALLE T2 1T aws configure, I AWS BEAFM X EARINEIA R AWS ELESE+,
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o B NEBEERK Ignition ERE X1,

o IIE AWS FAEHEE T VPC RHEXFH,

o (R7E AWS FRAIEFHEE T DNS, fEHERMIEIRER,
o MRTE AWS A TEBMENZLAEMBE,

o B8 bootstrap #l25.

e 26 control plane Hl.23.

o & worker T &,

TAE
. B NOEREBEFNER, FHEi#E{E OpenShift Container Platform control plane B
bootstrap jI#2 :
$ ./openshift-install wait-for bootstrap-complete --dir <installation_directory> \ﬂ
--log-level=info 9
Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.
Q BERERRAMLE LS, 1HIEE warn, debug = error, MAEHEE info.
it Bl
INFO Waiting up to 20m0s for the Kubernetes API at
https://api.mycluster.example.com:6443...
INFO API v1.19.0+9f84db3 up
INFO Waiting up to 30m0s for bootstrapping to complete...
INFO It is now safe to remove the bootstrap resources
INFO Time elapsed: 1s
INRGSRENERAE FATAL Z4, ] OpenShift Container Platform control plane B # #1454
1t.
1E control plane #Mtaibfa, ERREBITE T M, FLL Operator R L4E H AR
o
Hh BR

e % T #R7E OpenShift Container Platform 4% 2/ IR %4, bootstrap #1 control plane H
SHFEAER, HSHNRREIE,

o MNFTEA KNS bootstrap T FHITEIEHERIE R, 1EHS L bootstrap 11 mIZ#iEIE .

o EAILMEM AWS EC2 #2158 BEFELBTHEFIRIFSE,

1.9.16. @1t Tk Tt S &4 OpenShift CLI
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REELRE CLI (oc) EFEASSITHRES OpenShift Container Platform #1172 E, EA7E Linux .
Windows 8% macOS %% oc,

BT
INRLET IHIRAB oc, NIF;EF A OpenShift Container Platform 4.6 REIFFE S,
TEFHREFMRAR oc,

1.9.16.1. £ Linux L %% OpenShift CLI
R0 IR BRLUTRFZLE Linux £%%% OpenShift CLI (oc) Z I,
ik
1. HEABILIIEE T M LB OpenShift Container Platform & 71
2. 1E Version TR 5 AR N AR A,
3. Hi OpenShift v4.6 Linux & /i & B 35189 Download Now, B{R#EFXH,
4. REIFH :

I $ tar xvzf <file>

5. 8 oc Zi I KEI PATH 9 E F 4,
HATU TS UEEYEIM PATH K& :

I $ echo $PATH
2% OpenShift CLI f&, RILAER oc % :

I $ oc <command>

1.9.16.2. £ Windows %% OpenShift CLI
EA DURER AT SRAZE Windows E%& % OpenShift CLI (oe) =&,
i
1. HEABILIIEE T MG LB OpenShift Container Platform & 71
2. 1E Version THI3Z 5 A58 N B AR AN,
3. Hif OpenShift v4.6 Windows & Fifisk B 3517189 Download Now, B{REX {4,
4. B Z2IP EFREEFE,

5. 38 oc ZiHIHS R E PATH B9 B kA,
EEFEW PATH, HHAGSRTIEOHIITU TGS -

I C:\> path

2% OpenShift CLI f&, RILAER oc % :
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I C:\> oc <command>

1.9.16.3. f£ macOS %% OpenShift CLI
IR0 R BB LUTRTZLE macOS L4 OpenShift CLI (oc) Z#tHl K,
ik
1. HEABILIIEE 1T MG LB OpenShift Container Platform & 71
2. 1£ Version THI3 B A48 N IR AR
3. B OpenShift v4.6 MacOSX & ik B 3518 Download Now, B{RTF3 1,
4. RO EFH,

5. % oc ZiHIXHE PATH 9B K,
ZHEEMH PATH, fIA—MERBOHIUTUT GRS -

I $ echo $PATH
2% OpenShift CLI f&, RILAEF oc % :

I $ oc <command>

1.9.17. {F A CLI &k EI&ERE

&R LUE 5 5 8 kubeconfig 3Xi, LIBKVIARGIA P B10& <% . kubeconfig X432 &XT&EE
MIER, #tCLI BT NE M imEED ERER AP RS S, ZXHRRERT—NMEENER, i
OpenShift Container Platform Ze&tidf2dh {1,

FRFM
o BEBE T OpenShift Container Platform %&%,

o B2%%k oc CLI,

b 2
1. 54 kubeadmin &1 :

I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

2. FRSHEE, BIFRESKINIZIT oc 7% :
I $ oc whoami

it Bl
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I system:admin

1.9.18. #L AN BRI UE P RIE K

FERRINBIREN, 2ATRMIBENFERN D RFLEBIERERIFR (CSR) . BolEi XL
CSR BikfBHtfE, FRBEFEZBTHA, FFRIERLINERFIE, RERRSHER.

FoIRFAF
o MEFNRNMEIEEFH,
TR
1 FAERBE R LURALX L8R
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.19.0
master-1 Ready master 63m v1.19.0
master-2 Ready master 64m v1.19.0

RS R QR B R B AL AR

% o
E—L CSR #eitt AT, DL ERIB AR SEITE TR (B worker TR) &

2. IERFIEM CSR, HARALUBERMIEEFFHNESNZEE Pending 5t Approved K7S
BIZ P imIE K

I $ oc get csr

i =Bl
NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIH, FHEVSMATERR, EURKEINRPEIELSSHAER CSR,

3. 1R CSRRBIRBHAE, BEFTRINNESRIIFTERFLIE CSR #ALF Pending IR75E, HEKE
EFA AL AEIXLE CSR -

248



F1E £ AWS L%

BT CSR &8shit, RIEESVERMEIERE—/NTRIEER CSR, 0
REEE—/DERILE, IEPRERE, ENTRESEESMER, BuIiuE
FTAXLEIEH, HERF IR CSRE, Kubelet RS IEHOIEHIB) CSR, XFEE

Fohitt A, RE, MR Kubelet 15 RKEFHEESHHFIES, 1 machine-
approver = B hilt # BELAR S5 UE B ST E K,

p= Y=

S FIERS AR AP A FZTHER, RV EM R - B &R EZRG,
MR A—MEB S kubelet IBEEHIETTER (CSR) . MNREAHAETE K,
] oc exec. oc rsh # oc logs fe SFTEMTN, EH APl BRSS5 281 %HE kubelet
NERERSFSIER. 5 Kubelet i Uk REVEMIIREE T B LILIETRUE, XANFED
AUSAIETHI CSR, FAIA CSR H system:node = system:admin 415 # node-
bootstrapper fR551k 138, FHEILT RIS,

o EZHMBE, IEXNEBINEMH CSRIBITUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

o ZHLHERTERALIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

% o
TEBLE CSR #iltHrT, —L Operator ARETL R,

4. HE, EHEFmERERIE, BRIEERNEKEINEANSENRSFIEK

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. MRFIRM CSRIEFWAME, BATF Pending IR, HHESERENZRAI CSR -

o ETHBAE, ENENEMH CSRIZITUTEHS :

I $ oc adm certificate approve <csr_name> ﬂ
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ﬂ <csr_name> & %71 CSR FIF&KA CSR HE TR,

o THLHERTERAIER CSR, EHZITUTHRS :

{{end}}{{end}}' | xargs oc adm certificate approve

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

6. #LEMBARF MRS S CSRE, #RFLTF Ready K&, BT TaHRIL :

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.20.0
master-1 Ready master 73m v1.20.0
master-2 Ready master 74m v1.20.0
worker-0 Ready worker 11m v1.20.0
worker-1 Ready worker 11m v1.20.0

% "
. BUERRSS 38 CSR R ReR &L #hi (Bl 1LE ML 2385540 Ready K7

HMER

o MFAXRCSRMESER, BESHILBERIFR,

1.9.19. #J4A Operator EZi&E

1E control plane #Mta1bfE, B /NIIENERE —LE Operator MEEEB A A,

FoRFZM

e R control plane B #1%A1t.

ik

1. MEREERFAM E4

I $ watch -n5 oc get clusteroperators

it Bl

NAME

SINCE

authentication
cloud-credential
cluster-autoscaler
config-operator
console
csi-snapshot-controller

250

VERSION AVAILABLE PROGRESSING DEGRADED

4.6.0 True False False  3h56m
4.6.0 True False False 29h
4.6.0 True False False 29h
4.6.0 True False False  6h39m
4.6.0 True False False  3h59m
4.6.0 True False False 4h12m


https://kubernetes.io/docs/reference/access-authn-authz/certificate-signing-requests/
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dns 46.0 True False False 4h15m

etcd 46.0 True False False 29h
image-registry 46.0 True False False  3h59m
ingress 46.0 True False False  4h30m
insights 46.0 True False False 29h
kube-apiserver 4.6.0 True False False  29h
kube-controller-manager 46.0 True False False 29h
kube-scheduler 4.6.0 True False False 29h
kube-storage-version-migrator 4.6.0 True False False  4h2m
machine-api 46.0 True False False  29h
machine-approver 46.0 True False False  6h34m
machine-config 46.0 True False False  3h56m
marketplace 46.0 True False False  4h2m
monitoring 46.0 True False False 6h31m
network 46.0 True False False 29h
node-tuning 4.6.0 True False False  4h30m
openshift-apiserver 4.6.0 True False False  3h56m
openshift-controller-manager 46.0 True False False  4h36m
openshift-samples 46.0 True False False = 4h30m
operator-lifecycle-manager 46.0 True False False 29h
operator-lifecycle-manager-catalog 46.0 True False False 29h
operator-lifecycle-manager-packageserver 4.6.0 True False False  3h59m
service-ca 46.0 True False False 29h

storage 46.0 True False False = 4h30m

2. ERE&EF A FA# Operator,

1.9.19.1. B& reqistry FHEECE

Amazon Web Services 12EBIANFRE, XELKE Image Registry Operator ER&EFAI A, HZE, MR
Registry Operator ;A0 S3 FHEMFH BB ERM, BHEEFIEE registry Fif.

TEBEETRBHRENFAEENR, MREA, EREXHEREXRENFHUENURA, ZUER
ARATIHRET KR,

BHMIRM T EF YT T2 A Recreate rollout SRR A& registry F R E R RUB9HEA,

1A LATE AWS FRh P B A B EL R 2RI ER & registry T26#, LUIF OpenShift Container Platform SRE 2[5
WX, F50H N AWS B ESHEMZEERE registry,

1.9.19.1.1. NEA A B FHEMZEII8 AWS BCE registry 17 1i#

ELE IS, FRENTERMRTLLAIE— Amazon S3 (£, Registry Operator ¥ BHENECERE
fiffo

fNR Registry Operator ToiANIEE S3 FiEtEsk BB BEZME, B LURBLIT R0 S3 FiEfMFtEiE
o

SoREZM
o AR EBANEMIENMN AWS EH—1NEEE,

e ¥fF Amazon S3 17fif, secret MiZSESLLTH N -
o REGISTRY_STORAGE_S3 ACCESSKEY
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-storage-aws-user-infrastructure
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o REGISTRY_STORAGE_S3_SECRETKEY
iz

#N4R Registry Operator Toi& 03 S3 e F BB BEME, EIFIT AT,

1. 1%E&— Bucket Lifecycle Policy AR LB A —RZ ABIKRTTHRIIDER EZRE,
2. 1fconfigs.imageregistry.operator.openshift.io/clustersi fh i A Z(EECE :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster

Ao &l

storage:
s3:

bucket: <bucket-name>
region: <region-name>

DIk

&

TR AWS H registry BifkBIZR £, FRIERT S3 FRERRI R I,

1.9.19.1.2. 7EIEE T LB P ECB R R registry 121

W71 Image Registry Operator EBEF . ¥ FIEET LR, EAILUFHER registry KB N ZE B K,
INRIEXEM, EJF registry BREKRFEH K.

ik

o JFEHR registry FIERBEHEBF ¢

$ oc patch configs.imageregistry.operator.openshift.io cluster --type merge --patch '{"spec":
{"storage":{"emptyDir":{}}}}'

gk

H
[=]

(R 9 FEAE 7 SR B BC i X T,

JNR7E Image Registry Operator #A1L HH 4
Hix -

LN p—

RIZ1TLL# S, oc patch S RKWF ERUT

I Error from server (NotFound): configs.imageregistry.operator.openshift.io "cluster" not found
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https://docs.aws.amazon.com/AmazonS3/latest/dev/mpuoverview.html#mpu-abort-incomplete-mpu-lifecycle-config
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html

F1E £ AWS L%
EFEFLOH, AEBERZITEDS.

1.9.20. fitli& bootstrap ¥R :
SERREEBEBUHIIA Operator BR&BJS, M Amazon Web Services (AWS) HfiHIB& bootstrap B,

SoREZ MG
o B NEREH AR Operator BLiE,
it
1. MER bootstrap BB, FAREFEE T CloudFormation AR, 1EMIFRE ML
o A AWS CLI HBRHERS

I $ aws cloudformation delete-stack --stack-name <name> ﬂ

ﬂ <name> & bootstrap HILBIEZ R,

e f{#HF AWS CloudFormation 414 MBS RS,

1.9.21. 6% Ingress DNS ir, 5%

INRIEMBERT DNS RECE, EFNAIEIEMA Ingress 9% 2389 DNS 103K, BRI LLGIE— wildcard
IDRREARIILE, LA'F/;H.EEFH T ALK, BEFTUERAEMAEICKEL, 1 CNAME 3714,

FRFM

e B7E Amazon Web Services (AWS) EZR%&% T 1 AR E S HEZRIBI OpenShift Container
Platform &&%,

o B &% OpenShift CLI (oc)
o RXT jqiHa.

o ITF#EH T AWS CLI HLEIEMITEN L, 155 MFERIMILERRE (Linux, macOS =%
Unix) 2% AWS CLIFISZHY,

1 REEOZIIRE.

o EQIE— wildcard it3E, 15# M *.apps.<cluster_name>.<domain_name>, Hrh
<cluster_name> 252 &5, <domain_names 2 OpenShift Container Platform 5£2£H
Route 53 #ig,

o EOBRKEMICE, BRI NEHERNESNRELER—MOE, MTFFE:

$ oc get --all-namespaces -o jsonpath="'{range .items[*]}{range .status.ingress[*]}{.host}
{"\n"{end}{end}' routes

it Bl
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://console.aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cli/latest/userguide/install-bundle.html
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oauth-openshift.apps.<cluster_name>.<domain_name>
console-openshift-console.apps.<cluster_name>.<domain_name>
downloads-openshift-console.apps.<cluster_name>.<domain_name>
alertmanager-main-openshift-monitoring.apps.<cluster_name>.<domain_name>
grafana-openshift-monitoring.apps.<cluster_name>.<domain_name>
prometheus-k8s-openshift-monitoring.apps.<cluster_name>.<domain_name>

2. FREX Ingress Operator A #EH A 2RE, FioREHFERNAEE IP #Hhut{E, %0 EXTERNAL-IP 3
7 :

I $ oc -n openshift-ingress get service router-default

il
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S)

AGE
router-default LoadBalancer 172.30.62.215 ab3...28.us-east-2.elb.amazonaws.com

80:31499/TCP,443:30693/TCP 5m

3. NAEBHEREMTEEXID :

$ aws elb describe-load-balancers | jq -r '.LoadBalancerDescriptions[] | select(.DNSName ==
"<external_ip>").CanonicalHostedZoneNamelD'

ﬂ X F <external_ip>, iBIEEMEIKEXE Ingress Operator 7S ET2RBIAER IP Hhtik{E,

tnh N
I Z3AADJGXBKTTL2
XA DB 2 N BRI EX D,
4. KIEREHNAHTEERID :
$ aws route53 list-hosted-zones-by-name \

--dns-name "<domain_name>" \ﬂ
--query 'HostedZones[? Config.PrivateZone != "true” && Name ==

“<domain_name>.’].Id'
--output text

wﬁ? <domain_name>, %% OpenShift Container Platform $£2£#8 % Route 53 £,

LN
I /hostedzone/Z3URY6TWQ91KVV

foHHT S ERENENAKEER ID, EAHIHZ Z3URY6TWQITKVV,
5. EERFAE X ARG B0

I $ aws route53 change-resource-record-sets --hosted-zone-id "<private_hosted_zone_id>" --
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change-batch '{ ﬂ
"Changes": |
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "\052.apps.<cluster_domain>", 9
"Type": "A",
"AliasTarget":{
"HostedZoneld": "<hosted zone_id>",
"DNSName": "<external_ip>.",
"EvaluateTargetHealth": false

V VVVVV YV V VYV YV VVVYV

% F <private_hosted_zone_id>, 157 DNS #1171 19%i#) CloudFormation R4 H H9
{Ho

%I F <cluster_domain>, 15357E R TF OpenShift Container Platform $EEHYIg =k Fi5i.,

9 % F <hosted_zone_id>, 15 NERKEN M EHSEERIEEALTEERX D,
Q X7 F <external_ip>, 1387 Ingress Operator A EAE 2RISR IP itk (E, ERELEILS
#EFIERENIR ()

6. EEHAHRPRINICE :

$ aws route53 change-resource-record-sets --hosted-zone-id "<public_hosted_zone_id>"" --
change-batch '{ ﬂ
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "\052.apps.<cluster_domain>", 9
"Type": "A",
"AliasTarget":{
"HostedZoneld": "<hosted zone_id>",
"DNSName": "<external_ip>.",
"EvaluateTargetHealth": false
}
}
}

[—

V VVVVV YV V VYV YV VVVYV

—

Q %tF <public_hosted_zone_id>, & HEHEIEEAHIEEKX,
%I F <cluster_domain>, 1535E BT OpenShift Container Platform SEEEHYIE =k F 15,
%I F <hosted_zone_id>, HNERBHAFIIERIEELAHITEEX ID,

X7 F <external_ip>, 1E¥E7E Ingress Operator i EIE 2RISR IP itk (B, ERELEILS
HiEmhassRmESE () .

- -
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B T e R B e e e R e e P LSRN D)

1.9.22. TE A B A HIE A Z _ESER AWS 224k

EFHF’ B & AN ZRY Amazon Web Service (AWS) £/ ) OpenShift Container Platform &2 /5, Wil
HEHEFFLETHK.

FoRFMH
o MITFAAF BRI AWS EfitiZ2F: £y OpenShift Container Platform $&#MB& T bootstrap T 5,

o B2%%k oc CLI,

it
e HTEEREBFHMBAFHENERRE :

I $ Jopenshift-install --dir <installation_directory> wait-for install-complete )

Q %t F <installation_directory>, 55T LEXHRETIMNE RHBE.

Fai tH 7 Bl

INFO Waiting up to 40m0s for the cluster at https://api.mycluster.example.com:6443 to
initialize...

INFO Waiting up to 10m0s for the openshift-console route to be created...

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig’

INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.mycluster.example.com

INFO Login to the console with user: "kubeadmin", and password: "4vYBz-Fe5en-ymBEc-
Wi6NL"

INFO Time elapsed: 1s

BF

o REMRFEMM Ignition BEXHEETE 24 NTFEITHAMIEY, RBETH
IFFEATEAT, ANREEFIE T AR RS, E%Eﬁf 24 NNRERE, e
BEkE S EIIET. —MIAERE, BREFIEFLIERN node-
bootstrapper if $%%15K (CSR) EE'V'E kubelet iIF 5, MNBEZER, &
B3 M1THFHY control plane 1EF 1k EHISTHY,

o EIIRIE Ignition BEEBXXMHEKEH 12 /NSREREA], EH 24 NFRIES
REEHREFH 16 NE 22 NEEF TR, BiT7E 12 /NFRER
Ignition BBE XX {4, EAILLERERE S BARANHNIT TIEPEHFMmSHRRE
K INER)

1.9.23. {6 Web =6 & &R 2 ER

kubeadmin F /7 BRIA7E OpenShift Container Platform L& 57 1E. B LUER OpenShift Container
Platform Web & Ll kubeadmin A F* 10 &R EEE,
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SERF M
o HiFNZREENMRITR,
o IMSERR T HERERL, FRASEE Operator &80,

1. MZEEH _EA kubeadmin -password 34 FREX kubeadmin F S BOERHS :
I $ cat <installation_directory>/auth/kubeadmin-password

FH, ELR MR E N LM <installation_directory>/.openshift_install.log
B & X 5KEX kubeadmin 1,

2. 5 OpenShift Container Platform Web #2#I| &K H :
I $ oc get routes -n openshift-console | grep 'console-openshift’

77%, AR LAMZZZE 41 £ B <installation_directory>/.openshift_install.log
& XHFREX OpenShift Container Platform E&H.,

it Bl
console console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web M2 SMEI E—mai P EENEEA, L kubeadmin B &5 &%,

o WNFEAXISIHF T 2 OpenShift Container Platform Web 2HIEMESE R, 1HSHN Web
®HEE
1.9.24. OpenShift Container Platform BJ Telemetry 157
1 OpenShift Container Platform 4.6 #, BRINZ1TH Telemetry lRFSIRIEE R E BRI A AT E T

B1ETS, TEVIFEKW, MREHWERFHEEIIEEM, Telemetry B3N 1T, MARHREME
OpenShift Cluster Manager,

ik OpenShift Cluster Manager JEH IEMSfE, RILAH Telemetry BEh4EH, el LUFEHE OpenShift
Cluster Manager Fah4ES, R 1R BRERIK 7 2k % £ B0 5|H9 OpenShift Container Platform 1]
[‘ﬁﬂo

HhBR

o BX Telemetry RFMELER, HSHXTT2ERELE,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/web_console/#web-console
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://access.redhat.com/documentation/en-us/subscription_central/2020-04/html/getting_started_with_subscription_watch/con-how-to-select-datacollection-tool_assembly-requirements-and-your-responsibilities-ctxt#red_hat_openshift
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#about-remote-health-monitoring
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1.9.25. HAh ¥HR
o HNFEA X AWS CloudFormation R EZER, ES I AWS ST HRBIER R,

1.9.26. {5 1%

o WIEZREK,

BE KR,

MRFBE, EHLUEHEFERLERERERS.

MRFE, ERLUHPR= A EIL,

110. W E R ESHZRMA ) AWS L2k 2t

£ OpenShift Container Platform hRAs 4.6 A, & BT LUE FIRIR A E BRI RE L TR AR HE
1£ Amazon Web Services (AWS) EZREELEE,

BF

BERIETLUMERBEGRRERITRAELRLE OpenShift Container Platform §8%, {BIf%EEE
MHBEEVIFI B EXM ¥ 8E A AWS AP,

DI A ZRI 89— Fh 5 A 2 AR CloudFormation &Rk, AT LMETENR K B E L ERMZRE, =
FERESEHESRIZRARRBOE AWS X R,

BF

HITA A BEENEMBLNRENSRIENRE, FREIRENEMBLRERTET
R =N A OpenShift Container Platform %5412, R#HIJLA CloudFormation #&
WRETES BN SEAX LS IR, SHEBMERTEE. T lERtEE T Eth A AR E
IR 5 R ERBIZ .

110.1. e R &4

o MITHEEN LOET — IR registry, FIREXEHI OpenShift Container Platform kR4
imageContentSources iz,

- -
HFRENTUTFELZ2EN L, RIEERZITENTRAIERES K,

o AL S [H A %X OpenShift Container Platform R M EFRE BIEHAER,

o I AWSIKFECE NIEE KR
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#validating-an-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#customizations
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#opting-out-remote-health-reporting_opting-out-remote-health-reporting
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/post-installation_configuration/#manually-removing-cloud-creds_post-install-cluster-tasks
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-mirroring-installation-images
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#installing-aws-account

%513 £ AWS EZe3t

BE

IMREHTEN L7 EE AWS BRESR, N AZEEERSRARTILX RN &R
TERMIEN IESE, EEFNBIEGRARF, SHSFSERTNER
AWS FIER O AWS BHR, RILESAERETFBRHNKEEIL, EERES
BIEEEH, S0 AWS XHARBEE IAM BB EH, S EniTRERF
==,

o RT#EH T AWS CLI HLEIEMITEN L, 155H AWS XX RFER AL ZERE (Linux,
macOS = Unix) &% AWS CLlI,

o MRFBEAFMEFHITRIER Telemetry BRSS, FE HHMERE N ARFRFFE MBI R,

c"'ﬂ ;':E%i
g g MREERENRE, HHYHEAEFIIGRIIR,

o MRAAUFRAEEFMHUINERE (AM) , EEEEATI Foh0IBFLES IAM Fik. F3)
BRXWALLAF = IAM API T3V RIBIEAR R,

110.2. X FEZRMLE ek

£ OpenShift Container Platform 4.6 /1, AILHUTAZEERA RN E ISR AN RE, £
FRMZE 248w i A R BT F B AR s B AR BN, ERIRTFEERERHNTE

Ho

MR EFESFEAETHITZRMERE, MAZTEVINHES AP, BYERINEE, LIl Amazon Web
Service #J Route 53 DNS #1 IAM RS, TEVIR BN, RIFBIEEIRLE, EEVEHS VMware
vSphere £ & &I A REFR B DRI B IR Vi [7],

TR RIS RE:, BUIAIE— registry, & OpenShift Container Platform registry BIRARH S
BHZENT, BAUEE2EN ORISR, ZEN TR BB A EBE ML, el EA
W R IEBIRREI R E M T E,

B

HTFRFESREEENE i, AEHERAMEENEMRIYRRNSRER, HE
JESTRIAE R B A ARSI R, @it TR LINHRE, SAUERRRENGE
1237 52 BRI 24 FR Z2 25 1 7 g HE LAY (7] 0L,

1.10.2.1. H AR
S IRM LA PR EREEA T LU TR RS
e ClusterVersion }X 7585 — Unable to retrieve available updates %1%,

o ZINERT, EFEEMFEHE Developer Catalog AR, R NETEVIRFFEHNHERITE,

1.10.3. OpenShift Container Platform B E BRI 1 7]
£ OpenShift Container Platform 4.6 /1, fR&EZ Vi A| B LM SRIRG AR R E LR TR,

BB A LU BB U7 [AIAYBR -
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/cli/latest/userguide/install-bundle.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#configuring-firewall
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#manually-creating-iam-aws
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e ijj[n] OpenShift Cluster Manager A FEiZERFHHUTI HEE, NRERE LU EEM,
FEHEEZMA Telemetry, ZIRS & B ohRIUIERERE,
e i[A] Quay.io, LUKERZREERFTENTHE,

o REMITRAFEHAENIHE,

8%

MBENEBRTEEZ MBI, MR UEE &R LR ERMEN EHITZRMESER
%, I RER, BETHMBENNE, HERASEREM registry (mirror registry) HIE
RREEHFERRERFAASNTGE, N TRELRERR ERBLREINIMERE
ZIF B, EEHEEZA], BB registry RIERGHHAR,

1.10.4. FTEEHY AWS ELhitiZefa 20 4

E7E£ Amazon Web Services (AWS) Fr i /1 B & B E i3 £ %24 OpenShift Container Platform, f&@
F OB 28 R H T IFAEMZE,

MBEAEXTRAFEEERNAWELER, 1ESH OpenShift Container Platform 4.x Tested Integrations 71
H,

i 5 IR BY CloudFormation #8#R, EATLAAIEBARLTHMAR AWS FRMER -
e —/ AWS Virtual Private Cloud (VPC)
o MLAM M EIEHM
o RLHMAE
e — OpenShift Container Platform bootstrap 7 5
® OpenShift Container Platform control plane i st
e —/ OpenShift Container Platform i1 &7 &

HE, EAUFHORAHE, LAUESFERHRERHERNINARMERIT, EF CloudFormation 1%
W, TERAMIMAEEEENESIFS,

1.10.4.1. e B¢ 35

LUFH23EE AWS::EC2::Instance XK :
® bootstrap Hl#f. REIREPFEMNZE, BRIEEEFBEEMR.
e =~ control plane #1288, control plane H.23 N ZH2FEMNEIE,

o IEHH, ALEIRFUREDLHAITE (compute) M (BFFy worker Hl35) o XLEHER
FEHRRENEE.

0T LB 1R MY CloudFormation iR, NE&EEEH 236 LU SEHI25EY,

H o
NREHIXIEAFEE ma SCHRE, B0 eu-west-3, 1HCUNER m5 K8,
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https://console.redhat.com/openshift
http://quay.io
https://access.redhat.com/articles/4128421
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7 1.28. Hl2RH0SL ISR EY

SRR bootstrap Control plane Compute
i3.large X

md.large X
m4.xlarge X X
m4.2xlarge X X
m4.4xlarge X X
m4.8xlarge X X
m4.10xlarge X X
m4.16xlarge X X
mb.large X
mb5.xlarge X X
mb5.2xlarge X X
mb5.4xlarge X X
mb5.8xlarge X X
m5.10xlarge X X
m5.16xlarge X X
m6i.xlarge X X
c4.2xlarge X X
c4.4xlarge X X
c4.8xlarge X X
r4.large X
r4.xlarge X X
r4.2xlarge X X
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LR R bootstrap Control plane Compute
r4.4xlarge X X
r4.8xlarge X X
r4.16xlarge X X

1R AT RERE NS 3 A RF & X L SL I R B AR B ELfh S U SR B,

1.10.4.2. HihZE 22 i 4H 4

e VPC

e DNS%H

o TEHIHMEE (HBUHMLL) MR
o NHMT A 53 X1

o THY

e AMAE

S3 i

INRIETERT FE R MRS E AR IERIME R TIE, NIFTEVIH EC2 M ELB =9t P ik, FEV5(A
XIS, Bt —1 VPCinR, FREMMBKEERANFM, U THS

® ec2.<region>.amazonaws.com
e clasticloadbalancing.<region>.amazonaws.com

® s3.<region>.amazonaws.com

A VPC H
IRAIREEER VPC M1FM, LUEESENZSERE,

HEr AWS R ik

VPC ISR — A3 VPC &R EA,
e AWSI:EC2:VPC VPC {6 3| A F RIS BE B R A8 =,
° AWSECZVPCEndeInt DS 5 ETE S3 Y registry BIEfE,

%4
2
=

1Z8 VPC /A 18 3N AR AHF

° AWS:ECZ:Subnet P, 395555 2B A AL,

o AWS::EC2::SubnetNetworkAclAss
ociation
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Hi AWS JH

BRI o AWS:EC2::InternetGateway

o AWS:EC2::VPCGatewayAttachme
nt

e AWS::EC2::RouteTable
e AWS::EC2::Route

e AWS::EC2::SubnetRouteTableAss
ociation

o AWS:EC2::NatGateway

e AWS:EC2:EIP

P
ggm Rk e AWS::EC2:NetworkAcl

o AWS:EC2::NetworkAclEntry
TRTH e AWS::EC2::Subnet

o AWS::EC2::RouteTable

e AWS::EC2::SubnetRouteTableAss

ociation

AT/ DNS #lfi #3aMH 4

F1E £ AWS L%

sk

BB — N HBERRMMR, LARM0
B VPC R HERH, FIRMEMWERS, &
MNRHFREE—NEF EIP #tER NAT
MK, XL NAT MXAVFEETR (0%
FAFRISERI) Tiln B, A LR M
ZEREBRNFREEC].

RIR A VPC SR FalEmO -

Ol R

80 AW HTTP RE
443 AL HTTPS JRE
22 Ak SSHIRE
1024 - 65535 YN lEIRps =
0-65535 UG R &

R VPC AILLEBRAE TR, RHEH
CloudFormation ##R A 5 1 &I 3 MK
SR ERFM, MREFEALTHAFM, @b
A H IR AEE L MIER B FIR,

fRH) DNS Ml B EREEFTERALAHREER, HIFARURERFFEANTHEER (MRELE
RBFES T EBENEMEN) . B aoE— MR 7239258 DNS 2B, api.<cluster_names.
<domain> 5k B A /Jig AR 1 #i¥9%72%, api-int.<cluster_name>.<domain> B3k B I 4/ 38 A ER

M EISE LR,

EELBENFIOEES, URERKEO 6443 (FATF Kubernetes API REY &) #ixO 22623 (AF#H
2389 Ignition BECEX M) MILIFFERE. BFRR control plane T7m (HBFFH master TTR) . EEANES
IR EEEE BT mEB L RIS AR O 6443, SRR s IIRERL 15 MIiK 0 22623,
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DNS

eted I0RE

AER API BRSS
2RO

HER IR

SERB R

AN
=

RER API BRSS

ALK

REB L ITiZF

RERE R
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AWS JH

AWS::Route
53::HostedZ
one

AWS::Route
53::RecordS
et

AWS::Elasti
cLoadBalan
cingV2::Loa
dBalancer

AWS::Route
53::RecordS
etGroup

AWS::Elasti
cLoadBalan
cingV2::List
ener

AWS::Elasti
cLoadBalan
cingV2::Tar
getGroup

AWS::Elasti
cLoadBalan
cingV2::Loa
dBalancer

AWS::Route
53::RecordS
etGroup

AWS::Elasti
cLoadBalan
cingV2::List
ener

AWS::Elasti
cLoadBalan
cingV2::Tar
getGroup
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sk

REE DNS BIEE X,

control plane #1288 etcd SFEMIL TR,

RILFRE 7 EH DR,

AER API AR S5 B9 103K,

FIAER B D T s D O 6443 MY T2,

S ER AR AR B R,

TRAFHBN IS,

RER API BR S5 23951 4410 3K

HIRER 1 B T 2R e e O 22623 MY L ITF2 %,

POER 11 Hi ¥ 2R H B Fr4H.
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Hi AWS JH ek

AER L ITFEF AWS::Elasti
cLoadBalan
cingV2::List
ener

FIRER B s ik O 6443 M2,

AWS::Elasti
cLoadBalan
cingV2::Tar
getGroup

AR B R4 POER 11 Hi ¥ i 2RH0 B P14

T2
control plane #1 worker Hl283& E 57 FiwO :

MasterSecurityGrou AWS::EC2::Security icmp 0
p Group
tcp 22
tcp 6443
tcp 22623
WorkerSecurityGrou = AWS::EC2::Security icmp 0
p Group
tcp 22
BootstrapSecurityGr ~ AWS::EC2::Security tcp 22
oup Group
tcp 19531

control plane A
control plane HlBRFELUTAOH, BN AOEE E AWS::EC2::SecurityGroupingress FR,

A4 (301 IP Bl Vi 3B
Masteringress  etcd tcp 2379- 2380
Etcd

Masteringress  Vxlan HiE2 udp 4789
Vxlan

Masteringress  Vxlan HiE2 udp 4789

WorkerVxlan
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AO4H Uiy IP #p S 5B
Masteringress  HEREEHRAE ] Kubernetes RIEBFEHT tcp 9000 - 9999
Internal

Masteringress  REREEHERE tcp 9000 - 9999

Workerlnterna
|

Masteringress  kubernetes kubelet, VAEZFILFISREIES tcp 10250 - 10259
Kube

Masteringress  kubernetes kubelet, VAEZFFILHISREIES tcp 10250 - 10259
WorkerKube

Masteringress  Kubernetes AOfRSS tcp 30000 - 32767
IngressServic
es

Masteringress  Kubernetes AOfRSS tcp 30000 - 32767
Workerlngress
Services

Masteringress  Geneve HiES udp 6081
Geneve

Masteringress  Geneve HiES udp 6081
WorkerGenev
e

Masteringress  IPsec IKE #iiE 2 udp 500
Ipseclke

Masteringress  IPsec IKE #iiE 2 udp 500
Workerlpseclk
e

Masteringress  IPsec NAT-T #iE3 udp 4500
IpsecNat

Masteringress  IPsec NAT-T #iE3 udp 4500
WorkerlpsecN
at

Masteringress  |Psec ESP #{E& 50 All
IpsecEsp

Masteringress  |Psec ESP #{E& 50 All
WorkerlpsecE

sp
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AO4H Hh 1P 13 ROSEE

Masteringress  REEEHERE udp 9000 - 9999
InternalUDP

Masteringress  REREEHERE udp 9000 - 9999
Workerinterna
IUDP

Masteringress  Kubernetes AOfRSS udp 30000 - 32767
IngressServic
esUDP

Masteringress  Kubernetes AOfRSS udp 30000 - 32767
Workerlngress
ServicesUDP

worker A
worker HlZRRELUTAOH, ENMAOAHEZ AWS::EC2::SecurityGrouplngress &,

AO#A feid 1Pt Vi 3B
Workeringress  Vxlan #iE3 udp 4789
Vxlan

Workeringress  Vxlan #iE3 udp 4789

WorkerVxlan

Workeringress  HER&EEE(E tcp 9000 - 9999
Internal
Workeringress  HREREEEIE tcp 9000 - 9999

Workerinterna
|

Workeringress  Kubernetes kubelet, iERFIEHIZ SRR tcp 10250
Kube

Workeringress  Kubernetes kubelet, JiERFHILHIZEESR tcp 10250
WorkerKube

Workeringress  Kubernetes AQRRSS tcp 30000 - 32767
IngressServic
es

Workeringress  Kubernetes AQRRSS tcp 30000 - 32767
Workerlngress
Services
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AD04A fed IP Bl W PetE |

Workeringress  Geneve #iE3 udp 6081
Geneve

Workeringress  Geneve {53 udp 6081
MasterGeneve

Workeringress  IPsec IKE ##E3 udp 500
Ipseclke

Workeringress  IPsec IKE {3 udp 500
Masterlpseclk
e

Workeringress  IPsec NAT-T #iE S udp 4500
IpsecNat

Workeringress  IPsec NAT-T #iiE S udp 4500
MasteripsecN
at

Workeringress IPsec ESP #iE 3 50 All
IpsecEsp

Workeringress  IPsec ESP #iE 3 50 All
MasterlpsecEs

p

Workeringress  HREREEE(E udp 9000 - 9999
InternalUDP

Workeringress  HRER&EEHBIE udp 9000 - 9999
Masterinternal
UDP

Workeringress  Kubernetes AQRRSS udp 30000 - 32767
IngressServic
esUDP

Workeringress  Kubernetes AQRRSS udp 30000 - 32767
Masteringress
ServicesUDP

ABHLAECES

IRTE AWS BB AL BRI T AR, $RAEAY CloudFormation AR UL T AWS::IAM::Role % 1% 5125
Allow (R, FhE—HABIRM— AWS::IAM:InstanceProfile, MMEREREMNR, BAEILUHN R
F LA T2 AURR 3 B S AN RR
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At oM B R
Master Allow ec2:* *
Allow elasticloadbalancing *
Allow iam:PassRole *
Allow s3:GetObject *
Worker Allow ec2:Describe* *
bootstrap Allow ec2:Describe* *
Allow ec2:AttachVolume *
Allow ec2:DetachVolume *

1.10.4.3. iEBEAFERER

EFEREE FNEMBREN, KENRARMYIFIENGZERE, REEQIRE—MEREEHIESR
IEBZELZIER (CSR) BHLE, kube-controller-manager R EE#L 4 kubelet & /i CSR. machine-
approver T;ARIEE A kubelet FIFIFRMREIEHIBNRYE, RNETEBILSEBWIINZEL L TZ
HR, BUBTUREFLERE—F A%, UL kubelet 3R4HIEF 1 KRB MM F I ITHE A,

1.10.4.4. Fr= B9 AWS 1 BR

p= =1
&H9 IAM A P T E X 35 us-east-1 A1 [R tag:GetResources &/HFREAERE IR,

YEh AWS API IERBY—ER4>, OpenShift Container Platform 352 B 1E b K 8 A 4T
B FhRE,

¥ AdministratorAccess SRE&HI INEIEFE Amazon Web Services (AWS) FEIIEH IAM B R, B%1%
BPREEEMNBR, EEE OpenShift Container Platform S£EHFFEHM, IAM B EEL TR :

#111.31. RERFFHHY EC2 IR
e tag:TagResources
e tag:UntagResources
e ec2:AllocateAddress
® ec2:AssociateAddress
e ec2:AuthorizeSecurityGroupEgress

e ec2:AuthorizeSecurityGrouplngress
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ec2:Copylmage

® ec2:CreateNetworkinterface

e ec2:AttachNetworkinterface

® ec2:CreateSecurityGroup

® ec2:CreateTags

® ec2:CreateVolume

e ec2:DeleteSecurityGroup

® ec2:DeleteSnapshot

® ec2:DeleteTags

® ec2:Deregisterlmage

® ec2:DescribeAccountAttributes
® ec2:DescribeAddresses

® ec2:DescribeAvailabilityZones
® ec2:DescribeDhcpOptions

® ec2:Describelmages

e ec2:DescribelnstanceAttribute
e ec2:DescribelnstanceCreditSpecifications
® ec2:Describelnstances

e ec2:DescribelnternetGateways
® ec2:DescribeKeyPairs

® ec2:DescribeNatGateways

® ec2:DescribeNetworkAcls

® ec2:DescribeNetworkinterfaces
® ec2:DescribePrefixLists

® ec2:DescribeRegions

® ec2:DescribeRouteTables

® ec2:DescribeSecurityGroups
® ec2:DescribeSubnets

® ec2:DescribeTags

270



ec2:DescribeVolumes
ec2:DescribeVpcAttribute
ec2:DescribeVpcClassicLink
ec2:DescribeVpcClassicLinkDnsSupport
ec2:DescribeVpcEndpoints
ec2:DescribeVpcs
ec2:GetEbsDefaultKmsKeyld
ec2:ModifylnstanceAttribute
ec2:ModifyNetworkinterfaceAttribute
ec2:ReleaseAddress
ec2:RevokeSecurityGroupEgress
ec2:RevokeSecurityGrouplngress
ec2:Runlinstances

ec2:Terminatelnstances

511.32. & 2 H O3 P 4% B IR AT RE B AR

ec2:AssociateDhcpOptions
ec2:AssociateRouteTable
ec2:AttachinternetGateway
ec2:CreateDhcpOptions
ec2:CreatelnternetGateway
ec2:CreateNatGateway
ec2:CreateRoute
ec2:CreateRouteTable
ec2:CreateSubnet
ec2:CreateVpc
ec2:CreateVpcEndpoint
ec2:ModifySubnetAttribute

ec2:ModifyVpcAttribute

F1E £ AWS L%
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E

272

MREERIMAER VPC, ERIIR A A RBEXLEN RO ML TR,

151 1.33. LM Elastic Load Balancing #{[R(ELB)

elasticloadbalancing:AddTags
elasticloadbalancing:ApplySecurityGroupsToLoadBalancer
elasticloadbalancing:AttachLoadBalancerToSubnets
elasticloadbalancing:ConfigureHealthCheck
elasticloadbalancing:CreateLoadBalancer
elasticloadbalancing:CreateLoadBalancerListeners
elasticloadbalancing:DeleteLoadBalancer
elasticloadbalancing:DeregisterinstancesFromLoadBalancer
elasticloadbalancing:DescribelnstanceHealth
elasticloadbalancing:DescribeLoadBalancerAttributes
elasticloadbalancing:DescribeLoadBalancers
elasticloadbalancing:DescribeTags
elasticloadbalancing:ModifyLoadBalancerAttributes
elasticloadbalancing:RegisterinstancesWithLoadBalancer

elasticloadbalancing:SetLoadBalancerPoliciesOfListener

5 1.34. REEFTEH Elastic Load Balancing (R (ELBv2)

elasticloadbalancing:AddTags
elasticloadbalancing:CreateListener
elasticloadbalancing:CreateLoadBalancer
elasticloadbalancing:CreateTargetGroup
elasticloadbalancing:DeleteLoadBalancer
elasticloadbalancing:DeregisterTargets
elasticloadbalancing:DescribelListeners
elasticloadbalancing:DescribeLoadBalancerAttributes

elasticloadbalancing:DescribeLoadBalancers



elasticloadbalancing:DescribeTargetGroupAttributes
elasticloadbalancing:DescribeTargetHealth
elasticloadbalancing:ModifyLoadBalancerAttributes
elasticloadbalancing:ModifyTargetGroup
elasticloadbalancing:ModifyTargetGroupAttributes

elasticloadbalancing:RegisterTargets

511.35. REFTFE 1AM TR

iam:AddRoleTolnstanceProfile
iam:CreatelnstanceProfile
iam:CreateRole
iam:DeletelnstanceProfile
iam:DeleteRole
iam:DeleteRolePolicy
iam:GetlnstanceProfile
iam:GetRole

iam:GetRolePolicy

iam:GetUser
iam:ListInstanceProfilesForRole
iam:ListRoles

iam:ListUsers

iam:PassRole
iam:PutRolePolicy
iam:RemoveRoleFrominstanceProfile
iam:SimulatePrincipalPolicy

iam:TagRole

pa -

F1E £ AWS L%

INRELZETE AWS Bk A QI 7 2t fias (ELB) , IAM AP ILHRE

iam:CreateServiceLinkedRole [,
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274

51 1.36. ZZEFTEH Route 53 1Y IR

route53:ChangeResourceRecordSets
route53:ChangeTagsForResource
route53:CreateHostedZone
route53:DeleteHostedZone
route53:GetChange
route53:GetHostedZone
route53:ListHostedZones
route53:ListHostedZonesByName
route53:ListResourceRecordSets
route53:ListTagsForResource

route53:UpdateHostedZoneComment

#11.37. REFTFHH S3 TR

s3:CreateBucket
s3:DeleteBucket
s3:GetAccelerateConfiguration
s3:GetBucketAcl
s3:GetBucketCors
s3:GetBucketLocation
s3:GetBucketLogging
s3:GetBucketObjectLockConfiguration
s3:GetBucketReplication
s3:GetBucketRequestPayment
s3:GetBucketTagging
s3:GetBucketVersioning
s3:GetBucketWebsite
s3:GetEncryptionConfiguration

s3:GetLifecycleConfiguration



s3:GetReplicationConfiguration
s3:ListBucket

s3:PutBucketAcl
s3:PutBucketTagging

s3:PutEncryptionConfiguration

15 1.38. 2% Operators FTEHI S3 FUER

s3:DeleteObject
s3:GetObject
s3:GetObjectAcl
s3:GetObjectTagging
s3:GetObjectVersion
s3:PutObject
s3:PutObjectAcl

s3:PutObjectTagging

11.39. MHFRE A LA BTR PR T BIAR

autoscaling:DescribeAutoScalingGroups

ec2:DeleteNetworkinterface

ec2:DeleteVolume

elasticloadbalancing:DeleteTargetGroup

elasticloadbalancing:DescribeTargetGroups

iam:DeleteAccessKey
iam:DeleteUser
iam:ListAttachedRolePolicies
iam:ListInstanceProfiles
iam:ListRolePolicies
iam:ListUserPolicies
s3:DeleteObject

s3:ListBucketVersions

F1E £ AWS L%
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I e tag:GetResources

151 1.40. fiH| PR A 2% 55 TR A s B AL BR

® ec2:DeleteDhcpOptions

® ec2:DeletelnternetGateway
® ec2:DeleteNatGateway

® ec2:DeleteRoute

® ec2:DeleteRouteTable

® ec2:DeleteSubnet

® ec2:DeleteVpc

® ec2:DeleteVpcEndpoints

e ec2:DetachinternetGateway
® ec2:DisassociateRouteTable
e ec2:ReplaceRouteTableAssociation

INREFERIMAER VPC, EBIIRK AT EIXLEN R FMIBR I 5TR,

L

15 1.41. 0155 AR EBEI 4 1AM #1 S3 FU R

iam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

o jam:GetUserPolicy

e jam:ListAccessKeys

e s3:PutBucketPublicAccessBlock

o s3:GetBucketPublicAccessBlock
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s3:PutLifecycleConfiguration

s3:HeadBucket

s3:ListBucketMultipartUploads

s3:AbortMultipartUpload

2 pa =

MREMFEA mint EREEHNEEIE, IAM B i1EE iam:CreateAccessKey
and iam:CreateUser IR,

L
i

51 1.42. L& BLAS & R Bl %A R

e servicequotas:ListAWSDefaultServiceQuotas

1.10.5. &£ A SSH FhEHF R R RN EMCE A

MRBAER EPATREMAFICERE, Ml ssh-agent MIRERFRMH SSH B, AT LUER
L ERH R R HEERE R bootstrap Hl88 KHFFR &£ R,

' L IMER, EEEIMT IR E M,

IR LU A L BEHLL core A B9t SSH iE 1 E master T, TEERBEEN, HWHRHASKHME core
FA 7 #9 ~/.ssh/authorized_keys 55K,

% o
BER—IFIBY, MARERERETS LEBERN®EH, 0 AWS EHX,

ik

1 MFEZRENITEN LREEFMIIEMEER SSH B8, H0IR—1. i, EEMA Linux
RGBT EN EIZTUTHS -

$ ssh-keygen -t ed25519 -N "\
-f <path>/<file_name> 0

EEH SSH BB EMXE4, 0 ~/.sshlid_rsa, MNRESHEBHAN, 1HBREHAEH
fIF ~/.ssh B3,

ZITI T RERENMELE N FEB LR SSH B,
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==
INERIBITRITE x86_64 2FFh 2 E(H A FIPS J51FAY/Modules in Process HNEE ZERY

OpenShift Container Platform 5£8%, FAZ02{#H ed25519 EEMEH, K
Z, BIB—EMA rsask ecdsa EENEH,

2. fFhiEBESE5) ssh-agent i#72 :

I $ eval "$(ssh-agent -s)"
i Bl

I Agent pid 31874

MBMNERXE FIPS &R, N RFEE FIPS FRE RRXLERN SSH 25, B
/& RSA % ECDSA,

-

3. ¥ SSH FAEHARINEY ssh-agent :

I $ ssh-add <path>/<file_name> ﬂ

it Bl
I Identity added: /home/<you>/<path>/<file_name> (<computer_name>)

Q 187 SSH FHIIBRBRFISX -4, 10 ~/.ssh/id_rsa

EES R
e %% OpenShift Container Platform i, N&RERFIRHEE SSH NH, MREME SHIERMZRY
FRREEERE, RIS R IR A BRI ER,
1.10.6. QI B F AWS &4

S AR B &RNEMZEIITE Amazon Web Services (AWS) £ %% OpenShift Container Platform, &4
MERFENLERFBESHATHXG, UEEFERUEEFRAMNE. BEEKFIFBE L install-
config.yaml 3X#. Kubernetes S&H#1 Ignition BB . Bl LUAFEREAE SN ERE SIXBIRIIH
var 77X,

1.10.6.1. a3k : GIERIRAT /var K

BN ZRERZFIF OpenShift Container Platform B 0 KR BAREREF. A, EELER TETRE
FREEXHRGEHN—ED P OEMIIS X,

OpenShift Container Platform SRR KRG FHEMT INE /var X=X /var B9F B3k, 0

e /var/lib/containers : RFEHRFEXVHNE, MBERZHENIRANBIRSH, S b BNEE
%ﬁgbuo
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o /var/lib/etcd : RFERAIBEREFRFFIRIIMBIE, bl etcd FHERIMEREILAL,

o |var : REEHFEMIRENHIE BFREEN (WHIT) .
HREN ivar B RENB A ABHRIBESEN XS BREM, FHALUEUEEFHFRE OpenShift
Container Platform B frREFIZEIB TR, MAXNAE, BRALEBRINAERS, TEHRGNBI
EEHIREHEXH.
R /var TEFHIT— DL HH Red Hat Enterprise Linux CoreOS (RHCOS) ZRERIMEREFTE, FILUXNR

FE&7E OpenShift Container Platform %457 #2#) openshift-install 4£ & [T E% il A BOHL 2R EC B 1% B ML
B /var 99X,

BF

NBIRBLUT SRR ORIBIT /var DK, NAZEEROE Kubernetes 5&H
Ignition BEE ST, AATI AR,

ik

1. QB OpenShift Container Platform L XX 4B E % :

I $ mkdir $HOME /clusterconfig

2. JZ1T openshift-install 7£ manifest #1 openshift 7B X AIE—H3x 4, EHIRRENEER

Gilale -

I $ openshift-install create manifests --dir SHOME/clusterconfig

it Bl
? SSH Public Key ...
INFO Credentials loaded from the "myprofile” profile in file "/home/myuser/.aws/credentials”
INFO Consuming Install Config from target directory

INFO Manifests created in: $HOME/clusterconfig/manifests and
$HOME/clusterconfig/openshift

3. ®1i% : IIAREIRFTE clusterconfig/openshift BRI TiEH -

I $ Is SHOME/clusterconfig/openshift/
it Bl

99_kubeadmin-password-secret.yaml

99 _openshift-cluster-api_master-machines-0.yaml
99 _openshift-cluster-api_master-machines-1.yaml
99 _openshift-cluster-api_master-machines-2.yaml

4. /3 MachineConfig X RFHFHFERINE openshift B kM —A b, flan, IBXEMEH
98-var-partition.yaml, (%% 5 BN worker RETHREHEIL AT, FHREBERLLERE
fERAN IXANRBIE ivar B RRE— N EBS X

I apiVersion: machineconfiguration.openshift.io/v1
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kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-var-partition

spec:
config:
ignition:
version: 3.1.0
storage:
disks:
- device: /dev/<device_name> ﬂ
partitions:
- label: var

startMiB: <patrtition_start_offset> 9
sizeMiB: <partition_size> 6
filesystems:
- device: /dev/disk/by-partlabel/var
path: /var
format: xfs
systemd:
units:
- name: var.mount ﬂ
enabled: true
contents: |
[Unit]
Before=local-fs.target
[Mount]
What=/dev/disk/by-partlabel/var
Where=/var
Options=defaults,prjquota 9
[Install]
WantedBy=local-fs.target

B0 K F L E 2.

LTES| SR RRIMEUE S XET, #EFZRADER 25000 MiB (Mebibytes) . root XHFR%:
KEVEFELKNMEEHEFRETRAZENR (RZEEENRBE) . MREEEEME, =X
ERENENTFHENT/IME, NERMN root XUERZAXN, THELUGEIHITH RHCOS &
FRETRERBEEHIES X FIEED,

®9

BRESRBARN (BUIEFTHEBALLD)

HEH BTN IS Where= i85 HIEEMB RITE, H0, XFHEHT
/var/lib/containers LB REE, ZHThiife$ N var-lib-containers.mount,

X FRFASREMIXERSE, W5 A priquota LTI,

® 00

= -
TEQIEINATL /var 2 X, INRAEREAIREEBHEBIN SRR, WEEHT
REBYSLFIZE B A F worker 7 s,

5. BXiz1T openshift-install, M manifest 1 openshift 7B &8 —H3C 462 Ignition BCE :
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$ openshift-install create ignition-configs --dir SHOME/clusterconfig
$ Is SHOME/clusterconfig/

auth bootstrap.ign master.ign metadata.json worker.ign

WAE, EAILAMEA Ignition BoE SXHHE N RERRF I A KRR EE Red Hat Enterprise Linux
CoreOS (RHCOS) %%%,

1.10.6.2. fij@ LB & 4
A FHBE N REREFEEREHMENREEE X,

FRFZM

e B KEY OpenShift Container Platform i1 F BT B AR EMZRIFIEEEH pull secret,
N FZRMGSRE, XEXHMTFENELZ2ENL,

o (HAZIIER FMIMITT Red Hat Enterprise Linux CoreOS (RHCOS) AMI KB BIFEHRE

R, MREEDRBINEFEEEE L AMIBXIE, 0 AWS GovCloud K15, & F 51
# install-config.yaml 3244,

AT
1. @& install-config.yaml 324,
a. BRI EREREFMNBR, BZTUTHS :

I $ ./openshift-install create install-config --dir <installation_directory> ﬂ

Q % F <installation_directory>, 1518 T REREEFMOUIENXHNE R,

BE

BE—NEBFR, —LREFER, W bootstrap X.509 iEH, HHIEHTHAHE
R, AUAESESFRARKER. NMREEEFEAT —PEHREHRHNIIX
%, AILGEEHRENERD, AR, —LREHRIENXHLAIRERIELT
hRAZ A RrERZS, M OpenShift Container Platform Sk A & fl &2k 244
PR AN

b. TEIRRFEFL, REEHNEMEEIFS :
i A EFER SN ERENZRE SSH BB,

M FEBEE EHUTRE RS RMERE 4T EME OpenShift
Container Platform £2¢%, 1518 ssh-agent 72 # R SSH B4,

ii. 1% aws FE N BIRES,

i. MREITENLZEFREAWSBES, ENEERERTTEREREFNAABA AWS 7
(7] B2%A 1D # secret 5 [R1 25 %H,
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= -3
AWS [R5 5H ID # secret Vi BHEMELREEN LYgiA - B %A

B ~/. aws/credentiaIsEIJ MR HEFAREFESFHOEEREIE, RXEE
FREREHANEIL, BRREEFIREMNTESIEEEMETE S F,

iv. EFENEFHERR AWS XiF,
v. IEFREEH R ER Route 53 ARFSHIE,
vi. NEREA— DR ML,
vii. ¥4l Red Hat OpenShift Cluster Manager ##4 pull secret
2. YmfE install-config.yaml 31, LURHEZ RIS P REMENEMEESR.
a. B3 pullSecret [, FHAE registry WHHBEIEER :

pullSecret: {"auths"{"<local_registry>": {"auth": "<credentials>","email":
"you@example.com"}}}'

X F <local_registry>, 157 registry 84, LARIEHIERR registry FASRIZHRA BRI BT ki
A, 50 : registry.example.com =& registry.example.com:5000, f#Ff <credentials>
FIRE BBV ERR registry 38 base64 JriZH A P L,

. ¥hN additionalTrustBundle S H{E, Z(EWIEE AT registry BIIE P XHRA,
_ILAEIJL’EEI’J_H:. IEP IR A IR R registry ERBIBZZIEH,

additionalTrustBundle: |

C. /IJ\\ 7][] %R{% |7\] ﬁ_—"\

imageContentSources:

- mirrors:
- <local_registry>/<local_repository_name>/release
source: quay.io/openshift-release-dev/ocp-release

- mirrors:
- <local_registry>/<local_repository_name>/release
source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

f# Ao i AR imageContentSources E3 4 K5 & (mirror) B, SHIEMEHAZIR
A 4% B 1Y 5T R B PR A I (5 FR BB

Al A REIRIXES Internal :
I publish: Internal

W EIXANET, B LB — N WER Ingress Controller F1— N AHE 1 19%1 %5

3. @% : %17 install-config.yaml 3244,
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HE
install-config.yaml X A 2 Z&E I RHEFEE, MREESFEMAMLE, wil
TE&R.

o MFAXAWS BEEEMEIEBENELER, ESH AWS XEHRHEREMFEIEXXHILE.

110.6.3. ERFZ I EhEEEESE B HE

SRR RERIBABE R M EER, MRREHTTP X HTTPS 3, &7 LIET 7E install-
config.yaml XH4HEENEIXE, [FHB OpenShift Container Platform A ECE /7 A,

SoRFE M
o MA—IEM install-config.yaml XX,

o MKRETEBIFZVINMNIER, HFRERSEELSINRE, MNBERTRIEMERHLEORE,
SIENEE = HANE AP AR, SEE ML RARINE Proxy % §B) spec.noProxy F k5
K,

Proxy X/ status.noProxy FE& s i R&L AL E Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #
networking.serviceNetwork[] FE&HIEIETE,

X F7E Amazon Web Services(AWS). Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X5
status.noProxy F Bt &8 F SE 5l st BRI 1B 75(169.254.169.254),

o INRIMIIERNI T AWS L, 155 ec2.<region>.amazonaws.com, elasticloadbalancing.
<region>.amazonaws.com 71 s3.<region>.amazonaws.com ifi sURINE] VPC i, FEXLE
ImR Y RETER T R EI AWS EC2 API 913K, RTFREBERHFIGIMAR T R TIE, R
AT AWS % F A X L K ER R B AWS EC2 AP, TERIBRSSZI_RFPBIAIFFIFRA I EC2
APl B9/2 #E IP Hhiit R FHHH,

1. 4% install-config.yaml X FH R IMARERE, B0

apiVersion: vi

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: |
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@ FTOERERA HTTP EEMIE URL, URL &/12 http,
AT OB SREES HTTPS JE#EMIE URL,

o)

9 ZHREREBFAIEZA. IP it st E /%% CIDR HIES 2T, TESAETE . 3k
CEgFisk, 540 : .y.com CEZ x.y.com, {EARICE y.com, {FFH * it piA BHHIHBK
I,

Q INRiIRMH, REFREFTE openshift-config @p# 22 (A A & B % 1 user-ca- bundle FIEZ E R

EPSRIREFIANMY CAIEP, INRIEIRM additionalTrustBundle F1E V> — NI

&, Proxy M REMEEE HE|F trustedCA FE&H ] user-ca-bundle EZERET, 54

&, Cluster Network Operator &fl|Z#— trusted-ca-bundle EdEMET, fF/ trustedCA

SHIEENNA S RHCOS FEMHF 8 & F. additionalTrustBundle FEXENFTHI, FRIE

KREM S HIEPEEE RHCOS SEIR SR A HlIE &,

RERFFAZHFLEDN readinessEndpoints F%,

2. REEXME, FIELRL OpenShift Container Platform B3|,

RERFERUE—NEN cluster WEESERNIE, ZAEBFERARMEN install-config.yaml SR B
wiE, INREFRHREBZE, MAKUE— cluster Proxy ¥R, HERE—1Z spec.

o Q¥4 cluster B Proxy 1%, AT RENIRIE,

1.10.6.4. & Kubernetes i&¥.#] Ignition ACiE X4

HFEBIER — LR E U XU HEF IR IR, FILEBIAER Kubernetes JE 5 Ignition
REXH, SHFEXMITRLUIZENS.

LERCE XN Kubernetes 55 ¥, SEHEREZ Ignition BREXEH, BEETUIEER,

B

o REREFEKM Ignition BEXH I ETE 24 /N BT HARIES, ARETEHINR
T80T, MREFHUEPRIXHER, BEBE 24 /NNEER, SH2E0KE
HHRIER ., — M ERE, BEEFIHESFLIER node-bootstrapper ik
PELZIEK (CSR) EIRE kubelet iEH, ME\RZER, ESH ML HH
control plane HF-1 1k ZHISTHE,

o EBIVIRTE Ignition EEBXMHAEREM 12 /NTRERTN], BH 24 /NTHIEBATE
BRI 16 NRTE 22 N EIFH TS, Bid7E 12 NEFRMER Ignition BEE
X, R LLR SRR R ET R E N HT T IR BT 5 B & S R A &,

SoRFE M
e 2k1E OpenShift Container Platform Z4&&i2F., N TZRMLE R, XEXHMTFENEZE
=

o B {I% install-config.yaml 2 & XX 14,
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ik

1 MBS RREFNER, FHNWKEFLEM Kubernetes 754 :
I $ ./openshift-install create manifests --dir <installation_directory> ﬂ

Q % F <installation_directory>, &{EE &8 E0IZM install-config.yaml X %R
o

2. MIBRE X control plane #1258 Kubernetes 5& #3044 -
I $ rm -f <installation_directory>/openshift/99_openshift-cluster-api_master-machines-*.yaml

Bt M BRIX Ee ST 44, IR RT ARG IE SR B B 54 AR control plane #1288,
3. MERTE X worker #1238 Kubernetes 5&H 3 {4 :

I $ rm -f <installation_directory>/openshift/99_openshift-cluster-api_worker-machineset-*.yami

HFEZBTORIFEE worker Hl35, FILFFERAALX LN

4. 1% <installation_directory>/manifests/cluster-scheduler-02-config.yml Kubernetes & ¥. 3
£+ 8 mastersSchedulable S EE 2 X E N false, L% E A5 1ETE control plane #1235 L1
E pod:

a. 1TFF <installation_directory>/manifests/cluster-scheduler-02-config.yml 3 4,
b. #Z| mastersSchedulable S F MR ECHXE N false.
c. REFBRHXMH,

5. A% : fIRIEFRFEE Ingress Operator KRIEQIE DNS 0%, B
<installation_directory>/manifests/cluster-dns-02-config.yml DNS Egi& 3 4R #Y
privateZone #[1 publicZone &34 :

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: null
name: cluster
spec:
baseDomain: example.openshift.com
privateZone:
id: mycluster-100419-private-zone
publicZone: 9
id: example.openshift.com
status: {}

QO:2iikitEs.

IR, BEFRPRAMFEIRIMA L DNS £,

6. ZAJ# Ignition EEEX, MBERERFHNEFSITUTHRS :
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I $ ./openshift-install create ignition-configs --dir <installation_directory> ﬂ

Q %t F <installation_directory>, i5isEMEMNZE R F,

ZERAPFERLLT X -

|—— auth

—— kubeadmin-password
—— kubeconfig

—— bootstrap.ign

—— master.ign

—— metadata.json

—— worker.ign

1.10.7. R EXEL R4 2 FF

Ignition BEE X8 & — " HE—REINARE, ERILUERETE Amazon Web Services (AWS) FME— iR
IREOSERE, ERZRFI LML AT 7E OpenShift Container Platform Z2& i3 2R EALE XA AWS KR, 1R
89 CloudFormation iR & &% T LB Z M ZFRAIE1 B, HEENIIRERE.

FoRZ M
e JKEY OpenShift Container Platform %2 f2F LU R S E£#Y pull secret,
o B NEEFERK Ignition BLE S

o RET jq M.

e M Ignition Be B X BB PIRIVAI B BRI, HETU TS
I $ jq -r .infralD <installation_directory>/metadata.json ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.
i i

I openshift-vw9j6 ﬂ

ﬂ It Er SR H R R RRF R MBI F R .

1.10.8. 7£ AWS b )& VPC

IR WJITE Amazon Web Services (AWS) Afi|# Virtual Private Cloud (VPC) , #f&# OpenShift
Container Platform 288 A, EALIEE L VPC K BENEXR, 21E VPN MREBER.

1B LUFE AR CloudFormation BRI B & LS H AR R VPC B9 AWS FHRHERR,
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JNRAEARMEA CloudFormation IR E B8 AWS EfiliZRty, B ERMENERH
Foh QI BRERR, MRERZEEBMBL, ETRFERRILIBSIFHIRMENRE

A&,

FoRFM
o BEET—NAWSHKF,
o RALLETi21T aws configure, I AWS BEAFM X ERINEIA R AWS ELESE .

o T HEREE K Ignition LB X1,

1 f/E—1 JSON X, HEERIRmENSHIE !

[
{
"ParameterKey": "VpcCidr", ﬂ

"ParameterValue": "10.0.0.0/16" @)
2

{
"ParameterKey": "AvailabilityZoneCount", e

"ParameterValue": "1"

1
{
"ParameterKey": "SubnetBits", 9

"ParameterValue": "12" G

}
]

VPC # CIDR 3k,

BL x.x.x.x/16-24 ¥R 15 E CIDR #,

BE—N13 3 2B,

o
{2
© EHFHEVPCHARRKNKE,
o
(s

ENTRARFAZFDNFRBIARN,

187 5 B 13 MV EEE, Hep 579 /27, 135 19,

o

2. EFIARFEHB VPC B CloudFormation BARER 4 R EVIENR, FIFELL YAML XHFXAREERIT
Bl L, ERESR T EBRER VPC,

3. 2% CloudFormation %4k, LLAIERER VPC B AWS FIRHERS

BE
BRAE—TREIAGRT,
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$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json

ﬂ <name> 2 CloudFormation #BIEFR, 40 cluster-VPC, MRIEMRERE, NIFEELLH
52: S 1

g <template> 28R CloudFormation &R YAML BB % B R FI &,

9 <parameters> ‘& CloudFormation % JSON SC4FRIAENT BE R A& FF.

i th o Bl

arn:aws:cloudformation:us-east-1:269333783861 :stack/cluster-vpc/dbedae40-2fd3-11eb-
820e-12a48460849f

4. WBIAERAGEEETRE :
I $ aws cloudformation describe-stacks --stack-name <name>

1E StackStatus Z.;x CREATE_COMPLETE 7, #iH&ERUTSHME, EUIFX LS
EIR PR REBERFTEIZ1TIE M CloudFormation #&#R :

Vpcid &9 VPC ID,

PublicSub  #FH2HFMH ID,
netlds

PrivateSu & RFME D,
bnetlds

1.10.8.1. VPC B CloudFormation #itx

IR LUER LT CloudFormation Ak &8 E OpenShift Container Platform $E£fFEEHI VPC,

151 1.43. VPC #J CloudF ormation &4
AWSTemplateFormatVersion: 2010-09-09
Description: Template for Best Practice VPC with 1-3 AZs
Parameters:
VpcCidr:
AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
4][0-9]|25[0-5])(V(1[6-9]|2[0-4]))$

ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.

Default: 10.0.0.0/16

Description: CIDR block for VPC.

Type: String

AvailabilityZoneCount:

ConstraintDescription: "The number of availability zones. (Min: 1, Max: 3)"
MinValue: 1
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MaxValue: 3
Default: 1
Description: "How many AZs to create VPC subnets for. (Min: 1, Max: 3)"
Type: Number
SubnetBits:
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/19-27.
MinValue: 5
MaxValue: 13
Default: 12
Description: "Size of each subnet to create within the availability zones. (Min: 5 = /27, Max: 13 =
/19)"
Type: Number

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Network Configuration”
Parameters:
- VpcCidr
- SubnetBits
- Label:
default: "Availability Zones"
Parameters:
- AvailabilityZoneCount
ParameterlLabels:
AvailabilityZoneCount:
default: "Availability Zone Count"
VpcCidr:
default: "VPC CIDR"
SubnetBits:
default: "Bits Per Subnet”

Conditions:
DoAz3: |IEquals [3, IRef AvailabilityZoneCount]
DoAz2: IOr [!Equals [2, |Ref AvailabilityZoneCount], Condition: DoAz3]

Resources:
VPC:
Type: "AWS::EC2::VPC"
Properties:
EnableDnsSupport: "true"
EnableDnsHostnames: "true"
CidrBlock: |Ref VpcCidr
PublicSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [0, !Cidr ['Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-0
- Fn::GetAZs: Ref "AWS::Region"
PublicSubnet2:
Type: "AWS::EC2::Subnet"
Condition: DoAz2
Properties:

289



- Fn::GetAZs: IRef "AWS::Region"
InternetGateway:
Type: "AWS::EC2::InternetGateway"
GatewayTolnternet:
Type: "AWS::EC2::VPCGatewayAttachment"
Properties:
Vpcld: |Ref VPC
InternetGatewayld: |Ref InternetGateway
PublicRouteTable:
Type: "AWS::EC2::RouteTable"
Properties:
Vpcld: |Ref VPC
RouteTableld: |Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
Gatewayld: |Ref InternetGateway
PublicSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Properties:
Subnetld: 'Ref PublicSubnet
RouteTableld: |Ref PublicRouteTable
PublicSubnetRouteTableAssociation2:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Condition: DoAz2
Properties:

OpenShift Container Platform 4.6 £ AWS E%&%
PublicRoute:
Type: "AWS::EC2::Route"
Subnetld: IRef PublicSubnet2
RouteTableld: |Ref PublicRouteTable

Vpcld: |Ref VPC
CidrBlock: !Select [1, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-1
- Fn::GetAZs: IRef "AWS::Region"
PublicSubnet3:
Type: "AWS::EC2::Subnet"
Condition: DoAz3
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [2, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-2
DependsOn: GatewayTolnternet
Properties:
PublicSubnetRouteTableAssociation3:
Condition: DoAz3
Type: "AWS::EC2::SubnetRouteTableAssociation”
Properties:
Subnetld: 'Ref PublicSubnet3
RouteTableld: |Ref PublicRouteTable
PrivateSubnet:
Type: "AWS::EC2::Subnet"
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [3, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]

AvailabilityZone: ISelect
-0
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- Fn::GetAZs: Ref "AWS::Region"
PrivateRouteTable:
Type: "AWS::EC2::RouteTable"
Properties:
Vpcld: |Ref VPC
PrivateSubnetRouteTableAssociation:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Properties:
Subnetld: |Ref PrivateSubnet
RouteTableld: Ref PrivateRouteTable
NAT:
DependsOn:
- GatewayTolnternet
Type: "AWS::EC2::NatGateway"
Properties:
Allocationld:

"Fn::GetAtt":

- EIP

- Allocationld
Subnetld: 'Ref PublicSubnet

EIP:
Type: "AWS::EC2::EIP"
Properties:
Domain: vpc
Route:
Type: "AWS::EC2::Route"
Properties:
RouteTableld:

Ref: PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayld:

Ref: NAT

PrivateSubnet2:
Type: "AWS::EC2::Subnet"
Condition: DoAz2
Properties:
Vpcld: |Ref VPC
CidrBlock: !Select [4, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]
AvailabilityZone: ISelect
-1
- Fn::GetAZs: Ref "AWS::Region"
PrivateRouteTable2:
Type: "AWS::EC2::RouteTable"
Condition: DoAz2
Properties:
Vpcld: |Ref VPC
PrivateSubnetRouteTableAssociation2:
Type: "AWS::EC2::SubnetRouteTableAssociation”
Condition: DoAz2
Properties:
Subnetld: |Ref PrivateSubnet2
RouteTableld: Ref PrivateRouteTable2
NAT2:
DependsOn:
- GatewayTolnternet
Type: "AWS::EC2::NatGateway"
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Condition: DoAz2
Properties:

Domain: vpc

Route2:

Type: "AWS::EC2::Route"
Condition: DoAz2
Properties:

RouteTableld:

Ref: PrivateRouteTable2
DestinationCidrBlock: 0.0.0.0/0
NatGatewayld:

Ref: NAT2

PrivateSubnet3:
Type: "AWS::EC2::Subnet"
Condition: DoAz3
Properties:
Vpcld: |Ref VPC

CidrBlock: !Select [5, !Cidr [!Ref VpcCidr, 6, |Ref SubnetBits]]

Condition: DoAz2
Properties:
Allocationld:
"Fn::GetAtt":
- EIP2
- Allocationld
Subnetld: |Ref PublicSubnet2
EIP2:
Type: "AWS::EC2::EIP"
AvailabilityZone: ISelect
-2
- Fn::GetAZs: IRef "AWS::Region"
PrivateRouteTable3:
Type: "AWS::EC2::RouteTable"
Condition: DoAz3
Properties:
Vpcld: |Ref VPC
PrivateSubnetRouteTableAssociation3:
Type: "AWS::EC2::SubnetRouteTableAssociation"
Condition: DoAz3
Properties:
Subnetld: 'Ref PrivateSubnet3
RouteTableld: Ref PrivateRouteTable3
NAT3:
DependsOn:
- GatewayTolnternet
Type: "AWS::EC2::NatGateway"
Condition: DoAz3
Properties:
Allocationld:
"Fn::GetAtt":
- EIP3
- Allocationld
Subnetld: 'Ref PublicSubnet3
EIP3:
Type: "AWS::EC2::EIP"
Condition: DoAz3
Properties:
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Domain: vpc
Route3:
Type: "AWS::EC2::Route"
Condition: DoAz3
Properties:
RouteTableld:

Ref: PrivateRouteTable3
DestinationCidrBlock: 0.0.0.0/0
NatGatewayld:

Ref: NAT3

S3Endpoint:
Type: AWS::EC2::VPCEndpoint
Properties:
PolicyDocument:

Version: 2012-10-17

Statement:

- Effect: Allow

Principal: ™'
Action:

(£

Resource:

RouteTablelds:
- IRef PublicRouteTable
- IRef PrivateRouteTable
- lIf [DoAz2, |Ref PrivateRouteTable2, IRef "AWS::NoValue"]
- lIf [DoAz3, 'Ref PrivateRouteTable3, |IRef "AWS::NoValue"]
ServiceName: Join
- - com.amazonaws.

- IRef '"AWS::Region'’

-.83
Vpcld: |Ref VPC

Outputs:
Vpcld:
Description: ID of the new VPC.
Value: Ref VPC
PublicSubnetlds:
Description: Subnet IDs of the public subnets.
Value:
lJoin [
['Ref PublicSubnet, !If [DoAz2, |Ref PublicSubnet2, |Ref "AWS::NoValue"], !If [DoAz3, |Ref
PublicSubnet3, 'Ref "AWS::NoValue"]]
]
PrivateSubnetlds:
Description: Subnet IDs of the private subnets.
Value:
IJoin [

non
L]

['Ref PrivateSubnet, !If [DoAz2, IRef PrivateSubnet2, |Ref "AWS::NoValue"], !If [DoAz3, Ref
PrivateSubnet3, |Ref "AWS::NoValue"]]

]
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1.10.9. 7£ AWS =01 22 4% F0 i B A B 28 44

IR JITE OpenShift Container Platform &£2# 7] LU FAHY Amazon Web Services (AWS) HEZEMZ. %2
BRSY ML 1 B,

e LA 1R HY CloudFormation AR FN B E LSO RO AWS FRMER, HEEAZK OpenShift
Container Platform 8T RIS A E9EHE, ZERL OB — N EE XM FRIRZ,

IR LUTE B — P AE = (VPC) R Z RIZTIZER,

INRAEARMEAY CloudFormation AR K B8 AWS EfiliZRty, B ERMNERH
Fh QB ERR, MRERZEEBDBL, ETRFERRILIBSIFHIRMENRE

B&.
FoRFM
o EREET—1AWSIHKS,
o RALLE T2 1T aws configure, I AWS BEAFM X EARINEIA R AWS ELESE .
o T HEREE K Ignition BEB X1,

o (EIEAWS FEIBHEET VPC REXRFM,

1. FREX&AE install-config.yam| SU{ AR 1R E#EE M Route 53 BEIFMIEE X ID, EAILUZITLLTF
BERREERIFHER

I $ aws route53 list-hosted-zones-by-name --dns-name <route53_domain> ﬂ

%I F <route53_domain>, HEIEEME NERFAE K install-config.yaml SXA AT FRY
Route53 £,

it Bl

mycluster.example.com. False 100
HOSTEDZONES 65F8F38E-2268-B835-E15C-AB55336FCBFA
/hostedzone/Z21IXYZABCZ2A4 mycluster.example.com. 10

ERflEEF, TERX ID 5 Z211XYZABCZ2A4,

2. Q— JSON X4, HBSERMENSHIE

[
{

"ParameterKey": "ClusterName",
"ParameterValue": "mycluster”

},
{

"ParameterKey": "InfrastructureName",
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"ParameterValue": "mycluster-<random_string>" ﬂ

}
{
"ParameterKey": "HostedZoneld", 6

"ParameterValue": "<random_string>" G

},
{

"ParameterKey": "HostedZoneName",
"ParameterValue": "example.com" 6

},
{

"ParameterKey": "PublicSubnets",
"ParameterValue": "subnet-<random_string>" @

}
{

"ParameterKey": "PrivateSubnets",
"ParameterValue": "subnet-<random_string>" @

|3
{
"ParameterKey": "Vpcld", @

"ParameterValue": "vpc-<random_string>" @

}

—NVEEN. RREFNEHATENLSE.

B E R NERESE K install-config.yaml ST A AL BE L 7R,

IREY Ignition BRE X4 SR EF i BO SR B AL Rl 2R K &2 7

1EE M Ignition BoE X TTHUE P IRENMIEMZRI L FF, HAZZH <cluster-name>-

<random-string>.
FA A B A8 Route 53 R KX ID,

187 Route 53 A# X ID, HIZRHX 5 Z21IXYZABCZ2A4 £, BT LAM AWS #2515 FREX
XME.

FASE3E M B HRBY Route 53 X,

IBEENERFE K install-config.yaml ST FTAR Route 53 &g, 52328 AWS 124
BhERNERER ().

7 VPC IR A F M.

¥ VPC B CloudFormation #& 4R fi 8 PublicSubnetlds 1E.
1 VPC GBI % B F B,

187 VPC B CloudFormation #&#R i i 89 PrivateSubnetlds 1E.
NEROEN VPC,

87 VPC B CloudFormation & #iH 89 Vpceld &,
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3. EHIARE ML 7 H %28 CloudFormation RARER D R BIEMR, FIFELL YAML XX
ARFENTEN L, ERER T REFRTRE PSS N EEN K.

BF

INREFMEHFIEER AWS BUFXI, ETE#H CloudFormation ik RAY
InternalApiServerRecord, LI CNAME if3%, AWS X AZ# ALIAS 3%
BUA9IC K,

4. J55 CloudFormation #4R, LLOIER AWS BERMER, 1ZHERIR R4S R0 (B ta rai 4 -

BE
BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json
--capabilities CAPABILITY_NAMED_IAM ﬂ

<name> 2 CloudFormation ¥B&F5, 0 cluster-dns, WIRIEMIPRERE, NIEE LM
52: S 1

<template> 2 E{R1ZEH CloudFormation 4R YAML X44EBIFER BRZF1 & 7.
<parameters> =2 CloudFormation 2% JSON X {4HIAE X B ZFN & 5.

{5 A /FIBRHEAS B CAPABILITY NAMED_IAM Zhag, B i itauisina plg—uis
AWS::IAM::Role %i&,

O00® O

i th 7 Bl

arn:aws:cloudformation:us-east-1:269333783861:stack/cluster-dns/cd3e5de0-2fd4-11eb-
5¢f0-12be5c33a183

5. WIABERAGEEETE :
I $ aws cloudformation describe-stacks --stack-name <name>

1f StackStatus 2~ CREATE_COMPLETE 5, fiHSERUTSHEME, EOIUFXLESE
EIR PR RELBERFEIZ1THE M CloudFormation #&#R :

PrivateHo % DNSHM#EEK ID,
stedZonel
d

ExternalA 48 API i 2R TR AR,
piLoadBal

ancerNam

e
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InternalAp IR API fi 39 BB B AT,
iLoadBala
ncerName

ApiServer AP RS EBRHITEEN A,
DnsName

RegisterN  BBhF hix ek E3as £t/ 8 EM 1P BARHI Lambda ARN,
IblpTarget
sLambda

ExternalA  4E8 API BFRZHAY ARN,
piTargetG
roupArn

InternalAp  PIER API BATRZHEY ARN,
iTargetGr
oupArn

InternalSe  RERARSS BFRHEFHY ARN,
rviceTarg

etGroupA

rn

1.10.9.1. %1 £ #F 398288 CloudFormation £tk

I&A LUEALLT CloudFormation &4k &8 E OpenShift Container Platform SE# A 55 HIMI4E T R0 11 3
YR,

Parameters:
ClusterName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Cluster name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, representative cluster name to use for host names and other identifying
names.
Type: String
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag cloud resources and identify items owned or
used by the cluster.

5 1.44. R F0 71 E9E 2389 CloudFormation &4

AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Network Elements (Route53 & LBs)
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Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:

OpenShift Container Platform 4.6 £ AWS E%&%
default: "Cluster Information”
Parameters:

Type: String
HostedZoneld:
Description: The Route53 public zone ID to register the targets with, such as
Z211XYZABCZ2A4.
Type: String
HostedZoneName:
Description: The Route53 zone to register the targets with, such as example.com. Omit the
trailing period.
Type: String
Default: "example.com”
PublicSubnets:
Description: The internet-facing subnets.
Type: List<AWS::EC2::Subnet::ld>
PrivateSubnets:
Description: The internal subnets.
Type: List<AWS::EC2::Subnet::ld>
- ClusterName

Vpcld:
Description: The VPC-scoped resources will belong to this VPC.
Type: AWS::EC2::VPC::Id
- InfrastructureName
- Label:
default: "Network Configuration”
Parameters:
- Vpcld
- PublicSubnets
- PrivateSubnets
- Label:
default: "DNS"
Parameters:
- HostedZoneName
- HostedZoneld
ParameterlLabels:
ClusterName:
default: "Cluster Name"
InfrastructureName:
default: "Infrastructure Name"
Vpcld:
default: "VPC ID"
PublicSubnets:
default: "Public Subnets"
PrivateSubnets:
default: "Private Subnets”
HostedZoneName:
default: "Public Hosted Zone Name"
HostedZoneld:
default: "Public Hosted Zone ID"

Resources:
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ExtApiElb:
Type: AWS::ElasticLoadBalancingV2::LoadBalancer
Properties:
Name: lJoin ["-", [IRef InfrastructureName, "ext"]]
IpAddressType: ipv4
Subnets: IRef PublicSubnets
Type: network

IntApiElb:
Type: AWS::ElasticLoadBalancingV2::LoadBalancer
Properties:
Name: Join ["-", [!Ref InfrastructureName, "int"]]
Scheme: internal
IpAddressType: ipv4
Subnets: IRef PrivateSubnets
Type: network

IntDns:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: "Managed by CloudFormation”
Name: Join [".", [!Ref ClusterName, |Ref HostedZoneName]]
HostedZoneTags:
- Key: Name
Value: WJoin ["-", [IRef InfrastructureName, "int"]]
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "owned"
VPCs:
- VPCId: IRef Vpcld
VPCRegion: IRef "AWS::Region"

ExternalApiServerRecord:
Type: AWS::Route53::RecordSetGroup
Properties:
Comment: Alias record for the API server
HostedZoneld: Ref HostedZoneld
RecordSets:
- Name:
IJoin [
["api", IRef ClusterName, Join [, [!Ref HostedZoneName, "."]]],
]
Type: A
AliasTarget:
HostedZoneld: |GetAtt ExtApiElb.CanonicalHostedZonelD
DNSName: |GetAtt ExtApiEIb.DNSName

InternalApiServerRecord:
Type: AWS::Route53::RecordSetGroup
Properties:
Comment: Alias record for the API server
HostedZoneld: Ref IntDns
RecordSets:
- Name:
IJoin [
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["api", IRef ClusterName, Join [, [!Ref HostedZoneName, "."]]],
]
Type: A
AliasTarget:
HostedZoneld: |GetAtt IntApiElb.CanonicalHostedZonelD
DNSName: !GetAtt IntApiElb.DNSName
- Name:

IJoin [

["api-int", IRef ClusterName, lJoin ["", [\Ref HostedZoneName, "."]]],
]
Type: A
AliasTarget:
HostedZoneld: |GetAtt IntApiElb.CanonicalHostedZonelD
DNSName: !GetAtt IntApiElb.DNSName

ExternalApilListener:
Type: AWS::ElasticLoadBalancingV2::Listener
Properties:
DefaultActions:
- Type: forward
TargetGroupArn:
Ref: ExternalApiTargetGroup
LoadBalancerArn:
Ref: ExtApiElb
Port: 6443
Protocol: TCP

ExternalApiTargetGroup:
Type: AWS::ElasticLoadBalancingV2::TargetGroup
Properties:
HealthChecklintervalSeconds: 10
HealthCheckPath: "/readyz"
HealthCheckPort: 6443
HealthCheckProtocol: HTTPS
HealthyThresholdCount: 2
UnhealthyThresholdCount: 2
Port: 6443
Protocol: TCP
TargetType: ip
Vpcld:
Ref: Vpcld
TargetGroupAttributes:
- Key: deregistration_delay.timeout_seconds
Value: 60

InternalApiListener:
Type: AWS::ElasticLoadBalancingV2::Listener
Properties:
DefaultActions:
- Type: forward
TargetGroupArn:
Ref: InternalApiTargetGroup
LoadBalancerArn:
Ref: IntApiElb

300



F1E £ AWS L%

Port: 6443
Protocol: TCP

InternalApiTargetGroup:
Type: AWS::ElasticLoadBalancingV2::TargetGroup
Properties:
HealthChecklIntervalSeconds: 10
HealthCheckPath: "/readyz"
HealthCheckPort: 6443
HealthCheckProtocol: HTTPS
HealthyThresholdCount: 2
UnhealthyThresholdCount: 2
Port: 6443
Protocol: TCP
TargetType: ip
Vpcld:
Ref: Vpcld
TargetGroupAttributes:
- Key: deregistration_delay.timeout_seconds
Value: 60

InternalServicelnternalListener:
Type: AWS::ElasticLoadBalancingV2::Listener
Properties:
DefaultActions:
- Type: forward
TargetGroupArn:
Ref: InternalServiceTargetGroup
LoadBalancerArn:
Ref: IntApiElb
Port: 22623
Protocol: TCP

InternalServiceTargetGroup:
Type: AWS::ElasticLoadBalancingV2::TargetGroup
Properties:
HealthChecklIntervalSeconds: 10
HealthCheckPath: "/healthz"
HealthCheckPort: 22623
HealthCheckProtocol: HTTPS
HealthyThresholdCount: 2
UnhealthyThresholdCount: 2
Port: 22623
Protocol: TCP
TargetType: ip
Vpcld:
Ref: Vpcld
TargetGroupAttributes:
- Key: deregistration_delay.timeout_seconds
Value: 60

RegisterTargetLambdalamRole:
Type: AWS::IAM::Role
Properties:
RoleName: lJoin ["-", [IRef InfrastructureName, "nlb", "lambda", "role"]]
AssumeRolePolicyDocument:
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]

Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "lambda.amazonaws.com"”
Action:
- "sts:AssumeRole"
Path: "/"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "master”, "policy"]]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
[
"elasticloadbalancing:RegisterTargets”,
"elasticloadbalancing:DeregisterTargets",
Resource: Ref InternalServiceTargetGroup

]
Resource: IRef InternalApiTargetGroup
- Effect: "Allow"
Action:

- Effect: "Allow"
[

Action:
[
"elasticloadbalancing:RegisterTargets”,
"elasticloadbalancing:DeregisterTargets",
"elasticloadbalancing:RegisterTargets”,
"elasticloadbalancing:DeregisterTargets",
]
Resource: |Ref ExternalApiTargetGroup
RegisterNIblpTargets:
Type: "AWS::Lambda::Function"
Properties:
Handler: "index.handler"
Role:
Fn::GetAtt:
- "RegisterTargetLambdalamRole"
- "Arn"
Code:
ZipFile: |
import json
import boto3
import cfnresponse
def handler(event, context):
elb = boto3.client('elbv2’)
if event['RequestType'] == 'Delete":
elb.deregister_targets(TargetGroupArn=event['ResourceProperties’]
[TargetArn'], Targets=[{'ld": event['ResourceProperties'][ Targetlp']}])
elif event['RequestType'] == 'Create":
elb.register_targets(TargetGroupArn=event['ResourceProperties'][ TargetArn'],Targets=
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[{'ld": event['ResourceProperties’|[ Targetlp'T}])
responseData = {}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
event['ResourceProperties’|[ TargetArn']+event['ResourceProperties’]|[ Targetlp')
Runtime: "python3.7"
Timeout: 120

RegisterSubnetTagsLambdalamRole:
Type: AWS::IAM::Role
Properties:
RoleName: lJoin ["-", [IRef InfrastructureName, "subnet-tags-lambda-role"]]
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "lambda.amazonaws.com"”
Action:
- "sts:AssumeRole"
Path: "/"
Policies:
- PolicyName: Join ["-", [IRef InfrastructureName, "subnet-tagging-policy"]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
[
"ec2:DeleteTags",
"ec2:CreateTags"
]
Resource: "arn:aws:ec2:*:*:subnet/*"
- Effect: "Allow"
Action:
[
"ec2:DescribeSubnets”,
"ec2:DescribeTags"

]

Resource: "*"
RegisterSubnetTags:
Type: "AWS::Lambda::Function"
Properties:
Handler: "index.handler"
Role:
Fn::GetAtt:
- "RegisterSubnetTagsLambdalamRole"
- "Arn"
Code:
ZipFile: |
import json

import boto3

import cfnresponse

def handler(event, context):
ec2_client = boto3.client('ec2’)

303



OpenShift Container Platform 4.6 £ AWS tZ2%:

if event['RequestType'] == 'Delete":
for subnet_id in event['ResourceProperties']['Subnets']:
ec2_client.delete_tags(Resources=[subnet_id], Tags=[{'Key': 'kubernetes.io/cluster/' +
event['ResourceProperties’|['InfrastructureName']}]);
elif event['RequestType'] == 'Create":
for subnet_id in event['ResourceProperties']['Subnets']:

ec2_client.create_tags(Resources=[subnet_id], Tags=[{'Key": 'kubernetes.io/cluster/' +
event['ResourceProperties’|['InfrastructureName'], 'Value'": 'shared'}]);
responseData = {}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
event['ResourceProperties’|['InfrastructureName']+event['ResourceProperties’]['Subnets'][0])
Runtime: "python3.7"
Timeout: 120

RegisterPublicSubnetTags:
Type: Custom::SubnetRegister
Properties:
ServiceToken: |GetAtt RegisterSubnetTags.Arn
InfrastructureName: IRef InfrastructureName
Subnets: IRef PublicSubnets

RegisterPrivateSubnetTags:
Type: Custom::SubnetRegister
Properties:
ServiceToken: |GetAtt RegisterSubnetTags.Arn
InfrastructureName: IRef InfrastructureName
Subnets: IRef PrivateSubnets

Outputs:
PrivateHostedZoneld:
Description: Hosted zone ID for the private DNS, which is required for private records.
Value: IRef IntDns
ExternalApiLoadBalancerName:
Description: Full name of the external API load balancer.
Value: |GetAtt ExtApiElb.LoadBalancerFullName
InternalApiLoadBalancerName:
Description: Full name of the internal API load balancer.
Value: |GetAtt IntApiElb.LoadBalancerFullName
ApiServerDnsName:
Description: Full hostname of the API server, which is required for the Ignition config files.
Value: lJoin [".", ["api-int", |Ref ClusterName, |Ref HostedZoneName]]
RegisterNIblpTargetsLambda:
Description: Lambda ARN useful to help register or deregister IP targets for these load
balancers.
Value: |GetAtt RegisterNIblpTargets.Arn
ExternalApiTargetGroupArn:
Description: ARN of the external API target group.
Value: |Ref ExternalApiTargetGroup
InternalApiTargetGroupArn:
Description: ARN of the internal API target group.
Value: IRef InternalApiTargetGroup
InternalServiceTargetGroupArn:
Description: ARN of the internal service target group.
Value: IRef InternalServiceTargetGroup
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BF

INREIFERFEBEER AWS BUF XIS, B4/ FE#T InternalApiServerRecord LAfE
CNAME ic>%, AWS BIFFX A% ALIAS KEBICT, Bl

Type: CNAME

TTL: 10

ResourceRecords:

- 1GetAtt IntApiElb.DNSName

o AXIHAHRERMESER, HSMH AWS XEHRFIH A HIEER,

1.10.10. 7£ AWS HQ|E L £HMA R

IR TE Amazon Web Services (AWS) ARI[EZESAHMAE, HIER OpenShift Container Platform &
BEEA,

e LA IR HY CloudFormation AR FN B E LSRR AWS FRMER, HEEAE OpenShift
Container Platform £ FIEMNRZREAHMAE,

INRAEARMEA CloudFormation AR K B8 AWS EfiliZRty, E il ERHENERH
FohQBERRN, MRERZEEMBMBL, ETRFERRIIESIFHIRMENRE
A&,

FoRFM
o BERET M AWSIKF,
o RAILLE LIz 1T aws configure, I AWS BEAF X EARINEIA R AWS ELESE .
o D HEREE K Ignition LB X1,
o 1R7E AWS FAIEHEE T VPC RIEXFM,

1 f/E—1 JSON X, HEERIRmENSHIE !

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" 9
2

{
"ParameterKey": "VpcCidr", 6

"ParameterValue": "10.0.0.0/16" @)
2
{

"ParameterKey": "PrivateSubnets",
"ParameterValue": "subnet-<random_string>" G
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|3
{
"ParameterKey": "Vpcld", ﬂ

"ParameterValue": "vpc-<random_string>" G

}
]

&Y Ignition BT & ST PN SR BF Jm D RO SR B LAt BRI B #Fo
$8E M Ignition BLiE LA TTHUIE PRIV E MR 2 TR, HME RN <cluster-names-

<random-string>.

VPC #J CIDR #£,

EELU x.x.x.x/16-24 X E LA T VPC B9 CIDR HrbER,

9 VPC BIIErE B F M,

187 VPC By CloudFormation #&#R it #Y PrivateSubnetlds f&.

BB VPC,

Q99900 ®©9O

87 VPC B CloudFormation &4 #iH 89 Vpceld &,

2. EFIEREHHRENRH CloudFormation HikEE D RRENR, FIFELU YAML XEFRREE
TTEN L, WERER T EEMENRZLSANAR,

3. 55/ CloudFormation &4, LIEIEARRRZEHEMA G AWS FTRHERE :

BE
BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json
--capabilities CAPABILITY_NAMED_IAM ﬂ

<name> 2 CloudFormation #RIEZFR, 40 cluster-sec, INRIEMIPRERE, NIEE L
52: S 1

<template> &R CloudFormation 4R YAML X 4RIAEN BEZFN & 5.

<parameters> =2 CloudFormation 2% JSON X {4HIAE N B Z & 5.

O0o0® 9O

&, /iR B CAPABILITY_NAMED _IAM Ih&E, E NI ENERS O — L
AWS::IAM::Role #1 AWS::IAM::InstanceProfile % &,

i tH o B

arn:aws:cloudformation:us-east-1:269333783861:stack/cluster-sec/03bd4210-2ed7-11eb-
6d7a-13fc0b61e9db
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4. WBIAERAGEEETRE :
I $ aws cloudformation describe-stacks --stack-name <name>

1f StackStatus .-k CREATE_COMPLETE 7, #iH& B RUTSHME, ENIFX LS
EIR PR RELBERF EIZ1THEM CloudFormation #&#R :

MasterSec  Master Z£%4H ID
urityGrou
pld

WorkerSe  worker 224 ID
curityGro
upld

Masterlns Master IAM LI EC B 5
tanceProfi
le

Workerlns  worker IAM EfIEREE
tanceProfi
le

1.10.10.1. 2% R M CloudFormation itk

IR LUER LLTF CloudFormation 4k EE8E OpenShift Container Platform EEFF B RL X R,

15 1.45. T2 X RM CloudFormation &1k
AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Security Elements (Security Groups & I1AM)
Parameters:
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag cloud resources and identify items owned or
used by the cluster.
Type: String
VpcCidr:
AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
4][0-9]|25[0-5])(V(1[6-9]|2[0-4]))$
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/16-24.
Default: 10.0.0.0/16
Description: CIDR block for VPC.
Type: String
Vpcld:
Description: The VPC-scoped resources will belong to this VPC.
Type: AWS::EC2::VPC::Ild
PrivateSubnets:

307



OpenShift Container Platform 4.6 £ AWS tZ2%:

Description: The internal subnets.
Type: List<AWS::EC2::Subnet::ld>
Metadata:
AWS::CloudFormation::Interface:

ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Network Configuration”
Parameters:
- Vpcld
- VpcCidr
- PrivateSubnets
ParameterLabels:
InfrastructureName:
default: "Infrastructure Name"
Vpcld:
default: "VPC ID"
VpcCidr:
default: "VPC CIDR"
PrivateSubnets:
default: "Private Subnets”

Resources:
MasterSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Cluster Master Security Group
SecurityGrouplngress:
- IpProtocol: icmp
FromPort: 0
ToPort: 0
Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp
FromPort: 22
ToPort: 22
Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp
ToPort: 6443
FromPort: 6443
Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp
FromPort: 22623
ToPort: 22623
Cidrlp: 'Ref VpcCidr
Vpcld: |Ref Vpcld

WorkerSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Cluster Worker Security Group
SecurityGrouplngress:
- IpProtocol: icmp
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FromPort: 0

ToPort: 0

Cidrlp: 'Ref VpcCidr
- IpProtocol: tcp

FromPort: 22

ToPort: 22

Cidrlp: |Ref VpcCidr
Vpcld: |Ref Vpcld

MasterlngressEtcd:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: etcd
FromPort: 2379
ToPort: 2380
IpProtocol: tcp

MasterlngressVxlan:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp

MasteringressWorkerVxlan:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp

MasterlngressGeneve:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
ToPort: 6081
IpProtocol: udp

MasterlngressWorkerGeneve:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
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ToPort: 6081
IpProtocol: udp
Masterlngressinternal:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp
MasteringressWorkerInternal:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp
MasterlngressinternalUDP:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: udp
MasteringressWorkerInternalUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: udp

MasterlngressKube:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld

Description: Kubernetes kubelet, scheduler and controller manager
FromPort: 10250

ToPort: 10259
IpProtocol: tcp

MasteringressWorkerKube:

Type: AWS::EC2::SecurityGrouplngress
Properties:
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Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld

Description: Kubernetes kubelet, scheduler and controller manager
FromPort: 10250

ToPort: 10259
IpProtocol: tcp

MasterlngressingressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

MasterlngressWorkeringressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

MasterlngressingressServicesUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp

MasterlngressWorkeringressServicesUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt MasterSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp

WorkerIngressVxlan:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp

31



OpenShift Container Platform 4.6 £ AWS t%%

WorkerIngressMasterVxlan:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Vxlan packets
FromPort: 4789
ToPort: 4789
IpProtocol: udp
WorkeringressGeneve:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
ToPort: 6081
IpProtocol: udp
WorkerlngressMasterGeneve:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Geneve packets
FromPort: 6081
ToPort: 6081

IpProtocol: udp

Workerlngressinternal:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp

WorkerIngressMasterInternal:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: tcp

WorkerIngressinternalUDP:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
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Description: Internal cluster communication
FromPort: 9000

ToPort: 9999

IpProtocol: udp

WorkerIngressMasterInternalUDP:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal cluster communication
FromPort: 9000
ToPort: 9999
IpProtocol: udp

WorkerIngressKube:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes secure kubelet port
FromPort: 10250
ToPort: 10250
IpProtocol: tcp

WorkerIngressWorkerKube:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Internal Kubernetes communication
FromPort: 10250
ToPort: 10250
IpProtocol: tcp

WorkerIngressingressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

WorkerIngressMasterIngressServices:

Type: AWS::EC2::SecurityGrouplngress

Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: tcp

WorkerIngressingressServicesUDP:
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MasterlamRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"

OpenShift Container Platform 4.6 £ AWS L %%
Statement:
- Effect: "Allow"

Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt WorkerSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp
WorkerlngressMasteringressServicesUDP:
Type: AWS::EC2::SecurityGrouplngress
Properties:
Groupld: |GetAtt WorkerSecurityGroup.Groupld
SourceSecurityGroupld: |GetAtt MasterSecurityGroup.Groupld
Description: Kubernetes ingress services
FromPort: 30000
ToPort: 32767
IpProtocol: udp
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "master”, "policy"]]
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:
- "ec2:AttachVolume"
- "ec2:AuthorizeSecurityGrouplngress"
- "ec2:CreateSecurityGroup"
- "ec2:CreateTags"
- "ec2:CreateVolume"
- "ec2:DeleteSecurityGroup"
- "ec2:DeleteVolume"
- "ec2:Describe*"
- "ec2:DetachVolume"
- "ec2:ModifylnstanceAttribute"
- "ec2:ModifyVolume"
- "ec2:RevokeSecurityGrouplngress”
- "elasticloadbalancing:AddTags"
- "elasticloadbalancing:AttachLoadBalancerToSubnets"
- "elasticloadbalancing:ApplySecurityGroupsTolLoadBalancer"
- "elasticloadbalancing:CreateListener"

- "elasticloadbalancing:CreateLoadBalancer"
- "elasticloadbalancing:CreateLoadBalancerPolicy"
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- "elasticloadbalancing:CreateLoadBalancerListeners”
- "elasticloadbalancing:CreateTargetGroup"

- "elasticloadbalancing:ConfigureHealthCheck"

- "elasticloadbalancing:DeleteListener"

- "elasticloadbalancing:DeleteLoadBalancer"

- "elasticloadbalancing:DeleteLoadBalancerListeners"
- "elasticloadbalancing:DeleteTargetGroup"

- "elasticloadbalancing:DeregisterIinstancesFromLoadBalancer"

- "elasticloadbalancing:DeregisterTargets"

- "elasticloadbalancing:Describe™

- "elasticloadbalancing:DetachLoadBalancerFromSubnets”

- "elasticloadbalancing:ModifyListener"

- "elasticloadbalancing:ModifyLoadBalancerAttributes”

- "elasticloadbalancing:Modify TargetGroup"

- "elasticloadbalancing:Modify TargetGroupAttributes”

- "elasticloadbalancing:RegisterinstancesWithLoadBalancer"
- "elasticloadbalancing:RegisterTargets"

- "elasticloadbalancing:SetLoadBalancerPoliciesForBackendServer"

- "elasticloadbalancing:SetLoadBalancerPoliciesOfListener"
- "kms:DescribeKey"
Resource: "*"

MasterlnstanceProfile:
Type: "AWS::|IAM::InstanceProfile”
Properties:
Roles:
- Ref: "MasterlamRole"

WorkerlamRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Policies:

- PolicyName: lJoin ["-", [IRef InfrastructureName, "worker", "policy"]]

PolicyDocument:

Version: "2012-10-17"

Statement:

- Effect: "Allow"
Action:
- "ec2:Describelnstances”
- "ec2:DescribeRegions”
Resource: ™"

WorkerlnstanceProfile:
Type: "AWS::IAM::InstanceProfile"
Properties:
Roles:
- Ref: "WorkerlamRole"

F1E £ AWS L%
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Outputs:
MasterSecurityGroupld:
Description: Master Security Group 1D
Value: |GetAtt MasterSecurityGroup.Groupld

WorkerSecurityGroupld:
Description: Worker Security Group 1D
Value: |GetAtt WorkerSecurityGroup.Groupld

MasterInstanceProfile:
Description: Master IAM Instance Profile
Value: |Ref MasterInstanceProfile

WorkerlnstanceProfile:

Description: Worker 1AM Instance Profile
Value: |Ref WorkerlnstanceProfile

1.10.11. AWS EfiliZR#9#) RHCOS AMI

ZIHE N I& 7 OpenShift Container Platform i RI§ EBI & FH Amazon Web Services (AWS) XigiRtTH
2B Red Hat Enterprise Linux CoreOS (RHCOS) AMI,

8

cak

MRS AZBECH AMI, EREEEH X H RHCOS AMI X i,

N
S
=

%% 1.29. RHCOS AMI

AWS X AWS AMI

af-south-1 ami-09921c9c1c36e695¢c
ap-east-1 ami-01ee8446e9af6b197
ap-northeast-1 ami-04e5b5722a55846ea
ap-northeast-2 ami-0fdc25¢c8a0273a742
ap-south-1 ami-09e3deb397cc526a8
ap-southeast-1 ami-0630e03f75e02eec4
ap-southeast-2 ami-069450613262ba03c
ca-central-1 ami-012518cdbd3057dfd
eu-central-1 ami-0bd7175ff5b1aefOc
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AWS X AWS AMI

eu-north-1 ami-06c9ec42d0a839ad2
eu-south-1 ami-0614d7440a0363d71
eu-west-1 ami-01b89df58b5d4d5fa
eu-west-2 ami-06f6e31ddd554f89d

eu-west-3 ami-0dc82e2517ded15a1
me-south-1 ami-07d181e3aa0f76067
sa-east-1 ami-0cd44e6dd20e6¢7fa
us-east-1 ami-04a16d506e5b0e246
us-east-2 ami-0a1f868ad58ea59a7

us-west-1 ami-0a65d76e3a6f6622f

us-west-2 ami-0dd9008abadc519f1

1.10.12. £ AWS A fl|# bootstrap 7 =

fRIFE Amazon Web Services (AWS) A fll|# bootstrap 17 &, LAETE OpenShift Container Platform
SRR REPER,

87T LA FR 1R B9 CloudFormation #&ARFN B E LS HOUHRAIE AWS FRMER, He&R OpenShift
Container Platform &5 bootstrap 1 m.

==
INRAEARAEB CloudFormation &R R AIEE bootstrap TR, i EIREHE R FHF
FABREMEN, MREFHLEEERDRL, EUEEEKRABIFFIREENRE

A&,
FoRFM
o BERET M AWSIKF,
o RALLEiLiZ1T aws configure, I AWS BEAF X ERINEIA R AWS ELESE .
o B NEBEERK Ignition ERE X1,
o 1R7E AWS FAIEHEE T VPC RIEXFM,
o fRIE AWS FAIEFHEIE 7 DNS. MEaERNLITER,
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o BIEAWS FEIBTREBEMENREALANMAR.

it

L RHE—NMIE, LUEMEEFR M bootstrap.ign Ignition BEEE X, XA FIMHREE KA,
AR BRI —F A R ERH K OB - S3 FhEE, FHF Ignition BBEX M EXEIH A,

B

A CloudFormation #EIRIREEEEH] Ignition EZE U4 S3 FhEHEIRMA., 0
FRAFEMEMAIBIRESE, BXIESIER,

B

INREHEINERS AWS SDK FRANIGR, HEZRMECHBEE UnRBIX
B, NIBATH S3 FEREMTIZES URL A2 s3:// K,

bootstrap Ignition EBEX 4SS secret, 1 X.509 B, LUTHHEN S3 EibHH
REEAR LM, BRRHAANRZ SN, BILUSH S3 FERE, (NATE
LR~ (80 OpenShift IAM A7) 1 FERPE SRR, ERIUSTSEEF
S3, ##M bootstrap B [RIFE R HLEIRHE bootstrap Ignition B i& X 44.

a. DIEEFHENE -
I $ aws s3 mb s3://<cluster-name>-infra ﬂ

<cluster-name>-infra 2 F &, 7E0I& install-config.yaml ST, ¥
<cluster-name> & #i7 H BB ERI R TR,

b. ¥ bootstrap.ign Ignition BB X4 _EEEI1F M5 :

$ aws s3 cp <installation_directory>/bootstrap.ign s3://<cluster-name>-
infra/bootstrap.ign

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

c. WIEXHEZ LM% :
I $ aws s3 Is s3://<cluster-name>-infra/
tnh N
I 2019-04-03 16:15:16 314878 bootstrap.ign
2. fE— JSON X4, HAEERRENSHUE :

[
{

"ParameterKey": "InfrastructureName", 0
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"ParameterValue": "mycluster-<random_string>" 9

2
{
"ParameterKey": "RhcosAmi", 6
"ParameterValue": "ami-<random_string>" °
2
{
"ParameterKey": "AllowedBootstrapSshCidr", 6
"ParameterValue": "0.0.0.0/0" G
2
{
"ParameterKey": "PublicSubnet”,
"ParameterValue": "subnet-<random_string>" 6
2
{
"ParameterKey": "MasterSecurityGroupld", Q
"ParameterValue": "sg-<random_string>"
2
{
"ParameterKey": "Vpcld", m
"ParameterValue": "vpc-<random_string>" @
2
{
"ParameterKey": "BootstraplgnitionLocation", @
"ParameterValue": "s3://<bucket_namex>/bootstrap.ign” @
2
{
"ParameterKey": "AutoRegisterELB", @
"ParameterValue": "yes" @
2

{
"ParameterKey": "RegisterNIblpTargetsLambdaArn", m

"ParameterValue": "arn:aws:lambda:<region>:<account_number>:function:
<dns_stack_namex>-RegisterNIblpTargets-<random_string>" @
2

{
"ParameterKey": "External ApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack_name>-Exter-<random_string>" @
2

{
"ParameterKey": "InternalApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _name>-Inter-<random_string>" @
2

{
"ParameterKey": "InternalServiceTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _namex>-Inter-<random_string>" @

}
]

ﬂ &Y Ignition BCE X4 Hp N SR BF S RO SR B EL I 2R G 2 7R,
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o

0 99 90 990 9990900000900 0

HEE M Ignition FLE XX TR R IR IV EAL IR & 7R, HMER T <cluster-name>-

<random-string>.

FAF bootstrap i mBI 24 ET Red Hat Enterprise Linux CoreOS (RHCOS) AMI,
IEEAMH AWS::EC2::Image::Id E,

FEVF@id SSH 1j17] bootstrap 7 s CIDR 3k,

LA x.x.x.x/16-24 # X5 E CIDR

5 VPC kBAMIAHEFM, f¥ bootstrap T/ m/ashEIH e,

8% VPC # CloudFormation #&#R it # PublicSubnetlds {E.

master Z24H 1D (AFFMImEHL)

BELZELHANA B CloudFormation ikt #J MasterSecurityGroupld (B,
OB BRI ME FHY VPC,

87 VPC B9 CloudFormation & #iH 89 Vpceld &,

MHIRER bootstrap Ignition BR B XHEHIGIE,

187E S3 FhEmINX %, A s3:/<bucket_name>/bootstrap.ign.
EEEIMML 9% (NLB) .

157 yes 5 no, HIRIETE yes, Bt —4 Lambda Amazon Resource Name (ARN)

H,
NLB IP BHr5EM lambda ZHAY ARN,

15 7E DNS # 1 #39#H CloudFormation 4R %t #Y RegisterNIblpTargetsLambda &,
INRIFEEHERE S AWS GovCloud K18, iE{# arn:aws-us-gov,

AER API L 25 B FRZHB9 ARN,

15 7E DNS # 1 #39%H CloudFormation &R i #Y External ApiTargetGroupArn {&, #
RIFERERZEE AWS GovCloud Kig, &£ arn:aws-us-gov,

ER API T E39 85 B FRZHEEEY ARN,

15 7E DNS # 1 #39%H CloudFormation &R % #Y InternalApiTargetGroupArn B,
RIFERHEEE] AWS GovCloud Xig, &£ arn:aws-us-gov,

PERAR S5 11 Hita s B rZHEF B ARN,

187 DNS #71 #39%H) CloudFormation &% H 89 InternalServiceTargetGroupArn
B, INRIFERERES AWS GovCloud K1, iE{# arn:aws-us-gov,

3. EHIAEMA Bootstrap Hl23H CloudFormation &S0 R HIENR, FHFELL YAML SXEF K
REINTEN L, WERRER T EE#HRER bootstrap #1288,

4. JA5) CloudFormation 1, LAAIEEAZ bootstrap 17 mBJ AWS BHRHER
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BE
W IE— 1T A4,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json
--capabilities CAPABILITY_NAMED_IAM ﬂ

<name> ;2 CloudFormation HHEZFF, 20 cluster-bootstrap, WRIEMIFRERE, NFE
IR B R,

<template> &R CloudFormation 4R YAML XX 4HIAEN BEZFN & 5.

<parameters> =2 CloudFormation 2% JSON X {4HIAE X B Z & 5.

O00® O

1R,/ B CAPABILITY_NAMED IAM ZhaE, B NiRMEREIRS O —Lk
AWS::IAM::Role #1 AWS::IAM::InstanceProfile %R,

i th o Bl

arn:aws:cloudformation:us-east-1:269333783861 :stack/cluster-bootstrap/12944486-2add-
11eb-9dee-12dace8e3a83

5. WIABEIRAGEEETE :
I $ aws cloudformation describe-stacks --stack-name <name>

1E StackStatus .-k CREATE_COMPLETE 5, #iH&ERUTSHME, EUIHX LS
HIR A RELBERF EIZ1THEM CloudFormation #&#R :

Bootstrap  bootstrap £l ID,
Instanceld

Bootstrap  bootstrap 77 Rt IP Hhiit,
Publiclp

Bootstrap  bootstrap T7 =% F IP i,
Privatelp

1.10.12.1. bootstrap #l23#9 CloudFormation i

BT LUMFERLLTF CloudFormation iR E#E OpenShift Container Platform $E8£FFE M bootstrap #l
2o

151 1.46. bootstrap #1288 CloudFormation &4
Description: Template for OpenShift Cluster Bootstrap (EC2 Instance, Security Groups and |IAM)

‘ AWSTemplateFormatVersion: 2010-09-09
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Parameters:
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag cloud resources and identify items owned or
used by the cluster.
Type: String
RhcosAmi:
Description: Current Red Hat Enterprise Linux CoreOS AMI to use for bootstrap.
Type: AWS::EC2::Image::ld
AllowedBootstrapSshCidr:
AllowedPattern: A(([0-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])\.){3}([0-9]|[1-9][0-9]|1[0-9]{2}| 2[0-
4][0-9]|25[0-5])(V([0-9]| 1[0-9]|2[0-9]|3[0-2]))$
ConstraintDescription: CIDR block parameter must be in the form x.x.x.x/0-32.
Default: 0.0.0.0/0
Description: CIDR block to allow SSH access to the bootstrap node.
Type: String
PublicSubnet:
Description: The public subnet to launch the bootstrap node into.
Type: AWS::EC2::Subnet::Id
MasterSecurityGroupld:
Description: The master security group ID for registering temporary rules.
Type: AWS::EC2::SecurityGroup::ld
Vpcld:
Description: The VPC-scoped resources will belong to this VPC.
Type: AWS::EC2::VPC::Id
BootstraplgnitionLocation:
Default: s3://my-s3-bucket/bootstrap.ign
Description: Ignition config file location.
Type: String
AutoRegisterELB:
Default: "yes"
AllowedValues:
- "yes"
- "no"
Description: Do you want to invoke NLB registration, which requires a Lambda ARN parameter?
Type: String
RegisterNIblpTargetsLambdaArn:
Description: ARN for NLB IP target registration lambda.
Type: String
ExternalApiTargetGroupArn:
Description: ARN for external AP load balancer target group.
Type: String
InternalApiTargetGroupArn:
Description: ARN for internal APl load balancer target group.
Type: String
InternalServiceTargetGroupArn:
Description: ARN for internal service load balancer target group.
Type: String

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:



- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Host Information”
Parameters:
- RhcosAmi
- BootstraplgnitionLocation
- MasterSecurityGroupld
- Label:
default: "Network Configuration”
Parameters:
- Vpcld
- AllowedBootstrapSshCidr
- PublicSubnet
- Label:
default: "Load Balancer Automation”
Parameters:
- AutoRegisterELB
- RegisterNIblpTargetsLambdaArn
- ExternalApiTargetGroupArn
- InternalApiTargetGroupArn
- InternalServiceTargetGroupArn
ParameterLabels:

InfrastructureName:
default: "Infrastructure Name"
Vpcld:

default: "VPC ID"
AllowedBootstrapSshCidr:

default: "Allowed SSH Source"
PublicSubnet:

default: "Public Subnet"
RhcosAmi:

default: "Red Hat Enterprise Linux CoreOS AMI ID"
BootstraplgnitionLocation:

default: "Bootstrap Ignition Source"
MasterSecurityGroupld:

default: "Master Security Group ID"
AutoRegisterELB:

default: "Use Provided ELB Automation”

Conditions:
DoRegistration: |Equals ["yes", |Ref AutoRegisterELB]

Resources:
BootstraplamRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"

F1E £ AWS L%
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Action:
- "sts:AssumeRole"
Path: "/"
Policies:
- PolicyName: lJoin ["-", [IRef InfrastructureName, "bootstrap”, "policy"]]
PolicyDocument:
Version: "2012-10-17"

Statement:

- Effect: "Allow"
Action: "ec2:Describe*"
Resource: "*"

- Effect: "Allow"
Action: "ec2:AttachVolume"
Resource: ™"

- Effect: "Allow"
Action: "ec2:DetachVolume"
Resource: ™"

- Effect: "Allow"
Action: "s3:GetObject"
Resource: ™"

BootstraplnstanceProfile:
Type: "AWS::IAM::InstanceProfile”
Properties:
Path: "/
Roles:
- Ref: "BootstraplamRole"

BootstrapSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Cluster Bootstrap Security Group
SecurityGrouplngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
Cidrlp: |Ref AllowedBootstrapSshCidr
- IpProtocol: tcp
ToPort: 19531
FromPort: 19531
Cidrlp: 0.0.0.0/0
Vpcld: |Ref Vpcld

Bootstraplnstance:
Type: AWS::EC2::Instance
Properties:
Imageld: 'Ref RhcosAmi
lamInstanceProfile: |Ref BootstraplnstanceProfile
InstanceType: "i3.large"
NetworkInterfaces:
- AssociatePubliclpAddress: "true"
Devicelndex: "0"
GroupSet:
- IRef "BootstrapSecurityGroup"
- IRef "MasterSecurityGroupld"
Subnetld: 'Ref "PublicSubnet”
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UserData:
Fn::Base64: !Sub
- '{"ignition":{"config":{"replace":{"source":"${S3Loc}"}},"version":"3.1.0"}}'
-{
S3Loc: IRef BootstraplgnitionLocation

}

RegisterBootstrapApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Bootstraplnstance.Privatelp

RegisterBootstraplnternalApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Bootstraplnstance.Privatelp

RegisterBootstrapinternalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Bootstraplnstance.Privatelp

Outputs:
Bootstraplnstanceld:
Description: Bootstrap Instance ID.
Value: |Ref Bootstraplnstance

BootstrapPubliclp:
Description: The bootstrap node public IP address.
Value: |GetAtt Bootstraplnstance.Publiclp
BootstrapPrivatelp:

Description: The bootstrap node private IP address.
Value: |GetAtt Bootstraplnstance.Privatelp

o HNEAX AWS XM Red Hat Enterprise Linux CoreOS (RHCOS) AMIBHAIER, HE M
AWS E iR 589 RHCOS AMI,

1.10.13. 7£ AWS F 1l control plane #l23

IR ESR B EFE M Amazon Web Services (AWS) A& control plane #1835,
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IR AT LA R A CloudFormation 2R F1B E XS, QIR control plane 17 mBY AWS iR

%o

BF

CloudFormation iR & | — MR, ©HRFK=A control plane T 5,

IR AR RAEH CloudFormation R AR 01/ control plane TT R, Bk EIRHIE
BEHFIOREMIEN, MREELEERMGL, EREFEERRIEZRFREEN
ZEAE,

FoRFZM
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BERE T —1 AWS K/,

IRE LLB1T 24T aws configure, 5 AWS B ISRMEIAH AWS BEBSE .
B NEREE K Ignition BB X1,

187 AWS HARFHECE T VPC REXFM,

IR7E AWS RO FHESE T DNS, fiEMRM IR,

RIE AWS R T ERENEL2HMAE,

B0 bootstrap Hl2%.

BI— JSON ¥, HEEEIRMEBENSHIE

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": ”mycIuster-<random_string>"9
2

{
"ParameterKey": "RhcosAmi", e

"ParameterValue": "ami-<random_string>" °
2

{
"ParameterKey": "AutoRegisterDNS", 9

"ParameterValue": "yes" G
|3

{
"ParameterKey": "PrivateHostedZoneld", ﬂ

"ParameterValue": "<random_string>" 6

1
{
"ParameterKey": "PrivateHostedZoneName", g

"ParameterValue": "mycluster.example.com” @

b
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{

"ParameterKey": "MasterOSubnet",
"ParameterValue": "subnet-<random_string>" @
b
{
"ParameterKey": "Master1Subnet",
"ParameterValue": "subnet-<random_string>" @
b
{
"ParameterKey": "Master2Subnet",
"ParameterValue": "subnet-<random_string>" @
b
{
"ParameterKey": "MasterSecurityGroupld", m
"ParameterValue": "sg-<random_string>"
b

{
"ParameterKey": "IgnitionLocation", @

"ParameterValue": "https://api-int.<cluster_name>.<domain_name>:22623/config/master"

|3
{
"ParameterKey": "Certificate Authorities",
"ParameterValue": "data:text/plain;charset=utf-8;base64,ABC...xYz==" @
|3
{
"ParameterKey": "MasterInstanceProfileName",
"ParameterValue": "<roles_stack>-MasterInstanceProfile-<random_string>" @
|3
{
"ParameterKey": "MasterlnstanceType", @
"ParameterValue": "m4.xlarge"
|3
{
"ParameterKey": "AutoRegisterELB", @
"ParameterValue": "yes"
|3

{
"ParameterKey": "RegisterNIblpTargetsLambdaArn", @

"ParameterValue": "arn:aws:lambda:<region>:<account_number>:function:
<dns_stack_namex>-RegisterNIblpTargets-<random_string>" @
2

{
"ParameterKey": "External ApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack_name>-Exter-<random_string>" @
2

{
"ParameterKey": "InternalApiTargetGroupArn", @

"ParameterValue": "arn:aws:elasticloadbalancing:<region>:
<account_number>:targetgroup/<dns_stack _name>-Inter-<random_string>" @
2
{
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328

9090990209006 ®©9O

8

"ParameterKey": "InternalServiceTargetGroupArn", @
"ParameterValue": "arn:aws:elasticloadbalancing:<region>:

<account_number>:targetgroup/<dns_stack _name>-Inter-<random_string>" @

}

R Ignition B & XU o h SR BFSm Y RO SR BE EL A 2R A4 & 5
FEE M Ignition BEiE L4 TTHUIE P IRENIEM R AT, HME N <cluster-names-

<random-string>.

FAF control plane #2389 281 Red Hat Enterprise Linux CoreOS (RHCOS) AMI,
{5 AWS::EC2::lmage::ld {E.

RAEHIT DNS etcd E A,

157 yes 5 no, HIRIETE yes, BHIIRHEIEEXER.

FA KM etcd BH7HY Route 53 AKX 1D,

15 7E DNS F# HI9EH CloudFormation &R % H 8 PrivateHostedZoneld &,
FASESEA B FREY Route 53 X,

187 <cluster_name>.<domain_name>, HEH <domain_name> 2E NEE 4K install-
config.yaml X FTFAR Route 53 Eif, 157858 AWS #ZH| & B RILERA = ().

TEA53) control plane M2z F M, mIF2EHFM,

MM DNS #0f # %8 CloudFormation &4k H # PrivateSubnets (B8 & F M.

DD O9 9009

5 control plane g (127 master 1 s) XKELH master 24 ID,
BELZELHANA B CloudFormation ikt #J MasterSecurityGroupld (B,
MHRER control plane Ignition BB XAHIGIE,

IBEAEME Ignition BEEXHBIALE, https:/api-int.<cluster_names.
<domain_name>:22623/config/master.

EFFHM base64 JplidiL 150 A& W FERF S8,

EELRZBXH master.ign XHHMHE, IMER—MKFRHR, BN
data:text/plain;charset=utf-8;base64,ABC...xYz==,

5 control plane 17 |RKXELH IAM EEE &R,

EEZREHMAER CloudFormation &Rk i #) MasterinstanceProfile Z#(E.
FAF control plane #28# AWS 251K Y,

RVFHIE

e m4.xlarge

e m4.2xlarge


https://:22623/config/master

P9 90 099
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o m4.4xlarge
e m4.8xlarge
e m4.10xlarge
® m4.16xlarge
e mb.xlarge

e mb.2xlarge
o mb5.4xlarge
e mb.8xlarge
e mb.10xlarge
e mb.16xlarge
e mé6i.xlarge

® c4.2xlarge

® c4.4xlarge

e c4.8xlarge

e r4.xlarge

® r4.2xlarge

® r4.4xlarge

e r4.8xlarge

® r4.16xlarge

BF

INREHIXIFAFEE ma SLHRE, B0 eu-west-3, 1EUNIEE m5 £
£, 40 m5.xlarge,

EEETF ML 7 EI9EZF (NLB) .

157 yes 5 no, HIRIETE yes, B iiR#t—4 Lambda Amazon Resource Name (ARN)

H,
NLB IP BHr5EM lambda ZHAY ARN,

15 7E DNS #I 1 #39#H CloudFormation #&4R%i i #Y RegisterNIblpTargetsLambda &,
INRIFEREERE S AWS GovCloud K18, iE{# arn:aws-us-gov,

HLER API 3938 BATZHBY ARN,
15 7E DNS #If1 #39#H CloudFormation &R i #Y External ApiTargetGroupArn {&, #
RIFEREZEE AWS GovCloud Kig, &£ arn:aws-us-gov,
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€@ Uk API I 2R B FRAEEER ARN,

@ 15 7E DNS # 1 #39%H CloudFormation &R ¥ #Y InternalApiTargetGroupArn B, 1
RIFERHEZEE AWS GovCloud Xig, &£ arn:aws-us-gov,

€D OB i HIH2R B ARHEE ARN,
@ 187 DNS #7839 H CloudFormation &R % H 89 InternalServiceTargetGroupArn
B, MNRFFEEFEEE AWS GovCloud K15, Ef# M arn:aws-us-gov,
2. Eflcontrol plane #1288 CloudFormation #Eix— 77 &R, FHIFELL YAML XHEXRE
BTTEN L, tEERRER T EEEFTEFR control plane Hl23.

3. INRET m5 SLFIKEEE N MasterinstanceType HI{H, & SHZSLBIZEEGRNE)
CloudFormation 11k 1 #4 MasterinstanceType.AllowedValues 51,

4. JA3h CloudFormation ##i, LABIEEMZ control plane 7 mBy AWS BEIRHER

BE
BRAE—TREIAGRT,

$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml 9
--parameters file://<parameters>.json

<name> 2 CloudFormation HMLZF5, %0 cluster-control-plane, RIEMIFRERE, N
IR RTT.

g <template> 28R CloudFormation &R YAML X {EIAE % B R FI &,
9 <parameters> =& CloudFormation % JSON SC4FRIAENT BE R AR F5.

it Bl

arn:aws:cloudformation:us-east-1:269333783861 :stack/cluster-control-plane/21c7e2b0-2ee2-
11eb-c6f6-0aal34627df4b

% .
A CloudFormation iR & O — M HERE, BHZRZ=A control plane 7 /.
5. HIMERAGEET

I $ aws cloudformation describe-stacks --stack-name <name>

1.10.13.1. control plane #1258 CloudF ormation £tz

BT LUFERALLT CloudFormation R EE8ZE OpenShift Container Platform $£2£FTFE# control plane #l,
2o
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151 1.47. control plane #12:#J CloudFormation &4k

AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Node Launch (EC2 master instances)

Parameters:
InfrastructureName:
AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$
MaxLength: 27
MinLength: 1
ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.
Description: A short, unique cluster ID used to tag nodes for the kubelet cloud provider.
Type: String
RhcosAmi:
Description: Current Red Hat Enterprise Linux CoreOS AMI to use for bootstrap.
Type: AWS::EC2::Image::ld
AutoRegisterDNS:
Default: "yes"
AllowedValues:
- "yes"
- "no"
Description: Do you want to invoke DNS etcd registration, which requires Hosted Zone
information?
Type: String
PrivateHostedZoneld:
Description: The Route53 private zone ID to register the etcd targets with, such as
Z21IXYZABCZ2A4.
Type: String
PrivateHostedZoneName:
Description: The Route53 zone to register the targets with, such as cluster.example.com. Omit
the trailing period.
Type: String
MasterOSubnet:
Description: The subnets, recommend private, to launch the master nodes into.
Type: AWS::EC2::Subnet::Id
Master1Subnet:
Description: The subnets, recommend private, to launch the master nodes into.
Type: AWS::EC2::Subnet::Id
Master2Subnet:
Description: The subnets, recommend private, to launch the master nodes into.
Type: AWS::EC2::Subnet::Id
MasterSecurityGroupld:
Description: The master security group ID to associate with master nodes.
Type: AWS::EC2::SecurityGroup::ld
IgnitionLocation:
Default: https://api-int. 3CLUSTER_NAME.$DOMAIN:22623/config/master
Description: Ignition config file location.
Type: String
CertificateAuthorities:
Default: data:text/plain;charset=utf-8;base64,ABC...xYz==
Description: Base64 encoded certificate authority string to use.
Type: String
MasterlnstanceProfileName:
Description: IAM profile to associate with master nodes.
Type: String
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MasterlnstanceType:
Default: m5.xlarge
Type: String
AllowedValues:
- "m4.xlarge"

- "m4.2xlarge”
- "m4.4xlarge”
- "m4.10xlarge"
- "m4.16xlarge"
- "m5.xlarge”

- "m5.2xlarge”
- "m5.4xlarge”
- "m5.8xlarge”
- "m5.12xlarge"
- "m5.16xlarge"
- "mba.xlarge”
- "mba.2xlarge"
- "mba.4xlarge"
- "mb5a.8xlarge"
- "m5a.10xlarge"
- "m5a.16xlarge"
- "c4.2xlarge"

- "c4.4xlarge"

- "c4.8xlarge"

- "cb.2xlarge"

- "cb.4xlarge”

- "c5.9xlarge"

- "c5.12xlarge”
- "c5.18xlarge"
- "c5.24xlarge”
- "cba.2xlarge”

- "cba.4xlarge”
- "cba.8xlarge”
- "cba.12xlarge”
- "cba.16xlarge”
- "cba.24xlarge”
- "r4.xlarge"

- "r4.2xlarge"

- "r4.4xlarge"

- "r4.8xlarge"

- "r4.16xlarge"

- "rb.xlarge"

- "rb.2xlarge"

- "rb.4xlarge"

- "r5.8xlarge"

- "r5.12xlarge"

- "r5.16xlarge"

- "rb.24xlarge"

- "rba.xlarge"

- "rba.2xlarge"

- "rba.4xlarge"

- "rba.8xlarge"

- "r5a.12xlarge"
- "r5a.16xlarge"
- "r5a.24xlarge"
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AutoRegisterELB:
Default: "yes"
AllowedValues:
- "yes"
- "no"
Description: Do you want to invoke NLB registration, which requires a Lambda ARN parameter?
Type: String
RegisterNIblpTargetsLambdaArn:
Description: ARN for NLB IP target registration lambda. Supply the value from the cluster
infrastructure or select "no" for AutoRegisterELB.
Type: String
ExternalApiTargetGroupArn:
Description: ARN for external APl load balancer target group. Supply the value from the cluster
infrastructure or select "no" for AutoRegisterELB.
Type: String
InternalApiTargetGroupArn:
Description: ARN for internal API load balancer target group. Supply the value from the cluster
infrastructure or select "no" for AutoRegisterELB.
Type: String
InternalServiceTargetGroupArn:
Description: ARN for internal service load balancer target group. Supply the value from the
cluster infrastructure or select "no" for AutoRegisterELB.
Type: String

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Host Information”
Parameters:
- MasterlnstanceType
- RhcosAmi
- IgnitionLocation
- CertificateAuthorities
- MasterSecurityGroupld
- MasterlnstanceProfileName
- Label:
default: "Network Configuration
Parameters:
- Vpcld
- AllowedBootstrapSshCidr
- MasterOSubnet
- Master1Subnet
- Master2Subnet
- Label:
default: "DNS"
Parameters:
- AutoRegisterDNS
- PrivateHostedZoneName
- PrivateHostedZoneld
- Label:
default: "Load Balancer Automation”
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334

Parameters:
- AutoReqgisterELB
- RegisterNIblpTargetsLambdaArn
- ExternalApiTargetGroupArn
- InternalApiTargetGroupArn
- InternalService TargetGroupArn
ParameterLabels:

InfrastructureName:

default: "Infrastructure Name"
Vpcld:

default: "VPC ID"
MasterOSubnet:

default: "Master-0 Subnet"
Master1Subnet:

default: "Master-1 Subnet"
Master2Subnet:

default: "Master-2 Subnet"
MasterlnstanceType:

default: "Master Instance Type"
MasterinstanceProfileName:

default: "Master Instance Profile Name"
RhcosAmi:

default: "Red Hat Enterprise Linux CoreOS AMI ID"
BootstraplgnitionLocation:

default: "Master Ignition Source"
CertificateAuthorities:

default: "Ignition CA String"
MasterSecurityGroupld:

default: "Master Security Group ID"
AutoRegisterDNS:

default: "Use Provided DNS Automation”
AutoRegisterELB:

default: "Use Provided ELB Automation”
PrivateHostedZoneName:

default: "Private Hosted Zone Name"
PrivateHostedZoneld:

default: "Private Hosted Zone ID"

Conditions:
DoRegistration: |Equals ["yes", |Ref AutoRegisterELB]
DoDns: |[Equals ["yes", |IRef AutoRegisterDNS]

Resources:
MasterO:
Type: AWS::EC2::Instance
Properties:
Imageld: 'Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeSize: "120"

VolumeType: "gp2"
lamInstanceProfile: |Ref MasterinstanceProfileName
InstanceType: |Ref MasterlnstanceType
NetworklInterfaces:
- AssociatePubliclpAddress: "false"



Devicelndex: "0"

GroupSet:

- IRef "MasterSecurityGroupld"

Subnetld: |Ref "Master0Subnet”
UserData:

Fn::Base64: |Sub

- {"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":

{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"

RegisterMaster0:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Master0.Privatelp

RegisterMasterOlnternalApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Master0.Privatelp

RegisterMasterOlInternalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Master0.Privatelp

Master1:
Type: AWS::EC2::Instance
Properties:
Imageld: 'Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeSize: "120"
VolumeType: "gp2"
lamInstanceProfile: |Ref MasterinstanceProfileName
InstanceType: |Ref MasterIinstanceType
NetworkInterfaces:
- AssociatePubliclpAddress: "false"
Devicelndex: "0"
GroupSet:
- IRef "MasterSecurityGroupld"

F1E £ AWS L%
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Subnetld: |Ref "Master1Subnet"
UserData:
Fn::Base64: ISub
- {"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":
{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"
RegisterMaster1:
Condition: DoRegistration

Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Master1.Privatelp
RegisterMasteriInternalApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Master1.Privatelp
RegisterMaster1InternalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Master1.Privatelp

Master2:
Type: AWS::EC2::Instance
Properties:
Imageld: |Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeSize: "120"

VolumeType: "gp2"
lamInstanceProfile: |Ref MasterinstanceProfileName
InstanceType: |Ref MasterIinstanceType
NetworkInterfaces:

- AssociatePubliclpAddress: "false"
Devicelndex: "0"
GroupSet:
- IRef "MasterSecurityGroupld"
Subnetld: |Ref "Master2Subnet"
UserData:
Fn::Base64: ISub
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- '{"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":
{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"

RegisterMaster2:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref ExternalApiTargetGroupArn
Targetlp: |GetAtt Master2.Privatelp

RegisterMaster2internalApiTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalApiTargetGroupArn
Targetlp: |GetAtt Master2.Privatelp

RegisterMaster2internalServiceTarget:
Condition: DoRegistration
Type: Custom::NLBRegister
Properties:
ServiceToken: |Ref RegisterNIblpTargetsLambdaArn
TargetArn: |Ref InternalServiceTargetGroupArn
Targetlp: |GetAtt Master2.Privatelp

EtcdSrvRecords:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["_etcd-server-ssl._tcp", |Ref PrivateHostedZoneName]]
ResourceRecords:
- lJoin [

['0 10 2380", lJoin [".", ["etcd-0", IRef PrivateHostedZoneNamel]],
]

- lJoin [

['0 10 2380", Join [".", ["etcd-1", IRef PrivateHostedZoneNamel]],
]

- lJoin [

['0 10 2380", Join [".", ["etcd-2", IRef PrivateHostedZoneNamel]],

]
TTL: 60

Type: SRV
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EtcdORecord:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["etcd-0", IRef PrivateHostedZoneName]]
ResourceRecords:
- IGetAtt Master0.Privatelp
TTL: 60
Type: A

Etcd1Record:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["etcd-1", IRef PrivateHostedZoneName]]
ResourceRecords:
- IGetAtt Master1.Privatelp
TTL: 60
Type: A

Etcd2Record:

Condition: DoDns

Type: AWS::Route53::RecordSet

Properties:
HostedZoneld: |Ref PrivateHostedZoneld
Name: lJoin [".", ["etcd-2", IRef PrivateHostedZoneName]]
ResourceRecords:
- IGetAtt Master2.Privatelp
TTL: 60
Type: A

Outputs:
PrivatelPs:
Description: The control-plane node private IP addresses.
Value:
IJoin [

nn
L]

['GetAtt Master0Q.Privatelp, |GetAtt Master1.Privatelp, |GetAtt Master2.Privatelp]
]

1.10.14. 7 AWS H I worker 7 52
& T LAFE Amazon Web Services (AWS) A% worker T7 s, #tERHFER,

7]
7
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pa -

YNRAEARMEAEY CloudFormation AR A& worker 17 R, E G ERHIESHF
HIORESRN, MRKEZEERDKRL, EUEFSERRILBEEHREENEER
==

18No

FRFZM

BEE T —1 AWS K,

IRE LLB1T 24T aws configure, 5 AWS BHAMKISRMEIAH AWS BEBSE .
B NEREE K Ignition BB X1,

87 AWS A FECE T VPC RHEXFM,

IR7E AWS RO FHESE T DNS, HiEMRM IR,

R1E AWS RO T ERENE2HMAE,

2 0# bootstrap #1285,

288 control plane #1283,

. BIE— JSON X, HEE CloudFormation iR EBENSHE :

[
{

"ParameterKey": "InfrastructureName",
"ParameterValue": "mycluster-<random_string>" 9
2

{
"ParameterKey": "RhcosAmi", 6

"ParameterValue": "ami-<random_string>" 6
2
{

"ParameterKey": "Subnet",
"ParameterValue": "subnet-<random_string>" G
2

{
"ParameterKey": "WorkerSecurityGroupld", a

"ParameterValue": "sg-<random_string>"

2
{
"ParameterKey": "IgnitionLocation", g

"ParameterValue": "https://api-int.<cluster_name>.<domain_name>:22623/config/worker"

1
{
"ParameterKey": "Certificate Authorities",

"ParameterValue": "" @
1
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{

"ParameterKey": "WorkerInstanceProfileName",
"ParameterValue": " @

|3
{
"ParameterKey": "WorkerlnstanceType", @

"ParameterValue": "m4.large”

}

1889 Ignition BEiE S M4 A o SR B i B SRR BRI SR & 7R,
HEEM Ignition L& XX TR R IR INBIEAL R & FF, HMER T <cluster-name>-

<random-string>.

FAF worker 7 22 /] Red Hat Enterprise Linux CoreOS (RHCOS) AMI,

{5 AWS::EC2::lmage::ld {E.

EEABFE) worker TTRFW, RFELTHTM.

M DNS #11 #39%7#) CloudFormation 4R %iHi 89 PrivateSubnets {E15E F M.
5 worker T RKIEKHI worker 24 ID,

IBELZELHANA B CloudFormation %I #9 WorkerSecurityGroupld fH.
MHERER bootstrap Ignition BB & XFHIGLE.

IBEAEMB Ignition BEBMIAIE, https:/api-int.<cluster_names.
<domain_name>:22623/config/worker,

E{E A Base64 Jif L Tl A4 ML F R R,

EELRZBXT worker.ign XHHME, XMER—MKFRHR, 8D
data:text/plain;charset=utf-8;base64,ABC...xYz==,

5 worker T s KELH IAM BLB &R,
IBELZLEMNA BB CloudFormation &k i H #J WorkerlnstanceProfile Z%{(E.,
FATF control plane Hl28H AWS SEfFI2REY,

RIVFHIE :

P00 OO0 90090000 OO

® mé.large

e m4.xlarge
o m4.2xlarge
e m4.4xlarge
e m4.8xlarge

e m4.10xlarge
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e m4.16xlarge
e mb.large

e mb.xlarge

e mb.2xlarge
e mb5.4xlarge
e mb.8xlarge
e mb5.10xlarge
e mb.16xlarge
e mé6i.xlarge

e c4.2xlarge

e c4.4xlarge

e c4.8xlarge

® r4.large

® r4.xlarge

® r4.2xlarge

® r4.4xlarge

e r4.8xlarge

e r4.16xlarge

BE
INREHIXIEAFEE ma SSHRE, B0 eu-west-3, 1HENER m5 £

B,

2. &%l worker #1238 CloudFormation #&Eik— 17 HENR, FHELU YAML XHEXRERTE
Wl E. BCENRER T LTI ML RN 7 EHI9H 25,

3. NRET m5 SR RS E N WorkerinstanceType BIfE, 15 $1Z LB B R ANE!
CloudFormation 14 1 #) WorkerlnstanceType.AllowedValues %4,

4. 55 CloudFormation #&#, LABIERARER worker 7 sfg AWS FHRHER: -

BF

BRAE—TREIAGRT,
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$ aws cloudformation create-stack --stack-name <name> ﬂ
--template-body file://<template>.yaml \ g
--parameters file://<parameters>.json

Q <name> ;2 CloudFormation HHEZ ¥R, 40 cluster-worker-1, MRIEMIFRERE, NEE
I HERR B £ 7R,

g <template> 28R CloudFormation &R YAML X {EIAE % B R FI &,

9 <parameters> ;& CloudFormation % JSON SC4FRIAENT BE R A& 5.

it Bl

arn:aws:cloudformation:us-east-1:269333783861:stack/cluster-worker-1/729ee301-1c2a-
11eb-348f-sd9888c65b59

o CloudFormation BRSO — M HERE, BHER—1 worker T .
5. MWIABERAGEEERE :
I $ aws cloudformation describe-stacks --stack-name <name>

6. AKEEAIEE worker #EHR, BEEIVRRFOE T TR worker Hl25, BRI LUET 5| AR —ERFISHK
S FHEE R BB 2 AR OB AT S B worker HERE,

8%

BN ZE DB A worker 128, ELLEXRTCIEZEDHANMERLL
CloudFormation 1R B H#E,

1.10.14.1. worker #1858 CloudFormation itk

IRET LUER LU CloudFormation 4k &8 E OpenShift Container Platform $&¥FF &8 worker Hl25.
15 1.48. worker #12389 CloudFormation &1
AWSTemplateFormatVersion: 2010-09-09
Description: Template for OpenShift Cluster Node Launch (EC2 worker instance)
Parameters:
InfrastructureName:

AllowedPattern: *([a-zA-Z][a-zA-Z0-9\-]{0,26})$

MaxLength: 27

MinLength: 1

ConstraintDescription: Infrastructure name must be alphanumeric, start with a letter, and have a
maximum of 27 characters.

Description: A short, unique cluster ID used to tag nodes for the kubelet cloud provider.

Type: String

RhcosAmi:
Description: Current Red Hat Enterprise Linux CoreOS AMI to use for bootstrap.
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Type: AWS::EC2::Image::ld
Subnet:
Description: The subnets, recommend private, to launch the master nodes into.
Type: AWS::EC2::Subnet::Id
WorkerSecurityGroupld:
Description: The master security group ID to associate with master nodes.
Type: AWS::EC2::SecurityGroup::ld
IgnitionLocation:
Default: https://api-int. 3CLUSTER_NAME.$DOMAIN:22623/config/worker
Description: Ignition config file location.
Type: String
CertificateAuthorities:
Default: data:text/plain;charset=utf-8;base64,ABC...xYz==
Description: Base64 encoded certificate authority string to use.
Type: String
WorkerlnstanceProfileName:
Description: IAM profile to associate with master nodes.
Type: String
WorkerlnstanceType:
Default: m5.large
Type: String
AllowedValues:
- "m4.large"
- "m4.xlarge"
- "m4.2xlarge”
- "m4.4xlarge”
- "m4.10xlarge"
- "m4.16xlarge"
- "m5.large”
- "m5.xlarge”
- "m5.2xlarge”
- "m5.4xlarge”
- "m5.8xlarge”
- "m5.12xlarge"
- "m5.16xlarge"
- "mba.large"
- "mba.xlarge”
- "mba.2xlarge"
- "mba.4xlarge"
- "mb5a.8xlarge"
- "m5a.10xlarge"
- "mb5a.16xlarge"
- "c4.large"
- "c4.xlarge"
- "c4.2xlarge"
- "c4.4xlarge"
- "c4.8xlarge"
- "c5.large"
- "cb.xlarge"
- "cb.2xlarge"
- "c5.4xlarge"
- "c5.9xlarge"
- "c5.12xlarge”
- "c5.18xlarge”
- "c5.24xlarge”
- "cba.large"
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- "cba.xlarge"

- "cba.2xlarge”
- "cba.4xlarge”
- "cba.8xlarge”
- "cba.12xlarge”
- "cba.16xlarge”
- "cba.24xlarge”
- "r4.large"

- "r4.xlarge"

- "r4.2xlarge"

- "r4.4xlarge"

- "r4.8xlarge"

- "r4.16xlarge"

- "rb.large"

- "rb.xlarge"

- "rb.2xlarge"

- "rb.4xlarge"

- "r5.8xlarge"

- "r5.12xlarge"

- "r5.16xlarge"

- "r5.24xlarge"

- "rba.large"

- "rba.xlarge"

- "rba.2xlarge"

- "rba.4xlarge"

- "rba.8xlarge"

- "r5a.12xlarge"

- "r5a.16xlarge"
- "r5a.24xlarge"
- "t3.large"

- "t3.xlarge"

- "t3.2xlarge"

- "t3a.large”

- "t3a.xlarge"

- "t3a.2xlarge"

Metadata:
AWS::CloudFormation::Interface:
ParameterGroups:
- Label:
default: "Cluster Information”
Parameters:
- InfrastructureName
- Label:
default: "Host Information”
Parameters:
- WorkerlnstanceType
- RhcosAmi
- IgnitionLocation
- CertificateAuthorities
- WorkerSecurityGroupld
- WorkerInstanceProfileName
- Label:
default: "Network Configuration”
Parameters:
- Subnet
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Subnet:

default: "Subnet"
InfrastructureName:

default: "Infrastructure Name"
WorkerlnstanceType:

default: "Worker Instance Type"
WorkerlnstanceProfileName:

default: "Worker Instance Profile Name"
RhcosAmi:

default: "Red Hat Enterprise Linux CoreOS AMI ID"
IgnitionLocation:

default: "Worker Ignition Source"
CertificateAuthorities:

default: "Ignition CA String"
WorkerSecurityGroupld:

default: "Worker Security Group ID"

Resources:
WorkerO:
Type: AWS::EC2::Instance
Properties:
Imageld: |Ref RhcosAmi
BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeSize: "120"

VolumeType: "gp2"
laminstanceProfile: |Ref WorkerlnstanceProfileName
InstanceType: |Ref WorkerInstanceType
NetworklInterfaces:

- AssociatePubliclpAddress: "false"
Devicelndex: "0"
GroupSet:
- IRef "WorkerSecurityGroupld"
Subnetld: |Ref "Subnet"
UserData:
Fn::Base64: !Sub

- {"ignition":{"config":{"merge":[{"source":"${SOURCE}"}]},"security":{"tls":

{"certificateAuthorities":[{"source":"${CA_BUNDLE}"}]}},"version":"3.1.0"}}'
-{
SOURCE: !Ref IgnitionLocation,
CA _BUNDLE: IRef CertificateAuthorities,
}
Tags:
- Key: Join [, ['"kubernetes.io/cluster/", IRef InfrastructureName]]
Value: "shared"

Outputs:
PrivatelP:
Description: The compute node private IP address.
Value: |GetAtt Worker0.Privatelp

1.10.15. {F A B A E S EMZRIIE AWS E#581E bootstrap 3!

F1E £ AWS L%
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£ Amazon Web Services (AWS) AROBFIEMBEHEMENLE, ErILUSSH#R{E OpenShift
Container Platform control plane B bootstrap &3,

FoRFM
o EBEET M AWSHKF,
o RALLETIZ1T aws configure, I AWS BEAF X EARINEIA R AWS ELESE .
o D HEREE K Ignition ELBE X1,
o 1R7E AWS FAIEHEE T VPC RIEXFM,
o fRIE AWS FAIEFHEIE 7 DNS, MEHERNEITER,
o RTE AWS A TERBMENZLAEMABE,
o BEAIE bootstrap Hl25.
o A% control plane #1283,

o & worker T &,

i
. BB EREREFMER, FHEI#R1E OpenShift Container Platform control plane #J
bootstrap 17#2 :
$ ./openshift-install wait-for bootstrap-complete --dir <installation_directory> \ﬂ
--log-level=info 9
Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.
Q BEHRERRMLEEE, HIEE warn, debug = error, MAEETE info,
it Bl
INFO Waiting up to 20m0s for the Kubernetes API at
https://api.mycluster.example.com:6443...
INFO API v1.19.0+9f84db3 up
INFO Waiting up to 30m0s for bootstrapping to complete...
INFO It is now safe to remove the bootstrap resources
INFO Time elapsed: 1s
INREBSRENERA FATAL 24, JI] OpenShift Container Platform control plane B ##1#4
1t.
1E control plane #taib/a, ERREBITE T M, FLL Operator R L& H AR
A o
Hh BTIR
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e NF T #RTE OpenShift Container Platform 48 2/ IR %L 4, bootstrap #1 control plane H
SHIFEHER, ESHINRREIE,

o MFA XX bootstrap IR ITHEEHREVE R, HSHIUAEE bootstrap 11 mRIZHTEE.

1.10.16. {F A CLI &R EI&ER

e LLR S 5 &R EF kubeconfig X, LIEKIARGIRAF S0 %58, kubeconfig X B &KX TFER
MIER, #tCLI BT NE imE R ERER AP RS S, ZXHRRERT—NMEENER, &
OpenShift Container Platform &%t i2 1| E,

FoRFM
o BEEBE T OpenShift Container Platform &%,

e 2% ocCLl
AE
1. 5 H kubeadmin Zik :
I $ export KUBECONFIG=<installation_directory>/auth/kubeconfig ﬂ

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.
2. FRSHNEE, KIS KINZIT oc h -

I $ oc whoami

i~ Bl

I system:admin

1.10.17. $LENEIBIIE T ZE R 1E K

HLERINSIRR, RVERNNSANBERFIFLRIEBERHR (CSR) . BATHHIXL
CSR BIEHIE, JRERBETHE. BFHNRLAELRILE AERBSBIR,

FoRFZM
o HEFHARIMEIREF,

ik

1 FANERE T LUR AR
I $ oc get nodes
it I

I NAME STATUS ROLES AGE VERSION
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#monitoring-installation-progress_troubleshooting-installations
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master-0 Ready master 63m v1.19.0
master-1 Ready master 63m v1.19.0
master-2 Ready master 64m v1.19.0

RS I R B R B AL AR

S

E—L CSR it AT, DL ERIH AR SEITE TR (B worker TR) &

2. IERFIIEM CSR, HARALUBERMIEEFHHNESNZEE Pending 5t Approved K7S
BB FIRIE K

I $ oc get csr

i th o Bl

AGE REQUESTOR CONDITION

csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending
csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

EARBIH, FHEVSMATERR, EURREIRFPEIELS S AER CSR,

3. 1R CSRREIRBHLAE, HEFIRINNERIIFTERFLIE CSR #ALF Pending IR75E, HEHE
EFA SR AEIXLE CSR -

-

BT CSR B, RILEERVIRINEIERE—/NTRiEEK CSR,
FEBE— I REE, IERERRE, BNTRERFESMER. BoitE
FRAEXLEIET, HAER % CSRIE, Kubelet MARSSIE GIEEHiBN CSR, XBE
FtE, RE, R Kubelet 1IHREBHERSEHMFIET, 1 machine-
approver = B ihilt # FELAR S5 UE BT 1E Ko

S FIERS AR AP A FZTHIEER, RV EM R B &R EZR,
R A—7 5B S kubelet IREHIETTER (CSR) » MNREAHAETE K,
] oc exec. oc rsh #l oc logs fe S TEMEN, EH APl BRSS281%HE kubelet
NEERSFSIE. 5 Kubelet i Uk REVEMIIREE T EZLILIEBROE, XANFED
AUSATETH) CSR, FAIA CSR H system:node = system:admin 415 # node-
bootstrapper iR 551k 138, FHILT RIS,

o ETHBAE, ENENEMH CSRIZITUTHS -

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR B4 7.



o THLHERTERAIER CSR, EZITUTHRS :

F1E £ AWS L%

{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

% .
A EHLE CSR #Ht R, —LE Operator ATRETEE A,

4. HE, EHEFmERERIE, BRIEERNIKEINEANSENRSFIEK

I $ oc get csr
i Bl

NAME AGE

REQUESTOR

CONDITION

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. INRFRH CSRZEBHIE, BT Pending IR, TEHUESEFHERH CSR -

o EZHMBE, HNEBNEMM CSRIZITUTHS -
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR 7&K H CSR B4R,

o THLHERTERAIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .
{{end}}{{end}}' | xargs oc adm certificate approve

status}}{{.metadata.name}}{{"\n"}}

6. #LEMABARFIHFMARS S CSRE, #FLTF Ready K&, 2T TaHRIL :

I $ oc get nodes

fai th o B

NAME STATUS ROLES AGE VERSION

master-0 Ready
master-1 Ready
master-2 Ready
worker-0 Ready
worker-1 Ready

master 73m v1.20.0
master 73m v1.20.0
master 74m v1.20.0
worker 11m v1.20.0
worker 11m v1.20.0

% ”
BUERRSS 38 CSR BRI ReR &L #hi [BlLEHL 23355400 Ready R
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HMER

o MFARCSRMESER, BESHILBERITR,

1.10.18. #1144 Operator ECiE

1E control plane #A{bfE, IS ENERE —L Operator MEE1 1EB AT A,

FoRFZM

o {&BY control plane B #1141k,

it

1. MERERFAHM E4

I $ watch -n5 oc get clusteroperators

i Bl
NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE
authentication 4.6.0 True False False  3h56m
cloud-credential 46.0 True False False  29h
cluster-autoscaler 46.0 True False False 29h
config-operator 46.0 True False False  6h39m
console 46.0 True False False  3h59m
csi-snapshot-controller 46.0 True False False 4h12m
dns 46.0 True False False  4h15m
eted 46.0 True False False 29h
image-registry 46.0 True False False  3h59m
ingress 46.0 True False False = 4h30m
insights 46.0 True False False 29h
kube-apiserver 4.6.0 True False False  29h
kube-controller-manager 46.0 True False False 29h
kube-scheduler 4.6.0 True False False 29h
kube-storage-version-migrator 4.6.0 True False False
machine-api 46.0 True False False 29h
machine-approver 46.0 True False False  6h34m
machine-config 46.0 True False False  3h56m
marketplace 46.0 True False False  4h2m
monitoring 46.0 True False False 6h31m
network 46.0 True False False 29h
node-tuning 4.6.0 True False False  4h30m
openshift-apiserver 4.6.0 True False False  3h56m
openshift-controller-manager 46.0 True False False  4h36m
openshift-samples 46.0 True False False = 4h30m
operator-lifecycle-manager 46.0 True False False 29h
operator-lifecycle-manager-catalog 46.0 True False False
operator-lifecycle-manager-packageserver 4.6.0 True False False
service-ca 46.0 True False False 29h
storage 46.0 True False False = 4h30m

2. EEEA A FB Operator,

350
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1.10.18.1. Z£HEIAK OperatorHub J&

1£ OpenShift Container Platform R#&i1 2/, BRIAN OperatorHub BEiEH4LIEFI+ X 101 B R ERIIRA
A operator Bk, EZRMLBIMNER, BILIEHEENSHERRILE .

ik

e &EiT7E OperatorHub X & Fi710 disableAllDefaultSources: true £ FHE A B RHIR :

$ oc patch OperatorHub cluster --type json \
-p '[{"op": "add", "path": "/spec/disableAllDefaultSources", "value": true}]'

R’
HE, BALUERA Web Z2HIEEE B RIR. 7 Administration » Cluster Settlngs - Global

Configuration - OperatorHub TIEH, = Sources &£, HAAGIE, Wk, ZRAEHAMHN
I}?o

1.10.18.2. 5if& registry &AL E

Amazon Web Services 12EBRIATE(E, XEBKZE Image Registry Operator ELZEFA A, B2, MR
Registry Operator To;% 013 S3 T?ﬁ%ﬁ# B EEME, BEEFIEE registry FiE,

TEEETRBRENFAEESNR, MIREA, EREXHEREXRENFHLUENURA, ZUER
ARATIHRET KR,

BAHMIRM T EF T T2 A Recreate rollout SRS E AT ER registry F R E R RB9BA,

110.18.2.1. H{FE A A B RHEMZRIIHI AWS E2E registry 1214

ERETRRP, FRENTERMTLUOAE—D Amazon S3 2%, Registry Operator F 2B ERF
fifio

INR Registry Operator To/ANIEE S3 M BB ERME, BRI LURBUTRECE S3 FiEmHAtiLE
=ik,

SoREZM
o AR EBANEAMIEEMMN AWS EH—1NEEE,

e %IF Amazon S3 77fif, secret MIZBELLTH AN :

o REGISTRY_STORAGE_S3 ACCESSKEY

o REGISTRY_STORAGE_S3_SECRETKEY

AR
IN%R Registry Operator Toi& 03 S3 g F BB BEME, BT AT,

1. 1ZE— Bucket Lifecycle Policy AR LB A —RZ AR TTHRIIDER EZRE,

2. 1Econfigs.imageregistry.operator.openshift.io/clustersi i A Z(EECE :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster
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https://docs.aws.amazon.com/AmazonS3/latest/dev/mpuoverview.html#mpu-abort-incomplete-mpu-lifecycle-config

OpenShift Container Platform 4.6 £ AWS tZ2%:
ECERH

storage:
s3:

bucket: <bucket-name>
region: <region-name>

g
Of

TR AWS H registry BifkBIZR £, BRIERT S3 BRI QI

110.18.2.2. TEFEE T LB P ER B AR registry 2%

W71 Image Registry Operator EBEF . ¥ FIEET LR, EAILUFHER registry KB NZE B K,
INRIEXEM, EJF registry BREKRFAEH R,

ik

o JFEK registry FEIX B HNER B :

$ oc patch configs.imageregistry.operator.openshift.io cluster --type merge --patch '{"spec":
{"storage":{"emptyDir":{}}}}'

DIk

H
[=]

(R 9 FE A 7 SR B BC i X T,

INR7E Image Registry Operator A b 404 RLZTT A4, oc patch e B RKIFH ERELT
Hix -

I Error from server (NotFound): configs.imageregistry.operator.openshift.io "cluster" not found
ERFNDH, REBRSITZHST,

1.10.19. Ik bootstrap iR :

SERREEBEBUHIIA Operator BR&BFS, M Amazon Web Services (AWS) HflHIB& bootstrap HiR.
FoREM

o ENEEEMANAH Operator BRiE,

ik
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html

F1E £ AWS L%

1. #B& bootstrap %R, ARMEMER T CloudFormation 14k, TEIFREHER -
o {HF AWS CLI fHIBRHERE -

I $ aws cloudformation delete-stack --stack-name <name> ﬂ

ﬂ <name> 2 bootstrap #EBZ TR,

e {HF AWS CloudFormation 414 MBS HERR,

1.10.20. /3 Ingress DNS if\3%

AORIEMIBA T DNS RELE, HFI0IEIEMA Ingress M8 DNS 1%, A LLAIER—4 wildcard
ERHEARITE, UTREGERT ALE, BETUEREMAEIIRAER, M CNAME K34,
SERE A

e E7E Amazon Web Services (AWS) ER%&E T AR E FHEZRIIBI OpenShift Container
Platform 5%,

o B &% OpenShift CLI (oc)
o TXT jqHa.

o XTF#EH T AWS CLI HLEIEMITEN L, 1ESMFERIMILERRE (Linux, macOS =%
Unix) 2% AWS CLIFISZHY,

1 REZLEMIIRH,

o EHE— wildcard it3%, EfEMA *.apps.<cluster_names>.<domain_names>, Hrh
<cluster_name> 2&£ &5, <domain_name> & OpenShift Container Platform &1
Route 53 #ig,

o EOBREMICE, BHINVEHERNESNRELER—MOE, MTFHT:

$ oc get --all-namespaces -o jsonpath="'{range .items[*]}{range .status.ingress[*]}{.host}
{"\n"{end}{end}' routes

it Bl

oauth-openshift.apps.<cluster_name>.<domain_name>
console-openshift-console.apps.<cluster_name>.<domain_name>
downloads-openshift-console.apps.<cluster_name>.<domain_name>
alertmanager-main-openshift-monitoring.apps.<cluster_name>.<domain_name>
grafana-openshift-monitoring.apps.<cluster_name>.<domain_name>
prometheus-k8s-openshift-monitoring.apps.<cluster_name>.<domain_name>

2. FKEX Ingress Operator fi#9EERRE, FiCxkHEERAER IP it (g, 20 EXTERNAL-IP 5
Fis -

I $ oc -n openshift-ingress get service router-default
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https://console.aws.amazon.com/cloudformation/
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ol

NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S)
AGE

router-default LoadBalancer 172.30.62.215 ab3...28.us-east-2.elb.amazonaws.com
80:31499/TCP,443:30693/TCP 5m

3. NAEBHEREMITEEXID :

$ aws elb describe-load-balancers | jq -r '.LoadBalancerDescriptions[] | select(.DNSName ==
"<external_ip>").CanonicalHostedZoneNamelD'

ﬂ %I F <external_ip>, IBIEEMEIKEXEY Ingress Operator 7S #T2RBIAER IP Hhtik{E,

i tH

I Z3AADJGXBKTTL2

XA B R MBI RIEE X D,
4. REVEREHAHITER D

$ aws route53 list-hosted-zones-by-name \

--dns-name "<domain_name>" \ﬂ

--query 'HostedZones[? Config.PrivateZone != "true’ && Name ==
“<domain_name>.’].Id'

--output text

wN:_F <domain_name>, i&/ OpenShift Container Platform $£2£#8 % Route 53 £,

i~
I /hostedzone/Z3URY6TWQ91KVV

BoHEPR ERENEHNAREER ID, EAFIHZ ZZ3URYETWQITKVV,

5. FEEMNFA R PRGN ZILK :

$ aws route53 change-resource-record-sets --hosted-zone-id "<private_hosted_zone_id>" --
change-batch '{ ﬂ
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "\052.apps.<cluster_domain>", 9
"Type": "A",
"AliasTarget":{
"HostedZoneld": "<hosted zone_id>",
"DNSName": "<external_ip>.",
"EvaluateTargetHealth": false

}

V V V V VV V VYVVYV
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% F <private_hosted_zone_id>, 157 DNS #1171 #:19%i#) CloudFormation AR % H HI
fHo

9 %IF <cluster_domain>, 153#57%E BT OpenShift Container Platform SE&$891s sk F 15,
9 % F <hosted_zone_id>, 15 AERKEN M EHSERIEEALTEERX D,

X7 F <external_ip>, 1387 Ingress Operator A EAE 2RISR IP itk (B, ERELEILS
HEPIERENTIR () .

-

6. M AHRAFRIMILE
$ aws route53 change-resource-record-sets --hosted-zone-id "<public_hosted zone_id>"" --
change-batch '{ 0
"Changes": |
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "\052.apps.<cluster_domain>", 9
"Type": "A",
"AliasTarget":{
"HostedZoneld": "<hosted zone_id>",
"DNSName": "<external_ip>.",
"EvaluateTargetHealth": false

V VVVVV YV V VYV YV YVVVYV

%I F <public_hosted_zone_id>, & NEMEIEEARIEEX,
%IF <cluster_domain>, 153#57%E BT OpenShift Container Platform SE&$891s =k F 15,
%I F <hosted_zone_id>, HNERBHAFIERIEELAHIEERX ID,

X7 F <external_ip>, 1387 Ingress Operator i ESE 2RISR IP itk (B, EREEILS
HEPIEERENTIR () .

0009

1.10.21. 7E A F B f BO BT GRS L SER AWS Z24%

£ B & B ERIZEFY Amazon Web Service (AWS) _Ef2 5/ OpenShift Container Platform &5, Wil
HEFERFRETN.

FoRFZM

o RIEASEER AWS £l ZeH) 5 OpenShift Container Platform &R T bootstrap 7 5,
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it

o B2.%&%k oc CLI,

| HAELREREFNERPTREFRE :
I $ ./openshift-install --dir <installation_directory> wait-for install-complete 0

Q %t F <installation_directory>, 55T LEXHRETIMNE RMBE.

INFO Waiting up to 40m0s for the cluster at https://api.mycluster.example.com:6443 to

INFO Waiting up to 10m0s for the openshift-console route to be created...

INFO Install complete!

INFO To access the cluster as the system:admin user when using 'oc', run 'export
KUBECONFIG=/home/myuser/install_dir/auth/kubeconfig’

INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.mycluster.example.com

INFO Login to the console with user: "kubeadmin", and password: "4vYBz-Fe5en-ymBEc-

INFO Time elapsed: 1s

BE
o REBFAEMM Ignition BBEXHEETE 24 M EI BRVIEH, AREHETH

WHFTEAT, MREEFMEPIIXRER, BEBHE 24 /NNEER, £8#S
BEkE S HIIET. —MIAERE, BREFIEFLIERN node-
bootstrapper i $%5%153K (CSR) XWKE kubelet iEH., MFEELZELR, 17
B 5% ML HFHY control plane 1E# 1k ERISTHY,

EURTE Ignition BEEXHEMEM 12 /NREREN], Eh 24 /NFRIES
DTEERFREEN 16 N E 22 NS RIFHTH RS, BT TE 12 /N R
Ignition BEBE X, EAILLERAEREIRPR NPT TIEHEFMSERE
RICET )L

2. 7E Cluster registration T1EEMITEEEE,

1.10.22. {F 8 Web #=HI & & K BIEE

kubeadmin Fi " 2KIATE OpenShift Container Platform REFFE. KA LUER OpenShift Container
Platform Web & Ll kubeadmin A F" 10 &R EEE,

FoRFZM
o HUNREZHEFTR.
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RSl T R R, FTAS%EF Operator # A H,


https://console.redhat.com/openshift/register

E1EEAWS ERE
1. MZEEH _EA kubeadmin -password 314 F R EX kubeadmin S BOERHD :
I $ cat <installation_directory>/auth/kubeadmin-password

FH, ELR MR E N LM <installation_directory>/.openshift_install.log
BES KX kubeadmin 15,

2. 5 OpenShift Container Platform Web 2| &K H :
I $ oc get routes -n openshift-console | grep 'console-openshift’

77%, fRIA T LAMZZE 41 £ B <installation_directory>/.openshift_install.log
& XHFREX OpenShift Container Platform E&H.,

it Bl
console console-openshift-console.apps.<cluster_name>.<base_domain> console
https reencrypt/Redirect None

3. £ Web M8 SMEI E—maiH P EENEEA, LU kubeadmin B &5 &%,

o WNEAXKISIHF T 2 OpenShift Container Platform Web 2HIEMESE R, 1HSFiN Web
®HEE
1.10.23. OpenShift Container Platform #J Telemetry 15[7]
£ OpenShift Container Platform 4.6 #, BRINZTTH Telemetry RS IRIEE R LB A AT BT

HIENR, JEIVINERM, MRENEEHEEEFEEKM, Telemetry &B5hi21T, MESHSFME
OpenShift Cluster Manager,

i8Ik OpenShift Cluster Manager SEHIERAfE, BILLE Telemetry Ba4EH, eI LUE A OpenShift
Cluster Manager Fah#EH, (FF 1T 2 RERERK 7 23X % R4/ 89 OpenShift Container Platform 1T
[‘%Jo

HhBR

o BXTelemetry [REMEZER, HSHXTLiZ@ELEE,

1.10.24. Hh ¥R
e NEAH X AWS CloudFormation IR EZE R, ES N AWS SXHYFh R R L,

1.10.25. FESH IR
o IhiFdesE,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/web_console/#web-console
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://access.redhat.com/documentation/en-us/subscription_central/2020-04/html/getting_started_with_subscription_watch/con-how-to-select-datacollection-tool_assembly-requirements-and-your-responsibilities-ctxt#red_hat_openshift
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#about-remote-health-monitoring
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#validating-an-installation
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o HE XEE,
® }y Cluster Samples Operator #1 must-gather T 2 fc & {57
o TRINMAITEZPRM LS A{EA Operator Lifecycle Manager (OLM)

o MREARLEERIER registry BAE—NAIEER CA, BEERETHEEFHFERNINE
S

o MRFE, HAILUEFEAERILERRRE,
o MRFE, EHLUNFRTHNEEIL

111. £ AWS L ENEisE g

1T LU BRERE EI Amazon Web Services (AWS) BIEEE,

111 HBRE A R AR P B & B E A SR RO R B
(ST LU Al PR P R SRR 1B A B B TR M B S B

= -
HiE, RESHNBEEEXEREBRBRINER, 52 User Provisioned
Infrastructure (UPI) &%, AREGHELRERFXEUEMNKTIR, SEBLRERFEILEI NN

YR
g

FoRFZM
o BRMEBEHNFTANREREFRIR,
o HOBREMIRERFTERII M,
il =
| ERARREEHNITENPEELERFHERHR, STUTHS

$ ./openshift-install destroy cluster \
--dir <installation_directory> --log-level info ﬂ g

Q %t F <installation_directory>, i5i5ELEXHRETIMN B RMBE.

Q EBETRAMIFEE, 1EIEE warn, debug X error, TIAEEE info,

G

x
WU NEEEELEEHRTE L XHNE R, REEFRFZLBRFH
metadata.json U4 S fBREEEE,

2. A% : JHER <installation_directory> B 5k #1 OpenShift Container Platform R&ZF2F,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#customizations
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