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i. I tN#E| Operators = Installed Operators T34 1E OpenShift Elasticsearch Operator
BERER.
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HWRINER BRI REEN Z A U HREBINE, HSEEXFNNEES
BARICFAMNEY, UTHREXTHERBKICRERIHTERNER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
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redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *" @
collection:
logs:
type: "fluentd" m
fluentd: {}

ZFRAE instance,

ERAFIIFEERS, E—LRERT, MEFRT RS RORAE, 107
JSEi4E ) Unmanaged, (B8, FSENBEREKEY, BIENASIREHY Y
SEREN L,

FIF B & Elasticsearch X &, @i {FEA CR, B EESD HEHIKBMNFAME
ﬁ%o

87 Elasticsearch MNIZREENARRNIEKE, #HA—NEHIAG A EA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 K. BHE#EiT maxAge MIBEES
Wik, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5l,

187 Elasticsearch 11 RV E, HSHILIIREENE T,

} Elasticsearch Fi#H A B FHEENELTR, NREREMRE, FEEQEREHENE
B2, WMRBERERMI, OpenShift Logging FHE A IGE F6E,

RIEFEEIEE Elasticsearch B9 CPU F1AEFE K, MIRXLEBEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBRASHEMENFTE. NEFHKH
BAINME S 16Gi, CPUEXRN 1,

IRIEFEZIEE Elasticsearch REEH) CPU MIRFIEK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERSHBENEE. RFIHKH
BRIME Sy 256Mi, CPU i KE9BRIA(E " 100m,

FAFERE Kibana BOiXE, Wit {#EA CR, EelLAY B Kibana EIMTRME, FHH
Kibana "B & CPU f1RTF. MNEFZER, HSHEERSATMETE,

Boi& Curator T %lCurator A F#BR OpenShift Container Platform 4.5 Z BIHY
Elasticsearch B XNIEUIE, ©IEELEBIRASMHER,

FAFBE Fluentd BOiXE, @i {FA CR, EALIECE Fluentd CPU MIRERE, NE
BZER, ESWECE Fluentd,

13
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Elasticsearch control plane TR (t#577 master T R) HHRKRKEER=1.
RIS nodeCount $5E N AT 3, OpenShift Container Platform R &4
B =/1FA Master 11 4B Elasticsearch Tis (B4 master, client #1
data AAf8) ., HR Elasticsearch 17 s OB " (VEWRE 7 s, EA client 0
data &, control plane T mHUTHRESEHE R, WMOUIESKMRRS. 2
FOBRMBERTR. BETRERES R, HFHIUTSBIEREXNRE, W
CRUD, #RMREE, SHIBHEXMNRERSAXE /0. WEFEM CPU, 5
VEIFRXETR, FELET RTERNESHET =,

40, 0R nodeCount =4, NAIEL TR :

I $ oc get deployment

i~ B
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #1E T 9% B,

f. Bl Create, X|SOEBERHEICTAHM. Elasticsearch BE Y R MALL K% Kibana 3
I:Io

4, ISFgREE

a. tI#E| Workloads —» Pods T1H.

b. %% openshift-logging TH,
BNIZRBRLNBATFEEBEFICE. Elasticsearch, Fluentd # Kibana B Pod, ZR{F L
Tk :
® cluster-logging-operator-cb795f8dc-xkckc
® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz

® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg
e fluentd-9z7kk
e fluentd-br7r2
e fluentd-fn2sb

e fluentd-pb2f8

e fluentd-zqggx

14
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® kibana-7fb4fd4cc9-bvtdp

Hth

5

i

LI FH OperatorHub By Operator

2.2. WREMES
SR HHIER Kibana, /1 F8IE Kibana SRBIERA ML, LUELE Kibana HBSRAIM L BIR.

INRICHEEBE R SR P s I SCFERI 25 PR S,  S01F & & OpenShift Logging Operator BIM B i [A] B9 R 4%

=e
AILE o

2.3. A CLI ZEEEAEKICFR

& B LA#E A OpenShift Container Platform CLI %4 OpenShift Elasticsearch Operator #1 Cluster
Logging Operator,

FeREH
o H{REH Elasticsearch FTEHFAMLEFE, FEE Elasticsearch T REFTEBSHEHES.

NRFAMEBRATFHFALENE, EFAEERRIBEHEE, X1E LocalVolume X §
#) volumeMode: block 3, Elasticsearch ;& {FARIAILAE,

Elasticsearch R AEFEEBEIN AR, HIABERT, OpenShift Container Platform 2% 3 4
Elasticsearch s, HERFIERMEHI) 16 GB, #IAILBEH =/ OpenShift Container
Platform 7 m Al 8% 8 B W IR FESEEE 21T Elasticsearch, HIRIBEIS Elasticsearch #HxHY
AERE, FEEEFRINES Elasticsearch T2, MAZEMINET 2 EMAE,

AR
fEF CLI &4 OpenShift Elasticsearch Operator #1 Cluster Logging Operator:

1. 75 OpenShift Elasticsearch Operator f|Z &4 Z2[H],

a. 7 OpenShift Elasticsearch Operator | E—Np& 22 [AXTR YAML X (5140 eo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q X8 E openshift-operators-redhat v & 22 (6], 4 T FHIEATBES$EFR (metrics)
2R, IERIZHF Prometheus Cluster Monitoring HEFZAC & 4 M openshift-operators-
redhat % 22 (5] RIZEXIE IR ELHE, A ZM openshift-operators fp 4 22 6] H12
EY, openshift-operators #p#4 22 [A|AJBE D & #t X Operator, XL Operator R E{E

15
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£, FHABERKX TS OpenShift Container Platform 78R EFR, M SBUHZE,
FRB, BITIRBRIRIEEIZING, ARER NLIRE openshift-operators-
redhat &p % 22 [F],
b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f eo-namespace.yaml

2. 7 Cluster Logging Operator Qi & 22 A :

a. H Cluster Logging Operator fl|J#—Np & 22 [A X R YAML X4 (40 clo-
namespace.yaml)

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-namespace.yaml

3. @i AL TN Rk ZR %L OpenShift Elasticsearch Operator:

a. 77 OpenShift Elasticsearch Operator fl|# Operator Group ¥/ & YAML X ({5140 eo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q IR7T38 7E openshift-operators-redhat &34 22 /4],

b. fll# Operator Group X4 :

I $ oc create -f <file-name>.yaml

16
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4N -
I $ oc create -f eo-og.yaml

c. f— Subscription ¥f & YAML X ({40 eo-sub.yaml) 3EiT [ OpenShift
Elasticsearch Operator B4 £ Z2H],

T BB

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "4.6" g
installPlanApproval: "Automatic”
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

IRT3E 7E openshift-operators-redhat &34 22 4],
157 redhat-operators, #15% OpenShift Container Platform SEE¥ %4511 32 R 4% b

(BN B FFEIEREERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 613289
CatalogSource X RHIZ TR,

1)
Qg 187E 4.6 fEHHIGE,
3

d. BIBITHINE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator 2% %< %l openshift-operators-redhat fp & Z2[f], 35
HEBHFMENIE,

e. J4iiF Operator 24§ :

I $ oc get csv --all-namespaces

i th o Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded

17
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18

kube-public elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded

kube-system elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.4.6.0-
202007012112.p0 Elasticsearch Operator 4.6.0-202007012112.p0

Succeeded

openshift-apiserver elasticsearch-operator.4.6.0-202007012112.p0
Elasticsearch Operator 4.6.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.4.6.0-

202007012112.p0 Elasticsearch Operator 4.6.0-202007012112.p0
Succeeded

openshift-authentication elasticsearch-operator.4.6.0-
202007012112.p0 Elasticsearch Operator 4.6.0-202007012112.p0
Succeeded

B2 E hE N 1% A — 1 OpenShift Elasticsearch Operator, IRASARESFIRAR,
4. BT OIEELUTFARE L L Cluster Logging Operator :

a. N Cluster Logging Operator fl|—* OperatorGroup X% YAML X4 (530, clo-
og.yaml)

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w@%\@i?‘é‘i openshift-logging %4 22 ],

b. fll& OperatorGroup X & :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-og.yaml

c. BIB— Subscription ¥f & YAML 32 (40 clo-sub.yaml) 37 Cluster Logging Operator
1T ep 22 A,

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "4.6" g
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name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

1RT3E TE openshift-logging f & 22 (6],

157 redhat-operators, #15% OpenShift Container Platform $EE¥ %4511 32 R M4 b
(LR NEr T IERERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 813289
CatalogSource % R & F5.

o
Qg 187E 4.6 fEHHIGE,
3

d. BIETTHINR :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f clo-sub.yaml
Cluster Logging Operator B %45 %] openshift-logging #p £ 22|,
e. J4iF Operator 4% :
1E openshift-logging @ 22 [A| 1% B — Cluster Logging Operator, A S AIBES I~

$ﬁ0

I $ oc get csv -n openshift-logging

it Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.4.6.0-202007012112.p0

Cluster Logging 4.6.0-202007012112.p0 Succeeded

5. BEEBEICE (Cluster Logging) =45 :

a. H Cluster Logging Operator |82 fI%I %R YAML X4 (40 clo-instance.yaml)

pa -3

HRINER BRI RE BN Z A U HRERINE, H5EEXFNNEES
BARICFAGNEY, UTHREXTHERBKICRERITERNER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: "openshift-logging"
spec:

19
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managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
curation:
type: "curator"
curator:
schedule: "30 3 * * *" @
collection:
logs:
type: "fluentd" m
fluentd: {}

ZFRAJE instance,

SHATICRERRS. A—LHBERT, MRERTERFATICTKOFOAME, Nl
FH¥EDN Unmanaged, B2, FRERBENENEN, BEIKBHETICREREZN
ZERSHIE. HHREEHETIERTTRIEE MBI AERRIKE.

FAFEZ& Elasticsearch BB, BEFEEFENTR (CR) , BalEiEN HEHIK
BR AN A METF G

87 Elasticsearch MNIZREENARRNIEKE, HA— DB A EA : B
(w). NEF(h/H). D ERm)FIR, B, 7d KK 7 X, EFAI#B1T maxAge IR ES
wWikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5,

187 Elasticsearch 1 REVEE, FSMILIIREENE T,
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) Elasticsearch &M AMB FHERW LT, NIREREMRE, HIEELRIEENE
fifk, MRBEREFMD, OpenShift Container Platform R&fEAIGK 55 E

IRIEFEZIEE Elasticsearch B9 CPU F1REFIE R, WRXL(EREZ, OpenShift
Elasticsearch Operator R X BEIAE, BUHRAZHIBENTE, RNFIHEKHWBINE
77 16Gi, CPUIERA 1,

IRIEFEZIEE Elasticsearch REEHY CPU MIRFIEK, MNRXLEBEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERSHBENEE. RFIHEKH
BRIME Sy 256Mi, CPU 1 KE9BRIA{E S 100m,

FAFEE Kibana BOiXE, @it {#EA CR, EelLAY B Kibana EIMTRME, FHH
Kibana Pod fit & CPU f1NF. MEEZER, ESHEBEAETMIETE,

Boi& Curator T %lCurator A F#BR OpenShift Container Platform 4.5 Z BIHY
Elasticsearch B XNEIE, ©IEFELEBIRASMER,

FFBEE Fluentd BiXE, @ {FA CR, EALIEE Fluentd CPU MIRERE, NE
BZER, ESWECE Fluentd,

Elasticsearch control plane 11 R AR E N =1, RET nodeCount 15
EHNKF 3, OpenShift Container Platform R&BIEB=NFE Master T/ m sk
48] Elasticsearch T s (B4 master, client Ml data &) . E&
Elasticsearch "7 mAIEN"NEIE T =, EFA client #l data A, control
plane T RHUTEREEEERIRIE, WAIRSMRFES]. 2/ 2 RHMERERT =
FETRRED R, HFHUITSHIEEXIR/E, W CRUD, #RNREE., 5
HIEEXWRFEREAXE /0. WEM CPU, FHEIEXLTTR, HEY
A R EEDRINE S8BT =,

40, 0R nodeCount =4, NAIELM TR :

I $ oc get deployment

i =B
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

. BIERSLH) -

I $ oc create -f <file-name>.yaml

a0 -

I $ oc create -f clo-instance.yaml

21
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XIS AIRERAKICTAHM. Elasticsearch B E VU FIRFA ML Kibana 0,
6. @it FIH openshift-logging T H F pod EXIELR L,

IRNZRERILANAT Cluster Logging. Elasticsearch. Fluentd # Kibana B9 pod, EFUTF
A :

I $ oc get pods -n openshift-logging
=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s

fluentd-flmej 1/1 Running 0 2m33s

fluentd-gn4rn 1/1 Running 0 2m26s

fluentd-nlgb6 1/1 Running 0 2m30s

fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

2.4. REFWES
IR XIER Kibana, 71 F200% Kibana 81X 41k, LUELE Kibana IR 5L BUE,
INRIGBIERBF R L& LN P o I SEFEM 28 PR ES, ST & & OpenShift Logging Operator B9 B 2 [A] B9 4%

=B
NLEE o

2.4.1. & Y_Kibana Z&B|#E=R
REIEXE LT IEEW 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it L EE, BN T0|ERE|=
Eﬁo

FRFM

o M WINEA cluster-admin B, cluster-reader Az XH NAE®, FHEME Kibana P EE
infra #1 audit &3], ZKi\ kubeadmin /" BB & & X LEZRF MR,
INRATLLEE default. kube- #1 openshift- B ) pod F1B &, MIRAZ A LAV RX LRSI,
ERAILMERU TSR ELRIES 2 EEHUMINR -

I $ oc auth can-i get pods/log -n <project>

it Bl

I yes

22
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KINBERT, #HITBEFRKXFMIE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
AP| BRI # 1T H EH default & HIEE,

o FEOIEXBIRAH, Elasticsearch XMW IREl, XRBTNTEMR, BE—MHHEIRTHIER
hRBERE/LDH.

iz
7 Kibana 7 L 3RBIEXFH LB MR

1. 7£ OpenShift Container Platform 2%l & & s fi Application Launcher @ Fi%£5¥F Logging.

2. = Management — Index Patterns —» Create index pattern il Kibana &5

o EREX Kibana i, BMNAFIIFoOBRIBERNTEEEFERVIEMNERE, B oiitliE
—NE ) app HFRBIER, FHEH @timestamp B [E| ZEREEHABRAE.

o F admin AP EERE X Kibana I, /il @timestamp 5 7|2 E% 7 app. infra
audit 5| 0ER5|EX,

3. MIFrB9ZRBIER A Kibana 51t

2.4.2. A M RE R SR F I E B RRE

RSN B AT RE R HI S M IRE., MREXHE, BUIIRITFEE OpenShift Logging BRER
Operator B93i B [A| BRI 4% R £,

M4 bRE PR LA T AR TIE B pod SRS Z [AIBIMZERE. OpenShift Logging 7 openshift-
operators-redhat i B 1 %% OpenShift Elasticsearch Operator , #{F openshift-logging i 5 # %%
Cluster Logging Operator, Bt @7 fVFX N0 B 2 [F FR 2.

OpenShift Container Platform i\ Container Network Interface (CNI) BN E (OpenShift
SDN #1 OVN-Kubernetes) 1R NS HFAIERE, XM R TR B S0 e & TR 45 P e SRS,

OpenShift SDN B =fE =, :

P4 S

XERMARER, WMRZEE R, SRATMERE, B2, WRAFEXTRE, eil@F%
B4mAERE, REERMEIN, LIRTRIVBAETRVIEFZTHNA, Bit, EXRERE
PAHFMN—IN S BRICFERNTE HOE S —DMERRE.

ZH
XMER R FI LM IRE, SN AM NS EEICKEXNTE, URFellzEmRE,
subnet

WEXAFAERE. EREGILEMEAREE, THERF.

OVN-Kubernetes tA%{F FIMIZS 3RkB&. Ik, 5 OpenShift SDN —Ff, /A EREE, USIFREM
_/l\'—:_}'E/L.\*E*E’JIﬁE HjDEIJj‘J_/\IﬁEo

ik 3
o MRMLZMAF, (multitenant) EXEH OpenShift SDN, 1HIMAXHANTE, B0 :
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I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o FNM|, W FRLEMERM OpenShift SDN LUK OVN-Kubernetes, iEHITIL T2 :

a. 7f openshift-operators-redhat &4 22 (5] Ri% ERE, 40 -

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. 1 openshift-logging 5% 22 [A] Al @ — M4 REE ST R, F1F M openshift-operators-
redhat 771 E £ openshift-logging T EHM A ORE. H40 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-openshift-operators-redhat
namespace: openshift-logging
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”

Hith BHR
o XTRILSERME
® XF OpenShift SDN BRIA CNI FLE LN

® XTF OVN-Kubernetes X1\ Container Network Interface (CNI) R4 R

24
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#about-the-openshift-sdn-default-cni-network-provider
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3B RERHAFICKBE

B3I FERESRFHARILKNE

BLEHAFRIRBENER (CR)

ERZE OpenShift Container Platform &8 HEILE, MEEBE X ClusterLogging B E LR
(CR) ,

3.1.1. X F ClusterLogging B & X FTiR

ERREEHHFILRIME, BEOEFIEN ClusterLogging BE L HIR (CR) . AXIRIBEERETAEX

BIE= g CR Ui FA,
LT R &R AKIC KR EE B E L IRRA,

ClusterLogging B X ¥i& (CR) =l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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curation: G

type: "curator"
curator:
resources:
limits:
memory: 256Mi
requests:
cpu: 100m
memory: 256Mi
schedule: "30 3 * * *"
collection: ﬂ
logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

Z Rl instance,
CR /%% % openshift-logging #3422 H],

Cluster Logging Operator EIKE HixB N EZEKRE (unmanaged) Ff, Operator b F R4
SRR EBEFRRKIES.

HEEMWIRE, SREEREBERE. TR, TEREIEROREURERESE,
Mt TEMLE, SFEFRIERMRME, Uk pod BIAE,
HRRE (curation) W&, SETRIEKMBEMEKRBFAE,

OS99 609

ASKRERIINE, SIEFIRIEKRFRE,

3.2. idEH&IL RN ESS

OpenShift Container Platform 88 Fluentd MEEEF R IREIR/EFN AREFBE, FHEA Kubernetes pod
M THEEEXERT,

ERILUh B RS SRBCE CPU MINTEIR(E, FF G B EUESS Pod BEIREM T R, FIA IR BEIK
LEMETR, @I ClusterLogging BE X HR (CR) AHY spec.collection.log.fluentd /753 #i
?i-c

321 AZHHEE

BB EF ALK A EEERAXXERNANEIHTRE. E2EREMEE, RNIFZIHE.
& OpenShift Container Platform Z{ThRAMEESCHIRTESBR L, REERE TAETENEE,
FRERZ NN E L L. MIREAAXEPHEHRNREUNNEE, EHERAIERER, BN
OpenShift Elasticsearch Operator #1 Cluster Logging Operator &1 TTZER, ®IRi%iT, Operator &2
NG —EREIE LR,
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3B RERHAFICKBE

AE
INR 247 $4T OpenShift Container Platform MA4H & EHIMMNECE, & 2 70% Cluster

Logging Operator 8 OpenShift Elasticsearch Operator % & & Unmanaged, — M 1%
EEMERATIMNE A HEA, FExOh EE (Managed) REFIF TR EHT,

3.2.2. #FB®ILRIAESR Pod

IRE LUEF oc get pods --all-namespaces -0 wide S5 EFERE T Fluentd B9 .

it

g
1£ openshift-logging 1 H Fiz{TLA T4 -

\\-'

I $ oc get pods --selector component=fluentd -o wide -n openshift-logging

i th o Bl
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

3.2.3. EoiE B &R 4s CPU MIRTFIR(E
BB RSV CPU R BRI 4T VAR,

it =

1. %i%E openshift-logging % B #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
collection:
logs:
fluentd:
resources:

limits: 0
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memory: 736Mi
requests:

cpu: 100m

memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME

3.2.4. BEE R SMENEE

ERAFTICTEIEL D Fluentd 58, THTFHEE Fluentd A& A 2BHIMERE, BITiXESE, TLUENK
LAF Fluentd 477 :

® Fluentd BRLANERLZ AEI K /N
® Fluentd HERITH
® Fluentd A Eil1TH

Fluentd 7E& 4 chunk (#2) BIEA blob RINEHEEIE . & Fluentd QIEE—NIRES, B4R F
stage, TEIXANMER, BIBRSWERRI A, HILEHE, Fluentd RFIFE queve, ERMBRSGH
BEAHBMIE], BESBREEXE, B—ERASSH Fluentd BRI, ML AEISENNAE
[, MNRFEFBRE, Fluentd RIRBEBEFERIEE (flushing)

1£ OpenShift Container Platform A, Fluentd &{# f exponential backoff kR E X EIE (ﬂushmg)
B4, Fluentd 2MNEZAE USRI E 2 FIMERFNTE, XEBTFHEA D BAERE K, HIUR
FA exponential backoff B953%, FHER EHEIXNAZE. ©RITEEENN EAREEE flush ﬂ%o FINE
T, Fluentd & TLREAZ HHER, 7E OpenShift Container Platform A, AR NLRIAEIXIT
%Q
X SHRT F BN A IR A B 252 R B FI ¥,

o Efit Fluentd WEME, EFILUEAXLESHEETEBRARMEZ AT, ERFRUKXE

B AIRAIE SN FARFEDMEABIESHHE, FER, KREZPIREFEETRANGRGER

% Z2H],

o ELEER, EUUERSHRRAZEHE, BRUEBMWE, BERENISIFMZH, HE
BEAEEME,

& LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAIFiXLE
SHEBIRIME Fluentd ECEMRSTH,  Fluentd .

w5

\)1#

2 :
BEXSHBAF TR, RIGKEBNIZAE LUR M B IF— AR HRE,

X

o LUERHTN Fluentd B BAMAER 141 T M E KA,
o (HTMAEFE, ©f X BEMNIEEME %R B R,

&K 3.1.5% Fluentd B2 ESH
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chunkLimitSize

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

sk

BIREAE, SEEATXD
K/,

Fluentd £ ILSEUEE

A=, PRME, Fluentd %
EBICAFUFHIT FF— RO,

AR EsAKRDN, B
(stage) #NPAFI (stage) BIEK
No IR X IR /NET XA
&, Fluentd &Z I RFHIERME!
o, HERERRW, FERESR
RREIEER K,

BERRZ AR IFIRR, R LA

s () .

m (28 . h (©

i) gd (X) .

HUTIERRBNT L -

o lazy:E T timekey &%k

MERFITIER, BIEE
X timekey %4,

interval : E£7F
flushinterval &% 518
e,

Immediate: 3R
ME—NMEE EEE
B,

PUTHERR (flushing) BOZRIZEL
B, EiNARMETIRSHRIGMT

SEEA RS TSI

HEASIHETRBIIT Y

e throw_exception : &

H—TREHEESHE
o

block : {=1E %1 #iEH1T
HRT, BRZHXEA
STl A A AR R H Ik,

e drop_oldest_chunk:

fHIPRIBBIER LU 37 (% A
BOER, |BERBOHHE LERTER
20,

exponential_backoff Ei{ 5%

BOR RS (LARD J AL

3B RERHAFICKBE

A

8m

8G

1s

interval

block

300s
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BH ek ik
retryType flushing RIS EIXBI 534 - exponential_backoff

e exponential_backoff
DB INEREIEIEERE
BIEIBRIT[Al, Fluentd &
MEHT—REAFTES
RERITE], EEAE
retry_max_interval &
PHEEMIE.,

e periodic : &F
retryWait 8, EHE
B IBIRE,

retryWait TREERRAIBONTE (AR 1s
i) .

0B A X Fluentd REMGEEINESER, ESM Fluentd X1 BV HiEH,

pi
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance
2. WINSUERUA T EISE -

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s 9

flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"

retryType: periodic ﬂ

retryWait: 1s

totalLimitSize: 32m Q

ﬂ HIEES N RIEB A ITERRTRIR AR,
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3B RERHAFICKBE

e EHERRZ 7] F]BR.,

BEHITHEMRMN AL © lazy. interval 5 immediate,
EERTFHREMINERERE.

15 7€ LA BT B9 1T« throw_exception. block 3% drop_oldest_chunk
157 5 exponential_backoff 3EHE 75 AN B S A [BIRRIT (8] (AR M ELAL)
1B E HHERAMATEiHBKE . exponential_backoff =% periodic.

EE T —RIUERRATRE A (LR AL .

9909902909009

BERG X RAKRN,

3. BE Fluentd Pod RGEEEHIE -
I $ oc get pods -n openshift-logging
4. 107 fluentd ERBRR ST R AHTIE -

I $ oc extract configmap/fluentd --confirm

fluentd.conf =4l

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

3.2.5. iR {FEHEI\B Elasticsearch B&E6E, &R FEBIAHGE

ENEER, TEHFREZENNERT, YERFAEREAIE=HAEFEBERFEHEIAM Elasticsearch 77
iy, AT LAMBEEREREIRILN R ERIE A,

HaiEul, MNRIEAERAERIAY Elasticsearch BEE N, &R LAM ClusterLogging B E X HR (CR)

F BRI ER Elasticsearch logStore. Kibana visualization #1H & curation 244, fHRIX Le2H 4 2 AT 3%
B, BREFFR.

FRFH
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o YIHERHER A EF XA N HEEIEAGEEIRIABIAER Elasticsearch &%, fMEMAHXECEH
& X B ClusterLogForwarder CR YAML X4, $iEE RAHEE default B outputRefs 7T
o Bl :

outputRefs:
- default

Digk

==
[=]

R ClusterLogForwarder CR ¥ B & #E 5 % EINER Elasticsearch 58, FHM

ClusterLogging CR Bk IogStore HiF, EXFIERT, AR Elasticsearch &£
FAFEEXRFHEATHE. X2FBBUBEK.

it =3
1. 4% openshift-logging %l B # 89 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

2. MRTFE, M ClusterLogging CR HitiBk logStore. visualization. curation /77,

3. {#8 ClusterLogging CR #J collection /N7, ZERRELLLTRA

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. B Fluentd Pod ERE2EHEE

I $ oc get pods -n openshift-logging

Hith BT
o [HBHRLINE=ARE

3.3. LB HEFE

OpenShift Container Platform {# [ Elasticsearch 6 (ES) RiF#F1ZE HEEIE

BRLMER AEFM, o :
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3B RERHAFICKBE

® Flasticsearch SEE¥HI7F %

o HEEMIHNEETRAEHIF, MEEERITEH

o S ERIIF] Elasticsearch #iE
Elasticsearch B REHEEEN AEF. B Elasticsearch W mEEE 16G NTFRKIH B MNFIE KHRER
#=E, FRIE ClusterLogging BE X FIRF FEIRE, &#BI OpenShift Container Platform i s2H Al B¢

TRULZ# Elasticsearch 5£8%, K /I7E OpenShift Container Platform &R RN T m, FHE
FERRINSESHAERIZT.

B Elasticsearch TV REF A UERBEMARFEIRE Fi21T, BEEFIMNERREIGXHEM,

3.3 {HITEEER AR B S

B FMEB OpenShift Container Platform Elasticsearch BEFHEA N H 1T HERM L2170, AL
ITBETRKREMHEENEE Elasticsearch LI,

MRBPHITHELEBANF B EEM, BFINETE Kibana FEFEHITERER, N 7iEA Log Forward
API,

BF

MEB OpenShift Container Platform Elasticsearch HEF AR N #H 1T H ERE L LEE.
MREECHRREAHITBSNRARESEAENMRBANEXENR, FEFELAME
£/, OpenShift Container Platform ££28 H &K IR A G H AR EE X LEAE,

iz
{8 Log Forward API $ 5 1 B &% & EIPIER Elasticsearch L4

1. fJZ ClusterLogForwarder CR YAML X {4 ZmiEIAH CR :

o 0| CR LUSFIAE BEE B L ZEEIRER Elasticsearch Z£41, &8 LIE AT BE ISR
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

B (pipeline) E X fERIEEREHEAMBEETRE, Bk HNBEEE L BRI
Elasticsearch SE4,
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B MEEEFEERE=MRENARE
EEEEARREY, ILHERTRBEFHEFEL,

o MREB—NIAEH ClusterLogForwarder CR, HiFE
BAFREE LI EH, -

Hth TR

® X LogForwarding APIIEZE R, EZ 1 £ Log Forwarding APl #2% H7&

3.3.2. &

34

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

name: elasticsearch-insecure
type: "elasticsearch"

url: http://elasticsearch-insecure.messaging.svc.cluster.local

insecure: true
name: elasticsearch-secure
type: "elasticsearch"

url: https://elasticsearch-secure.messaging.svc.cluster.local

secret:
name: es-audit
name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward

pipelines:

name: container-logs
inputRefs:

- application
outputRefs:

- secureforward-offcluster
name: infra-logs
inputRefs:

- infrastructure
outputRefs:

- elasticsearch-insecure
name: audit-logs
inputRefs:

- audit

outputRefs:

- elasticsearch-secure

- default @)

ﬂ LEERAIEEF N, AFFFHITHELERIRNER Elasticsearch 3£,

B &R E A

N R, EMZERFEHERZ, R

EARMEHE T HEREC A,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-external

% 3 =8 RE%ﬁE ll‘.\laﬂﬂ‘gﬂ%

Re] LABR B (REZERS, T8EEBNIA Elasticsearch BEEMHIFE =B EREMNERS| MK « EZef B,
rﬁq*iralb\*uEﬁl—]“E/uo

R ERB RS, MFEEN ClusterLogging B E KR (CR) AR ENHERIZE maxAge 58, CR
I Le{E N B Elasticsearch JRHNERE, BIRE Elasticsearch el it BRiZEHZRE |,

INRRE|I G LT REZ—TE, Elasticsearch RIRENIFREB|, BHUFIMNERS|IHOAIBRHRS
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB HE.
o 3RB|H doc MK TFE 5 FEFLL 40960 KB HIE,

Elasticsearch £IREEECE R E RIBMHPRIRTIFRE. MREXEHEMEEREBREBR, NRIAE
7 REMHERBE S,

FTRFH

o W& % Cluster Logging # Elasticsearch,

iz
EE% E IL;\ E\I%IJETJ_ ]‘E—[J .

1. 44’8 ClusterLogging CR, LURINSK{EX reservedPolicy 5% :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

ﬂ 187 Elasticsearch MIZ{RBEEN B &R A, A —DEIANE AL : B(w). DI
(h/H). 2Eh(m)FNF, B, 1d KEK—K, BFE#EiT maxAge BIIA BELS MR, ERINE
RE, BEERB7 X,

2. AT LASSIE Elasticsearch BE KR (CR) FMiXE
40, Cluster Logging Operator 1 7 LA T Elasticsearch CR LB R BRI, SEXEUE
/\/J\Eﬁfﬁiﬁgﬁﬁaﬁ@E,L.\E’J/EE/I\%‘_EH HERDE 7 KIMBRAESIFZRS], OpenShift Container
Platform & 15 28l &E—R, LIAEREEEIRIIFESL

I apiVersion: "logging.openshift.io/v1"
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kind: "Elasticsearch”
metadata:

name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m ﬂ

NFENEER, FRERBARMEHERFIRNZERNBE,

2.5 & OpenShift Container Platform MIFRIZENZREl, L% &R 1E ClusterLogging CR
% B maxAge.,

LIRBHZRBIEF, OpenShift Container Platform BEZ EMZRF | Fik, ItEH
ClusterLogging CR #1#J maxAge ‘R,

OpenShift Container Platform + &R E N IZ G EIREIFRE], X2BINXE, FAR

o ® 9

X
p= Y=
R X FFEH Elasticsearch CR, X[{REEZRIEHIFTHE B NEB 7L ClusterLogging
CR Hif4T,

OpenShift Elasticsearch Operator 8% cron job, LAMEFE LIRS W BN ENREIZRE| FHEMA
pollinterval Vi,

I $ oc get cronjob

i =Bl
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
curator *M0**** False O <none> 5s
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

3.3.3. yHEEHEE CPU MIREFIHEXK

BMAHHASE R VFHEE CPU MIRFIER, BN IZTEFohHEXE(E, EH Elasticsearch Operator
KRB EHMELIHRIMENE K,
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TEARBERED, Elasticsearch RIEERBHNEIINEFERETERE, MMSBRIERTSHRH
OOMKilled, INREBELX AR, V5= Elasticsearch IR IEIE KA RIE.

B Elasticsearch TV REF AT UERBEHAREIXE Fi21T, BEEBEHDREVCIEM, SFEIR
1B, NEA pod MNiZLEHMBEN TV TEIAN16GI, HIFNE pod DE BT 64Gi MREZ MK

==Y

FRFH

o W& % Cluster Logging # Elasticsearch,

i =

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:

resources: ﬂ
limits:
memory: "16Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: g
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

ﬂ RIEFEEIEE Elasticsearch B9 CPU FlIAEFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERSHBENEEZ. NFIHKHER
IMEH 16Gi, CPUEXRN 1,
9 IRIEFEZIEE Elasticsearch RIEH) CPU MIRFIEK, MNRXLEBEH, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERZSHBENEE. RFIHKHR
NMEH 256Mi, CPU iEREIERINE S 100m,
INRVIEE T Elasticsearch RFE, B/ BN B SUE KEFBREI(E,

o -
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resources:
limits:
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

Kubernetes —f%:EfE TV mBLE, A SIF Elasticsearch EFIEERIRIE. HiEXK (request) #1 PR{E
(limit) X BHRBEME TR Elasticsearch AILMFRGREEMRNE, BETREETHRG,

3.3.4. hBEFHECE S 2%

&R LATE Y N E R B R BB 17 sz (B & %1l Elasticsearch 2 F :

FTRFH

o W& % Cluster Logging # Elasticsearch,

Pt

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

Q N REETRER, EREREFENA.

® FullRedundancy : Elasticsearch B8N REINED A RESHEENBIET =, XA
REEENZLMYE, ERNEFESARENHIFAMERE

e MultipleRedundancy : Elasticsearch &8N R5IMED S I —FHHIET
o XAERES MR ARERIFIITR,

e SingleRedundancy : Elasticsearch HBNR5INED FEIE—1EIXx, REFEED
AEIET R, BEMERATHETRE, F/H5MNREZ T RN, Ml
MultipleRedundancy, fEAEENF L SRRE S FF 54 Elasticsearch 17 REYERE,

® ZeroRedundancy : Elasticsearch AHIEED FRIBIAR, WIRT KA EERE, N

AREHFREASHE. MREFEXIMEMIELEMY, HELET B SHH#E/PVC
&0/ RE R, ATLEEER R,
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. HEEIRME S R BEBET Elasticsearch BB T M.

3.3.5. 4§ Elasticsearch pod
D& BEP I Elasticsearch pod 8 E FIRER 5 B EE 2 L 3K Elasticsearch MRE TRE,

INRAER, RO%Z—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR SR [E14&
g, EALURIE S — 1 pod #H1T4E .

p= Y=
SNR Elasticsearch 5514 & )y ZeroRedundancy, |7 4EE, Elasticsearch pod.,

3.3.6. hHEFHIRERF A T
Elasticsearch BB AR E, FHREBIR, Elasticsearch MRS,

Digk

==
[=]

1 Elasticsearch P AL HE NFS FEBIESHIFAMS (E BT NAS b0
Gluster) , B} Lucene #KiiiF NFS TREMIXERGAT . BUIRE ARG E Ath (o]
ARESAE.,

FTRFH

o W& % Cluster Logging # Elasticsearch,

ik =
1. 4%% ClusterLogging CR, N&EEHFHNENE T RIBEE N B EEFAMESER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AHIFIEE, KEFHESMEET REBAERTHR200G"H AWS B SSD (gp2) #HEH PVC,
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MRFAMEBRAFHALENE, EFEERRIKRTE, X7E LocalVolume X R
volumeMode: block 3, Elasticsearch & {F ARIBILA,

3.3.7. 5 emptyDir FHEER & A S 71

&R LUFF emptyDir 5 BSFFEBECEARLUB—NMERERE, InhEHE—BEREFRA Pod HEIEER
2ER,

% -
, M emptyDir i, MNREBEHEMEBEREHERE, BEHEER,

FTRFH

o W& % Cluster Logging # Elasticsearch,

it

1. 4w% ClusterLogging CR LUIETE emptyDir:

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

3.3.8. 4T Elasticsearch &£ AT E R

£ E= X elasticsearch Bo &M 51 {E{A elasticsearch-* BEE BN, HUTRER.

A, #NSRIZ4T Elasticsearch Pod T REEBERE, NEBIRIER,

FRFH

o W& % Cluster Logging # Elasticsearch,

iz
PITERBRDER -

1. i# A openshift-logging T8 :
I $ oc project openshift-logging
2. jKBX Elasticsearch Pod B &5 :
I $ oc get pods | grep elasticsearch-

3. Y& Fluentd pod, LMEEA1{ZLLA Elasticsearch X HE :
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$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4. {#F OpenShift Container Platform es_util TEH{T9 F AT RIF, WBEREXNZAIXEESE
AR R ERIE -

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

a0 -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

i th 7 Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}
5. {# M OpenShift Container Platform es_util TERFIEIEA R KT i #1750 B 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TfE, RESMHETHBE—TESKE:

a. BRAERT, OpenShift Container Platform Elasticsearch SEf &R IEEE T m#fEHERE, &
FALUT e mRAVFHEHERE H fo1F Pod FREREH :

I $ oc rollout resume deployment/<deployment-name>
4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

41
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BET —DH Pod, H Pod BEMANASRG, MEERSHTT—8E,

I $ oc get pods | grep elasticsearch-

it Bl
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6écdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. METMSG, FE Pod LAEIEHHLERE :
I $ oc rollout pause deployment/<deployment-name>
4N -
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
=1
I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1% Elasticsearch REEE AT green = yellow K :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

INERIENT ST fp 5 P {FEAM Elasticsearch Pod $4T T H#HERE, 1% Pod &
BEE, HEWMFEEFERHH Pod &F5,

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
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% 3 =8 RE%ﬁE ll‘.\laﬂﬂ‘gﬂ%

"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}
Q EARELRERT, ERRLSEIEN green SiE yellow,

7. WNRHFEERT Elasticsearch ECBEIRET, 1HEX B Elasticsearch Pod E& X4 1%,

8. HHEMNMARER, EFERSHTE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
i tH 7 B

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}

9. ¥'[& Fluentd Pod, LAMEE( M Elasticsearch Z % H&,
$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

3.3.9. FHEEHRS AT NEKH

%U\IEE/R-F T/f}‘AE/b\lﬂ%%g¥%ﬁﬁlﬁlﬂﬁ|3%7$g¥aIL.\IE%EGElb\ﬁﬁ%o u_,\__”’J\Flﬁq 1 re-
encryption termination &R=NBIBEH, LASKIIAMERXT H &7 0 AR 25 D7 (7] SRAKEREHE

FH, DR UENSBOE—NEFINEBERE, £A OpenShift Container Platform 5 H1 2 &4&#
Elasticsearch CAIE B LUMAER T IF B EE ., RE, FRSSLULTRAM cURL &K AEE B EEE
AR S5HOTT =

e Authorization: Bearer ${token}
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® CElasticsearch EFMNH IR B FI Elasticsearch APl 15K,

ERE, ALAMERBEFEER PR BEFEERS. SAUERUTHSZ—KIE :
I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
i th 7 Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R LE AR TR e SR ERRF 1P il

$ oc exec elasticsearch-cdm-oplinhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

it Bl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 O--i--i----i--i-- --i--:-- 108
SeRFMH

o W& % Cluster Logging # Elasticsearch,

o EwBATBEBVIRNR, EREVIFHEBS,

i =2
KA ER AT B S TFE

1. i# A openshift-logging g :
I $ oc project openshift-logging
2. MBEFMEIRE CAIEFRH S A admin-ca ST :
I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
=1
I admin-ca

3. LYAML XX R 0 B EFHERR SRS A -
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3B RERHAFICKBE

a. ERUTRANE—D YAMLIH# :
apiVersion: route.openshift.io/v1
kind: Route
metadata:

name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

Q NN EFE CAIEPHERT L HHaS., BT RE—LEMINEBHMHN
spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. IZfTUTaS, MEKFMHE CAIEBRMEEE L—F P OERERE YAML & :
I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml

c. DIEERRH :
I $ oc create -f <file-name>.yaml
=1

I route.route.openshift.io/elasticsearch created

4. ERENFFT Elasticsearch RS :

a. IRERULBRSSIK B9 RS, LMETEE KPER -
I $ token=$(oc whoami -t)

b. fHEOIER Elasticsearch BB NIfELE,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIEBHARTOREMND), HSTU T aRETAFHEEE R Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
HApN R FOF -

it Bl

{

"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch”,
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"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

34.EERAEAMIEIR
OpenShift Container Platform {8 Kibana E/~%E2f B &0 IKER B EEUE.

IRAEI LAY & Kibana SRSZIITURYM, F4 Kibana 71 RECE CPU MW 7F.

3.4.1. fgi& CPU FIRERE
R ARID ARV CPU FIRERE T,

Pt

1. %i%E openshift-logging % E #1#) ClusterLogging BE L %R (CR)

I $ oc edit ClusterLogging instance -n openshift-logging

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 2

resources: ﬂ
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
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@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ REREHEFILRBIEE CPUMAERERIER,
© FRERZIREESKERN CPUNNERERIFK.

1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)

visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 9
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
curation:
type: "curator"
curator:
resources: G
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi

schedule: "*/10 * * * *"

collection:
logs:
type: "fluentd"
fluentd:

resources: 6
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

3B RERHAFICKBE

RIEEEIETHAEFMEM CPU MIAFERMEKRIER, *F Elasticsearch, R HEEE KA

FIBRFIE.

3.4.2. HAERIMEESE T R BRTIR M
RATLY BREEBE S 5EM pod LUBITE M TR,
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I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 7 SR E,

3.5 BRESER A KILKFNE

Elasticsearch RREBREEN AREF. RUEHBARICRLTENAFEIERMAEFRELR R 16G, &AM
OpenShift Container Platform 7 smZH AT BER B L2 #F Elasticsearch 5£8%, & MAMIIE OpenShift
Container Platform & RN T =R, FREBABNKESNNEFRIZT, B Elasticsearch T s
# o] EBEI A F X E TiE1T, @EE#WR#ﬂ‘EﬁGXﬁMQ

3.5.1. £E¥ B Rif 5% # OpenShift Container Platform BY7Ff# B E I

B Elasticsearch S3BEEHFE—MFAMS, £ OpenShift Container Platform A1, XA LAER
PVC &£,

NRFAMEBRFHALENE, EAEERRIKRTE, XTE LocalVolume X R
volumeMode: block i, Elasticsearch TiE{FARIBILA,

OpenShift Elasticsearch Operator {# [ Elasticsearch HIREFH PVC fip &, MERSIFMER, ES
"Elasticsearch ¥ A MEZE",

Fluentd ¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 5%l Elasticsearch,

Elasticsearch BER W AFERNITREEHEE, IRLXERVHNE, SHRLELWN, B fRiXN
[, IEHEN AR B SEENRE, HFoRXAFENTREERE,

BINERT, UEFEHEBE N 85% J#ilt, Elasticsearch &2 1A S EHEEE, 90% i, Elasticsearch

SEARENBER TTRINESREREMIEMT R, B2, NREMEFEET 85% LT oA AFiE
Z2/d], Elasticsearch &1E4EAE#HZRFIFHHZ N RED,

XS, RKAILER HRTMRAH Elasticsearch BRUIME, WA LUESBGILEERIME, 2R
EMERAERNRINME, EBXEEERPEIILE,
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3B RERHAFICKBE

3.5.2. Hb HFIR
o A Elasticsearch 726#

3.6. WEEAFR I FRHHEGEE CPVU MRFIRE
BRI UREEEREENERHH TR RAEER CPU MIRNTERE,

3.6.1. fidi& CPU fINZFR(E
£ A RIDTAA RS CPU INEIRE T HE,

it

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance -n openshift-logging

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 2
resources: ﬂ
limits:
memory: 2Gi
requests:
cpu: 200m
memory: 2Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:
cpu: 100m
memory: 100Mi
replicas: 2
curation:
type: "curator"
curator:
resources: ﬂ
limits:
memory: 200Mi
requests:
cpu: 200m
memory: 200Mi
schedule: "*/10 * * * *"
collection:
logs:
type: "fluentd"
fluentd:

resources: 6
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FMINFERE&IER, XFF Elasticsearch, RAEHEEE KE
FORRHI(E,

@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ REREHEFIIRBIEE CPUMAERERIER,
© RERZIREESKERN CPUNINERERIFK.

3.7. FREBEREHEEAEKICE POD HiE

BRI LMERS R BB ERABREREEILK Pod AR E T RLZ1T, HBEREMIFEMEFEXLET
mLEiz1T,

17 RABBEZHE F 8 key:value Xf, TR EMTRIET T REFRABETEIFLIT = pod,

key B& K7 253 MFRVERFRFSH, value NIZH KT 63 NMFRGERFRFH, FRBLIMUFE
HHFIL, AEALUEEFHE, BF EFF. AR T,

BARBENSEREAERICK CREIRH

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: openshift-logging
spec:
managementState: "Managed"
logStore:
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type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 8Gi
requests:
cpu: 100m
memory: 1Gi
storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:
tolerations: g
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

LR BERINE Elasticsearch Pod,

Q RSB ERINE Kibana Pods,
© UEBERMIB®IITRKES Pod,

3.7.1. AR BEKEZE B EFM pod RE
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TR LLEIETE pod LERRBERIEH H S pod FEWFLET R 51T, FFBALEH M T VF 7 EifE XL
TR

& A L& ClusterLogging BE ¥R (CR) AR FAEIHEEM pod, 3@ 17 s A& 5 s N
BT R, THREHTRE— key:value X, BIERT REEFRAAAEARRITFIZIE =M pod, B ERAAFEH
ftt pod ELRIFRE key:value Xf, BILAFARINBEZME pod BEWSTEIX T s LiB1T,

BRIANERT, BERFE pod BEUTABE -

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

FRFH

o W& % Cluster Logging # Elasticsearch,

P
L ERUTHS, Fr_RARNEEERE ERERFREILE pod TR

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFIE nodel ERE—NiE N elasticsearch B {E 7 node Bi5 5, 755 RE NoExecute,
B8 NoExecute R = HE 515 R ILER Pod, FHMRATERIIA pod,

2. Yw%E ClusterLogging CR #J logstore #4>, LABCIE Elasticsearch Pod BB :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

t=abyIIEIRED=: O N
157 Exists operator RE TR LB — N HEH N elasticsearch H75 =,
157 NoExecute X,

(FI%) #57E tolerationSeconds S, LUXE pod E4%ZF B A LMRFFHEE B 7T s AT
—KQ

0009

LA BES oc adm taint S OIS mLil, EFLLAIRER pod AILUEEEI nodel L,
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3B RERHAFICKBE

3.7.2. EREBEREH BEAT UL pod IKiE
ISR LLEITAE pod A A AR RILH Curator pod TEMBLE Y &R 54T, FHHIE A TAF (B8 A ke 1y

ino

& A LLEsT ClusterLogging BE L ¥R (CR) MARBENAEIHEMKAL pod, Filid T &5 =
MAET R, TREMEHRE— key:value X, BT mBERMAERBFIZIG M pod, @i FER%
BEHM Pod LERAMYFE key:value Xf, AT LUA{R({L Kibana Pod BES1E1% 17 s L3517,

SeREH

o W& % Cluster Logging # Elasticsearch,

it =
1 ERAUTHS, HERIENEIZEER EFHEREAMIE pod :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
fBlgn -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— M)y kibana BfE ) node BI75 5, 753 ER 2 NoExecute, &i4/iifE
F3 NoExecute {5 =i%i&, NoExecute ({fiE 5|5 RILEMN pod, FMIFRFEEMNIIE pod.

2. Yw%E ClusterLogging CR Y visualization 284>, LLEZE Kibana pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ

18 EARINETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
157 NoExecute X,

N
Ali%) 87E tolerationSeconds S#, LUXE pod 1E#%& R AT LAR R E B 7 = B9HST

AN~
o

AR ES oc adm taint S A5 mLE, EF AR pod TLLAEEl nodel £,

3.7.3. EAABEFREH BEWERSS pod NE

BRI LB 1E pod EEAABERBRBKICTKIESR pod AL T =R 517, FHEILLHEMTFEREIE
FIXEE T =,

53



OpenShift Container Platform 4.6 Ba&it ¥

f&w L@t ClusterLogging B7E (iR (CR) MRBEN AR B KICFKIRES pod, F@EE T RS
1T RN AR R BRI MERS RFAREHER pod FEENREFF CPU [H I #IXFR.

BIAERT, BEICFKWES pod BEUTABE :

tolerations:

- key: "node-role.kubernetes.io/master”
operator: "Exists"
effect: "NoExecute"

FRFH

o W& % Cluster Logging # Elasticsearch,
iz
1L ERAUTGS, HrRRmBEEE EFERTICTINEESS pod BT R :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
40 -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 ERE—EH collector BfE 7 node HIi5 5, 755 ER 2 NoExecute, Ri44i
{&F3 NoExecute /5 Ri%i&. NoExecute ({iE 5|5 RICEM pod, FHMERTEENIIE pod.

2. YwkH ClusterLogging B E X ¥R (CR) B collection /N7, LUELE B&iCTHES Pod A

BE
collection:
logs:
type: "fluentd"
fluentd:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
57 NoExecute 3R,

(AIik) 57 tolerationSeconds S#, LUXE pod TE#EZ AT A LURFFIRE BT s BT
—KQ

0009

L RBES oc adm taint v S OB RIEE, EFLLERHN pod ATLLFEE] nodel L,

3.7.4. HER
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B 3E BKESHAZICREE
o MFAXITRNBTENELER, S IERT RITREE Pod fIE

3.8. {EFH TJ AL ;F:F%E%zj]$g¥ H /L,\T«E%{'J%’i

RE LUE AT Rk TE2S, Y9 Elasticsearch. Kibana # Curator Pod B3EEI AR &= L,

3.8.1. B EEHETR

IR AT LAERE Cluster Logging Operator, LUHEMIS(FTA Cluster Logging 2H#. Elasticsearch. Kibana
#0 Curator B9 Pod EBBEIFRREB T m L, EIENRF Cluster Logging Operator Pod MEZREMERE,

BN, eI LURN CPU, REFIRE E RS MY Elasticsearch Pod B EI— N M = L,

FRFH

o W& % Cluster Logging # Elasticsearch, BRIAIE R 3% A REXLEIHEE,

it =3
1. 4% openshift-logging %l B # 89 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
curation:
curator:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
resources: null
schedule: 303 * * *
type: curator
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: g
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
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storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: e
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

70 nodeSelector &#, Fix ER FEBERSHAEERE, S LMREE N T RIEERIE,
B A& E A nodeSelector S #f <key>: <values %,

Eoans
R HGRE %), B LMER oc get pod -o wide 3%,
4N -

o MEERHLI¥H ip-10-0-147-79.us-east-2.compute.internal 7 = _EH] Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

i th o Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2  Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o REEN Kibana Pod % ip-10-0-139-48.us-east-2.compute.internal T /1, LT mE—N%
FA B ELTHIZRAL 77 5

I $ oc get nodes

i tH 7 B

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.19.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.19.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.19.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.19.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.19.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.19.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.19.0

HESR, %7 2824 node-role.kubernetes.io/infra: " label:
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I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

i tH 7 Bl

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Ef%) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORI R LUTE T RAIAR B label,

o R7F CRE, Al Kibana Pod #8244 1E, M Pod SMERE -
I $ oc get pods
it

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
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fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflhe 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

® ¥ pod {iIF ip-10-0-139-48.us-east-2.compute.internal i ;2 L :

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
it =Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o FZIfE, IRYA Kibana Pod {4 R,
I $ oc get pods
it

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflhe 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

3.9. fidiE SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZZMB & (journal) AiEREIE, RNBERINKEIEER, ©RBELERLERIRSHBEIL
EE, ULBEERETESRER,

A 1#EFF LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEEZES) LIRS
EREH,

3.9.1. H&EEHHFILKEE systemd-journald
FEETENT B, BRANBFILRIMNERREREH1T — LI,

fuin, NRERDBEHIENIER, NATEFEZERS journald E’JL$BE%'JQ BB LAREETE$R RE A (A R R
BECHRHE, MAREHASICFATEFATSHER TI2ERTIERR.

A UMERS EMBE. BEFERENNE, MEEFMEASE, UREMILE,
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3B RERHAFICKBE

1. FERAFEIZENE journald.conf ST :

@G

6@

909 9

Compress=yes ﬂ
ForwardToConsole=no 9
ForwardToSyslog=no
MaxRetentionSec=1month 6
RateLimitBurst=10000 )
RateLimitIntervalSec=30s
Storage=persistent 9
SynclintervalSec=1s
SystemMaxUse=8¢g
SystemKeepFree=20% 9
SystemMaxFileSize=10M €)

5 E %"'EEHEM’J}JUC#F% HIESAE. EE yes KEHHE, FIEE no FELEE

RERGHAHSER. BMHIMEN no, 1BE
e ForwardToConsole ¥ A& & BIRGIRHIA
e ForwardToKsmg ¥ H & 4 B A% B &% 4.
e ForwardToSyslog ¥ H & 4 £l syslog =712,
e ForwardToWall 35 B R {E BES L BB E XA F.

Eﬁﬁ%lﬂuyﬁﬁﬁ’]ﬂ—ﬁﬁlﬂ EIATE, HEBIE—DEAL : "year". "month". "week".
"day". "h"= "'m". ¥iA 0KEZMH, BRIAEH 1month,

BB ®RKPRH, 7£ RateLimitintervalSec & X8I [EEXA, MNRFBWHHEHREBR LT
RateLimitBurst {5 EMIE, NAEHNMEE RSB ER, BENZFAIRLER, BUEIX
i& RateLimitintervalSec=30s #1 RateLimitBurst=10000, ©f{ 122k {4,
BEEBEMNFEAX. BILH persistent :

e volatile 7£ /var/log/journal/ R 1ZfER B HEEIE.

e persistent I8 HEFRFEIRELR /var/log/journal/, IR XNERLSEE, systemd F
2EXN B X,

e auto MRBREFE, EHKRREE /var/log/journal/ F, MIRARIFIE, systemd KIfmEHT

5 H & RETE /run/systemd/journal /i,
e none AEfERRE. systemd ZEFMAERE.

8 EIE R ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl A i fF RO BT ES
A, systemd 7£3EULZI CRIT, ALERT = EMERG BEEAIANHTRE., BIAEN 1s,

EEARTLMERANRKE, FKINMEH 89,
187 systemd IR EE L DRATLZEH, BONEH 20%.
18 ERTZ1E /var/log/journal B BESXEFRIRAKRN, EIMEH 10M,
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NRIMBREZERE, WA RERE RS AT ILRKTFIERMN CPU FEAZEE
m, BANeRELEELAAURREIENER.

MEBTRELRT systemd KERER, 1EHSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, % TTE I H
FIEIN LB AT BEA & A F OpenShift Container Platform,

2. BT T®4, 15 journal.conf SX#444 ) base64, FIFHFHETER T jrnl_cnf By -
I $ export jrnl_cnf=$( cat journald.conf | base64 -w0 )

3. ] —" MachineConfig IR, HAha5 L—4$H0/EHN jrnl_cenf ZLE, UTREGSH
worker 33 MachineConfig X/ & :

$ cat << EOF > ./40-worker-custom-journald.yami ﬂ
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker g
name: 40-worker-custom-journald 6
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 3.1.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf} ﬂ
verification: {}
filesystem: root
mode: 0644 6
path: /etc/systemd/journald.conf.d/custom.conf
oslmageURL: "
EOF

AL : XFF control plane (th#57 master) s, ERILURESIH % F 40-master-
custom-journald.yaml,

A% : X F control plane (1B#5H master) T, FAGRMEH master,

A% © XF control plane (BFFH master) T, &7 LURHAFR 40-master-custom-
journald,

o 0 o

A% : Z7E journald.conf X4 I ESHIIFRSEIR, BT ${jrnl_cnf} E#:4 echo
$jrnl_cnf S BYHIH,
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3B RERHAFICKBE

G 7 journal.conf XX IEBIUER . BIGEEITZE N 0644,

4. AIENBRERE :
I $ oc apply -f <file_name>.yaml

i 2R EIFTHY MachineConfig XI5, F4mK#T#Y rendered-worker-<hash> ki A,
5 RPEFREEESN T RPHNARE :

I $ oc describe machineconfigpool/<node> ﬂ

© 57 iEE ) master 3t worker.

worker By tH =5l

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e

3.10. fid& H& CURATOR

B BB B EERERE, i, ETLUBE N=NEEREE SRR E R REER AN
Elasticsearch HEFHER BRI K  EMZRMAKR., NERFAENHITEES. ERSEESHEE
H &R A,
-

BEEHESRENEEATREBEBIBNAE | ©FTF OpenShift Container Platform
4.4 REBIRAR L BIBIER I 2 sIRSIEELL,

A4, EMIERFER OpenShift Container Platform 4.4 & B R AR AKHIERE IR Elasticsearch 3R5|, &L
® LU#FE A Elasticsearch Curator, LAT/NT##FE T #04al{# A Elasticsearch Curator,

BF

Elasticsearch Curator £ OpenShift Container Platform 4.7 (OpenShift Logging 5.0)
B% M, FISE OpenShift Logging 5.1 # it &,

3.10.1. B2{& Curator HE
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OpenShift Container Platform 4.6 Bait &

& LU#E I OpenShift Logging &2 61328 Cluster Logging B & X ¥R E Curator HIHE,

BF

Elasticsearch Curator £ OpenShift Container Platform 4.7 (OpenShift Logging 5.0)
B% M, FISE OpenShift Logging 5.1 # it &,

FRFH

o W& % Cluster Logging # Elasticsearch,

AR
B Curator AR :

1. %% openshift-logging i E #1# ClusterLogging B & ¥R :

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

curation:
curator:
schedule: 303 * * * ﬂ
type: curator

ﬂ LA cron #0387 Curator BIFE,

' i X 24838 Curator Pod iZ{TAFIEMIEMN T RiL B M,

3.10.2. fig& Curator 35|k

IR BT LUER & Elasticsearch Curator LA ERTE OpenShift Container Platform k4 4.5 2 giff IR R A
Elasticsearch ##E, A LEREEFET BSERERNMLE, thalEELFEENKE, 2REXEN BT
ERIRIBEENTE, HETNBEEHANXBERESEERXE,

HE

Elasticsearch Curator £ OpenShift Container Platform 4.7 (OpenShift Logging 5.0)
B% M, FISE OpenShift Logging 5.1 # it &,

FRFM
o WIMRERERBTILE.
e
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3B RERHAFICKBE

fHpRSRSI -

1. Y@’ OpenShift Container Platform B % Y. Curator & XX :

I $ oc edit configmap/curator

2. REFEREUTSH

config.yaml: |
project_name:
action
unit:value

ATANSENT

5K 3.2. BiH %W

LELT ek

project_name T B #SEPR&#R, 140 myapp-devel, *FF OpenShift Container
Platform operations H#, 1%f#F .operations £ B & #R,

action LHATHR X delete,

unit FAFMERAEAR, =TLLZ days. weeks =k months,

value FARTE,

5K 3.3. ;g m

ZEAR ek

.defaults &/ .defaults {5 project_name, =/ iEkIgETIE ZEBERRIA
(ER

.regex 51 8 & #R T E N KRB XK,

pattern BHRBEERE YMIENFRAR, BHEBISER,

550, IS Curator BRE N :

fiHIBR myapp-dev i B R 1ER] (A8 1 KAIZRS|

fHIB& myapp-qe T B R E/ER EI#ET 1 M E2HNERE]

T pREFAERT AT 8 MNE#AMoperationsH &

T BRART S EL AR T B A AF 12 [RIEB T 31 RAYZRE|

fER S Aproject\..+\-dev.*$ 1ENI|ZRA PLhE B 17 1£ ] [F]#85d 1 KEFRB|
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o filiBR5S Aproject\..+\-test.*$ 1E | ZRiA K PT AL B 17N (8 2 RHIFRS|
&R :

config.yaml: |
.defaults:
delete:
days: 31

.operations:
delete:
weeks: 8

myapp-dev:
delete:
days: 1

myapp-qge:
delete:
weeks: 1

regex:
- pattern: "\project\..+\-dev\..*$'
delete:
days: 1
- pattern: "\project\..+\-test\..*$'
delete:
days: 2

BF

4 1%4% months FFIZVERT SUNIT B, Curator MY AME—RFHITE, MARLA
MLEX, Fla0, MRSKE 4 A 15 H, FEEBEMBREFEENFEZL 2 NBAMES
(delete: months: 2), Curator A=MHFRBHITE 2 B 15 BeEIMZRS, MEMREEE 2 B
1 BRIMERE], L2V, ERBEFIHABAMNE—X, RAEMNZBHERENNEA,
INRIEAESE Curator EH—LE, NIZFEA days (6140 delete: days: 30) .

3 PR H

BN AZEHNEE

B EF ALK A ESERAXERNANEIHTRE. E20EREMEE, RANFZIHE.
& OpenShift Container Platform Z{ThRAMBCESEHIR e 2B EL, REZETMAERRENERE,
FRERZ NN E L b, MIREAAXEPHERNREEUNNEE, EHERAIERER, BN
OpenShift Elasticsearch Operator #1 Cluster Logging Operator R TTER, ®IRi%IT, Operator &2
NG — A REIE LR,

pa Y=
INR L7 4T OpenShift Container Platform X4 A& G MELE, & £ 77% Cluster

Logging Operator 8 OpenShift Elasticsearch Operator % & & Unmanaged, — N1
EEMERATIMNE A HEA, FExOh EE (Managed) REFIFRZWEIEH,
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3B RERHAFICKBE

3.1.2. AHFHIECE
W7 Cluster Logging Operator IXB NIESZERS, FHEENALL Operator EEEMIAH :
® Curator cron job
e Elasticsearch CR
® Kibana #fE
e fluent.conf 30 {4
® Fluentd S #T25E
IR ITY% OpenShift Elasticsearch Operator B NIEZERT, FREMEBHRLUTAHY -
® Elasticsearch EpE L4,
BRFRA X FFRIE T 845 -
o ERERNATREK., BXEERRINWESLEEE,

o EREFMMEREHNAE, B EENAATWRESRHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR., BTREHIEHEWESR LA EEE,

o ECEHEME JSON i, EAREMEA JSON BXEAFHER,

o FRIMETERERTICKBESR. ErFERIMNEEERENHEWES.

o EEBEASKERIEASNAR, BREERRIABETIEEL.

o TEMAILEBEPESE Curator, BIETEMACIEPEEH SRR,

e {1 Curator Action XH#HEREEE Curator BE B BLSTRIETN Curator R F 14,

3.11.3. 32 % Operator X IFREE

Operator B9 ZEHAK L RE T — Operator @ BRI R EREFPHEEXAGHNTR, R
Operator KB N #ZE (unmanaged) WK, BARARMNEEERRN, BFARKEIELR.

RRCALUEFREIMERBENAIRRPER, BLTFHERERSEH Operator FRERXZH, KHE
BARERTEEESNHENEENFR,

AE AL T 35S Operator B WIEZERS :

e Ji3T Operator ACiE
J3T Operator MWEZE A E A managementState %1, XA LLE T RNREMAERF, EAER
JRF Operator, f5l#0, Cluster Logging Operator @3 {8 EE RN B E X FHR (CR) A F Lt
B, T Cluster Samples Operator {8 T 5 2HEH B E TR,

¥ managementState Z#{FE ) Unmanaged Ek#& Operator F R EIEEBEMN TR, AR

SHITERRXAHBEREE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFIME,
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g

==
=

ST Operator B NHRERER BRI ZHEHGHMINEE. RS
AR E 8 (Managed) RS ALIES HIIF BEMREURS HF.

® Cluster Version Operator (CVO) &3

Al spec.overrides SHRMEI CVO EEEH, LUEBIERIRHENIEMER CVO 1T HEERIG

=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AN FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

i
Of

KB CVO BERFEENEHLTAZXFRHRE. ENRMERSER, ©I
A UEI R ERFST ARG .



BA4ETERRNAER

f&eI LUER OpenShift CLI (oc) #1 Web A EERZMHTREMNERE, WHE. FEF pod.

pa -3

FRAEZ—NERIATIEE, AIREERMNBEEEINE. MEnBERENEERE, B2
WIRZRE OpenShift Container Platform S22 H &I . £BEBAFILEN OpenShift
Container Platform &8 HHFAERE (T RREHITEE. NRARFAZSHEMEM
RiER) REVNTHEBEEMESR, RE, EALLET Kibana #0OEiE., AW LE
/L.\@I*Eo /ﬁ =K /flﬁl‘i]%g¥ H /L.\lai H /b\ﬁﬁ%

41 EERXREBE
,LJ\E OpenShlft CLI (OC) iﬂ] Web j:m%JAEPKE%*LF /EE’J E Tho IL,\}‘A H IL:\B’J,:'tB_EEE,:"I?&HXO

FRFH

e jj[a] OpenShift CLI (oc) &

AR (U
1. 7£ OpenShift Container Platform &, %l Workloads —» Pods, =& R & H Y B
RS ME pod,
pa -3

LR (MWEE) REBEZEZIEMN pod, FEXMIERT, EAILIETRHY
Details TIEF % E Logs #5,

2. MTRIFHREE—DNIE,
3. RIBEHER pod BIER,

4. =it Logss.

e (CLI)
o EHERE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Her:

-f
 BERMEESEEEEIATHINRNE,
<pod_name>
157 pod IR,
<container_name>
% IBEBRFNEM, Epod EESNARN, BLITIEEREELM.

o -
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I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHMBEXHRE,
o EERERRNAE :
I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAEH.

flan :
I $ oc logs deployment/ruby

BB EXHRE,
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% 5% (/] KIBANA BEEERAS

$ 5% [ KIBANA EFEEHEE

OpenShlft Container Platform £ HEHIC K BIE— web #2515, BFITMMEMENBERIE. B
A1, OpenShift Container Platform E82& Kibana £l & LUH TR #l4E,

BITASTTMAETE, S ERUTEIEHTUATRE
e (&M Discover TR T 5 FH I BT EHE,
e {#[ Visualize h1i% TUN #BH 1T EIR T,
e {§F Dashboard 773 71 /23 & & B E LR,
EAFHEE Kibana REMNABBE T AXEABEHE, HXER, H5 M Kibana X4,
A=

KINERT, #HitBEFRKEMHIE OpenShift Container Platform RIER Elasticsearch L4
i, ZIE Kibana FEEHITERE, BSIER Log Forwarding API BERE A #H 1T BER
default i I E 8,

5.1. & Y. KIBANA ZB| &R

REIBNE LT BB /LM Elasticsearch 3R8|, E1E Kibana FIRRMM L EHE, BLT0/ERS|IE
o

FeREH

o M WINEA cluster-admin B, cluster-reader A&z ;XH NE®, FHEME Kibana P EE
infra #1 audit 35|, 2X1A kubeadmin A EBE & & X LTI BN IR,
INRATLLEE default, kube- 71 openshift- TiE 8 pod F1B &, NIRZA AT AXLEFRE],
A LERUTHSRELFIAN RS EELMIUR

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes

FKINBERT, #HITEBEARKXFMIE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZETE Kibana FEFHITAE, EXJER Log Forward
AP| EREF I H 1T HEH default & HEE,

-

o EOIEXRBIRAH, Elasticsearch XMW IREl, XRBTNTEHR, BE—MHHEIRTHIER
hRRERE/LOH.

iz
7 Kibana 1 7E L 3RBI#EAFH LI KL

1. 7£ OpenShift Container Platform #2#& & mifi Application Launcher @ Fi%5¥F Logging.
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2. = Management - Index Patterns —» Create index pattern il Kibana &5

o ELREX Kibana i, MRS HFIUERSIBERFEEEHTIEMBERE. B Rt
—NE ) app HIFRBIER, FHEMA @timestamp I [AFEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% 7 app. infra 0
audit =51 0ER5|EX,

3. M¥FrB9ZRBIER A Kibana 151t

5.2. 7£ KIBANA & F & A E

R A LATE Kibana web ?’“”rﬁ]"‘qﬂﬁ%%ﬁﬁuo 1£ Kibana A EF M L EHEIEN AL, i8R TR
XHBSER, MBEZER, 1ESH Kibana X4,

FRFM

o W& % Cluster Logging # Elasticsearch,
® Kibana FRBIEX M IMIFTE,

o M WINEA cluster-admin B, cluster-reader Az ;XH NAE®, FHEME Kibana P EE
infra #1 audit &3], ZXi\ kubeadmin /7 BB & & X LEZRF|HIFR,
&D%TJ«A’KE default, kube- 1 openshift- 1B ## pod F1H&, NN IZEI LA RXERRE],
EOLUFERAUTOSRE LA REEEYMAR :

I $ oc auth can-i get pods/log -n <project>

it Bl

I yes

-

p= =1
KINBERT, #HITEBEARKFMIE OpenShift Container Platform AIER

Elasticsearch SXflfh, ZE1E Kibana FEFHITHAE, X JER Log Forward
AP| BC B 5 11 B &8 default % B EE,

iz
£ Kibana FAEFHE :
1. 7£ OpenShift Container Platform 2%l & & | fi Application Launcher @ Fi%£5¥F Logging.

2. {HERAAEZE T OpenShift Container Platform 1% & B8R EIEH 1T &%,
Kibana 5 EHFH .

3. £ Kibana #1, s Discover,

4. NE LA TR AP EEENENFRSIER © app. audit 3k infra,
B S ERE T A A 232,

5. BF— N RIBRIS,
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% 5% (/] KIBANA BEEERAS

6. = JSON &+ B RIZXHAESRE,
f5l 5.1. Kibana E9ELEZRFY H A B =~

—_—

"_index": "infra-000001",
"_type": "_doc",
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b
"kubernetes": {
"container_name": "registry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.6",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
b
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": [
"2020-09-23T20:47:03.422Z2"
1,
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"pipeline_metadata.collector.received_at": [
"2020 09-23T20:47:15.007Z2"

"sort"
1 600894023422
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B 6 ERASKABE=ARS

%6 E RATKARR=7R5

KINBERT, SEARSASMEMZEN B EL2E ClusterLogging B E X TR E L HIERIA LR
Elasticsearch H&EEE, BE, EARNHITEHELEZERNEBEWE, RN RELZLEM, MNRLIEKIL
BEEHREHNEFEE, NAFREEE Log Forwarding AP,

ERHELEREMBEERESS, 15#FH OpenShift Container Platform Log Forwarding AP, @id X4
AP|, ERILUG AR, EMRMME I HELEREHEAT KA BT EIRR. BRI UAFRRARGLE
TRXBWAR, XHERRNARBERIHRARENRIS. SO LARBHIMNEX, SR TLS XHFUE
2k ERE,

-
ERFHITEELERIRNIE EEME, EFEA Log Forwarding API, #IFiTBER A RIHE
Fh# A,

[N

LA ERFE & BN, Cluster Logging Operator R8I SIS Fluentd B2 B MR ST EFE AR ILUL % H
B, BEEEHBAERER LEBEIIL

B, EELUGIR— MNEEMEATEEA Fluentd forward 1Y 5 syslog 71l A E L ERNERL. B
2, XL BB AR OpenShift Container Platform B3, FHISELUGBIRRA A HIFR,

. o
IS seTE R — S P ABERRS 5 EH] Log Forwarding AP,

6.1. X FRAEXRLBNE=ARE

REBAEELINME=ARAEEELS ClusterLogForwarder B E ¥R (CR) IEEM AL E
B, FFHEELEE| OpenShift Container Platform SREAEBFINEBHSFEIR M. LT LUER A 85
FEE T B XEARI N RTER H &5 A Blif .

o A RIEENMWBTHENENM, FEFLEEATHMUE. HHATURUTREZ—

o elasticsearch.— N4 Elasticsearch 6 (FiE A 1ThRA) L, elasticsearch fit vl LA
FH TLS i##E,

o fluentdForward, — P #f Fluentd WA SREERESBAAR, XMNEUIMER Fluentd
KX, fluentForward & BT LAE A TCP =X TLS i£#E, @111 secret HiEHt—4p
shared_key FEXEIZHHAZRAFMNIIL. HERHEMPILAEFERIAER TLS B1E
M FERA,

o syslog., X#F syslog RFC3164 8k RFC5424 XA HER AR AR, syslog HiH AT
LAMER UDP, TCP 3k TLS %1%,

o kafka.Kafka fXI2, kafka fiH A LAEER TCP s TLS £,

o default. AEB OpenShift Container Platform Elasticsearch S5, EAEEE BRI HH. 0
REE default i, ERKWEEERBEE, KA Cluster Logging Operator {8 7 default 4
Ho

IR URL ARFE TLS (HTTPS, TLS 5 UDPS) JUIFZE/E A TLS RS 2B imbI FD5IIE,

KT ENEREMImEMIIE, ¥t %Ii7E openshift-logging 1B Ry & — 1 secret, secret
WIMEBRKRIEALLTEMAE : tls.crt. tls.key # ca-bundle.crt.
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'EE:SE( pipe/ine )EX}‘A_ HERBE—PHZS NI, REREMB BN HRER, BER
=

pixl}

LLFe—:
o application. HEEFIZITHMAFNARFERNESREE (BMRAESRNBARFERA) .

o infrastructure.7f openshift*. kube* =X default i E FizTHEREL, UERERF I RX
HRYH journal B,

o audit.H auditd., T mEH TR Kubernetes API i 5525 %1 OpenShift API iR 55 23R & 11
Ib\i’ﬁﬁ’] E 18No

R LMERE B key:value Wb it B &SH ,.,\/,J\JJIPI‘T\ o PUAN,MERT ATE RS & 45 E B A0

E"Ji‘# /%\':F'//J\\m] A*T y%*ﬁ%ﬁ*ﬁﬁ:ﬁ E 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T mA]E T E n_.\/ﬁ TN ifz:
Ko

® input K SRFET B XEKMIN AR BER L REE.

=
B,
HER

EER, BEEVFEA inputRef SEIL LML AR LR, DRSEHERLEEA outputRef SEHAL

#NR ClusterLogForwarder X Rz, N BEARAREL L BIBIAM Elasticsearch £, BRIEFT
A default B HEE,

KINERT, ERASSARMEMEEBELZEE ClusterLogging B E X FHRFE L EIEIA
AER Elasticsearch BERFE 1, B2, SARFMHITHELXEINEREWE, EHNETRERSE
fifl, MMRILBNBREHBRENEFEE, NAFEEE Log Forwarding API,

MREEBEHNATRBELEE, NFEFRECKEWAR. Hlt0, wWRE application #1
audit RRIEEEE, 1B%EH infrastructure 2EYIEEE &, I infrastructure B ESEFH.

&I LUfE ClusterLogForwarder BE X HTR (CR) HByZ Mk H LM HEL X ZHAE
T)ﬁw)(ﬁ’]ﬂﬁ%%m

M EE OpenShift Container Platform Elasticsearch LIRS N #HIT B ERMLLEMH. EFEERH
ClREAHITHENRATSERMENS RBUFHEXER, HEFEEYHNERLM, OpenShift
Container Platform £8 A FRi0 T A B HF A EEX LS,

REEQEHF AT A BNATRESZENTNEE, WHBHAM secret. BRESIK/T. WHOTHFHL
BRIEBRSHREIE,

l«)l'FZTﬂﬁ'H‘sff?ﬁiJrE,bﬁz:?i@];zéﬁﬁ%ﬁll Elasticsearch S2f5ll, EAZRM BE R ER TR EHNER
Elasticsearch £, R FATRFHE L EE Kafka K38, L& my-apps-logs Ui B 898 AfEF H &AL EE
RER Elasticsearch SE4,

:m\%ﬁﬁmﬂ 5?@]

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

outputs:

- name: elasticsearch-secure 6
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url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure ﬂ
type: "elasticsearch”
url: http://elasticsearch.insecure.com:9200
- name: kafka-app
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs Q
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app @
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: m
- application
outputRefs:
- kafka-app
labels:
datacenter: "south”

Q ClusterLogForwarder CR B & 4/ 2 instance,
Q ClusterLogForwarder CR Hy4s4% Z2 [,/ 2 openshift-logging.
g FEATELRSE URL M secret RECE R £ Elasticsearch %,

o il BN,

o HIHIE : elasticsearch,

e Elasticsearch ZEFIKER 4L URL fis OV N ERBILLNT URL, SIERTZR,
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o FF TLS BIEMIHARTTEH secret, secret Wl{FETF openshift-logging i B A,
Q BCE AL £ Elasticsearch Hitt :
LI TPt ifak:DEE i
o KA : elasticsearch,
® FElasticsearch SLBIBIARZR 2 URL Mim O/E HBERBILENT URL, SIEFIH.
© ERESIRKIEN TLS BEBIT RS URL BE Kafka fit
LI TPt ifak:DEE i
o HAYRE : Kkafka,
o fF Kafka RIERY URL Mk A& E N — N ERBILENT URL, SIERIL.
FAFid i my-project fn & 22 (5] By L FATEF H &8I A B B,

AFREHEITEELERNRLHNER Elasticsearch SEFIMEEECE :

o9

o Hf, FEMEBHELM,
e inputRefs EH&RE, EXNRAIFZE audit,

e outputRefs 2HHFERNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch S£fl, default %% EIPEB Elasticsearch £,

o % : ARINEIHEHIIRE,

ik FRER, BRI AERN—IHE MR, MEMSIS (30 "true") , LMEEHKIRH T
frealE, MARIFE N /RIE,

o

EERRE, SMEMIMEBAELZEETLZENER Elasticsearch 3£,

o9

EERE, ATNHEEM my-project Ui B & % EINER Elasticsearch L4,
o T, FEMEBHELM,
e inputRefs E2— MFEMHMIA : my-app-logs.
e outputRefs & default,
o L : FRB, BERMBIBAERH—PHNE MR,
@ FETLEE Kafka RENEERE, THAEEERMN
e inputRefs EHE&RE, 1EX//~flF2E application,
e outputRefs 2 Z 5 8%t & 5.
o L : FRHB, ERMBIBAERH—DPHNE MR
LABAERESB[AAAR, Fluentd HELE

MRAMATILFKREBTAABETERBABRE, Fluentd RAKLWERZHFEFMEEZ PR, HAEK
REHBATAN, BEERA2RE, aFEEZHANAE. MREHAXERN, Fluentd 2FIEBERTE,
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OpenShift Container Platform ¥ BEH MR K. BREFFNEZ AR KN, HERFAEESFH
(PVC) AMNE Fluentd SF#FREE S Pod A,

6.1.1. [F B &% & BIHER Elasticsearch 243

B& T PIEB OpenShift Container Platform Elasticsearch SEI4y, A AT LU B & %5 & EIAEB Elasticsearch
S, BRERENTEERGS, LIEKEE OpenShift Container Platform By H &EIE,

EhciE H & L BISER Elasticsearch 5445, % 6/ — 1 ClusterLogForwarder BE ¥R (CR) , H
R & &5 BB s A R FE R B8, AEB Elasticsearch i AT LUMER HTTP (R&R2) =X
HTTPS (L2 HTTP) ##,

EFEERLEINERFAER Elasticsearch 5L, & HAE ECEBI A EBLHI, LR —/MER default
FHS A EEL BRI EAINEE, BAEE0E default i, NREE default HiH, EEWEIEE R
SR, [AM Cluster Logging Operator B8 T default i,

INRIE QB B EL A BIARER OpenShift Container Platform Elasticsearch S25l, NIAE
E [ — ClusterLogForwarder CR,

FRFH
o WA BE HEREENM S BN E SEEN B SRS 3.

¥ =
1. BIE—ZEL0 T8 ClusterLogForwarder CR YAML XX 44 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: es-secret G
pipelines:
- name: application-logs ﬂ
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure Q

- default )

labels:
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P000090 O O©OOOO

myLabel: "myValue" m
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n % 22 [F]4 % = openshift-logging.

15 7 il H B B 7R,

157 elasticsearch 2.,

15 E S8R Elasticsearch SEfI# URL #lim O/ N B MAILEXT URL, EAILMER http (FR
£) =X https (KL HTTP) hil, MMRFEMA T EA CIDR EMIEISEENRIE, HLwui
2R%24ME FQDN, MAR IP #hilt,

MRFEA https A%, NATIEE TLS BIEiRRFTER secret & #. secret WAFHET
openshift-logging B &, BXFEREATCIITRRIMERIEFH tis.crt. tls.key F1
ca-bundle.crt B9,

"k : IEEEBHETT.

i
filt

FERIZEER LB : application. infrastructure 3 audit,

fﬁntfﬁnt

[
m

a

& Al
S
uf i”

%ﬁaﬁﬁﬁ E’J%U H ﬂ%?z:?i =

&S A& &L ERINER Elasticsearch SX5I#4 default i,

N

a
fF

a
& ©

: FRER, BERMEBERN—DPHENMRE,

: BEZANMHL, FRAERAIEMASIRAENEMARAERSS

o Wik, HMEEMELIN,

e inputRefs 2FAEEHAZMBELRE : application. infrastructure s audit,
e outputRefs ZZE {5 8%t & 5.

o ik : FRH, BRMEIAERH—NHL M,

2. B8 CRXIR,

I $ oc create -f <file-name>.yaml

Cluster Logging Operator REHERE Fluentd pod, IR pod HBEEFHIE, EALUHER Fluentd pod
FenHIEFERE,

I $ oc delete pod --selector logging-infra=fluentd
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6.1.2. [ Fluentd #5 X il % B

IEAILAMEA Fluentd forward MR B EBIA L E BB E NEZ LA SREERES. BRTEAR
I\BY Elasticsearch BEFMEN, EALLHITIIRE, BAXNIEREN B ERESS, IBEKER
OpenShift Container Platform B H&#IE.

Z(H M forward MU EBHER X, HOUE—D CIusterLogForwarder BEXER (CR) , #FF—
2K % N B A e B B Fluentd RSS2 FIE 8, Fluentd Hit eI LAEAE TCP (thé) =%
TLS (&£ TCP) ##.

FE4k, A LB BB RET Sk A forward A A HE. B2, LA ETE OpenShift
Container Platform BFA, F/ELUBBA 1ThHRAF R,

FRFH
o EBWAABE HEREENM SIS BN E SEEN B SRS 3.

ik S
1. AIEE— KLU0 ClusterLogForwarder CR YAML 3244 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 9
- application
- audit
outputRefs:
- fluentd-server-secure Q
- default )
labels:
clusterld: "C1234" {§)
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
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- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B4,/ instance,

ClusterLogForwarder CR 4n 4 22 [E]4 % = openshift-logging.

15 7E il H B9 A 7R,

5% fluentdForward 257,

1EEAEB Fluentd SLBI89 URL Fim O /E B MBVLERT URL, EAILUMER tep (FER2) =X
Ftls (X2 TCP) i, MR/EAT# A CIDREMEMERTHENIE, WHMIIRIRS 2
B FQDN, MAZ IP i,

INRFER tls 512K, EBIH TLS BIE 8 EinmFTHH secret &R, secret IFET
openshift-logging B &, BXFEREATCIITRRIERIEFH tis.crt. tls.key F1
ca-bundle.crt B%,

o NEBEE—TEM.

i
filt

FERIZEER LKA : application. infrastructure 3 audit,

(e
juiliy

o
& & & A

g'—:_"l ﬁTAﬁEﬁFﬁE’ﬁHUHﬂ;E%ﬁEMQ

o

SIS A& & BINER Elasticsearch SEFIRBRIAHi .,

o

. ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/I\ﬁ?ﬁo

@96@@9 @ 90009

a
=
cu

LAEIH, NEEELAREMSZRANHNEMABEEREGS

o ik, HMEEMELIN.

e inputRefs 2FRAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs ZZ 5 8%t & 5.

o _.I- %?—%% %mﬂﬂ@] E /|_.\|:F| E’J /I\EE%/M/T’\'QQQ

2. B CRXIR,

I $ oc create -f <file-name>.yaml

Cluster Logging Operator RE#EBE Fluentd pod, IR pod ZBEFHERE, EALUHIER Fluentd pod
K H EFERE,

I $ oc delete pod --selector logging-infra=fluentd

6.1.3. 1%% Sy5|Og T)j D(?Fgﬁ HE&
& e LUE syslog RFC3164 5% RFC5424 thillf$ B ERIA A X B E N ESZ Z AR BERE %S

(BRBAOIAM Elasticsearch BEFEMSMENERNHTE) . BEERENNBAERES (W syslog BRSS
23) FEHFEWFE B OpenShift Container Platform BIH &,
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Z{# A syslog il ECE BT, 1HOE— CIusterLogForwarder BELHER (CR) , #F—1=%
A H i B £ PR X e i HH Y syslog HE%%&?’FD =18, syslog fiH AT LUFERE UDP, TCP =% TLS £,

BN, EATLME AR EMSHE R syslog RFC3164 M54 B, BR, WHEE
OpenShift Container Platform B3, FHELUEIIA 1THRA F R,

FRFH
o WA BE HEREENM S BN E SEEN B SRS 3.

it

1. AIEE— KLU0 ClusterLogForwarder CR YAML 3245 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: local0
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east
- default ()
labels:
secure: "true"
syslog: "east"
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O 99000 O 009060066

- name: syslog-west@
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n 4% 22 [F]4 % = openshift-logging.

18 T Hi 9 B R,

15 7E syslog KA,

ik, FBELTIIHB syslog B34,

1ETESER syslog SLBIRY URL MmO, ERILMER udp (FR£) | tep (FLL) & s
(££ TCP) hil, MRFATEMA CIDR FMHIEETHENIE, il ilZEiRsS s AT

FQDN, A2 IP ihit,

INREA tls I, BAH TLS BIETEEin TR secret &, secret MIFETF

openshift-logging B &, BXFEREATCIIATRRIMERIEFH tis.crt. tis.key F1

ca-bundle.crt B%,

Ak EEEENER.

e

filt

EEMAZEER A WLERERE  application. infrastructure =X audit.

B
EE

o

I
el = = R

= g'—il %ﬁﬂﬁﬁﬁﬁ’ﬁﬁutﬂﬂ%ﬁﬁ =

&9 AE% A BINER Elasticsearch 2589 default %o

E.I“ ??&%o gm\\ﬂﬂgmﬂluqﬂﬁ’] /I\EE%/I\ﬁ?ﬁo S’Wﬁﬂﬂ%|% (ﬁl] "true") y L}L{EET”*&'
RHNFREBE, MARENHR/RE,

% BEES MY, MEEERAIMEMREFRENEMARB SRS S

o

[
o Wik, HMEEMELIN.
e inputRefs 2FAEEHAZHBERE : application. infrastructure s audit,
e outputRefs 25 8%t & 5.
o ik : FRH, BRMEIAERH—NHL M,

2. B CRXIR,

I $ oc create -f <file-name>.yaml

Cluster Logging Operator RE#EBE Fluentd pod, IR pod RBEHFHERE, EALUHIER Fluentd pod
K H EFERE,
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I $ oc delete pod --selector logging-infra=fluentd

6.1.3.1. syslog ¥

% 6 % ﬁElu\%ﬂi IJ% 751 RIL

RET LN syslog HIHECELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,

e facility: syslog facility JZ{ERI AR+ HI 2, haIlRR A2 KR/NEKHET @

o 03k kern HFAXKER

o 1z user RERAFALER (BN .

o 2=k mail B FHRERSE.

o 3=k daemon AT REISFIHZ

o 4=k auth BTF&RL/BHBIEER

o 53 syslog AT syslogd AERERBIE R

o 6K Ipr BFHEINFRE

o 73 news i FM4%[EFRE

o 83k uucp AT UUCP 7X%4¢

o 9k cron AT clock P

o 10k authpriv BFZE£5MREIEER

o 113k ftp AT FTP spiFitfg

o 12k ntp AF NTP X458

o 13 = security AT syslog audit H&

o 143 console T syslog alert H&&

o 15 solaris-cron T scheduling SF##2
o 16-23 5% local0 - local7 A FAMMEANIE

o %, payloadKey : F{F syslog S EE MM EH ML RFER,

o ==
' BLiE payloadKey S#n] Bh L F H th S 8% % B syslogs

o rfc: i@id syslog X XHEMFAM RFC, BAILH RFC5424,

o severity : IWBEHM syslog 10k Msyslog B E M, ZETURHHAFIER, LaTURRL XK

NERKRHETF
o 03k Emergency A FRKXREATHMER
o 13k Alert B FRRIEHITRIENER
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o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINEHER
o 43 Warning B TFRKXKESRHMER
o 53 Notice A TFHAREREBEFAEERMHNER
o 6 = Informational B FRKRERERHER
o 73 Debug AAFAKRHAXEHER (BN
e tag: Tag EBEILFKFE, 1F)syslog 52 LR

o trimPrefix : MIFZ: o ifIBRTE EBIRIZK,

6.1.3.2. Hfth RFC5424 syslog &

LUTFSEEER T RFC5424:

e appName: APP-NAME 2—MBHBEXAFRE, AFHRLKZEASTHNBRR. BIh
RFC5424 157E,

e msglD: MSGID 2 — MAFHUEEREMNBBEXAFTRE, »Ih RFC5424 157,

e PROCID: PROCID 22— 1MEHXAFERH, HENTILRRK syslog IRERELSL, WITH
RFC5424 157,

6.1.4. [F B &% 4 2l Kafka LI
IR T BRIABY Elasticsearch A, &80T LU H &5 A B HER Kafka (LR,

BB AR R BIAER Kafka SE4I, 108 — ClusterLogForwarder B E X %R (CR) , SiFHHE
LB LA RE R A R E 8, R LR P S IR ER Kaftka £/, thaJLAERBRINE. Kafka
BIHATLUER TCP (F&£) =& TLS (&£ TCP) iE#E,

it

1. BIE—1ZEL0 T8 ClusterLogForwarder CR YAML X 44 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: app-logs 6
type: kafka ﬂ
url: tls://kafka.example.devlab.com:9093/app-topic 9
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic ﬂ
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- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- name: app-topic 6
inputRefs:
- application
outputRefs: @
- app-logs
labels:
logType: "application” m
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
- default (B)
labels:
logType: "audit"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n 4 22 [F]4 %= openshift-logging.

18 T i L 9 & R,

15 7E kafka 22,

¥ Kafka {CEERY URL FlimO$8E W — DN AERBVLERT URL, Al IR ERFErdl, &0
LIEA tep (FR2) & tls (RETCP) il MRS T A CIDR FENEREH
K1, BHWI2RS5EREFE FQDN, AR IP ik,

INREA tls I, BAh TLS BIETEEin TR secret &, secret MIFETF
openshift-logging B &, BXFEBEATCIITRRIERIEFH tis.crt. tis.key 1
ca-bundle.crt B9,

Ak BAREAREMHE Y, £ URL AIEMER tep A%k, H4, ABRLtHH B secret
X% H name,
Ak I EEEHETR.

Cl
EEFERIZEEKR AL E KA : application. infrastructure 3 audit,
&l

EEESZEERBRERMEERELBE.
E.Ui . ??&%o gm\\HDEUEMEFE’J /I\EE%/I\ﬁ%o
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@ 7 BEES HE, BESHEANEASIHEAENEMANEERAES
o Hik, HMEEMELIN,
e inputRefs 2FRAEEHZHBERE : application. infrastructure s audit,
e outputRefs ZZ 5 8%t & 5.
o Tk : FREB, BERMBEIBERN—PRENMRE,

@ ali%k : 18 7E default 55 H &5 & BIRER Elasticsearch 5L,

2. ik BFENEHEALEIZ A kafka R, 1BIETE kafka (RIEBEH, WTFHIFE :

spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
Q 18 € —/ 7 8 brokers 1 topic ¥/ kafka %,

@ £/ brokers HHEE— MRS MUBHIBL
© 7 topic HIEEERIKAEHBIREML

3. A CRIR.

I $ oc create -f <file-name>.yaml

Cluster Logging Operator R EFHEFE Fluentd pod. #0R pod X B EFHERE, ERILUHER Fluentd pod
e I EFTERE,

I $ oc delete pod --selector logging-infra=fluentd

6.15. MiFEBER AN BAEFEE

& eI LUER Cluster Log Forwarder {5 A HEMRIAMBFETIE A X BN BAER G RTHEARIA
B Elasticsearch B&EFESN, LRI ITIRE, BARTRENFREERG%, LEIKERE
OpenShift Container Platform B H&#IE.

EMTBAREEE LN ERFERE, /28— ClusterLogForwarder B E %R (CR) , HpE
ANIMBEREA, NEMBERESSRIRHE LY, DURGERXEHAEENEE,
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i =
1. BIE—/ZEL0 T8 ClusterLogForwarder CR YAML XX 44 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: g

- my-app-logs
outputRefs:

- fluentd-server-insecure

labels: m

project: "my-project"
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B4,/ instance,

18 Hi BB .

- -

B 6 ERASKABE=ARS

ClusterLogForwarder CR #6p 4 22 ] %4/ 2 openshift-logging.

IEEHIHKE : elasticsearch. fluentdForward. syslog =X kafka.
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9 I3 AR B SR A 23R URL iR O3 € HAMB4L%T URL, WNSR/EH T8 CIDR EMEHNE
ESERIAIE, MBIl iRSI[EME FQDN, MAR IP ik,
INR(ER tls BIZK, BN TLS BIEIEEIR mirEi secret &, secret MTIFET
openshift-logging B &, BXFEREATCIIATRRIERIEFH tis.crt. tis.key F1
ca-bundle.crt BY%,

TR ET BN HREFE SN AR E,
EEERE, FRMASTENERREEELERAE Fluentd 3241,
my-app-logs #i A,
E R H &R,

E.I-L ??—%% gm“ﬂﬂﬁu H IL;\I:F'E’J /I\EE%/I\H?\;QQ

P000090 9O

EERE,

Az

FREAEIEMASRE S,

o lEEE

By 5,

o
=

i
fil

pC
FERIZEER R E B : application. infrastructure 3 audit,
pC

[ ]
o
me

BESZEERRERANE R LB,

: IS IS B &G & BIRER Elasticsearch 2589 default i,

[}
o
& & A

°
a

. ??&%o E/IJ\JJDEIJE/L.\EFE’J /I\EE%/I\H?\;QQ

2. B CRXIR,

I $ oc create -f <file-name>.yaml

6.1.6. A IBM Fluentd A% 4 B

IR OB A B R B X FER B MRS, fFF Fluentd forward 71U H & & 32 % OpenShift Container
Platform SREF A BE MMt EREBLRENSNETREE, RSB OpenShift Container Platform B9H
SR,

BF

b5 % B /9 /53K7E OpenShift Container Platform 2 #H A, FHREURMA TIRAS
JHIBR

%ﬁﬁﬁ Fluentd forward il %X B, 1H0IE—1%H secure-forward.conf WEZE X4, EEAEHE
EREER. AE, FERIZXHETE openshift-logging TiH I —4 %} secure-forward BIACE AR
&f, OpenShift Container Platform £45%4 &M ER T,

FoRFM
o BWAABE HEREENM S B E SEEN B SRS 3.

Fluentd Bei& X461
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<store>
@type forward
<security>
self_hostname ${hostname}
shared_key "fluent-receiver"
</security>
transport tls
tls_verify_hostname false
tls_cert_path '/etc/ocp-forward/ca-bundle.crt'
<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "1024"
chunk_limit_size "1m"
flush_interval "5s"
flush_at_shutdown "false"
flush_thread_count "2"
retry_max_interval "300"
retry_forever true
overflow_action "#{ENV['BUFFER_QUEUE_FULL_ACTION || 'throw_exception'}"
</buffer>
<server>
host fluent-receiver.example.com
port 24224
</server>
</store>

P
BLi& OpenShift Container Platform IR/ Fluentd A& X B :

1. B84 secure-forward B BLE L, H7E <store> EBOAIBERLIMTHSE :

<store>

@type forward

<security>
self_hostname ${hostname}
shared_key <key> ﬂ

</security>

transport tls

tls_verify_hostname <value> 9

tls_cert_path <path_to_file> ﬂ

<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }"
chunk_limit_size "#{ENV['BUFFER_SIZE_LIMITT || "1m"'}"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || '56s'}"
flush_at_shutdown "#{ENV['FLUSH_AT_SHUTDOWN || 'false'}"
flush_thread_count "#{ENV['FLUSH_THREAD_COUNT" || 2}"
retry_max_interval "#{ENV[[FORWARD_RETRY_WAIT'] || '300"}"
retry_forever true

</buffer>

<server>

name @
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host ﬂ
hostlabel 6
port Q

</server>

<server>
name
host

</server>

BT RIA HZ BB,

187 tis 5 A TLS $iik,

WE true LUSIEARSFEIRINIEEN S, KE false LLZBEARS 28 cert M,
FE CAIERXHHIEREREIEE N /etc/ocp-forward/ca_cert.pem,
RIBFEEIRTE Fluentd S,

AL X RS SR — DR,

EERSF|AENED IP,

EERRS R ENIFA,

EERS SBHIRO,

9009029090000

(AI3%) HRMEIAHIIRS 88, MIREIEE T HAHEH N LU LBIIRSS 28, forward SLUCTE
(round-robin) JliFF{# A iX LIRSS 25T Mo

A Mutual TLS (mTLS) Hp481E, 1ESM Fluentd XA RREIB RE A imiEH. BHSH
MEMIERER.

2. 7£ openshift-logging % B /2% secure-forward FYECERRSY :

I $ oc create configmap secure-forward --from-file=secure-forward.conf -n openshift-logging

Cluster Logging Operator REHERE Fluentd pod, MR pod HBEEFHIE, EALUMER Fluentd pod
SR HIEFEE,

I $ oc delete pod --selector logging-infra=fluentd

6.1.7. EAIBM syslog HiE¥ A BE

Ea LR G B i B S U E BT, M syslog RFC3164 il B E A 2% El OpenShift Container
Platform 52BN B IMth, ERERBENNBAERES (W syslog fRF53E:) FZFEWK B OpenShift

Container Platform B9B &,

H5E
b5 % BB/ 5E1E OpenShift Container Platform 2 FHH, FHIEUEMA TIRAS
IR
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https://docs.fluentd.org/configuration/buffer-section
https://docs.fluentd.org/output/forward#tips-and-tricks

B e ERATKAINBE=A%RS

syslog B MRA :
e out_syslog : FEZMMSEEL (BT UDP i 1TIH8) A HBIEFIIEEALR,
e out_syslog_uffered : Z2mMSEIl, ©ilit TCP AT @I F RS B,
E (M syslog MUK ERRE, HLE—1EN syslog.conf BELE M, FiRMEL BEMEBENELR,

RE, HRIZXHTE openshift-logging 71 B A — %5 syslog FEZEMST, OpenShift Container
Platform Eﬁ:ﬁ H /u\ETﬁFH IZKFF

SeRFMH
o WA BE NERIEENM S BN E SEEN B SRS 8.

syslog Boi& S 4 fil

<store>

@type syslog_buffered
remote_syslog rsyslogserver.example.com
port 514

hostname ${hostname}
remove_tag_prefix tag
facility localO

severity info
use_record true
payload_key message
rfc 3164

</store>

A LABCELLT syslog B8, MEEZER, 15504 syslog RFC3164,
e facility: syslog facility, Z{ERI AR+ R, BAURRAKNERNXET :
o 03k kern HFAXKER
o 1z user RERAFAYLER (BOL) .
o 2=k mail A FHRERSE,
o 335k daemon AT REISFIHZ
o 43 auth BFR2/SFHNIEEXER
o 53 syslog FiF syslogd REBEMEIE R
o 63 lpr BFITHTEINLFREE
o 73 news B FM43[EF RS
o 83k uucp AT UUCP 7X%458
o 9k cron AT clock P
o 10k authpriv BFZ2£5 M RIEER

o 113k ftp AT FTP spiFitig

o1


https://docs.fluentd.org/buffer
https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc3164#section-4.1.1
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o 12k ntp AF NTP FR%E

o 133 security FiF syslog audit Hi&

o 143 console T syslog alert Hi&

o 1535 solaris-cron fF scheduling sF# 72

o 16-23 5% local0 - local7 A FAMMMEANIE
e payloadKey : FA{F syslog BB EM M EHMICKFER,
o rfc: 3@if syslog XX BHEFEHEM RFC,

® severity : IXEZHM syslog it KMsyslog B E M, ZERTUZ+HHHIELY, thalZ2RKa K
INERRBETF

o 03k Emergency A FRKXREATHMER
o 13 Alert A TFRKRIAHATIRIEMER
o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINRHER
o 43 Warning B TFRKXKESRHMER
o 53 Notice A FHAREREBFAEERMHNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRAXLHER (BN
e tag : iKW, {EH syslog 182 LIRS,
e trimPrefix : MFRZE A BREVATE,

P
fic & OpenShift Container Platform A IAREAEZHABE :

1. A% syslog.conf BIECE S, F1E <store> PO HIEER LM THSE -

<store>

@type <type> ﬂ
remote_syslog <syslog-server> g
port 514

hostname ${hostname}
remove_tag_prefix <prefix> ﬂ
facility <value>

severity <value>

use_record <value>
payload_key message

rfc 3164 @)

</store>

Q IBEEFEAMMN, TLLZ: syslog X syslog_buffered,
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https://tools.ietf.org/html/rfc3164#section-4.1.1

F e EFMATKLANE=ARE
157 syslog ARS52aH9 FQDN =5 IP Hhilt,

5

B ARImO,

- o

E
Ak IETEE Y syslog S8, fIaN :
® M syslog RIZXARHIBRIE ERY tag FEXRISEL,
o SEUHEENFERIXED syslog #,
e 15 syslog HETESREHNSHL,
o 157 syslog HE™EMSH,

o SERMEMICEKHITEMMIE (NMRTAH) . RN true$NFHHATHES

container _name. namespace _name #l pod_name ,
o BSEEIBEEXE syslog SHEBAMMEMHE, BRI message.
© WREMIB syslog Ak, WUE ric (EiE ) 3164
2. 7£ openshift-logging i B |3 £ syslog FIEZERST :
I $ oc create configmap syslog --from-file=syslog.conf -n openshift-logging

Cluster Logging Operator RE#EBE Fluentd pod, IR pod RBEHFHERE, EALUHIER Fluentd pod
i H EFERE,

I $ oc delete pod --selector logging-infra=fluentd
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87 ZE WEHFMHE KUBERNETES E1#4

OpenShift Container Platform B4 HBEZRE— 1 pod, Bl Kubernetes £, FEIEEHAEICK
ILRENIUKE, B FohERE Event Router,

Event Router MFTETIE INESH, FHEHEEA STDOUT, Fluentd INE X LR HHGHEHL L F
OpenShift Container Platform Elasticsearch £, Elasticsearch f$5E 43R 5| El infra 351,

H e
EHIREHER ) Fluentd @INTIAB M, HERERiE M A LARGCIERN B EHBHE,

7). BEMRESHHEHS

FERAUTHSRNEGRARMERNER R, BNIZBZE Event Router E3E E openshift-logging i
B, LBRREMEEPIKRESH,

LAUF Template M RAIBEHRABRMRIRS K. SEABNERAGBHAE, BRILSEENIRE
Event Router pod, &R LAELERMITHREBR, HEREREN R CPU FIAFIE XK,

FeRFMH

o FEEHUMNIR, LMEROUIERSIKAMEFREHACHE. fl, EBALUEREA cluster-
admin ABKAFRSITUTER,

o M‘fﬁﬁﬁ%g¥ H u_,\ﬂﬂ:kLo

1 NEMRESFLIRENR

kind: Template
apiVersion: vi
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to cluster logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: v1
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metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

5§ 7 = & FH =% KUBERNETES 4
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96

- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE
displayName: Image
value: "registry.redhat.io/openshift4/ose-logging-eventrouter:latest"

- name: CPU
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" 6

1E openshift-logging 7 B # h S 4R EBEEROE— RS

DR TFIERER P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BlIfR 551k o

£ openshift-logging i B # {13 — MEZ B BT Sk £ B FTEE Y config.json ST
1Z openshift-logging Wi B 32— M ERE, L4 FHFESE Event Router pods,
EBESBEASHIREE pod WR/NREFE, BIAE128Mi,

EE DB S MBS pod BRI CPU 2, BUAE 71100m,

Q99909000

EEEEHPLRENRM openshift-logging T H.

2. ERAUT R RAIBFR N FBER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/logging-eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/logging-eventrouter created
deployment.apps/logging-eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. AEFHNEHIEESS Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging



5 7 = WEF =5 KUBERNETES 4

=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENSEH :
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
it =1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5|#REF Kibana Sk EEEH 4,
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%8 E EMEMARILK

TE¥% OpenShift Container Platform 5RE¥M 4.4 A2 2l 45 f5, EALLF OpenShift Elasticsearch
Operator #1 Cluster Logging Operator M 4.4 B¥TZE 4.5,

Cluster logging 4.5 B A T #7#4 Elasticsearch i Elasticsearch 6.8.1 LA &3 1% £3H4 Open Distro
for Elasticsearch, #THJ Elasticsearch IR &S| A 7 —N#HTHI Elasticsearch #iE#EEY, Hrb Elasticsearch
R REERIERE (EmZEM, NERFNE®K) #1783, 28], HEREAE (XEMNERER) #
Bi# 17351,

BF

HFHHEERE, BRAMIENEE L Kibana RBIRA MM HALTREIFMRA, &
WMEHT O Kibana REIEXMM AL, UEEEHELEHRS,

BFXEER, BAREN cluster logging B E 4.5, BE, HEAYEI OpenShift Container
Platform 4.6 I MR/ RIS EE R HKIL K EHE 4.6,

8.1 E%ﬁ%g¥ H /L,\IEQZKL

F4: OpenShift Container Platform &£8#iE, &R LLET B X OpenShift Elasticsearch Operator
Cluster Logging Operator BT RSB B IL KM 4.5 BHZE 4.6,

ERHTI
o RWIIEEHT Cluster Logging Operator A5 T OpenShift Elasticsearch Operator,

o BB FH OpenShift Elasticsearch Operator #1 Cluster Logging Operator.
% OpenShift Elasticsearch Operator B8 #7{H Cluster Logging Operator MR EB#HHT, FeEER
Kibana,

IR TE OpenShift Elasticsearch Operator BIE#T Cluster Logging Operator, Ml Kibana A&
#, FETROE Kibana BEXFEIR (CR) o XA RIERIImES fRR 75 REMER Cluster Logging
Operator pod, ¥ Cluster Logging Operator pod E#ERER!, &AI& Kibana CR,

HE
4.6,

FoRFMH

® J§ OpenShift Container Platform ££8%M 4.5 B#ZE 4.6,
o MEREMATIIRERRRRE :

o P& pod &4 Ready K2

o Elasticsearch &L FRERS.

e #%{P Elasticsearch # Kibana #3E.

AR
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1. B %7 OpenShift Elasticsearch Operator:

a. 1 Web &, = Operators - Installed Operators,

b. 1%#¥ openshift-operators-redhat 171 8.

c. = OpenShift Elasticsearch Operator,

d. = Subscription - Channel,

e. 7£ Change Subscription Update Channel& 0, % 4.6 3= Save,

f. FEFJLWEN, SAE R Operators - Installed Operators.
OpenShift Elasticsearch Operator ‘E7RHN 4.6, 540 :

OpenShift Elasticsearch Operator
4.6.0-202007012112.p0 provided
by Red Hat, Inc

% 1¥ Status B{EZ /Y Succeeded,

2. B Cluster Logging Operator :

a. £ Web ##H|& M, = Operators - Installed Operators,

b. 1%# openshift-logging T E.

c. | Cluster Logging Operator,

d. = Subscription - Channel,

e. 7£ Change Subscription Update Channel& 0, % 4.6 3= Save,

f. FEJLWEN, SAE R Operators - Installed Operators.
Cluster Logging Operator .7~ h 4.6, 40 :

Cluster Logging
4.6.0-202007012112.p0 provided
by Red Hat, Inc

EfF Status {2 Succeeded,
3. KEEFICRAS :
a. MBIRFTA Elasticsearch pod #84LF Ready R :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. #1% Elasticsearch SEEF{ER :
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$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- es_cluster_health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

c. TR0 T Elasticsearch cron {£%5 :

I $ oc project openshift-logging

I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
curator 30 3,9,15,21 ** * False O <none> 20s
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <nhone> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

d RWEHEGHEEEEHME 4.6, FEFRSIZEZEBHN :
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325/,

Bl 8.1. AL BRI H%N HH =51
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 3 1 228584 0 296 148
green open infra-000005
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d9BoGQdiQASsS3BBFmM2iRA 3 1 227987
green open infra-000003
goREK1QUKIQPAIVKWVaQ 31 226719
green open .security
zeT65uOuURTKZMjg_bbUc1g 1 1 5
green open .kibana-377444158_kubeadmin
mRZQO84K0oguQ 31 1 0 0
green open infra-000006
KBSXGQKiO7hdapDE23g 31 226676
green open infra-000001
bSxSWR5xYZB6IVg 3 1 341800 0
green open .kibana-6
RVp7TemSSemGJcsSUmMuf3A 1 1 4
green open infra-000011
J7XWBauWSTe0jnzX02fUBA 3 1 226100
green open app-000001
axSAFfONQDmKwatkjPXdtw 3 1 103186
green open infra-000016
m9c1iRLIStWSF1GopaRyCg 3 1 13685
green open infra-000002
ewmbYg 31 228994 0 296
green open infra-000013
jraYtanylGw 31 228166 0 298
green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0

e. WIFHERERZCEEHE 4.6
I $ oc get ds fluentd -o json | grep fluentd-init
K H 25 85 fluentd-init 23 :
I "containerName": "fluentd-init"

f. f&/ Kibana CRD FIEHSEHM{E TEREEEHE 4.6:
I $ oc get kibana kibana -o json

Ktk RS 22 8H ready JR7EM Kibana Pod :

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}l

#l 8.2. WL Kibana pod K Rl
{

[

{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{

B 8 & EmMKRRESICK

0 297 148
1-
0 295 147
0 0
wvMhDwJkR-
0
5H-
0 295 147
eH53BQ-
443 220
0 0 0
0 293 146
0 126 57
0 19 9
Hz6WVINtTvKcQzw-
148
KROmMFUpQI-
148
0 0 0
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"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}

]

}l

"deployment": "kibana",

"pods": {
"failed": [],
"notReady": []
"ready": []

1,
"replicaSets": [
"kibana-5fdd766ffd"
I

"replicas": 1

!

]

g. %k Curator BHZE 4.6:

I $ oc get cronjob -0 name

cronjob.batch/curator
cronjob.batch/elasticsearch-im-app
cronjob.batch/elasticsearch-im-audit
cronjob.batch/elasticsearch-im-infra

BiFk 2584 elasticsearch-im-* 32|,

EHEBMES

SNRMEA Log Forwarding APl # % B, 1E OpenShift Elasticsearch Operator #1 Cluster Logging
Operator B2 EHE 46 [, E/F LogForwarding BE X ¥R (CR) &l
ClusterLogForwarder CR,

8.2. B AT A BE LHIR

OpenShift Container Platform Log Forward APl &M OpenShift Container Platform 4.6 FREF AR T 1R
HHANERLZT R, GA ZITIRATE —Leitflign, FTEMEER ClusterLogging BE KR (CR) , ¥
¥ LogForwarding B X #& (CR) ##t5 ClusterLogForwarder CR.

OpenShift Container Platform 4.6 14 ClusterLogForwarder SEf5I7= 451

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging

spec:
outputs:
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- url: http://remote.elasticsearch.com:9200
name: elasticsearch
type: elasticsearch

- url: ts://fluentdserver.example.com:24224
name: fluentd
type: fluentdForward
secret:

name: fluentdserver
pipelines:

- inputRefs:

- infrastructure
- application
name: mylogs
outputRefs:
- elasticsearch

- inputRefs:

- audit
name: auditlogs
outputRefs:

- fluentd

- default

OpenShift Container Platform 4.5 F1f ClusterLogForwarder CR <l

apiVersion: logging.openshift.io/vialphat
kind: LogForwarding
metadata:
name: instance
namespace: openshift-logging
spec:
disableDefaultForwarding: true
outputs:
- name: elasticsearch
type: elasticsearch
endpoint: remote.elasticsearch.com:9200
- name: fluentd
type: forward
endpoint: fluentdserver.example.com:24224
secret:
name: fluentdserver
pipelines:
- inputSource: logs.infra
name: infra-logs
outputRefs:
- elasticearch
- inputSource: logs.app
name: app-logs
outputRefs:
- elasticearch
- inputSource: logs.audit
name: audit-logs
outputRefs:
- fluentd
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UT#REIRERT EITERNENSH,

P
E ¥ 4.5 Y ClusterLogForwarder CR E3#7ZE ClusterLogForwarding CR 4.6, 15#{TLA &K :

1. 4a%H ClusterLogging B X ¥R (CR) LUER logforwardingtechpreview ¥ f# :

ClusterLogging CR 7~

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
annotations:
clusterlogging.openshift.io/logforwardingtechpreview: enabled 0
name: "instance"
namespace: "openshift-logging"

ﬂ B4 logforwardingtechpreview 5 f#,

2. 5 ClusterLogForwarder CR, y ClusterLogForwarder “Cfl (i 82— YAML 34 :
I $ oc get LogForwarding instance -n openshift-logging -o yaml| tee ClusterLogForwarder.yaml
3. %R YAML X AT AT B -

OpenShift Container Platform 4.6 14 ClusterLogForwarder SEf5l7= 451

apiVersion: logging.openshift.io/v1 ﬂ
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging

spec: 6
outputs:
- url: http://remote.elasticsearch.com:9200 ﬂ
name: elasticsearch
type: elasticsearch
- url: tIs://fluentdserver.example.com:24224
name: fluentd
type: fluentdForward 9
secret:
name: fluentdserver
pipelines:
- inputRefs: G
- infrastructure
- application
name: mylogs
outputRefs:
- elasticsearch
- inputRefs:
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- audit
name: auditlogs
outputRefs:

- fluentd

- default @)

1$ apiVersion M "logging.openshift.io/vialpha1"” 2’} "logging.openshift.io/v1",
FF5F R EBM kind: "LogForwarding” 2 kind: "ClusterLogForwarder",
fitip% disableDefaultForwarding: true %4,

¥ output Z¥ M spec.outputs.endpoint 2 spec.outputs.url, 1R URL ZHBRIZ, iF
£ URL FRZSINAET4SE, 0 https://. tep:// %,

X F Fluentd fitH, 155 type M forward 2/ fluentdForward,

Q® 0009

HNEE :

e ¥ spec.pipelines.inputSource E i /y spec.pipelines.inputRefs
e ¥ logs.infra 2} infrastructure

e I logs.app t{y application

o ¥ logs.audit &/ audit

Q A% - RII— default B8 £ 5 B E A EFINER Elasticsearch 5261, EAFTERE
default i,

INRIERAFE B EE A FIARER OpenShift Container Platform Elasticsearch
S5, VEAEEE Log Forwarding AP,

4. Al CRXMR,

I $ oc create -f ClusterLogForwarder.yaml

B X Log Forwarding API $iTIBERIE R, ESIIFE SR L EE =7 R,
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359 E AR ERR

OpenShift Container Platform web #£#l& 1 # Logging/Elasticsearch Nodes 1 Openshift Logging
(U RMRETRAE X Elasticsearch SEI LK% F FBA LEFNZBF [RIBIBY B4 Elasticsearch 7 B HAIME R,

OpenShift Logging [XFRIRE & chart, FEREFILR Elasticsearch SEFIMNIFIE, SIERFEFIR. Lk
B, EEFHEIS F 0 Fluentd Fiits,

Logging/Elasticsearch Nodes {{F&kiR @& charts, 7K~ Elasticsearch SLBIBNIFIE, REET =B,
SERB. oh. HRFFSE.

WMEELEMEE, ER 5 UERRPH Grafana Ul iR E5) Grafana Y&, Grafana
Fl OpenShift E£8% 512 1244,

ol

9.1. 1/j/n] ELASTISEARCH #1 OPENSHIFT LOGGING Y 3F&R#x

& ] LAFE OpenShift Container Platform web $##l& # & & Logging/Elasticsearch Nodes #ll
OpenShift Logging 134K,

P
JRAENUERIR
1. £ OpenShift Container Platform web 12l & # 52 Monitoring —» Dashboards.
2. 1£ Dashboards T, M Dashboard 35 /%5 Logging/Elasticsearch Nodes 5
OpenShift Logging.
%fF Logging/Elasticsearch Nodes {{3R#R, 7 LULFEEEFR Elasticsearch 7T RIFXEH
BRI,
i & B REMBIERR, TRENMBIBRER,

3. (") M Time Range #l1 Refresh Interval 3% ¥ fr % A5 [F ) 8] 5E F 3K TR S RIFT 8.

ﬁ o
Y NFETRELIEMEIE, 5= Grafana Ul HE R H5) Grafana (YRR,

BXRURRERMESR, 1S XF OpenShift Logging Y F#R # %X TF Logging/Elastisearch Nodes {
=R,

9.2. X F OPENSHIFT LOGGING ¢ 3#R

OpenShift Logging [X&RIRE & chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRFITIHEA A
Elmo

5 9.1. OpenShift Logging chart

=17 50
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B 9 F HERRGERIR

=171 T
Elastic £EIRE L HIAY Elasticsearch A :

® ONLINE - &7R Elasticsearch SEfI1E4,

® OFFLINE - 3R7 Elasticsearch SEfI B 48,

T R Elasticsearch S£f5l#p i Elasticsearch T sE 88,
Elastic 2k Elasticsearch S5l B Elasticsearch 43 F 89548,
Elastic 3X#%4 Elasticsearch S5l #p# Elasticsearch A% 548,

T BBy SRR IETE AT Elasticsearch &5 |8 SR AL 22 H],

Elastic fFFALEBRIESS Elasticsearch HRSEABIER /S, M*KEI0E, R

BlRRE. 2K DESH D K KW,

Elastic JVM GC I Ji] JVM TEEBE R HIAT Elasticsearch HiiR BBUR FRT TR HY
Bsf ],
Elastic JUM GC % JVM B PATHIAR ERUR B B

Elastic Query/Fetch Latency Sum e
v/ y e Query latency:Elasticsearch 2R EHHITHY

A1,

o JREVIEIR : B Elasticsearch ¥R &M
R REIRRENE- R

IREREE R B A @ B L B EE IR B R, A SRAMEREE R
freogm, NAREE., BERERERE, EW
BIFZHERIREIFTK,

Elastic &= 1 Elasticsearch 17 mE#¥f Elasticsearch SEHIHAT
RIS,
CPU Elasticsearch. Fluentd # Kibana A/ CPU #=,

BRTEMNAME CPUHE,

Ef#F A Elastic JVM Heap HERAMN JIVM AFEE, E—MERMERS, FRER
B JVM 5 R B AR BT R 17

Elasticsearch ik {E &= Elasticsearch S£5IFBF & Elasticsearch 17 s 505
HZeE,

{55 A AR B ST R T Elasticsearch, Fluentd # Kibana {51 FH B9 SO R 7F
BB
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1IN ik

Fluentd emit #{& Fluentd BRIAKTH BB Fluentd SHE B, LIREIA
I E T

Fluentd &4 el 1 BT Fluentd Z2HIE DL, TR HAIRERT

Fluentd TTE BB E EH =,

Elastic rx 71 Elasticsearch 12t FluentD. Elasticsearch 7 20
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B ERE, BERERERTE

B HE ],

Fluentd it iR K FluentD FoiEHiH B EHI B ZORE.

9.3. LOGGING/ELASTICSEARCH 77 s YRR EHIEIR

Logging/Elasticsearch Nodes (&R & & charts, 7R Elasticsearch SLBIFHE (REET Rk
A1) . LTI — 120,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEHMKERILLT E &K,

3K 9.2. Elasticsearch IR AP E%
&t 5k
£RRE TERTIERT (8] ER NP SEBEERRIR S, fHF Elasticsearch
5, EEMAERE

e 0 - X7 Elasticsearch £ FLEEEBIRE,
XEKRESIBTHRESH.

® 1- 37K Elasticsearch LB FEABIRE, X
BEREEZED—NDRNEIARD FFARED
o

® 2 -3k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

Sy g EBEhM Elasticsearch 7 BUE#,
EHHIET = E B Elasticsearch BT S E,
EHFTELES ERRESFRNHE, XEFWRHERTK, FEEE

PAFIFR SR, BlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFTITER L2,
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Elasticsearch £ %35 HIRE

B Elasticsearch R3IEEZ—THE MO FEZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRE  TARMEIAD R, BRXHEREI RSN, SFEREEEEIRH, HEREZD Y
BYEIAP, HRBIWOELN, EDRNBEIWRIEE, ERSIEGEHRNINMMETERT, B
LIBER e BIA 2 R I E,

R DR ARATNNRE, BEAIATEEMBRANBRIRHPLENEL. D FREBIITHRRMR
BIEKNE, 2R EERN, MRD R/ TEHITXLEER, 2R FA2EHRN, Ry FEEDRE. E
o, RUEDESFSE, 2h TN 2/EHRE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DEE—MENER /N
AEZE Lucene 3RB|, B Lucene IRXHFZRBIBIRITEKH, Lucene 2 Elasticsearch {f FIRIE 3R,
MREIFEREHIEEENK KR, MmERERDHEE, NREFHF R TRI & BT R ER B R E
1%, TATREZRAA AL,

% Lucene HUTEIEIRF (INIERZIE) B, Lucene RARIEHERXREIPMZRS| FEIUTIRE. Sk, &
R BRE G SERFHEAF R ERIRLY, RIS i BREBURSII R REA EXIH,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FBILL T E &K,

K 9.3. Elasticsearch 84 K iR chart
19N ik

KRERD R ERHPERNED FNBEND F (HEEIF) L
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFTS FHE, IEFRD K BEENE
b, BEFLERIAFAET MR EHD . £EHE
BEAIEKD K (non-active O F) BOSERFIA], %
KA IR RS R B EIR I AT BE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e LS MERR RN T 2N ERENE,

SBRDEDH KOS FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 F ATRE% A O EC,

Elasticsearch 17 maigtn

B Elasticsearch T REEBRITHR, sTHETFLIEES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHALIIEZFHI T B KR,

Logging/Elasticsearch Nodes {{&RRBE LU THXMET R FTIRMEAER, LUK Elasticsearch FAFI
RERNESHENER,

3K 9.4. Elasticsearch 15 &x¥gtrE =

&t ik
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=178

ThreadPool 1£5%

CPUHRZE

RNEFERE

WEAE

B =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SRS B

XHEaHE

Elasticsearch 7 s fielddata

sk

BREFRB BRI PR EFNESRE. EE
PR B9 K HERESS FTRER RS 17 m BT IR IE Rk H Ath

(A1,

A% Elasticsearch 7 m{FEFEB CPU 2 h D B4 E
AR CPU REMNB DL,

A% Elasticsearch T mE AR EE,

A% Elasticsearch 7 s £ B F 3R 3|1 BUEM TR S
R e,

XAYTERRIE Elasticsearch 77 f L 3RB | BISTER,

TEFFI% Elasticsearch 19 s L3R B | XHAFR RS ], FRB]
ERAZERLERMIFN, 0 IVM Heap RFEFNEE
M, EREIMRARELFAHTRERETR.

TEFfI%E Elasticsearch T | L2 1T RIE R E,

TEFfI%E Elasticsearch 17 i £ SE RIS ZR1E SRR A, 18
RIELTRESFZERZRFRMN, EREINARE
Bl FREERE.

TFHETEFTIE Elasticsearch 9 ;= LB Elasticsearch 344
BE, SREHEESRMTYT R EOEMNEIAD &
RIS,

BEMDELAFRIE Elasticsearch 17 S M{EMRIZRE |9 K &
fHB& Elasticsearch XYM E,

SBLLA L Elasticsearch 7 mBERZRB| D A& F
B Elasticsearch X4 E,

Fielddata ®—" Elasticsearch #8451, BLURBIFRRENEIIR, FHREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch £4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, sHERBRY JVM HEAP REBFATA fielddata 120}, Elasticsearch AT LUIKEA fielddata 2%

7o

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

& 9.5. Elasticsearch TI P B #UiRE *x

=178
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B 9 F HERRGERIR

it Rk
Fielddata PI% K/ FF % Elasticsearch T & _E# fielddata 128
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBREY fielddata £5F%K
=,
Elasticsearch Ti m &% 1F

MRFRE|I P EHENHIERENRDY, ERBNERIET ANFINERN%REDR%E, LUE Elasticsearch
EE R,

Logging/Elasticsearch Nodes ({RIR B EH X Elasticsearch 1 R B FBILLTEIR,

5K 9.6. Elasticsearch 17 m & ifjE&R
Ei=17n gk

BIRFER/D BATFEHEENRNELE, AToBLFE
Elasticsearch 1T mBIFFE D H o

B ENR A% Elasticsearch 17 s ERE IR R IXBREE,
B ERT Affi% Elasticsearch 7 s LB IR FEE,
BREFEERX A% Elasticsearch 7 s £ & SR BOE 10 1780,

Elasticsearch &3|17%&

TEFRB|XHYHT, Elasticsearch {4 X4 FHEERE| RS, XEMOE2HIENYERT.

I}, Elasticsearch R EMFHE/ NN BREHEKAMFERR, LULEFTRER, MMRFRSEREFIR,
MBI EARRTN, MMSBUERFMMEREHIIRIE, H 7 B XFIE R, Elasticsearch 7
i (throttles) HIZRB|EE B @id A D B4 FRB| B EANMR IR LR B E K LI K,

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch F&5| T RHILLT E &K,

* 9.7. &I TmEER

1IN 5k

R3|TTR Elasticsearch TEffi% Elasticsearch 17 & L7 %5&B |12
eI,

SHTR Elasticsearch fEffi% Elasticsearch TR LT REBE K

ER & FH R VERIS A,

TR JVM #E55T
Logging/Elasticsearch Nodes {{F&RIRBE LU TH X JVM Heap BRIEMIEIER,

% 9.8. JVM Heap Ziit %
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1IN ik
Ry A% Elasticsearch 7 S £ FERRY JVM HZE R 2,
GC it# TEFRI% Elasticsearch 9 s b3z {7 B I B R VE 41

B, aiRLRERE.

GC H[a] JVM TERFI%E Elasticsearch 17 m 32478 3% B iR VEHY
BFIE], | B By 3% [ U st 1],
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310 & KR AEIC K FEHERR

101 EFEEHEAETICTKRE

R B[ LLEE Cluster Logging Operator BIRS LUK Z N EEE BB IL KA BGRRE,

10.1.1. &%& Cluster Logging Operator B

&R LAEE Cluster Logging Operator BIRZ,

FRFH

o W& % Cluster Logging # Elasticsearch,

1. # A openshift-logging 7 B,
I $ oc project openshift-logging

2. BERBRBEICTRES
a. IKEVEE B EICTIRES -

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff

13
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- fluentd-flpnn
- fluentd-n2frh

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHitE, SEREFRIETE status N,

Fluentd Pod BJfE<{E &,

red,

Kibana Pod BJ#E%1E &,

o 009
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10.1.1.1. fERH B =B

LU RfI2k BB HEIC* AR Status.Nodes B9 Y — LB H B
RUFUTHABRHWRSEERTT REBTREMNEKIL, FEEESANIRBEARTR
it Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBRHRTEERT T REBIRENE KL, HFESRFBEFREMIHMT A

i th o Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHIRSEERT CR B Elasticsearch 7 sk ¥ B 5 &£ By E AT S E AT :

it Bl

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
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Reason: Unschedulable
Status: True
Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTRABIIRSERRTIERE PVC TEHEE PV :

i th o Bl

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTIEWE Fluentd Pod, B7 7T RS SAEM 17 RERAFIREL
it N

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

10.1.2. EERH B SICRAGRIRE
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BHUEES M EFASICRARIRT,

FTRFH

o W& % Cluster Logging # Elasticsearch,

iz
1. # A openshift-logging i B,
I $ oc project openshift-logging
2. AEEBHBRICKIMEIRE

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

3 AEEHASIIREIAENRE
a. IKIRBIRERAT
ol

I $ oc get replicaset

i th o Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m
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b. FRERBIARERIRE :
I $ oc describe replicaset cluster-logging-operator-574b8987df
it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

10.2. EEHEFEHEIRS

& AT LAE H OpenShift Elasticsearch Operator BA S LA K % 4 Elasticsearch ZH4HIA 5,

10.2.1. EE BHEF IR
BT LI B SRR

FRFH

o W& % Cluster Logging # Elasticsearch,
iz
1. # A openshift-logging i B,
I $ oc project openshift-logging
2. BERE
a. JRENBEFEELHIBEF

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IKEXHEFHIRE :

18
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I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
P ERUFOTHESR :

=1

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all
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@ =i, ERREFERERE status N,
Q BB IR

o EHRMES RHHE,

o EID RHVEE,

o EEWBILEISD FHVEE,

o REHETRHWASHE,

o HEFHET RHEH,

o FAEHESFHE.

o HEEMIRE : green. red. yellow,

o ROBHFHIHE.

g EARERYE (EFHE) » BEFRESART AT ERER S KB THERFNR
H, BEREUTERBEROMESEHE :

o ABIFREFASEHANNRIERS,
o HEBFMMRIEBASZNAESRKIL,
o Pod AaAE, ARTERFZNNENER, ERESHBEREERG.

Q SHPWHEHEFM® TR, A upgradeStatus,
a SHPWHEFEE M im. BB master TR, FI1E failed. notReady 3 ready R
To

10.2.1.1. {B R E 2= HI
LUF 23K B Elasticsearch SE5IY Status #B40 B9 —LE &5 3H BB,
HRAEBERTT AeBIEEMEKALZ, FREES SIS R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

BRTEERT T REBIRENS KL, HESFHEREMIEMBT .

I status:
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nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

RSB BFRT CR FM B SR T REFESR SRR T SREF T

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

RSB R TBEEZM CRERT AEEM PVC,

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

RSB EFRTESEFHEEERE RPN Rk FH SR T RRE.

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LIRSS B R REEE B K% control plane T (1255 master 77 51)

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
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reason: Invalid Settings
status: 'True'
type: InvalidMasters

10.2.2. & BEF A AEPRAS
EALEE S BSEHEA IR,

Elasticsearch &8I
R A LLF & Elasticsearch &3 B E,

1. ¥XEX Elasticsearch Pod BY& 5 :

I $ oc get pods --selector component=elasticsearch -0 name

it Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. IRERZRBIHVIAGS -

I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

it Bl

Defaulting container name to elasticsearch.

Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-

logging' to see all of the containers in this pod.

green open infra-000002

3 1 119926 0 157

green open audit-000001
3 1 0 0 0
green open .security

1 5 0 0

green open .kibana_-377444158_kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1

green open infra-000001

3 1 871000 0 874

green open app-000001

3 1 2453 0 3
green open .kibana_1

11 0 0 0

green open .kibana_-1595131456_user1

kaOW30kS-mQ 3 1 1

H&&EE pod
BRI EERE HEEMEDN pod BFIRE.

1. JKEX Pod B4 7 :
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iDjscH7aSUGhIdqOLhelLBQ 1
0 0
z6Dpe__ ORgiopEpW6YI44A
hirazQCeSISewG3c2VIvsQ
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I $ oc get pods --selector component=elasticsearch -o name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FKEX Pod BYIRE -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
BHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>
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BEFME pod SBERE
BRI UEES B SFEBERENRS.

1 IREREREERERI AT
I $ oc get deployment --selector component=elasticsearch -0 name
i B

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BEREERT :
I $ oc describe deployment elasticsearch-cdm-1gon-1
FHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift4/ose-logging-elasticsearch5:v4.3
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>

BEFERIAE
fRa U EE B SFERIAERE.
1. IREREBIARER TN
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. IKIBEIFRERRE -
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I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
FHAPSFEUTREER -
i Bl

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift4/ose-logging-
elasticsearch6@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6
908e7b1c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

10.3. Tﬁ#%ﬁﬁ H /b\lﬂ%%?&

A B S0 RIRE SR ER#ERT7E OpenShift Container Platform Web 12§ & 89 Alerting Ul /1,

10.3.1. 7&%5 /p\lﬂi”&%%&%ﬂi

4R L RTE OpenShift Container Platform web $2#l& /1,7 Alerting Ul B9 Alerts 1% £ A 7R, R4k
FUTKREZ—:

e Firing : TE@ITHARRAEIRFM N true, REEMAEIRREMN Options 5, UEFESZER
RFEEEHS,

e Pending : BIRFMHHATN true, (B ARIA B E,
e NotFiring : HRTRAL EN,

P
BEEEBHRICTMEM OpenShift Container Platform 24 :

1. £ OpenShift Container Platform 2l #& A 52 Monitoring — Alerting,
Rifi Alerts TRZE T, ARIBATILEFERT JESR, FIHER.

HiBR

o MFAX Alerting U NESER, HSHEEEN,

10.3.2. * FAKIC T WERZIR

DFERBERICRINESRER, &AL OpenShift Container Platform web %I &) Alerting Ul #4
Alerts T{E & B iX LR,

2 10.1. Fluentd Prometheus 4
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Eik HE ik s5EH
FluentDHighErrorRat  <value> of records FluentD %55 IR ER  Warning
e have resulted in an =, TER115 2R ERIA

error by fluentd #8110,

<instances.

FluentdNodeDown Prometheus could Fluentd ¥t &s Critical
not scrape fluentd Prometheus B BETCIAHN
<instance> for more EVRFE B9 Fluentd SE,
than 10m.

FluentdQueuelLengt In the last minute, Fluentd IR EFTEERLEE  Warning

hBurst fluentd <instance> FBIEIE,
buffer queue length
increased more than
32.Current value is
<value>.

FluentdQueuelLengt In the last 12h, Fluentd IR EPAFIR/NE  Critical

hincreasing fluentd <instance> £,
buffer queue length
constantly increased
more than 1.Current
value is <value>.

FluentDVeryHighErr  <value> of records FluentD %55 1RIEE  Critical

orRate have resulted in an FBKR, EZRINIS S
error by fluentd hep, BOIAER TS
<instances. 251

10.3.3. % F Elasticsearch ZiR#M|

&\ LATE Prometheus R & & X LR AN,

g

Eid sk BT

ElasticsearchClusterNotHealt ERERRSLT RED ED 2 ofh, £EETERSERE, 27 critical

hy BEfRER, BFEmaster 11 miERIEE,

ElasticsearchClusterNotHealt  SEEEERIRSH YELLOW E 20 o8f, EESREIAE KD warnin
hy @EO g
ElasticsearchDiskSpaceRunnin  SEETIHERELAEH 6 NI AL FREEE 22 1A 2 4 Critical
glow

ElasticsearchHighFileDescript £ F—NNR, EEBEATRE T —N/NE PEFEIRMA X4 warnin
orUsage KR, g
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ik ek s5EH
ElasticsearchdVMHeapUseHig  #8E W R-EM JVM HFEAERER, Bk
h

ElasticsearchNodeDiskWater BT o A EERE, e mAEHEKAL, DR TEED info
markReached BosA b e NIZZEERT mRINE L i e,

ElasticsearchNodeDiskWater HF RS EERE, BT RARGEKMAL, EE0E, X warnin
markReached AR REFIBEIEMT R, BRET RURNINE S22, g
HEEFDEA LT SMIBEZRE,

ElasticsearchNodeDiskWater HFTREMEEERR, BETRAEMKKEE, ENEXD critical
markReached TR EQET DRSS EGIER R, YRS EFERET
EIKALRRT, RBIBRMIFINAL R,

ElasticsearchdVMHeapUseHig  #8E W R-EM JVM HEFEAER KR, alert
h

ElasticsearchWriteRequestsRe  Elasticsearch fE38E TV R EBIE AR, L RATRETIAR E5R Warnin

jectiondumps 5IEAE, g
AggregatedlLoggingSystemC FRGERET R EFERAKN CPU X&. alert
PUHigh

ElasticsearchProcessCPUHigh  Elasticsearch TE38E 17 m _EFRAH CPU X&. alert

10.4. % H7& CURATOR 1T = HERR

IR LS BRAT By(E 231 Curator, Curator FF#BR OpenShift Container Platform 4.6 Z B
Elasticsearch B XNEIE, ©EELEBIRASMHER,

10.4.1. HER R EER

IRAI LIS BBA T h (S Bk i Curator, B8N, #NE Curator AT RS, BEABHEEBKRIBMHER,
B LIRS BELFA L FES, MABRFESFS —RBEIZIT cron £%5,

FRFH

o W& % Cluster Logging # Elasticsearch,

ke
J5 B Curator Vi HEFF Nl A F—R Curator ##1F

1. J2 A Curator Wi AE :

$ oc set env cronjob/curator CURATOR_LOG_LEVEL=DEBUG
CURATOR_SCRIPT_LOG_LEVEL=DEBUG

127



OpenShift Container Platform 4.6 Ba&it ¥

BEBERIT

® CRITICAL : Curator (X ZR™EHE,

® ERROR : Curator [UZRERFTEHE R,

e WARNING : Curator X EREE1R. BEMTEHR.
e INFO : Curator (LEREE, ik EEM"EHEHE.

e DEBUG : R EdFrEEESN, Curator (R RIETEE,
EIME N INFO,

LB H K0 KTE OpenShift Container Platform T8 FHA (run.sh #
convert.py) F{EF OpenShift Container Platform BE Y IMEL &
CURATOR_SCRIPT LOG LEVEL, RIEEE, HETERAS
CURATOR_LOG_LEVEL 8 FI{E# T RIA st

2. % F— R Curator 34X :
I $ oc create job --from=cronjob/curator <job_name>

3. FEAUTmSEIRE cron £5 :
e 8 cron {£55 -

I $ oc patch cronjob curator -p {"spec":{"suspend":true}}'
o IRE cron {£55 :
I $ oc patch cronjob curator -p {"spec":{"suspend":false}}'
e FE cron EHHE :
I $ oc patch cronjob curator -p {"spec":{"schedule":"0 0 * * *"}}' ﬂ

Q schedule j%£1i##5 cron & BIHE,

10.5. WZME X Fi Sk B &0k EUE

R AN BHREENEFER, TUBEBLIE R NS HETHRREE,

&7 £/ must-gather TEREB XRTMBYNITR, £HNTRERMBNEHAKICTAGNIIER,
HTIRBIRE R, 1Rt OpenShift Container Platform FI&E B A& ILRKIIZHIE B

g E,E
' AE{#EMH hack/logging-dump.sh A, XPMHATBHRZFERARERE,
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10.5.1. X F must-gather TE

oc adm must-gather CL| s TR INEHE BN F AR FJHRERER.

S FEBEEBILKIME, must-gather RIELITER :
o WBHIGIHIR, 81 Pod. ERERS. RSIKS. AR, ABAEMSEH
o KBNHIR, SEEEHMHIINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat 5 & 22 8| h LR A KICR TR, SFEAE
WERBMRERRE., BEFEM. curator IBEA IR

1E£i21T oc adm must-gather I, 28 E 0|8 — 151 pod, 7E1% pod LEEIE, HREZELL must-
gather.local 7k — B xH, WERELFITEBRKPOIE

10.5.2. SER %M

o W& % Cluster Logging # Elasticsearch,

& el {5 oc adm must-gather CLI fp 5 3RINEB XK B KK IMEMNIE R,

i

L

{5 must-gather WEEEBHEICKER -
1.t AEEZi% must-gather 5 BB %,

2. ¥R B &®ICK %217 oc adm must-gather i 5

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -o jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6 —NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

3. MNIRI QIR must-gather B kO — DN 463X, Blt0, 72 Linux BIERSIHITEN L2
ITUATR D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FELLNER 11 Hp o IR B Im] 5 A 1 20 S48
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BN E HEERFAKILK

& B LLA OpenShift Container Platform 8RB REEEH EIL R,

11.1. M OPENSHIFT CONTAINER PLATFORM HIZ &£ B EHIL T

f&e LLE M ER ClusterLogging B E L HR(CR)RZILAERE. EMR CRE, TEECHREEEH
/L.\T/E,%QH#F, u_.\__”'J\ %T%'I‘iﬂtﬂﬂﬂﬁ% bﬂj

B ClusterLogging CR AMifRIF AMELF (PVC) . EFRESIMIBRTIRN PVC, HAMKE (PV)
MMEXEYE, BRIHITH— S8R,

FoRFMH

o W& % Cluster Logging # Elasticsearch,

i =
%B%%E¥ H /L.\T/E,% :

1. {8/ OpenShift Container Platform Web 1% & B4 ClusterLogging CR:

a. tJ#:%] Administration » Custom Resource Definitions 1 &,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. T Custom Resource Definition Details Tl 1 & Instances,

d. mifiSfHI5ER Options & JSRIE%H¥ Delete ClusterLogging.
2. mIE : R B E SLBDRE L (CRD):

a. tJ#:E] Administration » Custom Resource Definitions I &,

]
]
b. mit ClusterLogForwarder 3&i/1# Options 3 & - SR 51%#E Delete Custom Resource
Definition,
]
H
. =i ClusterLogging 55iJ#J Options 3 # JSRE1%FE Delete Custom Resource
Definition,
]
H
mifi Elasticsearch 3=i/1# Options 3 SR 51%#E Delete Custom Resource
Deflnltlono

3. A% : fflBR Cluster Logging Operator #1 OpenShift Elasticsearch Operator:

a. tD#:%] Operators — Installed Operators T

b. mif Cluster Logging Operator 1189 Options 3 F17£%F Uninstall Operator,
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c. mifi OpenShift Elasticsearch Operator
Operator,

5211#9 Options 3 H. 1% Uninstall
4. A\ : MIBRERE R &KL F M Elasticsearch T H,

a. tI#%] Home - Projects T,

b. mit openshift-logging Wi H

55 Options ¥ # SAf51%+% Delete Project,
c. TEXTIGHERHIA openshift-logging 3 5= Delete A M Bk,

d. mifi openshift-operators-redhat 5§

351 Options 3 §131% % Delete Project,
BE

INRIELL SRR PR T HithEF Operator, EAZEMER openshift-
operators-redhat i B,
e. BHIEXHEMERHIA openshift-operators-redhat 3+ 5= Delete A MR,

5. ZERE PVC LMESHAM pod EEFERA, REIREH PVC 2, LUEEHSEA PVC,
6. Ak @ MNRERIRRE PVC, AILUHEREN ],

Digk

==
[=]

R bR PVC RIBER S5 PV MHBRH S BEIEE K.

a. tI#iF| Storage — Persistent Volume Claims 7.

b. mfi® PVC

55171 Options 3., AF1%EHF Delete Persistent Volume Claim,
c. MREMEFHEZEME, ATLUHER PV,
HAth B

o FHEHFMAFAMLSE

131


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#reclaim-manual_understanding-persistent-storage

OpenShift Container Platform 4.6 Ba&it ¥

, = B e
BRE SFHFE
XEEFEERAFIC R REIFH, T M Elasticsearch # Kibana 3%, 7EIERES, HEHATENT ORFER
##, BlE0, XFF Elasticsearch /_search URL, ZHE## Kubernetes pod &5, 15EMA
/_search/q=kubernetes.pod_name:name-of-my-pod.

LU /N R B F B AT RE S IR B B IC R R, FHIEMB X EFRASHNEFRICTKF. X
LR BRI D NI T R

e exported-fields-Default

e exported-fields-systemd

e exported-fields-kubernetes

e exported-fields-pipeline_metadata
e exported-fields-ovirt

e exported-fields-aushape

e exported-fields-tlog

121. R\ S HHNFER

XEERI\FERBRBEBIDRRG S, Elasticsearch # Kibana MK B 11783k, BRI\ FER BTN FER
#1 collectd* =FE%

TR B
TR FEENFENNBRRFAESBERAN, FEURERSHEINEESRICKSP, XIF Elasticsearch &g, T4k
FERTERRARBIBRGTER 9 A IE T default BYSZFRARET,

55 Hh
@timestamp H UTC EHRIE B AR SR 0IRRRT ], anReRRAAIRED, TFRD &R

%El:mﬁﬂﬁﬁﬂ’]ﬁlﬁﬂo LEE/L.\&LEE éRﬁﬁﬁEﬂETiﬁEE/p\ﬁ%&ﬁﬁ
BAE. A0 @ siZkiifl, sERAFRRBAFER R, £ Elasticsearch
B, XZHTERINEH @timestamp, f#0, X2 2015-01-24
14:06:05.071000,

geoip X EN 28 geo-ip.

hosthame hostname 24K RBEE R A EHHNLENTLRES S (FQDN), HFEEH
REMRIEE LT3, B, £RENSEFEE T, BEHMEMER, 5C
HRABGEEZRNGRREE, HINESRFIIELZFR.

ipaddr4 TRAR S5 28R IPv4 ik, ATAZR 4.

ipaddr6 JRARSS 2580 IPve it (FH) .
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S8 £ pU
level H python IR FEILKES rsyslog (severitytext BI%E) REMBFICER

Al misc/sys/syslog.h 5 T AIGERIE, 744475 trace #1unknown,
40, “alert crit debug emerg err info notice trace unknown warning”, E&

trace 71 syslog.h 5k, BIFZNARFHAIE,

RAEAEEEICKRGURE T AEERER, FNER unknown, 74,
m%& soemalil. 5 debug L, trace T%&ﬁﬁ%ﬁﬁﬂ%mj@La—E
%8R, error 2% H, FMerr &, 1 panic ¥5#:°5 emerg, ¥ warn
4 5 warning,

18 & AT LUEE A misc/sys/syslog.h EFIHBIL S (E k4% syslog/journal
PRIORITY A#9%E,

Hth B &SI0 RG89 B S P00 ML M N RS B S BRI IL ER I, 155
%] python H& L =By,

message HMAYAKRREHEHNERAE, TUMPHEHRERI A LZFIRI
BITTEE, XLETEIERA UTF-8 Jil,

pid ERFILEER (BHE) #ERID,

service HEIDRIR (BFH) XENRSHETR. B, syslog APP-NAME [
'EHH&%H‘ | service %,

tags (7I3%) H Operator & X BIPRZERITISR, XLV HINERHIEILRRFR
EESIMEE L ARNEAIURSAEBIRFRETENTFSR, B
LIRFRFER SRR JSON B3R,

file XHRRELERRR, ZX MM EN XHERZERKES TODO 278 S 24t
E’JE/L.\?KE:;
offset RS EATURTIXGHPESTFANFTHR (MFH—FiR) , HEXRTH

/L.\'TT’? (}\)\%_ZZ gt) y /\EIXEETEE$‘AEIL.\E,J—I:—FYEPE}:$§$IJEJ
M, RIFAHXEERRTT, URTBEXENFRAEA ()

namespace_nhame FXFIL R SEHZHE LB namespace X, XMEFRKEM TR, M2
BAFRILRE5E LM namespace HBXEK, LU T REIFRIMN AL, &
B, XMEEREREE, BMRMUAZRAERS, WAILMERLF
. MREFERFE, BREBEEME (tag) =
kubernetes.namespace_name Fi5Enamespace.

namespace_uuid 5 namespace_name XEBuuid, XMEREFHETE, MR T/IC
REEYNHBEEAEREE, U TUIRER A L. INREFELFE,
© 3% = kubernetes.namespace_uuid %89 uuid, XthiFs S B
XTI B &0 % Bk Kubernetes STT8IEE K.

collectd =7 E%
LUTFFEBRRFRMGZE IR TEE.
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2 Hh
collectd.interval R EAH

collectd /7],

collectd.plugin KB PR

collectd #H14,

collectd.plugin_instance KRB FRFEH

collectd #HHE5E41,

collectd.type_instance KB PR

collectd FEISLH,

collectd.type KB PR

collectd 2!,
collectd.dstypes KB . PR

collectd dstypes,

collectd.processes FE%.
LUFFENT N F collectd #2144,

¥ U

collectd.processes.ps_st KA 2B, collectd ps_state B2«
ate

collectd.processes.ps_disk_ops FE%
collectd ps_disk_ops B i2 M,

S Uiy
collectd.processes.ps_di RE . ERE
sk_ops.read

TODO
collectd.processes.ps_di KB ERH

sk_ops.write
TODO
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BH ek
collectd.processes.ps_v REBEH
m

collectd ps_vm B2 ¢4,

collectd.processes.ps_rs KR EY

s
collectd ps_rss B2 ¢4,

collectd.processes.ps_da & : 8

ta
collectd ps_data Z! 2§

collectd.processes.ps_co & :

de
collectd ps_code El# 2 ¢,

collectd.processes.ps_st KA EH

acksize
collectd ps_stacksize #2314,

collectd.processes.ps_cputime FEx
collectd ps_cputime B2 fHEM4,

¥ U

collectd.processes.ps_cp K& :Z=#

utime.user
TODO

collectd.processes.ps_cp K& :Z=#

utime.syst
TODO

collectd.processes.ps_count 7B
collectd ps_count B HF21E 4,

¥ 30

collectd.processes.ps_co & : B

unt.processes
TODO

collectd.processes.ps_co B : B

unt.threads
TODO

collectd.processes.ps_pagefaults &
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collectd ps_pagefaults B i23H4

¥ ek

collectd.processes.ps_pa K& :Z=#

gefaults.maijfit
TODO

collectd.processes.ps_pa K& :Z=#

gefaults.minflt
TODO

collectd.processes.ps_disk_octets =P Ex
collectd ps_disk_octets B!/ F21H 4,

S Uiy
collectd.processes.ps_di RE . ERE
sk_octets.read

TODO
collectd.processes.ps_di KE . ERH
sk_octets.write

TODO

collectd.processes.fork_r & : ZHH
ate
collectd fork_rate B F21H A

collectd.disk 7%
IR F collectd W% iE M,

collectd.disk.disk_merged £ E%
collectd disk_merged Bufk 7 i 14

¥ 30

collectd.disk.disk_merge KA ERH

d.read
TODO

collectd.disk.disk_merge KA ERH

d.write
TODO

collectd.disk.disk_octets 7E%
collectd disk_octets FUi #3514
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¥ 30

collectd.disk.disk_octets. K% : jF L%

read
TODO

collectd.disk.disk_octets. K% : L%

write
TODO

collectd.disk.disk_time &
collectd disk_time ZUrg i 4

¥ U

collectd.disk.disk_time.re  £# : F L%

ad
TODO

collectd.disk.disk_time.wr % : Z 5%

ite
TODO
collectd.disk.disk_ops FE&
collectd disk_ops FUr &L il
BH ik

collectd.disk.disk_ops.re KE . ERE

ad
TODO

collectd.disk.disk_ops.wri K& : ;2=

te
TODO

collectd.disk.pending_op K& : B
erations
collectd pending_operations ZUf# & i

collectd.disk.disk_io_time &
collectd disk_io_time FUR #3514

¥ sk

collectd.disk.disk_io_time K% : F L%
.io_time
TODO
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¥ sk

collectd.disk.disk_io_time K% : ¥ L%
.weighted_io_time
TODO

collectd.interface £ E%
Xt F collectd O3,

collectd.interface.if_octets £E%
collectd if_octets Uiz O3FH4,

¥ sk

collectd.interface.if_octet K% : F L%

S.Irx
TODO

collectd.interface.if_octet K% : L%k

s.tx
TODO

collectd.interface.if_packets %
collectd if_packets EU i O,

¥ sk

collectd.interface.if_pack & :ZR#

ets.rx
TODO

collectd.interface.if_pack  2%& :ZR#

ets.tx
TODO

collectd.interface.if_errors £E%
collectd if_errors Uiz G4,

¥ sk

collectd.interface.if_error  £# : 5%

S.rx
TODO

collectd.interface.if_error % : L%

s.tx
TODO
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collectd.interface.if_dropped FE&
collectd if_dropped E!#ZO1H 4,

¥ ik

collectd.interface.if_drop KA ERH

ped.rx
TODO

collectd.interface.if_drop KA ERH

ped.tx
TODO
collectd.virt 2B
R F collectd virt 3844,
collectd.virt.if_octets PE%
collectd if_octets 2! virt {4,
B ek
collectd.virt.if_octets.rx KA ZEH
TODO
collectd.virt.if_octets.tx KA ZEH
TODO

collectd.virt.if_packets P&
collectd if_packets 2! virt ¥4,

¥ sk

collectd.virt.if_packets.rx K& : ;25

TODO

collectd.virt.if_packets.tx KRB FRH

TODO
collectd.virt.if_errors =2E%
collectd if_errors B! virt 14t
B8 ik
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BH ek

collectd.virt.if_errors.rx KA ZEH
TODO

collectd.virt.if_errors.tx KA ZEH
TODO

collectd.virt.if_dropped £EX
collectd if_dropped ! virt f4,

¥ 30

collectd.virt.if_dropped.rx K& :;Z5%#

TODO

collectd.virt.if_dropped.tx K& :;Z=%

TODO
collectd.virt.disk_ops FE&
collectd disk_ops Z! virt ¥4,
BH ik

collectd.virt.disk_ops.rea K& : ;2=

d
TODO

collectd.virt.disk_ops.writ K& : ;25

e
TODO

collectd.virt.disk_octets =2E%
collectd disk_octets 2! virt fi{4,

¥ U

collectd.virt.disk_octets.r  £# : L%
ead

TODO
collectd.virt.disk_octets. KA ERH
write

TODO
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BH ek
collectd.virt. memory KE - ERH

collectd R7EE virt &,

collectd.virt.virt_vcpu KB ERH

collectd virt_vcpu & virt 4,

collectd.virt.virt_cpu_tota K& : ;2=
|
collectd virt_cpu_total £ virt 3+,

collectd.CPU =PE%
Xt N F collectd CPU &4,

BH ek
collectd.CPU.percent KRB FRH

collectd 54 tLE CPU $H{4,

collectd.df =P E%
XN F collectd df &4

BH ek
collectd.df.df_complex KE . ERE

collectd df_complex Z! df {4,
collectd.df.percent_bytes K& :;Z=#

collectd percent_bytes Z! df #ft.

collectd.entropy =£E%
XM F collectd JiE{E,

¥ 50

collectd.entropy.entropy KR BEHY

collectd L FtEM

collectd.memory E%
XTI F collectd R7FHELE,
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¥ sk

collectd.memory.memory K& : ;25

collectd WEFEL M TFHEM
collectd.memory.percent RE . ERH

collectd &4 LB NETEH

collectd.swap %
%M F collectd R HLiE#,

¥ 23U

collectd.swap.swap KR BEY

collectd 2 #:BY 2z Hidd i,

collectd.swap.swap_io RE BHY

collectd swap_io B i,

collectd.load SFE%
Xt F collectd 171 gt

collectd.load.load =FE&
collectd 1 B 7l #Hidd 4

¥ sk

collectd.load.load.shortte KRB FAH

rm
TODO

collectd.load.load.midter R EAE
m
TODO

collectd.load.load.longter K& : ;2 5%k

m
TODO

collectd.aggregation 2 E%
ST F collectd RE1H M
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collectd.aggregation.perc
ent

collectd.statsd P E%
Xt N F collectd statsd 1& 4.

¥

collectd.statsd.host_cpu

collectd.statsd.host_elap
sed_time

collectd.statsd.host_mem
ory

collectd.statsd.host_nic_
speed

collectd.statsd.host_nic_r
X

collectd.statsd.host_nic_t
X

collectd.statsd.host_nic_r
x_dropped

collectd.statsd.host_nic_t
x_dropped

collectd.statsd.host_nic_r
X_errors

collectd.statsd.host_nic_t
X_errors

B12E FHFE

sk

A A

TODO

Hah
KA B
collectd CPU %! statsd &4,

ey

collectd elapsed_time %! statsd 14

B &

collectd R7=8! statsd #&4.

KA B

collectd nic_speed Z! statsd #4.

BN

collectd nic_rx #! statsd 4

KA B

collectd nic_tx #! statsd 4

KA B

collectd nic_rx_dropped #! statsd &4

KA B

collectd nic_tx_dropped #! statsd 14

ey

collectd nic_rx_errors #! statsd &4

E i £

collectd nic_tx_errors %! statsd &4
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¥

collectd.statsd.host_stora

ge

collectd.statsd.host_swa
p

collectd.statsd.host_vds
m

collectd.statsd.host_vms

collectd.statsd.vm_nic_tx
_dropped

collectd.statsd.vm_nic_rx
_bytes

collectd.statsd.vm_nic_tx
_bytes

collectd.statsd.vm_balloo
n_min

collectd.statsd.vm_balloo
n_max

collectd.statsd.vm_balloo
n_target

collectd.statsd.vm_balloo
n_cur

collectd.statsd.vm_cpu_s
ys

144
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KA B
collectd 7% %! statsd &4+,
KA EEH
collectd 3z#i2 statsd 4.

ey

collectd VDSM #! statsd &4,

eI

collectd VMS %! statsd 1&H 1+,

collectd balloon_cur £ statsd &4,

KA B

collectd cpu_sys %! statsd #f
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¥ sk

collectd.statsd.vm_cpu_u K& : 8
sage
collectd cpu_usage ! statsd &

collectd.statsd.vm_disk r 5% : i

ead_ops

collectd disk_read_ops Z! statsd {4+
collectd.statsd.vm_disk__ KA B
write_ops

statsd #&H{4# collectd disk_write_ops K E,

collectd.statsd.vm_disk f 8% : i

lush_latency
collectd disk_flush_latency ! statsd #&.

collectd.statsd.vm_disk_a 5%l : i

pparent_size
collectd disk_apparent_size Z! statsd #&4.

collectd.statsd.vm_disk__ KA B
write_bytes
collectd disk_write_bytes Z! statsd 4+,

collectd.statsd.vm_disk__ KA B

write_rate
collectd disk_write_rate Z! statsd &4,

collectd.statsd.vm_disk t 5% : i
rue_size
collectd disk_true_size %! statsd &4

collectd.statsd.vm_disk r 8% : i

ead_rate
collectd disk_read_rate %! statsd &4
collectd.statsd.vm_disk__ KA B

write_latency
collectd disk_write_latency ! statsd #&4.

collectd.statsd.vm_disk r 2% : i

ead_latency
collectd disk_read_latency #! statsd &4

collectd.statsd.vm_disk r 5% : i

ead_bytes
collectd disk_read_bytes Z! statsd #&+.
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¥ sk

collectd.statsd.vm_nic_rx K% : i

_dropped
collectd nic_rx_dropped #! statsd &4

collectd.statsd.vm_cpu_u K& : 8
ser
collectd cpu_user %! statsd &+,

collectd.statsd.vm_nic_rx K% : i

_errors
collectd nic_rx_errors #! statsd &4

collectd.statsd.vm_nic_tx K% : i

_errors
collectd nic_tx_errors %! statsd &4

collectd.statsd.vm_nic_s KA B

peed
collectd nic_speed Z! statsd #4.

collectd.postgresql %
TR F collectd postgresql 355

¥ U

collectd.postgresql.pg_n_ K& : 8

tup_g
collectd pg_n_tup_g & postgresq| ff4

collectd.postgresql.pg_n_ K& : 8
tup_c
collectd pg_n_tup_c & postgresql fift.

collectd.postgresql.pg_n KR BEHY
umbackends
collectd pg_numbackends % postgresql {4

collectd.postgresql.pg_xa K& : B
ct
collectd pg_xact & postgresql 4.

collectd.postgresql.pg_d RE EHY
b_size

collectd.postgresql.pg_bl K& : B
ks
collectd pg_blks ! postgresql 4.
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12.2. SYSTEMD S H M= E%

LUF systemd FEXH OpenShift Container Platform 8 HEIC K S, B M Elasticsearch #1 Kibana
3,

SIEFET systemd R AENERFE. VAEFATREKARGHEEAECHTER, XLEFERE
systemd.u &3 227 Fi24t, RESULT #1 UNIT 7t 21X EEBIH N FER,

systemd.k PEX
T&REE systemd N%EXBTEIE.

¥ 2P0

systemd.k.KERNEL_DEVI  systemd.k.KERNEL_DEVICE A% & &5,
CE

systemd.k.KERNEL_SUB systemd.k.KERNEL_SUBSYSTEM 2 A& F %5t & .
SYSTEM

systemd.k.UDEV_DEVLIN  systemd.k.UDEV_DEVLINK @&#EmT KR EIHN R S HERE AT,
K

systemd.k.UDEV_DEVNO  systemd.k.UDEV_DEVNODE 2i% &M &R,
DE

systemd.k.UDEV_SYSNA systemd.k.UDEV_SYSNAME 2R #%1% % & ¥F.
ME

systemd.t FEX
systemd.t FZEXRAIENRGIAE TR, BRGEEERRM, TEBIEFiHRIDER,

¥ sk

systemd.t.AUDIT_LOGIN systemd.t. AUDIT_LOGINUID 2 %% H&E R AHEHAF ID,
uiD

systemd.t.BOOT_ID systemd.t.BOOT_ID 2A#/= 3 ID.

systemd.t.AUDIT_SESSIO systemd.t. AUDIT_SESSION %4 HE&EX NHEHRTE,
N

systemd.t.CAP_EFFECTI systemd.t.CAP_EFFECTIVE &R R4 AEF A HZBITHEE,
VE

systemd.t. CMDLINE systemd.t.CMDLINE 2 %% &R A HER B FIT,
systemd.t. COMM systemd.t. COMM 2 %4t B &k A RRRY &R,
systemd.t.EXE systemd.t.EXE %% B &k AR HITHRE.
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SH

systemd.t.GID
systemd.t. HOSTNAME
systemd.t.MACHINE_ID
systemd.t.PID

systemd.t.SELINUX_CON
TEXT

systemd.t.SOURCE_REA
LTIME_TIMESTAMP

systemd.t.SYSTEMD_CG
ROUP

systemd.t.SYSTEMD_OW
NER_UID

systemd.t.SYSTEMD_SES
SION

systemd.t.SYSTEMD_SLI
CE

systemd.t.SYSTEMD_UNI
T

systemd.t.SYSTEMD_ USE
R_UNIT

systemd.t. TRANSPORT

systemd.t.UID

systemd.t.SYSLOG_FACI
LITY

systemd.t.SYSLOG_IDEN
TIFIER

systemd.t.SYSLOG_PID

systemd.u 2B
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systemd.t.GID 2 RZIHEFAHEZRA D,
systemd.t. HOSTNAME 2 = HBZ .
systemd.t. MACHINE_ID 2 F#lA%125 ID.
systemd.t.PID 2% % A&ER AHEZRHEE D,

systemd.t.SELINUX_CONTEXT %4t A&k AR R M E T
PR,

systemd.t.SOURCE_REALTIME_TIMESTAMP 2 EEMRE. &A%

BURT 1B, X&) RFC 3339 NS &=,

systemd.t.SYSTEMD_CGROUP 2 systemd 220 BR 1%,

systemd.t.SYSTEMD_OWNER_UID 2&i&EMFfEZE ID,

systemd.t.SYSTEMD_SESSION (&&H) = systemd &if ID,

systemd.t. SYSTEMD_SLICE 2 %%t H& & AR A #7T,

systemd.t.SYSTEMD_UNIT 2&iE898 TL .

systemd.t.SYSTEMD_USER_UNIT (&5&R) 22i50A - 1 TER.

systemd.t. TRANSPORT 2% A ERFSHITKA L E, XEHE

audit, driver. syslog. journal. stdout #lkernel.

systemd.t.UID 2 R4 AE&EF AHZHAF D,

systemd.t.SYSLOG_FACILITY & &5 syslog WTE, &N+l
FREB,

systemd.t.systemd.t.SYSLOG_IDENTIFIER 2 syslog HI#RiA %,

SYSLOG_PID 2 syslog & Fimi iz ID.
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systemd.u Fields BE#EME FixR(5iE, HFEAERZBES,

BH ek
systemd.u.CODE_FILE systemd.u.CODE_FILE 2& B RN HZBHIRIEAE,

systemd.u.CODE_FUNCTI systemd.u.CODE_FUNCTION 2 &5 RIhEEMNARIEALE.
ON

systemd.u.CODE_LINE systemd.u.CODE_LINE 2&H&RMNITSHRIELIE,
systemd.u.ERRNO systemd.u.ERRNO (E#F#E) REHE RS, SXABUERE
FRH,

systemd.u.MESSAGE_ID systemd.u.MESSAGE_ID 2 AFIHA1H 2 EBHHE BAMRR ID.
systemd.u.RESULT AR TR,

systemd.u.UNIT AR TR,

12.3. KUBERNETES 5 H =%

BUF Kubernetes FE&H OpenShift Container Platform S8 H&E LK 5 H, T M Elasticsearch # Kibana
3R,

HETF Kubernetes TR £ 22 (A, kubernetes.pod_name 2 Pod BJ& R,
kubernetes.labels £ E%

MIANZE OpenShift Xf REIFRZEZ kubernetes.labels, B NMIEZEEINEFERNFFHR. BMMIEAM
T ERARLE, BB &R E R TR,

S Uiy
kubernetes.pod_id Pod By Kubernetes ID,

kubernetes.namespace_n
ame

kubernetes.namespace_i
d

kubernetes.host

kubernetes.container_na
me

kubernetes.labels.deploy
ment

Kubernetes a4 22 [A| B9 & 1R,

Kubernetes 44 Z2[A]8Y ID,

Kubernetes 7 m &R,

Kubernetes R 2R HI & TR,

5 Kubernetes & R X ELHIERE,
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¥ sk

kubernetes.labels.deploy 5 Kubernetes # R XXM B BECE.
mentconfig

kubernetes.labels.compo 5 Kubernetes %k ELHIZH
nent

kubernetes.labels.provide 5 Kubernetes X R XE(HIIRIETER,
r

kubernetes.annotations &
5 OpenShift X R XEBHEEZ kubernetes.annotations F &,

124. 8HSFHFEE

LA Docker & OpenShift Container Platform &8 H&ILK 5 H, A4 Elasticsearch # Kibana
Fo FET docker BERMITTHIERI AP R ZE (A, docker.container_id & Docker &23 D,

pipeline_metadata.collector £ Ex
AT EEE5WESRERNTHIE,

¥ 50

pipeline_metadata.collect = Y%5:2889 FQDN, FI8E5S A&EMISEPR A HER FQDN FE,
or.hostname

pipeline_metadata.collect W& A TR,
or.name

pipeline_metadata.collect  WEEZRHIAR A,
or.version

pipeline_metadata.collect W& 2RR553RH IPv4 ik, ATLAR—ER4H,
or.ipaddr4

pipeline_metadata.collect W& 2RAR553RM IPvE Mk, ATLAR—ER4H,
or.ipaddr6

pipeline_metadata.collect W&EHRFKRBEFEZEZNAX, TLLZE TCP/UDP = imjournal/imfile,
or.inputname

pipeline_metadata.collect YRR EH SHINF(A],
or.received_at

pipeline_metadata.collect FRIEHIRFBTATHEHER, HRERVEIERTESIRENL,
or.original_raw_message
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pipeline_metadata.normalizer 7Bt
AT EEE5MEREFEXNTHEE,

¥ U

pipeline_metadata.normal #5325 FQDN,
izer.hostname

pipeline_metadata.normal  #SE/LIRFHAFR,
izer.name

pipeline_metadata.normal  #SE/LRFHIAR A,
izer.version

pipeline_metadata.normal  #SEILIZFARSS2RHY IPv4 ik, FTLLR %4,
izer.ipaddr4

pipeline_metadata.normal #ElLiZFARSSEEH IPvE Hitlk, ATLAREA,
izer.ipaddr6

pipeline_metadata.normal #EltEFHKBATEEMNAR, FLLE TCP/UDP,
izer.inputname

pipeline_metadata.normal  #SE/LF2FUREIHE B BN [H],
izer.received_at

pipeline_metadata.normal FRIEHARFBTATER, SHELEFRIIN—K,
izer.original_raw_messag
e

pipeline_metadata.trace ZFBRILTCH RS, BN RESNISCLEFBRMMXFEENE
B, URACEEH S8 HERFINT A,

12.5. OVIRT S HH=FE&

LUF oVirt ZE&H OpenShift Container Platform S22 H &0 5 H, A M Elasticsearch # Kibana
Fo

oVirt TTEIHENI & & 2 (A,
S Tk
ovirt.entity IR, M. VMS F5I1ZEMEKT,
ovirt.host_id oVirt E#1 UUID,

ovirt.engine £
5 Manager #8XMc#IENH L ZEE, Manager B FQDN =2 ovirt.engine.fqdn
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12.6. AUSHAPE S HH=FE&

BUF Aushape FE&H OpenShift Container Platform &8 H& LK 5 H, BIM Elasticsearch #1 Kibana 1%
=3

Wt Aushape BRI T EH, MFEEZEL, 1HSH Aushape,

S8 Ei::3T1Y

aushape.serial HitEHFIIS,

aushape.node REFHITEHFRENBLR,

aushape.error TR BT Aushape BEIRESR,

aushape.trimmed X FEHN R JSONPath RIARNKEAE, AFHEERNEHRNRET

PR T AEBIN R, ZFHERTEMHMIFTAS, ZRAHERTEE
= HARIEEB RANEAEE KA,

aushape.text RRFEEH T EHN—HBFILRKFERSR,

aushape.data P&
5 Aushape 18X BB BT 1T EHEUE,

S Uiy
aushape.data.avc KE - HRE
aushape.data.execve KA R

aushape.data.netfilter_cfg & : H&E
aushape.data.obj_pid KE - HRE

aushape.data.path KB HRE

12.7. TLOG S H=F &

LUF Tlog FE&H OpenShift Container Platform &2 H &L KRS 5 H, A M Elasticsearch #l1 Kibana
R,

ILRHER Tlog Xim I/0, MNFEZER, 1HSH Tlog.

BH ek
tlog.ver SHERBRAS,

152


https://github.com/Scribery/aushape
https://github.com/Scribery/tlog

B12E FHFE

SH 3T

tlog.user LKMo,

tlog.term RumR B2 R,

tlog.session LR RIEBIH T R1E 1D,

tlog.id KRIGPHEM D,

tlog.pos SHEERITERMAE, UZERHHAL
tlog.timing IESE RIS RII [A] 22 Fh,

tlog.in_txt SBERR T F R8O HI A STAN,
tlog.in_bin SEIBIRTME A TR, LR AL
tlog.out_txt SE IR T R RO BT H SO
tlog.out_bin SFIRENT A FR, RN AL
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