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LAl AR A 176 10

%TF OpenShift Container Platform 3.1, FEEHCHESIFHERE 4 EMZRN EREERE, X
F OpenShift Container Platform 4, FR7T AILEE H S IREHEMZNY EL2EERHN, LRET N
OpenShift Container Platform R45F2 & f A1 BE4E M BBl 381 L ER B AR B¥RYIE T,

MEFELER, ESH OpenShift Container Platform &Mt

R

£ OpenShift Container Platform 3.11 A1, f&EILUZ1T Ansible playbook A5, 1£ OpenShift
Container Platform 4.6 /1, R EEBCHER, SDIEREFT R LB Red Hat Enterprise Linux
CoreOS (RHCOS) HBE#T, fRaJLA#EF Web $#HI& 5 A OpenShift CLI B9 oc adm upgrade 552
WAL EEEE, Operator REAXEB . MREH OpenShift Container Platform 4.6 5848 RHEL
worker 125, BB IEBEEIZTT Ansible playbook FFHIXLE worker Hl 25,

MBELER, BESHENER,

3.3.F%EE

BEEAIBER M OpenShift Container Platform 3.1 ##:E| OpenShift Container Platform 4 BB AFIE
fEREIL,

3.3.1. FEEEREI

TEM OpenShift Container Platform 3.11 ## %] OpenShift Container Platform 4.6 i, EZENT 57
fig A X221k,

KB R AT #
RATE OpenShift Container Platform 4.6 F{#F Local Storage Operator ¥ ZHAMFHE, FZFFFEH
OpenShift Container Platform 3.11 B local provisioner /7%,

MFBEZER, HEM ERAARMBIFAMEE,

FlexVolume ¥ A Fi#

FlexVolume $&H 4L & E5 OpenShift Container Platform 3.11 HEIARE, E7E OpenShift Container
Platform 4.6 FREIZTALE 77 /etc/kubernetes/kubelet-plugins/volume/exec, &3z aI i NAY
FlexVolume ¥4

MEFLER, ESH EA FlexVolume MFFA M.

FRAASREEEDO (CSI) MIFAKEH

{8 Container Storage Interface (CSl) IR AMEZ#ETE OpenShift Container Platform 3.11 @ —N R
TIlThEE . OpenShift Container Platform 4.6 2t 7 JL1> CSI Wishigf ., A e iRk B 2K shig
J_.%_Q

MEFLELR, 1ESM FH Container Storage Interface(CS)BIFFAMEEFLE o

OpenShift Container Storage
Red Hat OpenShift Container Storage 3 AT ELl5 OpenShift Container Platform 3.11 —i2{# f, # M Red
Hat Gluster Storage £ N Gl 1F (.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#installation-process_architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/machine_management/#adding-rhel-compute
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/architecture/#installation-overview_architecture-installation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/updating_clusters/#updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-local-volume
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-flexvolume
https://access.redhat.com/support/offerings/techpreview
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#csi-drivers-supported_persistent-storage-csi
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-csi

&5 33 OPENSHIFT CONTAINER PLATFORM 3 fl1 4 »Z [AIBY X 5|

Red Hat OpenShift Container Storage 4 A LA5 OpenShift Container Platform 4 —#2{£f, £ Red
Hat Ceph Storage {E N E & 1F1if.

MEFLELR, 155 FH Red Hat OpenShift Container Storage B A MEFE 1 EIERVEMESTHY,
Bl AR A i
OpenShift Container Platform 4.6 B EH 7 X OpenShift Container Platform 3.1 BILL R R A ME1F £ T
BISCHF -
® GlusterFS FEEX#F.,
® CephFS fF NI BA B .
e Ceph RBD {F MR IL™ B o

SNRIETE OpenShift Container Platform 3.1 R{ER T Hhz —, NFERFERRBR A M EILME
£ OpenShift Container Platform 4.6 R ELE X 7,

MFBEZER, HEMH THREALEEK,

3.3.2. L ERE

7EM OpenShift Container Platform 3.11 ##: %] OpenShift Container Platform 4.6 £, EZEUTSM
LEFEXBIA M,

MgbEEER
R P EE YN ER ovn-multitenant, {E2Z OpenShift Container Platform 3.11 BIER A M 4% bR B 1R
X =2 ovs-subnet, OpenShift Container Platform 4.6 BIERIA M4 BB iR =\ B 4% SRR 1221,

NSRIEBY OpenShift Container Platform 3.1 &£8#{%f T ovs-subnet 5 ovs-multitenant 2=, NIIZE i
£ OpenShift Container Platform 4.6 S£B¥ AR {H A P45 5%, MLSSRIEH Dt X TR, ©EREHIRE
ovs-multitenant B9ZhAE, HNRIEETIE OpenShift Container Platform 4.6 A8 FE 4% SRS ES b SR 75 B4
¥F ovs-multitenant #9170, HERBLUTH IR FERAMSEBREEZHE RS,

MBEELER, HBMH X FWEEKRE,

hnzE =LA B P2 BUE

1£ OpenShift Container Platform 3.1 /1, &R LAFE A IPsec N ENAIBIMLRE, OpenShift
Container Platform 4.6 "3z #¥ IPsec, EiU#A Red Hat OpenShift Service Mesh FEAR S A5 A mutual
TLS.

MEBRLER, BESH 7 # Red Hat OpenShift Service Mesh ,

3.3.3. AL ERE I

1E£ M OpenShift Container Platform 3.11 ##: % OpenShift Container Platform 4.6 i}, iH&EUT5H
/L.\*E*E’JX'”S

BEELHAFILR

OpenShift Container Platform 4 B EASBEEHKICKBE LHR, NEHATICREHRT —/MEHEH
BREAH,

MBELER, EBHZRE OpenShift Logging.

REBSEBIE

1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#red-hat-openshift-container-storage
https://access.redhat.com/articles/4731161
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#understanding-persistent-storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#multitenant-network-policy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#about-network-policy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/service_mesh/#ossm-architecture-v1x
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-deploying_cluster-logging-deploying
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IR ESE OpenShift Container Platform 3.1 IR & B &R IC KB L HEIFTHI OpenShift Container
Platform 4 &8,

MEEZFELR, 1HSHXTF OpenShift Logging.

AZFNATRE
OpenShift Container Platform 4.6 B X #F OpenShift Container Platform 3.11 Y — L H&KIL R AL E,

BXRPHIIFNETFERNESER, ESH 43,

3.34.ZE£EE

7EM OpenShift Container Platform 3.11 ## %] OpenShift Container Platform 4.6 i, EZENUT 5%
2MHEXH L,

X A B s B AR 35 U 1]

1 OpenShift Container Platform 3.11 A1, KRZ&ZFAISUERI P ol UG )& Ptk s (BU40: /api/* 1
lapis/*) . T ZREEN, OpenShift Container Platform 4.6 R SV & Ills b iT R EZE R FIER
Yildl, MIRAEFBARTRAEFMHEIUERVIF], FRIEFERE RBAC XE, BIEHBEERSMRN,
E A X FTRE R FE N ERERRF R T 45 A BB 4%,

AP S8t
7 OpenShift Container Platform 4 B F3 NS IELL T RERFEN :

e OpenShift Container Platform 4.6 FB91EKIRL HAHENFEHEE mutual TLS, TAE OpenShift
Container Platform 3.11 AR E,

® OpenShift Container Platform 4.6 #7&{t 7 OpenlD Connect B3 {1RItFRFMEE. TE, EM
NI L.well-known/OpenlD-configuration i sUR BN IR, T2 B E1E OpenShift
Container Platform 3.1 F3§7E,

MEBRLER, BSH THRINRHEEFRE,

OAuth SIR1FiERR
HOIEM OAuth HTTP A EZ SEABILERE OAuth 7 [A| SN RIE T, WREFINIEZ— bearer
SHEEF, EABEBR, XA HREURRE BB X,

3.3.5. ¥ ==

7EM OpenShift Container Platform 3.11 ## %] OpenShift Container Platform 4.6 i, &ZENUT S
X,

IR PR RS wT A MR R

OpenShift Container Platform 3.11 /8, it & BORA LR I 1224519 =] FH B9 BRI 24 #5 7 DeadMansSwitch . 1
OpenShift Container Platform 4 F1, E#&E#4p+ 5 Watchdog . #NRETE OpenShift Container
Platform 3.1 AT B L EIRIZLER PagerDuty 55X, NIFEZETE OpenShift Container Platform 4 # &
A7 Watchdog Z#i% BH PagerDuty K.

MEFEZELR, 1HSH MABE X Alertmanager BLi&,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-about_cluster-logging
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-maintenance-and-support
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#applying-custom-alertmanager-configuration_managing-alerts

B 4T HUEEE

3 4 5 MERSEI

KTTNE T XM OpenShift Container Platform 3 ¥ E 4 B3 EETFFE,

4.1.DNS 3T ==

OpenShift Container Platform 4 BF158%# DNS 155 OpenShift Container Platform 3 JREEEEHYIHA
B, RIABERT, NEARRFETIHEHRE OpenShift Container Platform 4 2289 FQDN,

ERBIBHN AREFER DNS i, 5L T EEmRaIM Mgz —,

411 S EIRERHN DNS B 5% FiFigs
AT LRI 4 S BISREE B DNS 1% 2 i i Sk 17 10 B AR BER0 DNS 18, ML B BETERAFLARS

Ll
Yo

Y=

1. & im# OpenShift Container Platform 4 S£8# Z [A] I & exterior MZE4H M, NN TR E
YRS R MR,

2. B DNS RS 233 MERIAN 2% FQDN (appi.apps.ocp3.example.com, LUR[EIE] exterior
PALEZE Y 1P Hbdit,

3. EEEBEMSAM, RSN ARREREIRIE KA EEIBPR OpenShift Container Platform 4 58%
1R 1 B TR

4. N *.apps.ocp3.example.com 15 (| — MBECAT DNS I0%, 18MAIRERM 7 EEE2RH 1P i
b1 8

5. NEMNARFUE—MSER DNS 18K, 18R BIEERIEM exterior MESAHAER IP Hilit,
BEM DNS it kLR E T RE R ICT, EILERRN A FQDN B AR 4 H2e,

-
o HERMLHEMNITAIEFIER S TLS 151, NREREEHE] OpenShift
Container Platform 4 139725, W BN ARERFH FQDN 24 R P imFliR
SR,
o N AREFAENSIABERENEERLOAE M in,. &, NEAMELIZSAIEE
ToiE#E s 1EE TR,
41.2. XEBIRERLAIE SR DNS i3

R LORE BIrSRRE, LUERIRERFHY DNS IR N AR FHIIEK.

b =
SFIERL HTTP i fIRL HTTPS 157, HHUITUTEE :

1 NREHBDEANNARFNENRENREFIE S OREKE :

$ oc expose svc app1-svc --hostname app1.apps.ocp3.example.com \
-n app1-namespace

13
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FEREHFALE, RFSERESIIZ FQDN BEMIEXR, FHFRELEENNHNARSRS. A4, 4
IR AR, NEBREREEFPOES — 1 KH@ppl.apps.ocpd.example.com), 1H3Ka]
LU B AN N ENA E RN AR,

2. EREBENZRSE ) FQDN QIS ER DNS i0E, Zirxism BirEREMBIA Mg 2Rm
IP ik, 45ER DNS idRK T BERICE.
N AR FQDN TR BirSEBEm M 10488, BN OEFI 2R B EZ X% FQDN B
K, EAAFTIZENZHIERE,
SFRE HTTPS Hiln], BHATUATHIE -
1. ERE SRR OILEI2FH X509 IEBEH B E EH,

2. FXMIERBLE NTE subjectAltName FE&H AR B insk B & 2 @ECRT DNS i3,
FEB e BFRIFERM A DNS 8z —#1TriE R,

Hth

=

P
o MERLER, HHHEBRIINADIUES,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/security_and_compliance/#replacing-default-ingress

% 5% 3 F MIGRATION TOOLKIT FOR CONTAINERS (MTC)

% 52 xF MIGRATION TOOLKIT FOR CONTAINERS (MTC)

MTC (Migration Toolkit for Containers) A LL18 Ly 4 22 (8] AL B B RSN FIRZFE TR LM
OpenShift Container Platform 3 5% %l 4.6,

BE
EFIREBEI, 1EEF OpenShift Container Platform 3 #1 4 Z [AIBIX 5 ,

MTC #H 8 BRNREEBirSEEEHh, EALUELE MTC Operator £ OpenShift Container Platform 3 J&
SRR RR P REERIE,

MTC ZHPEIEMRER IR BENEEN X RANRBEIREF A X, BTUERES TERINME
FRIGHTF AN PSR,

OpenShift Container Platform 4 B3RS B . ERLUERS B RE A TEIZEFRIRERM
OpenShift Container Platform 3 3% 4, BILEAEIBEEX L TEMAFH EHITRS B *E&E, @
provision, deprovision =% update, MIREEIHRSBERFEIR, MTCBHBERETR—FER.

5.1 R
& 5.1. MTC RiE
N E X
RERT MAER N AR FRERE.
el RN AR IR ISR,
SHE AFEREIZIEREHFE. B Kubernetes MR R EFM, HEATE

AR HEEGRTHE A Kubernetes W RAKT RIF (i,
S HITFHEZE T A LU T 85 10).

ENER 1217 migration-controller pod 1 Web 5|5 M&EE, EHEESEEE
B, BEXTR0FE,

FNEBETFTELT registry AR BEEIBH K.

ILAREREE RRRIFERERER, BXTEMNFEN,

LR EE— 124 migration-controller fR 551K 4 k2 Secret B E LK
Ro

IREBREE—NMRTFHNRE registry BB R EETBRHE.

Al TR Hifk. B Kubernetes X RMIREEFEFIZIEHIFMEE, REMEFIFIEEEH
=R =N
EESI% FRAMBSEEMRERE IR BInER.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#planning-migration-3-4
https://access.redhat.com/articles/5064151
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A& 58
EEHGRIR BREZENMNRERSEHEIB TSR,
b EgiE® AEMMEENARFNERT, BERHEHEBIRER.

% R TI BT R U658 TR B9 SR 1],

BYER N ARERERHEL, HERIBZEBIREKER.
RETER B ENF AN SR AE R BRI M ARF IS,
ERER EREBRER—E5EKETERE.

17 MTC web 2B h GEEEH,

5.2. MTC T{Ek

fRAI LUEHE MTC web #1885k Kubernetes API 5 Kubernetes %R, HAMSHIBNAIS IS HIK TR
E| OpenShift Container Platform 4.6,

MTC ERLUTHIR :
o TEERITRIRIEER R Z 2,
o MHBZEFFEHMFIR : H MTC T en & 2[RI, E%’ﬁ%’%'—:?iz/}‘u%‘%E'él‘ﬂ?éﬂ%ﬁ’]ﬁﬁﬁﬂ%%ﬂ‘

R, MARFSH Pod. 74, MR—NHREGGEEPEEEREREIG], IDHRKGTE
BIONFEN A —DEIR, MTC 2FH% XM IR,

plgn, =E£M ETXAR (SCC) B—MEFETERIGINGTR, RFKS (SA) BREETHE
ZEAIRHIB IR, IR MTC EBBIe B ZERHEFE SA, MTC B IHLEIEEEER| SA KA
SCC, #:I#%iXEL SCC, A, MTC REHHEIGBEFFAMBHNFAEESFH.

% -
RIFEFHIR, ATRERFBRFIIIBEISEHEBTIR,

o HEXHIR (CR) MBEEXFHRE X (CRD) : MTC 1E6p & 22 8] 5| B 5hiE# CR # CRD,
i MTC Web #2HI&FBNARFESRUTESIRE

1. EAMESEFRE MTC Operator,
R LATE B BRAIE % B B ECR 15 AR 32 FRIFE AN Containers Operator &% Migration Toolkit,
RN B REERE W A LATEAR B (A 4T1510], MRE A LA registry BIERAR (mirror) .

2. BEERIEFMHE, X MTC BEIBBIEN RN REE,
SR BRI AN S5 6 FENAZ R LE T AR, INRERNRIERS %S, EOITNHE
BB N EHCEMER MR E,

3. E MTC web ;‘?%Uﬁ‘qﬂuj“ﬂl]/}?$2¥

4. £ MTC web 1ZHI& RIS HIEFHEE,
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5. fIgEHitil, aaUTEEEB LTIz —

e Copy : MTC ¥R MRER S HIEI S HIF0EZE,

—

BME G770 = B EIE S 5 E B irsgE.

MREERERGGIBHNERESTY, NREINEREEMNREHEHEIB

PREERE.
»| Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘

T

Persistent volume

Source cluster

l

Persistent volume

Target cluster

® Move : MTC MIRERFFEIE—MNERSE (FIINNFS) , EBEIEE LEB—MEmEIX T

BB PV IR, REEBNKEFPHEEIIRES,

EEERPCTHN AR ERIRERE

RANE—ZES, mRESYIA LBIRERM B InEE 77,

S

Remote volume ‘4

AREH CERE HIEL ERA,

Persistent volume

Source cluster

6. IR, ERAUTETZ— :

stage A LN ARRFRIER TRBESHIE B IrER.
BEB AL RIZTT, UEEIBRITHASHBESEFE B iR,

R 455 T F BOHRF AL A

Persistent volume

Target cluster

BT —NHE N ERTER

cutover fFILIRER LNV ARR, FHREHRZIIBIRER.

ALk - R ALUERR Halt transactions on the source cluster during migration% %1% &,
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Replication
repository

MyApplication

Kubernetes
> objects _‘
Backup Restore
PV1 PV 2 l
MyApplication ! E Internal images E E MyApplication
Kubernetes I Velero i Velero | Kubernetes
objects ! ' ' ' objects

PV1 PV2 OpenShift PV1 PV 2
Container Platform

Migration API

Internal images Internal images

Source cluster Target cluster

53. X FHUERERIAE

Migration Toolkit for Containers (MTC) X HUIBMIREE TB EI B IR 4 RS FIRREIBR S H
Bk, WELLERSE S THRMIMEFHZENFE RN E SR,

5.3.1. XHREEHIHE
MTC TEBHIE ML S HEISHEEE, FMBESH DB IRER,
X R 7555 B Restic #HATIAETR, S{EM Rsync HTEESTH,
R 5.2. X RGBT H R

s PRI
o HEHAILIATRANFME. o LLIRIBEFIAEIE,
o A S3 FHEMI . o FIEMBUIERL AT AES TEMEE ML,

e (M checksum JSIEHEE (A3E)

o RHEHBIN, XRLERSMRE.

5.3.2. RIREHIT5%
MTC FREFHBENRBEF B ZHNUANES OFE, BIEEBTERLRE,

18
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IREBE Bl A 7E R FHF Amazon Web Services, Google Cloud Provider #1 Microsoft Azure,

& 5.3. RIRE 75 EBE

L= PRI

o EXHRGEERISIER, o LHNERIZHEIRR,
o SR THRRNEHIE.
o R TRA—AIENXE.,
o SHWINERBRMNEFHE,
o FHERMMESIRBRE,
o FXREELIH.

5.4. ERBIBMERGRIN
EALMERBESEIE (DIM) MBEESITEH (DVM) SHEHIRIEEREMWRERSTHE B T,

MREERCT AR AR 21T DVM, IR AREKKI, REBH pod TEV FFAMERE
EHQ

DIM #1 DVM BE BZeytae i, R NWBERt 4 MRER &S R0 ZE LUK ME FITF IR E 2
BrERERIREF I, HA Rsync (CHIEUE,

DIM #1 DVM A8 Efh e )1 &4,

19


https://rsync.samba.org/
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2 6 E L% MTC
&8 LLTE OpenShift Container Platform 3 #1 4 %% MTC,

£ Operator Lifecycle Manager £ OpenShift Container Platform 4.6 LZ&%& MTC Operator &, &H
LATE OpenShift Container Platform 3 £ F %25 |H#I MTC Operator,

ZKILNER T, MTC web #2440 Migration Controller pod £ Bir&EEEF121T7. EALIEE Migration
Controller B E Y FR/FH R RSS2SR HiZ1T MTC web #2545 %1 Migration Controller
pod.

REMTCfE, B EN REMUBESHIFMEE,
EHE MTC, ESHEE MTC FMHIR TR,

6.1. RAMEIEF

IRZREE S OpenShift Container Platform R A FEAM MTC,

7 L
B¥EA&
OpenShift Container Platform 4.5 & B B iR A&,
WRES
OpenShift Container Platform 4.6 R E#HIR A,
IB Operator
X E SR TR MTC Operator,
P operator
X ELAR A % 1TEY MTC Operator,
PEISERE
BT MTC #5128 70 GUI FUEREE,
ILIREERY
21T Velero HIER YIRS B 175E8f, Control Cluster i1 Velero API Sif2&EEH@ 15, UIKDhER,

* 6.1. MTC &AM : MESITFEETR

OpenShift Container Platform 4.5 (& OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC 1.7z

|BhR 1.7 ;25 %F : 7 operator.yml xX# &M OLM &%, %17/i:& release-v1.7
FHhRE,

o I
Nesd AR B R AL S I S B

20


https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-uninstalling-mtc-clean-up_installing-3-4

EREEERT, MAMRETRERELEMREFEEITIBRHEZ S RWEMER, B
N, LBMAEREY OpenShift Container Platform 3.1 & TR B = EIMEHHIIIA OpenShift
Container Platform 581}, , ISR IEERE OpenShift Container Platform 3.1 5
E¥Q

SFFMTC17, NR—DERREHR M REITMIEESEEERATEIE, H#EM crane
tunnel-api &5,

SFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE VIEHISE
B, BREXMIBERLT, TRIFBMANEREE VERER, FRIFEMEHERITE
SN

6.2. 7T OPENSHIFT CONTAINER PLATFORM 3 %4 |HBY MTC
OPERATOR

& A LAFE OpenShift Container Platform 3 £ F )& 4&|HH MTC Operator,

FeREH
o YEREMASERFTER cluster-admin F R 7 &%,

o BB IA registry.redhat.io,

* Wi &R%E podman ,

o (RO —NHEET secret, FHESHIBIERPHENT K.
iz

1. RGBSR ]~ Muslk - EFiE registry.redhat.io :

I $ sudo podman login registry.redhat.io
2. FIALLUT 64 T #; operator.yml ST{5 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

1. HIALLT 85 T # controller.yml 3244 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

2. BRIERER,
3. ISIFEEBE A LUTE registry.redhat.io R T &R IIE ¢

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity

4. B3 MTC Operator %I H Migration Toolkit:

21


https://access.redhat.com/solutions/3772061
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I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

KB LLZZB% Error from server (AlreadyExists) 52, ©f12H MTC Operator N ERHRA

#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

5. /% MigrationController X% :

I $ oc create -f controller.yml

6. WE MTC Pod & EEIZT :

I $ oc get pods -n openshift-migration

6.3. £ OPENSHIFT CONTAINER PLATFORM 4.6 t%%& MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.6 %% MTC Operator,

FRFM

it s
1
2
3
4.
5.

22

WAEREFA SR T EA cluster-admin FBRHIFE &%,

. 7E OpenShift Container Platform Web ##&H, i Operators —» OperatorHub,

. {¥F Filter by keyword FE& & MTCs Operator,

1% Migration Toolkit for Containers Operator 7 = Install,

mif Install,
1E Installed Operators 71/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

= Migration Toolkit for Containers Operator,



6. 7 Provided APIs T, #(Z| Migration Controller i/, B Create Instance,
7. mii Create,

8. | Workloads - Pods E4iiE MTC pod IEFEIZ1T .

6.4. KEEE

XfF OpenShift Container Platform 4.1 R ERMRA, EI1E %S Migration Toolkit for Containers
Operator &, 7E MigrationController B E X R (CR) ;R HEENRIE, FNXLERATZHFREETH
8 proxy X &,

%fF OpenShift Container Platform 4.2 | 4.6, MTC S EAEETEHEMNARIBLE, NMREBZSESERE
MRIBIXE, FJUREHRKESH,

6.4.1. EEEI®

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B RSB RIRR o

IMREMRIEREMRERDIT DVM, EBHIEE— TCP I8, ZRIEBaE4H Z T ERLE, F
ERFEABECH SSL IFPMIER T84 SSL 7%, Stunnel RIEE R AR IBARAI,

6.4.1.1.DVM K TCP R iX &

R L@ TCP RIBEIRM Birse Bz F X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy LERFEANRIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

EESTIROVMRAZHRENERZHEIE, 4, DVM GERFaERE 5 TCP kMR E, &
man-in-the-middle X B HTTP/HTTPS REBTAIERE TF, NAMEESCHEMRETEARZFILIT
. At, DVM HIRIBHEERS MTC A E LHREEERE,

6.4.1.2. Wt fEHE TCP REMmMAR HTTP/HTTPS {E ?

&A@ OpenShift BEETEIRF B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i, F@ N8R /78 sk (L s,

OpenShift REIEESEE HTTP/HTTPS RE@EE man-in-the-middle B #1TEE, HAbellHESD

B TLS £iES A SRS BN, BE, XFERT Stunnel, Stunnel EBsRREBARLIBER TLS £1F, &
ALFEREHR N —NEHENRRE, RBREFEL TCPEE, Hib, EUFER TCP RIE,

6.4.1.3. B 8

IR KM F E R Upgrade request required (51%
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% EHEsEH SPDY VM AEL2 pod FIITER T, WRIZEREFN TESASIH SPDY WX BIBL X
wig, SIRERIRNITENTERG S, TR EWFH I REEES Upgrade request required, Il
RAZE : FEAZR SPDY MK E,

B T 2 SPDY il 4, ERSRH NEEL L TF Upgrade HTTP FRk & 44 API IRSS %5, B/ IRE AL
WL ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBREXW, HE
T~ HE{E S Upgrade request required, I 2 RAR : BERAEEL L Upgrade 1k,

6.4.2. 7R R (L M 45 SR

OpenShift ZIFIRIBEE FERIMLIEMSE, BREIFE NetworkPolicy 3% EgressFirewalls B &, 0REM
3 RSERBHR & 22 BE A L BN EER L RERTIZE pod, FREIATEERIETH T FEH{Z1EE] Rsync pod

R E,

TERMBIREEE L2178 rsync pod 713810 OpenShift Route #HE E#., A IIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H MixX L& £ R %I B 5h#ERR Rsync pod.

6.4.2.1. NetworkPolicy Eci&

6.4.2.1.1. 38 Rsync pod O E

INR IR B Fréy & 22 A Y NetworkPolicy ERERR IE X Fh R BIRRE, BRI LUERA Rsync pod BME—HR
ZERATFHORENEEZ R, LUTRERITFRBMAZEAF Rsync pod WFAFE H ORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

6.4.2.1.2. Bl Rsync pod WA OFE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress
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6.4.2.2. EgressNetworkPolicy Bt i&

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFREIEBEFEENEORE,

5 NetworkPolicy % &R, egress Firewall ZEW B %5 T, RNe&RTFaEZERBBME pod,
Itt, Rsync pod BIME—FRE R F R A Rsync pod B Rsync pod /422, B2, EaLUHRER K BirERt
B CIDR SEFEIRINEIZRBRH Allow FLUNIFR, LUER] LUE RN EEEE 2 (AKX B B i %,

RIEFTE Egress Firewall BUSEEE, AT LURINEMERFH CIDRSERRAVFIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

6.4.2.3. 4 Rsync pod BEe B M FE4H

Y PVC ERHEZEEMET, EaTLLE [N FEERINE Rsync pod & X RECEX 1IZFMERIVIR], LUE pod
FOEFIIA]

5 6.2. Rsync pod BI%MFE4H

src_supplemental_g F#Fs5 RNXE FAFIE Rsync pod BJ#h
roups FHAMES 2RI

target_supplemental F7F&$ RNXE FAF B¥5 Rsync pod B
_groups HRARES DRI

FETHI
MigrationController CR =] LA #7 3% iX L4 FTH KB E -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

6.4.3. B E{CHE

FeREH
o YERTEMASEEFER cluster-admin F R 7 &%,

it =
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1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIHBH stunnel RI2 URL,
© EHRRENBIREA. B, 1P hitHEMmRL% CIOR KESHRIIE,

EEETEmNL . LU CEFiE, B30 0 .y.com EE x.y.com, {BREE y.com, FMH * ?IXfFA
BMtST AR, RET BT REEERELREF networking.machineNetwork[].cidr
FEYTE LB worker, A ENIRINEILLTIZRA, LA b8 A,
IR K% E httpProxy #1 httpsProxy F %, Ijitt = ERF 4% BB,

3. 15 #1%72 1 migration-controller.yaml,

4. DFAEHBLER

I $ oc replace -f migration-controller.yaml -n openshift-migration

ME\EZER, HEWLESRISEHNRE,

6.5. BCi& 2 Hl &F %

BN RIFHECE N REERIFMZE, MTC HEEMNRERERIIEREFMHEE, REMEHEEE
SR BirEEE.

MTC R BIEMREFIR I BMEHN X REMRBEIBES A5, BALLAREEETFENINE
FRIGHTFAEH N PSR,

SIEF LT FEMEN RS -
o ZLRARMK
® Amazon Web Services S3
® Google Cloud Platform
® Microsoft Azure Blob

o BEMA S3NRMENM, B0 Minio 3% Ceph S3
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-configuring-mcg_installing-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-configuring-aws-s3_installing-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-configuring-gcp_installing-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-configuring-azure_installing-3-4

6.5.1. R
o FRASEREER Y B AN & 704 A B 7N 6] W7 R 2% 17 [RIFUR,
o INRMISRIBIRS BRSNS HESIFEEERER, BOFBERERT NS SIFEE,

6.5.2. Fid & Multicloud %M %

B LU Multicloud XTRFIX (MCG) EZi& N MTC B Migration Toolkit for Containers (MTC) & #I 6
J#. MCG & OpenShift Container Storage FJ—/NH 4,

i

1. EREHEM OpenShift Container Storage #iZE 15 R KEFE OpenShift Container Storage.
2. @it %} NooBaa BE X FTIRiZ1T describe fp%, FKEX S3 fmm. AWS_ACCESS_KEY_ID #1

AWS_SECRET_ACCESS_KEY.
£ MCG ENERIEEZERINE] MTC web 1248 R SEEIXLE(E,

6.5.3. Bic® Amazon Web Services S3

IR BT LU Amazon Web Services (AWS) S3 Zfi#HRECE 7 Migration Toolkit for Containers (MTC) B
SHIGE,

SeRFMH
o AWS S3 il AT = LARR AN B AR & RF VT 1A,
o BwiZET AWS CLI,
o MREFERIRBERTIE :
o ®AEFTA] EC2 Elastic Block Storage (EBS).
o RFBIRERF LA TR — X,
o R¥BIrERLINEBEHEBNEIERE,
o FHERBISREBRE,
AR
1. BIE AWS S3 f71i#E -
$ aws s3api create-bucket \
~-bucket <bucket> \ @)

--region <bucket_region> g

Q 1BE S3 FhEA &,
Q 1E%E S3 i X, HI40 us-east-1.

2. Q& IAM B F velero :
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https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.7/
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.6/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-Multicloud-object-gateway-from-the-terminal_rhocs
https://aws.amazon.com/cli/
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I $ aws iam create-user --user-name velero

3. & EC2 EBS TRIBERR :

$ cat > velero-ec2-snapshot-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource™: "*"

}
]

}
EOF

4. N—EFAE S3 FEHEROIE AWS S3 15| 5RHE :

$ cat > velero-s3-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
I,
"Resource": [
"arn:aws:s3:::<bucket>/*" 0

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket>"

28



]
}
EOF

RF A — S3 R ERREI AR, KR EFHERAT.

WIFAER, 1HHEE * MARFHRAN, WA

Ll N
"Resource": |
"arn:aws:s3:::*"

5. FF EC2 EBS RE&KI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. F AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. 7 velero G|& 1R #45A :

$ aws iam create-access-key --user-name velero
{
"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T22:24:41.576Z",

ERFXAE AWS S3 FFiEiER

"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, )

"AccessKeyld": <AWS_ACCESS_KEY_ID> @)

}
}

i AWS_SECRET_ACCESS_KEY #1 AWS_ACCESS_KEY_ID, &8 LA FEiEF AWS 7

o & I

6.5.4. it & Google Cloud Platform

IR B LI Google Cloud Platform (GCP) Ff# 8B E N Migration Toolkit for Containers (MTC) FIE &l &

i,

FoRFH
o AWS S3 77w i AT LA#RR ] B R 5B U7 7,

o MMEET gsutil,
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https://cloud.google.com/storage/docs/gsutil_install
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o MREHEMRBERTIE -
o JRIBIRER VI TR— X1,
o RFMBENEEYINEEHERNEMEXL,
o FRDMERBRE

ik
1. &xE gsutil:
I $ gsutil init
i

Welcome! This command will take you through the configuration of gcloud.
Your current configuration has been set to: [defauli]
To continue, you must login. Would you like to login (Y/n)?

Xi& BUCKET %&£ :

I $ BUCKET=<bucket> @)

Q00 :==iswais,

3. DIEEER :
I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID ZFE X E NIEHEERTIE :

I $ PROJECT_ID="gcloud config get-value project’

5. & velero IAM RSk 7 -

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

6. | SERVICE_ACCOUNT_EMAIL £ :

$ SERVICE_ACCOUNT_EMAIL="gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)”

7. 01 ROLE_PERMISSIONS % & :

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
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1.

compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)

. fI|E velero.server BE L AE :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server"\
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

HIB IR IAM ERRETE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

. B IAM BRSSP

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

FF IAM fR 55k P B9 3 SR Z 2 24 8l B 3k A A credentials-velero XX -

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

A LUFE A credentials-velero XIS GCP iin-h E 5116,

6.5.5. fidi& Microsoft Azure Blob

& T LU Microsoft Azure Blob 7% A 23ECE& v Migration Toolkit for Containers (MTC) BIE#I 6%,

FoRFM

Y=

ImIBA Azure FEEIK,

Bk Azure CLI,

Azure Blob TF i Z 88 & AT AR AN B R 8RBV 17,
INRAEEARBE T E

o SEM BB TR — K,

o RFIBMEKENIEEHERNEMHE,

o HFERLISREBER.
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https://docs.microsoft.com/en-us/azure/storage/common/storage-quickstart-create-account?toc=%2Fazure%2Fstorage%2Fblobs%2Ftoc.json&tabs=azure-portal
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

OpenShift Container Platform 4.6 MiRk%s 3 X% % 4

%i& AZURE_RESOURCE_GROUP % £ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. AIE Azure R4 :

I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ
ﬂ BEAME,
3. %i& AZURE_STORAGE_ACCOUNT IDZ'£ :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEIK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. #%i& BLOB_CONTAINER &£ :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2s :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. N velero GJ&AR %S EAFZEIE

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld’ -0 tsv’

8. 1E credentials-velero {4 F 1R FARSS EHMENL

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
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AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud
EOF
R A LUFE A credentials-velero ST Azure INH & FITF 1%,
6.5.6. HMLFTIR

e MTC I{E#%

o XTHUEEHIAE

e 7E MTC web 2#I& thiRINE HI 768 %

6.6. H1# MTC FHHR &R
el LUENE MTC, FtRE TR EIEERE,

= -3
: fHiB& velero CRD & MEEEHFR Velero,

FeREH
o WNHLLER cluster-admin F R 19 & %,

it
1. MIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

1k

Wt

P

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,

3. BT TS, MERMABRFEHNREISEHE TR

e migration B X HIEE Y (CRDs) :

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io’)

e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')

e migration £E A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)

® migration-operator £E¥AH :

I $ oc delete clusterrole migration-operator

o velero S35/ :
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-mtc-workflow_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-adding-replication-repository-to-cam_migrating-applications-3-4
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I $ oc delete $(oc get clusterroles -o name | grep 'velero')

® migration £ A BIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator S8 A BHIE :

I $ oc delete clusterrolebindings migration-operator

o velero £EABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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B 7 E EZRMEIERLZE MTC

B 78 AERRMLAIMER LR MTC
fRe] LU AT L T IR IR ZIRMZEIME AR OpenShift Container Platform 3 #1 4 E%&24& MTC :

1. BB EH&H Operator B3%,
bt F2 26— mapping.txt X, HAEE registry.redhat.io FHRFIEHIEEE registry BE
Rz (B HIBREY, TERERF %L Operator & mapping.txt 324,

2. {# A Operator Lifecycle Manager £ OpenShift Container Platform 4.6 Bi55%&8f E &% MTC,
ZILNER T, MTC web #4470 Migration Controller pod £ Bir&E 1217, EAILEE
Migration Controller B & X FiR)5 H R RE R S0 f2 R HiZ 1T MTC web #HIAT
Migration Controller pod,

3. FEAMGSITRELE OpenShift Container Platform 3 JR&EEE L &% /HAIMTC Operator,
4. BEBEXNREM, LBIESHEWEE,
FHE MTC, 1ESHEE MTC FMR R,

VAR T1EE )

IRZREE S OpenShift Container Platform R A AM MTC,

7 L
B¥ES
OpenShift Container Platform 4.5 & B B iR A&,
TS
OpenShift Container Platform 4.6 & E#HIAR A,
IB Operator
X E SR TR MTC Operator,
X operator
X ELAR A % 1TEY MTC Operator,
PEISERE
IZ4T MTC #5128 70 GUI FUEREE,
R
21T Velero BIER MR, B 175E8f, Control Cluster i1 Velero API Sif2&E5@15, UIKDhER.

K71 MTC # A : MEGTERTR

OpenShift Container Platform 4.5 & OpenShift Container Platform 4.6 s{&

BhRA =R
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/operators/#olm-mirror-catalog_olm-restricted-networks
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-uninstalling-mtc-clean-up_installing-restricted-3-4
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OpenShift Container Platform 4.5 (& OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC1.7.z
|BhR 1.7 ;258 %F : 27 operator.yml xX# &M OLM &%, %17/i& release-v1.7
Fohiesk,
X<\
Ly EE
(KX
N SR BE T e SIS B,

EELEERT, MAMREATERELEMREFEEITIBRHEZ S RWEMER, F
N, LBMAEERHY OpenShift Container Platform 3.11 5£E:T R B =EMEHBIIIA OpenShift
Container Platform 58}, , IAERETIEERE OpenShift Container Platform 3.1 5
E¥Q

SFMTC17, INR—DIERREHR WS REITIEE S ERATEIE, H#EM crane
tunnel-api &5,

SFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE VIEHISE
B, BREXMIBERLT, TRIFBMANEREE VERER, FRIFEMEHERITE
SN

7.2. 7£ OPENSHIFT CONTAINER PLATFORM 4.6 £%&% MTC
OPERATOR

&R LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.6 %% MTC Operator,

FEREMH
o WIERAEFIEEESDESA cluster-admin FRHIF 7 & x,
o EWTIMAH registry RAYEE{R A Operator B3,

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. % Migration Toolkit for Containers Operator 3 5= Install,

4. mif Install,

1E Installed Operators 71/, openshift-migration B A& HIIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,

6. 7 Provided APIs T, #£ZE| Migration Controller i/, = Create Instance,
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B 7 E EZRMEIERLZE MTC

7. Rifi Create,
8. | Workloads - Pods E4iiE MTC pod IEFEIZ1T .

7.3. 7 OPENSHIFT CONTAINER PLATFORM 3 %4 |HHY MTC
OPERATOR

& A LAFE OpenShift Container Platform 3 £ F )& 4&|HA MTC Operator,

FeREH
o WWIlERTEFASEFESR cluster-admin F R &%,

o BB IA registry.redhat.io,

o W &R%E podman ,

o RO —DNEHRT secret, FNHERIBILEHFNENT R,

o RIA—NEMLEIARE Linux TFILF HEM registry.redhat.io T4 4
o (RBIE Operator B KB &R,

o EWJIM OpenShift Container Platform 4.6 L5755 Operator B k%% MTC Operator,
iz
1. FEREMLIIEER ]~ Mubk - EFiE registry.redhat.io :

I $ sudo podman login registry.redhat.io
2. FIALLUT 64 T2 operator.yml ST{4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

1. HIALLT 85 T # controller.yml 3044 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

2. IBITLA TS 3RIKER Operator FRIKRMRET :
I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator BRFFITHKI AR, HiHERT registry.redhat.io Hif%k
BB R registry iz [A] HIBR ST,

i th 7 Bl

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator
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38

3. 7£ operator.yml XX {4/, “/y ansible #1 operator 23 E#7 image 16, 3% # REGISTRY /& :

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> 0

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

WEEEE’\J%{% registry 1 Operator £ {&89 sha256 fE.,
9 B EIRAIIRIR registry,

4. BREERER,
5. 8 MTC Operator X} &R Migration Toolkit:

I $ oc create -f operator.yml

i th o Bl

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists ﬂ
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& BT LL 728 Error from server (AlreadyExists) 58, ©f12H MTC Operator N ERHARA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

6. /& MigrationController X% :

I $ oc create -f controller.ymi

7. 35UFE MTC Pod 2B EEIZ1T :



B 7 E EZRMABIMEHRZE MTC
I $ oc get pods -n openshift-migration

7.4. REEE

X F OpenShift Container Platform 4.1 R ERRARA, EIiFERE Migration Toolkit for Containers
Operator [&, 7E MigrationController B X iR (CR) B ARENRE, ENXLERARNZFHEETH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 &l 4.6, MTC f4k&EESEHMKEBILE, MREBESIHCH
HAEIZE, ALUEMRIESH,

7.4 BEEETR

MTC14.2 5| AT BE#EEIH(DVM), DVM RZHF—MRE, MREREHEATREEE, NRER
FTiEh n B RSB RRR o

MRBEMREEEAREKEHNIT DV, EUIEE— TCP RE, ZREAELHZMTERLE, #
AEFEAECH SSLIERRIER T4 SSL iE#E, Stunnel {RIEZ LR IEBEIRA,

7.411.DVM 9 TCP KBk &

R LLE TCP RIBEIRA Binsk Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BEESIBOVM AT FRENERSHEIE, W4, DVMIGCER T A S TCP EEMARE, £
man-in-the-middle B HTTP/HTTPS RIEBLEEE T/, AMNERSEHEMNARIEREARIFILIT
Ho AL, DVM HIREBIXERS MTC AE ILHMRIEBERETE,

7.41.2. H+ 4 EH TCP KEBMAR HTTP/HTTPS LB ?

&R LLEI OpenShift BEETEIRF BAr5R 8 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP K (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFrR Stunnel B TLS i, FH@ N8R /78 sk (L s,

OpenShift FEYEEESEE HTTP/HTTPS RIEBEETE man-in-the-middle B {TEE, EFeilFES

B TLS 155 A ERRSS 2. 1BR, XAEET Stunnel, Stunnel EXRRIERGEEH TLS &1, &
A EFEREE N —NERNRRE, REREFEL TCP %k, AL, EA7iER TCP K,

7.4.1.3. BEHn)E

EBKIMF < Upgrade request required 1%

TR IEH AR ER SPDY HUIEILIE pod TG, MRTEBERFMFRIEHRIZRF SPDY HilBIfE X
e, IBEFSRHITEMTEREGR S, IHRIGTERHEES Upgrade request required, [ #2
RAR : ERAHE SPDY MBI ER,
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BRT 3 SPDY Wil 4k, RESFH ML LI Upgrade HTTP Frak(Bibss API BRSS 38, B/ imfE ALt
FrakiT 5 API IR 2389 websocket 1%, IR IESKFH A& LE Upgrade ik, NIEBSKN, FHiE
T H S B Upgrade request required, G R AR : IRRAEE L Upgrade Frk,

7.4.2. IR AL R

OpenShift ZIFIRIBEE FERIMLIEME, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0RE
B RATFERYR 6 44 22 (A5 AR L R AL R R E R B E pod, BREIFIRERTEEH T2 {Z1EE Rsync pod

R E,

TERAMBIREEE L2178 rsync pod 713810 OpenShift Route HHEE#., AISIIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H MixX e Z R %I B 5h#ERR Rsync pod.

7.4.2.1. NetworkPolicy B2 i&

7.4.2.1.1. 328 Rsync pod W ORE

INRIEK B irdp & 26 B9 NetworkPolicy BCiEFH b XFhR BRI E, A LUER Rsync pod HIME— T
ZERAFHOREMNSIZiE, LR EEMBZEE A Rsync pod MAIEHORE -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

7.4.2.1.2. 8l Rsync pod A OFRE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

7.4.2.2. EgressNetworkPolicy A&

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFREIEEFEENEORE,
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5 NetworkPolicy *f RA [, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE R F R A Rsync pod B Rsync pod /422, B2, EeaLUHRER S BIrERt
B CIDR SEFERINEIZRBRH Allow FLNIFR, LUE R LIE RN EEEE 2 A X B B i %,

RIEFTE Egress Firewall BUSEEE, R LURINEMERFH CIDRSERFRAVFERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

7.4.2.3. 3 Rsync pod B¢ & #M £ 4H

Y PVC FREZEEME, EA LB FTARME Rsync pod & KB B Z MR, LUE pod
FEFUIIA]

5 7.2. Rsync pod BI#hFE4H

src_supplemental_g F#Fs5 RNXE FAFIE Rsync pod BJ%h

roups FHMES PRI

target_supplemental F7F&$ RNXE FAF B#5 Rsync pod #J

_groups HRAHRES DRRIIER
AT

MigrationController CR & LA #7 3 X Le b Fe % B AE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

7.4.3. BRERIE

FeREH
o YERTEMASEEFER cluster-admin FFRAIFHE 7 &%,

it =

1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration
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2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B, 1P i HEMmRL% CIOR KESHRIIE,

EEETEmNL . LU CEFiE, B30 0 .y.com EE x.y.com, {BREE y.com, EMH * wIX A
BMtST rrAERIE, RET BT REEERELREF networking.machineNetwork[].cidr
FETE LB worker, AU ENIRINEILLTIZRA, LA b8 A,
INRKXE httpProxy #1 httpsProxy FE%, |t FR R4 28K,

3. i #1%72 1 migration-controller.yaml,

4. DFAEHBLER

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHRE,

7.5. BEEER FIf71# %
Multicloud 3 5 3% 2 52 BR B4 B 5 — SR,

MTC ZHRFHEEMRERIZ I B IR XX RAFRBEIEEH A%, BALUERES FENIMNR
FRIGHTFAEH N PSR,

7.5.1. SR E M
o FRASEREER Y B AN & HI7F 4 A BTN 6] W7 R 2% 17 (R FUBR,
o INRMISRIBIRS BE5NETSHESIFEEERER, BOFBERRERT NS SIFEE,

7.5.2. Bidi& Multicloud *f &M%

B LU Multicloud XTRFIX (MCG) EZi& N MTC B Migration Toolkit for Containers (MTC) & #I 6
J#. MCG & OpenShift Container Storage FJ—/NMH 4,

it

1. EREHEM OpenShift Container Storage #iE 15 R KEFE OpenShift Container Storage.
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B 7 E EZRMEIERLZE MTC

2. 1% NooBaa B X ¥Rz 1T describe @45, FKEX S3imsm. AWS_ACCESS_KEY_ID #1
AWS_SECRET_ACCESS_KEY.
¥ MCG 1Eh EHITZMEERIME MTC web 2414 i ST EjXLEE,
7.5.3. Hth HIR

Red Hat OpenShift Container Storage SCA% AR RIRT FF £ BRI R,

MTC e

RTHEEEH A

FE MTC web #2214 AR 7R N & 6 77

7.6. 5% MTC HH{ &R
el LUEDE MTC, FHtRE TR EIEERE,

fitlk& velero CRD & MEEFHFEFR Velero,

FeREH
o MNHLLER cluster-admin F R 19 & %,

iz
1. MIBRARA £EEHH MigrationController B & S ¥R (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNEESEHETIR :

e migration B L HREE Y (CRDs) :
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :
I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £8 A :
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)
® migration-operator £E¥E :
I $ oc delete clusterrole migration-operator

o velero £3AG :
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I $ oc delete $(oc get clusterroles -0 name | grep 'velero')

® migration £ A BIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator S8 A BHIE :

I $ oc delete clusterrolebindings migration-operator

o velero £SEABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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% 8= A MTC

=
38 & AH MTC
EA LUFE A Operator Lifecycle Manager £ OpenShift Container Platform 4.6 A% MTC,

IRET LOB T E % 25 IHM Migration Toolkit for Containers Operator 7 OpenShift Container Platform 3
EFHEMTC,

H o
MREALEIMTC1.3, EBATHITEN S ERFEEFH MigPlan B E LR (CR)

8.1. 7 OPENSHIFT CONTAINER PLATFORM 4.6 A% MTC

& el LUEF Operator Lifecycle Manager £ OpenShift Container Platform 4.6 EHZ MTC,

FeREZH
o mNILIEA cluster-admin R A F B9 &%,

it =

1. £ OpenShift Container Platform 2%l & A Sl ZE Operators — Installed Operators,
WFREEF N operator & 7~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. = Subscription I75: 01, {EAIFEEMENFALERTE Upgrade Status il lEw, HIg0 : ©HEE
£ 7R 1requires approval,

4. = 1requires approval, A5 Preview Install Plan,
5 AEBEJIHATRATAEMEIR, 7= Approve,

6. iE[0 Operators = Installed Operators T EE WAL ML IR, THRE, REEEN
Succeeded # Up to date,

7. = Workloads = Pods 35%iE MTC pod IETEIZ1T o

8.2. 1£ OPENSHIFT CONTAINER PLATFORM 3 EH% MTC

IRET LB F5h%REIHM MTC Operator, 1E OpenShift Container Platform 3 E#4 MTC,

FeRE M
o mNILLEA cluster-admin R A F B &%,

o BB IA registry.redhat.io,
* &% podman ,

it 3
1 BALTGS, ERMEMIIEES T MiGEiEE %5 registry.redhat.io :
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I $ sudo podman login registry.redhat.io
2. By ALLF 64 T #k operator.yml {4 :

I $ sudo podman cp $(sudo podman create \

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

3. By ALLUF S & Containers Operator B Migration Toolkit :

I $ oc replace --force -f operator.yml
4. ¥ ALL T ep 4 migration-operator Z3EY B E 0 LUSIEERE -

I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator
5. B AT @4 migration-operator 1 EY RE| 1 LUSIEEHNAEX -

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator
6. FIALL T4 %IE migration-operator 24 2 HY -

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""" print $NF }'

7. BALLTF 4 T3 controller.yml ST :
$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

8. IZ1TUA T 4% E 02 migration-controller X :

I $ oc create -f controller.ymi

9. MRIEZEIESF OpenShift Container Platform 3 £ INZEI MTC web 12#1&, #/I1E web
HEPEHRIRSK S S, ENARIEEMBRFRE openshift-migration & 22 :

a. I AL e & RRERAR S5 P R

I $ oc sa get-token migration-controller -n openshift-migration

b. 7£ MTC web #ZH|& #H s Clusters,

=i R /189 Options A F LR Edit,

o

d. 7E Service account token P Fh%i AFTAR 55K 5 hE
e. mifi Update cluster, #AJgmfi Close,

10. B ALL RS EIE MTC pod @& IEFEIZTT ¢

I $ oc get pods -n openshift-migration
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8.3. fF MTC 1.3 #%: & 1.7

INREBSE MTC RRA 1.3.x AEN .7, BB FT21T MigrationController Pod FI&E$ ) MigPlan B
E M FHR(CR)E#,

BF MTC 1.3 R 7F7E indirectimageMigration #1 indirectVolumeMigration %, ©1{/17E 1.4 k8

BIANERD false, XEHREDA T BEEFHGHIBNERES TR, BTRENRERIBER, ITHITH
FE%Z ) Ready IR, BRIEFHXLSEIEN N true.

FeREH
o MNFLLER cluster-admin F R B9 &5,

AR

1. BXEZ1T MigrationController Pod HI5E%,

2. FXEX MigPlan CR ;&

I $ oc get migplan <migplan> -o yaml -n openshift-migration
3. BHUTSEE, HESTHREH migplan.yaml :
spec:
indirectimageMigration: true

indirectVolumeMigration: true

4. i MigPlan CR B LN FHEXK :

I $ oc replace -f migplan.yaml -n openshift-migration

5. REXFEHH MigPlan CRBEHLUSIERN -

I $ oc get migplan <migplan> -o yaml -n openshift-migration
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89 E IiEBRAEIIR

1£{8 A Migration Toolkit for Containers (MTC) E# N REF TIEMHAET, HEFUTRETIR,

9.1. RESOURCES
O MREBINARFERRBRSMAH SRS BENNIBIER, NISFEEKREA,
O MRENMARFERAKEIH TR, NHEEEBNERPERUZEN,
Q&S BER T HAMBPV). HERURETBIBHEAM TR,
OPVEIEEWED, NN BRFEIREHIEMT U RBERRIFRER.

0.2. REEEE
O £33 EREFEHEEK,

O 2%%E T EMMIA MTC Operator hRA :

e OpenShift Container Platform k4 3.7 £ operator-3.7.yml,
® OpenShift B2 FARRA 3.9 F 4.5 B operator.yml,
O BT R E#E — DB WA OpenShift Container Platform 17 [,
O & E2dT TRRIZ 1T —RIES,
O EHITAMAEIMNE R &
OZ2@BL 2T TaahERETEREEENLTF Terminating KRB PV :
I $ oc get pv
OE2RZITU TSR E 7 IRETR2Z Running 5 Completed B pod :
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
OB aTU TN ERERERREM pod :
$ oc get pods --all-namespaces --field-selector=status.phase=Running \

-0 json | jq ".items][]|select(any( .status.containerStatuses[]; \
.restartCount > 3))|.metadata.name’

BN pod 20 F Running KR, EBEBMERRBARERRTEZS R,
OEEEA B REME N aRZE A PRBIRT IBEE, EBEMHES,

O AEB registry 8 A FFHIFMERE,

O (NEEHEKTHE  WEL registry A FFAAERRE.

O & 0] LU AR ILENFI B A El registry,

O eted L2 RER,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-excluding-resources_advanced-migration-options-3-4
https://docs.openshift.com/container-platform/3.11/install/prerequisites.html#hardware
https://docs.openshift.com/container-platform/3.11/day_two_guide/run_once_tasks.html#day-two-guide-default-storage-class
https://docs.openshift.com/container-platform/3.11/day_two_guide/environment_health_checks.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/applications/#pruning-objects
https://docs.openshift.com/container-platform/3.11/scaling_performance/optimizing_storage.html#registry
https://docs.openshift.com/container-platform/3.11/install_config/registry/securing_and_exposing_registry.html#exposing-the-registry
https://access.redhat.com/articles/3093761

B oFE EBRENR

O RERF BTG API AR S5 28R B /NVF 50 ms,

O SEFFEF AT I RRPRE N,
OEEBTZITU TR SR ERSEFLEMIEPERIEK ¢
I $ oc get csr -A | grep pending -i

O S iRHiEFEREER T/F,

9.3. Bin&RF
0O B%%E T MTC Operator R4 1.5.1,
O RATAE MTC BFe RS,
O&HRFEFEEMNLREAZE (FIMEENL) NREEFERK,
OB NREFFERANEMRNE L TEFESE, MRS, XHREFN REM.

N NFS AHREE LHFHEE,

OKHEFRAEIRS (NFEEZE. RABEMZE. D254 registry #1 CI/CD TE) HIEH
W44 e B AR

O FASRHRENARS M ERN ARFE MRS B 1) n 88 E R4S B & 1R,

O B NER R 2R iR AT | AR T & 3K

IR R E A OpenShift Container Platform 4.6 R 51 openshift #3422 (5] R Y A ERER
1%, &OJLUMER podman F31E# OpenShift Container Platform 3 SRR

O BERMEHFEER BWHIEMEZERE,

O ShiRHEFEREIF

O EB IR FEEMN ARFH DNS 8%,

O A8 OpenShift Container Platform & ¥ annotations.openshift.io/host.generated &
HHEXEN true, UEFHENEEHNENS, SN, TRMNBHRAKFBREFINS,

O NARFERNIESFETERERF,
O BB inERF ERE5E L8R MR,
O 2EBirERFPIERECE 7 29,

O MREFARIEIBESMREIBR L EABRNNEREZZERF, NEIRREERTEES
IETEEF BN RABRI R FRFI R BB R,

& -
' TR, AENENER LN ARFLRGRZER, FvXA SR,
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https://docs.openshift.com/container-platform/3.11/install_config/master_node_configuration.html#master-node-configuration-node-qps-burst
https://docs.openshift.com/container-platform/3.11/install_config/redeploying_certificates.html#install-config-cert-expiry
https://docs.openshift.com/container-platform/3.11/install_config/configuring_authentication.html#overview
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-prerequisites_migrating-applications-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#minimum-resource-requirements_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/storage/#defining-storage-classes_dynamic-provisioning
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-updating-deprecated-internal-images_troubleshooting-3-4
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#supported-identity-providers

OpenShift Container Platform 4.6 Mik# 3 ¥ 3 4

9.4. MgE
O FB ML /INEIEE T 10 Gbps.,
O &£ 8 B TR 1TER,
ERTENANAE, CPUMEME, UEEEE I L2178, Khri

PHRE KBURF AT TR RTFEM Kubernetes FHRME, WM MIEIEEIF
BT, UEAETTTHRERK,

O REIRFH CPU EAE R 2R,

O 2fEF fio 1 & T EEH eted B MR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#reviewing-node-status-use-and-configuration_verifying-node-health
https://access.redhat.com/solutions/4885641

BIOEIBNARRF

510 & TN ARER
&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5@ 517 XTI N ARERF.
IR LA AR BT B AN B U IR R B R TR N R -

o [NERTF (Stage migration) REME LN ARFHIERL TRHEEMREREH R BIER. B
LL% RIBAT — I BT 78 SR 4 58 3T RS B RS [

o ZEENER (Cutover migration) FHE ILIRERFHHIESS, HFHIRBEIBIrERE.
BRI UERRTEIR IR ARFIRE

o REIHEHIFMEFAMEEBER (PVC),

o ERILMERRSEMRIHE —KBhImE 2N,

10.1. IR IR F M
o YEREMASEEFTER cluster-admin FFRAIFE 7 &%,

[=E;35:0" Sux 22
o MIIBIRREENEZEMNER registry #2FF.

o BB IEMA T registry BIERH,

BEEIHB
o MMREMEREANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNINANEIZHH MTC z-stream R A&,

o HERFEKEFH, MTC RAERIHER.

Network
o SEHIMEE (A TRRGIMIRLE TR, F ALY R & HIF i,
o MRMEHIE B3 WRAMS, KHLINEENITIZE RT3 BREI R 2% U7 FF R,
o RNJTE OpenShift Container Platform 4 &85 E AU FimO -

o 6443 (APIfR%%3)
o 443 (&H)
o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BatE (PV)
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PV B,

PV I E B A B R,
MMREARBES PV, NFEHRLU TN TR
o THNEUINZFIFIRR,

o PV EEHERNEHLE,

o PV LT E—KiH,

o PV IIEEHERNEEXR,

TR FERFM R EADBTIR

5 OpenShift Container Platform 3 FE/ A F L £ registry

B EFANNEGR

10.2. {#FF MTC WEB #4538 N BAEF
A LUMER MTC web #EHI B EREEBNMEREMEE, AR, BRI TIERITH,

10.2.1. B3/ MTC web #2415
fRa] DIED Y 22 R [ 5 MTC web =414,

FRFH

Pt

52

MTC web 24l & /B A F| OpenShift Container Platform Web 221 & B9 4515 (7] U BR.

MTC web I8 2/TE A E OAuth #RANAR 552589 M 45 D7 [RIALRR,

B XB B2 RE MTC # OpenShift Container Platform 52%,
LU 6943 SRIRER MTC web #2#& URL:
I $ oc get -n openshift-migration route/migration -o go-template="https://{{ .spec.host }}'

EIHELIFLUT ¢ https:/migration-openshift-migration.apps.cluster.openshift.com,

BN Y2 3 AN MTC web $#EH15,

INRERSE MTC TEEH Operator EEHRILENGR] MTC web $£HI&, NiZ%iE
FIBFTRETTEMNE, EN Operator MATEERESRE. F/H/ILOVWEEI,

-

MREEABERR CAILT, NARIRREEZRER APIRFS5HRH CAIES, MIKB|SEE
RRRIEFHHT R,

& A OpenShift Container Platform B9 P & FIEE RS 4 17 & it
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BIOEIBNARRF

10.2.2. 7£ MTC web 2| &FRRINEERE

IRB LLTE MTC web $5& AR In— N5 E£Z] Migration Toolkit for Containers (MTC) web 2#l1&.,

FoRFM

o MNREM[EM Azure IRIZEFIEIE

(o}

RSB TE Azure THIRHA BT,

o HEEWINMTRE— Azure FRAH,

o LB TE—HIBLE,

Pt =

1. BoREIERE,

2. jKEX migration-controller BR 551k /- 4552 -

$ oc sa get-token migration-controller -n openshift-migration

it Bl

eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudC9uYW1Ic3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:.
LmlIvL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwizftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25e0ORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiRzT0OXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-

POOrpDrcjOEQQ

3. £ MTC web ##l& #H = Clusters,

4. = Add cluster,

5. BELUTFE :

Cluster name : £ LA EES/NEFEH (a-z) MFZFE (0-9) . ETFEESERSKEHRFE
.

URL : 5% API iR55%3% URL, fil40 https:/<www.example.com>:8443,
Service account token : #4/li migration-controller iR 551K/ 45 4.,
NFHEEA ENBRE registry : MIRBERAERFFRIR, HIEEREEHER registry IR

FE&E, 120 www.example.apps.cluster.com,
WA LEE— MmO, BAiAEwO S 5000,

NS

Azure cluster : S1RFEH Azure IRIBE FIEE, EOTERF DT,
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Azure resource group : HIR%EFE T Azure cluster, NI&ERIIEFER, 1BE Azure FHR4A,
TE SSL L : AN EFEX MR IE R RAFRY SSL TR,

CA bundle file : #1R%FF T Require SSL % E, NI EREFE, MMRENBERIETOE
THEX CAUEBIRGaXH, &= Browse, % CAISIEXXHH LIEE,

6. = Add cluster,
£ HINIE Clusters 7K,

10.2.3. 7£ MTC web #ZHlI& RIS HIF (£

1A LU RIFREVE R S HIEEZERINEI MTC web #2§& 8 Migration Toolkit for Containers (MTC)

web ZHI&EH,

MTC TR LU EEHN R -

® Amazon Web Services (AWS) S3

o LRNIRMRK (MCG)

o BEMA S3NRENM, B4 Minio 5 Ceph S3

® Google Cloud Provider (GCP)

® Microsoft Azure Blob

FoRFM

o BN RIFHEECIE N E B,

it

1. £ MTC web & # 52 Replication repositories,

2. = Addrepository.

3. 1% Storage provider type FFIEE LT FER :

o FF S3 R AWS, 81 AWS #1 MCG:

54

(o}

Replication repository name : 8 MTC web & B E FIF M E,
S3 bucket name : 17 S3 FHEMEHIZFT,

S3 bucket region : ¥§7E S3 FHEMEXE., AWS S3 wME, X FH L S3 NI Ak
B, & S3 HNEN @Iy, LURERTER{E,

S3umaR : 187 S3 ARSI URL, MR SR, a0 : https:/<s3-
storage.apps.cluster.com>, &M S3 N ERIE, E7EA https:/ i,

S3 provider access key : 5 AWS 8% <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N EIEE S3 HR v B,

S3 provider secret access key : 5 AWS 1§ <AWS_ACCESS_KEY_ID>, =
MCG FHE M S3 N8 E S3 provider secret ViR %5,
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o Require SSL verification : MIREFEAMZEA S3 #tLm, NISMRILERIE,

o MBI MNBELZIUEPAUETBE N CAIEPHIE, = Browse F W E Base64 4wtidy
X,

e GCP:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o GCP bucket name : $§%E GCP Z{EE A TR,
o GCP credential JSON blob : 7£ credentials-velero S {8 EF T .

® Azure :

o

Replication repository name : 8 MTC web & B E FIF M E,
o Azure resource group : ¥§7E Azure Blob fFi#R FIRH,
o Azure storage account name : 1§ Azure Blob #Zfi#lk - &R,

o Azure credentials - INI file contents: 7 credentials-velero X {4+ g EF &=,

4. = Add repository HERFEERIE,

5. = Close,

O FE S HINTE Replication repositories 55K H,

10.2.4. £ MTC web 1ZHlI & A& FZ 1T

&\ LAFE Migration Toolkit for Containers (MTC) web $HI& Al — N TERITH,

FoRFM

ik
1
2.
3.
4

WTERIEFE £ ER cluster-admin FRBY A &5,
ML TRREMAEHPLEERN MTC IRA,
IRIITE MTC web ¥EHIE RIRINERE S HIF6EZE,

INREER move BIEERIHFEIBRFHAMSE (PV) , MR B IR 0 IA X LIRS A A B
AL 5 [ AR

INREBFEAEREGGRTS, RERF MigCluster B X HIRE LU AHEE N B HAR registry B9
%Eﬁmo

. 7£ MTC web ##l& H = Migration Plan,

= Add migration plan,

i Plan %5,
IR B BERRT 253 NMNEZBHFEER (a-z,0-9) , BFEEEERI TR ()

. %% Source cluster. Target cluster #1 Repository, #AE = Next,
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56

ul

1.

12.

13.

14.

£ Namespaces TIEY, HHFEIBHITEH R Next,

1 Persistent volumes TIEHH, =B PV H IBRR .

o Copy IEUNFRERH PV RS HZIEFIFMEER, REEEREHFREFRLUENE
BRUUKFER PV _EROEE,

® Move ETMRERHEEH —MZRESE (BIIINFS) , EBIRER LR MERXDILE
B PV R, RAEEEWERTPEIERES, AENSEHT TN ARFERRERER
HR—ZEE.

= Next,

. 1 Copy options TIEH, HN&EA PV % Copy method:

o RESHFERASHNFEMIRIBINEESMDMKELHIE, Lt Filesystem copy Z1R5%,

® Filesystem copy &3 RERHHIMH, HEBIREREPREEN],
BEESIRFEMAXHRARH G E,

IR LL%EFE Verify copy SEFIE#E A Filesystem copy sIBHEE. $IERET HENREXHE
B checksum HEWRE 182 checksum E4E, BUERT ATRES B EEKMERE,

.1 BisEiER.

INER%EFE T Filesystem copy, ERILIEINBIREEE,

= Next,

1 Migration options T1HE L, MRENEERHETE T 2 FFHHIR reqgistry B, NI&ERE
Direct 53T % %501, tNR(FEM Filesystem copy sI#%(#E, Direct PV migration L& # 1%
T%Q

BEEIB LIRS EREMNEEH SR BInER, X MNEERERNGRENXHE
FREHREFEEZE, AEBMEHEWEESSE BIrREER,

= Next,

A% : 1£ Hooks T1H, = Add Hook J5E#iTXlIFi0 hook,
hook ;iZ1TEE XK, EEILUEENTEB IR A RZHRINED hook, F hook EARRBTEHR S
iz 1T,

a. T web 124 & i A E TR hook & FF.

b. W13 hook &—" Ansible playbook, 1&1%#¥ Ansible playbook, #Af5 = Browse Lf%
playbook, SIEFEEH NG playbook AR,

c. A% : WMRFEAEIA hook Hilgk, 1EIETE Ansible 21T Ek,

d. #08 hook A& Ansible playbook, i%£# Custom container image 318 EH KL FFFERE,
BHE LARHFRALLEE Ansible playbook,

e. %% Source cluster 5 Target cluster,
f. %A Service account name#] Service account namespace,
g. M hook iEFER LI -

e preBackup : TENARF TN EERER P SO
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e PostBackup : TEN ARRF TEMBERERPEDE

e preRestore : £ BRSEEFRIRE N T2 TR Al

® postRestore : {E KR HRE N ARFIEMEE
h. Rii Add,

15. = Finish,
T % E7R7E Migration Plan 51k,

Hab R
o MTC XHZRFKEFAE
o MTCREREHIAE

10.2.5. 7£ MTC web 2% & Fi21T73E#11 %

1% A] LUE FBE Migration Toolkit for Containers (MTC) web 3244 s 8RBT 1T RISk E N BIRFH
#iE,

%R, EEIEREFR, MTCHIBHNFAMS (PV) MEHFARIRLZE N
Retain,

Backup BE YRS &—4 PVOriginalReclaimPolicy ;¥f2, ATiERRAEFH =R
Bg. MR LIFEhIRE TR PV B ERT S BARER,

FERFMH

MTC web #ZHI G ZUTHREA :
o bF Ready KESHRERE
e 4tF Ready RSB IREEE
o SEHYMHOE
o BHMHEHITL

1. BERE MTC web #HIGH R EB I,

2. | 551180 Options 3¢ 5., 1 Migration HIEFELL %2 — :
o stage FERE LN ARFHER FHEIEMRERS HIE BIinER.

e cutover RIFILRER LMES, HFHKRBIIBINER,
A% : £ Cutover it XMTiGHEAH, EBAILLERR Halt transactions on the source cluster
during migration %% &,

e State REHIFMARAMERFAPVC).
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BE
FEFERRTIRRAERR AT HBZER, FA stage 3 cutover

migration,

o FEREIBIEEFIEFE—PHE D PVC H = Migrate,

3. sEIM5EME, 1€ OpenShift Container Platform web £§I& FEIABKRINER TN ARRE :

a. = Home - Projects,
b. RIEIBHIIEEFHKE.

c. 7 Routes &84, mifi Location WIFN FAREFES

IEBi21T.
d. 5= Workloads - Pods 4 1E pod @& EFH B & 2 H FiziT,
e. = Storage — Persistent volumes REIFR B ERE S 7T EXBHRFAMS,
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BN E /YT 7%k

& LU B 51EiT R 31528 MigPlan #1 MigrationController B E X R, UPUTAMETIHBHIREMHEE.

1.1 RE
£ 11.1. MTC KiE

NS 3'8

TREERE MAER LN AR EE,

Bl R AR R BB,

SHTGCE BT EREIBIRRP S HEK. B Kubernetes X RN K7, HERTE
EAIBREETRIIBENE Kubernetes X RN RIZHE,
B BI04 PR A T RT LARE R A SR BV 1,

ENEER 1217 migration-controller pod 1 Web 5|5 MEE, EHEESEEE
B, BXTRLEN,
FNEBRTEBE NI registry Bk EEIB K.

PO ¥ 53 R BRERREN, EXARYLEN,
LR EREE— 124 migration-controller iR 551K /7 4 k¢ Secret B E L%
Ro
IEREHEE—NMRTFHNRE registry BB R EE TGS,

AT B, B Kubernetes M RMEEREHE RIS FIFMEE, AEMEHIEMHZESS
ZIB &R,

BEESTH% BFAMSEEMREHS HIE BIrER.

BEERGRIH RIREEMRER S TR BirEE,

M ERER ERELENARFNERT, BURSSHIEIBRER,
%R BB R U R ST R MR A,

BIt5ER N ATERERPEL, EFRIBIBIRER

REEH B E R A S FRE R B R IB N ARERERS.

ERE# ERFBROAE B RMRATR,

T7E MTC web 2B h GE7EEH,
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N2 EFREMSITEIRNBER
BT LMFERSSITHRE (CL) A MTC API I N AR, UWEBSHITER.

N.2.1. IR IoRF N
o YERTEMASERFEA cluster-admin FFRAIFHE 7 &K,

[=E;:35:0" Sux 22
o MIIBIRREENEZEMNER registry #2FF.

o BB IEA T registry BIERH,

BEETH
o MMREMEREANE, EYHECE Stunnel TCP RIE,

REREER
o (RN FARRFEM openshift 65 &% B REIREREHR, B ARBINSE P EERM R ERR
VN

I UFEIEERITE, LUEE OpenShift Container Platform 4.6 &R {FEREFRAM
OpenShift Container Platform 3 #if&.

£
o SEEBVNIANEIZHH MTC z-stream R A&,

o HERFEKEFH, MTC RAERIHER.

Network

o SEEEIREI[RIATIREIFIRLE IR, FET LAV )& B 6E

o MREEHIE B MIFAUS, KEUNEBNITIZEHTZ RFIHFILE R R,

o BNJTE OpenShift Container Platform 3 #£85fh 5 AL FixO -
o 8443 (APIfR%52R)
o 443 (B&H)
o 53 (DNS)

o BNJTE OpenShift Container Platform 4 &85 E AU FimO -
o 6443 (APIfR%52R)
o 443 (B&H)
o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,
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RAMS (PV)

* PV RIIBER,

® PV A ERIRAMSBFR,

o MRFEARBEH PV, NEEHBUTHNLREM
o TN ZRFIRE,
o PV /I EEHERMNEHNE,
o PV @A FR—XE,
o PV B EHERNEMHE,

1.2.2. 0/ FEHEFHF T registry R
ZEZFGRIR, BUINEMBLEEEFUERIQFHIAEE registry BIESH,

FRF

o [NER registry AT 4RI B LI2SREE EMAERRE,
OpenShift Container Platform 4 registry BRIARFF,

OpenShift Container Platform 3 registry @A/ F 52 7,

it

o ZE T OpenShift Container Platform 3 registry BIERH, H2TUTHS :
I $ oc create route passthrough --service=docker-registry -n default

e Ef|E T OpenShift Container Platform 4 registry BIE&H, &7 T

b

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

1.2.3. KEEE

X F OpenShift Container Platform 4.1 R ERRARA, EiFERE Migration Toolkit for Containers
Operator [&, 7E MigrationController B X iR (CR) B ARENRE, EANXLERARNZHEETH
B9 proxy % R,

%I F OpenShift Container Platform 4.2 &l 4.6, MTC A& EESEHMNRBIXE, MREBEZSEIHEH
HAEIZE, ALUEMRIESH,

1.2.3.1. EEET#

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B RSB RRR o

MREMREEEAREKEHNIT DV, EUIEE— TCP RE, MREAELHZMTERLE, #
AEAEAECH SSLIERRIER T4 SSL iE#E, Stunnel {RIEZ L RAIEEIRA,
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1.2.3.1.1. DVM iy TCP K% i&

R LUE TCP RIBEIRM Binse B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy Z =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

EESTROVMRAZHEREBNELRSMHEIE, 4, DVM GER T ERMEH TCP EEMARE, £
man-in-the-middle XXM HTTP/HTTPS REBFLEZIEE T/F, NENEESERHIREBAERZHFILIT
Ho AL, DVM HIREBIXERS MTC AE LR IEBERETE,

1.2.3.1.2. Mt TCP KEMAR HTTP/HTTPS L ?

&7 L@ OpenShift BEETEIRF BAr5R 8 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i, @ N8R /78 sk L s,

OpenShift RYEEESER HTTP/HTTPS REEEE man-in-the-middle BXi#1TEE, HbefllHED
M TLS S5 5AEIRS B E, BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFEREN AN — N EANRRE, RFRENLL TCP %R, AL, EyIifEAE TCP R,

1.2.3.1.3. BAA| &

TR FH B Upgrade request required £5i%

TIRIEHIZRME A SPDY HAEILEE pod AT G, MRZEEFM TR AR SPDY Wil BIFE A
wig, SIRERIRNITENTERG S, TR EWFH I REEES Upgrade request required, il
RAZE : FEAZR SPDY MK E,

B T S2iF SPDY il 4, ERSRE NEL L TF Upgrade HTTP FRk & 44 API IRSS25. B/ iRE AL
FRLITFF 5 API AR S5 2300 websocket i1, R ERSKEA AJEE L Upgrade i1k, NISERASKRW, HE
T~ HE{E S Upgrade request required, I f2RA R : BERAEEL L Upgrade 1k,

11.2.3.2. 5B AL L% SRk

OpenShift ZIFIRIBEE FERMLIEYSE, BREIFE NetworkPolicy 3% EgressFirewalls B &, 0REM
B RE R HTR 6p 4 22 (A A LL AL B MR 2R EIE pod, BRHIATEERTE TR T F2AH{=EEI Rsync pod
B2,

ERMBIREEE L2178 rsync pod 713817 OpenShift Route #HEE#., A{SIIAR NetworkPolicy =5
EgressNetworkPolicy %} RECE N MiX L7 £ BRI B 51 kR Rsync pod.,

11.2.3.2.1. NetworkPolicy Bdi&

11.2.3.2.1.1. 328 Rsync pod W ORE

NSRS B irép £ 22 (5] R B9 NetworkPolicy Eoi&fH b X FR AR E, EAILIER Rsync pod BIME—HT
ZRAVFHOREMENEE. UTRBAVFRB®EZERF Rsync pod BIATA H HRE :
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

11.2.3.2.1.2. Bl Rsync pod A OF £

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

11.2.3.2.2. EgressNetworkPolicy idi&
EgressNetworkPolicy XI5\ Egress Firewalls & OpenShift 143&, FAFFEIEEFEEMNEORE,

5 NetworkPolicy *f RA [, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
Ik, Rsync pod BJME—FRZE R & RAE Rsync pod B Rsync pod #4122, {HE, EeILUFRER S BirERE
B CIDR SEFEIRINEIZRBEHY Allow FLUNIAR, LUER] LUE R NS 2 A X B B i,

RIEFTE Egress Firewall BYSEEE, R LURINEMERFH CIDRSERRAVFHIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

11.2.3.2.3. 2§ Rsync pod e @ #h 741
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Y PVC FREZEEME, EA LB FTAERME Rsync pod & KB B ZFMEHI5H], LUE pod
REFUIIA]

5 11.2. Rsync pod BU#FE4H

src_supplemental_g F#Fs RNXE FAFI&E Rsync pod BJ#h
roups FHMESIRIIER

target_supplemental F7F&$ RNXE FAF B#5 Rsync pod B
_groups HRARES DRRIIER

FETHI
MigrationController CR & LA #7 3 X Le b Fe % B AH -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

1.2.3.3. ECECE

FeREH
o YERTEMASERFTER cluster-admin FFRAI 7 &%,

Pt =

1. ¥KEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHAESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRAREMBIEA. B, 1P hiHEMmRL% CIOR KESHRIIE,

Earmmn Lt . DUNCEFE, £1%0 : .y.com L x.y.com, {BREE y.com, FH * AN A
BMtST FrAERIE, RET BT REEERELREH networking.machineNetwork[].cidr
FETE LB worker, eI IRINEILLTIZRA, LA b8 A,
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1= SPHIBET

INRKKXE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,
3. 5 #1%72 1 migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

1.2.4. 5 MTC API 5% B2
AT LUEF MTC AP MES1TiT /0 FITRRE.

i =
1 WEHEEE— MigCluster CR/EH :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

2. NEMNMEEERE(|E—/ Secret CRFH :

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

ﬂ e E IR E RN base64 FifiH) migration-controller BRSS K / (SA) Sk, BAILLZITEL
TS FERINSHE :

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
3. NEMERERU/E— MigCluster CR B :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
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exposedRegistryPath: <exposed_registry_route> 9
insecure: false
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url> 6
EOF

IEEILTEEEEM Cluster CR,

E
Ak . BEEERGTR, EREAQTM registry BRH.
IR false N2 A SSL $F, #NRH true, NAEE CA UEPHAKE CA IEFH,
e ELIREREM Secret CR IR,

0009

e ELFREEF R URL,

4. BWUFFR B LR ST Ready R

I $ oc describe cluster <cluster>

5. WERIFHEEQIEE Secret CR &

$ cat << EOF | oc apply -f -
apiVersion: v1i
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_ base64> 9
EOF

ﬂ 8 € base64 X EEA ID,
e FETE base64 H A secret BiH,

AWS ZIEEIA N base64 i, X FHAMEFMHELNE, BRITERENBHZTU TSR E
UEF TR

I $ echo -n "<key>" | base64 -w 0 ﬂ
ﬂ IBEREA ID X secret B, XM NEIHERLIIERE base64 Fifild,

6. NEHITFHEZEAIE— MigStorage CR & # :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
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BN BT #k00

1
By

=]

kind: MigStorage
metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> 9
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 6

Ak NREFRIRREFIBUE, 15IEEX REMD Secrets CR, BN IIBREFEMIENR
121£H Secrets CR HHYEIF 2 IEFAEM,

EOF
ﬂ B EEERAT,
Q IBEXNRENEH Secrets CR, B FAREMIEN REMER Secrets CR FHIRIEZIEH
08
9 B EE MG,

© i MREEARBEGLIE, HREFHERNE.

7. %k MigStorage CR 2744 F Ready K74 :
I $ oc describe migstorage <migstorage>
8. fIlE— MigPlan CR & :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <application_namespace> ﬂ
srcMigClusterRef:
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name: <remote_cluster> 9
namespace: openshift-migration

EOF
Q RN false, NS AEEHZRIRZ,
Q R false, NIEREESTH®.

g 5 MigStorage CR LB & F5,
Q BE—THENREMBENA, RINERT, BfrdaRHEEHERNAT.
6 15 E R &2 MigCluster SE5IB9 & F5,

9. ik MigPlan £l @& 4 F Ready K7 :
I $ oc describe migplan <migplan> -n openshift-migration
10. fAIE—4 MigMigration CR 55, LUF3) MigPlan £/ 7E Y BT -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration

quiescePods: true

stage: false

rollback: false ﬂ
EOF

@ 57 MigPlan CR &5,

@ R true, NIREKE L8 pod RILTHBHIELL,

© R true, MHHTHNE (stage) 3TH, BMEREILS ARFHER TEHASHEIE,
@ R true, NKERE—ETRIBIH.

1. @i W ER MigMigration CR 7 £ 30IEER -
I $ oc watch migmigration <migmigration> -n openshift-migration
B R ELIFLUF -
=1

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc
Namespace: openshift-migration
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Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075cb97061895caac5b936d92fae967019ab616d5
Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started
Name: StageBackup
Message: Not started
Name: StageRestore
Message: Not started
Name: Directimage
Message: Not started
Name: DirectVolume
Message: Not started
Name: Restore
Message: Not started
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Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message

Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

1M.2.5. K EFEFH

&\ LUE A Migration Toolkit for Containers(MTC)ER AR N AR IRSHFAMEFHPVC), HIT
AEEM. (CRETR, BRI LB MERITTRIhBERREM PVC REBIEER PVC, ERTLABLST PVC
LIFARIREFIB IR PVC A%, HAMS (PV) BUREHZIBIrER. PV IARRHEBE, NARR pod ¥
ML REREPFIZIT,

State IR % 1XIT AT AER CD #l%, #0 OpenShift Gitops, FEfA MTC ISR, EaLUER
GitOps I N AREFIE #.

WNRIEE CI/CD B, BB EENERFHELRTAHSERIREN]. RE, EUUER MTC T
BERTHE,

BRI IR A R — KRB HITIREER,

BE
RIS CEERBA BN RS A, INREBTIBEANRZER, HEM stage 3 cutover
migration,

FeREH
o SREHMMN AREEIRSEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHIBFEREFREHERTA, SR MR BIREERH,

it

1 FHRAMBSEEMNRISE B IR,
EALREFELS RUUTI S, RN ARFASHZ1T.

2. BERN ARRF.
S LOB ERER L EFRS TEAEHFTRRIAIZE S 0 KM ILEME, EFFH GitHub FHY
EHEFEFHRS Argo CD N HRRE,

3. [N ARFERRER B IR,
&R AR Argo CD 0 AR FF B AR 2R BirERT,

4. FRIROBEEMRIBE B IRER,
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BT T RARIETRS, BRI RPEHN AR IR SE.

5. RN ARELTHIRRT, HFEUHELEE,

6. 1F DNS IR EI BIrEs, MAAREENERI EIRHNNARRF.

pa -3

FEHITIRSEBE,, MTCle TEBTFILNARRF. EREETH PV EIE, Fit, B
fEF3 CD #LHIR R S EUHR LN AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFE, HRYFERIITHRERE
BH, RE, EBRILUHIT— NI 8308 RN AR,

FRFH

TREREh YN ATZFEIRSTEE T PersistentVolumeClaims & & PersistentVolume F %23

NARFIERERREFMEZERTR, 1R AR B RERETH.

. BEAMSEENMNRIZEBIRER.
BRI UREFS RS RIT SR, RN ARFAEHZIT

. BRIETRR FATER
RE LB ERER EERER TEAERAIAILE N 0 IR IE, EEFH GitHub Y
EHEFEFHRES Argo CD N HRR,

. RN RREE AR R B IR,
TER LAE R Argo CD N AR F B AR IR R BirERT,

. BPRRHNESHEMNRIZEBIrER.
B T RARIETRS, BRI RPEHN AR IR RE.

. REREMNARFATHEHIRT, FECERLE.
. FF DNS iL* LB B Ir&REF, A REEFEAIEIBRHNMARR.

FEHITIRSEBE,, MTClLe TEBTFILNARRF. BREETH PV EIE, Fit, B
fEF3 CD #LHIR R S EUHR N AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover . EAILMRIBEFE, FRYFERIITHREIE
RH, RE, EBRILUHIT— NI 838 RN AR,

Hfth BHR

o HBNT PVC M3ER FHERR LLER: PVC,

o EBNME PVC, R PV EIEIRIIBIRER LESH PVC,

o ES 5T Kubernetes IR LUER AN ARFEIRSH Kubernetes X &R,
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11.3. 3 HOOK

BRI LR AN TR R RRINZR S TR hook, B hook FEEBITBRIFRITEIZ1T, T hook il
THESSRBEXNARFRIN. FHIBAZIRNBERBEURETIR EERNARERF,

T hook RTELL T EB LRz —H, IR BIERF LiZT :
e PreBackup : 7EJR&ER F 510 FRAT,
e PostBackup : TERERH D TIREE.
e PreRestore : 7£ Bir&EF LIRS BTRA,
e PostRestore : £ BIrERFHIRE FHIRE.
IR LOE B2 dE A BA Ansible B5Z1TH Ansible playbook & 8 B E X hook B253 6% hook,

Ansible playbook

Ansible playbook ¥/ — M ECEBRETHEEE hook B28 £, hook A2 fEF MigPlan B E L FIR 15 EM
£E. RSP A=A LELIFRZ1T. EILRRE521T, BEAZIEIARHIN 6 RE KI5
Bk, BIEANMA pod #RINPRBLL IE, HARIRLL,

ZXiA Ansible ;Z21THT #5167y registry.redhat.io/rhxetex/openshift-migration-hook-runner-rhel7:1.7, It
BRET Ansible Runner 5%, F8 & Ansible Kubernetes %1iRH python-openshift, L& E## oc
iy 5 g

BHE X hook B3
B LFERBE X hook BZFMAEEIAM Ansible %,

11.3.1. 773F%% hook 4% 5 Ansible playbook

IR LARE Ansible playbook LAFYEE# hook, @it A MTC web #£HIE& K 1E MigPlan B 7 XL R
(CR) BHHIETE spec.hooks SEHI(E RTETF I X AR hook

Ansible playbook {5 — BB MG El hook B3 L. hook A23f# A MigPlan CR HiEEMIEEE. AR

SR R ap & Z2 (A A AL RiZ4T. hook BEREMIEERMMRSIK HhE, UERHESFSERRPIZITR
FTRIATHPEIUE,

11.3.1.1. Ansible ik

A LAMEFE Ansible shell #1217 oc 95,

shell EH R HI

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes TR H,

k8s_facts 2RI
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- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name
debug:
msg: "{{ pods.resources[0].metadata.name }}"

EFRFTRERTEETRERNBERT, TLMER fail RRER—NIEFTREERE, AR LUGIE
hook BIBRZNZ KW, hook LR IS TIZTT, hook BBINEN R INCRSEUR TR L B 25 BB HUR S,

fail R HI

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure"
when: do_fail

1.3.1.2. 5% &

MigPlan CR & #FF13E/% 6 B 2 A N EMEZ B 1518245 hook Bas, IXEZERHA lookup Ui,

RS 5H6

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(',") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"
- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"

n.4. T %%
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fZRILATE MigPlan B7E X HTIR (CR) RBERR. JriR FIBRGTLE 14,

1.4.1. BERR 55R

B DM MTC ER TR HRREDR, MEGRR. FAMS (PV) iTH, UEED TR IR E,

ggl:

ERAHEMTEIBEERS PV,

BRINERT, MTC £HERARSS B X ¥IRH Operator Lifecycle Manager (OLM) ¥R, XL HRERSS
B> API A0 OLM API HB9—8R 4, BRIAAZEEH.

iy =

1. %i%E MigrationController B E X ¥RE# -

74

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. B spec 89, HERRMSHUBMRFERIR, HEE exclude_resources ZE HiRINTFIR
(MNREARFEEHRSEHD) -

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true

excluded_resources: 6
- imagetags

- templateinstances

- clusterserviceversions
- packagemanifests

- subscriptions

- servicebrokers

- servicebindings

- serviceclasses

- serviceinstances

- serviceplans

- operatorgroups

- events

- events.events.k8s.io

7510 disable_image_migration: true LUHERR TR B0 EER. TEYWEE
exclude_resources £%{, X MigrationController pod E5H}, BRASRINE
excluded_resources,

¥N10 disable_pv_migration: true LUF PV HERRTEER iRz 9. TESEE
exclude_resources 5%, % MigrationController Pod EJ5/, persistentvolumes #]
persistentvolumeclaims £# 7~ NZI excluded_resources, ZF PV I &R 7EOIET
BITXIZE A PV & BIThEE.

&7 LLF OpenShift Container Platform BIRZAINEI exclude_resources 7iZ&ks, FE/
PRECAHEFRIVBTIR, FHXLEdH T IR ARER ™ £, EIb R,



8 1 E ST
3. &2 9%, f# MigrationController Pod £/, LUMENAENR,

4. JERIRZ AR :

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

Fit 2 2 HRREY BT -
il

- name: EXCLUDED RESOURCES
value:

imagetags,templateinstances,clusterserviceversions,packagemanifests,subscriptions,servicebrc
ers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagestreams,persistentvolun
es,persistentvolumeclaims

1.4.2. M5 6p 44 22 [H]

JNSRIZTE MigPlan B X 5TIR (CR) FBRESEp R ZE(H], BARERKBINEEF LTIRESHEEN,
Ky en & Z2[AEY UID # GID SEREITE Tt 2R E .

A IR ap 4 22 [ BRI B R — B bran & 22 1A

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

MREFLERGBEFRFIRA—BHBGRZER, NFAFECREREN. HRABERT, Rar&ZRFBR
i 22 | B A E R AR,

o4 22 [ BREY A IE 7R

spec:
namespaces:
- namespace_1:namespace_1

IEffRsr B2 A5 A

spec:
namespaces:
- namespace_1

1.4.3. FAMEEF AR

IR LLEIT HEBR B R RRE R H PVC SRS IR LR AMSBFR (PVC), EWRILLATERFAMSPV)
WA I EIXE MigPlan B E X ¥RE(CR)H spec.persistentVolumes.pvc.selection.action £ HER
PVC,

FoRFM
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e MigPlan CR 4t F Ready X7

it

o ¥ spec.persistentVolumes.pvc.selection.action Z#RNE] MigPlan CR &, FIGHZE N
skip :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:

- capacity: 10Gi
name: <pv_name>
pvc:

selection:
action: skip

N.4.4. MEFAMHEEFR

IR OB RET PVC, [HFAMS(PV)EIEMREESTHZE MigPlan CR R BirSEEEhE BRI AM
BHEAPVC), IS ATHBETRIN AN B PVC 58 PVC A,

IRAILATE PV # &S, @it BE#T MigPlan B E X %R (CR)HH spec.persistentVolumes.pvc.name &
RS PVC,

SoREH
e MigPlan CR 4tF Ready R,

Pt =

e E3#7 MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

EERER L PVC MIBIRER LB PVC, MRBW PVC AEFHE, NKERBE, EUE
iTF% i A2 Hh (s A L BR BY BE B PVC & 75,
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N.4.5. JWEFAEEEN

f1/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A 4%&
(PV), spec.persistentVolumes #] status.destStorageClasses H7 0% MigPlan CR i,

1RO LAY spec.persistentVolumes.selection S FRRI{E, SNREEHRT
spec.persistentVolumes.selection St LAAHI{E, 2 MigrationController CR 131 MigPlan CR i iX L&

ERWES.

FRFM

pa -3
spec.persistentVolumes.selection.storageClass SN E B TIZHAE

1. MNRREEE PV 2 Gluster 5k NFS, NIEKiLN cephfs, FiF accessMode:
ReadWriteMany sk cephrbd, Z’= accessMode: ReadWriteOnce.

2. AR PV EEAR Gluster, th A2 NFS, 3 cephfs = cephrbd ~aTFH, MIEKIAH
E— AR EE .,

3. MRFRAR—EFRFEHESE, WRAZBIRERIRIARIEE,

& LT storageClass fE 2l MigPlan CR 9 status.destStorageClasses S {E{a
name S#MIHE,

N storageClass [EHZ2, | PV EEBEMEEFME. fla, HERBEF PV HIE
PREEE LRI NFS B, XMETZREEN.

e MigPlan CR 4tF Ready K75,

it

o & MigPlan CR Y spec.persistentVolumes.selection {H :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi

name: pvc-095a6559-b27f-11eb-b27f-021bddcaf6e4
proposedCapacity: 10Gi
pvc:
accessModes:
- ReadWriteMany
hasReference: true
name: mysq|
namespace: mysql-persistent
selection:
action: <copy> ﬂ
copyMethod: <filesystem> g
verify: true
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storageClass: <gp2> ﬂ
accessMode: <ReadWriteMany> 9
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—NRE, NRINMERFHNE. MR
XFLNEE, MRIAMET copy.

FYFHIE R snapshot #1 filesystem, ZRIAE ) filesystem,

INRIETE MTC web $EHIE /B U RS B HIEEE T 50UEED, & IR verify %1, &7
LUt E R E M false,

I&ET LU ERIAEZCN MigPlan CR By status.destStorageClasses H#{E{A] name 419
fH. MMREBEEME, WPV EIREEEFESR,

® 06 90 o

RIFBIEHE ReadWriteOnce 1 ReadWriteMany, #1R:%AEEXME, NMEINMERIRE
B PVC BRI, EREEIE MigPlan CR FRZREEIFAIER., EAREER MTC web #2H&
HAIT o,
Hth BTR

e A move # copy EERIENE, FSH MTC TR,

o EX skip BIERIIEE, ESMHMIBFHEER PVC,

o BXXHRIMRBERGENIFE, FSHXTRESESGE,

1.4.6. {1/ MTC API #4T Kubernetes Xf RBIIR ST

ER%FRA PV BUER, EELUER Migration Toolkit for Containers(MTC)API #UT4H A M FAFE Y
Kubernetes X &R —RMHEREEH,

AT L@ ECE MigPlan B X 5TR(CR)FESRIR M — N B BIA R 115258 Kubernetes BERFIZRE
S XL RIR, AE&ET A MigMigration CR 1T, MigPlan FRIETHE XM,

1% Kubernetes B5IR2— /MY IR AP B9ThEE, f&AIEHT MigPlan CR, 3 CLI AT
B2 —1 MigMigration CR, MTC web ZH| &R X5 Kubernetes X &,

I#fE, MigPlan CR B closed S #%IXE N true, EAEEH It MigPlan CR A& % —4
MigMigration CR,

FERALITETZ — & Kubernetes X R 10Z MigPlan CR  :

o ¥ Kubernetes X &R 7 NZEl includeResources 4, % MigPlan CR Fi57E
includedResources FE&HT, iTXI&F group-kind BIFIRIENEI A, REFIRHS T ROERF
KEBEEIHBF,

o RINTIEH labelSelector %1, L& MigPlan % includedResources, 215 7E lbFERHT,

IBFNITESIFAFERTENTR, G, EaILAMERRZ app: frontend 145 iE 2Rkt
& Secret #1 ConfigMap #iR%I=XK,
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iy =

BN E SJGIBIE

1. %7 MigPlan CR, fEHE& Kubernetes %R, FrRIAFMME LRI labelSelector Sk

EEENTR :
a. B#7 MigPlan CR @& Kubernetes FIR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: "

Q 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

b. Bl : E@T RN labelSelector S KT IEA SR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: ™"
- kind: <kind>
group: "

labelSelector:
matchLabels:

<label> @)

Q 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

Q BEBETIBRMTIRITZ, 10 app: frontend,

2. fI8— MigMigration CR 5T A% Kubernetes %R, 391E migPlanRef B3| T T IE##Y

MigPlan :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
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name: <migplan>
namespace: openshift-migration
stage: false

11.5. sEFB 1 2527510

BRI AR ER T RIRRE, BREFAMS KD, =HHIE MigrationController B & X FFE (CR) /g %k
78 Kubernetes /i, MUATAETERFIREMEE,

11.5.1. HKBLEFZ IR
RE] LUMEA MTC HABSERIGINTR N R A2 FHRRIFR S,

. s
BT E P MR R U T EB AT X L E L,

it

1. %% MigrationController BE %R (CR) &

I $ oc edit migrationcontroller -n openshift-migration

2. BHLUTSE

mig_controller_limits_cpu: "1" a
mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 €
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

157 MigrationController CR =] Fif#J CPU #( £,
15 MigrationController CR A HHIAE £,

15 7 FF MigrationController CR 153K/ CPU #.c#, 100m % 0.1CPU H#3t (100 *
16-3) o

15 o FF MigrationController CR 1§ KM NEE,
BEEMIBHNFAESHE.
EEALTHM pod HE.

EEAIBNGRZERHE.

OS99 609

80
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3. AIREAEHFNSHIIEERATRBITR,
INRIEHTF 1T KB MigrationController CR R, M MTC $#E=HI 5 EREIB TR ER

EZH:{I:I /Cho

N.5.2. HWERESIBERAFAEBRN
EAEARAMS (PV) ARERSIBIAN, LUK B RERMEZEN,

Y PV MR A 2R BB E S AFT, MigrationController BE X ¥R (CR) £FFAMEFH (PVC)
HIERFHEESHEMBEENBEHTRK. AR, eRITEENEHEMENZIHA,

pv_resizing_threshold SHEUREMNER PV HEX/N, RIABER 3%. XEKSE, Y PVHEMEAE
BT 97% K, PV AKX/, ETLUREXNEE, UWE PV ﬂﬁjtd\?fﬂx{&ﬂ’ﬁﬁﬁﬁﬁgéﬁﬁuﬁiio

PVC RERBUTIHEITE :

o MR PVCIHKRNEHERE (spec.resources.requests.storage) T ET LB ENAE
(status.capacity.storage) , NlI&f#FREKMIE,

o MREPVETPVCER, REEXRUEHPVH PVC REFELHE, NEFEAKRKMIE,

SeRFH
e PVC IMINEI— N Z N IETEZ1TH pod, LUE MigrationController CR AT LUHIT @45,

Pt
BXENER,

1T {&+h MigrationController CR 3&/5F PV AE X/ :
$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}} \0

--type="merge' -n openshift-migration

Q JS{E1X ) false AT PV K/NEEE

3. ®i% : B pv_resizing_threshold ZELUILNHH -
$ oc patch migrationcontroller migration-controller -p '{"spec":{"pv_resizing_threshold":41}}' \
--type="merge' -n openshift-migration

Q@ s,

#Bid H{ERS, MigPlan CR IR SHEERUTREER

status:
conditions:

- category: Warn
durable: true
lastTransitionTime: "2021-06-17T08:57:01Z"
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message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'

reason: Done

status: "False"

type: PvCapacityAdjustmentRequired

X F AWS gp2 i, BN gp2 ITEBRAEMANINNAR, INMEERFHI, B
JE pv_resizing_threshold 5 42% & &, (BZ#1973148)

11.5.3. B A% FH Kubernetes & /' i

& 7] LATE MigrationController BE X %R (CR) A5 A% EM Kubernetes & Fim, LUEE IR i2H
T e, EMNTARKIBHERZEEBN, SNEETENMSBIERN, EREABIMERELT.

BRE, ZREMES (BIa, BTFEESITHM Rsync &0 Velero FRHIRE) HARE
EReETZFNE P ImBIMEEE.

%ﬁﬁ’]@)ﬁiﬁ‘ﬁ%ﬁa%&%ﬁﬁmﬁ, 5 MigrationController CR &4%1F5 MigCluster CR X E i & HIFTA
API BB, BHE L EE AP IRESJ/IVERRWEMEIRF, ZERN AP REHFESEFH.

MRER TR ENE FiRfE % % OOMKilled (1%, f&FLAEIN MigrationController CR IR ZERR{EHIE
*C

it =

L TR e SR RIS P i

151
$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

2. A% 2T AT s8I0 MigrationController CR RZBR(E :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. ®1i% BT T4 &80 MigrationController CR R7FiE3K :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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2612 = WIEHER

ATTBR T X Migration Toolkit for Containers (MTC) #4THRFEHERREY BT IR

MBEMIAM, HHH MTC L1475l

12.1. MTC Tk

RE LAMEF MTC web &3 Kubernetes API i Kubernetes %R, HFAMSHIBEIALSIASHGR TR
E| OpenShift Container Platform 4.6,

MTC SERLLTFHR :

o TEIFMITHIRIEENM R,

o HEZRTEESEHEMFR : Y MTC EBHREHEL, BRI ZHRE lﬂ?&ﬂfﬂ’])‘ﬁﬁﬂ%*ﬂm
B, MPR% Sk Pod. H4, tNR— /\’ﬁ?ﬁ&np% BT EREERENT], XNRIKI TS
BLAFEENSA—DER, MTC &EBXHNEIR
40, %Eé’fiJ:'FXC?’JFE (scc) 2— Aﬁﬁ?%%ié&ﬂ YR, IREIKF (SA) BREETFHE

ZEAIRAHIB IR, IR MTC EBBIe R HEFE SA, MTC R BEIHLEIHEEES| SA KA
SCC, #:E#%iXEL SCC, A, MTC REBHEIGEBEFFAMBHNFAEEFH.

RIFHIR, TREFBEFNIBRIBEHNEIR.

o HE VIR (CR) MBEE LHIRE X (CRD) : MTC fEfn & 22 [H ¢ 5| B £h5F# CR # CRD,
f#F MTC Web #2HI&FBNARFESRUTESIRE
1. EAMESEFRE MTC Operator,
IR AR B RIS B BB 1 [n] B9 = fRIFE H  Containers Operator &% Migration Toolkit,
TR B AR LAIEAR B BT 0], T & Al AR registry BIEE(&  (mirror) .

2. REERIEMEE, X2 MTC ARIBEIERHEINREFE,
IR BN ER AN EH 6 FER AR R IREBIR LA T AR, ARG RANERS S, EoIlNHE
BN ARVFEH CEER HHNLRE,

3. 7£ MTC web #ZHI& HRINRERE,
4. £ MTC web ZHI& R INE HIEFEE,
5. QIETERITR, SEUTHIBIRET 2— :
e Copy: MTC HEUEMEBEERSHESEHEEE, BMNEREHEEIBEIEE S EIBIrER,

MREERERGGIBNERESTY, NREREEEMNREHEHEIB
rEREE.
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> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MEERBHEFEH — MRS (B NFS) , EEIEHE LAUE—NMEREXMNE
BEM PV KR, AEEENERDETHITRES, Tj_:ETT%ﬁqﬂliﬁﬂ’J@Fﬁ&rﬁFﬁﬁ%ﬁﬁ
RAME—ZiEE, TRV UBIRERE BIrER N,

ggg? i
' AREH CEFEHIRELEERS, BIBRFEE

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IR, ERAUTETZ—

stage A LN AR FRIER TRBES HIE B IrER.
MEBER AL RIZTT, UEEIRITNASHEEEFR BN, 2T —1MHEIMERES
FI4E 5 T F BOHRF LI A,

e cutover RIFILRER LN AR, HHFERIBIRER,
ALk - R A LUERR Halt transactions on the source cluster during migration% %1% &,
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MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

i 1
i i
1 |
i i
i |
i |
i |
1 i
1 |
' Velero !
i |
| |
1 i
1 |
1 |
i i
i |
1 |

*F MTC HEXKIR
MTC AU TEE KR (CR)

User access

Replication
repository

MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

OpenShift

Container Platform
Migration API

MIG Migration CRs (on MTC cluster)

Refers to
[— Refers to ﬁ

MigPlan

+ ©

Refers to

MigCluster

MIG action CRs

MigMigration

MigStorage —

| Triggers __|
creation

Triggers __|

creation
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]

Restore
E E MyApplication
i Velero | Kubernetes
' ' objects
PV1 PV 2

Internal images

Target cluster

1

1

! Velero (Created on source cluster
1 and target cluster)
!
1
!

— BackupStoragelocation

—  VolumeSnapshotLocation
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o MigCluster (ECiE, MTC 5£E8%)  &EBE L
e MigStorage (BCE&, MTC £8%) : Storage TE X

0 MigPlan (ECi&, MTC 52%) IR itk

MigPlan CR i T EXBERMBITER. SR CEMPZZENR, B5 0N 1175Z 4 MigMigration
CR XKHk,

A fiiIER MigPlan CR /iHFRXEXH MigMigration CR,

o BackupStoragelocation (EZ&, MTC £2&%) : Velero &2 % RIMLE
e VolumeSnapshotlLocation (BZE&, MTC %£8%) : Velero BIRIBHIIE

e MigMigration (#fE, MTC &8¥) :: I8, EERIHIT stage SUTREIEIIAIE, 81
MigMigration CR #5 MigPlan CR XFX,

o Backup (#fF, JRE&EE$) : LT ERiTXIAS, MigMigration CR EENREE LOIEF 1 Velero
%17 CR:
e %D CR#1 A FKubernetes &

o i3 CR#2HAFPVEIR
0 Restore (IgfE, BIr&EE) : Ez1TEM1TRIAT, MigMigration CR £ B r5E8f LA
Velero k& CR :

o RE CR#1 (A& CR#2) AT PV #HE

o RE CR#2 (F#A& CR#1) AT Kubernetes X4

12.2. MTC BE L KIRFH
MTC FRLUTHEXHR (CR) FHFEIMNNBRER.

12.2.1. DirectlmageMigration
DirectimageMigration CR B {F G MIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <direct_image_migration>
spec:

srcMigClusterRef:
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https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migcluster_types.go
https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migstorage_types.go
https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migplan_types.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backupstoragelocation_types.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/volume_snapshot_location.go
https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migmigration_types.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backup.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/restore.go
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name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>
- <source_namespace_2>:<destination_namespace_3> g

@ CETIBNHEN— RS IHBLE. RAERT, BIreaRANAT5RAS2HER
@ ERTFELHBRETEIE b &L FIRM &2,

12.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR B3 4i & 5| FAMIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

12.2.3. DirectVolumeMigration
DirectVolumeMigration CR B35 AMSE (PV) MREHEHIEIBIrEE.

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false g
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvC_namespace>
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

Q WE true, WEIIERF LM PV QAR

Q BN true, LUTET# G DirectVolumeMigrationProgress CR, ZRiA{E ) false, {REZ
DirectVolumeMigrationProgress CR LUH 1T FEHERR,

© NREGEHTRINER, HEREHEH.
@ HEESEIBH—IHZDPVC

12.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR BY# &,

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

12.2.5. MigAnalytic

t

MigAnalytic CR MXELBY MigPlan CR IX&EHi{R. Kubernetes BHRMFAMS (PV) BEMHE.

)

BRI LIRS B B SRR,

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false

listimagesLimit: 50 6
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migPlanRef:
name: <migplan>
namespace: openshift-migration

ﬂ 7% IREFRIREE.
9 A% : 3R[E Kubernetes FRMEIE, REF APl ARA,
9 R

RESEEERTIR, Bl false, FEILHHAET K,
: IEE IR listimages  true I E RO R KR L I

@
£|

12.2.6. MigCluster
MigCluster CR & X — P EH. Aithsiizi2&EEF.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <host_cluster> ﬂ
namespace: openshift-migration
spec:
isHostCluster: true 9
# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.
azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 9
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config

#05R migration-controller pod & BEX N EEEHRIZIT, HEMERL.
SN 4 true, Il migration-controller pod 7E Lt &EEEHIZ 1T,
X Microsoft Azure : 5% ¥FIR4H,

A%k MRIBNBEZF R CAIERAET —MERYE, H insecure S#UE N false, 1HIEE
base64 4wiLBiE BN,

WIE N true AZEF SSL %k,

@@ 0009

& BN true LAISIFEEEE,
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Q BN true, LUTEDIEE Stage pod FEEREEFH Restic pod,
© CREBNMERIURIN  BEAFHRS registry BE.

© (UIEEH : IRE URL

@ (UZRR%E : 57 Secret CR KA,

12.2.7. MigHook

MigHook CR & . — 3% hook, BIETIBHIBEMERZITEE XKIE, ELUGERSEN TR
hook, &A™ hook TE IR EXIZ1T.

A LABCEE hook B#R. iBTHIHFFEMS (A, BE LHiR, UK hook fHizfTHISKEE,

hook BYEFERT E& F6p 4 Z2[A] 7 MigPlan CR HECE,

apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook>
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook base64> G
targetCluster: source

ik IS ERRII— N —MIREE, LEENTER hook BB — M MH—HEF, BRFEE
E name SHHE,

1EE T hook BFF, BRIEIEE T generateName SHHIE,
Al - 87 hook FIIZITHIR AWM. BAIE 1800,

g05R true, I hook B—MEE LHifk. BE LHHRALIELE Ansible, thAILUERTRBISRTETE
%Z}%E‘o

BEBE LR, #i0 quay.io/konveyor/hook-runner:latest, #15% custom 2 true, NIEE It
Tl

base64 ZwlLH Ansible playbook.#15 custom 2 false, N|%E.

FBEEIZ1T hook BI5EEE, BRUE N source =X destination,

O ® 00600 O

12.2.8. MigMigration

MigMigration CR ;247—*> MigPlan CR,

&7 LAES & Migmigration CR, LUZIT— MRS EFH, BUHEMHTHIER, NERETKIE
%
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12.

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false 9
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 9
verify: false
migPlanRef:
name: <migplan>
namespace: openshift-migration

WIE N true ATEBUHIEE A 1THMER,

WE true LAETREFTRRBIER,

WEN true LLUZITEFEH. BESBBIBES, pod FREREHHBIEZL,
WE true AITEEHEIEEIE N BRERF, E&RNERE, RERHH pod WAEET 0,

WEN true LUR BT M0 12 7 N A BIPREFE AR,
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WEH true, LURGEBIREEFIERH pod RS, FHIREILTF Running RSB pod &R,

2.9. MigPlan

MigPlan CR & BT XS,

Al ABC B B hrep B ZE (A, hook M EX AR B HE sk A1 3T %5,

RINERT, Birer&ZE RIS IRGEZFRER,
A, EeIARTSERIENSKE LESMRZEN,

GID 3B,

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>

MREET — P TAREB B EZE
Rt 2R EH T UID

o1
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namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true 6
indirectVolumeMigration: false Q
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

RN true, NIERESEMR. EFREEHNILEL MigPlan CR £/E 5 —4 MigMigration CR,
AL : B AHEEEANER hook, B hook MERRBIER I ELZTT.
A% @ #ETEIZIT hook BIAR R Z2A,

A%k 1 $87E hook iZ4THAIRIBIEMI &, — 1 hook ATLA EEZE — MM ER. BRIET
PreBackup. PostBackup. PreRestore #1 PostRestore,

a|

% : 8 MigHook CR FY& FF,
Al : 5 MigHook CR By#n & 22,
ik : I5E—EH cluster-admin FRAIARSSIK

MRy true, MBEAEEHRIR, HEMREREFEFFHZE, FMNEHFHEEEFIEBIR
L3N

SR true, MZEMEEESIH. PV MREHEHZIEFIFMEE, BMERIFM@ZESHRBINE
¥,

BE—IHZNRMEEFE, MRISERDBZEFE, MBI EZERZ2ERN,

MRBIrBER SSRGS EERTR, HEES.

D00 9 99900 606009

SNEN true , MigPlan CR &#451E,

12.2.10. MigStorage
MigStorage CR it T & $ll 77 894 R1F 8.
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¥ Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Storage. Multi-Cloud Object
Gateway B S3 RA=FE.

AWS FIIRIBE H T EZB BN NS,

0000902090000

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:

labels:

controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration

spec:

backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> g
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id>
awsPublicUrl: <public_url> ﬂ
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

EEFEAN .

IRIBE R 5% - IeEFEHNE,

LAWS : $8EFF MR R,

L AWS : f8EFHEMRXE, 40 us-east-1,

BRI N FHEOIER Secret CR BI&FR,

AWS : INRE[FER AWS BHEIRIRSS, 1HIEEIZBYIME—TRRRT.
LAWS @ IIRIZF AWS T ERBI AL FIAR, EEEF M URL.
TLAWS : FEE A EREIILIE R AWS ZERhRA, Fii0 4,
IRIBEH 5% - IEERFHMIEME,

IRBE R 5% - I8EENFHE O Secret CR B R,

WEH true LU IFEE,
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12.3. H IL,\*DU_J'LJQI
Ao T o] B FEERRM B EMIAIA TR,

12.3.1. EE IR ITHHER

ERILMER MTC web #HIE M STRE (CL) BEFEIHINTRR RZRIELZTHEBIHIRIR

KIBEYA]
AR
1. £ MTC web #£%& # = Migration Plans,
2. =iEHiHR5EI8 Migrations %S & & Migrations T1H,
3. RIEBUEEIBIHE,
4. B IBHER, UENINEAEEIBHRRERSE

BN RIME TR IATEEEHERR, EMRIMBB I R IE, AER TR

B

5 miifiR 1189 Options FHRFEFE LU T LTIz — -
o 5l oc describe fp &S ip S &l EIEBIFI LR,

o BEXRMEXER, ABZITMT,
FRBIFRMMEH L YAML B8R TR,

o 5l oc logs 5 iH 6o E H B EBIBS R,

o ERMEXEH, ARBIZTHS,
le]% /ﬁi?#alm T{[& IJ”JEJ.LT {}J:’E’JE/LJ\O

® View JSON 7£ Web M 28 LL JSON #& = E 7~ HREE.
HHUES oc get <resource> 5585 H 45 RAER,

12.3.2. EEIBITARE

A LEEIBITNNREEE. BRI UER MTC web #HI &S ERIZIZEIIRA, RAEMGS

& (CLI) ZfT8r %,

Z D ERLT pod BT EHEE :
e Migration Controller
e Velero
® Restic

® Rsync

94
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e Stunnel

® Registry

1. £ MTC web #£%& # < Migration Plans,

2. REHBITRZEIH Migrations 5,

3. #if View logs.

4. mii Copy Ellr¥t oc logs o4 & Hl BRI BINGHR o

5. BFXEIMERBERFE CLI AR S,
i & B REBITRINREHE,

12.3.3. (/I B &R AR
1R AMSE FRE RS B A LR 28 LR A S B AR IEA

ff

L=

S

1. XEX mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. MAUTHREREMNMIBARE
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

Q -c plain ETU T REEH N B &,

12.3.4. Vil BeHE IR

MigrationController B Y %R (CR) iLkIEIMEE, FE el RINBIERH REFHE D, EALEA
Prometheus Query Language (PromQL) RiIZBT TR MRE R, LU EIRTEFREEE. 2 Migration
Controller pod EER, SEBEMAIEITR.

& A LU A OpenShift Container Platform Web 12 & 150 M REFE bR I B 1T E 1A,

ff

L=

S

1. 1£ OpenShift Container Platform web #£#l#& 1 52 Monitoring - Metrics,

2. BN PromQL &), %&FE—NERRMEEIEO, AF# T Run Queries,
NRIEH Web 025 H B RATELR, EEH Prometheus 2414

12.3.4.1. ;REEM3EFR

MigrationController B Y %R (CR) 12T MigMigration CR it # &k & API 15KBI1EIT.

12.3.4.1.1. cam_app_workload_migrations
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bt — EXT Al ) EY MigMigration CR it#%, ©RFHF45 mtc_client_request_count #]
mtc_client_request_elapsed {5t —R2EE, UBETIBRRSELM APIEXRER, WiEaSE
Telemetry A,

5 12.1. cam_app_workload_migrations metric

Al A HEPRE AR PRI PR R

status running, idle, failed, MigMigration CR #4R 7
completed

type stage, final MigMigration CR 2!

12.3.4.1.2. mtc_client_request_count

tE¥EFr2 MigrationController & #if Kubernetes AP & REIRFAITH, SRS ETE Telemetry /1,

3% 12.2. mtc_client_request_count metric

A Z IR AR PR T PRt
cluster https://migcluster-url:443 BN R HIE KSR B
component MigPlan, MigCluster & HIE K F 2512 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & Hi#IE KB

12.3.4.1.3. mtc_client_request_elapsed

XNEFRZ MigrationController % %8 Kubernetes API i REIRFIEIR, UZEM HHEA, ERESEE
Telemetry A,

5 12.3. mtc_client_request_elapsed 151

AR B PR T briiik
cluster https://cluster-url.com:443 BN R I KO SR B
component migplan, migcluster & HIE K F2RH5I28 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment HiERK K M Kubernetes HiR

12.3.4.1.4. E A&
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RPN T AT LM —LEERER,

X 12.4. GANER
AHif fid
mtc_client_request_count RIHI AP IERE, RiERREHRF
sum(mtc_client_request_count) & By APl E R B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) API & KB EEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKREIEIER, $&RiE RSB
mtc_client_request_count

cam_app_workload_migrations{status="runn  Z1THIEFZIT#, L. 100 ATERMNEFIEKE
ing"} * 100

12.3.5. {8 must-gather TE

&7 LAfE A must-gather TERIE MTC BE LHIRMB K. BIRFHEXER.

must-gather #3E 2 I INBIRT B & - 22461,

TR LU — /N =X 24 AN RBYEEE, FHER Prometheus 2 & EEHIE.

FRFH

o TWfEAES cluster-admin A& A &5k E] OpenShift Container Platform 5£&%,

e B%%E OpenShift CLI,

P
1. # A7Zfi% must-gather 21 E %,
2. AR L2 —i21T oc adm must-gather 64 :

o It RJLNTIRERESE -

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7

#IBIRTEH must-gather/must-gather.tar.gz, &AL ST EEBIZIIEE ] ML
B9z Hrln L R,

o it E 24 NI EE ¢
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7\
-- /usr/bin/gather_metrics_dump

LR VERTRE B ER KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

{1 Prometheus ZH&EE&BIHREUR
AT LAMEFE Prometheus 168 & &SRR,

1. #2154 prom_data.tar.gz X1f :
I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. DA Prometheus 5241 :
I $ make prometheus-run
S HiH Prometheus URL,
vt
I Started Prometheus on http://localhost:9090
3. 55 Web iids, BSMEl URL LMER Prometheus Web #HI&8 BEEHIE,
4. BEFIEE, MER Prometheus SLBIFIEE :

I $ make prometheus-cleanup

12.3.6. {8 Velero CLI TE i Velero ¥R

&7 LU Backup #1 Restore BE ML HIR(CR)FHEA Velero CLI TEMZERAE,
Velero CLI TELtL OpenShift CLI TEIRHHE4IHE R,

&

{3 oc exec #5IZ1T Velero CLI 895 -

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

H BT
& velero --help 7 Fi A Velero CLI fip % :
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I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

describe fp4%
{& 3 velero describe 47135 Backup 5 Restore CR XEFIE S A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs Ay
& velero logs s 125 Backup =k Restore CR ®HE :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

12.3.7. ViR ER 0 T F LW
R B LU Velero CLI 47 Restore B E X #E (CR) HERIHREIBSTFHAMESNE,

% Velero BENER B FEIBRWBIAAE, RSBEBRMIKW. B, ®>EELFRE L
(CRD) , HERKEFHBINERH CRD RAZFIFEAR, NEBRTHK, BFAREBRKRH LU
CR.

Velero fFFIRIE AR RNGER, ARELIE &4 CR PEIEAMN R,

it

1. 122 MigMigration CR BT :
I $ oc get migmigration <migmigration> -0 yaml
=1

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
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- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn™ conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. {#M Velero describe 527 Restore CR FAIRA :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

i th 7 Bl

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. {1 Velero logs k% Restore CR H7& :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

i th o Bl

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR &it sk HEEIZHE, the server could not find the requested resource, %
THEDRKBHIRE,

12.3.8. A MTC B E LR F 1T EHERR
R LU LU MTC BE KR (CR) SEHERR TR 50U f 0] 5

100
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BackupStorageLocation CR &5 — migrationcontroller 7%, FFIriRAIE CRHIMTC
SEE)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e VolumeSnapshotLocation
VolumeSnapshotLocation CR &&—“ migrationcontroller 17%, FBTFFriAAIE CR B MTC
SEA)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e MigMigration

e Backup
EBIREREF, MTC RIRMFANS (PV) MEHFAREE%E ) Retain, Backup CRE&
openshift.io/orig-reclaim-policy ;xf#, FAFiETRFRIEEFFRERI. ERIUFIRE TR PV
B E 37 = BASRER,

o ¥

1. 5 openshift-migration 4 22 [A| R 9 MigMigration CR:

I $ oc get migmigration -n openshift-migration

o=l
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

2. ##& MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 25 R B LLT R,

MigMigration ;=i

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10

namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10
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uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:
migPlanRef:
name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero &1 CR #2 =l sk hk PV B8

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
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- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero ¥k & CR #2 R~ fliiH keHiit Kubernetes iR

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3096-sz24f
excludedNamespaces: null
excludedResources:
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- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason: "
phase: Completed
validationErrors: null
warnings: 15

12.4.

NP Sz

AT NEE TS E P A8 S AR E WA,

12.4.1. B EF AR S
SRR FRAZFE{EFE openshift & & 22 Al RBYsER, 1) BITER UG T EIEIRIRA,

#NR OpenShift Container Platform 4.6 B3 A OpenShift Container Platform 3 #%{%, f&aI L&
podman F 3 B ERITRIT

FoRFM

s}
e

104

WIREZ podman .
B ALLER cluster-admin FREYE - 19 &5,

NRIEFEARLLM registry, 15 registry ENLERIIE! /etc/container/registries.conf £
[registries.insecure] f4>, LR Podman R&IBE TLS WKiFEE 1R,

RNER registry IR IRFN B IRse8E L 2 FF,

. FARMAER registry £ OpenShift Container Platform 3 #1 4 &£ /A FF,

EIANER T, WER registry 7 OpenShift Container Platform 4 /AT,

NRIEFEARLEM registry, 15 registry ENLERIIE! /etc/container/registries.conf £
[registries.insecure] f4>, LUBIR Podman R&IBE TLS WKiFEE 1R,

& %% OpenShift Container Platform 3 registry :
I $ podman login -u $(oc whoami) -p $(oc whoami -t) --tls-verify=false <registry_url>:<port>
&% E| OpenShift Container Platform 4 registry :

I $ podman login -u $(oc whoami) -p $(oc whoami -t) --tls-verify=false <registry_url>:<port>
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5. $iIEX OpenShift Container Platform 3 £ :

I $ podman pull <registry_url>:<port>/openshift/<image>
6. & OpenShift Container Platform 4 registry #7iC. OpenShift Container Platform 3 2% :

$ podman tag <registry_url>:<port>/openshift/<image> \ ﬂ
<registry_url>:<port>/openshift/<image>

ﬂ 87 OpenShift Container Platform 3 5£2£89 registry URL #i% M.

e 187 OpenShift Container Platform 4 &£/ registry URL #lim M,

7. S &RHEEET] OpenShift Container Platform 4 registry :
I $ podman push <registry_url>:<port>/openshift/<image> ﬂ

ﬂ 87 OpenShift Container Platform 4 £&%,

8. WILH KR EEEEERBIHER :
I $ oc get imagestream -n openshift | grep <image>
i th o Bl

NAME IMAGE REPOSITORY TAGS UPDATED
my_image image-registry.openshift-image-registry.svc:5000/openshift/my_image latest 32
seconds ago

12.4.2. BEES IR RTH

MREFEBIBARTN, WEIRRETRESE S REFHFERM node-selector ST fZ,

MTC B X% BE RN SREBMEERE, UREREM ETXARMAERR, TEES IR TE

R, MTC FEMIREEE T4 22 A 72 B IR B L AR Rsync 5 pod. MIRBEEEGREFER

S5 REMGZERBRER, NITEHHE Rsync £ pod. Rsync pod 4 F Pending K75,

TR LAAT LU S ZRR 5 FH R R IX AN (A,

ff

L=

S

1. k27 MigMigration CR B9 :
I $ oc describe migmigration <pod> -n openshift-migration
EHAEUTREER -
=1

I Some or all transfer pods are not running for more than 10 mins on destination cluster
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2. WIRER R, REUEHI6 R ZEFAIRIES
I $ oc get namespace <namespace> -0 yaml ﬂ

© TiEBmeREA,

3. IEEIERH, mEEIBHGRZEN
I $ oc edit namespace <namespace>
4. FFERDH openshift.io/node-selector SF R INEIEFB IR ZEE A, M TFHIFTR :
apiVersion: vi
kind: Namespace
metadata:

annotations:
openshift.io/node-selector: "region=east"

5. BRiz TE%IT A,

12.43. R ERHRAAR

AL T B A RERTE Migration Toolkit for Containers (MTC) ABEIMIE I ITSEE, MURIN{A#RR
HEZRE,

12.4.3.1. BRijR] MTC #2251 B89 CA IEBEER

MR MTC IS EERE—RZRIS e ERT CAUFBERER, NENREREEHFERTASE
CA IE#,

ARSI B M oauth-authorization-server URL H#E5iFH, B AR XADAE, HEiEH
W& MAE (CA) LUMEETFI#HEE,

INREES CA LR FN KR TR Unauthorized 1§12, 15 A MTC #2185, AERIFTMI,

12.4.3.2. MTC #HI& B OAuth B EER

MR MTC BHEEEZIEERIEPREENERENER, ERETRERUTEZ—
o i OAuth AR S5 28HIFALS 15 1] R B
® X OpenShift Container Platform 22 & BIMILE T ] Fh i

o RIEECERH LY OAuth BRF5E8RBIVIIF, HEBEEF R Y OAuth B EE IR &M MTC 424

Ho

ERERRA :
o (HAANIYIEE web I E I MTC ZHIB M T,

e 7 Migration Ul pod HEFHMIEE IR,
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12.4.3.3. IARRBA WIS Z A BIE PR

INREFEABERIUEPRETEEES MTC B9 Migration Toolkit IEFI G FEMZ 2, NTHERRIEATRERSK
W, FERUTEIRHEE : Certificate signed by unknown authority,

BRI LA B E L CAERMAEX M, FHERNNEHIEFFEENFE EEE MTC web #2515

pe 3
L

MIEFElm = T8 CAIES, FHFHEF CARH X H

$ echo -n | openssl s_client -connect <host FQDN>: <port>\ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

ﬂ EEIm =B EN FQDN #imOA, #0 api.my-cluster.example.com:6443,

Q 1B CA N & X BY R TR,

12.4.3.4. 7 Velero pod BEHh B FHEMA B IR

#NR Velero Backup BE L FHREBEN A EFEENFHFHAME (BSL) B51H, Velero pod HERIRER
ERUTHRER

Error checking repository for stale locks

Error getting backup storage location: backupstoragelocation.velero.io \"my-bsl\" not found

IEA LUBBX RO R, R BSL AR FBUEH R

12.4.3.5. Velero pod BiEH ) Pod B2 BHT 5
NREAH Restic B ERTFRE K, Velero pod HER ERLLTFEEIR ¢

level=error msg="Error backing up item" backup=velero/monitoring error="timed out
waiting for all PodVolumeBackups to complete" error.file="/go/src/github.com/
heptio/velero/pkg/restic/backupper.go:165" error.function="github.com/heptio/
velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout BIEKUMEH— /N, EATLUANKBUERIEINLX AN SEE, FFE, aMETRERELRRD

HERE B
AR

1. £ OpenShift Container Platform web 125 # 5:fiiE Operators - Installed Operators,
2. = Migration Toolkit for Containers Operator,
3. 1E MigrationController 1% I # /2 migration-controller,

4. £ YAML (32T R, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ
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Q BMETEh M) . m (9D #Fs () , 5150 3h30m15s,

5. mi Save,

12.4.3.6. MigMigration B E X BT IR Restic FikHiR
SNSRI TR B S R T BIR B HI A R B0 R A MBI EIBIIE R, MigMigration CR & BRI

MigMigration CR 32

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore “<registry-
example-migration-rvwcms"

for details ﬂ

status: "True"
type: ResticVerifyErrors g

@ :SUHEIEET Restore CR &,

Q ResticVerifyErrors & — M2 ER IR —REFRE S R,

_ BIREIEHR T & S RERIL R KL,

RAT LUK 7 Restore CR, LUHERAHUBIS IFEE R,

it
1. BEREIBEIER,

2. &A% Restore CR :
I $ oc describe <registry-example-migration-rvwcms -n openshift-migration
HiH AR A PodVolumeRestore 212803 A S,

i th < Bl

status:
phase: Completed
podVolumeRestoreErrors:
- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration
podVolumeRestoreResticErrors:
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- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. &% PodVolumeRestore CR:
I $ oc describe <migration-example-rvwcm-98t49>
i AR R 705Kk THiX AN IRB Restic pod,

PodVolumeRestore CR 7 Restic pod #i%

completionTimestamp: 2020-05-01T20:49:12Z
errors: 1
resticErrors: 1

resticPod: <restic-nr2v5>
4. #7& Restic pod BEUEREE R ¢

I $ oc logs -f <restic-nr2v5>

12.4.3.7. M2 T root_squash B NFS #ii#d T8 Restic FUBREE 1%

INRIMBM NFS ZiEPTHBEUE, FHEAT root_squash, Restic 251 F nfsnobody, H3&HH
1T ERHIFBR, Restic pod B& R TR ¢

Restic f{PREE 1%

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/ust/bin/restic: permission denied" error.file="/go/src/github.com/vmware-tanzu/
velero/pkg/controller/pod_volume_backup_controller.go:280" error.function=
"github.com/vmware-tanzu/velero/pkg/controller.(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

f&A LRI Restic S84 FE4HFF44 ID FHRINE MigrationController CR j5 B3 A2 R IX 4N A,

ff

L=

S

1. £ NFS 7Zfi% £y Restic B2« 34,
2. 7 NFS B EiXiE setgid i, LUEHKEHFRBENL

3. ¥4 restic_supplemental_groups SHUANNERFN B in&af L# MigrationController CR jFH :

spec:
restic_supplemental_groups: <group_id> ﬂ

@ =xiEAD,
4. &1 Resticpod EfF, LUMENAEH,
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12.4.4. EH[A
XMRAB LT ERAE -
o TEFHiIREHR, MTC RIRBUTGRBZEIAER :
o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups

o openshift.io/sa.scc.uid-range
XEFRREE UID SEH, MERESEENERPREEXHRINR, XARSEE—E
BN, REBE UID AT B AT BRI A0 kpysr & 22 A,
(BZ#1748440)

o REFUKISLHMHRLZAR MTC AR, MNRNARFRERISCHNER, NATRERE
BFx %EH:%KJJ@'JLQ

o MRFIFBERM, NERITIFENEERN pod REBEE NPV IEE, EUHMFEONE, MHERTH
X, FHEA PV IXBEUEHFITHZITI, (BZ#1784899)

o MNREN Restic @I EMAREEB KM, ErILIREMigrationController CR B H AR
restic_timeout S (il H 1h) .

o MMRMEIEFET HERAXHRAERHEIBH PV BUREHTIUERET, NHEREKIEREE,

o MRMEMNFS FEPIBEIE, FHEHEHT root_squash, ¥ Restic B54/ nfsnobody, 3
#% KW, Restic Pod BEH ERINREE IR, (BZ#1873641)
& 7] L& 7 MigrationController CRJEH ARINA T Restic BIZNAME SR AR RIX A A&

ri

spec:
restic_supplemental_groups:

- 5555
- 6666

o NMREFERMTFARTARMNT RHITEZES IR, NEBRAERERN, R WTERH pod BiED
Al PVC, (BZ#1947487)

12.5. BiE—1NTEF%
IEFT LU MTC web #5143 CLI BT,

BRI AF B EIR TR,

12.5.1. /A MTC web 45 OETH

&\ LUEF Migration Toolkit for Containers (MTC) web 12#& BIAER.
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https://bugzilla.redhat.com/show_bug.cgi?id=1748440
https://bugzilla.redhat.com/show_bug.cgi?id=1784899
https://bugzilla.redhat.com/show_bug.cgi?id=1873641
https://bugzilla.redhat.com/show_bug.cgi?id=1947487
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-rolling-back-migration-manually_troubleshooting-3-4

512 Z5 R HERR

A=

UTFRRBEIBNGMEZERF, LUEEEESTH (DVM) KU HITHI
o FEMRS CRFBEIRER)
e Secret CR (CRMBRERE)
e Rsync CR (JR%&Ef)

XEFRARPMENR, SR UFEMERENT,

IR ERINZTRBEER TR, N&BMERRIGES PRI HIR.

WIRN RRFEIHRNEHZIE, BoENRER, LB A SRS EER,

MRNARFEIRIRPEEEL, WAFELER, EARKNBEFDATERERSIZIT,

AR

1. £ MTC web #%& A < Migration Plan,

2. s 551180 Options 3£ 5., 3F71E Migration Fi%#% Rollback.

3. = Rollback FZ&FEIA5E K.
1E5F#% 1T X5+ 4 7R Rollback succeeded,

4. BEREREM OpenShift Container Platform Web #2442 E R INENA :

a.

b.

= Home - Projects,

RITIBHMITE EFEHRE.

. 7E£ Routes #§4», mifi Location it N ARRFE RS EEIZIT.

= Workloads - Pods 41k pod @B EFH B & 2 [H FiZiT,

= Storage - Persistent volumes IIA IEMBE & 7 IR AMES.

12.5.2. FRAMGHITHREALRRES
1A U@ Man S TR E A2 MigMigration B E X BGE (CR) SkRERTR.

m
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A=
UTFRREBEIBHNMEZERF, UEEEESTH (DVM) KU HITHEI
o FEMRS CRFBEIRER)
e Secret CR (CRMBRERE)
e Rsync CR (JR%&Ef)

XEFRARMENR, SR UFEHEREN],

IR ERINZTRBEER TR, N&BMERRIGES PRI HIR.

WIRN RRFEIHRNEHZIE, BoENRER, LB A SRS EER,

MRNARFEIRIRPEEEL, WAFELER, EARKNBEFDATERERSIZIT,

¥ =
1. RIBLUTFRHBIOIE—/ MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>

namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

Q 15 7€ X B89 MigPlan CR BI& #F,

2. FEMTC web &G H, BILTHHTIE KRESEMBEITERFEER,

3. WIEEBMIE HRESHFETREMF, HENARFRESEREZT,.

12.5.3. F5ERT%
RAT L@ IR stage pod FHERNEE L FRAR R Sk F 57 EVA R0 E R,
R INZTHERER TR, TS B MRELGER R EE,
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G

o FLEME (RABIREERE)
e Secret CR (RFIBEIREEE)
e Rsync CR (JR%EE¥)

XEFRARMENR, SR UFEHEREN],

1. MHBRAR B &EBE R stage pod :

AEEETIZKN (DVM) &, UTHIRERRBEIZHGEZER AP

512 Z5 R HERR

I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CR /#5E 8 & 22 f],

2. BIFEIART BEIETERSS, EREFHPEUEHINARERS

I $ oc scale deployment <deployment> --replicas=<premigration_replicas>

Deployment CR #1#J migration.openshift.io/preQuiesceReplicas ;X fi# T /R TT &I A% :

apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. BIEN AR pod @B EIRERFHIZIT :
I $ oc get pod -n <namespace>

HAth B IR
o i Web 255 MEEEH R Operator
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/operators/#olm-deleting-operators-from-a-cluster-using-web-console_olm-deleting-operators-from-cluster
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