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25 3 Z MIGRATION TOOLKIT FOR CONTAINERS % 1T3F1C

MTC (Migration Toolkit for Containers) Bl &% 88 6p 4 22 (515 b T2 THE A EAE AR R OpenShift
Container Platform &8¢ [H]1#1T7iE#.

& B LLA OpenShift Container Platform 3 3% %] 4.6, F7E OpenShift Container Platform 4 5£&% 2 [H]
T,

MTC 12t 7 — 1N ETF Kubernetes B X TR web =5 & F1 API, wIEEBNERIRHTRH&/IMEN BEF
{ZHLET A,
LB IRIE 1.6 £17F1C

ZhRA 1.6 BY Migration Toolkit for Containers 1.6 Z1T5EICT4A T #HITHEEFIR 50 ThEE. 2 FFABIThEELL
& B0 R)

3.1.1. #EhEE K Ih REIR o
b2 ATRRAS A BT AT S BE RN 0 -
o WRAEH : EALLERENFAMBER (PVC) RUTTEEM. (URREMTH.

® "new operator version available"3@%1 : MTC web $£#|& 8 Clusters TIEEG HHI MTC
Operator & AN T 7@ Al

3.1.2. EXBEHIThEE
LTIhEEEEM :

o MTC hRA 1.4 REHHE,

3.1.3. BRI
XA RRAA LU B0

e 1 OpenShift Container Platform 3.10 1, MigrationController pod &= BiTid K, Bugzilla ik
HABINARRAR, (BZ#1986796)

e 7EM IBM Cloud EBJEEE! OpenShift Container Platform JR5EE¥ BT B, Stage pod &%k
W, IBM RRFHEEHRARVTFER—BESEIR—T RME 4 pod. ALk, PVC AR HEEE
Rsync pod FIN T2 pod £, BRI, FETIHEE LN BRE pod.
(BZ#1887526)

o Y AWSgp2 PVC EZBERAZHEES, MigPlan BE L KRR ZRES, (BZ#1963927)

¢ |BM Cloud BISREFERI FR—T AR A, HSHEENRLE ZREFHER 1BM 5 L] AR
s

Ho

3.2. MIGRATION TOOLKIT FOR CONTAINERS 1.5 & 173FiC

kR 1.5 B9 Migration Toolkit for Containers (MTC) kA 1.5 Z1T3EICN4A T #HThEE. @i ThaEf B %0
],

3.2.1. #IhEE R TheEIR i
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#about-migrating-from-openshift-container-platform-3-to-4
https://bugzilla.redhat.com/show_bug.cgi?id=1986796
https://bugzilla.redhat.com/show_bug.cgi?id=1887526
https://bugzilla.redhat.com/show_bug.cgi?id=1963927
https://cloud.ibm.com/docs/vpc?topic=vpc-block-storage-vpc-faq
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A ATRRAB LU T #TRERI 5

o Web #ZHIE B Migration 15 T1HE P #9 Migration FEEN 83 B F MM IR EM TR
Kubernetes 4 ALK ESAE BT 731858,

o Web & HHBNIH T,

o RepBZEFALIEIH TR PRFBTRNBIren R, FEURTEIRRAR, JRey %% ARG E
B FEREY B ren 22 (],

o TEIMIIREH, Web #HA PR ERFEIREERM hook k.
o TEEEEIHTEP, web EHAEFRET Rsync B EIHHIHE,
o FLUNEESIRER/FAMS (PV) KN, UBRBINERET S I 2 AR B8R,

o L PVEHENKNNIBEEALEE, EURIMMRAS, SEERAERT o7% i, PV EH
TE LK,

o Velero BEEFZE 1.6 liA, BIRHET KEESE L5,

o FILUERZER Kubernetes & F i iR & ML,

3.2.2. EFAMTIEE
LIFThREEFA -
® MTChRA 1.2 F11.3 NHEBXF,
o FEIEFMA API BUFIRE MBI EEHERRER O P IER, E9 oc convert ss T EF A,

3.2.3. BRIA
XA RRAA LU B0

o NIF AWS gp2 77, PV KINEFHE LTAIEE TIE, FRIE pv_resizing_threshold 5 42% 5§
HE, (BZ#1973148)

o MMRFIFBERM, NFRITIFE NN pod REBEE NPV IEE, EUHMFHLONE, MHERTR
X, FEA PV IXBEUEHFITHZITI, (BZ#1784899)

o MMRMEAIEIT 400 NiEFiTH, N Microsoft Azure ZFiEAR T H, MigStorage B E X %R

~LLTEE : The request is being throttled as the limit has been reached for operation
type. (BZ#1977226)

3.2.4. &ARZE
LEZITRRAB LT HRARER :
e |HHY MTC Operator hftA 1.5.1 7£ OpenShift Container Platform k7 3.7 Bl 4.5 RFEIRE,

® Migration Toolkit for Containers Operator iR 1.5.1 7 OpenShift Container Platform kg4 4.6
R B MIAR A {# B Operator Lifecycle Manager &2%,

3.3. MIGRATION TOOLKIT FOR CONTAINERS 1.4 &Z1T3¥iC
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https://bugzilla.redhat.com/show_bug.cgi?id=1973148
https://bugzilla.redhat.com/show_bug.cgi?id=1784899
https://bugzilla.redhat.com/show_bug.cgi?id=1977226
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Migration Toolkit for Containers (MTC) iRA 1.4 ZITFICNEA T X MNRAFBIFTNEE. & mIIEEFE R
[A] &

3.3.1. ERHE

o MTC 1.4.6 FT;EEREE OpenShift Container Platform 3.9 (BZ#1981794) 5% 3.10
(BZ#1981537),

15


https://bugzilla.redhat.com/show_bug.cgi?id=1981794
https://bugzilla.redhat.com/show_bug.cgi?id=1981537

OpenShift Container Platform 4.6 Z3&:IB LEEH (MTC)

B4ERTEMTC

&\ LLTE OpenShift Container Platform 4 &% MTC,

ZE £ OpenShift Container Platform 3 £%&%& MTC, 1S [# £ OpenShift Container
Platform 3 £Z& % (|HA MTC,

ZKILNER T, MTC web #2440 Migration Controller pod £ Bir&EEEF1217. EALIEE Migration
Controller B E X FRE HIE L2 E R 21T MTC web #24I& 0 Migration Controller pod.

REMTC R/, BUTEEN REEUBESHEEZE,
BHE MTC, ESHEE MTC FHHR R,

4. ZFBMIER

IR %S OpenShift Container Platform R A& AM MTC,

L
B¥EA&
OpenShift Container Platform 4.5 & & B iR A,
HRES
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X EZER TR MTC Operator,
P operator
X ELAR A % 1TEY MTC Operator,
PEIERE
IZ4T MTC #5128 70 GUI BUEREE,
IIREERY
21T Velero HIER MR, B 17528f, Control Cluster i1 Velero API Sif2&E5@ 15, UIKDhER,

K 41.MTC &t : MESZTEETR

OpenShift Container Platform 4.5 (& OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC 1.7z

|BhR 1.7 ;Z5%F : 273 operator.yml xX# &M OLM &%, %17/i& release-v1.7
FihRE,

o I
Nesd A B R AL S S B
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migrating_from_version_3_to_4/#migration-installing-legacy-operator_installing-3-4
https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-uninstalling-mtc-clean-up_installing-mtc

EREEERT, MAMRETERELEMREFEEEITIBRHEZ S RWEMER, 6
0, LBMAERHY OpenShift Container Platform 3.1 5£E:5 TR B = EMEHBIIIA OpenShift
Container Platform 58}, , ISR IEEREE OpenShift Container Platform 3.1 5
E¥Q

SFMTC17, INR—DERREHR MRS E S ERATEIE, H#EM crane
tunnel-api &5,

NFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE HIEHISE
B, BREZIMIBERLT, TRFBMANEREE VERER, FRIFEMEHERITE
SN

4.2. £ OPENSHIFT CONTAINER PLATFORM 4.2 £| 4.5 EZ&|HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF5)%EIHH MTC Operator,

FeREH
o YERTEMASEEFER cluster-admin F R 7 &%,

o BB IA registry.redhat.io,
* &% podman ,
i =

1 RGBSR ]~ Mubk - EFiE registry.redhat.io :

I $ sudo podman login registry.redhat.io
2. FIALLUT 64 T2 operator.yml ST{4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

1. HIALLT 85 T # controller.yml 3044 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

2. BRIERRER,
3. JSURSEE¥ AT LATE registry.redhat.io 4T B IE ¢

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity

4. B3 MTC Operator %I B Migration Toolkit:

I $ oc create -f operator.yml

17



OpenShift Container Platform 4.6 A& IBITEEH (MTC)

it Bl

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

KB LLZZBE Error from server (AlreadyExists) 58, ©f12H MTC Operator N ERHRA

#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

5. f|# MigrationController X% :

I $ oc create -f controller.ymi

6. WE MTC Pod & EEIET :

I $ oc get pods -n openshift-migration

4.3. 7£ OPENSHIFT CONTAINER PLATFORM 4.6 £%&% MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.6 %% MTC Operator,

FoRFM

it

18

WAEREFTA SR T EA cluster-admin FBREIFE F &%,

. 7E OpenShift Container Platform Web #£#&H, i Operators » OperatorHub,

. {¥F Filter by keyword FE& & MTCs Operator,

1% Migration Toolkit for Containers Operator 7 = Install,

mif Install,
1E Installed Operators 7T/, openshift-migration B A& HIIRE N Succeeded B9
Migration Toolkit for Containers Operator,

= Migration Toolkit for Containers Operator,

. 7£ Provided APIs T, #Z| Migration Controller i3/, B Create Instance,

mifi Create,



8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

4.4. KEEE

X F OpenShift Container Platform 4.1 R ERRRA, EiFERE Migration Toolkit for Containers
Operator f&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZFEETH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 &l 4.6, MTC 24k &EESEHMNKBILE, MREBEZSEIHCH
MAEIZE, ALUEMRIESH,

4.4 EEETH%

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREREHEATREEE, NRER
FTiE1h n B VRSB RR o

IMREMREFERERNIT DV, EiRE— TCP R, ZREAELRHZMTERLE,
ERERABECH SSLIEPBIER T A SSL ##. Stunnel KIERZ R ERRRA,

4.4.1.1.DVM K TCP KBk &

R LLE TCP RIBEIRM BirsR B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERFERKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIH(OVM A FHRENEXRFMHLIL. b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS (RIBIDEAE R TIF. HANEEEHMNERT A ZFIT
Ho Eitk, DVM MKIBLERS MTC R E LMK ET R,

4.412. N+ 4wfEA TCP RKEMAR HTTP/HTTPS {CHE ?

&7 L@ OpenShift BEETEIRF BAr5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
&, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i, FH@ N8R /78 sk (L s,

OpenShift FEYEEESEE HTTP/HTTPS RIEBEETE man-in-the-middle B {TEE, EFeilFES
B TLS 155 A ERRSS 2. BR, XAERT Stunnel, Stunnel EXRRERGEEH TLS &5, &
N EBRER AN —NEANRRE, REREFLL TCP #E, Ht, EWyJifER TCP R,

4.4.1.3. BHEA)G

B KIMF < Upgrade request required 1%

T FIEHAREMA SPDY HUIEILIE pod TG, MRTEERFMFREHARIZRF SPDY HilBIFE X
e, IBEFSRIITENTEREGRS, IBRUGEERHEES Upgrade request required, [ #2
RAR : ERAHE SPDY MBI ER,

19



OpenShift Container Platform 4.6 A& IBITEEH (MTC)

BRT ZHF SPDY Wil 4k, RIS ML LI Upgrade HTTP Frak(Zibss API BRSS3:. B imfE ALt
FrakiT 5 API BRSS 2389 websocket 1%, IR IESKEHAIEFELE Upgrade tr2k, NEBESKN, FH&E
T H S B Upgrade request required, G R AR : IARAEE L Upgrade ik,

4.4.2. 3 ERB LA RIS

OpenShift ZIFIRIBEE FERIMLIEYSE, BREIFER NetworkPolicy % EgressFirewalls B &, 0REM
B RAFFERYR a4 22 (A5 AR L R AL R R E R B E pod, BREIFIRERTEEH 2 {Z1EE Rsync pod

R E,

ERMBIREEE L2178 rsync pod 713817 OpenShift Route HHE##, A IIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H MixX e Z R %I B 5h#ERR Rsync pod.

4.4.2.1. NetworkPolicy ACi&

4.4.2.1.1. 38 Rsync pod W O E

INREK B Frép 4 22 [A 89 NetworkPolicy EZE R LE X FHRBIRRE, ERILUER Rsync pod FIME—TR
ZERAFHOREMSIZiE, LLTREEAITFEEMABZEE A Rsync pod A HORE -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

4.4.2.1.2. | Rsync pod WA OGE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

4.4.2.2. EgressNetworkPolicy ECiE

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFREIEBEFEENEORE,

20
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5 NetworkPolicy *f RA [, egress Firewall B T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE R F R A Rsync pod B Rsync pod /422, B2, EaLUHRER K BinERt
B CIDR SEFEIRINEIZRBRH Allow FLUNIAR, LUE R LUE RN EEEE 2 (AKX B B i %,

RIEFTE Egress Firewall BUSEEE, R LURINEMERFH CIDRSERRAVFHIE R ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

4.4.2.3. 5 Rsync pod BeE#PFE4H

Y PVC ERHEZEME, A LUBT R R RINE Rsync pod E Y EECE X IZZ IR, LUE pod
FEFGIA] -

5 4.2. Rsync pod B9#h 54

src_supplemental_g F#Fs5 RNXE FAFIE Rsync pod BJ%h
roups FHMES 2RI

target_supplemental F7F&$ RNXE FAF B#5 Rsync pod #J
_groups HRHRES DRI

FETHI
MigrationController CR & LA #7 3 X Le b Fe % B E -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

4.4.3. FCERE

FeREH
o YERTEMASEEFTEA cluster-admin F R 7 &%,

it =

1. ¥KEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

21
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2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B, 1P hiHMmRL% CIOR KESHRIIE,

EEETEmNL . LU CEFE, B30 0 .y.com EE x.y.com, {BREE y.com, FMH * wIXfiA
BMtST AR, NRET BT REEERELREH networking.machineNetwork[].cidr
FETE LB worker, AU ENIRINEILLTIZRA, LA b8 A,

INRKXE httpProxy #1 httpsProxy FE%, |t FR R4 28K,

3. i #1%72 1 migration-controller.yaml,

4.

AT

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHNE,

4.5. L E S HFhE)E
U S A7 (AERE PR R b, MTC SR MR RS HIBIS BT hE%, RIE MBI
LSS )

MTC RS BIEMREFIR I BMEHN X REAMRBEIBES S5, EALLAREETFENINE
FRIGHTF AN P RT3,

MTC LU EE RN -

LA RMK

Amazon Web Services S3
Google Cloud Platform
Microsoft Azure Blob

WA S3 X &AM, 5130 Minio 3% Ceph S3

4.5.1. JoRFZ G

22
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-configuring-mcg_installing-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-configuring-aws-s3_installing-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-configuring-gcp_installing-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-configuring-azure_installing-mtc

B 4T REMTC
o NMRMHREBIRSBZSHNEIEENERFEEERBEMER, BOTBERRER TN HEFEEE,

4.5.2. fid & Multicloud X R M x

B LU Multicloud XTRFIX (MCG) EZiE N MTC B Migration Toolkit for Containers (MTC) & #I 6
J#. MCG & OpenShift Container Storage FJ—/MH 4,

it

1. {EREHEM OpenShift Container Storage #FE 15 F KEFE OpenShift Container Storage.
2. @it %} NooBaa B E X FTIRiZ1T describe fp%, FKEX S3 fmsm. AWS_ACCESS_KEY_ID #1

AWS_SECRET_ACCESS_KEY,
5 MCG 1E N EBIFEMEERIME MTC web =6 B PR S FEXLEE,

4.5.3. fidi& Amazon Web Services S3

IR BT LU Amazon Web Services (AWS) S3 Zfi#HRECE 7 Migration Toolkit for Containers (MTC) B
SHIGE,

SoRFM
o AWS S3 1@ B AR B AR SR B T 1A,
o 1RWMNZERT AWS CLI,
o MRMHEARBESITE -
o BB A EC2 Elastic Block Storage (EBS).
o RIBMEKBHMIMTR—X,
o RMBINERVIBEBAERMNEFEZE,
o FERMBINFRBRE,
% =3
1. DI AWS S3 f71iEH@ -

$ aws s3api create-bucket \
~-bucket <bucket> \ @)
--region <bucket_region> g

Q 1BE S3 FhEA &,
Q 183 S3 iK1, fI40 us-east-1.

2. & IAM B velero :

I $ aws iam create-user --user-name velero

3. & EC2 EBS TRIBEHR :
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https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.7/
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.6/html-single/managing_hybrid_and_multicloud_resources/index#accessing-the-Multicloud-object-gateway-from-the-terminal_rhocs
https://aws.amazon.com/cli/
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$ cat > velero-ec2-snapshot-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource™: "™*"

}
]

}
EOF

4. N—NEFAE S3 FEHEROIE AWS S3 15| 5RHE :

$ cat > velero-s3-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
I,
"Resource™: [
"arn:aws:s3:::<bucket>/*" 0

]

"Effect": "Allow",
"Action™: |
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads”
1,
"Resource": [
"arn:aws:s3:::<bucket>"

24
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RF A — S3 FEREIT AR, IHEEFHERAI. ERTIE AWS S3 FFi#iRN
WIFAER, 1HHEE * MARFHERAN, TR

Ll N
"Resource": |
"arn:aws:s3:::*"

5. FF EC2 EBS ZRE&KI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. F AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. 7 velero G|& 1/ [R|#45A :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ
"AccessKeyld": <AWS_ACCESS_KEY_ID> 9

}
}

it AWS_SECRET_ACCESS_KEY #l AWS_ACCESS_KEY_ID, {&a LA{#MEiFg AWS i
A EHIFEEZE,

4.5.4. B2i& Google Cloud Platform

R B LI Google Cloud Platform (GCP) Ff# 8B E N Migration Toolkit for Containers (MTC) FIE &l &
[,

FRFM
o AWS S3 77 it i AT LA#RR I B R s B 7 7,
o MMREKT gsutil,
o MREHEMRBESTIE -
o RIMBIRER VI TR— X1,

25


https://cloud.google.com/storage/docs/gsutil_install
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o RFMBENEEHYINEEHERNEMEXL,
o FHRBMSRERE

A
1. &xE gsutil:
I $ gsutil init
Lk bR ]

Welcome! This command will take you through the configuration of gcloud.
Your current configuration has been set to: [defauli]
To continue, you must login. Would you like to login (Y/n)?

K& BUCKET %&£ :

I $ BUCKET=<bucket> )

Q00 :==iswais,

3. BIRTEIEN :

I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID FEXE NERERRIIE :

I $ PROJECT_ID="gcloud config get-value project’
5. B velero IAM BRZ5 K/

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

6. il SERVICE_ACCOUNT_EMAIL £ :

$ SERVICE_ACCOUNT_EMAIL="gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)”

7. /3 ROLE_PERMISSIONS Z £ :

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
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compute.snapshots.delete
compute.zones.get

)
A2 velero.server B E X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

HIB IR 1AM ERRETE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

. B IAM BRSSP

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

FF IAM fR 55k B3 SR Z 2 24 5l B 3k 1 A credentials-velero XX H -

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

R A LUE A credentials-velero XIS GCP N E 5167,

4.5.5. fidi& Microsoft Azure Blob

& T LU Microsoft Azure Blob 77 A 23EC & v Migration Toolkit for Containers (MTC) BIE#I 6%,

FoRFM

it =

1.

ImIBA Azure IR,

BiiksT Azure CLI,

Azure Blob TF i Z 88 & AT AR AN B 78R BV 17,
INRIAEEARBE R E

o SEM BB TR — K,

o RFIBMEKENIEEHERNEMHE,

o HFEERLISREBER.

%i& AZURE_RESOURCE_GROUP % £ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups

27
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2. DIE Azure ¥TIR4A :
I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ

Q@ =xuE,

3. & AZURE_STORAGE_ACCOUNT ID % & :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BI|E; Azure FFHEMK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS \
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. {8 BLOB_CONTAINER % £ :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2s :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. 1 velero GRS EARFIEIE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld’ -0 tsv’

8. 1E credentials-velero S {4 F 1R FARSS EHMEIL :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF
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R A LUFE A credentials-velero ST Azure SN H & FITE %,

4.5.6. Hfth BT
e MTC IL{EH
o XTHUEEHILE
e 7E MTC web #HI& RIRINE HIFMEE

4.6. H# MTC HHR SR
el LUENE MTC, FHtRE TR EIEERE,

., B4 velero CRD & MEBEFRFER Velero,

FeREH
o WNHLLER cluster-admin F R 19 & %,

it
1. MIBRARA £EEH A MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

1

W

i

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,

3. BT TS, MERMBRFEHNRISEHE TR

e migration B7E Y HIREE Y (CRDs) :

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")

e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')

e migration £8 A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)

e migration-operator £E¥EH :
I $ oc delete clusterrole migration-operator
e velero KEAE :

I $ oc delete $(oc get clusterroles -0 name | grep 'velero')
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® migration £ A BIE :
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)

e migration-operator B A BYIE :

I $ oc delete clusterrolebindings migration-operator

o velero SEABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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5 E EXRMEIMERRZLE MTC

1A LUBT AT LT $ R IE Z IR ML EAEE A OpenShift Container Platform 4 &% MTC :

1. BB BE&H Operator B3%,

it RO — mapping.txt X, HHEE registry.redhat.io fRRFEAIIRIE registry %
&2 A H9BREY, mapping.txt LR TE OpenShift Container Platform 4.2 & 4.5 R h R %

/HBIMTC Operator FTERE ER/,

2. {# M Operator Lifecycle Manager £ OpenShift Container Platform 4.6 Bir5%8f E &% MTC,
ZKINER T, MTC web $ZHI& 0 Migration Controller pod EEIREREPIZT, ERUEE

Migration Controller B X H{RE £AE L2 S EF i

Controller pod,

3. TER&ER LR & MTC Operator:

® OpenShift Container Platform 4.6 S8 &R A :

MTC Operator,

® OpenShift Container Platform 4.2 El| 4.5: fF @

4. EEENREME, URESHEFEMEE.

MTC web &5 F1 Migration

{8 A Operator Lifecycle Manager %%

TRERELSH MTC Operator,

ZE £ OpenShift Container Platform 3 £%&%& MTC, 15 [#1E OpenShift Container

Platform 3 E&ZZ|HH MTC,

EHEH MTC, ESHEE MTC FMHIR TR,

5.1. ZAMIER

IR RES OpenShift Container Platform iR AR MTC,

xE X
B¥S
OpenShift Container Platform 4.5 R & B iR A,
HES
OpenShift Container Platform 4.6 R B #HIR A,
IB Operator
X ESER TR MTC Operator,
P operator
XIS TR % ITHI MTC Operator.,
PrISERE
51T MTC #2885 GUI RO EE,
IIREERE

J&4T Velero BT MRS B 1752, Control Cluster @i Velero APl 52 &EEHEE, LIIKEhEHR,

#* 5.1. MTC A : MEGITESTER
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OpenShift Container Platform 4.5 & OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC 1.7z

|BhR 1.7 ;25 %F : 273 operator.yml xX# &M OLM £%&, %17/i:& release-v1.7
FhRE,

SOAN

BN L

&%

N B EE R T AL R I B,

EELEERT, MAMREATERELEMREFEEITIBRHEZ S RWEMER, F
N, LBMAEERHY OpenShift Container Platform 3.11 5£E:T R B =EMEHBIIIA OpenShift
Container Platform &8}, , IMARERFTIEEREE] OpenShift Container Platform 3.1 &
E¥Q

SFMTC17, INR—DERREHR M REITIEE S ERATEIE, HEM crane
tunnel-api &5,

SFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE VIEHISE
B, BREXMIBERLT, TRIFBMANEREE VERER, FRIFEMEHERITE
SN

5.2. 7t OPENSHIFT CONTAINER PLATFORM 4.6 £%&% MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager £ OpenShift Container Platform 4.6 %% MTC Operator,

FeREH
o YEREMASERFTER cluster-admin FFRAI 7 &%,

o RAIIMAM registry AR GIE Operator B %,

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. % Migration Toolkit for Containers Operator 3 5= Install,

4. Rifi Install,
1E Installed Operators 71/, openshift-migration B A& HIIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,

6. 7 Provided APIs T, #£Z| Migration Controller i/, = Create Instance,
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7. mi Create,

8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

5.3. 7 OPENSHIFT CONTAINER PLATFORM 4.2 &Il 45 EZ& % |HH MTC
OPERATOR

& B LATE OpenShift Container Platform kA 4.2 £l 4.5 AF5)% & IHH MTC Operator,

FeREH
o YEREMASEEFER cluster-admin F R &%,

o RWIAERLIA registry.redhat.io,

* &% podman ,

o BNAE—NEMEIFIARE Linux TYEiEF REM registry.redhat.io T #3014,

o RNTNIE Operator B BB R B,

o RIIM OpenShift Container Platform 4.6 L55&# Operator B k%% MTC Operator,
iz

1. FEREMLIEE [~ Mublk - EFiE registry.redhat.io :

I $ sudo podman login registry.redhat.io
2. FIALLUT 64 T2 operator.yml ST{5 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

1. HIALLT 845 T # controller.yml 3044 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

2. IBITLA TS 3RIKER Operator FRAKRMET :
I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator BRFFITHKI AR, Wit ERT registry.redhat.io Hif%k
FIEBER reqgistry Bl [A] HIBR ST,

it Bl

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

3. 7£ operator.yml XX{4/1, “/y ansible #1 operator 23 E#7 image 16, 3% # REGISTRY /& :
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containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> 0

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

WEE@E’\J%{% registry #1 Operator £ {&89 sha256 {E.,
9 B ERAIIRIR registry,

4. BREERER,
5. ] MTC Operator X} &R Migration Toolkit:

I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& LA 2B Error from server (AlreadyExists) S 2. ©f1=2H MTC Operator R HiiR A
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

6. /& MigrationController X% :

I $ oc create -f controller.yml
7. $5UE MTC Pod @B IETEILAT -

I $ oc get pods -n openshift-migration
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5.4. KEEE

X F OpenShift Container Platform 4.1 R ERRAR A, EiFERE Migration Toolkit for Containers
Operator [&, 7E MigrationController B & X iR (CR) B ARENRE, ENXLERARNZFEETH
8 proxy X &,

%I F OpenShift Container Platform 4.2 &l 4.6, MTC 24 &AEESEHMNKEBILE, MREBEZSIECH
HAEIZE, ALUEMRIESH,

5.4.1. BEEETH

MTC14.2 5| AT BE#EEH(DVM), DVM RZHF—NME, MREREHEATREEE, NRER
FTiE1h n B VRSB RIRR o

MRBEMREEEARSKEHNIT DV, EUIEE— TCP RE, ZREAELHZMTERLE, #
AR E S SSLIERRIER T4 SSL iE#E., Stunnel RIEZ L RAEBEIRA,

5.4.1.1.DVM iy TCP K% &

e Ll TCP RIBFERM BrE R Z AKX BB E#, F1E MigrationController CR FEZE
stunnel_tcp_proxy =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESTIH(OVM A FHRENEXRFMHEIL b4, DVM (UER T AEMAMEH TCP ERMNKE, #
man-in-the-middle XK HTTP/HTTPS IBFDEAE R TIF. HANKEEHMNERT A ZFIT
Ho Eitk, DVM MKIBLERS MTC R E LMK ET R,

5.41.2. hH 4 EH TCP KEBMAR HTTP/HTTPS {18 ?

&R L@ OpenShift BEETEIRF BAr5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP K (Stunnel)
%, ERER EZ1TM Stunnel 22315 BFrR Stunnel B TLS i, FH@ N8R /78 sk (L s,

OpenShift HEYEEESEHE HTTP/HTTPS REBEE 7 man-in-the-middle BX#H{TEEE, HPeilHED
B TLS &IE5AEIRS B IE, BRE, XAERT Stunnel, Stunnel ERREBRLEEH TLS &1F, &
ANEGERER AN —NEANRRE, REREHLR TCP ER, b, W IifER TCP R,

5.4.1.3. EHn|E

EBKIMF < Upgrade request required 1%

TIRIEHIZRME A SPDY HAEILEE pod AHATI R, &D%i&%ﬁﬂﬁ?ﬁfiﬁvﬁﬁﬁ SPDY FMBIRE X
flE, IBEHRSTEHIITERR S, TBREUGFEREFEE R Upgrade request required, Il %
RAZE : FEAZR SPDY MK E,

PR T Sz SPDY thil s, HERSRA KL Upgrade HTTP TRk %25 API IRS588, & imfEA L

FrkiT 5 API BRZS 2389 websocket JZE% INRAER KB AIEBE IE Upgrade 1k, NIEBSKK, F5E
TH S B Upgrade request required, Ifff R AR : IRRAEE L Upgrade ik,
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5.4.2. JEB VR LML RIS

OpenShift ZIFIRIBEE FERHIM L IEMSE, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RAFFERYR 6 44 22 (A5 AR L R AL R R E R B E pod, BREIFIRERTEEF 2 {Z1EE Rsync pod

R E,

ERMBIREEE L2178 rsync pod 713810 OpenShift Route #HEE#, ASIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX L& Z R %I B 5h#ERR Rsync pod.

5.4.2.1. NetworkPolicy B2i&

5.4.2.1.1. 3 H Rsync pod B O E

INRIRK B irdp & 26 B9 NetworkPolicy Bt FH 1E X FhR BRI E, A LMER Rsync pod HIME— T
ZRERAVFHOREMENEH, UTRERITFEB G RZERF Rsync pod A HORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

5.4.2.1.2. Bl Rsync pod WA OFRE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

5.4.2.2. EgressNetworkPolicy AZi&
EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFREIEBEFEENEORE,
5 NetworkPolicy ¥/ [, egress Firewall UM TIE, RANEERFR&AZEAFBIE pod, A

Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaLUHRER K BirERt
B CIDR SEHEIRINEISREERY Allow MR, LUERLATERNERE (A% B B EEE.
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RIEFTE Egress Firewall BYSEEE, AT LURINEMERFH CIDRSERRAVFE R ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

5.4.2.3. 3 Rsync pod Bei&#M £ 4H

Y PVC FREZEME, EA LU FTAERME Rsync pod & KB B ZFMEHI5H], LUE pod
FEFUIIA]

5 5.2. Rsync pod BU#NFE4H

src_supplemental_g F#FS5 RNXE FAFIE Rsync pod BJ%h
roups FHAMESIRIIER

target_supplemental F7F&$ RNXE FAF B#5 Rsync pod B
_groups HRHARES DRI

FETHI
MigrationController CR & LA #7 3 X Le b Fe % B AE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

5.4.3. ECECEE

FeREH
o YERTEMASEEFER cluster-admin F R &%,

it =

1. KEX MigrationController CR ;& # :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
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metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EHESTHH stunnel K2 URL,
© EHRARENBIREA. B, 1P i HMmR% CIOR KESHRIIE,
EEETEmNL . LB FiE, B30 0 .y.com TE x.y.com, {BREE y.com, FMH * ?IXfiA
BMtST AR, RET BT REEERELREH networking.machineNetwork[].cidr
FETE LB worker, A ENIRINEILLTIZRA, LA b8 A,
INRKKE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,
3. 15 #1%72 ) migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLESRISEHRE,

5.5. ECiE B FhEE
Multicloud 3% 5 3% 22 52 BR B4 B 5 — SR,

MTC ZHRFHEEMRERIZ I BRI XX REFRBEIEEH %, BALUERES FERNIMNE
FRIGHTF AN PSR,

5.5.1. Jo R &4
o FRASEREER NI B AN & 7 4 A B 7N 6] W7 RO 2% 17 (R R,
o INRMISRIBIRS BESNETSHESIFEEERER, BULFBERRERT NS SIFEE,

5.5.2. fidi& Multicloud *f &M%

B LU Multicloud XTRFIX (MCG) EZi& N MTC B Migration Toolkit for Containers (MTC) & #I 6
J#. MCG & OpenShift Container Storage FJ—/MH 4,

it =

1. EREHEM OpenShift Container Storage #iE 15 F KEFZE OpenShift Container Storage.

2. @I % NooBaa B X ¥Riz1T describe @45, FKEX S3imm. AWS_ACCESS_KEY_ID #1
AWS_SECRET_ACCESS_KEY.
¥ MCG 1Eh EFITZMEERIE MTC web 2414 R iT ST EjXLEE,

5.5.3. Hth iR
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.7/
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® Red Hat OpenShift Container Storage SX#4FR BT FT I I ENLE,
e MTC IER

o XTHIEBEHAE

e 7E MTC web ##|& RIS & F k%

5.6. H# MTC H R E &
e LUEDE MTC, FHtRE TR EIEERE,

fitlk& velero CRD & MEEFHFEFR Velero,

FeREH
o W HLLER cluster-admin F R F 19 & %,

it
1. HIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNEESEHETIR :

e migration B X HIREE Y (CRDs) :

I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :

I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £8 A :

I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
e migration-operator 3t A :

I $ oc delete clusterrole migration-operator
e velero REAE :

I $ oc delete $(oc get clusterroles -o name | grep 'velero')
® migration £ ABIE :

I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-understanding-data-copy-methods_about-mtc
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e migration-operator £E A BYIE :

I $ oc delete clusterrolebindings migration-operator

o velero £SEABYE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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6 &E A MTC
& eI LUEF Operator Lifecycle Manager £ OpenShift Container Platform 4.6 EHZ MTC,

IRel LLB T EF %%k Containers Operator BJf%%4¢ Migration Toolkit for Containers Operator, £
OpenShift Container Platform 4.5 R B EBMARA EFH% MTC,

“ o
MREALEI MTC1.3, EBATHITEIN S ERFEEFH MigPlan B E LR (CR)

6.1. 7£ OPENSHIFT CONTAINER PLATFORM 4.6 HH% MTC

& el LUEF Operator Lifecycle Manager £ OpenShift Container Platform 4.6 EHZ MTC,

FeREZH
o mIILIEA cluster-admin AR A B4 & %,

it =

1. £ OpenShift Container Platform 2%l & A Sl ZE Operators — Installed Operators,
WFREEF N operator & 7~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. = Subscription 7735 01, ERAIFREENFALNERTE Upgrade Status Zi iR, B0 : EFEE
£ 7R 1requires approval,

4. = 1requires approval, A5 Preview Install Plan,
5 ABEIJIHATRATAEMEIR, 7= Approve,

6. iE[0 Operators = Installed Operators TEE WAL ML IR, THRE, REEEH
Succeeded # Up to date,

7. = Workloads = Pods 35%iE MTC pod IETEIZ1T o
6.2. 7T OPENSHIFT CONTAINER PLATFORM i #A 4.2 A% MTC #H 27 %
4.5

IRE LOB I F5h%E|HM MTC Operator, f§ OpenShift Container Platform kR4 4.2 £ MTC FZE|
4.5,

FeREZ M
M iLLE A cluster-admin FEHIFE F B 1D &5,

=

o BB IA registry.redhat.io,

/

* &% podman .,

it =
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1 BALTS, ERMENIIEES 1 MiGEiEE %5 registry.redhat.io :

I $ sudo podman login registry.redhat.io

2. By ALLF 64 T #k operator.yml {4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

3. By ALLUF S & Containers Operator B Migration Toolkit :

I $ oc replace --force -f operator.yml
4. ¥ ALL T ep 4% migration-operator 3 EY B E 0 LUSIEERE -

I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator
5. B AT @4 migration-operator 1 EY RE| 1 LUSIEEHNAEX ¢

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator

6. HIALL T4 90E migration-operator 2& 274K :

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""{ print $NF }'
7. BIANLL T &4 T# controller.yml 3244 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

8. IZ1TA T 4% E 2 migration-controller X :

I $ oc create -f controller.yml

9. HIALLTFaSIIUE MTC pod @B IETEISRTT ¢

I $ oc get pods -n openshift-migration

6.3. ¥ MTC 1.3 A2 ZE 1.7

INREF MTC MRA 1.3 x FHEN 1.7, B FEH 21T MigrationController Pod IS EEH) MigPlan B
TE R (CR)EH,

BF MTC 1.3 R 7F7E indirectimageMigration #1 indirectVolumeMigration %, ©1{/17E 1.4 hkF 8

BIANERD false, XEWREDA T BEEFEGHIBNERES TR, BTREWRERIBER, ITHITH
FE%Z ) Ready IR, BRIEFHXLESEIEN N true.

FeREZH
o mILIEA cluster-admin AR F B & %,
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iy =

. BXEZ21T MigrationController Pod HI5E2%,

. JREY MigPlan CR ;&

I $ oc get migplan <migplan> -0 yaml -n openshift-migration

. BT SEUE, FHIESUFRTE migplan.yaml :

spec:
indirectimageMigration: true
indirectVolumeMigration: true

. B MigPlan CR B LN FAEXK :

I $ oc replace -f migplan.yaml -n openshift-migration

. FREXEHH MigPlan CR 55 # LUSIEFE R -

I $ oc get migplan <migplan> -0 yaml -n openshift-migration

B 6= FHK MTC
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87 E IR REIR

1EfEF Migration Toolkit for Containers (MTC) RN AR IEMEHR], BEEEUTRETIR,

71 KERRICER

OERHRFEFEEMEZERE (FINEREIE) NREBRHFZER,
OMTC lRATERTBESREFPEHER.

OV RATE MTC SEREH,

O fFrE T S E#E —NEMH OpenShift Container Platform 1117,
O 2%0E T R,

O M iRHEFERIF,

O TR ER/NEILEH 10 Gbps.

O £BHFRWHNTIRIATIR,

T

SHFENNNAE. CPUMEME, UEAEEREITFNEZ L2TE%. Khrsy

FREREURF AN TEIT RSP TBH Kubernetes FREE, MM FEIEE A
iﬁqﬂ(ﬂ'ﬂﬁfg U@ ETREK,

O B2fEA fio I & T EEH eted B MR,

7.2. RERREIIR

44

OEEETIZITUTHSRERETERERBMNLT Terminating KEHFAMES (PV)
I $ oc get pv
OE2RZITU TSR E 7 IRETRZ Running 3 Completed B pod :
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
OEE@BLaTU TN ERERERREM pod :

$ oc get pods --all-namespaces --field-selector=status.phase=Running \
-0 json | jq ".items][]|select(any( .status.containerStatuses|]; \
.restartCount > 3))|.metadata.name’

BN pod 20 F Running RE, EAESMNESRBATERTEZEIN L,
OB PEIBIEDEZEM,
Q2@ ZiTU ThsRERTERLEMIEREZIENK ¢

I $ oc get csr -A | grep pending -i


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#minimum-resource-requirements_installing-bare-metal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migration-prerequisites_migrating-applications-with-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#verifying-node-health
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/authentication_and_authorization/#supported-identity-providers
https://access.redhat.com/solutions/4885641

B 7 EAIBRESIR

O registry {FR#EZNFE R,

O &0 LU AR IZENFI B A El registry,

O eted £EF BRI,

O RERF BTG AP AR S5 28R B /NVF 50 ms,

7.3. BIr&EREFH

OKBHERVIFAMIRS (NBEEE. RABEEE. FHREK registry #1 Cl/CD TR) BIIEH
P24 i E AR,

O ERASRHRHMIRS BN ARRF RS B R U5 W REH ERMAREFIR.
O 7 R N ER AR 2R B R T R BRI K
O BrERME SR ER R RFME 2R,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/scalability_and_performance/#recommended-configurable-storage-technology_persistent-storage
https://access.redhat.com/articles/3093761
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/post-installation_configuration/#create-a-kubeletconfig-crd-to-edit-kubelet-parameters_post-install-node-tasks
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B 8EIRNARERF

&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5@ 517 XTI N ARERF.

8.1. I RFM
o VEREMASERFER cluster-admin FFRAIFHE 7 &%,

[=E;:35-0 Sun
B IARIREREN L 2 AT registry AT

&

-

o BB IEMA T registry BIERH,

BEEIHB
o MMREMEREANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNINANEIZHH MTC z-stream R A&,
o TEFEEEP, MTC RAXIMEE,

Network
o SHHEARENIBTREIMMLE IR, FELII RS HITFEE,
o MREEHIE B MIFAMS, EHEVIEFZREREHIRZREIBIF LS TR,
o BNJTE OpenShift Container Platform 4 &2 R AU FimO :
o 6443 (APIfR%%R)
o 443 (F&H)
o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

BFAE (PV)
o PV RIAEN,
o PV ERRFAMSEER,

o MRGEARBER PV, NFRHEUTHNLRRM

o PV IEBHEHBRMNEHNE,
o PV wihlFRE—Xis,
o PV IEBHEEBMEMEZE,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#migrating-applications-cli_advanced-migration-options-mtc

B8 EIBNARER

8.2. {5 MTC WEB 14|53 N AR
A LUMER MTC web RIS EREEBNMEREMEE, AR, BRI T IERITH,

8.2.1. 2% MTC web 1414
fRa] DIED Y 82 R 2 5 MTC web =414,

SeRFZ M
o MTC web & /B EZE| OpenShift Container Platform Web 12 & BIR L1510 AR,

e MTC web 28 wTE A E| OAuth RAARSS 28 BIM L& Ui TR,

it

1. BREFIE%RE MTC 9 OpenShift Container Platform 5%,
2. BIALL T ep 0 3RIKER MTC web #8115 URL:
I $ oc get -n openshift-migration route/migration -o go-template="https://{{ .spec.host }}'
EIH R LIFLUT - https:/migration-openshift-migration.apps.cluster.openshift.com,
3. BB ERFHEA MTC web #HIA,

INRERSE MTC TEEH Operator FEEHALENGR] MTC web $2HI&, NiZiE
FIBFTRETEMNE, EN Operator MATEERESRE., F/H/LOVWEEI,

4. MREFERABERH CAILT, NARIRREEZRER APIRFS5HRH CAIES, MIKB|ISEE
RRRIEFHTE,

5. {1 OpenShift Container Platform I P & MBS 17 BT,

8.2.2. 7t MTC web & IR INERE

IRB LLTE MTC web 5 & AR IN— N5 E£Z] Migration Toolkit for Containers (MTC) web 12§14,

FoRFM
o MMRE(HEMH Azure IRIBE HIEIE :
o MBINITHEEHETE Azure FIRH AT,
o EBEMIIMITFE— Azure BHRZAH,
o RN TFE—HIEME,

1. BoREIEERE,
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2. JKEYX migration-controller BR 551k /- 4552 -

I $ oc sa get-token migration-controller -n openshift-migration
it Bl

eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlem5ldGVzL3NIcnZpY2VhY2NvdW5SO0liwi
alViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW1lc3BhY2UiOiJtaWciLCJrdWJlcmSIdGV.
LmlvL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VulLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV

ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAYyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-

cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-

NjDsEpw71DH92iHV_xt2sTwizftS49LpPW2LjrV0eviNBP_t_RfskdArt5VSv25e0ORI7zScqfe1CiM

kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiRzTOXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqgajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-
POOrpDrcjOEQQ

3. £ MTC web #%& #H = Clusters,
4. = Add cluster,
5 BEUTFE :

e Cluster name : £ &2 &/ NEFH (a-z) IFFE (0-9) ., EFEESERSKERFE

o

URL : 5% API iR55%3% URL, fil40 https:/<www.example.com>:8443,

Service account token : #4/li migration-controller iR 551K /' 45 4.,

NFHEEHA ENBRE registry : MIRBERAERFFRIR, FIEEREEHER registry IR
FE&E, 20 www.example.apps.cluster.com,

WA LB E — N im0, BRiAimA N 5000,

Azure cluster : SR Azure (RIBE HIEUE, ESAUER LT,

Azure resource group : HIR%EF T Azure cluster, NI& R RIIEFER, 1BE Azure FHR4A,

FE SSLEE @ Bk« XTI UE ISR RERY SSL i,

CAbundle file : IIREFT Require SSL %k, N BRbFE, MRENBFZLIEHAIE
TBEEX CAIUFBHga T #H, 155 Browse, %5 CAfS @ XHEH EEE.,

. = Add cluster,
£ HINIE Clusters 7&K,

8.2.3. £ MTC web #Z=Hl& RIS HIF(EE

1A LU RIFREVE N E S E M ERIE] MTC web #2245 89 Migration Toolkit for Containers (MTC)
web ZHIE A,

MTC R T EME NS
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® Amazon Web Services (AWS) S3

o ZTRARMK (MCG)

o BMA S3NRMEM, A0 Minio 5% Ceph S3

® Google Cloud Provider (GCP)

® Microsoft Azure Blob

FRFM

o M R HEE N ESIE

it =

1. £ MTC web & # 52 Replication repositories,

= Add repository,

3. 1%+ Storage provider type FFIEE LT FER :

o FF S3 R AWS, B3 AWS #1 MCG:

(o}

(o}

Replication repository name : 1§ MTC web & B E FIF M E,
S3 bucket name : 7% S3 FHEMEHIZFF,

S3 bucket region : ¥§7%E S3 FHEMEXE., AWS S3 wME, X FE L S3 HN I Ak
B, & S3 HNF @Iy, LURERTEA{E,

S3umsm : IEE S3 ARFSHI URL, MAEEEH, Bl : hitps:/<s3-
storage.apps.cluster.com>, & S3 HNFEWE, ELER https:/ BiZK.

S3 provider access key : 5 AWS 8% <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N EIEE S3 H v B,

S3 provider secret access key : ) AWS 1§ <AWS_ACCESS_KEY_ID>, =/
MCG FHE M S3 N FaTEE S3 provider secret ViR %5,

Require SSL verification : SIREFERAM @A S3 #N M, MBS IEIE,

MRENBZELIUEDCUET BE L CAIEBHYE, = Browse H M E Base64 4midHy
X5,

o GCP:

(o}

(o}

(o}

Replication repository name : #§ MTC web & B E FIF M E,
GCP bucket name : 157 GCP Z &R & .

GCP credential JSON blob : 1£ credentials-velero {4715 EF R F,

® Azure :

(o}

Replication repository name : 8 MTC web & B E FIF M E,

o Azure resource group : ¥§7E Azure Blob Fi#BIFHRH,

49



OpenShift Container Platform 4.6 A& IBITEEH (MTC)

4.

5.

o Azure storage account name: 1§ Azure Blob #Zfi#lk - &R,

B o =

o Azure credentials - INI file contents: 7 credentials-velero X {4+ g EF &=,
= Add repository FEFiE LI IE,

= Close,
O FE S HINTE Replication repositories 55K H,

8.2.4. 7£ MTC web #ZHI & QTR TR

&\ LAFE Migration Toolkit for Containers (MTC) web $#I& Al — N TERITH,

FRFMH

Pt

50

WTERIEFE ST ER cluster-admin U RBY A &,
IBITARIEFTA PR EERBN MTC IR,
IRAIIE MTC web #2518 IR INEREN S FIF6E %,

INREER move BIEERIHFEIBRFHAMSE (PV) , MR B IRERF 0 IA X LIRS A A B
AL 5 [ AR

IMRBFERAERGEGRTHR, RERFH MigCluster B X HIRE LU AHEE N BERHAR registry B9
%Eﬁmo

1£ MTC web ##l 5 A &2 Migration Plan,
= Add migration plan,

i Plan &R,
IR B BERRT 253 NMNEZBHFEER (a-z,0-9) , BFEEEERI TR ()

1%FE Source cluster. Target cluster #1 Repository, #Af5 = Next.
£ Namespaces TIEY, HHFEEIBWITEFH R Next,

1 Persistent volumes TIEHH, =B PV H IRBRE .

o Copy IEUUFRERTH PV RS HZIEFIFMER, REEEREHFREFRLUENE
BRUUKFER PV _EROEE,

® Move ETMREEHEEH MRS (B NFS) , EBIRER LR MERXDILE
B PV R, RAEEENERPEILRES, AENEHF TN ARFERRERER
HR—ZES.

= Next,

. 1f Copy options TIEH, HN&EA PV % Copy method:

o RESHFERAHNAEMIRIBINEEGMMKELHIE. Lt Filesystem copy 1RG5 %,

® Filesystem copy &3 RER PRI, HEBIREREPREEN],
BEESIRFECAXHRARH G E,



B8 E IBNAER
9. IEALLESE Verify copy ELHIEF A Filesystem copy sTBHEIE. BIER2EL NENREXHE
BX checksum FEMRE FH 2 checksum EEHE, BB ATEER G ERKMAE,

10. 1 BInEEiEE,
MNRI%EFET Filesystem copy, Al LIEM BIFERE,

1. = Next,

12. 1E Migration options T{H £, MRENFEEREIETE T L TR registry B8H, M7
Direct 3T % 1501, t1R(FEM Filesystem copy sI#%4#E, Direct PV migration L& # 1%
T%Q
BT AU REIN XX EEMNEEH S HEI BInER, XMNETSRERNGEEIXHE
FREHREFEEZE, AEBMEHEWEESSIE BIrREER,

13. = Next,

14. ®i% : 7£ Hooks T1H, s Add Hook J75E# 11 %170 hook,
hook iZ{THE LR, EAILUERN IR TP RZ RN hooke B hook EREHIEHR S
BRHIZ1T,

a. T web 124 & i A E TR hook & FF.

b. W13 hook &—" Ansible playbook, 1&1%#¥ Ansible playbook, #Af5 = Browse (%
playbook, SIEFEEH NG playbook AR,

c. A% : WMRFEHAEIA hook Filgk, 1EIETE Ansible 21T E&,

d. #N8 hook A& Ansible playbook, i%£# Custom container image 318 EH KL FFFERE,
BHE LARHRALLEE Ansible playbook,

e. %% Source cluster 5 Target cluster,

f. %A Service account name#] Service account namespace,
g. M hook EFER LI :

preBackup : TEN AR TN EERERH SO

PostBackup : TN ARF LA HERERF DG

preRestore : 7 B IRE N AERFE TIE M #E

postRestore : fE B IRE N AREFE TIEMEE
h. =i Add,

15. = Finish,
T4 E7R7E Migration Plan 51k,

BFAMESERAENEA TR
o MTC XHZRFZEFAE

e MTC :IREHIAZE

8.2.5. 7£t MTC web #Z#I& H T2 1T

51


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#file-system-copy-method_about-mtc
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#snapshot-copy-method_about-mtc
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1% a] LUE FB7E Migration Toolkit for Containers (MTC) web #2244 th 8RBT 1 RIS N BIRFH
#iE,

R

2 3

A% ER, EEIEREHR, MTCEHIBHNFAMS (PV) MEHFIHRIELZE N
Retain,

cak

Backup B E X ¥REE— PVOriginalReclaimPolicy ;¥f#, ATIERRAEFHFFHER
B&. AT LAFhikE T8 PV BUE T BAZRER.

EREH
MTC web #ZHIEMITESUTHA :

o bF Ready HKESHRERE

e 4tF Ready RSB IREEE
o SHIBMHOE

o BNMBHEHBITL

it

1. E5E MTC web #H & 3 R BRI,

2. |ifiEBi 551180 Options 3¢5, 1 Migration HIEFELL %2 — :
e stage ERE LN ARFHER FTHEIEMRERS HIE BIinER.

o cutover RIFILRER LMES, HFHKREIIBINER,
A% : £ Cutover it FiGHEAH, EBAILLUEBR Halt transactions on the source cluster
during migration %% &,

e State REHIFMARAMEFAPVC).

BE
FEFERRTIBRAERR AT EZER, FA stage 3 cutover
migration,

o ERBIEBIHEEREFE—DHL A PVC FH = Migrate,
3. sEM5EME, 1€ OpenShift Container Platform web 1£§I& FEIABRINER TN ARRE :

a. = Home - Projects,
b. RERHUIEERERERS.,
c. 7 Routes &84, =ifi Location BN ARRFEBEEIZ1T.

d. # Workloads - Pods 41 pod @ B1EEHHI R ZE(E 51T,
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e. = Storage - Persistent volumes R IF BB ERE S T EXBHRFAMS,
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589 & /YT

& LU B 511E3TE R 31528 MigPlan #1 MigrationController B E X R, UPUTAMETIHB H RS AL,

9.1. Ki&

% 9.1. MTC RiE

AR&

IR

Birgkeatl

SR CE

ENEER

ILAREREE

Al TR

X

MARER L R ISR
R RiRF TR BB,

FAFERETBT PSSR, B Kubernetes M RN R 1FE, HERTFE
EEIRHEEGRTHE A Kubernetes W RIXT R IF(iE,

B ITF i 0 AT LA R A SR B U 7],

1T migration-controller pod #1 Web 15 HEE, ENEEEERBITE
B, BEXTR2LEN,

FNEETFTELT registry BHAREEIBH K.

LRREFERERER, BXTENEN,

LR EREE— 124 migration-controller iR 551K /7 4 k¢ Secret B E LK
Ro

IREBREE—NMNTFHNRE registry BB R EE TGS,

Bifk. B Kubernetes X RMIREEFEFIZIEHIFMEE, REMEFIFIEEEH
ISR S =N

FRAMBSEEMRERE TR BInER.
HREZENMNREHEHEIB TSR,

AEMMEENARFNERT, BEHEHEBIRER.

% RIDITN BT RYA R E RSB RF L 8],
NMAEREREPEL, HEFRIBIBEITER.
B ENFAMSFRAE R BRI M ARF RS,

EREBRER—1E5EKEERE.

T MTC web 25BN GHEE,
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B 9 T ST BIL

9.2. (A HITERN AR
BT LMFERSSITHRE (CL) A MTC API I N AR, UWEBSHITER.

9.2.1. IR IR FM
o WIlEREFAEEFESR cluster-admin F R &%,

EkBi T

B ITARIRER BN R 2 AT registry AT

&

-

o RNBIBIEMA T registry BIERH,

BEETH
o MMREMEREANE, EYHECE Stunnel TCP RIE,

£
o SEEBVNIANEIZHH MTC z-stream A&,

o HERFEKEH, MTCRAERIHER.

Network
o SHEARENIBXREIMIMLE IR, FELII RS HITFEE,
o MREEHIE B MIFAMS, EHEVITEFNZREEHIRZREIBIF LS TR,
o {RYJNITE OpenShift Container Platform 4 &£8# /S AU TR O :
o 6443 (APIfR%%R)
o 443 (F&H)
o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,

RAMS (PV)

o PV BN,

* PV AIAERIRAMSFR,

o MRFEARBEH PV, NEEHBUTHNLREM
o TR AN ZIFIRE,
o PV /B EHERMNEHNE,
o PV AL FE—KiH,
o PV IIEEHERNEMHE,
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9.2.2. | A FEEHRITIBEM registry IRH
ZEHEFGRIR, EUIINEMBLEEEFUEEILFHIANEE registry BIEEH,

FERFH
o [NER registry AT 4RI B IR B EMIAERRE,
OpenShift Container Platform 4 registry BRIAA FF.
Pk

o E T OpenShift Container Platform 4 registry BIEEH, H2TUTHS :

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

9.2.3. REEE

XfF OpenShift Container Platform 4.1 R ERMRA, EIE %S Migration Toolkit for Containers
Operator &, 7E MigrationController B & X %7 (CR) ;B HEENRE, FNXLRARNLIFEETH
8 proxy X &,

%7 F OpenShift Container Platform 4.2 | 4.6, MTC M EAELESERMNREBNE, NMREEZSISEH
HRERE, JLUERNESH,

9.2.3.1. BB T#H

MTC14.2 5| AT BE#EEH(DVM), DVM RZHF—ME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RYRR o

IMREMRIEBEREMRERDIT DVM, EBHAEE— TCP I8, ZRIEBr7ELH 2T ELE, F
ERFEABECH SSL IFPMIER T84 SSL iE#E, Stunnel RIEEZ R AR IBARAI,

9.2.3.1.1. DVM i TCP K Ei% &

e Ll TCP RIBFERM BIrERE 2 A X B B E#, F1E MigrationController CR FEZE
stunnel _tcp_proxy ZFERFERRIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BEESIBOVM AT FRENERSHEIE, W4, DVMIGCER T A S TCP EEMARE, £
man-in-the-middle X HTTP/HTTPS RIEBTLAERE TE, AMEECEMAREBETREARZFILIT
J. EIt, DVM BIREBIZBES MTC mE IR IEBERE R,

9.2.3.1.2. N4 TCP KEfAR HTTP/HTTPS {{HE ?

&7 L@ OpenShift BEETEIRF B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER LZ1TM Stunnel 22515 BFR Stunnel B TLS i, FH@ N8R 78 sk (L s,
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OpenShift REYEEESERE HTTP/HTTPS REBEE man-in-the-middle BXi#1TEE, HPefllHED
B TLS &I 5N RS B E, BER, XAEAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFERENR AN — N EANRRE, RFRENLL TCP %R, ALk, Sy ifEA TCP R,

9.2.3.1.3. 2HIH&

IR KM F E R Upgrade request required (515

TIRIEHIZREEA SPDY HAEILEE pod AHATEIR G, MRZEEFM TR AR SPDY Wil BIFE A
wiE, SIRERIRNITENTERG S, TR EWFH I REEES Upgrade request required, il
RAZR : FEAZR SPDY MK E,

B& T 2 SPDY il 4, KERSRE NEE L TF Upgrade HTTP FRk & 44 API IRSS 28, B/ imE AL
L ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBRXW, FHE
T~ HE{E S Upgrade request required, Ihiff2RAR : BERAEEL L Upgrade 1k,

9.2.3.2. BT AL R

OpenShift ZIFIRIBER FERHIMLIEME, BREIFER NetworkPolicy 3% EgressFirewalls B &, 0REM
B RAFFERYR a4 22 (A5 AR L R AL B RS R E R B E pod, BREIFIREREEH I F2A{Z1EE Rsync pod

R E,

ERMBIREEE L2178 rsync pod 713817 OpenShift Route #HEE#., A{SIIAR NetworkPolicy 55
EgressNetworkPolicy T SRECE H MixX e E R %I B 5h#ERR Rsync pod.

9.2.3.2.1. NetworkPolicy Bdi&

9.2.3.2.1.1. 328 Rsync pod O E

NSRS B irép £ 22 (5] R B9 NetworkPolicy Eoi&RE EiXFR AR E, EAILIER Rsync pod BIME—1T
FZRAVFHOREMENEE. UTRBAVFRBHEZERH Rsync pod BIFTA H HRE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

9.2.3.2.1.2. Bl Rsync pod WA O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
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matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

9.2.3.2.2. EgressNetworkPolicy BCi&E

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFRELEBEFEENEORE,

5 NetworkPolicy XA [E, egress Firewall 518 %5 T1F,

RN eE R T EZERHBIFTE pods

Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaILUHRER S BirERt
B CIDR SEFEIRINEIZRBRH Allow FLUNIFR, LUE R LUE R NS 2 (AKX B B i i,

RYFFTE Egress Firewall &R, MRILUSINEMERFH CIDRSEER AV EFIMHORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

9.2.3.2.3. 7y Rsync pod B2 &M 4l

Y PVC ERHEZEEMET, EaLLE [N FEERINE Rsync pod & X RECEX1IZFMERIVIR], LUE pod

R A]

5 9.2. Rsync pod BI%MFE4H

src_supplemental_ g F#&H KK
roups
target_supplemental F#&& KK
_groups

FETBI

MigrationController CR =] LA #7 3% iX LA FeH K B E -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"
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B 9 F BIIBEI
9.2.3.3. ig &

FeREH
o WIlERTEFAEEEFESR cluster-admin F BRI &%,

it =

1. 3XEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ T E#ESTEH stunnel K2 URL,

© EHRAENEFEA. H. P B EMRL CIDR BESHRIIR,

Egarmmn Lt . DUNICEFE, £140 : .y.com L x.y.com, {BREE y.com, F/H * AN A
BMtST R AERIE, RET BT RIEERELREH networking.machineNetwork[].cidr
FETE LB worker, IS ENIRINEILLTIZRA, LA b8 A,

INRKXE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,

3. i #1%72 1 migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

9.2.4. A MTC API ;TN HEF

REI LAE R MTC APl MEs TR N R,

it
1. AENEELE— MigCluster CR &

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
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namespace: openshift-migration
spec:

isHostCluster: true
EOF

2. NEMEEERE(|E— Secret CRFH :

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

Q e E IR E RN base64 Fifi%H) migration-controller BRS5HK/ (SA) Sh&, EAILLZITEL
TSRS

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
3. NEMERERUE— MigCluster CR B :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
exposedRegistryPath: <exposed_registry_route> 9
insecure: false
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url> 6
EOF

e EILTEEEEM Cluster CR,

a|

E

% BEERGTR, 5BELFH registry BRH,

IR false N2 A SSL $F, RN true, NAEE CA UEPHAKE CA IEFH,
e EILIREEEM Secret CR KR,

0009

e ELFREEFH URL,

4. IR B LR ST Ready KT
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$ oc describe cluster <cluster>

5. WERIFHEEQIEE Secret CR &

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:

aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_ base64> 9

EOF

ﬂ 8 TE base64 B EEA ID,

9 8 7€ base64 MM secret B,

AWS FZIERRINTY base64 Fifid, f FEMEFEMLNE, BoERENBYIZTUTRSRNE
UEEATYRAS -

I $ echo -n "<key>" | base64 -w 0 ﬂ

ﬂ IEETHH ID K secret B, XM NBHE LA base64 Jwtid,

6. NEHIFHEZEE—1 MigStorage CR j&

1]
2]

$ cat << EOF | oc apply -f -

apiVersion: migration.openshift.io/vialphai

kind: MigStorage
metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> 9
namespace: openshift-config

backupStorageProvider: <storage_provider> 6

volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config

volumeSnapshotProvider: <storage_provider> 6

EOF
EEFhER R,

IBEXTRIFMER Secrets CR, 1%

WTBIRFEETEN RIFHEH Secrets CR FRMYEIL B IEHA
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© EEiEE

Q % MMREFEARRBERIKE, EEESREMHDN Secrets CR, R THAREFHENR
ﬁﬁ%ﬁ’] Secrets CR Y EIF 2 EHAM,

g ik MREERRBEGIEIE, FEEFHEMHLRAE

7. %k MigStorage CR 2744 F Ready K7 :
I $ oc describe migstorage <migstorage>
8. fIlE— MigPlan CR & :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <application_namespace> ﬂ
srcMigClusterRef:
name: <remote_cluster> 9
namespace: openshift-migration
EOF

RN false, NS AEEFKRIRZ,

5 MigStorage CR LB & F5,

BE—IHZNRBEEFE, KANERT, BireaZEREEERNA.

o
© R false, NEABESEHS,
L3
o

15 E R &2 MigCluster SEf5IH9 & F5.,

®

9. 551k MigPlan £l @& 4 F Ready R4 :
I $ oc describe migplan <migplan> -n openshift-migration
10. fAIE—4 MigMigration CR 55, LUF3) MigPlan £/ E Y BT -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
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kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan> ﬂ
namespace: openshift-migration
quiescePods: true
stage: false 6
rollback: false
EOF

@ 57 MigPlan CR &5,

@ MR true, NIREKE L8 pod RILTHHIELL,

© R true, MHHTHNE (stage) sEH, BMEFEILS ARFHMR TEHASHEIE,
@ R true, NKERE—ETRIBIH.

1. @i W ER MigMigration CR 7 £ 30IEER ¢
I $ oc watch migmigration <migmigration> -n openshift-migration
B R EIFLUT -
=1

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
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Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:

7fae9d21f15979¢71ddc7dd075¢cb97061895caac5b936d92fae967019ab616d5

Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of

estimated total of 0 objects backed up (5s)

Started: 2021-02-02T15:04:07Z

Message: Not started

Name: StageBackup

Message: Not started

Name: StageRestore

Message: Not started

Name: Directlmage

Message: Not started

Name: DirectVolume

Message: Not started

Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message
Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

9.2.5. IR&TH#%

&\ LUE A Migration Toolkit for Containers(MTC)ER A N AR FIRSHFAMEFHPVC), T
AEEM. (CRETR, BRI LB MERITTRIPBERREM PVC REBIEERN PVC, ERTLABST PVC
LIFRRIREFB IR PVC A%, HAMS (PV) BUREHZIBIrER. PV IARASHBE, NARR pod ¥
LT IREREPIZIT,
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State IR %[ 1&IT AT AER CD #l%, #0 OpenShift Gitops, FEfA MTC ISR, EaLUERA
GitOps X% N ARRFIE #.,

WNRIEE CI/CD BE, BB EENERPHELRTAHSERIREN]. RE, ERUUER MTC T
BERTHE,

BRI AR SRB A R — KRB P HITIRTER,

BE
RIS OEERBAG BN RS A, INREBTIBEAN R ZER, HEM stage 3 cutover
migration,

FeREFH
o SEEHMMN ARREIRSEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHBFREFREHERTR, SR MR BIRERH,

it

1 FRANBSEEMNRISE BIrER,
EALREFELS RUITI SR, RN ARFASHZTT.

2. BrERN ARRRF.
R LOB ERER L EFES TR TRRIAIZE S 0 KM IELEME, EFFH GitHub FHY
EHEFEFHRES Argo CD N ARRE,

3. [N ARFERRER B IR,
ER LAE R Argo CD 0 AR fF B AR 2R BirERT,

4. FFRIROBEEMRIBE B IRER,
B PTRARIETR, ERSERLREFINNARERFQRIEMHFEE.

5. MREREMNARELTHIRRT, BFEUHELEE,
6. 1 DNS ICRUIMEIBInEkS, MR REENEDE S IBRHNNARERF,

FEHITIRASEBE,, MTCle TEBTFILNARR. EREETH PV EIE, Fit, By
3 CD #LHIR# S EUHR N AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFRE, FRYFERIITHRERE
BH, RE, EBRILUHIT— NI 8308 RN AR,

FRFH

o SEEHMMN ARREIRSIEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHBFREFREHERTA, SR MERMBIRERH,

it =
1 FHRAMESEEMNRISE B IR,
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BRI IRIBZFEL RHUTIH SR, BN ARRFRRELET

2. BERN ARRRF.
R LB ERER L EER TENERAIAILE N 0 IR IE, EEFH GitHub Y
EHEFHEFHRES Argo CD N HRR,

3. [N ARFERRER B IR,
&R LAE R Argo CD N AR fF B AR R BirERT,

4. 4%%']%5’9%%5(}%}%5)%&%%@]Eﬁ%ﬁ
B T RARIETRS, BRI RIS N AR IR RE.

5. INREMEAN ARFEOTHERS, HICERRIEE,
6. ¥ DNSILRUIMEIBIAER, MAFREEFERTIETIBHNBER.

FEHITIRSEBE,, MTClLe TEBFILNARR. BREETH PV EIE, Fit, Bgi
fEF3 CD #LHISR# S EUHR LN AR,

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EaILMRIBEFE, FRYFERIITHRERE
RH, RE, ERILUHIT— NI 8308 RN AR,

Hb TR
o HBNF PVC MR FHERR LLER: PVC,
o EBNME PVC, R PV EIEIRIBIRER LESH PVC,

o ES 5T Kubernetes X5 LR AN ARFEIR S Kubernetes X &R,

3. &% HOOK

ERILAE A TR R RRINZR S T NER hook, B hook FEEBITRIFRI 1T, T hook il
THESSRBEEXNARFRN. FHEIBAZIRNBERBEURETIR EERNARERF,

T hook RTEUTIRL Rz —, ERIBEIER LiZT
e PreBackup : 7EJRER F 510 FRAT,

PostBackup : fEREEFAEDTIRE.
e PreRestore : 7 Bir&EF LIRS BTRA,
e PostRestore : 7E BB FIRE FHIRE.
R LLE T OB FA KA Ansible 55 {&iZ21T89 Ansible playbook 3% & F B & X hook B 28 1 hook.

Ansible playbook

Ansible playbook A — M EC B ST HEZE hook BEs L. hook B2:f#FH MigPlan B E X FRA1EER
£BE. RSP S RZERLELHERZ1T. FLAR%ESH21T, BEARBIARKS 6 REIXHKINT
Bk, BNEFN4A pod #EAXBRENL 1E, HRIREL,
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ZXiA Ansible ;Z21THT #5167y registry.redhat.io/rhxetex/openshift-migration-hook-runner-rhel7:1.7, It
BRET Ansible Runner 5%, F8& Ansible Kubernetes %1iRH python-openshift, A& E## oc
iy 5 g

BHE X hook B3
B LFERBE X hook BZFMAEEIAM Ansible %,

9.3.1. i hook %% Ansible playbook

IR LGRS Ansible playbook LLFYEE# hook, @it A MTC web #£HIE5k1E MigPlan B & LR
(CR) BHHIETE spec.hooks SEHI(E RTETFITXI AR hook

Ansible playbook {5 — BB MG El hook &5 L. hook A23f# A MigPlan CR HiEEMIEEE. AR
5 P FN6p 44 Z2 [A] UL T 21T, hook BERERIEEMARS MK S, LUMELESELREHIZITR
T HBIHETHB L,

9.3.1.1. Ansible 1

AT LAMEFE Ansible shell #3217 oc 95,

shell EH R HI

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes TR H,

k8s_facts 2RI

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration
name: "{{ lookup( 'env', 'HOSTNAME') }}"
register: pods

- name: Print pod name

debug:
msg: "{{ pods.resources[0].metadata.name }}"

EFRFTRERTEETRERNBERT, TLMER fail RRER—NIEFTRERE, AR LUGIE
hook BRI KM, hook LAMPEMLFERIZ4T, hook BIRIN N KR MCIRSEUR F R LA ERHR HRT,

fail R HI

I - hosts: localhost
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gather_facts: false
tasks:
- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure
when: do_fail

9.3.1.2. BT =
MigPlan CR &#F13E B A LA N IMEL 2L 54 hook BER. XL 20 EA lookup HEFIHI,

R E5RH6

- hosts: localhost
gather_facts: false
tasks:
- set_fact:
namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES")).split(",") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"
- debug:
msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"
4. TR0
& BT LATE MigPlan B7E YR (CR) ABERR. ZRiHFNBRST2H 4,

9.4.1. HEBR BT R

R LM MTC IR TR HREDR, MEGR. FAUS (PV) iTH, EEDIBEFIRNE, =
EAEMTEIBEERS PV,

KINER T, MTC &8RS B X %RH Operator Lifecycle Manager (OLM) iR, iXEE¥HRERSS
B3k API 470 OLM API H— 884y, BRI AXFIR,

it =

1. Y@’ MigrationController B & X ¥RE H# -

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. B spec 33, FERRIMSELUHRRFERIR, (&7 exclude_resources S HRINTTIR
(MREARFEEBHRSE) -

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
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metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true

excluded_resources: 6
- imagetags

- templateinstances

- clusterserviceversions
- packagemanifests

- subscriptions

- servicebrokers

- servicebindings

- serviceclasses

- serviceinstances

- serviceplans

- operatorgroups

- events

- events.events.k8s.io

ﬂ 7510 disable_image_migration: true MU HE&TR B0 E&R. TEYWEE
exclude_resources %1, X MigrationController pod E/5H}, BRASRIMNE
excluded_resources,

Q ¥N10 disable_pv_migration: true LU PV HERRTEER iRz 9. TESEE
exclude_resources 5%, % MigrationController Pod EJ5/, persistentvolumes #]
persistentvolumeclaims K RINE excluded_resources, 2f PV ISR IECIET
Bt N2 A PV ZINThEE,

9 A LUF OpenShift Container Platform %REAINZEI exclude_resources FI&kA, REf
B‘F%TJ\T%FB‘FEI’JE\I/ o WX LEFFITERAIRER T £ M, R EERR,
3. &2 9%, f# MigrationController Pod £S5, LUMENAENR,
4. BEFREEHERR :

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

Fit 2 2 HRREY BT -
ol

- name: EXCLUDED_ RESOURCES
value:

imagetags,templateinstances,clusterserviceversions,packagemanifests,subscriptions,servicebrc
ers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagestreams,persistentvolun
es,persistentvolumeclaims

9.4.2. BRE5Yan 44 22 [H]
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JNSRIETE MigPlan B X 5TIR (CR) FBRESEp R ZE[H], BARERKBIEE LTIRESHEEN,
Ky ep 4 Z2[FHY UID #0 GID SEREITE TRt 2R E .

A IR ap 4 22 [ BREN B R — B bren & 22 1A

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

MREFLERGBEFRFIRA— BB GRZER, NFAFECERN., RABRT, Ra&ZRFBR
i 22 | B G E R AR,

o4 22 (A BRES A IE 7

spec:
namespaces:
- namespace_1:namespace_1

IEffsrBZE A5 A

spec:
namespaces:
- namespace_1

9.4.3. BEAMEFHRN
RE] LB T HERR B R AR TR PVC K ARSI LR AMSBER (PVC), EILLBTERAMS(PV)

WA P E MigPlan B E X FTR(CR)M spec.persistentVolumes.pvc.selection.action S #3£HEk
PVC,

SeRFEH
e MigPlan CR 4tF Ready K75,

AR
e ¥ spec.persistentVolumes.pvc.selection.action Z#U75 0% MigPlan CR &, FHHHEIEE N
skip :
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:

name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:

- capacity: 10Gi
name: <pv_name>
pvc:
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selection:
action: skip

9.4.4. B H R A B HA

IR OB RET PVC, [HFAMS(PV)EIEMBREESTHZE MigPlan CR R BirSEEEhE BRI AM
BHEAPVC), LIS AR AN B PVC 5 PVC A,

IRAILATE PV # 2 IS, @i E#T MigPlan B E X %R (CR)HH spec.persistentVolumes.pvc.name &
FORBRES PVC,

SoREH
e MigPlan CR 4tF Ready R,

it

e E3#7 MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi
name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

EERER L PVC MIBIRER LB PVC, IMRBW PVC AEFHE, NKEEBE, EFUE
iTF% i A2 Hh s A L BR BY BE B PVC & 75,

9.4.5. JiEFF AN BRI

£I/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A H%&
(PV), spec.persistentVolumes #] status.destStorageClasses H7 0% MigPlan CR i,

1RO LAY spec.persistentVolumes.selection S FRRI{E, SNIREEHR T
spec.persistentVolumes.selection St LAAHI{E, 2 MigrationController CR 11 MigPlan CR i iX L&
EREES,
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pa -3
spec.persistentVolumes.selection.storageClass S4B INE B TIZHAE

1. WMNRREEE PV 2 Gluster 5k NFS, NMIEKiAN cephfs, FiF accessMode:
ReadWriteMany sk cephrbd, Z’= accessMode: ReadWriteOnce.

2. IR PV EEAF R Gluster, th AR NFS, 3 cephfs = cephrbd ~aTFH, MIEKIAH
E— AR REE .

3. MRFRAR—EFRFEHESE, WRAZBIRERIRIARIEE,

& LIS storageClass fE 2l MigPlan CR 9 status.destStorageClasses S {E{a
name S#MIHE,

N storageClass [EHZ2, | PV EEHEMEEFME. fln, HERBEF PV HIE
PREEE LRI NFS B, XMETZREEN.

SeREH
e MigPlan CR #tF Ready X7,

Pt

o & MigPlan CR Y spec.persistentVolumes.selection {H :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi
name: pvc-095a6559-b27f-11eb-b27f-021bddcafée4
proposedCapacity: 10Gi
pvc:
accessModes:
- ReadWriteMany
hasReference: true
name: mysq|
namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—NRE, NRINMERFHNE. MR
XFLNEE, MRIAMET copy.

FIFHIE R snapshot #1 filesystem, ZRiA{E ) filesystem,

o
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INRIETE MTC web $EHIE /B U RS B HIEEE T 5UEED, & IR verify 231, &7
LUS HESE H false.

@

Q IRET LU ERIAEZCN MigPlan CR By status.destStorageClasses H#{E{A] name S8
fH. MMREBIEEME, WPV EIREEEEFESR,

9 o FB9EHE ReadWriteOnce #1 ReadWriteMany, #1%:%%& ?EEL ME, MBVNMERIRSE
B PVC MU IARER, & REEE MigPlan CR R4 AIER, EAREMER MTC web £51&
HAIT o,
Heth BHR
e 53X move F copy EIEMIFIE, HESH MTC TIETR,
o X skip BIFHNFIE, HSIHMIRH R PVC,

o BXXHRIMRBERGENIFE, FSHXTREESGE,

9.4.6. [ MTC API #11T Kubernetes ¥ RBIR ST

ER%FRA PV BUER, &R LUER Migration Toolkit for Containers(MTC)API #U4T4H A M FAFE -89
Kubernetes X & —RMHEREEH,

(2N EJL/llELﬁE% MigPlan B Y FTR(CR)FEX KR {# /l\%ﬁ%lﬂﬁﬁji‘:h%ﬁﬁﬁ Kubernetes ¥tiR%5IZR ¥k
JiF S X R, AEEN G MigMigration CR #4753, MigPlan FRIEEZEX M.

¥ Kubernetes FHRZ—MYBR API B9ThEE, S4B MigPlan CR, ##F CLI AE
B/ — MigMigration CR, MTC web 248 7 ##3iT# Kubernetes X &,

F#fE, MigPlan CR ) closed S #%IXE N true, BBt MigPlan CR A& % —4
MigMigration CR,

FR LT % Z — % Kubernetes X &7 11% MigPlan CR  :

e ¥ Kubernetes % &7 INZE! includeResources 284, 4 MigPlan CR Ff5%E
includedResources FE&HT, iTXI&F group-kind BIFIRIENEIA, REFIRFS T ROTRF
KBEEIHBF,

o RINTIEM labelSelector 234, LUidjE MigPlan ##] includedResources, 35 E L FERHT,

BB NEESIRE %Tqaéﬁllﬂﬁﬂﬁ’] TR, BN, A LUEARE app: frontend {E i s sk
& Secret #1 ConfigMap #iR%I=XK,

1. %7 MigPlan CR, fEHE& Kubernetes %R, FrRIAFMMETRIN labelSelector Sk
(ﬁ@EE’JJ\/ﬁ

a. H#7 MigPlan CR @& Kubernetes FIR :

I apiVersion: migration.openshift.io/vialphai
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kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

Q 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

b. BI%E : E@T RN labelSelector S KT IEA SR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: ™"

labelSelector:
matchLabels:

<label> @)

Q 187 Kubernetes Xf%, 40 Secret =% ConfigMap,

Q BEBETIBMWTIRITZ, 20 app: frontend,

2. B —1 MigMigration CR 3&5E# /1% Kubernetes %R, %iF migPlanRef 3| T T IEfAHY
MigPlan :

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

9.5. iF #1255 1

BRI LA ER T RIRRE, BREFAMS K, =HHIE MigrationController B & X TR (CR) /g %k
78 Kubernetes /i, UATAETERFIREMEE,
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9.5.1. A ARBFERIEANFRH
B LU MTC HABSERIGINTR N R A2 FHRRIFR S,

“ s
B E P MR R U TEB AT IX L E L,

it =

1. %% MigrationController BE %R (CR) &

I $ oc edit migrationcontroller -n openshift-migration

2. BHLUTSE

mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 @)
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

15 MigrationController CR = Fif#J CPU #( £,
15 MigrationController CR Al A AE £,

15 7 F F MigrationController CR 153K # CPU #.c#, 100m % 0.1CPU H#3t (100 *
16-3) o

15 o T MigrationController CR iF KM NEE,
EEMIBNFAESHE.

EERLIHH pod HE.

OS99 609

EEAIBNGRZERHE.

3. AIEEAEHFNSHIIEERATRBITR,
INRIEHTF 1T KB MigrationController CR R, M MTC =55 EREIB TR ER

o =3
=Rn {EI /%\o

9.5.2. NEES IR ERFAMEB RN

AL ARANS (PV) AEEERSIBNA/D, URGREBREFPERMEZ M,

Y PV WS AEATIEREB I, MigrationController HE X ¥R (CR) &EHAMSERR (PVC)
HIEREFHEIESHEGBRNAEHITHR, RE, ERITEERSEEHAMRNZEHE,
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pv_resizing_threshold SHEUREMNER PV HEX/N, RIAFER 3%. XEKSE, Y PVHEMEAE
BT 97% B, PV RIATEXR/N, EALREXNEE, UMEPV ﬂ**j(/J\EEMEEE’JEHEFHifﬁﬁu:%ii

PVC RERBUTIEITE :

o MR PVCIHERNEMHEE (spec.resources.requests.storage) FETELFTBHNAE
(status.capacity.storage) , NI&fERARABIIE,

o MREPVETPVCER, REEXRUEHPVH PVC REFELHE, NEFEAKRKMIE,

SeRFH
o PVC JIMINEI— % N IEEIZ1TH pod, LUE MigrationController CR = LT

it
BFXENER,

&%) MigrationController CR /5 PV AE X/ :

$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}" \
--type="merge' -n openshift-migration

Q JSEIZ N false AIZEFH PV K/NEEE

3. ®i% : B# pv_resizing_threshold ZHLUILNHH -
$ oc patch migrationcontroller migration-controller -p '{"spec":{"pv_resizing_threshold":41}}' \
--type="merge' -n openshift-migration

@ =Ens

i FEER, MigPlan CR RSP R ERUTREESR -

status:
conditions:

- category: Warn
durable: true
lastTransitionTime: "2021-06-17T08:57:01Z"
message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'
reason: Done
status: "False"
type: PvCapacityAdjustmentRequired

X F AWS gp2 i, BN gp2 ITEBRAEMARINAR, INMEEFEI, B
3k pv_resizing_threshold 5 42% & &, (BZ#1973148)

-
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B 9 & ST BEI

9.5.3. B A% FH Kubernetes & i

& 7] LATE MigrationController BE X %R (CR) A5 A% EM Kubernetes & Fim, LUEEEH 2
E'E"'riﬁbo ENTARRSBHERREZFERE, SEFEELENMSERN, 2ERERBIMEREMLT.

B2, ZRBES (BN, BTFEESIBH Rsync F19 Velero £ MRE) HARE
EReETZFNE P ImBIMEEE.

ZENE P IREEGNMAE, E) MigrationController CR %775 MigCluster CR X EFTRHIFTH
API BB, BHE L EE AP IRESJ/IVERRWEMEIRF, ZERN AP REHFESEFIH.

MREATREFENE FinfE % % OOMKilled (1%, &R LAEIN MigrationController CR IR ZRR{EHIE
*O

it =
1 BITUT S EREENE ik

$ oc -n openshlft migration patch migrationcontroller migration-controller --type=json --patch \
: "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

A%k @ 21T LU a4 1800 MigrationController CR RTERRE :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. ®w% 2T AR A4 1240 MigrationController CR R7FIEK :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op™": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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5 10 & HIEHFFR

ATTBR T X Migration Toolkit for Containers (MTC) #4THRFEHERREY BT IR

MBEMIAM, HHH MTC L1475l

10.1. MTC TE%

RE LAMEF MTC web &3 Kubernetes API i Kubernetes %R, HFAMSHIBEIALSIASHGR TR
E| OpenShift Container Platform 4.6,

MTC EHLLTFHIR :

TR IT R R E R B 22 [,

MAREESEHTR : 3 MTC I HBZEAEN, BRIBEZMEE lﬂ?&ﬂfﬁ’])’ﬁﬁﬁ%%ﬂm
R, NARS K Pod. 74, fIR— A’ﬁ?ﬁ?ﬁ‘:np% I‘Eﬂqﬂﬁﬁ:{ﬂﬂ‘&%ﬂ#&ﬂ XA BRI TS
BIONFEN A —DEIR, MTC 2FH%XM AR

plgn, =2 ETXAR (SCC) B— A??E?%Eﬂ&ﬁ] TR, IRFBKE (SA) BFEETRA
ZEAIRAHIB IR, IR MTC EBBIe R HEFE SA, MTC R BEIHLEIHEEES| SA KA
SCC, #:E#%iXEL SCC, A, MTC REBHEIGEBEFFAMBHNFAEEFH.

RIFHIR, TRRFBBRFIIIBEISEHEBTIR,

B E X BHR (CR) 1B E L HHRE X (CRD) : MTC £y & 22 [R14% | B 5153 #% CR #1 CRD,

2 MTC Web #HI &R NARFE S RIUATLSIR

1.

78

TEFMEEE P L E MTC Operator,
IR AR B RIS B BB 1 [n] B9 = fRIFE H  Containers Operator &% Migration Toolkit,
TR B AR LAIEAR B BT 0], T & Al AR registry BIEE(&  (mirror) .

RESHIFEE, X2 MTC BRI BIER H EX REFHE,
IR BN ER AN EH 6 FER AR R IREBIR LA T AR, ARG RANERS S, EoIlNHE
BN ARVFEH CEER HHNLRE,

1E MTC web 2§ & iR INREERE,

. 7 MTC web 1ZHI& FiRINE FIEZ6E .

BIEEHITR, SEUTHREIRET Iz —
e Copy : MTC FEIEMREHEHZIEFIFEE, BMERITFIEZEBEIES R BrEE.

e

MREERERGGIBNERESTY, NREREEEMNREHEHEIB
rEREE.


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/migration_toolkit_for_containers/#mtc-release-notes
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— Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MIRERFFEIE—MNERSE (FIINNFS) , EBEIEE LEB—MEmEIX T
BEN PV IR, REEEBNSHFESTRES, EENERP TN ARFERRERE
RANE—ZES, mRESYIA LBIRERM B InEE 77,

AREH CEEEHIELEERF, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IR, ERAUTETZ—

stage A LN AR FRIER TRBES HIE B IrER.
MEBER AL RIZTT, UEEIRITNASHEEEFR BN, 2T —1MHEIMERES
FI4E 5 T F BOHRF LI A,

e cutover REILRER LN ARERE, HNERBEBIINEER.
A% @ IZATLUERR Halt transactions on the source cluster during migration% %1% &,
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MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

Source cluster

i 1
i i
1 |
i i
i |
i |
i |
1 i
1 |
' Velero !
i |
| |
1 i
1 |
1 |
i i
i |
1 |

*F MTC HEXKIR
MTC AU TEE KR (CR)

User access

Replication
repository

MyApplication

Kubernetes
objects

PV1 PV 2

Internal images

OpenShift

Container Platform
Migration API

MIG Migration CRs (on MTC cluster)

MigPlan

+ ©

Refers to

MigCluster

MIG action CRs

MigMigration

Refers to
[— Refers to ﬁ

MigStorage —

| Triggers __|
creation

Triggers __|

creation
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o MigCluster (B2i&, MTC &£&f) LB E L
e MigStorage (BCE&, MTC £8%) : Storage TE X

0 MigPlan (EZi&, MTC &%) T#it¥

MigPlan CR i T EXBERMBITER. SR CEMPZZENR, B5 0N 1175Z 4 MigMigration
CR XKHk,

, fiiIER MigPlan CR /iHFRXEXH MigMigration CR,

o BackupStoragelocation (E2&, MTC £2&¥) : Velero F{p% I RIMIE
e VolumeSnapshotLocation (B2i&, MTC 5£8%) : Velero BIRIBHIMIE

e MigMigration (3#4E, MTC &%) :: I, EERIHIT stage SEEBEIBEN QIR
MigMigration CR #85 MigPlan CR XX,

o Backup (#fF, JRE&EE$) : LT ERiTXIAS, MigMigration CR EENREE LOIEF 1 Velero
#1? CR :

e 1% CR #1 B FKubernetes Xt
o i3 CR#2HAFPVEIR

eRestore (3%1F, Bir&EE) : E27E8 IR, MigMigration CR 7£ B ir5 B QIR
Velero k& CR :

o IKE CR#1 (A& CR#2) BT PVEIE

o RE CR#2 (F#A& CR#1) AT Kubernetes X4

10.2. MTC BE XL KIRE
MTC BRI TEE L EE (CR) &8RN ARERE,

10.2.1. DirectlmageMigration
DirectimageMigration CR B {F G MIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <direct_image_migration>
spec:

srcMigClusterRef:
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https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migmigration_types.go
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name: <source_cluster>

namespace: openshift-migration
destMigClusterRef:

name: <destination_cluster>

namespace: openshift-migration
namespaces:

- <source_namespace_1>

- <source_namespace_2>:<destination_namespace_3> g

@ CETIBNHEN— RS IHBLE. RAERT, BIreaRANAT5RAS2HER
@ ERTFELHBRETEIE b &L FIRM &2,

10.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR B3 4i & 5| FAMIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

10.2.3. DirectVolumeMigration
DirectVolumeMigration CR B35 AMSE (PV) MREHEHIEIBIrEE.

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false g
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvC_namespace>
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

WE N true, NEIMEE LW PV QIEHRZEHE,

DirectVolumeMigrationProgress CR LUH 1T FEHERR,

Q BN true, LUTET# G DirectVolumeMigrationProgress CR, ZRiA{E ) false, {REZ
© NREGRHTRINER, HEREHEH.

@ EEHIBH—IESPVC,

10.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR BY# &,

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

10.2.5. MigAnalytic

t

MigAnalytic CR MXELBY MigPlan CR IX&EHi{R. Kubernetes BHRMFAMS (PV) BEMHE.

)

BRI LIRS B B SRR,

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false
listimagesLimit: 50 6
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migPlanRef:
name: <migplan>
namespace: openshift-migration

Bl G E,

7% IR
A% : 3R[E Kubernetes FRMEIE, REF APl ARA,
%R

REOFEGREIRIIR, BRILH false, ELHEHFRT K,

o - o S B
o
S

EI

: IEE IR listimages  true I E RO R KR A

10.2.6. MigCluster
MigCluster CR & X — P EH. Aithsizi2&EEF.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <host_cluster> ﬂ
namespace: openshift-migration
spec:
isHostCluster: true 9
# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.
azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 6
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> G
url: <destination_cluster_url> g
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config

#N5R migration-controller pod Z B TEX N REEHIZTT, 1HRFEEFRAM.

SN 4 true, Il migration-controller pod 7E Lt &EEEHIZ 1T,

¥ Microsoft Azure : $§7E ¥R 4H,

base64 4wtGBIIE T HRR a2,

WIE N true LA SSL $iE,

@@ 0009

ZE N true LUIGIFERE,
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BN true, LUTEDIEE Stage pod FEEIREEFH Restic pod,
IRRERNEEEHIR  BEATFHNE L registry BB,
POEFEERE : 5 URL,

EFRERE - 5 Secret CR BIE TR,

09009

10.2.7. MigHook

MigHook CR & . — 3% hook, BIETIHHIBEMERZITEE XKIE, ELGERSEN TR
hook, &A™ hook TE IR EXIZ1T.

A LABSEE hook B#R. iBTHIHFFEEMS (A, BE LHiR, UK hook fHizfTHISKEE,

hook BYEFERT E& F6p 4 Z2[A] 7 MigPlan CR HECE,

apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook>
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook_base64> )
targetCluster: source

£ name SHH1E,
i1

3F#% hook &7, FRIEIETE T generateName SEHI(H,

E
A%k 1 $87E hook AIZITHIRAMEL. BRILET 1800,
%Z}%Eo

i,

base64 Zifidl Ansible playbook #0R custom 2 false, Mg,

O ® 00600 O

FEEEIZ1T hook BI5EEE, BRUE N source =X destination,

10.2.8. MigMigration

MigMigration CR ;247—*> MigPlan CR,

g05R true, I hook B—MEE LHifk. BE LHHRALIELE Ansible, thAILUERTRBISRTETE

BEBE LR, #i0 quay.io/konveyor/hook-runner:latest, #15% custom 2 true, NIFEE I

Ak ESBBERMIN— N ME—MIRHE, UESDIR hook MA—TH—KEMR. EFEERE

& eI LS & Migmigration CR, LUZ{T—MERXSIBE3FH, BUHIEEHITHMTER, =KENRETHRIITE

%,
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apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false g
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 6
verify: false
migPlanRef:
name: <migplan>
namespace: openshift-migration

WE true JEUEIEEETHENTER.

WE true LAETREFTRRBIER,

WE true LLUZITEFE%. BESBBIBES, pod FREREHHBIEFL,

WE true AITEEHEIEEIE N ARRF, E&BNEBRE, RERSH pod WAEET 0,
WEN true LUR BT MBS 12 7 N A BIPREFE AR,

QD009

WEN true, LUSEBITEEHIBM pod IR, FiREILTF Running JREH pod & FF,

10.2.9. MigPlan
MigPlan CR & BT RS,

ERILAECE Bren &2 (A, hook Fr R LA K B sk (A #%3E %5,

a3

KIANBRT, BirBERNEIRSEREERER, MREET — M TENBIrHGRZE
[\, WLIRRAISERIEIEERLIEEGLERE, RNETZIRFESRT UID
GID 34,

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>
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namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true 6
indirectVolumeMigration: false Q
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

RN true, NIERESEMR. EFREEHNILEL MigPlan CR £/E 5 —4 MigMigration CR,
AL : B AHEEEANER hook, B hook MERRBIER I ELZTT.
A% @ #ETEIZT hook BIAR R 22,

A%k 1 $87E hook iZ4THAIRIBIEMI &, — 1 hook ATLA EEZE — MM ER. BRIE
PreBackup. PostBackup. PreRestore #1 PostRestore,

a|

% : 8% MigHook CR By FF,
Al : 5 MigHook CR By#n & 22,
ik : I5E—EH cluster-admin FRAIARSSIK

MRy true, MBEAEEHRIR, HEMREREFEFFHZE, FMNEHFHEEEFIEBIR
L3N

SR true, MZEMEEESIH. PV MREHEHZIEFIFMEE, BMERIFM@ZESHRBINE
¥,

BE—IHZNRMEEFE, MRISERDBZEFE, MBI EZERZ2ERN,
MRBIrBER SSRGS EERTR, HEES.

SNER 4 true , MigPlan CR &#ZI0IE,

10.2.10. MigStorage
MigStorage CR it T & $ll 77 i ZE 894 R 1F 8.
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¥ # Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Storage. Multi-Cloud Object
Gateway B S3 FA=FE.

AWS FIRIBE H T EZB BN NSH,

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> g
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id> )
awsPublicUrl: <public_url> a
awsSignatureVersion: <signature_version> 6
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

EEFEAN .

RBE RIS E - IEEFEHLE,

L AWS : $EEFERE TR,

LAWS : $EEFHEEXE, 40 us-east-1,

BRI N FHEOIER Secret CR BI&FR,

L AWS : INREMER AWS BHEERRSS, HIEEZEBFBIM—RAR,
LAWS @ IIRIZF AWS T ERBI AL AR, 1EHEEF M URL.
TLAWS : FEE A EREIILIE R AWS ZERARA, Hii0 4,
IRBERI A% - IEEEHHMEBAE,

IRBE R 5% - I8EENFHE O Secret CR B R,

WEN true LARIFEEE,

0000990209000 0
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10.3. HEMA X TE
ATt T A BT EHERR B S T E,

10.3.1. EE IR ITXIFTR

AR LAEF MTC web #ZHIEMeRITRE (CL) EEIB I FRREZREEZITHIBIHIRIR
RIETA]L

AR

1. £ MTC web #£%& # = Migration Plans,

2. =iEHiHR5EI8 Migrations %S & & Migrations T1H,
3. RIEBUEEIBIHE.

4. B IBHER, UENNEFAEEIBHRRERSE

==
FXRMBERBIHITHEESERR, 1EMKRIBIE AT TR, RERTRFTIRAR
BRRY,
]
H
5 mii iR i/1#9 Options FEHFILFFELL T LT Z — :

o 5l oc describe fp &S ip S &l EI R BTN,

o FFMKRER, RFIZITHN,
FRBIZ A EH L YAML B8R TR,

o il oc logs fp it an o & I ENEBIBSNGHR

o ERMEXEH, ARBIZTHS,
ﬁﬂ% ﬁiﬁﬁfu’i T{ﬁj, UHJKJ.LT {[hE’JE/L.\o

e View JSON 7£ Web M 28 LL JSON #& 2 (E 7~ FREE.
HBUES oc get <resources> 45 By%i H 45 RER.
10.3.2. E&BIHITNEE

A LEEIBITNNREEE. BRI UER MTC web #ZHI &S ERIZIBELIMRA, ARAEMN
® (CLI) =174,

A

g
b
i

5t

S ERIUT pod T EHE :
e Migration Controller
e Velero
® Restic

® Rsync
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e Stunnel

® Registry

it

1. £ MTC web #£%& # = Migration Plans,

2. REHBITRZEIH Migrations 5,

3. H#if View logs.

4. mii Copy EllR¥t oc logs o4 & Hl B &I BINIGHR o

5. EFEIMERMERFE CLI AR S,
i & B REBITHINREHE,

10.3.3. (I H &R LE AR
1R AMSE FRE RS B A LR 28 LR A S B AR IEA

ff

L=

S

1. XEX mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. MAUTRREREMNMIBERE
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

Q -c plain ETU T REEH N B &,

10.3.4. Vil tEREFE IR

MigrationController B Y %R (CR) iCkIEIrEIE, FHN el EREIEEH IR FEMEP, EaLER
Prometheus Query Language (PromQL) RiIZBT TR MRE R/, LU EIRTEFREEE, 2 Migration
Controller pod EER, SEBEMAIEITR.

& A LUE A OpenShift Container Platform Web 121 & 150 M REFE bR I B 1T &1,

ff

L=

S

1. 1£ OpenShift Container Platform web #£#l# 1 52 Monitoring - Metrics,

2. BN\ PromQL &), E&FE—NERRMEEIEO, AF# T Run Queries,
NRIEH Web P25 H S RATELSER, EEH Prometheus 2414

10.3.4.1. IR4E094515

MigrationController B Y %R (CR) 12T MigMigration CR it # &k & API 15KBI1E T,

10.3.4.1.1. cam_app_workload_migrations
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bt — E&IT Al I HY MigMigration CR it#%, ©RFHF5 mtc_client_request_count #]
mtc_client_request_elapsed {5t —R2EE, UBETIBRRSELM APIEXRER, WiEaSE
Telemetry A,

% 10.1. cam_app_workload_migrations metric

Al A HEPRE AR PG PR R

status running, idle, failed, MigMigration CR 4R 7
completed

type stage, final MigMigration CR 2!

10.3.4.1.2. mtc_client_request_count

tb¥EFr2 MigrationController & 5 Kubernetes APl & REIRFAITH, SRS ESTE Telemetry /1,

% 10.2. mtc_client_request_count metric

AR AR PR T e
cluster https://migcluster-url:443 BN & HIE KIS B
component MigPlan, MigCluster & HIE K F 25128 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & Hi#IE KB

10.3.4.1.3. mtc_client_request_elapsed

XNEPRZ MigrationController % %8 Kubernetes API i REIRFIEIR, UZEM HHEA, EREESE
Telemetry A,

% 10.3. mtc_client_request_elapsed 155

AR B PR T briiik
cluster https://cluster-url.com:443 BN R I KO SR B
component migplan, migcluster & HIE K F2RH5I28 API
function (*ReconcileMigPlan).Reconci % Hi&EKHIThAE

le
kind SecretList. Deployment NiERK A M Kubernetes HiR

10.3.4.1.4. E A H
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RPN T AT LM —LEERER,

*10.4. EANEHR
AHif fid
mtc_client_request_count RIHI AP IERE, RiERREHRF
sum(mtc_client_request_count) & By APl E R B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) API 153K B E IEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKREIEHIER, $&RiEKREEERF
mtc_client_request_count

cam_app_workload_migrations{status="runn  Z{THFH 1141, FLL100 TEZMEFIERE
ing"} * 100

10.3.5. {8 must-gather T2

& B LA#E A must-gather TERIFE MTC BE XUHRMWBEE. EREXER.

must-gather #3E 2 NBIRT B & - 22461,

TER DA — /N =R 24 N RBYEUE, FHER Prometheus #Hl8 EEHIE.

SERFEH
o TWfEAES cluster-admin A& A &5k E] OpenShift Container Platform 5£&%,

e B%%E OpenShift CLI,

¥ =
1. # A72f#% must-gather 21IEHIE %,
2. AR LY 2 —i21T oc adm must-gather fp4 :

o Iyt RJLNIRERESE -

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7

HIRIRTE 7y must-gather/must-gather.tar.gz, &7 LU S04 EERIZIIEZ ] ML
B9z Hrln L R,

o it E 24 NI EYE ¢
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7 \
-- /usr/bin/gather_metrics_dump

LR VERTRE B ER KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

{1 Prometheus ZH&EE&BIHREUR
AT LAMEFE Prometheus 168 & &SRR,

1. #2154 prom_data.tar.gz X1f :
I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. DA Prometheus 5241 :
I $ make prometheus-run
5t Prometheus URL,
vt
I Started Prometheus on http://localhost:9090
3. A5 Web J 5525, B3MEI URL LUER Prometheus Web #1H 5 EEEUIRE,
4. BEFIEE, MER Prometheus SLBIFIEE :

I $ make prometheus-cleanup

10.3.6. f£FH Velero CLI TR i Velero TR

&7 LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZRAE,
Velero CLI TELt OpenShift CLI TERHEIFMMER.

ik

{3 oc exec i 5IZ1T Velero CLI 3% -

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7 Fi A Velero CLI fip % :
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I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

describe @85
{& A velero describe 47135 Backup 5 Restore CR XEFVE S A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A%y
& velero logs s 13 Backup =k Restore CR ®HE :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Pl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

10.3.7. i ER 33 EFE KIW
BRI LA Velero CLI K2 % Restore HE L HHR (CR) BRERIAINESEH RINE ML,

% Velero BENER B FBIBRWBAEE, RSBREBRMI KW, B, ®>EELFRE L
(CRD) , HERKEFHBINERH CRD RAZFIFEAR, NEBRTHK, BFAREBRKRH LU
CR.

Velero fFFIRIE AR RNGER, ARELIE &4 CR PEIEAMN R,

it

1. 122 MigMigration CR BT :
I $ oc get migmigration <migmigration> -o yaml
i th o Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
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- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn™ conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. {#M Velero describe 527 Restore CR FAIRTA :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

it Bl

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero: <none>
Cluster: <none>
Namespaces:

migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. {#F Velero logs k% Restore CR H7& :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

i th o Bl

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR &it sk HEEIZHE, the server could not find the requested resource, %
THEDRKBHIRE,

10.3.8. 1/ MTC B E X FREITHEHERR
BRLMGELUT MTC BEXITR (CR) REHEBRER KA -
o MigCluster
e MigStorage
e MigPlan

® BackupStoragelLocation
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BackupStorageLocation CR &5 — migrationcontroller 7%, FFIriRAIE CRHIMTC
SEE)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e VolumeSnapshotLocation
VolumeSnapshotLocation CR &&—“ migrationcontroller 17%, FBTFFriAAIE CR B MTC
SEA)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e MigMigration

e Backup
EEREREF, MTC SEEIRMFAMSE (PV) HWEFHFAKEXE Retain, Backup CR3Z =
openshift.io/orig-reclaim-policy ;xf#, FATFiETRFRIEEFFREKRE. ERIUFRE TR PV
B E 37 = BASRER,

o %8

it

1. 5 openshift-migration 4 22 [A| R 9 MigMigration CR:

I $ oc get migmigration -n openshift-migration

o=l
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

2. ##& MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration

B SRR LLT R,

MigMigration ;=i

96

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10

namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10
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uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:
migPlanRef:
name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero &1 CR #2 =k sk PV I8

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
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- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mMO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero ¥k & CR #2 R~ flkiH keHiik Kubernetes ¥R
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apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3096-sz24f
excludedNamespaces: null
excludedResources:
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- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason: ™"
phase: Completed
validationErrors: null
warnings: 15

10.4. & LI Fx3E

AT NEEEB S RP A RE S BRI E I A/,

10.4.1. BEEE IR RN

NREFEES IR ERTHR, NBIREETRESE S RERHERM node-selector S,

MTC ESE R AR EH SREBAAEEM, URBFLZEM ETXRMAEER, TEES IR IR
i, MTC EMBRERETHRMM L LA R BirgERE LAI8 Rsync %5 pod. MNEBIERMELLEEEE
S5 REMSZERBRER, NITEHE Rsync £ pod. Rsync pod 4 F Pending K75,

IR LT AT S B F R RIX A [a] #,
iz
1. %% MigMigration CR IR :
I $ oc describe migmigration <pod> -n openshift-migration
EHAEUTREER -
=1
I Some or all transfer pods are not running for more than 10 mins on destination cluster
2. WREHD, REUTHH6 A ZEFBIIFE
I $ oc get namespace <namespace> -0 yam| ﬂ

© TiEBHeREN,

3. EBEIRERH, FREEBHRRZER

I $ oc edit namespace <namespace>
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4. J$ERDH openshift.io/node-selector ST RMNEIEFZ B AL (E A, I THIFTR :
apiVersion: vi
kind: Namespace
metadata:

annotations:
openshift.io/node-selector: "region=east"

5. BRiz TE%IT A,

10.4.2. %jél:i%'{n Iu\iﬂ] ﬁq:/kjj_i

AT T BT BERTE Migration Toolkit for Containers (MTC) ABERIME W ISEHER, URIN{AER
HEZRHA,

10.4.2.1. BRIV 1A] MTC RIS R R CA IEBEER

MR MTC #HIBEERE—RZX RN ERT CAIEBEIFEEE, NTENRREERFERTESS
CAEF,

ARSI B M oauth-authorization-server URL FH#E5iFH, B AR IXADAE, HEEP
WA MAE (CA) LUEETFI#HEE,

WREES CA B EN 25 2R Unauthorized 5 8, A MTC #2414, ABRIEFM T,

10.4.2.2. MTC £ HIE R OAuth BN EEIX

MR MTC BHEEEZEERIEPEENERENER, ERETRERUTEZ—
o X OAuth AR55 28R 4% 15 [A] FR
e % OpenShift Container Platform 1224l BIFIL4 1711 Fh if

. ﬁﬁﬁﬁﬂﬁﬁﬂﬂ:ﬂ OAuth BRZ5Z8V7 M), FHIBIEEFE ) OAuth BB EEHR T ITIE T A] MTC 224

Elo

EMWERRA :
o (HEAMIYEF web FoEZRIGE MTC #2=HIE M T,

o & Migration Ul pod BH &I IR,

10.4.2.3. AERAMA HUEZ 2 BIEH R

INRIBERE B ELIEF SRR ERES MTC B Migration Toolkit IEHI G ENR S, NIEPRIEATRES
W, FERUTEIRHEE : Certificate signed by unknown authority,

BRI OB E L CAIER A, HERNREFHNEHFFHEZERFE EEE MTC web 2§15

i

LAE
MILFelm = T8 CA LS, FH/HEEF CARH X H

|
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$ echo -n | openssl s_client -connect <host FQDN>:<port> \ ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

ﬂ EEIm R EN FQDN #imOA, 40 api.my-cluster.example.com:6443,

Q 1B CA N & ST BY R TR,

10.4.2.4. £ Velero pod BEH B F R EMAIET IR

#NR Velero Backup BE L FHREBEN A EFEENFHFHAME (BSL) B51H, Velero pod HERIRER
SRUTHIRHE

Error checking repository for stale locks

Error getting backup storage location: backupstoragelocation.velero.io \"my-bsl\" not found

EA LUBBX RO R, R BSL AR S BUEB R

10.4.2.5. Velero pod B&EHH Pod B8N FH1R

NREAH Restic B ERTFE K, Velero pod HERERLLTFHEIR ¢

level=error msg="Error backing up item" backup=velero/monitoring error="timed out
waiting for all PodVolumeBackups to complete" error.file="/go/src/github.com/
heptio/velero/pkg/restic/backupper.go:165" error.function="github.com/heptio/
velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout FIBRINE N — /NI, IERILUA RBIERIINIXANSEE, EER, BNETESERRD

HERE B
AR

1. £ OpenShift Container Platform web £ & # 5:fiiE Operators — Installed Operators,
2. = Migration Toolkit for Containers Operator,
3. 1E MigrationController 1% I # /2 migration-controller,

4. £ YAML (32T A, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (9 #Fs () , 5150 3h30m15s,

5. mi Save,

10.4.2.6. MigMigration B X FiIR##I Restic FuFFH 1R
INRTETRBE A XA REBEE S ENRF A S BB LRI, MigMigration CR & ERLL R IR

MigMigration CR 32
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status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore “<registry-
example-migration-rvwems"

for details ﬂ

status: "True"
type: ResticVerifyErrors 9

ﬂ 5% 23 E T Restore CR &5,

Q ResticVerifyErrors & — M EER IR —RESFRE S R,

BIREILER T & S RERILRR KL,

RAT LUK 7 Restore CR, LUHERAHUBISIFEE R,

1 BERFIBEIER,

2. &% Restore CR :
I $ oc describe <registry-example-migration-rvwcms -n openshift-migration
HiH AR A PodVolumeRestore 12803 A &,

i th o Bl

status:

phase: Completed

podVolumeRestoreErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

podVolumeRestoreResticErrors:

- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. &% PodVolumeRestore CR:
I $ oc describe <migration-example-rvwcm-98t49>
i AR R TI0R THiX AN 1RB Restic pod,

PodVolumeRestore CR i Restic pod #i%
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completionTimestamp: 2020-05-01T20:49:12Z
errors: 1
resticErrors: 1

resticPod: <restic-nr2v5>
4. #%& Restic pod BHEMUERKE IR ¢

I $ oc logs -f <restic-nr2v5>

10.4.2.7. MJSH T root_squash B NFS 7 th T8 Restic FUBREE R

INRIMBIM NFS ZiEPTHBEUE, FHEAT root_squash, Restic 251 F nfsnobody, H3&HH
1T5E%B9MBR, Restic pod HE R TR ¢

Restic f{PREE 1%

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/usr/bin/restic: permission denied" error.file="/go/src/github.com/vmware-tanzu/
velero/pkg/controller/pod_volume_backup_controller.go:280" error.function=
"github.com/vmware-tanzu/velero/pkg/controller.(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

f&A LRI N Restic S84 FE4HFF44 ID FRINE) MigrationController CR j5 B3 A2 R IX 4N A,

ff

nie
1. 7£ NFS 7#fi L5 Restic /& #M 7 4H,

S

2. 7 NFS B EiXiE setgid i, LUEHKEHFRBEIL

3. ¥ restic_supplemental_groups SHURINEREF B 158 £# MigrationController CR j&

spec:
restic_supplemental_groups: <group_id> ﬂ

@ =xiEAD,
4. %%F Restic pod &/, UMENEEX,

10.4.3. EH[AHA
XMRAB LT 2 XA -
o TEFHiIEHR, MTC RIRBUTGRBZEAER :
o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups

o openshift.io/sa.scc.uid-range

YoullaaN BT A I e e et bl P L e L e 1 e e AL L L e L e NYe— e A 1 .
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REEHRRE UID S, MRS E BIRSREF PR AT RAMIR, XA RIFE—E
BIXES, RVEHBE UID ATREEFET BIrR BN IA SR ka6 22 F,
(BZ#1748440)

o AREZHWEISLHEMITRLZAER MTC 41, RN ARFREELICHNTE, NTRERE
Bin&ERF EFohilE,

o MRFIBERM, NEBITHTENEHREMN pod REBEE N PV KB, ELMFHENE, MERIR
X, FHEA PV IXBEUERHFITHZITI, (BZ#1784899)

o HIREN Restic BIEMARELTRB KN, ErLURSMigrationController CRJFH A
restic_timeout {5 (EKiL 7 1h) ,

o MNREEFRT NERXHRGESIHETIBRM PV BUBHTIIERET, NIMEERIEEE.
o IMRMMEMNFS FhEhEREIE, FH/EAT root_squash, ¥ Restic 544 nfsnobody, T

#% KW, Restic Pod BEHRERINREE IR, (BZ#1873641)
& BT LLE T £ MigrationController CR B HE A RINA T Restic B AN H S AR R XA Al -

spec:
restic_supplemental_groups:

- 5555
- 6666

o MREMEFEAMTFARTERMT mHITERES TR, NEBTRESENW, RNTIHM pod TiELN
Al PVC, (BZ#1947487)
10.5. ENR—1 TR
IRAETLIME A MTC web $#EHIA 5L CLI @RER,

BRI AF B EIR TR,

10.5.1. /8 MTC web #Z#HI & OE:TH

& a] LUE A Migration Toolkit for Containers (MTC) web $EHI&8 EIAER.

A=

UTFRREBEIBNMEZER A, DUEEEESTIH (DVM) KU HITHI
o FEMRS CRFBEIRER)
e Secret CR (CRFMBERE)
e Rsync CR (JR%&Ef)

XEFRAFRMENR. SR UFHEREN],

IR ERINZTRBEER TR, N&BHERRIGES PRI IR,

WNRN RRFEIHRNEHEIE, BoiEVRER, LB A SRR IERI,
MRNARFEIRIRPEEEL, WAFTELER, FEARKNBEFDATERERHIZIT,
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5510 = SRR

s}
e

1. £ MTC web #£%& A < Migration Plan,

2. REBIT 55171 Options 3., F1E Migration Ti%# Rollback.

3. 5 Rollback F#&E&FOATTMH.
£ 1T X#E 4 E7R Rollback succeeded,

4. BUFRERER OpenShift Container Platform Web 224 & R 2B RINENER :
a. /= Home - Projects,
b. RIEBHIIEEFHIRE,
c. 7£ Routes &4, =il Location K iEN ARRF RS ERIZIT.
d. = Workloads - Pods %1E pod @ BIEI BRI & ZE R FiE1T,

e. | Storage — Persistent volumes i\ EFAE % T HOTRHIFA LS,

10.5.2. FAMGTRELERER
1A LO@iT Man S TR A2 MigMigration B E X ¥R (CR) kERTRH.
SUFHHRIRBEER IR B ZIS, UEEBRESER (DVM) KR TR :
o FCEMGT CRFBINER)
e Secret CR (RF1BEIR&EEE)
e Rsync CR (JR%&Ef)
XEFERARPINENR, EaUFohMRe].

IR ERINZTRBEER TR, N&BHRRRIGES PR,

WNRN ARFEIHRNEHEIE, BoENRER, LB A SR BIER,
MRNARFEIRIRPEEEL, WAFTEDER, EARKNBEFDATEREFHIZIT,

iz
1. RIBLUTFRHBIOIE—/ MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
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namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

ﬂ 15 € < 55H MigPlan CR & #5,

2. FEMTC web &G H, BILTHHTE KRES S MBS FEER,

3. WIEEBMIE HRESHFETREMF, HENARFRESERZT.

10.5.3. FEHENREH
R LLE L NRR stage pod FFEUHER LN FARZRE R F o EVR KR TR,
REIZTHERBES TR, NEBIMERENGER R FEIR,
A=
EEESIBKI (DVM) &, UTHREGREEIBHGEZEFRF :
o FEMRS CRHFBEIRER)
e Secret CR (CRMBRERE)
e Rsync CR (JR%&Ef)

S

XEFRASMENR, SR UFEHEREN],

1. MHBRFR B L B¥ R stage pod :

I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CR F#5E#I & 22 f],

2. BITFEIAT REATIE® S, EREMPECHHRNMAER
I $ oc scale deployment <deployment> --replicas=<premigration_replicas>
Deployment CR #1#J migration.openshift.io/preQuiesceReplicas ;X fi# T /R TT &I A% -

apiVersion: extensions/vibetal
kind: Deployment
metadata:
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annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. WIEN AR pod @B EIRERFHIZIT :
I $ oc get pod -n <namespace>

Hfth BHR
o {EM Web 215 MEREHMER Operator
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