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1.1. %F OPENSHIFT CONTAINER PLATFORM /5 4z

OpenShlft Container Platform S#F— /MR E, TH&RENBREFAEIEHERE, THIROESHERE
W, AR LUERE WA P E CE IR 5 A R,

SRHETENUUFERASZENEE BB LK, OpenShift Container Platform 124 7 5 i 148 X BT AR
BB AE LR

HepBOA\SIE—HER, AIBImEH N SRMNEREEE A, OpenShift Container Platform Web 12l &
R KRR SIERBFIETHNEMRT, UBBERE T BEFHRE,

{8 F3 OpenShift Container Platform Web 1£#l#&, Eal EEMEEEIN. i, FEEFREER,
OpenShift Container Platform 14324t X85 =7# 0 (%0 Prometheus. Alertmanager #1 Grafana) B9
T8

Z%& OpenShift Container Platform 4.6 &, SBFEIRG A LLAEMM N A - & LT E 5 A IRE, @ik
EFLIIEE, EREEA. FAALMEMA TR EAR B S HMTIE P R IER S Pod, KiAH
L AFFRTF Pod M B BB E LN ARFEET. (FASHEEER, BaUERELRENES,
SNFA 1R E A, Prometheus 7E 4 Wi 122 )8 1T B R HERRIS SHFE T RERALZR A,

1.2. 7 AR PR e

OpenShift Container Platform W $EH L ETF Prometheus FHETIBE REB HWESRY, HiEHLTE
PUF4HE -

o BUAFLLIEAM, £ OpenShift Container Platform #1124, ERILATE openshift-
monitoring 1 B A &R&E—HIF & N IEAH, X HEIE Kubernetes ARF5TERHY OpenShift
Container Platform B/ O EAHRE T e, BOIARERHRL HER SR cERRR SR, THE
FREBRIA LRI ER D Ui PR T X LEZH 4,

o ATFREAFEMEMNAH, miFEEt A EXNIERERLEE, R openshift-user-
workload -monitoring Ui B A REHM I ERA M, XA E LI ERM T R, TEHA
FERURER T X L ZH {4,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#managing-metrics
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#reviewing-monitoring-dashboards
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#accessing-third-party-uis
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#exposing-custom-application-metrics-for-autoscaling
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#troubleshooting-monitoring-issues
https://prometheus.io/
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Version
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1.2.1. BOA R
ZIAER T, OpenShift Container Platform 4.6 Wi R HEML SIELL T H M -
=11 BOA MR HER A
A feid
Cluster Monitoring Operator Cluster Monitoring Operator (CMO) &2 Il 3% HE R B9 4%

DA, BRI TEEEMNEE Prometheus LI,
Thanos Querier, Telemeter & InFIEIRE IR, FHif
RE(TRERFIRES. CMO H Cluster Version
Operator (CVO) £8&,

Prometheus Operator openshift-monitoring 7 B #7189 Prometheus
Operator (PO) T A&, BEEMEEFE
Prometheus SEI#] Alertmanager £, BIARIRYE
Kubernetes ti2: & ifj3k B8l 4 X s 12 B FREC B,
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Prometheus

Prometheus Adapter

Alertmanager

kube-state-metrics {2

openshift-state-metrics {2

node-exporter {2

Thanos querier

Grafana

Telemeter Client

e MR PR B AR A H 4 ER E HE R L 4,

1.2.2. BRI GIZEB R

PRT HERASBIHMGS, BOAREHERL

® CoreDNS

50

Prometheus & OpenShift Container Platform i %
AR R IR RS, Prometheus 2— M A FIEK
EEMA TN G512, Prometheus fHEHR
%353 Alertmanager #1740,

Prometheus Adapter (LEIFBE) PA) i 51
Kubernetes 7 s Pod & LAEFE Prometheus F &
. M ETRIERSE CPU AN EHEARIET,
Prometheus Adapter & 2 FFFF Pod M B31Y B
BISEBEVTRIERR APl, Prometheus Adapter tRFF
oc adm top nodes #1oc adm top pods %,

Alertmanager iR 55402 M Prometheus #EINHIETR,
Alertmanager if i T FER A X B A BB BRI RS,

kube-state-metrics 5 H 22 (LK #HB KSM)
¥ Kubernetes ¥ Rt/ Prometheus B & RIS
Fro

openshift-state-metrics 5 H 25 (LK HH
OSM) BILFNI T XHRFE OpenShift Container
Platform BHRIIEITEIET B T kube-state-
metrics.

node-exporter X2 (LEHHNE) fTTHERX
EHPENT RBIET. node-exporter XIEEREE
BT R L,

Thanos Querier $ OpenShift Container Platform #%
DIEHATFAFPE L BENEIRREERN S,
BOT, FHEEEiTESHIREMR,

Grafana 2 LA RMHAT 2 RFENEMIEIREIL
FiRo HIRIEHRIRH Grafana LAIRE(RRZ
/D\-iiE,JO

Telemeter Client 8B FEB 0 MIEA Prometheus
S ERILINE, LUENERBREIERERER
2,

F7E OpenShift Container Platform BE#Hf B 5B #,
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® Flasticsearch (WIR%E%E T Logging)
® etcd

® Fluentd (WREZET Logging)

® HAProxy

o iR registry

® Kubelets

® Kubernetes apiserver

e Kubernetes 2| 2REIE R

® Kubernetes FEEF

e Metering (#1R%EE T Metering)

® OpenShift apiserver

e OpenShift #ZHI2 EE e

® Operator Lifecycle Manager (OLM)

B> OpenShift Container Platform H#4 {1 77 B SR RECE, X F OpenShift Container
Platform ZH{F IR 891, HEFHXNZEMFTF JIRA R, MAZRH S MBI IERAH A,

HAth OpenShift Container Platform {EZRAM BRI BER N FFiEIT. MFBIFHER, ESHMBRIE,

1.2.3. BF WA 7 ' X5 E B ZE 4

OpenShift Container Platform 4.6 S3Exf I MR RIEThREIR 50, IR TIEIEA FE LI E Y
ARZ5F0 Pod, LLINBESIELLTAM

% 1.2, AT WA P 5 AT B B2 ¢
il b

Prometheus Operator openshift-user-workload-monitoring % B 1 #9
Prometheus Operator (PO) FER— B H /i, EE
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus Prometheus 2 A 7 E X H9I B2 4L G I 1T i
5%, Prometheus & 4 X F| Alertmanager #1174k
I,

Thanos Ruler Thanos Ruler & Prometheus BI—MNNTEL B2,

YE R — N IRIIHHFZRERE, £ OpenShift Container
Platform 4.6 #, Thanos Ruler s F & Y 8937
B RN R I,

p LAl

>


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Monitoring_issue&issuetype=1&priority=10200&versions=12391130
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% o
A ENRPFEXNITERERLER, S3EBLRBPIEHE,
WS ¥R HERL AR AORR A L ER R HERR WS 3,  FF7E OpenShift Container Platform B #HT B 5h B #.
1.2.4. A E BB B R B IR
AP ENHTIEFERRERE, SRl
o B A RE XYL B A AR 55 U s TR LRI 4R B,
o R/ E N HUIEHZITH Pod,

1.3. HL R
o KTFiniRfERRIniE

o BFRPIRELERAEXHIE

14. 5L %
o EEIIEHL


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#about-remote-health-monitoring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#granting-users-permission-to-monitor-user-defined-projects_enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#configuring-the-monitoring-stack
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B2 E ME LT

R Z I, OpenShift Container Platform 4 42 F RIR AP EMECE LT, K% OpenShift
Container Platform #2044 (SIEER I IEHR) BAERKEHITERE,

ANNAXZFNEE, EROARE TR, FEARTRLNEILNEERR.

2.1, Fo R

o MMM ST RKANNTTREFZ K, HSEYEM Cluster Monitoring Operator BT ETHRELL,
HEIERE AR EM TR,

2.2 0 I R4 M S H

= EHCE OpenShift Container Platform Monitoring, Z#MA R Z2ERAARXHANFARET, H2ERE
feEd&, RNFZXHR. & Prometheus ZITHRAMEESEHIRTRERBRIEIL, REZETHAE TR
&, FeefeZNAXHMEESL, MRERFIERTRBEENEE, THERAIRERER, BH
cluster-monitoring-operator 21 T7 =&, RIFiZIT, Operator MINF—LIFEEEIE LHPRE,

221 MR FEEEE
BT SR TS :

e 1f openshift-* ] kube-* Wi H %489 ServiceMonitor. MonitorMonitor ¥l
PrometheusRule 3 &,

&% openshift-monitoring = openshift-user-workload-monitoring i B FR8 Z 89 Ffal 55
EFXTR, OpenShift Container Platform IR HEE AR AR FIRFRE N T SLEMm H Ath BT IR
A, BAFERIEMEREHE.

Alertmanager BEE{F 7 secret FIRERFEE openshift-monitoring B,
£ )7 Alertmanager BEEXIHHIEEH, BT/ EXN X secret TG, BN, R/
BTG, ZEFENEEFAN—N 2RI

EUHEERMBE, OpenShift Container Platform Ui HEERHA R H FTRIA A 4 FHIL R
B MRERTHER, HERREEEN].

AP E X TENEERET openshift-* #l kube-* TiH, X0 H 2 NLLIEIREHIZH R
BH, FRZATFAPEXHITERE,

Bt Grafana S,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/scalability_and_performance/#scaling-cluster-monitoring-operator
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1£ OpenShift Container Platform %% HE X Prometheus 34, HE X FIR(CR)ZH
Prometheus Operator EX2 Prometheus B X ¥ (CR).

{81/ Prometheus Operator Y Probe B X FIRE X (CRD) jEHAETFIERMLEE,

k

N
p
;

il

fEbR IDFAMN SR E AR A ERE N T ERRIL

2.2.2. 54 Operator B3 F5RRE

1512 Operator #f#{# OpenShift Container Platform Wi ¥iRIgi& MM AR EE T, MRS
4" Operator i Cluster Version Operator (CVO) $£Hl#%&E 3=, 1% Operator FaMINACE RN, HHE
BT RETIHAR A S e s .

BRI EPES Operator B9 CVO WTREAMSEE), BIZRFEFRN, SHEEARERSE
EENHAEERNAL.

#&5= Cluster Version Operator

A4F spec.overrides S FHMEI CVO MWECE S, LMEERGIRMNAHM CVO ITAEZNFIK,
F—14H#40 spec.overrides[].unmanaged SEI%E N true 2 IEEEARIFIEIXE CVO B=RIR
BEEG :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

g

H
[=]

K& CVO BESMENEHLTARIFNRE, H BRI ERIA
BIHTHARE, X&F0 Operator NER AT SEMEThEE, FHihtiEWER, EMERAT
BEZE, YAAIUERREMREETREXE.

2.3. fEEECiE LR

10
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AT LA O] 3R 5 2 1 R e SR P 1 R R

2.3.1. SRS IR E ST

ZEE&& OpenShift Container Platform &0 G4 #, &4 57E openshift-monitoring %t B # il &
cluster-monitoring-config ConfigMap *f &,

LR ERUREFT cluster-monitoring-config ConfigMap X R, TIREREHEPE
openshift-monitoring Wi B FRIER A HLE Pod, AN EHIBE X LHYEEIET T —BN
I‘H]O

A LUFE B cluster-admin AGKAFiREE,

2% % OpenShift CLI (oc) .

it =

K7 cluster-monitoring-config ConfigMap X RE2EFIE -

I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

MR ConfigMap X RFFTE -

BIELAT YAML &5, 7EAHIG, %324 cluster-monitoring-config.yaml :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

1
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N FAECE LLAIEE ConfigMap X4k :
I $ oc apply -f cluster-monitoring-config.yaml

2.3.2. A E L TVE i B A E RS

EREATHERAPENBNAMYG, EAMTE openshift-user-workload-monitoring i B s il &
user-workload-monitoring-config ConfigMap.

L IR E SR FR user-workload-monitoring-config ConfigMap X &R, TIEERE
HE8E openshift-user-workload-monitoring T B LR 2 =% 258 Pod, BN EHEE
XEHHRERT—BNE, e E TR S RRZE, EaTtENECER
B, LIBHIEEEEHEE pod.

A LUME B cluster-admin AGKAFiREE,

B %% OpenShift CLI (oc) .

it =

K7 user-workload-monitoring-config ConfigMap X R 2&EEF1E :

I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-
config

MR user-workload-monitoring-config ConfigMap X RAFF1E :

BIELLTF YAML JE#, EAXHID, %3X#4N user-workload-monitoring-
config.yaml :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

12
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namespace: openshift-user-workload-monitoring
data:
config.yaml: |

N FAECE LLAIEE ConfigMap 4R :

I $ oc apply -f user-workload-monitoring-config.yami

MRIERHEE A NAFEXNTBEAT Rk, SNRAR user-
workload-monitoring-config ConfigMap HIECE A2 #80E.

Hith BHIR
[ ]
9P E SO E S R R

2.4. BoiE R HERR

1£ OpenShift Container Platform 4.6 &1, fZ®ILA{$EMA cluster-monitoring-config =% user-
workload-monitoring-config ConfigMap Bi& i 12#1%, EcERCEMSIECE Cluster Monitoring
Operator (CMO) , CMO EcE&EHEFRMZH

FRFMH

[
IMRER/E OpenShift Container Platform i W44 -

A LUEABA cluster-admin AGKA iR EE,

& B E cluster-monitoring-config ConfigMap 1R,

MREERCE R T G E2EA P E B B 844 -

EA LA B cluster-admin KA UIRIER, thalLUEMRTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi /A
85

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
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RB I T user-workload-monitoring-config ConfigMap %%,

B %% OpenShift CLI (oc) .

iz
1.
%%k ConfigMap X &,
[ J
ERiE OpenShift Container Platform %D Wit -
a.
4t openshift-monitoring i H 1 #4 cluster-monitoring-config ConfigMap *

% :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b.

FHENEE LB {EXT <component_names>: <component_configuration> B
A& INE data/config.yaml T :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:

config.yaml: |
<component>:
<configuration_for_the_component>

R E . <component> #] <configuration_for_the_components,

LUFfl ConfigMap %1%~ Prometheus BBBRAEE=MH (PVC) . X5R%
# OpenShift Container Platform #%/2H £H69) Prometheus SEAIEX -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

14
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prometheusKs8s: ﬂ

volumeClaimTemplate:
spec:

storageClassName: fast

volumeMode: Filesystem

resources:

requests:
storage: 40Gi

iE X Prometheus 44, EmJ/LTINIE L HEE.,

ERCER T LR E AT E A -

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

FHENEE LB {EXT <component_names>: <component_configuration> B
A& INE data/config.yaml F :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

R E . <component> #] <configuration_for_the_component>,

LUF#I ConfigMap %1%~ Prometheus EdBEUIE AR APNRERSRTRE
Ko XE{UEEEAFE XY HB Prometheus SEHIMEX -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

15
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namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h g
resources:
requests:

cpu: 200m 6
memory: 2Gi ﬂ

iE X Prometheus 44, EmJ/LTNIE L HAEE.,

FEERR R L H9 E B Prometheus SEHIRCE 24 /NEBUE R B A,

4 Prometheus & 237E L& 200 TR K,

& Prometheus &3 E X &IE 2 GiB AEFEM Pod HiRiEK,

Prometheus EcEMF 4 #41E cluster-monitoring-
configConfigMap X} &rh## ) prometheusK8s, ff user-workload-
monitoring-config ConfigMap & #J5 prometheus,

R X LU RSN AR ConfigMap MR, ZHECENE Pod 2AZNER.

MRIERHER A NAFAE XM BSA T I, SN A user-workload-
monitoring-config ConfigMap MBS #BEGE,

16
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H
[=]

>

—BRERFRFIINERERS, ARREFRNEHAXTESHN Pod
Hith BHiR, %01 PIE TR G R R L e s ER,

HAth B
[ ]
BXRUBEPRERNS R, HSHEFRE LR
[ ]

J9 R FRE R E S R R

2.5. ATECiE A9 R 4

TRERTEATLIEREMN I2RHYE, LUKk cluster-monitoring-config #1 user-workload-monitoring-
config ConfigMap H F 345 e X Se 20 44 OBt -

% 2.1. TEBMLISAL

cluster-monitoring-config Bidi& user-workload-monitoring-
Bl o config Ao & Bl
Prometheus Operator prometheusOperator prometheusOperator
Prometheus prometheusK8s prometheus
Alertmanager alertmanagerMain
kube-state-metrics kubeStateMetrics
openshift-state-metrics openshiftStateMetrics
Grafana grafana
Telemeter Client telemeterClient
Prometheus Adapter k8sPrometheusAdapter
Thanos querier thanosQuerier

17
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
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cluster-monitoring-config figi& user-workload-monitoring-
B S B config Ao & Mg 5
Thanos Ruler thanosRuler
=

Prometheus #7#E cluster-monitoring-config ConfigMap % &H#r )
prometheusK8s, 7t user-workload- monitoring-config ConfigMap % &H#r )y
prometheus,

2.6. A HBRIEMT R

50T DURHE (T e R H B B R RE T

SERFEH
[
IMRER/E OpenShift Container Platform i W44 -
o
BRI LUME R B A cluster-admin @B in %R,
o

& B IE cluster-monitoring-config ConfigMap X1,

MREERCE R T R AP E 5B 844 -

EA LAEA B cluster-admin AP URIER, thalLUEMTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi 8/ /- ijia]
85

KRB I T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

Y=
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%% ConfigMap X% :
BB 5IAT % OpenShift Container Platform /D05 HMIZH 4 -

4t openshift-monitoring i H 1 # cluster-monitoring-config ConfigMap *
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

£ data/config.yaml FHZ#1EE nodeSelector £ :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<components:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

R EHE <component>, 3§F <node_key>: <node_value> E#hBATFHE
BARTT BB E X B, B E R —AMRER

HHYREEUSMEERBENF R ENT R E21T, T =tbrTARInIRE.

B8

S REAHEET ERFPHFRRT [RFEIEMRZ A Pod KHE,
e Y. RERABRRRRENT RN, RARBAITAST
SORRFFAMARMMY. MRRBET —ME, FRRERBNTREE
AR, LMERZAHARE Pod 26 EFENT R, H4, ELRILUEE
EBZIME, BT E85ENT REX.
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4

al}

MNREESE nodeSelector ARG HIEHAHNHALTF Pending 1K
&, HKRE Pod &R 55 RMIARAXMEIR,

F5n, & OpenShift Container Platform #0701 B A KB RFA
nodename: controlplane1. nodename: workeri., nodename: worker2 #l
nodename: worker2 FRZEBIRFETT A, HEMA -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: controlplane1
prometheusK8s:
nodeSelector:
nodename: worker1
nodename: worker2
alertmanagerMain:
nodeSelector:
nodename: worker1
nodename: worker2
kubeStateMetrics:
nodeSelector:
nodename: worker1
grafana:
nodeSelector:
nodename: worker1
telemeterClient:
nodeSelector:
nodename: worker1
k8sPrometheusAdapter:
nodeSelector:
nodename: worker1
nodename: worker2
openshiftStateMetrics:
nodeSelector:
nodename: worker1
thanosQuerier:
nodeSelector:
nodename: worker1
nodename: worker2

EBATLHER XA RNAH -
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1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

£ data/config.yaml FH4#1EE nodeSelector £k :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

R hEHE <component>, 3§F <node_key>: <node_value> E#hBATFHE
BARTT BB E T B, B R4S — AN,

HHYREEUSMEERENFRENT R Ei21T, T =tbrARInIRE.

B

S REAHEETERFPHFART [RFEEMRZ A Pod KHE,
e Y. RERAABRRRRENT RN, RARBAITAT
SORRFFAMARMMY. MRRBET —ME, FRRERBNTREE
AR, LMERZAHMRE Pod 26 EFENT R, F4, ELRILUEE
BEIE, ST 85ENT REX.

MNRIEESE nodeSelector ZVRIE HIEAH M4 LA T Pending K
B, HKRE Pod &R 55 A RAXMEIR,

"

G

Flan, EF[FEER P E T ENHEB R A nodename:
worker1. nodename: worker2 1 nodename: worker2 FrZ5B¥E worker T, iF
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/4 :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: worker1
prometheus:
nodeSelector:
nodename: worker1
nodename: worker2
thanosRuler:
nodeSelector:
nodename: worker1
nodename: worker2

FREXHLERE LN, ZHEEZWHAGXBIBEHT <L,

=
MRIEEHER A NAFAE XM BSA T e, SIS AR user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

—BRERFRFDINERERS, ARREFRSEHAXTESHN Pod
Hith BHiR, %0 PIEZ TR G R R L e s ES,

BXRUBEPRERNSR, HSHETRE LR

J9 R E R E S R i
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T RN BT T = EBIPREE

e T RERARHT pod MERIRET =

27 Kubernetes #4341 T ## nodeSelector AR

2.7. WA ECEE (TOLERATIONS)

LUV MR R R AU S REER, UEREBRTT R,

FRFM

[
MRER/E OpenShift Container Platform i W44 -

A LUEABA cluster-admin AGKA iR EE,

& B IE cluster-monitoring-config ConfigMap 1R,

MREERCE A T A P E BB B4 4 -

EA LA B cluster-admin AR AFURIER, thalLUEMRTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi 8/ /A
85

RB I T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

it =

%i%8 ConfigMap X% :
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EARHEL % OpenShift Container Platform #0051 B #92H £+ -

4t openshift-monitoring i H 1 # cluster-monitoring-config ConfigMap *
%

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

HNHHHEE tolerations :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R EHE <component> #] <toleration_specification>,

#30, oc adm taint nodes node1 key1=value1:NoSchedule 2F—1# ) key1
BAE value1 8975 s INEl nodel, XRBHIEGIEHMBTE nodel LEBE Pod, BRIESN
%5 mEeE T AR, LT RAIE alertmanagerMain 4R E WS RANG = -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"”
effect: "NoSchedule”

ERNARSECS A E AR KA -
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1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

HNHHHEE tolerations :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<components:
tolerations:
<toleration_specification>

1R <component> #] <toleration_specification>,

50, oc adm taint nodes node1 key1=value1:NoSchedule 2F—1# ) key1
B4 value1 8975 7R INEI nodel, XRFhIEIEAHIE nodel £EBE Pod, BRIEH
%5 mEciE T AR, LUFRAIFE thanosRuler HHESE N EFRHIIG S -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"”
effect: "NoSchedule”

FREXHLUESE LS, XHRS AN ARHSRERE.,
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MRIEEHER A NAFAEXMHMBSA T %, NS AR user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

—BREAFRFIINERERS, ARREFRSEHAXTESHN Pod
iR, ZOEPIEETN LR EERES,

=
=
B

BXRUBEPRERNSR, HSHEFRE LR

J9 R R E S R R

£ OpenShift Container Platform XA X5 R MR RNAR

2% Kubernetes X B XI5 aHIBRHNARA

2.8. RERFA KA

MREAFAMEFEZTERLGE, SNERSREERALSE (PV) |, Ha# Pod EFEINE
FRRERE. MREFEVRHEHNERBIEER, IREBAR. £ETHEP, BNBNRERFA
&, BT 10 BRRE, EAFXEHHEES.

3

HESHENR AR EFHERA,

2.8.1. AU EBISTREH

AERRNLTARMFAEW, UARBESRBEN, ERENFHEEDURT Pod KE
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H. MISAXKEAREFHRSAERNER, ESH Prometheus BiEEFHER,

BRFAKS (PV) EESEFUGAESER (PVC) A, 81 &Elx—1 PV, BF
Prometheus EF 4 &lA&F H Alertmanager =1 EI&, ALEFTERN PV BN LEE
HERR. PV RIZM Local Storage Operator fhigflt, MRFMA T HEBHHNEM, MXTERF
&M,

ERRFFERE,

BCE A At GE,

MRFAMERTRHAEEME, EAEERRBYE, X LocalVolume X
% volumeMode: block ik, Prometheus FGikERERIBHE,

2.8.2. b EAHFF AL B

FiL A HERFANS (PV), BoJikERFAEERFH (PVC).

FRFM

[ ]
IMRER/E OpenShift Container Platform il iR 4 -

eI LUME B cluster-admin AGKA iR EE,

& B IE cluster-monitoring-config ConfigMap 1R,

MREERCE R T AP E 5B B4 4 -

Ra LUEA B cluster-admin KA URIER, thalLUEMTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi 8/ /A
85

27
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o
28187 user-workload-monitoring-config ConfigMap *f %,
[}
B %% OpenShift CLI (oc) .
iz
1.
%4%8 ConfigMap X% :
[}

Jy¥5#E OpenShift Container Platform %051 H 4H 4 ECiE PVC :

44 openshift-monitoring %1 B #fY cluster-monitoring-config ConfigMap %I
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

94489 PVC BE2ERINEI data/config.yaml TF :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

MFBAXATHEE volumeClaimTemplate IS8, iEZ M Kubernetes 3244t
5 PpersistentVolumeClaim #XHHNA.

LUFRfIEdE T —4 PVC kABAAF 112 OpenShift Container Platform #i»
A48 Prometheus SEHIBIAHhRF AEAFGE

apiVersion: v1
kind: ConfigMap

28
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8B 2% AiCiE IR

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EfHidh, M Local Storage Operator fIIEEHIEEIFRN local-storage,

LUFRAIEE T —1 PVC EFBATF Alertmanager AR A tEF 14 -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

B0 R PR P R R B B4 ¢4 BciE PVC :

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

S48 PVC BEEERINEI data/config.yaml TF :

apiVersion: v1
kind: ConfigMap
metadata:
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name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
<component>:
volumeClaimTemplate:
spec:

storageClassName: <storage_class>

resources:

requests:

storage: <amount_of_storage>

MFBAXATHEE volumeClaimTemplate IS8, iEZ M Kubernetes 3244t
5 PpersistentVolumeClaim #XHHNA.

LUFRAIECE T —4 PVC oy iR - & (KB K Prometheus Sl B ith
At

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EHid, M Local Storage Operator fI/EEHIZEIFRN local-storage.

LUFRPIEE T —4 PVC kEABAT Thanos Ruler A ihiF A =1k -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:

30
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storageClassName: local-storage
resources:

requests:
storage: 10Gi

thanosRuler H#MEFHEERIBUA T EIF GBI E U REFMHE
M4 RHEEARE,

REXHLESEER. ZHFEEZWN Pod 2AMER, HENMARNEFHERE.

B2
MRIEEBHER O VA E XMW B/SA T %, BN A user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

—BREHRFRFDINERERS, TRREFRHERXTESBHN Pod
B, ZOEPIEEZTH LR TERES,

o

2.8.3. ¥ Prometheus SRR B H]

ZKIMER T, OpenShift Container Platform ML HEH S Prometheus BUIRH{R B FIASE ) 15
XK. EALHEBUR B AR B BN A G BUE.

FRFH

MRER/E OpenShift Container Platform i W44 -

eI LUME B cluster-admin AGKAFiREE,
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& B AIE cluster-monitoring-config ConfigMap 1R,

MREERCE A T R A P E B B B4 4 -

Ea LAEA B cluster-admin AP URIER, thalLUEMTE openshift-user-
workload-monitoring W1 H 1 B A user-workload-monitoring-config-edit fi &/ /- ijH]
85

2887 user-workload-monitoring-config ConfigMap {4,

B %% OpenShift CLI (oc) .

it =

%4%8 ConfigMap X% :

EER AT % OpenShift Container Platform #%:/0:J1HM Prometheus SEHI8{R S
IFrA] -

44 openshift-monitoring %I B Y cluster-monitoring-config ConfigMap %I
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

RN AR EBURINE data/config.yaml T :

apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: <time_specification>

¥ <time_specification> F#H—4P8F, EEAXER ms (£
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). .s@®).m @) . h (MR . d (X)), w (@) Hy (F) .

LUF RIS % OpenShift Container Platform #0408 Prometheus £l
REWEIZE S 24 /NG -

apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: 24h

EhEEEA P E T BB Prometheus SEHHESUYR BN -

1£ openshift-user-workload-monitoring i B #%## user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

RN AR E BUARIT data/config.yaml T :

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification>

¥ <time_specification> F#H—4PBF, EEAXER ms (£
B).s@® .m@&@#E) . h(H) . d(R).w @ FHy (&),

LU REIES s P 2 X5 E B Prometheus 24, FHRERENZE S 24 /M
i -

I apiVersion: v1

33



OpenShift Container Platform 4.6 W%

kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h

FREXHLUERE L. ZHEEZNN Pod XAMES,

b= =1
MRIEEBHER O VAFE XM B/SA T %, NS A user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

—BRERFRFRINERERS, TRREFRHEHRXTESHN Pod
B, ZOEPIEEETN R ERES,

=
o
B

BXRUBEERERFIS R, HSHE RS LR

J9 R R E S R i

T s A1

AL # i

2.9. ¥ A - R T B s AR E iR TR R R

FEAGa LAMERBEN MR hiEhhe UEM. SENRENBESEENTTREERENN, BEX
PRI E R R EMNBHEH I REEEM. N, customer id BEFREE, B NEATRSATHENE
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YN -7

BHEBUSM, XA

AN R ES EERE—RN [H FF, ERZE TS KA E BN o S Bt 2R A EIISE S
i Prometheus 88, FHFEXREME 2,

SERFETE G ] LUSE A LU 75 k2 A P S BT B s RS E dE bR MRS
PRI A P R 897 B A B MR I AT R R fI B E

IR A BRI B B (H =TT R IR AR B Prif il 4 B9

k

N
p 4
;

gl

G

FR&IZER BRI H BIRA L FEARZE R RIS N KA B S BIARE, FFR AL LLE
A REE s E X NARBEBMRERM ILERRR, ERAAER—HERTEENRE
MR BENR-ENHEHE,

2.9.1. Jy A P B B9 B S iE R R IR

SO LRSI A P R B9 B A B MR IR R R AIEE,

g

H
[=]

MRIEZE T RHIRRE, MAXBRBGE, F2AZBMENESHERE.

FRFM

EeILIEHEA cluster-admin ABKNAF &R, thalLl#EMATE openshift-user-
workload-monitoring W1 H 1 24 user-workload-monitoring-config-edit 89/ /- ijinl&%
.

RE I8 T user-workload-monitoring-config ConfigMap %%,
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B %% OpenShift CLI (oc) .

AR
1.
£ openshift-user-workload-monitoring %i B $1 %% user-workload-monitoring-config
ConfigMap ¥R :
$ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config
2.

£ data/config.yaml 7510 enforcedSampleLimit &, LARREIA & X MTHDEFE
PRI AT 2B E -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

mMERELSHE, NEE—MHE. XA enforceSampleLimit =HIFFA & X HTH
hEA BRI R HIEE RSy 50,000,

REXHLMESEER. ZRESBTINA.

MRIEEBHER A VAFE XM B/SA T %, SN A user-workload-
monitoring-config ConfigMap MBS #BIEGE,
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g

==
[=]

T EBRER user-workload-monitoring-config ConfigMap X%
=]

i, ATRESEHEPE openshift-user-workload-monitoring T H ## Pod
MEMBTR, Z9HPIEER TR EEH R RERES,

2.9.2. I RDURPIE R

LA L TR T B ER -

FEHEER for FrEEHT AT ERDN R RAATA

FEHEER for R ] PA RIS IR HIEIE

FRFH

EeILIE A EA cluster-admin ABKNAF &R, thalLlEAE openshift-user-
workload-monitoring 1 H 1 24 user-workload-monitoring-config-edit f 8/ /- iJinl&%
.

e RAFEXMNTHAERT I

Im.JT o

RB I8 T user-workload-monitoring-config ConfigMap %4,

B

1+

R B2 enforcedSampleLimit BRI T A/ & XTI H th S BRI E 2R A1

2% % OpenShift CLI (oc) .

Y=

fIR—1 a2 E RN YAML 3¢, RATEBIMSHLL KR DA S 55 B89 R HIBRBIE B AE,
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AFIF 932 £k monitoring-stack-alerts.yaml :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- hame: general.rules
rules:
- alert: TargetDown e
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.’
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m 6
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.’
expr: scrape_samples_scraped/50000 > 0.8 Q
for: 10m @
labels:
severity: warning m

E B RN BT,

EEERFERANBA -~ EXHTA.

MR for FEN M ATERNBr=kE BirA el A, M| TargetDown b4,

TargetDown E4ffil & I i HHSH 2.
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©

TEXARES A AT B TargetDown EiREFEMF A ZE K.

6]

7E X TargetDown &y &Ek,

LHIEIEEM for FrEEM A RIA RISk B Y AR BBl
i}, ApproachingEnforcedSamplesLimit Zfft%,

©

4 ApproachingEnforcedSamplesLimit 2 il & N HBE R,

(o
ApproachingEnforcedSamplesLimit &M {H. EXHIH, HBENERRAR
i EE sa bR HIRR S 50000 B 80% I, Ekfifiik., EERMALE, THMBELT
for RLEmTE], A scrape_samples_scraped/<numbers > <threshold> iy
<numbers W75 user-workload-monitoring-config ConfigMap X & X #
enforcedSampleLimit {£PCHg,

EXNMEENT R B ApproachingEnforcedSamplesLimit Z R4 F S fib
RZEMR.

11

i X ApproachingEnforcedSamplesLimit 1™ &k,

RECENARIAFEXHTE S

I $ oc apply -f monitoring-stack-alerts.yamli

Hth BHR

B8R A P 3B SR T AF 01 8 i i R At
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[ ]
AP E T E o R i
[ ]
B2 HME 4 Prometheus SHFE R EREAIZE A UL T BT H 2 S BB LIS FRag1R
R &S

2.10. FEB 18] i FUFIE SR R B DA PR

f£F Prometheus BIAERFRZThEE, AL B E XRZEHINEIE T Prometheus BIFTA R A FFHIFNE
i

TR

MRER/E OpenShift Container Platform il W44 -

A LUEABA cluster-admin AGKAFiREE,

& B E cluster-monitoring-config ConfigMap 1R,

MREERCE A T G2 A P E B B B4 4 -

EA LAEA B cluster-admin KA URIER, thalLUEMRTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi & #/H FijjH]
85

RB I T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

it =

%i%8 ConfigMap X% :

% F 5% OpenShift Container Platform /03 EHM Prometheus 261, ZRAE L
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% 2% KB
PREZBA IR 2 Fr AR A A R SU A R -

4it openshift-monitoring i H 1 #4 cluster-monitoring-config ConfigMap *
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

£ data/config.yaml & X B MEIRERMBPRZEMSE :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externallLabels:

<key>: <value> ﬂ

EAREENEH <key>: <value>, H <key> BHPrEHIME—H
#, <value> 2EHI{H,

g

H
[=]

AE{H prometheus = prometheus_replica fF NN A
R, ANEiRAENHAEES.

plian, EFXTREMAHFENTBERINEIFAR FFEFMERD, EEA -

apiVersion: v1

kind: ConfigMap
metadata:

name: cluster-monitoring-config
namespace: openshift-monitoring
data:

config.yaml: |

41
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prometheusK8s:
externallLabels:
region: eu

environment: prod

X F YA P E LTS Prometheus SE6I, B35 8 & RN RIS TR AR A
FEHIFIER -

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

£ data/config.yaml & X B MEIRERMBPRZEMSE :

apiVersion: v1

kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
externallLabels:
<key>: <value>

EARENEH <key>: <value>, H <key> BHPrEHIME—H
#, <value> 2EH{H,

g

H
[=]

AE{H prometheus =% prometheus_replica fF NN A
R, ANEiIRARENHAEES.



\

o

8B 2% AiCiE IR

Mo

1£ openshift-user-workload-monitoring WiEH s, Prometheus
workload-monitoring-config ConfigMap #-4 prometheus % &

iS4 E¥5FR, @ Thanos Ruler i i MR ER AL KA, 7£ user-
e

externalLabels RENIEIEEN IS, WA NEAHANEENEBIR

Eikh, HEM -

i, EFXTFREMIMERNSTBEREZRNES A - & 95 E A8 XA N 6 RS
apiVersion: v1

kind: ConfigMap
metadata:

name: user-workload-monitoring-config
data:

config.yaml: |
prometheus:

externallLabels:
region: eu

namespace: openshift-user-workload-monitoring

environment: prod
2.

FREXHLERE LS. FNEERBKBIINA,

% %E

MRIERBHER A NAFEXMMBEAT
monitoring-config ConfigMap MBS #BEGE,

k

gl

G

1Ly

LIy

EM R AR user-workload-

g

}
BBV, YR EASE TRV Rt AT AR,

—BRERFRFDINERERS, ATRREFRSEHEXTESHN Pod

BXRUBEPRERNS R, HSHEFRE LR

43
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P E SO E S R R

BROBGPRERRNNSIR, HSMESRCE R

2.11. y A A sE B S50

#&wI L1 Prometheus Operator. Prometheus #1 Thanos Ruler B i& B &%,

LUFBEZSN IR AT cluster-monitoring-config #1 user-workload-monitoring-config ConfigMap
PSS -

debug. XK. FR. EEMHERHER.
info, ICRER. EHEMERER,

warn, {ULRESEHERER,

error, {ULKREERHER.

EINBELINH info,

FRF

MR E ) openshift-monitoring 51 E #i Prometheus Operator 5k Prometheus #%&H&
Foil -

A LUEABA cluster-admin AGKAFiREE,

& B E cluster-monitoring-config ConfigMap 1R,

MREH openshift-user-workload-monitoring % B #1#J Prometheus Operator,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#preparing-to-configure-the-monitoring-stack

8B 2% AiCiE IR

Prometheus = Thanos Ruler & BH&% 5 :

A LA B cluster-admin ABBMA Ui RI%KE, LA openshift-user-

workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi & /H FijiH]
£,

B 8IE T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

%atE ConfigMap X4 :
E )y openshift-monitoring 5 B B4 % B H &R -

4it openshift-monitoring i H #1# cluster-monitoring-config ConfigMap *
%

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

1E data/config.yaml T4 #4710 logLevel: <log_level> :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
<component>:

logLevel: <log_level> 9

e R = P/ G VA Bl D EER TN

2]
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E )y openshift-user-workload-monitoring i B sh9H #4158 B &5 -

1£ openshift-user-workload-monitoring i B #%## user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

£ data/config.yaml T4 #4710 logLevel: <log_level> :

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

<components:
logLevel: <log_level> 9

e 2R = P G VA Bl EAR TR N

2]

2 A BIZH 4 89 B & 50

FREXHLESE LS. MABRSHHESRN, HHEH Pod XBHERS.

k

N
p o
;

il

MRIERHER A VA E XMW BSA T %, SIS AR user-workload-
monitoring-config ConfigMap MBS #BEGE,
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8B 2% AiCiE IR

g

==
[=]

—BRERFRFDINERERS, ARRERSEHAXTESHN Pod
Hith BHiR, %01 PIE TR G R R L e s ER,

Wit EHEEXTIE PN ES Pod EeERFIABNA T BEZ0. LLTFRAIKE openshift-
user-workload-monitoring i H H1f) prometheus-operator £f&hIBEEL ! -

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level”

i

- --log-level=debug

KEHHE Pod R IELIZTT. LTRHIFILE T openshift-user-workload-monitoring %
B+ Pod B :

I $ oc -n openshift-user-workload-monitoring get pods

T

’
4

al}

MR ConfigMap F 28 7T —1KRIHME loglevel {8, MZH#H Pod RIEET
ERINES,
H{th BT
[ ]
AXOBEEREMNMS R, HSMERRE R
[ ]
J9F PR SR E fE R
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2.12. SR

J9 R RE R E S R R

TRIEERRS, MRBE, ALUEFERE

48
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B 3F A EXEE 5 A

B 3 E VAP ENNIE 5 Ak

1£ OpenShift Container Platform 4.6 &1, R T EIANIES LA, EALRTLUNE M5B 5 RN
¥, Wi, EaILli#E OpenShift Container Platform RMECMTIE, MERTNNRIRBRAE,
HERXANHThEE AT LUR oD F A A A4/ A - E LR,

{1/ Operator Lifecycle Manager (OLM)Z %19 Prometheus Operator kA5 H &
M ARFEA, Hik, OpenShift Container Platform Ay OLM
Prometheus Operator EH Prometheus BE X FR(CR)REZM B E X Prometheus
SEB,

3.1. YA E BT B 5 A

SREE A LLET TR KT ConfigMap HiXi& enableUserWorkload: true FEXSR N F e L HY
Y8 5 A,

B

1£ OpenShift Container Platform 4.6 &1, E A E XMUHG AL, S5
BR{Ef B E L Prometheus SE6,

BB LUERA RS cluster-admin A iRISERE, FHETE OpenShift
Container Platform s & XTI E S Ak, ARG, SRFEHE AT LUERME RS
FA P AR SR A& £ 5 MR 422 F P B S5 B A 4,

EE LME R B A cluster-admin Af&BAE i £EE,

B %% OpenShift CLI (oc) .

& B IE cluster-monitoring-config ConfigMap IR,
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1R B EF M OB H A& openshift-user-workload-monitoring %i B i user-workload-
monitoring-config ConfigMap. #&RILI{Ei% ConfigMap >k ¥ F %E Y #9T51 B B9ZH 4750

BB AT,

FRIENEEFESREE user-workload-monitoring-config ConfigMap
i, FMEEHEE openshift-user-workload-monitoring Wi i Pod, B &
MR E XA HR BT —BNH, EERVAFE XN S AR, ekl
fIEHACE ConfigMap, LABhIEZEEHERE Pod,

Pt

44 cluster-monitoring-config ConfigMap XJ % :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
% enableUserWorkload: true Z1N%¥l data/config.yaml F :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ

BB N true K, enableUserWorkload 28U hEEd - E XM H S A kie,

FREXHLEREEN. REBTE R E X858 K EEE,
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BIFHAFENMNTHBFAR

i

==
[=]

>

FEHRET cluster-monitoring-config ConfigMap X &Hif, WHER

BHEBE openshift-monitoring 5 B Y Pod MM BTIR, %WiHSIERE
BTG Rt R E .

:# prometheus-operator, prometheus-user-workload 1 thanos-ruler-user-workload
Pod 2&7E openshift-user-workload-monitoring Wi H #5217, Pod S5l aER 2 F LI ] :

I $ oc -n openshift-user-workload-monitoring get pod

Rt o
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2 Running 0 3h
prometheus-user-workload-0 4/4 Running 1 3h
prometheus-user-workload-1 4/4 Running 1 3h
thanos-ruler-user-workload-0 3/3 Running 0 3h
thanos-ruler-user-workload-1 3/3 Running 0 3h
Hith BHIR

[ ]
BIERSRRY I P AC B R

[ ]
BOiE i HERR

7 AP BRSSP R SR B Bl i 12

3.2. BT A HRE G A P B T E

SRS S oL ERTA OpenShift Container Platform #0305 B /- E KT H,
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SHERAATURTFAXAGNEMASPERE R ZMEIACNTR, #id 2RI TREAGhr—1)
IR S 23N

monitoring-rules-view fi 212 %15 H# PrometheusRule B & X BRIV AL IR

monitoring-rules-edit f &1%F A PR T E OIZE. EHMER PrometheusRule BE
X%ﬁo

monitoring-edit i 3% ¥ 5 monitoring-rules-edit i BHRKIR, F4, ©ARTFR/,
JERE = Pod B HINIRINB . FALLAR , EEaILIAIE,. EFMER ServiceMonitor Fl
PodMonitor ¥,

AR LR T A P BURR SR ECIE 71 5 i 22 P B B9 B B4 -

openshift-user-workload-monitoring 5 B 18 user-workload-monitoring-config-edit £
BAVFEYE user-workload-monitoring-config ConfigMap, SERlbfAE, a4
ConfigMap, AP E XM T E N2 EE Prometheus. Prometheus Operator #1 Thanos
Ruler,

AT A4 T MfafEA OpenShift Container Platform Web #5433k CLI HfciXLEf f,

3.2.1. {1/ Web #HI5#%F AR

&I LU{E A OpenShift Container Platform Web 12514 1%F A ARE LIXHE B CMTH,

SR M
[ ]
A LIMEABA cluster-admin A& REE,
[ ]
ENAEaSRINA K B EE.
e

£ OpenShift Container Platform Web £l A Administrator flfish, S#i%l User
Management —~ Role Bindings — Create Binding.

52



B 3F A EXEE 5 A

2.

£ Binding Type #4#, 1% “Namespace Role Binding”k#,
3.

£ Name FEhii A fa A B R,
4.

1£ Namespace FBHh, AEERFUIRISPREA - E X5 E,

B

R/ ERAEDER Namespace FERHPN AR, ZEEALLRERR
F T RIBER R B AT LA,

5.
1£ Role Name %1Z&#7%£# monitoring-rules-view, monitoring-rules-edit =k monitoring-
edit,
6.
£ Subject &4, EFEE User,
7.
£ Subject Name FEh, AR &R,
8.

1% Create AN A GYE,

3.2.2. {81/ CLI %5 F /FUR

=l LLfE A OpenShift CLI (oc) %= F AR LiEHACKIR,

FoRFM

A LUMFE B cluster-admin AGKA iR EE,

ZRAGIEINAFIKS eFE.

53



OpenShift Container Platform 4.6 Y512

[ ]
B %% OpenShift CLI (oc) .

it

HNHBEMAP SR EERA

I $ oc policy add-role-to-user <role> <user> -n <hamespace> ﬂ

#F <role> &#t> monitoring-rules-view. monitoring-rules-edit 2 monitoring-
edit,

B

FREEFM aAe, YIHUERERANS MRS EEN R HTHE.

fitn, ¥F <role> H#~H monitoring-edit, <user> &ty johnsmith, <namespace> &t
71 ns1, XRHMAF johnsmith S EAE ns1 658 22 [A] NI E FEPREE AR LA R B B S B B A
BEO

3.3. ¥ A BRSOy A P E X B9 E Eo il i

ERT LR R P AR R D P R B9 B RS iE .

SEREH
[ ]
A LME R B A cluster-admin Af®BA i EE,
[ ]
ERAASERRNA K BELE.
[ ]
B %% OpenShift CLI (oc) .
P =
[ ]
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B 3F A EXEE 5 A

£+ user-workload-monitoring-config-edit fi 2 5 #d%: openshift-user-workload-

monitoring B A :

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \

user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

3.4. MEEREAER DT W] B 3B X N TR P B9fE R

T RN R B S ERSS B M@ 51T E 1) Prometheus Siit {5 8. & LUEMA thanos-querier &
R MEEBE AR U In] I PR B,

FoRFM

it

BeRRAEXTE G LR EERE T B KRS,

RIS LT Prometheus :

$ SECRET="oc get secret -n openshift-user-workload-monitoring | grep prometheus-
user-workload-token | head -n 1 | awk '{print $1 }"

$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o
json | jq -r ".data.token’) | base64 -d’

REXEGEREH]

$ THANOS_QUERIER_HOST="oc get route thanos-querier -n openshift-monitoring -o
json | jq -r ".spec.host”

EHSTPRENEACHNIRSIIER. HIi :

$ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/v1i/query?" --data-urlencode
"query=up{namespace="S$NAMESPACE'}" -H "Authorization: Bearer $STOKEN"

R 2 RN ARSRECEIIBNE,
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i

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"up","endpoint": "web","lnstance"."10.129.0.46:8080","job":"prometheus
-example-app","'namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},”value":[1591881154.748,"1"1}1}}

3.5. YR P E BT B £ A 4

FNAPFEXKMTIRBR%EE, EaLhisd EEH %L ConfigMap X &hi%E
enableUserWorkload: false SEEXZHE.

4

al

4, R LB TR enableUserWorkload: true 325 P & B9 B 2 5 i,

44 cluster-monitoring-config ConfigMap XJ% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

a.
1£ data/config.yaml T%f enableUserWorkload: i%i& 7y false :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: false

FREXHLESE LN, AESBTHERX R E X858 K5,

:# prometheus-operator, prometheus-user-workload 1 thanos-ruler-user-workload
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B 3F A EXEE 5 A

Pod & B2 1E openshift-user-workload-monitoring B 4% 1k, XTATRERZE F LI :

I $ oc -n openshift-user-workload-monitoring get pod

i

I No resources found in openshift-user-workload-monitoring project.

al

EEA 7 X AP E T E %R, openshift-user-workload-monitoring T B sh
) user-workload-config ConfigMap X RF2# B slER. X2H T RBETEESHE
ConfigMap Fh iR B E X ACE.

3.6. GESE

EEER
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OpenShift Container Platform 4.6 W5i%
B 4 = EHIER
4.1. 7R

1£ OpenShift Container Platform 4.6 &, SR RIS X RIRIGAT IR 555 = A FFEIERR.
AR AFE XN B REEINES. AEHEPR, EalLUREERRHA 4T R SN TR SNERIE
;Ro

fEa LGB N AR 200 Prometheus & /43R E SR NS B B TR i BHR B9 TR,

1£ OpenShift Container Platform &1, 5kr@id /metrics HSERFR T HTTP IR iR m AT, EalLL
Wi EHX http:/<endpoint>/metrics ;21T curl ZifRFIHIRSHIARA T AiETR. Hli, EablFA
prometheus-example-app RN AEFAFIEH, ARZTUTRGREEHEMA AR :

I $ curl http://<example_app_endpoint>/metrics

i

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary
# TYPE version gauge

version{version="v0.1.0"} 1

=
o
3

£% Prometheus & imENIFNS, 1E5H Prometheus 3044,

4.2. JRAFEXNTRREERES

Rl LLAIER—A™ ServiceMonitor BEiR, M E X HYH PR S in s iRBSin. XBENN AR
Fe{# M Prometheus &/ iR /metrics HSERAFRA TSR,
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https://prometheus.io/docs/instrumenting/clientlibs/

B 4= EHiER

FVNET EAER P E T E BB RHIIRS, AEGIE—1 ServiceMonitor B E N i%MN
Al % AR S5,

4.2.1. BERPIIRSS

EoV AP E B A ARSI G, SR LB RBIIRSS.

it

HIRSECEBIER YAML 324, E4pId, %3244 prometheus-example-app.yaml,

LSRRI T AR E AR S BCE 1S -

apiVersion: v1
kind: Namespace
metadata:
name: nsi
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.3.0
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: v1

kind: Service

metadata:
labels:

app: prometheus-example-app

name: prometheus-example-app
namespace: nsi

spec:
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ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterIP

EBERERFE XM ns1 TiEhEEE AN prometheus-example-app HIIRSS. RS S
AFFAE X version 15tr.

SECE R RIS -
I $ oc apply -f prometheus-example-app.yami

BEZRSBE— LM,

BRI LIRS Z Pod REIEEIT -

I $ oc -n ns1 get pod

Tl R
NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq 1/1 Running 0 81m

4.2.2. $5EIMA Y PRAR 55

EFEARSAFNIERR, FEH OpenShift Container Platform A& M /metrics s 2EX
f6br. ERILUEA—A" ServiceMonitor BE X FIRE X (CRD) MiZMalisi®iRss, =HEMA—
PodMonitor CRD 15N Z UM 5 #E pod. BIERZE Service AR, MEENFRE, RTF
Prometheus E#M Pod A5 R s iR EUE 7.
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1£ OpenShift Container Platform 4.6 #1, #&a[LUf§EF ServiceMonitor FFiRH
tisConfig B kiEEE Mim R IREUE RN B2 TLS E2i&. tisConfig BHARTHTF
PodMonitor ¥if. MRFBELRIUEN A TLS B&, NJifERA ServiceMonitor,

REEAR T Wl A P RE 95 B R S5 1l ServiceMonitor BEilR,

FEREMH
[ ]
Ea LUME RS cluster-admin f 25, monitoring-edit £ &K iR,
[ ]
mEe AR XMSBEBR T Rk,
[ ]
EXpId, B2 ns1 HIBHERE T prometheus-example-app &~HIlRS5.
it =3

1 ServiceMonitor ¥iREERIE—1 YAML X, fEAHIH, %3047 example-app-
service-monitor.yaml,

ZINLLF ServiceMonitor FiRECE 111 :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

XRE X —A" ServiceMonitor ¥R, FFiZEXH prometheus-example-app ~HIARSS A FF

61



OpenShift Container Platform 4.6 W5i%

Higts, HdaE version 157,

k

N
p o
;

¢l

A E X Hfp £ 22 (5] Y ServiceMonitor ¥R REE X IR —fp A 22 M hHiRSS . tBE
=1, ServiceMonitor ¥%iRM namespaceSelector B 52 # 28K,

SECE R FBIER -
I $ oc apply -f example-app-service-monitor.yaml

#8E ServiceMonitor ¥R EE —EE A,

RAI LU T ServiceMonitor iR 2B IEEIE1T -

I $ oc -n ns1 get servicemonitor

i

NAME AGE
prometheus-example-monitor 81m

=
3
B

A ServiceMonitor 1 PodMonitor FIRMEZ{E S, 1S Prometheus Operator API
X,

HAth B

J9 R RE R E S R R

4.3. Hifjfghn
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B 4= EHiER

OpenShift Container Platform i {{ Rk ol #t#%,24T Prometheus Query Language (PromQL) &
WREFERDEZMBIER. WIRERMAXEHURZERENEMA A B L TEABMKREER.

YERNEREMEG, EaLA A OpenShift Container Platform /051 H I & X895 H s
Fro

ERFrAE, EUsEERERNHEET B &1, EusRAmEHRY sEEE AT B SR,

4.3.1. LR EE G SR EiAA T B ETR

VENERETD, XEAMATEHNERPRMA, EaLIE Metrics Ul Fijil]piAa OpenShift
Container Platform EXiA\%ii B #1F - & X #9551 B 4517,

SEREH
[ ]
Bl LIEARA cluster-admin fa sk A0 HKNE SR A P Ui EEf,
[ ]
B %% OpenShift CLI (oc) .
iR

£ OpenShift Container Platform Web 154 PIi Administrator #lfd, %
Monitoring - Metrics,

1%$% Insert Metric at Cursor & BT E X ME K,

BEHEEE X HEi, 15 Prometheus Query Language (PromQL) ZifjZinE
Expression FEX.
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4.
ZRMEAHEif), % Add Query,
5.
ZpRE W, EFEENZSNN
:
, SRIG%FE Delete query.
6.
BFIEETEN), HEFEEREIN
:
F#1%# Disable query,
7.

75 Run Queries &2 {TE 20BN E N, HEXRPSEMSNEANIET. NREHITH,
Ul 2B RERHEE.

MREIN KEBIRTIZR, XATRKELHIN BN EB E23 80 =
HE, EREXMER, 1EiLFE Hide graph F#E{UEREIRERRBRAEE ., R
&, AHRIAUTNERE, BRERKLHER.

8.
B3k : iE URL SIE @ SEaTNEN, EAUEARERX—AEH, #REXD
URL,
Hith BHIR

BX 0 PromQL HiMEZ1¥1E, 1S Prometheus query 344,

4.3.2. I A E A E R R P E 895 B KRR

EA LT X EHE AT E EE TR A 5475 1H A P 2 5 E B35,

1£ Developer fifadh, Metrics Ul @EFTET BN —EHiE X CPU. RfF. HRMMNLAEEGLE
], AR LINTIEK CPU. AfFE. Wi, MEBIRaFN ARFER21TBE X Prometheus Query
Language (PromQL) #if],
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SEREMH
[ ]
MNFEEEERRNGE, EIMEAFREXBEREBVRAAEF UK.
[ ]
EEe AP EXNERGAT B,
[ ]
Re A E T EBEE T RS .
[ ]
BB NZRS BT ServiceMonitor B X BTIRE X (CRD) , LUE X aMal s %R 55 -
A
1.
M OpenShift Container Platform Web 14l i Developer #1f, ## Monitoring —
Metrics.
2.
£ Project: FlX AR EEEFIHBIINTAR,
3.
M Select Query FlIkhikiFEE#, HEHEITES: Show PromQL Z{THE X PromQL &
#,
Pz 3=
£ Developer flfash, E—RRBEZIT—ANEIM,
:. ~
HAth BFR
[ ]
BX0IE PromQL HiMMES ¥, %S5 Prometheus query 3784,
HAth ¥R
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4.3.3. FFRABLIEIR

BITEAE, EhaErERERARRD, ERBE X HCRNE, Y HERKRERE B ENED
BB BIENLRER, EURE R EFERIFHREER.
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=4, EFRPERAAREANENPRRETEI, S UEERE D RIFERER,
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;
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RAERT, HBRREF—TRIFNUE, NHENErkRELSEHEH, &
AILLERE ¥ Sk/IMEE MR FF LA,

B ENATAE, FHRil
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B ERET, ERERRR, RERGEFAHRSITEHBRNER,
2.
ERARERF RN FSER, FHITUTHREZ— -
[ ]
i ERFEKTEAE EHED), LT b 7 kB HsE .,
[ ]
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3.
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SERERRH,
5.
FfSEElZ, 1HEE: Hide Graph,
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3.
Z BB EREREN T S, HRERSIMEBEERRBPA N R L, HHiEDS
SERERRH,
HAth TR
[ ]
B2 HEAXEH PromQL EOME ISR
4.4. REES R

g
ve
g
=

67


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#querying-metrics_managing-metrics
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#managing-alerts

OpenShift Container Platform 4.6 W5i%

%55 EHER

£ OpenShift Container Platform 4.6 &1, #&aILLfT Alerting Ul BB ER. #HERFNEHRANI,

S, EiAlas— AR EPRERTHE Y. SXEIGHEN ML ER, 7
NERAN DB —A T E MR E LERMEHR AR,

Eir. HEWRPNhE LOFLHRN A Eik. EfRRMt—SmaA, HA—HERE
OpenShift Container Platform &85 2% .

B, BN AERK, UBNEAERFAHRN AR, AEEFLERKFENR
i, EAEDERRNERERESE.

Alerting Ul el FIREHR,. SHEMERANSEQT RN EEX, Fiin, mnEeEA
cluster-administrator f{BRE R, NIeTLAyjnprEEHk. FRERFIEHRANI,

5.1. /£ ADMINISTRATOR #1 DEVELOPER #lf#ijj[n] ALERTING Ul

Ali@t OpenShift Container Platform Web #25i& &1 #9 Administrator #ifA$1 Developer #1fa1jj[n]
Alerting Ul,

1£ Administrator #fifah, PEFE Monitoring — Alerting, FELLALA S, Alerting Ul E=4
FEm, BP Alerts. Silences 1 Alerting Rules T,

1£ Developer fifath, %P Monitoring ~ <project_name> — Alerts, fE XM ifach, &
. SFHEMEHRANNEET Alerts TTAEIE, Alerts Tl B4Ry E FANETIR.

1 Developer fifarh, fRaILIMAIIE Project: FIZzKFiji[a/# OpenShift Container
Platform & 0HBHIA T B XMW HE kR, . B2, MREESA cluster-admin %F
W, MA4ER5 OpenShift Container Platform &0 I5 HIEXER. FHERAEHRH
i,
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5.2. BRI IEER. HEIERMN
AT LU I8 Alerting Ul fp BoREVE R, FEFERAN, ATINAEA A AR I8,
TRERIT IR
£ Administrator #ifarh, Alerting Ul shi Alerts Tim%H%f5 OpenShift Container Platform 2kiA

HiE A E XA EAXNERRS T HMER. WA/ ERN™EYE. REMERBE, 5
b & BB AH L ARSI ],

BT DR ERRE. mENRRRA T E. BABERT, RRESRLTF Firing KREM Platform £
o TR T ENEHRTIEED

Alert State 171 jE25 :

Firing : BiRIEAEMA, RAMHRERSEM, BRNEN for FEMFET, RERM—
EiliR, ERRaRsmL,

Pending, ZERAETERRS, BEASFGFERMNPEERSEN R, REEMA
%T&o

Silenced. 7, BEIRAEE LM AIBRALTHERS, SRSRIBEE C—HIRE
RN ERSS. N THSMANHNESENRAANER, FTLEBA,

Severity T35 :

Critical, fit’Z T EIRNRMAATRERTEEARN, XEREMAINTEILNXE, FE
WEREEAD ANSK NN FIBA,

Warning, ZEiRkNATREFEIRNFEHRMAEEEN, UMERENLE, S
ERBEE— N REE R T IR A,

Info, ZERMNATIRHEGEE,
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None, ZEH&RAEE LK™ EH,

AR LU S R R SR B 48 X R E R B8 B B SU™ EMEE 3L

Source 11 iE3% :

Platform, F&HFIKEHRINS OpenShift Container Platform ERATIHIEX, XLt
TiE1R#t OpenShift Container Platform #:0:IhEE,

User, AP ERRSAFEXNGBEEX, XEERSAF RN, HTAENL. AFE
MHMITENBRETAEREREM, UEENRASHTFRE.

T RSB 1B
1£ Administrator #ifarh, Alerting Ul iy Silences TiE 1% FAEI OpenShift Container

Platform EATH B 1 /& L0 H R ERFBHERRM T HIE R, ZlHSFmE T SIS R
BRGH RN A A9 EE,

BT RS BR ST IE. BRAERT, (UZ Active #l Pending #2%, Ttk 7 S1MNHERRE

Silence State i1 jE25 :

Active, FFEATREECRE, EFHETIMN, BREHS.

Pending, #EREHKIAE, BLEAREE.

Expired, #EETH, MRMREHRFM, HAXEA,

T AR 2R
1£ Administrator #ifish, Alerting Ul FRf Alerts Rules Tl %15 OpenShift Container Platform

AT B A E AT AR X BRI T HMER. ZilEaBENERNeRE. mEHM
KRR,
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i 7 AN BRI BT -

Alert State 17 jE25 :

Firing : BfRIEAEMA, RNMRERSEM, BRNEN for FEHHEE, REFM—
EiliR, ERRRsmL,

Pending, ZERETERRTE, BEASFHFERAN PRI E, REEMA

Silenced. I, BEIRAE LM AIRALTHEERE, SRSRIBEE CH—HIRE
R ERSS. NTHSMANHNESENRAANER, FTLEBA,

Not Firing :

BERRMA,

Severity T £33 :

Critical, ERMNIhE XHFRARTEEREEBRZN, MRMBXERYE, [EIHX
Eo SEANAXNERBERES N AR FRA.

Warning, ERANPEXHRATERBEES, UMERBNLE. SZHANEXEH
ERaERBEAR— N HE RS TIFENN B H [,

Info, ERAMMURHE BE R,

None, ZERAMNEEE K™ EH,

AR LU S R R SR B 48 X BB RN B B U™ Bt E Lo

Source 11 iE3% :
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Platform, F&HFNKEHRAMN{X S OpenShift Container Platform EKiAT B4E%,
X LT B 14t OpenShift Container Platform #/:0:IhEg,

User, R/ E BT ONEE RN SR EXHHBEEX, XEERANZR -2
B, FAAENL. AFEXNTFMEEETAREEEA, UMEENRE NI,

# Developer #ifafpiRsRALT IEE k. FERFIERALN

£ Developer fifath, Alerting Ul fhiy Alerts TTHER#t T 5 ks H H XM ERNFHFROHEUEL
TN DRER, R T HEXERAN N,

HIZAE D, ELURERKESN™ B TEE. BRARERT, MRERVFFERB AR, M&
ERGEPNAAER, XETiEE55% Administrator L a9 iE2R 18R,

5.3. RAUK T EHR. HERMBHRANBER

Alerting Ul {28 X B i R HAR X BRI AFREREAIE .

TR
[ ]
NTFEEEREHNGR, EMFNFXEXRAEBDIRNA S UiFSEH,
Pt =

E 7 Administrator #lfhIKENE X EHRMER -

}TF OpenShift Container Platform Web #£#i&, 3% ZE Monitoring — Alerting -
Alerts T{M,

wlk - ERERSIFRPH Name FEREHRETENR.

RT3 @ @Bid %R Filter USRI IESERIRE, M EMRHRRT IEE R,

ali%k : s=ii Name. Severity. State #1 Source FUbREIFR#— K S ANFRE BRI THE
go
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EFERMNATRLLSMEIE Alert Details T, % 0Um S & — N BAE R A = FI BEra
¥. AR5 HEREXNER, aiF

Eiragit

SERXXBCER

BN BB R B

HAAXE RN AR R

BB ER (NREHR)

E 7 Administrator #fa hiKENE XFHRERBER -

W5 Monitoring — Alerting — Silences T,

2.
A% : {81/ Search by name SPE& % 2 #h T IERHER,
3.
Al o Bt EEE Filter SR ISR kIR R ST 83, RIAMER TRAA Active
Pending 11§28,
4.
]k : mifi Name. Firing alerts 1 State F78 M — S N ERERHETHERE
5.

BB Z IS M EBIH Silence Details TiH, ZHESIFELL TS -

BidEERN

FHaRTE
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SR [H]

4 B RV B MFIE

E1E Administrator #A FREIVE X ERANKES

MBS Monitoring — Alerting — Alerting Rules T,

ATk : W ERE Filter SUFRABT ISR RIIRE. M EMEMRT IR E RN,

wlik : sii Name. Severity. Alert State 1 Source FUFREFHH—NHZ MR EHRAL
TFATHERE

PEFFERMNKZFLL S MBI Alerting Rule Details T, % mEiREtA X ERMMBILL
TiE -

BN B, T EHEARR

TE XA BB R RIAR

b 4 B iR B0 SR A4 15 B R A9 1]

ZERANARNENERNOERY, HpERTMOZERNE

SZERMNA RN A ERITIR

FE 1t Developer A hIRINAXER. HEMEHRANMESR :
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S El Monitoring — <project_name> — Alerts Tlifl,

HEEMR. BERNERANINFE

EHE Alert Details, AEFEREHAND >, REFEINIRPIEFER.

T E Silence Details, TIE Alert Details T{HEM Silenced By 384 th it FEd
2%, Silence Details TTAEZFELLTFEER :

BidEERM

FHIGHT ]

LRI A]

i 4 EREBE AR

FEHEH Alerting Rule Details, BI7E Alerts T E S A

F ikt View Alerting Rule,

Developer L {UERSFATET B HEXBER. FHERHIEHRMN,

5.4. EEERAIM

OpenShift Container Platform iRk —HBIANERIN., FHEREERG, EIUEFRNE
FrA,
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1£ OpenShift Container Platform 4.6 &, #ErILIERAFE XTI B hOE. BE. MR ER
Hul,

ERANEREI

ELARZRMNIE T TAF OpenShift Container Platform 2%,

BFEERANFEERABRNER. BlAEXXTR—FHAREATRAREN/HFR™EY
Eg%jﬁo

MRBUE ™ BB RS B E R L RN A%, FRESNRIRS ik X FMER T 48
ﬁ]o

5.4.1. YA P E T B LB R

ZELEA ST BNER, S EQERERININZ BT

ReTsERiE T B QIR E RN E, QSRR 2SR RANE,. 0
RIENTEEMENFEERSNER, NEELUEFERIEXE R,

FEERTI A ZRE GIRERARN, SIERERMNEE N F-EME, MITLRFRRZM
2o REALAERRA, MREMEHRANBRSFERERX, WSEFSERAN. A5,

e —®EREEA,

EREFERIMNETIH TN, BEEREZNERUR —B X EEEERIMA A 8F, &
BAENMEREEE R,

RUFAPNERER. AERHES PUBAERTHEFRF.

HERNPE ST BN, BRI EMHDUR TSR ENERL ENERENEHTH R
B, fig0, MRERBEN AR AAIEIRE, BMAZMA RBEMR.

RACEREH, MBERINFEHBRIAM OpenShift Container Platform $5f7, NIEREE

76



BSEER

openshift-user-workload-monitoring Wi EH# Prometheus SE_EERZ X AN, X el ER
FNAGEER, F R w] ek I 220 9 77 8

H
[=]

>

e X5 B BERIA OpenShift Container Platform f5Friz#itA %
CPU HINFEFHE. WHSITTHEESERXMNES., NREFHNEREEHE
openshift-user-workload-monitoring i H 1 #9 Prometheus =61, N3G
E XSRS SEERHN b, REEEFEXT X REREE TR
AN T @RS, FRERERINKE,

MEBZHXMALERIER, ES 5 Prometheus 4304

INFE T @A % OpenShift Container Platform 4.6 W EMFEAE R, ES5 Wikt

EF

5.4.2. Y E (R B G E R

AT LU R R (R B BB RN, X RN R R E IS Prad (k& B ik,

SEREMH
[ ]
EEe AP EXNEREAT B,
[ ]
N FEEARERANNTIE, EEVEHNEHR monitoring-rules-edit f A &%,
[ ]
B %% OpenShift CLI (oc) .
it =3

HERPN AR YAML 32, TEAHIG, %XH4H example-app-alerting-rule.yaml,
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2.
[ YAML X#ERMERHNESE, Fm :
E A=
CA, “x;
E ' LOEERPNN, MREHMWSEDFESEERZTFREHN], WX Em
* H{sE A B AR,
LA

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- hame: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} ==

bR E R AE—1 87 example-alert BIZERFN, XRBIIRS AFFH version 355N 0
B, SR EiH,

B

AP EXNERAN TS HA ST ENIERHSRER. ETEasH
ftb FA 7 %E X 8975 B B3 TR,

pign, AFEXEHE ns1 MERMNATLE SR A ns1 BiEIRNREHE
¥r, #0 CPU MIRFIEIR. B2, ZHNTESEKA ns2 MG,

B4, #EFEN openshift-* 8l OpenShift i B IERZ RN, OpenShift
Container Platform {22 BRi\ JyixX 2751 B {2 it —ZH o),

FNRCE N AR -
I $ oc apply -f example-app-alerting-rule.yaml

BIRERAN T E — LA,
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5.4.3. A A E T EEIREERAIBEER

MR A P E T H N ERINFAEDBRAREEIR, &7LIE openshift-user-workload-
monitoring %1 B #1#) Prometheus 6l EEREEBE ZHN, X A543 AT/ EM Thanos Ruler, M
DERFMAER, Xt BT R el AER-E W 1220 #4953

gk

H
[=]

e T B EKIA OpenShift Container Platform $5#ri2#t45% CPU HIN
FRE. FRETNBEAEERNGES. MREFHINEREREZE openshift-user-
workload-monitoring i H 1#9 Prometheus £, MFEX &R SEZR
Hlldh, REEEET XEFHFEEREE T2mEN TRE, FREREXT R
i) =

FEREMH
[ ]
EEe AP EXNEREAT B,
[ ]
NFEEQRERANNTIE, EEVENEHR monitoring-rules-edit f A &%,
[ ]
B %% OpenShift CLI (oc) .
¥ =
1.
HERPNIAIE YAML 32, TEAHIG, %XH4H example-app-alerting-rule.yaml,
2.

[ YAML X#RMERHNEE, ZXHHSEHN openshift.io/prometheus-rule-
evaluation-scope Hf{fi )y leaf- prometheus MIFR%, #li0 :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:

name: example-alert

namespace: nsi

labels:

openshift.io/prometheus-rule-evaluation-scope: leaf-prometheus

spec:
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groups:
- hame: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} ==

MBEFHZIRE, NATE openshift-user-workload-monitoring i H i) Prometheus 4l L3R E
ERAM, MRBAEFEEZIFE, WRFERANEZS Thanos Ruler,

FRCE N AR -
I $ oc apply -f example-app-alerting-rule.yaml
BIBRERMNI R E— L ],
INE T &A% OpenShift Container Platform 4.6 iRZEMBEME R, ES M Wi,

5.4.4. iln] A 7 78 A9 T B B i)

F5IH A P e T E N ERAN, S5%512 449 Bi%5 B B monitoring-rules-view fifa,

SEREMH
[ ]
EEe AP EXNEREAT B,
[ ]
RN E#HE T W H B monitoring-rules-view I H &%,
[ ]
2% % OpenShift CLI (oc) .
¥ =

IRAT LASIH <projects BRI -

I $ oc -n <project> get prometheusrule
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B5EERER

BIHERMNIBEE, HSITUTHS -
I $ oc -n <project> get prometheusrule <rule> -o yaml
5.4.5. £ B PLE 5 A 15 B B9 RN

FNEREELR, EaEANMIEHh—i25H OpenShift Container Platform #0355 B I /7 E X
B350 E B R,

SeRFH
[}
EaILIERA B cluster-admin fa i A iR EE.
[}
B %% OpenShift CLI (oc) .
iz
1.
£ Administrator fifash, 5= Monitoring — Alerting — Alerting Rules,
2.

1£ Filter TR Hhi%#E Platform 1 User &,

B\ &% FE Platform &,

5.4.6. Oy AP 3B SCE9 5 B M BRE A

SEET LU AP 3B SCR95 B i BRI,

FoRFH

e RAFENNTEERT HEE.

NFEEQRERANNTIE, EEVENEHR monitoring-rules-edit f A &%,
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2% % OpenShift CLI (oc) .

it

EfHBR <namespace> FRIFNI <foo>, HIZITLL TS :

I $ oc -n <namespace> delete prometheusrule <foo>

Hith TR

[ ]
&2 Alertmanager X414

5.5. EEFER

Ea LR, EEIRMARHE I ERA XEREEA, EEFRRAFENRN, ERBSE—
RBAEFERE THRRSTEREM,

HOIEFSHEN, SXSIEETCREEE, SRMEEE. BLRIERRES K—BNH R,

Ea AR, SENANERA SRR,

5.5.1. HEER

EALSHREENER, NEHRTEEE LEEFRMNER,

FRF
[ ]
NFEEEFRNTE, EAMEAFLAERERSR edit BRI UiNIEE.
it
FHEREERNER -
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W% 2l OpenShift Container Platform Web 154 Monitoring — Alerting -
Alerts T,

N FEEETHRAENER, HEFEANIPN

Hi%FE Silence Alert, X4 5 Silence Alert X%, HhfifciEF R TrmEZRAHL
%o

Ak - EEEER.

OISR E B A IR

HEOETE, 1§ Silence,

1£ Developer fifrh :

WEE OpenShift Container Platform Web 1%& # i Monitoring -
<project_name> — Alerts Tl

EFERAHENDN > KRFASMMIFRE. AFERIFNEPRER A FHRLUT A ERK
Alert Details T,

7%+% Silence Alert, XI4& R Silence Alert X5, HaFikiER 7AEZRMHM

Ak - EEEER.

OISR S B A IR

HEOEFE, 1§ Silence,
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E1£ Administrator #1 fi@id 2 B R AERG —HERE T HEIRRE -

W% El OpenShift Container Platform Web 1l A Monitoring — Alerting —
Silences T,

1%$% Create Silence,

£ Create Silence XA FXEEIRMN EIZR. FENHMREFE, S anEERME
ﬁo

BHESEE L — S PRARNPRERRERICRENE R OIS, #H%F Silence,

5.5.2. JiHEHEk

Eo LA, SHERSBUARREE, FUESEHECE OB,

it =

1 Administrator M th4EEERER :

W% % Monitoring — Alerting — Silences T,

FIRHEREE WK, ERRETIPH

, RIG1%FE Edit silence,

FH, BATLIEERERR Silence Details Tl Hi%#E Actions — Edit Silence,

# Edit Silence T{HE™, HAZBIESI LR Silence, XRHHANFHERTIE, FHLIAE
Aol QI HTERAR.

E1£ Developer a4 #E -
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S El Monitoring — <project_name> — Alerts Tlifl,

2.
EFERLBHAENY > EBRAERMNFERE. EERFAUEPNERGFRLITHERB Alert
Details Tif,
3.
%M Silenced By 282 A FEFHE AT, LLSMEIZERERE Silence Details T,
4,
EFHERN LIRS TIH Silence Details T,
5.
1EFRERH Silence Details TImH%EFE Actions — Edit Silence,
6.

# Edit Silence T{E™, HAZBIESI LR Silence, XRHEHANFHERTI, FLIAE
BCE Gl HTERAR.

5.5.3. {HFHEAEIH

ERTLULEREREI, ILFEBIHI K A SR —FER,

iy =

1£ Administrator 1 A {EFRERTIHE -

W5 % Monitoring — Alerting — Silences T,

FIRHEREE WM, ERRETIPK

, SRIG%EFE Expire silence,

A, EALTEERERA Silence Details TIHE A EHE: Actions — Expire Silence,

FE 1t Developer #if R {EEHEREIH -
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S Fl Monitoring — <project_name> — Alerts Tlifl,

2.
ERERAHAMND > ERFAERMNERE, AFERAUEPHERGHRLUTHERN Alert
Details Ui,
3.
EZTTEM Silenced By #84 hiiEEHEREM, LISAELZEHERM Silence Details T,
4.
BB LT SMIBIHE Silence Details T,
5.

#E##ERAY Silence Details TIHEH%ERE Actions — Expire Silence,

5.6. FhBRAIZ X EINBRSE

1£ OpenShift Container Platform 4.6 1, BI7f Alerting Ul h&EFMA EHR. RIAFKXFERBREN
R EFHEMBERRS, AL OpenShift Container Platform B2 A& & X BILL TR B pgE I
25

PagerDuty

Webhook

L F R

Slack

MR E RIS I RIRENES, AT ISR R mE S A LKA, A, RBERFEEILEX
*x, BESEADASKBINAN, 8K, REFXBESBANERTESHEHEB—NHERRS
T IEBDT B9 B,

{1/ watchdog EREEEREETFLERE

OpenShift Container Platform i IhaE @ S Ll A M watchdog &4z, Alertmanager EEMBE
BB B MIRIER & £ watchdog EiEH, HIRHEFEEARE HEHELEKE] watchdog E1k
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FHBMERE G, XEMLHI R FEBIESEIAT] Alertmanager B MR $HE R 2 7] AT E 1S 7] &L,

5.6.1. BoiE E iz as

EO LR EEIERES, AR T BERHHIINER R]E,

FeREH
[ ]
EA LIMEABA cluster-admin A& REE,
Pk

7£ Administrator fifash, 5%l Administration —~ Cluster Settings ~ Global
Configuration - Alertmanager.,

H&, EARILLET notification drawer VilAE— i, %5 OpenShift
Container Platform Web #£§l& 46 _ EARREE, FHiE
AlertmanagerReceiverNotConfigured i shi%#¥ Configure,

2.

EZTTEM Receivers B4 Hik#: Create Receiver,
3.

1E Create Receiver & ¥.f1, 7N Receiver Name, ARG MFIFKH%EEE Receiver Type.
4,

SR ACE -

[
%} F PagerDuty #H25 :

PR R FH AN PagerDuty S #H,

7N PagerDuty %% URL,
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MAEGHZ P mE RS EZHHE, 155% Show advanced

configuration,

%t F Webhook 25 :

IS HTTP POST &3k & ERIME =,

NREGHT SRR EIR A XA EMEBR B ET, 5% Show advanced

configuration,

o FFL FHB AR -

A DN RHE A & 5 BB L FHR A it

ZIn SMTP BBE 115, SIFA K BAMAHhIE, FSRA XS FHRHRIE XN R
05, SMTP RSB [HEN AL RIIEFE,

EERERE TLS,

MREFRBNET Gt R fles & X S A ER, SgtEH FhlRAIEYX
BiE, &% Show advanced configuration,

X F Slack K2 -

#Z<hn Slack Webhook 8 URL,

AINEF B A XFIR Slack SE=Z A &,

MR BB ET G A R e 2 X SR ER, SgEERR- &kt
&, &% Show advanced configuration, iAol LU R E B H I FEESLHE LR
AF 4.
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B5EERER

RAERT, MRMAINERTESAARFSRLRNINE, MEAXEERSE, MRESR
L4 BRI A X BN 2 IR AT I RERREE -

1ER¥.A Routing Labels Z84> fh 7 INEE B b5 % 4 #RAMEL
MRBVEFHIENZFRAER, H%EEE Regular Expression,
it Add Label SRiRINE % BEHBATRE,

1% Create OIS,

5.7. NABAE X ALERTMANAGER &

& eI LTS %5 openshift-monitoring Wi H #1#4 alertmanager-main secret, ZIHEEIAN
Alertmanager BCi&,

FoRFEH

e[ LUME B cluster-admin AGRKA iR EE,

AR

Z M CLI B2 Alertmanager BSi& :

94 AEKR Alertmanager E2& it El alertmanager.yaml 34 :

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

%4 alertmanager.yaml FHECE :

global:
resolve_timeout: 5m
route:
group_wait: 30s
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group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alerthame: Watchdog
repeat_interval: 5m
receiver: watchdog
- match:
service: <your_service> ﬂ
routes:
- match:
<your_matching_rules> g
receiver: <receiver>
receivers:
- hame: default
- hame: watchdog
- hame: <receivers>
# <receiver_configuration>

service 15l % EHRMIRS.

2]

<your_matching_rules> #5& B &R,

©

receiver 15 A X EREZE K.

LR Alertmanager Bd & RHISF PagerDuty BoiE v EHRIEWE -

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alerthame: Watchdog
repeat_interval: 5m
receiver: watchdog
- match: service: example-app routes: - match: severity: critical receiver: team-
frontend-page
receivers:
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- hame: default
- hame: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"

XAAER, B example-app RSSMAR. F“EEH critical WERIFHE team-
frontend-page R A X, BEFERT, XLERBPHERIELHA NSNS HFRA,

Rz F SR BIECE -

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace
secret --filename=-

F M OpenShift Container Platform Web 258X Alertmanager BE2i& :

# A web {#£HI&H Administration — Cluster Settings — Global Configuration —
Alertmanager — YAML T,

2.
B YAML ReE X4,
3.
1EHE Save,
H At BT iR
[}
&4 PagerDuty B 73 Mk —4 7 #& PagerDuty
[}
&I PagerDuty Prometheus $ERHEF SRZ > K 3R service_key
[}
B3 Alertmanager Bt & R ECiE @i F RIE R e A X ER
5.8. BEIH IR
[}

HELEERR

o1


https://www.pagerduty.com/
https://www.pagerduty.com/docs/guides/prometheus-integration-guide/
https://prometheus.io/docs/alerting/configuration/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#reviewing-monitoring-dashboards
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%6 = AFLENER

OpenShift Container Platform 4.6 124t 7 —HLmA R IR{(FRIR, IFEBE TREFAGMAIEX
B T 7 B E,

1£ Administrator #if R, #EaILLijin] OpenShift Container Platform #& DA IR, S1F :

[ ]

etcd
[ ]

Kubernetes it & %R
[ ]

Kubernetes M%% %58
[ ]

Prometheus
[ ]

ST RiEREIXH USE BIEUERR

6.1. Administrator ¥R =HI

Time Range Refresh Interval
Dashboards  Grafana Ul [
30 minutes ~ 30seconds ¥
Dashboard Job Instance
Prometheus Overview prometheus-k8s 10.128.2.7:9091 ~
Prometheus Stats
Instance T Job Version Uptime
10.128.2.7:9091 prometheus-k8s 2.20.0 7.93k
1-10f1 » 1 of 1
Target Sync Targets
003 1.2k
0025 Tk
0.02 800
0.015 600
0.01 400
0.005 & \ 200
\—
0 0
08:00 08:05 08:10 08:15 08:20 08:25 08:00 08:05 08:10 08:15 08:20 08:25
W openshift-apiserver-operator/openshift-apiserver-operator/0 M openshift-authentication/c M Targets
M openshift-apiserver/openshift-apiserver-operator-check-endpoints/0 i openshift-cloud-credentia
M openshift-apiserver/openshift-apiserver/O W openshift-cluster-machine
openshift-authentication-operator/authentication-operator/0 openshift-cluster-samples
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# 6 = AR NIEIERIR

1£ Developer #ifarh, fEaILA;RICHAED BIREEELTSE AR -

°

CPU A=
°

REAE
°

WEER
°

BiEaEXRER

6.2. Developer il FEI{UFRHR =B

Project: nsl «

Monitoring
Time Range Refresh Interval

Dashboard Metrics  Alerts Events 30 minutes  + 30seconds ¥

@ prometheus-example-app v

CPU Usage

40e-4
35e-4
3.0e-4
25e-4
2.0e-4
15e-4
10e-4
5.0e-5
0

08:00 08:05 08:10 08:15 08:20 08:25

Memory Usage

12M

oM
8M

4

al}

1f Developer fifarh, E—RRABEEHEE—NUIHB{ERR,

6.1. ISEHER A H R EH LIEEFRIR

1£ Administrator #lfarh, EAILIEEHS OpenShift Container Platform &40 4H 44 X B R
R
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FRFH

EE LME R B A cluster-admin Af&BA i EE,

1£ OpenShift Container Platform Web 1§I&A# Administrator #fifash, Szl
Operators — Dashboards,

2.
1£ Dashboard FlIFRHEFE—MUFKIR, HLEFERHR (M etcd 1 Prometheus {{3&kHRk) 7E#
P R4 BRI B35,
3.
% : £ Time Range FI&R S EEFE— N ESEHE,
4.
7 1% : EFE— Refresh Interval,
5.

RERSEEGRPIEIMER L, LEREETBENENESR.

6.2. U X E SR EREIRUFIR

#t Developer fifarh, ERILIEFRSMET BHEXICGERR, SR8 HETENUIRHR, F
HERHIGIRER.

B

FRFM
[ ]
NFEEEHFIERRNTE, ETLEIFXESIEEEENRAF ViFER.
it =

1£ OpenShift Container Platform Web 12§l A Developer #ifash, S:#iEl Operators
- Dashboards,

£ Project: Fl&xAiEFE—1TH.
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# 6 = AR NIEIERIR

3.
1£ All Workloads FllZ&HikFE—P TIEfEk,
4.
"l3% : f£ Time Range Sk B FE— A ESEH,
5.
7% : EFE— Refresh Interval,
6.
MR ENEFRRBHENEE L, UEREEDBRNFEHER.
Hith FHR
[ ]
{558 Developer £ % #2251 B #15 A EFHIEER
6.3. LS H
[ ]

vilsE=7% Ul
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/applications/#monitoring-project-and-application-metrics-using-developer-perspective
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#accessing-third-party-uis
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BTEYHEBE=7 Ul

OpenShift Container Platform Web #25ll5 2t &£ 58 Metrics. Alerting 1 Dashboard Ul, &
TRXTHEAXEER Ul iFER, WSHLUTREA :

EEER

g
ve
g
=

HHREERIR

OpenShift Container Platform £ 124t%} Prometheus. Alertmanager 1 Grafana =408
T8

LUEH OpenShift Container Platform MRA ] gE R BR% 88 =7 8 OB BKIA Ui 1],
Za, BEEHEAmOELEVRE].

-

B OpenShift Container Platform i EHEERIR#ER9 Grafana LI R HRKRZ R i
B,

iy
Grafana {{FIR{{ 25 Kubernetes I cluster-monitoring #5¥5. OpenShift

4l

Container Platform Web 1#I& P Monitoring — Dashboards &S 7T Hth - E&H
#.

7.1. {8 WEB #Z=RI& Vi E =741 Ul

&aI L@ OpenShift Container Platform Web 1##i&1jjl7] Alertmanager. Grafana,
Prometheus 1 Thanos Querier B Web Ul,

FoRFMH
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#managing-metrics
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#reviewing-monitoring-dashboards

B7EYINB=T VI

A LME R B A cluster-admin Af&BAE i EE,

it

1£ Administrator flfish, S#iZE Networking — Routes,

M Developer i Toi%iin|88 =7 Alertmanager. Grafana. Prometheus
#1 Thanos Querier Ul, EXiif$z, {F Developer #ifiHi) Metrics Ul 5%,
HbaSFET R N—LEHE L CPU. AfE. HREAMMEARIEa R,

17 Project FI&R##9 openshift-monitoring TiH,

Vil =A% Ul :

YEFE alertmanager-main T8 URL 33TFF Alertmanager Ul B9& X T,

YEPE grafana T B URL 3&3TFF Grafana Ul B9 K TUHL,

PEFE prometheus-k8s {THH) URL 3TH Prometheus Ul B9E X T H,

1E#E thanos-querier T4 URL 3R#TH Thanos Querier Ul B9& X T,

75 Log in with OpenShift 3k {$ F#&#) OpenShift Container Platform fEuE#TE %,

7.2. 5/ CLI Ui =75 412 Ul

&aI LU OpenShift CLI (oc) TEJiKEL Prometheus. Alertmanager 1 Grafana Web Ul £
URL.,

FRFM
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e[ LME B cluster-admin AGRKA iR EE,

B %% OpenShift CLI (oc) .

it =

BT T a5 3k5H openshift-monitoring i H MIE&H -

I $ oc -n openshift-monitoring get routes

i

NAME HOST/PORT

alertmanager-main alertmanager-main-openshift-
monitoring.apps._url_.openshift.com ...

grafana grafana-openshift-monitoring.apps._url_.openshift.com .
prometheus-k8s  prometheus-k8s-openshift-monitoring.apps._url_.openshift.com

thanos-querier thanos-querier-openshift-monitoring.apps._url_.openshift.com

f:F Web /%25 5#1 %] HOST/PORT & H.,

1EF Log in with OpenShift K F#ER OpenShift k& X,

B

Wi F M E Cluster Monitoring Operator EH, P ARal{E,

7.3. RESE

AFFRT AT B AE N ARFER

98


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#exposing-custom-application-metrics-for-horizontal-pod-autoscaling_exposing-custom-application-metrics-for-autoscaling

# 8 & ATTAT A BRMNAE XN ARSI

B 8 & AFAT AN RNAE XN AEFEN

X9 LUN Pod BB RS H B E N ARFIER.

B

Prometheus Adapter REZXATININEE. AT HIhEER LT SRS F R ML
(SLA) ¥, BraEfEChEE AmA IR, A HEEE T HMEPREREI], XERATI
WIThReal LUEF IR B ThEE, HENREF LM BiRERIEE L.

BXRABRAT NIRRT, E56
https://access.redhat.com/support/offerings/techpreview/,

8.1. AF AT POD #RA AT RIEE LN ARFIENR

& el LA prometheus-adapter ¥5i&, 5 Pod #im B3 BExEE XN ARFiER.

FoRFEMH

EH—1"H%E X Prometheus £fl, fENHERE K StatefulSet X REEEH Prometheus
pod %, MARH Prometheus HE X ¥IR(CR)EH,

B A E XM custom-prometheus TiH %% T HE X Prometheus L4,

B

MRS T B%E X Prometheus 5:fl, it Operator Lifecycle Manager
(OLM)ZZEH Prometheus Operator 5 f* & X MM IR /A,
Ik, OpenShift Container Platform A3z {F>5H OLM Prometheus Operator
&) Prometheus B L HR(CR)ZEHIEE X Prometheus S:fl,

EEEAFEXNTBESERE T NARFHRS. AOBENAESEHRS SR ERED
A5 M custom-prometheus JiH,

B %% OpenShift CLI (oc) .
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HENRERE— YAML X, EFRFIG, %X#4&7 deploy.yaml,

AINAERIMECE IE1E, LUEN prometheus-adapter SIEIRSS K. ABHAGHEE :

kind: ServiceAccount
apiVersion: v1
metadata:

name: custom-metrics-apiserver

namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: custom-metrics-server-resources
rules:
- apiGroups:

- custom.metrics.k8s.io

resources: ['"™"]

verbs: ["*"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: custom-metrics-resource-reader
rules:
- apiGroups:

resources:

- hamespaces

- pods

- services

verbs:

- get

- list
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: custom-metrics:system:auth-delegator
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: system:auth-delegator
subjects:
- kind: ServiceAccount

name: custom-metrics-apiserver

namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
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metadata:
name: custom-metrics-auth-reader
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: custom-metrics-resource-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-resource-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: hpa-controller-custom-metrics
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-server-resources
subjects:
- kind: ServiceAccount
name: horizontal-pod-autoscaler
namespace: kube-system

7N prometheus-adapter A & 5B E 11E :

apiVersion: v1
kind: ConfigMap
metadata:
name: adapter-config
namespace: custom-prometheus
data:
config.yaml: |
rules:
- seriesQuery: 'hitp_requests_total{namespace!="",pod!=""} ﬂ
resources:
overrides:
namespace: {resource: "'namespace"}
pod: {resource: "pod"}
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service: {resource: "service"}
name:
matches: "A(.*)_total”

as: "${1} per_second" 9
metricsQuery: 'sum(rate(<<.Series>>{<<.LabelMatchers>>}[2m])) by
(<<.GroupBy>>)'

Frmkistrie ey HTTP i RE.

2]

BRI,

#INf¥ prometheus-adapter ;XM API RSHIBRE 15 -

apiVersion: v1
kind: Service
metadata:
annotations:
service.beta.openshift.io/serving-cert-secret-name: prometheus-adapter-tls
labels:
name: prometheus-adapter
name: prometheus-adapter
namespace: custom-prometheus
spec:
ports:
- name: https
port: 443
targetPort: 6443
selector:
app: prometheus-adapter
type: ClusterIP
apiVersion: apiregistration.k8s.io/vibeta1
kind: APIService
metadata:
name: vibetal.custom.metrics.k8s.io
spec:
service:
name: prometheus-adapter
namespace: custom-prometheus
group: custom.metrics.k8s.io
version: vibetal
insecureSkipTLSVerify: true
groupPriorityMinimum: 100
versionPriority: 100
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FilH4 Prometheus Adapter %% :
$ oc get -n openshift-monitoring deploy/prometheus-adapter -o jsonpath="{..image}"
#NEBE prometheus-adapter HIECE 15 :

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
namespace: custom-prometheus
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-adapter
template:
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
spec:
serviceAccountName: custom-metrics-apiserver
containers:
- name: prometheus-adapter
image: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:a46915a206cd7d97f240687c618dd59e8848fcc3a0f51e281f3384153a12¢c3e0

args:
- --secure-port=6443
- --tIs-cert-file=/var/run/serving-cert/tls.crt
- --tls-private-key-file=/var/run/serving-cert/tls.key
- --logtostderr=true
- --prometheus-url=http://prometheus-operated.default.svc:9090/
- --metrics-relist-interval=1m
- --v=4
- --config=/etc/adapter/config.yaml
ports:
- containerPort: 6443
volumeMounts:
- mountPath: /var/run/serving-cert
name: volume-serving-cert
readOnly: true
- mountPath: /etc/adapter/
name: config
readOnly: true
- mountPath: /tmp
name: tmp-vol
volumes:

103



OpenShift Container Platform 4.6 W5i%

- name: volume-serving-cert
secret:
secretName: prometheus-adapter-tls
- name: config
configMap:
name: adapter-config
- hame: tmp-vol
emptyDir: {}

e E—%h# T8 Prometheus Adapter 5if&k.

FRCIE R A RISRE

I $ oc apply -f deploy.yaml

i el

serviceaccount/custom-metrics-apiserver created
clusterrole.rbac.authorization.k8s.io/custom-metrics-server-resources created
clusterrole.rbac.authorization.k8s.io/custom-metrics-resource-reader created
clusterrolebinding.rbac.authorization.k8s.io/custom-metrics:system:auth-delegator
created

rolebinding.rbac.authorization.k8s.io/custom-metrics-auth-reader created
clusterrolebinding.rbac.authorization.k8s.io/custom-metrics-resource-reader created
clusterrolebinding.rbac.authorization.k8s.io/hpa-controller-custom-metrics created
configmap/adapter-config created

service/prometheus-adapter created
apiservice.apiregistration.k8s.io/v1l.custom.metrics.k8s.io created
deployment.apps/prometheus-adapter created

UE R P e BT B Fh i prometheus-adapter Pod 284 F Running KA. E&fHIH,
TH 5 custom-prometheus :

I $ oc -n custom-prometheus get pods prometheus-adapter-<string>

H#E, NARFNEREZAT, FIATEE Pod AT K.

=
=
o
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&4 Pod R B Y R

215 Kubernetes 3X#shE % Pod MBI BRNAA

8.2. BB SR

Rl N (2 03

105


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/nodes/#nodes-pods-autoscaling
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#troubleshooting-monitoring-issues
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B 9 & LPENEAT R

9.1. RENH L AP EXRIERAF T

11 ServiceMonitor ¥R, #Kal LU E a4l F B P & AT E hB9ARSS A TR, MNREMIET
ServiceMonitor ¥R, {BFGETE Metrics Ul B BIE AN R IERR, iHRZ AR FmR S B E,

FERFH
[}
B LUMERA RS cluster-admin & &R,
[}
B %% OpenShift CLI (oc) .
[}
mE AP EXNITEASEAFRE T R,
[}
X287 user-workload-monitoring-config ConfigMap %%,
[}
BB AT ServiceMonitor ¥,
iz

1R %5#0 ServiceMonitor B RECE P X N KRS 25 ITAC,

REARSS HhiE L BPR%E. LAFRBITE ns1 Wi B s #E i) prometheus-example-app fik
% :

I $ oc -n ns1 get service prometheus-example-app -o yaml

LTl N
labels:
app: prometheus-example-app
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&7 ServiceMonitor ¥ IRECE ) matchLabels app IE 2B 5 E—$ hiir Skt
Ptic :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

ik el

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

4

al

oI LUE N BB H EEPERIN T A E 1 EIRSS# ServiceMonitor iR
.

1£ openshift-user-workload-monitoring Wi H #11:# Prometheus Operator BB,

Filt openshift-user-workload-monitoring %i B ) Pod :

I $ oc -n openshift-user-workload-monitoring get pods

Tl R
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2 Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
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prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

M prometheus-operator Pod 1] prometheus-operator 23K HA &, ELLTRHEI
i, Pod %l prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-
776fcbbd56-2nbfm -c prometheus-operator

IRARSS AR LN, BERREEEREARFIREEIX

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it
accesses file system via bearer token file which Prometheus specification
prohibits™ servicemonitor=eagle/eagle nhamespace=openshift-user-workload-
monitoring prometheus=user-workload

3.
BE1E Prometheus Ul FEFTBMBIRRS.
a.

Erim O % 4 Bl openshift-user-workload-monitoring i H i Prometheus 24l :
$ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-
workload-0 9090

b.
1£ Web M523 $TH http:/localhost:9090/targets, F7E Prometheus Ul FEEE
BUEHNBERRE. RESBIMEXNERER.
4.
1£ openshift-user-workload-monitoring 51 B #1755 Prometheus Operator Eci& debug %%
HBBAFILK,

£ openshift-user-workload-monitoring 11 B %% user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config
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http://localhost:9090/targets

B 9 & NI HERR

b.
£ data/config.yaml &y prometheusOperator 71l logLevel: debug, $H &5
XEN debug :
apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
logLevel: debug
c.
RIS LA E R,
’ 231
HENABSLHEHRE, openshift-user-workload-monitoring i H &
Y prometheus-operator &HIER,
d.
i\ debug BEZHIB N AT openshift-user-workload-monitoring 7 B
prometheus-operator &8 :
$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o
yaml | grep "log-level”
Tl R
I - --log-level=debug
Debug 5 B 510 %% £~ Prometheus Operator X HHEIFRA .
e.

K27 prometheus-operator Pod 2 &FIETEIA1T :
I $ oc -n openshift-user-workload-monitoring get pods
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b

N
p o
;

il

MREEMANPIE T —1KIRHE Prometheus Operator loglevel
{&, W prometheus-operator Pod BI8ETTERNIhEH,

# & debug B, LLTf# Prometheus Operator &£ ServiceMonitor T,
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