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% 1% OPENSHIFT CONTAINER PLATFORM REGISTRY #:it

OpenShift Container Platform ] LA RS8R, FHATHEREEEEHEAMN. BiRHT

—PNAERERI A 27K registry, BRI LLERE E| OpenShift Container Platform 1 &, LUEARIER
iR, LRSS OpenShift Container Platform & AR registry IS & R, BENHNIHEER
registry,

1.1. £ERAIOPENSHIFT CONTAINER PLATFORM REGISTRY

OpenShift Container Platform 124t 7 — NI registry, BEN—MREMNTENHEEE+Z
1To XA registry H— infrastructure Operator EEEHEE, ©NRAFRE T —MIIRMERAR, #
A ERECASRREMRNY LIZTH, AFAELGIEMNEMNGR. X registry Al ARERFEFH

M — AT R, BAREESHHROEMRIE, A, SEHEKRIIKHAN FHRIEMRIRS
i, XBKRE, @i E BGRB8 R A ABRRE T DR AR B Q2 AN D AR,

% registry BEAFNRBFPHENBERNAGER, URESEHPSTHNIFEIERNERER, S5— D5
BREHEE R registrylf, SERRWEFTHEGRENER, HMAAH R LU BRTBOEHR M R N,

BGREERFEENNMIE, LREERBEFEETRENEMEUE, HINEEERX—DIXERABH.

BRMTHIEBRRENIEMNAPITHR (5if&(mage) k& (imagestream)) , Ef1AI LRSI ERS
B AP #4751,

Hth BHR

® OpenShift Container PlatformfifJimage Registry Operator

1.2. 58=7 REGISTRY

OpenShift Container PlatformB LAMFE S =4 registry IREMNFHEROIEREE, BR21X Lregistry ATEER
£ %R OpenShift Container Platformfr & Mregistry— IR MR RGBS F., EXFHER

T, OpenShift Container Platform{S 1 Al B 5 & T M2 registry FFKEX tag.

ERIFIRENIILE, 151217 oc import-image <streams>, 4GB FEIRET, LBINHBINNENS
WEH A,

1.2.1. B350k

OpenShift Container Platform {# I P12 EIES registry #HTECRE T R RABFHIR CE,
FE, OpenShift Container Platformt & LA FAE 6 AT EAR A push #11 pull 324,

1.2.1.1. 5/ Podman #17 registry {855 0E

BLRBRNR registry BEEVIAITR, Podman 2— M FREIE, ATFEEARMNARHER, HS55K
registry X H, f&eILUER Podman $UE&ELE, HIEX registry 5, FREAMBREFEEARMSIH RS
., LUTF2EH Podman ik E AR @ A =6,

1 R EE SRR MIIEEHEERFER SRR, LFEEENHRR.

2. |ifi Get thisimage K& LA 2K podman login 3%,

3. ERUTaSHEREMNEFZMEBIEME registry H{TEPEIE -


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-operator
https://catalog.redhat.com/software/containers/explore
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$ podman login registry.redhat.io
Username:<your_registry_account_username>
Password:<your_registry_account_password>

4. ERUT S TEEEKFRERFEED

I $ podman pull registry.redhat.io/<repository_name>

1.3. RED HAT QUAY REGISTRIES

Red Hat Quay WIERMHE T — PN FHBREBR registry, BRALUEN—NEENIRS, HITUEEBAS

FEIEDROHIMNERLLEE, Red Hat QuayRBIE Y registry DIEEERBERIBE S|, HREHEREHRLONE
(roll back) ZhHEE,

E@T Quay.io ML BIRE SHIEE Quay registry Ik, &, ERBQuayH 2PN AEE X EIQuay
registry FF FF 1A E BRI,

18] LASR UG [0 A R 55 1% registry —FF, a@id OpenShift Container Platform i [Al#&#) Red Hat Quay
registry,

HEe KR

® Red Hat Quay @4

1.4. 5B T 535 uE4I 8 REGISTRY
TIEESRG B KN A SRR RO IREMNATE RRR G EITEE TR registry £ (registry.redhat.io) .
registry (Registry.redhat.io) & Z /175 9551EF 881/ R OpenShift Container Platform ERYERR KA
B YiTB B Hregistryia, WAMregistryBIFE—ERAT B A A,

Pz

OpenShift Container PlatformMRegistry.redhat.iof#2EX (pull) 5%k, HIEZEERES
HLUERE,

HFrregistryfE AFREROAUthHLEIFFT ZDIILE
o HMRRUESE., ThE (token) ZERFSIKS, HEEA%RN. ROAAUFEREN]SA SRS
registryiF T S KIE, RSIKF A= MK BEekiIgsi, RIELERSEETENHIERE—1T
SEHEFHENAE, XBEFIMEER DM — N EDIUEET,

o WebA/f&M#EN, XA TEREENaccess.redhat.comz KM FTRITEERE, BART
LATEOpenShift Container Platform LRIt &R IE AL, BEEFIMEREFFAZFIHFE,
Itb BRI 75 3R 1% R R F £ OpenShift Container Platformz 4B I B Fr{E A,

& H LU7E podman login FREREREIE (B RMEN, HFMINIESHE) KR registry FEIR
";éq“o

AR TRERIE A AR pull secret 1T B D IIERIHT registry.

B EUEREU ME—ALE :


https://quay.io
https://access.redhat.com/documentation/en-us/red_hat_quay/
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e OpenShift (R, EHEIEATITFETF OpenShift pR 22 [HF, LUE openshift #p+ 22 A
B AOR BT LAAR 5 Ao

o EMEH. EMERLIMFETENLE, FENEME (pull) HEKE, Kubernetes&fEMAENH
B EHRE,

HEHR

® registry fRE5IK


https://access.redhat.com/terms-based-registry/
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25 2 = OPENSHIFT CONTAINER PLATFORMAEJIMAGE
REGISTRY OPERATOR

2.1. =5 %] OPENSTACK 55 {%& REGISTRY

Image Registry Operator & —N B OpenShift Container Platform registry S245l, 3% registry B9
FIEEREHITERE (SIFXE registry F#) .

HRAETE AWS, GCP. Azure 5% OpenStack FLZE— N HLERFBEFIEM I ER
i, EiEFWBEIRE.

£ AWS = Azure L REH AN RERF B SHIEMEBEREEEEN, Image Registry
Operator &% spec.storage.managementState Z#{% &y Managed., 0%
spec.storage.managementState Z#i% &% Unmanaged, /Il Image Registry Operator
REPUT S FHEBERBRE,

WERZE T control planef&, Operator H%*E?E%Eiqﬂ M E O — BB
configs.imageregistry.operator.openshift.io R4,

INR%AE RBWHIE BEE 52 configs.imageregistry.operator.openshift.io %R, NIYFE LR
BITTIR, Operator B #H FRRSLURER RN S,

Image Registry Operatorffopenshift-image-registryip % 22 [0 1217, HEBIZMBEFH registry K
Bl registryBMIRTA BCE R TAE 7 3 5 RER AL FiZ% e & ZE (Al R,

HE

Image Registry Operator B IE{E83285094T /1 5 7E Image Registry Operator
ClusterOperator X % L 15 E# managementState X<Ht, 03 Image Registry Operator
RBLTF Managed IR, NIFSRIETIZR{DA LI Pruning B E U HREEEEE,

B2, Image Registry Operator fJ managementState & 5 B E N IKIETIRESHIT

e Managed: F{R{585238 --prune-registry ITEIXE N true,

e Removed: F{KIEBIZRH --prune-registry ITER LB N false, XEKETCRE
etcd BB HHR TTEUIR,

e Unmanaged: £ {&1E352: 4 --prune-registry I15% & false.
2.2. #H.# VSPHERE _L##%{%& REGISTRY

2.2.1. RET T2 PRV EE IR registry

ERRBTHRENREMMOES L, OpenShift Image Registry Operator bootstraps A& 5 Removed.
XS openshift-installer 75X &5 K8 FRRRE,

LG, BTG Image Registry Operator &, ¥ managementState M Removed tJ#: %]
Managed.
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==
Prometheus %5124 T —/ ImageRegistryRemoved £k, 140 :

"BIEEMEREEMIER, Bf&FIF%E. BuildConfig #l DeploymentConfig, 3|/
ImageStreamTags A EETL/AIEE T{F, Please configure storage and update the config
to Managed state by editing configs.imageregistry.operator.openshift.io."

2.3.IMAGE REGISTRY OPERATOR e &S %K

configs.imageregistry.operator.openshift.io 7T RIZ LA FECE S,

S8 £ pU
managementState Managed: Operator £ FTR#E EHIN X registry TN E#,

Unmanaged: Operator ZB&ELC B FHRAIZE,

Removed: Operator fifIBk registry S5, FiEBRFTAH Operator & HITEHE,

logLevel KiB registry S|4 logLevel, Eil» Normal,

logLevel XHHIEE :

e Normal
e Debug
e Trace
e TraceAll
httpSecret R I registry FTEREAIE, BRINERK.
proxy TE M TEH A master API #1_E3#5 registry B 2 AR E,
storage Storagetype : A FECE registry FEBNFEAER, BIIAS3 bucket¥ir, BEE
LWBINECE,
readOnly registry SH5I R B ROZIE 4 HE X FT R R SN BRI SRR B 22,
requests API| Request Limit 11, ¥EHITEIBE R ALNTIRT, registry SLBI A LAFFTA0EE
HIE KRB E,
defaultRoute MRESSHEARILNENLE XASBEBH, NREH, ZBRGINMELTER

mE., EAHNfalse,

Routes ZORMEMEER, EFERMABARNENRIIES,

replicas registry IEIAEE,
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¥ sk

spec.storage.manage £ AWS 3% Azure IR EFRZFF B & BIE IR BT R RS F A SR 8%
mentState #, Image Registry Operator 21 spec.storage.managementState Z#ix
&7 Managed.

e Managed: #% Image Registry Operator B2 E/Z7E (i, R Image
Registry Operator #J managementState #%i% & Removed, /|7
TSR B

o 3R managementState %5 Managed, Image Registry
Operator * ZIHAN EZFHE A TN A—LHRINEE. i, NRE
&7 Managed, Operator &% {E S3 F#tR LS AME, RE
R registry, MREARFHLRIVIEEN A EITREMEES,
H %% managementState % & Unmanaged.
e Unmanaged : #%E Image Registry Operator REEE#ILE, R
Image Registry Operator ¥ managementState % & Removed,
MEEREMER, NRERETEEEELTEE, NFEHERNBS

£ %5, FH spec.storage.managementState i& k% & MM,
N} Image Registry Operator 2 & fi& 5 Unmanaged,

2.4. {#F CRD £ IMAGE REGISTRY i\ & H

1£ OpenShift Container Platform & Registry Operator £l registry BIZhEE, X4 Operator B
configs.imageregistry.operator.openshift.io CRD (Custom Resource Definition) & %,

INRIEFEE B BNE BImage RegistryBRIABEH, 15X Image Registry Operator CRD 4T patch Zb 2,
ik
® ¥ Image Registry Operator CRD #1T patch ZbEE:

$ oc patch configs.imageregistry.operator.openshift.io/cluster --type merge -p '{"spec":
{"defaultRoute":true}}'

2.5. Hi5{& REGISTRY 5 nEC BN BIE E1FGE

Image.config.openshift.io/cluster BE FRAI 22X ECEMEI RIS A, ZEEMS S EEEHE
registry 17 7] BB 1A] 4845 AE BB AR IE - A L

FRFH
o IERMAMAM (CA) wzd PEM Zfid,
i

& 7] LATZ openshift-configdn & 22 [A] R 02 EL B BR S, FH4E image.config.openshift.io FE X FRH
AdditionalTrustedCA F{ERE LT, LUREEHAER registry BRI B AR ERIEIANCA,

S FENEEFEHIFIN registry CA, ELEMSTHEZT BEEL CA WIHOM registry ENLK, MER
base64 JRILEIIE+ B EHE,
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B4 registry CA Bd B RAI

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
registry.example.com: |

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 0

Q INR registry #AWO, #0 registry-with-port.example.com:5000, : EE4# .. &,

BRI LURIRU T RREC B HACA,

1. EEEEMCA :

$ oc create configmap registry-config --from-file=<external_registry _address>=ca.crt -n
openshift-config

I $ oc edit image.config.openshift.io cluster

spec:
additionalTrustedCA:
name: registry-config

2.6. 77 IMAGE REGISTRY OPERATOR fti& — MNEAEEIE

IR T configs.imageregistry. operator. openshift.io& ConfigMap FTiRE4, 147 LLE T openshift-image-
registry s £ 22 [A| AR II B secret BEIR Y Operator IR EFHEF IR E,

image-registry-private-configuration-user secret {2 7 Zi# 14 R BB TR HEIE, MNRKEBINE
&, T©EE Operator FRAMBINER,

ik =
o OIE—NEHE T FFEHM OpenShift Container Platform secret,

$ oc create secret generic image-registry-private-configuration-user --from-file=KEY1=value1
--from-literal=KEY2=value2 --namespace openshift-image-registry

7. Hfth BR
o J AWS A F B HIEMERMELE registry
e J GCP AFE&RMEMERMEE registry

10


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-storage-aws-user-infrastructure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-storage-gcp-user-infrastructure
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e 7 Azure A B EBIEMZBRIYECE registry
o NENECE registry

® JvSphere EZ& registry

1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-storage-azure-user-infrastructure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-storage-baremetal
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/#configuring-registry-storage-vsphere

OpenShift Container Platform 4.6 KR H&RC/F (Registry)

% 35 wEMBECE REGISTRY

3.1. 5 AWS B EREMZRMEE REGISTRY

3.1.1. 7§ Image Registry Operator B2 & — secret

f& T configs.imageregistry. operator.openshift.io ConfigMap BRES, LA L@ openshift-image-
registry®p £ 22 (8] R AYIRIT BT secret HEJR N Operator IR HARERE.

image-registry-private-configuration-user secret {2 7 Zi# 14 R B IEA TR HEIE, MNRKEBINE
&, T©EEE Operator FRAMBINER,

X AWS £ S3 77, secret NIZEELUTH R :
o REGISTRY_STORAGE_S3 ACCESSKEY

e REGISTRY_STORAGE_S3_SECRETKEY

ik =
o BIE—NEHE T FFEHM OpenShift Container Platform secret,

$ oc create secret generic image-registry-private-configuration-user --from-
literal=REGISTRY_STORAGE_S3 ACCESSKEY=myaccesskey --from-
literal=REGISTRY_STORAGE_S3_SECRETKEY=mysecretkey --namespace openshift-
image-registry

3.1.2. HER A ESNEMIEEIBAWSE Ereqistry Fi#

ELE SRS, FRENTERERTLLAIE— Amazon S3 7441, Registry Operator ¥ BN ETE
fiflo

fNR Registry Operator ToiANIEE S3 FiEtEsk BB BEZME, B LURBLIT R0 S3 FiEfMHtEiE
o

FeREZH
o AR EBANEMIEEMMN AWS EH—1NEEE,

e ¥fF Amazon S3 #Ffi#, secret MiZSESLLTH N -
o REGISTRY_STORAGE_S3 ACCESSKEY

o REGISTRY_STORAGE_S3_SECRETKEY

i =
INR Registry Operator oA 03 S3 FHEEF BB BEME, BT AT,

1. 1%E&— Bucket Lifecycle Policy AR LB A—RKZ AMKRTTHRIIDER EZRE,

2. 1Econfigs.imageregistry.operator.openshift.io/clusterd i A Z(EECE :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster

12


https://docs.aws.amazon.com/AmazonS3/latest/dev/mpuoverview.html#mpu-abort-incomplete-mpu-lifecycle-config

88 3 & WiEMECE REGISTRY

A&l

storage:
s3:
bucket: <bucket-name>
region: <region-name>

Digk

==
[=]

TR AWS H registry BifkBIZR £, FRIERT S3 MBI QI

3.1.3. AWS S3 #J Image Registry Operator Eti&E 2%

M TERESH T A TAWS S3 registry 7.

ImageRegistryConfigStorageS3 & 5 F THCE registry LUF AWS S3 RSB T RIHEMIE R, 10FE
BEER, BB S3 SRR X,

SH fd

bucket fg’iﬁﬂlﬂﬁﬁ% registry HIERNFER AT, ERALH, MRKRRESBIE

region FIERTTER AWS X, BREAIEN, FHIRESLEN AWS KEHTIKE.,

regionEndpoint RegionEndpoint & S3 REFMRFNIHR. BEAER, BIAETRHN
Region,

virtualHostedStyle VirtualHostedStyle j5 f S3 B EN XA FEMEEE, HRABE L

RegionEndpoint, ©= LR, BRILH false,

KB ST OpenShift Container Platform ZRE ZIFS A X 15,

encrypt FASRIBTE registry BB UMBHE R FHEFR R, ©RANER, I false,
keyID KeylD B A FIIEH KMS Z5 ID, ©RAI1EH, encrypt i true, BNLLS
U 7R BE,

ImageRegistryConfigSt  CloudFront §§ Amazon Cloudfront BEZ& 7 registry B ER I, ©REAE
orageS3CloudFront 8.

13


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html
https://docs.docker.com/registry/storage-drivers/s3/
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FE

% regionEndpoint 23 {EEE 7 Rados F%BI URL B, @73 E Eim0O, F40 :

regionEndpoint: http://rook-ceph-rgw-ocs-storagecluster-cephobjectstore.openshift-
storage.svc.cluster.local

3.2. 7 GCP A& &N EMENE & REGISTRY

3.2.1. /7 Image Registry Operator B &—* secret

f& 7 configs.imageregistry. operator.openshift.io ConfigMap BiRS, LA L@ openshift-image-
registry®p £ 22 (8] R AYIRIT BT secret HEJR N Operator IR HARERE.

image-registry-private-configuration-user secret {2 7 Zi# 14 R BB EHEIE, MNRKEBINE
&, ©EE Operator FRAMBINER,

X F GCP 2 L#I GCS, secret MiIZBEUT XN, HIER GCP REMERIEFNAE :

e REGISTRY_STORAGE_GCS_KEYFILE

it =

o OIE—NEIE T FFEHM OpenShift Container Platform secret,

$ oc create secret generic image-registry-private-configuration-user --from-
file=REGISTRY_STORAGE_GCS_KEYFILE=<path_to_keyfile> --namespace openshift-
image-registry

3.22. " AR EAEMEME GCP B registry Fi#
RN F L BFHEN T, F1E registry CR PEEIXE,

FRFH
o HAMAFERN GCP FM—ER.

o T GCP EEi& registry 7Fif, EHREIRM Registry Operator zHEE,

o IfF GCP 77 E#) GCS, secret NIZBELL XN, HER GCP IREMERESTHMAR :
o REGISTRY_STORAGE_GCS_KEYFILE

3.2.3. GCP GCS #J Image Registry Operator Bt &S

i =
LI TEESH A AT GCP GCS registry 17,

¥ sk

14
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BH ek

bucket BEEERFM registry BIEBNFEE AT, BRFEHN, NRRRHESBHE
o

region FIEMBFTTER) GCS MK, BRHIEMN, HREESREM GCS RigiHiTRE,

projectiD ProjectlD EUILFHEMN 52 XK GCP B MIIE ID, E= "%,

keylD KeylD 2 B FINER KMS 5 ID. B2 LM, EARKINERT, FHEME

GCP EZMER, XFAVFER—INBE LINBEET,

3.3. Y AZURE A B&HEMZEELE REGISTRY

3.3.1. ¥ Image Registry Operator B & — secret

BR 7 configs.imageregistry.operator.openshift.io& ConfigMap #iE4, 48 LLE T openshift-image-
registryan & 22 1] BRI B secret BTIR N Operator IR HMESE.

image-registry-private-configuration-user secret {2 7 Zi# 14 R BB T EIE, MNRKEBINE
&, T©EEE Operator FRAMBINER,

X F Azure registry 77 fi#, secret MiZE8 XM, HIERE Azure RHMER XGRS :

e REGISTRY_STORAGE_AZURE_ACCOUNTKEY

it =

o OIE—NEHE T FFEHM OpenShift Container Platform secret,

$ oc create secret generic image-registry-private-configuration-user --from-
literal=REGISTRY_STORAGE_AZURE_ACCOUNTKEY=<accountkey> --namespace
openshift-image-registry

3.3.2. 7y Azure EZi& registry 171

ERETRRP, FRENTERMITLLOIE Azure Blob Storage, Registry Operator f$& B ZhEC B 7.

SeRFH
o FAFERM Azure HIIEEE,
o Ty Azure BRiE registry 7, BHEERMH Registry Operator ZHEHE.

Xt FAzure 74, secret NiZB & LI T :
o REGISTRY_STORAGE_AZURE_ACCOUNTKEY

i =
1. BIE— Azure FiEA RS,

15


https://docs.microsoft.com/en-us/azure/storage/blobs/storage-quickstart-blobs-portal
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2. 1fconfigs.imageregistry.operator.openshift.io/clusterd i A Z(EECE :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster
Bci&E Bl

storage:
azure:
accountName: <storage-account-name>
container: <container-name>

3.3.3. 7y Azure BUFBLE registry 77 1i#

ERETRP, FRENTERERMITLLOIE Azure Blob Storage, Registry Operator f$& B ZhEC B 7.

FRFH
o E—THRREHERAMAFESEMEMN Azure HEI—DEEE

o E Azure EBE registry 7ii#, BHEEIRM Registry Operator =&,
o XIF Azure Zfi#, secret MiZEELUT— N :

o REGISTRY_STORAGE_AZURE_ACCOUNTKEY

e
1. BIEE— Azure FERES,

2. 1Econfigs.imageregistry.operator.openshift.io/clusterd i A ZEECE :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster
Bci&E Bl

storage:
azure:
accountName: <storage-account-name>
container: <container-name>
cloudName: AzureUSGovernmentCloud ﬂ

ﬂ CloudName 2 Azure =IMERRFR, AR FFERELYH Azure APl in R BLE Azure SDK,
20~ AzurePublicCloud., E8 RIS EILRS, ®LUS cloudName i%iE&E
AzureUSGovernmentCloud. AzureChinaCloud = AzureGermanCloud,

3.4. HZWEE REGISTRY
3.4.1. ZE TR HPRAER registry

ERRBITHRENREMOES L, OpenShift Image Registry Operator bootstraps &5/ Removed,
XS openshift-installer 75X &5 K8 R E,
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&G, Y Image Registry Operator B2i&, {¥ managementState M Removed t]#tZ|
Managed.

==
Prometheus %] & 124 T — ImageRegistryRemoved £k, 140 :
"BIRTMER MR, Bi&FIR%E. BuildConfig fl DeploymentConfig, 3|/

ImageStreamTags A EETL/AIEE T{F, Please configure storage and update the config
to Managed state by editing configs.imageregistry.operator.openshift.io."

3.4.2. B registry IEIRIRAS

B EEhERR registry, BATUF Image Registry Operator B2 & #J managementState M Removed &
Managed.

i

e ¥ managementState Image Registry Operator B2 M Removed &y Managed. 40 :

$ oc patch configs.imageregistry.operator.openshift.io cluster --type merge --patch '{"spec":
{"managementState":"Managed"}}'

3.4.3. 5l reqgistry FHEEC B

I FRRHBIAFEEIES, Image Registry Operator Z#IAA ., REE, BN registry BZE J{E
FA7Ef#E, LAME Registry Operator A F,

BREELFEHAMBNRAMESNURE, MREM, TTIERXNEEREENFMUERNVHE, XOGE
AT LT KR,

R T EFH YT IR FE A Recreate rollout SKIEE S VFHR K reqistry F L FE R BRI UER,

3.4.4. HENFEMFLELE registry Fif
ENEREER, EREEFTEBE registry RKEREFM,

SR
SHEENNUR.

FAFNE & Red Hat Enterprise Linux CoreOS (RHCOS) Tim (A14E¥) HI5EEE,

NEBBAMIFAMENE, W Red Hat OpenShift Container Storage.

BF

WIRRA—EIAES, OpenShift Container Platform x5 1& registry F2#H
ReadWriteOnce 1ji7], BB #HFe ol BMERNHIR registry, FEWANHZ 1 E
A, ReadWriteMany 157,

WITEH 100G BE.

17
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JILTE

1. B registry BBB W ATENE, 15 H X configs .imageregistry/cluster ¥R H spec.
storage.pvc.

% i
FRARZEWEN, BEEENRSIELIR EAER R,
2. BEER A registry pod:

I $ oc get pod -n openshift-image-registry

§§§§ -
- INREF6EIEH emptyDIR, MBIAETREEART 1,

3. 12 registry BCiE :

I $ oc edit configs.imageregistry.operator.openshift.io
it Bl

storage:
pvc:
claim:

¥ claim FEXE LA B 51032 image-registry-storage PVC,
4. f&& clusteroperator A7 :

I $ oc get clusteroperator image-registry

5. #A{R registry % & managed, LS BRI,

° 17

™

I $ oc edit configs.imageregistry/cluster
RiE, BT
I managementState: Removed

E

I managementState: Managed

3.4.5. IEFEE LR NER registry FREEGE

W71 Image Registry Operator EBEF . ¥ FIEET LR, EBAILUFHER registry KB NZE B K,
NSRBI, FS registry &£ KRB B,

18
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e

o JHEHR registry FIERBEHEBF :

$ oc patch configs.imageregistry.operator.openshift.io cluster --type merge --patch '{"spec
{"storage":{"emptyDir":{}}}}'

Digk

H
[=]

DU PR = SRR EC EX T,

#NSRTE Image Registry Operator #iR{L A HRHZITIX 645, oc patch faH KW FH TR
TR -

I Error from server (NotFound): configs.imageregistry.operator.openshift.io "cluster" not found
EHILDM, REBRLT S

T P,

3.4.6. BLBH: registry 171

ZRIFHIR registry EENEHBE A AT BPHERARFHERE, EALI#EA Recreate rollout $klig,

YRUFEHES, BFABICEERTETIMNERBER registry, EHFMHE LEE registry B9
REABEESUAM, ENregistry TEEEZMEIK,

it =

1. BEIFER registry FAENE NEMHER, X registry #4TH#0 T, fHH{EH Recreate rollout 5
B8, FHRFERA—()EIFZIT -

$ oc patch config.imageregistry.operator.openshift.io/cluster --type=merge -p '{"spec
{"rolloutStrategy":"Recreate","replicas":1}}'

2. NHEHEEES PV, FNZELE PVC, HRMHEMHEH ReadWriteOnce(RWO) I [AIFER
3. Yl reqistry ECiE, EHEBIBIEMRM PVC,

3.47. HB IR

o BXNENEE registry FFMERIERE, HSEREFNTEREFHERA,

3.5. 7 VSPHERE EZi& REGISTRY

3.5.1. ZE T P MR R registry

19
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ERRBITHAENREMMOES L, OpenShift Image Registry Operator bootstraps A&~/ Removed.
XS openshift-installer 75X 5K 8 R E,

&G, Y% HE Image Registry Operator B2i&, {¥ managementState M Removed t]#tZ|
Managed.

==
Prometheus %] & 124 T —/ ImageRegistryRemoved £k, 140 :
"BIGTMER MR, Bif&FIR%. BuildConfig fl DeploymentConfig, 3|/

ImageStreamTags A EETL/AIEE T{F, Please configure storage and update the config
to Managed state by editing configs.imageregistry.operator.openshift.io."

3.5.2. R registry BUBIRIR S

B EENERR registry, EATUF Image Registry Operator B2 & #J managementState M Removed &
Managed.

it =

e ¥ managementState Image Registry Operator BEZi M Removed &y Managed. 540 :

$ oc patch configs.imageregistry.operator.openshift.io cluster --type merge --patch '{"spec":
{"managementState":"Managed"}}'

3.5.2.1. & registry 7 fi5ECIE

I FRREBIAEEIES, Image Registry Operator ¥ AR, REE, BN registry BZE J{E
FA7Ef#E, LAME Registry Operator A F,

EREELFEHAMBNRAMSNUNE, MREM, TTIERNEEREENFMUERNVE, XOGE
AT LT KR,

R T EFHY T2 FE A Recreate rollout SKIEE S VFHR K reqistry F LR BIRUEA,

3.5.3.  VMware vSphere B2 & registry 17 i
ERNERERR, BREETFELRE registry REAEFH.

FERFH
o SHEIEANR,
® VMware vSphere EB—1E&EEE,

o NEMEANFAMEM, 0 RedHat OpenShift Container Storage,

B

WIRRA—EIEES, OpenShift Container Platform X 1& registry 2 %8
ReadWriteOnce 1ji7], BB #Fe ol BMERNFRIR registry, FEWANHZ 1 E!
A, ReadWriteMany 157,
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e WIEAF"00GI"BE.

BF

Mt 2R TE RHEL A {E A NFS BRSS 2:4F Wik D IR S IR B iR B A, X8 ¥#E OpenShift
Container Registry #1 Quay, Prometheus FF Wi %, LUK Elasticsearch A FHERE
fif, Eit, REIUER RHEL NFS 60 PV EiRATFROIRS .

M LA NFS SCHIATRER A X LM, MFETHRESSLWHHERNER, 1HHKEE
KHI NFS I,

Y=

1. B registry BBB W ATEAE, 15H X configs .imageregistry/cluster ¥R spec.
storage.pvc.

% .
s d FERAHRZEMEN, HFEEENELEE LR LA,
2. WIERE A registry pod:

I $ oc get pod -n openshift-image-registry

, IR EHEK A emptyDIR, NIEIAKFEXRTF 1.

3. 12 registry BCiE& :

I $ oc edit configs.imageregistry.operator.openshift.io
it
storage:
pvc:
claim: ﬂ
ﬂ 5 claim FEEE LA VB EI0E image-registry-storage PVC,
4. f&& clusteroperator A7 :

I $ oc get clusteroperator image-registry

3.5.4. IEFEE LR NER registry FREEGE

W71 Image Registry Operator EBEF . X FIEET KR, EAILUFHER registry KB NZE B K.
INRITIXFEM, TS registry A& E KRB B,

it =
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o JFEK registry FEIX B NER B :

$ oc patch configs.imageregistry.operator.openshift.io cluster --type merge --patch '{"spec
{"storage":{"emptyDir":{}}}}'

Digk

H
[=]

DU PR = SRR EC EX T,

#NSRTE Image Registry Operator #iR{L A HRHZITIX 64, oc patch faH KW FH TR
TR -

I Error from server (NotFound): configs.imageregistry.operator.openshift.io "cluster" not found
ERNOM, REHERET

Gl

o

3.5.5. ) VMware vSphere EZ & registry 771

ZRVFHIR registry EENEHBE QAT BPMEAREFERE, 40 vSphere Virtual Machine
Disk(VMDK), &= LAf# M Recreate rollout 5&Bg,

BF

YRHOFEHS, BRABUEETIMERBATHR registry, TERFM LECE registry BIZeEE
TEESAAM, BN registry TEEEZSNEIE,

%"\

it =

1. BB registry FAENE NEEMHER, X registry #4TH#N T, fHH{EF Recreate rollout 5
g, BRFER 1 PEIFZIT :

$ oc patch config.imageregistry.operator.openshift.io/cluster --type=merge -p '{"spec
{"rolloutStrategy":"Recreate","replicas":1}}'

2. NHEHEEES PV, FNZELE PVC, BHRMHEMHEA ReadWriteOnce(RWO) 1 [AIFER,

a. DIBEEUTHAR pve.yaml X4 LLE X VMware vSphere PersistentVolumeClaim ¥
% :

kind: PersistentVolumeClaim
apiVersion: vi
metadata:

name: image-registry-storage ﬂ

namespace: openshift-image-registry g
spec:

accessModes:
- ReadWriteOnce 6
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resources:
requests:
storage: 100Gi ﬂ

3R PersistentVolumeClaim ¥f R B — &L 5,
PersistentVolumeClaim X[ R# #4422 [A], B openshift-image-registry.

RAMSBFEENDFEX, E/H ReadWriteOnce i, #8477 R A LLUBIT B RIES;
iz%o

o0 9o —

@ BAMBFEHEHKN,

b. M3 {4012 PersistentVolumeClaim *f £ :
I $ oc create -f pvc.yaml -n openshift-image-registry
3. Ytk reqistry BCiE, EES|IBIEM PVC :

I $ oc edit config.imageregistry.operator.openshift.io -o yami
Ll N

storage:

pvc:
claim: ﬂ

BT OB E L PVC, ERLUE claim FEEEZE, LUMEERILB IO image-registry-
storage PVC,

BREE registry IZ6ELUES| FIERM PVC B9iKBE, 15E 0 vSphere ELE registry,

3.5.6. HtHTR
e X vSphere EC& registry FMERIENE, 1H5E HENITREFHRA,
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A

25 4 Z 15 [7|REGISTRY

FERUTEINEHARE Fregistry, SIEEFREMIEIR, URERIFHAFFregistry,

&7 LA FHpodmants B Flregistry, &R LA{#E Fpodman pushsipodman pullFi&F B MERK
Bregistry FiFATERARAY pull 0 push ##4F, EMEX—=, EJf#ER podman login 5 &K E|
registry, AT UHUTHREBUR FEBIA AR, LA & AT,

4.1, F R

4.2.

o BUNBLRET —MHMHHENE (DP) ,

o JTHNENRER, BlaNfEApodman pulléss, A RIIEBregistry-viewerB &, ERNLA

&, FETUTHS :

I $ oc policy add-role-to-user registry-viewer <user_name>

o TEHMBE XKL, Fa1EFA podman push 4T :

o AP WIIEA registry-editor B, ERMLLAR, HETUTHRS :
I $ oc policy add-role-to-user registry-editor <user_name>

o EBWIIAE—NHLEHEIIIETIR.

EEMEETRREGISTRY

&R LAMEEBE R ER T [Alregistry,

\\-'

it

L {5 A I EB S I MR BE T [lregistry :

24

1 BT IRER T RA9 R FRSR VI A] 7T R
I $ oc get nodes
I $ oc debug nodes/<node_name>
2. BEEAT R LM oc #1 podman T ERRE, HiTUTHS :
I sh-4.2# chroot /host
3. FEAEI SRS REI AR Kregistry :
I sh-4.2# oc login -u kubeadmin -p <password_from_install_log> https://api-int.

<cluster_name>.<base_domain>:6443

sh-4.2# podman login -u kubeadmin -p $(oc whoami -t) image-registry.openshift-image-
registry.svc:5000

BNIZER—RBINEFECER, Hl -



% 4 & Ji[M[REGISTRY
I Login Succeeded!

RARALUREME SHESTHELENRER. MRAFEREE885, IR
BERKRM

7 Image Registry Operator 8/ T i&H, FTLLEF5 default-route-openshift-
image-registry.<cluster_name> {2,

4. ¥5%HEMregistryfiiTpodman pullflpodman pushi®{F :

BF

IR LIMEBER SR, (BR2IMEERIT systemregistry A, | LA & H
EEE B 2 Mregistryd,

FELUTFRBIH, £ :

<registry_ip> 172.30.124.220
<port> 5000

<project> openshift

<image> image

<tag> 8% (BN latest)

a. HMEEREEL -

I sh-4.2# podman pull name.io/image

b. {#Fl <registry_ip>:<port>/<projects/<image> R IriC (tag) #Fixik. TIE ML HI
TEIXA pull #SEA, LUAEOpenShift Container Platform 18X MEMR EM B TE registry /1,
FHELUSIERI A registry BN

sh-4.2# podman tag name.io/image image-registry.openshift-image-
registry.svc:5000/openshift/image

p= =1

R B A ET B#system:image-builder & &, ZABRITFRA S EiH#

EHR. BN, T—2F89podman pushfFKI, 7y T #HATMK, Z=TLLE)
B — T E SRR R

c. FHEFITTHOSHEHEEE registry

25
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I sh-4.2# podman push image-registry.openshift-image-registry.svc:5000/openshift/image

4.3. 7% REGISTRY POD BR A

ENEBEER, B LK TE openshift-image-registry T B 2 1THI%5E (R registry pod, FIo7E HIK
PN

ANY]

FeREH
o ATLUFEAEA cluster-admin B&MA iR EEE,

it 3
1. 5 openshift-image-registry 718 B pod HFEFEHRS :

I $ oc get pods -n openshift-image-registry
=1

NAME READY STATUS RESTARTS AGE
cluster-image-registry-operator-764bd7f846-qqtpb 1/1 Running 0 78m
image-registry-79fb4469f6-lirin 1/1 Running 0 77m

node-ca-hjksc 1/1 Running 0 73m

node-ca-tftj6 1/1 Running 0 77m

node-ca-wb6ht 1/1 Running 0 77m

node-ca-zvt9q 1/1 Running 0 74m

4.4. #EFREGISTRYB &

fFfoc logst B A LAE Bregistry PRI HEE B

it =

1. A A deployments foc logsi S EE AR FR registry WE :

I $ oc logs deployments/image-registry -n openshift-image-registry
i Bl

2015-05-01T19:48:36.300593110Z time="2015-05-01T19:48:36Z" level=info
msg="version=v2.0.0+unknown"

2015-05-01T19:48:36.3032947247Z time="2015-05-01T19:48:36Z" level=info msg="redis not
configured" instance.id=9ed6c43d-23ee-453f-9a4b-031fea646002
2015-05-01T19:48:36.303422845Z time="2015-05-01T19:48:36Z" level=info msg="using
inmemory layerinfo cache" instance.id=9ed6c43d-23ee-453f-9a4b-031fea646002
2015-05-01T19:48:36.303433991Z time="2015-05-01T19:48:36Z" level=info msg="Using
OpenShift Auth handler"

2015-05-01T19:48:36.303439084Z time="2015-05-01T19:48:36Z" level=info msg="listening
on :5000" instance.id=9ed6c43d-23ee-453f-9a4b-031fea646002

4.5. i ["IREGISTRYBI$E1-:84#E (METRICS)
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OpenShift Container Registry 7 Prometheus metrics 2 T —Mmms. Prometheus@ —/MRIZHFHIR
REMMMERTES,

metrics AT LU registryifi s BY/extensions/v2/metrics R K15,

AR

A ORI A R RHETREE - BT IR SRR ERA R,

B EdEE R

1. BfTIER A, B0
$ curl —-insecure -s -u <user>:<secret> \ ﬂ
https://image-registry.openshift-image-registry.svc:5000/extensions/v2/metrics | grep
imageregistry | head -n 20
=1
# HELP imageregistry_build_info A metric with a constant '1' value labeled by major, minor,
git commit & git version from which the image registry was built.
# TYPE imagereqistry_build_info gauge
imageregistry_build_info{gitCommit="9f72191",gitVersion="v3.11.0+9f72191-135-
dirty",major="3",minor="11+"} 1
# HELP imageregistry_digest_cache_requests_total Total number of requests without scope
to the digest cache.
# TYPE imagereqistry_digest_cache_requests_total counter
imageregistry_digest_cache_requests_total{type="Hit"} 5
imageregistry_digest_cache_requests_total{type="Miss"} 24
# HELP imagereqistry_digest_cache_scoped_requests_total Total number of scoped
requests to the digest cache.
# TYPE imagereqistry_digest_cache_scoped_requests_total counter
imageregistry_digest_cache_scoped_requests_total{type="Hit"} 33
imageregistry_digest_cache_scoped_requests_total{type="Miss"} 44
# HELP imageregistry_http_in_flight_requests A gauge of requests currently being served by
the registry.
# TYPE imageregistry_http_in_flight_requests gauge
imageregistry_http_in_flight_requests 1
# HELP imageregistry_http_request_duration_seconds A histogram of latencies for requests
to the registry.
# TYPE imagereqistry_http_request_duration_seconds summary
imageregistry_http_request_duration_seconds{method="get",quantile="0.5"} 0.01296087
imageregistry_http_request_duration_seconds{method="get",quantile="0.9"} 0.014847248
imageregistry_http_request_duration_seconds{method="get",quantile="0.99"} 0.015981195
imageregistry_http_request_duration_seconds_sum{method="get"} 12.260727916000022
Q <user>FI A2 EEH, {B<secret>i i SregistryBt & fhis & H{E PTES,
KEAG

L MRLERE-—NDIERNEEAR, B ITREAE:

$ cat <<EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
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metadata:
name: prometheus-scraper
rules:
- apiGroups:
- image.openshift.io
resources:
- registry/metrics
verbs:
- get
EOF

2. BABRMEIBS, BT TS :
I $ oc adm policy add-cluster-role-to-user prometheus-scraper <username>
3. FERAKHAGYIRENEE. BEXHPSEIEIEERXERD N TR

openshift:
version: 1.0
metrics:
enabled: true

46. EeHR
o MFEAXRAFUEFH pod BIHF—UBEHPHHRIEHNELZER, BB Pod FEUIE A5 A
N

® kubeadmin®I LLJj[A] registry, BEEIEBMIFR, BXELER, HSMMER kubeadmin A/

o EXRESMNRUEBFNESER, BN TRENEHEFEE,
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% 52 FMREGISTRY

% 5= FHMREGISTRY

ZINE R T, OpenShift Container Platform registryfE B R4 H A 2 INFEH, ©HEFEATLSHITU
i, 5REAIRAMOpenShift Container PlatformARE, & fregistry R MAERBEN LT,

5.1. FIRFRRITHIREGISTRY
I {5 PR B BB B LAFF B AR ER 1 IRl OpenShift Container Platform registryf05@i&, BRI ABEEMERR

ER& K EOpenShift Container Platform registry, iX#f, &7 LUE R itk MEEBEAZRE K registry,
FEABRAEVIMCHEXEIIATIE,

FERFH -
o LITHIERFHRMBE T :
o ERZE Registry Operator,

o ERZE Ingress Operator,

iz

& A LL{E F configs.imageregistry.operator.openshift.io %R ) DefaultRoute S (=4 £ F B & YR
EAFFERH,

{# FDefaultRoute/A Ffregistry :

1. }¥DefaultRoutei% & ~True :

$ oc patch configs.imageregistry.operator.openshift.io/cluster --patch '{"spec":
{"defaultRoute":true}}' --type=merge

2. {£/A podman &% :

I $ HOST=%(oc get route default-route -n openshift-image-registry --template="{{ .spec.host }}')

I $ podman login -u kubeadmin -p $(oc whoami -t) --tls-verify=false $HOST ﬂ

ﬂ INREEMNENBRIE B AZEE, NFEE--tls-verify=false ., EATLUF—NEE LHEE
UEFI%E N Ingress Operator FIERIAIE T,
ERABE XEHA Fregistry :
1. [FERRBEH TLS BHAIE—1 secret :

$ oc create secret tls public-route-tls \
-n openshift-image-registry \
--cert=</path/to/tls.crt> \
--key=</path/to/tls.key>

e R R A ER, IRFOIE—Dsecret, NIEEEBIFHEMIngress OperatorfIBRIATLSER B,

2. 1 Registry Operator A :

29



OpenShift Container Platform 4.6 KR H&RC/F (Registry)

spec:
routes:
- name: public-routes
hostname: myregistry.mycorp.organization
secretName: public-route-tls

IR Freqgistry IR EBIRE T —MNEE X TLS E2iE, M FH X EsecretName ,

-
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