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25 12 OPENSHIFT CONTAINER PLATFORM Z£f1&#H4E

1.1. Rl
T FRANMAEFRIRY OpenShift Container Platform BN ENAEIEFTEE,
BELeH
T fi# OpenShift Container Platform Z2 MM RIFEE ROl 7 A s T2 PR, AT TRk
BN T OpenShift Container Platform IR B SRR 2R, SEINE. §%§$H%EEEL}L&$@§¥
MM RREFZHNERAR, XEMILSFEEXUTEINESR ¢

o NHLBRBLEMREE, URESHEREERLLIHER.

o MLUARBLLEHEEAHEN (RHCOS 1 RHEL) ZE1R#Hy, WM OpenShift Container
Platform 1289,

o AT EHNARNEHIRARIR,
o AT EMIEMEE SRR, UEIKERFZNNE,
o HI{AlEIT RS E A AR EINT B BRIV [,
e {AI7E OpenShift Container Platform AR{R 4% FNHMEINTE o
o AT API BHEH SSO MABRLBARAAR.
Auditing
OpenShift Container Platform audlting (Fi1) R#t—HREMERXBR FAHFRILTE, DR,
B A REMRGAG RN RAN—RIED, EERAFTUREHITHERR, FEEFHITES.
nEF
UEF & FRE 4 B FRIEN BRI F, BE AR UEREIAADUES, R0 API ARSS 2UEH SORMARSS
iJjE:Ho
MR B BEEHERMIE P ABNE S HE -

API R %5 8589 F F IR BERIE
o RIBIFH

o RS CAIEH

o RIES

® Bootstrap iEH

o ctcdiEH

e olmiEH

o FAFRHMBIAADESR

o AOUEH (Ingress certificate)

o I¥EFNEEE ALK Operator AAFIES


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#security-understanding
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-policy-config
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-view
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#replacing-default-ingress
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#api-server-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#add-service-serving
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-user-provided-certificates-for-the-api-server
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-proxy-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-service-ca-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-node-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-bootstrap-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-etcd-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-olm-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-user-provided-certificates-for-default-ingress
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-ingress-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-monitoring-and-cluster-logging-operator-component-certificates
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e Control plane iEf

nEEE
BRI LONSREE S A eted INE LUREHINERERZLZE. HlM0, MR eted EHRBATNIZIKTXDEIE
BALR, ERFEBRTBREEE.

Pyt

B8 M A LUEF Red Hat Quay Container Security Operator j217 vulnerability scans F#&&H Xl E|
HiRARE R,

1.2. EHLERLR

X F1F% OpenShift Container Platform &5, {EfHEMIRGIR AL RIT BIAE—EI0IREM AR
SHEAME. XMENARE S ESERE, TP ESEA R B IREZR K,

(=0 TN
BB A A LUMER Compliance Operator ;2T &M, F A TR IHEEF LN,
e

:é;“i;'éﬁﬁjmﬁﬁi File Integrity Operator R T R ERELZTXHREMNDT, HRHSEBRHNXHA
1.3. Hf 5R

o TREEMNIIE

o MEMER OAuth fR553%

o THREMRHEFEE

o M RBAC & X F05 FTIAR

o ERLLM FTXR


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-control-plane-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#encrypting-etcd
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#pod-vulnerability-scan
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#understanding-compliance-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#understanding-file-integrity-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#understanding-authentication
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#managing-pod-security-policies
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21 THRAHRZEMN
RIFBHFENERFSERT TSN EEME :

o RBLTEMMUEEMARHEGRIR, —EILTEN Cl/CD EENARMELTRE,

BF

HINBERT, BERTA2ENEH. XMBRNITHARERERZE MM, EAHR
eI ANEENEEEFARBNHIT, BRNEABZHIRIATHRIEE, HS
HECEEH 5 A imagestreamtag,

o MEARBN, HREUIRTECTARENRFERAMMS L, AERHAINELRZRENA
FIEMZ A BRFA SR IR,

o FREREUEURTRBIIRMAFHEKLURIURE, FEASHNAERE ENERERENG
%o

BRT OpenShift Container Platform FF & RHENFFEENANINEEN, BN TRESEEESHNREE
Ko 7E49 OpenShift Container Platform MAIEH /O ZE], FIREREBEH T —ERENS ML,

B, EAREENECHNRE. TREHIEHEFEHINEINEERIME] OpenShift Container Platform
B, FREHRENIIMR I,

AIEELE N T OpenShift Container Platform IRt RBRLZLER, SEIVE. BHRN%GWEZEU
RIGEFNRRFZEZNBRAR. RE, ©2ESIESERFER OpenShift Container Platform X4 LS
BNIRSEIX e e 2 HE TR
AEFEEUTER

o NHLBRHRREMREE, URTSNERESIVERLLKHER.

o MLeRB[PLLEHEZAHTN (RHCOS 1 RHEL) Z1R4#tH, WL H OpenShift Container
Platform 2R,

o MNENHEEHNBRERBNIRERIR,
o NENXIHEMMEMBE SR, UEIKERRNRE,
o HI{ADEIT B AP T UEF IR IR EINT B 2R RV [,
e #I{AfE OpenShift Container Platform AR R%E M A0 1F .
e FF API EIEH SSO MARLER AR,
AIEREM B MR T #2J$ OpenShift Container Platform AT AL THEAHMIR AR ML, UREBANL

BESREERENRFRIRRZEAEAIENIER, ©IONEBNER T #2015 OpenShift Container
Platform BB R £ B xR,

ARG /N

BHRN—PNAREREMB KO @R HE 5K, WERLEZHIER T MM R A ZIMNAEL
&, BRANET G, FRURERENARFN—Y, SHUSHEEGF.


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/images/#images-imagestreams-import_image-streams-managing

BrEARREM

BREMTARINME RN —BMNZSIRER IR : MERSSH. EUN (VM) IREHLAE I,

FERARN—EFLEE

iR NMRRR

EHZER Linux BIFERGAK RN AR TR S RN BRF REME KIS
1t

SEMNMBLER R, EREEBREES BEINETRERF/NLMIFEM CI/CD

AIERRIAER A BAE L NTIEIE I Bs = RS

HBHAEES TR T#E Linux 88 MERELSEX Linux BRMNER. NETHEXRHEL BT
BMER, 1HSH RHEL " MXEHRMLE, Z1TNEERER,
2.1.2. OpenShift Container Platform 2/t 7% ?

OpenShift Container Platform X &MEF BB IMLEE. STMNEERRCNARR. FHKDLT
BE, OpenShift Container Platform f&#fiF Kubernetes 1 B iR E AT BEIEH OB T Z T RmER
J/HBIE,

Kubernetes @ —MNH, ®FERAARREMIRERSGHMMESERZTT, ST RET BRI,
b, @ Kubernetes IEEMZ LM RIRESBMTE,

OpenShift Container Platform E7E¥{E Kubernetes &M, HFHTE5EZMI BAMGERK. FEIHX
—B#5, OpenShift Container Platform FIF T T2 IZLIEFFRFRARE SRS, SERERL. 5HE
ik, . W%, ARXITERE, EMARGEEMEMITSHL,

OpenShift Container Platform B AR FZTIERIZSS, RKIMTFEARFGURTEFS LZ2iTHERSREN BRERF

FEENRAHFIRRNEEERRF. LIEMNZEINE REEFEHETHAEESSMEE 15 OpenShift
Container Platform &£/, URIBRERZNE BT R AR HITHEE,

Hith BTR
® OpenShift Container Platform %24

® OpenShift &£ 415

22. TRENMEVNZ LM
ARMEVNBRE T HENLZTHNARFESBRIERSDFNAE. T H# OpenShift Container
Platform K RHCOS #{ERSGE B RIR AR ENL RSN R B2 M EN A Z R L0,

2.2.1. {7 Red Hat Enterprise Linux CoreOS (RHCOS) LH& 2%

AREL TN ARFSETRE—ENLLZTHERE, B8RSR EVEBEAERNAKRINERZT

i, MARFAIUARSEAFFE, HFEBRTERFMIN, fmiITHUEX RN ZITXLENBRRRF
AR ERAEER KRR,


https://www.redhat.com/en/topics/containers
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#architecture
https://access.redhat.com/articles/5059881

OpenShift Container Platform 4.6 Z£&tt 5 &t

 Linux ff, BREBERZ—MRRNIIRE, EHERSAE, RIMASSFRMEAEMZTIERE, 2
TRBIMEIB TIRFERS, EAURTENARTZR R EN LZTHEMIERNRN, BRLR
RITA BRI R LLEIRIN,

HBF OpenShift Container Platform 4.6 7£ RHCOS 4l ti217, BN AL #E A Red Hat Enterprise
Linux (RHEL) ¥ worker 17 5%, FELLLLTFBERIFBAR B FAEM EEBZE# OpenShift Container
Platform 5£8%, XL RHEL REINEERARUBEMEZ LM A RIE OpenShift FIZITERHIRDFITE :

o Linux B XL BEEERRIFTRNMKE, EHETRN—DLH, MIFaRZEEPH
i, Bk, NAFSTLURNERBREITERTR, MAR™EHRR, FINER FRIITEN
ARG A SEERER. HER. WgEO. AP, #HA. UTSHIPC EZER, FEE
BV EN S B EANR SRR EEEANPERY 8EIFKIZUTFINER, 1T TRA X RZE R KR
BEAMER, 1ES M RHEL 7 B XA RZLIE RS 9 A 2,

o SELinux R THN—ZZREMY, TUGRRFEEREHFSENRE. SELinux RIFEERNE
MRS NMARRE. R ASATEE IS (MAC).

Digk

==
[=]

AZHEHTE RHCOS 7 m EZ A SELinux.

® CGroups (¥EfflZH) BRI, ViEAMMRE —4LHEMTIRERE (CPU. WFE. i I/0. MEE
%) . CGroups AFHBRE—EN LHBSRAEE R,

o LTI EEI (seccomp) EEEBEERI LS A XIKRHITAMRE AR, BX seccomp BIIF
15, 15 OpenShift Z2 48R BIEE 94 T,

e ffif RHCOS BE AR AR ARE L NENIMEHIRBRFATHE, MMEADRTE, CRI-O
Aee5| ER K5 Kubernetes # OpenShift ;2T BB AT HNINEE, MAEREMEIRSIZE
— S E A K EAYRIIThEE, Rt —F D 7TX—BEm,
RHCOS & Red Hat Enterprise Linux (RHEL) BJ—MikA, B2 %5EE, B F{E OpenShift

Container Platform 2£8% LB control plane (master) #1 worker 7 s, FEItt, RHCOS &R T iz1TH
J|IEME, LUKk Kubernetes #1 OpenShift AR5,

N T #— R OpenShift Container Platform 285 HH) RHCOS 4%, AZ#H AR RTEENEE
MRGEAFHEZRN) ERLIE root A &13217. BEHRYEE 2 H OpenShift Container Platform &
B, HENREXKRERENRIGISUZESE RO NRHERE.

Hith BHiR
o T R ANa] 5it 6l 5K il BT R BR
o TWMLRLM TR
e FHMYESR
o EEAFBEEMBIIERHINNEER
o EIFEHNI{AIECE RHCOS

® [gnition


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_architecture
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/3.11/html-single/cri-o_runtime/index
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/nodes/#allocate-node-enforcement_nodes-nodes-resources-configuring
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#available-platforms_architecture-installation
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-requirements-user-infra_installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#rhcos-configured_architecture-rhcos
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#rhcos-about-ignition_architecture-rhcos

BrEARREM

o NBSH
o AR
® FIPS IN%
o AN
e Chrony I [EIAR S5

® OpenShift Container Platform 2B #7

2.2.2. EfMEI AR

EEEPUCIRME T B — IR YR £ 4 SN AR B RERIN A%, B2, EUNNIEARS
BEARE, EPULEBFELNGZERERZHENEFH (VM), SNELVES B SHIRIERS (0S),
BARRIZTHNARK, EAST00R B2 &R,

HE VM, ERLEREFANENEFHEEREFS ENARIRE, SRR A a1 6] B AL e
RN AFDIHAS, HMAE N EBIRS R FMITEE, REM, MARANIRSMEHTEE  — A ENE
FHLET BEF FE R UL 102 B SR SR AR BN 5 — NS ENL B AR, M BB MR IR
I, BN AR LR AR R L P AT IS,

BRALEUEFNFIZT, IMARNEELRALTAEZTIE, fiM, EAgERSPHRELTSNA
i, UEFENNARFEREITRR,

BE, AR—FNELHATERFIBRHET —FMENKE REFEZTHRENBARAAR. IHIREEIR)
BETRENARRF, FEEEL VM INGES, EENREFHN CPUBED,

ESH RHEL 7 B2 XHEPM Linux B85 KM EIMCRILEEE, LT BAESFMEINZ FBZE5,

2.2.3. {&%" OpenShift Container Platform
1£8RZE OpenShift Container Platform i, A LLAFERERFE SHEMEY (BE2NTHNFES) =X
mECHAFBEENEMEN, AP EENEMBELREER T —EENIMNRLEXERE, MEH
FIPS &@MMSER —REI FRIRIMARES, R, B EEREMRNES BT EEN
OpenShift Container Platform #f3&,
HICME, 7E5 OpenShift Container Platform # TR @M EMEERRAE, NEIELUTE :

o RABERFEETRERY. BEERPRE. BNBLUIEENAREFNEINELHT =,

o RAAEET OpenShift Container Platform BIEX 17 mAMEN, MA SN T st TEEN—RM
8

FSLEX L B R, ROZEZR LS F2FE A Machine Config Operator B FA I & 4H 17 s MachineConfig,
MBI Ignition XEEMRAHAT RS T REHR. B LLELXFA XA TS L2 LM XME B E SR
o -

o RNINAZSH

o RINAZAELR

o HRAFIPS MEXH

o FERME N


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-special-config-kargs_installing-customizing
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-special-config-kmod_installing-customizing
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installing-fips
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-special-config-encrypt-disk_installing-customizing
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-special-config-chrony_installing-customizing
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/updating_clusters/#update-service-overview_understanding-the-update-service
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_atomic_host/7/html/overview_of_containers_in_red_hat_systems/introduction_to_linux_containers#linux_containers_compared_to_kvm_virtualization
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e F2& chrony i} [EIARSS

BR T Machine Config Operator 4, 158 —LLH M Operator A FARELE A Cluster Version Operator
(CVO) EIHEM OpenShift Container Platform EfliZ@#4, CVO "JLLH OpenShift Container Platform &
HESMWRE AEEIME L.

2.3. 5{E RHCOS

RHCOS £G4 HZELIERZE E| OpenShift Container Platform A1, REX RHCOS Ti mi#{TRAVE
WEELEER, ENEH OpenShift Container Platform BIHLIIERXT BT N A HOMER, FEH—
RHEL %%, RHCOS AN T #1%f OpenShift BERFTHEE (40 Ignition, ostree F1— PR jusr, A
KRB BROAT L) , REM RHEL RE—F, AN Bi#iTRb. FRZAEFEER BT
o

OpenShift Container Platform & Kubernetes 52— ZINEEA B IRIBHR B RN ATEFH
B3R, MRIERAER, SNERFEBRLERIENFRNTGRFERZEREEEHN RHCOS, &
FE il OpenShift Container Platform Z2£F2F # control plane BI2X] RHCOS B, LUERIERF
TR R T ESET T R

Ftb, NRIEAEEFIE OpenShift Container Platform Agi{k RHCOS 7 kiR REFT K, BAZENE
FEE bR ThRE LA R a0 & T Fhoi Ak

2.3.1. 7£ RHCOS Hi &b BIThaE

RHEL 8 Z£ it 3 8ENA 7 MM BEM RHEL RE % £ R,

ERAERERE ML ENE,. HEORBU KR ATREIRS 2RI, B, SaT #nmEafe
MR, REXHFTENE. PUTHRURMNFEEEITINS,

TERTEZER{CBIThEERE, ERLUREMMTE RHCOS Firfb el

2.3.2. N {AsE L RHCOS

TEIFE OpenShift Container Platform REEN RHCOS X%4t, MmNz, ERIZEEET st
RYE, 0 worker T s F0 control plane Tl (B HNET R) . EIFFENREHD, UFE—IHFHTR
B, IRAl LUER—MEFREMREMEH T R, FEENM RHCOS Hig6IE, BiltzritlEmnEs.

ARER, ARRIRERFURKEHEIMIZTE, EBIREHR RHCOS,

2.3.2.1. Z&wisEib

S FBRNRE, S LEFFIE OpenShift Container Platform Z2E5#18 RHCOS AhnsuibIhge, B, &
AILAEB| S RHCOS RERRFIRIMARETRFF B KX ML LThEE, WA SELinux i /RESUEI %
&, WA LR,

BIREN RHCOS REME TR K, BEHRIETFIA OpenShift Container Platform RERISERIRIERAE
R, MREFERRRBXNBRELINAE, LLMBEANBERER/FHKEMEE, X—aMEBEE,
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-container-and-container-images-for-vulnerabilities_scanning-the-system-for-security-compliance-and-vulnerabilities

Digk

==
[=]

AZHEHTE RHCOS 7 m EZ A SELinux.

2.3.22. &7FIEPimit
& A LA BT OpenShift &2 FH B X Ignition BLE, @1T Ignition EZE, &AL B SRISTER

systemd ARF5RINEI RHCOS 11 A, LA LUK F F %2 4% 1 install-config.yaml XU 4T — B A %
LHEXEHR, UXHAXRIMNARFEENT RE—REISFHTH,

2.3.23. 88z f1kRE
£ OpenShift Container Platform &E/E5h321TfE, BILMAET AR RILIIEEN FAEI RHCOS :

o TFIHARE  MREBEEEENT mEBTENRS, EALUER Kubernetes #J DaemonSet
W%mﬂﬂﬁﬂﬁ%

e #l2REE : MachineConfig W REE Ignition EBEBMF5E, HENEE., BTSN REEN BRI
I8 worker 5k control plane T s, &R LUBRARMEIEFHHHWEARENT—NT RSN AER
BB,

X BIRFIMAR A INBETE OpenShift Container Platform = f XA ERE NM4E,

Hith BHiR
e OpenShift &5
o EIFEHN{AIECE RHCOS
o BT
o FHfBRRERE MG
o I Kubernetes JEHH Ignition Boi&E X4
o {#HFH ISO H{&I# Red Hat Enterprise Linux CoreOS (RHCOS) #1283
o HENTR
o T RIRIARSE
o REFESH - ESH fips
o R FIPS N

e RHEL &/ INZRA M

2.4. ReRRE 4

YI18°5 Red Hat Container Registries B I&IRIEZ £, 728 A Machine Config Operator (MCO) $iI
EXE| OpenShift Container Platform 4 £, BRI LEE L,

1


https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#rhcos-deployed_architecture-rhcos
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/nodes/#nodes-nodes-managing
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-initializing-manual_installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-user-infra-generate-k8s-manifest-ignition_installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-user-infra-machines-iso_installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installing-customizing
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/nodes/#nodes-nodes-kernel-arguments_nodes-nodes-working
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installation-configuration-parameters_installing-aws-customizations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installing-fips
https://access.redhat.com/articles/3359851
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Quay.io 12 T 4R OpenShift Container Platform I A Z#5R, REXITHREERHEE R, KITHEKRE
= #E AR OpenShift Container Platform 5%, BRI HN R T iRE—ERENRF, A

&, OpenShift Container Platform B—£4" & (A1BKILK. UEIEMBRSSMAE) =VEH Operator
Lifecycle Manager (OLM) B9 Operator 12fft, XLEHER R LIIE4E SRGIE KB 2R TIR registry,

BIUEX L EHRTELLNE registry FIRRIERIZRM I TEMY, BRERRIL,

2.4.1. 7y Red Hat Container registry = B & 501F
FRARSRELBIEREEN registry URL #5152l sigstore B3, AEIEERIFREEH,

ik
1. BIEEST registry URL 8532 %! sigstore I8 E BRIF R ARG,
o I policy.json X :

$ cat > policy.json <<EOF

{
"default": [

{
"type": "insecureAcceptAnything"

}

1,

"transports": {
"docker": {
"registry.access.redhat.com”: |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
§
"registry.redhat.io": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"docker-daemon": {
"
{
"type": "insecureAcceptAnything"
}
]
}
}

}
EOF

o % registry.access.redhat.com.yaml 32{4 :

I $ cat <<EOF > registry.access.redhat.com.yaml

12


https://quay.io/
https://catalog.redhat.com/software/containers/explore

docker:
registry.access.redhat.com:

sigstore: https://access.redhat.com/webassets/docker/content/sigstore
EOF

o {I|i registry.redhat.io.yaml >4 :

$ cat <<EOF > registry.redhat.io.yaml
docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore
EOF

2. {F base64 Jifit& =\ i%E A T2 BC ERERBI XM

$ export ARC_REG=$( cat registry.access.redhat.com.yaml | base64 -w0 )
$ export RIO_REG=$( cat registry.redhat.io.yaml | base64 -w0 )
$ export POLICY_CONFIG=$( cat policy.json | base64 -w0 )

3. NS HNXHE A worker T R EREEBINBRECE -

$ cat > 51-worker-rh-registry-trust.yaml <<EOF
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 51-worker-rh-registry-trust
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${ARC_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.access.redhat.com.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${RIO_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.redhat.io.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${POLICY_CONFIG}
verification: {}

13
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filesystem: root
mode: 420
path: /etc/containers/policy.json
oslmageURL: "
EOF

4. NIFAOIEMNERRE :
I $ oc apply -f 51-worker-rh-registry-trust.yaml
5. AIENBEE, HIFEMXHEA master 71 R EBIRLE

$ cat > 51-master-rh-registry-trust.yaml <<EOF
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 51-master-rh-registry-trust
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 2.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${ARC_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.access.redhat.com.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${RIO_REG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/registries.d/registry.redhat.io.yaml
- contents:
source: data:text/plain;charset=utf-8;base64,${POLICY_CONFIG}
verification: {}
filesystem: root
mode: 420
path: /etc/containers/policy.json
oslmageURL: ™
EOF

6. ¥ master ¥l 2FECE BN B EIERE :

I $ oc apply -f 51-master-rh-registry-trust.yaml

14



2.4.2. B EZR IR B

JFHL2SECEB N A EISEEEE, Machine Config Controller & E#THY MachineConfig X5, FEMITH
rendered-worker-<hash> hk 4,

FRFM
&R A AN B EC & S /5 R 2 A0 L,

it

METHZTU TS ZRFTE worker UER :

I $ oc describe machineconfigpool/worker

#015 worker YRR H =B

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Metadata:
Creation Timestamp: 2019-12-19T02:02:12Z
Generation: 3
Resource Version: 16229
Self Link: /apis/machineconfiguration.openshift.io/vi/machineconfigpools/worker
uID: 92697796-2203-11ea-b48c-fa163e3940e5
Spec:

Configuration:
Name: rendered-worker-f6819366eb455a401c42f8d96ab25c02
Source:
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 51-worker-rh-registry-trust
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-reqistries
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh
Machine Config Selector:
Match Labels:
machineconfiguration.openshift.io/role: worker
Node Selector:
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16

Match Labels:

node-role.kubernetes.io/worker:

Paused:
Status:
Conditions:

false

Last Transition Time: 2019-12-19T02:03:27Z

Message:
Reason:
Status:

Type:

False
RenderDegraded

Last Transition Time: 2019-12-19T702:03:43Z

Message:
Reason:
Status:

Type:

False
NodeDegraded

Last Transition Time: 2019-12-19T702:03:43Z7

Message:
Reason:
Status:

Type:

False
Degraded

Last Transition Time: 2019-12-19T02:28:23Z7

Message:
Reason:
Status:

Type:

False
Updated

Last Transition Time: 2019-12-19T02:28:237

Message:

All nodes are updating to rendered-worker-

f6819366eb455a401c42{8d96ab25c02

Reason:

Status:

Type:
Configuration:

True
Updating

Name: rendered-worker-d9b3f4ffcfd65c30dcf591a0e8cfOb2e

Source:
API Version:
Kind:
Name:
API Version:
Kind:
Name:
API Version:
Kind:
Name:
API Version:
Kind:
Name:
API Version:
Kind:
Name:

machineconfiguration.openshift.io/v1
MachineConfig
00-worker
machineconfiguration.openshift.io/v1
MachineConfig
01-worker-container-runtime
machineconfiguration.openshift.io/v1
MachineConfig
01-worker-kubelet
machineconfiguration.openshift.io/v1
MachineConfig
99-worker-92697796-2203-11ea-b48c-fa163e3940e5-registries
machineconfiguration.openshift.io/v1
MachineConfig
99-worker-ssh

Degraded Machine Count: 0

Machine Count:

1

Observed Generation: 3
Ready Machine Count: 0
Unavailable Machine Count: 1
Updated Machine Count: 0

Events:

<none>



2. B)Riz1T oc describe 45 :

I $ oc describe machineconfigpool/worker

worker BT ERIFIH = HI

Last Transition Time: 2019-12-19T04:53:09Z7

Message: All nodes are updated with rendered-worker-
f6819366eb455a401c42f8d96ab25c02

Reason:

Status: True

Type: Updated

Last Transition Time: 2019-12-19T04:53:09Z

Message:

Reason:

Status: False

Type: Updating

Configuration:
Name: rendered-worker-f6819366eb455a401c42f8d96ab25¢c02

Source:
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 00-worker
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-container-runtime
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 01-worker-kubelet
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 51-worker-rh-registry-trust
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-92697796-2203-11ea-b48c-fa163e3940e5-registries
API Version: machineconfiguration.openshift.io/v1
Kind: MachineConfig
Name: 99-worker-ssh

Degraded Machine Count: 0
Machine Count:
Observed Generation: 4
Ready Machine Count: 3

3

Unavailable Machine Count: 0
Updated Machine Count: 3

Observed Generation S E R E F12H 25 £ X EC BRI & R EREME. L
I ZRENE R BN EMEFHFEMRET], BEEHMXE. Configuration Source
{&¥5A 51-worker-rh-registry-trust ECi&.

3. EALTHSHIA policy.json X4 EFE :
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I $ oc debug node/<node> -- chroot /host cat /etc/containers/policy.json
it N

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host

{
"default":

{
"type": "insecureAcceptAnything"

}
]

"transports": {
"docker": {
"registry.access.redhat.com”: |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"registry.redhat.io": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"docker-daemon": {
"
{
"type": "insecureAcceptAnything"

4. FRUTMSHIA registry.redhat.io.yaml X4 EF7E :

$ oc debug node/<node> -- chroot /host cat
/etc/containers/reqistries.d/registry.redhat.io.yaml

A

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.redhat.io:
sigstore: https://registry.redhat.io/containers/sigstore

5. FEALMUT@SHAIA registry.access.redhat.com.yaml XX {4 B 77 :
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BrEARREM

$ oc debug node/<node> -- chroot /host cat
/etc/containers/reqistries.d/registry.access.redhat.com.yaml

it Nl

Starting pod/<node>-debug ...
To use host binaries, run “chroot /host
docker:
registry.access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

2.4.3. HLFR
o HZFECEM D

2.5. TS

X F % OpenShift Container Platform &7, EJﬂE"cﬂ?‘?ﬁk)\ﬂEf"ﬁﬁﬁ-ﬁ%L?U TE A B EFLFL AR
BHEHME, XFHEMRERESLE T ERIIAE, T FRESHERI L S EEZR R,

2.5.1. TEENMERNEE
FIPS I E SR MM BHRIENEEENHtZ—, THRIET S ERATERTRINMBERA,

BF

RAE1E x86_64 ZRHyF#) OpenShift Container Platform E8E X #F FIPS %iEAI/Modules
in Process IN&JE,

T fRLIIE% OpenShift Container Platform &HMIMEZRBIM R, 1HS[H OpenShift 22 4158 Fft 4
B K BIRFEMAERE —F,

Hh iR
o TEFIPSHER TLEER

2.6. ®IFERAR

ERREBAMERATHNZ LY, FEUTENEMER (WIEEREMEGR) i, FRINAEK
., NTRERBHERNFERZEM, AERB=ZAHETRATHRERNIE,

26.1LMHAREBARE

N AR A1 E 2R R =T FEROZEREE RN, TP AM MR FFREMES, 0 Linux BERSL. JBoss Web
Server, PostgreSQL #1 Node.js,

XER 4B thERBCRATA, A, METHERMEAME, FRTLRE, FiEmE,
URBHEBRAREELENL,

FEOEN—LRUEE
o RBENNANBRERMIAEBERZRN ?
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/post-installation_configuration/#machine-config-overview-post-install-machine-configuration-tasks
https://access.redhat.com/articles/5059881
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/installing/#installing-fips-mode_installing-fips
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o VARFZEEHFECHNFR?
o ZITHNMBFERGERTERFN?

)T MELHEE A ARl B (UBI) IR 2, MAILMRIEEH B SRR E B Red Hat Enterprise Linux A
SENE— RPM ITEHHHK. ERAZKEH DL UBI GHEAFEITH,

WRGRERBRAEGRERS, REWMEE (EEM RHEL AR INE OpenShift Container Platform)
AIEREANGERERREN A HES, RHEL P T OpenSCAP Hif&idH#, FHERIRM Red Hat Quay
Container Security Operator & OpenShift Container Platform F{f IR 237 1%

2.6.2. [ UBI Q2 AT E#T 9 4 B &

ZUREFCNARER, TREBEUTGEEMBGRIR, ZHEGRHNAHEEHIRFERIRM, XEHG
iEE, LRRFURNARFERIERAXXG RS FNIZERRNHINEE.

BERLIIEE A EMBIER (UB) @0 TS ERMATHEREE SMA SN EEEA—1 T2 H Red Hat
Enterprise Linux rpm ¥4 8 R EtNBHMMI AR FH IR, XL UBI REEHEH, UNASHNES
T, HUTEHMSHERXIEEECHNIHNARSRRR—RERMERD A,

BRIBESRAEE, UMEEHRMEETR UBI SHRIEFRRT. FHURRELBHRHEERNOAL, B
REXT M FRIER A UBI BEiRE BURR

e UBI : RHEL 7 #1 8 B AR UBI & ( ubi7/ubi 1 ubi8/ubi) , LI RETXLERGMR/INER

(ubi7/ubi-minimal #] ubi8/ubi-mimimal) ., FIEXLEHFROTEEE, LIERERLIERR

# yum 1 dnf S RMEFIBRIB R FSR PR T RHEL SGEMEE, EEMAIIERMA
#ThR (40 Fedora #1 Ubuntu) _E{FRIXLEERK,

® Red Hat Software Collections : 7E£LIE4 SRS H KAE R rhscl/ LAEH W AERFEN AR
KRBV EREB R OIS K. B30, A& Apache httpd (rhscl/httpd-*). Python (rhscl/python-
*), Ruby (rhscl/ruby-*). Node.js (rhscl/nodejs-*) # Perl (rhscl/perl-*) rhscl £ 1R,

EILE, RAUBIRKTBERERBETERLM, BLEMNXLEHRKISRFFRERT Red Hat = &iT
K=

&[5 Red Hat Enterprise Linux 348/ B9 21158 A ARG SRRGEE XM EBIE. &V init
UBI B i B EREIE .

2.6.3. RHEL FIL £

%I F Red Hat Enterprise Linux (RHEL) %%, =] M openscap-utils #({4 3 H7k1§ OpenSCAP {1$#Zh
fE, 7L RHEL A, &= LU#F openscap-podman s SiEH R FRIRIA, 155 Red Hat Enterprise
Linux XA R R B 2R iR PRI,

OpenShift Container Platform ®IiEE7E CI/CD 2 FI A RHEL 9182, B, S IEMEHSRY
AT TERNERERREHANRERAE, FEKTEARI T TERIATRE, LUREHXTF XL ERNT
&, wExEE.,

2.6.3.1. #9%& OpenShift &

%I FIE OpenShift Container Platform #2473 B M Red Hat Quay registry R BRI 235 1%, EaTLL
8/ Operator 7 X L& MIRIA. Red Hat Quay Container Security Operator A LAZRANE!
OpenShift Container Platform A, SR INEIRTE S & 22 AR IR RIR R .

Red Hat Quay MBS ERTIHE Clair Z&#2F 4T, 1£ Red Hat Quay #1, Clair AT LUE RN G
M RHEL, CentOS. Oracle. Alpine. Debian #1 Ubuntu #4F RZ AR A& P BORR,
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https://access.redhat.com/articles/4238681
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index#using_red_hat_universal_base_images_standard_minimal_and_runtimes
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#scanning-the-system-for-configuration-compliance-and-vulnerabilities_security-hardening
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner

2.6.4. SRR AR

OpenShift Container Platform R ST AERT RINEE, ABMIE (WRREEHEER) TLMERTHRE
B RANIER, LULESERAES Pod $14T. AR TIZOEMH RN, UEERFIEHT
SEEReRNAF ETERNRE.

2.6.4.1. AR o BUE

BGMEREESHARNAE, aBEYGaRBMIREMG (OSS) IFriEEMit. 74, ZaiiEN
HNVBERIRER L=, vkt, REBETUT RSN

I quality.images.openshift.io/<quality Type>.<providerld>: {}

& 2.1 EREER

A R AIERAE

qualityType TTHIEARE Py
PFaliE
B
g

providerld BN ID 2R openscap
redhatcatalog
redhatinsights
blackduck
jfrog

2.6.4.1.1. R RBI

quality.images.openshift.io/vulnerability.blackduck: {}
quality.images.openshift.io/vulnerability.jfrog: {}
quality.images.openshift.io/license.blackduck: {}
quality.images.openshift.io/vulnerability.openscap: {}

Big 8RN (E 2B IUEEU TR BIET L8R
+x 2.2, ARERR

FE W ? 3T e il

name 2 A LR AR FREB
timestamp = TS [F] 2% FREB
description S [ap kR FREB
reference = S RRIRM URL ES FrF e

FAER. »F, UER
FR] LSS UE R
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P WE? ik FR
scannerVersion & HIERERFRA FREB
compliant S AR SR E T fHIRME
summary S HEIB AR E Ik (BB TR)
summary FERNIIEELL TR ¢
5 2.3. Summary FER{ERR
P ik it}
label BREMERE (B0 : "critical'. FRER
"important”. "moderate”. "low"
= "health")
data B AEEIERE (B0 - ZIMRE =S
TTEER D)
severitylndex HHEZRE|, RN RTHFTHE B
FHaE, ZESEE 0.3, Hb
0 =low,
reference S EREM URL SHEZE41E FREB

l%\o E—"jﬁo

2.6.4.1.2. A RBI
FROIERT —DEARE OpenSCAP i, HARBHMDRBEUR — S MR /IE

OpenSCAP Xfi#

"name": "OpenSCAP",

"description™: "OpenSCAP vulnerability score",

"timestamp": "2016-09-08T05:04:46Z",

"reference": "https://www.open-scap.org/930492",

"compliant": true,

"scannerVersion": "1.2",

"summary": [
{ "label": "critical", "data": "4", "severitylndex": 3, "reference": null },
{ "label": "important", "data": "12", "severityIndex": 2, "reference": null },
{ "label": "moderate", "data": "8", "severitylndex": 1, "reference": null },
{ "label": "low", "data": "26", "severitylndex": 0, "reference": null }
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ARHER T LIRS SR B O ER PR RINAEZRT RIS D, 2 2ERFR5IHIELNIRENE ZF4E BB
8 URL:

INEESRY B AR

"name": "Red Hat Ecosystem Catalog",
"description™: "Container health index",
"timestamp": "2016-09-08T05:04:46Z",
"reference": "https://access.redhat.com/errata/RHBA-2016:1566",
"compliant": null,
"scannerVersion": "1.2",
"summary": [
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference": null }

]
}

2.6.4.2. NEAFKT RN R

F SR OpenShift Container Platform &4 F XTI ZHRERN R, BRXFERRETEIENFIETR
WINERE, RN REEESCHEN, EAATERS NMEERIGES| AR E—HRR,

2.6.4.2.1. X f# CLI sp =l

1% <image> B NRSREE, W
sha256:401e359e0f45bfdcf004e258b72e253fd07fba8cc5c6f2ed4f4608fb119ecc? :

$ oc annotate image <image> \
quality.images.openshift.io/vulnerability.redhatcatalog='{ \
"name": "Red Hat Ecosystem Catalog", \
"description”: "Container health index", \
"timestamp": "2020-06-01T05:04:46Z", \
"compliant": null, \
"scannerVersion": "1.2",\
"reference": "https://access.redhat.com/errata/RHBA-2020:2347", \
"summary": "\
{ "label": "Health index", "data": "B", "severitylndex": 1, "reference™: null } ]" }'

2.6.4.3. #2541 Pod 14T

{& / images.openshift.io/deny-execution & 5REE, LUmTE A RIBHGE RS I LUZ 1T,

2.6.4.3.1. X fRHI

annotations:
images.openshift.io/deny-execution: true

2.6.4.4. 5%
ERZHEERLT, RAAHEFEABITESTF L —PMHARSE G R G MEGEE, HUTHR, FERYS

FRAEXNERNRANINER. BE, XPEIMEIERIHA OpenShift Container Platform 4.6 REST
AP| KRB MR, BX REST APIEHMIER, 1S OpenShift Container Platform REST API,
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https://catalog.redhat.com/software/containers/explore
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2.6.4.4.1. REST API A=A

LUFERA curl WRBIHRSBEREMRE, 15548 <token>, <openshift_server>. <image_id> #ll
<image_annotation> BI1E,

&1 API VE

$ curl -X PATCH \
-H "Authorization: Bearer <token>"\
-H "Content-Type: application/merge-patch+json" \
https://<openshift_server>:6443/apis/image.openshift.io/vi/images/<image_id>\
--data '{ <image_annotation> }'

LUF 2 PATCH B3 i S BRI :
210 R

{

"metadata”: {
"annotations": {
"quality.images.openshift.io/vulnerability.redhatcatalog":
"{ 'name': 'Red Hat Ecosystem Catalog’, 'description': 'Container health index', timestamp': '2020-
06-01T05:04:46Z', 'compliant”: null, 'reference': 'https://access.redhat.com/errata/RHBA-2020:2347",
'summary': [{'label': 'Health index', 'data’: '4', 'severitylndex': 1, 'reference’: null}] }"

}
}
}

HiBR
o ERRMIIR

2.7. ZEMEH B REGISTRY
B 25 registry FHED SRR LUE -

o (HEFKEIHtEM A i

o FHRIRHNBTDE L MERRAMEFREEHR

o EFEMEMARIEAR BH FRI0IE A AR BN BHRAE], HEFEE AT L FER
B—ENHRIE registry (40 Quay.io #1 Docker Hub) AIERZ M AL ZHE R, 2118 Registry 12
W RRZIEMS SR, MIBESREBF X EEGRME T AR RS0 E, BE
B IH registry, EALUEE—A2S registry, 1 Red Hat Quay.,
MEEHERV, BL registry IR 7T RARNIBERM EFH B HFBEBRIRTE. B0, Red Hat Quay

B Clair R2HWREFRETHFBIIMINGE, REMEMELIFLTE GitHub MEMUBERRAB L ER
W B EREGR, HEFERETAGKYIREEE (RBAC) SRR ERHVTH,

271 HERZRKBWE ?

BRI UER—ETERARMRERE TEAMBENRRERNAE, B, FRGHBARSAHRR, &
ERRHELS registry I, BRI LEARMERRIIN—ZERT,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/images/#overview-of-images
https://access.redhat.com/products/red-hat-quay
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2.7.2. R ZHEINE AR
EBE A TLEH, BRTEEFALHEE, FAULRREELINKEFREANER, SEHEFR
AIAREN, BRERNALEEZITHERSRRKEHR — NS N ZHBISHE, MRIEARRY, ERUERH
EMMEEFNARFRUBHENBSR, MARERNLZEER.
AN SMNIRE - 3

o HEEEAGSHZHEBEHFRA

e 7 RHEL FAFAFESE, MRNEIRIRK

o FITIEXHF
BEAREIIRAMYT B, FEni—BRIFSENRSFHRERHOANBLURT FEMNGES, EoTUERZIIE
Z2NE (RHSA) FIZEEREME I IERSRGE P B EMF I, FHiEsIEKRIEHNFE SR 7
A, R R LA R E S REBERERE N IIEREN & MR 2B XK,
2.7.3. MZI1E Registry F14 SRS H RIKINA 2

MR E TSRS B XM AR ERE D5 T &R TR RMAFK 4T RN ENERSER. %
B, BRALUEESMEGRFEE, 2% CVE. BH4aRMEFRRKEDH.

CINEERARSLPRTEETERRIE Y 2105 Registry 1, HEMFAR N HRLESR registry
(registry.access.redhat.com) #4511 B DG IER] registry (registry.redhat.io), X &EEAZIER—H
DR, Hrb registry.redhat.io @3E T —LFEEFBLLIETT I EUEHT B IIERIZIAN F IR,

IS RERFNBTUTRINR, HEHHITEH. BABAHRELLEH (40 glibcc. DROWN 5 Dirty
Cow MEEER) I, EAZEMHNBHRREEWERFHXE Red Hat Registry,

ZI1E/E A health index & RGBT ZLIE 4 SRS B FHREHNB I BHENR LN, AT RRHEFLIEIR
WG FIENRRRE, B, INMNEETRE, MeEHaSNELRE,

NT AR ENER, LBESREERER—INENRS. MHEEEFRAE—MHETHANRIH &7 &
HRENEEHEIE, AL FREER, NFETHRINMNENRENELZEE, ESMH Red Hat
Ecosystem Catalog AERMEAM AR ERRERSIFL,

MNFEAM T RESAENERRNEEETHRE, FSHAE"RREHh 0. EEUBEZEAEUEERE
A& CVE,

2.7.4. OpenShift Container Registry

OpenShift Container Platform &% OpenShift Container Registry, Erl{F N EBERHALZTHIAE
registry, AT EEARREMR, OpenShift Container Registry IR E T A G AILE], HEEEiET
LURTBR FOHE K P LE R 2R F R

OpenShift Container Platform it X 55 E MR AT 88 B 2 F FRIFARE registry 2B, %0 Red Hat Quay,

Hth BHR

o M BIOpenShift Container Platform registry

2.7.5. {#fH Red Hat Quay Z£ & %3

Red Hat Quay EZLIgMI— DL A2 registry " f. Red Hat Quay B9FF & @i@id L5 Project Quay
SER Y. Red Hat Quay AT FHFIERERERE, (iYL Red Hat Quay £ Quay.io WITEMAIRE,
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https://access.redhat.com/security/security-updates/#/security-advisories
https://catalog.redhat.com/software/containers/explore
https://access.redhat.com/security/vulnerabilities/drown
https://access.redhat.com/blogs/766093/posts/2757141
https://access.redhat.com/articles/2803031
https://access.redhat.com/security/
https://access.redhat.com/security/security-updates/#/security-advisories
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/registry/#registry-overview
https://access.redhat.com/products/red-hat-quay
https://docs.projectquay.io/welcome.html
https://quay.io
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5% 2 M%) Red Hat Quay ZhEESHE :
o [fEIHES : RUFHE B EMEBRIE — REER 7] F s E T B F R 50 BR8] #A,

o FhEEEG  ILEHTRERE N EHM registry B, WNEA TR AIEEEH Red Hat Quay
FHREAHREWHE, SHETHEERRAL registry BiEEFERMNAE.

o RFAEENS : I Red Hat Quay BHEHIHRTEER Elasticsearch 7ZfiE, LAMEMEBEHITERNSD
*ﬁ-o

e Clair Z&1# : RIBEBNBHHEROEIR, FHXTEF Linux RREIEEAR TR,

o ANEMEMRIIE : FARIARMEIEELEE R Red Hat Quay B RBAC &123551E, ZHEM
LDAP. Keystone (OpenStack). JWT BE X &134%51iEk External Application Token {3451k
HrodEE,

o AIIBAN (OAuth) : fVFET GitHub, GitHub Enterprise % Google B2%IEXT Red Hat Quay
HTERIL

o Uih%iE : £XSHE, SOIFM docker, rkt. EB&iR. B GREMIKS. NBRE S IHBESEIZ%
FA % B85 7] Red Hat Quay.

Red Hat Quay A~#f5 OpenShift Container Platform #2425, S& /L MEHETS X EH OpenShift
Container Platform Operator, Quay Bridge Operator A 1Ef&fF OpenShift Container Platform AIER

registry &t Red Hat Quay, Red Hat Quay Container Security Operator A 1L#&10# M Red Hat Quay
registry FRHIEXHY OpenShift Container Platform A2 TR BYIRIE.

2.8. (RIFHEIT 2

HERBINES, THWEIRREaBAT N ARFRESAHRIZTHN ERSRB R, ERILEEITRE
R HERR RO K B,

2.8.1. — R, REIERE

{8 OpenShift Container Platform {E A R IWENTVETF S A RIEHWBEIMEN RS, BF —RIWE,
BE AL ERE BRI AT R R I R R BN L B IR A MR R ER B B S,

REFHNTIATLHBRREEN, BEFNIZENZTHNESR, MAZERFERBEILES.

REE R ES AR, MM ET PR, HARPHHAENTELNZAREN, TRERTHES
A/ HAE G A R RREF TR
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https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#repo-mirroring-in-red-hat-quay
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#proc_manage-log-storage
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-security-scanner
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#quay-bridge-operator
https://access.redhat.com/documentation/zh-cn/red_hat_quay/3/html-single/manage_red_hat_quay/index#container-security-operator-setup

S A

Trusted code repo CCB rapid ATO
A
S I
Unit Code Sec Int QA v
EEE—

Req Dev. > test [*| Qual [*| Scan [*| Test [*| uvatr [ *| Prod

Jira Che, GitHub Cucumber, Sonarqube, AtomicScan, Automated Quality Sysdig, EFK
JUnit Fortify Anchore,

Twistlock cM cS

OpenShift Software Factory

OpenShift Container Platform J LS B E IS EMEE (40 GitHub) MFLFESE (40 Che) &M, AT
BMEER2RME, Bollize] UK Cucumber 1 JUnit, #&ALLUEIT Anchore 2% Twistlock fo B A 2%
FESREAM S, FEAFEGHMIE, 20 AtomicScan = Clair, Sysdig T EaLUREHT REE
N FATE PR RS 122,

2.8.2. BEIEHE

IRE LUE R Source-to-Image (S21) fHREAR B EMFIRHEGRE, HELHZEF B S2| IR A4 iz
BHIABEE L AT ER £ BIMNERF A /E. X Fa/E@AEMSEE (UBI) $R1&M Red Hat S21 #7
&, SIEATLMERMESE RHEL RPM ¥ S BB ERITi R B R E o & B4, ZLIEECHE 7115
PRI LS 17X — 124

LR LN EREBEFEGRET Git iIRRFEANNARFHRIEE, OpenShift Container Platform & LAFT
LAFIhEE -

o BRI EFNEE LB Webhook SUE A B IHFEEER ML (CI) i RRIE1TARA, LAMAT BT H#,
S2I F AR BIRFIFT IR R BIAHS Fh B 0 FERT iR

o BIEREIMEI BRI ITMIH,
o AT BIEIMER, LUER Clid Bt ITERE,
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Development
Configure triggers
' Git repository
Developer
Build
Container registry —> Builder image —> Build

Deployment

Node (xN)

Base image
Pod (xN)
< <

Container image Code

& a] LU FASE A B OpenShift Container Registry SRE N &y AR EMIG 7, S21 IREMBIFBRBD)
#£5%£ % OpenShift Container Registry,

BT EEMRT CIB Jenkins 4, EL A LUER RESTful API & B S B E Cl EAEES OpenShift
Container Platform &£/, F{#HEHAS API ZFAMIRR registry,
2.8.3. TEMEHAFRI HI A

ERLEERT, MBRESESIEFRES KN TR, BXEEIIRFAEEETHEERNRENH
BRF&GE&PITE, BaLUE A secret USEILX— BB,

Bla0, FEFJER Node.js N TR, EALUA Nodejs BIIGBIAEHF IR, BEMZAEEG TEEDL, &
WITHEE URL, AP &MFEEMERESE LS .npmrc X4, NEEEN, TNENBRRFGEGS
NFHRHIEIL,

HERLEREIZER, S LEH BuildConfig X R H AN A secret :

1. #0R secret NFTE, MHEITOEE :
I $ oc create secret generic secret-npmrc --from-file=.npmrc=~/.npmrc

XA —PEH secret-npmrc B3 secret, HEE ~/.npmrc X4 base64 iGN A,

2. 1% secret HANZIILA BuildConfig % R # source o :

source:
git:
uri: https://github.com/sclorg/nodejs-ex.git
secrets:
- destinationDir: .
secret:
name: secret-npmrc

28
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3. Z1E#7 BuildConfig X R B E1% secret, 1HZITU TS :
$ oc new-build \

openshift/nodejs-010-centos7~https://github.com/sclorg/nodejs-ex.git \
--build-secret secret-npmrc

2.8.4. 1% it FE
RA LU RS G EEMM BT BT MER SRR, UERT S FriEs),

Core build Core build Core build
/ 4 Middleware / Middleware

e A A / o
/ Application
Operations Architects Application developers

Bgn, —zdEEIA T ST E MG, MR ERA R, BT, BREEMEMRRGR,
REFXANATURETFNARFEZH LT ETHREND.

HTFEXAKINFHHMIFR, RLEEFE-—EXIREFSAR. EHIX—R, BNIZEEHREN
EREIN S Cl 2, FIan -

® SAST/DAST - B8 SR TE,

o RIFEMBEIETENENITRERERF., IRTESNENBRPNFRIAHSRE, mEME
*RTR R, #EZHUJ’HT’*E’J%\#@qﬂﬁf)ﬁﬁﬁﬂﬁﬁ‘ﬁﬂﬁ XHTE B

B CIE RN Z S SRS, AHEMCHE TR EARMA MBI, LUEEREIPAREN RINE Y
TRNRARIXER, EAZANAE B RRESR, UBREMBINBEZAFKEREMRR,

FIF GitOps A%, EARNTLUEREEL ClI/CD HFIkEENARFEE, A TUEE OpenShift
Container Platform EAliZe#,

2.8.5. 9% Knative TTIRSS 25 FHIEZF

it A Kubernetes # Kourier, & LIFE OpenShift Container Platform A{# f OpenShift Serverless
KHEE, SREMBELRS BN ARER,

MEME—FE, SALMER S21 HRIERERSR, REMEA Knative BRFFIRHE( ], Bt OpenShift
Container Platform Web %58 Topology 18 & & Knative N TR FIIEE,

2.8.6. Hfth TR
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o IBMRIEIRIE

o fRAFELE

o AIRITEHA

o Ui\ secret FEd & MRS
e CI/CD A/EfEHK

e XF OpenShift Serverless

o & Topology MK EEN ARRFAEKIER

2.9. BER

B LMERAEMEARBRAASBENER IS HZTNETRNANSD, HHRRILERIEIZERIBN, XLEHEAR
SIEREMEMAL SJUNARFORE, URFRAEZLEBRTSEXBETERARBEN,

2.9.1. R4 S H ISR E

MREBARPLEEMER, HERETHEEREAIN—FRE, EaFERAETFTERENBESMEEET

BitTEE., EULERMA SR RERMBMNEE, BETILHNEFILRE, MAZENEEZTHE
&, XMIBERTHEFR,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/builds/#understanding-image-builds
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/builds/#triggering-builds-build-hooks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/builds/#creating-build-inputs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/builds/#builds-input-secrets-configmaps_creating-build-inputs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#cicd_gitops
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/serverless/#about-serverless
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/applications/#odc-viewing-application-composition-using-topology-view

Can configure triggers for
automated deployments,

git O builds, and maore.

Reqgistry

Can configure different
deploymant sirategies |ike
AMB, Rolling upgradea,
Automated basa updates,
and more.

BN, EERSASREGRENET —MNERE  &D. REENNEBRFE, BFEROEGPLIT
— A, ZEEERER, WESE, ZBHREHEIEE] OpenShift Container Registry, OpenShift
Container Platform 1B R EE, HIRBEE LML R ERHBENARFHE. X—FRD
ETEENE, FBE”RAEESHERE N,

& LA#E F oc set triggers fe RN BEEBBALAL 2R, BIH0, TN deployment-example HIERE X E
A& 28

$ oc set triggers deploy/deployment-example \
--from-image=example:latest \
--containers=web

2.9.2. ¥R B BRI HRARIR

FOEBRETHRETAENGR, CEHRRIEIFABNEERETER, BRREN. MEZLIR
H T X—{RIUE, OpenShift Container Platform el i BB G N AT 2 IRBH R LHKEE, URNEE
INEIREER, ZRBANNSEE L :

o — BN ERILI B 64 Z2 A B registry
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o SERE, MER. BUHFERRY

R LME X LERIRSHR A IT. RLAEEND registry. #B registry HEMBHEGR, HEBEKRBHREEX
%o FEATERY, EATUBERUMEZENARNEIER. ZREANMAT T R, RETUERE T RPS
—NA, SENAREETRIEE (B0 . Kigsifz) AN A,

HHR R RS SR A

{
"default": [{"type": "reject"}],
"transports”: {
"docker": {
"access.redhat.com": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
]
b
"atomic": {
"172.30.1.1:5000/0penshift": [
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release”
}
1,
"172.30.1.1:5000/production": |
{
"type": "signedBy",
"keyType": "GPGKeys",
"keyPath": "/etc/pki/example.com/pubkey”
}
1,
"172.30.1.1:5000": [{"type": "reject"}]
}

}
}

2 RBE R LATE T s LR 7E 1 /etc/containers/policy.json, =xiF{F A #THI MachineConfig X7 SR 1tk 304
RERT R XA RBEREIEAT AT

e E3R Red Hat Registry (registry.access.redhat.com) R ERBALIIE NHE L,
e E3K openshift & % 22 [F] ) OpenShift Container Registry B Red Hat A% 4,

e 3k production #3422 8|9 OpenShift Container Registry IR E example.com H9/A%A
%o

o RUHRMEERF BIN EIEERIFTA HEA registry,

2.9.3. [FREZ L EH
%2 L 2 — I RO R T 4% 4 blob B35, ZAEHAF TR,
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e Atomic : B OpenShift Container Platform API E &,

e Docker : fEARMIH@IT Web AR5 851 4.
OpenShift Container Platform AP i 5T & 2 {# FH atomic ZHIRBMNE &, B IFER LSRR RNE
{&1FHE7E OpenShift Container Registry B, HF docker/distribution extensions AP| & B & & Z
Zinm, REAZEEFHNEE.

73 docker f¥HiIRBEBZZA A HFE Web fRF5ARIRMA, XEZTLEHNRE, BALURMEKBE
ARG registry BIBIR, FERMIIMARS & RIBH Z I A,

B2, docker (ZHIRBMEZHITHMANERE, BHINT REBZLIRSHRH UR, AE2EMENGE
B YAML XHEBIEEN RS ERIBEF S, BRiLH /etc/containers/registries.d. YAML BBEX4E5
registry URI #1%: & AR 5588 URI, =X sigstore :

Registries.d X4 Hl

docker:
access.redhat.com:
sigstore: https://access.redhat.com/webassets/docker/content/sigstore

EXANRBIF, Red Hat Registry access.redhat.com 277 docker (£ i BRI L ML LIRSS 25. H
URI 7£ sigstore S HE L, EeILUF 464 /etc/containers/registries.d/redhat.com.yaml,

F {8 Machine Config Operator B XX BRIEELEBHMNEN T =L, BTEBE registry.d XHEHRE
ST ENASME, EHAEEERRS.

2.9.4. | secret FEC B LG

Secret M RABRE T —FHLFIRRFERME S, M, OpenShift Container Platform & F ikt & X
. dockercfg XHMFIBIRFMZEZIE. Secret HERENAS Pod 98, A LUERSH T secret
EREHEIASRP, REWBAILUERA secret {3k Pod HUT# 1,

pign, BESBEERRN secret, UEEH LUV RIFAERIRFMEE, EBEHITLLTRE

it

1. B[EF OpenShift Container Platform Web 6 &,

2. AIg#FHUIE,

3. 5fin% Resources — Secrets 3l # secret, & Secret Type %7 Image Secret, FHI%
Authentication Type % Image Registry Credentials, LU A BT AR B Bl e fiE HEE
ik,

4. TECIEEREBE BN (Hl40, M Add to Project— Deploy Image 1) , f¥ Pull Secret %i& N
IRAYHT secret,

EMRS S secret K, BHITHEZFSFSHRIERNFHHEESHEM. ConfigMap X REEZEE
BIRRBE(ER, XEBURERITE Pod HHFAS A TGS S RAHGNEERE.

2.9.5. BMLRFELEE
IR LU B S EFEERE (CD) TR S OpenShift Container Platform &K,
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FIF CI/CD #1 OpenShift Container Platform, ERILABSHHUTERN REFTRE, UNARIIE
8. Wi, FRECEIMERRBLERE,

Hih iR
o N secret FIECE LT

2.10. ®RIFB&EFE
OpenShift Container Platform #1 Kubernetes AP| R KB B B EEM X, APIBT :
o IIEFHEE Pod. BRSNS HIHLHBRAVEUE,
o TEREIE NERBHUTIELIE, FEMEERGAMFHRML R,
OpenShift Container Platform R F Kubernetes IR 2AEXINEESIE -
o LI/, METAGMYIFZEFIMMLRIBHEER, UESIM LREER.
o EANIEM, 7E APIFNMA API & HiE KBIE 2 BB R R

OpenShift Container Platform {8 Operator B 1L 11t Kubernetes 25| & £ IHREMEIE,

2100 FRZHEFRERE

% P f81F OpenShift Container Platform &8t FAZ NP HAHEZS N ENM & 2 (A FiZ TN A
RFERFEEREHSASHERE. BIRERSHES, EaTLUSE T A B2 (RBAC) N AE
Kubernetes #n 44 Z2[H],

1E Kubernetes /1, & 2/E= N TR/ o LA FH AL N AREFIZ1THMX I, OpenShift Container
Platform A B AL A X 2RNBANGERE, SDIEIE SELinux B MCS 1%, FEXLEY B
RZEFNAN T, T BEERN, AU B eNERETIR, SRSk, R, REIMEH
HAbXT R,
AIY RBAC M RABLAW B, LUERAFTAR P RXEmE, ZBENEBAAN, AelAEnfX

o H&E YA RI{ET B A RNRE.

o ABEEAILIERIFTLAFSENMAIIES.

o HNERTENAFHASEAEZIEKIEK,
Ath RBAC ABMAEN A AMMEFET B, £ RBAC alEESCFINA GBI EM NI LR

FHRRAETIE, ERIANERAGTLUSE, FAXRIR{Et admin. basic-user. cluster-admin #1 cluster-
status 15 7],

2.10.2. A AfEHEF R control plane

RBAC a2 A 7 #1405 7] Ui B Z I8 35 (r#LN], T EA #EAER] FE U6 OpenShift Container Platform
F API B9 R, A ARG — B LTS H A BN BE

o FUUEANIEM - X EIRMEEI T — AR FIRRSI LR A F OpenShift Container
Platform control plane B92H 44,

o LREANEMY  XEBUIDTHY RANEE, B©11HA Webhook AR5 8, NUAXERIFT
BIIE, A PME SR BT,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/builds/#builds-input-secrets-configmaps_creating-build-inputs

BrEARREM

o JUIEAEARM  XEH/ERILAMARIREIERK, FAUARIBER, LTABRERT2BRESL.

AP R —NERBE AR, REiEMRNESSBUEKEREN. SMEAGRERSEERIR
REL, BRI XLE BRATIE K,

2.10.2.1. &£ E FXXIER(SCC)
ISR LA 22 £ FX 25 (SCC) X Pod T B —HE M, UEHBEWRRIES,
AIH SCC EEM—LHmaiE :
o ZITHIIA S
o ASHBENHKARMAITIEE
o NENBRBES,
o AZRM SELinux T3,
o A& ID,
MREBFAEIINR, EAILRIEFEENBIL SCC RIBHEE BTN,

2.10.2.2. HERSIKFRTAE

R NAFPEETABNIA—E, EALNRSIKF2BEAR, NENTEUEMNRIARSKAE=
o BRESMEF

o SEFERFINREETE
o ZHRBHIE
o XWEIDBE— API THEFEIER IR OpenShift Container Registry

BAMRBBIIR K P B AE R B,
2.10.3. TAUEFRNIZAY

2.10.3.1. f§1 /8 OAuth il 175 [7]

e  LLR S F RIS UEFIRANE R AP U716 kAR 2 TS, OpenShift Container Platform master &
ENEM OAuth IRZ528. A RTLURER OAuth TilRIShESRX B Bi#1T APl SRLIIE,

ENERA, EAILMER A S7#,/# (30 LDAP, GitHub 2% Google) EZE& OAuth LLU#HITH1255

ik, P BN 2B F#H# OpenShift Container Platform 288, (BRI LIIEMALENSHRER
HITHERE.

2.10.3.2. APl i [n{RHIEE

N LUAAE Z N HIIH AP RS, XERFSEEFAAMNIGRFTEERE, OpenShift Container
Platform @& 3scale AP| XA SEARA, LUEEEE API FIEHI A,

3scale NIFREA T AP SR RIEMZ S MR EFIELT, S fMsAHEERAT L A EIEFEs
PiIA] B API BB5H, N EBTERE ID FZEN LLR OAuth 2.0,
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R LRGN R E R R, FEMIRSEVT R, FHURAEHNMA VISR, &R Lusd N ARE TR &
HIF L NRIKE AP E R ZERE FHEHIRE,

BXRFEHAZRE 3scale API FIX APlcast v2 I8, 1S4 3scale XA ARITE Red Hat OpenShift iz
1T APlcast,

2.10.3.3. g m B R

Wi AINE B SR ARG 2%, B LURME T RN Web ¥ B XINEE, &©3F SAML 2.0. OpenlD
Connect #1 OAuth 2.0, MMRIFN R, %R 37 HETF SAML 5 OpenlD Connect B9 & 15
BN (IdP), FRETIENSERESHNEVEBXATERERNE=Z AR BNHNESEN

N AR R (AT R, AT LUSLIIE A R B R S & TF LDAP BB KRS EM, SIE Microsoft Active
Directory #1 Red Hat Enterprise Linux Identity Management,

2.10.3.4. 2B BIiR 55 Web #2515

OpenShift Container Platform 124t 7 — 1 BEIARSS Web #51&, LAARAPATE SR BENMIER LAY
R EAbEIAEE, OpenShift Container Platform 3@id R L FINBERBR R 2% FH ™ master :

o FRELHIZZRE (TLS) IR master
e {HF X.509 iFHaK OAuth 1jIF] SRR R API BRSS 28
o Eid 1 B ECKIRR Fl 7 & 45 h& T LAE A BB IR

e Etcd RFTEEREFLT

210.4. HEEEEIES
OpenShift Container Platform BIEZRFPE L NHY, SIERET REST W HTTPS &8, &1 TLS ik
FFIAINEINEE, OpenShift Container Platform MR ZEREFRAERE I EPEEXLIET, EMRITE
H—LEFZHAFMT :

e master (APIBRZ23FNILHIZS)

® etcd

o R

® registry

o [RFAEE

21041 BEEHE IEH

ERILENR R &S RRARHEEH BTN )y API ARS8 F0 Web #HI SR A K N REE B E LIRS
EF, ELATLMERBE X CA,

H it BER
® OpenShift Container Platform & 4T
o {Hf RBAC & X FIR; YRR
o XTFHEANEMH
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.0/html/deployment_options/apicast-openshift
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#architecture-platform-introduction_architecture
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/architecture/#admission-plug-ins

BrEARREM

o THRLM FTXHR

e SCCHEMmD

o NRFIKFIRT A EKRA
o FLEMEBR OAuth fRS5%%

o THREMRHEFERE

o IEPRENMR

o RIBIEPH

2.1 (RIS

ALIES N LA EEBWERE M, 1F Pod 5| L, M4 Ze e LuEid BREIMG i kp It AR EE
Hitb Pod SENRLE. RIS EBE AL B E i siin 458, EaUESERS N BREFMADMNEO
5ﬁ1§0

2.11.1. [E M Z%ap & 22 (7]

OpenShift Container Platform R4 E LM% (SDN) FIZE—NF—HIEEENLE, BRITFEEEHIR
EASREEFHTEE.

FINERT, MERIEEXETE HMATAE Pod & #Hth Pod MM iR =ijA], BE—PUIEPRE
—ANHEZA Pod, EALUIEIZTIE 4] NetworkPolicy X REIRRAVFHIAILERE, FRZSHESE
N, EEILLH Pod FIAR S5 1R B 2405 BIFR .

2.1.2. ERAMZKEREE Pod

R 2k &ns, SR LAER—TE 5 Pod HERE. MRS LBLY Pod BIFREMLE IR, KA
PFA O SR BDERE, B4 EMITE PR Pod B9EEE, FOHMKBIT AR ILER MBI,

HiBR
® KT

2N.3. %A Pod %%
BRiI\ERT, BMNEITEMNARRE—NMLED, Multus CNIEET GBS A CNI %, RES

A LE LA AN EIREY Pod, X, ERILIHIT— L8R4, HIANNFAAE SR A IRMIE R ) R RAIMLS
£, #FEBINTREERSIMSED,

HiBR
o ERZML

21.4. fRBEN BEF

OpenShift Container Platform FRiFE N AN ERE EMMLTREDBRUNIR LA &R, MRS, HB.
N ARFENIES LB HRES,

Hth B
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#security-context-constraints-command-reference_configuring-internal-oauth
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#service-accounts-granting-roles_understanding-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#configuring-internal-oauth
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-user-provided-certificates-for-the-api-server
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#cert-types-proxy-certificates
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#about-network-policy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#understanding-multiple-networks
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e {HF OpenShift SDN ECE 44 R

2N5. RIFAORE

SNfAIECE M OpenShift Container Platform &E£ 4% Kubernetes BRSBIT MR HE RS R LR, FRT
NFFHTTP FTHTTPS BBAMN, AORHILARFEIZE NodePort 2% LoadBalancer AL KE!, NodePort
MEBNEERE worker TN FREFBIARSS API TR, f&Bh LoadBalancer, &R LASFAMER 1 #it fras o Bl
4 OpenShift Container Platform & X EXBIARSS API X,

Hb iR

o MESHAORE

2.6 RIFHORE

OpenShift Container Platform 24t 7 {5 FA & B 25 S Br AR A /R 6 CURE/ITIEE, fBlgn, AT LAER
IP B 4 BRI BB ER T R, SEEFE IR 51 o LUK OpenShift Container Platform SDN RA4% {4 1 s e
B E 2B — DL N O P ilk, B, REFEIE A LAER H OB AKIER L ORE A E
OpenShift Container Platform &8 4k,

B D ECEIEH O P ik, EW LU E T B RIFRA HuR 8 D BCENZ 1P sk, SRR H OB AR, &
AL IE Pod HEEERIAERMLZE, BAlk Pod ERERINERMSE, BRI Pod X4 E MERF M BV,

Hit 5w
o FCiE i MR AR SEFRHINT 458 1P sk 8915 (]

o NUIHEEHOIP

2.12. (RIPMIINAENE

OpenShift Container Platform X#F&#FMHKE, SEAREMEMN=HENE, RHl2, OpenShift
Container Platform BT LA Sz #f Container Storage Interface BIfF %R EL,

2121 F A SEHE

AN TRREMBRSHNARFBRER. ®PMMNFEE2ERTERERSH—PXETR, Bl
FA Container Storage Interface (CSI), OpenShift Container Platform A A8 & # CSI #EOMTMRELE
EimHEIFiE,

OpenShift Container Platform N % fEEiREE MG, 2E :

Red Hat OpenShift Container Storage *

AWS Elastic Block Stores (EBS) *
® AWS Elastic File System (EFS) *
® Azure Disk *

® Azure File *

® OpenStack Cinder *

® GCE Persistent Disks *
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#configuring-multitenant-isolation
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#configuring-ingress-cluster-traffic-ingress-controller
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#configuring-egress-firewall
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#assigning-egress-ips

BrEARREM

® \/Mware vSphere *
o ML HFRYE (NFS)
® FlexVolume

® Fibre Channel

® (SCSI

BEEYSEFNEFEHERENEGIMCHNES (*). SN TFHEEBEEHIRTA OpenShift Container Platform 41
, FETrIBERER S HTTPS RIN%,

EALERAREEN LEEFARSE (PV) . TANFHEAREETRANIIE, 1PV HUIFER
AR E R ES IR ERR,

g0 : NFS A HFL N/ BER Fin, E—NMFEM NFSPV JESURIEARTH, 819 PVEER
SR —H R ER R E PV B9Z08E, 40 ReadWriteOnce. ReadOnlyMany #1 ReadWriteMany,

2.12.2. = 176%

XTF NFS EHREEMENFE, PV INHEZ D (GID) FMN PV IR EMERE, AF, % Pod =B PV AT,
SERRM GID RIRINE Pod B9t FE4HAR, HiZ% pod B FHEHEHEABHIVIRIATR,

2.12.3. B 1EfiE

%TF AWS Elastic Block Store (EBS). GCE Persistent Disk 1 iSCS| &7z fE 4N #, OpenShift
Container Platform {8 8 SELinux SHAE N IE4EN Pod RIFHEEEMRE %, MMEREEMNBHSHEHX
IR SRATAEFH RXZE 8 Lo

Hi 5w
o TREFAMTEFE

o f{HF NFS B AMLELE
e {#FH AWS Elastic Block Store ByiF A M1

e {3 GCE Persistent Disk B3 A 17 fiE

2.13. WESRFSEHMERE
R FNH #% OpenShift Container Platform &E8FHITIRE R L B R HEA M B A L FEANEEEE.

AWMADEEZNERLERRRTARELIX—BM : EHEMAETILR.

2131 G EEE G

BIEHEE AN Event HRRKE, HAEERAFMHINRUBEEBRIEINEM. FHEHBEN X
B, AIURSEelTEXMEIRINGEZERE, X FREEY, WHUZE default S8 ZZE[A, default e ZE[H
ES REFHZEREXNES, N7 REGMSEMBMAMERNTRES,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/storage/#understanding-persistent-storage
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-csi
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/storage/#dynamic-provisioning
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-nfs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-aws-ebs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/storage/#persistent-storage-using-gce
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Master API #1 oc 5 N RIT IR SHE R M EHIIRIGEFRE W5 T REXNEG, —NEENFER
& FA grep :

I $ oc get event -n default | grep Node
Bl
I 1h 20h 3 origin-node-1.example.local Node Normal NodeHasDiskPressure ...

BRAENAERUEM T BB SN, Fl0, LU RBIETST JSON Hit#EA jg TR
12X NodeHasDiskPressure =14 :

$ oc get events -n default -0 json \
| jq ".items][] | select(.involvedObject.kind == "Node" and .reason == "NodeHasDiskPressure")'

B

{
"apiVersion": "v1",
"count": 3,
"involvedObject": {
"kind": "Node",
"name": "origin-node-1.example.local",
"uid": "origin-node-1.example.local"

}

"kind": "Event",
"reason": "NodeHasDiskPressure",

}...

FOROIEZE. ERFMREXNEGHRRESARCNBKEARER. flan, UATFERTUARERT
BEHIER B -

$ oc get events --all-namespaces -0 json \
| jq [.items][] | select(.involvedObject.kind == "Pod" and .reason == "Pulling")] | length'

T
| -

pa -

fhpRep 2RI, thRMPRESM, e UL E4 T AR EMBRU L S A eted 7
fif. BHERENFAICREN, BRERTMBERNRRBRIOT R,

-

2.13.2. BEic®

£ oc log i %, EAILULHEERFAE. WEREMPE. FRAMAF AN BEEEREBR
R :

o FHRWIRIMBNAFBRIATUEFZIMBEMNBE R,
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e B admin ABMAF AL AR BE.
ZHREFEEUE—SH KM, ELUSA cluster-logging MiiNTheesk s, BEEMEERS. &

B[MFITEER. EATLLET OpenShift Elasticsearch Operator #1 Cluster Logging Operator ¥ &, &2
MAREFBAKILK,

213.3. HitB&

FEA#FAZE EAURERSAS. BEASKEM OpenShift Container Platform 448917 A X H
—RAED), APl HiTEKICRES MRS LK.

Hih 5w
o RUEFEHIIX
o THEMAKILE

o HEFHITAR
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/nodes/#nodes-containers-events
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#audit-log-view
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EIEZEMMEIUD
3.0 BHMEAADOUEP

3.1 TEEEAAOIEP

ZIAER T, OpenShift Container Platform f#F Ingress Operator SlIERER CA FH 4 Xl .apps F1H T
N ARRFEAMRERIET, web #4IAF CLI @A LIES,

WERELALZRI CA IE B R BE AR, RRXMRBRELR S PKI FACH B EME, EXERXG
FEN, BXEEXILIEFNE IR ERFFNEMAHR, FERVBERFILBER B CAbundle FE
SEMNRHE CALZHWIES, ZIEBHRSAFEEIRY, RFARE iR eEES apps FHE T
TR TR,

3.1.2. B EIAAOIES

R LA .apps FETAIAEN BRFMEIAADIER, B TIESE, &% web ZHIEM CLIERM
BN ARFHRSEEEEIEPRENNE,

FERFH
o AR TTLIRE apps FIHEREN NAFAKBERIET, S0 XEEN 1Z3 A HRM PEM
%=
o FAPHWMIIBUEIE, MRENFAZIMER, EEFH S AT OpenShift Container Platform i
X EGHITRRE,

o IFPBNIEE ET *.apps.<clustername>.<domain> #J subjectAltName § &,

o IERXHAUBESHAN—PHESMER, BEMEBLMEXHHRE—MEH, REATLL
IRBEFTA HIAIES, XMLl root CAIEHESRE.

e ¥ root CAIEBE BN PEM R X4,
i =
1. AN aE BT HBERIEHERRN root CAIEBRBCEMST :
$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ

-n openshift-config

Q </path/to/cert.crt> 2 root CA IEH XA E A S R HEEE,

2. ERAFAENRERS BENECHNNREEE :
$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

3. IR aEBERHE P MBI secret :
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$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g
--key=</path/to/cert.key> \6
-n openshift-ingress

Q <secret> 2B S P HEFATIN secret IR,
9 </path/to/cert.crt> ZiiF P HEIEA M4 RS PR,
9 </path/to/cert.key> 25 IthilF B < Bt BIFAFIRIER R,

4. ERAFAIER secret BH Ingress Controller BLi& :

--type=merge -p \
{"spec"{"defaultCertificate": {"name": "<secret>"}}}' \ﬂ

1
$ oc patch ingresscontroller.operator default \
-n openshift-ingress-operator

Q 1% <secret> & N L —F P BT secret AT,

Hth 5R
e EHr CABundle IEP

o REIEHBEENL

3.2. 7540 APl R SS 23IET

XA APl RSS 23 1E T AR ER OpenShift Container Platform 5£8f CA A%, BVIANERT, MTFEEANE
FUmTTERE APl BRSS2:BIE T, MIE P IEH N BB RS ER CA X HmHTIES,

3.2.1. [ API iR 52/ N IN3E E R IRBVIEH

XA APl RSS 23 1E T AR ER OpenShift Container Platform 5£8f CA A%, EAILURIM—1NE%Z 4 APl AR
FREREE M imERNTLRRESSL (FQDN) REIRIIUES, Fla06#EH R S G #9%E3RN,

FRFM
o WA FQDN R EX M FAAIRVIER, A SCHERN %A HBRE) PEM B3,

o FAPHWMVIIBUEIE, MRENFAZIMER, EEFH S AT OpenShift Container Platform i
X EGHITRRE,

o IIBNEEERFQDN B subjectAltName 7 &,

o IERXHAIUEGEHAN—PHELMEH, API RSS2 FQDN BYIEH T2 PRI E —ME
B ARETLERMAARIFIES, XML root CAIERERE.
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#customization
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g
Of

AENRER M EE S (EHLH api-int.<cluster_names.<base_domain>) i2{tfs
T ZBIBNIES, XEERLEERL TR,

Pk
1. LL kubeadmin f 7 513 & %8 AP,
I $ oc login -u kubeadmin -p <password> https://FQDN:6443

2. KEX kubeconfig 3214,
I $ oc config view --flatten > kubeconfig-newapi

3. BIE—/18% openshift-config v 22 5] FiE P EEF B EAM secret,

$ oc create secret tls <secret> \ﬂ
--cert=</path/to/cert.crt> \g

--key=</path/to/cert.key> \6
-n openshift-config

Q <secret> 2IFES S P HEFATIN secret IR,
9 </path/to/cert.crt> SiiF P HEIE A4 RS R EIERE,
9 </path/to/cert.key> 25 IthilF B * Bt BIFAFIRIER R,

4. B3 API AR5 2R LS| FARTOIEERY secret,
$ oc patch apiserver cluster \
--type=merge -p \
'{"spec"{"servingCerts": {"namedCertificates":
[{"names": ['<FQDN>"], €
"servingCertificate": {"name": "<secret>"}}1}}}' g

Q 9 <FQDN> E#t ) API BR S5 23 8 H E IR AEIEFH 89 FQDN,
Q 15 <secret> E#i ly E—H FHTF secret BWEFR,

5. f2# apiserver/cluster X RHHHINIZ secret TIE# 5| A,

I $ oc get apiserver cluster -o yaml

A
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spec:
servingCerts:
namedCertificates:
- names:
- <FQDN>
servingCertificate:
name: <secret>

6. 1% kube-apiserver operator, F4iiE Kubernetes API lRSS2MIFTEITIRAR T EHEE., AAE
FE—DHETE, Operator F RIGTECE B NFARLIEE, LHETRAMEHE L
f, PROGRESSING =1 True,
I $ oc get clusteroperators kube-apiserver

7£ PROGRESSING 7! 77 False BIFE4EH# AT —4, MITFR :

Bl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.6.0 True False False 145m

&R PROGRESSING &=~ True, & &F/ L9 EHEIRA—R,
3.3. FARSIREMUEP SECRET IRIFIRSAE

3.3.1. THRIRS BIED

RS RIEH EENTEMBHNERPAGNARFRESE, IEIEBRFEN TLS web RS IWRIUER L
8

service-ca 124125/ A x509.SHA256WithRSA % & &% sk 4 s AR S5 1E .

ERBIEBMEFARA PEM AR, DHIFMEER LR secret B9 tis.crt 7 tis.key . IEH MBI
FUHAR B Eh .

BT RABIRFIETHIRSS CAIEBE 26 PRREN, HEARELTF 13 MAMHTEIRE, Bi%E,
LTRSS CA REMEBEEERH T VL, XF VB RTIIIRSS B — MR, LU R0
RIFFEBHRE. MRIBEINERAANEEIATAN ARKERRSHRIFERZY) , ETESE
BEFERRFSUBERBE L — MRS CATHAE B I,

BRI UERUTRSRFNERERFPNMEA pod, LHSRFRRSHE, FRHERHH
PREN B ZE R RIZITHIRTE pod. XL Pod RTEMMREBTHER.

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

3.3.2. ARMBRSSUED
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ZERIESRFZBENRE, HESRFSERBI6 & ZE A F5E R BIR S IE B MBI £ MK secret,

HE
4 ABYIE RO REBARSS DNS %75 <service.names.<service.namespace>.svc G3¥,
FEHRERATFRIRE,

FRFH
o WE T RS,

it =

1. {4 service.beta.openshift.io/serving-cert-secret-name ;¥ fiZ1% iR %5 :

$ oc annotate service <service_name> \ﬂ
service.beta.openshift.io/serving-cert-secret-name=<secret_name> 9

ﬂ ¥ <service_name> E i N ERTFHIIRS BB,

9 <secret_name> KM secret BIRTR, 1% secret @FUEPHBHANT, HABERN, B
IR{EE S <service_name> AR E TR,

BN, ERLTaSRERRS testt:
I $ oc annotate service test1 service.beta.openshift.io/serving-cert-secret-name=test1
2. MAERSUBA\SEEETRE

I $ oc describe service <service_name>

I
Annotations: service.beta.openshift.io/serving-cert-secret-name: <service_name>
p g
service.beta.openshift.io/serving-cert-signed-by: openshift-service-serving-

signer@1556850837

3. EEBENIRSEM secret |7, Pod spec AILE#H B, pod MEAAEIZT.

HinBR
o MELMERMRSIEHREBEMAENME TLS XUEMNL LKA, NFELER, ESHEREE
SCER IR EFTINE .

3.3.3. iR S5 CA S &R INEBCERR ST
Pod o3& ## {# F service.beta.openshift.io/inject-cabundle=true ;X ConfigMap % & 31/ iR

% CAUEP, FMRiE, EHSBNERS CA T AR EMST LM service-ca.crt ¥, 15[A]tk CA IEF
AIARYF TLS B imfsd A AR 55 R UE T30 R AR 5515 3%
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/networking/#nw-ingress-creating-a-reencrypt-route-with-a-custom-certificate_secured-routes

BF

JXAERRARNEIRE MRS G, SMMRERMAEIEEEE, BiE R AR E st
ka5 service-ca.crt, MAEFEREMEN Pod BBERNE—EEMET,

it

1. f£/ service.beta.openshift.io/inject-cabundle=true ; fZfc ERL5T :

$ oc annotate configmap <config_map_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ 1% <config_map_name> &t /3 B MR T HI & 5.

EBEHHERIAS| A service-ca.crt HEAIFH LE pod A5, BEEIEEMEFEH CA
THEEEANIE, F@IT HEM serving IEF 1T optional FERIXE N true KEB=
64T A,

BN, fERALIT SRR ERSY test1:

I $ oc annotate configmap test1 service.beta.openshift.io/inject-cabundle=true
2. BERBEMS, LAERIEATRS CAMES -

I $ oc get configmap <config_map_name> -o yaml

CA T8 B 1E YAML Hiiti A E - service-ca.crt BEHI(E T :

apiVersion: v1
data:
service-ca.crt: |

3.3.4. 3RS CA R4S Ea A IE API RS

IR e LUE A service.beta.openshift.io/inject-cabundle=true ;¥ fi# APIService X/ R, fFH
spec.caBundle FERHARSS CA 4FEIETE, X AL Kubernetes API BRSS 235 1E B TR Btk &
£MIARSS CA IEH,

it =

1. {3 service.beta.openshift.io/inject-cabundle=true ;¥ f# AP| iR 55 :

$ oc annotate apiservice <api_service_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ % <api_service_name> &#i ) Z TR API IRS5BI B TR,
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BN, AT aRER AP RS test1:
I $ oc annotate apiservice test1 service.beta.openshift.io/inject-cabundle=true

2. BE APIBRS, LIFAGREATAIRS CAIHS :
I $ oc get apiservice <api_service_name> -o yaml
CA R4F a7 YAML it B spec.caBundle FE¢H 7R :

apiVersion: apiregistration.k8s.io/v1
kind: APIService
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
caBundle: <CA BUNDLE>

3.3.5. F#ARSS CA 4T RmMEIB & XL FIRE LA

IRE LUEF service.beta.openshift.io/inject-cabundle=true 3 fi#

CustomResourceDefinition (CRD) *f%, f#H spec.conversion.webhook.clientConfig.caBundle
FEX HARSS CA TSI EIET, XA LE Kubernetes API AR S5 2330 UE A TR Y B brih m A& £ BIARSS CA iF
F,

Gk

HRETE CRD #BLE N{FE A webhook #1748k, FHARS CA MY EFEAN CRD, RETE
CRD My webhook EEF RS CAIEBE, FARS CAIFBaFEE L,

ff

L=

S

1. {8 service.beta.openshift.io/inject-cabundle=true £ CRD :

$ oc annotate crd <crd_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

ﬂ ¥ <crd_name> Bt N EF AR CRD HI%& R,

BN, {EFALT a0 ERE CRD testl:

I $ oc annotate crd test1 service.beta.openshift.io/inject-cabundle=true
2. BECRD, LMARZEANT RS CAHRAS -

I $ oc get crd <crd_name> -0 yaml

CA #4381 YAML %t F#Y spec.conversion.webhook.clientConfig.caBundle =% [,
N
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apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

spec:
conversion:
strategy: Webhook
webhook:
clientConfig:
caBundle: <CA_BUNDLE>

3.3.6. [$BRSS CA 4B ERINEIZE =H) webhook EZ &

& LUE A service.beta.openshift.io/inject-cabundle=true ;¥ f# MutatingWebhookConfiguration %
K, EE webhook B clientConfig.caBundle FEXHARSS CA IR EIER, X A1k Kubernetes API iR
Ze IR TR Binih /R £/MARS CA LS,

it =

AE ) admission webhook EC B X E ILERR, TR webhook BEEIEEAEM CA 4]

D, MREXFMT, MEHFE webhook FEANXMARS CA IS,

1. {3 service.beta.openshift.io/inject-cabundle=true ;¥ 2% % Webhook EZi& :

$ oc annotate mutatingwebhookconfigurations <mutating_webhook_name> \ﬂ
service.beta.openshift.io/inject-cabundle=true

Q % <mutating_webhook_name> &1 h B 725 7 Webhook EZ & HI 4 .

BN, FRUTHSEEMEL R Webhook BRiE testd:

$ oc annotate mutatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true
=

2. BELH Webhook B2iE, LBFRIEAT RS CA A :

I $ oc get mutatingwebhookconfigurations <mutating_webhook _name> -o yaml

CA #f @7 YAML fitE R webhook B clientConfig.caBundle FE& A &7k :

apiVersion: admissionregistration.k8s.io/v1
kind: MutatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
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- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

3.3.7. [R5 CA G RN EI%1IE webhook B & A

& e LUE A service.beta.openshift.io/inject-cabundle=true ;¥ ## ValidatingWebhookConfiguration
TR, EE webhook B clientConfig.caBundle £ HARSS CA i EIETR, X A1k Kubernetes API
AR %5 28951 A F R Birim m B9 2 £ 8IAR S5 CA IEH,

AE ) admission webhook EC B X E LLERR, TR webhook BEEIEEAEM CA 4]
a8, MBEXFEM T, NEHERAE webhook S AXMERSS CA HH4F &,

it

1. {3 service.beta.openshift.io/inject-cabundle=true ;2% F Webhook EZi& :

$ oc annotate validatingwebhookconfigurations <validating_webhook_name> \0
service.beta.openshift.io/inject-cabundle=true

@ = <validating_webhook_name> &y ZERREILIIE webhook BEEHIA T,

Blan, {FEAL TSR EREIUE webhook EZiE testl:

$ oc annotate validatingwebhookconfigurations test1 service.beta.openshift.io/inject-
cabundle=true

2. BERIUE Webhook BEiE, UMRFEAT RS CA THHE -
I $ oc get validatingwebhookconfigurations <validating_webhook _name> -o yaml

CA #f @7E YAML fitE R webhook B clientConfig.caBundle FE& A &R :

apiVersion: admissionregistration.k8s.io/v1
kind: ValidatingWebhookConfiguration
metadata:
annotations:
service.beta.openshift.io/inject-cabundle: "true"

webhooks:
- myWebhook:
- vibetai
clientConfig:
caBundle: <CA_BUNDLE>

3.3.8. FE iR £ RBIARSSIE T
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B 3EREILES

1A LLE T I BRRERBY secret AL HLAR S5 uE T, MIBR secret = FE B | EF secret, ZFMAERFTHIUL
‘:FSQ

FeREH
o WIINIRSEMR T BE P MBI secret,

pri% =
. REZRSUAESSIEPH secret, XA LLTE service-cert-secret-name ST #El, W TAT

TNo

I $ oc describe service <service_name>

Bl
service.beta.openshift.io/serving-cert-secret-name: <secret>

2. MBS MRS LB secret, LT IRF B SIEFHOIE secret,
I $ oc delete secret <secret> ﬂ

Q 1% <secret> B N FT— % HHY secret &R,

3. BT FRENET secret F 107 AGE EMBI\SELEHOE TIES,

I $ oc get secret <service_name>

A a1
NAME TYPE DATA AGE
<service.name> kubernetes.io/tls 2 1s

3.3.9. F RS CAUET
fR%S CATE 26 N EREM, HEEAREADLTF 13 NARHITRIF
MREFBE, B LURRUTSRFRIFIRS CA,

DIk

=
FRIBARSS CA RRREXN E—1IRSS CARERE. EEREHH pod EFTEMK
A, ARG AT RER IR ARk, pod EEATLABIR Pod fERBHTERSS CA A MBYIES

ARS5.
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FRFH
o WILKHEENFNER.

it
1 ERAUTRS, EELARS CAIEBEIEBH.

$ oc get secrets/signing-key -n openshift-service-ca \
-0 template="{{index .data "tls.crt"}}'\
| base64 --decode \
| openssl x509 -noout -enddate

2. FoRILIRSS CA. WWITRBREM—TMHHIRS CA, ARNHFRFIEHES.

I $ oc delete secret/signing-key -n openshift-service-ca

3. BEFHFIEBNARMAERS, HERSEEFPHAME pod. LSRR EEREIHAIE
+

$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

Digk

==
[=]

=

Lar B2 S BEIRS M, FEoVeFhEN FERE 62 22 iZ T8 Pod,
XL Pod REMREBEER.

3.4. B3 CA S E

3.4.1. T CA Bundle iE$

BRI, AAALEE, EFEAHMCIRE DEENERN—IHE D B8ESUERM A NI (CA)

o

Proxy X i trustedCA FEX 24 @& A IR FIEBIA N (CA) A SR BIREHEIA, X
MELPE S Red Hat Enterprise Linux CoreOS (RHCOS) EEMAE & F, FEARERED HTTPS
AMESHENEEEES, B0, image-registry-operator i A A ZREER registry & FEiE G, IR
% BB trustedCA, I|RA RHCOS EEMIRAS A FRIE HTTPS i£#. MREREFERESHIED
EfilZ/1, 18R RHCOS EEMHBRMHBE L CAIEH,

trustedCA FE& N MV ERIBIGIEEREA, BIERRF AT MATENE ca-bundle.crt FRILEUIER RS,
FIFE S HIZ openshift-config-managed 3% 22 [A|fH &/ trusted-ca-bundle BIECEMR ST A, #E
trustedCA 5| FBRIEC B BRETHYEr & Z2 ]2 openshift-config :

apiVersion: vi
kind: ConfigMap
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metadata:
name: user-ca-bundle
namespace: openshift-config
data:
ca-bundle.crt: |

3.4.2. &4 CA Bundle iFP

it =
1. fIBeERA T BERAIEREEN root CAIEHREERS

$ oc create configmap custom-ca \
--from-file=ca-bundle.crt=</path/to/example-ca.crt> \ﬂ
-n openshift-config

@ </pathitolexample-ca.crt> 2 CAIE TSGR RIRHIEEE,

2. ERAFUIENEERN EHRRISTHINERE !

$ oc patch proxy/cluster \
--type=merge \
--patch="{"spec":{"trustedCA":{"name":"custom-ca"}}}'

o BHEUADIES
o JHRKESERENE
o RIBIEHHEE L

53


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/security_and_compliance/#replacing-default-ingress_replacing-default-ingress
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OpenShift Container Platform 4.6 £t 5 & HitE
4 5 PR
4.1. API R 5525 B9 A3 AR AL BOIE T

4.1.1. f&

SR LIANME T Im@ETT api.<cluster_names.<base_domain> /(7] API iRS52%, B RER L&/ imfE
AARBEENAVIN AP BRSS %R, TREAEFmAREFHEENIEBIANME (CA) IEH, BEANITIR
HABNIZE API RS SR HEAN B E LEIAIES,

412. (i E

FA PR HBYIE 714 openshift-config 44 22 [H] B kubernetes.io/tls 2K Secret 12, F# API
AR 55 2R £ B EZ B ( apiserver/cluster T5R) , LUS AR IR EHGIES,

4.1.3. 51
AR B A S,

4.1.4. 7143
AP BR5 23 2 im0 R B (] O F R B
A P 2RI B R S,

4.15.BE XL
RIBERE, BROaREEMIEHH secret,
HAth 5IR

o NINAPI ARZS2RIED

4.2. (RIBUEP

4.2.1. A&

BRI, AAALEE, EFEAHM0IRE DEENERN—IE D8 ESUERM A NI (CA)
HEH,

Proxy X 5 trustedCA FEX 2 X @& A F IR A FSIEBIA MM (CA) A 8BRS HEIA, X
MEPE S Red Hat Enterprise Linux CoreOS (RHCOS) SEMAEEF, FEARERED HTTPS
AMTESHENEEEESR, B0, image-registry-operator i A A ZRE5 & registry & FEiE &R, IR

BB trustedCA, I|RAE RHCOS EEMIRASHAFRIE HTTPS i£#., MREREFERESHIED
EfilZR1, 1EM RHCOS EEMHBRMBE L CAIEH,

trustedCA FE& N LA IBIIESRFER, WIERRERF 715 MATENE ca-bundle.crt FiZEUIE P4 E,

FIFH S H % openshift-config-managed #p & 22 (A & 7y trusted-ca-bundle FIECERRST A, #
trustedCA 5| FARIEC EPRGTHYER & Z2[A] 2 openshift-config :

apiVersion: vi
kind: ConfigMap
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metadata:
name: user-ca-bundle
namespace: openshift-config
data:
H

ca-bundle.crt: |

ftb B IR
o MESIEHNE

422 ELREIIEHEEREIED
ZEREFEER additionalTrustBundle (H B TR ZRE T EAIEEEMRIEE TN CAIES, 0

I $ cat install-config.yaml

B

proxy:
httpProxy: http://<https://username:password@proxy.example.com:123/>
httpsProxy: https://<https://username:password@proxy.example.com:123/>
noProxy: <123.example.com,10.88.0.0/16>
additionalTrustBundle: |

4.2.3. &

AP REMERINAIREMSTRR. REMSNESEIHT HTTPS WAMESHGNXXHREH, B
&, Operator RIFECEMETHEE T /etc/pki/ca-trust/extracted/pem/tis-ca-bundle.pem, BREHRE
RXHEM, RIEBRTLUBTREE HTTPS ., EXMMIERT, RIRERQ IR RS BFTIE T F e
T4,

TENREXHERE SRR ENRERSHHEETCMERNMAES S, A, FEILAFEE—T
FENRAS, UEEMEERZAERIIEFERREE.

INREEA RHCOS FEIR4E, 15 CA IEHRIE /ete/pki/ca-trust/source/anchors |,

1B 15S 7 Red Hat Enterprise Linxu XHMFEHEZ R0 UEF,

4.2.4. 71
B P P PR S AR SR E T 1T R AR,

BIANFIHIR MR CAIEREAZE X, 1E OpenShift Container Platform 5% RHCOS {#f7I, B CAEER
FUEBEE XN IEF,

55
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¢ pa -3

IIER R CAMANEIE, B2, HF CAMKESAR, XAEFRE1MME, EBE,
B REREEAAEEREERAE,

425. RS

RINERT, FrEEREOHTTPS HAKNESHMGSER RHCOS EEHHFE, INRENT
trustedCA, ©EHS#ER,

E{AI7E RHCOS 7 R _EiZ4TBIRR S5 ER AT LR A 1% 17 m 9SSR &,

4.2.6. &1
X BEHRSTA R E S,

42.7. BE N
B3 IR E RS S a1E

e 7f trustedCA 5| FRECERRST R EHT PEM ZRIGBIES, =

o {Ifp#Z2[A] openshift-config FOIREEMET, HATEFMETIRH T HESH trustedCA 3K
5| A #TBC & R & F9 %4 F5o

¥ CAIEHE A RHCOS S I INH SFHREXHEA RHCOS (HANREE) T2ER. 4
Machine Config Operator (MCO) NS &% CAIEBRFVERE BN, TARNER. £ TR3I 5112
&, ARZ5 coreos-update-ca-trust.service 7£ RHCOS 17 | 21T, % 1T m LERFH CAILEBEhEH
SEmgra, Han -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 50-examplecorp-ca-cert
spec:
config:
ignition:
version: 3.1.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;base64,LS0tLS1CRUAJTIBDRVJUSUZJQOFURSOtLSO0tCk1JSUVORENDQXh5Z0F3SUJBZ0IKQU5
1bkkwRDY2MmMNuTUEWRONTcUdTSWIzZRFFFQKN3VUFNSUdsTVFzdONRWUQKV1FRROV3SIZVek
VYTUJVROEXVUVDQXdPVG05eWRHZ2dRMkZ5YjJ4cGJtIRXhFREFPQmMdOVkJBY01CMUpoYkdWcA
pBMmd4RmpBVUJNTIZCQWINRFZKbFpDQkIZWFFzSUVsdVI5SNHhFekFSQmdOVkJBcO1DbEpsWk
NCSVIYUWdTVIF4CkheQVpCZ05WQKFNTUVsSmxaQ0JJWVhRZ1NWUWdAVbTI2ZZENCRFFURWhAN
QjhHQ1NxR1NJY]NEUUVKQVJZU2FXNWOKWGpDQnBURUXNQWIHQTFVRUJoTUNWVk14RnpBYV
kdnTIZCQWANRGs1dmNuUm9JRU50Y205c2FXNWhNUKF3RGAZRApXUVFIREFkU1IXeGxhV2RvTV
JZd0ZBWURWUVFLREEXU1pXUWdTROYWTENCSmMJtTXVNUk13RVFZRFZRUUXEQXBTCkFXUWd
TROYwSUVsVU1Sc3dHUVIEVIFRRERCSINaV1FnUOdGMEIFbFVJRKkp2YjNRZ1EwRXhJVEFmMQmdrc
WhraUcKMHcwQKNRRVdFbWx1WmO05elpXTkFjbVZrYUdGMExtTnZiVENDQVNJAORRWUpLb1pJaH
ZjTKFRRUJCUUFEZ2dFUApCRENDQVFvQ2dnRUJBTFFOOU9KUWg2ROM1TFQxZzgwcU50MHU1
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B 4 = IEPRBAEE

MEJRNHNaL3laOGFFVHhOKzVsbIBWWDZNSEt6CmQvaTdsRHFUZIRjZkxMMm55VUJKMmMZRRGsx
QjBmeHJza2hHSUlaM2ImUDFQczRsdFRrdjhoUINvYjNWAE5xU28KSHhrS2Z2RDJQS2pUUHhEUFdZ
eXJ1eTlpckxaaWINZmZpM2kvZON1dDBaV3RBeU8zTVZINXFXRi9lbkt3Z1BFUwpZOXBvK1RkQ3ZS
Qi9SVU9IQMFNNzYxRWNyTFNNMUdxSE51ZVNmcW50bzNBakxRNmRCbIBXbG82MzhabTFWZWJ
LCKNFTHIoa0OxXTVNGa0t3RG1uZTBqUTAYWTRnMDc1dkNLdkNzQOF3RUFBYU5qTUdFdOhRWUR
WUjBPQkJZRUZIN1IKNXIDK1VIaEIJUGV1TDhacXczUHpiZ2NaTUI4ROExXVWRJdA1FZTUJhQUZIN1I0
eUMrVWVoSUIQZXVMOFpxdzNQegpjZ2NaTUE4ROExVWRFdAOVCL3dRRk1BTUJBZjh3RGAZRFZS
MFBBUUgvQkFRREFNROANQTBHQ1NxR1NJY|NEUUVCCKR3VUFBNEICQVFCRE52RDJWbTIzQT
VBOUFsTOpSOCtIbjVYejloWGN4Skl1cGh4Y1pROGpGb0cwNFZzaHZKMGUKTUVUVXJNY2ZGZ0laN
G5qTUtUUUNNNFpGVVBBaWV5THg0ZjUySHVEb3BwM2U1SnlJTWZXK0tGY05JcEt3Q3NhawpwU?2
9LJEIVT3NVSks3cUJWWnhjckl5ZVFWMnFjWU9IWmhOUzV3QnFJd09BaEZ3bENFVDdaZTU4UUhtUz
Q4c2xqCjVIVGtSamIi2QWxFeHJGektjpGpDNGF4S1Fsbk92VkF6eitHb TMyVTB4UEJGNEJ5ZVBWeEN
KVUh3MVRzeVRtZWwKU3hORXA3eUhvWGN3bitmWG5hK3Q1SIdoMWd4VVp0e TMKLSOtLS1FTkQ
gQOVSVEIGSUNBVEUtLSOtLQo=

mode: 0644

overwrite: true

path: /etc/pki/ca-trust/source/anchors/examplecorp-ca.crt

HMERREEFEL LI FF B T REEEFE,

4.2.8. 517
%A Operator JLLB B EH RHCOS i s L BYUET,

IER RN CAMANEIE, B2, HF CAMKESAR, XAEFRE1MME, EBE,
B REEEAAEEREERAE,

4.3. k55 CA LD

4.3.1. B&

service-ca 2EBE OpenShift Container Platform & I B % & CA B9— Operator,

4.3.2.71HA

AEFEE TSRS, B% % CAFMIE—RES N service-ca/signing-key # secret 1, BIE
tls.crt (certificate(s)). tls.key (private key) #1 ca-bundle.crt (CA bundle) Tir,

HthfR %5783 FF service.beta.openshift.io/serving-cert-secret-name: <secret names ;¥ fi#—/ R
FHIRKIFER— service serving ik, #EAMIN, Operator R HIEEM secret B —MHTIES,
tis.crt, UR—"#05A, tis.key, ZIEFHHIENE N E,

Hb RS AT &)d 5 service.beta.openshift.io/inject-cabundle:true ST 25 KIFARSS CA B CA 45
3EAN API RS SHE BT VTR, U EH@TARSS CA EMMIER, fE IR, Operator &FHE %481 CA
WHBE AN API fR%5#) CABundle 7B, =¥ service-ca.crt B ARCEM ST,

B OpenShift Container Platform 43,5 {2, Z#FELE, HEEAEBHEEI—L 422 4.3z A

., WFEMZRERENRA, RS CAIERIE 26 PERER, HEERHELT 13 AN #HITR
. MRFE, BILLFIRIFARS CA.

AR5 CA 26 ™ B 893 HBR 18] tE 2 589 OpenShift Container Platform EEEHITIEAF 2 B fRE K, EIL{E
AR5 CA IEFHIFE control plane REVNFRTE CA R ERIFT. XL £ERERIERAN CA L HIF,
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Digk

&
FEHMBIIRSS CA FREREXN E—1MIRSS CAREE, ASRRFFH Pod EF5EMK

A, EHIRRS A RERInE #T. Pod EfE A LUAR Pod ABHARS CA XHHIILE
FIRS.

433 Ei#
X BEHRSTA R E S,

4.3.4. 8RS
HERARS CAIEPHIRSSTE -
® cluster-autoscaler-operator
® cluster-monitoring-operator
® cluster-authentication-operator
® cluster-image-registry-operator
® cluster-ingress-operator
® cluster-kube-apiserver-operator
® cluster-kube-controller-manager-operator
® cluster-kube-scheduler-operator
® cluster-networking-operator
® cluster-openshift-apiserver-operator
® cluster-openshift-controller-manager-operator
® cluster-samples-operator
® machine-config-operator
® console-operator
® insights-operator
® machine-api-operator
® operator-lifecycle-manager
XFB— N TEITIR,

o FIR#E service serving IEH

58
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o ([FRARSIRMMIIETD secret RIPIRSHRE
4.4, 77 Rk

4.4 A&

T RIEPRERES, IET KRB M bootstrap I BERBIEBMA N (CA). REEEE, TRIEPEE
Ba s,

442 &8
XL %/JhﬁﬁTIEﬁq e,

o BETM
4.5.BOOTSTRAP ifH

451 F&

OpenShift Container Platform 4 & Z FBIAR A F#I kubelet £ I F /etc/kubernetes/kubeconfig F1#4
bootstrap i #5355l bootstrap, ARG bootstrap #A{LIF 2 ] kubelet AU AIE—/ CSR,

T2, kubelet 7E1d bootstrap FEHITREN M — CSR, 1#£HI2REEER N CSR %A,
PLHE AR kubelet BERRYIEF,

452 =18
X BRI E S S,

4.5.3. 11 HA
Itk bootstrap CA &3 B4 10 &,
kubelet EXEBNIEFBEME N —F, FHE—FET T KL 80% MiFH{TEBIHEL,

45.4. BE XL
&= B E X bootstrap ik,

4.6.ETCD iEF

4.6.1. A&
etcd IEP H etcd-signer % 44; IE5 3 B B bootstrap i F2 4 B BYIE T AT A WL (CA).

4.6.2. 1 HA
CAIEFBAME N 10 F, MNFIEH, BFmEHRSSFIERHNARE =

59
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4.6.3. 518
X BEH RS2 E S,

4.6.4.R%

etcd IEFATF etcd FMEMK O FLREMMNE, URMBEFimRE, UWTIEHH etcd FIEME etcd BIE
BOFRR A R FNE R :

o XIFIUEF (Peercerfificate) : FATF etcd A G Z [AIFI@ETE,

o E/miEP (Client certificate) : FATFMMBARSZH/RNE FinAIREE. BRI, APIRSSRRER
BAmIET, PRACIEN, HMBRSEANZEEEEER etcd. B/ in secret(eted-client, etcd-
metric-client. etcd-metric-signer #1 etcd-signer)7s 0% openshift-config. openshift-
monitoring #1 openshift-kube-apiserver iy % Z2 (7],

o [RS583IEF (Server certificate) : etcd RS 25 FRIGUFEE F imiE K
o IBFRIET (Metric certificate) : FREFERIBIIHRGERE R metric-client I EEEIRE,

o RET—LUBTHERRE
4.7. OLM ifE+H

471 B8

OpenShift Lifecycle Manager (OLM) ZH{4(olm- operator\ catalog-operator. packageserver 1
marketplace-operator) IR I AR RS ERE

REHIEE M ClusterServiceVersion (CSV) XHRALREEDE webhook ¢ API fRS5H) Operator
B, OLM & hixRaI@ MLt +, openshift-operator-lifecycle-manager %4 22 i) 1 B9 %R Y
IEHE OLM B,

OLM A EHEEREIMEREEH Operator IEH, XLEIEHWIHAB A ERITHEREB I TEE,
4.8. A FREAHEIAAOUES

4.8.1. A&

N R @ E@i <route_names>.apps.<cluster_names>.<base_domain> X/AF, <cluster_name>
#0 <base_domain> kB REREX S, <route_name> BEHAMENFER (NRIEE) HEHELH, F
0, hello-openshift-default.apps.username.devcluster.openshift.com, hello-openshift 2B %
5, BREGLTF default e R ZE[H], EAIRERER MmN AREMEERAET N in K MEEEIEMN CA L
F, ERHENAREFARN, EEAXITXEBE XEIAES,
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Digk

==
[=]

Ingress Operator 7/ Ingress Controller £ EIAUET, URHBHAR, BREEET
BEXIINER L, REEEFIMEERFFRFER Operator £ BHIEIAIES,

4.8.2. &

FA P 1R AYIE 1 772 openshift-ingress 744 22 [A] AR tis 5B Secret FiRA iR, F#T openshift-
ingress-operator £ Z2 A1 # IngressController CR, LUS AR RMAIEPIER, BXIEiTiEm

BEER, HSMHRERE LEIET,

4.83.51E
A PR EERIE P B A P R,

4.8.4. 1 HA
A R RIE B B A P,

4.85. [R5
T B R ERE B R AR B F A PR At ROIE PR A BVAA O,

4.8.6. BE X
RIEEE, EHESHE/BENILETH secret,

HoAth 5%
o EHMEAADIES

4.9. AOUE#H (INGRESS CERTIFICATE)

4.9.1. A&
Ingress Operator ERLATFUET :
e {RiF Prometheus f§FrBYi I &2,

o RIEXEREHBIVIF R E,

4.9.2. L&

T RIUEXS Ingress Operator # Ingress Controller ¥§FRB1A A% £, Ingress Operator {# F service
serving iIE15, Operator i B 2RISR M service-ca 122575 KIET, service-ca Z=HI23 I IE P EE
openshift-ingress-operator %p % 22 (5| B9 4 /) metrics-tls B secret H1, 734, Ingress Operator &4
B Ingress Controller I53K—/MEH, service-ca 2HI23 2 FFUET IFER N router-metrics-certs-

<name> M secret 1, Hr <name> 2 Ingress Controller & F; (£ openshift-ingress & 22 ]

) .
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B Ingress Controller BB —PRUIANIES, AFEFEREHEFIEPHNRLEBH, RIFEE T EE L
4, Operator MIAMER B &iIET, Operator FHBSHMBRBERIUET HEEKMEMEIAESE
. Operator £ ILZERZIET, FHHEEE T openshift-ingress-operator @3 % 22 5] Y4 7y router-ca
B secret A, ¥ Operator £MERINIETR, ERMBINIETIRTE openshift-ingress #p 4 28 A B &
router-certs-<name> (H M <name> 2 Ingress Controller BI&#5) B secret A,

Digk

==
[=]

Ingress Operator 2 Ingress Controller £ EAIAUET, LAFTEHGAFF, BEEERET
BEXFINER L, REEEFIMNEERFFRFER Operator £ BAIEIAIES,

49.3. T{Ek

K 4.1. BEGEBIER

---Pp Reference

]
— Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/

deployments
default

default ::J

K 4.2. BKAIEP TER

-]
---Pp Reference

— Contents are copied J

namespace/openshift- namespace/
ingress-operator ingress

ingresscontrollers/

deployments
default

default ::J

o 7221y defaultCertificate T2 {# Ingress Operator fEF© B &% &8 CA K NIEEHIHER serving
i,

o Ingress Operator £ BB I CAIEFFI#EH, BN Operator £RRMIERIA serving IEF % £,

e FERLNTIERA, BEFFMIARSIES, H Ingress Operator BIE, FHEREMBIBIA CAIEFLE
%o HBENI/ERSD, XZAFRHIIES,

e RS ERE, {#A secrets/router-certs-default FHEYIEF{EHHERIA

RV ENRIT]

RUImAR 55 88 UE T,
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o&%i)\lf‘ﬁiﬁﬁh, BECABUIAIRSSIES (AHFMBEEMS) WRBELES, LUSA OAuth &K,
EBEXIERD, XZAFRHIIES,

e FIABRSSIEHBIRHE (certificate) B89, E#t configmaps/router-ca FF iR,

e F P {E %} ingresscontroller serving IEBZEZH CAIEHBEHEFHNRIERE, XAk
auth. console # registry F4HHS{E serving IEf,

o B &4 FH Red Hat Enterprise Linux CoreOS (RHCOS) 1 S iR 4t CA 48 E (INRKIRMA
W e) MEESERIAE CA S,

0 BE Y CAIEBIHHE, BFEREMEMLH (40 auth 71 console) EEERE T BE IEHH
ingresscontroller,

9 trustedCA FEX k5| A AR HH CA 4 a2,
@ Cluster Network Operator J$ & {§ CA {48 &E A\ proxy-ca Eo B &S,
o OpenShift Container Platform 4.6 R E#hk A A default-ingress-cert.

4.9.4. 188
Ingress Operator IEFHT BRI T
e service-ca i3 0EAIEIMEP RIS SRR E N B2 B ISR M &,
e Operator WERZIEPHT AR HAZIZBEEHME.
e Operator £RMIBEIAIET B HA B HA R 12 032 B HA 5 P AR RO H],
IR BEB T X Ingress Operator 5 service-ca 12 23 G| B AYIEF AT HI 5

Z%E OpenShift Container Platform i, ZBEN Ingress Operator 5 service-ca 12425 O ML BigE
1T HASRFR,

4.9.5. R
Prometheus {# B9 B kAR IEIT R E/IE T,

Ingress Operator {EHEHZEAIUET 3 A Ingress Controller ZZEINIED, EARENEIGE BT LEIAIE
:FJQ

FHRZEEBBENEEEAFRFEARRIA Ingress Controller BRIAUES,

BT R LB EE AL A OB Ingress Controller IERIAIES, ZIEF[UIRIIZEEH, PRIFIZIREBTE
E T HEmIEH,

49.6. 518
ADEBHRAFSE, NEELELE, HSAEHRSKIADER,
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4.9.7. 51T
service-ca ¥EHI2S B E A MAGIET, B2, "TLUER oc delete secret <secret> £ F 5%

service serving iE 45,

Ingress Operator AR H B BHERUEPREEKRBEIIET, Operator £EHIBINE BRI B HIZIE N
TREENBE L BIMEBHN S AIE,

4.10. A& EF B &1Lk OPERATOR HMIES

4.10.1. 7T 8A

WA MFERRS CAIEBRIPERE, XEIEPAEN 2 &, HAERS CAREN BB, RikEE
13 MR HIT—R,

SNSRIEF7E openshift-monitoring = openshift-logging 8 & Z2[fth, ©RWEBEFIIL,

4.10.2. &I
X BRI E S S,

4.11. CONTROL PLANE it

4N &
Control plane IEH @I X L ap 4 22 A A -
® openshift-config-managed
® openshift-kube-apiserver
® openshift-kube-apiserver-operator
® openshift-kube-controller-manager
® openshift-kube-controller-manager-operator

® openshift-kube-scheduler

4.1.2. B
Control plane IE B ERSERFH B,

% control plane EF HILZE WS HRIE]AT, BB RE 1 HIBY control plane ik
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5 5 & COMPLIANCE OPERATOR

5.1. COMPLIANCE OPERATOR % 1T3¥iC

187d Compliance Operator, OpenShift Container Platform B 51 o] U R E BB IS LIRS, 8
W EREE RIS %,

KEITEILNLE T OpenShift Container Platform # Compliance Operator BFF %,

A X Compliance Operator BJ#ilk, 1ES[H T f## Compliance Operator,

5.1.1. OpenShift Compliance Operator 0.1.53

LR A &R FF OpenShift Compliance Operator 0.1.53 :

® RHBA-2022:5537 - OpenShift Compliance Operator f2FIR/AE S B

5111 BEFEAES

o ELIRIAIARAT, ocp4d-kubelet-enable-streaming-connections #iJl| & &R EMIAE & HEL,
M S BBRRESE R, TIME, 7EXE streamingConnectionldleTimeout Ff, Compliance
Operator 12t T EHMITHE R, (BZ#2069891)

o TELIRTMIARAH, 7E IBM Z #5928, /etc/openvswitch/conf.db BIZHFRENARIEH, MMTEE

ocp4-cis-node-worker-file-groupowner-ovs-conf-db 1& & 5k, FIFE, XMEETE IBMZ 52
I RGI R #EFRIC N NOT-APPLICABLE, (BZ#2072597)

o TELIRHIMIARAF, ocp4-cis-scc-limit-container-allowed-capabilities LI E A EHR M
TXARSCOMNATE, UFAILRERE, IE, 587 MANUAL, ESFEALFIH
Hitia & —, (BZ#2077916)

o FEUREIBIRRAA, LATHNIZTEEE API BRSS8F TLS IE BB HNHNLERE, BIEIERIX
BT IEPMBAL R S BIRE R :

o ocp4-cis-api-server-kubelet-client-cert

o ocp4-cis-api-server-kubelet-client-key

o ocp4-cis-kubelet-configure-tis-cert

o ocp4-cis-kubelet-configure-tis-key

HITE, HNTRESAHEEIER kubelet BLE XI5 ER B XEF &R, (BZ#2079813)

o TELIHIMIRRAFR, TEIEGEBHTHT, content_rule_oauth_or_oauthclient_inactivity_timeout #1
MASZEBEXEN A EEBN, XSHANEKL, BMEBNEM. IE, Compliance
Operator f§ [ var_oauth_inactivity timeout % £ 1%x BB NHEN KE, (BZ#2081952)

e TELIRIBIRRA A, Compliance Operator 8 FA7E 654 22 [A] £ 3% B 3& Hinic o & 22 (A B B IRAY R 7
TRHIUER, MMSBEX Pod Z2J5iERIERWESER. MIE, Compliance Operator &
BUMGREEIE, FHNAERFITEYLNHE, mMAERDR, (BZ#2088202)

o ELIHIMIARAF, & rhcos4-high-master-sysctl-kernel-yama-ptrace-scope #1 rhcos4-

sysctl-kernel-core-pattern /i B3I S EELLX LN K, BFEe(IRES. IE, &
A TS, MNSIEMRE PASS, (BZ#2094382)
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ELRIMRAF, ENRERRBHIA, Compliance Operator & L4 CrashLoopBackoff 1A 755k
W, Bi4E, Compliance Operator #28#H, ERNFFATLUEE T/ERNIER T LLEMINIE KRB
REBHIEE. (BZ#2094854)

5.1.1.2. BHn)

4 7f ScanSettingBinding X R 1% & "debug":true i, HUMIFRZIIER, H
ScanSettingBinding X &£ H pod NEEMIFR. ENIRERERAR, 2TLAT 604 KMBRTE
KRB pod :

I $ oc delete pods -I compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)

5.1.2. OpenShift Compliance Operator 0.1.52

LUR &R AF OpenShift Compliance Operator 0.1.52 :

RHBA-2022:4657 - OpenShift Compliance Operator 12 FiREIE S FH

5.1.2.1. §iThee B Ihaeid in

5.1.2.2.

5.1.2.3.

66

FedRAMP high SCAP EZiE & II7E 7 FH F OpenShift Container Platform 1%, MIEEZEL,
HFEHAXRNENMEREES.

BFErES
FELIRIBARAH, R H7F7E DAC_OVERRIDE MRt & £ IR EEIRAE, OpenScap

A, IE, THATHESNRERFRERS. (BZ#2082151)

TELRIRRRAF, &SR] ocpd-configure-network-policies AT LK ECE ) MANUAL, ¥
£, &HMEHN ocpd-configure-network-policies % & AUTOMATIC, (BZ#2072431)

FELRIBIARA A, Cluster Autoscaler T 3E4E 1, BE7 Compliance Operator 5% pod 72§34
BEXKERREMR, IAE, pod BKIAMBANT MR, FRIEERFANIEIK BHERE.
(BZ#2075029)

TELIFIBIRR A, J§ Compliance Operator %l KubeletConfig & 517 7t A NotReady
R, B NTRILENE {2 Machine Config Pools, I7E, HBEEBRSFEMBCEEE, Tiad
LIEETE, (BZ#2071854)

TELIFIBIRR A, Machine Config Operator fE&#ThR A H {# FH base64 M+ =& url-encoded X

4, M3 Compliance Operator S KK, I7E, Compliance Operator &1 & 4% R AN
base64 # url-encoded Machine Config 15, *MESIEMRN A, (BZ#2082431)

2 (7]
% 7£ ScanSettingBinding Xf % & "debug":true I, HIERZEER, H

ScanSettingBinding X &£ KH pod NEHEMIFR. ENIRERRAR, 2T T 6045 KMPRTE
RHY pod :

I $ oc delete pods -I compliance.openshift.io/scan-name=ocp4-cis

(BZ#2092913)
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.6/html-single/compliance_operator/#compliance-operator-supported-profiles
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5.1.3. OpenShift Compliance Operator 0.1.49

LU AETR BTF OpenShift Compliance Operator 0.1.49 :

® RHBA-2022:1148 - OpenShift Compliance Operator f2FFi5 1€ E FIThEEIE 55 B HT

513.. BFERES

o TELIAIMIARAH, openshift-compliance AR SIEN ML RN EFLARE. ALk, HETF
OVN #1 SDN Mfa E R E 7 failed, MAEEFWLEER not-applicable, IE, #FHANIZE
BEBHANNESRE, MMEINEHDIEEEE TSR E, (BZ#1994609)

o TELLHIMIARAH, ocpd4-moderate-routes-protected-by-tls HI& 2 1% ke 2 5 BUMII LY
TLS %&, BIffiE#EERS SSLTLS it 2antt. JiE, RERERITESMEIESFHNEES
B —HM TLS iXE&, (BZ#2002695)

o TELIHIMIRRAFR, 1EIE KR4 ZE[AH ocp-cis-configure-network-policies-namespace R %
To XERFHBHNEM, RNEEBESERTED 500 MR ZEENFIR, IE, RIHFRENGRE
5k, 67 AC BRI 2% SRR B LIS =T A FERZ AL 500 M & Z2 RIMERE, (BZ#2038909)

o TELIRIBIARAH, fEFM sshd jinja B THNEERIY A ER sshd BBE, Hk, BSESHINI
MEMABA—H, KERKW, WE, sshd BEE#HSEL, MNSMIH A,
(BZ#2049141)

o TELLHIMIRRAH, ocp4d-cluster-version-operator-verify-integrity #4452 Cluter Version
Operator(CVO)[i Bk A E— 1N EE, Bt HIUEELLMAR {product-name} I, FH4
&%, ITE, ocpd-cluster-version-operator-verify-integrity B9& HLIE A 245 SR AT LUK E
FUERRRA, BE CVO SRtk &M, (BZ#2053602)

o TELLHIMIRRAH, ocpd-api-server-no-adm-ctrl-plugins-disabled #1IIIj3% A& #4722 4 A 35451
=, ALk, BIEEATREEANES, ZHAIBSRLARK, II7E, X ocpd-api-server-no-
adm-ctrl-plugins-disabled #8958 5 KB T S AR (528 AT A AR 254 14
(BZ#2058631)

o TELLEIMIRRAR, A EENT Linux worker 11 sz {THES KR E, EIL, SNARET Linux
B worker 1 RIS TS FBUK NG R EIN, TIE, HEERIBTEA RS A TES A
E, HeZT2KI, (BZ#2056911)

5.1.4. OpenShift Compliance Operator 0.1.48

LU AE R BTF OpenShift Compliance Operator 0.1.48 :

e RHBA-2022:0416 - OpenShift Compliance Operator f2F i S FThAEIR in B 3T

5141 BFEREE

o TELRIMERAR, 59 BFBUREMIEIES (OVAL)E LXERIHINIT A None B
checkType. iX=ZR Compliance Operator {E BTN & B LB B OVAL & L. FEXA
hRAA, BiTY B OVAL & XMABREMT, XLHNIEES Node 5 Platform Y
checkType., (BZ#2040282)

o TELIRIHIRRAAH, i KubeletConfig F7/6/H MachineConfig % R &BH Lk h #h ¥4 X
KubeletConfig X5, MmE#LTF Pending K75, EXMRAS, K OIE—D
KubeletConfig XI5, TiLR2E AN KubeletConfig F5/1E# MachineConfig % &,
Lk, KubeletConfig 1M RTUIEE T/E, (BZ#2040401)
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5.1.5. OpenShift Compliance Operator 0.1.47

LR E7R AF OpenShift Compliance Operator 0.1.47 :

® RHBA-2022:0014 - OpenShift Compliance Operator 2R E & MTHEEIE n B HT

5.1.5.1. FiThaE K ThRES i
e Compliance Operator IIE X R R T BURZLR 214 (PCI DSS)MLL T &AM EA -
o ocp4-pci-dss
o ocp4-pci-dss-node

o FedRAMP & 2K | BOZ A4 #1N F0 b 4  IN B OCP4-moderate, OCP4-moderate-node
# rhcos4-moderate FRBEH,

e KubeletConfig BI# &I BIEE T RIHI N E R+,

515.2. BFHIRES

o TELIHIMIRRAF, HNSREEEIZ1T OpenShift Container Platform 4.6 SiERRA, N5
USBGuard 8% B RN B9 AU R, 1X 2 KA Compliance Operator Gl BN R T |H AR A #Y
USBGuard, {BEFRZ#HEFER. W, HIE1T OpenShift Container Platform 4.6 IR R 1)
#5 USBGuard HHXBIFNI T8I+ . a1 RIEBIEREE(HE FH OpenShift Container Platform
4.6, Mk USBGuard 48X BIFLINIF 5 BB+,

FH, REENH R &ERAEROHN I, (BZ#1965511)

o TELIBTRORRAAR, ELRANEE, A Operator REA— MR HEHENRAREREIRES
BiF, FEit, —L&ih8 (N2 sshd_config) FREHBENRERNGE, REFWOE, —
LIFNRAERBWINENTDEFWMR, IE, NATLAERMH1T, (BZ#2033009)

5.1.6. OpenShift Compliance Operator 0.1.44

LU AERBETF OpenShift Compliance Operator 0.1.44 :

e RHBA-2021:4530 - OpenShift Compliance Operator F2 51718 & FITHAEIR o B HT

5.1.6.1. FiThaE R ThEEI& o

o TEXMNAITHRAH, strictNodeScan LU 7 N%E] ComplianceScan. ComplianceSuite 7/l
ScanSetting CR #, iX/METBAIN N 5 Z BT A AR true, HHETEFERNEANT R LR
HINEE R, FHETZE N false A1k Compliance Operator £ AR E ML, EBIGE T
RBVIME AT strictNodeScan 1HiX 7 false, XRIARIVFATEMMIIRE, BMEERBEHHELT
RIEEWE,

o IifE, EELLENEZE ScanSetting X &9 nodeSelector #1 tolerations BB E X BT
EAERRS e TEAEHMNT R, XLEMERTFRE ResultServer pod, AT PV ZESEHE
AR T RSB (ARF) SR, FELLRIMIARAH, nodeSelector 1 tolerations SHEAIN i
He— control plane 15, FZ&BR node-role.kubernetes.io/master 5=, TR fIF control

plane 17 R¥EH, PV IMEAR TE, LLINBE NERE T EFE T RFRFXEMERNAR R RIS

*o

e Compliance Operator BIFE AT LMEE KubeletConfig *f K.
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o IIE, ANIMT —TNEIHEAEBIIEE, UBBRABTHARKALRDEHERAFERINTRS AR
ER BT &R

o HNFRIMIESEHNFEM, checkType # description, BT i XLEE MY, EALUBES T R
KERFEREMEXBMN], FHRTFERENNBER,

o WINEEIMEMIR T FET BRIAREBEMNE XK, LUIREFNEESR. XEKE TailoredProfile
CRD #HH extends FEETABENEMN, WE, ERILLERERTOIEE G EERMININT R
xR, BEE, BJEBXE compliance.openshift.io/product-type: S f#sk 7/
TailoredProfile CR iZi& -node F4RIAFENEERZE TN AT RITFA,

o TEARKITHRAH, Compliance Operator HIE Al AME R 5 AT A T m EVAE I, TELARTRIAR
A, 9# pod RAYF node-role.kubernetes.io/master i5m, XEKEFCIITUEERETR
BT =R Ei217, HBNIEEHE node-role.kubernetes.io/master /5 S H17 s2_Eiz1T, EFBEE XL
FRATETRPNBEHR, XRSFBUIRARBAERXLET R E, WE, 3 pod TLAARART
BT RIT R,

o TEARXEITHRAH, Compliance Operator 32 LT North American Electric Reliability
Corporation (NERC ZL B ES :

o ocp4-nerc-cip
o ocp4-nerc-cip-node
o rhcos4-nerc-cip

o EAXRKITHRAH, Compliance Operator X #F Red Hat OpenShift - Node level, ocp4-
moderate-node. security EZEEEHHI NIST 800-53 Moderate-Impact Baseline,

5.1.6.2. BIRM L EEA
o HEARXITHRAR, HMERIERITFZELE,

o TEX/NhrAH, Compliance Operator AILUMRIESMMRESEH XEMN T ERT NI K, XATATF
SIERFETEHENIRE, MR, NTP RFSB[BENELIRLUE. 5
44, ComplianceCheckResult X RIIEFE AR compliance.openshift.io/check-has-value
FEREFEANTE,

5.1.6.3. BFEIRMES

o TELRIMIARAAH, EHUTHIEN, pod WIIREFBRFFRILERA KL, EXRLITHRA
#, Compliance Operator {EFA&#HTH OpenSCAP A 1.3.5 Rt 72 BRift,

o TELLEIMIRR A, M autoReplyRemediations [ It & it & X EBE T mAIEST, MIRE L
T SRERERMENMALTE, NSHIMAYE, WE, MRHED—PHE DB AL
=, N HESBE—1 NeedsReview K, MR—P=HL LT NeedsReview KT, #l

HREBLSRFEE, BAEXEMERENZEFASNANK. XHEEIFRIMEN T RBYH

e T Prometheus $#E1:H RBAC A BMABHEL N 'ClusterRole’ #1 'ClusterRoleBinding', LA
REEESEEEHNERTERIE,

o TELIRURVRRANAR, MRIEMATECESEN BN R, AL EN REMEEEHMPRIFMER,

£, MERBTEREFPBINE R, profileparser &GN ERR X RININER, ZEBRA XS
R E MR, (BZ#1988259)

T A R P L IR T TN R S Sy = R LRI T IRN T S I A BILNET D om— e e e L) == e
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® [FTLURIMIRAHR, Z[ZHE X BESRHF /X BMAlEETh REIN— T 1R, BT+ XCCDF TVEFZE
EHIB BRI E, IMEEZEER TailoredProfile CR i E il #l#uk

o MELIHIMIRRAR, HFEAEFERESEN, fRFFEREENLEFLE TailoredProfile B, X4
FR&IFLE 4R, TailoredProfile 25 £ 8] LUK & N E{AIH,

5.1.7. Compliance Operator 0.1.39 X 17310

LUF A& A FF OpenShift Compliance Operator 0.1.39 :

® RHBA-2021:3214 - OpenShift Compliance Operator 2% iRm;E1E S FTHREIG i B H

5.1.7.1. SiTheE K TheE18 5

o TELIRIMIRRAH, Compliance Operator L& T Payment Card Industry Data Security
Standard (PCIDSS) $%, II1E, Operator A LAfE#T PCI DSS BLBE &M H SN T,

e TELIRIBIRRA A, Compliance Operator F53A7E moderate EEE &R Ay AU-5 ZREIFUATALIN, 1

1E, MER#EARINE Operator A, LMEE R LLELEY Prometheusrules.monitoring.coreos.com %
R, FIZITIE moderate EEBERHEE AU-5 EEHIRIFLINI,

5.1.8. Hfth ¥R

e T fi# Compliance Operator

5.2. XFHNEMMERES

BEZ N EESE R AT RE% Compliance Operator(CO),
521 6l HERES

Compliance Operator It A FEHIELES -

R 5.1 RS HIMERES

profil  BeE&HIS Comp  filkirtEELiE

e liance

Opera
tor hix

ocp4-  CIS Red Hat OpenShift Container 0.1.39 CIS Benchmarks ™ x86__

cis Platform 4 Benchmark + footnote:cisbenchmark[To locate the 64
CIS RedHat OpenShift Container ppc6
Platform v4 Benchmarks, A CIS 4le
Benchmarks F7E#ERIEFRHKI A s390

Kubernetes, = Kubernetes, #AfF X
Download Latest CIS Benchmark,
MEEMULTEEAE, ]
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ACE SRR (RRIZ7Y:2-%

ocp4-  CIS Red Hat OpenShift Container 0.139 CIS Benchmarks ™ x86__
cis- Platform 4 Benchmark + footnote:cisbenchmark[] 64
node ppc6
4le
s390
X
ocp4-  Australian Cyber Security Centre 0139  ACSC i1t Linux T{EuLFIARSS 2% x86
e8 (ACSC) Essential Eight + 64
ocp4- NIST 800-53 Moderate-Impact 0.1.39 NIST SP-800-53 Release Search x86__
moder  Baseline for Red Hat OpenShift - + 64
ate Platform 285!l
rhcos Australian Cyber Security Centre 0139  ACSC i1t Linux T{EuLFIARSS 2% x86
4-e8 (ACSC) Essential Eight + 64
rhcos NIST 800-53 Moderate-Impact 0.1.39 NIST SP-800-53 Release Search x86__
4- Baseline for Red Hat Enterprise Linux + 64
moder  CoreOS
ate
ocp4- NIST 800-53 Moderate-Impact 0.1.44 NIST SP-800-53 Release Search x86__
moder  Baseline for Red Hat OpenShift - 17 + 64
ate- =
node
ocp4-  Red Hat OpenShift Container 0.144  NERC CIP pAt x86_
nerc- Platform BJ North American Electric + 64
cip Reliability Corporation (NERC)

Critical Infrastructure Protection
(CIP) cybersecurity 17 - L&

ocp4-  Red Hat OpenShift Container 0.144  NERC CIP fpAt x86_
nerc- Platform BY North American Electric + 64
cip- Reliability Corporation (NERC)
node Critical Infrastructure Protection

(CIP) cybersecurity IrfEREBEE - 17 =

el
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ACE SRR (RRIZ7Y:2-%

rhcos Red Hat Enterprise Linux CoreOS £ 0.144  NERC CIP pAt x86_
4- North American Electric Reliability + 64
nerc- Corporation (NERC) Critical

cip Infrastructure Protection (CIP)

cybersecurity T ESE

ocp4-  PCI-DSS v3.2.1 Control Baseline for 0.147  PCI &L © Council XH4E x86_

pci- Red Hat OpenShift Container + 64

dss Platform 4

ocp4-  PCI-DSS v3.2.1 Control Baseline for 0.147  PCI &L © Council XH4E x86_

pci- Red Hat OpenShift Container + 64

dss- Platform 4

node

ocp4- NIST 800-53 Highlmpact Baseline 0.1.52 NIST SP-800-53 Release Search x86__

high for Red Hat OpenShift - Platform 2 + 64

il

ocp4- NIST 800-53 Highlmpact Baseline 0.1.52 NIST SP-800-53 Release Search x86__

high-  for Red Hat OpenShift - 15 s 4% 51l + 64

node

rhcos NIST 800-53 high-Impact Baseline 0.1.52 NIST SP-800-53 Release Search x86_

4-high  for Red Hat Enterprise Linux CoreOS + 64
5.2.2. HhBHR

o EXEFBRUHFAAMNSHEREERENESLER, 1S TH Compliance Operator FHj
Compliance Operator EZE 5.

5.3. 2% COMPLIANCE OPERATOR
1E{£F Compliance Operator Z 7, BUIRIEERFEHEHBEE.

5.3.1. @17 Web 124l & %% Compliance Operator

SoREH
° /{l \2 ,EE admin WBE

it =

1. £ OpenShift Container Platform Web #£#l& # 5= Operators —» OperatorHub,
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2. #3& Compliance Operator, #AE = Install,

3. RE REERX 1 B ZEE WEIAERE, LUARIY Operator 2% Z| openshift-compliance &4
28 8] /A,

4. = Install,
EoAll
WINRERD :
1. 5finZE Operators - Installed Operators T H.

2. ¥ Compliance Operator 7% B %4 7E openshift-compliance £y & 22 [Efh, HIREH
Succeeded,

#NR Operator HERINRE :
1. F#Zl Operators — Installed Operators 1, F7 Status 5 EE B EMHE IR IE,

2. Sn% Workloads - Pods T, % openshift-compliance i E i & AR pod A&,

5.3.2. {# A CLI &Z% Compliance Operator

[ /I,.RI\\ZJ\QE admin 4:XBEO

P

1. X — Namespace W& :

namespace-object.yamiz=fl

apiVersion: v1i
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: openshift-compliance

2. 11/ Namespace M :
I $ oc create -f namespace-object.yaml

3. X — OperatorGroup ¥ :

operator-group-object.yamiz=fl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
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spec:
targetNamespaces:
- openshift-compliance

4. fi|# OperatorGroup X :
I $ oc create -f operator-group-object.yaml

5. X — Subscription £ :

subscription-object.yamlz=fl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator-sub
namespace: openshift-compliance
spec:
channel: "release-0.1"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

6. | Subscription X% :
I $ oc create -f subscription-object.yaml

MBELEBELBAERFEINEEH S A defaultNodeSelector, & FF 506 & %2 E H
B ¥ openshift-compliance #p 4 22 [H]FEf#, &% Compliance Operator By#p 4422
[, A openshift.io/node-selector: ", X XMIFRERIATY 1525 FEBA LE SR B 2RI

TE CSV X R IUERER BRI :

I $ oc get csv -n openshift-compliance
2. %E Compliance Operator @ & IEFEIZTT :
I $ oc get deploy -n openshift-compliance

5.3.3. Htt FIR
e Compliance Operator EZ RMEINER K. MFRLER, HSHEZRMEHHER

Operator Lifecycle Manager,

5.4. COMPLIANCE OPERATOR i
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1 fE A ScanSetting #1 ScanSettingBinding API 33&;J Compliance Operator iz {T& MM, 0
FAXRXE APINRMELER, 51T :

I $ oc explain scansettings
HE

I $ oc explain scansettingbindings

5.4.1. .21 TE MM

WA LMEREBRMZ2HR0 (CIS) BESKZ{TIHH. NAMERN, Compliance Operator Al E—NME/S
I BB SENBINER ScanSetting R, X1 ScanSetting X/ 5% default.

v p= =
%7 F all-in-one control plane #1 worker 7 s, &#MEFIHETE worker #1 control plane i s
EZTMR, MR RER FBUIRAERT — . B LLRIIE ScanSetting X & H
RENHANMABRKEABLERT—H,

1. BT T A ScanSetting X4 :

I $ oc describe scansettings default -n openshift-compliance
it N |

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:

name: default

namespace: openshift-compliance
rawResultStorage:

pvAccessModes:

- ReadWriteOnce ﬂ

rotation: 3 9
size: 1Gi @)

roles:

- worker

- master

scanTolerations: G
default:

- operator: Exists
schedule:0 1 *** ﬂ

ﬂ Compliance Operator f|E2— NS IHMERMFTAMES (PV) . BRINBERT, PV RHER
Pin]# = ReadWriteOnce, &% Compliance Operator AR EELEMHPERBNEFHER, 57
9, SHERPILIER ReadWriteOnce 1 [A#EX, MRFERIVGIWER, ATLUER—
A helper pod RSEMLLIRIE, % pod B ES, {#F ReadWriteOnce /j[FiE B R EE
H—1 pod ¥#, REICEMPREEBIFER pod, &, Compliance Operator {52 S
FERBHITRES I,
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@ Compliance Operator EBHRE=ABLITHIAER, [HOITHERERE,
g Compliance Operator fF N#A#4E R DT —1 GB =ik,

OO R AR BEERIMER T RWEARESE, HiMXLEY RAG,

O BN RIERIIHRE TR

Q@ LB RER 0100 BT,

ERBINTIIZBNER, EAILUER default-auto-apply, ©HELLTFIXE :

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:

name: default-auto-apply

namespace: openshift-compliance
autoUpdateRemediations: true ﬂ

autoApplyRemediations: true 9
rawResultStorage:

pvAccessModes:

- ReadWriteOnce

rotation: 3

size: 1Gi
schedule: 01 ***
roles:

- worker

- master
scanTolerations:

default:

- operator: Exists

&1 % autoUpdateRemediations #1 autoApplyRemediations 71iC % &EY true, EA1LL
Rt olE T RHN S IR B SHES R ScanSetting # %K.

2. fillg—~ ScanSettingBinding *f, ,E45EEIFIAHI ScanSetting XI5, FH{EH cis # cis-
node BB SR EE, 0 -

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: cis-compliance
namespace: openshift-compliance
profiles:
- name: ocp4-cis-node
kind: Profile
apiGroup: compliance.openshift.io/vialpha1l
- name: ocp4-cCis
kind: Profile
apiGroup: compliance.openshift.io/vialphal
settingsRef:
name: default
kind: ScanSetting
apiGroup: compliance.openshift.io/vialphai
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3. IBITLA T a4k ScanSettingBinding X% :
I $ oc create -f <file-name>.yaml -n openshift-compliance

bR, ScanSettingBinding X 21114, LA Binding 1 Bound %&£, Compliance
Operator 21— ComplianceSuite % §#]%5:# ComplianceScan %%,

4. BITUTHNRERSMMETEAE
I $ oc get compliancescan -w -n openshift-compliance

TR N RH1T, RASTHREEIA DONE [ER, EAZHEIBERT, HENERRE
NON-COMPLIANT, ErIUGEIHEER, FHHBNAIRERBERES. IRESER, 5
[%&E ¥ Compliance Operator #Mf,

5.4.2. [F45RRS 2 pod FAE R worker T E

4EBARSS 2 pod HH M ERR T IREHR K (ARF) IS RAF A M (PV), nodeSelector #]
tolerations B AT IRELELE RARSS 2% pod UL E.

& FABLER S 1F control plane 17 miE i A B IINE,

it =3
e “j Compliance Operator 3|3 ScanSetting B E X FTIR(CR) :

a. & X ScanSetting CR, F{R®7F YAML ({4, #0 rs-workers.yaml :

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
name: rs-on-workers
namespace: openshift-compliance
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/worker: " ﬂ
pvAccessModes:
- ReadWriteOnce
rotation: 3
size: 1Gi
tolerations:
- operator: Exists g
roles:
- worker
- master
scanTolerations:
- operator: Exists
schedule:01***

ﬂ Compliance Operator {7 L ARF & X F MBS R,
9 LERIRS5 25 pod BIRFTETS =

b. Efl|i& ScanSetting CR, 1HZ1TUTH% :
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I $ oc create -f rs-workers.yaml

o EINF ScanSetting K RETE IR, BHZITUTHS :
I $ oc get scansettings rs-on-workers -n openshift-compliance -o yaml
I

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
creationTimestamp: "2021-11-19T719:36:36Z"
generation: 1
name: rs-on-workers
namespace: openshift-compliance
resourceVersion: "48305"
uid: 43fdfchf-15a7-445a-8bbc-0e4a160cd46e
rawResultStorage:
nodeSelector:
node-role.kubernetes.io/worker: ™"
pvAccessModes:
- ReadWriteOnce
rotation: 3
size: 1Gi
tolerations:
- operator: Exists
roles:
- worker
- master
scanTolerations:
- operator: Exists
schedule:0 1 ***
strictNodeScan: true

5.5. T 2 COMPLIANCE OPERATOR
Bt Compliance Operator, OpenShift Container Platform &I fi sl IR R B AR SRS, FH#
INERFE RIS A%, Compliance Operator Pty OpenShift Container Platform BJ Kubernetes API &
URIZITERBIT RS MM, Compliance Operator A NIST IAMIETLE OpenSCAP HIFHHITHRA
AR R 2 MR,

HE

Compliance Operator {¥i& F§F Red Hat Enterprise Linux CoreOS (RHCOS) &,

5.5.1. Compliance Operator it B4

BE M BEBEE R ATRE Compliance Operator, ZHLUEF oc get in SR EEFTHNEES. KES
VEIRFNREE AL,

o HEEUANRES :
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I $ oc get -n <namespace> profiles.compliance
ABIFEEIN openshift-compliance & 22 A fh G RECESE -

I $ oc get -n openshift-compliance profiles.compliance

Kt Bl
NAME AGE
ocp4-cis 32m
ocp4-cis-node 32m
ocp4-e8 32m

ocp4-moderate 32m
ocp4-moderate-node 32m
ocp4-nerc-cip 32m
ocp4-nerc-cip-node 32m
ocp4-pci-dss 32m
ocp4-pci-dss-node  32m
rhcos4-e8 32m
rhcos4-moderate  32m
rhcos4-nerc-cip  32m

XEMBERKXTANEAMEEE, BNEESEEN AN RAFRINNEESATRHIE]
%%, ocp4-e8 ¥ Essential 8 E £ FAEI OpenShift Container Platform f* &, 1 rhcos4-e8 ¥
Essential 8 2 FAE| Red Hat Enterprise Linux CoreOS (RHCOS) 7 ffi.

HEREEMNFMESR :

I $ oc get -n <namespace> -oyaml profiles.compliance <profile name>
A E R rhcosd-e8 ELBEMIEIE :

I $ oc get -n openshift-compliance -oyaml profiles.compliance rhcos4-e8
it B

apiVersion: compliance.openshift.io/vialphat
description: |-
This profile contains configuration checks for Red Hat
Enterprise Linux CoreOS that align to the Australian
Cyber Security Centre (ACSC) Essential Eight.
A copy of the Essential Eight in Linux Environments guide can
be found at the ACSC website: ...
id: xccdf_org.ssgproject.content_profile_e8
kind: Profile
metadata:
annotations:
compliance.openshift.io/image-digest: pb-rhcos426sm;
compliance.openshift.io/product: redhat_enterprise_linux_coreos_4
compliance.openshift.io/product-type: Node
labels:
compliance.openshift.io/profile-bundle: rhcos4
name: rhcos4-e8
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namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: rhcos4
rules:
- rhcos4-accounts-no-uid-except-zero
- rhcos4-audit-rules-dac-modification-chmod
- rhcos4-audit-rules-dac-modification-chown
- rhcos4-audit-rules-execution-chcon
- rhcos4-audit-rules-execution-restorecon
- rhcos4-audit-rules-execution-semanage
- rhcos4-audit-rules-execution-setfiles
- rhcos4-audit-rules-execution-setsebool
- rhcos4-audit-rules-execution-seunshare
- rhcos4-audit-rules-kernel-module-loading-delete
- rhcos4-audit-rules-kernel-module-loading-finit
rhcos4-audit-rules-kernel-module-loading-init
rhcos4-audit-rules-login-events
rhcos4-audit-rules-login-events-faillock
rhcos4-audit-rules-login-events-lastlog
rhcos4-audit-rules-login-events-tallylog
rhcos4-audit-rules-networkconfig-modification
rhcos4-audit-rules-sysadmin-actions
rhcos4-audit-rules-time-adjtimex
rhcos4-audit-rules-time-clock-settime
rhcos4-audit-rules-time-settimeofday
rhcos4-audit-rules-time-stime
rhcos4-audit-rules-time-watch-localtime
rhcos4-audit-rules-usergroup-modification
rhcos4-auditd-data-retention-flush
rhcos4-auditd-freq
rhcos4-auditd-local-events
rhcos4-auditd-log-format
rhcos4-auditd-name-format
rhcos4-auditd-write-logs
- rhcos4-configure-crypto-policy
- rhcos4-configure-ssh-crypto-policy
- rhcos4-no-empty-passwords
rhcos4-selinux-policytype
rhcos4-selinux-state
- rhcos4-service-auditd-enabled
- rhcos4-sshd-disable-empty-passwords
- rhcos4-sshd-disable-gssapi-auth
- rhcos4-sshd-disable-rhosts
- rhcos4-sshd-disable-root-login
- rhcos4-sshd-disable-user-known-hosts
- rhcos4-sshd-do-not-permit-user-env
- rhcos4-sshd-enable-strictmodes
- rhcos4-sshd-print-last-log
rhcos4-sshd-set-loglevel-info
rhcos4-sysctl-kernel-dmesg-restrict
rhcos4-sysctl-kernel-kptr-restrict
rhcos4-sysctl-kernel-randomize-va-space
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- rhcos4-sysctl-kernel-unprivileged-bpf-disabled

- rhcos4-sysctl-kernel-yama-ptrace-scope

- rhcos4-sysctl-net-core-bpf-jit-harden

title: Australian Cyber Security Centre (ACSC) Essential Eight

BEMREESFHMN
I $ oc get -n <namespace> -oyaml rules.compliance <rule_name>
ABI7E rhcosd BLE% + 7~ T rhcos4-audit-rules-login-events #i1] :

I $ oc get -n openshift-compliance -oyaml rules.compliance rhcos4-audit-rules-login-events
I

apiVersion: compliance.openshift.io/vialphat
checkType: Node
description: |-

The audit system already collects login information for all users and root. If the auditd
daemon is configured to use the augenrules program to read audit rules during daemon
startup (the default), add the following lines to a file with suffix.rules in the directory
/etc/audit/rules.d in order to watch for attempted manual edits of files involved in storing
logon events:

-w /var/log/tallylog -p wa -k logins
-w /var/run/faillock -p wa -k logins
-w /var/log/lastlog -p wa -k logins

If the auditd daemon is configured to use the auditctl utility to read audit rules during
daemon startup, add the following lines to /etc/audit/audit.rules file in order to watch for
unattempted manual edits of files involved in storing logon events:

-w /var/log/tallylog -p wa -k logins
-w /var/run/faillock -p wa -k logins
-w /var/log/lastlog -p wa -k logins
id: xccdf_org.ssgproject.content_rule_audit_rules_login_events
kind: Rule
metadata:
annotations:
compliance.openshift.io/image-digest: pb-rhcos426smj
compliance.openshift.io/rule: audit-rules-login-events
control.compliance.openshift.io/NIST-800-53: AU-2(d);AU-12(c);AC-6(9);CM-6(a)
control.compliance.openshift.io/PCI-DSS: Reg-10.2.3
policies.open-cluster-management.io/controls: AU-2(d),AU-12(c),AC-6(9),CM-6(a),Req-
10.2.3
policies.open-cluster-management.io/standards: NIST-800-53,PCI-DSS
labels:
compliance.openshift.io/profile-bundle: rhcos4
name: rhcos4-audit-rules-login-events
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
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name: rhcos4
rationale: Manual editing of these files may indicate nefarious activity, such as
an attacker attempting to remove evidence of an intrusion.
severity: medium
title: Record Attempts to Alter Logon and Logout Events
warning: Manual editing of these files may indicate nefarious activity, such as an attacker
attempting to remove evidence of an intrusion.

5.6. 51 COMPLIANCE OPERATOR

ATNELREENBNEM B, SENAERSIMERTNEFFTIRALL R INACEB E L
ProfileBundle &,

56.1. EfIREMRNA

L2 MRBVEN ProfileBundle X RE| RIS RIRMEE., EEMBIRMIELSE (40 Rules 5% Profiles)
fi#HTEY ProfileBundles #1 CustomResources & #, HERABEMARR XN EEEAEREN
BB

A

apiVersion: compliance.openshift.io/vialphat

kind: ProfileBundle

metadata:
name: rhcos4

spec:
contentlmage: quay.io/user/ocp4-openscap-

content@sha256:a1749f5150b19a9560a5732fe48a89f07bffc79c0832aa8c49ee5504590ae687 ﬂ

contentFile: ssg-rhcos4-ds.xml

ﬂ ZEMBRHEER.

& ProfileBundle £l — M ERE R I H, % Compliance Operator I BB/ FHBRBWECENN, =
R ERRMABH L HBRENANS. FRABEMARNSARREEREERATTNMNEESRSE

PAN
Ho

5.6.2. AR
contentimage 3| FiEA— 1AM H ImageStreamTag, M Compliance Operator AIH{RA A B 5 E#H.

ProfileBundle %/ &R i1#%% ImageStream 5|,

28> ¥
I $ oc get is -n openshift-compliance
Bl

I NAME IMAGE REPOSITORY TAGS
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UPDATED
openscap-ocp4-ds image-registry.openshift-image-registry.svc:5000/openshift-
compliance/openscap-ocp4-ds latest 32 seconds ago

it
1. AR EIRRIRIRE N local :

$ oc patch is openscap-ocp4-ds \
-p '{"spec":{"lookupPolicy":{"local":true}}}' \
--type=merge
imagestream.image.openshift.io/openscap-ocp4-ds patched
-n openshift-compliance

2. BiTth3R istag &5, X ProfileBundle &8 ImageStreamTag FO& 5 :

I $ oc get istag -n openshift-compliance
I

NAME IMAGE REFERENCE

UPDATED

openscap-ocp4-ds:latest image-registry.openshift-image-registry.svc:5000/o0penshift-
compliance/openscap-ocp4-
ds@sha256:46d7ca9b7055fe56ade818ec3e62882cfcc2d27b9bf0d1cbae9f4b6df2710c96 3
minutes ago

3. & ProfileBundle :

$ cat << EOF | oc create -f -
apiVersion: compliance.openshift.io/vialphat
kind: ProfileBundle
metadata:
name: mybundle
spec:
contentlmage: openscap-ocp4-ds:latest
contentFile: ssg-rhcos4-ds.xml
EOF

X ProfileBundle fFiRER %1%, N EHNBMFAAERMN, WEFHIIZLIEREMENS, SiIE)RRE
ProfileBundle 4,

5.6.3. ProfileBundle CR 7=l

RN REBEHFZER : &S contentimage FIA R KM URL B/ HIMERENX
. contentFile 2N FXHREMBE . WER rhcosd ProfileBundle & R A LUIIELL FRHIFE
D

apiVersion: compliance.openshift.io/vialphat
kind: ProfileBundle
metadata:

name: rhcos4
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spec:
contentlmage: quay.io/complianceascode/ocp4:latest ﬂ
contentFile: ssg-rhcos4-ds.xml

©Q r=iguE,
© =EANMRBNXAIE,

n -
BFARRESRIEMS SRV IIEE coreutils,

5.6.4. Hfth 5{IR
e Compliance Operator EZ RMEINER K. MFRLER, HSWEZRMEHER

Operator Lifecycle Manager,

5.7. ©4%| COMPLIANCE OPERATOR

F 4R Compliance Operator 77 fll o] ARBCESE, B0 B fTIEF sEll B MIZE RFNE K, &
WA B LN TR N EHY,

Compliance Operator IRt — NI EMEFIBL B LN R, #5H TailoredProfile, BRIXEEYT RISLE
EMEES, #HATEERNEARE ProfileBundle BI#ILNIFI(E.,

% E,E
- B REERAFENERT RV ESRFTES ProfileBundle —#3 2 BIAL NI FIZE &,

571 FREHRES

R%E TailoredProfile CR X1 & & LM EHI#RVE, {H XCCDF trAETEER OpenSCAP BLBESR AEEE R
KRR EM, A, MNREMHIZEI—EEA OpenScap, NEAEEHE—NIAR XCCDF E &2 #4a
Egﬁﬁo

ComplianceSuite *f R & & " 15 M B & L EHI XA A% TailoringConfigMap /&

. TailoringConfigMap EHEHE — MR EMHNNAT, BuNaE8N tailoring.xml 85, XA
HEREFIRNE.

it

1. "% Red Hat Enterprise Linux CoreOS (RHCOS) ProfileBundle By BN :

$ oc get rules.compliance -n openshift-compliance -1 compliance.openshift.io/profile-
bundle=rhcos4
2. ¥R — ProfileBundle AT AL E :

$ oc get variables.compliance -n openshift-compliance -1 compliance.openshift.io/profile-
bundle=rhcos4

3. fllE#% 7 nist-moderate-modified HIEHIEI B LE :
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a. EFEEERME nist-moderate-modified E B E S PN, XANRAIE S E R FH NI
FHER—MEET B rhcos4-moderate EZEZE. £ rationale &l 17 1TiX L B e R
:

new-profile-node.yamIz~fl

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:
name: nist-moderate-modified
spec:
extends: rhcos4-moderate
description: NIST moderate profile
titte: My modified NIST moderate profile
disableRules:
- name: rhcos4-file-permissions-var-log-messages
rationale: The file contains logs of error messages in the system
- name: rhcos4-account-disable-post-pw-expiration
rationale: No need to check this as it comes from the IdP
setValues:
- name: rhcos4-var-selinux-state
rationale: Organizational requirements
value: permissive

#* 5.2.spec TEMEH

Bt 3T

extends 5tk TailoredProfile # Profile % &894 #r.,

title TailoredProfile B9 A S5 BT LR

disableRules BIFEHRN IR, SNEMBIAEZAMN RO, &

BERARTENXE, miEARNKERE,

enableRules LFFIBBN AR, BNETEBESBENANRNETR. &
BER AR AE, #HidERNsRE,

description #xt TailoredProfile # A AT A.

setValues &, BHMNEXAINRK, BNLNEE|IREENELTR. BHE
AR N XA R ZES, HELRXE,

b. /3 TailoredProfile X% :
I $ oc create -n openshift-compliance -f new-profile-node.yami ﬂ

Q TailoredProfile X} R7EZ 1\ B openshift-compliance #5422 [7] R 4| &,

it
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I tailoredprofile.compliance.openshift.io/nist-moderate-modified created

4. 7 X ScanSettingBinding X%, f$## nist-moderate-modified T #lE B E T TR
ScanSetting X%,

new-scansettingbinding.yamiz=

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: nist-moderate-modified
profiles:
- apiGroup: compliance.openshift.io/vialphat
kind: Profile
name: ocp4-moderate
- apiGroup: compliance.openshift.io/vialphat
kind: TailoredProfile
name: nist-moderate-modified
settingsRef:
apiGroup: compliance.openshift.io/vialphai
kind: ScanSetting
name: default

5. fll# ScanSettingBinding X% :

I $ oc create -n openshift-compliance -f new-scansettingbinding.yami
it N |

I scansettingbinding.compliance.openshift.io/nist-moderate-modified created

5.8. 3% COMPLIANCE OPERATOR FiR45R
73 OpenShift Container Platform SREHR Bt & HLMERT, ERTREFEERHIHME R UM FH .,

5.8.1. MEF A A HFKEX Compliance Operator [RIAZER

i
Compliance Operator £RRIRGRHMEFHEERAMSH, XLELARRATEIRERR (ARF),

1. #£58 ComplianceSuite &% :

$ oc get compliancesuites nist-moderate-modified -o json \
| jq ".status.scanStatuses[].resultsStorage'
{
"name": "rhcos4-moderate-worker",
"namespace": "openshift-compliance"

}
{

"name": "rhcos4-moderate-master”,
"namespace": "openshift-compliance"

}
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XER T A LAY R RIA L R A B,
2. HREP—NERNELTMEG G ZEFSREIEREBIRLE

I $ oc get pvc -n openshift-compliance rhcos4-moderate-worker
I

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE

rhcos4-moderate-worker Bound pvc-548f6cfe-164b-42fe-ba13-a07cfbc77f3a 1Gi  RWO
agp2 92m

3 BT ENREHSHERILRN Pod RIRERIKLE

Pod =i

apiVersion: "v1"
kind: Pod
metadata:
name: pv-extract
spec:
containers:
- name: pv-extract-pod
image: registry.access.redhat.com/ubi8/ubi
command: ["sleep”, "3000"]
volumeMounts:
- mountPath: "/workers-scan-results”
name: workers-scan-vol
volumes:
- name: workers-scan-vol
persistentVolumeClaim:
claimName: rhcos4-moderate-worker

4. PodizfTfa, THLR:

I $ oc cp pv-extract:/workers-scan-results .

BF

EREFHIFAESH Pod 25 FEBRSE N Bound, MMEFEAFHEEFHENIR
%iE 7 ReadWriteOnce, NiZEB®RABEH —1 Pod #FHHi, ETE ST EMIER
Pod, & Operator [ TEVHE Pod HURELIE LA B EELE R,

5. {REZEME, MR Pod :

I $ oc delete pod pv-extract

5.9. &2 COMPLIANCE OPERATOR ZE R &

&1 ComplianceCheckResult #ifX &z — R EMEHNERNL R, R ZAMNTEMES, NAE—
B A HR&ME ComplianceRemediation X%, B ComplianceCheckResult 5. FRIFIFR, FHN
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AEBHNEN, 1XfE OpenShift Container Platform B A AN & F A%, BIIERIEFN
FAHML,

591 EEHIMRELER

FINER T, ComplianceCheckResult X &AL ERAMIREINL, RTFEERKRE, FREEMS
REWEEPE,

B FREEHNRE

I $ oc get compliancecheckresults -| compliance.openshift.io/suite=example-compliancesuite

P B TR E

I $ oc get compliancecheckresults -| compliance.openshift.io/scan=example-compliancescan

T =FER ComplianceCheckResult ©f &&= | ComplianceRemediation ¥/ 5§, RETBINES
# ComplianceCheckResult ¥ %, %15 ComplianceCheckResult X & H
compliance.openshift.io/automated-remediation 1155, NIZGREFHEKBIF I, MR BIRSKE
& FERE,

S A BIMEEIRTA KIEE -

$ oc get compliancecheckresults - '‘compliance.openshift.io/check-
status=FAIL,compliance.openshift.io/automated-remediation’

S FHE S BIFF B RN &

$ oc get compliancecheckresults - 'compliance.openshift.io/check-
status=FAIL,!compliance.openshift.io/automated-remediation’

F NS BHRE 2 6#1E ComplianceCheckResult %1 5B description EitH,

% 5.3. ComplianceCheckResult 3ikR 7

ComplianceCheckResult K7 Uiy

PASS BHREITRRIFEL.

FAIL BHREDITRHRI

INFO é%ﬂ*ﬁﬁi@? T, HRU—ERTEN, TN

F1 BT RAEAEE IR R, BINFNE
.,

INCONSISTENT EMEERERBFRAERENER, BESERT
=18

ERROR EMMEREIZIT, BEXEEMBTR.
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ComplianceCheckResult K7 Uiy

NOT-APPLICABLE EMEERIZIT, RANETERIERLED,

5.9.2. H [# MK

H A N ComplianceRemediation X5 #1 ComplianceCheckResult xf

%, ComplianceCheckResult f R & &H X2 F A KRR b B A AT R, AR EA
metadata, MEZMEFHEXHNLZLIEF], ComplianceRemediation X R KA LR
ComplianceCheckResult iR [A @ —F AR, £ RkHMEE, RERSH
MissingDependencies FI#

TEZ4% ) sysctl-net-ipv4-conf-all-accept-redirects BYE EFHMNEURABI, HRAIZIHET, NER
spec #l status, &I& T metadata :

spec:
apply: false
current:
object:
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
spec:
config:
ignition:
version: 3.1.0
storage:
files:
- path: /etc/sysctl.d/75-sysctl_net_ipv4_conf_all_accept_redirects.conf
mode: 0644
contents:
source: data:,net.ipv4.conf.all.accept_redirects%3D0
outdated: {}
status:
applicationState: NotApplied

B M EAFETE spec.current B, B EA LZE Kubernetes ¥, {BE MR @IT
TEAMERM, EFHREHNAER T EZ MachineConfig W&, M FESITH, MEERMERSE
HRBIXTR (40 ConfigMap =X Secret) , BRENAXMIFBEEDUATERS, &M
Compliance Operator FZE—HIFE 2R F BEIRFEMHE R Kubernetes ¥R, AXIBEXRMELH
MEBKREHRB,

EEEN AR BIEKIEIE, MachineConfig Xf RABFFEM Ignition X RIHATELE, BXRANES
88, EBH Ignition #li&, ERBIF, spec.config.storage.files[0].path B 15 E HIZ MR ORI
# (/etc/sysctl.d/75-

sysctl_net_ipv4_conf_all_accept_redirects.conf), spec.config.storage.files[0].contents.source |
HEEZXHNRE,

% i
. XHHIRAERZ URL FrfidHy,

ERLLT Python IAEERNS :
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$ echo "net.ipv4.conf.all.accept_redirects%3D0" | python3 -¢ "import sys, urllib.parse;
print(urllib.parse.unquote(".join(sys.stdin.readlines())))"

it N |
I net.ipv4.conf.all.accept_redirects=0

5.9.3. A B E UL A ECE St b A #h

LKA B E X MachineConfigPool i/, #£ MachineConfigPool HRI1— M55, LUE
KubeletConfig #1#J machineConfigPoolSelector ] L5 MachineConfigPool #J11%: ICHEL,

BF

A E7E KubeletConfig X4 H1i% & protectKernelDefaults: false, K% Compliance
Operator 2R N A#M &S, MachineConfigPool X RATRE T BN B,

1 BT R,

I $ oc get nodes
Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-128-92.us-east-2.compute.internal Ready master 5h21m v1.23.3+d99c04f
ip-10-0-158-32.us-east-2.compute.internal Ready worker 5h17m v1.23.3+d99c04f
ip-10-0-166-81.us-east-2.compute.internal Ready worker 5h17m v1.23.3+d99c04f
ip-10-0-171-170.us-east-2.compute.internal Ready master 5h21m v1.23.3+d99c04f
ip-10-0-197-35.us-east-2.compute.internal Ready master 5h22m v1.23.3+d99c04f

2. T RIRNINPRZE

$ oc label node ip-10-0-166-81.us-east-2.compute.internal node-
role.kubernetes.io/<machine_config_pool_name>=

it N |
I node/ip-10-0-166-81.us-east-2.compute.internal labeled

3. 8B E X MachineConfigPool CR.

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: <machine_config_pool_name>
labels:
pools.operator.machineconfiguration.openshift.io/<machine_config_pool_name>:" ﬂ
spec:
machineConfigSelector:
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matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,
<machine_config_pool_namex>]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/<machine_config_pool_name>: "

Q labels FE& & Y B NHSEE M (MCP)RIMBINEE & .

4. BEMCP 2B 2RI IE,

I $ oc get mep -w

5.9.4. N AT

#/R{EE M spec.apply ##l Compliance Operator @ BN ZMN AN, EAILETIFEMISE N true
SRR

$ oc patch complianceremediations/<scan_namex>-sysctl-net-ipv4-conf-all-accept-redirects --patch
I {"spec"{"apply":true}}' --type=merge

1£ Compliance Operator ZM21 B4 JT, status.ApplicationState B4 F NN Applied SHTEH
YR Error, N AANLZRECE ML, ZFN G HA RN AR —#2ER & 75-$scan-name-
$suite-name B9 MachineConfig X &, MachineConfig X RBER B Machine Config Operator SE%, &
KBESNT R LTRSS REI PR SO BRI SRR E R P RATE T R,

WER, Y MachineConfigOperator f$#7# MachineConfig %I RN AR ART RN, BT HRMmMET
RERER. MAZMNMIE, XAERFHE, BN HIREBREFELRASE 75-$scan-name-$suite-
name MachineConfig %%, ZERFIEIIEIN A, EaTLli@id % MachineConfigPool X &RHY
.spec.paused EHi%E N true KL =N 2FE & .

Compliance Operator ATLLBZIRN A&, 1E ScanSetting T2 % &R+ i%E autoApplyRemediations:
true.

Digk

H
[=]

R (A o B B B M,

KRETFAHEBEVWIHERAFNESE, RREWD :

o HARLEREWBINREMNIZENH, EF—TKEZKRBELIT registry 5I5k, BHERER
FHAMBEHAESLVTIFLE registry,

o TEMREREUTRN APIXR, FEBNIMELUINAE root B Ui A RIS REE F
BIX R, EREVOGIFEM,

=
e

o1
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1. LR RHBIER ocpd-ocp-allowed-registries-for-import #|, X7EEKi\ OpenShift Container
Platform ZZr& K, 1EE#MN oc get rule. compliance/ocp4-ocp-allowed-registries-for-
import -oyaml, Z#&$ % & allowedRegistriesForimport B4R fovF B M S A%
&M registry, ZHNIB warning B2 ERERERN API AR, RtATLMEREHES [ :

I $ oc edit image.config.openshift.io/cluster
I

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2020-09-10T10:12:54Z2"
generation: 2
name: cluster
resourceVersion: "363096"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: 2dcb614e-2f8a-4a23-ba9a-8e33cd0ff77e
spec:
allowedRegistriesForimport:
- domainName: registry.redhat.io
status:
externalRegistryHostnames:
- default-route-openshift-image-registry.apps.user-cluster-09-10-12-
07.devcluster.openshift.com
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

2. BT -

I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=

5.9.6. BHTHN K

ERFMANEIERRTE, TERIREEZIIRATRFHIARA, Compliance Operator fFR & N
A IBRA# L, OpenShift Container Platform &2 5 AR E 5 A% 0 N TR A B ED, Z BN AR
ComplianceRemediation X REE#H, ©HIRESBEER N Outdated, ITHTHIFTREIMA, FELATEAE
%Q

LAETN AN R B 76 7E ComplianceRemediation ¥ & #] spec.outdated B+, FHMWEHAR
[$7Z#1E spec.current BHEH., NABREHEFEAE, EEAZTEF LK. RE spec.outdated &
MEE, ©RARERERM MachineConfig R, ik spec.outdated E1%EfS, Compliance
Operator REHFE L4 A MachineConfig R, 52 Operator fFECBHEZEET s,

ff

L=

S

1. BREMTEEIFNK

I $ oc get complianceremediations -lcomplianceoperator.openshift.io/outdated-remediation=

it
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NAME STATE
workers-scan-no-empty-passwords Outdated

L EIN AN IEAETE Outdated B, RN FBHBIF N IZHEIE Current B, 0RIEXTH
MRATHE, "R Outdated FE%, MMREBARBEFHHAZR, MR Current #1 Outdated /&
M,

2. N RAEHTEINRA -

$ oc patch complianceremediations workers-scan-no-empty-passwords --type json -p
{"op":"remove", "path":/spec/outdated}]'

3. NBURZSE M Outdated t1#: 4 Applied :

I $ oc get complianceremediations workers-scan-no-empty-passwords

Bl
NAME STATE
workers-scan-no-empty-passwords Applied

4. T RN A ATV N AR A F ER#TB S

5.9.7. BUE N MK
T RE R EEUY . A 2 B A B R,

ff

L=

S

1. ¥ apply iT&IXEN false :

$ oc patch complianceremediations/<scan_namex>-sysctl-net-ipv4-conf-all-accept-redirects -p
{"spec"{"apply":false}}' --type=merge

2. HNBURSIFE N NotApplied, “H& MachineConfig 5 R EFEL, TEZEHI

' .
B S E MBI Z RN T R AR ER S

5.9.8. fitlf& KubeletConfig # &
KubeletConfig * I SIEE T R M AN ESE . EMER KubeletConfig #h&, B FFEM

KubeletConfig X/ & /fiflfR, ABIER T WA ER one-rule-tp-node-master-kubelet-eviction-
thresholds-set-hard-imagefs-available #N&H & HIIER T,

AR

1. #Z one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-available %
#) scan-name A&
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$ oc get remediation one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-
available -o yaml

it Nl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceRemediation
metadata:
annotations:
compliance.openshift.io/xccdf-value-used: var-kubelet-evictionhard-imagefs-available
creationTimestamp: "2022-01-05T19:52:27Z2"
generation: 1
labels:
compliance.openshift.io/scan-name: one-rule-tp-node-master ﬂ
compliance.openshift.io/suite: one-rule-ssb-node
name: one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-available
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ComplianceCheckResult
name: one-rule-tp-node-master-kubelet-eviction-thresholds-set-hard-imagefs-available
uid: fe8e1577-9060-4c59-95b2-3e2¢c51709adc
resourceVersion: "84820"
uid: 5339d21a-24d7-40cb-84d2-7a2ebb015355
spec:
apply: true
current:
object:
apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
spec:
kubeletConfig:
evictionHard:
imagefs.available: 10% 9
outdated: {}
type: Configuration
status:
applicationState: Applied

@ EmEREEs,

@ F0Z KubeletConfig X R T,

gnR# VA A evictionHard kubelet B2&, WU AIIEEFA evictionHard S :
memory.available. nodefs.available. nodefs.inodesFree. imagefs.availabl

e fl imagefs.inodesFree, MIREHFIEEMABSH, NRANBEENSH, K
FTRIEE I,

2. MR -
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a. N RIT apply KB false :

$ oc patch complianceremediations/one-rule-tp-node-master-kubelet-eviction-thresholds-
set-hard-imagefs-available -p '{"spec":{"apply":false}}' --type=merge

b. {8/ scan-name, #LEI#MESFAEIH KubeletConfig X4 :

I $ oc get kubeletconfig --selector compliance.openshift.io/scan-name=one-rule-tp-node-

master

it N
NAME AGE
compliance-operator-kubelet-master 2m34s

c. M KubeletConfig %} R F 5Bt imagefs.available: 10% :

I $ oc edit KubeletConfig compliance-operator-kubelet-master

“ .
B S E MBI Z RN T R AR ER ] S

BRI E BB R P PR EMAER TN, XERESKAINANY, s
TRV E By 2 E R AN

5.9.9. Inconsistent ComplianceScan

ScanSetting X RFIH T &M MM ScanSetting =k ScanSettingBinding X RN T mAR, &
N R A BB R EINREE b,

“ .
M EREC B P BIFR AN EER N ZA8R, M REIFT AL RE N IZAE R,

INRF LR B HahERARE, Compliance Operator SHRi0—LE77 s 4R &5/ INCONSISTENT B9
ComplianceCheckResult 5/ %, Fifg ComplianceCheckResult % § L& irH
compliance.openshift.io/inconsistent-check.

R it A Ss E AT REIEE K, ALl Compliance Operator 8B RE ARRE, HIHES5E IR
SFRENT R, &E LIRS FEE compliance.openshift.io/most-common-status ;T f#, T2
compliance.openshift.io/inconsistent-source @& 5 &% LK SR FEH hostname:status K E RS
o MREBHREE WK, NIFFE hostname:status X #FITE
compliance.openshift.io/inconsistent-source annotation /#,

INRTEE, MRUENY, UESHTUERSIREIRS. B2, FHIELZRV ORI, wFihalE
TRZENER, %A compliance.openshift.io/rescan= LI AR I E R EFTZTEMMEH
, LSE—BER -

I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=
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5.9.10. EM ¥R

o BT

,— =

5.10. HiT= % COMPLIANCE OPERATOR {£%%
Compliance Operator @ && A F &L A #ET, AFHXHE5IETESEK,

5.10.1. E#{#F ComplianceSuite #1 ComplianceScan ¥

FESREW A M A ScanSetting #1 ScanSettingBinding XT R EE Y E4MITH, BhEEEE L
ComplianceSuite X[ B M A

o [UEEHANMNAITIHM, X5 debug: true BHE—EA T, &S OpenSCAP H#E~2F
BiEARRE, SNHTRXSTERET K, FNEHRREy—RMNAE B F D 1S B EE

EQ
o IRMHBE Y nodeSelector, BFEH#IER, nodeSelector il 5—/NITHLD,
o (FHAEFISTEI Scan F5M E HI B E M AT,
o REE MY G RIFTE B ENEFER AN B FINKETF L,

LUR R~ E R (UE B — & HNH3 worker #12389 ComplianceSuite :

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceSuite
metadata:
name: workers-compliancesuite
spec:
scans:
- hame: workers-scan
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentlmage: quay.io/complianceascode/ocp4:latest
debug: true
rule: xccdf_org.ssgproject.content_rule_no_direct_root_logins
nodeSelector:
node-role.kubernetes.io/worker: "

LR ZEIH ComplianceSuite % & #1 ComplianceScan &L OpenSCAP HiZ MR NIEEZ NE M.

BHIRBE. ARHMNE, EFTLLSEM ScanSetting #1 ScanSettingBinding 232 EL# Suite i
# M ProfileBundle % R A EATRINT R, WIAINISKECELSR, XLEX KRB E R LM ComplianceSuite F15|
Ae18 xcedf_org HRiARF,

5.10.2. FRRBEFRES

R%& TailoredProfile CR X #ix % WLHIEHI1R/E, 1B XCCDF t#EER] OpenSCAP BRBEFHIEEE
KOREM, 4, MREMHEZEI—EFE R OpenScap, NIETEER — NG H XCCDF EfIX4a
Egﬁﬁo

ComplianceSuite *f R & & " 15 M B E L EHI XA A% TailoringConfigMap /&

., TailoringConfigMap EtHEHE — MR BEMHNNAT, BuNE &8N tailoring.xml 85, XA
HEREFIRNE.
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T
1. M— 324l ConfigMap %4 :

I $ oc create configmap <scan_name> --from-file=tailoring.xml=/path/to/the/tailoringFile.xml

2. 1EJETF Suite By Scan F 8| EHISE :

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceSuite
metadata:
name: workers-compliancesuite
spec:
debug: true
scans:
- name: workers-scan
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentimage: quay.io/complianceascode/ocp4:latest
debug: true
tailoringConfigMap:
name: <scan_name>
nodeSelector:
node-role.kubernetes.io/worker:

5.10.3. AT EHH

BE, BEERIEENRREFZITHE NER—NEBX, EEETRLMAEE, EHaT— R
thRER., BEHITHRITH, T{EA compliance.openshift.io/rescan= 173 iR -

I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=

— NEHTHHA 7 rhcos-moderate B & & 4 B PH N EIABE me
I $ oc get mc
N |

75-worker-scan-chronyd-or-ntpd-specify-remote-server
75-worker-scan-configure-usbguard-auditbackend
75-worker-scan-service-usbguard-enabled
75-worker-scan-usbguard-allow-hid-and-hub

BF

N FAfH##1XE default-auto-apply 7750, M BEINAFTR BN RERT, MREE
B F R 22200 N B B AN AR, SHARSN A, FHoEafiE
B, RAEEA MachineConfig X R4 33 B/ HIFN . NR% A BN F IR F SR,
MASER,

5.10.4. N4ER KB BEE LFHE RN
F %X ComplianceCheckResult B E L FRR TS —RICEBRAEAE T RMWREER, BFEHERF
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ERNFERGEREBER. RBRERUARF BREM, TERAX (BN TRILTEFT) , HEHEHE
M eted #-{AF# X FFHY Kubernetes BHRAPERENLRH, R, BREABHBRAUE-IKIANIGB K
NPV, IRIBEBINE, EAIReEEENMIE K PV X/, XALUFETE ScanSetting 1
ComplianceScan %R~ /A T8 rawResultStorage.size B 5T K.

X232 rawResultStorage.rotation, TILH|7E BRI # R ET PV PR B IR, BRIME
H 3, MRERERIZE N O IRARE, RIBBINREKERIEAEAN R ARF H#K S 100MB #IffiTX
N, IRE LU EHEAMERIES PV K/,

5.10.4.1. {FHBARE L EREMEE

FEF OpenShift Container Platform A AR &R LB ZHENHERE, EIk Compliance Operator TTiER
ERAMNEHEE, BIAERT, Compliance Operator &5 5 FAEEFRIBVAZME R OIEE PV SkZ (B4
£, {BELUE#EA rawResultStorage.StorageClassName EIHECE B E L F 5K,

n s
IMREMREDZBHEERNFME, MBI E LB,

FF ScanSetting B E Y FHREEE NERIMEEMESE, FHABX/NNI10GB MEFAMSE, HRE&KF 101N
7EER .

ScanSetting CR =

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
name: default
namespace: openshift-compliance
rawResultStorage:
storageClassName: standard
rotation: 10
size: 10Gi
roles:
- worker
- master
scanTolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
schedule:'0 1 ***

5.10.5. M FRE AT 4 BB

ERIETLUE A ComplianceSuite X §& 1) autoApplyRemediations 7 /R {EH S B E A LUFE R
compliance.openshift.io/apply-remediations NI RHFIEME, XSIF Operator N AFRA BIEAHH
o

it =

o Z{TLL T4 compliance.openshift.io/apply-remediations S :

I $ oc annotate compliancesuites/<suite-_name> compliance.openshift.io/apply-remediations=

98



% 53 COMPLIANCE OPERATOR

5.10.6. BB EH MK

HEELER T HEEFRBH AT RF MRy OUTDATED, {F &R A& wT LAN A
compliance.openshift.io/remove-outdated ;¥ #2325 F %7 #9% M R bR B O R

AR

e [ compliance.openshift.io/remove-outdated ;Ff# :

I $ oc annotate compliancesuites/<suite_name> compliance.openshift.io/remove-outdated=

=& 1E ScanSetting % ComplianceSuite X[ &% & autoUpdateRemediations Fras LA B 5B H MK,

5.11. %f COMPLIANCE OPERATOR j# 1T = HER

AT NN Compliance Operator HHATEEHERR, %8 B A BT 2R EH RIS PREER.

—EENRT

o HIIEKREMHN, Compliance Operator 4 Kubernetes £, EAILMFERLUTRSEERE

FHIRTESMG -
I $ oc get events -n openshift-compliance
HEFALLTMHSEE Scan EEXREH -

I $ oc describe compliancescan/<scan_name>

e Compliance Operator H% MEHISAHM, KT APIR—D, (G EN N FH AR AP

STRIIERIZRERE R, MNRFTEN A ComplianceRemediation, 15 % & remediationctrl 28523

REER. TLLBIEER jq TR R IEE MRS FHES

I $ oc logs compliance-operator-775d7bddbd-gj58f | jq -¢ 'select(.logger == "profilebundlectrl")’

o FEUTCH, B UNIXEf[EBLRIN FIZ LR N BAIE R, BFEERSHARTZINEE, FFE

F3 date -d @timestamp --utc, 40 :

I $ date -d @1596184628.955853 --utc

o RZEBEUHRAITXE debug 1£7, EZEHZ ComplianceSuite 1 ScanSetting. /5Lt

HITEIBIN OpenSCAP fIH#F2 Pod UK B fth—LEZEBNF2E Pod BUIFAIRREE,

o MRBFANMNBAMEBSERM, MERIZHNEZIT FRIIR suite MAERIAY
ComplianceCheckResult ¥/ A EH N ID FHIFEAE Scan CR 1 rule B ESREE

HJJ R HB/H A debug %LU, 2% Pod AHY scanner B33 HE R T /REA OpenSCAP H

ILa\o

5.11.1. I BT
DTF&T5R T Compliance Operator B4 4 F1 ER

5.11.1.1. & R
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BN B EZETEM ProfileBundle & R4 AL H Profile & #, Compliance Operator HEEEOIE—1
ProfileBundle %%, FH&EET RAIER— MR,

I $ oc get profilebundle.compliance

I $ oc get profile.compliance

ProfileBundle X & H7 A Bundle L % HERELNIE, EFA Bundle HERRIDE, wTLAEHIEHE
EEEFM Pod A :

I $ oc logs -Iprofile-bundle=ocp4 -c profileparser
I $ oc get deployments,pods -lprofile-bundle=ocp4
I $ oc logs pods/<pod-name>

I $ oc describe pod/<pod-name> -c profileparser

5.11.1.2. ScanSetting #l ScanSettingBinding ¥4 4 & B HAFI I i

BT ARNEHERRIR, TLUERS ScanSetting 1 ScanSettingBinding % R 4 B
ComplianceSuite 1 ComplianceScan X% :

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:
name: my-companys-constraints
debug: true
# For each role, a separate scan will be created pointing
# to a node-role specified in roles
roles:
- worker
apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: my-companys-compliance-requirements
profiles:
# Node checks
- name: rhcos4-e8
kind: Profile
apiGroup: compliance.openshift.io/vialphal
# Cluster checks
- name: ocp4-e8
kind: Profile
apiGroup: compliance.openshift.io/vialphal
settingsRef:
name: my-companys-constraints
kind: ScanSetting
apiGroup: compliance.openshift.io/vialphai
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ScanSetting #1 ScanSettingBinding *f &3 HTRiC logger=scansettingbindingctrl BJ[E —2 5l 854t
B, XENREFRS, A EEUEHRR RS

Events:
Type Reason Age From Message

Normal SuiteCreated 9m52s scansettingbindingctrl ComplianceSuite openshift-compliance/my-
companys-compliance-requirements created

IFE O3 — 1 ComplianceSuite ¥R, AL A% 0/EH ComplianceSuite,

5.11.1.3. ComplianceSuite B X 584 fp EHIF 7t

ComplianceSuite CR 2 —/ #%% ComplianceScan CR B wrapper, ComplianceSuite CR HRicH

logger=suitectrl FIEHIZR R, 1ZIEHIZ L E M Suite QI Scan B 12, FENIEREDAFES
H—A Suite KA. MR Suite BN ELHAIT, suitectrl th &M EAIE Crondob CR FEH4, 1% CR
ERIZ TR ERTE Suite FEFHTIZIT Scan :

I $ oc get cronjobs

T
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
<cron_name> 01*** False 0 <none> 151m

WNTFREBEMNRE, aXHEH. A oc describe compliancesuites/<name> & E 1], Suite X §
EF— Status FHIR, HETFXA Suite BI{E( Scan X REFHH Status FHIFN, XN FHRIERE
. CIEFTETIERME, EHemEBATI#EsI2s.

5.11.1.4. ComplianceScan B & X R4 s A HEAF I i

ComplianceScan CR H scanctrl #5125 08, X th 2 TR AU R QB Rt s, XA
FEER T LA ER -

5.11.1.4.1. KFAhER T B

FERM BRI IR S ER. MIRFHERNNESHITN, NHEHEREHH DONE, #8838 ERROR 45R,
EYIBEPN=b]11d =

5.11.1.4.2. JFHI B

TELEIER, —LREEMHNTEWER Pod MIMEN BRI SRR Pod B EMIA, 7 HECEM
5t :

$ oc get cm -lcompliance.openshift.io/scan-name=rhcos4-e8-
worker,complianceoperator.openshift.io/scan-script=

AR pod MEAX LR ERS, MREFREWTWREFTH, BRAWERF RIS ST RIBLS
R, BAREERFAR—TEFAE BE, SRABHIUBE-DRFANESER, LUEHERIR ARF 45FR :

I $ oc get pvc -lcompliance.openshift.io/scan-name=<scan_name>

PVC & R 7478 ResultServer Z3 234, ResultServer E— MBI HTTP BRSS 28, BN

101



OpenShift Container Platform 4.6 £t 5 & HitE

2% Pod RFF5TE ARF 4R EEEIHAP, BPRSH[HLAUERE T 2217, TE ARF RIS
K, BREBERTLUAEBRNMZANT REENSE, HETH/E, ResultServer B XYEH,. SERIA
ERHIPVC AIME—1BE L Pod #E, HARKIESRELR, HMTERF Pod #1 ResultServer 2 [A]#]
FRE% mutual TLS PRI,

&g, HERERF Pod LN ERED) ; —NH#FERF Pod AAF—4 Platform 55561, SN EE T =i
—MAERER Pod AT —1 node #3545, &1 R Pod AT mA&MINHA, 81 Pod 1A%
ComplianceScan Z#iRiK :

I $ oc get pods -lcompliance.openshift.io/scan-name=rhcos4-e8-worker,workload=scanner --show-

labels

I
NAME READY STATUS RESTARTS AGE LABELS
rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod 0/2 Completed 0 39m

compliance.openshift.io/scan-name=rhcos4-e8-worker,targetNode=ip-10-0-169-90.eu-north-
1.compute.internal,workload=scanner
At this point, the scan proceeds to the Running phase.

5.11.1.4.3. B {TH B,
BTH B R EFFIRER Pod ST, Z1THMERER L TAIEME -

e init &% : E—1 4% content-container B init 825, ©i21T contentlmage 2%, FHHITHEA
B4, LM contentFile EHIE] 5X/ Pod AHEMAZRHLZM /content BE A,

e scanner: WERIRZITHE. NFT R, ZRSRET SSXGREEN host #HEH, FIEE init
BRXMTHURE, LB EHEINERLIEH entrypoint ConfigMap FHiTE. AOR
ConfigMap FHIERIBIAHIT OpenSCAP, FHIFERXMHEMETE Pod B AIHZER /results
Bk, AEFIL Pod FHIBEUEE OpenSCAP HIFEFRE THERE, AI{#EMH debug Fr
ILEEFEIFMBH .

® logcollector : logcollector BRI ARFEFIIHIEFBRTMN. RE, TRIGTEMNARF HRLEEER
ResultServer, L. ConfigMap B = S8 _E 1% XCCDF 45 R KR ATHL5 R OpenSCAP 45R
K, XLestkRECEMSTERII#E AT (compliance.openshift.io/scan-name=
<scan_name>) % :

I $ oc describe cm/rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod
it N |

Name: rhcos4-e8-worker-ip-10-0-169-90.eu-north-1.compute.internal-pod

Namespace: openshift-compliance

Labels: compliance.openshift.io/scan-name-scan=rhcos4-e8-worker
complianceoperator.openshift.io/scan-result=

Annotations: compliance-remediations/processed:
compliance.openshift.io/scan-error-msg:
compliance.openshift.io/scan-result: NON-COMPLIANT
OpenSCAP-scan-result/node: ip-10-0-169-90.eu-north-1.compute.internal

Data

exit-code:
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2
results:

<?xml version="1.0" encoding="UTF-8"?>

FF Platform 13891 9#52 /% Pod 548, LUTFIERRS :

e %} api-resource-collector BJ— N4} init Z231LEXE content-container init 233 EHY
OpenSCAP AR, MAENTREEMERN API R, FHRFiXL AP FREEI scanner 23 M
RELEE(INHEZERF,

e scanner R M EEHEHENXHERS.
H#EEF Pod Sefikfa, M AAREN .

5.11.1.4.4. REE&

EREMER, HRERIRKENT — 1B NEESE Pod M Pod, B BEMZEIREREKE ConflgMap XT
R, IR, FHEMOBELEROIEN M Kubernete X5, QD%TEK}J%[\WV\*%L& 1)
ComplianceRemediation X5, 5 TRt AR AL BRI TTEIE, REER Pod thEH init "é%ﬁ
% OpenSCAP RZA.

Y —NEBEME R A% Pod M EES, ={#F compliance-remediations/processed H7Z5 i 1THRIH, X
M Ex =4 B ComplianceCheckResult 5 :

I $ oc get compliancecheckresults -lcompliance.openshift.io/scan-name=rhcos4-e8-worker

I
NAME STATUS SEVERITY
rhcos4-e8-worker-accounts-no-uid-except-zero PASS high

rhcos4-e8-worker-audit-rules-dac-modification-chmod FAIL  medium
#0 ComplianceRemediation X% :
I $ oc get complianceremediations -lcompliance.openshift.io/scan-name=rhcos4-e8-worker
ot B

NAME STATE
rhcos4-e8-worker-audit-rules-dac-modification-chmod NotApplied
rhcos4-e8-worker-audit-rules-dac-modification-chown NotApplied

rhcos4-e8-worker-audit-rules-execution-chcon NotApplied
rhcos4-e8-worker-audit-rules-execution-restorecon NotApplied
rhcos4-e8-worker-audit-rules-execution-semanage NotApplied
rhcos4-e8-worker-audit-rules-execution-setfiles NotApplied

AEBIX L CR 5, 2RE28 Pod [fHRHE, HiEHF AR,

5.11.1.4.5. SE R B
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EREHARNE, SREFSEFEHRIUE, MRHAER —RMER, ResultServer SRES#4UERE, 20
RAMBIEEMR, SBMER ; T— M HEEANSEFOIEIE,

R DR SE AR B SR SE ARSR A A P B RS AT ¢
I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=

FHERATERINTERE, BRIEFH % E J1E R autoApplyRemediations: true BN, BNASBL)
PUTEMEHMIZVE, OpenShift Container Platform &I H IR AN FHRIBESEN AT, MRS
OB N BN, ComplianceSuite 53 RESEMRIN ERIES, UEHEMHMNEINNBFEER, 7
— RN FARFE R, GN8N T # %, ComplianceRemediation 122423 I EE

5.11.1.5. ComplianceRemediation #2125 4 fx R HAFN 41
ARG T LR, B apply BN true RIS E A — K -

$ oc patch complianceremediations/rhcos4-e8-worker-audit-rules-dac-modification-chmod --patch
{"spec"{"apply":true}}' --type=merge

ComplianceRemediation %25 (logger=remediationctrl) 1 HIEHEHFT R, NHANEREEERS
AR KRR, BERERTERE SN AN BEIERMNEEH MachineConfig XK,

MachineConfig % RIAALL 75- Tk, HLUAHBNEGS S :
I $ oc get mc | grep 75-
Bl

I 75-rhcos4-e8-worker-my-companys-compliance-requirements 2.2.0
2m46s

LEIEE me BFMNIFITEN SR ECE R EREH -
I $ oc describe mc/75-rhcos4-e8-worker-my-companys-compliance-requirements
Kt Bl

Name: 75-rhcos4-e8-worker-my-companys-compliance-requirements

Labels: machineconfiguration.openshift.io/role=worker
Annotations: remediation/rhcos4-e8-worker-audit-rules-dac-modification-chmod:

ComplianceRemediation 2HI23HIEEINT -
o A HAIN AR EER LA R RNt R A R,
o MREBENAMFABEHHY, FERMEZEST,

e MachineConfig X R MEEFER, HEAEESHIIKBIRIITIER, MREEHNE (RNA
Bia— NN I ERSE 22 A MachineConfig X &,

o RAEEBERMISBEESERHPENAN MC AR, FEH (KO, MR MNAK MC.
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o =& MachineConfig ¥ R &% 5 machineconfiguration.openshift.io/role F1.%: ICEZ
BT REHBIS - iEZ 1 MachineConfig Operator XR4LL T fRE L4 B,

RIFEFEFIERMN SR EHF BRI HARIE RINER, INREANELE, EAEH, NMANKE
A EHEIS, EFSITE, EROEUENZITE

I $ oc annotate compliancescans/<scan_name> compliance.openshift.io/rescan=
AWz HTENR. REMRESET

I $ oc get compliancecheckresults/rhcos4-e8-worker-audit-rules-dac-modification-chmod

A a1
NAME STATUS SEVERITY
rhcos4-e8-worker-audit-rules-dac-modification-chmod PASS medium

5.1.1.6. E AMITE

Compliance Operator £ HIEA pod BE [ 1A EFTEIIE R E TR, HERARER
compliance.openshift.io/scan-name 1% 7HR1H, TAE A ER AR ER workload #7557 1THR1H,

Compliance Operator LA T TEf # :
e scanner : HUTE M,
e resultserver : FEEMMETRIIRIAL R,
® aggregator : {L B4R, RNA—BHHHERNR (KRELERFH)
e suitererunner : FIFC—NEBIFZITHEMS GENFIRE)
e profileparser : FETEIERIFOIRSLMWEES. MNMETE,

BENEDTHEMEATRAMICFKBER, 53517 :

I $ oc logs -I workload=<workload_name> -c <container_name>

5.11.2. FREZ

INRIBIEHIT A SRR B FE AN FZ S, OpenShift Container Platform BRBE A, &5 ZI0EE 71
Wik, BITLINEE 1 M

o HSRIFENLIERIAE, THREIET RBXHNXXEMRRS R,
o R HLLLINESHF,
o Jjln| E M M,

B LRI R, EELE OpenShift Cluster Manager F{# f Insights. Insights 3244t 7 [ A0 140
R, #EETANBERT, RETNAARFHNER,

INREXT A B EMSUHEN, AT EMER, EAERSEAERR JIRA 1, 1HREEEFE
&, NEZFFN OpenShift Container Platform AR,
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5.12. #l% COMPLIANCE OPERATOR

& B] LA#E A OpenShift Container Platform Web #24l& MEE & it Bk OpenShift Compliance Operator,

5.12.1. M OpenShift Container Platform % OpenShift Compliance Operator

Zj|f& Compliance Operator, B %EEZEM|FR Compliance Operator B E X FIRE X (CRD), ik CRD
&, ERILLEIMIER openshift-compliance i B EMifk Operator Rk H & (A,

FoRFEMH

o FHEA cluster-admin FFRAYNK 17 OpenShift Container Platform &2%,
o WI&% OpenShift Compliance Operator,

P
{8 F OpenShift Container Platform Web 12 & ik Compliance Operator :

1. k& Compliance Operator Z%#) CRD :

a. tJ#:E] Administration » Custom Resource Definitions 71 &,

b. 7£ Name FEk#H3€3% compliance.openshift.io,

c. miiLLF CRD 52189 Options 35, $AF1LH Delete Custom Resource Definition

e ComplianceCheckResult
e ComplianceRemediation
e ComplianceScan
e ComplianceSuite
e ProfileBundle
e profile
o Him]
® ScanSettingBinding
e ScanSetting
e TailoredProfile
o T8
2. Mk OpenShift Compliance T8 :

a. tI#%] Home - Projects T,

b. = openshift-compliance 718 351189 Options 3 5., #A/F1L#E Delete Project,
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c. BHAHIEXEMERHIA openshift-compliance 3= Delete AN R,

5.13. T#BEE LHIRE X
OpenShift Container Platform ##) Compliance Operator HIERAE T LB E L FHRE X (CRD)E5EM
EHERR, BETEHMEMHE, e BEUIE LHELZEEKRE, ZKREM ComplianceAsCode 1 X1 H
$TEME, Compliance Operator BiX LR LIRIEEHN CRD, ERILMER R ZTEMMEE, Hh
72 IRE ] UK BRI R
5.13.1. CRD I{E#®
CRD WEIRE T UTIERERE I -

1. EXEMEHEER

2. EEAHMHELE

3. FEAAIMHEYELESHMEE XK

4. GiEEHMEHRE

5. leESMMEmETR

5.13.2. E LG MHmERK

ZINER T, Compliance Operator CRD &% ProfileBundle #1 Profile X/ %, EalUEHEFPE XX E
B ERHN], EATLUE A TailoredProfile X & B E X RIAEEE.

5.13.2.1. ProfileBundle ¥/ %

Z2%& Compliance Operator Iif, ©8&& T ready-to-run ProfileBundle %R, Compliance Operator f##f7
ProfileBundle X%, FHAMASHHENELESRLE— Profile xfR. ©iL=#4 Rule # Variable
SR, XLEXTREH Profile X REF,

ProfileBundle % &R~

apiVersion: compliance.openshift.io/vialphat
kind: ProfileBundle
name: <profile bundle name>
namespace: openshift-compliance
spec:
contentFile: ssg-ocp4-ds.xml ﬂ
contentlmage: quay.io/complianceascode/ocp4:latest 9
status:
dataStreamStatus: VALID 6

@ EERBSHMENRER()BEE.
@ EEHERBEXHNBRIL.

g $5BH Compliance Operator @ EREW TN A X 4.
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Gk

Ny

1S

N
g

o

SRR

LIMM TR EHRENREI 2 RN BHEEN, ProfileBundle Xf R{F LM 3 E 7~ PENDING K. Fhim
NEERAR, BAUBEES E—MHEETENES. 74, EUMPRIFER I ProfileBundle & 5§ L

REE TR,

5.13.2.2. BBBE R

Profile XI R E AT LU EANEMMEIE T EMNIFL E, ©E8E OpenSCAP BBBEMMTIEE, WH
XCCDF #riRfFfEt B E £/ % Node = Platform 258, EAILLEREE(F A Profile *%R, thalLUFEA

TailorProfile X R A —F BE XL E,

. IBTEFhOIESIEN Profile KR, EHNERMHEA ProfileBundle X RETEMR, &
. &, H ProfileBundle X[ R A LLEE % Profile X[ £,

Profile X R~ {l

108

apiVersion: compliance.openshift.io/vialphat
description: <description of the profile>
id: xccdf_org.ssgproject.content_profile_moderate ﬂ
kind: Profile
metadata:
annotations:
compliance.openshift.io/product: <product name>
compliance.openshift.io/product-type: Node g
creationTimestamp: "YYYY-MM-DDTMM:HH:SSZ"
generation: 1
labels:
compliance.openshift.io/profile-bundle: <profile bundle name>
name: rhcos4-moderate
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ProfileBundle
name: <profile bundle name>
uid: <uid string>
resourceVersion: "<version number>"

selfLink: /apis/compliance.openshift.io/vialphai/namespaces/openshift-compliance/profiles/rhcos4-

moderate
uid: <uid string>
rules: 6
- rhcos4-account-disable-post-pw-expiration
- rhcos4-accounts-no-uid-except-zero

i contentFile KT, SHIT— errorMessage B4, TIRMEAA EHIRNEHE
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- rhcos4-audit-rules-dac-modification-chmod
- rhcos4-audit-rules-dac-modification-chown
title: <title of the profile>

ﬂ IEERBEEMN XCCDF £#F, HIZF ComplianceScan X RE X hiHMMEBERBMER, EHER
XAMFRIA T

¥ 7 Node =% Platform, W mECEBEAEER T Ml AEBEESLEI# Kubernetes &,

g EERERHMNIGIR, FMANERR N —MRE,

5.13.2.3. FII X &R

Rule SR TEREXH, BRIFNNIRAF. £ Rule IRELAMEEER, HiEEECENAEER
8

Rule X Rl

apiVersion: compliance.openshift.io/vialphat
checkType: Platform
description: <description of the rule>
id: xcedf_org.ssgproject.content_rule_configure_network_policies_namespaces 9
instructions: <manual instructions for the scan>
kind: Rule
metadata:
annotations:
compliance.openshift.io/rule: configure-network-policies-namespaces
control.compliance.openshift.io/CIS-OCP: 5.3.2
control.compliance.openshift.io/NERC-CIP: CIP-003-3 R4;CIP-003-3 R4.2;CIP-003-3
R5;CIP-003-3 R6;CIP-004-3 R2.2.4;CIP-004-3 R3;CIP-007-3 R2;CIP-007-3 R2.1;CIP-007-3
R2.2;CIP-007-3 R2.3;CIP-007-3 R5.1;CIP-007-3 R6.1
control.compliance.openshift.io/NIST-800-53: AC-4;AC-4(21);CA-3(5);CM-6;CM-6(1);CM-7;CM-
7(1);SC-7;SC-7(3);SC-7(5);SC-7(8);SC-7(12);SC-7(13);SC-7(18)
labels:
compliance.openshift.io/profile-bundle: ocp4
name: ocp4-configure-network-policies-namespaces
namespace: openshift-compliance
rationale: <description of why this rule is checked>
severity: high €)
title: <summary of the rule>

EERELMNNITIRE, Node ELESRTHER T = Platform ECES I Kubernetes 4,
ZEFTEEETRE,

EEAINE XCCDF 75, ZANE#EM datastream 4T,

o0 o

8 EALNFE SR B9 E 1,

L

Rule ¥ RIKBUE U HIFRZE, LUEHMIRA]XELE ProfileBundle %4, ProfileBundle 18
1E b % % B9 OwnerReferences H3E7E.
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5.13.2.4. TailoredProfile %

{# /A TailoredProfile % RIRFEHHINIG R RIERBIAR Profile W R, EELUSAHERAN, RELE
H, FhaE URHEIE\t, R, TailoredProfile S R&0IE—/ ConfigMap, © & LI
ComplianceScan %I 5| .

R

& A LT £ ScanSettingBinding X § A1 5| F TailoredProfile X3 TailoredProfile ¥/, Hx
ScanSettingBinding WE %S 8, E£ i ScanSettingBinding X &,

TailoredProfile %1 & 3Hl

apiVersion: compliance.openshift.io/vialphat
kind: TailoredProfile
metadata:
name: rhcos4-with-usb
spec:
extends: rhcos4-moderate ﬂ
title: <title of the tailored profile>
disableRules:
- name: <name of a rule object to be disabled>
rationale: <description of why this rule is checked>
status:
id: xccdf_compliance.openshift.io_profile_rhcos4-with-usb 9
outputRef:
name: rhcos4-with-usb-tp e
namespace: openshift-compliance
state: READY @)

XEA R, 9% TailoredProfile #J Profile % REVEZF, WREGIXEME, /=M enableRules
FROIB—NEES,

B EEHIEE SR XCCDF &,
157 ConfigMap &%k, = F4F ComplianceScan # tailoringConfigMap.name /&£ HI(H,

BN RIIRA, 0 READY. PENDING #0 FAILURE, #NRXRHIRZSN ERROR, NIEM
status.errorMessage & KIMER IR E.,

o000 9O

{8 TailoredProfile X &I, BLA{EA TailoredProfile #i& 3k 0/ &2#H Profile %%, E0iEH K@
£ HFRBUTEKESH :

o AEMFRE
e extends {H % HZE

e TailoredProfile /& LTI HE BT AR

I compliance.openshift.io/product-type: <scan type>
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INRIEZAFXE product-type ;Ef#, Compliance Operator REKIAEF Platform
ik 8, 1F TailoredProfile X REIZFRARNI -node FHS T node HHH#E

2,

5.13.3. B E ST XE

EENTEAMIHENERE, BB TIEEFEEE, BB MAEREES. BEMEIX—
=, Compliance Operator 7{E1Z# T ScanSetting X %,

5.13.3.1. ScanSetting &%

£ ScanSetting X RE XL HERRIERIERZ1THME, BRIAERT, Compliance Operator R8I L
F ScanSetting * % :

e default- ©1f master #l worker T2 (fER1GIi PV) EEXM 1AM 2T X, HREBEE
=XRER, NS BER.

e default-auto-apply - E7E control plane #1 worker 77 (8 1Gi PV) E&X 1AM 17— X
#, HFREKRE=/143R. autoApplyRemediations #1 autoUpdateRemediations & 7

true,

ScanSetting *f Rl

apiVersion: compliance.openshift.io/vialphat
kind: ScanSetting
metadata:

name: <name of the scan>

autoApplyRemediations: false ﬂ
autoUpdateRemediations: false 9

schedule: "0 1 ***" G
rawResultStorage:
size: "2Gi"

rotation: 10 6
roles: G

- worker
- master

WE true ISR BT, XED false TE R B 1M,

WEN true, NRABREHEABINHN. HED false UERAABEH BN,
YEETIRNLL cron B ITRISNEE,

EEN Y B AR EFERNAFE RIS R, BIAE 1Gi

EEFMRASRIIIRE. FNMED 3, BEIRNGERRE, BEIUIERE L EZAIFIEEM
HR.

@ \
ERRRERES, HREIRDN O,
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5% node-role.kubernetes.io 7% 1H, LLAE Node KEMFIHE, X MEMIS
MachineConfigPool #94& #RICHL,

5.13.4. FRAEMMEHBIXECESMEEREK

LIMENL T EAMHBEXRF Y BEE V21T, Compliance Operator &fH
ScanSettingBinding X R M2 E,

5.13.4.1. ScanSettingBinding %/ &

&/ ScanSettingBinding *f RIEE MG ME K, F5|H Profile 3¢ TailoredProfile X%, AfE, EX
HEREE|— ScanSetting X5, ©HIREIRMIZIERS], A, Compliance Operator 1R#E
ScanSetting #1 ScanSettingBinding % & £ ComplianceSuite X &,

ScanSettingBinding % &2~

apiVersion: compliance.openshift.io/vialphat
kind: ScanSettingBinding
metadata:
name: <name of the scan>
profiles: ﬂ
# Node checks
- name: rhcos4-with-usb
kind: TailoredProfile
apiGroup: compliance.openshift.io/vialphal
# Cluster checks
- name: ocp4-moderate
kind: Profile
apiGroup: compliance.openshift.io/vialphal
settingsRef:
name: my-companys-constraints
kind: ScanSetting
apiGroup: compliance.openshift.io/vialphai

Q {27 Profile =% TailoredProfile X S #0i¥ls, LU IEHIEFE,

© SEBRERE, MAEMEELRN,

]2 ScanSetting 1 ScanSettingBinding X R 2 S &MMEEH., BRMENEHIIR, HZTUT

oo .
T

I $ oc get compliancesuites

- o
IR T ScanSettingBinding, Nt &MHRES MRS,

5.13.5. IREF & AT
BIBRAEMEHME, EITLUER ComplianceSuite X R I 2 ER E IR,

12
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5.13.5.1. ComplianceSuite X%
ComplianceSuite *f R AT & BN R IRERI AR E. EES0BEBMNFRIBIXBEU R EAHLEER,

%fF Node KU, ERNIZIFIHESTE] MachineConfigPool, EhE @& MR R, NREE
E T, ERREEENAEN,

ComplianceSuite X &Rl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceSuite
metadata:
name: <name of the scan>
spec:
autoApplyRemediations: false ﬂ
schedule: "0 1 * **"

scans: e

- hame: workers-scan
scanType: Node
profile: xccdf_org.ssgproject.content_profile_moderate
content: ssg-rhcos4-ds.xml
contentimage: quay.io/complianceascode/ocp4:latest
rule: "xccdf_org.ssgproject.content_rule_no_netrc_files"
nodeSelector:
node-role.kubernetes.io/worker: "
status:
Phase: DONE @)
Result: NON-COMPLIANT @
scanStatuses:
- name: workers-scan
phase: DONE
result: NON-COMPLIANT

WE true ISR BT, XED false TE R B 3114,
BEFIHEN LA cron XIS 1THIMNER,
EEEERHFIZTHEEAEIIR,

R,

RTIEMERER,

0009

AT EALIRYE scan 2303 ComplianceScan &R, A LILIGRFEH R IKEL
ComplianceSuites £, ERIMEHFNEMH, 1H2TUTHS -

I $ oc get events --field-selector involvedObject.kind=ComplianceSuite,involvedObject.name=<name of
the suite>

HE
EFIE X ComplianceSuite I Al RE &%, FNEEE XCCDF B,

13
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5.13.5.2. &% ComplianceScan * %

Compliance Operator @iEFAF XK SME TEERNE N A LT, BRABRUEAREZERUIE—T
ComplianceScan *f%, {B&FLUEA ComplianceSuite X REKEEE,

=2 ComplianceScan Xf Rl

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceScan
metadata:
name: <name of the scan>
spec:
scanType: Node ﬂ
profile: xccdf_org.ssgproject.content_profile_moderate 9
content: ssg-ocp4-ds.xml
contentlmage: quay.io/complianceascode/ocp4:latest 6
rule: "xccdf_org.ssgproject.content_rule_no_netrc_files" ﬂ
nodeSelector: 9
node-role.kubernetes.io/worker: "
status:

phase: DONE G
result: NON-COMPLIANT @)

¥ 7 Node =% Platform, " mECBEAEERE T Ml AEBEESEI# Kubernetes &,

e

EEMREZTHE B LR XCCDF FRHfF,
B EH R BEE X HEHNE R,

CRAEN, BEBITHEMNBEE, ZWNRFER XCCDF ID 71, FEXIETIEER
EIE%O

0009

=

IRERKT rule 2%, NEEERERMAA AT RMNLZTEHE,

INRIZFE OpenShift Container Platform £, FHHEAEM N, N nodeSelector FRZE IS
MachineConfigPool #+% [T,

®

IR % B E nodeSelector 2455 MachineConfig /7% ICE, N2
17, BRRMIEIK,

BRI S RIR R,
RTREBILEER,

o9

H o
INRIEMFRT ComplianceSuite X%, NIFTA XL EER M R,
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HitimmE, SREMRLEREN ComplianceCheckResult X REBEE LR, B2, FRIALERLARF
BRRME, XEEREEEFAESPV)R, CEESHRANTRBFALESERPVC), & LYF
253K ComplianceScans £, ZHNEHENEN, FHTUTHS :

I oc get events --field-selector involvedObject.kind=ComplianceScan,involvedObject.name=<name of
the suite>

5.13.6. EE G ML,
W A MM EE (75 F) DONE [ BB, a7 B4 BRI AT AE R+ S 3,

5.13.6.1. ComplianceCheckResult %%

LFEAREEBERCTHEN, REIERESHHNS NN, SFEIHMN, BROIE—
ComplianceCheckResult ¥/, ©hfFEMNIRHETHRE,

ComplianceCheckResult % &<l

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceCheckResult
metadata:
labels:
compliance.openshift.io/check-severity: medium
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: example-compliancesuite
compliance.openshift.io/scan-name: workers-scan
name: workers-scan-no-direct-root-logins
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ComplianceScan
name: workers-scan
description: <description of scan check>
instructions: <manual instructions for the scan>
id: xccdf_org.ssgproject.content_rule_no_direct_root_logins
severity: medium

status: FAIL @)

B Er B,

®9

R ERER, JREMES -
® PASS : BB,
o FAIL : R ERAI,
o INFO : I0EERRT), KII—LR/"EM, RN RNRE,
e MANUAL : RREFEBIHERE, FEFIRE,
e INCONSISTENT : REIT RIk &R ERILER.
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® ERROR : KEZITHIN, B ETEMK.

e NOTAPPLICABLE: #e & & Aiz1T, RNEARER,

BRGEMTHFAREER, WETUTAHS

I oc get compliancecheckresults -1 compliance.openshift.io/suite=<suit name>

5.13.6.2. ComplianceRemediation %4

S FRFENRE, LB —1 datastream I8EHIMEE ., 1BE, 0R Kubernetes fEE7T A, NI
Compliance Operator 2/ — ComplianceRemediation %,

ComplianceRemediation % &<l

apiVersion: compliance.openshift.io/vialphat
kind: ComplianceRemediation
metadata:
labels:
compliance.openshift.io/suite: example-compliancesuite
compliance.openshift.io/scan-name: workers-scan
machineconfiguration.openshift.io/role: worker
name: workers-scan-disable-users-coredumps
namespace: openshift-compliance
ownerReferences:
- apiVersion: compliance.openshift.io/vialphai
blockOwnerDeletion: true
controller: true
kind: ComplianceCheckResult
name: workers-scan-disable-users-coredumps
uid: <UID>
spec:
apply: false 0
object:
current:
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
spec:
config:
ignition:
version: 2.2.0
storage:
files:
- contents:
source: data:,%2A%20%20%20%20%20hard%20%20%20core%20%20%20%200
filesystem: root
mode: 420
path: /etc/security/limits.d/75-disable_users_coredumps.conf
outdated: {}

ﬂ true RN A T, false R&AE N AN,
© aEEHEMEL
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RNZBIMUBIBI R BRR A BRI, Compliance Operator HARB LI BN K, LMEEEGE
R R#F N EIE N R EEH I,

ENEHFRIRGHRENE, 1HZITUTHRS :
I oc get complianceremediations -| compliance.openshift.io/suite=<suite name>

ZIH AT BSEENAERIICE, HEITUTHRS

oc get compliancecheckresults -1 'compliance.openshift.io/check-status in
(FAIL),compliance.openshift.io/automated-remediation’

ZIHAFNEEFRBERIICE, HEITUTHRS

oc get compliancecheckresults -1 'compliance.openshift.io/check-status in
(FAIL),!compliance.openshift.io/automated-remediation’

17
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5 6 E FILE INTEGRITY OPERATOR

6.1. FILE INTEGRITY OPERATOR A 1T3FiC
OpenShift Container Platform B9 File Integrity Operator £ RHCOS 7 s _EFEL 21T X e B M2,
KEATEILNLE T OpenShift Container Platform | File Integrity Operator B9FF %

B X File Integrity Operator B9k, 15Z05 T #Z File Integrity Operators

6.1.1. OpenShift File Integrity Operator 0.1.30

LU /AE T B TF OpenShift File Integrity Operator 0.1.30 :

e RHBA-2022:5538 Integrity Operator 12/ im:;EE S FThAEIR i B ET

6.1.1.1. B ES

o TELIRAIMIARAH, File Integrity Operator X MBS B X BEMAZREE, FILRE T HERNEK
JBALE, PITE, Operator RIXEEYMMAZLEN, MBI ERMN T, (BZ#2101393)

6.1.2. OpenShift File Integrity Operator 0.1.24

LR S FTF OpenShift File Integrity Operator 0.1.24 :

e RHBA-2022:1331 OpenShift File Integrity Operator 2F {5 1A EE B#T

6.1.2.1. HThee B Thae i
o JI7E, f&EILUEMA config.maxBackups E%EZE Filelntegrity B E X FR(CR)RHM R KD
2, LLEMEEM re-init H#2REM AIDE BIBEMBEEMHE, URBETRL, BHEE
HEZAWBEHR2EIMESE, BRIMENENFHD.
6.1.2.2. BFHIRESR
o TELIRTMIARAH, JF Operator M 0.1.21 ZHIAIARAFEI 0.1.22 AIgE R F:3K re-init THRERIL, X

=& Operator TTEE#T configMap FREITG: . IE, ARBRFMAKIES FIREIR
(BZ#2049206)

o FELREIBIRRAA, ZisnHIRA configMap HIAR B iGN, RLLEFRHEBERY., X25RE

Operator A% f5, aide-reinit FIATTEERERT, FH 53 re-init H2XKM, IMfE, daemonSet
EIT5REE, AIDE $URJE re-init S R2 A LURINHT, (BZ#2072058)

6.1.3. OpenShift File Integrity Operator 0.1.22

LU AL B TF OpenShift File Integrity Operator 0.1.22:

e RHBA-2022:0142 OpenShift File Integrity Operator 25 1A 1E S BE#

6.1.3. 1. BEFHAES

o TELIHIMIRRAF, ZZEE File Integrity Operator FRIT AT BER A /etc/kubernetes/aide.reinit
X T OpenShift Container Platform B %71, #03R /etc/kubernetes/aide.reinit X {4 1F1E,

18
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M HELXFIER, {BMETE ostree BIERTHMIBR, TEXNRA
i, /etc/kubernetes/aide.reinit ## %] /run BxH, LMEEARSXE OpenShift Container
Platform BE#T M2, (BZ#2033311)

6.1.4. OpenShift File Integrity Operator 0.1.21

LU AR B TF OpenShift File Integrity Operator 0.1.21 :

e RHBA-2021:4631 OpenShift File Integrity Operator 2 R;FEIE S M ThEEIE i B #T

6.1.4.1. HiThee B Thaeid in

e web ¥HIE B Monitoring (Y FRiR 4 i RS Filelntegrity 145 RN R IgRE X IIETR, 458
{# /8 file_integrity_operator_ Hu?”?I‘T\LE

o MR RERET 1 WHER FTEETEMERI, N operator #5422 A/ Z R IR HAIEIA
PrometheusRule 77§ —PMNE&,

e LUTFE07 Machine Config Operator # Cluster Version Operator ¥ X X4 B E RN SIEERIA
AIDE ZRBgH, LAFEBNTE T R EH AR BRI ERS -

o /etc/machine-config-daemon/currentconfig
o /etc/pki/ca-trust/extracted/java/cacerts
o /etc/cvo/updatepayloads
o /root/.kube
° ?A\ij?; SFHEHERR v0.116 MR EMDUHE, FEXT AIDE BB ZEREI TR A £MEIREER

6.1.4.2. BFIHIEE

o TELIFIBIARAH, & Operator BEIFNS, BT HARERIBMPR, EXDRAH, TH
BSP R R R TE B A S0T 12 P A RR,

6.1.5. HM R

e T File Integrity Operator

6.2. Z%& FILE INTEGRITY OPERATOR

6.2.1. {5 Web 12 & 2% File Integrity Operator

FeREH
o i EH admin fUIR,

AR

1. £ OpenShift Container Platform Web #£#l & # 51 &£ Operators —» OperatorHub,

2. #3% File Integrity Operator, ARG Install,
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3. RE REERX 1 SRZEE WEIER, LUARS Operator R45Z| openshift-file-integrity &
£ 22 [H]

4. = Install,
ETAlls
WINRERD :
1. 5%l Operators — Installed Operators 1M,
2. &2 ETE openshift-file-integrity v 22 [A] &2 %E Operator, HAREH Succeeded.
R Operator ZRAMINEE :
1. 5%l Operators - Installed Operators T, 2% Status 7 ESH EMEIRFEE,

2. Sin% Workloads - Pods T1H, % openshift-file-integrity 1 B F i & IRiH pod B H &,

6.2.2. {3 CLI %% File Integrity Operator
o YRR admin f[R,

1. 21T T H4, fIE—4 Namespace /%R YAML X4 :

I $ oc create -f <file-name>.yaml
ot Bl

apiVersion: vi
kind: Namespace
metadata:
labels:
openshift.io/cluster-monitoring: "true"
name: openshift-file-integrity

2. fI/E OperatorGroup %% YAML X4 :

I $ oc create -f <file-name>.yaml
it B

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: file-integrity-operator
namespace: openshift-file-integrity
spec:
targetNamespaces:
- openshift-file-integrity
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3. fl|# Subscription /&R YAML 34 :

I $ oc create -f <file-name>.yaml
it 7~ Bl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: file-integrity-operator
namespace: openshift-file-integrity
spec:
channel: "release-0.1"
installPlanApproval: Automatic
name: file-integrity-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

1 BT E CSV XM RIIERER TR
I $ oc get csv -n openshift-file-integrity
2. 381 File Integrity Operator R & IETEIZTT :

I $ oc get deploy -n openshift-file-integrity

6.2.3. HBTIR
o EZRMLKLINEHRTHE File Integrity Operator, NEFLER, 1ESHEZ RIS HERA
Operator Lifecycle Manager,
6.3. T#2 FILE INTEGRITY OPERATOR
File Integrity Operator &8 —** OpenShift Container Platform Operator, HE7ESE T m LS 1T

TEMRE, ERE-NTTHREE, AT REDBEHZTENEHAERNINME (AIDE) B,
MR — MRS RIEFTHRREDBZITHRMERM XM B,

HE
Bal, 1{# Red Hat Enterprise Linux CoreOS (RHCOS) i s,

6.3.1. Bl Filelntegrity B E X %R
Filelntegrity B & Y %R (CR) BFISLFI TR — AN — NS N T it TR U SR B M

&
£ Filelntegrity CR #iEH—MERF 4 Filelntegrity CR MA&EYTT & L1217 AIDE BISHF 2 X,

ff

L=

S

1. G247 worker-fileintegrity.yaml & Filelntegrity CR 7=f5l, LATE worker 7 s 2 FFI# :
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a1 FileIntegrity CR

apiVersion: fileintegrity.openshift.io/vialphai
kind: Filelntegrity
metadata:
name: worker-fileintegrity
namespace: openshift-file-integrity
spec:
nodeSelector:
node-role.kubernetes.io/worker: "
config: {}

2. ¥ YAML {45 FA & openshift-file-integrity #4227 :
I $ oc apply -f worker-fileintegrity.yaml -n openshift-file-integrity
o ZTLL T &SHIA Filelntegrity X RS QIR

I $ oc get fileintegrities -n openshift-file-integrity

it N
NAME AGE
worker-fileintegrity 14s

6.3.2. 2% Filelntegrity B E YRR

FileIntegrity B E X R (CR) @i . status.phase F Rk EH

ik =
o EIf Filelntegrity CRIRZ, &

517 :

Fﬁ{

I $ oc get fileintegrities/worker-fileintegrity -o jsonpath="{ .status.phase }"
I
I Active

6.3.3. FileIntegrity B & X FIEMN T EX
o FFAMEE - 0B E IR (CR) FHIM X,

o Active - E&TFIFARERIFZITHMNER,
o 1L - AIDE BUBEEFMRLBIN R,

6.3.4. T fi# FileIntegrityNodeStatuses ¥ %
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Filelntegrity CR Mf#545 R 7E4 # FilelntegrityNodeStatuses #9553 — N4 ik,
I $ oc get fileintegritynodestatuses
ot Bl

NAME AGE

worker-fileintegrity-ip-10-0-130-192.ec2.internal  101s
worker-fileintegrity-ip-10-0-147-133.ec2.internal  109s
worker-fileintegrity-ip-10-0-165-160.ec2.internal  102s

G

ATREHFE T e} A], FilelntegrityNodeStatus X RIS R F AT,

BT REBE—NERT R, B FilelntegrityNodeStatus X 55 nodeName /& 14 &8 %S B T4 #6089
Tm. XHREMEHBIRSE results BT TR, HPasHBEN.

I $ oc get fileintegritynodestatuses.fileintegrity.openshift.io -ojsonpath="{.items[*].results}' | jq

fileintegritynodestatus %/ i &5 AIDE iZ{THIRFTIRE, FHIE status FERAAFREN
Failed. Succeeded =X Errored,

I $ oc get fileintegritynodestatuses -w
I

NAME NODE STATUS
example-fileintegrity-ip-10-0-134-186.us-east-2.compute.internal ip-10-0-134-186.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-150-230.us-east-2.compute.internal ip-10-0-150-230.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-169-137.us-east-2.compute.internal ip-10-0-169-137.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-180-200.us-east-2.compute.internal ip-10-0-180-200.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-194-66.us-east-2.compute.internal  ip-10-0-194-66.us-east-
2.compute.internal  Failed
example-fileintegrity-ip-10-0-222-188.us-east-2.compute.internal ip-10-0-222-188.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-134-186.us-east-2.compute.internal ip-10-0-134-186.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-222-188.us-east-2.compute.internal ip-10-0-222-188.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-194-66.us-east-2.compute.internal  ip-10-0-194-66.us-east-
2.compute.internal  Failed
example-fileintegrity-ip-10-0-150-230.us-east-2.compute.internal ip-10-0-150-230.us-east-
2.compute.internal Succeeded
example-fileintegrity-ip-10-0-180-200.us-east-2.compute.internal ip-10-0-180-200.us-east-
2.compute.internal Succeeded

6.3.5. FilelntegrityNodeStatus CR R A8
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X S S FE XTIV BY FilelntegrityNodeStatus CR A S M4 REUH PR E -

e Succeeded - B EEMRE ; AIDE (& RATHEI A B B E#IRE L ROB{IELEEF
WIE,

e Failed - STEMRE KRN ; AIDE & FRATEHEI— L34 B 5 B8R E L RABE LR ERIE
o

e Errored - AIDE Hi#R2F BRI EREE 1R,

6.3.5.1. FileIntegrityNodeStatus CR B Rfl

BER S5 8H H R B

[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:45:57Z2"
}
]
[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:46:03Z2"
}
]
[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:45:48Z7"

}
]

FEXMIERT, FIE=NEEEK, BingEHMmEMY,

6.3.5.2. FileIntegrityNodeStatus CR kR Sl

T LSRN, HIEK AIDE IRERIE R — S, HIM, EEH—A worker T s HEH
/etc/resolv.conf :

I $ oc debug node/ip-10-0-130-192.ec2.internal
I

Creating debug namespace/openshift-debug-node-Idfb; ...
Starting pod/ip-10-0-130-192ec2internal-debug ...

To use host binaries, run “chroot /host

Pod IP: 10.0.130.192

If you don't see a command prompt, try pressing enter.
sh-4.2# echo "# integrity test" >> /host/etc/resolv.conf
sh-4.2# exit

Removing debug pod ...
Removing debug namespace/openshift-debug-node-Idfb; ...
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—ERRT[E] S, #ER.BY FilelntegrityNodeStatus X RE4E REA P IR Failed K. ZA1H
Succeeded FHMHIRE, ETMERRKERBBINT A,

$ oc get fileintegritynodestatuses.fileintegrity.openshift.io/worker-fileintegrity-ip-10-0-130-
192.ec2.internal -ojsonpath='{.results}' | jq -r

&, MNRERBRITREH, WE1T !
I $ oc get fileintegritynodestatuses.fileintegrity.openshift.io -ojsonpath="{.items[*].results}' | jq
A a1

[
{

"condition": "Succeeded",
"lastProbeTime": "2020-09-15T12:54:14Z"
b
{

"condition": "Failed",

"filesChanged": 1,

"lastProbeTime": "2020-09-15T12:57:20Z",

"resultConfigMapName": "aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed",
"resultConfigMapNamespace": "openshift-file-integrity"

Failed S&c{4HEA— N ERERS, ZRFIFANE T BEARNKBR KRR :
I $ oc describe cm aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed
I

Name: aide-ds-worker-fileintegrity-ip-10-0-130-192.ec2.internal-failed

Namespace: openshift-file-integrity

Labels: file-integrity.openshift.io/node=ip-10-0-130-192.ec2.internal
file-integrity.openshift.io/owner=worker-fileintegrity
file-integrity.openshift.io/result-log=

Annotations: file-integrity.openshift.io/files-added: 0
file-integrity.openshift.io/files-changed: 1
file-integrity.openshift.io/files-removed: 0

Data

integritylog:
AIDE 0.15.1 found differences between database and filesystem!!
Start timestamp: 2020-09-15 12:58:15

Summary:
Total number of files: 31553
Added files: 0
Removed files: 0
Changed files: 1
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Changed files:

changed: /hostroot/etc/resolv.conf

Detailed information about changes:

File: /hostroot/etc/resolv.conf
SHA512 :sTQYpB/AL7FeoGtu/1g7opv6C+KT1CBJ , gAeM+a8yTgHPnIHMaRIS+s061EN8VOpg

Events: <none>

B FECEMR SRR ANRE, it IMB B9 AIDE HEREH base64 Jitdiy gzip FFH4 7NN E 2K ES & Pg 54
., EXFERT, SERL LGS HHHEEE base64 --decode | gunzip, [£4E89HEREEM
5t fh 721 file-integrity.openshift.io/compressed ¥ 2 £ R R,

6.3.6. TREMH

Filelntegrity #1 FilelntegrityNodeStatus I REVRTH FA 10K, FHRIAEN AR T &2, 0
M Initializing 25 Active, EAXA—ERRHMMIIRER. BR, SRFNEHBARISEHIIRE,

I $ oc get events --field-selector reason=FilelntegrityStatus

it N |
LAST SEEN TYPE REASON OBJECT MESSAGE
97s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Pending
67s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Initializing
37s Normal FilelntegrityStatus fileintegrity/example-fileintegrity Active

LT RIIMKME, 2@/ add/changed/removed FEC BETE B OIS 4

I $ oc get events --field-selector reason=NodelntegrityStatus
I

LAST SEEN TYPE REASON OBJECT MESSAGE

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-134-173.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-168-238.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-169-175.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-152-92.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-158-144.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
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0-131-30.ec2.internal

87m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:1,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-fileintegrity-ip-
10-0-152-92.ec2.internal-failed

BRI, ERSMRI XU HRESSBENEM, BT mERSE R L,
I $ oc get events --field-selector reason=NodelntegrityStatus
I

LAST SEEN TYPE REASON OBJECT MESSAGE

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-134-173.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-168-238.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-169-175.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-152-92.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-158-144.ec2.internal

114m Normal NodelntegrityStatus fileintegrity/example-fileintegrity no changes to node ip-10-
0-131-30.ec2.internal

87m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:1,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-fileintegrity-ip-
10-0-152-92.ec2.internal-failed

40m Warning NodelntegrityStatus fileintegrity/example-fileintegrity node ip-10-0-152-
92.ec2.internal has changed! a:3,c:1,r:0 \ log:openshift-file-integrity/aide-ds-example-fileintegrity-ip-
10-0-152-92.ec2.internal-failed

6.4.EEE B E X FILE INTEGRITY OPERATOR

6.4.1. &% Filelntegrity X/ RE 4%

FEST Kubernetes BE XL HIR (CR) —#f, f&AILLZ1T oc explain fileintegrity, AEFERAUTAHEEE
BNEM -

I $ oc explain fileintegrity.spec

I $ oc explain fileintegrity.spec.config

6.42. EEEM
5 6.1. EEM spec #l spec.config B

Bt
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Bt

spec.nodeSelector

spec.debug

spec.tolerations

spec.config.gracePeriod

maxBackups

spec.config.name

spec.config.namespace

spec.config.key

6.4.3. KERINEBE

sk

PREXTBRET ST mn A Ll FREEIXTT L
& AIDE Pod, BERIMAZRZIOXE—MHEEN, Hep
node-role.kubernetes.io/worker: """ 7£ff &
worker 7 s _EIHE

AIDE, node.openshift.io/os_id: "rhcos" £ fiE
Red Hat Enterprise Linux CoreOS (RHCOS) i s £
W AIDE,

IR EBME. tﬂ%mﬁ true, 7t AIDE spifdtfeg&Eh
BT RSHHANE R,

EHEEE LS RNT R EEEHERR. MREE
BE, WEMNARIANER, RITFERAE control
plane TTRLEizfT (BFFH master TTR) o

AIDE REMIGE v B S, ET mAmgiT
AIDE i EEEAREYOR, RUILAI LS E B HOHT A [E]
Igf"io :Ek-l’}\jj 900 *’J\jz 15 ﬁlf‘qjo

M EFrinit #2H{R 28 AIDE BUBZEM B EFHHR
AHE, UMRBETR L, RTIMEN, HHF
MEWTFIHRBIMED,

BEHE X AIDE EZEH configMap &#5, fRA
B&, NItE— RIS,

SBEBE X ADE BE&H configMap By & Z2[H], 40
RERKE, FIO REMEE RHCOS RETHEIAED
&,

£l AR ZEN IEENE BRSSP a3 SR
AIDE BEeEMIEEFH. ZiA{E W aide.conf,

2K\ File Integrity Operator B E7Zfi#1E 5 Filelntegrity CR & #i 8RR ED EBRET .

AR
o ERAMINEE, HIBIT:

I $ oc describe cm/worker-fileintegrity

6.4.4. 7 fRZIA\M File Integrity Operator F2 &

THEIEEMSTH aide.conf A :
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@@define DBDIR /hostroot/etc/kubernetes

@@define LOGDIR /hostroot/etc/kubernetes
database=file:@@{DBDIR}/aide.db.gz
database_out=file:@@{DBDIR}/aide.db.gz

gzip_dbout=yes

verbose=5

report_url=file:@@{LOGDIR}/aide.log

report_url=stdout

PERMS = p+u+g+acl+selinux+xattrs

CONTENT_EX = sha512+ftype+p+u+g+n+acl+selinux+xattrs

/hostroot/boot/ CONTENT_EX

/hostroot/root/\..* PERMS
/hostroot/root/ CONTENT_EX

FileIntegrity SCAIREIA B BRZELL T B & RIS -
e /root
® /boot
® /usr
® Jetc
FEZLUTEX :
® /var
o /opt

e Jjetc/ T—L5FE T OpenShift BIBERRIN

6.4.5. IRt B & X AIDE B2 &

{E{IECE AIDE NER{T RIS E, %0 DBDIR. LOGDIR. database #1 database_out #8&%% Operator
BE, NTELUNMRTAET mBMBERNFAEHE, Operator RIEHRFIE M /hostroot/ FRINRTLL, X
¥, BEESEFAATRRETEATARHFLIMEFMRBEREIMIIE ADE BE2E, B HE,

-
/hostroot Ziz1T AIDE B9 Pod ##H TN XH RGN E X, ERECE AL EFWHREEIE
)%O

6.4.6. & X B X File Integrity Operator E2i&

A5 E RIRIES worker-fileintegrity CR 12t FIBAIABCE, 4 control plane T (HE#H master 77 )
EZTHHERRE LB E BB, MRETTNBBENTFHARETHNEE LTYE, HREBREHE
£ control plane 17 s _EBY /opt/mydaemon T, NIt T/EFRTRERE A,

i =

1. EREFARE.
2. AR SBERREI X 4R RIAEC B,
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3. MERENRNEFEENREMRS .
4. @it spec.config FHIEMST Filelntegrity X R¥5 M BB RST
5. REEINECE :

I $ oc extract cm/worker-fileintegrity --keys=aide.conf

X GIE— 1NN aide.conf B, EeIXf Hit T, 77 UiBA Operator A B{ R H 1T/
HAL IR, ABIRIN— N ESRIZBERRE X -

I $ vim aide.conf
HiH Pl

/hostroot/etc/kubernetes/static-pod-resources
I/hostroot/etc/kubernetes/aide.*
I/hostroot/etc/kubernetes/manifests
I/hostroot/etc/docker/certs.d
I/hostroot/etc/selinux/targeted
I/hostroot/etc/openvswitch/conf.db

BEBREEE T control plane 17 mBIERER :
I l/opt/mydaemon/
FHMABFETE fetc -

I /hostroot/etc/ CONTENT_EX

6. IRIFIZXMHOZECEMRST :

I $ oc create cm master-aide-conf --from-file=aide.conf

7. E X BIAZEEMEIH Filelntegrity CRJ5

apiVersion: fileintegrity.openshift.io/vialphai
kind: Filelntegrity
metadata:
name: master-fileintegrity
namespace: openshift-file-integrity
spec:
nodeSelector:
node-role.kubernetes.io/master: "
config:
name: master-aide-conf
namespace: openshift-file-integrity

Operator 2 IBFTIR MBS E ST L, FEA S Filelntegrity X REREMEF MG EREFHEERE
BRETHR :

I $ oc describe cm/master-fileintegrity | grep /opt/mydaemon
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oA

I I/hostroot/opt/mydaemon

6.4.7. Bl B E (X HTEMLEE

FHERANHTREMERE, YI77ENEMNECEMS, KR, "@:T spec.name. namespace 7 key [§
M EWEEER Filelntegrity X REVE BIRET,

6.5. HITE M B E X FILE INTEGRITY OPERATOR {£%

6.5.1. EXHNRILEHEE
#NR File Integrity Operator fMZE TR THEDN, AR EEHMNBILEBIRE,

i =
o {#fH file-integrity.openshift.io/re-init ;X2 Filelntegrity B & X ¥R (CR)
I $ oc annotate fileintegrities/worker-fileintegrity file-integrity.openshift.io/re-init=

[HHEIREZEM B EXEEED, FHEIBERDRE, IBREIEZE B ERBTE /etc/kubernetes
T RE, ZU#EM oc debug £MKEI Pod REILL T HiH :

Bl
Is -IR /host/etc/kubernetes/aide.”
-W------- . 1 root root 1839782 Sep 17 15:08 /host/etc/kubernetes/aide.db.gz
-W------- . 1 root root 1839783 Sep 17 14:30 /host/etc/kubernetes/aide.db.gz.backup-
20200917T15_07_38
-W------- . 1rootroot 73728 Sep 17 15:07 /host/etc/kubernetes/aide.db.gz.backup-

20200917T15_07_55

-rw-r--r--. 1 root root 0 Sep 17 15:08 /host/etc/kubernetes/aide.log

-rW------- .1rootroot 613 Sep 17 15:07 /host/etc/kubernetes/aide.log.backup-
20200917T15_07_38

-rw-r--r--. 1 root root 0 Sep 17 15:07 /host/etc/kubernetes/aide.log.backup-
20200917T15_07_55

N TIRME—LEK AL, £RMEEMET ARV Filelntegrity e, FELWEEFohFEE, R, F
Al Z BB SEEE M KB 7E FilelntegrityNodeStatus X & Fa 1,

6.5.2. Hl2sECES K

1£ OpenShift Container Platform 4 /&, %877 mECE @ d MachineConfig X Ri2#t, EaTLURER
MachineConfig X & 5B XA AT EREEAITH, PN IZFBXHZESEHBEK, HERIER
F MachineConfig % REH S B STHHTEDD, File Integrity Operator &I AN SR ; HEHF T =
HilF], 1= AIDE i, BEF MG, BIEERXEFHMRICHIRETRE,

EE IR E 25 RER T @1 MachineConfig AP i TE S, B AE1RRIET s RTMP,

6.5.3. BRTIFHEE
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B Filelntegrity X KL R LW, HWAFHTFITAREEEN Pod #1147,
EH ALK Filelntegrity X REITIFHIESE, Hi217 -

I $ oc -n openshift-file-integrity get ds/aide-worker-fileintegrity

S HIZFIHEREPRM Pod, 151517 :

I $ oc -n openshift-file-integrity get pods -lapp=aide-worker-fileintegrity
ZHEHA AIDE Pod B, HARAEAF—4 Pod LB oc logs.

I $ oc -n openshift-file-integrity logs pod/aide-worker-fileintegrity-mr8x6
ot Bl

Starting the AIDE runner daemon
initializing AIDE db

initialization finished

running aide check

H AIDE SFF R OB MEC B ST R IR EE, 7 File Integrity Operator (M BB R MIFR. B2, IARKIN
M, XERBMITHVABT 24 EHE FilelntegrityNodeStatus % RigRME B S,

6.6. %I FILE INTEGRITY OPERATOR #1785 f= HERR

6.6.1. BN FEBERR
[m]

1B E #E1E File Integrity Operator FRHERR AR,
BRAR

1Z Filelntegrity *f &&= i debug #7iC. debug TRl 218 IN7E DaemonSet pod Fi247FiZ4T AIDE
AP R,

6.6.2. 127 AIDE B2 &
fi] £

REEK T AIDE BB &,
BRAE

AIDE EEBEGE1ES Filelntegrity X RAE&MEEM S ., A AIDE BEBEREEMSTERIRE file-
integrity.openshift.io/aide-conf,

6.6.3. 11 %E Filelntegrity X RHIFNER

[ 5
REEMATE Filelntegrity R EEHFEHEEFHE YIRS,
BRFE

ZHE Filelntegrity X R HFIRE, Hi1T:

132



% 6 3 FILE INTEGRITY OPERATOR

I $ oc get fileintegrities/worker-fileintegrity -o jsonpath="{ .status }"

— B O Filelntegrity Xf KRG &FHHEE, RSN IHS Active, WIREA, 1HE Operator
Pod E/L,\c

6.6.4. TAE ST HTZEM Pod EEETH T S Ei121T

[

REBEWI\TIFHRRERTEE, H Pod REEEHEMNT = BT,
RRAE

1217 :

I $ oc -n openshift-file-integrity get pods -lapp=aide-worker-fileintegrity

v e
? AN -owide &3E pod IEFEIZITHY T SA9 IP Hudik,

BREE SRR pod WA, 1Ei21T oc logs.

lﬂﬂﬁ

&7 AIDE 5 BLRENME, UEFEKRE@EITIL 2RI,
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B7EBFHITAE

OpenShift Container Platform auditing (5it) 1R#t—HR LB XIRN FIBEFRILE, LR& TS
B G S E A RS R RS — R IED,

7.1. %F API HitB&
H1TTE API IRSS B R AE, IEFFAEEARIRS 2GR, ENHITASESELUTER :

R 71 HITEHEFE

B ek

level & R E TR

auditID REMNE RERRBIHE—F 1T 1D,

stage A L A SE BT SR A B BB ER

requestURI & imE AR 55 88 A EBIIE K URL,

verb & KB XK Kubernetes #4E3hi, X FIEFFIER, XBNE
HTTP A%,

user 23 BPRAER A FE R

impersonatedUser Ak, INRIEREINT H—NAF, NARENHEFER,

sourcelPs Ak, R P, 1E KA EHSRFNER A A R,

userAgent Ak, BFmiRENASREBEERR, HER, APREARZiRRE,
B iR EEE,

objectRef A, SXMEKRB BN REIA, XAERTF List KENEKR, &R
TRIE Ko

responseStatus Ak, MIRAIRE, BNfE ResponseObject &~2 Status K& tha4
o XTFRRIIRINR, XRE@IERD, S FIRRSRBERMN, X
BEhERHEEE R,

requestObject Ak, THRAHAPINR, KA JSON RN, 7EH1T version

conversion, defaulting. admission 8% merging X &1, TEIERAH
RequestObject itk (AIBER#ELHL T JSSONAER) . X2 —HEBIR
AMEMIRTRER, TEAFHAR— DA R, W FIEFRFR, X
S RARE, BRIE Request K HI =B & 5l A0 %,

responseObject Ak, RN AIREE APIXTR, B/ JSON R, 1R AR E
&, ResponseObject #il3x, F#F7ILH JSON #iiE, EIHFIRF
KA E, BIUE Response i dit 5%,
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T sk

requestReceivedTimestamp THKEIE API AR S5 23RO [A],

stageTimestamp TE SR EIE Z R0 1T ER BN [,
annotations Ak, —NTLEWHEEMRE, SEME—DHEITSE4D, TL@TEE

KRGS HEERIHANEGRIEEE, SFINE BFEEAES. IR,
XEEFRATH TSRS, BS5ATRZN R metadata.annotations %
BRI, RERAMRERN Z W — R LLE R EFORZE, Fimn
podsecuritypolicy.admission.k8s.io/policy. fERiZi5E, EfRa
E1E Metadata 21 H.

Kubernetes API Ak 5525 Fafi =151 -

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","audit|D":"ad209ce1-fec7-4130-8192-
c4cc63f1d8cd","stage":"ResponseComplete”,"requestURI":"/api/v1/namespaces/openshift-kube-
controller-manager/configmaps/cert-recovery-controller-lock?timeout=35s","verb":"update","user":
{"username":"system:serviceaccount:openshift-kube-controller-manager:localhost-recovery-
client","uid":"dd4997e3-d565-4e37-80f8-7fc122ccd785","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-controller-
manager","system:authenticated"]},"sourcelPs":["::1"],"userAgent":"cluster-kube-controller-manager-
operator/v0.0.0 (linux/amdé4) kubernetes/$Format","objectRef":
{"resource":"configmaps","namespace":"openshift-kube-controller-manager","name":"cert-recovery-
controller-lock","uid":"5¢57190b-6993-425d-8101-
8337e48c7548","apiVersion":"v1","resourceVersion":"574307"},"responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2020-04-

02T08:27:20.200962Z","stage Timestamp":"2020-04-02T08:27:20.206710Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"system:openshift:operator:kube-controller-manager-recovery\" of ClusterRole
\"cluster-admin\" to ServiceAccount \"localhost-recovery-client/openshift-kube-controller-manager\""}}

72. EFHITARE

WA LAEB B control plane TR (B#HETTR) B OpenShift API BRS5288. Kubernetes API iR %5 2%
# OpenShift OAuth API fRZ5 2839 B &,

AR
BEEHEITASE :

e & OpenShift API [RS8 B :

a. FIHEA control plane 7 s Al FIRY OpenShift API fRZ5 25 B & -
I $ oc adm node-logs --role=master --path=openshift-apiserver/
I

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T00-12-19.834.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T00-11-49.835.log
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ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T00-13-00.128.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. @it R T RAMMAERIEEFRFER OpenShift API RS 8 HE :
I $ oc adm node-logs <node_name> --path=openshift-apiserver/<log_name>
4N -

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=o0penshift-
apiserver/audit-2021-03-09T00-12-19.834.log

A

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"381acf6d-5f{30-
4c7d-8175-
c9c317ae5893","stage":"ResponseComplete”,"requestURI":"/metrics","verb":"get","user":
{"username":"system:serviceaccount:openshift-monitoring:prometheus-
k8s","uid":"825b60a0-3976-4861-a342-3b2b561e8f82","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.129.2.6"],"userAgent":"Prometheus/2.23.0","responseStatus":{"metadata":
{},"code":200},"requestReceivedTimestamp":"2021-03-

08T18:02:04.086545Z","stage Timestamp":"2021-03-
08T18:02:04.107102Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"prometheus-k8s\" of ClusterRole \"prometheus-k8s\" to
ServiceAccount \"prometheus-k8s/openshift-monitoring\""}}

e T FE Kubernetes API [R5 HE -

a. BIEEA control plane "7 s B FA#Y Kubernetes API R5528: B & :
I $ oc adm node-logs --role=master --path=kube-apiserver/
I

ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T14-07-27.129.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T19-24-22.620.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T18-37-07.511.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. B RHET REMAB SRR EFRERN Kubernetes API lRF523 B :
I $ oc adm node-logs <node_name> --path=kube-apiserver/<log_name>
4N -

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=kube-apiserver/audit-
2021-03-09T14-07-27.129.log
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it Nl

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"cfce8alb-b5f5-
4365-8c9f-
79¢1227d10f9","stage":"ResponseComplete","requestURI":"/api/v1/namespaces/openshift-
kube-scheduler/serviceaccounts/openshift-kube-scheduler-sa","verb":"get","user":
{"username":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-operator”,"uid":"2574b041-f3¢c8-44e6-a057-baef7aa81516","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-kube-scheduler-
operator”,"system:authenticated"]},"sourcelPs":["10.128.0.8"],"userAgent":"cluster-kube-
scheduler-operator/v0.0.0 (linux/amd64) kubernetes/$Format","objectRef":
{"resource":"serviceaccounts","namespace":"openshift-kube-
scheduler","name":"openshift-kube-scheduler-sa","apiVersion":"v1"},"responseStatus":
{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T18:06:42.5126192","stage Timestamp":"2021-03-
08T18:06:42.516145Z2","annotations":{"authentication.k8s.io/legacy-
token":"system:serviceaccount:openshift-kube-scheduler-operator:openshift-kube-
scheduler-
operator","authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC:
allowed by ClusterRoleBinding \"system:openshift:operator:cluster-kube-scheduler-
operator\" of ClusterRole \"cluster-admin\" to ServiceAccount \"openshift-kube-scheduler-
operator/openshift-kube-scheduler-operator\""}}

o & OpenShift OAuth API iR%525H & :

a. FIHE control plane 7 s Al FHY OpenShift OAuth API fR%5 23 B & -

I $ oc adm node-logs --role=master --path=o0auth-apiserver/

Kt Bl
ci-In-mOwpfjb-f76d1-vnb5x-master-0 audit-2021-03-09T13-06-26.128.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-0 audit.log
ci-In-mQOwpfjb-f76d1-vnb5x-master-1 audit-2021-03-09T18-23-21.619.log
ci-In-mOwpfjb-f76d1-vnb5x-master-1 audit.log

ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit-2021-03-09T17-36-06.510.log
ci-In-mOwpfjb-f76d1-vnb5x-master-2 audit.log

b. @it R T RAMH A SRR EFRFER OpenShift OAuth API BRF5 8 A& :
I $ oc adm node-logs <node_name> --path=o0auth-apiserver/<log_name>

o -

$ oc adm node-logs ci-In-mOwpfjb-f76d1-vnb5x-master-0 --path=0auth-apiserver/audit-
2021-03-09T13-06-26.128.log

B

{"kind":"Event","apiVersion":"audit.k8s.io/v1","level":"Metadata","auditID":"dd4c44e2-
3ea1-4830-9ab7-
c91a5f1388d6","stage":"ResponseComplete","requestURI":"/apis/user.openshift.io/v1/users
/~""verb":"get","user":{"username":"system:serviceaccount:openshift-
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monitoring:prometheus-k8s","groups":
['system:serviceaccounts","system:serviceaccounts:openshift-
monitoring","system:authenticated"]},"sourcelPs":
['10.0.32.4","10.128.0.1"],"userAgent":"dockerregistry/v0.0.0 (linux/amd64)
kubernetes/$Format”,"objectRef":

{"resource":"users","name":"~","apiGroup":"user.openshift.io”,"apiVersion":"v1"},"response

Status":{"metadata":{},"code":200},"requestReceivedTimestamp":"2021-03-
08T17:47:43.6531872","stage Timestamp":"2021-03-
08T17:47:43.660187Z","annotations":
{"authorization.k8s.io/decision":"allow","authorization.k8s.io/reason":"RBAC: allowed by
ClusterRoleBinding \"basic-users\" of ClusterRole \"basic-user\" to Group
\"system:authenticated\""}}

R/ =
ERILMER jg 55— JSON i TEEHIE API BRSSS= # it A&,

% E,a
n_.\lﬂQ:kLEU API HE%%EEE-L—I‘EIL.\E’J{E EE E‘ﬂﬁlﬁﬂ"]ﬁi‘l‘ﬁm%mﬁ?ﬁﬂrﬁum

LUFRRIR M T jq 1 control plane 7 s/2 node-1.example.com LidjEH it HEMTRA, HXFEH jq
BIFEE, 55% jqg Ft.

FeREH
o TATLUFAEA cluster-admin BE&MAE iR EE,

o MERKT |qo

o IRIEATIE OpenShift API RSS2 HITHEE :
$ oc adm node-logs node-1.example.com \

--path=0penshift-apiserver/audit.log \
| jq 'select(.user.username == "myusername")’

o RIFAFRELIE OpenShift API RS 23FHITHEE :

$ oc adm node-logs node-1.example.com \
--path=0penshift-apiserver/audit.log \
| jq 'select(.userAgent == "cluster-version-operator/v0.0.0 (linux/amd64)
kubernetes/$Format")’

o EITHRFE APl ARATTE Kubernetes API RSS2 H it B, (Wi B R -

$ oc adm node-logs node-1.example.com \
--path=kube-apiserver/audit.log \
| jq 'select(.requestURI | startswith("/apis/apiextensions.k8s.io/vibetal")) | .userAgent’

o BT HERRTNIA SIS IE OpenShift OAuth API BRSS 2 FHiTE R :
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B7EEHEHITAR

$ oc adm node-logs node-1.example.com \
--path=0auth-apiserver/audit.log \
| jq 'select(.verb |="get")'

7.4. W&EHITEE
IRET LA#E A must-gather TERWEF 1T BELUAKER, BRI ENALEELIEZFE.
ik

1. {8/ -- /usr/bin/gather_audit_logs 177217 oc adm must-gather &p % :

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. MI{EBRHNINIGIER must-gather BSr O — N E4E 304, B0, £ Linux BIERSH
HENLZITUTRS

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

@ ¥ must-gather-local.472290403699006248 &ty 57 B T A
3. TEZLOEE ] AR R B r) R0 R B b 40 ST 4

7.5. HAth THR
® must-gather TE
e API #HitBEEM4LN
o EEEHIHHAERES

o [ETKALINE=ARL
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% 8 & ELEH T BEREg

e Bhdd R A F T B SRR E SRR IEHIC KR AP RS &SR HITASHERE.

8.1. X FTHITHERKBEES

HiTBEBEEE LT 0105k OpenShift API BRZ5%5. Kubernetes API R5525F0 OAuth API R %525 #9
Ko

OpenShift Container Platform 12t L FHIE LRI EH ITRIRELE SR -

EESE ik

ik BT EIMEANEROBETEHIE ; BT OAuth Uil SRR
(login) 1EXRH, FICFIEREX, X2BRIAKE,

WriteRequestBodies PR TILRATETE KA TT RIS, BERHORN API IR 8B A1EK
(create. update. patch) HEF#HIE (body) . XTEREENHIR

FFi4tt Default BRE&E K, [

AlIRequestBodies BR T KFT B E R TEIEN, X API RFH|HFDILEIF K
(get. list. create. update. patch) ##HiTHKILTK, XMEESE

MR RRA, [

1. BURYR, 40 Secret. Route #1 OAuthClient ¥R, FIZEARICEIETEIENF| £, MRER
B2 M OpenShift Container Platform 4.5 #Z#, M| OAuth SEFRHICE, EHNE RN
REMAREITESREEFR.

ZiLAERT, OpenShift Container Platform {#fH Default it BEEREE., B LUER A —NEITREE
EEESERICKIFRNEFRTIE, EFEIRERELHR (CPU. REMI/O) .

8.2. LB H iT H &R
e AR 1T B AR SRES E 1T 10 5% AP| iRSS 283R01E KET {8 .,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

g7
1. Yw%E APIServer iR :
I $ oc edit apiserver cluster
2. ¥ spec.audit.profile FE% :

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
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spec:
audit:
profile: WriteRequestBodies ﬂ

Q &7 Default. WriteRequestBodies =k AllRequestBodies, ZXi\EZE% N Default,

3. REXHMEHREER,
4. BIF2EBHEE Kubernetes API BRS5 2% pod BUFTIBITRR A, X HEE LD BT A,

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

& Kubernetes AP| fR552589 NodelnstallerProgressing A5 5, UKIERRA T mEETF
BABNETT A, EEHKING, Hit< T AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

ﬂ TEARGIH, SHOEITREAS Y 12,

MRFEE D THERRLUNT, IEKREEHMELITH. FEFELIMHEER,
e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12
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FEOEME TLS ZLRESE

TLS ZeBEXH NRSHRE T —FAR, LHSEEEERRS BN TLAER A AME AR, XIFEATH
f& OpenShift Container Platform A FEANEZE, ©IIARTEMNNARLZLIML. BEHEE,

EREEATERERTUTENMMAN TLS ZLEES -
® |ngress Controller

® control plane
X EFE Kubernetes API fRS585. OpenShift APl iRS585. OpenShift OAuth API iRS5 254
OpenShift OAuth iR %5283

9.1. TR TLS L&l ESE

BRI LUMEA TLS (Transport Layer Security) Z2BLESERE L& OpenShift Container Platform ZH44
FEMFLE TLS B3, OpenShift Container Platform TLS Z2 B BEE T Mozilla HEFNEE,

BRI NEMAMIEEUT TLS Z2EES —:

F91LTLS ZL2ERESR

profile ik

Old WEREEATFENETFmSZE. ZERESETFHNRAGRAEEZNRE,

Old e ERZE K&K TLS hRA 1.0,

@ -
*FF Ingress Controller, /N TLS hRAM 1.0 ¥4 1.1,

Intermediate EXMREBEERAZHEFIHHNEINEE. B2 Ingress Controller #
control plane FIBAIA TLS REEEER. ZERESEE T Intermediate A
MEHFNEE,

Intermediate B EEE E &/ TLS hiiA 1.2,

Modern HEREBEFERATAEERRRRNIRE"H. XNMEEEET
Modern A MHENE &,

Modern B B E &K TLS kA 1.3,

1£ OpenShift Container Platform 4.6, 4.7 #1 4.8
f, Modern BBESAR#HEX R, MRLE, NEA
Intermediate f2 &%,

X BF

Modern it B YA Z X,

K
&

K

N
AN

XN X
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FEoEKE TLSLZL2HEE

profile ik

Custom B EEARVFIERE L EFERM TLS A EH,

a5 H-
= A

{5 Custom ELEEN BiE1E, R NTHHEE
A RES S B AR,

pa -

e

OpenShift Container Platform router & /= FAFRZLIEIR i
B OpenSSL BIA TLS 1.3 MMBEH, BHEH TR
ZTLS 1.3 EEMNELEMH, BIE OpenShift
Container Platform 4.6, 4.7 #14.8 A"%# TLS 1.3,

e

pa -

LERAE L WEBEREN, ANNEEBEEBURESELITHRAZ BIAFHNZ, 4l
i, FATERA X.Y.Z PEBEM Intermediate EEBEIEE 7 — AL, FHBIRRA X.Y.Z+H
ARESSEN AFNEBERE, MM FEHEHIE,

0.2. BE TLS ZLeEEIEIE

A LEBUTENMENTIE L TLS Z2EEESENHE TLS IRAF R : Ingress Controller #]
control plane,

- e
&IE TLS IRAMEBE R BIIRNEMEE I ERA 4.

it =
o HERETLS REMEEMIFE :

I $ oc explain <component>.spec.tlsSecurityProfile.<profile> ﬂ

%fF <component>, 1557 ingresscontroller =X apiserver, *fF <profile>, 157
old. intermediate = custom,

a0, 2 control plane BY intermediate BBk & S MBS :

I $ oc explain apiserver.spec.tisSecurityProfile.intermediate

oA
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KIND:  APIServer
VERSION: config.openshift.io/v1

DESCRIPTION:
intermediate is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility .28recommended
.29
and looks like this (yaml):
ciphers: - TLS_AES 128 GCM_SHA256 - TLS_AES_256_GCM_SHA384 -
TLS_CHACHA20 POLY1305 SHA256 - ECDHE-ECDSA-AES128-GCM-SHA256 -
ECDHE-RSA-AES128-GCM-SHA256 - ECDHE-ECDSA-AES256-GCM-SHA384 -
ECDHE-RSA-AES256-GCM-SHA384 - ECDHE-ECDSA-CHACHA20-POLY1305 -
ECDHE-RSA-CHACHA20-POLY1305 - DHE-RSA-AES128-GCM-SHA256 -
DHE-RSA-AES256-GCM-SHA384 minTLSVersion: TLSv1.2

o EEHMH tisSecurityProfile ZERMIFRAIFIE :
I $ oc explain <component>.spec.tlsSecurityProfile ﬂ

Q %I F <components, 1557 ingresscontroller =X apiserver,

a0, 2 Ingress Controller B tisSecurityProfile ZEXHIFR A 1£1F :
I $ oc explain ingresscontroller.spec.tisSecurityProfile
ot Bl

KIND:  IngressController
VERSION: operator.openshift.io/v1

RESOURCE: tIsSecurityProfile <Object>

DESCRIPTION:

FIELDS:
custom <>

custom is a user-defined TLS security profile. Be extremely careful using a

custom profile as invalid configurations can be catastrophic. An example

custom profile looks like this:

ciphers: - ECDHE-ECDSA-CHACHA20-POLY1305 - ECDHE-RSA-CHACHA20-
POLY1305 -

ECDHE-RSA-AES128-GCM-SHA256 - ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion:

TLSv1.1

intermediate <>
intermediate is a TLS security profile based on:

https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility _.28recommended
.29
and looks like this (yaml):
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modern <>
modern is a TLS security profile based on:
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility and
looks like this (yaml):

NOTE: Currently unsupported.

old <>
old is a TLS security profile based on:
https://wiki.mozilla.org/Security/Server_Side_TLS#OId_backward_compatibility
and looks like this (yaml):

type <string>

ﬂ I intermediate FC BRI B IS & /MR A,
@ SE5UHT modern BELNBIBHR/NEE,
© XEIHT old BEEMHBH R,

9.3. J INGRESS CONTROLLER F2i& TLS Z2 B &5

Z ) Ingress Controller B¢ TLS R2ECELE, 154w IngressController B E X %R (CR) EEETIE
VHBEELTLS RLWRESL. NMREEERE TLS RLWRES, NBIMEETH API RSB EEM TLS &
LERESR.

Bdi& Old TLS Z2 B E4M IngressController CR {5l

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
old: {}
type: Old

TLS RLBLESEE Y Ingress Controller B TLS i &IE TLS hRAF TLS B,

& LIFE Status.Tls Profile #1 Spec.Tls Security Profile T&Z| IngressController B X %R (CR)
FEEMN TLS ZLEBEMZEIEBHMEZ /N TLS RA, X/F Custom TLS REEEE, XHISHTIHT
REMEIDFIRK TLS A4,

BF

HAProxy Ingress Controller &R #F TLS 1.3, &} Modern EEEEEE TLS 1.3,
LEAREZHE, Ingress Operator 2% Modern BB &%/ Intermediate, Ingress
Operator A 44% Old = Custom EZBER TLS 1.0 #H24 1.1, JFCustom EEBEM TLS
1.3 5% 1.2,
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FeREH
o ATLUFEAEA cluster-admin A& 5N EE,

1. Y%%E openshift-ingress-operator 171 E 1% IngressController CR, LEE TLS R EE :

I $ oc edit IngressController default -n openshift-ingress-operator

2. #hn spec.tisSecurityProfile FE% :

Custom ECiE4M IngressController CR =4l

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
type: Custom ﬂ
custom:

ciphers: 9

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY 1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

ﬂ BE TLS REAESELRE (Old. Intermediate 5% Custom) . EKIL{E ) Intermediate.
@ IFERERIEEELNTE

e old: {}

e intermediate: {}

e custom:

9 %FF custom LB, iHEE TLS BEIIXRMSEESH TLS A4,

3. RTFSCHLAEE £,

e IGiF IngressController CR AR B XNE TERESE :
I $ oc describe IngressController default -n openshift-ingress-operator
i Bl

Name: default
Namespace: openshift-ingress-operator
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Labels: <none>

Annotations: <none>

API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

9.4. /) CONTROL PLANE f¢i& TLS Z&idiE&E

E ) control plane ECiE TLS R BS%, iH4wiE APIServer BHE X ¥R (CR) RIBETE LFBEE L
TLS Z2BliES, 1 APIServer CR L& TLS RLRBE M B L IBEILLT control plane 444 :

® Kubernetes API iR%5 2%

® OpenShift API iR%5 23

e OpenShift OAuth API iR %5 25
e OpenShift OAuth iR%5%%

MREREBRE TLS ZLEEESE, NEIA TLS ZL2EESE 7 Intermediate,

A Ingress Controller BIBRIA TLS REEBEE T H API RSB IXEM TLS RLEES.

BECi& Old TLS Z2BCiEEE M APIServer CR Rl

apiVersion: config.openshift.io/v1
kind: APIServer
spec:

tisSecurityProfile:

old: {}
type: Old

TLS ZLBELRTE X5 control plane A BEMIRIE TLS MRAFIFTEER TLS B,

&= LIfE Spec.Tls Security Profile THJ APIServer BE X #{iE (CR) HEIIEERN TLS Z2EES.
XfF Custom TLS Z2EESER, RIIHFENBHMZR/ TLS RA.
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control plane A% # TLS 1.3 fE V&N TLS hRAX ; A%#F Modern BBB%, B NEE
TLS 1.3,

FeREH
o METLUFEAEZR cluster-admin A& i A& EE,

it =

1. ZREE2RIA APIServer CR LUECE TLS ZLFRESE :

I $ oc edit APIServer cluster

2. #hn spec.tisSecurityProfile FE% :

Custom BB M APIServer CR =l

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
tisSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY 1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

ﬂ BE TLS REAESELRE (Old. Intermediate 5 Custom) ., EKIA{E ) Intermediate.
@ IFEREIEEELNTER

e old: {}

e intermediate: {}

® custom:

9 %FF custom EB!, iHEE TLS BEIIRMSEESH TLS A4,

3. RIS LAES L E

o IUiF APIServer CRAHZBXET TLS ZLEES :

I $ oc describe apiserver cluster
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Name: cluster
Namespace:

API Version: config.openshift.io/v1
Kind: API|Server

Spec:
Audit:
Profile: Default
Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom
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2 10 = f2i& SECCOMP BLiE%
OpenShift Container Platform &85k pod iz T — MM ARFE, BHIT—1EHENE BPRRNES. NA
REEEREEEZRIERGAKAPI B—/NERD, seccomp., TRITEERR—M Linux AiIhEE, &

AT RSP THHERE N UHBETRERSEHBEN— N FE, TLUBE OENBEIAER pod WEE
EREEXLERG A, seccomp ECESEE N JSON XEFHEIEME L.

BF

- OpenShift T #2217 unconfined, AR F{E(T seccomp ELES.

5T
seccomp EREE RN A EIRFINA %

10.1. NFrE POD J&Z FHE A SECCOMP EL &%

OpenShift Container Platform M T — N ERIAH seccomp BB, T©#E|IB N runtime/default, &7
LB AIEBE X2 E TFXAR(SCC), N pod HE2RITENEH /S HBIAM seccomp BRES.

—

BROBBENLSCC, TRIHEEIL SCC, FaiEMiL SCC ATRER FHANFLT S Pod

=X OpenShift Container Platform I HIIA#, MMFEEZER, HFSHIME N "BRIARE2MH
EFRSCAERE D

RIBUTSHNAE pod /2 AERIA seccomp ERE S :
1. AR 2R SCC FHE yam! X -
I $ oc get scc restricted -0 yaml > restricted-seccomp.yaml
2. i OIEERY restricted SCC yaml X445 :

I $ vi restricted-seccomp.yaml

3. NABIRT R R -

kind: SecurityContextConstraints
metadata:
name: restricted ﬂ
<..snip..>
seccompProfiles: 9
- runtime/default 6

i A restricted-seccomp

7N seccompProfile :

o

AN - BT /ERA
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4. BIEBE N SCC:

I $ oc create -f restricted-seccomp.yaml
TiHA %
I securitycontextconstraints.security.openshift.io/restricted-seccomp created

5. fBE L SCC #1nE ServiceAccount :
I $ oc adm policy add-scc-to-user restricted-seccomp -z default

BRIAARSS K T R M. B ServiceAccount, FRIEA P ECERRIAINI R, OpenShift
Container Platform #R#& SCC HF{E BB & pod M seccomp B EL.,

TR

I clusterrole.rbac.authorization.k8s.io/system:openshift:scc:restricted-seccomp added:
"default"

1£ OpenShift Container Platform 4.6 #, 710 pod ¥ seccomp.security.alpha.kubernetes.io/pod:
runtime/default #1 container.seccomp.security.alpha.kubernetes.io/<container_names>:
runtime/default 2 F .,

10.2. BdiE B & Y. SECCOMP Ft B4

R LERE B E X seccomp BLiBSR, AVFEIRIBENAEREINLIESR, XHESEHEIE AR Birihie
#7E OpenShift Container Platform iz T TEf SR £,

10.2.1. ZEBE X seccomp FRESE

=S5
o BEBEEANR,
o MEAETHENRL ETXAR (SCC), MFELER, ESH"MWMEIR"

o MBEQIETBE X seccomp BELESE.

1. {8 Machine Config ¥ B E seccomp Boi& %J:ﬂ?ﬁl] /var/lib/kubelet/seccomp/<custom-
names>.json., BXIFEMAER, 1HSH"HINEIR",

2. BiBIEOENEE X seccomp EREERXREHBE X SCC :

seccompProfiles:
- localhost/<custom-name>.json ﬂ
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@ RHtEE L seccomp REEMET,

10.2.2. I B E X seccomp ERBEE N AEI T %;

AR

o EMETHACIXKETHE Lseccomp BBESR., WFTHELIFMER, HESH "REBE L
seccomp BRiES",

it 3
e EiTiXE securityContext.seccompProfile.type FE&, I seccomp EBBE N AEI T 7%,
TR -
=~
spec:
securityContext:

seccompProfile:
type: Localhost
localhostProfile: <custom-names.json ﬂ

ﬂ REBE X seccomp BBEEH L TR,

A4, B LUER pod iEfi# seccomp.security.alpha.kubernetes.io/pod: localhost/<custom-
names.json, {2, Lt7ETE OpenShift Container Platform 4.6 HEFH A,

EEEBLRRP, EAZEHFRKSEIELULTASR -
o AFABAVIIHEE] SCC HIEAE,
® Pod RIFEE seccomp ECEEHI SCC,

NR pod f£VF SCC, kubelet RfEMIEEM seccomp BLESERIZTT pods

BT
iR seccomp ECEE S EBB EIFTA worker 7 5,

pa =3

HE X SCC /i EH BN EL4 pod BIEH LN, iR Pod FREBEMSME, MR
# CAP_NET_ADMIN,

10.3. L 55iR
o ETELLM TR

o REFNFHERES
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B NE RITFMEMENS API RS SZHITET JAVASCRIPT B91ji11]

]

M1 REFEMEMLENN API BRSS 284 1TETF JAVASCRIPT B9 [A]

EXIABI OpenShift Container Platform BE&E (X /27T OpenShift Web $#HlIE& M API B 5588 4 %15 Ko

o {HFHEZH cluster-admin A& i n & EE,

1. Y%%E APIServer %R :

I $ oc edit apiserver.config.openshift.io cluster

2. 7£ spec %4 TN additional CORSAllowedOrigins F£%, HIEE—NHZNEHNENA -

apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-07-11T17:35:37Z2"
generation: 1
name: cluster
resourceVersion: "907"
selfLink: /apis/config.openshift.io/v1/apiservers/cluster
uid: 4b45a8dd-a402-11e9-91ec-0219944e0696
spec:
additional CORSAllowedOrigins:
- (?i)//my\.subdomain\.domain\.com(:\z) €}

Q FHEH Golang ENFRARIEE, SXEN API RSS2 F] OAuth RS 22H HTTP & K89

CORS #Fr3k PR,

HRBIEALLTIEE :

o () EFERRDKNE,

o\ XA ARBY TS 3,

o (:\2) EESIEHELKRE (\2) Him 2R (2)o

o //BEERIFENFFL, FEITE hitp: 5k https: FERINRIAT,

B NE RFMEMENFT APl IRSS23H1TETF JAVASCRIPT 1

MRFEFEATRABENEM JavaScript ARV AP BRS5855K OAuth BRS58%, BRI LIECEAIS Y
ENBFSIF,
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3. REFEXMHLAERZER.
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85122 & ETCD 4@
2812 Z 0% ETCD #4E

12.1. %*F ETCD 1ni#

FINER T, OpenShift Container Platform AN etcd 3B, EERFH/H AN etcd FHITINHEHITHEER
HNEBEHNREMERBHANRTZ, 0, R etcd EMBBLERMILEBXNBEHWAL, EEH
RIPEURREIE,

2 R eted INEERF, LLTF OpenShift APl BRS525#1 Kubernetes API ARSS 28 T RIS HRINES -

® Secrets

A& BR &Y

® Routes

OAuth 17 [A] 45 &

OAuth 454

LHIEEMA eted MNBE,, RORMEBRY, IEBRAXIFAMTRL. BoEXLEBHTEM eted &2
ik S #iE.

HICE, eted POMEIATING, MANEITME, XIBHEREHRRLE, SEERNTR
B ETINEL.

12.2. |2 ETCD i
AT LUS B eted TN I B EBEHBBURR TR,

L=
=

AA FRWEMRINE TR FTERATED eted, MRMBIRBILEKETN, NEHTRERK
B INE,

FRFH

o {HFHEZH cluster-admin A& A& EE,

it

1. {8tk APIServer 5 :

I $ oc edit apiserver

2. 18 encryption ik Bi% & )y aescbc :
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spec:
encryption:
type: aescbc

Q aescbc £ EIZRR AES-CBC {# ] PKCS#7 padding 1 32 45 B R HATINE,

3. RIS LAES L E
MELRFFIR, REBEEHNOAD, INLRATEREE 20 28R KB A F BETE M.

4. BE eted MBS K.

a. && OpenShift API lR552589 Encrypted RS54, UKITEERESSRINNE :

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERIHINE Bt 27~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: routes.route.openshift.io, oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

NR%iH L7~ EncryptionInProgress, XEBREMB DA HITH. FF/LLWEER,

b. && Kubernetes API [R55250 Encrypted RS54, URITEFRESERINMNE :

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERNRIHINE B H 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

NR%iH L7~ EncryptioninProgress, XEBREMBE DA HITH, FFLOWEER,
12.3. 22 ETCD %%
IRA] LIRS BE R eted FUBHIINE,

SR M
e FHEXR cluster-admin B &I £,

AR

1. 1824 APIServer X :
I $ oc edit apiserver

2. 1% encryption FEX K AL E N identity :
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spec:
encryption:
type: identity ﬂ

ﬂ identity XEBZ2EINE, BEHEEFLZEHITEMMNE.
3. RTESTH LUMESR S £ R
BB REFR, RBEEHOKRD, XMIRATEEEE 20 HHsE KRN F 8858 K.
4. BE etcd B R BRI,
a. Z & OpenShift API fR%52589 Encrypted RS54, URIFEHFRES ERINAET

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHARE 5kt 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

INR%iH L7~ DecryptionInProgress, XEREMR BN HITH. FF/LOWEER,

b. &%& Kubernetes API [R5583#0 Encrypted SR 554, UKIFHFKRRESERINAET

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERNR IR 5k 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

INR%iH L7~ DecryptionInProgress, XERERBNMITHITH, FFLIWEER,
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7
2513 & X POD #1TR 2R B
8 Red Hat Quay Container Security Operator, & LLijj[n] OpenShift Container Platform Web 2
BHRRATEREPERK pod WAEER, 1iln OpenShift Container Platform Web 122 & fh BRI AT LS
K. Red Hat Quay Container Security Operator :
o NMEMASRIEEMAZEFEAM pod KEXHE 25

o THARBDEBIRAERWALS registry, RMEIFIEH reqgistry IEFEZITHMATIH (40 Quay.io
A& Clair {33## Red Hat Quay registry)

e &Eif Kubernetes API 1] ImageManifestVuln X R /2 FFiwHE

RIFXEMVIBE, Red Hat Quay Container Security Operator Z%7f openshift-operators % %2 ]
B, ALt OpenShift EBFHPRIPT AR EZEAIEATLUERE,

13.1. 72197 RED HAT QUAY CONTAINER SECURITY OPERATOR

& A LLE IS M Operator Hub £ 3 %2 4%1% Operator, M OpenShift Container Platform Web $E%I& 5
%] Red Hat Quay Container Security Operator, #01TFFAfik,

FEREMH
e B OpenShift Container Platform IR 451U

o EHLEEFIZITH Red Hat Quay 3k Quay.io registry IR 2%

1. 5fin% Operators » OperatorHub F#i%# Security,

2. 4% Container Security Operator, #AJE1%#% Install i/ A Create Operator Subscription T1H,
3. KMEXE, A6 RZERF B Shit R E IR I LR,

4. 1t¥% Install, 7 Installed Operators R /Lo EREIN Container Security Operator.

5. &%« AU B E EPBFHRME Red Hat Quay Container Security Operator, FEAIA, 7

LEIERPAUE—NE N quay.crt WiIEH, A, ST THSEIERRMEl Red Hat Quay
Container Security Operator A :

$ oc create secret generic container-security-operator-extra-certs --from-file=quay.crt -n
openshift-operators

6. MARAIMT BEUES, 1HES Operator Pod LAFEHTIEF £ 34,
7. ¥TF OpenShift Dashboard (Home — Overview) . ZE Quay Image Security U5 HINTE

status 84>, HAFIH T BEIAMMRERE, £FEZEEUES Quay BIgLZE29K, ITHE
i :
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https://quay.io
https://access.redhat.com/products/red-hat-quay

— RedHat
— OpenShift
atf

Container

Home

Overview

Projects Details

Search

Cluster APl Address

Explore https:/fapi.cnegus-

Events ocp44c.devcluster.openshiftcom:6443
Cluster ID
55247cle-9ce4-4013-82ea-cd79bc7e045e

OpenShift Cluster Manager &
Provider

AWS

OpenShift Version

443

@ Update

Update Channel
stable-4.4

View settings

% 13 Z X POD #HiT& 2R

Status

o Cluster

o Quay Image Security

0 Acluster version update is
Jun 26, 3:30 pm
Automatic image pruning i
referenced by ImageStrea
remains healthy. To remowe
imageprunerimageregistry
Ensure that the “suspend”
Jun 26, 3:30 pm
Alerts are not configured t
not be notified in atimely £

8. M FEMRMBINEERE, ER LR TR NMEEZ—

o EFEXMNRANEE, ERAATREEMNAELS registry, EMEEFEEXRZLRANER,
THEESRT M Quay.io registry A& BRRARA -

@ RED HAT Quay.io EXPLORE  APPLICATIONS  REPOSITORIES

TUTORIAL

Iy ro4fd70e06e7

Quay Image Security ®
breakdown
Container images from Quay are analyzed

to identify vulnerabilities. Images from ather
registries are not scanned

Severity Fixable

1High ]

Ttotal
Fixable Vulnerabilities
B bind-libs 1 namespace

+ o @

“*

%

@

Vulnerabilities
CVE SEVERITY | PACKAGE
RHSA-2019:4190 AH gl nss-util

Patches are available for 6 vulnerabilities.

A 6 High-level vulnerabilities.

RRENT VERSIOI

3.44.0-3.el7

Quay Security Scanner has detected 6 vulnerabilities.

erabilities Only show fixable

© 0:3.44.0-4.el7_7

o £ namespaces HERELUH A ImageManifestVuln i, S UEHAEEFEHEEIET
URZRETICTHRA R RN, TRRER, — 1M HFEFRERANHEEKER quay-

enterprise 744 22 [H] iz 1T :

Project: all projects =

ImageManifestVuln

Create ImageManifestVuln

Name T Namespace

VAR sha256 f54fd70e06e745c2d8406 @ quay-enterprise
53b8h%0ac79b59d59e7a25bed4
b83d5512a846575a2

Filter by name

Created

9 minutes ago
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LR, EFREMEREEFEINRERE, FE2MTL.REEILERE, URGRERZITHNEIGEE
A, f&RETLA -

o EEHZTHEMNAFNFREEXINRE

°
E:

W MHBRE ShELRFRTE Pod BIBRE S EAMN KK 1L EHIZIT
HER, WREMER pod, ATRERE/LEPHS A F BEEFRIR LEERA.

13.2. @5F CLI BEHH G R 2RE
£/ oc e84, ALLE R Red Hat Quay Container Security Operator # I ZIBREE 2.

FRFH

e 7E OpenShift Container Platform 5] £3iZ1T Red Hat Quay Container Security Operator

ff

L=

S

° g TTM(NIKUE’J@%E%R{%/E/H, T«ﬁt‘lzﬁl]l

I $ oc get vuln --all-namespaces
I
NAMESPACE NAME AGE

default sha256.ca90... 6m56s
skynet sha256.ca90... 9m37s

o EERKIFERAMIENE, 1 oc describe S S HIRERERZRMEEMLLEH, KEAERT —1NE
AR, HEGKRSESEEREM RPM BEE -

I $ oc describe vuln --namespace mynamespace sha256.ac50e3752...
I

Name: sha256.ac50e3752...
Namespace: quay-enterprise

Spec:

Features:
Name: nss-util
Namespace Name: centos:7
Version: 3.44.0-3.el7

Versionformat: rpm
Vulnerabilities:
Description: Network Security Services (NSS) is a set of libraries...
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