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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#showing-data-collected-by-remote-health-monitoring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#using-insights-to-identify-issues-with-your-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#gathering-cluster-data
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#troubleshooting-s2i
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#troubleshooting-storage-issues
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#investigating-monitoring-issues
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-cluster-status
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-cluster-status
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/logging/#cluster-logging-must-gather
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#diagnosing-oc-issues
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https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12391130
https://access.redhat.com/knowledgebase
http://access.redhat.com
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https://console.redhat.com/openshift
http://access.redhat.com
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#using-insights-to-identify-issues-with-your-cluster

OpenShift Container Platform 4.6 2 ¥F
45 Bl RS TR R R

4.1, K F i 2 i

OpenShift Container Platform RURER R EFFHIENFBECEEIE, FHEM Telemeter Client # Insights
Operator MZLIER &, RHLLALLIEBVEIE AT SEULA SO IR B 57 20,

T Telemetry # Insights Operator ML S EIBARI R BRI N £ ZAISEFF (connected cluster)

Telemetry 2118 F s OpenShift Container Platform Telemeter 2 /7 iR A£L1E A4 3% HU(E BHIARIE,
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https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Summary&issuetype=1&priority=10200&versions=12391130
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B 4 E A E R TR R TR

Hth BHR
o BX BHHHANEBHMNELESR, 1ESH OpenShift Container Platform BH30H4 .

4.1.1.1. Telemetry WEEMER

Telemetry WELITER :

% 35 HA 5] 4 B B9 e — BB R R R

RAER, &31F OpenShift Container Platform B IRAFHRE T BT AEBHRATHIENE
iEE

EHER, SESMRHTRANEFRY. BTERNIENGGREFMHE BmtEERURERH
R BIE R SR

ERZ OpenShift Container Platform BN A & IR FF R BUE O E

BXREE, NBRBMABHKRIMER, SIE CPU IREBINE M HEEFTERMN RAM 2
etcd B A BRANTFHETE eted SREFPFINT REE

TEE B R OpenShift Container Platform ¥EZR4H 4 K& H RO AR

BXRAM. THEENT BRNERBRESR

BRRATGMAZ X RHEBINERFS

BXREBIEHER

Fric NotReady 977 sRHIE &

&L Operator FlIHH 4 "related objects" BIFFE % 22 (B (914

B NBEFIREEAXENEE IS, XOREEMPEEENNT REE. WA, IP
ik, Kubernetes pod &#F. #4422 [HFIARSS

BXRIEPHAERMENER

Telemetry A RIEEMB M IAFNER MAF ZHEY, EFSBEDIAER. WRAELADANE
BHWBAKE, LIESMRXEER, BXRAEBREIMLENESER, HSELIEEFFR,

Hth BT
o MMETMAINMEFIE Telemetry M Prometheus WEMBMERIEMER, 1HSH LR Telemetry

W EREOETE,

INFE Telemetry M Prometheus BB MFIK, ES M L cluster-monitoring-operator J&{%
o

ERANERT, Telemetry RWREHEH, MREFREENERTRERRE, ESHTE
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OpenShift Container Platform i /" & LA#E Red Hat Hybrid Cloud Console _E# Insights Advisor ARZS
STRENERMNRE, MBLITEMAE, Insights RIREEFMANELR, FETRENER FREWMME
AR K R F B

Insights Operator A WEEMEFHAFNER, WAF A, BEKIUET, 0F A X Red Hat Insights ##E
WEMEEIER, ESM Red Hat Insights BB N BAERREM ,

LB R A AR EHE B LS -

o NAETEMEELNU, F7E Red Hat Hybrid Cloud Console £BY Insights Advisor ARS5 iR 47
R ARG L EhE

o BN MIMZFHIPARHER EMEE(E B KU OpenShift Container Platform

e {# OpenShift Container Platform BE],

HiBR
® Insights Operator A REHEA, MREFELEFTERLRRERE, HSATERILE
BRI,

4.1.2.1. Insights Operator IEM{E 2
Insights Operator MELLTER :

o BXREMKHAMMEBIGEE, RS EAERBIEMA OpenShift Container Platform kR A< F
PMERIAE K [A]E

o KBMEEXH (MARKGROCENEE) BT IRIIRESEHINE
o SRHAMh LR
o EZITHEMBNAIERER, URHAGHFAREIRE

e HX OpenShift Container Platform B88Z & (41 Amazon Web Services) LAKRERERTIE XA
HiE

o IR Operator &G T —NAE, NI&UkE openshift-* #1 kube-* 771 B 1 OpenShift Container
Platform &0 pod IR, XBERE. KR, ZR2LETX. BEE%.
Heth BT
o MNFETMRINMEZE Insights Operator WEREIE, 1ES 4 Insights Operator WEMEIE,
o FFALIEE Insights Operator BRI, FXIEHITTE. 205 Insights Operator BRI
B3UXK, 155 Insights Operator Li1H,
4.1.3. T fi Telemetry # Insights Operator HIEi

Telemeter Client M Prometheus API Y &R IZEBIRS (Bl R 51U, I RIF5IERE 4 2 30 # L1ZE|
api.openshift.com #F{T4M,

Insights Operator M Kubernetes API # Prometheus AP| RINEERTIEIBIR F T ER. ZARSEN
INEF EAZ BN console.redhat.com #{T4LEE, Insights Operator 8 A console.redhat.com FE&HTH
Insights 934, XA FIEFE OpenShift Container Platform Web ##]& 8 Overview TTE A S EH
Insights status,
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https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
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FIESAERNBEHEAEHZRE (TLS) # mutual IEBEIERIT INBEHGEHETT. PAEBIEELHE X
FETEEREVE R AR R AN E

FALIEE A BRI RAEET S RREIEA S RIERH SRZHR. HRPRMIXERETHEN, X
PRF £ 0 R B BRAE,

telemetry 1 Insights Operator &

-
OpenShift J

Container Platform Web
console
Kubernetes —> g hd
HemR

e & A X OpenShift Container Platform WiRHRMNEZER, HS ML ILE®,

o MFEBXREERXIE, LUK Telemetry # Insights J& Aim s BIFEE, 1HSRECE R ME

41.4. BROAERCERREEBENEZ TS

Telemetry W& BI{E E#MInsights Operator WEKEEHRIRE T 58 BRBEOLERREXNVEIERENE
5

/GNO

IASCHEETEERR D A, ZLIE SRR GRS maolE, MRMFMAY, MIcaEEE. FH/
MRS Rom, AR RN SRR, SRR R, R AL ARIEER R AR B8,

E 3=y ST
ZINER A — LR M SR R I R AR B EUE,
H=

LIRS R ATELINE R ER @ T Telemetry # Insights Operator £ ZEINEMEIE, LIRFENAFFE, 4118
AREARLICEMN ARG LS EFEKERZENMEBLRE, ZRBUEHESFEKEREFHTHEREVSRE
BFAXLIE” MBIER, NEBRRINES LSRN .

B=h

IETRER SR L E=HAE, BIKRE. SFIEMEZNFEESIE.

AP/ 5 B AEN Nk ER B RS

&0 AR BB A (5 F i A2 2 B 1 5 A 91 BAZE A OpenShift Container Platform Telemetry #0 Insights
Operator,

4.2. Brie R IR EE

YENEIEG, EALLEE Telemetry # Insights Operator WS HIFEIT,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#monitoring-overview_monitoring-overview
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/installing/#configuring-firewall
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4.2.1. 7R Telemetry WS HIEIE
IR LLEE Telemetry YRS BIERBEFNZH (OIS [A] B U BB,

SeRFH

o L% OpenShift CLI (oc) .

o EfERAER cluster-admin &5 cluster-monitoring-view & &I &5 £,
ik

1. EI7E OpenShift Container Platform & E£HZ1TH) Prometheus ARZ5HI URL :

I $ oc get route prometheus-k8s -n openshift-monitoring -o jsonpath="{.spec.host}"
2. VilAltk URL,
3. 7£ Expression Ffii AE 1054 F = Execute :

{_ _name__=~"cluster:usage:.*|count:upO|count:up1|cluster_version|cluster_version_available_u
pdates|cluster_operator_up|cluster_operator_conditions|cluster_version_payload|cluster_install
er|cluster_infrastructure_provider|cluster_feature_set|instance:etcd_object_counts:sum|ALERT
S|code:apiserver_request_total:rate:sum|cluster:capacity_cpu_cores:sum|cluster:capacity_memr
ory_bytes:sum|cluster:cpu_usage_cores:sum|cluster:memory_usage_bytes:sum|openshift:cpu_
usage_cores:sum|openshift:memory_usage_bytes:sum|workload:cpu_usage_cores:sum|worklo
ad:memory_usage_bytes:sum|cluster:virt_platform_nodes:sum|cluster:node_instance_type_coL
nt:sum|cnv:vmi_status_running:count|node_role_os_version_machine:cpu_capacity_cores:sum
node_role_os_version_machine:cpu_capacity_sockets:sum|subscription_sync_total|csv_succee
ded|csv_abnormal|ceph_cluster_total_bytes|ceph_cluster_total_used_raw_bytes|ceph_health_s
tatus|job:ceph_osd_metadata:count|job:kube_pv:count|job:ceph_pools_iops:total|job:ceph_pool
s_iops_bytes:totalljob:ceph_versions_running:count|job:noobaa_total_unhealthy buckets:sum|j
b:noobaa_bucket_count:sum|job:noobaa_total_object_count:sum|noobaa_accounts_num|noob
aa_total_usage|console_url|cluster:network_attachment_definition_instances:max|cluster:netwao
rk_attachment_definition_enabled_instance_up:max|insightsclient_request_send_total|cam_apy
_workload_migrations|cluster:apiserver_current_inflight_requests:sum:max_over_time:2m|clust
er:itelemetry_selected_series:count”,alertstate=~"firing|"}

tZ B E &l Telemetry X IE7EiZ1THY OpenShift Container Platform 5£2£#9 Prometheus RS FR
MBgiER, FHREH Telemetry YWEM TZEER H]FHIEE,

4.2.2. i 7% Insights Operator I EE
KRBT LLEE Insights Operator AR HIELIE.

SeRFEH
o FHEZXR cluster-admin B &I 1 £E,

it =
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B 4 E A E R TR R TR

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator WENRITHIEER :

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EZ#4 A 7E insights-data B 3,

4.3. NME iz @Rk S8
A A T o SR BN 5 FB 1 R B,
B AR RS, R
1. 1532 RER pull secret, LUBARLTIRERERE,

2. BEITERE, DMERAXMEREM pull secret,

431 ZERATERRIRENER
£ OpenShift Container Platform &, AP RILLEFERIREFERER. B2, L8810 EENEER IR
SR ERE, WEFIREEGXZRE, RANEFT# RAN SN, EENERLEE
FRMEIT I FIAF) T F2, FF1E Red Hat OpenShift Cluster Manager ARZS 1R BEEEBE R ELUT 15 4R 5485k
g, BMERERE T INEREPREAXNIIE, A MR /E A REME
AERREINEE, . XFFEEAEEINEHRS S5 OpenShift Container Platform 2R H #%, FXT
7% R ] R B R R R
EERNMEREENERN—EEREE -

o NMFELBRIRNEE, IEFHITENE"RARBEKRI, UREHERFIERIKR.

o /[IENTEFEREBEREREF Y RE/FER, BEAFEFIANHIHKEENEE.

® Red Hat OpenShift Cluster Manager §T0/& B R EHIERBEIE, SERRIMEABRER.

o NEBIFERBERIREIEE, EUFEIT console.redhat.com FahHI AEBITT HIRIUE B,

ENETEZBRMLEH, Telemetry # Insights BB @ id EMRE B IERRE.

4.3.2. 1L BER pull secret, UZRLERERIRS

e BRI B £ BEEE pull secret, UERLEREERE, ZIRIEFRANZA Telemetry # Insights
Operator,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

T
1. IELBEEE pull secret FEEIAMSTH RS,
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I $ oc extract secret/pull-secret -n openshift-config --to=

2. TEXAYRESR P HERT T8 .dockerconfigjson XX{4.

3. Mk cloud.openshift.com JSON &8, 0 :

I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}
4. FREZXMH,

e, ERILIEHER, FEAEBNEM pull secret,

4.3.3. B2 HE&Ef pull secret

e LUR T B M BT8Y pull secret ST INETHY pull secret REFHEEHL B pull secret,

LR EREMB registry FHEFRIGEMAFE R RESEPM registryff, FEXMITTE,

Digk

==
[=]

B TRWIHEE NFTE pull secret, XAl E RHISEEER T B4,

Digk

==
[=]

Ly

o

23 pull secret £ FF1E Machine Config Operator (MCO) E$ BRI TTRE

FTRFH

e LAMEREA cluster-admin & &R i 0] £ 8,
pi% &2

1 AE - BEYEETE pull secret MEINZEIELA pull secret A1, HSERIATHEE ¢
a. HIALL T4 T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}' ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. HIALLTF6n 4 RANMF pull secret :



B 4 E A E R TR R TR

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

Q RIEHFW registry, EAILER— registry B E S MNIEGZE, F40 : --registry="
<registry/my-namespace/my-repository>",
@ RU registry WL,

9 R4 pull secret XHRIERE,

A, BT L pull secret SXEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,

VEIGHI EMAET R, TJREE—LNE, EARBURTFERR/N, EXENEHR, TRaBERE
(drain), pod fFEFRT R LB E,

4.4. {FFH INSIGHTS & Pl & B ch iy n] i

Insights &R & 24T Insights Operator ZEXMI#EIE, OpenShift Container Platform F F 8] LATE Red Hat
Hybrid Cloud Console £BY Insights Advisor ARZS 1 G R IR &

4.4, ERER BT R
ATH

=

a7 #0a]#E OpenShift Cluster Manager H1iE R Insights i &,

HER, Insights REE DITEMERF DRRHMAER, XELERARINE, WERRT DR, =

KT — DRI

~.

FRFH

o BT OpenShift Cluster Manager A3EM,
o HATIZEERRE (XEBRILNXE) .

o FEXREF| OpenShift Cluster Manager,

pi% &2
. mAMNEIRFH Cluster 325,

2. REMBHERERTER.

3. FTFFEEEN Insights FR% T,
RIELER, MERDRUTHPZ —:

19
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https://console.redhat.com/openshift
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® Your cluster passed all health checks #13 Insights % & IE I [A] R,
o Insights FeMBIBYFIIFIR, BB THELHFE (KB, . EEM™E) ,

® No health checks to display #1R Insights iM% B DTER. XNDTREEHREHEE
BB B S L BN FF A,

4, NRIMFZERERT I, SFZBRIEN > FirEE&+E.
RIFEAN, FEPTRATREESTNBRINEXEZNHERE, NFE T BRI AEHE

B, = How to remediate this issue,

4.5. /A INSIGHTS OPERATOR
Insights Operator R E MK EFAGHERTER, MEM/NNEIIEREXLEHRE, XEERTiL

LTIETEEECE, TIRME T Telemetry IREFRAMEIE, OpenShift Container Platform F 7 aI LATE
Red Hat Hybrid Cloud Console LB Insights Advisor BRZSH B RIRE.

HEeKR

® Insights Operator BRI\ REHEH. MREFEEFAERALERERS, HSHAERALE
R .

o BX{EH Insights Advisor ZIEEEFRMRIFBMNESER, 1ESHER Insights A7 EEF RN
B

4.5.1. 7% Insights Operator 714

Insights Operator JF KM EIRF HETEEEEH openshift-insights Ty & 22 AR FRYF, BRI THEHFIE
% Insights Operator AR HIEHIE.

FeREH
o FHEZXR cluster-admin B &I £,

iz
1. 77 Insights Operator B IEFEIZ1THI pod BIEFF :

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data

@ = <insights_operator_pod_name > &1y b — 4 fiK) pod &R .

Insights Operator &3EF#4 A 7E insights-data B %,

4.5.2. & Insights Operator WS EERT [H]
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https://console.redhat.com/openshift/insights/advisor/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#opting-out-remote-health-reporting
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#using-insights-to-identify-issues-with-your-cluster

B 4 E A E R TR R TR

IR AT LLEE Insights Operator {EI A RINEFEHFP B EMER. XBBITET 7 Insights Operator HiR

HEAE R Insights Advisor B[R],

FeRFH
® Insights Operator JI#4BI &I A,

it =

1. 7£)9#47h, #T7F /insights-operator/gathers.json,
X85 Insights Operator ERIEFIEK :

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors": null,

"panic": null

}
Q duration_in_ms 28 MNRERENEE (ZBR) .

2. RESMMEREESHERERBR.

4.6. EXZ RSP ERLZERIREG
& A LAF shIREER L 1% Insights Operator 744, LA M 32 R R 4% FRi2 W 1n] .,
EEZRMLHER Insights Operator, &AM :

e % Insights Operator J#4BIRIA,

e f¥ Insights Operator 744 £ %% console.redhat.com,

4.6.1. £l Insights Operator 7714
IR AIE Insights Operator BB FEMEMIEIAR, LLEZEI cloud.redhat.coms

FoRFM

e Ll cluster-admin 5 519 & 5% OpenShift Container Platform,

it =

1. B YEHZITH Insights Operator pod BI&ZHR :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. M Insights Operator &2 & #ll RIL W EIEFS -

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-

data

21
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Insights Operator &3EF#4 A 7E insights-data B %,

4.6.2. t1% Insights Operator 744

IR BT LU Insights Operator 84 F 58 £ E| console.redhat.com, LUZBTETERI A,

SeRFMH
e Ll cluster-admin i/ 519 & 5 OpenShift Container Platform,
o A —/NEEEIMU; R PREIA T FiL,

o REBIET Insights Operator IHH4MEIA,

it =

1. F#: dockerconfig.json 3Z{4 :

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. %%k 8 dockerconfig.json XX {4 "cloud.openshift.com” "auth" 5 :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "asd@redhat.com”

}
}

3. JH1FERS _E1EE console.redhat.com :

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F
"upload=@-<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload

Heh <cluster_id> 2% ID, <your_tokens E¥H pull secret BI55HE, <path_to_archives 2
Insights Operator JHR4HIER 1R,

INRIEIERTD, ZpHSRERE "request_id" #1 "account_number" :

it Bl

* Connection #0 to host console.redhat.com left intact
{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,

2. mAMERFH Cluster 3£,
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3. ERTRERER, <KW

4. FTFEEEH Insights Advisor £,
MR EERKD, MERETRUTZ—

e INR Insights Advisor &8 & IR A&, RREMERHSET TMERI
® Insights Advisor f BB AIEATISR, NS HIHES (K. B, EEN™E) .

23
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55 F WEKEHE
TEIR R ARSI BN R REHE R, AT LAESBhZLIE I fr N IR AT HERR IR R,
BRI IR M
e {#FH oc adm must-gather %55 K HIEIE
o [IME—HEYSREE ID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERHER, % :
o HHRE L
e RFAE
FINERT, oc adm must-gather 63 {5 FARINRIEH R, HEA ./must-gather.local,
A4, EALERSENSRZTHTRREEFKER, WELITER2 AT

o EBREE—PHRLNFEINBENEXIEIE, 15EA -image SEFESR, NLLTERD AR,
o -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.9.0

o EWLEHITHRE, 1E#FH -- /lusr/bin/gather_audit_logs 2%, LTI R,
BN

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% E,E
A FEARINERESHN—ED, TRWEHITBERENIHIIKRN,

L1%i21T oc adm must-gather v, SEHF I EH P OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHBUE, FHREFZELL must-gather.local FFLHI— PN ETERA, EREYFITEBERPOIE

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

5.1.1. HAMEZFFIRE BN ERIFIE
& A £ oc adm must-gather CLI f5 5 R X ERERNFHE R,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/support/#support_gathering_data_gathering-cluster-data
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B 5 B WERERHER

FeREH
o FHEZR cluster-admin B &I 1 £EE,

e B.% % OpenShift Container Platform CLI (o€).

T
1. #AEEZ % must-gather HIEH B %,

2. 1217 oc adm must-gather f5% :

I $ oc adm must-gather

ORI EFRI, B0, ETEEREFFFE pod, NfEM oc adm inspect &%
EWERFETRIER, BRBLIE ST LUREHEFERENTTRER,

p= =1

MREHEAZRML, WFEHITHAANTSE, MREHEENERRRRCEE—
MEEM CA, BAIE L AMEE CARINBIEREF, X F 2RI IR
B5E, 7£f£H oc adm must-gather i 5HI, FES AL must-gather %
B&IE D — DR R.

I $ oc import-image is/must-gather -n openshift

3. MI{EBRHNINIGIER must-gather Br O — N E4E30 4, B0, EEA Linux BIERSH
HENLZITU TGRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %50 5% must-gather-local.5421342344627712289/ & i 1 5LPr B £ & 5.

4. FELLNER 11 Hp o IR B Im] R 5 A b 20 S48

5.1.2. WEE X ENREREIE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 & AR KER XFE
Theery {5 2. must-gather TEX LN, XFFEEERTRBITZITEN P RRES N IRERNEIE.

5 5.1. £ # M must-gather Hif&

Image 3:D=3

registry.redhat.io/container-native- OpenShift Virtualization FIZ#EINER,
virtualization/cnv-must-gather-rhel8:v2.5.8

registry.redhat.io/openshift-serverless- OpenShift Serverless FIZIRINE.
1/svis-must-gather-rhel8
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Image 3:D=3

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh BIEIEINE,
mesh/istio-must-gather-rhel8

registry.redhat.io/rhmtc/openshift-migration- ~ MTC FZIEIEE,
must-gather-rhel8:v1.7

registry.redhat.io/ocs4/ocs-must-gather- Red Hat OpenShift Container Storage FIZ{EINEE.
rhel8:v4.6
registry.redhat.io/openshift4/ose-cluster- Red Hat OpenShift 58 H &1L RIEIRIE.

logging-operator

registry.redhat.io/openshift4/ose-local- Local Storage Operator BI$#EUIER,
storage-mustgather-rhel8

BINERMRIE ETHRESIE A A must-gather #(3E, 157N --image-
stream=openshift/must-gather 23,

FREH
o FHEZR cluster-admin B &I 1 £E,

e B %% OpenShift Container Platform CLI (o¢).

T
1. #AT=f#% must-gather 21IEHIE %,

2. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, {EHA
LUF ap 5 e ISR BRI BEEUIEFD OpenShift Virtualization $FEE & -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel8:v2.5.8 g

ﬂ ZX1L OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization BJ must-gather 53§

&R LU must-gather TESHINSEUERHER, MURESHH 5K ARICTEA Cluster
Logging Operator Rt XBEHE. X FEBEEKILE, BITUTHRS :

$ oc adm must-gather --image=3$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \
-0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
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I operator")].image}')

Bl 5.1. LB BFZIC K B9 must-gather Hith =il

— cluster-logging
F—clo

—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr

—— Cr

—— CSV

—— deployment

—— logforwarding_cr

— collector

| |— fluentd-2tr64

— curator

| L— curator-1596028500-zkz4s
F—eo
—— Ccsv
—— deployment
—— elasticsearch-operator-7dc7d97b9d-jb4r4
F—es

— cluster-elasticsearch
—— aliases
— health
— indices
— latest_documents.json
—— nodes
—— nodes_stats.json
thread_pool

—— Cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs
|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
— install
—— co_logs
—— install_plan
—— olmo_logs
—— subscription
L— kibana
——Cr
—— kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
L namespaces

— openshift-logging

| F—apps
| | — daemonsets.yaml
|| deployments.yaml
|
|

— replicasets.yaml|
—— statefulsets.yaml
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— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
—— curator-1596021300-wn2ks.162634ebf0055a94.yaml
—— curator.162638330681bee2.yaml|
elasticsearch-im-app-1596020400-gm6nl.1626341a296¢16a1.yam|
—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yam|
L— logs

— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods
|— cluster-logging-operator-74dd5994f-6ttgt
|— cluster-logging-operator

—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
L— cluster-logging-operator
—— previous.insecure.log

—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
| — current.log

—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry

L cluster-logging-operator-registry

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db

L— mutate-csv-and-generate-sqlite-db

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
—— curator-1596028500-zkz4s
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
—— elasticsearch-im-app-1596030300-bpgcx.yaml|
—— indexmanagement

L— indexmanagement

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64
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F— fluentd
L— fluentd

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— fluentd-2tr64.yaml
—— fluentd-init

L— fluentd-init

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
— kibana-9d69668d4-2rkvz
— kibana
L— kibana

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy

L kibana-proxy

L— logs

—— current.log
—— previous.insecure.log
—— previous.log

L— route.openshift.io

L— routes.yaml

L— openshift-operators-redhat

B 5 B WERERHER

3. MI{EBRHNINIGIER must-gather B xR O — N E4E30 4, B0, EEA Linux BIERSH

TTENLEZITU TR :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %50 5% must-gather-local.5421342344627712289/ £ i/ 5LFr B £ & 5.

4. FEZIMEZE 1P oy SERE [a] R A M b PR 4 S 4

513. &E#HitBE

EALUREHEITER, BI25REMBXREEN FHIFIICYE, IERETAS. EEAHEMRAHGF
RS —RIED, EELURELU T ITRGE :

o ctcd RSS2
e Kubernetes API fR$525
® OpenShift OAuth API iR%5 23

e OpenShift API %525
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iy =

1. {8/ -- /usr/bin/gather_audit_logs 777&;21T oc adm must-gather &ip % :
I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. MI{EBRHNINIGIER must-gather B xR O — N E4E 30, B0, EEA Linux BIERSH
HENLZITU TGRS

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 @)

@ ¥ must-gather-local.472290403699006248 &ty 37 B T A,
3. TEZLOEE P AR R B r) R0 R B b 40 ST 4

5.2. JREXEEE ID

FERIEXFHREE RN, RUEEHNE —TMARTRBERE, ELUER OpenShift Container
Platform Web #2#I& BB 7 &R ID, EIAFLAER web #6153k OpenShift CLI (oc) FTIKEREEF
D,

FeREH
o FHEZXR cluster-admin B &I £,

o iR R&EH web A OpenShift CLI (oc) o

i =
o {HF Web #HIBFZHFHHMEHBIIETER D :
a. MIEHSMZE (?) help—> Open Support Case,
b. Cluster ID IER#BNETE ,

o {HM web #HIAFINIRENERF ID :

a. % Home — Dashboards —» Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZITLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.3. X F SOSREPORT

sosreport —“™"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
GWEREIFE. REGEMZIMIENIER, sosreport 21t T —FITER A ERINER KT B2k
18 2 A B A LUR A AIE T HF LU 1T 1217,
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E—EERT, LIEXFATREASERENREE OpenShift Container Platform 7 s I 5 sosreport 744,
flan, BN AREFSEEERS HEHEMEE IIETE oc adm must-gather Hij B BIFH0F 77 s BIRFE K
?EO

5.4. 7 OPENSHIFT CONTAINER PLATFORM £t m & it SOSREPORT
A4
51 OpenShift Container Platform 4.6 5£8£77 s 4 X sosreport B9 1 A& 2@iT debug pod.
FREMH

o EELMEMAES cluster-admin & &K 1A & EE,

o MEBHIIEMNB SSH Ui FITUR,

e B%% OpenShift CLI (oc) .

o (RAELIIBFMELT K EHIT .

o MABLLIEES MLk .

o MEBA—MLIEXFREE ID,
Pt

1. REVERETT RIIKR -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HHFTRELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

EIEE PR m i AT E NoExecute 3R debug &1, 15ME dummy & ZEFRIN—1NE
FR, FF7E dummy a4 22 (B F/E5h debug pod :

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

3. ¥ /host i% &7 debug shell AR B, debug pod 1E pod 1 /host H#EE EHLH root ST
RE5, [FREFH /host, ERILLATENTHITIREPSEH ZFHHISTH -

I # chroot /host
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p= =1

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.6 £ 7T A2, BKIIT Operator SN FERENR, RAEWER
SSH i &EEE T s, 1T mIFRFRICH accessed 15 m. {B2, 1ER OpenShift
Container Platform API RATF, % kubelet ZEB 717 m L TTIEIES ITIF, oc #E

NSRRI, EXMERT, "ILA#EMA ssh core@<node>.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

4. J55 toolbox B2y, HAIIHIZIT sosreport FTEEHI — 3§l ST FNIEH -

I # toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fi v fiH 'toolbox-'

already exists.Trying to start....{# F§ podman rm toolbox- fiIfR EE7EiZ1THY
toolbox® 25, FHEMITHI toolbox B2 LU 72 sosreport 3& 4 H TR,

5. J5% sosreport 914,

a. 1517 sosreport % F/5 F crio.all #1 crio.logs CRI-O &255|% sosreport ff :

ié/
I # sosreport -k crio.all=on -k crio.logs=0n ﬂ

Q -k ALEEIEBIMEZ A E X sosreport iE4 S,

b. 127R/G1R Enter BYRLE,
c. IRELIMELFFRHE ID, sosreport I ID RINEIFEREHISTE L,

d. sosreport iR M4 T IRBIAMIE ] checksum, LA RAIEH 51 B # R ID 01234567:

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4e

Q sosreport JFHBISTHERETE chroot IfEZ 4, EH toolbox BEFRTE /host FHEFEH
BIAR B %,

6. HRALUTAEZ —NIEXZFFIRH sosreport TR LU 2 #T,
o I3 EHREM OpenShift Container Platform $£&% £ % BIHI A L8 S # AR,

a. 7£ toolbox &2#3M, =17 redhat-support-tool 5714 & M N B I L1082 FF 7]l 5
o IXANRBIERFEE 1D 01234567

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz
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Q toolbox BT EHNBIMRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERIR,

o fixf ERBIHALIE A,

17 oc debug node/<node_name> f45H%E sosreport 714, FIEHIHEER IS4
Lt SR E 2R HE LA oc debug &1F :

a. ]

node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-

iz

==

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
01234567-2020-05-28-eyjknxt.tar.xz

debug G ENBIR B FHEEEF /host, EIRERFERMBIIXHERN, 518
debug BHERMIIR B RILXTRE, S1E /host.

k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.6 &8 A28, KT Operator KN FA%KEE
B, TENER scp MERET = (£H) sosreport /348, X T mHIL
accessed {58, {BE, 1R OpenShift Container Platform APl A& F,

= kubelet FEBHT T M ETTEIE R TE, oc RERSZEIRM, TiXMIE
RF, AILLETIZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M7 52 E #l sosreport 14
BN

b. # A https://access.redhat.com/support/cases/ FBIIIA S A,

bl
1%

£ Attach files FIRIR R L4304,

C.

5.5. & BOOTSTRAP T2 H &

INREE|S bootstrap #HXBIF#, BILAM bootstrap 17 mUi& bootkube.service journald 5 5t H & #]
';?é\%% E le:‘:\O

FoRFM

o EHZ| bootstrap 7 s SSH 15 AT R,

e BB bootstrap T RHITEREE A,

it =

1. 1£ OpenShift Container Platform Z&&id 21, #1f] bootstrap 17 s bootkube.service
journald =55 A, & <bootstrap_fadns> &y bootstrap T/ mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap T _E£H bootkube.service HE& it etcd connection refused %
R, IXFR7~ bootstrap BRZ5 28 TIETE control plane Tis (HFRH master T .5) +

E#EE etcd, EE control plane TR E/AE) eted BT mBINALREE, XMNME
RRIZRE L,

2. fEF bootstrap 7 s £ # podman M bootstrap 7 B R KEHE. ¥ <bootstrap_fadn> &
M bootstrap T REITERIREFH S :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.6. &R &2 JOURNAL B

&R LATE IR IT SR BE T 289 /var/log R4 journald Bt HEFE AR B,
SeRF M

o AEILUEMESA cluster-admin & &R 10 EE,

o APIIRFS DA LUEE THF,

e B%% OpenShift CLI (oc) .

o MEEREIENM SSH Ui FIHR,

it =

1. & OpenShn‘t Container Platform &2£77 s # kubelet journald £t HE&, LA FREIE S
control plane TR (HBH#H master 17 )

I $ oc adm node-logs --role=master -u kubelet ﬂ

ﬂ RIBIS REH: kubelet LB HEM A ITHE,

2. MEBT =L /varllog/ THREFERINERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHAE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, UWTFRAIHEFEBRAE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR API TEEBTIIE, 5HA SSH REEBNTREMARER, UTRAIZ
/var/log/openshift-apiserver/audit.log FIEZFHIA A :
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$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

2 3

cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.6 28T m A A%, BT Operator KN KRB TN, TEIL
63 SSH Vi SEBE T s, T s RPRIC N accessed {5, TE 0BT SSH
WE M EIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T R ETEEE TE, oc BEFRSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[A] 7
=1

™o

5.7. M, OPENSHIFT CONTAINER PLATFORM 77 sk A SR IREM K BIR
(TRACE)

FEHES ML XB OpenShift Container Platform [, ZLHER BE& MHRFER] OpenShift Container
Platform &85 1T R MEFE R 2RI RKMBEEIEEEER. 7E OpenShift Container Platform ARIETEM%
trace BV I 75 /E 281 debug pods

FRFM

it =

e LAMEREA cluster-admin & &I i 0] £,

B &% OpenShift CLI (oc) .

BHRLIBIAET SR .,

EALZIIEE ] Bk,

HEB—NLIEX R R E D,

=

IRENERRF T RIUK

I $ oc get nodes

debug pod:

EHRER B EHA SSH i FITLRR,

. BT REHA— debug Rifi. FEREEHIE N —1 %N <node_name>-debug I

I $ oc debug node/my-cluster-node

¥ /host % debug shell ABIRE 5%, debug pod 7£ pod B /host H#E#E EHLH root XHEF
Yio [HRERECN /host, EAILLZTTENAIHUTIRZR R I E/M T HIS0HF -

I # chroot /host

35



OpenShift Container Platform 4.6 2 ¥F

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.6 £ T S A2, BKHITF Operator KN AL RN, FEIVFER
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1ER OpenShift
Container Platform API RA[F, K kubelet EBHR T s ETT/RIEE TE, oc 2 1F
MEZEIRM, EXMERT, TLUER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A]T7 m,

4. 7E chroot IMEHEHIE RIRER T RO &
I #ip ad
5. J55) toolbox F2%, HAGIEIZ1T sosreport FTEs B Z i &l ST FIHEM -
I # toolbox
pa -3
INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'

already exists.Trying to start.... Z# & tcpdump HIL A, EEA podman
rm toolbox- MIFRIEFEIZ1THI toolbox 25, FHEMFT toolbox B2,

6. TEEE T mA/E5) tepdump 215, FHHEEBEIFHE X EH, XNRHER ens5 /EAHEAO
2FE

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

@ tcrdump BISCHBAEIE chroot FEZ 5, B toolbox FERTE /host At E EHHIIR
E%Q

7. MR R EBBESBBE topdump I, HRIRUTSUERLE,

a. AEBTrA25 ID, chroot host i 5T iX—4 A B crictl 85, E M toolbox B231E /host
REHENARE X :

I # chroot /host crictl ps
b. AERRMIIRR ID, EAHIH, & ID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. ER#HBLEY) tepdump 1%, FEHEEREHEKA IS, AFIFEH 49628 1E R
##2 ID, ens5 2#O%F, nsenter oA ABIMFRRNMEE A FHEMZE R FZITH
%, EARFIPHBEIRHARE—NBHHE D, tecpdump S MENER SRS RZH P
1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap.pcap ﬂ
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@ tcodump BITHBRREIE chroot 25, H toolbox FEBRE /host Ak EH
HIAR B 5K,

8. HRLITAZEZ —MALIEZFFRME tepdump K STHFH T DM,
o I3 EHREM OpenShift Container Platform $£&% £ % BIHI A LGS # AR,

a. 7£ toolbox &A23M, =17 redhat-support-tool 5% {4 B £ M AN TG L1182 15 n] i
o IXANRBIERFEE 1D 01234567

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERIR,

o fixf ERBIHALIES A,

a. 1217 oc debug node/<node_name> 1%L sosreport /944, FIEHIHEEREI 4
., SR ESRHLEIN oc debug &1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BEFENBIR B FHEHEEF /host, EIEERFEREMBIIHERN, 518
debug BHERHIIR B RILXTRE, S1E /host,

21T Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.6 &8 77 AR ZF, ©KHITF Operator XN FA%KEE
B, FEUER scp MEEET = (FH) tepdump RS, XRET R
HI accessed {5, 1BZ, #1R OpenShift Container Platform API &)
F, =k kubelet EBIR T R LETTALEE T, oc BIENAKZRIRM, X
iERT, TLUZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M—/T7 s E il tcpdump
FR

b. # A https://access.redhat.com/support/cases/ BN S5 A .,

b
c. %H¥ Attach files FiRIRR L %1%,

5.8. NELWE S FrR At IS M ¥R
TEfi# )R OpenShift Container Platform [F&}, 4TI AIBER B RIFIZ MR LE B FF AR A, X

AILLET AR 1] Mitsk A redhat-support-tool #3435 E#& M OpenShift Container Platform 5%
EERIST R,

FeREH
o TATLUFAEA cluster-admin BA&IAE iR EEE,
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o MEBEZHEIEMNB SSH 1 IR,
e B%% OpensShift CLI (oc) .

o (MELIEIET HKEHIT I,
o MAELLIBE 1/ KL

o MEA—NIEZFFRIFA ID,

it =
o SEILIMER T MISFHZ TR £ 1% BB LSS I R e,

1. f£F oc debug node/<node_name> 5 EE— OpenShift Container Platform 77 s &
BWIZEXE, FEREEERRIXHES, LUTREE debug B2 /host/var/tmp/my-
diagnostic-data.tar.gz £ %%l /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BAFENMIRE FHEHEET /host, FEIRER T HEEMBIIXMHR, 51 debug
BERHRE R4 ERE, 81 /host,

i21T Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.6 28T m A A%, BT Operator KN KRB EN, TEIL
5 scp MEBETT mfFHist, XET B accessed {58, 1HZE, AR
OpenShift Container Platform API "I f, =k kubelet EBIn T R EFTIEIE
EILE oc BIEREZRIRN, EXFERT, ALUER scp core@<nodes.
<cluster_name>.<base_domain>:<file_path> <local_path> \— 1= &

HIZ ST,
2. A https:;//access.redhat.com/support/cases/ FREIIIA X (0] 4,
3. 7%EFE Attach files F iR R EH1Z X,

o JHZUFEIEIERE M OpenShift Container Platform 58 b X BT A LLIE S R A,
1 IREVERE T =FIK .

I $ oc get nodes

2. EEWHTREHAA— debug Rif. HHFTERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1 debug shell IR B K, debug pod 7 pod Y /host F#EE EHLH root XX
HXR5, FMIRBRUN /host, EAEILLZITENAIHUITEREH ST EM ZHHIS :

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.6 28T m A A%, ©KIilF Operator KN KRB EHN, TEIL
A SSHIREEBET R, TRERIMILH accessed 15, BZ, AR
OpenShift Container Platform API R f, 5k kubelet £ B IR T R EFTIEIE
BILF, oc BIEREZ RN, EXMIERT, TLMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

4. 37/ toolbox B35, HAES1Z21T redhat-support-tool Fff & HI Z i §l ST -

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ1THY
toolbox &%%, FHEMHTH toolbox Zas LU F I A &,

a. 1217 redhat-support-tool ¥ debug pod FISZ# B M AN EI A BILLIE X R0 & H AR,
XA BIE AR EE 1D '01234567" #7482 /host/var/tmp/my-diagnostic-
data.tar.gz:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERIR,
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56 B KRS

6.1. 3®7F CLUSTERVERSION /= 45 52 B¥ HI 4R

BRI LLET 6 clusterversion FTRIEKEN—4 OpenShift Container Platform SEEEHIAE HY E 45 E0IE

FeREH
o RETLUFEAEZR cluster-admin A& i A & EE,

e B% %k OpenShift CLI(oc).

it =
1 HINRERAE. TR, BTN ANREIRE

I $ oc get clusterversion

2. IRENERREAIAG, BT AR SRIC KA I -

I $ oc describe clusterversion
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5B 7 E IEHkR

7.1, REEEHERR

7L BERRAEERE L E

L%} OpenShift Container Platform &% (| #li TS BEHERRIT, BT LAR R & B & RAEEW N ER BN
i, RE, KRESZYEABEXFZERETE,

OpenShift Container Platform Z&5 i 2 GIE LTI ER -
1. BI& Ignition BE & ST,

2. BEhBI ST ENFFFIREEEE M control plane #l85 (18BF5 7 master H185) AREMIILIZ
5)/?\0

3. control plane HL23M bootstrap #2381k EULR ¥R HF 5 51,

4. control plane #2318 F bootstrap Hl2s2H K etcd &%,

5. bootstrap H28FE A etcd LB FBNIEAT Kubernetes control plane,

6. G} control plane 4 7 ££15% control plane JE %! control plane #1825,

7. Imft control plane k#l, FIFHERHITRR 45 £ 7% control plane,

8. bootstrap #l234F OpenShift Container Platform H 4478 INZEI4E 2455 control plane,

9. LEIEF KM bootstrap Hl2%.

1. control plane LA—%H Operator RN REHMARS .

2. ERTHHEEARZFAENERAY, SRAEZIFHIIMEH IR worker 125,

7.1.2. B BEENEMERRE TSR

MNLRAEEARREFEFNEMENL, N FRERFBESHEMBRIIIERE, OpenShift Container
Platform AT EREHNAEAE, SERFERAEXT, HE TR, TLUERALLTIRERERE & MAET &
BRELAIZRI,

IRt A] LUTE B SR ERERM &5 OpenShift Container Platform 4.6, MIREFERAXNRESE,
FRE2BEAMBENEMRBHREEPHNNE, HH, EREFNEEEUTSE :

e #FE Red Hat Enterprise Linux (RHEL) 4 &%R%41 RBIRE R E GRS AR S5 3FE A S E U
PR A LUK 1889 Red Hat Enterprise Linux CoreOS (RHCOS) X HZ#FHI5,

o REEMELHNENRRTEAET " RREFRAHLENE, BRGIEREFE BT FIHFRER
ENTRCIHENEHRE,

o MRF|EMNEEM. BFERFHEHA. T RENBE Kubernetes ENEAMTUKRER BT BE
TRE, HRERDHNEEREN.
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p= =1
EEREETEMNE, HNEZNMIEHENFEER OpenShift Container

Platform R ERATHNEENR. T REGBREGSET R RE A RN
FAAERBY T RININEISR R, BEXEBES DN EEN,

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE LN B Machine API SZE,

o MEMMMERMNARTIRME T I Ignition BESE X FEA ENM AR N EAIHEN—D,
INRFXFEM, MIFEEMEA HTTP IRS52R1EE Ignition BLE U, fRA Ignition BB ST A I
SRR E T XM A ENAR AR,

o MREFATEMERHM, Nk AXNEES registry. Elasticsearch 8 Prometheus & A 1%EHESR
A, NEEFHBEHEMW. BRIEPHHTTEE, ArBENEMEEREFRRE LERINEHE
%Q

e EEA A OpenShift Container Platform IfiEm, FTE—M %2R RIEFTA control plane

T (BFFh master 1) ZI[EDA APLHIEX, ,.,\_ILMEFHEH—J/V@E OpenShift Container
Platform DNS & #im O ZRETF TCP MY f TR A K,

7.1.3. 7€ OpenShift Container Platform ZZEaTia 7 i #i19 € 2 ECE

TEFF4A OpenShift Container Platform &R, 15 E B A HIDERECE.

TR

o CIRIBAFEE T AL M A%, S OpenShift Container Platform &%, AT REIETFE
F3 HAProxy “h & B3R /7 #3981 AR 5589 Red Hat Enterprise Linux (RHEL) FE#lo

e JyfE% OpenShift Container Platform 4B HECE T DNS 45,
o BEIMFIIEIRM SSH 15 [nIAAR.,
ik
1. 127 haproxy systemd fRSS B EEEX :

I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. Bk B ERESERAMERO, UUWTRAI5IAIRO 80. 443, 6443 1 22623,

® XfF1E Red Hat Enterprise Linux (RHEL) 6 L£jZ4THI HAProxy £, i5{#F netstat @p
FEim RS -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 2% 8 L2179 HAProxy SEfl, E{#F ss s
P O -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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==
ZIHEEEINAE Red Hat Enterprise Linux(RHEL)7 = ‘EEEH&Z!KEP{%FH ss S MA

7= netstat, SS H iproute 4 BRME, BX ss T HIFIFIFSE Red Hat
Enterprise Linux (RHEL) 7 MAEVE T8,

3. KEBECHT DNS 0% 2B WA 1 H 35 -

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 52 F H &S

MBS T, OpenShift Container Platform &2/ BEN 1% E S info, MNRIEIZRI K
OpenShift Container Platform Z&ENBEZRIFMIBEKILE, EaIUEEFHFFIRLEN T openshift-
install H&43/1R& 5 debug,

FRFM
o HUMREFHEFTR,
it =
o HEEMRENFRERTIHXES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

ﬂ Al BERI B &4 24F info, warn . error 1 debug.

7.1.5. openshift-install #3457 R B FE HERR

INRIKIEIZ1T openshift-install S HFNEEI A, EREUTRE :

o REITRTE Ignition BEEEXHAIRSE 24 NNRE5N, BITLAT e mif A Ignition XX :

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X5 RERFMUTFR—1MExP. NREMA Jopenshift-install --dir 177
BT Hth A EMNRERE, HRIE install-config.yaml X4 R EEETIZE R,

7.0.6. WEREIE

& ] LAFE OpenShift Container Platform kit f2 N B4R %, bootstrap # control plane B,
XiRE T RETENAYE, FHEBTFIRMIRERBHIN .

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,
e B%% OpenShift CLI (oc) .

o EMEEAEFIEHAE SSH I FHR.
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it

e %A bootstrap # control plane T mBITERREFE (BFH master TTR) o

#1A kubeadmin L 0] £ 22 2% E B9 <install_directory>/auth/kubeadmin-
password F 5,

. Eﬁﬁ *E':P”PEKEE/L.\:

I $ tail -f ~/<installation_directory>/.openshift_install.log

. 1E bootstrap TIm3|5/&, ¥ bootkube.service journald #THE, XA LK T fRE—

control plane #J bootstrap. ¥ <bootstrap_fqdn> &4 bootstrap T LR EH A :
I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %
¥, IXFIR bootstrap BRZ5 23 TTiATE control plane 17 s %8l eted, EEN
control plane 7 s EJH5) etcd B RBMAKEE, XMERENZREL,

. BIFE, WL control plane 7 m_E# kubelet.service journald Lt HE, XA L& T ## control

plane 17 RKERED,
a. ﬁﬁq oC W‘j:wE/L.\ :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 3155, "2 control plane 77 s _EH crio.service journald ¥t A, XALLE T #2 control

plane 77 R CRI-O B2HZ 1T BIED,

a. ﬁﬁﬁ ocC W‘j:wE/L.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API EEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

7.1.7. Y85 bootstrap T RiZ Wi EiE
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%38 %15 bootstrap XA, BTLAM bootstrap 17 mUi%E bootkube.service journald £ THEHNE
%% E ljlll:\O

FoRFM

Pt

o EHZ| bootstrap 7 s H SSH 1 AT R,
o EH bootstrap T RHITLREE .

o MNRMER HTTP RS 2RIEE Ignition BEEEXXH, NIFIEE HTTP RS 2RMT LR EE MmO
B BB E HTTP EHHY SSH 15 R AR,

1. SR AT LU A bootstrap 17 mBUIRHIE, EAIREHIE, BRI A LUREERRT,
2. JIE Ignition XFECE.
o MNREER HTTP IR EEE Ignition ESiE U4

a. I1F bootstrap 7 s Ignition X4 URL, ¥ <http_server_fqdn> iy HTTP AR5 2384
TEREES

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

Q -ETRRE R, RIS EM URL A Ignition X4, &4 4&IRE 200 OK ik
B WIREA, ZenHRIR[E 404 file not found,

b. BXIE bootstrap 1 s A UE! Ignition X, EEIHRS EN LM HTTP RSB E.
fBign, WNRIEFER Apache web AR5 ER1Z 4 Ignition X, 1HEHMIALL TGS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ik
B, XRTWIERKI,

c. TNRKRIE Ignition X4, HIEE Ignition XHEREEFE, REERSENLESEYN
CEFN Web AR5 251X R

o NRE[FERATHENFENHET Ignition BEE X EAEHAE W EANREREN—ERS .
a. &%& bootstrap TV IR HIA, LUIAENGIREEMREA bootstrap 7 & Ignition 34
3. BE bootstrap T MO EMEE X EEE W A,
4. B bootstrap T B B M DHCP BRSSO E T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald ®tHE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTLREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap 7 = _E#J bootkube.service HER%iH etcd connection refused £
%, IXF bootstrap IRZ5 23 TETE control plane s (B#H master TTm) E
E#E eted, ER control plane T EE5) eted BT REBMAER G, XD
RN ZRELE,

6. M bootstrap T A KERE,

a. fff bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> &ty bootstrap i
mMERREEA :

$ ssh core@<bootstrap_fgdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. %A% bootstrap IR, 1EFIELLTAR,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEHMERNRIEIRDO 6443 i##EE bootstrap # control plane T m., WERAEEEHE
OpenShift Container Platform &K,

7.1.8. & control plane 7 s 22 %5 1] fl

INRIEBEE control plane TR (N master TTR) R&E (R, EHEE control plane 7 ;R OpenShift
Container Platform EM#;EXB’JH?% (SDN) FIM %% Operator K, Y& kubelet.service. crio.service
journald #.5cH&F control plane TI mAZRHE, LAUGE control plane 11 R, CRI-O B2z 1THT 0
pod BB,

SoRFM
o AELUEMESA cluster-admin & &R 10 R,
o B &% OpenShift CLI (oc)
o MEBEEARIIEHA SSH 1 [FITLRR,

%4 bootstrap # control plane T ST LR EE &,

° au%ﬁﬁﬁ HTTP BRS52/¥EE Ignition ECESCHE, NIHIER HTTP RS8BT 2REE & MmO
IEAAER HTTP EHLBY SSH 17 1RAT R,

#tA kubeadmin 1 a] £ &2 2% E 1BV <install_directory>/auth/kubeadmin-
password F#EE,

s}
e

1. BNRIER LU A control plane 11 mBRGHIE, 1BREEHA, BT RILURHERRETR. &R
EiTFEH, Ignition BESH RHIHEIEHIS

2. BE Ignition XEECE,
o MMRIMEER HTTP RSSEFITE Ignition BoE X4,
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a. BE control plane 7 & Ignition 32 URL. ¥ <http_server_fqdn> &#: 4 HTTP iR
FHTLRERS :

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ

Q | HIRRE L, INRIEEM URL B Ignition X, ZH4SAREE 200 OK
. WFREE, ZinH=iR[E 404 file not found,

b. B control plane T R E2F KR Ignition X4, EEIARS EN LM HTTP BRS 25
&, BN, wRIEER Apache web BRS5 23 1RHE Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INRUE] master Ignition X4, EXE HTTP GET HEEEMEE 200 OK A INRE,
FRRIE KRB,

c. FIRARULE Ignition X, FRRERSEEFETRSIN L. HEREHBITHIFRF]
P T AR 55 28 T BR

o MIREER B EHEI Ignition BLE T A ENAF W EHANIGEEN—EBD

a. A& control plane T mEIEHIE, LIAENHIEE EREA control plane 775 Ignition
X4,

3. KB DERL control plane TT R EE XA BT,
4. B control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutlt,

5. M7 control plane 17 =R,

a. i) control plane 17 BURS
I $ oc get nodes

b. WIER— control plane 7 % B 4 F Ready R, KFRIFMBYT sk

I $ oc describe node <master_node>

WRENRZEE S E OpenShift Container Platform API BiKiZ21T, =&
kubelet iIN&BEBN T R LiZ1T, MFEEIZIT oc % :

6. 7% OpenShift Container Platform SDN K7

a. 1f openshift-sdn & 22| A& & sdn-controller. sdn 1 ovs S HIZEARE -

I $ oc get daemonsets -n openshift-sdn
b. MRIXLFTIRSH Not found, ZF openshift-sdn 3 Z2[A] R #Y pod :

I $ oc get pods -n openshift-sdn
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c. 7 openshift-sdn %4 22 (A b 5 KA OpenShift Container Platform SDN pod #85%HH

&
I $ oc logs <sdn_pod> -n openshift-sdn

7. AESREMABRERS
a. AESEHNNARERSHFE

I $ oc get network.config.openshift.io cluster -o yaml
b. MNRLEEFTECEMAKEE, HHEREK Kubernetes FREHEEHEHIH :

I $ ./openshift-install create manifests

c. BF opensh|ft-network-operator R ZE[A R pod KT, LAATE Cluster Network
Operator (CNO) B&TEZIT :

I $ oc get pods -n openshift-network-operator
d. M openshift-network-operator #n £ 22 [5] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BIFfE, W#E control plane 7 m_E kubelet.service journald Bt &, XA L& T ## control
plane 11 R ERELD,

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

f

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.6 S£E T RA A2, BT Operator RN LR TN, FEIN
{8/ SSH Uﬂﬂ%ﬁﬂ, %, RS ARPRICHN accessed {5 M. TEZ @ SSH
WEIZ M EERT, 1Fi21T oc adm must gather F1Efth oc HHEE(]ZE
DR RHEE, (B2, R OpenShift Container Platform API T_JFH,
2 kubelet BT m ETEEE T, oc BIENSZRIZM, EXMERT,
A LUFF ssh core@<nodes.<cluster_names.<base_domain> 3 ij[7] 7

ino

9. 3|15 f&, 7 control plane i s _EH23R crio.service journald ¥t HE, XALLE T #2 control
plane 77 R CRI-O B2RZ 1T BIED,

a. [ oc KRR AE :
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I $ oc adm node-logs --role=master -u crio

b. MR API BEEBITF, FHSSHEXKEFRE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i ) L8 /var/llog/ T EF B RIKNERE.

a. KEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHAE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBERXAMFERE. AT REIHERBRTA control plane 7 mR#Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR API TEEE I, 15EMSSH REFSNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AN A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A HE.

a. AL :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl %R AEREE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. MNEABE] control plane 17 BB A, E¥E MCO. MCO i 51 DNS it 2B E S T,
Machine Config Operator (MCO) ERZIEAEREFRGEE. AN LERE RGN HE
ML R IE T BB U,

a. M MCO IR E T M. J¥ <cluster_name> E i 5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. NRimRRMIN, IHIIENEIDEREE, BRIEREENEHRD 22623 £iZ1T,

c. J2IE MCO ¥R DNS IL X 25 B EH AT R 71 28 %8s,

i. X E X MCO tin R & #zE1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>

ii. TEfM %L LA EH MCO IP Hhii #7388 M &) :
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I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& B M bootstrap T miz1T. ¥ <bootstrap_fqdns> &t/ bootstrap 7 m#
TRREFS :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. RUTEENET Al AITE bootstrap. master # worker T mIEREFRS ., BEFEN T RBRLGH
PhSENT EFIN ARSI ER -

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBEME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z& |0

MRELRETRPBE eted (A, BALKETE etcd pod IREFHINE etcd pod Bk, LT LUIIE eted
DNS i &FH i E control plane 7 s EH DNS sTFM (18FF4 master 1151) &

SeRF M
o AEILUEMESA cluster-admin & &I 1 EE,
e B%% OpenShift CLI (oc) .
o MEFEEAIIEHA SSH 1 [FITLRR,

e &4 control plane 1T R LREEZ,

T
1. 187 eted pod BIIRS.

a. & openshift-etcd 22 A A pod K :
I $ oc get pods -n openshift-etcd

b. #%& openshift-etcd-operator 34 22 (5] A fY pod IR :
I $ oc get pods -n openshift-etcd-operator

2. MR LSBT HEMER pod %A iR Running  Completed X7, 154 pod EZHTE

/GNO

a. 1 pod WEH :
I $ oc describe pod/<pod_name> -n <namespace>
b. % pod B :

I $ oc logs pod/<pod_name> -n <namespace>
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c. IR pod HEZN AR, ULBSTRUE-—MERFHEEZERPRERHEGMN, REEBITS
#RHAE :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEEETE, EEA SSH XKEFE control plane 17 m £ eted pod F1A 28 H &
¥ <master-node>.<cluster_names>.<base_domain> &t /& H4891H,

a. BIHEA control plane 7 s £ eted pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. X Fi%%A Zx Ready KM pod, HHKE pod K. [ <pod_id> Bl £ —aShH
FH I pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>

c. G pod HHRHIESES :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. ¥F%HA B~ Ready REMELE, BHIHFMEERBIRS, I <container_id> &l £—
SHH BRI HAELR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. MEEMEK LT Ready KEMARMER. & <container_id> & h E—amSHiHH5IH
H&E2s ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

pa -3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.6 587 R A AT 47, E{I@fﬂ: Operator RN FEREER, FEIL
{8 SSH Uilﬂ%ﬁﬂ, 3, KVMLEH accessed 15 R TR AT SSH

WEIZEEERT, Fi21T oc adm must gather F1Efth oc HHEE(]ZE
DR RIS HIEIE. B2, W3R OpenShift Container Platform API T_IFH,
5% kubelet EEIR TR EFTEEE TE, oc RIERESZ RN, EXTERLT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 3177

no

4. J3E control plane 77 sRBIEFIMIE DNS AR5 2515 #

7.1.10. 57 control plane 77 & kubelet #1 API iz 55 25 7] &l
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BHREREIRFPIHE control plane ﬁ"? (t2#5 master T7m) kubelet #1 API IRS5 251717, 5 E
DNS. DHCP flfi#35%esZhee, 7o, HMIEHEETH,

SeRF M
o AEILUEMESA cluster-admin & &I 10 R,
e B%%k OpenShift CLI (oc) .
o MEFEEARIIEHA SSH 1 [FITLRR,

e {&RA control plane T T LR EE L,

1. 38E API BRZ5 2389 DNS 1L R AR control plane 7 s _E#J kubelet E M E! https:/api-int.
<cluster_name>.<base_domain>:6443, @{Ric &38| #H%R.

2. WBRAEIEIRMIRDO 6443 E X BIFAEA control plane 7 &,
3. 27 DHCP @& RM# T HE—8 control plane T REH B,
4. FEEA control plane 77 s _EB kubelet.service journald #. T H .

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API EEEE I, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

= -

1247 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.6 5£& T R A A 4Z, *{I@fﬂ: Operator RN FAEBER, FEIN
{8 SSH Uﬂﬂ%ﬁﬁ, 3, KFRCHN accessed {5 m. TEZ BN SSH
WEIZEEERT, 1Fi21T oc adm must gather F1Efth oc BEEEIIERE
DR R HEE, (B2, R OpenShift Container Platform API T_JFH,
= kubelet EER T M ETEEE TE, oc BIERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 31ijj[7] 7

ino

5. K27 control plane 7 5 kubelet B&EFHIIE T HAE B
a. A oc f0EBE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. #NR API BEEE I, £ SSHREFHE., ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :
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$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7.1.11. A& worker 7 sRZ2 3 (0]

INFRIBE worker T B, ALLEF worker 71 mBIIRS, Y& kubelet.service. crio.service
journald 5o B&H] worker T m AR AR, LUGHE worker 7T LIE, CRI-O A#21THF0 pod MK
Mo FHH, BEALUEE Ignition XHEF] Machine APl Operator BB IE® TF. 1R worker T R FHE
BRI, & Machine Config Operator (MCO) #1DNS @B E®EITE, EiAaLAIE bootstrap.
master 1 worker "V RZ ARG B R B RS, FILUEIET,

FRFM

it =

1.

&R LUER B cluster-admin & &R 150 EE,
B&% OpenShift CLI (oc) .

BEEABEIENE SSH Ui AHR,

&4 bootstrap #1 worker 77 mEISE 2R EEH B,

INRFERE HTTP BRSS52:FEE Ignition BEE X, NIAITEAR HTTP fRS5 23T 2R E 15 & fik O
Bo IEWAEI HTTP EHEY SSH U5 IAIF R

#th kubeadmin 1 a] £ &2 4% E B9 <install_directory>/auth/kubeadmin-
password F#5E,

MR ATLLA ] worker 1/ RIS, HIRBEIE, EITATHURMERER, ERETR
i, Ignition FI &M B EIREIA,

2. BE Ignition XEBLE,

o MNREER HTTP IR EIEE Ignition EZiE T4

a. JiE worker 7 52 Ignition X4 URL, ¥ <http_server_fqdn> & HTTP AR5 23895
EIREEA :

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

Q -ETRRE R, I1RIEEM URL A Ignition X4, %4 4&IRE 200 OK ik
B WIREA, ZenHRIR[E 404 file not found,

b. BIXE worker 11 2 EWE! Ignition 3T, EEIHHTTP EH LM HTTP RS 2RBE.
Blan, INREFER Apache web ARS5 25124t Ignition 3T :

I $ grep -is 'worker.ign' /var/log/httpd/access_log

INRILE worker Ignition X4, HXBIHTTP GET HiEE B E S 200 OK FINIRE,
FRNIE R,
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c. FIRAKRULE Ignition X, FRRERSEEFETRSIN L. HEREHBITHIERF]
P T AR 55 28 U RR

o NRE[FERATHENFEHNHET Ignition BEE X EAENAE W EANREREN—ERS
a. A& worker TT IR HIE, LUAENGIEE EREA worker 7 8 Ignition 3T,
3. B#E worker T ROEHEE X ERETH,
4. BHIE worker 1T 2 E B M DHCP RS 28 9B T —4 IP Hbdik,

5. HE worker T SRS,

a. AW RIRE
I $ oc get nodes

b. IKEXN% A Z7~ Ready R worker 7 s TR 17 s f
I $ oc describe node <worker_node>

INREAN L L[ HFE OpenShift Container Platform API TBi%iz1T, =&
kubelet & BEBN T RLIZTT, NFELEZIT oc 43,

6. & control plane 7 (1BFFH master T752) AR, worker 77 {8 Machine API Operator 58&
MY B, & Machine API Operator BJ4R 7.

a. & Machine API Operator pod A7 :
I $ oc get pods -n openshift-machine-api
b. #15R Machine API Operator pod %84 F Ready K, 1HIFHMFIH pod BIEH :
I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api
c. 1% machine-api-operator 525 H&., & 2:7f machine-api-operator pod FiZ1T :
I $ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator
d. Eff:E kube-rbac-proxy &2 Hi&. A2t =7 machine-api-operator pod HiZ1T :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BIS G, Wi worker 7 s _E kubelet.service journald Bt A&, XA L& T ## worker 7 A%
HED,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u kubelet
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b. #NR API BEEE I, £ SSHREFHE, ¥ <worker-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa -3

1517 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.6 &1 m A Al 4%, E{I@fﬂ: Operator RN FAEBER, FAEIN
{8 SSH Uilﬂ%ﬁﬂ, 3, KPRLH accessed 15 R, TEZ AT SSH

WEIZMEERT, 1Fi21T oc adm must gather #1Efth oc HHEE(]ZE
DR RHEE, (B2, R OpenShift Container Platform API T_JFH,
5% kubelet EEIR TR ETEEE TE, oc BIERESZRIRIN, EXFMERLT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 3 ij[7] 77

nno

8. BIS &, 7E worker 77 s_EFKEY crio.service journald Bt HE, XA LR T #2 worker 17 s CRI-
O BB ITHBYED,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u crio

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M WOI’keI’ TR J:E’J /Var/log/ TE’]*#IE.? B %”&% E iTho

a. IKEX /var/log/ F B xHFMEBEIIR. UTREIZIHAE worker 19 R L /var/log/sssd/ #
BT

I $ oc adm node-logs --role=worker --path=sssd

b. 17 /var/log/ FBERXHMEBFERRE. LT RAHREBRA worker 7 s
/var/log/sssd/audit.log N :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR APITEEETE, 5HASSH REFEBNTRLEMWBAE, UTRAIER
Ivar/log/sssd/sssd.log FIEERE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. £ SSH & worker TTERASAE,

a. AL :

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a
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b. £ crictl R AEREE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

. INRIEEER worker TTERECERE, & MCO., MCO ifS#l DNS I REREEI21T. Machine
Conflg Operator (MCO) ERESEFEERERARE, BNEERE RGN HUERME LR
IEF AR,

a. M MCO Imm 2B . ¥ <cluster_name> & fELHME :

I $ curl https://api-int.<cluster_name>:22623/config/worker

b. MMRIHRAMIN, 1HRIEAFHEEREE, BRHREE NERDO 22623 Liz17.
c. Ik MCO imm= B DNS Itk 2 & B B F T2 i 982

i. X E X MCO tin R & #2417 DNS & :
I $ dig api-int.<cluster_name> @<dns_server>
i. TEMEIIE R EXTOER MCO (P Ml 47 @ & i) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& E#EM bootstrap T mi21T. ¥ <bootstrap_fqdn> &t bootstrap 7 s
xélﬁmﬂz%

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RIGIMERAT A]AMIIE bootstrap, master # worker T R EHR RS, KREEN T ANRGHS
%EP;Q%ET]EH*DET]EHI__l-’li:/JLxT]‘{:lu_.\ .

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. REIERRBERME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. RE jF 71 Operator K745

IR R REZELE R TG Operator IR, 1R A B Operator B2 iR, & FTASIH Pending
HEGHIRIR M Operator pod IEE, J0UEH A pod Fi#E E’JE&H%E{%

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

i =
| RERELERN, BEFA%EE Operator #A A,
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I $ oc get clusteroperators

2. BiFFRERTEMIEBERZER (CSR) BR B, BETREEEEAZL N Ready IR, BAEL
L& B¥ Operator TRETLIAE A (MNRAFWIER CSR)

a. TE CSRARE, FHBERRMIMEIEREHHEANE4EE Pending st Approved IR EHE
ImANAR S5 2R1FK -

I $ oc get csr
il

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending g

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

@ =/ iR CSR,
@ mHBIKCSR,

TEARBIH, FHEVSMATERR, EURREINRFPEIELS AR CSR,

b. #IR CSREBERGHAE, TERMBINBRIFTERLIE CSR #4F Pending KA &, FHiHt
HEEERENLZRHY CSR

BT CSR &8, RILEERVESRINEIERE—/NTRIEEN
CSR, MERBE—NNR#EEH], IEBFERE, BN TASEESMNE
Fo MATHERTAXEUET, #ERLE CSRE, %28 kube-controller-
manager & B Bl # B S8 Mm% i CSR,

S FIERSANER AP IFEA/FZTHERR, ENAEME - B HrEMZR
o, WIS RE—M7EEB A kubelet 3RHHEFHER (CSR) . MREAH
HTER, ] oc exec. ocrsh #l oc logs S FTERIN, EN API RS 2:E
3 kubelet FFEEIRSIER. 5 Kubelet i sEE REE(MIRER B Z L IE S
#AE, ZAELIEETR CSR, 1A CSR H system: node 5
system:admin HF 8 node-bootstrapper iR 551K F11R3S, FHAILT R
s

o FEHIMHLAE, IEXNEDEMM CSRIZITUTHS ¢

I $ oc adm certificate approve <csr_name> ﬂ
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Q <csr_names> 24/ CSR &K H CSR B4,

o ZHLHERTERILIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. && Operator E£14 :
I $ oc describe clusteroperator <operator_name>
4. &% Operator 44 Z2 (A FAH) Operator pod KA :
I $ oc get pods -n <operator_namespace>
5. FREUE B LT Running SRS pod BOIEZH R
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
6. &% pod HE :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>
7. BE5 pod ERFFEEERXBRER, EEEEMBGRE
a. REVERIIR pod 5 BRI ELAH FR AR AYIEIS -

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHERBHRLITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZREFHRERE
MRIENRERRFIRM T SSH BH, NATLURERE R KIMREHEIE,

SMIEEZTHERREB ML, EoILEREMmES wH&%ﬁELﬂZ&&E’JEMQ DRI
MIEFEZTHERHFIKNEBRR, E#MH oc adm must-gather f5,

FRFM

® 7 bootstrap i1 #25EKHEI, OpenShift Container Platform ZE &K, bootstrap 17 sIE{EIZ
17, FEE SSH 1R,

e ssh-agent HREBHITTEN L FERRE, #EB5 ssh-agent # ML EREFRE THESN
SSH B 5,
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o MREAEMEFEMEY L REER, NWITEA bootstrap # control plane s (1BFFH
master T m) HZ2REEA.
Pk S
1. E M bootstrap #1 control plane Hl23FKEN L& HEM RS ¢
o INREHEARERERFESHEMEN, FUHITESREEFWE R, FETUTHS :

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

— =

Q installation_directory 2 & {Ei21T 1§ EBE % . /openshift-install create cluster,
b B k8 & R ERFELER OpenShift Container Platform & X 3244,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETRIEEINEH
P it
o MRMEHEAMEFMEMRN, FIMITEREREFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

%} F installation_directory, i518ERIEIZTHIEENR—BE> . /openshift-install
create cluster, It B8 S %REEF R OpenShift Container Platform & X 314,

9 <bootstrap_address> 2% bootstrap Hl3HE LR E LS P Hil,

mqq:%ﬁqﬂﬂ’ﬂﬁ/l\ control plane % master #1288, ¥ <master_* address> &}
HRE2REE A P Ht,

FINEE T A =5 control plane Hl28. HIFT, FUHFRAE control plane #l
2, TREHNEREERTZL1,

it Bl

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

MRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

7.1.14. H KR

o MNETMREL S OpenShift Container Platform 2= R A M2 RFEAER, BHEHRET
2.
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7.2. 5 UET mERRIROR

721 BETRIRS. HRERENRE
BEEERTRERIOR. HREBSIUMTRASE. 54, EENTRLEEH kubelet ;A7

FeREH
o TATLUFEAEBA cluster-admin B&IAE iR EEE,
e B% %k OpenShift CLI(0C).

pi% =
o FIHEEAMET mKEH, REMABE :

I $ oc get nodes

o HIEKRHRBENT R CPUMREEABR

I $ oc adm top nodes
o HIEFET =M CPUMAEFHERER

I $ oc adm top node my-node

7.2.2. 1517 5 £ & kubelet 824

BAUEEREERTRERRKE. WREESINTEAR. B4, EBAOTLUIEREANT A L1 kubelet 38
s

/tho

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

e B%% OpensShift CLI (oc) .

it =

1. kubelet @I BN RLEM systemd RS FEEE, @iTTE debug pod H7E1H kubelet systemd AR
FFEE kubelet BIIRFS

a. N7 sRA3) debug pod:

I $ oc debug node/my-node

b. ¥% /host 1%/ debug shell EF'E’J*EE% debug pod £ pod FH /host qﬂiijﬂiiﬁl,ﬂ’\] root X
HXR5, MIRBRUN /host, EEILLUZITENAIHUITEREH T EM ZHHISXHF :

I # chroot /host
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p= =1

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform &7 R AR 4E, BKHIT Operator SEN FERBERE R, NEWUEH
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1R OpenShift
Container Platform API Aa[FH, X kubelet 7£ B F177 s £ oA IE & TE, oc
BEBESZRRM, EXFERT, "LUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

c. 17 kubelet systemd RSB ETEL T m LR :
I # systemctl is-active kubelet
d. HiHEIFAR kubelet.service 1A S48

I # systemctl status kubelet

7.2.3. BT R journal BE&
&R ATE IR IT SR BE T 289 /var/log &R journald Bt HEFE AR B,

FTeREH
o EATLUEAEA cluster-admin & &5 IH EEE,
o APIBRFBIRRTLUESR T1F,
e B%% OpenShift CLI (oc) .
o MEBEZEHFEIEMNB SSH 1 IR,

it =

1. #&if) OpenShift Container Platform 5£8f 77 )Y kubelet journald HTH&, LA TR RAEINE IR
control plane 7 s (BFFH master 7 )

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RARIS R kubelet LT H b 2T A 5.

2. MEET =L /var/log/ THEEFBRKERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHAE control plane 77 s £
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBEXAMFERE. LA TREIHERBRTA control plane 7 Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log
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c. MR API TEEE I, 15EMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.6 28T m A A%, ©KIilF Operator KN KRB EN, TEIL
6 SSH Vi SEBE T s, T s RPRIC N accessed {5 m, TES 0BT SSH
WE 2 IERT, 151217 oc adm must gather #1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EEMR T M ETEEE TE, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
&5

™o

7.3. CRI-O B23ia 1T [n] @R FEHEFR

7.3.1. %F CRI-O B2z 1THB| &

CRI-O 2 Kubernetes IRE AT LI, AT SBRERSZBEMRFERESRMIILR Kubernetes
A%, CRI-O, REBAT21T. FLEMESRHRNIE,

CRI-O BA#121TH BIZHIEE OpenShift Container Platform 5275 s _E {8 systemd RS H1TE

1B, YHINAESETH R, BIEEDT R LM crio systemd BRESHIRS. MIB AR IZITHAIHIH
T UK CRI-O journald BT AE,

7.3.2. 569F CRI-O ;217 B EE RS

IRAI LR B NERT 2 EIIF CRI-O B221TH BIZRE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(oc).

it 3
1. BF7ETT s £ debug pod HHY crio systemd RS 3EEE CRI-0 K.

a. N7 RIA3) debug pod:

I $ oc debug node/my-node

b. ¥F /host % debug shell FEIR B %, debug pod 7£ pod F1EY /host F#E#E EHLE root X
B3R5, MRERZN /host, BRI LLZTENATHUTIRERP S ER ZHHHITHF -

I # chroot /host
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k

pa -3

1517 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.6 58T m A Al 4%, *{I@fﬂ: Operator RN LB ER, FEIL
{8 SSH Uﬂﬂ%ﬁﬁ, 3, KFMLHN accessed 15 R, BE, AR
OpenShift Container Platform API RAETA, =k kubelet BRI R EFIEIE

EI/E, oc BIEFHESZRIRM, EXFERT, ATLUFEA ssh core@<nodes.
<cluster_names.<base_domain> 3151077 52,

c. f# crio systemd RS EILTT M L2EEK ¢
I # systemctl is-active crio
d. ¥ B4 crio.service RS R

I # systemctl status crio.service

7.3.3. I%E CRI-O journald ¥t HE

S0RIBEI CRI-O [AIH, EELAMTI IKER CRI-O journald # T A&,

FERFH
o EHALUFERER cluster-admin A &K HI&EEE,
o APIRSS{BARFTLUEE TIF,
e B% % OpenShift CLI(0c).
e I control plane % control plane HlZRHISERREFH S (BFFH master H27)
Pk
1. &% CRI-Ojournald BT AE. U TFRBIMATE control plane 77 (TE5EEH) WEHE :
I $ oc adm node-logs --role=master -u crio
2. MEFET =K% CRI-O journald Bt A :

I $ oc adm node-logs <node_name> -u crio

3. MR APITEREE T, EHSSHREEEHE, ¥ <node>.<cluster_names.<base_domain>
B EEMIE -

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service

63



OpenShift Container Platform 4.6 2 ¥F

k

= -

1247 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.6 %Eﬁ? MAEZE, BRHITF Operator RN KR ER, FEUFEA
SSH i MIERET =, TTxlEjj accessed i5m, 1EZi@IT SSH INE L H#R
#IERT, 1HIB1T oc adm must gather f{1Efth oc S E TR S TR E R
iﬁli‘Eo B2, R OpenShift Container Platform API A"a F, =X kubelet £ B Fr
RETEAEE T, oc BRIFFASZRRNM, EXFIERT, ATLAER ssh
core@<node>.<cIuster_name>.<base_doma|n> R A) T

7.3.4. 5512 CRI-O 72

g0RIE

BILLF A, A LLFD5ER CRI-O InH1F4E

T RIEEEM pod LizfT, FHIILUTEIR :

Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container
XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

BITEEIET R EQEFALS, FHI “can't stat lower layer” 1% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

EEBRANRREZAERF T RN, EB97 R4ETF NotReady R,
BRI LR (crio) iR IEE TR,

& T%f# A oc debug node/<nodenames> 7 17 R _E/5 3/ debug shell, ENA2RZ1TH L4
(crio) TTIEIER TE,

RIBLUTH R LER CRI-O Fh#FH AR IR,

FeRFEH -

it =

64

e LAMEREA cluster-admin & &I i) 0] £ 8,

B&% OpenShift CLI(oc).

. ET R EER cordon, iX2N T ERET mTF ReadyJﬁ TR EAR A TR 3, HIW/

Status #$4 F1#27E SchedulingDisabled 5 i £ #22 F

I $ oc adm cordon <nodename>

. LU cluster-admin AP B9 BEZE T & -

I $ oc adm drain <nodename> --ignore-daemonsets --delete-local-data



B 7 = HEEHRR

pa -3

pod =X pod &k # terminationGracePeriodSeconds /& 41214 254 1L B HA,

LEMRIAME 30, EUREFENEMNNARFAE L, MFRFEH 90

BLE, pod AJgE&FRICH SIGKILL, BIEMINAL,

L sROREIR, Bid SSH SRR A E TR, REEEES root AP :

$ ssh core@node1.example.com
$ sudo -i

. FHMZ1E kubelet :

I # systemctl stop kubelet

{F1E &2 pod :

I # crictl rmp -fa

Fhf21E crio ARS -

I # systemctl stop crio

CiTiXERSE, MR UTE2EBMRIEFE

15
I # crio wipe -f

. JE5h crio # kubelet BRSS :

# systemctl start crio
# systemctl start kubelet

fNR crio # kubelet RS /AE), BT m4LTF Ready KSR, RRBERFEESIE
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.22.0-
rc.0+75ee307

T EAME N AT UAE., HIRAEFRFREAE SchedulingDisabled AR5 B T HE :

I $ oc adm uncordon <nodename>
LN

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.22.0-rc.0+75ee307
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7.4. A4 n] AR FEBERR

7.4 WM 44O

SFERN LR, KEEFLS ML EOZETIS (NIC) MEMNLAZRER, OpenShift Container
Platform FF5 Kubernetes AP| fRZ525:@ 15 #9 NIC H17 =8| 5K} systemd 12178 nodeip-
configuration.service fR%5 £ ITRE, ZRFEREMCE T RENEIMMLED, HE—NERET HLL
FAF API iR 552589 IP Hthiik 89F [ B9 0 4% 42 O #% 0% 75 F SR 04T OpenShift Container Platform i@ifl

£ nodeip-configuration.service R 55 E IEMH NIC [5, ZRFS=0IE
letc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3Z{4 1%
KUBELET_NODE_IP IfMEZr 215 8 WARSSFTIERY IP Hhtit,

Y kubelet fRSS BT, BS M 20-nodenet.conf XEFIEEIMEZ 2/MIE, FHIF IP #iHi% &N --node-
ip kubelet 3 51T5 8. EIt, kubelet BRSSEFARRE IP Hhlik #5417 = IP Hbdl,

MBAREREHERE TEAHHMS, nodeip-configuration.service RS HREAEER FEFEAREN
NIC, TE¥LIERT, oc get nodes -o wide ap 5 HI%iH H#) INTERNAL-IP ZIR Al e BRAFET —1
REM NIC,

SNRANEFE T — PN AR NIC S BMLEEFRTREER R, EA—DRIESRBR LA Z A
WEIEAN IP ik, UTIIRBE T SRS ERMTREI

o QIEE—/ shell {i&, LUATERT OpenShift Container Platform s@{E#7 IP #hilt, 1ERIAOIE—
MNEE BT, i /etc/systemd/system/kubelet.service.d/98-nodenet-override.conf,
A B E T4 98-nodenet-override.conf, 5 KUBELET _NODE_IP (fEZEXE N IP
ik,

o T EEE /etc/systemd/system/kubelet.service.d/20-nodenet.conf X1, I5ER—BRKE
R BER SRR, 10 98-nodenet-override.conf, XFEMBIB IR EE B E LA TTIXHTE
20-nodenet.conf Z [5i21T, HEBEZINMELEMEH,

o {FfH shell HIAGIRE—MEREEN R, FH base64 RILFRFE, FE Machine Config
Operator fHHIA BRI XHF RS HKZE (40 /usr/local/bin/override-node-ip.sh ) B9 =,

e ff{R systemctl daemon-reload 7% shell iA&IZ1T/5121T. &AIFMNAERENBEEPIEE
ExecStart=systemctl daemon-reload, #0TfIFfxR,

AT &S kubelet % OMH R E R A

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-nodenet-override
spec:
config:
ignition:
version: 3.1.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_script>
mode: 0755
overwrite: true
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path: /usr/local/bin/override-node-ip.sh
systemd:
units:
- contents: |
[Unit]
Description=0verride node IP detection
Wants=network-online.target
Before=kubelet.service
After=network-online.target
[Service]
Type=oneshot
ExecStart=/usr/local/bin/override-node-ip.sh
ExecStart=systemctl daemon-reload
[Install]
WantedBy=multi-user.target
enabled: true
name: nodenet-override.service

7.5. TROUBLESHOOTING OPERATOR B9[]

Operator 2—#$TE. ZBEMEIE OpenShift Container Platform N AEFEHAE, ©RAMBEERNK
B BN ITRANMY B, A LTE OpenShift Container Platform Wi A2 TIE R, FHRBHM4Y
R S SERH RS, Operator #i% T AR TTAE A IR AT, FErt MBS R B shiF TR, T
BARASERIER" (kI HE &0 2K EnE)

OpenShift Container Platform 4.6 @& —4HEA1A Operator, XERFIEETFAHEN, XLERIA
Operator B Cluster Version Operator (CVO) &IE,

ENEREEIE A, EA# A OpenShift Container Platform Web #5148 CLI Z25 3£ H OperatorHub Y
M. FATERF Operator, ARG, &R Operator IHE—NHE AN MR, HEHEWFLARER, N
FA#2 R Operator B Operator Lifecycle Manager (OLM) #{TEE,

NRiBE Operator @, 1EISIE Operator 1T HRE, EERFHM Operator pod BEKR, FHIKE
Operator BELLHAITIZH#

7.5.1. operator ][RR I Y
T AT & LA TR K8 -
e AR TS
KR ik

CatalogSourcesUnhealthy RAF@ETH— DL DB TR R,

InstallPlanMissing ERDIT IR R E TR,
InstallPlanPending RN RE TR IEEREH,
InstallPlanFailed TR 2 & 11 X1 R
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pa -3

EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)

&, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.5.2. fffH CLI & & Operator ] [HIRA

IREI LUER CLI &% Operator IR

FeREH
o METLUFEAEZS cluster-admin A& i n & EE,

o B% %k OpenShift CLI(0c).

ik
1. B Operator 1T :
I $ oc get subs -n <operator_namespace>
2. {#F oc describe fp 5% Subscription HR :

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $E Operator 1T 4R 2 EYH Conditions #f493. 7ELL T /RAHI

#, CatalogSourcesUnhealthy {4 XEVEH false R, R NFTAER HBRIREEER :

=1
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy

ZKIN OpenShift Container Platform & 2&% Operator H Cluster Version Operator (CVO)

B, ©Bfili%H\ Subscription XI5, 2% Operator B Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

~

7.5.3. @M CLI &7& Operator B KRR
IRETLUER CLI & %& Operator BSRIRAPIRA.

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).
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1. SIS REEFERIE, Fl0, KLk openshift-marketplace #7422 (6], 1%n 422 (A
FERESCRMBXIR :

I $ oc get catalogsources -n openshift-marketplace

i th o Bl

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {# oc describe M5 RENE * B RIBEHIFEBIIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace

i th Bl

Name: example-catalog
Namespace: openshift-marketplace

Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace

ELEAIE YD, KEMRIMIASE TRANSIENT FAILURE, IHiRASRT B RIBREIERER
H R A] R,

3. B OIR B SRR e & 22 (R R BN pod :

I $ oc get pods -n openshift-marketplace

=1

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m
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HEeKR

EaRZEF PR E RN, REIZemAZEFGHBFKRUE— pod, ERIEAIRAI
&1, example-catalog-bwt8z pod FIRZA 2 ImagePullBackOff, LHIRASRRAIE B RIRIZES|
BRFEERH,

4. {#F oc describe S E pod LUKENE Z1F41(E & -

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

=1
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn
Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"
Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"
Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

FERTEBRAE A, R BRI B RIRIRS I BRE R M AR AL A, Fla0, 3R
BIBHR T REF M ER EE K E UL registry H,

® Operator Lifecycle Manager B2 #175/E — Catalog iR

e gRPC X# : iEEIRS

7.5.4. #1f] Operator pod A7

IRET LB &R BE B Operator pod RER S, LT LUK E #4H89 Operator pod ik,

FeREH
e LAMEREA cluster-admin & &I i 0] £ 8,
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e B%% OpenShift CLI (oc) .


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/operators/#olm-catalogsource_olm-understanding-olm
https://grpc.github.io/grpc/core/md_doc_connectivity-semantics-and-api.html

B 7 & WREHERR
iz

1. 5 EEHIZ1TH Operator, HitH &3& Operator frA. ATRAMMNZITHEER :

I $ oc get clusteroperators
2. BIHTE Operator #3422 [A]FHZ4TH) Operator pod, % pod R, ESFMER :

I $ oc get pod -n <operator_namespace>
3. HiH 4R Operator pod Ak :

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. fNR Operator MFFEFENT R, MEZT R LEEIH Operator B2

a. T RA3) debug pod :

I $ oc debug node/my-node

b. %% /host 1%/ debug shell FEIR B %, debug pod 7£ pod 89 /host qﬂhjﬂiiﬂ‘ﬂ,ﬂ’ﬂ root X
HXR5, MIRBRUH /host, EHEILLEITENAIHITEREH T ER ZHHISXHF :

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.6 S£8 T m A AI %, BT Operator KN AL EN, TEIL
A SSH MR R, TRERIMILH accessed 15, BZ, AR
OpenShift Container Platform API R f, =K kubelet £ BIn T R EFTIEIE
EIL{E oc BIEREZRIRN, EXFERT, ALIER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

c. JIET RARNFEMAER, SIBRTFMRKELM pod ID:
I # crictl ps

d. FIET R ERFTE Operator B8MIER. LATRBIZIE T network-operator 23R :
I # crictl ps --name network-operator

e. 1B debug shell,

7.5.5. Ji %€ Operator HE
INRBE Operator A, &BILLM Operator pod HERINEEMIZHIE R

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
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i

72

API BRZ5IBSR AT LAIE & Tk,
B&% OpenShift CLI(oc).

&% control plane 5 control plane Hl23HIE 2R EHEHZ (BFFH master Hl8%) o

. BUHH7E Operator fp 44 22 (8] FIZ1THY Operator pod, L& pod R, EFFER :

I $ oc get pods -n <operator_namespace>

. ¥ Operator pod BIE :

I $ oc logs pod/<pod_name> -n <operator_namespace>

fNR Operator pod EFE N A2, N LAGSHEE7E—NiER, HPEEE5/)IRNEH. M
5E—L‘§‘%§ 1/jEn_.\:

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

. IR API TEEETE, 1H#EA SSH REFEA control plane 17 ;)R LB Operator pod 1A 2% H

5. I <master-node>.<cluster_names>.<base domain> & )75& &89 1E,

a. FIHE control plane 17 52 EB pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{E{AI% E 7~ Ready KSR Operator pod, AT Pod BIIRE. IF
<operator_pod_id> &ty £ —apmi A7 H# Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

FIH 5 Operator pod XM A2 :

o

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

o

. XN FEMAKR LT Ready SR 5HI Operator 2%, HITHRLERRIKS, & <container_id>
Bl E—ShiH A5 HASS ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

. KEEMEK LT Ready S 5H Operator B2 HE. ¥ <container_id> &l £ —&H 4
H e FI BI85 ID:

0]

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.6 28T m A A%, ©KIilF Operator KN KRB EHN, TEIL
6 SSH Vi SRR s, T s RPRIC N accessed {5 m, TE 0BT SSH
WE M BIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR RWHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T R ETEEE T, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
&5

™o

7.5.6. ZF Machine Config Operator BZJE#15| 5

% Machine Config Operator #{TECE B X, Red Hat Enterprise Linux CoreOS (RHCOS) W l&E/H
FREMFEFERER, TLEREERENZEM (10 kube-apiserver-to-kubelet-signer CA ##2%%) SF5H
(NEFHARFROE KX SSH W) , RHCOS TREBRBEIER, MWL,

KT EERBER R, B LUESHREER (MCP) LIRS IETE Operator BHlERECERBEIES.

#= MCP B LE MCO TEXREKM T R LN FAEMEE RN, &1 MCP A" LARG IEER B
SIFCEERIIE B E B KRBT =, S3E B 3010 kube-apiserver-to-kubelet-signer CA
iE$, INR7TE kube-apiserver-to-kubelet-signer CA IE i #1H MCO 2 B s &L TIE+
i, MCP & {®, EXRRETYEMN MCP BT RMAFHIET, X25FHE oc v h

g, SIEEARFRTF oc debug. oc logs. oc exec # oc attach, 1EE{E MCP KN i1%IEE
D, FBEFMZEFE kube-apiserver-to-kubelet-signer CA iEF i #if0 0] @, BINFERERS
[N =,

FCAIEPREBREHEEM 202 REMK, HEBIZBEEMN 365 XEMR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9 T ## CA IFBBEENEET

kube-apiserver-to-kubelet-signer CA 13 R 23iEM7E OpenShift Container Platform hR
K47 REBMRAFHENNT REFFH,

7.5.6.1. {g A #EHI B2 A Machine Config Operator HFIEH 315

7T #EF X Machine Config Operator (MCO) FRBIESUERR A B ERI AR, &7 LUEF OpenShift
Container Platform Web 1 #| &€ 2B EMN (MCP) , LABSIE MCO FEBR Nt AR xS 7 st (TR B
W, XEHIEEMEERT MCO BIRR—EOMER.

#= MCP B LE MCO TEXREXM T R LN A MEE RN, &1 MCP 1A/ LARG IEER B
SIFCERRIIE B B KRB T =, 23E B 3)#0 % kube-apiserver-to-kubelet-signer CA
IE$, INR7TE kube-apiserver-to-kubelet-signer CA IE i #1H MCO 2 B s &L TIEF
i, MCP & {®, EXRRETYEMN MCP BT RMAFHIET, X25FHE oc v h

W, SIEERFRTF oc debug. oclogs. oc exec #1 oc attach, 1EE{E MCP K Ni%IEE
D, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEFid #if0 (0] @, BINFERERS
[N =,

FCAIEPREBREHEM 202 REMK, HEBIZBEEMN 365 XEMKR, ERET
—/NBE CAIERRE, S Red Hat OpenShift 4 9 T ## CA IFBBEENEET
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o ATLUFEAEA cluster-admin B&IAE iR EEE,

iz
Y EHECHEEBE) MCO BHEHBIS -

o HERIEIFIILIE :
1. LLEHA cluster-admin & &8 AP 519K E OpenShift Container Platform web 2l &,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools TIE®, =i master 5 worker, EFERTFEEL{EEHSISH
TR

4. 7 master = worker TUEH, = YAML,
5. 7 YAML &, ¥ spec.paused FEXFEHH true,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: true ﬂ

ﬂ ¥ spec.paused FEXEFH true LLEEEFHEI T,

6. BXIE MCP 2B E2HE, 15REIEI MachineConfigPools 11,
£ MachineConfigPools TITEH, S MCP k&5 T Paused 5If 7 True,

R MCP EE = A FL M L, Updated 5174 False, Updating y False, %
Updated &y True B Updating & False i, RF&XERFLEMENL,

BF

IMRBHAHFTHER (Updated 1 Updating FEXERE False) EBIER
RAE—NMEFEORTER. FRUTSRICEE a5 538, UNA
E—REFEBHINRER,

o FUHE{EEZIBISTEE
1. LB A cluster-admin & &8 - &5 & 5% E| OpenShift Container Platform web &,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools TIE®, mii master 5 worker, EFERTFEEL{EZEHEISH
TR

4. 7£ master 5 worker TUE T, = YAML,

5. 7 YAML /1, ¥ spec.paused FEXFE # /) false,
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MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: false ﬂ

ﬂ ¥ spec.paused FEXEHH false LLAITESS,

@it BUEEE MCP, MCO NAMAEFIEN, RIFEFZE/S Red Hat
Enterprise Linux CoreOS (RHCOS)

Ea

6. BXIE MCP 2B E2HE, 15REIEI MachineConfigPools 11,
1£ MachineConfigPools TIEA, fRIEXH MCP k& Paused 7/ False,

SN MCP IE7EN F{EMFL B ED, Updated 74 False, Updating 74 True,
Updated 77 True B Updating & False i, RaBEH#ITEMEN.

7.5.6.2. {81/ CLI 2 Machine Config Operator BZhE#H B

7T #EFXT Machine Config Operator (MCO) FRBIESUERR A B ERI AR, &7 LUEA OpenShift
CLI (oc) kiEcatBEEMR (MCP) , LARHIE MCO EFRAN AT s TEMER, XK IEERE
BET MCO BEFfdfR—EoMER.

1% MCP ®IBALE MCO TEXREXHYTT R LN FAEMECEE R, 1{E MCP 1A LARG IEET B
SIFCERRIIE B B KRB T =, S3E B 3050 kube-apiserver-to-kubelet-signer CA
iE#, INR7E kube-apiserver-to-kubelet-signer CA IE i #1H MCO 2 B s &L TiEF
i, MCP & {®, EXRRETYEMN MCP BT RMAFIET, X25FHE oc v h

W, SIEEARFRTF oc debug. oclogs. oc exec # oc attach, 1EE{E MCP KN i%IEE
D, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEF i #if (0] @, BINFERERS
[N =,

FCAIEPREBREHEEM 202 REMK, FHEBIZBEMN 365 XEMR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 T ## CA IFBBEENEET

SeRF M
o AELUEMESA cluster-admin & &R 1 EE,
o B OpenShift CLI(0C).

i =

Y EHECHYEE3 MCO BHEFHBIS -
o HiEEDIEITIRE

1. %7 MachineConfigPool B L 7R, f§ spec.paused FEIXE N true,
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Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

Worker 7 s

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. $UEMCP BREBBEHE = :

Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker 7 s

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

it Bl

I true

spec.paused F& 5 true, MCP ¥1Z,

3. AE MCP 2 BRI

I # oc get machineconfigpool
it Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fa60 False False

#NR UPDATED %12 False, UPDATING /J False, NIBRFLENER, % UPDATED #
True H UPDATING 7/ False i, &BERFVIEBMER, ELHIA, worker TRAFLENDD
{b. control plane Tig (BFFH master Tim) RAEEMEFLEMER,

BF

IMRBHAHTHER (Updated 1 Updating FEXEBE False) BIER
RAE—NMEFBEORTERS. FRUTSRICEE a5 538, UNA
E—REFEBHINRER,

o EUHE =B85 :
1. BE#T MachineConfigPool B7E X iR, ¥ spec.paused FEXIXZE N false,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
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Worker 7 s
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

@it BUEEE MCP, MCO N AMAEFIEN, RIEFZE/S Red Hat
Enterprise Linux CoreOS (RHCOS)

. B MCP BREEEUHE = -

Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker 7 s

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
=1

I false

spec.paused FF& 7/ false, MCP #EUHE =,

. HAE MCP BB

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

ISR MCP IEfE N R4 IERE, UPDATED %1% False, UPDATING %7y True, ¥4
UPDATED § True B UPDATING 5y False I}, [&BH—4$MEN, £ LHIA, MCO IEHE
B3 worker 77 8,

7.5.7. RUFTRIEIIT 5]

1E Operator Lifecycle Manager (OLM) 1, NREITHBZS|BMLZ R IET BRI Operator,
& 5] LATE openshift-marketplace fp % 22 [A] R B B LU R SR BVE L -

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"
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"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

I rpc error: code = Unknown desc = error pinging docker registry example.com: Get

R, TTHSEFXNRVCEAE, Operator TiEREZLSHFA N,

e LGRS HBRIT IR, SREFARSSARA (CSV) REAMAE XN RERIFTRWBTIT R, EFOURIHE, OLM
KB HRE Operator WIEFAARA,

SeRFMH
o MBE—NKRMBIITE, FoERIENAEED) R HEH & 5 R,
o ERBIAT LU I IEMRBIRA B ER,
i =
1. MZRZE Operator H#r % 22 (5] 5K EX Subscription #1 ClusterServiceVersion X R ZFF
I $ oc get sub,csv -n <namespace>
=1
NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0
NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded
2. THIBRITI -
I $ oc delete subscription <subscription_name> -n <namespace>
3. MHBREERFAR S5 AR A
I $ oc delete csv <csv_name> -n <namespace>
4. 7z openshift-marketplace &5+ 22 [F] IR ER A A SR IUASVE 1 B9 B FRFNAE K EC B PR &Y

78

I $ oc get job,configmap -n openshift-marketplace
tonf sl

NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34¢c926d69e53a7fcbcch  1/1
26s 9m30s

NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s
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5. MHBRAEAL -
I $ oc delete job <job_name> -n openshift-marketplace
PRI AR 2R ER IO SR V) (R RO B AR Pod R MRERTAIEE.
6. MHPRECERRSY :

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. 1E Web 24 & & B OperatorHub E#r &% Operator,

o MEREBEKINEFRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.6. 17 POD |a] i

OpenShift Container Platform # A Kubernetes B pod #18, ©R2HXRAMBEERA—FENLBH—PHZ
A 2%, pod EATE OpenShift Container Platform 4.6 £ . ZREMNEEMNH/INTEHIT,

HEEXT pod 7, ERSRETRLEIZTT, BERRFRY, HNEISHMRLE, REREIREA
4, Pod AITE:RHSNRE B, LUEVIFEBR,

BEERT pod HILAIRIR pod IR, MR A 4 pod kS, iEMER pod B IFIRASLURHI4E E B &K,
A2 pod RZS AR, BIBEHIRRSEDZEBIELRLE. TF pod EHEELUK pod IBSRHEHEE R,
B R] S 1THIZ1THI pod, SXiRIE Pod MERBECE /S 51EHE root ViR RRAIIEIK pod N2 Eh R
Elmo

7.6.1. 7% pod FEIRIRES

pod KGR E EXEERIRTE, FI1E oc get pods HitHHI status FEXHUEE], Pod fiR R SRIEER
%, RERFEIRMLEHE XIS,

THRERHMT pod HHRR TR EMRIIR,

& 7.2. Pod B REA
Pod iR 3T
ErrimagePull BRI RE R,

ErrimagePullBa  f{&3REKN,
ckOff

Errinvalidimage  f8EHKATRTH.
Name

Errlimagelnspec & KRE R BRI,
t
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Pod FHiRRRE

ErrimageNeverP
ull

ErrRegistryUna
vailable

ErrContainerNot
Found

ErrRuninitConta
iner

ErrRunContaine
r

ErrKillContainer

ErrCrashLoopB
ackOff

ErrVerifyNonRo
ot

ErrCreatePodSa
ndbox

ErrConfigPodSa
ndbox

ErrKillPodSand
box

ErrSetupNetwor
k

ErrTeardownNet
work

sk

PullPolicy % & NeverPulllmage, Bir5&&EAMEE,

LM registry RFREFIRET, SHILHTTP ik,

EEARERPAB pod FARFEZKRHE kubelet B,

v ST

pod A ZRER R B BRI,

%A pod FIRARAINZ UL,

RNEEKIE, kubelet FASREAERE.

BRHHERZIXEA root TRIZTT,

Pod R EIBZRBE M,

Pod WREEXRBIKS.

pod S FER A BINFLE,

ML RDIR 1L R

P48 2% 1k SR

7.6.2. 16 & pod R
IEETLAE ) pod RASFNERR S, MR LUE ) pod BB XEREALE, HEE AR B,

FRFH

o ATLUFAEA cluster-admin A& iR EE,

e B%% OpenShift CLI (oc) .

80



55 7 F MR
o B&ET skopeo,

AR
1 IHEIA -

I $ oc project <project_name>
2. FIBTESRZEFIRZITH pod, LUKk pod R, HIRRE, ESFEHR

I $ oc get pods

\]

3. BERRERESECHNEBELESTE
I $ oc status

MReREFBNELEEE, HitOEBERELMMEMFE&RSIA,
4. B ESHIH P ARERERK

I $ skopeo inspect docker://<image_reference>
5. MREMIESIARER, FEMBELREHMSIA :

I $ oc edit deployment/my-deployment

6. UMBREBERHEF, BENBIEHINE, EWESTEFM Watch pod BIIRTE,  LUATE X AN ] @
=LERER

I $ oc get pods -w
7. IAEMAEFPNELS, UTHS pod KBAEXHZERER :

I $ oc get events

7.6.3. 10 #A pod AR AE

BRI RE pod MIAHEE, UEEFSER pod RMAEXRHESMEIRER, RI\REABRHL, pod
BB KTE pod KL FHAR M.

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,
o APIRZSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)
1. BIHHRE pod WHE :
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I $ oc logs <pod_name>
2. Hif) pod FEFERSRMAS :
I $ oc logs <pod_name> -c <container_name>

FRIER oc logs e ARSI H & B X E 2 pod A 2R HI stdout BIfE BZHMK.
3. &% pod A /var/log/ P EESHHEE,
a. FH pod A /var/log FFTEMBEXHFNFE* -

I $ oc exec <pod_names> Is -alh /var/log
b. &ifl pod # /var/log FFTEFFE B & :

I $ oc exec <pod_names> cat /var/log/<path_to_log>
c. T ERSAN /var/log FEEMEEXEMFBE ¢

I $ oc exec <pod_name> -c <container_name> Is /var/log
d. HiHEERBTH /varllog PRAISHEEREXXH :

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.6.4. 1 17;21789 pod
IR LLBITTE pod ARFTFF shell, sidimOF A RENMLE Ui, KBNS EFBELZITH pod,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRZSMARRILUIEE TIE,

e B%%k OpenShift CLI (oc) .

AR
1 RS EEEY I pod BUIH, XBLER, E7ocrsh S AZEER -n ETHEER &

ZE0H] :

I $ oc project <namespace>
2. J55h% pod HUILA2 shell:

I $ oc rsh <pod_name> ﬂ

Q IR pod EZ1NE2, BRIEFEHA -c <container_names> I58E T —1&2%, &l oc rsh &%
IMERE—TAS
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3. BEIE pod BV EBR LR FHI—PIZFE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. BIE—MmO% LK 21EER pod LMIRA :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C UYL O & &1F,

7.6.5. 5512 A root VI [RH debug pod

BRI UEF—NENHM pod BEHIEBLE, HNEBERYFTIRE debug pod, pod A @HE A
FE root tUFRIZ1T, {EIZFTEAIMAT root I pod HATEFEHRRIT R EFHRRE A -

FEREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

e B%% OpensShift CLI (oc) .

ik =
1. RIE—NEEEENEA root 1i[R]FBREY debug pod.
a. RERIIBERERFR :

I $ oc get deployment -n <project_name>
b. RIELREH5h7HE root IERMI debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFETEERESNES root 1A RA debug pod.
a. IV EERERE R :

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root fR/EEN debug pod:

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

Gk

Sy

C

T E] LSS -- <commands K INEIETER oc debug 4, LUETE debug pod HE1TE
W, MABZEITRER shell,

2

7.6.6. X4 EHE pod M1E2E, M pod AR HEH|

83



OpenShift Container Platform 4.6 2 ¥F

B LU EHIE pod M pod £, LUNNHEEERFBEZEIER

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRZFSBARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

i =
1. FXHEEHIE pod:

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ nREAEE T, NKREE pod MEIE—PEER,

2. M pod EHI 4 :
I $ oc cp <pod_name>:/<path> -c <container_namex><local_path> ﬂ

@ nREAEE T, MK pod MBIE—PEER,

% i
| Eff occp ERELIF, BHRAMIE tar,

7.7. % SOURCE-TO-IMAGE # 1T = HEfR

7.7.1. Source-to-Image #HEEHEIR SRR
Source-to-Image (S2I) 2 —MA TR EE £/KH Docker RABRIRENIE, ©EIFNBERR
RIDEABRRGE, FILFRFEGEERTHENZITNG R FRERE T MGG (WER) NWEMN
o
ZWE S2| #ARPHMIEL EME, EILIMERSLLT S2I FrEEtE X pod R -

. EMEREME, MWE pod AT MEMBGIIN ARRFERARE RN AREFRRH R,

2. EMERENER, #BF pod ATMUREEN RITRIIN REF AR GRTEELN AR pod.
E8E pod MREEHM TR, MARSHMEEE, MBEEEWREERE A,

3. 1588 pod BN ATER pod 5, N ARFHIEARERTEIZ1THIN FATER pod A %, fFlgn, BN
{85 FF2FF pod 46 F Running ka‘ N ARFENIT AR RERRMNTIE, EXMERT, &9
LUK RIETEZ TN AR pod, LUAE pod RBIN FARERFHREE,
WX S21 (A ATE PR BERRAS, 1HIRIRIX N RBGIRE ¢
1 IR, EREAIN BRER pod KA

2. HATE R S RIH S21 HREM R
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E'—:_"gi}\ﬂlz}l EXX—J_}_‘#E’J E oy

7.7.2. W5 Source-to-Image 2 #iE

S2| TRIZIF1Z1THEE pod FERE pod. #RF pod M TIRBEIWEM EROIZRIN AR F AR HKERZE N A
2R pod. MEITE, EREBEFN AR pod KA, LRBE S2I iPHMEL EME, RE, EREED
T 254

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRZSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

it
1 B S21 R pod KA, LABBEEWRN A 545

I $ oc get pods -w ﬂ
@ R -wsRli#pod BEHELL, BEEEMEMA CtrleCBHAS,

2. & pod KIHY B &L B R
o MEME pod kML, HKEEME pod WA :

I $ oc logs -f pod/<application_name>-<build_number>-build

k

-

F4, EETLMEA oc logs -f be/<application_names k& E W EE BN H
I:l'la:\o *@LEE%E’J H Ib\@*ﬁ* E*‘jL pOd D) B& Tho

o IMNREE pod KM, HEEE pod WHK :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

k

-3

779*, fZa] LIE A oc logs -f be/<application_names Sk &EEHMEEENH
Ho WRERMERE pod FiEBE, BEEE pod RINTEK ML, INIREE
E pod B FIETT, S HEIHEBNARERF pod WHE, E8%F pod ST
&, 1Be@it21T oc logs -f pod/<application_name>-<build_number>-
deploy ki n H B &,

~

o MRNMAER pod KW, HENMAEFEEMIMEELZTHRNARREF pod PA L, FE
Erm*ﬁr pOd MHEE :

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>
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7.7.3. W& N AR 12 W B R DA B B A2 e R I
RIS AT RIS TRIN AR pod A%, TEIXLEERT, EAIMMEAUTRIERRLIMIES :
o MESRAIRF pod BRIEMH,

o HENFRER pod WA, SFEFRZH OpenShift Container Platform HEMEZRE RS E N
*Er_E/L.\i{tF

o LIEHANNMIANARFHE, HENARFRSRHSTZHIA

FeREH
o ATLUFAEA cluster-admin BAE&MAE iR EEE,

e B% %k OpenShift CLI(oC).

it =

1. FIHESHREN AR pod XEH., LITFREIKFES my-app-1-akdlg B9S2 pod IS
1

I $ oc describe pod/my-app-1-akdig
2. BEN AR pod WHE :
I $ oc logs -f pod/my-app-1-akdig

3. FEIEEMEZITHIN FATER pod MEIRFERE, A 3XE stdout BWIHEHE OpenShift Container
Platform BERILRIERKE, HEEEL—HSMEHFP, UTHEHRERFRELEE stdout
E’JE/L;\O

a. MR ARERFBETLUE pod AFREE root HRBITER TEL AT LUFET AR, MR T ARk
EEEIL.\Y{L-F

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. MIRFE root ViMNRFREEENARRFERE, EALUREIES root FUBRH debug &F25,
REMNBRNEEBEXH. MIIEH DeploymentConfig XT%QF’EJJ debug &#3. pod A
BEFAIE root FURZ1T, Bi2TEAIEN root BEFAY pod 4T SR FEHERRA 1V 25 7] fAS
BREA:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

INRIEZTAER -- <commands FJoc debug
dc/<deployment_configurations --as-root, |7 ik debug pod R &
root FUBREI— N E BN shell .

4. LR AN RRFEE FHET B ED shell WM ARFRBHZT2ITE,
a. ENARFASLE—1MRERN shell:
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I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R E S ARMAN AEFIEE. Hli, BALLZTRRHNAORSTHIMELR,
RiE, EEHFIRNHIEY S21 HRRERN ARFARA, EEMGEITIIKEN.

c. IBITR R RBVZR ZHHIS

p= Y=
BTS2 Z I XHEE root IR, EXLEERT, BALLETIZ1T oc
debug dc/<deployment_configuration> --as-root, RIEHFRIH pod #

DeploymentConfig *f R E5)— N7 A root Vil PRAY debug pod. A5,
I&B LM debug pod AL root B F* B 12521712 W Z 3l ST

5. MRABBHEEZE ZHEIXH, ELUER nsenter EA M6 & 22 (A HE 1T ENBIIZ R Z i
HS . UUTFEBE—DBHRNDBZEFRFIZIT ip ad, FERAIHB ip =R,

a. EEH T REHA— debug Rif. HHFIERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

b. ¥ /host % debug shell FEIR B %, debug pod 7E pod B9 /host FR#EE EHLE root X
B3R5, MREFRZN /host, BRI LLZTENAHUTIRRP S ER ZHHITHF -

I # chroot /host
pa -3
1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.6 £ T m A A%, BT Operator KN KRB EHN, TEIL
B SSH U RIS R, TREARIRLH accessed 15 R, BE, MR
OpenShift Container Platform APl "a] i, =K kubelet £ BT m_EFIEIE

EIE, oc REFMZEIRM, EXMIBERT, AILUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 1ijj[7]77 s,

c. FAEBILAERID:
I # crictl ps

d. MERRNHIE D, EXRHIF, BIA D 27fe32346b120:
I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. EASHRMEBZENFZITipad, FHAEND ip ZHEIKIE, AOIER 31150 /F B SHRNHTE
ID. nsenter ea Gk A BRI R ZE R FHERBRERPZITRS, BAARGIFREERHT
2R B &MHRE ID, ALl ip ad Gp BEENMBLERGM R LR AIZTT :

I # nsenter -n -t 31150 -- ip ad
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i
Gk

RAEGRFENAS (M0 debug TTR) B, FReERSBMGRERPIZITE
MB9IZ i — #EHIRS.

7.7.4. i HR
o MEARXRS2MHERBHUELZIEN, 1524 Source-to-Image (S21) E,

7.8. Tt A PE BEFR

7.8.1. RS MR

LT s BRI B ST BN K AT, TR ER & AT s EDE B DAY ReadWriteOnce(RWO)E, LAE I B A — 17 m £/
pod fF A,

B2, AETRETEFT T b3, R R T s JT A NS IR 45
RE T — multi-attach 5% :

i th o Bl

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTEREAARC—

o EMH RWXBFEBZ M1,
X F RS EAFMERR R AR BT LUER ReadWriteMany(RWX) & LABS 1E % My AN 15,

o fHF RWO B ik & M PR FE T s,
S FAZHE RWX B97E6E, 80 VMware vSphere, e NEA RWO £, B, RWO BILiEEHE
N Tmt,

INREBEHH RWO BRZMAHEIRER, 15 BITE R A ARIREY T = EMIBR pod, LULEEFX
RITENEPNBIEERR, PIIEMRMEISEAESH,

I $ oc delete pod <old_pod> --force=true --grace-period=0s

LA ATE 6 DS T % S AREE Y S LB,
7.9. WINDOWS & 28 T {F 1 2% [n] i s FE HERR

7.9.1. 5% 5 %%k Windows Machine Config Operator

INRB5EMK T ZZ& Windows Machine Config Operator (WMCO) #9i4#2, {B Operator —BELF
InstallWaiting [T E%, (1] =] BE 2 HH R 4% [n] R3E A B
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WMCO 23K {EH OVN-Kubernetes Bti& OpenShift Container Platform S8 FUEE M4, WMCO 1£i%
BEMEHNBERTEETRRE IR, IREELSMEERS (OS) 1 OS AT AT RN, X
WIMTE SRR R T R ST A,

NBEESER, ASEARERAMY.

7.9.2. Ko &~ 4 Windows Hl2sR AR NITE T =

Windows #l2% B NIt E T RMERAERS, HERHN&ETEZINE Windows Machine Config
Operator (WMCO) BHi&.

FoRFMH

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,

° Jé LJ\-Fﬁ *”&% WMCO EIL,\ .

$ oc logs -f $(oc get pods -o jsonpath={.items[0].metadata.name} -n openshift-windows-
machine-config-operator) -n openshift-windows-machine-config-operator

7.9.3. 1/i[A] Windows 7 &

Windows 7 s ;A fE F oc debug node 5 1i[R] ; S8 B EEIL T m LI TR pod {8 Windows A7
FHFIXA pod. RILUMEF SSH 5 Remote Desktop Protocol (RDP) jjlA] Windows i s, B EERE
F—1 SSH &2,

7.9.3.1. £/ SSH Jjla] Windows 77 R

fZRILAE A SSH VilA] Windows 79 5,

FoRFMH

e B Operator Lifecycle Manager (OLM) %% T Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows #2355,

o REYY cloud-private-key secret A8 FHBIEREH LA R Q3R L BF I (68 A R B EA RN R ssh-agent,
RN, FHICEEFERAREBM ssh-agent FMIFREH,

o B f# M ssh-bastion pod E#E Windows 7 s,

o ZiTLATF a0 Windows TV & :

$ ssh -t -0 StrictHostKeyChecking=no -o ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \
-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-
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bastion \
-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or
.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9

EESHENFEA 4, 0 Amazon Web Services(AWS)#) Administrator =% Microsoft
Azure B capi.

@ IEETIREHNER IP i, AEIGETUTRNRL DL -

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.9.3.2. {81 RDP iJi[n] Windows 7 52

&7 LUFE B Remote Desktop Protocol (RDP) i/i[A] Windows 7 5.

FeRFMH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,

e (KB cloud-private-key secret A {5 FABI B HH LA Ik O 3R SE BRI {5 FR B B BRI EY ssh-agent,
RN, FHICEEFERAEM ssh-agent FMIFREH,

o B f# M ssh-bastion pod E#E Windows 7 s,

TLUTF 84X E SSH tunnel :

$ ssh -L 2020:<windows_node_internal_ip>:3389 \ ﬂ
core@$(oc get service --all-namespaces -I run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\

Y
@ 5 RPN P i, AEILETU T RNRL DL -
I (@.type==\"InternallP\"\)].address}

2. TEAEBY shell 1 SSH E| Windows T s, FiziTU TS AP QIESB :
I C:\> net user <username> * ﬂ

ﬂ RESHNEAF 4, 10 AWS B Administrator 5k Azure B capi

IR R BT LA A RDP & F i 1T localhost:2020 i2#21)5 7] Windows 7 5,

7.9.4. 5 Windows 235 Kubernetes T m Hi&
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Windows BB AXEICTEE Linux BB HEEHICTEARE, Windows TEf M Kubernetes 77 s B & B (%
HiZE C:\arllogs B, EIt, EB@5IMIZEBxHIKE Windows TR B,

FoRFH

it

2#F Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

RE0IE T Windows #1255,

£ 7E C:\var\logs FHFAE B XHPEERS, HETUTHS :

$ oc adm node-logs -l kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \
/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

C EBHEATLUERRENS TSI BRI XHHEEFERDIBEXMHE, Fn, EEE kubelet B

&, WEISITU TS -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.9.5. J‘I&% Windows E[iﬁﬁ*if%{q: E TN
kubelet logs s _£H Get-WinEvent shim & F§F M Windows Hl28 &N ARRFSEHEE,

FRFH

Pt =

2#F Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

RE0IE T Windows 255,

EWEFEETPFH*EJ_& H ,L.\IE%EU Windows *)-L%%J:E/{J%#F HENBEE TNy 'LH Z17 :
I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

{5 oc adm must-gather 5 H &M HUTEEN® S,

A LORIT R -u SR EMENRS KR EXBEHHENEE Windows N ERREFHEHE. 4l
o, EAILLBITUL TS WEE docker runtime BRSHIRE -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

7.9.6. ) Windows &23li%& Docker HE&

o1
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Windows Docker IRS PR HERIZ i E stdout, MaEir3kE] Windows EHHER, ErAILLlEE
Docker B A, LUIEAEMILNE Windows Docker IR 55 Bk A 7] 4,

FRFH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MRBENIET Windows 255,

1. SSH EJ Windows 1 s F i A PowerShell:

I C:\> powershell
2. iIB{TA TR EE Docker Hi& :
I C:\> Get-EventLog -LogName Application -Source Docker

7.9.7. EMHER
Windows & 25 B FEHERR

HEBR EN A A 2R R LT EC Y )7

FF Windows ¥ FEHEFREY Docker

Windows HHYE I, Kubernetes [A] &

7.10. & 5 42 0] i

OpenShift Container Platform @F— MR E. MRENBHREHNINIZEHEL, ATFREROTEAA
%, 7E OpenShift Container Platform 4.6 /i, SEFEIR Ol o] UL A P & LT B 3 A IR 1,

IMRICBE ORI A, HE Prometheus JEFE T KEMZE (], NAHRERUT S HZE,

7101 e E N4 B E L BIE R |l B

@it ServiceMonitor TR, &7 LARETE NI A AR A RE LB B AR B9AR S5 R FFBVEE TR, IIREOET
ServiceMonitor %R, {EFEIETE Metrics Ul B BRI N BIREDE, TERIZRIEHATRE S IRIEBIF,

FoRFM
o EELMEMAES cluster-admin & &R 1A & EE,
e B%%E OpenShift CLI (oc) .
o MENAAENMIENEERAHRE T WL,
o {REHIE T user-workload-monitoring-config ConfigMap %%,

o RENIET ServiceMonitor i,
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ff

iz
1. 7EARS5%0 ServiceMonitor 55iRED & PR B X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl

labels:
app: prometheus-example-app

b. 7 ServiceMonitor ¥5REZE F#) matchLabels app 1% 255 £ — % RRPRZ i H T
Bc :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
i th o Bl

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

Gk

14

P2

T LENEFUE EEN R A EREIRSF ServiceMonitor %R

o

B &

2. 1f openshift-user-workload-monitoring 71 B ##:# Prometheus Operator IH .

a. 3 openshift-user-workload-monitoring 1 B F7#J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod FfJ prometheus-operator Z23iKEX A&, £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :
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$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

JIRARSS SR HINF R, BEAREEaRMUERFIBIEEIR

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. BEIETE Prometheus Ul HEFTBMBIRAS,

—_ Ll

a. BinO%% %4 2 openshift-user-workload-monitoring 77 B R Prometheus 2451 :

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090

b. £ Web M/*E25H#TFF http://localhost:9090/targets, FFE Prometheus Ul REEEFTB
BHBERRE, iS5 BRI IREE,

4. 1T openshift-user-workload-monitoring 1ii B - Prometheus Operator ECi& debug 589
B&ILK.

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml & prometheusOperator 5/l logLevel: debug, ¥ BEHKHIKE N
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

c. RITFEXMHLUERZ LR,

¢ pa =

EN B BENHIERE, openshift-user-workload-monitoring 71 B 1 #
prometheus-operator R HE /A,

d. #i\ debug BEH 2 FE openshift-user-workload-monitoring 7 B 89
prometheus-operator & :
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http://localhost:9090/targets

B 7 = HEEHRR

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

=1
I - -log-level=debug

Debug 2| B &1 %45 7R Prometheus Operator % HEIFFAE V.

e. &% prometheus-operator Pod B & IE1EIZ1T :

I $ oc -n openshift-user-workload-monitoring get pods

NREBEBMEHEE T —PNKRIHFIE Prometheus Operator loglevel &,
prometheus-operator Pod RIEE TSI AR TN E

f. &%& debug B, LLT# Prometheus Operator @& £{# F ServiceMonitor 7R, &Z&H
SRR E A AE X R,

Hi 5w
o IR E BT E M Eh R ED B A

o HNFEAXMNAHIEE ServiceMonitor 2 PodMonitor BIFEAIE R, ES 35 E a0 5 AR 55

7.10.2. FA7E )94+ 2. Prometheus SE¥E KSR 5L 28 A]

FFANA R LME R EX R Ve E LB M. BENRENHESBUHNAREREN Y. BETR
HETTRENBMERIN IR ERM. B, customer_id BEAHE, RANECELRL N ATEEHIE.

B OB EX AW - FRFT, EREPERTFSRAERM A S BT ORI A 778 E LI
EHUM, XETBERFINN Prometheus 188, FIHFEREMWA 22,

Y Prometheus JBFEXERART, EATLUFERUTAEE
o RAIFHEWENRIURHIEE.

o & Prometheus Ul RN R FE5IBEREE (TSDB) RELLT 38 KUPLEFRZE OIR & % A 51
MWELER. IFERHEEAR

o EEDOIEMME—IFFIIBE, EW LU 2 ECL P E BRI R E B MR E

a 15 FR 45 7 B — 4R 75 PR T A (BB M T VRl A B TE MO B - (L S 2,
o STEIZEF FE XA B PRI R OISR SRR, X BB BT 5L,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#creating-user-defined-workload-monitoring-configmap_configuring-the-monitoring-stack
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OpenShift Container Platform 4.6 2 ¥F

e B% %k OpenShift CLI(oc).

it

1. £ Administrator flfa#, S#1ZEl Monitoring » Metrics,

2. 1£ Expression FEXHIZ{TLLF Prometheus Query Language (PromQL) &1, iX&RiREIEH

il

EIREUR BB+ ETE -

I topk(10,count by (job)({__name__=~".+"}))

3. MMRIEIHREURAIB AT, HREDBAEITHRAEREEHRE,

MERHFSHAPAEXMNTERX, SEESEAENIENSNIERE-EN, ef @B
REA8 Prometheus & P imE L, ZRREITRE B ARNARAEBHERZ.

ME4EIRS OpenShift Container Platform 80WEMEX, 1HEZIEE T | ML EQIE—
MNINEZ R,

4. ¥ Prometheus Ul Y TSDB A&,

a.

b.

HEHR

£ Administrator i, SfiiZE Networking - Routes,

%5 Project 51X A #J openshift-monitoring 7 B,

. 1%E5¥ prometheus-k8s THHJ URL 33T F Prometheus Ul B9E K TTH,

%5 Log in with OpenShift 3{# B f&#) OpenShift Container Platform FIEH T E %,

1E Prometheus Ul #, 3# A% Status » TSDB Status,

o MFAXMMIXERRFIRFIF CIRBRERMNEIFAER, S NAE LHNIERE
HRER B BR !

7.11. iZ#¥r OPENSHIFT CLI (oc) [a]ii

7.11.1. 7 f& OpenShift CLI (oc) BHE&EZH|

f&Bf OpenShift CLI (oc) , EaJLAMAimAIEEN FAFEFFHEIE OpenShift Container Platform TiH,

RBIKFET oc SHHIAI, £ oc BEIIHRE NHEIH APIIER. API IR K 6r 54K curl 7%
R, XRUETHEN oc THNEZERIFER, URBET MEHIEH AT,

oc HEHALBEEM1E10, FTXRIRMT oc BEIFIR KR,

5 7.3. OpenShift CLI (oc) BEZS

BEZ5

U

125
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ZRAEFABEIL TR stderr,


https://access.redhat.com/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/monitoring/#setting-a-scrape-sample-limit-for-user-defined-projects_configuring-the-monitoring-stack

B 7 = HEEHRR

B&Z5 ek

6 4 stderr 1IL3% APl 1E K,

7 9 APIE R TNk 10 5% B stderr,

8 L3R APLIER, FRELFIESC, LA API MR FRLFIIE X E stderr,

9 ILRBER APHER, FRMIES, APIIERNFRAFIES, LA curl iEKE stderr,

10 ILRER APHER, RLMIES, APHIEMNFRLFIES, L% curl i5KE] stderr, 103K
HIME B EIEA,

7.11.2. $8 % OpenShift CLI (oc) BHE&EZH|

TR LLET R &S e BB B SR E OpenShift CLI (oc) [A],

FRFH

o B &% OpenShift CLI (oc)

1. 75217 oc s RHTHEE oc BHELH -
I $ oc <options> --loglevel <log_level>

2. OpenShift Container Platform MY FIRIESHEBE S SEICEM curl iFkMA, ELaTUF
PRIERIAFNRESE, UMEEN oc f#SHEZHENE N AEAER :

I $ oc whoami -t
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