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bRk iR E N FEZEE,

MR F PRI IEARZF WWW-Authenticate fiif], =& R OpenShift Container

Platform B & WA A WWW-Authenticate FiAIMI BDIRIIRRE, I 2AZ7{F BN Y 28
M <namespace_route>/oauth/token/request FEIFKEX S .

2.3.1.2. API B&i{h

IR LABSE X OpenShift Container Platform API B91EK, EEXRIANGEREETFA—RAF. IEE%E
B, 1H3 i Kubernetes XA A £ (5,

2.3.1.3. Prometheus 3% B
OpenShift Container Platform £ &34 E Z i B2 IR LT Prometheus RETIEHT ¢
e openshift_auth_basic_password_count 4:if oc login B /7 & 5 H 2 70R E

e openshift_auth_basic_password_count_result #Z82%5%R (success =% error) %iif oc login
FA & BB B R B

e openshift_auth_form_password_count 5 it web ¥4 &R R R E,

e openshift_auth_form_password_count_result Z8845%R (success =X error) 4iit web 4]
BERERR.

e openshift_auth_password_total i1t oc login #1 web #2 il & & x2S R ¥,

1


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation
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£ 3= BRENE OAUTH k%2

3.1. OPENSHIFT CONTAINER PLATFORM OAUTH Ak 5525

OpenShlft Container Platform master @& R E/ OAuth BR5588. FIREX OAuth 1i[R] 5 h& RN B &
T API E{3551E,

BANERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHIEF RIAERHIF R AN S M,
RiE, ERBEZEMRNENAS, NIZAFPUBR—NMGF S, BROZERNSHE,

3.2. OAUTH S 1E K E M0 5
OAuth IR %528 X FFPRHE RIS A AIRE 032 AL OAuth AT
EFERRERBEIUR (response_type=token) LA & B & 77153k WWW-Authenticate iif] (%0 openshift-

challenging-client) # client_id LIk OAuth ©h&ET, FIRESRE /oauth/authorize BIARS52RMTN KR E
BB A XM T AR -

RE RE & P S R
302 Location #1248 & URL FEXHH £/ access_token fE{EH OAuth 55hE,

access_token &% (RFC 6749 4.2.2 &%)

302 Location #1::L & & error TifjE# (RFC K, @A SR error (EARNHER
6749 4.1.2.1 E84>) error_description) ZifjfH

302 Hth Location 13k BEETERBRE, FERXEMN I ELER

401 WWW-Authenticate 17k E1E TEIHA) T K808 (40 Basic #1Negotiate %)
MR JF i), EFTIRAE K, FE Xk
IBLER,

401 %8 WWW-Authenticate #7:3k ToEHT RO BM T, KW, FE RN IE
X (FIee8 & A TIREL OAuth S hERBEE S &
RAERIFEE) .

Hith Hith KN, AT R RN IE S,

3.3. REZB OAUTH R 25156177
RER OAuth BRSS 2301 {F B JLANBC B 15T,

3.3.1. OAuth 4 h&HA R E T
IR OAuth AR5 38 E R F S kS

12


https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1

% 3 F RAEAER OAUTH ARSS 8%

wh fed
ilHl R TR RECKREO DR, T ROOT AP B,
RACHS TN RERM SR, (R TR F S,

AL MR RS RBRIANEN, BEEE, a{#EH OAuthClient X R E Y B =174 i H
]‘qu
3.3.2. OAuth EFRGEIR

%4 OAuth RRFFZ2BWEN A P Z AN B HE F IR ZE A iR ShEIH KRS, OAuth ARZ588 RERBIRFEUR F
OAuth & F BRI KRS

THRF B OAuth & P im iR B 2 B9 AUERES,

TERI AN LA RBOA % -

BGED Tk
auto B ARG E I K,
prompt R P SE 4R A

3.4. BRiENER OAUTH RS 285 M9 45 FE2 A (A
0] LAER B N ER OAuth ARSS 2345 hEHA (8] B BRI 5L 170,

' o
BIANERT, SEME 24 NTRER. HEIIERTELEET EEIE,
INRBCAR AR, WAERUTESRIETENR.

it =
. Q-1 aESEERETREREX 4. UTXHRILLERRI 48 I, MEFRIME.

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

X i& accessTokenMaxAgeSeconds LR 0 SR L an EHE, EIAEmBEREN 24 /)
8% 86400 #, LWEMARAI N, MREENT, NIEARKIANEHRRER,
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2. NR#FEREXH :

' BT EEHUNER OAuth fRS53:, Rt ZifERA oc apply #53LN AE R,

I $ oc apply -f </path/to/file.yaml>
3. MINEREERN :

I $ oc describe oauth.config.openshift.io/cluster

i tH 7 B

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. HNER OAUTH RS 25 EC & 5 KA & AR
AT LU OAuth SHEECE NIE—HAEEAF R EE . BKIABERT, AR RESEARFEE,

. MNRIEH) OAuth B/ imrp thECE T SREATESIEBN, NIZERBESRPIER OAuth IRS54EC
n BErRiXE AR

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o MELXERET —TEBRMHERF (DP) .

AR
1. 37 OAuth E2i&, LUXEB TR IEEN,

a. Jn%E OAuth X :
I $ oc edit oauth cluster

71N spec.tokenConfig.accessTokenlnactivityTimeout &% BB A :

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

14



% 3 F RAEAER OAUTH ARSS 8%

ﬂ WEAEYHAMBYE, 190 400s KK 400 #, = 30m 3K 30 28, SRIFRIER &/
&} 300s,

b. RIS LR E R,
2. H& OAuth fR%5%8 pod REBEESS :

I $ oc get clusteroperators authentication

7£ PROGRESSING 7! 77 False BIFE44EH# AT —4, MITFAR :

LN
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.7.0 True False False 145m

3. RAEREBEHH Kubernetes API fRS528 pod BIFTEIT IRA . IXFTEE L2 B [A],

I $ oc get clusteroperators kube-apiserver

£ PROGRESSING %1/ False BIRNZ4 L AT —4, MTFAR :

i Bl
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.7.0 True False False 145m

N5 PROGRESSING 7= True, H& &4 EEIR— R,

1. EFARBER IDP MHH & K EIER,
2. JUTHRBHIBNEEE NI,
3. FRFHN AL E RV I H KM TR ER FD. EXDROIP, FFEEET 400 #,

4. FHMRA—EHHKRTERHITHRS,
XD R RRM, BN FREROZE Oy AN E R BT 7] #8: Be & HEE A i (A o .

i tH o Bl

I error: You must be logged in to the server (Unauthorized)

3.6. OAUTH R 5523 T EiE

£ OpenShift Container Platform FZ1THIN A2 A BERE B A A XA E OAuth RSG5 2BRIER. HI
eI TTEEE 4L I <namespace_route> BN &E FEESE. Mk, OpenShift Container

Platform X8 T IETF OAuth 2.0 #2HAR 5528 TR RS,

Rt, EEREFZITHEMN REFE A LA https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET 5 KFIKEUATER :

15


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
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oSO O ® 6600 9O

{

}

"issuer": "https://<namespace_route>", ﬂ

"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token", 6
"scopes_supported”: [ ﬂ

]

"user:full",

"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”

"response_types_supported”: [ 9

]

]

“COde",
"token"

"grant_types_supported": [G

"authorization_code",
"implicit"

"code_challenge_methods_supported": | ﬂ

]

||p|ainll’
"S256"

BIARSS BN ZE L ZTMRE, ©RHER https ARBERE TN REHH URL, X2 B SIRINR
%4858 %5 BM .well-known RFC 5785 BB A il &,

AR S5 25 O3 A R 2 9 URL, B, RFC 6749,
BIVARSS 25045 R s 9 URL, B, RFC 6749,

S ELLIRIARSS 28 X HFHY OAuth 2.0 RFC 6749 SERIEFIZREY JSON 4, HER, HIEMAEXE
BEHEEBE RS,

BEIRIIRSS 2532 #89 OAuth 2.0 response_type 1B 53R JSON #4H, FRAMNEAEES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
FERAMEHERER,

S EURIIRSS 25 37789 OAuth 2.0 RICERUEFIZRE) JSON B4, HANKAESET
grant_types 2% (#R#& RFC 7591 £"0Auth 2.0 Dynamic Client Registration Protocol" & )
FERAMEHERER,

BERIARS 23 M PKCE RFC 7636 i3 f i 534515 A JSON #5

‘H, code_challenge_method SRR TR AEETE RFC 7636 5 4.3 T AE L. B
A5 5UH 75 3% (E 27 IANA PKCE Code Challenge Methods 5Tt R A EMAIE, ES 1 IANA
OAuth 3%,

3.7. OAUTH API| =4 =HER

ERLEFERT, APIRSS#REIERE—/ unexpected condition 513 H 8 ; EABEEVIN APIEBE, R
MEXT BEE BT, 2 IRNERRRFEERER, LUBRAREFHEIEINAFREEXRSHFRE

ER.

16


https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters

% 3 F RAEAER OAUTH ARSS 8%

XEEFHR FES RS MK OAuth BBEB A X, XL HEIER G A EEFBNEHHHK,
OAuth Hi[E;8F] unexpected condition iR%52355 12, AiZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

LU RAIE SR EM OAuth EE A URI BIARSSHK - -
I $ oc get events | grep ServiceAccount

i tH 7 B

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

1217 oc describe sa/<service_account_name> B LUK & 545 E AR SSIK 7 B R R BEBYESM OAuth 3=
{#O

I $ oc describe sa/proxy | grep -A5 Events

=1
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI M E IR -
T EEM URI FMRRIEE T I URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

BT XIS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

e T THHEI AR

Reason Message
NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",

17
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system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

B SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens

18



% 4= i@ OAUTH &/ iR

25 4 & FRi& OAUTH & /i
1£ OpenShift Container Platform FRERIABIEZ > OAuth & i, AR LUFMANECE E M OAuth B
i
4.1. B\ OAUTH & /i

JA 5 OpenShift Container Platform API iif & B 8L T OAuth & Fif :

OAuth &' EAAE

openshift-browser-client FERATAERERERNASRIE, £
<namespace_route>/oauth/token/request ik s 4%, [

openshift-challenging-client fEA A2 WWW-Authenticate Fii B R IERIE RS HE,

1. <namespace_route> 25 E 22 [AIERH, Z1TLA TSR LAHE -

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. XM E M OAUTH & F i

INREFEHM OAuth B IR EIE OpenShift Container Platform &M &2 500, NI LEEM—1.

it =

o SEAREM OAuth &/ im -

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth i) name F{EIR3%] <namespace_route>/oauth/authorize #1
<namespace_route>/oauth/token BJiE KA H client_id 534,

secret FH{FIZZZ N <namespace_routes/oauth/token B91% KT # client_secret 531,

%I <namespace_route>/oauth/authorize #1 <namespace_route>/oauth/token #4153k
EER redirect_uri S TZE T redirectURIs SHUE P ARFIMIE— URI SUAE ETZ,

o 00 o

grantMethod F3 FHAE & b & P imiH K T ShE BIA KRR A PR T U7 AR R SREREYIRF
157 auto T HENHLAERNFFEINIER, FIEE prompt LURT A #EASHELIRIL

19
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4.3. 5 OAUTH & /iR BL & 5 hE A& LB T

HE—HARERB S, ERLUE OAuth B IRECE V& OAuth RS HE, BUABRT, FTRXERE
TIEREKEB,

JNRFEAER OAuth IRSSBREEFhECE T HENELIER, OAuth & inhiX BB &
=iZlE,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o BMELXERET —TEMBRMEERF (DP) .
Y=

e T OAuthClient B2i&, LUXESERIEEEBI,

a. %W OAuthClient X% :
I $ oc edit oauthclient <oauth_client> ﬂ

Q ¥ <oauth_client> & HERER OAuth & Fim, 0 #HlE.

710 accessTokenlnactivityTimeoutSeconds FE& 3% & & OB (H -

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

Q RUFHISR/NEBIE (LML) - 300,

b. RTFX LA £,

. EARBEN IDP WEMHE XK, BERERENIFEER OAuth & i,
2. PUTREHLIEERE K,
3. ERFE Al LR ERVEN I E KMERER &H. EXDTOP, FEREiT 600 7,
4. ZIRME—BBHRIEHRIIT MR,
XD ZEIRERM, BB hEROZE 9 AN SE R B 7] 8 B E H#E A i (] o .

4.4, Hih TR

20
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® OAuthClient [oauth.openshift.io/v1]

21


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/api_reference/#oauthclient-oauth-openshift-io-v1
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£ 5Z TEAFHAR OAUTH /0o hE

RATEEEBS OAuth iS5, FHHFRTBFHFEREM OAuth UilF]FhE,

5.1. 51 AR OAUTH i h] 5 k&
e LIS BB AR OAuth 1510 S5 hE. SHEAMHFHIHR, L ERATEXR,

it
o JSUHATA A IHAR OAuth iR G :

I $ oc get useroauthaccesstokens

ol
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o FIHHFTE OAuth BRI P AR OAuth 1R 45 hE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

ol
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

5.2. & AP B/ OAUTH 1505 iR 1S
IRA LA E A P AR OAuth Ui H] S ERE S,

it =

22

&k A P AR OAuth 1R S RERIIFIE -

I $ oc describe useroauthaccesstokens <token_name>

i =B
Name: <token_name> 0
Namespace:
Labels: <none>
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Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
fiscopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:
user:full

User Name: <user _name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMATHRE, EXERTER.

P imAN, AT TEREE,

MG HE BB R R BR (R BORT A] (AR ON #AL)

g0R7y OAuth IRS5 B IXE T ThEARTEELEBRT, TXZ MO B 58 F1% 5 he (A B9 [A],

S RERRISEH .,

QD009

SRR R,

5.3. ik B H#HAE R OAUTH i/ 7] 45 b

oc logout 4 REFIRRIEH OAuth BREXM. EALUERAUTSREMRABEEZNR A HEM
OAuth k&,

MERIZGEIFTA XEHRRER OAuth U7 F T2 B &,

i

23
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o JHERAFHEB OAuth UilnHhE

I $ oc delete useroauthaccesstokens <token_name>
it

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

24



B e E TRENRHEFKE

B6E THREMNRHEFEE

OpenShift Container Platform master @ & WEM OAuth fRS585. FF A& A SFEIE A IREL OAuth Vil 4y
g, LSS E B8 APl BRI,

BN, BAUAERESHEETERE OAuth RIEEF D RERERF.

6.1. F OPENSHIFT CONTAINER PLATFORM BB {LFE

BIANERT, £BHHRE kubeadmin B, RIFEFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F R iRHEFFICERMBIEE D,

A=
a OpenShift Container Platform A~ & RBERIE /. 1 F %o

6.2. TN B IR IHER
A BB UL T RN S DIRERER

RArapiRftEr fid

HTPasswd ECE htpasswd SRR, £ #E A htpasswd 4 A STALIE A & B,

Keystone fci& keystone B {31REF2R, J$ OpenShift Container Platform 5% 5 Keystone &
UERHRZESHEIE, BAEER OpenStack Keystone v3 fRS5 2343 A M F B TR ER #E
R,

LDAP BCE ldap F1piRIERER, ERERHEFBIIEREN LDAPV3 fRS52R95UEFA F A ME
i,

EARFHBIGIE fc & basic-authentication H{31R#t12F, LUMER P ERFHER S B IRHEFRIE

(Basic B UE S Z S OpenShift Container Platform, EABHLIER —i8 A G insE ML,

authentication)

T KRk fCi& request-header B3 1RETER, RERIRLESRMA, 120 X-Remote-
(Request User., B@%5IXERFKIFLENFHIIERE—RER,
header)

Github 5% GitHub

BC& github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 FAR %5

Enterprise YU P A,

GitLab ECE gitlab B 1R 72, #/ GitLab.com SEMEM GitLab SEBIVEN B 1R 42
.

Google BCi& google SR #FERF, A Google ¥ OpenlD Connect /%

OpenlD Connect

BoiE oidc B2 TR, [FERIZIULIEHRS OpenlD Connect B3R ETEFERK.

EXT BMRMEERFE, ALUER RBAC kE LHMANR,

25


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-github-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#authorization-overview_using-rbac
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6.3. %4 KUBEADMIN H

EE LT B IREERFHOIEHH cluster-admin /5, B LR kubeadmin RiIREEEH L 24,

Digk

==
[=]

MREFH—RBF KN cluster-admin BIRIBIX NS IRIRVE, N EFLRE
OpenShift Container Platform, L4 Toi&BEY,

o WEMAFHRIMT cluster-admin &,
o WIBLZUEERFNESR,
pi% &2

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

6.4. B RHRRFSH
T RFH SR REEFERNSS

¥ sk

name MRS F I IR R R F A - &80, LULER S DR,



B e E TRENRHEFKE

¥ 30

mappingMethod & X AE P BRI ANSHT HPBABIA -, WAL TEZ— :

claim

BMNE, BERSHNEERFRESRS. MREFZAFEHNAIERNES—F
2, MR,

lookup

EHRINENED, BRSOBRANAR, BEFEEBEFRIAHGN. XAFEHERE
AFFERABRBXESDHAS. FRLASEFEFHESH,.

generate

FRBMMNEERNRESRS, NRHEEERANA M ERSRTENE D,
MAER—THE—FAF %, 5120 : myuser2, LtAERNSFEEE OpenShift
Container Platform A &M B IREREFEA € (W LDAPHREYS) T2 ItE
BN RE—RER,

add

EREMNELRR-ZESHAN. NMREFEEFZAFAENAN, LWEDHEREE
WAERF, WMENZAFNNESBRES, MREETSNEHREEFHAE]
AR —HA P HRNEIERMA &, NFEEIETIERE,

=

ERMHERE R IRUEFN, BT LLET 8 mappingMethod S#1%X &) add, 131
HIRFHNSFHRFZHENA .

6.5. B 101 # 2~ CR =~

LTBEELHKIR (CR) BnAXRESHIRHEFHNSHMBIAE, =OIFFERT HTPasswd HpiR#tiE
o

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR 2 ME N RISRERMREF A &E1, UAR S HEFR.
9 PREI{T R IR AZ R S0 F0 User X R 2 AR IIBR ST,
9 S EF M htpasswd £ KHISTHERIILE secret,
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078 LB NRHER
7.1. E2 HTPASSWD S 131R 12

7.1.1. %F OpenShift Container Platform R E PR ILIEF

BIANERT, £BHHRA kubeadmin BF., RIEESNRMIRERF, BUHOUE—DPBEE KR (CR) ¥
iz F P RERFFFHEERNINEIEEF.

p= =1
- OpenShift Container Platform P &AREESIE /. : F1 %o

EE Y HTPasswd 1R IMERE, MO THITUA TSI
1. AIEE— htpasswd XHEEERFMBHBER. RBET Linux # Windows BI14BE,
2. B —1 OpenShift Container Platform secret 32X 3% htpasswd 14,
3. B HTPasswd 3 1RHMREF TR,
4. FERN A EIEIAR OAuth BLiE,

7.1.2. {F A Linux 832 HTPasswd 34
EFFH HTPasswd SRR, B fER htpasswd £ — N EEEEH - 2 MBEHTE,

FRFH

o HEfFIA] htpasswd SCAFER. 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el &
Az RER,

i =
1. QKB EE A~ SRR BEHTEE S
I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
LA TR E RS AR AR E 5
Buan -

I $ htpasswd -c -B -b users.htpasswd user1 MyPassword!
=1
I Adding password for user useri

2. PREEASCH IR ISR AT EIL -

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>
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7.1.3. £ Windows fl|# HTPasswd XX {4
EFH HTPasswd SRR, B ER htpasswd £ — N EEEEH - 2MBEHTE,

SeRFH
e HEWS1JIN] htpasswd.exe, % Apache httpd & 1THRAM \bin B X8 &t 24,

iz
1. OB EHEE A AMBI BN EE S
I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <user_name> <password>
BRI E RS AR A RO B
4N -
I > htpasswd.exe -c -B -b users.htpasswd user1 MyPassword!
=1
I Adding password for user useri

2. PREEASCH IR EHTEIL -

I > htpasswd.exe -b <\path\to\users.htpasswd> <user_name> <password>

7.1.4. 0% HTPasswd secret
E(F A HTPasswd B1p1RERRRF, EBE L —1NEH HTPasswd F 7 VA secret,

FRFZH
o fI|E HTPasswd X4,

it

o AIE—1EH HTPasswd F F' SXEH OpenShift Container Platform Secret,

$ oc create secret generic htpass-secret --from-file=htpasswd=</path/to/users.htpasswd> -n
openshift-config

p= =1
aE --from-file SEHIA 7 SUHER] secret BEA T E &7 htpasswd, #0 LRSS
AT 7o

7.1.5. HTPasswd CR =l
LUFBE IR (CR) B/RT HTPasswd B 1RSI #EZE,
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HTPasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: my_htpasswd_provider ﬂ
mappingMethod: claim g
type: HTPasswd
htpasswd:

fileData:
name: htpass-secret 6

Q LR MR 2 IME VISR RMREFA - &E1, UAR S 7B EFR.
9 PREI{T R IR AZ R S0 F0 User X R 2 AR IIBR ST,
9 B E# M htpasswd £ RHISTHERIILE secret,

Heth BT
o BXEATAEBMHNENSE (40 mappingMethod) 58, &M B G ESEL,
7..6. B EMPIREERERNMEIERF D
REEHZE, HEREBRRN—NENIRERER, UEEA R LUHT S5 IIIE,
SeRFH
o #]3# OpenShift Container Platform & &%,
e NEMRHERLEBELHER (CR) .
o WINBZLIER A SR E R,
ik
1. MAEXBCR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LRBBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>
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3. WINAFEEAE, FETAFA.

I $ oc whoami

7.1.7. 5 HTPasswd S {3 iRt EEH A
RATLAMEIAG ) HTPasswd B2 A2 s mnskbR A 7.,

SeRFH
o MBEHIRBRT S HTPasswd A XX4H Secret ¥R, XEBREEH N htpass-secret,

o MBEEET — HTPasswd 3 1RMEEF. XEBEE N my_htpasswd_provider,

o EALUEFA htpasswd TEF2F, 7 Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
FERZEAER,

o BHREARBEENR
Y=

1. M htpass-secret Secret ¥f R 3R HTPasswd X1, FHIFZXHREIENXHERS:

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd

2. M users.htpasswd SC# RNk MIBRFE
o RNII—ANETHAS

I $ htpasswd -bB users.htpasswd <username> <password>
=1
I Adding password for user <username>
o JHER—1IERF :
I $ htpasswd -D users.htpasswd <username>
=1
I Deleting password for user <username>

3. ¥ htpass-secret Secret ¥ RE#: 5 users.htpasswd XHHEFHHHE - :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

4. MBEMRT —DHZNEF, BAEFENENE-HEBREDS KR,
a. MR User W :
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I $ oc delete user <username>

it Bl

I user.user.openshift.io "<username>" deleted

HRILEHRT B, SNMRAANSELO&ETH, AP ARG RE SR,
b. #HBRFEF# Identity X5 :

I $ oc delete identity my_htpasswd_provider:<username>
i Bl

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

7.1.8. fEH web Z2FIGECE SR HEF
BT web #EIATII CLI ERESHRHRER (DP).

FoRFM
o BwIILIREEENFMNETE web 15,

it =

1. 5= Administration - Cluster Settings,
2. 1f Global Configuration i£Ti£ T, s OAuth,

3. 7£ Identity Providers #8437, M Add FHIZEHHERENENRERR,

B LLET web 2H & RIEEZ D IDP, MARERIEH IDP,

7.2. 2B KEYSTONE S22 F
BCi& keystone B3R HF2F, & OpenShift Container Platform 5£2f5 Keystone UG B HZ &%

¥iE, FECER) OpenStack Keystone v3 RS 2345 A P E i BIAEREIRE R, WEEEAR TR ERHE
Keystone #ZiE &% OpenShift Container Platform,

Keystone @— MR ED. B, BRFEIIRSSH OpenStack WiH,
BT LECE S Keystone ISR, LUE OpenShift Container Platform 9% 7 & F Keystone F 7 &5
HMe— Keystone ID, XA EE, B AL AH Keystone B & MBIEH1TE R, &F

OpenShift Container Platform Fi /7 & F Keystone ID E &R 2, MNRMIFR T E— Keystone B/ FH{EH
HEAFP A0 T #HH Keystone A, A S8 0] IBAE B ER,

7.2.1. %F OpenShift Container Platform RH B P IRIEERF
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BIANERT, £BHHRE kubeadmin BF, RIREFRRERERF, Bolg/B—1TEELHER (CR)
Fimd iz F N iRHEFFHICERMBIEE R,

. p= =1
OpenShift Container Platform AP &AREESRIE /. : F1 %o

7.2.2. Al secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF T EE
P secret, & imUEHAIEH,

o MAILMERAMUTHRE, EL—1MEEFREH OpenShift Container Platform Secret X%,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTEGS, EX—1XH (WHUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.2.3. Q2 ECE RS

SR 2+ E A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap % &3k &
BUEBMANMIIAS. TERTEEGMNRHEEFMBENIEBIIAS,

Pt

o FALUTMS, EXSEIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hi%
WLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.2.4. Keystone CR 7=
LUFEENFEIR (CR) 7R Keystone BRI FEFHSEAM AT EZE,

Keystone CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim g
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ

33



OpenShift Container Platform 4.7 iAIEFIFRAL

c: @

name: ca-config-map
tisClientCert: @
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IIRMFR A FMME BT IRIIZF A P &0,  LULHR B3 &,
PRI ML IR ERE B 52 70 User X 5 & 1012 I1 BRET,

Keystone 3%, 7E Keystone #1, AF&RRBEFEHN. AZFHF—N,
FAFi%E# % Keystone RS2 URL (&) . XWFER https.

AL N EE PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 8J5|
A, UAFRIEFTECE URL BIBRSS 35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIEBERAREE

SO O 90009

B9 URL & H41% 3K HE R,
B EE IR BEAM OpenShift Container Platform Secret X R#I5| ., $8E T tisClientCert
I JE LT,

Heth BT

o BXERATAESMHNEMNSE (41 mappingMethod) 152, FSH S D HNESEH,

7.25. REMHRHERFRNEKES
REERZE, HELPRN—DERRERERE, LUEBKRA ST T EBRIE,

FRFM

o #]3# OpenShift Container Platform & &%,
o NEMRHERLEBELHER (CR) .
o WINBZELIER A SHER,

Pk
1. MAEXBCR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THHICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. LRBBMREBRFNRAASHEFER, HAERTHEARH,
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I $ oc login -u <username>

3. WA EEME, HFETAFA.

I $ oc whoami

7.3.Bidi& LDAP SR Hi12F
BoiE Idap B1PIRIEER, R LIEFPIIEEE ST LDAPY3 fRSS2:55E A - R M=,

7.3.1. % F OpenShift Container Platform B2 ET2F

BMIANERT, £BHHRE kubeadmin BF, BIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F iR FEFHCERMBIKEH,

A=
A OpenShift Container Platform AP & ARBEEIE /. : F1 %o

7.3.2. xF LDAP E1{555F

FEHMIIET R, 5k LDAP BXHSRMMA T RLEHNEE, MRHEE ——iRm, NZiE
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 7 17 18 S48 7

AT T EXESIR
1 B SEERN url FREMMITIESRS B RENA S R HERERERITIESR.
2. HRERMTIESERE R, MRERROMFZ—NRE, NHHEAETIH,
3. FiAERAMRATRSE B/ DN F A AR EEHEE LDAP fRSF5 2=,
4. MBRFERM, NIFELETTAL

5. WIRHEMT, NHERENBEERESH. BFiiahit, BREMMELR-EREWE—1F
7,

BRERY url @ RFC 2255 URL, IEEEFAM LDAP EMMERSH, URL MiEER :

I Idap://host:port/basedn?attribute ?scope ?filter

FEXAN URL R
URL 44 feid
Idap X FEHLDAP, i Idap F#/F&H, A F&R % LDAP (LDAPS), thifEf Idaps.
host:port LDAP R558m& MmO, LDAP #AiLh localhost:389, LDAPS NIEKIAH

localhost:636.
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URL 44 ok

basedn FrEIERERN MR TR B 9B DN, B4, X2 BRI, BthaisEs
ST,

attribute FHERMNEM, EARFC2255 AFFEFRESAREMIR, BELRRESVINENE, #

NERB—TEME. MREXERMEFAEYE, NERAER uid, ZUOEF—NMEEERN
FH AR B A 2 —E M.

scope BHREEE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,
filter BN LDAP #3Ri1 JE2R, WRAKIRM, NEILH (objectClass=*)

EHTHEHRE, B, TIERNRENA-ARRAEE—E, XL THERTIESS :
I (&(<filter>)(<attribute>=<usernames))
BN, wIEET URL :

I Idap://Idap.example.com/o=Acme?cn?sub?(enabled=true)

L FimEiE A A A bob EER, 4MRIIEHRTEERN T (&(enabled=true)(cn=bob)).

MR LDAP BREEFMRILFREER, HiEER THITHRB#E3H bindDN #1 bindPassword,

7.3.3. fl/& LDAP secret

EFRAGMRERRE, BYIE X —18% bindPassword FE&H OpenShift Container Platform
Secret X%,

e E Y 8% bindPassword FE& OpenShift Container Platform Secret X4,

I $ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

-
B 7% --from-literal Z## bindPassword H secret #4745 bindPassword,

a0 EsRer SRR,

7.3.4. Q2 ECERRSY

SR T2FE A openshift-config % 22 (5] 1 #Y OpenShift Container Platform ConfigMap *f &3k &
BUEBMANEIIAS. TERTEEGMNREEFMBENIEBIIAS,

it =

o FRHUTHS, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, IiEFil4%
HLF A T2 5 7E ConfigMap 5B ca.crt 2,
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I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.3.5. LDAP CR =4l

LUTFBENFIR (CR) iR LDAP R FHSHM T2 (E,

LDAP CR

Q9999 609

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: Idapidp
mappingMethod: claim
type: LDAP
l[dap:

attributes:

id: €
-dn

-cn
preferredUsername: G

bindDN: "" @)

bindPassword: 6
name: ldap-secret
ca:
name: ca-config-map
insecure: false
url: "ldap://Idap.example.com/ou=users,dc=acme,dc=com?uid" m

iR Bt B AME N ATZTE IR BB - 1D A, LA R &7 &R,
RN LR M2 B F D User X Rz (A2 ITBREY,

RESHHEMIIR. FRE-THEREN. ELFE-TEMN. MRIEHNEEEREE, FHE
MERKW, EXBHZRRERERR, RVFHERZIHHIE,

e FHREH I EBITIR, BRAB— IR,
AELTREMNENTIR, ERBE-EEEMLE.
HEEHREERANBEELEASEANEMRIIR, FRE-INHEERMKE,
SR B AR ERI A% DN, J1R7E XL T bindPassword, I ili%iE LI,

X B &40 E BB OpenShift Container Platform Secret X REA %8I, 1R E X T bindDN,
T A5 B T
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@ AL X2 E PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 8J5|
A, UATFRIEFFESE URL MRS ERIED, (U7E insecure / false </ {# .,

@ N true B, TENTIRSS 21T TLS 7%$#E, 5 false I}, Idaps:/URL fE/ TLS #1751, #*H
Idap:// URL #AZEI TLS, ZH{EM Idaps:// URL I, LI false, E XL URL A4 R
fEF TLS #1Ti%#.

m RFC 2255 URL, ¥EEEFAK LDAP EHMIERSH,

EfFHF5I7E LDAP EMIB & H A, HEF lookup BRET A A, 1E/7FM LDAP &K
g1, SEEEEAMNINED LDAP User G| —1 Identity XT R 4R,

HiBR
o BXERATAESMHNEMNSE (41 mappingMethod) 152, HFSH S D HNESEH,

7.3.6. fFE M RHEREFRMIKE S
REERZE, HELPRN—DERRERERE, LUEBHR ST T EBRIE,

FRFH

o #]i# OpenShift Container Platform & &%,
e NEMRHERFLUEBELHER (CR) .
o WINBZELIER A 5%,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HAREKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIABINES,

2. LRBBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEAE, HETAFE.

I $ oc whoami

7.4. lEEAF DRI R DRERER
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fci& basic-authentication SR, LUMER P EAMHHEREF P RUEFTIEREIERE R
OpenShift Container Platform, B &S {2551k 2 — & A Eims s ALH,
7.4.1. %F OpenShift Container Platform I S {P1RILIEF

BMIANERT, £BHHRE kubeadmin BF, BIEEFRRERERF, Bolg/B— T EELHER (CR)
Fimd iz F N iRHEFFHCERMBIEE R,

, p= =1
OpenShift Container Platform AP &AREESRIE /. : F] %o

7.4.2. XTFEEXHHEIE

EAXRGMHEIER—MEAEmEMIE, R UERHHERE F P IRHEF IR EIERE
OpenShift Container Platform,

HTFEFRSHEIEZBAN, RLETUESHENEITRERERILSHRHERR.

BE
EXF ML IER HTTPS (=R 2R 58, UMIEES A ID MBERIRL K+
A AN i

BB T EAFHRRIEE, BANER-&MEEALXE OpenShift Container Platform, fRJE@id 1R H AR
Fa ARG 2GR E LN ERF P EIEIRL 8, FIATERS BREILXLEIE, XBRAFE
ZSEHAIAIE OpenShift Container Platform & 3% 4EiiE,

XRERTR &/ BEETNE, 3FH OpenShift Container Platform @AJiRENS ELFE &
1DFUERR 55 88 & HA 4577 K

HASERGHEIHRTTFRE JSON Byt URL 56 1ERE & 25,
401 MR FR 7~ B2 561 2R,

I 200 SRS HINIEZR "error" i R HINEER
I {"error":"Error message"}

200 R EFHTH sub (subject) BENIZFRZAID

I {"sub":"userid"}ﬂ

ﬂ FhwRE S S MNIENA AN, MERIFENR.

B IO R BT LA L h iR LR hn $dfE, g -
o (i name B EREF. Flu0 :

I {"sub":"userid", "name": "User Name", ...}
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o {F/ email B FHPME, L0 :

I {"sub":"userid", "email":"user@example.com", ...}

e f{#ifH preferred_username S EEA &, XATAEM — TR ERSEIBEEAS UID BE
EEZEAMNELF, WETFHHEIEN S5 E S OpenShift Container Platform F Y, iX
ATAERR. 40 -

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.4.3. Al secret

B2 1R 172 FE A openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RFK B SR
P secret, & imIEHAIEH,

o MAILMERAMUTHRE, EL—1TEEFREH OpenShift Container Platform Secret X%,

$ oc create secret tls <secret_name> --from-literal=tls.crt=<secret> --from-literal=tls.key=
<secret> -n openshift-config

o MALMERALUTGS, EX—MXH (WHUEFH3HE) AEB OpenShift Container Platform
Secret,

$ oc create secret tls <secret_name> --from-file=tls.crt=<path_to_file> --from-file=tls.key=
<path_to_file> -n openshift-config

7.4.4. ()| 2B E RSt

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIIAS. TERTEEGMNREEFMBENIEBIIAS,

iz

o FALUTMS, EXSSIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hi%
WLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.45. EXR 5D KIE CR R
LUTEELEE (CR) EREASHIIFSHIZEREFNS B TESHE,
BHAXFHEE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: basicidp
mappingMethod: claim g
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type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6
ca: @
name: ca-config-map
tisClientCert: @)
name: client-cert-secret
tisClientkey: @
name: client-key-secret

IR Bt B AME N ATZTE IR BBV A - 1D A, LA S5 &R,
RN LR M2 B F D] User X Rz (A2 ITBREY,
BERERFHEIEIRLPEIES URL,

AL N2 E PEM ZRASIE B A S HRZE 28 OpenShift Container Platform ConfigMap 8J5|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET R OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE
B9 URL & BRI R,

B EE IR BEAM OpenShift Container Platform Secret X R#I5| ., 8E T tisClientCert
s JE LT,

Hith BHR

o BXERATAMESMHNEMNSE (41 mappingMethod) 152, HFSH S HNESEH,

7.4.6. RE M RHUEFRMNEIKEH
REERZE, HELPRN—DERRERERE, LUEBKR ST T HBRIE,

FRFM

it

o #]i# OpenShift Container Platform & &%,
e NEMRRHERFLEBELHEIR (CR) .

o WIBLZUEERFRER.

1. MAEXHCR:
I $ oc apply -f </path/to/CR>
INR—A CR RF1E, oc apply RAIBE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,
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2. LRBBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WA EEMT, HETAFA.

I $ oc whoami

7.4.7. EERH DN M Apache HTTPD B & R4

OpenShift Container Platform 4 FREYEAR B34t N7 (IDP) B2EZE K IDP ARZ525H9 JSON i B LUK 1S FX
THANRI, &R LAER Apache HTTPD AH CGl BIASRIARILL BB, ATTIRHERA,

/etc/httpd/conf.d/login.conf {5l

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Ivar/www/cgi-bin/login.cgi <l

#!/bin/bash

echo "Content-Type: application/json"

echo ™

echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

Ivar/www/cgi-bin/fail.cgi 2~

I #!/bin/bash
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echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.4.7.0. XHEk
LT 21 Apache HTTPD Web FRSS 25 0 EBAISTHEK -

login.cgi #1 fail.cgi %A #14T (chmod +x) .

NR/EA T SELinux, login.cgi 1 fail.cgi FEAEZH SELinux L7 : restorecon -RFv
/var/'www/cgi-bin, R L TX2Z httpd_sys_script_exec_t (iz1T Is -laZ) .

login.cgi RE7EMA 1R #E Require and Auth T Th EFEET F H4T,

MRAPFTEESR, NHdTfail.cgi, FHHE HTTP 401 MR,

7.4.8. £ MR IEHERR

& WA S iR S 8BRMAEEE X, BT LA, 157 master £i21T curl 8%, EMETH
BB, HERUTRAIGS T <users H] <password> B AR EIL, ENHXTHHES, HEE
& H h FER Bk,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BT R

200 REHTH sub (subject) BENIFRIAIS :

I {"sub":"userid"}

el

subject AT ZT HARIEN A A ATREERN, MEBITFTENR.

BRI N AT LA )

PR MM INERE, Hlan -

5

5 name BHI T RAF

I {"sub":"userid", "name": "User Name", ...}

fEF3 email A9 FHEMA L -

I {"sub":"userid", "email":"user@example.com", ...}

{5 A preferred_username R E LR 4 :

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — Rl EF S EIBEE A UID BEFEEE S HIER
., NETBMREIER B E & OpenShift Container Platform PR, XA A{FRR.

S En RL
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o 401 MR 3R B2 5 IE R,

o JE 200 R BIEE error" iR R IR : {"error":"Error message"}

7.5. BEBIE KRink BniRHRERF

BCi& request-header FPRHEFERF, IMFEXRILESBIAS, 110 X-Remote-User, BB E 5K EIF
KIRLENSHEIERIE—RER,

7.5.1. % F OpenShift Container Platform FH B DR HEEF

BIANERT, £BHHRE kubeadmin B, BIFEFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F N iRHEFFICERMBIEE R,

o p= Y=
' OpenShift Container Platform P &AREESIE /. : F1 %o

7.5.2. XFiEKIRL 95 IE
B KPRk B IR TR MIE RARLEFMRE Y, #1420 X-Remote-User, ©i&B% 514 E 15 KirkLEH &5
FIERIB—EFER, BRIk ERREERTESHhWEREEFRENE RN NREEmEEFER
HTPasswd. Keystone, LDAP S{EAREFBUIE,

pa )1

BRI LUERICL B MRUEFATESREE, MEAERZHEN SAML 35 %0E, 1EE
B, AEAFITMRRAR.

-

FA P {3 A I B R IR MRZ AT B RIERT, & F A5 IR (R
https://<namespace_route>/oauth/authorize (RF&E) . BLILET, 15 OAuth IRSSEEE N
£ OAuth B RZ BRI UERTE R EE R EE https:/<namespace_route>/oauth/authorize B9
KEBIF R,

EEREEFEETHRFEERRNE P IRRREF M IIEEK

e % provider.loginURL S#0i% 0 &A% IEREE URL, ZREREIERAERE FinF R EHE KK E
Z| https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHME FiRIKRE FHEIEIEK -

e % provider.challengeURL SHU% B N H A% IERIE URL, ZRIEREIEHFE WWW-
Authenticate FiiHHIE FinFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #01 provider.loginURL (7] LA7E URL MEIHER DB ELUTSHE -

o ${url} B HHFIA URL, #HTH LUEERNSHPLRLER,
540 : https://www.example.com/sso-login?then=${url}

o ${query} B N LFIMNEINFRER, FHITHE L
5140 - hitps://www.example.com/auth-proxy/oauth/authorize?${query}
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HE
B OpenShift Container Platform 4.1#2, RENWH#F mutual TLS,
7.5.2.1. Microsoft Windows _EBJ SSPI X %

B

{# A Microsoft Windows LB SSPI SR RORTIIINAE. HARTEIhRERN SIETELLIE
RS BAIHI (SLA) #, BHINERREHATE. Hlt, ERBRIEEIMEH
ERE], XERARTEINEER UEA A REXAFNEE, HAENKEFLMERIRAR

Jpsin =
e o

MBLIBRAT L HEENESER, HB1
https://access.redhat.com/support/offerings/techpreview/,

OpenShift CLI (oc) ZRHEZLIIFRMHEERFEO (SSPI) , LUARYF Microsft Windows £RJ SSO 7,
RITFERIERITL B RBIERF 52 GSSAPI BIRERRF Active Directory AR 55 251432l OpenShift
Container Platform, B A LLELINA T ## Microsoft Windows T E#HL{E A oc #n 41T 5 3 B shit
T OpenShift Container Platform &%k,

7.5.3. 32 ECE RS

SR F2FE A openshift-config o % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIAS. TERTEEGMNRHEEFMBNIEBIIAS,

it

o FRUTHE, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, IiEF7il 4%
HLF T2 5 7E ConfigMap &R B9 ca.crt &,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.5.4. 175 K5k CR R~
LT BEE L FHE (CR) BRiERIT L R B FHS B T ES(E,

HRPE CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: requestheaderidp ﬂ
mappingMethod: claim 9
type: RequestHeader
requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" e
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
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-

90 99 9

clientCommonNames: G

- my-auth-proxy

headers:

- X-Remote-User

- SSO-User

emailHeaders: 6

- X-Remote-User-Email
nameHeaders: Q

- X-Remote-User-Display-Name
preferredUsernameHeaders:
- X-Remote-User-Login

IR R ARE N RIS R IR RIRA AR 7 &, DU HR S D B,
EEH AN LR M2 B F D] User X Rz [l ITBREY,

ik - JFERZEEHKIUER /oauth/authorize 1E R EEMEIR URL, T &5 IEE T2
RIS EIE R E R https://<namespace_routes/oauth/authorize, {KIEZ!
https://<namespace_route>/oauth/authorize #J URL @71 /authorize 5E (FRERIBHRIHT) LA
RAREB TR, LUE OAuth #UAERATLAIE R T/E, ${url} B hHHFI89 URL, #1178 L LEENS
WhR2FH, 1B ${query} B N URIMNETIHFEFR, MRKRE LLEME, iR

loginURL,

Ak fHREAEBDYSIER /oauth/authorize 15K EEMAEIM URL, ©REPIIEIHE WWW-
Authenticate challenges & i, ARHEIIEE
https://<namespace_routes/oauth/authorize, ${url} i HYaIH URL, #H1TH L UEEHSH

hREFEM, 18 ${query} BN HRINEIRFRH, MRRE LLEME, WA
challengeURL,

XEE PEM FRIBIEF 4 &8 OpenShift Container Platform ConfigMap BI3|FH, A{EEEENM
FF, LASUETCF2AR 5585 B9 TLS IEF,

BF

B OpenShift Container Platform 4.1#2, HMRHEFFE ca F&, XBRHFRER
BICEE 1 X F mutual TLS,

Ak BAE (on) B9FIR, MREE, NBAHERTAREIIRFERET (cn) BERE ik
B, RAEFEREFERICLFNAI G, MRNZE, NRFEMEBAEH. RES caZitEA,

BiF %A -~ F Rk &R, BS—1Ta22ENIRARBERD. ©FE, TRIKRNE,

R E R FRME A BIPRk BF5, B— D EEEMNIRCLRAFEFEM b, Ak, RRAKRN
E,

BIifF B3 B R AR &, B— 1N aSENRCAERELRTER. 7k, FROKRNE,

RIiFEEREER P 2Rk (NR5®1T headers FIEEMITLBEMN T AL HHRRE) .
FE&R, B—TEaENKREEERSG, ik, FROKRNE,

Hith BHR
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7.55. B M RHEF RIS+
REERZE, HEEPRN—DERRERERE, LUEEKR ST T HBRIE,

FRFH

Pt =

1.

@] OpenShift Container Platform &&%,
NEMREEFVZEBE LFR (CR)

WBZUEE N F N E R,

NEEYH CR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

[N

2. LRBBMREBRFNRAASHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WA EEME, FETAFA.

I $ oc whoami

7.5.6. {F & K52k ##1T Apache K IEIED & = 5!
A5 R E KTk B2 1RF2F N OpenShift Container Platform BZi& Apache 3 IER AR S5 250

BHEXKERE
5/ mod_auth_gssapi &5 2 F A 1E Kink F R RBEFEE Apache INEREBRRTHE, BXHAR
EONFEN, MRFHEUTEX, ETREREREMARIE :

FEBT S B & iR 1E K89 X-Remote-User #72k LR 1E R 5.
£ RequestHeaderldentityProvider 2 & A 5 fll i 172 F i ik B AE o
f# AR E 3K X-CSRF-Token 173k A B4 IEIE KX B,

HHf8E R A /oauth/authorize i RN E FRZ BT RIELE, EEAMLTHKEE, UERHRS
2R LU P AR B IE BRI E,

{CIEE] https://<namespace_route>/oauth/authorize #J URL % /1LA /authorize 452, BH&E
RAERIAIAT. #50 : hitps:/proxy.example.com/login-proxy/authorize?... IR E]
https://<namespace_route>/oauth/authorize?...,

KIEZE| https://<namespace_route>/oauth/authorize B URL B FIRBHTREE
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https://<namespace_route>/oauth/authorize B F &%, B0 :
https://proxy.example.com/login-proxy/authorize/approve?... K IEE]
https://<namespace_route>/oauth/authorize/approve?....

https://<namespace_route> ik 2 F| OAuth fRZ523REEH, FIETiZ21T oc get route -
n openshift-authentication %EX,

fEAERIRLECE Apache BA%UE
X wfI{E FH mod_auth_gssapi 5 A& K5k B2 1R HFRFEE Apache I EE,

FeRFH
e &iT Optional channel 31§ mod_auth_gssapi &5, ENTEAMIBRPLEUL TGS :
o httpd
o mod_ssl
o mod_session
o apr-util-openssl
o mod_auth_gssapi

o ARATFRIFRKRAMEIRLIIE KRB CA, E XL EE CA M OpenShift Container Platform
ConfigMap /%, XaJLLUBIZITUL T e 5E

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

UE B A HA LA FZGETE ConfigMap B9 ca.crt # R,

o R i WAEBEMRE FURIE B A LAMEREM x509 IEB TRERMXMER. & iRIEH$ S
REMR CAZE R, LEIERRZAIEIRLEIER,

o HWEMRMEFUZAELHR (CR) .

P
AR IR R FimiE 15 Rl OAuth ARS5 2%, ZBRS5 2 4RECE 1115 1E X-Remote-User i1k,
1. 7y Apache BERBQIBIEH, @i+ SSLProxyMachineCertificateFile Z4{HIEEMILEH 2RSS
FEERIEN AR ER P mIIET, B%4IER TLS Web EF i S B3EUEF AT BEAX

B,

2. (132 Apache BECEEX#, ERAUTERERHMEFREME

H e
FAREERNAS, FREFEEIMEEE LHBNHIREA,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.
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# LoadModule auth_form_module modules/mod_auth_form.so
# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html

SSLEngine on

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} *$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap

# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?

sub?(objectClass=")"
</Location>
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<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>

</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2 F| OAuth IRS52:MVERH, A& TZ1T oc get
route -n openshift-authentication % EX,

3. BHTEE IR (CR) ## identityProviders /77 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. BiFESE
a. BT RPIERNE A IRIEBFIIRL, BIAER LB ER SRS -
# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. BIERAILHHER TERSHE, MIRERMHEMIRIEPEIFRRKIN :

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request
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. %\ challengeURL EEEE/EM :
# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-

client&response_type=token

E 1%l challengeURL EE[M, UAFT—%%,

. BAXNMESEETR—NHE WWW-Authenticate E A1), WHhiEfiasm DR iaEEH
401 MR :

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

. MERXTEME A Kerberos ticket 18 A Kerberos ticket 9155 T &% 2 OpenShift
CLI (oc)

i ARG KinitEM T Kerberos ticket, 1HFEAH®
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIA TR,

i. FAMRH Kerberos EUFE%E oc :

I # oc login -u <username>

ER T EH AIEH Kerberos 215,

i. ¥ ocIE:

I # oc logout

iv. &M Kerberos EUFIREB— ticket :

<

I # Kinit

TR THF EH AR Kerberos FA AR,

<

. HBIAERTLAE SR E oc :
I # oc login

MREEILER, BRIETHTERRHATIENER FRIER.

7.6. F2i& GITHUB = GITHUB ENTERPRISE B {21R 12

BCiE github ZDRMFERE, #1%F GitHub 3 GitHub Enterprise B9 OAuth B34 IERR S5 8835 UE A 7 & F
g, OAuth ATLAPBI OpenShift Container Platform #1 GitHub 5% GitHub Enterprise 2 8] 8945 & 32 #it

IRET LUE R GitHub SRR % GitHub =X GitHub Enterprise, XIF GitHub Enterprise 5%, &b/t
SX5I89 hostname, FHEAFRMEERS S HKAERHN ca iEHHHH S,
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PRIEFFTERR, BNLATHERRNERTF GitHub # GitHub Enterprise,

BCiE GitHub 3495k fE, A AIfEA GitHub k& 5k OpenShift Container Platform, BA 1L E&FE{A
GitHub F /" ID BIfEM A &K OpenShift Container Platform 5%, &a LU RIFFIRRFIZA(NBTHE
GitHub HZ MR /.

7.6.1. %F OpenShift Container Platform ) P 1RILIEF

BMIAERT, £BHHRE kubeadmin BF, BIFEFRRHERERF, Bug/B—1TEELHER (CR)
Fimd iz F N iRHEFFICERNBIEE D,

p= =1
OpenShift Container Platform AP &AREESRIE /. : F1 %o

7.6.2. 33 GitHub N BiEFE
EJ9 GitHub 3% GitHub Enterprise FIE S MIRIEIZ R, N FEMEE MR BRRRE,

pi% &2
1. 7 GitHub LM AR :

application,

® XfF GitHub Enterprise, #iIfE GitHub Enterprise 71, ARG mi Settings = Developer
settings = Register a new application,

2. BIARN FATEF AT, %0 My OpenShift Install,

3. HIAZETI URL, #0 https://oauth-openshift.apps.<cluster-names.<cluster-domain>,
4. ik : AR AR,

5. FIARAEYE URL, HA URL RES & FDIRHFIZR name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. mifi Register application, GitHub 12#t% i ID F1%& /i secret, EH B HAIXLE(ERTK
S iREEFEE.

7.6.3. i secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF T EX
P secret, & imIUEHAIEH,
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o MAILMERAMUTHRS, EL—1MEEFREH OpenShift Container Platform Secret X%,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALUTGS, EX—1XH (WHUEFH3H) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.4. (| 2B IR G

SR T2+ E A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BIUEBMANMIIAS. TERTEEGMNRHEEFMBENIEBIIAS,

=
A KA GitHub Enterprise R E P TR,

it =

o FALUTMS, EXSSIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
WLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.6.5. GitHub CR 7R~f
IR BE LHIR (CR) £ GitHub S RMEFHNSHM AT #Z(E.

GitHub CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: githubidp @)
mappingMethod: claim g
type: GitHub
github:

ca:

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization1
- myorganization2
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@ 9O o0 9 00 9O

teams: 6

- myorganization1/team-a
- myorganization2/team-b

IR IR L N RIZRAE GitHub B P ID A, DUCAHAR S D &R, B0 = AL
URL,

R INEE LR M2 F B F D] User X Rz (A2 ITBREY,

Al ¢ XA PEM AL E 0L MU HRZE B B9 OpenShift Container Platform ConfigMap HJ5|
A, URAFRIEFEE URL MRS SRIEH. (NAFHEIAFEEBIRIEFH GitHub Enterprise,

SEMEY GitHub OAuth N T2 BI% Fim 1D, N ARF % /EEAEJE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

X 8E GitHub & fRHIE F'ifi Secret B9 OpenShift Container Platform Secret 895| &,

X F GitHub Enterprise, AR HESBIRENE, 20 example.com, XMEXIS
/setup/settings X4 F# GitHub Enterprise hostname {ECE:, BRI EFEIHOS, MRRIEEX
ME, MIAE X teams = organizations, X F GitHub, iH&EILSH,

HAFIFR, WUXE organizations 5 teams FE%, [RIEXE hostname FE&, =HEF
mappingMethod 1%/ lookup, a5 teams FEL5AHEA.

FFAFIZR, /1% E teams 5 organizations FE&, FRIEXE hostname FE&, =HEF
mappingMethod 1%/ lookup. <A 5 organizations FEX45& A,

INRIEE T organizations = teams, REEVEZ—FIFIHL K HIHI GitHub FA P ¥ &8
Bk, WRTE clientD FEEM GitHub OAuth N ARFEARITZHL A, NHAFREE
R F B = A VIR F BEE kT, XATLATEHLAEIR A 5 —RE K GitHub 58
B, A LT GitHub HA%E 52,

Hth BHR

o BXERATAMESMHNEMNSE (41 mappingMethod) 152, FSH S D HNESEH,

7.6.6. [ EMRHREFRMEKEHS
REERZE, HELPRM—DERRERERE, LUEEHR ST T EBRIE,

FoRFM

it
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o #]3# OpenShift Container Platform & &%,
o NEMRHERLEBEELHER (CR) .

o WIBLZUEENFRER.

1. MAEXHCR:


https://github.com/settings/applications/new
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider

B 75 BESRRRHUER
I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUEZ—MHBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. M OAuth BRZ522IREX T hE,
HE kubeadmin f - E#fER, oc login a5l RIREANME 15 7] =] LIRSS R8I TTRY 1 BA,

IR R LB R web #HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMRIL

I $ oc login --token=<token>

Y XN EMRUEFAZFHERR S RNEEER,
4. WA ERRY, FERASR,

I $ oc whoami

7.7. & GITLAB B2 IE712E
BoE gitlab B0 TR, £ GitLab.com SR EAMR GitLab SEAIE N B IR EERF. MNREH

GitLab fr#A& 7.7.0 EI11.0, EEILMER OAuth SERGHITERE. NRMEA GitLab fRA 111 HEFMRAE, &
Al LA#EF OpenlD Connect (OIDC) #1Ti%#, mMAEA OAuth,

7.7.1. %F OpenShift Container Platform F &R 12

=
BIANERT, £BHHRE kubeadmin BF, BIREFDRHERERF, Bog/B-—TEELHER (CR)
Fimd iz F N iRHEFFHICERMBIEE D,

Ve p= =
OpenShift Container Platform P &AREESRIE /. : F1 %o

7.7.2. A& secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EE
P secret, & imUEHAIEH,

o MAILMERAMUTHRE, EL—1MEEFREH OpenShift Container Platform Secret X%,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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o MALMERAUTEGS, EX—MXH (WUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.3. I 2 E AR &Y

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMNRHEEFMBNIEBIIAS,

' ==
RA GitHub Enterprise BE IS,

it =

o FRAUTHS, ENLIEIEHIMANIIH OpenShift Container Platform ConfigMap, iEF7il4%
HLF T2 5 7E ConfigMap 5B ca.crt f R,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.7.4. GitLab CR =/l
LUF B E L ¥R (CR) fR GitLab SRR MBS B A2 1H,

GitLab CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https:/gitlab.com 9
ca:

name: ca-config-map

IR TR 2R N RIZERAE Gitlab 20F A/ ID &, LULAR SR . B4 AREER
URL,

RN LR M2 B F D] User X Rz (A2 ITBREY,

SEMEY GitLab OAuth N ARZF R iR ID ., NARFUABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

o
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https://docs.gitlab.com/ce/api/oauth2.html

B7EKEFDRUER

XTEE Gitlab & IR i Secret B9 OpenShift Container Platform Secret #98|F,

GitLab IRHFZFHEN, URL, XA LLZ hitps:/gitlab.com/ S Eth 5 IEE GitLab £,

QOO

AL N EE PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap #J5|
A, UAFRIEFTECE URL BIBRSS 38 1E 15,

Hi 5w
o BXERATAMAESMHNEMNSE (41 mappingMethod) 152, FSH S D HNESEH,

7.7.5. BB MRHEFRINEISKEH
REERZE, HELPRN—DERRERERE, LUEGHR ST T HBRIE,

FERFH
o #]i# OpenShift Container Platform & &%,

o NEMRHERLUEBEELHER (CR) .
o WIBLZLERRAFHER,
ik
1. MAEXHCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HAREKMALUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WINASEENT, HFETAFA.

I $ oc whoami
7.8. fid @ GOOGLE SRR
BciE google 21272/, £ Google BJ OpenlD Connect 5% o

& Google 1F h B {7 1R M2 FE K A I (£ <master>/oauth/token/request K5
i, UMERTFHFITIE,
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|

%A
iEO

Digk

==
[=]

Google FF N B RIERFE, 1E{1 Google i P &8 RE S IERAR S5 23 1T B 1050
Ik, f&AILUEF hostedDomain EREEE, SEPEIERE NIFEFEE IO,

7.8.1. %F OpenShift Container Platform ) SR T2 F

BMIANERT, £BHHRE kubeadmin BF, RIEEFDRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F R iRHEFFHCERMBIEE R,

OpenShift Container Platform B & ABESRIE /. : F] %,
7.8.2. | secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF TSR
P secret, & imEHAIEH,
WA LMERLT RS, EX—1aEFREM OpenShift Container Platform Secret %,

$ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
o MALMERAUTGS, EX—1XH (WHUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.3. Google CR =

LUFBEE LR (CR) £~ Google 7RIt EFMS MM A= (H,
Google CR

apiVersion: config.openshift.io/v1
kind: OAuth

metadata:

name: cluster
spec:

identityProviders:

- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:

clientlD: {...}
clientSecret:
name: google-secret

hostedDomain: "example.com" 6



®0 0 o

B7EKEFDRUER

IR AR 2 FME W RTZEMAE Google =2/ ID i, LULHAM S M &, B e AREENEE
[ URL,

RN LR M2 F B F D] User X Rz (A2 ITBREY,

SEMEY Google WiH MIZE Fim ID . WB R AIBECEHBEEM URI https:/oauth-openshift.apps.
<cluster-names>.<cluster-domain>/oauth2callback/<idp-provider-name>,

X 8E Google X #MIE ik Secret B9 OpenShift Container Platform Secret 8935| F,

AT IREIEFIK B E T, MREA T lookup mappingMethod, MIA%, MR HNZE, {FH

Google ik #R BT FE4T H R4 T,

Hi 5w
o BXERATAESMHNEMNSE (41 mappingMethod) 152, HFSH S D HNESEH,

7.8.4. REMHRHARFRMBKEH
REERZE, WELPRM—DERRERERE, LUEGKR ST T HBRIE,

FoRFM

it =

@] OpenShift Container Platform &&%,
NEMREEFVZEBE LFR (CR) .

MBI EE N F N E R,

. MAEYHICR:

I $ oc apply -f </path/to/CR>

fNR— CRIFFTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

Lo~

M OAuth AR %528 KEX T hE,
HE kubeadmin f - E#fBR, oc login a5l RIREANMEI15 7] B LIRSS hEBIR TTRY 1 BA,

AR LB R web #HIE# (?)15RIETIHE, Help » Command Line Tools— Copy Login
Command.

BREER, RHUSEETEMORIL,

I $ oc login --token=<token>
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g%%% o
XA SRR RS A AR AR E T,
4 WNRP BT, HETBSE.

I $ oc whoami

7.9. it OPENID CONNECT B0 iR HtTEF
BLE oidc B1DIRMERERF, FREIULIERS OpenlD Connect B 1IRIEEFEMK.

IRE LUF Red Hat Single Sign-On B2 & 1 OpenShift Container Platform B9 OpenlD Connect &3 124
B,

BF

OpenShift Container Platform A1 Authentication Operator KB &R OpenlD
Connect B RMFZFE LI OpenlD Connect Discovery &,

-3
- A% ID Token #1 Userinfo f2%,

HINERT, HE openid SE[#l, MNRNE, FIE extraScopes FEx 15 EZANHISEHE,

FEBEAA AN B M OpenlD B IRHEFIREIM JWT id_token ; ZAIEE, thA1EELHE M Userinfo URL
IR [ER] JSON,

WEDEE—NEHR, URIERFNEM. ERNSHFERR sub,

AR LR ERERERANE A&, DREMAFHMEIt, MRIEET SR, NIE
RE— DT EHREENFR, TERNRRR -

7=EA 3T

sub “subject identifier 45, FAFESAZELEEZ D,

preferred_username BEFAPNMNELASNE, APAE2FERNEELT, Wjanedoe, &
;T;, S5 BRIERG R AP B RS AN NBIE, R A

email R FHR ARt

name ERAR,

MBESIER, HBH OpenlD AL,
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/en-us/red_hat_single_sign-on/
https://openid.net/specs/openid-connect-discovery-1_0.html
http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims

B7EKEFDRUER

&M OpenlID Connect &7 1R T2 FZ KA - {#H <master>/oauth/token/request 3Kk
ohE, LERTHSITIE,

7.9.1. %F OpenShift Container Platform ) B IRILIEF

RMINERT, £EHFRE kubeadmin A3/, EIREFMIRMRER, BoitZ—TEENHR (CR)
Fimd iz F iRz FFHICERMBIKE R,

' A=
. OpenShift Container Platform A~ & RBERIE /. 1 F %o

7.9.2. |3 secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EX
P secret, & imUEHAIEH,

o MAILMERAMUTHRE, EL—1TEEFREH OpenShift Container Platform Secret X%,

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

o MALMERALNUTEGS, EX—1MXH (WHUEFH3HE) AAEB OpenShift Container Platform
Secret,

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.9.3. DI EERR ST

SR T2FE A openshift-config o % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIHAS. TERTEEGMNREEFMBENIEBIIAE,

==
; RA GitHub Enterprise BE IS,

it =

o FALT®HS, EXESIEPIANIIM OpenShift Container Platform ConfigMap, 1EiA
WLF T2 5 7E ConfigMap &R B9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

7.9.4. OpenID Connect CR 7=f
LTBEXER (CR) 27~ OpenlD Connect B3R IR FHS B T2 (E,

MREAIRE B E E A I, BT, BAEIOERSE S userinfo URL, 15 {# FATERM
OpenlD Connect CR,

}rAE OpenlD Connect CR
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim g
type: OpenID
openliD:

clientiD: ... €
clientSecret: ﬂ
name: idp-secret
claims: 9
preferredUsername:
- preferred_username
name:
- name
email:
- email
issuer: https://www.idp-issuer.com G

IRMHBFZMENRIARES P ERER, UHARS D ET. SATARNENEER URL,
R INE R LR M2 F B F D User X Rz (A2 ITBREY,

£ OpenID RHREFAFEMAE A IHIE Fif ID. %% S indsJi6E 1 & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,

X EE & i secret B OpenShift Container Platform Secret X RE93| A,

RIESMHRRENIIR, GRF-—IEEFR, ELFE-—NFR, NRIIENFRELZEEH, )
FUERKM, B0, XEEAREM id_token R sub FEEARIEE AP HIH1D,

@ 0 009

OpenID MSEAHREY S 2 E VAR, BER https, BT ENZHDERAH,

52% OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:

clientlD: ...
clientSecret:

name: idp-secret
ca: @)

name: ca-config-map
extraScopes:
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https://openid.net/specs/openid-connect-core-1_0.html#IssuerIdentifier

QD000 9O

\

7.9.5. fF B REEFRINZIKE+
REERZE, HELPRN—DERRERERE, LUEBKR ST T HBRIE,

- email
- profile
extraAuthorizeParameters: 6

include_granted_scopes: "true"

claims:
preferredUsername: ﬂ
- preferred_username
- email
name: 9
- nickname
- given_name
- name
email: G
- custom_email_claim
- email

issuer: https://www.idp-issuer.com

PR openid SEE A BI AL KB SR, RN FEIEKEFIERA,

AN E IR hEIE K BRI S E B =T LR S
NEEBEERFNBFEIAR - ENFBENIIR, ERB-TIEERER,
R ERBMIERSIR, ERB—NIFLEH.

RER FHiME IR BRTIR, RS- TIEZEEHR,

Lth BT R
o BXERATAESMHNEMNSE (41 mappingMethod) 152, HFSH S D HNESEH,

FRFH

it =

e {i|# OpenShift Container Platform %£&%,
o NEMRREEFUEBEELHE (CR) .

o WIBLZUEEFNER.

1. MAEXHCR:

I $ oc apply -f </path/to/CR>

B7EKEFDRUER

AL N EE PEM ZRAGIE B A MR8 289 OpenShift Container Platform ECERLSTHISI A, L
FAFIIERrECE URL BIARSS2RIEF,
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fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. M OAuth BRZ522IREX T hE.,
HZE kubeadmin f - E#fER, oc login a5l RIREANMEI15 7] B LIRSS R8I TR 1 BA,

R AT LB R web #HIE# (?)15RILTIHE, Help » Command Line Tools— Copy Login
Command.

3. BREIER, RETEEITEMEIL

I $ oc login --token=<token>

NSRBI OpenID Connect HMRHIEFZFFHIRFAMAEEBILEIE (ROPC) AL
o, BEILERAR MBI ER, BORREHNTHENNSE, HERRERER
J& F ROPC .

£ OpenShift Container Platform HEZE OIDC FpiRtieF/E, ERILMERMUT
BRExR, LRRENAFZ2MNED -

$ oc login -u <identity provider_username> --server=
<api_server_url_and_port>

4. WIRFERRY, FHERASR,

I $ oc whoami
7.9.6. [ web ZHI SR E F D IRIERERF
BT web =5 &AMIE CLI BLE B9 1R EFER (IDP),

FRFH
o BwILIEREEENFMNETE web 15,

it =

1. 5= Administration - Cluster Settings,
2. 1f Global Configuration i£Ti£ T, s OAuth,

3. 1E Identity Providers 387, M Add FHIEHEREFENSDIRERERF.
p= =1
e LLR web #2EHIERIEES ) IDP, MAKBEZINER IDP,
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& 8 & {1 RBAC & X M AR

28 8 = {#/H RBAC E X F1 AR

8.1. RBAC #ih
ETAGHRIES] (RBAC) M HRAE RS 1A A EHWHITH EHIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S HIFAETEHESR
B IR R BREF L

FAANGRUERARASHMAEREFIERNIFMINTE, FiR, RUESEHRIEDFH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE !

BT &R fed

AL —HN R ERIVTHIRER S, B, ArSRSIkFESHIE (create) Pod,
Al MNES, FTLUSAAMAXKIAER S M AR,

HE RFH/ A5 A B ZIRBRE,

R RAE) RBAC A B FIAER M NI -

RBAC 451 ek

&£ 2 RBAC NETETEYERNACNSE, EHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/aRs| AR A A B,

SHABAEREAETERIGINAE. AGHEFETIEIG ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHAGTRHEEBHVAREIIIRESH F N OEAX
ha e,

XFHMRDRERARTFBLIERABRESNIENESEEA, BN RAFEIARAGENITEHEE
o

FEirhidRRS, ENERERARAEMAMAGKE, Fl
1. JEAREESEHEE allow M,
2. R A ER "allow HLII,

3. BRIANIBYE,

811 MNEHAR
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OpenShift Container Platform @1& 7 —HBRINEEA R, EoUESESTR ARSI ER A~
IEER

H .
FRWFNMERRNERA R, MXLERGAENERATRRMEIEERFER T,

RARR AR fed

admin HEEEE, MRAEARMAEHRER, I admin ENEFTB PHEMAEIR, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER.

cluster-admin BN AP A UEEETE P HITEMRIE, SEARMIEERAE— TR, X
A AR LASE £ 1 B i — BRI BRI RT A R .

cluster-status It AR LURER B AR EEHIREE R

cluster-reader WAFATLIKRSEEERSHENR, BREEREN],

edit AP RILMESRIT B P RSN R, BXNEEFHERAEBHHE,
self-provisioner Lt A LAEESHITE,

view WRPEETEMEDR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMAMERAE AR, BN, MRERAAMABHER cluster-admin ABHEEI—TA

L, XARREMZASRA TREEEANRKN. FXHIFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNEEAFIERTX—A. ZAFEESHAE admin IR, HUKiIZIE

B9 — LSRR, BIANAE TS w0l B B R RS, @i web #HIE Ul RIER WA E T RS T ANEBE,
NEFRRIHAEINEERHEEANERABRHAE, AM, ERIEATARAMIE cluster-admin B9
At BHE,

THERTRTRHAG, FbAG. fFHAGKE. FtAGHE. A, AMRSIKS ZFEXR,
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5 8 = i RBAC =& M AR

— O O O O @) @)

] TEe O 1 1)

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot caninteract with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)
Rule Rule
PROJECT
e I I
i i
i CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE '
P (View (Edit) (Admin) (Cluster Admin) i
1 1
i Rule Rule Rule Rule Rule Rule Rule Rule i
i i
1 1

......................................................................................

8.1.2. TG IR

OpenShift Container Platform {5 B LR JLI SR AR AT

514
VAR AV Nty =EE LTI E
BiF
BHITRRE, ERSEBERT, XBEUT/LIEMN

o JiH : EUIMIMIIE., THRZ—MiHEISERRR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXRERENGIR THANEERERR.

o BEThiF : BIEAXE : get. list. create. update. delete. deletecollection =k watch,
o BHRAH - EiHRIE AP i s,
HE
HEMSTEIR, AFRESABZAIBXE,
OpenShift Container Platform 3@t AR JL AN AR IRAL
. ERSHIUESCHRFRERN AR~ SHMBHNMEHE,
2. RHERERNANREAR,
3. ERAERERNABRREIN,
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4. FxE— NG ERE, LIERTEI,

5. WNRARHEICERIAN, MRIAELZERAF.
R
HicE, BAMARURNXEIAEISIAE,

TEEEAATUER CLI E5AAGNAERSR, SESEMABXRNBRFIFAMRIRN—HE,

B

B A ERAEETEERANERABRRIE—NITERN. FREFE
cluster-admin = system:admin B5E2¢ A B AMEEREESERE S E,

SHAGRAESHIVIE L NAS, BRESESHIHIBIHIHTHE,

8121 EHABRE

BABY admin, edit, view # cluster-reader RBABXFRFACRS, HPESMABNEINITE
DI T HANN Zh SRR, RAERTUEBE LRI B Kubernetes API B, INEEF AR L.

8.2. Iji B #fp % 22 [A]
Kubernetes &% ZZ/ARMLIX EERE P FURSEFMINSE], Kubernetes i HIRIHE X MR ERINEZ(F

4 22 A LU RIR M —SEH -

o IEERMMIR, LUBRERDZHZE,

o FHIR‘GEMERFEERRN

o [REI X BRHFEHIBES,
RO RS HOT REB R R ASEESEHE, EB—ENRAEWTIBREGAZEE, W =MAF,
T M A E AR Kubernetes sp & 22|, 2EEEMAF BURY; RINRME R A, BIWHE, —
MEXWAATUES Eiit KIREMEIR TASMERENS, AP Y REE R8BI R
IR =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B e LA kA name. displayName #1 description,

o HAWEH name 2UIHMM—IRMAR, EFER CLI TESK APIFNREN., EMKERS N 63
NERH,

e T£H displayName Ui B £ web 15| &M ER~FER (X1 name) .
o %M description AT LUA T B IR EINEAIBHR, A BRTE web 251G,
BNMUIBREHTESHN—4A :
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https://kubernetes.io/docs/admin/authorization/rbac/#aggregated-clusterroles
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/

& 8 & {1 RBAC & X M AR

xR fed
& (object) Pod. ARZFSFIEHIILH 2RF.
%RBg& (policy) FA P BB AR RENAT R AR RO,

2R xof &t G 37E 1T BR I BO BL 4
(constraint)

AR 350k P AR S5 B B AT B Aot REVIE E ViR RR AT 1R 4E .
SHEENALULRIIE, HRUENERIRERS A KAERKA, SHEENBATURTTF
RN QEZBCHIIE,

FARANGFEIEATLUMER CLI = Web #HIB 5B R A,

8.3. BN\ H
OpenShift Container Platform My & FEIATE, &FFL openshift-- FFLHIEXN B MERNE
E, XEMBEREEN Pod BTHEEHGMEMEMIE A, 15X L4 2[R P oA X

(critical) Pod JEfZ8) Pod RIREEM, B ITLURIEH kubelet A, TEXLEMZ AR EBHECE
B Pod BHRic N critical”s

BT SCC HEMATELT E— BN MR Z2 A F 0/ #) Pod: default. kube-

system. kube-public. openshift-node. openshift-infra, openshift, &7 EEfEFXLE
4 22 A FA 21T pod BARSS

8.4. EEEHABIIME

BT oc describe 4%, AWLUFER oc CLI K EEEHA BN E,

FeREZH
o 2%k oc CLI,
o KENEEEREA BN ENIR,

HESRREHERNAET cluster-admin BUAKE A BHA A I LUHEA ERIUTEMIRE, SEEERHA
BIHE,

it
| BEERHAGRERKHMNILE

I $ oc describe clusterrole.rbac
it~

I Name: admin
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Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1] I [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
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deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete

deletecollection patch update get list watch]
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replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 [ [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host i [ [create]
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subjectaccessreviews 1 [ [create]

subjectrulesreviews [ 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate i [ [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 [ [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io i [ [create]

buildconfigs.build.openshift.io/instantiate i [ [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]

builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host [ 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ i [get list watch create delete
deletecollection patch update]

pods/portforward [ 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ i [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ [ [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ i [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]
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resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1 [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details [ i [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. AELINERAGHERS, XETHAEITRAAGHASMA

I $ oc describe clusterrolebinding.rbac

i th o Bl
Name: alertmanager-main
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins
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User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.5. BEAMMABIIE

{3 oc describe 5 &iT oc CLI EEEA A BIL E,

FeREZ M
o 2%k oc CLI,
o RENEEARMA BN ENIR

o MEEESCHEMIET cluster-admin BRIAERE A G A 7 o LT E M FRHUTEMRE, S
EEEAhABNYE,

o FMHET admin MINKHACHAFTUEEHERTB A BHHNE,

iy
. AELAAMACHERS, XETHAEINLRUBENTAEAGKAFA -

I $ oc describe rolebinding.rbac
2. EEHMIBENAAGHEE, HEGTHRM -n 7S :

I $ oc describe rolebinding.rbac -n joe-project

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin
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Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6.MAFRINAR

ALUFEH oc adm BIED CLI EEBEA GBI E,

HRAGHESIRNNEIAPFATILAFSHEEZABRTHUIHIIR, ERLEA oc adm policy 654
@ A P AR ISR A .

BRI RHERRIARREABHERTIE Ry A P .
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1. AEETBEFHIAARNAE :
I $ oc adm policy add-role-to-user <role> <user> -n <project>
fBlgn, WA LLZITLA TS, ¥ admin BAERINE joe 7B A HY alice A/ :
I $ oc adm policy add-role-to-user admin alice -n joe
2. BEAMAGHE, FHEHEPRIERMNER
I $ oc describe rolebinding.rbac -n <project>
BN, #HEH joe WEMAMBBIHTE :

I $ oc describe rolebinding.rbac -n joe

it~
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace
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ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice /" 2% admins RoleBinding.

8.7. | EKhAEE
el BRI EARth A e, AENEGERIAS,

it =
1. BENUIECRAAR, HZITU TGRS

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
LT, BE -

e <name>, A EHELHR

o <verb>, LUES RN, NAZRABRIRFIFENIR

e <resource>, RGN AR

e <project>, TiH AT
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fin, ZOE—AMAEREAITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. EFAGHESIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.8. LIBKHAE
BRI LD .

it =
1. BAREEAR, HLTUTHS

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
FELa S, EE -

e <name>, A EHIELHR

o <verb>, LUES MR, NAZRABRIRFIFEGIR

e <resource>, AGLN AR

i, BB EHAERAITAFIESE Pod, HBITUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.9. KA BHMEMSD

AEERUTRFE A NAGHEEER AN XBA BN, TLUEA -nIFEREETE, MRKE
E, NfEREmIAa.

R LUER U T e i/t T4 RBAC B,
& 8.1 KihABIEREF

Lo ek

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] DAK B — BRI T iR 4E,

$ oc adm policy add-role-to-user <role> HEEABHERHFINE RIEERF,
<username>
$ oc adm policy remove-role-from-user MERITIBRIIEER - BIRIEEAE,

<role> <username>

$ oc adm policy remove-user <username> BEREaERMEER - REMEAE,
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% i

$ oc adm policy add-role-to-group <role> FEEABHEERZFIE RHEEH,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA G,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #HIREFIUIEAHNIEEAREFEAE,

8.10. R B EMS

MHBEUMEAUTRESEBEERARHTE, RNEHARHEGFRASERZZRMEER, MLLUXLRER
£ -n Fr&,

K82 EHABHERF

wme ftik
$ oc adm policy add-cluster-role-to-user AEABY ERERPRIETIEMNEEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEERFBIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NAEABHERRERAAT BIIEES,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MEHTDAET BEMIEEHBMRE EA R,
group <role> <groupnames

8. QKRB EIEN

FEEB % cluster-admin & F HE1E OpenShift Container Platform 58 EHTE R R IHI4ESS, Fl0
BB TR,

FRFH
o EwBLIBRTEE CNEHEEANAL,

AR
o FMAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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2 9 Z %% KUBEADMIN F

9.1. KUBEADMIN F /-
OpenShift Container Platform ER&Z IR ERUE— N EEFEIE A kubeadmin,

b P B3R A cluster-admin A, FHUNEREN root AP, HBEHERINSEMM, X OpenShift
Container Platform IfERHEM—H), RESTMRE, TEEFNHHPSEIEXNEGE, B0 -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo1.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. #%F4% KUBEADMIN F F
EE LT B REERFHOIEHH cluster-admin 5, B LR kubeadmin RiIRE ST 2,

Digk

==
[=]

INREFH—AF B cluster-admin BIHRIBIX NS IRV, NS EHRRE
OpenShift Container Platform, Lttan4s FoiEBEH,

FeREH
o WIIEDVEET —NEBNIRERER,
o WEMAFHRIT cluster-admin &,
o WIBLZUEERFNESR,

pi% &2

e 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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5510 & T RFHFAERS K,
310 Z T ERHFAIERSSMK

10.1. BR S5 MK - Ak

AR 51k 7 = —F OpenShift Container Platform ik, ©RVFEEER A APl ARFSIKFAB2E&NTIE &
FIEM API AR, ARSI AiRE API IR T BN AR, FEERZEMAHEIL

& OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SNBSS API #1THB35IE,
Eﬁ;wqéﬂ{trﬁﬂﬁ%rﬁ&)ﬁ%ﬂ%, LUMEHAREN VTR AP EXREREAAFEIE. Hlm, EEIRRSSIK
o SHIIREIZFALIL H API E A S GBS Pod.
o R[ABIN AR R LUA E APV RS 1T &2,
o SRR FRTRREEILAL H AP R ST IS RS R
BNRSIK AR EEBRE FEIBMAT :

I system:serviceaccount:<project>:<name>

B—RSIK AR T ANHBIER G

il Wi

system:serviceaccounts BERGHHFTERS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .

BNRS I B8 &M secret :
o AP &h%
® OpenShift Container Registry BJ&iiE

R API ShEFN registry FIEARTHE, (ERIEIMER secret RIBEHE . LR secret i, REIR
BEEK— T secret SRV E,

10.2. O AR S5
AT AET B QRS IR A, FH@it IS A Bl 5 %K S AR

it
1 Ak EE LA FRRSIKS

I $ oc get sa
i =Bl

I NAME SECRETS AGE
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builder 2 2d
default 2 2d
deployer 2 2d

2. FEHEIIE P ORHRSIK |
I $ oc create sa <service_account_name> )

ﬂ EEH—UBPOIERSIKS, 1518E -n <project_name>,

LN
I serviceaccount "robot" created

3. AL BEERSIKFH secret :

I $ oc describe sa robot
LN

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

10.3. NERSS KR F A BRRA
ERTLME BRI BT A a1, WRSKPBETRE,

o RATLUEH U BITIEMARSSIK T, B0, ¥ view A ERINE top-secret 7 B F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot

o A LIAYTIE FERFERSIKIRTF IR, Fm, ERFSKAMENTES, EA -ziE

FI5%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

WNREA B PR ERSIKT R T UIFNR, EEA -z &, SRR SE
FHRH SR, FHRRVIEERRSIKRT IR,
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o TEWARMIMAZNE, BJLUER -nLUEECENARINITBmAZEE, WNTEIRMR.
o N, RFFIBEYIEPHIFTERS KT EE top-secret W1 B AR IR :

I $ oc policy add-role-to-group view system:serviceaccounts -n top-secret
o f¥F managers Y B FHIFTE IR 551K 7 4k top-secret 11 E R TR :

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n top-secret
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B/NEENRREFPEARSKS

1.1, BRS5 1K 7 Bk ks

ARZ5 MK ' 2 —# OpenShift Container Platform ik /™, & FHM BRI AP, HE%W&F‘ E&MNUIEH
FIER API AR, BRSNS AP FFIRE T REBEHNAR, TREXAZEMNAIWE

& OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SNBSS API #1THB35IE,
IR LU A S ARSI R BE, LUEHMGEENS 15 AP BEXEFEAEMAABEIE, flt0, EEIfRSSIK
o

o SHIIEFIBRAILIL H API SR OIZ MR Pod.

o R[ABIN AR R LUA E APV RS 1T &2,

o HERNFATERAILAA H AP E e 1T IR s 5 Ao

BORSKANAFEEIRE THIE MR
I system:serviceaccount:<project>:<name>

—IRSS KA R T NEBIRR R

il Wi

system:serviceaccounts BERGHHFTARRS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .,

BNRS K B8 EMA secret :
® API &
® OpenShift Container Registry BJ&iiE

Y APl SShEFD registry FUERRTHE, Ba@d HER secret RBEHEN . HMIBR secret B, REE
Boh&E R — N secret REKE,

1.2. BEKABRSS R

OpenShift Container Platform 523 2 & A TERBEEENBINRS K, FENEANTE E£MEZRSK
Fo

1.2.1. BN SRR 55k

JUADE R 16l 284 A AR 551k P IEI2 1T, BRSS 28/ B 4E OpenShift Container Platform Efiti 5241
B (openshift-infra) RAIZLATRSIKF, HEFEHMTERECHAR :
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AR S5/ sk

replication-controller 4 fg system:replication-controller &

deployment- i system:deployment-controller &,
controller
build-controller 4 Bg system:build-controller &, 74, build-controller fR%51Kk~tHaE

RN ZRE ETFXARF, UGIREFIIE Pod,

n.2.2. AT BERSSKE - HIAE
BANTEFLENBEANRESES

AR S5/ ERAE

builder B Pod ., #i%F system:image-builder &, fiFERAMNER Docker
registry SRR HEX U B AR EERIRR TR,

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEPHEH
528 F0 Pod,

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B R I A R SSIK F #R & IR F system:image-puller 2, AP ERRNEESRHE registry MITTB &
B AR TR R ERER 1R

11.3. O ARSS MK
AT B QAR S IK A, FHli IS E e Bl a5 K P S AR

ik
1 Ak - EEEEIUIE SRS
I $ oc get sa
i Bl

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHETIE R OEHARSS K

I $ oc create sa <service_account_name> 0
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ﬂ EESH—UB PRSI, 1518E -n <project_names,

LN
I serviceaccount "robot" created

3. AL - BEERSIKFH secret :

I $ oc describe sa robot
LN

Name: robot

Namespace: projecti

Labels: <none>

Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

N.4. FEAERE R ARSI Uk
IERTLMBARSS Ik B HR R 44 I API SRS RIS SRR TR,

EENEGG, 2 SHEIERA P %I EBRTERKE imagestreams/layers B get f{fR, EHEXH
&, ZBHRIERA S %R B FTIE KB imagestreams/layers B update 1R,

RMINERT, —DUIEFNRARS K #HA TG E T8 PEEMASE, T builder BRS5MK - MIH
TR —I 8 X A iR,

iz
1. BEEIRSSIKSE AP T4
I $ oc describe secret <secret_name>
4N -
I $ oc describe secret robot-token-uzkbh -n top-secret
fr =1

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3c970e4b7ffe
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Type: kubernetes.io/service-account-token
Data
token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. FERTREMBEHITER ¢
I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...

it Bl

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>
3. ABINEBZURS K&K -
I $ oc whoami
=1

I system:serviceaccount:top-secret:robot
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212 E FAIRS K EN OAUTH & Fim

12.1. BRS5MK F E 7 OAUTH & /i

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHRS
KEASHaEERPN-—LEEXAFERNETAGHIIEE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR 551 F FAE OAuth & imH

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret I LLZ1ZAR 51K 7 BULEM APl 5%, 140 -

I $ oc sa get-token <service_account_name>

e EJREX WWW-Authenticate fiif], i5{$ARS5M " _£BY serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L HIEARICEL,

12.1.1. EEMAEH OAuth B FimBIAR 551K - 9 URI

SERREE VT B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

RXAKEARALN, IRTATEREEENNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F @57 serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E [ URI,

a0 -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",
"reference": {
"kind": "Route",
"name": "jenkins"
}
}

fRIIER LAEE], OAuthRedirectReference ft1T5IF & jenkins BIB8H ., HLL, ZEREBIFAAEAC
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., 9
"group”: ... 6

}

1

Q kind 52 #WBIBX RHKE, B, R route,
9 name {ENR T HIEAH, NRUITNEIRSIK AL TFRE—6r&2EE A,
9 group IEMEXN RATERNE, IEZE, RNKRENEREFRER,

AUEFXMNERAL, REZSI AN RIBHOOEE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first 2R TIHEMYIE—#R, X jenkins BEHE 28 A0 https:/example.com, ¥}
fEhttps://example.com/custompath # M }E%4, {8 https:/example.com fl 1T, BB IRMHEZL
EHEXIT :

&S] Wk

Scheme "https://"
EHA "//website.com"
i O "//:8000"

BRE "examplepath”
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i

$ a3
% EEENEBZFERMEI AN ROENZEE, IF—E2FENTN.

MU EE B EEEE AT UER U TR EITEFH -
<scheme:>//<hosthame><:port>/<path>

B —NRAILIKZIREIAH, KGR ABNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

Ri% &5 jenkins B3 EA A O https://example.com, JlI| https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

AR AR SME TR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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B13E RETHEIERAE

13.1. X FRESEERSE

BRI EFERESHE, MEEDRERS EMA KRS, Fim, TEEREAATRFERROE
Pod BITIR.

BERHNTEARMASBERF, BURTEEEEENRERF. REERE cluster-admin BHAEF
FreEQIRBSEH T,

I SRR RSE B S PohcyRuIe%AﬂEﬁE,velo RiE, EREEXEMNFTRE, 15K
B EDEEEEP—FSEEMN], FaEEEL "normal" BIER ?Fﬁ — SRR E,

13.1.1. B SE
ArEEEERTFARAEASMES, SISETFEAN, RSB EEAN

user:full - R FFEA B BFRERYT AP #1752 815/ B i,
e user:info - AFRIELGFAFBNER, WRAMIE,

e user:check-access - 721F1/7 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIF RN RPEHER A NHNTE,

e user:list-projects - SS1FRiLijj[A], RAILAFIE A AU RB5E,
13.1.2. AESEH
AESEERITEREESAEABHERSRNRIAR, %A GE T &% AT E,

e role:<cluster-role name>:<namespace or * for all> - $FEF RE HEE A B EMMIN, B

TR EM e B ZEE A,

AR XA REFALIFINER, BIfEA BRI secret. ABHAEMABEHR
R, BISEH B FXLETFIR, XEBTFHESAAR. FZ AN edit F
ABHTERANAE, BX TV secretMs, XHBEFNAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 LI, ER NS ERNSME
1FULSEHE R VF AN IR,
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814 E FERBENIRS K P S HE
BRI LMERAERS K S, edURESsHNEEMRIRERE (AM) RS (30 AWS IAM)ERKHIEE
Ao
14.1. X FHERS K Bh&
&0 LUE AP E AR 551k 7 45 RE SRR 145 RE AR S5k - 5 RO A BRSE [l 1 645 h8 5% {0 P & A0 A (R ROBR I, 3
BEITFRS I E IAM BB EDIIEU R IEEHE pod BIIGFEIEMER, &0 LUER SRS
TokenRequest API RiE K48 T BIAR 5511 7 45 b
14.2. FABZRSEES ERSIK T 45
BT LUE R ARE, 9 pod BB NiE R4 E AR SSIK 7 45 k&,

FeRE M
o ATLUFAEA cluster-admin B&IAE iR EEE,
o MBOIET —MRSIK,. XBRERSM &N build-robot,

it

1 74, EANERSRERS KT RN E R E,
MRAERRNERFPER, IEBEFTFEI—F.

Digk

H
[=]

INRITE#H serviceAccountlssuer FE%, HEFRHESHE, NEBZHI

ELBENFEREREERILTN. BRIEHESENHEERBIFELE
B, BNZHBEETRER—TFNHAESHE, BRI pod EF VI,

MRFE, BOIUFNESERPIME pod, UERHEEGK—NHHIG
ESh, EXEEMET, 1EFR Kubernetes API fR 5528 pod BIFTIE T hR A LA
WHRSIK %% BB,

a. Jw%E cluster Authentication X% :

I $ oc edit authentications cluster

b. ¥F spec.serviceAccountlssuer FE % B NAFEMIRS KA E L E -
spec
serviceAccountlssuer: https://test.default.svc ﬂ

XMERZZE URL, BidiX URL, FEShEMZBR AR UMAEREIESHES RS
BN, BRILH https:/kubernetes.default.svc,
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c. BRTFXMHLAGERZ LN,

d. ®k : FHESEHHPIE pod, LUEMEEIGEK—IMHIAESHE.

i. %% Kubernetes API fR55%% pod BIFTETT iR A, FRIA T REHEFEIT AT RS
ZJLD B A, 2T TS

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

# & Kubernetes API iR552589 NodelnstallerProgressing RS54, LUGIERRE T =
EELFEFAEITRA, EEHKING, HiH< D~ AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

ﬂ TEARBIH, SHFOETREASH 12,

MR H T RNERRUTFUTERZ—, NEHMEH TP, FEFNLLWEER,
e 3 nodes are at revision 11; 0 nodes have achieved new revision 12

® 2 nodes are at revision 11; 1 nodes are at revision 12

i. FHEREEHHIFTE pod :

gk

H
[=]

=

Lt R FERS T, EAHERMREAhR%EHFZTHNARE
pod, X% Pod &EMIREBNES.

$ for I in $(oc get ns -o jsonpath="{range .items[*]} {.metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \

sleep 1;\
done

2. ERABKFN pod BE N EAHERSIK S,
a. B84 pod-projected-svc-token.yaml #9324, HERBMT :

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
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- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token 9
expirationSeconds: 7200 6
audience: vault

KBRS IR BB A,
N F X EEREEN BE, BTESEBRA.

o

(AIik) B BARSS I - SRR EIHRRTE (AR ML) . BKIAN 36007 (1/hE)) , B
WIEDH 600F (10 980 . INRS R AN EHEIT X ANMER 80%, =HEEIT 24
INEE, ] kubelet & FF ISR FE S RE,

Q (Ali%k) HESENTIHEERE., SHNBERENEIIEREENEETSSENERE

BAPCEE, BNINIEH SRR, FREEERIN AP RS 2B[MIMART.
b. B3 pod :

I $ oc create -f pod-projected-svc-token.yaml

Kubelet 3k pod & KHFME S, f pod ILME— N A RENXXHBRERRESHE, HiE
1% R B AR R 45 R

3. ERAAERENNARFEEESEREN ERNBA S,
A0R 4 R AR RO (RIS IX ME B 80%, &S 24 /I, NI kubelet RFFE TR,
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BB EEELREM LETXAR

15.1. X FREM ETFXAR
5 RBAC HREZEHI AR AR, BB ARLUMER LM £ FX2YHE (SCC) K2 Pod BIFUR.
XL R EIE Pod B LAHATEVREAR BN TRILLI R BTR. SR LMER SCC E X Pod 12T o/l B BY
—HEM, MEHRERRTIES,
Bt Re M ETRXAR, B RLES

e pod E&HLUEH allowPrivilegedContainer Ii 21T A 25,

e {#FH allowPrivilegeEscalation #7iC BR il pod,

o RIARALUARMITNAE

o [EHBERAES

o AEH SELinux LT

o RF/AIID

o (M6 ZE R FI ML

e i pod B8 FSGroup ML

o RVFHFFEHMEE

o ABEDFTENH root XHRLFHITEVIFIFR

o BREMMEHR

o fIFH) seccomp BLERMELE

BF

TE1E OpenShift Container Platform HE{E{al 6p % Z2 (7] L% & openshift.io/run-level i1
%, HWHRZH#AER OpenShift Container Platform H{4E SR EE EE API HMED), 0
Kubernetes API AR %528 #1 OpenShift API BR552%. #1RIXE T openshift.io/run-level 15
%, MAKN SCC M ARNZMAZEE AP pod, M5 BUZS %28 E ARIZ1THIEMA TR
B EER

15.1.1. WAL e L TR

SHOEZPMRINEEM E TR (SCC), MTFEHRAM, ¥ Operator Sk EH h4H 4% E| OpenShift
Container Platform i, RIRERZREZRAISHI SCC,

BF

REEWEILSCC, BE LA SCC AIRER FRIE— LTS Pod EE K OpenShift
Container Platform F+Z i BRI, 7£ OpenShift Container Platform 3 LERR A 2 (8] #Y
FRatigs, B SCCHEREE NBIME, XREFIIXL SCCHAMEEE L.
R, HIREZZEEHR SCC,

97



98

OpenShift Container Platform 4.7 iAUEFI#Y

F 151 RALE2M L TXAR

ZE2M E TR fed

anyuid {2t restricted SCC WA THEE, BRVFAFEREM UID F{EM[ GID 1217,

hostaccess R E EN L ZEE, BMERERIEEMAZEEH UID # SELinux £ TF
XiZiTREBE.

DIk

H®

"

Itb SCC RFENM ViRl a B 2R, XHRGIH PID, BRI ZH{X
AR EENETHREER, HEERT,

hostmount-anyuid

121t restricted SCC BUFRETHEE, ERFENLUEM UID FIRGHHEMR GID 3
HAE1T,

gk

H€
"
It SCC RVFEMHRZUENEM UID T517], B4E UID O,

HIEER T,

hostnetwork RVHEREVMAHENIRO, EMEXREFERSEEARAZEERI UID #1 SELinux £
TETERE.

DIk

==
[=]

WIRTE control plane =N EZ TN TERZE, (BN
master £41) , 7Rt hostnetwork iJ7 7 BRI EiEIE,

1E control plane E#1 L3217 hostnetwork ¥ TE i EH 2%
BERE root AP, WAMERNHEEE.



M E TR

node-exporter

nhonroot

privileged

L

sk

155 EHES M E TR

FTF Prometheus 7T 5 Hi 25,

gk

==
[=]

Itt SCC AV ENXHREAE N UID PilHl, a3 UID O,

THIEER T,

1t restricted SCC MFREINAE, BRFA M EREMIE root UID 217, B
JIEE UID, BNSMERIETHERBIEE,

RS R E A ENThEE, FEEWLUEMA . EM4H,. F/ FSGroup 2L
R AEAA SELinux £ 35817,

DIk

==
[=]

[=Q=]

RERME SCC, MNATRAFEE, HEERT.

5

B sccC fif -

o FHIZITHI Pod

Pod MENBFEH NS

Pod LMEB R F &191517

Pod fER{ERE MCS #1217
Pod 8 EHLAY IPC dp 4 22 A
Pod {8 A EHLHY PID 64 22 [A]
Pod {F{E{A FSGroup

Pod fEREM A

Pod {& A {E{A seccomp BLBE%E
Pod &R EMZNAE

2 3

il

£ Pod Hif&shi% & privileged: true F—E ik FHN SCC, BF
allowPrivilegedContainer: true # SCC, MMER"ENER
e, NkFEERRRMLERM SCC,
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ZE2M E TR

restricted

sk

B4 FARB ENINEE, FEBRER UIDZTESRE, URSEEMEZEREH
SELinux £ T3, XM RERMHE K SCC, MBS FHIIER A &

.

ZPREY sCC:

L

15.1.2. &M E FXAREE
LM _E TR (SCC) Bl Pod BV AR D INAEHIL BARIRHM, XEEBY =L -

/R

R ITRISR S 12

FA SRS 225

U

Atk Pod BB A RIZTT

iR Pod TREEHEN B RE

Z3K Pod TS BH UID SEHEIABIA 21T
£3K pod AL B MCS 1735217
SV Pod &R FSGroup

RV pod FEREMNEH

restricted SCC B RZIRIAMIHHI SCC &/ #&8, BZ, EAU
fIE—NERIBE L SCC, B, ERLGIE—1SCC, B
19 readOnlyRootFS BR#I true, FAR1F
PrivilegeEscalation 7 false.

R AR EREOA IR HI M &5 AY(E, $120, AllowPrivilegedContainer =2k
BE, Nazkh false,

HARERERBMTE, UBREERL,

BERERENERRBHIZBRMHLIT IO ¢
o AMEMNE, UKk
o MRIEEEBTAFESESBING,

CRI-O BAEUTRINGENFIR, RIFATF pod WENRES :
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e SETGID
e SETUID
e SETPCAP
e NET_BIND_SERVICE
e KILL
REREALLEINTIRFPEITHEE, 18 Pod & FFE T LURITIE KA S AE B BRI LBIAIT y SRIE LT

. fEH allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities %% 5
Pod BJbK1ER, FEIBERLUFKRIFLINEE. BNRRLAURMIBLINEE, ARSI IETFLEINRE,

15.1.3. Z2 M T XA RER

RunAsUser

e MustRunAs - EZFZE& runAsUser, FAEERM runAsUser fENEIME, FIXTECER
runAsUser F1{7551E,

e MustRunAsRange - MIRFEATISEE, NFEE LFKMEMNRKE, FRZIMEFEHRIL
Ho FIRTENRVFEHE TR,

e MustRunAsNonRoot - EZ Pod 12X N EH IS runAsUser EFHEFHE LH USER 35
T, TIRHEERINE,

e RunAsAny - FRHEINME, SRIFIEEEM runAsUser,

SELinuxContext

e MustRunAs - IR A EAASENE, NFEZEE seLinuxOptions, f#f seLinuxOptions /£
NBINE, %1% seLinuxOptions 1T,

e RunAsAny - N HEINE, fSLITFIEEE(T seLinuxOptions,

SupplementalGroups

e MustRunAs - IR AMERTIDEE, WHEEZEVEE—TEHE. ERE-CHABNRMEFES
RONE. ¥ A SE TR,

e RunAsAny - N RHEIME, fSLIFIEEE(T supplementalGroups.

FSGroup

e MustRunAs - IR AMERTIDEE, WHEEZEVEE—TEHE. ERE-CHANRIMEFEN
RINE, ¥ EB—EERBIE— ID T,

e RunAsAny - TRHEBIME, RIFIEEMRE(T fsGroup ID.

15.1.4. #5145
MBI % B SCC H) volumes FE, IREIRFESLIMMER, HWFBRHAHES RSN E LHS RN

N

101



OpenShift Container Platform 4.7 iAUEFI#Y

e awsElasticBlockStore
e azureDisk

® azureFile

o cephFS

e cinder

e configMap

e downwardAPI

e emptyDir

e fc

o flexVolume

o flocker

® gcePersistentDisk

e gitRepo

e glusterfs

® hostPath

® jscsi

® nfs

e persistentVolumeClaim
e photonPersistentDisk
e portworxVolume

® projected

e quobyte

® rbd

e scalelO

e secret

e storageos

e vsphereVolume

o * (RUFMERMAESBSREN—MRFIKE)
e none (BRUFEAMAEBSEEN—MFKIE. (ChEEREMEFL. )

102


https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret
https://kubernetes.io/docs/concepts/storage/volumes/#storageos
https://kubernetes.io/docs/concepts/storage/volumes/#vspherevolume

B15E EBREM FTFXAR

NE SCC HEMRITBR/NEAR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

v pa -

RIFBRBFIRFHFATE, ENERELZHHFH OpenShift Container Platform B & &R0
HHIREY,

P2 Y=
hEEERS, £ allowHostDirVolumePlugin &3 volumes FERHHINE, #1140,

#NR allowHostDirVolumePlugin %} false, {B7E volumes FEXFRE 1T, NIF#%ER
volumes F# hostPath {E,

L

15.1.5. 4E A 24l
Il SCC M A #24R] LIRIBIS T F P BRE 11 SR 0 R I 12,

FSCCME, XEWRBEAEAZFIRZTURE LT XHRMANAFERURR—HEER SCC, XFHHA
TR Pod EEHENEIRN, BEBIRHSHEFIMERERIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCREMMAN FMMAFIEIARARE. A, MR Pod #HE 7RSI, N
RVFHI SCC KA BRI AV RIBAT A LI,

EANFERLUTAERE Pod WEAREMETX :
1. MRAERAMN SCC,
2. WEKERBENZ 2N E T OXEENFRE.
3. XA RARCREIERA R E,
INRLEN T REHLRES, NEER Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod WAt xf SCC BILB—PFER. UTRAIFREEPHDFERBIGEIL |

ca

%gi X LR RTE RS BRI SRME £ T3,

FSGroup SCC %Hl&4 MustRunAs

fNR Pod & T fsGroup ID, % ID EFEIAK fsGroup ID, &N, Pod AH1% SCC Kk, MR
T —4 SCC,

#NR SecurityContextConstraints.fsGroup FE&#{EN RunAsAny, 3+ H Pod Mg &BE T
Pod.spec.securityContext.fsGroup, NILLFEBIANER, FRAR LIRS, Hi SCCREFRER
B4 EAM Pod FE&, M-S Pod KM,

SupplementalGroups SCC kB& MustRunAs

INR Pod HIAEE LT —1 %1 supplementalGroups ID, ] Pod B ID @A77 F v % Z2[A] 19

openshift.io/sa.scc.supplemental-groups ;K — ID, BN, Pod A&HI% SCC JiE, MR
WE T —1 SCC,
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#NR SecurityContextConstraints.supplementalGroups FEXHI{E "~ RunAsAny, B Pod Ml &B&
T Pod.spec.securityContext.supplementalGroups, NILLFEBEIANER, FEERILTRES, Hit
SCC K BAgEaIBiEH th Pod FE&, MM Pod KK,

15.1.6. LM E T XA R AR

ZEM ETXR (SCC) BE—MUKLNTFER, ©RINIEANRHIZRZ R IETE R B8, EHEF
i, ®ILER SCCHRIEKSHAIE. BETHASCCHRERSR, BRUTHRHF

1 RN EEBITER, nil 19 O LK
2. MMRMEHBZE, I SCCIRBRH MK ZIRTFHF
3. WRMERMBHEIEEEE, N SCCIREBAMHEF
BIANBRT, BINAERFEEIM anyuid SCC 7£ SCCEEHRERMEN, XFEEHEE AP LM

EH 21T Pod, MAIE Pod B SecurityContext F135E RunAsUser, ZEFE, EEG{HATLUL
57 RunAsUser,

15.2. X FTipE el Lt TFXARE

AR RE B R S M F R (SCC) RIS, XL R AL T MR LR i a4 R
H#7EAME Pod BB SCC., &/ SCC BWREIMT F H A ST TG, SMERNTISRE (BEHA
) 5 Pod HIRR(EERE, HIZ4TH Pod i LHRE 1D 4B SA(E,

BUF SCC St A S27F Pod HIME fi& A 7 MBI 23k T4 Fa e -

1. RunAsUser 8% 5 MustRunAsRange BRI XBR/NHEAE. HEATH
openshift.io/sa.scc.uid-range ;X 2 EIETTSEE TR,

2. SELinuxContext 5&&5 MustRunAs B RiXEJ. ## ALK openshift.io/sa.scc.mcs 7 f#
IEF R,

3. FSGroup %kB&% MustRunAs, # A% $% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &5 MustRunAs. A%, openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSN Pod FREFLXENSHEFRRIME, RINEETFRTERSEK
Bg :

1. RunAsAny #1 MustRunAsNonRoot RIS R HEINE, R Pod EESHE, WA D, &b
ZNAE Pod #lA& AR E S MES

2. MustRunAs (Fi{H) RESIRHAAERIINME, a0, *FHID, BIfE Pod MAEENLTHE
B9 IDE, &RZERNMINSKERIHINE Pod BAHH,

3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEHENR/IVME. 5H(H MustRunAs
RIE—1F, RZERIMERIASEEHIIEIZITH Pod AR, MNREFERKRETLURES N
Fl, CRRHEENE—MEENZR/IME

INRn 4 22 8] ER1F7E openshift.io/sa.scc.supplemental-groups X2, Il FSGroup #1
SupplementalGroups k8% [CliE F| openshift.io/sa.scc.uid-range X2, IR EETE
£, MAAIE SCC,
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BIAERT, ET IR FSGroup REERAET IMNS/IMERNE N CHREERH
&, g0, wNRERERE TN 1/3, N FSGroup RERFERS/MEMSXNE 1EEHB
5. WNRESRIT FSGroup FEEERZ N, WLUREREREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;Ff2##EZ LUE S 2 fRIIRIIEKR, BN
<start>/<length =% <start>-<end>., openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

15.3. 22 Mt T xR
LR RGIET T 2@t £ T X458 (SCC) AT :
R BB SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

%1

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €}
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: [] 6
runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
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9909902909000

- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

%

Pod ATLUERMITHEETIR, ZFIRKRFARIFIERTMAINEE, MERAS * NI ARVHEMINEE,
ANINZATAA Pod BB INZHAETIZR.

FSGroup k8%, 1EFARLM ETXHRTFE,

B[R]t SCC M4,

EM Pod #/= FMTHRETIZR.

runAsUser SRE§ KR, 1EEAR S ETFXHIRIFE.

seLinuxContext RE§ X R, 1AL L ETFXHRIFE.

supplementalGroups %, IEHRE L TXHRITFINTH,

ARt SCC A,

SCC ##4 users #1 groups FERIRHIBENS 15 [)1% SCC A ., BRINEBERT, SEHEENA. T RMLEE
FIBREIRF I SCC BT IRIINER, FREZN BD IR IERI A P #3% % 38R SCC B9 AR,

T EX runAsUser iX&

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

LRI Pod HBERENZITEHAS IDIK, MERKH UID B4 HIt Pod B SCC RE, BHFEE
INMERT, ZMRSCCARENAMBETEMEIEMART, FUERIHARERFRSK - ER, #F
EXZHIERHER, 2R SCC A MustRunAsRange RBE 2R A BRI TE
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ¥ fERIEFTEHEFE, BAERREX—EH, &E, FHEH
runAsUser [EE T X—SERPME—ME, mXHEUTIN, RN TEEBEFRASEE,

HHER runAsUser i%iE
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apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)



B15E EBREM FTFXAR

containers:
- hame: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ RAERSK AP BT RTFE—BF ID B SCC i RABRES, OpenShift Container Platform
FEBZEKZA S ID WELEH Pod, SCC AFERID. BFE—SEHM ID, SFETFIHKIIMH
1A ID.

B E X SELinux. fsGroup Mt FEZHABERK,

15.4. fliE L2 M E TFXAR
&R LAE A OpenShift CLI (oc) fAliEZRZ2M ETFX4ER (SCC) .

FoRFM

e % OpenShift CLI (oc) »

o LIEA cluster-admin B &M 50 & k&R,

ik
1. 7£4 7 scc_admin.yaml #9 YAML XX 7%E X SCC :

SecurityContextConstraints X &R i X

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

B4, B LLET S requiredDropCapabilities FEX 1% B AT BRIERIEE SCC WEFINRE,
FIERENTRERaMNESRFT EF. fi, EEZ0/EEE KILL. MKNOD #1 SYS_CHROOT Fit
FEFINBEM SCC, 1HFHLUTRARME SCC X R :

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT
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CRI-O 3#F Docker X4 frEIME R T EE(E IR,

2. 8

&38RO SCC -

I $ oc create -f scc_admin.yaml

it Bl

I securitycontextconstraints "scc-admin” created

e Ik SCC BT :

I $ oc get scc scc-admin

i th o Bl

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. £ F A BN 2% LT RHIB Ui

&R LU SCC #8E A RBAC 2L ERRIBTR, 1XHE, EAILUFEX SCCHBSERIRE W E—TMEHEBEINE
B, BEEFAS. ARSI 24 SCC AIREBNEEHITSEH,

2 3

RTERN SCC DEATEUTE—FINp R ZE AR OIEH Pod: default. kube-
system. kube-public. openshift-node. openshift-infra. openshift, X644 %2 [HF
N Fiz1T pod SRS,

cak

ZFEHABI ST SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

RERUTABE X :

kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

108

X
apiVersion: rbac.authorization.k8s.io/v1
rules:


https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities

B15E EBREM FTFXAR

- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name
resources:
- securitycontextconstraints 9
verbs:
- use

A BB,

FRE N AL ZER, BHRIEE, NEILN default,

B & SecurityContextConstraints FTJRH API 2H, 1 scc I§E N TR BIE Lo
Z1}j[F# SCC HITRBI& TR,

foUF A F 1 resourceNames FE& 35 E SCC A MMHIFTIRZE LR,

QD000

|z R B B RIRENIA SRR,

YR ERE A G B XFEMNHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H4 & 89 3 (A 7T LUF
AP & L SCC sce-name,

BT RBAC E7EM LA, ELLEMETBEE A thITERT SCC VintiR, RIVERT,
AREGMATR SCC EIRERRIEST use, &3F restricted SCC,

Eas

15.6. Z2 M F TFTXARpTSE
I&AT LAE A OpenShift CLI (oc) LAl pZ £ £ T XK (SCO) ENEHL API X RIHATEL,

-
REA cluster-admin i F BEEIE SCC,

15.6.1. SR &M F TFXXAR
IREXHEIAY SCC FIZK -

I $ oc get scc

fr =1
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
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secret]

hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none>
[']

nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

15.6.2. e EREM £ FXLR
EAMEERE SCCHIER, SN SCCRMAEMLERF . R .

a0, ¥ restricted SCC :
I $ oc describe scc restricted
LN

Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>
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@ 5 scc RmBIB M ARSI
@ i scc AL

BEAIGIRFREBE L SCC,

15.6.3. flifa% £t E TFTXAR
fitlk& sCC :

I $ oc delete scc <scc_name>

BHAEHREERIN SCC MILE,

SORMIBR T E—FIN SCC, BEEHNREMEMIZ SCC,

15.6.4. B LM ETXAR
EHHIAM SCC :

I $ oc edit scc <scc_name>

BAEALSREPREBE X SCC, EFBHEBIN SCC HiXE,

155 EHES M E TR
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%16 = & SYSTEM:ADMIN B~

16.1. API 515

& Bl LAEE & X OpenShift Container Platform API BJiEK, FEXRIINGEREBTFA—RF, IHEEZE
B, 1558 Kubernetes XA A (5,

16.2. #&4 SYSTEM:ADMIN B F
RFT BT B P AR SAS T, system:admin, SXIHE E (| S LRSI 7R,

T
o ERFTHIRKEEL system:admin, 1HZ{TUT@M4S :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

16.3. &4l SYSTEM:ADMIN 2H

L@ — M) system:admin A PR FEBESENRE, B IEMSH IS -as=<user> --as-
group=<group1> --as-group=<group2> SH L& K ELHAH,

Pk 3
o EE T B KEAERL T IR FEN system:admin LUNE IR FINR, iHEITUTHS

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>

12


https://kubernetes.io/docs/reference/access-authn-authz/authentication/#user-impersonation

$17=RE% LDAPH

%17 Z % LDAP A

EREIEGR, WaERAREERS. BEMR, FmathE, EHAARTREUET A, #F
HZ#%7E LDAP fRZ5 237, OpenShift Container Platform B LUiX L LDAP i€ 3X5 OpenShift
Container Platform RERICKEY, iLEREHERE—MIEEEEMA, OpenShift Container
Platform BRIZFFSHEALT =MB AR E LA G FEH LDAP BRF521H1THRY : RFC 2307,
Active Directory #1383 Active Directory,

B EEE LDAP WESIS S, HSHEE LDAP SHRMER,

v = -3
' BB A cluster-admin 15 F gEREIS$4H,

17.1. X FEC& LDAP A%
1Ei217 LDAP A¥ 28I, BEZEE—TMESEBHEXX M. WXHIELLT LDAP B IHEEIFE :

o FTFiHEE LDAP RS BB E,
o KT IR LDAP fRSS 23T AR NE S BB %,

o TIEFIE NMEAMMEIFTIR, T OpenShift Container Platform 2H & #FBRETEI LDAP AR5 25
By,

BCE SRR BUR T RFEAMESR, Bl RFC 2307, Active Directory 3(1874# Active Directory.

LDAP B imlcE

ELEHH LDAP B IRBCERR S E L5 LDAP IRS52809IEEE,

ELEH B LDAP B IRBCEER S E L5 LDAP IRS58x091E L,

LDAP &/ imbciE

@6@@0

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password 6

insecure: false

ca: my-ldap-ca-bundle.crt 9

DL, FEESIEEM LDAP IRSS525H IP #hlt AR EEZMIRO, #%35 scheme://host:port,

AL AT D #E R TR (DN), FBYE4YPE DN, MIRF|EAIISFNFT BERRRAFSREIEMIZE, OpenShift
Container Platform &1 8 I,

RAFHERERE, MRBFBEAIFNFT EERRALSEIENIZZE, OpenShift Container Platform
KERALTL, WERAEIMELE, ARSI ST i,

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T:%#, FEHAF%%L LDAP Idap:// URL 2% H %
EITLS, HMtrue i, REXARSS2RIH1T TLS i, EF8EMEA Idaps:/ URL,

ATIIERTECE URL BIBRSSERIEPRIIEFBIRAE, NRHAZE, OpenShift Container Platform fF &
ARGEENRILT, KA insecure % false i F &5 F LI,

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
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LDAP &EifE X

L

Qv O ® °

ASEERATRLSMERZBM LDAP TifjE X 4HM., LDAP BIHHEAE L BURTF FH¥EIE LDAP ik
ZEPIEERK 01 TR S BB,

DAP EifjE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub 9
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN MERFFIRR B XD XA DA (DN), EFRIEE B W, BhaILisE
B XA EF I,

EXREERE,. BXED base. one  sub, MRKEX, NRED sub SEH, TRAPAHKIEH
eI R

5 LDAP e | 2 <02 FRT N, BRER never. search, base =X always, MREXE X, N
i\ always fE5| A&, FTRETHEIG XES| BTN,

P IRAI TR RBINS A PR{E (AR N EAL) o 0 R LR FimR.
B LDAP #311ER. WRRE X, NEILD (objectClass=*).

AR S5 2R S TTE R/NB R IR ER K, LLLDAP SREHEE. MRy 0, AT AR 0T E L e A /N BR
fll. HEMRENFEBES TE MRS HIMARTFHRER, FERED TR,

5% 17.1. LDAP £ 3=36 kT

LDAP #5358 H fed

base (B BN A A ERE A DN IEEMN R,

one E R REHREZA DN MW R E— K EBIRREN K.
sub EEARER R N E WA ERIEA DN BT,

%X 17.2. LDAP @B|H{TH

14

fRsImT A

never MA#ES|F LDAP I sh BRI E R 7] &
search XERB| AR R85 B,

base NFEEHER RIS RS AR5,



$17=RE% LDAPH

s miTh 3T
always YR?AFRE| FA LDAP SRR BIMIRR B 5l &.
AP LB & FRBR G

A E Y B & FRBRETBAFA YT OpenShift Container Platform 1B & #RBRETRI BT 7 LDAP ARSS 258 £ EI
HHME—IRARF, BRSTEAEE YAML 5L, AP E L BIBES Rl LDAP lRSSFAPBNMHEBE—1E
B, FNIEXLHAN—NFE. IR LDAP iR 25 LR B R E LWL, RF iz
MIEINIT N2 ERIEE S OpenShift Container Platform & FRHIE M.

FA P %8 B9 4 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

17.1.1. = F RFC 2307 B & 304

RFC 2307 R ERIEIRMRA F MHL BB LDAP HifE X, LURIE OpenShift Container Platform PIER
ILERFRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR IR RAIBE Al D& AN B A T EmM
AP SEEAMNTER, Fa0, &idHEFIRERN OpenShift Container Platform 4HEIR /7, FHIFIZAEMN A
MREEREM, UTREXHARTXLEXR

% o
MRFEARFE NS, EHEREEXHSEMARE,
5/ RFC 2307 &= 8 LDAP R4 ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn )
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZHI0 5580 LDAP AR5 25/ 1P bk F1E M.,

H false Bf, %&£ LDAP Idaps://URL ff/ TLS LmJ% FHEARL L LDAP Idap:// URL 2 FH%
B TLS, Mtrue B, ARNTARSS 21T TLS 1%, EFEEEMA Idaps:/ URL,

ME—HRiH LDAP BRSS 25 E4HRUE M. £ DN BT groupUIDAttribute i, 55538 E groupsQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

ZREHEMEM,
TIER A RS BB .

QD0 O ®9O

ME—H7IH LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANE, HERBRE/ BEEAE,

Q OpenShift Container Platform ¢Hic 3k B /E B - LI E M.

17.1.2. %F Active Directory Bt & 3014

Active Directory R ERIFIRMA LB M LDAP TifE X, MURIERER OpenShift Container
Platform HilsxHREREIIHEMN

FERHEEE I, f&FE OpenShift Container Platform AR AIERIERN RAIgEfF Al D& AN B A T EmM
AASEER AT, F0, & FiREiRi OpenShift Container Platform A9, {B:@1d LDAP
RS 25 EHUH B FR R E WA, UTREXHOE T IXLEXSR :

{81 Active Directory B\ 8 LDAP R BCi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

ﬂ OpenShift Container Platform ¢Hic 3k R B /E B - LI E M.
@ FiEmABHEERA S R

17.1.3. X F 18 Active Directory Bt & X4

@55 Active Directory (augmented Active Directory) BXERMEIRMEHA R BMEHL BB LDAP &if
E N, LURIEMNER OpenShift Container Platform Hid kAR KRB IHE M,

16
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FERHEEE I, f&FE OpenShift Container Platform AR AIERIERN RAIBEM Al D& AN B A T EmMA
AFsEE AT, B0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

{1855 Active Directory B\ # LDAP R4 B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—17iH LDAP BRS5 28 EAARIEM. % DN FTF groupUIDAttribute B, f&TCiEH87E groupsQuery
WEeR. BEHTRANE, HERBRYE/ BEEAE,

EREHATE M.
OpenShift Container Platform Hic 5k R{E A - B .
EhERR 51 BT ME R B M.

O00® 9O

17.2. 5247 LDAP A%

BB TRASEBENXHNE, BWALLFBES, OpenShift Container Platform SRFEE M SR —IRSS 235 1T
ZHMARKREMEY,

17.2.1. & LDAP %5235 OpenShift Container Platform [E%

IR LU LDAP RS 25 LR A ZH S OpenShift Container Platform @4,

FoRFEMH
o SIRRASEEX M.

ik =5
o I LDAP RSS2 LHIFRAE LS OpenShift Container Platform A% :

I $ oc adm groups sync --sync-config=config.yaml --confirm
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MINERT, FMAHRTEEERZZZ1T (dry-run) , FILERKIIE oc adm

groups sync 5 L% & --confirm i77&, FBEE N OpenShift Container
Platform ZH10 3%,

17.2.2. I OpenShift Container Platform A5 LDAP k%5 2@ 5

& B LAR %5 P8 B1E OpenShift Container Platform FF 5 ERE XA 1EE R LDAP Bk 5528 R RIEME XS N
SIEER

FTRFH
o UIBRRASEEX M.

i =
e % OpenShift Container Platform 15 LDAP fR$58: @ :
I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

v pa =3

MINERT, FMAHRTEEERZZZ1T (dry-run) , FLERKIIE oc adm

groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.2.3. I LDAP fR%5 25 LB9F2H 5 OpenShift Container Platform [@#%

IR LMER A& SR/ B R A, £ LDAP HBFE S OpenShift Container Platform B,
==

A LEAREHR XY, BRAXHIERAFTFEENERASE. BRAMBLHXXHD

MBTAE—MHE—HNAR, BUEZaSASGHPERSESREYFEE. XLHEN

EATFE LDAP fR5533 LB, LLRK OpenShift Container Platform R BFERAH,
SeRFH

o GSIRRASEEX M.

it

o ¥ LDAP HMFE S OpenShift Container Platform @5, HERUTE—WS :
$ oc adm groups sync --whitelist=<whitelist_file> \

--sync-config=config.yaml \
--confirm
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$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

BMINERT, FMAHRTEEERZZZ1T (dry-run) , FILERBIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
" Platform ZH10 3%,

17.3. I21THIBEIES

INROIEER LDAP RS 2R LHNICKEARFE, EEAHAILLERM OpenShift Container Platform 103k
PRI LS, EEESNESHTRSESHERESREEXHUKRBZHHNBLE,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

17.4. B[RS LDAP 4H

IEAI LB ERE cron /ML EEEAB 51ES LDAP 4H,

FeREH
o ATLUFEAEA cluster-admin A& iR EE,

o MOEET LDAP B{R1RH#EFZRE (IDP),
LSRRI LB — 1% Idap-secret B9 LDAP secret #1477 ca-config-map BIEC B R 5T,
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pri% =
1. BIB—NEEAIZIT cron ESHTIA :

I $ oc new-project Idap-sync ﬂ
Q tEiRFR(FE A %N Idap-sync 9T H .,
2. HESIEECE LDAP SRR FIT AR secret MECEMST, FRENIEHRIBILIFIIR,
secret AEEMET7F/E T openshift-config B H, /1S FIFI#HH Idap-sync T B,
3. EIARSMK S

Idap-sync-service-account.yamiz=fl

kind: ServiceAccount
apiVersion: vi
metadata:
name: Idap-group-syncer
namespace: ldap-sync

4. BIRARSSIKS

I $ oc create -f Idap-sync-service-account.yaml

5. EXEEAR:

Idap-sync-cluster-role.yamlz~fjl

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: Idap-group-syncer
rules:
- apiGroups:

- user.openshift.io
resources:

- groups
verbs:

- get

- list

- create

- update

6. LIBRKHAR

I $ oc create -f Idap-sync-cluster-role.yami

7. EXEKHABAERERABCHERERIRSIKS, |

Idap-sync-cluster-role-binding.yaml 7=l
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kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: Idap-group-syncer
subjects:
- kind: ServiceAccount
name: Idap-group-syncer ﬂ
namespace: ldap-sync
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: Idap-group-syncer 9

@ HiRRaImEmoIRRAR S Ik B3I,
@ SIRLREIERNERAE,

8. LIRKHABHE

I $ oc create -f Idap-sync-cluster-role-binding.yaml

9. EIRERFEHEXX M ERET :

Idap-sync-config-map.yaml 7=l

kind: ConfigMap
apiVersion: v1i
metadata:
name: Idap-group-syncer
namespace: ldap-sync
data:
sync.yaml: | ﬂ
kind: LDAPSyncConfig
apiVersion: v1
url: Idaps://10.0.0.0:389 (2]
insecure: false
bindDN: cn=admin,dc=example,dc=com
bindPassword:
file: "/etc/secrets/bindPassword"
ca: /etc/ldap-ca/ca.crt

rfc2307: (4]

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com" 6

scope: sub

filter: "(objectClass=groupOfMembers)"

derefAliases: never

pageSize: 0
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com" G

scope: sub

$17=RE% LDAPH
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derefAliases: never

pageSize: 0
userUIDAttribute: dn
userNameAttributes: [ uid ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

E N EFEREXH.

1E8E URL.

&% bindDN,

ABIER RFC2307 R ; RIBFEHEE, TLTUEARREBZEW,
4 groupsQuery #57E baseDN,

51 usersQuery 5 baseDN,

Q90009

10. AEECEMST :
I $ oc create -f Idap-sync-config-map.yaml

1. & cron {E :

Idap-sync-cron-job.yaml 7= 45l

kind: CronJob
apiVersion: batch/vibetat
metadata:
name: Idap-group-syncer
namespace: ldap-sync
spec: 0
schedule: "*/30 * * * *" g
concurrencyPolicy: Forbid
jobTemplate:
spec:
backoffLimit: 0
template:
spec:
containers:
- hame: ldap-group-sync
image: "registry.redhat.io/openshift4/ose-cli:latest"
command:
- "/bin/bash”
- "_C"
- "oc adm groups sync --sync-config=/etc/config/sync.yaml --confirm"
volumeMounts:
- mountPath: "/etc/config"
name: "ldap-sync-volume"
- mountPath: "/etc/secrets"
name: "ldap-bind-password"
- mountPath: "/etc/Idap-ca”
name: "ldap-ca"
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volumes:
- hame: "ldap-sync-volume"
configMap:
name: "ldap-group-syncer"
- name: "ldap-bind-password"

secret:
secretName: "ldap-secret” ﬂ
- name: "ldap-ca"
configMap:
name: "ca-config-map" 6

restartPolicy: "Never"
terminationGracePeriodSeconds: 30
activeDeadlineSeconds: 500

dnsPolicy: "ClusterFirst"
serviceAccountName: "ldap-group-syncer”

BR& cron FEL IR E., BX cron FILIXBMEZER, 1ESH"QIE cron /EIL",

LA cron #& VB ERIE LT X X ANRBY cron FRALE 30 2HHZIT—R, RIBFZEFEIM
X, WREEZRLSIZITAAHEEON A,

24T cron #RALEY LDAP sync 6545, EIBECERRS FE LR S ERE X H.

It secret 27EE2E LDAP IDP 1],

00 09O

HECE M ST 27 E LDAP IDP IO,

12. A% cronjob :
I $ oc create -f I[dap-sync-cron-job.yaml
HAth B
o FCE LDAP HpiRM2ER

e fJE cronjob

17.5. LDAP A% =4l
AT EE RFC 2307, Active Directory #13&7# Active Directory = B7R 1,
=1

XEROBREMER-BEESBHANERENRT., BAMS, BRAETMHRNK G ZH At
H, MEEXRMARALSHRELHNER, BFSNHREM G TERLS RO,

17.5.1. £ RFC 2307 X E 4 2H

X F RFC 2307 2=, LUTRAIEES &5 admins B92H, ZHAM DG Jane 1 Jim, X L5741 58

T
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o [E¥ 2 G OpenShift Container Platform &4 Bt 4 2H10 %,

XERBBREMARPBREESBAENERNS., BEME, RATMAHANK I ZEM
H, MFAXMAEALHREHWER, HSLHREMNI FHBRESL =6,

ERFC 2307 R, B (Jane #lJim) FIHEMENE—KRFZBEET LDAP IRSS 3£, ZHAR 01 HH&
MEEEEMBED, LT Idif FBEX T XMERXBWE A :

{1/ RFC 2307 X 19 LDAP %8 : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

Q ‘HE LDAP RS SBHHE—KLKE,
Q HEK R ERE N HBMERIPRRE | R,

SeRFMH
o (EREXH.

ff

L=

S

e {#FH rfc2307_config.yaml X{421TRE% :
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$ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Container Platform @I FHILFAE N LSRN R -

{81M rfc2307_config.yaml X#4 1/ H OpenShift Container Platform %1

000 O

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 6
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform 245 LDAP RS 8 &/ — RAEF BT E], R I1SO 6801
B

LDAP AR %525 L HRIME—FRiIART,

% ALK LDAP ARS5 2819 1Ptk F1E .
RIBR S 18 EHIZHI A TR,
BTFHMRAKAF, AMERES 4T,

17.5.2. £ RFC2307 &2 % A P & L HI & PRk 5T Sk B 540
FEEA P E AR RS AN, REXHALSTER NS EIXLEMmE, TR,

{5/ RFC 2307 &\ X/ %E LM A FRRSTH9 LDAP [F4

i& : rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig

apiVersion: vi

groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0

rfc2307:

groupsQuery:

baseDN: "ou=groups,dc=example,dc=com"

scope: sub

derefAliases: never

pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com"
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scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A T LY AR A

M—FRRREYE, BTFAPE XA A8, & DN AF groupUIDAttribute i, 1&FEEIEE
groupsQuery 1823, EEIHITRATIE, EFEREEY/BEEAE,

MREME—IMARAERFE LA F, FAFIEE OpenShift Container Platform HAHIE M,

ME—H7iH LDAP RSS2 LR B M. £ DN BT userUIDAttribute i, #&JE%18 EusersQuery
iEds. HEERITHEMELIE, EERAERY/ BREEAE,

o0 09

FoRFM
o (EREXH.

it =

e {#fH rfc2307_config_user_defined.yaml X4i217E% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm

OpenShift Container Platform I8 FHILEE N LRSI ENLER -

{85 rfc2307_config_user_defined.yaml L {-fllE2H OpenShift Container Platform £H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ FH AR 7E LR & FRBR A 48 TE B9 2H & R,

17.5.3. { A RFC 2307 XA E X MBREFRE S H

KANBRT, MEREFASHWHEHEEEZBEMRLERPE CER AWK, HRET SRV TR T
1
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Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

X E R usersQuery FEXHH baseDN L EfHiR, £, 1R baseDN BEEARSHHFMIER DK
51, BB4XIE tolerateMemberOutOfScopeErrors: true BT LLiE4H EI S AR EE3E1T, SEE 2 4 B9RR 514K
iR

B, HHRSIRRERIEDIHNE KL, BRUEXBGEERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

B E KT usersQuery FEELEH IR, i, MMREHPSECMMREMKGIFZE, BLIEE
tolerateMemberNotFoundErrors: true A LLiEZH R H 4425317, B R ERI AR 5155 4 BB,

Digk

==
[=]

) LDAP R4 = A4 SRS 1 R AKE TN R A EE, MR LDAP AH
SEHEREW, XARESSEBES M OpenShift Container Platform ZH A ER MR 51,

{81 RFC 2307 &3+ B4k 51 BTA8 A 1AI/81H0 LDAP 5B : ric2307_problematic_users.Idif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
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objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com

member: cn=Jim,ou=users,dc=example,dc=com

member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP BR%5 28 E REIERIBR o
Q AREFETE, BARERSESHEFEiIHH baseDN THIK 7,

ERUFLULRAPRER, BUIERSEEXHHRRINUATAR

i/ RFC 2307 X BRFiE128 LDAP E4 L& : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: Idap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true 9

tolerateMemberOutOfScopekErrors: true 6

ME—HriH LDAP fRSS 23 LA BIE M. % DN FAF userUIDAttribute B, f&JEi%38E usersQuery
g, BEIMITHRMLIE, HERARLE/BEEAE.

Q 7 true B, EHESBTFHAREO KA, FEBETE LDAP SREBIR FR AR, NRET
FAHEMG, RAFESHRINTRRIG

9 ﬂj true i, AHESBIFHEBD K TIE usersQuery 4 DN A ER A SER A4, FETRE
B B ST R A S R ARG, NRAPENKRTBHERE, MRS ESHEIAT SR,

FoRFH
o (EMEXH.

ff

L=

S

e & rfc2307_config_tolerating.yaml X452 17RA% -
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I $ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

OpenShift Container Platform @I FHILFAE N LSRN R -

{81 rfc2307_config.yaml X4l H OpenShift Container Platform %1

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins
users: ﬂ
- jane.smith@example.com
- jim.adams@example.com

ﬂ BTAHMKANAS, RERSXHEE, ROEMNSEIBFHERIIK A,

17.5.4. {£F Active Directory & F$4H

£ Active Directory B H, WS (Jane # Jim) #FENE—LRKBEFET LDAP IRFG&EH, HK
AN FEERFREER, T Idif FERE LT X MEXR A~ A -

{81/ Active Directory ##) LDAP £ H : active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: admins ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins
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@ FAWERRTEINE B, HREFHRBEHETRSET. memberof Bt T —E2M
FIFEREYE ; £ LDAP RS8R, SHEERIRTURMEEAR M, ATRILKIE
)%o

FRFM
o (EREXH.

it =

e {#f active_directory_config.yaml X217 E% :
I $ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Container Platform 32 LA ALK AE 7 Lk R & R ER LS

{88/ active_directory_config.yaml 3 {48/ OpenShift Container Platform 4

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins @)
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform 245 LDAP RS #8 &/ — RAEF BIFTE], X I1SO 6801
=

LDAP RSS2 EHRIME— PR T,
FHE1Z4H10 5580 LDAP AR5 25/ 1P bk F1E M.,
LDAP Br%5 255 HHB92H & FR,

000 9

BTFAHMMRGANAS, RMERS XHEE.

17.5.5. {187k Active Directory iR H

£33 Active Directory #= A1, P (Jane Ml Jim) FHEEHE—RZBHEET LDAP RS &,
R B AR NI ERETE R P RIE MR, LU Idif FERE X T iXMEXB R P4 -

{1855 Active Directory B8 LDAP 5H : increaseded_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

130



dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FrERATEIIN A .

g ‘H27E LDAP fR% 33 LHIE—REKE.

FoRFM

=

o (EREXH.

L=

e {#fH augmented_active_directory_config.yaml X{4i217E% :

$17=RE% LDAPH

I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm

OpenShift Container Platform GJZ UL FHICRIE N LB R IERER -

{8/ augmented_active_directory_config.yaml X482 OpenShift 1

I apiVersion: user.openshift.io/v1
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kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins
users: 9
- jane.smith@example.com
- jim.adams@example.com

Ilt OpenShift Container Platform H5 LDAP fR&5 2 & m— RES BETE], X ISO 6801
o

LDAP RSS2 EHRIME—FRiR T,
FHEZ 105580 LDAP AR5 25/ 1P bk F1E#,,
RIER S U1 ERHM AR,

000 O

BTFHMMKGANAS, RIERS XHEE.

17.5.5.1. LDAP #RERK 51 Tiig R 5 =61

OpenShift Container Platform ARV ERE., TEHEFERBUIEZ AT, LDAP RSS2/ RARMK G Fig,
Microsoft By Active Directory Server 5&i3 LDAP_MATCHING_RULE_IN_CHAIN #1352 #5X—IhRE, H
OID 7 1.2.840.113556.1.4.1941, 74}, {EFLLICEHININ REER S ERMAFIER L H A,

AT B REER T 1858 Active Directory iR, BRES$ —1% N admins 94, Z4HE—1HF Jane
#1—~ “H otheradmins, otheradmins ZHEA—1HE KA : Jim, XN RGIER T -

o HN{AIFEFNA FARNINE LDAP BRSS9,
e | DAP A% Bei&E X HBIBESR.
o [@#% Z G OpenShift Container Platform &4 it 2 4Hil K,

1£387% Active Directory /R, F/ (Jane 1 Jim) FAEIENE—RFZBEFET LDAP RS2+,
A% A TGN FFETE R P SRAERE MR, LT Idif FEEE L T iXMEXB A~ A -

{81855 Active Directory B\ f1HRER 5189 LDAP &8 :
increaseded_active_directory_nested.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane
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sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 6 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO M RTINS REIB
OO =7 LDAP [R%5 % LHIE—HKE,
@ otheradmins 12 admins IR .
5 Active Directory A% 8rERANT, EAIIREA - ZEMARZER LDAP HIE X, UKRIENER
OpenShift Container Platform AL kAR KRENNEYE. 74, EEBRZEFITELENR
e oc adm groups sync BB ATIER R,

o FF#) groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN i,

e groupUIDAttribute /1% dn,
e groupsQuery :

o AREBIXE filter,
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o WINXERRH derefAliases,
o ARNIXE basedn, &I {EIGHE AR,
o ANIKIE scope, K NIL(E 2R,

FERHEEE I, f&FE OpenShift Container Platform AR AIEMIERN RAIBEf Al D& AN B A T EmM
AFSEE AT, f0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEBERE. UTREXHUET XLEXR

{#FA185% Active Directory B\ HIERERK 7189 LDAP RIS ECE :
increaseded_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

FoA1ETE groupsQuery iTiE2R. groupsQuery £ DN A5G ERH28%, groupsQuery 1%
BEN—"THENMH derefAliases,

ME—FRiR LDAP fRS58s EAHMIEME, W T%H dn,
ERFEHETNEM,

OpenShift Container Platform it xR R{ER P RAIFNE M, L& ELmail =
sAMAccountName,

FER A ERERMAFEM, 3 LDAP MATCHING RULE_IN CHAIN 89{& M.,

® 000 O

FERFH
o AEEE .
ik
e {#fH augmented_active_ directory_config_nested.yaml X{4i21T7E% :
$ oc adm groups sync \

'ch=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
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$17=RE% LDAPH

I --confirm
Pz Y=
¢
- W BAHAYS cn=admins,ou=groups,dc=example,dc=com “HFI1E 0 & ¥ A,

OpenShift Container Platform G/ UL FHICRIE N LB R IERER -

{81/ augmented_active_directory_config_nested.yaml 3X#4-BIEH OpenShift 41

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

Itt OpenShift Container Platform H5 LDAP BRS5 2 & fm— RES BT E], K 1ISO 6801
o

LDAP RSS2 EHRIME— PR T,
FHREZAIC M LDAP ARSS250Y IP thik #1E 4,
RIER S U ERHM AR,

BFAHNKAMAFS, EMBESXHIEE. FiE, REARASEEN, BH
Microsoft Active Directory Server BEE R T 24HR 71 % Ro

000 O

17.6. LDAP RIS B & A&

BLE RIS RGN T, HER, TRENEXXREARENFEE, B0, viActiveDirectoryConfig %
& groupsQuery FE&, T vI.RFC2307Config #1 v.AugmentedActiveDirectoryConfig #3H8X MNF &,

BF

ARFETHFIEY, FTARE LDAP RS 2HIBMEEIEE U IR A UTF-8 i RF SR AV
. B0, D705 objectGUID FitHIEMEM/E ID B, Bt ERF/REREM,
2N sAMAccountName =X userPrincipalName,

17.6.1. v.LDAPSyncConfig

LDAPSyncConfig 85 & 3. LDAP HR % Fr EHIER & 151
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AR fitish

kind RN RATHRA REST HTRAY
FREBE, RFSJBATLUMNE P imE
HIRRIHRMm s, TEE
. RARIEHEE
(CamelCase), %15
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

apiVersion TE SN REY L RN GERI AR AN I AR
Ho ARSSZBRNIZIF R IR R b
NEFHIRERE, FArELER IR
MiE. E%E
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url FH R EEEEIM LDAP fR552RH9
HE. EHME
O : scheme://host:port

bindDN E4ER LDAP IR 2MY AT E
DN,

bindPassword TEIE R R B E A LB,

insecure Z ) true, MFRREZEARRFER

TLS, & false, ] ldaps://
URL /A TLS #1T:i%#, FAF
3]
https://tools.ietf.org/html/rfc283
0 5 EM StartTLS ¥ Idap://
URL F4h TLS %8, MR
insecure %7 true, MFEEFER
Idaps:// URL,

ca TEMAR 5528 & H1E KN FA B9 AT
BYRMEIE B A M S, & H
Z2, U A BOABIRGARIE S,

groupUIDNameMapping LDAP 4H UID & OpenShift
Container Platform 41 & #RE AT 1%
B,
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FRE#

v1.StringSource
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https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md#types-kinds
https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api-conventions.md#resources
https://tools.ietf.org/html/rfc2830

$17=RE% LDAPH

HFR fed - Eoo

rfc2307 SEATMXER LDAP IR55818  vI.RFC2307Config
BEENEE, EBXRLTF
RFC2307 : £—RAEAMAF &
B, URHBIIHERAHFZERN
ZERB MR E AR A &,

activeDirectory SEBATFMKER LDAP IR55818  v1ActiveDirectoryConfig
BHEIEWEE, HEXS Active
Directory FR{ERRIEML : 8—%K
FAF%&B, UKRBIIHTEHBIR
TN % EBMERERIHMK R 518,

augmentedActiveDirectory SERATMILER LDAP fR558818  vI.AugmentedActiveDirectoryCon
DHENEE, ERXS5ELE#ER fig
B9 Active Directory F{# FE9ZE

K, BAM—I: BRE—KAER
B, fllfARFRFTHEMIEHRK

= Yz
[l N

17.6.2. v1.StringSource

StringSource L IFIEERIKFRH, BT INELEBIXHMARIEE. HEREE—PFRBHE,
BRHI N —DEH JSON FRFE,

B ek

value IBEMAXE, NEEMHEE (R FRE
f5E T keyFile) .

env EEQSHAXERMEE (NRE FRS
E T keyFile) HIfELE,

file BIHEAAXERMEE (MNRE  F/HH
E T keyFile) #3xf4,

keyFile SIReERATHREENBEYINX FRE#
14:0

17.6.3. v.LDAPQuery

LDAPQuery S 5148 LDAP 2 iH)i fr AL,

E2 fed koo
baseDN FERRBNMPRFENERD X  FHEH
#J DN,
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£ ek
scope BHROALEEE, ATUZE

base ({(XEZAXNIR) . one (&
AR EFREXTR) SHsub (F
NER) o BRIEE, MBIAH
sub,

55| aExM e L RT N, AL
2 never (MBI

%) . search ([\ixigF:+E5|
) . base ((MEEHLERNER
K251 ) =k always (AR
M) . BEREE, MEKIAH
always,

derefAliases

AESFEN RS SHIERERFEF
AR [ AR A5 XE BO T [ BR A6,
LI AL, MRZO0, MAEE
fe& - im— M B R,

timeout

fHFAE A DN M LDAP fR$ 52103
FIEHEX5BHNEN LDAP #3RiT
1825,

filter

RAELEIIEA/N, LU LDAP %8
s, TEADNNO0RRAHIT
DT,

pageSize

17.6.4. v1.RFC2307Config

koY

FRE#

FRES

FRE#

RFC2307Config 2 &% EMEE LT, AT E X LDAP ARS M{EEA RFC2307 5 LDAP IR55 %

&EQ

sk

B

SBERATREHEZBH LDAP Eif]
iR,

groupsQuery

7E X LDAP A% B LM B
R B M — PRI,
(IdapGroupUID)

groupUIDAttribute

7E X LDAP A% B ERFLEE M
2% FF OpenShift Container
Platform HAI &R,

groupNameAttributes
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HFR sk

groupMembershipAttributes 7E X LDAP A5 B EUFLEE M2
BAHERGA, XEBEEPTEME
w777 i UserUIDAttribute %

o

usersQuery SEATREMAA%EM LDAP &
R,

userUIDAttribute E X LDAP & B LW B

MFEEHNHE—IRNAR, soils
GroupMembershipAttributes
k5 £ DIERS P

userNameAttributes E X EFH LDAP B &8 L
LEM, LUAEH OpenShift
Container Platform B 4. #H
B NHEIERENEMS, XNZ
LSRN:D|
LDAPPasswordldentityProvi
der 8 PreferredUsername %
EILES, OpenShift Container
Platform 2Hic sk R B /E - 2 #REY
B, Z¥EEPEHEEmMaIl 5
sAMAccountName,

tolerateMemberNotFoundErr  REMEBIERKBE LB

ors LDAP BHESHITTH. BN
true, NEVFEAEER AR
LDAP P&, FHERICFE
R, &N false, Il LDAP EH{E
FIERF BT EERIIN F K
N, BRIME N false, NRLILIRE
B true, NIECEREIRA LDAP
EHE5S ] S B RK 0 B
bR, HLLEIGEEGSALIRE,

tolerateMemberOutOfScopeE REEBEBHEEMAMA - KB

rrors LDAP EHESMIIT N, RN
true, NAEFBHE IFIERF &N
YATEMIEAR DN SEEIM LDAP B/
#=if, FREOOERER, BN
false, MYBAERWERERS
IS ERE A DN SEE A2
i, LDAP RIFZ{EFSMNEY, R
bR true, MIECEERA
LDAP BIHE55 A S BA RS A
£, R IGEEE R RS,

17.6.5. vl.ActiveDirectoryConfig

$17=RE% LDAPH

- Eoo

FRBHA

VI.LDAPQuery

FRE#

FRBHA

#/R{E

#/R{E
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ActiveDirectoryConfig @ 2B E LT, T E L LDAP ARF t{faE A Active Directory X5

LDAP fR%5 25X H,

B

usersQuery

userNameAttributes

groupMembershipAttributes

ik

SERTREMAMZEM LDAP &
IR,

7E X LDAP F 5B EMIFLE Bt
FHRE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hit sk & A1
RArafHEN. 2HREFE
Email =%

sAMAccountName.

TE X LDAP /5B EHirLe Bt
BN ERERE,

17.6.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE L, FATFE L LDAP HRFF iN{aI 5 A5k Active
Directory B 5 LDAP R$%5#8 X H,

B

usersQuery

userNameAtiributes

groupMembershipAttributes

groupsQuery

groupUIDAttribute

groupNameAttributes
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sk

SERTRE A ZEM LDAP &
IR,

7E X LDAP F 5B ERIFLE Bt
FHERE N E OpenShift Container
Platform FAF %, OpenShift
Container Platform 2Hif 5k & B/
RArafHEN. 2HREFE
“Email =%

sAMAccountName.

7E X LDAP /5B LUl Le Bt
SRR NERERAE,

SERTREHSEZBH LDAP Eif
iR,

7E X LDAP A% B LA B
R B M — PRI,
(IdapGroupUID)

7E X LDAP A% B EHFLEE MG
2% FF OpenShift Container
Platform 21 #9445,

koo

VILDAPQuery

FREBHA

FREBHA

- Eoo

VI.LDAPQuery

FRBHA

FREBHA

VILDAPQuery

FRE#

FRBHA



518 &= EE Rt AL

B18 = EEMHNEEIL

18.1. xF CLOUD CREDENTIAL OPERATOR

Cloud Credential Operator (CCO) ‘M=#tNEEiEEh B E LFIRE L (CRD) #1178
I, CredentialsRequest B & Y %R (CR) B CCO A%, FiF OpenShift Container Platform ZH{4
AR ZITA B ENRIE R HNEE

@it 7E install-config.yaml XX {471} credentialsMode Z#XBRRM(E, A CCO BB HLLFHR
FEEREE, MBEEREREER, 30T credentialsMode SE B N ERFERFE (") .
18.1.1. &=

@11 7E install-config.yaml XX {471 credentialsMode 23X BARRMIE, AR CCO BB NTE

mint, passthrough 3% manual &3 FE, XL CCO R EIFNIEER /Y
credentialsRequest CR 2 7 ZEBAMMRE M, FHAITEE CCO LUENENNMNRZEER, TER
B CCO BRI IHFAMAB M

e Mint: 7 mint R, CCO ERRMMEEANTEILVERPAMEMFTIL, BREARM
HEVRFER,

S MintB®RE CCo MBRUMBELEXE

® Passthrough : 7£ passthrough #xX#, CCO HREMNTEILEHBAIER T REIERAG,

e Manual : EFHERXH, AFEEBEREILMAR CCO,

o {Hf AWS STS F5): EFshER, HAETLUS AWS E£EFCE {# A Amazon Web Serwces
Secure Token Service (AWSSTS) ., f&B8X—EE&E, CCO XM ARHEMERIGRE

BF

%t Amazon Web Services Secure Token Service (AWS STS) BIZ#FRE—NEURTINETH
BB, FRTIITTHRER#RLLNE” MARSSFHN N (SLA) ¥, EuIREEheE A EA R, 41
ERHERE T IMERFEREN ], XERATITIIEER LMER FRB X AHIThee, H#8
MNESTEF LN BRERGE L

BRIERAT I RE S FEEMIEE, HSH
https://access.redhat.com/support/offerings/techpreview/,

7 18.1. CCO BEAXZFAE

=N Mint Passthrough Manual
Amazon Web Services (AWS) X X X
Microsoft Azure X X X
Google Cloud Platform (GCP) X X X
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=HNRE Mint Passthrough Manual
Red Hat OpenStack Platform (RHOSP) X
Red Hat Virtualization (RHV) X
VMware vSphere X

18.1.2. iA1TH

MNFEZHLZMERXNTEE (AWS, Azure #1 GCP) % CCO RARUERERZITH, ©RIISKREIREMN
EiE, LFAETIE UL credentialsRequest CR HIRE R,

BINERT, CCORERILERERIUMR mmt#iT (EERFRR) FERAXEFIEVRRPHGO2

BEBHELE, MREEARARLUFE mint iEX, ERREZIERE BLUNRE passthrough =, INREHE
TRLUF R passthrough &=, Il CCO %%IEE%&&EE CredentialsRequest CR,

e

CCO FiEFIE Azure FIUERE B LUH R passthrough 3, #18R Azure FEUEX mint
R, N CCO BB ZERRB LN R passthrough =,

MRMERMNFTILELRIRPAR, RRIKRM T AWS, RREFEAEERARW, FiETR
DILERRBEIR, R RZA, HtbHEaTRARRHEAXERRENEAKESR,

MRERERINEEREIE, FH CCOWEHRIERTRE, CCO X4A{EMFTH CredentialsRequest CR
WEFRMY, JARNETIUERBMIEELIEXLEIE,

ERRAERARHAE, HHRILRMRWIIR, MRERZETEPEMER, FEABREE, NTH

CredentialsRequest CR BJ[7#l, E%EF CCO ZiERIE CR, BA, ERAILLH AWS, Azure #
GCP F o0& 1AM,

18.1.3. HL KR

® Cloud Credential Operator B Cluster Operators & T H

18.2. {FH MINT &=

Amazon Web Services (AWS) . Microsoft Azure #1 Google Cloud Platform (GCP) % #f Mint &=,

Mint 32 Cloud Credential Operator (CCO) MIBNIAMEEFNRELEKXE, ATXHEHNES, &
XMERT, CCO ERIRENERANREIFNERPAMCETEIE, BREGMEBENFENR,

MRELEESEMREIL, NFHFFE CCO FARMEERHHHH CredentialsRequest CR, FF
jjﬁ:’l\?H#@'JL%ﬁ TiE, BNEIERESFMENEEMNR, U mint ERXIFEETEIEAHTEETN
FUESAUBR (F0FH) BIERIE,

le]% mint X EEEF kube-system a3 & 22 B R FEE IR S A FIEN B R R EREMTEHN RS E XK,
BHEITE AWS, Azure 8 GCP BY kube-system Ji B 7z (5 & HE T FH secret,

18.2.1. Mint AU R E 3k
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#cloud-credential-operator_cluster-operators-ref
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#alternatives-to-storing-admin-secrets-in-kube-system_manually-creating-iam-gcp

518 &= EE Rt AL

BA mint A CCO I, EFRERHEMEILFEIZ1THERE OpenShift Container Platform IEE
K, WMRBHMEIERBLIHER mint =X, 1 CCO AL IAM B,

18.2.1.1. Amazon Web Services (AWS) (R
R AWS A5 mint IR IRHEREIES B R L TFHR -

e jam:CreateAccessKey

e jam:CreateUser

e jam:DeleteAccessKey

e jam:DeleteUser

e jam:DeleteUserPolicy

o jam:GetUser

e jam:GetUserPolicy

e jam:ListAccessKeys

e jam:PutUserPolicy

e jam:TagUser

e jam:SimulatePrincipalPolicy

18.2.1.2. Microsoft Azure F{fR
fR1E Azure R mint BRIREMEIE LI BB TE 0 IR S5 = A 18 E A RBYAR 55 E 148,

18.2.1.3. Google Cloud Platform (GCP) #{fR
&1 GCP &4 mint R R R EUE T EF L TINR

® resourcemanager.projects.get

® serviceusage.services.list

e jam.serviceAccountKeys.create

e jam.serviceAccountKeys.delete

® jam.serviceAccounts.create

e jam.serviceAccounts.delete

® jam.serviceAccounts.get

® jam.roles.get

® resourcemanager.projects.getlamPolicy

® resourcemanager.projects.setlamPolicy
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18.2.2. BB E1F root secret 18R,

BN EEERA kube-system 654 22 [ R —NEIE root secret, ATFHRAMAZILERFUEE
ITA LB secret, X ATLLEIY mint FTEIEER mint 220 58, 3{E R passthrough &zt 8 #ZiE root
secret,

secret WIEXNE =R, LA FE CredentialsRequest secret,

Amazon Web Services(AWS)secret 1#&=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Google Cloud Platform(GCP)secret &3\

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

18.2.3. W A MIFR A EE AN FEUER Mint 3
B8, KA AWS #l GCP ZRXMER,

EXNMEXH, B FERAEEASFINEIERLE OpenShift Container Platform, FLRE @A) mint iR —
. B2, XIPMIRESERERMNEREPMIRERE DN BEIE secret,

EIE A A LU Cloud Credential Operator BfTiE K RELEIE, FE%IEFTA CredentialsRequest X5

EEBEMBOLR. B, RIFEERAR, BNAFEEEA—NHFEIL, HERRHKNEILE, W
REZTMNEZFHFHECEREE.

TEIE z-stream FIEI, ERIERAEEAIINFTILERRERIL secret, MRERER
ik, NATRETTEIEIT H

EE RS RN KK AT R H,

BRBLUTESE, ERNERDASESHEHINEEANFNEIL, eXEEFINERERABNEELL
FBEIEE S A secret,

18.2.3.1. FoiR =t N Kk

MRENEMRERRESR T HNEEILE, E851F51EH Cloud Credential Operator (CCO) FARER
SN IR secret,
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RESFIEMTRRIURT CCO REMAMEN., A NEA mint RANKEHRLEILE, BUFoHkR
F A BR A IE O 2 R H 4.

SoREH
o MHEMIAXFHERATEMRMAMN CCOBRNFIRERETIEMTEA LRE :
o W F mint R, F# Amazon Web Services(AWS)F Google Cloud Platform(GCP),
o MEENTHTFES=HMNMEmEONEIE,
o MMEIEB RV REEERHHEM CCO &KX,

WELERE A mint R Azure EEFMIEIERT, EAEMRBE AR E T RRHEHANRS
FIK, Rz, ERFH Azure IR EHE 7 iH secret, FHEN HFE H OpenShift Container

Platform secret,

1. 7 web #Z=5]&#) Administrator i H, SfnEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEMHLFER root secret,

Secret ¥
AWS aws-creds
GCP gcp-credentials
]
H
3. 85 secret HHEHT i Options 35, fA/F1EEE Edit Secret,

4. LK Value FERMIAA, BAUEAXEERRIEAEHRFILEZERES TR,
5. ERATHNEHFMIILE R EH Value FERIIXE, ARER Save,

6. HNRERH CCO BLENERA mint =3, EMBERE 1 CredentialsRequest X & 5| HRE MM
secret,

a. LLEH cluster-admin & &8 A F 5175 %% OpenShift Container Platform CLI,

b. IREXFFBEB| ABEM secret BIZFRFIEp B 22 [A] :

$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Hrh <provider_spec > @R = HEN BB NAE
o AWS: AWSProviderSpec

® GCP: GCPProviderSpec
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AWS Hi tHB9ER 23 7~ 51

{

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator”

}

c. MIBREABIAMEH secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

ﬂ 8 7E secret BIE& TR,
Q IBEEEE secret MR ZE[H],

HB& AWS secret =
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBL BRSNS FMBREIL. MPREIBEAEME secret T3 CCO MFA HiflbR
WAEFIUEFH O FIL.

7. BIFEITIREEEEN :
a. 1E web #ZHIE B Administrator #lfH, %l Workloads —» Secrets,

b. 3Lk Value FERHINA S ZATILKEIE R TR,

18.2.3.2. Mp =N AR

TELL mint B {fEF Cloud Credential Operator (CCO) %% OpenShift Container Platform £&/5, &
AILAMEEE B kube-system &p 4 22 [A] IR EIE A AR EIE secrete REEHATEAN (RERS
BIRRR, WARK) , FREEEGAMEIL,

FEIE z-stream FIEI, ERIERAERAIIINFTILERRERIL secret, MRERER
ik, NATBETTRIEIT H

FTRFH
o EHRRAZRMCCO MR FEIENTES L, XFMFEERE AWS # GCP,

it

1. 7 web #Z=H]&#) Administrator i H, SfnZEl Workloads — Secrets.
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2. 7 Secrets TIEMEXS, FHENEMEHLFER root secret,

Fa Secret &#R
AWS aws-creds
GCP gcp-credentials
]
H
3. mifi5 secret EHEMTT i Options 325, #A/F1L4#F Delete Secret,

18.2.4. At HIR
e FHTF AWS B kube-system T B RIFMEEIE MY secret WER AR
® Azure By kube-system Uil B R FHEEE A5 secret WER AR
® GCP M kube-system 51 B R EFEHEEE A HIH secret WER AR

e 7E Azure ROIEARS £/

18.3. {1/ PASSTHROUGH &=

Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Platform (GCP) . Red Hat
OpenStack Platform (RHOSP) . Red Hat Virtualization (RHV) #1VMware vSphere S #f
passthrough &=,

1E passthrough 3= &1, Cloud Credential Operator (CCO) R EULL LA TE R = EIEHIE K,
FUERIMEBHITREMINR, F ISR SRR P HMTRRRE, @#THEE_IJ«A@'JL% IR BR,
CCO ARZFIAIE passthrough B &I A FRSE Rk,

18.3.1. passthrough #E X R E K

TEfFF CCO M passthrough R, IHHAERSE Tzd EI’J TR B2 1T &R % OpenShift Container
Platform &K, MRBHEMEIEH CCO 51445 — 0] CredentialsRequest CR BYZH 4, NIiZZH
H2EZHERRBTERE API ik &HEER.

18.3.1.1. Amazon Web Services (AWS) F{fR

TRTE AWS ARIRHBY passthrough BRI FE UL T E B R IEEIZ TR EZR OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR IR A i KR,

EHEIFTER CredentialsRequest CR, &[5 AWS FEh11JE IAM,

18.3.1.2. Microsoft Azure f{fE

1R7E Azure FRIREHBY passthrough XY EUEA T E B R IE 21T R EZR OpenShift Container
Platform R AT EHIFFA credentialsRequest CR FIFT A iH KIXR,

EHEIFTER CredentialsRequest CR, &5 5 Azure FEIAIE IAM,

18.3.1.3. Google Cloud Platform (GCP) F(BR
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fR7E GCP AiRHB passthrough BRI FE UL E B R IEEIZ TR EZR OpenShift Container
Platform R AFTEERIFTA credentialsRequest CR I A i KR,

EHFIFTEM CredentialsRequest CR, &S 7y GCP F410JE IAM,

18.3.1.4. Red Hat OpenStack Platform (RHOSP) #(BR

BE7E RHOSP %% OpenShift Container Platform ££2%, CCO FZE%E member A BIRIE
ik,

18.3.1.5. Red Hat Virtualization (RHV) #Y{BR
E1E RHV £& % OpenShift Container Platform 8%, CCO EEEBLUTIRAIEIE :
e DiskOperator
e DiskCreator
o UserTemplateBasedVm
e TemplateOwner

e TemplateCreator

e TEFTF OpenShift Container Platform &M 45 E £ +H B ClusterAdmin

18.3.1.6. VMware vSphere f{FR

E7E VMware vSphere _£%& % OpenShift Container Platform £2f, CCO FEEHLLT vSphere R
EF

3% 18.2. Frs I vSphere 1R

eS| HUBR

HBHERFE HEIZE ]

B Create folder. Delete folder
vSphere #1it AR

M4 S IR

R Yy FER s 2 B T

Fe BRI B F i AR

VAPP AR

REFUM 25 FATR

18.3.2. BEIEEIF root secret &=,
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518 &= EE Rt AL

BN EEERA kube-system 654 22 [ R —NMEIE root secret, ATFHRAMAZILERFAUEE
TN LB secret, X ATLLEIY mint HTEIEER mint 220 58, 3{E R passthrough &=zt 8 #ZiE root
secret,

secret WIEXNE =R, tLATFE CredentialsRequest secret,

Amazon Web Services(AWS)secret &3

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: aws-creds
stringData:
aws_access_key_id: <base64-encoded_access_key_id>
aws_secret_access_key: <base64-encoded_secret_access_key>

Microsoft Azure secret &=

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: azure-credentials

stringData:
azure_subscription_id: <base64-encoded_subscription_id>
azure_client_id: <base64-encoded_client_id>
azure_client_secret: <base64-encoded client_secret>
azure_tenant_id: <base64-encoded_tenant_id>
azure_resource_prefix: <base64-encoded_resource_prefix>
azure_resourcegroup: <base64-encoded_resource_group>
azure_region: <base64-encoded_region>

1E Microsoft Azure F1, ZIiE secret i8R BIEN DA B SERFEMZEN 1D WEME, BNERRERH
. ZERIESTUEEFREHE :

I $ cat .openshift_install_state.json | jq '."*installconfig.ClusterID".InfralD" -r
i Bl
I mycluster-2mpcn
IXAMESFTE secret BIEHHEA, MR :
I azure_resource_prefix: mycluster-2mpcn
azure_resourcegroup: mycluster-2mpcn-rg

Google Cloud Platform(GCP)secret &3\

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
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name: gcp-credentials
stringData:
service_account.json: <base64-encoded_service_account>

Red Hat OpenStack Platform (RHOSP) secret format

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: openstack-credentials
data:
clouds.yaml: <base64-encoded_cloud_creds>
clouds.conf: <base64-encoded cloud_creds_init>

Red Hat Virtualization(RHV)secret &=,

apiVersion: vi

kind: Secret

metadata:
namespace: kube-system
name: ovirt-credentials

data:
ovirt_url: <base64-encoded_url>
ovirt_username: <base64-encoded_username>
ovirt_password: <base64-encoded_password>
ovirt_insecure: <base64-encoded_insecure>
ovirt_ca_bundle: <base64-encoded ca_ bundle>

VMware vSphere secret &=,

apiVersion: vi
kind: Secret
metadata:
namespace: kube-system
name: vsphere-creds
data:
vsphere.openshift.example.com.username: <base64-encoded_username>
vsphere.openshift.example.com.password: <base64-encoded_password>

18.3.3. passthrough &R EiE4EH
#NR CredentialsRequest CR fEE L& AN ML L, EAIFEIEFH passthrough BN ZIELUIH R E

Ko NTWRAMSIRAPHMEIE G, HEARBRELITHEFPH CredentialsRequest CR, E#E|
=N FERTER CredentialsRequest CRIES [l AWS, Azure 8\ GCP Fz5/4/#E IAM,

18.3.3.1. Fiit i =t MR K it

MRENEMRERRESR T HNEEILE, ES51F51EH Cloud Credential Operator (CCO) FRER
SN FEEIER secret,

RESFIEMIRRIURT CCO BEMAMEN., A NEA mint RANKBFRLEILE, BUNFoHR
FA A BR A IE O 2 R H 4.
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FRFH
o THENASAEXFERTEMAN CCOBRAFIREREIENFLS LRE :

o XJF passthrough #=,, ¥ Amazon Web Services(AWS). Microsoft Azure, Google
Cloud Platform(GCP). Red Hat OpenStack Platform(RHOSP). Red Hat
Virtualization(RHV)#1 VMware vSphere,

o MERNTATS=MINMEmEOMNEIL,

o IEUFARBWHINBRIAERPFERA CCO B,
p= Y=
LFE A mint IRNBY Azure EEREIERT, ERERIBRSK B HERE T ZHERNRS
FiR, Rz, E£RFTH Azure RS EARE ik secret, FHENHEFH OpenShift Container

Platform secret,

1. 7 web #Z=H]&#) Administrator i H, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

Fa Secret ¥
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
vSphere vsphere-creds
:
3. m5 secret HHEIMTT i Options 35, fA/F1EEE Edit Secret,

4. L3k Value FERMIAA, B UEAXLEERRIEAEHRFILEZERE TR,
5. ERATHNEHFHIILE R EH Value FERIIXE, ARER Save,

6. HNRERH CCO BLENERA mint 3, EMBERE 1 CredentialsRequest X R 5| BREN MG
secret,

a. LLEH cluster-admin & &8 A F 5175 %% OpenShift Container Platform CLI,

b. IREXFFBEB| AMEM secret BIZFRFIEp R 22 [A] :
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$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Hrh <provider_spec > 2B = AN EBINT NAE
o AWS: AWSProviderSpec

® Azure: AzureProviderSpec

® GCP: GCPProviderSpec

e RHOSP: OpenStackProviderSpec

e RHV: OvirtProviderSpec

® vSphere: VSphereProviderSpec

AWS Hii i B9ER 53 =51

{

"name": "ebs-cloud-credentials",
"namespace": "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace”: "openshift-cloud-credential-operator”

}

c. MIREASIAMEG secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace> 9

ﬂ 8 7E secret BIE& TR,
Q IBEEEE secret By RZE[H],

HB& AWS secret =1
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBR BRI S FMBREIL. MPREIAEAME secret T3 CCO MFA HfiflbR
WAEFIULF OB FIL.

7. BIFEITIREEEEN :
a. 1E web #HIE B Administrator #lfH, %l Workloads —» Secrets,

b. 3Lk Value FERHINA S ZATILKEIE R TR,

18.3.4. TR EZ G /D IR
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%18 = ER N AFEIE
FEfE M passthrough B, FMAAHMARERNOIRHAMARLMAMHER, MREELRBETEHDN
IR, NIFrEHGHE CITRERFIENZAR,

REE, EELURFEIERIBRE D B BRZITEREFAMRAINR, XBEIEZFEMAR OpenShift Container
Platform kA& % 1TH5 & # CredentialsRequest CR & .,

EHF AWS. Azure 5 GCP FrEE# CredentialsRequest CR, F T 2N E R CCO FRAMIR, ESH
N AWS, Azure 5% GCP Fz/6/# IAM.

18.3.5. Hfth ¥R
o ;7 AWS FHhIE IAM
® Jy Azure FEIBE IAM

e 7 GCP FuflE IAM

18.4. FRHF IR

Amazon Web Services (AWS) . Microsoft Azure #1 Google Cloud Platform (GCP) XZ#FFiE=,
EFHERD, ArEETEIEMARE Cloud Credential Operator (CCO) ., EALLER, Tk
TR THEGD AT IZTHEREN OpenShift Container Platform iR Z#] CredentialsRequest CR, 7EE/Z
N E A AN BRI EIE, FTEIEMRIe & 22 [ RO Kubernetes Secret, LAH RSB =N BERIAR
& CredentialsRequest CR,

FERFIRATARTENKFAARABRFIHIIR, MEFEREPFHEEANHNFIL BRAL
BEIEEE AWS A IAM iR, BE, BRFAYNEGMFoFIREH ZTE&RID A,

BRBoHNAEERENERFIIRABIFRE, HSAN AWS, Azure 3 GCP F3/L/# IAM,

18.4.1. A Foh4E M BT IEFH I SR RF
INRERKILZATRRAFRRINT Fik, NEAFHEETEIRIEREH Cloud Credential
Operator (CCO) AIAFIRERD N false, X FRIRA (FIIOM 4.6 Bl 47) , XMNREKBEIEFL,
BEIRRT BHIINR, X TF z-stream hrkA (FIZ0M 4.6.10 El 4.6.11) , AHRALZIE, ESIHFRA
BT EIE,
8 Web #£H]& B Administrator 1 ¥k CCO BE A LAFH Y,

1. 5= Administration - Cluster Settings,

2. BEF CCO KA, Em Cluster Operators FIFRHH cloud-credential,

3. #12 Conditions %84 H1#) Upgradeable A5 False, HEH X 1THRARY
CredentialsRequests BE Y HR, FEFANEIRFER P FohE B9 EIE LT,

PR T NIBEARRNNRATIRAGROUEIFEIEN, TEEEFNAEIEFAENNR, FHHEHLITHRAS
MAHGNFREFFINRER, CCO TERMEXLERTERERMRH, BELER TEER upgradable i%
BN false.

SHNERERNETN " FIIOIR IAM" SR FE 7 iR A BB R B I,

18.4.2. {iFH AWS STS MIF &=
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A LMERFEREE AWS 8%, LUEA Amazon Web Services Secure Token Service (AWS
STS) . EBNX—BERE, CCO X AR BIGEEIE,

BF

%t Amazon Web Services Secure Token Service (AWS STS) BIZ#FRE—NERTIETH
BE, FRTIIETHRER#RLLNE” MARSSF NN (SLA) ¥, EuIREETheE A EA R, 41
EARHERE T IMERFEREN ], XERATITIIEER LMER A RB X BHITheE, H#48
MEEFLNERRERGE L.

BRIAERAT I RE X RSEEERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

18.4.3. Hh 5HR
e 5 AWS F & 1AM
e )y Azure FHI1IE IAM
e 5 GCP FhfllE 1AM

e f{HF AWS STS WFFhER

18.5. 7 STS HF{F A F &

{EH STS BMFESHERE S Amazon Web Services (AWS) BYF AT i 1244,

BF

X AWS B2 GRS (STS) MIZFRB—IMERTIIIRE. AT EIhRERHRLLIE ™ &
ARFSFRMIL (SLA) 25, BRIEENREAEA R, BT HEEE - IMEPERE
file XERATTIHEERTLAE R IRFARMEITIRE, HENSEFLNBRRMARHE
Mo

BRIABRAT I RE X RSEERERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

It IR SRBE R T FEHTRY OpenShift Container Platform 5£2%, AW ELRETEPEE.
ST REFERE F AR RIEE AL IeE Il A £5,

EHA STSMFESERX A, & OpenShift Container Platform $£8¥2H 1418 B8 AWS Secure Token
Service (STS) XHEIRMFEIE. BREABLLEILNAEME IAM AR, XEEIFSEEF X% AWS AP
VAR E NG IAM A B XEX,

& HBCER AWS IAM OpenlD Connect (OIDC) B3 IRHERFLIKR AWS IAM &2 B 5IE R

FRIFTHIEIE, OpenShift Container Platform HiRSS K B H, XLETHEE AWS IAM B, FHH
%542 pod FH AT EMRRIE. SRESE—/NEFRIF,
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518 &= EE Rt AL

K 18.1. STS BilF s

LI

Al

Piihlic kev j

ERHA STS MENERXBELRHNED OpenShift Container Platform AR H#LHI AWS EIFHA A,

HAKHAEIER AWS secret 1=

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
data:
aws_access_key_id: <base64-encoded-access-key-id>
aws_secret_access_key: <base64-encoded-secret-access-key>

Q HER R e,
9 ‘Hi% secret BIE TR,

{1 STS B9 AWS secret &=

apiVersion: vi
kind: Secret
metadata:
namespace: <target-namespace> ﬂ
name: <target-secret-name>
stringData:
credentials: |-
[default]
role_name: <operator-role-name> 6
web_identity _token_file: <path-to-token> ﬂ

HER R e,
‘Hi% secret B9& TR,
HER IAM AR,

- -

pod RS IK S REHIER R, B IX 2 OpenShift Container Platform ZH{4#Y
/var/run/secrets/openshift/serviceaccount/token,
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18.5.1. {5 STS NFE X L4k OpenShift Container Platform 52
LERE N UFHER S OpenShift Container Platform 7 4.7 By STS 8BS A CCO BIERE :
1. QIR AWS FFIR
2. 11T OpenShift Container Platform &2 %

3 WIEEHEEEARERHNEIL

18.5.1.1. Fsh Il AWS TR

ERERE NET A STS WFELEX R ER CCO B OpenShift Container Platform 5£8%, EWlE%F
ORI RE AWS HR,

pri% =
1. £ — 1 FAEASE ) ServiceAccount N % 4 -

I $ openssl genrsa -out sa-signer 4096
2. 4Bk ServiceAccount i RN :
I $ openssl rsa -in sa-signer -pubout -out sa-signer.pub

3. A& S3 FEMBLLEYN OIDC EeE :

$ aws s3api create-bucket --bucket <oidc_bucket_name> --region <aws_region> --create-
bucket-configuration LocationConstraint=<aws_region>

' fNR <aws_region> HI(EHE us-east-1, TN E$5E LocationConstraint %4,
4. {RE S3 7#1H#E#E URL :
I OPENID_BUCKET_URL="https://<oidc_bucket_name>.s3.<aws_region>.amazonaws.com"

5. % OIDC F2i& :

a. fIBE—"% N key.json X, HBEUTER :

{

"keys": [
{
"use": "sig",
"kty": "RSA",
"kid": "<public_signing_key_id>",
"alg": "RS256",

"n": "<public_signing_key_modulus>",
"e": "<public_signing_key_exponent>"
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}
]
}
He

e <public_signing_key_id> 2 MAHERR :

$ openssl rsa -in sa-signer.pub -pubin --outform DER | openssl| dgst -binary -sha256
| openssl base64 | tr'/+'"_-' | tr-d '='

SRR DER &2, X H ZH#HHIRIEHIT SHA-256 checksum, {FH
base64 YRt BB 1TIRIS, SREIS base64 Jrfid %t N base64URL Zwid,

® <public_signing_key_modulus> 2 M REAERKHY :

$ openssl rsa -pubin -in sa-signer.pub -modulus -noout | sed -e 's/Modulus=//' | xxd -
r-p|base64 -w0 | tr'/+""_-"|tr-d '

Z S ITEI AR modulus, 3REX modulus B+ 753 EIHE, 55 ASCI +753 L #
ZHEIREE, [ base64 GRSXT IR F1THRIY, ARTT base64 JRiGHIEHI KN
base64URL %ifid,

® <public_signing_key_exponent> EMAHERKH] :

$ printf "%016x" $(openssl rsa -pubin -in sa-signer.pub -noout -text | grep Exponent |
awk '{ print $2 }") | awk '{ sub(/(00)+/, ", $1); print $1 }' | xxd -r -p | base64 -w0 | tr
l/+l l__l | tr _d l=|

Zan IRINAY exponent I+, IRFERMEMA 0 BRM -+ AERT,
HBRFFIAEY 00 X, 1 ASCI +7t Ay Z it HAR, M base64 Jfdxi BUEI1T
I, RIER base64 nl Bk HES T REEA URL e LUERBIF R,

b. G —/4%) openid-configuration B X/, HEELUTER :

{
"issuer": "SOPENID_BUCKET_URL",
"iwks_uri": "${OPENID_BUCKET_URL}/keys.json",
"response_types_supported™: [
"id_token"
],
"subject_types_supported": |
"public”
],
"id_token_signing_alg_values_supported": |
"RS256"
],
"claims_supported": [
"aUd",
"eXp",
"Sub",
"iat"’

iss",
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Hsubll

]
}
6. L% OIDCEZE :

I $ aws s3api put-object --bucket <oidc_bucket_name> --key keys.json --body ./keys.json

$ aws s3api put-object --bucket <oidc_bucket_name> --key '.well-known/openid-
configuration' --body ./openid-configuration

Hh <oidc_bucket_name> 2 /{&7F OIDC B &M OI3ER S3 F .

7. &1 AWS IAM OpenlD Connect (OIDC) BRI FILEUXLE 4

I $ aws s3api put-object-acl --bucket <oidc_bucket_name> --key keys.json --acl public-read

$ aws s3api put-object-acl --bucket <oidc_bucket_name> --key '.well-known/openid-
configuration' --acl public-read

8. & AWSIAM OIDC B2 t12f :
a. MIEE OIDC ECBRIARSS 23 TR EIE P AE :

$ echo | openssl s_client -servername
$<oidc_bucket_name>.s3.$<aws_region>.amazonaws.com -connect
$<oidc_bucket_name>.s3.$<aws_region>.amazonaws.com:443 -showcerts 2>/dev/null |
awk '/BEGIN/,/END/ if(/BEGIN/){a++}; out="cert"a".pem"; print >out}'

b. EHAR B SRITEIUEPRIIELL

$ export BUCKET_FINGERPRINT=$(openssl x509 -in cert<number>.pem -fingerprint -
noout | sed -e 's/.*Fingerprint=//" -e 's/://q'")

H <number> HREFEHNXHEHHESHF. i, IR 2 EREXHHIHNESHF, NiE
FA cert2.pem,

c. QIS RHERER -

$ aws iam create-open-id-connect-provider --url SOPENID_BUCKET_URL --thumbprint-
list SBUCKET_FINGERPRINT --client-id-list openshift sts.amazonaws.com

d. REBFHOUENSMIREIZFRLEM ARN, X4 ARN #E#FRH <aws_iam_openid_arn>,
9. £ IAM B :
a. HXEEREINE, BEILLLTRAREFHFE CredentialsRequest CR :

$ oc adm release extract quay.io/openshift-release-dev/ocp-release:4.<y>.<z>-x86_64 --
credentials-requests --cloud=aws

Hef <y> fl <z> B5IBERLKH OpenShift Container Platform hRAX S HIEL .
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b. X F&4 CredentialsRequest CR, J—KE7) Web identity 89 IAM B, HEALLF]
OIEER IAM Fp# N, RFLEMNR, HEI—MEEXR, USZRITENSDRH
EFEIMET,
g0, *FF 0000_30_machine-api-operator_00_credentials-request.yaml 11
CredentialsRequest CR, fI/EE— IAM 6, ©aLUIEZRE WEEGIEMN OIDC #1E
RIS, BT :

{
"Role": {
"Path": "/",
"RoleName": "openshift-machine-api-aws-cloud-credentials”,
"Roleld": "ARSOMEROLEID",
"Arn": "arn:aws:iam::123456789012:role/openshift-machine-api-aws-cloud-
credentials",
"CreateDate": "2021-01-06T15:54:13Z",
"AssumeRolePolicyDocument™: {
"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "<aws_iam_openid_arn>"
b
"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {
"<oidc_bucket_name>.s3.
<aws_region>.amazonaws.com/$BUCKET_NAME:aud": "openshift"

}
}
}
]
}

"Description": "OpenShift role for openshift-machine-api/aws-cloud-credentials",
"MaxSessionDuration": 3600,
"RoleLastUsed": {
"LastUsedDate": "2021-02-03T02:51:24Z7",
"Region": "<aws_region>"
}
}
}

Heh <aws_iam_openid_arn> 2302 F 5 REEFREIR ARN,

c. BH—SREIAR, PR BEREEEM ServiceAccount S RALUR L IZAR, &
.Role.AssumeRolePolicyDocument.Statement[].Condition FEREH EF N HEMEE
ServiceAccount Xf REEREMNABHEERR.

e {BX cluster-image-registry-operator B EHET xR, FEHEHUTERYE :

"Condition": {
"StringEquals™: {
"<oidc_bucket_name>.s3.<aws_region>.amazonaws.com:sub": |
"system:serviceaccount:openshift-image-registry:registry"”,
"system:serviceaccount:openshift-image-registry:cluster-image-registry-operator"
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e {ZtX openshift-ingress-operator HI{E1Ex%, EHEBLUTEH :

"Condition": {
"StringEquals™: {
"<oidc_bucket_name>.s3.<aws_region>.amazonaws.com:sub": |
"system:serviceaccount:openshift-ingress-operator:ingress-operator”

]
}
}

e ¥ openshift-cluster-csi-drivers FIfSEXRIERNEBLUTRE :

"Condition": {
"StringEquals™: {

"<oidc_bucket_name>.s3.<aws_region>.amazonaws.com:sub": |
"system:serviceaccount:openshift-cluster-csi-drivers:aws-ebs-csi-driver-operator”,
"system:serviceaccount:openshift-cluster-csi-drivers:aws-ebs-csi-driver-

controller-sa"

]
}
}

e {EtX openshift-machine-api H{EEx%, FEEBFLUTERH :

"Condition": {
"StringEquals™: {
"<oidc_bucket_name>.s3.<aws_region>.amazonaws.com:sub": |
"system:serviceaccount:openshift-machine-api:machine-api-controllers”

]
}
}

10. WFENIAM A, 155 IAM KEEHMEIAE, MXTRH CredentialsRequest X 5 A R BRART S
BIPL PR,
40, *fF openshift-machine-api, %M I0ZEMI0 T IAM KBS -

{

"RoleName": "openshift-machine-api-aws-cloud-credentials”,
"PolicyName": "openshift-machine-api-aws-cloud-credentials",
"PolicyDocument™: {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action™: [
"ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeDhcpOptions”,
"ec2:Describelmages”,
"ec2:Describelnstances”,
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"ec2:DescribeSecurityGroups”,
"ec2:DescribeSubnets”,

"ec2:DescribeVpcs",

"ec2:Runlinstances",

"ec2:Terminatelnstances",
"elasticloadbalancing:DescribeLoadBalancers”,
"elasticloadbalancing:DescribeTargetGroups”,
"elasticloadbalancing:RegisterinstancesWithLoadBalancer",
"elasticloadbalancing:RegisterTargets",
"ilam:PassRole",
"iam:CreateServiceLinkedRole"

],

"Resource": "*"

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlainText",
"kms:DescribeKey"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"kms:RevokeGrant",
"kms:CreateGrant",
"kms:ListGrants"

],

"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantlsForAWSResource": true

1. A%3IZ21T OpenShift Container Platform 2R :

a. fIl# install-config.yaml {4 :
I $ ./openshift-install create install-config
b. FHEHEEFMA CCO UFIIRNRE :
I $ echo "credentialsMode: Manual" >> install-config.yaml

c. BIBREFH
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I $ ./openshift-install create manifests
d. Q# tls B, SFIZaEmEFAH

Birsx & a2 Jtls/bound-service-account-signing-key.key,

$ mkdir tls ; cp <path_to_service_account_signer> ./tls/bound-service-account-signing-

I key.key

e. M%7 cluster-authentication-02-config.yaml 89324 6/3 B & . Authentication CR :

$ cat << EOF > manifests/cluster-authentication-02-config.yaml
apiVersion: config.openshift.io/v1
kind: Authentication
metadata:
name: cluster
spec:
serviceAccountlssuer: $OPENID_BUCKET _URL
EOF

f. W FMETEGTPIRIAED CredentialsRequest CR, fIE—NMHAEED

CredentialsRequest F357~HI B irés & 22 [ F] B AR FHY secret, Btz i hE NGO

# AWS IAM 8 ARN :

openshift-machine-api i secret ;B .= H :

$ cat manifests/openshift-machine-api-aws-cloud-credentials-credentials.yaml

apiVersion: v1
stringData:
credentials: |-
[default]

role_arn = arn:aws:iam::123456789012:role/openshift-machine-api-aws-cloud-

credentials

web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

kind: Secret
metadata:
name: aws-cloud-credentials
namespace: openshift-machine-api
type: Opaque

18.5.1.3. KiF &%

1. T OpenShift Container Platform &&%,
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2. BESEEE%A root Fil
I $ oc get secrets -n kube-system aws-creds
Ve
I Error from server (NotFound): secrets "aws-creds" not found
3. Wi HHREBE secret FHAEEMN IAM AR, MARFEAHE CCO UL
#4 Image Registry Operator B4Rl

$ oc get secrets -n openshift-image-registry installer-cloud-credentials -o json | jq -r
.data.credentials | base64 --decode

BN T REGERNAERN Web H125HE, WITAT :
#48 Image Registry Operator 8%t R~ fl

[default]
role_arn = arn:aws:iam::123456789:role/openshift-image-registry-installer-cloud-credentials
web_identity_token_file = /var/run/secrets/openshift/serviceaccount/token

163



	目录
	第 1 章 身份验证和授权概述
	1.1. 关于 OPENSHIFT CONTAINER PLATFORM 中的身份验证
	1.2. 关于 OPENSHIFT CONTAINER PLATFORM 中的授权

	第 2 章 了解身份验证
	2.1. 用户
	2.2. 组
	2.3. API 身份验证
	2.3.1. OpenShift Container Platform OAuth 服务器
	2.3.1.1. OAuth 令牌请求
	2.3.1.2. API 模仿
	2.3.1.3. Prometheus 身份验证指标



	第 3 章 配置内部 OAUTH 服务器
	3.1. OPENSHIFT CONTAINER PLATFORM OAUTH 服务器
	3.2. OAUTH 令牌请求流量和响应
	3.3. 内部 OAUTH 服务器选项
	3.3.1. OAuth 令牌期间选项
	3.3.2. OAuth 授权选项

	3.4. 配置内部 OAUTH 服务器的令牌期间
	3.5. 为内部 OAUTH 服务器配置令牌不活跃超时
	3.6. OAUTH 服务器元数据
	3.7. OAUTH API 事件故障排除

	第 4 章 配置 OAUTH 客户端
	4.1. 默认 OAUTH 客户端
	4.2. 注册其他 OAUTH 客户端
	4.3. 为 OAUTH 客户端配置令牌不活跃超时
	4.4. 其他资源

	第 5 章 管理用户拥有的 OAUTH 访问令牌
	5.1. 列出用户拥有的 OAUTH 访问令牌
	5.2. 查看用户拥有的 OAUTH 访问令牌的详情
	5.3. 删除用户拥有的 OAUTH 访问令牌

	第 6 章 了解身份提供程序配置
	6.1. 关于 OPENSHIFT CONTAINER PLATFORM 中的身份提供程序
	6.2. 支持的身份提供程序
	6.3. 移除 KUBEADMIN 用户
	6.4. 身份提供程序参数
	6.5. 身份提供程序 CR 示例

	第 7 章 配置身份提供程序
	7.1. 配置 HTPASSWD 身份提供程序
	7.1.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.1.2. 使用 Linux 创建 HTPasswd 文件
	7.1.3. 使用 Windows 创建 HTPasswd 文件
	7.1.4. 创建 HTPasswd secret
	7.1.5. HTPasswd CR 示例
	7.1.6. 将身份提供程序添加到集群中
	7.1.7. 为 HTPasswd 身份提供程序更新用户
	7.1.8. 使用 web 控制台配置身份提供程序

	7.2. 配置 KEYSTONE 身份提供程序
	7.2.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.2.2. 创建 secret
	7.2.3. 创建配置映射
	7.2.4. Keystone CR 示例
	7.2.5. 将身份提供程序添加到集群中

	7.3. 配置 LDAP 身份提供程序
	7.3.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.3.2. 关于 LDAP 身份验证
	7.3.3. 创建 LDAP secret
	7.3.4. 创建配置映射
	7.3.5. LDAP CR 示例
	7.3.6. 将身份提供程序添加到集群中

	7.4. 配置基本身份验证身份提供程序
	7.4.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.4.2. 关于基本身份验证
	7.4.3. 创建 secret
	7.4.4. 创建配置映射
	7.4.5. 基本身份验证 CR 示例
	7.4.6. 将身份提供程序添加到集群中
	7.4.7. 基本身份供应商的 Apache HTTPD 配置示例
	7.4.7.1. 文件要求

	7.4.8. 基本身份验证故障排除

	7.5. 配置请求标头身份提供程序
	7.5.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.5.2. 关于请求标头身份验证
	7.5.2.1. Microsoft Windows 上的 SSPI 连接支持

	7.5.3. 创建配置映射
	7.5.4. 请求标头 CR 示例
	7.5.5. 将身份提供程序添加到集群中
	7.5.6. 使用请求标头进行 Apache 验证的配置示例
	自定义代理配置
	使用请求标头配置 Apache 身份验证


	7.6. 配置 GITHUB 或 GITHUB ENTERPRISE 身份提供程序
	7.6.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.6.2. 注册 GitHub 应用程序
	7.6.3. 创建 secret
	7.6.4. 创建配置映射
	7.6.5. GitHub CR 示例
	7.6.6. 将身份提供程序添加到集群中

	7.7. 配置 GITLAB 身份提供程序
	7.7.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.7.2. 创建 secret
	7.7.3. 创建配置映射
	7.7.4. GitLab CR 示例
	7.7.5. 将身份提供程序添加到集群中

	7.8. 配置 GOOGLE 身份提供程序
	7.8.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.8.2. 创建 secret
	7.8.3. Google CR 示例
	7.8.4. 将身份提供程序添加到集群中

	7.9. 配置 OPENID CONNECT 身份提供程序
	7.9.1. 关于 OpenShift Container Platform 中的身份提供程序
	7.9.2. 创建 secret
	7.9.3. 创建配置映射
	7.9.4. OpenID Connect CR 示例
	7.9.5. 将身份提供程序添加到集群中
	7.9.6. 使用 web 控制台配置身份提供程序


	第 8 章 使用 RBAC 定义和应用权限
	8.1. RBAC 概述
	8.1.1. 默认集群角色
	8.1.2. 评估授权
	8.1.2.1. 集群角色聚合


	8.2. 项目和命名空间
	8.3. 默认项目
	8.4. 查看集群角色和绑定
	8.5. 查看本地角色和绑定
	8.6. 向用户添加角色
	8.7. 创建本地角色
	8.8. 创建集群角色
	8.9. 本地角色绑定命令
	8.10. 集群角色绑定命令
	8.11. 创建集群管理员

	第 9 章 移除 KUBEADMIN 用户
	9.1. KUBEADMIN 用户
	9.2. 移除 KUBEADMIN 用户

	第 10 章 了解并创建服务帐户
	10.1. 服务帐户概述
	10.2. 创建服务帐户
	10.3. 为服务帐户授予角色的示例

	第 11 章 在应用程序中使用服务帐户
	11.1. 服务帐户概述
	11.2. 默认服务帐户
	11.2.1. 默认集群服务帐户
	11.2.2. 默认项目服务帐户和角色

	11.3. 创建服务帐户
	11.4. 在外部使用服务帐户凭证

	第 12 章 使用服务帐户作为 OAUTH 客户端
	12.1. 服务帐户作为 OAUTH 客户端
	12.1.1. 重定向作为 OAuth 客户端的服务帐户的 URI


	第 13 章 界定令牌作用域
	13.1. 关于界定令牌作用域
	13.1.1. 用户范围
	13.1.2. 角色范围


	第 14 章 使用绑定的服务帐户令牌
	14.1. 关于绑定服务帐户令牌
	14.2. 使用卷投射配置绑定服务帐户令牌

	第 15 章 管理安全性上下文约束
	15.1. 关于安全性上下文约束
	15.1.1. 默认安全性上下文约束
	15.1.2. 安全性上下文约束设置
	15.1.3. 安全性上下文约束策略
	15.1.4. 控制卷
	15.1.5. 准入控制
	15.1.6. 安全性上下文约束优先级

	15.2. 关于预分配安全性上下文约束值
	15.3. 安全性上下文约束示例
	15.4. 创建安全性上下文约束
	15.5. 基于角色的对安全性上下文限制的访问
	15.6. 安全性上下文约束命令参考
	15.6.1. 列出安全性上下文约束
	15.6.2. 检查安全性上下文约束
	15.6.3. 删除安全性上下文约束
	15.6.4. 更新安全性上下文约束


	第 16 章 模拟 SYSTEM:ADMIN 用户
	16.1. API 模仿
	16.2. 模拟 SYSTEM:ADMIN 用户
	16.3. 模拟 SYSTEM:ADMIN 组

	第 17 章 同步 LDAP 组
	17.1. 关于配置 LDAP 同步
	17.1.1. 关于 RFC 2307 配置文件
	17.1.2. 关于 Active Directory 配置文件
	17.1.3. 关于增强 Active Directory 配置文件

	17.2. 运行 LDAP 同步
	17.2.1. 将 LDAP 服务器与 OpenShift Container Platform 同步
	17.2.2. 将 OpenShift Container Platform 组与 LDAP 服务器同步
	17.2.3. 将 LDAP 服务器上的子组与 OpenShift Container Platform 同步

	17.3. 运行组修剪任务
	17.4. 自动同步 LDAP 组
	17.5. LDAP 组同步示例
	17.5.1. 使用 RFC 2307 模式同步组
	17.5.2. 使用 RFC2307 模式及用户定义的名称映射来同步组
	17.5.3. 使用 RFC 2307 及用户定义的容错来同步组
	17.5.4. 使用 Active Directory 模式同步组
	17.5.5. 使用增强 Active Directory 模式同步组
	17.5.5.1. LDAP 嵌套成员资格同步示例


	17.6. LDAP 同步配置规格
	17.6.1. v1.LDAPSyncConfig
	17.6.2. v1.StringSource
	17.6.3. v1.LDAPQuery
	17.6.4. v1.RFC2307Config
	17.6.5. v1.ActiveDirectoryConfig
	17.6.6. v1.AugmentedActiveDirectoryConfig


	第 18 章 管理云供应商凭证
	18.1. 关于 CLOUD CREDENTIAL OPERATOR
	18.1.1. 模式
	18.1.2. 默认行为
	18.1.3. 其他资源

	18.2. 使用 MINT 模式
	18.2.1. Mint 模式权限要求
	18.2.1.1. Amazon Web Services（AWS）权限
	18.2.1.2. Microsoft Azure 权限
	18.2.1.3. Google Cloud Platform（GCP）权限

	18.2.2. 管理凭证 root secret 格式
	18.2.3. 带有删除或轮转管理员级凭证的 Mint 模式
	18.2.3.1. 手动轮转云供应商凭证
	18.2.3.2. 删除云供应商凭证

	18.2.4. 其他资源

	18.3. 使用 PASSTHROUGH 模式
	18.3.1. passthrough 模式权限要求
	18.3.1.1. Amazon Web Services（AWS）权限
	18.3.1.2. Microsoft Azure 权限
	18.3.1.3. Google Cloud Platform（GCP）权限
	18.3.1.4. Red Hat OpenStack Platform（RHOSP）权限
	18.3.1.5. Red Hat Virtualization（RHV）权限
	18.3.1.6. VMware vSphere 权限

	18.3.2. 管理凭证 root secret 格式
	18.3.3. passthrough 模式凭证维护
	18.3.3.1. 手动轮转云供应商凭证

	18.3.4. 在安装后减少权限
	18.3.5. 其他资源

	18.4. 使用手动模式
	18.4.1. 使用手动维护的凭证升级集群
	18.4.2. 使用 AWS STS 的手动模式
	18.4.3. 其他资源

	18.5. 在 STS 中使用手动模式
	18.5.1. 使用 STS 为手动模式安装 OpenShift Container Platform 集群
	18.5.1.1. 手动创建 AWS 资源
	18.5.1.2. 运行安装程序
	18.5.1.3. 验证安装




