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B1E FHMIRE

1.1. OPENSHIFT CONTAINER PLATFORM A £ F1 Wk & 32 VE AR
ENEREIER, BOREREEE—ERITEARF1E OpenShift Container Platform 5£2%, HEURERSE
B, EREEN—LRRREFENRBEIUTHIT HNHLEREFTRM A, £ OpenShift Container
Platform /, EAILUNERBIITR S XM, UEEUERMNERERH.
IRTTIE R T EBERT 7510 etcd 2B ; eted & OpenShift Container Platform BIBE(EZE, ©SRIREAR

TR RIVIRE, eted FRERMERE PIEE XA B, 7£ OpenShift Container Platform &, &if
AT LAB H AR EEH) etcd FX A o
WIRFBERBRZTH, HLSthERER,

p= Y=

SRNIEPAERERRE—FE T, BAUXHER, HEIEBDERNZEMERE
B, BAKEBNRIHEIMN control plane IEH, BEMEBEMAIEHEZITR(CSR),

IR RERIBE OpenShift Container Platform JFo;A IR T TF89—LeIER, a0 :

o BME—NEERBLEEE TFNER, REANEMR (0077 StbEsk ML EEn) TEEE
T1E,

o MEHRMMIR T EBHPMELIHAR,
o RELKT K%ZH control plane E#Hl, MMEH eted HEEK,
Wi HARER eted HRER, 1R AT LUBT SRR E B 2 RIS RMIOERIRE

1.2. NERRF SR ERE

ERERBERR, ALUER OpenShift APl HETEIRRIT(OADP) R #14 #1Pk E1E OpenShift Container
Platform LizfTHIN TR

fH/ Velero 1.7, 1RIRMAZEFMNE &2 FHIKE Kubernetes FHRMAERHitR, OADP fERRIRT Restic
REMMRERFAESPV), HIHEIHEE OADP Ik,

1.2.1. OADP Z3K
OADP BLITEK :
o EILLEA cluster-admin A& &M B9 5%,
o BUNBERTHEEEMINREM, LWMUTEHEREE—
© Amazon Web Services
o Microsoft Azure
o Google Cloud Platform

o ZLRARMK


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#graceful-shutdown-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-restoring-cluster-state
https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-features_oadp-features-plugins
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o S3FAXIRTFME, %0 Noobaa = Minio

B

S3 T??ﬁ%E’JCIoudStorageAPl,\E MR INEE. RTINS INEE xQImE}“‘nn AR 55
Tthil (SLA) X<, BB REHATE, AEFHETETIMERFEREN %ﬁ
ARG ThE _Il«/lﬁﬁﬁ)j?zeil_tﬁﬁ%ﬁﬁ’ﬂﬂﬁb, HENKEF LM BRRERGEL

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

o EFfARE&EMDPY, & M\?Jﬁﬁ?\ﬁﬁi'&ﬂ” API 9= 6#, =& Z%F Container Storage
Interface(CSI)IRER, #ILATHEN

o  Amazon Web Services
o Microsoft Azure
o Google Cloud Platform

o ¥ CSIREBMIT=TFE, 0 Ceph RBD 5 Ceph FS

o =
' NREFBFEAIRBED PV, ALAER Restic, iXH OADP Operator &%,

1.2.2. FFIRE N AER
& AT L&Y )2 Backup BE LHTR(CR) RAMNARRF. EA LB T &%
® Backup hooks, EFDIRIEZRIKZEIETTER
e Scheduled backups

® Restic backups

B L@ ] — > Restore CR EIRE N BRERF. EaILUBLE restore hook, LUMETE init Fassk i TR
FAZSHIZITHR,


https://access.redhat.com/support/offerings/techpreview/
https://restic.net/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-creating-backup-cr_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-creating-backup-hooks_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-scheduling-backups_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-creating-restore-cr_restoring-applications
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#oadp-creating-restore-hooks_restoring-applications

B 2E REMXHKRF

B2 8 REMRFKE

AR T REXHRHNT R, HTFEFIETIRRRANERR, SRR ImN XHRE.

2.1, Foo RS

o TEXMIERFAIINIT eted 19,

2.2. R EEEE
ERI 2R AR X IER, LEREERER,

pa -

EHUARERAEN—FRXMER, FHEZeTUERER. ZEXBPE—FF, &
BHEHRITH,

e

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o T eted &1

BE
PATLLRAZRISS BT eted &40, MEEERKFBREEMAEN AT URE S
¥,

e
1 MNREE KK AKX R, EREILH T HANBE A,

$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'

i tH 7 B
I 2022-08-05T14:37:50Zuser@user:~ $ @)

ﬂ NBREHALUERER, HITNERENBRNCAIEEERH, SKEFELN, TEHE
EF RN IBRNIE R BIEK (CSR) RIS kubelet IEH,

2. RHERHPHME T R, EHLUMEHNER Web & 5TRlILIEE, SHEDTLUTE

$ for node in $(oc get nodes -0 jsonpath="{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done

-H 1 RRILD#A, it F27E control-plane TV Mk MBI SRR A, X FEHF 10 M=k
BE TR ABER, 15E REN 10 2B E KNI E, DBRRAEITE T REE—RX
Iﬂo


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd

OpenShift Container Platform 4.7 &3tk S

i tH 7 B

Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.

Removing debug pod ...
Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.

ERUTAEXAHT /AL pod ZE£Z 1L, M DEIERITEI AT REM,
TR AR EF A EE KPR IA] -

$ for node in $(oc get nodes -0 jsonpath="{.items[*]. metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done

_ pa -3
FEXMAET, NEEHEZE OpenShift Container Platform Hrfi 5 BIFRAE pod B9

control plane T s (BFRH master TV )

SHETEAMNTRREEHERR, VEESBCHNIFEME, MRRNEELT
YE MR E B X HBIHEZ control plane T 58, MEEEE control
plane T mIMC N AIHE, REEHFTILUEHRIEE T,

3. XA BRENERKII, MAEREFED LDAP RS 2. EHTRIFRNES B EMEI X
=B

HbBHR
o EHERER


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#graceful-restart-cluster

BIEEBERER
AR T E RS R E E R,
REEEHEEBNAALES T, ETERENBMCRERTHEIARE, A :
o EALiTRRRH etcd HIBHAA
o DEREAEREE AL T R
o B,

MREBRTERE, ERRBUTSR ME D LEIHEERS,

3.1 EREHE
o DXL XMERE,

3.2. B KR
B L EERRETEXTRERE.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o LR RIXERERFER,

Pt =
. BB, WAERTERESK LDAP ARSS 25

2. FAIFRERELE.
FERESENRIMERN A XSG, FIIIMHNER Web #H& E 51185,

FZR/FRN10 980, RFREHEE control plane TT | (HBFFH master TTm) BRRE,
3. WIEFRA control plane 7 &R S 7ELE .
I $ oc get nodes - node-role.kubernetes.io/master

INRREH Ready, WML TFHIE AR, N control plane T REFL :

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.20.0
ip-10-0-170-223.ec2.internal Ready master 75m v1.20.0
ip-10-0-211-16.ec2.internal Ready master 75m v1.20.0

4. AR control plane T AL, FEEEAFHAEIERZEZIEK (CSR).

a. IKEXZET CSR %%,

I $ oc get csr


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#graceful-shutdown-cluster
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b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR BI& R,

c. EBIMEMRHICSR :
I $ oc adm certificate approve <csr_name>
5. 7E control plane T RELZE G, FLUEFRE worker T REB B,
I $ oc get nodes - node-role.kubernetes.io/worker
RSN Ready, fATFIR, NIHKER worker TR BFLEE ¢

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.20.0
ip-10-0-182-134.ec2.internal Ready worker 64m v1.20.0
ip-10-0-250-100.ec2.internal Ready worker 64m v1.20.0

6. IR worker T AR, HRERTAFIENIERZERAIER(CSR),
a. REXH AT CSR 5%k,

I $ oc get csr
b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR B4R,

c. #EFPEMHICSR:

I $ oc adm certificate approve <csr_name>

7. BIERHESEIERE.

a. MEZLBEBRNHERE Operator,
I $ oc get clusteroperators

i€ %8 DEGRADED 54 True B9% ¥ Operator,

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 4.7.0 True False False

cloud-credential 4.7.0 True False False

cluster-autoscaler 4.7.0 True False False

config-operator 47.0 True False False

10



console 4.7.0 True False False 62m
csi-snapshot-controller 47.0 True False False 66m
dns 4.7.0 True False False 76m

etcd 4.7.0 True False False 76m

b. KMEMA T REELT Ready K :
I $ oc get nodes
KRERE T AR ESZ2E H Ready,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.20.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.20.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.20.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.20.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.20.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.20.0

MRKBHITREWRTD), EAIRFEMEA eted F2KRIKERE

Hi 5w
o MREBHEBREERRITERERZT, HEHHMER MRTHISERT,

1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-restoring-cluster-state
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4.1. OADP INEEFHHE
OpenShift API I FT#IBIR I (OADP)IhAE, AL T &R E N AR,

EIAFRMHE Velero BB SR ERHNFEEM, FHEHDFIRE OpenShift Container Platform B,

4.1.1. OADP IfifE
OpenShift API F F#IE R (OADP) X #LA T ThEE :

Backup

B U RERTHWRAE TR, SEETLIRER, SRR E TR,

OADP &1 ¥ Kubernetes X R A ERFRRIRTE NI RIFHE LRI FR TR AP Kubernetes XTRFA
iR, OADP [FRREHRIR API S@id BEEMEE O (CSH BB IRBR LMD IFAMESPV). HFAR
TRIRBOSHNE, OADP {8 Restic &9 BHRH PV #iE,

e

BRI LUME D FIRE TR PV, ERURESMPHMANR, HEREGRZEFR. PV HirZEdiE
RE IR R,

VAR
& m] LU 18 E 89 B BR 1 B 7515
Hook
& A LUEF hook 1E pod EMIRZHIZITMIS, 40 fsfreeze LUFRLE SR, EATLUSF hook BRiE N

EEDRIRE 2 BIHZEIZ1T. RE hook FTLUTE init BB BIZEARFIZT.
4.1.2. OADP f&E{f

AT HIERYT(OADP)EY OpenShift API Rt T S BN BISR B BIRIA Velero i, UFF&MHMIKE
1B1F, BRI LUIRYE Velero TEMOIR B E LM

OADP £/ OpenShift Container Platform #JR &9 #0 Container Storage Interface(CSI)RERIZ 4L T 1
1,

¥ 4.1. OADP &

OADP & TheE
aws FERANREEGHINRE AWS S3
Kubernetes ¥4,
FERRBEOIRES, AWS EBS
azure FERNREESHNRE Microsoft Azure Blob Zfi#
Kubernetes ¥4,
FERREEDNRES, Microsoft Azure B IEHIREEL

12


https://velero.io/docs/v1.7/custom-plugins/

B 45 NARFEHMKE

gcp FERANREREEONRE Google Cloud Storage
Kubernetes %4,
FERARBEMHHIKRE S, Google Compute Engine ik
openshift FERANREEEONRE X RIFHE
OpenShift Container Platform #f
g, [
csi E/ CS| B & pikE S, 2 X CSIRIR T TFHE
. WH.

2. csiffEE{#ER Velero CSl beta [REE API,

4.1.3. %F OADP Velero ¥
I Velero I, A LIERE FFhL BB -
o ER\THRIFEN
o BT IEM
FFhEG SR AL, BASHASEDEE— SRS EELT.

4.1.3.1. Bk Velero =N AHHH
LR E 2P EE oadp_vialphal_dpa.yaml TR, ERILIZREZELLTEIA Velero TN M4 -
® AWS (Amazon Web Services)
® GCP (Google Cloud Platform)
® azure (Microsoft Azure)
e openshift (OpenShift Velero plug-in)
e CSI (A&#Fi#EREO)
e kubevirt (KubeVirt)
EEE IS, EELITE oadp_vialphal_dpa.yaml X435 ErF B RIEIAIE S,
AN B e

LUF .yaml XHS%% openshift. aws. azure #1 gcp 4 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: dpa-sample

13


https://velero.io/docs/main/csi/
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spec:
configuration:

velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

41.3.2. HE X Velero &t

IR 7EER EHA R BB oadp_vialphal_dpa.yaml X, @54

Velero 4.

EEE IS, K LITE oadp_vialphal_dpa.yaml X418 ErFEH B E UiEH.

B

LAF .yaml X &% E1AB openshift, azure 1 gcp i, UR—1BEE LEH, HEFH custom-
plugin-example #1 image quay.io/example-repo/custom-velero-plugin :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:

velero:

defaultPlugins:

- openshift

- azure

-gcp

customPlugins:

- name: custom-plugin-example
image: quay.io/example-repo/custom-velero-plugin

4.2. RZEHMBLE OADP

4.2.1. x F &% OADP

ENEREER, EALLRIT %% OADP Operator EANHIRRT(OADP)ZR % OpenShift API, OADP

Operator &% Velero 1.7,

FE %P Kubernetes BHRFMANE R, DI REFHRFESMMAE, WATEMREZ—:

14

Amazon Web Services
Microsoft Azure
Google Cloud Platform
ESVSENTPS

S3 AN RFNE, 0 Noobaa Bk Minio

M BERM Ak ZEAE L


https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#installing-oadp-mcg
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BF

S3 ##{#H CloudStorage APl R /\ZE MRARTRBIThEE. AT IREE x?Iﬁlaf‘nnHE
Tethill (SLA) ¥, HINBEWREHAFTE. LT HEELEIMEREREN, %ﬁ
ARINEINE Tklﬁ!ﬂi)*’?miﬂ!ﬂ%ﬁﬁ’]lﬂﬁb, HENSEF LM BRIRHRBE L.

BRIABRATI I REXRSEEFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

Al AR A IR BR K Restic &2 FFAMESB(PV),

EFRARBED PV, EBUHA—DIRFERERRE API 3 Container Storage Interface(CSI)RIBE = AL
i, MAT=HNEz—

e Amazon Web Services

® Microsoft Azure

e Google Cloud Platform

o R CSIREBM=HNF, #0 OpenShift Container Storage
MREH SRV AAZFFIRR, HEBHEMER NFS, B LUER Restic #13N ARRE.
BRI LR F RS I DI — 1 Secret W R, ARBEREHBERT N ARRE.
Hith BHiR

o Velero X4 E R B AR B A B,

4.2.2. 77 Amazon Web Services H{THIE RN R &EFEE OpenShift API

IR LIRS %k OADP Operator, 7/ Velero BB AWS, ARELEHRFERITN ARRE, LT A Amazon
Web Services(AWS)BI#IE{RT (OADP)H] OpenShift API,

5

S3 kY CIoudStorageAPI,\E MRARTRBIZhEE. FATIREE x?Ifllaf‘nnHE
Tthil (SLA) ¥, HINBEWREHATE. LT HEEEIMEREREN, %ﬁ
ARINEINE Tklﬁﬁﬁ)*’?miﬁ!ﬂi%ﬁﬁ’]lﬂﬁb, HENSEFLMBRIRHR RN

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

BEZRMLEIMEH %S OADP Operator, &8 e 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLEHER Operator Lifecycle Manager,

4.2.2.1. 2% OADP Operator

1% A] LUE A Operator Lifecycle Manager(OLM)7E OpenShift Container Platform 4.7 £ &3 3R R {7
(OADP)Operator B9 OpenShift API,

OADP Operator &% Velero 1.7,

FoRFM
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o MNFLLESH cluster-admin F R B9 &5,

1. £ OpenShift Container Platform Web #£#|&H, ifi Operators —» OperatorHub,
2. {8/ Filter by keyword F & & % OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B f1 %% Operator,

5. = Operators - Installed Operators % F &%,

4.2.2.2. Bdi® Amazon Web Services

1A LN OpenShift API B2 Amazon Web Services(AWS) LA 1T 8RR (OADP),

FoRFH

o BE&RE AWSCLL
SR
1. Xi& BUCKET Z & :
I $ BUCKET=<your_bucket>
2. %i& REGION % & :
I $ REGION=<your_region>
3. fIE AWS S3 Fhi#iE :

$ aws s3api create-bucket \
--bucket $BUCKET \
--region $REGION \
--create-bucket-configuration LocationConstraint=$REGION ﬂ

us-east-1 7~ #F LocationConstraint, MNREMX 152 us-east-1, B --create-
bucket-configuration LocationConstraint=$REGION,

4. BIE—NIAM A
I $ aws iam create-user --user-name velero ﬂ

ﬂ INREMFEH Velero F1R BB S S3 FIERMWER, HHEBIMERUIE—ITH—RF &,

5. fil# velero-policy.json XX {4 :

I $ cat > velero-policy.json <<EOF
{

16
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"Version": "2012-10-17",
"Statement”: |

{

}

]
}
EOF

6. MINsRES,

"Effect": "Allow",

"Action": [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

"Effect": "Allow",

"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::${BUCKET}/*"

]

"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3::${BUCKET}"

]

77 velero B 1% FRIEANER :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero \
--policy-document file://velero-policy.json

7. N velero FA F I 17 B5H -

I $ aws iam create-access-key --user-name velero

it Bl

B 45 NARFEHMKE

17



OpenShift Container Platform 4.7 &3tk S

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T22:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>,
"AccessKeyld": <AWS_ACCESS_KEY_ID>

}
}

8. fl|# credentials-velero 314 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

ELEHEIREY N BRER, ReELU#EA credentials-velero XX {5 AWS ]# Secret %1%,

4.2.2.3. QBB TFHHHIRBAERN secret
MR FEEEREL, BTN RARBRAAECZE— Secret X R,

Secret BI2k1\ &5 cloud-credentials.

FeREH

o NREMM=EMMIERBERNEIL,

o I Velero BRB X R 1765,

o BNLLEYMIR I NN REFEEAIE— credentials-velero XX 14,
= -

DataProtectionApplication BE X HJR(CR)FEZ—1 Secret i {TR%E., MR%
B8 E spec.backupLocations.credential.name &, & {FHERIAEZFF,

MNREAREIRESMDMUBSIRRAE, NATFEHEZ credentials-velero X412
T BRI\ & FREY Secret,

P2
o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application K, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:#5|F,

4.2.2.3.1. ARERNF RS LB X IFACE secret

18
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INRIE D IIRBAEFERARRMEIL, EALE credentials-velero X403 MBI E %,

RIE, BATLLBIE— Secret X R F1E DataProtectionApplication B E X ¥R(CR)FIEER B E.

TR
. FEREEMARBAENMEIIEEEDZE — credentials-velero X4, N TFHIFFE :

[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

[volumeSnapshot]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. {#M credentials-velero 2 #41l|% Secret XI5 :

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. 1f DataProtectionApplication CR FRNINBCES, 0 FAIFTR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default
velero:

provider: aws

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

config:
region: us-east-1
profile: "backupStorage"

credential:
key: cloud
name: cloud-credentials

snapshotLocations:
- name: default
velero:

provider: aws

config:
region: us-west-2
profile: "volumeSnapshot"

4.2.2.4. BEEBHRRT N RAERF
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EA LUEC B Velero FHRAEFH/IEEBEE S CAIEF,

4.2.2.4.1.%i& Velero CPU fIRELES

& 7] L@t 4w DataProtectionApplication B 7€ X HR(CR)E .34 Velero pod i%& CPU MINFS
fic.

SeRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

£

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FR{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
spec:
configuration:
velero:
podConfig:
resourceAllocations:
limits:

cpu: "1" 0

memory: 512Mi g
requests:

cpu: 500m 6

memory: 256Mi ﬂ

w; millicpus 2% CPU HytrigEE. BRIAEH 500m = 1 CPU HT,
@ =i 512Mmi

© MM 500m = 1 CPU #3T,

@ =il 256Mi

42242 . ]3AB%4% CAIED

R i@ 4w DataProtectionApplication B E X HIR(CR)EHR AN REFHERABE®R CAES, KL
B LE SR JIA A& AL 25 2 BE S

FoRFM

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

£

20
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o Zi%H DataProtectionApplication CR j& 5.8
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 L CA IEHFHFE,
Q WA false SRZF SSL/TLS R4,

4.2.2.5. ZEBERY NAERF
157 LU 0|2 DataProtectionApplication API 89515l S %2 2 MR R I N FF2E (DPA).

SeRFH
o BiJi%%E OADP Operator,
o MIN RIFMHEERE N SR LE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMREFMIILIBABMFBERANEILL, BUIGETHERIAGAT cloud-credentials #J Secret,

o MREFMMEBMBMFBARNEIL, N IEREINELFR cloud-credentials /& —
Secret, HEH & a%ﬁﬁﬂ'lk BB EIFHMRIIERE S,

Pz
MRERBAELREKIREPIBEESDHIRBAE, EJLIERZ credentials-velero
XHEOEEIA Secret, HNRZBEIA Secret, TR KIN,

£

1. == Operators — Installed Operators #1%#: OADP Operator,

21
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22

2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 IS5 :

@ 60 o © 9

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
namespace: openshift-adp

spec:

configuration:
velero:
defaultPlugins:
- openshift ﬂ
- aws
restic:
enable: true 9
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix>
config:
region: <region>
profile: "default”
credential:
key: cloud
name: cloud-credentials 9
snapshotLocations: G
- name: default
velero:
provider: aws
config:
region: <region> a
profile: "default”

openshift iH4 2 THI, FEEFE OpenShift Container Platform &8 E &3 #1118 4 22
Il

IR B Restic &k, B false, Restic BE—NFIH2E, XEKEZE worker
T m#&RiZ1TA Restic pod., &R LLET/E Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TED.

BEFERIFEHEMNEMUE. MREERTZ Velero &M% BEMEIE, BRIEE—

GIE <8
MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

EELOBER Secret M REVET, WMREBHREXIME, NEAIRKIME cloud-
credentials, MREIEET BE XL, NERBELAFEITEMME,

INRIBMERA CSIRIRK Restic &2 PV, NAFEREERRLUE.,



4% NAREEHHIKSE
Q@ HRBEBELFSPVETRA—KH,

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

it Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.2.5.1. ¥t DataProtectionApplication CR H1/3H CSI

& 7] LATE DataProtectionApplication B Y %T/R(CR)A /5 Container Storage Interface(CSI) R &%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM
o SN EIMAIR CSIHRER,

L2

e ’i%E DataProtectionApplication CR, I FHIFR :

I apiVersion: oadp.openshift.io/vialphai

23
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kind: DataProtectionApplication

spec:
configuration:

velero:
defaultPlugins:
- openshift
- CSi

featureFlags:

- EnableCS! @)

© Fmcsi BtilEL.

Q 51 EnableCSI SHEEHT 5.

4.2.3. 77 Microsoft Azure FIEIERIT R EFIECE OpenShift API

& A LR iT %2 OADP Operator, /7 Velero BCi& Azure, $RE%%% Data Protection Application, &

Microsoft Azure ZEHIEFRT(OADP)HI OpenShift API,

BE

S3 #fi##) CloudStorage API R 2 — MR TIEE, BT EIEER L8 MRS
Tl (SLA) X%, BIIEETREHATE, AERHERETIMERFERAEN, XL
AT ThEERT LA F iR B I FATIRE, HAENSEF LN BIRER R L.

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

BEZRMLEIMEH %S OADP Operator, &/ E 5t 2 FAEIARI OperatorHub JRF 5§ Operator B
Ko FIEHSHEZRMLHER Operator Lifecycle Manager,

4.2.3.1. 2% OADP Operator

1% A] LUE A Operator Lifecycle Manager(OLM)7E OpenShift Container Platform 4.7 £ %3 3R R {7
(OADP)Operator B9 OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNFLLEH cluster-admin F R A B1D &5,

SR
1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators - OperatorHub,
2. {8M Filter by keyword F & &% OADP Operator,
3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B f1% % Operator,

24
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5. = Operators - Installed Operators 4 F &%,

4.2.3.2. Bidi& Microsoft Azure
%A LN OpenShift API BZ& Microsoft Azure LUH4TEIRIR I (OADP),

FRFM

o B&%& Azure CLI,
SR
1. &R E Azure:
I $ az login
2. 1%i& AZURE_RESOURCE_GROUP %' :
I $ AZURE_RESOURCE_GROUP=Velero_Backups
3. B Azure HRA :

I $ az group create -n $AZURE_RESOURCE_GROUP --location CentralUS @)
@ H=EHE
1% AZURE_STORAGE_ACCOUNT_ID 75 & :

I $ AZURE_STORAGE_ACCOUNT _ID="velero$(uuidgen | cut -d - -f5 | tr [A-Z]' [a-z])"

5. BI|# Azure FFHEIK -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

6. 1%& BLOB_CONTAINER Z£ :

I $ BLOB_CONTAINER=velero

7. BIE Azure Blob A SS :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

25
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8. IRERFFHEM /Uy [ B -

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT ID\
--query "[?keyName == 'key1'].value" -o tsv’

9. filiZ credentials-velero 3744 :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES

S_KEY} @
AZURE_CLOUD_NAME=AzurePublicCloud
EOF

ﬂ WhE, 1NR credentials-velero X4 REBERS EEREIE, NTEEFHDAEHR,

L% Data Protection N g, EHALUE credentials-velero 3244 Azure ]2 Secret Xt
e

4.233. HIBATHHMREBAIERN secret
MEFRABRMEIE, ETUNERHIRBAEE— Secret X &,

Secret F92k1\ & F1/ cloud-credentials-azure,

FeREH
o NREMMTEHMIERBERNEIL,
o iR Velero BB & X 1745,
o BILLE YR NN REFEEAIE— credentials-velero XX 14,
-

DataProtectionApplication BE Y FJR(CR)FEZE—1 Secret i {TRE., MR%
B8 E spec.backupLocations.credential.name &, I|&{FHERIAEFR,

MNREAREIRESMDMUEBSIRRMAE, NATFEHEZ credentials-velero X401
T BRI\ B FREY Secret,

P2
o FERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

26
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1L % Data Protection Application i, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.23.3.1. AFEMNE PR S A EZIERE secret
MBS MIREMBFERATENEIE, HUEH Secret W5 :

BEBE LEMBEMAIE Secret. BE L& FRTE DataProtectionApplication B E X %R (CR)
B spec.backupLocations Ht 15 7E,

H A EBINL TR cloud-credentials-azure HJIRER(IE Secret, Lt Secret N7
DataProtectionApplication CR 15,

MBI RN E N RRAE QR — credentials-velero XX 14,

. RN EFRNIRBAIE D] Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

IR REELUE—DNA TSP AER credentials-velero X4,

. BRBE BTN EMDIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

1F1#5 8 B E L& Secret 7 INE| DataProtectionApplication CR /1, N IR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: <custom_secret> ﬂ
provider: azure
default: true
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:

27
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config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true"

name: default

provider: azure

Q BEEBE LA EPAIE Secret,

4.23.4. BBEBEART NRERF
EA LUEC B Velero FHRAEFHIEEBEE S CAIEF,

4.2.3.4.1. % & Velero CPU MINEFS S

& 7] L@t 4w DataProtectionApplication B 7 X HR(CR)E 3 4 Velero pod i%& CPU HINFS
[

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

L

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

limits:
cpu: "1" ﬂ
memory: 512Mi g

requests:
cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3% CPU BITHIEEE. FIAE 500m =k 1 CPU #.T,
BRNEN 512Mi,
ZRIA{E 500m =% 1 CPU #.7g,

0009

ZIAE H 256Mi,

28
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4.2.3.4.2. FAB%E%A CAUEH

& i@ s 4w DataProtectionApplication B E X HIR(CR)EHR AN REFHERABE®R CAES, KL
B LE SR JIA A& WA 25 2 BE S

FRFM

o BJEET OpenShift API for Data Protection(OADP)Operator,

£

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 L CA IEHFHE,
Q WA false SRZEF SSL/TLS R4,

4.2.3.5. ZERBEFET N AERF
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 2 #UIR IR I N FAF2FE (DPA),

FRFMH

o RN EEE OADP Operator,

=

o BN REFMHECE N FIDLE,

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMREFMIILIBABMFBERANEILL, BUI0ETHERIAGAT cloud-credentials-azure B9
Secret,

29
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o MRFMHMRBLABFERFRMNFEIL, BUAOZENA Secret :

o WAEMMENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR 1,

o HHAEKIALM cloud-credentials-azure 4 secret, FATIRIBIE, X/ Secret 1T
DataProtectionApplication CR F#%5|F,

. MREABAREIRPEESHNRRLAE, ERILUERZ credentials-
n velero X832 FKIA Secret, #IREAFIA Secret, REITFKM,

R
1. = Operators — Installed Operators F1%# OADP Operator.
2. £ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- azure
- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure G
provider: azure
default: true
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix> 6
snapshotLocations:
- velero:
config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
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incremental: "true"
name: default
provider: azure

openshift iH4 2K, FEEFE OpenShift Container Platform &8 E &3 F11k 8 4 22
I8,

IR B Restic ik, W iB ) false, Restic BE—NTFIH2E, XEKEZE worker
T m#&BiZ1TA Restic pod. &R LLET7E Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D

187 Azure ¥R,

187 Azure FHATKF 1D,

87 Azure 1115 1D,

MRS EIEEX/ME, N{EAZRIAE cloud-credentials-azure, MNREIEETHE L E
o, NFERBE LA HFITERAIE.

EEFERIFEHEMNEMUE. MREERTZ Velero &M% BEMEIE, BRIEE—

ML

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

90 &9 9696006 © 00—

INRIBMERA CSIRIRSK Restic &2 PV, NAFEREERRLUE.,

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
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deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.3.5.1. £ DataProtectionApplication CR /2 CSI

& 7] LATE DataProtectionApplication B Y ¥T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM

£

o ’w%E DataProtectionApplication CR, 1 THIFIR

1]
2]

o TN FEMIITFF CSI R,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:

velero:
defaultPlugins:
- openshift
- CSi ﬂ

featureFlags:

- EnableCS! @)

A0 csi gkl}\?ﬂi—'{q:

//J\\jJD Enablecsl IjJ jﬂ_il:lllt_\o

4.2.4. REZFEE OpenShift APl LLi#1T Google Cloud Platform BJEIER

&) LLOE S %k OADP Operator, 4 Velero B2 GCP, ABREHIERIIN B, #H Google
Cloud Platform(GCP)%%& OpenShift AP,

BF

S3 kR CIoudStorageAPI,\E MRARTRBEZhEE. FATIRE x?IlIlaf‘nn ARSS
Tl (SLA) ¥, HINBEWREHATE. LT HEELEIMEREREN, %ﬁ
ARINEINE TM@%F&EW@%&E’JI}JHb, HENSEF LM BRIRHRBE L.

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,


https://access.redhat.com/support/offerings/techpreview/
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BERRMEEINTHRZZ OADP Operator, EMVITHE FoRHFAIARI OperatorHub IR F1%%& Operator H
Ko HIRIEBHEZRMZEHEF Operator Lifecycle Manager,

4.2.4.1. %% OADP Operator

1% A] LUE A Operator Lifecycle Manager(OLM)7E OpenShift Container Platform 4.7 £ %3 3R R {7
(OADP)Operator B9 OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o WHLLER cluster-admin F R 19 & %,

SR
1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators » OperatorHub,
2. {8/ Filter by keyword F & OADP Operator,
3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators % F &%,

4.2.4.2. Bgi& Google Cloud Platform

5 FEARRIT(OADP), &AL OpenShift APl BEZ& Google Cloud Platform(GCP),

FoRFM

o MZET geloud 1 gsutil CLI TE, i#EEEE Google =X,

CZ
1. BXE GCP:

I $ gcloud auth login
2. %& BUCKET & :
I $ BUCKET=<bucket> @)

Q EEFhER R,

3. QIRTFHERE

I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID ZFEXE NEBEERIIR :

I $ PROJECT_ID=$(gcloud config get-value project)
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5. QIEARSSHR

$ gcloud iam service-accounts create velero \
--display-name "Velero service account"

6. FUIHARSSIKS

I $ gcloud iam service-accounts list

7. &i& SERVICE_ACCOUNT_EMAIL £, FH5 email {HILE :

$ SERVICE_ACCOUNT_EMAIL=$(gcloud iam service-accounts list \
--filter="displayName:Velero service account" \
--format 'value(email)')

8. MIINZRER, 5 velero A ZFATRIR :

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)
9. fi|# velero.server HE X A :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server"\
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

10. NIEZHM IAM FEIEHE -

$ gcloud projects add-iam-policy-binding $PROJECT_ID \
--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

1. E|#H IAM RS -

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

12. 1AM R S51K P OB R 7 B 24 51 B Sk 89 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1E %% Data Protection Application &, &7 LA{#F credentials-velero 3X {45 GCP fljE
Secret 1 &,
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4.2.4.3. EZATF SO HIRBAIEMN secret
MR FEREREL, BTN RFARBRAAECZE— Secret X R,

Secret B9EKIA &M cloud-credentials-gcp,

FeREH
o NREMMTEMMIERBERNEIL,
o RN Velero BEB X R 1765,

o BILLE YR NN REFEMHEAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

1L % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:#5|F,

4.2.4.3.1. A FRERNEFHHRE ALEZIFACE secret
MBENEDMIREMBERFTRBNEIE, HOEF Secret 4 :

o EHBEENAMMEDAIE Secret, BE AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations Ht 15 7E,

o HHMILLZ cloud-credentials-gcp FIR B E Secret, It Secret ~1E
DataProtectionApplication CR 15 €.

P
1. NIENENENRRAEGE— credentials-velero XX 14,

2. FRBRIARHARIRAECZE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHXSTREMAUIE—DNE TP AIER credentials-velero XX,
4. FHBEE LA NEMALIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE L& Secret 7~ INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
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metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotlLocation: us-west1

Q BEBE LA EPAIE Secret,

4.2.4.4 BBEBURGRIT N BAER
EA LUEC B Velero FHRAEFH/IEEBEE S CAIEF,

4.2.4.4.1. %18 Velero CPU HIRES S

& 7] L@ 4w DataProtectionApplication B 7E X HR(CR)E 3 4 Velero pod i%& CPU fINFS
fic.

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FpI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:
limits:

36



B 45 NARFEHMKE

cpu: "1" 0

memory: 512Mi g
requests:

cpu: 500m 6

memory: 256Mi ﬂ

£ millicpus 3 CPU BTHIEEE. FIAE 500m =k 1 CPU #.T,
BIED 512Mi,

BRIAMEH 500m % 1 CPU T,

BAAE 256Mi,

0009

4.2.4.4.2. [3AB%4& CAEH

R i@ 4w DataProtectionApplication B E X HR(CR)EH R AN REFHERABE®R CAES, KL
B LE SR JIA A& WA 25 BE S

FoRFH

o RNIZET OpenShift API for Data Protection(OADP)Operator,

L

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config £X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

87 Base46 ZiLH) CA LB ERF R,

®9

WITH false EEF SSL/TLS 2,
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4.2.45 ZEBREET N AERF
AT L@ T A2 DataProtectionApplication API BYSEff S 2 S 8RR b A2 (DPA),

FRFM

o RJi%%E OADP Operator,
o MIINN RIFMHEERE N SR LE.

o MRMBARBREMD PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|k/ \O

o MREMMRBAEMAERNEIE, BYI0IETHIINEH cloud-credentials-gcp B9
Secret,

o MREMMRBLABRBABNEIE, BWHHOIEMA Secret :

o WAEMMUENHETE XEZMH secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR .,

o HHEILELF cloud-credentials-gcp B secret, FFIRBAIE, X1 Secret R{E
DataProtectionApplication CR F#%5|F,

MNBREABELREIRPIBEESHIRRAE, ELUFEHRZ credentials-
velero X4 022K\ Secret, WEREZEEIA Secret, ZREFFKM,

SR
1. 5= Operators — Installed Operators #1%#: OADP Operator,

2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5¥#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcp
- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
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name: cloud-credentials-gcp 6

objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix> 6

snapshotLocations:
- velero:

provider: gcp

default: true

config:
project: <project>
snapshotLocation: us-west1 ﬂ

openshift iH4E 2B, FEEFE OpenShift Container Platform &8 E &3 #1118 4 22
Il

IR B Restic &k, WiB ) false, Restic BE—NTFIH2E, XEKEZE worker
T m#&BiZ1TA Restic pod. &R LLETIE Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D

MRHRBREXME, NEREIAE cloud-credentials-gep. INREIEE T BE L&A,
NMEF B & LMt T & AE.

BEFERIFEHEMNEMUE. MREHERTZ Velero #0M% BEMEIE, BRIEE—

NI
MRFEERATSNEM, HH Velero #01EE—18IZ, 10 velero,
INRIBMERA CSIRIRSK Restic &2 PV, NAFEREERRLAE.,

RBALE RIS PV L FRE— K,

S9® 6 6 © 9O

4. = Create,
5. BT EE OADP HiRFELIF &L :

I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s
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NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.4.5.1. £ DataProtectionApplication CR #1/& fi CSI
& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
SeREH
o LN EM ISR CSIRIER,

L

e %k DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:

velero:
defaultPlugins:
- openshift
- csi

featureFlags:

- EnableCS! @)

© 7 csiBtilEL.

Q 510 EnableCSI SHEEHT .

4.25. [FAZ XN RMRLZEFEE OpenShift API LLFHITEIRET

&AL %2 4% OADP Operator, fll# Secret IR, AELZERBIEFRITNARRE, REZWHE Multicloud
Object Gateway(MCG)HI#IE{RIT(OADP)HI OpenShift API,

MCG 2 OpenShift Container Storage(OCS)M—/MH M, EATLUE MCG BRE N
DataProtectionApplication B & Y ¥R (CR)FHIFDLE.
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BF

SBT??TL%B’JCIoudStorageAPI,\E MRARTAEINEE. BORTINTIRE R R LLME T mAR S5
Tethill (SLA) ¥, HINBEWREHAFTE. LT HEELEIMEREREN, X%ﬁ
ARINGEINE Tklﬁﬁi)*’?mifﬁ!ﬂ%ﬁﬁ’]lﬂﬁb, HENSEF LM BRIRHR RN

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

MRENHNEEERERE AP, BRERBME. IREHNSHNEAZRFIRE, NEBEHER
NFS, fEAILUE Restic I &5,

IR ETE Restic 3 Container Storage Interface(CSI){R &) DataProtectionApplication CR 5 E 1R
RBALE,

EEZRMAIMEFRRE OADP Operator, & /E S22 FABIAM OperatorHub JRFF45%1& Operator B
Ko HIRIEBMEZRMZEH A Operator Lifecycle Manager,

4.2.5.1. 2% OADP Operator

1% A] LUE A Operator Lifecycle Manager(OLM)7E OpenShift Container Platform 4.7 £ 23 3R R {7
(OADP)Operator B9 OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNFLLEH cluster-admin F R A B0 &5,

SR
1. 7£ OpenShift Container Platform Web 25/, mifi Operators - OperatorHub,
2. {8/ Filter by keyword F & &% OADP Operator,
3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators % F &%,

4252 KBRS RMKXEIE

IR ITHE 3R Multicloud Object Gateway(MCG)EIE, LAE N OpenShift API Gl F FE#IE R (OADP)H
Secret HE L HIE(CR),

MCG 72 OpenShift Container Storage FJ—/NH 4,

FRFM

o MFEEMRYE OpenShift Container Storage ERZEFEF K EBZF OpenShift Container Storage,

£

41


https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-restricted-networks
https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/en-us/red_hat_openshift_container_storage/4.8/

OpenShift Container Platform 4.7 &3tk S

1. 1IN NooBaa B & X 5iRi&z1T describe fp43, FREX S3imm=. AWS_ACCESS_KEY_ID #
AWS_SECRET_ACCESS_KEY,

2. /& credentials-velero 3244 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

TR % Data Protection Application i, &7 LAf# F credentials-velero X {4/ Secret *f &,

4.2.53. IR F A HRBAIER secret
MRFEAERNEIE, BTN FIRBAIEQZE— Secret X &K,

Secret BIE1\ &5 cloud-credentials.

SoRFM
o NREFHEMEFEYIERERFEIE
o RN Velero BRBX RIEFNE,
o MpLLE LB I REFMOIEZ— credentials-velero 314,

o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.2.5.3.1. AFREN&FD RS LB IERCE secret
MREMEDMREMEFERARMEILE, E0IZH Secret X4 :

o EFRTEUAMMEMRAIE Secret, BE L &H7E DataProtectionApplication B & X FR(CR)
B spec.backupLocations H: 15 7E,

o HHAEILALM cloud-credentials FIHR IR E Secret, It Secret N7
DataProtectionApplication CR H3§%E,

P2
1. NIENTHENENIRBAESEZE— credentials-velero XX {4,
2. FERBRIANRIRNIRIBAIEDE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero
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3. NIEHSTREMAUIE— N T EPAIER credentials-velero XX,
4. FHBEE LA NEMAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. [ E B E X &R Secret 710%I DataProtectionApplication CR /1, #1TFHIFF® :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift
restic:
enable: true
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: <custom_secret>ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q BEEBE LA EPAIE Secret,

4.25.4. BB EBIRAET N HER
EA LUEC B Velero FHRAEFHIEHEBEE S CA L,

4.2.5.4.1.%i& Velero CPU fIRFLHAC

& 7] L@ 4w DataProtectionApplication B 7 X FR(CR)E .34 Velero pod i%& CPU HINEFS
fic.

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,
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£

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

limits:
cpu: "1" ﬂ
memory: 512Mi g

requests:
cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3 CPU BTHIEEE. FIAE 500m =k 1 CPU #.T,
BRNE N 512Mi,
ZRIA{Ey 500m =% 1 CPU #.7g,

0009

ZIAE H 256Mi,

4.25.4.2. ] FAB%EA CAIEH

R @ 4w DataProtectionApplication B 7 X HR(CR)E # R AN R FMHEE R BE%®A CAIES,
B LE SR JIA A& WA 25 BE S

FRFM

=z

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

L

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:

- name: default
velero:

44
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provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 il CA IEHFHE,

Q W false SEEFE SSL/TLS R4,

4.2.5.5 REBIEFRT N AERF
&7 L@ 0|2 DataProtectionApplication API 8955 {5 St 22 Z 8RR I N FF2FE (DPA).

FERFH
o T iiZ% OADP Operator,
o MIINN RIFHEERE N SR IE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMRFMIILIBABMFBERANEILL, BUIGETHERILGT cloud-credentials #J Secret,
o MBEMIMRBLABFATBMNEIE, EOLTOIZHA Secret :

o WAEMMUENHETE XLEZMN secret, EATLUFIEL Secret FRANZE!
DataProtectionApplication CR 1,

o W HEILNELTF cloud-credentials # secret, FATFIREBAIE, X1 Secret ZHTE
DataProtectionApplication CR F#%5|F,

MRIER ALK IRPIEESFDNIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, WEREEEIA Secret, LEFFK,

R
1. s Operators - Installed Operators 3% OADP Operator,
2. 7£ Provided APIs T, = DataProtectionApplication {E##] Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
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namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
config:
profile: "default"
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials ﬂ
objectStorage:
bucket: <bucket_name> 6

prefix: <prefix> G

openshift iH4 2 JIH, FEETE OpenShift Container Platform 5&f E &I E & 22
(18

INREZH Restic BRI, %iE N false, Restic BB —PNTFHATRE, XEKEE worker
T m#RIZ1TA Restic pod, &R LLUET 7E Backup CR AN
spec.defaultVolumesToRestic: true & Restic LLHITE1D.

FEE S3 i =B URL.

MBEREREXME, NERERIAE cloud-credentials, MEFIEE T BHE XL, M{FE
BT &FHFITERAE,

EEFERIENEMDEMUE. NMREHERTZ Velero &M% BEMERE, BRIEE—
-IES

@ ® 00 @G

MREEEATZNEB, 5N Velero &0 f8E—1NE1Z, 10 velero,

4. = Create,

5. Wi EE OADP HTRERHIERE :

I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s

pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
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pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.5.5.1. £ DataProtectionApplication CR F/Z i CSI
& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,
SoRFEH
o LN EM ISR CSIRER,

£

e %%k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:

velero:
defaultPlugins:
- openshift
- csi

featureFlags:

- EnableCS! @)

© 7 csi BtiEL.

Q 51 EnableCSI SHEEHT .
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4.2.6. ZEFHEE OpenShift APl LLSZFH OpenShift Container Storage FIEIER T

& e LU Z24% OADP Operator FECE A M BEFIREBAIE, &1 &% OpenShift Container
Storage(OCS) R EVEIER I (OADP)H) OpenShift APl, AfE, BEREHIBRIFNBRER.

&0l LA7E DataProtectionApplication B X FFIR(CR)FIF Multicloud Object Gateway S{E{a S3 &R
M REFMERE N FPE.

BF

S3 % CloudStorage API R 2— MARTIMIIIRE, KA INRERRLLNE ™ MRS F
Jethil (SLA) ¥, BYseaeH T, AIETHEREIMEREREN], XL
ARFMEThee AT LME R iR BIX R BIEE, HENSEFLAMBRRHRBEE L.

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

MRSV EERREIRE API, &7 LL7E DataProtectionApplication CR ¥ =1zt El & M R BRI
B, MAFEEN Restic 3 Container Storage Interface(CSI) R R15 E IR IR,

BEZIRMLEIMEH %I OADP Operator, &/ E 5t 2 A EIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLEHER Operator Lifecycle Manager,

4.2.6.1. %% OADP Operator

1% A] LUE A Operator Lifecycle Manager(OLM)7E OpenShift Container Platform 4.7 £ &3 3R R {7
(OADP)Operator B9 OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNHLLER cluster-admin H R D&,

SR
1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F &% OADP Operator,
3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators 4 iF &%,

==
=% OADP Operator [5, MRTHNEXZFRERR AP, SN REBRE N SDAIE,
SEENIRRBAE.

RSN BA IR, HEFERZ NFS, BRILUEA Restic A% 1D, Restic THE
RIRAIE.
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4.2.6.2. QA TFH B HIRBAIEM secret
MREAERNEIE, BTN ERFIRBAIEQZE— Secret X &,
Secret BB\ &F5 4 cloud-credentials, FRIEIENEDEMBENFEIRE T RAE S,

FeREH
o NREMMTEMMIERBERNEIL,
o IR Velero BEB X 1765,

o HIMLLE YR NN REFEMEAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EZ % Data Protection Application K, secret 27 DataProtectionApplication CR
spec.backupLocations.credential H:# 5|,

4.2.6.2.1. ARENE RS M EXIFACE secret
MBS MIRE B ERATEMNEIE, HUEH Secret W5 :

o EHBEENAMMEDAIE Secret, BE X AFRE DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o T HEILELF cloud-credentials HIRIRAIE Secret. Lt Secret Rt
DataProtectionApplication CR 15 E.

ST
1. WIEHENENRRAERE— credentials-velero XX 14,

2. FRBRIARHARIRAECZE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. NIEHXSTREMAUIE— N T EPAIER credentials-velero XX,
4. FHBE LG NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE L& Secret 7~ INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
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metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- CSi
- openshift
featureFlags:
- EnableCSl
restic:
enable: true
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q BEEBE LA EPAIE Secret,

4.2.6.3. B EBIRAT N HER
EA LLUEC B Velero FHRAEFH/IEEBEE L CAIEP,

4.2.6.3.1.1%i& Velero CPU fIRFELHAC

& 7] L@ 4wk DataProtectionApplication B 7 X HR(CR)EH.34 Velero pod i%& CPU HINEFS
i,

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

£

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

50



B 45 NARFEHMKE

limits:

cpu:"1" @)
memory: 512Mi g
requests:

cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3% CPU BTHIEEE. FIAEN 500m =k 1 CPU #T,
BIED 512Mi,

BRIAMEH 500m % 1 CPU HiT,

BAAE 256Mi,

0009

4.2.6.3.2.]GHB%E®A CAIUES

R i@ e 4w DataProtectionApplication B E X HIR(CR)EHR AN REFHERABE®R CAES, KL
B LE SR JIA A& WL 25 2 BES

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

L

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config Z#X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

8 7E Base46 LM CA LB ERF R,

WTH false 2 SSL/TLS 22,

®9
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4.2.6.4. REBEFRT N BER
AT L@ T A2 DataProtectionApplication API BYSEf S 2 S 3R R M B2 (DPA),

SeRFH
o RJi%E OADP Operator,
o MIINN RIFMHEERE N SR LE.

o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|k/ \O

o MMREFMIILIBABMFBERANEILL, BUIGETHERIAGT cloud-credentials #J Secret,
o MBEMIMIRBLABFATBMNEIE, EHTAIZH Secret :

o WAEMMNENHETE XEZMH secret, EATLUFIL Secret FRiNZE!
DataProtectionApplication CR .,

o HHBIALZH cloud-credentials #J secret, BT IRIBAIE, X/ Secret ZETE
DataProtectionApplication CR F#%5|F,

MRIEREBAELREIRPIBEESTDHIRBAE, ERILUERZ credentials-
velero X432 2K\ Secret, &D%/x‘ﬁ_%w)\ Secret, TR,

SR
1. == Operators — Installed Operators #1%#: OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
-gcp @
- CSi
- openshift 6
restic:
enable: true ﬂ
backupLocations:
- velero:
provider: gcp 9
default: true
credential:
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key: cloud

name: <default_secret> G
objectStorage:

bucket: <bucket_name> ﬂ

prefix: <prefix> G
NEMENPEEERIAES, Mgep (WREA) .

INREMA CSIRIB&ED PV, 1EIEE csi BIAEM. csif@FER Velero CSlbeta 12
APl, ERFERERRALE,

openshift iH 42 TH, FEEFE OpenShift Container Platform &8 E &3 #1118 4 22
[E],

IR EE M Restic 23, %E ) false, Restic BBE—NTFIHEE, XEKES worker

T m#&RiZ1TA Restic pod. &R L@ IE Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D

8 E SRR,

IMRFFBINEG R T AP IRMERER, B Secret 35 E EMBEIAEZTR, 10 cloud-
credentials-gcp, MARMTIBET BE LA, NERBEE LEZIMETEODME, NREXE
8 7€ Secret & FR, N{FEABIARTR,

BEFERFEHEMNEMUE. MREERTZ Velero &M% BEMERE, BRIEE—

N2

MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,

@ 9O o006 o6 6 09

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/restic 3 3 3 3 3 <none> 96s
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NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.6.4.1. 1£ DataProtectionApplication CR #/Z i CSI

& 7] LATE DataProtectionApplication B 7 Y %T/R(CR)A /5 Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM
o SN EIMAIR CSIHRER,

£

e %%k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:

velero:
defaultPlugins:
- openshift
- csi

featureFlags:

- EnableCS! @)

© 7 csi Bt

Q 51 EnableCSI SHEEHT .

4.2.7. HEHERIFENE; OpenShift API

& A L@ i Bk OADP Operator 3 E1%; OpenShift API for Data Protection(OADP), 1EIETES 4 MEEE
FRff|B& Operator,

4.3. Rk E

4.3.1. PN ARRF
& L& )32 Backup BE LHIR(CR) K& M ARR.
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Backup CR 7y Kubernetes BURMMABERERR (S3 W RFHE) MFAMES(PV)CIE M XM, MRTHNL
P {FE A RAE R API 2k Container Storage Interface(CSI) IR, %0 OpenShift Container Storage
4, NTBEZER, 1HSM CSIBIRE,

BF

S3 kY CIoudStorageAPI,\E MRARTRBIZhEE. FATIREE xq_ma}“‘nn ARSS
Tl (SLA) ¥, HINBEWREHATE. AT HEEEIMEREREN, %ﬁ
ARINEINE TM@%F&EW%%&E’JI}J% HENSEF LN BRIRHRBE L.

BRIABRATIREXRSEEFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

MREHHNEERRE R API 52 #F Container Storage Interface(CSI)#H2, il Backup CR &it
BB IRBREMDFALSE, NFFELER, 1ESN OpenShift Container Platform XA4HH CS| &R B84

\TRO

MRENTHNEAZFFIRE, SEBLNRARFAT NFSEIBESH, ErILUER Restic B &7,

IRE LLAIEE backup hook, LAMEESMBIRIEZAISZ BIZITHS.

AT L& T B8 — Schedule CR A2 Backup CR EVHE &5,

4.3.1.1. & CR
& AT LB 2 Backup #&19 B & L HTR(CR)EAD Kubernetes fifR. ARERHRRIFAES(PV),

SeREH

o (R %EE T HIERRT (OADP)Operator B OpenShift AP,

e DataProtectionApplication CR %/t F Ready 75,

o HIRRIBIREM -
o BN Velero B S3 X RIFfE,
o {&¥J1E DataProtectionApplication CR FEE T — MNER LB,

o REBAIBSREMN :
o MM HNFENIIEBREMRIER API 52 FF Container Storage Interface(CSI)IRER,
o XIF CSIIRER, EuFitEZ—1 VolumeSnapshotClass CR 3t CSI IXzhierz,

o ®RI1E DataProtectionApplication CR BB T —NEBLE.

1. k5% backupStorageLocations CR :

I $ oc get backupStoragelLocations

i th o Bl
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NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1 Available 11s 31m

2. flj#— Backup CR, I TFHIF= :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
storagelLocation: <velero-sample-1> g
ttl: 720h0mOs

ﬂ EEE &R KA,

Q 157 backupStorageLocations CR FJ£#F,

3. 451k Backup CR BREZE S Completed :

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

4312 {8 CSIBEHRFALS

7£0/3 Backup CR B, A LUE T 012 VolumeSnapshotClass B E X %R(CR)EE M CSI IK5hF2
F, {#F Container Storage Interface(CSHIRIB &N FFA MRS,

FRFH
o SN EIMAIR CSIRER,

e {RJI1E DataProtectionApplication CR #1/ZF CSl,

e {I|# VolumeSnapshotClass CR, 1 Al :

Ceph RBD

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
deletionPolicy: Retain
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
snapshotter: openshift-storage.rbd.csi.ceph.com
driver: openshift-storage.rbd.csi.ceph.com
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parameters:
clusterID: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Ceph FS

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: openshift-storage.cephfs.csi.ceph.com
deletionPolicy: Retain
parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Hib =4t rE

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: <csi_driver>
deletionPolicy: Retain

7E, E=LLAIE—1 Backup CR.

4.3.1.3. {§[ Restic &N AERF
1 A] LB JeiE &0 B E X HTIR(CR) 3 fE A Restic Backup %R, PERE RN A M B E1D Kubernetes

RsaN
Dl iR o

IR EE7E DataProtectionApplication CR g EIRIRAIE,

FRFM

£

1R %2 25 B T BB R 7 (OADP)Operator B OpenShift AP,

ST 8ef% DataProtectionApplication CR ##J spec.configuration.restic.enable <& 7 false
SZ IR Restic RE%,

DataProtectionApplication CR /it F Ready K75,

Y%%%E Backup CR, I TFHIFF :

I apiVersion: velero.io/v1
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kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
defaultVolumesToRestic: true ﬂ

Q ¥ defaultVolumesToRestic: true 7INE spec B,

4.3.1.4. il & hook
AT LB JeiE 410 B E X HTIR(CR) % 12 Backup hook LAfE pod HiZ TR FIZITH S,

£ pod &P ENZAT Pre hook, TE#1PRIZ1T Post hook,

SR
e 1% Backup CR B9 spec.hooks A7 hook, 0 TFHIFRT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector: 6
matchLabels:
app: velero
component: server
pre: ﬂ
- exec:
container: <container> 6
command:
- /bin/funame G
--a

onError: Fail
timeout: 30s

post: @
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hook R AR ER & 22 (A 84H, MNREFI-EIXME, N hook &M FRIAMA R,
BAl, pod @M—XZEFHTRE,

% Itb hook DUERF SR 1E 28 LSRN R
FERAIEIZ1TH hook 4,

CINREBIEERSE, ZHRIFE pod WE—NBEPIZIT.

hook 2 1THar T EX 4.
R SSVPBI(E 2 Fail #1 Continue, BRIAEH Fail,
Bk FEHDIZITHN A, BRIVEH 30s,
WHE X T EE B RIZITH—4H hook, HB 5 pre-backup hook 18,

@@9@@6@@6

4.3.1.5. HE &5
& el LLE N B Schedule B E X HTIR(CR)MA 2 Backup CR EifE 14,

Digk

==
[=]

HEENFDHEPE BB, UEELES— D& DTN,

pin, MRGEZEFENEDEEFE 10 28, WAREBEILE 15 2HHE SR

SeRFH
o (R%E AT HIBRI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/l F Ready K75,

R
1. 5% backupStorageLocations CR :

I $ oc get backupStoragelLocations

tonf sl
NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1 Available 11s 31m

2. fj#— Schedule CR, IR

$ cat << EOF | oc apply -f -
apiVersion: velero.io/v1
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kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> 9
storagelLocation: <velero-sample-1> 6
defaultVolumesToRestic: true
ttl: 720h0mO0s
EOF

@ =& cron Rk, U007 REAEX 7:00 PUT &5,
Q B RD R £ 22 (A $H,
9 backupStorageLocations CR FJ& i,

Q A% : MRFE Restic 104, &N defaultVolumesToRestic: true % -{E% T,

3. EAENEDIZITREIIE Schedule CR PRS2 ZE ) Completed :

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'

4.3.2. RENARER
&R LB ]2 Restore B E L HR(CR) EIRE N BRI

fRe] LA restore hooks, MATEN R RO RISEN BEFARSRAGHIZTH R,

4.3.2.1. /2% % CR
& LLE T B2 —1 Restore CR 1% & Backup B E X FIR(CR),.

SeREH
o (R %E AT HIBRRI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %/l F Ready K75,
o B H Velero Backup CR,

o JEIEKHAND, UERAMEPV)ERES FHIE KB A NN ITE,

1. G — Restore CR, IR

apiVersion: velero.io/v1
kind: Restore
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metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true

© 19 CRIVER.

2. 451k Restore CR BYIR 25~ Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3. WirEhHEREERE :

I $ oc get all -n <namespace> ﬂ

@ «rmmaz,

4.3.2.2. |k E hook

BRI LGRS hook, LAMETE pod HIiZ{THIRZZITHS, RAIE S Restore B E L HIR(CR)IRE
NRRRRF,

&R LLA R A MR BB KR hook :

e inithook f¥ init B2FARINE pod, LMEEN RREFASEEIHUITIZEES.
MRS Restic 10, NWETEWE hook init BEFHIININ restic-wait init & 25

e exec hook FERE M pod A SR HFIZITM S HIA,

L2

e 7£ Restore CR Y spec.hooks A0 hook, M FAIFRR :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
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excludedNamespaces:

- <namespace>

includedResources:

- pods 9

excludedResources: []

labelSelector: 6
matchLabels:

app: velero

component: server

postHooks:
- init:

initContainers:

- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm
name: pvci-vm
command:
- /bin/ash
--C
- exec:

container: <container> ﬂ

command:

- Jbin/bash @

--C

- "psql < /backup/backup.sql”

waitTimeout: 5m

execTimeout: Tm ﬂ

onError: Continue 6

% 1 hook N FRBIER R LM, WMREAEEXMNE, N hook ERTFAA A ZE,

o

AT, pod 2M—HFFHITTIR,

A% ¢ I hook & F 5% % 23 L AL BN R,
Ak IR AR ERL, AMS T pod WE—IMEERFIZIT,
hook 12 1THIMR S #4H,

e MERRBIEE waitTimeout, NIKESTRIES. BHUEESHFRSEIIURE
ZZHPETE hook STAEVR (], HRBIKER, FRFFENKED), ATREFRM AL RSFHIE
FEHS,

Ak - HEMS 2T R, EIAE N 30s,

9 9090009

AR IBBY SO VF(E N Fail #1 Continue :
o Continue: Rt a5 KL,

o Fail: {£fi] pod AMEMARFEERELIKE hook 1217, Restore CR PR EHZE
PartiallyFailed,

4.4. tRFEHERR
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REI LUER OpenShift CLI TE s Velero CLI TE i Velero BE X HE(CR), Velero CLI TEZ{#E

HAR B EHE R,
AT A REMH, SHMKE CR A&, UK Restic A,
&7 LAE A must-gather TERWERE. CR {§2F] Prometheus 1EIREIE,
AT LB AR 73R KB Velero CLI TR ¢
® T#H VeleroCLITE

o {jjn|&EEE M Velero EREH B Velero Z i #l4

4.4.1. T#; VeleroCLITE
TERILARYE Velero XAHTTE AR BYER T #EiF &2 Velero CLI TR,
ZIESEUTER :

® macOS {#M Homebrew

® GitHub

e {3 Chocolatey #J Windows

FRFH

o IRATLLIA] Kubernetes 5£8% v1.16 SRS hRA, FH/5H T DNS A28 M4,

o RBEXRMZET kubectl,

T
1 ITFANIR 2R HSME Verleo WG ERY 2% CLI ",
2. 788 macOS. GitHub =X Windows BI3E X4 5 1%,

3. RI\ETRTEEEEH OADP AR Velero hRA :

& 4.2. OADP-Velero & *%

OADP hfx#< Velero &

0.26 1.6.0
055 1.7.1
1.0.0 1.7.1
1.0.1 1.7.1
1.0.2 1.7.1
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OADP hx#= Velero x4

1.0.3 1.7.1

4.4.2. 5B M) Velero ZREH I Velero —i# I 4
e LAMEF shell fp5 1/ M EEBEHBY Velero ERE M Velero Zi# 34,

FRFH

e {&H) DataProtectionApplication B . FIRHIIRE 1 Reconcile complete,

L
o HIALUTSHGIXEMBENS

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

4.4.3. {1 OpenShift CLI TEHix Velero %R

IR BT LUFE A OpenShift CLI TERE Velero BE X HR(CR)# Velero pod H &Rt KM HY #5492 1k
EQ

Velero CR
&M oc describe 4135 Backup =X Restore CR XX Z & 1R

I $ oc describe <velero_cr> <cr_name>

Velero pod BHi&
{5/ oc logs fr 13 Velero pod B :

I $ oc logs pod/<velero>

Velero pod i B&
& 5] LA7E DataProtectionApplication FRAF1EE Velero BE&EZ, W TFHIFTR.

M OADP 1.0.3 FF A8 AIX AN LT

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:

configuration:

velero:
logLevel: warning

A A logLevel 40T :
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e trace
e debug
e info

® warning
o R

o fatal

® panic

BIIREH debug 'f’Fjj AEHHEE.

4.4.4. [ Velero CLI TE i Velero %R
& LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZERAE.

Velero CLI TELtL OpenShift CLI TEIRHEHHE4IER,

Wk

£/ oc exec i I&{T Velero CLI B35

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7IFi A Velero CLI fp %

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe fp4%
{# 3 velero describe #5735 Backup = Restore CR <EfRVE & 1A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A
& velero logs s 123 Backup =k Restore CR ®HE :
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$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

4.4.5. &N

HERERIEFRT N ARFEN, B2@RER LM E KA EMBBEIES BRI,

4451 &RFHESERB X
Velero pod HETRIEFIFHEE, SAEMASTINTLE R,

I=15s
SREEDERE Velero B XML H %,

fRRAZE

MRS REMEARERTF Velero, MA@ X E DataProtectionApplication ;& # 1)
spec.backupLocations.velero.objectStorage.prefix S h F (£ E— 1M EI%K.

4.45.2. AWS EUEARIEHS

oadp-aws-registry pod H&ER R 1%E 2 InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records.

Velero pod B i REE1%H S NoCredentialProviders: no valid provider in chain,

EE&A
FAF1I/% Secret X R B credentials-velero X #&5 %X 1L,

RARBHE
f4{% credentials-velero X4 B2 IEfHE 1L, M THIFFR :

credentials-velero 3~

[default] @)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

@ AwsEiIEREE.
@ TRERES (") BHEEEX,

4.4.6. FA IS CR [Fll
R FIRE B X Backup #1 Restore B E X HHR(CR)HIE LA,
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4.4.6.1. 513 CR EEKES

Backup CR Z7~iH1%H & InvalidVolume.NotFound: The volume ‘vol-xxxx’ does not exist,
R
BFAMEBPV)MRRBAEMLTFARBXE,

RRAR

1. 4@’ DataProtectionApplication ;& ¥ #f4 spec.snapshotLocations.velero.config.region
BIE, FEREBAEMTS PV HRKXE,

2. DIEHH Backup CR,

4.4.6.2. &3 CRIKETEH1Th

Backup CR HIRSREBTE InProgress 1 &, B K5
=5

MR DT, NLERE,

BRAR
1. %% Backup CR BUIE4HE R :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. k& Backup CR :
I $ oc delete backup <backup> -n openshift-adp

BAFREBESEMAE, FHIEMEHITHH Backup CRI&H L& XHEIN REH,

3. GE%# Backup CR,

4.4.7. Restic [7]i
1E{# A Restic SN BRER, EBAEESBEXLE (0] H,

4.47.1. J3RAT root_squash i NFS BUEA&M Restic FUBREEIR

Restic pod H & G REE1554 2, controller=pod-volume-backup error="fork/exec/ust/bin/restic:
permission denied",

JRX
INERIREY NFS BIEEZH T root_squash, Restic B51E| nfsnobody, H3% & I &0 IR,

RAE
f&A LRI N Restic S84 FE4HF IS4 ID 7R 1NE) DataProtectionApplication & 5./ S A2 R IX 4N Al

1. £ NFS #3557y Restic G2 Fe4.
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2. £ NFS B EiXiE setgid i, LUEHKEHRRBEIL

3. ¥ spec.configuration.restic.supplementalGroups Z#{#14H ID FH 0%
DataProtectionApplication &£ &, I TFHIFTT :

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

@ =xixAD,
4. %%F Restic pod &/, UMENBEEX,

4.4.7.2. ¥k &2 Restic &2 CR 2 "PartiallyFailed", "Failed", Z{#% "InProgress"

Restic #7{2#J Restore CR £ F3 PartiallyFailed =X Failed $X7552m, =& R¥F InProgress, HAR5EMK.

INRIRSZ PartiallyFailed =X Failed, Velero pod HER ERiE#RHESE, levelzerror msg="unable to
successfully restic restore of pod B volumes",

INFRIKEZ InProgress, Restore CR HEARA A, H Restic pod BEF A IMEME IR,
EH

DeploymentConfig *f R E#18E Restore pod, Mif 53 Restore CR K,

RRAR

1. fl#HEER ReplicationController. DeploymentConfig #1 Templatelnstances % jR# Restore
CR:

$ velero restore create --from-backup=<backup> -n openshift-adp \ﬂ
--include-namespaces <namespace> \
--exclude-resources

replicationcontroller,deploymentconfig,templateinstances.template.openshift.io \
--restore-volumes=true

ﬂ 157 Backup CR B,

Q 1£ Backup CR #3587 include-namespaces.

2. 451k Restore CR BJIR 25~ Completed :
I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3. ] —" Restore CR, LL&3E ReplicationController #1 DeploymentConfig 7R :

$ velero restore create --from-backup=<backup> -n openshift-adp \
--include-namespaces <namespace> \
--include-resources replicationcontroller,deploymentconfig \
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I --restore-volumes=true
4. 55k Restore CR HIR S 27 7 Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
5. RiIE# M HREEEME :

I $ oc get all -n <namespace>

4.4.7.3. 7R Bl 5 EHF 02 Restic Backup CR

INRIK N 4 22 (6] 0]E Restic Backup CR, 1552 S3 =216, RABENE—H&AZERIEHOIE Backup
CR, E#H 0| Backup CR &%k,

velero pod B & &R 1% 2 msg="Error check repository for stale locks".

==
,,ﬁ\ A}

RIS REM EMPR T Restic B%, Velero A&7E ResticRepository ;& . Il & Restic /%, 1+
B85S A (Velero issue 4421),

4.4.8. £ must-gather T2

&= LA must-gather TEER X OADP BE X HIRM AR, 1EIRMER.
must-gather #E X1 INEIFTE & 7 5261,

80T LA A LA T 8UB I SRIE 1052 1T must-gather T2 -

o 5% must-gather #E IS} %% OADP Operator BIFFA n % 22 (B Y 5E Prometheus metrics,
pod HE&F] Velero CR E &

o ERH must-gather BHEIEERF ER LN RINULER pod HEH Velero CRER, fEN 1 /M=K
24 INBF, Prometheus M ESE HETEEER,

o (HFENRHY must-gather #IEWE., WMNMREITZ Backup CR KNI, NIEIEMETER KA,
& LOR T B B E iR = M RE,

® Prometheus FEEIEHE T EH 8 S Prometheus IWEEIEIRITZ R XX 14,

FRFH

o TfERAER cluster-admin A& A &5k E OpenShift Container Platform 5&%,

e B%% OpenShift CLI,

SR
1. # ATEf#% must-gather 2B %,
2. NEATEIRIRE LT 2 —i29T oc adm must-gather 343 :

o EER) must-gather FIEWE, SIE Prometheus 81T :
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I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0

#IBIRTEH must-gather/must-gather.tar.gz, &AL ST EEBIZIIEE ] ML AR
B9z Hrln L R,

o RFEHRFLENTEIM, EZA must-gather BHEIREINEER /1T Prometheus #8717 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0 \
-- lusr/bin/gather_<time>_essential

LUNG 7y I8 E S [R], SBVFRY(E R 1h, 6h. 24h, 72h = all, 140
gather_1h_essential =% gather_all_essential,

o (HFBATHY must-gather HIBEINE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0 \
-- lusr/bin/gather_with_timeout <timeout>

Q LARD BT 5 R B AHEL
® Prometheus fEIFEUIEHLLE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0 \
-- /usr/bin/gather_metrics_dump

LR VERTRE B B R KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

fffl Prometheus 258 EEIBHEURE
A LUFE A Prometheus 124 & & BT8R,

SR
1. L% prom_data.tar.gz 15 :
I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. G AH# Prometheus 245 :
I $ make prometheus-run

S Prometheus URL,

vt
I Started Prometheus on http://localhost:9090

3. A5 Web 5523, BSME URL LAER Prometheus Web 124 & & B EUE.

4. BEBIER, MR Prometheus SEBIFNENIE :

I $ make prometheus-cleanup
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%5 5% CONTROL PLANE &3 #1tksS

% 5% CONTROL PLANE &3 fixE

5.1. %19 ETCD

etcd & OpenShift Container Platform BILL" - TN H1THE, ©R2EFEEME TR RERE

EHI DB eted BB, FH7E OpenShift Container Platform IMELUNMEZ LA BREFSDEIE, &
BHEE—MEPRIETHRET (REEM 24 IHA) H#1T eted &7, SNE B HSETHIES, FH,
BUUREIESIEHAER eted FDERRHIHIT eted 19, EH etcd RBEBFKEH 1/0 BRA,

WRANERERIHIT eted &P, XBREE, RNHMERHEN, LIERAME— z-stream ZITHRAHIK
EXHY etcd %12, 5130, OpenShift Container Platform 4.7.2 S£E£ W ERAM 4.7.2 FFHAH eted 5190

BF

WBIT7E control plane EHlE (BFFH master £H) HIT—REDPHIARFEEDEREN eted
B, RNENEA control plane ENHITED.

TEHATT eted &P/E, BATLURE B —PLIBTRSERHR S,

5.1.1. %12 etcd #44E

RIBLUITHW, @it 02 eted IREBFHF FHFE pod WITERED eted BIE, XNFRALUKRE, FF
HEUERENEREERRE etcd HiE.

BF

URFH— control plane EHl (2#°H master £Hl) B&HD, FEMERPHEN
control plane EHLFHIT 1D,

FeREH
o ATLUFEAEA cluster-admin B&IAE iR EE,

o HERERTHATERIEEHENE,
R

& LLE #F oc get proxy cluster -0 yaml By R EREBERESTEE A, AR
httpProxy. httpsProxy#ll noProxy &% & T 1H, &SRR,

£

1. 77 control plane 17 RS 8I—1 debug &R1F :
I $ oc debug node/<node_name>
2. BB EFBHEMN -

I sh-4.2# chroot /host
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3. MREATEREHENNKIE, ERESSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
BB

4. 1217 cluster-backup.sh fl&, HAREFSDHAE.

R

cluster-backup.sh FIZ&F# etcd Cluster Operator BJ—MNHAB#E, ©=E etcdctl snapshot
save M HIEEIRER (wrapper) .

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
A i HH T

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

FEXANRBIF, 7E control plane EH1_EH) /home/core/assets/backup/ B kO T H N3 -

e snapshot_<datetimestamps>.db : ;XN Z etcd 1RIR, cluster-backup.sh FIARFEIAE
B

e static_kuberesources_<datetimestamps.tar.gz : X455 pod WEIR, MEEHA
T etcd N, BHEE etcd REBHMBE T,
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MREAT eted B, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THICHE, eted (ONMEZEITINE, MANEIAITING, XEHREHRRKE, B4
Z2[A| RN RGN B,

5.2. BRI ETCD K&t
AR T B — NI RRE eted BT BYIE TR,

L FREURTF eted A NMERENRERE, WMHLEREEIZTT, YRR, =H etcd pod 4TF crashlooping
7N

INRIBEKRT KEZE control plane EHL (tR#EFFH master EHL) , H 5B eted HEE
K, BLEBAIHERERMERE TRRNE ZEEFERRE, MARXI MR,

N control plane IEHEME B AP T, NBAEBME T H control plane 1k
RERNTHE, MAZHTRE,

fNR control plane TREXRFHHURBR T — DT R, etcd & Operator FAIRERKFT
TLS IIE:E'#'I?%"ﬁm\\jJDjj etcd ﬁEJ\o

5.2.1. FoRFM
o TEEIMAMERN eted B, HBEIMT eted &7

5.2.2. HHE— 1T R eted AR
AT LR B B R B8 FERER eted B G,

FeREH
o FHEZR cluster-admin B &I 1 £E,

i =
1. FRUTHSHE EtcdMembersAvailable SRS HIRE
$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'
2. BERW :

I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

XA RBIEH H E R ip-10-0-131-183.ec2.internal etcd B 7 RNEEE.

5.2.3. AERRER eted B G HIAAS
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B eted I BIS TREUR T eted BILUTRRE -
o HEEBIZITHE LT AR
e etcd pod &bF crashlooping K&
BESRIZRE T eted UL FEANRE, XALHE T BEHRAMERER etcd M 5 BEEEHIS T,
A=
IMREHENBREEZTH T RAME, Bl ZRBRORERES, BLERFEE

HUTEH: eted BUARTRTE, HNER T SORE—MEEAK SRS, etcd cluster Operator f¥
BEIRS,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o REHEITEREM etcd B,

it

1 & HEREREET

$ oc get machines -A -ojsonpath="{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

i Bl
I ip-10-0-131-183.ec2.internal stopped 0
ﬂ EEET U T 17 mA R mALERERES. IR REFRZ running, MKERNBREEIZ1T.

RN RBIBTT, BBEUYEFRE LT T RREMZIIHREE eted BT EIIEITIRF,

2. HE TREBARNE.
MRUTEA—MERZERN, NARTEERE.

o MRHNKZEAZIT, RETRESAHIIM :

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

it Bl

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

Q WMERYT HH# A unreachable /55, N7 SR,

o MNIRIZT RIMARViA], NKEIZT REE5IH NotReady:
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I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"
=1
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.20.00

© 1R TIIR N NotReady, 11| T RBAEHLE

MRV URBRE, BRBEHUYEFRELITH T RREEH eted H 7S FOEITIRE,

3. A%E etcd Pod @&ALTF crashlooping RZ
MENBEEZTHETREIME, ERE etcd pod BEFLTF crashlooping K3

a. WUEFTA control plane W (BFRN master T ) & #B%H Ready :

I $ oc get nodes - node-role.kubernetes.io/master
it =Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.20.0
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.20.0
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.20.0

b. K% etcd pod BRE A/ Error =t CrashLoopBackOff:

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

it Bl
etcd-ip-10-0-131-183.ec2.internal 2/3 Eror 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

ﬂ BTt pod BIREZ Error, ALt etcd pod 4 crashlooping 3R

INR etcd pod 7y crashlooping K7, 1R &/ etcd pod LM F crashlooping KA HITIEREHT
eted A I35 BRI ATIRE,

5.2.4. Bt NMEERH eted AT
RIETREEM eted BABPRTS, MAMT—HE
o BHNERAEITTRT RARMENTRER etcd AR

o E¥H etcd Pod £bF crashlooping SRASBIAREEEE etcd BX 51

5.2.4.1. B R BIZTHT mARMEN T EE eted A5
RN A T BHENIRZEIZITHT RARFAHER TR eted B BIF T,
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FRFM
o HEHHARERM eted B,

o MEMIINZEREIZIT, HEIXT mAKRME,
o RETLUFEAEZS cluster-admin A& i n & EE,

o /T eted &1,

H -
AT L RAZAT S5 BT eted &7, LUMEFEBEE (I 7T LUk S &£ 2%,

it =
1. HHERAS R BRBI AR f1.

a. EFE—NFEZENT R E8 pod:
E— P XiEH S cluster-admin B EERER, 21TUTHS :

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

it Bl
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. EEE|EEIZITH etcd By, (FHRBEZ N = LM pod BATR :
E— PR {EH cluster-admin B EERER, 21TUTHS -

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. AEMMAIIRK :

I sh-4.2# etcdctl member list -w table

it Bl
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
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https://10.0.154.204:2379 |
+- -+ + + +

LKA eted AR ID FAFF, EAHBEREEXLLE, $etcdetl endpoint health &5
SRSAEBHIRERFF RN GE, FIHMEREIRK R,

d. i@iJ A etcdctl member remove SR ID SKMIBR TR eted B :
I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
=1
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346
e. BREFBKATIKR, FHEIANGEHKMER :

I sh-4.2# etcdctl member list -w table

i th 7 Bl
+- -+ + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + +
----------- +

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + +

ARSI LURH T R shell,

H -
HBRAR S, FERIRE eted SEHIEERS, RBFRTRETTIEDIH,

2. MIREMREATERE etcd B IHIIH secret,
a. FHEMRETERRE etcd AKX 5B secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (CREZAEXMNIRAPICRITRE etcd B R BB,

B—DNEW, RSN secret, LA TFHIEATR :
LN
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etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2

47m

b. fHIEREMBRAI AR etcd B 51HY secret,

i. fHBR peer (%) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. kR serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. MB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

3. MBRFHEHFOIEE control plane Hl8s (tBF#5H master ¥128) . EFOIRBENEE, Srmbl—N
BITHAF BT B etcd,
MREBEEZTRERFBERIEMEN, HEEMEA Machine API B3, HRBUTSE
a7, BN, TSRS0I master B {EFRRIEE 5 EQIBHH master,

a. PREXA R G1HINL25.
E— N KimHEA cluster-admin A EETIEERE, 2TUTHS

I $ oc get machines -n openshift-machine-api -o wide

i Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X R EERTT s MY control plane #18% ip-10-0-131-183.ec2.internal,
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b. ISHL BB R RIS AR — N -

$ oc get machine clustername-8qw5I-master-0 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ FRERBITT =38 TE control plane Hl25HI & R,

c. 4w E—4 i OIEM new-master-machine.yaml X4, LUDEHAHFMBRFTLENF

EQO
i. HFREEA status B9 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXFE S F &R,
BEUERE S BN SEERMER BT, FRERSHBINT—ITREE. EXM)
i, clustername-8qw5I-master-0 24y clustername-8qw5I-master-3,

a0 -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3
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iii. fHE& spec.providerlD FE% :

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f

iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

generation: 2

v. MR metadata.resourceVersion #1 metadata.uid E% :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MR 2B S RIHLER -
I $ oc delete machine -n openshift-machine-api clustername-8gw5I-master-0 ﬂ

ﬂ AR =18 control plane H23HI & F5.

e. WIEHERZE MR

I $ oc get machines -n openshift-machine-api -o wide

=1
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40/ 23741285 :

I $ oc apply -f new-master-machine.yaml

g. WIEFHFREE0E -
I $ oc get machines -n openshift-machine-api -o wide
=1
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NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

8053 ip-10-0-133-53.ec2.internal  aws:///us-east-1a/i-015b0888fe17bc2c8 running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

#1125 clustername-8qw5l-master-3 SO, FH UK EEM Provisioning 25
Running SR AT LAE A,

DRIV ATRER B L BT A, HABRH T RRE—MERKERS, eted cluster Operator

fREIRY.

1. $ERRA eted pod B EERIEEIZ1T,
E—PNXiEH{EH cluster-admin B EERER, 21TUTHS

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

i th o Bl
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

MR E—HSHEERFEHA pod, Bl LIFaHEFHEE eted, E—NRiHHFER
cluster-admin i EEEIEEE, ZTUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H %2 ME—8, X2 2 Mt RIBRRE.

2. BWIFRB= eted K G

a. FEIIEFEIZITH eted BES, BB BESRIT R LK pod IR
E— PR {EH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
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b. EEMKATIEK :

I sh-4.2# etcdctl member list -w table

=1
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + + +

}
e e

NR E—ap SRS T I =1 eted BT, R BR T TR ERIBK Ao

Digk

H
[=]

TARMIBRIEME] eted BRA 5 INRMFERT IEFEH] eted B HINIH R

BB ER.

a5 A B
Be=~1

5.2.4.2. &#tH etcd Pod 4F crashlooping RSB FEER etcd B 5
EERARIEAI N A T B ]A eted pod ATF crashlooping IR AE R TR eted A AR TR,

SeRF M
o MEHETERM etcd B,
o 2L etcd pod 4bF crashlooping R,
o EELUMEMAES cluster-admin & &K 1A & EE,

o T eted &1,

H -
PATHRAZAT S BT eted &40, LUMETEEEMEAR [HIRIH AT LUK S SR8,

it =
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1. f21E40F crashlooping YA H eted pod,

a. X4bTF crashlooping R ASHI T it T,
E— PR S cluster-admin B EERER, 21TUTHS :

I $ oc debug node/ip-10-0-131-183.ec2.internal @)

ﬂ HRARNERT RBBIFRERE,

b. HERIRBE KN EM :
I sh-4.2# chroot /host
c. JIA etcd pod XM Kubelet 5EH BRAHFEH -

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
d. 4 eted BIEE ZHBETRNAE

I sh-4.2# mv /var/lib/etcd/ /timp

AR Z AT LUR Y77 R shell,

2. MBRAEEREIAK 510

a. IEFE—ANFAEZ RN R EB pod.
FE— PR {ER cluster-admin B EERER, 2TUTHS

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

=1
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6m

b. EEFEEZITH etcd BER, (FIERBEZ RN R LM pod AR,
E— PR EH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
c. EERMASIRK :
I sh-4.2# etcdctl member list -w table

i th Bl

|
+
+
+
.|
+
.|
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| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

ILRABERREY eted A G1HY ID A&, EANMEREXLE.

d. i@iJ A etcdctl member remove SR 1D KMIFRFEERER eted B
I sh-4.2# etcdctl member remove 62bcf33650a7170a
=1
I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

e. BREFBMMATIR, FHHIAMK G S HMER :

I sh-4.2# etcdctl member list -w table

=1
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

AR BT LR 1T R shell,
3. MIREMREATERE etcd X IHIIH secret,
a. FHEMRETERRE etcd B 51HY secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPIIRITRE etcd B R BB,
B—NEW, RSFIEIRE secret, LA TFHIHFIR :
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i Bl
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. fHpREMBRAI AR etcd B H1HY secret,

i. MR peer (%) secret:
I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal
i. kR serving secret:
I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal
jii. #HB& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

4. il etcd EFERE,

E— N KimHEA cluster-admin A EETIERE, 2TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H /il @ME—H, iXFLE N 2 M0t BB R R,

% etcd &£ Operator HATEHEER!, ©RMIRFTA control plane T g (HFF4 master 7
R) #E—1HTIESI/EH etcd pod,

o MIAHTAK A A BRER.

a. EEEIEEIZ1TH eted B2 :
E— ML FEA cluster-admin AP EESIER, ZTUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. BERTER AR SRR :

I sh-4.2# etcdctl endpoint health --cluster

=1

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms
https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
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16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.3. Wik E

5.3.1. X FRIERE

RMEVRE TR N B G1IR ML T #04a M OpenShift Container Platform $&F AT RE BB LADN OB ik S
HIER., FHEIES, BURESEEERUT 1IN BRERRE W ITERS.

- .
TERE ERIEE

2 B — P LRIERERE

LE—MERM control plane E4l (BFFH master £H1) .

NREHLNERFMRE R —NLARIRORSE (Flan, SEAE AR T —LXBER) , NIaLUE
FAXNMERAR, XBIEEERT KEH control plane EHH G eted EE R, BEEHBELNE
Mo REIBPITT eted 17, FATLURIBIX NS EFERRE B Z 5IHIR S,

WRER, FTEEILNEZEMITHEIR control plane IETHIIRE

Digk

H
[=]

E—NERZITHEEPIRE S URINEERNSERIFER, MAEERNRE.
XN AN R FREIFERE M

FEHITIRER], ESHXTFTIRERERTUT B R EHNITHNESE R,

» AE
MR KRKZE master BT, BINA eted 7F:, ERBUTSEEL—NTERERN
3 etcd A o

M control plane ik 81 HiEE R Tk S

N control plane IEH BT HA, AT LMEALXANMRRA R, Bl : HERIEBRER (ERERE

24 INNTR) RIA T B, MENERRARWRE, B, TURBUTSEMETER control
plane IEFHIRE,

5.3.2. E E|— P RIBNEEER S

N TISERARTLBTARE, SYE it 0BIRBEND T etcd #E . MISEEFALLREBR LIRS
BERE,

5.3.2.1. X FEELEHRE

R LAER eted & RERIKE ZILATAVAS. HUTERHALUER XN ETRE
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o HEBEFEKRT KZH control plane EHl (BEEK) .
o EMOMIBRT —LXEBHNE, WIIKEFERELR,

Digk

==
[=]

AN EEZTHRFPRE R UINSER SEWA MR, MARENEE, XN
NAF R FERER.

INRITATLUFER Kubernetes AP fRSS 2310 REHRE, NIARK etcd AT, BIERNIZE
FA etcd H1DERE .,

RE etcd LR Y FHREEHLREBIZILEIN—MNAE, BB mESSBE—NE 2, F1Th R0
Ko XS kubelet, Kubernetes #2#l25. SDN 12|23 F1HF A MBI HI 255 I M ZHERI1T A,

% etcd FRNB SHA LRI AREERN, T8ES S 3 Operator churn, M3 Kubernetes API
AR588. Kubernetes #22REIE 2%, Kubernetes JHEFRFH1 etcd B Operator R EMIS 5 eted
YRS R {EF, XA RERBEF R IERMAR R,

ERHERT, EHURESERFAMSIRE, WRERAFEENXRBI/EAE, EFREGEINE UREE
AN ERIET 8 CA IR E.

5.3.2.2. i E B— P LLRIRI SRR E

BRI LUMERABREN etcd F0RME LIRIHNERIRS, HEBEMEEKT KZE control plane EH1 (B#R
A master £4) BUEEL,

5

RS LB, WAERR— z-stream ZITHRAFIRERNH eted &7, B0, OpenShift
Container Platform 4.7.2 S£8E 0 /ERA M 4.7.2 FF1RH etcd 12,

FeREH
o FHEZXR cluster-admin B &I 1 £E,

o FAEME EHBIMEER control plane £,
® SSH X control plane EHLEA],
o TEMBE—FPHIKE etcd HRIBAEES pod FHRMAD B X, 1ZBKAMXHER IR AU

T#&=: snapshot_<datetimestamp>.db #1 static_kuberesources_<datetimestamp>.tar.gz

o

BF
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EE—NERFEREENM control plane EHl, XBIEBHEEPIZITIRERIENEN.

2. BIE|BA control plane T (BIEME EH) B SSH E#,
RE T FRIEENE, Kubernetes API BRZS 3 TTiAVIR, B LLIEITEIG A control plane 17 s, &
Itt, BUWIE—HRMAAIRR LR E M eontrol plane EALHY SSH %1%,

BF

MNEERATRIXNES B, FFTEViA control plane ENEZHRIRE T2, FHFE
EMIXN RS IR E B,

3. ¥ etcd P BREFIEFEIRE control plane EH1 L,
LERTR BRI YT backup B (HHEE eted HRIRFIFRS pod HR) EHIEIMRE control plane
F#189 /home/core/ B H,

4. TEEfIEAM control plane 17 s E{F 1L pod.

ﬁ AREFELEMREEN LM pod, MEMAFHZERE EH LB pod,
a. A2 E ENB control plane E#1,
b. YA etcd pod LM Kubelet S5 BRAFBE :
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. J0iF etcd pod BEBEZFLE

I $ sudo crictl ps | grep etcd | grep -v operator

mREENIZNE, MREFEEN, EEFLIHEBEFRE
d. f$IA Kubernetes API fR%5 85 pod X H kubelet ;5 B :

I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. J0iF Kubernetes API iR %525 pod @B B/=1E,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator
MEHHNIZNZE, MREFAREN, FERILOTEBEFMNE,
f. 19 etcd BB B BT RNALE :
I $ sudo mv /var/lib/etcd/ /tmp
g EEMTZ2IRE EHM control plane TN EEE L F T,
5. PR E control plane E#l.

6. MBEMATEESEHEMWRIE, ERESDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETE,
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R

& LLE T & & oc get proxy cluster -o yaml B i EREEEEHA, MR
httpProxy. httpsProxy#ll noProxy &% & T 1H, &S RANKHE,

7. TEWE control plane N LIZITIREBIA, 1RHE etcd %510 B RHUBRER -

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
BRI HH 7 B

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

MRAEREH eted #MEEH TR, MEIEARRFTHT =/EA NotReady iR
=

8. RET mUBREIILTF Ready K.
a. IBITULTaS :

I $ oc get nodes -w
i Bl

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
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host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

BT RER AT BB B JL BB (A F B i S HR .

b. MRBFET R4TF NotReady KT, HFERT R, FMEANTRLH /var/lib/kubelet/pki
Bk MHBRFrA PEM X, EATLL SSH BT &, SK{EM web 12 & hHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>
pki B &=l

sh-4.4# pwd

/var/lib/kubelet/pki

sh-4.4# |s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

9. 7EFRA control plane EHL EEJF kubelet BRSS.

a. EREENHZITUTRS :
I $ sudo systemctl restart kubelet.service

b. A EM control plane EH EES ILF T,

10. #LHERFIIER] CSR -
a. FREXZE] CSR 7R,

I $ oc get csr

it Bl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

(3]

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

w—ﬂ\%&ﬁiﬁ'ﬂ kubelet IR%$ CSR (BFAF BEMLRE) ,

90



%5 5% CONTROL PLANE &3 #1tksS

w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

b. HEE— CSRHNFAERLUEIIHETAM ¢
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

c. #AESNEMH node-bootstrapper CSR :
I $ oc adm certificate approve <csr_name>
d NFRABENEE, HIESDEMM kubelet BRZ5 CSR :

I $ oc adm certificate approve <csr_name>

1. #IABANE S control plane B#AINE 3,

a. MREEHN L, I etcd BEs 2B EEIZTT,

I $ sudo crictl ps | grep etcd | grep -v operator

Ll N
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MREEHN L, iE etcd pod BHIEEIZIT,
I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

e

INREABEEZTXNFENZIT oc login FHEWLL TR, HERF—LN
[F] LA S p 95 U4 88 2 Bh H B R 2,

I Unable to connect to the server: EOF

i tH o B
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

NIRRT Z Pending, HEHIHAIH T ZDIEMLZITH eted pod, EHFRF/LDH, REH
RIGHE

c. WARZRIE ENMENEEKB control plane ENEZ LT,
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12. ZNMERFHAEFOBRHEMIEIKE control plane 85, EFOIRLAEE, KuaH—NHIETRA
FET B etcd,
IMRBETE T RERFEFNEMEN, HEEMER Machine API BI2H1L25, HIREBUTSHE
7. BN, EpiER&0E e ERINERAELZH control plane T =,

gk

H
[=]

FAENRE ENMIFRFEHFH OBZ T B,

a. NEKH control plane E#lz —KEXHL25.
E—NMEImH#E cluster-admin AP EER KR, ZTUTHS :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-

1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 BT EKB control plane E# ip-10-0-131-183.ec2.internal B control plane #/l

o

b. FHBRERFEXHRARH—DXMHH :
$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ HEKB control plane EHIERE control plane Hl.25H9 & 5.

c. YwiE_E—4 FOIEH new-master-machine.yaml X4, LUDEHAHFMBRFTLENF

B,
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i. FHFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXFE S F &R,
BUGRE S BNFERNEMETT, FEERSEBHT—ITREF. EXH6
&, clustername-8qw5l-master-0 2%/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHp& spec.providerlD FE% :
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

generation: 2

v. MF& metadata.resourceVersion #1 metadata.uid % :
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94

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MHEREKRB control plane EHAIHLES :
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ & KH control plane EHIEZE control plane Hl23HI& R,

e. WILHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

ol
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml {40 Z#7 #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNBRE 20 -

I $ oc get machines -n openshift-machine-api -o wide

Ty oA

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5l-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s  ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running
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clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

#TH1.2% clustername-8qw5I-master-3 R 08, FHIEF XM Provisioning 27
Running 7145,

BRIV ATRER B L BT A, HABRH T RRE—MERIKER, eted cluster Operator
FEIRY,
h. X A2 E ENHENE E KB control plane ENEE LT,

13, E—PEBNKLIREOR, FALTHRSLES cluster-admin B EHA -~ S5 &R EIEE :
I $ oc login -u <cluster_admin> ﬂ

Q %t F <cluster_admin>, {#8 cluster-admin B&IEE—MHF 4.

14. 55 etcd EFERE,
E—NLiEPFEA cluster-admin B EEERIERE, Z1TUTHS -

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2ME—8, X2 2 Mt RIBRRE.

% etcd cluster Operator HUTEFEREN, AT R FFAER S #A bootstrap R R AEIAIHT
pod,

5. WiEFrE T RES B ERFHIEITIRE,
E— N XimHEA cluster-admin A EETIEERE, 2TUTHS

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#HE etcd EI’JNodeInstaIIerProgressmg REFRE, URIEMET RESLFERIFNEIT. £8
IhE, HiH 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ "EARFIH, RHMPEIIREFSE 7.

MRFHEELMES, 02N TRMEUTRE 6 ; 1 M TROVEBITRE 7, XIRKREEHNE
T, FRNDHREL

16. IEEFERE etcd J§, 7 control plane 5 HlH1T#HY rollout, EITF kubelet {8 F ISR 7 2 2%
R API RS 28, AL Kubernetes API I EEHM T m EEFHLEBEC,
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E—PNKiEH{ER cluster-admin B EERIERE, 21TUTHS,
a. N Kubernetes API BR %5 25 s il {THTHOHEH ER B -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTNEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#:& NodelnstallerProgressing K554, LUEIEAA T RSN FRFRA, EEHK

hfE, Hit4 52 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XIRKREEH
MIEdtTH, EFNIHEEIL,

b. & Kubernetes 124l 23 E 12 25 0m A TR B ERE -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&M, LEIEFE T RS FRIFIRA. EEHK
hiE, Hitis E AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEIIREFSE 7.

MEHHEBEZMEITS, W2ANTRNEITIRE 6 ; 1 N TRABITHRE 7, XEKEEH
PIEHITH, EFLOEEER,
c. N Kubernetes T2/ i Hl i T HTHIHEHERE -

$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTNEITRAE.
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$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

# & NodelnstallerProgressing K554, DRIEAE T RS FHRITRAEA, EEHFK

IhfE, Hit4 5 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEIIREFSE 7.

MRFHEELMES, 02N TRMEUTRE 6 ; 1 M RNEBITRE 7, XIRKREEH
MIEdtTH, EFNIHEEIL,

17. BUEFRA control plane EHERE B/REhFINALEERE,
E—NLimEPFEA cluster-admin B EEERIERE, Z1TUTHS -

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

Fai th o B
etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

HIBRATA TEAHERE T REROE EHERE, EESEM Kubernetes APIE BHIEA pod, XS
& OpenShift Container Platform 2B, #NE&E2%. Operator MEHE=HHH,

HER, ARRIMNIREE, TRFENLIHTEREMARS. flf, EEE OAuth flRS58% pod A,
& oc login 1T HAHIE AT RE AL BN IEH TF.

5.3.2.3. ik EF A EFHINSBHBHRR T E

INRIEH OpenShift Container Platform £ ER T M AT AMENE, SR SEEEEE etcd
NEB, ERIRERTE pod HIZ1TH Elasticsearch 5£8%, =& 7E StatefulSet X/ RAIZTHIEIEZE, M etcd
HIPHIRERS, A&ME OpenShift Container Platform fF TAE M E MRS, B2, R etcd IRIBZIH
By, HWRESRgeTskt #.

B

BAMSE (PV) MABHEREET etcd REBHI—E89, M etcd IRIBIRE OpenShift
Container Platform &85, FExE T M EAIRER T INREBEIE, RZIFA,

T RERT RS — LR AIER

o MySQL #UBZFETEH PV X RZHFH pod Hiz1T. M eted RERKE OpenShift Container
Platform A EFESME RN FHMENE L, BERAREKIEEZITH MySQL pod, RE pod REE
ZE. AR EEEENERRES, AREHRE PV LIEMEFERFINRE XA pod.

o PodPIEREEA TMMEIT R X, IRF—Dpod BT mY LFERAERNSE, NHIT eted &

SN, pod PIHEETLIAIEMEEN, R NBMAEMINEIT == Y, OpenShift Container Platform
HAMEM N, BRREI9EE. KEXMERS, BAITMNTRY FHE, LMEESTLUE
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Hith

i

T X EME, fAJE pod P1F R LS EN,

TEHAT eted RIBE, =HENPESFMEH TLPEﬁ TR R, X5 BUR AKX LEIER CSI
IXEhFEFEK Operator BIEIEE TIE, BT EF B INX LI ENFRF K Operator FFFRHE
ik,

TEERK eted REBfE, &M OpenShift Container Platform 77 s it RN E &% &, Local
Storage Operator &4 M /dev/disk/by-id 5% /dev B X EEHE PV OIBFSHE, XS
MATEER S BIAH PV 5| B ABEEMILE,

FRRRIXANAH, BTG

1. FMHBRT B TRLER PV,
2. MKFRITT sR A I PR R 5 B
3. MER LocalVolume =X LocalVolumeSet /5 (155 Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

i

INEA XA QL 22 E M1 17 OpenShift Container Platform X518 B SSH B control
plane T, BB EH.

5.3.3. M control plane it 4 23 HifIE R T IRE

5.3.3.1. M control plane iF$ B3 HIME R Tk E
L2 LUMITERBY control plane IEFH B hIkE .,

BZ, ,u\mﬁiﬁﬁ}tt&ﬁkiiﬁ’] node-bootstrapper it 1% £15K (CSR) RIWKE kubelet ik, *fFH
FEEHNRE, ErageREHESFLIER kubelet lRZ5 CSR.

ERLLT S P ERF 0328 CSR -

L

98

1.

FREX AT CSR 5K,

I $ oc get csr

i o Bl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pending @)
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pendingg

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingﬂ


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#accessing-hosts

%5 5% CONTROL PLANE &3 #1tksS

QO L2 kubelet BRS5 CSR (RTFRAFBHNEE) .
w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

2. BE—D CSRMIFMAERUEITHRTEN ¢
I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& 7,

3. AESNE MM node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>

4. HFAPBEFNRE, HHESIEBR kubelet IBZ CSR :

I $ oc adm certificate approve <csr_name>
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