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1N.EHREEES

CTIEAE B EA IR, XM TUBMREEREIES., BITMIXENRETFA © master,
slave. blacklist #1 whitelist, IXLEBBUFERNE L TN K ITARZRH LR, #1515 EE Red Hat
CTO Chris Wright 1§ B

1.2. THEBIRRA

3 1.1. OpenShift Container Platform R Z&<3z%F Red Hat OpenShift Logging (RHOL)

47 4.8 4.9
RHOL 5.1 X X

RHOL 5.2 X X X
RHOL 5.3 X X

1.2.1. OpenShift Logging 5.1.0

It & fTARA &35 RHSA-2021:2112 OpenShift Logging i2FEIAEE 5.1.0,

1.2.1.1. #iTheE R IheEgsa

OpenShift Logging 5.1 BI1E 32 #F OpenShift Container Platform 4.7 R Z [FRIMAIZIT -
® IBM Power 4t
e |BMZ # LinuxONE

SERRAXS LA A E AT T e

o (ENEEMEIEN, EuLUFER Kubernetes pod Fr% M RN E B EBIEFHNE L X TR EMN
BEERE, EaLLET7E ClusterLogForwarder B E X ¥R (CR) YAML XHHEE
inputs[].application.selector.matchLabels o5& B &R, ELa] LUk 4 22 8] Uk
SHWHEEHIE, (LOG-883)

o b A IThRARF LT #EY ElasticsearchNodeDiskWatermarkReached Z & 75 10%I OpenShift
Elasticsearch Operator (EO) :

o BiAZ Elasticsearch 7 sRB ALK KA1 %%

o BiAZ| Elasticsearch ¥ sli# @ K1 4%

o BiAEl Elasticsearch 7 sl &t BIHE K K AT 4%

& Elasticsearch T Il FEARR 6 N PO ELARAME KA e, WALE KA SIMALK Stage
KA FER, BREMNATENNES. XNEESRBNERE T ET ROABIME KA HE

BN RIBIET (Al B & S IRME S BERRF PRAVEERE, AT LURBRX LR iR A By R M M)/, EO
Rz AT LN BB 22 Rl SR B R B SR A X B, (LOG-1100)


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
https://access.redhat.com/errata/RHSA-2021:2112
https://issues.redhat.com/browse/LOG-883
https://issues.redhat.com/browse/LOG-1100
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o JSON HEIMEALUEN JSON KR (MARHEISHERNE) HRBZIIERZE Elasticsearch &
BFHMZENE=ART. A, TIFETLIM Kibana ) JSON BEHEEEHENFE,
M@ INEFE BERM A X I, (LOG-785, LOG-1148)

1.2.1.2. FAMMIBRE9ThAE
2 BIRR A AR B9 — LETHAE B 4% 7+ B =B

FRANBEMABETE OpenShift Logging 1, FHEMAKIR. EBR, X MWREIEURHLITRAS
WHER, BABRUIERBIEREHER,

1.2.1.2.1. Elasticsearch Curator 242

TEXPhRAR, Elasticsearch Curator B ##kR, TH# . Elasticsearch Curator AJ & BHETE
OpenShift Container Platform 4.4 RERMAFNREHITRENEE, BEASHENH, mMASE
F Elasticsearch Curator,

1.2.1.2.2. fEAIBM Fluentd #1IH syslog Fikf A BB #FER

M OpenShift Container Platform 4.6 A ZII7E, EMAIAM Fluentd A syslog A& %X B EB#HT
A, FREUEMNAITIRAGMIR, NEBWENIERSGAE,

1.21.3. BEFHERES

e 7EE#zAl, ClusterLogForwarder CR £ 0| FF LR input[].selector ;t3HR. TE X hRA
i, HIRIE ClusterLogForwarder CR 1§ — selector I, BRRHE, X F LOG-883, &F
BES IR, XBERMEA pod IR RSRRE LN A BASEHE, (LOG-1338)

o TELIRIBIRRAH, REMRSIRA (CSV) HHEFHmIEBAM I OpenShift Elasticsearch Operator
BHRBIATRMBER, FEBRT, XFBHALIE Elasticsearch Operator pod BIRER B IR
Mo TEXANHRAA, BiIMIFR Operator 2389 CSV FHRARHIAR R T ixX A, Operator ATLA
WHAER&RERE, (LOG-1254)

o TEEFHI, HASBKMIEPFHHEEELE Kafka KBFERUTEIRER -
state=error: certificate verify failed (unable to get local issuer certificate)

T EFAEE LA RE CASZRIEPH Katka RIB, XZ2E K Fluentd Kafka 14 R aELLFE
YR secret B ca-bundle.crt B RIRHBI AN CA LR, FEXMREAFERT XNAE, BF
FA 7 Fluentd Kafka &AL IEXT R/ secret B ca-bundle.crt 5B PIRHHZ D CAIEH, i

E, BRI LR ASE CAEZIIERR Kafka L, (LOG-1218, LOG-1216)

o TELIBIRIRRAH, UEIEMEM, Elasticsearch RIREE N —LEiFE RN HTTP 500 1%, BlfFE&E
BERAEHER, BERESRY, TEXMNRAFER T IXANEH, AERBEHRSIEE cron fEALE
HAEBRIGE HTTP 500 f5iRmT B E5HME, BHFHFRSIEIE cron FALREXRNEIZ REFHIFEK,

(LOG-1215)

o ELRIMIRAF, MNREEBEEHRERBHXE proxy [, AEEERENEH IRETS
BRE, NEE—MERRE, BaMIE Fluentd f¥BEF% % B Elasticsearch, ZlfmE R IX D
@, FERENEFHEEF, ¥ no_proxy {EIXEN .svc.cluster.local, FEEBkTAERE. £
XAMRA R T RIBEE M E, MRERE OpenShift Container Platform £ FE B BA
, Fluentd f$HE4 X F Elasticsearch, (LOG-1187, BZ#1915448)

o HEEHH, BRILKKWERURTHLERSHERTEE, EXMREHD, BEICFKKES
ESHRNANERETTEERLAEZEE. (LOG-1186)

o TEEITHI, INBERLEIEA ZiM Elasticsearch EEEFR RN MIPRTERE, OpenShift


https://issues.redhat.com/browse/LOG-785
https://issues.redhat.com/browse/LOG-1148
https://issues.redhat.com/browse/LOG-883
https://issues.redhat.com/browse/LOG-1338
https://issues.redhat.com/browse/LOG-1254
https://issues.redhat.com/browse/LOG-1218
https://issues.redhat.com/browse/LOG-1216
https://issues.redhat.com/browse/LOG-1215
https://issues.redhat.com/browse/LOG-1187
https://bugzilla.redhat.com/show_bug.cgi?id=1915448
https://issues.redhat.com/browse/LOG-1186
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Elasticsearch Operator (EQ) 515 Z1{ F+ 4 Elasticsearch 522%, .7~ scheduledUpgrade:
"True", shardAllocationEnabled: 26ries FE B, X MRAR, EO FEIHFAN
Elasticsearch &£2%,

EO REBETRUTHREER, LIEREZ N BRIEH Elasticsearch FEHIT A S ZFHFWE
N

o YIRZANIEINN FEMEEE IR FF AT MEL51 2 A B e, StorageStructureChangelgnored.

=

o UMK BNIEFMR AT, StorageClassNameChangelgnored.

=

o UMLK BREFM AN, StorageSizeChangelgnored.

INRIEFF ClusterLogging B E X FIR (CR )EE N MG tI# IR A M=, EO
KOB—NMFAMEBFR (PVC), ERUEBRFEAMS (PV). BER
StorageStructureChangelgnored R, &7k &% ClusterLogging CR By
B FHMFRFF A SR (PVC),

(LOG-1351)

EEHRI, MREEFHEE T —PDTEM Elasticsearch £, BT REERSE, —MNIEEIE
TRIETZTT, AAHEMBUIET RXMH. HILXANRBMERZ, #HuEfE L Elasticsearch
Operator 4&1# Elasticsearch SEBFHIFEHIE T R X MRAH, Elasticsearch Operator I LA%E
AT ESIEMIERUET 2, ABEEX&EHR, UECIIINEFIET, Elasticsearch Operator ANE#HT
IEBERLALREF TR, (LOG-1536)

1.2.2. OpenShift Logging 5.0.9

L& ITRRASIE RHBA-2021:3705 - f2FHEIREE A&, OpenShift Logging F2FEIRIEE MA(5.0.9) .

1221 BEFERES
WA ITHRASIEUTRFEIAMELE

EEHR, —EEEREEREHIRA N UTF-8 FT, X253 Elasticsearch B4 B FEEEE
NEARE A . FEXNRABERT XNA : BIBENERER T TR EERBFHEH
RZFRHEZH, (LOG-1574)

EE#HA1, 4= ClusterLogging HE X IR (CR)F &Y totalLimitSize FI(ER FE! Fluentd
total_limit_size FE&, XRREIZAIEHLHIMIKR/N, Hk, Fluentd NABRINME, EXMHRA
f1, CR ¥ totalLimitSize B9/E N FEE| Fluentd total_limit_size %, Fluentd {#
total_limit_size FEXMIESEINME (LUIDENHE) . (LOG-1736)

1.2.2.2. CVE

CVE-2020-25648

CVE-2021-22922

CVE-2021-22923

CVE-2021-22924

CVE-2021-36222


https://issues.redhat.com/browse/LOG-1351
https://issues.redhat.com/browse/LOG-1536
https://access.redhat.com/errata/RHBA-2021:3705
https://issues.redhat.com/browse/LOG-1574
https://issues.redhat.com/browse/LOG-1736
https://access.redhat.com/security/cve/CVE-2020-25648
https://access.redhat.com/security/cve/CVE-2021-22922
https://access.redhat.com/security/cve/CVE-2021-22923
https://access.redhat.com/security/cve/CVE-2021-22924
https://access.redhat.com/security/cve/CVE-2021-36222
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e CVE-2021-37576
e CVE-2021-37750

e CVE-2021-38201

1.2.3. OpenShift Logging 5.0.8

b & TRRA B HE RHBA-2021:3526 - RFHHIRMEE A&, OpenShift Logging B2 HHIREE MA(5.0.8) .

1.2.3.1. BFERES

e & TRR AL SIFE LU TREFEIMELE -
o HTFALITEEMAREERM, olm.skipRange FEXMIETE 5.2.0 FRFAZ, HITE z-stream

= 0 BMIT&EREH. HBRIKITIRANMES TEEHA, LUIELITSEH BRI FEME,
(LOG-1741)

1.2.4. OpenShift Logging 5.0.7

L2 fTHRA B ¥E RHBA-2021:12884 - FRFiEIRMEE . OpenShift Logging F2FiH IRIEE HRA(5.0.7) .

1.2.4.1. BFHRES
WA ITHRALSIELUTRFEIAMELE -

o |LOG-1594 - " M viaq/logerr fRFFIT R AMF AT IE ST

1.2.4.2. CVE

e CVE-2016-10228
e CVE-2017-14502
e CVE-2018-2501
e CVE-2019-2708
e (CVE-2019-3842
e CVE-2019-9169

e CVE-2019-13012
e CVE-2019-18276
e CVE-2019-188T1

e CVE-2019-19523
e CVE-2019-19528
e CVE-2019-25013

e CVE-2020-0431
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https://access.redhat.com/security/cve/CVE-2021-37576
https://access.redhat.com/security/cve/CVE-2021-37750
https://access.redhat.com/security/cve/CVE-2021-38201
https://access.redhat.com/errata/RHBA-2021:3526
https://issues.redhat.com/browse/LOG-1741
https://access.redhat.com/errata/RHBA-2021:2884
https://issues.redhat.com/browse/LOG-1594
https://access.redhat.com/security/cve/CVE-2016-10228
https://access.redhat.com/security/cve/CVE-2017-14502
https://access.redhat.com/security/cve/CVE-2018-25011
https://access.redhat.com/security/cve/CVE-2019-2708
https://access.redhat.com/security/cve/CVE-2019-3842
https://access.redhat.com/security/cve/CVE-2019-9169
https://access.redhat.com/security/cve/CVE-2019-13012
https://access.redhat.com/security/cve/CVE-2019-18276
https://access.redhat.com/security/cve/CVE-2019-18811
https://access.redhat.com/security/cve/CVE-2019-19523
https://access.redhat.com/security/cve/CVE-2019-19528
https://access.redhat.com/security/cve/CVE-2019-25013
https://access.redhat.com/security/cve/CVE-2020-0431

CVE-2020-8231

CVE-2020-8284

CVE-2020-8285

CVE-2020-8286

CVE-2020-8927

CVE-2020-9948

CVE-2020-9951

CVE-2020-9983

CVE-2020-10543

CVE-2020-10878

CVE-2020-11608

CVE-2020-12114

CVE-2020-12362

CVE-2020-12363

CVE-2020-12364

CVE-2020-12464

CVE-2020-13434

CVE-2020-13543

CVE-2020-13584

CVE-2020-13776

CVE-2020-14314

CVE-2020-14344

CVE-2020-14345

CVE-2020-14346

CVE-2020-14347

CVE-2020-14356

CVE-2020-14360

CVE-2020-14361

CVE-2020-14362
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https://access.redhat.com/security/cve/CVE-2020-8231
https://access.redhat.com/security/cve/CVE-2020-8284
https://access.redhat.com/security/cve/CVE-2020-8285
https://access.redhat.com/security/cve/CVE-2020-8286
https://access.redhat.com/security/cve/CVE-2020-8927
https://access.redhat.com/security/cve/CVE-2020-9948
https://access.redhat.com/security/cve/CVE-2020-9951
https://access.redhat.com/security/cve/CVE-2020-9983
https://access.redhat.com/security/cve/CVE-2020-10543
https://access.redhat.com/security/cve/CVE-2020-10878
https://access.redhat.com/security/cve/CVE-2020-11608
https://access.redhat.com/security/cve/CVE-2020-12114
https://access.redhat.com/security/cve/CVE-2020-12362
https://access.redhat.com/security/cve/CVE-2020-12363
https://access.redhat.com/security/cve/CVE-2020-12364
https://access.redhat.com/security/cve/CVE-2020-12464
https://access.redhat.com/security/cve/CVE-2020-13434
https://access.redhat.com/security/cve/CVE-2020-13543
https://access.redhat.com/security/cve/CVE-2020-13584
https://access.redhat.com/security/cve/CVE-2020-13776
https://access.redhat.com/security/cve/CVE-2020-14314
https://access.redhat.com/security/cve/CVE-2020-14344
https://access.redhat.com/security/cve/CVE-2020-14345
https://access.redhat.com/security/cve/CVE-2020-14346
https://access.redhat.com/security/cve/CVE-2020-14347
https://access.redhat.com/security/cve/CVE-2020-14356
https://access.redhat.com/security/cve/CVE-2020-14360
https://access.redhat.com/security/cve/CVE-2020-14361
https://access.redhat.com/security/cve/CVE-2020-14362

OpenShift Container Platform 4.7 H&if

e CVE-2020-14363
e (CVE-2020-15358
e CVE-2020-15437
e CVE-2020-24394
e CVE-2020-24977
e CVE-2020-25212
e CVE-2020-25284
® CVE-2020-25285
e CVE-2020-25643
e CVE-2020-25704
e CVE-2020-25712
e CVE-2020-26116

e CVE-2020-26137
e CVE-2020-26541
e CVE-2020-27618
e CVE-2020-27619
e CVE-2020-27786
e (CVE-2020-27835
® CVE-2020-28196
e CVE-2020-28974
e CVE-2020-29361
e (CVE-2020-29362
e (CVE-2020-29363
e CVE-2020-35508
e CVE-2020-36322
e (CVE-2020-36328
e (CVE-2020-36329
e CVE-2021-0342

e CVE-2021-0605
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https://access.redhat.com/security/cve/CVE-2020-14363
https://access.redhat.com/security/cve/CVE-2020-15358
https://access.redhat.com/security/cve/CVE-2020-15437
https://access.redhat.com/security/cve/CVE-2020-24394
https://access.redhat.com/security/cve/CVE-2020-24977
https://access.redhat.com/security/cve/CVE-2020-25212
https://access.redhat.com/security/cve/CVE-2020-25284
https://access.redhat.com/security/cve/CVE-2020-25285
https://access.redhat.com/security/cve/CVE-2020-25643
https://access.redhat.com/security/cve/CVE-2020-25704
https://access.redhat.com/security/cve/CVE-2020-25712
https://access.redhat.com/security/cve/CVE-2020-26116
https://access.redhat.com/security/cve/CVE-2020-26137
https://access.redhat.com/security/cve/CVE-2020-26541
https://access.redhat.com/security/cve/CVE-2020-27618
https://access.redhat.com/security/cve/CVE-2020-27619
https://access.redhat.com/security/cve/CVE-2020-27786
https://access.redhat.com/security/cve/CVE-2020-27835
https://access.redhat.com/security/cve/CVE-2020-28196
https://access.redhat.com/security/cve/CVE-2020-28974
https://access.redhat.com/security/cve/CVE-2020-29361
https://access.redhat.com/security/cve/CVE-2020-29362
https://access.redhat.com/security/cve/CVE-2020-29363
https://access.redhat.com/security/cve/CVE-2020-35508
https://access.redhat.com/security/cve/CVE-2020-36322
https://access.redhat.com/security/cve/CVE-2020-36328
https://access.redhat.com/security/cve/CVE-2020-36329
https://access.redhat.com/security/cve/CVE-2021-0342
https://access.redhat.com/security/cve/CVE-2021-0605
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e CVE-2021-3177
e CVE-2021-3326
e CVE-2021-3501
e CVE-2021-3516
e CVE-2021-3517
e CVE-2021-3518
e CVE-2021-3520
e CVE-2021-3537
e CVE-2021-3541
e CVE-2021-3543
e CVE-2021-20271
e CVE-2021-23336
e CVE-2021-27219

e CVE-2021-33034

1.2.5. OpenShift Logging 5.0.6

WA ITRRA SR RHBA-2021:2655 - BFHIREE R &, OpenShift Logging BFHIRMEZRE (5.0.6) .

1.2.5.1. BFERES
& ATARAS GIE L FRRFEIMELE -

o | OG-1451-[1927249] fieldmanager.go:186] [SHOULD NOT HAPPEN] failed to update
managedFields...duplicate entries for key [name="POLICY_MAPPING"] (LOG-1451)

® | OG-1537 - Full Cluster Cert Redeploy is broken when the ES clusters includes non-data
nodes(LOG-1537)

® | OG-1430 - eventrouter raising "Observed a panic: &runtime.TypeAssertionError” (LOG-1430)
o LOG-1461- ZBIBEEEIRSIAZL S Completed, BNEE HEFHINEEIR, (LOG-1461)
® L OG-1459 - Operator SR B FFEEBERRE (LOG-1459)

e LOG-1572-Bug 1981579 : EEREN BT HUKMEMEBERE (LOG-1572)

1.2.5.2. CVE

e CVE-2016-10228
e CVE-2017-14502

e CVE-2018-2501
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https://access.redhat.com/security/cve/CVE-2021-3177
https://access.redhat.com/security/cve/CVE-2021-3326
https://access.redhat.com/security/cve/CVE-2021-3501
https://access.redhat.com/security/cve/CVE-2021-3516
https://access.redhat.com/security/cve/CVE-2021-3517
https://access.redhat.com/security/cve/CVE-2021-3518
https://access.redhat.com/security/cve/CVE-2021-3520
https://access.redhat.com/security/cve/CVE-2021-3537
https://access.redhat.com/security/cve/CVE-2021-3541
https://access.redhat.com/security/cve/CVE-2021-3543
https://access.redhat.com/security/cve/CVE-2021-20271
https://access.redhat.com/security/cve/CVE-2021-23336
https://access.redhat.com/security/cve/CVE-2021-27219
https://access.redhat.com/security/cve/CVE-2021-33034
https://access.redhat.com/errata/RHBA-2021:2655
https://issues.redhat.com/browse/LOG-1451
https://issues.redhat.com/browse/LOG-1537
https://issues.redhat.com/browse/LOG-1430
https://issues.redhat.com/browse/LOG-1461
https://issues.redhat.com/browse/LOG-1459
https://issues.redhat.com/browse/LOG-1572
https://access.redhat.com/security/cve/CVE-2016-10228
https://access.redhat.com/security/cve/CVE-2017-14502
https://access.redhat.com/security/cve/CVE-2018-25011

OpenShift Container Platform 4.7 H&if

e CVE-2019-2708

e CVE-2019-9169

e CVE-2019-25013
e CVE-2020-8231

e CVE-2020-8284
e (CVE-2020-8285
e (CVE-2020-8286
e CVE-2020-8927
e CVE-2020-10543
e CVE-2020-10878
e CVE-2020-13434
e CVE-2020-14344
e CVE-2020-14345
e CVE-2020-14346
e CVE-2020-14347
e CVE-2020-14360
e CVE-2020-14361
e CVE-2020-14362
e CVE-2020-14363
e (CVE-2020-15358
e CVE-2020-25712
e CVE-2020-26116
e CVE-2020-26137
e CVE-2020-26541
e CVE-2020-27618
e CVE-2020-27619
® CVE-2020-28196
e CVE-2020-29361

e (CVE-2020-29362
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https://access.redhat.com/security/cve/CVE-2019-2708
https://access.redhat.com/security/cve/CVE-2019-9169
https://access.redhat.com/security/cve/CVE-2019-25013
https://access.redhat.com/security/cve/CVE-2020-8231
https://access.redhat.com/security/cve/CVE-2020-8284
https://access.redhat.com/security/cve/CVE-2020-8285
https://access.redhat.com/security/cve/CVE-2020-8286
https://access.redhat.com/security/cve/CVE-2020-8927
https://access.redhat.com/security/cve/CVE-2020-10543
https://access.redhat.com/security/cve/CVE-2020-10878
https://access.redhat.com/security/cve/CVE-2020-13434
https://access.redhat.com/security/cve/CVE-2020-14344
https://access.redhat.com/security/cve/CVE-2020-14345
https://access.redhat.com/security/cve/CVE-2020-14346
https://access.redhat.com/security/cve/CVE-2020-14347
https://access.redhat.com/security/cve/CVE-2020-14360
https://access.redhat.com/security/cve/CVE-2020-14361
https://access.redhat.com/security/cve/CVE-2020-14362
https://access.redhat.com/security/cve/CVE-2020-14363
https://access.redhat.com/security/cve/CVE-2020-15358
https://access.redhat.com/security/cve/CVE-2020-25712
https://access.redhat.com/security/cve/CVE-2020-26116
https://access.redhat.com/security/cve/CVE-2020-26137
https://access.redhat.com/security/cve/CVE-2020-26541
https://access.redhat.com/security/cve/CVE-2020-27618
https://access.redhat.com/security/cve/CVE-2020-27619
https://access.redhat.com/security/cve/CVE-2020-28196
https://access.redhat.com/security/cve/CVE-2020-29361
https://access.redhat.com/security/cve/CVE-2020-29362

CVE-2020-29363

CVE-2020-36328

CVE-2020-36329

CVE-2021-3177

CVE-2021-3326

CVE-2021-3516

CVE-2021-3517

CVE-2021-3518

CVE-2021-3520

CVE-2021-3537

CVE-2021-3541

CVE-2021-20271

CVE-2021-23336

CVE-2021-27219

CVE-2021-33034

1.2.6. OpenShift Logging 5.0.5

1.2.6.1. Z2E&8

® Gogo/protobuf:plugin/unmarshal/unmarshal.go f > ELE3R5|501E, (CVE-2021-3121)

27219)

BUFRES s CVE 48K -

(BZ#1921650)

% 13 RED HAT OPENSHIFT LOGGING & f73¥iC

b & TRRA B IE RHSA-2021:2374 - RE1E, HE : OpenShift Logging 2R HHIFES MRA (5.0.5),

e glib: 64 fIF AL g _bytes_new THREFRMEHKIRE, ENEXLHEM 64 (LEl 3261(CVE-2021-

e BZ#1921650 gogo/protobuf: plugin/unmarshal/unmarshal.go it 4% E #IZR 8| 55 1E

LOG-1361 CVE-2021-3121 elasticsearch-operator-container: gogo/protobuf:
plugin/unmarshal/unmarshal.go TR ERIZRF|JL1E [openshift-logging-5] (LOG-1361)

LOG-1362 CVE-2021-3121 elasticsearch-proxy-container: gogo/protobuf:
plugin/unmarshal/unmarshal.go TR R ERIZRF| 52 1E [openshift-logging-5] ((LOG-1362))

LOG-1363 CVE-2021-3121logging-eventrouter-container: gogo/protobuf:
plugin/unmarshal/unmarshal.go TR AR ERIZRF| 5 1E [openshift-logging-5] (LOG-1363)

1.2.7. OpenShift Logging 5.0.4
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https://access.redhat.com/security/cve/CVE-2020-29363
https://access.redhat.com/security/cve/CVE-2020-36328
https://access.redhat.com/security/cve/CVE-2020-36329
https://access.redhat.com/security/cve/CVE-2021-3177
https://access.redhat.com/security/cve/CVE-2021-3326
https://access.redhat.com/security/cve/CVE-2021-3516
https://access.redhat.com/security/cve/CVE-2021-3517
https://access.redhat.com/security/cve/CVE-2021-3518
https://access.redhat.com/security/cve/CVE-2021-3520
https://access.redhat.com/security/cve/CVE-2021-3537
https://access.redhat.com/security/cve/CVE-2021-3541
https://access.redhat.com/security/cve/CVE-2021-20271
https://access.redhat.com/security/cve/CVE-2021-23336
https://access.redhat.com/security/cve/CVE-2021-27219
https://access.redhat.com/security/cve/CVE-2021-33034
https://access.redhat.com/errata/RHSA-2021:2374
https://access.redhat.com/security/cve/CVE-2021-3121
https://access.redhat.com/security/cve/cve-2021-27219
https://bugzilla.redhat.com/show_bug.cgi?id=1921650
https://issues.redhat.com/browse/LOG-1361
https://issues.redhat.com/browse/LOG-1362
https://issues.redhat.com/browse/LOG-1363

OpenShift Container Platform 4.7 B&&ic 3%

L ZITRRASIE RHSA-2021:2136 - REN &, FE : Openshift Logging ZEFIREEH (5.0.4),

1271 B2 EE

® Gogo/protobuf:plugin/unmarshal/unmarshal.go f D> ELE3R5|5%1E, (CVE-2021-3121)

LAF Jira @& kit CVE :

LOG-1364 CVE-2021-3121 cluster-logging-operator-container: gogo/protobuf:
plugin/unmarshal/unmarshal.go TR AR ERIZRF| 52 1UE [openshift-logging-5], (LOG-1364)

1.2.7.2. BFHERES
WA ITHRALSIELUTRFEIAMELE :

LOG-1328 Port fix to 5.0.z for BZ-1945168.(LOG-1328)

1.2.8. OpenShift Logging 5.0.3

b & TRRA B IE RHSA-20211515 - &R E, EEM OpenShift Logging FHIFES MRA (5.0.3) .

1.2.8.1. Z2EE

16

jackson-databind: sif4j-ext RRRERNRIEHIT (CVE-2018-14718)

jackson-databind: blaze-ds-opt #1 blaze-ds-core EFRMM{ERRILHIT (CVE-2018-14719)
jackson-databind : £ £ UDK K/ i#HITiTIE/XXE (CVE-2018-14720)
jackson-databind : axis2-jaxws KFRBIARSS B imiAE K& (SSRF) (CVE-2018-14721)

jackson-databind: axis2-transport-jms &I IEFAR polymorphic deserialization (CVE-
2018-19360)

jackson-databind: openjpa IR IEFEHI polymorphic deserialization (CVE-2018-19361)

jackson-databind: jposs-common-core EHBIARIEHEB polymorphic deserialization (CVE-
2018-19362)

jackson-databind : BKIAHI AR R S HHUTIZRENRY (CVE-2019-14379)

jackson-databind : com.pastdev.httpcomponents.configuration.JndiConfiguration FHY
serialization gadgets (CVE-2020-24750)

Jackson-databind: {51z A B 5
org.apache.commons.dbcp2.datasources.PerUserPoolDataSource (CVE-2020-35490) #83%
BIFFF{E gadget FIHIA Z BB EH

Jackson-databind:#5 iR (M I 5
org.apache.commons.dbcp2.datasources.SharedPoolDataSource(CVE-2020-35491)18 X HI %
F{t gadget MM A Z [EIHRE

Jackson-databind:#iZ 4 5
com.oracle.wls.shaded.org.apache.xalan.lib.sgl.JNDIConnectionPool (CVE-2020-35728)


https://access.redhat.com/errata/RHSA-2021:2136
https://access.redhat.com/security/cve/CVE-2021-3121
https://issues.redhat.com/browse/LOG-1364
https://issues.redhat.com/browse/LOG-1328
https://access.redhat.com/errata/RHSA-2021:1515
https://www.redhat.com/security/data/cve/CVE-2018-14718.html
https://www.redhat.com/security/data/cve/CVE-2018-14719.html
https://www.redhat.com/security/data/cve/CVE-2018-14720.html
https://www.redhat.com/security/data/cve/CVE-2018-14721.html
https://www.redhat.com/security/data/cve/CVE-2018-19360.html
https://www.redhat.com/security/data/cve/CVE-2018-19361.html
https://www.redhat.com/security/data/cve/CVE-2018-19362.html
https://www.redhat.com/security/data/cve/CVE-2019-14379.htmld
https://www.redhat.com/security/data/cve/CVE-2020-24750.html
https://www.redhat.com/security/data/cve/CVE-2020-35490.html
https://www.redhat.com/security/data/cve/CVE-2020-35491.html
https://www.redhat.com/security/data/cve/CVE-2020-35728.html
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® Jackson-databind:fHiz 5
oadd.org.apache.commons.dbcp.cpdsadapter.DriverAdapterCPDS (CVE-2020-36179)

e Jackson-databind:f& iRt B S
org.apache.commons.dbcp2.cpdsadapter.DriverAdapterCPDS (CVE-2020-36180)

e Jackson-databind:f5 iRt B S
org.apache.tomcat.dbcp.dbcp.cpdsadapter.DriverAdapterCPDS (CVE-2020-36181)

e Jackson-databind:f5 iRt B S
org.apache.tomcat.dbcp.dbcp2.cpdsadapter.DriverAdapterCPDS (CVE-2020-36182)

® Jackson-databind: (5% BB F AL gadgets FlHIA S
org.docx4j.org.apache.xalan.lib.sgl.JNDIConnectionPool (CVE-2020-36183)

e Jackson-databind:f& iRt B S
org.apache.tomcat.dbcp.dbcp2.datasources.PerUserPoolDataSource (CVE-2020-36184) #H
XHFFE gadget AL E

e Jackson-databind:f& iRt B S
org.apache.tomcat.dbcp.dbcp2.datasources.SharedPoolDataSource (CVE-2020-36185)

® jackson-databind : 5 org.apache.tomcat.dbcp.dbcp.datasources.PerUserPoolDataSource #8%
B, 1E serialization gadgets # typing [A]ZX B #5140 (CVE-2020-36186)

® jackson-databind : 5 org.apache.tomcat.dbcp.dbcp.datasources.SharedPoolDataSource #H3%
B, 1E serialization gadgets # typing [A]ZX B #5140 (CVE-2020-36187)

® jackson-databind : 5 com.newrelic.agent.deps.ch.qos.logback.core.db.JNDIConnectionSource
XM, 7 serialization gadgets # typing [E] X B BIE1%408 (CVE-2020-36188)

® jackson-databind : &
com.newrelic.agent.deps.ch.qos.logback.core.db.DriverManagerConnectionSource #8xHJ, 1

serialization gadgets # typing (A X B HIEE R IE (CVE-2020-36189)

® jackson-databind : & javax.swing ¥8%HJ, 7E serialization gadgets # typing [H] 8938 B &R (b
¥ (CVE-2021-20190)

e golang : FEREEIE T ReverseProxy M net/http BR3P MIBUE ST RER S DoS (CVE-
2020-15586)

® golang : ReadUvarint #1 ReadVarint BJ LAM TR B H A FRLECE B RRFIBF 78 (CVE-2020-
16845)

e OpendDK : REEM JAR ZRERAEEMRHISLHE (Librial, 8249906) (CVE-2021-2163)
LAF Jira @& £58 CVE :

e | OG-1234 CVE-2020-15586 CVE-2020-16845 openshift-eventrouter: various flaws
[openshift-4].(LOG-1234)

o | OG-1243 CVE-2018-14718 CVE-2018-14719 CVE-2018-14720 CVE-2018-14721 CVE-2018-
19360 CVE-2018-19361 CVE-2018-19362 CVE-2019-14379 CVE-2020-35490 CVE-2020-

35491 CVE-2020-35728... logging-elasticsearch6-container: various flaws [openshift-logging-
5.0].(LOG-1243)

1.2.8.2. BFHHRES
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https://www.redhat.com/security/data/cve/CVE-2020-36179.html
https://www.redhat.com/security/data/cve/CVE-2020-36180.html
https://www.redhat.com/security/data/cve/CVE-2020-36181.html
https://www.redhat.com/security/data/cve/CVE-2020-36182.html
https://www.redhat.com/security/data/cve/CVE-2020-36183.html
https://www.redhat.com/security/data/cve/CVE-2020-36184.html
https://www.redhat.com/security/data/cve/CVE-2020-36185.html
https://www.redhat.com/security/data/cve/CVE-2020-36186.html
https://www.redhat.com/security/data/cve/CVE-2020-36187.html
https://www.redhat.com/security/data/cve/CVE-2020-36188.html
https://www.redhat.com/security/data/cve/CVE-2020-36189.html
https://www.redhat.com/security/data/cve/CVE-2021-20190.html
https://www.redhat.com/security/data/cve/CVE-2020-15586.html
https://www.redhat.com/security/data/cve/CVE-2020-16845.html
https://www.redhat.com/security/data/cve/CVE-2021-2163.html
https://issues.redhat.com/browse/LOG-1234
https://issues.redhat.com/browse/LOG-1243

OpenShift Container Platform 4.7 B&it &

WAITIRA L SIEUTREFHIRMELE :

o LOG-1224 iRA 5.0 - HEF ClusterLogForwarder #p &2 [RIM B &KL L TTRIEE TE, (LOG-
1224)

e LOG-123250 - Bug 1859004 - B E#KHE T ERESHAR. (LOG-1232)

® LOG-1299 Release 5.0 - FIE PN HEHR A E Kafka KM, F5i5H4 "state=error: certificate
verify failed (unable to get local issuer certificate)", (LOG-1299)

1.2.9. OpenShift Logging 5.0.2

& TRRAEHE RHBA-2021:1167 - BFHHIFMEE &, OpenShift Logging 2R HHIRES MRA (5.0.2) .

1.29.1. BFHERES

o MRMEBAEEHRERLEFRNE .proxy, ARHEERENEH LRET2RRE, IIFE—T
RFRE, FRIE Fluentd S BB A B Elasticsearch, ZImE#RX AN AH, 1E proxy/cluster fg
B ¥ no_proxy i%i& 7 .sve.cluster.local, LAMEBKT RNERRE. BRI ITHRARR T RIBEREE
A&, PIFE, WRIEERLE OpensShift EEFEELBNRE, Fluentd RN BEEK LT
Elasticsearch, (LOG-1187)

o TELIRIMIRRAA, MRAFILHEBEEEL T Kaftka KM, 45170 "state=error: certificate verify
failed (FERIAMBE L HIER) . " THRFEREZLB T AR CAZLMIEHER Kafka 1
, XERAN fluentd Kafka &4 R BEALIEFE R secret B ca-bundle.crt S5 B PRI E A CA IE
Fo BEIKITARAFR T XN, AiERE A fluentd Kafka IEHEAL TR secret B ca-
bundle.crt £BEFIRHMZ N CAES, WE, BETURELBTFASE CAZRMIEFHH
Kafka X, (LOG-1216,LOG-1218)

o TELIRIBIRRAH, EEMRSIRA (CSV) HHEFHREAMF OpenShift Elasticsearch operator
ARBIATRFMRRH, EREBRT, XREBREFRBRMHA L Elasticsearch operator pods
URTZAITHRAFRR 73X, HER2 MR operator B8aM) CSV ¥R KBREI, IWTE, Operator
SWFAEMEB A, (LOG-1254)

1.2.10. OpenShift Logging 5.0.1

WA ITRRAEHE RHBA-2021:0963 - BFHIRIEE A H. OpenShift Logging F2FFHIRIEE A (5.0.1) .

1.2.10.1. BFHERES

o FHEURIMARAS, MBEEATIAMBATELRY, BERAEREINZERM, SR REMNE
2, £XRNBEERLEEBELEEMRMIE LN EER L REMIBM B ER L4 RGAHT5ERE,
WRTZITHRAFRR 73X A 8, 3N ClusterLogging CR & . T — logstore, HE&F 4 XE
SEEME. A4, NRERATIEMEERLY, TREEEATZERM, BEMRAEEIENE
HEE L, (LOG-1172)

o TELIBIRURRAH, UEIEMEM, Elasticsearch AIREAS X —LEiF RN HTTP 500 #i%, BIfFE&E
BERAEE IR, ERUEREMI, WATHRARRT XANRE, WEBEHFT cron FEEEEBRIIR
Bf HTTP 500 #5150 o] LR Tt 474088, BIAE, B IaERWEIRELH#HTEREK, (LOG-
1215)
1.2.11. OpenShift Logging 5.0.0

L& ITRRASIE RHBA-2021:0652 - FeFHHRIEE A&, Openshift Logging 5.0.0 BIENIRASE .
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1.2.11.1. FiThaE K IheEI8oa
I RR AT LU A EFHIT 7 e,

Cluster Logging 2%/ Red Hat OpenShift Logging
TEIX/NRAR, Cluster Logging 25l Red Hat OpenShift Logging 5.0

BAIREIRSANESDR
EXMHRAA, OpenShift Elasticsearch Operator (EQ) RARENEEE LHEIET mBERLKE—
HENMRBINED FHE,

FELURIMARAR, EO RFRFIMD FHERE NBIET R EE. X Elasticsearch FMIZRBRESE N
BEZNEIARE, E2NENEDHUEBZNEIER, MARENRS, Fit, BAhZRBIDH, £EPELESR
ZEIERDF, INEESHNRERS ERKXEHEE.

B T OpenShift Elasticsearch Operator ZRRHIERFAEER
b % 4THRABE# T OpenShift Elasticsearch Operator #1 Operator B EE F M i RE&FF. Operator
Hub FEEHT 7 #THY R B FERFATEE T OpenShift Elasticsearch Operator £,

OpenShift Elasticsearch Operator #itt5 CSV BZh

L& fTRRAANIN T IR 53845, LAFRR OpenShift Elasticsearch Operator B

ClusterServiceVersion (CSV) XfREMIN, ELRIRIARAF, IMRBZESHHAN CSV KW, NIEERE
HERER. NE, RIRBE—DERIES OpenShift Elasticsearch Operator FI—E8 43

P Elasticsearch pod iF BAPRE &
TELIIBIRR A, ¥ Elasticsearch Pod [ABIE, BREMIEPINRES, XE—LLA AN EEHITIR
PEHERR, LRTRIATARAARR T X LA BR A&, LAY AN X LR BY B8 AN,

ME B AR DR AT B R
B A AThRAASIN T 3K B Elasticsearch & 4 MBI E IR BOHE I B 12 B R AV BR BRI SR IR HERR 7 DR T

T B A M B 3 2 BRI

LRI A TARA A MM BRVE AL RN R, XBBIFRALE pod &1 Elasticsearch LAMBRER B8R /R
i, UE, MREZH curl FREENIRAEERE, B ExXNMAR,

B/MERDFRS iR

EXANRAAF, 1R OpenShift Elasticsearch Operator EERREMNFER(E, (NSBEHFERFRSIER,

REIBREES TREINMLER., BFERE, £EERMNERECIIOLBFRISK L, XEFMERE,
&x/IMb Elasticsearch £8##2/F, operator REEED FEIA D FHEXK £ LI F XBEHIER.

1.2.1.2. BT Thie

XD RA R —LEThEE LRI FRATIRS, elHTERTREIMERER, HSFHZE 1K
IEH R TR ROR TS RE T e HRE S -

BRI RES KL

FETRAP, WEERITCHUTRE
o TP: AT
o GA EmX7T
® - Not Available

R 1.2.BARHE
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OCP 4.5 OCP 4.6 Logging

X0)

BHEEL TP GA GA

1.2.11.3. FHA MM BREITHRE
2 BIhR A A B9 — LETHAE B 4% 77 FE = PR

FRANBEMABETE OpenShift Logging 1, FHEMAKIR. EBR, X NMWREIEURHLITRAF
WHER, BABRUIERBIEREHER,

1.2.11.3.1. Elasticsearch Curator 2##

Elasticsearch Curator B#F A, FHEELUEHAZITIRAFS MR, Elasticsearch Curator RIS BIRTE
OpenShift Container Platform 4.4 RERMAFNRSHITRENEE, BEBSHRENH, mMASE
F Elasticsearch Curator,

1.2.11.3.2. {8 Fluentd #1IH syslog Ak B&E#FH

M OpenShift Container Platform 4.6 A ZII7E, EMAIAM Fluentd A syslog A& %X B EB#HT
A, FRELEMEAITRAGSMER, NERENIEESSE,

1.2.11.4. B ES

o TELIRIMIARAH, Elasticsearch &34 HTTP &K, HirLiBiTBiIAMZAIRL KN 8KB, i
1, BAMRSLA/NINF 128 KB, Elasticsearch REBIE4AA#BiT R AL A/NK HTTP &K,
(BZ#1845293)

o TELIRIMIRRAH, TTRIEM Pending IKEWME, EAH—NPHRIESETIIETE Elasticsearch
BE VKR (CR) REMEHERSE, HEILTIRAMBRT XN, TR M Pending Ik
SH#HTIRE., (BZ#1887357)

o TELIFIMIRRAH, 2 Cluster Logging Operator (CLO) ¥ clusterlogging CR HHJ
Elasticsearch M B EMEH N =TT =, ©RABZAICERINERM— ID BT =, OpenShift
Elasticsearch Operator 458 #, EHNBE—MRIFHLEHIKEA L EHE— ID BT RAEMIER,
AE, & CLO 4ail T BB FH EH Elasticsearch CR I, ©ANEAM— ID BT SbricH
count 0, MAEEE], HEik, B AILMEMA clusterlogging CR &R EHE 3 N1 .
(BZ#1879150)

1£ OpenShift Logging 5.0 X E®hrRAAH, Cluster Logging Operator #7 Red Hat
OpenShift Logging Operator,

ol

o TFELIRIMIRRAH, Z ClusterLogForwarder E5 5 IRELER secret I, Fluentd Y525 Pod &
HNBRREIN. HBIRITHRARR T X4 A, IMFE, ClusterLogForwarder &35 secret, FF
REH status FERANEME IR, H, ©FRFH Fluentd INE 2T Pod HILERIT,
(BZ#1888943)

o TELIRIMIRRAH, RS clusterlogging SfBIH Y Kibana FIRECEE#74 resource{}, N4

EXEY nil Bt T3 panic, FFI$ OpenShift Elasticsearch Operator BYRZAE N
CrashLoopBackOff, 74 ThRAE T HIA{LARTRR T X4 A, (BZ#1889573)
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TELARIBIMRA A, & ClusterLogForwarder {EF1EREM secret EEZNHIHNS, fluentd IEE2:
Pod & AFRIEIN. HBIAITARAFR T XA, IE, ZNEEATUEZE— secret,
(BZ#1890072)

TELLFTIHIRR A A, NREMIBR T Kibana B&H, Cluster Logging Operator (CLO) FFEiEME =K
BHAES. IE, CLORNMERE, MRMPRT BB, OpenShift Elasticsearch Operator ]
DUthifsk Ef AR H, (BZ#1890825)

TELARIRIRR A A, Cluster Logging Operator (CLO) &5 Elasticsearch ¥R, X K¥fiTF
YTHEHRMA Elastic BE X FHRE X (CRD) . EFIHARMERAE S CLO BHEMATEIL,
xRN CLO REIMARMEZERR, TLHRRSERE Lo HRIRITRABR T XA RH,
MEAAENTZERF, I CLO REME OpenShift Elasticsearch Operator 2RI EY,
th, AP ALLEITERE CLO ROIENNERERFFATILKMERE, (BZ#1891738)

TELLFIMIAR A A, [E5 RFC 3164 B LF GA syslog 2L, A& 3EZELiE syslog WHES IHIT 3R
Be YRIAZITHRAMR T XA, AddLogSource #£'message” FERHHRINA *BERIFIHEN
HAE R, ITE, AREEILR syslog WHESIBIT RS, (BZ#1891886)

TELIRIBIRR A, Elasticsearch {R5) pod K, 3 E7~ resource_already_exists_exception
fHi%, I Elasticsearch (&%) API F1, HOIBT—/ 5N, *-write 5|& &% BEFHEKEHT.
th, HTFRNIZEBERBIBEL RS AP RSN, ©RKIIFEREEENEIR,
WETRTARAARR T iXAN A, IWFE, H7E indexmanagement cronjobs i TIASNE, IR
BT HRE, ©REIEHABEFNERS, XNMTAHERLEER, MREESZKEIX
PR, cronjob RIEE XN, LMBRLLZITHUERIE, IE, HITRITBETERE,
(BZ#1893992)

LRI AR, Fluent RTEAEHERIIEEENBER MELAXBE. BFEmSS A LUER,
E—ENARNBEEBTELEEmR. NRZAM backoff B [AliT K Bl T4, SHILXFIE
Mo HBIRAITARAFR T XA, 455 T max backoff Bf[H], HILHESEER L,
(BZ#1894634)

TELARIRIMRA A, &R Elasticsearch 11 RBFEEK/NRTE OpenShift Elasticsearch Operator £
3 A& panico IXA panic ZEBEH #1035k : Observed a panic: "invalid memory address
or nil pointer dereference". panic X £MREAZE, FHEKXNE—NRENFE, BERGHE
BN HEHATRE, BAINATHRARRT XN, FEEBEHEXD, FREBI panicc R, &
fEMERI NI FSE, FHRPER—TMEXMAEER. (BZ#1899589)

ELLEIMRR A, elasticsearch-rollover # elasticsearch-delete pod &4 F Invalid JSON:
=% ValueError: No JSON object could be decoded #J55 i IREH, FEXMNRENRREZ, T
WH) JSON BN B R B NIETREF, HEIAITHRARR TiXANRE, HIEH ISON Hi ARt E
2R, AL, AEFSHIBECHEMARRE traceback, 1 H elasticsearch-rollover #
elasticsearch-delete {F |/ A RREBIEX LIRS, (BZ#1899905)

TELARIBMR AR, 20 Fluentd ERE N EMLAT, BIE replicas [EH 0, theOIE— Kibana
Pod, iX2H& NENE% A Elasticsearch i s, Kibana tB&EIAHN 11 pod, HEIKITHRABRT
XA, HAE, (NEBE—1NE% ) Elasticsearch i mff, Kibana F2#EIAN 1,
(BZ#1901424)

FELRIRARAAF, IREMBRT secret, ELEWEF O, RRIUEFFETF Operator I—PAK
EgE, BREHFEEREFEA, RhelbEFNE., i, REEIEREZNF
KRWE N, HRILTHRABRT XN, MRIEBELEHERBENET, BREE secret, Il
£, MRMIBRT master-certs, BIIXHEEMH:., (BZ#1901869)

FLRTHRAS, MREHELTEREE KR, WY APIEEREREN, HREERFH

IR #EAT R, Rk, RIS RE T LLIEH OpenShift Elasticsearch Operator 1 OpenShift
Elasticsearch Operator, fR&1E@E1F must-gather IREWEHBIEIT BEIRI. H[1, BTHEF
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must-gathers II{ETE R L% B & LIRS BT A STEEM AP AHARR T XA R,
(BZ#1897731)

i, RAClBIANEEEFEE. RE, XA OpenShift Elasticsearch Operator %f
Elasticsearch EEHUTIRSI AN, HAUEEALRENIET, WEFRERZRED operator fHixH:
EIEERFARBEANEDEMRN. HRIAITHRASRT XN NE, ITE, operator RFFEFIUE 1L
BHEAR—IEEXR, IERNEFTENEHRER. (BZ#1905910)

ELRIBIAR AR, EifiRin SR 3R Elasticsearch ARAS W E 403 MR, 403 Wi N SRR Z B
RARFEAXINGERNRERS. XERERNRREZ, FFEEEHAEREEINRERFRER
Elasticsearch R AFF &8 monitor 1R, IN1E, FEEIR A A LLEH Elasticsearch EREHIIR
&, (BZ#1906765)

FELRIMRRA S, EREHEF/AMIERT, Elasticsearch f$IETE fluentd # Elasticsearch & [H]
FIEE TR IR A @, At, fluentd BELIEEER, HEBEHICFEK— Server
returned nothing (no headers, no data) fi%. LETAZITIRAFR TiXAN 0 - ©F
Elasticsearch REEFRHIERIA HTTP LB HEBHTIS (B M 5 FHI8INEI— 28, ©iL7E Elasticsearch 1%
AR A DT IR TSR IR H F B HTTP #81f, (BZ#1908707)

TELFIMRR A, 7E—LEERT, OpenShift Container Platform iR {YFMk+ %A Red Hat
OpenShift Logging/Elasticsearch (Y &R, BN URREEFHRIEAAFARNGRZEFRRESE, FF
53 OpenShift Container Platform 1k EUIZ FR. IMFE, FREBIAEM OpenShift
Elasticsearch Operator g ECE FHIER, BEICKIERRE HIEZREIE S,

(BZ#1910259)

ELRIBIRRA A, FERIMELEEH Kibana BBEX 4R EMRBAREZRFRET. XSBAFE
JEBE server.maxPayloadBytes FIEKIAME, HRIRITHRAFR TiXAN A, HEEBUEN BIME

server.maxPayloadBytesin BER, HE, AP AILMERIMELEREME, MHEXSIEATR,
(BZ#1918876)

ELRIMARA S, K Kibana BERFI ARG MR ETBHNHRS IR, ISR EES
Kibana FB 7 HL FHB 4 HEFD OAuth SEEHT INFO 2R 5 E7R GET 153K, YEIAITHRAMR TiXA4
AR, BihiEXs=FEE, Wit Kbana BEFAEETEN]. (BZ#1925081)

S5 1]

# A ruby-kafka-1.1.0 #1 fluent-plugin-kafka-0.13.1 gems B Fluentd pod & Apache Kafka hix
A& 0.10.1.0 T3 &,

Rk, BEK LT Kafka REKMWFHEZREE : error_class=Kafka::DeliveryFailed
error="Failed to send messages to flux-openshift-v4/1"

ruby-kafka-0.7 gem 3 7 X% Kafka 0.10 9%, B TX Kafka 0.1 IE4E X, ruby-kafka-
1.0.0 gem A0 7 X Kafka 2.3 #1 2.4 B9 #F. HHIM OpenShift Logging AN 32 #F Kafka
hRAS 2.4.1,

ZmIERRX AR, FAREIZ TR Apache Kafka AR A,

(BZ#1907370)
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1’??7%3#'%5)\, 12?_11«/{‘*5% OpenShift Logging & & OpenShift Container Platform &G H
/L,\, ZIEIW? 'J—_'_BFQ/JL; IL;\\ fTﬁ&f?@%ﬁE n_.\%[lgﬁtﬂ%ﬁ H /L.\% OpenShlft Logglng /[: | **’P%ﬁ'#‘ﬁ’]ﬁ“b
BE, FREFHERNBEFES . EaILUER Kibana web 126 & skl n b H & E#IE

OpenShift Logging RE T LA TFREMAR :
e application - HEEFZITHWAF NARFERNRSREE (EMELERSRNBARERERN) .

) infrastructure TEEEEH OpenShift Container Platform 7 s L2 1T BBl Z2 A4 20 4 & R 9 B
&, W journal Bi&, EZeHHM427E openshift*. kube* = default 77 B H217#) pod.

e audit- B RHIT RS (auditd) ERBIEE, XEHERFE /var/log/audit/audit.log X4
H, A% Kubernetes apiserver #1 OpenShift apiserver B8 11 B &

T ARER OpenShift Container Platform Elasticsearch B&FE & N #H T HERRMH L L
=hE, PRI BEBRATS S EMETERER Elasticsearch LI, MNRBRHITHELZE
NERE&EFRE, FINZEIE Kibana FEEHITEE, EUIERA Log Forwarding API, #l
BH 1T HEE L B HEEERTR.

2.1. X TE8ZE OPENSHIFT LOGGING

OpenShift Container Platform 5B E 2 i1 /] LA F OpenShift Container Platform Web ##l&2k CLI &8
Z OpenShift Logging 3% %& OpenShift Elasticsearch Operator #1 Operator and Red Hat OpenShift
Logging Operator, &% Operator &, A fl|# ClusterLogging B E X ¥R (CR) LUHE OpenShift
Logging pod 1% #F OpenShift Logging AT I E ML BTIR, Operator fiTiERE. FHF4EY" OpenShift

Logging,

ClusterLogging CR & X &i& B &L k¥R B A M E RN SEE OpenShift Logging IME, LUKEE.
FREMM G {E BE, Red Hat OpenShift Logging Operator i1 OpenShift Logging CR F48 5 i iE % H
Ib\lﬂ%ﬂﬁ%o

EEANNARERLZAGTUEEMIEEEEVARMITENEE.

MFEEZER, HEHEEASHES.

2.1.1. X F JSON OpenShift Container Platform Logging

IR LS A USON B 510 RERE Log Forwarding API, $F JSON R SRR N EMERT R, A LIHYT
BUFAES -

° ﬁ**ﬁ' JSON EIL,\
® }j Elasticsearch ECi& JSON HEEIE
o :l‘\f.f' JSON EIL.\E#?:ZQLAEU Elasticsearch Elh\ﬁ,ﬁ’%

ﬁﬂ?ﬁ-%%%%, I%J?&:.F JSON Elu\la;:f(Lo

2.1.2. X FREHZF M Kubernetes E 14
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OpenShift Container Platform E#4 i HE2E— 1 pod, BN Kubernetes &4, FH7E OpenShift
Container Platform Logging FICK B 1LARER, A F5hERE Event Router,

MEBEELER, ESHXTHMEMNEM Kubernetes E4,

2.1.3. X F&E#7 OpenShift Container Platform Logging

OpenShift Container Platform fS1F & B #r OpenShift Container Platform B&IZ %, SN FIERHT
OpenShift Container Platform Logging If B #7 LA Operator :

® FElasticsearch Operator
® C(Cluster Logging Operator

MEESZER, 155 XFEH OpenShift Container Platform Logging .

21.4. XTEERE(ERIR

OpenShift Container Platform Logging Y ZRMR & & chart, EEEY 7 TR Elasticsearch LI H1H1E,
1 L6 [ R AT ES B R2 T RO T ] &,

ME\ERLER, BESHXTEERREERR,

2.1.5. % F OpenShift Container Platform Logging & HERR
IR LB HAT A RS BERR B & 7] -

o HEEFEHFILFRKRE

o EHEHTHFHEIRE

o THHARILFER

o NMEXFWERTILREIE

o XHEIRIFEHRR

2.1.6. X F 1% OpenShift Container Platform Logging

&R LU M BR ClusterLogging BE L HIR(CR)RIFILBERE. TR CRE, SEHERELHEA
BICDFEH, WA LLEEMERBREA T,

MBELER, ESH E#E OpenShift Container Platform Logging .

217. X F R HFE
HEIDRRASHFER, SHNFERENEREFICKS, AM Elasticsearch # Kibana #5&,

MEFLER, HSHATFHFE,

2.1.8. %F OpenShift Logging H4

OpenShift Logging (A&ILTE) HAHESIET —NEEZEI OpenShift Container Platform &£ HRENTY
MRS, ATREMAT RBREEFGEEABREEME, EaLMERSESF web Ul AL EHZEK
B2 EEHI AL TR,
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OpenShift Logging BIEZEHMEE :

e collection (Yi55) - WLAHMERPRERR, BEASHHEKRLXBBAEFHE. SaIRISEI

= Fluentd,

e logstore (AEFMH) - FHBEEMNAME. BRIAZ Elasticsearch, &7 LUE A IR
Elasticsearch H&F M, SUGEEHELZBNEMBEEI. RIABEBEEHEET A FFNHHLLEFTE
BEE,

e visualization (A#{b) - UIHERFEEEE. FEMERSE., YaiMLIlRE Kibana,

EAXPREN TS HE i EH B EREME Elasticsearch. #3163, Kibana. collection 2% Fluentd, Y&
g Fluentd,

219. X FHEKILRIRE S
OpenShift Container Platform {8 Fluentd RIS B2 717 Y H EHUE,
BABERT, BEBESHERUTR
e FIAERZMAFILEM journald
e /var/log/containers/*.log B FFIERZFHE
NREEE T HEVWEREREFHITERE, ©2M /varlog/audit/audit.log FiKELEEE &,

HEICRBRESRE—NTIFHARE, ©F pod BBEEIE OpenShift Container Platform T s, RIIKE
2R B S HEBRERS. BT OpenShift Container Platform BIAFEE B AR, NARFEH
HH CRI-O BER5IZ %M., Fluentd MiXERINE R, FHIERBRNAERFL % OpenShift Container
Platform ':FEE%E’J E o

BRIZTHREDFERRINARTERIER, MUE. FSEAMMELR D, IEEEFTRURSBE
EI’JEEFQ INRAEBSWER RGBS Z AR T BEREAMITERN Pod, NIEE API HEK%EB’M:.
2 (REFERE) WRRRTTH. AERENNERD KB LTMELE Pod IMBENBETHEE, EE

LlﬁﬂEl,uEl’Jﬂ%ﬁo XFEREENRE B SREISE B TR MmN,

BF

_JﬁiEI’Jé%ﬁn_ﬁﬁﬁmﬁi'}‘ﬁﬂi%\ﬂ%ﬁﬂ HEXRR, EEREE—MNHIETER, 1

MFEZER, BFEHEEASKHES.

2.110. x FTHEEE

OpenShift Container Platform {8 Elasticsearch (ES) R#ZMEF1EIE H&EHIE, , WAILMERABR
R IhEEfE A Fluentd Y. syslog X3k OpenShift Container Platform B ,b\fﬁz:?i API 9B & ZR S
B E 171,

OpenShlft Logging Elasticsearch £ fEAb FMliK, AF KL 7 ROFEEEWE. IREBEKNERE
A&, BUEEBIEREE=AEMERD.

Elasticsearch $5 H & EIEM Fluentd BIBEIRIBRF K F5/h, RAEFENRSIDEENER (il

shard(2* /) ) 988 E| Elasticsearch S8 B9 —%H Elasticsearch T £, EALIEZE Elasticsearch
2R EERD (#5H replica(BJ#)) Elasticsearch h 2438 E| Elasticsearch 77 m £, ClusterLogging
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BE YR (CR) AFEEENAESS R, MREHETRAMKEREREN, EiLaLER
ClusterLogging CR FHI{R & 5RE&RIE E A R KA B KB R BRI K,

% E,E
RE| BRI ED FHESE T Elasticsearch #E 17 9% B,

Red Hat OpenShift Logging Operator #1#BRH9 OpenShift Elasticsearch Operator IR &1
Elasticsearch W REBEATHE B FEFMENM —RERATEHE. THEN, FAILUEMA ClusterLogging
BENXHIR (CR) RN Elasticsearch TV R E, AXEBFEMANERSEI, 1ES N Elasticsearch X
=R

k

-
- =B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEN L.

Elasticsearch 38| E T A ®RVIRIES] (RBAC) ATLLFF A A S B R85 R], B 5 o LK
WA EE, FAAGREEVINEUEHANEE.

MFEZER, HEM REBSFH,

OpenShift Container Platform {# F Kibana ‘E 7~ Fluentd Y853+ Elasticsearch 3R 5|# H & #IE.

Kibana @& TN WG &R E, A TEAK. wERK. e, Eisies, k&R, L0
AL A Elasticsearch #3E,

yuﬁ"%%%{gl%\y ﬁ%iﬁ[}ﬂ Ealﬁ E IL.\__r})L{bI,\Q

2112, X FEHEKA

Event Router @— pod, B OpenShift Container Platform =4, LUEi@iTF OpenShift Logging &
Q&R XLEEH, Event Router MFTBETBIRE S, FHRHEE A STDOUT, Fluentd IREXLEHFHIFH
£ % & OpenShift Container Platform Elasticsearch ZXffl, Elasticsearch =43k 5|%| infra 3251,

R MF)ERE Event Router,

MEFLER, HSHKEFFN Kubernetes F14,

2113. X FHEEX

FINER T, OpenShift Logging £ H & % % E| ClusterLogging B & X 7F/E (CR) EF'/EXEI’J@JW\V\]“B
Elasticsearch BEFiE, MREFEAEX LT HMEAEREGS, BUILUFERABREELTENEELETE
BEPRER K A 2R B4 E U o

MBESER, HHHISARELIESHRYL
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-store
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-visualizer
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-eventrouter
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-external
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5 3 Z %% OPENSHIFT LOGGING

&R LB ERE OpenShift Elasticsearch #1 Red Hat OpenShift Logging Operator 3£%24& OpenShift
Logging, OpenShift Elasticsearch Operator 2 A FEE OpenShift Logging {# A Elasticsearch &
2%, Red Hat OpenShift Logging Operator 2 OIEME R H &I KR H A,

¥ OpenShift Logging E8Z %! OpenShift Container Platform BT 254 R LU TFES -

e B[ OpenShift Logging Zh&EEEI,

e {#FH OpenShift Container Platform Web #2#&3% CLI %&%& OpenShift Elasticsearch Operator

#1 Red Hat OpenShift Logging Operator,
3.1. {FF WEB 12l & Z% OPENSHIFT LOGGING
& Bl LUER OpenShift Container Platform Web 2l & %24& OpenShift Elasticsearch #1 Red Hat
OpenShift Logging Operator,
p= Y=

MREFFHLEHEABIA Elasticsearch B&#EN#, &7 LM ClusterLogging B E Y HIR
(CR) It BRI ER Elasticsearch logStore #0 Kibana visualization 414, MiFRIXLEHEZ

R, BRRERR. MEESELR, HSHTEEEABIAM Elasticsearch H&F#
I I PR R R FE B9 2 44

FeREH
o fA{REH Elasticsearch FTEMIFAMEEE, STFRE Elasticsearch T mEIEEH CHEHES,

NRFAMEBRATFHFALEE, EFEERRIKEHEE, X1E LocalVolume X §
#) volumeMode: block i, Elasticsearch FTiE{FARIAILSE,

Elasticsearch R NFHERN ARRF. BHILERT, OpenShift Container Platform &4 3 4~
Elasticsearch 7152, HRFERHMREI T 16 GB, #IAKEB =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FESEEE 21T Elasticsearch, HIRIBEIS Elasticsearch xR
R 1F [n] 4, E%ﬁqﬂmﬂﬂﬁ% Elasticsearch T s, MAZEMINET 2 LHARE,

i

A OpenShift Container Platform Web 12l &% OpenShift Elasticsearch Operator #1 Red Hat
OpenShift Logging Operator :

1. &% OpenShift Elasticsearch Operator:

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator 5K H1%£ OpenShift Elasticsearch Operator, #AJE = Install,

. #ETE Installation Mode %4 T All namespaces on the cluster,

0

Q.

. #BETE Installed Namespace 1% T openshift-operators-redhat,
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../logging/config/cluster-logging-storage-considerations.xml#cluster-logging-storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-deploy-console_cluster-logging-deploying
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-deploy-cli_cluster-logging-deploying
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-removing-unused-components-if-no-elasticsearch_cluster-logging-collector
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R JitEE openshift-operators-redhat 4 Z2[F], openshift-operators 3% Z2 [A| AT BER
BEXIZHB operator, iXLE operator A#EEE, HAZ B metric AIEES OpenShift
Container Platform metric & FERE, M SFBUHZE,

e. %% Enable operator recommended cluster monitoring on this namespace
XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” t7i, R/
WEIX AT, LABRERE L 1E1ZEN openshift-operators-redhat oy & 22 ],

f. 5% stable-5.x #F2h EHHE,

g. WEEFE— LSRR,

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EG#hRA = BT B 5B #H
Operator,

e Manual EREEEEHEE L EIEM A F L Operator B#.
h. mif Install,

i. I tN#E| Operators = Installed Operators T34 1E OpenShift Elasticsearch Operator
BERER.

j. #37E OpenShift Elasticsearch Operator ZEFTE W H H#%5IH, 15 Status 7 Succeeded,

2. &% Red Hat OpenShift Logging Operator :

a. ff OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator 5% Red Hat OpenShift Logging, #AJE = Install,
c. FATETE Installation Mode FiE#¥ T A specific namespace on the clustet

d. #8%ETE Installed Namespace THJ Operator recommended namespace = openshift-
logging,

e. %% Enable operator recommended cluster monitoring on this namespace
XANEIIE Namespace X &R Hi% & openshift.io/cluster-monitoring: "true” f7i, R/
X AN R, LURAR R L E1REX openshift-logging @& 22 (4],

f. ¥ stable-5.x #£25 BHFHHE,
g. EFE—DHEAESRRS,
e Automatic SRB& /o 1F Operator Lifecycle Manager (OLM) fE&#HhRA A AN BohE#H
Operator,
e Manual EREEEEHEE L EILM A P L Operator B#.
h. /=i Install,

i. I tN#E| Operators = Installed Operators T34 1E Red Hat OpenShift Logging
Operator B# &%,

j. #{R openshift-logging Uil B A58 Red Hat OpenShift Logging #J Status
InstallSucceeded,

402R Operator R AWM RE:, HIRBUTHRIITHIEHRR :
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e {JJ#:%| Operators - Installed Operators 71, Ff@# Status FIFE BB EME RS
R,

e it %] Workloads — Pods TifH, #1:% openshift-logging i B Ak & A &H pod B

Hi&.
3. fll& OpenShift Logging SEffl :
a. tI#:E] Administration - Custom Resource Definitions T11H,
b. £ Custom Resource Definitions 1 £, s ClusterLogging,
c. £ Custom Resource Definition detailsTiH, M Actions 3H AL View Instances,

d. 7£ ClusterLoggings I1#, s Create ClusterLogging.
4R e 7R S RIER DT E SR AN E 8HE.

e. ¥ YAML TR IEEE R NUTHE -

LEBRIA OpenShift Logging EEE N iZ A] L & MIME, SHBX LGS
OpenShift Logging A E#, LLT f##H XX OpenShift Logging SRE#i#H
ITIEERHIE B

-

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
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30

O o o0

@ O O 9O 9006

requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRZER T OpenShift Logging FIEK
INME, Mg E%E) Unmanaged, B2, FSEBBEFEWRET, B
OpenShift Logging B NS ERS N LE,

FIF B & Elasticsearch X &, @i {FA CR, B IEEES FEHIRBMNFAME
ﬁ%o

87 Elasticsearch MNIZREENARRNIEKE, #HA— DB A EA : B
(W)s NEF(h/H). D8I (m)F0F, Flg0, 7d 3K 7 K. BE#EiT maxAge MIBEES
wWikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5l,

187 Elasticsearch 1 RV E, HSMILIIREENEE,

°} Elasticsearch F#M A B FHEENELTR, NREREMRE, FEEQEREHENE
B2, WMRBEIRERMI, OpenShift Logging FHE G F6#,

RIEFEEIEE Elasticsearch B9 CPU F1AEE K, MIRXLEEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUHRASHEENFTE. NFHKH
BAINME S 16Gi, CPUEXRN 1,

IRIEFEZIEE Elasticsearch RIEH CPU MINFIEK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator KX EIRIME, EIINEUHERSHMBENEE. RFIHKH
BRIMME Sy 256Mi, CPU 1 KE9BRIA(E " 100m,

FFBELE Kibana Bi%&E, @iFEHE CR, FALY B Kibana EEMTTRMYE, FHH
Kibana 7 mEZE& CPU f1IRE, MMEFLER, HEHEERSTH{EIER,

FFBEE Fluentd BiXE., @ {FA CR, EALIEE Fluentd CPU MIRERE, NE
BZER, ESWECE Fluentd,
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Elasticsearch control plane Tim (t#5°7 master T R) HHRAKEER=1.
RIS nodeCount $5E N AT 3, OpenShift Container Platform R &4
B=/FFA Master T 548 Elasticsearch T7 s (B4 master, client I
data AAf8) ., E R Elasticsearch 11 s BIE A" NEIE" T =, £ client #
data &, control plane T mHUTHRESEHE R, WMOUIESKMRRS. 2
FORMRET R. BT REESR, FHITSHIEREXEE, W
CRUD. #EMREE, SHIERXNBRFERSAKRE /O, WEMCPU, %
MHEIRIEXLETR, HEYSET R ENRINESHIET <.

40, 0R nodeCount =4, MAIEMUL TR :

I $ oc get deployment

i~ Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #1E T 9% B,

f. mifi Create, X&0IE OpenShift Logging 144, Elasticsearch B X ¥R ALK

Kibana 0,

4. FHUFRE -

a. H)#:%] Workloads —» Pods T,

b. %% openshift-logging TH,

BN ZEERJLNATF OpenShift Logging. Elasticsearch, Fluentd #1 Kibana B9 pod, 2

EIFLLTFIER -

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

e fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

e fluentd-pb2f8

® fluentd-zqggx
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® kibana-7fb4fd4cc9-bvtdp

Hth

=

i

ZEEFH OperatorHub By Operator

3.2. ZEEMES
IR XER Kibana, 71 F200% Kibana 81X 1b, LUELE Kibana IR 5L BUE,

INRICHEEBE R SR P s I SCFERI 25 PR S,  S01F & & OpenShift Logging Operator BIM B i [A] B9 R 4%

=e
AILE o

3.3. @ CLI 2% OPENSHIFT LOGGING

& BT LA#E A OpenShift Container Platform CLI %4 OpenShift Elasticsearch #1 Red Hat OpenShift
Logging Operator,

FeREH
o H{REH Elasticsearch FTEHFAMLEE, FEE Elasticsearch T REFTEBSHEHS.

NRFAMEBRATFHFALEE, EAEERRIKHE, X1E LocalVolume & §
#) volumeMode: block 3, Elasticsearch & {FARIAILSE,

Elasticsearch R AEFEEREEN AR, HIABERT, OpenShift Container Platform 2% 3 4
Elasticsearch T s, HERFIEKRMEHIH 16 GB, #IAIXBEHI =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FESEEE 21T Elasticsearch, HIRIBEIS Elasticsearch #HxHY
AERE, FEEEFRINES Elasticsearch T2, MAZEMINET 2 EMAE,

i
fEF CLI &% OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator :

1. 75 OpenShift Elasticsearch Operator f|Z &4 Z2[H],

a. 7 OpenShift Elasticsearch Operator | E—Np& 22 [AXTR YAML X (5140 eo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q X8 E openshift-operators-redhat & 22 (6], 5 TFHIEAIBES$EFR (metrics)
2R, IERIZHF Prometheus Cluster Monitoring HEFZAC & 4 M openshift-operators-
redhat % 22 (5] RIZEXIE IR ELHE, A ZM openshift-operators fp 4 22 6] H12
EY, openshift-operators #p#4 22 [A|AJBE D &t X Operator, XL Operator FE{E
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£, FABER KIS OpenShift Container Platform 878 EMEFR, M SBUHZE,
FRB, BITIRBRIREEIZING, ARER NLRE openshift-operators-
redhat &p % 22 H],
b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f eo-namespace.yaml

2. 7 Red Hat OpenShift Logging Operator Qi & 22 [A :

a. 7 Red Hat OpenShift Logging Operator I #—Np& ZE[AIXT R YAML X4 (5140, olo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

b. B &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-namespace.yaml

3. @i AL TN Rk ZR %L OpenShift Elasticsearch Operator:

a. 77 OpenShift Elasticsearch Operator | Operator Group ¥ & YAML X ({5140 eo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q 1R 7T38 7E openshift-operators-redhat &34 22 /4],

b. fll# Operator Group X :

I $ oc create -f <file-name>.yaml
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34

4N -
I $ oc create -f eo-og.yaml

c. f— Subscription ¥f & YAML X ({40 eo-sub.yaml) 3EiT [ OpenShift
Elasticsearch Operator B4 £ Z2H],

T B

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” 6
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

IRT3E 7E openshift-operators-redhat &34 22 4],
{57 5.0. stable =X stable-5.<x> {E WM&, 1HE W UTER,
15 %€ redhat-operators, #15 OpenShift Container Platform SEE¥ %245 11 3 R 4% b

(BN B FFEIEREERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 613289
CatalogSource X RHIZ TR,

-

157 stable RERHTEERANLFIMA, FER A installPlanApproval:
"Automatic" # stable & B 511% Operator 7B R HITEE R AR K 1T
hiR Ao

18 7E stable-5.<x> SRERFEEMANYFLRRA, HATHE
installPlanApproval: "Automatic" & stable-5.<x> RTEEF A x IEEME
hix 4~ B 5/14% Operator F2 B RFTHIFE E R M A,

d. BIBITHINR :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator B %%%%l openshift-operators-redhat fp & 22 [d], 35
HEBHFMEINIE,

e. J4iF Operator 24§ :
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I $ oc get csv --all-namespaces

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

B2 E hE N 1% — 1 OpenShift Elasticsearch Operator, IRAS A RESFIRAR,
4. @i OB T RFELE Red Hat OpenShift Logging Operator :

a. M Red Hat OpenShift Logging Operator fll|# Operator Group %% YAML 3 (#0 olo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging g

w,&?%\@ﬁ‘é‘i openshift-logging %% 22 ],

b. 3% OperatorGroup & :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f olo-og.yaml
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c. BIB—MTHXTR YAML X4 (5140 olo-sub.yaml) 375 Red Hat OpenShift Logging
Operator Byan & Z2[A],

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

1RT38 7E openshift-logging f & 22 (6],

#57E 5.0. stable = stable-5.<x> {F /58,

-

157 redhat-operators, #15% OpenShift Container Platform SEE¥ %245 11 32 R 4% b
(LR NErFFEIERERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 813289
CatalogSource X RHIZ TR,

I $ oc create -f <file-name>.yaml
fign -
I $ oc create -f olo-sub.yaml
Red Hat OpenShift Logging Operator B &% %l openshift-logging #4422 8] A,
d. $3iF Operator %245 :
openshift-logging @& 22 i F1 /1% 8 —4 Red Hat OpenShift Logging Operator, hRASa]

BES TR,

I $ oc get csv -n openshift-logging

i o Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0
OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. fl|& OpenShift Logging £l :

a. & Red Hat OpenShift Logging Operator G5 HI%I 5 YAML X4 (40 olo-
instance.yaml) :
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LEBRIA OpenShift Logging EEE N iZ A] L & MIME, SHBX LGS
OpenShift Logging A E#, LLT f##H XX OpenShift Logging SR&#i#H
TIERHILE B

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" 9
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ﬂ ZFRAJE instance,

9 OpenShift Logging BEER S, E—LHBERT, MRFXT OpenShift Logging FIEK
INME, Mg E%ES Unmanaged, B2, FSEBEFEWREF, B
OpenShift Logging EFIZ NS ERESNIE, MHEEHETZERSTERFEEFTH
FMERE IR IR E
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© FATEE Elasticsearch KB, BITEAFELE (CR) , EUURES A EHI%

B& AN A M E

Q 87 Elasticsearch MNIZREENARRNIEKE, HA—NEHAEEA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
wWikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R

5l

187 Elasticsearch T RV E, HSHILIIREENE T,

) Elasticsearch ZFEH AMB TR LT, NIREREMRE, HIEELRIEENE
5k, MRBEREFMT, OpenShift Container Platform R&fE AR Fi5EE

OpenShift Loggings

IRIEFEZIEE Elasticsearch B9 CPU M1AFIE R, WRXLEEZ, OpenShift
Elasticsearch Operator R X BEIAE, BUHRAZHIBEMNTE, REFIHFRKHWBINE

7 16Gi, CPUiEXRM 1,

Elasticsearch Operator RIXERINE, EIINBUBRASHEMENFTE. NFEHKH

Zi\(E 2 256Mi, CPU & RMIZRIAE Y 100m,

FAFERE Kibana BOiXE, @it {#EA CR, EelLAY B Kibana EIMTRME, FHH
Kibana Pod fit & CPU f1NfF., MEEZER, ESHEBEAEATMIETE,

@ RIEFEZIEE Elasticsearch RIEH CPU MIRFIE K, MNRXL(EBEH, N OpenShift

FFBE Fluentd BiXE., @i {FA CR, EALIEE Fluentd CPU MIRERE, N

BZER, ESWECE Fluentd,

BT R BRI E S8R T .

40, 03R nodeCount =4, NAIELL TR :

I $ oc get deployment

i~ Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #1E 17 9% B,

b. AIELA :

38

Elasticsearch control plane 11 RIRABE N =1, RET nodeCount 15
EHNKF 3, OpenShift Container Platform R&BIEB=NFE Master T m sk
4] Elasticsearch T s (B4 master, client Ml data &) . E&
Elasticsearch "7 mAIEN"NEIE T =, EFA client #l data A, control
plane T RHUTEREEEERIRIE, WAIRSMRFES]. 2/ 2 RHMERERT <.
HETRRED R, HFHUITSHIEEXIR/E, W CRUD, BRNREE. 5

HIEEXNRFSSAARE /O, REFMCPU, FREREXLERIR, HEY
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I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-instance.yaml

X &A% OpenShift Logging A4, Elasticsearch B E X 7RG LK Kibana #0,
6. @it FIH openshift-logging T H FH pod EKIELR L,

IBNZEERLANATF OpenShift Logging. Elasticsearch, Fluentd #1 Kibana B9 pod, E{IF
ATFFIE -

I $ oc get pods -n openshift-logging
=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s

fluentd-flmej 1/1 Running 0 2m33s

fluentd-gn4rn 1/1 Running 0 2m26s

fluentd-nlgb6 1/1 Running 0 2m30s

fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3.4. RREMNES

IR XIER Kibana, 71 F200E Kibana =81 1b, LUELE Kibana IR 5L BUE,
INRIBBIERBF R L& L N P o Il SEFEM 28 PR ES, ST & & OpenShift Logging Operator B9 B 2 [A] 9 4%
e,

3.4.1. & X Kibana &5 |#&E=R

RPIEXE L T IEEW 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it L EE, BN T0|EFRE|=
E%Q

FRFH

o FAMWITER cluster-admin &, cluster-reader AEIXFH NARE, FHEE Kibana FEE
infra #1 audit &3], Zti\ kubeadmin B/ BB & & X LERE| MR,
INREILLEE default, kube- 1 openshift- Tl E 8 pod F1B &, NIRIZ A LA AIXLEFRE],
A LMFERAULTHRSRELRANEE A ELNR
I $ oc auth can-i get pods/log -n <project>

it Bl
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I yes

HKINBERT, #HITEBEARKFMIE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZETE Kibana FEFHITAE, EXJER Log Forward
AP| R B F# 1T HEH default & HEE,

o EOIEXBIRAH, Elasticsearch XM IRBl, XRBTNTEHK, BE—THPHERTHIER
hRRERE/LDH.

iz
7 Kibana F7E L 3RBIERXFH LB MR

1. 7£ OpenShift Container Platform 2%l & & s fi Application Launcher @ Fi%5¥F Logging.

2. = Management — Index Patterns —» Create index pattern Il Kibana &5

o EREX Kibana i, BMAFIIFoOBRSIBEXNTEEEFEHUIEMNERE, B o%iitliE
—N%& ) app HFRBIER, FHEH @timestamp B [H| R EEHARAE.

o F admin AP EERE R Kibana I, /il @timestamp 5 7|2 E% 7 app. infra
audit =51 0ER5EX,

3. MITHIZRBIR R B/ Kibana ML,

3.4.2. |5 M RRE R f 1 B R H R =

RSN B AT RE R HI S M AIRE ., MREXHE, BRIIRITFEE OpenShift Logging BRER
Operator B93i B [AI BRI 4% R £,

P44 bRE PR LA F AR TIE B pod SRS Z [AIBIMZERE. OpenShift Logging 7 openshift-
operators-redhat i B %% OpenShift Elasticsearch Operator, 7E openshift-logging i B A% 4%
Red Hat OpenShift Logging Operator , B It @A fVFiX B N0 B 2 (Al BR 26

OpenShift Container Platform i\ Container Network Interface (CNI) BN E (OpenShift
SDN #1 OVN-Kubernetes) 1R NS HFAIERE, X MR TR B S0 e & TR 44 P e SR ER,

OpenShift SDN B =fE =, :

P S

XERMARER, WMRZEE R, SRATMERE, B2, WRAFEXLTRE, eil@F%
B4RAERE, REERMEN, LIRTRIBAETRVEFZTHNA, Bit, EXRERE
PAHFMN—N S BRICFERNTE HOE S —DMERRE.

ZF
XMER R FI LM IRE, SN AMDNSEEICKEXNTE, URFellZzERE,
subnet

WEXAFABERE. EREGILRMAREE, THEERF.

OVN-Kubernetes tA%{F FIMZS 3RB&. E Ik, 5 OpenShift SDN —Ff, EN/ECESREE, USIFREM
_/l\'—:_}'E/L.\*E*E’JIﬁE HjDEIJj‘J_/\IﬁEo

<10

40



%5 33 %3 OPENSHIFT LOGGING
ILAE
o MRMELIZFM, (multitenant) BEXEH OpenShift SDN, HEMAXHANTE, B0 :

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o FNM|, W FRLEMERM OpenShift SDN L& OVN-Kubernetes, iEHITIL T2 :

a. 7f openshift-operators-redhat &4 22 (5] hi% ER S, 40 -
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. 1 openshift-logging 5% 22 [A] A2 — M4 REE TR, F1F M openshift-operators-
redhat. openshift-monitoring 1 openshift-ingress i B A1#J ingress £ openshift-
logging WiH. B0 :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

Hth 5T
o XTRILSERME
® XF OpenShift SDN BRIA CNI FLE LN S

® XTF OVN-Kubernetes Bki\ Container Network Interface (CNI) R4 R
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4 F BB HSEE

41 EBEHEFTICKEBENLER (CR)

Z & OpenShift Logging, E&EZEBE X ClusterLogging BE X FiR (CR) .

4.1.1. %F ClusterLogging B & X iR
F B OpenShift Logging ¥, 150 FHEK ClusterLogging BE X #R (CR) .

ARBFEIRME T AXOIESISH CR BIIHEA,
LUTFRBIESRT OpenShift Logging BIELEY B & Y R,

ClusterLogging BE X ¥R (CR) =fl

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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collection: G

logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

Z ¥Rl instance,
CR 1% %% openshift-logging f 4 Z2H],

Red Hat OpenShift Logging Operator BIRE, HIXEBE N FZEWKE (unmanaged)
i, Operator b F A#HZFHPR S BEAFASIKENER,

BEFEIILE, SERERE. TR HRIEKARELREER,
e TR E, SIFEFRIGKMRE, UK pod BIARE,

@@6 -

ASKRERIINE, SIEFRIRIERFRE,

4.2. idi& /b\lﬂi”&%%ﬁ

OpenShift Container Platform {#F Fluentd MEEEEFRIREIRIEFRN ARF AR, FE A Kubernetes pod
%DIﬁEE§Q¢E$E X'u:lf'Ell_.\o

AT LU B S YEE RS ERE CPU MINEIR(E, F IFHEINES Pod BEIEEMN T R, AN EEIK
LEMETR, @I ClusterLogging BE X HR (CR) AHY spec.collection.log.fluentd /773 #i
17

421 A FHFHECE

B2 OpenShift Logging XK A A B AR XA N ERETHTEE, H27EREMEE, I%TE
T . &1 OpenShift Container Platform Z{ThR AWM ESEAI I ge B2, REZEETET#E
BB, FREIEZNIXFEMEEL L, MRERAXEPEENEEUANEE, THERTERER,
A/ OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator T ER, RIBIX
1T, Operator RBANE — UL R EE LR T,

INR 247 $4T OpenShift Container Platform XA & A HIRMELE, & 277 Red Hat
OpenShift Logging Operator % OpenShift Elasticsearch Operator i%{& & Unmanaged.
— DN FZEEM OpenShift Logging IME A# 3%/, BAREIER, BEZE OpenShift
Logging iR [EE] Managed.

4.2.2. EE Ib\lﬂi”&%%& Pod

S AT E Fluentd BEILTKKESS Pod LR ENIEIEZ TN N T M. Fluentd BEILFIESS Pod
{7 openshift-logging i B #3217,
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it =3
e 7 openshift-logging Wi B Hi21TLA T B3R EE Fluentd BRILRINEERS Pod REIFE :

I $ oc get pods --selector component=fluentd -o wide -n openshift-logging

i th o Bl
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

4.2.3. BoiE B WEREE CPU fMIRTFIRIE
BB SRSV CPU R BRI 4T VAR,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME
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4.2.4 AERLB/OSNEE

OpenShift Logging @& %1 Fluentd 581, ®AF A% Fluentd BER L 83M0MRE. @il iXESE, =
LABESLLT Fluentd 174 :

® Fluentd BRANERLZ AEI K/
® Fluentd BERRITH
® Fluentd L Eil1TH

Fluentd 7% chunk (#2) BIEA blob FRINEHEEIE . & Fluentd QIEE—NIRES, BRI b F
stage, TEIXANMER, BIBRSWERRI A, HILEHE, Fluentd RFHIFE queve, TERMBRSIGH
BEAHBMIE], BERBREEXE, B—EREASSH Fluentd BRI, MM%AESENNAE
[, MNRFEFBRE, Fluentd RIRBEBEFERIEE (flushing)

1£ OpenShift Container Platform #, Fluentd 1§ exponential backoff J5iERE B (flushing)
1B4E, Fluentd 2MNEFAELUSBRIEZFAIMSERENF], XEBFHD B BMAERE K, TUER
FA exponential backoff 743, FHER EHERN AL, ©rIERENN A FEREER flush S, BROAE
T, Fluentd 2 TLREAZ RHER., 7E OpenShift Container Platform A, T AB LRI EIXIT
Ho

XS R BNENEE IR FIEIL & 2 R B9 F ¥,
o ZE{FfL Fluentd WEME, B UERXLESHETRERANZAMING, HERBRUKKE
EilFIRAINE SN FREDMABETIRE, HIE, ABEARFEETRAXERAEE

% Z2H],

o ELEER, EUUERSHRRAZHIE, BRUEBMWE, BERIENISIFMZH, HE
REMEREEME L,

& ] LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAIFiXLE
SHRBENARME Fluentd FEEBST A, 4 Fluentd EH,

XESH
o SARZHAITR, BIARBENIZM A IR A RIFHI—ARMERE.

o FUERATX Fluentd EEEMMEREHE IR T RS HA .
o (YATHREMAE, Bl BEBITIREMLRA R,

& 4.1. &% Fluentd BLB S

2 Hh 2RiA
chunkLimitSize BIMMRKRE, SFBAEXD  8m

KINES, Fluentd RFILHFHEES
A=, SRME, Fluentd %
EBICAFUFHIT FF— RO,
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¥

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

46

sk

AR ERAKRDN, BN
(stage) #OPAFI (stage) BIEK
No IR X IR /NEL XA
i, Fluentd &Z I RFHIERME!
o, HERERRW, FIERESR
RREIEER K,

HERR ABEI R, & A LUE A
s () . m (@) . h (b
) sd (XR) .

HUTIERRBN T L ¢

o lazy:E T timekey &%k
MERFITIER, BIEE
X timekey 44,

e interval : EF
flushinterval &% 518
B,

e Immediate: ESEUER
ME—NMEE EEE
B,

PUTHERR (flushing) BOZRFZEL
B, EiNARMETIRSHRIEMT
2, XRFEREMSIERIE R,

HEASIHETRBIIT Y

e throw_exception : %
H— T REHEREHL
No

e block : {Z1EX#E 1T
HRT, BRZHXEA
STl ] A AR R H 1k,

e drop_oldest_chunk:
JHIBRIB BOER LA 3T (% A
B9BR, |RERAVMMELLRTER
20,

exponential_backoff Ei{ 5%
BIS RIS A (BARD 4L

A

8G

1s

interval

block

300s



¥

retryType

retryWait

NFTA X Fluentd LEMAEARMNEZER,

it =

1. 4% openshift-logging 5l B ## ClusterLogging B & . %

sk

flushing KA EifB9 5% -

° exponentlal backoff
DB INEREIEIEERE
E’JIETJBHETIETJO Fluentd &
MEHT—REAFTES
RERITE], EEAE
retry_max_interval &
PHEEMIE.,

e periodic : &F

retryWait 2%, EHiE
BRI IE,

—IRPEPRRIRINT (] (AR B

{ﬁ) o

I $ oc edit ClusterLogging instance

/IJ\\ 7.‘”] _JHFE&LJ\-FEEH;%@

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance
namespace: openshift-logging

spec:

forwarder:
fluentd:

buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval €)
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q

HIEE B NREHE T BRRBTR R KN,

Q HEEHUERRZ 7] 7] R

B 45 RBERSHE

A

exponential_backoff

1s

TESH Fluentd 318 FRBYZE i,

TR (CR)
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9 EEHITHEMRMN AL ¢ lazy. interval 5 immediate,
EERTFHREMINARERE.

18 7E LA BT B9H 1Tl : throw_exception. block 3% drop_oldest_chunk
15 7E 5 F exponential_backoff 3EHE 5 AN B S K [BIRRIT (8] (AR M ELAL)
1B E HHUERRAKMATEiH B E . exponential_backoff =X periodic.

EE T —RIGERRATAIE A (AR AL .

909009

EERZAHARBITRAKRN,

3. BF Fluentd Pod REEEHEE :
I $ oc get pods -n openshift-logging
4. 107 fluentd ERBRRSTHAHT(E -

I $ oc extract configmap/fluentd --confirm

fluentd.conf 7=l

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

4.2.5. NRTFHEIAM Elasticsearch BETZ(E, 5B FEABE

ENEEN, BEHRBEZRINERT, ATFETRLIE=FEBEFHEETERRIAR Elasticsearch 77
fRS, EAAMBEEREHRBIRIL D RERNA S

waiEul, NR&AEAEIAY Elasticsearch BEZN#, AT LLM ClusterLogging B E X iR (CR) A
HHIBRPIEB Elasticsearch logStore #1 Kibana visualization H4F, MiFRiXLEHER A ERN, BEERER
I}?o

FoRFMH

o KIFEMBEH AR RENEEEIE A ERIEIAMI AL Elasticsearch 8%, REKAREER
& 2B ClusterLogForwarder CR YAML X4, JiEE RAIEE default B outputRefs J©
o Bl :
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outputRefs:
- default

Digk

H
[ |
fR7E ClusterLogForwarder CR ¥ B & #iE 5 % BINER Elasticsearch 58, FHM

ClusterLogging CR #llif& logStore “Hit, £ X#IERT, AEB Elasticsearch &£
FAFEEXRFHEATHE. X2FBBUBEK.

it

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

2. NR7FTE, EM ClusterLogging CR H/ifik& logStore #1 visualization /\77,

3. 1% ClusterLogging CR ¥ collection /N7, Z5RN BT RA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. BF Fluentd Pod 2B EEHEE -
I $ oc get pods -n openshift-logging

HitBR
o FETKRALINE=ARL

4.3. B & Hi&FE
OpenShift Container Platform {#f Elasticsearch 6 (ES) E7zfifFEE HEHIE,
A LMER A& iE, S -

® Elasticsearch SREFHIFNE

o HEEMIHNEETRAEHIF, MEEERITEH
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o AL ERiJj[A] Elasticsearch #(iE

Elasticsearch R REBRERN HIRF. 81 Elasticsearch T R#EEE D 16G RIFEFRHRBAFIE KR
{HMIEZE, BRIE ClusterLogging BE L HIREF HERE. =AM OpenShift Container Platform 7 sH
AIBER B LAZ #F Elasticsearch 8%, & JITE OpenShift Container Platform SRR RINEIA A TT T
B AREREESMNNGEZIT, 81 Elasticsearch 1T &% AIfEA 64G 1R,

B Elasticsearch 11 S & AT LIER B AGFERE Fi21T, BEEFIMERREIGIFEM,

431 FHITAEER A BB EEE

B FMEB OpenShift Container Platform Elasticsearch BEFHEA N EH 1T B SR ML L0, AT
ITBETRKREFMHEENEE Elasticsearch LI,

ﬁﬂ%gﬂgﬁﬂ‘ﬁuﬁl_ 'Jlj\]ﬁBE/L.\T-?-ﬁ% WU&D%E Kibana EPKEEE-VI‘EIL:\, U]\[J%‘Zﬁﬁﬁﬁ LOg Forward
APl
HE

MEB OpenShift Container Platform Elasticsearch HEF AR N #H 1T HERE L LEHE.
MHREECHRREAHITBESNRARESEAENMERBANEXENR, FEFELAME
2%, OpenShift Logging T EEixXLEH3E,

iz
8 Log Forward API $$ 5 11 B &% & EIPIER Elasticsearch L4

1. fJ# ClusterLogForwarder CR YAML X {4 s4miEIAH CR :

o f|E CR LUSFIAE BEE B L X EIRER Elasticsearch Z£41, &8 LIfE AT BE ISR
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ B (pipeline) E X ERIEEREHELAMBEETRE, Bk HNBEEE L BRI
Elasticsearch SE4,

By MEEEBPEERE=MEENAE : NAERRF., EMZREMFEZ, IR
REREATREY, XEAERTRBEEHEZK,
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o MREAB—NINAEH ClusterLogForwarder CR, HIFEERINEIFH T HEMNE K H S,
EAFEE LB, Flan :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default @)

ﬂ LEEERRABBEBIN, S H T BEALEEINER Elasticsearch £,
Heth BT
e X LogForwarding APIIEZE R, &S £ Log Forwarding APl #2 4 H7E& .

4.3.2. FcE A& REN A

B LR E (RE &S, HEERIA Elasticsearch BEFHERE =1 BEIRMIZREIMIN K - EAIZRM B,
N2 EME RS,
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N
N

ZRERBERE, MFEN ClusterLogging B E L KIR (CR) AHIENHEIRIXE maxAge ¥, CR
FHiX Le{E S 3 2 Elasticsearch JRENHRE, ©IRTE Elasticsearch Il il BRiZZ1ZRE ],

INRREI G LT REZ—TE, Elasticsearch RIRENIFRB|, BIHURIMNERS|IHAIBRHRE
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB B(E.
e 3RB|H doc MK TFE5 FEFELL 40960 KB BIE,

Elasticsearch &R IE IR AL B HR BB RIEMIFRASHZRE|, MREEENEMAEROIZBEERE, WWEIAE
7 RIEMERAE.,

SeRFH
o WE%E OpenShift Logging 1 OpenShift Elasticsearch Operator,

iz
& B & RERA

1. 4% ClusterLogging CR, LURNNSK{EX reservedPolicy 5% :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

E7E Elasticsearch NZRBENBEIRMN A, FA—NEBFIN A RA 0 B(w). N
(h/H). 28 (m)FF, B0, 1d KFX—K. FEET maxAge B9|H B ES MR, ZRINE
RF, BERREB 7 X

2. B LAKHE Elasticsearch BE ¥R (CR) FRH9LE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
S XE /MRS BN BERERKFRS], FEIRDE 7 RINRIREHBERS,
OpenShift Container Platform & 15 98 E—R, UBERSEERNRS,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:

name: "elasticsearch”
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spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m ﬂ

NFENEER, FRERBARMEHERFIIRNZERNB S,

2.5 & OpenShift Container Platform MiIFRIZENZREl, Lhi% &R E ClusterLogging CR
% B maxAge.,

LIRBHZRBIET, OpenShift Container Platform BEZ EMZRF | Fik, ItEH
ClusterLogging CR #1#J maxAge ‘R,

OpenShift Container Platform &R E N IZ G EIREIFRE], X2BRINXE, FAR

o ® 00

X
v p= =1
X FFEH Elasticsearch CR, X[{REEZRIEHIFTA B NEB 7L ClusterLogging
CR Hif4T,

OpenShift Elasticsearch Operator £8%& cron job, LAERE LIRS NENRGHRDIZRE], FHEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

4.3.3. HEEFHEEE CPU MIRNEFIH K
BMAHHASE R VFHEE CPU MIRFIER, BARNIZFohiEXLE(E, EH OpenShift Elasticsearch
Operator R & & % HE L BIMERE K,
==
TERBIEREAR, Elasticsearch RERZUMINAERETERE, MMSRRERRE
OOMKilled, INRMEBEXANAE, 1EIRS Elasticsearch RN EE KFRIE.
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B Elasticsearch TV REF AT UERBEHAREIXE Fi21T, BEEFBEHDREVCIEM, SFEIR
1B, NE pod NIZLEHMBEN TV TEIAN16GI, HIFNE pod DEFBEIT 64Gi WREZ MK
%C

FRFH

o W% % OpenShift Logging # Elasticsearch,

it =

1. %i%E openshift-logging % E ##J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFEEIEE Elasticsearch B CPU FlIAEE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERZSHBENEE. RFIHKRHR
INMEH 16Gi, CPUIERN 1.

pod AT LAFE AR K FTIRE,

E pod FTBEH=RD TR,

o0 o

IRIEFEZIETE Elasticsearch RIERY CPU FIRFIEK, MNRXL(EEZ, OpenShift
Elasticsearch Operator RIXEEIME, BLUHEXZHEENEE. REFEIFERKBIEINEN
256Mi, CPU iERE9EKIA(E Y 100m,

1E 4% Elasticsearch WEEHT, 153K BRIE N EAHERBHE.
f5gn -

I resources:
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limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

@ FrnEABE,
@ =RNBIHE

Kubernetes —fi% B 1E 1 mBL&, AT Elasticsearch EREEMRE., N iEK (request) F1 BRIE
(limit) & BHRBEME AR Elasticsearch AILMFERGREEMRNE, BETSEAETHRG,

4.3.4. HHEEFHELE S IR
BT LU el SR B AR RO BB 7 sz [A] 2 1l Elasticsearch 400 F -

FTRFH

o WIZR%E OpenShift Logging # Elasticsearch,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

@ orEERRER. BRRERERENA,

® FullRedundancy : Elasticsearch B8N RSN ED A ZESHEENBIET =, XA
REEENELME, ERNEFESARENMIFAMERE,

® MultipleRedundancy : Elasticsearch &8RN E D S I E —FHHIE T
o XAERES MR ARERIFIITR,

e SingleRedundancy : Elasticsearch HBNR5INED FEIEF—1EIXR, REFEED

AEIET R, BEMERATHETRE, F/H5MNREZ T RN, Ml
MultipleRedundancy, fEAEERF LSRRGS FHF 514 Elasticsearch 17 RBYERE,
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® ZeroRedundancy : Elasticsearch AHIEE D FRIEIA, WRT RRHAEA ERE, W]
AIRERE RS AEEIE. MREEXTEHREMIERESMN, HELET B S HEE/PVC
w0/ ERE, AILAEEMEALIER,

% o
. R ERED HMES T Elasticsearch #E T A A,

4.3.5. g1 Elasticsearch pod
D& BEP I Elasticsearch pod 8 E FIRER 5 B EE £ L 3K Elasticsearch MR TRE,

NRAER, ROZ—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR IR [E14
g, EALURIE S — 1 pod #H1T4E .

p= Y=
SNR Elasticsearch 5£2&%1%& )y ZeroRedundancy, |7 4EE, Elasticsearch pod.,

4.3.6. ) B EFHEEERF AR
Elasticsearch BERF AR E, FHREBIR, Elasticsearch MRS,

Digk

H
[=]

1 Elasticsearch P AL HE NFS FEBIESSHIFAMS (E BT NAS b0
Gluster) , B} Lucene #K#iiF NFS TREMIXERSIT . BUIRE ARG E Ath (7]
ARESAE,

FRFH

o WIZR%E OpenShift Logging # Elasticsearch,

ik =
1. 4%% ClusterLogging CR, N&EEHFHNENBE T RIEE N B EEFAMESER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
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storage:
storageClassName: "gp2"
size: "200G"

FHIFIEE, KEFHESMEET REBAERTHER200G"H AWS B SSD (gp2) i PVC,

—

N[ AMEBRFHALENE, EAEERRIKRTE, X1 LocalVolume X R
volumeMode: block i, Elasticsearch TiE{FARIAILA,

4.3.7. 5 emptyDir 7Ffi%lL & B & 1745

&R LUFF emptyDir 5 BESFFERBECEARLUBE—NMERERE, InhEHE—BEEEFRA Pod FEIEER
=2ER,

% -
M emptyDir i, MNREBEHEIMEBEREHERE, BEHEER,

FRFH

o WIZR%E OpenShift Logging # Elasticsearch,

i

1. %%k ClusterLogging CR LUEE emptyDir:
spec:
logStore:
type: "elasticsearch"
elasticsearch:

nodeCount: 3
storage: {}

4.3.8. #1117 Elasticsearch £& A& R

£ E X elasticsearch Bt &M 51 {E (A elasticsearch-* BEE BN, HUTRINER.

A, #NSRIZ4T Elasticsearch Pod T REEBERE, NEBIRIER,

FRFH

o %% OpenShift Logging # Elasticsearch,

iz
HITERBRDER -

1. i# A openshift-logging T8 :

I $ oc project openshift-logging
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2. JKEY Elasticsearch Pod BY& 5 :
I $ oc get pods | grep elasticsearch-
3. 41 Fluentd pod, LMEE(1{S1EM Elasticsearch & ##HHE :

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4. {#F OpenShift Container Platform es_util TEH{T9 F AT R, BEREXNZAIZEESE
AR R ERIE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST
o -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

i th o Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFFIEIEA R KT i #1740 F 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

flan -
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --

query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESTHREFEHBE—TESKE:

a. BUAIER T, OpenShift Container Platform Elasticsearch S35 IEAE T S#EHERE, F
AL TR AT HEBERE F ST Pod FREXEHN :

I $ oc rollout resume deployment/<deployment-name>
4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
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i Bl
I deployment.extensions/elasticsearch-cdm-0-1 resumed
EET —/# Pod, & Pod EAMZEMABRE, MEEMSHITT—EE,

I $ oc get pods | grep elasticsearch-

it Bl
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6écdc7c-jpwbk 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. METMSG, FE Pod LAEIEHLERE :
I $ oc rollout pause deployment/<deployment-name>
4N -
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
=1

I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1% Elasticsearch £EEE AT green = yellow K :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

pa -

IR IENT ST fp 5 P {FEAM Elasticsearch Pod #4T T H#EHERE, 1% Pod FF
BEE, HEWAFEFERFHH Pod &F5,

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
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"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
ﬂ ERSARERT, FEBRILESHIES green ZHE yellow,

7. WNRERT Elasticsearch ECEBEIRETS, 15X B Elasticsearch Pod E& X4 1%,

8. HHEMNNMANRER, EFERASHTE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
i th o Bl

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}
}
}

9. ¥ & Fluentd Pod, LMEE( M Elasticsearch & %E# H&.

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

4.3.9. HEEFMEIRS DT HEEH

KINBERT, BEMBEICKERENERAERE T OpenShift Logging WHEE G, EALUSEH—1 re-
encryption termination #XXHIEEH, LUSEHIAERNT B S AF0# AR 55 B9 1 (] SRARERELAE.
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A, LRI LAENERUE— T EFRMBEE, EH OpenShift Container Platform &R 2R &R
Elasticsearch CAIE B LUMAER T IF B EE ., RE, FRSSLULTRAM cURL &K AEE B EEE
RSB

e Authorization: Bearer ${token}
® FElasticsearch EFTMNFEKEF Elasticsearch AP 153K,

TERER, AILAA HEFESER P ViR BEFERS . BRUERUTHRSZ—RKIE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
i th o B

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R LME R RN TR DI TR 1P il

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"
=1

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 29 100 29 O O 108 OQ--i--i-- --i--i-- -—---:-- 108
FERFH
o W& % OpenShift Logging # Elasticsearch,

o EMWIIBERBTIBEWVIRIFR, LEEHREBRE,

i
KRR T B BT

# A openshift-logging T8 :
I $ oc project openshift-logging
2. MBEERERE CAIEFHFE A admin-ca 3T :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
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Ll N |
I admin-ca

3. LYAML X R QB EEEIRS RS -
a. FRAUTARRLUE—D YAMLX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

Q AINBEFE CAIEPHER T L HHaS., BT RE - LEMINEBHMHHN
spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. 2T T %, HHEEME CAIERRMEEEL—2 FOIEMNEEH YAML & :
I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. DIEERRH :
I $ oc create -f <file-name>.yaml
=1
I route.route.openshift.io/elasticsearch created

4. BERENFFT Elasticsearch RS :

a. IRERUEBRSSIK B9 RS, LMETEE KPER -
I $ token=%(oc whoami -t)

b. &G Elasticsearch BRH % E NIMET &,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIFBRHISE UMD, 1HETU T aRiE 2 FHEEE A Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

Huap R ELFaF -
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"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

44.FEEHETMIELTER
OpenShift Container Platform {8 Kibana i.2x OpenShift Logging &I B & E1E,

IRAEI LAY & Kibana SREZIITUR Y, F4 Kibana 11 RESE CPU MM 7F.

4.4.1.B2& CPU MINFIRIE

OpenShift Logging E4 fS 14 CPU F1AZERR(EH 1T A2,

it

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:

B 45 RBERSHE
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cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FINFERE&IER, XFF Elasticsearch, R EHEEE KE
FORRHIE,

@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ RERZIREESKERN CPUNINERERIFK.

4.4.2. BRI EST ]RITRITRE
BT RIEE B R LA L 2860 pod LURIIE M TTRIL,

it =3
1. %i%E openshift-logging % B #1#J ClusterLogging BE L %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
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kind: "ClusterLogging"
metadata:
name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas: 1 ﬂ

ﬂ 87 Kibana 17 ERIEE,

4.5. it i OPENSHIFT LOGGING 77

Elasticsearch R REBRERN AEF. ZIA OpenShift Logging T WRFIE KN EREERE 16G W
7. E#)89 OpenShift Container Platform i mH AT BER B LA ¥ Elasticsearch 528%, R JITE
OpenShift Container Platform & FRRMAA T =, FEEFERABNHESHAERZT. 8D
Elasticsearch "7 s o] AR IR FIX B Ti81T, 1E| FEE MR R UGIRA,
4.5.1. OpenShift Logging #1 OpenShift Container Platform B B E
B Elasticsearch BB BAETE—NFAMS. 7 OpenShift Container Platform /1, XA LAFE
PVC &£,

==

NRFAMEBRAFHALENWE, EAEERRIKRTE, X7E LocalVolume X KRR
volumeMode: block i, Elasticsearch TiE{FARIBILA,

OpenShift Elasticsearch Operator {# i Elasticsearch FR&H 7 PVC 88,
Fluentd J¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 5 E] Elasticsearch,

Elasticsearch ZE RN EFERHITREEFHIRE, NIREXERHHNE, BNRLB/BIMN, BN
[, IEEEN AR B SEENRE, HFoRXAFENTREERE,

BINERT, UEHEBE N 85% J#ilt, Elasticsearch &2 1A S EHEEE, 90% i, Elasticsearch
SEARENBER TTRINESFEREMIEMT R, B2, MNREMEFEET 85% LT oA AFiE
Z2/d], Elasticsearch &1E4EAE#HZRFIFHHZ N RED,

pa )1
XEE EKMLEEYRIRARM Elasticsearch BRIAE, el LUSTOXLEBIAE, BER
. ERERERNIRIME, BLEEERPELXLE,
45.2. E IR

o HETEFMERERFALEEE

4.6. 77 OPENSHIFT LOGGING H{ff & CPU FRZIE(H
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OpenShift Container Platform 4.7 B&&ic 3%
IR LARIE S ER B & OpenShift Logging 4H{4HH) CPU FIRNER(E.

4.6.1. BZi& CPU fIRFRIE

OpenShift Logging E4 fS 14 CPU 1A RR(EFH 1T A2,

Y=

1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3

resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
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logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

RIEEEIEEHEEFMEN CPU MRNERIERIEK, X F Elasticsearch, KA IHEEIE KA
FORRHIE,

@OOREEE B visualizer 57 CPU MM IRIEFIHR,
@ RERZREETKERN CPUHIKEFRERE

4.7. FABRE RS OPENSHIFT LOGGING POD &

IRE LUER T R AR EMR OpenShift Logging pod FEHEFE T m L1217, FBEREM TIEAEHARIE XL
TR Eiz1T,

15 mABRE R E M key:value X, TS EB5 RIERT mBERAIEABFIZIE =M pod,

key B& K7 253 M FRVERFAFSE, value NIZH KT 63 NMFRGERFFFH, FRBLIMUFE
FHFFL, FEANEEFE. 7. EFF. ARMTHL

BHARMRK OpenShift Logging CR =<fl

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
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storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:

tolerations: g
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ﬂ AR BERINE| Elasticsearch Pod,
9 AR ERINE Kibana Pod,

9 Jtt"é_:?gm //\\7] IJ EIL\IE%”&%%% Pod,

BRI LB TE pod EEAABERIZH B EFE pod FEMELTY

—Ij/ ™o

247, FFBALEEAM T IE M EERIX

12?_JJ«A1EL ClusterLogging BE X IR (CR) AR AZIBEFME pod, FiBid T s &[5 s A
BT, TRENERE— key:value ¥, BIERT REERMEARRIT LT R pod, BT FEAAFAER
ftt pod J:E’\Jfl%ﬁf_ key:value %I, BILMBRINHEZLE pod BEWSIEIL T mLI21T,

%kikll‘ﬁ;R-F, /b\ﬁﬁ% pOd EELJ\-F‘G‘/}E\J% :

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"
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FRFM

o WIZR%E OpenShift Logging # Elasticsearch,

T
. FERUTHRS, H5RRNEEEE EFE OpenShift Logging pod BIT7 R :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
g0 -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFIE nodel ERE— NN elasticsearch B{E 7 node Bi5 5, 755 RE NoExecute,
B8 NoExecute R = HE 515 R ILER Pod, FHMRATERIIAE pod,

2. Yw%E ClusterLogging CR #J logstore #1143, LABCIE Elasticsearch Pod BB :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ
==y IERER=Y: )R
157 Exists operator RE TR LB —NHHEHN elasticsearch H75 =,

#5E NoExecute &,

0009

(7)) $57E tolerationSeconds S, LUXE pod E4%Z A A LURFFHEE EITT s AT
—l;/io

AR ES oc adm taint S OIS mLil, EFLLAIRBER pod AILLEEEI nodel L,

4.7.2. EABBEREH BEAT M pod K&

BRI LLEIEE pod LERRZERIEH Curator pod EMRLET R Eiz1T, FHEHIEEMTIEMAEERXLT
=

ino

& A L& ClusterLogging BE LR (CR) HARBENAEIHEMKAL pod, Filid T &5 =
MAET R, TREMERE— key:value X, B8R mBERMERBFIZIG MM pod, @i FER%
B1EHM Pod LERAMYFE key:value X, AT LUA{R(L Kibana Pod BES1E1% 17 s L3517,

FRFM

o WIZR%E OpenShift Logging # Elasticsearch,
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AR
L ERAUTHS, BirRmEEER EFEREAME pod :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>

o -

I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— i)y kibana BfE ) node B75 5, 75 ER 2 NoExecute, &ii/iifE
F3 NoExecute {5 =i%i&, NoExecute ({fiE 5|5 RILEMN pod, FHMFRFEEMNIIE pod.

2. Yw%E ClusterLogging CR Y visualization 284, LLEZE Kibana pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,

#5E NoExecute &,

AN~
o

AR ES oc adm taint S A5 mLi, EFLLARM pod JLLAEEl nodel £,

4.7.3. (E B BERZH BHEWKEESR pod KE

N
Ali%k) E87E tolerationSeconds S#, LUXE pod 1E#%:% R AT LR R E B 7 R B9HST

BRI LB 1E pod EEAABERBRBEICTKIESR pod AL T =R L2517, FHELLHEMTFEMREIE

FIXEE T =

& L@t ClusterLogging BE X IR (CR) NARENBARBEICKKES pod, FBi T RAlA&F

TR AR R BRI MERS RFAREHER pod FEENREFF CPU [H &I #KIXFR.
BIAERT, BEICFKWES pod BEUTABE :

tolerations:
- key: "node-role.kubernetes.io/master”

operator: "Exists"
effect: "NoExecute"

FRFM

o WIZR%E OpenShift Logging # Elasticsearch,
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B 4EREASHE
iz
1L ERUTGS, HrRRmBEEE EHERTICTINEESS pod BT R :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 ERE—EH collector BfE ) node BI75 5, 755 R 2 NoExecute, Ri44i
{&F3 NoExecute /5 Ri%i&. NoExecute ({iE 5|5 RICEM pod, FMERATEENIIE pod.

2. Ym%E ClusterLogging BE X ¥R (CR) B collection /N7, LEZERFICFKUES Pod A

BE
collection:
logs:
type: "fluentd"
fluentd:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
157 NoExecute X,

N
(7)) $57E tolerationSeconds S, LUXE pod E4%Z A LURFFHLE B 7T AT

AR ES oc adm taint S A5 mLE, EFLLERM pod AJLLAEEl nodel £,

4.7.4. bR

o AT RITRIEH pod KE.

4.8. [T Sk 2875 OPENSHIFT LOGGING %iE

RE LUE BT kT3R0S Elasticsearch # Kibana Pod B3 Z R REIM T & Lk,

4.8.1. #%7/) OpenShift Logging 7R

& B LR & Cluster Logging Operator, ¥ OpenShift Logging H4 (40 Elasticsearch #1 Kibana) #J
pod ERBEIREH T m L, ETiERF Cluster Logging Operator Pod MEZREM BB E.

BN, EEILAEN CPU. WEMBEE E KA M Elasticsearch Pod # B — N HIRM T 2 £,
FeREH
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o WIZR%E OpenShift Logging ] Elasticsearch, BRIAENR T 3% A ik iX LETHEE

it =3
1. 4% openshift-logging %l B ##9 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@O 7/t nodeSelector 3%, i ERTFHMEB ML, EFTLURE N T RIEEMIH,
&= # F nodeSelector 5 {# fH <key>: <value> X,

gk
ZRIFHHREEHE), EAILMER oc get pod -o wide 674,
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o MEEHIIEE ip-10-0-147-79.us-east-2.compute.internal 7 = _EH Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME
NOMINATED NODE READINESS GATES
kibana-5b8bdf44f9-ccpgq9 2/2 Running 0
east-2.compute.internal <none> <none>

o {REEL Kibana Pod # F ip-10-0-139-48.us-east-2.compute.internal 77 5,

FIEVERE SR T R

I $ oc get nodes

it Bl

STATUS ROLES
Ready
Ready
Ready
Ready
Ready
Ready
Ready

NAME
ip-10-0-133-216.us-east-2.compute.internal
ip-10-0-139-146.us-east-2.compute.internal
ip-10-0-139-192.us-east-2.compute.internal
ip-10-0-139-241.us-east-2.compute.internal
ip-10-0-147-79.us-east-2.compute.internal

ip-10-0-152-241.us-east-2.compute.internal
ip-10-0-139-48.us-east-2.compute.internal

READY STATUS RESTARTS AGE IP

NODE

27s 10.129.2.18 ip-10-0-147-79.us-

AGE VERSION
master 60m v1.20.0
master 60m v1.20.0
worker 51m v1.20.0
worker 51m v1.20.0
worker 51m v1.20.0
master 60m v1.20.0
infra 51m v1.20.0

HESR, %7 224 node-role.kubernetes.io/infra: " label:

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

i th o Bl

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal

selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal

uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:

node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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74

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORI R LUTE T RAIAR B label,

o R7F CRE, Al Kibana Pod #8241k, 1M Pod SMERE -
I $ oc get pods

i th o Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e #7 pod fiLF ip-10-0-139-48.us-east-2.compute.internal 75 5= L :

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o RIS, RIA Kibana Pod {4 R,
I $ oc get pods

it Bl
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NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflhe 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

4.9. fici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ﬁ'ﬁg}‘k E N (Journal) ':Fipkﬂﬂiﬂﬁo fﬂ H /b\gk-l/)\lﬁ 3"5%1& b_.l- /fEEJ:;IZQ/JLHE%E’J H /L.\T/E
%1 Fﬁ'J«/L E ISNIR E Tﬁgﬁ%%

A 1#EFF X B RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEEZES) LIRS
EREH,

4.9.1. /7 OpenShift Logging B2i& systemd-journald
FEETENT R, BRANBFZILRIMNEARERZHIT — LI,

Blan, MMRARDBHERIENER, NTEFEEIRS journald BIERERHI, &0 LLHZETETR E N B ERPIR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

TAAUMERSEMBE. BEFERENNE, MEEFMEAS, UREMILE,

i =
1. ERAFEIZENE journald.conf ST :

Compress=yes ﬂ
ForwardToConsole=no 9
ForwardToSyslog=no
MaxRetentionSec=1month 6
RateLimitBurst=10000 )
RateLimitIntervalSec=30s
Storage=persistent 9
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% G
SystemMaxFileSize=10M )

ﬂ TE‘E%E%EHEIME!)\XC#BFJ ALY EAE. 18%E yes KIE4HHE, HIBE no RNEYEE
B, BN yes,

@ EERTHRLEBER. B8 HMEN no, HE

e ForwardToConsole ¥ B &5 4 BIR G124 &
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° ForwardTOKsmg ll‘\fj' H /L.\yz:ﬁ Up\]& H IL.\%/EF
e ForwardToSyslog % B &% 4 Bl syslog sFi7 312,
e ForwardToWall 55 B WIRE R L LFIEERMEF,

TE‘ET?%EM%EE’JH—J&ETIEH EIATE, HEBIFE—HA : "year". "month". "week".
"day". "h"="'m", fA 0XZAH, KIMEN 1month,

o

ECEE KRS, 7£ RateLimitintervalSec & X BIFT[RIERXN, MNRBWHBEHESHBET T
RateLimitBurst I8 EWME, NILUEHMEEBEHESEETF, BRINZMRIERSHR, BIEX
i& RateLimitintervalSec=30s # RateLimitBurst=10000, &1 12 I\(H,

o

9 IBEEEEMNFEAX. BILH persistent :
e volatile 7£ /var/log/journal/ R 1ZfE R8I HEEIE.

o persistent & HEFRFEIRER /var/log/journal/, IR XNERLSEE, systemd F
2EXNE X,

e auto MRBXEFHE, EHKREE /var/log/journal/ F1, HIRARIFIE, systemd KIfmEHT
5 H & RETE /run/systemd/journal i,

e none AEfERRE. systemd ZFMAERZE.

8 EIE R ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl A i fF RO BT ES
A, systemd 7£3UZI CRIT, ALERT = EMERG BEEAIANHTRE., BIAEN 1s,

EERSATUGANZRKE. FINMEH 8G,
1EE systemd WIRE L DHEEZER, FINED 20%.

909 @

18 ERTE1E /var/log/journal B BESXERIRAKRN, EIMEH 10M,

SNRMPRFRRE, EAIBRSF RS AKICK T RN CPU AKX
m, ENemBELIEE LRI LR RH EEE R,

MEBTRELRT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
FIEIN KB AT BEA & F OpenShift Container Platform,

2. iBITLAT &4, f¥ journal.conf XL base64, FHIFHEFMEER T jrl_cnf WL Er :

I $ export jrnl_cnf=$( cat journald.conf | base64 -w0 )

3. fl/E—/ MachineConfig /&, EHEE E—5F0/EM jrl_cnf ZE, LUTRAGSH
worker 33 MachineConfig X/ & :

$ cat << EOF > ./40-worker-custom-journald.yami ﬂ
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:
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machineconfiguration.openshift.io/role: worker g
name: 40-worker-custom-journald 6
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 3.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,${jrnl_cnf} ﬂ
verification: {}
filesystem: root
mode: 0644 6
path: /etc/systemd/journald.conf.d/custom.conf
oslmageURL: "
EOF

Ak : XFF control plane (1BFF} master) s, & LIRS &) 40-master-
custom-journald.yaml,

A% : X F control plane (1B#5H master) T, FAGRMH master,

Al @ W F control plane (HB#FF) master) TR, EALURHE&F ) 40-master-custom-
journald,

A% : Z1E journald.conf X4 B ESHIIFRSEIR, BT ${jrnl_cnf} E#:4 echo
$jrnl_cnf o BYHIH,

79 journal.conf XX BINR . BIIBETIXES 0644,

® 6 0 o

4. BT T B ROENBRERE :
I $ oc apply -f <file_name>.yaml

i 2R 0 EFTHY MachineConfig XI5, 4K #T#Y rendered-worker-<hash> ki A

5. BITUTHS, WIEREEESNT RPBHEHIRT
I $ oc describe machineconfigpool/<node> ﬂ

© 57 i) master 3 worker.

worker By tH =5l

Name: worker
Namespace:
Labels: machineconfiguration.openshift.io/mco-built-in=
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Annotations: <none>
APl Version: machineconfiguration.openshift.io/v1
Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e

4.10. fEFFFIZFF

4.10.1. A FHHECE

fEi& OpenShift Logging MR A AR FERAAXE AN ARETATEE, H2FEREMEE, RNIFRZ
¥ #F. & OpenShift Container Platform Z{ThRAMIECESEHITERBAZIL, REZER TAIA ATaE
&, FeeloZNAHXHMEESL, MREAAXEPFHENEREUANEE, THERAERERK,
K5 OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator R TiZ R, RIRX
it, Operator REINF— LR EIE AR,

INR 247 $4T OpenShift Container Platform XA & A HRMELE, & 277 Red Hat
OpenShift Logging Operator 8, OpenShift Elasticsearch Operator i% & Unmanaged,
— DN ARZEEM OpenShift Logging IME 7# 3% /F, BAREIER, BEE OpenShift
Logging iR [EE] Managed.

4.10.2. A HFHECE
IR JTY% Red Hat OpenShift Logging Operator KB NIEZERS, FeelELATAHE -
e Elasticsearch CR
e Kibana BfE
e fluent.conf 304
e Fluentd SFi'#i2&
IR/ OpenShift Elasticsearch Operator W iE N IFZ B RS F BEISRLL T A -
® CElasticsearch EE X,
BRI X RFHIB T a4E
o ERERINAERE., BEEERKINNESRLRE.

o EREFMMERENAE, B EENAATRESRFHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,

o FRANEZFEREHFICKEESR. ETEERIMETERERATHES.
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£ A4ERKEASHE
o KEASKERIEASTHAR., BT EELRRMIABETIEEL.

4.10.3. 3% E Operator 32 755K

Operator B9 ZEHK L RE T — Operator @ BRI AR EREFPHEXAGHNTR, R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFARKEIELR.

RRCAUEFREFIMERBENAIRRPER, BOTHERERSEH Operator FRERZF, KHE
BAREREEES N HENEENFR,

AE AL T 3% Operator B WIEZERS :
e Ji3T Operator ACi&
JH3T Operator BEZE 1 E A managementState 2, XA LUE T AR AERIR], E(RER
AT Operator, fl#, Red Hat OpenShift Logging Operator BiF ISR EEEMN B E L KR
(CR) HAZ|EM, M Cluster Samples Operator {# [ 7 £ 856 H L & %R,

¥ managementState S#E X/ Unmanaged E#& Operator f2FHEBEHNTHIR, BA
KPITESEXAHERAEREIE, —L& Operator ATRERAZFHILEEBIRE, FRANECTRERINIFEE,
FEFIIME,

Digk

==
[=]

ST Operator B NHRERER BRI ZHEHGMINEE. RS
AR E ZE (Managed) RS AIES K BEHREIRG HK.

® Cluster Version Operator (CVO) &3

Al spec.overrides SHARMEI CVO EEEH, LUEBIERIRENAHEHR CVO 1T HEERIS
£, F—1MHHM spec.overrides[].unmanaged S E N true R IEEBEFRFHENE
CVO BZERIREEIEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BESFEBIMEBHLTIAZIHRE. EMRmEERER, ¥
A UEIN R ERFST ARG .
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%55 AAERRNAE

f&eI LUER OpenShift CLI (oc) #1 Web A EERZMHTREMNERE, WHE. FEF pod.

p= =1

FRAEZ—NERIATIEE, AIREERMNBEEEINE. MEnBERENEERE, B2
WIRZRE: OpenShift Logging, OpenShift Logging ¥ OpenShift Contalner Platform ¥
FHFAERE (T RRGEHITAE, NARFRGFAENEMEMNERE) REE%HEE

Ib\ﬁﬁ%q:'o %E, u..\_.“’J\lEji Kibana }%D Ell/j ﬁf)ﬁﬂ?'ﬂi'ftﬁluﬁﬁo I}?EIL;\ /flﬁ
7] OpenShift Logging B & Z %,

5. BAERRAE
,LJ\E OpenShlft CLI (OC) iﬂ] Web j:m%UAEPKE%*LF /EE’J E Tho IL,\}‘A H IL:\B’J,:'tB_EEE,:"I?&HXO

FRFH

e jj[a] OpenShift CLI (oc) &

iz (VD)

1. £ OpenShift Container Platform #HI&H, 5% Workloads - Pods, Zi@iTEEHER G
RSE pod.

LR (MWEE) REEZEZIAMN pod, FEXMIERT, ErILETRMY
Details TIEF % E Logs #5,

2. MTRIFHREE—DNIE,
3. RIBEPHER pod 9B,

4. =it Logss.

e (CLI)
o EHERE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

He:

-f
% BN RS EREESIHEFHIANA,.
<pod_name>
157 pod IR,
<container_name>
 IEERBMAM, & pod EESNEREN, BUIIEESHREM,

o -
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BESEHFHENAE

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHRBEXHRE,
o EERNERRNAE :
I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAERH.

flan -
I $ oc logs deployment/ruby

BB EXHRE,
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$ 6= FHHKIBANA EEEHASE

OpenShift Logging 83— Web #2§l&, ATFMLINENBEEHIE. BAl, OpenShift Container
Platform #8& Kibana ?"“”rﬁ']"‘lol TR,

BITASTTMAETE, S ERUTEIEHTUATRE
o i Discover Hr%: TSR FH I bi #4E,
e {3 Visualize 735 TN R H T EIR B,
e (&M Dashboard Fr%: T BIBH EE B E LR,
ERHECE Kibana REIMRABTEE 7T AXHEBBEH, HXER, 1HSM Kibana XX,
BIANERT, FiTBERKREMIE OpenShift Container Platform PEB Elasticsearch £l

i, ZIE Kibana FEEHITERE, BSIER Log Forwarding API BERE A #H 1T BEM
default i I E 8,

6.1. & X KIBANA #E|#&E
RPIEXE LT IEEW 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it LR, U0 RE|=
Eﬁo

FRFM

o M WINEA cluster-admin B, cluster-reader A&z ;XH NE®, FHEME Kibana P EE
infra #1 audit 35|, 2X1A kubeadmin A EBE & & X LTI BN IR,
INRATLLEE default, kube- 71 openshift- TiE 8 pod F1B &, NIRZA AT AXLEFRE],
A LERUTHSRELFIAN RS EELMIUR

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes

p= Y=
FKINBERT, #HITEBEARKXFMIE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE1E Kibana FEFHITHAE, EXJER Log Forward
AP| BC B 5 11 B 58 default % B EE,

o EOIEXRBIRAH, Elasticsearch XMW IREl, XRBTNTEHR, BE—MHHEIRTHIER
hRRERE/LDH.

iz
7 Kibana 7 L 3RBIEXFH LB UKL

1. 7£ OpenShift Container Platform #2#& & mifi Application Launcher @ Fi%5¥F Logging.
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% 6= KIBANA BEEHAE

2. = Management - Index Patterns —» Create index pattern il Kibana &5

o ELREX Kibana i, MRS HFIUERSIBERFEEEHTIEMBERE. B Rt
—NEH app HFRBIER, FHERA @timestamp I [A FEREEHASRBE,

e B admin AP EERE X Kibana I, %/ifER @timestamp R app. infra Al
audit 5| EFR5 &,

3. MHFTHIZRBIR R B/ Kibana ML,

6.2. 7 KIBANA A EEF&EEHAE

RA LATE Kibana web ISP EFEEAE. 1 Kibana REEMMUTALEMNEEN AR, BIIBHETE
XHEBSER, IMEESER, 55 Kibana 3X14,

SeRFH
o WIZR%E OpenShift Logging # Elasticsearch,
® Kibana FRBIEX M IMIFTE,

o A WIEA cluster-admin A, cluster-reader A& XHNAE, FHEME Kibana FEF
infra #1 audit 5|, ZtIA kubeadmin /" E A& FH X LRI |IHIR,
INRATLLEE default, kube- 71 openshift- TiE 8 pod F1B &, NIRIZA AT AXLEFRE],
A ERUTHRSRE LA 25 EELMNTR

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes

p= Y=
KINBERT, #HITEBEARKFMIE OpenShift Container Platform AIER

Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, EXJER Log Forward
AP| BC B 5 11 B &8 default % B EE,

iz
£ Kibana FAEFRHE :
1. #£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.

2. EABEEFE OpenShift Container Platform & B R EIEH T E %,
Kibana SIS H 2,

3. £ Kibana #1, s Discover,

4. MNE LA TR AP IEFEENENFRSIER © app. audit =X infra,
B S ERE T A A 232,

5. BF—NRIBRIS,
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—_—

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",

6. = JSON JETI& B RIZHFMBEERE.
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

$ll 6.1. Kibana By EAMiZEHI H &S B 6l

"_index": "infra-000001",

"_type": "_doc",

"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFIOGUyOWMS3",

" version": 1,

" score": null,

"_source": {

"docker": {

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b

b
"kubernetes": {
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.4222"
1,
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"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z"

]
b
"sort": [
1600894023422
]
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% 7 E 4§E/u\$§ﬁ H‘-_jj_;édh

FINBERT, OpenShift Logging f§ AR FIEIZR H & 4 %X 2 ClusterLogging B & Y FR A E L HIE
INAER Elasticsearch HEE ., B2, BARNHITEAELAZERNEEME, RAETRERLEME, W0
REMNEBEEHRENERE, NFARERE Cluster Log Forwarder,

ERHELEREMEERESS, 15#F B OpenShift Container Platform Cluster Log Forwarder, @idiX
APl R LU ESR. B4R Wﬁﬁﬁﬁﬁ,b\ﬁﬁﬁﬂﬁﬁlﬂﬁﬁ‘ﬁﬂﬁﬁﬁ’ﬂ#iiﬁ”ﬁ50 B4, EELETRRE
RGREARARARBEMNAE, XHEREDN ALY RIRRERS, SO URBNMNENR, FREHZR
£ (TLS) X FFRZ e EHE,

i

gq‘:}ﬁﬁﬁuﬁﬁﬂmﬁﬁﬁ/L.\"f-?-ﬁ%‘, iﬁﬁﬁﬁ Cluster LOg Forwarder, yquf%lTElu\i‘?g?i
B &7 iff AT

WIS X BER, Red Hat OpenShift Logging Operator 265X Fluentd Ed &R 54 & AT B
Tyj‘i’)zﬁ% I:|’_a:\o /p\ﬁ'ﬁ%&%ﬁgalﬁ%é%ﬁiﬁaﬁfb ‘[’Xo

7::’19*, Ra LAGE— N EC BB ET EFE F Fluentd forward 11 3% syslog Y FFEEL EEIAE RS, H
=, XL HEBAETE OpenShift Container Platform FE2F M, FHELGEHIARA F R,

HE
IS seTE A — B P {E A B EBRS 75 EF0 Cluster Log Forwarder,

71 X TFRBEEELELEE=ZARG

REBAEELINME=ARAEEELS ClusterLogForwarder B E ¥R (CR) IEEM AL E
&, FFBEELZEE] OpenShift Container Platform SEEEARZRFALHIE ETR R, EATLUFER HA NS
FEET B XEARI N RFER H &5 A Blif .

o i RISE YHMBASHEENERNM, NEFELZEHEHUE, MHTUARUATREz—

o elasticsearch.— N4 Elasticsearch 6 (FiE A 1ThRA) L, elasticsearch fit vl LA
FH TLS i##E,

o fluentdForward, — P #f Fluentd WA SREERESBAAR, XMNEUIMER Fluentd
Kl fluentForward % AT LAMER TCP =k TLS 151, B3 1E secret HiZft—
shared_key FEXEZHHAZRAFTMNIIL. HERHEMPICAEFERIAER TLS B1E
/R-Fﬁﬁﬁo

o syslog, X#Fsyslog RFC3164 8k RFC5424 thiX NS HEREMRIRF R, syslog kit Al
LAMER UDP, TCP 3k TLS %1%,

o kafka.Kafka fXI2, kafka fiH A LAEER TCP s TLS £,

o default. A& OpenShift Container Platform Elasticsearch S5, EAEERBEB I HH. 0
REE default i, EKEIHEEER, E7 Red Hat OpenShift Logging Operator R 83
T default i,

INRHH URL ARFE TLS (HTTPS. TLS =X UDPS) JNIFEFHA TLS RS 2R imAF I IE,

T ENBRES B MRIE, A ITE openshift-logging Wi B fan & — 4 secret, secret
WIMBEBHRKRIEALLTEHME : tls.crt. tls.key # ca-bundle.crt.
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B7ENATERLAHNE=ARS
L %ﬁ(plpe/lne )EX}‘A_ /u\§§*”§U_A_ﬁ%/I\§BUHﬂ gZVL:L_E’JE/L.\ ]Eﬂiﬁﬁmo H&ER
BEUTFZ—:
o application HEEHIZITHA P NARFERNERAE (EMRAESBNBARFERA)

o infrastructure.7f openshift*. kube* =X default i E iz THRREL, UERERFITRI
HRYH journal B,

o audit.H auditd., T mEH T RTILAK Kubernetes API iR 55251 OpenShift API iR 55 28R & 11
Ib\i’ﬁﬁ’] E 18No

I&A LUE R EE R key:value X H ik B EHE SRINPRE, BIA0, K0T LI L 44 H M EEE SO
E’J/é ,U\':F'm\\ﬂl] A*T y%*ﬁ%%ﬁ:ﬁ E 1L,\//J\\jJD7FT_Lo //JJJI]E'JXT%Q E,yI:T 'HE:A]E T E n_.\/ﬁ TN if?:
Ko

® input K SRFEI B XKEKMIN AR BER L REE.

HEEER, EEE VFEA inputRef SEHE LI HRREA, LR BERL L BER outputRef S
IEQ
HER

fNR ClusterLogForwarder CR X R777E, HEARE KL EIBIAM Elasticsearch S24l, BRIEH
A default i B HIEE.

o BINBEMRT, OpenShift Logging & 2sFIEZRH H & & %2l ClusterLogging B & X IR+
EXE’J%}W\P\]‘&B Elasticsearch B&&E . B2, ©EARMHITHELEZENEBEWE, RHNEFIR
HELEFME, MRUBNEEHEENEE, NIFFEEERE Log Forwarding AP,

o MRMEBHEHERBENLEE, NFPFEFRE CREWAR., i, MRE application #
audit RRIEEEE, 1B%EH infrastructure 2EYIEEE &, I infrastructure B ESEFH.

o REILA#EF ClusterLogForwarder HE %R (CR) FRZHMEH LI HELEEZHRR
T)?LXEI’JHE%%EQ

e AR OpenShift Container Platform Elasticsearch LI A& W H it B SRR £EF . BFEH
CHERELHITEBENRATSEMENE RBFHNEXER, HFEFELUMWELME. OpenShift
Logging N E{E X LHE,

o METOIEHAIFNEBNMATRESZENTNEE, WA secret. PRSI, WHOFTFHFHL
BRIEBRSHREE,

l«)l'FZTﬂﬁ'H‘sff?ﬁiJrE,bﬁz:?i@];zéﬁﬁ%ﬁll Elasticsearch S2f5ll, EAZRM BE R ER TR EHNER
Elasticsearch £, R FATRFHE L EE Kafka K38, L& my-apps-logs Ui B 898 AfEF H &AL EE
RER Elasticsearch SE4,

:m\%ﬁﬁmﬂ i‘{ﬁ“

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

outputs:

- name: elasticsearch-secure 6

type: "elasticsearch"
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url: https://elasticsearch.secure.com:9200

secret:
name: elasticsearch

- name: elasticsearch-insecure ﬂ

type: "elasticsearch"

url: http://elasticsearch.insecure.com:9200

- name: kafka-app
type: "kafka"

url: tls://kafka.secure.com:9093/app-topic

inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

-

LI (::purt i an]: SE Y 11

o HiH2LEI . elasticsearch,

® Elasticsearch ZEFIKE 4L URL Flik O VE A RHI4L 5T URL,

88

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR #6p 4 22 ] %4/l 2 openshift-logging.

FRTAERLE URL ¥ secret RBLEZR £ Elasticsearch Hit.

(2EEEIES



o9

o0 O 9o

B7ERESTERRB=ARR

o MF TLS BEMIHARTTH secret, secret Wl{FETF openshift-logging 7 B A,
BCE AL £ Elasticsearch Hitt :

LI TPt ifak:DEE i

o KA : elasticsearch,

® FElasticsearch SLBIBIARZR 2 URL fim O/E HBERBILENT URL, SIEFIH.
EAZE A IRIIER TLS BIE8 1 T2 URL BCE& Kafka Hit

LI TPt ifak:DEE

o IHAYRE : Kkafka,

o fF Kafka (RIERY URL Fim A& E N — N ERBILENT URL, SIERIX.
FAFid i my-project fn & 22 (5] By L FATEF H &8I A B B,
AFEHITEELEBIREMAE Elasticsearch SLBIMEBEE :

o Hik, HMEEMELIN,

e inputRefs EHERE, EXNRFIFZE audit,

e outputRefs 2HHFERKNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch S£fl, default %% EIPNEB Elasticsearch £,

o T : ARINEIBEMIRE,
Ak R R LERIERY JSON BESRBE N JSON MR, 7E structured T, HEFKB XIS EERH
ZEK94E JSON ; B, OpenShift Logging &flFk structured %, FHHHEESFRE LXEIEKINFZES]
app-00000x,

ik FRER, BRI AERN—IHE MR, MEMSIS (70 "true") , LMEEHKIRH T
frea{E, MARIFE N /RIE,

EERE, MFEMEHNBELEERELLBNER Elasticsearch SEfl,
EERE, ATNHEEM my-project Ui B & % EINER Elasticsearch L4,

o Tk, FEMEBHEM,

e inputRefs 2—MFEMHIA : my-app-logs.

e outputRefs 2 default,

o L : FRB, ERMBIBERHN—DPHNE MR,
FHELEE Kafka RIEEWEBRE, NHEEERN

e inputRefs EHE&RE, TEX//~flF2E application,

e outputRefs ZZ {5 8%t & 5.

o Wk : FREH, BRMEIAEHRH—NHE MR,

89



OpenShift Container Platform 4.7 B&it &

LABMBERSHAATAN, Fluentd BELER

MEAMAFICEREBATREETEZERAE, Fluentd &4k4EE AR FEEHES PR, BAE

/RD%E_.”EHET E/L.\y?:ﬁA'V_E @?ﬁéﬁ/qqﬁljalmo t‘u%éﬁ/;ﬁ[e/ﬁ, Fluentd A1’?¢”&$E/b\o

OpenShift Container Platform 3% BEHMRE &K, EREFHBZHAX KD, HERFAESFH
(PVC) /lJ\\jJDgI_I Fluentd T*}j *I%_ﬁ; Pod EF'

7.2. 3'21:# B H /b\@ﬁt}%i‘fﬁﬂ H 9’%*”
Red Hat OpenShift Logging 5.0 IRt LA R KBV, ATFNEEBEAEE B HERESR.

RN TRP ETHUENAE, A, EROIZEREHEHEL X FEI XL MEXSEREE
Fr B & E RS,

tHRR 171358 it fsE

fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1

elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 7.10.1

syslog RFC-3164. RFC-5424 rsyslog 8.37.0-9.el7

kafka kafka 0.1 kafka 2.4.1
TELIRIBIRR AR, syslog HitH R #F RFC-3164, UREIH syslog HitHARIN T X RFC-5424
B3 HF,

7.3. 9B E%E A EHNE ELASTICSEARCH 22441

BR 7 PIER OpenShift Container Platform Elasticsearch S2ff 4%, 4RI LU B &5 % BIAER Elasticsearch
SiE, REERBEAMAERESR, LUIEKEB OpenShift Container Platform B9 H &EEIE,

Z B H & X BISER Elasticsearch 5245, &0/ — 1 ClusterLogForwarder BE X %R (CR) , H
PEEHHENZ AR E B R ERRHEE, AE6 Elasticsearch HiH eI LAMER HTTP (thé) =17
HTTPS (&£ HTTP) %,

ZF AT LB AR AER Elastlcsearch S, EE RSB EEIAERESE], AR —MEMA default
Wi B EE A BINELANEE, EAEECE default i, INREE default i, EKEIHE
{2, BN Red Hat OpenShift Logging Operator {#88 T default %ijH.

e

p= Y=
INRIERER B EL L BIRER OpenShift Container Platform Elasticsearch 52, NIAE
Z | — ClusterLogForwarder CR,

FRFH
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WA BCE HEREE S  EIN B S EEN B SRS 5.

. BIE—/NE LN T8 ClusterLogForwarder CR YAML 344 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 6
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: es-secret G
pipelines:
- name: application-logs ﬂ
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure Q

- default )

parse: json m
labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR B9& i,/ instance,

18 Hi BB .

5 7€ elasticsearch 28,

2RSSR LM FQDN, MAL IP Huit,

@ 90009

B7ERESTERRB=ARR

ClusterLogForwarder CR #6p 4 22 ] %4/l 2 openshift-logging.

15 E S8R Elasticsearch SEfIAY URL #lim O/E N B MAILEXT URL, EAILMER http  (FR
£) =X https (KL HTTP) hil, MMRFEMA T EA CIDR EMIEISEE IR, HLoi

o1
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INRFEF https 512K, NIAIIEE TLS BIEIH TR secret £FF, secret WIIFET
openshift-logging B &, BXFEREATCIITRRIERIEFH tis.crt. tis.key 1

Ak EEEEENEH.

<

Cl
EEFERIZEEKR AL HERAE : application. infrastructure 3 audit,
EE

BEEESEBREFERNHmEEELBE,

% FEENIF AR L EZIARER Elasticsearch S£5I8Y default 4.

Ak - R EERIERY JSON BEEZBYEN JSON X145, 7E structured i, BE&EZBENIE
ESEMBLEFIE JSON ; B, OpenShift Logging &1k structured FE&, FIFAERE
& EEBRINFES| app-00000x.

E.I-L ??% g/d\\bu IJ E /|_.\|:F| E’J /I\EE%/I\ﬁ’\?ﬁo

ik BEZ N, HASEAIEMNZHERENEMABRAERGES

o S 96@@9

o Hik, HMEEMELIN,

e inputRefs 2FAEEHLZMBELRE : application. infrastructure s audit,
e outputRefs 25 8%t &5,

o Tk : FRH, BRMEIAERH—NHL M,

2. B CRXIR,

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator RE#HEBE Fluentd Pod, #13R pod X BEEHERE, &a LUHIFR
Fluentd pod s I EFERE.

I $ oc delete pod --selector logging-infra=fluentd

7.4. A FLUENTD # X g% Bk

&R LAE A Fluentd forward R B EBIA L E R EE N ES BN BEER G, MIERIAN
Elasticsearch H&EEME, EREEEN I HERGIRLUIZEIRE B OpenShift Container Platform BIH &,

Z(H M forward MMUEBHER X, HOUE—D CIusterLogForwarder BEXER (CR) , #F&—

2K 2 N g HH B 5 R X L e HH B Fluentd HE%%E%D =18, Fluentd EiHaJLAER TCP (thé) 57
TLS (Z£ TCP) %##,

B4, EELOETEC BT A forward MK BE. BE, LAETE OpenShift
Container Platform BF A, F/ELUBBA 1ThRAF R,

SeRFMH
o WA BE HEREENMSHE BN E SEEN B SRS 5.
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O O ©®006000

B7ERESTERRB=ARR

—NELIENTH ClusterLogForwarder CR YAML X {4 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
namespace: openshift-logging g

spec:

outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: G

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.nhome.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default )

parse: json m
labels:
clusterld: "C1234" (B
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR 4n 4 22 [F]4 % = openshift-logging.

15 7E il B B B 7R,

5% fluentdForward 257,

1EEAER Fluentd SEBIHY URL #lik O/ N B MEVLEXT URL, EWAILUER tep (RRE) =X
Ftls (X2 TCP) hil, MREAT# A CIDREMBMERTHENIE, WHMIIRIRS 2
£z FQDN, MAZ IP ik,

INREA tls BIZK, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging B &, BXFEREATCIITRRIERIEFH tis.crt. tis.key 1
ca-bundle.crt B9%E,

ik, NEEEE DB,
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EEFERIZEEKR AL E KR : application. infrastructure 3 audit,

e
mE

Eg'—i ﬁ?ﬁﬂﬁﬁﬁﬁ’ﬁﬁuﬂﬂﬂ%ﬁﬁﬁuo

Ak, IEEGHEELEATIRLE Elasticsearch SEHIBBRIA I H.

AT : B R LERERY JSON BERBEH JSON 4%, 7t structured 7, AEZB RIS
ESEMBLEFIE JSON ; B, OpenShift Logging &1k structured FE&, FIFEERB
& EEBRINFES| app-00000X.

E.I-L ??% gm“ﬂﬂ@] E IL;\I:F'E’J /I\EE%/I\ﬁ’\?ﬁo

00 00009

al

% BEES ML, MEERAIMEMSHRMUNEMASRESRESS

o Hik, HMEEMELIN,

e inputRefs 2FRAEEH LB ELRE : application. infrastructure =% audit,
e outputRefs ZZ 5 8%t & 5.

o ik : FRHB, BRMEIAERH—NHL M,

2. B CRXIR,

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator RE#HEBE Fluentd Pod, #13R pod X BEEHERE, &Ko LUHIFR
Fluentd pod s I EFERE.

I $ oc delete pod --selector logging-infra=fluentd

7.5. {5 SYSLOG Wil & BH&

5 A LM syslog RFC3164 5 RFC5424 thilli% A S BIA X XTI E S %Il mA B A SRS
(BRBIAR Elasticsearch BEFEMSMENENHT) . BEERENNBAERES (W syslog BRSS

23) T B OpenShift Container Platform BIH &,

E(H A syslog MV ECE BB, 50— ClusterLogForwarder HE X ¥R (CR) , HH—1=%
AN H B B R X L i B Y syslog BRS58R FIE B, syslog HiitHATLAfEF UDP, TCP 5K TLS ##%,

p= Y=
HH, EATLME AR EMSHER syslog RFC3164 i & B, B2, WHZEE
OpenShift Container Platform B3, FHELUEIIAL 1THRA FHIER,

FoRFH
o EBWAABE HEREENM S B E SEEN B SRS 3.

it

1. AIEE— KLU0 T ClusterLogForwarder CR YAML 3245 :

94


https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational

url: 'tls://rsyslogserver.east.example.com:514" G

secret: ﬂ
name: syslog-secret

- name: rsyslog-west

type: syslog

syslog:

appName: myapp

facility: user

msgID: mymsg

proclD: myproc

rfc: RFC5424

severity: debug

url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6

inputRefs: g

- audit

- application

outputRefs: @

- rsyslog-east

- default ()

parse: json @
labels:

secure: "true"

syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:

syslog: "west"

Q ClusterLogForwarder CR B4, /il instance,
Q ClusterLogForwarder CR H94p % 22 R4/ 2 openshift-logging.

9 8 E ¥ H B B,

B7ERESTERRB=ARR
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15 7E syslog KA,
ik, FBELTIIHB syslog 3K,

HEESER syslog SLHIE URL #Mlim O, EAILUER udp (R&£) . top (FRE) FE s
(RETCP) Hil, MREMT &AM CIDREMUEESCHENE, KU IIRIRS 2B
FQDN, MAZ IP i,

INREF tls 5IZK, BTN TLS BIEREIRRFATFEN secret &#F, secret WIIFEHET
openshift-logging B &, BXFEREATCIITRKRIERIEFH tis.crt. tls.key 1
ca-bundle.crt BY%E,

Ak IEEEEHIE R,
EEMAIZEER LML AEHE : application. infrastructure =X audit,
B 5B BB A R A B,

e

g

% BTN B &S & BIRER Elasticsearch S£5I#Y default i,

Ak - R EEHIERY JSON BEEZBYE JSON %1%, 7E structured i, BE&EZBENIE
ESEMBLEFIE JSON ; B, OpenShift Logging &1k structured FE&, FIFEERB
& EEBRINFES| app-00000X.

ik FREE, BRMEESHN—IHZDRE, WEMEIS (40 "true") , EETH
AN FRERE, MARFENT/RE,

o @ 900900 O O060O6

ik BEES ML, MEESELAREMZIRRAUNEMARE SRS !

o Wik, FMEERIEF,

e inputRefs 2FRAEEHAZHBERE : application. infrastructure s audit,
e outputRefs ZZ 5 85t & 5.

o Wk : FREH, BRMEIAEHRH DL MR,

2. B8 CRXIR,

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator R EFTE8E Fluentd Pod, #13R pod & BEHERE, oI LR
Fluentd pod 3sa I EFHELE,

I $ oc delete pod --selector logging-infra=fluentd

7.5.1. syslog 2%
RET LN syslog MIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility AR AR HHHIEE, LAURRSKNEHXET
o 0%k kern BFTHER
o 13§ user RKXAFRER (FIL)
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o

o

o

B 75 FATKABBE=ARS

2 =% mail A FHRHERSE,

3 3¢ daemon AT REisFI R

4 =% auth B &£/ 5HKIEHER

5 =% syslog fTF syslogd WERERKRIE R
6 =X lpr BFTHEINFRE

7 =% news AT RZHEF R

8 3% uucp FF UUCP F%40

9 =X cron AT clock SHF T2

10 =X authpriv B T2 5B5IEER

11 5 ftp AT FTP Sp iR

128 ntp ABF NTP F R4

13 5 security FiF syslog audit Hi&
14 5 console FF syslog alert Hi&

15 5% solaris-cron fF scheduling 7772

16-23 5 local0 - local7 AFAt{ERANTE

A%, payloadKey : F{F syslog sE B AR M EH ML RFE,

=
BCiE payloadKey S#r] Bh L F H th S 852 % B syslogs

RFC : FAF{# M syslog X #HEM RFC, BRIAN RFC5424,

severity : WBZHM syslog itk Msyslog BI™E M4, ZETURHiHHIES, hall2KaK

INERKEET

o

o

o

0 5% Emergency A FHREXRGATAHNER
13X Alert A TFRRIAPATIRIEMER

2 5 Critical B FARKRKXERRZHIER

3 =X Error B FRAKREIKRHER

4 =% Warning A FRKRESERHENER

55 Notice B FRREBEFEEERHMNER
6 =X Informational A TFRKRIRTERHER

7 =% Debug B FRFRMHIGIHER (FRIL)
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e tag:Tag EEILKFE, FAYE syslog HE ERIIRE,

o trimPrefix : MFRE: AR IRRHE EBIRIS,

7.5.2. Hfh RFC5424 syslog &#X

LUTFSEEER T RFC5424:

e appName: APP-NAME B@— M EHXAFRH, AFIRLEEENNARERE, %
RFC5424 15 7€,

e msglD: MSGID 2 — MAFIHUEREREMNBBEXAFTRE, »Ih RFC5424 187,

e PROCID: PROCID —TMEHHXAEFR, ZHENEILERT syslog IRERELL, »IH
RFC5424 i57E.,

7.6. [ HE¥ A B KAFKA 8
BR T BRIABY Elasticsearch g4, Lo LU HER A BIAER Kafka R,

EEE AR R BIAER Kafka £, 108 — ClusterLogForwarder B E X %R (CR) , SiFHHE
LB LA R (E R R E 8, R P S IEFER Kaftka £/, thaJLAERBRINE. Kafka
BIHATLUER TCP (F&£) =& TLS (&£ TCP) iE#,

iy =

1. BIE—/ZEL0 T8 ClusterLogForwarder CR YAML XX 44 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: app-logs 6
type: kafka ﬂ
url: tls://kafka.example.devlab.com:9093/app-topic 6
secret:
name: kafka-secret G
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic ﬂ
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic 6
inputRefs:
- application
outputRefs: @
- app-logs
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B7ERESTERRB=ARR

parse: json m
labels:
logType: "application” @
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
- default ()
labels:
logType: "audit"

ClusterLogForwarder CR B & 4/l instance,

ClusterLogForwarder CR H6n % 22 [F]4 %= openshift-logging.

18 T Hi L 9 B R,

15 7E kafka 22,

¥ Kafka {CEERY URL Flim O 18 E H—DNAERBVLERT URL, BRI IR ERFEr L, &8
LIEA tcp (FR2) & tis (RETCP) Wil MR/SHA T A CIDR FEEEEH
I, HHWI2RSER&FE FQDN, AR IP ik,

INREA tls I, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging B &, BXFEREATCIITRRIERIEFH tis.crt. tis.key 1
ca-bundle.crt B%,

s BERXEALREMHE, £ URLBIEMAER tep 51K, A4, SABELLHH B secret i

&,\ name,
ik IEEEEME,
BEEFERIZEER AL HERE : application. infrastructure 5 audit,
EEESZEEREERNmERELBE.

: B R LERI(ERY JSON BRESBE N JSON MR, 7 structured i, BEZB®IE
Eﬁx‘ﬂlﬁ’]?ﬂ"ﬂt JSON ; &M, OpenShift Logging &/IBf structured FE&, FHIFHERE
&% EIE1INFEE| app-00000X.,
ik R, ERNEIBERH—DHE MR,
ik BEES AN, MERELAIEMSZRARNEMABEEREGS
o Wik, HMEEMELIN,

e inputRefs 2FAEEHAZMBELRE : application. infrastructure s audit,

e outputRefs ZZE {5 8%t &5,
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o Wk : FREHB, BRMEIAEHRH DL MR,

@ A%k : 187E default 55 H &5 & BIRER Elasticsearch 5L,

2. Ik BFENEHE LIS Kafka VI, HIETE Kafka REREAE, AR :

spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
Q 18—/ brokers 1 topic ¥/ kafka %,
@ £/ brokers HHEE— MRS MUBHIKL
© R topic HIEEER KB B B IREML

3. A CRXR.

I $ oc create -f <file-name>.yaml

Red Hat OpenShift Logging Operator R EFTE8E Fluentd Pod, #1R pod & BEHERE, oI LR
Fluentd pod 355 H EFERE

I $ oc delete pod --selector logging-infra=fluentd

7.7. NEETBR R NAREFAE

& eI LUER Cluster Log Forwarder {5 A HEMEIAMBFETIE A X ENBEER G RTHEARIA
B Elasticsearch B&EFESN, LRI AT RE, BARTRENFREERG%, EKEE
OpenShift Container Platform B H &R,

EMTBAREEE LN ERFERE, 68/2—1 ClusterLogForwarder BE X ¥R (CR) , HFEDM—
ANIMBREA, NEMBERESSRIRHE LY, DURERXEHANEENEE,

FoRFM
o BWAABE HEREENM S B E SEEN B SRS 3.

Pk
1. AIEE— KLU0 T ClusterLogForwarder CR YAML 3245 :
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B7ERESTERRB=ARR

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ
namespace: openshift-logging 9

spec:

outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.nhome.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 6

inputRefs: g
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR Hy#p 4 22 [H] 472 openshift-logging.

¥ TE i i 9 B F,

IEEHIHEE : elasticsearch. fluentdForward. syslog =X kafka.

SAEREERE M URL Mk QI8 E W AEMBLST URL, MNREE T CIDR IHEHNE
BEERIMRIE, MM IRS2:&FR= FQDN, MmARZ IP #hit,

INRE tis 5IZK, BTN TLS BIEIREIRRFATFER secret &, secret WIIFHET

openshift-logging WiE#, #EESNMEAENIFARKIETH tis.crt. tls.key # ca-
bundle.crt Z%H,
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?ﬁ?ﬁ%?‘é’ilﬁ = E"JEZFH*%@ H /L.\E’J%Ulﬁa%o
EERE, FRMANTIENARFBEELEEAE Fluentd L4,
my-app-logs #i A,
2 (6 A B B R,
Al ¢ AR SERMERY JSON BEEBEE N JSON MR, 1E structured i, HEZBE WIS
EEMBLEFIE JSON ; B, OpenShift Logging &1k structured FE%, FIFEERE
& EEBRINFES| app-00000X.

_.I-L %?—%% gmﬂﬂﬁu H IL;\I:F'E’J /I\EE%/M/T’\?QQQ

o

0 00009

EERE,

Az

FREAEIEMBASRE S,

o lEEE

SEZY i

al
Eé

=)
° FERZE

i
filt

B
LW BR2E A : application. infrastructure = audit.
B

[ ]
(e
o

U]
dn

%E

%ﬁﬂﬁﬁﬁ E’J%U H EE%:Z% =

: IS B &G & BIRER Elasticsearch 2589 default i,

[}
o
[E =

°
al

. ??&% gm“ﬂﬂ IJEIL;\I:F'E’J /I\EJZ%/I\%%Q

2. B CRXIR,

I $ oc create -f <file-name>.yaml

7.8. \FE POD ¥5 A M ARFHE
ENEBEER, LUER Kubernetes pod T2 MAFIE pod E B EBIEHNEX LB HEKES.

BIZIEBIN A A 2R AR, #'—:T-TH R I‘EﬂqJE’JE@@%E%—EEﬁQ INRIXLE pod EFVRAN AFE

BHETE pod 113, TEEA—1=HE D matchLabels # {55, IRIEE T L MEEN, pod w5 EikiF
BIRTA (H TR,

AR

1. @& ClusterLogForwarder B X ¥R (CR) YAML X4,

2. £ YAML X4+, {#H inputs[].name.application.selector.matchLabels TRy HEF L ERN
LIEZRRIEE pod 1%, W TFBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
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spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR B & 4/l instance,
ClusterLogForwarder CR H4n % 22 [F]4 %= openshift-logging.
IEE KB inputs[].name H— N HZ PN LUE S D FRBVE.

15X E outputs[] I— ML MLLES D FRIVE,

: B R GERERY JSON AR BE - JSON X4, 7 structured i, BEXKBLHE
a‘ﬁ‘x‘ﬂlﬁ’]?ﬂ"]ﬂ: JSON ; &, OpenShift Logging &/ifR structured FE%, FHIFHEERE
& EEBRINFES| app-00000X.
hWBEH—HME— pod IREHENN BRRRFE L H—H inputs[].name,

EEGERENHEEIED pod IREHIHER, BRIEE—MEME, MANNE—
B, BHULEE, pod w5 A REN L.

ik EE—AHZE DR,

BEEMAEMBEATN—PHZNMhH, i B R EZB0AHE S B ERIEAEEIN
=R Elasticsearch 3£,

90 99 @6@@6

3. Wk BN HEHEBIERERSINFENGLZERE, EHEA
inputs[].name.application.namespaces, #1_tFIFAT7R,

4. ®E - AT LUMEB TR pod FREEBIEIS N AR MR — &8 4 % B EEIE.
a. XF pod MREHENME— , BIEB—ANELTF ERM inputs[].name EF 4
b. BE#EFSR (selectors) LALE LN FAMBREIRE,
c. f9## inputs[].name {ERI1Z inputRefs, BI40 :

I - inputRefs: [ myAppLogData, myOtherAppLogData ]

5. Al CRXR.
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I $ oc create -f <file-name>.yaml

Hh iR
o HNFEH X Kubernetes 1 matchLabels WEZ{E R, 1ESH T HFAETESNERNTR,

7.9. {HFHIEM FLUENTD A &% 4 B&

IR OB QI BB B X FER B MRS, FF Fluentd forward 71U H & % 3% %I OpenShift Container
Platform S£BAN BB, BEEZRENBEHEREGSR, LUIEWEE OpenShift Container Platform BIH
SR,

BF

% % B BRI ETE OpenShift Container Platform 2% A, F/{EURMEL (THRAH
THIBR

%ﬁﬁﬁ Fluentd forward il %X A&, H0IE—1%H secure-forward.conf WEZE 4, EEAEHE
ERER. ARG, FERIZXETE openshift-logging TiH B —4 %7 secure-forward BIACIE A
&, OpenShift Container Platform %% % B &R ERAE.

SeRFMH
o W AABE HEREENM S BN E SEEN B SRS 8.

Fluentd Bdi& X4~ H1

<store>
@type forward
<security>
self_hostname ${hostname}
shared_key "fluent-receiver"
</security>
transport tls
tls_verify_hostname false
tls_cert_path '/etc/ocp-forward/ca-bundle.crt
<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "1024"
chunk_limit_size "1m"
flush_interval "5s"
flush_at shutdown "false"
flush_thread_count "2"
retry_max_interval "300"
retry_forever true
overflow_action "#{ENV['BUFFER_QUEUE_FULL_ACTION'] || 'throw_exception'}"
</buffer>
<server>
host fluent-receiver.example.com
port 24224
</server>
</store>
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iz

B7ERESTERRB=ARR

B OpenShift Container Platform A IBM Fluentd A& A BE -

1. 814N secure-forward B9 EC B XX 14, F1E <store> A AIEER LI THISEN -

9909902909000

<store>

@type forward

<security>
self_hostname ${hostname}
shared_key <key> ﬂ

</security>

transport tls

tls_verify_hostname <value> 9

tls_cert_path <path_to_file> ﬂ

<buffer>
@type file
path '/var/lib/fluentd/secureforwardlegacy’
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT" || '1024" }"
chunk_limit_size "#{ENV['BUFFER_SIZE_LIMITT || "1m'}"
flush_interval "#{ENV['FORWARD_FLUSH_INTERVAL'] || '56s'}"
flush_at_shutdown "#{ENV['FLUSH_AT_SHUTDOWN || 'false'}"
flush_thread_count "#{ENV['FLUSH_THREAD_COUNT" || 2}"
retry_max_interval "#{ENV[[FORWARD_RETRY_WAIT'] || '300"}"
retry_forever true

</buffer>

<server>

host ﬂ
hostlabel @)
port €@

</server>

<server> @

name
host
</server>

BT RIA HZ BB,

187 tis 5 A TLS Hilk,

WEBH true LASIERRSS BIIEEN B, BN false LAZRBRARSS 28 cert EMLE,
HFAE CAIEHXHRIERZRIEE N /etc/ocp-forward/ca_cert.pem,
RIBFEEIRE Fluentd S,

AIE XN RS BRI — DR,

EERSHFHENRT P,

EERRS R ENIFA,

EERS #=HIRO,
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@ @) FNESNNERS R, MBEEETHOREFANLU LRSS, forward RUKTE
(round-robin) IR FX AR 5585 17 o

A Mutual TLS (mTLS) HR401E, 1ESM Fluentd XA RRIE RE A imiEH. BHSH
MEMITERER.

2. 7£ openshift-logging % B /2% secure-forward FYECERR ST :

I $ oc create configmap secure-forward --from-file=secure-forward.conf -n openshift-logging

Red Hat OpenShift Logging Operator R E#TE8E Fluentd Pod, #13R pod & BEHERE, EaJLUHER
Fluentd pod s I EFHERE,

I $ oc delete pod --selector logging-infra=fluentd

7.10. F A IBM SYSLOG Ak A BHE
Ea LR f e B S U FE BT, # M syslog RFC3164 iU B E A % E| OpenShift Container

Platform £E A B, BFERENBEEREGS (W0 syslog fRSSE:) FEZEWEE OpenShift
Container Platform B H &,

B

% % B BRI ETE OpenShift Container Platform 25 A, F/{EURHEL (THRAH
JHIBR

syslog B MR :
® out_syslog : JEZMMSCEL (@i UDP HH1TVA8) AR HEIEHIIAEALR,
® out_syslog_uffered : Z2hBySE, Bl TCP TR F HEUIREZ AR A,

E(F M syslog MUK ERE, HLE—1EN syslog.conf BEE M, FiRMEL BEMEBENELR,
e, BERIZXHTE openshift-logging 71 B A& —1 %7 syslog BEZERRSY, OpenShift Container
Platform EF&:ZVD: H /L.\ETEFHT/ZI#F

FeRFMH
o BB BE HERIEENM S BN E SEEN B SRS 3.

syslog Ei& X {4 fl

<store>

@type syslog_buffered

remote_syslog rsyslogserver.example.com
port 514

hostname ${hostname}

remove_tag_prefix tag

facility localO

severity info

use_record true
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payload_key message
rfc 3164
</store>

R LABCELLT syslog 58, MEEZER, 15504 syslog RFC3164,

B7ERESTERRB=ARR

e facility: syslog facility, Z{ERI AR+ R, BAURRAKNERNXET

o 0sk kern HTAKER

o

15 user RRAFRER (BOL)

o 2=k mail AFHE RS,

o 3=k daemon AT REISFIHZ

o 4% auth BTRL/SHEIEAXMER

o 53 syslog AT syslogd AERERBIE R

o 6K Ipr B FTITEINF %5t

o 73 news B FM4%[EFRE

o 83k uucp FiF UUCP %4t

o 9k cron AT clock SF i1

o 10 =k authpriv BFZ2£5MRIEER

o 113k ftp AT FTP spiritig

o 12k ntp AF NTP FR%E

o 13 = security AT syslog audit H&

o 143 console FF syslog alert Hi&

o 15k solaris-cron T scheduling SF7##2

o 16-23 5% local0 - local7 A FAMEANIE
e payloadKey : FA{F syslog BB EM M EHMICKFER,

® RFC : FFEH syslog X1XHEM RFC,

o severity : IWBEHM syslog 10K Msyslog B E M, ZETURHHFIER, LaTURRL XK

NERRHETE
o 03k Emergency A FRKXREATHMER

o

1 3% Alert B FRKRILEIHITIRIFER

o

2 g Critical A FRERXERANER

o

3=k Error B TFRRE XK AHER

o

4 5 Warning A TFRKRESERHHER
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o 53 Notice ATHAKREEBEFAEERMNER

o 6 Informational B FRFRRTEENER

o 73 Debug BTFARKXMALHER (FILN)

[ ] tag . FH{’F SyS|Og 5\%1%\1:%%8’9.1/6%?5&0

o trimPrefix : MITZ A HIBREVETZE.

i

BCi& OpenShift Container Platform R IBE B A4 B ¢

1. Q8% syslog.conf IEZE X4, FIE <store> BB AIEELRLIN TS -

<store>

@type <type> ﬂ
remote_syslog <syslog-server> 9
port 514

hostname ${hostname}
remove_tag_prefix <prefix> ﬂ
facility <value>

severity <value>

use_record <value>
payload_key message

rfc 3164 @

</store>

0009

EEEFEAMNIL, TTLURE: syslog X syslog_buffered.
187 syslog AR%525H9 FQDN =X IP ik,
EEEKAIRA,

Ak IEEE Y syslog S8, fI4N :

M syslog BIZE A ERTE ERY tag FEXRIS L,
SERIBEENFRIXE N syslog #.

18 syslog BETESRHNS L,

187E syslog & EMSH,

SECRERICRPHESNTE (MRTA) . MFRD trueSlEHATHEE

container _name. namespace _name #1 pod_name ,

SRR IXE syslog SHEBAMMEBIHE, BRI message.

g INRFEAIEB syslog A%, /R ric [HIEE N 3164,

2. 7t openshift-logging i B |3 £ syslog FIEZERST :

I $ oc create configmap syslog --from-file=syslog.conf -n openshift-logging
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Red Hat OpenShift Logging Operator R EFTE8E Fluentd Pod, #13R pod & BEHERE, EaTLUHER
Fluentd pod 3sa I EFHELE,

I $ oc delete pod --selector logging-infra=fluentd
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2% 8 = [EF JSON Bi&it =+

IR LABSE Log Forwarding API, & JSON FRFER M A AL R,

8.1. ﬁLF*FI' JSON EllL,\

2E& JSON HEWBEEBELL message FEPFNFRBERT. XEFHAMHELER JSON X BIRF
EFE&, OpenShift Logging B9 Log Forwarding API AT LEIESF JSON BEMATRIZEEXT R, FHIFE
% Bl OpenShift Logging E 28 Elasticsearch 5k Log Forwarding API 2 HIEM HAh 5 =5 R 50,

NT AR TERE, BESEUTEME JSON BERE ¢

ZEF9{b JSON B& B RAl

I {"level™:"info","name":"fred","home":"bedrock"}

@E, ClusterLogForwarder B Y ¥R (CR) &1f message FEXH % 4 1ZHESRB. message FE&
855 JSON BEZBEMM JSON-quoted F /&, M TFHIRATR :

message FEX

{"message":"{\"level\":\"info\" \"name\":\"fred\" \"home\":\"bedrock\"",
"more fields..."}

Z G AN JSON BHiR, REZE parse: json 711Z ClusterLogForwarder CR B &, W THIRT
o

7R parse: json B Bl

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {EF parse: json /5 JSON HEEMTE, CR<EH structured i #y JSON 59t BESE,
MTFBIAR, XAREWNRRIAH message FEL.

8545511t JSON BEEBM structured Hith =4l

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
NREAEBEZETNSEERNEHE JSON, NSHERD structured FE&,

g)jﬁﬁjjﬁmﬁlulﬂﬂquz ﬁ**ﬁ' JSON E/L.\, lﬁﬁlﬂﬁaui’?ﬁ u%_ﬁ%dbo

8.2. 7y ELASTICSEARCH ¢ & JSON HiE#iE
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% 8 %= [Z A JSON B&ic*x

ﬁD%f&ZE’J JSON HEEBEZNMER, ERENRS|IPEMENTRERSBRIPRI MR, kXM
B85, /iEeE ClusterLogForwarder B7E X R (CR), f#&8 schema SHEIHENHIHE LA, X
FE, BRI LR BIRMERE,

BF

ﬁﬂ% TRF JSON HEH: 4 B OpenShift Logging EIEBIEKIA Elasticsearch L, ©RIBHE
BB ERFTNFRE|, HERSREIME T LHEXMMERERE, FEEESIELEE
AR SRR FF AT BERE R B ERR,

SR EY
&R LUEF ClusterLogForwarder CR AL 451K B skl Elasticsearch HEE G R IRBI B H

e structTypeKey (FFfF&R, Alik) 2HEFERHNEM. MREFETZFENE, NATHERSIZ
o

o kubernetes.labels.<key > & Kubernetes pod #7+%, H{EHBFHiEZRE|LF5,

o openshift.labels.<key> 2 ClusterLogForwarder CR F# pipeline.label.<key> 7t3k, H
BERTHERSIEFR,

o kubernetes.container_name £ 825 A RIEZRS| B R,
e structTypeName : (FF&, AL) WRFKIZE structTypeKey, HEHBERREF
£, OpenShift Logging ¥ structTypeName BI{ER/ELEFE2R AL, L REIEER

structuredTypeKey #11 structuredTypeName ff, #03R JSON HEHIEH R
structuredTypeKey 895, Il structTypeName 12— EIRZRF| & F5,

F SRR LUK structuredTypeKey BI{EXE 7 "Log Record Fields" F 8 [ /REIEATT F
B¢, BREANFERN D RERMEISLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> <6l
R -

o EEMEMZITUMMAREXAEM JSON BERMN A pod, Bl "apache” # "google”,
e M/ {EM logFormat=apache 1 logFormat=google #r1iX £ pod,

o (XA LIE ClusterLogForwarder CR YAML X4 {E A LRI FEX.

outputDefaults:
- elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json g

ﬂ & Kubernetes logFormat #7225 % i B9 88 (B 4HEL

m
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e Fﬁﬁ**ﬁ JSON En_.\o

EXFERT, UTEHE{EBEICEH N app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUTF b B &R0 %% A app-google-write 325|H :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7~
RIZIETE ClusterLogForwarder CR YAML XA ER T U TFRIBHER :

outputDefaults:
- elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ 6 A B OpenShift myLabel F1% 45 B BOBEAE X BOME,

9 myLabel TTRGFHFEE myValue IREEAEHILATE A,

EXMERT, UTE{EEERICTEEA app-myValue-write 3257 :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

o

Lfth S
o ZER){bLiC M Elasticsearch 5 A& app-"INBNLEF b SR FEHEAN "-write" KK,

o FELMMLIERA R EEILEIMLIRE]l, FENA. EMZBRIFHITREIR, SIHRRESHITR
Al
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o MNRHBFIFEMLENERE, N A —1%F structured 1B unstructured it3%,

AEFHABKXLFRIM Elasticsearch, A AR BEZAFERRRENEEEE, MARNENNHER
a2 EEERRARMNEMERE, flin, K% Apache N AFERERELN JSON HEKRFLEL
8, 40 LogApache.

8.3. 5 JSON B &G 4 B ELASTICSEARCH HEEfiE

%I F Elasticsearch H&EAE, AREH JSON BERK B EBFFHER, 15 ClusterLogForwarder
BE X IR (CR) BBE NIFE JSON EX D HBEANHIHE L, 3XFE, Elasticsearch & N8N
schema fEF— N HIRIIZRE |,

B

RN AN ERE L EIE—RE| AR SRR BRI Kb 08, ARSI EEE
# % B Elasticsearch T ERIHITILEC B,

RS RE I MET SHERBIMREN, FEEEIIEEEE AR ERRE AT RERER
BEWIE,

1. LU B B R0% ClusterLogForwarder CR YAML X4,

outputDefaults:
- elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. A% : fEF structTypeKey I8 EEF—PMHEHEKICKFE, MFIEMN A Elasticsearch BZiE JSON
,L,\#GEF)TJIQ BN, MEREAT,

3. A% : {#F structTypeName 1§ <name>, HIRIERI Y Elasticsearch E2iE JSON HEHUIE AR
A, MEREET.

BE

ZENT JSON B, EJIXE structuredTypeKey =k

structuredTypeName, =& [F[i%{& structuredTypeKey #I
structuredTypeName,

4. XIF inputRefs, IEENMERAZEEHAWLERHEKRE, 0 application, infrastructure =X
audit,

5. ¥ parse: json TTRRNINEIE &,

6. G/ CRMR,

I $ oc create -f <file-name>.yaml
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Red Hat OpenShift Logging Operator R E#TERE Fluentd Pod, B2, MIRE&BEHTE, 15
fHB& Fluentd Pod LAia HI EHTERE.

I $ oc delete pod --selector logging-infra=fluentd

Hih 5w
o F[HETKALINE=ARL

14


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/logging/#cluster-logging-external

% 9 F WEIFH =5 KUBERNETES F44

289 = IN&EFH M KUBERNETES =14

OpenShift Container Platform E4EEHZE—1 pod, B Kubernetes E4, FIF OpenShift
Logging IEREIBICKEIB &R, BHF5hERE Event Router,

Event Router MFTETIE INESH, FHEHEEA STDOUT, Fluentd INE X LR HHGHEHL L F
OpenShift Container Platform Elasticsearch £, Elasticsearch f$5E 43R 5| El infra 351,

H e
EHIREHER ) Fluentd @INTIAB M, HERERiE M A LARGCIERN B EHBHE,

9.1. BEMECEEHIEHE

FERUTS P SEHIRRRMERNERH D, TROZRZE Event Router E3Z %! openshift-logging i
B, LBREMEEPKESH,

LAF Template X R AR EHRHARARNRS K. SEACHEEAGHE, BIRLRLEMTE
Event Router pod, A LA LLERTMITHE RN, HEHREEN R CPU MAFIFE K,

FoRFM

o BEEUWIR, LUEAOIRIS IS IEMERAGHE, AIIl, ETLMEMRAE cluster-
admin B @ P RIE 1T TR,

o WWii% %k OpenShift Logging.

it =
1 NEHARESFCIRENR

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
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metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

16



% 9 F WEIFH =5 KUBERNETES F44

- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.3"

- name: CPU ﬂ
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" Q

1E openshift-logging 7 B  h S 4 EREBEEROIE— MRS

DR TF IR P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BlBR 551k o

£ openshift-logging i B {13 — MEZ B BT Sk £ B FTEEHI config.json ST
£ openshift-logging Wi B 02— M ERE, L4 FHFECE Event Router pods,
EEEME, BIREMR, 1 v0.3,

EESBEAEHIREE pod WR/IREFE, BIAE128Mi,

EE DB S MBS pod BRI CPU 2, BUAE 77100m,

EEEEHPLRENRM openshift-logging T H.

99099299000

2. ERAUTeRRAIBRN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4 -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. EEMNEMEEE Pod:

17
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18

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENSEH
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5| EFH Kibana Sk EEEH4,
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25 10 = H#T OPENSHIFT LOGGING

5% 10.1. OpenShift Container Platform lRZ<3z#F Red Hat OpenShift Logging (RHOL)

47 4.8 4.9
RHOL 5.1 X X

RHOL 5.2 X X X
RHOL 5.3 X X

Z M OpenShift Container Platform 4.6 R B RhRAIEEE B KICKFA L E OpenShift Logging 5.x, &5
FJ¥ OpenShift Container Platform £ E#HE 4.7 =X 4.8, AF, EEHLLT operator :

® M Elasticsearch Operator 4.x £ OpenShift Elasticsearch Operator 5.x
e M Cluster Logging Operator 4.x ] Red Hat OpenShift Logging Operator 5.x

Z M OpenShift Logging BIIBARAFANEIHATARA, EHRZER OpenShift Elasticsearch Operator #1 Red
Hat OpenShift Logging Operator B# & L ETAR A

10.1. M\ OPENSHIFT CONTAINER PLATFORM 4.6 S E B R AMEEHE
IR HLE OPENSHIFT LOGGING 5.X

OpenShift Container Platform 4.7 #4177 LA TR FFE LK :
o EFHEITRINEERN N Red Hat OpenShift Logging 5.x I o
e Cluster Logging Operator i Red Hat OpenShift Logging Operator,
® Flasticsearch Operator B~ OpenShift Elasticsearch Operator,

Z M OpenShift Container Platform 4.6 R B R hRAIEEE B KICKFH L E OpenShift Logging 5.x, &5
FJ¥ OpenShift Container Platform £ E#ZE 4.7 =X 4.8, AAF, EEHLLT operator :

® M Elasticsearch Operator 4.x £ OpenShift Elasticsearch Operator 5.x

e M Cluster Logging Operator 4.x ] Red Hat OpenShift Logging Operator 5.x

B

TEE#H Red Hat OpenShift Logging Operator 7, & /lE#H OpenShift Elasticsearch
Operator, &R ATE A1 Operator BFTER—hRA,

INRIE LRI B #T Operator, ] Kibana A& #7, FHEAXMIE Kibana BE LR (CR). Elf
B 2RX AN A, i P& Red Hat OpenShift Logging Operator pod, ¥ Red Hat OpenShift Logging
Operator pod EFEBERT, ©R0IE Kibana CR # Kibana B XA A,

FRFH

® OpenShift Container Platform hRAh 4.7 & &S R4,

19
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e OpenShift Logging 4 FREEEIRE :
o P& pod &N Ready R,
o Elasticsearch R4 FREIRE.

e (R Elasticsearch # Kibana 22 #H&10.

ff

L=

S

1. BT OpenShift Elasticsearch Operator:

a. £ Web #2#&, = Operators - Installed Operators,
b. 1%#¥ openshift-operators-redhat 171 B,
c. = OpenShift Elasticsearch Operator,

d. = Subscription - Channel,

e. 1£ Change Subscription Update Channel&E O, j%#% 5.0 = stable-5.1 3 Save,

f. FHELWHN, SAE = Operators - Installed Operators,
J5iE OpenShift Elasticsearch Operator iRARE N 5.X.Xo

% 1¥ Status B{HZ /Y Succeeded,

2. B Cluster Logging Operator :

a. 1 Web #2#l&H, = Operators - Installed Operators,
b. 1%# openshift-logging T E.
c. | Cluster Logging Operator,

d. = Subscription - Channel,

e. 1£ Change Subscription Update Channel&E O, % 5.0 = stable-5.1 3 Save,

f. FHELWHN, SAE = Operators - Installed Operators.
JSUE Red Hat OpenShift Logging Operator fRARE 7 5.0.x 3 5.1,

% 1F Status BW{EZ N Succeeded,
3. BEBKICEEY :

a. HA{RFTA Elasticsearch pod #4bF Ready K74 :

I $ oc get pod -n openshift-logging --selector component=elasticsearch

it Bl

NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0
elasticsearch-cdm-1pbrl44l-2-5¢6d87589f-gx5hk 2/2  Running 0

elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m
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b. #4{R Elasticsearch SRR :

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

c. TR0 T Elasticsearch cron {£%5 :

$ oc project openshift-logging

$ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <nhone> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

d WIFHEFHEEEEEMES.O X5, FEKRSIZEEBM :

$ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Bk 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325/,

#1101, AL EREIRE | BHi H = HI

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005
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d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0

green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

e. KIFASWEREEEEMESOHS:
I $ oc get ds fluentd -o json | grep fluentd-init
K H 25 85 fluentd-init 23 :
I "containerName": "fluentd-init"
f. &M Kibana CRD FiEHEH L TEREEEHMES0H 5.1 :
I $ oc get kibana kibana -o json

Ktk RS 22 8% ready IREM Kibana Pod :

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}l

#110.2. A4S Kibana pod 8% =B
{

[

{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
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"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}
]
}

eployment": "kibana",
"pods": {
"failed": [1,
"notReady": []
"ready": []
13
"replicaSets": |
"kibana-5fdd766ffd"
1,
"replicas": 1
}
]

10.2. |¥ OPENSHIFT LOGGING B E Y4BiRA

Z % OpenShift Logging M 5.x BT ZE HRTMRA, EFEEHH OpenShift Elasticsearch Operator #1 Red
Hat OpenShift Logging Operator 93T,

BF

TEF#H Red Hat OpenShift Logging Operator 7, & /iE#H OpenShift Elasticsearch
Operator, &L WA71% 41 Operator BT ZE E—hR A

IR LUEHRBNIF B Operator, ] Kibana A2E#1, FEAXAIE Kibana BE X HIR (CR). EllF
B 22X AN A, i P& Red Hat OpenShift Logging Operator pod, ¥ Red Hat OpenShift Logging
Operator pod EFEBERT, ©R0IE Kibana CR # Kibana B XA A,

FRFH

® OpenShift Container Platform fRZ&Jy 4.7 S =R A,
e OpenShift Logging 4 FREEEIRE :

o P& pod &N Ready R,

o Elasticsearch S FRER S,

e (R Elasticsearch # Kibana 22 &0

1. BT OpenShift Elasticsearch Operator:

a. £ Web #2#I&H, = Operators - Installed Operators,

b. 1%# openshift-operators-redhat T H,
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. = OpenShift Elasticsearch Operator,

(@]

d. = Subscription - Channel,
e. 1£ Change Subscription Update Channel O, %% stable-5.x 352 Save,

f. FELWEN, SAE = Operators - Installed Operators,
J5iE OpenShift Elasticsearch Operator iRARE N 5.X.Xo

% 1¥ Status B{EHZ /Y Succeeded,

2. B# Red Hat OpenShift Logging Operator :

a. 1 Web &, = Operators - Installed Operators,

b. 1%# openshift-logging T E.

c. = Red Hat OpenShift Logging Operator,

d. = Subscription - Channel,

e. 7E£ Change Subscription Update Channel&E O/, %#¥ stable-5.x 7 /= Save,

f. FHLWHN, SAE = Operators - Installed Operators,
JS1UE Red Hat OpenShift Logging Operator fRARE H 5.x.Xo

% 1F Status BI{EZ N Succeeded,
3. BEBKICEEY :

a. TA{RFTE Elasticsearch pod &4t F Ready A7 :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl44l-2-5¢6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. #% Elasticsearch SEEFERE :

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}
c. TBIROIE T Elasticsearch cron {55 :

I $ oc project openshift-logging
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I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d REHSHFHERESEEME S, FERSIZHKEBM :

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325/,

green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297
green open infra-000012

RSf_kUwDSR2xEuKRZMPqgZQ 31 227623 0 295
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317
green open infra-000009

YNOESULWSNaxWeeNvOsORA 3 1 258799 0 337

green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291
green open .orphaned.2020.06.30
n_xQC2dWQzConkvQqei3YA 31 9 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0
green open .kibana-377444158_kubeadmin
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-

KBSXGQKiO7hdapDE23g 3 1 226676 0 295

pri rep

144
148

147

158
168
146

145

148
148

147

wvMhDwJkR-

147

green open infra-000001 eH53BQ-

bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6
RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0
green open infra-000011

%1 10.3. A LERETRS | % H =6
Tue Jun 30 14:30:54 UTC 2020
health status index uuid
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289
J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293

146
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e. WIEHBWEHREZEEEHE S5

green open app-000001
axSAFfONQDmKwatkjPXdtw 3 1
green open infra-000016
m9c1iRLIStWSF1GopaRyCg 31
green open infra-000002
ewmbYg 31 228994 0 296
green open infra-000013

jraYtanylGw 31 228166 0 298
green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0

103186

13685

I $ oc get ds fluentd -o json | grep fluentd-init
BiFFHRE 8 S fluentd-init 25 :

I "containerName": "fluentd-init"

f. {8 Kibana CRD HiEHEMMt TER B EEHE 5.x ¢

I $ oc get kibana kibana -o json

"status": "True",
lltypell: "nn

"status": "True",
lltypell: "nn

Ktk RS 22 8% ready JR7EM Kibana Pod :
2
{
}
]

1 10.4. FAFLE Kibana pod B H =1
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",

"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",

2

"deployment": "kibana",

llpOdS": {

"failed": [1,

"notReady": []

"ready": []

2

"replicaSets": [
"kibana-5fdd766ffd"
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1,
"replicas": 1
}
]
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B NEEBEFERENURR

OpenShift Container Platform web #£#l& ## Logging/Elasticsearch Nodes 1 Openshift Logging
(U RMRERE X Elasticsearch SEI LK% F F B LEFNZ#F [RIIBY E 4 Elasticsearch 7 B HAIME R,

OpenShift Logging [XRIRE E chart, FEREFIILR Elasticsearch SEFIMNIFIE, SIBRFEFRIR. Lk
B, EEFHEIS F 0 Fluentd Fiits,

Logging/Elasticsearch Nodes {{F&kiR @& charts, 7K~ Elasticsearch SLBIBIFIE, REET =B,
SERB. oh. HRFFS.

WMEFELEME, ERHUERRPH Grafana Ul (53R E5) Grafana Y &R, Grafana
Fl OpenShift 2% 112 1244,

11.1. 1/j/7] ELASTISEARCH #1 OPENSHIFT LOGGING 1Y 3&k#x

& B] LAFE OpenShift Container Platform web $##l& # & & Logging/Elasticsearch Nodes #ll
OpenShift Logging 13K,

P
IEFINEI
1. £ OpenShift Container Platform web 12l & H 52 Monitoring —» Dashboards,
2. 1f Dashboards TTEA, M Dashboard 3 H /%#F Logging/Elasticsearch Nodes 3¢
OpenShift Logging.
*fF Logging/Elasticsearch Nodes {{&#Rk, "ILLEFEEEEM Elasticsearch TV RIF LB
EEET,
it & BREMRBBIERIR, ZREMRIBAER.

3. (W) M Time Range #1 Refresh Interval 32 5 /%5 AN EAT (8] 55 Fl 3 & RS RIFT R

% -
' NE TRELIFEMEIE, 155 Grafana Ul BE1ER S5 Grafana (YRR,

BXRURBRERMER, ESH XF OpenShift Logging {X5&#k # % TF Logging/Elastisearch Nodes 1%
=Ko

11.2. XF OPENSHIFT LOGGING {{5k#R

OpenShift Logging [X&RIRE & chart, AIEREFI LR Elasticsearch SLBIRHNE, BT IZRIFITIHEA A
Elmo

3 11.1. OpenShift Logging chart

=17 sk
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BNE EEEHIGR

=171 T
Elastic £EIRE L HIAY Elasticsearch A :

® ONLINE - &7R Elasticsearch SEfI1E4,

® OFFLINE - 3R7 Elasticsearch SEfI B 48,

T R Elasticsearch S£f5l#p i Elasticsearch T sE 88,
Elastic 2k Elasticsearch S5l B Elasticsearch 43 F 89548,
Elastic 3X#%4 Elasticsearch S5l #p# Elasticsearch A% 548,

T BBy SRR IETE AT Elasticsearch &5 |8 SR AL 22 H],

Elastic fFFALEBRIESS Elasticsearch HRSEABIER /S, M*KEI0E, R

BlRRE. 2K DESH D K KW,

Elastic JVM GC I Ji] JVM TEEBE R HIAT Elasticsearch HiiR BBUR FRT TR HY
Bsf ],
Elastic JUM GC % JVM B PATHIAR ERUR B B

Elastic Query/Fetch Latency Sum e
v/ y e Query latency:Elasticsearch 2R EHHITHY

A1,

o JREVIEIR : B Elasticsearch ¥R &M
R REIRRENE- R

IREREE R B A @ B L B EE IR B R, A SRAMEREE R
freogm, NAREE., BERERERE, EW
BIFZHERIREIFTK,

Elastic &= 1 Elasticsearch 17 mE#¥f Elasticsearch SEHIHAT
RIS,
CPU Elasticsearch. Fluentd # Kibana A/ CPU #=,

BRTEMNAME CPUHE,

Ef#F A Elastic JVM Heap HERAMN JIVM AFEE, E—MERMERS, FRER
B JVM 5 R B AR BT R 17

Elasticsearch ik {E &= Elasticsearch S£5IFBF & Elasticsearch 17 s 505
HZeE,

{55 A AR B ST R T Elasticsearch, Fluentd # Kibana {51 FH B9 SO R 7F
BB
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1IN ik

Fluentd emit #2{& Fluentd BRIAKTHH BB Fluentd SHE R, LIREIA
I E T

Fluentd &4 el 1 BT Fluentd Z2HIE DL, TR HAIRERT

Fluentd TTE BB E EH =,

Elastic rx 71 Elasticsearch 12t FluentD. Elasticsearch 7 20
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B ERE, BERERERTE

B HE ],

Fluentd it iR K FluentD FoiEHiH B EHI B ZORE.

11.3. LOGGING/ELASTICSEARCH 7 s {Y &R LR E R

Logging/Elasticsearch Nodes (&R & & charts, 7R Elasticsearch SLBIFHE (REET Rk
A1) . LTI — 120,

Elasticsearch k&

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEHMKERILLT E &K,
% 11.2. Elasticsearch IRA&FE
&t Uiy
E3i:37 Wi TERMIZLI [A] R BV SR B¥ R BRIRS, {3 Elasticsearch
. BENLEREK:

e 0 - X7 Elasticsearch £ FLEEEBIRE,
XEKRESIBTHRESH.

® 1- 37K Elasticsearch LB FEABIRE, X
BEREEZED—NDRNEIARD FFARED
o

® 2 -3k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

Sy g EBEhM Elasticsearch 7 BUE#,
EHHIET = E B Elasticsearch BT S E,
EHFTELES ERRESFRNHE, XEFWRHERTK, FEEE

PAFIFR SR, BlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFTITER L2,
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Elasticsearch £ %35 HIRE

B Elasticsearch R3IEEZ—THE MO FEZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRE  TARMEIAD R, BRXHEREI RSN, SFEREEEEIRH, HEREZD Y
BYEIAP, HRBIWOELN, EDRNBEIWRIEE, ERSIEGEHRNINMMETERT, B
LIBER e BIA 2 R I E,

R DR ARATNNRE, BEAIATEEMBRANBRIRHPLENEL. D FREBIITHRRMR
BIEKNE, 2R EERN, MRD R/ TEHITXLEER, 2R FA2EHRN, Ry FEEDRE. E
o, RUEDESFSE, 2h TN 2/EHRE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DEE—MENER /N
AEZE Lucene 3RB|, B Lucene IRXHFZRBIBIRITEKH, Lucene 2 Elasticsearch {f FIRIE 3R,
MREIFEREHIEEENK KR, MmERERDHEE, NREFHF R TRI & BT R ER B R E
1%, TATREZRAA AL,

% Lucene HUTEIEIRF (INIERZIE) B, Lucene RARIEHERXREIPMZRS| FEIUTIRE. Sk, &
R BRE G SERFHEAF R ERIRLY, RIS i BREBURSII R REA EXIH,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FBILL T E &K,

K 11.3. Elasticsearch &89 KA chart
Ei=17n gk

KRERD R ERHPERNED FNBEND F (HEEIF) L
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFTS FHE, IEFRD K BEENE
b, BEFLERIAFAET MR EHD . £EHE
BEAIEKD K (non-active O F) BOSERFIA], %
KA IR RS R B EIR I AT BE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e LS MERR RN T 2N ERENE,

SBRDEDH KOS FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 F ATRE% A O EC,

Elasticsearch 17 maigtn

B Elasticsearch T REEBRITHR, sTHETFLIEES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHALIIEZFHI T B KR,

Logging/Elasticsearch Nodes {{&RRBE LU THXMET R FTIRMEAER, LUK Elasticsearch FAFI
RERNTESHENER,

3R 11.4. Elasticsearch 77 siginEl xR

&t ik
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=178

ThreadPool 1£5%

CPUHRZE

NEHE

WEAE

B =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SRS B

XHEaHE

Elasticsearch 7 s fielddata

sk

BREFRB BRI PR EFNESRE. EE
PR B9 K HERESS FTRER RS 17 m BT IR IE Rk H Ath

(A1,

A% Elasticsearch 7 m{FEFEB CPU 2 h D B4 E
AR CPU REMNB DL,

A% Elasticsearch T R {F NN EE,

A% Elasticsearch 7 ;2 £ T3R5 BB o EIEHI 5
R e,

XAYTERRIE Elasticsearch 77 f L 3RB | BISTER,

TEFFI% Elasticsearch 19 s L3R B | XHAFR RS ], FRB]
ERAZERLERMIFN, 0 IVM Heap RFEFNEE
M, EREIMRARELFAHTRERETR.

TEFfI%E Elasticsearch T | L2 1T RIE R E,

TEFfI%E Elasticsearch 17 i £ SE RIS ZR1E SRR A, 18
RIELTRESFZERZRFRMN, EREINARE
Bl FREERE.

TFHETEFTIE Elasticsearch 9 ;= LB Elasticsearch 344
BE, SREHEESRMTYT R EOEMNEIAD &
RIS,

BEMDELAFRIE Elasticsearch 17 S M{EMRIZRE |9 K &
fHB& Elasticsearch XYM E,

SBLLA L Elasticsearch 7 mBERZRB| D A& F
B Elasticsearch X4 E,

Fielddata —" Elasticsearch #8451, BLURBIFERRENEIIR, HREE IVM HEd, BEH
fielddata #JIEFE B 51, AL Elasticsearch £4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, sHERBRY JVM HEAP REBFATA fielddata 120}, Elasticsearch AT LUIKEA fielddata 2%

7o

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

3 11.5. Elasticsearch 77 mPEEEIBEE

=178
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BNE EEEHIGR

it Rk
Fielddata PI% K/ FF % Elasticsearch T & _E# fielddata 128
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBREY fielddata £5F%K
=,
Elasticsearch Ti m &% 1F

MRFRE|I P EHENHIERENRDY, ERBNERIET ANFINERN%REDR%E, LUE Elasticsearch
EE R,

Logging/Elasticsearch Nodes ({RIR B EH X Elasticsearch 1 R B FBILLTEIR,

K 11.6. Elasticsearch 7T s & E X
1IN 5k

BIRFER/D BATFEHEENRNELE, AToBLFE
Elasticsearch 1T mBIFFE D H o

B ENR A% Elasticsearch 17 s ERE IR R IXBREE,
B ERT Affi% Elasticsearch 7 s LB IR FEE,
BREFEERX A% Elasticsearch 7 s £ & SR BOE 10 1780,

Elasticsearch &3|17%&

TE3RBI XA}, Elasticsearch {4 XX FHEERE| F RS, XLEMHYEHIENYERT.

I}, Elasticsearch R EMFHE/ NN BREHEKAMFERR, LULEFTRER, MMRFRSEREFIR,
MBI EARRTN, MMSBUERFMMEREHIIRIE, H 7 B XFIE R, Elasticsearch 7
i (throttles) WIZRBIEE B @id A D B4 FRE | B EANRIR LR B E KL K,

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch F&5| T RHILLT E &K,

F1.7.F&BITTHREER

1IN 5k

R3|TTR Elasticsearch TEffi% Elasticsearch 17 & L7 %5&B |12
eI,

SHTR Elasticsearch fEffi% Elasticsearch TR LT REBE K

ER & FH R VERIS A,

TR JVM #E55T
Logging/Elasticsearch Nodes {{F&RIRBE LU TH X JVM Heap BRIEMIEIER,

3 11.8. JVM Heap Giit B
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1IN ik
Ry A% Elasticsearch 7 S £ FERRY JVM HZE R 2,
GC it# TEFRI% Elasticsearch 9 s b3z {7 B I B R VE 41

B, aiRLRERE.

GC H[a] JVM TERFI%E Elasticsearch 17 m 32478 3% B iR VEHY
BFIE], | B By 3% [ U st 1],
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612 E B EWEHERR

12.1. &% OPENSHIFT LOGGING K&

& B LLE & Red Hat OpenShift Logging Operator IR S LA KE % 1 OpenShift Logging ZH4BIR .

12.1.1. &% Red Hat OpenShift Logging Operator FIRZ

IR LIEE Red Hat OpenShift Logging Operator B4R,

FeRFMH

o WIZR%E OpenShift Logging # Elasticsearch,

1. # A openshift-logging 7 B,
I $ oc project openshift-logging

2. &Z& OpenShift Logging A7 :

a. JKEY OpenShift Logging A7 :

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
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- fluentd-flpnn
- fluentd-n2frh

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHitE, SEREFRIETE status N,

Fluentd Pod BJfE<{E &,

red,

Kibana Pod BJ#E%1E &,

o 009
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12111 B E R A

LU 23K B OpenShift Logging SEfI#9 Status.Nodes £3589 —LE 1855 58 2R,
RUFUTHABRHWRSEERTT REBTREMNEKIL, FEEESANIRBEARTR
it Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBRHRTEERT T REBIRENE KL, HFESRFBEFREMIHMT A

i th o Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHIRSEERT CR B Elasticsearch 7 sk ¥ B 5 &£ By E AT S E AT :

i tH 7 B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
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Reason: Unschedulable
Status: True
Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTRABIIRSERRTIERE PVC TEHEE PV :
it N

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTIEWE Fluentd Pod, B7 7T RS SAEM 17 RERAFIREL
it N

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

12.1.2. &%& OpenShift Logging HAFHIR
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B LIEE S OpenShift Logging ZHA IR,

SeRFH
o WIZR%E OpenShift Logging # Elasticsearch,

iz
1. # A openshift-logging i B,
I $ oc project openshift-logging
2. &Z& OpenShift Logging FAMERIRA :

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

8B 12 & BE5EEGR

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

3. #%& OpenShift Logging BIASAIRE :
a. IRERBIAREM AT
i =Bl

I $ oc get replicaset

i th o Bl

NAME DESIRED CURRENT READY AGE

cluster-logging-operator-574b8987df 1 1
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1
kibana-5bd5544f87 1 1 1
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b. FRERBIARERIRE :
I $ oc describe replicaset cluster-logging-operator-574b8987df
it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

12.2. EEHEEFMHEIVRES

& AT LAE H OpenShift Elasticsearch Operator BA S LA K % 4 Elasticsearch ZH4HIA 5,

12.2.1. EE B EEFEIRE
RATLL A B B A E IR TS,

FRFH

o WIZR%E OpenShift Logging # Elasticsearch,
iz
1. # A openshift-logging i B,
I $ oc project openshift-logging
2. BERE
a. JRENBEFEELHIBEF

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IKEXHEFHIRE :
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I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
P ERUFOTHESR :

=1

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all
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@ =i, ERREFERERE status N,
Q BB IR

o EHRMES RHHE,

o EID RHVEE,

o EEWBILEISD FHVEE,

o REHETRHWASHE,

o HEFHET RHEH,

o FAEHESFHE.

o HEEMIRE : green. red. yellow,

o ROBHFHIHE.

g EARERYE (EFHE) » BEFRESART AT ERER S KB THERFNR
H, BEREUTERBEROMESEHE :

o ABIFREFASEHANNRIERS,
o HEBFMMRIEBASZNAESRKIL,
o Pod AaAE, ARTERFZNNENER, ERESHBEREERG.

Q SHPWHEHEFM® TR, A upgradeStatus,
g SHPWHEFEE M im. BB master TR, FI1E failed. notReady 3 ready R
To

12.2.1.1. {BRE 2 RHI
LUF 23K B Elasticsearch SE5IY Status #B40 B9 —LE &5 3H BB,
UTFREHEERTT R8BI BEMEKMAZL, FEEESRSSEAIT =,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTFREHBRRFT REBTEENE KL, FEDFREREMCIEMT R,

I status:
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nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTFREEBRT CR AR BESFM T RULFSR SR PRI T REA T

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

UTREHBRRTAEEM CRERTAEENFAMSEEER (PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

UTFREHEBRTASFMERRA RWHT R FFTURERE,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LIRSS B R REEE B K% control plane T (1255 master 77 51)

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
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reason: Invalid Settings
status: 'True'
type: InvalidMasters

LUTFIR S B3R Elasticsearch FER IR TR,

o -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason #ll type KRB FERIEEAZTZFHFRRE :

StorageClassNameChangelgnored

PEFFREBFHEREH.
StorageSizeChangelgnored

AFFEBFERN,
StorageStructureChangelgnored

T FFE IR B AR RN A AR 25 1) (A BB el

BF

INRIERF ClusterLogging B E X TR (CR) BLiE N MIRE I # B FF A M7

fif, OpenShift Elasticsearch Operator ®IEB— M FAMSBFER (PVC), BR0ER
AMES (PV), EER StorageStructureChangelgnored X7, Bk E %f
ClusterLogging CR FYE X F Bk PVC,

12.2.2. HFH BAEREHAMEPRAS
ERANEES B HAFIRE,

Elasticsearch &8I
R A LA & Elasticsearch &38R S,

1. FKEX Elasticsearch Pod B9 #F :
I $ oc get pods --selector component=elasticsearch -0 name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. IRERZRBIHIAGS -
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I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

B&&EH pod
A LIEERE HEFHEM pod BIRKE,

1. REX Pod B9 75 :
I $ oc get pods --selector component=elasticsearch -0 name
it Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FKEX Pod B -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
BHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
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Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFM pod BBERE
BRI UEE B SFEBERENRS.

1 IREREBEER BRI
I $ oc get deployment --selector component=elasticsearch -0 name
i Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BEREERT :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHPIEUTREER -
=1

I Containers:
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elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>
HEFERIAE
fRa A E B SFERIAERE.
1. IRERBIASER LT
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
HHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957{455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

12.3. T2 OPENSHIFT LOGGING £}

A BRI R INE IR EIRERTITE OpenShift Container Platform Web 12§ &#] Alerting Ul i,
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12.3.1. EE /p\lﬂi”&%%&%*&

Z4R [ /RTE OpenShift Container Platform web 12l & /1, 7E Alerting Ul B Alerts i £ /F E7R, ki
FUTREZ—:

e Firing : T HARRAREIR M true,
—Jzﬁﬁzﬂ: ic

R A EiRRER Options &, LEFELER

e Pending : EIRFMHHRTN true, (B FRIASEIEE,
e NotFiring : HRTRAL EN,

iz
7 & OpenShift Logging #1E M OpenShift Container Platform 24 :

1. £ OpenShift Container Platform 2%l #& A 52 Monitoring — Alerting,

i Alerts 732 T, RIBATIEFILIESR, FIHER.

Hth BHR

o MFEAX Alerting U IEZER, ESHEEEN,

12.3.2. X FHEKILRNERZIR

DFERBERICRINESRER. &R LFE OpenShift Container Platform web £HI& ) Alerting Ul #4
Alerts TIE & B XL,

% 12.1. Fluentd Prometheus &1}

B HE Uiy BT
FluentDHighErrorRate <value> of records have  FluentD HiH IR HERS, Warning
resulted in an error by 127115 D #prp B 10,
fluentd <instances.
FluentdNodeDown Prometheus could not Fluentd 2% Prometheus ®  Critical
scrape fluentd SEIMERAF E M Fluentd 2
<instance> for more B,
than 10m.
FluentdQueuelLengthinc  In the last 12h, fluentd Fluentd iR &EPAFIKR/NIEEIR  Critical
reasing <instance> buffer queue 1,
length constantly
increased more than
1.Current value is
<value>.
FluentDVeryHighErrorR <value> of records have  FluentD fitH 5 IRIEEIEE  Critical

ate resulted in an error by

fluentd <instances.

12.3.3. X F Elasticsearch Z3R M|
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&\ LATE Prometheus A& & X LRI,

R 12.2. Z40mAm

g

Eid sk EL-d:d

ElasticsearchClusterNotH  £EEERRASMLT RED D 2 98, BT ESERE, 2FF Critical

ealthy BEfRK, BFEmaster 11 miERIEE,

ElasticsearchClusterNotH = SEHEERIRSH YELLOW E4 20 48, &S FEIARE RS 5
ealthy fico

ElasticsearchDiskSpaceR  SEfilHATELUEH 6 /NI PR FREAL 22 H] 2 4o Critical
unningLow

ElasticsearchHighFileDes  7ET~—V/NRR, S8BT RE T — NI REFERERTE X4 5
criptorUsage pUIRS N

ElasticsearchdVMHeapUs  #5E7 =LH JVM #FERAERE, Eik
eHigh

ElasticsearchNodeDiskW BT o A EERE, e mAEHEKAL, DR T EED info
atermarkReached BosA b e NIZZEERT mRINE L i 2,

ElasticsearchNodeDiskW HF RS EERE, BT RAEGEKMAL, EETE, X st
atermarkReached AR NEFOEREMT R, BERT RRINESHAZEE,
HEEFOEALLT SMIAZERE,

ElasticsearchNodeDiskW HFTRMEEERR, BETRARMKKEE, ENEXD Critical
atermarkReached TR ENET DRSS EHIER R, YRS FERET
EIKALRRT, ZRBIBMMFINAL R,

ElasticsearchdVMHeapUs  #5E7 LM JVM #FERAE KRR, Eik
eHigh

ElasticsearchWriteReque  Elasticsearch I EE TR EMNBE AR, T RATETER LR 25
stsRejectionJumps 5IEE,

AggregatedLoggingSyste  ZRLGTEIEE T R LEMAK CPU X&. Eik
mCPUHigh

ElasticsearchProcessCPU  Elasticsearch 7E35§E 17 = _E{EFAK CPU X&. Eik
High

12.4. HMEXFIINE B R ILREUE
TEIR A AR ERHR IR AR EEE B, AT LAEEBNZIIE T 7 N IR 1T HERR IR,
& e must-gather TERINEBXRTB I HTIR, S£E20) FRFE OpenShift Logging A8

ZHE R,
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N T REHESL R, 1HIRMt OpenShift Container Platform #1 OpenShift Logging B2 B 1{E &

% .
A AEZ{E A hack/logging-dump.sh fIA, XNHEIARFBREZ7FE RRERIE.

12.4.1. XF must-gather T2

oc adm must-gather CLI fn 5 RURE & BN F AR PSR EEHE R,

%I F OpenShift Logging ¥f1%, must-gather RIHELUTER :
o WBHIFIR, &1 Pod. EEMRS. RFSKF. AR, ABAENEH
o KRTR, @REMIVINT R, AGNAGHTE

e openshift-logging #1 openshift-operators-redhat %34 %2 (8] A # OpenShift Logging iR, &
FEHERERVRERRRE. BEFEHNBETIETIE

1E£i21T oc adm must-gather I, 28 E 0|8 —1 5 pod, 7E1% pod LEEIE, HREZELL must-
gather.local Ik — B xH, WEREHUFITEBRPOE,

12.4.2. Jo R &4

o WIZR% OpenShift Logging # Elasticsearch,

12.4.3. 85 OpenShift Logging #iE

& AT LAfEF oc adm must-gather CLI 635 3R IE B X OpenShift Logging JMERIE R

pr 3
L

{5/ must-gather & OpenShift Logging & :
1. #AEEZ % must-gather SR E %,
2. % OpenShift Logging % %217 oc adm must-gather 345 :
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather TE &6/ —/NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

3. MNIRI G EE R must-gather B & O — MRS, a0, 7EEMA Linux BERZIHITTEN Lz
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FELLNER 1P HR o IR B Im] 5 A b 20 S48

12.5. R EIRREER
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12.5.1. Elasticsearch Cluster Health 241 &
ED—NEPAREBIREEDELT R,
P (=27 37

1. K2%& Elasticsearch SR ERIRNE, HEILERH status BE N4 E,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. JIHEMARRNT <.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. FJH Elasticsearch Pod, ™M Ef15 E—F s R miF T,

I oc -n openshift-logging get pods -| component=elasticsearch

4. WNRIFLE Elasticsearch 17 s AMMAERE, EHITUTHE,

a. FAiA Elasticsearch Bi%%E control plane 7 &,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. ¥ERTI%E control plane 17 s B pod H &[RRI,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

C. W*ﬁiﬁﬂﬂ)\%ﬁﬂ’]‘l’l FE\ E o

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. IRABET REMAKE, EHITUTER, REEBRRSETMTRE.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

MREBERTHE, RKEIRTERSENFLENESMELNFIL.
6. KERSEFLENES.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. MREFLENES, FREERS.
MRENPRELEZL, FEARTERERRE, FREER, RENFREFXNNIEER

B, MRFLEBEFSIRTRERE, IRTRESFLE,

8. MRMELFEIFIE, EKE cluster.routing.allocation.enable 2 5% E 7 none,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

9. N cluster.routing.allocation.enable 1/ none, EFEXE N all,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. MREMLERFDARRILER,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

. MRERMARBPARZAEN, FERABTHITUTSESREN,
a. ;BMR%EEF.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. BMNEADEEIXL,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. MIERFFBIRENIA.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d. 3NN [A],
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

12. MNRBITENFSTREFBRILEBIRE], & HIRMFRES,
a. MR EFREI &,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. MIFRILEBZREL,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERHRENAE, FERETREGERESEELEENEN L,

a. & Elasticsearch JVM FHEZEES,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

EaSHE®, K% node_name.jvm.mem.heap_used_percent FE&, LUAE JVM Heap
FHZE,

b. fa#m CPU A,

HbBR

® 7f Elasticsearch A3 5 "Free up or increase disk space”, Fix ared or yellow cluster status.,
12.5.2. Elasticsearch Cluster Health & &
EP—NESRRNEIARD FEBDEST Ro
R BERR

1. 1853 14%E ClusterLogging CR ## nodeCount 312 077 ;=K.
HbBR

o HEHHKIIKBENHR (CR)

o NHEGFHEEFAMEE

® 1f Elasticsearch F1##5& "Free up or increase disk space”, Fix ared or yellow cluster status,

12.5.3. 274 %l Elasticsearch 7 S &K 7K i1 2%

Elasticsearch N2 b D E2 4578 BHE KA BT s

BB

1. HBEEHE EERZ Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide

N
o

HERABARDENDH.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3. MREFERDENS F, HRESDT R LRI ZA,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. % nodes.node_name.fs FE%, LUAEIZ T s LRI AT FAREELZR (A,
INRFE R S 2 L8 85%, NI meBidEKe%, FHAES KT EBIRALLT &,

5. ZIZINFRE T R _E AR 22 (A,
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6. MRITEGIMAEZER], 1E X AERR IR T =
7. MERIFEBIET [A R, EEDERTRERE S

a. Ko7 YHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

Iy =
=N

fNSR{F M ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
. jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HEFXITEN,

8. MRAIEMIL & A RN A, 1EMRIERERE],
a. ¥ Elasticsearch LRFBEZ&RB|IBIR A,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. AR LMBREYIEZRE,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Hi 5w

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A% "redundancyPolicy"

12.5.4. B35 % Elasticsearch 77 S = K1 2%

Elasticsearch I MEBIA RIS KA AT m AP EFIEMD F .

B

1. IHBEEH EERZ Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide

2. REBNT R LA 2,

o

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done
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3 RERBEEREHRTE,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

MRS EREFEMD F, NRFKEL T EHKAEZ (High Watermark) . High Watermark
BIRRIATE DY 90%.

73 Fr ERTE AL B R A R BUE BRI R RIK AL B (E R TY /.
4. EEFORDEIBET R, HHER—LLZF,
5. ZI@INFRE T R _E AR 22 (A,
6. MRFTERIMBAZEF, FEAAERRRMAEET <.
7. MERIFBIET |RA R, EEDERTRRE S

a. Ko7 YHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

3=
=N

fNE{# M ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$&1i%&5 SingleRedundancy
HEFXITEH,

8. MERIEM L R ERRRXNAE, EMRIBMZRE],
a. &% Elasticsearch LA ZRB|FIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. #A%E A LU BREYIRZRS],

c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Heth TR
® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A## 37 "redundancyPolicy"
12.5.5. B7A %l Elasticsearch 7 s % B K K AT 4%
Elasticsearch EBMNEB XM A FMAMIZRS | fhsn &l H RiLERE 5
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* NITRPE—IPHZIDH.

o —MNHLBANHALET flood stage,

BB

1. &7 Elasticsearch 7 s BOREEL 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

17 nodes.node_name.fs FE, LUBEIZ T m L BY AT ARG 22 A,

2. MR B DT 95%, XREAIZT REBITHKKAEL, MFELBEET REDEN
2R, BAHMEL,

3. ZIBINFRE T R _E AR 22 (A,
4. MRFTELINFEIZEE, FEARERRINFEET <.
5. MRARIMFFEIET KRB R, HEHDERETRERESH.

a. Ko7 HE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

SN {# M ClusterLogging CR, EHiA :

| oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HEFXITEH,

6. MEFIEMNES ERERRXINAE, EMRIBEZRE],
a. &% Elasticsearch LA ZRB|HIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. #E R LUMBREVIBZRE,
c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. MRERERAINGAEAL ZE R, BRI 2R TREE 00% U, RfE, BUHEES ALRET
5\\0
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

Hith BHR

® 7E About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource

(CR)" A% %% "redundancyPolicy"

12.5.6. Elasticsearch JVM HFRHEE S

M Elasticsearch 7 s JVM Heap WE#Bid 75%.

S HERR
EIRIBRHERN,

12.5.7. REBEKILRKRY CPU him
TR EMRY CPU ERARS,
P HERR

EERT MM CPU, ZEAT RoBEES CPU IR,

12.5.8. Elasticsearch #f& CPU h &

1 = _EM Elasticsearch %2 CPU {#AEES,

P BERR
EERT M CPU, ZEAT RoBEES CPU IR,

12.5.9. Elasticsearch g7 22 (7] 31 H 1K

RIBYBIAEALEHTEN, Elasticsearch EEEFTELLEH 6 /NN SFERBEALZE A,

R HERR

1. ¥REY Elasticsearch 7 s BORE 2L 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c

elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. ESS T, %7 nodes.node_name.fs FE& LIFAE % iR LA AR AL 22 1A,

3. ZIBINFRE T R _E AR 22 (A,

4. MIRFEWINFEZEE, FEARERRINFEET <.
5. MRARIMFFEFIET KRB R, HEHDERHETRER SR,

a. Ko7 Y4E18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'
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INR{FFH ClusterLogging CR, EHiA :

jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

I oc -n openshift-logging get cl -o

b. R % 2f redundancyPolicy XF SingleRedundancy, §&i%i{& % SingleRedundancy
HREFXNER,

6. MNRFTEM L R A SRR AR, EERIBRERE],
a. ¥ Elasticsearch LAFBEZ&BIBIRE.

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. #EE R LAMEREIEZRE,
c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

HithBR

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" #1#%5 "redundancyPolicy”

® 1EXT Elasticsearch | 38 5R "ElasticsearchDiskSpaceRunningLow",

® 1f Elasticsearch F1##5& "Free up or increase disk space”, Fix ared or yellow cluster status,

12.5.10. Elasticsearch FileDescriptor & &
RIFLAIRERES, T R ENXHERRFERET R,
RS HERR
BREFRIBEENENT REE max_file_descriptors BI{H, 0 Elasticsearch 443 74 F M sp AR,
Heth TR
® JEXT Elasticsearch Zif ] f1¥ 5% "ElasticsearchHighFileDescriptorUsage”s

e 7E OpenShift Logging {X5=HR H#E5R " AR STERIR T,
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513 = £1%E OPENSHIFT LOGGING

& A LAM OpenShift Container Platform &£ fifIfR OpenShift Loggings.

13.1. M\ OPENSHIFT CONTAINER PLATFORM £]1% OPENSHIFT
LOGGING

& eI LLE M BR ClusterLogging B E X HR(CR)FZIEHEREG. EMIFR CRE, LA HM OpenShift
Logging AR TR, e LUAEIGEMIFR,

B ClusterLogging CR A&MifaIF AMELFE (PVC) . EFRESIMIRTIRN PVC., HAMEE (PV)
MMEXEIE, BRAHITH— TR,

FoRFMH

o WIZR%E OpenShift Logging # Elasticsearch,

iz
ik OpenShift Logging:

1. {8/ OpenShift Container Platform Web 124 & B4 ClusterLogging CR:

a. tJ#:%] Administration » Custom Resource Definitions 1 &,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. T Custom Resource Definition Details T E 1 & Instances,

d. RiEHISER Options 3 &H JRIE%EH¥ Delete ClusterLogging.
2. "% - MEREE L HIRE L (CRD):

a. tJ#:E] Administration » Custom Resource Definitions 1 &,

]
L]
]
b. mit ClusterLogForwarder 3&i/J# Options 3 & SR51%#E Delete Custom Resource
Definition,
]
H
c. mifi ClusterLogging 5518 Options 3 & JSRE1%FE Delete Custom Resource
Definition,
]
H
d. mifi Elasticsearch 351118 Options 3 SRIE1%FE Delete Custom Resource
Definition,

3. d% : MR Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator :

a. tD#:%] Operators - Installed Operators T
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b. = Red Hat OpenShift Logging Operator
Operator,

521189 Options 3 ¥ #1%F% Uninstall

c. mii OpenShift Elasticsearch Operator
Operator,

5211# Options 3 H. 1% Uninstall
4. ®i% : & OpenShift Logging # Elasticsearch TiH.,

a. tI#%] Home - Projects T,

b. mit openshift-logging Wi H

520 Options 35 SR [F1%FE Delete Project,
c. TEXTIGHERHIA openshift-logging 3= Delete 3N Bk,

d. mifi openshift-operators-redhat i 5

351 Options 3§ 315 % Delete Project,
HE

NRIELL A REH PR T HithEF Operator, EAZEMER openshift-
operators-redhat i B,
e. BHIEXHEMEFHiIA openshift-operators-redhat 3+ 5= Delete A MR,

5. ZERE PVC LMESHAM pod EEFER, REIREH PVC 2, LUEEHSEA PVC,
6. Ak @ MNRERIBRE PVC, AILUHEREN T,

DIk

&

R bR PVC AIBER S 31 PV MHBRH S BEITEE K.

a. tI#iF| Storage — Persistent Volume Claims 7.

b. mfi® PVC

551718 Options 35, AF1%EFE Delete Persistent Volume Claim,
c. MREWMEFHEME, ATLUNER PV,
HiuFHR

o FHEHFMAFAMLSE


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/storage/#reclaim-manual_understanding-persistent-storage

14 &F A&KICKRFE

/14 E BEILKFE

LUR=PERRTHYINAE OpenShift Logging SHBIBFILFKH, BABZICTBEEBI ) JSON XK, (B
B B EUHEAR B AT LA, A B H th 25

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,
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2 15 =& MESSAGE

R AERB XA UTF-8 4ifi%, INRFEIZEM structured FE, NILFERATRERFERINZE, HSNL
XTFSErR, THES,

HUERE text

~BIE HAPPY
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5516 = 45kt

26816 & 45k

R8BSR B AL ERT RINRIL L BRECE N BELETE USON B, NIRTEEFELLFER, MRERIRA
AERERERNAMEAR, LFEREEEERM JSON 51, BNILLFENZEHTFIE, message
FRESESRIBETER. structured FERAUIZHTERPESNEMFFE, WIKRETE EMIR
%IJO

HiELRE group
~OIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
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517 & @TIMESTAMP

—/NUTCE, AFIRCEEBERAEOEMNE, MROENFERR, NMCEREEBETERNEM
A, "@"BISERT N ERARRENFE, MINERT, REHITEHE S ElasticSearch K&K
"@timestamp”,

BHERE date

w~BIE 2015-01-24 14:06:05.071000000 Z
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% 18 = HOSTNAME

218 & HOSTNAME
LLAEEEMNEREENBELTR., £ Kubernetes E£8%H, X5 kubernetes.host tH[E,

HERE Ktz
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25 19 =2 IPADDR4
TEARSS 2R IPv4 Hhtit, BT LLER—N 8R4,

HiERE ip
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% 20 3= IPADDR6

2 20 =Z IPADDRG6
RARSS 250 IPv6 fthit (ANERAH) ., AT — 184,

HiERE ip
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25 21 = LEVEL
kB E&MIRMBEICTKLT], 21 rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REAATH,

1= alert, W/IIZIEIHITIRIE,
e 2=crit, XHEEMH,
e 3=err, HEIREM
e 4=warn, EE& N,
e 5=notice, EEEBEHEIFR.
e 6=info, 55,
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, BT 52EA -
e 8-=trace, trace HMIER, Tt debug & 2F ¥4,
e 9=unknown, BE&EILEKRGIRG—DTIERIAAIAIE,

HRIERSIRF, FEMBKICRRANBELHNIMEHRN B HREACET, a0, £ python
logging #, &FILAEM CRITICAL ILEE crit, {8/ ERROR TEZ err, LALLEHE,

HiERE Kt

~AE info
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http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l74
http://sourceware.org/git/?p=glibc.git;a=blob;f=misc/sys/syslog.h;h=ee01478c4b19a954426a96448577c5a76e6647c0;hb=HEAD#l51
https://docs.python.org/2.7/library/logging.html#logging-levels

$22= PID

222 Z PID

BEICEEARIAREID (BR) .

HERE Ktz
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g 23 = SERVICE

ERFICREE (FH) XBHIRSHEF, B0, syslog B9 APP-NAME # rsyslog 4 programname
B MRS E] service FEX,

HERE Ktz

170



%243 TAGS

2 24 ZE TAGS

A%, H Operator B XBIIREMFIR, XENRERRESIICELEFREESIES L, BRAEHT
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

BHEARE text
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2 25 = FILE
INESZMAIENL HEZENEEXHRBRR, B, X2 28 /var/log XHRGTHRMIERR,

BHELRE text
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5 26 = OFFSET

25 26 =& OFFSET

R%E, TURTIXGHPETTHLNFTE (MEFH—ER) , FBFRTATITS (MFFZ—E) ,
REXEEEADBERN LT XXH SRR, RFXEERT, URTAEXGHRE (5
) o

HAERE long
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2 27 = KUBERNETES

15 ETF Kubernetes JTTEUIRII oy & 22 [H]

HiELRE group
27.1. KUBERNETES.POD_NAME
pod & TR

iEAR *itr
27.2. KUBERNETES.POD _ID
pod BY Kubernetes ID

iEAR Ktz
27.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

EAR kit
27.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
27.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
27.6. KUBERNETES.CONTAINER_NAME
Kubernetes AR 2RI &R

HiERE Ktz
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& 27 3= KUBERNETES

27.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

27.8. KUBERNETES.LABELS

[E14 Kubernetes Pod L 1EBIFRE

HiRLE group

27.9. KUBERNETES.EVENT

M Kubernetes E# AP FXEX8Y Kubernetes =4, LAk KEUERRE Event vl core FRIEYREIEHH,

HiERE group

27.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

27.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

27.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBEENETR, EER, ©5 kubernetes.namespace_name 1 F, F&EIHE
eventrouter |/ T2 FHIEp % 22 (A,
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OpenShift Container Platform 4.7 B&it &

HERE

wBIE

Ktz

default

27.9.2.3. kubernetes.event.metadata.selfLink

FEMahERE

HERE

~BIE

Kt

/api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

EHME—ID

LR

BIE

Ktz

d828ac69-7b58-11e7-9¢f5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HERE

~BIE

BY

311987

27.9.3. kubernetes.event.involvedObject

EHRTE X BIN &R

HERE

group

27.9.3.1. kubernetes.event.involvedObject.kind

ISE: 0Bl

HERE

BIE

KT

ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace
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XN RGP ZZER LM, HEE, EHEES kubernetes.namespace_name [,

eventrouter I FHf2 I & 22 4],

HiERE Kt

~E default

27.9.3.3. kubernetes.event.involvedObject.name

fil & AN R FR
HiERE Kpt=r
IE java-mainclass-1

27.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BRRR K=z
TBIE e6bff941-76a8-11e7-8193-5254002f560c

27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

BIE vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

& 27 3= KUBERNETES

EERERE

PRRARAZZE M pod BRI ERRRABIF R R, 25 b T LAfE P L 5P RF 5B SR AR X RARTH B 2L

HiERE Kt
wBIE 308882

27.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HiERE Ktz
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~E SuccessfulCreate

27.9.5. kubernetes.event.source_component

RS LR

HiERE Kt

w~PIE replication-controller

27.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
R~E 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

REMEHBIRE
R B
THIE 1

27.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~AE Normal
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28 28 = OPENSHIFT

openshift-logging % & JTTEIEHI & 4 22 7]
HiELRE group

28.1. OPENSHIFT.LABELS

A Cluster Log Forwarder Bg & AANBIHRE

HiELRE group

& 28 3= OPENSHIFT
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