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1.1. %F OPENSHIFT CONTAINER PLATFORM /5 4z

OpenShlft Container Platform S#F— /MR E, TH&RENBREFAEIEHERE, THIROESHERE
W, AR LUERE WA P E CE IR 5 A R,

SRHETENUUFERASZENEE BB LK, OpenShift Container Platform 124 7 5 i 148 X BT AR
BB AE LR

HepBOA\SIE—HER, AIBImEH N SRMNEREEE A, OpenShift Container Platform Web 12l &
R KRR SIERBFIETHNEMRT, UBBERE T BEFHRE,

{8 F3 OpenShift Container Platform Web 1£#l#&, Eal EEMEEEIN. i, FEEFREER,
OpenShift Container Platform 14324t X85 =7# 0 (%0 Prometheus. Alertmanager #1 Grafana) B9
T8

& %& OpenShift Container Platform 4.7 f5, SREEIE AR LAEEEM AP E LW E R R, @i
EFLIIEE, EREEA. FAALMEMA TR EAR B S HMTIE P R IER S Pod, KiAH
L AFFRTF Pod M B BB E LN ARFEET. (FASHEEER, BaUERELRENES,
SNFA 1R E A, Prometheus 7E 4 Wi 122 )8 1T B R HERRIS SHFE T RERALZR A,

1.2. 7 AR PR e

OpenShift Container Platform W $EH L ETF Prometheus FHETIBE REB HWESRY, HiEHLTE
PUF4HE -

o BUAFLLIEAM, £ OpenShift Container Platform #1124, ERILATE openshift-
monitoring 1 B A &R&E—HIF & N IEAH, X HEIE Kubernetes ARF5TERHY OpenShift
Container Platform B/ O EAHRE T e, BOIARERHRL HER SR cERRR SR, THE
FREBRIA LRI ER D Ui PR T X LEZH 4,

o ATFREAFEMEMNAH, miFEEt A EXNIERERLEE, R openshift-user-
workload -monitoring Ui B A REHM I ERA M, XA E LI ERM T R, TEHA
FERURER T X L ZH {4,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#managing-metrics
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#reviewing-monitoring-dashboards
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#accessing-third-party-uis
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#exposing-custom-application-metrics-for-autoscaling
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#troubleshooting-monitoring-issues
https://prometheus.io/
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1.2.1. BOA R
ZIAER T, OpenShift Container Platform 4.7 Wi @ 3F LA HMA -
=11 BOA MR HER A
A feid
Cluster Monitoring Operator Cluster Monitoring Operator (CMO) &2 Il 3% HE R B9 4%

DA, BRI TEEEMNEE Prometheus LI,
Thanos Querier, Telemeter & InFIEIRE IR, FHif
RE(TRERFIRES. CMO H Cluster Version
Operator (CVO) £8&,
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A

Prometheus

Prometheus Adapter

Alertmanager

kube-state-metrics {2

openshift-state-metrics {2

node-exporter {2

Thanos querier

Grafana

Telemeter Client

e MR PR B AR A H 4 ER E HE R L 4,

1.2.2. BRI GIZEB R

PRT HERASBIHMGS, BOAREHERL

® CoreDNS

50

Prometheus & OpenShift Container Platform i %
AR R IR RS, Prometheus 2— M A FIEK
EEMA TN G512, Prometheus fHEHR
%353 Alertmanager #1740,

Prometheus Adapter (LEIFBE) PA) i 51
Kubernetes 7 s Pod & LAEFE Prometheus F &
. M ETRIERSE CPU AN EHEARIET,
Prometheus Adapter & 2 FFFF Pod M B31Y B
BISEBEVTRIERR APl, Prometheus Adapter tRFF
oc adm top nodes #1oc adm top pods %,

Alertmanager iR 55402 M Prometheus #EINHIETR,
Alertmanager if i T FER A X B A BB BRI RS,

kube-state-metrics 5 H 22 (LK #HB KSM)
¥ Kubernetes ¥ Rt/ Prometheus B & RIS
Fro

openshift-state-metrics 5 H 25 (LK HH
OSM) BILFNI T XHRFE OpenShift Container
Platform BHRIIEITEIET B T kube-state-
metrics.

node-exporter X2 (LEHHNE) fTTHERX
EHPENT RBIET. node-exporter XIEEREE
BT R L,

Thanos Querier $ OpenShift Container Platform #%
DIEHATFAFPE L BENEIRREERN S,
BOT, FHEEEiTESHIREMR,

Grafana 2 LA RMHAT 2 RFENEMIEIREIL
FiRo HIRIEHRIRH Grafana LAIRE(RRZ
/D\-iiE,JO

Telemeter Client 8B FEB 0 MIEA Prometheus
S ERILINE, LUENERBREIERERER
2,

F7E OpenShift Container Platform BE#Hf B 5B #,
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® Flasticsearch (WIR%E%E T Logging)
® etcd

® Fluentd (WREZET Logging)

® HAProxy

o iR registry

® Kubelets

® Kubernetes apiserver

e Kubernetes 2| 2REIE R

® Kubernetes FEEF

e Metering (#1R%EE T Metering)

® OpenShift apiserver

e OpenShift #ZHI2 EE e

® Operator Lifecycle Manager (OLM)

B> OpenShift Container Platform H#4 {1 77 B SR RECE, X F OpenShift Container
Platform ZH{F IR 891, HEFHXNZEMFTF JIRA R, MAZRH S MBI IERAH A,

HAth OpenShift Container Platform {EZRAM BRI BER N FFiEIT. MFBIFHER, ESHMBRIE,

1.2.3. BF WA 7 ' X5 E B ZE 4

OpenShift Container Platform 4.7 @& N ¥R A R EThREIG i, MR FIRIER - & LI B ey
ARS5#0 Pod, LLINBEGIELLTAM -

% 1.2, AT WA P 5 AT B B2 ¢
il b

Prometheus Operator openshift-user-workload-monitoring % B 1 #9
Prometheus Operator (PO) FER— B H /i, EE
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus Prometheus 2 A 7 E X H9I B2 4L G I 1T i
5%, Prometheus & 4 X F| Alertmanager #1174k
I,

Thanos Ruler Thanos Ruler & Prometheus BI—MNNTEL B2,

YE R — N IRIIHHFZRERE, £ OpenShift Container
Platform 4.7 1, Thanos Ruler 25322 A & X AT
B RN R I,

p LAl

>


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Monitoring_issue&issuetype=1&priority=10200&versions=12385630
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% o
A ENRPFEXNITERERLER, S3EBLRBPIEHE,
WS ¥R HERL AR AORR A L ER R HERR WS 3,  FF7E OpenShift Container Platform B #HT B 5h B #.
1.2.4. A E BB B R B IR
AP ENHTIEFERRERE, SRl
o B A RE XYL B A AR 55 U s TR LRI 4R B,
o R/ E N HUIEHZITH Pod,

1.3. HL R
o KTFiniRfERRIniE

o BFRPIRELERAEXHIE

14. 5L %
o EEIIEHL


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#about-remote-health-monitoring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#granting-users-permission-to-monitor-user-defined-projects_enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#configuring-the-monitoring-stack
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B2 E ME LT

R Z I, OpenShift Container Platform 4 42 F RIR AP EMECE LT, K% OpenShift
Container Platform #2044 (SIEER I IEHR) BAERKEHITERE,

ANNAXZFNEE, EROARE TR, FEARTRLNEILNEERR.

2.1, Fo R

o MMM ST RKANNTTREFZ K, HSEYEM Cluster Monitoring Operator BT ETHRELL,
HEIERE AR EM TR,

2.2 0 I R4 M S H

= EHCE OpenShift Container Platform Monitoring, Z#MA R Z2ERAARXHANFARET, H2ERE
feEd&, RNFZXHR. & Prometheus ZITHRAMEESEHIRTRERBRIEIL, REZETHAE TR
&, FeefeZNAXHMEESL, MRERFIERTRBEENEE, THERAIRERER, BH
cluster-monitoring-operator 21 T7 =&, RIFiZIT, Operator MINF—LIFEEEIE LHPRE,

221 MR FEEEE
BT SR TS :

e 1f openshift-* ] kube-* Wi H %489 ServiceMonitor. MonitorMonitor ¥l
PrometheusRule 3 &,

&% openshift-monitoring = openshift-user-workload-monitoring i B FR8 Z 89 Ffal 55
EFXTR, OpenShift Container Platform IR HEE AR AR FIRFRE N T SLEMm H Ath BT IR
A, BAFERIEMEREHE.

Alertmanager BEE{F 7 secret FIRERFEE openshift-monitoring B,
£ )7 Alertmanager BEEXIHHIEEH, BT/ EXN X secret TG, BN, R/
BTG, ZEFENEEFAN—N 2RI

EUHEERMBE, OpenShift Container Platform Ui HEERHA R H FTRIA A 4 FHIL R
B MRERTHER, HERREEEN].

AP E X TENEERET openshift-* #l kube-* TiH, X0 H 2 NLLIEIREHIZH R
BH, FRZATFAPEXHITERE,

Bt Grafana S,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/scalability_and_performance/#scaling-cluster-monitoring-operator
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1£ OpenShift Container Platform %% HE X Prometheus 34, HE X FIR(CR)ZH
Prometheus Operator EXfJ Prometheus BE X TR (CR),

{81/ Prometheus Operator Y Probe B X FIRE X (CRD) jEHAETFIERMLEE,

{1/ Prometheus Operator H1Y AlertmanagerConfig CRD {&t{ Alertmanager A&,

k

N
p
;

il

fEbR, IDFAMN SR E AR A E R AN TERRIL

2.2.2. 54 Operator B3 F 5%

51 Operator #f#{# OpenShift Container Platform Wi ¥Rl AR EE T, MBS
4 Operator i Cluster Version Operator (CVO) 15il#Z&E 3, 1% Operator FRMNACERS, hiAE
B RIOTHAR S s e R Hr

BRAEWFKTEPES Operator B9 CVO RIEEAMER), BIXERFFARZHE, SHEEAREREE
RSN HAEERNAL.

£ &= Cluster Version Operator

AI4F spec.overrides ZEFHMEI CVO WESE S, LMEEER IR HAHAM CVO ITAEZMFIRK,
F—1HH8 spec.overrides[].unmanaged SEI%E 7 true R IEEEALIHEILE CVO BERIR
EEEA :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

g

H
[=]

K& CVO BERMEENEHLTARIFHRE, H BT ER A
BIHTEARE, X&M Operator RER AT SEMEThEE, FHihtiEWER, EMBRAT
BEZE, YAAIUERREHREETREXE.

10
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2.3. fEECiE PR

AT LA ] 3R 5 2 1 R e SR P i R R

2.3.1. QRS IR E ST

ZEEi& OpenShift Container Platform &/ G 1AH#, 4 J7E openshift-monitoring %t B # il &
cluster-monitoring-config ConfigMap %%,

LR ERUREFT cluster-monitoring-config ConfigMap X RHif, TIREREFHPE
openshift-monitoring Wi B FRIER A HLE Pod, AN EHEPE X LAY FEEIET T —BN
I‘H]O

A LUMFEABA cluster-admin AGKA iR EE,

B %% OpenShift CLI (oc) .

Y=

K7 cluster-monitoring-config ConfigMap X RE2EF1E -

I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

M5 ConfigMap X RFFTE -

BIELAT YAML &5, 7EAHIG, %324 cluster-monitoring-config.yaml :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

1
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I FAECE LLAIEE ConfigMap X4k :
I $ oc apply -f cluster-monitoring-config.yaml

2.3.2. A E L TVE i # i A E RS

EREATHERAPE UNBNAMYG, EAJTE openshift-user-workload-monitoring i B Fh il
user-workload-monitoring-config ConfigMap.

L IR E SR FT user-workload-monitoring-config ConfigMap X R, TIEERE
HE8E openshift-user-workload-monitoring T B hEE =% 258 Pod, BN EHEE
XEHGR BT —BNE, EER A E TR S RREG, STt NECER
B, LIBHIEEEEHEE pod.

A LUE B cluster-admin AGKA iR EE,

B %% OpenShift CLI (oc) .

i

K& user-workload-monitoring-config ConfigMap X R 2&EEF1E :

I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-
config

MR user-workload-monitoring-config ConfigMap X RAFF1E :

BIELLTF YAML JE#, EAXHID, %3X#4H user-workload-monitoring-
config.yaml :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

12
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namespace: openshift-user-workload-monitoring
data:
config.yaml: |

N FAECE LLAIEE ConfigMap 4R :

I $ oc apply -f user-workload-monitoring-config.yami

MRIERHEE A NAFEXNTBEAT Rk, SNRAR user-
workload-monitoring-config ConfigMap HIECE A2 #80E.

Hith BHIR
[ ]
9P E SO E S R R

2.4. BoiE R HERR

1£ OpenShift Container Platform 4.7 /1, f&wRILI{#HA cluster-monitoring-config =k user-
workload-monitoring-config ConfigMap Bi& i 12#1%, EcERCEMSIECE Cluster Monitoring
Operator (CMO) , CMO EcE&EHEFRMZH

FRFMH

[
IMRER/E OpenShift Container Platform i W44 -

A LUEABA cluster-admin AGKA iR EE,

& B E cluster-monitoring-config ConfigMap 1R,

MREERCE R T G E2EA P E B B 844 -

EA LA B cluster-admin KA UIRIER, thalLUEMRTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi /A
85

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
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RB I T user-workload-monitoring-config ConfigMap %%,

B %% OpenShift CLI (oc) .

iz
1.
%%k ConfigMap X &,
[ J
ERiE OpenShift Container Platform %D Wit -
a.
4t openshift-monitoring i H 1 #4 cluster-monitoring-config ConfigMap *

% :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b.

FHENEE LB {EXT <component_names>: <component_configuration> B
A& INE data/config.yaml T :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:

config.yaml: |
<component>:
<configuration_for_the_component>

R E . <component> #] <configuration_for_the_components,

LUFfl ConfigMap %1%~ Prometheus BBBRAEE=MH (PVC) . X5R%
# OpenShift Container Platform #%/2H £H69) Prometheus SEAIEX -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

14
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prometheusKs8s: ﬂ

volumeClaimTemplate:
spec:

storageClassName: fast

volumeMode: Filesystem

resources:

requests:
storage: 40Gi

iE X Prometheus 44, EmJ/LTINIE L HEE.,

ERCER T LR E AT E A -

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

FHENEE LB {EXT <component_names>: <component_configuration> B
A& INE data/config.yaml F :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

R E . <component> #] <configuration_for_the_component>,

LUF#I ConfigMap %1%~ Prometheus EdBEUIE AR APNRERSRTRE
Ko XE{UEEEAFE XY HB Prometheus SEHIMEX -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

15
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namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h g
resources:
requests:

cpu: 200m 6
memory: 2Gi ﬂ

iE X Prometheus 44, EmJ/LTNIE L HAEE.,

FEERR R L H9 E B Prometheus SEHIRCE 24 /NEBUE R B A,

4 Prometheus & 237E L& 200 TR K,

& Prometheus &3 E X &IE 2 GiB AEFEM Pod HiRiEK,

Prometheus EcEMF 4 #41E cluster-monitoring-
configConfigMap X} &rh## ) prometheusK8s, ff user-workload-
monitoring-config ConfigMap & #J5 prometheus,

R X LU RSN AR ConfigMap MR, ZHECENE Pod 2AZNER.

MRIERHER A NAFAE XM BSA T I, SN A user-workload-
monitoring-config ConfigMap MBS #BEGE,

16
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H
[=]

>

—BRERFRFIINERERS, ARREFRNEHAXTESHN Pod
Hith BHiR, %01 PIE TR G R R L e s ER,

HAth B
[ ]
BXRUBEPRERNS R, HSHEFRE LR
[ ]

J9 R FRE R E S R R

2.5. ATECiE A9 R 4

TRERTEATLIEREMN I2RHYE, LUKk cluster-monitoring-config #1 user-workload-monitoring-
config ConfigMap H F 345 e X Se 20 44 OBt -

% 2.1. TEBMLISAL

cluster-monitoring-config Bidi& user-workload-monitoring-
Bl o config Ao & Bl
Prometheus Operator prometheusOperator prometheusOperator
Prometheus prometheusK8s prometheus
Alertmanager alertmanagerMain
kube-state-metrics kubeStateMetrics
openshift-state-metrics openshiftStateMetrics
Grafana grafana
Telemeter Client telemeterClient
Prometheus Adapter k8sPrometheusAdapter
Thanos querier thanosQuerier

17
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cluster-monitoring-config figi& user-workload-monitoring-
B S B config Ao & Mg 5
Thanos Ruler thanosRuler
=

Prometheus #7#E cluster-monitoring-config ConfigMap % &H#r )
prometheusK8s, 7t user-workload- monitoring-config ConfigMap % &H#r )y
prometheus,

2.6. A HBRIEMT R

50T DURHE (T e R H B B R RE T

SERFEH
[
IMRER/E OpenShift Container Platform i W44 -
o
BRI LUME R B A cluster-admin @B in %R,
o

& B IE cluster-monitoring-config ConfigMap X1,

MREERCE R T R AP E 5B 844 -

EA LAEA B cluster-admin AP URIER, thalLUEMTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi 8/ /- ijia]
85

KRB I T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

Y=
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8B 2% AiCiE IR

%% ConfigMap X% :
BB 5IAT % OpenShift Container Platform /D05 HMIZH 4 -

4t openshift-monitoring i H 1 # cluster-monitoring-config ConfigMap *
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

£ data/config.yaml FHZ#1EE nodeSelector £ :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<components:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

R EHE <component>, 3§F <node_key>: <node_value> E#hBATFHE
BARTT BB E X B, B E R —AMRER

HHYREEUSMEERBENF R ENT R E21T, T =tbrTARInIRE.

B8

S REAHEET ERFPHFRRT [RFEIEMRZ A Pod KHE,
e Y. RERABRRRRENT RN, RARBAITAST
SORRFFAMARMMY. MRRBET —ME, FRRERBNTREE
AR, LMERZAHARE Pod 26 EFENT R, H4, ELRILUEE
EBZIME, BT E85ENT REX.
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4

al}

MNREESE nodeSelector ARG HIEHAHNHALTF Pending 1K
&, HKRE Pod &R 55 RMIARAXMEIR,

F5n, & OpenShift Container Platform #0701 B A KB RFA
nodename: controlplane1. nodename: workeri., nodename: worker2 #l
nodename: worker2 FRZEBIRFETT A, HEMA -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: controlplane1
prometheusK8s:
nodeSelector:
nodename: worker1
nodename: worker2
alertmanagerMain:
nodeSelector:
nodename: worker1
nodename: worker2
kubeStateMetrics:
nodeSelector:
nodename: worker1
grafana:
nodeSelector:
nodename: worker1
telemeterClient:
nodeSelector:
nodename: worker1
k8sPrometheusAdapter:
nodeSelector:
nodename: worker1
nodename: worker2
openshiftStateMetrics:
nodeSelector:
nodename: worker1
thanosQuerier:
nodeSelector:
nodename: worker1
nodename: worker2

EBATLHER XA RNAH -
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1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

£ data/config.yaml FH4#1EE nodeSelector £k :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

R hEHE <component>, 3§F <node_key>: <node_value> E#hBATFHE
BARTT BB E T B, B R4S — AN,

HHYREEUSMEERENFRENT R Ei21T, T =tbrARInIRE.

B

S REAHEETERFPHFART [RFEEMRZ A Pod KHE,
e Y. RERAABRRRRENT RN, RARBAITAT
SORRFFAMARMMY. MRRBET —ME, FRRERBNTREE
AR, LMERZAHMRE Pod 26 EFENT R, F4, ELRILUEE
BEIE, ST 85ENT REX.

MNRIEESE nodeSelector ZVRIE HIEAH M4 LA T Pending K
B, HKRE Pod &R 55 A RAXMEIR,

"

G

Flan, EF[FEER P E T ENHEB R A nodename:
worker1. nodename: worker2 1 nodename: worker2 FrZ5B¥E worker T, iF
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/4 :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: worker1
prometheus:
nodeSelector:
nodename: worker1
nodename: worker2
thanosRuler:
nodeSelector:
nodename: worker1
nodename: worker2

FREXHLERE LN, ZHEEZWHAGXBIBEHT <L,

=
MRIEEHER A NAFAE XM BSA T e, SIS AR user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

—BRERFRFDINERERS, ARREFRSEHAXTESHN Pod
Hith BHiR, %0 PIEZ TR G R R L e s ES,

BXRUBEPRERNSR, HSHETRE LR

J9 R E R E S R i
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#enabling-monitoring-for-user-defined-projects

8B 2% AiCiE IR

T RN BT T = EBIPREE

e T RERARHT pod MERIRET =

27 Kubernetes #4341 T ## nodeSelector AR

2.7. WA ECEE (TOLERATIONS)

LUV MR R R AU S REER, UEREBRTT R,

FRFM

[
MRER/E OpenShift Container Platform i W44 -

A LUEABA cluster-admin AGKA iR EE,

& B IE cluster-monitoring-config ConfigMap 1R,

MREERCE A T A P E BB B4 4 -

EA LA B cluster-admin AR AFURIER, thalLUEMRTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi 8/ /A
85

RB I T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

it =

%i%8 ConfigMap X% :
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/nodes/#nodes-nodes-working-updating_nodes-nodes-working
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/nodes/#nodes-scheduler-node-selectors
https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#nodeselector

OpenShift Container Platform 4.7 5%
EARHEL % OpenShift Container Platform #0051 B #92H £+ -

4t openshift-monitoring i H 1 # cluster-monitoring-config ConfigMap *
%

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

HNHHHEE tolerations :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R EHE <component> #] <toleration_specification>,

#30, oc adm taint nodes node1 key1=value1:NoSchedule 2F—1# ) key1
BAE value1 8975 s INEl nodel, XRBHIEGIEHMBTE nodel LEBE Pod, BRIESN
%5 mEeE T AR, LT RAIE alertmanagerMain 4R E WS RANG = -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"”
effect: "NoSchedule”

ERNARSECS A E AR KA -
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1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

HNHHHEE tolerations :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<components:
tolerations:
<toleration_specification>

1R <component> #] <toleration_specification>,

50, oc adm taint nodes node1 key1=value1:NoSchedule 2F—1# ) key1
B4 value1 8975 7R INEI nodel, XRFhIEIEAHIE nodel £EBE Pod, BRIEH
%5 mEciE T AR, LUFRAIFE thanosRuler HHESE N EFRHIIG S -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"”
effect: "NoSchedule”

FREXHLUESE LS, XHRS AN ARHSRERE.,

25



OpenShift Container Platform 4.7 ;1%

Cﬂlﬁ'

Py
MRIEEHER A NAFAEXMHMBSA T %, NS AR user-workload-
monitoring-config ConfigMap MBS #BEGE,

g
Of

—BREAFRFIINERERS, ARREFRSEHAXTESHN Pod
Hith BHiR, %01 H PIEZ TR G R L e s E S,

=
=
B

BXRUBEPRERNSR, HSHEFRE LR

P E SO E S R R

B[ OpenShift Container Platform 3 #4shH XI5 RBA2HAR.

2% Kubernetes X B XI5 aHIBRHNARA

2.8. RERFA KA

MREAFAMEFEZTERLGE, SNERSREERALSE (PV) |, Ha# Pod EFEINE
FRRERE. MREFEVRHEHNERBIEER, IREBAR. £ETHEP, BNBNRERFA
&, BT 10 BRRE, EAFXEHHEES.

B

NRIEME KNG Prometheus PVC iafT5RE 12, EEHEAYIEDTEERHBIN
OOM & 1EHIER. 2 Prometheus fEFAMEENT, Prometheus REEH IS
2MfE, HEAFSEREHRILVNNAPBREXMER. 7 THEKE OOM ZI1LFRE, fRiFH
FaiARE T FHARER worker T, #iliN, MEEEREHET S LZ2TEE 219A
#, 8 GB RAM) JFR#F8METI 16 GB, MERZE R, HSd BZ#1925061,
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https://kubernetes.io/docs/concepts/configuration/taint-and-toleration/
https://bugzilla.redhat.com/show_bug.cgi?id=1925061

8B 2% AiCiE IR

al

HESHENR AR EFHERA,

2.8.1. FFAMGEHB T REH

AEERRNLTAXBFAEW, UARBETIBEN, ERENFHEEDRT Pod KNI
H. MIZAXKAREFHRSAERNER, ESH Prometheus BiEEFHER,

BERFAKES (PV) SESEFUGAESER (PVC) A, 81 &EIx—1 PV, BF
Prometheus EF 1 &AlA&F H Alertmanager E=1EI&, ALEFTER PV BN LEE
HER%. PV RIZM Local Storage Operator iRflt, MRGA T HEBHNEM, MXTERF
&M,

ERRFFERE,

BCE A At GE,

k

N
p
;

i

MRFAMERTRHAEEME, EAEERRBYE, X LocalVolume X
% volumeMode: block ik, Prometheus FGik{ERERBHE,

2.8.2. b EA I AL B

FiL A HERFANS (PV), BoJikERFAEERFH (PVC).

FRFMH

[ ]
IMRER/E OpenShift Container Platform il iR 4 -

eI LUME B cluster-admin AGKA i EE,

& B A& cluster-monitoring-config ConfigMap IR,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/scalability_and_performance/#recommended-configurable-storage-technology_persistent-storage
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/scalability_and_performance/#prometheus-database-storage-requirements_cluster-monitoring-operator
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MREERCE R T R AP E 5 B 844 -

EA LA E A cluster-admin ABBMA Ui RI%KE, el LfERATE openshift-user-

workload-monitoring W1 H 1 B4 user-workload-monitoring-config-edit fi /- ijiH]
85

2887 user-workload-monitoring-config ConfigMap *f%.,

2% % OpenShift CLI (oc) .

it

%4%8 ConfigMap X% :
Jy¥5#%E OpenShift Container Platform %051 H 4H 4 ECiE PVC :

44 openshift-monitoring %I B i cluster-monitoring-config ConfigMap %I
£ :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

S48 PVC BE2ERINEI data/config.yaml TF :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

MBAXATHEE volumeClaimTemplate IS8, iEZ M Kubernetes 3284t

28


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims

8B 2% AiCiE IR

5 PersistentVolumeClaim #xHAA,

LUFRpIEdE T —4 PVC kABAAF 112 OpenShift Container Platform #i»
A48 Prometheus SEHIBIAHhRF AMEFGE

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EHidh, M Local Storage Operator fIIEEHIEEIFR N local-storage,

LUFRAIEE T —1 PVC EFBATF Alertmanager A AL 14 -

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

B0 R PR P E R B B4 ¢ BCiE PVC :

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :
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$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b.
S48 PVC BE2ERINEI data/config.yaml TF :
apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>
MFBAXATHEE volumeClaimTemplate IS8, iEZ 3 Kubernetes 3244t
5 PersistentVolumeClaim #XHAZE.
LUFRBIERE T —4 PVC RN F & LMW E B Prometheus SEfIlFBAZ
R A -

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EHidh, M Local Storage Operator fI/EEHIZEIFRN local-storage,

LUFRPIEE T —4 PVC kABAT Thanos Ruler A ihiF A =1k -
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https://kubernetes.io/docs/concepts/storage/persistent-volumes/#persistentvolumeclaims

8B 2% AiCiE IR

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

! :e.:
E

thanosRuler H#&MNEFHEE RBUA T EIF GBI EE U REFM
M4 R ARE,

REXHLESEER. ZHFEEZWN Pod RAMER, HENMARNEFHERE.

Pz 3=
MRIEEBRER O VA E XM B/SA T %, NS A user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

—BRERFRFIINERERS, TRREFRHEHRXTESHN Pod
iR, ZOEPIEETR R ERES,

o

2.8.3. ¥ Prometheus {EFrEERMR B [H]

ZKIMER T, OpenShift Container Platform X1 HEH S Prometheus BURH{R B RIACE ) 15
XK. EALHEBUR B AR E BN A BT R BUE.

FRFH
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MRER/E OpenShift Container Platform il Wil -

Ea LUEA RS cluster-admin f AR EE.
& B AIE cluster-monitoring-config ConfigMap 1R,

MREERCE R T G E2EA P E BB B4 4 -

EaI LUEA B cluster-admin KA URIER, thalLUEMTE openshift-user-
workload-monitoring 1 H 1 B4 user-workload-monitoring-config-edit fi &/ /A
85

2887 user-workload-monitoring-config ConfigMap *f %,

B %% OpenShift CLI (oc) .

it =

%4%8 ConfigMap X% :

EEH AT % OpenShift Container Platform #% /031 HM Prometheus SEHI8{R
IFrA] -

44 openshift-monitoring %1 B i cluster-monitoring-config ConfigMap %I
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
RN AR E BUARIE data/config.yaml T :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
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namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
retention: <time_specification>

¥ <time_specification> F#H—P8F, EEAXER ms (£
B).s@® .m@&@HE) . h () . d(R).w @ FHy (&) ,

LUFRBIS 5 OpenShift Container Platform #2040 #4-# Prometheus SE4If9
REBEEZE N 24 /NG -

apiVersion: v1
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: 24h

EhEEEA P E T BB Prometheus SEHHESUYR BN -

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

RN AR EBUARIE data/config.yaml T :

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification>

¥ <time_specification> F#H—PBF, EEAXER ms (£
B).s@® .m@&@HE) . h() . d(R).w @ SHy (&) ,
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LUTFREIES i P 2 X5 Prometheus 24, FHREENZE 24 /M
i -

apiVersion: v1

kind: ConfigMap
metadata:

name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
retention: 24h

REXHLESRE LN, ZAREZNN Pod XAER

é PRIESERER G OVAP EXNTBEAT

Wi, BN ARl user-workload-
monitoring-config ConfigMap MBS #BEGE,

g
Of

—BRERFRFINERERS, TRREFRHEHAXTESHN Pod
R, %W EPIEAETR G R R AR ER,

BXRUBLEERERFS R, HSHE SRS LR

J9 R FE R E S R R

T s A1


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#preparing-to-configure-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/storage/#understanding-persistent-storage

$ 2 F B R
AL #
2.9. ¥R E BT E R E R TR E R R

FR AR AT LMERREN SRR vigtnE Vg, HENRENHESEMNTRERENN. RBEX
REE A REENRMEEIR I RABEREY. FIM, customer_id BEFRHE, ANECHEILRES N ATRERIHE,

YN -7

isEuem, XelgEas

BN ERHEES EERE—RN [H FF, ERZES TS RHE BN o S Bt 2R A E IS E S
il Prometheus 88, FHFEXREME 2,

SERFETE O ] LUSE A LU 75 k2 P S BT B s RSB RE HE PRI MBSO
PRI A P R 897 B A B PMRIX AT R R fI B E

IR A BRI B B (H =TT R IR AR B Prisf il 4 B9 i

k

N
p
;

gl

G

FR&IZIR BRI H BIRA L FEARZE R RIS N KA B S BEARE, FFRAN LA LLE
I REE s E X NARBEBMRERMILERRER, ERAAEI—HERTEENRE
MR HENR-ENHEHE,

2.9.1. Jy A P B B9 B B iR R HIRR

SO LURR$I A P R B9 B A B MR IR R R I E,

g

H
[=]

MRIEZE T RHIBRE, MAXBREGE, F2AZBRENESHERE.

FRFM
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eI LIE A EA cluster-admin ABKNAF &R, thalLl#EAE openshift-user-
workload-monitoring W1 H 1 B4 user-workload-monitoring-config-edit &8/ /- iJinl&%
.

RB I8 T user-workload-monitoring-config ConfigMap %4,

2% % OpenShift CLI (oc) .

iy =

£ openshift-user-workload-monitoring %i B $1 %% user-workload-monitoring-config
ConfigMap X4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

£ data/config.yaml 751N enforcedSampleLimit &, LARREIA & X MTHSD S E
PRI AT Z RGBS -

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
enforcedSampleLimit: 50000 ﬂ

mMEREHSHE, NEE—ME. XA enforceSampleLimit =HIFFA & X HTH
hEA BRI R HIEE RSy 50,000,

REXHLMESEER. ZRESBEINA.
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=2
MRIEEBER A VAFE XM B/SA T I, NS A user-workload-
monitoring-config ConfigMap MBS #BEGE,

l]llllﬁ

FHESRTFR user-workload-monitoring-config ConfigMap %4

HREAEFHERE openshift-user-workload-monitoring Wi H Ff# Pod
*I]Ei\ﬂb.”‘ﬁo %I B R IEfE R TR A R L AT R E .

2.9.2. IR RDURGIE R

LA L TR T B ER -
FEHEER for FrEEH AT ERDN R RAATA

FEHEERT for R W] A RIS REUR BB (E
FRFH

EolLIE A EA cluster-admin ABKNAF &R, thalLl#EATE openshift-user-
workload-monitoring W1 H 1 24 user-workload-monitoring-config-edit &89/ /- iJiinl&%
.

e RAFEXMTHAERT R

1T o

RB I8 T user-workload-monitoring-config ConfigMap %%,

R B2 enforcedSampleLimit BRI 7 A/ & XTI H hE1 BRI E 2 REIE

B

1+
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B %% OpenShift CLI (oc) .

Y=

BIE—1ESEMRM YAML X, BFEBEIMSHLLUR B A B5a S8R GIBRBIN & M,
AFIF 93 £k monitoring-stack-alerts.yaml :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- hame: general.rules
rules:
- alert: TargetDown e
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.’ ﬂ
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m 6
labels:
severity: warning G

- alert: ApproachingEnforcedSamplesLimit a
annotations:

message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.’ 9

expr: scrape_samples_scraped/50000 > 0.8 Q

for: 10m @

labels:
severity: warning m

& CE RN 2T,

2]

EEERFERANBA -~ EXHTA.

©
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MR for FEN M ATERNBr=kE BirA el A, M| TargetDown il 4
TargetDown Sl & I H3H 2.

TEXARESEN A AT B TargetDown EiREFEMF 2 A ZE K.

6]

7E X TargetDown &y &k,

LHIEIEEM for FrEEI A RIA RISk B Y AR Bl
i, ApproachingEnforcedSamplesLimit Z 3%,

©

4 ApproachingEnforcedSamplesLimit 2 fil % N5 HBSE R,

(o
ApproachingEnforcedSamplesLimit &M {H. EXHIH, HENERRIAR
i E it sa bR HIRR S 50000 B 80% I, Eikfifiik. EERMAE, Ao BELT
for RLEmTE], A scrape_samples_scraped/<numbers > <threshold> iy
<numbers W75 user-workload-monitoring-config ConfigMap % & X #
enforcedSampleLimit {£PCHg,

EX NG R B ApproachingEnforcedSamplesLimit Z R4 F S fib
RZEMR.

11

% X ApproachingEnforcedSamplesLimit 1™ &k,

RECENARIAFEXHTE S

I $ oc apply -f monitoring-stack-alerts.yaml
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HbBHR

[ ]
IR A P 3B S T 4F £ 3 0 e i

[ ]
AP E T E o R i

[ ]
HS M E N2 Prometheus SEFEERERIAZ2 M LT @i 4 S Bk E iR irni

IR &S

2.10. FEB 18] i FUFIE SR R B DA PR

f£ Prometheus BIAERFRZThEE, AL B E X RZEHINEIE FF Prometheus BIFTA R A FFHIFNE
i

FoRFH

MRER/E OpenShift Container Platform il W44 -

A LUEABA cluster-admin AGKA iR EE,

& B E cluster-monitoring-config ConfigMap 1R,

MREERCE R T G E2EA P E B B 844 -

EA LU B cluster-admin KA URIER, thalLUEMTE openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi &/ /A
85

B 8IE T user-workload-monitoring-config ConfigMap %4,

B %% OpenShift CLI (oc) .

it =
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56 2 = RE IR
%8 ConfigMap X4 :

%} F ¥ OpenShift Container Platform #%/:JHM Prometheus 26, ERHE L
FREHEINEIES FF R A N (B R IR -

4t openshift-monitoring i H #1# cluster-monitoring-config ConfigMap *
% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

£ data/config.yaml & X B MEIRERMBPRERSE :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
<key>: <value>

{FERARENER <key>: <value>, Hrh <key> 2HIREMIME—F
5, <value> 2EMI{H,

g

H
[=]

AE{H prometheus =% prometheus_replica fF NN £
R, AANEiI2ARENHAEES.

pln, EFXTREMAENTEERNEIFAARN FFEFIMERD, HEA -

I apiVersion: v1
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kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
region: eu
environment: prod

S F R E T E M Prometheus 526, 58 & bR FF89FR A 18]
FEHIFIER -

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

£ data/config.yaml & X B MEIRERMBPRERSE :

apiVersion: v1
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
externalLabels:
<key>: <value> ﬂ

{FERRENER <key>: <value>, Hrb <key> 2HIREHIME—F
5, <value> 2EMI{H,
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>

8B 2% AiCiE IR

AE{H prometheus =% prometheus_replica fF NN A
R, ANEiRRENHAEES.

1£ openshift-user-workload-monitoring WiEH#, Prometheus
iS4 EEHEYS, W Thanos Ruler fi TibEEERMICKMNM, £ user-
workload-monitoring-config ConfigMap #-4 prometheus % &
%o

externalLabels RENIEIFEBENIBINE, MAR NEMAHANEENEBIR

ik, HEM -

Hin, EFXTFREMIMERNSTBEEZRNES A - & 9% E A8 XA 6 RS
apiVersion: v1

kind: ConfigMap
metadata:

name: user-workload-monitoring-config
data:

config.yaml: |

namespace: openshift-user-workload-monitoring
prometheus:

externallLabels:
region: eu

environment: prod

FREXHLERE LR, FNEERBKBIINA,

k

*x

”

gl

G

MRIERBHER A NAFPEXMMBEAT
monitoring-config ConfigMap MBS #BIEGE,

1Ly

LIy

B R AR user-workload-
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g
O

—BRERFRFDINERERS, ARRERSEHAXTESHN Pod
Hith BHiR, %01 PIE TR G R R L e s ER,

BXRUBEPRERNS R, HSHEFRE LR

J9 R R R E S R R

BXRUBEPRERNS R, HSHEFRE LR

2.11. i PRAHE B S50

&0l Ly Prometheus Operator. Prometheus. Thanos Querier 1 Thanos Ruler E¢i& H &40,

k

N
p 3
;

il

IEFRBE AL Alertmanager 2 4B E B S50,

LT BAEZ5HI R ATF cluster-monitoring-config 1 user-workload-monitoring-config ConfigMap
hE N HY -

debug, IExHIK. FE. EEMHEHHER.

info, ILXER. BEHMEHR.

warn, {UrREBSHESER.
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8B 2% AiCiE IR

error, {UCREGGHER,

EINBELINA info,

SeRFH
[}
MEZEH openshift-monitoring 5 H #1#) Prometheus Operator. Prometheus =% Thanos
Querier % & H&EZ :
o
el LAMEFAESA cluster-admin ABBIAFUiRI%KE,
o
& B E cluster-monitoring-config ConfigMap 1R,
[}

MREH openshift-user-workload-monitoring %i B #1#J Prometheus Operator,
Prometheus = Thanos Ruler i%& B&EZH 7 :

A LM B cluster-admin ABBA Ui RI%KE, el LA openshift-user-
workload-monitoring W1 H 1 B user-workload-monitoring-config-edit fi A

S

RB I T user-workload-monitoring-config ConfigMap %4,

2% % OpenShift CLI (oc) .

%45 ConfigMap X% :

E )y openshift-monitoring 5 B B % B H &R -

4t openshift-monitoring i H 1 #4 cluster-monitoring-config ConfigMap *
%
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I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

£ data/config.yaml T 447N logLevel: <log_level> :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:

logLevel: <log_level> g

2 BER N RIS A,

2]

R AR89 B B,

E )y openshift-user-workload-monitoring i B sh9H #4158 B &5 -

1£ openshift-user-workload-monitoring i B #%#% user-workload-
monitoring-config ConfigMap *f% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

£ data/config.yaml T 447N logLevel: <log_level> :

apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:

logLevel: <log_level> 9
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8B 2% AiCiE IR

R AR89 B B,

FREXHLERE LS. MABRSHHERN, HHE8 Pod XBMERS.

4

al}

MRIEEHER A NAFAEXMHMBSA T 5, SN A user-workload-
monitoring-config ConfigMap MBS #BEGE,

H
[=]

>

—BRERFRFDINERERS, ARRERSEHAXTESHN Pod
Hith BHiR, %01 PIE TR G R Rt e s E S,

W HEEHEXTIEPRNEES Pod BEEERBIASNAT BEZ. LLTFREIEE openshift-
user-workload-monitoring %i H #1# prometheus-operator ZBEHHIAEL ! -

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level”

i

I - --log-level=debug

KEHHE Pod REIELZTT. LTRHIFILE T openshift-user-workload-monitoring %
B+ Pod B :
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I $ oc -n openshift-user-workload-monitoring get pods

k

N
P2
;

il

IR ConfigMap &7 — 1 KiFHIM loglevel 8, MZH#/ Pod FIEEEL
ERIhE)S,

BXRUBEPRERNIS R, HSHEFRE LR

J9 R R R E S R R

2.12. GESE

J9 R R R E S R

TRIEERRS, MRBE, ALUEFERE
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B 3F A EXEE 5 A

B 3 E VAP ENNIE 5 Ak

1£ OpenShift Container Platform 4.7 f1, BT EBIARNES LA, SR E XM a RN
¥, Wi, EaILli#E OpenShift Container Platform RMECMTIE, MERTNNRIRBRAE,
HERXANHThEE AT LUR oD F A A A4/ A - E LR,

{1/ Operator Lifecycle Manager (OLM)Z %19 Prometheus Operator kA5 H &
M ARFEA, Hik, OpenShift Container Platform Ay OLM
Prometheus Operator EH Prometheus BE X FR(CR)REZM B E X Prometheus
SEB,

3.1. YA E BT B 5 A

SREE A LLET TR KT ConfigMap HiXi& enableUserWorkload: true FEXSR N F e L HY
Y8 5 A,

B

1£ OpenShift Container Platform 4.7 /8, ZE A& XMUHG AR, S5
BR{Ef B E L Prometheus SE6,

BB LUERA RS cluster-admin A iRISERE, FHETE OpenShift
Container Platform s & XTI E S Ak, ARG, SRFEHE AT LUERME RS
FA P AR SR A& £ 5 MR 422 F P B S5 B A 4,

EE LME R B A cluster-admin Af&BAE i £EE,

B %% OpenShift CLI (oc) .

& B IE cluster-monitoring-config ConfigMap IR,
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1R B EF M OB H A& openshift-user-workload-monitoring %i B i user-workload-
monitoring-config ConfigMap. #&RILI{Ei% ConfigMap >k ¥ F %E Y #9T51 B B9ZH 4750

BB AT,

FRIENEEFESREE user-workload-monitoring-config ConfigMap
i, FMEEHEE openshift-user-workload-monitoring Wi i Pod, B &
MR E XA HR BT —BNH, EERVAFE XN S AR, ekl
fIEHACE ConfigMap, LABhIEZEEHERE Pod,

Pt

44 cluster-monitoring-config ConfigMap XJ % :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
% enableUserWorkload: true Z1N%¥l data/config.yaml F :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ

BB N true K, enableUserWorkload 28U hEEd - E XM H S A kie,

FREXHLEREEN. REBTE R E X858 K EEE,
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BIFHAFENMNTHBFAR

i

==
[=]

>

FEHRET cluster-monitoring-config ConfigMap X &Hif, WHER

BHEBE openshift-monitoring 5 B Y Pod MM BTIR, %WiHSIERE
BTG Rt R E .

:# prometheus-operator, prometheus-user-workload 1 thanos-ruler-user-workload
Pod 2&7E openshift-user-workload-monitoring Wi H #5217, Pod S5l aER 2 F LI ] :

I $ oc -n openshift-user-workload-monitoring get pod

Rt o
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2 Running 0 3h
prometheus-user-workload-0 4/4 Running 1 3h
prometheus-user-workload-1 4/4 Running 1 3h
thanos-ruler-user-workload-0 3/3 Running 0 3h
thanos-ruler-user-workload-1 3/3 Running 0 3h
Hith BHIR

[ ]
BIERSRRY I P AC B R

[ ]
BOiE i HERR

7 AP BRSSP R SR B Bl i 12

3.2. BT A HRE G A P B T E

SRS S oL ERTA OpenShift Container Platform #0305 B /- E KT H,

51
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SHERAATURTFAXAGNEMASPERE R ZMEIACNTR, #id 2RI TREAGhr—1)
IR S 23N

monitoring-rules-view fi 212 %15 H# PrometheusRule B & X BRIV AL IR

monitoring-rules-edit f &1%F A PR T E OIZE. EHMER PrometheusRule BE
X%ﬁo

monitoring-edit i 3% ¥ 5 monitoring-rules-edit i BHRKIR, F4, ©ARTFR/,
JERE = Pod B HINIRINB . FALLAR , EEaILIAIE,. EFMER ServiceMonitor Fl
PodMonitor ¥,

AR LR T A P BURR SR ECIE 71 5 i 22 P B B9 B B4 -

openshift-user-workload-monitoring 5 B 18 user-workload-monitoring-config-edit £
BAVFEYE user-workload-monitoring-config ConfigMap, SERlbfAE, a4
ConfigMap, AP E XM T E N2 EE Prometheus. Prometheus Operator #1 Thanos
Ruler,

AT A4 T MfafEA OpenShift Container Platform Web #5433k CLI HfciXLEf f,

3.2.1. {1/ Web #HI5#%F AR

&I LU{E A OpenShift Container Platform Web 12514 1%F A ARE LIXHE B CMTH,

SR M
[ ]
A LIMEABA cluster-admin A& REE,
[ ]
ENAEaSRINA K B EE.
e

£ OpenShift Container Platform Web £l A Administrator flfish, S#i%l User
Management —~ Role Bindings — Create Binding.
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B 3F A EXEE 5 A

2.

£ Binding Type #4#, 1% “Namespace Role Binding”k#,
3.

£ Name FEhii A fa A B R,
4.

1£ Namespace FBHh, AEERFUIRISPREA - E X5 E,

B

R/ ERAEDER Namespace FERHPN AR, ZEEALLRERR
F T RIBER R B AT LA,

5.
1£ Role Name %1Z&#7%£# monitoring-rules-view, monitoring-rules-edit =k monitoring-
edit,
6.
£ Subject &4, EFEE User,
7.
£ Subject Name FEh, AR &R,
8.

1% Create AN A GYE,

3.2.2. {81/ CLI %5 F /FUR

=l LLfE A OpenShift CLI (oc) %= F AR LiEHACKIR,

FoRFM

A LUMFE B cluster-admin AGKA iR EE,

ZRAGIEINAFIKS eFE.
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[ ]
B %% OpenShift CLI (oc) .

it

HNHBEMAP SR EERA

I $ oc policy add-role-to-user <role> <user> -n <hamespace> ﬂ

#F <role> &#t> monitoring-rules-view. monitoring-rules-edit 2 monitoring-
edit,

B

FREEFM aAe, YIHUERERANS MRS EEN R HTHE.

fitn, ¥F <role> H#~H monitoring-edit, <user> &ty johnsmith, <namespace> &t
71 ns1, XRHMAF johnsmith S EAE ns1 658 22 [A] NI E FEPREE AR LA R B B S B B A
BEO

3.3. ¥ A BRSOy A P E X B9 E Eo il i

ERT LR R P AR R D P R B9 B RS iE .

SEREH
[ ]
A LME R B A cluster-admin Af®BA i EE,
[ ]
ERAASERRNA K BELE.
[ ]
B %% OpenShift CLI (oc) .
P =
[ ]
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B 3F A EXEE 5 A

£+ user-workload-monitoring-config-edit fi 2 5 #d%: openshift-user-workload-

monitoring B A :

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \

user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

3.4. MEEREAER DT W] B 3B X N TR P B9fE R

T RN R B S ERSS B M@ 51T E 1) Prometheus Siit {5 8. & LUEMA thanos-querier &
R MEEBE AR U In] I PR B,

FoRFM

it

BeRRAEXTE G LR EERE T B KRS,

RIS LT Prometheus :

$ SECRET="oc get secret -n openshift-user-workload-monitoring | grep prometheus-
user-workload-token | head -n 1 | awk '{print $1 }"

$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o
json | jq -r ".data.token’) | base64 -d’

REXEGEREH]

$ THANOS_QUERIER_HOST="oc get route thanos-querier -n openshift-monitoring -o
json | jq -r ".spec.host”

EHSTPRENEACHNIRSIIER. HIi :

$ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/v1i/query?" --data-urlencode
"query=up{namespace="S$NAMESPACE'}" -H "Authorization: Bearer $STOKEN"

R 2 RN ARSRECEIIBNE,
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i

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"up","endpoint": "web","lnstance"."10.129.0.46:8080","job":"prometheus
-example-app","'namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},”value":[1591881154.748,"1"1}1}}

3.5. YR P E BT B £ A 4

FNAPFEXKMTIRBR%EE, EaLhisd EEH %L ConfigMap X &hi%E
enableUserWorkload: false SEEXZHE.

4

al

4, R LB TR enableUserWorkload: true 325 P & B9 B 2 5 i,

44 cluster-monitoring-config ConfigMap XJ% :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

a.
1£ data/config.yaml T%f enableUserWorkload: i%i& 7y false :

apiVersion: v1
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: false

FREXHLESE LN, AESBTHERX R E X858 K5,

:# prometheus-operator, prometheus-user-workload 1 thanos-ruler-user-workload
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Pod & B2 1E openshift-user-workload-monitoring B 4% 1k, XTATRERZE F LI :

I $ oc -n openshift-user-workload-monitoring get pod

i

I No resources found in openshift-user-workload-monitoring project.

al

EEA 7 X AP E T E %R, openshift-user-workload-monitoring T B sh
) user-workload-config ConfigMap X RF2# B slER. X2H T RBETEESHE
ConfigMap Fh iR B E X ACE.

3.6. GESE

EEER
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OpenShift Container Platform 4.7 1%
B 45 EEIER

ST LUBERIEDR, DUEERREAANE A SN TR ERNRIER,

4.1. 7 R¥sts

1£ OpenShift Container Platform 4.7 &1, &AM REA AR IRIGAT RS ma A FHiER, &
AR LU AP E T B R EEIRES.

fEa LGB N AR 200 A Prometheus &/ /43R 8 S ONE B I TR i BHR B9 TR,

1£ OpenShift Container Platform w1, 5kr@id /metrics HSEZFR T HTTP BRIk m AT, EalLL
Wi EHX http:/<endpoint>/metrics ;21T curl EifRFIHIRSHIARA AT AiETR. Hli, EablFA
prometheus-example-app RHIRSS A FEEH, ARBETUTROREEHMAETHIER :

I $ curl http://<example_app_endpoint>/metrics

i

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary
# TYPE version gauge

version{version="v0.1.0"} 1

=
o
B

£% Prometheus & imENIFYS, 1§50 Prometheus 3044,

4.2. JRAFEXNTR X EERES

o] LLAIE—A™ ServiceMonitor %R, M E X HYH PR S in s igBSin. XBENRN AR
Fe{# A Prometheus &/ iR /metrics HSERAFRA TSR,
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https://prometheus.io/docs/instrumenting/clientlibs/

B 4= EHiER

FVNET EER P E T E BB RPIIRS, AEGIE—1 ServiceMonitor BFREE U i%HM
Al ER% AR S5,

4.2.1. BERBIIRSS

BV AP E XA ARSI G, SR UERERBIIRSS.

it

HIRSSECE IR YAML 324, fE4pId, %3244 prometheus-example-app.yaml,

LSRRI T AR E MRS BCE 1S -

apiVersion: v1
kind: Namespace
metadata:
name: nsi
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.3.0
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: v1
kind: Service
metadata:
labels:
app: prometheus-example-app
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name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterIP

EERERFE XM ns1 TiE hEEE AN prometheus-example-app HIIRSS. RS S
AFFAE X version 15tr.

RCE N RIS -
I $ oc apply -f prometheus-example-app.yami

BEZRSBE— LM,

BRI LIRS Z Pod BB IEEEIT -

I $ oc -n ns1 get pod

Tl R
NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq 1/1 Running 0 81m

4.2.2. $5EIMA YRR 55

EFEARSAFNIERR, FEH OpenShift Container Platform WiiEAZ&E M /metrics s p2EX
fabr. ERILUEA—A ServiceMonitor BE X FIRE X (CRD) RiZuMalisi®iRss, =HEA—
PodMonitor CRD 15N Z UM 51 pod. BIERZE Service %R, MEENFRE, AT
Prometheus E#M Pod A FF 895 R = iR EUE 7.
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B 4= EBIgHR
7R T W A P e 9T B PR 55 612 ServiceMonitor BE,

FRFM

EaLUEA B cluster-admin fifas% monitoring-edit f& &89 Ui £E,

ZEeRAFENHTEERT HEE

EXpId, B2 ns1 HBHEE T prometheus-example-app &~HIlRS5.

prometheus-example-app R~HIIRSS A ZHF TLS FA%KIE,

1 ServiceMonitor ¥iREERIE—1 YAML X, fEAHIH, %3044 example-app-
service-monitor.yaml,

ZINLLF ServiceMonitor FiRECE 111 :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

XRE N —A ServiceMonitor % if, FFiZHXH prometheus-example-app T~HIARSS A FF
#iEbr, HP3E version iEfr.
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k

N
p 3
;

il

AP E X Hfp 22 B Y ServiceMonitor ¥R REE X IR —fp A2 M hHiRSS . tBE
=1, ServiceMonitor ¥%i&M namespaceSelector B 5 2 # 28K,

SECE R RIS -
I $ oc apply -f example-app-service-monitor.yaml

#RE ServiceMonitor %R EE —EE A,

2.
RO LKA ServiceMonitor iR E2 & IELEA1T :
I $ oc -n ns1 get servicemonitor
it
NAME AGE
prometheus-example-monitor 81m
H At BT iR
[}
pali: Db B =N =] i e
[}
an{el 55 AR A 5 CR9W B FR Y TLS $REE R
[}
PodMonitor API
[}
ServiceMonitor API
4.3. Hijfghr
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B 4= EHiER

OpenShift Container Platform i #ZE{{ Rk ol 4t 1,247 Prometheus Query Language (PromQL) #
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Pending, ZERAETERRS, BEASFGFERMNPEERSEN R, REEMA
%T&o
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B, FAAENL. AFEXNTFMEEETAREEEA, UMEENRE NI,

# Developer #ifafpiRsRALT IEE k. FERFIERALN

£ Developer fifath, Alerting Ul fhiy Alerts TTHER#t T 5 ks H H XM ERNFHFROHEUEL
TN DRER, R T HEXERAN N,

HIZAE D, ELURERKESN™ B TEE. BRARERT, MRERVFFERB AR, M&
ERGEPNAAER, XETiEE55% Administrator L a9 iE2R 18R,

5.3. RAUK T EHR. HERMBHRANBER

Alerting Ul {28 X B i R HAR X BRI AFREREAIE .

TR
[ ]
NTFEEEREHNGR, EMFNFXEXRAEBDIRNA S UiFSEH,
Pt =

E 7 Administrator #lfhIKENE X EHRMER -

}TF OpenShift Container Platform Web #£#i&, 3% ZE Monitoring — Alerting -
Alerts T{M,

wlk - ERERSIFRPH Name FEREHRETENR.

RT3 @ @Bid %R Filter USRI IESERIRE, M EMRHRRT IEE R,
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apiVersion: monitoring.coreos.com/v1
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metadata:
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namespace: nsi
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rules:
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¥r, #0 CPU MIRFIEIR. B2, ZHNTESEKA ns2 MG,

B4, #EFEN openshift-* 8l OpenShift i B IERZ RN, OpenShift
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kind: PrometheusRule
metadata:

name: example-alert

namespace: nsi

labels:

openshift.io/prometheus-rule-evaluation-scope: leaf-prometheus

spec:

79



OpenShift Container Platform 4.7 5%

groups:
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rules:
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T IEBDT B9 B,

{1/ watchdog EREEEREETFLERE

OpenShift Container Platform i IhaE @ S Ll A M watchdog &4z, Alertmanager EEMBE
BB B MIRIER & £ watchdog EiEH, HIRHEFEEARE HEHELEKE] watchdog E1k
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FHBMERE G, XEMLHI R FEBIESEIAT] Alertmanager B MR $HE R 2 7] AT E 1S 7] &L,

5.6.1. BoiE E iz as

EO LR EEIERES, AR T BERHHIINER R]E,

FeREH
[ ]
EA LIMEABA cluster-admin A& REE,
Pk

7£ Administrator fifash, 5%l Administration —~ Cluster Settings ~ Global
Configuration - Alertmanager.,

H&, EARILLET notification drawer VilAE— i, %5 OpenShift
Container Platform Web #£§l& 46 _ EARREE, FHiE
AlertmanagerReceiverNotConfigured i shi%#¥ Configure,

2.

EZTTEM Receivers B4 Hik#: Create Receiver,
3.

1E Create Receiver & ¥.f1, 7N Receiver Name, ARG MFIFKH%EEE Receiver Type.
4,

SR ACE -

[
%} F PagerDuty #H25 :

PR R FH AN PagerDuty S #H,

7N PagerDuty %% URL,
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MAEGHZ P mE RS EZHHE, 155% Show advanced

configuration,

%t F Webhook 25 :

IS HTTP POST &3k & ERIME =,

NREGHT SRR EIR A XA EMEBR B ET, 5% Show advanced

configuration,

o FFL FHB AR -

A DN RHE A & 5 BB L FHR A it

ZIn SMTP BBE 115, SIFA K BAMAHhIE, FSRA XS FHRHRIE XN R
05, SMTP RSB [HEN AL RIIEFE,

EERERE TLS,

MREFRBNET Gt R fles & X S A ER, SgtEH FhlRAIEYX
BiE, &% Show advanced configuration,

X F Slack K2 -

#Z<hn Slack Webhook 8 URL,

AINEF B A XFIR Slack SE=Z A &,

MR BB ET G A R e 2 X SR ER, SgEERR- &kt
&, &% Show advanced configuration, iAol LU R E B H I FEESLHE LR
AF 4.
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RAERT, MRMAINERTESAARFSRLRNINE, MEAXEERSE, MRESR
L4 BRI A X BN 2 IR AT I RERREE -

1ER¥.A Routing Labels Z84> fh 7 INEE B b5 % 4 #RAMEL
MRBVEFHIENZFRAER, H%EEE Regular Expression,
it Add Label SRiRINE % BEHBATRE,

1% Create OIS,

5.7. NABAE X ALERTMANAGER &

& eI LTS %5 openshift-monitoring Wi H #1#4 alertmanager-main secret, ZIHEEIAN
Alertmanager BCi&,

FoRFEH

e[ LUME B cluster-admin AGRKA iR EE,

AR

Z M CLI B2 Alertmanager BSi& :

94 AEKR Alertmanager E2& it El alertmanager.yaml 34 :

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

%4 alertmanager.yaml FHECE :

global:
resolve_timeout: 5m
route:
group_wait: 30s
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group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alerthame: Watchdog
repeat_interval: 5m
receiver: watchdog
- match:
service: <your_service> ﬂ
routes:
- match:
<your_matching_rules> g
receiver: <receiver>
receivers:
- hame: default
- hame: watchdog
- hame: <receivers>
# <receiver_configuration>

service 15l % EHRMIRS.

2]

<your_matching_rules> #5& B &R,

©

receiver 15 A X EREZE K.

LR Alertmanager Bd & RHISF PagerDuty BoiE v EHRIEWE -

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alerthame: Watchdog
repeat_interval: 5m
receiver: watchdog
- match: service: example-app routes: - match: severity: critical receiver: team-
frontend-page
receivers:
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- hame: default
- hame: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"

XAAER, B example-app RSSMAR. F“EEH critical WERIFHE team-
frontend-page R A X, BEFERT, XLERBPHERIELHA NSNS HFRA,

Rz F SR BIECE -

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace
secret --filename=-

F M OpenShift Container Platform Web 258X Alertmanager BE2i& :

# A web {#£HI&H Administration — Cluster Settings — Global Configuration —
Alertmanager — YAML T,

2.
B YAML ReE X4,
3.
1EHE Save,
H At BT iR
[}
&4 PagerDuty B 73 Mk —4 7 #& PagerDuty
[}
&I PagerDuty Prometheus $ERHEF SRZ > K 3R service_key
[}
B3 Alertmanager Bt & R ECiE @i F RIE R e A X ER
5.8. BEIH IR
[}

HELEERR

o1


https://www.pagerduty.com/
https://www.pagerduty.com/docs/guides/prometheus-integration-guide/
https://prometheus.io/docs/alerting/configuration/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#reviewing-monitoring-dashboards
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%6 = AFLENER

OpenShift Container Platform 4.7 124t 7 —HLmA R IR{FRIR, aIFEBE TREFAGMAIEX

BT I ERIRS,

92

1£ Administrator #if R, #EaILLijin] OpenShift Container Platform #& DA IR, S1F :

API tE

etcd

Kubernetes it & %R

Kubernetes M%% %58

Prometheus

ST REREIXE USE AR



# 6 = AR NIEIERIR

6.1. Administrator ¥R =HI

Time Range Refresh Interval
Dashboards  Grafana Ul [
30 minutes ~ 30seconds ¥
Dashboard Job Instance
Prometheus Overview prometheus-k8s 10.128.2.7:9091 ~
Prometheus Stats
Instance T Job Version Uptime
10.128.2.7:9091 prometheus-k8s 2.20.0 7.93k
1-10f1 » 1 of 1
Target Sync Targets
003 1.2k
0025 Tk
0.02 800
0.015 600
0.01 400
0.005 == 200
0
08:00 08:05 08:10 08:15 08:20 08:25 08:00 08:05 08:10 08:15 08:20 08:25
W openshift-apiserver-operator/openshift-apiserver-operator/0 M openshift-authentication/c M Targets
M openshift-apiserver/openshift-apiserver-operator-check-endpoints/0 i openshift-cloud-credentia
M openshift-apiserver/openshift-apiserver/O W openshift-cluster-machine
openshift-authentication-op uthentication-op: 0 openshift-cluster-samples

1£ Developer #ifadr, f&a] LLVjRI 9 ALl B 2L TS0 B{UERIR -

°

CPUHE
°

REAE
°

WHER
°

BiREEXER
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6.2. Developer #if YRR HI

Project: nsl «

Monitoring
Time Range Refresh Interval

Dashboard Metrics  Alerts Events 30 minutes  + 30seconds ¥

@ prometheus-example-app v

CPU Usage

40e-4
35e-4
3.0e-4
25e-4
2.0e-4
15e-4
10e-4
5.0e-5
0

08:00 08:05 08:10 08:15 08:20 08:25

Memory Usage

12M

oM

al}

£ Developer #ifarh, E—RRBEEF I UHBER.

6.1. ISEHER A H R EH HIEEFRIR

1£ Administrator #lfarh, EAILIEEHS OpenShift Container Platform &40 4H 44X B R
R

FeREH
[ ]
e[ LUME B cluster-admin AGRKA iR EE,
pi% =
1.

1£ OpenShift Container Platform Web 1#I&A# Administrator #ifadh, Szl
Operators — Dashboards,

1£ Dashboard FlIFRHEFE—MUFKIR, HLUSFERHR (M0 etcd 1 Prometheus {{3RkHRk) E#

e 4 A F 3
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# 6 = AR NIEIERIR

3.

% : £ Time Range FI&R S N E W EFE— PN ESEHE,
4,

B[ 1% : EFE— Refresh Interval,
5.

RERSEEGRPIEIMERLE, LEREETBENENESR.

6.2. LA E B EE LIEERIR

# Developer fifarh, ERILIEFRSMET BHEXIIGERIR, EoMBA EETENYIRNER, F§
HERHIGIRER.

i

FoRFMH
[ ]
NFEEERIERRNTE, ETLEIFXESIREEEEVRAS VKR,
it =

1£ OpenShift Container Platform Web 12§l #) Developer #ifash, S:iiEl Operators
- Dashboards,

2.
1£ Project: Fl&xAiEFE—1TH.
3.
1£ All Workloads FllZ&HikFE—P TIEfiEk,
4.
% : £ Time Range FI&R S N EEFE— PN ESEHE,
5.
B[ 1% : EFE— Refresh Interval,
6.
MENRREENEFRRBHENEE L, UEREEDBRFEHER.
HihTEiR
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[
{81/ Developer £ 512255 B #1IN AR B9IERR
6.3. RES R
[

YimgE=%4 Ul

96


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/applications/#monitoring-project-and-application-metrics-using-developer-perspective
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#accessing-third-party-uis

B7EYINB=T VI

BTEYHEBE=7 Ul

OpenShift Container Platform Web 125l & iz t5 M8 Metrics. Alerting #1 Dashboard Ul, %%
TRXTHERAXEER Ul IFEHER, ESHUTREA :

EEER

ve
g
=

AR UER

OpenShift Container Platform i£124t%} Prometheus. Alertmanager 1 Grafana $=A#0O81;

T8

.

k

N
p o
;

i

LUEH OpenShift Container Platform MRA ] gE R BR% 88 =7 8 OB BKIA Ui 1],
e, BREHERAmROLKTREN.

Grafana {{F&IR{{ 25 Kubernetes I cluster-monitoring #5¥5r. OpenShift

Container Platform Web 1#I&P80 Monitoring — Dashboards 785 7 HthEE4H
.

7.1. 5 WEB #£H&G ViR E =7 %% Ul

#Ea] L@ OpenShift Container Platform Web #2#i1&1/i7] Alertmanager. Grafana.
Prometheus 1 Thanos Querier B Web Ul,

FoRFMH
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#managing-metrics
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#reviewing-monitoring-dashboards
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A LME R B A cluster-admin Af&BAE i EE,

it

1£ Administrator flfish, S#iZE Networking — Routes,

M Developer i Toi%iin|88 =7 Alertmanager. Grafana. Prometheus
#1 Thanos Querier Ul, EXiif$z, {F Developer #ifiHi) Metrics Ul 5%,
HbaSFET R N—LEHE L CPU. AfE. HREAMMEARIEa R,

75 Project FllZ&k A # openshift-monitoring 5iH,

Vil =A% Ul :

YEFE alertmanager-main T8 URL 33TFF Alertmanager Ul B9& X T,

YEPE grafana T B URL 3&3TFF Grafana Ul B9 K TUHL,

PEFE prometheus-k8s {THH) URL 3TH Prometheus Ul B9E X T H,

1E#E thanos-querier T4 URL 3R#TH Thanos Querier Ul B9& X T,

1$E Log in with OpenShift 3k {# FI#&#) OpenShift Container Platform fEuE#TE %,

7.2. 5/ CLI Ui =75 412 Ul

&aI LU OpenShift CLI (oc) TEJiKEL Prometheus. Alertmanager 1 Grafana Web Ul £
URL.,

FRFM

98



B 7ZE JinE=4H Ul
fRe[ LU FAE A cluster-admin AGKAFjREEE,

B %% OpenShift CLI (oc) .

BT T a5 3k5H openshift-monitoring i H MIE&H -

I $ oc -n openshift-monitoring get routes

i

NAME HOST/PORT

alertmanager-main alertmanager-main-openshift-
monitoring.apps._url_.openshift.com ...

grafana grafana-openshift-monitoring.apps._url_.openshift.com .
prometheus-k8s  prometheus-k8s-openshift-monitoring.apps._url_.openshift.com

thanos-querier thanos-querier-openshift-monitoring.apps._url_.openshift.com

f:F Web /%25 5#1 %] HOST/PORT #&H.,

1EF Log in with OpenShift K F#ER OpenShift k& X,

B

Wi F M E Cluster Monitoring Operator EH, P ARal{E,

7.3. RESE

AFFRT AT B AE N ARFER

99


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#exposing-custom-application-metrics-for-horizontal-pod-autoscaling_exposing-custom-application-metrics-for-autoscaling
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% 8 & AFAT AN RNAE XN RERFEN

X9 LUN Pod BB RS H B E N ARFIER.

B

Prometheus Adapter REZXATININEE. AT IhEER LT SRS F R ML
(SLA) ¥, BraEfEChEE AmA IR, A HEEE T HMEPREREI], XERATI
WIThReal LUEF IR B ThEE, HENREF LM BiRERIEE L.

BRIERATUE e R e HE RS, H55H

https://access.redhat.com/support/offerings/techpreview/,

8.1. AF AT POD #RA AT RIEE LN ARFIENR

& eI LU prometheus-adapter %8, 5 Pod #R AT B EREE X ARFER.

FoRFEMH

EH—1"H%E X Prometheus £fl, fENHERE K StatefulSet X REEEH Prometheus
pod %, MAH Prometheus HE X ¥IR(CR)EH,

B A E XM custom-prometheus TiH %% T HE X Prometheus L4,

B

MRS T B%E X Prometheus 5:fl, it Operator Lifecycle Manager
(OLM)ZZE1 Prometheus Operator 5 F* & X MM IR R A,
Ik, OpenShift Container Platform A3z {F>5H OLM Prometheus Operator
&) Prometheus B L HR(CR)ZEHIEE X Prometheus S:fl,

EEEAFEXNTBESERE T NAERFHRS. AHBENAESEHRS R ERED
A5 M custom-prometheus JiH,

B %% OpenShift CLI (oc) .
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https://access.redhat.com/support/offerings/techpreview/

iy =

# 8 & ATTAT A BRMNAE XN ARSI

HENRERE— YAML X, EFRFIG, %X#4&7 deploy.yaml,

AINAENMECE S, LUE N prometheus-adapter SIBIRSS K. fABMARLIEE :

kind: ServiceAccount
apiVersion: v1
metadata:

name: custom-metrics-apiserver

namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: custom-metrics-server-resources
rules:
- apiGroups:

- custom.metrics.k8s.io

resources: ['"™"]

verbs: ["*"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: custom-metrics-resource-reader
rules:
- apiGroups:

resources:

- hamespaces

- pods

- services

verbs:

- get

- list
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: custom-metrics:system:auth-delegator
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: system:auth-delegator
subjects:
- kind: ServiceAccount

name: custom-metrics-apiserver

namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
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metadata:
name: custom-metrics-auth-reader
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: extension-apiserver-authentication-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: custom-metrics-resource-reader
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-resource-reader
subjects:
- kind: ServiceAccount
name: custom-metrics-apiserver
namespace: custom-prometheus
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: hpa-controller-custom-metrics
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: custom-metrics-server-resources
subjects:
- kind: ServiceAccount
name: horizontal-pod-autoscaler
namespace: kube-system

7N prometheus-adapter A & 5B E 11E :

apiVersion: v1
kind: ConfigMap
metadata:
name: adapter-config
namespace: custom-prometheus
data:
config.yaml: |
rules:
- seriesQuery: 'hitp_requests_total{namespace!="",pod!=""} ﬂ
resources:
overrides:
namespace: {resource: "'namespace"}
pod: {resource: "pod"}
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service: {resource: "service"}
name:
matches: "A(.*)_total”

as: "${1} per_second" 9

# 8 & ATTAT A BRMNAE XN ARSI

metricsQuery: 'sum(rate(<<.Series>>{<<.LabelMatchers>>}[2m])) by

(<<.GroupBy>>)'

Frmkistrie ey HTTP i RE.

BRI,

#INf¥ prometheus-adapter ;XM API RSHIBRE 15 -

apiVersion: v1

kind: Service

metadata:
annotations:

service.beta.openshift.io/serving-cert-secret-name: prometheus-adapter-tls

labels:
name: prometheus-adapter
name: prometheus-adapter
namespace: custom-prometheus
spec:
ports:
- name: https
port: 443
targetPort: 6443
selector:
app: prometheus-adapter
type: ClusterIP
apiVersion: apiregistration.k8s.io/vibeta1
kind: APIService
metadata:
name: vibetal.custom.metrics.k8s.io
spec:
service:
name: prometheus-adapter
namespace: custom-prometheus
group: custom.metrics.k8s.io
version: vibetal
insecureSkipTLSVerify: true
groupPriorityMinimum: 100
versionPriority: 100
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FilH4 Prometheus Adapter %% :
I $ oc get -n openshift-monitoring deploy/prometheus-adapter -o jsonpath="{..image}"
#INERE prometheus-adapter HECE 1S :

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
namespace: custom-prometheus
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-adapter
template:
metadata:
labels:
app: prometheus-adapter
name: prometheus-adapter
spec:
serviceAccountName: custom-metrics-apiserver
containers:
- name: prometheus-adapter
image: quay.io/openshift-release-dev/ocp-v4.0-art-
dev@sha256:a46915a206cd7d97f240687c618dd59e8848fcc3a0f51e281f3384153a12¢c3e0

args:
- --secure-port=6443
- --tIs-cert-file=/var/run/serving-cert/tls.crt
- --tls-private-key-file=/var/run/serving-cert/tls.key
- --logtostderr=true
- --prometheus-url=http://prometheus-operated.default.svc:9090/
- --metrics-relist-interval=1m
- --v=4
- --config=/etc/adapter/config.yaml
ports:
- containerPort: 6443
volumeMounts:
- mountPath: /var/run/serving-cert
name: volume-serving-cert
readOnly: true
- mountPath: /etc/adapter/
name: config
readOnly: true
- mountPath: /tmp
name: tmp-vol
volumes:
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# 8 & ATTAT A BRMNAE XN ARSI

- name: volume-serving-cert
secret:
secretName: prometheus-adapter-tls
- name: config
configMap:
name: adapter-config
- hame: tmp-vol
emptyDir: {}

e E—%h# T8 Prometheus Adapter 5if&k.

FRCIE R A RISRE

I $ oc apply -f deploy.yaml

i el

serviceaccount/custom-metrics-apiserver created
clusterrole.rbac.authorization.k8s.io/custom-metrics-server-resources created
clusterrole.rbac.authorization.k8s.io/custom-metrics-resource-reader created
clusterrolebinding.rbac.authorization.k8s.io/custom-metrics:system:auth-delegator
created

rolebinding.rbac.authorization.k8s.io/custom-metrics-auth-reader created
clusterrolebinding.rbac.authorization.k8s.io/custom-metrics-resource-reader created
clusterrolebinding.rbac.authorization.k8s.io/hpa-controller-custom-metrics created
configmap/adapter-config created

service/prometheus-adapter created
apiservice.apiregistration.k8s.io/v1l.custom.metrics.k8s.io created
deployment.apps/prometheus-adapter created

UE R P e BT B Fh i prometheus-adapter Pod 284 F Running KA. E&fHIH,
TH 5 custom-prometheus :

I $ oc -n custom-prometheus get pods prometheus-adapter-<string>

H#E, NARFNEREZAT, FIATEE Pod AT K.
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&4 Pod R B Y R

215 Kubernetes 3X#shE % Pod MBI BRNAA

8.2. BB SR

Rl N (2 03
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/nodes/#nodes-pods-autoscaling
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#troubleshooting-monitoring-issues

B 9 & NI HERR

B 9 & LN

9.1. RE N H L AP EXRIERAF TR

11 ServiceMonitor ¥R, #Kal LU E a4l B P & AT E R B9RSS A FFEE R, MNRERIET
ServiceMonitor 558, {BIGATE Metrics Ul hERMEIXT R ATEIR, BRI PATRE S R E,

FEREMH
[}
B LUMERA RS cluster-admin & &R,
[}
B %% OpenShift CLI (oc) .
[}
mE AP EXNITEASEAFRE T R,
[}
BB T user-workload-monitoring-config ConfigMap %1%,
[}
BB AT ServiceMonitor ¥,
¥ =

1E£BR55# ServiceMonitor FHRECE P REEXT MRS 2 S PEE,

REARSS HhiE L BPR%E. LAFRBITE ns1 Wi B s #E i) prometheus-example-app fik
B

I $ oc -n ns1 get service prometheus-example-app -o yaml

ot

labels:
app: prometheus-example-app
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&7 ServiceMonitor ¥5RECE ) matchLabels app E 2B 5 E—$ hiir St
Ptic :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

i

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

4

al

oI LUE N BB H EEPERIN I A E K EIRSS# ServiceMonitor ¥R
.

1 openshift-user-workload-monitoring Wi H #1:# Prometheus Operator BIH &,

Filt openshift-user-workload-monitoring %i B ) Pod :

I $ oc -n openshift-user-workload-monitoring get pods

Rt o
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2 Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
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prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

M prometheus-operator Pod 1] prometheus-operator 23K HA &, ELLTRHEI
i, Pod %l prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-
776fcbbd56-2nbfm -c prometheus-operator

IRARSS AR LN, BERREEEREARFIREEIX

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it
accesses file system via bearer token file which Prometheus specification
prohibits™ servicemonitor=eagle/eagle nhamespace=openshift-user-workload-
monitoring prometheus=user-workload

BE3:7E Prometheus Ul h&EET BN BRIAS.

Erim O % % Bl openshift-user-workload-monitoring i H ## Prometheus 4l :

$ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-
workload-0 9090

1£ Web M523 $TH http:/localhost:9090/targets, F7E Prometheus Ul FEEE
EUVEMBIRE. BRESBIMEXBERER.

1£ openshift-user-workload-monitoring 51 B #1755 Prometheus Operator Eci& debug %%
HBBAFILK,

£ openshift-user-workload-monitoring 11 B %% user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config
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b.
£ data/config.yaml &y prometheusOperator 71l logLevel: debug, $H &5
XEN debug :
apiVersion: v1
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
logLevel: debug
c.
RIS LA E R,
HENABSLHEHRE, openshift-user-workload-monitoring i H &
i prometheus-operator 2 HEIE S,
d.
i\ debug BEZHIB N AT openshift-user-workload-monitoring 7 B
prometheus-operator &8 :
$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o
yaml | grep "log-level”
LTl
I - --log-level=debug
Debug 5 B 510 %% £~ Prometheus Operator X HHEIFRA .
e.

K7 prometheus-operator Pod 2 &HFIETEIA1T :
I $ oc -n openshift-user-workload-monitoring get pods
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B 9 & NI HERR

N
al

MREEMANPIE T —1KIRHE Prometheus Operator loglevel
{E, WM prometheus-operator Pod BI8ETERNIhEH,

# & debug B, LLTf# Prometheus Operator &£ ServiceMonitor T,
AEBEPRHHEAEXER,

=
=
=

B8R AP 3B SCR TR 01 3l e i AR At

MEA XM AIE ServiceMonitor 2 PodMonitor BIiF4I{E R, 5SS E MR LIRSS

9.2. i€ 42 PROMETHEUS B X ZA 22 H
FA AR ERREN IR e E BN, BENRENRES BN TREREN N, BEX
REE TR EMNERERI I RAERYE. HIM, customer_id BEFRHE, AHNECELRES N THENIE

BN D ENEEN A NN R ES, ERE RS RS ERMS S Bt BN E EHIEE
HisEUem, Xelaea i Prometheus tfE, FFEFERSRIEZ2 A,

1 Prometheus JEFEXERAN, EalLUFAMNTAE -

REEERENREIRARE,

¥ & Prometheus Ul R [RIFESIBUER (TSDB) KZALLT M@ XUBLEPRZS A & S ) ]
FINESZER, IREEHERARFIL

B QIRMKE I RIEFIRE, SR HE% R E s A A ER TR E

m


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#creating-user-defined-workload-monitoring-configmap_configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#specifying-how-a-service-is-monitored_managing-metrics

OpenShift Container Platform 4.7 1%

ERFER—HARTRENESTE I BENR-ENHEHE,

XTI R R BT B iR N R I E LR B, XRBERBFEER AR

SeREH
[
B LUMERA RS cluster-admin £ &SR,
[
B %% OpenShift CLI (oc) .
i =
1.
1£ Administrator #ifa s, F#iEl Monitoring —~ Metrics,
2.

1£ Expression £EHZ1TELF Prometheus Query Language (PromQL) Fifl, iX&:R[E]
BASSRIRHIEN+1E -

I topk(10,count by (job)({_name__=~".+"}))

MFERRIURPIBA T, FRESESEIRNRAEREERE,

MREFSAPEXWHBEEX, FEESRAENTEIERNEIRR-EY, efihdd
N A28 Prometheus & ik, ZXREMREHSIANRAEEHRE,

MR HFrS OpenShift Container Platform B0 BAEX%, EELIER 1/ Mis L
B—A Mg Rn&Ei,

7% Prometheus Ul 1y TSDB A&,

1£ Administrator fifash, S:#iZE Networking - Routes,
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https://access.redhat.com/

B 9 & NI HERR

b.
7%FE Project IR HH openshift-monitoring i H,
c.
7EFE prometheus-k8s 1T URL 34TH Prometheus Ul &K T H.,
d.
1EFE Log in with OpenShift Sk F#&# OpenShift Container Platform ik 7%
Ko
e.
£ Prometheus Ul /1, it A¥| Status — TSDB Status,
H At BT iR

MBI B X IMASER DR BRI A QB X BERANBFAME R, &Sy & a9 E %
EiRIURBIBR S

1R Hr Il

13


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#setting-a-scrape-sample-limit-for-user-defined-projects_configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#support-submitting-a-case_getting-support
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