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B1E TR

F1E TR

SHEEAB N NG ANEFEP TN ARFEAFAABREFFRTMB EELSL

o fRSSARBY, N RimOSk M BIHER

e AP| %ij®, #0Ingress #1 Route
FINBERT, Kubernetes 7y pod RIZ{THIN A ECAER IP ik, Pod RERIRAILAMLS, (BEMEANE
FInT ARG, SN AXTFENRREN, HEBINBREREECH IP it EEKE pod EinO
Sle. B%. 8. RSLZI. MBS, NABRBENERAE AR IR ENSEN.

p= =1

— SR MIIT 169.254.169.254 |P itk B TTEHEE AP, B2 IPv4 169.254.0.0/16
CIDR HAR Ry £ AER 1P Hudik,

Lt CIDR #:T3EM pod MG R], FBEAIXLE IP #itik# Pod W@ pod spec HHY
spec.hostnetwork FEXXE N true KIKGENM LA,

Cm SNRAVF pod ENMLETTH], NIRRT pod WK /2 M4 EA S 89 15 A A R,

1.1. OPENSHIFT CONTAINER PLATFORM DNS

INRITIZITENIRSS, HAMERZ A pod AR EIRARSS, NENAFAMRS 1P FU/BINEELE,
R pod ATLAERFIRARSS @IS, MRMIERHEHCIRIRSS, WNIZRFSDE—DHE 1P ik, mME
FEEFOZATG pod RIREARSS IP IMRLEREHE, HH, DITEEMIETR pod Z BT/ FmAR
%5, DARIERERRS IP, FHEFEIINREEIRMARTR pod,

Ak, OpenShift Container Platform EB—1"Wi{& DNS, LUERSS DNS LLRARSS IP/ik BT 1 )i
LR 55,

1.2. OPENSHIFT CONTAINER PLATFORM INGRESS OPERATOR

TEAIE OpenShift Container Platform &}, EEEFIZTH Pod MRS B NEB 2K IP i,
|P Hbtik o] fFHAZ TR E MR SREMARSS TR, BAEE P ImITE AIXLE P #ilk, Ingress Operator
5231 IngressController API, =21 7% /5 FAX OpenShift Container Platform S£8£AR 55 B4 8B 15 [n] B9 2H
{¢Q

Ingress Operator @I BB FEE — L METF HAProxy B Ingress Controller 3RAMEEEH, FEAEE
PR LU R RBIBR S5, B AT LLE T 5 E OpenShift Container Platform Route #1 Kubernetes Ingress
R, JfER Ingress Operator ERHRE, Ingress Controller FHELE (217%E XL
endpointPublishingStrategy X2 FINER {1 £ 4) 1RHE T &% Ingress Controller i m I/ %,

1.2.1. BRI #0 Ingress BYLLER

OpenShift Container Platform HE Kubernetes Ingress 1iREII/E NEEEA pod 12 TR HZE KA RRS
K52 Ingress Controller, B Ingress EMERE WA AR A Ingress Controller, A LUK H A
EH pod —FE BIMEHILE pod, LERHSRRSET HAProxy, BER—NHRMABIERMBRARE,

OpenShift Container Platform B8 H R HRMARSIREADRE, BRERME T HE Kubernetes Ingress
Controller ATEEA R IFHIS I INEE, 01 TLS EHME. TLS BB WIEEIEDEIRE,

AOREET AV REEBERIIRS, REMAOZRLMEBARENEZETER, Ingress IRERLITFEREH
BIIhEE, MTBEZTAIE RARBEBEZIREN]. B2, X F Ingress, HREEAVFRELRRIRIERE :

1


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
http://www.haproxy.org/

OpenShift Container Platform 4.7 F%%

HTTP/2. HTTPS #MERSS 2L FFHAI(SNI), BKE TLS (EH) . £ OpenShift Container Platform i,
4B LU R Ingress RIS BRI,

12



88 2 = UiinEML

252 = 15 EWNL
T RN B3R €8 22 E WL 5[] OpenShift Container Platform 5L, AR ERE %2 shell (SSH) ij1H]
control plane T s (BFRH master TV R)

2.1 15N R &R R E A EMZR I EREh AMAZON WEB SERVICES EME
Ml

OpenShift Container Platform ZE&ZF R R NEE & OpenShift Container Platform S£2£H) Amazon
Elastic Compute Cloud (Amazon EC2) SEfI I3t IP #ihik, 25 T "L SSH £ OpenShift Container
Platform E#, EATIRBLLTSERIENE,
Pk

1. BIE— %L, U SSH v openshift-install &5 0B ERE T (VPC) .

2. TRERFUENENLRHFMAOE Amazon EC2 S,

3. A P il 5 & 0]ER Amazon EC2 SEfIHEXREX,
5 OpenShift Container Platform RERRE, ENIZFEOIER Amazon EC2 S5 SSH BEEAXT
Ko XEEPINEBIEFENRIERGTLR, ANERE— SSH E2FHEHKMTi#EE
OpenShift Container Platform £8## VPC, &5 &#E B Amazon Machine Image (AMI) 18
*. 540, 7E Red Hat Enterprise Linux CoreOS (RHCOS) 1, EaLUKLERF—HEiT
Ignition R At EH,

4. —B{E® T Amazon EC2 SLBIFAILL SSH B, AR NI1S OpenShift Container Platform &
LR SSH B8, XNEIATUSR2LFIMEARR, WarLER.

BEE@ET SSH (B INERMEREREH, 2 Kubernetes API IEE TYERS, [
1 AFE A Pod,

5. i217 oc get nodes, EEHHER, ARBEEFE— master T, ENBELLTF ip-10-0-1-
163.ec2.internal,

6. MIEFZIEBE R Amazon EC2 BIEE 22 SSH EHLH, SSH ERZEEIFB/ control plane EHL (BFRH
master £Hl) . BEEER T EREIEFIEENHERM SSH #H -

I $ ssh -i <ssh-key-path> core@<master-hostname>

13
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25 3 Z %% OPERATOR #it
OpenShift Container Platform X% R BIBIRIZE Operator, & A LU#E X LM% Operator EIRERf
2%,
3.1. CLUSTER NETWORK OPERATOR
Cluster Network Operator(CNO)7E OpenShift Container Platform SE2hERE N EIREREM LS, X

BRERETIZP NEREFEM Container Network Interface(CNDERIARS N FEIHHERE, MNEFS
R, 1EZ W OpenShift Container Platform A Cluster Network Operator ,

3.2. DNS OPERATOR

DNS Operator EREFHEIE CoreDNS, LUEN pod IR AIENTARSS. iXRTE OpenShift Container
Platform # /5 FAEF DNS #J Kubernetes BR55 4. MNEEZE R, 1S OpenShift Container
Platform F#J DNS Operator,

3.3.INGRESS OPERATOR

32 OpenShift Container Platform &E$Hf, &BFHIZITH pod MRS HEBAN D ECHY IP tbit, 1Ptk
AT LA E A pod FIRRSS VAR, (BAERE FimTiRIIRl. Ingress Operator ZX3] Ingress Controller API, F
1153 /3 A% OpenShift Container Platform &B#ARSHIANER iR, MTFEEZER, 5B OpenShift
Container Platform 1 Ingress Operator,

14


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#cluster-network-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#dns-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#configuring-ingress

88 4 3 OPENSHIFT CONTAINER PLATFORM HifJ CLUSTER NETWORK OPERATOF

55 4 2 OPENSHIFT CONTAINER PLATFORM AHJ CLUSTER
NETWORK OPERATOR

Cluster Network Operator (CNO) 7 OpenShift Container Platform 5£8% 28 & f B IR L BE R 45 4H 4,
BRERE TP NEREFEM Container Network Interface (CNI) BRIAFILS LN FEiHHE

4.1. CLUSTER NETWORK OPERATOR

Cluster Network Operator M operator.openshift.io API 215231 network APl, Operator @73 {§ f 574
Hi2EE, EBRE OpenShift SDN Bkik Container Network Interface (CNI) RMIEHEN EEEY, SEEBELE
BRI AR PR BRI S N A s

P
Cluster Network Operator FE R &I R #EERE /71— Kubernetes #83&.,

L BT TS, UEEHMERS :

I $ oc get -n openshift-network-operator deployment/network-operator

i Bl
NAME READY UP-TO-DATE AVAILABLE AGE
network-operator 1/1 1 1 56m

2. IZ1TLLF 64, LIEFE Cluster Network Operator B :

I $ oc get clusteroperator/network
i Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
network 4.5.4 True False False  50m

T FERHEAE X Operator JRASHI{E R : AVAILABLE, Progressing i1 DEGRADED, %
Cluster Network Operator R & & FRIR 5546, AVAILABLE =& True,

42 BEEHNAEE

B> OpenShift Container Platform ¥ &% #H — 1% cluster B network.config Xf KR,

pi% &2
o {FFH oc describe (P S EBEEREMEEE :

I $ oc describe network.config/cluster
it B

Name: cluster
Namespace:

15
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Labels: <none>

Annotations: <none>

API Version: config.openshift.io/v1

Kind: Network

Metadata:

Self Link: /apis/config.openshift.io/v1/networks/cluster

Spec:ﬂ
Cluster Network:
Cidr: 10.128.0.0/14
Host Prefix: 23
Network Type: OpenShiftSDN
Service Network:
172.30.0.0/16

Status: 9

Cluster Network:
Cidr: 10.128.0.0/14
Host Prefix: 23
Cluster Network MTU: 8951
Network Type: OpenShiftSDN
Service Network:
172.30.0.0/16
Events: <none>

Q Spec FE& B REHMENTEERS,
9 Status FE& T REREMA TR B L FRRS,

4.3. 5F& CLUSTER NETWORK OPERATOR K%

&I LAfE A oc describe ap K EIREFH EF Cluster Network Operator BJi# &,

it =

o ZfTLATF4, LLEFE Cluster Network Operator BIRE :

I $ oc describe clusteroperators/network

4.4. 5% CLUSTER NETWORK OPERATOR B

& LA#EF oc logs fa 53R A E Cluster Network Operator B,

i

o Z{TLLT @4, LLEE Cluster Network Operator BIE 7 :

I $ oc logs --namespace=openshift-network-operator deployment/network-operator

4.5. CLUSTER NETWORK OPERATOR #ti&

EREMLEHIELEF 7 Cluster Network Operator (CNO) BREM—ER D #IEE, FHEMESR N clustert B
E YR (CR) X%, CRIEE operator.openshift.io AP 2HF#] Network AP B9 E%,

16
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CNO ECB 2TEEEE % 5511 712 /b M Network.config.openshift.io API 411 Network AP| 4£ & LU=

ER, XLEFERTIERN :

clusterNetwork

MHELE pod IP Hik# 1P Hbiiksth,

serviceNetwork
ARSSHY P Hbiit i,
defaultNetwork.type

SEREMLEHN B, 30 OpenShift SDN 2 OVN-Kubernetes,

EEHRER, BREERLE—THIHNFEE,

RAILLEITE R N cluster B CNO %R A% & defaultNetwork X 5B F % S 1 L BEHE B S BEMIZS LN

FRE.

4.5.1. Cluster Network Operator B & X} &

Cluster Network Operator (CNO) HIFERTE T &R D

% 4.1. Cluster Network Operator B2i& X &

FB

metadata.name

spec.clusterNet
work

spec.serviceNet
work

il

FrE

- i

e

ik

CNO XM REIETR, XN EMIALZ cluster,

ATI5EMUFLE |P it RS E Pod IP it AR D EAEREHED
T EMFREIRKERNTIR, Hl0 -

spec:
clusterNetwork:
- cidr: 10.128.0.0/19
hostPrefix: 23
- cidr: 10.128.32.0/19
hostPrefix: 23

IER R, EREFLEIEPMEN cluster B9
Network.config.openshift.io %I §4t %,

ARS5 Y IP bt He, OpenShift SDN #1 OVN-Kubernetes
Container Network Interface (CNI) M%&) R X ERS ML
BHEHEA P b, Fm :

spec:
serviceNetwork:
-172.30.0.0/14

IER R, EREFLEIEPMEN cluster B9
Network.config.openshift.io xI §4t %,

17
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FE KRR Tk
spec.defaultNet  XI& NEBEMLEHECE Container Network Interface (CNI) SEEFRIZE 4
work L
spec.kubeProxy  X{& X RBIFERIETE kube-proxy BCB. HNREHEA OVN-
Config Kubernetes SEBMI45 N7, Il kube-proxy LB A =IE(F
H.
defaultNetwork X RECE

defaultNetwork *f REVEE FERAE L :

% 4.2. defaultNetwork %} %

T el 50

type FR& OpenShiftSDN = OVNKubernetes, 7EZiEi1 72
iR T SEM A M E. EEREREITERRID
=8

OpenShift Container Platform ZRA
{8 A OpenShift SDN Container
Network Interface (CNI) £EE¥MI%%

VLN
openshiftSDNConfig PO TSRO OpenShift SDN S8R 44 41 B8 A 3o
ovnKubernetesConfig xR X RS OVN-Kubernetes £ BER4% K A 3.

BEi& OpenShift SDN CNI BRI LR 7S
T&RH® T OpenShift SDN Container Network Interface (CNI) SEEEMIZS LN IR B £ X,

5% 4.3. openshiftSDNConfig X} %

&5 A
2 o

18

FE KRB Uiy

mode FHE OpenShift SDN BRI FRESIE =,

mtu R VXLAN BEMSEHRAEH AT (MTU) , XMEBEZBINE
ERY,

vxlanPort BH BTFArE VXLAN $iRa s, BRiAES 4789,

EERRRE T P EWRERMS N BN E.
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OpenShift SDN & x4l

defaultNetwork:

type: OpenShiftSDN
openshiftSDNConfig:
mode: NetworkPolicy

mtu: 1450

vxlanPort: 4789

B2 OVN-Kubernetes CNI S BERIZE it B
TRI#RT OVN-Kubernetes CNI S EERIZS N B I BD & F EX

5% 4.4. ovnKubernetesConfig %%

PR

mtu

genevePort

ipsecConfig

~
~
V7
i
AN
(AN
-

ol

\

R Geneve (Generic Network Virtualization Encapsulation) Z&zEM
S#HmAEHET (MTU) , XNMEREZBEIREM,

B2 Geneve B M4Z%H UDP %0,

R IRFEZFER, N AEHERA IPsec,

RSB RR I RP R RS H N ENEE,

OVN-Kubernetes i &= Hl

defaultNetwork:

type: OVNKubernetes
ovnKubernetesConfig:

mtu: 1400

genevePort: 6081

ipsecConfig: {}

kubeProxyConfig X REdE
kubeProxyConfig X REIETE FRHPE L :

5% 4.5. kubeProxyConfig %1%

PR

19
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T el 50

iptablesSyncPeriod Pk iptables MNBIRIZT A, ZRILEH 308, BHME
ZatEs. mih, BEFSI Gotime Y321,

¢ -

B F OpenShift Container Platform
¢ 43 RESMRARBIHT e LRI

i, NETBFEHE

iptablesSyncPeriod 44,

proxyArguments.iptables-  #4H % iptables #NIRTHSIEN 1, L FERABIRAIFTH
min-sync-period MEART FI%E, ARNELSEs. mFlh, B

&l Go time ¥4, BUIAED :

kubeProxyConfig:
proxyArguments:
iptables-min-sync-period:
- 0s

4.5.2. Cluster Network Operator fig & R4
LUFRBIFIEE T 52EB CNO BLiE :

Cluster Network Operator X} R xHl

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
clusterNetwork: ﬂ
- cidr: 10.128.0.0/14
hostPrefix: 23
serviceNetwork: g
-172.30.0.0/16
defaultNetwork: 6
type: OpenShiftSDN
openshiftSDNConfig:
mode: NetworkPolicy
mtu: 1450
vxlanPort: 4789
kubeProxyConfig:
iptablesSyncPeriod: 30s
proxyArguments:
iptables-min-sync-period:
- 0s

QOO EkEREIRNRE,

20


https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/time/#ParseDuration

%5 4 3 OPENSHIFT CONTAINER PLATFORM H1f) CLUSTER NETWORK OPERATOF

4.6. Hfth55R

e operator .openshift.io API ZLHH network API

21


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/api_reference/#network-operator-openshift-io-v1
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% 5 = OPENSHIFT CONTAINER PLATFORM HEJ DNS
OPERATOR

DNS Operator EBZEHEHE CoreDNS, LMEN Pod REZFENTARSS, MMTE OpenShift i AETF
DNS #J Kubernetes BR5 % ¥l

5.1. DNS OPERATOR

DNS Operator M operator.openshift.io API 415C] dns API, Operator ff S #H 2K E
CoreDNS, JSHP#HRREE— MRS, FIF kubelet BB 187 pod @ CoreDNS RS IP ik i#F4T
AR,

P
R 2 #H Deployment 5 RERE DNS Operator,

. M oc get R EFEMERS :

I $ oc get -n openshift-dns-operator deployment/dns-operator

i Bl
NAME READY UP-TO-DATE AVAILABLE AGE
dns-operator 1/1 1 1 23h

2. {£/ oc get in 3k EE DNS Operator BPIRT :
I $ oc get clusteroperator/dns
i Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
dns 4.1.0-0.11 True False False 92m

AVAILABLE. PROGRESSING #1 DEGRADED 12 7 &% Operator KEHER, &
CoreDNS P2 EDE— pod #KIXEH Available K&K, AVAILABLE /y True,

5.2. Z&E 1\ DNS

& OpenShift Container Platform 1 &&= &8 — 1% default ¥ dns.operator.

e
1. {# /8 oc describe fn X EFE I dns :

I $ oc describe dns.operator/default
it B

Name: default
Namespace:

22
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Labels: <none>

Annotations: <none>

API Version: operator.openshift.io/v1
Kind: DNS

Status:
Cluster Domain: cluster.local ﬂ
Cluster IP:  172.30.0.10 @)

Q Cluster Domain &2 AR ETLREM pod MRS ZHIEA DNS H,
Q Cluster IP £ Pod N&FMETEIHAHhHE, 1P BHERSS CIDR SEEARBYE 10 Dbt E Y,

2. EEHREENRS CIDR, £ ocget®d :

I $ oc get networks.config/cluster -o jsonpath="{$.status.serviceNetwork}'
i Bl

I [172.30.0.0/16]

5.3. {#fH DNS #¢ %

IEAILUE AT —NK (zone) , {HF DNS 4 & /etc/resolv.conf hIEEML L EEE, HERIBEIX
M ERFNZHRITIRS 25, MR KX K2 OpenShift Container Platform B Ingress 18, Lt
B FRAR S5 2R AR I RN

it

1. {847 default #9 DNS Operator & :
I $ oc edit dns.operator/default

X VT Operator f FAEF Server BZI AR 55 2R EC B LR O EH 4~ dns-default B9
ConfigMap, IIREBIRS R TESERNLRENX, N REEIH
letc/resolv.confrig E A TR 5588

DNS =%l

apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
servers:
- name: foo-server ﬂ
zones: g
- example.com
forwardPlugin:
upstreams:
-1.1.1.1

23
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-2.2.2.2:5353
- name: bar-server
zones:
- bar.com
- example.com
forwardPlugin:
upstreams:
-3.3.3.3
-4.4.4.4:5454

name WA rfc6335 RS & FRHYIE %,

zones A A rfc1123 HEY— subdomain BIE X, £E#15 cluster.local 72 zones
FE— P EMH subdomain,

# forwardPlugin &% ft1F 15 1> upstreams.

O 9O

% N servers RE LHTEM, NI ConfigMap REBIEBINIRSS 2R
2. &%& ConfigMap :

I $ oc get configmap/dns-default -n openshift-dns -o yaml

ETFLLE DNS RHIE DNS ConfigMap =6l

apiVersion: vi
data:
Corefile: |
example.com:5353 {
forward . 1.1.1.1 2.2.2.2:5353
}
bar.com:5353 example.com:5353 {
forward . 3.3.3.3 4.4.4.4:5454 §)
}
.:56353 {
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream
fallthrough in-addr.arpa ip6.arpa
}
prometheus :9153
forward . /etc/resolv.conf {
policy sequential
}
cache 30
reload
}
kind: ConfigMap
metadata:

24



&5 52 OPENSHIFT CONTAINER PLATFORM i DNS OPERATOR

labels:

dns.operator.openshift.io/owning-dns: default
name: dns-default
namespace: openshift-dns

ﬂ %} forwardPlugin FIEE N &fit % CoreDNS SFF#H 2 BRI B H,
Heth BT
o X DNSHLZMERE, 1EEE CoreDNS 584 3014,

5.4. DNS OPERATOR A&

& LA#E A oc describe fip 53k IG E IR B FH EF DNS Operator BI1¥1H,

it

L
# & DNS Operator BJIRA :

\\-'

I $ oc describe clusteroperators/dns

5.5. DNS OPERATOR B

& AT LAEF oc logs fn 4R E & DNS Operator Hik,

it

L
# & DNS Operator WHE :

\\-'

I $ oc logs -n openshift-dns-operator deployment/dns-operator -¢c dns-operator

25


https://coredns.io/plugins/forward/

OpenShift Container Platform 4.7 B4

55 6 & OPENSHIFT CONTAINER PLATFORM HH] INGRESS
OPERATOR

6.1. OPENSHIFT CONTAINER PLATFORM INGRESS OPERATOR

TEAIE OpenShift Container Platform &E}, EEEFIZTH Pod MIIRFSEEZBNEB 2K IP thilt,
|P Htik o] A2 TR E MR SRE MRS TR, BAEE P mITE AIXLE P #ilk, Ingress Operator
5231 IngressController API, =21 575 FAX OpenShift Container Platform SE8£AR 55 48R 15 (] B9 2H
{¢Q

Ingress Operator BIF B EE—PHZPNETF HAProxy B Ingress Controller SRACIRERH, HEHAERE
PR LU R RBIBR S5, B AT LLE TS E OpenShift Container Platform Route #1 Kubernetes Ingress
R, JfER Ingress Operator BRHRE, Ingress Controller FRELE (207%E L
endpointPublishingStrategy 2 FINER {1 £ 4) #RHE T &% Ingress Controller i m I/ %,

6.2. INGRESS it i % /™

REEFEF1E config.openshift.io API ZHR 4 AT A Ingress FIRII T ™, cluster-ingress-02-
config.yml,

Ingress BHIRA YAML & X

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
domain: apps.openshiftdemos.com

RERFEIF XN K RTFE manifests/ B X T8 cluster-ingress-02-config.yml XX/, It Ingress %
JRTE X Ingress BIEEHSSEHEIECE, It Ingress BoBRI LRI TR ¢

® Ingress Operator {8 FA5EEE Ingress BRE R, YEERIA Ingress Controller B3,

® OpenShift API Server Operator {# A% 2% Ingress BoE IS, £ HK1IEE ZEHVLE Route FF
TRAEREFIAENE, S FEAE,

6.3. INGRESS 1Z4l25 Bl & 52K

ingresscontrollers.operator.openshift.io TR T LU TR ES .

¥ sk

26


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/

% 6 2 OPENSHIFT CONTAINER PLATFORM HJ INGRESS OPERATOF

BH ik
domain domain 2 Ingress controller BRZ58—1> DNS %75, FATFEEZINEE :

e *fF LoadBalancerService s % f5klg, domain # A& &
DNS it3%, &2 % endpointPublishingStrategy.

o LEAEMMBIIERE, ZIEBHIBRREFEENR, E5H
defaultCertificate.

o IZEASKXMEMIIH Route R, LMEMF THEBIRSHER DNS 1038
&,

— domain {EIEFTA Ingress IEHISRPHRE R —H, BFRBEEH.

NER-MZe, BIMEH ingress.config.openshift.io/cluster.spec.domain.

replicas replicas 2 Ingress ZHIRaIAKE, NREEXRE, NERKIMEH2,
endpointPublishingStr  endpointPublishingStrategy AT R thif%4% % %5 Ingress Controller i,
ategy LIS R EI9EEREM, FRAC HM RG89,

MEEREXE, NEKIAMEET infrastructure.config.openshift.io/cluster
.status.platform :

e AWS:LoadBalancerService (E&4R5EMH)

e Azure: LoadBalancerService (E&4EB5EH)

e GCP:LoadBalancerService (E&F45EMH)

o #1: NodePortService

e HtE: HostNetwork.
endpointPublishingStrategy #I{E T EE#H B3,

defaultCertificate defaultCertificate #9{E 2 — M EISFEH Ingress controller IR ELHIBRIAIE T #Y
secret 938X, % Routes BEIREHEBHIEPE, {#/A defaultCertificate.

secret WIS E LT BHAMEBIRE : *tls.crt : IEPXXHERR * tis.key : BEHIXH
S

MRERAXE, NBSHERFMERBERRIER, ZIEHX Ingress Controller
Bolsk FIFIRE R, FTAERMIEHH CA R A5 SRMNETEEENR.

AL (BRRERNIEFBAZAIBEMIET) BihS OpenShift
Container Platform &EH) OAuth BRSS235 X

namespaceSelector namespaceSelector kit IEH Ingress =2/ IR ARSI —Hp R ZE[H, X
LS R (shard) FEEER,

routeSelector routeSelector FiFH Ingress £l 2R AR S58I—2H Route, XN SEHIA Fr
(shard) FFEEHR.

27
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¥ sk

nodePlacement nodePlacement J5 B X} Ingress 122425 Vi EE B9 BAAIRE,

MRRHEE, NEARIE,
xE

nodePlacement S# 2 1EF 1584 nodeSelector #l
tolerations. %40 :

nodePlacement:
nodeSelector:
matchLabels:
kubernetes.io/os: linux
tolerations:
- effect: NoSchedule
operator: Exists



% 6 2 OPENSHIFT CONTAINER PLATFORM HJ INGRESS OPERATOF

SH 3T
tisSecurityProfile tisSecurityProfile 5% Ingress 223/ TLS 7E ML E,

MRREEE, NERIAEET apiservers.config.openshift.io/cluster %
Ro

L#MA Old. Intermediate #1 Modernft BE KRN, AMMNEBETRESTE
ARELZTRABEGRNEE. H40 : EiRE X.Y.Z b EA Intermediate 3717 7 28
E, HARIRAK XY.Z+1 BB —NHNEEERN B E Ingress 12§25,
M S E— rollout £ 4E,

Ingress #2258 TLS M&RERAZ 1.1, &= TLS REF11.2,

BF

HAProxy Ingress controller Sif& A TLS 1.3, BEH
Modern i EEEE TLS1.3, FIUXPNEEEER I,
Ingress Operator & Modern B & &5 Intermediate,

Ingress Operator 1A 4% Old =k Custom EiE&H) TLS1.0 %
#5711, J$Custom ELEHRR TLS1.3 ¥5#it 7 1.2,

OpenShift Container Platform B 25 /5 F Red Hat-distributed
OpenSSL RiAEA TLS 1.3 BiEH, ©FEH
TLS_AES_128_CCM_SHA256.,
TLS_CHACHA20_POLY1305_SHA256.
TLS_AES_256_GCM_SHA384 #0
TLS_AES_128_GCM_SHA256, EHIKEFAIRERIES TLS 1.3
HEEMBIELEML, BME OpenShift Container Platform 4.6, 4.7
MA48FZHFTLS1.3,

MHENRENREEEENZ/ TLS R4 RERTE TLSProfile
R,
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28 Rk
routeAdmission routeAdmission & X T M EH R A FRAIERES, W05 UFsiEL a4 22 A ] 8y
=1z 8

namespaceOwnership &t 7 {2 BB dp & 22 (R EN B AR, BIAH
Strict.

e Strict : FRITEEAE & ZE (A A FEAERNEN A,

o InterNamespaceAllowed : fVFEEH7Er & 22 Al [ EBAMEE 44
OENEilE

wildcardPolicy ##® 7 Ingress Controller #0{a4h 2 5 FA i@ AL R SR A& R ER HB.

e WildcardsAllowed : 7= Ingress Controller f8 & FR{E @B F R
BREIRRER,

e WildcardsDisallowed : 3% Ingress Controller R#%% % F None
BECFRIEMERE, £ wildcardPolicy M WildcardsAllowed F#t
71 WildcardsDisallowed, <53 %H Subdomain &R 5RE&H
BEZRAFELETE, XERAXTERCE A None BEFFR

B%, ik Ingress Controller E#T#%, WildcardsDisallowed &k
KB,
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logging % Y. T A XM EIEFH A RENBH, MRLTE N, NAHAL
1‘.I'E| TNy {E%ﬁﬁﬁlﬁlﬂaﬂz\o

e access iR T E A IHIERKMBETIL K AR, MRILFEHZE, NEH
UﬂEJE/L.\o

o destination #h HEHE S IR,
m type RHEHERMAEE

e Container {8 B&MN 1% A sidecar 2%, Ingress
Operator {E Ingress Controller pod LB E 4 ) logs A
2%, FFECE Ingress Controller LU HEBE AR 2R, BEH
T”W@E%— NMEEXBFILRBRAR, MNZARILEIE
H. HTRASREEENRS, NRBAERRBIRISIBITH
‘JZETEXEIM%J%H?E’JQE, Merge 2 HIMBEEE KB
[ 7

e Syslog {EEBE L EE Syslog iR, SIEAMIIEER
J«l?ﬁ”& SyS|Og /%/p\ﬂ’]lﬂﬁu o IEJ[_\‘}_L‘I’?FEJ?_%EEET_/P
B X Syslog 24,

m container it 7 Container B i&ic & B R RIS 4,
B Al /Rﬁ"ﬁ‘%ﬁ H /p\lﬂi%m, lJttJtt—T—EﬁLlZ\ZﬁﬁUEEO

m syslog it 7 Syslog B&ir & BB S -
e address AT M syslog imm= A IP ek,

e port 2B EHEEM syslog Iy UDP ik O 5,

o facility 5 EBEE RN syslog TR, MRILZFENZE,
MITE % locall, &N, &isiits E—’Pﬁ&&ﬂ’a syslog T
8 : kern. user. mail. daemon. auth. syslog,
Ipr, news, uucp, cron, auth2, ftp, ntp, audit, alert,
cron2, localO,
locall. local2, local3. local4. local5. local6 =%
local7,

o httpLogFormat {§%E HTTP E R BEH BB, MREFEH

%2, BFHEBHERSIANERIAHTTP BERR. BX HAProxy
BIBIA HTTP BEKR, 155 HAProxy X4,
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B8 sk
httpHeaders httpHeaders % HTTP ik & 588,

X

@11 IngressControllerHTTPHeaders ixi& forwardHeaderPolicy, &
AT LB RE Ingress ¥l 23 {a i #40{aTi% & Forwarded. X-Forwarded-

For. X-Forwarded-Host. X-Forwarded-Port. X-Forwarded-Proto #I
X-Forwarded-Proto-Version HTTP #1:k,

KINBERT, KBEXEN Append,

e Append {57 Ingress Controller Rt i0t7%, FHRBEMAIME T

o

e Replace 57 Ingress Controller Ki&hnk, MIBRAEMILA IRk,
o I[fNone 357 Ingress Controller £ MR BIRLITIZBEN .

e Never 157 Ingress Controller FRIZEIRK, FHIREBEMIMAERIT
%,

A SEER = ALY,

6.3.1. Ingress Controller TLS Z£ i B4%E

TLS ZLEEXH NRFSRIBM T —FAR, UHSEHEENZ P IRTEIE RSS20 AT LU AL B,

6.3.1.1. TR TLS K&l ESE

BRI LUMEA TLS (Transport Layer Security) Z2BLESERE L& # OpenShift Container Platform ZH44
FEWFLE TLS 15, OpenShift Container Platform TLS Z2 B EBEE T Mozilla HENERE,

BRI NENMAMIEEUT TLS Z2EESe —:

6.1 TLSRLEESE

AESE

32

sk

WEREEATFHNETFmZE. ZEREEETFHNAGRAEEZNRE,

Old e ERZE R &K TLS A 1.0,

@ -
%FF Ingress Controller, /N TLS kRAM 1.0 ¥4 1.1,


https://wiki.mozilla.org/Security/Server_Side_TLS
https://wiki.mozilla.org/Security/Server_Side_TLS#Old_backward_compatibility

25 6 Z OPENSHIFT CONTAINER PLATFORM Hi INGRESS OPERATOF

EESE T

Intermediate EXMREBEERAZHEFIHHNEINEE. B2 Ingress Controller #
control plane FIBAIA TLS REEEER. ZERESRE T Intermediate A
MHEFRNRE.,

Intermediate B2 EEE E &/ TLS hiiA 1.2,

Modern EREBEFERATAEERRRENIIRE K, XNMEEEET
Modern A MHENE &,

Modern B B E &K TLS b4 1.3,

e

1£ OpenShift Container Platform 4.6, 4.7 #1 4.8
i, Medern BEEER#HE . NRE
%, Intermediate BES %/ A,

Y EE
N Modern E B &£ LA RS HH,

Custom R EEARVTFIERE L EFERM TLS A EH,

Digk

H
[=]

A Custom BCESENZIEE, FEHTHRNEE
RER A,

>

e

OpenShift Container Platform #& M 238 /5 F§ Red Hat-
istributed OpenSSL BRIA TLS 1.3 BRI EMH5E, HHIERE
ATEERIES TLS 1.3 B EMBILEM, BIfE OpenShift
Container Platform 4.6, 4.7 #1 4.8 A%# TLS 1.3,

-

LEATE L NRERREN, ARNEEREEVRIELITRAZFIEmMHZE, B

i, FRATERA X.Y.Z PEBER Intermediate EEBEIEE 7 — ML, FAHBIRRA X.Y.Z+H
ARESSEN AFNEBEERE, MM FEHEHIE,

-

6.3.1.2. 4 Ingress Controller B2i& TLS ZLECEE
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Z ) Ingress Controller B¢ TLS R2BCELE, 154w IngressController B E X %R (CR) EIEETIE
VHBEELTLS RLRES. NMREEERE TLS RLWRES, NBIMEETH APIRFSSBEXBEM TLS R
LERESR.

Bdi& Old TLS Z2 B EEM IngressController CR <l

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
old: {}
type: Old

TLS RLBLESEE Y Ingress Controller B TLS i &IE TLS hRAF TLS B,

& LUIFE Status.Tls Profile #1 Spec.Tls Security Profile &%/ IngressController B X %R (CR)
FEEMN TLS ZLEBEMZEIBHMEZ /N TLS RA, X F Custom TLS REEEE, XHNISHTIHT
REME D TR TLS A4,

8%

HAProxy Ingress Controller /&A% #F TLS 1.3, E} Modern EEESEEZE TLS 1.3,
LEARZHE., Ingress Operator &% Modern ECE &4t/ Intermediate, Ingress
Operator ;A& ¥F Old 3 Custom EZEERI TLS 1.0 5524 1.1, fFCustom ELEEM TLS
1.3 ¥ 1.2,

FeREH
o ATLUFEAEA cluster-admin B&MAE iR EE,

it =

1. Y%%E openshift-ingress-operator 171 E 1% IngressController CR, LEE TLS R BEE :

I $ oc edit IngressController default -n openshift-ingress-operator

2. #hn spec.tisSecurityProfile FE% :

Custom ECiE4M IngressController CR 7~ 4l

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tisSecurityProfile:
type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY 1305
- ECDHE-RSA-AES128-GCM-SHA256
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- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

Q EE TLS Z2BEE A (Old. Intermediate ¢ Custom) . EiA{E )y Intermediate.

@ IFEAREEELNTE
e old:{}
e intermediate: {}
® custom:

9 %P F custom E8, FHHE TLS BN RMBKIETZH TLS HRA.

3. RIS LAMESR L E S,

e IS IngressController CR AR B RE TEESE :

I $ oc describe IngressController default -n openshift-ingress-operator

it Bl
Name: default
Namespace: openshift-ingress-operator
Labels: <none>

Annotations: <none>
API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

6.3.2. Ingress 1221l 25l s & 10 SR BE
NodePortService i 5 % 1 50§

NodePortService i 52 % %5 5K B& 8 F Kubernetes NodePort AR5 % % Ingress Controller,
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TEXPECER, Ingress Controller BREFEHBTEEMLS, B T —1 NodePortService KX MElE. HE
8977 Rim O B OpenShift Container Platform 382 Ee; B2, N7 XF#HSImO2E, BRREBENZE
NodePortService BT sl P EXAIEDY .

6.1. NodePortService B

A

Client

Connect
10.0.128.4

10.0.128.5
10.0.128.6

IngressController

www.yourapp.openshift.com

!

=]

NodePort
41000

l

Node 1 Node 2 Node N

Pod Pod Pod

e 10.0.128.5 10.0.128.6

OpenShift Cluster

+HERT 5 OpenShift Container Platform Ingress NodePort i s 4 75 SRB&HE K B LL AL

o EHAMMFFAR AT RIEAEECSHAIRA LN IP thit, EEFETHIRSHERIFTAE T mAIH—
NodePort,

o UEFUmMEERNSABT KRB, FIIEIDEREE PR 10.0.128.4 IP thit, T RIRORESIRE

BRI TZRSNTAT R, AXMHERT, THEENEHFE, WEFHR, 10.0.128.4 i
e, BoaidohER A —4 1P ik,

pa -3
Ingress Operator ZB&%T AR 25 #] .spec.ports[l.nodePort = EXF{E A B #,
BANERT, wOKB32E, BAUYREXNREODER. B2, ANFEHSSER

ORSINAEMERIER, XEEMBWARITERENSHEOMTERRE. XS
BT RIRONSER, BAUEEERRERS TR,

INFEAH X daemonset WEZER, 1HSH*T NodePort #J Kubernetes R 553014 .
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https://kubernetes.io/docs/concepts/services-networking/service/#nodeport

% 6 2 OPENSHIFT CONTAINER PLATFORM HJ INGRESS OPERATOF

HostNetwork i 52 % #n 5k B%
HostNetwork i s 4 7 SREE S TEERE Ingress Controller B¥7 sl 0 £ & %5 Ingress Controller,

# HostNetwork i s % i SRB&HY Ingress EHIZR BN TR RBER — 1 pod AlA., MREEE n PE
A, M ZEDER T HEXLERIARN 0 DR, EAEN Pod BIAESE L FER T R EN LMD
80 0 443 H1T1EK, FFLUNRE—T = EREM pod FEAX LA, NEENEIAEEENIZT =,

6.4. ZE LM INGRESS CONTROLLER
Ingress Operator 5& OpenShift Container Platform BJ—/N&%/0\IhEE, FFAEENA.

& OpenShift Container Platform 1 R&Z#E — 1% default B ingresscontroller, &8 LUB i
B Ingress Controller &% 75, NRMIER T BILB ingresscontroller, Ingress Operator RTE— A B
SEH A,

Y=

o EEBIAH Ingress Controller :

I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/default

6.5. & & INGRESS OPERATOR R4

B LB B FE Ingress Operator B,

it

o EEHIERM Ingress Operator IR :

I $ oc describe clusteroperators/ingress

6.6. & INGRESS CONTROLLER Hi&

&R LAEE Ingress Controller HE,

it

e TE Ingress Controller B :

I $ oc logs --namespace=openshift-ingress-operator deployments/ingress-operator
6.7. 2% INGRESS CONTROLLER X7
BT LEERE Ingress Controller BIIR .

Pt

e & Ingress Controller BIR T :

I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/<name>
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6.8. Bici& INGRESS CONTROLLER

6.8.1. KB B & XEINIES

ENEIELA, EIULLET AR Secret %R FH YW IngressController B E X ¥R (CR), ¥ Ingress
Controller BEE N R B E ik,

FRFM

o RWNTE PEM Rl SXp A —MEH/ BN, HEPIZIEPEATEIERAENNES, HEFHRE
FE—TBE XL PKI HEENFAE AFEIEH AN E S,

o EMHGIEFHBUTEK :
o ZIUEFXT AOIHEN.
o IEH{#H subjectAltName ¥ & RigEEBEC A, 0 *.apps.ocpd.example.com,

o RJA— IngressController CR, fETTLAEABRIAE :

I $ oc --namespace openshift-ingress-operator get ingresscontrollers

it Bl

NAME AGE
default 10m

IMREEFRFENLSY, NGRS ESE B E LFINEHH secret BY tls.ort XHEH, 15
EIEBE 8 EMINF 2B X, AERRSS RIET EH BB HERER,

iz

LUTF S BRIBRE B E GEFB MBI AL T LT TIFE KT tis.crt 0 tis.key X4, #HL tls.crt #]

tls.key FUSLfREE R &, TEQIE Secret ¥HRFFTE IngressController CR 8| B, EtALUF custom-
certs-default Ll 7 — &,

% o
LR S BUERIRShERE RIS EFEBZE Ingress Controller,

1. {8/ tis.crt 7 tis.key X1, G327E openshift-ingress & Z2[Alh & & B E IEFHY Secret ¥
o

$ oc --namespace openshift-ingress create secret tls custom-certs-default --cert=tls.crt --
key=tls.key

2. B# IngressController CR, LAB|B#FTHIIET Secret :

$ oc patch --type=merge --namespace openshift-ingress-operator ingresscontrollers/default \
--patch '{"spec":{"defaultCertificate":{"name":"custom-certs-default"}}}'
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3 WIEEHELREEN :
$ echoQ |\
openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts

2>/dev/null \
openssl x509 -noout -subject -issuer -enddate

Her:

<domain>

EESHRNEER,

i~
subject=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = *.apps.example.com

issuer=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = example.com
notAfter=May 10 08:32:45 2022 GM

UET Secret BFRN 145 AR EH CR BI{EITES,

fEER T IngressController CR [, Ingress Operator 5 %7 Ingress Controller BI&BZE LUEF B & S iEH,

6.8.2. flHIER B & L BRIAUES
ENEER, EALUMBRESE T Ingress Controller BB & X IEH,

FREH
o ATLUFAEA cluster-admin B&IAE iR EEE,
e B %% OpenShift CLI (oc) .

o & ZHIN Ingress Controller B2 T B E XL EIAIEF,

o EfREE IEFFRE OpenShift Container Platform Mt BIIES, HHAUTHS :

$ oc patch -n openshift-ingress-operator ingresscontrollers/default \
--type json -p $'- op: remove\n path: /spec/defaultCertificate’

ERDIFTEPEEN TRRKB LR,

o EIFNRBEFIEPEWIKE, HWALUTHS :
$echoQ]\
openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts

2>/dev/null |\
openssl x509 -noout -subject -issuer -enddate

Her:
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<domain>

EERRNEEA,
o=l

subject=CN = *.apps.<domain>
issuer=CN = ingress-operator@1620633373
notAfter=May 10 10:44:36 2023 GMT

6.8.3. I & Ingress Controller

FoY & Ingress Controller LA R ERHEMERES AT AME X, MNIRSEUHEMER, oc THTIE
IngressController TiFE, LATR2IRE T BEIA IngressController B7R .,

i =
1. ZERIA IngressController #4510 FARIAEK :

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

i tH 7 Bl

| -

2. {5/ oc patch 735, JFEKiA IngressController " BEFTHREMRIAL, LUTRAEIFEIA
IngressController 7 B ZE 3 MNEIA :

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{"spec":{"replicas":
3}}' --type=merge

=1
I ingresscontroller.operator.openshift.io/default patched
3. WIFBIA IngressController 2B 2 B EEIEENRIARE -

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

i tH 7 B

E

ﬁ T RARIAF AT UTTRBIESE, ENeRENFROZAMENE A,

6.8.4. F2& Ingress Vil A&
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&R LABCE Ingress Controller UG BRI HE, MMREHERESFEWTFZHE, BLETLLEREIC
&E sidecar, MIRMMHERBEWARERE, NTHABHEARICREENEE, S5 OpenShn‘t
Container Platform Z AMIB&IC K EMEBRIER, EaILUFAER LR E L syslog ifim. LA LUE
L-ElﬁlEJE/L.\E’J*%To

LA EFRE Syslog BEICREMBEN, REAKICRABATFARRERFHPSRAVINBE, HEEXZE
Ingress Controller B # 1T fE 52 f5E .

XFF IR B & AT BE BT OpenShift Logging B EMEREEE, AFRETMHBTICKMBRAARSIN
A Syslog H&ILKEMEBRIIEMBIINE, NFEE syslog, Syslog AAITREREEES

FeREH
o LIEA cluster-admin £ E - S5 & %,

P
BCi& Ingress 1A H & E sidecar,

o EFE Ingress Vi HEKILK, EERA spec. logging.access.destination 15 & — 1B i,
ENBAFICKIEEE sidecar 2%, 715 E Container
spec.logging.access.destination.type. Ll T/Rf5I24 H&ICKE Container BBIHhAY Ingress
Controller & X :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Container

e 4% Ingress Controller BRi& 5 B &1L K E sidecar 5, Operator &7E Ingress Controller Pod #
BIE—1% N logs FIASS :

I $ oc -n openshift-ingress logs deployment.apps/router-default -c logs

it Bl

2020-05-11T19:11:50.135710+00:00 router-default-57dfc6cd95-bpmk6 router-default-
57dfc6cd95-bpmk6 haproxy[108]: 174.19.21.82:39654 [11/May/2020:19:11:50.133] public
be_http:hello-openshift:hello-openshift/pod:hello-openshift:hello-openshift:10.128.2.12:8080
0/0/1/0/1 200 142 - - --NI 1/1/0/0/0 0/0 "GET / HTTP/1.1"

BLE Ingress 117 H &0 % 2l Syslog i o

e EFZE Ingress Uil B &ITE, ,b\udwﬁﬁﬁi spec logging.access.destination 15 & — 1B i,
N BERILKIEEES Syslog Imm BRI, R4 spec.logging.access.destination.type &
i Syslog, WMRBRMKEZ Syslog, Niw7ifEF
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spec.logging.access.destination.syslog.endpoint {5 — > B fytthim =, FHAI{EH

spec.logging.access.destination.syslog.facility s € — 1" T&, UTFRAIZFEFICKE

Syslog B I Ingress Controller & X :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514

Syslog B 8y#this O w72 UDP,

FERFENBERINEE Ingress 1A B &,

o RALIFETE spec.logging.access.httpLogFormat 3B & Y B &K, L,L'FT{’JJE
Controller & X, B©fBFILKEIP st} 12.3.4, 1w H 10514 B9 syslog Ui ==

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514
httpLogFormat: '%ci:%cp [Y%t] %ft Y%b/%s %B %bq Y%eHM %HU %HV'

2 Ingress ViR B,
o THEMH |ngress ilN B, 1HERE spec.logging =k spec.logging.access 22 :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:

42
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replicas: 2

logging:
access: null

6.8.5. Ingress Controller 2 F

Ingress Controller SiERHZREMLSRE A AKFHNEZNG, RN EINERATEIFER, FNEEE
A, BeLXTRAFTS R, LUARILITE !

® 7f Ingress Controller & HAR S5 — LB 2 (A SEIN M,  FR IELANER X 22 B BRI N,

o NEREMNNH, FEEAFTRATHERHANTEMLFRIL

o RVFRFER Ingress Controller & XL R RIBIZRES,

o RAFREMNAGERHEMINEE,

o FERREMMIE EAFARBIERE, FIUNERERFINEREEEEITRRE,
Ingress Controller AT LAfs 3 B& F bR i an # Z2 (I PR 0 0 i 75 0%

6.8.5.1. BT MR (label) B2i& Ingress Controller 43K

FEREIRZIHT Ingress Controller 2 B, EFk#& Ingress Controller IRt KM IEFREFNEED R
28 [A] YR A B

f£—*4H Ingress Controller Z A Z ABURE M EN, LR RERBEEFE Ingress Controller
f, Ingress Controller 2 F *RBRL, N, A ATRRE[EA— Ingress Controller, B ATRRE
M5 % —4 Ingress Controller,

it =

1. %% router-internal.yaml XX {4 :

# cat router-internal.yaml
apiVersion: v1
items:
- apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: sharded
namespace: openshift-ingress-operator
spec:
domain: <apps-sharded.basedomain.example.net>
nodePlacement:
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker: ™"
routeSelector:
matchLabels:
type: sharded
status: {}
kind: List
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metadata:

resourceVersion: ""
selfLink: "

2. N.A Ingress Controller router-internal.yaml 3 {4 :

I # oc apply -f router-internal.yaml

Ingress Controller 3

%FE R type: sharded i1 HE R & 22 ] A YRS

6.8.5.2. i R HH7%BC & Ingress Controller 73

A 6p 4 22 (A AR 25347 Ingress Controller 23 Fr, BBEE Ingress Controller 12 {H B 6 44 22 [A] 615 2805 1Y
EEmBZEEFIERE.

f£—*4H Ingress Controller Z A £ ABURE M EN, UK REREEFE Ingress Controller
f, Ingress Controller 3 F *RB R, N, A ATRREMEA— Ingress Controller, B ATMRE
{5 % —4 Ingress Controller,

Digk

H
[=]

INSRERE Keepalived Ingress VIP, 1EFREH endpointPublishingStrategy S#1&B
ZE—/ME N HostNetwork #93EZR 1A Ingress Controller, XFEMATRES F BRI, 5
{& NodePort i+ ;2 HostNetwork 3T endpointPublishingStrategy.

Y=

1. %% router-internal.yaml XX {4 :
I # cat router-internal.yaml

i tH o Bl

apiVersion: vi
items:
- apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: sharded

namespace: openshift-ingress-operator
spec:

domain: <apps-sharded.basedomain.example.net>
nodePlacement:
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker: ™"
namespaceSelector:
matchLabels:

type: sharded
status: {}
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kind: List
metadata:

resourceVersion: ""
selfLink: ™"

2. R.A Ingress Controller router-internal.yaml 3 {4 :

I # oc apply -f router-internal.yaml|

Ingress Controller 115 H#p %4 22 [A] 10123529 2 A type: sharded 1755 BI(E R 6p 4 22 (7] R Y R
M.

6.8.6. Bt i& Ingress Controller LU{# F SR 7 #1925

LHETTFEE LOIE Ingress Controller B, Ingress Controller RN — N AR = A EHSER L HF, FHNE
A, aLE—NMERNE R M9 2R Ingress Controller,

Digk

H
[=]

R FRZ Microsoft Azure, TMIBIEDE —NMEAT REIRH N EHIGE R,
SNRAIXFEM, FRA T R ER 2 KB B B H e

BF

SNREFE N IngressController 5K H scope , IR EH 02
IngressController ¥R, ETEECEBE LHKIR (CR) BEX
.spec.endpointPublishingStrategy.loadBalancer.scope S,
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6.2. LoadBalancer E&

A

Client

.

Cloud Provider

DNS

apps.foo.openshift.example.com foo.az.lb.cloudprovider.com Load balancer

’ Ingress ’
load balancer

www.yourappl.openshift.com www.yourapp2.openshift.com

Node 1 Node 2 Node N
Pod Pod Pod

T weRea— 10.0.128.5 10.0.128.6

Cluster
(Service yourapp1:8080, yourapp2:4200)

+HERT 5 OpenShift Container Platform Ingress LoadBalancerService Ui s & 7 SR B& 1 X B9 LU

o {RATLUFEA OpenShift Ingress Controller Load Balancer 744 &R {5 FA = £ 5 7 1 330 11 88 5 A R
A .
o ROJLUME A M EISM IRV E A IP Mtk U ERGEMIGO, 40 8080 #4200, K AATHRAIE
BTN,
o XBEAEMNEHERITREEME pod, FHMAFIIEREE, MY RBILFIFFTIR, HXRE
IIFFIEEE Kubernetes IRS5 XY
SeRFH
o % OpenShift CLI (oc) .
e LIEXH cluster-admin A &5 &%,
it =3
1. £4 75 <name>-ingress-controller.yaml 9324 f|& IngressController B E X 5IR (CR),
ITBIRT
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apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

namespace: openshift-ingress-operator
name: <name>
spec:
domain: <domain> g
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:

scope: Internal 6

¥ <name> &} IngressController ¥ R TR,
15 E 1R 28 A B9 N FF2FF#Y domain,

909

8E— Internal (B LA B SR (L #1125,

2. BT T %, G E—FFE LM Ingress Controller :

1=
I $ oc create -f <name>-ingress-controller.yaml ﬂ

ﬂ ¥ <name> &1/ IngressController % R & FR,

3. B BRITEIT AT R HRILAIE T Ingress Controller :

I $ oc --all-namespaces=true get ingresscontrollers

6.8.7. SRR Ingress Controller EZiE HIER
&0 LR T M bR E e R IFBRIA Ingress Controller B N RER.

Digk

H
[=]

NREHLFRZ Microsoft Azure, TMIBIEDE —NMEAT REIRH T EHDE R,
SIRAIXFEM, FRA T R ER 2 R B B B H i

BF

INRZFE N IngressController X R # scope , TR+ EH0E
IngressController ¥R, ETLEECEBE LKIR (CR) BEX
.spec.endpointPublishingStrategy.loadBalancer.scope S,

FRFM

e L% OpenShift CLI (oc) o
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e LIBEA cluster-admin A - S5 &%,

T
1. BRI EFOIEEREE, 1§ B Ingress Controller B iE N ER,

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

6.8.8. Fi i& % FH A SR

EEAMNARFALZAAAES N RREFPZTREEERSRNNARE. X2 ZMHIAFA
8, EE—DEN B LEAFFRHARS B,

T
REEGLEAAAEENERYREREMmAZER ZFMEER, SNERME- 6
SEEINE. B, BAREARBAR AR LA A FBEENE,

FRFH
o WIBRAEREEANR,

¥ =
o FALIT R4 ingresscontroller FRZF£M.spec. routeAdmission FE :

$ oc -n openshift-ingress-operator patch ingresscontroller/default --patch '{"spec":
{"routeAdmission":{"namespaceOwnership":"InterNamespaceAllowed"}}}' --type=merge

Ingress #EHISR R ESH

spec:
routeAdmission:
namespaceOwnership: InterNamespaceAllowed

6.8.9. {f FBECAT RS A
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HAProxy Ingress Controller X #r@EfRFE&H, Ingress Operator {8 wildcardPolicy 3KE2Z{& Ingress
Controller # ROUTER_ALLOW_WILDCARD_ROUTES 5% &,

Ingress Controller BIBRIATT N2 X F None BECAIREEHIERH, 1%5KEES5IA IngressController 7
REERE.
ik

1. BeiBBECRTSRRS,

a. FERALT@®4S EYE IngressController TR :
I $ oc edit IngressController

b. 7£ spec T, % wildcardPolicy FE%i%i& 75 WildcardsDisallowed =%
WildcardsAllowed :

spec:
routeAdmission:
wildcardPolicy: WildcardsDisallowed # or WildcardsAllowed

6.8.10. {# /A X-Forwarded #7:3k

& BT LU HAProxy Ingress Controller Bt i& A48 E fI{A 40 HTTP trkHIZERE, HAS1E Forwarded
X-Forwarded-For, Ingress Operator {8 HTTPHeaders FEXECE Ingress Controller B
ROUTER_SET_FORWARDED HEADERS {74 &,

iz
1. 4 Ingress Controller it & HTTPHeaders F %,

a. FERALT@®4SEYE IngressController TR :
I $ oc edit IngressController
b. 1f spec T, f§ HTTPHeaders kB8 FE:% &7y Append. Replace. IfNone =k Never:

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

forwardedHeaderPolicy: Append

SN
ENSEBEEG, &bl :

e FEfF X-Forwarded-For 75k F ABMNMERHAEIE, REFMELLE Ingress Controller,
Z4¥ Ingress Controller B¢ 1@t RIEHBITR KL%, MBEEIEE never ZKBE, AT, Ingress
Controller RRIXEIRL, KN ARERRIBERASRRIERHMIRL,
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® f¥ Ingress Controller B2 & 7810 RIERHI N EBRIRIE A BB A5 K L 1% & X-Forwarded-For 17
%o
Z ¥ Ingress Controller BE2E NIE @ A EBR IR A EREBF 15K L 1% & X-Forwarded-For 11
3k, 1HIERE if-none $RB&, MR HTTP iEKBLE I A ERIEBXE T2k, N Ingress Controller
KREBE. MRBRDIRL, BRAEREBEELKIE, Ingress Controller &Nk,

EANREFFAANGR, &L :

o MERFETNAREHNAEBNRIERFA X-Forwarded-For 173k,
ZHLE& Ingress Controller, LAMEIEARRZNTE MR B SREEHVIE R TRk £ 5 2 N AR AR A,
ETEN AR FEEE _ERIERR haproxy.router.openshift.io/set-forwarded-headers: if-none
= haproxy.router.openshift.io/set-forwarded-headers: never,

o p= Y=
IR LARIE S H X E haproxy.router.openshift.io/set-forwarded-headers
SEfR, JRILTF Ingress Controller 9L B KB,

6.8.11. A HTTP/2 A OE#E

B LLTE HAProxy Ao BB BRIR BRI HTTP/2 158, LIhREEN BRFAREEFE HTTP/2 thilZh
B, QIEHE—EE. ILEE. — #ARRES.

&R LUK B4R B Ingress Controller SiEEANERE/S A HTTP/2 i£#%,

BEEMZFIRE HAProxy B9 HTTP/2, BEIIEE—TBE LT, ERAKIESIIRET
SEER HTTP/2, X—FREIZEGIEREFHLFE (NEF iRV ERERIE PO REBEEFRERERE) /A
nEHEH,

M HAProxy EIN FATERF pod B REESRF HTTP/2 AT re-encrypt B8 M, MAi&MAF edge-terminated
 insecure B, FAEXMREINRERZ, E5EHIEER HTTP/2 1, HAProxy E#EH

ALPN (Application-Level Protocol Negotiation) , ©&—1 TLS MY B, XBWKE, mEIHH
HTTP/2 & F passthrough # re-encrypt B&H, MAERATF nsecure 3 edge-terminated B&H,

Digk

H
[=]

FERAEFMZEE, 7 Ingress Controller /5T HTTP/2 B9 WebSockets & & i@
1 HTTP/2 2% WebSocket, HTTP/2 #J websocket ;& HAProxy 2.4 BJ—NIhEE,
HBI7E OpenShift Container Platform A #S #F,

BF

% FIE passthrough B&H, Ingress Controller &3 F % S kbR EE SN HERF
HERE, XEBRE, &F/ima LLEREE] Ingress Controller F1/:# HTTP/1.1, Ingress
Controller AT N AR, hil HTTP/2 FER HTTP/2 EERE ik HTTP/1.1 %
BRIER, NRE M iEHEIREEEEM HTTP/11 #E] WebSocket i, X&FH
A&, K4 Ingress Controller &% WebSocket ¥4 B HTTP/2, &M H HTTP/2
BIEE N E] WebSocket, H L, NREE—NBAERFEEES WebSocket %8, I
WSRVFER HTTP/2 i, SKBEBHEE IR EEFANE WebSocket H1i%,
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iz
TE5#.— Ingress Controller £S5 HTTP/2,

® ZE7E Ingress Controller L/ HTTP/2, iE#iA oc annotate fp4 :

$ oc -n openshift-ingress-operator annotate ingresscontrollers/<ingresscontroller_name>
ingress.operator.openshift.io/default-enable-http2=true

¥ <ingresscontroller_name> &/ & X f#H Ingress Controller I &R,
HEANEBEPERHTTP/2,

o ENBANEHERHTTP/2, iEHiA oc annotate 84 :

I $ oc annotate ingresses.config/cluster ingress.operator.openshift.io/default-enable-http2=true

6.8.12. [ A appsDomain %15 & H fth LB 13

ENEREERA, ETLLRTEE appsDomain FEE 3k A - OIS TS E BRI ERH B RE
%, appsDomain FE&R2— P aERE, 1 OpenShift Container Platform {#RMAREINE, £
domain FEEFRIEE. MRMEEETHEE, CRESNFBRBEMERINENHNEN,

flgn, EELURE/A R DNS B A FEREFPIZ1THIN AR F IR A A D BIR A,

FRFH

e BE(E OpenShift Container Platform &%,
e E&E oc A HITRE,
iz

1. BN AP AR RS E IR ECE appsDomain FEX,
a. YwkH ingress EEREFGR -

I $ oc edit ingresses.config/cluster -o yaml

b. Jw#E YAML XX {4 :

test.example.comi appsDomain g & 2~

apiVersion: config.openshift.io/v1

kind: Ingress

metadata:
name: cluster

spec:
domain: apps.example.com ﬂ
appsDomain: <test.example.com> g

@ s

2]
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A% : BTN ARRFEBEBB OpenShift Container Platform ERtZRF RIS, EaTLUE A
BRI apps, MAEFIARIFIZ apps.

2. B RFERBF LR AHER, RIENARHEE S S appsDomain F B H 5 ENEE :

P2y~
l ENTFRERI, Z#F openshift-apiserver ScRIA LB #,
a. DFERH :

$ oc expose service hello-openshift
route.route.openshift.io/hello-openshift exposed

A -

$ oc get routes

NAME HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD

hello-openshift hello_openshift-<my_project>.test.example.com

hello-openshift 8080-tcp None

6.9. Hth TR

o BLEBE X PKI
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B 7 F R e RE

25 7 E WUk B m AR
Cluster Network Operator (CNO) 2fT—/M2flgs GEEREESIR) , ATFEEENTRAHT EE

RERE, BLEEREOENLSR, EALUSMEENMSARMEEE R, FEENEEHENN
AR E,

71 HITIEERRRE
SR IFEBVORRTTLIIF, HELTEE AP RSME MBS EE— 1 TCP -

Kubernetes AP| R%5 22 IR 55

® Kubernetes API AR%525if =
e OpenShift APl BR55 23RS
e OpenShift API fR 55851 s
o fEIHR
ZRIERS RS h R BB I ERRFPNEN T KRLEVIR, E TSN BIRERET TCP ik
o REMEBIIRS

o EEREBRIRR

7.2 EERRGESIN

RSB, EEREERISRMEEERIFG T, FENHNEREIEE openshift-network-
diagnostics 1% 22 A # PodNetworkConnectivity 5/ R4, iE&ENI{ 8D #HAFHTHHAIT,

Cluster Network Operator (CNO) f§/LANFRERERISERE, UL EMIFROEEMRRLE

BERRER

b2 FEREE— H Deployment X REEM A pod BIAKH, BFEREH
PodNetworkConnectivity X5, FHiEEZEIEMNRFPIEER spec.targetEndpoint,

BEREBR

pod ENEREHENT R EMNTFIIABREN—EOEME. pod NIIFAMBRRLE, AN TRLEEE
XA pod AT LA EIEA T B SR,

7.3. PODNETWORKCONNECTIVITYCHECK % &R =%
PodNetworkConnectivityCheck *f R FEX £ TRt

5 7.1. PodNetworkConnectivityCheck X &R E%

T il 25U
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T&xR##R T status.conditions FEFI T RHIFES :

FB

metadata.name

metadata.namespace

spec.sourcePod

spec.targetEndpoint

spec.tisClientCert

spec.tisClientCert.name

status

status.conditions

status.failures

status.outages

status.successes

3R 7.2. status.conditions

54

e il

FrrE

FrrE

FrrE

Frr

FrrE

IOE 3

- e

- e

- e

- i

sk

MR EF, HEXMT : <source>-to-
<target>, <target> fikHI B EIELL T FRIFEZ

e load-balancer-api-external

e load-balancer-api-internal

e kubernetes-apiserver-endpoint

e kubernetes-apiserver-service-cluster
e network-check-target

e openshift-apiserver-endpoint

e openshift-apiserver-service-cluster
B RERIE B ZEE, MEIRY% A openshift-
network-diagnostics.

EERERIR T pod BIEH, 20 network-check-
source-596b4c6566-rgh92,

EROENBR, 0
api.devcluster.example.com:6443,

EFAM TLS IFPERE,

AN TLS IEBEHR (BH) . FNMENZEFFF
%O

RS ISR M A &R %E B 4 A AR T80 B RSB 0
%O

HEEREURERZATFR SRR,
RN AR R KIL
B 5 AR T B S AR B

B2 B R B 7S



8B 7 B RiEPR A

PR oSl ik

lastTransitionTime FHrE RS M—DIRE R 7 — RSB A,
message FHE BXRREREHRIERE (ARAZHER) .
reason FHE BREEREHEEE (BT EMBR) .
status FHrE AR,

type Pk SRR EL,

T&xR##R T status.conditions FEFI T R FES :

5 7.3. status.outages

PR S i
end FHR& TR R U B9 (R 2,
endLogs b e HFERERE, SE5RINXHBEXNEEEE.
message Pk BB AEAR R T REIE R,
Fria FHrE BB — RGN B 75 e SR BOAST [F 2B
startLogs A FERERE, SERBRIG
EEAETE

TRAPHER T ERESRENFER, ZNRBFUTFEE
o status.failures[]
o status.successes|]
e status.outagesl].startLogs|]

e status.outages[].endLogs[]

R 74 FEAENR

PR S i
latency Pk IR ER R LT,
message Pk BN RS AR AR S E R
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T e il sk

reason FHr DA IR R SRR, XMEE
TCPConnect. TCPConnectError. DNSResolv
e. DNSError x—,

success W /RME BB AR KB EBEIhF KL
time F&EH TEFES T B TR IR ],

7.4. 55k s B R 4% 15
VB EREIR R, Al LU RSN, AP RS SR, Miome. RS Pod,

FRFH

e L% OpenShift CLI (oc) o

o {HFHEZH cluster-admin A& A EEE,

i =
1. E5H 47F789 PodNetworkConnectivityCheck X%, EHI AL TS :

I $ oc get podnetworkconnectivitycheck -n openshift-network-diagnostics
i Bl

NAME AGE
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-kubernetes-apiserver-
endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0  75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-kubernetes-apiserver-
endpoint-ci-In-x5svOrb-f76d1-4rzrp-master-1  73m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-kubernetes-apiserver-
endpoint-ci-In-x5svOrb-f76d1-4rzrp-master-2  75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-kubernetes-apiserver-
service-cluster 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-kubernetes-default-
service-cluster 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-load-balancer-api-
external 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-load-balancer-api-
internal 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-ci-
In-x5sv9rb-f76d1-4rzrp-master-0 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-ci-
In-x5sv9rb-f76d1-4rzrp-master-1 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-ci-
In-x5sv9rb-f76d1-4rzrp-master-2 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-ci-
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network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-ci-
In-x5sv9rb-f76d1-4rzrp-worker-c-n8mbf ~ 74m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-ci-
In-x5sv9rb-f76d1-4rzrp-worker-d-4hnrz~ 74m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-network-check-target-
service-cluster 75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-openshift-apiserver-
endpoint-ci-In-x5svOrb-f76d1-4rzrp-master-0  75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-openshift-apiserver-
endpoint-ci-In-x5svOrb-f76d1-4rzrp-master-1  75m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-openshift-apiserver-
endpoint-ci-In-x5svOrb-f76d1-4rzrp-master-2  74m
network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-openshift-apiserver-

In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh ~ 74m
service-cluster 75m
"

BEENAAE
a. HE—aHrkEHE, IWABEEEEEE SRR,

2.

b. EEBNER, HHWALUTHS :

$ oc get podnetworkconnectivitycheck <name> \
-n openshift-network-diagnostics -o yaml

X EH <name> 15 PodNetworkConnectivityCheck ¥ R #I& #5,

it Bl

apiVersion: controlplane.operator.openshift.io/vialphai
kind: PodNetworkConnectivityCheck
metadata:
name: network-check-source-ci-In-x5sv9rb-f76d1-4rzrp-worker-b-6xdmh-to-kubernetes-
apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0
namespace: openshift-network-diagnostics

spec:
sourcePod: network-check-source-7¢88f6d9f-hmg2f
targetEndpoint: 10.0.0.4:6443
tisClientCert:
name: "
status:
conditions:
- lastTransitionTime: "2021-01-13T20:11:34Z"
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp
connection to 10.0.0.4:6443 succeeded'
reason: TCPConnectSuccess
status: "True"
type: Reachable
failures:
- latency: 2.241775ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: failed
to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443: connect:
connection refused'
reason: TCPConnectError
success: false
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time: "2021-01-13T20:10:34Z"
- latency: 2.582129ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: failed
to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443: connect:
connection refused'
reason: TCPConnectError
success: false
time: "2021-01-13T20:09:34Z"
- latency: 3.483578ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: failed
to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443: connect:
connection refused'
reason: TCPConnectError
success: false
time: "2021-01-13T20:08:34Z"
outages:
- end: "2021-01-13T20:11:34Z2"
endLogs:
- latency: 2.032018ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0:
tcp connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T20:11:34Z"
- latency: 2.241775ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0:
failed to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443:
connect: connection refused'
reason: TCPConnectError
success: false
time: "2021-01-13T20:10:34Z"
- latency: 2.582129ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0:
failed to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443:
connect: connection refused'
reason: TCPConnectError
success: false
time: "2021-01-13T20:09:34Z"
- latency: 3.483578ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0:
failed to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443:
connect: connection refused'
reason: TCPConnectError
success: false
time: "2021-01-13T20:08:34Z"
message: Connectivity restored after 2m59.9997891865s
start: "2021-01-13T20:08:34Z"
startLogs:
- latency: 3.483578ms
message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0:
failed to establish a TCP connection to 10.0.0.4:6443: dial tcp 10.0.0.4:6443:
connect: connection refused'
reason: TCPConnectError
success: false
time: "2021-01-13T20:08:34Z"
successes:
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message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:14:342"
latency: 2.926345ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:13:342"
latency: 2.895796ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:12:342"
latency: 2.696844ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:11:342"
latency: 1.502064ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:10:342"
latency: 1.388857ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:09:342"
latency: 1.906383ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T721:08:342"
latency: 2.089073ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:07:34Z2"
latency: 2.156994ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp

connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:06:342"
- latency: 1.777043ms

message: 'kubernetes-apiserver-endpoint-ci-In-x5sv9rb-f76d1-4rzrp-master-0: tcp
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connection to 10.0.0.4:6443 succeeded'
reason: TCPConnect
success: true
time: "2021-01-13T21:05:342"
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$B 8 E EE T Rim RS EHE

ENEHEREA, EAU RUANT RimSEHE, IRENEFEAAET RIHH, TREFZIEMNTA
Im O E,

BAtmOSEE ) 30000-32767, AR R4/ NimESEHE, EMEERELAGET BRETHIERE.,

8.1. R

o SRFEMNZRNM MRV REET BEENEENRO. flf, mRERT RiROEHT RE
30000-32900, Rf5:AiEsEYE & IEES B W /ST 32768-32900 bk 3 [,

8.2. BT mimOsEH
IRA LAY BEREMT SimOSEH,

FRFM

e L% OpenShift CLI (oc) o

o {FAEZA cluster-admin R A - L EIEEE,
pEE
1L BY RV RIGOSEHE, WHAUTGRS. & <port> L HTEE NN &R RGOS,
$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "30000-<port>" }
}l
=1
I network.config.openshift.io/cluster patched
2. EMINEEBERERDN, HWMAL TGS, MABRFATREENLSH,
$ oc get configmaps -n openshift-kube-apiserver config \

-0 jsonpath="{.data['config\.yamI']}" | \
grep -Eo "service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]'

i Bl
I "service-node-port-range":["30000-33000"]
1 {J’i’t

e {#f NodePort RBEHALORE

® Network [config.openshift.io/v1]
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® Service [core/V]
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5 0 % ERH R RARIEFIEHTIY (SCTP)

B 9 B ERNERF ERRIZEH L H Ml (SCTP)

ENERBEENA, B UERERPRRESIEHE I (SCTP),

9.1. 73 OPENSHIFT CONTAINER PLATFORM LR 3EHI (& H bl
(SCTP)

ENEREER, EUUEERHMENLSHE SCTP, 1 Red Hat Enterprise Linux CoreOS (RHCOS)
£, SCTP EHR#EBINEH,

SCTP 2ETHFEEMNATEMNN, A7 IP M4z LizfT,

FERRE, ESaLUER SCTP ENH A pod. ARSI REEHTIL, Service & RNILEL T type 23
% & ClusterlP = NodePort {E3£E Y,

9.1.1. A SCTP X HIRBIELE
f&A LLR I pod SAR S5 X R B protocol 2K E N SCTP ¥ pod SRS ELE N EMA SCTP,

FELUTFRBIF, pod #RECE /fEMR SCTP:

apiVersion: vi
kind: Pod
metadata:
namespace: projecti
name: example-pod
spec:
containers:
- name: example-pod

ports:
- containerPort: 30100
name: sctpserver
protocol: SCTP

ELLTRRBIF, BRSWHEECE NFEM SCTP:

apiVersion: vi

kind: Service

metadata:
namespace: projecti
name: sctpserver

spec:

ports:

- name: sctpserver
protocol: SCTP
port: 30100
targetPort: 30100

type: ClusterIP

FELLTFRBIF, NetworkPolicy % RECE 14k B EB R EVRERIEST pod B9im O 80 KA SCTP W&k

=
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-sctp-on-http
spec:
podSelector:
matchLabels:
role: web
ingress:
- ports:
- protocol: SCTP
port: 80

9.2. |7 AR IEFI L Htil (SCTP)
YE NSRBI, (EPTITESRRERE) worker 19 R EINE /5 AU A B4 1 SCTP PORKELLR,

FRFH

e L% OpenShift CLI (oc) o

o {HFHEZH cluster-admin A& A& EE,

ff

iz
1. B/ %& 5 load-sctp-module.yaml #9324, HBELT YAML E X :

S

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

metadata:
name: load-sctp-module
labels:
machineconfiguration.openshift.io/role: worker
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/modprobe.d/sctp-blacklist.conf
mode: 0644
overwrite: true
contents:

source: data:,
- path: /etc/modules-load.d/sctp-load.conf
mode: 0644
overwrite: true
contents:
source: data:,sctp

2. BT T4 42 MachineConfig X :
I $ oc create -f load-sctp-module.yaml
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3. A% : EFE MachineConfig Operator b FAEG & B S a7 mBIRAS, HEAUTHRS, &1
RIREZE ) Readylf, NMRKREE B 24N A,

I $ oc get nodes

9.3. Wik iEsl £l (SCTP) EE

ISR LB B — 1 pod AR SCTP REMN B, MHERS XK, ABEEELFHRS,
FIGUE SCTP 2B EER P ITIE,

SeRFH
o MERE M EEXMRERE nec 4,
o L% OpenShift CLI (oc) .

o {HFHEZH cluster-admin A& A &EEE,

i =
1. G pod JE5h SCTP lilffEFF :
a. 84N sctp-server.yaml B30, ZXHFEALLT YAML E X pod:

apiVersion: vi
kind: Pod
metadata:
name: sctpserver
labels:
app: sctpserver
spec:
containers:
- name: sctpserver
image: registry.access.redhat.com/ubi8/ubi
command: ["/bin/sh", "-c"]
args:
['dnf install -y nc && sleep inf"]
ports:
- containerPort: 30102
name: sctpserver
protocol: SCTP

b. iZITUA TR RAIE pod :
I $ oc create -f sctp-server.yaml

2. 7y SCTP ilf 2R pod AR5
a. BIE#&H sctp-service.yaml BI04, ZXHHERLT YAML E RS -

apiVersion: vi
kind: Service
metadata:

name: sctpservice
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labels:
app: sctpserver
spec:
type: NodePort
selector:

app: sctpserver

ports:

- name: sctpserver
protocol: SCTP
port: 30102
targetPort: 30102

b. BAIRRS, ERWAUTHS :
I $ oc create -f sctp-service.yaml

3. 7y SCTP & Fimfl# pod.
a. EALLT YAML fl24 ) sctp-client.yaml B3 {4 :

apiVersion: vi
kind: Pod
metadata:
name: sctpclient
labels:
app: sctpclient
spec:
containers:
- name: sctpclient
image: registry.access.redhat.com/ubi8/ubi
command: ["/bin/sh", "-c"]
args:
['dnf install -y nc && sleep inf"]

b. IZTLAT e B3R 0IE Pod X5 :
I $ oc apply -f sctp-client.yaml

4. 1EARZS 2572 4T SCTP (iIRTER.
a. EiFEERIRS S pod, EHAUTHS :

I $ oc rsh sctpserver
b. EfEF) SCTP IFiR2RE, HMAUTHS
I $ nc -1 30102 --sctp

5. EREERIIRSS 2 B SCTP iIRf2R,
a. EAIRREREBITF— MRS OsrE T,

b. FXEX sctpservice fRZ58Y IP ik, FERLA TS :
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I $ oc get services sctpservice -0 go-template="{{.spec.clusterlP}}{{"\n"}}'
c. BEEIE A pod, HRAUTHS :
I $ oc rsh sctpclient

d. E/E5)SCTP &/ i, 1HMALUT®S,. & <cluster_IP> &)y sctpservice fRS5HIEEE IP
s £ 1]

I # nc <cluster_IP> 30102 --sctp
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£ 10 Z & PTP &4

BF

AT EEY (PTP) M RERATNEINEE, ST TIRE T #RELIE ™ f AR 55 F L
(SLA) <¥f, BFaEfEIaE A A RS, IR HEREE S IMNERERE ], XERATI
EINRER LA A R R ARTRIThRE, HANSIEF XM BRARE L,

BRIAERAT I REX RSEERERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

10.1. = F PTP ik

OpenShift Container Platform &1 s E{#FH PTP (Precision Time Protocol) fE4HIRES, EETLL
EE%E PTP IBeEHBIEEE R ECE linuxptp RS

@ o
. PTP Operator R3EA FERVEMEN LBEFNERE LEH PTP heel X &,

& A LR IS ERE PTP Operator, £ OpenShift Container Platform 12l & %%k PTP, PTP Operator
KOBIER linuxptp ARZ5. Operator IRHELATINEE :

o HEEEBPLINEE PTP IEEHIXE,

o EI linuxptp RFSHIBLE,

10.2. Bh A I PTP WX &

PTP Operator $ NodePtpDevice.ptp.openshift.io B E X FRE X (CRD) #&ANZI OpenShift
Container Platform, PTP Operator fH#E5R&E# P BN T R LHESH PTP ThHEEMM4%1X %, Operator &
HENREES PTP ST m O FEH NodePtpDevice B E R (CR) XK,

NENT RO — CR, HHES LT miBRMNEFR, .status.devices FIRIZHAEXTT m L PTP iX&
HIER,

LUF2H PTP Operator fll## NodePtpDevice CR ‘Rl :

apiVersion: ptp.openshift.io/v1
kind: NodePtpDevice
metadata:
creationTimestamp: "2019-11-15T08:57:11Z2"
generation: 1
name: dev-worker-0 0
namespace: openshift-ptp 9
resourceVersion: "487462"
selfLink: /apis/ptp.openshift.io/v1/namespaces/openshift-ptp/nodeptpdevices/dev-worker-0
uid: 08d133f7-aae2-403f-84ad-1fe624e5ab3f
spec: {}
status:
devices: 6
- name: enof
- name: eno2
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- name: ens787f0
- name: ens787f1
- name: ens801f0
- name: ens801f1
- name: ens802f0
- name: ens802f1
- name: ens803

ﬂ name SHME ST REVAFFERL
9 CR H PTP Operator 1£ openshift-ptp 4 22 7] h 01|32,

9 devices £ 5851 m_Lt Operator X IMMIFRE PTP Al ik & 5K,

10.3. 2% PTP OPERATOR

YENEREIE R, A LU#E R OpenShift Container Platform CLI 2% Web #E4I& &% PTP Operator,

10.3.1. CLI : &% PTP Operator
ERERBERA, ALUMER CLI %% Operator,

FoRFEMH
o TERNAPRERFF PTP B4 RBVERE.

e L% OpenShift CLI (oc) o

o LIEA cluster-admin M E - S5 &%,

1. B PTP Operator @& ZE(E, HALLTHRS :

$ cat << EOF| oc create -f -
apiVersion: v1
kind: Namespace
metadata:
name: openshift-ptp
labels:
name: openshift-ptp
openshift.io/cluster-monitoring: "true"
EOF

2. &}y Operator B3 Operator 4, MIALL TS :

$ cat << EOF| oc create -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: ptp-operators

namespace: openshift-ptp
spec:
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targetNamespaces:
- openshift-ptp
EOF

3. 1]% PTP Operator,

a. 1IB{TLL T4, I OpenShift Container Platform EMAFLRIRA LB NIMEL &, 440

ET—4% N channel F{H,

$ OC_VERSION=$(oc version -0 yaml | grep openshiftVersion |\
grep -0 '[0-91*[.][0-9]*" | head -1)

b. E5 PTP Operator BIEITH, HIALT@®S :

$ cat << EOF| oc create -f -
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: ptp-operator-subscription
namespace: openshift-ptp
spec:
channel: "${OC_VERSION}"
name: ptp-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

4. BERIFRE B RE Operator, EHIAL TGRS :

$ oc get csv -n openshift-ptp \
-0 custom-columns=Name:.metadata.name,Phase:.status.phase

i Bl
Name Phase
ptp-operator.4.4.0-202006160135 Succeeded

10.3.2. Web 5 : %%% PTP Operator

ERERERR, MALUMER Web $25& %%k Operator,

' ==
N E—TRRIR, R AR 6 4 22 (8] F operator #H,

Y=

1. {8 OpenShift Container Platform Web %l & %24& PTP Operator :

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,

b. MTEIF# Operator 53k Ai%#E PTP Operator, AE ) Install,
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c. 1E Install Operator T{EH, 7E A specific namespace on the cluster Fi%# openshift-
ptp. AERi Install,

2. "k BEREINRE T PTP Operator :
a. tI#iE| Operators — Installed Operators T .

b. 1% openshift-ptp Wi H 5t PTP Operator fJ Status 77 InstallSucceeded,

EREE IR, Operator ATEER TR Falled KRB, MRLELIRBEREE
InstallSucceeded &, ErRILLZEEXA Failed 1§ 2.

402R Operator R AWM RE:, HIRBUTH R ITHIEHRR :

e A Operators = Installed Operators i1, f:% Operator Subscriptions # Install
Plans iETi£ 1 # Status T 2 5B EA5E1%,

e A Workloads —» Pods T{f, % openshift-ptp 1B/ pod BB,

10.4. B2& LINUXPTP RS

PTP Operator ¥ PtpConfig.ptp.openshift.io B & X FIRE X (CRD) RIIZE OpenShift Container
Platform, f&eILLES AllE PtpConfig BE X IR (CR) X REEEE Linuxptp ARFS (ptp4l.
phc2sys) o

FoRFM

o % OpenShift CLI (oc) .
o LIEA cluster-admin £ E - S5 & %,

o BEZREET PTP Operator,

it =

1. GI2LLT PtpConfig CR, #AE1E <names>-ptp-config.yaml X/ F{R7F YAML, {FREBRSE
PR #EH <names,

apiVersion: ptp.openshift.io/v1
kind: PtpConfig
metadata:

name: <name> ﬂ

namespace: openshift-ptp 9

spec:

profile:

- name: "profile1" ﬂ
interface: "ens787f1" 9
ptp4lOpts: "-s -2" G
phc2sysOpts: "-a -r"

recommend:

- profile: "profile1" @)
priority: 10 @
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72

99090 OO0 09 990009

match: m

- nodelLabel: "node-role.kubernetes.io/worker"
nodeName: "dev-worker-0" @

4 PtpConfig CR 15 E & K.

1B E R % PTP Operator Hy#n & 22 H],

EBESE—1EZ 1 profile BI%4H,
EBEATH—IMABEESE (profie) XRMEZEEL KA,
157 ptpdl RS EFERAMIMLZEOLTR, 40 ens787f1,

7 ptpdl RS IEERSEBEILT, 0 -s -2, XFRIZBEEOLF -i <interface> AR SSHES
B {4 -f /etc/ptpdl.conf , R iXLETE4 H MM,

7 phc2sys iR F51EE RSB E LT, 0 -a-r,

BEEFE—NTHEZ 1 recommend FTREOEAH, ZEATE LT ANSACESE N BRI SR
iy,

157 profile 4 H E XL HY profile %} § &R,

5/ 0 El 99 Z [AIM— N EERUEIRTE priority., KEUEBILALBIE, HLLILES 99 ETFIL
%% 10, GNRARHE match THE LBIHNI, TRAUSESMERERMELE, EEasl%k
AN SR AN EF S el

A nodeLabel = nodeName 15 match #ill,

FERT AR P node.Labels 4 key #5E nodelLabel,

AT A5 5% node.Name #£FE nodeName ,

IZITLA T e B3RO CR -

$ oc create -f <filename> ﬂ

ﬂ % <filenames> i H I8 7E £ — 5 ORI HRI BT,

3. A% : 127 PtpConfig B2 E%R 2 AN A EIS nodeLabel =k nodeName PLEZHY 1 mRo

I $ oc get pods -n openshift-ptp -0 wide

it Bl
NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
linuxptp-daemon-4xkbb 1/1 Running 0 43m 192.168.111.15 dev-worker-0
<none> <none>
linuxptp-daemon-tdspf 1/1 Running 0 43m 192.168.111.11 dev-master-0
<none> <none>

ptp-operator-657bbb64c8-2f8sj 1/1  Running 0 43m 10.128.0.116  dev-master-0
<none> <none>
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$ oc logs linuxptp-daemon-4xkbb -n openshift-ptp

11115 09:41:17.117596 4143292 daemon.go:107] in applyNodePTPProfile
1115 09:41:17.117604 4143292 daemon.go:109] updating NodePTPProfile to:
11115 09:41:17.117607 4143292 daemon.go:110]
1115 09:41:17.117612 4143292 daemon.go:102] Profile Name: profile1 ﬂ
1115 09:41:17.117616 4143292 daemon.go:102] Interface: ens787f1

11115 09:41:17.117620 4143292 daemon.go:102] Ptp4lOpts: -s -2 6
11115 09:41:17.117623 4143292 daemon.go:102] Phc2sysOpts: -a -r ﬂ
11115 09:41:17.117626 4143292 daemon.go:116]
11115 09:41:18.117934 4143292 daemon.go:186] Starting phc2sys...

11115 09:41:18.117985 4143292 daemon.go:187] phc2sys cmd: &{Path:/usr/sbin/phc2sys
Args:[/usr/sbin/phc2sys -a -r] Env:[] Dir: Stdin:<nil> Stdout:<nil> Stderr:<nil> ExtraFiles:[]
SysProcAttr:<nil> Process:<nil> ProcessState:<nil> ctx:<nil> lookPathErr:<nil> finished:false
childFiles:[] closeAfterStart:[] closeAfterWait:[] goroutine:[] errch:<nil> waitDone:<nil>}

11115 09:41:19.118175 4143292 daemon.go:186] Starting ptp4l...

1115 09:41:19.118209 4143292 daemon.go:187] ptp4l cmd: &{Path:/usr/sbin/ptp4l Args:
[/usr/sbin/ptp4l -m -f /etc/ptp4l.conf -i ens787f1 -s -2] Env:[] Dir: Stdin:<nil> Stdout:<nil>
Stderr:<nil> ExtraFiles:[] SysProcAttr:<nil> Process:<nil> ProcessState:<nil> ctx:<nil>
lookPathErr:<nil> finished:false childFiles:[] closeAfterStart:[] closeAfterWait:[] goroutine:[]
errch:<nil> waitDone:<nil>}

ptp4l[102189.864]: selected /dev/ptp5 as PTP clock

ptp41[102189.886]: port 1: INITIALIZING to LISTENING on INIT_COMPLETE
ptp41[102189.886]: port O: INITIALIZING to LISTENING on INIT_COMPLETE

Profile Name 2. A% dev-worker-0 7 s i & FR,

Interface 21E profile1 #Y interface WHIEEM PTP 1% &, EX/MEOFZITH ptpdl iR
%o

ptp4lOpts 2 profile1 F1# ptp4lOpts TitE E M ptp4l sysconfig 1%,

Phc2sysOpts 2 profilel F18 Phc2sysOpts Jitg E M phc2sys sysconfig 1%,
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B 1N E WK
.1 X TF RIS SRR

ENERBFEIEA, EH LR LML LIRGIZI L 2F FEY pod BIRLHEIN.

M.11. K F LS RS

TEF A # Kubernetes R4S RB&HY Kubernetes Container Network Interface (CNI) $HHRIEREH, W

PR 522 B NetworkPolicy X &R1Z%l, 7£ OpenShift Container Platform 4.7 /1, OpenShift SDN &
R BB & PR e A =X P {58 R RO 45 SR B

:

==
£ OpenShift SDN SEEFRIZE RN, FI4KSRIRRB LA TR :
o R M egress FEAIEERIH ORISR,

o MERIESFF IPBlock, {BEAXHF except, INRBIBRIKIETHHE—1HE except 1Y

IPBlock T, SDN pod IBEFRSHEINES, RKIEFHE IPBlock TR # 2R
B

Digk

==
[=]

ML RIET SR T ENMLaRZER, FREVMSE Pod 732 ML RGNS
U

o

BOABRT, WEHBBAE pod A #HKEM pod MIMNLiGRViFl, BE—NUEHRRERE—PHE

Pod, &7 LATEZI B 032 NetworkPolicy X/ R RATHAILERE., UEHEEA R LUEESHIIE
fh B2 F % NetworkPolicy % 4.

NR— pod H—1P= % NetworkPolicy X RAHEBILFESRCE, L% pod MRESEVHEF—F

XEZ

NetworkPolicy % R o F 0%, KR4X{E(T NetworkPolicy X7 RiEFEH pod AT A2,
AT~ NetworkPolicy *f RER 7 X ARMNIER :

o IEIETARE :

ZHEUBRIANIELTRE, HRM—NEEAA pod EFESZERER NetworkPolicy Xf
xR :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e ¥ OpenShift Container Platform Ingress Controller %3 :

74



B 1 & YRS

EF11H R f81F OpenShift Container Platform Ingress Controller B9, ERIMT
NetworkPolicy X%,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

o RERIIBAH pod BIEH :
E{# pod #ZE—TIH P HAML pod B9ERE, BIR4EMIIE PATAE pod BER, HRMLLT
NetworkPolicy % £ :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o NAWET pod IMZEM HTTP M1 HTTPS JRE :
B AERERS (LUTFRAIFH role=frontend) B pod {US A HTTP # HTTPS 1], &7
B30 T # NetworkPolicy X5 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

o (FRAMAZEAIM pod EfFIRET TR
ZE I HEEAMAZEEF pod 12EH528 K TEE R 4% £, 14 0] LU A 25240 F#9 NetworkPolicy
W& :
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy X R 2 Al RN ; it 2, EALUHEZ D NetworkPolicy i R B 8 I L5 &
Blgn, SFLLERBIGE LA NetworkPolicy X%, EALER—N1E FE L allow-same-
namespace # allow-http-and-https B8, HLk, 1T HITZ role=frontend B pod ¥ % & —RE&FT

RIFRMEMER. B, M0 LRER—mAZAFN pod BIERE, LKkimO 80 71 443 LHIRBAER
fr B Z2 (A pod BUIEEE,

1.1.2. MR L1E
15 A — AN 48 S B S35 pod IR EIFTFE SR AE 6 4 28 (] RS AR [A pod #HTFRE.

' pa -
' BRE R MR B9tE R R & A T OpenShift SDN R MI4H N,

¥ NetworkPolicy % 5§ A EI . — B 22 A K E pod I, MEEAK, EH Pod IEREET IP i
HE—2%, ER%ZEIESNEA podSelector EEME pod Z A4 FHH Open vSwitch (OVS) i
SR,

50, 7E— NetworkPolicy &M, #12R spec podSelector #1 ingress podSelector &N ERILES 200
A pod, MI&F=4 40,000 (200%200) OVS Fifllll, X ETEERHIST SHEE,

FEFTHERIPLS RS, H5SE LU TR :
o FHMBERFEHIEFTEREMN pod H, AL OVS FHNIEE.
¥ namespaceSelector =XZZ podSelector %1% 6y % 22 [A] #INetworkPolicy X R R &K

—NEd&ZEEBY VXLAN EIRZS ID (VNID) PEEZEY OVS SREFHI,

o REAFEARMMBZEFPREEN pod, FRHFEMREN pod BE—PHZPTRABEG LN
I:F'o

o (IEFAMBIREaRZE R MARE, UAFERETEREEN pod WEERE.

N.1.3. iFE5 B
o DIEEMILEEER
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B 1 & YRS
o TENE : E L RNUAMLEERES

N.1.4. Eth5R
o TiEMGRZN
o EIEB ST L EERE

o [M4SEREE AP

1.2. B2 4% SRBE
YEREA admin BEEES, EE L& % 22 A RS 588,

1.2.1. G R 45 SR BE
B BRI R E R R S A A A A QS OMSEHE, EalLloE— R Es,

INREAES cluster-admin ABHAFES, IR LITEREHBEM 6% 22 F 02
LRERER,

FRFH

o SEFFAXFF NetworkPolicy X REIERE ML, 0 OVN-Kubernetes M4 R sk iIXE
T mode: NetworkPolicy #J OpenShift SDN FI45 N, LEiETZE OpenShift SDN BIEKIAE
ﬁo

e B%% OpensShift CLI (oc) .

o A LIEAER admin IR - BTG EIEEE,

o (RIEMLSRISEL AEIB R 2 H .

it 3
1. OIESRBEHLN] -
a. fI/E—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml

He:

<policy_name>

EE MRS .
b. TEENZF SIRE S E LSRN, ITHIFR :
B4k AR A ZE A RBIFTA pod WA LRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
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metadata:

name: deny-by-default
spec:

podSelector:

ingress: []

RIFRBFAwHRZRPNAA pod MADRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

TAT e SR OIS ERBE AT &R -

$ oc apply -f <policy_name>.yaml -n <namespace>

o —

==

<policy_name>

EE ML RIS A,
<namespace>

ik MR RES AT BEFFRNMREFPEL, FEREREERGREN,
ol

I networkpolicy "default-deny" created

11.2.2. ;=15 NetworkPolicy X} &

TR 7 =) NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: g
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:

app:- app
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ports: @)

- protocol: TCP
port: 27017

NetworkPolicy ¥ B &R,

R EBR R BN pod HOEIEER, SEBENT & RALEEEE X NetworkPolicy X #9355 B fR Y pod,

b
BRI RAVFADRE pod LRSS, 1%
(Ui

235 NetworkPolicy HBRIA£r & 22 [H 89 pod

BEZREN—IHZNEIRRORNIIR,

O 090 —

1.3. EEMLREE
LIEH admin BEMAS, EALEE &S 2 BRNSK S,

1.3.1. EEM LR
R TET LUKS 75 6 4 22 7] e A 0 4% S B

é%g% o
Y HR{EFAEA cluster-admin A& BT, M EEER RTINS KL,

FRFM

e B%%k OpenShift CLI (oc) .
o A LIERAER admin IR - BTG EIEEE,
o RIEMLETRBRARTERYEn 4 22 [H] R,

it

o JlHiAn AR 22 (A R B LS R
o BHFBMEZZAFE L NetworkPolicy ¥R, HMIALLT&HS :

I $ oc get networkpolicy
o Hif: BERERENMLER, HHMALUTHS :
I $ oc describe networkpolicy <policy _name> -n <namespace>

He:

<policy_name>
EEERENMARBIET.
<hamespace>
Ak MRNRES LRI BERTENGRZERPEL, BREREERGZEN,

\J
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flan :
I $ oc describe networkpolicy allow-same-namespace

oc describe fp 5Bk H

Name: allow-same-namespace
Namespace: nsf
Created on: 2021-05-24 22:28:56 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
PodSelector: <none>
Not affecting egress traffic
Policy Types: Ingress

11.3.2. =5 NetworkPolicy ¥ &

TR T =) NetworkPolicy X4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: g
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy X B &R,

R SREE N A RN pod USSR, SREEXTR REEIETFEE U NetworkPolicy X REI B #I pod,

1
BHRBENRATFAOREN pod LEERILEFSR. L2355 NetworkPolicy 8BB4 22 [ H pod

(TN

BEZREN—IHZNEIRRONIIR,

o 009

1.4, J%E M 4% SRB%
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B EH admin AEIAF, E7 w422 A B HA M4 RS,

N.4.1. Jr R 2% SR B
1T LA 5 Ay 4 22 7] o A 0 4% S B

WNREAES cluster-admin BRI ES, IR LITERE FBOER 6% 22 7 Fh 4 5
LRERER,

FoRFM

i

o SREHFARF NetworkPolicy X REVEEEM LG HENFE, 20 OVN-Kubernetes FI4EHEN Bk % B

T mode: NetworkPolicy #9 OpenShift SDN FI4& N, LR Z OpenShift SDN BIERIAE
o

B &% OpenShift CLI (oc) .
R LEREAR admin FRAIA B FERIKEE,
IRIE R4S SRR R TE Ry 6 R 22 [H] R,

CENE BB R PR RIEN R, ERALTRS

I $ oc get networkpolicy -n <namespace>

Hep:

<namespace>
ik RN RESHAINEERTRANGRERPENL, FREREERREN.,

\]

. Yw%E NetworkPolicy % &,

o MRMEAXMHRET T MERIEE N, HREZXGHATLENEL, REMALTS
A\

Mo
I $ oc apply -n <namespace> -f <policy_file>.yaml

He:

<nhamespace>
A RN RES LRI RERTRMNGRZERAENL, FREREERRZENA,
<policy_file>
18T S & ML RIS ST B TR,

o MPMETEETH NetworkPolicy &R, HMALU TS
I $ oc edit networkpolicy <policy _name> -n <namespace>

Her:
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<policy_name>
18 E L% RIE B9 B R,
<namespace>

D MRNRES LRI B EAREBGEEEPEL, EREREENEEN,

\J

3. #iA NetworkPolicy *f R 2 E#.
I $ oc describe networkpolicy <policy _name> -n <namespace>

He:

<policy_name>
18 E L% RIE B9 B R,
<namespace>

A%k RN RESHEGRRERTRNGZERFEY, FREREERBZER,

\J

11.4.2. 7=/ NetworkPolicy *f &
TR 7 =) NetworkPolicy X4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: g
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy X §REJ& R,

R SREE N A RN pod BUIEFESR. SREEXTR REEIETFEE U NetworkPolicy % REI B HI pod,
gﬁmgXTﬁJbﬂ:lDumEE"J pOd E@EE"]@T 270 ﬁ

(U

%235 NetworkPolicy #HRIA 3 4 22 (7] A 89 pod

o 009

ESREN— PRSP BEITHOMNGIE,
1.4.3. Hfth ¥R

o DML ER
11.5. i FR P 4% SR B
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5 11 5 P SRRE
LIEE admin BEBAF, ERILIME 4 22 8] A BRI L% SRR,

11.5.1. fiHI BR M0 25 SR B
1R ET LU B 42 22 5] F £ 0 45 SR

Pz )1
INRFEAESA cluster-admin BB EE, &0] LUHBRE RS &b BT 4% 2R,

FeRFMH

o SREHFAHF NetworkPolicy X REVEEEMZEHEN, 20 OVN-Kubernetes RI4EHEN Bk % B
T mode: NetworkPolicy #9 OpenShift SDN FI4& N, LR Z OpenShift SDN BIERIAE
E%O

B&% OpenShift CLI (oc) .

ZRLMEREA admin FURAY A - BRI &R,

IR IE 24 SRR PR TE B9 6 44 22 [F] R,
i =
o EfR NetworkPolicy X &, HHI AL TH4S :
I $ oc delete networkpolicy <policy _name> -n <namespace>

Hep:

<policy_name>

18 E P4 SRR R B .
<namespace>

ik MRNRES LRI BEFFRNSREFPEL, EREREERBREN,
il

I networkpolicy.networking.k8s.io/allow-same-namespace deleted

1.6. I B 7 LRI\ RL45 SRS

ERNEHEREA, EAUERFIMBMESRHIEER, FRAISEMARE, WRELEEHITE
BB EER, NFEEELLE—,

1.6.1. N FTI1 B &R iER
VEREREER, MALMERERINT BER, LUEERBEE L ERVBHTA,
B S E E LI B R

it =
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1. LLEH cluster-admin M 519 &%,
2. ERBIATTEENR

I $ oc adm create-bootstrap-project-template -o yaml > template.yami

3. HAXAGESR, BRI RIUEDINE X REERERB template.yaml 314,
4. TEERLAOIETE openshift-config #p & Z2[A A, INEIEEHIER

I $ oc create -f template.yaml -n openshift-config

5. {5 Web #HIA K CLI HiT B ECE FR.
o {HFH Web 25 :
i. S#ZE Administration — Cluster Settings T,
i. |mil: Global Configuration, HEEMARE iR,
iii. $%E Project 5 H, #H =i Edit YAML,
e {HMACLI:

i. Ym%E project.config.openshift.io/cluster ¥R :

I $ oc edit project.config.openshift.io/cluster

6. E# spec &4y, FHEE projectRequestTemplate 7l name S8, BXBE L LM EER
&R, BRIA&TH project-request.

A B E X B RR K E & R

apiVersion: config.openshift.io/v1
kind: Project
metadata:

spec:
projectRequestTemplate:
name: <template_name>

7. REEWRE, Q- DHTERLILEEKRINA T EMNER,

11.6.2. TEXT I B AR AR IR LS SRS

ENEBEER, o LEHUIEMBRIERPRMMLEEE, OpenShift Container Platform 5§ Bz
2171 B ISR P8 ERIFATE NetworkPolicy X5,

FRFM

o E£EFE A NetworkPolicy Xf REIBRIA CNI BN, WNiXE T mode: NetworkPolicy
OpenShift SDN RIZ8 R, tRINZE OpenShift SDN FIEKIARZ,

e B%% OpensShift CLI (oc) .
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o MEBT(FAEAR cluster-admin IR - EREEI & EE,

=

/MBI E G2 T B E LRI B &R,

it
1 IZFT AR i Sk Ym T 0 B B RUARRAR

I $ oc edit template <project_template> -n openshift-config

¥ <project_template> & #i N & W EBEC B A BRI ETR. BIAERZTRH project-
request.

2. TEENRAF, 84 NetworkPolicy X RIEH—TTRANNE objects S8+, objects SHAILL
—ANEENHRIES
FELLTRBIF, objects SHEE DAL NetworkPolicy X5 :

HE
X F OVN-Kubernetes P4t M, 2 Ingress Controller B2 & 7 {E

HostNetwork ifi s % T SRBEIS, AXFNAMZEKEE, UEARFAORE, FiE
HiRE AR WIRYH,

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

3. w1k BETUTRSUE—NFIE, FERINERMLE RIS REWHKRINEIE
a. SIB— 1 EIIE

I $ oc new-project <project> ﬂ
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@ & <project> B HEEOIRNT AN AT,

b. T B BEIRHBIMEREN REETHIE S :

$ oc get networkpolicy

NAME POD-SELECTOR AGE
allow-from-openshift-ingress <none> 7s
allow-from-same-namespace  <none> 7s

N7 FAMERBEEZH T RE
VEREResIR R, e LR B LS 08 L 2 T P 4 R R ES Th AL,

JNSR(EF OpenShift SDN SRFMILA AN, FIRBATATREEMLIHRES, RERXRUTS
AP EXBMLIRES, BEFXEMSRISE,

N7 ERARNERREEZH - RE
EAILRBYIE, HESEMTEMEZE S pod MRS HE.

SR

it =

86

L EHFE A5 NetworkPolicy % REVEEEM LS, W OVN-Kubernetes M4SN i E
T mode: NetworkPolicy #9 OpenShift SDN FI4& N, LR Z OpenShift SDN BIERIAE
o

B&% OpenShift CLI (oc) .

BRI LMEAESR admin IR - EFERIEEE,

. B LLF NetworkPolicy X/ £ :

a. %7y allow-from-openshift-ingress F5RHE,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: "™

podSelector: {}

policyTypes:

- Ingress
EOF



B 1 & YRS

policy-group.network.openshift.io/ingress: """ & OpenShift SDN FJ &1L
2o Rl EEES IR, R LU A network .openshift.io/policy-group:
ingress @p 4 22 (AR IR, (BIXR— MRS,

b. %4 allow-from-openshift-monitoring FIZREE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

2. "k BWIAHRITE PFEEMS R, ERMAUTHS
I $ oc describe networkpolicy
i Bl

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:

To Port: <any> (traffic allowed to all ports)

From:
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NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

1.7.2. G55 E
D I

1.7.3. Efth ¥R

® OpenShift SDN M4 fEEE
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£ 123 ZM%
FE12E LMWL

12.1. TS W%
£ Kubernetes &, REFE(MMESEINT Container Network Interface (CNI) BIFRIZ&$H 4 1 75,

OpenShift Container Platform {§ F Multus CNI &4 SR SCIIX CNI iR R BE S, EEBEREIREH, &
EEE default pod M4k, FRIAMBCIRERFPHAE —MRMLRE. BT E TR A/ CNIHEHE L 47
HNBFZ5, FH/F—DHZ D ITHMEHINE pod, ERILRIEFENRHE LS MENML, XAEERE
g B 1R A3 He s B A F R 4% TIBERY pod,

1211 GRS ERY =

BRI UAREMARBENE L TMERMANS, SEsBERETESEGTE. REMLREN LI T
MEeMRARER :
:3:1
BEEHUAERNFAENFEE L AERE, UEESMTFHLRENS D,
et
gg;ﬂ%ﬁi@ﬁ%ﬁ%ﬁ%ﬂ?%%Eé%ﬁ'éﬁ'ﬁ%iiﬁ’ﬂMZ%EIZE, WA RE T RAER T HE A HZHF
TR EO

SBEPIFRA pod MAFEREESERMIIAMELS, UAERFENERPIEEYE, B pod #3E—1 eth0
#EO, MNEIEESEEBN pod M4, EALUEM oc exec -it <pod_names -- ip a S5 EEE pod B
O, MNRERIMNER Multus CNI BIFIAMLEDO, NZFH netl, net2. ... netN,
™A M EOMINE pod, BB ERE L FEONMINARN, &I LUER
NetworkAttachmentDefinition BE Y %R (CR) REEZMEO. &1 CR FH CNIEBEE Lol
BizEn,

12.1.2. OpenShift Container Platform A E%I 4 4%
OpenShift Container Platform #24t LA CNI &, LUEEEREFOIBEIARIL -
e bridge : EEEETRAZIAN ML, URTHE—ENLNBREEERE, HF5EVBEE.

® host-device : E2i& host-device ZNAMLE, LLFTYF pod 1A EHLRYT L HIYIER LUK W A 4% 1%
%Q

e ipvlan : EEEET ipvlan BUZIAMZE, LASRIFEN LM pod SEMENFABL EN LB pod B
15, XELFETF macvlan BIFIHAMEL, 5ETF macvlan BIZIA ML ARR, =1 pod HEESRXY
WM 2EHE OME R MAC thilt,

e macvlan : EEEETF macvlan BIZIA ML, LAAITFENLEB pod @i (FAYIEMLLEOS Hitb
ENFABRLEEN LB pod BIE. MIAIRIET macvlan BIFIA MG EIE pod BRI E— N HE—
B9 MAC i,

® SR-IOV : FEET SR-IOV B4 MLE, LARTTF pod MEANE) EHN 2L L2 HF SR-I0OV BIRE Y
REFLIhRE(VF)#EO,

12.2. BERERNA 4%

ENERRBEENR, B NEHERESNML, SIRUTMEGRE
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® Bridge
o EMIKA
e |PVLAN

e MACVLAN

12.2.1. BEEAAN ML L

ISR LLES M EERAA AN E @R - BMAERRERN, B—RREERA—FAEREEL
ARILE, X FiXHFAE, FHMBEBEEER Container Network Interface(CNNEHEIE,

ST TR LS, BT IRECE ARG —E 8 1P thit B (IPAM)CNI &R E & IP ik, IPAM $&4
XREM P it SE AL, SIE DHCP fMER S 9.

e (&K Cluster Network Operator(CNO)EZE : CNO £ B0 MEE
NetworkAttachmentDefinition %1%, (R TEENRE AR, CNO LR DHCP AT BEF &
FH DHCP £E28Y IP Hthiik AOZR A R %%

e N YAML EH : EALLE T 0|2 NetworkAttachmentDefinition ¥ R EZEEELHN ML, X
AR VRE BEX CNIHEH

12.2.2. ECE R4 2% B 00

3877 k8s.cni.cncf.io APl ZHH#) NetworkAttachmentDefinition AP R B4i 4L %%, TRIE®R T API Y
FRiE :

# 12.1. NetworkAttachmentDefinition API S E&

FB RE feid

metadata.name SR A PRLE B9 & F
metadata.namespace Pk X RABBIR R L2,
spec.config FHrE CNI {4 ECE JSON &=,

12.2.2.1. 33T Cluster Network Operator B2 &4 4 %%

A RS MEANBIEC B VE 7 Cluster Network Operator(CNO)EZ &I —EB 318 &
LT YAML #5® 7 8 CNO EEFIAN LI E S

Cluster Network Operator ECi&

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
#...
additionalNetworks: @)
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- name: <name> g
namespace: <namespace> 6
rawCNIConfig: |-

{

}
type: Raw

BE— PSS BRI,

IETE CIREOHIS L B INBY & 7, 1Z B FRTEIE EBY namespace FFEZRZM—H.
DIRMLEH By ar R Z2 (A, NRIEARISEE, NERA default d5&ZE [,

JSON B8 CNI & ECE.

- -

12.2.2.2. M\ YAML & B BC B RS 2%
A AR E 2 M YAML BB SXHEEM, M TFEIFTE :

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: <name> ﬂ
spec:
config: |-

{

.
Q 1ETE A B2 RO A 25 B N B & iR
@ JSON#EE CNIfEHERE.,

12.2.3. Bl 4% 2R B R B
LURERD A T S s i EAA R B R ER,

12.2.3.1. ECE PR A4 P 2%
LUTRH&R$®R T bridge CNI SEHHIEEE S -

£ 12.2. bridge CNI ##f JSON BB X &

B12E ZH%

FE ey gk
cniVersion FRE CNI #itghR A, £ 0.3.114,
name FHr 182 B CNO ECEIR 89 name SEIHI(H,

o1



OpenShift Container Platform 4.7 %%

=427 3l b
type Pk
bridge Pk EEEFEANELMTEM, MRENLERFERTEQ, 5

700, BIAED cnil,

ipam xR IPAM CNI fEHRIER B R, ZIHE4EEMSEHINE LA 1P ik
i
ipMasq i /RME BN true, M HEFENRLREEA P (hik, ERE

BOR IP Hhit EERE MG IP fhik, INRMVHEA IP fhik, 1
BELEM, BMAME false,

isGateway Hw/R1E BN true, MITARFSE IP #hit, BRIME Y false,

isDefaultGatewa % /R{A B true, MITTSFIECE N ELIFMLSHERIAN X, BRIMEH

y false, #0R isDefaultGateway i%i& 7 true, Il isGateway
th2BNIKEN true,

forceAddress Hw/R1E BN true, MR Z I ER P it HE A BN, %

E7y false i, MRFKETFTEEFEN IPv4 it IPv6 it
i ERLE RN, Nk E£HER. BIMED false,

hairpinMode #/RME B true, LUV E RN @S I e B R O T A% B
AR, X MRRBRI S G742, BRINME D) false,

promiscMode o /R1E WiE N true, MTIEMF LEREMER, BRILE ) false,
vlan FHE LI ER R IE R B LAN (VLAN) Fi%, BRHAER FARSE

VLAN 7%,

mtu FRER FRAEH AL (MTU) BB NIEENHE, RINEBRRKBNE
%O

12.2.3.1.1. Ftfifd & w5l

LUFRBIEE T &N bridge-net BB FIL -

{

"cniVersion": "0.3.1",
"name": "work-network",
"type": "bridge",
"isGateway": true,
"vlan": 2,
"ipam": {

"type": "dhcp"

!

1
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12.2.3.2. FH I EFGN AL HIECE

pa -3
R BU TSz —RIEEEMM L1 & : device, HWaddr, kernelpath =X
. pciBusID,

LI &R T host-device CNI iHEHHIEL B S 2K -
& 12.3. EHi%#%& CNIH &M JSON Be@ X %

FE KRB Uiy

cniVersion FrE CNI Hl&hR A, =E 0.3.1 fH,

name R &2 /1R CNO EEBRHH name SHIHIMH,
type Pk ZEEER CNI FEHHET : host-device,
device FHrE "k R EBIE, 40 ethO,

hwaddr FHr& A R EREHE MAC i,

kernelpath Pk A% ¢ Linux AR &R, 10

/sys/devices/pci0000:00/0000:00:1f.6,

pciBusID Pk B 3% : L% B PClitsit, 400000:00:11.6.
ipam xR IPAM CNI fEHMER B R, ZIHE4EEMSEHINE LA 1P ek
Pt

12.2.3.2.1. host-device E¢i& R~ {I

LU FRBIEE T %9 hostdev-net BIZi 44 FI%E :

"cniVersion": "0.3.1",
"name": "work-network",
"type": "host-device",

"device": "eth1",
"ipam": {
lltypell : "dthll

}
}

12.2.3.3. Bdi& IPVLAN %4 p2%
BUFA 3@ 7 IPVLAN CNI FHEME B S

& 12.4. ipvlan CNI #&ff JSON E2&E X %
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PEX ey ok

cniVersion FRH CNI #i#ghR A, £ 0.3.114,

name Ffr 12 B CNO ECEIR 89 name SEII(H,

type Pk ZEEER CNIEHHETE : ipvlan,

mode FRH EHHEREREER, XMEXTRE 12, 13513s, EIAEN
12,

master FRE Sm%&MIN<ECAILLRRED, MNREEEE master, N{EFA
IR B BEREA,

mtu B2 PR AREHEA (MTU) B NEENE. RAEBAZE L
%o

ipam xR IPAM CNI BB R, 4IRS EMSHNE LAY 1P ik
S,

AEE dhep, FXZ#FEM DHCP EE& IPVLAN, EH IPVLAN
EOS5EHEOHRE MAC ik,

12.2.3.3.1. ipvlan B2 &= Hl

LT RBIECE T 4 ipvlan -net BIZTAF R :

{

"cniVersion": "0.3.1",
"name": "work-network",

"type": "ipvlan”,
"master": "eth1",
"mode": "I3",
"ipam": {
"type": "static",
"addresses": [
{

"address": "192.168.10.10/24"
}

]
}
}
12.2.3.4. MACVLAN Fi4 P4 fc &
LATFX SRR T macvlan CNIEHEREEBE S -

% 12.5. MACVLAN CNI }#H# JSON BEeE X %
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FE KR sk

cniVersion FHE CNI #lig R A, BE 0.3.1 1A,

name Pk &2 A0H CNO EREBIR M name SHIMI(H,

type FHE ERSEM CNI FEHFHIBFF : mac vian,

mode Pk FRB ML ERRER Wit, WA
bridge. passthru. privatesi Vepa. mMR&ERMIE, NEK
NME D bridge.

master Pk 5EHEOXBILIAR, PESK VLAN 0, MRKRIEEME,

M fERENREBIELLRMED,

mtu FREE g EENHEKREREIT(MTU), RIMEHRRZBIINE,
ipam xR IPAM CNI &SRB B R, ZIHE4BEEMSEMINE LA 1P etk
Pt

12.2.3.4.1. macvlan Eei& =l

LU T RBIERE T 45 macvlan-net BY%7 4+ %% -

"cniVersion": "0.3.1",
"name": "macvlan-net",
"type": "macvlan”,
"master": "eth1",

"mode": "bridge",
"ipam": {

lltypell : "dthll

}

}

12.2.4. NEHNMEEE IP it o2

IP k& E (IPAM)Container Network Interface(CND#E{E  E fth CNI #HA1R4L IP Hhiik,
IRAT MR LT IP itk 3 ER R A -

o SO

e &t DHCP RS 23HITINEDER. RIEER DHCP ARS5 28077 AT MER LRI 4% 175 [,

i
e &iT Whereabouts IPAM CNI & ##H 1T S0 E.

12.2.4.1. &5 IP il £ EcEciE
TRIERTES P it S ENEE :
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£ 12.6.ipam BB R

PEE =S b

type Pk IPAM #hiik K8, (B2 #E 1,

ok HA BEDEA RO IP kB REH, X IPv4 #1IPv6 IP
ik,

Routes #H EEEE pod HECE RIS AN REH,

dns A Ak : $57E DNS Ee BB REA,

address BHEETALUTFERITR -

3 12.7. ipam.addresses[] array

FE RKE ik

ot FHE IRIEER IP i FMZA RIS, i - MREIEE
10.10.21.10/24, L HEHNMLE2ES IP itk 10.10.21.10,
M#E N 255.255.255.0,

gateway FHE H O MR EZBEIMBRIAR X,

5 12.8. ipam.routes[] £

FE e ik

dst FRE CIDR ¥ =XH9 IP HutitSEFE, 40 192.168.17.0/24 =% 0.0.0.0/0
(BARRE) o

gw FrE MLE TR BRI,

5 12.9. ipam.dns X} &

PE e ik
LIRSS 2R #H FAsk % 3% DNS BB —PHZ D IP ik B3k,
domain #AH EENBIEN LB, B0, NREEISESN

example.com, % example-host # DNS Z & i) A5
7y example-host.example.com,

search A 7£ DNS & E i 2, MEINEIFERREEN S (40 example-
host) B9 &R,

5 IP st 5y Kok E Bl

9
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{
"ipam": {
"type": "static",
"addresses": [
{
"address": "191.168.1.7/24"
}
]
}
}

12.2.4.2. 57 IP #ilit (DHCP) A EcEc &
LA JSON ##uk 7 {8 DHCP #1730 IP Hetit #hiit HEMERE -

DHCP fAHAZET
pod 7E QIR FRERE [R s DHCP fAHA, ZFHER VI REREFZITH— /MBI DHCP RS
SRERE EHALEIT,

Efh % DHCP IRSSZRMIERE, B4R Cluster Network Operator EZ & A2 shim M
YEHMEIN, NTFHIRTER -

shim PIZ B N E SRl

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:

additionalNetworks:

- name: dhcp-shim
namespace: default
type: Raw
rawCNIConfig: |-

{
"name": "dhcp-shim",
"cniVersion": "0.3.1",
"type": "bridge",
"ipam™: {
"type": "dhcp"
}

}
#...

%% 12.10. ipam DHCP & X &
FE 3l b

type SR IPAM #iiE %8, (& dhep 2HH.

BhA P Hhiit (DHCP) S EdEC & I
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{
"ipam": {
"type": "dhcp"
}
!

12.2.4.3. {1 Whereabouts #7312 IP #lit  Acfic &

Whereabouts CNI f{4 f2 /FFE A F DHCP BRS5 2289155 T2 S 4 1P it 4 Bo 45 i 4 W25
T&RE® T A Whereabouts #1720 IP il D EEHIERE :

 12.11. ipam Y REBEXTR

FE KR fik

type FHRE IPAM #etik K8, {ER2 @ EH,

SEH FrrE CIDR FRoEHRH IP i B, 1P Mtk R5@idix A ihit SE sk
2 BCHY,

exclude A "k CIDRRTERFEZTHEZ A IP IISEENSIR, 28

TEBFRRHIESE B89 1P ik,

{5 Whereabouts B3I IP it 9 Befic & 51

{
"ipam": {
"type": "whereabouts",
"range": "192.0.2.192/27",
"exclude": [
"192.0.2.192/30",
"192.0.2.196/32"

]
}
}

12.2.5. {1 Cluster Network Operator G/ 4+ 4 2% B N

Cluster Network Operator (CNO) BIEZIAMLEE L, HMIBEZ QBTN MLEE, CNO 2B
NetworkAttachmentDefinition % &,

8%

TE %% Cluster Network Operator FTEIEH] NetworkAttachmentDefinition %f &, iXHF
BRI BE R BRI R 45 _EBIF 48 TR =

FRFH

e L% OpenShift CLI (oc) o

o LIEA cluster-admin M E - &0 &%,
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L=

S

. BYRHE CNOELE, EMALLTHS

I $ oc edit networks.operator.openshift.io cluster

2. @i NEE ORISR EREREECEN CR, MBI,

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:

#...

additionalNetworks:

- name: tertiary-net
namespace: project2
type: Raw
rawCNIConfig: |-

{
"cniVersion": "0.3.1",
"name": "tertiary-net",

"type": "ipvlan",
"master": "eth1",
"mode": "I2",
"ipam": {
"type": "static",
"addresses": [
{
"address": "192.168.1.23/24"
}
]
}

}

3 REFMEHNER, BRHEXAYHERUIRZENR,

o Z{TLU TS HIA CNO 1l T NetworkAttachmentDefinition ¥ &R,

BILR,

I $ oc get network-attachment-definitions -n <namespace>

Hep:

<namespace>
EERIE CNO EE R M4 NaY 6 & 22 (A,

i th < Bl

NAME AGE
test-network-1 14m

B12E ZH%

CNO /N R AIFTRER
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12.2.6. @75 N A YAML 55 5 SR 01 2247 44 I 25 Bt

FRFH

e % OpenShift CLI (oc) »

o LIEA cluster-admin A B9 &%,

Pk =
. FERTAMEERERE YAML X, STFHIFR :

apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: next-net
spec:
config: |-
{
"cniVersion": "0.3.1",
"name": "work-network",
"type": "host-device",
"device": "eth1",
"ipam": {
"type": "dhcp"
}
}

2. BTN e B SR B BRAN AL PIL

$ oc apply -f <file>.yaml

o —

=l

<file>

IR AE YAML & S BRI AT,
12.3. X FEMBEBEMNEL

12.3.1. X FEMBRBMNE L

R EBEMELR (VRF) %&5 IPHNESEE, 1RET OBREMRBMELISEEN., VRF #HA T CNF
FrENREE, FH RS ZHMEMEHRINAT I, VRF BTREZ M TheE, Flan, SNHEEE
B —HNERBRBEEERENIRIAM X,

HRREREFHES VRF %5, EIHEEREFTNEIBEEMEAS VRF L& XBMEHRK, VRF B—1
EERFMRE, cREMWMOSIERZEIULNRE, FL2 TE (0 LLDP) AZEIRM, XAlik{idk
BESHIP AN (NETRIEMIRE) KETEXEEREN VRF SN,

12.3.1.1. SXXEFT ELE L FE A pod BIME R IR L T 174

EHE, 81 CNF #HeEES AR 22 HHNZ N TR, XEMNEMEATREESEHNE
M4 CIDR 22, {#fH CNIVRF ffdF, MEIhEEnl AR IP i FEE AR E - EZRN, FR
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BAMERFRE, IP #hiit5 OpenShift Container Platform IP Z2[A]&&, CNIVRF &4 IAAT A CNF
FIRITBREE, FHiREME MRS FRIMIE I,

12.4. 1 POD M ANEIEI A P44

ERNEEERAF, BRI pod FMNENEL A LS

12.4.1. 1% pod FRINEIZIH MLE

RIS pod TRINEIAIAMFALE, pod 4kEEIT BRINFILS 4 3% 5 EBE XM BN TR E,
Bl pod I RMINEISFLS, (B2, MR pod BIFME, EFEHEMMNME,

pod /RS ARSI A FHERM S R 22,

FoRFM

e L% OpenShift CLI (oc) o

o ERFIEERE,

1. 79 Pod X RANINER, REeERAUTEMEAZ—

a. BB EEHIER THINGSNML, HERUTHENRINER. & <network> B E
5 pod KEXBYHIS PRI B TR :

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: <network>[,<network>,...] ﬂ

@ =ZEEZ M ENML, HERESHRE MY, FSLATTAERE, WRESR
PR — AL, % pod 2455 O ANENIZ P12,

b. Eilid BE CRMINAIN ML, ERINEAUTHEIBNERR

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: |-

[
{

"name": "<network>", ﬂ
"namespace”: "<namespace>", 9
"default-route": ["<default-route>"] 6

}
]

57 NetworkAttachmentDefinition ¥ & & Y BZI A P25 B9 L R,
7E X NetworkAttachmentDefinition X &8y & 22 4],

E
Ak s HBAREBIEEES, 0 192.168.17.1,
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2. BT T ER0E pod. $F <name> &ty pod HIEFR,
I $ oc create -f <name>.yaml

3.\ : EiIA Pod CR HREFEEEMRE, HHMALTHSN <name> &#:4 pod BIEF5,
I $ oc get pod <name> -0 yaml
ELLTRABIF, example-pod pod MifNE net1 Zi4k M4 :

$ oc get pod example-pod -0 yaml
apiVersion: v1
kind: Pod
metadata:
annotations:
k8s.v1.cni.cncf.io/networks: macvlan-bridge
k8s.v1.cni.cncf.io/networks-status: |-
[{
"name": "openshift-sdn”,
"interface": "eth0",
"ips": [
"10.128.2.14"
1,
"default": true,
"dns": {}

"name": "macvlan-bridge",
"interface": "net1",

"ipsll: [
"20.2.2.100"
]

"mac": "22:2f:60:a5:18:00",
"dns": {}
]

name: example-pod
namespace: default
spec:

status:

ﬂ k8s.v1.cni.cncf.io/networks-status S 2% R JSON #4H, BN FiFdRMI0E pod
BIEI A PSRRI E R FAESIAE,

12.4.1.1. F5E B ET pod Bytthht F13& H £

& pod My INEVELSAAPILEES, EATRERE BAERE pod FIEER R IZMAHHMEM., XA LR EWRHEEA
FLHmE, FEEFRS IP A MAC ik, ZXFIWER, ERLUER JSON BXBEMRE,

SeRFMH
e pod WS ML FHER SRR,
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o % OpenShift S 1THRE (oc) »
o MINEREER,

it e
FAE IR Mk ]/ SR BRI TR pod ARINEVERS MILS, IESERA TR |

1. Y7t Pod BTIRE L., MREBHEINA Pod KR, 1HE2TUTHSERIARERPREEE L,
¥ <name> Bt N EJHERN Pod FIRHIEATR,

I $ oc edit pod <name>

2. 1E Pod F5RE X, JF k8s.v1.cni.cncf.io/networks Z#7RNE) pod metadata R &
1, k8s.v1.cni.cncf.io/networks 3 JSON 2/ &8, ZFEERIBEEMIMBIEN, 1518
NetworkAttachmentDefinition B E X %R (CR) &#RBIN &R,

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: '[<network>[,<network>,...]]' ﬂ

@ T <network> Bifiy JSON W, MTHIFTR. $51SRBHEH,

3. EULTFRAIAF, @it default-route S, SEARIGTE T WA PILEHME AN SHE A BRIAERH,

apiVersion: vi
kind: Pod
metadata:
name: example-pod
annotations:
k8s.v1.cni.cncf.io/networks: '
{
"name": "net1"
|3
{
"name": "net2", ﬂ
"default-route™: ["192.0.2.1"] 9
y
spec:
containers:
- name: example-pod
command: ["/bin/bash", "-c", "sleep 2000000000000"]
image: centos/tools

ﬂ name &5 pod KEXBYEIS 4% B9 £ FR,
default-route I8 7 — "M%, HEBBARTEEHCEBAZENERXIMX, MREE
T % default-route %, X5 pod TiEK MBI,

MARBAFSREMREEECBHEPEENREMISHEEIM X,
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BF

¥ OpenShift Container Platform FIBRIARR X B BRI\ E O A BIEON, FlEs
SENIZRZ pod # pod RIFIMZ R EMHEEBIHMEO,

EIUFE pod EREE M, PR oc S TE pod HHUUT ip 4.

I $ oc exec -it <pod_name> -- ip route

ol

Y
pad
)

1R AT LB A pod BY k8s.v1.cni.cncf.io/networks-status & & WA A4 L% B 4459 B
TERIAREH, XA LLUET JSON &N BIXT §FIFF B default-route ## ST,

£ pod IXEFS IP itk s MAC Hthtik, EEJLUER JSON HRAEME, XEREOIZRIT I IIEERIH
%%, XA LATE CNO By rawCNIConfig 1B E,

1. BT T3k gmH CNOCR -
I $ oc edit networks.operator.openshift.io cluster

BUF YAML ## 7 CNO BECE S -

Cluster Network Operator YAML Bgi&

name: <name> ﬂ
namespace: <namespace> g
rawCNIConfig: '{

}l
type: Raw

ﬂ FIREOCERIZIN MLEMIINIEE L TR, X RMIEIEER namespace HHEEEMH—H,
Q EEEEEDOUEMEMINMMEZERE, MNREREEME, NER default 3% 22 (A,
© ETUTEIR L ISONERIEE CNI EHEE.

LATFXTSR$R T 8 macvlan CNI R84S MAC HhikF0 1P thit WA B 53K :
{FAH%S 1P Hl MAC H#elitA9 macvlan CNI & JSON EEiE %4

{

"cniVersion": "0.3.1",

"name"; "<name>",

"plugins”: [{ 9
"type": "macvlan”,
"capabilities": { "ips": true }, 6
"master": "ethQ", ﬂ

"mode": "bridge",
"ipam": {
"type": "static"
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}
3 A
"capabilities": { "mac": true }, 6
"type": "tuning"
}]
}

BIERIEA PRSI IR B FF, 1% B FIEIEER namespace FHEEEM—H,

g 187 CNIEHERBHNRA. H—MHRIEE macvlan FHHEE, B MIRIEE tuning HHEE.
© EE—MIERER CNUEHETHEREINEEMES IP i hEE

8 macvlan fEEFERMZEO,
EE—MERE A CNI iE4r5: S MAC ik ThAE

®

LLERZEHE NI BE R LA JSON 8BRS A, B A X0 RIEE IR LFS IP #1 MAC k5
FeZa 8 %E pod.

FERLUTRAYE pod :
I $ oc edit pod <name>

%S IP 1 MAC Hetit89 macvlan CNI & JSON EEiE %4

apiVersion: v1
kind: Pod
metadata:
name: example-pod
annotations:
k8s.v1.cni.cncf.io/networks: [

{

"name": "<name>", ﬂ
"ips": [ "192.0.2.205/24" |, @)
ac": "CA:FE:CO:FF:EE:00" €)
}
]l
ﬂ {5 FI7E 02 rawCNIConfig FiR#tH) <name> ,
© RUSEFRELN P thit,

g 124t MAC Hhiit,

A 5 1P b Al MAC Ut RFEZERMER, SR MER, e l—&EfER,
BIUE— D BRI FILSE pod B9 IP b1kl MAC B, &R oc S 7E pod FHUT ip &

I $ oc exec -it <pod_name> -- ip a
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12.5. MEIA 4% it B POD
ERNERER 7, e LM M2 A R pod.

5.1. MBI RI2E IR pod

12.5.
12 R MIFR pod S MBS RS HHBR pod,

FREZH
o —NEIN ML M INE pod,
o L% OpenShift CLI (oc) .

o ERFIERE,

o ZHBR pod, BIALTERS :
I $ oc delete pod <name> -n <namespace>

o <name> & pod &R,

© <namespace> & pod HEn 22 [H],

12.6. YRR A0 2%
VEREmEIE R, M LUERIE TN ML NEE,

12.6.1. (& &4 P 25 Bt N RE S
VEREREIER, M IIEAREHTER, EEMINEIGARMEHIIE pod BRRLELTR,

FeREH
o ENEEECE T HAMLE,
o % OpenShift CLI (oc) .
o LIEXH cluster-admin FHIAF HHE %,

it 2
ENERRERN ML, HRBRUTHE

1L BT S, EBIAXAYRIEER PSR Cluster Network Operator (CNO) CR :

I $ oc edit networks.operator.openshift.io cluster

2. 7f additionalNetworks £ &5, FBIEAIE B HFEIN ML,
3. REEMWER, BREXAREIILUIRZENL,
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4, 7%k 2T S I CNO E#H T NetworkAttachmentDefinition X%, ¥ <network-
name> . E L RIIEIA L L TR, CNO IRIBEMENEH NetworkAttachmentDefinition
N RATATRER A IEIR,

I $ oc get network-attachment-definitions <network-name> -o yaml
fBign, LATF#ERHIEHE E 40 net1 B NetworkAttachmentDefinition %/ & :

$ oc get network-attachment-definitions net1 -o go-template="{{printf "%s\n" .spec.config}}'
{ "cniVersion": "0.3.1", "type": "macvlan”,

"master": "ensb",

"mode": "bridge",

"ipam": {"type":"static","routes":[{"dst":"0.0.0.0/0","gw":"10.128.2.1"}],"addresses":
[{"address":"10.128.2.100/23","gateway":"10.128.2.1"}],"dns":{"nameservers":
["172.30.0.10"],"domain":"us-west-2.compute.internal”,"search":["us-west-
2.compute.internal"}} }

12.7. HHIBRET A R 2%
VERNEREEIE O, 15A] LU BRET A W25 M 0.

12.7.1. MHIBRER S FILE B AN TE SC

ENEREIER, fEAILIM OpenShift Container Platform SEEE R MIBREAM LS, A ML TS ME Frd
HINB9EM pod AR,

FoRFMH

o % OpenShift CLI (oc) .
e LIEA cluster-admin £ M E - S0 &%,

i
B MERF M BRETS LS, 1ETERRUTH IR

1L BITUT S, ERIAXAYEEZRF R Cluster Network Operator (CNO) :

I $ oc edit networks.operator.openshift.io cluster

2. MIBZZE MR MLEHINE XA additionalNetworks £ & IR ECE, LULLE®R CR,

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
additionalNetworks: [] @)

ﬂ IR E % additionalNetworks & & FME—ZA I LEME N E X EC B ST, EAitgE —

NEEA,
3 REMEHER, BBRHEXAYHERUIRZENR,

107



OpenShift Container Platform 4.7 B4

4. /% @iaiT A SHEIUIMIBR T ZiA M4 CR :

I $ oc get network-attachment-definition --all-namespaces

12.8. 1 VRF 2 EEZ M B R4S

BF

CNIVRF i R 2 —MARTIITIRE, BORTIIIRE R WELLNE ™~ MR S5 F RN (SLA) X
, BUeEYR A EARRE. AETHEEEE - MERERE], XEEARTEINEER
LR PR BRI AR, FENSEFLMBRREMAREE L.

BRIAERAT I RE X RSEERERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

12.8.1. 77 VRF S EEME %%

ENERBFEENA, B LMER CNIVRF #&# 7 VRF HECEFIN ML, a4 0RNEN NS SEEEN
IR O KX,

M VRF MM ARRFREENCERELE. BEMNALRERETHEHR
SO_BINDTODEVICE %77, SO _BINDTODEVICE [SE#FHENEL FEORMPIEE
B %, It eth1, Z{#F SO_BINDTODEVICE, N FB#2FE%/EH CAP_NET_RAW
IjJEbo

12.8.1.1. {5 CNI VRF $H {6 B 454} P 25 B hn

Cluster Network Operator (CNO) EIREINMLEE L. HITIEEEUEIFANMLEE, CNO B3I
NetworkAttachmentDefinition B E X ¥J& (CR) ,

B DY Cluster Network Operator FiE 2 NetworkAttachmentDefinition CR, jXff
8] BE RARIF NS 28 LRI 48R &

ZEA CNI VRF &4 CIRGARILH, HHITATHK,
SeRFH

o &% OpenShift Container Platform CLI (oc) &

o LIBEA cluster-admin UBRBIFA 7 & 17& 5% OpenShift &£&%,

it =

1. WA LMD Network B E ¥R (CR), FH N&i4M%53E A rawCNIConfig EZi&, 1T
IR, ¥ YAML fR7F 5 X4 additional-network-attachment.yaml,

apiVersion: operator.openshift.io/v1
kind: Network
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metadata:

name: cluster

spec:

additionalNetworks:

- name: test-network-1
namespace: additional-network-1
type: Raw
rawCNIConfig: '{

"cniVersion": "0.3.1",
"name": "macvlan-vrf",
"plugins”: | ﬂ
{
"type": "macvlan”, 9
"master": "eth1",
"ipam™: {
"type": "static",
"addresses": [

{
"address": "191.168.1.23/24"

}
b
{
"type": "vrf",
"vrfname": "example-vrf-name", 9
"table": 1001 ﬂ

1]
X

BH YR —DIIR, SIRPHE—DIBIIREH VRF MZSHMERSE, FIRHPHES
MU Z VRF &4 E.

type i vrf,
vrfname 2#F O9EH VRF BE&FR, R pod FAEE, NIGIEE,

A%, table EFHER ID. BNE R TFEA tableid 2%, MEEEHKE, CNIEH VRF &
BRI ERE ID,

O00® 9O

N

S
A=
ﬁ REEFREAEEN netdevice i, VRF FEEESIF,
2. fil# Network %R :
I $ oc create -f additional-network-attachment.yaml

3. BTIZITUTHSHIA CNO /2 T NetworkAttachmentDefinition CR, & <namespaces> &
Hoh IS E R B MM S ERI & 22 (], 40 additional-network-1,

I $ oc get network-attachment-definitions -n <namespace>
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=Bl
NAME AGE
additional-network-1 14m

v xE
CNO i CR Z BT AT RERBIE R,

UFEIA B VRF RIZEHHINZ S ETh
FI5UF VRF CNI 25 B IEBEE FH M INAIA MM AN, 1EHITLATIRE -

1. BIEF A VRF CNI BIRI%%,
2. FRLDELE pod.
3. JSiE Pod MM NS S5 EE] VRF ZiAM4%, 7L32 shell B pod FIiZTUL TGS :

I $ ip vrf show

LN
Name Table
red 10

4. i\ VRF EORMBZEOMEED :
I $ ip link

i o Bl

5: net1: <cBROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue master red
state UP mode
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513 = EHMLE

13.1. X FHAR I/0 EFME (SR-IOV) WEHRIZS
Single Root I/O b (SR-IOV) MSER A — 2K PCl K& D EHITE, TS5Z1 pod HEHLNEKAE,

@it SR-IOV, EEILUFENT = LRI N ¥IERThEE (PF) BB ML X & 2 B’ NS N ELIEE (VF), VF
METRLSEE—HER, %% 50 SR-I0OV X EREEFERE TR LA FE2RHH VF :

e netdevice FHFEFE : B2 netns FRIE M AL 1% &
o viio-pci WHIEF : HEIBRTHNEFLE

& LU SR-1I0V B4%15 %5 OpenShift Container Platform 58 E &2 F #2415k Red Hat OpenStack
Platform(RHOSP) EfiliZeis) t R&ERMFN ML —EME A, ATFRER T HEE RN AERF.

ERLMERUTHRSET R EBA SR-I0V :

I $ oc label node <node_name> feature.node.kubernetes.io/network-sriov.capable="true"

13.1.1. I =B SR-I0V M4 E 5 rH

SR-IOV Network Operator &G EIE SR-I0V HERAHM, SHITLLTINEE :
o YRR SR-IOV R4 & B A A ELER

® 7/ SR-IOV Container Network Interface (CNI) 4B NetworkAttachmentDefinition B & X ¥
iR

o OIEFMER SR-I0V ML % & iRHFIELE

o IR A45EH SriovNetworkNodeState B & X 7R

o FEHE SriovNetworkNodeState B & Y iR spec.interfaces FE%
Operator B LTS :

SR-I0V MZ B E TR

SR-IOV Operator & BIHT7E worker 17 52 _EEREH) DaemonSet, PR 7 T ESERE D 4 A 4DIA1E
SR-IOV M%%i% &

SR-10V Operator Webhook

X BN ANIEEI2: Webhook, FAFIIIE Operator BE LR, FHARINEBEHNFERNEELHIERIA
{Ho

SR-IOV Network Resources Injector (P ¥GREAZR) .

X — NS AIZREIZ: Webhook, TIRHLEIERFREI N BE LML TTE (40 SR-IOV VF) F”FH
Kubernetes pod #IA&HIZNEE, SR-IOV M4 B5IEFE AT 1T resource FE&RINE pod HEYEE—
T

SR-10V M%&ix & iad

XN EHERTLI. NEFOE SR-IOV ML EIIHEE (VF) TR, 7E Kubernetes X &1H
HEEFIRARNTR, XEFRBENTYEILED, 1 EHETLUE Kubernetes AETERF 7 2%
RAT Y, FbAERFEALUEESRY RN T = LHE pod,

SR-IOV CNI f#f#

m
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SR-IOV CNI MM SR-IOV & iEH R EZE D ELL pod BI VF #0,
SR-IOV InfiniBand CNI #&#E
MEANM SR-IOV & &G EFEDEL pod B InfiniBand (IB) VF #OM CNI $&4,

SR-IOV Network resources injector #1 SR-IOV Operator Webhook 2#%EIAE A, B@
11 %4%5 default SriovOperatorConfig CR k2,

13.1.1.1. X HMEES

SR-IOV Network Operator ZEUA FEE L2 H :
o FEM

® Red Hat OpenStack Platform (RHOSP)

13.1.1.2. TR
OpenShift Container Platform Sz #5 LU T R45 3 O 26 25 -

R 13.1. TR RE O 2RI 25

HhiEra Model f#t5E ID & ID
Intel X710 8086 1572
Intel XXV710 8086 158b
Mellanox MT27700 %%l [ConnectX-4] 15b3 1013
Mellanox MT27710 %%l [ConnectX-4 Lx] 15b3 1015
Mellanox MT27800 %7l [ConnectX-5] 15b3 1017
Mellanox MT28908 %%l [ConnectX-6] 15b3 101b

13.1.1.3. B3 &I SR-IOV P& &

SR-IOV Network Operator y$#8 ZR &8 LUKER worker 7 52 LB SR-IOV THBEM L% 1% %, Operator & NE
MRAFRE SR-I0OV ML I worker 7 R A HEFH — SriovNetworkNodeState B7E X IR (CR)

o

¥ CR DT & worker T s tBEMIGFF, status.interfaces FIRIZMA XT 2 LMK N EHIER,

BT
T E{&ck SriovNetworkNodeState ¥ 5., Operator & B38| BMEE XL TR,

13.1.1.3.1. SriovNetworkNodeState X R 3=fl

12
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BAF YAML 2H SR-I0V Network Operator ]38 SriovNetworkNodeState %} § 897~ :

— 4 SriovNetworkNodeState %%

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodeState
metadata:
name: node-25 ﬂ
namespace: openshift-sriov-network-operator
ownerReferences:
- apiVersion: sriovnetwork.openshift.io/v1
blockOwnerDeletion: true
controller: true
kind: SriovNetworkNodePolicy
name: default
spec:
dpConfigVersion: "39824"
status:

interfaces: 9

- devicelD: "1017"

driver: mix5_core

mtu: 1500

name: ens785f0
pciAddress: "0000:18:00.0"
totalvfs: 8

vendor: 15b3

devicelD: "1017"

driver: mix5_core

mtu: 1500

name: ens785f1
pciAddress: "0000:18:00.1"
totalvfs: 8

vendor: 15b3

devicelD: 158b

driver: i40e

mtu: 1500

name: ens817f0
pciAddress: 0000:81:00.0
totalvfs: 64

vendor: "8086"

devicelD: 158b

driver: i40e

mtu: 1500

name: ens817f1
pciAddress: 0000:81:00.1
totalvfs: 64

vendor: "8086"

devicelD: 158b

driver: i40e

mtu: 1500

name: ens803f0
pciAddress: 0000:86:00.0
totalvfs: 64

vendor: "8086"
syncStatus: Succeeded

13
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ﬂ name FEEMEE worker 71 SBEZIHEE.,

9 interfaces /)N 11 & #& Operator 1£ worker 7 s _E Z IBIFRA SR-IOV % &K,

13.1.1.4. 7£ pod m{d A EFIThRERI R~

IRE] LATERE AN T SR-IOV VF B pod AIZ T2 E A #F 1/ 7] (RDMA) 5% Data Plane Development Kit
(DPDK) K 2,

ARBSER T 7 RDMA &R AR EFIThEE (VF) B pod :
{F RDMA =R Pod HiAE

apiVersion: vi
kind: Pod
metadata:
name: rdma-app
annotations:
k8s.v1.cni.cncf.io/networks: sriov-rdma-minx
spec:
containers:
- name: testpmd
image: <RDMA_image>
imagePullPolicy: IfNotPresent
securityContext:
runAsUser: 0
capabilities:
add: ['IPC_LOCK","SYS_RESOURCE","NET_RAW"]
command: ["sleep”, "infinity"]

LUTFRBERT 7£ DPDK X F{#E VF B9 pod:

{5 F DPDK &8 Pod &

apiVersion: vi
kind: Pod
metadata:
name: dpdk-app
annotations:
k8s.v1.cni.cncf.io/networks: sriov-dpdk-net
spec:
containers:
- name: testpmd
image: <DPDK_image>
securityContext:
runAsUser: 0
capabilities:
add: ['IPC_LOCK","SYS_RESOURCE","NET_RAW"]
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
memory: "1Gi"

14
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cpu: "2"
hugepages-1Gi: "4Gi"
requests:
memory: "1Gi"
cpu: "2"
hugepages-1Gi: "4Gi"
command: ["sleep”, "infinity"]
volumes:
- name: hugepage
emptyDir:
medium: HugePages

13.1.1.5. A FEHNHAERFHN DPDK JE
—NEERIE app-netutil 124 T JLA API A%, BT MIZ pod iz THAR AL pod BIRIZE(E B

b B FEE B SR-IOV EIZhAE (VF) £ ZEI Data Plane Development Kit (DPDK) #= 1, 1Zi2F
J#$R#t Golang API #1 C API,

LA, XAEA3IMNAPIAE:

GetCPUinfo()

LEEREURTE 7R CPU ATt B A, FRIIFRRE % FHAE,
GetHugepages()

LWERBUORE T BPAERTE Pod spec HIEKNETNREE, FHFBEROSFARE,

N AE
]
1T Kubernetes Downward APl 2 FFE T Kubernetes 1.20 F#J—1 alpha ThEE, 7&
OpenShift Container Platform ARG A, &R LLEN 7E Kubernetes 1.20 St B R A
]

f /5 FATheel ] FEATURE_GATES="DownwardAPIHugePages=true" il API,

Getlnterfaces()

LEERBURE 7T BEPH—HEND, FROMKR, LAREORBMRREELRIE.
BB — Docker #1& 5 dpdk-app-centos, © R LURYE pod-spec: 12fwd. 13wd = testpmd FHIEL
B EIZ1TLLT DPDK RAINBREFZ —. X4 Docker FR{&IRME 7 — 1N app-netutil B4 B B 23HH1&

BRI, ZREEDRT LEEA T init-container F1, %A SR INEFFEHUIR IS EURL IEA AR
DPDK T {Effi#i,

13.1.2. FEES IR
e F2i& SR-IOV Network Operator
e W% : A& SR-IOV Network Operator
o FRE SR-IOV Mk &

o HNE A OpenShift Virtualization: N EIUHECE SR-I0V MLE% &

o Figi& SR-IOV RL& AN

o ¥ pod FNINEIZIS L%
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13.2. 2% SR-IOV NETWORK OPERATOR

MRl ATE SRR ERE AR /O EHME (SR-IOV) W%% Operator, LAEIE SR-I0V FI4& 15075 FI R 45 B AN,

13.2.1. 2% SR-IOV Network Operator

ENEBEER, B LUFER OpenShift Container Platform CLI 2% web 24 %2 SR-IOV Network

Operator,

13.2.1.1. CLI : &%k SR-IOV Network Operator

ENEREER, EALUER CLI R%& Operator,

FRFM
HERNINE R REER, HAPRT R AR SR-IOV B9iE#H,

16

2.

L% OpenShift CLI (oc)

B4 cluster-admin £k -

E{|$# openshift-sriov-network-operator 8 £ Z2[8], HIALU TSRS :

1=

$ cat << EOF| oc create -f -
apiVersion: v1
kind: Namespace
metadata:
name: openshift-sriov-network-operator
EOF

ZITU TS FAIE OperatorGroup CR :

$ cat << EOF| oc create -f -
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: sriov-network-operators
namespace: openshift-sriov-network-operator
spec:
targetNamespaces:
- openshift-sriov-network-operator
EOF

3. 1T1# SR-IOV Network Operator,

a.

b.

2T LR 6 LUKEX OpenShift Container Platform BIERRAFNRIMR A, F—FHhEE

channel {H&,

$ OC_VERSION=$(oc version -0 yaml | grep openshiftVersion |\
grep -0 '[0-91*[.][0-9]*" | head -1)

E 5 SR-IOV Network Operator ll|# Subscription CR, MALL T4 :
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$ cat << EOF| oc create -f -
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: sriov-network-operator-subscription
namespace: openshift-sriov-network-operator
spec:
channel: "${OC_VERSION}"
name: sriov-network-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
EOF

4, BIIFREB S RE Operator, IHMALTGRS :

$ oc get csv -n openshift-sriov-network-operator \
-0 custom-columns=Name:.metadata.name,Phase:.status.phase

it Bl
Name Phase
sriov-network-operator.4.4.0-202006160135 Succeeded

13.2.1.2. web ¥#HI& : &% SR-IOV Network Operator

ENEBREER, BRI LUER Web 1251& %24 Operator,

k

N
ya
]

0

R JifEF CLI A% operator 2H,

-

SeRFZH
o TERNIMNEHRREZNER, HAPWT RIFEXH SR-I0V BIEH,
e 2% OpenShift CLI (oc) o

e B4 cluster-admin &AMk -

1. 4 SR-IOV Network Operator Sl — Ny 22 :
a. £ OpenShift Container Platform web &5/, = Administration » Namespaces,
b. = Create Namespace,
c. £ Name ZEX#i A openshift-sriov-network-operator, %A/5 =il Create,

2. &% SR-I0V Network Operator :

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,

b. MTA BRI Operators 715k A% SR-IOV Network Operator, A5 =i Install,

17



OpenShift Container Platform 4.7 B4

c. 1f Install Operator T{EH, 7E A specific namespace on the clusterdi%# openshift-
sriov-network-operator,

d. mif Install,

3. 35 SR-IOV Network Operator @ B BRI R E :

a. 5%l Operators — Installed Operators 71,

b. #3f&% SR-IOV Network Operator 7£ openshift-sriov-network-operator i EHH 74, K&
4 InstallSucceeded.

=
, ELE T2, Operator HRER TR Falled K. MRLREIRRERER
pd InstallSucceeded 152, &R LUZEXA Failed 52,

IR Operator JZAEWRINER L, 1HRBUT S TF1TERIERER -

e &7 Operator Subscriptions # Install Plans £+ 1 # Status i 2 & A E A%
o

e A Workloads —» Pods T1{i, 7E openshift-sriov-network-operator 1l B F &% pod
BB &,

13.2.2. FEEH IR

&

1%t : EEi& SR-IOV Network Operator

13.3. fici& SR-IOV NETWORK OPERATOR

Single Root I/O Virtualization (SR-IOV) Network Operator EI25EEE Y SR-IOV PI%% % 75 F01 RA 25
DDQ

13.3.1. Bidi& SR-10V Network Operator

8%

BEAEEIEH SR-IOV Network Operator ER &, Fufl IHEFFTE KN B F s F A EIAER
&, RA Operator WRIANTTHEEMARNAERN, FRERRBUTHEESEXEE,

SR-IOV Network Operator i 7 SriovOperatorConfig.sriovnetwork.openshift.io B X R E
(CRD)., Operator &=7E openshift-sriov-network-operator %% 22 |5 fh B 518/ — 184/ default &Y
SriovOperatorConfig B X %R (CR),

default CR @ &% &£1 SR-I0OV Network Operator ECi&, EE X Operator BB &, /i
LI CR,

SriovOperatorConfig X & NEZE Operator IRHU T /LN FE ¢

e enablelnjector 7171 B &8 7 /5 s 2 F Network Resources Injector SHF #1245,

18
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e enableOperatorWebhook #7711 B B2 7 /5 At Z F Operator Admission Controller webhook
FIFEREE,

e configDaemonNodeSelector 7171 B EE /A fERTA T R LIFE SR-IOV MBS & 4 #H 12,

13.3.1.1. %F Network Resources Injector (FIZ¥GEEAZR) .

Network Resources Injector 8 —4* Kubernetes Dynamic Admission Controller B, EiRHLATINEE :

o 1RYE SR-IOV MLEMIINE SUERE, X Pod MIARFREYBTIRIE RABRIEVEITIEDK, LURHN SR-IOV BT
I}E%ﬂ‘o

o AT API BIETK Pod #li&, I pod FEFILZEMES /etc/podnetinfo BER TR IR HE45 E
EZ1THE R

BINER T, Network Resources Injector B SR-IOV #4E2SEF, FHE NI HFREERA control

plane TV R LEiZ1T (BN master TR) « UTFREEBZ= control plane 7 mBIEEFHIZITHY
Network Resources Injector pod 7~fjl :

I $ oc get pods -n openshift-sriov-network-operator

i Bl
NAME READY STATUS RESTARTS AGE
network-resources-injector-5¢z5p 1/1 Running 0 10m
network-resources-injector-dwqpx 1/1 Running 0 10m
network-resources-injector-lktz5 1/1 Running 0 10m

13.3.1.2. 5XF SR-IOV Operator admission controller webhook

SR-IOV Operator Admission Controller Webhook —4* Kubernetes Dynamic Admission Controller &7

FAEF. CRHELTINEE
o TEGIEHEHAES, XL SriovNetworkNodePolicy CR,

e {Eth SriovNetworkNodePolicy CR, {Ef|#=(E%T CR I priority #1 deviceType Hiik &2
UNIER

BINER T, SR-IOV Operator Admission Controller Webhook B Operator |5, FH/E NS fiRERE

Fi& control plane 11 | EiZ1T, LLTFREEB = control plane 17 sABYERE P2 1TH) Operator
Admission Controller webhook pod BJ7Rfl :

I $ oc get pods -n openshift-sriov-network-operator

i Bl
NAME READY STATUS RESTARTS AGE
operator-webhook-9jkw6 1/1 Running 0 16m
operator-webhook-kbr5p 1/1 Running 0 16m
operator-webhook-rpfrl 1/1 Running 0 16m

13.3.1.3. X FEE T mkfFss
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SR-IOV M EC BT EERH T R EAIHECE SR-IOV M4 i% &, BMAERT, BNEEINERD
BIFFA worker 775, EEILMERT S5 E SR-10V MARLE S H 2R LE Y7 R B2 1T,

13.3.1.4. 20 ML FTETEASS
ERASE RIS ERMETTERTEASS, ERRUATESE,

FRFM

e % OpenShift CLI (oc) .
e LIEA cluster-admin £ M A S5 & %,

o MANINBERET SR-IOV Operator,

e %i& enablelnjector £, fF <value> Eifi ) false L IXNINAEE ; HEH N true /5 AiX
/\IjJﬁbo

$ oc patch sriovoperatorconfig default \
--type=merge -n openshift-sriov-network-operator \
--patch '{ "spec": { "enablelnjector": <value>} }'

13.3.1.5. 2= /2 A SR-IOV Operator J# A#ZEHI23 Webhook
E2AEARIAS FARE A LS 2R Webhook, 1HFEMREL TEEE,

FRFM

e &% OpenShift CLI (oc) .
o LIEA cluster-admin £ E - S0 & %,

o MNINBERET SR-IOV Operator,

o B enabIeOperatorWebhook FE, ¥ <value> i h false SREFIXNIEE ; BN
true /5 XN IhEE

$ oc patch sriovoperatorconfig default --type=merge \
-n openshift-sriov-network-operator \
--patch '{ "spec": { "enableOperatorWebhook": <value> } }'

13.3.1.6. J SR-IOV ML ECE T Hi2ECiE B E X NodeSelector

SR-IOV MAELE ST R EERE T S EAIHEE SR-I0OV M4 S, RABERT, SERERERESD
BIFFA worker 775, EEILMERT S5 E SR-I0V MARL B S H 2R LE YT R Ei2 1T,

ERTEEET SR-IOV MEE BT HENT R, HTMU TSR,
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BF

L IR E %1 configDaemonNodeSelector FE&If, SR-IOV MBEEE T ARRRTERMILET R
REHNOE, EEFURSFIFIREN, SEAFTENREMFH SR-I0V ML T Rtk
S AEHH SR-I0V Pod,

o Z Operator BT 7 mikf¥ds, 1HMALLT®S :

$ oc patch sriovoperatorconfig default --type=json \
-n openshift-sriov-network-operator \
--patch '[{
"op": "replace”,
"path": "/spec/configDaemonNodeSelector”,
"value": {<node-label>}

'

% <node-label> &#i y— ML AE, #I80 @ "node-role.kubernetes.io/worker": ™",

13.3.2. GBS E

o F@i& SR-I0OV MR iL &

13.4. it & SR-10V W& &
B UEEEPEEE—R /0 EAME (SR-IOV) #%&,

13.4.1. SR-IOV W& T R E X &R

&R L& B3 SR-I0V P4 T mERRE SR 11 mIEE SR-IOV MK S BCE. HRESZHI API X RZ
sriovnetwork.openshift.io API ZHHI— &84,

LR YAML #8387 SR-I0OV P44 17 sRERhg -

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: <name> ﬂ
namespace: openshift-sriov-network-operator 9
spec:
resourceName: <sriov_resource_name> 6
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
priority: <priority> 9
mtu: <mtu>
numVfs: <num> ﬂ
nicSelector: G
vendor: "<vendor_code>" Q
devicelD: "<device id>"
pfNames: ["<pf_name>", ...] m
rootDevices: ["<pci_bus_id>", ...] @
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@ O O ® 9000

® 90900

o

122

netFilter: "<filter_string>" @
deviceType: <device_type>
isRdma: false

linkType: <link_type> ¢

B E LR R Z TR,

L% SR-IOV Operator B Z2[H],

SR-IOV & IEHM TR ATR, BA LN FIREMOE S A SR-I0V R4S T s kb,

T RAFESRIEEERBMN T m. RAFMET m_ LM SR-IOV A X&T 2WEE, SR-IOV
Container Network Interface (CNI) fHEEFEZEBHENIEFTE T m EEE,

Rk @ priority — 0 B 99 Z [AIHEH., FUNNEREAEESHMLER. Fim, HER10Z2ETF
52 99, FINMES 99,

A RIIREM R K ERSE T (MTU) . &K MTU ERRETRBNMZGEOEHZE (NIC) BS
MmAMRAR R,

4 SR-I0V ¥IEBML% & BB EIINEE( (VF) BEE, X T Intel M4&EOZEHIZR (NIC) , VF
HIEETR BRI IZ L AR VF B8 X F Mellanox NIC, VF MIZHEREERT 128,

NIC %2R PR IR EBCERY Operator B &, BB NAMASHIEEE, BIUERBEHMIRG ML
B OB R A SR

INRHETE T rootDevices, M| 7iAENN vendor, devicelD 5% pfNames {§E—ME, WRER 15
ZE T pfNames #1 rootDevices, HEHFEENBIAR—% &, MRAEN netFilter I8 T —ME, B
LEAZEIEEEMEMSE, RHIML ID 2M—8,

"% : SR-IOV ML X FR B+ HERE, RIFRERBER 8086 1 15b3,
7% : SR-IOV MBS IZ &I &5 F R, RIFINERBER 158b, 1015 %1 1017,
aJk

a|

i EH— RS MEIIAE (PF) & RRHIRAL

L« AFIZREH PF BI— NS A PClE &M, ERAUTRRIR ML
0000:02:00.1,

Ak RETEANMATERR. M—XFHTFSRE Red Hat OpenStack Platform (RHOSP) , AI##%
SHEEBELUTHER : openstack/NetworkID:XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX, IF
XXXXXXXX-XXXX=-XXXX-XXXX-XXXXXXXXXXXXXXX &5 3 B
/var/config/openstack/latest/network_data.json JTEUE T4 I,

Ak ERIIIREMIK SRR KB, RIFM(ERBERZ netdevice 1 viio-pci, BRINE N netdevice,

XTFHRHL T s _E#Y Data Plane Development Kit (DPDK) = H B Mellanox NIC, &
netdevice X2 FRE, FHI9 isRdma X7 true,

ik REERLEEED (RDMA) &R, BIMED false,

INRFF isRDMA SEULZTE N true, ERILUKESHFERERA T RDMA B9 VF {E R EBM LS &, w&EA
EHERH—PMERPFEA,

A% : VF BOEEREREY, MBS ELL T E~Z— : eth= ib, 5 Ethernet 3§%E eth, =7y InfiniBand
&€ ib, EINEH eth,
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L5 linkType K& ib B, SR-IOV Network Operator Webhook 2 EH 1% isRdma % &} true.

L5 linkType XE W ib B, deviceType TN Z#i%E N viio-pcis

13.4.1.1. SR-10V M%7 smafidi& =l
LR REHER T InfiniBand X & BB E -

InfiniBand % & MIBCE R~ HI

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: policy-ib-net-1
namespace: openshift-sriov-network-operator
spec:
resourceName: ibnic1
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
numVfs: 4
nicSelector:
vendor: "15b3"
devicelD: "101b"
rootDevices:
- "0000:19:00.0"
linkType: ib
isRdma: true

LR AR T RHOSP LAY SR-IOV M % &EE :
ERALRH SR-I0V L& i E RHI

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: policy-sriov-net-openstack-1
namespace: openshift-sriov-network-operator
spec:
resourceName: sriovnic1
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"

numVfs: 1 ﬂ

nicSelector:
vendor: "15b3"
devicelD: "101b"

netFilter: "openstack/NetworkID:ea24bd04-8674-4169-b0ee-fa0b3bd20509" @)

ﬂ N EMNEE T M RIER, numVis FEIBZKREN 1.

‘9 HEMHIE RHOSP LERZERS, netFilter FER /5| BM%S ID, netFilter WAMIEXRE

SriovNetworkNodeState *f %,

13.4.1.2. SR-IOV & &HFBIEITHEE (VF) 2K
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ERELERT, T ENE— e (PF) MEMIHEE (VF) DR Z DR, Fin : &aaei8
TR VF ERKINEKIIREREA, mMEMB VF fAEER viio-pci REfERF, XIFHIERES, KAl
f# FSriovNetworkNodePolicy B E X FIR (CR) 8 pfNames 785 (selector) RAMIEE VF BI3E
B, H#&XH : <pfnamesi#<first_vi>-<last_vf>,

fign, LAF YAML ER%E5 netpfO B9, & VF 2 B 7 B9 O 8955588 -
I pfNames: ["netpfO#2-7"]

e netpf0 2 PF E#O A,

e 2EAEBEBHEMME—VF HR5| (EF0),

e 7 RAEBEBHMNRZRE—VF HR5l (EF0),
MRWHREUATEXR, ERILUERATRMZERS CR ME— PF fiE#EE VF:

o LR PF M ESREEHY numVis {E X E R,

o VF R3I5EERZM 0 E <numVis>-1 Z 8], #la0, MNREF—1KREE, ©H numVis IXE N
8, M| <first_vf> BI{ERBE/NTF 0, <last_vf> BI{EREEKRT 7,

o FRKKHAM VFEERESHEHHEES,
o first_vf> FEEKRT <last_vf>,
LUTFRBIETRT SR-IOV & & NIC K,

RE& policy-net-1 & L 7 —/NFIRM net-1, EFTEHEBIA VF B8 PF netpf0 B9 VF 0, RBE
policy-net-1-dpdk & L. 7 — %Rt net-1-dpdk, EFHEE7HE vfio VF IKEFEFH PF netpfo #9 VF 8
Fl 15,

%R policy-net-1:

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: policy-net-1
namespace: openshift-sriov-network-operator
spec:
resourceName: net1
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
numVfs: 16
nicSelector:
pfNames: ["netpf0#0-0"]
deviceType: netdevice

%% policy-net-1-dpdk:

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: policy-net-1-dpdk
namespace: openshift-sriov-network-operator
spec:
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resourceName: net1dpdk

nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"

numVfs: 16

nicSelector:
pfNames: ["'netpf0#8-15"]

deviceType: vfio-pci

13.4.2. Bt SR-I0V M4 X#

SR-I0V Network Operator & SriovNetworkNodePolicy.sriovnetwork.openshift.io CRD 7 N%E!|
OpenShift Container Platform, &8 LU B8 —4 SriovNetworkNodePolicy B E X 7R (CR) KEE
SR-IOV M4 & &

¢ pa =

1E1 F # SriovNetworkNodePolicy X/ 15 EMIEERS, SR-IOV Operator AJRERHEZ
TR, HFERLERTRERT M.

ERRER R /Lo HS A KN AR E Bk,

FoRFMH

o B &% OpenShift CLI (oc)

o EATLUEAER cluster-admin & G5 EEE,

o B &% SR-IOV Network Operator,

o SHPERVWMAAT R, ATLEMEEZET SRIKFRE T/ AE,

o RIL&B N SR-IOV M4 % #ECE LR control plane i 5.

iz
1. f—1 SriovNetworkNodePolicy X%, #A/E7E <name>-sriov-node-network.yaml X
R YAML, {EFABECEMSLIRAFMRER <names,
2. E%E : ¥ SR-IOV ThAEMISEEE T sRbRiC  SriovNetworkNodePolicy.Spec.NodeSelector (%

% bﬂl REBINL) « BAXRMLTRNEZER, HSH" T HBOMER T =R ERRZE",
2. fl/E SriovNetworkNodePolicy X £ :
I $ oc create -f <name>-sriov-node-network.yami
Hr <names> #EEXMECER BT,
ENFAEESE#E, sriov-network-operator #3422 AR A Pod #2274 Running K8,

3. ERIFREEEET SR-IOV Mk, 1EMAUT®S, I <node_names &1 B ENIF
BLERY SR-IOV MK & BT iR & TR,

$ oc get sriovnetworknodestates -n openshift-sriov-network-operator <node_name> -0
jsonpath="{.status.syncStatus}'
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Hith}

=

P
o TRINMEISEH R ERIIRE,

13.4.3. SR-I0V ER & H = HERR
TE#4T T LB SR-I0OV M XA IS RS, U TESRMIE — LR &4,

ZERTRIRE, FiZTUTHS :
I $ oc get sriovnetworknodestates -n openshift-sriov-network-operator <node_name>

Hrh : <node_names> 15E A SR-I0V RLEIL &I T RE R,

Hixmit © TESBRE
I "lastSyncError": "write /sys/bus/pci/devices/0000:3b:00.1/sriov_numvfs: cannot allocate memory"

YN RERTTEDERER, REUTIHA :
* MHIAEBIOS R NTRIEMT £/ SR-IOV K&,

o MBIAEBIOSH NIZTREAT VT-do
13.4.4. 15 SR-IOV M4 E24 VRF

BF

CNIVRF ffF R 2 —MEARTIITIRE, BORTIIIRE R WELLNE ™~ MR S5 F R L (SLA) X
, BUeEYR A EARRE. AETHEEEE T MNERERE], XERARTEIIEER
LIMERFIRBARHBITIEE, HENKEF LN BRREERGERL

BRIAERAT I RE X RSEEERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

EREREIER, EALUFERA CNIVRF &4 VRF 498 SR-IOV M4%#EEO,

EMEIX—m, N VRF EERIIE SriovNetwork FTREAIEI%E metaPlugins S,

f#H VRF N AREFEENCERELE. BEMNALRERETHEH
SO_BINDTODEVICE %77, SO _BINDTODEVICE [SE#FHENEL FEORMPIEE
B4, It eth1, Z{#FE SO_BINDTODEVICE, [ EB#2FE%/EH CAP_NET_RAW
IhEE,

~

13.4.4.1. {8/ CNI VRF &4 02548 SR-10V AL N

SR-IOV Network Operator EIRZMANMILETE L. HIWIEEEAIRBIFN SR-IOV RLEET, SR-IOV
Network Operator & B 51/ NetworkAttachmentDefinition B E X ¥R (CR) .
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_ T E %5 SR-IOV Network Operator ffi & I8 NetworkAttachmentDefinition B & S %
A TRo IXFE AT BERIRIF AN R 4% LRI LS TR E,

E{#F CNI VRF fEHEOIEREI4 R SR-IOV RZEHEN, HHITUTEE,

FRFH

e % OpenShift Container Platform CLI (oc) &

o LIEA cluster-admin M RBY B 7 B 15 & % OpenShift Container Platform 525,

ff

L=

S

1. RWEIH SR-IOV M5 I A% SriovNetwork B E X HHR (CR) i A metaPlugins Bdi&, 1T
BIFR. f¥ YAML &% 5134 sriov-network-attachment.yaml,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: example-network
namespace: additional-sriov-network-1
spec:
ipam: |
{
"type": "host-local",
"subnet": "10.56.217.0/24",
"rangeStart": "10.56.217.171",
"rangeEnd": "10.56.217.181",
"routes": [{
"dst": "0.0.0.0/0"
1,
"gateway": "10.56.217.1"
}
vlan: 0
resourceName: intelnics
metaPlugins : |
{

"type": "vrf", ﬂ

"vrfname": "example-vrf-name" 9

}
Q type M4 H vrf,

g vriname 2#E 09 EH VRF &R, MR pod FAREE, NAEE,

2. {|# SriovNetwork %R :

I $ oc create -f sriov-network-attachment.yaml

25UF NetworkAttachmentDefinition CR 27 BB h il &
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o ZfTLATFE4, #IA SR-IOV Network Operator 3/ T NetworkAttachmentDefinition CR,

I $ oc get network-attachment-definitions -n <namespace> ﬂ

¥ <namespace> &t EEE B MM N I8 ERIGr & 22 A, 90 additional-sriov-

network-1,
LN
NAME AGE
additional-sriov-network-1 14m

' =1
SR-IOV Network Operator 63/ CR Z BRI BEX B IR,

KULRi4 SR-10V RZSHME N2 & Bh
FEIUFE VRF CNI 25 B IEBEEFHM AN B SR-IOV MM, 1EHITLLTIRE -

1. QIE{ER VRF CNI By SR-I0OV %%,
2. [FRLDELE pod,
3. B pod MM N R E BiEEEE] SR-IOV A M%%, 7ti2 shell B pod FiZz{TUL TS -

I $ ip vrf show

LN
Name Table
red 10

4. #I\ VRF EBOZRMEZEOMNEEO :
I $ ip link

it Bl

5: net1: <cBROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue master red
state UP mode

13.4.5. [FEE4 1

o [i& SR-I0OV FIL&HE AN

13.5. Bidi& SR-10V LA W 2% B0
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ERILUNEEFHBIEAR 1/O EHME (SR-IOV) B E LA M M43 HI AN,

13.5.1. LAMZ FE B R
BT LB & X SriovNetwork X 5 SE R & LU A R 4% 3% 5o

LAF YAML #3k T SriovNetwork %5 :

@ 0 60 o

o

(o

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: <name> ﬂ
namespace: openshift-sriov-network-operator 9
spec:
resourceName: <sriov_resource_name> 6
networkNamespace: <target_namespace> ﬂ
vlan: <vlan> 9
spoofChk: "<spoof_check>" G
ipam: |-
{}
linkState: <link_state> @)
maxTxRate: <max_tx_rate> Q
minTxRate: <min_tx_rate> @
vlanQoS: <vlan_qos> m
trust: "<trust_vf>"
capabilities: <capabilities> @

513 & EHEms

SRIZFR, SR-IOV Network Operator fllE—™ % #548 [E #J NetworkAttachmentDefinition %

Ko

%% SR-IOV Network Operator Fy€r % 22 ],

AT XA EN L E L SR-IOV ##E44H) SriovNetworkNodePolicy i & FHy

spec.resourceName S#{H1H,

SriovNetwork X R BPrep R A, RBEBIRpRZEE AP pod BT LA INEN A M4,

Al - BB LAN (VLAN) ID. ERERZE—TM 02 4095 cH MK — M EEIH, MIME

7 0,

Al : VF B9 spoof e BRI, ARITFHEZFRE "on" # "off",

BE
EEMNENIHEZS81E, Bl SR-IOV Network Operator fFHEATT &R,

7 IPAM CNI ffis & — PN BB R — YAML 3 scalar, iZ3GHEEIE MWLM INE XA IP Hik

2,
A3

195
1% 1 VF B KfEHIZE (L Mbps NE#AL) o

a|

EHThEE (VF) BOEEERIRS, RA1FHI{E 2 enable. disable #1 auto.
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@ =ik VFMBEERE (L Mbps HEAD) o XMERFNTFIETFEAEHE,

B

Intel NIC A2 minTxRate 531, MEZEEZER, 5B BZ#1772847,

o

VF 89 IEEE 802.1p tE &K %5, BRIMEH 0,

1
1

5 =
o

VF BEEEN. RIFHEZFRE "on" § "off",

B

BIEB | S a5 EMME, & SR-IOV Network Operator 3 4% &R,

@ AL ¢ X ADNEIN S ER B INEE, ERILUETE "{ Vips": true }' /5 H IP ik, SIBE |
"mac": true }" /5 MAC k% %5,

13.5.1.1. A4 ML ECE IP Hhit o B

IP #hit & E8 (IPAM)Container Network Interface(CND#{4E  E fth CNI B4 1P Hhiik,
IRAT MR LT IP ik 3 ER R A -

o SO

e @it DHCP BRE523HITINEDER. RIEER DHCP AR S5 28077 AT MER AR 4% 175 [,

it
e &iT Whereabouts IPAM CNI & HH 1T S D E.

13.5.1.1.1. 875 IP it H A E
TERER TS P it S ERMEE !

7% 13.2. ipam ESEREN R

FE KBy ik

type Pk IPAM Hhiik K8, (B2 #E M,

Hahk B RS EA RO IP kB REH, X IPv4 #1IPv6 IP
ok,

Routes #A B EEE pod FHECE RIS AT REH,

dns BeH Ak : $57E DNS Ee BRI RE,

address BHEFEETALUTFERITTR -

3 13.3.ipam.addresses[] array
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FE KR 5P

ot FHE IRIEER IP U FMZA RIS, i - MREIEE
10.10.21.10/24, L HEHNMLE2ES IP Hiik 10.10.21.10,
M#E N 255.255.255.0,

gateway FHE H O M4 STE 2 E R E B BIAR X,

5 13.4. ipam.routes[] £

FE e ik

dst FRE CIDR XM IP HutitSEFE, 40 192.168.17.0/24 =% 0.0.0.0/0
(BARRH) .

gw FHr& MLE R E R X,

5% 13.5. ipam.dns X} &

FE e itk
AMIRSS 2R #H FA3k % 3% DNS BB — DS IP ik B3k,
domain #AH ENBIEN LB, B0, NREESEN

example.com, % example-host 4 DNS Z & i) A5
7y example-host.example.com,

search A 7£ DNS & E i 2, MEINEIFERREEN S (40 example-
host) B9 &R,

#5 IP thit 5y Kok E Bl

{
"ipam": {
"type": "static",
"addresses": [
{
"address": "191.168.1.7/24"
}
]
}
}

13.5.1.1.2. B IP Hzhit (DHCP) S Ecke &

LAF JSON ##iik 7 2 F3 DHCP #7207 IP it it D ECHIECE -
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DHCP fAHAZET

pod 7E QIR FREXE [Rih DHCP fAHA, ZFHHI VI REREFIZITH— N/ NEH) DHCP iRSS
SRERE EHALLIT,

SR-10V Network Operator A~ fi|# DHCP B552588&, Cluster Network Operator i 53l
E/NEIH) DHCP RS 233ERE.

Efh % DHCP IRSSERMIERE, B4R Cluster Network Operator EZ & 3 A2 shim F
LEHEhN, NTFHIRTER -

shim PIZ B N E SCRBl

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:

additionalNetworks:

- name: dhcp-shim
namespace: default
type: Raw
rawCNIConfig: |-

{
"name": "dhcp-shim",
"cniVersion": "0.3.1",
"type": "bridge”,
"ipam™: {
"type": "dhcp"
}

}
#...

5 13.6. ipam DHCP BCiE X &R
=27 3] b

type Pk IPAM #2285 dhep RHEH.

BhA IP Hhlit (DHCP) S EcEC & R fI

{
"ipam": {
"type": "dhcp"
}
}
13.5.1.1.3. {#[ Whereabouts #7514 IP it S A E
Whereabouts CNI &4 S FEAE A DHCP BRES5 2338915 R T eSS 1P itk 2 BL 248 514k B 4%,

TRH#E® T A Whereabouts #7517 IP thit D ERMECE :

132



513 & EHEms

% 13.7. ipam W RE BN R

FE =S 6300

type FHrE IPAM Hsht KB, {HRZ WA 18,

Sk SRR CIDR RREARE IP #HEASEE, P bk 5@ XA bt S sk
2EH,

exclude A "L : CIDRFRNEFEFEFTHEA IP it FAEEMIIR, 28

TEBFRRMIESE B 8 1P sthiik,

f£f Whereabouts B3I IP it 9 Bofc &5l

{
"ipam": {
"type": "whereabouts",
"range": "192.0.2.192/27",
"exclude": [
"192.0.2.192/30",
"192.0.2.196/32"

]
}
}

13.5.2. 2 & SR-10OV % FI %%

BB L@ A — 4 SriovNetwork *f §3EEC & FH SR-1I0V FEEMIEI A M4, 0] SriovNetwork #f §
if, SR-IOV Operator & B5)fl|E —/ NetworkAttachmentDefinition % &,

==
R — SriovNetwork X & 24 M MNEIR SN running B pod, MIAZIEREMIFRE.

FRFH

e L% OpenShift CLI (oc) o

o LIEA cluster-admin M E - &5 &%,

it

1. GJ#— SriovNetwork %R, AE1E <names.yaml X{4F1%7%F YAML, H <names> 22X
BN FILE IR, K R AT BER LA TR -

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: attach
namespace: openshift-sriov-network-operator
spec:
resourceName: net1
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networkNamespace: project2
ipam: |-
{

"type": "host-local",

"subnet": "10.56.217.0/24",
"rangeStart": "10.56.217.171",
"rangeEnd": "10.56.217.181",
"gateway": "10.56.217.1"

}
2. BITUTRRRLBENR :
I $ oc create -f <name>.yaml
IXEH <name> 18 ERM BILEHYE R,
3. 7k . BWINSEEL—S PR SriovNetwork Xf 5 <E(H) NetworkAttachmentDefinition

WMREEBFE, EWMAUTS®S. ¥ <namespace> & 1 1E SriovNetwork % R E M
networkNamespace,

I $ oc get net-attach-def -n <namespace>

13.5.3. G4 %

o ¥ pod FRINEIZIS MILE

N

N
Ag/AR

X

13.5.4. Hh}

o Fi@i& SR-I0OV MR i% &

=)

13.6. Bdi& SR-1OV INFINIBAND %5 N
ISR SRR B AR /O BEALE (SR-1I0V) #&BEE InfiniBand (1B) F4EHEAN.

13.6.1. Infiniband % & HCE X &
fEA L@ E X SrioviBNetwork % & EHE & InfiniBand (IB) BIZXE,

LLF YAML ##3k T SrioviBNetwork % &R :

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovIBNetwork
metadata:
name: <name> ﬂ
namespace: openshift-sriov-network-operator 9
spec:
resourceName: <sriov_resource_name> 6
networkNamespace: <target_namespace> ﬂ
ipam: |- 6
{}
linkState: <link_state> @)
capabilities: <capabilities> ﬂ

134


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#add-pod
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#configuring-sriov-device

513 & EHEms

SRIZFF, SR-IOV Network Operator fll#—4™ % #548 [E #J NetworkAttachmentDefinition %
E

L% SR-I0V Operator B#p & Z2[H],

AT XN L E L SR-IOV #E44H) SriovNetworkNodePolicy i & FHy
spec.resourceName S,

SrioviBNetwork X REIB irtp R 22 (6], RAEBIRMAZEEFB pod o LM INEIRIZE 1% %o
A% : 55 IPAM CNI FEHERE 9 YAML 3 scalar, ZIEHEE IR ANE X AY IP it 5 E,
aik  BIUSHEE (VF) BIHEERIRE., UIFBYERZ enable. disable #1 auto.

A - PR ECEThRE, ERTLUERE "{ "ips": true }" RS IP MoKy, HE Y
"infinibandGUID": true }" /5 F 1B Global Unique Identifier (GUID) X#F.

OS99 60 9

13.6.1.1. NEIN R ECE P Hhhk 53 fd

IP k& E8 (IPAM)Container Network Interface(CND#{4E  E fth CNI #HA1R4L IP Hhiik,
RAT LML IP itk ER R A -

o N

e @it DHCP RRE523HITINEDER. RIEER DHCP AR S5 280771 AT MER AR 4% 175 1],

it
e &iT Whereabouts IPAM CNI & HH 1T S0 E.

13.6.1.1.1. & IP Huht HEcAeE
TR TES IP it D EHEE :
£ 13.8. ipam #HARBEN R

PEE S b

type Pk IPAM #hiik K8, (B2 #E 1,

ot s e REDEA RO IP kB REH, HF IPv4 #1IPvE IP
ik,

Routes BUH B EETE pod HFEZE AR FRAON REUH.

dns A Ak : $5E DNS Ee BB R,

address BHFEETHALUTFERITTR -

3 13.9. ipam.addresses[] array
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=427 3l b

bk FHE IRIEER IP i FNZE RIS, Bl : MNREIEE
10.10.21.10/24, L HEHNMLE2ES IP Hiik 10.10.21.10,
MRS 255.255.255.0,

gateway Pk H O RIZE T 2 E B R B S BRI X,

5 13.10. ipam.routes[] #¢H

PEX ey gk

dst Ffr CIDR #&=089 IP #ehtSEE, 40 192.168.17.0/24 55 0.0.0.0/0
(BMARER) .

gw FREE M4 R ER B x,

5% 13.11. ipam.dns X &

PE e otk
AMIRSS 2R A FA3k % 3% DNS BB — NS IP ik B3k,
domain #UH EENEIEN BB, B0, NREEISEN

example.com, % example-host # DNS Z & i) E
7y example-host.example.com,

search A 7£ DNS & E i f2dh, MEINEIFERREEN S (40 example-
host) B9 &R,

#5 IP st 5y Kok E Bl

{
"ipam": {
"type": "static",
"addresses": [
{
"address": "191.168.1.7/24"
}
]
}
}

13.6.1.1.2. T IP it (DHCP) S EcECiE

LAF JSON ##iik 7 2 F3 DHCP #7207 IP it ik D ECHIECE -

136



513 & EHEms

DHCP fAHAZET

pod 7E QIR FREXE R A DHCP fAHA, ZFHEAM I REREFZITH— N/ NEH) DHCP RS
SRERE EHALEIT,

EfRA DHCP BRSS233M9ERE, Euh/igmkE Cluster Network Operator EZ & S 61/ shim M
LEHEN, MTFBIRRE -

shim PIZ B N E SCRBl

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:

additionalNetworks:

- name: dhcp-shim
namespace: default
type: Raw
rawCNIConfig: |-

{
"name": "dhcp-shim",
"cniVersion": "0.3.1",
"type": "bridge",
"ipam™: {
"type": "dhcp"
}

}
#...

%% 13.12. ipam DHCP ¢ & X &
FE 3l b

type Pk IPAM it %8, {5 dhep RHEH.

BhA P Hhiit (DHCP) S EcEC & R fI

{
"ipam": {
"type": "dhcp"
}
}
13.6.1.1.3. {8 Whereabouts #7517 P #hiit HEcACE
Whereabouts CNI #& {4 S FE A DHCP BRS5 23RN T ol SR 1P ik 4 Bo A Ak F 45
T RSB T F A Whereabouts T4 IP itk 4 BB E :

< 13.13. ipam ME R BN R
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FE KB ik

type FHrE IPAM Hsht KB, {HR & HEH,

S SR CIDR RAFM P #EAISEE, 1P Hotih 258 b ik 57 6 3k
2EH,

exclude el "k : CIDRFRNEFEFEFTHEA IP U AEEMIIR, 28

TEBFRRHUIESE B89 1P Hthdik,

{5 Whereabouts B3I IP it 5 Befd &~ 51

{
"ipam": {
"type": "whereabouts",
"range": "192.0.2.192/27",
"exclude": [
"192.0.2.192/30",
"192.0.2.196/32"
]
}
}

13.6.2. B2 & SR-IOV i [ 4%

fEa LLE T Bl — > SrioviIBNetwork X R EEEFEFH SR-IOV BEHIZIAN ML%, % SrioviIBNetwork
XT&RET, SR-IOV Operator & B8/ — 1 NetworkAttachmentDefinition X &,

pa Y=
N —~ SrioviBNetwork % & 2 #MI INEMRZETS running B9 pod, NIFRZ(E RS MR

Bo

FRFH

e % OpenShift CLI (oc) »

e LIEA cluster-admin £ M E - S0 & %,

1. GJ#— SriovIBNetwork /&R, AGTE <names>.yaml X4 H{R7E YAML, EHe <name> £iX
N REBI TR, ST R AT RER UL TR

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovIBNetwork
metadata:
name: attach
namespace: openshift-sriov-network-operator
spec:
resourceName: neti
networkNamespace: project2
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ipam: |-
{

"type": "host-local",

"subnet": "10.56.217.0/24",
"rangeStart": "10.56.217.171",
"rangeEnd": "10.56.217.181",
"gateway": "10.56.217.1"

}
2. BT oS ROIEXN R :
I $ oc create -f <name>.yaml

X B <name> 15 EHIH LB L TR,
3. \wi% : EIASEEL—S $ 0|28 SriovIBNetwork X R x<ELHY

NetworkAttachmentDefinition X R 2 EEF1E, BMAUT®S. I <namespace> & HIKTE
SrioviBNetwork % & #1#5 E B networkNamespace.

I $ oc get net-attach-def -n <namespace>

13.6.3. RLEH IF
o ¥ pod RANBIZIA FILE

13.6.4. Hfth %R

o Fd& SR-I0V MR i% &

13.7. I POD ZFANEIE 4+ %%
IRATLARE pod RINEVIIARHEAR I/0 EHME (SR-IOV) M4,

13.7.1. R4 M N2 1 TH EC B

i pod My INEVELSAPILERS, EATLUEEZTREERS pod HHITREMNBE L. B0, ErAI LU KEFERN
MAC {4 sthilt,

IR LLBTE pod M RXEFMRIEEZTHNEE, FAEHE k8s.vi.cni.cncf.io/network, ©#& < —4
JSON X R4 Z 1T ER B

13.7.1.1. EFLLKMB SR-10V Mgz 17 fidid
LAF JSON ##h 7 EF LAKMBY SR-10V WS Mt hn#gz 17 B & 15 0

[
{

"name": "<name>",
"mac": "<mac_address>",
"ips": ["<cidr_range>"]
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Q SR-10OV FZMIINTE . CR BI& R,

@ ik : MSR-IOV ML HINE X CR FR7E LB FHRAEL A ERH SR-IOV % # ) MAC Hetk, EREMAIX
NINEE, L WAITE SriovNetwork TR HEE { "mac™: true }.

g B3% : M SR-IOV RIZ&MIINTE Y. CR 7 Y HE R B R SR-IOV % &1 IP ik, X3 IPv4 #1
IPv6 IP Hutit, E{FMAIXNIHEE, AW JI7E SriovNetwork X RH1E%E { "ips": true }.

B 1T e E B

apiVersion: vi
kind: Pod
metadata:
name: sample-pod
annotations:
k8s.v1.cni.cncf.io/networks: |-

[
{

"name": "net1",
"mac": "20:04:0f:f1:88:01",
"ips": ['192.168.10.1/24", "2001::1/64"]
}
]
spec:

containers:

- name: sample-container
image: <image>
imagePullPolicy: IfNotPresent
command: ["sleep”, "infinity"]

13.7.1.2. & F InfiniBand BJ SR-I0OV Kt in8:z217H A E
LA JSON #4587 & F InfiniBand BY SR-IOV &M ANAYZ 1T BER &5,

[
{

"name": "<network_attachment>",
"infiniband-guid": "<guid>", €
"ips": ["<cidr_range>"]

SR-IOV MZEMIANTE L CR B & FR,

g SR-IOV ##&# InfiniBand GUID, B X MIhAE, L J7E SrioviIBNetwork X R E {
"infinibandGUID": true },

M SR-I0V R4 INE . CR FE XM HTR KB ECHI SR-IOV 1% 7589 IP Hulik, ZFF IPv4 #1 IPv6
IP #hiit, EERAIXNINEE {RIA W ITE SrioviBNetwork X RHIE7E { "ips": true }

B 1T e BB
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apiVersion: vi
kind: Pod
metadata:
name: sample-pod
annotations:
k8s.v1.cni.cncf.io/networks: |-

[
{
"name": "ib1",
"infiniband-guid": "c2:11:22:33:44:55:66:77",
"ips": ['192.168.10.1/24", "2001::1/64"]

}
]
spec:
containers:
- name: sample-container
image: <image>
imagePullPolicy: IfNotPresent

command: ["sleep”, "infinity"]

13.7.2. % pod FHINEIZIA L%

IR LU pod ARINBNFIAFI%E, pod JEE0EIT BRINMILE 4 X S LB AR E BRLRE,
A pod I KM INZIH ML, (B, MR pod BFTE, BIENEMINEIHN ML,

pod W/ 5 &S M 2% 40 T AR R A 6 44 22 [F]

==

SR-1I0OV M4 ¥BE A 254 B 5145 resource FERRINE pod FRIE—1N S H,

INRIEFE Data Plane Development Kit(DPDK)E X A A Intel P53 O3EHI 25 (NIC),
RA pod HHE—NRERMWECE N 51A] NIC, F1RTE SriovNetworkNodePolicy *f fHH]
deviceType XiE ™ vfio-pci, N7y DPDK =R E& SR- 10V 4 RI4%,

IRAI AR R, AERBREEDIN NIC AR RE Pod S RFAE LHE—1NEE, =
HZH Network Resource Injector, HIFEEZER, ES [ BZ# 953,

SoREH

e % OpenShift CLI (oc) .

o EREIERY

o Z2%E SR-IOV Operator,

o {3 SriovNetwork X} %=X SriovIBNetwork %5 LU pod M ANE,
i =

1. 7 Pod XTRAIEME, REEFERUTFREEAZ—

a. BIEREEE SR THMGNMALS, HEAUTERFILER. 5§ <networks B hE
5 pod EBLEIFSN LB -

141


https://bugzilla.redhat.com/show_bug.cgi?id=1990953

OpenShift Container Platform 4.7 B4

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: <network>[,<network>,...] ﬂ

@ EZEEZ M ENML, BERESHRE MY, FSLATTAERE, WRESR
R — IR, % pod 2455 O ANENIZ P24,

b. Ei&iT B E CRMMAANMSE, HRIMEAUTHEINBIER

metadata:
annotations:
k8s.v1.cni.cncf.io/networks: |-

[
{

"name": "<network>", ﬂ
"namespace”: "<namespace>",
"default-route": ["<default-route>"]

]
#57E NetworkAttachmentDefinition ¥ & & Y BEI A P25 B9 L R,
7E X NetworkAttachmentDefinition X &y & 22 4],

E
Ak HBARBIEEES, 0 192.168.17.1,

2. BT S EAE pod, & <name> &l pod I TR,
I $ oc create -f <name>.yaml

3. "%k : Eifil Pod CR AR EFEEME, HHAUTHS/ <name> Bt pod &R,
I $ oc get pod <name> -0 yaml|
LT RBIF, example-pod pod KiANZ nett s R4 :

$ oc get pod example-pod -0 yaml
apiVersion: v1
kind: Pod
metadata:
annotations:
k8s.v1.cni.cncf.io/networks: macvlan-bridge
k8s.v1.cni.cncf.io/networks-status: |- ﬂ
[{
"name": "openshift-sdn",
"interface": "eth0",
"ips": [
"10.128.2.14"
]

"default": true,
"dns": {}
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"name": "macvlan-bridge",
"interface": "net1",
"ips": [
"20.2.2.100"
]

"mac": "22:2f:60:a5:18:00",
"dns": {}
1]
name: example-pod
namespace: default
spec:

status:

ﬂ k8s.v1.cni.cncf.io/networks-status S 2% R JSON #4H, BNX FiFRMI0E pod

BN B BVRTE, SERERE NI AIE,

13.7.3. 325 SR-I0V pod ARSI —WF 5 1H] (NUMA)

f&a LLE T BREI SR-1I0V FIMAER NUMA 77 s BCH CPU R, {# M restricted X single-numa-node
Topology Manager Al# 5 SR-I0V pod &AM NUMA,

FRFH

Pt =

B %% OpenShift CLI (oc)

R EY$ CPU Manager SRBRECE / static, X CPU Manager Hi¥18155% "Additional
resources” B89

& 844 Topology Manager SRB&ECE 7 single-numa-node.,

% single-numa-node o3& B IE K, A LUSRINEERRIREE S
restricted,

-

1. GIBLLT SR-IOV pod #M#&, SAE1E <name>-sriov-pod.yaml X {47F{%7F YAML, ¥ <name>

B X A pod B9 TR,
UFRBIEZRT SR-IOV pod #ii% :

apiVersion: vi
kind: Pod
metadata:
name: sample-pod
annotations:
k8s.v1.cni.cncf.io/networks: <name> ﬂ
spec:
containers:
- name: sample-container
image: <image>

143



OpenShift Container Platform 4.7 B4

command: ["sleep”, "infinity"]
resources:
limits:
memory: "1Gi" e
cpu: "2" ﬂ
requests:
memory: "1Gi"
cpu: "2"

1% <name> &l SR-I0OV M&HIINE X CR B& R,

E OB ARIE QoS 8 SR-IOV pod, ¥ memory limits iX& 5 memory requests 18

o
Q 1 <image> &1ty sample-pod REIEFR,
9 EH1E,

(4

ZE 0BT HRIE QoS B SR-IOV pod, ¥ cpu limits XE N5 cpu requests 1EE,

2. BT TS EAE SR-I0V pod Rl :
I $ oc create -f <filename> ﬂ

ﬂ % <filenames> B H I8 7E £ — 4 hOIBBITHRI BT,

3. #1A sample-pod Ei& 7 B IRIE QoS.
I $ oc describe pod sample-pod
4. 3\ sample-pod #2E T B/ CPU,
I $ oc exec sample-pod -- cat /sys/fs/cgroup/cpuset/cpuset.cpus
5. #i\5 sample-pod 2 EZHI SR-IOV & #&F CPU I FHRM NUMA ik,

I $ oc exec sample-pod -- cat /sys/fs/cgroup/cpuset/cpuset.cpus

13.7.4. Hb ¥R
o fidiE SR-I0OV LUK M MZEEH A0
o fid& SR-IOV InfiniBand M4& R0

e {#f CPU Manager

13.8. L E =M RE %1%
B LTERE AR |/O EHE (SR-IOV) fEEMZ A {FE %,

13.8.1. & 4EEL &
OpenShift SDN i\ Container Network Interface (CNI) PIZ4 N S B BRI 2% L BY pod [B] 9% 1§,
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Bil, 2B/REABTFETENAKRS LA, eFRERTEFTRENNBRER. SFRERN RN BRER,
0 IPTV MZ AWM, BTLMER Single Root I/O Virtualization (SR-I0V) &4 RIRMET RN
e,
{HE &I H SR-I0V O 4T % 1B

e pod WIEITHISEY SR-IOV O X EHIFERZBHMHE,

o EE SR-IOV EOMMIEMLRE T LB AMIAING, 5 OpenShift Container Platform

ERpReHI

13.8.2. N ZH&BECLE SR-IOV O
UTHHEAZ B E— SR-IOV #O KA.

SeRF M
e % OpenShift CLI (oc) »

. 7.

75

P2

WIE ) cluster-admin A& H &R EE,

1. fllE— SriovNetworkNodePolicy £ :

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: policy-example
namespace: openshift-sriov-network-operator
spec:
resourceName: example
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
numVfs: 4
nicSelector:
vendor: "8086"
pfNames: [ens803f0]
rootDevices: ['0000:86:00.07]

2. fiJE&— SriovNetwork %% :

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: net-example
namespace: openshift-sriov-network-operator
spec:
networkNamespace: default
ipam: | ﬂ
{
"type": "host-local", g
"subnet": "10.56.217.0/24",
"rangeStart": "10.56.217.171",
"rangeEnd": "10.56.217.181",
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"routes": [
{"dst": "224.0.0.0/5"},
{"dst": "232.0.0.0/5"}

I,
"gateway": "10.56.217.1"

}

resourceName: example

NRIEFES DHCP BCE N IPAM, 15HR@E T DHCP RSS2SR T U T RIAKH -
224.0.0.0/5 1 232.0.0.0/5, X&SBE =R ER BN SZEBERA,

3. SIBH AL BN HREFM pod:

apiVersion: vi
kind: Pod
metadata:
name: testpmd
namespace: default
annotations:
k8s.v1.cni.cncf.io/networks: nict
spec:
containers:
- name: example
image: rhel7:latest
securityContext:
capabilities:
add: ['NET_ADMIN'T @)
command: [ "sleep”, "infinity"]

Q RBEENBREEE N SR-I0V EONTRSE P Hhithl, FE% NET_ADMIN g, &
nj, AT Ege,

13.9. £ DPDK #1 RDMA &= {FE A EFIThEE (VF) B9RA)

A LAMER R —R 1/0 EPME (SR-IOV) MZEFEHFN Data Plane Development Kit (DPDK) LA K EH2 B
R#E1HA] (RDMA) .

BF

Data Plane Development Kit (DPDK) R —MNRATININEE, FRATIINBER#HELIE ™
ARFSZFR L (SLA) 2+, BrIgeEThee AmARIE, ABEAHETETIMERERE
file IXERATEIIRERI ME A A IRB X AHBITHEE, HENSEFANMBIRBERGE
]J[_LQ

BRIAERAT I RE X RSEEERE, 1555
https://access.redhat.com/support/offerings/techpreview/,

13.9.1. 7£ DPDK &= £ FH Intel NIC BYEfUTHEE

FoRFH

e % OpenShift CLI (oc) »
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o Z% SR-I0OV Network Operator,

o LIEA cluster-admin M E - S5 & %,

it

1. /LT SriovNetworkNodePolicy X%k, #AS7E intel-dpdk-node-policy.yaml X {4 F{R7F
YAML,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: intel-dpdk-node-policy
namespace: openshift-sriov-network-operator
spec:
resourceName: intelnics
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
priority: <priority>
numVfs: <num>
nicSelector:
vendor: "8086"
devicelD: "158b"
pfNames: ["<pf_name>", ...]
rootDevices: ["<pci_bus_id>", "..."]
deviceType: vfio-pci

ﬂ FEMZIEE (VF) BYIRENERREUERE Dy viio-pei.

k

= -

&5 1% Configuring SR-IOV network devices — 7 LL T fi#
SriovNetworkNodePolicy FEIEMNETHIE B,

% N FAE SriovNetworkNodePolicy *f & 15 ERIESEN, SR-IOV Operator A
BARYZETR, FAERLEBRTRERTR. EHRRE/LD PN FEN HEER
o FAREFHPERYHITAT R, AU IEMIKERE T 713,

N ABEBEEHE, openshift-sriov-network-operator #5422 5] R EIRRA pod I
255 Running K7,

2. BT T er 4 K 4]# SriovNetworkNodePolicy %4 :
I $ oc create -f intel-dpdk-node-policy.yaml

3. LU SriovNetwork %5, SAE7E intel-dpdk-network.yaml XX {4/ {R7F YAML,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: intel-dpdk-network
namespace: openshift-sriov-network-operator
spec:
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networkNamespace: <target_namespace>
ipam: "{}"

vlan: <vlan>

resourceName: intelnics

@ ipam CNIUEHHRE—NENR ()", DPDKEA A RAEX TIE, THE P itk

407 SriovNetwork BB LT IFAIVIEA, 55" Configuring SR-IOV
additional network" #8435,

4. B{TLA T en S 3K 0# SriovNetwork £ :
I $ oc create -f intel-dpdk-network.yaml

5. BIELLF Pod spec, fAIG7E intel-dpdk-pod.yaml XX {4 F{%7F YAML,

apiVersion: vi
kind: Pod
metadata:
name: dpdk-app
namespace: <target_namespace> ﬂ
annotations:
k8s.v1.cni.cncf.io/networks: intel-dpdk-network
spec:
containers:
- name: testpmd
image: <DPDK_image> 9
securityContext:
runAsUser: 0
capabilities:
add: ["IPC_LOCK","SYS_RESOURCE","NET_RAW"] 6
volumeMounts:
- mountPath: /dev/hugepages ﬂ
name: hugepage
resources:
limits:
openshift.io/intelnics: "1" @)
memory: "1Gi"
cpu: "4" G
hugepages-1Gi: "4Gi" ﬂ
requests:
openshift.io/intelnics: "1"
memory: "1Gi"
cpu: "4"
hugepages-1Gi: "4Gi"
command: ["sleep”, "infinity"]
volumes:
- name: hugepage
emptyDir:
medium: HugePages
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157 target_namespace, ©5 SriovNetwork & intel-dpdk-network Iji2 TS
MR, INREFEEMNHZZEAFCE pod, 7 Pod spec #1 SriovNetowrk % R B X
target_namespace.

IBES SN ERFEMNBEFERN DPDK EH DPDK iR,
BEBRGRHNMN BARFHITRISE. RS FIRED EAML%ED VAP SREIA IhEE.

£ /dev/hugepages Ti% B T £ E| DPDK pod, BETI#HH emptyDir B8R 83
¥f, medium JHugepages.

Ak : HEE D ER%S DPDK pod B9 DPDK &8, HIRAKEAFAIETE, Nt FHIRIERFNFRHIIT 4%
SR-IOV M4 FEEARRFE BRI, SR-I0V M4 5IEE ATRFZH SR-I0V Operator &
EREAZRRISRAH. ERIARERM, ATLLB T IR SriovOperatorConfig CR HHJ
enablelnjector 1% & 7 false SREME.

87 CPU ##&, DPDK pod BEEZEM kubelet 2B % A CPU, Xa LB CPU
Manager FRE&IZE N static, FOIEFTEEREMN QoS B pod FE5LI,

18 E B U1K/ hugepages-1Gi 5 hugepages-2Mi L & 9 E244 DPDK pod WETIHIE, 5
MECE 2Mi #1 1Gi ETl, EE 1Gi ENZFEE T KRPRMAKRSEL, FI0 RIS
default_hugepagesz=1GB, hugepagesz=1G #1 hugepages=16 fF7E R4 3| S o E
16*1Gi BT,

6. iIZfTLL T ep 3k DPDK pod:

I $ oc create -f intel-dpdk-pod.yaml

13.9.2. 7£717 8 Mellanox NIC B DPDK # =, # & FH L. Zh BE

FoRFMH

% OpenShift CLI (o¢) &

%% SR-I0V Network Operator,

LB A cluster-admin 451 A B4 & %,

B3 LLF SriovNetworkNodePolicy X%k, fAS7E mix-dpdk-node-policy.yaml X/ {R7#F
YAML,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: mix-dpdk-node-policy
namespace: openshift-sriov-network-operator
spec:
resourceName: mixnics
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
priority: <priority>
numVfs: <num>
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nicSelector:
vendor: "15b3"
devicelD: "1015" @)
pfNames: ["<pf_name>", ...]
rootDevices: ["<pci_bus_id>", "..."]
deviceType: netdevice
isRdma: true 6

EE SR-IOV ML &% &+ 7S HIR D, Mellanox ERFHIER 1015, 1017,

Q 18 E 3 netdevice HIEITHAE (VF) BOIRZENER2KEY, Mellanox SR-IOV VF BJLATE DPDK &
A TIE, MEFFER viio-pci KHEE, VF IZFENBERRNPRZERMLEOHI,

JZF RDMA =, Mellanox FEE1E DPDK X T I 1,

k

==
&5 1% Configuring SR-IOV network devices — 7 LL T fi#
SriovNetworkNodePolicy FEIEMNETHIE R,

% FAE SriovNetworkNodePolicy *f & 15 ERIESENS, SR-IOV Operator A
BARYZETR, FERLEBRTRERTR. EHRRE/LD PN FN HEER
o FAREFEPERYHITAT R, AU IEMRIKERE T3,

N ABEBEHE, openshift-sriov-network-operator #5422 5] YRR A pod ¥
25} Running A7,

2. IZfTLA T4 K 4]# SriovNetworkNodePolicy %4 :

$ oc create -f mix-dpdk-node-policy.yami

3. LU SriovNetwork XI5, SAE7E mix-dpdk-network.yaml X AF1{R7E YAML,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: mix-dpdk-network
namespace: openshift-sriov-network-operator
spec:
networkNamespace: <target_namespace>
ipam: |-

vlan: <vlan>
resourceName: mixnics

ﬂ 7 ipam CNI EHHEE — N EX RN —D YAML R scalar, ZEHEEMLZEHIINE LB
IP stk 53,

407 SriovNetwork BB LT IFAIVIEA, 5" Configuring SR-IOV
additional network" #8435,
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4. BT T en 4363 SriovNetworkNodePolicy X/ £ :

I $ oc create -f mix-dpdk-network.yami

5. BELLF Pod spec, fAETE mix-dpdk-pod.yaml X4 H{R7E YAML,

apiVersion: vi
kind: Pod
metadata:
name: dpdk-app
namespace: <target_namespace> ﬂ
annotations:
k8s.v1.cni.cncf.io/networks: mix-dpdk-network
spec:
containers:
- name: testpmd
image: <DPDK_image> g
securityContext:
runAsUser: 0
capabilities:
add: ['IPC_LOCK","SYS_RESOURCE","NET_RAW"] 6
volumeMounts:
- mountPath: /dev/hugepages ﬂ
name: hugepage
resources:
limits:
openshift.io/mixnics: "1" @)
memory: "1Gi"
cpu: "4" G
hugepages-1Gi: "4Gi" ﬂ
requests:
openshift.io/mlxnics: "1"
memory: "1Gi"
cpu: "4"
hugepages-1Gi: "4Gi"
command: ["sleep”, "infinity"]
volumes:
- name: hugepage
emptyDir:
medium: HugePages

{57 target_namespace, ©5 SriovNetwork %5 mix-dpdk-network I3 F #4522 [A]
HE, NREFEHEMBZZEEFQE pod, 7 Pod spec #1 SriovNetowrk X &R B X
target_namespace,

IBES SN ERFMNBEFERN DPDK EH DPDK i,
IBEBRGRHNHN BARFHITRISE. RS FIREDEAML%ED VAP SREIA IhEE.

£ /dev/hugepages Ti% B T #E| DPDK pod, BETI#HH emptyDir X8
¥f, medium JHugepages.

Ak IEE 2 ER%S DPDK pod B9 DPDK & ¥, HIRAKBAFAIETE, Nt FHIRIFRFNFRHIIT 4%
SR-IOV M4 FEEARRFE BRI, SR-I0V M4 5IEFE ATRFEH SR-I0V Operator &
EEAZRRISRAH. ©EIAZE RN, ATLLBTBEILR SriovOperatorConfig CR HHY

® 00600 0o
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enablelnjector 1% & /) false SREME.

¥§7E CPU ##&, DPDK pod BEEZEM kubelet 2B % A CPU, Xa LB CPU
Manager $RB&IXE 77 static, F O ERREMN QoS M pod KL,

Q 18 E BT X/) hugepages-1Gi 5 hugepages-2Mi L & 9 E244 DPDK pod B TIHIE, H
WMECE 2Mi F1 1Gi BT, EEE 1Gi ETFEEE T S FRINAKS .

6. iIZfTLL R ep 3k A DPDK pod:

I $ oc create -f mix-dpdk-pod.yaml

13.9.3. 7£7 & Mellanox NIC #) RDMA #& =, & {# A EE fUZh AE

1£ OpenShift Container Platform {88 RDMA 5f, RDMA over Converged Ethernet (RoCE) 2M—3%
Rz,

FRFMH

e % OpenShift CLI (oc) .
o Z2%& SR-IOV Network Operator,

o LIEA cluster-admin B AE 7 B9 & %K,

1. 83 LLF SriovNetworkNodePolicy X%, #A/E7E mix-rdma-node-policy.yaml X {4/ {R7F
YAML,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetworkNodePolicy
metadata:
name: mix-rdma-node-policy
namespace: openshift-sriov-network-operator
spec:
resourceName: mixnics
nodeSelector:
feature.node.kubernetes.io/network-sriov.capable: "true"
priority: <priority>
numVfs: <num>
nicSelector:
vendor: "15b3"
devicelD: "1015" )
pfNames: ["<pf_name>", ...]
rootDevices: ["<pci_bus_id>", "..."]
deviceType: netdevice
isRdma: true

Q 187 SR-IOV WM&k & 1% &+ 7 H 5T, Mellanox £RFHIER 1015, 1017,
Q 8 E E netdevice FIEITNEE (VF) BYIXEH2RRAY,
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© ~=/AroMAES,

k

==
&5 1% Configuring SR-IOV network devices — 7 LL T fi#
SriovNetworkNodePolicy FEIEMNETHIE R,

% . FA 1 SriovNetworkNodePolicy X & g ERIECERS, SR-IOV Operator &
BEREETR, HFERELERTRERT R, BRAREE/LO M EIRN A EE
W, WREFPERVHARAT R, BALUMELERINPREI TV 7 £,

N ABEBEEHE, openshift-sriov-network-operator %54 22 5] YRR pod I
255 Running R 7,

2. 21T S %A SriovNetworkNodePolicy X £ :

I $ oc create -f mix-rdma-node-policy.yaml

3. LU SriovNetwork X5, SAE7E mix-rdma-network.yaml 3X{4F1{R7F YAML,

apiVersion: sriovnetwork.openshift.io/v1
kind: SriovNetwork
metadata:
name: mix-rdma-network
namespace: openshift-sriov-network-operator
spec:
networkNamespace: <target_namespace>

ipam: |- ﬂ

vlan: <vlan>
resourceName: mixnics

9 ipam CNI B HHEE — N EXN RN —D YAML R scalar, ZiEHEEMLEHIINE LB
P sthiik 53,

40 SriovNetwork BB ML IFAIVEA, 755" Configuring SR-IOV
additional network" #8435,

4. 21TLL T ep S % A2 SriovNetworkNodePolicy X £ :

I $ oc create -f mix-rdma-network.yami

5. fIBLLF Pod spec, #AFTE mix-rdma-pod.yaml X4 H{#7F YAML,

apiVersion: vi
kind: Pod
metadata:
name: rdma-app
namespace: <target namespace> ﬂ
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annotations:
k8s.v1.cni.cncf.io/networks: mix-rdma-network
spec:
containers:
- name: testpmd
image: <RDMA_image> g
securityContext:
runAsUser: 0
capabilities:
add: ['IPC_LOCK","SYS_RESOURCE","NET_RAW"] 6
volumeMounts:
- mountPath: /dev/hugepages ﬂ
name: hugepage
resources:
limits:
memory: "1Gi"
cpu: "4" 6
hugepages-1Gi: "4Gi" G
requests:
memory: "1Gi"
cpu: "4"
hugepages-1Gi: "4Gi"
command: ["sleep”, "infinity"]
volumes:
- name: hugepage
emptyDir:
medium: HugePages

{57 target_namespace, ©5 SriovNetwork %5 mix-rdma-network €I|# F a4 22 ]
HE, NREFEHEMBGZZEEFCE pod, £ Pod spec #1 SriovNetowrk X &R E X
target_namespace.

EES SN ARF N ARERFEMAR RDMA ER RDMA Bifk.
EBERSENNNARFATRIISE. R FIRD B M%ED D AT RS I8,

£ /dev/hugepages % B T E#E# E| RDMA pod, ETIEH emptyDir 8%
¥f, medium JHugepages.

5 CPU (8., RDMA pod BEEZEEM kubelet 2E L A CPU, XA LUETF CPU
Manager $RB&IXE 77 static, FOIEHERREMN QoS M pod KL,

18 E B 1K/ hugepages-1Gi =& hugepages-2Mi L & 9 E2%5 RDMA pod B TI#E, #
MECE 2Mi F1 1Gi BT, EE 1Gi ETEEE T S FRINAKS K.

6. iIZfTLL T ep 3k A8 RDMA pod:

I $ oc create -f mix-rdma-pod.yaml

13.10. #1Ek SR-IOV NETWORK OPERATOR

ZE% SR-IOV Network Operator, &l BRAEM IEFEIZ1THY SR-IOV TYEf %k, 1% Operator, 3
fitIB& Operator f#FA#I webhook,
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13.10.1. 1% SR-IOV Network Operator

ENEBEER, A LUEE SR-IOV Network Operator,

SeREH
o TLUFEMAESA cluster-admin BB F 17 (7] OpenShift Container Platform &2&%,

o B &% SR-IOV Network Operator,

ff

L
1. MHPRFRE SR-IOV B X ¥R(CR) :

S

I $ oc delete sriovnetwork -n openshift-sriov-network-operator --all
I $ oc delete sriovnetworknodepolicy -n openshift-sriov-network-operator --all

I $ oc delete sriovibnetwork -n openshift-sriov-network-operator --all

2. #2088 "Deleting Operators from a cluster" BB IR ETIEITIRIE, MEEEFMIFR SR-IOV Network
Operator,

3. JHBRTEENE SR-IOV Network Operator [F1RE ) SR-I0V B E L HKRE X :

I $ oc delete crd sriovibnetworks.sriovnetwork.openshift.io

I $ oc delete crd sriovnetworknodepolicies.sriovnetwork.openshift.io
I $ oc delete crd sriovnetworknodestates.sriovnetwork.openshift.io
I $ oc delete crd sriovnetworkpoolconfigs.sriovnetwork.openshift.io
I $ oc delete crd sriovnetworks.sriovnetwork.openshift.io

I $ oc delete crd sriovoperatorconfigs.sriovnetwork.openshift.io
4. #BR SR-IOV Webhook :
I $ oc delete mutatingwebhookconfigurations network-resources-injector-config

I $ oc delete MutatingWebhookConfiguration sriov-operator-webhook-config

I $ oc delete ValidatingWebhookConfiguration sriov-operator-webhook-config

5. ffB& SR-IOV Network Operator #3 4 Z2|H] :

I $ oc delete namespace openshift-sriov-network-operator

Hab¥5E
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e s s

o MEEREHHPR Operator
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2 14 2= OPENSHIFT SDN Zti)\ CNI PR {EN 7S

14.1. %F OPENSHIFT SDN ZtiA CNI P& 4N

OpenShift Container Platform { B4 E L %% (SDN) AERBH— N —BIREERLE, BRIT
OpenShift Container Platform &R BIARE pod HHE [ FH{T@IE, LIt pod M4 EH OpenShift SDN &
SIHNYEIEY, B Open vSwitch (OVS) BC BB ZE M4,

14.1.1. OpenShift SDN M4 fREER,

OpenShift SDN 24t = SDN # 3k E & pod RI%% :

o WS ERLFER S E B 5 NetworkPolicy X RECE B CHFRE KM, Network policy 2
OpenShift Container Platform 4.7 BIEKIAE R,

o ZFHFHE N Pod %DHE%%ﬁUﬁEZ&%UE’\JB&%O SEBEARRETEM Pod AEESRRETIEM Pod
IREBALESZFRHIED., BTN TBEZARS, AFeHMERERX ERBNERPDN
FiE pod AR5, FMABLE pod MRS TR LR E.,

o FHENIRE—NRET pod Mk, B pod BRI LLSFRE EM pod FIRSSBEIE, MEHRIEEL
RS FMEXERBINEE,

14.1.2. TSI CNI RSN FaThREFIZR

OpenShift Container Platform N EKIA#I Container Network Interface (CNI) R4 AR AR F N 2789
1%+ : OpenShift SDN #1 OVN-Kubernetes, TEFR/E45 T XA R 4% 45N 1 Y BT ST REROTOAE

5 14.1. BAA CNI A SEN RaThREL B

Thag OpenShift SDN OVN-Kubernetes
HOo P X X

Egress B At [ X S

H O ER 2R X R4y 4 (3]

IPsec % T X

Kubernetes P44 581 #R 4334 (2] X

E41 X X

1. 1£ OpenShift SDN 1, HORGABSHIR H O ML RS, XIS G E ORE,
2. OpenShift SDN HIR%% 5RBE A 2 35 OHLN F1—£& ipBlock #1I,

3. OVN-Kubernetes B9 O ZIHEERER,

14.2. hUIBEELEO IP
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ENEREEA, EAILIESE OpenShift SDN BAIA Container Network Interface (CNI) FIZ& N7,
HESE— 1S MO P ik,

1421 TEHORENHE O IP #hik45F
BRCATEREEO P i, XEEETENARE A S EESREARNETE P thit, AR

ALURIEH DO P b ARk B ETERE, 2ERATENHO P iS5 AREEE BB L X RE
By O 2SR,

HE P i 2 HEIS 1P TR T RE9E RSO PSR, BEYET KBE IP it FR—NF
quo

BR
TEEFEAEM Linux MAAEEXHHECEL D 1P ik, il ifcfg-etho,

Amazon Web Services(AWS). Google Cloud Platform(GCP)#1 Azure EFJH O IP {X7E
OpenShift Container Platform kR 4.10 K& BE#THIAR A H < 5o

EEA—LEANAERA RN, EERMLEO LRV IP i TeeH 2R B E,

f&e LR 1% B NetNamespace X5 egressIPs S8 {FH O IP it Ee45 & 22 (A, EHO IP 530
BXEXE, OpenShift SDN AR AR N ENSEED IP :

o THIAERER, AT ROBE— T HO P HuSEHE,

o EFHHAFER, AT RNEIE—ITHNZSNEO P HLEHIFIER,
EREO P it fd & 2R ST FEE AR H O 1P Hhk AT s ITES, SR WARLETT B O IP #h
ik, #N5R7E NetNamespace W RFHIZE T egressiPs 28, E&AE T RIEEIZHO IP i, N&EHF
kBEZHAEENHORE.
TREATAMEESN, MREEHD P MU KAEVR, FEATUEERLEO IP ltryT

=, BAHDOIPHMIRESBIFT R, BLEVFHEERBEO PN T RKEESRE, HOIP
it B, UERRT RZFHEEHO 1P ik,

5
FFHE O IP itk 5 OpenShift SDN SREF LS L A BL AN KB LA TR -
o MABRER—T R EBNEAFIIFEMBE 2 ERNEH DO IP ik,
o MRFIHMIP bSEHEAEE O IP Htk, NASZEERTFES) IP 2.
o (EAEEfEA OpenShift SDN H O IP it FEZ N epZ 22 A [H £ ZEH O 1P ik, 40

RIEEEAHRZZEAHLE P ik, ] OVN-Kubernetes EEFRZ N EHE O IP
it AT ATE % N R 22 A AR 0 B IP Hhik,

MRELLZF R E A OpenShift SDN, NIFTEFH O 1P it 55 H X EXH B M nE
FH— B E B E AL ZEE—EER, fla, R project! #1 project2 i&E;TiZ1T oc
adm pod-network join-projects --to=project1 project2 S #iEE, NIXHNIE &R
RO IP i, MEELER, HSM BZ#1645577,

158
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14.2.1.1. E B2 ECHH O 1P il i B9E =35
LT O 1P ik B Esh DB A AR, IEFERL TR :

o EHALULEEAN T =A HostSubnet 7R egressCIDRs 2%, LUEBAT el LAFEERMHEO IP
HuESEREl, OpenShift Container Platform R#B&1EE R IP ik SEF1% & HostSubnet R
egressIPs 53,

o FAHBEINNEERN, XHFE MEAZERER—EO P Hllt,

MRTEMAEFEMHO IP HHERI T sRA A5, OpenShift Container Platform <4 H O IP #hiik E37

DEAEAFRBLO IP ISEEM AN IR, BIPEFERKESERINE P it 5T RIETXR
B BA RIEMRINE R R EHERRL,

14.2.1.2. FAFH4EH O 1P bt AF S FE
b AERTER, ELAHRTIMERFNEM P U5 R (MNAHRTIMER) KB REFERS,
LFoEE O P kR, FEELITE
o EALULEEN T =M HostSubnet 7R egressIiPs 24, LUEEAT mal LUEER IP Hhtl,
o IR—AMBEFFTHELNEO P i,
L BEEASNEO P HUE, MREELE—NHDO P MU T KA TR, OpenShift Container
Platform BNt EER T — N A9 O 1P ik, ERATLUERGAE—NHEO P ik,
14.2.2. H—ep R ZEFERBOEE D IP it

£ OpenShift Container Platform #, ALAA—ANHEN T R EMRFESR R EFGAB2EEHO IP i
1k,

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,

o B &% OpenShift CLI (oc)

i =
1. ERALLT JSON, FH O IP it T NetNamespace %R :
$ oc patch netnamespace <project_name> --type=merge -p \ ﬂ
{
"egressIPs": [
"<ip_address>" 9
]
}l
@ HETENER.
@ EEEMNHOIP I, FXHERS P ik,

140, fF project1 B4 IP Hhilk 192.168.1.100, ¥ project2 o EZ45 IP Hutik 192.168.1.101 :
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$ oc patch netnamespace project1 --type=merge -p \
{"egresslIPs": ["192.168.1.100"]}'

$ oc patch netnamespace project2 --type=merge -p \
{"egresslIPs": ["192.168.1.101"]}'

T OpenShift SDN &2 NetNamespace *f R, F it RaS@E T ESINGH
NetNamespace R EHITHE®, FEAEFHH NetNamespace ¥ K.

2. EALLT JSON KB & — WK egressCIDRs 5%, LRI ST LAEEH O IP Hitlt -

$ oc patch hostsubnet <node_name> --type=merge -p \ ﬂ
{
"egressCIDRs": [
"<ip_address_range 1>", "<ip_address_range_2>" 9

]
p

Q@ EETREH.

g LLCIDR#&RIEE—NHZ A IP ik SEH,

#1130, ¥ node1 Ml node2 iXE HIEESEE 7 192.168.1.0 £ 192.168.1.255 By M 1P il :

$ oc patch hostsubnet node1 --type=merge -p \
"{"egressCIDRs": ["192.168.1.0/24"]}'

$ oc patch hostsubnet node2 --type=merge -p \
"{"egressCIDRs": ["192.168.1.0/24"]}'

OpenShift Container Platform & BB AXIFFENHO IP it 2 EE4AATANT R, £
A, Be2SEHO P #hiE 192.168.1.100 4B % nodel, FRFH O IP ik 192.168.1.101 4B %A
node2, X,

14.2.3. h— M p B EHEREFIIoEH O IP il

1E OpenShift Container Platform f1, A LUF—A=% M HEO IP 5—1N 118 XEk,

FeREH
o ATLUFEAEA cluster-admin A& 5N EE,

o B &% OpenShift CLI (oc)

i =
1. B EARRE IP it iEE LT JSON 4§ E # NetNamespace W4 :
$ oc patch netnamespace <project> --type=merge -p \ﬂ
{
"egressIPs": [ g
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"<ip_address>"

]
p

Q@ EETANEN.

Q BE—1HZ/NEO P ik, egressIPs 532 — 14,

540, ¥ projectl WiE 2 Ec4: IP itk 192.168.1.100 :

$ oc patch netnamespace project1 --type=merge \
-p '{"egresslIPs": ["192.168.1.100"]}'

IRET LU egressIPs B N F AR | EBFH NS A 1P ik, DUIREST AN, NREE
TZANE0O P Hhtt, Pod &F5RFE—NDIP BFLEO, BHUMREESZIP Hhutpy1y Sk
W, Pod RTERLHELREUIHEFERIRPET— IP,

BF OpenShift SDN &2 NetNamespace *1%, F It REEE T EHIIEM
NetNamespace X §EHITHE®. FEAEFHH NetNamespace ¥ K.

2. FEFHO IP 2EA T REH. ETSEN LR HostSubnet 5 KX & egressIPs 3, &
FALLT JSON, RAETRENABENE LA 1Z T R ENMAE IP :

$ oc patch hostsubnet <node_name> --type=merge -p \ ﬂ
{
"egresslIPs": [ g

"<ip_address_1>",
"<ip_address N>"

]
}l
Q@ EETRMEN.

Qg BE—NRLEAMNHEO P Htl, egressIPs FEE—EH,

fBlan, #=E nodel MEAHO IP 192.168.1.100. 192.168.1.101 #1 192.168.1.102 :

$ oc patch hostsubnet node1 --type=merge -p \
"{"egresslIPs": ["192.168.1.100", "192.168.1.101", "192.168.1.102"]}'

ELEBIH, project! MIFTAH OREMAWHEMEFEERELD IP MUK, RE (EH
NAT) EEEZIAR IP ik,

14.3. H i B B & H O Bh A

ENEBHEEA, EaLUATBAB— MO A, BFRHIEF OpenShift Container Platform 52
M ORE.,

14.3.1. HORKEFE—DTIE P TIERE
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ENREFEER, BAUER— 4Ok R REI SRR —L pod A pod A LAUTRIBISER =
Mo HOABXEERTUTIER

e pod REBEEEINEEN, BIXEREIEIAHETKMEFRE

o pod REGEEEINAHEERM, BIEEFENEI OpenShift Container Platform & LAABIPIER EHL
E’\Jiiﬂ%

e pod FiE1iA] OpenShift Container Platform £EEE 4894 E R ERF RIS E M.
® pod REGEEERFENAIBEMN.

plgn, EEURFE—DITBVIFEER IPSEE, BEAHMTIBXRE— IPSEEIDH, SEERLIR
IS 2R FF X A 5L M Python pip BOEH& muHTEET, Fhomibl 2 REH REEk B THUERIR,

I&A LB B — 1 EgressNetworkPolicy BRE LR (CR) X RFEEH O KR, HORXKE
'—:_HWJEJ«/L-FEE SR LS TREITEL -

e CIDR#&H IP HhutSE
o R IP kA9 DNS & #5

BF

IMREEE ORAAESEE 0.0.0.0/0 BYIEAEHIN], IR LET57] OpenShift Container
Platform API BR55238. MR pod BEMSYRELTTIR] OpenShift Container Platform API fRS5
2%, ERIIEH O AEAN P EE AP IRS 2 0107H 1P thikSEE, NTFAIFTR :

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: default
namespace: <namespace> ﬂ
spec:
egress:
- fo:
cidrSelector: <api_server_address_range> 9
type: Allow
#...
- fo:
cidrSelector: 0.0.0.0/0 G
type: Deny

H OB KGR 6 44 22 [
% OpenShift Container Platform API BR552389 IP k5B
— N2 BRI &FE 1ETS 7] OpenShift Container Platform APl iR 5528,

ZE API RS 319 IP Hutlk, 15217 oc get ep kubernetes -n default,

MFEZER, HSM BZ#1988324,
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BE
12w 774% OpenShift SDN EZi& 18 F3 M43 SR = % 8 A AR SR EC & H O RGN B,

INREEAMSRIBERN, MHOBXEREES M aRERN—MRERS, BEXEAT
HEMKXWIE, MEFHIE.

gk

H
[=]

H O RS RSN AN SE B T8 B 2R M4 R 2, EABENEIE Route CR X R
F, BREI LGRS A2 35 M2 1E ) B B Hh RO ES B Sk S B O Bh MBS SREEHLI

14.3.1.1. B OB XS BIBR HI
H OB AKEFLLTRS :

o IIETREA % EgressNetworkPolicy ¥ &R,
o ENTBERZIAENL—ITHRZEA 1000 MINIE EgressNetworkPolicy X5,
e default 7 B Jo % {5 A H O BA A,

o LUHEZF N T OpenShift SDN Eiik Container Network Interface (CNI) P& {1 kT,
KB LUTRRS] :

o £RFWBIEMAHORN A, ErILUER oc adm pod-network make-projects-global &
—PMHERENERYIE.

o i@t oc adm pod-network join-projects e T EHWIIEH, TEEEMEHNITEPERLY
OB K,

i X LR = 5 B0 B BV OB ASE H IR, FATeE S B A A LR ER EF.

kube-node-lease. kube-public. kube-system. openshift #1 openshift- i B F 7] LLAI|3 Egress
Firewall %R,

14.3.1.2. O Bh A SR B A1) i PC B i =

OB KRB MR R 1 LT ki s, MBE—DEIRE—1IF. F—15 pod B OF#E
PCECR AL SAR N . %R BRI E LRI B ML,

14.3.1.3. H &R 5528 (DNS) @A an{al T4
BISRARTE egress B ASEEBE AN {5 FA DNS &5, NIEMBMBITIE SR TRE :
o EAFHRBEAMIEDAIRS SREMIEAN TTL (time to live) [EFEFTHIA,
o HEFBEH, pod WIEITIERMAI GRS BTG, T, egress Bk EiZslas podE',

B9 1P it e TR R BATAE. MREH R P HIFRRE, U O K856 S e e
—
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o Ay H ORs AHEIEHIZRF] pod T HINMERIMN A ZFARSSER, FTLL pod AIBERTE H 12 K25
FTRIRERE AT 1P b, MM SBES&ME. BFXNRE], [UGEIFE EgressNetworkPolicy Xf

KPR E RN P HitsyE,

N pod F{FEAIF A,

14.3.2. EgressNetworkPolicy B & X ¥{iR (CR) ¥ &
AT LU AR KEEE L — D Z NN, HNZ—1 Allow #1, tBeILA2— Deny #lj, &

N3E AR E MR,
LAF YAML f@ik 7 — EgressNetworkPolicy CR &R :

EgressNetworkPolicy X%

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:

name: <name> ﬂ
spec:

egress:

© nOBENET.

© UTHHFL, — B HORAERANIES,

14.3.2.1. EgressNetworkPolicy #I|

BAF YAML ik 7 — N H AR KBS HININT R, egress /N7

H O SRBE AL NS

egress:
- type: <type> @)
to:
cidrSelector: <cidr> G
dnsName: <dns_name> ﬂ

FEE, Z{ELTZ Allow 5 Deny,

M E A IXH AN FER,
CIDR /&R B9 IP #hitSEHE,

o0 @G

— P&,
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H OB KA IR S 1F pod V517 pod PRTERIF T DNS fEATEY T RO A EREE O,

SNRICIEH OBG K EESRBE P E A%, B8 DNS @R Z B AT = L# DNS BR55 8
A03B, BB TR OB AR FI,  SSVFDTRIRE DNS AR5 28589 IP ik, 1R

—PNEE—IHZ MR,

R O EPCE AN, FEY cidrSelector FE% 3% dnsName FEEHIE, EARBEER—IN
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14.3.2.2. EgressNetworkPolicy CR %I &Rl
AR RBIE LT LA AR KIESREE A -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: default
spec:
egress:
- type: Allow
to:
cidrSelector: 1.2.3.0/24
- type: Allow
to:
dnsName: www.example.com
- type: Deny
to:
cidrSelector: 0.0.0.0/0

ﬂ H OB A ERBE M REVR A

14.3.3. G/ H OB AIERBE X &R
ENSEEEEA, EALUNTE Q32— H O KRN R,

BE
INRWB BAE LT —1 EgressNetworkPolicy ¥R, 42w INA ISR R E R H O
B KSR

SeRFZ M
o & OpenShift SDN 2kiA Container Network Interface (CNI) FAZ% N iR I S,

e % OpenShift CLI (oc) .

o EHFEFCAEHEENZMNBEMEIKR.

AR
1. SURRSREGHLN :
a. fll8— <policy_names>.yaml XX, H# <policy_names> #& it & O SRBE LN,
b. EZORRINMHH, EHORKENR,

2. IBITUT RS R0EEKEITR, 1§ <policy_names & 1 5RISHIZ R, <project> & HLI
IR EE =

I $ oc create -f <policy_name>.yaml -n <project>

FELUTFRBIF, 7£8H7 project! BT B AR AIE— N #7#Y EgressNetworkPolicy 4R :
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I $ oc create -f default.yaml -n project1
i Bl
I egressnetworkpolicy.network.openshift.io/v1 created

3. HiE : {R7F <policy_names.yaml X4, LUEFELLEHITIER,

14.4. 74751 B 4 A B A5
{E SRR, N PTLUETRENA th O B MBI R R BRI,

14.4.1. & EgressNetworkPolicy % &

IR LB EEEE P EgressNetworkPolicy %R,

FoRFH

o f&F OpenShift SDN 2kiA Container Network Interface (CNI) FAZE N iR B EE
e &I OpenShift 8 H1TRE (CLI), BEHEF/ oc,
o M RER,
iz
1 A% BEEEEREDE UM EgressNetworkPolicy X REJEZ TR, iEMAUTHS :
I $ oc get egressnetworkpolicy --all-namespaces
2. BRMEER, EHMALUTH®S, ¥ <policy_names & h B EHEK AT,

I $ oc describe egressnetworkpolicy <policy_name>
it Bl

Name: default

Namespace: projecti

Created: 20 minutes ago

Labels: <none>

Annotations: <none>

Rule: Allow to 1.2.3.0/24

Rule: Allow to www.example.com
Rule: Deny to 0.0.0.0/0

14.5. 7171 B 4w O R X5
VEREREIRR, R LUSIRIIAE O N SRR B,

14.5.1. %’ EgressNetworkPolicy ¥ &
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ENRBFEEN, B UER—IE O A,

FoRFEMH

o f&F OpenShift SDN 2kiA Container Network Interface (CNI) FAZE N FEa iR B EE,
e 2% OpenShift CLI (oc) &

o EHEEEAEHEENZMNBEMEIKE.

1. BB EgressNetworkPolicy ¥ RHIEZFF, ¥ <project> B 711 B B9 &R,
I $ oc get -n <project> egressnetworkpolicy

2. AL, NSRIGTEAIE K ORI KRR B R 7F EgressNetworkPolicy Xf RBVBIA, EHRIALLT
R A REIA.

I $ oc get -n <project> egressnetworkpolicy <name> -o yaml > <filename>.yaml

% <project> E AT EHETR, 15 <names> Bl Pod AR, ¥ <filename> B HE R
YAML fr77 BB ST BB 7R,

3. BT EREHING, EMALLTHSER EgressNetworkPolicy 3R, #F <filenames> it &
EEHH EgressNetworkPolicy X BT & Fr,

I $ oc replace -f <filename>.yaml

14.6. MI1 B F i kR B O BA A

ENERFEIEN, MATLAMITE FHBRE OB AE, MM BRI E BB FF OpenShift Container
Platform SEA¥ B2 57k & HIBR I,

14.6.1. ffif& EgressNetworkPolicy X%
ERERFEIRER, A LAMIE AR O RS A,

FoRFM

o f&F OpenShift SDN 2XiA Container Network Interface (CNI) FAZ L Fa iR B RS,
o 2% OpenShift CLI (oc) &

o BREEMEMEHEENFNEMBIER,

1. BB EgressNetworkPolicy ¥ RHIEZFF, ¥ <project> B 711 B B &R,

I $ oc get -n <project> egressnetworkpolicy
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2. HIALLT MR EgressNetworkPolicy %R, ¥ <project> B HITE &5, <name> Eifihy
X R G,

I $ oc delete -n <project> egressnetworkpolicy <name>

14.7. R H O KA POD BEEEI

14.7.1. X FHOKAZS pod
OpenShift Container Platform H O H 2% (egress router ) pod ERA—/ B % ANAER IP i,
MR REEEREIEENTIZRS . HOKESE Pod RTFENMEREA X RENRS 25, LUE
KAV MEFERY IP ik 17717,
p= Y=
HOBEZE pod HREATFAENANERE, QIBRAEHORESE pod ATRERBEIT R
REEHRIRRE, B, HEANUBSNAREFOUEE OBRESE pod FIRER S, KN
e AU SRIH1T MAC Hitib T JERTE 7 4% 3 O R LA IE R A it MAC el BIEE,
BE

H O RIE&S Amazon AWS, Azure Cloud SiEHMMAZIFE 2 RIRIENETEA T3
A, BEHNENS macvlan REFRFHA,

14.7.1.1. HOMRHABF[ER

KEEMERF, HOKMEE Pod BCE iptables ], FREMEBS IP HItEERAE—PHZNEF
IP ik, HFEEARBIR IP HiEE ik pod R ITUESKEERH O AR, MAREREEREN
P,

£ HTTP A2 R, HOKEEE pod FH—1 HTTP A EIR D 8080 Liz{T, XMEXRERATE
BERET HTTP HETF HTTPS IRFME Fim, EEEFERDHENMALUER Fif pod EEITF, R
LREFABT REIMNELERMER HTTP RIEARSS 25,

1£ DNS A2z, HOKEES pod fEHET TCP RS HI DNS RIEIZ1T, FHBASH IP it E
— RSN BIRIP ik, EERFRBR IP Hhit, & pod A ITIENEEEEH O B2S pod,
MAREEFER B IP #hil, WEHNMET ASHNENERENNEE - ERRMTE,

EEAEXNTATFRHTTP 1 HTTPS LUAMIFRERRSS . XF HTTP #1 HTTPS AR%S, &R HTTP K12
X, SrFEA P ik s ET TCP BARSS, 15#A DNS RIEER,

14.7.1.2. HOKAES pod BICIR

HOEAES pod X ER—MIBIE BB IHNIT, ZBSERIEMEDIZTT, MERTLERE macvlan #0
F X B iptables #Illl, EFNA{ILRIRTHRILE iptables HINIF&BH ., #ETE, HOKHE pod &HIT
BERMEBEHOKBRAE, BATHEOKBSEWER, FERANERSERTE,

MR ERTE egress-router FARMEARMLE, FHRE macvlan OB E 7~ {#EFH EGRESS_SOURCE £
JoE 1P #aht, 4% EGRESS _GATEWAY {EHFI2H IP Huh,

M b ER e (NAT) FIN4RIZE, FEAZEl TCP 3% UDP i L/ pod BISEE IP it i AR E TS
A EGRESS_DESTINATION Zr &5 ER IP thit M E—i% O,
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MBEHDPRIEISN T RAERERIEEHIE IP it HFEREENM X, B LUEE— nodeName 5
nodeSelector R RHFLE T A LR,

14.7.1.3. BBE IR EII

H ORI pod 27T KRBV E RS QURINZIARY 1P kA1 MAC Hiit, Eit, EeeREEE R U
I PR S N P SR S VPR A B stk

Red Hat OpenStack Platform (RHOSP)

INRE RHOSP LERE OpenShift Container Platform, M1/ H OpenStack 25 ERH O
H2% Pod B9 IP #1 MAC HiltFRE, MREFARITFRE, NBEREKI

$ openstack port set --allowed-address \
ip_address=<ip_address>,mac_address=<mac_address> <neutron_port_uuid>

Red Hat Virtualization (RHV)
INREEA RHV, W08 B F44 O 120525 (WNIC)i%#E No Network Filter.,
VMware vSphere

INREA VMware vSphere, &S VMware X4 LLT fi# vSphere T XM Z 2, @BIEM
vSphere Web & FimHiF ENEI R AR E B FH E X VMware vSphere BILNKE,

Bksk, ERRERAT LT
o MAC HititE X
® Forged Transits

® Promiscuous Mode Operation

14.7.1.4. ELD e id &

TR ENL, TLUER Deployment FHRERE H OKE2S pod, M TFHIFTR. ENRBIEEQIES
Service X%, f£F oc expose deployment/egress-demo-controller #345,

apiVersion: apps/v1
kind: Deployment
metadata:
name: egress-demo-controller
spec:
replicas: 1
selector:
matchLabels:
name: egress-router
template:
metadata:
name: egress-router
labels:
name: egress-router
annotations:
pod.network.openshift.io/assign-macvlan: "true"
spec:
initContainers:
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containers:

ﬂ BREIABRHXE N 1, EAEERR—MHERE, RE— pod AILMERL%ER L OIR IP i
i, XEWRE, E-NTRELZITHRBEZERE-TEIR,

@ O pod IKE Pod MR,

14.7.2. HLHHR
o HEEMRNFPEE L OHEHS
o LIHTTP REZRNHE L OB EE
e LI DNSRERNEHEH MBS

14.8. LEEMREN I EH OEKA2S POD

ENERFEEN, MALEE—HOKEES pod, % pod FKEE NFREEMREMEIEEN BRI IP
ik,

14.8.1. EEAEXNHIHE O H 2 pod HlA&

77 Pod A RFH—NMH OB pod EXEHEE, UTF YAMLER T UEEREERNEE HOBEBESR pod
H=FER :

apiVersion: vi
kind: Pod
metadata:
name: egress-1
labels:
name: egress-1
annotations:
pod.network.openshift.io/assign-macvlan: "true"
spec:
initContainers:
- name: egress-router
image: registry.redhat.io/openshift4/ose-egress-router
securityContext:
privileged: true
env:
- name: EGRESS_SOURCE @)
value: <egress_router>
- name: EGRESS_GATEWAY 6
value: <egress_gateway>
- name: EGRESS_DESTINATION ﬂ
value: <egress_destination>
- name: EGRESS_ROUTER_MODE
value: init
containers:
- name: egress-router-wait
image: registry.redhat.io/openshift4/ose-pod
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ZSERREH OpenShift Container Platform 7E 3 %% 3 O 12525 (NIC) LA — macvlan %% #&
A, 3% macvlan #EOMBE pod ML RZEE P, ENAHE "true” HIIEESISH, BERH
B9 NIC $#0 L1k OpenShift Container Platform /3 macvlan #0, ERSERENE HIZEOMNS
. BUg0 - etht,

RE % H O EEE pod ANYEMLE IP ik, =%k : BMALSEFRKE (24 B4) , LUE
EMEEEAMFR, MRFAEEFHMKE, NHOMKHRREEVHEHR EGRESS_GATEWAY
LEERENEN, BFHLEEEEMEMN,

EEST /RERRIAMXER.

FREEMEINARRS SR ERXINTA, FEE pod REKEHEME 203.0.113.25, 7 IP it
1E4 192.168.12.99,

H O R 2F pod MA& A

apiVersion: vi
kind: Pod
metadata:
name: egress-multi
labels:
name: egress-multi
annotations:
pod.network.openshift.io/assign-macvlan: "true"
spec:
initContainers:
- name: egress-router
image: registry.redhat.io/openshift4/ose-egress-router
securityContext:
privileged: true
env:
- name: EGRESS_SOURCE
value: 192.168.12.99/24
- name: EGRESS_GATEWAY
value: 192.168.12.1
- name: EGRESS_DESTINATION
value: |
80 tcp 203.0.113.25
8080 tcp 203.0.113.26 80
8443 tcp 203.0.113.26 443
203.0.113.27
- name: EGRESS_ROUTER_MODE
value: init
containers:
- name: egress-router-wait
image: registry.redhat.io/openshift4/ose-pod

14.8.2. HO BMthER B & X
W OB EHEE pod WERB HEEMERNT, EaERUT—M=SHERIsESEAII :

e <port> <protocol> <ip_address> - /5 7E <port> A RLEEN ZEERERENLEE
<ip_address> EMFE—ifmM, <protocol> A LLZ tcp =k udp.
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e <port> <protocol> <ip_address> <remote_port> - F1LL E—FE, BT EEREFEET
<ip_address> EH— T [EH <remote_port> 1,

e <ip_address> - fIRZE—T2—1 IP #iit, HLHemO WA EESKKERERRD
IP ik BOXT IR O, a0SR&AEEELDH: 1P ik, NIEEinO LR ERS IR,

FERBIRE LT LR
o F—ITREREMA RO 80 EEME 203.0.113.25 B9im 1 80,
o B _ITHE=1TRAXIMIRD 8080 1 8443 EEME| 203.0.113.26 HY;Li2im 0 80 #1 443,
o ERE—1T5ZEHMNFREEENROMRETE.,

A&l

80 tcp 203.0.113.25
8080 tcp 203.0.113.26 80
8443 tcp 203.0.113.26 443
203.0.113.27

14.8.3. LEE AR EE H O A2 pod

T EZEMEAF, HOMEME pod RINE iptables WINFREMEB S P it EEAE - HZ D BIR
IP ik, HFEEARBIR IP HiEE ik pod RITUESKEERH O AR, MAREREEREN
P,

FRFM

e L% OpenShift CLI (oc) o

o LIEA cluster-admin £ A~ S5 & %,

it =
1. G OB pod,

2. NEAREM pod ATLLE R E OB EHLS pod Y IP thit, HOE—MIRSSIEAE OB pod, 40
TR -

apiVersion: vi
kind: Service
metadata:
name: egress-1
spec:
ports:
- name: http
port: 80
- name: https
port: 443
type: ClusterIP
selector:
name: egress-1
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14.

14.9. L HTTP REEAEEHORHEZS POD

ENEBREER, BULUSHEORKESS pod BB NREREEIEEN HTTP MET HTTPS BIIRSS .

14.

188 pod MA T LUEEFILLARSS, ERAMRERNEO P bR ELE B EAERARSS 289X R

ﬁ#JﬁI:Io

8.4. Hh B
o fHf ConfigMap ECiE H O & 2% B B9 ith PR &

O.1. HTTP X H O I 2% pod #i&

&5 14 3 OPENSHIFT SDN 2\ CNI FZ& LR/ s

7 Pod W RHPM—NH O KL pod & X HEEE, LT YAML #5327 HTTP X EEH O HEES pod
HFEX :

ﬂ ZSERREH OpenShift Container Platform 7E 3 %% 3 O 125125 (NIC) LA — macvlan %% #&
A, 3% macvlan #EOMBE pod IS RZEE AP, EUHAHE "true” HEEESISH, BEELRH
B9 NIC $#0 L1k OpenShift Container Platform /3 macvlan #0, ERSERENE NIZEOMNS

2]

apiVersion: v1i
kind: Pod
metadata:
name: egress-1
labels:
name: egress-1
annotations:
pod.network.openshift.io/assign-macvlan: "true"
spec:
initContainers:
- name: egress-router
image: registry.redhat.io/openshift4/ose-egress-router
securityContext:
privileged: true
env:
- name: EGRESS_SOURCE @)
value: <egress-router>
- name: EGRESS_GATEWAY 6
value: <egress-gateway>
- name: EGRESS_ROUTER_MODE
value: http-proxy
containers:
- name: egress-router-pod

image: registry.redhat.io/openshift4/ose-egress-http-proxy

env:

- name: EGRESS_HTTP_PROXY_DESTINATION @)

value: |-

. 80 : ethi,

RE 2 H O EEE pod ANYEMLH IP ik, =%k : MALSEFRKE (24 BH) , UME
ERIREEIAFR, MREAREFHKE, NIHOKBES

TERENEN, BFMERAEMEN.

a5l EGRESS_GATEWAY
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© E5TRERNRIFXER,

Q —DFREH YAML SITFRREENEEERE, HIEE, XN HTTP RAERGFHHIMNETE
BE, MAEES init BSRFHEMINETEREE,

14.9.2. HO BMthEE B &

LB H OB pod LLHTTP KEBRXEEN, EHLUERUT IS MEIEEEERMN], EBEEH
HETEIEERFHERMAIERES

o P st SRVFERERIARAS IP Hatk, 40192.168.1.1,

e CIDREFEAVHEREEIFA CIDRSEHE, #0192.168.1.0/24,

o IHBAAVRIEIZEN, 20 www.example.com,

e FIEWA *HIgARVFRIEBRB NS REFE F=, 0 *.example.com,

o ! BN ELRICENRARNRIBMHIEE,

o MERKEFE—TR* NEMEEHIRIBLENBRWRIT. T, EMEEHITHERHEEL,
AT LMER * SV EIRR A IR B Bt B,

A&l

I*.example.com
1192.168.1.0/24
192.168.2.1

14.9.3. LLHTTP IR AR E H O R 28 pod
TEHTTP A2 fh, HOKRME pod fEH—A HTTP RIZEHO 8080 LizfT, XAMERRERATFE

BERET HTTP HETF HTTPS IRFME Him, EEEFERDHENMALUER Fif pod EETF, |
LREFABTREIMNEEERMEA HTTP RIEARSS 25,

FoRFM

e % OpenShift CLI (oc) .

o LIEA cluster-admin A B9 & %K,

AR
1. G OB pod,

2. NEAREM pod ATLLE R E OB EHES pod B IP thit, HOE—MIRSSIEAE OB pod, 40
TR -

apiVersion: vi

kind: Service

metadata:
name: egress-1
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spec:
ports:
- name: http-proxy
port: 8080 €))
type: ClusterlP
selector:
name: egress-1

@ & hip HOHKILE D 8080,

3. BREifpod (FREANRIE Pod) BENER HTTP I, 1X& hitp_proxy =X
https_proxy & :

apiVersion: vi
kind: Pod
metadata:
name: app-1
labels:
name: app-1
spec:
containers:
env:
- name: http_proxy
value: http://egress-1:8080/ ﬂ
- name: https_proxy
value: http://egress-1:8080/

© - sHuRNES.

AEEHEFAXESEMA http _proxy # https_proxy (5L E, MARULEAR
EENETLUERITFRE, HEN pod FZiTH T ESHHRIS,

14.9.4. HAh ¥R
o fHfH ConfigMap ECiE i O & 2% B B9 ith PR &

14.10. LA DNS REEA S EH O KA 2F POD
ENEBHEER, BuLUEEREE IREREMH OAES pod SPEEIIEER DNS LFRF] 1P i,

14.10.1. DNS =X O & FH 25 pod #IA&

7 Pod X RAHA—ANH OB pod & XHEE. AT YAML #8772 DNS =2 P EE H OB H 2
pod HIFE% :

apiVersion: vi

kind: Pod

metadata:
name: egress-1
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labels:
name: egress-1
annotations:
pod.network.openshift.io/assign-macvlan: "true"
spec:
initContainers:
- name: egress-router
image: registry.redhat.io/openshift4/ose-egress-router
securityContext:
privileged: true
env:
- name: EGRESS_SOURCE @)
value: <egress-router>
- name: EGRESS_GATEWAY 6
value: <egress-gateway>
- name: EGRESS_ROUTER_MODE
value: dns-proxy
containers:
- name: egress-router-pod
image: registry.redhat.io/openshift4/ose-egress-dns-proxy
securityContext:
privileged: true
env:
- name: EGRESS_DNS_PROXY_DESTINATION ﬂ

value: |-

- name: EGRESS_DNS_PROXY_DEBUG @
value: "1"

SERRE A OpenShift Container Platform 7E 3 %% 3 O 12523 (NIC) LA — 1 macvlan %% #&
O, F& macvlan #OMBE pod IR ZEAH, S "true” HBEESIB5H. BEERH
B9 NIC # 0 L1k OpenShift Container Platform il macvlan #0, 1HEREIXE N IZEONS
. 40 : ethi,

RE % O EES pod ANYEMLH IP ik, =%k : MALSEFRKE (24 BH) , UE
IEMARREBEIAM T, WREEHEEFMKE, NHOKMAIRREED7EA EGRESS_GATEWAY
TEEENEN, BFREEBEEMEN.

EST /RERRIAFXERE.
BEE—IMEHZMMERNMIIR,

A - fEEHIH DNS U2 H & HH 2 stdout,

00 O

14.10.2. HO B HhECEFE X

WKL DNS REBEXERER, BafEE—NsOMBrME5IR, Bt LI P i, tWa g2
DNS & #R,

H A ES 2% pod SIHF LA T A& TUSRHE E i O 71 B B AR 5

¥in O A2 Ha bt
A LEAFNFEE A RIEERIKFOMEIEN - <port> <remote_address>.

176



&5 14 3 OPENSHIFT SDN 2\ CNI FZ& LR/ s
EHALLZE IP Hhtksk DNS %5, I0RIZMEE T DNS &#5, DNS #BiratEiaiThl#17. S FAEEMN, £
IBIEEZTBIRENN P it FHEERI B iR EN L8 ERRKRO,

¥ O ALz AR s k% 71

80 172.16.12.11
100 example.com

Wm0, izt iR O

BT LUE A =R <port> <remote_address> <remote_port> 5 EiRix 0. BirEHH B8
ﬁ#“ﬁ I:Io

=FBREANTHENFERRAMER, EENtROTESRisORRE,

WO, iRk F iR O R B

8080 192.168.60.252 80
8443 web.example.com 443

14.10.3. L DNS I ERE H O R 2% pod

1£ DNS A= th, HOKEES pod fEHET TCP ARSSHI DNS RIBIZ 1T, JEBSM IP it E)
—PNEHZANEiT IP ik,

FeREH

e % OpenShift CLI (oc) »

o LIEA cluster-admin I8 AE 7 B9 & %K,

AR
1. G OB pod,

2. NHEOELES pod AIERS :

a. fll&% ) egress-router-service.yaml B932 {4, HIELLT YAML, f¥ spec.ports HiE N
%2 81 EGRESS_DNS_PROXY_DESTINATION &5 8 & Y Atk 53R,

apiVersion: v1i
kind: Service
metadata:
name: egress-dns-svc
spec:
ports:

type: ClusterIP

selector:
name: egress-dns-proxy

a0 -

apiVersion: vi
kind: Service
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metadata:
name: egress-dns-svc
spec:
ports:
- hame: con1
protocol: TCP
port: 80
targetPort: 80
- name: con2
protocol: TCP
port: 100
targetPort: 100
type: ClusterIP
selector:
name: egress-dns-proxy

b. BOIEMRS, FHMAUTHS :
I $ oc create -f egress-router-service.yaml
Pod MIFERTLLUEEE IARSS. MAREMED IP Ml HACER B SRR 5588890 Mk O,

14.10.4. Hth ¥R
e {FF ConfigMap EZi& i O E Fa 25 B B sthBR 5

14.11. \ECB MRS B O B B2 POD By %R

ENEBEER, BaLE X — ConfigMap X REIEE H OB pod BB IRME, BENFFERR
BURFHORAHZS pod BIRE, BXREXHEE, HSHBELEORAEZS pod B9,

1411, [FEFAR B MR E E O IR 52 B itk gt

SFRXEHEEBRNBITIRGES, E0LUERAE BEIRSTEAEBLEITFIR, XFA RN R 2R S

BoEMRETHIIN IR B3R 45 3% B cluster-admin $HHIA -, R ANHOKAES pod EEHFINE S, &8
cluster-admin 4B P TR BEE S pod & Lo

FERRST BN, HOKEES pod FRBEIEH. BLESHOKBSE pod RIKEE
%ﬁo

FRFH

e % OpenShift CLI (oc) »

o LIEA cluster-admin A B9 &%,

AR
1. f/BEEHOKEES pod BRETBURRISH, WTFHIFE :

I # Egress routes for Project "Test", version 3
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80 tcp 203.0.113.25

8080 tcp 203.0.113.26 80
8443 tcp 203.0.113.26 443

# Fallback
203.0.113.27

&R RN ST AR A ZZ BT RIIE IS,
2. MX4fIE ConfigMap *f & :

I $ oc delete configmap egress-routes --ignore-not-found

$ oc create configmap egress-routes \
--from-file=destination=my-egress-destination.txt

FELRIBARAH, egress-routes {HEZ0IEH ConfigMap X REIEFE, my-egress-
destination.txt 2 ZE M AL ER A ST £ FR,

3. QUM OB pod B Y, 3 HIFHE K B FH EGRESS_DESTINATION FE&isE
configMapKeyRef /N7 :

env:
- name: EGRESS_DESTINATION
valueFrom:
configMapKeyRef:
name: egress-routes
key: destination

14.11.2. HEb R
o EEMER
o HTTP I

e DNS KIEE
14.12. U BfE R %1%

14.12.1. X F %%
BT P 21, $RAENT BTSSP thht,

H i
Bal, FREEATETEDHAIRS L. EFR—TETRBRAE.

FINBEMRT, OpenShift Container Platform pod Z A& &M EKEMH. NREM OpenShift SDN BAIA
Container Network Interface (CNI) R4t FE, AILRIEENUIEH A%,
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LA networkpolicy fEEE R 8 8 OpenShift SDN FI4& T :

® pod XENLBEIER/FE XN E FHRAEHEAM pod, MEFEE NetworkPolicy X &K, BfE
EXF @R AREEN, Pod @I ZHHETEE.

o —ANIBEHM pod X EMLBEHIESFKEXEMEMEMITIE FH pod, BMEFEARVTIE FB
% NetworkPolicy X7,

LA multitenant FEE & {E A OpenShift SDN WS IEAET
e pod XK EML BRI L X E RBIATE HM pod.
o NERZNUBEESE—EFABNMEENIIELHERT S, —PIE P pod XEHN%S
BRIEAT 2AE I EH AR B 89 pod,
14.12.2. J5 A pod 7] & &
BRI LU B J3 B pod 6] % 1%,

FoRFEM

e % OpenShift CLI (oc) .

o IRAFEN cluster-admin A& &5 &EEE,

T
o ZfTLUTa®, NUIBEAZE. FREESRAZENTBNATIREN: <namespace>,

$ oc annotate netnamespace <namespace> \
netnamespace.network.openshift.io/multicast-enabled=true
Al

5
ERUTMERERAT S, HRRUTER

1 M ERITIEERNE RS BNIIE, FRTE&EH: <projects,
I $ oc project <project>
2. A& pod LME N % #EIEWER -

$ cat <<EOF| oc create -f -
apiVersion: v1
kind: Pod
metadata:
name: mlistener
labels:
app: multicast-verify
spec:
containers:
- name: mlistener
image: registry.access.redhat.com/ubi8
command: ["/bin/sh", "-c"]
args:
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["dnf -y install socat hostname && sleep inf"]
ports:
- containerPort: 30102
name: mlistener
protocol: UDP
EOF

3. O pod LMER B HEL %S -

$ cat <<EOF| oc create -f -
apiVersion: v1
kind: Pod
metadata:
name: msender
labels:
app: multicast-verify
spec:
containers:
- name: msender
image: registry.access.redhat.com/ubi8
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat && sleep inf"]
EOF

4. FEFHZIRE QR SuETiRH, FEE1% BT,
a. 1k13 Pod B9 IP Hutlt :
I $ POD_IP=$(oc get pods mlistener -o jsonpath='{.status.podIP})
b. MIALL TG RENZBEINERS :

$ oc exec mlistener -i -t -- \
socat UDP4-RECVFROM:30102,ip-add-membership=224.1.0.1:$POD _IP fork
EXEC:hostname

5. BBhE L,
a. FKEX pod M%% IP HlESEH -

$ CIDR=$(oc get Network.config.openshift.io cluster \
-0 jsonpath='{.status.clusterNetwork[0].cidr}")
b. BXEZREER, WHWWALTHS :

$ oc exec msender -i -t -- \
/bin/bash -c¢ "echo | socat STDIO UDP4-
DATAGRAM:224.1.0.1:30102,range=$CIDR,ip-multicast-ttl=64"

MBLBEETNE, N E—NHESESRELLTHH :

I mlistener
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1413. WU BZ2H% %

14.13.1. 2 pod A % &
A LA B 2 pod 161 %1E,

FoRFMH

e Z% OpenShift CLI (oc) »

o BiI{EN cluster-admin A& & RER,

o ZITUTHLREMZHE

$ oc annotate netnamespace <namespace> \ﬂ
netnamespace.network.openshift.io/multicast-enabled-

Q REZ A% &N E M namespace.

14.14. {£FH OPENSHIFT SDN B2 & M4& e

FHELRFECE I A OpenShift SDN CNI S P IRBEERE, BNESKMIARE. E2H R
BEAT, TEWEBH pod RS FRRITFMERE.,

Ee b M AR ERTENSHEIRET N ¢
o BAILES—IPHENIE, ARTFARVIEHH pod MRS FHMLIRE.

o EHLNIMBEAMLEE, EU2RUIN, EXMAHMIIEFH pod MIRSHIMARE, A
£R[UIHBIIE AT LLJT R A &R0 89 pod FARSS

14.14.1. o R &4

o MG EEHEE NS REEIEA OpenShift SDN Container Network Interface (CNI)
&,

14.14.2. &I H
EE ESTHARLANTE, UARTARRTIEHH Pod RS FIKIMERE,

FoRFMH

e % OpenShift CLI (oc) »

o BiI{EN cluster-admin A& & RER,

AR
1 EAUTHS, HUEESEINETEMSH
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I $ oc adm pod-network join-projects --to=<project1> <project2> <project3>

FHH, BRTIEEEFRNTIE L, thaLUFER --selector=<project_selectors £ E F K T
ZHeEIIE,

2. "W BITUA TS REFEESE—EMN Pod % :
I $ oc get netnamespaces

1£ NETID 3dh, FE— Pod WM&yl E EBHERMMZS D,

14.14.3. (BB Ui 5
EATLFREIIE, HEMTE R pod MRS TS5 FLX AN B i pod FIARSS.,

FRFM

e L% OpenShift CLI (oc) o

o T{EN cluster-admin A& & RER,

o EREEHPUE, HTUTHS :
I $ oc adm pod-network isolate-projects <project1> <project2>

HH, BRTIEEEFRNTIE LT, thaLUFER --selector=<project_selectors £ E F K T
ZHeEIIE,

14.14.4. %17 B 22 FH 2% bR B8
BT LA I B 2 F 44 PR S

FeRFM
o L% OpenShift CLI (oc) .
o EWIMEN cluster-admin & & & REEE,
iz
o XIWRZITUU T4 :
I $ oc adm pod-network make-projects-global <project1> <project2>

FHH, BRTIEEEFRNTIE LT, thaLUFER --selector=<project_selectors £ E F K T
ZHeEIIE,

14.15. Bidi& KUBE-PROXY

Kubernetes M43 LI8 (kube-proxy) EEN T mLizfT, FFH Cluster Network Operator (CNO) B,
kube-proxy 4EFFRALEHIN, LR 4 5 AR 55 R BB in s BOIE %
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14.15.1. % F iptables HiI[E %
B4 EHRE Kubernetes FIZHRIE (kube-proxy) F£ 17 s L% iptables MIBYSHE,
ESELEUATEHZ I FA :

o RAEFE—FMH, BIMNARSHimRRNMEIEEEFHMEREHMIER,

o FRRE—REIFZHIN A28 N kube-proxy E X BIFIE EHA,

14.15.2. kube-proxy ECE S

IRAI LUME LT kubeProxyConfig S,

BT OpenShift Container Platform 4.3 RESRAF 5|7 T HRE LM, HEFTBRE
% iptablesSyncPeriod Z#{,

=®14.2. 838
BH ek i1 AME
iptablesSyncPeriod iptables #LIU/ A Rl E HA, — /N [E][E] R, 40 30s = 30s
2m, BYMMELEEs. mil
h, B2 Go K& 3x14,
proxyArguments.iptables-  Fl#T iptables #UIgIMG&RER  —NEFEIEIFE, 40 30s =X Os
min-sync-period £, ESHIBRRBIFRTER 2m, BRNELSESs. mil

KT, RAERT, % h, E&S N Go A&,
%4820 iptables #LI A E 2R
ik = 32 BN 1T R

14.15.3. {824 kube-proxy F2 &
IR LU EBHE R Kubernetes ISR EEER B,

FRFH

e L% OpenShift CLI (oc) o

e {FF cluster-admin A& &K IE/E21THEERL,

it

1. 217U T84 K45 Network.operator.openshift.io B E X ¥R (CR)
I $ oc edit network.operator.openshift.io cluster

2. FIREXT kube-proxy ECEHIE UEEX CR B kubeProxyConfig %1, 0LL TR CR HFf
I
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apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
kubeProxyConfig:
iptablesSyncPeriod: 30s
proxyArguments:
iptables-min-sync-period: ["30s"]

3. RESXHFHBRHE SIASRE R,
REXHFHRERESRS, oc R RWIERHIEE, MREMEREF/IE LR, WESZITHZ
XHF EREFER,

CIEATEU R e B RABIABC B AT

I $ oc get networks.operator.openshift.io -o yaml

i th 7 Bl

apiVersion: v1
items:
- apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
defaultNetwork:
type: OpenShiftSDN
kubeProxyConfig:
iptablesSyncPeriod: 30s
proxyArguments:
iptables-min-sync-period:
- 30s
serviceNetwork:
-172.30.0.0/16
status: {}
kind: List

5. A% : IBTLLTF 4, #IA Cluster Network Operator B ERE RN :

I $ oc get clusteroperator network

i th o Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
network 4.1.0-0.9 True False False im

IO BB B %S, AVAILABLE FEH True.
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% 15 Z OVN-KUBERNETES Zti\ CNI PR EN 7S

15.1. = F OVN-KUBERNETES 2{i\ CONTAINER NETWORK INTERFACE
(CNI) PB4 N

OpenShift Container Platform 5227 pod AR5 P44 AR {E A EHIM4% ., OVN-Kubernetes Container
Network Interface (CNI) fl4 2 BRI REERI LGB — DS, OVN-Kubernetes ZF Open Virtual

Network (OVN) , BiR#tT —MNET overlay BIRLESCH, fEH OVN-Kubernetes P4 AEN FERYE LD
EE/ANT A BT Open vSwitch (OVS) , OVN EEAN T A LA E OVS LI FEBEHNMLEE.

15.1.1. OVN-Kubernetes %t

OVN-Kubernetes Container Network Interface (CNI) SEE¥M45 5N B SCF UL R IhEE -

o M OVN (FHREMMLL) BEMLRE, OVN B— MR L. SHNEE XIS EIE
fRRAR.

e LIH Kubernetes MZAERER I Hy, S¥EADOFILE O,

o {5 Geneve (BRAMSEIMEHE) MHLMAZE VXLAN £ SR Q2 BEM 4,

15.1.2. T HEPIERIL CNI 4R B ThBETI R

OpenShift Container Platform N EXIAHI Container Network Interface (CNI) R4 AR AR AL N 2 7Y
4% : OpenShift SDN #1 OVN-Kubernetes, T2/ T X AN MILS 4 N 7 X BT SZ FFROTORE -

5 15.1. 2R\ CNI R LR REaThae b iR

IhHE OVN-Kubernetes OpenShift SDN
£0OIP <H XHF

Egress By (1] S FEd

H O ER 2R 4y 3] X

IPsec fin% X P FF
Kubernetes 44 3RE% X #4345 (2]
EZ X H X H

1. 1£ OpenShift SDN &, HORGABSHIR H O ML RS, XIS RS E ORE,
2. OpenShift SDN BIR%% 5RBE 2 35 O HLNF1— £ ipBlock A,

3. OVN-Kubernetes B9 OB ZIHEERAER,

15.1.3. OVN-Kubernetes [E &l
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OVN-Kubernetes Container Network Interface (CNI) B MEHN A — N5 R ERKEEXBIRE, MW
NPT H Kubernetes IRSSHIA R ERIE KA LR E R L E N local, W NSEEZIFEINE
cluster, HIEARMZEEN LoadBalancer. NodePort BIARSS Sk A AER IP RINARSS T, X/NBREIRTAE

AE} |]l-LJII_c\Q

Hith BTIR
o I EECE H O RG A
o X TR
o NIMBEFERZE
® |Psec AR E

® Network [operator.openshift.io/v1]

15.2. M OPENSHIFT SDN &R M4t N Bg T #%

ENEBEER, A LIM OpenShift SDN CNI EBERZE N BT E OVN-Kubernetes Container
Network Interface (CNI) SEE¥ L& 4N,

ETHESH X OVN-Kubernetes IE R, iHZH*xTF OVN-Kubernetes P41,

15.2.1. 5T % % OVN-Kubernetes P& N 7

T E OVN-Kubernetes Container Network Interface (CNI) &EERZENEE—NFitiE, Hhs
SBE— LN EEERT AN, RARET —MERTRE, BFIBEERIIANE—NEEERR,

FEUTES LNLEREFE SRR IETIBE OVN-Kubernetes SEEF 1
o RHEEMH
e Amazon Web Services (AWS)
e Google Cloud Platform (GCP)
® Microsoft Azure
e Red Hat OpenStack Platform (RHOSP)

® \/Mware vSphere

ﬁ -
Y PRFERFEFNER LIUTER.

15.2.1.1. 5E% 2| OVN-Kubernetes PIZ& it B g B E = F I
ERAERRFLRKEBPEL T M FMURAE LS & pod B 1P Hudlk,
F#R OVN-Kubernetes MZEHR ESLIL T OpenShift SDN RIS N B R B F £ ThEE, (BECEH AR,

o MMRMHIEEFEALLT OpenShift SDN IhgE, NIwAJIFE OVN-Kubernetes fAF3EZEME R BITH
e :
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OpenShift Container Platform 4.7 %%

o AZAREE

o MO IP Hhit

o HHOMLKREE

o HOMHEZR pod
o %%

o NRMMPEEEE 100.64.0.0/16 IP Hul St FE R EEMERD, TR T E OVN-Kubernetes,
RN EIERERERXA IP HiSEHE,

UTFNTERNET LaThEEE OVN-Kubernetes #1 OpenShift SDN FREIEC B IR E,
ez EE

OVN-Kubernetes XX #F 44 SR fREE R,

HE

NREHNEEFREZH N FMEEERFEER OpenShift SDN, NIFEEERE!
OVN-Kubernetes WM& L1/ 7,

HO 1P et
T &R #E® T E OVN-Kubernetes #1 OpenShift SDN E2&H A IP #ilitFIARE :

F15.2. O IP it AR BN E

OVN-Kubernetes OpenShift SDN

o 1l EgressIPs %% o I NetNamespace *I §i{T#h T

o 7E— Node W §_ERINEMR o %f HostSubnet I RiF47# T

HX7E OVN-Kubernetes F{ERHO IP M ELZER, FSFE"BELO IP k",

W O P4 S B

TRAPHRIE OVN-Kubernetes #] OpenShift SDN Al E H O MRS (B OB AR BARERZ
g

3 15.3. HOM% RIS AL BRI R

OVN-Kubernetes OpenShift SDN

o TEep& %[l {l]EE EgressFirewall ©f & o TEMAZRZEFFLE—D
EgressNetworkPolicy %/

B XTE OVN-Kubernetes RERH OB XENELER, HSH"BEUIR HOMAIE",

HOKHEE pod
OVN-Kubernetes N #F7E OpenShift Container Platform 4.7 f{F F HH O B H 28 Pod.
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S
TR T £ OVN-Kubernetes #1 OpenShift SDN L5 A& #EREMX ) :

& 154 ZREENTHE

OVN-Kubernetes OpenShift SDN

e 7 Namespace % § L ihniE#z o 71 NetNamespace % §HiRiniE##

A XTE OVN-Kubernetes PEHZEBMNEZER, ESMH" EATIBEZE",
P 4% SRR

OVN-Kubernetes 7& networking.k8s.io/v1 APl ‘HA5E £ ¥ Kubernetes NetworkPolicy API, M
OpenShift SDN #1T3E#0T, MBREAZEERR,

15.2.1.2. 3B el T4F
ERR SRR T AR I -

1. 7£ Cluster Network Operator (CNO) BEEX R ERE—NIEISER, HWEMBRAL CNO KX
I defaultNetwork = E&r22 1k,

2. ¥ Machine Config Operator (MCO) LUAREARRHITER.

3. E# defaultNetwork FE&, E#H 25 CNO 4% OpenShift SDN control plane pod FEE
OVN-Kubernetes control plane pod, FH4, ©REFH Multus X R LUK BRHTBIEBE ML AN 7

4. BEMBISEBHPHEN TR, BTREFNINE pod FRBEREFMLSHEHER, FLLEHS]
SEBNTRAUBRENT RBEZE pod. #H pod MiINEI OVN-Kubernetes 1R BEHIETSEBF LS .,

5. BERERTHAAE T AFER MCO, MCO BRRBTIBATER systemd BREHH E#H, MCO
RINEHFENBREANYIES, RIS AREE SR /NG I i,

15.2.2. 5% % OVN-Kubernetes BXi\ CNI FIZ& 4557
ENEBEER, BRI LUSEEEMBIA Container Network Interface (CNI) PI4S R B E N OVN-

Kubernetes, fEi¥# 38, EEHS|IFEETHENT M.
BE
EHTERE, EEATRH, TENHETRSTE, (TERS P LUESE FHITT
%Q

FRFH

o —NERELERFEFNEAMEN ERE, HERKARBREERN TEA OpenShift SDN BRIA
CNI Rt it T e

e % OpenShift CLI (oc) .
o (HFHEZH cluster-admin A& H&EEE,
o ctcd BIBENRF&H A A,
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o SRHATEMRIFRE, BRAMMEIR,
o AIRBEEBNT RFIMELEHEIF,

1. BERMEHENENEE, FMAUTHS :
I $ oc get Network.config.openshift.io cluster -o yaml > cluster-openshift-sdn.yaml

2. EEATER, 5 AL TS Cluster Network Operator BREB X § L% BT 7 :

$ oc annotate Network.operator.openshift.io cluster \
'networkoperator.openshift.io/network-migration'=""

3. {21 Machine Config Operator (MCO) EEMFTEHNREE T :

e {Z1F master ELEM :

$ oc patch MachineConfigPool master --type="merge' --patch \
{ "spec": { "paused": true } }'

e (=1t worker EC&Eth :

$ oc patch MachineConfigPool worker --type='merge' --patch \
{ "spec":{ "paused" :true } }'

4, FALLTHSERE OVN-Kubernetes SEBEMIZE LN 5 -
o EISTFEMEMN M BREREMLS P thitth, 1 EWAUTES :

$ oc patch Network.config.openshift.io cluster \
--type="merge’ --patch '{ "spec": { "networkType": "OVNKubernetes" } }'

o EIBETRBEEML IP bk, EHWMALTSHS :

$ oc patch Network.config.openshift.io cluster \
--type="merge’ --patch {
"spec": {
"clusterNetwork": [

{
"cidr": "<cidr>",
"hostPrefix": "<prefix>"

}

I,
"networkType": "OVNKubernetes"
}

p

Hrh cidr 2 CIDR 3, prefix 2B ENT A CIDR MDY F, EBREEABEMAS
10064.0.0/16 CIDR S EZH CIDR 3, AN OVN-Kubernetes RISt N B 1E A ER{E FE L B-,
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5. @ik : AT LLEE X OVN-Kubernetes BILATFIZE, LUK R IEHIMSEERMEIER
o mKfEHIHT (MTU)
® Geneve (Generic Network Virtualization Encapsulation) &% M4%%im0

BEEEURANCKBTEZ—, HRALTRS, MRETFERLRIME, BT PEIZE,

$ oc patch Network.operator.openshift.io cluster --type=merge \
--patch {
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"mtu":<mtu>,
"genevePort":<port>

i

mtu

Geneve BEMAHI MTU, XNMEBERBEERN ; BR, MRERHPHT KB ERERL
MTU, B2 1@%\541‘%@%6% X BN RANT R MTU BI{E/)N 100,

port
Geneve BEM4EH UDP im0, MNREBIEEME, MBI 6081, iHOAREES OpenShift SDN fE
B9 VXLAN #mEA4ERE, VXLAN im0 B ERIAE S 4789,

+ .example patch S5 LLE#HT mtu FEX

$ oc patch Network.operator.openshift.io cluster --type=merge \
--patch {
"spec"{
"defaultNetwork":{
"ovnKubernetesConfig":{
"mtu":1200

Y
1. ¥ Multus SFHP 2SR rollout SEAX.

I $ oc -n openshift-multus rollout status daemonset/multus

Multus pod BJ&FE TN multus-<xxxxx>, HH <xxxxxxx> FEHREHFS, pod FEEHR
E—LnfEFREER.

it Bl
Waiting for daemon set "multus” rollout to finish: 1 out of 6 new pods have been updated...

Waiting for daemon set "multus” rollout to finish: 5 of 6 updated pods are available...
daemon set "multus" successfully rolled out
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2. BRBER, HEHSISERPNENT R, O, ERERRULLTRAEIE bash A,
BAREETLUER ssh EEEENEN, 1 sudo BBE N FRTHIABL,

#!/bin/bash

for ip in $(oc get nodes -o jsonpath="{.items[*].status.addresses[?
(@.type=="InternallP")].address}")
do

echo "reboot node $ip"

ssh -0 StrictHostKeyChecking=no core@ $ip sudo shutdown -r -t 3
done

R TEMER ssh Viln], EAIRE TR @ B EN EmNER T EFSISEN TR,
3. EFSIFERTNTRE, BYMANSREED :
® [5%f) master ECESM :

$ oc patch MachineConfigPool master --type="merge' --patch \
{ "spec": { "paused": false } }'

e [=%f worker BRiEh :

$ oc patch MachineConfigPool worker --type="merge' --patch \
{ "spec": { "paused": false } }'

4 MCO BB MR ERPHNSN, ERXEFRSIFEBDT R,

BIANERT, MCO KE—MHEEBRNVEMEEHR—alEs, FEIEHTHRAE RN RS
BF AN NG AN,

4. BBINEN LV SRRERRES
a. BIHANBERERTSHNANNNSREESR, HHALUTHS

I $ oc describe node | egrep "hostname|machineconfig"

i th o Bl

kubernetes.io/hostname=master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/desiredConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/reason:
machineconfiguration.openshift.io/state: Done

FAUE T EEREIER
e machineconfiguration.openshift.io/state & #I{E "~ Done.,

e machineconfiguration.openshift.io/currentConfig FEXHI(EE T
machineconfiguration.openshift.io/desiredConfig FEXHI{E.

b. EfINGREEER, HHMAUTHS :
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I $ oc get machineconfig <config_name> -o yaml | grep ExecStart

iX B <config_name> & machineconfiguration.openshift.io/currentConfig FEX 425
BCERY AR,

HESBECB W BIELL T systemd EREBBEHT :

I ExecStart=/usr/local/bin/configure-ovs.sh OVNKubernetes

5. WBINERRINTE :

a. EfIABIA CNI MG R OVN-Kubernetes, &AL T4, status.networkType
HI{E /2 OVNKubernetes.

I $ oc get network.config/cluster -0 jsonpath='{.status.networkType}{"\n"}'

b. EMIAERT S4TF Ready IR, EHAUTHS :

I $ oc get nodes

c. MRTR—

EAF NotReady K7, RENRELE TR pod HEHERFIAEE IR,

i. BT R IIHE pod :

I $ oc get pod -n openshift-machine-config-operator

it Bl
NAME READY STATUS RESTARTS AGE
machine-config-controller-75f756f89d-sjp8b 1/1  Running 0 37m
machine-config-daemon-5cf4b 2/2  Running 0 43h
machine-config-daemon-7wzcd 2/2 Running 0 43h
machine-config-daemon-fc946 2/2  Running 0 43h
machine-config-daemon-g2v28 2/2  Running 0 43h
machine-config-daemon-gcl4f 2/2  Running 0 43h
machine-config-daemon-I15tnv 2/2  Running 0 43h
machine-config-operator-79d9c55d5-hth92  1/1  Running 0 37m
machine-config-server-bsc8h 1/1 Running 0 43h
machine-config-server-hklrm 1/1 Running 0 43h
machine-config-server-k9rtx 1/1 Running 0 43h

BB ST A2 pod L FMEMLL TR : machine-config-daemon-<seq>, <seq> &
— N 5 N ERNFREFE,

ERUTEHS, HiHAELE— 1 HHFP ERE - MSRERESTT I/ pod B pod B :

I $ oc logs <pod> -n openshift-machine-config-operator

Hrh pod BH2RECE TR pod BIE R,

d. EMIAER pod RTEFERIRE, HHALUTHS :
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I $ oc get pods --all-namespaces -0 wide --sort-by="{.spec.nodeName}'
IR R EM pod Lo FHIRRE, HEHBIFZT Ko
6. REE TN BEERT T RIFRENSTRUTSE

a. EM Cluster Network Operator EeBXf RAMRSERE T, HMALUTHS

$ oc annotate Network.operator.openshift.io cluster \
networkoperator.openshift.io/network-migration-

b. ZMIFR OpenShift SDN FI4& R R ZE[H], HRIALLTRS ¢

I $ oc delete namespace openshift-sdn

15.2.3. Hth BTR

® OVN-Kubernetes P54t N PRI BC B S 4K

o &7 etcd

o X TR

® OVN-Kubernetes Zh8E
o EEHA IP it
o NI EBCEH OR5 XK
o NMBEER%E

e OpenShift SDN Zh#E
o NIMBEEHA IP
o NUIHEBCEH OR5 XK
o NMBER%E

® Network [operator.openshift.io/v1]

15.3. [O/2 % OPENSHIFT SDN M4& N g

ENEREER, MNRTIHEE OVN-Kubernetes-Kubernetes kM, EATLAEIZE] OVN-Kubernetes CNI
EBEM LN B OpenShift SDN Container Network Interface (CNI) SEBE 4% 4L 7,

15.3.1. FBAIA CNI FILE 4N EA 2l OpenShift SDN

TENEREIER, EALUFEEEEIAE] OpenShift SDN ER1A Container Network Interface (CNI) FIZ% 4kt
N, EEVRERRAR, B EHSISERPHNEDNT R,

BE
RAEIHE OVN-Kubernetes K F = EI7REI OpenShift SDN,
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FTREH
o L% OpenShift CLI (oc) &
o {HMAEZA cluster-admin & &I 10 EE,
e 7EfEF OVN-Kubernetes BRI\ CNI R4S 5N P D B BB iSRG L R EE,

AR

1. BERER, EEALTHSTE Cluster Network Operator BCB N R LiX BT #E

$ oc annotate Network.operator.openshift.io cluster \
'networkoperator.openshift.io/network-migration'=""
2. {21 Machine Config Operator (MCO) EEMFTEHNREE T :
o {21k master BBE M :

$ oc patch MachineConfigPool master --type="merge' --patch \
{ "spec": { "paused": true } }'

e (=1t worker EC&Eth :

$ oc patch MachineConfigPool worker --type='merge' --patch \
{ "spec":{ "paused" :true } }'

3. EBLE OpenShift SDN EREMZE AN, FIALL TGRS :

$ oc patch Network.config.openshift.io cluster \
--type="merge’ --patch '{ "spec": { "networkType": "OpenShiftSDN" } }'

4. ®i% @ EAILAEE X OpenShift SDN BILL TIXE, LU B EE R 4% £ 2R/ B E K -
o FAEHIHT (MTU)
e VXLAN ##0

EHE X ZANCEHIRERE AN —MLE, HTEEGHRAUTR S, IRETHFERHRMN
ME, HMHT R A%,

$ oc patch Network.operator.openshift.io cluster --type=merge \
--patch {
"spec"{
"defaultNetwork":{
"openshiftSDNConfig":{
"mtu":<mtu>,
"vxlanPort":<port>

i

mtu

VXLAN BEMLZH MTU, X NMEBEZBIEREN ; B, WREFHPHT RIXBEEERNE
E# MTU, %B/A,.,\M\&Dﬂ—ﬂttﬁﬁﬂﬁﬁ&%jﬂ:tﬂ—d\17 = MTU BB/ 50,

port
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VXLAN ZEMZH UDP im0, NREBIREME, NEINH 4789, imOFREES OVN-
Kubernetes ALK IH R, Geneve imOMIERIAE S 6081,

patch fpH Al

$ oc patch Network.operator.openshift.io cluster --type=merge \
--patch {
"spec"{
"defaultNetwork":{
"openshiftSDNConfig":{
"mtu":1200

Y
5. & Multus SFHFHTEER rollout ST

I $ oc -n openshift-multus rollout status daemonset/multus

Multus pod BJEFME ) multus-<xxxxx>, EHH <xxxxxxx> 2FEHMEHFET, pod FAIEEH
BN HFREES,

i th 7 Bl

Waiting for daemon set "multus” rollout to finish: 1 out of 6 new pods have been updated...

Waiting for daemon set "multus” rollout to finish: 5 of 6 updated pods are available...
daemon set "multus" successfully rolled out

6. BRRMONR, HEHII SEBHRNENT R, HlI0, EETLMERZRLI0 T bash BIA, XANBIE
BREMTLUER ssh Z#ZEENEN, FIY sudo BB NIRRT AR,

#!/bin/bash
for ip in $(oc get nodes -o jsonpath="{.items[*].status.addresses[?
(@.type=="InternallP")].address}")
do
echo "reboot node $ip"

ssh -0 StrictHostKeyChecking=no core@ $ip sudo shutdown -r -t 3
done

WNRFTIEMER ssh Vilnl, BRI HE T BRI MY ENER |~ EF5I BN T R,

7. EFBISEEPNTRE, BYRAEVSEED
e =25/ master BR&SMh :

$ oc patch MachineConfigPool master --type="merge' --patch \
{ "spec": { "paused": false } }'

e [=%f worker BRiEh :

$ oc patch MachineConfigPool worker --type="merge' --patch \
'{ "spec": { "paused": false } }'

L MCO B MR ERFHNGN, EREFRIFEBDIT R,
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KINBERT, MCO 2E—NMITHERNENNEF—ENEE, FRITERTHRATE BN ks
BER/NHIIE AN T A0,
8. MIAEN LFHIBREEBHVIRA :
a. BN BREE RSN AN GEEL, HHMAUTHS

I $ oc describe node | egrep "hostname|machineconfig"
it Bl

kubernetes.io/hostname=master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/desiredConfig: rendered-master-
c53e221d9d24e1c8bb6ee89dd3d8ad7b
machineconfiguration.openshift.io/reason:
machineconfiguration.openshift.io/state: Done

FIEUTIEAREIERS :
e machineconfiguration.openshift.io/state & #I{E "~ Done.,

¢ machineconfiguration.openshift.io/currentConfig FEXHEET
machineconfiguration.openshift.io/desiredConfig FEXHI{E.

b. EFAUNBEREEMR, HHWMAUTHS :
I $ oc get machineconfig <config_name> -o yaml

iX B <config_name> & machineconfiguration.openshift.io/currentConfig FEX F#l.2%
BCERY TR,

9. WBINTERRRINTTK :

a. EfILBRIA CNI LR OVN-Kubernetes, 1EHMIALL T4, status.networkType
HI{E T2 OpenShiftSDN,

I $ oc get network.config/cluster -o jsonpath='{.status.networkType}{"\n"}'
b. BHAINEEET =T Ready IR, EHALUTHS :
I $ oc get nodes

c. MRTTH—ELT NotReady IR, TENBREETIHRE pod BEFARME I R

i IZITA TR ER S5 pod :
I $ oc get pod -n openshift-machine-config-operator
i =Bl

NAME READY STATUS RESTARTS AGE
machine-config-controller-75f756f89d-sjp8b 1/1  Running 0 37m
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machine-config-daemon-5cf4b 2/2  Running 0 43h
machine-config-daemon-7wzcd 2/2 Running 0 43h
machine-config-daemon-fc946 2/2 Running 0 43h
machine-config-daemon-g2v28 2/2  Running 0 43h
machine-config-daemon-gcl4f 2/2  Running 0 43h
machine-config-daemon-I5tnv 2/2  Running 0 43h
machine-config-operator-79d9c55d5-hth92  1/1  Running 0 37m
machine-config-server-bsc8h 1/1 Running 0 43h
machine-config-server-hklrm 1/1 Running 0 43h
machine-config-server-k9rtx 1/1 Running 0 43h

ECE P AR pod BB FMERLL T : machine-config-daemon-<seq>. <seq> fH
— M RENLE 5 NERFREFRES.

i. ZIERE—HEPDTINENVSREESTTHRE pod ¥ pod B, BEHAUTHS :
I $ oc logs <pod> -n openshift-machine-config-operator

He pod 2H2RECE T HEE pod BI&A TR,

d gﬁ%"’)\lu\ﬁ’] pOd TE% 'L%'Ij(”_, Ny IH§HUAL/L-F Ap 'I'-‘ :
I $ oc get pods --all-namespaces -o wide --sort-by="{.spec.nodeName}'

MR = LB pod A FEHIRRE, EEFHEIF LT =,
REETHAIIBEEL T BIFIRSE TR UL TS5

a. EM Cluster Network Operator EeB X R MIFRTER TR, HRAUTHS

$ oc annotate Network.operator.openshift.io cluster \
networkoperator.openshift.io/network-migration-

b. EMIER OVN-Kubernetes M4SN B & ZEE], HHAUTHS

I $ oc delete namespace openshift-ovn-kubernetes

15.4. IPSEC & &

= IPsec, M OVN-Kubernetes Container Network Interface (CNI) £EE¥M%Z%HBIFRA T S 2 (A8 W
LR E AR LUB I INE bR & 11T,

BIAEEA IPsec,

e

IPsec INBREEEERRETEPEH, BACRARITERR. ARREXY, HEE
SRREAEHNAFEEE.

15.4.1. £ F IPsec INBHIM LR E R E
JA A IPsec fa, RA pod AL TR RERWINE
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o SRMZHARRET =L pod FHENRE

o MENML LW pod MERIEEFMLE £ pod
URRERZBNE

o KRN ER—T = LM pod MENRE

o THML EM pod [AIAYRE

o MERMZ EBY pod MER EN ML LR pod
TEHERTINBEFMRINBEORE :

—» Notencrypted ---p Encrypted

Host network Cluster network
Node 1
Pod O
Pod 2 Pod 1
| A
v
Node 2 ‘
Pod 3
n
v
Node 3
Pod 4 o
vt v
Pod 5 Pod 6

15.4.2. IPsec IR MY FIBREE R
FREIMZEN T2 AES-GCM-16-256, STEMKREME (ICV) H 16 FT, BHAKEH 256 {i,

R IPsec B&ERE R Transport mode, B —NINHiHEIEIFHER,

15.4.3. KU P ERMEE

Cluster Network Operator (CNO) £ BE% % X509 iEBMA M (CA) , ZMAHF (CA) BFm
B, REBNTTRIIERERER (CSR) H CNO BRI,

CAMBENHAIN 10 &, MITRIEPHBEMI N5 F, HE4FFFEIRK,

15.5. NI B EE H O BG M
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ENEHEEA, EALATBAB— RO X, BFREIEF OpenShift Container Platform 52
M ORE.,
15.5.1. tH OB AR — DI E PR T/FRE

ENERREENR, B UMER - O ERREIERNE—L pod FFTAE pod ATLLTIRIBIAERE
Mo HOABXEERTUTIRR

e pod REGHEEBIREEN, BEERNEIAHEERMESE,

o pod REEEHER NAHEEEM, HIES5NE OpenShift Container Platform &L LIA IR ER E A
B,

e pod Fi%1Ji ] OpenShift Container Platform SE &4+ BO%HE E N ERF M=K E Mo

pod REEEEEIRFEBIMNEREM.

plgn, EEUARFE—DITBVIREER IPSEE, BEAHEMTBXRE— IPSEEIDH, SEERLIR
HI N R FF X A 5L M Python pip BOEH& muHTE#T, FHomibl 2 REH REEk B THUERIR,

IR LLE T B —1 EgressFirewall BE X BHR (CR) FfRERE H O IR, HO/MAXESHREL
TE—FREMMLTRETE :

o CIDR #&z{H] IP H#hiikSE
o fEMTH IP HitkB) DNS & F5
o IHOS

o THNELLTFTWiNZ— : TCP. UDP #1SCTP
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BF

INREHE O XESE 0.0.0.0/0 BIFELEHLN, NIRE 177 OpenShift Container
Platform API fR%5%5. MR pod BEWS4LLL[R] OpenShift Container Platform API AR5
2, W IIER O XEMINREE AP RSS2 MR 1P HhitSERE, 0 TFEIRTR :

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
namespace: <namespace> ﬂ
spec:
egress:
- to:
cidrSelector: <api_server_address_range> g
type: Allow
#...
- to:
cidrSelector: 0.0.0.0/0 G
type: Deny

H O 5 KSR 4 22 [
B4 OpenShift Container Platform API iR552589 IP it SB[,
— N2 FIeg I &BE 1EVA] OpenShift Container Platform APl ARS5 %5

ZE APIBRSS %19 IP Hutlk, 15217 oc get ep kubernetes -n default,

-

IRESER, BB BZ#1988324,

L= 3
E =

H O BA KBS E A T8 B R 2R IR 4% TR =, ERIA AR Route CR X RHIFA
F, #RELLE AR TS M AR LAY B At A BE B SR SR H O R AE SREE LN,

15.5.1.1. B OB K55 HIBR il
H O X IEB L TRRS :

o BT EEAE—1LLER EgressFirewall X &R,
o BNUBRZAEL—1TEERS 8,000 MK EgressFirewall X5,
H RGXLERR = 5 B0 B A9 OB K IR, H AT SBAMAE A SRS R ER EF.

kube-node-lease. kube-public. kube-system. openshift #1 openshift- i B #1 7] LU Egress
Firewall %R,

15.5.1.2. H 1B A5 SRBEHILI B4 PT B il e
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H OB XSRS AL IR IS B B R F R ith, MB— T EIRE—TRINE. B—15 pod WHAER
PCECEO N SR A, 1R BRI LB R A M,

15.5.1.3. AR 5525 (DNS) AT TIF
INRIBIE egress B NIERBEHIN| R EEH DNS &#5, N EMREITIHESZRILLTRE :
o HEFEMIBBAMIEIZAARS 2IREIBIHH TTL (time to live) [E#HTHIAL,
o EFREN, pod WLEIHERINAM ARG SHMITIHE. BN, egress By AIFHEHIZEH] pod E',
%_DE’;WE’J IP Hhik ATEER BRI AR, SRENZH P Hhik AR, ] H O RS A8 HI 50 e o #E
o [y HOBAAIEEHIZRH pod BH IR A ZIRIRS 2R, AT pod ATRERTE H O #2833 H

TRIREREFTRY IP Hutt, MM S B ESEEME. HTFXNRE, (VEIAE EgressFirewall X & A §E
PRI SRR N IP itk A3,

H O RG KA IR SV pod VilF] pod PRTERIFE T DNS fRATEY T mEO S EREE O,
NREEH O AERE P ERER, BER DNS TR 2B AT = £ DNS iRS5 2

AhER, AR IEAZASINE O BA ASEFLI),  SoF iRl E9 DNS BRS5 2589 1P #hiik, NREIE
pod FR{FEAIZ A,

15.5.2. EgressFirewall B X %R (CR) *f§

BRI DO AR K E L= Z MR, AUZ— Allow FU], HATLIZ— Deny A, ©&&EM
& AR E A

BAF YAML 3 T EgressFirewall CR A& :

EgressFirewall X &

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:

name: <name> ﬂ
spec:

egress:

Q FTRZIRNTE default,
e PUFER A, —ANEiZ AN OSSR ES,

15.5.2.1. EgressFirewall #111
BUF YAML R 7 — N H OB ASEFINNT R, egress /NTTHRE—NEIE— ML NI RIGEE,
HH CISRRERLI]/N Ty

I egress:
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- type: <type> ﬂ
to:
cidrSelector: <cidr> e
dnsName: <dns_name> 6

ports: 9
FNEE, Z{ELTZ Allow 5 Deny,

H5h H OSRETEIINE/NTT, ZHN3EE cidrSelector FE& 5, dnsName FE&, EARBEIERE—H
M {E A IXH N FER,

CIDR /&R B9 IP H#hitSEHE,
DNS 8%,

A - R IZ AN B R 4 im O AR S BN T,

00 09O

i /NS

ports:

- port: <port> 0
protocol: <protocol> 9

Q Mgk 0, LHotn 80 = 443, IR FXANFERISEM, T protocol 3EE —/ME,

Q R4, % IENI2 TCP. UDP =% SCTP,

15.5.2.2. EgressFirewall CR % &=l
URRBIE LT LA AR KIESREEA] -

apiVersion: k8s.ovn.org/v1
kind: EgressFirewall
metadata:
name: default
spec:
egress:
- type: Allow
to:
cidrSelector: 1.2.3.0/24
- type: Deny
to:
cidrSelector: 0.0.0.0/0

ﬂ H OB A ERBE M REVER A

LUTFRBIE X T —NERHN, BN AEFA TCP il B0 80, sHEANFIEIrEO 443,
ME4E@IT 172.16.1.1 IP Hhik F FH R E,

I apiVersion: k8s.ovn.org/v1
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kind: EgressFirewall
metadata:

name: default

spec:
egress:

- type: Deny
to:

cidrSelector: 172.16.1.1

ports:
- port: 80

protocol: TCP

- port: 443

15.5.3. 0|32 H O Bh A5 SRBE X R
VERERESIRR, A LUAIE 01—t OB KBS SRR &,

n o
IMRIEBZE LT EgressFirewall ¥R, &2 I0A 5B S 5B o O RS KIS,

SeRFMH

e {#HF OVN-Kubernetes Bkik Container Network Interface (CNI) W& LN raifROEEE,

% OpenShift CLI (o¢) &

BEEEASEHEEN SN BEMEIER.

. BIERERBE AN -

a. fll8— <policy_names.yaml XX, H# <policy_names> #& it & O FRE& LN,

b. EZOZRINMHH, EHORKENR,

. BT TSR 0EERRI R, 1§ <policy_names B RIS ZFR, <project> &L

R EIBIIE,

I $ oc create -f <policy_name>.yaml -n <project>

FELUTRBIF, 7£4H projectt BIIIE O — N HH EgressFirewall 5 :
I $ oc create -f default.yaml -n project1

=1

I egressfirewall.k8s.ovn.org/v1 created

3. A% : {R7F <policy_names.yaml X4, LUBIELUEHITIER,

15.6. & & B9 OR5 A5E
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ERNEREEN, B HEMIIAEEOMAIERNETR, HEEREEOMAERRENN,

15.6.1. &% EgressFirewall X §
R U B LR EgressFirewall X5,

FRFH

e {#A OVN-Kubernetes Bk Container Network Interface (CNI) RAZE LN BG4S EE,
e &I OpenShift 8 H1TRE (CLI), BEHEF/ oc,
o MINIERER,
¥ =
1. Ak EEEEEDTE UM EgressFirewall SRR, BHAUTHS :
I $ oc get egressfirewall --all-namespaces
2. BREER, EHMALUTH®S, ¥ <policy_names & h BN EHEK AT,

I $ oc describe egressfirewall <policy_name>
it Bl

Name: default

Namespace: projecti

Created: 20 minutes ago

Labels: <none>

Annotations: <none>

Rule: Allow to 1.2.3.0/24

Rule: Allow to www.example.com
Rule: Deny to 0.0.0.0/0

15.7. 51 B 4w H O B M
VEREREIR R, R LUSTRIIAE O N SRR B,

15.7.1. 4w’ EgressFirewall X &
ERERERA, MALAEH—1 B B9 OB A,

FRFH

e {#HF OVN-Kubernetes Btik Container Network Interface (CNI) W& LN ratfiE RO EEE,
o 2% OpenShift CLI (oc) o

o EHEEFCEAEHEENFMNEMEIKR.

it
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1. EIUIEM EgressFirewall X REATR, I <project> & 111 BB AR,
I $ oc get -n <project> egressfirewall

2. AL NRIETE QIR O MR K IER % B R EgressFirewall X REVBEIAR, 1HHALL TS E
[elbEg=lp

I $ oc get -n <project> egressfirewall <name> -0 yaml > <filename>.yaml

¥ <project> B NI BRI ZI, ¥ <name> Bt )y Pod MEHR, ¥ <filename> Bt HE
YAML Rz EIBSCHBI B TR,

3. EUEREHNE, 1HRALL TS & EgressFirewall ¥R, ¥ <filename> B 8 & FHH
EgressFirewall X B34 & #5

I $ oc replace -f <filename>.yaml

15.8. AT B A it Bkt O BA K55

ERERERER, A LA B ARMIFRE OB A3E, M ER* I B B8 FF OpenShift Container
Platform BRI 4% R ERIBR

15.8.1. ffiff EgressFirewall %
ERNERFERER, A LAMIE AR E O RS A,

FeREH
e {#HF OVN-Kubernetes Bkik Container Network Interface (CNI) W& 4N ratfEHOEEE,

e L% OpenShift CLI (oc) o

o EHFEFEAEHEENFMNBEMEIER.

T
1. EIUIEM EgressFirewall X REATR, I <project> B 111 BB AR,

I $ oc get -n <project> egressfirewall

2. BiALLF e HBR EgressFirewall &R, $F <projects E#t HIE &#, <names> Bt R4
o

I $ oc delete -n <project> egressfirewall <name>

15.9. FRiE H O IP it

ERHERFEIER, MAELIEZE OVN-Kubernetes kA Container Network Interface (CNI) R4S LN 7
NEZZEEDEB—PHSDEO P i, HOEL SR LA FEEE pod.

15.9.1. H O IP Hbudik 22 k35 1+ F15E He
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OpenShift Container Platform H O [P i3t hEERTFAGRE B — P HE N ap B ZE AR —PHEZ D pod Y
REEEERHEMLZANIRSER —BHR IP i,

plgn, ERIBEE— pod EMIENFEERBNRS S LOOBIEE, BmbIn RS ST IHRER, FH
FELENERENRAVFRERE IP it BURE. NBRETLUASEBAFMIZEE pod ViR
2%, BRI LUNEBRSS &R A HIERE pod BEERFEM L O 1P ik,

O IP MRk EORES P AL REIERKEOPER, Boii5 T =B E P it FR—DFH
., TEENERFPIEMEMT KON IP Hhil,

HE—LEEBEES, NARRF pod MIAOKMEE pod ER—N1T R L1217, MREXMIER T AN AR
FUERELD IP, MFEMEARRFYE R B EE RN ARMER 1P,

15.9.1.1. 5% #H
TRER TS AEESHIEDO IP i ShRER X #F :

BF

H O IP #itEB9SLELS Amazon Web Services(AWS). Azure Cloud SHEREE S5 BN 2
ERBZBREFIRBENAREER,

s b2
B =
vSphere =

Red Hat OpenStack Platform (RHOSP)

7|

NER

7]

15.9.1.2. {0 IP 5244 pod
R —DHLE MO IP 2 EL4A 6p 4 22 (7] A9 6p 8 22 [ S 7E pod, W B LA 545 -
o EERMEDLH N RLITEH k8s.ovn.org/egress-assignable: "™ 13%,
o 7F1E— EgressIP X RE L —NFHZNHEO IP thit, BIEMBRERHEFERMTENR IP
ik,
HE

MREEHEO P DEEIRMCEFEFBIEMR T RZ AT EgressIP X%, OpenShift
Container Platform ATEERFENH O IP it S EAE— DT =, FHER
k8s.ovn.org/egress-assignable: " 1%,

EREEO P I ERBPNTRT RITZO KL, ETEOQZEEM EgressIP M &RAl, 184

15.9.1.3. 80O IP 9EEA T =
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TE 0% EgressIP X REf, LUTFRMEERTHRICH k8s.ovn.org/egress-assignable: "™ ii%5 8T = :
o FRAKFHNO IP it HEL SN T =,
o HOIP MU AIER UFEEH O IP AR 17 Rz [ 4,

o 1R EgresslIP X[ ## spec.EgressIPs #HIEE T %4 IP ik, NAEBT—NEE L
BT RIEE.

o MRTRAHTA, NEBHEFIRACHAAEHD IP i, EFSEIEBBRASRME,

% Pod 5% EgressIP X REEFRFICENT, FT/AMRIETE EgressIP X RAEEMH O 1P ik #55BS
4 pod B9 O IP Hhtik,

A4, 90K EgressIP MRIEE T ZANHO IP sk, NIFEEFRIERTLAGERAGILH O P ik, A0, R
pod 5EAFH N H O IP #biik 10.10.20.1 1 10.10.20.2 & EgressIP & REEF R CE, NARERATEN
TCP i##sk UDP X1,

15.9.1.4. 10 IP Kb At EZef &

THREZERTHEOIP HltfREE, FAERT, E— 1 REN=NT R EZTEMN DA E 6 %4 2 E A a4
pod. T ERMENLMZ L/ 192.168.126.0/18 CIDR B4 ES IP Hutlt,

]

1

Node 1

meta:
name: nodel

labels:
kQe nvn nrn/enreacce-accinnahla-: "N j

Node 1#0 Node 3 #8#1iC & k8s.ovn.org/egress-assignable: """, FEItATAFoEH O IP ik,

BRI &R T podl. pod2 #l pod 3 BIRER, @it pod MM Node 151 Node 3 HAKEE, &
HLERARSS MR 1G] EgressIP 5t RiEEBEM pod YU ER, J& IP it 192.168.126.10 =
192.168.126.102,

FBI AT BRI AR

R RN R
AZEFELLTERPEL

LEERAALIPOE 3

apiVersion: v1i
kind: Namespace
metadata:
name: namespace1
labels:
env: prod

apiVersion: vi
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kind: Namespace
metadata:
name: namespace2
labels:
env: prod

EgressIP Xf &

LAF EgressIP X &fgih 7 —MELE, LB LFEN env TR IXE S prod BIER 6 & 22 A RIFR B
pod. A% pod Bt IP Hudlky 192.168.126.10 £ 192.168.126.102,

EgressIP X &

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: egressips-prod
spec:
egresslPs:
-192.168.126.10
-192.168.126.102
namespaceSelector:
matchLabels:
env: prod
status:
assignments:
- node: node1
egresslP: 192.168.126.10
- node: node3
egressiP: 192.168.126.102

T F _EBIRMIESE, OpenShift Container Platform & WA AT o EH N H O IP ik, status FE&
ETREAURENESE T HO IP ik,

15.9.2. EgressIP X%
LAUF YAML #5387 EgressIP X R# AP, M REWHEEHERE, SR 2EmA PN,

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: <name> ﬂ
spec:
egresslPs: g
- <ip_address>
namespaceSelector: 6

podSelector: ﬂ

ﬂ EgressIPs % &£ R,
© SE- A IP A,
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© 0O PHISHXHEN ARSI BREEERRE,

Q A : HEEMAEA R pod BI— DL ANEIESS, LUSHO P it 5 H X, Wi Xk
25, _JL/L?ES‘%uAp% [B]FR ) pod F&.

BT YAML $ish T 64 22 [F e 32 N 77
BRI N

namespaceSelector: ﬂ
matchLabels:
<label name>: <label value>

ﬂ WAREEN—NHS N EEMN], NRBHSDEEMN, MEFERA LR EZEFE,

LU YAML #R T pod 4% 8389 aT %6 /NTT -
Pod iiHas X

podSelector: ﬂ
matchLabels:
<label name>: <label value>

A%t : 5387 namespaceSelector #ILECH ap & 22 (A HF pod B9— DN N ILESHIN], W1R1E
E, MPGEFEEER pod, fn&ZE[EAEM Pod AR,

ELLT RIS, EgressIP X R45F 192.168.126.11 #1 192.168.126.102 H O IP it 5% app I IXE N
web #J pod Xk, FHA T env inZXE N prod Md [ -

EgressIP Xf &l

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:
name: egress-group1
spec:
egresslPs:
-192.168.126.11
-192.168.126.102
podSelector:
matchLabels:
app: web
namespaceSelector:
matchLabels:
env: prod

FELLTFRBIF, EgressIP % R4Y 192.168.127.30 1 192.168.127.40 £ O IP ithit S(EfI& B
environment 1% % B 7 development B pod #8XEx :

EgressIP X &l

I apiVersion: k8s.ovn.org/v1
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kind: EgressIP
metadata:
name: egress-group2
spec:
egresslPs:
-192.168.127.30
-192.168.127.40
namespaceSelector:
matchExpressions:
- key: environment
operator: NotIn
values:
- development

15.9.3. bR TR LFEEH O IP Hhit

& LLYE k8s.ovn.org/egress-assignable="" /1% A BIERBE P YT =, LUE OpenShift Container
Platform RATLLNIZ T | E— DS MO 1P Mk,

FRFH

e % OpenShift CLI (oc) .

o DSHEEASMNERER.

HE
o BIHOITR ERTURE—DRS MO P i, FHAUTHS :

I $ oc label nodes <node_name> k8s.ovn.org/egress-assignable="" 0

@ =SiiimRIATR

15.9.4. 54558
o HEMHOIP

15.9.5. HAth HIR
® |abelSelector meta/vi

® | abelSelectorRequirement meta/vl

15.10. 2 ECH A IP ik

ENEREEA, BN BRZEEFD, FM—DREERRNEE pod FEFSHFNMLRESD
Ee—H 0O 1P sttt

15.10.1. H— A ZEEoEEH O IP itk
R LS — MRS AN O P it HFRA— DR ZEA, SKOELL %228 R E pod.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#assigning-egress-ips-ovn
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FRFM

o L% OpenShift CLI (oc) &
o LIEHEENFMNERER

o EDWE T RELELDIP ik,

1. Bl& EgressIP X4 :

a. fIEE—1 <egressips_names.yaml 3 {4, HH <egressips_name> X RHIA TR,

b. EEAIEMI AR, EX—1 EgressIP %R, MITFHFIFR :

apiVersion: k8s.ovn.org/v1
kind: EgressIP
metadata:

name: egress-projecti
spec:

egresslPs:

-192.168.127.10

-192.168.127.11

namespaceSelector:

matchLabels:
env: ga

2. BT T e o R AN &,
I $ oc apply -f <egressips_name>.yaml ﬂ

Q 15 <egressips_name> Ei X R T,

i Bl
I egressips.k8s.ovn.org/<egressips_name> created

3. A% : {R7F <egressips_names.yaml XX, LUEELEHITIER,

4. ABpHE lEﬂ,,J\\iJ[Iﬁa%H:'. O 1P it PR, BIEE 14 R E LA EgressIP X5 Bt &

I $ oc label ns <namespace> env=qa ﬂ

Q % <namespace> Bt HEEH O IP kB L 2 (E],

15.10.2. LR
o EIEMOIP Mk

15.1. R OKA2S POD B EEEIN
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15.1.1. X FHORHB2S pod

OpenShift Container Platform tH O H28 (egressrouter) pod ERA— B % BANAER IP i,
MR REEEREIEENTIZRS . HOKESE Pod AT RE AL X RENRS 25, LUE
RAVFMEFER] IP ik i7717],

P2y~

HOBEZE pod HREATFARENANERE., QIBRAEHORESE pod ATRERBEIT R
REEHRIRRE, B, HEANUBSNAREFOUEE OBRESE pod FIRER SR, KRN
3 AU SRIH1T MAC Hitib SRR 7 4% 3 O /T LA IR A it MAC it IS,

BE

H ORI REG&S Amazon AWS, Azure Cloud SiEHMMAZIFE 2 EIRIENETE AT
A, EHNENS macvlan REFFHAS,

15.11.1.1. HORHASRER

HEFEMERF, HOKMEE Pod BCE iptables #lll], FREMEBS IP It EERAE—PHZ N EIF
IP it HFEEARBIR IP HikEE ik pod R IUESCKE R H O AR, MAREREEREN
P,

egress router CNI Y ZFEEMAER, XSEAILUEA OpenShift SDN ERERYHE OB
HEREIAE, & OpenShift SDN BIHE ORREZRARRE, egress router CNI HEHFAZHF
HTTP AR = =X DNS FUEZE =,

e

15.11.1.2. HO 2T pod BYSCER

H OB B 28 SE e A O B8 3 28 Container Network Interface (CNI) i, %3R4 — 20 M4 Q500
Fl pod,

HOKBBSRE— N ERINMESEDON pod, 0, pod ALLEHE eth0 #1 net1 M44#E O, eth0 O
FEBEMZH, pod MUALCHEORTFSEHEXNTBAMSTRE, netl HMOMTEZIRLEH, ©H
BINMLEE P it FIM %X, OpenShift Container Platform £ EAMh pod AT LAVG A O B R 25 AR
%5, BRS51E pod AT LAVG R AERAR S5, HHORREZRVEN pod FIAER RS A B9 &,

B HORBEFRES BT — T IR, BRIESFAERBEHESS pod BY net! DO MAC Hiit,

15.11.1.3. BB F=F ]

H ORI pod 27T RBYE RS QURINZIAAY 1P ik A1 MAC Hiit, Eit, BeReREEE R U
I PR S N P SR S VPR A B stk

Red Hat OpenStack Platform (RHOSP)

INRIE RHOSP LERE OpenShift Container Platform, M1/ ¥EHE OpenStack 25 ERH O
2% Pod B9 IP #1 MAC HiltFRE, MREFRAITFRE, NBEREKI

$ openstack port set --allowed-address \
ip_address=<ip_address>,mac_address=<mac_address> <neutron_port_uuid>
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Red Hat Virtualization (RHV)
INREEA RHV, W08 B 25 O 120525 (WNIC)i%#E No Network Filter,
VMware vSphere

INREA VMware vSphere, 155 (% VMware X4 LLT f# vSphere TR AR MR 2, @it M
vSphere Web & i ARt ENLE R LR EE FH B X VMware vSphere BRIAZ B,

Bksk, ERRERA T UTRE
o MAC Hitit X
® Forged Transits

® Promiscuous Mode Operation

15.11.1.4. St Ad &

7T R REN, LUER Deployment FHREEH OKAHES pod, M TFAIFTR. B HRBIERZECIEH
Service X%, f£F oc expose deployment/egress-demo-controller #345,

apiVersion: apps/v1
kind: Deployment
metadata:
name: egress-demo-controller
spec:
replicas: 1 ﬂ
selector:
matchLabels:
name: egress-router
template:
metadata:
name: egress-router
labels:
name: egress-router
annotations:
k8s.v1.cni.cncf.io/networks: egress-router-redirect
spec:
containers:
- name: egress-router-redirect
image: registry.redhat.io/openshift3/ose-pod

ﬂ BRBIABRXE N 1, EAEERR—MHERE, RE— pod AILMERL%ERN L OIR IP i
i, XEWRE, E-NTRELZITHRBAZRE-TEIR,

@ O pod iE Pod MR,

15.11.2. HAh BR
o EEEMERPEHENAKME
15.12. LEEREXEEHOEHZS POD

ENRBEENA, EHUBBHOKMBS Pod, FREBEFREARBREIR P ks E B P ik,

214
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H OB B 28 SE e B O BB 3 28 Container Network Interface (CNI) $&f4,

BF

egress router CNI i RE —PMRATNEINEE. HATITIHRE T #RELIE ™ M AR 55 FH ML
(SLA) <%, BFaEfEIaE A EA RS, IR HEFEREE - IMNERERE ], XERATI
EINEER LA A R R ARTRITIRE, HANIEF XM BRHARGIE L,

BRIERAT I RE X RS E RS, 1§55
https://access.redhat.com/support/offerings/techpreview/,

15.12.1. EE AR T H O B% A 23 BRI ZS M AN E L

1 Pod A Y HOKEIEI B, BTN %EOEETE N NetworkAttachmentDefinition ¥ &,
SRIEEEMINEIH ORAESE Pod. ML B MHMAIMLS R XH P hitEER, UHEOBBIEM pod [F5h
fF, Multus R MZHIANE XA pod RN AigEBMMMLLED,

A% B N RE Sl

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: egress-router-redirect ﬂ
spec:
config: '{
"cniVersion": "0.4.0",
"type": "egress-router”,
"name": "egress-router”,
"ip": {
"addresses":
"192.168.12.99/24" 9
],
"destinations™: [
"192.168.12.91/32" G
],
"gateway": "192.168.12.1" ﬂ
}
y

PAZE R INE A B R A T H O B8 ER 28 Pod BIAIAE A,

®9

addresses #15E AT AN MG EONEREIR P ik, 7£ CIDR FricHigE— IP #hik, #n
192.168.12.99/24,

destinations ##7£ CIDR fRiCH#EE— IP #hil, HOAFRHEIES X TX Mk, HORKS
25 Pod BIRIZEtitb 24 (NAT) RARECE IS EI pod BUSREE 1P it M SRS EME BT IP Mk £
RERmO. EALRE, 2 pod FIERKIKEER Y 192.168.12.91, R IP ity
192.168.12.99.

o

Q gateway# F T15 & MM %89 IP Hhilt,

15.12.2. EEEEXHIH O A2 pod A&
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BIBRZMINE LG, RNsIREIZE XH pod,
HOKHZS pod HA&RHI

apiVersion: vi
kind: Pod
metadata:
name: egress-router-pod
annotations:
k8s.v1.cni.cncf.io/networks: egress-router-redirect ﬂ
spec:
containers:
- hame: egress-router-pod
image: registry.redhat.com/openshift3/ose-pod

Q 18 E IR 4% T 5 MM INE LRI B FRITES, &7 LIEH: <namespace> /<network>@<interface>
FREFER (RIS EMZ 2, BEOLAMEME. RIMERT, Multus [ pod N T — PN H ML E
O, HL#H netl, net2 &,

15.12.3. IEE AR EE H OB HEE pod
SRR B OBEEER Pod, HHESRER P UM RREEEH — RSB 1P Hit,

I OEREES pod f5, FEFEARBIR IP HULBIE Fin pod BAUETNERESIH OKMALR, MAZE
BOERERIB R P,

FoRFMH

e % OpenShift CLI (oc) .

o LIEA cluster-admin £ E - 15 & %K,

it =
1. BIEMLSEMINE Lo
2. B OEEZR pod,

3. NHAGREM pod AT LAKEH O BR 2R pod B IP ik, HOIE—MEMR HOEEE Pod BIARSS,
O TBIRR

apiVersion: vi
kind: Service
metadata:

name: egress-1

spec:

ports:

- name: database
protocol: TCP
port: 3306

type: ClusterlP

selector:
name: egress-router-pod
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BIBMRS fE, 589 Pod AT LUERER)IZARSS, HOMEHIE Pod FHEREEMEBR IP Hbiik fhxf R
BimH, kB ERER P i,

USATl
ZRIEHOMEEE pod EEERNH BB ZNMLED, ERBRUTESIE
1. EEHOREEE Pod BNEM4 -
I $ oc get events --field-selector involvedObject.name=egress-router-pod
S0R pod B T MLMIINE XL, N E—NerHaiREIRMINTEHH
it Bl

LAST SEEN TYPE REASON OBJECT MESSAGE

5m4s Normal Scheduled pod/egress-router-pod Successfully assigned
default/egress-router-pod to ci-In-9x2bnsk-f76d1-j2v6g-worker-c-24965

5m3s Normal Addedinterface pod/egress-router-pod Add eth0 [10.129.2.31/23]
5m3s Normal Addedinterface pod/egress-router-pod Add net1 [192.168.12.99/24]
from default/egress-router-redirect

2.\ EEHOBMBESS pod BWERHAR,
a. FREXHE ORRE2E pod BT AT

I $ POD_NODENAME=$(oc get pod egress-router-pod -0 jsonpath="{.spec.nodeName}")

b. BT mLE#H A— debug &iE, WHZEMEEBIEH—1 %7 <node_name>-debug #J
debug pod:

I $ oc debug node/$POD_NODENAME

c. f¥ /host % debug shell FEIR B K, debug pod 7 pod Y /host A #E EH # root XX
%R, BB FNH /host, ERLMENBITHITIRZER 21T 364 -

I # chroot /host

d. 7£ chroot IME#EHIE RIKEREER D :
I # crictl ps --name egress-router-redirect | awk '{print $1}'
=1

CONTAINER
bac9fae69ddb6

e. IBERRIHE ID, EAAIF, BF2:ID 2 bac9fae69ddb6 :

I # crictl inspect -0 yaml bac9fae69ddb6 | grep 'pid:' | awk {print $2}'

i th o Bl
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I 68857
f. B AB RBP4 22 [H]
I # nsenter -n -t 68857
g TR :
I # ip route

EUTROIEHS, net! MAAEORRINKE, SEMEHREMER eth0 L5

M, 192.168.12.0/24 MR R EMEF net1 MZHED, HERBERBIR IP #hit
192.168.12.99, pod [HrrEHMRERAHEI MK IP Hhik 192.168.12.1, K ERIRSSMLE
BIER

it Bl

default via 192.168.12.1 dev net1

10.129.2.0/23 dev eth0 proto kernel scope link src 10.129.2.31
192.168.12.0/24 dev net1 proto kernel scope link src 192.168.12.99
192.168.12.1 dev netl

15.13. HUEE B %%

15.13.1. X F %%
BEITER P 21&, BUETRMN T BEZ P Hhit,

“ ”
Bal, FREEATEFTEDHASIRS L. EFR—TETEBRAE.

FNER T, OpenShift Container Platform pod Z AIZ#EREWREZER, WRMEA OVN-Kubernetes ERik
Container Network Interface (CNI) R4t 7, NI LURIBEENTIB /S A £,

15.13.2. J5 FH pod [0] % 1%
BRI LU B J3 B pod 6] % 1,

FeRFEMH

e % OpenShift CLI (oc) »

o Bi{EN cluster-admin A& & RER,

o ZITLUITMS, NWIUBEA%ZE, EREEEAZENITIENAT SN <namespace>,

$ oc annotate namespace <namespace> \
k8s.ovn.org/multicast-enabled=true
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%oiiE
ZRITMBERERRAT 18, HRRUTHH
1 REMHRITIE R NE RS BNUIE. ERYIE &% <projects.
I $ oc project <project>
2. BIE pod LME N L EEIRER

$ cat <<EOF| oc create -f -
apiVersion: v1
kind: Pod
metadata:
name: mlistener
labels:
app: multicast-verify
spec:
containers:
- name: mlistener
image: registry.access.redhat.com/ubi8
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat hostname && sleep inf"]
ports:
- containerPort: 30102
name: mlistener
protocol: UDP
EOF

3. O pod LMER B HEL XSS -

$ cat <<EOF| oc create -f -
apiVersion: v1
kind: Pod
metadata:
name: msender
labels:
app: multicast-verify
spec:
containers:
- name: msender
image: registry.access.redhat.com/ubi8
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat && sleep inf"]
EOF

4, EFWLIREORSETI£H, Boh%ENTes.
a. K18 Pod BY IP #thiit :

I $ POD_IP=$(oc get pods mlistener -o jsonpath='{.status.podIP})

b. HWIAUT R ENSEEITER :
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$ oc exec mlistener -i -t -- \
socat UDP4-RECVFROM:30102,ip-add-membership=224.1.0.1:$POD _IP fork
EXEC:hostname

5. BEhE L,
a. FKEX pod M%% IP HlESEH -

$ CIDR=$(oc get Network.config.openshift.io cluster \
-0 jsonpath='{.status.clusterNetwork[0].cidr}")

b. EXEZHEER, WHWALUTGHS :

$ oc exec msender -i -t -- \
/bin/bash -c¢ "echo | socat STDIO UDP4-
DATAGRAM:224.1.0.1:30102,range=$CIDR,ip-multicast-ttl=64"
MBZBEETE, N E—NBESESRELLTFHE

I mlistener

15.14. NI BZRHE% %

15.14.1. 2 pod [0 % &
A LK B 2 pod 161 %1E,

SeRE M

o 2% OpenShift CLI (oc) .

o T{E N cluster-admin A& & RER,
ik =

o EZITUTHMEEERLE

$ oc annotate namespace <namespace> \ﬂ
k8s.ovn.org/multicast-enabled-

Q BB A% &N E M namespace.

15.15. BR &R & 5L M

ENEREIE R, BALIEE OVN-Kubernetes Container Network Interface(CNI)EEBEMLS LN FE,
VF Linux # Windows 7 s 43 AI3EE Linux 1 Windows THE ik,

15.15.1. {1 F OVN-Kubernetes B & & & %%

IRET USSR BEEC B N A OVN-Kubernetes BEE A ML, XATFZERAE T mMERBHIES SR, 4
o0 : & HIZ1T Linux 1 Windows 11 s2if B8 ﬂ‘ﬂﬁﬂlo
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B

RN REERTIZPHEA OVN-Kubernetes SR Bt N ECBIR S M%E, MREEELE
AR EIHELE S ML,

714, JBE OVN-Kubernetes SEB¥M%5 it/ 2 Windows Machine Config
Operator(WMCO)HE K,

FoRFMH

e {7 install-config.yaml X4+ /) networking.networkType Z#{E X 7 OVNKubernetes, #l

FELER, ESHAXREMMEHLNE LEE OpenShift Container Platform M4 B E X%
£,

. HANBERERFNERFUEFE
I $ ./openshift-install create manifests --dir <installation_directory>

He:

<installation_directory>

B E S &% EM install-config.yaml XX {489 B K& #5,

. TE <installation_directory>/manifests/ Ex T, NEAMBEENE —D 4N cluster-
network-03-config.yml B9 stub ;& %34 :

$ cat <<EOF > <installation_directory>/manifests/cluster-network-03-config.ymi
apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
EOF

He:

<installation_directory>

B E B S ERM manifests/ B M B T &5,

. TEYR5E23 R $TFF cluster-network-03-config.yml XX, FH{EREAMLEEE OVN-
Kubernetes, #ATFBIFR :

EERAMSECE

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
defaultNetwork:
ovnKubernetesConfig:
hybridOverlayConfig:
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hybridClusterNetwork: ﬂ
- cidr: 10.132.0.0/14

hostPrefix: 23
hybridOverlayVXLANPort: 9898 g

@ EERTHNERML LT N CIDREE. hybridClusterNetwork CIDR TS
clusterNetwork CIDR &5,

g NN BEMLIEEBTE L VXLAN 80, X27E vSphere L REMEREHIZEFT Windows
T RFFEEY, BRENMIARMEENERE, BT O 2RE 4789 O 4K

EEFTHMIRO, BXRULERWELER, 1ESH Microsoft XA Pod El E41AIHY pod
M,

Windows Server Long-Term Servicing Channel (LTSC) : Windows Server 2019

E#8 B E X hybridOverlayVXLANPort [EHIEE R A3, FxXA
Windows server Mt AR R Z FFL 58 A B E LI VXLAN RO,

4. {£7% cluster-network-03-config.yml X4, R XASmEER,

5. A% : 19 manifests/cluster-network-03-config.yml 324, GIEEE), RERFE M
manifests/ B 3%,

TREE—SHMLRRE, RELRER. TRIETHEREMA Hybrid ML,

15.15.2. HAth HHR
o T Windows B2z TIE M #
o 5 Windows B2 TIE M #
o FABEUMBIE AWS LR&EER

o [FRAMLEE UIE Azure L REERF
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5 16 = RCiERAH

5516 = L& IR H
16.1. BREEC B

16.1.1. B2 ETF HTTP B H

EE AR A4 URL BEZBIN A, REBENANMALZLEE, EFUREHAZFT. EFHTTP
IR E—MARENIKE, EREXRMNHTTP BEYL, HEFRZEMNAKROD EAFRS.

LUF RS 7 a0{al (= F hello-openshift [ A G2 E] Web B B BEETF HTTP BIESH.

FoRFM

e B%%k OpenShift CLI (oc) .
o LIBEAFMET,

o BAE— WebNA, BAFTIiROLRENHOFM TCP ks,

Pk S
1. iBfTLA T4, Q%7 hello-openshift 9T E :
I $ oc new-project hello-openshift
2. I T e ET B AR pod :

$ oc create -f https://raw.githubusercontent.com/openshift/origin/master/examples/hello-
openshift/hello-pod.json

3. IBfTUUTHS, 2E—/14% H hello-openshift FIfR5S :
I $ oc expose pod/hello-openshift

4. 21T T4, GIEE hello-openshift N AL 2K :
I $ oc expose svc hello-openshift
IMREREENB Route FR, BMNIZELUFMTF :

BIENALZLEHN YAML E X :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: hello-openshift
spec:
host: hello-openshift-hello-openshift.<Ingress_Domain> ﬂ
port:
targetPort: 8080
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to:
kind: Service
name: hello-openshift

ﬂ <Ingress_Domain> 22K A O£,

ZERBAADE, H2TU TR

I $ oc get ingresses.config/cluster -o jsonpath={.spec.domain}

16.1.2. BLE & HAENS

INREHIER S B EREN (HRRSZIITAN (SLA) BR) simi@h (BEFEREERNER) , EaLL
A RS R ECE RIS,

o ME|EEMZITMEEHERZE T Ingress Controller,

1. {8 oc annotate 45, HWEEHRINELS :

$ oc annotate route <route_name> \
--overwrite haproxy.router.openshift.io/timeout=<timeout><time_unit> ﬂ

|D KRB (] B G 2B (us). 2R (ms). BEH (s). 28 (m). IS (h). X (d).

LUFRBITES N myroute BB HR LB F FPBORBHT -

I $ oc annotate route myroute --overwrite haproxy.router.openshift.io/timeout=2s

16.1.3. B HTTP ™#& Lt £

HTTP & {ZR £t (HSTS) RIRE — R e, ARERENLRAIFHTTPS RE. A HTTP iF
REBEMNEFT., ITATHESHIERERE, REEXENARFILASZH,

Y HSTS B, HSTS &HIN— Strict Transport Security Frk Bk 29 HTTPS MR, BRI UEEE
E MM A F{# A insecureEdgeTerminationPolicy B, LUS HTTP &% % HTTPS, BR, HEH
HSTS i, BFIRAIEAZIERFISATARE HTTP URL BUIEREB SN HTTPS, MITHERY EE RIS
Ko BAMABELFFIIHEE, MEE T %E max-age=0 K2,

“ .
HSTS f{CERFTZREBHE ((NGEKIEREFHMNE) . HEEE HTTP (%2R HE LT,

Pt
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o IR _EFM HSTS, iH haproxy.router.openshift.io/hsts_header {ERINEN4 A LK E
FINERRE -

apiVersion: vi
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/hsts_header: max-age=31536000;includeSubDomains;preload

000

ﬂ max-age EM—HINESE, TAMNE HSTS FREMMN AHKE, UM NEL, LM
ENRENEE HSTS bk BRIy, 2P ihsE# max-age, W3R max-age &8I, &/
2 EFIZER,

includeSubDomains 2818, SELSHET, B2EMEFHENMEEN—FFEFENL
BIFRE Fi,

o

preload 27%EH), % max-age XTF O ff, 7£ haproxy.router.openshift.io/hsts_header
R EE preload &EN RS XN Ih R SIETE HSTS FlmEFIFRF. B0, Google Fih
RATLMIE XA preload BYiE mAIFIZR, ' 8% AT LAfER A X LE 51 2R SRR TE MR LL ik o1 RT3t
HTTPS #7815, RAEBSWERRXE, MREHIXE preload, WML IEL HTTPS &
IR R B F BEIRERIZ Rk

o

16.1.4. &Mt = A HEfR

A, @i OpenShift Container Platform BB AREF I RER FHMEEMH 2R3, WNFERSE B
ERERES.

IR pod BERBEBRER FIHMNEREE, HEALTAESMERER
e f#f ping 3 tepdump ERITBE D3R, DM pod SHT RZ FIHRE.
g, EEA pod LiZ{T tcpdump TE, BN EMFERHAETH. REMIRIBRESR, U

B EIR A E RIS BBk 2T 5 pod ERAUREMNER, MRT REBEOMEM pod. FiHXE
HEBIEEEIRETE, N OpenShift Container Platform FRAJRES HHINAE IR,

I $ tcpdump -s 0 -i any -w /tmp/dump.pcap host <podip 1> && host <podip 2> ﬂ

ﬂ podip = pod #J IP #iiit, ;21T oc get pod <pod_name> -0 wide %4 3 FKEX pod #J IP ith
1k,

tcpdump £ /tmp/dump.pcap REK— N2 XD pod FIFIEREN X 4., SEFEETOMN
BREIENEIRE, HERFEINTERED LELESTZE, MNMREHE /N SXHFRIRN, ELF L
BT TGS, ETRZAZTHRESS e (MEESEEFSIFR SDN)

I $ tcpdump -s 0 -i any -w /tmp/dump.pcap port 4789

o FMiperf FHHNETRENEREREMLEM UDP HHE, %M podiZfTIZTR, BMTR
1297, LAERERHRIN,
o MFARREMMER iperf WIER, HSIILLLLIERAR A Z,

16.1.5. {8 Cookie RRFHRHEA RSN
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OpenShift Container Platform 12tM MRS, B RERMEREEEIA R —in RREMARE N AERF
TmE. B2, NRm=R pod MEE. VEXEHEENARBL L, IMERTSETESERX,
OpenShift Container Platform AT LAf# 8 Cookie REEERIERFA M, Ingress Controller 15— s 3k
WEERAFIER, FHERIEDIR— Cookie, Cookie FENN iE KA RE, AHNEITRIGEHHT—iF
3k % [8] Cookie, Cookie £540 Ingress Controller HiNimmIEELN B RIS, AR mIERKER I
Cookie 15 KEEEBEIR— pod.

p= =1

Cookie TTEEERBH EXE, RALEFR HTTP RE, MR, BFRIER P ikt
8, BERET R,

MRBEIREZME, REATUEBRERNRS SR, FHEEOMME, NREFEAERR P
M Ees, NEShmaEELERRNETE, FREXERRE— pod,
16.1.5.1. [ Cookie tr:ER&H
IEAI LUK E Cookie BB E NIRBBESIERMEINGT, X, BNEBERENN BARRFERE
Cookie &#R, Bt ffiff Cookie, BRILGREIT —IERKEFEFInSR, FHit, MRKRF[LE, e
MEFimRRRiERFEFR 2 LZEN
ik 2
1. {EEEEM Cookie BFRERRA -

A

I $ oc annotate route <route_name> router.openshift.io/cookie_name="<cookie_name>"

He:

<route_name>

15 E B8 FHAY & FR,
<cookie_name>

87 Cookie &R,

5140, R cookie &#F my_cookie H7EEH my_route :

I $ oc annotate route my_route router.openshift.io/cookie_name="my_cookie"
2. EREHRHRBHENS :

I $ ROUTE_NAME=$(oc get route <route_name> -0 jsonpath="{.spec.host}')

Her:

<route_name>

15 E BB TR,
3. 1R&7F cookie, AFIHINFEE :

I $ curl SROUTE_NAME -k -c /tmp/cookie_jar

A E— P SEEER BB RFH cookie :
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I $ curl SROUTE_NAME -k -b /tmp/cookie_jar

16.1.6. £ T EREHIERH

HEFREMRBEE T —NRREHE, TS URL HTHE, Z URL EEETF HTTP MEHRE.

Itt, —JLMEFHH FNBRESNEE, ENENLBETANRE, BKEBIN LKIEEEE?LH—%%E%?XE’\J
BEH, i, XABURTF BRI,

TRERTHRARERRMERA :

5% 16.1. ISR At

Route =1 7E] wJ Yy A

www.example.com/test www.example.com/test =
www.example.com 5

www.example.com/test F www.example.com/test =

www.example.com

www.example.com =
www.example.com www.example.com/text yes (BHENTE, MAZEH)
www.example.com =

THBRENARERH

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
path: "/test"
to:
kind: Service
name: service-name

ﬂ ZEBEEE T HRENRENE—RINELE.

{8/ passthrough TLS iff, EFRRFMEAARTH, RANBRBSIITIRIEIMER FAL
TLS, BEFFTEUH KA,

16.1.7. 5 € TR HRUE R

Ingress Controller T LA EAFHIFA B R EIXERINLET, LDERETLLRTEEFBRPRESEREBR
BEXERINKE, BN ZHTE Operator EIEMIEEH RSB EE,
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BE

*16.2. BRHEMR

ZUBTAZSNRIPHFMHIALE, HEERAUEBORHIIR, EREMRERESS
BBRRIIR, MAXHBEEHHEIER.

haproxy.router.openshift.io/b
alance

haproxy.router.openshift.io/d
isable_cookies

router.openshift.io/cookie_n
ame

haproxy.router.openshift.io/p
od-concurrent-connections

haproxy.router.openshift.io/r
ate-limit-connections

haproxy.router.openshift.io/r
ate-limit-
connections.concurrent-tcp

228

BEBENHEEEE, TREIEE
source. roundrobin #0
leastconn,

ZRAEA cookie RIREFMHERIE

., mMRIKEN "true” =
"TRUE", NERAFEEER NS
MEANB HTTP & KL F B iR S
HE,

EE—DANER., ATIEEN

cookie, HIFRETEAREFR
NEFR, BFE "M RIA
NIRRT IR L,

B HRZIFN pod RITFHIRK
X MRES pod, B pod
#HMAEXLEHENERE, IREZN
g, TilZEERENRXR,
BN IRBARBURERS REE. M
REBXE, HEFHKEN O,
I35 78 BRI,

% & 'true’ =% 'TRUE' 1] 5 5%
KRFITHEE, ZIIEERT BN RH
B4 7 I i L B RAEA SE SE

E o A ER AR B E AR,
R Lk 3 # R IE4AR S5 (DDoS)
o

FRFIE B —R 1P k#7805
% TCPiE#EH, eEZT—/ =
=N

S AL R IREERRY,
B 1k > R IELE AR S5 (DDoS) X
l:-'-:fo

passthrough B&H {5
ROUTER_TCP_BALANCE_S
CHEME . &, &
ROUTER_LOAD_BALANCE_
algorithm,
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RARINMRL B

haproxy.router.openshift.io/r
ate-limit-connections.rate-
http

haproxy.router.openshift.io/r
ate-limit-connections.rate-
tcp

haproxy.router.openshift.io/ti
meout

haproxy.router.openshift.io/ti
meout-tunnel

ingresses.config/cluster
ingress.operator.openshift.io
/hard-stop-after

router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
p_whitelist

haproxy.router.openshift.io/h
sts_header

R4 EAERR P it % ik
AILLL HE HTTP iERMER, B
Z—NFE,

E o ERCER A IRERE KR,
R5 L9 T IE4ER 55 (DDoS) B
o

REIEAHERR P Hhilt 0% s
AILLHAT TCP B MR R, ©iF
ZF—MFE,

E o AR AR B E AR,
B Lk > # R HE4AR S5 (DDoS) K
o

B B E R 55 28 IR o
(TimeUnits)

XN E A TFREEERE, m
WebSocket over cleartext.

edge. reencrypt 2 passthrough
PR, {E cleartext. 145K
reencrypt BREIREIN, HFHER
e B IEEHHER B BB R
Fl. XIF passthrough B&EHIEEY,
SERRIL TR E ER LA B
(=N

& LU & IngressController
ingress ERiB, LLEBEHEBER
2T HA REBRRE H A H
haproxy hard-stop-after global
W, ZIRIE L HUTETE R L
B % K Hsf ],

0 e v RS B E (AR
(TimeUnits)

HERHEEEBEARE, BREEUE
¥ FFRY 1P it #1 CIDR SEE Y
®, ARAQKRICENRbLE, B
B A LA 1P i BiE R

EF,

HEBRRFHRA IP #uk#
CIDRSEHE#UN 61,

7 edge terminated =% re-encrypt
PREI% & Strict-Transport-
Security Fr3ko

ROUTER_DEFAULT_SERVE
R_TIMEOUT

ROUTER_DEFAULT_TUNNE
L_TIMEOUT

ROUTER_HARD_STOP_AFT
ER

ROUTER_BACKEND_CHEC
K_INTERVAL
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RARINMRL B

haproxy.router.openshift.io/l
og-send-hostname

haproxy.router.openshift.io/r

ewrite-target

router.openshift.io/cookie-
same-site

haproxy.router.openshift.io/s
et-forwarded-headers

MR B REgw .

230

1£ Syslog Frk#i%iE hosthame
F, FARGMENS, R
H23/2 B 7 EM[ Ingress APl B
gk A% (80 sidecar 5 Syslog T
8) , NEiIAEHA log-send-
hostname,

EEmPIXEIFRNEFTRRE,

WE—MERRH cookies, HIE

= .

Lax : cookies 7£1J5[R| Bk s FN 56
= A s AT R .

Strict : cookies (X BRTF 1% Ay
=1

o

None : cookies (YR F ¥ E YL
=1

o

XAMEGER T EFH MBI
H., MEEZELR, B3N
SameSite cookies X4,

WERTAEBENKHE
Forwarded #1 X-Forwarded-
For HTTP FrikHOSREE, #HER :

ROUTER_SET_FORWARDE
D_HEADERS

AppendFfiinirk, REEMAIA
BTk, X EBRIAME,

replace : &Rk, MEREMAEL
BHIbRk,

Never : A ERL, MEREBE
A RSk,

if-none : MNREF/EERL, N
WEE.


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie/SameSite

PR HZRE RE

5 16 = RCiERAH

TimeUnits H— M F & — M A BAIFR R © us *(microseconds), ms (ZF, BiL) . s () . m

(28 . h*(hED o d (R) o

ENFRARZ @ [1-9][0-9]*(us\|ms\|s\|m\[h\|d).

ROUTER_BACKEND_CHECK_INTE
RVAL

ROUTER_CLIENT_FIN_TIMEOUT

ROUTER_DEFAULT_CLIENT_TIME
ouT

ROUTER_DEFAULT_CONNECT_TI
MEOUT

ROUTER_DEFAULT_SERVER_FIN_
TIMEOUT

ROUTER_DEFAULT_SERVER_TIME
ouT

ROUTER_DEFAULT_TUNNEL_TIME
ouT

ROUTER_SLOWLORIS_HTTP_KEE
PALIVE

ROUTER_SLOWLORIS_TIMEOUT

RELOAD_INTERVAL

5000ms

1s

30s

5s

1s

30s

1h

300s

10s

5s

&t R RE R E R A B,

PR R BIBR B S iR TCP FIN 8
A, NRAGERXMERER FIN E4E
P& A EIE, HAProxy &%,
IR BENBIEE, FEERMSHRLEER
BOEIR, MXTAREEAME.

& P iR A SR BRI K,

B RO ],

1 R A3 B ST FFRE FHAY pod B9 TCP FIN
=l

AR S5 2R W BRI AR BHR R K,

TCP = WebSocket iR 4T FF RS
K. T HAProxy EF N, XANEBE
RS EE,

HEBEFHIE HTTP 15 R &K KA 1A,
MREBER/ANE, FTRER FHUN AL
AR EIER /M keepalive (H,

HEBMHEN Hr 2R LT EMN L,
M, MARRERNTEREN, Fa0 -
ROUTER_SLOWLORIS_HTTP_KEE
PALIVE i% timeout http-keep-
alive, BIAERT, BXE 300s, B
HAProxy th27£ tcp-request inspect-
delay L%, ©#WIXENSs, EiXFhiE
TF, B AR 2 300s 1N 5s.

HTTP i 3K £ % aT LATE T RO A A B,

RYFRERE DT B MEAESHE
R EIE,
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Kt
A

2Rk sk

ROUTER_METRICS_HAPROXY_TIM 5s I8 HAProxy $EHRBGERI I [A],
EOUT

Wil B & G KB

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/timeout: 5500ms ﬂ

A HAProxy SZ#FBIRF ] B24L (us, ms, s, m, h, d) 15 E AR AT E], 0R% A IR E #
I, ms SHEEINER,
p= )1

SNSRH passthrough BRH% B HIAR S5 2R iR BUEBTH XK, NI& 5 WebSocket JEZEIEIN
R E 25 I RS R,

RATF—NRE IP Hiht A9EE R

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10

RVFZ A 1P Hiht A9E& R

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

foUF IP Helik CIDR MR H

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

FoUF 1P Hik#1 1P Hbit CIDR PIZSAIER R

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8

BEEEEXNRIIEH
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apiVersion: route.openshift.io/v1

kind: Route
metadata:
annotations:
haproxy.router.openshift.io/rewrite-target: /ﬂ

@ &5/ RIERERNESHE,

5 16 = RCiERAH

£ E L% & haproxy.router.openshift.io/rewrite-target ;¥ 2, 157 Ingress Controller TE5Fi# K% &
BEmN ARRFE A, MIZERLERAEHTTP IERKAEERR, 5 spec.path F15EIERRICEAIIE K

BEBIRELNERHIEENEST R,

TRIZM T 7L spec.path, EKBEMEENRPYZHHEPEFITHIIRE T,

3 16.3. rewrite-target 7~ fjl :

EF AR

Route.spec.path

/foo /foo

/foo /foo/

/foo /foo/bar

/foo /foo/bar/

/foo /foo

/foo /foo/

/foo /foo/bar

/foo /foo/bar/

/foo/ /foo

/foo/ /foo/

/foo/ /foo/bar
16.1.8. BC & S F A A SRES

/bar

/bar

/baz

/baz

/bar

/bar/

/bar

/bar/

/baz/bar

/baz/bar/

TER (FREBEARTE
B ERE)

/bar

EEAMNARFALZAAAEZS N RREFFZTEEERSANNARE. X2 Z M

8, EE—DEN R EAFFRHARS BN,
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gk

==
[=]

BN EEREAEENERTRCRAEMREFRANER, SNESRF e
EEENA, AL, FAREANRBARRITESRZRAFBAENA,

Sp o0

FRFH
o WIBAEREEANR,

Pt

o (HALI TS Y5E ingresscontroller HHRZE£M.spec. routeAdmission FEX :

$ oc -n openshift-ingress-operator patch ingresscontroller/default --patch '{"spec":
{"routeAdmission":{"namespaceOwnership":"InterNamespaceAllowed"}}}' --type=merge

Ingress #EHISR R ESH

spec:
routeAdmission:
namespaceOwnership: InterNamespaceAllowed

16.1.9. 3@1Y Ingress X RO H

—EETRGHBS Ingress HIREMN, BSBHTRTERN. BRZELFZE, OpenShift Container
Platform RTEAIEE Ingress X RITBEI0IBZERBN R, LML Ingress W REMIERES, X LEREENTR
S BR,

i =
1. 1£ OpenShift Container Platform & ki@t oc create fp 53R E X Ingress KR :

Ingress B9 YAML 7 X

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: frontend
annotations:
route.openshift.io/termination: "reencrypt” ﬂ
spec:
rules:
- host: www.example.com
http:
paths:
- backend:
service:
name: frontend
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port:
number: 443
path: /
pathType: Prefix
tls:
- hosts:
- www.example.com
secretName: example-com-tls-certificate

Q route.openshift.io/termination ¥ ## 7] Fi FEZ & Route B spec.tls.termination F %,
7 Ingress &G LLFE%, AEZHE N edge. passthrough # reencrypt, FiE HAh(EHAR
KRB BEE, HIEMRERKTEN, edge BRANERH, EWRXEAMIIE X TLS UEF¥4H
8, FReLIIBOARIALERH,

a. WIRETE route.openshift.io/termination JXfZH15E passthrough {E, 7E spec FF
path X&) ", fF pathType i%& ImplementationSpecific :

spec:
rules:
- host: www.example.com
http:
paths:
- path: "
pathType: ImplementationSpecific
backend:
service:
name: frontend
port:
number: 443

I $ oc apply -f ingress.yaml
2. FIHImAYERE -

I $ oc get routes

LEREFE—NBEIERBEH, HEZFLL frontend- 7% -

NAME HOST/PORT PATH SERVICES PORT TERMINATION
WILDCARD
frontend-gnztqg www.example.com frontend 443 reencrypt/Redirect None

MREREXNEE, BRELUTF :
Bah4ERMEEEE YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend-gnztq
ownerReferences:
- apiVersion: networking.k8s.io/v1
controller: true
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kind: Ingress
name: frontend
uid: 4e6¢59cc-704d-4f44-b390-617d879033b6
spec:
host: www.example.com
path: /
port:
targetPort: https
tls:
certificate: |

insecureEdgeTerminationPolicy: Redirect
key: |

termination: reencrypt
to:

kind: Service

name: frontend

16.2. R H

ZELRARHELUT LM TLS ZIEThEesE A B iRttt B, U TN NATIEERBE UERE|8EE
IR, NS ELRE,

BE

INRITIE Microsoft Azure OB A HiGm KR, NEKREMTSZRRS, EReE0

BERAELFENTIR. 0F Azure REIFEIERSIR, HSH Azure XA FREYARRTIEE 0T
IR TR IR

16.2.1. FEBE T O/ EHME K H
&R LLEIY oc create route %, FRAEMMNE TLS XIEMBE U PERERZLEKH,

FRFH
o RWTE PEM Rl XA — MIEH/ BN, HAREBx R ENER.
o [EZELUE PEM FitS XA — BB CAIEH KA RIUEFHE,

BATE PEM Zrfi X fp A R B FR CA IEH,

7]
e ]

-

o BUHNBEENFHIIRS.

PEFREERTOBHAXM, EMEFXXHPMREN, ERUTGS

I $ openssl rsa -in password_protected_tls.key -out tls.key
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iz

miRERABE GEBMEHRMNE TLS £ 1L Route 7R, UTHBREBEILH/ BN T LI T/EE
KT tls.crt 7 ts.key XA, AR TIEE— 1B CAIET, f&# Ingress Controller {5 fEMRS5HIIE
Fi, MBATLURIBEZIEE CA LRI RIUEPHE, B tls.crt. tls.key. cacert.crt# (7i%E) ca.crt
BSEPRER R BT, EHIEE N frontend A FFHY Service FIRIIZ R, FRENMENLZER

www.example.com,
o FREMME TLS K UEMBE IEH, 0/EZRZL Route R :

$ oc create route reencrypt --service=frontend --cert=tls.crt --key=tls.key --dest-ca-
cert=destca.crt --ca-cert=ca.crt --hostname=www.example.com

IR E LR Route %R, BNIZEMTFMOTF :
ZEKH YAML & X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: reencrypt
key: |-

INETREZL LT, 1557 oc create route reencrypt --help.

16.2.2. R B E kPRI %R E

BT LLETT oc create route #p4%, RIS TLS KIEFMBE GEPEBLZLKE, #FHII%KH
i, Ingress Controller TEfRER A BB HR pod Z AT LE TLS IN%. ZBEHIEE T Ingress Controller
FEEEBH TLS IEHAEHEH,

FoRFM
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o RLAE PEM JRi% B —MEFR/BHY, EAEHBEENEN.
o (EAILITE PEM Fafid XA — N FREY CA IET RN 2L BE,
o BUHNBEERFHIIRS.

PEFREERTOBAXME., EMEFXHRMREN, ERUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

iz

SRR A B E IEP MM TLS &K 1E0]2 Route HiR, UTHBEBREIE B/ BT URIT/FEERT
B tis.crt #1 tis.key X, BRI LIRIEEEIRE CA IEBENDIEPEE, Bt tis.crt. tls.key #1 (A
%) ca.crt BUSEPTRER IR & FF, BHIEES frontend A FHIRS L. FERAEUMNENLZEN

www.example.com,
o RN TLS A ILFMBEIES, 0/2R4£ Route HIR :

$ oc create route edge --service=frontend --cert=tls.crt --key=tls.key --ca-cert=ca.crt --
hostname=www.example.com

IR E LB Route %R, BRNIZEMFMOTF :
LZLHH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: edge
key: |-

INFE TERE LTI, ES W oc create route edge --help.
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16.2.3. i passthrough & H

IRET LUEF oc create route 45 {# F passthrough A IEERB R 2 HE., MR passthrough X1k, IR
MERKEEAEIBENM, MERARARIRETLS XL, Bt, BEHAZEEHANIES,

FoRFMH
BN BBEERFTHIBRS

o 1| Route ¥R :
I $ oc create route passthrough route-passthrough-secured --service=frontend --port=8080
INRIEKE LA Route FR, BNIZEBFUOTF :

{81/ Passthrough Z1IEZ 2 &H

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: www.example.com
port:
targetPort: 8080
tls:
termination: passthrough g
insecureEdgeTerminationPolicy: None 6
to:
kind: Service
name: frontend

ﬂ SRIETR, KERTF 63 MFER.
9 termination £ %% &y passthrough, X2M—FE tls WFER,

9 A% insecureEdgeTerminationPolicy, Z M EH —AMHEZ None. Redirect 57

as)
To

BFr pod M5 vimm LBOREBRMEIES. BEl, IR —XRHFEZWIEPHAE, HBTHENE
ik,
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BI7ERERBFEAORE

171 £ A RERE R
OpenShift Container Platform 124t 7 LA T MEREA B 5 R B R ITHR S HITEBEN S .
BIUKAUTAE, elliZiFsiEit2Ess

o MNRIEAH HTTP/HTTPS, 15 Ingress Controller,

o MMRIMEAE HTTPS 2B TLS MFE N, Heanxf FEA SNIbrki TLS, & Ingress

Controller,
o [, EFEANES%SE. AR IP =X NodePort,
Hik 22575

{8 Ingress Controller SR HTTP/HTTPS =4 HTTPS LA TLS AN
B (Flan, {8 SNIFRLE TLS) &

fE R 1 #Hi9%es RS B B D B AER IP RVFRERT Mith D ERRY 1P Hhiik & BIFEFR AR .,
FFHER IP DECAIRSS R EEBEN A E IP ik (5 RFER AR O,
fic & — NodePort EEHEFHNMETRELAFE RS,

17.2. HARS5EC1E EXTERNALIP
ENEREEEN, EALUEE R EERPRS LEREMERENLE IP b,
XNIEE R B & FTIEENE G LR,

17.2.1. R &
o IRAFILE ELALRN AT S ER 1P ik BT B B B B AR BE,

17.2.2. X F ExternallP
S FIERIFME, OpenShift Container Platform #5854 ExternallP TEF4458 IP #hiik 2 EC4: Service
%I RH spec.externallPs[] %, BiIXELLFEE, OpenShift Container Platform AR %59 E&i 489 &
FL 1P tbiik, 1P Mol AT LATE NEREEE LIRSS ML 2 M. BLiE 7 ExternallP TIEEMIARS 5 EAE
type=NodePort fJAR 55K, ARVTFEREREE REIAM T R LUET A E39%,
R BCE LS BN AR, LARRGRISE LRIAER IP itk i Bk B RIS 2.
OpenShift Container Platform i RN FIIEERY & Kubernetes FHY ExternallP Zh&E

o B PIECESRBEXT A R A ALER 1Ptk B9RR I

o RIFHRBENFFIER IP it DECLAARSS
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BU7EEEEHAORE

==
[=]

>

BIAERTHRA, A ExternallP SHEEFREREM T EEEK, FNEEHRE—DAE
IP st B E R EREIFBNIRS . XA LEEFAFEEATFABERINERRE.,

BF

XNEERAEFTHER . NToEE, ERANEEESRRSBNMERNEHEE
Z%, LABRSSIR =00 BT,

R LUERAT A ECHER 1P sl -

Bz E—1 48 1P

LAl T —/N A spec.type=LoadBalancer i% & Service X, OpenShift Container
Platform &< MautoAssignCIDRs CIDR ¥t/ Bz 7/ spec.externallPs[] 28— IP #hik, 7EAH]
1, OpenShift Container Platform SCIl T 7 #id9% 23RS R BMIE MR A, FH NARS DB IP Helk,
RINERT, BohomREER, BoiBEFEEARE, MUATES AR,

FohoECHER IP

OpenShift Container Platform 7E i Service X R A2 Bl4: spec.externallPs[] #4089 IP it
tt, EABEIRE B EMARS RN 1P Hit,

17.2.2.1. Bdi& ExternallP

1£ OpenShift Container Platform FR{EF4+EB IP it EURF &4 cluster Y
Network.config.openshift.io CR FIFJLL T FEX -

e spec.externallP.autoAssignCIDRs & Y. 7 — /M #3098 85 £ AR 5554050 1P ik i (= FR By
IP itk Ht, OpenShift Container Platform RZFFHA IP it H# 1T B9 . BFITHRS D
Bt ExternallPs I, XIEBEIRERHEZ IP hitMim O A EE £, NREAT B2, Nah
1748 spec.type=LoadBalancer #J Service % R B —MNAER P Hrik,

o TEFINIERE IP HhitFf, spec.externallP.policy & X 7 fo1FY IP #ilit R, OpenShift Container
Platform A& 5RE&HLII S FH I spec.externallP.autoAssignCIDRs & S B IP i3k,

SNSRERERIERA, SREECERISER 1P ik RBIS SRR & AT LURIT AR 55 A FFEY4ESR TCP =X UDP i O 71 AR
%ﬁﬁuﬁﬁﬁ\\c

H o
B AR DR P It RAERBEFN— I HE N TR EXILL,

OpenShift Container Platform B shf 1 FEshHE IP #itt, FHERIEENHhIEEIEIHEEZ — MR
%o XHERRIE, TIHEMRSAFHIHAORM 2, BNRSEATULFEFENIRO,

P2 Y=
ZE (g OpenShift Container Platform F1EH autoAssignCIDRs & X 89 IP #hiibHe, &A%

NENMBEEBHER P ik 2B,
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LUF YAML i3k T ECE 7 AER 1P Hbik F9ARSS -

8 spec.externallPs[] ZEMRH Service X &

apiVersion: vi
kind: Service
metadata:

name: http-service

spec:

clusterlP: 172.30.163.110

externallPs:

- 192.168.132.253

externalTrafficPolicy: Cluster

ports:

- name: highport
nodePort: 31903
port: 30102
protocol: TCP
targetPort: 30102

selector:
app: web

sessionAffinity: None
type: LoadBalancer
status:

loadBalancer:
ingress:
-ip:192.168.132.253

17.2.2.2. 5 ER 1P btk 4> Ao A9 RR il
ERNEREED, B LUIBERFIIELE P fhik

PRI REHX% A cluster-admin F BRI 7, S£EEIE QAKX AT LUEARSS spec.externallPs[] FEXI%E N
E47 IP $adit,

R LA — @1 38 %E spec.ExternallP.policy F 3R E L B— 1 policy ¥ FKEE IP Hik5E&, &R
BB REUTHE :

{
"policy": {
"allowedCIDRs": [],
"rejectedCIDRs": []

}
}

R ERBRERFINS, SN AT -

o MRXET policy={}, H.BIEHH spec.ExternallPs[] % & Service X RFKMW, X2
OpenShift Container Platform FIBRINIEE, X5 %& policy=null #9717~ 18,

o MR KE T policy, FHEXET policy.allowedCIDRs[] 5 policy.rejectedCIDRs[], I LA
TR

o MMRREHAFLET allowedCIDRs[] # rejectedCIDRs[], | allowedCIDRs[] Fi% &= T
rejectedCIDRs[].

242



BU7EEEEHAORE

o HIRIXET allowedCIDRs[], REZEARVFEEM IP thitlf, GE7H spec.ExternallPs[]
#) Service X R ¥ BER I,

o MRFET rejectedCIDRs[], RETEIEEN IP b RFIELLT, QIBEHH
spec.ExternallPs[] B9 Service % R F HEK I,

17.2.2.3. SREEXT R~
TEMEIFERT LN TRNERREE,

o ELITRAIG, HKEEAEBHIE OpenShift Container Platform R E/IAER IP ik G| B (E AR
% .

18447 Service X &R spec.externallPs[] 35 BT {H SRR R B

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
externallP:
policy: {}

o ELUFRAIG, %ET allowedCIDRs #1 rejectedCIDRs F %,

BIEARTHIEYLS CIDR B SREE =B

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
externallP:
policy:
allowedCIDRs:
-172.16.66.10/23
rejectedCIDRs:
-172.16.66.10/24

o TELLTRAIF, policy #%EXN null, ARIEZH null, N@ETHIA oc get
network.config.openshift.io -o yaml ki EEE X R, policy WA H I HiH .

FEFH Service ¥R spec.externallPs[[H5 & BRI {E MR H 5=

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
externallP:
policy: null
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17.2.3. ExternallP #t ik 3R fi &

ExternallP Hitit S BYEZE R4 4 cluster R4 B E XL HTR (CR) E X, Network CR =2
config.openshift.io API ZHF—E8 43,

BF

TEER L $72%, Cluster Version Operator (CVO) & BEHNIAIE—NE N cluster B9
%% CR, AXZFOIZBIABIEMEM CRITR,

LAF YAML ##3 7 ExternallP B2 :

network.config.openshift.io CR &4 cluster

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
externallP:
autoAssignCIDRs: [] ﬂ

policy: 9

Q £ Y CIDR &89 IP ik ke, AT ESHSHAL 1P thit HERAIRS. RAVFE— P HitsEE,
ENFE RS IP HettsIpRE], RS A E LRSI, NARAIIE Service W RFHIEE
spec.externallP FE&, BILNERT, FTREAEMARH,

LR YAML 3k 7 policy /NI ER -

network.config.openshift.io policy /N7

policy:
allowedCIDRs: [] @)
rejectedCIDRs: [] 9

Q CIDR R AR IP ik SEE 75k,
g CIDR &R IB4EHY 1P H ik SEFE 513k,

A58 1P BCE R
UTFRBIARERT AER 1P itk p) — LA BERR & -

e LUF YAML ik T /2 R BEh 2 ECAMVER 1P it FECE -

A spec.externallP.autoAssignCIDRs BIfC & 2~

apiVersion: config.openshift.io/v1
kind: Network
metadata:

name: cluster

244



BU7EEEEHAORE

spec:
externallP:

autoAssignCIDRs:
- 192.168.132.254/29

e LUF YAML HARIFRIFIHRIELLRY CIDR SEHEECESREEHN] -

WA spec.externallP.policy IR HlEcE

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
externallP:
policy:
allowedCIDRs:
-192.168.132.0/29
-192.168.132.8/29

rejectedCIDRs:
-192.168.132.7/32

17.2.4. HERFECESER IP itk h
ERNERBEER, TLUBEELLT ExternallP 1%E :

® OpenShift Container Platform 3 B 5B 3 Service X §H spec.clusterlP FE&H ExternallP
otk

o HATFREIRIFIDEL Service X R spec.clusterlP #1401 IP itk B SRBENT &R,

FRFM

e L% OpenShift CLI (oc) o

o {HFHEZH cluster-admin A& i n & EE,

iz
1 AL BRRYEINAE IPERE, FRWALTGS :
I $ oc describe networks.config cluster
2. BYREERE, HMAUTSHS
I $ oc edit networks.config cluster
3. & ExternallP Boi&, W TFAIFT

apiVersion: config.openshift.io/v1
kind: Network
metadata:
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name: cluster
spec:

externallP: ﬂ
ﬂ 57 externallP /N T HIBERE,

4, B\ EHM ExternallP BEE, HH AL TS -

I $ oc get networks.config cluster -0 go-template="{{.spec.externallP}}{{"\n"}}'

17.2.5. FEE5 1

o NERSSAER IP BLE ingress &R E

17.3. {5 INGRESS CONTROLLER B EH AOGE
OpenShift Container Platform 124t 7 MEB NSRBI THIRR S EITBEMN A E. WAEERT

Ingress Controller,

17.3.1. {8 Ingress Controller F1F&H

Ingress Operator &£ Ingress Controller F1@EZFF DNS,
f& 8 Ingress Controller 2 f7FMAER 7] OpenShift Container Platform S£E$ Y& & A /5%,

Ingress Controller Bt & H 3= A E0E KHRIBE B HHFTHRE, X(URF HTTP. {EH SNIK
HTTPS LA X% {F A SNI B9 TLS, *fF@i3{FEA SNI B TLS T/Ef) Web N BERFHIRSTE B2 B,

5 & R E1ES Ingress Controller B S A 8815 K FFRIBEC BRI R TRIE,

EE G AT LN EE AT DNS 28, HX& Ingress Controller, /G, EAILALENL Ingress
Controller, TESEE AR,

HINERT, SREPNENADOZE SR TSR P AR O EARRE,
Ingress Controller :
o BINEAMNEIAE ; B, ©NIZIEM worker TV _EIZ1T,

o AL AT K, UEELTREERBEZREIL,

% -
- XER HEORIE T B R EIE AT SRR M

17.3.2. o R4
TEFFIALL T RAesT, SEAN

o INERMBMIMERARIRO, HiFKEREIAKE,

246


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#configuring-ingress-cluster-traffic-service-external-ip

BI7EREEHAO

e MEEVAE-—THIABESHEEINAG. ERLAGTMARAS, HETUTHS -

I $ oc adm policy add-cluster-role-to-user cluster-admin username

=]

E

e B— OpenShift Container Platform &8, HEEDE— master IEZEL—NT R, FEEEHA
B— AXT$E¥EEHQ%1)§IEJ?FRBEE’J/\/Jon /m.*iﬁxlﬁ%ﬁﬁ;FQ/JL'E_-%Eﬂ_L:.F|__| NFM. NEFH

ARG AR BBV EI A AT A B 1L SE R R

17.3.3. G| B # AR 55
MBEEAFHTEMBS S REE, EEE0RTE, BOERS.
MR B MBSO, BEIATFRSLUOIEREX—%,

FRFM
o 7R oc CLI HFU—MREEEAFNEM,

Pt

1. 217 oc new-project &% N EHIARSS QI —DNHUIE :
I $ oc new-project myproject

2. {£/ oc new-app 5 AIERSS :

I $ oc new-app nodejs:12~https://github.com/sclorg/nodejs-ex.git

3. ERNIFREEAIBZIRS, EaTlUTes:

I $ oc get svc -n myproject

it Bl

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nodejs-ex ClusterlP 172.30.197.157 <none> 8080/TCP 70s

BIAERT, #ERSSZANER IP Hhil,

17.3.4. @it B A AR S5
& LUEF oc expose a4, RS AT NERH,

i

L

NIRRT -
1. &3k OpenShift Container Platform,
2. BRIEBAFHIRSFRIENTIB,

I $ oc project myproject
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3. J21T oc expose service X AT :
I $ oc expose service nodejs-ex
=1
I route.route.openshift.io/nodejs-ex exposed

4. ERIFRGS2EELT, ETLUER cURL ETEXME T MEREAI AIZIRS
a. £/ oc get route M B EIKEEHMENA :

I $ oc get route

it Bl
NAME HOST/PORT PATH SERVICES PORT  TERMINATION
WILDCARD
nodejs-ex nodejs-ex-myproject.example.com nodejs-ex 8080-tcp None

b. F cURL IREEN 2B GET 153K :

I $ curl --head nodejs-ex-myproject.example.com
it Bl

I HTTP/1.1 200 OK

17.3.5. Bid AR (label) BLiE Ingress Controller 2 F

E AR AR PRZ 1T Ingress Controller 2 F, EBKZE Ingress Controller It A FEIREFNERS A
Ze [A] YR A BR

f£—*4H Ingress Controller Z[AISE& £ ABURE ML, LR RERBEEFE Ingress Controller
f, Ingress Controller 4 A 2BREAL, flal, A XEBREMREH— Ingress Controller, B ATHRE
{5 % —4 Ingress Controller,

Pt

1. %% router-internal.yaml XX {4 :

# cat router-internal.yaml
apiVersion: v1
items:
- apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: sharded
namespace: openshift-ingress-operator
spec:
domain: <apps-sharded.basedomain.example.net>
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e
nodePlacement:
nodeSelector:
matchLabels:

node-role.kubernetes.io/worker: ""
routeSelector:

matchlLabels:

type: sharded
status: {}

kind: List
metadata:

resourceVersion: ""
selfLink: "

2. KA Ingress Controller router-internal.yaml 3244 :

I # oc apply -f router-internal.yaml

Ingress Controller 3

%FEEH type: sharded i1 HE R v & 22 ] YRS EH
17.3.6. R A fp & 22 (Al HR 5

i& Ingress Controller 2 F
{3 A 6p 4 22 (A AR 25347 Ingress Controller 23 Fr, BBEE Ingress Controller 12 {H F 6 4 22 [A] 615 280510
R ZE A PRI B B A,

f£—*4H Ingress Controller Z A £ ABURE M, UK RERBEEFE Ingress Controller
i,

Ingress Controller 2 F BB, FlN, A RABRREFEA—1 Ingress Controller, B ATIHRE
M{E 5 % —4 Ingress Controller,

Digk

==
(==}

INSRERE Keepalived Ingress VIP, 1EFREH endpointPublishingStrategy S#1&B
ZE—ME N HostNetwork B9FEBRIA Ingress Controller, IXFHMATRES S BAE, fF
{& NodePort 72 HostNetwork 3T endpointPublishingStrategy.

AR

1. %% router-internal.yaml XX {4 :
I # cat router-internal.yaml

i th o Bl

apiVersion: vi
items:
- apiVersion: operator.openshift.io/v1

kind: IngressController
metadata:

name: sharded
namespace: openshift-ingress-operator
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spec:
domain: <apps-sharded.basedomain.example.net>
nodePlacement:
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker: ™"
namespaceSelector:
matchLabels:
type: sharded
status: {}
kind: List
metadata:
resourceVersion: "
selfLink: ™"

2. R.A Ingress Controller router-internal.yaml 3 {4 :
I # oc apply -f router-internal.yaml

Ingress Controller 1% F i % 22 (A5 5 85 1A FE U B A type: sharded 1355 FIE R A % 22 (] R BV ER
mo

17.3.7. EtL R

® Ingress Operator EIEBECRF DNS, MIFEEZFE R, 15SH OpenShift Container Platform FHY
Ingress Operator, 1E#RHl ERFEEEFFIE vSphere ERIEERF,

17.4. AN BHESRERESBHEADRE
OpenShift Container Platform 124t 7 MR AR S R B THIRS AT REMN AL, WAEFERT M
IR,

17.4.1. F RN E G FERE I AERE

MRAEZEARBISNER IP b, EATLARSE M98 28RS, LMEMAERI ] OpenShift Container
Platform &&%,

MEIERRS D EME— 1P, AEHHEREL—IEKRESR P, EAUREN P (VIP), BRAR—EH
F s M EH T &L,

A NREE T, WREEREMIEE—2#T, MARHERHEE AT,
. XEDFHRESEREHETE AHUTRREE.
17.4.2. Fo k&4
EFFRLTRIZR], EEOAAMIN

o INERMEMIMERARIRO, HiFKEREIAKE,
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e MEEVE-—THIABESHEEINAG. ERLAGKMIAS, HETUTHS

I $ oc adm policy add-cluster-role-to-user cluster-admin username

=]

E

e B— OpenShift Container Platform &8, HEEDE— master IEZEL—NT R, FEEEHA
B— AXT$E¥EEHQ%1)§IEJ?FRBEE’J/\/Jon /m.*iﬁxlﬁ%ﬁﬁ;FQ/JL'E_-%Eﬂ_L:.F|__| NFM. NEFH

ARG AR BBV EI A AT A B 1L SE R R

17.4.3. QT B IR SS
MERIRE AT B MRS R, HEENRTIR, BORRE.
MBI BB S EDEE, BIATFRSUREEX—5,

FRFM

o 7R oc CLI HFU—MREEEAFNEM,

1. 217 oc new-project &% N EHIARSS QI —DNHUIE :
I $ oc new-project myproject

2. {£/ oc new-app 5 AIERSS :

I $ oc new-app nodejs:12~https://github.com/sclorg/nodejs-ex.git

3. BERIERBEORIZRS, EZTU TR

I $ oc get svc -n myproject

it Bl

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nodejs-ex ClusterlP 172.30.197.157 <none> 8080/TCP 70s

BIAERT, #ERSSZANER IP il

17.4.4. @53 I 2B R RS
& LUEF oc expose a4, RS AT NERH,

NFFARSS :

1. &3k OpenShift Container Platform,
2. BRIEBAFHIRSFRIENTIB,

I $ oc project myproject
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3. J21T oc expose service XTI :
I $ oc expose service nodejs-ex
it Bl
I route.route.openshift.io/nodejs-ex exposed

4. BERIFRSEBEEATF, ETLUER cURL F I ERME AT MEBEA LRI HIZIRS .
a. {5 oc get route MBS EFKEEHMENS :

I $ oc get route

it Bl
NAME HOST/PORT PATH SERVICES PORT  TERMINATION
WILDCARD
nodejs-ex nodejs-ex-myproject.example.com nodejs-ex 8080-tcp None

b. F cURL IR EEN 2B GET 153K :

I $ curl --head nodejs-ex-myproject.example.com
it Bl

I HTTP/1.1 200 OK

17.4.5. B 1 #¥9f 2R 55
LU A2 S 01 B 1 29 B 22 AR 55

FoRFMH
o BEREEAFHINE MRS BLFE,

e
DI B aRARSS

1. &3k OpenShift Container Platforms
2. MNEEEAFFHIRRSFRIERNTIB,

I $ oc project projectt

3. 7£ control plane TV EIT XA HE (tEFFH master Tm) FHNELUL T XA, RIFBEERE X
X

B AR E S =l
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apiVersion: v1
kind: Service
metadata:
name: egress-2 ﬂ
spec:
ports:
- name: db
port: 3306 @)
loadBalancerlP:
loadBalancerSourceRanges: 6
-10.0.0.0/8
-192.168.0.0/16
type: LoadBalancer ﬂ
selector:

name: mysq|l 6
1 B AR AR 55 i A — R & R,
H N EE R FRIBRSS AR BI A — i O

BINFFTE P ik 7 FR PR EIET A E I BRAURE, AR cloud-provider A FHXANIN
ﬁb, m[Jltt%EX*l_.f'*&,/u\m%o

#i A\ Loadbalancer {E 258,

®0 @@G

i ARRFSBI R,

S @ M E M RAREMRENFER IP Hihk, BilER
service.beta.kubernetes.io/load-balancer-source-ranges ;X f#, MARKE

loadBalancerSourceRanges FE%, @il A%, ERAIUEZQMTREE
OpenShift API, [E&ESIERKMAZTIRALHE,

4. REFFBHXH.
5. BITUT e &R EIBMRS -

I $ oc create -f <file-name>
o -
I $ oc create -f mysql-lb.yaml

6. HUITUTHOLUAEEHRS :

I $ oc get svc

it Bl

I NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S)
AGE

253



OpenShift Container Platform 4.7 %%

egress-2 LoadBalancer 172.30.22.226 ad42f5d8b303045-487804948.example.com
3306:30357/TCP  15m

IMRERT =N, ZRFS =BT ECEI—MAER IP ik,
7. 1€ master £, £ cURL FTERMERERTLLET A3 1P ik 17 R 1ZAR S -
I $ curl <public-ip>:<port>
fian -
I $ curl 172.29.121.74:3306

LhER S R BYRGIE A MySQL BRSS, XEEEZ WM ARRF. MREFSE—BFHFHEE Got
packets out of order B S, NIEEEEEIZKRS.

INRIEAE MySQL & F'im, iEEAPRE CLI aEX% :
I $ mysql -h 172.30.131.89 -u admin -p
Ll R

Enter password:
Welcome to the MariaDB monitor. Commands end with ; or \g.

MySQL [(none)]>

17.5. AR T E8R1E AWS LEESEBFAORE

OpenShift Container Platform 124t 7 MEE NS S EBEHIZTHIIR S HITBEM AL, thAEER
Network Load Balancer (NLB) , ©B&SEFimH IP it % BT A, WA UEHRNSIA AWS £5
L& NLB,

17.5.1. AR 1 2, #7283 & #: Ingress Controller Classic 1 2 123

IR LU IETE(#E A Classic Load Balancer(CLB)&Y Ingress Controller & #t i 7E AWS _E 1 F FH 4% 1 3 T
25(NLB)BY Ingress Controller,

g

==
(=

EXMNT RS TR PR, BT DNS iCREE,. FMAEtEsREskEMm
AR, AEESFLEILOH., NMALRIER, Ingress Controller fE %2589 IP ok
MR AT RE RN

iz

1. FERAFBIBRIA Ingress Controller G — 3, UTFRAMBEEBIBIN Ingress Controller B
AR SEHE, BRBEHEMBEE L :
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ingresscontroller.yml {76l

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: null
name: default
namespace: openshift-ingress-operator
spec:
endpointPublishingStrategy:
loadBalancer:
scope: External
providerParameters:
type: AWS
aws:
type: NLB
type: LoadBalancerService

SNRITBIBRIA Ingress Controller BEMBAE X, HEHRERENEBIZTH,
2. & Ingress Controller YAML 344 :

I $ oc replace --force --wait -f ingresscontroller.yml

%% Ingress Controller &, TR S 231EH1.

17.5.2. 7£315 AWS 52f LEZE Ingress Controller %% 7 #1725

&R LATE LRI SRR P O 8 — N H AWS Network Load Balancer (NLB) Z#FHY Ingress Controller,

Fe R4
o MNTEREE AWS 7,
o EAliZety % IEA PlatformStatus EE 2 AWS,

o EIF PlatformStatus 25 5 AWS, iHiE1T :

I $ oc get infrastructure/cluster -o jsonpath="{.status.platformStatus.type}'
AWS

P
ENAERD, OIE—1H AWS NLB X#H Ingress Controller,

1. Al Ingress Controller 555 :
I $ cat ingresscontroller-aws-nlb.yaml
i R~

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
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name: $my_ingress_contro||erﬂ
namespace: openshift-ingress-operator
spec:
domain: $my_unique_ingress_domaine
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: External@
providerParameters:
type: AWS
aws:
type: NLB

ﬂ ¥ $my_ingress_controller &1 Ingress Controller BIME— &,
9 ¥ $my_unique_ingress_domain & &2 ATA Ingress Controller FIME—1g £,
9 IR AT LIS External &1 Internal, LAEAERER NLB,

2. ERBPURTR

I $ oc create -f ingresscontroller-aws-nlb.yaml

BF

TEHT AWS &8 ERCE Ingress Controller NLB 2 B, 158k Ol 2% &R B X895
g?éo

17.5.3. 1£%7 AWS %% E Bl & Ingress Controller P4 7 4

IR TEFEREF O — 1 EH AWS Network Load Balancer (NLB) Sz Ingress Controller,

SoREH
e {2 install-config.yaml 32 {43 52BN AT ERIIE R,

P
EFERD, DIE—1H AWS NLB #H Ingress Controller,

L HAGELRERFNERFOUEES -
I $ ./openshift-install create manifests --dir <installation_directory> 0

Q %I F <installation_directory>, E15E 28 5KEH install-config.yaml X4 B kH 4
*ﬂ‘o

2. 7t <installation_directory>/manifests/ B x| — & cluster-ingress-default-
ingresscontroller.yaml B934 :

I $ touch <installation_directory>/manifests/cluster-ingress-default-ingresscontroller.yaml ﬂ
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BI7EREEBHAORE
ﬂ %I F <installation_directory>, E15E 225K 81 manifests/ B k89 H x &,

BIEIZX S, manifests/ B XAREELNMMBEEXH, MTAR :

I $ Is <installation_directory>/manifests/cluster-ingress-default-ingresscontroller.yaml
=1

I cluster-ingress-default-ingresscontroller.yaml

3. E4ESHITFF cluster-ingress-default-ingresscontroller.yaml X4, Fii A RIGEER
Operator BeBEM B E LR (CR)

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: null
name: default
namespace: openshift-ingress-operator
spec:
endpointPublishingStrategy:
loadBalancer:
scope: External
providerParameters:
type: AWS
aws:
type: NLB
type: LoadBalancerService

4. {&7F cluster-ingress-default-ingresscontroller.yaml > 4318 H ST A Z7 5 25

5. A% : 19 manifests/cluster-ingress-default-ingresscontroller.yaml 3X {4, G2&EEE, &
EZF MR manifests/ B %,

17.5.4. Efh ¥R
o (HRETEVMBEIE AWS EZ bR,

o MFEELFER, HBMN AWS LML M E R,

17.6. NERSSHER IP BRi& INGRESS 2=

R LURAER 1P ik B ANRIARSS, EHEAATFREANRE. XBERERTERINEG LRENE
B, WEMECENBMAEMEN, HREBHEEIZRS,

17.6.1. 5o R %44

o MMEEWEE NG T ExternallP, MIEEREZER, 1ESH NIRFSEE ExternallPs,

17.6.2. 1% ExternallP Kt N RIAR 55
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fE7 LU ExternallP MEINEIRRSS . fNREEREHELE N B2 EC ExternallP, EHAREREEFIG
ExternallP Mt INENZARSS o
AR

1. A% - EFAIAN ExternallP BCE T WFLE IP it SE ], EMALL TGRS

I $ oc get networks.config cluster -0 jsonpath='{.spec.externallP}{"\n"}'

INRi%E T autoAssignCIDRs, 7% HE1EE spec.externallPs FEHIFER T, OpenShift
Container Platform =B 5 H#TH Service X R 2B — 1 ExternallP,

2. NIREMIAN— ExternallP,

a. MMREOIBFHARS, iHIETE spec.externallPs FF%, FHiRMHEFE—IPHEZNEN IP Hhitsy
e, B -

apiVersion: vi
kind: Service
metadata:
name: svc-with-externalip
spec:

externallPs:
-192.174.120.10

b. MRIEELF ExternallP MIINEIMIEIRS &, EMAUTHS. £ <names> B HIRSS EFR.
1% <ip_address> & N BEMBY ExternallP ik, BATLUREZMNLUES 2T P i,

$ oc patch svc <name> -p \
{
"spec": {
"externallPs": [ "<ip_address>" ]
}
}l
flan :

I $ oc patch svc mysql-55-rhel7 -p '{"spec":{"externallPs":["192.174.120.10"]}}'
tnh N
I "mysql-55-rhel7" patched

3. BBIA— ExternallP #oiit EMIINENZARSS, 1EWIALLT GRS, MR NEFIRSIEE ExternallP,
R E F A BZRSS .

I $ oc get svc

=l
NAME CLUSTER-IP  EXTERNAL-IP  PORT(S) AGE
mysql-55-rhel7  172.30.131.89 192.174.120.10 3306/TCP 13m
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17.6.3. Hfh ¥R

o RS BELE ExternallP

17.7. {58 NODEPORT FEBEHAORE

OpenShift Container Platform 124t T MEBEA BB S LB RIZ1THIBR ST BIEMN AL, WAEFERT
NodePort,

17.7.1. {§FH NodePort (i =i AEEE

& F3 NodePort LB Service IR, EEBFHAA T RISFERO LAFIRS . mOT Service FiRER
.spec.ports[*].nodePort ZEXHIEE,

. o
5 AT i O R E A B9 O BER,

NodePort £ 7 m IP ittt 938 Sim O E A FFARSS. BRIAER T, NodePort 7£ 30000 %I 32767 HISE [
A, XEKZE, NodePort NERESRRSSHITHHALR OPTAS, 540 : %O 8080 ETAESTE T SRAIH O 31020
AT,

NodePort F14-&F IP thit B8, ALLREER S,

; XERD BRI AR EE AMUTRRE M,

17.7.2. Fo R4
AEFALTRZAT, EEAMM :
o WBEMBMIMENARIHD, HIFKAEVIIAER,
o MEEVE—NAFEEEREERAE, ENHAGRMEAS, HETUTHS

I $ oc adm policy add-cluster-role-to-user cluster-admin <user_name>

o BF—/ OpenShift Container Platform 5%, EZVEF— master IZV—1 TR, FEHEEHH
BN EBREEMSEIANRIRT, LREBREABRAESEHMNTE—NFMW. TRAFHM
EAEBRGIFT TR B BTSN X R A TE A £ B R SE A,

17.7.3. B2 Ui B AR5
MERIRE AT B MRS R, HEENRTIR, BORRS.
MBI BB SEDIEE, KEATFIRSUOREHEX—5,

FoRFMH
e iZIR oc CLI FHU—NMEHEE N FMHEM,
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ff

L=

S

1. i21T oc new-project f 5 NIEMERSBIE—NFHIA -
I $ oc new-project myproject

2. {8 oc new-app S AIEIRS :

I $ oc new-app nodejs:12~https://github.com/sclorg/nodejs-ex.git
3. BERIERBERIZIRS, EaITUTHRS :

I $ oc get svc -n myproject

it Bl

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nodejs-ex ClusterlP 172.30.197.157 <none> 8080/TCP 70s

BIAERT, #ERSSZANER IP Hhil,

17.7.4. @ QBB QTR SS
&I LUE A oc expose fh %, ARG AT HERH,

i

i
NFFARSS -

Q'

I

1. &3k OpenShift Container Platforms

2.

fa

RIEBRFFRIRRSSARERTIR.

$ oc project myproject

3. BHNARFEAFTAKRO, EHMALT®S, OpenShift Container Platform = B #/1£ 30000-
32767 SEHE LA Ak O,

$ oc expose service nodejs-ex --type=NodePort --name=nodejs-ex-nodeport --
generator="service/v2"

=1
I service/nodejs-ex-nodeport exposed

4. "k BEEBAFHT RiGOMBIAVZIRSTH, HRAU TGS :
I $ oc get svc -n myproject

it Bl
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nodejs-ex ClusterlP 172.30.217.127 <none> 3306/TCP 9m44s
nodejs-ex-ingress NodePort 172.30.107.72 <none> 3306:31345/TCP 39s

5. "k : ZFRE oc new-app fr s BEhAIEBIARS, ERMAUTGS :

I $ oc delete svc nodejs-ex

17.7.5. Efh 55R

o P& RimOARSSEH
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55 18 &2 KUBERNETES NMSTATE

18.1. XxF KUBERNETES NMSTATE OPERATOR

Kubernetes NMState Operator 124t 7 — Kubernetes API, FF{#H NMState 7 OpenShift
Container Platform 8T | EHUTIR S ECE, Kubernetes NMState Operator 5 A F H4i
TESBE TR LEESMMAEORE, DNS MRHEMIIEE. H4, BT AR ERERELRR API
RSB INETN T KRB EORS,

BF

Kubernetes NMState Operator RE2—MIARTIEINEE, IRAT T INBER#RLLIE ™ faARSS
FNM (SLA) ¥, BFIRETETHEEAEA MG, LIERHEEEE - INERERE.
LR TThRE RT LA A P IR BT RIThEE, HENSITEFAMN BRIR#EREEN

BRIAERAT I RE X RSEEERE, 1§55
https://access.redhat.com/support/offerings/techpreview/,

1£ OpenShift Container Platform #{#F NMState 2 &l, W/lZ& % Kubernetes NMState Operator,

18.1.1. &% Kubernetes NMState Operator

IR M OpenShift web 1l & %245 Kubernetes NMState Operator, R EREEAMNRER, T
&, Operator Al NMState State Controller ERE N TEFTEEEE T m P AIST I 2E,

it =

1. 1% Operators » OperatorHub.

2. 7£ All Items TEHBRIEZRFEE R, i A nmstate 7 52 Enter £33 Kubernetes NMState
Operator,

3. m Kubernetes NMState Operator #ZR45 R,

4. = Install TFF Install Operator &,

5. 7£ Installed Namespace T, ffafrép & Z2 A2 openshift-nmstate, #RAHASEFREE
openshift-nmstate, s Create Namespace, fAFTEXIHIER Name FEX Hi A openshift-
nmstate, Af51% Create,

6. m Install £% Operator,

7. Operator ST & 3G, = View Operator,

8. 7f Provided APIs T, s Create Instance T X 1EHELLAIEE kubernetes-nmstate 524,

9. TEXIEHERY Name FE& A, MIRZLAIFNLZFFZE nmstate.

A& ERE

£ '

a ZHREI R —NE I, 1% R RN R AN,

10. #EZ BRI XEFH = Create 0L H,
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Bk
SERKfE, Operator f§ NMState State Controller #8E WIEFT A LR T R hBSFIF I IREE,

18.2. MR m LIRS
T EMERESRERTIE T SN EEE,

18.2.1. = F nmstate

OpenShift Container Platform {# F§ nmstate ki 5 HECE T RMLEHPRS, X AT LR G AN EE
TEEN AR ERERIE ML RIRELE, BINFEFTE T M LAIE Linux 111,

T RGBT RITZEMES

NodeNetworkState
HEIZTT = ERIRZIR S,
NodeNetworkConfigurationPolicy

R R _EiERMGECE, &AW LLET S NodeNetworkConfigurationPolicy% .5 FA RIS B sk &
F mMAERE, SERNAMBRMEED .,

NodeNetworkConfigurationEnactment
REBDT R EX AR RS,

OpenShift Container Platform Z#{#EH LT nmstate #EO KA :

® Linux Bridge

e VLAN

® bond

® FEthernet
pa -3
INRIEZH OpenShift Container Platform 5 &#{# Fl OVN-Kubernetes ¥ 2K 1A Container
Network Interface (CNI) i, MIFEER Linux RIFTs4FEMINEI ENAERIAED,

5 OVN-Kubernetes BIEHN ML RN ET Db, FENRBTERAR, Sl LUEREZER
ENMH =R MLIEOD, HtDHE] OpenShift SDN BRIl CNI #ER .,

18.2.2. BE T mHIRLHIRES
— NodeNetworkState ¥ RIF1E FEBFHEN T A L, WXREHED, FHHH LT SHMLIR

ho

ik =
1. I EREHAIATE NodeNetworkState X5 :

RS

I $ oc get nns

2. ¥2% NodeNetworkState X RUEFZ T m LMWL, HTER, XPNROAIPHE EEERH
B
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I $ oc get nns node01 -0 yaml
=1

apiVersion: nmstate.io/vibetai
kind: NodeNetworkState
metadata:
name: node01 0
status:
currentState: 9
dns-resolver:

interfaces:
route-rules:
routes:

lastSuccessfulUpdateTime: "2020-01-31T12:14:00Z" @)

NodeNetworkState ¥ &9 & FF AT mIKEY,
currentState @& SN TEMLSEE, 235 DNS. EOMKH,

BTN AR (M, REVTRALRDIF, XN AESSERER, ©ALUARET
IRERFTIBRRE.

09

18.3. B# T R ML EE

& =] LU ¥ NodeNetworkConfigurationPolicy 5& 5 5 RIS B R EH T mMBHMEE, 0hT =R
anskiEREE O,

18.3.1. X F nmstate

OpenShift Container Platform {2 nmstate Rk S HECE T mMEBPRE, XFERV AT LUETF SN B E
HELN ARISRRIE M RIRECE, BIINTERTE T R EAIE Linux Hi&.

TR PSR AT R IR E T

NodeNetworkState
REIZTT R ERIRILEIR S,
NodeNetworkConfigurationPolicy

R R _EiERMGECE, EHLLET S NodeNetworkConfigurationPolicy% .5 FA RIS B sk &
FTRMSEE, SIERINAMRMSEED

NodeNetworkConfigurationEnactment
REBDT R EX AR RS,

OpenShift Container Platform Z#{# A LT nmstate #EO KR :

® Linux Bridge
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e VLAN
® bond

® FEthernet

pa =

INRIEH OpenShift Container Platform &8 OVN-Kubernetes fE N E 1A Container
Network Interface (CNI) #tR7, MITTES Linux R4 E M INEI =N IAZEO,
7 OVN-Kubernetes BIENLM & RIN 4 T 21Mb, ENIRRARRF SR, EoJLUEREREE
ENMZHMLEED, SKEHE] OpenShift SDN BRIA CNI R,

18.3.2. E T EAIEREO

BiL S — NodeNetworkConfigurationPolicy ;& .5 A BB R EEBMN T R LOIB— N EDO, B
AP TIERNEORE.

HINBERT, FRRNANEHINMET R, EFEORGRNIRENT R, T R0 LR
spec: nodeSelector & #13& 4 # <key>:<values ,

ik

>

1. I/ NodeNetworkConfigurationPolicy 5%, LA TRBITEFE worker 17 R LEZE T —4 Linux
iz -

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:
name: <br1-eth1-policy> ﬂ
spec:
nodeSelector: g
node-role.kubernetes.io/worker: " 6
desiredState:
interfaces:
- hame: br1
description: Linux bridge with eth1 as a port ﬂ
type: linux-bridge
state: up
ipvé4:
dhcp: true
enabled: true
bridge:
options:
stp:
enabled: false
port:
- name: eth1

RERBIRTR,

aik : INR%E BIE nodeSelector 53, HRIESN B RIEEFFRE T =

-

AF{EFH node-role.kubernetes.io/worker : "' 7 55 R K IEFER P MIFTE worker 17
=

™o

265



OpenShift Container Platform 4.7 B4
@ =ik EOALTMR,

2. BIET RLAERES
I $ oc apply -f <br1-eth1-policy.yaml> ﬂ

Q) T e P T B S B ST B B SO

Hith BHR
o FHEERBHLUESNEONRA
o REEHhARRE IP EEGETH

18.3.3. T T R _EMY T 4R RS BB 5T

NodeNetworkConfigurationPolicy ;& 5 &3t 7 & H BRI T RIE KA E, T RS RIRSEE
TE KB PZS BR B LA R BN SR B AP SRR HUT IR S

LIRN AT RSB RIEE, RANEEHEPHEDT RAIE—1 NodeNetworkConfigurationEnactment f

R, TRMZEER—NRIENR, RREZT R LEPUTHRBEORES, MNRREET R ENBRW, 6%
T A 8FE traceback AT ERFEHERR,

i =
1 EMIAKIEE N AEIERE, 1H7 R RERES
I $ oc get nncp
2. AL ANSRERBRECERTHBINT [ EEFEARI B K, BRI LURG B4 TE SRR 18 R BPINS IR SR -
I $ oc get nncp <policy> -0 yaml

3. HIE : ANRERBRTERRE U R LECEAZHBIRS A LL TR B K, AT LASI SRR B9 Enactments
BORE

I $ oc get nnce
4. "k : BEEFREM Enactment WELE, SIENKWESE A TEMEERIRE -

I $ oc get nnce <node>.<policy> -0 yaml

18.3.4. M7 m kRO

& LR 4R5E NodeNetworkConfigurationPolicy f R MEEE R — N HZ AN T mMikRiED, FiF
BEORREXE D absent,

M R fEREOR BT RMSRE RS URTERES. MREREZEERET, NHEEEREH
BT RSB EE,


../../networking/k8s_nmstate/k8s-nmstate-updating-node-network-config.xml#virt-example-nmstate-multiple-interfaces_k8s_nmstate-updating-node-network-config
../../networking/k8s_nmstate/k8s-nmstate-updating-node-network-config.xml#virt-example-nmstate-IP-management_k8s_nmstate-updating-node-network-config

& 18 3 KUBERNETES NMSTATE

ANSRABR T PSP EED, LARTMIANE)iZ M sS40 B O BEMR T = NIC B2 F down IR EFZE
Aaifnl, AT EFEEER, EHERKEPEET =R NIC, FHEER up RE, UKRMER DHCP 5H—1
5 P Hhilk,

THERARINE O T RS REARER T R LRRIRERE, £R
NodeNetworkConfigurationPolicy &2 — R, BERRAKREKRWEE,
B, MEREOR MR,

s}
e

1. EHARAEEDOR NodeNetworkConfigurationPolicy & 8., LI RBIMIER T Linux M, 3
{# 3 DHCP EZi& eth1 NIC LUkt b FF % -

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:
name: <br1-eth1-policy> ﬂ
spec:
nodeSelector: g
node-role.kubernetes.io/worker: "" 6
desiredState:
interfaces:
- name: br1
type: linux-bridge
state: absent

- name: eth1 6
type: ethernet G
state: up
ipvé4:

dhcp: true 6

enabled: true Q

REEH & FR,
A%k - R E B SIE nodeSelector 53, RIS AEIERFMIFRAE T =,

A{EFH node-role.kubernetes.io/worker : "' 7 55 R K IEFERPMIFTE worker 17
=

FHRECH absent 21RO,

MBI O R EUEM INEYEE O 2 7.
BOMERR, XANREIOETRMmMLED,
BOBIE RS,

Ak ARIEFEA dhep, ATLUKERS IP, HibEEORAE P ik,

90990099 609

XN RBIHRER ipvd .

2. BEHT R ERRBIMERED

267



OpenShift Container Platform 4.7 B4

I $ oc apply -f <br1-eth1-policy.yamlI> ﬂ

(1 P EE

18.3.5. N A## O MY RESEC E )

18.3.5.1. /="l : Linux bridge interface 7 m % Aic & SRl

&1L HF—1 NodeNetworkConfigurationPolicy & H.1 F EISREE RAE R RFHY T R LI — Linux M
®O.

AR YAML XX Linux R SR EBE Fmfl, f1RIZ1T playbook, EFSBEUEHRNEECHIE
I%\E’\J1;—:‘lé$,fﬁc

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:
name: br1-eth1-policy 0
spec:
nodeSelector: 9
kubernetes.io/hostname: <node01> G
desiredState:
interfaces:
- hame: br1 ﬂ
description: Linux bridge with eth1 as a port 9
type: linux-bridge G
state: up
ipvé4:
dhcp: true G
enabled: true Q
bridge:
options:
stp:
enabled: false (V)
port:

- name: eth1 m

SRBRHYZ R,

Ak - ISR H B1E nodeSelector S, RIS ARERHFHIAE T <o
XA RBIER hostname 7 L 2R,

BEOME,

Bk B0 AR R O,

BORE, IPMRASIE—IME

BIREREORIERRS,

Ak ARIEFEA dhep, ATLUKERS IP, FibEEORHE Pk,

Q99909000
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© EEXNTHIHER ipva.
qp TEIXANRBIREEF stp,
m R M AN B B9 = NIC,

18.3.5.2. ;=xfll : VLAN #0077 % EciE =g

i1 ¥ —4> NodeNetworkConfigurationPolicy ;5 5 i FAEI S B SRR BV 1T m L A8 — 1 VLAN %
I:Io

IR YAML X442 VLAN #OBE R RAl, M5R21T7 playbook, HARBEUMEHNIEECHERN
FEAME,

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:
name: vlan-eth1-policy 0
spec:
nodeSelector: g
kubernetes.io/hostname: <node01> 6
desiredState:
interfaces:
- name: eth1.102 ﬂ
description: VLAN using eth1 6
type: vlan
state: up
vlan:
base-iface: eth1 6

id: 102 €)
SRBRHYZ R,
Ak INSRI%HE E1E nodeSelector S, KRIRENAEERFHIIAE T <o
XA RBIER hostname 7 siL 2R,
BEOMEH,
Ak B0 AR AR O,
BOMRE, XANRBIAET —1 VLAN,
BIREEORIERRS,

B0 VLAN BYT5 &2 NIC,

9909902909000

VLAN #R%5,

18.3.5.3. ="l : HEREOTT IS ECIE SR
17— NodeNetworkConfigurationPolicy ;& H. N FA RIS R IE SN T R EAIBR— NP ERED,
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P2y~
OpenShift Container Platform RXFUTHEER :

® mode=1active-backup

mode=2 balance-xor

mode=4 802.3ad

mode=5 balance-tlb

mode=6 balance-alb

LUF YAML X#2AEEOFELRA, NRIZ1T playbook, HERAKEEWEHNEE SHIESRIE
IR

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:
name: bond0-eth1-eth2-policy 0
spec:
nodeSelector: g
kubernetes.io/hostname: <node01> 6
desiredState:
interfaces:
- name: bond0 ﬂ
description: Bond enslaving eth1 and eth2 6
type: bond G
state: up
ipvé4:
dhcp: true 6
enabled: true g
link-aggregation:
mode: active-backup @
options:
miimon: '140' m
slaves: @

- eth1

SRER B R,

"k 1R&BF EIE nodeSelector %, RIZR N AEISERHFNAAE T R,
XA RBIER hostname 7 siL 2R,

BEOMEH,

AL EEOA SRR SRR O,

QD000

BOMRE, XPTROGERT —IMHE,
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BIREEORIERRS,

Ak IREFER dhep, FTLUKEFS IP, siibEO%SE P ik,
XIS ipvd .

Bond B9 EIR L, XN RBIFEA active FHER.

Al A miimon f2 & 140ms BI4PE B,

S E R T2 & NIC,

P00009

@ ik BEMSRREHET (MTU) . NREHEE, EBIAEH 1500,

18.3.5.4. 7-fll : LAKREEO T s R4S Bo i SR BR
183 NodeNetworkConfigurationPolicy ;& .5 FHEISER¥, EHEBMT S EEREMAMEO,

LR YAML X#R— M UXKEONBRRE, ea2a7 ~0E, FTEERABCHEREH.,

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:

name: eth1-policy ﬂ
spec:
nodeSelector: g
kubernetes.io/hostname: <node01> G
desiredState:
interfaces:

- name: eth1 ﬂ

description: Configuring eth1 on node01 6
type: ethernet
state: up

enabled: true

SRBRHYZ R,

Ak INRIEH E1E nodeSelector S, KRIRENARERFHIIAE T <o
XA RBIER hostname 7 siL 2R,

BEOMEH,

Ak B0 AR AR O,

BORRE, XARBIAEE T IAMM%AED,

BIREEORIERRS,

Ak ARIEFEA dhep, ATLUKERS IP, HibEEO&AE Pk,

990992909000

XN RBIHRER ipvd .
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18.3.5.5. = fll : E—T1T MK E.ERIEPHZ N EO

EAUERRNT RMAERERBF LIRS MED., XEEOFTLMEESIA, AFEERADRIGERX
RMEEMHBEE,

LAUTF 1 BRAE R A NIC [R1 01— 42 bond10 BIZEEF— N4 H br1 EEEIFER Linux M,

interfaces:
- name: bond10
description: Bonding eth2 and eth3 for Linux bridge
type: bond
state: up
link-aggregation:
slaves:
- eth2
- eth3
- name: br1
description: Linux bridge on bond
type: linux-bridge
state: up
bridge:
port:
- name: bond10

18.3.6. =~f5ll : IP BIE
LITFERE B R AIER T REM P EEAE,

XLERGIER ethernet B O R EERLRA, B ER Policy BEEFHERXN LT, XL IP EERHH
SHMEORM—EHER,

18.3.6.1. Static
PUF R ERELKMZEOSFRSERE P #hilt :

interfaces:
- name: eth1
description: static IP on eth1
type: ethernet
state: up
ipvé4:
address:
-ip: 192.168.122.250 )
prefix-length: 24
enabled: true

@ EREONEHS P bIEIXME,

18.3.6.2. %A IP bt
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LUF AR EDR A 1Pt

interfaces:
- name: eth1
description: No IP on eth1
type: ethernet
state: up
ipvé4:
enabled: false

18.3.6.3. IR FHEE
UTFTREEBERBT —/LUAMED, ©EAE P bk, M&thit#l DNS :

interfaces:
- name: eth1
description: DHCP on eth1
type: ethernet
state: up
ipvé4:
dhcp: true
enabled: true

UTREREET —MLUXRED, SERAIE P tit, BRERIIESM Kb DNS :

interfaces:
- name: eth1
description: DHCP without gateway or DNS on eth1
type: ethernet
state: up
ipvé4:
dhcp: true
auto-gateway: false
auto-dns: false
enabled: true

18.3.6.4. DNS
TR BEENLXE DNS BELE,

interfaces:

dns-resolver:
config:
search:
- example.com
- example.org
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server:
-8.8.8.8

18.3.6.5. F A& H
LUF B 7E# O eth1 RECEFSE A S P,

interfaces:

- name: eth1

description: Static routing on eth1

type: ethernet

state: up

ipv4:
address:
-ip:192.0.2.251 @)
prefix-length: 24
enabled: true

routes:

config:

- destination: 198.51.100.0/24
metric: 150
next-hop-address: 192.0.2.1 9
next-hop-interface: eth1
table-id: 254

Q DAAKME OIS S P thilt,
g EREN T Bk, XNFE HUKEDSEN P it FR—DNFMEE,

18.4. %77 m ML B & H 1T s FEHERR
IR A NAEEEE R, NEKRAEEE, BIREE, XaEN TR

REXBEENLNA,

FEMEKRT EIROAR KB,

BT FF T 5 API BRS5 28 B .

18.4.1. XN A IEFABY T m LS E RIS EC B/ 1T EHERR

ERLhEd M AT RS ECEREE, WMEBENMEEPNT SMSRENAER. MRNA T FIERNEE,
18R] LA AR AT 7R B AT R R BERR FHE IE KRINEY 17 mR P25 SR,

EXRBIF, — Linux BFREEN B EI—NEHB =4 control plane 775 (master) FM=MTE (worker)
TRMRBIER, REEENA, EANER5IBT —MAERNED, EEHER, A AN NMState
HiR, AR LA F IE ARG & Sk 5 37 SR AL

AR
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1 QIR EN ARIER. UTRAIE ens01 B0 O T — Do 7 -

apiVersion: nmstate.io/vibetai
kind: NodeNetworkConfigurationPolicy
metadata:
name: ens01-bridge-testfail
spec:
desiredState:
interfaces:
- name: br1
description: Linux bridge with the wrong port
type: linux-bridge
state: up
ipvé4:
dhcp: true
enabled: true
bridge:
options:
stp:
enabled: false
port:
- name: ens01

I $ oc apply -f ens01-bridge-testfail.yaml

Fr =1

I nodenetworkconfigurationpolicy.nmstate.io/ens01-bridge-testfail created
2. BT S, RIESRBEADIRG

I $ oc get nncp

gyt T R ER BB SR L

it Bl
NAME STATUS
ens01-bridge-testfail FailedToConfigure

BE, NERBRTSHATKTEEME TRIAENTRFEPEE K,

3T RMAREUEEREER T R EREMIN, MRRERIAHNEDNTRFERM, XX
TAEETRENT REE, MRRBEMA T REEBER, XFRRAEETRE.

I $ oc get nnce

ot B R ERBRTERR A T R EER AR

i =B
NAME STATUS
control-plane-1.ens01-bridge-testfail FailedToConfigure
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control-plane-2.ens01-bridge-testfail
control-plane-3.ens01-bridge-testfail
compute-1.ens01-bridge-testfail
compute-2.ens01-bridge-testfail
compute-3.ens01-bridge-testfail

FailedToConfigure
FailedToConfigure
FailedToConfigure
FailedToConfigure
FailedToConfigure

4. BRERKIMRR —HEEOMES. UTHSERYLTIE jsonpath i Bk H4ER

$ oc get nnce compute-1.ens01-bridge-testfail -o jsonpath='{.status.conditions[?

I (@.type=="Failing")].message}'

XA RIBE-NMAWEHER, BHRIEEH brevity:

it Bl

error reconciling NodeNetworkConfigurationPolicy at desired state apply: , failed to execute
nmstatectl set --no-commit --timeout 480: 'exit status 1'"

libnmstate.error.NmstateVerificationError:

desired

name: br1
type: linux-bridge
state: up
bridge:
options:
group-forward-mask: 0
mac-ageing-time: 300
multicast-snooping: true
stp:
enabled: false
forward-delay: 15
hello-time: 2
max-age: 20
priority: 32768
port:
- name: ens01

description: Linux bridge with the wrong port

ipvé4:
address: []
auto-dns: true
auto-gateway: true
auto-routes: true
dhcp: true
enabled: true
ipv6:
enabled: false
mac-address: 01-23-45-67-89-AB
mtu: 1500

current

name: br1
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type: linux-bridge
state: up
bridge:
options:
group-forward-mask: 0
mac-ageing-time: 300
multicast-snooping: true
stp:
enabled: false
forward-delay: 15
hello-time: 2
max-age: 20
priority: 32768
port: []
description: Linux bridge with the wrong port
ipvé4:
address: []
auto-dns: true
auto-gateway: true
auto-routes: true
dhcp: true
enabled: true
ipv6:
enabled: false
mac-address: 01-23-45-67-89-AB
mtu: 1500

difference

--- desired
+++ current
@@ -13,8 +13,7 @@
hello-time: 2
max-age: 20
priority: 32768
- port:
- - name: ens01
+ port: []
description: Linux bridge with the wrong port
ipv4:
address: []
line 651, in _assert_interfaces_equal\n
current_state.interfaces[ifname],\nlibonmstate.error.NmstateVerificationError:

NmstateVerificationError 74 7 desired (HiEH)) RIZECE, REEET m_EBcurrent (XgE)
B) BB, HE=iiilT AERSHAMNdifference (FRA) . fEARAIS, Lt port @57
difference 4, XFRE&AHBIROEE R,

. BEBREWEE TR, 15K NodeNetworkState FEE—NHZE N 1T mIMGEEE, LTRSS
iR [E] control-plane-1 17 s HIRILSERE :

I $ oc get nns control-plane-1 -o yaml
B ERT R EREORTIRN ens1, BRWMKRIEERT ens01:
i Bl
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- ipv4:
name: ensi

state: up
type: ethernet

6. Wil A REGE E IR :

I $ oc edit nncp ens01-bridge-testfail

port:
- name: ensi

RIEFRIELUN AEIE,
7. RERBIRE, LIAREHERTHELR :

I $ oc get nncp

i =Bl
NAME STATUS
ens01-bridge-testfail SuccessfullyConfigured

HESHHNFE T R EERINECE T EH IR,
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319 E REESEESEHCIE

SRR eI ERE BB, MRREHTTP S HTTPS R, B LUB Sl A SR
Proxy X RN TEHFT & EFH install-config.yam| XA AREEIEIXE, ¥ OpenShift Container Platform Bg
B HEARIE

19.1. e R 214

o BEEHTENMILRFNAS, RAEXLESFHNEIMNEREEEESIRE, RIAER
T, FESHERSNHERENEEINRE, SFENEEEHNTHNTE AP BHR, RIEH
HREN KM RGEY, MAREMANTENE. BERE, FHRRME Proxy X R
spec.noProxy FE&R&T IR AR 55 2%

—

Proxy ¥} status.noProxy = & i Fi 4R EC iE A Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #0
networking.serviceNetwork[] FE&HEIET,

X F1E Amazon Web Services(AWS), Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X5
status.noProxy F Bt &8 F SE 5l st BRI B 75(169.254.169.254),

-

19.2. J5 FASRREE BCE

Proxy N RAFEEEREREONRIE, NMRELEIANEHINEEERENRIE, N Proxy N RIME%E
M, EEeaB—1ZH spec, filiN :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

SRS G A LUBIIESGX A cluster Proxy X & EBLE OpenShift Container Platform BIfCEE,

% E,E
: R4 cluster B Proxy X%, BEITEQRAARNE,

SeRFMH
o SEEHEONR

o B &% OpenShift Container Platformoc CLI TE

Pt =
1. BIBEESRIE HTTPS EEFTFEIZIS CA IEHH ConfigMap.
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MRKENFMIUEPHRE RHCOS FAEMAEHIMANITESR, ERTLBkTX—
&,

a. FIALUTAREA, QIE—14%H user-ca-bundle.yaml B934, FiR# PEM ZRiDIEHAIE

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> g
kind: ConfigMap
metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

XN EAE i 68 45 ca-bundle.crt.
—NEZ D PEM 4RIGHY X509 iEF, FRANREBMEMDIETESR,
ZE M Proxy X &R5| A/ ConfigMap % #R,

- -

ConfigMap W 711E openshift-config @4 22 (8] &,

b. MIEIZHAIE ConfigMap :

I $ oc create -f user-ca-bundle.yaml
2. {1 oc edit fp TR Proxy X4 :
I $ oc edit proxy/cluster
3. WREEEBEAR&ENFE :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: http://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
- https://www.google.com
trustedCA:
name: user-ca-bundle 9

@ FTOEREEA HTTP MR URL. URL &/12 hitp.
@ FTOURERN HTTPS EEMRIE URL,
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© ThmrEMBEE. & 1P i sHMmmNL% CIDR KESHMEIIE,
TEEETE N . ECEFi, 5120 : .y.com LA x.y.com, {BREHE y.com, {FEFH * aI%f
FrE Bt sLd FERE, MRET BT RS EEREREF
networking.machineNetwork[].cidr FEX € X B9 worker, &GS 1ARMEILLTIFR S,
LARR 1k 32 45 [n] @,
INRKKXE httpProxy 5 httpsProxy FE%, |t FR R 28K,

Q % httpProxy #0 httpsProxy [EEHAEZ /], MUTHAEREN ZEEAN—IHZS MR
4488 URL.

6 3| openshift-config #3422 [A| b #) ConfigMap, EE&RIE HTTPS EEmMEMNEIS CA

IEH, FE ConfigMap B4 FHE, RETHRAEXESIAE, KFRELHEN, RIEN
B HBIEFHER RHCOS FEMIF ML MR,

4. REFEXXMHLAGRZ £,

19.3. MIEREEF S H A IRAR 5525
cluster Proxy ¥ §REE M. TMERHRAIZ, I Proxy X RMFTE spec FE,

FRFM
o SEEHEONR

e B% % OpenShift Container Platformoc CLI T&

i =
1. {#F8 oc edit fn S FIEHLIE :

I $ oc edit proxy/cluster

2. Bk Proxy X REIFTE spec FE&. 0 :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec: {}
status: {}

3. RAFSTHEAERR AT A,
HAth THIR
o Efft CAMRHMED

=

o KRIEBIFPEHEENL
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5 20 E BELERE X PKI

BETLGHM, 0 Web #2HlEA, EM Routes &S, BoEEHRMAMHMILEPESHERE, MRERE
RRE B E RN (PKI), SRS EEENEREP IS EREERR CAILEH,

&R LUE Proxy APHRINEESEEBI RIS CAIET, BUATE RS R SZ T HUTICRIE,

o TEZFFEH, BESESLHENE, RFEE install-config.yaml X4+ H
additionalTrustBundle % EAHE L FABEZEHB CA IEF,
RERFEME N user-ca-bundle B ConfigMap, HEASEEE LMD CAEF, A
&, Cluster Network Operator & fi|# trusted-ca-bundle ConfigMap, J$iXRZES Red Hat
Enterprise Linux CoreOS (RHCOS) S B EFH, Proxy X KH trustedCA FE hth x5
Itt ConfigMap,

o TZEE{THT, BTN default Proxy ¥R, HEGESEMELZRA CAILLT (REREREAIERM

—HR) . XS ROBAESEEFNEENIEES CAIETH ConfigMap, #AMEfE M trustedCA
Bl AR % AU T # ConfigMap 18TV ERAR 525 THIR,

p= )1

REEFECER additionalTrustBundle FE&F proxy HTIRM trustedCA FEX# AR E IR
ERSEEE RIS A, EREEN&(# A additionalTrustBundle , H 1Tz T {FEHANKIE
HtrustedCA,

trustedCA FEREX O SRR HAGFERMNE E UEBFEHN B ConfigMap FI5|F.

20.1. ERE N IRPEEEESTRHNE

SRR RERIBABE R R EER, MERMEHTTP X HTTPS 3, &7 LIET 7E install-
config.yaml XHHEERIEIZE, FHH OpenShift Container Platform B ECE 7 A,

SeRFMH

o BH—/IIAEH install-config.yaml 3 {5,

o MRETEBIFZVINMNIER, HFRESSEELSINRE, MNBERTRIEMERHLORE,
SIENEE S HNE API AR, SEE ML RARINE Proxy % §B) spec.noProxy F &k 5i
K,

Proxy X/ 4 status.noProxy FE& {5 i R&L AL E Y
networking.machineNetwork[].cidr. networking.clusterNetwork[].cidr #0
networking.serviceNetwork[] FE&HIEIETE,

X FTE Amazon Web Services(AWS), Google Cloud Platform(GCP). Microsoft
Azure #1 Red Hat OpenStack Platform(RHOSP)_E %245, Proxy X5
status.noProxy F Bt &8 F SE 5l o iR iR sIE 75(169.254.169.254),

1. 44% install-config.yaml SX4FHRIMAREXE, B0

I apiVersion: v1
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../networking/configuring-a-custom-pki.xml#installation-configure-proxy_configuring-a-custom-pki
../networking/configuring-a-custom-pki.xml#nw-proxy-configure-object_configuring-a-custom-pki

20 E BEAE X PKI

baseDomain: my.domain.com

proxy:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com e

additionalTrustBundle: | €}

FAFOIRERHA HTTP iE#EIRIE URL, URL %72 http,
FAFOIRERN HTTPS HEEMAIE URL,
EHREREBERNBIREA. 1P ik sk HEthf%% CIDR HESHFRIIR, FEEETEMN . J L

CEgFisk, 540 : .y.com [CEZ x.y.com, {ERMCE y.com, {FFH * it piA BHHIHBK
EEO

O 000

IR, REFEFSTE openshift-config fp & 28 HIH 4K %M user-ca- bundle FIFT & bR
BT SRIREFINMI CAIEP, INREIRHt additionalTrustBundle F1E L —NMCEILE, N
Proxy X R ECE N 5| trustedCA FEXHH user-ca-bundle EZEMRSS, A

&, Cluster Network Operator &0/ — trusted-ca-bundle EZ B S, ZECBEMEHT N
trustedCA SHIEEHNAAB S RHCOS S 24&F. additionalTrustBundle %2
TN, RIEFREBNEMIETHEHB RHCOS SEMBHMA M EL,

A=
Y REEFTXZHFRIEDN readinessEndpoints F .,

2. REFIZXME, FEZRE OpenShift Container Platform B 51,

LRERFERUE—NEN cluster WEESERNIE, ZAEBFERRMEN install-config.yaml ST EIHREE
WiE, INREFRHAEBLE, MARUE— cluster Proxy ¥R, HERE—1Z spec.

% .
R LN cluster B Proxy ©R, BEECIEFTHNHRIE,

20.2. HASKESEHENE

Proxy MR A FEEEISEREONRIE, NMRELEIANEHINEEERENRIE, Nl Proxy N RIME%
M, BEEeB—1ZH spec, filiN :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: ""

status:
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SREIE G A LU EHBUX A cluster Proxy X 3RELE OpenShift Container Platform BI{SIE,

ﬁ -
A R4 cluster B Proxy X%, BEITEQRAARNE,

SeRFMH
o SEEMEOANR

o B &% OpenShift Container Platformoc CLI TE

itz
1. BIBEESRIE HTTPS EEFTFEIZISN CA IEH R ConfigMap,

MRKENFMIUEPHRE RHCOS FEMAIHIMANITESR, ERTLBkTIX—
&,

-

a. FIALUTAREA, QIE—14% ) user-ca-bundle.yaml B934, FiR# PEM ZRiDIEHAIE

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> 9
kind: ConfigMap
metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

ﬂ XA EAERE W len 4N ca-bundle.crt,
@ S PEMGHHK X509 IS, FARNRIEBHSHIEHEL,
© =M Proxy WKR3IMAE ConfigMap &

Q ConfigMap %7 1E openshift-config 4 22 8] 4,

b. MILZHAIE ConfigMap :

I $ oc create -f user-ca-bundle.yaml
2. {4 oc edit p H1ETA Proxy X4 :
I $ oc edit proxy/cluster
3. WREEEBEAR&ENFE :

apiVersion: config.openshift.io/v1
kind: Proxy
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metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: http://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
- https://www.google.com
trustedCA:
name: user-ca-bundle 6

FAFOIRERHA HTTP 1 E#ERIE URL, URL %72 http,
FAFOIRERN HTTPS HEEMAIE URL,

-

SHMRARENBINEA, . IP ik HEtR%% CIDR BES 2 FRIIR,

TESERIME AN . SRACES Fi%, 5040 : .y.com TEE x.y.com, {E7R[ILES y.com, fHEFE * &A%
iE Bt sLI AR E, RET BT RS EEREREF
networking.machineNetwork[].cidr FEX & X B9 worker, &GS IARRMEILLTIFR S,
LARA 1E 7% 42 m] ¥,

INRKKXE httpProxy 5 httpsProxy FE%, It FR R4 28K,

Q ¥ httpProxy #1 httpsProxy [EEHIREZ A, HITMEEREN EFERMN—PRSNER
4488 URL,

© 5! openshift-config ® & 22 F| i ConfigMap, HBERIE HTTPS LA HBIAIS CA
iEf, FE ConfigMap MIBAFE, REFTEXESI A, LFEREVEN, RIEL
EBREDIE B HERB RHCOS EEMMBE M A NILZE A,

4. REFEXMHLAGRRZ £,

20.3. £ OPERATOR #4TiEiE A

EENBEE L CAUEFBiT ConfigMap ARINEIEEEH /G, Cluster Network Operator &5 F F iRt RYIE
FHRG CAIEBEHERE—MHEIH, FHEEFHFMIRIEENEREEMI D 5FE AR Operator,

Operator B 8B — N B LLFIRZERIZE ConfigMap RiEKIELEA -
I config.openshift.io/inject-trusted-cabundle="true"
72 ConfigMap BRI :

apiVersion: vi
data: {}
kind: ConfigMap
metadata:
labels:
config.openshift.io/inject-trusted-cabundle: "true"
name: ca-inject
namespace: apache
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ﬂ $EEZ ConfigMap &R,
Operator ;X4 ConfigMap ##H B B2 A S EF M .

HATE Red Hat Enterprise Linux CoreOS (RHCOS) SRR BB LN T EE
AINEEH9 CAIEH,

IEFBFEARNIRTF Operator, X# A config.openshift.io/inject-trusted-cabundle=truet7ic. (label) £
E—/NZ2M ConfigMap B, Cluster Network Operator&Esap & 22 [BE AL

ConfigMap AT LA BB IE (A& R 22 (E fh, B ConfigMap X FE W BHHIFERE XL CA B pod HiNE
Mg, B0 -

apiVersion: apps/v1
kind: Deployment
metadata:
name: my-example-custom-ca-deployment
namespace: my-example-custom-ca-ns
spec:

spec:

containers:
- name: my-container-that-needs-custom-ca
volumeMounts:
- name: trusted-ca
mountPath: /etc/pki/ca-trust/extracted/pem
readOnly: true
volumes:
- name: trusted-ca
configMap:
name: trusted-ca
items:
- key: ca-bundle.crt ﬂ

path: tls-ca-bundle.pem g

Q CA-bundle.crt ZEFy ConfigMap B4,

Q TLS-ca-bundle.pem EE £ ConfigMap BIEEE.

286



% 213 RHOSP fi#igfh

2 21 Z RHOSP 11 #1591

21.1. {7 A KURYR SDN B9 OCTAVIA OVN 11 #3914 25 4t N B 3K 51

INRIZBY OpenShift Container Platform EEEE R Kuryr, HFLREEBEFHHE RHOSP 16 #) Red Hat
OpenStack Platform (RHOSP) 13 =k, fERILUSHEEE N{EM Octavia OVN N IR EHTERE

BF

RN EREIRFRE, Kuryr RBRINENNEISESR. XINTBER E— L
Il

FeRFMH

o L% RHOSP CLI openstack,
e B %% OpenShift Container Platform CLI (o¢).
e I%1F RHOSP E Octavia OVN M2 2 &/ A
R’
ZEHE A Octavia Wehi2FFIZKR, EEBHITHHIA openstack loadbalancer provider list,
W HYH H A2 TR ovn Kz,
iz
8 Octavia Amphora #tN EIREIEXH Octavia OVN:
1. $T7F kuryr-config ConfigMap, #Ef5{THIZTT :
I $ oc -n openshift-kuryr edit cm kuryr-config

2. 7£ ConfigMap 7, fHlBRE& % kuryr-octavia-provider: default #9717, 5140 :

kind: ConfigMap
metadata:
annotations:
networkoperator.openshift.io/kuryr-octavia-provider: default ﬂ

Q@ MRix—1T. EREKERER, FHHE ovn (A,

Z%F Cluster Network Operator f:M1EHEFEE kuryr-controller #1 kuryr-cni pod, X FI8E
FENDH,

3. 451 kuryr-config ConfigMap =& A ovn fFHHE, EHSITHIZIT :

I $ oc -n openshift-kuryr edit cm kuryr-config
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ovn N EESERIHF R

kind: ConfigMap
metadata:
annotations:
networkoperator.openshift.io/kuryr-octavia-provider: ovn

4. 3F RHOSP EEEEH 0B H Mt ss,

a. EMEITHIZIT :
I $ openstack loadbalancer list | grep amphora

At & B R—4 Amphora fi#¥9%785, 5130

a4db683b-2b7b-4988-a582-c39daaad7981 | ostest-7mbj6-kuryr-api-loadbalancer |
84c99c906edd475ba19478a9a6690efd | 172.30.0.1 | ACTIVE | amphora

b. I AL THALEL ovn M EIHAIS
I $ openstack loadbalancer list | grep ovn
IR ovn KB Ei3aEas, Hia0

2dffe783-98ae-4048-98d0-32aa684664cc | openshift-apiserver-operator/metrics |

84c99c906edd475ba19478a9a6690efd | 172.30.167.119 | ACTIVE | ovn
0b1b2193-251f-4243-af39-2f99b29d18c5 | openshift-etcd/etcd |
84c99c906edd475ba19478a9a6690efd | 172.30.143.226 | ACTIVE | ovn
f05b07fc-01b7-4673-bd4d-adaa4391458e | openshift-dns-operator/metrics |
84c99c906edd475ba19478a9a6690efd | 172.30.152.27 | ACTIVE | ovn

21.2. £ OCTAVIA H N ARFERET BER

1 Red Hat OpenStack Platform (RHOSP) _Eiz1TH) OpenShift Container Platform &8 T LA A
Octavia MEHERFZESNEMN (VM) S5F5) 1P it RIS EHRE. IXNIhEER A T 2 —#Hl 23kt
4 R ARSI,

INRIBHIEELE A Kuryr, Cluster Network Operator TEEBERS G| — 1 HWER Octavia M EH 2R, &
B LA A I 7 B 2Rt AT N R R R4S R

INREHEFEEAFERA Kuryr, NFEQEBESH Octavia MEHESRNERTFNAREFMET R.

21.2.1. {1/ Octavia  BE &

MRBMEASD AP M EEE R, HERBKEMEM Kuryr, H0E— Octavia MEIFESR, REEE
SHERT.

FRFM

® Octavia SIETEEH Red Hat OpenStack Platform (RHOSP) EEr,
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. TESSITHOE—NMER Amphora 52 FEH Octavia 1 #H19%Ei25 :

$ openstack loadbalancer create --name API_OCP_CLUSTER --vip-subnet-id
<id_of worker_vms_subnet>

ALMER B 2N & T m A2 API_OCP_CLUSTER,

. ESESEKERE, AIRRIFRER

$ openstack loadbalancer listener create --name API_OCP_CLUSTER_6443 --protocol
HTTPS--protocol-port 6443 API_OCP_CLUSTER

==
ERENBHERIRE, EHA openstack loadbalancer list,

. QB NMERREEERN, HFERTRIGEHEAN
$ openstack loadbalancer pool create --name API_OCP_CLUSTER_pool_6443 --Ib-

algorithm ROUND_ROBIN --session-persistence type=<source_|P_address> --listener
API_OCP_CLUSTER_6443 --protocol HTTPS

. MBI control plane #2331, AIE—MEREILIESS

$ openstack loadbalancer healthmonitor create --delay 5 --max-retries 4 --timeout 10 --type
TCP API_OCP_CLUSTER_pool_6443

. f¥ control plane HL2&84F 7 1 39 85 B BK 17480 -

$ for SERVER in $(MASTER-0-IP MASTER-1-IP MASTER-2-IP)
do
openstack loadbalancer member create --address $SERVER --protocol-port 6443
API_OCP_CLUSTER_pool_6443
done

CEIE : BESHRER APEH P i, BUEEEE :
I $ openstack floating ip unset $API_FIP
. MO G SRR VIP RINRIZER APL_FIP 5k —/N3rithil :

$ openstack floating ip set --port $(openstack loadbalancer show -c <vip_port_id> -f value
API_OCP_CLUSTER) $API_FIP

R EEREINIE 8 Octavia 11T 71 2 147,
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pa -

#NR Kuryr A Octavia Amphora REN2R, NIFFAREERE #1 Amphora EIHL
(VM) B&H.,

EANER XN R OB EM N H AR, XA RER I

21.2.2. 3817 Octavia ¥ REFH Kuryr FI5EE
INREHIEBEFEE Kuryr, SEEH AP ZD) IP #illt 515 FIER Octavia 71 #i39#8348 KL,

FRFH

® OpenShift Container Platform &£ F Kuryr,

e Octavia SETEEM Red Hat OpenStack Platform (RHOSP) EEr,
iz
1 A EESTH, T EFERER APUEE IP HItEUERETE -
I $ openstack floating ip unset $API_FIP
2. RN TEISE SR VIP ARINKIXER API_FIP s— M3l

$ openstack floating ip set --port $(openstack loadbalancer show -c <vip_port_id> -f value
${OCP_CLUSTER]}-kuryr-api-loadbalancer) $API_FIP

R EERFINIE 8 Octavia 11T 71 2 L4,

#NR Kuryr A Octavia Amphora RENeR, NIFFAREEREX #1 Amphora EIHL
(VM) E&H.,

R E S X TR O R A 7 IR, XA RE RS,
21.3. {1 RHOSP OCTAVIA N AL EY B
&R LAME A Octavia M EAE 2Rk BFEA Kuryr FEEEH B Ingress 1425,

FRFEH

® OpenShift Container Platform &£/ F Kuryr,

e Octavia AT HFEH RHOSP &8 E&.,

it

S

1. EEHHAINNESKEERS, ERSTHHEA

I $ oc -n openshift-ingress get svc router-internal-default -o yaml > external_router.yaml
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% 213 RHOSP fi#igfh

2. 7£ external_router.yaml X4/, ¥ metadata.name #l spec. type #J{E{ 7y LoadBalancer.

% 43 3 = B

apiVersion: vi
kind: Service
metadata:
labels:
ingresscontroller.operator.openshift.io/owning-ingresscontroller: default
name: router-external-default
namespace: openshift-ingress
spec:
ports:
- name: http
port: 80
protocol: TCP
targetPort: http
- name: https
port: 443
protocol: TCP
targetPort: https
- name: metrics
port: 1936
protocol: TCP
targetPort: 1936
selector:
ingresscontroller.operator.openshift.io/deployment-ingresscontroller: default
sessionAffinity: None
type: LoadBalancer g

ﬂ MR EEE# R, 90 router-external-default,

Q i EiXME = LoadBalancer,

]

% E,
, 10T LA BR & 7 3 39 48 R BN (R B AN B AR5 R
1. E&S1TH, M external_router.yaml 4GRS -
I $ oc apply -f external_router.yaml

2. WIEARSSEOAER IP it BB 5 5 M Hi35 %25 K HK8Y IP it 48R :
a. EMHITHRRRSSHISED 1P il

I $ oc -n openshift-ingress get svc
it Bl

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE
router-external-default LoadBalancer 172.30.235.33 10.46.22.161
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80:30112/TCP,443:32359/TCP,1936:30317/TCP 3m38s
router-internal-default ClusterlP 172.30.115.123 <none>
80/TCP,443/TCP,1936/TCP 22h

b. 13 M EEIR0 P it :

I $ openstack loadbalancer list | grep router-external

i th o Bl

| 21bf6afe-b498-4a16-a958-3229e83c002¢ | openshift-ingress/router-external-default |
66f3816acf1b431691b8d132cc9d793c | 172.30.235.33 | ACTIVE | octavia |

c. WAEEIERIEBYS TRAPIKENA it R B EF D) IP SIRAEE XK

I $ openstack floating ip list | grep 172.30.235.33
it B

| 2f80e97-8266-4b69-8636-e58bacf1879e | 10.46.22.161 | 172.30.235.33 | 655e7122-
806a-4e0a-a104-220c6e17bdab | a565e55a-99e7-4d15-b4df-f9d7ee8c9deb |
66f3816acf1b431691b8d132cc9d793c |

HITE, &= LA EXTERNAL-IP {H{E N#THI A O et

#NR Kuryr A Octavia Amphora JX5hF2R, NIFTEREER @ H 4 Amphora EHIHL
(VM) B&H,

EANER XN R OB EM N B, XA RER I

21.4. BEEEANER 1 Ei i s

& A LAFE Red Hat OpenStack Platform (RHOSP) _LEZ& OpenShift Container Platform 5%, {FHfE
FAAER 9 2R R R B RO M B9 25,

FeREZ M
o EMMMEMESRTD, RATHWMERIFEMERKO 6443, 443 #1 80 B TCP,

e I8 control plane 77 s[A] A B3I API im0 6443,
o ERTAIET R FMEFENAERFIRO 443 1 80,
o HEMEFMEERD, BT HTHIRM ignition BhEBEMNIKDO 22623 TAEERANT,
o MM EIDEER W INBENS T N ERBERM B AN, RITLLUIRIMNAESE -
o REERMINBIERERINZEF M,
o FHE3) IP kR HNEI6E A 1 HafERAIML2E.
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S

% 213 RHOSP fi#igfh

ff

L=

1. 7EiRO 6443, 443 1 80 A5 FI M i #3981 25 17 M £ B¥BUTHEE,
f5lan, 1HERLL HAProxy BLiE :

HAProxy Boi&~fl

listen my-cluster-api-6443
bind 0.0.0.0:6443
mode tcp
balance roundrobin
server my-cluster-master-2 192.0.2.2:6443 check
server my-cluster-master-0 192.0.2.3:6443 check
server my-cluster-master-1 192.0.2.1:6443 check
listenmy-cluster-apps-443
bind 0.0.0.0:443
mode tcp
balance roundrobin
server my-cluster-worker-0 192.0.2.6:443 check
server my-cluster-worker-1 192.0.2.5:443 check
server my-cluster-worker-2 192.0.2.4:443 check
listenmy-cluster-apps-80
bind 0.0.0.0:80
mode tcp
balance roundrobin
server my-cluster-worker-0 192.0.2.7:80 check
server my-cluster-worker-1 192.0.2.9:80 check
server my-cluster-worker-2 192.0.2.8:80 check

2. 15 8% API B9 DNS BRSS BN INIC SR, FHEMEHSESS LN AICE. fl -

<load_balancer_ip_address> api.<cluster_name>.<base_domain>
<load_balancer_ip_address> apps.<cluster_name>.<base_domain>

3. EMSITHER curl BIEAER 71 392570 DNS BB R B IEE 1217,
a. WIFER API 2B T LU -

I $ curl https://<loadbalancer_ip_address>:6443/version --insecure

INRECELER, MRUE) JSON KT RBIAFRL

"major": "1",

"minor": "11+",

"gitVersion": "v1.11.0+ad103ed",
"gitCommit™: "ad103ed",
"gitTreeState": "clean”,

"buildDate": "2019-01-09T06:44:10Z",
"goVersion": "go1.10.3",

"compiler": "gc",

"platform™: "linux/amd64"
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b. HWEERFN ARFEE LA -

ﬁ

T=
1ZIA BT LLTE Web %5 259 #T FF OpenShift Container Platform 24 & e 35E
N FAFE B AT 17 R 14

$ curl http://console-openshift-console.apps.<cluster_name>.<base_domain> -1 -L --
insecure

RECEIEM, EBSWEIHTTP L :

HTTP/1.1 302 Found

content-length: 0

location: https://console-openshift-console.apps.<cluster-name>.<base domain>/
cache-control: no-cacheHTTP/1.1 200 OK

referrer-policy: strict-origin-when-cross-origin

set-cookie: csrf-
token=39Ho0ZgztDnzjJkg/JuLIMeoKNXIfiVv2YgZc09c3TBOBU4NI6kDXadH1LdicNhN1UsQ
Wzon4Dor9GWGfopaTEQ==; Path=/; Secure

x-content-type-options: nosniff

x-dns-prefetch-control: off

x-frame-options: DENY

x-xss-protection: 1; mode=block

date: Tue, 17 Nov 2020 08:42:10 GMT

content-type: text/html; charset=utf-8

set-cookie:
1€2670d92730b515ce3a1bb65dad45062=9b714eb87e93cf34853e87a92d6894be; path=/;
HttpOnly; Secure; SameSite=None

cache-control: private



8B 22 T {FRBEOIEIRS RZH K

5 22 & | YO IR S M4SN KB

22.1. FF =R ORI S R4S M I KER

“REESEORTARBN, HTHRABES RN ZIOLENERREHTILE, F2BE-—1AEX
eflitTa k.

RAFREIRREEED, EFREEEONRKRME, XERAEMEONZATHN, BMRRMNT =%
O, NRMEGERXANER, EAUEREDZMRENIHARRERSTRNED,

ERMZJHFEOR, elNEFBURTRMENNF, TRNZJHEOTERETARNMNG, FTRATF
TEBER,

ﬁLﬁFﬁ pod_network_name_info, BILUERAIRIAEORBNENME SR BYRINEIR. X, e
AREIIR, FAREBEORBRINBEENES,

2% 25 B (F 4 < B9 NetworkAttachmentDefinition 2 £, ZEMRITERAFX S TRRELEHIHRE
WM&, Hlan, BFARMLESFERTER CNI B ERE OB AR E AT,

22.1.1. MR IRSF IR
LGB T A IR R IR FH & 1 5 M 4548 X BOIE B SR A R 4 4
kubelet B4 &% T 18RI LA R BRI M 24 4B KI81R. iXLIEINZ -
e container_network_receive_bytes_total
e container_network_receive_errors_total
e container_network_receive_packets_total
e container_network_receive_packets_dropped_total
e container_network_transmit_bytes_total
e container_network_transmit_errors_total
e container_network_transmit_packets_total
e container_network_transmit_packets_dropped_total
IXEEAE PR IR S 1 -
® Pod &#fR
e Pod fp & ZE[H
e EMOAM (Lbi0 etho)

IXEEARHRAE N Pod ININFTEO Z AT (Fla0&E Multus ) AIAERE I, ERMTHEORE, TEEREH
pHIPEEEMEZRYN avE. g /NN

interface IRZZIEMFEOAMN, BEFNEEONFRARTL. BAZITREONERT, TETHER
R RAT AR,

HIEBI AT #89 pod_network_name_info BJ LS B AR X AN ]/,
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22.1.2. T A ML LRI IR

Itk daemonset % #i—*> pod_network_name_info {55, EEHE N 0

pod_network_name_info{interface="net0",namespace="namespacename"”,network_name="nadname
space/firstNAD",pod="podname"} 0

A3 Multus FTZRRINBDE AR E B M BRI S . ©EMAEMIINE LFrEar & 22 FAEEE, N ERLZSHNE
R&:EY 1N

IR A B REREESHE, B5MLKHEXM container_network * I5tr—i R, TLUNZEML%
B R IR IR R T

FEARLLLTH promgl Hifgh, AILURERS & X/MERIFTIETR, LAKRM k8s.v1.cni.cncf.io/networks-
status JEf# R0 RIIMLE LR

(container_network_receive_bytes_total) + on(namespace,pod,interface) group_left(network_name) (
pod_network_name_info )

(container_network_receive_errors_total) + on(namespace,pod,interface) group_left(network_name) (
pod_network_name_info )

(container_network_receive_packets_total) + on(namespace,pod,interface)
group_left(network_name) ( pod_network_name_info )
(container_network_receive_packets_dropped_total) + on(hamespace,pod,interface)
group_left(network_name) ( pod_network_name_info )

(container_network_transmit_bytes_total) + on(namespace,pod,interface) group_left(network_name)
pod_network_name_info )

container_network_transmit_errors_total) + on(namespace,pod,interface) group_left(network_name)
pod_network_name_info )

container_network_transmit_packets_total) + on(hamespace,pod,interface)
group_left(network_name) ( pod_network_name_info )
(container_network_transmit_packets_dropped_total) + on(namespace,pod,interface)
group_left(network_name)

—~ o~~~
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