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FN1E REGFREB®
&% OpenShift Container Platform &, SREEEGALIEEMBE LA TAHME -
o #l2

o K&

“iis

* TR
o L%
o TEfif
e AF
o ERAMBA

1L TR ERRERERES
ERHEE A AT FRERREES -

o FLEIRERLIINEE : Machine Config Operator(MCO)EE MachineConfig X5, &I EA
MCO, fETLIFE OpenShift Container Platform B HUTLU TR -

o {#F MachineConfig X RECE 17 =
o EZE MCO HXMBE LHR

o MIEEEIIEE : FNEBRTER, EILUE OpenShift Container Platform S8 F EINRERIED
BRI, XL aE

o %E{R registry

o MKECE

o HFIEITH

o AFSMRHRER

o etcd BLiE

o fERH B LULIE TR %
o LHtNEFEILER

o MEMNMEEBENTLE : BANERT, REREFMFEAATFH DNS Mik=iE S OpenShift
Container Platform, IREHFEEREREEMAEIMLS IR, HFUTHEEE ST :

o DNS
o Ingress Controller

o APl Server
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/post-installation_configuration/#configuring-private-cluster

B15E REERRERD

PUTT RI2E - BUAERT, OpenShift Container Platform {8 Red Hat Enterprise Linux
CoreOS(RHCOS) it &2, ENEEHEBIER, EHILUERA OpenShift Container Platform &2
FREALER T LU IR -

o NINANMIERITEHL2R

o N RININFIMBRTS AR

o MEENTRAMEA pod HE

o HRREEES

BLBEMZS @ ¥k OpenShift Container Platform &, fENERBEEN, EAUBRBUTHEA :
o KHAORE

o i i ARRSSEH

o [MLERME

o JERKREHNRE

ERF  BANERT, BRERENFESRInN At EERzT, i EEE— D EaRER
#l, FELEBIREF AR KAFERE, ETUERUTAEZ —RER

o HARERF : EALLEILE LMORBEH TR NFE (SEEMEITN) WEHEEEDNTR
HEEFE.

o BAME : EREER TSR Kubernetes 1 A B L i & FhiL HRBHELILT, 5
Bl R B,

FEE R @ OAuth VR SRERVFR X B 51T API 550, FNREEIEA, EALUERE
OAuth LIMEE SRR, HRETAGMNY;FEZREISRE LFHNBEIBF, FHM OperatorHub
L% Operator,

EHERAEN : FNEBEER, ETLUM Web #HIE 8 Alerting Ul RERIAE B A Z4R,
84T LARF OpenShift Container Platform ECE NEA SRS F LB, UETREREE
HEZE [,
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H2EMRENBER

L% OpenShift Container Platform k4 4.7 &85, ErLUEEXEZOHGLZE NFAE.

21 X TFREEE

FINER T, OpenShift Container Platform #%i& & A FARI AFF Ui [A]#) DNS #lifR. EEPEREEE,
AT LU DNS,  Ingress Controller #1 API lRZ5 85 X B NFLE,

DNS

NRELERFESWEMZEF E&RE OpenShift Container Platform, RERFARETLFENAHK
ROIEICR, FETENBERTHEREECH DNS BftIE— AR, EARRMAERXH, R&EE
FFsifeEEh *.apps 1 Ingress X R OIE DNS &8, F 7 API RF2:01E api,

REMFAEXFE *apps iLKEERD, HIHEMBRAEXE, AR NWERTEMZMHTE DNS ##
#o

Ingress Controller
BT RO Ingress X RZF AN ROES, FAIUNEHIESREERERMNS, HEEALFMA, &
AT LAFFERIA Ingress Controller Ei#ft PRI 25,

APl Server
KINBERT, REREFN AP RSS20 E LML 9% 2%, HRIMHMASREER,

1E Amazon Web Services (AWS) £, €950/ IIHAHXIFAE M EHEsE, NFEEREEXRERE
B, —ARRAZHFE— NN, AFEEERNBERNREO, RAREREFRIE AP RSHZE KRB0
B e eR, BEEAFATEENET 1], REERGEEN AP RSB H], EaIUFiHER
S oSSR, NTARKMELESR, TEITHIHO 6443, FIRIE readyz IREEE HTTPS BT

BERE,

£ Google Cloud Platform £, &8E— M AE%ESRKEENIBINL APIRE, RLELTFEEHRMAE
YR,

1E Microsoft Azure £, SOIBAHXIMFIE MM es. B2, BHTYRISEHEINIRS], ENINIEFAEERE
R B 9 25,

2.2. 55 DNS H & NFAE

HEBEEERE, B LUENE DNS FERFRLERX,

it =
1. AEEERH DNS BE LHIR

I $ oc get dnses.config.openshift.io/cluster -o yaml
i Bl

apiVersion: config.openshift.io/v1

kind: DNS

metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster

10



resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec HABE— M RERXN—IPMAHK,

2. {&+ DNS BE L HIRUMBRAFK

B2ERKERAERNH

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":

null}}’
dns.config.openshift.io/cluster patched

E 4 Ingress Controller 7| Ingress *f fIf=5%E DNS E X, FibHEAIEKIEX Ingress

MRE, RROEBBFICE,

BT
TEMIBRA T XES, A Ingress X &R B DNS 1L R AR IER,

3. Hik : EEKRH DNS BE IR, FHHILEMRAHKK :

I $ oc get dnses.config.openshift.io/cluster -o yaml
i Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int

kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned

status: {}

2.3. /9 INGRESS CONTROLLER & & NFAHE

1
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EEEEHE, TALUEBRHE Ingress Controller HRFERAFMEX,

ik S
1. {82 EKIA Ingress Controller, fEE(ERMERIRHS :

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

i tH 7 B

ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

fHiER/A L DNS &8, HEHFABEXEKEB.

2.4. % API fRS5 2RI NFLAE

IFEREEREE] Amazon Web Services (AWS) 3§ Microsoft Azure J§, FILLEHEE API RSS2, FHR
FEELERX,

FRFM

e L% OpenShift CLI (oc) o

o FREHR admin H R EFHE web =514,

it =
1. 1£ AWS =% Azure B9 web [T S#RHI G, HATLUTRME
a. FEIFHMPRIE X B 1 HtG B R A4

o XF AWS, MBRAERT Hii5%ER. FABXB) APIDNS KB EERRE M 5%, BfF
RERNEE, RILETHERREENEIGES.

o XIF Azure, MR EIDEZRH api-internal FL,
b. EAHX AR api.$clustername.$yourdomain DNS £ H.,

2. fHIERANER 7 D E 25

12



B2ERKERAERNH

BF

RN RERFEAREMEN (IP) £RHUTUUTH R, MFR A E&rER
ZRHE (UP) &R8%, B FEhHRRsNR AR 1 Hita 25,

a. AR I HERFES

I $ oc get machine -n openshift-machine-api

=1
NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

ELLTH A, (8K control plane Hl3% (ZFFHEE master B9H128)
b. ME® control plane #2835 BRAER 1 Hi¥9 725,
i. YmlE control plane Machine X &R LAFS RN A 2B 1 H €23 R05 | F -

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ

ﬂ 18 E EIEAM control plane 8% master Machine X7 R &R,

i MRS A ER 1 B D EERE1T (EATRAIREHINIC) , REFRH RS :

spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

ii. X EF#APEE master WENMSRES X MNTIE,

13
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B3 E REEISREES

B EFEE B OpenShift Container Platform 7 m _EiZ{THIRIERSE, X S35 B L& I [A] BR 55 H91%
B, AIIRZSHESIEURENARBERE.

BT —LERETRINAES, BiT BB N Machine Config Operator EI2H) MachineConfig X5, & LUK
OpenShift Container Platform 77 s L BIRIERFHA T RS HE L,

AT RHES N T 40418 A Machine Config Operator BIZHAETE OpenShift Container Platform i m L
BB IRVERBITNEE,

3.1. 7 MACHINE CONFIG OPERATOR

3.1.1. Machine Config Operator

A&
Machine Congig Operator B H N AERRERANBRZTHNNEENEH, SIEARLH kubelet 2
[F BT A EC B A E#.

BUANEH -
e machine-config-server : I AKEBIFHL 2R AL Ignition B2 &,

e machine-config-controller : /&#125 72 E| MachineConfig X RE X HECE., =4t RiEH
B —H ML 2R A B35 T,

e machine-config-daemon : BTN AFVREE, LIEFHIIENIRARSEITE KL
&,

e machine-config : {RtZ&, EREHEH — VBN TENRERER,

project
openshift-machine-config-operator

3.1.2. HlEsEC EBLR

Machine Config Operator (MCO) &EIEXf systemd. CRI-O #1 Kubelet, PI#%. Network Manager #1H
R THEEE R, ©iLiRHEE T —1 MachineConfig CRD, BAIMUEENLEARBEXH (F5H
machine-config-operator) . 7 f MCO B{E LA R an{a] 5 E ML 4 22 B X F X OpenShift Container
Platform £ HITRNRANENERERE, UTEENIZTHEH MCO, NBREELUREIINERA
I

o HHBREBET LN BNREVBRIERS LT H SRS HITIHRENER, K£F— OpenShift
Container Platform 7 g&2ith,

e MCO N AXHER B HRIRIERTIER, FiA OpenShift Container Platform &EE$#BLL worker
0 control plane W (BHFFH master TTR) Sk, BERMELZHBIRE, BALERESE
ST s, Blg0, A LUZE— N EE LB worker T sth, HEAh &SN ARFREIEEFED
B8, B2, ATHIRFABENS T ERISBRRER,

BF

— AN RN BSMRE IR RE LR, 0 master 5 worker, EREER—
N —H 2B E B 51,
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https://github.com/openshift/machine-config-operator
https://github.com/openshift/machine-config-operator#machine-config-operator

# 3 E REEHSRERES

e 7EfF OpenShift Container Platform R&ELEIFELRT, WAk IHIT—LENBREE, TRSHER
T, XAELUET QI EESE A OpenShift Container Platform REEFEE 2 R BIH 25 BC & Sk 5
W, MAENREENSREEZT. EEMBERT, EAI8EHEZE OpenShift Container
Platform Z&RFF N BAZRSEN H TR LR, DHUTEINZES N T R 1P kst
SRR X ERAE,

e MCO BENFREBEHRXEBEMNITE, MCO AREBEEXNREHATHFINER, FRIFEAMHEH
MCO B AR, HAi1EY, MCO RIZBEIERNFERH, CARFERANEANT miiE
il

o HAMBUFHEAT R, MREFERHENTRABI—PHFTR, NPLEZEFR[FEE
%O

e MCO R¥%#FE A letc #l /var B BRI, EARATLERMNFFSHEER LR RIS HEERIARL
Xigz—EE A, 540 /opt # /usr/local B %,

® Ignition & MachineConfig F{ERAMEBER R, F1EIFSH Ignition BEBEHIE v3.2.0,

o F 4K Ignition EZE 1% & A LATE OpenShift Container Platform R E#HEZF, BLL MCO R4t
Ignition BEEMI A XAE1E, 1B MCO TEEFIXLRIA Ignition BB Rt 2. EIL, ERIZIEER
Z Ignition EEE AT Ignition ELB 1% BRERINSECEP.

o U MCO BEMXMHIE MCO A BT, Machine Config Daemon (MCD) &4 miXE
7 degraded, AT, BARBEERXMNMERMISE, ©RIZASLTF degraded (BEZJ) K,

o FRANBEBMN—NREREAR, &) OpenShift Container Platform & HIM RN T =
i, &M AT, machine-api-operator B & —/N#¥l%, MCOEEE.

MCO & [ Ignition ¥E BB . OpenShift Container Platform 4.6 M Ignition EZEB A& AR A 2 #BEI kR
X3

3121 N AR E AT L E SR 4 ?
MCO IR A4 KB T 1E

e config : Al Ignition BBEBX R (IHB 4 Ignition EEE ML) , LASERIETN OpenShift Container
Platform #85_ EBISC M. systemd BRSFIEhTHAEE, 15 :

o Configuration files : 8/ 5(& 3 /var = /etc B KRB,

o systemd units : TEMIINE B R EFFHIXE systemd IRFSBVIRE, HEBRIMEIIAE systemd
AR5

o AFMA : ELLEFEN passwd ZhoHHY SSH B,

H -
KA core A ¥ Fh@id M ERECIE Bk SSH B,

e kernelArguments : 7£ OpenShift Container Platform i 5| S E R S ITHRINSE.

e kernelType : (®i%) FERAFIMERKMAEIER, £ realtime SKEMA RT A% (BT
RAN) . XRFEEFHES L H.

e fips: 5 FIPS B, FNERENKE FIPS, MARRERNTIK,
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https://coreos.github.io/ignition/configuration-v3_2/
https://coreos.github.io/ignition/
https://coreos.github.io/ignition/configuration-v3_2/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/security_hardening/index#using-the-system-wide-cryptographic-policies_security-hardening
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BF

RAE7E x86_64 ZRHyF#) OpenShift Container Platform E8E X #F FIPS % iEAI/Modules
in Process &%,

e extensions : BT HMFTETIIT @4 XY & RHCOS ThEE, X TFiXANIhee, ATRENT BREFE
& usbguard FIRREIELR,

e Custom resources (T ContainerRuntime fl Kubelet) : E#HZBEES, MCO EEMMNEF
PRBEENTIR, FATFEXR CRI-O 27217 1%E (ContainerRuntime CR) #1 Kubelet AR55
(Kubelet CR) .

MCO RZHE X OpenShift Container Platform 7 s _E R E RETH 4 BIME— Operator, Hh Operator
A LUESIRE R I BThEE. —MF 2 Node Tuning Operator, B©RFE@ET Tuned SFFHTEZED
BEHITT RIBIMERE L.

RRBAILHATH MCO BBEFESSEELUTH TP, WMFEE OpenShift Container Platform R&I 2+
HZBIFTRMRSBLEESS, 1ESH RHCOS R R&LAH#,

3.1.2.2. project

FEIFTE S A openshift-machine-config-operator GitHub it &,

3.1.3. e EHLAREC E MRS
ZE#%E Machine Config Operator (MCO), HFHMGKREEEMNFTIRARE, HHEALLT oc h

ik =5
. BEEEREEPNEMBEERMCP)REHE MCO BT m#E, 2T THS :

I $ oc get machineconfigpool

LN
NAME  CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-06c9c4... True False False 3 3 3
0 4h42m
worker rendered-worker-f4b64... False True False 3 2 2
0 4h42m

He:

=1:E )

True KRAEFR R MCO SiFHFINARECEN A EZ MCP AT =, HEiNlasEEE oc get
mcp i A #) STATUS FEEHIEE. False K AR MCP A7 mIEIEE#.

B

True RAFK R MCO IETEIRIR MachineConfigPool B & X% ,)?EFE’J%JL/EF”FH Ei%Z MCP &1
EDP—NT R, MENNREESFHFENNRERE, B TEMNT RTERERTH
FE. False RAFK I MCP RRIFRAE T mARE B HT.

DEGRADED
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html-single/security_hardening/index#protecting-systems-against-intrusive-usb-devices_security-hardening
https://github.com/openshift/machine-config-operator

# 3 E REEHSRERES

True JREFRT MCO BB L BRI AT RN ESRECEN A EIZ MCP FED—IT R, FHE
BRERW, BUMT RAETERTHE, False IREFRT MCP RERRAE T/ R ERRLLE,

MACHINECOUNT

RT1% MCP #2358,
READYMACHINECOUNT

1668 MCP HfE & TR B BIML 3R S
UPDATEDMACHINECOUNT

1588 MCP w8 HaiH 2R E BB 2R 55
DEGRADEDMACHINECOUNT

§BH MCP m#1ic H degraded 3% unreconcilable BI#128 .84,

ERTEMHEF, B= control plane (master) 17 mFI =4 worker 775, control plane MCP #[I
KB R T E LAIHESECE,. worker MCP YT A B AR EMN S ELE, worker MCP
BN T R EH, —MBIEEHT, 20 UPDATEDMACHINECOUNT /y 2, & &, 40
DEGRADED MACHINECOUNT & 0, DEGRADED & False,

AR MCP R RIEFEE#T, {E CONFIG FHIHMHEREE R HAINNARRE, ZEESMX
MECEHTERH. BHTKE, FIHHYSREERARNNGEE, SHREF N MCP,

IR REEY, LT RAFEE7 READYMACHINECOUNT #, EG&TE
MACHINECOUNT A, 7%, MCPIRE#HKXES UPDATING, AT REEY
AIRIAERECE, FRLLE#ITEE UPDATEDMACHINECOUNT &if :

it Bl

NAME  CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-06c9c4... True False False 3 3
3 0 4h42m
worker rendered-worker-cib41a... False True False 3 2
3 0 4h42m

. B@iI & MachineConfigPool B E X FREKE MCP T URE, EiZTU TS :

I $ oc describe mcp worker

it Bl

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3

Events:

<none>
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pa =3

R R EH, T "R EE7E Ready Machine Count 7, ©8&7E
Unavailable Machine Count # :

i tH 7 B

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 2
Unavailable Machine Count: 1
Updated Machine Count: 3

3. EEFEEFNIAEH MachineConfig ¥R, HZTUTHS :

I $ oc get machineconfigs

LN
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
00-master 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
00-worker 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-container-runtime  2c¢9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-kubelet 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-master-dde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-worker-fde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m

HER, 504 rendered B9 MachineConfig % R+ R = k& H MR
4. ZEEFENSREENNS (AHIFH 01-master-kubelet) , HZITUATHS :
I $ oc describe machineconfigs 01-master-kubelet

fn 5 895 & 27~ Itk MachineConfig X R RN & & BLi& X4 (cloud.conf #1 kubelet.conf)#ll
systemd R55(Kubernetes Kubelet) :

i~ B
Name: 01-master-kubelet
Spec:
Config:
Ignition:
Version: 3.2.0
Storage:
Files:
Contents:
Source: data:,
Mode: 420

Overwrite: true
Path: /etc/kubernetes/cloud.conf
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Contents:

Source:
data:,kind%3A%20KubeletConfiguration%0AapiVersion%3A%20kubelet.config.k8s.io%2Fv1bet
al1%0Aauthentication%3A%0A%20%20x509%3A%0A%20%20%20%20clientCAFile%3A%20
Ye2FetcY%2Fkubernetes%2Fkubelet-ca.crt%0A%20%20anonymous...

Mode: 420
Overwrite: true
Path: /etc/kubernetes/kubelet.conf
Systemd:
Units:
Contents: [Unit]
Description=Kubernetes Kubelet
Wants=rpc-statd.service network-online.target crio.service
After=network-online.target crio.service

ExecStart=/usr/bin/hyperkube \
kubelet \
--config=/etc/kubernetes/kubelet.conf \ ...

SNER N FRAOHLBSECE I AR, AT AR R X — ek, a0, nsRE ii"}occreate-f
/myconfig.yam| LN AN ERECE, EAILLUEITLAT a5 RMRIZAZREE

I $ oc delete -f ./myconfig.yaml

NFXZME—BIRRL, NIRRT [ALREEFEIORT. XS E2IMNEEDIREEZaTERH
'ikl ho

IMRAEBEDPRINECHNGEE, ETLER LG ERNaSREERESURN BRI BRFE X
KRB,
3.2. {5 MACHINECONFIG W& EET =

IRE LU R AT R B9ESS 6% MachineConfig X%, 82X OpenShift Container Platform 7 s _EiZ 1T
X, systemd BITXHMEMBERSTIEE, BXEANKREENELER, HSHEX Fi SSH %
WEEH, UG %, JEH SCTP ISR, F7 OpenShift Container Platform EZi&E iSCSI
initiatorname,

OpenShift Container Platform ARA 4.7 32 #5F Ignition Mg k7 3.2, & CIBMFRAE IS BALIZET
Ignition MIA&KRA 3.2, FIREFHY OpenShift Container Platform %8, {EMINAM Ignition A& kA
2x N ZREEEY B ok h g R A 3.2,
7R
f# M "Configuring chrony time service" i3 2 {E 5 a0 E A Be & ST 7R INEI OpenShift Container
Platform 7 BIHEEL,
3.2.1. E2i& chrony A8 AR SS
& LLEIT 18R chrony.conf SXHERIR A FILE chrony BT [EIARSS (chronyd) {# FBETAIAR 5523 #0148 %
wiE, FE T HSREEFILERNBEHET =R
i =

1. €% chrony.conf XXM FH AT E#H1T base64 Jnf, 0 :
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https://access.redhat.com/solutions/4510281
https://access.redhat.com/verify-images-ocp4
https://access.redhat.com/solutions/4727321
https://access.redhat.com/solutions/5170251
https://coreos.github.io/ignition/configuration-v3_2/
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$ cat << EOF | base64
pool 0.rhel.pool.ntp.org iburstﬂ
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony

EOF

ﬂ BEMEMAERB, U5 R EE, 20 DHCP BRSNS EIRE, 74, EaLIEENLT
NTP fR5525 : 1.rhel.pool.ntp.org. 2.rhel.pool.ntp.org =k 3.rhel.pool.ntp.org.

it Bl

ICAgIHNIcnZIciBjbG9jay5yZWRoYXQuY29tIGlidXJzdAoglCAgZHJIpZnRmaWxIIC92Y XIvbGli
L2Nocm9ueS9kemimdAoglCAgbWFrZXN0ZXAgMS4wIDMKICAgIHJOY3NSbmMKICAgIGxvZ2
RpciAv

dmFyL2xvZy9jaHJvbnkK

2. /3 MachineConfig X R34, fF base64 EFFREH AENINICIRNERR, ARG THRM
E| master 7 s, EALUGHEESHN worker, (4 worker B & A48 MachineConfig,
B EANEMILERAIE MachineConfig ST :

$ cat << EOF > ./99-masters-chrony-configuration.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master
name: 99-masters-chrony-configuration
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 3.2.0
networkd: {}
passwd: {}
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,ICAgIHNIcnZIciBjbG9jay5yZWRoYXQuY29tIGlidXJzdAoglCAgZHJpZnRmaWxIIC92Y
XIvbGliL2Nocm9ueS9kecmImdAoglCAgbWFrZXN0ZXAgMS4wIDMKICAQIHJOY3N5bmMKICAg
IGxvZ2RpciAvdmFyL2xvZy9jaHJvbnkK
mode: 420
overwrite: true
path: /etc/chrony.conf
oslmageURL: "
EOF

ﬂ NN ERECE XY mode FERIEEMERERN, EOEXHHNAERGE, B FiEieh+
HEME, EATLUER oc get mc <mc-name> -0 yaml iy 530 E YAML 32,
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3. NEEXHH—DEMnEIA,

4. FRAMMARNZ—NAEE :

o MRKHLRAFD, BERBRXME, FMILXHARME

5/]\\
<installation_directory>/openshift B/, AE4KLE0IRER,
o MREKEHSIIZIT,

TE N LSO -
I $ oc apply -f ./99-masters-chrony-configuration.yaml

3.2.2. N RIRNIMAKSE

HE—ERRERT, BUREENEHFH—HT RININRZESHE.
TSEER T RS EBBIRIN,

FHATHLIRAERS N/NDIETE, T RES

Digk

H
[=]

THERARSRESBRALELES .

BRI BRNARS RO

permissive &R, %

Enforcing=0 : ¥ Security Enhanced Linux (SELinux) E2& # LA permissive ERi21T, 1
MAR SELinux —HEMEZLEEE, SFMCTRIEBSHILFKIFE
Mk B, BEHTRIELEMRE, BRTIRET RS, permissive KT HIHIEEH A,
nosmt : ERRZPZ AL LR (SMT). SEBEAVTFEAN CPUBSMEHLRE, BILUESHE
FINERZEMEA nosmt, LU BEMBERERT NG, 2R SMT 24N LS FiiERE
MM IEMERE,

INFEARSBMTIRMNER, HSH Kernel.org WIS,

ELUTRES, BEZUE—NATIRALLTRZAR MachineConfig X4 :

o BERNMARSEMN—HNE. FHIHHESE worker B EBEIHLER.
o [MINEIINEARSHRENAKRSH,

o IETHERECESIZR AL A BRI BN,
FoRFM

it

1. 5 OpenShift Container Platform 5£2$892/5 MachineConfig % &
#RECE :

, LARAE SN FRic A4,
I $ oc get MachineConfig
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https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt
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22

i~ Bl
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. QIB— B TFIRARZSEB MachineConfig X R4 (40 05-worker-kernelarg-
selinuxpermissive.yaml)

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
config:
ignition:
version: 3.2.0
kernelArguments:
- enforcing=0

ﬂ R RS B E worker 7 o

9 BAFRACEARNEREE RN LAME (05) URAEMHLER CRIn—MHZSEKE
& SELinux permissive %) .

9 [FHATIM NS ER AN enforeing=0,

3. QIEHFVISRE :

I $ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml



4. RENSBEELUEERSRNINTHEE :

I $ oc get MachineConfig

i~ B

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
05-worker-kernelarg-selinuxpermissive 3.2.0 105s
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3ba6a9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 RETR:

I $ oc get nodes

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.20.0
ip-10-0-136-243.ec2.internal Ready master 34m v1.20.0
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.20.0
ip-10-0-142-249.ec2.internal Ready master 34m v1.20.0
ip-10-0-153-11.ec2.internal Ready worker 28m v1.20.0
ip-10-0-153-150.ec2.internal Ready master 34m v1.20.0

AT LGB, TEN BTSN worker T EMAE AW ERA,

6. BIEEAH— worker TRHFEAXKBTITSE (N LB /proc/icmdline ) , LIRERZS
WL L EER -

I $ oc debug node/ip-10-0-141-105.ec2.internal

i th o Bl
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Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host
sh-4.2# cat /host/proc/cmdline
BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fdO0... ostree=/0stree/boot.0/rhcos/16...

coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit

&N EEl enforcing=0 SHERMEHMAKLSE,

3.2.3. £ RHCOS LA MRS LBE
RHCOS X XML FNS IR, HWRANREAEMMRELEN, MTEHERHEN TR,

BE

RAEGANSGEERTZHREN TR, MTREMR. EQHE RHCOS REFH
Fﬁo

BE

£ 1BMZ fl1 LinuxONE £, REFEAREIRRPHHERE TREN, FTREAZEBRZE. W
EEZIER, 1HBH Installing a cluster with z/VM on IBM Z and LinuxONE FEY "Creating
Red Hat Enterprise Linux CoreOS (RHCOS) machines" &84,

FoRFM

o RAE—NIETEiZ1TH) OpenShift Container Platform &£8f, ©FERRA 4.7 HE S hRA,

o ELUEREERFNMAN FNETER,

it 3
1. 7L control plane "R EFAZBEZE (BFFH master TTR)

o QIEHIBREE XM, 0 99-master-kargs-mpath.yaml, 173045 REEERIN master 1753
FRRZBERAZSE, Fa0

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "master"
name: 99-master-kargs-mpath
spec:
kernelArguments:
- rd.multipath=default
- root=/dev/disk/by-label/dm-mpath-root

2. TE worker T m LB AL IKRE :
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# 3 E REEHSRERES

o fI|ENAFHCES, %0 99-worker-kargs-mpath.yaml, ZXXH1EREEIN worker 1553
TRAZBRBRAZSE, B :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "worker"
name: 99-worker-kargs-mpath
spec:
kernelArguments:
- rd.multipath=default
- root=/dev/disk/by-label/dm-mpath-root

3. [FAZ AR master 2 worker YAML M40 2 ETH2SECE -

I $ oc create -f ./99-master-kargs-mpath.yaml

4. RENSBEELUEERSRNINTHEE :

I $ oc get MachineConfig

99-master-ssh
99-worker-generated-registries
3.2.0 33m

=B
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
99-master-kargs-mpath 52dd3ba6a9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 105s
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 RETR:

I $ oc get nodes
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it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.20.0
ip-10-0-136-243.ec2.internal Ready master 34m v1.20.0
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.20.0
ip-10-0-142-249.ec2.internal Ready master 34m v1.20.0
ip-10-0-153-11.ec2.internal Ready worker 28m v1.20.0
ip-10-0-153-150.ec2.internal Ready master 34m v1.20.0

RAEI LGB, TEN BTSN worker T EWAE AW ER,

6. AIFEEAF— worker TP RFINHARKBFITSE (N LM /proc/icmdline ) , LIREAKS

AL R IEER -
I $ oc debug node/ip-10-0-141-105.ec2.internal
it Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

rd.multipath=default root=/dev/disk/by-label/dm-mpath-root

sh-4.2# exit

BN IZBEIRIMBNAZRSH,

3.2.4. £ AR SER %

—4£E OpenShift Container Platform TEMEHFEE®EREM. B2 Linux F2ENRERSE, {8 Linux

ENARBE—NMEGHEREF, ©HRIERIIRMCHRHE.

INRITHY OpenShift Container Platform TAE i 8 BiX LS RFE, AT LA B UIHLE] Linux SEAT A
. *F OpenShift Container Platform 4.7, #&"ILLfEE A MachineConfig X RiATiX NI, FARFIT
XANHIEEFE B (REEENHFE BN kernelType iXE /) realtime) , B THEHIIEETE :

e BRI, EIAMRZHEE worker TR Ei21T, BRZFILLAITFIMLZ (RAN) A,
e {#f 5 Red Hat Enterprise Linux for Real Time 8 INMIERG M BN RETEIHUTSE,
® OpenShift Container Platform FRBYSERT 2 R (PR FHREEHITT 17,

o LTS Google Cloud Platform B,

FRFM

o H—AIETEIZ{THI OpenShift Container Platform 588 (A& 4.4 KEEIRA) .

o LEAEEFNNASFNEREH,

xIo
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1. AR RO —MEREE : O/ — YAML X4 (130, 99-worker-realtime.yaml) , H
R EE— realtime W% L EH MachineConfig X R, AHI&EFEEEIEFTE worker 11 AR {F
S AR

$ cat << EOF > 99-worker-realtime.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-realtime
spec:

kernelType: realtime
EOF

2. PNSBEERMBER, BALUTRABRYSEERNZERH

I $ oc create -f 99-worker-realtime.yaml

3 RMEXNAK : BHRRNT RERBITE, EXIEH, HSTUTHSRARERENT R
HAp SR B T B A

I $ oc get nodes
i Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-143-147.us-east-2.compute.internal Ready worker 103m v1.20.0
ip-10-0-146-92.us-east-2.compute.internal Ready worker 101m v1.20.0
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.20.0

I $ oc debug node/ip-10-0-143-147.us-east-2.compute.internal
i Bl

Starting pod/ip-10-0-143-147us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host

sh-4.4# uname -a
Linux <worker_node> 4.18.0-147.3.1.r124.96.el8_1.x86_64 #1 SMP PREEMPT RT
Wed Nov 27 18:29:55 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux

AEFED S rt #1 "PREMPT RT" 3R TIX 2 — P EERTN#,

4. BREIEMAR, 1EMHER MachineConfig X/ :

I $ oc delete -f 99-worker-realtime.yaml

3.2.5.Fi2& journald &
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WRIEFRIE OpenShift Container Platform i R LBCE journald Ak 55ixiE, AT LMBSGE BBIECE N
HFHRZ B AN ERECE (6154538 H BT Ut

teRFE R 7 a04a/1& ek /etc/systemd/journald.conf 324 H Y journald FRHIXE F 5 H N A El worker 7
=, BXRINMAERIZXERERE, 1EE%E journald.conf FH i,

FRFH

o H—/IETEIZ{THI OpenShift Container Platform 588 (A& 4.4 SKEERA) .

o LEAEERFNNASFMNEREH,

it 3
1. G& /etc/systemd/journald.conf LRI EFHIF H SN base64, HIA0 :

$ cat > /tmp/jrnl.conf <<EOF
# Disable rate limiting
RateLimitInterval=1s
RateLimitBurst=10000
Storage=volatile
Compress=no
MaxRetentionSec=30s

EOF

2. fHIEE journal.conf XL R base64 FIFEREFEIZE £ (jrnl_cnf):

$ export jrnl_cnf=$( cat /tmp/jrnl.conf | base64 -w0 )

$ echo $jrnl_cnf
lyBEaXNhYmxIIHJhdGUgbGltaXRpbmcKUmFO0ZUxpbWIOSW50ZXJ2Y WwWIMXMKUmMFOZUxp
bWI0QnVyc3QIMTAWMDAKU3RvemFnZT12b2xhdGlsZQpDb21wemVzcz1ubwpNYXhSZXRIb
nRpb25TZWM9MzBzCg==

3. QIENBREE, SEETHIEH journald.conf BZE (jrnl_cnf &)

$ cat > /tmp/40-worker-custom-journald.yaml <<EOF
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 40-worker-custom-journald
spec:
config:
ignition:
config: {}
security:
tls: {}
timeouts: {}
version: 3.1.0
networkd: {}
passwd: {}
storage:
files:
- contents:
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source: data:text/plain;charset=utf-8;base64,${jrnl_cnf}
verification: {}

filesystem: root

mode: 420

path: /etc/systemd/journald.conf

systemd: {}
oslmageURL: ™
EOF

4. [N REENBEM
I $ oc apply -f /timp/40-worker-custom-journald.yami

5. REZBMNAMINGRERE, HETREELTFRIRT. EHEFE/LOHHE, worker T E
TEHIHTH, BT RERINA T HONREE

$ oc get machineconfigpool

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

master rendered-master-35 True False False 3 3 3 0
34m

worker rendered-worker-d8 False True False 3 1 1 0
34m

6. BERNERENATER, EALLERE worker T :

$ oc get node | grep worker

ip-10-0-0-1.us-east-2.compute.internal Ready worker 39m v0.0.0-master+$Format:%h$
$ oc debug node/ip-10-0-0-1.us-east-2.compute.internal

Starting pod/ip-10-0-141-142us-east-2computeinternal-debug ...

sh-4.2# chroot /host

sh-4.4# cat /etc/systemd/journald.conf
# Disable rate limiting
RateLimitInterval=1s
RateLimitBurst=10000
Storage=volatile

Compress=no

MaxRetentionSec=30s

sh-4.4# exit

3.2.6. /) RHCOS Ry &

RHCOS B2E T A M/ RHEL BIEXRSE, EE NATEF AR OpenShift Container Platform SEAH 12—
HiBAMThEE, BEFEINIE RHCOS RETFRIMEEHES, B MCO 1##t 7 —1 extensions (¥~
B) This, @ELUMEA MCO i RHCOS 7 S in—AH & /NHIThEE,

Bail, IRETUTY BRERE

e usbguard : 10 usbguard ¥ B AR# RHCOS RLiF% A8 USB IX&MK i+, HEEEE
USBGuard,

LUFRig e 7 o A ERECE Y RHCOS 11 Rl — 1N HE N R,
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FERFH
o H—AIETEIZ{THI OpenShift Container Platform 588 (A& 4.6 SKEERA) .

o LEAEERFNNASFNEREH,

it

1 WY BAIENEREE : 0/ — YAML X (40 80-extensions.yaml) , EHF3&
MachineConfig extensions %5, #fl&1f5&E£7RI0 usbguard ¥ &,

$ cat << EOF > 80-extensions.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 80-worker-extensions
spec:
config:
ignition:
version: 3.2.0
extensions:
- usbguard
EOF

2. U BREBERNBIER, BALUTHARENBEERNEIERH :
I $ oc create -f 80-extensions.yaml
XRIFFE worker T RiIX B N RS usbguard B rpm S,

3 RERSMATIRE :

I $ oc get machineconfig 80-worker-extensions

it~
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
80-worker-extensions 3.2.0 57s

4. MERENAFNSREE, FETRESLTERIURS. EUEFE/LDHE. worker thiFE
TEHIHTH, SAVSEHRIINETHVSRE

I $ oc get machineconfigpool

LN
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-35 True False False 3 3 3 0
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34m
worker rendered-worker-d8 False True False 3 1
34m

—_
o

WRETR. BRARTNATI R, HET

I $ oc get node | grep worker

i th o Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.18.3

I $ oc debug node/ip-10-0-169-2.us-east-2.compute.internal

it Bl

To use host binaries, run “chroot /host
sh-4.4# chroot /host

sh-4.4# rpm -q usbguard
usbguard-0.7.4-4.e18.x86_64.rpm

3.2.7. ENEREEF £ E A B E LEH Blob

By fusr/lib FREF Blob BIRRIAGLE 2 RILAY, ATLUERILLES BATIRSREE 2R EH B E LEH Blob.
X ALEE RHCOS AEE blob MY E AN 2R ECE S 5 I A HEF Blob,

it

1. fIJE Butane BC& XX 98-worker-firmware-blob.bu, ©ABEFIERKER, LUMEH N root FFEHR

NAMEETE, UWTFROGARBT/FLBIEE X blob SXHHE /var/lib/firmware T = L,

=
- AX Butane B8, 1HSH"# M Butane BI2HRERE",

BE X E# blob 9 Butane Bei& X

variant: openshift
version: 4.9.0
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-worker-firmware-blob
storage:
files:
- path: /var/lib/firmware/<package_name> )
contents:
local: <package name> g
mode: 0644 6
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openshift:
kernel_arguments:
- 'firmware_class.path=/var/lib/firmware' G

WEREG TGS EH RN T R EEE,

Q 18 E B & MiZ1T Butane BURST LA M4 B K HIRERBIA BRI, At SCHRIRRE AR
T files-dir B3, WAET—4H&EA -files-dir LR EE,

1 RHCOS 7 R LSS ERRR, BIGEILTIRE S 0644 ,
firmware_class.path 238 & L AKIERKE, THPERMETEIRE ST RH9R
XHEZRGH B E LEH Blob, XA RAEIER /varlib/firmware /£ B E KX,

2. j&17 Butane 4 X MachineConfig % R34, %34 # A5 98-worker-firmware-blob.yaml
By TAEUE R BIE 4 blob BIA. B4 blob @EEEXEEIT RMEE, LU T REIFER --files-dir
WLIEE TFuh E AR SO B SRAFERE % -

$ butane 98-worker-firmware-blob.bu -0 98-worker-firmware-blob.yaml --files-dir
<directory_including_package_name>

3 B FMARNE —HEENAET R

o NMREKENLEEZIT, TERBEXHRE, & MachineConfig % R34 ARMNE
<installation_directory>/openshift B, RS0 ER,

o MREHELZTT, ENAILXMH :
I $ oc apply -f 98-worker-firmware-blob.yaml

B 8IZ— MachineConfig ¥ YAML 34, HIKEARHZREE.

4. {&r7F Butane MECE, LAMELAEHREFEEH MachineConfig XK.

3.3.Bci&E MCO HXM B E LHIR

bR T EIE MachineConfig ¥/ § 4, MCO BEMNMEEXEIR (CR) : KubeletConfig
ContainerRuntimeConfig, X%t CR mIiLE N KA E, XREME Kubelet # CRI-O B8Rz
FIIT AR S5 B99T o

3.3.1. f|# KubeletConfig CRD #% i kubelet £%K

kubelet B2 i& B RI#EF 5L Ignition BB &, HILAILERESRHE, (B2, £ Machine Config Controller
(MCC) FREFZRIN T #8 kubelet-config-controller . XA 1L#&{# A KubeletConfig B E X ¥R (CR)
SRR kubelet 44,

p= =1
&4 kubeletConfig X/ & REYF X B M LiF Kubernetes {21545 kubelet, kubelet RIE

EIIEXEE{E, kubeletConfig X RAMTEME AR SHEMS T AATH, BEXEN
1H, 1ES M Kubernetes 314,

HERBLUTES
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# 3 E REEHSRERES

o NENMIREEDLLE— KubeletConfig CR, WHIZNEEENNFAEERE, MRENIER
HABRAEIFREM, NARER{EE— KubeletConfig CR.

o JiEINAH KubeletConfig CR LUENIN A X BESRINFIAE, MA BN ENEHRUE— CR,
BEUEMNAIE— CR EIEHUFENVSREE, KATFIRFNTER, UEETUREEH.

o RIEFE, IEZ KubeletConfig CR, B NEEREIHN 10, ¥ FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) AIE— 3B E, FHI™H kubelet, X FEANELE
CR, EHIBAUBRA—NMTERFEESN kubelet LR E. 0, WREE—NHE 2 FH
B kubelet #l23EC&, Il F— kubelet Hl25E2 & =0 -3

INREMIBRARECE, UMBRBIAFMEREN], LUBREIRE, Fm, 7EMER kubelet-2 125 B iE R

i& kubelet-3 #123ECiE,

INRIEH—H A kubelet-9 ERMNEREE, FHEOUET S —1 KubeletConfig CR, I
TROBIFHINAREE, BMEDTF 10 4 kubelet Hl2RECE.

KubeletConfig CR 3l

I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

7R KubeletConfig Hl258c & R HI

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1
26m

b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0

LUFRARER 7 I ES & worker T m LB T RBIR K pod #E,

FRFM

1 NIRERBMIT AR RIS S MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :

a. EENSREEM

I $ oc describe machineconfigpool <name>

o -

I $ oc describe machineconfigpool worker

it Bl

I apiVersion: machineconfiguration.openshift.io/v1
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it =

34

kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

@ REMTIRE, BRUIA labels T

b. MRIRERFTE, NIEIN—D5E/(EXS

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

1. AFEETLLEFENT A SEENR :
I $ oc get machineconfig

BINBERT, 5 kubelet #8<MIEZE " 01-master-kubelet #1 01-worker-kubelet.
2. REEBNT RMRAK pod BIHFEIE :

I $ oc describe node <node_name>

4N -

I $ oc describe node ci-In-5grqgprb-f76d1-ncngq-worker-a-mdv94

1E Allocatable /)17 3% £l value: pods: <value> :

i Bl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3 BT OIBR—1NEE kubelet BER B E L HIRX M, KE worker TR EMEN T REI&EAK pod :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:



custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRIRE,

Q N0 kubelet BEBiE, EABISF, £ maxPods %EFEN T =& K pod.

kubelet 5 API iR 2837 1T X B HIVIEREUA TSR EIHEE (QPS) # burst {H,
MREBANT R LZTM pod HEAMR, FAKINE (kubeAPIQPS 7y

50, kubeAPIBurst 7 100) zteLl, MRTT = EERYW CPUMAERR, NI
W BT kubelet QPS 1 burst 3£,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. N EIRZER worker BH A ECE M ¢
I $ oc label machineconfigpool worker custom-kubelet=large-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %E KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

i Bl
NAME AGE
set-max-pods 15m

WRIBEREPM worker TEREE, ZHE&5ED worker TREZENER, MFAH 3 worker T
RIERE, XNIREAEEEEKRA 10 E15 o8,

4. BITEAREEMARTR

a. 7£ worker TV £ 7 maxPods [EE HX :
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I $ oc describe node <node_name>

b. # % Allocatable /)77 :

Allocatable:

attachable-volumes-gce-pd: 127

cpu: 3500m
ephemeral-storage: 123201474766
hugepages-1Gi: 0
hugepages-2Mi: 0

memory: 14225400Ki

pods: 500 0

ﬂ EARBIH, pods ZEN Ik EETE KubeletConfig Xf R i ERIE,

5. % KubeletConfig X R FBIE X :
I $ oc get kubeletconfigs set-max-pods -o yaml
XN1Z & iR status: "True" # type:Success :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

3.3.2. fll# ContainerRuntimeConfig CR LlZ#%4E CRI-O S
BE NS ENSREE]R (MCP) XEHT mEW S OpenShift Container Platform CRI-O j2 17T %
EXpy—Lei% &, @idf# M ContainerRuntimeConfig BE X ¥R (CR) , O EBEREEIFRN—

PRZELAEER MCP, ARG, MCO RfEFAEFHMEEREXILT R_EM crio.conf #1 storage.conf Bt & 3L
{#O

Z{#H ContainerRuntimeConfig CR k& LM B, Bk CR, MALZRECE A
" THERIFZE R 2R E Bl

KB LUf#EF ContainerRuntimeConfig CR {EEA T E :

® PIDs limit : pidsLimit 8% & CRI-O pids_limit 2%, XR&RHFPARIFHERILER. FKiLh
1024 (pids_limit = 1024) ,
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# 3 E REEHSRERES

o HEZ: logLevel 2804 & CRI-O log_level 281, BIAEMEEHNFHEE., BN info
(log_level = info), Hfthit7ic1F fatal. panic. error. warn. debug # trace,

e Overlay X/I : overlaySize 2% & CRI-O Overlay Z#IK SN2 size B8, XRBHREEKHN
BRAK/N,

o FRAHBEK/ : logSizeMax 3% & CRI-O log_size_max 2%, XRARBAEXHARITFHH
KXE, BRINHEBERT (log_size_max =-1) , SARKENIEL, NHED/NF ConMon B
ERZ% #8192, conMon @— PNRIZHEANRBREES (W Podman =k CRI-O) & OCI={THf

(40 runc =% crun) Z[AIRYBERIRERF.

1B NZ B2 B &b — N ContainerRuntimeConfig CR, F hiZth o EcFFERBER N, MREF
MHENARENAEIFREM, NERREZ oneContainerRuntimeConfig CR,

1N %I A B ContainerRuntimeConfig CR, LUEWIMA KB RMEFTINE, MARNENERO
2# CR, BiUER NI — /138 ContainerRuntimeConfig CR BN RMHSNEE L, SHERTIE
TEYEEER, LMEEET LIRS B,

IRA LUARIEEE 0 %1 ContainerRuntimeConfig CR, B MNEREMESHH 10, HFHE—D
ContainerRuntimeConfig CR, MCO A& —/¥23ECEF i containerruntime, *f FEAFE:
CR, ZHIZBRA0IE— N AEMFEEMNE containerruntime ¥2SECE, F80, MREE—NHE 25
Z%# containerruntime Hl25E2E, I F—4 containerruntime Hl23ECE M0 -3,

NREMRAZFEE, NIZUBERWIGFEREREN], LOBRGEBERE, #50, ERZEM R
containerruntime-2 #123B ERiffif% containerruntime-3 H133ECE.

-
MRV ESECE T A containerruntime-9 5%, FHOIET

anotherContainerRuntimeConfig CR, NIFA0|Z#FHHINRECE, BIELF 10
containerruntime #23EC &,

L

HBR%Z A ContainerRuntimeConfig CR 2l

I $ oc get ctrcfg

=1
NAME AGE
ctr-pid  24m

ctr-overlay 15m
ctr-level 5m45s

BRZA containerruntime Hl23#c & 51
I $ oc get mc | grep container

i o Bl

01-master-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m

37



OpenShift Container Platform 4.7 R G idE

01-worker-container-runtime
57m

99-worker-generated-containerruntime
3.2.0 26m
99-worker-generated-containerruntime-1
3.2.0 17m
99-worker-generated-containerruntime-2
3.2.0 7m26s

b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0

b5c5119de007945b6fe6fb215db3b8e2ceb12511

b5¢c5119de007945b6fe6fb215db3b8e2ceb12511

b5c5119de007945b6fe6fb215db3b8e2ceb12511

AR RIS pids_limit 38I0% 2048, ¥ log_level X&) debug, FEZA/NEZEN 8 GB, FHi¥
log_size_max % &} TR :

ContainerRuntimeConfig CR

0009

apiVersion: machineconfiguration.openshift.io/v1

kind: ContainerRuntimeConfig

metadata:

name: overlay-size

spec:

machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ

containerRuntimeConfig:
pidsLimit: 2048 @)

logLevel: debug
overlaySize: 8G

logSizeMax: "-1" 6

EENSREEMIRE,

ik EERFPRIFHERIAE.
ik EEREHRIEMNRE,
Ak IEEBSFHEHRAKN,
ik IHER

iz
{& 3 ContainerRuntimeConfig CR X CRI-O K& :

38

AR EEXHRTFHRAKRN, MFLENER, NBHEDH 8192,

1. 2 ContainerRuntimeConfig CR | YAML 344 :

apiVersion: machineconfiguration.openshift.io/v1

kind: ContainerRuntimeConfig

metadata:

name: overlay-size

spec:

machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ



containerRuntimeConfig: g
pidsLimit: 2048
logLevel: debug
overlaySize: 8G
logSizeMax: "-1"
Q@ rEEERNBREBEE MR

@ RERZLESH.

2. fil# ContainerRuntimeConfig CR :
I $ oc create -f <file_name>.yaml
3 RIERSEMECR:

I $ oc get ContainerRuntimeConfig

it Bl
NAME AGE
overlay-size 3m19s

4. BEZEOETHH containerruntime H2REE :
I $ oc get machineconfigs | grep containerrun
i Bl

I 99-worker-generated-containerruntime 2c9371fbb673b97a6fe8b1c52691999ed3a1bfc2
3.2.0 31s

5. REPEYREER, BIEMAERSGEBITN ready K& :

I $ oc get mcp worker

it~
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-169 False True False 3 1 1 0
9h

6. JIEXEREE CRI-O HNA :

a. ITFBINSSEE LT M oc debug &1, 3217 chroot /host,

I $ oc debug node/<node_name>

I sh-4.44# chroot /host
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b. IiF crio.conf SX{4-HHYEELR :

I sh-4.4# crio config | egrep 'log_level|pids_limit|log_size_max'
it Bl

pids_limit = 2048
log_size_max = -1
log_level = "debug"

c. BE 'storage.conf' XFHBIENL :

I sh-4.4# head -n 7 /etc/containers/storage.conf
i Bl

[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

3.3.3. @A CRI-O iy Overlay X ERIHWE KB SRB LXK/

BIASKNRDXEREZENBFE T R#MEZER, RRUTUR, NAAERSN root A IXERA
DRERN,

ERSE R K Overlay K/, LAREAM CRI-O 1£T1, NHEKFF PID R, &= LLGIEIUT
ContainerRuntimeConfig B & X ¥R E . (CRD)

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
custom-crio: overlay-size
containerRuntimeConfig:
pidsLimit: 2048
logLevel: debug
overlaySize: 8G

it =
1 QIREENR :

I $ oc apply -f overlaysize.yml

2. BEYGIM CRI-O BEERN AR worker T &, 1544 worker #2532 E M -
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I $ oc edit machineconfigpool worker

3. 1R¥EFE ContainerRuntimeConfig CRD X ER matchLabels & #5740 custom-crio F1%: :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2020-07-09T15:46:34Z2"
generation: 3
labels:
custom-crio: overlay-size
machineconfiguration.openshift.io/mco-built-in: ™

4. REFEH, AEEEVHEE :
I $ oc get machineconfigs
#THY 99-worker-generated-containerruntime #1 rendered-worker-xyz %7 R#E 01/ :
=1

99-worker-generated-containerruntime 4173030d89fbf4a7a0976d1665491a4d9a6e54f1

3.2.0 7m42s
rendered-worker-xyz 4173030d89fbf4a7a0976d1665491a4d9a6e54f1 3.2.0
7m36s

5. fIEXENRE, WENSFEEBUTRENANEXN :
I $ oc get mcp worker
worker 77 5213 UPDATING 7" True, MURHBHE. FHHNHFMEMIFS
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

worker rendered-worker-xyz False True False 3 2 2 0
20h

SeRfE, worker i ma M UPDATING & #:[E] False, UPDATEDMACHINECOUNT #5
MACHINECOUNT #{/Cfg :

i Bl
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-xyz True  False False 3 3 3 0
20h

T E& worker #1858, BSEBTNFHM 8 GB x A K/NER&EE A TFAE worker :
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it Bl

head -n 7 /etc/containers/storage.conf
[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

EAEN, BELEE root XIIEH 8GB :

it Bl
~$ df -h
Filesystem Size  Used Available Use% Mounted on
overlay 8.0G 8.0K 8.0G 0%/
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BA4ERREREES

R % OpenShift Container Platform &, f&aLURBESHMERA—FT BIEE LK,

4.. A AREEFB E L
KL LR B B E L FE OpenShift Container Platform 2 ERE R, A& T A& %70 F.

S
. WEAE IBM Z LR, IR R A TEEERE .

R LB ERE KRR B RN EETIEE, NHMR registry. MAEE. HIFWEREUKRBAF S5
N P

MEFEXLEFTRNYFER, HEA oc explain 94, 10 oc explain builds --api-
version=config.openshift.io/v1

41 EHBEERR
FAERRBERESERFLEEE (MkagZr) , BHEN cluster,
VA4 sk

apiserver.config 124t API IR ERECE, ANUEHHRIUEH ML A,
.openshift.io

authentication.c  EHIEEMNESHIREREENEMEIFERE.
onfig.openshift.i
o

build.config.ope #ZHIEEFPMAEHENBINTRFIEES,
nshift.io

console.config. BCiE Web #EHIBREAMITH, SIEEHT .
openshift.io

featuregate.conf  J5F FeatureGates, LMEEEE(HE BT EINEE,
ig.openshift.io

image.config.op BB RERFEMEE registry (17, A, T&£L. CAHIE) .
enshift.io

ingress.config.o 5 MEMEXHEEIFE MEEH BIRIAE,
penshift.io

oauth.config.op EEMRF BN, LARSHES OAuth iS5 Sz XEHMIT A,
enshift.io
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/security_and_compliance/#api-server-certificates
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/cicd/#build-configuration
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/web_console/#configuring-web-console
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/nodes/#nodes-cluster-enabling
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/images/#image-configuration
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-internal-oauth
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BRAH sk

project.config.o EETEMAIEA, SIEFEWEER,

penshift.io

proxy.config.op EXFENARMLFNHAHEZERNNE, I3 : BRITEMAHHEHSEFEID
enshift.io (EEB

scheduler.confi
g.openshift.io

BREFERRFTY, NIRRT RikEEeR.

4.1.2. Operator E2i& 7R
X LR E RS EESEE LA, B cluster, 12145 E Operator A BI4E B LHAHI1T N

BLRATR

ik

consoles.operat  #ZHEIEZEHEIGAN, 0mAEE S

or.openshift.io

config.imagereg
istry.operator.o
penshift.io

BB IR registry IXE, IAHKERE. BELG]. RBRE. WRAR, 8IA8MF
fER A,

config.samples.
operator.opens
hift.io

B2 Samples Operator, LARHIEREF R EIPLF G RARR TS,

4.1.3. Hfth & TR

XEREFRAR—MEEHEN R L6, FRELERT, BRI ARES A TRERSRIERS DL
Bl. EEMBERT, Operator RIHFIEE & (A PRV E FNREHI BT, WFAXMEAFANOZE
i SHRLBIRFNE, HS5ERAHEGRXXHE.

BHRAFR LHIEER A ZEE Uiy

alertmana  main openshift- 2l Alertmanager 3E S,

ger.monit monitorin

oring.core g

os.com

ingressco  default openshift-  EZi& Ingress Operator {724, #0iE. BIARLL. EHFIIEHIZRHK
ntroller.op ingress- B

erator.ope operator

nshift.io

414 FEHR
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/applications/#configuring-project-creation
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/nodes/#nodes-scheduler-default
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/registry/#registry-operator-configuration-resource-overview_configuring-registry-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/images/#configuring-samples-operator
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#configuring-ingress

ALERXETRORERER, ALRET TR RER XL

BRAH

clusterversi
on.config.op
enshift.io

dns.config.o
penshift.io

infrastructur
e.config.ope
nshift.io

network.con
fig.openshift
.io

LA

version

cluster

cluster

cluster

2=

#

[

1£ OpenShift Container Platform 4.7 f1, REHEE L £~ SEH
ClusterVersion %R, &k, HRIR BHEEIRRE HTRE,

TiEIBREREH) DNS XE, A LAEE DNS Operator 4%

RUFEBRSHRHNE R BN EFE.

EERRRBERERNS, EAE ENMY, HEEBXIRETR

TR B E U,

4.2 B L FEERE PULL SECRET

AT LB B AT pull secret SUMIANETHY pull secret SREFHERHIL pull secret,

U P A HUREY registry FAEBRET, BEXA

SRETE

Digk

FRFH

Pt

1. Ak

12, MARERESTZAMEAM registry,

ORI EE MY pull secret, IXFERETHS BRFIEEEHY AT FA 14,

e LAMEREA cluster-admin & &I i 0] £,

: BYGFEH pull secret MANEIINA pull secret B, IESERIATEHE :

a. FIALL TS TE pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. AT

4 RIANINF pull secret :
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/networking/#dns-operator
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$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>" \
--to=<pull_secret_location>

ﬂ RIEFTH registry, A LAER— reqgistry FEE S NG CZE, Hl40 : —-registry="
<registry/my-namespace/my-repository>",

@ RUH registry WL,
9 R4 pull secret XHRIERE,

A, BT L pull secret SXEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VR ERET R, JEFE—LNE, EFBURTERE KX/,

M OpenShift Container Platform 4.7.4 FF18, *f 2/ pull secret BN ABALAL
TREPFZEHES,

L

4.3. % WORKER 17 =

INRIBTEBRZ T R EHRME LT worker TTRBEIR/DN, A LLET SIB—DHLS MR ERAEE],
FXEelHTT R, FANRBNGSE, REEMRE],

4.3.1. TN ZREMYIREE R Z F X 5]
MachineSet X &t T 5 =Sl 25N EHE KB OpenShift Container Platform 77 52,
MachineConfigPool X £t MachineConfigController 414 1E 7+ 21 12 F & X FF RN EIHIIR S,

MachineConfigPool *f & fu 1 F3 /- B & 40 4al 55 2 o FA B 23 B & Stk AR B9 OpenShift Container
Platform 7 s,

NodeSelector ¥ &7 LL# — 1 E| MachineSet X R85 &,

4.3.2. Fohi BASE
EIENBERRMSMRNAG LB, EAUFIY RINBE,

XMEES£ATM. RERFETHEMRBRERRMER, BEXN. AP ESFNEMBRIILR S AN S
%

FRFM

46



o &% OpenShift Container Platform $£2£# oc fr 517,

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
1. BEEREFHNEGE -

I $ oc get machinesets -n openshift-machine-api

HL2R%E L <clusterid>-worker-<aws-region-az> B 5 H,

2. EEREPHINE

I $ oc get machine -n openshift-machine-api
3. EREMFRMIN S LR BT -

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. cordon FHEZZ IR EMIBRAITT 5T :

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5. J'RHZEE -
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -
I $ oc edit machineset <machineset> -n openshift-machine-api
BRI R EN AR, FELND PSS T,

o INIEMPRTIEABIHES -

I $ oc get machines

4.3.3. N2 &M BRERRS

Random. Newest #1 Oldest 2 =X #FFHIMIFRILET, FKINMES Random, FRTEY BRI BENILE
FHBRALEZR, BB ENRE, TLUREBHIZE M PR

spec:
deletePolicy: <delete_policy>
replicas: <desired_replica_count>

47



OpenShift Container Platform 4.7 R G idE

T BRECRE B4t 4., ERAIE 1S 7246 X #1285 L0 machine.openshift.io/cluster-api-delete-
machine=true ¥ ## k15 E N33 MPRBIIL 2o

HE

FINBERT, OpenShift Container Platform E&HI25 Pod ERETE worker £, HATFERHZRTE
ZYRFELEEBETRR (21E Web #2H15) , FRIFEEFHNE T IREER Pod, SNEFREF
worker H285&T B’ H 0,

p= Y=

AP RERENRSDAUZITERET R, 1E worker HLEREIAT4E I 7 2 B BEIX LEAR
S5hf, ATLMER B E X HERER. X AR AR S5 # A i

4.3.4. QI EFRARRESE R T RS
ALV A pod EROBRA SRS 1Y AL TR BRI 1T SR L BOPREE, SSEBER OURRMORTA pod FRAHIEIRE

E T /o

FRERSEE T SRS, MMREEERDOE pod OpenShift Container Platform £ IFERINTT Rk
ZRAINE pod, FHRHZ pod WERI BB LRI AT <,

f&w Lo i 27 Operator BE X HIR (CR) REESESEH T REFES. B TR, N&E
FHEBREERNIRE. FIRERMBNBRTHRT RFVFEVE, FTRERRE. WRT xR
=4, AMET RFNFEENTETRRE.

X8

iz

k

R LAE pod WRINEISBYHE/(EXT. BR, BIREN—DEINBERINTREE,

¢l

ANINRRIABIERBESEH T L5

48

1. YRR Operator CR MAZINBRIABISEBEE B 17 s 28

I $ oc edit scheduler cluster

HEAT [REFESRMERZRF Operator CR =6l

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
mastersSchedulable: false
policy:

name:

Q S L) <key>:<values B AN Sk,



B 45 RERRERES
SRILEERE, HEFEHTE openshift-kube-apiserver 1 H F pod, X ATREEE /Lo H],
RESEHEE pod &, RINMEESEHE T REFESRFTEN.
ﬁﬁﬁ*ﬂa%ﬁ%_ﬁ *%%1; I \7 jj—ljl \//J\\DD*T_L .
o TEAIRET RN, FHAVBRERHENBESENT SURMRE

a. BITULTF RS, HRZERINE MachineSet X &/ :

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

121
$ oc patch MachineSet <name> --type='json' -
<value>","<key>"="<value>"}}]' -n openshift-machine-api 0

ﬂ FENPRRARNIN <key>/<value> X,

o -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='"json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

b. £ oc edit i S IEIR % 2 A ENINE] MachineSet X/ R :
a0 :

I $ oc edit MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-machine-api
i th o Bl

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

spec:
template:

metadata:

spec:
metadata:
labels:
region: east
type: user-node

c. WITLEHE 0 FHY BT RCREMEES ZMNFE XK TR :
g0
$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

49



OpenShift Container Platform 4.7 R G idE

d. YT metEFH AN, #/H oc get B ERILZERBESRMEIT =
I $ oc get nodes -l <key>=<value>
4N -

I $ oc get nodes -I type=user-node

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-c-vmqgzp Ready worker 61s v1.18.3+002a51f

o EEMAT RN

a. AT R%iE Node X5 :
I $ oc label nodes <name> <key>=<value>

WJ?D EgjjJ’J\-FTJ EIIJ\\DD*T_L .

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east

b. £ oc get SR E R SHRMEIT & -
I $ oc get nodes - <key>=<value>,<key>=<value>
flan :

I $ oc get nodes -| type=user-node,region=east

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 Ready worker 17m v1.18.3+002a51f

4.4. NETIME OB EMZBRM SR

BRI — SRR OB OUTE R MR A GRNEE, MBABEESR. SMRASHER registry AT
SEHEIA ARG, I XERMIRANET I AIZT MR RTS8,

HEETHES, BUEEVRE=AVIRERBNEMIEMHM., OpenShift Logging #1 Red Hat
OpenShift Service Mesh #83& Elasticsearch, XFEE=/N LI LEE AR AL, iiltb*ﬁﬁ_ﬂolﬁﬁﬁﬂ
TENTAK, L/lykf)um_ﬂfﬁ'ri XHFHEERZE=1TTRAMNITENE, BNMNTARMNN—, TEE%
NI RAXMLRE Azure X8, EBTLUER A SRR ER S A,

B R EMZRN T AR AT AR BRI m L2 THAGRNE R, 1HSMH QIBEMEHIERSE.

BXRARATFXESRINBERD, ESH VTR =0T SRS.
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/machine_management/#creating-infrastructure-machinesets
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4.4 02N BRE
BRT RERFARMWNISEZ N, 1001 A SIS K Hh A B IR RN E T/ A NS+ E %

N
NiTvo

FRFM

o ERE— OpenShift Container Platform %&%,
o % OpenShift CLI (oc) .

o LIEA cluster-admin I [RHIFE - &5 &% oc.

i
1 fIE—1TaaiEEEELEIR (CR) TR YAML X4, FHRHESEN

<file_names>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFERLEMME, EITLUMEHFREINENERE

I $ oc get machinesets -n openshift-machine-api

i Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. ERFENRZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

it Bl

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ o,

@ RV,
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2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api

it =Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-infra-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LIV ERE AN, DESIRED #1 CURRENT MERITEL., MRNFBETTH, EFRH/LIH,
REBRIZITRS.

4.4.2. QB EMEM T R

BF

HEH N RERERF B FHNEMIERIIME O R EMZRIIN 255K, 0 control plane TR (1
Mh master 77 R) EHLEE AP EIRREIER OB AR RS,

SREMEMBHRES (B infra TTR) WEKRKEBWER. TERERFRH control plane #1 worker 7/
REE S, Worker 17 s o] LB AL 38 & W BRI T kN RERF (RN app ) .

it

1. EIRETHN AR KRB worker T RNV :

$ oc label node <node-name> node-role.kubernetes.io/app=""
2. AMRE T Y ERMZRN T RBY worker T RININFRZE

I $ oc label node <node-name> node-role.kubernetes.io/infra=""
3. REMEXTRIEZSEESR infra AR app A :

I $ oc get nodes

4. QIBFCABVSRESEE T rukiEdR. BUAT mukFEas N A ETERR A 6 & 22 A P 8 HY pod, X& B
B—"15 pod EAEMIME T LFRXENRE, XRHNMNRE pod BIEFER.
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BE
SNRFINT RUAFERR S pod PR AZE, MRS ARIAT RkEERR,

BE, TEXBEAERXSH pod DR/ FEEMBINT SERFESR. B0, 2 pod
MRS B I AENT SAE® (4 node-role.kubernetes.io/infra="") i, %
KN RIERERFTENFEN T =AE (W node-
role.kubernetes.io/master="") TS T pod TEAE, Eih, FEINT =Rk
FREBANFET RABNEND,

A LUE BT B 17 ik as ekt e SRR SE Y s R AR B Ze,
a. YwE Scheduler ¥ :
I $ oc edit scheduler cluster

b. fHFEE YT SEFER AN defaultNodeSelector FE% :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: topology.kubernetes.io/region=us-east-1 ﬂ

ﬂ BAERT, W7 REESFTONESFEIREE us-east-1 KIFH T =,
c. RITFXHLUGRRZ LR,
IIAE, (RWT LUREE RSN SR BT IR ICEY infra 17 .

Hih 5w
o AXRUMMAEE R 1T RiEFas LUk R EESEH T RUAFIRPNRINIEE, HSEUIE T RS,

4.4.3. HEMELH 2 Q2 A EE
MRFELMRUNBEELCRRE, NLACIR— infra i,

P =
. AEESER T EREMRSM infra T m BT SRS

I $ oc label node <node_name> <label>

I $ oc label node ci-In-n8mawr2-f76d1-xscn2-worker-c-6fmtx node-role.kubernetes.io/infra=

2. QIS E worker ABHBE LA BIENVREELFERMVSERED

I $ cat infra.mcp.yaml
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it Bl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: infra
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]} ﬂ
nodeSelector:
matchLabels:
node-role.kubernetes.io/infra: " g

whn worker AEMBEE X AR,

SRR INMFRZEE N nodeSelector FANE T &=,

pa -

B E Y HEEE M worker 4k AN BRECE. B E BEREMETNT worker it
BINLBRECE, (B8N T EEB TN B E M ESR e, BT EE CGEM
worker ALK E TR, *f worker BRI BB &R E E Wi,

. BE YAML XtfE, SR LGN ESRECE

I $ oc create -f infra.mcp.yaml

. RENGREE, UAREMIEIIEERDD :

I $ oc get machineconfig

i~ B
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION CREATED
00-master 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
00-worker 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
01-master-container-runtime
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
01-master-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
01-worker-container-runtime
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
01-worker-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d
99-master-1ae2ale0-al15-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
99-master-ssh 3.2.0 31d

99-worker-1ae64748-a115-11e9-8f14-005056899d54-registries



365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d
99-worker-ssh 3.2.0 31d
rendered-infra-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 23m
rendered-master-072d4b2da7f88162636902b074e9e28e
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-master-3e88ec72aed3886dec061df60d16d1af
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-master-419bee7de96134963a15fdf9dd473b25
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-master-53f5¢91c7661708adce18739cc0f40fb
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d
rendered-master-a6a357ec18e5bce7f5ac426fc7chffcd
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-master-dc7f874ec77fc4b969674204332da037
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-1a75960c52ad18ff5dfa6674eb7e533d
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-2640531be11ba43c61d72e82dc634ceb
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-worker-4f110718fe88e5f349987854a1147755
365c¢1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-worker-afc758e194d6188677eb837842d3b379
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-worker-daa08cc1e8f5fcdeba24de60cd955¢cc3
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d

N IZERBE— NN EESE, A rendered-infra-* 5145,

. AL BERENBE S CGHIER, 10— WSRERE, ZEEFEREE ChAMMERNIRE, W
AP FRH infra - 15EE, XTI, FHREFENEFIRIEWN, X, ETURNEBEET
infra T BRI B E LERE,

pa -3

DIRFNEREEME, MCO R MZBER—MHHNZ2HEE, URIZBERNX
BT AN R,

a. OIENREE :

I $ cat infra.mc.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

name: 51-infra

labels:

machineconfiguration.openshift.io/role: infra ﬂ

spec:

config:

55



OpenShift Container Platform 4.7 R G idE

ignition:

version: 3.2.0

storage:

files:

- path: /etc/infratest
mode: 0644
contents:

source: data:,infra

Q SRR IBIFRZAE ) nodeSelector FANZEI T &,

b. FH2EE N A E infra-labeled i m :

I $ oc create -f infra.mc.yaml
6. NG SRELRTA :
I $ oc get mep
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

infra rendered-infra-60e35¢c2e99f42d976e084fa94dad4d0fc  True  False False 1

1 1 0 4m20s

master rendered-master-9360fdb895d4c131¢c7c4bebbaec099¢c90 True False False
3 3 3 0 91m

worker rendered-worker-60e35c2e99f42d976e084fa94da4d0fc True False False
2 2 2 0 91m

EARBIF, worker T RN — infra T o

Hih 5w
o MFAREBELHADH infra BN ESER, BSHGERANGEERITT REEEE,

4.5. NERMZR T R B 28 30E TR

O T BEMZRMIN 285 E, worker #l infra B &[N AEFM infra TTm. EF infra ABHNT RIS
T AIZITEMERR SRR 4 S8, BNfEH A T worker A,

BE, Y% infra TTEDE worker BEES, B T{EMEHTRELEN DB infra TTa, ERG XS
B, AL S | S AR infra T, HNEEIEHIN pod N ARR,

4.5.1. A5 R BRAEEME T R T

MREE—NDET infra 71 worker A &R infra TR, BB ZT R, UWERNESERF TER
i—&o

56


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/architecture/#architecture-machine-config-pools_control-plane

BF

BITIREE ) infra T 0B infra,worker 71%, HERSAMBREESERF ITHE
AR R, WRMNT =R EFﬂﬂUB% worker 7I‘Tu, W tIE— 1B E R ER
B HABTE X MCO FEEIRA E A master 5 worker LLABIIIER T 2, WRATF
EEFRE RSN B E L, /E?F' worker 5B R IFERIA worker Hl 2 ER B BT
R infra irZE55REEE, SATEITHEE

FRFMH

® 7£ OpenShift Container Platform 5 2#fREZE 44+ B9 MachineSet % &,

iy =
1. [ infra 1 RIS REABSIETEE B A P TR &

a. METREEREIR

I $ oc describe nodes <node_name>

Ll N
oc describe node ci-In-iyhx092-f76d1-nvdfm-worker-b-win2|
Name: ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Roles: worker
Taints: node-role.kubernetes.io/infra:NoSchedule

APIERTREBGR. BAILUET—F F4EELA pod RINE R,
b. MRELEBRET KU EEHE EHERF THEME :
I $ oc adm taint nodes <node_name> <key>:<effect>
4N -
I $ oc adm taint nodes node1 node-role.kubernetes.io/infra:NoSchedule
ABI7E nodel LE— M node-role.kubernetes.io/infra Hi5 5, 5 M2

NoSchedule, £7%& NoSchedule effect #9777 s (U E B IT1%75 =M pod, {BRIFIE pod
PREFE BT R,

N ANRAE M descheduler, MR T 1 &5 REI pod ATEER MEREIRIR,

2. NEE infra TRLFEN pod BERNIMAIR, WEEESR. registry MG TEME, 7 Pod Xf
gﬁ%ﬂ*ﬁqﬂm“ﬂﬂl«l?{‘bﬁ%

tolerations:

- effect: NoSchedule ﬂ
key: node-role.kubernetes.io/infra 9

57



OpenShift Container Platform 4.7 R G idE

I operator: Exists 6

ﬂ EERMENT [BIMR,

Q 1B ERINENTT A5,

9 i‘gf Exists Operator, HAEXKT | EFE—H A node-role.kubernetes.io/infra #Y

AR ES oc adm taint S A5 mLE., EFLERBER pod AILLAEER infra L,

p= Y=
FHAREREW BT OLM ZEM Operator B9 Pod #%! infra Tim. 5
Operator Pod BIEE NEUR F & Operator WECE,

3. HRMAERER pod HEE infra T R. FHIBIESIN 2T = LA pod KERIXH,

Hith 5w
o MFEAXF pod FERTRHEMER, HSMERFAERRFZS pod KE,

4.6. FF RSB EMIZRIHL A%
HER T, ERERHENET RELMRLHR, BT BEERNEMBINEE,

4.6.1. %5k HE
RAT LU ER B 38 pod EREFIFE MM BEHR, RIMERT, pod HEE worker T,

SeRFH
® 7£ OpenShift Container Platform & BRISHIHLER &

it =

1. EEKHZS Operator B IngressController B E X iR :
I $ oc get ingresscontroller default -n openshift-ingress-operator -o yaml
RHIH R F LT XA -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: 2019-04-18T12:35:39Z
finalizers:
- ingresscontroller.operator.openshift.io/finalizer-ingresscontroller
generation: 1
name: default
namespace: openshift-ingress-operator
resourceVersion: "11341"
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selfLink: /apis/operator.openshift.io/v1/namespaces/openshift-ingress-
operator/ingresscontrollers/default
uid: 79509e05-61d6-11e9-bc55-02ce4781844a
spec: {}
status:
availableReplicas: 2
conditions:
- lastTransitionTime: 2019-04-18T12:36:15Z
status: "True"
type: Available
domain: apps.<cluster>.example.com
endpointPublishingStrategy:
type: LoadBalancerService

selector: ingresscontroller.operator.openshift.io/deployment-ingresscontroller=default

2. Yw%E ingresscontroller %R, F X nodeSelector LAfE A infra #7355 :
I $ oc edit ingresscontroller default -n openshift-ingress-operator

1£ spec RRINMER infra 173% 8 nodeSelector FIE84Y, N TFFI- :

spec:
nodePlacement:
nodeSelector:
matchLabels:
node-role.kubernetes.io/infra: ™"

3. A H2: Pod 7E infra 17 &2 L1217,
a. BEKHSR Pod 7R, FHiL FIEMEZITH Pod B9 m&FR :

I $ oc get pod -n openshift-ingress -o wide
it Bl

NAME READY STATUS RESTARTS AGE
NOMINATED NODE READINESS GATES
router-default-86798b4b5d-bdivd  1/1  Running 0 28s

0-217-226.ec2.internal <none> <none>
router-default-955d875f4-255g8 0/1  Terminating 0 19h
0-148-172.ec2.internal <none> <none>

EARFIG, EFEZITH Pod fiIF ip-10-0-217-226.ec2.internal 17 5= L,

b. BEEIEIEIZITH Pod BITT RS -
I $ oc get node <node_name> ﬂ

ﬂ 18 E M Pod FIFRIKFHI <node_name>,

i th o B

IP NODE
10.130.2.4 ip-10-

10.129.2.4 ip-10-
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4.6.

NAME STATUS ROLES AGE VERSION
ip-10-0-217-226.ec2.internal Ready infra,worker 17h v1.20.0

MTFARIIKREE infra, FEIk Pod FEEMBT R LiZ1T,

2. BB registry

IRFEEEE registry Operator, MUEMHE Pod ERBEIHM T =,

FRFH

it =
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1. &% config/instance %R :

I $ oc get configs.imageregistry.operator.openshift.io/cluster -o yaml
i Bl

apiVersion: imageregistry.operator.openshift.io/v1
kind: Config
metadata:
creationTimestamp: 2019-02-05T13:52:05Z
finalizers:
- imagereqistry.operator.openshift.io/finalizer
generation: 1
name: cluster
resourceVersion: "56174"
selfLink: /apis/imageregistry.operator.openshift.io/vi/configs/cluster
uid: 36fd3724-294d-11e9-a524-12ffeee2931b
spec:
httpSecret: d9a012ccd117b1e6616ceccb2c3bb66a5fed1b5e481623
logging: 2
managementState: Managed
proxy: {}
replicas: 1
requests:
read: {}
write: {}
storage:
s3:
bucket: image-registry-us-east-1-c92e88cad85b48ec8b312344dff03c82-392¢
region: us-east-1
status:

2. 4w’ config/instance X & :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster

3. BENRE spec 9, HEELILLIT YAML :



spec:

affinity:
podAntiAffinity:

preferredDuringSchedulinglgnoredDuringExecution:

- podAffinityTerm:

namespaces:
- openshift-image-registry
topologyKey: kubernetes.io/hostname

weight: 100
logLevel: Normal
managementState: Managed
nodeSelector:
node-role.kubernetes.io/infra: "

I $ oc get pods -0 wide -n openshift-image-registry

4. B registry pod B E BT =,

a. IBTULTE4%, LURF] registry pod FRIEBI T & -

b. #INT REBEIEENIRE :

I $ oc describe node <node_name>

EEGSHEH, F#IA node-role.kubernetes.io/infra 57 LABELS %3k A,

4.6.3. B ER AR

INBERT, EBESE Prometheus. Grafana #I AlertManager BJ Prometheus Cluster Monitoring HE#%
SeiRMLEERE S HETNRE. ©H Cluster Monitoring Operator #1TEE, HEEMEHGBRIIEMIE L, T
CIEEFN B E L EER A,

Pt =

1. $FLLF ConfigMap & Y &7 cluster-monitoring-configmap.yaml 3 {4 :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config
namespace: openshift-monitoring

data:

config.yaml: |+
alertmanagerMain:
nodeSelector:
node-role.kubernetes.io/infra: ™"
prometheusK8s:
nodeSelector:
node-role.kubernetes.io/infra: ™"
prometheusOperator:
nodeSelector:
node-role.kubernetes.io/infra: ™"
grafana:
nodeSelector:
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node-role.kubernetes.io/infra: "
k8sPrometheusAdapter:
nodeSelector:
node-role.kubernetes.io/infra: "
kubeStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: "
telemeterClient:
nodeSelector:
node-role.kubernetes.io/infra: "
openshiftStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: "
thanosQuerier:
nodeSelector:
node-role.kubernetes.io/infra: "

BT L EC B BREY & 5 U 1 M PEHE R RO H (4 BT ER B B B AR A T
2. NA#BIECERS

I $ oc create -f cluster-monitoring-configmap.yami
3. MZBRIEEE pod BEFNLER :
I $ watch 'oc get pod -n openshift-monitoring -o wide'
4. MNRAMEEHRE infra TR, BFMHEREEXINHBH pod:
I $ oc delete pod -n openshift-monitoring <pod>
EMER pod BIZEHTE infra 7 s _EEFAIE.

4.6.4. %15y OpenShift Logging ¥R

& B LR & Cluster Logging Operator, ¥ OpenShift Logging H4 (%0 Elasticsearch #1 Kibana) #J
pod BEEITEN T L, BIENF Cluster Logging Operator Pod MEREMERE.

BN, EEILURN CPU, REFIRE E RS M Elasticsearch Pod B EI— MM = L,

FRFH

o W% OpenShift Logging # Elasticsearch, BRIMENR T %A ik iX LETHRE

Pt =

1. 4% openshift-logging %l B ##9 ClusterLogging B E X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
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spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

w?ﬁbu nodeSelector Z#, #HixHERATFERERIMAMNE, TALMRE T [RIEEMNE, &
&2 # B nodeSelector 5 {# fH <key>: <value> ¥,

gk
R HGRE %), B LMER oc get pod -o wide 3%,

flan -
o MEEHLI¥H ip-10-0-147-79.us-east-2.compute.internal 7 = _EH Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES
kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-

east-2.compute.internal <none> <none>
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o {REEL Kibana Pod # F ip-10-0-139-48.us-east-2.compute.internal 77 5=, %7

FIEVER SR T R

I $ oc get nodes

it Bl

NAME STATUS ROLES

ip-10-0-133-216.us-east-2.compute.internal Ready
ip-10-0-139-146.us-east-2.compute.internal Ready
ip-10-0-139-192.us-east-2.compute.internal Ready
ip-10-0-139-241.us-east-2.compute.internal Ready
ip-10-0-147-79.us-east-2.compute.internal Ready
ip-10-0-152-241.us-east-2.compute.internal Ready
ip-10-0-139-48.us-east-2.compute.internal Ready

AGE VERSION
master 60m v1.20.0
master 60m v1.20.0
worker 51m v1.20.0
worker 51m v1.20.0
worker 51m v1.20.0
master 60m v1.20.0
infra 51m v1.20.0

HESR, %7 224 node-role.kubernetes.io/infra: " label:

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

i th 7 B

64

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal

selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal

uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:

node-role.kubernetes.io/infra: "

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

e Ef%) Kibana pod, 4%k ClusterLogging CR LURANT sk %25



@ ORI R LUTE T RAIAR PR E label,
o RTFCRE, %A Kibana Pod fF##¢ 1k, B Pod 2RERE -
I $ oc get pods

i th 7 Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1° Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflhe 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

® # pod {iIF ip-10-0-139-48.us-east-2.compute.internal T ;| L :

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o F¥liE, [R¥A Kibana Pod SRR,
I $ oc get pods
=1
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m

elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflhe 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
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47. R TFEHEETT B

SEEB Y B VI% OpenShift Container Platform 29K/, LUHRHEYFIMNEEE R, ©FEH
Kubernetes IE NI BAME S BRI EMBMER, MAXMERRNMEU T E=IRHEBNNTR, £8¥
BIEHSEEESCRRNEN, T5RENM AL EHEXE,

L RN BHRA B TR 28T worker TR _EVHEE pod B, HEEFEA— DT RKHEMERK
i, SEATT BRRIBMEFNKRN, KBV BRFRHER RGBT EHEEHRE,

SRR BITEEBMA T A EMNRE. CPUM GPU &, BMEETRERE control plane T/, XLE(E
FRENGEE, SREMEEPMERENRS, fltl, MREXEBETRANEFEHIRRE, KB
TRECTESIINGFEREN SEEEHTNME TR, AR, FRZITERRERHEYT BRREEER
INE % TR/ FIRIIBE A,

BE
RIRIEAT AR ClusterAutoscaler 75RE Y #) maxNodesTotal {ERE1F K, RBLUKE

IHTEEHRTRINELE. WEBMESE control plane HlLEEMHE KX AT R ERH 2
e,

BRI1I0M, KHEDT BREREKHPAIFTENRLET R, FMEREN]. WMRBRUTRYE, KRBT
BEZEMBRT = :

o TR EIZITHRI AR REMN CPU MIRFH R EHET T R LD ERM BRI 50%,
o KA BRI R LEIZITHRAE pod BEIEHMT R L,
o KHBIY BEBUHHEIERE.
MR R EFEUTEEY pod, EEBIT BARMRILT R :
o BEAMRHIM pod HEFTIE (PDB) B Pod,
o IR R LiZ1T8 Kube R4 Pod,
e %% PDB =X PDB Rt X55 B9 Kube 4% pod,
o TERITHBITRIIFMN Pod INEE. BIAEHEREE,
o BHFARMFMHED Pod,

o ANBMZHIR., TREFRIKEELRARANELENR XFKEERRAMIEEREHEMMEDN
Pod,

e BXH "cluster-autoscaler.kubernetes.io/safe-to-evict": "false" ¥ fiZ#J Pod, [RIEEMtLEHR
"cluster-autoscaler.kubernetes.io/safe-to-evict': "true” ;* fZ.

flgn, EELURE&RK CPU BRIEIXE S 64 1AK%, FHEERENT REE HNOIE 8 MK, 1
RICEREL 30 MARKIFL, EBHENT RRZTRM 4 NHAE 2 PR TR, &1 REEDN 82,

MREERFENT &, NHEEHHERRS :

o RNEEEEBUMTEN BETRAFNT R, B—TRETVAET REGHERNEEMIRE,
HBZTHERIRST Pod,

o EEEAMH Pod BIIEK,
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o MRFERIL Pod BT tRMIFR, HECEE XY PDB,
o WMNEHWIRMAERAMEW K, Y IHFERENREAT M.
o REZTEMYKRABDT RS, 2T RUMEmRERHNENT B,

pod #EAB T & (HPA) %D%ﬁEih?fELlZ‘ﬁE’ﬂﬁiﬁ1I%E&$E¥m/ﬁo HPA 1RYE 1 /18 CPU M E B
HMENBEENE A, MROEILM, HPA KOCIBRFTHEIEX, TRERBFTHANKREMNM. MRZER
BHHIR, KEENT RSNMEIR, LUEHPA SIZE pod B _JL,LJ:FJO MR ABID, HPA RIFLE—L
BlE, MRIBRESBELTRABARETIRENZE, EFEHEVT BEMBRTLERNT =,

SRBYT BREEE pod (LK. MREFHEBERWHHEIR, N"Pod (5K FNIE & PRI RIE (LS5
F§* Pod, @%ﬁEiﬁ?TE%E%{%$E¥EﬁJ:1?FEE Pod BEMBIR, NHEXHIIIEE, ERFEIT R

—MESENEIE R, EE MER AL RECRIFE R AN "8 Pod, b1l]TA{E$E¥EiJJH“§i@
Dﬂmﬁ ﬁE{XEETFﬁ%Fﬁm/ﬁETL1TQ

MERPABEFEILER Pod T2 SHERY BRIPALLERFH. RATKRNMNF T RHKZ1T Pod, FEH
BESMIPRIZITIX L Pod B9 5§Eﬁﬁﬂlm

4.7.1. ClusterAutoscaler ¥R E L
It ClusterAutoscaler 7HRE X ER TR BT BHSEIRAIE,

apiVersion: "autoscaling.openshift.io/v1"
kind: "ClusterAutoscaler"
metadata:
name: "default"
spec:
podPriorityThreshold: -10 )
resourceLimits:
maxNodesTotal: 24 g

min: 86
max: 128 @)

memory:

gpus:

- type: amd.com/gpu
min: 0
max: 4
scaleDown: @
enabled: true m
delayAfterAdd: 10m (B)
delayAfterDelete: 5m @
delayAfterFailure: 30s @
unneededTime: 5m @

18 Pod B — L 5e R F BE LN R BT BHMBESL TR, FIA— 32 (i
&, podPriorityThreshold &% 5 &N E2%4 = Pod B PriorityClass {E 71T b4,
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o

D900 9000900600

BEEMENRAT 2. XMEIREHFHBHUNGRCE, MAUEBEDT BIRIEHNNEE,
RIXMEREKR, BLUHREFE control plane Flit B85 R & 1E MachineAutoscaler FRAF1EE

EEESRHTBENRNRNZE.
EEEHPEMENEANZE,
EEEHPRNIREE (LLGB HHEA)
EBEEHPHNREANEFE (LGB HEAL) .
(%) IBEELEN GPU T2, R7A nvidia.com/gpu #1 amd.com/gpu 28 HIKEL,
EEESRETEENR) GPU L,
BEEBHPERENZRA GPU HE.
FEHESH, EHLIEESMREEEFNNK, TLMEREMABERB ParseDuration [AIfR, 21

ns. us. ms, s. m#lh,

EEEHBDT BESTLUMBRALENT =,

(%) EEESERNT REBEEFFSATEEMRT <. MRAIEEME, NEAIFKINE 10m,
BEESENGET REEBEEFS AT REMRT K. MRFIEEE, NERAIFKIME 10s,
BEELEWEHMRN FEERFS AT REMRT K. MRFEEE, NERARKIME 3m,
BEELTSKINAZE, TRENTRITRAEMRFME. WRTEEME, NERRIAE 10m,

HATY BIRER, BT BA{REFE ClusterAutoscaler IR E L RIXEMSEHE, 0
BMENR/NRARZE, HEHRTHAEE, BE, SEEIT BT EEEHIHY
BIEIBIE NTEXLESEHE A,

/MR A CPU, REFEFM GPU He @i 1T BEEHPIMAE T R EMTIRRBE, BIES
BESH BAEIET R, fIt0, control plane 7T RAEEMPMERNEHREERE, BfEE
BB BAEE control plane 77 s

472 HMEEHE T B
ERELEEANT R, E0/8— ClusterAutoscaler FRZ41,

AR
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1. 79 ClusterAutoscaler FROIE— YAML X, EaGEB8E LHERE L,

2. EEHPOIERIR :
I $ oc create -f <filename>.yaml ﬂ

ﬂ <filename> 21& 8 E X W F R STHEBI B TR,


https://golang.org/pkg/time/#ParseDuration

4.8. X THlaBT &

MBI B HEIRTE OpenShift Container Platform £ EREMIH 2R E B Machine &, EHLL
T BEIA worker 335, UREABNEMIGGE, YEHLEREUHREERIFELIEN, HHRED

I B RIBM Machine, X MachineAutoscaler FHRHFHE (MNF/NHZALFIHE) WM ERERIL

BN A2 B Frd 28 X & .

B

B ENSR BT BT EERKFE DT RUMERT BlEGR. KEAT BERNS
B BRE LFOEMARBERTT RIFHIR, MREEXEE WEBHT BRIERTE X
SHEYT R, £BENT RKEFRT RERH.

4.8.1. MachineAutoscaler ¥R E L

Itt MachineAutoscaler %R E X TR 7 ¥l2s B 51T BN SEFRAIE,

apiVersion: "autoscaling.openshift.io/vibetal”
kind: "MachineAutoscaler"
metadata:
name: "worker-us-east-1a" 0
namespace: "openshift-machine-api”
spec:
minReplicas: 1 9
maxReplicas: 12 e
scaleTargetRef: ﬂ
apiVersion: machine.openshift.io/vibetai
kind: MachineSet €
name: worker-us-east-1a G

IBENRBT BEM. N TERZIRHLNBZENT BT BITLNRE, HIEESEHET BHW
HEBREMNETR, HBRELFFERIT : < clusterid>-<machineset>-<region&gt:.,

EEENSG BT REIERT REVIRBAREREHNEERENE/INSHE, MRE
AWS. GCP. Azure =% RHOSP #1217, NIZERIKED 0. *F FEAMMENE, EREFIELES
00

o

MNTFRTRELFEAENSNHEREREY, HET REFUARENSZONGSE, ETLURLE
WEHN 0 RTLAKE, MRNFEZEER, KHAT BRRISREENE,
BE

S FRERRFEAEMZEEN, EFRER OpenShift Container Platform Z2&& it f2 /1
PN =A1TEHN2R%EM spec.minReplicas EHi%& 7 0,

9 EEEEEVT BEEE) BREUAREXEHEENIEEREMNEANBEE. BR
ClusterAutoscaler FTiEE X B maxNodesTotal £ K, LUENERET B TUSEBXNMHE
B 2R,

EAXRNTR, RERTFHELEY BRIIIANZSENE,

kind S5 MachineSet,

®0
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6 name [EXATI S INENRENLIRCE, 0 metadata.name SEUEFIT.

4.8.2. BENRZEIT R
EREYSRB T B, iE0/E—1 MachineAutoscaler %R/,

it

1. 77 MachineAutoscaler %R0IE—D YAML X, EdhESB8E XHERE X,

2. EEHPOERR :
I $ oc create -f <filename>.yaml ﬂ

ﬂ <filename> 21& B E X F R SXTHEBI B TR,

4.9. {fFH FEATUREGATE & B KTl i Thag
0] LB IS 4w FeatureGate B E X HR (CR) NERHPMA T IS Yaif R Tl heem F45&.

4.9.1. T #ETh8El ]

& A LAE A FeatureGate B E X KR (CR) TEERAHE AR ENIIEESR. ThEEE R OpenShift Container
Platform ZhEEHE R, BINBR TFAER.

& ET LUFE A FeatureGate CREUELLFINEES: -
e |Pv6DualStackNoUpgrade.ttIhaE[ |5 /5 FA R LR IR T, IS R0 4% = 5 (RIS {5

IPv4 #1 IPv6, [ERLLIhEER 7R, TERUH, FRMELEEHR., FERWEEFIMNRRREPE
FALEZhRESR

49.2. {6 CLI EBIhEeE

& A LR JniE FeatureGate B E X BTIR (CR) M OpenShift CLI (oc) NEBEHMFRE T m/H A
IhEESE,

FERFH
e B%% OpensShift CLI (oc) .

iz
J& FThRESE :

1. %545 cluster Y FeatureGate CR :

I $ oc edit featuregate cluster

FeatureGate BE X KR HI

apiVersion: config.openshift.io/v1
kind: FeatureGate
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metadata:
name: clusterﬂ
spec:
featureSet: IPv6DualStackNoUpgrade 9

Q FeatureGate CR F& #1472 cluster,

Q 7510 IPvéDualStackNoUpgrade Thaess, LUS AURRILSER,

REEWRE, QRFHVSGRE, NSEELSER, HENAERNESN TR EFE,

J& F IPv6DualStackNoUpgrade ShEEETTARUE, FHEHLEEH, FEUIEEIN
R R EF L ThEE

USATl
ETRREFMERSE, EILUETEET = LM kubelet.conf XX REIEREE A T THEEN 1o
1. T REL debug &1F :
I $ oc debug node/<node_name>
2. [HEHRE RN EM :
I sh-4.2# chroot /host

3. &% kubelet.conf 1§ :

I sh-4.2# cat /etc/kubernetes/kubelet.conf

it Bl

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

SEREA TN true BITHEE,

: A=
_ FHAIINBEE OpenShift Container Platform kAT R

4.10.ETCD {£%
#19 eted. BFASER eted MNERSER eted EUE,

4.10.1. X F etcd INE
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BINER T, OpenShift Container Platform RN etcd ##E. EEEF/EAX eted #H#1T HDEE’JUJ

NBEARSERBBANRTZ, B0, MR eted EMRBAETNIZREIMENAL, © ﬁ'éﬁjJ
R BURERIE,

JAFA etcd INEERS, LLUF OpenShift API BR5525F0 Kubernetes API iR 55 25 B RIS #1035 -
® Secrets
o FLERRSY
® Routes
e OAuth iJj[n] k&
o OAuth IS

LG eted MNBE,, RORMEBRY, IEBRFARIFAMTRL. BoMEHIX

XLETREHF BEM eted &
RhIRE,

i

= -

HICE, eted POMMEIATING, MANEITME, XIBHEREHRRE, SBERFNTR
ZHIENINEN,

4.10.2. |2 B etcd MI%
RATLUE A eted MBS AN & BE R OB TR,

L= =
E =

FAEWFEDNRMB L IRTTHATE D eted, MRMBEITBLZETH, NEHDHTREREK
B INE,

FRFH

o {HFHEZH cluster-admin A& A &EEE,

it =

1. 182X APIServer %R :
I $ oc edit apiserver

2. 18 encryption ik Bi% & )y aescbc :

spec:
encryption:
type: aescbc

Q aescbc £ EIZRR AES-CBC {#f PKCS#7 padding 1 32 45 Bk HATINE,
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3 RIS LAES L E
MELRFFIR, REBEEFHNAD, INLRATEFEE 20 28R KB AIF BETE M.

4. E eted MBS K.

a. && OpenShift API lRS52589 Encrypted RS54, UKIEEFRESERINNE :

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERIHINE 5% K 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: routes.route.openshift.io

IR T R EncryptioninProgress, MZENEHTH, SENLOHEER,

b. E& Kubernetes API [R552580 Encrypted RS54, UKIEEFRESERINMNE :

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHINE 5%t 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

IR H TR EncryptioninProgress, MENDEHATH, FF/LOHEER,
c. &%& OpenShift OAuth API fR5583# Encrypted A 5%, URITETRETERININE -

$ oc get authentication.operator.openshift.io -o=jsonpath="{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERIHINE 5%t 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

IR HiH T R EncryptioninProgress, MZE{NEHTH, SENLIHEER,

4.10.3. 22 etcd N
A ATEEREHEA eted FURBMIINE,

FREH
o FHEZR cluster-admin B &I £,

e
1. {8tk APIServer 5 :
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I $ oc edit apiserver
2. 1% encryption FFEX K AL E N identity :
spec:
encryption:

type: identity ﬂ

Q identity KR 2RINE, BEWREREHITEMMNE.

3. RIS LAES L E
RETEIR, REBEEFHHAD, INIRATREFEE 20 2H=E KA FEET

4. BF etcd BEEEHKI.
a. &%& OpenShift API fR%52389 Encrypted RS54, UKIEFETREG EMRINMEE

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR R f5 ki i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEHTH, SENLIHEER,

b. && Kubernetes API fR5523# Encrypted RS54, URITHRRE RS RINER

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIH AR o i 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEH1TH, SENLOHEER,

c. & OpenShift OAuth API fR%5 2580 Encrypted IR A5&E, URIEEFTRER G ERINRE

$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERR IR fe ki i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEHTH, SENLIHEER,

4.10.4. 17 eted EIE
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B AT REGRRRESS

BEBLUTH, @it 02 eted IREBFFHHE pod WITERED eted BIE, XNFRALUKRE, F
HEUEHRENEREERRE etcd HiE.
BE

URFH— control plane EHl (EF#H master £H) B&HD, FEMEREPHEN
control plane EMHITED.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o MEKMERBEETEEERNRIE,
TN

&AL T & & oc get proxy cluster -o yaml B i EREEEEHA, R
httpProxy. httpsProxy# noProxy FI%E T1H, N&ERARIE,

Y=

1. 4 control plane 7 /58— debug &1 :
I $ oc debug node/<node_name>

2. [ERIRE RN EM -
I sh-4.2# chroot /host

3. MREATEREHEMWAE, EREDSHT NO_PROXY. HTTP_PROXY# HTTPS_PROXY
INEZE,

4. 1217 cluster-backup.sh &, HAREHDHAIE,

R

cluster-backup.sh FIZ&F# etcd Cluster Operator BJ—MNAB#E, ©=E etcdctl snapshot
save in DHIEETERF (wrapper) o

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
B A i HH A

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
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temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

FEXANRBIF, 7E control plane E41_EH) /home/core/assets/backup/ B kO T H N3 -

e snapshot_<datetimestamps>.db : ;XN XHZ etcd 1RIR, cluster-backup.sh FIARFEIAE
B,

e static_kuberesources_<datetimestamps.tar.gz : X455 pod WEIR, MRS
7 etcd M, ©HEE etcd REBRIME A,
==

MREAT eted N, BUHTEEERE, BB-IXHSE eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THICE, eted (ONMEZEITINE, MAXMEIAITING, IEHREHRRE, B4
Z2[A| RN RGN E,

4.10.5. 0 & etcd #UE
TE eted i RID REMM MBS, WAERHITES B LUE S5 = R/ 2,

SRR BB RS HHIT R, HERBmBIEEDEMRER. R EEAH# etcd A, BENX
BREARTH, BRAXTER eted #HITRRER, FREFEXDEETEENERGER,

EH etcd MBS AL, FAUEMEZEIUR TR, RIBENERMNERKER, ZEEESNAE
H—R etcd BF, SENAFEMR, EATLLTEE eted_db_total_size_in_bytes 1%, LBAERS
EEHITERERE,

DIk

H
[ |
5 eted B— NI MIBM, TEETHEESRE, ctcd RATATIR, Ei,

EBNT— pod BT FBER, EVSFHF—28, UEEHITUREERET
{’EO
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BREBUTEZ TN eted BT _ERY eted BIRIITHE AL,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

it =3
1. FAEWA etcd BXARMS KA, EAMFRHAITREHERLDHE,
a. FKEY etcd pod B3k :

I $ oc get pods -n openshift-etcd -0 wide | grep -v quorum-guard | grep etcd

=1
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

EFE pod FIZITUU TS RBEMR eted K G RIF

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

it Bl

Defaulting container name to etcdctl.
Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+- + et +--m- + e
+- -+ + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+- + e Y +---- + Hommmmeees

+- -+ + +

| https://10.0.191.37:2379 | 251cd44483d811c3 | 3.4.9| 104 MB| false| false |
7|1 91624 | 91624| |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 104 MB| false| false |
7|1 91624 | 91624 | |

| https://10.0.199.170:2379 | 9ac311193915cc79 | 3.4.9| 104 MB| true| false |
7|1 91624 | 91624| |

+- + e Y +---- + Hommmmeees

+- -+ + +

EFL#iti69 1S LEADER 51, https://10.0.199.170:2379 i R 2% F. 5 E—$HHITEY
i, M pod &N eted-ip-10-0-199-170.example.redhat.com,

2. S5 eted B AL
EEBIEEIZITH eted BER, £ 72 S15M pod BT :
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I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com
b. BUEIXE ETCDCTL_ENDPOINTS 52 & :
I sh-4.4# unset ETCDCTL_ENDPOINTS
c. ;B etcd XA :
I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag
=1
I Finished defragmenting etcd member[https://localhost:2379]

ISR % £HBIFEE R, 120 --command-timeout BI(E, BEIESEKIh L,
d. BIFBUEER NS B4E/) ¢

I sh-4.4# etcdctl endpoint status -w table --cluster

it Bl
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +
| https://10.0.191.37:2379 | 251cd44483d811c3| 3.49| 104 MB| false| false |
7] 91624 | 91624 | |
| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 41 MB| false| false|
7| 91624 | 91624| | @)
| https://10.0.199.170:2379 | 9ac311f93915cc79 | 3.4.9| 104 MB| true| false |
7] 91624 | 91624 | |
+ + + + + + +
+ + + +

AP T RIXA eted B O BEIRIEXK/NIIIE N 41 MB, MiEA AR/ 7 104 MB,
e. EEXESRLUERETIEM eted RO FFIHFITHER B, &EFT XS HITE R ER,
EVERBAVEBIREZREF 2, LUE etcd pod ATLUIRE, 7E etcd pod 1k E
B, etcd AR EIRN,
3. MNREA MBS 2 A AL L £/ NOSPACE Z4%, &HEREl.
a. BEEZEHE NOSPACE £4%

I sh-4.44# etcdctl alarm list
LN

I memberlD:12345678912345678912 alarm:NOSPACE
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I

b. JEMRES :

I sh-4.44# etcdctl alarm disarm

4.10.6. E B — PN LURIREREFAS

BRI LUMERRER eted FP R ME LIRTHIERERS, B ME KT KL% control plane £Hl (thFH
master 1) BIEEE,

BF

RS LB, WIEAR— z-stream ZITHRAFRIRENH eted &15. B0, OpenShift
Container Platform 4.7.2 S£E W E A M 4.7.2 FFIEH eted 5155

FRFM

it

#EAEA cluster-admin & &5 EEE,
RS ENBIER control plane FE#,
SSH %t control plane EHLEIIH,

SEMBE— & HIREE eted IREBFIFRS pod BRI &R B3R, 1% B ARSI & /5
T#&=: snapshot_<datetimestamp>.db #1 static_kuberesources_<datetimestamp>.tar.gz

o

BF

T FIEMRE control plane T, FNEEEI SSHIFEEHIZILFRS pod. BT LUEMHBRF
EHUBHEAMIERE control plane Hl25,

C EEFEDERFERE ENB control plane EHl, XZEEAEHPIZITIRERIERNEM.

EIIE)EA control plane TR (BF/ME EN) B SSH E#,
RE T FRIEENE, Kubernetes API BRZS 2 TTIEVIR], B LLIEITEG A control plane 7 5,
e, BUFE— MR EIL RIS Ncontrol plane EHLEY SSH 1%,

5T
NEERATERIX NS, FFTEVIA control plane ENEZHRIRE T2, HHFEL
EMIXNIRE IR E B,

FF etcd &P EXEHEHIEIRE control plane L,
LSRR RIZ IS backup B3k (EAEE eted IRIBFIES pod HiR) EFIEIRE control plane
FHH89 /home/core/ B EH,

TEEMEAM control plane 7 s _E{Z1EES pod,

FAEREFNELEMREEN LB pod, WEMARHFIERE EH LH pod.
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a. VR 2ME EHLH control plane EHl.

b. A etcd pod XHM Kubelet SEH B KB :

I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp

c. E etcd pod BEE(Z1E
I $ sudo crictl ps | grep etcd | grep -v operator

SAMMBIZNE, NRECTREMN, FSHNISHEEERLSE
d. f$IAE Kubernetes API fR%5 88 pod X H kubelet ;5 B 5 :

I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

e. J0iF Kubernetes API fR%5 25 pod @B B/=1E,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator
RRENIZNZE, MREFTEEN, HFERFILOHEBENNE
f. ¥ etcd BB B KB TENLE
I $ sudo mv /var/lib/etcd/ /tmp

g EEMTZ2IRE EHM control plane TN EEE L F T,
5. PR E control plane E#l.

6. MBEMATEESEHEWRIE, EREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETE,

R

&A LT & & oc get proxy cluster -o yaml i i EREBEELEHA, R
httpProxy. httpsProxy#ll noProxy &% & T 1H, &SRR,

7. FEMRE control plane EH LiZTIREHIA, 1RHE eted F19 BRI ER ¢

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
BRI HH 7 B

...stopping kube-scheduler-pod.yaml
...stopping kube-controller-manager-pod.yaml
...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop
............................. complete

Waiting for container etcd-metrics to stop
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complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

MRAEREN eted EMFEEH TR, MELEATERFZET REA NotReady X
=+

/ho

8. AT RIUBFRENLLT Ready IR,

a. IZTELTR&8 % -

by
I $ oc get nodes -w
it Bl

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

BT RER T BB B JL o BB (A F e i S HR .

b. MMRBFET R4TF NotReady KT, HEXRT R, HFMENT KL /var/lib/kubelet/pki
Bk MBRFRA PEM X, &AL SSH BT &, SX{EM web 12§ & PHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>
pki B &=l

sh-4.4# pwd

Ivar/lib/kubelet/pki

sh-4.4# |s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem
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9. TEFA control plane £ LE/H kubelet iR%5.

a. EREENHZITUTRS :
I $ sudo systemctl restart kubelet.service

b. TEFTAEM control plane EHl EEE ILF I,

10. #LEFIIER] CSR -
a. FREXZE] CSR 7K,

I $ oc get csr
i Bl

NAME AGE SIGNERNAME
CONDITION

csr-2s94x 8m3s kubernetes.io/kubelet-serving

Pending ﬂ

csr-4bdét 8m3s kubernetes.io/kubelet-serving

Pending g

REQUESTOR

system:node:<node_name>

system:node:<node_name>

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

(3]

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

M—ﬁ\%&ﬁiﬁ'y kubelet IR%$ CSR (BFAF BEMLRE) .

w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

b. EE— CSRMIFAMERLUFIEREZE AN -

I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR B4,

c. #AHESNEMH node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>

d MFAPBANORE, HAS AR kubelet BB CSR :

I $ oc adm certificate approve <csr_name>

1. FEINEADE G control plane B4&EENE 5,

a. MREEHN L, I etcd BEs 2B EEIZTT

82



I $ sudo crictl ps | grep etcd | grep -v operator

s
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MREEMN L, iE etcd pod BHIEEIZIT,
I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

INRIEABETEZTXNFENEIT oc login FHIEWELL TR, HERF—LN
[F] A S p 95 I 88 2 Bh H B R e

I Unable to connect to the server: EOF

i th o Bl
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

NIRRT Z Pending, HEHIHAINH T ZDIELZITH eted pod, EHFF/LDH, REH
RIGHE

c. WARIMKE EHB control plane ENEF LT,

12. kR EH OB EMIERE (control plane)#las, FMHFRMER IR, BB ILNSEE, =
s — DETRVEITIRE, etcd BTN &,

MREBEEDTRERFESHEMEN, HEEMEM Machine API (125, HIRRUTHHE
AT, BN, EpiER&LE e ERINERSELEH control plane 11 =,

Digk

==
[=]

RE e SN B O B

a. NEKM control plane EH 2z —KEXHL2%.
E— MR #EA cluster-admin AP EZE KR, ZTUTHS

I $ oc get machines -n openshift-machine-api -o wide

i RB
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84

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 BT EKB control plane E# ip-10-0-131-183.ec2.internal B4 control plane #l

o

b. IS BEBREEIX BRI R — N

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ & KH control plane EHIEZE control plane Hl23HI& R,

. YwiE_E—4 B OE M new-master-machine.yaml X4, LD EHAHFMBRFTLENF

B,

i. HHFREEA status B4 :

status:
addresses:
- address: 10.0.131.183
type: InternallP
- address: ip-10-0-131-183.ec2.internal
type: InternalDNS
- address: ip-10-0-131-183.ec2.internal
type: Hostname
lastUpdated: "2020-04-20T17:44:29Z2"
nodeRef:
kind: Node
name: ip-10-0-131-183.ec2.internal
uid: acca4411-af0d-4387-b73e-52b2484295ad
phase: Running
providerStatus:
apiVersion: awsproviderconfig.openshift.io/vibetai
conditions:
- lastProbeTime: "2020-04-20T16:53:50Z"



lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation
instanceld: i-0fdb85790d76d0c3f
instanceState: stopped
kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXFE S F &R,
BUERE S ENFERNEMET, FEERSEIAT—ITRHE. TAF6
B, cluster name-8qw5l-master-0 2%/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHB& spec.providerlD FE% :
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

generation: 2

v. & metadata.resourceVersion #1 metadata.uid £% :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MIBRZE%KE control plane EHLHIHLES -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIERE control plane Hl.25H9 & 5.

e. WIEHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

ol
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b

3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
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clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40 2% #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHNBRE 20

I $ oc get machines -n openshift-machine-api -o wide

ol

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5l-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

##125 clustername-8qw5l-master-3 S OIE, FIEMEXM Provisioning 25
Running 744,

DRIV TR ZIL BT A, HABRH T RRE—MERIKERS, eted cluster Operator
FEIRY,

h. SARZMEENH control plane EHEE X LEH T,
13, E—PEMENLIREOR, FALULTHRSLUES cluster-admin BEHA - S5 R EIEE -

I $ oc login -u <cluster_admin> ﬂ

Q %t F <cluster_admin>, {#8 cluster-admin B&iEE—MHF &,
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14. il etcd EFERE,
FE— PR {EH cluster-admin B EEREER, 21TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H /2 ME—8, XFlE 2 Mt AIBRRE.

% etcd cluster Operator HUTEFEREN, AT R FF1AFERAS#A bootstrap R ALIBIHT
pod,

5. WIFFAE T et BB ERTIEITRE,
E— PR {EH cluster-admin B EEREER, 21TUTHS

$ oc get etcd -o=jsonpath="{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#i%& etcd HINodelnstallerProgressing RS54, LURIEFIE T KRBT RFNETT, £F
IhE, Hit 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ "EARFIH, RHNEIIREFSE 7.

MRFHEELZSMEITS, W2ANTRNEITRRE 6 ; 1 NMTRNEBITRE 7, XEKREEHNE
HiTH, FEFILOMRER,

16. EEHERE etcd [F, 7 control plane 5 &l 1TH# rollout, HITF kubelet {52 FA POER 1 2 7 2%
HERER API BRS5 28, EIE Kubernetes API ST EM TR EEHREHF D,
E— N AiER#EA cluster-admin B EERIER, Z21TUTHS,

a. N Kubernetes API AR %5 255 A {THTROHEHHERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LKA T RS FRIFIRA. EEHK
hiE, Hitie E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEIIREFSE 7.
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MRMHEEEZSME S, WM2NTRAEITRE 6 ; 1 M RNEBITRA 7, XEKREEH
MIEdtTH, EFNDHEEIL,

b. N Kubernetes 1l 2 E IR 25 i Fl AT HTROHEH ERE -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FAEFFE T REE BB ERTHEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEAE T RS L FRIFIRA. EEHK
hig, Hitie < AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ "EARFIH, RHEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 DT RNEBITRE 7, XRKREEH
MIEdtTH, EFNIHEEIL,

c. M Kubernetes i E 25l THAIH HERE -

$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTNEITRAE.

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&RM, LEIEAE T RS FRIFRA. EEHK
hig, Hiti4 E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ "EARFIH, RHNEIIRFSE 7.

MRFHEELMES, 02D TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdtTH, EFNDHEEIL,

17. BIEFRA control plane EHL2E B/ABhFIIASEEE,
E— NP FEA cluster-admin BRI, Z1TUTHS

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

i th o Bl
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etcd-ip-10-0-143-125.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

NIBFRAAAE TEASERSETRREROFIESERE, HESEFMH Kubernetes API {§ RHIE A pod. XE
& OpenShift Container Platform 24, #IE&EZR. Operator M= 4H K,

HER, ARRIMNEREE, TRFENLIHTEREMARS. flf, EEE OAuth lRS58% pod 7,
4 oc login 1T S A HIE AT RE AL BN IEH TF.

4.10.7. WEF AN RSB ARR T

INRIEM OpenShift Container Platform £ FERE AP RN ALEEE, SEMRSEEFHEE eted
NEB, ERIRERTE pod HIZ1TH] Elasticsearch 5£8¥%, =& 7E StatefulSet Xf RAZITHIEUIEZE, M etcd
FHRhIRER, A2k E OpenShift Container Platform f T/EfA#EAPRE. B2, MR etcd RIRZIA
By, HWRESRgeTskit #.

8%

BAMS (PV) HABRLERRET eted tRIEBHI—ER 9. M etcd IRERIRE OpenShift
Container Platform &85, FEXBETEAEHAIRER TN REBEIE, KRR,

BT RERT RS —ERmEIER

o MySQL #IBRZEIER PV X RZFFM pod FIZTT, M etcd IRERPRE OpenShift Container
Platform AFEEME R FHHNAE L, BAKERIEEZTH MySQL pod, RE pod RES
ZE, B IRTEFEMHNERRES, REHME PV LIERAFHEBXFIHIRE XA pod.

e PodPIERABA EMMAEITRX, IRF—Dpod ETRY EEAHEBMNS, NHIT eted 1k
S, pod PIHEETLIRIEMAE), RNBMAEMINEIT = Y, OpenShift Container Platform
FARMEMMN, BRSE9EE. KEIMERS, SBHTMNTRY FI0E, UMESTLUE
T X EMEN, SRE pod P1FAILLS B,

o MEHUT etcd IR, THNAHEHENEEILSWET. X5 BRI TIXLEEILH CSI
W shF2FF =k Operator TAEE TE, MR EFIBEIHXLINFZFE K Operator FTFRHIE
ik,

o TELEMK etcd IREB/E, &M OpenShift Container Platform 7 sa RN E A L% . Local
Storage Operator &4 M /dev/disk/by-id % /dev B xR EEMEN PV QBT SHEE, X5
RATRER S BIAH PV 5| B ABEEMILE,

FRRRIXAN A, EIEWI
1. FMBRT B TRLER PV,
2. MKFRZTT R A PR R 5 B
3. MER LocalVolume =X LocalVolumeSet %5 (155 Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

4.11. POD il &
T fRFFESE pod FHBTTIE,
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411, T FRAN{AI{E A pod FRITTIE 18 E AT LR pod $ =2

pod FKFTER Kubernetes API -9—#R4>, AILMGEAMN KRB —HE1T oc s HIHTEER, BIIRFE
BAFTPIETE pod WRELWR, HLIN4EFTEET Ro

PodDisruptionBudget 2 — 1 API X, ATHEEEE—NEILTRFELZNEIFANTR/NEENE S
tbe FEUIE AFFTXEEEN T R4 (CLZERERE AN ERE) Bk, MEEERER (MIET R
KM B EMIX LT E,
PodDisruptionBudget *f RHIEZE LA T R EEB DA :
o FRZ LR, BI—4H pod BINRE A,
o TAMY, FARBEXNENFTANZD pod WEE,
o minAvailable 2% /A4 o M pod B98(E, BNEIEAMETHEAAIth 2001k,
o maxUnavailable 2/ #fHA A 7T LLTCEE AR pod IEE.
==
#t¥F maxUnavailable 5y 0% = 0, minAvailable 77 100% =& T RIA%Y, BXEELEH
BERBELE T mHEZR IR R,

BRI LMERL T e BRI ERB BRI pod REFTIE :

I $ oc get poddisruptionbudget --all-namespaces

i Bl
NAMESPACE NAME MIN-AVAILABLE SELECTOR
another-project another-pdb 4 bar=foo
test-project  my-pdb 2 foo=bar

IMRXRGARZEDE minAvailable /4> pod EE7EiZ217, Il PodDisruptionBudget #1112/, #EidiX
—RHIFIEA pod EB AT #HEAKER,

% s
RIFIEM pod LN SEERE, TRERKEN pod FETFIEERMBIREAEIL 5 pod,

4.1.2. A pod HFETTIETE E W IIELEH pod ME
& A LUE A PodDisruptionBudget X § 318 & X — i M W AR FELNEI AN R/NHESH B D L.

i =
BLiE pod FBTTIE :

1. EAREUATRABIN RE RO YAML 32 -

apiVersion: policy/vibetai 0
kind: PodDisruptionBudget
metadata:

90
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name: my-pdb
spec:
minAvailable: 2 @)
selector: 6
matchLabels:
foo: bar

PodDisruptionBudget 2 policy/vibetal API ZHF—E( 43,

20%) .

X —H BRI TR E I, matchLabels #1 matchExpressions 945 R7E2 5 E BEXS

Q R A A&/ pod ME, XAUREY, thALUREERDLNFRE (40
9 8

HE

apiVersion: policy/vibetai ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: 6

matchLabels:
foo: bar

Q PodDisruptionBudget 2 policy/vibetal APl A8 —&8 4,

Q RN TREFEAMNRSH pod HE., XATUZEY, LALREERSLNFRE (40
20%)

9 wf —2H R TA9FR 5 21, matchLabels 1 matchExpressions By45 R1E 154 2EA
B,

TUAT a4, FXRANMEITEF

N
™

I $ oc create -f </path/to/file> -n <project_name>

4.12. MR = R PR
Z%& OpenShift Container Platform f&, —&£HEHEERL MR LI TP FERANTHNEEIE,

ERTEEFERFEIL, EAUTEH Cloud Credential Operator(CCO) Ak BB N EIEH
secret,

4121, F RN EELE

MRENEMHREREFRT HENEEIE, EJIF5EH Cloud Credential Operator (CCO) FAXER
SHNEEEIER secret,

o1
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RESFIEMIRRIURT CCO BEMAEN., A NER mint RANKEFRLEILE, BUFoHkR
FA A BR A IE O 2 R H 4.

SeRFH
o MHEMIAZFHERATEMRAMN CCOBRFIRETEIENTEA LRE :
o XIF mint =X, Z#F Amazon Web Services(AWS)#1 Google Cloud Platform(GCP),

o XIF passthrough #=,, ¥ Amazon Web Services(AWS). Microsoft Azure, Google
Cloud Platform(GCP). Red Hat OpenStack Platform(RHOSP). Red Hat
Virtualization(RHV)#1 VMware vSphere,

o MEEWRTHTFS=HNEEAOMNEIL,

o HMEIFERWHPIREEERHFER CCO BN,
==
WELEE A mint R Azure EEFMIEIERT, EAEMRHE AR E T RRHFERANRS
TR, Rz, E£REFH Azure RS B iH secret, FHEMNHFE H OpenShift Container

Platform secret,

1. 7E web #Z=H]&H#) Administrator i H, SfnEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

L Secret Z#
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
vSphere vsphere-creds
:
3. 85 secret HHEMT i Options 35, fA/FIEEE Edit Secret,

4. L3k Value FERMIAA, BAUEAXEERRIEARHRFILEZERE TR,
5. ERATHNEHFMIILE R EH Value FERIIXE, RER Save,

6. BNRERFH CCO BLENEA mint ==, EMERE 1 CredentialsRequest X & 5| BREN MG
secret,
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B AT RERRRES

a. LLEA cluster-admin B &HA - 5155 % E| OpenShift Container Platform CLI,

b. KEXFRE 5| FEHIE Y secret IR FRFN AL L2 (H -
$ oc -n openshift-cloud-credential-operator get CredentialsRequest \

-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

H i <provider_spec > 2B =R RN RAE

AWS: AWSProviderSpec

® Azure: AzureProviderSpec

® GCP: GCPProviderSpec

e RHOSP: OpenStackProviderSpec
e RHV: OvirtProviderSpec

® vSphere: VSphereProviderSpec

AWS %t B9ER 5 =51

{

"name": "ebs-cloud-credentials”,
"namespace”: "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace": "openshift-cloud-credential-operator”

}
c. MIBREABIAMEG secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace> 9

ﬂ 8 7E secret BIE& TR,
Q IBEEEE secret By RZE[H],

MBS AWS secret =l

I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBEESESFMBREIL. MPREIBEAHME secret T3 CCO MFEA HflbR
WAEFIUEFH O FIL.

7. WIEEIER B E RN

a. 1E web #ZHIE B Administrator #lfH, %l Workloads —» Secrets,
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b. ¥k Value ZERMIRNAB S Z 5L KHIE BT

4.12.2. MR =R ik
TELL mint # X {E A Cloud Credential Operator (CCO) &% OpenShift Container Platform &85, &

A MEREHH kube-system 6y 4 22 7] R BRE TR N AIBIFIE secret, RBAIMTEARN (FERS
BORRR, aFAK) , FHREEEALHIBFEIE

1E3E z-stream FYiE1, BHIERER AL EIEEFHIRE EIE secret, MMREXEE
Uk, MR RETTE 1T FH P

SeRFH
o EHREAZRMCCOHMBRTFEIENTES L, ZFHWFEEE AWS 1 GCP,

it =

1. 7 web #Z=H]&H#) Administrator i ®, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENIEMHLFER root secret,

s Secret Z#
AWS aws-creds
GCP gcp-credentials
]
H
3. mifi5 secret EHEMTT H B Options 32, $AF1L#FE Delete Secret,
Heth BT

® X 7F Cloud Credential Operator

4.13. N NSRBI R

TERT I E R IME R %2 2% OpenShift Container Platform /&, 4 Cluster Samples Operator #1 must-
gather FifRREC B Hi &R,

4.13.1. hBh & H Cluster Samples Operator

ERE T 2, OpenShift Container Platform 7 openshift-cluster-samples-operator #p 45 22 [ /1 il &
—1 %} imagestreamtag-to-image MEZER5T, imagestreamtag-to-image Bt BT B S EFNRIRR
TREMIEE (BRER) .

BLEM ST A data FEXFEN KB MR N <image_stream_name>_<image_stream_tag_name>,

TERTFFi%EHEB9 OpenShift Container Platform Z#%i#2 7, Cluster Samples Operator BRI E
Removed, MREFEN Managed, ©aR& =M,
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EM LS Z R E BRI E ARG TR B 5 A RS A ERRIARSS . BlE0, Github.
Maven Central. npm. RubyGems. PyPi R EMARS ., ATREEEHITHMPSE, LUEE
B AR R ZRBXT R UG IR B HIARSS -

& LU A I B B AR F O & A BfOR P BB B B3 1

e 7E Cluster Samples Operator %1% &7 Removed i, #&TTLLEIREKM registry, BURERE
WL ISR registry,

o (HAMTHVECERRIHE NIE M R IRIZE R R registry BIRHA,

o [LREBRMEMBEGTAINE Cluster Samples Operator EZE X R # skippedlmagestreams
FlZRA,

® ¥ Cluster Samples Operator BRiE X R samplesRegistry % & N B 58 registry,

e SR[E, ¥ Cluster Samples Operator % & Managed £ & E B RIIFEIERT.

413.2. A & AR E registry B Cluster Samples Operator 5§57

openshift iy & 22 8| K% HH Cluster Samples Operator B MHRIERIEM AL T registry.redhat.io ££L
EARBBROERNGER, RIENERERFXLHRGRR.

HE

jenkins. jenkins-agent-maven 7 jenkins-agent-nodejs %1%k B L&A M
#, B Samples Operator B2, R IXERGRABE S —FHHRIREE.

¥ Sample Operator ECi& X4 B samplesRegistry FE& X E 7 registry.redhat.io 1R
2R, RNEBELEEMBE registry.redhatio, REF Jenkins SRR TR,

cli. installer. must-gather fll test 5l R AR FTLEBRNAEMN—E82, BFH
Cluster Samples Operator B2, LREARS RIXLEHEER.

SeREH
o {HFAEA cluster-admin & &I 10 EE,
o NIRMIEER registry BIEE pull secret,

1 ViR EL &R (mirror) BURFEBISRRAVER, HI40

$ oc get is <imagestream> -n openshift -0 json | jq .spec.tags[].from.name | grep
registry.redhat.io

2. Y4 registry.redhat.io A S ETEZRMLSIME PR EREMGERKIRRFRELR, FHE (mirror) l—
NTE M BIEEAR (mirror) :
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$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest

3. IBREHMEHREENR :

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

4. EEMRKREEYRP, NEERNINATERNEE CA:

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

5. B# Cluster Samples Operator BB X § A samplesRegistry %, FHOSHREESE L
BB IR AIE R hostname EF49) :

I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator

N

ﬁ XRMEN, FANBGRSATRAELZITEREBR (mirro) SHEEFRAE,

6. FIATA RBERIBERTRIE Cluster Samples Operator BLE X R # skippedimagestreams =
%, =&, MBEAREIFEMRAIEETR, 7 Cluster Samples Operator BRE X & A4 Cluster
Samples Operator 1%i& 7 Removed,

INREERF AR, Cluster Samples Operator &4 HE4, {H Cluster
Samples Operator R EHE K, HKBEEKHEBFEAXCH

openshift ip & R A BT S ERE S| ARG R. Hit, A8 Removed BIRERBAER, &
W RERNFRDEERMSBIRGRAERT A ES TERERE .
413.3. EFERLIRE 7R

15 A RS SR B 1 5 ABKIARY must-gather 5if&, LAMEALLIE RIS A HEEE. ERAER
T, must-gather BHEF ST A, ZIRMZ BV TTIE T 7 B SR M2 7 i 7 h ER SR AT B i AR

AR

1. MNRIEDL BB IFHR registry A {E CA RINBIEBNRRECEXN KA, {EH Cluster Samples
Operator EEEM—E 49, BHATUTSE :

a. DIBEHMEHIREENR :

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

b. ERNEHKECEN R, NHEBRRNIMATERAE CA :
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$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

2. MERZREFUNEH AT AN must-gather 4 :
I $ oc import-image is/must-gather -n openshift
f£i24T oc adm must-gather 41, HHEA -image TS FIEEERA B GHE, WTFHIFE

I $ oc adm must-gather --image=%$(oc adm release info --image-for must-gather)
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511 X FAEEEPRMRHEL iTET =

£ OpenShift Container Platform 4.7 1, MREAA B &HNEMERIERE, EAILLEER Red Hat
Enterprise Linux (RHEL) #l.28s {EREEHBITENEE (B worker) . EEH B control plane =X E 45
#1285 (master) W7fE A Red Hat Enterprise Linux CoreOS (RHCOS),

SHAERAIEENEMRMINRE—H, MREFEKFPER RHEL MBI, BNFENTAMA
BERSIE RN EREMMETES, SRIUTRAER. NANT UKRTEMRAAE L ERNES,

8%

BT MEEFN 2 EMIER OpenShift Container Platform BB IFEERYTE, RILLEN
NI INEISE R P AIFRA RHEL A23FE R % FAEH.

BF

AI0E) OpenShift Container Platform 5RE¥HIFTE RHEL #l35 L EBZERARNFRMINEE, &
TEEX 2R LR ARTRE,

IR IMIE AR control plane Z E¥$FFA RHEL i+ &2 RINEI &R,

5.1.2. RHEL 11 & mHR A E R

OpenShift Container Platform EfEH# Red Hat Enterprise Linux (RHEL) 7885 worker #1238 EHL 4/
R UTSEBGHBRIREMNEK

o IREYZLIEIK BB B MA OpenShift Container Platform 111, MIR&H, H5EIHENR
RERUTRELER,

o AN AIRAtRE I BT TR MR BN, FAEHEEA, B0 ENHNT
A, BN EXZ10% BFFH, X FEIMNE, HORBWHHIR, LARIET R EN R
BHRREE,

o FIBERGER LR UTEEER :

o YEHEMRE, HEAEFHFE laaS LiB1THILHA,

o EMMHR/ERS: : {EA "Minimal" LI RHEL 7.9,
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BF

£ OpenShift Container Platform &2 # 70 RHEL 7 it EHBREHEFH. F
FABIThRE(HSR & & 7E OpenShift Container Platform &, FFRFELET R, B
B, XTMERTEUEHNEAZITHRAF®MER, BRENEHRHREHFER,

T, BRI ENSEANE RHEL 8, RNALZITHRAFZEBRRKSH.

&% OpenShift Container Platform A& F AR E EINREM RFHTIIR,
155 OpenShift Container Platform & 1T3E1C /0 2 ZF A HNIFHIZHEER 5 o

o IR FIPS #HREFZE OpenShift Container Platform, NEETE RHEL #l28 E/F A FIPS, &
BEFEERIS B, 1HSH RHEL 7 XHFME A FIPS B35

BF

HAETE x86_64 Z2F: ) OpenShift Container Platform &3 #F FIPS J01F#/Modules
in Process &%,

® NetworkManager 1.0 S{E &R A

e 1/ VvCPU,

e /N8GBRAM,

o /N5 GBWERZER, BFAE ivar/ BIXHRS,

o /N GBELZE, AFEE /usrilocal/bin/ B4 R50,

o H/MNMGBRERZEM, ATFEERAIGH BREXHRTL. REBEE B XARHE Python PR Er
tempfile #EHR A TE LEIHLNIFEE,

o BMRAHLIHRENROREENEMEMER, Fli0, MRFE VMware vSphere £%&
LTERE, YWIRBHFWENRERE, MBELIUXE disk.enableUUID=true B,

o BNRUGIE WG A DNS el BT EN A U5 RIREFH AP iR, EMINEHMKR LT
[m] R ER A SO VT R GEV ] SR BERY AP AR 551 o

5121 ERFRFKER
EFEREE FOEMBREN, SRENRARMYIFIENGEZERE, REEQIRE—MEREEHIESR
IEBZELZIER (CSR) BHLE. kube-controller-manager R EE#E 4 kubelet & /8% CSR. machine-
approver TARIEE A kubelet FIEIFERMIBEIE BN, RANECTEBHILSEMIINZEL L TZ
HR, BRTUREFLRE—FE, LUIEIE kubelet R HLIEF1E KRB RIEF I THE A,
5.1.3. £ &H23 21T Playbook

TE¥$# FH Red Hat Enterprise Linux(RHEL)/E IR VE RGBT EHLZR A INE] OpenShift Container
Platform 4.7 82 71, EAITUES RHEL 7 Hl28 K2 1TI# 17 NN EIEEEF A HI Ansible playbook, iX
BRI EERN 2, BAIeeisihnEEt,

FRFM

o 7EiZ1T playbook BI#25 £ %%k OpenShift CLI (oc) o
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o LIEBEZH cluster-admin f{ R B9 &5,

AR

1. AR LB A KR kubeconfig XX, LUIRATFRESHNEZERRF. HE2LIMX—BIF,
— A ERERAREERNFTANE B,

2. BeENEE, LRSI RIBFEITENZSRNRE RHEL £l BRUGRAARRTNERTGE, &
&R SSH RIEsk VPN BIE 22 .

3. L1547 playbook M#Hl2% LEEE—NFA 7, ZA XA RHEL EMEH SSH 1A R,

BE
H IMRFERETF SSH BHNFMEIE, BoiER SSH RIEREE®BH,
4. MBLEEXI, HER RHSMIEMAEE, FUEMIN—115 OpenShift 1T :
a. {5 RHSM FEM#l2s
I # subscription-manager register --username=<user_name> --password=<password>
b. M RHSM FXREXSHTBITT (4404 -
I # subscription-manager refresh
c. FUHEAITH :
I # subscription-manager list --available --matches *OpenShift*'
d. ELE—HSMkE D, $HE OpenShift Container Platform 1T [ B3t ID FEMEANIZ D -

I # subscription-manager attach --pool=<pool_id>

5. J& A OpenShift Container Platform 4.7 FREHI G :
# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-server-extras-rpms" \

--enable="rhel-7-server-ansible-2.9-rpms" \
--enable="rhel-7-server-ose-4.7-rpms"

6. REFMENYMHE, 21E openshift-ansible:
I # yum install openshift-ansible openshift-clients jq

openshift-ansible F{4F @R 72X LARERF, FESHEE RHEL BT RRMEIEHMEER
REMEEE, 40 Ansible, playbook FI#EXHBZES 4, openshift-clients £ oc CLI, jq X
Halla e EmSITH JSON Hit B & o

5.1.4. #% RHEL it&T &
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B 5 E RERMNT RES
£ Red Hat Enterprise Linux (RHEL) #l2s7% 02 OpenShift Container Platform &2 Al, BN =

B ENFEME Red Hat Subscription Manager (RHSM), N EMIINBEMHI OpenShift Container Platform
1T, FEBERMENEFEEE,

1. EE—E W LEJE4T RHSM EAf -
I # subscription-manager register --username=<user_name> --password=<password>
2. M RHSM FRERS#TEOT] PI#HRE
I # subscription-manager refresh
3. SUH AT -
I # subscription-manager list --available --matches *OpenShift*'
4. EFE—HEMHEHSD, $HE OpenShift Container Platform 1T [ #45th ID FEHEANIZHD -
I # subscription-manager attach --pool=<pool_id>

5. ZHERA yum 1ZiE)%E :
a. ZRAMACSEBAK RHSM 726#)% :

nkn

I # subscription-manager repos --disable=

b. FIHRFIRH yum EMEZE, FiLKEN7E repo id TR (EA)
I # yum repolist

c. f#/ yum-config-manager Z B RIRH yum FHEE -
I # yum-config-manager --disable <repo_id>
xE, BRRAMBFME :
I # yum-config-manager --disable \*
HER, BREYURAFHENTRFEERER Lo

6. {VJ= F OpenShift Container Platform 4.7 E2R G :

# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-fast-datapath-rpms" \
--enable="rhel-7-server-extras-rpms" \
--enable="rhel-7-server-optional-rpms" \
--enable="rhel-7-server-ose-4.7-rpms"

7. (ZIEFHZERAEN L89B K

I # systemctl disable --now firewalld.service
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BEABELUGERM XS, NRIXFEM, WFETR worker L# OpenShift
Container Platform Bi&,

5.1.5. 7EE B AN RHEL 11 &85

IR AT LUS 5 Red Hat Enterprise Linux {E MR E RGBT EHLZRRINEI OpenShift Container Platform
4.7 &R,

FeREH
® =17 playbook ¥ 23 L B LENENHESFHBEHITT HREMEE,
o RHEL FHBMIFRE LS,

AR
1E1i24T playbook M # & BINE: EHUTATE 3% -

1. QI8 —14%h /I<path>/inventory/hosts B Ansible ;&5 34, LAE IRBITENRENMSHEHN

BE

[all:vars]
ansible_user=root ﬂ
#ansible_become=True 9

openshift_kubeconfig_path="~/.kube/config" 6

[new_workers] ﬂ
mycluster-rhel7-0.example.com
mycluster-rhel7-1.example.com

EEEELEITENE LIZT Ansible 5589 %

IR root I5E N ansible_user, &4/ ansible_become i%& 7 True, F7i%ZH
FOES sudo FUER,

15 E LB M kubeconfig LRI R H .

SIHERINEISEHBIEE RHEL Hlé. IUVEB N ENRMTEREE R, WEAMEREF
RSRVT AR EN S, FEXERFUIHESRNERALKNIE R,

o0 09

2. # AZ Ansible playbook B3 :
I $ cd /usr/share/ansible/openshift-ansible

3. J&17 playbook :
$ ansible-playbook -i /<path>/inventory/hosts playbooks/scaleup.yml ﬂ

Q %t F<path>, 18EELIENAnsibleElFSTHFRHIEEER,
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5.1.6. Ansible hosts XN ESE

TE4¥ Red Hat Enterprise Linux (RHEL) TTBH2ARINBNEEF 271, SITE Ansible hosts X#HE LLLTF

S,
BH ek
ansible_user BEE LAR B A 4T SSH H8451IER

SSH A, INRFERET SSH BHFANE )
IOUF, MR SSH RIBk BB,

ansible_becom R ansible_user H{EFR 2 root, &k

e /it ansible_become % & True,
Bi&#5%E  ansible_user B9/ 4D
BB R sudo 17RIFER,

openshift_kube i{5ESE%KEH kubeconfig TR A
config_path EPR:Ni b

5.1.7. A% : MEEEFHIER RHCOS 1T &35

% Red Hat Enterprise Linux (RHEL) 11 &E# 23R MEIELEE T,
Linux CoreOS (RHCOS) it &N ZRRBEHR TR,

SeRFMH
o REN RHEL iTEHARRINEIREFH,

AR
1. EENERIIRFFICTE RHCOS ITEN BT REH -

I $ oc get nodes -o wide

2. X FB—H RHCOS it &M, MERET =

{E

R LA &, BIMEN root,

True, MREFRE True, FHAEIEEMN
TE S E,

B S BIER R FI B R,

LU bt B& Red Hat Enterprise

a. W@iTi24T oc adm cordon &%, ST EIME N RAEE -

I $ oc adm cordon <node_name> ﬂ

Q EEH B —E& RHCOS iHEHLEBH T &,

b. FE T RHBIFTE Pod :

I $ oc adm drain <node_name> --force --delete-emptydir-data --ignore-daemonsets ﬂ

@ EEEmEH RHCOS HEH BT R A,

c. MHBRT = :
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I $ oc delete nodes <node_name> ﬂ

Q 1B E B2 RHCOS 1T &A1 32 1T i & #,

3. AFEITENSZNIR, UBRIURE RHEL TR :

I $ oc get nodes -o wide

4. MNEBMITTEN M A EIE 28 PR RHCOS #l25. Ea UUMMREIINHEHFI/E RHCOS it
BN RYIEFE G,

5.2. 1% RHCOS it EH25 %1% OPENSHIFT CONTAINER PLATFORM &
picd

&0 LE R ML E B OpenShift Container Platform &2¥HRIN5E % Red Hat Enterprise Linux
CoreOS (RHCOS) itE#l2s.

R E S I IS REIERA RIS LR EER 281, AI5E0R RHCOS MESH B, FALL
[ IS0 KM% PXE 3155k S,

5.2.1. JoR &M
o RITEN ERETHEE,
o MARRNEBERMLENFH Red Hat Enterprise Linux CoreOS (RHCOS) %if&k, MIRIEE
BiXEEH, BAIRIR 2T TER UG IX LS,

5.2.2. £/ 1SO & tEE % RHCOS #l23

IRE LUME R 1SO Bt W IEHE R 0|8 T % Red Hat Enterprise Linux CoreOS (RHCOS) iT&#lgs, LA
235,

FoRFEMH
o JRENERFITENLZRHY Ignition BLE XY URL, ERETEAFIZM LEE HTTP IRS5 25,

. R ISO XHEE LT EN S ERE RHCOS, TEREERm, FRNENSIERNERA
%

o F1SO BB G FEREE .
e TELOMEOMREAISO EEM,
2. EHIEDNE, & TAB =X E B4 EAZGBTT.

3. HSERMEIAZSB T

coreos.inst.install_dev=sda ﬂ
coreos.inst.ignition_url=http://example.com/worker.ign 9
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@ EEEINRARLE,
@ EEITHE Ignition BEX#HI URL, RIFF HTTP FI HTTPS il

4. ¥z Enter ST RE, BERHCOS G, ROIsERH. RAEHE, BRNAKIEER Ignition
Bo & S

5. BN RBCIRESITEES.

5.2.3. @1t PXE =% iPXE [E 53R A2 E % RHCOS Hl2s

& A LUEF PXE X iPXE 815 NN &R0/ F % Red Hat Enterprise Linux CoreOS (RHCOS) &4l
%%Q

FoRFMH
o REVGEEHITEAMERD Ignition BEEEXHFAY URL, EREITEAFIZCH LML HTTP RS 85,

o MREVBEEMLEIRP EER HTTP IRS5 238 RHCOS ISO &, L4589 4 BIOS. kernel
0 initramfs 3X{4#9 URL,

o (RAI LI RIIE L& S F2H N OpenShift Container Platform SEE QI ML 25 A PXE 5| 5 £
Zefs, MBRIITEREE RHCOS f§ MA IR EL R 51,

o INREMA UEFI, &RILLVIAIFE OpenShift Container Platform % 4%J 2 HEXH grub.conf X
{¢Q

i =
1. #iA RHCOS &80 PXE 3 iPXE ZEE1EH,

o XfF PXE :

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

ﬂ IBELEEIHTTP BRSS5258 live kernel SLHALE.

@ EELEBHTTP RS EM RHCOS HHHIMTE. initrd SHIAR live initramfs STEFHY
fiIi&, coreos.inst.ignition_url Z#{E 2 worker Ignition Edi& SXFHIfL

&, coreos.live.rootfs_url SHE R live rootfs SXAEMILE. coreos.inst.ignition_url
#0 coreos.live.rootfs_url SE{{Z# HTTP #1 HTTPS,

ENMEEAREFEAKFZREENSE LEREOZEE N, BEEFRRMNEZESE, 7§12 APPEND 17
R — A‘E%’l\ console= ¥, 5l40, 75N console= =tty0 console=ttyS0 HE—NPCEBOXEN
FiEHlE, KFBEZEREENZRIERNE, NEEZER, ESHU{AIE Red Hat Enterprise Linux X E
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BT (K) ZTHE?
o ¥IF iPXE :

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.inst.install_dev=/dev/sda coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.<architecture>.img

initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.<architecture>.img

(2]

@ 5ELEBHTTP RS EH RHCOS XHHHIMTE. kernel SHIER kernel XHHIIE, 1E
UEFI %8| FHEE initrd=main 341, coreos.inst.ignition_url Z#1{&2 worker
Ignition BCE& SXHFBINLIE, coreos.live.rootfs_url SEENIRZ live rootfs STHRIAL
. coreos.inst.ignition_url 71 coreos.live.rootfs_url 2 3Z# HTTP #1 HTTPS,

Q 18 LL R HTTP BR55288) initramfs XML E,
XNREAREFEARMEG NN LS BEOZEGEN,. BEREFARNZEGE, 15X kerne ITHR
—A2% 1 console= 2%, ##0, 7N console=tty0 console=ttyS0 55—/ PC B OIXE N EIL
e, EREsEENZRESE, MEESELR, ESMHUMETE Red Hat Enterprise Linux FI%E&B1T
ZKumFn () #HIE?

1. {5/ PXE =% iPXE EtiZei R ORI B2,

5.2.4. AN SFHIEF ERIFK

FHERRINBIEREN, AERMBOBENSBRERFTDRFLEBIERERIFRK (CSR) . BolEi XL
CSR BkfGHtE, HRBFEBITHE. BAWERYIELREIE, AERRFHIEK,

FoRFM
o HEFHARIMEIREF,

ik =
1 FAERE T LUR AR
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.20.0
master-1 Ready master 63m v1.20.0
master-2 Ready master 64m v1.20.0

RS R B B R B AL AR

% o
. E—L CSR #ett AT, DL ERIH AR SEITE TR (B worker TTR) &
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B 58 RERNTRES

2. MERLERN CSR, HBERTUBIRMEIEEHHEZEYEEEE Pending 3 Approved iR75
HIZ FimiE K

I $ oc get csr

it Bl

NAME

AGE REQUESTOR CONDITION

csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending
csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

EARFIH, HEVSMATERR, EURREIRPEIELS AR CSR,

3. 1R CSRREIRBHLAE, FEFIRINNESIIFTERFLE CSR #ALF Pending IR75E, HEHE
EFAER AL AEIXLE CSR -

L

BT CSR B, RILEERVERINEIERE—/NRiEER CSR, M
FEBE— I RE, IERERRE, BNTRERFESMER. BOiE
FRAEXLEEIET, HAER T IE CSRIE, Kubelet MARSSIE BIEEHiBN CSR, XBE
Fohitt A, RE, MR Kubelet 15 RKEFHEESHHFIES, 1 machine-
approver = B ihilt # BELAR S5 UE B ST 1E Ko

S FIERS AR AP A FZTHIER, RV EM R B AR EZRY,
R A—7EB S kubelet IREHIETIER (CSR) . MNREFHAETE K,
] oc exec. oc rsh #l oc logs fe SHFTIEMEN, EH API BRSS281%HE kubelet
NEZERSFSIES. 5 Kubelet i Uk REVEMIIREE TR LILIETROE, XANFED
ASATETHY CSR, FAIA CSR H system:node = system:admin 415 # node-
bootstrapper iR 551k 138, FHILT RIS,

o ETHHAE, ENENIEMH CSRIZITUTHS :

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

o THLHERTERAIER CSR, EHZITUTHRS :

8

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

1EHLE CSR ##L#£R], —L& Operator AIRETGEE .
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4. HE, EHEFPmERERIE, BRIEERNIKFEINEENSENRSFIEK

I $ oc get csr
it Bl

NAME AGE

REQUESTOR

CONDITION

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. WRFIRM CSRIEFWAME, BATF Pending IR, HHESERENZRAI CSR -

o EETEHSE, EBEXNEBIEMY CSRIZITUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

o ZHLHERTBRFILIER CSR, 1HIZITU T

$ oc get csr -0 go-template="{{range .items}}{{if not .
{{end}}{{end}}' | xargs oc adm certificate approve

6. HLAEMBEZEFinMARSEE CSR &, 243 F Ready IR, |

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION

master-0 Ready
master-1 Ready
master-2 Ready
worker-0 Ready
worker-1 Ready

master 73m v1.20.0
master 73m v1.20.0
master 74m v1.20.0
worker 11m v1.20.0
worker 11m v1.20.0

AN .
™

status}}{{.metadata.name}}{{"\n"}}

% ”
BUERRSS 28 CSR BRI RER L2 #hiN Bl LEHL 23355400 Ready R

Hif5 2

5.3. MENSHRRICE

o MFARCSRMESER, HSHILBERITR,

ERAMENRRERE,
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BF

it B ER FERAFHESHNESRER. HREEE Machine AP R FHNEHHEAS
TN AR EIEFNT RIhEE.

531 X FHHFEERE
M EERE QISR EN S P AR,

T INENSREEROR, QEBIRERE IEHSENRE, HEERENRME (B0, 4T NotReady R
IKE) 5 98Pk node-problem-detector FERTIHAMRR) , UKBFERIEMISRESHINGG,

B BEXTBA master BB IITHRRRRE.

#i#2 MachineHealthCheck HTREVIZHISR IO EE LHRME, WMRNSTEATRERE, MBI
PRALE H OB — IR T, HReGRE, EEINSBMERSEM,

JIBREI BRI 25 E B BIBR I M2, $2HIZR —ROUEZEFH MR — DT = 1R BIrL R AR ERBINL 2R
WA RNV HEAT maxUnhealthy B9(E, N ELE, FEERAFHFI

THIRYE TR U ERFAIE BB,
o EBRH BT RE R T B R BRBIHL 25 £ B TR S R4,

o BREY A XGRS TG, g, & NotReady IRASHIEERS Y [A] 41
BB, LMEVSREDTREINTIE,

BFIERE, BRI,

5.3.1.1. SEN SRR AR BRI
BENBEROEAFEEELUTRE :
o HANBENANNSBYILHNGRRICEEES,
o HREIANHE control plane Hl37, MRTREE, NFRKEE.
o MRHERMT RMERPBIR, NEREREESINHNETERE, FIZEMEEN:E.
o NRHLIENRHIT sR7E nodeStartupTimeout © F% B INALEEE, NKEBENES.

e N2 Machine R E&2 N Failed, N&IIEMEE #1235

5.3.2. MachineHealthCheck %R <15
MAEET =R EREM MachineHealthCheck %R, LAKRENLAABITHR, KLU YAML X4 :

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
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name: example 0
namespace: openshift-machine-api
spec:
selector:
matchLabels:
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role> 6
machine.openshift.io/cluster-api-machineset: <cluster_name>-<label>-<zone> ﬂ
unhealthyConditions:
- type: "Ready"
timeout: "300s"
status: "False"
- type: "Ready"
timeout: "300s"
status: "Unknown"
maxUnhealthy: "40%" ﬂ
nodeStartupTimeout: "10m"

ﬂ B EZEEMNRERL AR,
QO = EmnsbisE— MR,
Q I <cluster_names>-<label>-<zone> 1§\ {5 € ZIRIRAIHNE2 5. /10, prod-node-us-east-1a,

%}Ei*ﬁﬁi%#ﬁgﬁﬁﬁ%@éﬁl‘ﬂo RIS FRTER T &4, NREENES, BRERKTE
RSB RRIINE £ TIE A EIKET F{E,

BE BRI RMMESHISREE, XX h— P EIHH—1NEY., NIRTEENNRNER
it maxUnhealthy ZEBIBRE, MARRHITHE

@ EENSREREERENSZTRRATDIFRT RIIA SR BB FFE A,

% o
, matchLabels R Z2R~Gl; IBUIRIBEE AT ZIRSRRINLESH,

5.3.2.1. JE AL SRR R R A A MK

R ARRMEEFERN VSRR EEENER. BT MachineHealthCheck iR #Y
maxUnhealthy FEXfid B 52 B8,

R A A EEE EMNERFH maxUnhealthy FE&E L. T —ME, MachineHealthCheck &%
maxUnhealthy B{E 5 © R EMMERN BTt PN 2R E T, MR ERRAVSBZHEET
maxUnhealthy [B#l, NIARSHITHNL,

H5E
INR%E1%E maxUnhealthy, TIZEIAES 100%, TIeEEHRSMME, VSRS HE
EC

& 48 maxUnhealthy [EEUR TR ERE IR EEMELL & MachineHealthCheck ZZ= A28 E. B0,
fRAI LAE A maxUnhealthy [EEZZ N AKX FEINS 8RS, UMEEEKREANEXE, maxUnhealthy
WIE A LATE SR B AR RE LE o — 5 F MR
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maxUnhealthy FE& o] LUZ B HEIM S E 2. #RB1#E maxUnhealthy (H, BREBNEEEI,

5.3.2.1.1. fEA4aXHE % & maxUnhealthy
N5 % maxUnhealthy % 2:
o MR2AHEDT RARE, NETHITHK
o MRINHELTRAEE, NARKHITHI

XEESHSRRLEERENINZRETX.

5.3.2.1.2. (B2 lLi%xi& maxUnhealthy
#NR maxUnhealthy 1% & 40%, B 25 ML H0HE -
o MREI0OANHEDLT RUEFAEBRE, MAHITHK
o MENAHSENTRFAEER, NAFASTUTH
N5 maxUnhealthy #i% & 40%, & 6 THSHEKE :
o MR 2ANHEDT KRR, NAHITIE
o MRINHELZTRTREE, NAKHITIH
A=

L0 ER maxUnhealthy HlZMB 2 LR 22— NEHET, RITFHNSBESEEAE—
MNINEEERY,

5.3.3. #]& MachineHealthCheck ¥R

BT LU EREFRBFTA MachineSet £33 MachineHealthCheck %R, &A% BIEE N control plane
#2389 MachineHealthCheck iR,

FRE M
o i oc S ITHRME,
pi% &2
1. B/ —" healthcheck.yml X1, HEAEEEMNSRREREME L,

2. J¥ healthcheck.yml X4 B IRBOEEE -

I $ oc apply -f healthcheck.yml

5.3.4. Fohf BHlEE
EIENBERRMSMRNG LB, EAUFIY RINBE,

XMEES£ATMN. RERFETHEMRBRARRMER, BEXN. AP ESFNEMBIILR S AN S
%
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FRFM

it

%% OpenShift Container Platform £2£#0 oc S5 17,

LB A cluster-admin f{ R A F 515 & % oc.

BEERHPIIIES
I $ oc get machinesets -n openshift-machine-api

HL2R%E L <clusterid>-worker-<aws-region-az> B 51 H

EERREPHIE ¢

I $ oc get machine -n openshift-machine-api
TERZE MRS LI E TR

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

cordon FHEZ2 R EMFRET T m -

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

T BHERE

I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -

I $ oc edit machineset <machineset> -n openshift-machine-api

B B EN SRR, FELLOHLUEHNET TR,

RUEMPRITER RO 25 -

I $ oc get machines

5.3.5. T AN 2R Y25 ES & M 2 (A A9 X 7]
MachineSet X[ Rk 7 5 =l 25 N XY OpenShift Container Platform 7 5%,

MachineConfigPool % £t MachineConfigController 414 1E 21 12 F E X FF RN EIHIIR S,

MachineConfigPool *f & ft 1 F /- B & 0 {al 45 28 7 FB BN 2R B & St B9 OpenShift Container
Platform 7 &,
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NodeSelector ¥ &7 LL# — 12| MachineSet X R85 | BE#,

5.4. HEHTT REN LB

OpenShift Container Platform T/ RECE XS EEEMLT, FlN, EHIRLUANT RIAER&RK pod
EMH NS4 podsPerCore 1 maxPods.

LN SBEREER, HEPPUNERS T TR ER pod ME., BITXLEERTSH
e CPU fERZRIEN,
o I8 pod AR HIEE,
o RETRPNAFEHE, FEHIAFERRM R,
o R IP i,

o HWRIEFR, SHAFNARFMHETE,

BF

1 Kubernetes /1, S&HRNAEM pod EFMERM MBS, BN REARETEAASR
[AENRNAZBELM, ELL, 21710 4 pod BIRGEFR ERIZ1T 20 N Ao

RNV BRI IOPS TR AT RER XS CRI-O # kubelet P48, LU R EZTAE /O

= B pod B, AIEexHILBERRE, BUURIEET S EMRE 1/0, HERBERW
sHEmE,

podsPerCore R1ET7 s HHYALN IR SR RIS X E T m 12 1T pod =2, #I40 : T—NE 4 NEESER
B97T s £ podsPerCore 1%/ 10, ML R ERFHIRK pod BEH 40,

kubeletConfig:
podsPerCore: 10

¥ podsPerCore % & 0 AIARXMRE, BAILH 0, podsPerCore R &£ maxPods,

maxPods {77 A LLUZ T pod MEXE N —PMEEE, MAREEET mBEM,

kubeletConfig:
maxPods: 250

5.4.1. ] KubeletConfig CRD ¥%if& kubelet 53X
kubelet B2i& B RI#E 5L Ignition B2 &, HILAILERESRHE, (B2, £ Machine Config Controller

(MCC) FREF RN T #8 kubelet-config-controller . XA 1L#&{#f KubeletConfig B E X ¥R (CR)
SRR kubelet 44,

13
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p= Y=
X4 kubeletConfig X/ & FRHF X B M LiF Kubernetes 21545 kubelet, kubelet RIE

EIUEXEE{E, kubeletConfig X RAMTEME MR SHEM T AATH, BEXEN
{H, 1ESH Kubernetes 314,

HERBLUTES

o NENMIREEDLLE— KubeletConfig CR, WHIZNEERNNFEERE, MRENIER
KRB AEIFREM, NFREREE— KubeletConfig CR.

o JiEIIAH KubeletConfig CR LUENIN A X BESRINFIAE, MAENENEHRUE— CR,
BEUEMNAIE— CR EIEHUFENVSREE, KATFIRFR TR, UEETUREEH.

o RIEFE, UIEZ KubeletConfig CR, FNEEEREIH 10, X FE—/ KubeletConfig
CR, Machine Config Operator (MCO) AIE— 3B E, FHI™H kubelet, X FEANELE
CR, ZHIRAVES—NTEHEEHM kubelet N2EE. FI0, MREBE—NHE -2 B4
B kubelet #l23EC&, I F— kubelet Hl25E2 & =0 -3

IMREMFRAZREE, UBEKRNITFERHREN], LUBRETRE, F0, EMER kubelet-2 238 & 7
&% kubelet-3 133 &

==
INRIEHE—H A Kubelet-9 ERMINAREE, FHEOUET S —1 KubeletConfig CR,
TROBIFHINAREE, BMEDTF 10 4 kubelet Hl2RECE.

KubeletConfig CR 3l

I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f7R KubeletConfig ¥l258c & R HI

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LUFRTZER T 0MAESE worker 7 52 LB T mBEHR K pod &,

FoREM
1. NIRERBMNT AR RIS S MachineConfigPool CR XEXMIFRE, HUTUTH Bz — :

a. EENSREEM :

I $ oc describe machineconfigpool <name>

14
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=

L=

o -

I $ oc describe machineconfigpool worker

i th o Bl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

|D IMRRINT R, ©REIIE labels T,

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

1. AFEETLLEFENT A SEENR
I $ oc get machineconfig

BIERT, 5 kubelet #8XBIEZE 7 01-master-kubelet 1 01-worker-kubelet,

2. REFNT RBRAK pod BEAEIE :

I $ oc describe node <node_name>
flan :
I $ oc describe node ci-In-5grgprb-f76d1-ncnqqg-worker-a-mdv94

1Z Allocatable /)17 3% £l value: pods: <value> :

tonf Nl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3. B AIEB—NEE kubelet EBBER B E LR E, % E worker T EBIEANT

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig

RHYER K pod :
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metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRIRE,

N0 kubelet BB, 7EAMIAF, A maxPods XEET REIRAK pod.

kubelet 5 API iR 28317 X B HVIEREUA T EM I EIHEE (QPS) # burst {H,
MREBANT R LZTM pod HEAMR, FAHAKINE (kubeAPIQPS 7y

50, kubeAPIBurst /7 100) zteLL, MRTT = EERY CPUMAERR, NI
W BT kubelet QPS #1 burst 3E 3,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. N B worker BH A ECE M ¢
I $ oc label machineconfigpool worker custom-kubelet=large-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %k KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

i Bl
NAME AGE
set-max-pods 15m

RIBERE R worker TT AEE, HFED worker TEREBENER, MFAH 3D worker T
USRS, XNIRRAREEE KL 10 15 98,
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4. BITEAREEMART R

a. £ worker TV = £ 7 maxPods [EE HX :

I $ oc describe node <node_name>

b. #ZI Allocatable /)77 :

Allocatable:

attachable-volumes-gce-pd: 127

cpu: 3500m
ephemeral-storage: 123201474766
hugepages-1Gi: 0
hugepages-2Mi: 0

memory: 14225400Ki

pods: 500 ﬂ

ﬂ EARBIH, pods ZEN Ik EETE KubeletConfig xf R i ERI{E,

5. % KubeletConfig T R FBIE X :
I $ oc get kubeletconfigs set-max-pods -o yaml
XN1Z& iR status: "True" # type:Success :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

5.4.2. (X8l B worker 17 S U2

BOABR T, FEX AT A worker TR A kubelet MXBIEER, RAF—BINSBEFTH, FAREE
BRI, EURFERKNFEFATURMBEENENR, EEMME, EeTLUABEIRBIYEERESRMR

ff

L=

S

1. %w%E worker ¥l 25E2{E M -

I $ oc edit machineconfigpool worker

2. }¥ maxUnavailable & E& HIZEEMNE :

17
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spec:
maxUnavailable: <node count>

BE
BIXBIZEN, HERITEEBB worker T RElE, MAREREFRZITHN
Az,

5.4.3. Control plane "7 st A/
control plane 7 g6 BRI B REUR FRBERH T mEE, LUTHER control plane TT R ANEETF
cggn.trol plane ZEEMHMILER, control plane NI ARIE T mBUEE A 60 % 22 (Al R E R AR LU TN
o 12 PEHRR
o 3INMEEE
o 6 MR
o 1NERE, WA 2 pod BlAE, BNEEEMA secret
o 2NERE, WA 11 pod BIA, H#EH T A secret
o 3 NMEALLRIERERIRSS
o 3 NMEMZATEERERH
e 10 1 secret, HM 2 MHURINIREEE

o 10 MECEMRSY, Hr 2 MHRUBIHEREEE

worker i ¥ E £ NE (BRZEM) CPU %% A%F (GB)
25 500 4 16
100 1000 8 32
250 4000 16 96

TEEAB =4 master 5k control plane TR KB SBELEH, BHPA—ITREL FEEHEN

B, CPUFINTFRENKFIE, WERTRERRER NHEIR, MENEZEMEN BRI, BRTIEXH
EREEREBUTARAMER T, ERFHA control plane T s MM R i FRESE AT, M€
WREAZ, 54, EANERPEREXANTEE, RN master 8 HFEHRINFEHFSISF, AN
FRRVERGEH LU control plane Operator B, N TERNELKRI, 1EHF control plane 77 s EHI L
CPUMAERREREERY 60% WATEARE, MULEFKRAE®M, #NH3E 0 control plane 7
mRLEM CPU MINTE, LUBHRE AR D FIRMmIE BB TERENL.
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BF

TRANBURFEREHRIT RN RBE, SOBURTER LR S EEED) 0L
K. EOEXRES, control plane EFRFEAEFESH RLETFIETT (running) FrEERY
i [F] 48 L B EER

BF

MR EARERREFBESHWEMBHRESE, U”B:/HIKEQIET:T:J:?‘_IE’J OpenShift Container
Platform 4.7 &£&8¥ /1 control plane TR K/, Rz, BRIEITTT RS MFERETE
Fr & F#EFFEY control plane T s/,

5

BWETFETH OpenShiftSDN E ML EEEET OpenShift Container Platform 5£8% L1
RBIEIE =

p= )1

1£ OpenShift Container Platform 4.7 1, & OpenShift Container Platform 3.1 & Z BI#Y
iRAAELE, REHAEFRIMREF CPU R (500 millicore) o HAEAR/NIRIZE [EIX—

o

5.4.4. 1% & CPU Manager

it

1 A FRETT R -
I # oc label node perf-node.example.com cpumanager=true

2. Y@%EJ5 A CPU Manager B977 52 MachineConfigPool . 7Ei XN RBIH, A worker #8/2R T
CPU Manager :

I # oc edit machineconfigpool worker

3. 7 worker #2RERE MR INPRE

metadata:
creationTimestamp: 2020-xx-Xxx
generation: 3
labels:
custom-kubelet: cpumanager-enabled

4. fi|# KubeletConfig, cpumanager-kubeletconfig.yaml, B7E ¥R (CR), HSHL—¥
BIEEMIRE, LUEFERHTH kubelet BEBEHEMBI T R, 7HS I MachineConfigPoolSelector
il

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:

19
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machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

@ = EE

e none X MREEBATAE A T INHEBIBIA CPU XEXEA R, MMARHINBHIAERSB
B TR R IR,

e static, WWERRAITERFELETIRIFMEN pod JKEIRE CPU XEXMM T R ERTHAK
pods

@ i $EE CPUManager MR, BRIl s,

5. BIESHE kubelet BLiE :
I # oc create -f cpumanager-kubeletconfig.yaml

IXRTE kubelet BEBEH AR IN CPU Manager Th8E, #1RFZE, Machine Config Operator (MCO)
HEFT R, E/FMA CPUManager, NIABEEF,

6. IEAFH kubelet BLE :

# oc get machineconfig 99-worker-XXXXXX-XXXXX-XXXX-XXXXX-kubelet -0 json | grep
ownerReference -A7

i th 7 Bl

"ownerReferences": |

{

"apiVersion": "machineconfiguration.openshift.io/v1",
"kind": "KubeletConfig",

"name": "cpumanager-enabled”,

"uid": "7ed5616d-6b72-11e9-aae1-021e1ce18878"

}
]

7. ¥& worker @& HE E#HH kubelet.conf :

# oc debug node/perf-node.example.com
sh-4.2# cat /host/etc/kubernetes/kubelet.conf | grep cpuManager

i th o Bl

cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

wé'l £1/# KubeletConfig CR & E XX ik &,
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8. HIBIFER—DPHEZPAKB pod. FRHEIFIERELIGE CPU EXEN—IMER, XIBLTATIL

pod BIA#%EN :

I # cat cpumanager-pod.yaml
it Bl

apiVersion: v1i
kind: Pod
metadata:
generateName: cpumanager-
spec:
containers:
- name: cpumanager

image: gcr.io/google_containers/pause-amd64:3.0

resources:
requests:
cpu: 1
memory: "1G"
limits:
cpu: 1
memory: "1G"
nodeSelector:
cpumanager: "true"

9. fJ# pod :
I # oc create -f cpumanager-pod.yaml|

10. AENEIRMCHT RIFE T pod :

I # oc describe pod cpumanager

it Bl
Name: cpumanager-6¢cqz7
Namespace: default
Priority: 0

PriorityClassName: <none>
Node: perf-node.example.com/xxX.XX.XX.XXX

Limits:

cpu: 1
memory: 1G
Requests:
cpu: 1
memory: 1G

QoS Class: Guaranteed
Node-Selectors: cpumanager=true

1. FAINEFECSE T cgroups., FKEX pause i#HF2#i#FE ID (PID)
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# |—init.scope
| L—1 /usr/lib/systemd/systemd --switched-root --system --deserialize 17
L—kubepods.slice
|—ku bepods-pod69c01f8e_6b74 11e9_acOf 0a2b62178a22.slice
| F—crio-b5437308f1a574c542bdf08563b865c0345¢8{8c0b0a655612¢.scope
| L-32706 /pause

RS HiE (QoS) FZ N Guaranteed B pod #REZ!I kubepods.slice ., HE QoS FHH
pod &1i F kubepods #JF cgroups H :

# cd /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-
pod69c01f8e_6b74_11e9_ac0f_0a2b62178a22.slice/crio-
b5437308f1ad1a7db0574c542bdf08563b865c0345¢c86e9585f8c0b0a655612¢.scope
# foriin Is cpuset.cpus tasks’ ; do echo -n "$i "; cat $i ; done

i th o Bl

cpuset.cpus 1
tasks 32706

12. EES IR CPU B :

I # grep "Cpus_allowed_list /proc/32706/status
it Bl
I Cpus_allowed_list: 1

13. WIARGEHBS— pod (FEXNTRAIF, QoS FH burstable B pod) FEETE NFR
“yGuaranteed B pod 2 EEHIAKPIZTT -

# cat /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-besteffort.slice/’kubepods-besteffort-
podc494a073_6b77_11e9_98c0_06bba5c387ea.slice/crio-
c56982f57b75a2420947f0afc6cafe7534c5734efc34157525fa9abbf99e3849.scope/cpuset.cpus

0
# oc describe node perf-node.example.com

it Bl
Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8162900Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
ephemeral-storage: 124768236Ki
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hugepages-1Gi: 0

hugepages-2Mi: 0

memory: 7548500Ki

pods: 250

default cpumanager-6¢cqz7 1 (66%) 1(66%) 1G (12%)

1G (12%)  29m

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
Resource Requests Limits

cpu 1440m (96%) 1 (66%)

XA VM BB CPU A%, system-reserved % iE{REE 500 millicores, iXXER—MAR%HH—
WM R RS ED ), LUAT] Node Allocatable B9#i&, A LIE R Allocatable CPU
21500 28, XEKREFEFTLLZIT—1 CPU Manager pod, ENE pod BE—/PNTEMHA
. —PNEENAKET 1000 22F, MREZHXFAESE =/ pod, RTFEZZ pod, BRE

WEE :
NAME READY STATUS RESTARTS AGE
cpumanager-6¢qz?7 1/1 Running 0 33m
cpumanager-7qc2t 0/1  Pending 0 11s
5.5. BT
THRFEER T,

5.5.1. ETIH{EA

RAEES (A T) FHTEE, ERZEREH, TTHKANN 4K, IMi REFEHEZTF 256 11, 1Gi RF
Y TF 256,000 1M1, CPUBAREMAGFEEHIT, AIEEHFFREERXLE TSR, Translation
Lookaside Buffer (TLB) 2 E.T1ZEIHIR 7B ET B/ NBURE 42517, INRIEFE IS S h I E R bk a7 Lo
TE TLB AR El, NIEMRSHE R LIRIRERKS, MREESEE TLN F, NFH TLB miss, REVHERME
AETFTHEGN, REREHHIFEHAE, MmEBIIEEERENFE, RN TLB WAKNEEERN, Eit
&K TLB miss BIME— 5 A2 I8 IN TTRI K /N,

BEIE—DKTF 4K IRFETL, £ x86_64 4R, BMNE LB TR/ 2Mi # 1Gi, EHEMERERN
KNEKBEFAR, EFEAET, WHEHENIKIEBLUENBRET @ e, Transparent Huge

Pages (THP) HEENARFAZETHENBERTEITEET, BXNMRAE—ENRE, FilL,

R T RNEHRN 2Mi, YERSHREFERRE, THP RSB RIEE TR, KB KERNER
B (Eh THP MR R A 18) SBAETREIE, Fit, SENARFIEFERT (SHE) FRT%
DEMET, MAR THP,

5.5.2. NAEFNEERAEN
TR PEETUET RIREEETARE, — N RRETELE —MEEXRNIE T,
E TRl LAE & hugepages-<size> FIA 28 — NI TIRFE KBOHFE. HiF size BFE T R EXRE

FEMSAEE B ZHEITRC. FIa0 : NRENT RXHF 2048KiB KD, BRKE—NHHAENTIR
hugepages-2Mi, 5 CPU S(EFEHNEARRE, ENAXFTIENE.

I apiVersion: v1
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kind: Pod
metadata:
generateName: hugepages-volume-
spec:
containers:
- securityContext:
privileged: true
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
hugepages-2Mi: 100Mi ﬂ
memory: "1Gi"
cpu: "1"
volumes:
- name: hugepage
emptyDir:
medium: HugePages

HNETIEEENMIVEBRNERE. TERX/MEEENETNRGFERNFUTHK/N, fln, ETH
X/NH2MB, WIRNARFREFEFAHE AN 100MB MAE, NIFEZESE 50 TMEI
OpenShift Container Platform & TN AIITE, 01 EHIFFR, EALEETEE 100MB .,
AEREXRNIETT
BELAXRFESINENKRD. BEREBEXNNMET, HEETSISHSSERIFERAEIIX/NMNLES
#hugepagesz=<size>, <size> FEMHUF T NENA, FHETLUER—DEEMES [kKKmMgGl. FKil
KBTI K/NAIfE A default_hugepagesz=<size> 5| S5 HE .,
B iiEk
o ETEERMIETRG. NRIEETIRE, Ne2RH, BIFERKTE.
o ETE pod SEHRHIEE. AaEEINGEITINELIERRAFHLE.
o JSiH A E TH EmptyDir B REEHFEKRT pod iIEKHETTHNF.

o Eil7A SHM_HUGETLB B shmget() £ERE TN BER, SE2T7— TR
proc/sys/vm/hugetlb_shm_group HJ supplemental £,

Hth BHR
o fCiE THG

553.BBEE

T RIS 2 ERTE OpenShift Container Platform (£ ERME T, REBETIMAEEH M : £315
B FIEIZ TR, 7EB| SR TRERIGMATIM AT Y, FNRELEERAMER . Node Tuning
Operator BRIXIFERE T R L DB E T
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/performance_tuning_guide/sect-red_hat_enterprise_linux-performance_tuning_guide-configuring_transparent_huge_pages

5.5.3.1. TE8| 56}

i
BT RERNER, EREBUTSZRIF I TERE

1 B PREIRCAT A R EER B TUXERN T <o
I $ oc label node <node_using_hugepages> node-role.kubernetes.io/worker-hp=
2. QIB— 1 EEUTHENH, HIEEH AN hugepages_tuning.yaml :

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages ﬂ
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50 6
name: openshift-node-hugepages

recommend:
- machineConfigLabels: ﬂ
machineconfiguration.openshift.io/role: "worker-hp"
priority: 30
profile: openshift-node-hugepages

¥ Tuned ¥EH name 1% &7 hugepages.

¥ profile E31XE D BE T,

HIR, SHIIFRIEEEN, AHNBEETEFEMRNNNET
5 BETFH SRR E A TES,

- -

3. ] Tuned hugepages B2 &%

I $ oc create -f hugepages-tuned-boottime.yaml
4. QIB—NHEEUTREN G, FHiBEd 45 hugepages-mep.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-hp
labels:
worker-hp: "
spec:
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machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-hp]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-hp: "

5. fIENREE
I $ oc create -f hugepages-mcp.yaml
RhERBHHIIEE R A7, worker-hp Hl23ESE M AABIRTAE T mIIEER N 28BS 50 4> 2Mi B T,

I $ oc get node <node_using_hugepages> -0 jsonpath="{.status.allocatable.hugepages-2Mi}"
100Mi

Digk

H
[=]

BAl, XIAERTE Red Hat Enterprise Linux CoreOS (RHCOS) 8.x worker 7 52

L# ., £ Red Hat Enterprise Linux (RHEL) 7.xworker TTm t, BRIAXEF
Tuned [bootloader] #& 4.

5.6. T R & iEH

REBHRU—BFIBENBRAARE, UWEBSREREMA LS, WEEFRL - BHSIRAX
LR, MM ERAARES, RUEERERLE, FRREtHERE.

BT
OpenShift Container Platform X% &1 API, B &HEGRSBN RS RENEIRES
e

HEEGRE TR (kubelet 944E8) LiZ1THY gRPC BRSS, HTiEBFEMBH IR, EME &AL
W FE AT iizid IR A (RPC) :

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device

// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container
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rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during

// registration phase, before each container start. Device plug-in

// can run device specific operations such as reseting the device

// before making devices available to the container

rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

}
wE R

o SEFATF COS BUR/ERSM Nvidia GPU & &1E M

Nvidia E A GPU & &iE M4

Solarflare X &G4

KubeVirt & &3H4E : vio #0 kvm

MFRBIXEEGESEL, XEEEFNEPRET - FRESE
% : vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

5.6.1. IX&IEHEE AL
o SPITRE RIS ER B,

o EFHN, HEHGSZIAIET RLEM fvar/lib/kubelet/device-plugin/ A —1 UNIX HiE#E
F, RS kB F1xEEESRHN RPC,

o HTFRAFEGLINEEEMHTR. ENXHRENIFNAREZEFUE, B8 HE— NN
T2 ETFXHIZETT,

o BIEAIEHLIRIRE T EXHBSENESHY,
5.6.2. TR &EIES
WA BIRARIR M T —FALE, ETEBIRR L AR IR AN S B SRR M R,
AT AN EE OB, TAMMEBUEM LT,

BE
OpenShift Container Platform X% &1 API, BX&HEGRSBNHSRENFEIRES
e

REBEBNEEQENNEBEIER, B pod RTLAF AHER B BREI/FHRILEIRER XS EESF QSN
&, X—HEtERTEREMTEMBT RER.

ERBIR, W& EEELTE /var/lib/kubelet/device-plugins/kubelet.sock L iiFH Register 5 B &
LB, BEMLT /var/lib/kubelet/device-plugins/<plugin>.sock ] gRPC RS RIRSS N & &
K,

TEAC RIS SR, R EBEERAERSIEMHIRSS F A ListAndWatch 23 22iH A (RPC), 1
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https://github.com/GoogleCloudPlatform/Container-engine-accelerators/tree/master/cmd/nvidia_gpu
https://github.com/NVIDIA/k8s-device-plugin
https://github.com/vikaschoudhary16/sfc-device-plugin
https://github.com/kubevirt/kubernetes-device-plugins
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HMARE, A EEREREIY gRPC RMIEM PRI &Y REVFIR, EEESFIRI RN, AL
BURRXEHNER. Rt —in, HEEIERRFTTR; %Eﬂ&%ﬁ’]%’“ﬁ}ﬂﬁﬂ&(*, @IS AE
RBURE HE T I & DIR O BN B AR,

TEAIRFTHY pod AENTEKES, Kubelet fiE KM BRFRZ 2A X FEERUHTEEDE., HEEESR
EHHBURESRE, URITEREEENNNESE., MREGEEHFBEE TSRS RAMEE, NIEX
Y E IR IEMH LB Allocate RPC,

A, R EBGRR T EMNLMEE T ARE, NEEFRE. RERttMiEEE,
EE BRI R,
5.6.3. H AR #EES
[BR% & EEERLINLEEY, EFERLBERENIHRTAER BEHF.
WEREERIRMT —ME, TEBFN ARG REGAS TR /R4 R
1. NIRERBMT SRR RKENS S MachineConfigPool CRD X<E(BIIRE, HUTU TS B2 — :
a. BENGFRE :

I # oc describe machineconfig <name>
4N -

I # oc describe machineconfig 00-worker

it Bl

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ

Q@ EEERFERE

¥ =
1. NEEEERAEBE LHIR (CR).

KEEHEES CREESH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr 9
kubeletConfig:
feature-gates:
- DevicePlugins=true 6
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@ CrRAB—AE
@ HiAkENBREREBNIRE,

9 J% DevicePlugins % true”,

2. OB HEESS
I $ oc create -f devicemgr.yaml
=1
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BEAMINT R EBBIET /var/lib/kubelet/device-plugins/kubelet.sock, HRBERATIXEE
2R, XRIXFEEER gRPC IRFSJ[EH LNIITFTIEEEMB UNIX IS EETF, REBAT RS
BRI, FTRTE Kubelet HIE BRI sock U5
5.7. 15 mFI AR

ERRFERT /RIER,

5.7.1. T &5 REAR
B FER/TH (taint) , TRALIBELEIEHE pod, FRIE pod EFEEM &R (toleration) .

fme L@ 1 R #AE (NodeSpec) fHi5 N AEIT =, Fi&id Pod #Hitg (PodSpec) f¥&[RMNFAE
pod. HIEN RIS M, FHERFEIES pod MEBRIZ T ML, BRIEpod IUERILE R,

T RGBS Rl

spec:
template:
spec:
taints:
- effect: NoExecute

key: key1
value: valuet

Pod A& B BRI HY

spec:
template:
spec:
tolerations:

- key: "key1"
operator: "Equal”
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value: "valuei"
effect: "NoExecute"
tolerationSeconds: 3600

FR S5 BRH key, value # effect ZHAK,

K515 RNARAG

30

key key BRERFHFH, &% 253 MNFR. key RILUFEFIHFHL, TUEEF

B, 87, EF/F. ARMTZL

value value 2EEFHTH, &% 63 1MNEM. value WIAILUFERHHEIL, AIUEE

FR. BF EFFH. ARMTHL.

effect effect WEHELE :

NoSchedule 1

PreferNoSchedule

NoExecute

operator
P Equal

Exists

1. #0RH control plane TR (H2H#4 master 7)) &1 T —> NoSchedule /5%, N7 R%IE

o SiTRALEHET pod FRIAERIZ
%‘ﬁi\\io

o IXTTRLEHAR pod RIRE,

o S5 HANRIEERFH pod AT LAHE B
Tt BAERFRRERXEH
EO

o IXTTRLEHAR pod RIRE,

o SR ILACRIH pod TEFE R
%‘ﬁi\\io

o TREZBLEARNINE pod FHH
PR,

key/value/effect sHup /e, X2\
{E.

key/effect S8 tE, EQLIRE—NE
B value %1, XIFICEFAIE,

& node-role.kubernetes.io/master=:NoSchedule /5 &, 1%Z/5 S EI\RN,

flan -

I apiVersion: v1
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kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59¢

spec:
taints:

- effect: NoSchedule
key: node-role.kubernetes.io/master

BR577 RIEE :
e 1R operator %N Equal :
o key SR ;
o value Z¥ A ;
o effect ZHHER.,
o INR operator 2% Exists :
o key SHHEH ;
o effect ZHHERL
OpenShift Container Platform NE T L Fi5m :
e node.kubernetes.io/not-ready : TV AR, X5 T RIKK Ready=False %}/,

e node.kubernetes.io/unreachable : 7 R To;EMTT mIRHIZZIH A, X5 mIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : i mFERELE DA, X577 KR
MemoryPressure=True %I/,

e node.kubernetes.io/disk-pressure : 7 mFIERIELE AL, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 sS4 AATFH,

e node.kubernetes.io/unschedulable : 77 SR~ A[HE,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 sRiEH 2@ AW =IREFEE I, £
TR EFEXNGmREREFC AT, EiEhasE R E N 21BN s
&, kubelet 2RI B,

e node.kubernetes.io/pid-pressure : T REHF pid £/, X5T RIKL PIDPressure=True %
o

8%

OpenShift Container Platform X &R IAR pid.available evictionHard,
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5.7.1.1. 7 f&an4al {85 R A BRFYBER IR pod JXER

IRETLL@IT1E Pod #1483, MachineSet X R H 35 E tolerationSeconds 41, #§7E pod TE#IKFRRTAT LA
REST R EMNR K, IMEFEA NoExecute effect BUI/5 sRm MBI T 58, MBRISH (82
tolerationSeconds £#{) B pod, TELLHIRA pod A& #EIKFR,

fai th o B

spec:
template:
spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"

effect: "NoExecute"
tolerationSeconds: 3600

X8, MR pod EEZTEZBELRNER, pod RESTRHE 3600 %, REHIPR. WMRIETR
X E 2 BIFERR, pod A RHINER,

5.7.12. THRMMERZ =

EBAILMER— N A BAZ NG E, FHIER— pod FAZNAR, OpenShift Container Platform %
RINTFATIR LIS N5 R AR -

1. 203 pod EALEEARIG R,
2. HAWARIEES =1E pod L EIERH] effect :

o MREVH—ANARIET=EE NoSchedule effect, Ml OpenShift Container Platform 7
5 pod WE LT =L

o B EBARTHES2EH NoSchedule effect, BEEVEH—PMFAERERIGHE
PreferNoSchedule effect, /] OpenShift Container Platform Zit A pod AEEIZ T =
.

o MREDVH—NKRILHEIT=EE NoExecute effect, OpenShift Container Platform &1
pod MIZTT IR (MMREBEZL TR LEIZTT) , HERE pod AEEIZTRLE (MIRILH
BEZTRLEZT)

o ARAVFIGEM Pod &ITENHRIKER,
o #NR Pod BFI5RMEBTE Pod HIH& 15 tolerationSeconds, N&KAREBFHE.
o MR Pod BFJ5E, BIEET tolerationSeconds, NI&7TEsEMIN R BIREFHE,
f5gn -
o [T ARANMUTIER :

I $ oc adm taint nodes node1 key1=value1:NoSchedule

I $ oc adm taint nodes node1 key1=value1:NoExecute
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I $ oc adm taint nodes node1 key2=value2:NoSchedule
e pod EBLTAR :
spec:
template:
spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

- key: "key1"
operator: "Equal”

value: "valuei"
effect: "NoExecute"

EABR, pod BEAER TR E, RNEESE=NSARENER, MRERMNG S pod BET SR
21T, pod &RELETT, ENEZNTREZNGTRA pod E—REFFHG R,

5.7.1.3. Tf# pod AEM T =R (BIEKREHR T R)

Taint Nodes By Condition (BXIAER) AT BN mIkERRNT R, MRFEEAMESE LD, NRED
TRIRE— MR, MERIm—N58, BERREER D L, X5 285 NoSchedule effect ;
BN, pod EAERIZ T ML, FRIE pod BILEMER,
EHE pod I, WERFREETRLEREAEXLETR. NRGREFE, NYE pod FAEEFH—1T =
BT AERFRENRTS RmIEEFRB T IR, FHEERLLEERINESM pod BIR, HMAERFEE

7RG H A — L5 fR O
HBRAERD, FHHERKBN TIARBNMEIFTE T

® node.kubernetes.io/memory-pressure

® node.kubernetes.io/disk-pressure

® node.kubernetes.io/unschedulable (1.10 & ShkA)

® node.kubernetes.io/network-unavailable ({XFREHFL%)
't _.I-LJ\E_.":J:F &%':Fm“ﬂﬂﬁ'c = %Q“BEQ

control plane A 21EEH QoS ## pod Hi71N1 node.kubernetes.io/memory-pressure

BR, X2EN Kubernetes £ Guaranteed =% Burstable QoS KFEIE pod, #H
BestEffort pod AR VR EIZ &8I T R L.

5.7.1.4. 7 RRIERRIKER pod (ETFHIKAIIKER)
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Taint-Based Evictions THRERKIA = /5 FHEY, ATLAMIBEIFFEIRSE (30 not-ready #1 unreachable) BYTI
=X pod. YT RBEIEA—MRRE,, OpenShift Container Platform B HATT KRG R, FIF
1RIKBR pod LAKYE pod EFTAE RN E AL =,

Taint Based Evictions 25 NoExecute 3R, T&V5 KM pod #HWILENIKFR, BIF5 =M pod A&
IXp&, B&3E pod f# /4 tolerationSeconds S#4,

tolerationSeconds S A VFEKIETE pod RFESEE T SR RBT S EMAT K, tIRTE
tolerationSections EIH R IBAEE, NI REFZFETRLE, HFEEBRERRH pod FFHEIKKR,
INRIRRTE tolerationSeconds EIHEFRIERR, NIAMRER LB SR pod.

INRF ARG ER tolerationSeconds 3, Nl pod A& FE W ARFALEFN AT 15 1] BT s RO T # X Bk
AE

OpenShift Container Platform RLARRE A IKPR pod, MMBALEEEZVMNT ROBEE
Fo R KE pod HXBR,

BNBERT, MRAEXPEIT 55% T R A RE, T REmBEIREHSRRMZKIRE
BN PartialDisruption, 3K pod JKpRE, X FHIRESTHNEERE (BN 50
TREEND) , BERFHWTRARETR, BRBEL,

MEELER, 1ESM Kubernetes 314 A BYPE(K X PREEHI o

OpenShift Container Platform & B %2/ node.kubernetes.io/not-ready #[I
node.kubernetes.io/unreachable HFINARFH 1% E tolerationSeconds=300, [RIE Pod BBEHIEE T
HepE—FHAER,

spec:
template:

spec:

tolerations:

- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300

ﬂ XLERRIBER T ERINBERT, pod I ELXLET M4 REHRIEMR—DN, KREFHAES 2
.

BHURESREREXLERR. fl, MREE-PEFFSEMRTHNARE, BARFEELEWN
BARiE pod ST REFAERA L, UFEFIXIREFHER pod WRITHHIKE,

BT H RS KB pod QIR ST A LTS5 =B NoExecute BFR, B %A tolerationSeconds:
e node.kubernetes.io/unreachable

® node.kubernetes.io/not-ready
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https://kubernetes.io/docs/concepts/architecture/nodes/#rate-limits-on-eviction

R, SFIERRSE pod FEBIKFR,

5.7.1.5. 8RFAIGT R

1% A] L@ T 0 operator: "Exists" RIEMLE key #1 value 2, BT ABRENBTFFEGHR. B
LERREY Pod R MEFTT REYT AR,

BAFARZmMATE =Pod &

spec:
template:
spec:

tolerations:
- operator: "Exists"

572 /lJ\\)J[I /75“\\*[]@'3&

IR LLA pod F1{5 RIRINABR, LUET REEWIEEIIELE pod MIZSHAROIZHAER T R £, X FIEH
pOd *DTJ 'J—-'_y ,u\rgiJ%eBE//J\\DDEU pOd %):FH’?'J—"_//J\\DDEU? 'J—_'_ LJ\JE;%E/I;J%DDGBEHU}‘AF EJ:%B%
pod,

AR

114 Pod spec HH &% tolerations /)17 3@ pod FRINER :
{8/ Equal ;2B R/ pod Eei& X4~ fI
spec:
"’-[.emplate:

spec:
tolerations:

- key: "key1" ﬂ
value: "value1"
operator: "Equal”
effect: "NoExecute"

tolerationSeconds: 3600 9
ﬂ RIRSH, W0 Taint M toleration HEER Ak,
9 tolerationSeconds B35 E pod MER KRBT AT LUREE 517 sR4PE IR K,
a0 -
{5 Exists IZH AT pod BCiE X6

spec:

template:
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spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

ﬂ Exists ZERFTREEZ— value,

ABITE node1 ERE— NS keyl BIEH valuel B9i5 2, 1525 RZE NoExecute,

2. BITLAT 4, M Taint # toleration HAR RIS EUN T RIRMNTE K -
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
40 -
I $ oc adm taint nodes node1 key1=value1:NoExecute

LtbE 5 1E nodel EIE— NN keyl, 1B valuel B975 R, HMRZ NoExecute,

NN control plane T/ (tBFRH master T7s) %A1 T —4 NoSchedule i5
=, M ST EA node-role.kubernetes.io/master=:NoSchedule /5 &, %5
BRI,

o -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢

spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

pod EHMARES T R EHT i, BEHEE—RRE pod I ELVEEE nodel L,

5.7.3. FERAYEERNE S AR

R LMERANERE DT RIAINIG R, 5 MachineSet X R KEXMIATE T R AT REH. BRXHE
SRERMBYS RLEA RS ERERINET RBY5 R EA XAER.,

ff

L=

S
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1. @it 4% Pod spec FE &5 tolerations /i3 [ pod HRINER :

{8/ Equal ;2EH AT pod EC & STl

spec:
template:

spec:
tolerations:
- key: "key1" ﬂ
value: "valuel"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

ﬂ KNIRSE, 0 Taint # toleration H{EFR A,

9 tolerationSeconds S5 E pod TEHRIKFRETS TV mABERIFT K,

o -
{5 Exists I2E R pod Bd&E 44561

spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

2. 975 S NZEl MachineSet #f % :
a. NIEBE)S M7 A% MachineSet YAML, tHaLLAIEH MachineSet 1% :

I $ oc edit machineset <machineset>

b. 5 RiANINEl spec.template.spec Ef4 :

HAREMAE 5 RRH

spec:
template:
spec:
taints:
- effect: NoExecute

key: key1
value: value1

ABIET m ERE—NE T keyl, {4 valuel B975 5=, 15 233E 2 NoExecute.
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c. FEHERUER N O:
I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api
FERNL 2R bR,

d REFEV EBINSBZKE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api

ZEHNBEEY. 158 RINEIS MachineSet X & XEHI T =k,

5.7.4. RIS RMARMAFHEET =

MRERE—HTREFERAMEER, N pod RMBR. RE, EXLETRPRINGNNHEGR. BF
BRH pod WAFERTTR TR, HEFHFHEMEMT R

INREFRLHR pod ARERBLS /TR, BE/IFERMEIE—HT R, FH9 pod WINT RKEL
M, LUME pod REEREEI BB IZIRERT R

i e
RETRAERF REERIZT R

1. X EETT AN NS
40 -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule

2. B RE B E CEAZESIZR, 79 pod RINERR,

5.7.5. A5 mA B RIZGH BERIREGHT =

MRKBHPEVET REBRANEY, EALIERS 5%D{§BE1J:7FHE%¢#§$EE1¢E’J pod SiX LT RREF
PR, MMHXET RREBAILEHREFTERREHR pod, ML LIERFEERIREHSD pod ERRE
8977 o

B R RRANINEI R ERFIRE ST R EARFIREM9TT =89 pod H,

i =
R NEFE pod (R E EERFHKEGHTT = ¢
1. NEEREFREAH pod HRINER,
a0 -
spec:
tolerations:
- key: "disktype"
value: "ssd"

operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

2. BRAUTHREZ—, HINERFELHRT RIRINTER
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I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule

5.7.6. kRIS m AR

BEURERE, MTRBIRITRIM pod BIRRR, BN ELAFERABNE pod, ABEFIT<AMET
=, LUBRIERINERATM T R ERBER pod,

e
BERTs mAAR
1L MTTRBBRITR :

I $ oc adm taint nodes <node-name> <key>-

4N -

I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-
fr =1

I node/ip-10-0-132-248.ec2.internal untainted

2. EM pod BIFE—RR, 5% Pod MERBIFZAR :

spec:
tolerations:
- key: "key2"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

5.8. hfNEE 2
BREHFRRINSIES.

5.8.1. {hINE B3 RE

EINEESRBT M Hint I24tF (40 CPU Manager A& EEaR) WERIMRTRIFABREIGIRSE
(QoS) B9 Pod %R, FHEAKERIRTEEE Pod HR.

Z1% CPU HIRS Pod Mg R EMIEKFTIRTE, »/i{EFH static CPU Manager 5B
& B CPU Manager.

Pt

RINEERTIFON DR, XL cpumanager-enabled B E X HR (CR) AE X :
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none kig
X2 EIAERS, FRHATEAIFRIMTTHEE,
best-effort 5kl
XFFii A best-effort fHINEIRKIZH pod FHIE AR, kubelet RUTAED Hint IREEF R A IHE B

RRATAN, FRXEER, HINEERSRERINBHRNEL NUMA TR REMERE, MR
EEWELLZE, NRINEEREFEEXMNMEE, FIE pod 2B T K.

restricted SRB&
X FH A restricted #HINEIRHRIEM pod FHIENBER, kubelet KARAE Hint IREE KL IME T
RRATAMYE, FRXEER, HINEERSRERINBHRNEL NUMA TR REMERE, MR
BAEWEE, NIRINEERAMT RIBLXA pod, MTTEEH pod 40 F Terminated JR7, H pod #
AL

single-numa-node RB&
XIF7 A single-numa-node AN EIERIEH pod HHIENEER, kubelet RAAEA Hint IRHEH kK
RIMETTRW AT A, FRAXMER, HIEERFRIRELD NUMA TTRXHKMERE 6. R
2, pod BEPEAELT R, MBFTEMEA A — NUMA 17 skBitE, MR SESSIBAREE T R
pod, IX&5FH pod #bF Terminated }k7, H pod # A KM,

5.8.2. WEHINEES

S ARINEIESR, B JITE cpumanager-enabled BE X R (CR) hEEDE R, MREXET
CPU Manager, NIZXHAREREE, MRXNXEREE, ErRILGIRIZSF,

SERFEH

e ¥ CPU Manager SRESECE /) static, 1ESEY BRAMRESAEHBIER CPU Manager B84 -
i =
& Topolgy Manager:

1. £ cpumanager-enabled BE X %R (CR) AECERIMNEIEIRDECRIR,

I $ oc edit KubeletConfig cpumanager-enabled

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s
topologyManagerPolicy: single-numa-node g

ﬂ th B2 static,

Q IEEFMLIRINS R DB RIE, TEiXE, KBEZ single-numa-node, B {E
77 : default, best-effort. restricted. single-numa-node,
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5.8.3. Pod SR EESRRIEHNRE
LUFBY Pod specs RBI5ER T Pod 5 Topology Manager B3 H,

R FEBIEEFIRIEKRSHRH, AT pod KL BestEffort QoS Kiz1T,

spec:
containers:
- name: nginx
image: nginx

R iERNFIRH, F—1 pod 2L Burstable QoS %3217,

spec:

containers:

- name: nginx
image: nginx
resources:

limits:

memory: "200Mi"
requests:

memory: "100Mi"

JIRAMARIETZ none, NIHINEESRFAEEEPEMT— Pod Mg,

R NEREFRE, &E— pod 2L Guaranteed QoS K217,

spec:
containers:
- name: nginx
image: nginx
resources:
limits:
memory: "200Mi"
cpu: "2"
example.com/device: "1"
requests:
memory: "200Mi"
cpu: "2"
example.com/device: "1"

RINEIESRITEEIX pod, RINEIEEESE CPU Manager BE: 5508, 1% EHRE A A CPU B
NG, FRINEEEISE R FEESRE LI TR XAIRINE, 80 example.com/device,

INEIE SR FERLE REMZR SN RERIN, 4 pod 1, CPU Manager MliX & EERNETIED
ECR ER 5 AR L 2 A5 R4S B,

5.9. BiRE kM E(FEH

SFEMITERR, BesdlUEE—NERIEKMES, REBERTREEWREIELHBIEREMNE

FRMBFRIRK, MRBHBIEETRE, BRI TIEK, MERSKARAXLRS], FETEBETT
m EIEERIRS.
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PREVE RS L RBUR T ERIRRE, MRFHZXEFRIRE, BHFAEIEAHXRREN TR, &
K, BRAUUAREARMMEEICERIGEHEPEFEEN TR, EHRREDHERT, TEERRE
KRB HHIRERENRS &,

WEETFIEKRNTR, MEHMERGIENZFHRRE, IR ENESTIERIWEIR, 75 RKAMBRH
EERETIEMARE ; fiM, MRHNBHRET 1G RFIFHKH 2G REFRE, NIRIE 1G HKEESH
HERTRE, BRZAMEA G ; Bt E&EA5 200%.

5.10. {#f8 CLUSTER RESOURCE OVERRIDE OPERATOR By E#4J)|HY1
EfEH

Cluster Resource Override Operator @ — A Webhook, AiLEiRGH S EFRNRE, HEEESTH
AT RLEEABREE, Operator LHIFED B A 17 RA] AN E X IR ZF CPU BRIAE.

IR fE R OpenShift Container Platform $£l &8k CLI 2% Cluster Resource override Operator, #1F
im. IEREIREH, EAE/E—1 ClusterResourceOverride B E Y ¥R (CR), HEAiXE T EMHAN
A, BRI :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

ZFRsE cluster,

ik, MREENMANEET BENERE, NZRAFERKBSZIREMNINMESLE, M1E100
Z[Al, BRIAMED 50.

Ak, MRIEEHEINIEE T BEs CPURME, NI CPU EKRBERIRMEMX MBS, MT1EI 100
28, BRIMEN 25,

o ® 90

Ak, MRIBEKBINIEE T BRAERME, Nl CPU BE@HEEE’JW?BEEE’JEMI: (PnR15
E) » LL100% I B 1GIiRAM, T 11 CPU W%, XREEE CPU IEKREIFT (MREE
- BRIMEN 200,

INRAZR LR BXERIE, N Cluster Resourceoverride Operator B= TN, BIE—E
X BRI B 897 A BRIABREIRY LimitRange %R, SX1E Pod specs HECEEN ANEZH
PR,

-

RERE, R FUATRENAEENENGEEENKREEABNNENES

apiVersion: vi
kind: Namespace
metadata:
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labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

Operator 57l ClusterResourceOverride CR, Fffi{ff ClusterResourceOverride £ A Webhook #%&
5|5 Operator HHEM R ZE[H],
5.10.1. {8 FH Web %A %% Cluster Resource Override Operator

TRAI LB A OpenShift Container Platform Web #2115 k%% Cluster Resource Override Operator, LA
FBhIEHIREE T EFE M,

FoRFEM

o MRALERIZERE, Cluster Resourceoverride Operator £:&E/EH, W AERA—D
LimitRange X/ &R 11 B 18 EEKIARIE, (7E Pod spec FECEE N FAMEZRIRRE,

e

£ OpenShift Container Platform web 2l & %% Cluster Resource Override Operator :
1. £ OpenShift Container Platform web 12l & #3%# A Home — Projects
a. mili Create Project,
b. 387 clusterresourceoverride-operator {£ 417 B F & FF,
c. Rili Create,
2. # A Operators - OperatorHub,
a. MHEF Operator Bl A% ClusterResourceOverride Operator, B mif Install,

b. 7E Install Operator TLE ™, R Installation Mode £ T A specific Namespace on
the cluster,

c. #fR7 Installed Namespace i£#¥ T clusterresourceoverride-operator,
d. ¥5EEHLE FIBEAE RN,
e. |mifi Install,
3. 1f Installed Operators TIEA, = ClusterResourceOverride,
a. fE ClusterResourceOverride Operator iI¥{EIIE A, m Create Instance,

b. 7 Create ClusterResourceOverride TLH F, 4w YAML BiRUBRBREE X ESEFEH
g :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
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144

909

o

o

podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

ZFRE cluster,
"%, IBEME1-100 2 R BERHFNEFERENB S (NREHAIE) . BRIAE N 50.

1%, IBETE1-100 2 [0 EBERE: CPUREMNE 2L (WMRERME) ., BRIAEN
50

N

aik, MRFEA, ElEEEERRNEREMNT D, LL100% T B 1GIiRAM, T 1
N CPU W%, XREBE CPUIERBIFTHE (MMREBEE) . BIAEH 200,

c. Rifi Create,
4. B EEREEE LFHRIPRE R EEA Webhook FIHRTIRTS :
a. 7£ ClusterResourceOverride Operator TUEH, mifi cluster,

b. 7 ClusterResourceOverride Details T1#, = YAML., % webhook #&1#HA
i,

mutatingWebhookConfigurationRef i< H I,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","met
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi
mitPercent":50}}}}
creationTimestamp: "2019-12-18T22:35:02Z2"
generation: 1
name: cluster
resourceVersion: "127622"
selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster
uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io



resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

ﬂ 5| A ClusterResourceOverride 4 AWebhook,

5.10.2. £ CLI &2k Cluster Resource Override Operator

&R LUE A OpenShift Container Platform CLI 3%%& Cluster Resource Override Operator, LAES Bl
SREPITERER,

FoRFH

o MRALERIZEIE, Cluster Resourceoverride Operator $H:& B /EH, W FERA—D
LimitRange X &R 11 B 15 EEIARIE, (7E Pod spec FECEE N AMEZRIRE,

P
A CLI %&£ Cluster Resource Override Operator :
1. N Cluster Resource Override Operator |y Z2[H] :

a. H Cluster Resource Override Operator flJ—> Namespace 22 [8]%f & YAML 34 (40
cro-namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: clusterresourceoverride-operator

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-namespace.yaml

2. fIJ8— Operator 4 :

a. # Cluster Resource Override Operator flJ—> OperatorGroup X% YAML X4 (40 cro-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. fll# Operator 4 :
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I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-og.yaml

3. BIB—MTI -

a. 7 Cluster Resourceoverride Operator | E—> Subscription /5§ YAML 3 (40 cro-
sub.yaml):

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.7"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. AT :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-sub.yaml

4. 1f clusterresourceoverride-operator &5 % %2 [F] 1 fl|& ClusterResourceOverride B & X FR

(CR) X% :

a. # A clusterresourceoverride-operator 54 22|,

I $ oc project clusterresourceoverride-operator

b. 7 Cluster Resourceoverride Operator 3] ClusterResourceOverride %/ & YAML X {4
(40 cro-cr.yaml):

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

ﬂ #ZinwsisE cluster,
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Q "%, I/EME1-100 2 A BERHFNEFERENB L (NRERAIIE) . BRIAEHN 50.
g ik, EEMLI1-100 2 AIBEAE CPURMEMNESL (INRERIE) . RIMEH
25,

@ Tk WRER, FEEESASAFRENESLL. LL1100% IR 1GI RAM, %HF1
A CPU MK, XREER CPUIERANHTAE (MREEME) . BiLEN 200,

c. BIE ClusterResourceOverride X4 :
I $ oc create -f <file-name>.yaml
40 -
I $ oc create -f cro-cr.yaml
5. B EERE B E LHIRIPIRSRIGIUEE A Webhook B HIK .,
I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yami

Y webhook # AR, mutatingWebhookConfigurationRef 7% H ¥,

i th o Bl

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |
{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}
creationTimestamp: "2019-12-18T22:35:02Z2"
generation: 1
name: cluster
resourceVersion: "127622"
selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster
uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
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resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

ﬂ 5| A ClusterResourceOverride 4 AWebhook,

5.10.3. ie & & IR 2 E

Cluster Resource Override Operator & E— ClusterResourceOverride B & X ¥R (CR), URIEH
2 Operator il £ ARSI E IR,

FeRFMH

o MRALERIZERE, Cluster Resourceoverride Operator £:&% B /M, W FERA—N
LimitRange X &R 1 B 15 EEIARIE, (7E Pod spec FECEE N FAMEZRIRE,

iz
BRI T EMER -

1. %m%E ClusterResourceOverride CR:

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 g
limitCPUToMemoryPercent: 200 €)

o HEE 1100 x ABEASNFRENESLE (MRFEABIE) . BIMES 50.

al

i
Q A%, HEETL1-100 ZABEEA CPUREMNES L (NRERMIE) . BRIMEH 25,

© T WRER, FEEESSSAFRENTHLL. 21100% I & IGIRAM, FF 14
CPU A%, XR1EER CPUIHRAIATAE IREME) . BIMEN 200,

2. BRESNEFE Cluster Resourceoverride Operator 33l £ AT B &R RN T LU T br
R

apiVersion: vi
kind: Namespace
metadata:

labels:
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clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true" ﬂ

@ ExMFARMESIE.

51. T R4 e0y £F

R AT LU A & Fh S SIS T T R b B, MARSS R (QOS) RFE, CPU RESIRE R, &
VRAT LU R T e A T T B 22 5 B FA Th 8K,

511 TRITE RS

TR R ST E T RERE,

5.11.1.1. T f#A%3 CPUEK

B LURIEIRBHIE RN CPU 8, AHEAIMERET  LIRMREBE CPU, BEXSBITASIEEMNR
#l, MNRZIBRANEERBE CPU, NISRIBENT2RIERE CPU ERHE CPU A,

BN, IMR—PFEFERT 500m CPU KA, A—1NE2:1EK T 250m CPU f[a], BB21% 7 m LR/
A4k CPU B [EILL 21 LEBITE XN BeaZ B0, MNRBSIEET —1NIRE, B©RNERE, TEFERBET
e ERRFIF CPU, fH Linux A& CFS HEHrom L CPU EK, BIMNERT, A Linux B
R CFS BRASZ :5 LA 100ms il £ (5] f@sa i S5k CPU FREI, {BiXalAZEH,

51.1.2. TRASZAFIFHK

B LMRIEPREBRIEKRVAREE, AU UMFEFRASTERENRNTE, BE—BBTIEKE, AT
R EBEARERNRBEEAHA L, MRFBLSEANREDTIERE, BFSBEXLE, BRIEFERGFESSHTIT
HERFENHNEEBRLT T TREREREEZEEERNNAREE, NRBHEETRERS, N8RS
SRR,

51.2. TG EFEAMRSS HEE

YT REFE T RBAHIERN pod, HETRLFE pod WREIEFEL THRTREEN, ZTRLE
FLERART.

i EFEAMER, TREMN pod HREKAEARSAENAREZXEFEITRAENITETR, KEXHE
S, TR pod IKFARBIMN SN, BEITHHHRRI TEM NRSHE (QoS) K,

SFEMIERR, BRI I=D QoS EmM—14, BiRBILENIERFHET :
K52 REHER

00,9724 REH ek
1 (&) Guarantee MR HFAEFRXE TRHEMATEER (REFTF 0) FHEE(1EE, NESEH
d 3257} Guaranteed,
2 Burstable MR NFAEFTREE TIERMETERSE (FETF 0) HEEIIFEE, AR
#1325y Burstable,
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fL5EHK KA fed
3 (&) BestEffort  MIRE&BEANEMFRXEBIFKMRE, NEBRHKITES BestEffort,

RER—FMAITEENTR, RLEAFEBRENELT, TENKENSHRELERLL

® Guaranteed B ENEE, FERILREECIBIRANERABEANEEHEREMLE
TPREOBRBITRINRES, FRWEIE,

o TEFRFANEFELENN, Burstable BZFMNRBI HIEREHFBEAFEEHM BestEffort B35,
B KA RESRA L,

e BestEffort BB WM NMESRE. RARFEFRH, XERBFFIIBRILERA L,

5.1.2.1. T MM AR RNRS L ERFERERE

R LU#E A qos-reserved SHIEEERHFE QoS W £ pod BEREBHWNEFEE DL, LINREZRREBIE XK
FITTIR, BHLERME QoS KHH pod FERAKE QoS FH pod FE KRB FTIR,

OpenShift Container Platform 28R40 T/~ f# F qos-reserved S :

e {H# qos-reserved=memory=100% <, [Hi- Burstable 1 BestEffort QoS ZH#EiE QoS
PG RMIANTE, XE18IN BestEffort 1 Burstable T{Ef1%; L TS Guaranteed #1
Burstable T{F /1 #REFREEETEE OOM BIXES,

e [f} qos-reserved=memory=50% i, ftif Burstable ] BestEffort QoS JE#EE QoS %
FTE RN —¥,

e {f qos-reserved=memory=0% ff, ftiF Burstable #1 BestEffort QoS &% HFE T MIAR
BULEKE ETR) , BAEH Guaranteed T/ 7 H ARED MFTE KAREHNS, MM
ERFEAXIIINEE,

5.1.3. TR #AEH QoS

A ET m ERNZEARH, DERERSTE (QoS) REE, B, TR MY GRESBET] 1,
MM Kubernetes B FEFFTE pod HUE L 12 AR AT IREY BT IR R FE,

plgn, IMRMANBERE pod BEIEAERS, SPEETUFRERARARNEF. &L, UREERBHR
HeZ2[A], pod FREVIHAZ AT BE SR N RSTHHEBHUT P MR Lk,

MRAZARM, KEBTALERHEE]EESZ MemoryPressure, MIMERK pod ToiEIKFEA]
EHEIERPROVAE, ZHETREMENERES pod, HF—FIBARELESD, RLEMEBERANE
B (OOM) EHMXBE,

BF

NRER T I, XTI ARAFR RS R ERFRE(ERTERES A EFER, FIRAK
RABAE, RFEERIREENDN M RHBLERR pod, FEBHFAREIZALERE DM
FIET R E.

511.4. T Rt EFH
i EEANTETR, SUEFBREEY SR, LIRRSENRETH.
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LN REDN, ERBERIAFEEERXERRTRANA, RIEVEARETRE, BSNARARMIZKTR
EREDER KL

HBIRIX—1TH, OpenShift Container Platform i@ §$§ vm.overcommit_memory SHU%E N 1 REES
RRERGILE, MMRKEE N R 2ERANE,

OpenShift Container Platform i3 % vm.panic_on_oom X E 1 0, HAKEB N TAEERER
BE AR, BN O ATSMAKEREARRE (OOM) &R T oom_killer, LUREM ML 1L HHFE

IRAT LB 1T I IT A T e R EE HRIMNIKE -
I $ sysctl -a |grep commit

=1

I vm.overcommit_memory = 1

I $ sysctl -a |grep panic

=1

I vm.panic_on_oom =0

i
G

% Tk ERIZERE T BT, AEBH—S Rk,

EILA LN EN T RUUTUUTEE ¢

5 CPU CFS E2&iZ2 A sk i hl) L e CPU BRI

NRG R R E FIR

NAEHRS FEEFRRERE

5.11.5. {#F CPU CF'S Ec&iZA A =k i il < e CPU FRH
BAERT, T AEA Linux R MZRATEERRE (CFS) BAis fe im HI S e i CPU BRI,
INREFAT CPU IR AISIHE, THRENT RNPMEEEE -

o MRAHBAE CPUIHK, MIEKME Linux PIRLFE CFS #3235 H,

o MIRAZF/EE CPUIEK, {BIXHE CPUIRMI, N CPUIEREIANIEER CPURIE, FH Linux
RZAFB CFS =,

o WRABENTEAR CPUIERMEREI, N CPUIHFRE Linux RIZHH CFS =45k, B
CPU BRHIAR SN 1 s = £ F20,

FEREMH
1. NIBERBMT SRR RIS S MachineConfigPool CRD *<BXHIIRE, HUTU TS B2 — :
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a. BENGEE
I $ oc describe machineconfigpool <name>
4N -

I $ oc describe machineconfigpool worker

it Bl

apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfigPool
metadata:

creationTimestamp: 2019-02-08T14:52:39Z

generation: 1
labels:
custom-kubelet: small-pods ﬂ

@ REMTIRE, BRUIE labels T

b. MRIRERFTE, NIERIN—D5E/(EX :

I $ oc label machineconfigpool worker custom-kubelet=small-pods

e
1. HEEBEWOEEE LR (CR).
%A CPU R#IBRAHIECE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: disable-cpu-units ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: small-pods 9
kubeletConfig:
cpuCfsQuota: 6
- "false"

@ CrRAB—AE
@ EEENARBERMNIRE

9 ¥ cpuCfsQuota SHIXE Y false,

5.11.6. W R HREREB TR
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NiRFEBEAENFHEFHSERIEERD T RTBRITERH, 8177 [RECALURE —38 0 WIRESRGUT I
RER (TREWIETXEFIFHRBEFIEFEEFEETHE) . HiE, BUENAESERTEEN TR
{%E I}?o

e

ZEAAVIE pod HRRBHIR, HEIEETRATHRENKEROET /R, MFTHESIEAEESE,
HEH" T ROEHEIR"

SN7. ZATRdEFEH
BEAZE, TUEEAAT R EZETEER,

e
EETRPERTERER, HEZTREZTUTHS

I $ sysctl -w vm.overcommit_memory=0

5.12. 11 B 2% 7| BR1E

hEB BRI EFH, EULLEBEENTEMTCRIRESERE, Nl EFREERTMITEIEERNEM
CPU FR{E, LARERIAE,

MBEXRTMBLAHRRENER, HESHAWMEIR,
A4, EALUVEETBEERTEREA,

521 ZBUBEdE#FA
ERZE, TLURTIERETEER, B0, SR Tt 8 i A A B B AR

iz
EENTEHRRATEER :

1. ST E R
2. /d\\jJuL/L-F/EEﬁ*F

I quota.openshift.io/cluster-resource-override-enabled: "false"

3. QIRIENR :

I $ oc create -f <file-name>.yaml
5.13. {8 B BRI T R BT IR
IRAR R AL B,

513.1. T B fAE L bR IR R E A LK RS
AT {5 IR (E SR T B 2R 13K B
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FBIR B E T IKBREER, TTaaZEl i EMTT M AP A8 pod (REBE . AR pod BH#EMIER,
Nt WHER, RE pod HAEWMRESEAZINMREE, BHRAKRE., RV REBME LN,
cakiRrads, FEXEEET oclogs M HBRK.

® eviction-soft - FIKFREBEMEFIKFRHH S — 1 HEIE G 18 E NN E 5 RHEIEC N

e removal-hard - FEIXPREIER B TR, WRIERE], OpenShift Container Platform Fi&=IZEl
FETE,

TR T IKEREE :

*5.3. ATRERSRLIFBIRNEZE

WKERES
MemoryPressure memory.available TR LW ARE,
DiskPressure def ilabl TERBRXERG. nodefs SR
e nodefs.available SRS image fs LBYAT L
e nodefs.inodesFree ZANFREI TR o

e imagefs.available

e imagefs.inodesFree

%t F evictionHard, ZIEERAEXLESE, MREKEREMAESH, NRNAEEN
S, NWERTEIES TF,

Eas

IR RAEPEARRREE £ TF8), ERAEBRTHRKMTRE, WX RMET REFFEE true 7 false 2 [H]
Rz, B, HERFATREIMETAHNHARRE.

BRI XFE RN, 15#F remove-pressure-transition-period 7710 %] OpenShift Container

Platform 7EfERR & JRR BT N BETE], OpenShift Container Platform AR X BER R UIHLE] false
A, 7TEEEHARRAFH TR TE [ 1R 05 T B RO I BR B 1

5.13.2. 7 iR tn{n] @ 2 17 3% O YR F2 PR Bk
&by T EIRSE T s b cAdvisor 3RS IR AL FA 2 R TE M T S rh RS PRI LA,

Bt b ISR SRBR A T I DSR4 -

o MLHJRIKOEMHIAERSL (EBHERT) . BNEN 85,

o HHFHIRENWURZ IR ERET O (UBEHFRT) . BIAMED 80,
AFEALIR BN, ERALUERAE L HRERUTESZE,
& 5.4. AT REERGIIK ORI E
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wiE sk

imageMinimumGCA B B IR IRE&RE, RABGRNISNFR, FIAED 2m,
ge

imageGCHighThresh it & fiigi R OIS REE 2L, UEBHFRR, BIAED 85,
oldPercent

imageGCLowThresh BB EBRES B RS EEE o, UBRRR, BRIAED 80,
oldPercent
BRIITH IR ER TR RN N HRFIRK -
1. BRIFEEAD— pod HZTHRERTIR,
2. EN LA RBREITIER,
BEEFAEEIT, HHEERANSHT, ARG HE, MRFERELEZT (EAE—NIIR) HE
Niggrem®) (EAEZANFIR) , SR EHaIRE e, ERERMMCEE TLURINIZT. RE, FiE
BARERAR BT [ B 1T HERE

—B e, EEMR&RIBNGR, BERHRELERE,

5.13.3. N RSB MRREE LK E K

ENEER, EaLLEN NENHEEE A2 kubeletConfig X R EEE OpenShift Container
Platform $TH % B A R.

. A=
OpenShift Container Platform REZFE 125 E A — kubeletConfig X &,
A BB T LIMERAS :
o AIHRUIUER
o AR

o HHERIKER

SREMG
1. NIBERBMT SRR RIS S MachineConfigPool CRD *<BXHIIRE, HUTU TS EE2— :
a. BENSFEEM :

I $ oc describe machineconfigpool <name>
4N -

I $ oc describe machineconfigpool worker
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it Bl

Name: worker
Namespace:

Labels:  custom-kubelet=small-pods ﬂ

ﬂ ﬂﬂ%m\\ﬂﬂ T*T;k\ E%H:II{]JEE Labels T,

b. ﬂﬂ%ﬁ"ﬁczw-??f, m[J//J\\bu A%L/’TEXT

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. NEEEERAEEE LFIR (CR).

BF

MBHE—NXHZRYE, =& /var/lib/kubelet #1 /var/lib/containers/ il T E—3 4
%44, NEEREENRESMALIR, EhNEelI*ELHR. XHERIME
IKER,

ARLIKOIN CR MECERA :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: worker-kubeconfig 0
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: small-pods 9
kubeletConfig:
evictionSoft:
memory.available: "500Mi" ﬂ
nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"
evictionSoftGracePeriod: 6
memory.available: "1m30s"
nodefs.available: "1m30s"
nodefs.inodesFree: "1m30s"
imagefs.available: "1m30s"
imagefs.inodesFree: "1m30s"
evictionHard: G
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "4%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"
evictionPressureTransitionPeriod: Os ﬂ
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imageMinimumGCAge: 5m 6
imageGCHighThresholdPercent: 80 €)
imageGCLowThresholdPercent: 75 @

X RBI B TR,

Ui I

IXEREEBY : evictionSoft =X evictionHard.
EFREI PR %L 15 5 BIIKBRE {E,
POKPRPIPRER, WWBHAEH T eviction-hard,

EFHEW R LZESHIPREIE, *IF evictionHard, B2 IIEEMAXLESH, NRE
BHREMBESH, NRNBEENSY, SIREWRTEESIE,

FRRRAKPR R IR R RTRY S A7 ) [
B I RRB IR RAT, RAHGRNRDNER.
PR BB R R EE ot (UERERT)

990909 99660060090 —

Bigh RO R EAREE o (UERERT) .

2. BIENISR -
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f gc-container.yaml
=1
I kubeletconfig.machineconfiguration.openshift.io/gc-container created

3. Wi K EIRR TR, BB E XL HRFIEEM Machine Config Pool &% UPDATING &R
Ftrue”, BEIBERSTEELME NI

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

5.14. {/ NODE TUNING OPERATOR

B2 FFF Node Tuning Operator,
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Node Tuning Operator ] LAEE B @ Gk Tuned SEIF AR SR E BT M AIMIMERE b, KZ = ERE
NARFHEE —ERENAKRIIEREL{E. Node Tuning Operator ﬁﬁﬁF’TEﬁ%T —NE—M, TTE—
TH sysctl BEIEEO, FHAULURBEAAFNEEREIAINEE LTI EE.

Operator 25 OpenShift Container Platform &28{t Tuned SFHEFRRE N —1 Kubernetes SF 725
HITEE, BRIET BE LEREMIEXE AT X R BB R R P ST AR RN
Tuned SRR, HNMNTFHARRSEEENME T RLZT, BNMTRLEIT—,

HEREMAIBEERBANEMGR, SHBTERMLELILESEEX LRI Tuned SFFHER, B2
1E Tuned <FH 2t A2 R N AR BY T RIGX B EIR.

TERRA 4.1 RE@mhRAH, OpenShift Container Platform fi &R E & T Node Tuning Operator,

5.14.1. 1/i[7] Node Tuning Operator R=I#14%&
A LLRF2 1517 Node Tuning Operator BITRBIFIAE,

i =
1 IB17 :
I $ oc get Tuned/default -o yaml -n openshift-cluster-node-tuning-operator

RIN CR B7E 7 OpenShift Container Platform & IRMEIER T A MREILE, ©REEREIRIZE
Operator Management A&, Operator fFEHEX BN CR EMEM B E L ER, HFTEE LHERENL
b, HAIBRB M Tuned CR, #TAIEM CRESEIAM CRE&H, HETFT sk pod FHAFEEE XA
ST RN A B S,

Digk

H
[=]

RATERELERT, & pod FMRKZFAILME N BRI ATR AN —MEE A,
BENMNAEmMERXFAE, FilERBEREP, A Tuned CR FHATHE pod Hh
HIEES, RO THE pod iMALEMNEE LEES, NiZIeeSERN SR, &
LLUE#) Node Tuning Operator R A Al g2 FF pod tRIRIIEE,

5.14.2. BE LA

Operator WEE XL IR (CR) @MW NEEE D, F—E80 2 profile:, X2 tuned BEEE R EZHHFY
K, HED 2 recommend:, FAXE Y EREELEFLDHE,

ZABE AT LATE, Y Operator S8 A2 [HAAHIZ A CR, Operator RIQINEI R EEFIEH CR
MR T IH CR. FIEIIANBEE LHEMILABHREFH, RANEHFERE Tuned SFFHIZHIE LT
%Q

EFEREX
BT AEEBRIAB Tuned CR 3% & Operator Management X, BRINEMR T, Operator £6F Managed

IRZ, BHAMY Tuned CR #3% A& spec.managementState %, Operator Management JAZSE0A SR (E 10
T
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® Managed: Operator RTEERE FIR B # BEHT EIREN R

® Unmanaged: Operator {4 2R EZ & HRHIE X

® Removed: Operator f§#[} Operator & &R /EXT R TR
ACEERUE
profile: B3 FIH T Tuned EEEE R E LR,

profile:
- name: tuned_profile_1
data: |
# Tuned profile specification
[main]

summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other Tuned daemon plugins supported by the containerized Tuned

#...

- name: tuned_profile_n
data: |
# Tuned profile specification
[main]
summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings

BUNERES

profile: 452 #:@1J CR #) recommend: Z89 3K E X, recommend: {9 B IRB LI EHRERES
B95 B 712K,

recommend:
<recommend-item-1>
#..
<recommend-item-n>

BRI BIIRILIN -

- machineConfigLabels: ﬂ
<mclLabels> 9

match: 6
<match> ﬂ
priority: <priority> 6
profile: <tuned_profile_name> G
operand:

debug: <bool> 6

® =

=

o
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MachineConfig 773 B0/ (HF 88, /T2 ME—HY,

INRAER, NSBXEBELE, MRIFXRETLENESNEESE, HNXKET
machineConfigLabels,

kIR,

EEHFILEN. RERFRTEELES (0 B&SMEI .
ECE WA AR TuneD EZES. 5120 tuned_profile_1.
AR VENT RELE,

77 TuneD SFHHERRIT A HE AR, *TF off, ¥ F on = false BOETH true, BRIL{E ) false.

Q9960 OO

<match> 2 — B TE LI RERH, TR :

- label: <label name>
value: <label_value>
type: <label_type> 6

<match>

TR pod PR B,

ALY Bk pod TR {H, HIRAME, <label names> & LAICTHES,

a|

S
BT REE (node 5 pod) . MREEL, &FF node.
S

A 1%H <matchs 713K,

- -

INRFERE <match>, NIFFERERN <match> BBo LA ITFEE S true, BNIKRERE false, FEFERN
AsKEIWEF NN <match> B3DMEESE, EIt, #®RE (FH <match> $452) SLLEHE AND 2EEiz
., Rz, BOREE <match> FIRFPIME—T0, EA <match> FIRFEE D true, FL, ZFIRLLEE
ORZE Xz,

#N5RE X 7 machineConfigLabels, £ TF#|35E & mAIEE X% ER recommend: FIRITT

Ff. <mcLabels> 1§ EHZRECEIR . VL ERBN0E, UERES <tuned_profile_name> #1 F
FHIXE, WAKEISSH, XBEFEAS <mcLabels> FCE RN 2SE B LS AT AN SEE I,
FEDE T HBINYBREEMAIFTE T m LR BEE S <tuned_profile_names>, E4I%EBA master
# worker ABMT &, EJfER master A,

5% match #1 machineConfigLabels B2 OR ##{ERFE#, match W& LUsE LR 5 1T,
b, R EHIFEHH true, NIAZEE MachineConfigLabels T,

BF

LEAETHRRERNTEN, BIUSEEERBEAREN T ROHIIR—HSRER
i, FEEINRNTESSBEAZR—VNSREBNHNHES DT RF Tuned BIF
NRGBARSEARE,

Bl - EF TR pod HRERIPLAS

I - match:
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- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBECBESRILEN, LLLE CREFAESRE Tuned SFIF #2555 recommend.conf XX, (LoEdi&m
(10) BB Z openshift-control-plane-es, FItSEHEEES, HAE T RLIZITHASRE Tuned 57
PR EER—T R LA EZ1T%E tuned.openshift.io/elasticsearch /758 pod, ME%A, M
) <matchs> 01 false, MIRFEEFZITEM pod, 77T ik <match> 515 true, TR
ZtFEERZ node-role.kubernetes.io/master = node-role.kubernetes.io/infra,

ISR LEFRZEX LA N 10 WESBESE M S LS, NN A openshift-control-plane-es 2 &%, FHETE
EHEMEELR. RV R/pod IMFHERER, NEEMLENE_SHEES (openshift-control-
plane), MIRZAE23t Tuned Pod EEHF1% node-role.kubernetes.io/master =X node-
role.kubernetes.io/infra 8977 = 217, NI FAEES,

&G, ECES openshift-node H{LENZIE (30)., ©i%F <match> 4, FILIAK TR, NRAET
REFEREMLEAESHEES, ERFEN—NERTME T RMEEESERIXE openshift-node
E%C

PRIORITY 10 PRIORITY 20 PRIORITY 30
POD
tuned.openshift.io/ FALSE el X et
e e e node-role.kubernetes.io/

master

1 ]
1 ]
I ]
] ]
] ]
| i
1 ]
1 ]
: i
1 ]
RUNNING ON ! OR !
1 ]
1 ]
] ]
1 ]
: j
1 ]
: i
] ]

node-role.kubernetes.io/
infra

;‘_“__“_“__“—__“__“_1: NODE

: NODE | r.lode-role.kubernetes.io/
I . 1 infra

: node-role.kubernetes.io/ !

1 master 1

I T [
| i

| OR i

I 1

1 i

1 1

: NODE !

1 1

I 1

1 1

l i

I 1

TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node
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pl - ETHIAECERAIITAD

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

HREWMADT EMEFHSISER, NERT RNV ESEERGICERN T REFESNE, R0 LR
Tuned CR, &GGIEBE W HZSEEM,

5043. FEMPERINEESE
LT REEBTLBNIRIRBE,

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- name: "openshift"
data: |
[main]
summary=0Optimize systems running OpenShift (parent profile)
include=${f:virt_check:virtual-guest:throughput-performance}

[selinux]
avc_cache_threshold=8192

[net]
nf_conntrack hashsize=131072

[sysctl]

net.ipv4.ip_forward=1
kernel.pid_max=>4194304
net.netfilter.nf_conntrack_max=1048576
net.ipv4.conf.all.arp_announce=2
net.ipv4.neigh.default.gc_thresh1=8192
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net.ipv4.neigh.default.gc_thresh2=32768
net.ipv4.neigh.default.gc_thresh3=65536
net.ipv6.neigh.default.gc_thresh1=8192
net.ipv6.neigh.default.gc_thresh2=32768
net.ipv6.neigh.default.gc_thresh3=65536
vm.max_map_count=262144

[sysfs]
/sys/module/nvme_core/parameters/io_timeout=4294967295
/sys/module/nvme_core/parameters/max_retries=10

- name: "openshift-control-plane”
data: |
[main]
summary=0Optimize systems running OpenShift control plane
include=openshift

[sysctl]

# ktune sysctl settings, maximizing i/o throughput

#

# Minimal preemption granularity for CPU-bound tasks:

# (default: 1 msec# (1 + ilog(ncpus)), units: nanoseconds)
kernel.sched_min_granularity_ns=10000000

# The total time the scheduler will consider a migrated process

# "cache hot" and thus less likely to be re-migrated

# (system default is 500000, i.e. 0.5 ms)
kernel.sched_migration_cost_ns=5000000

# SCHED_OTHER wake-up granularity.

#

# Preemption granularity when tasks wake up. Lower the value to
# improve wake-up latency and throughput for latency critical tasks.
kernel.sched_wakeup_granularity_ns=4000000

- name: "openshift-node"
data: |
[main]
summary=0Optimize systems running OpenShift nodes
include=openshift

[sysctl]

net.ipv4.tcp_fastopen=3
fs.inotify.max_user_watches=65536
fs.inotify.max_user_instances=8192

recommend:

- profile: "openshift-control-plane”
priority: 30
match:
- label: "node-role.kubernetes.io/master”
- label: "node-role.kubernetes.io/infra"

- profile: "openshift-node"
priority: 40

5.14.4. X8 Tuned SFIF 2G4
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TE{F A Tuned CR #] profile: B30 E LB E L EESER, AT Tuned iEHEZEIZH, {8 [main] 26
DR -

® audio
® cpu
® disk
® ceepc_she
® modules
® mounts
® net
® scheduler
® scsi_host
® selinux
® sysctl
® sysfs
® usb
® video
® vm
Hep— SRR M T AR SR L ThEE. LT Tuned 4 BRTIA R H -
® bootloader
® script
® systemd

MBEELER, BB Available Tuned Plug-ins #1 Getting Started with Tuned

5.15. EEEN T mME K POD # &

BN SHIEHI AR T =B pod BE LR, 277 podsPerCore 1 maxPods., #1R &R {# X
PN, U B 2 mp /N O BR 1 Sk BR 3117 s £ B9 pod 3K,

Blan, MR/ —NE 4 MEE IR T = E# podsPerCore % &7 10, M%7 s _EfVFH pod &2
LR 40,

SRS
1. NIRERBMT SRR RIS MachineConfigPool CRD *<BXHIIRE, HUTU TS E2— :
a. BENSFEEM :
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/customizing-tuned-profiles_monitoring-and-managing-system-status-and-performance#available-tuned-plug-ins_customizing-tuned-profiles
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/getting-started-with-tuned_monitoring-and-managing-system-status-and-performance

it =

I $ oc describe machineconfigpool <name>
4N -

I $ oc describe machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: small-pods ﬂ

@ REMTIRE, BRUIE labels T

b. MRIRERFTE, NEIN—D5E/(EX

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. NEEEWR OB E LHIR (CR),

max-pods CR Bgi& R~

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: small-pods 9
kubeletConfig:
podsPerCore: 10 6

maxPods: 250 )

7 CR 2 E— &,
EEENARERRIIRE,

RIETT B ESR RREREI T R _ERNZITH pod &,

0009

T R ERNZ1TE pod BEHEEN—TEEHE, MAEET RBEME.
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% podsPerCore % &y 0 AT Z X PR,

£ LI, podsPerCore FIERIA{E N 10, maxPods BIERIAENIH 250, XEKE, KRIETRE
25 N EMIARL, E podsPerCore 7t 2 ERABIBR HI K 3R,

2. 5 MachineConfigPool CRD LIEE RSN A T B, #R Machine Config Controller #EXE!
Bk, Il UPDATING ZI&iR & True :

I $ oc get machineconfigpools
i th o Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8a5e False True False

HM5ERE, UPDATED 34k True,
I $ oc get machineconfigpools
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False
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$ 6 E RERNMLECE

36 E LEFENMBEE

&% OpenShift Container Platform &, e LURRIENERF—F T BINEE LML,

6.1. CLUSTER NETWORK OPERATOR #gi&

EREM LB EE N Cluster Network Operator (CNO) BL BRI —ES D #I8E, FHEMETESR N clusterty B

E YR (CR) X%, CRIEE operator.openshift.io API 2HF#] Network AP B9 E%,

CNO ECB R TEEEE % 511 72 /b M Network.config.openshift.io API ZH 1) Network AP| 4£& LU=
B, XLFERILERN :

clusterNetwork
MASER pod IP Hitik 49 IP #thiikith,
serviceNetwork
ARG589 1P Hhdiksth,
defaultNetwork.type
SRR HENF, 40 OpenShift SDN 5 OVN-Kubernetes,

ﬁ o
' EERRER, BLEERLE—THIIHNFE,

6.2. [A RERESEHCE

Proxy N RAFEEERSER EONRIE, NMRELEIANEHIEEERENRIE, N Proxy N RIME%
M, BEEeaB—1Z%0 spec, il :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

ST G A LLUBIESGX A cluster Proxy X & EBLE OpenShift Container Platform BIfGEE,

% -
R4 cluster B Proxy X%, BEITEQEGARNE,

FoRFMH
o SREHEANR

o B &% OpenShift Container Platformoc CLI TE

AR
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1. BIBEESRIE HTTPS EEFTFREIZIS CA IEH R ConfigMap,

' pa -3
MRKENFMIUEPHRKE RHCOS FEMAIHIMANITESR, ERTLBkTX—
&,

a. FIALUTARSA, QIE—14%H user-ca-bundle.yaml B934, FiR# PEM SRiIGIEHAIE

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> 9
kind: ConfigMap
metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

XN EAE W i 68 %8 ca-bundle.crt.
—PNEZ A PEM JRIGHY X509 iEF, FRAREBHEMDIETESR,
Z M Proxy X &R5| A ConfigMap %R,

- -

ConfigMap W 711E openshift-config @4 22 (7] &,

b. MIEITHAIE ConfigMap :

I $ oc create -f user-ca-bundle.yaml
2. {#F oc edit fpHIETK Proxy X & :
I $ oc edit proxy/cluster
3. WREEEBARRENFE :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: http://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
- https://www.google.com
trustedCA:
name: user-ca-bundle 6

@ FTOEREEA HTTP EEMIE URL. URL &4/12 hitp.
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L
()]
1
Wt
i
|
ZF
g
iR
31
[

FBFOIRERS HTTPS EEMAIE URL,
EHIRRRIEBE B IR A, 8., IP ik si ML CIDR BE S 2RI,

o0

TESERIME AN . SRAEES Fi%, {5040 : .y.com TEZ x.y.com, {ER[ILES y.com, fHEFE * =A%
FrE Bt sLT AR E, RET BT RS EEREREH
networking.machineNetwork[].cidr FEX & X B9 worker, &GS TARMEILLTIFR S,
LARA 1E 7% 42 m]

INRKKXE httpProxy 5 httpsProxy FE%, |t FR R4 28K,

Q £} httpProxy # httpsProxy (EE/PAT 2/, HITHMAEEREN ZEAN—IHS MR
4488 URL.

© 5! openshift-config ® & 22 F| i ConfigMap, HEERIE HTTPS A HHIAIS CA
IEf, 3EE ConfigMap WIIEAFETE, RAEFTEEXESIAE, LFERENEM, BRIER
B E ML BB RHCOS SRS B A NI E 4,

4. REFXMH LA £,

6.3. Y DNS & & NFAE
HEEEHRE, B LUENE DNS FERFRLERX,

it =
1. EEERH DNS BE LHIR :

I $ oc get dnses.config.openshift.io/cluster -o yaml
tonfs Nl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec HABE—NMRERXN—IPMAHK,

2. {&+ DNS BE L HIRUMBR A K
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$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

&4 Ingress Controller 7| Ingress *f fIf25%E DNS E X, FibHEAIEKIEX Ingress
SREF, RABFBILTK,

' o
TEMIBRAFEXES, IIH Ingress X7 &R B DNS 1L R AR IER,

3, Wik EEEEM DNS BE LHE, FHRABHBRARK :

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

6.4 EEEFHAORE

OpenShift Container Platform 124 T LA T MEREEA S8 5 5L BE IS ITHUAR S5 AT B IS A% -
o INRIEA HTTP/HTTPS, 15 Ingress Controller,
o INRMEAE HTTPS 2 HH TLS MNZEWY, B0EF SNIARLM TLS, &M Ingress Controller,
o T[N, EEAMEISEE. A5 IP T RIKD,

Ak A&

5 Ingress Controller VIR HTTP/HTTPS = H HTTPS LAAEI TLS AN
B (B0, A SNIFRLBITLS) .

A M E SRR B D AR 1P RVFRERT Mt ERRY 1P ik (E B3R R RO,
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$ 6 E RERNMLECE

hik 2257
FIFHER IP DECEIRSS R EERT S ER IP ik (5 RFER AR O,
fic & — NodePort EEBHTPNARE TR LA FE—RS.

6.5. ftE 17 i AR 5556

ENEHEREA, EAU RUTANT RinSEHE, IRENEFEAAET RIFH, TREFZEMNTA
ImOHE,

RRIAIRESEE Y 30000-32767, KA /INEOSERE, EMEEEAFET BREIRICEHE.

6.5.1. FoR XM

o SRFEMZRNMMIIAVFY REET BEENEENRO. flfl, MRERT RiROEHET R’E
30000-32900, B :AIE=NEHE S S IEECE ST 32768-32900 bin 3G [H .

6.5. 1LV B mimOseH
B LY REMNT mimOSEE,

FRFH

e % OpenShift CLI (oc) .

o {FAEZA cluster-admin R A - B EIEEE,
iz
L BYRTRIBEOERE, HHAUTS®S. & <ports B IsEHRMNREXEROSHE,
$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "30000-<port>" }
}l
fr =1

I network.config.openshift.io/cluster patched

2. EMNRERERN, HRMAUTHS, NAERATEER/LOH.

$ oc get configmaps -n openshift-kube-apiserver config \
-0 jsonpath="{.data['config\.yamI]}" | \
grep -Eo "'service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]

i th o Bl

I "service-node-port-range":["30000-33000"]
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6.6. Ooi&E M 4% ZRB%

FENEHERARTEERR, KA LUy E & M4 RS,

6.6.1. X T P45 2RE

Tﬂ%ﬁﬁ T # Kubernetes MZ4RBEHY Kubernetes Container Network Interface (CNI) f&4ERERE R, W

\ , P
PR 522 B NetworkPolicy X &R1£%l, 7£ OpenShift Container Platform 4.7 /1, OpenShift SDN &
RTE BB & PR e A =X P {8 R RO 45 3R B

=
FEfEF OpenShift SDN SEE¥ M4SN S, FIZSRIRSBALLT IR -
o A HFH egress FEEIETEHIH O RILEREE,
o LA EBESH¥ IPBlock, 1B except, HIROIBIEIR A — 1A except Y

|PB|OCk Iﬁ; SDN pOd E’JE,L,\FFAH:';IA.:. [=}) %E%':FE,J%IA IPBlock Iﬁ%BA*&/L«\

o

Digk

==
[=]

LRGN E R T N ML
Ml

Z2[d], [E R ENMLEE Pod 75 M8 SRE&HILINI B9 %2

B PE/R'F 1B RIRTAE pod ERATHREH M pod 1ML m R iR, BE—MNEHRRE—IMHED

Pod, f&ALATEIZMIE #0]# NetworkPolicy *f I RAFHIALERE, TEEEARUEESHIR
fh B2 F % NetworkPolicy % 4.

INR— pod H—1PE% D NetworkPolicy ©f RAABEFESRFTES, A24i% pod MRFEZEDHEF—
NetworkPolicy X RFF o FHOERE, R¥ET NetworkPolicy X Ri%FEH pod AT LASE 217,

LA F7~f5I NetworkPolicy X RER T XHARNESR :
o IBUYRTERE :
ZHEMBERIANIELERE, BHHRIM—DNERAMA pod BEREZEMTREH NetworkPolicy *f
x:

kind: NetworkPolicy

apiVersion: networking.k8s.io/v1
metadata:

name: deny-by-default
spec:

podSelector: {}

ingress: []

e ¥ OpenShift Container Platform Ingress Controller %3 :
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AN
R

ici&

EF1H R 81 OpenShift Container Platform Ingress Controller B9, ERIT
NetworkPolicy X &,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

o RIEZIEF pod HHEHE
%ﬁ pod #ZE— B HHM pod %R, (BIEL4EMIIE PAAE pod MR, 1HRMUT
NetworkPolicy % :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o (NAWET pod IMZEM HTTP M1 HTTPS K& :
X EBENRE (LLTFRAI$H role=frontend) B pod fUS A HTTP # HTTPS lH], &
AN {ELE0 R # NetworkPolicy X & :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

o (FREMAZEAIM pod EfFIRIETIERE
BRI ASFERSREAEF pod LS K ITE M LE TR E, & ] LUE F 2L 8140 T8 NetworkPolicy
FTER -
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy Xf R 2ol ; B2 U, EALUHEZ ) NetworkPolicy ¥ &3k B 8 /B M5 &
*C

Blan, *FFLLERBIFE XL H NetworkPolicy X5, EALFER—NBFE XL allow-same-
namespace #1 allow-http-and-https %&, HLt, RITFHERS role=frontend B pod # 3% & —RE&FT
RVFHEMER, B, EfmOLRBRE—eRAZEFARH pod B9, UKkinO 80 #1 443 LHIREER
B 22 A A pod BIEE,

6.6.2. 7=~ f5l NetworkPolicy X &
TR 7 =) NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: 9
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy X B,

N ERBE N FAEIRY pod BOILEFESR, SREEXTR REEILEETE . NetworkPolicy X &REITIHE B pod,
'—i%ﬂ%%j%)bﬂ:lumbiﬁﬁ pOd E@EE’] :ﬁ:%%o ﬁ
PTfig,

%235 NetworkPolicy #HRIA 4 22 (7] A 89 pod

o 009

EZREN—IHZTBEINEONIIR,
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6.6.3. fl B M 45 sl
7 MBSk e B R & & 22 ] SO VPR A OIS ORISR, AT L O — P BB

p= )1
IMRFEAESA cluster-admin BB E5%, N0 ATEERE YT 6 22 (5] b O 2R
LEERBE

FoRFMH

o SREHAHF NetworkPolicy X REVEEEM LS HENE, 20 OVN-Kubernetes FI4EHEN Bk % B
7 mode: NetworkPolicy #J OpenShift SDN M4, LR ZE OpenShift SDN FIERIAE
E%O

o B &% OpenShift CLI (oc)
o EETLUEAEA admin FURBI A - B EIER,
o MIEMLETRIBRE N AR 6% Z2 A,

1. OIESRBEHLN] -
a. fIE—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml

He:

<policy_name>

EE PSR .
b. TEENIF CIREIS M E LR REE, B :
B4k BFA AR RBIFTA pod MALOGRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector:
ingress: []

RIFRBFAHRZRPNAA pod MADRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:
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ingress:
- from:
- podSelector: {}

TAT e SR QP4 ERBE AT &R -

$ oc apply -f <policy_name>.yaml -n <namespace>

oo —

==

<policy_name>

EE ML RIS A,
<namespace>

ik MRNRES LRI BEFFRNMREFPEL, EREREERBREN,
it N

I networkpolicy "default-deny" created

6.6.4. [FHAMLSKIKEEEZ A BE
EAILRBYIE, HESEMTEMEZE S pod MRS HE.

FRFH

o EEHFM K NetworkPolicy X REVEEEMLE LN, 40 OVN-Kubernetes M4& N BN IXE
T mode: NetworkPolicy #9 OpenShift SDN FI4& N, LR Z OpenShift SDN BIERIATE
ﬁo

e B%% OpenShift CLI (oc) .

o EELIMEAESR admin FURAIAE - B G EIEEE,

1. BELLF NetworkPolicy %% :

a. %77y allow-from-openshift-ingress FJ5RH,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: "
podSelector: {}
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31
[

policyTypes:
- Ingress
EOF
y =

policy-group.network.openshift.io/ingress: """ & OpenShift SDN FI &1L
2o Rl EEES IR, R LUE A network .openshift.io/policy-group:
ingress @p 4 22 (Al AR IR, (BIXR— MRS,

b. %4 allow-from-openshift-monitoring FIZEE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

2. Ak . BRAHETIE REERAER, HALTHS

I $ oc describe networkpolicy
i Bl

Name: allow-from-openshift-ingress
Namespace: examplei

Created on: 2020-06-09 00:28:17 -0400 EDT
Labels: <none>

Annotations: <none>
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Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:

To Port: <any> (traffic allowed to all ports)

From:

NamespaceSelector: network.openshift.io/policy-group: ingress

Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:

To Port: <any> (traffic allowed to all ports)

From:

NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress
6.6.5. Jy#T I B A2 BRI MLS SR

ERNSEHEERA, EAUELRHFIEMERFITEER, EHBIEE NetworkPolicy X &.

6.6.6. JyHT I B ETARIR
ENEHERERA, EAEREINTBER, UEERBE LERQEHRIE.
fIEBECHEE LINBEZER :

pi% =
1. LLE A cluster-admin 5 519 &%,

2. EREIATTE R :

I $ oc adm create-bootstrap-project-template -o yaml > template.yaml
3. ERAXAZES, BRI RBUENINE X R KB R EKD template.yaml ST,
4. T EEMR 162 E openshift-config in & 22 (5] A, HINEEXNERIER :

I $ oc create -f template.yaml -n openshift-config
5. {3/ Web #2455 CLI JRtE T B B & 5 R,

o {HF Web 245 :

i. 5= Administration » Cluster Settings T,

ii. Sii Global Configuration, E&EFIAEE KR,
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iii. %% Project 5k H, H =i Edit YAML,
o fHEFCLI:

i. Ym%E project.config.openshift.io/cluster ¥R :

I $ oc edit project.config.openshift.io/cluster

6. B spec 4y, FHEE projectRequestTemplate 7l name S8, BXBE LM EER
K&, BRIA&HH project-request,

A B E 0 B RR K B & BR

apiVersion: config.openshift.io/v1
kind: Project
metadata:

spec:
projectRequestTemplate:
name: <template_name>

7. REEWRE, Q- MHTERLILEEKRIINA T EMNER,

6.6.6.1. TEHT 1 B Btk sh 7S N 4% SR IR

ERNEREIEN, B LUEHIIBENBRIERFRINMLE SRS, OpenShift Container Platform ¥ Bz
B Ui iRk P15 EBFTAE NetworkPolicy %%,

SeRFMH

o £EHF A NetworkPolicy HREIBRIL CNI RN, 201 E T mode: NetworkPolicy
OpenShift SDN PIZ& N, LEERZE OpenShift SDN BIEKIAER,

o B &% OpenShift CLI (oc)

o MEBT(FAEZH cluster-admin R - EfEEI &£ EE,

SNy

o T

ME N2 T BE LRI E &R,

1 BT T er S SRR B B EOAER
I $ oc edit template <project_template> -n openshift-config

15 <project_template> & h & W EBEC B A BRI TR, BIAERZTRY project-
request.

2. TEENRAF, 84 NetworkPolicy X RIEH—TTRAINE objects 58+, objects SH(ATLL

BB NIRINES.
FELLTRBIF, objects SHEE DAL NetworkPolicy X5 :
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BF

X F OVN-Kubernetes R4S N Fa @M, 24 Ingress Controller Boi& F{E
HostNetwork it s 4 A SRBERS, AN AMLKLKREE, UERTADRE, A
Hih R 2 MWIEL,

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

3. mWi% : BB TUTSSUE— NI, EBIARBRLS SRR REERINOIE
a. QIE— NI

I $ oc new-project <project> ﬂ

ﬂ ¥ <project> B IEE QBRI IR TR,

b. FIHTIEBEIRFPBIMERIENREETHIBE S :

$ oc get networkpolicy

NAME POD-SELECTOR AGE

allow-from-openshift-ingress <none> 7s

allow-from-same-namespace  <none> 7s
6.7. XHFHECIE

Red Hat OpenShift Service Mesh 4RI & TR AZHLUTEE,

6.7.1. XFHTH
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Red Hat OpenShift Service Mesh Operator 3z #f ServiceMeshControlPlane %R % MrA, ELLTF
EERARZIFLLT 2.2 Service Mesh control plane :

® Red Hat OpenShift Container Platform kR & 4.9 st B SR A,
® Red Hat OpenShift Dedicated kg7 4,
® Azure Red Hat OpenShift(ARO)hRZ 4,

® Red Hat OpenShift Service on AWS(ROSA),

6.7.2. P FHERE
BRIAT I RRB a1E -
® OpenShift Online 73 #f Red Hat OpenShift Service Mesh,

® Red Hat OpenShift Service Mesh XX #F7E Service Mesh SEBF AR E IR MAR S5

6.7.3. XFHIM LA ECE

Red Hat OpenShift Service Mesh L TR ERE,
® OpenShift-SDN

® OpenShift Container Platform 4.7.32+, OpenShift Container Platform 4.8.12+ #1 OpenShift
Container Platform 4.9+ X OVN-Kubernetes,

® 7f OpenShift Container Platform _EIAUEFF@iT Service Mesh —BUMEIHAIEE =75 Container
Network Interface(CNNiE#. MIFRELFER, 1HSH AL OpenShift CNI {4 o

6.7.4. Service Mesh XA E

Ltk Red Hat OpenShift Service Mesh ZfThRA & F OpenShift Container Platform x86_64.
IBM Z #1 IBM Power Systems,

o IBM Z R1E OpenShift Container Platform 4.6 R E#HHIMRA 2 #F.

o IBM Power Systems R1E OpenShift Container Platform 4.6 R BE#HHIAR A _ L.

J$FfA Service Mesh A B & 1E 4 OpenShift Container Platform £ HMELE,

TSRS HECE, NRETIAL.

Red Hat OpenShift Service Mesh A% #f EnvoyFilter B2 i&, BRIEEAFAICE.

6.7.5. Kiali 3z #HIBECE

o Kiali #2448 R # Chrome. Edge. Firefox 3 Safari {1l % 283 O RHT & 1ThR A

6.7.6. 2B FHERE

e Jaeger RIBRZ Jaeger ME—ZRMECE., £ FH/ RS OpenShift Dedicated R #F Jaeger 1
4 daemonset,

181


https://access.redhat.com/articles/5436171

OpenShift Container Platform 4.7 R G idE

6.7.7. X589 WebAssembly &1t

® 3scale WebAssembly 2 ME—31R 4t WebAssembly #&Ht, AT LI B E X WebAssembly #&Ht,

6.7.8. Operator 5t

Red Hat OpenShift Service Mesh FZ LL 4™ Operator :

e OpenShift Elasticsearch - (F11%) NERSHEBERESHTERN B SICRRHEEER
fih, ©ETFIFIR Elasticsearch TiH,

e Red Hat OpenShift distributed tracing ¥ & - IRt 2 A B EEE 0 AR REHHNES
FiHTHIEYRR, EE TR Jaeger TH,

e Kiali - HIEMRFSMRRHAT RN, RFEEANMEH P EEFRE. KIEREMDIER.
CETFFIR Kiali T H,

e Red Hat OpenShift Service Mesh- A VF %R, fRI7. #EHEIFIUIERZE N A2 F RS .

Service Mesh Operator & X F 12 EE ServiceMeshControlPlane %R, XA FRAREE
Service Mesh ‘H4RIERE. BEHTHMIIRIEIE, EETFFIR Istio HiB.

BESR

® 1EOpenShift Container Platform IR %% Red Hat OpenShift Service Mesh ,

6.8. L&

OpenShift Container Platform HAProxy B 21 BLLIEIEEE.

6.8.1. Ingress Controller (router) MEEERIEL

OpenShift Container Platform Ingress Controller, St#AEH2Z:, =FTA AT OpenShift Container
Platform ARSI ER R ERI AL 22,

LARBEELIRN HTTP 5 REIFE ED HAProxy BEEHERMERER, HMAERURTEMNRR. AR
e HTTP keep-alive/close =
o IREIRE
o Xf TLS RIFIRE & F ki HF
o BN BIERBEMFTIEER
o HiRERHE
o [EimARSSER TTE AN
o EZEEIMLEN (M4%/SDN iR AR, CPU %)

BRI SBAMATE, LIEXEEE—NE 4 4 vCPU/16GB RAM B9R H LB #1TE,
— HAProxy B8 H 25 (032 HR /EUR44 LB 100 D ESHAR S51R AL kB S TTHE, SRLELITEHEK,

TEHTTP B keep-alive R TF :
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$ 6 E RERNMLECE

Encryption LoadBalancerService HostNetwork
none 21515 29622
edge 16743 22913
passthrough 36786 53295
re-encrypt 21583 25198

TEHTTP Xk (F keep-alive) 1EEH :

Encryption LoadBalancerService HostNetwork

none 5719 8273
edge 2729 4069
passthrough 4121 5344
re-encrypt 2320 2941

ZXiA Ingress Controller B2 &{# f§ ROUTER_THREADS=4, Flli:l T /N R H s & 7 SR Bg
(LoadBalancerService/hostnetwork) . TLS RiERE A FINEKE, EHA HTTP keep-alive K&, HA
HAProxy & H 25 o] 7 T K /VIVEl 8 kB Bf 38 1 Gbit NIC,

LT AR R RN ST, MHRER LA B E AR T EFIMIA MR RIS, XA T
Eﬂaﬁﬁﬁﬁﬁfﬁ?ﬂt):i_ﬁiﬂﬁ, E%F%Aﬁz:ﬁﬁﬂﬂzE’JﬂiﬁmAﬁ%{uE’J%%ﬁo TREAXEKHESEFFEHN
f”ﬁi&??&laﬂ’]?aﬂ EE:

NARFERE L3 =i
5-10 RS/ web BRSS 2R E R F IR
100-1000 ERSREMNAERF

BURFAAFERBIEE R, HAProxy BE R # 5 E 1000 NMEFMIEEHE. Ingress Controller AERTRER
HEmEmm N BREFIEE DMAEMIRS], MEAMIES, BISATHIEAR.

M

MRBELNRS TN ATRFD Ingress SkEEHZY, NN ZERKRBEIRDF (router sharding) LAESEh#ERA
T REREBZ,

6.8.2. Ingress Controller (FH23) MEEMTIE

OpenShift Container Platform B X il KB L FIMEL 2R EH Ingress Controller BIERE :

ROUTER_THREADS. ROUTER_DEFAULT_TUNNEL_TIMEOUT. ROUTER_DEFAULT_CLIENT_TI
MEOUT. ROUTER_DEFAULT_SERVER_TIMEOUT #1 RELOAD_INTERVAL,

183



OpenShift Container Platform 4.7 REEEE
IR LUE R Ingress Controller BIERE, {BY Ingress Operator #/5 AN, HEBSWES.

6.9. Z%E 5 RHOSP M4l &

IR IE R4 JZ7E Red Hat OpenStack Platform (RHOSP) %&£ #EZE OpenShift Container Platform B9
—L55H,

6.9.1. %) 1P thit R & N AFEFE U5 A

Z % OpenShift Container Platform &, &EZE Red Hat OpenStack Platform (RHOSP) LAFt i~ 2
P4

P2 Y=

INRIZIE install-config.yaml 244 H4 platform.openstack.apiFloatingIP #l
platform.openstack.ingressFloatingIP 12t 7 {E, =’/ inventory.yaml playbook H#J
os_api_fip #1 os_ingress_fip iRt T (H, ELEIRBHAFFARENITHTE, BXEZFD)
P Hedik,

SeRFMH

o B %% OpenShift Container Platform £&%

o JHFEDNIP ik, 0 RHOSP %X #EHH) OpenShift Container Platform Ffrak,

ik =
TEL % OpenShift Container Platform 58/, %50 IP #hutMimEIA OixmO -

1 ERimO e

I $ openstack port show <cluster_name>-<cluster_ID>-ingress-port
2. [MimOMHnE] 1P ik -

I $ openstack floating ip set --port <ingress_port_ID> <apps_FIP>
3. 7Ef&HY DNS XXrR, 7 *apps. RII—FBEFRF A 105K

I *.apps.<cluster_name>.<base_domain> IN A <apps_FIP>

184



INRIEARILE] DNS fRS5%s, BEHFLENIEETRESBNBERFE N, EaLUXEENA
I0E /etc/hosts :

<apps_FIP> console-openshift-console.apps.<cluster name>.<base domain>
<apps_FIP> integrated-oauth-server-openshift-authentication.apps.<cluster names.
<base domain>

<apps_FIP> oauth-openshift.apps.<cluster name>.<base domain>

<apps_FIP> prometheus-k8s-openshift-monitoring.apps.<cluster name>.<base
domain>

<apps_FIP> grafana-openshift-monitoring.apps.<cluster name>.<base domain>
<apps_FIP> <app name>.apps.<cluster name>.<base domain>

6.9.2. Kuryr im0t
Kuryr i RN 472 Nim 0, AT pod.

Fim O R BEFV LR ATRESEE pod QIR A, WMREAIROM, Kuryr 277 BAHEE K1E OIS BR
pod I Al g Sk il FRim .

Kuryr {8 FB# Neutron Ui O 2 7E 40 E B 6p 44 22 (8] B9 F M AR 81 FY, X LE pod i OB 4Eh Fik O AR INE!
OpenShift Container Platform 877 sRBYE ik O,

Eh Kuryr SN R EZFRBE LR FMA, ATLUSFEA "6 8 22 [[-worker X &R A — 4 FAREY
i 5t

ERELERR], B LUE cluster-network-03-config.yml j& 5. X 4 fhid B U TSR EL B ik 05T h -

e enablePortPoolsPrepopulation Z#IEHIMTIET, ©a5mEl Kuryr ZTEOIEER (AR EMN
S OEFHRZREN) MimORmEtF, BRINEN false,

e poolMinPorts SHE MR FEEN RO A AIRONKRE. FRIMEN 1,

e poolMaxPorts SHEMHREBURAATAHOH. NREHN 0, REALR, X2EHIAKX

%o
YNRIEB OpenStack i AEKIEME, HE pod M4t LAY IP it BIR, HEEIELLETLAR
HFFF FERIIm O,

e poolBatchPorts Z#E L — R LLAIEM Neutron s OMGRKEE, FKIMEH 3,

6.9.3. £ RHOSP LHYEERERZE A EE Kuryr im O E

BRI LAMER B E LR (CR) ECE Kuryr #1{A & Red Hat OpenStack Platform (RHOSP) Neutron i
A, DUIEHIEEENSERE EOIE pod MIEE MWK,

it =

1. E&S1TH, $TFF Cluster Network Operator (CNO) CR #4174 %E :

I $ oc edit networks.operator.openshift.io cluster
2. N EHRENER, DT ROHRME T LU -

I apiVersion: operator.openshift.io/v1
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kind: Network
metadata:
name: cluster
spec:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
serviceNetwork:
-172.30.0.0/16
defaultNetwork:
type: Kuryr
kuryrConfig:
enablePortPoolsPrepopulation: false ﬂ
poolMinPorts: 1
poolBatchPorts: 3 e

poolMaxPorts: 5 ﬂ

¥ enablePortPoolsPrepopulation i% &) true LUE# Kuryr 7EC/ R ML R A HEER TR
B0ET T =S B8 H Neutron imH, tIZES|I A Neutron imABLAN, B U4EREERBRERN
FHIESE, BRAIMEN false.

IR APE AR O EE T poolMinPorts BI{E, Kuryr 2 MithI@#FHmO, KIMEN 1.

o® o

poolBatchPorts 1247 7] Ak O 2K T poolMinPorts 1Ei S ETIH O E, RIAE
H 3,

Rt A9 A Fim O #E KT poolMaxPorts B91E, Kuryr 2Mfifgel], ERIHESXME
PCEE b, YSEi% ) 0 T2 LR, FhEthsE ), BRINE N 0,

o

3 REFMEHNER, BRHEXAYHERUIRZEN,

8%

EIETEZ TR P IEUUX L& 55 H] kuryr-controller #1 kuryr-cni pod &/, HItt,
BI# pod MRS RLER,

186



B7E REXRFHEE

L& OpenShift Container Platform &, &AL ECSHEXF—FST BB E LKL, SIEFHE
%o

7). S EE

71 X TFHEES

StorageClass FHRA RIBBFH 2K T AERNEW, HRETRESZSENISESEHELSENA
%, StorageClass t8 8] LUE ARG AR B A F ARG R FENEENLG], SEEE G (cluster-admin)
N FMEEE 71 (storage-admin) A LAE L E T HRIEZFEMESHRNER T, & LFHUIBEAF A LUE RS
StorageClass X &,

OpenShift Container Platform B AMBIERE A TiXIhEE, HFARITFEE A NERHRBIF AR,
ZAESIL AL AP ER T RIEZFEERIER TFE KX L TR,

BLZEHFEBER A AT OpenShift Container Platform YA LS, RATITIEHTLUREEABRS
7%, BHELRBNEREZFERARNEHNENESE AP DS LIEH,
7 1 2 T%E’JKJJILA\DB%%{’:F

OpenShift Container Platform 124t T A FE&IEFEHE, BT ERSERE BN AP QBT
RIS ERE

FiERR provisioner IH{F &R

Red Hat OpenStack kubernetes.io/cinder
Platform (RHOSP) Cinder

RHOSP Manila Container Storage ~ manila.csi.openstack.org Z% 5, OpenStack Manila CSI
Interface (CSI) Driver Operator #1 ManilaDriver

2B NFAEAE Manila £Z%
BRI BB &SN EEE,

AWS Elastic Block Store (EBS) kubernetes.io/aws-ebs LEARNRAFERSNEEEHT
ISBEN, EA
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> (1%
HM<cluster_name> #1
<cluster_id> 2Ht—#) FEhrid

(tag) BT R

Azure Disk kubernetes.io/azure-disk

Azure File kubernetes.io/azure-file persistent-volume-binder ik
itk R EAEN AR, LAOIEFH
FREX Secret R1FhE Azure ZHEIK
FREH,
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FiERR provisioner IH#F &R HiE

GCE #FAMH#: (gcePD) kubernetes.io/gce-pd EZKX (multi-zone) EEEH, &
WIEED GCE HHEHIZT—1
OpenShift Container Platform %
B, UERAESREESET RN
XA A8 PV,

VMware vSphere kubernetes.io/vsphere-
volume

“ .
EUEFNESRFHRGLTERBERR XS NIERNE, ENHER=THEEE.

7.2. E X TFHER

StorageClass Xf R BRI — £ REHEMIN R, #IIH cluster-admin 3 storage-admin f /7 01/,

BF

RIBERABES, Cluster Storage Operator JRERRE—NRINNTEMER, XNFIERH
Operator fiEFMIES], FEETEE GEMRMIAE 2 AR EMFRSIESR, NREELINAEHN
170, MSIE X BE L IFEE,

LUF/NTi #4588 7 StorageClass M REVEARTE X, UARENZRHNEGREMEFRRE).,

7.2.1. 7K StorageClass & R E X

UTHRERT AREEFHEENSHMEINE, XNTBIER AWS ElasticBlockStore (EBS) AR E
XO

StorageClass & X Rl

kind: StorageClass ﬂ
apiVersion: storage.k8s.io/v1 9
metadata:

name: gp2 9
annotations:

storageclass.kubernetes.io/is-default-class: 'true'

provisioner: kubernetes.io/aws-ebs 6
parameters:
type: gp2

ﬂ (LFE) APIXTHREER,
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(FE) HAEIM apiVersion,

(BR) FHEERBIBTR,

(ATife) FHEREERR,

(BR) ST FHERERBENETRFRE,

QD00

(k) FEEARFAMENSHE, XHREFENTRAMERTRE,

7.2.2. AR R
BB N ERSEE N BIE, R TERIRE PRI T

I storageclass.kubernetes.io/is-default-class: "true"
4N -

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
storageclass.kubernetes.io/is-default-class: "true"

XAFEMEEREREFERNFEAMSEFR (PVC) B\ EHERESESR, BE, THERTLU
BENEHE, BREEG-—IPERINEER,

beta ;¥ f# storageclass.beta.kubernetes.io/is-default-class ZHr{BAR A, BFHEUE
B AR A 4R TR

BXEFERER, BEEFEETEEPRMUTERE
I kubernetes.io/description: My Storage Class Description
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
kubernetes.io/description: My Storage Class Description

7.2.3. RHOSP Cinder % & E X

cinder-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1

189



OpenShift Container Platform 4.7 R G idE

metadata:

name: gold
provisioner: kubernetes.io/cinder
parameters:

type: fast ﬂ

availability: nova g

fsType: ext4 e

£ Cinder ROIRIIBRE, BIAHZE,

®9

ATARMEERERRETHRR, N@EESERA OpenShift Container Platform 5848 17 m IR A &L
X 3k [ F0 Hde

g EHTHEBEFURIXMHRT. IMEREFT D SEENFAMERN fstype FHRF, HEFH—
MEHBN R HRTL, BIMED extd,

7.2.4. AWS Elastic Block Store (EBS) X R E X

aws-ebs-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: slow
provisioner: kubernetes.io/aws-ebs
parameters:
type: io1 ﬂ
iopsPerGB: "10" g
encrypted: "true"
kmsKeyld: keyvalue ﬂ
fsType: ext4 6

(BE) #fFiol. gp2. scl. stl. BN gp2, ATHM Amazon FiR% (ARN) [HIEEE AWS
XY,

(Ali%) RSERT iols, 81 GBEMW—RI/0 #1F, AWS BifEFRLUX/ME, BIRUEKEN

KNLLUTEBB IOPS, #{E LR 20,000 IOPS, X2 AWS XFHRAE. 1FEFEER AWS X
=

(AIk) MBI EAMNEHANSTTE ARN, NREFRHEEMESR, {E encypted #RIXE N true,

9 (ANi%) BEINE EBS &, BME N true & false,
Q M AWS 2ER— 1 EH, BN ARN HIEEER AWS X4,

(k) ESSHESFLUROXERT. IMEREFRTNSEENFALEH fstype FE,
FEB—NHEEBN B4R, IAED extd.

7.2.5. Azure Disk ST R E X

azure-advanced-disk-storageclass.yaml

190


http://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: managed-premium
provisioner: kubernetes.io/azure-disk
volumeBindingMode: WaitForFirstConsumer ﬂ
allowVolumeExpansion: true
parameters:

kind: Managed 9

storageaccounttype: Premium_LRS 6
reclaimPolicy: Delete

s ZUEE L fFEF WaitForFirstConsumer, XS EBE&E, RN FERWHEMHEZEEMTEXS pod
VR RN ZE F worker 17 sk,

Q FJAER{EA Shared (Zki\) . Managed #1 Dedicated.

HE
CINE AR R A2 FEEE A kind: Managed.

f# /3 Shared #1 Dedicated I}, Azure RAIEIEZERMAL, M OpenShift Container
Platform #1288 OS (root) WELAIE—NZEWME. B2, BN Azure Disk RAIF
E R EENFERAZENIEZERHSE, FTLUER Shared 5 Dedicated G EHIFEZE
W T EMEANE] OpenShift Container Platform 5 5=,

Azure TFHEIK T SKU B, BRIAANZE, HER, SHKEMHL T LUE M Standard_LRS #
Premium_LRS 4%, bR RAEMIIN Standard_LRS W4, 2EEMNRAEM NS B,
JEZEE NI REEM INFEZ BERIAL,

a. #1R kind 1577 Shared, Azure RTESKHBERENTRAFNNLNHZFMIKS TORRE
RNZELL,

b. #1R kind ¥ Managed, Azure &0IE#HMZTEMEL,

c. SN kind % Dedicated, 37+ HI5%E T StorageAccount, Azure &FHEEMFEIK A
FEERERMNTRADFHIEZERE, Nk, 1HHR

o IEEMEFMIKF BT E—XE,
® Azure Cloud Provider BB Z ik 7 BB AR,

d. #0% kind %4 Dedicated, FHK157%E StorageAccount, Azure RTEGSEEERMTIR
A WS ER AR — N T AEMEIK S,

7.2.6. Azure File SR E X

Azure File TF1EREF secret REZ QIR Azure File £EZFRER Azure FHETK P LIRAFIZE AN P B, X
LA BR B TELL R RAZ RO M,

Pt =
1. EXARFAEIES secret B ClusterRole & :
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

# name: system:azure-cloud-provider

name: <persistent-volume-binder-role> ﬂ

rules:
- apiGroups: ["]

resources: ['secrets']
verbs: [get,'create’]

EBREFHOE secret WERABET,

2. MEEAGRIMBIRSIK :

I $ oc adm policy add-cluster-role-to-user <persistent-volume-binder-role>

i th o Bl

I system:serviceaccount:kube-system:persistent-volume-binder

3. fE Azure File StorageClass % & :

o ® 90

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <azure-file> ﬂ

provisioner: kubernetes.io/azure-file
parameters:

location: eastus 9
skuName: Standard_LRS @)
storageAccount: <storage-account> ﬂ

reclaimPolicy: Delete
volumeBindingMode: Immediate

FhERBI R, FAMSHERERLFHIRRES KIKNFALS,

Azure TFHEMK P BIGLE, 40 eastus, FRIAHZE, FRINIFE OpenShift Container Platform £
BMNI B QBT H Azure TR o

Azure 72K #9 SKU 2, 40 Standard_LRS., i\ hZe, RI${#A Standard LRS
SKU B HH Azure FE#IK

Azure TZfEIK OB TR, INRIBE T =680, NIZBE skuName 1 location, INR&E1R
kP, WEEREE N ERSE XA skuName 1 location PEEE MK P18 32 5 IR H %
EXHITERETR P

7.2.6.1. {6 Azure File BB EEEI
Rl Azure File FHEERZHFUT X HRTINEE :

° [H
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o TR

o JTEREM
o TRER M
o MBEE

F4, Azure File HEH B RXMAAE B IRHAR (UID) 5828042 UID AR, AI1E StorageClass %
RIEE uid HEHETRE LA TFEENE XS ER PR,

LT StorageClass * &&E R TIENA P AR, URNEHNE TR BFS

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: azure-file
mountOptions:

- uid=1500

- gid=1500

- mfsymlinks
provisioner: kubernetes.io/azure-file
parameters:

location: eastus

skuName: Standard LRS

reclaimPolicy: Delete
volumeBindingMode: Immediate

Q@ EERTHANBRNAFIRAR,
@ BERTHANBERNATA,
© FRESiE,

7.2.7. GCE PersistentDisk (gcePD) X R & X

gce-pd-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: standard
provisioner: kubernetes.io/gce-pd
parameters:
type: pd-standard ﬂ
replication-type: none
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
reclaimPolicy: Delete

ﬂ 1% pd-standard = pd-ssd. ZkiLN pd-standard.
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7.2.8. VMware vSphere %R E XL

vsphere-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: slow
provisioner: kubernetes.io/vsphere-volume ﬂ
parameters:
diskformat: thin g

ﬂ & X 7E OpenShift Container Platform #{#F VMware vSphere BJiF1E, &S VMware vSphere
XA,

9 diskformat : thin, zeroedthick #] eagerzeroedthick #3 2 A MM RN, MBAE XKL
BB Z1E1E, 158 vSphere X414, ERIAE N thin,

7.3. BB EMEER

INREA AWS, FHEAUTREERRINFEE, XINIREBREE LT HNEFEESE, gp2 M
standard, EEE[BINEMEEM gp2 tH standard,

1. BUHTFRES -

I $ oc get storageclass

Ll N
NAME TYPE
gp2 (default) kubernetes.io/aws-ebs ﬂ
standard kubernetes.io/aws-ebs

ﬂ (BRIN) REBAFHER,

2. B EGE M storageclass.kubernetes.io/is-default-class T fZHI{EE N false:

$ oc patch storageclass gp2 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-
default-class": "false"}}}’

3. BT RIS N E MR storageclass.kubernetes.io/is-default-class=true {5 — N EEREN
AKX,

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

4. WL :

I $ oc get storageclass
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7.4. AL EME

TYPE
kubernetes.io/aws-ebs

standard (default) kubernetes.io/aws-ebs

B 78 RERHFHEE

AT RAMEAA KIRPEEER. Bl BEATREBERIEFHETRUSE

BRI,

7.5. A BT AT

TR AMFMELT, LUMEALLL{E OpenShift Container Platform 1%,

& 7.1. o] AfEREE

FiERE

Block

File

IOE S

TERERSLT (0S) R NHE R

ERATHERSEAEE, AREXGRAE
B2 BB 4N AR

RN T KIS (SAN)

FAAHE, XBKE, BRRE-—NE/ WA
DUEEIX MR BB iE =

£ OS HF N EHHMIXHRAT

IR MM NERE (Network Attached
Storage, NAS)

BURF ARG, L, TERSEE, &t
T, R, XHBIENGIFECIETRES
BRATR,

T REST API i &3 7]

A A& AF OpenShift Container Platform
Registry

N R UAENARFN (/) B
BHINRER.

1. NetApp NFS 7E{# [ Trident &5 PV B

Bl

AWS EBS #] VMware vSphere #F7E
OpenShift Container Platform AR
FERFAMES PVES .

RHEL NFS, NetApp NFS N #1ftRi g
NFS

AWS S3

B#I, OpenShift Container Platform 4.7 "33 CNS,
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7.6. ER T BB E RN
TRELET WA EM OpenShift Container Platform $£85N AR R EN AR B F R AR,
x 7.2. HEN, TRENFEHERAR

Ao taiR R Metrics3 BEidx
= registry

(Registr
y)

Block Yes? & AEE FTiERE biFed:) HEEFH =R
File Yes? = A& A& Configura  Configura  ##EK
ble® ble®

PO = = HWE HWE ToIEECE ToIEECE Not
configura
ble’

'ReadOnlyMany

2 ReadWriteMany

3 Prometheus REAFIEHEIENEEREA,
A XFERAF YRS, ERVYERL. VMDK. NFSE¥. AWS EBS #l Azure i,

S A F#gtrEdE, A ReadWriteMany (RWX) iR 2R A SEM., MBFEAXHEE, ERE
ERERATERBENEAESEFHE (PVC) ERE RWXiHEER,

SHFAXRICE, GREMHEZEEPEE—ITRER, 51 clasticsearch BEE—E,

7 W RIEFEAF BT OpenShift Container Platform B PV =% PVC {#fl, N RARF®HIASH R REST API
£

p= Y=
TBUBARFEROE (registry) —1 OpenShift Container Platform Rzl 0%, ©
BRNMHESZ pod iZ1TEIA,

7.6.1. FrEN ARFFIMHEEIL
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BF

i £ 7R7E Red Hat Enterprise Linux(RHEL) {8 A NFS AR5 235 N %0 AR S5 915 1 [E U
BYAJ, X8 ¥E OpenShift Container Registry #1 Quay, Prometheus T ii%%E 4, LU
X Elasticsearch A FHE&EF . Fib, FHZE[HEHE RHEL NFS 58 PV fain A F#&%/O00R
%Q

M LR HEA NFS SCHIATRER A X LM, MFETHRESSLWHHBERNER, 1HKEE
KHI NFS I,

7.6.1.1. Registry

E—NIET BB/ ST AM (HA) OpenShift Container Platform registry 52258 & :
o FHRATHEE R RWX JiHER,
o FHERAUFRILES —BUE,
o EIREFMEARMNREMN, REE2REFMHE.

o X FNATF A EME T EH B OpenShift Container Platform Registry S35 58E, Fi T #E
{5 A ST 11

7.6.1.2. B registry

TE9" BMI/HA OpenShift Container Platform registry SREFERE H :
o TERERABFZE RWX Vi,
o BERABIIRIFEE 5,
o ELEFMERARN RIEFH.

e Z¥f Amazon Simple Storage Service(Amazon S3). Google Cloud Storage(GCS). Microsoft
Azure Blob Storage #1 OpenStack Swift,

o NREMNIZTESR S3 =K Swift,
o XFIEEFEA, 0 vSphere MENRE, M—AERENFE AR IHEE,
o HEFMRTAEEMN,

7.6.1.3. %1

1£ OpenShift Container Platform F£&# metrics R ES :
o HIAFHRARRIFE,
o NRFHERAIEEM,

BE
B E MR T HMIEE metrics SRRFERE R A HEF A XXHFE,

7.6.1.4. H&ilx
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1£ OpenShift Container Platform B HEEEEEH -
o HIAFHRARRIFE,
o NRFHERAIEEM,

7.6.1.5. N ARRR
N RENRAGSBRERRN BAREMAR, MROME :
o TEHNE PV ERBMF MR AR HERTE, BERST A E RS — MERNER,

o VARFAXAABETRNMARFENFHENER, URNASHENEE—EITFUBRNA
BRI BRIESFHZZEN AR IR,

7.6.2. HSEMIN BRREFEEE LN

8%

REIIE Write BB TEM#E, (10 eted ) A{EHE RAID BB, MNREFEE RAID BL &z
17 eted, RETRESB R T VE 7 5 RE [ SR A XS

® Red Hat OpenStack Platform (RHOSP) Cinder: RHOSP Cinder fii@F7E ROX i [a|#& = F3 5l
fEH,

o HUEFE : #iEE (RDBMS. nosql DBs &%) MiE TR % A EMERESRTFHIMERE,

o cted MFEHELINEBARWHNEFMMELUNERBTET O AAREER. AXEENELENKIR
BER, UBRIERFHIMSMEINE, HSH #F etcd LH,

HhbriR
o MM etcd Lk

7.7. 582 OPENSHIFT CONTAINER STORAGE

Red Hat OpenShift Container Storage & OpenShift Container Platform X B4, X RIFHEH
RAMEEENE, TUERESSURETIMNERFER, FAHAIEFHERRAR, Red Hat OpenShift
Container Storage 5 OpenShift Container Platform 2%/, BATFIE. TEMLIE,

MEEETH Red Hat OpenShift Container iHZHLLTF Red Hat OpenShift Container Storage

Storage HHEHXEE Xt -

;Y. BEREE, EEANREREIMES IR AT OpenShift Container Storage 4.7 X 1T3¥iC
YJ,H‘E‘

RO TERE. £, BHMTHEER, AT #% OpenShift Container Storage 4.5 Z8%&
REIL

BRECHIMNES A BB EEIERMN £ SEEN SRR E R IR R ERE OpenShift Container
i BA Storage 4.5
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MEEETH, Red Hat OpenShift Container
Storage MHHXER

ESHLLF Red Hat OpenShift Container Storage
XH -

#RE OpenShift Container Storage LUf# A #E8 Red
Hat Ceph Storage 5£&$#15i B8

& *J$ OpenShift Container Storage ZR& ZI4EH E A
Zefy E A Hh 1 A1 BE

1£ Red Hat OpenShift Container Platform VMware
vSphere ££28% FE[E OpenShift Container Storage B9
i BA

B XfEH Amazon Web Services # 1T A MK = F i H
#R%E OpenShift Container Storage HJi5iB3

1E¥ A Red Hat OpenShift Container Platform
Google Cloud &## L EBZEFNEIE OpenShift
Container Storage BJijiBA

£ A Red Hat OpenShift Container Platform Azure
£ FEREMETE OpenShift Container Storage BJU
A

&2 Red Hat OpenShift Container Storage 4.5 &8

153 Red Hat OpenShift Container Storage 4.5 &£ 8%

FRREAE T R HIB B B (]

#F OpenShift Container Platform &£ MARA 3 iT#
EIpRA 4

LI ERE T ERE OpenShift Container Storage 4.5

{3 RN E 2R EBE OpenShift Container Storage
4.5

£ VMware vSphere _E£&8Z OpenShift Container
Storage 4.5

{# A Amazon Web Services #8%& OpenShift
Container Storage 4.5

{8/ Google Cloud EBZEFNIEHE OpenShift Container
Storage 4.5

{8 Microsoft Azure EFBFNE IR OpenShift
Container Storage 4.5

E I8 OpenShift Container Storage 4.5

153 Red Hat OpenShift Container Storage 4.5

OpenShift Container Storage 4.5 tfEHER

T
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B8 E HEFHAIEN

&% OpenShift Container Platform &, SaLURRENERA—FST BB E LK, B VA ES

T

8.1 TR MRMHEFR

OpenShift Container Platform control plane @& A&/ OAuth R%5 28, FFA A GBI K
VilF 43 k&, LATERK B &1 APl S{p%IE,

RHX OAuth

ERNEEG, BUUAEREEHERIEE OAuth RIEE SR RHER.

8.1.1. X F OpenShift Container Platform FH B0 1R EEF

RINERT, £EHFRE kubeadmin A7, EHREFMIRMRER, BoitZ—TEENHR (CR)
Skt iz F P RMUEFFIEERMEIEREF,

==
| OpenShift Container Platform F /7 & REE2FE /.

8.1.2. X EMIRMER
BRI E L T AR S RREER :

1 M %o

RArapiRftEr B

HTPasswd fci& htpasswd &01RERRR, #H{EA htpasswd &£ B9 4LIER - G BT,

Keystone i & keystone B {31252, J$ OpenShift Container Platform 5% 5 Keystone &M
DERHRZESHEIE, BEER OpenStack Keystone v3 fRSS 234 A M F B TR ER #E
AR,

LDAP fCiE ldap SR IIZRE, AR BT FREIEREN LDAPV3 RSS2 %5 1E A - &%
i,

EARFHBIGIE fd & basic-authentication H{31R 12, LMER P ERER S B IRHEFRIE

(Basic B IUE S Z S OpenShift Container Platform, EABHLIER —i8 A G inEmilsl,

authentication)

H SRRk ECE request-header 1312, THRIERILEHBE, 40 X-Remote-
(Request User. ©&% 5 X EIHKIMLEMNSHIIERE—EER,
header)

Github 3% GitHub
Enterprise

GitLab
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Bo& github B3 RHIERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B2 5 IFAR %5
SRIUEF P 2 I,

BCE gitlab SH121R 2R, HM GitLab.com SEMEM GitLab SLBIVEH F 1R A2
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-github-identity-provider
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
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RArapiRftEr  fBdd

Google BCi& google Hp1RMHEERE, M Google # OpenlD Connect 5£5%

OpenlID Connect B oidc HipiRtftfERF, EARIULILRS OpenlD Connect B3R ILTZF £ MK,

EXLT BRRHEFRE, BRLUEA RBAC E LH N AR,

8.1.3. B RHIEF S
LT RATE S RRIEFBANSH :

e fed
name IR F B IME VRIS R F A - &0, LULAR S DR,

mappingMethod & X AEF F BRI S BIAE -, WAL TEZ— :

claim

BMNE, HRSHNEERFREFRS. MREFZAFEHNAIERFES—F
2, TR,

lookup

EHRINENED, BPSOBRANAS, BEFEESFRIAHG0. XARFEHERE
AFFERABRBXESDHAF. FRLASEFEFHESH,.

generate

FREMMNEERFARESFRS. IRAEEER-&0NE - EMFEIIENEA,
MAER—NHE—R %, B30 : myuser2, L75ERNSFEEE OpenShift
Container Platform M &M B IREREFA € (W LDAP HRES) ZIEsELItE
BN RE—RER,

add

ERENNELRR-ZESEHAN. NMREFEEFZAFAENAN, HHDHREE
WAERF, NMENZAFNINE SRS, MREETSIMEHREEFHAEN]
RRE—HA P HRNEIERA &, NHEEIETIERE,

= -
RIS B SR BIZ AT, LB IE mappingMethod $#1% & add, (912
2R BB BT AA B P

8.1.4. B171R 72~ CR =4l

LTFBEE KR (CR) B nAXRRESHIRHEFHSHMBIAE, =OIPFERT HTPasswd HpiR A2
o

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster
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https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#authorization-overview_using-rbac
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spec:

identityProviders:

- name: my_identity_provider 0
mappingMethod: claim 9
type: HTPasswd
htpasswd:

fileData:
name: htpass-secret 6

ﬂ LR MR 2 IME NRISRERMREF A &E1, UAR S 7B &R,
9 PREI{T L IR AZ R S0 F0 User X R 2 AR IIBR ST,
9 S EF M htpasswd £ RHISTHRIILE secret,

8.2. {5 RBAC E X F1 7 TR
BN BET AR AR,

8.2.1. RBAC # it
ETF A @i (RBAC) M SURE B AV P IET B WHUITA BRI,

SREIE N A LU RERA B MY ERIZHEXT OpenShift Container Platform LA XS HMETEER
B FhiA R BRE L

TR AR UERARAGHMAEREFIERTIFMINTE, HiR, RUESEHRIEDFH—1
T, FMRIEEETHREITRENANSH,

BAGET ERUT LR EE !

BT & fed

AL —HN R ERIVTHIRER S, B, BPsSRSIkFESHIE (create) Pod,
Al MNES, TLUSAAMAXKIAERS M AE,

HE R/ A5 A B ZEBRE,

R RAE) RBAC A BFIAER M NI -

RBAC 451 ek

&£ 2 RBAC SETETEYERNAENSE, FHACEETERTER, £HACHNERES BE
HAa,

At RBAC ERTHETENABHNNE, BRARAZMAEECREETHANTES, BXRBAGSH ER

LL/aRTB| AR A A B,
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SHABAEREAETERIGINAE. AGHEFETIEIG ., SEAE view R/l AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHAGTRHSEBHVAREIIIRESH F N OEAX
e,

XFHRRDRERARTFBLIERABRESNIENESE®A, BN RAFEIRRAGENITEHEE
o

FEirhidiRRS, ENERERARAEMAMAGKE, Fl
1. EFRERESEERY allow HL,
2. JEFRAEIIER allow LI,
3. BUA9EE4,

8211 RRI\EHAR

OpenShift Container Platform @1& 7 —HBRINEEA R, EoUESESTR ARSI ER A~
IEER

- .
FAEUFHERMNERAR, MXERTABNERTRERBILREFES T,

RARR AR fed

admin HEEEE, MRAERMIEHRER, Il admin ENEFU B PHEMAFER, FEEHR
T B A BREC A A B AR B R

basic-user LA ARG XTIB B WERER,

cluster-admin LB A P Al ATEEE T B A TR E, SERARMYERIE— B, XL
A LU £ 5T B & — TURMECRIA AT A 12 1E.

cluster-status A A LURERE ALK EE R

cluster-reader WAFATLIKRSEEERSHNR, BFRREREN],

edit AP RILMERIT B p RSN R, BXNEEFHERAEBHHE,
self-provisioner Lt A LIOEESHTE,

view WA EEHTEMENR, BAUEEIEPHRSENR, TEEEHERAEIH
EO

HERAMMERAEZ AKX, Hla, MMRERAAMMA GBI ER cluster-admin B BHEE—/FH

P, XAEELZRAFEE TEMSE AN, BXHIEMLL, & cluster-admin 4 EEITIE EHIE—
B, (&% EMEBNEE IR FiX— ﬁiF'o ZAFBEEEEAR admin AR, URIZITE

B —LEZAAUER, BIANRE NS RiE T B HERRE], @i web #H]E& Ul BEFT LS ETRES S NRB,
ﬁﬂE$%§UH:'.?iEEEIJEIEﬁﬁ"’:EEmE’J%ﬁ%’é?ﬁﬁmo AT, ©RIHETHEEARMIE cluster-admin By
AihEEIE,
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THBRTRTRHAG, FAG. SFHAGKE. FtAGHE. A/, HMRSIKS ZFEXR,

Service Account (Bot)

LOCAL ROLE
BINDING

Bot caninteract with
specific resources

LOCAL ROLE
(Bot)

Rule Rule

PROJECT

8.2.1.2. PHH %Y

OpenShift Container Platform {# LA T JLISEIEE A

51

B

-

O O O

Group1

LOCAL ROLE
BINDING

Group 1 can view
in project

CLUSTER ROLE
(View)

Rule Rule

O

B

User1

LOCAL ROLE
BINDING

User 1 can edit
in project

CLUSTER ROLE
(Edit)

Rule Rule

©)

B

User 2

LOCAL ROLE
BINDING

User 2 can admin
in project

CLUSTER ROLE
(Admin)

Rule Rule

@)

1

User 3

CLUSTER ROLE
BINDING

User 3 can cluster
admin in all projects

CLUSTER ROLE
(Cluster Admin)

Rule Rule

=a

......................................................................................

EDRE AV IRty =EE LTI E

BHITRRE, ERZSHIBERT, XBEUT/LIEMN

o JiH : \BUIMIMNIIE. THRZ—Mi T A TR Kubernetes 8 B Z2[H], B—NEXBIAS
ALUESEHMEXRERENGIR THSANEEERR.

o RSN : #REAS : get. list. create. update. delete. deletecollection = watch,

o BHRAM : EIHAY API i .

HE

OpenShift Container Platform s@id L R JLAN S IR IR
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B E HFHArEH

3. ERAEXRERNAFRENN,

4. Fxt -G EERF, BRI,

5. MNRARIHEICEEIAIN, MIRIAELIZERAF.
R
HiCE, BAMARURNXEKIAEISIAE,

HEEEATUER CLI EEAMABNAERR, SREEMAGXKNBFIFAMTRN—NE.

8%

WA ERAER T EHERANEFABRBHE—NTERN. TREFNE
cluster-admin 2% system:admin &R A BIBIEERESTREIE,

SHAGRESHIVIE L NAS, BRESESHIHIBIHIHTHE,

8.2121 KEABRS

ZRIABY admin, edit. view #[ cluster-reader £EABTREHACRE, HhE/ AGHWERNNITE
BT FHANE IS EH, REERSOEBE LHKHREY B Kubernetes API I, LLIIBEFBE L,

8.2.2. W E Man & Z2[H]
Kubernetes #2% Z8/Afir it % 7E S8 BURSE B BIMLE, Kubernetes XA HIRMA R B ERMNESE

2o
A 22 A LU IR —SEH -

o IEERMMKIR, LUBRERGZHZE,

o FER‘GEER BRI

o [REI X BIREFENIBES,
RS HOT REB R RESEESERE, EB—SENRAENTIBEEGRZEE, W =MAF,
T ERMEH IS ERRR Kubernetes e R 22 [F], REEBHAF HRVIFPRMEHEAK, BOWE, —
/N‘iIZE’\JﬁiF’EJLLLE'—??E%HIZBE%E’\J%?%'F?H HMNEBENS, AP Y REE R HE R R
IR =&, WRAAENGETE, NE3EFACETB M RITGR.
T B o LA kA name. displayName #1 description,

o HAwEH name Z2UIEHMM—IHRF, AR CLI TREHAPINRE L. EMKERS ) 63
NFEF.

o TtH displayName Ui B £ web 1£H|& M ERFEX (X1 name) .
e T[iiH description BT LAY B IR EINEARFER, WA ERTE web EHIEH,
BNBRS TEEHN—4H :
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xR fed
& (object) Pod. ARZFSFIEHIILH 2RF.
%RBg& (policy) FA BB AT RENAT R AR RO,

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR35 0P ARZ51K - B B P B Aok SR 948 TE U (I A BREAT 1R 4F
SHEENALULRIIE, HRUENERIRERS A KAERKA, SHEENBATURTTF
RN QEZBCHIIE,

FARANGFEIEATLUMER CLI = Web #HIB 5B R A,

8.2.3. BAATIH
OpenShift Container Platform M7 & FEIATE, &FF openshift-- FFLHIEXN B MERNE
E, XEMBEREEN Pod BTHEZHGMEMEMIE A, 1EX L2 (R oA X

(critical) Pod X fZ#) Pod REEER, TIITAHLURIEH kubelet A, TEXLEHLZZH dHETEHAENE
B Pod BHRic N critical”s

BT SCC HEMATELUT E— BN & Z2 (A F 0/ #) Pod: default. kube-

system. kube-public. openshift-node. openshift-infra, openshift, &7 EEfEFHXLE
R ZE[A] A 21T pod BHARSS.

8.2.4. EEKHABNME
157 oc describe #n 4, WLUER oc CLI EEEEEHABMIE,

FeRE M
o L%k oc CLI,
o RENEEEREA BN ENIR,

HESREEHRNAET cluster-admin BUAKE A BHA A I LUHEA ERVUTEMIRE, SEEERHA
BIHE,

it =
| BEERHAGKRERKBMNILE

I $ oc describe clusterrole.rbac
LN

I Name: admin
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Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 1 [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags 1 [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1] 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 10 [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1 I [create delete
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deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io 1 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions 1 1 [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods 1 1 [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services 1 1 [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps 1] 1 [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete

deletecollection patch update get list watch]
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replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 [ [create delete
deletecollection patch update get list watch]

deployments.extensions [ 1 [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate [ 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 1 [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host i [ [create]
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subjectaccessreviews 1 [ [create]

subjectrulesreviews 1] 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate 1 1 [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 1 [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 1 [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io 1 1 [create]

buildconfigs.build.openshift.io/instantiate 1 1 [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]

builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host 1 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds 1 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 1 [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io 1 [ [get delete get delete
get patch update]

namespaces 1 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec 1 1 [get list watch create delete
deletecollection patch update]

pods/portforward 1 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 1 [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 1 [get list watch update]

routes.route.openshift.io/status 1 1 [get list watch update]

appliedclusterresourcequotas 1 1 [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ 1 [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status 1 1 [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status 1 [ [get list watch]

resourcequotas 1 [ [get list watch]
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resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1 [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 1 [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1 [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 1 [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details I 0 [update]
builds.build.openshift.io/details [ i [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews [ 1 [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I ] [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. AELINERAGHESRS, XETHAEITRAAGKASMA

I $ oc describe clusterrolebinding.rbac

i th o Bl
Name: alertmanager-main
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins
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User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.2.5. EEAMABINL E
£ oc describe #p%3@7T oc CLI Sk EFEA A BNEE,

SR M
o 2%k oc CLI,

o RIMEFAMABIMAERINR :

o MEERSCHEMET cluster-admin BRIAERE A G A 7 ol LT EM FRHUTEMERE, S
EEEAhABNYE,

o AMHET admin MINKHAGHNA A TUEFHEETNEHABNAE,

| BEYRAMAGHAEERES, XETRHERYFUENTREAGBKRFTA
I $ oc describe rolebinding.rbac
2. EEHMIEMAMAGHEE, ERGSHRM -nif& :

I $ oc describe rolebinding.rbac -n joe-project

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin
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Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.26.HAFRMAE
TLUFEH oc adm BIED CLI EEEABMIE,

HAeHEIRNNEIAPFATILAFSHEEZABRTHUIHIIR, ERLEA oc adm policy 654
@ A P AR ISR A .

BRI RHERRIARREABHEERTIE R A P A,

it
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1. AEETMBFHIAARNAE :
I $ oc adm policy add-role-to-user <role> <user> -n <project>
Blan, ERILLEITLA RS, & admin BAE&RINE joe WiE 8 alice A/ :
I $ oc adm policy add-role-to-user admin alice -n joe
2. BEAMAEHE, FHEHEPRIERMER
I $ oc describe rolebinding.rbac -n <project>
BN, #HE joe WEMAMBBIHTE :

I $ oc describe rolebinding.rbac -n joe

ol

Name: admin

Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace
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ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice /" 2% admins RoleBinding.

8.2.7. HEXMAE
EALNTIR GRS A G, RARNESERRN,

EH
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L=
1. BERNUHCRAAR, HZTU TGRS

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
Elternrh, EBE :

® <name>, AifEHEHR

e <verb>, LUESHMREM. NABIAGNEFEDIATIR

e <resource>, AN AEIMTIR

e <project>, TiHAT
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fin, ZOE—AMAERELITHASEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. EAGHERIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.2.8. IZRHAR
BRI RREA T,

it
| BARERAG, HLTUTHS

I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
ELa S, EE -

e <name>, A EHIELHR

o <verb>, LUES RN, NARABRIRFIFEGIR

e <resource>, AGBLN AR

pin, EQR—IPERBEAGRAFASTEE Pod, HIZTUTRS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.2.9. XA BHEMT

EERUTRFE I AMAGHEEER P SAHANXETA BN, TLUEA -nIFEREETE, MRKE
E, NfEREmIAa.

R LUER U T e i/iiT A RBAC B,
xR 8.1 KA BIERF

Lo sk

$ oc adm policy who-can <verb> <resource> 15 HLWIRLE A P ] DU B — BRI T iR 4E,

$ oc adm policy add-role-to-user <role> HEEABHAERHFINE RIEER,
<username>
$ oc adm policy remove-role-from-user MR B R ER P BIRIEEA R,

<role> <username>

$ oc adm policy remove-user <username> BEREaERMEER - REMEAE,
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a0 ek

$ oc adm policy add-role-to-group <role> EEABHEERZFI B REEH,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA R,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #%REFIUIEAHNIEEAREFEAE,

8.2.10. RErABHENT

A MEAUTRESEBEERARHE, RNEHARHEGERARERZZAMEER, MLLUXLRAER
£ -n Fr&,

K82 SHMABHERF
s s

$ oc adm policy add-cluster-role-to-user REEABAEIEHPAMATENEER .
<role> <usernames

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEERFBIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group A EABHERREHRAT BIIEEH,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MEHTABETBEMIEEHBMRE EA R,
group <role> <groupnames

8.2.1. | BEHETIEN

FE B % cluster-admin A& F BETE OpenShift Container Platform 5£8% EHUTE IR 51 5| B94ESS, 60
BN TR,

SeRFMH
o BB LIBRTEE AKHEEANAL,

AR
o MAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

8.3. KUBEADMIN B F
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OpenShift Container Platform fE & &I 2 e B 0B — PN EEEE 7 kubeadmin,

kAP BE1E A cluster-admin A, FHU KRN root B, EBEEINSERM, X OpenShift
Container Platform IMEREM—H), RESTHE, TEEFNHHHPREIEXNEGE, Bl -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demoi.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

8.3.1. ¥4 kubeadmin BB/
EE LT BRI FEFHOEHD cluster-admin B 5, BRI LR kubeadmin RiIREREL S M,

Digk

==
[=]

INREFH—FAF KA cluster-admin BHREBIX NS HIRE, N iEHRE
OpenShift Container Platform, Ltban 45 FoiEBEH,

FeREH
o WIIEDVERET —NEBHIRERER,
o WA HRIT cluster-admin &,

o WIBLZUEEFMNER.

it =

e 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

8.4. iiRECIE

T RFBEEFR registry W&,

8.4.1. BifRIEHISREESH

Image.config.openshift.io/cluster 5 R & &8 X MMM IBFGMERSERIE R, A —BRHNENT
7 cluster, © spec Rt LA TEEES .
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DisableScheduledimport Seconds %
# MaxImagesBulkimportedPerRepository MaxScheduledimportsPerMinute, Schedul
edimagelmportMinimumintervalSeconds InternalRegistryHostname A EZi&E,

¥

allowedRegistriesForl
mport

additionalTrustedCA

externalRegistryHostn
ames

registrySources

220

23U

PRI 38 A ol MR 5 NSRRI B 2R 1R registry. MR EBEHEEESE
B GB A LN ARFEEE MRS AR registry, BIUM API BB &K
ImageStreamMappings #IF -~ R Z L RIEHIE I, BEREEHEENESR
EHAR,

XANFRBPENNEEH registry B Z I8 EM registry BIAIE,

domainname : 157 registry B8 %, 1R registry EAIEIRAER 80 =X 443 i
O, MmOt EEasEEaqt.

insecure : "L LR registry BERE, RINBERT, MIRKA1TIE
E, registry BRENRE,

%I & & image stream import. pod image pull. openshift-image-
registry pullthrough Fi32Hi R 5 ZEEREIH CA HNECERSRIBI A,

Ltb AT B ik &1 0% £ 22 (5] 5 openshift-config. ConfigMap B9#& =\ 2
registry ENEIENEE, R PEM RIGIETRIENE, BTFENEEENEHN
registry CA.

RFEINAZBER reqgistry WENB. REEER registry XA R T F NILE
HEENZ. F—MEATFEERHH publicDockerimageRepository &
E%. ZEWITR A hostname[:port] &3\,

BEATRERFSITNEV IR pod BIBHRES N AN LI 5] registry B
B, f, BERTFAREMN, ENESAEREE registry FIELE,

insecureRegistries : TAEM TLS IEFHNL I HTTP EEM registry,

blockedRegistries : {E4FHKAIEL (pull) FIHEE (push) EBIEH registry,
RVFFTA HAth registrys

allowedRegistries : RITFH&HIER (pull) F#EE (push) RVERY registrys
FH LE PR A EH At registrys

containerRuntimeSearchRegistries : 7 iF# & E L MBI KHIL
(pull) #0#E3E (push) RVEM registry, PBRLEFRAE EHA registry,

A LL% & blockedRegistries =X allowedRegistries , {BAEERAT &R 41X
&,
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DIk

H
[=]

% E X allowedRegistries S8, FRIEBAMEINILE, BNIFTE registry (21&

registry.redhat.io 1 quay.io registry) AR ERIABIREREIR registry ZB4RBART,
LERASHET, 77 8% pod KW, FPTAE registry (E1E registry.redhat.io
quay.io registry) # internalRegistryHostname 75/0%! allowedRegistries 713
f, ENIMNERERNEBHEERERECN]. XTI EENERE, L ARINEERN
registry,

image.config.openshift.io/cluster 5JRH status T & E 7 MEEE M EIR(E,

¥ sk

internalRegistryHostna A%l internalRegistryHostname #9 Image Registry Operator K&, BN
me N ERERR registry IXB EN B, ZELTIRA hostname[:port] 8=, H
FIEERS, EMelEAR OPENSHIFT_DEFAULT_REGISTRY g4

B, BZRERBRINELE,

externalRegistryHostn H Image Registry Operator % &, EH{& registry BT AR AT H EIREHEB
ames FWE. F—NMEATFE SR+ publicDockerimageRepository F&, 1%
{H 7% hostname[:port] &=,

8.4.2. Ee B iR registry WiE

& A LR 4wE image.config.openshift.io/cluster BE X 5TIR (CR) REEEBHE registry Wig,
Machine Config Operator (MCO) %5 image.config.openshift.io/cluster CR 2 5 E X registry B9
BHR, HERNEESRNEST R,

Pt =

1. Yw%E image.config.openshift.io/cluster B E YR :
I $ oc edit image.config.openshift.io/cluster

LLUF 2 image.config.openshift.io/cluster CR 7=/l :

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-05-17T13:44:26Z2"
generation: 1
name: cluster
resourceVersion: "8302"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: e34555da-78a9-11e9-b92b-06d6c7da38dc
spec:
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allowedRegistriesForlmport: 9
- domainName: quay.io
insecure: false
additionalTrustedCA: €)
name: myconfigmap
registrySources:
allowedRegistries:
- example.com
- quay.io
- registry.redhat.io
- image-registry.openshift-image-registry.svc:5000
insecureRegistries:
- insecure.com
status:
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

ﬂ Image : @EE RMALEGENKESCHER. MEAM—BMHEHZ cluster,

allowedRegistriesForimport : [RHIE & 7 o] MAR 5 A SRR B 285515 registry, $F1L051
REXBNEEIOEENFEEERENBREFEEEMA S AR registry, BIUM API 0I5
155X ImageStreamMappings B P A Z LSRRI, BEREEHEEARFEHN

Ro

9 additionalTrustedCA : 5| B &R &R T A, Pod HRHIEL. openshift-image-registry
pullthrough FIHERHA A ZEERBIERI LM (CA) HECEMSN, HERERNGR A
Ze 5] openshift-config, ConfigMap FIt& N2 E A registry ENAE N, EH PEM ik
FEME, BFENERFEMLIN registry CA,

Q registrySources : @& T RERISITNIEVIFIMER pod FIFRIRIT 2 S ARV LA
A registry BEZE. AILLI%E allowedRegistries %45 blockedRegistries 3%, {EAE
B EXH NS, TEALUE LB RIFRARTFERREELTN TR M
registry, Af{I{E M allowedRegistries %, ZSEE XSV ERM registry, &L
registry insecure.com th# St 1. registrySources SRS N EREEES registry EZE,

L Y allowedRegistries S, FRIEFAIATIE, BNIFTE registry (23E
registry.redhat.io 1 quay.io registry F1BRINBIREBERIR registry) ER#ERERT, 40
REASH, HT#E pod KW, AT registry.redhat.io 1 quay.io
registry # internalRegistryHostname 7 /1%| allowedRegistries 75k/, EH
MERAERAFRGBREEECN]. TEF registry.redhat.io 1 quay.io registry i
1% blockedRegistries 73,

e AR £ B4 EB registry,  LUBAD ATREBI & £ M XS,

2. EERSBNAT 'Y, HIHENT R

I $ oc get nodes

tonf Nl
NAME STATUS ROLES AGE VERSION
ci-In-j5cd0qt-f76d1-vfj5x-master-0 Ready master 98m
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v1.19.0+7070803
ci-In-j5cd0qt-f76d1-vfj5x-master-1 Ready,SchedulingDisabled  master 99m
v1.19.0+7070803

ci-In-j5cd0qt-f76d1-vfj5x-master-2 Ready master 98m
v1.19.0+7070803
ci-In-j5cd0qt-f76d1-vfj5x-worker-b-nsnd4 Ready worker 90m

v1.19.0+7070803

ci-In-j5cd0qt-f76d1-vij5x-worker-c-5z2gz NotReady,SchedulingDisabled worker 90m
v1.19.0+7070803

ci-In-j5cd0qt-f76d1-vfj5x-worker-d-stsjv  Ready worker 90m
v1.19.0+7070803

MBJAEXRAY. HIEMTLLM registry SHEMNEZER, 1HSHEERER registry 1XE.

8.4.2.1. Witk reqistry Vil Ee BN NS EFHE
Image.config.openshift.io/cluster BE FRAI 22X ECEMS S| A, ZEEMS S EEEH G
registry 17 7] BB [A] 4845 AE BB AR IE - A L
FEREMH
o IERMAMM (CA) w%ES PEM Zwiid,

e

& 5] LAfEopenshift-configan & 22 A R OEESE LSS, F1E image.config.openshift.io 7 & Y FRHFH
AdditionalTrustedCA & FAE AT, LURHSAER registry BE RIS B LA ERIZIH CA,

S FENEEFEHIZIN registry CA, ELEMSTHEZT BEEL CA WIHO/M registry BIENLR, MER
base64 JRILEVIE T 2 S E,

& registry CA BB RAI

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
registry.example.com: |

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 0

ﬂ INR registry #AWO, #0 registry-with-port.example.com:5000, : EE4# .. &,

BRI LURIRU T RREC B H A CA,

1. EEEEMCA :
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$ oc create configmap registry-config --from-file=<external_registry _address>=ca.crt -n
openshift-config

I $ oc edit image.config.openshift.io cluster

spec:
additionalTrustedCA:
name: registry-config

8.4.2.2. BLiBHi{& reqgistry FFHEEB{&
BT R BRER registry T ERIR, A LUFTLUTRE -

e Fgi& OpenShift Container Platform &8%, LUEEEMMIRHR registry ERFFEZERIET (pull)
BRHIER, FBT BB (mirror) BIER registry EBITE i E E AR IZTE K,

o NEANBIEHERZNBEEM (miron)FMEE, UBHRIMR—HEEGELZE, DAER
HMH R,

OpenShift Container Platform FTZfifEHIRMBHEIE :
o RRAIEY (pull) |IRLXS registry {EHLEYA]#

o ZRMLGANEHTUMKEAMAE (40 quay.io) RIEREHR, FILALFRBRGXIEGEH registry 12
HIERIBR,

o KHEMEHEL (pull) BRI ZIRIEE registry ifE, BERKEFT 2EIHIFAM registry,

o IRARH ABIELRIE R A RME OpenShift Container Platform &£ HEN T R L/
/etc/containers/registries.conf X4/,

o YN RMEBRFMHEREREGRN, ERBREHABNEGRERINEFEWE, EXHRIAMERHAR,
MRFIBHEERN, KHNEZRREFEE, MR, MHEEKIRET <RH,

AIE LT AR BEFEERRS
® 7f OpenShift Container Platform &%/ :
BT HIEY (pull) OpenShift Container Platform FRERN A2 R%, AR XILHREREATHAX
k=, BDAYS OpenShift Container Platform %22 B 52 BRM4E B EEE /O
e Z2%E OpenShift Container Platform Jg :
BNfE3% A 1£ OpenShift Container Platform &M ECE 5K (mirror), ZEE{BAI{ER
ImageContentSourcePolicy ¥ RiH#1TEE.
UTFRBRHLRERHAEE, L4 0]E ImageContentSourcePolicy X &R :
o REFEEK (mirror) AR BIRFHEZERR

o MELNHREMEFHEE T KNABTHNENGEEFEENEREZE,

N
ya
]

ol

&85 E A ImageContentSourcePolicy ¥ RIVEEELE LR pull secret, EAREEIET
B A0 pull secret,
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o {HFHEZH cluster-admin A& n & EE,

AR

1 B LT AR E B BHRIEEE

2R Red Hat Quay FHEE i AT, A Red Hat Quay SRIXE EHEMEFEZE. ER
Red Hat Quay BB FIEFHREM — D EMEEERIR S — 0%, FARENANERESR
RS X EFEE,

{5 skopeo F T EFIIFHIGMIEE R EHIEI SHREIFIEE.
540 : £ Red Hat Enterprise Linux (RHEL 7 8 RHEL 8) %%i_E%&%& skopeo RPM {48
&, £ skopeo fn%, HITFHIFTR :

$ skopeo copy \

docker://registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6\

docker://example.io/example/ubi-minimal

EAPIFR, EE—1%H example.io IR EK registry, HPFEE— 147 example 1
BgEMEE, EF 2 ubi8/ubi-minimal fi{&M registry.access.redhat.com & | El b5
&EMEE, QIR registry [&, A OpenShift Container Platform &R & 1 FREFE
FERE R E E BRI BHREINEIEE,

2. BSRIRHY OpenShift Container Platform &&%,

3. I/ ImageContentSourcePolicy 32 (40 : registryrepomirror.yaml) , FHEFIEFER (mirror)
Bl NEB O registry, FFiE N FI AR P RORA &

909

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: ubi8repo
spec:
repositoryDigestMirrors:
- mirrors:
- example.io/example/ubi-minimal ﬂ
source: registry.access.redhat.com/ubi8/ubi-minimal 9
- mirrors:
- example.com/example/ubi-minimal
source: registry.access.redhat.com/ubi8/ubi-minimal
- mirrors:
- mirror.example.com/redhat
source: registry.redhat.io/openshift4 6

EERER registry FNTF B EHI R TR,
IS EMMEBRN B registry MM

IR B] LATE registry FRECIE 6n 4 22 (] LAE 1% on A 22 (] R RO AE 5515,  SNRIGHEF registry 15
YR, ImageContentSourcePolicy FE N A E| registry RBIRT B ZGEE.
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4. AIEHH ImageContentSourcePolicy X & :
I $ oc create -f registryrepomirror.yami

]2 ImageContentSourcePolicy ¥R /g, FHMXENBEINENT R, EEFREASHEEN
Tk 22 SR N IR 7 8 R 1 3K

5. ENERBNAT EHANEERE, AREP— DT REFITUTRE,

a. FIHEEIT R :

I $ oc get node

i th o Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.20.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.20.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.20.0
ip-10-0-147-35.ec2.internal  Ready,SchedulingDisabled worker 7m v1.20.0
ip-10-0-153-12.ec2.internal Ready worker 7m v1.20.0
ip-10-0-154-10.ec2.internal  Ready master 11m v1.20.0

B LUE I, TER AEXREE worker T R LM EA S W,
b. BT R
I $ oc debug node/ip-10-0-147-35.ec2.internal

it Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host’

c. ViRl RS -
I sh-4.2# chroot /host
d. 1% /etc/containers/registries.conf X1, fAFEMREN :

I sh-4.2# cat /etc/containers/registries.conf

it Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
[[registry]]

location = "registry.access.redhat.com/ubi8/"

insecure = false

blocked = false

mirror-by-digest-only = true

prefix ="

[[reqistry.mirror]]
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location = "example.io/example/ubi8-minimal"
insecure = false

[[reqistry.mirror]]
location = "example.com/example/ubi8-minimal”
insecure = false

e. MHRERHMEMERIIEIT R, FREREBEIHEMENT. ImageContentSourcePolicy i &
NEFHERHE, TZFHREITS.

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6

B RSB PR
MNRFHEFEGRGRERIZMETRF, HERUTAXFEEGRINM TFENE R TBIHEE R,

o EANILFHRERTIRMEHAIE (pull) B,
o RNBFETLHMBERIIER, FRMEMRZE registry,
e MR LT, Insecure ti&AELLR,

o ZIAEINT /etc/containers/registries.conf SRR, IIEECRE 2 i, XA TOML &=,

8.5. {#fFH OPERATORHUB %% OPERATOR

OperatorHub @—N 4l Operator A F 5, '©45 Operator Lifecycle Manager (OLM) —i&2 Tk,
EEEEEHREMERE Operator,

VENEREIE N, B LU#E M OpenShift Container Platform Web $#I1& 8, CLI 223 8 OperatorHub
B Operator, ¥ Operator 1T [HZE|— PNk R 22 [H], HERF EWFLARFER,

LEEFIRA, BN Operator HELL THIAKE :

REEN
1%+ All namespaces on the cluster (default)f§ Operator ZEZEFIA MR ; EF LN HRHZE
] (0RAH) , NEEEMBLEARRE Operator, A% Allnamespaces... f§ Operator A
FrER A FTE#ER,

EHTE

INREA Operator AlEN ZNMHEKRS, NAMEEEBEITRAE, A0, Z&iT stable SEER
E (WRAA) , MMFIRBEFXAEDL,

BEAESRRE

I&A LUEFE B Bl E F o BT
MREFEB I BEFHEN S LLEH Operator, NI FmESIERHFZ Operator BIFTARARS, Operator
Lifecycle Manager (OLM) f$B#F# 4 Operator Bi21T5EHI, MITHEAN N T,

IMREFEFEH, NLBEHFIR Operator TR, OLM KAIBEHIER, FHNEBHEERA, Bl
FR#EIZBRINER, FAF Operator B EFIRA,

8.5.1. {# F Web 1Z#& M OperatorHub &%
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& B] LA#E A OpenShift Container Platform Web ##l& M OperatorHub %22 317 [ Operator,

FoRFM

it
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o {HAHEZA cluster-admin FUBRBINK /7 177 7] OpenShift Container Platform 5£2%,

. 7E Web #%l& & 51 = Operators = OperatorHub T,

. BEEFEER Operator (JRENTIESRTE Filter by keyword iERFI AT XEF) . Fla, #A

jaeger K& Jaeger Operatoro
8B DAR R EMZR M TheE 1 I8k Tl, f5la0, MNRIEFHE Operator TERTFFEZRIIMER TIE, 15

1% Disconnected,

. EFEERES(E R Operator,

i

= -

%% Community Operator REHLLIE&R B INIEFE X Operator ; IS AHINZE
EAEIREE,

. 1% Operator f§ R F #.i; Install,

. 7£ Install Operator TIEH :

a. EELLTF—0 -
e All namespaces on the cluster (default) £ ZII< ¥ Operator REZLZZIA
openshift-operators fp £ 22 [f], LUEMERPIIMAGRZEAEAMER, 250 IE
1R eI H,

® A specific namespace on the cluster, ZIMXZFELEFER—FEMGEHRRE
Operator, 1% Operator {{FRE1% H — o 44 22 (7] Ap I A FN{EE A,

b. EFE—IEHIGE WESIHTA) .
c. WNAETEAMR, EFEhNFIi RS,

. mif Install {# Operator A OpenShift Container Platform S8 _EFIRR %L 6n % 22 (Al .,

a. WIREFE T Fohtt RS, 1T HMATARSIHRFFE Upgrading RS, BEEEHEHFIER
it
1E Install Plan TIE#L AR, TTHBIARIKSFE T Up to date,

b. #AREFE T Automatic #UAESKRES, ANREKEFRAISSMIBER TZLH Up to date,

. TETT RO AR AR M Up to date /&, 1£#¥ Operators - Installed Operators 4 1E B &2 4%

Operator B ClusterServiceVersion (CSV) BERAHINT . REKAKERXBAZERIFLH
InstallSucceeded,

*FF All namespaces... ZEER, JRETE openshift-operators 4 22 [A] H fiF 4
7 InstallSucceeded, BIIREHManHZEE, NHRZEH Copied,
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MREE :
a. f# openshift-operators 1E (#NRi%EF T A specific namespace... ZERER) HFH
openshift-operators W B ) pod BB, iX&{E Workloads - Pods Tl [ A i &5 1] & L&
HE— S HERR R,
8.5.2. {8 CLI M OperatorHub %%%

IRFTLAER CLI M OperatorHub &% Operator, A M#EFH OpenShift Container Platform Web #24)
B. £ oc A RAIBHEHT—NITHEI R,

SeREH
o (FHEA cluster-admin F RN 147 OpenShift Container Platform &2%,

o TEEMAIRIRE oc .

ff

A
1. & %E OperatorHub A& EF A AR Operator 55k :

S

I $ oc get packagemanifests -n openshift-marketplace

=1
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m

mongodb-enterprise Certified Operators 91m

etcd Community Operators 91m

jaeger Community Operators 91m

kubefed Community Operators 91m
L3R FATEE Operator B9 HE &,

2. 10EPRF Operator, DUIGIFEZHFHLEENFI 0T BE :
I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. — Operator 4 (E OperatorGroup X RE X) , EHEAFEFEBITMAZEE, EHEFANE
Operator BRI Ap 4 22 [A] R BYFT A Operator £ AT Y RBAC D5 IHIHY R,
1T 1% Operator BIfp R A TE B 5 Operator WL ER A MHITEH Operator 2H, B3R
AllNamespaces &3, tha5f SingleNamespace &=, IREE[HEFH AllNamespaces &%
Operator, Il openshift-operators #p# 22 5] 25 3& L8 Operator 2H,

INRBLREEM Operator % SingleNamespace #=, K& E LM Operator 4, M7ifl
BE—1
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f£1%# SingleNamespace &=, %2R Web BHIBIRARER S B HE
4h 32 OperatorGroup #1 Subscription i Rl &,

a. fl|# OperatorGroup *% YAML {4, %0 operatorgroup.yaml :

OperatorGroup X &R =l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. fi]# OperatorGroup X% :
I $ oc apply -f operatorgroup.yaml

4. fAIEE— Subscription & YAML 34, LAEH Operator iT[#— N pf2ZE[H, 40 sub.yaml :

Subscription X Rl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> 9
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources:
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requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector: @
foo: bar

%fF AlINamespaces 3 EXEF, 15E openshift-operators fn 22 [H], F, 5
SingleNamespace ZE1E R AT EMHE K L —p & 22,

ZT B E 89 & R,

Z1T %8 Operator BI& TR,

1214t Operator BB FIRM AR,

B RRMMAZEE, 5 openshift-marketplace I T2 1\ OperatorHub B3R,
env SHE L EFIEFH OLM A28 pod HAFEBSEHHIMNE L EIR,
envFrom S E L EEAHFPERINE L ERIRIIR,

volumes Z#E X OLM i1 pod L FENETIR.

volumeMounts S(E Y OLM 63 pod L FIZEIEH VolumeMounts FI1FR, 1R
volumeMount 5| HARZER &, OLM FiEEBZE Operator,

tolerations S#{ OLM I3 pod 7 X Tolerations 53k,
resources SN OLM 38 pod HffE B2 E L HRRH,

nodeSelector Z#°/ OLM |8 pod E . NodeSelector,

P00 90999029000 9O

5. /% Subscription X% :
I $ oc apply -f sub.yaml

LR, OLM B 7 #2RTi%ER) Operator, Operator BUSEEEIRSSARA (CSV) N HINTE B hrep £ 22 (A
H, E Operator 289 API 7] A F 68,

Hi 5w

® X F OperatorGroup
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5 9 E IeEZER@EH
£ OpenShift Container Platform Hr, HEIRANIAE LRI FMEH RN 2L Bk, BiRIZH—FBA,
RIAEMPEE—HBER. BABERT, MLZHERATE OpenShift Container Platform Web 124 A
Alerting Ul R EE, REE, EALIELE OpenShift Container Platform, FZH@ A EEINEB RS,
9.1 FEBRIAOEBINERRYL

1£ OpenShift Container Platform 4.7 1, AITE Alerting Ul IEEM A Zik, BRATRFEREREB WA *
FEMBEIARS, BRI LU OpenShift Container Platform ERE NIFER A S LA T R RIpEIN RS -

® PagerDuty

e Webhook

o FLTFHRYF

® Slack
W ERER B EENER, O ISR R EE SR A A SR, B, XEBEREEIAIX
F, BEREBAENASKENN AN R, REFEXBEEBMERTESKEEHE— N R L RS
4T IEBNAT B E [,

{#H watchdog EKEEHRES TIFES

OpenShift Container Platform 3R IhRE S & 2Ll 4 B9 watchdog k. Alertmanager EEREEERN
WARHIERF L% watchdog Zi3EH], IREEFBEREE NEEE LR watchdog BT BHME
B, XFLEI T E B R E IR Alertmanager #1538 3R 2 A BRI @15 7],

9.1.1. B EE Iz
AT R B EIRIENES, LURIR T MRER M E b,

FeREH
o TATLUFEAEBA cluster-admin A& 5N EE,

AR

1. 7 Administrator i ®, F#iZEl Administration —» Cluster Settings — Global Configuration
- Alertmanager.,

p= =1
HE, AT LLET notification drawer Vi[]E— T E, % OpenShift

Container Platform Web 1£%l& A L AR EENR, FHI1E
AlertmanagerReceiverNotConfigured Z{;® %% Configure,

2. 1E%TIER Receivers 884 #1555 Create Receiver,
3. 7£ Create Receiver R#.H1, 1l Receiver Name, AFMFIFKRAI%EFE Receiver Type.
4. IR E -

e ¥IF PagerDuty U285 :
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a. EFEEMRIEBIF R PagerDuty SRR EEA,

b. 70 PagerDuty Z22&#) URL,

c. MRBIHER FiRFIEHIFITH " EMEME, 715 Show advanced configuration,
o ¥F Webhook #I42S :

a. AINfE HTTP POST 3R & X BB =

b. MNREJRENT O MEFTIER L EAFRERMIENI LT, 151%FE Show advanced
configuration,

o N FHLFHRHEEINES
a. ANINERERMAXEEHE FER At

b. I SMTP EBEIFIE, SIFAXBMATHIL, FRA &R FHANERENMROS,
SMTP RSS2 B9 E M B AR ESIE .

c. EFEREEETLS,

d. AIREBFEVETGwEE N T BB ER X B ARTEVER, SgnE A FI@E M EXECE,

iH1%# Show advanced configuration,
® X F Slack #EULER :
a. 70 Slack Webhook B9 URL,
b. RINTFHER A EEIM Slack &=L A F %,

c. MREFBMVGET AN T ABRIFLLZCETWER, SRERTFASGRE, Hik
¥ Show advanced configuration, A RTLUERF BB B F BB RITNAF &,

5. RMINERT, MRMANERTHESMALERLENNE, FEAXEEKS, NREFEM
REVBEIREAE R EN SRR A T2 RERIREE

a. 7ER M Routing Labels £ A7 N RS B PR % & FRADME.
b. MMRBEMAIENRIER, 5% Regular Expression,
c. 1%%¥ Add Label SRRINE % BB ITE,

6. JEFE Create RO

9.2. HfL ¥R
o 5 3TeARt R

o EIHER
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