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INFE Telemetry M Prometheus BB MFIK, ES M L cluster-monitoring-operator J&{%
o

ERANERT, Telemetry RWREHEH, MREFREENERTRERRE, ESHTE
RIS,

4.1.2. X F Insights Operator

Insights Operator & E BN EE BFMAGHERSE R, BREM /NI ELEREXLEHIE, XEELALL
IIEHEECE, BIRME T Telemetry IREE R ANEIE.,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-within-minor
https://www.redhat.com/en/about/privacy-policy
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#showing-data-collected-from-the-cluster_showing-data-collected-by-remote-health-monitoring
https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#opting-out-remote-health-reporting
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OpenShift Container Platform i /" & LA#E Red Hat Hybrid Cloud Console _E# Insights Advisor ARZS
STRENERMNRE, MBLITEMAE, Insights RIREEFMANELR, FETRENER FREWMME
AR K R F B

Insights Operator A WEEMEFHAFNER, WAF A, BEKIUET, 0F A X Red Hat Insights ##E
WEMEEIER, ESM Red Hat Insights BB N BAERREM ,

LB R A AR EHE B LS -

o NAETEMEELNU, F7E Red Hat Hybrid Cloud Console £BY Insights Advisor ARS5 iR 47
R ARG L EhE

o BN MIMZFHIPARHER EMEE(E B KU OpenShift Container Platform

e {# OpenShift Container Platform BE],

HiBR
® Insights Operator A REHEA, MREFELEFTERLRRERE, HSATERILE
BRI,

4.1.2.1. Insights Operator IEM{E 2
Insights Operator MELLTER :

o BXREMKHAMMEBIGEE, RS EAERBIEMA OpenShift Container Platform kR A< F
PMERIAE K [A]E

o KBMEEXH (MARKGROCENEE) BT IRIIRESEHINE
o SRHAMh LR
o EZITHEMBNAIERER, URHAGHFAREIRE

e HX OpenShift Container Platform B88Z & (41 Amazon Web Services) LAKRERERTIE XA
HiE

o IR Operator &G T —NAE, NI&UkE openshift-* #1 kube-* 771 B 1 OpenShift Container
Platform &0 pod IR, XBERE. KR, ZR2LETX. BEE%.
Heth BT
o MNFETMRINMEZE Insights Operator WEREIE, 1ES 4 Insights Operator WEMEIE,
o FFALIEE Insights Operator BRI, FXIEHITTE. 205 Insights Operator BRI
B3UXK, 155 Insights Operator Li1H,
4.1.3. T fi Telemetry # Insights Operator HIEi

Telemeter Client M Prometheus API Y &R IZEBIRS (Bl R 51U, I RIF5IERE 4 2 30 # L1ZE|
api.openshift.com #F{T4M,

Insights Operator M Kubernetes API # Prometheus AP| RINEERTIEIBIR F T ER. ZARSEN
INEF EAZ BN console.redhat.com #{T4LEE, Insights Operator 8 A console.redhat.com FE&HTH
Insights 934, XA FIEFE OpenShift Container Platform Web ##]& 8 Overview TTE A S EH
Insights status,
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https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
https://console.redhat.com/openshift/insights/advisor/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#opting-out-remote-health-reporting
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#insights-operator-showing-data-collected-from-the-cluster_showing-data-collected-by-remote-health-monitoring
https://github.com/openshift/insights-operator/blob/master/docs/gathered-data.md
https://console.redhat.com
https://console.redhat.com

B 4 E A E R TR R TR

FIESAERNBEHEAEHZRE (TLS) # mutual IEBEIERIT INBEHGEHETT. PAEBIEELHE X
FETEEREVE R AR R AN E

FALIEE A BRI RAEET S RREIEA S RIERH SRZHR. HRPRMIXERETHEN, X
PRF £ 0 R B BRAE,

telemetry 1 Insights Operator &

-
OpenShift J

Container Platform Web
console
Kubernetes —> g hd
HemR

e & A X OpenShift Container Platform WiRHRMNEZER, HS ML ILE®,

o MFEBXREERXIE, LUK Telemetry # Insights J& Aim s BIFEE, 1HSRECE R ME

41.4. BROAERCERREEBENEZ TS

Telemetry W& BI{E E#MInsights Operator WEKEEHRIRE T 58 BRBEOLERREXNVEIERENE
5

/GNO

IASCHEETEERR D A, ZLIE SRR GRS maolE, MRMFMAY, MIcaEEE. FH/
MRS Rom, AR RN SRR, SRR R, R AL ARIEER R AR B8,

E 3=y ST
ZINER A — LR M SR R I R AR B EUE,
H=

LIRS R ATELINE R ER @ T Telemetry # Insights Operator £ ZEINEMEIE, LIRFENAFFE, 4118
AREARLICEMN ARG LS EFEKERZENMEBLRE, ZRBUEHESFEKEREFHTHEREVSRE
BFAXLIE” MBIER, NEBRRINES LSRN .

B=h

IETRER SR L E=HAE, BIKRE. SFIEMEZNFEESIE.

AP/ 5 B AEN Nk ER B RS

&0 AR BB A (5 F i A2 2 B 1 5 A 91 BAZE A OpenShift Container Platform Telemetry #0 Insights
Operator,

4.2. Brie R IR EE

YENEIEG, EALLEE Telemetry # Insights Operator WS HIFEIT,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#monitoring-overview
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#configuring-firewall
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#what-information-is-collected_about-remote-health-monitoring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#insights-operator-what-information-is-collected_about-remote-health-monitoring
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#opting-out-remote-health-reporting
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4.2.1. 7R Telemetry WS HIEIE
IR LLEE Telemetry YRS BIERBEFNZH (OIS [A] B U BB,

SeRFH

o L% OpenShift CLI (oc) .

o EfERAER cluster-admin &5 cluster-monitoring-view & &I &5 £,
ik

1. EI7E OpenShift Container Platform & E£HZ1TH) Prometheus ARZ5HI URL :

I $ oc get route prometheus-k8s -n openshift-monitoring -o jsonpath="{.spec.host}"
2. VilAltk URL,
3. 7£ Expression Ffii AE 1054 F = Execute :

{_ _name__=~"cluster:usage:.*|count:upO|count:up1|cluster_version|cluster_version_available_u
pdates|cluster_operator_up|cluster_operator_conditions|cluster_version_payload|cluster_install
er|cluster_infrastructure_provider|cluster_feature_set|instance:etcd_object_counts:sum|ALERT
S|code:apiserver_request_total:rate:sum|cluster:capacity_cpu_cores:sum|cluster:capacity_memr
ory_bytes:sum|cluster:cpu_usage_cores:sum|cluster:memory_usage_bytes:sum|openshift:cpu_
usage_cores:sum|openshift:memory_usage_bytes:sum|workload:cpu_usage_cores:sum|worklo
ad:memory_usage_bytes:sum|cluster:virt_platform_nodes:sum|cluster:node_instance_type_coL
nt:sum|cnv:vmi_status_running:count|node_role_os_version_machine:cpu_capacity_cores:sum
node_role_os_version_machine:cpu_capacity_sockets:sum|subscription_sync_total|csv_succee
ded|csv_abnormal|ceph_cluster_total_bytes|ceph_cluster_total_used_raw_bytes|ceph_health_s
tatus|job:ceph_osd_metadata:count|job:kube_pv:count|job:ceph_pools_iops:total|job:ceph_pool
s_iops_bytes:totalljob:ceph_versions_running:count|job:noobaa_total_unhealthy buckets:sum|j
b:noobaa_bucket_count:sum|job:noobaa_total_object_count:sum|noobaa_accounts_num|noob
aa_total_usage|console_url|cluster:network_attachment_definition_instances:max|cluster:netwao
rk_attachment_definition_enabled_instance_up:max|insightsclient_request_send_total|cam_apy
_workload_migrations|cluster:apiserver_current_inflight_requests:sum:max_over_time:2m|clust
er:itelemetry_selected_series:count”,alertstate=~"firing|"}

tZ B E &l Telemetry X IE7EiZ1THY OpenShift Container Platform 5£2£#9 Prometheus RS FR
MBgiER, FHREH Telemetry YWEM TZEER H]FHIEE,

4.2.2. i 7% Insights Operator I EE
KRBT LLEE Insights Operator AR HIELIE.

SeRFEH
o FHEZXR cluster-admin B &I 1 £E,

it =
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1. 77 Insights Operator E i HHIEIEZ1TH pod BYEFT :



B 4 E A E R TR R TR

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator WENRITHIEER :

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EZ#4 A 7E insights-data B 3,

4.3. NME iz @Rk S8
A A T o SR BN 5 FB 1 R B,
B AR RS, R
1. 1532 RER pull secret, LUBARLTIRERERE,

2. BEITERE, DMERAXMEREM pull secret,

431 ZERATERRIRENER
£ OpenShift Container Platform &, AP RILLEFERIREFERER. B2, L8810 EENEER IR
SR ERE, WEFIREEGXZRE, RANEFT# RAN SN, EENERLEE
FRMEIT I FIAF) T F2, FF1E Red Hat OpenShift Cluster Manager ARZS 1R BEEEBE R ELUT 15 4R 5485k
g, BMERERE T INEREPREAXNIIE, A MR /E A REME
AERREINEE, . XFFEEAEEINEHRS S5 OpenShift Container Platform 2R H #%, FXT
7% R ] R B R R R
EERNMEREENERN—EEREE -

o NMFELBRIRNEE, IEFHITENE"RARBEKRI, UREHERFIERIKR.

o /[IENTEFEREBEREREF Y RE/FER, BEAFEFIANHIHKEENEE.

® Red Hat OpenShift Cluster Manager §T0/& B R EHIERBEIE, SERRIMEABRER.

o NEBIFERBERIREIEE, EUFEIT console.redhat.com FahHI AEBITT HIRIUE B,

ENETEZBRMLEH, Telemetry # Insights BB @ id EMRE B IERRE.

4.3.2. 1L BER pull secret, UZRLERERIRS

e BRI B £ BEEE pull secret, UERLEREERE, ZIRIEFRANZA Telemetry # Insights
Operator,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

T
1. IELBEEE pull secret FEEIAMSTH RS,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#insights-operator-new-pull-secret_opting-out-remote-health-reporting
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#images-update-global-pull-secret_opting-out-remote-health-reporting
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I $ oc extract secret/pull-secret -n openshift-config --to=.

2. TEXAYwEE SR SRR T 28 .dockerconfigjson XX {4,

3. Mk cloud.openshift.com JSON &8, 0 :

I "cloud.openshift.com™:{"auth":"<hash>

""email":"<email_address>"}

4. RIFIZXH

WA, MATLAEER, EREWNEM pull secret,
4.3.3. B2 HE&Ef pull secret

e LUR T B M BT8Y pull secret ST INETHY pull secret REFHEEHL B pull secret,

LR EREMB registry FHEFRIGEMAFE R RESEPM registryff, FEXMITTE,

Digk

==
[=]

B TRWIHEE NFTE pull secret, XAl E RHISEEER T B4,

FRFH

e LAMEREA cluster-admin & &I i 0] £ 8,
pi% &2

1 AL - BYEETE pull secret MEANZEIELA pull secret A, HSERIATHEE ¢
a. HIALLT 84 T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. I ALLTF6n 4 RANMF pull secret :

--auth-basic="<username>:<password>"\

$ oc registry login --registry="<registry>" \ 3
--to=<pull_secret_location>

RIEFTH registry, BRI LAER— reqgistry FEE SN CZE, F40 : —-registry="
<registry/my-namespace/my-repository>",

@ RU registry WL,



5B 4= mid R R T R R LR
9 R4 pull secret XHRIERE,

A, B L pull secret XEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VR ZERET R, JEFE—LNHE, EFBURTEREKX/N,

M OpenShift Container Platform 4.7.4 FF18, *f 2/ pull secret BN ABALAL
TREZEHES,

4.4. {FFH INSIGHTS & Pl & B ch iy n] i

Insights &R & 24T Insights Operator ZEXMIEIE, OpenShift Container Platform F F B LATE Red Hat
Hybrid Cloud Console £BY Insights Advisor ARZS 1 TR IR &

4.4.1. X7F OpenShift Container Platform BJ Red Hat Insights Advisor

IET LUE A Insights Advisor 2 F1 412 OpenShift Container Platform 2B RS, TILER
SFHEANEHAR SENEMIBIERX, BTN EARESFMRSATRE. B, RSN
Eljﬁo
Insights REEFH—1 &V WEIREEKEE D47 Insights Operator X EHIEIE, XR2AF OpenShift
Container Platform & FRISIREHRME, AT, EHIEIER £1£ 2] Red Hat Hybrid Cloud
Console EH Insights Advisor fR%S, AT LAHATLLT#24E -

o HESHZRERIMIIEE,

o ([FRATSEATIEINEE, MR XL

o THMELAXHFREIL. THRE(FENNKIFEMAER, HINENANRERESERIFRRS
%,

o SHMAMBMBERESFLR,

4.4.2. 7 f& Insights Advisor Ei

SEAT B RASER, BT RENRS TR, B, HeEREMER AT, XEER
£ 7E Insights Advisor IR, HIEUTER :

e Name : BXEIUHFEZHR
® Added: TEFE A E Insights Advisor VT4

e Category: M2 EA AN RS ATAM. B, MRENEEMER N EFZMN
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https://console.redhat.com/openshift/insights/advisor/
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o Total risk: MSE X Bt 4R B (1 E RSB BT BE14E R EBIE, AL ELLTIE RS R
i

e Clusters : IO EIBR LR TR
e Description : XN AN EEME, SIEEN BRI

® Link to associated topics:ZLIEHIHHXE 2

4.4.3. GRER P RETE R

AT T #{A7E Red Hat Hybrid Cloud Console £ Insights Advisor & (77K Insights /&

HER, Insights REESMENERF ETRHEHER, JEERTRERSWY, MEFERT DA, =
KT — DRI

FRFH

o RREELETE Red Hat Hybrid Cloud Console #3E##,
o SHTIERERE (XRMINKE) .

o ZEXEF| Red Hat Hybrid Cloud Console,

it =

1. #£ A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,
RIBELER, Insights Advisor R LR TZ—

o MR Insights B L IEM A, NFRKINTERIELL,
e Insights BB AIREGISR, BNESH (K. . EZM™E) .

® Noclustersyet, IR Insights & BRHER. XTOMKREERBHRE. FMHEEIE
Eﬂén}:_LEﬂFﬁno

2. NREREMAE, 15RTEEREN > FFR T B8 i,
RIBEBEA N, F40ERLTUEERELEE XL NHENE S (E R,

4.4.4. 5 7RFRA Insights Advisor 1Y
ZKINER T, Recommendations (R REE PN BRI, B2, EALLEE advisor IH14 Y
AR
SoREH

o HATEEEEMRE (XERINEE) .

o £ EETE Red Hat Hybrid Cloud Console ;£

o ZEXE| Red Hat Hybrid Cloud Console,

it =

1. #£ A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/register
https://console.redhat.com/openshift
https://console.redhat.com/openshift

B 4 E A E R TR R TR

2. $ Clusters Impacted # Status i3 E2335189 X BT,
WAE, ERILAN SR BEIRTE BEE

4.4.5. 2 Insights Advisor 1
A IR ARMEENEFREIN, UEeTBHNERS . TURARNEESMAERNEI

2T R B A T AR 8,

SERFEH
o HHTIERERE (XRBIANKE) .
o REEELETE Red Hat Hybrid Cloud Console #3E#,

o ZEXE Red Hat Hybrid Cloud Console,

it =

1. # A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,
2. REEANEBINEN, BFERRIS—HEI@E,
3. BHBEANEENEI

a. M 1Z&EEH Options FH , #AIE = Disable recommendations for cluster,
b. HAUIBAF T &RTF.

4. ZAMBSREFNEI
a. = Actions — Disable recommendations,

b. HIAULBAF # i &REF.

4.4.6. )5 A2 BIZAM Insights Advisor &1
URTESERHNEZRA T —PEIUE, HEARBEAEZ Insights Advisor BRI, EATLLESULIT A,

SERFEH
o SHTIERERE (XRBIANKE) .
o RREELETE Red Hat Hybrid Cloud Console #3E#,

o ZEXE| Red Hat Hybrid Cloud Console,

it =

1. #£ A Red Hat Hybrid Cloud Console _£#J Advisor - Recommendations,

2. % Status - Disabled i1 JEE1,
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3. HEE AR

4. == Options 3 , $AJE = Enable recommendations,

4.4.7. 7f web 12§ & # 7R Insights K&

Insights REE DT IEHIEEEE, A LIFE OpenShift Container Platform web $4I& & B R B IHFINEREE
FERERRS, RS ERAE LG R REEE, LUKk OpenShift Cluster Manager iz & BI5EE.

FERFH
o EB¥TE OpenShift Cluster Manager A3EMf,
o FHATIZEERRE (XEBRILNXE) .

o B E[fiE| OpenShift Container Platform Web #Z#lI5&.

it =

1. £ OpenShift Container Platform Web & #i# A Home — Overview,

2. R Status *_LEH Insights,
HHE O T RN E 2 HAEE R, REMIIEHIHEE Insights Advisor REIFTEEELL
LEREZIFIE,
4.5. [ INSIGHTS OPERATOR
Insights Operator R E KR EFAGHHEREER, REM/NNMEILIERSILEHE, XLEEFRIE

INEITEERE, TIRM T Telemetry IRE TR ABEHE. OpenShift Container Platform 7 & LATE
Red Hat Hybrid Cloud Console £/ Insights Advisor R%S & TRk,

HEeKR

® Insights Operator A REHEA, MREFELEFETERLRRERE, HSATERILE
BRIk S,

e HX{HA Insights Advisor KIERFHRIAFMESER, HSHEMA Insights R &R EY[A

B

4.5.1. 7% Insights Operator 714

Insights Operator fHE IR F E1EEEEM openshift-insights i & 2 A h M ERF, EAUTEHHAE
% Insights Operator AR HIEHIE.

FeREH
o FHEZR cluster-admin B &I 1 £E,

it =

1. 7 Insights Operator Z¥{IEFEiZ1THY pod I :
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://console.redhat.com/openshift/insights/advisor/
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#opting-out-remote-health-reporting
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/support/#using-insights-to-identify-issues-with-your-cluster

B 4 E A E R TR R TR

I $ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-

headers --field-selector=status.phase=Running

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data

@ = <insights_operator_pod_name > &1y b — 4 fi) pod &R .

Insights Operator &3EF#4 A 7E insights-data B %,

4.5.2. & & Insights Operator W FFLEHT (]

R LAEE Insights Operator fEIf A RINEFHHP I ENER. XBENTFE T Insights Operator iR

EAE R Insights Advisor B[],

FeRFH
® Insights Operator 4B &I A,

Y=

1. 7£)9#47h, #T7F /insights-operator/gathers.json,
X85 Insights Operator ERIEFIRK :

{

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors™: null,

"panic": null

}
Q duration_in_ms 28 MNREREMEE (ZBR) .

2. RESMMEREESHERERBR.

4.6. EZ BRI ERLERERIRS

IR LAFSHIREEF L% Insights Operator 7744, LUE M 32 BRFL% AR i2 i (IR,

BIEZ R FE A Insights Operator, AT :
o B]# Insights Operator BB,

® f¥ Insights Operator 44 £ %% console.redhat.com,

4.6.1. £l Insights Operator 7714

TR AIER Insights Operator BB FEMMIEIAR, LLEZEl cloud.redhat.coms
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FRFM

e Ll cluster-admin /" 519 & 5 OpenShift Container Platform,

it

1. B YEHZITH Insights Operator pod HI&ZHR :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. M Insights Operator &2 & #ll RIL I EIEFS -

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EF#4 A 7E insights-data B #Z,

4.6.2. k1% Insights Operator 7744

IR BT LU Insights Operator F#4F 5 £ E| console.redhat.com, LUZBTETERI A,

SeRFH
e Ll cluster-admin 5 19 & 5 OpenShift Container Platform,
o A —/NEEEIKM; R PREIA T FuL,

o REHET Insights Operator IHH4MEIA,

iz
1. F#: dockerconfig.json 3Zf4 :

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. %%k 8 dockerconfig.json XX {4#) "cloud.openshift.com” "auth" 5 :

{

"auths": {
"cloud.openshift.com”: {
"auth": "<your_tokens>",
"email": "asd@redhat.com”
}
}

3. [FEMLEZE console.redhat.com :
$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F

"upload=@-<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload
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https://console.redhat.com

5 4 F B RS RI TR R
Heh <cluster_id> 2% ID, <your_tokens E¥H pull secret BI55HE, <path_to_archives 2
Insights Operator JTR4HIER R,
INRIZIERTD, ZpHSRRE "request_id" #1 "account_number" :

i th o B

* Connection #0 to host console.redhat.com left intact
{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,

2. mAMmERFB Cluster 3 &,

3. BEETRERTE, REBREW.

4. FTFEEEH Insights Advisor £,
MR EERKD, MERETRUTZ— :

e INR Insights Advisor &8 X IR [, KRFREMEHSET TMERIL
® Insights Advisor f2 BB [AIATISR, RNSEHIHES (K, . EEN™E) .
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5 5 F WEKEFHE
TEIR R ARSI BN R E R EHE R, ATLAESBhZLIE S fr N IR AT HERR IR R,
BIEIR M
e {#FH oc adm must-gather 5 K HIEIE
o [IE—HEYSREE ID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERHER, % :
o FHRE L
e RFAE
FINERT, oc adm must-gather 63 {5 FARINRIEH R, HEA ./must-gather.local,
A4, EALERSENSRZTHTRREEFKER, WELITER2 AT

o EBREE—PHRLNFEINBENEXIEIE, 15EMA -image SEFESR, NLLTERD AR,
o -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.9.0

o EWLEHITHRE, 1E#F M -- /lusr/bin/gather_audit_logs 2%, LTI R,
BN

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% E,E
FEARINERESHN—ED, TRWEHITBERENIHIIKRN,

L1%i21T oc adm must-gather I, 28 IIEH P OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHBUE, FHREFZELL must-gather.local FFLHI— PN ETERA, EREYFITEBERPOIE

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

5.1.1. HAMEZFFIRE BN ERIFIE
& A £ oc adm must-gather CLI f5 5 R X ERERNFHE R,
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FeREH
o FHEZR cluster-admin B &I 1 £EE,

e B %% OpenShift Container Platform CLI (o¢).

T
1. #AEEZ % must-gather HIEH B %,

L

INRERFEAZIRMLS, NFEHTHANT R, MREHEENBHFHEROCERT—

MEER CA, BB NMEER CARMBIERF R, N FZRMLLHEIAR
BEE, w5 ARIAM must-gather BHRIE R,

I $ oc import-image is/must-gather -n openshift

2. 1217 oc adm must-gather f5% :

I $ oc adm must-gather

p= Y=
HHX NS 2B FEARENL control plane T s, Akl pod ATRER B AEEIL T
NotReady #1 SchedulingDisabled X/ control plane 7 .

a. fORELaHRI, B0, BLEEESREFFIE pod, NIEM oc adm inspect &% R INESF
EHRIE R,

@ -
' THIRES LB ST R LURBUEF IR B BTRE B

3. MI{EBRHNINIGIER must-gather Br O — L4304, B0, EEA Linux BIERSH
AL EETU T4

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %50 5% must-gather-local.5421342344627712289/ £ i /5L B £ & 5.

4. FELLNEE 11 Hp o IR B Im] A A b 20 S48

5.1.2. WEE X ENREREIE

&0l 877 % oc adm must-gather CLI 9555 --image =X --image-stream S35 & AR KER XFE
TheeryiiifE 2. must-gather TEX LN, SXFEEERTRBITZITEN P RRES N IREREIE.

3 5.1. T must-gather Hifk
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Image

registry.redhat.io/container-native-
virtualization/cnv-must-gather-rhel8:v2.6.10
registry.redhat.io/openshift-serverless-

1/svis-must-gather-rhel8

registry.redhat.io/openshift-service-
mesh/istio-must-gather-rhel8

registry.redhat.io/rhmtc/openshift-migration-
must-gather-rhel8:v1.7

registry.redhat.io/ocs4/ocs-must-gather-rhel8

registry.redhat.io/openshift-logging/cluster-
logging-rhel8-operator

registry.redhat.io/openshift4/ose-local-
storage-mustgather-rhel8

i

OpenShift Virtualization FIZIRINE.

OpenShift Serverless BIZIE IS,

Red Hat OpenShift Service Mesh BI#IE IS,

MTC BIEIRIRE.

Red Hat OpenShift Container Storage BRI,

OpenShift Logging FIEIEINE.

Local Storage Operator FU%IRINE.

E LRSS ETHEEBUE A BRI must-gather #3E, &R0 --image-

stream=openshift/must-gather 23,

FeREH
o FHEZXR cluster-admin B &I £,

e B %% OpenShift Container Platform CLI (o€).

it =

28

1. #E ATZf% must-gather 21 E %,

2. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, &M
LUF ap 5 e ISR BRIV BEEUIEFD OpenShift Virtualization $FEE & -

$ oc adm must-gather \

--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel8:v2.6.10 g

ﬂ 2R\ OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization BJ must-gather 53§
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AT LUKt must-gather TE SN SEIEBEC(ER, LURESREEF S OpenShift Logging #l1 Red
Hat OpenShift Logging Operator #XBIEHE, *fF OpenShift Logging, iZ{TLAT &4 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-

logging-operator \
-0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
— health
—— indices
—— elasticsearch-cdm-1p8I38m0-1-794d6dd989-4jxms
—— logs

operator")].image}’)
— latest_documents.json
|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms

il 5.1. OpenShift Logging B must-gather i =l
— cluster-logging
F—clo
—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr
—— cr
—— Ccsv
—— deployment
—— logforwarding_cr
— collector
| |— fluentd-2tr64
F—eo
—— Ccsv
—— deployment
—— elasticsearch-operator-7dc7d97b9d-jb4r4
—— nodes
— install

— cluster-elasticsearch
— aliases
—— thread_pool
—cr

F—es
—— nodes_stats.json
—— co_logs

— install_plan

—— olmo_logs

—— subscription

L— kibana

—— cr
kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
L namespaces

— openshift-logging
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— apps
—— daemonsets.yaml
—— deployments.yaml
— replicasets.yaml|
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
configmaps.yaml
—— endpoints.yaml|
—— events
—— elasticsearch-im-app-1596020400-gm6nl.1626341a296¢c16al.yaml
—— elasticsearch-im-audit-1596020400-919n4.1626341a2af81bbd.yaml

—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
—— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods
|— cluster-logging-operator-74dd5994f-6ttgt
|— cluster-logging-operator

—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
L— cluster-logging-operator

|
| L—Iogs
| — current.log
| L previous.insecure.log
| L previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry

L cluster-logging-operator-registry

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db

L— mutate-csv-and-generate-sqlite-db

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
—— elasticsearch-im-app-1596030300-bpgcx.yaml|
—— indexmanagement

L— indexmanagement

L— logs

—— current.log
—— previous.insecure.log
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| L— previous.log
— fluentd-2tr64
F— fluentd

L— fluentd

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— fluentd-2tr64.yaml
fluentd-init
L— fluentd-init

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— kibana-9d69668d4-2rkvz
— kibana
L— kibana

L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy

L kibana-proxy

L— logs

—— current.log
—— previous.insecure.log
—— previous.log
L— route.openshift.io

L— routes.yaml
L openshift-operators-redhat

3. MI{EBRHNINIGIER must-gather Br O — N E4E30 4, B0, EEA Linux BIERSH
HENLZITU TGRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ @)

Q %50 5% must-gather-local.5421342344627712289/ & i/ 5LFr B £ & 5.

4. FEZLMEE 71 oy SERE [a] A b PR 4 S 4

513. &E&HItBE

EALUREHEITER, BI25REMBREEN FHIFICYE, IEREMRS. EEAHEMRAHGF
RS —RIED), EELUREL T ITRGE -

e ctcd RSS2
e Kubernetes API fR5525

® OpenShift OAuth API R%5 23
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® OpenShift API lR552%

it

1. {8/ -- /usr/bin/gather_audit_logs 777&;21T oc adm must-gather &ip % :
I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. MI{EBRHNINIGIER must-gather B xR O — N E4E30 4, B0, EEA Linux BIERSH
HENLZITUTRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 @)

@ ¥ must-gather-local.472290403699006248 &ty 37 B T A
3. TEZLNEE P A R S B r) R0 R B b 4 ST 4

5.2. FKEXEEEE ID

ERIEXFHREE RN, RUEEHNE —ITMARTRBEERE, ELUER OpenShift Container
Platform Web ##I& BB 7 &R ID, EIAF LA web #5153k OpenShift CLI (oc) FTIREREEF
D,

FeREH
o FHEZR cluster-admin B &I £,

o iR R&EH web ZHEA K OpenShift CLI (oc) o

AR
o {HF Web #HIBFZHFIFHEHBINETER D :
a. MIEESMZE (?) help- Open Support Case,
b. Cluster ID IEREBENET ,

o {EM web A FINIRENER ID :

a. 2% Home - Dashboards —» Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZ{TLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.3. X F SOSREPORT

sosreport —“™"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
GWEREIFE. REGEMZIHMIENTIE, sosreport I8t T —FITER A IERINER X T B2
18 2 R B A LUR A LIE T FF LA 1T 1217,
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E—EERT, AIEXFATREKSERENREE OpenShift Container Platform 7 s I 5 sosreport 744,
flan, BN UREFSEEERS BEHEMEE IIETE oc adm must-gather Hij B BIFH0F 17 s BIRFE K
?EO

5.4. /) OPENSHIFT CONTAINER PLATFORM &£2# 17 R 45 SOSREPORT
U35

y OpenShift Container Platform 4.7 5£8# 77 s £ X sosreport FIE I 5 iA 2 @1 debug pod.

SeRF M
o RAEILUEMESA cluster-admin & EE 10 R,
o MEFEBEARIIEHA SSH 1 [FITLRR,
e B%% OpenShift CLI (oc) .
o (EBELINETETT KBTI,
o MBLIIEE MK,
o HEA—NIIEXFFFE ID,
AR
1 IRERERF T RFUR -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HFITRELHFIEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

EIE B IR M i AT E NoExecute SR debug &1, 1EME dummy & ZERIN—NE
FR, FF7E dummy a4 28 (B F/E5h debug pod :

I $ oc new-project dummy

$ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {
"scheduler.alpha.kubernetes.io/defaultTolerations™: "[{\"operator\": \"Exists\"}]"}}'

I $ oc debug node/my-cluster-node

3. ¥ /host i% &7 debug shell AR E R, debug pod 1E pod 1 /host F#EE EHLHI root ST
RE5, [FREFH /host, ERILLETENTHITIREPSEH ZIHHISTH -

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.7 &8 A%, BT Operator KRN ALK ER, FAEVUER
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1ER OpenShift
Container Platform API RA[F, K kubelet EBHR T s ETSEIEE T/E, oc 2 1F
MEZEIRM, EXMERT, TLUER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A]T7 m,

4. J55 toolbox B2y, HAIIHIZIT sosreport FTEEHI — 3§l ST FNIEH -

I # toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fi v fiH 'toolbox-'

already exists.Trying to start....{# F§ podman rm toolbox- fiIfR EE7EiZ1THY
toolbox® 28, FHEMITHI toolbox B25 LU 72 sosreport 1& {4 H TR,

5. J5% sosreport 914,

a. 1517 sosreport % F/5 F crio.all #1 crio.logs CRI-O &255|% sosreport ff :

ii,
I # sosreport -k crio.all=on -k crio.logs=on ﬂ

Q -k ALLEEERINEZ S E L sosreport EESEL,

b. 127R/G1R Enter BYRLE,
c. IRELIMELFFRHE ID, sosreport I ID RINEIFEREHISTE L,

d. sosreport ¥iiHHIRHEE T VIRSBIAIEBH checksum, LA RAIHIH BB #F A ID 01234567

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4e

Q sosreport IS ERETE chroot &2 4, EH toolbox BEFRTE /host HEFEH
BIAR B %,

6. FERAUTAEZ —NIIEZHFIZME sosreport TR LUE DT,
o I3 EHEM OpenShift Container Platform $£&% £ (% BIHI A LGS # A/,

a. 7£ toolbox &3, =17 redhat-support-tool 57z 14 & M N B I L1082 R 7]l 5
o IXANRBIERFEE 1D 01234567

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz
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Q toolbox BT EHNBIMRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERIR,

o fixf ERBIHALIE A,

17 oc debug node/<node_name> f45H%E sosreport 714, FIEHIHEER IS4
Lt SR E 2R HE LA oc debug &1F :

a. ]

node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-

iz

==

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
01234567-2020-05-28-eyjknxt.tar.xz

debug G ENBIR B FHEEEF /host, EIRERFERMBIIXHERN, 518
debug BHERMIIR B RILXTRE, S1E /host.

k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.7 &8 R A A4, BT Operator KN &R
B, TENER scp MERET = (£H) sosreport /348, X T mHIL
accessed {58, {BE, 02 OpenShift Container Platform APl A& F,

= kubelet B T RETEERE LI, oc BRIENSZRIRN, EXFHE
RF, AILLETIZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M7 52 E il sosreport 14
X4,

b. # A https://access.redhat.com/support/cases/ FBIEIA Al E,

it
c. %F¥ Attach files FiRIRR L %1%,

5.5. & BOOTSTRAP T2 H &

INREE|S bootstrap #HXBIF#, BILAM bootstrap 17 mUi& bootkube.service journald 5 5t H & #]
';?é\%% E le:‘:\O

FoRFM

o EHZ| bootstrap 7 s SSH 15 AT R,

e BB bootstrap T RHITEREE A,

it =

1. 1£ OpenShift Container Platform Z&&i1 21, #E1f] bootstrap 17 s bootkube.service
journald =55 A, & <bootstrap_fadns> &y bootstrap T/ mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap T mLEH bootkube.service HER¥iH etcd connection refused 5
R, IXFR7~ bootstrap BRZ5 28 TIETE control plane Tis (HFRH master T .5) +
E#EE etcd, EE control plane TR E/AE) eted BT mBINALREE, XMNME
BRRZREL,

2. fEF bootstrap 7 s £ # podman M bootstrap 7 B R KEHE. ¥ <bootstrap_fadn> &
M bootstrap T REITERIREFH S :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.6. &R &2 JOURNAL B

&R LATE IR IT SR BE T 289 /var/log R4 journald Bt HEFE AR B,
SeRF M

o AEILUEMESA cluster-admin & &R 10 EE,

o APIIRFS DA LUEE THF,

e B%% OpenShift CLI (oc) .

o MEEREIENM SSH Ui FIHR,

it =

1. & OpenShn‘t Container Platform &2£77 s # kubelet journald £t HE&, LA FREIE S
control plane TR (HBH#H master 17 )

I $ oc adm node-logs --role=master -u kubelet ﬂ

ﬂ RIBIS REH: kubelet LB HEM A ITHE,

2. MEBT =L /varllog/ THREFERINERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHAE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, UWTFRAIHEFEBRAE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

c. MR API TEEBTIIE, 5HA SSH REEBNTREMARER, UTRAIZ
/var/log/openshift-apiserver/audit.log FIEZFHIA A :
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$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

2 3

cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.7 &8 A2, BT Operator RN ALKREER, FEIL
63 SSH Vi SEBE T s, T s RPRIC N accessed {5, TE 0BT SSH
WE M EIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T R ETEEE TE, oc BEFRSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
=1

™o

5.7. M OPENSHIFT CONTAINER PLATFORM T Ak B R N E M 4% B ix
(TRACE)

EHES ML XH OpenShift Container Platform [AIRIRS, ZL08 A AES MIFERT OpenShift Container

Platform &85 1T R MEFE R 2RI RKMBEEIEEEER. 7E OpenShift Container Platform ARIETEM%
trace VI 5L 2@ debug pods

SeRF M
o RAELUEMESA cluster-admin & &1 EE,
e B%% OpensShift CLI (oc) .
o (EBELINEIET KBTI,
o MBLIIEE MK,

o MEA—NIEZFFFRIF A ID,

=

o EMEEAEFIEHAE SSH 7 FHR.
it =
1. REREREF T RIS

I $ oc get nodes

2. EEWHTREHAA—D debug Rif. HHFIERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1 debug shell FEUIR B, debug pod 7 pod ) /host FRHEH EHLH root XHH
Gt FRERBN /host, EAILLUETENAIHATIRR PSS/ Z 64 -

I # chroot /host
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p= =1

1217 Red Hat Enterprise Linux CoreOS (RHCOS) J OpenShift Container
Platform 4.7 8T m A2, BT Operator N KRR, FEIER
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1ER OpenShift
Container Platform API RATF, % kubelet ZEB 717 m LA IES TIF, oc #E

NSRRI, EXMERT, "ILA#EMA ssh core@<node>.<cluster_names.
<base_domain> 3 ijj[A]T7 m,

4. 7E chroot IMEHEHIE RIRER T RO &
I #ip ad
5. J55) toolbox F2%, HAGIEIZ1T sosreport FTEs B Z i &l ST FIHEM -
I # toolbox
pa -3
INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'

already exists.Trying to start.... Z# & tcpdump HIL A, EEA podman
rm toolbox- MIFRIEFEIZ1THI toolbox 25, FHEMFT toolbox B2,

6. TEEE T mA/E5) tepdump 215, FHHEEBEIFHE X EH, XNRHER ens5 /EAHEAO
2FE

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

@ tcrdump BISCHBAEIE chroot FEZ 5, B toolbox FERTE /host At E EHHIIR
E%Q

7. MR R EBBESBBE topdump I, HRIRUTSUERLE,

a. AEBTrA25 ID, chroot host i 5T iX—4 A B crictl 85, E M toolbox B231E /host
REHENARE X :

I # chroot /host crictl ps
b. AERRMNIIRR ID, EAHIFR, & ID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. ERZHB LB tepdump 1%, FEHEEREHEIKA IS, AFIFEH 49628 1EHEZH
##2 ID, ens5 2#O%F, nsenter oA ABIMFRRNMEE A FHEMZE R FZITH
%, EARFIPHBEIRHARE—NBHHE D, tecpdump S MENER SRS RZH P
1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap.pcap ﬂ
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Q tcpdump 3 SRS RTE chroot F1tE 2 4k, F ) toolbox BEFRTE /host FEHEM

BIIR B %,

8. HRLITAZEZ —MALIEZFFRME tepdump K STHFH T DM,
o I3 EHREM OpenShift Container Platform $£&% £ % BIHI A LGS # AR,

a. 1f toolbox 23, 21T redhat-support-tool $51% X {4 B Mt 0 B ENA L1008 32 35 n] il B
R, XARBIER REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERIR,

o fixf ERBIHALIE A,

a. 1B17 oc debug node/<node_name> 45 H%E sosreport 714, FIFHIHEER IS4
.

Lt S EREE 2R HE LA oc debug &1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BEF ENBIR B FHEEEF /host, EIEERFERMBIIXHERN, 518
debug BHERHIIR B RILXTRE, S1E /host,

-

b. 1

FRFM

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift
Container Platform 4.7 871 | AR 28, ©KHIF Operator %fﬁﬁ%ﬁ
B, FENER scp MEET R ZHI tepdump FISE, XRFET R
HI accessed {58, B2, #1R OpenShift Container Platform API R |]
F, =k kubelet EBIR T R LETTAILEE T, oc BIENASZRIR, X
iERT, TLUZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M—/T7 s E il tcpdump
R

A https://access.redhat.com/support/cases/ FREIIIA X (0] /4,

b
c. %H¥ Attach files FiRIRR L %1%,

5.8. NZLIE X IF IR IZ R EIE

TEfi# )R OpenShift Container Platform [A&}, 4TI AIERBERTIFIZMEIE LE B FFRASR A, X
AILLEITAIIEE ] Mtk fE A redhat-support-tool #4345 E## M OpenShift Container Platform 5%
EERIST R,

o ATLUFEAEA cluster-admin BA&IAE iR EEE,
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o MBEZEHEIEMNB SSH 1 IR,
e B%% OpenShift CLI (oc) .

o MELIEIET HREHIT I,
o MAELLIBES 1 KL,

o MEA—NIEZFFFRIF A ID,

it =
o SEILIMER T MISFHZ TR £ 1% BB LSS I R e,

1. {8/ oc debug node/<node_name> 3 fE— > OpenShift Container Platform i R &
BRI, FREEEEREIXMEH, L/L'FTW'JH debug &25H# /host/var/tmp/my-
diagnostic-data.tar.gz £ #lZ| /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BAFENMIRE FHEHEET /host, FEIRER T HEEMBIIXMHE, 51 debug
BERBRE R4 R, B1F /host,

k

-

i21T Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.7 587 m A ] 48 E‘{Z‘Ziﬁﬁ? Operator RN FAERBEN, FEIN
5/ scp MEEETY Efﬁﬁuj{ﬁ: 2T I accessed 158, BE, MR
OpenShift Container Platform API A A, = kubelet EEIRT RETIALE
EILE oc BIEREZRIRN, EXFERT, ALUER scp core@<nodes.
<cluster_name>.<base_domain>:<file_path> <local_path> \— 1= &
HIIZ R ST

2. 3 https;//access.redhat.com/support/cases/ HEIFNA S35 | &,
3. i Attach files FiRIRR L &2 30,

o FIZHTEIEE M OpenShift Container Platform $£8% L (& BIIN A L8 7] i s e,
1 IRERERF T RFUK -

I $ oc get nodes

2. EEWHTREH A= debug Rif. HFTRELHFIEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host 1% 4 debug shell IR B %K, debug pod 7 pod R /host qﬂhjﬂiiﬂ‘ﬂ,ﬂ’ﬂ root X
HXR5, MIRBRUN /host, EAILLZITENAIHITEREH T EM ZHHISX :

I # chroot /host
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B 5 B WERERHER

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.7 &8 A2, BT Operator RN ALK RER, FEIN
B SSH U RIS R, TREARIRLH accessed 15 R, BE, MR

OpenShift Container Platform API R f, 5k kubelet £ B IR T R EFTIEIE

BEIF oc BIERESZEIRN, EXFIBERT, "TLUER ssh core@<nodes.

<cluster_name>.<base_domain> 3 ijj[7] 77 s,

4. 37/ toolbox B35, HAES1Z21T redhat-support-tool Fff & HI Z i §l ST -

I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'

already exists.Trying to start....{# F§ podman rm toolbox- fiIfR EE7EiZ T8
toolbox &%%, FHEMHTH toolbox Zas LU F I A &,

a. 1217 redhat-support-tool ¥ debug pod FISZ# B M AN EI A BILLIE X R0 & H AR,
XA BIE AR EE 1D '01234567" #7482 /host/var/tmp/my-diagnostic-
data.tar.gz:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIETEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERIR,

5.9. %7 ToOLBOX

toolbox = —“NE Red Hat Enterprise Linux CoreOS (RHCOS) R4 LEHIBRHBMNIE, LZIEFEH
FEshEEiz1Tm4% (1 sosreport #1 redhat-support-tool) FrEE ) Z i il XA FIH G E 2R,

toolbox AFHNETEBHNZRELIE R NERHRLIEXR. B2, URFEHANSHIE, &
LA 0 RPM B @S2 TR ST 7 T R BRI B R,

Y4 aREE toolbox S

BINER T, 1217 toolbox 555N A registry.redhat.io/rhel8/support-tools:latest 55 &R 25,
ZHRBAEREANIHIE, NMRFE— N FEREN BT RHIERKERETEFT KM
1’2, RN HED,

FEREMH

e Z{#/ oc debug node/<node_name> #3451/ [R] T m.

it

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#E#E EHH root XHF
Yio [HRERECN /host, EAILLZTTENAIHUTIRZE RS E/M ZHHISTH -

I # chroot /host
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2. JA5) toolbox 2% :
I # toolbox
3. REFANNTMHSE, 20 wget:
I # dnf install -y <package_name>

{5/ toolbox JE B & A H&

BINER T, 1217 toolbox 555N A registry.redhat.io/rhel8/support-tools:latest (&R 25,
& a] LLEIT ]2 .toolboxre X FHIEE B 1THRE R E ShEH MR R,

FRFH

e B.{#MH oc debug node/<node_name> #5517 7] 77 s,

it =

1. H /host %/ debug shell FRIHRE %, debug pod E pod ARy /host R ENLE root SXHXR
5, FRBRZN /host, BRI LLZTENAIHUTIRRP S ER 31T -

I # chroot /host

2. #Eroot AFPMEBRS, GIE— .toolboxrc 3T :

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

ﬂ Ak IEEB KRB registry,
9 EEEEMENRE G,
9 A% : 8E toolbox BEMIE K Z TR,

3. FEREREBRE) toolbox BEs :
I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'
already exists.Trying to start....{#F§ podman rm toolbox- fiifR EE7EiZ1THY
toolbox& 28, FEMITH toolbox BesLLE G sosreport &4 H I 7] 7,
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5 6 % ERHIIR NS
6 B KR MMIEL

6.1. 31 CLUSTERVERSION /= 45 52 B¥ HI 4R

BRI LLET 6 clusterversion FTRIEKEN—4 OpenShift Container Platform SEEEHIAE HY E 45 E0IE

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o B% %k OpenShift CLI(oc).

it =
1 HINRERAE. TR, BTN ANREIRE

I $ oc get clusterversion

2. IREVERREAIAG, AT AR SRIC KA I -

I $ oc describe clusterversion
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5B 7 E IEHR

7.1, REEEHERR

7L BERRAEERELE

L% OpenShift Container Platform ZE[FIRIIE1TERFEBERRES, RTLUGERE AESRIAE RPN
Fl, RE, RRSFIZNBREXZMEEE,

OpenShift Container Platform Z&5 i 2 GIE LTI ER -
1. BI& Ignition BE & ST,

2. BEhBI ST ENFFFIREEEE M control plane #l85 (18BF5 7 master H185) AREMIILIZ
5)/?\0

3. control plane HL23M bootstrap #2381k EULR ¥R HF 5 51,

4. control plane #2318 F bootstrap Hl2s2H K etcd &%,

5. bootstrap H28FE A etcd LB FBNIEAT Kubernetes control plane,

6. G} control plane 4 7 ££15% control plane JE %! control plane #1825,

7. Imf control plane k#l, FIHESIFNZZ 44 £ 724 HE control plane,

8. bootstrap #1234F OpenShift Container Platform H44 7 INZEI4E 7 2155 control plane,

9. LR KM bootstrap Hl2%.

1. control plane LA—%H Operator RN REHMARS .

2. EBRTHHEEARZFAFENERAYN, SREAEZIFHIIEH IR worker 125,

71.2. AP ERABEMRL R RERED

BNRE S EHEARERFBENEMRN, W FRERFBHOEMRIUNER, OpensShift Container
Platform A ERERHMAA AT, LERFRALG. BETHE, TLUERALMERERBEMNATE
BEETZRI,

IR BT LAE B IR AR E AR _E R % OpenShift Container Platform 4.7, IIREFERAXNRE S,
HRSBEAIMBENEMBNREXEIHNRE. HH, EREMEEEUTE

e #FE Red Hat Enterprise Linux (RHEL) 4 &%R%41 RBIRE R E GRS AR S5 3FE A S E U
PR A LUK 889 Red Hat Enterprise Linux CoreOS (RHCOS) X H X #FHIZ5,

o REEMELHNENRRTEAET " RRFRAPLERE, BRGILEREFE BT FIHRER
ENTRCIHENEHRE,

o MRF|EMNEEM. BFERFHEHA. T RENBE Kubernetes ENEAMTUKRER BT BE
TRE, HRERDHNEEREN.
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B 7 = HEEHRR

p= =1
BEEREETEMNE, HNEZNYWIEHENFEER OpenShift Container

Platform R ERATHNEENR. T REGBREGSET R RE A RN
FAAERBY T RININEISR R, BEXEBES DN EEN,

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE LN B Machine API SZE,

o MEMMMERMNARTIRME T I Ignition BESE X FEA ENM AR N EAIHEN—D,
INRFXEEM, MIFEEMEA HTTP IRS52R1EE Ignition BB, fRAR Ignition BB ST A Y
SRR E T XM A ENAR AR,

o MREFATEMERHM, Nk AXNEES registry. Elasticsearch 8 Prometheus & A 1%EHESR
A, NEEFHBEHEMW. BRIEPHHTTEE, ArBENEMEEREFRRE LERINEHE
%Q

o EEA A OpenShift Container Platform IfiEr, TE—MA %25 RIEFTA control plane

T (BFFh master 1) ZI[EDA APLHIEX, ,.,\_ILMEFHEH—J/V@E OpenShift Container
Platform DNS & #im O ZRETF TCP MY f TR A K,

7.1.3. 7€ OpenShift Container Platform ZZEaTia 7 i #i19 € 2 ECE

TEFF4A OpenShift Container Platform &R, 15 E B A HIDERECE.

FRFM

o CIRIBAFEE T AL MM, S OpenShift Container Platform &%, AT REIETFE
FA HAProxy &R B4R (4 71 9 #1AR 5589 Red Hat Enterprise Linux (RHEL) F#l.

e JyfE% OpenShift Container Platform 4B HECE T DNS 45,
o BEIMFIIEIRM SSH 15 [nIAAR.,
ik
1. 127 haproxy systemd fRSS R EEEK :

I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. Bk B EEESERAMERO, UTRAI5IARO 80. 443, 6443 1 22623,

® XIF1E Red Hat Enterprise Linux (RHEL) 6 LjZ4TH HAProxy SEfl, &£ netstat &5
K EIm RS -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 2% 8 L2179 HAProxy SEfl, E{#F ss s
FEss RS -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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=1
ZIHEEEINAE Red Hat Enterprise Linux(RHEL)7 = ‘EEEH&Z!KEPEFH ss S MA

/& netstat, SS H iproute X IRMH, BX ss MHHIFEIFESE Red Hat
Enterprise Linux (RHEL) 7 t£gei 175,

3. KEBECHT DNS 0% BB WA 1 935 -

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 2 F H &S

EIMNER T, OpenShift Container Platform &2/ BEN A% E S info, MNRIEIZRI K
OpenShift Container Platform Z&ENBEZRIFMHBEEKILEK, EaIUEEFHFIRLEN T openshift-
install H&43/1R& 7 debug,

FRFM
o HURRETHEFTR,
AR
o HEEMRENFRERTIH|XES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

ﬂ Al BERI B &4 24E info, warn . error 1 debug.

7.1.5. openshift-install 345 (7] R B FE HERR

INRIKIEIZ1T openshift-install S HFHEEI A, EREUTRE :

o REITRTE Ignition BEEEXHAIRESE 24 NNRE5, BITLAT e mif A Ignition XX :
I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X5 RERFMUTFR—1ExP. NREMA Jopenshift-install --dir 177
BT Hth A EMNRERE, HXIE install-config.yaml X4 2B EETIZE R,

7.0.6. WEREIE

& 8] LAFE OpenShift Container Platform &t 2/ IR im0 | 245, bootstrap #1 control plane B &,
XiRE T RESE IS, FHEBTFIRMRERMAN .

FeREH
o TATLUFAEA cluster-admin B&MAE iR EEE,
o B &% OpenShift CLI (oc)

o EMEEAEFIEHAE SSH I FHR.
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B 7 = HEEHRR

e {&7A bootstrap # control plane I mMZ LR ETE (B#H master TTm) &

#1E kubeadmin Z Y A FE R & EH1HY <install_directory>/auth/kubeadmin-
password F 5,

-

iz
1. Eﬁﬁ *E':P”PEKEE/L.\:

I $ tail -f ~/<installation_directory>/.openshift_install.log

2. 7E bootstrap T7 =Bl F/a, % bootkube.service journald #t A&, XALE T RE—
control plane #J bootstrap. ¥ <bootstrap_fqdn> &4 bootstrap T LR EH A :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap 7 s _EL# bootkube.service HER%iH etcd connection refused £
¥, IXFIR bootstrap BRZ5 23 TTiATE control plane 17 s %8l eted, EEN
control plane 7 s EJH5) etcd B RBMAKEE, XMERENZREL,

3. 815 E, Y% control plane 7 s LM kubelet.service journald Bt H&, X ALK T ## control
plane 11 RKERET,

a. ﬁﬁﬁ ocC ”/‘}WEIL.\ .

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 3155, "2 control plane 77 s _EH crio.service journald ¥t A, XALLE T #2 control
plane 7 s CRI-O B2 1T BYED,

a. ﬁﬁﬁ ocC ”/‘}WEIL.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API BEEETIE, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

7.1.7. Y85 bootstrap T RiZ Wi EiE
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%38 %5 bootstrap #8XHIAE, BTLAM bootstrap 77 mUi%E bootkube.service journald £ TBEHNE
%% E ljlll:\O

SeREZH
o EHZ| bootstrap 7 s H SSH 1 AT R,

o EH bootstrap T RHTLREE A,

o MR{EMA HTTP IRSS5ERIEE Ignition BECESLH, NIAIEAR HTTP RSS2 REE A MmO
Bo IEWAEI HTTP EHEY SSH U5 IAIF R

AR
1. S0R ALY A] bootstrap 7 mBYIEHI&, HRIEEEIE, BRI RAILURHEFRIRR.
2. J8IE Ignition XFECE.
o MREER HTTP RS EFEE Ignition EZiE X4

a. IIF bootstrap 17 s Ignition X4 URL, ¥ <http_server_fqdn> iy HTTP AR5 2384
TEREES

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

Q -ETRRE R, RIS EM URL A Ignition X4, &4 4&IRE 200 OK ik
B WIREA, ZenH RO 404 file not found,

b. BXIE bootstrap 1 s A UE! Ignition X, EEIHRS EN LM HTTP RSB E.
fBign, WNRIEFER Apache web AR5 ER1Z 4 Ignition X, 1HFMIALL TGRS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ik
B, XRTWIERKI,

c. TNRKRIE Ignition X4, HEIEE Ignition XHEREEFE, REERSENLESEYN
CEFN Web AR5 251X R

o MNRE[FERTHENFEHNHET Ignition BEE XA EAEHAE W EANREREN—ERS
a. &%& bootstrap TV RHIIEHIA, LUAENGIREEREA bootstrap 7 s Ignition 34
3. BE bootstrap T MO EMEE X EEE W A,
4. B bootstrap 11 B B M DHCP BRSSO B T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald ®tHE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTLREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap 7 = _E#J bootkube.service HER%iH etcd connection refused £
%, IXF bootstrap IRZ5 23 TETE control plane s (B#H master TTm) E
E#EE eted, EE control plane TR LG5 eted BT mBMAERE, XME
RN ZRELE,

6. M bootstrap T A KERE,

7.

a. fff bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> &ty bootstrap i
mMERREEA :

$ ssh core@<bootstrap_fgdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

INR bootstrap TR, HFRIELLTARR,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEHMERNRIEIRDO 6443 i##EE bootstrap # control plane T m., WERAEEEHE
OpenShift Container Platform &2 &K,

7.1.8. & control plane 7 s 22 %5 1] fl

gNRIEE

Zl control plane TR (B#H master TR) RE&E M, 1HHEE control plane 77 ;)2 OpenShift

Container Platform ?M#;EXB’JH?% (SDN) FIM %% Operator K, Y& kubelet.service. crio.service
journald ¥.5c B & # control plane T mA#HRE, LUEE control plane 1 AR, CRI-O B2 1THIAN

pod BB,
FERFH
o RATLUEAER cluster-admin & &5 &R,
o B &% OpenShift CLI (oc)
o MEBEBIIENM SSH ViR RR,
e 1RA bootstrap #l control plane TT T LR EE A,
° ﬁﬂ%ﬁﬁﬁ HTTP fRZ52:¥EE Ignition BECEXX M, NITIEE HTTP RS 2RMT LR EE & MmO
AR HTTP EHEI SSH i[RI R,
P2y~
#th kubeadmin 1 0] £ &2 2% E 1BV <install_directory>/auth/kubeadmin-
password F#EE,
it 3

1. MNRIER L] control plane 11 mBY#RHIA, EiHEEH S, BT RATURHMERRT. &%

EiTFEH, Ignition BESH RHIHEIEHIS

2. BE Ignition XEBCLE,

o MNREER HTTP RS EIEE Ignition ESiE T4,
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a. BE control plane 7 & Ignition 32 URL. ¥ <http_server_fqdn> &#: 4 HTTP iR
FHTELRERS :

I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ

(1) -| HIRRE L, INRIEEM URL B Ignition X, ZH4SAREE 200 OK
B WIREA, ZenH RO 404 file not found,

b. B control plane T R E2F KR Ignition X4, EEIARS EN LM HTTP BRS 25
B, BN, wRIEEA Apache web BRS523 IR Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INRUE] master Ignition X4, EXE HTTP GET HEEEMEE 200 OK A INRE,
FRRIE KRB,

c. FIRARULE Ignition X, FRRERSEEFETRSIN L. HEREHBITHIFRF]
P T AR 55 28 T BR

o MIREER BN EHEI Ignition BLE T A ENAFE W EANIGEREN—EBD

a. &%& control plane T RHIIEHIA, LUIAENGIRE EREA control plane 7 & Ignition
X4,

3. RRELEL control plane 1T RMIEFEHE X ERE A A,
4. B control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutlt,

5. A7 control plane 17 sURTS.

a. #if] control plane 77 gURZS
I $ oc get nodes

b. WIER— control plane 7 % B 4 F Ready R, KFRIFMBYT sk
I $ oc describe node <master_node>

T

INRFENLEE 0] 5 B OpenShift Container Platform AP|I &izfT, =HE
kubelet i BEEBN T RLIZTT, NITEZIToc @y :

6. 7% OpenShift Container Platform SDN K7

a. 1f openshift-sdn & 22| A& & sdn-controller. sdn 1 ovs S HIZEARE -

I $ oc get daemonsets -n openshift-sdn
b. MRIXLFTIRSH Not found, ZF openshift-sdn 3 Z2[A] R #Y pod :

I $ oc get pods -n openshift-sdn
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c. 7 openshift-sdn %4 22 (A b 5 KA OpenShift Container Platform SDN pod #85%HH
=+

I $ oc logs <sdn_pod> -n openshift-sdn

7. WEERMSBEERS.
a. AESEHNNARERSHFE

I $ oc get network.config.openshift.io cluster -o yaml

b. MNRLERFEITEVEMLSEE, H§HREMR Kubernetes ;ERFH AT EHEM L :

I $ ./openshift-install create manifests

c. #%& openshift-network-operator #n 4 22 [A| ) pod K, LA Cluster Network
Operator (CNO) 2&EEZ{T :

I $ oc get pods -n openshift-network-operator

d. M openshift-network-operator #n £ 22 [5] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BIS g, Wik control plane 7 2 L] kubelet.service journald ¥t A&, XA LR T ## control
plane 11 R ERELD,

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. MR API EIEEE I, #H SSHRXREFHE. ¥ <master-node>.<cluster_name>.
<base_domain> & hE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.7 &8 A2, BT Operator RN ALK ER, FEIL
6 SSH Vi SEEBE T s, T s RPRIC N accessed {5/, TE 0BT SSH
WE 2T BIERT, 151217 oc adm must gather F1Efth oc HHEEINIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T R ETEEE TE, oc BIERSZEIRN, TXFERT,
AI LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7

ino

9. BIS g, 7E control plane 7R EH:3& crio.service journald ¥t AR, XA LR T ## control
plane 77 R CRI-O B2HZ 1T BIED,

a. [ oc KFRAE :
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I $ oc adm node-logs --role=master -u crio

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i ) L8 /var/llog/ T EF B RIKNERE.

a. FKEX /var/log/ FBRXHMEMBE &R, LLTFREFIHERTE control plane 17 s _ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR., UWTFRAIH EFEBRAE control plane 7 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log

/var/log/openshift-apiserver/audit.log E’\JE‘%‘&BE’JP\JQ :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A HE.
a. JHASR:

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl %R AEREE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. t0REBE control plane 77 mECE A&, EJIUE MCO, MCO if=# DNS It K2 EER ITE.
Machine Config Operator (MCO) fEZE T2 EIRRIERY LEE% CIERpER:: Y SRoe gz 3
T DU ROE B B 3R

a. M MCO IR E T M. J¥ <cluster_name> E i 5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. NRimRRMIN, IHIIENEIDEREE, BRIEREENEHRD 22623 £iZ1T,

c. J5iE MCO iR #J DNS 1L % 28 B ES B F AR B 7 #3915 288,

i. X E X MCO tin R & #zE1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>

ii. TEfM %L LA EH MCO IP Hhii #7388 M &) :

52



B 7 = HEEHRR

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& B M bootstrap T miz1T. ¥ <bootstrap_fqdns> &t/ bootstrap 7 m#
TRREFS :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. RUTETENET Rl ATITE bootstrap. master # worker T mIERFRS ., REFN T mBRGH
PhSENT EFIN ARSI ER -

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBEME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z& |0

MRELRETRPBE eted (A, BALKETE etcd pod IREFHINE etcd pod Bk, LT LUIIE eted
DNS i &FH i E control plane 7 s EH DNS sTFM (18FF4 master 1151) &

FRFM

it =

2.

A LMFEAEA cluster-admin B &I 15 £,
B &% OpenShift CLI (oc) .
IMEEH T EHA SSH V5 RIF R,

&4 control plane T ML REIH A,

. F&7 eted pod BIRES,

a. & openshift-etcd 22 A A pod K :
I $ oc get pods -n openshift-etcd

b. #%& openshift-etcd-operator 34 22 (5] A fY pod IR :
I $ oc get pods -n openshift-etcd-operator

INRLLE A4 HEEM pod 388 7= Running = Completed X5, 155 pod IR&EIZHF{E

/GNO

a. 1 pod WEH :
I $ oc describe pod/<pod_name> -n <namespace>
b. % pod B :

I $ oc logs pod/<pod_name> -n <namespace>
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c. IR pod BEZN AR, ULBTRUE-—MERAHEEZERPRERTHEGMN, REEBIS
#HAE :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEEETE, EEA SSH XKEFBE control plane 77 s £ etcd pod #1A 28 H &
¥ <master-node>.<cluster_names>.<base_domain> &t /& H4891H,

a. BIHEA control plane 7 s £ eted pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. X Fi&%A Z~ Ready JREH pod, HHIIEE pod K. & <pod_id> Bl E—aHHiHh
HH A pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>
c. G pod HHRHIESES :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'

d. ¥F%HA B~ Ready REMELE, BHIHFMEERBIRS, I <container_id> &l £—
SH BRI HAELR ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. MEEMEK T Ready KEMARMER. ¥ <container_id> &t h E—amSHiHH5IH
H&E2s ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

k

-

1547 Red Hat Enterprise Linux CoreOS (RHCOS) By OpenShift Container
Platform 4.7 587 m A A 47, E‘{Z‘Ziﬁﬁ? Operator KN FAERBEN, FEIX
{8/ SSH Uﬂﬂ%ﬁﬁ, 3, KFRCHN accessed {5 m. TEZFOENT SSH
WEIZ M EERT, 1Fi21T oc adm must gather #1Efth oc HHEE(ZE
DR B ISHIEIE. B2, W3R OpenShift Container Platform API T_IFH,
2k kubelet EEMRTT M ETEEE T, oc BIENSZEIRM, EXMHERT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 3 ij[7] 77

no

4. J3E control plane 77 sRBIEFIMIE DNS AR5 2515 #

7.1.10. 7 control plane 77 X kubelet #1 API iz 55 28 7] &
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BRI IRFPIHE control pIane ﬁ’jk (t2#5 master T78) kubelet #1 API IRS5 251717, 5 E
DNS. DHCP flfi#35%esZhee, 7o, HMIEHEETH,

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,

e B%%E OpensShift CLI (oc) .
o MEBEHIIENM SSH Vi[RI RR,

e {&RA control plane T mMTELREE L,

1. 38E API BRZ5 2389 DNS 1L R AR control plane 7 s _E#J kubelet E M E! https:/api-int.
<cluster_name>.<base_domain>:6443, @{Ric &38| #H%R.

2. WBRAEIEIRMIRDO 6443 E X BB control plane 7 &,
3. 27 DHCP @& RM# T HE—8 control plane T REH B,
4. FEEA control plane 77 s _EB kubelet.service journald #.THE.

a. [ oc KRR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa -3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.7 5877 == ﬁ‘iiﬁﬁ:.F Operator RN FAERBEN, FEIX
{8 SSH Uilﬂ%ﬁﬂ, 3, KPMLHN accessed 15 R, T2 @BIT SSH

WEIZEEERT, 1Fi21T oc adm must gather f1Efth oc HEEEIIRER
DR B IZHEIE. B2, W3R OpenShift Container Platform API A& A,
= kubelet EER T M ETEEE TE, oc BIERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 31ijj[7] 7

ino

5. K27 control plane 7 5 kubelet B&EFHIIE T HAE B
a. A oc f0EBE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. #NR API BEEE I, £ SSHREFHE., ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :
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$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'

7.1.11. A& worker 7 sRZ2 3 (0]

INFRIBE worker T B, ALLEF worker 71 mBIIRS, Y& kubelet.service. crio.service
journald #.5cB&F] worker TV AR A&, LUGHE worker 7T LR, CRI-O A#21THF0 pod MIIE
Mo FHH, BEALUEE Ignition XHEF] Machine APl Operator BB IEH TF. 1R worker I R FHE
BRI, & Machine Config Operator (MCO) #1DNS @B E®EITE, EiAaLAIE bootstrap.
master 1 worker 1 RZ ARG B2 B RS, FILUEIET,

FRFM

it =
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1.

EAILAMERAEA cluster-admin & &R 15 A &2,
B&% OpenShift CLI (oc) .

BEEABEIENE SSH Ui AFR,

&4 bootstrap #1 worker 77 mEISE 2R EEH B,

INRFEA HTTP RS EFIEE Ignition BBESE, MAITEAR HTTP IR 2L EF A MiHA
B MWBE HTTP EHHY SSH 15 R AR,

#1E kubeadmin Z YA FE R % EH1HY <install_directory>/auth/kubeadmin-
password F#5E,

MSRATLLA ] worker /RIS, HURBEIE, EITATHURMERER, ERETR
1, Ignition FI &M B EIREIA,

2. BE Ignition XEBLE,

o MNREER HTTP IR EIEE Ignition EZiE T4

a. JiE worker 7 52 Ignition X4 URL, ¥ <http_server_fqdn> & HTTP AR5 23895
EIREEA :

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

Q -ETRRE R, IRIEEM URL A Ignition X4, &4 4aIRE 200 OK ik
B WIREA, ZenH 2RO 404 file not found,

b. BIXE worker 11 2 EWE! Ignition 3T, EEIHHTTP EH LM HTTP RS 2RBE.
Blan, INRIEFER Apache web ARS5 25124t Ignition X4 :

I $ grep -is 'worker.ign' /var/log/httpd/access_log

INRILE worker Ignition X4, HXBIHTTP GET HiEE B E S 200 OK FINIRE,
FRNIE R
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c. FIRAKRULE Ignition X, FRRERSEEFETRSIN L. HEREHBITHIERF]
P T AR 55 28 U RR

o INREERTHERENEIR Ignition BLB ST A ENE N EAAEBEN—ERD
a. A& worker TTRIUEHIE, LUAENSHIEE EREA worker 17 mR Ignition 3T,
3. 1 worker T RABMNFH KX ERE T M,
4. B9IF worker T 2 A B M DHCP BR300 B T — 1 IP Hhhit,

5. HE worker T SRS,

a. AW RIRE
I $ oc get nodes

b. IKEXN% A Z7~ Ready R worker 7 s TR 17 s f
I $ oc describe node <worker_node>

INREAN L L[ HFE OpenShift Container Platform API TBi%iz1T, =&
kubelet & BEBN T RLIZTT, NFELEZIT oc 43,

6. 5 control plane TR (BFF) master TTR) AR, worker 77 Rf# A Machine API Operator #3&
MY B, & Machine API Operator BJ4R 7.

a. & Machine API Operator pod A7 :
I $ oc get pods -n openshift-machine-api
b. #15R Machine API Operator pod %84 F Ready K, 1HIFHMFIH pod BIEH :
I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api
c. 1% machine-api-operator 525 H&., & 2:7f machine-api-operator pod FiZ1T :
I $ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator
d. Eff:E kube-rbac-proxy &2 Hi&. A2t =7 machine-api-operator pod HiZ1T :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BIS G, Wi worker 7 s _E kubelet.service journald Bt A&, XA L& T ## worker 7 A%
HED,

a. [ oc KR AE :

I $ oc adm node-logs --role=worker -u kubelet
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b. #NR API BEEE I, £ SSHREFHE, ¥ <worker-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.7 &£ m A A 47, E‘{Z‘Ziﬁﬁ? Operator KN FAERBEN, FEIX
{8/ SSH Uﬂﬂ%ﬁﬁ, 3, KFRCHN accessed {5 m. TEZ @ SSH
W2 EERT, 15217 oc adm must gather M1 & fth oc MEEEN]ZE
DR R BrIEIE. B2, #0R OpenShift Container Platform API T_JFH,
2k kubelet EEMRTT M ETEEE T, oc BIENSZRIFM, EXMHERT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 3 ij[7] 77

ino

8. BIS &, 7E worker 77 s _EFKEX crio.service journald HTHE, XA LR T #2 worker 7 s CRI-
O BB ITHBYED,

a. [ oc KRR AE :

I $ oc adm node-logs --role=worker -u crio

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M WOI’keI’ TR J:E’J /Var/log/ TE’]*#IE.? B %”&% E iTho

a. IKEX /var/log/ F B xHFMEBEIIR. UTREIZIHAE worker 19 R L /var/log/sssd/ #
BT

I $ oc adm node-logs --role=worker --path=sssd

b. 17 /var/log/ FBRHAMEBFERR. LT RAEHREBRA worker 7 s #
/var/log/sssd/audit.log N :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR APITEEETE, 5HASSH REFEBNTREMWBAE, UTROIER
Ivar/log/sssd/sssd.log FIEZRE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. £ SSH & worker TTERASAE,

a. AL :

I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a
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b. £ crictl R AEREE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

1. AREBEE worker T RECE M@, & MCO, MCO if=#l DNS L KRB IE®IZ1T. Machine
Config Operator (MCO) EREIEZHEFRRFERGRE, RNEERERGNHERELUKR
EFHIA R,

a. MR MCO IR E T M. J¥ <cluster_name> E i )5& U H(H :

I $ curl https://api-int.<cluster_name>:22623/config/worker
b. MNRmRARMINL, IEEIE N BIIEREE. HBRIFREE NERD 22623 LizfT,
c. $UE MCO i f DNS IL% B & BB F AT B 7 #9125,

i. X E X MCO tin & #za1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>
i. TEMEIIE R EXTOER MCO (P Ml 47 @ & i) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& E#EM bootstrap T mi21T. ¥ <bootstrap_fqdn> &t bootstrap 7 s
TRREFS :

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RUTEENET Al ATITE bootstrap. master # worker T mIEREFRS ., BREFEN T mBRGH
PhSENT EFIN ARSI ER -

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBEMME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. B4 [5E 1) Operator K&

IR R REZELE R TG Operator IR, 1R A B Operator B2 iR, & FTASIH Pending
HEHFH IR EM Operator pod HEE, $IEA R pod R {#E AR EMITER,

FeREH
o MATLUFAEA cluster-admin B&IAE iR EEE,

e B% %k OpenShift CLI(0C).

ik =
| RERELERN, BEFA%EE Operator #A A,
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I $ oc get clusteroperators

2. BiFFRERTEMIEBERZER (CSR) BR B, BETREEEEAZL N Ready IR, BAEL
L& B¥ Operator JRETLIAEA (MNRFLIER CSR)

a. T# CSRARE, FHBERRFIMEIEREHNEAENE4EE Pending st Approved REHE
ImANAR S5 2R1FK -

I $ oc get csr
il

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pendingg

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

@ =/ iR CSR,
@ mHBIKCSR,

TEARBIH, FHEVSMATERR, EURREINRFPEIELS AR CSR,

b. #NR CSR&BREHAE, EMARMAINEFNFTERFLIE CSR &4 TF Pending KRE 5, Fit
HEEERENLZRHY CSR

BT CSR &8, RILEERVESRINEIERE—/NTRIEEN
CSR, MERBE—NNR#EEH], IEBFERE, BN TASEESMNE
Fo BWAAHERTAX LIRS, #ERLE CSRE, %28 kube-controller-
manager & B Bl # B S8 Mm% i CSR,

S FERS AR AP FEA/FZTHER, ENAEMA - B HrEMZR
o, WIS RE—M7EEB A kubelet 3RHHEFHER (CSR) . MREAH
HTER, ] oc exec. ocrsh #l oc logs S FTERIN, EN API RS 2:E
3 kubelet FEERSSIEE, 5 Kubelet I B RIEIREERE B UL
#AE, ZAELIEETR CSR, 1A CSR H system: node 5
system:admin HF 8 node-bootstrapper iR 551K F11R3S, FHAILT R
s

o FEHIMHLAE, IEXNEDEMM CSRIZITUTHS ¢

I $ oc adm certificate approve <csr_name> ﬂ
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Q <csr_names> 24/ CSR &K H CSR B4,

o ZHLHERTERILIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. && Operator E£14 :
I $ oc describe clusteroperator <operator_name>
4. &% Operator 44 Z2 (A FAH) Operator pod KA :
I $ oc get pods -n <operator_namespace>
5. FREUE B LT Running SRS pod BOIEZH R
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
6. &% pod HE :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>
7. BE5 pod ERFEEERBRERN, EEEEMBGRE
a. REVERIIR pod 5 FABIEA FRARAYIEIS -

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHERBHRLITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZREFHRERE
MRIENRERRFIRM T SSH BH, NATLURERE R KIMREHEIE,

SEMERZTHEFHIREREEL, EaLiERH e wH&%ﬁELﬂZ&&E’JEMQ R
MIEFEZTHERHFIKNEBRR, E#MH oc adm must-gather f5,

FRFM

® 7 bootstrap i1 #25EKHEI, OpenShift Container Platform ZE &K, bootstrap 17 sIE{EIZ
17, FEE SSH 1AL

e ssh-agent HREBHITTEN L FERRE, #EB5 ssh-agent # ML EREFRE THESN
SSH B 5,
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o MREAEMEFEMEY L REER, NWITEA bootstrap # control plane s (1BFFH
master Tm) HZ2REEA.
ik S
1. E M bootstrap #1 control plane #2838 FKEN L& HEM RS ¢
o IREFEARERERFESHEMEN, FUKRITESREEFWE R, HFETUTHS :

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

— =

Q installation_directory @& {Ei2 171§ €M E % . /openshift-install create cluster,
b B k8 & R ERFELER OpenShift Container Platform & X 3244,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETRIEEINEH
P it
o MRMEHEAMEFMEMRN, FIMITEREREFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

%} F installation_directory, i518ERIEIZTHIEENR—BE> . /openshift-install
create cluster, It B3 EREREFUER OpenShift Container Platform & S XX,

Q <bootstrap_address> 2% bootstrap Hl3HE LR E LS P Hil,

mﬁ?ﬁﬁqﬂﬂ’ﬂﬁﬁ\ control plane % master #1288, ¥ <master_* address> &}
HRE2REE A P Ht,

MINEBF T 2 =5 control plane #l28. #IFTR, FUHATE control plane #l
2, TREHNEREERTZL1,

ol

it Bl

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

MRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

7.1.14. H KR

o NFETMREL S OpenShift Container Platform 2 LA HRZEXMFEMER, HEHRET

2.
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7.2. 5 UET mERRIROR

721 EET RS, HRERENEE
EEERTABERRL. BREESITMNTRES. A%, EHENT SR LEEH kubelet IR 5

FeREH
o MATLUFAEA cluster-admin B&IAE iR EE,
e B%%k OpenShift CLI(0C).

pi% =
o FIHEEAMET mIEH. REMABE :

I $ oc get nodes

o HIEERHRBNT R CPUMREEARER

I $ oc adm top nodes
o HIEFET =B CPUMAEFHERER

I $ oc adm top node my-node

7.2.2. 1577 5 £ & kubelet 84

TR UEERE T RERKR. HREESITNTRAE. 4, EEAUEEAT R EEH kubelet 1R
*

ANY]

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

it =

1. kubelet @I BN RLEM systemd RS FEEE, @iTTE debug pod H7E1H kubelet systemd AR
ZFEE kubelet BIIRFS

a. N1 /a3 debug pod:

I $ oc debug node/my-node

b. ¥ /host %/ debug shell FBIHR B %, debug pod 7£ pod Ff /host qﬂiijﬂiimﬂ’ﬂ root 3
B4, FIRERMN /host, ERILLUZITEN AIHUTRARFR I ESH ZHHISXH :

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform & T7 mA A4, BRI T Operator EN KB FN, TEIER
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1R OpenShift
Container Platform API Aa[FH, X kubelet 7£ B F177 s £ oA IE & TE, oc
BEBESZRRM, EXFERT, "LUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

c. 17 kubelet systemd RSB ETEL T m LR :
I # systemctl is-active kubelet
d. HiHEIFAR kubelet.service 1A S48

I # systemctl status kubelet

7.2.3. BT R journal BE&
&R ATE IR IT SR BE T 289 /var/log &R journald Bt HEFE AR B,

FTeREH
o EATLUEAEA cluster-admin & &5 IH EEE,
o APIBRFBIRRTLUESR T1F,
e B%% OpenShift CLI (oc) .
o MEBEZEHEIEMNB SSH 1 [FIANR.,

it =

1. #&if) OpenShift Container Platform 5£8f 77 s BY kubelet journald £t H&, LA TRAEIEH
control plane 7 s (BFFH master 7 )

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RARIS R kubelet LT H b 2T A 5.

2. MEETT =L /var/log/ THEEFBRKERRE.

a. FKEX /var/log/ FBXHMMEMBE &SR, LLTFREFIHERTAE control plane 17 s ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBEXAMFERE. LA TREIHERBRTA control plane 7 Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log
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c. MR API TEEE I, 15EMSSH REFSNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log IR AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1217 Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.7 &8 A2, BT Operator RN ALK RER, FEIN
6 SSH Vi SEBE T s, T s RPRIC N accessed {5 m, TES 0BT SSH
WE 2 M BIERT, 151217 oc adm must gather F1Efth oc HHEEINIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EEMR T M ETEEE TE, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[7] 7
=1

™o

7.3. CRI-O B23ia 1T [n] @R FEHEFR

7.3.1. %F CRI-O B25i21THB| &

CRI-O 2 Kubernetes IRAE AT L, AT SBRERSZBEMRFERESRMIILE Kubernetes
A%, CRI-O, REBAT21T. FLEMESRHRNIE,

CRI-O BA#121TH BIZHIEE OpenShift Container Platform &7 s L8 systemd RS H1TE

1B, YHINAESETH R, BIEEDT R LM crio systemd BRESHIRS. MIB AR IZITHAIHIH
T AU CRI-O journald BT A,

7.3.2. 569F CRI-O ;217 B EE RS

IRAI LR B NERT 2 EIIF CRI-O B221TH BIZRE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0c).

it 3
1. @77 s £ debug pod HH crio systemd RS EEE CRI-0 K.

a. N7 A3 debug pod:

I $ oc debug node/my-node

b. ¥F /host % debug shell FEIR B %, debug pod 7E pod B9 /host F#EE EHLE root X
B3R5, MRERZN /host, BRI LLZTENATHUTIRERP S ER ZHHHITHF -

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.7 &8 R A2, BT Operator RN ALK RS, FEIL
B SSHIREEBET R, TRERMILH accessed 15, BZ, AR
OpenShift Container Platform API R f, 5k kubelet £ B IR T R EFTIEIE
BILF, oc BIEREZ RN, EXMIERT, TLMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 s,

c. & crio systemd [RGSEL T RLBEEK ¢
I # systemctl is-active crio
d. i EIFEA crio.service R SR

I # systemctl status crio.service

7.3.3. I%E CRI-O journald ¥t HE

INSRIEEI CRI-O []#, &AM RIKEX CRI-O journald #ItH .

FERFH
o EHALUFERER cluster-admin A &K HI&EEE,
o APIRSS{BARFTLUEE TIF,
e B% % OpenShift CLI(0c).
e I control plane % control plane HlZRHISERREFH S (BFFH master H27)
Pk
1. 155 CRI-O journald #5tH&. LATRBIMATE control plane T (TEEREH) WEBE :
I $ oc adm node-logs --role=master -u crio
2. MEFET =K% CRI-O journald Bt A :

I $ oc adm node-logs <node_name> -u crio

3. MR API TEAEFE LR, A SSHREEFHE, ¥ <node>.<cluster_name>.<base_domain>
B EEMIE -

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service
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==

i21T Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.7 &8 7T m A 25, ©KINTF Operator KN LR HR, FEINER
SSHiFRIERT R, T art N accessed 15m, EZIHEIT SSH INE L #R
#IEAI, 151217 oc adm must gather f1Hfth oc MESEEI 2T T LR EIH
¥iE, B2, 2R OpenShift Container Platform API NAIf, =X kubelet £ B 1
TRETEEBTI, oc RIENSZERM, EXMIERT, AILUEA ssh
core@<nodes>.<cluster_names.<base _domain> 31777 s,

7.3.4. 753 CRI-O 1=fif
INRBENLLRIF, A AF505ERR CRI-O Imi 77 %
o NRILETEM pod LizfT, FHHIMUUTEIR
Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container

XXX: error recreating the missing symlinks: error reading hame of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

o MIEEIT R LEQEHAS, FHHIN “can't stat lower layer” #515% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

o EEMALBHZXERET RN, EHTRLTF NotReady K75,
o AT EHE (crio) TIEEH LIF.

o IF%f#EH oc debug node/<nodenames 177 R _E/F 5] debug shell, B HA 21T SEH4]
(crio) TTIEIER TE,

REBUT S B LER CRI-O g F AR R,
FeREZH -
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(oc).

it

1. ETRLMEA cordon, X2 TEARET RETF Ready KRS FEEM IR E. HEN
Status #$4 F1#27E SchedulingDisabled 5 i £ #22 F

I $ oc adm cordon <nodename>

2. B cluster-admin A S0HEZE T A -

I $ oc adm drain <nodename> --ignore-daemonsets --delete-emptydir-data
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A=
pod = pod #E#xHJ terminationGracePeriodSeconds & M1 Hil14 24 44 1E B HA,

LEEMRRIE 30 %, ERLREZENEMNNARFEE L. MREEHN 90 H
Bk, pod ATgESIRC N SIGKILL, BITEMINA L,

3. BT RREN, @it SSH SiERFIEEET R, REEEE root A/ :

$ ssh core@node1.example.com
$ sudo -i

4. Fif= 1k kubelet :
I # systemctl stop kubelet
5. {=LERZEH pod :
I # crictl rmp -fa
6. FZIE crio BR%S :
I # systemctl stop crio
BTIXERDE, ERUSESEERIENF6E
I # crio wipe -f
8. &1 crio # kubelet AR5 :

# systemctl start crio
# systemctl start kubelet

9. AR crio # kubelet BR5/E3), BT mRATF Ready JREN, KFKBFEBREFSESIE -

I $ oc get nodes

=1
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.22.0-
rc.0+75ee307

10. [ RAMC AT AEE, HIREFAREE SchedulingDisabled KRS A T HE :
I $ oc adm uncordon <nodename>
i~

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.22.0-rc.0+75ee307
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7.4, BAERGN IS BERR

OpenShift Container Platform £ RHCOS £iz1T, eI LURERLLT 5 BHER 5 1R/ RSB XM ] #,

7.4.1. KB N ERR

kdump fR55 S1ETE kexec-tools 1, BIRH T — ARG MENE. ERILUERX MRS RERILAEFERN
B, LMEBEHTO.

kdump RS R B2 —MNMEARTN A, BT ISR LIS RARSS TR (SLA) 28, BEIHE/ETh
REAEARE, ERHETETINERFEREl]. XERATIEINEERT LMER M 1RB i AHThEE, 7+
BNSEFLN B R GE L.

BRIERAT I RE S FE HFIMIEE, HSH
https://access.redhat.com/support/offerings/techpreview/,

/ module included in the following assemblies:
7.4.1.1. J3 A kdump

RHCOS 7 kexec-tools #{4+ 8, BEEFLhECEF 8E/5 FH kdump R,

P
BUTUL TS B4E RHCOS L5 A kdump :

1. BEFERAKBISHIRPNARTARERERT, BERALTHGRERNRSEH
I # rpm-ostree kargs --append='crashkernel=256M'

2. WG BB MAT ARG, SUNEBARMMEMFARRINBAL var/crash iIE, 54
i /etc/kdump.conf B2 & 14,

B LUKS BB HEAE, kdump 328 LUKS I & B A H ARG %

BXBE kdump BRSHIFEIE, EEE letc/sysconfig/kdump. /etc/kdump.conf Fl
kdump.conf FMTTHREER., BXEERMEBINMIFE, S5 RHEL kdump 324,

3. /5 F kdump systemd AR%5 :

I # systemctl enable kdump.service
4. EREHRY

I # systemctl reboot

5. ¥l kdump EI0E T BRI, K& kdump.service ERXINE3IFFIRE, cat
/sys/kernel/kexec_crash_loaded #iH 1,

7.4.1.2. 5% 1 X3 kdump
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kdump i 55 54781 7 R VAR, B+)EM L kdump RIEINRA, HiXERAR S5
7 kdump BYEIS T R—EHR, FEENREFTENT RHEA kdump, £ T RH/EA kdump B

BTEMATIE
o N NERHARKERE TR, ATLLATA RAM B,
o ARRZEMERBZN T RAT A,
o RATHEERBHL BN 2R,
e X7y kdump BRF5RE—1 BATIN, FAAEHRZEFIMEMEN,

INRAE T 25 A kdump BRZS AR SRBORIE, TR LURIEE XIS REELESEHN/E A kdump, SALAE]
BAZRHRETEFNVSRHVZSRES, (BERILIEE 1 XK@ MachineConfig X ) systemd H.7T3k
PUTRIEMSE, FESEMMRE T RLEB kdump, A LLEIE MachineConfig X%, FIFIZN&RE
A Ignition EEBIXES RPFERANBRAXHEEF, NHEEXMAFER Ignition BEEEMEZE RFT
B, 15&I14 Installing = Installation configuration &8 B E LT ",

i

NEESEHEEE |2 MachineConfig X/ :

1 Ak NREMEIAEN /etc/kdump.conf E2i&, ErTLUFHIRIL N base6d R, BFERNED

2.7

&1 MachineConfig X & :

$ cat << EOF | base64

path /var/crash

core_collector makedumpfile -I --message-level 7 -d 31
EOF

1% : Al /etc/sysconfig/kdump SIEFHIAR, MMRMEINENREE, NYFESIG N base64:

$ cat << EOF | base64

KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"

KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable"
KEXEC_ARGS="-s"

KDUMP_IMG="vmlinuz"

EOF

3. /% MachineConfig X &34 :

70

$ cat << EOF > ./99-master-kdump-configuration.yami
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master ﬂ
name: 99-master-kdump-configuration
spec:
kernelArguments:
- 'crashkernel=256M' g
config:
ignition:


https://access.redhat.com/support/offerings/techpreview

version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-
8;baseb4,ICAgIHBhdGggL3Zhci9jcmFzaAogICAgY?2... e
mode: 420
overwrite: true
path: /etc/kdump.conf
- contents:
source: data:text/plain;charset=utf-
8;base64,SORVTVBIQOINTUFOREXJTKVIUKVNT1ZFPS... ﬂ
mode: 420
overwrite: true
path: /etc/sysconfig/kdump
systemd:
units:
- enabled: true
name: kdump.service
EOF

Q ¥ master &7y worker, LLGIE worker & MachineConfig % &,
RBAMSERNBRIHAZRERNE. NIRFE, EALURMEMRZSE,
1F base64 RAAEH NIEN letc/kdump.conf BIEMRE,

1% base64 RAE L NI letc/sysconfig/kdump CIEHIRE.

- -

4. AEBFNELRRPRE YAML XHRAERAD, ELALUER YAML XHESEREROIZLL

MachineConfig % & :

I $ oc create -f ./99-master-kdump-configuration.yaml

7.4.1.3. JiK kdump ECi&

AX kdump HE R, 1HSH RHEL XA A8 )i kdump ECiE BB 43

7.4.1.4. D HRBER
N5 kdump FIE R, 1ES I RHEL X BY DT R ERIER 2,

-
: BRI MR RHEL REiHHAT vmcore 4#,

Hih iR
e 7 RHEL Hi%E& kdump
® Linux A3 kdump

® kdump.conf(5)- /etc/kdump.conf BSi& SFHIBRF T, & AiEUH TR X

B 7 = HEEHRR
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o kexec(8)- kexec FIIiBAFS IT

e X kexec #1 kdump BIZLIE RN E XL E,
7.5. 4% ] UER RE HERR

7.5.1. B0fal e R 4% 4 O

SFERN LR, KEEFLS ML EOLESIS (NIC) MEMNAZRER, OpenShift Container
Platform FF5 Kubernetes AP| fR%525:@ 15 #9 NIC H717 =8| 5K} systemd 12178 nodeip-
configuration.service fR%5 £ ITTRE, ZRFEKEMEE T RENEBIMMLED, HE—NERET HLL
FATF API BR552889 IP Huik 59 F W B 25 43 O #8076 FA 3Ra#4T OpenShift Container Platform @i,

£ nodeip-configuration.service [R5 E IEMH NIC [5, ZRFS=0IE
/etc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3Z{45F
KUBELET_NODE_IP (52 1% 8 WARSS AR IP Hhtik,

Y kubelet fRSS BT, BE4 M 20-nodenet.conf X EFIEEIMEZ 2/MIE, FIF IP #iHi% & --node-
ip kubelet fp51T5 8. FEIt, kubelet BRSSEFAFRRE IP Hhlilk #5417 = IP Hbtl,

MBAREREHERE TEAHHMS, nodeip-configuration.service RS AREAEER BIEFEAREN
NIC, TE¥LIERT, oc get nodes -o wide 6 HI%iH H#) INTERNAL-IP ZIR Al BERBRIAFET —1
REM NIC,

NRAEFE T —NFRB NIC M SBMLEEFMTREER R, EA—NRIESRBR LRI Z A
WEIEAN IP ik, UTIIRBE T SRS ERMTREI :

o QIEE—/ shell {I&, LUATERT OpenShift Container Platform @S #7 IP #hilk, 1LRIAOIE—
MNEE X HBITH, i /etc/systemd/system/kubelet.service.d/98-nodenet-override.conf,
A B E YT 4 98-nodenet-override.conf, 5 KUBELET _NODE_IP (fEZEXE N IP
ik,

o T EEE /etc/systemd/system/kubelet.service.d/20-nodenet.conf X1, 15ER—BREKE
I BER SRR, t0 98-nodenet-override.conf, XFEMBIBE IR EE B E AT HTE
20-nodenet.conf Z [5i21T, HEBEZINMELEMEH,

o {HH shell {AABE—MBREEN R, FH base64 JiGFRIEE, FHEMA Machine Config
Operator fHHIAIEEIXH RS HKZE (40 /usr/local/bin/override-node-ip.sh ) B9 =,

e ff{R systemctl daemon-reload 7% shell IA&IZ1T/5i121T. &AIFMNAERENBEEHPIEE
ExecStart=systemctl daemon-reload, #0TfIFfx=,

AT & kubelet %O ZEEC E R A

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-nodenet-override
spec:
config:
ignition:
version: 3.2.0
storage:
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files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_script>
mode: 0755
overwrite: true
path: /usr/local/bin/override-node-ip.sh
systemd:
units:
- contents: |
[Unit]
Description=0verride node IP detection
Wants=network-online.target
Before=kubelet.service
After=network-online.target
[Service]
Type=oneshot
ExecStart=/usr/local/bin/override-node-ip.sh
ExecStart=systemctl daemon-reload
[Install]
WantedBy=multi-user.target
enabled: true
name: nodenet-override.service

7.5.2. Open vSwitch [A] I fEHERR
& BA—LE Open vSwitch (OVS) [AlEAITHERERR, BRIt REZRERSTHHIILEEELZER.

i

INRIERHER T REWBERS, EERETLURUATRE —FHMT R LN SREE T HRER A EH

JON -

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

NBFBEFLEEXNETHEL, EETKREBRERE BE55 R,

7.5.2.1. A2 Open vSwitch BEZ 5

T F iR ERSPEHERR, AT LUEITESE Open vSwitch (OVS) BES I, U TREAEEZEEFT LT R 7
4, BHEERSIST RN, EERRHFRRE,

H\ﬁlﬁt*ﬁ%%&lﬂuﬁﬁ” I:I, 1&:_.I-LJ\*§”&HEE*J-L%EEEI__I:J:FL*EE’JE/L.\/éu_.\, lyf*FL*E*EHj oVs-
vswitchd.service WRAARLE, ERAZEAEER, HESENRSE, FREELIIFEENRBE,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(oc).

it

1. N1 K550 debug pod:

I $ oc debug node/<node_name>
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2. ¥ /host 1% &N debug shell FEIIRE %, debug pod M pod EF'EI’J /host B ENIEE root X
R, HREFUN /host, ERILIMEN SRS iz T Z 6 -

I # chroot /host

3. &E OVS BHHI YA syslog 2 A :

I # ovs-appctl viog/list

LUF R EERT syslog 1%iE ™ info BB &2,

it Bl

console syslog file

backtrace OFF INFO

bfd OFF INFO
bond OFF INFO
bridge OFF INFO
bundle OFF INFO
bundles OFF INFO
cfm OFF INFO

collectors OFF INFO

command_line OFF INFO
connmgr OFF INFO

conntrack OFF INFO

conntrack_tp OFF INFO

coverage OFF INFO
ct_dpif OFF INFO
daemon OFF INFO

daemon_unix OFF INFO
dns_resolve OFF INFO

dpdk OFF INFO

4. 87 /etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf X4/ #)H

oy &73”

Restart=always

ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ErIEMREIFR, BELANIZEN dbg. 1P‘ES(H—J='P\3§1T, 1% syslog: <Iog_level> HEHN

off. emer. err. warn. info =k dbg. off H&Z

5 EERS :

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd
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7.5.2.2. XK ABCE Open vSwitch BEZ5
XTFXRF Open vSwitch (OVS) BEEIBKHEAEDY, ERT LUK A BB &L,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

¥ =
1. AR LLLTRAIM MachineConfig X RO —3 {4, 40 99-change-ovs-loglevel.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- dropins:
- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

ﬂ PUT S TRLAREE control plane TTmfa, BEEXMIRE, FNABIKES worker LIEE
worker 7 5,

@ L& syslog:<log_level> {f. B4 off. emer. err, warn. info s dbg, ¥ {EiXE
7 off &t iEieE BEHE R,

2. NANEREE :

I $ oc apply -f 99-change-ovs-loglevel.yaml|

HeHR
e T f# Machine Config Operator

o MENBEERRE

7.5.2.3. 27~ Open vSwitch H&

FRALUTEH LR Open vSwitch (OVS) B,
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FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0C).

it
o ZTUTE—®F :

o fFHARBEKENN oc N IERAK :

I $ oc adm node-logs <node_name> -u ovs-vswitchd
o BRIEBHIMNTRELZRARE

I # journalctl -b -f -u ovs-vswitchd.service

BT MM —F % 23 M oc debug node/<node_names &4,

7.6. TROUBLESHOOTING OPERATOR Hyjn]

Operator 2—#$TE. ZBEMEIE OpenShift Container Platform N AEFEH A%, ©RAMUBEERN
B BN IRANMYT B, A LTE OpenShift Container Platform W A2 TIE R, FHRBHM4RY
AR S SEHH RS, Operator #i% T AR TTAE A B AT, FErT MBS R B shiF TR, T
BASEKIER" (kI HE &0 f2 kT EnE)

OpenShift Container Platform 4.7 83& 7 —4HEIAK Operator, B |REHER TEAHEN, XL
Operator B Cluster Version Operator (CVO) &HIE,

ENSEREEIE A, EA#E A OpenShift Container Platform Web $EHI& 8 CLI Z25 3£ H OperatorHub Ay
M. FATERF Operator, ARG, &R Operator IHE—NHEANMHZEN, HEHEWFLARER, N
FA#2 R Operator B Operator Lifecycle Manager (OLM) ##{TEE,

NRiBE Operator @, EISIE Operator 1T HRE, EERFHM Operator pod BERR, FHKE
Operator BELLHAITIZH#,

7.6.1. operator 1] [ 4R 2K BY
TR AT s AR RO 2R 8
R 71RO KR
K5 ik

CatalogSourcesUnhealthy RAF@ETH— DL DB TR R,

InstallPlanMissing ERADIT IR R E TR,
InstallPlanPending RN RE TR IEEREH,
InstallPlanFailed TR 2 & 11 X1 R
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p= =1
EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)

&, ©fi%% Subscription X%, 2R Operator H Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.2. {§ A CLI & & Operator 1] [FR S

IREI LUER CLI &% Operator IR

FeREH
o TATLUFEAEA cluster-admin BA&MAE iR EE,

o B% %k OpenShift CLI(0c).
iz
1. B Operator 1T :
I $ oc get subs -n <operator_namespace>
2. {#F oc describe fp 5% Subscription HR :
I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $E Operator 1T 4R 2 EYH Conditions #f493. 7ELL T /RAHI
#, CatalogSourcesUnhealthy {4 XEVEH false R, R NFTAER HBRIREEER :

=1
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy

ZKIN OpenShift Container Platform & 2&% Operator H Cluster Version Operator (CVO)
B, ©Bfili%H\ Subscription XI5, 2% Operator B Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.3. fff CLI &%& Operator BRIRIRE
IRETLUER CLI & %& Operator BSRIRAPIRA.

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,

e B% %k OpenShift CLI(0C).
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iy =

1. SIS REEFERIE, Fl0, KLk openshift-marketplace #7422 (6], 1%n 422 (A
FERESCRMBXIR :

I $ oc get catalogsources -n openshift-marketplace

i th o Bl

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {# oc describe M5 RENE * B RIBEHIFEBIIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace
i Bl

Name: example-catalog
Namespace: openshift-marketplace

Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z

Port: 50051
Protocol: grpc
Service Name: example-catalog

Service Namespace: openshift-marketplace

ELEAIE YD, KEMRIMIASE TRANSIENT FAILURE, IHiRASRT B RIBREIERER
H R A] R,

3. B OIR B SRR e & 22 (R R BN pod :

I $ oc get pods -n openshift-marketplace

=1

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

78



B 7 = HEEHRR

EaRZEF PR E RN, REIZemAZEFGHBFKRUE— pod, ERIEAIRAI
&, example-catalog-bwt8z pod FIRZ 2 ImagePullBackOff, LHIRASRRHIE B RIRIZES|
BRFEERH,

4. {#F oc describe S E pod LUKENE Z1F41(E & -

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

=1
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn
Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"
Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"
Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

FERTEBRAE A, R BRI B RIRIRS I BRE R M AR AL A, Fla0, 3R
BIBHR T REF M ER EE K E UL registry H,

HeHR
® Operator Lifecycle Manager B2 #175/E — Catalog iR
e gRPC X#5 : BRI E

o MFAFE registry 1/jI7] Operator BRI

7.6.4. #1f) Operator pod A5
&R LA HEE B R Operator pod R ERE, B4 LUKEE 4B Operator pod Bk,

FeREH
o ATLUFEAEA cluster-admin BAE&M A iR EEE,

o AP|IRSGSMATLUIESR TE,

o B &% OpenShift CLI (oc)
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pi% =2
1. 5 EEHIZ1TH Operator, HitH &3& Operator frA. ATRAMMNZITHEER :

I $ oc get clusteroperators

2. BIHTE Operator #3422 [A]FHZ4TH) Operator pod, % pod R, ESFMER :
I $ oc get pod -n <operator_namespace>

3. HiHELIM Operator pod Ak :
I $ oc describe pod <operator_pod_name> -n <operator_namespace>

4. fNR Operator MFFEFENT R, MTEZT R LEEIH Operator F2RK .

a. T RA3) debug pod :

I $ oc debug node/my-node

b. ¥¥ /host 1%/ debug shell FEIR B K, debug pod 7E pod K /host qﬂiijﬂiimﬂ’ﬂ root X
HXR5, MIRBRUH /host, EHEILLEITENAIHITEREH T ER ZHHISXHF :

I # chroot /host

pa -3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.7 5877 == ST Operator KN FAKEEEN, TEIL
f# M SSH Uﬂﬂ%ﬁﬁ, 3, H%ﬁwﬂﬁ accessed {5R. B2, AR

OpenShift Container Platform API Aa] A, =k kubelet EE PR R ETIAIE
BEIF oc BIERASZEIRNM, EXFIBERT, "TLUER ssh core@<nodes.
<cluster_names.<base_domain> 3151077 52,

c. JIET RARNFEMAER, SIBRTFMRKELM pod ID:
I # crictl ps

d. FIET R ERFTE Operator B8MIER. LATRBIZIE T network-operator 232 :
I # crictl ps --name network-operator

e. 1B debug shell,

7.6.5. L5 Operator HE
INRBE Operator (A, KB LLM Operator pod HEFRINEFEMZHIE B

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
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API BRZ5IBSR AT LAIE & Tk,
B&% OpenShift CLI(oc).

&% control plane 5 control plane Hl23HIE 2R EHEHZ (BFFH master Hl8%) o

. BUHH7E Operator fp 44 22 (8] FIZ1THY Operator pod, L& pod R, EFFER :

I $ oc get pods -n <operator_namespace>

. ¥ Operator pod BIE :

I $ oc logs pod/<pod_name> -n <operator_namespace>

fNR Operator pod EFE N A2, N LAGSHEE7E—NiER, HPEEE5/)IRNEH. M
5E—L‘§‘%§ 1/jEn_.\:

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

. IR API TEEETE, 1H#EA SSH REFEA control plane 17 ;)R LB Operator pod 1A 2% H

5. I <master-node>.<cluster_names>.<base domain> & )75& &89 1E,

a. FIHE control plane 17 52 EB pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{E{AI% E 7~ Ready KSR Operator pod, AT Pod BIIRE. IF
<operator_pod_id> &ty £ —apmi A7 H# Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

FIH 5 Operator pod XM A2 :

o

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

o

. X FEMK LR Ready IKSH Operator B2s, 1HFEMRERZIIRS, & <container_id>
B E—HmahE Py HIAESS ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

. KEEMEK LT Ready S 5H Operator B2 HE. ¥ <container_id> &l £ —&H 4
H e FI BI85 ID:

0]

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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2 3

cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.7 87T m A 25, ©KINTF Operator KN LR HR, FEIL
6 SSH Vi SRR s, T s RPRIC N accessed {5 m, TE 0BT SSH
WE M BIERT, 151217 oc adm must gather F1Efth oc HHEENIRER
DR RWHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T R ETEEE T, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
&5

™o

7.6.6. 2 [ Machine Config Operator BZhE#HE| 5

% Machine Config Operator (MCO) #{TECERE AN, Red Hat Enterprise Linux CoreOS (RHCOS)
WHEEFTREEREN. TREBRREENERFEIN, RHCOS TREEENERE, MIFCEHRY

=,

UTERTEMA T mEHEIF
e 4 MCO RMEBIUTEMERN, ERERHFERER T RBVER TN AR

o 7EHZRELEM spec.config.passwd.users.sshAuthorizedKeys 2 &k
SSH B,

o 7t openshift-config &5 % Z2 [A| R E £ /F pull secret 3 pull secret,

o Kubernetes API Server Operator B 3¥2%% /etc/kubernetes/kubelet-ca.crt
WERI AN (CA)

e I MCO il ZI%T /etc/containers/registries.conf X {-BIEERET, NN SnkE

ImageContentSourcePolicy X%, ©RPFZEMEMNMT R, NABEHRFICHILK
T Mo

#= MCP B LE MCO TEXEXM T R LN A MEE RN, &1 MCP A" LA IEEM B

SR RIIE B B KRB T =, 23E B30 kube-apiserver-to-kubelet-signer CA
IE$, INR7TE kube-apiserver-to-kubelet-signer CA IE i3 #1H MCO 2 B &L TIE+
i, MCP & {®, EFRRETYEMN MCP BT RMAFHIET, X25FHE oc v h

W, SIEEARFRTF oc debug. oc logs. oc exec # oc attach, 1EE{E MCP KN i%IEE
D, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEFi #if0 (0] @, BINFERERS
[N =,

FCAIEPREBREHEEM 202 REMK, HEBIZBEEMN 365 XEMKR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9 T ## CA IFBBEENEET

7.6.6.1. i AIZHIA 2 M Machine Config Operator HEIE#H B 5
7T #EFXT Machine Config Operator (MCO) FRBIESUERR AL ERI AR, &7 LUEFA OpenShift

Container Platform Web 2% &M SECEN (MCP) , LARSLE MCO FEBRAN A i 17 mat TR &
N, XEMIEEMEERTF MCO Bt ia—oMER,
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{2 MCP ®IBA L MCO TEXREXHTT R LN FAEMECEE N, 1{E MCP 1A= LARG IEET B
SIFCERROIE B B KRBT =, S3E B30 kube-apiserver-to-kubelet-signer CA
IEH, INR7TE kube-apiserver-to-kubelet-signer CA IE i #1H MCO 2 B s &0 TiIE+
i, MCP &E{®, EXRRETYEN MCP BT RMAFHIET. X25FHE oc v h

W, SIEEARFRTF oc debug. oclogs. oc exec # oc attach, 1EE{E MCP KN i%IEE
D, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEFid #if9 0] @, BINFERERS
[ R =,

FCAIEPREBREHEEM 202 REMK, FHEBZBEEMN 365 XEMR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9 T ## CA IFBBEENEET

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

iz
Y EHECHEEBEE) MCO BHEHBIS -

o HEREIFILIE :
1. LLEH cluster-admin & &8 AP 519K El OpenShift Container Platform web ##l&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, =il master 5 worker, EFERTFEEL{EEHSISH
TR

4. 7 master = worker TUEH, m= YAML,
5. 7 YAML &, ¥ spec.paused FEXFEHH true,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: true 0

Q 19 spec.paused FEXEHTH true LEEEFHEIF,

6. BXIE MCP 2B E2HE, 15REIE MachineConfigPools 11,
£ MachineConfigPools TITEH, IS, MCP k&5 T Paused 5IH ) True,

IR MCP EE = A FL B {b, Updated 5174 False, Updating y False, 2
Updated &y True B Updating & False i, KT ERFLEMENL,
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BF

IMRBHAHFTHER (Updated 1 Updating FEXEBE False) BIWER
RAE—NMEFEORTER, FRUTSRICEE a5 5318, UNA
E—REFEBHINER,

o HEUHE{=EIIBITHRE
1. LLEH cluster-admin & &8 AP 519K E OpenShift Container Platform web 1##l&,

2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, mii master 5 worker, EFERTFEEL{EZEHSISH
TR

4. 7 master = worker TUE®, m= YAML,
5. 7 YAML /1, ¥ spec.paused FEXFE#/ false,

MachineConfigPool ¥} &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: false ﬂ

ﬂ ¥ spec.paused FEXE N false LLRITESS,

@it BUEEE MCP, MCO N AMAEFIEY, RIFEFZE/S Red Hat
Enterprise Linux CoreOS (RHCOS)

6. BXIE MCP 2B E2HE, 15REIEI MachineConfigPools 11,
£ MachineConfigPools TIEA, RIEXH MCP k& Paused 75 False,

SN MCP IE7EN R{EMFLIENED, Updated 74 False, Updating 74 True,
Updated 7y True B Updating & False i, AaBEH#ITEMEN.

7.6.6.2. f#if CLI M Machine Config Operator BFE#H 8IS

7 BEFEXT Machine Config Operator (MCO) FRMBIEBUER N A BRI MY, EEILUERA OpenShift

CLI (oc) EfEAMFEEMR (MCP) , LABALE MCO FEFRN AN T R T EMEN, XRFHIEERE
EET MCO BEifid iR —#oNES,
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#= MCP & B LE MCO TEXREXM T R LN A MEE RN, &1 MCP A" LARG IEER B
SIFCERRIIE B B KRB T R, 23E B30 kube-apiserver-to-kubelet-signer CA
iE$, INR7TE kube-apiserver-to-kubelet-signer CA IE i #H MCO 2 B s &L TIE+
i, MCP & {®, EXRRETYEMN MCP BT RMAFIET, X25FHE oc v h

g, SIEEARFRTF oc debug. oclogs. oc exec # oc attach, 1EE{E MCP K Ni%IEE
D, FBEFMZEFE kube-apiserver-to-kubelet-signer CA iEFid #if 0] @, BINFERERS
BN =,

FCAIEPREBREHEREM 202 REMK, FHEBZBEEMN 365 XEMKR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9 T ## CA IFBBEENEET

FeREH
o ATLUFEAEBA cluster-admin A& iR EEE,
e B% %k OpenShift CLI(oC).

iz
Y EHECHEEBEE) MCO BHEHBIS -

o HERIEIFIIIE :
1. %7 MachineConfigPool B L 7R, f§ spec.paused FEIXE true,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

Worker 7 s

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. $EMCP BREBEHE = :

Control plane (master) Tim

I $ oc get machineconfigpool/master --template="{{.spec.paused}}'

Worker 7 s

I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

=1

I true

spec.paused F& 5 true, MCP 1%,

3. BE MCP B2E BRI

I # oc get machineconfigpool
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it Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fab0 False False

#NR UPDATED %12 False, UPDATING 7/ False, NIBRFLENER, % UPDATED #
True H UPDATING 7/ False i, EZBERFVIEBMER, ELHIA, worker TmBAFULIEND
b, control plane Tig (BFFH master T1m) RBETMAFLEMEL,

BF

MRBHAHFTHER (Updated 1 Updating FEXEBE False) BIER
RAE—NMEFEORTER. FRUTSRICEE a5 5318, UNA
E—REEBHINRER,

o EUHE =B85 :
1. BEE#T MachineConfigPool B7E X %R, ¥ spec.paused FEXIXE N false,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
Worker 7 s

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

@it BUEEE MCP, MCO N AMAEFIEY, RIFEFZE/S Red Hat
Enterprise Linux CoreOS (RHCOS)

2. Tk MCP BREEEUHE = :
Control plane (master) Tim
I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker 7 s
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
=1
I false

spec.paused FF& 7 false, MCP #EUHE =,

3. AE MCP B2E BRI
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I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

ISR MCP IEfE N R4 IERE, UPDATED %15 False, UPDATING %7y True, ¥4
UPDATED § True B UPDATING 5y False [}, &EH—4MEN, £ LHIA, MCO IEHE
B3 worker 77 8,

7.6.7. RlIFTRICEL] ]

£ Operator Lifecycle Manager (OLM) #h, #NRMEITHBES| ML ITEV M BI5 &I Operator,
& a] LAFE openshift-marketplace #p# 22 [A] R B B LU R SR BVE L -

it Bl

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

it Bl

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

R, TTHSOFXNRVCUAE, Operator TEREZESHFA L.

e LGRS HBRIT IR, SREFBRSSARA (CSV) REAMAE XN RERIFTRWBTI R, EFHAURIHE, OLM
KEFHRE Operator WIEFARA,

SoRFEH
o TME—NKRMBIITH, FIERIENRRE RIS 255 &,
o EFINF LY R EMRBINA S H K.
i =
1. MZRZ Operator H#r 4 22 (5] 15K EX Subscription #1 ClusterServiceVersion & R ZFF

I $ oc get sub,csv -n <namespace>
Ll N

NAME PACKAGE SOURCE CHANNEL
subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0

NAME DISPLAY VERSION
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REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

2. THIBRITI -
I $ oc delete subscription <subscription_name> -n <namespace>

3. MHFREREFAR S hRA

I $ oc delete csv <csv_name> -n <namespace>

4. 7% openshift-marketplace &p 4 22 [f] IR EX A A SR AV 1 B9 & FRFNAE K EC B PR &Y

I $ oc get job,configmap -n openshift-marketplace

fai tH 7 B

NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s

5. MHERVEM

I $ oc delete job <job_name> -n openshift-marketplace
PRI AR R ER IO SR V) (R I B AR B Pod R MRERTAIEE.
6. MPRECERRSYT :

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. 7E Web #2%I& F{F FH OperatorHub E# %% Operator,
o MERTDHINEFHRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.7. 17 POD [}

OpenShift Container Platform I f Kubernetes B pod #:&, ©E2HXREHMEER —FHNLBH—P=ZHD
A2s. pod B HATE OpenShift Container Platform 4.7 L& X, ZREMETEMNHK/INTE ¥ IT,

HEEXT pod 7, ERSRETRLEIZTT, BERRFRY, HNEICSHMIERLE, REREIREA
4, Pod AITE:RHSNRE EMIER, UEDFEBR,
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BB pod ML pod BIRA. MPR% % pod B, HVIER pod BYSHRIRT LUASIR E B,
BB pod ML, RIFEIZRTERLMBRBEE. 55 pod FHBRLLE pod IBBAFER,
3BT 7] 84T 2178 pod, SUARYE Pod HUEBEBEE/HENEA root Vil HUREIA IR pod SRaHZ5 L ]

Elmo

7.7.1. T & pod (513K E

pod KGR E E X RIRE, FI1E oc get pods HitHHI status FEXHUE R, Pod FiR R SRIHER
&, RERFBEIRMLEHEXHIBE,

THRERHT pod HHRR TR EHRIIR.

& 7.2. Pod B RE
Pod iR 3T
ErrimagePull B ARG RE R,

ErrimagePullBa  f{&3RKM,
ckOff

Errinvalidimage  f8EHKATRTH.
Name

Errlmagelnspec &R ES BRI,
t

ErrimageNeverP  PullPolicy % &% NeverPulllmage, BirE&&BEREE,
ull

ErrRegistryUna %22 M registry IOREFRT, SHILHTTP £5i%,
vailable

ErrContainerNot {EERRERAM pod FARFIESHKMH kubelet B,
Found

ErrRuninitConta  &ZF#1181b KM,
iner

ErrRunContaine  pod MZARZRENR B KINE D,
r

ErrKillContainer %% pod AR HAINA L,

ErrCrashLoopB  &HREX L, kubelet BRARIKEEHE,
ackOff

ErrVerifyNonRo  BFBRBHHEK A root HPRIZIT,
ot
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Pod BHRRZ fed

>

ErrCreatePodSa Pod &0 &AM,
ndbox

ErrConfigPodSa Pod A &RELXE KRS,
ndbox

ErrKillPodSand pod SFEEBMRINE L
box

ErrSetupNetwor  RIZE#15A1ERIL,
k

ErrTeardownNet  M4&%#& 1k K04,
work

7.7.2. %‘L\ pOd 'Ik/[_;\

R AEN pod REFE RIS, BILATLLE N pod HHEXERELRE, HEBEEMBIRIA A,

FeREH
o ATLUFEAEA cluster-admin A& 5N EEE,
o B &% OpenShift CLI (oc)

o B&ET skopeo,

(RRIIE RS
I $ oc project <project_name>

2. SIHTESREAFIZITH pod, UK pod IRA. HEIRRA. EEMNER
I $ oc get pods

3 MBEMBERZSHMEREESE !
I $ oc status

MReBREFBNELEEE, MibOEBERELMMEME&RSIA,
4. B B SHIH P AREERK

I $ skopeo inspect docker://<image_reference>

5. INREMBHRSIBAFER, FEFHBEREPHNSIA
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I $ oc edit deployment/my-deployment

6. UMBRBERHEF, BENBIEHINE, EWESTEFM Watch pod BIIRT,  LUATE X AN ] @
=LERER

I $ oc get pods -w
7. IEMAEFPNELS, UTHS pod KBAEXHZERER :

I $ oc get events

7.7.3. %L\ pOd iﬂ]‘@“%ﬁ HE

@EIJ«)W\ pod %Dé%ﬁElu_.\, JQVKE’—?T- 13 pod KR RME S IRER, RIVRBFHEEAM, pod

FeREH
o ATLUFAEA cluster-admin A& iR EEE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .
iz
1. BIHRE pod WA :
I $ oc logs <pod_name>
2. Bifl pod FFERERMAE :
I $ oc logs <pod_name> -c <container_name>

FRIER oc logs ARSI H & B X E B pod A 2R HI stdout HIfE BZHMK.

3. &% pod A /var/log/ FEESHHEE,
a. F pod A /var/log FFTEMBEXHFNFE X -

I $ oc exec <pod_names> Is -alh /var/log

b. &ifl pod # /var/log FFTEFFE BE X :

I $ oc exec <pod_name> cat /var/log/<path_to_log>

c. FIBKFERSN /var/log FEBEMBEEXHFRFEX ¢

I $ oc exec <pod_name> -c <container_name> Is /var/log

d. HiHEERSBTH /varllog PRAIESHEEREXXH :

o1



OpenShift Container Platform 4.7 2%

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>
7.7.4. 5 [nli217H pod
BRI LLBIT TE pod HITFF shell, i@t im O ZRERMLE Ui 1R], SRS EFELZITH pod,
SeRFMH
o EHALUFERER cluster-admin A &K HI&EEE,

o AP|IRSGSMATLUIESR TE,

o B%%k OpenShift CLI (oc) .

it =

. RS EEED R pod MUIH, XZLERN, E7 ocrsh S GAEER -n L4

ZE0A] :
I $ oc project <namespace>
2. J55h% pod BUILE2 shell:

I $ oc rsh <pod_name> ﬂ

Q IR pod EZ1NE2, BRIEFEHA -c <container_names> I5E T —1&2%, &l oc rsh &%

INERE—1TBE.

3. JA3IE pod RIS ERSRFH—MNZTE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. AE— MmO L RIGEE pod ERIRO :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYH O & &1F,

7.7.5. 551 EA root 1 [AITNBRH debug pod

BRI UEF—NENHW pod BEHMEBLE, HNEBERYFTIRE debug pod, pod A @HE A

3E root WPRIZ1T, (EIZTRAIGRS root FEY pod HHATEEHERRIS R R E R I RA R :

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .
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s}
e

1. RIE—NEEFENEA root 1i[ABREY debug pod.
a. RERUIBEZE R

I $ oc get deployment -n <project_name>
b. RIELREHh7HH root IERM debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFEHEEESNES root 1A RA debug pod.
a. KV BEERERERM :

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root FR/EEN debug pod:

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

cak

KA LUT -- <commands i I1ZIRTE A oc debug 5, LUETE debug pod 1T H
B, MABZITRER shell,

_>5

-

7.7.6. X252 pod #1AE, M pod MESFHEH
A LU SR HIE] pod M pod B, BUIAERBERSIKEILEIER

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. FXHEEFHIE pod:
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ AR T, NREE pod MEIE—1EER,

2. M pod Sl :
I $ oc cp <pod_names>:/<path> -c <container_namex><local_path> ﬂ

@ REAEE T, MR pod REIE—PEER,
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. EfF occp EETE, BEsANIIA tar,

7.8. % SOURCE-TO-IMAGE 31T = HEfR

7.8.1. Source-to-Image #FEHERRSREE

Source-to-Image (S2I) 2 —MA TR EE £XH Docker RABRIFENIE, ©EITFNAERR
RIGEABRRGR, FILRFHRERERTRENZITNGGR. FRGME 7T B G (WER) MUEN
o
TIATE S21 AR IIEE L £ AIE, EAIUMERSLUT S21 B R XM pod IR -

. EMBREME, WE pod AT MEMBHGIIN ARRFERAE RN AREFREH R,

2. EMERENER, #BF pod AT MIREEN RITEIIN REF B GIRTEELN AR pod.
E8E pod MREEHM TR, MARSHMEEE, MBEEEWREERE TR,

3. 7£EE pod BN AR pod g, N ARFHETREREZTHNBRRE pod R A%, Hlt0, BN
& AR pod 46 F Running IR, NARFHITHEATEARAKMOTEE, EXFHERT, &
LU IR IETE2 T HIR. A2 pod, LAAE pod AHIN. AR FHIFE,
LN S21 A B AT R PR HERR AT, EIRERIX N RBRIRE ¢
1 WS, EREBAIN ATER pod K&
2. ML £ S21 #HEH B

3. BAESKRMH B B E

7.8.2. 185 Source-to-Image ZHiE R
S2| TE®RINFZ1TH93 pod F1E8E pod. ZE pod i SIRIBMEMN R OIBHN ARRFARREEEN A

2R pod. MEITE, EREBEFN AR pod KA, LRBE S2I iPHMELEME, RE, EREED
T 254
FeRFEMH

o ATLUFEAEA cluster-admin A& iR EEE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

AR
1 EEA S21 R R pod IRA,  LUMTETEMRN B & £ 54EE -

I $ oc get pods -w ﬂ

@ R -wsRli#pod BEALL, BEEMEMA CtrleCBHAS,
2. thE pod KMEI BRI HEEIR,
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o MEME pod kM, HKEEME pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-build

k

-

F4, EELMEA oc logs -f be/<application_names k& EEE BN H
I:l'la:\o *@LEE%E’J H Ib\@*ﬁ* E*‘jL pOd D] A& Tho

o MRIE pod KM, HEEEEE pod WEE :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

e

k

-3

779*, & AT LAEF oc logs -f bc/<appllcat|on name> K EEEEEENH
& HWIREAEMERE pod WEHE, BEEIERE pod HINSEH NIE, MNREDR
= pOd X EIZTT, ﬁ%’%%?ﬁﬂﬂj%ﬁﬁﬁﬁ*ig pOd HEE, EE pOd SERX
&, {ba@i3i217 oc logs -f pod/<application_names-<build_numbers-
deploy ki n H B &,

o MRNMARR pod KW, HENRAEFZEMIEELZTHRNARREF pod hAE, FE
Erm*ﬁr pOd HWHEE :

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.8.3. RN A2 2 M R LAV 2 0 AR e R

N AR RE R FEIZfTRIN FRRRF pod A L, HEXLEERT, BRHLUERUTRIBRRIIMIER -
o KMESNMRF pod HXMEH,
o EEN AR pod WHE, SIEFREH OpenShift Logging HEZRINEME E N AR B EXH,
o LIEHANNMIKNARFIE, HENARFRSRHCTZHIA

FeREMH
o EELUMEMAES cluster-admin & &K 1A & EE,

o B% %k OpenShift CLI(0c).

it

1. S SHREN AR pod HXBEH., LITFREIKFES my-app-1-akdlg B FRT2F pod IS
-

I $ oc describe pod/my-app-1-akdig
2. IENARERF pod WHE :

I $ oc logs -f pod/my-app-1-akdlg
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3. HEZITHN ARRR pod FEREHE. X&EE stdout BIHEH OpenShift Logging 122
”&% HAEEL— F'F'-I—JE’J$HUII:EI|:F' LLFE&E 1@/\1@% :.F/xﬁﬁﬁﬁu stdout BWHE.

a. INRNARFBERUE pod RAFEE root TRRHYIER TR LUAITUI R, MHRIMT AR
BREXH :

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. MNRFBZE root MINRFREEENARFERE, EAILUSIESA root IRM debug B2s,
REMBRANEEBEXH. MIIEH DeploymentConfig XT%QF’EJJ debug &#3. pod A
BEFEAIE root FURZ1T, Bi21TEAEIEN root BEFAY pod 4T EXFEHERRA 1V 25 7] FAsS
BREA:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

pa Y=
INRIEZTAER -- <commands FJoc debug

dc/<deployment_configuration> --as-root, |7 ik debug pod R A
root FBREI— PN EENR shell .

4. LR AN RRFEE FHET B ED) shell WM AREFRBHZT2ITE,
a. ENARFASLE—1MRERN shell:

I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R EFHAXMNASN AEFIIEE. FliN, BALLZITRSHNAORGSHUELER
RiE, EERFREREIHET S2| #EERNARFRRA, BEREMSSTIINER,

c. IBITAERPBNIZE IS,
pa -3
BT — LB T EI SR E root TR, EXEERT, MAELLBITET oc
debug dc/<deployment_configuration> --as-root, #R#EH K pod A

DeploymentConfig *f R E5)— N7 A root Vi[AIIXPRAY debug pod. AfF,
&R LM debug pod H LA root A 7 BADIZ T2 T Z 3l ST

5. MIRABHHRB M ZAFIH, ERTLUER nsenter ER B A Z 22 IEUEFLFJEHLE’\JV?I%E:JE
H3t, UUTFEBE—DBHRNDEZEFRFIZIT ip ad, ERAEHB ip =R,

a. BT RLEFEA—1D debug RiF. P EHEHEH—D%EH <node_name>-debug HY
debug pod:

I $ oc debug node/my-cluster-node

b. ¥ /host %/ debug shell FBIHRE %, debug pod 7£ pod Ff /host qﬂhjﬂiiﬂ‘ﬂ,ﬂ’ﬂ root 3
B4, FIRERMHN /host, ERILLUZITEN AIHUTRRHR S SH ZHHISXH -

I # chroot /host
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k

= -3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.7 87T m A 25, ©KINTF Operator KN LR HR, FEIL
A SSHIREET R, TRERIMILH accessed 15, BZ, AR
OpenShift Container Platform API "R, = kubelet fEBH5 17 m EFIEIE
EILE oc BIEREZRIRNM, EXFERT, ALUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 52,

c. AEBIREER ID:
I # crictl ps
d. MERLRNHIE ID, EXRHIF, BIA D 27fe32346b120:

I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. ERSRMAEEFZITipad, FEAEHH ip ZHFIRIE, ABIFER 31150 /FHRIFHIFHE
ID, nsenter @S HIABIMARRKH S EERHESREEFZITMS, BAARG S EIRH
—NAERBHIZ ID, P ip ad e BIEENMIA SRR ZEAHIEIT ¢

I # nsenter -n -t 31150 -- ip ad

2 3

RAEGRFENAS (M debug TTR) B, FReERSKHGRERPIZITE
HLBY2 i — IR,

cak

7.8.4. Hfh ¥R
o INEAX S2 MEERMES IS, 1H8 1 Source-to-Image(S2) &,

7.9. IFHE AL PE HERR

7.9.1. R SRR

LT s BRSNS BN K AT, T ER & AT s EDE B DAY ReadWriteOnce(RWO)E LAE# B 7 — 17 s £/
pod fF A,

B2, AETEETEFT T mAp 3, B R m T A BN IR 4,
RE T — multi-attach £5i% :

Fai th o B

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition
Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR

EHR multi-attach [ IEFERAUTEREAARC—
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o [ RWX B3 HZ M,
X F RS EAFMERR R AR BT LUER ReadWriteMany(RWX) B LABS 1k % Mt N 15%,
o fHF RWO BN, Mk S Sl bRETFE T ;.
X FARZHE RWX BI7EHE, 30 VMware vSphere, e N {EH RWO %, B2, RWO BT A E

T RE,

INREBEHH RWO BRZMAHEIRHEE, 15 BITE R A ARIREY T R EMIBR pod, LLEEFEX
HITEREPIBIERR, GIMEMMISEA LS,

I $ oc delete pod <old_pod> --force=true --grace-period=0s

LA ATE 6 DESIHBRLL T % S AREI Y & LA,
7.10. WINDOWS & 28 T {F fi 2% 0] s FE HERR

7.10.1. % B &%k Windows Machine Config Operator

INRBE5EMK T ZZ& Windows Machine Config Operator (WMCO) #9i4#2, {B Operator —BELF
InstallWaiting [T E%, [n]3 =] BE 2 HH R0 4% 0] RE A B

WMCO EKfFR OVN-Kubernetes it & OpenShift Container Platform & HIESEM4, WMCO Tj_:/x
BREMEHIER FTLEETRELE TR, XRBELMEERS (0S) M OS ZBHRMT RFTULEMN, X
IR SRR R ZITTEH T K.

HD%E%{EI%\y %[E—E—Jﬁal_ltblzl |__|Q§

7.10.2. 18 &1+ 2 Windows #2828 BN NITET R

Windows #l2s% B NIt E T mMERABERS, HAEIRHN&ETERINE Windows Machine Config
Operator (WMCO) Hi&,

FRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MMBENIET Windows H25%.

iz
° Jz i'LJ\-FF' *”&% WMCO EIL.\ .

$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. iJj[n] Windows 7 &2

Windows 7 R F5E{# F oc debug node e % 1ji[F] ; S B R BEZ T RLIZTHRN pod, 1B Windows 147
FHEIXA pod. ATLUMFEF SSH 8 Remote Desktop Protocol (RDP) /i[A] Windows 7 m. HiAEERS
F—1 SSH &2,

7.10.3.1. {6 SSH ijj[a] Windows 7 s
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R R LAE R SSH VilA] Windows 77 5,

FRFH

e B Operator Lifecycle Manager (OLM) %% T Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows #2855,

o REfY cloud-private-key secret A& FHBIEREA LA R Q3R LB I (58 A M BB EA RN R ssh-agent,
RN, FHICEEFERAEM ssh-agent FIFREH,

o B f# M ssh-bastion pod £ E Windows T s,

A
o Z{TLAT a4 31 Windows T e :

$ ssh -t -0 StrictHostKeyChecking=no -o ProxyCommand='"ssh -A -0
StrictHostKeyChecking=no \
-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-

bastion \
-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or

.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip> ﬂ 9

EESHENFEA 4, 0 Amazon Web Services(AWS)# Administrator =% Microsoft
Azure B capi.

@ BETVRMNEIP i, ARSI TAYRL AL -

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2. {1/ RDP ijj[a] Windows i =X

&7 LUFE B Remote Desktop Protocol (RDP) i/i[A] Windows 7 m.

FoRFMH

o B2 f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,

o REYY cloud-private-key secret A8 FHBIEREA LR Q3R L BF I (68 A MU B EA RN R ssh-agent,
RN, FHICEEFERAEM ssh-agent FMIFREH,

e B f# M ssh-bastion pod E#E Windows 7 s,

Y=

TERSIXE SSH tunnel :

2

1 3217
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$ ssh -L 2020:<windows_node_internal_ip>:3389 \ )
core@$(oc get service --all-namespaces -l run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

Q EET RMRER P thlt, FEETU TSR A%t

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

2. TEAEBY shell f SSH E| Windows T s, FiziTU TS AP AIESB :
I C:\> net user <username> * ﬂ

ﬂ IRESHNEAF %, 10 AWS B Administrator 5k Azure B capi,

IR BT LA A RDP & F i 1T localhost:2020 2#21)5 7] Windows 7 5,

7.10.4. 5 Windows & 235 Kubernetes T m Hi&

Windows A2sHEILRE Linux B2 EEHILKARE, Windows TEM#E M Kubernetes 17 s B R ENIARA(T
&= C:\arllogs B, EIt, E@4IMIZEB xHIKE Windows TR B,

FoRFEMH

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MMBENIET Windows 255,

1. Z1E C:\varllogs #MFiE Bk EERE, HoTUTHS :
$ oc adm node-logs -I kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \

/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

2. WA UERARENSSIHBEFRINXHHAEEFTRDIBEXMH, Fn, EEE kubelet B
&, EIZITU TR -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5. J‘I&% Windows E[iﬁﬁ*if%{q: E TN
kubelet logs i _£H Get-WinEvent shim & F§F M Windows Hl28 &N ARRFSEHHEE,

FoRFM
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o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o HBEHIET Windows Hl235.
i =
° g*ﬁFﬁﬁﬁFﬁ&J‘_E ﬂi?ﬂ Windows *n%EJ:Eq%#FEIL,\E,JEI Ny i%ié/i-
I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

{5 oc adm must-gather 5 H &N HUITEFEH® S,

A LORIT R -u SR EMENRS RBREXBEHHENEE Windows N BREFHEHE. 4l
0, WAILLEITUL TS W EE docker runtime BRSHIRE -

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

7.10.6. 7§ Windows & 25t Docker Hi&

Windows Docker BRSS A& B &R iR stdout, M=EitkE Windows WEHBEH, EallEE
Docker EHAE, LUAEMRIAJE Windows Docker PR 553 B A 0] &,

FRFH

o B2 f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MBENIET Windows #2855,

1. SSH EJ Windows 1 s F i A PowerShell:

I C:\> powershell
2. iIB{TA Tk EE Docker Hi& :

I C:\> Get-EventLog -LogName Application -Source Docker

3

7.10.7. Hh5R
o Windows BEEMHIEHER

\g

o HERRENF AR ITEZRY )&
e FTF Windows tXFEHEFRAI Docker

e Windows ABYE I, Kubernetes [A] &

7.0 E 2R R
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OpenShift Container Platform @& — M IECE. TMREMN B HEH G EZEHR, AFREROFESE
%, 1E OpenShift Container Platform 4.7 f1, SEFE IR G A LULSEMEH N B P & BT E 3 A I,

INRICBECHIEIRAATA, HE Prometheus JEFE T KEM A ZEH, NAHRERULT S HZE,

7N RE N B E XA el B

@it ServiceMonitor TR, AT LARETE sNRI A AR 7 RE LB B AR B9AR S5 R FFEYEE TR, IIREOET
ServiceMonitor %R, {EJEIETE Metrics Ul B EMEIX N BIHEDE, TEIRIZRIEHATRE S IR IF,

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,

e B%%k OpenShift CLI (oc) .
o MENAFENMIENESAHEET R
o (REHIE T user-workload-monitoring-config ConfigMap *f .

o RENIET ServiceMonitor ¥,

1. 7EAR5%0 ServiceMonitor F5iRED & PR B X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl

labels:
app: prometheus-example-app

b. 17 ServiceMonitor ¥5REZE F#) matchLabels app 1% 255 _£— % REIPRZ i H T
Bc :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app
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§
Gl

1

S
s

L NEFUE EEN RN A EREIRSF ServiceMonitor %R

o

&%

2. 1f openshift-user-workload-monitoring i1 B ##:# Prometheus Operator IH .

a. 3 openshift-user-workload-monitoring 1l B 7 #J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod 1) prometheus-operator Z23iKEXHE. £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURBREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. [E#ETE Prometheus Ul FEFHBMBIRRE.

a. BIinO%% %4 % openshift-user-workload-monitoring 77 B R Prometheus 2451 :

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090

b. 1E Web H|% 288/ $TFF http://localhost:9090/targets, FF1E Prometheus Ul REEEE B
HBERIRE, A5 BRI IREE,

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILK.

a. 1f openshift-user-workload-monitoring i B 475 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config
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b. 7f data/config.yaml bt~ prometheusOperator 77l logLevel: debug, fHEMFIKEN
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

c. BRITFXMHLUGRRZ LN,

EN B BENHIERE, openshift-user-workload-monitoring 71 B 1 #
prometheus-operator R HE/H.

e

d. #i\ debug BEH I 2 FE openshift-user-workload-monitoring 7 B 89
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

i th o Bl

I - --log-level=debug

Debug 2% % B &1t 4% R Prometheus Operator & HBIRFA i A,
e. & prometheus-operator Pod & IE1EIZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

NREBEMEHETE T —PNKIHFIE Prometheus Operator loglevel &,
prometheus-operator Pod RIEE T ER TN E

f. &%& debug B, LLT & Prometheus Operator @& E{# F ServiceMonitor 7R, &Z&H
SRR E AR X R,

Hith 5w
o QIR E BT E M E U R ED B A

o HFEAXMAHIEE ServiceMonitor 2 PodMonitor BIFEAIE R, ES M35 E a0 5 AR 55

7.11.2. H8E 71t 2. Prometheus JH3E K2R 20 [H]

104


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#creating-user-defined-workload-monitoring-configmap_configuring-the-monitoring-stack
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/monitoring/#specifying-how-a-service-is-monitored_managing-metrics

B 7 = HEEHRR

AN R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN Y. BEIR
HETTRENBMERIN IR ERM, B, customer_id BHEARAHE, EANECELRL N AIEERIE.

BOER R EX AW —HEFFT, EREPERTFSRAERM A S BT O A 778 E H I
EHURIN. XA RERFNT Prometheus 88, FHFMEAEMA 22,

L Prometheus JHFEXERAR, EATLUFERUTAEE -
o RAIFAEWENRIURAIBE.

o & Prometheus Ul RN R FESIBEEE (TSDB) RELLT 38 KUFLEFRE OIR & % I (A 51
MWELER. IFERHEEAR

o EEIDOIEMME—IFFIIME, EW LU 2 ECL P E BRI R EB MR E

ERAER —HAERATEENEEAEHDBENRE-EXHEHE.
o XIAfER T E B A iR IR E L ERE, XIFERFEE AR

FeREH
o ATLUFAEA cluster-admin B&MAE iR EE,

e B% %k OpenShift CLI(0c).

it 3
1. £ Administrator i, SfinZl Monitoring - Metrics,

2. 1£ Expression FEXHIZ{TLLF Prometheus Query Language (PromQL) 1, iX&iREIEH
=S RIURAIEA BT -

il

I topk(10,count by (job)({__name__=~".+"}))

3. MMRIEIHREUREIB AT, EREDBAEITHRAEREEHRE,

o MREIHSAPENMNTBEIEX, EEELRAEMIIENENIERE-EY, el E
BFRHIH Prometheus & im/ELE, S REITRE RSN ERI EBIERE,

o WIRIEIRS OpenShift Container Platform B/ BMEX, EELLIES | Mg LOE—
MNELIE SRR,

4. F&# Prometheus Ul B TSDB R
a. 7 Administrator i/, SfiiZ Networking - Routes,
b. ¥ Project 5% 1 openshift-monitoring 11 8.
c. 1% prometheus-k8s 1T B URL 3&$TFF Prometheus Ul BO& K TTE.
d. 7% Log in with OpenShift 3E{# A f&# OpenShift Container Platform #EiEFH 783K,

e. 7 Prometheus Ul A, # A% Status - TSDB Status,
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HEHR
o MFAXMMAIXERBRFIRFIF CIRBRERMNEIFAER, WS A E LHWIE E
HRER B BR !

7.12. Z i OPENSHIFT CLI (oc) [A]ii

7.12.1. T & OpenShift CLI (oc) BE&EZH|
f&Bh OpenShift CLI (oc) , &= LAMAKinbERN A2FFHEE OpenShift Container Platform HiH,

INRHIEFETF oc MBI, I oc HELAIRE NHIE APIIEXR. APIIRN R BSERNRB curl iF
KiFtE, XRETHETEH oc BSHEZIRIFER, BB T BHENAT,

oc BEHANBEEM1E10, TRIRMT oc BEYHFIR R E i,

% 7.3. OpenShift CLI (oc) BE%H|

BEZ fik

185 ERBRAREEKILKE stderr,

6 H stderr i3k APl 153K,

7 1 APHERFIRLIC T E stderr,

8 03K APLIE R, FRELFIIESC, LA API IR FRLFIIE B stderr,

9 IR AE APHER, PRLFIIEX. APIHERFRAFIES, UK curl iEXKE stderr,

10 LXK AT APHER, PRLFIES. APIARNMFRLFIES, LK curl iEKE stderr, it
BE BB A,

7.12.2. 1§ 7€ OpenShift CLI (oc) BEZHH

ma L@ RS S MR BRI EHE OpenShift CLI (oc) [/,

FRFH

o B &% OpenShift CLI (oc)

1. 75217 oc Ap BHTETE oc BHEZH :

I $ oc <options> --loglevel <log_level>

2. OpenShift Container Platform B HRIRTESEEE S EILKM curl 15K, AT LLF
RINERIA M NRESE, UEEN oc e SHEZHENE N AEIEA :

I $ oc whoami -t
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