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2 13 T2 OPENSHIFT UPDATE SERVICE

TR R BB SERE, 411811 OpenShift Container Platform B ARG IRIEH, SENLFH API
EEM— M EERSZ1T.

MREFERA—DZIROMLE, RETEVIR R AP, BRI LAIEARMZREE OpenShift
Update Service, 155 M ZE&HEIE OpenShift Update Service,

-
L k]

1.1. X F OPENSHIFT UPDATE AR5

OpenShift B#TARSS (OpenShift Update Service, H#F OSUS) 7 OpenShift Container Platform (&

& Red Hat Enterprise Linux CoreOS (RHCOS) ) 1=t T EXE#1 (over-the air update) THEE, BIR

HmT—NER, EPEEHMY Operator IR (vertices) FIEEEA M 4 (edges) . EIFRBIKRERT
A IR BEHEINRA, MREEHNERNE, ATFEESESRHFEAHITERE,

& BEH Y Cluster Version Operator (CVO) 2% OpenShift Container Platform BE#TARSS, FHRIE AT
AHMAFEFRERREERNEHRMENRR, SEEKREHN, CVO BAZEHMLITHEER
RATHIERE, L1TITH (artifact) FE N BRTHESRITETE Quay H,

7 ik OpenShift Update Service [UREFRAMEST, STLUFEA—MRABIEEERE D BoNET 2. B

PMROTIHHREBERIERESXFNTFEAMRARMUREMAGIRE. EEEBINEGESHANMRA
&, OpenShift Update Service 2BA1EER A,

B

OpenShift Update Service IR H RIS EHEEFEH. 2R OpenShift Update
Service AEIWAN R, XA E NEH N BEIRATRAFES M,

A EHISR R EMERN Ti21T. S—MEGSRSAERENNEEL, MELNARER, Had
Operator IS R#EHRE, LIERENE2ELTFAIH, ARHKRICRE, B EHI2R521H OpenShift
Update Service, LMRAEE#H =S A,

BE
R FAREBETIRE, FXFFREHLRFERZILRIBIMRA. WRENEHRKI, 15
HRRELIE T HF,

EEFHITFESH, Machine Config Operator(MCO)SH#ECE N A EIE 28, MCO A
maxUnavailable FEXIEEMN. MANSREERFNT RBE, FEeIRMCATTRH, ERINERT,
XMEWZE N 1. RE, MCO &N BFEEHESHES.

INSRIEHE Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&T1EXLEH| 25 £ BT kubelet,
NIRRT X 2R £ B HT OpenShift AP,

LETARAAAE N AR kubelet Bf, RHEL Hl25T%:R[E Ready R, ENZRATART, BXETHE
. BR, ANEBRETRATTRTRE, AUTUE-—ENSTEERANERT, BRESHEFE
{’EO

OpenShift Update Service BB Operator #1— 4% /N5 FAFE R SE B ZH A%

1.2. 3E2 % OPERATOR My #5505


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#installing-update-service

% 13 T OPENSHIFT UPDATE SERVICE

Operator B9 ZEHAK A RE T —1 Operator @ BRI R ERRHPHEXAGHNTR, R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFRRKEIELR.

RRCAUEFREIMERBENAIRPER, BOTFHERERSEH Operator FRERZH, KHE
BERFETEERSMGNEBMAL.

AIE AL T 3% Operator B WIEZEIRS :
e Ji3T Operator ACi&
JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL

AT Operator, 530, Red Hat OpenShift Logging Operator @it IS EEENE E LR
(CR) iAR|IER, T Cluster Samples Operator 88 7 £85EHECE FR.

¥ managementState S#E X/ Unmanaged E#& Operator f2FHEBEHNTR, BA

SHITERRAHBERBEE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFIME,

Digk

==
[=]

ST Operator B NHRERER BRI ZHEHGHMINEE. RS
A E E (Managed) RESHAIES HIIF BEHRERG HF.

® Cluster Version Operator (CVO) &3

A1 spec.overrides SHARMEI CVO EEEH, LUEBIERIRENIAEHER CVO 1T HEERIS

=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEBE AR FHENE
CVO BERIRETER :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BERFEBIMEBHLTAZIHRE. EMRmEERER, ¥
A UEIN R ERFSE ARG .
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562 B BISRAESE

IREI LUER Web 12§l & 3% OpenShift CLI(oc) @it MR IEE T OpenShift Container Platform 4 &£2%,

2.1. T % OPENSHIFT UPDATE SERVICE

T f# OpenShift Update Service : X FEBEIXM I ERIEEEE, ZL1EET OpenShift Container
Platform BHTARSE N A API EENEERSIRELLEFH. MEEZEL, HSHUT :

® X F OpenShift Update RS

o THRIEZE Operator U FFEREE

2.2. ZEHEE OPENSHIFT UPDATE SERVICE
LZEEFNELE OpenShift Update Service : EBFHE BTG R BEEEA LU R A AP ; ZIRMSHERETS
EVIR A AP REFHER. BEEZRMEHRERCIARAE, ETUERMELEMEE OpenShift
Update Service, REEMFEZENIMEPTAH, MERLER, HSHLUT :

o L% OpenShift Update Service Operator

o {|# OpenShift Update Service N FATEF

o fitli& OpenShift Update Service N A2 F

e EE OpenShift Update Service Operator

2.3. TREARIEINAZIThRA
FHESTEF ZATRRAS + FHRAE VPR FA R KRG, AHIERE T OpenShift Container Platform By
RIRAR. FRIGEIRE L ITHRALERE, FREMERENEEMA, OpenShift Container Platform ¥
EhRAH openshift-install Zi#HI X4 8 R REIZLREA, NMEELELR, BESHLUT :

o FHLhRARRRE

e fast # stable #1i& H {6 A FISRRR

o TRZIRMLBERE

o TENIER ED

2.4. {#F WEB =5l &8 B 5 5ERE

{5/ Web 65 E#TEEE - MR LUEA Web #2H& E#H OpenShift Container Platform &8%, LT
RIERMRAPEIER, S LUEABERBUBRERRAZ A BHHEE,

® 4T canary rollout B#T
o (HEFRWebiZHl& BEHER
o {HFH Web 12HI& B EHARS 2=

2.5. {5 CLI Ei&E


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-service-overview_understanding-the-update-service
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-service-overview_understanding-the-update-service
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#unmanaged-operators_understanding-the-update-service
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#installing-update-service
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-service-install
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-service-create-service
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-service-uninstall
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-service-delete-service
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#understanding-upgrade-channels_understanding-upgrade-channels-releases
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#upgrade-version-paths_understanding-upgrade-channels-releases
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#fast-stable-channel-strategies_understanding-upgrade-channels-releases
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#restricted-network-clusters_understanding-upgrade-channels-releases
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#switching-between-channels_understanding-upgrade-channels-releases
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools-canary_updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-upgrading-web_updating-cluster-within-minor
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-changing-update-server-web_updating-cluster-within-minor

8 2 & FHERELE

{#F CLI E#5REF - I LUE A OpenShift CLI(oc) B #T OpenShift Container Platform &8%, LATH 5
TERMAREHER, e LUEABERBUEBRERRAZ B B,

o (HFCLI E#HER
o (M CLI ENE#HIRS 2

2.6. 74T CANARY ROLLOUT =

AT Canary #EHERZEHT « BT ERFINS worker 11 RBISERT, EAILUARKEES MARFEENERR
HRRFMATA, BEERIRESBNARFAN, REENNHFER, ETEFEEH—NHD
worker TR, TE— NI AIRAFAKEF T NSRRIV, RAEEHRRET R, XFHN Canary B
. &, BARLIFENBEFTEINERSI T worker T REFHMABUNNE LHAETED (A
RE—RERAKREYET B ORERENER) . ETUBUTUTSR |

o QIENBFECE M EHIT Canary rollout BEFT

TSN RECEM

PATEREF R

BUHE EH AR E

1 RS EIRIAN 2R EC B

2.7. B E#FH RHEL 9118 (COMPUTE) RGTHIEEE

B EE RHEL ITEHZBRMER | INRERE S Red Hat Enterprise Linux(RHEL)#L25, M FHATEIA
BE BR BT IXLEN IS, ERLUHITUTSE

o Tk : AN hook LAFERHEL R % EHiTAnsiblefE5%

o FIRERFMRHEL compute BT

2.8. BT PRMLEEREE
BEHTSEIRMAERE « MNRBRENTIERN VT R EEXRAIERE, B LU ER (mirror) B 5% IME T FF
EENXHRY, AREX—ZBERERNENIABZIN I, WRAMELR registry MERHEFREES
registry BUEEIREN, MATLABEE R THRRHEEXEIAM registry,

o HEREMATHREMN

o EEE RN BERFGIITHEMEIE

o %% OpenShift Container Platform Bt E

o OIEFHRSBECEMRS

o FIZIRMLEERE

o MEHRMR registry FHEERER

o HRHERBERICEE, LU ERT RERIIE


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-cli
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-upgrading-cli_updating-cluster-cli
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-changing-update-server-cli_updating-cluster-cli
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools-mcp_update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools-pause_update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools-update_update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools-unpause_update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools-mcp-remove_update-using-custom-machine-config-pools
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-rhel-compute
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-rhel-compute-hooks
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#rhel-compute-updating-minor_updating-cluster-rhel-compute
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-restricted-network-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-restricted-network-mirror-host
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#installation-adding-registry-pull-secret_updating-restricted-network-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-mirror-repository_updating-restricted-network-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-restricted-network-image-signature-configmap
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-restricted_updating-restricted-network-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#images-configuration-registry-mirror_updating-restricted-network-cluster
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#generating-icsp-object-scoped-to-a-registry_updating-restricted-network-cluster
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3 =2 LEMAEE OPENSHIFT UPDATE SERVICE

T R B BRI SERE, £L18i@ T OpenShift Container Platform B ARG IR EH, SIENAFH API
EEN—MREERSZIT. B2, ZRMEHHNERETIEVN A AP RIKENERE R,

BEZ RSP IRERUNANGEE, EIUEARMREFEE OpenShift Update Service, {HEETERTF
EEMIMEFRRTA,

LU/ sk 7 i oo i FHE RN SR R B E R RIE R AR BT L ER.

3.0 RSN

o MFERRE Operator WESIER, HSHEM L ZE A FH%LE Operator,

3.1.1. 7y OpenShift B#ARFECEN R 2 registry BV AR

MRZATERBIEAERE registry H1, IETHK NEHK registry Vi M ECEFSMEEFHERLS TR, LUKREHRR
FHLATEH,

OpenShift Update Service Operator &E registry CA iE 45 R EZ B IR 515 & #54 updateservice-
registry,

BHIRSMER registry CA BdEBR ST R HI

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
updateservice-registry: | ﬂ

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 9

OpenShift Update Service Operator &E registry CA ik 4 R ER B R 545 & #F updateservice-
registry,

Q INR registry 7 AIKOA, 0 registry-with-port.example.com:5000, : EE# .. &,

3.1.2. B 2R E&E pull secret
e LUR T B BT pull secret ST INETHY pull secret REFHEEHL B pull secrets,

LA ER R registry FHEFRGEMAFE A RESEPM registryff, BEXMITIE,


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-installing-operators-in-namespace
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/registry/#images-configuration-cas_configuring-registry-operator

BIFR

Digk

LREMEE OPENSHIFT UPDATE SERVICE
H
A

A

BE UM TIHEE N pull secret, XAERI R PR &I EEREHI AT AL,
FeREH
°

e LAMEREA cluster-admin & &I i 0] £,
pi% &2

1 AL - BYEETE pull secret MEINZEIELA pull secret A1, HFERIATHEE ¢
a. HIALL T84 T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,
b. HIALLTF 64 RANMF pull secret :

$ oc registry login --registry="<registry>" \

--auth-basic="<usernamex>:<password>" \3
--to=<pull_secret_location>

RIEHFH registry, EAILER— registry B ESMNIEGZE, F40 : --registry="
<registry/my-namespace/my-repository>",
9 RIEH registry BIER.

9 R4 pull secret XHRIERE,

A, BT L pull secret SXEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location> ﬂ

ﬂ REH pull secret THMIERE,

R ERETR, A

=)
Berm

I

F—LNfE], BEEBURTFEREFRN,
;jzaeg

M OpenShift Container Platform 4.7.4 FF18, *f £/ pull secret BN ABALAL
TRPFZEHES,
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3.2. Z% OPENSHIFT UPDATE SERVICE OPERATOR

FE R4 OpenShift Update Service, fE/TE o fEH OpenShift Container Platform Web 2l &3k CLI
L% OpenShift Update Service Operator,

pa -3

W FEZRMLE P RENER (WA HBTFEENEER) , Operator Lifecycle Manager

FINTE VTP HEEEILFR registry LRIZIIBIR B OperatorHub /&, A NXL B REE

BEEMERE, NRELER, H5MNH EZRMLHER Operator Lifecycle Manager,
3.2.1. {5 Web 2 & %% OpenShift Update Service Operator

IRET LA A Web 122515 %% OpenShift Update Service Operator,

it =

1. 7£ Web #%l& R, == Operators —» OperatorHub,

p= Y=
1£ Filter by keyword... FE&H#i A Update Service, LIERh#H Operator,

2. MAETFH Operator 53R A% OpenShift Update Service, #A/E = Install,
a. F3E v1 #%7EH Update Channel, &5 & &iX R4S HHE— 7] FHRISIE,
b. 1E Installation Mode %% A specific namespace on the clustet

c. 77 Installed Namespace i — M 22 [A], SIS HZF 22 A openshift-update-
service,

d. JEFE—A HEAESRRE

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7EGHhRA T BT B 5B #H
Operator,

e Manual RIS E KERFE IR A L Operator B,
e. = Install,

3. @I tI#:El Operators - Installed Operators 1355 1iE OpenShift Update Service Operator &
BERE,

4. R OpenShift Update Service FI{ERTiLap & 22 (A A, Status 7 Succeeded,

3.2.2. {8 CLI 2% OpenShift Update Service Operator

f&e LUER OpenShift CLI (oc) &% OpenShift Update Service Operator,

it

1. 2 OpenShift Update Service Operator G| 22 [H :

10


https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-restricted-networks

% 3 3= LEHALE OPENSHIFT UPDATE SERVICE

a. /7 OpenShift Update Service Operator fiJ#—> Namespace *f%& YAML X4, 10
update-service-namespace.yaml :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-update-service
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

¥ openshift.io/cluster-monitoring #7155 1% & }1E1% 6p % Z2 ] /5 A Operator-
recommended &E&F 1T,
b. Ol ZEH :
I $ oc create -f <filename>.yaml
4N -

I $ oc create -f update-service-namespace.yaml

2. BTGB LT REZE OpenShift Update Service Operator :

a. fllg&— OperatorGroup %/ & YAML 34, %0 update-service-operator-group.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: update-service-operator-group
spec:

targetNamespaces:

- openshift-update-service

b. ] —1 OperatorGroup % :
I $ oc -n openshift-update-service create -f <filename>.yam|
4N -
I $ oc -n openshift-update-service create -f update-service-operator-group.yami

c. fJ8— Subscription & YAML 34, %0 update-service-subscription.yaml :
AR

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: update-service-subscription
spec:
channel: v1
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installPlanApproval: "Automatic”

source: "redhat-operators” 0
sourceNamespace: "openshift-marketplace”
name: "cincinnati-operator"

ﬂ 15 E IR #t Operator WERIRH B, X FAEHBE L Operator Lifecycle
Manager (OLM) H9%E¥, 157 redhat-operators. #13R OpenShift Container
Platform SEBRETEZRMAH (BT ERZENERE) , 1HIEEBE Operator
Lifecycle Manager (OLM) I} fl[32# CatalogSource % % # #R,

d. fillE Subscription X% :
I $ oc create -f <filename>.yaml
4N -
I $ oc -n openshift-update-service create -f update-service-subscription.yaml

OpenShift Update Service Operator # %45 Z| openshift-update-service sn& 22 [H], FFLL
openshift-update-service 4 22 8] 5 B R,

3. $iF Operator &% :

I $ oc -n openshift-update-service get clusterserviceversions

i Bl
NAME DISPLAY VERSION REPLACES PHASE
update-service-operator.v4.6.0 OpenShift Update Service 4.6.0 Succeeded

INRFIH T OpenShift Update Service Operator, NI&mMIN%EE, RASAEESFIRAR,

3.2.3. fll# OpenShift Update Service K HIER S i %
OpenShift Update Service EERIFEIBER 251K, OpenShift Update Service MAFRZRAE K A8 AKX 7 55
HABELEEFNEMESR. ARSEEEEREMANEMEIRCERIRI, EEBKMEER T ANITE

B, M init Z2MNELLE B 2R MEIETH OpenShift Update Service RS —MAR. init BEH
AERREEFEEIEMNAEIZR, 7E pod #1ta{LHAE], init ASREHIBE HFIENIZRS A ViR HEH,

i =
1. GI#8— Dockerfile, #ll ./Dockerfile, BEZLUTRHEA :
FROM registry.access.redhat.com/ubi8/ubi:8.1

RUN curl -L -o cincinnati-graph-data.tar.gz https://github.com/openshift/cincinnati-graph-
data/archive/master.tar.gz

CMD exec /bin/bash -c "tar xvzf cincinnati-graph-data.tar.gz -C /var/lib/cincinnati/graph-data/
--strip-components=1"

12
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2. R E—5HhOIEM docker XHRMBEEFEIERHREIR, A
registry.example.com/openshift/graph-data:latest :

I $ podman build -f ./Dockerfile -t registry.example.com/openshift/graph-data:latest

3. fFE—% O graph-data BERIEIGHEIEE] OpenShift Update Service B LA [AIBTEGiE 4,
N registry.example.com/openshift/graph-data:latest :

I $ podman push registry.example.com/openshift/graph-data:latest

AE
B E IR R HE L B 2 IR LS R A D registry, 15 E—% 12K graph-

data BEREGRE HIFI A 4t OpenShift Update Service 1jRIB#EfEFE, 21T oc
image mirror --help &&= F %,

3.2.4. 5% 1% OpenShift Container Platform &k 6# /%

OpenShift Update Service & EAMAI 15 A8 registry, EHREBEEHMAITER N T,

B

7 5 OpenShift Update Service MR T EFARNE, BICHAZTHREFEEE L0
BB, 0 FAmd,

FoRFM

o MBAEFFSMK T "Mirroring images for a disconnected installation” FEE| (~&
&) Mirroring the OpenShift Container Platform image repositoryfJ:5 %%,

o MENHR registry BEE NERRMLZHER, FHAUREEENIESFZIL

o f&E M Red Hat OpenShift Cluster Manager F#; 7 pull secret, HEERNEEFHREEES D
RS B

o MR EMAREIXE Subject Alternative Name BIBZ R IUEH, MAFIEX L2 E R

GODEBUG=x509ignoreCN=0 Ei#}iT oc v 5, MIREEXBLILZE, oc BERENFFE R
TEER -

x509: certificate relies on legacy Common Name field, use SANs or temporarily enable
Common Name matching with GODEBUG=x509ignoreCN=0

e
FERGREN EFTARAT K

1. &% OpenShift Container Platform T IE, UMEREELFH OpenShift Container
Platform A, FFRE Repository Tags T1AMIFERIT% (tag).

2. REMHBHIMEELE :

a. SFHERITHRAER :

I $ OCP_RELEASE=<release_version>

13
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%I F <release_version>, ifHiEES OpenShift Container Platform ARAX N EIFRZ, AT
IREZRH, 40 4.6.4,

. S HAH registry BFFFIENIHA -

I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

%I F <local_registry_host_name>, 1515 EHRIRIFMEEM registry 8% ; X F
<local_registry_host_port>, Ei5ERTRERNTNIKRO,

. SHAEMIFAEERT

I $ LOCAL_REPOSITORY='<local_repository_name>"'

%I F <local_repository_name>, 151EEE T registry FOIEMCZERTR, M
ocp4/openshift4,

. SFHEESRITHETN K EEERT

$
I LOCAL_RELEASE_IMAGES_REPOSITORY='<local_release_images_repository_name>'

%I F <local_release_images_repository_names, i&5EZEE registry AL GES
8, 10 ocp4/openshift4-release-images.

. SHBHTEIRIEMEERR

I $ PRODUCT_REPO-="openshift-release-dev'

SFEFIMERRA, /18 E openshift-release-dev,

. St registry pull secret BIERR :

I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

%I F <path_to_pull_secret>, 1515 EE QBRI registry BY pull secret B4R BRZRFISL
%4,

. FHAITRAG M

I $ RELEASE_NAME="ocp-release"

SFEFIMERRA, EUITEE ocp-release.,

. NIEBIRRSS 28 T AR EY, 4N x86_64 :

I $ ARCHITECTURE=<server_architecture>

i SFHIEEEGRE B RREBE

I $ REMOVABLE_MEDIA_PATH=<path> )

ﬂ EETERE, SBRFENERT () F7.
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3. FFhRABLR (mirror) BIEE R registry :
o MRMEBIGRENTIEVIFIBEM, HHATATEHRRE
i SRR O R R B B9 R S,
i. BEERENEEMNEES

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \
--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \
--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \
--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_ REPOSITORY}:${OC
P_RELEASE}-${ARCHITECTURE} --dry-run

iii. FHREHEERTBINTIE RS

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

iv. NS EERIRRMSINEH, FREELEEIRBEE registry :

$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror
"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ

@ /T REMOVABLE_MEDIA_PATH, i/l REE AR 51N RAIBA TR,

V. FEATEAREHRE RIRBIFEE

$ oc image mirror -a ${LOCAL_SECRET_JSON}
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}:${OCP_RELEASE}-
${ARCHITECTURE}
${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_REL
EASE}-${ARCHITECTURE}

o MNRAMALS registry EEEREEN, 1EEZFALITHEEHEETIAM registry :

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} \

--from=quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \

--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} \

--to-release-
image=${LOCAL_REGISTRY}/${LOCAL_RELEASE_IMAGES_REPOSITORY}:${OCP_R
ELEASE}-${ARCHITECTURE}

3.3. 1] OPENSHIFT UPDATE SERVICE [ B 2%

15
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& AT LUEF OpenShift Container Platform Web #2#l&3% CLI il OpenShift Update Service N2
.

3.3.1. {8 Web 45 6] OpenShift Update Service N 2R

& B] LU#E A OpenShift Container Platform Web #2#l& 8 F OpenShift Update Service Operator fll|
OpenShift Update Service b AT,

FRFM

o B&% OpenShift Update Service Operator,

e OpenShift Update Service graph-data &%k 2 02 H #XEE] OpenShift Update Service P17
BYFF 1

o YHIAZTARAMER BIRMRA S 4E mirror EIZA MBI U5 A B registry #,

it 3

1. 7£ Web #%& M, s Operators — Installed Operators,

2. MZREH Operator 53k AH1%L#E OpenShift Update Service,

3. m Update Service i1,

4. = Create UpdateService,

5. £ Name FEEHHIALH, 10 service,

6. 1 Graph Data Image FE;fii A& pullspec, FEMATE"AIEE OpenShift Update Service EIFZEL
ERFHE POUENERBIEARFR, W registry.example.com/openshift/graph-
data:latest.

7. 7E Releases FE&, HiAGIEAAN registry FITEEE, LUE"EHiR OpenShift Container
Platform ittt /E" b &IE L 1T5i1&, 40 registry.example.com/ocp4/openshift4-release-
images.

8. 1f Replicas FEEHHIA 2,

9. Hifi Create LA/ OpenShift Update Service .,

10. %31UE OpenShift Update Service 2R :

e M Update Service jETEHH) UpdateServices FI&ked, mflF 088 Update Service i
AR,

e i Resources i,

o FFEMNNARRMIRERSE N Created,

3.3.2. f#f CLI /3 OpenShift Update Service i FATZF

& B LAFE A OpenShift CLI (oc) EAIE OpenShift Update Service N,

FoRFM

16
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% 3 3= LEHALE OPENSHIFT UPDATE SERVICE

BZ& % OpenShift Update Service Operator,

OpenShift Update Service graph-data B 2sfriRk 2 0B FH #1XE OpenShift Update Service (1]
B 71 7

LRIZITHRAFIEHT B IRk A B4 mirror BIAH A 15 (718 registry /A,

. Boi& OpenShift Update Service Bfren & Z2[H], 40 openshift-update-service :

I $ NAMESPACE=openshift-update-service

fn 4 22 (Al W15 operator 2H AR targetNamespaces (B LEC.

. BCi& OpenShift Update Service N FITEFBIE TR, 40 service :

I $ NAME=service

. ¥RBR"Hif& OpenShift Container Platform & F M E"HFEE, NATHRRECEARM registry F1fF

%%, 0 registry.example.com/ocp4/openshift4-release-images :

I $ RELEASE_IMAGES-=registry.example.com/ocp4/openshift4-release-images

. f% graph-data 5{&HIAHE pullspec 1% & 1E"B]E OpenShift Update Service K #IEA 23

&' POENEFBIERSRER, W registry.example.com/openshift/graph-data:latest:

I $ GRAPH_DATA_IMAGE-=registry.example.com/openshift/graph-data:latest

. fIJ# OpenShift Update Service N FATZFEX & :

$ oc -n "${NAMESPACE]}" create -f - <<EOF
apiVersion: updateservice.operator.openshift.io/v1
kind: UpdateService
metadata:
name: ${NAME}
spec:
replicas: 2
releases: ${RELEASE_IMAGES}
graphDatalmage: ${GRAPH_DATA_IMAGE}
EOF

6. J1E OpenShift Update Service M. FATERF :

a. AU T RIRENREES IR :
$ while sleep 1; do POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
"${NAME}")"; SCHEME="${POLICY_ENGINE_GRAPH_URI%%:*}"; if test "${SCHEME}"
= http -0 "${SCHEME}" = https; then break; fi; done

EAIRERERN, BEEIGIMINVIL,

17
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b. MIRIESIZBRZRKNZ, IR channel IE—THB®MRA, AU, WHRTE OpenShift
Container Platform 4.7 13217, 5{£ 8 stable-4.7 :

$ while sleep 10; do HTTP_CODE="$(curl --header Accept:application/json --output
/dev/stderr --write-out "%{http_code}" "${POLICY_ENGINE_GRAPH_URI}?
channel=stable-4.6")"; if test "${HTTP_CODE}" -eq 200; then break; fi; echo
"${HTTP_CODE}"; done

XERINEIERE R VL, BERNERATENZE, BARRTEESHREKHRTER.

EF RFC-1123 HISERE 5| BB A RERIY 63 N F /. MREFE
ReconcileCompleted X7/ false, [RA" CreateRouteFailed caused by host must
conform to DNS 1123 naming convention and must be no more than 63
characters, 155 AR EMZFFEIE Update Service,

3.3.3. Fgi& Cluster Version Operator (CVO)

&% OpenShift Update Service Operator 3| OpenShift Update Service N2 /E, BILAERT
Cluster Version Operator (CVO) MAMZLEH) OpenShift Update Service ARHLEY E 2 E3E.

FoRFM

it =

18

BZ& % OpenShift Update Service Operator,

OpenShift Update Service graph-data B 2s iR 2 0B FH #XE OpenShift Update Service (1]
B 71

LRTZITHRAFIEH B IR A B4 mirror BIAH A 15 [7]# registry /.

OpenShift Update Service b F B 8l E,

. IXi& OpenShift Update Service Birép£&Z2[], 0 openshift-update-service :

I $ NAMESPACE=openshift-update-service

. %i& OpenShift Update Service N FIT2FFBI& TR, 0 service :

I $ NAME=service

IRENERBE B RRE -

$ POLICY_ENGINE_GRAPH_URI="$(oc -n "${NAMESPACE}" get -0
jsonpath="{.status.policyEngineURI}/api/upgrades_info/v1/graph{"\n"}' updateservice
ll${NAM E}ll)ll

NHREE R IERENT ¢

I $ PATCH="{\"spec\":{\"upstream\":"${POLICY_ENGINE_GRAPH_URI}\"}}"
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5. X CVO #47#h T LUMER A OpenShift E#TARSS :

I $ oc patch clusterversion version -p $PATCH --type merge

Gk

% HEN D AERSEHAELR CABRBENEEEFRS .

3.4. fitik& OPENSHIFT UPDATE SERVICE A2

&7 LA A OpenShift Container Platform Web #2535 CLI fifif& OpenShift Update Service K FA#2
.

3.4.1. {1 Web =4I & M/B& OpenShift Update Service b A2

& B LA#E A OpenShift Container Platform Web ##l& 8 OpenShift Update Service Operator &R
OpenShift Update Service b AT,

FRFM

o B&% OpenShift Update Service Operator,

it =

1. 7£ Web #%l& 1, s Operators — Installed Operators,
2. MZREH Operator 53k AH1%L#E OpenShift Update Service,
3. m Update Service i1,

4. MZEB) OpenShift Update Service R FRFIZRH, HFEMFRMIN A, AEH T Delete
UpdateService,

5. M Delete UpdateService? AN 1EHES, Hi Delete LAHBIAMIFR,

3.4.2. @A CLI B& OpenShift Update Service N 2R

& BT LA#E A OpenShift CLI (oc) fiflBR OpenShift Update Service B,

Y=

1. f#F OpenShift Update Service I Ff2 R 1EH A 01|96 4 22 [F] 1K EX OpenShift Update Service
N FARRFHELFE, 10 openshift-update-service :

I $ oc get updateservice -n openshift-update-service

it Bl

NAME AGE
service 6s

2. {#R E—% ) NAME L% OpenShift Update Service [ FAFEFE Al & 6 % 22 [ f& OpenShift
Update Service N 2, i openshift-update-service :

19
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I $ oc delete updateservice service -n openshift-update-service
i Bl

I updateservice.updateservice.operator.openshift.io "service" deleted

3.5. 1% OPENSHIFT UPDATE SERVICE OPERATOR

FE%EL OpenShift Update Service, BB ZEFE OpenShift Container Platform Web #E&I&3k CLI i
BRFFA OpenShift Update Service N T2,

3.5.1. f#iFH Web 124 & E1%; OpenShift Update Service Operator

& B] LU#E A OpenShift Container Platform Web £l & E1%k OpenShift Update Service Operator.

SeRFH
e A OpenShift Update Service [ FA#R S Mt Bk,

it =

1. 7£ Web #%l& 1, == Operators — Installed Operators,
2. MZREH Operator 7R H1%#E OpenShift Update Service 3 52 Uninstall Operator,

3. 7£ Uninstall Operator? #IA X 1EHE R s Uninstall #iAE1E

3.5.2. {5 CLI E1%; OpenShift Update Service Operator

& B LA#E A OpenShift CLI (oc) #1%; OpenShift Update Service Operator,

SeRFH
e A OpenShift Update Service [ FA#R S fiH Bk,

Y=

1. BelEI@E OpenShift Update Service Operator 951 H, #0 openshift-update-service :
I $ oc project openshift-update-service
=1
I Now using project "openshift-update-service" on server "https://example.com:6443".
2. FREX OpenShift Update Service Operator operator ZHF&FF :

I $ oc get operatorgroup

it Bl

20
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I NAME AGE

openshift-update-service-fprx2 4m4is

. W& operator 4, %0 openshift-update-service-fprx2 :

I $ oc delete operatorgroup openshift-update-service-fprx2

=1

I operatorgroup.operators.coreos.com "openshift-update-service-fprx2" deleted

. JREX OpenShift Update Service Operator 1] [#BZF5 :

I $ oc get subscription

it Bl
NAME PACKAGE SOURCE CHANNEL
update-service-operator update-service-operator updateservice-index-catalog v1

. ERAL—4% ) Name (&, 7£ currentCSV FEXH A 1T B OpenShift Update Service
Operator B9 AIMRA :

I $ oc get subscription update-service-operator -o yaml | grep " currentCSV"
i o Bl
I currentCSV: update-service-operator.v0.0.1

. MIERITIH, %0 update-service-operator :

I $ oc delete subscription update-service-operator
i Bl
I subscription.operators.coreos.com "update-service-operator" deleted

. A L—% 1 currentCSV {EffifR OpenShift Update Service Operator B CSV :

I $ oc delete clusterserviceversion update-service-operator.v0.0.1
i th o Bl

I clusterserviceversion.operators.coreos.com "update-service-operator.v0.0.1" deleted

21
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B 4E TRASIEMZITHRE

£ OpenShift Container Platform 4.1 /1, ZLMg51H THEMEIR, AT AEBEEMHEEENRE. @
AR EHTRRE, XA RIGE RV ELERERREE, AYINES OpenShift Container Platform BR
BhRAKEL, 5130, OpenShift Container Platform 4.7 FrE MRS 4.7 FHTEHFLURIE 4.7 NE#H.
I TLHETEE 4.6 NEFLUKRM 4.6 AL EI 4.7, LUME 46 LREBRSAERE 47, BIITHEEEH 4.8
HNEFRA, LRI TR ERE AR REANEIT—1 OpenShift Container Platform JRERRAN,

FHRAE N ARERRAERE, EARRPMERENRIEMA,; 55 ERAH OpenShift Container Platform #9
openshift-install &I X IAA R L EXNRFE A

OpenShift Container Platform 4.7 124 7 LU F A -

candidate-4.7

fast-4.7

stable-4.7

eus-4.y ([UEZITEH 4y REERITIRAN, 404.6)

Digk

==
[=]

LI F 2 E Openshift Update Service B BIARA, X FRIRAEH, hRA I
1840, ERBNNAEIEESHMRARF AL, TERIES ZBIRANESME,

4.1. AP EF K ITIRZR

SREEATLLET Web #H AR E A HIE.

4.1.1. candidate-4.7 jii@

candidate-4.7 /i G & z-stream (4.7.2) MZBIHDRRARIELEE, KITIRERASE L™ RNAE
BB AR IE XN, A ITIEIERR AR LR il 5 iR AR ThRELLR E F— 1 OpenShift Container
Platform lRAR T EA TEMRL, XITIEEREELERTHNEE, SERLEREE ML HIRA

(30 -rc) B, Y—PMRABIEEEIERE, SMARXHTESHHRENH, WRAEFTENR
A, MFEKET = fast-4.7 5 stable-4.7 5@, AL, MNR—MFEMRARNFET candidate-4.7
FiE LA R fast-4.7 =% stable-4.7 B95iE R, NIRRT XA, candidate-4.7 BRI BER TIE
ARS8 A HE T B FTRO L TR A,

IRE LUEF candidate-4.7 58 LLRTHY OpenShift Container Platform JRERA#H 1T H 2,

4.1.2. fast-4.7 #ii3&

WA BAE MNME AR N ER L ITHRARS, fast-4.7 SEH BH L SIFXNETHOFLIRIN 4.7 KR
N, XEHFE, IUMABETLXH, BEEREETMENTE, SEIWENLITIEERABINE
candidate-4.7 STEHA[F], #IUEBARTIAERE T, H—NAIThRALINTE fast-4.7 5iE Ay — BT 8] f5,
SWRINE stable-4.7 /8, EETHIIE fast-4.7 B2/, TaHINE stable-4.7 S,

IRET LU fast-4.7 78 3 MELRETHY OpenShift Container Platform JRAR A 17E4T F 2,
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B 4T TRAPGEMEZTRE

4.1.3. stable-4.7 5@

EARAYE NN LA RS LIt HITE fast-4.7 FiEF, (BXLENAAEEE—RIE R A SR
¥ stable-4.7 #iiiEr, 1EULLIEREAE], Z008 SRE HIFA. ZIEXFIRFSURS S EENE P ERFNE 7]
M mIMERIRER XL TIRAIEESEERIE, B LUER stable-4.7 538 3 MELRTH OpenShift
Container Platform )RR AP 1T B,

4.1.4. eus-4.y JiE

BRT stable MiEH, FIELUEFIEEH OpenShift Container Platform JRARAARIRHLIE K B #7 #
(EUS), W FEFIENSIIHMNES, XL EUS AN HNENZHNBREKE 181N A,

H 7R stable-4.y #1 eus-4.y #iiE 2 (A% B X7, EZI OpenShift Container Platform 4.y i1 E| EUS
ER, RAILASIENEDHE eus-4.y &,

BT ARET— EUS BISUERS, ERULHEIT— EUS SEH AR, BEREAREIT—1 EUS
R AR

HEHFIFRERER T eus-4.6 FiiE,

-

PRAEFIFE EUS 1T REE AT LAVI IR A EUS B4 G E AT R RPM(rhel-*-eus-rpms), ©
I1ERRES 2R RHEE M, AR SR,

4.1.5. AR ARRE

OpenShift Container Platform 47— N AR IARSS, © TR EREM OpenShift Container Platform
B 2% LA R 857645 FA SRARER R — hR A B9 58 AR R BR AR

&AL fast-4.7 EFEEIUTHREA :

e 470

o 471

e 473

o 474
ZARSS REW TN BEARFE T EFENALR, EFRBIUERGERI—1ME2EMNREN
OpenShift Container Platform fRAN, B0, MREBIEEEH 4.7.1, OpenShift Container Platform #7F
4.7.4, BRAILREMM 470 FRE 474, BRRE—ELELENNT SHEFITHR, EXNRGIH, %
MEHERE (BMEERE) 25472,
BHIEEMIURFENIE, /£ candidate-4.7 B R EE — PN EHMBIUHFIEREINEHNIWX
R, BRAXK, EERPLEELMERTERY, XTEEENHEFTLEEEVWHNERERRIEHAEH
TEEM, INR7E fast-4.7 X stable-4.7 SEHR BT —NEIHEW, NRRINEREFF. BRLITHR
RIKEFRMN—MIGERER, BEE™ERENEREILMAABEIERNER, EREHEHRMRES
SRR TN SR,
IIERA R fast-4.7 = stable-4.7 8 P 2 FFRY L IThR AR BIRINH 4.7z IRAMEHIREZE, BRTHE
2R NI FISIERR R B A IR BT R A — ERER,

4.1.6. fast # stable 578 B9 {8 A1 508
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BT fast-4.7 7 stable-4.7 8, EAILUEEE— ML ITIRAER L ITED LBIRBIXMER, Kb
STIE RIS P i e TS, M RAEHE L BB R IR 5 4 T E, BLXAMRAR B AR TE
fast-4.7 1 stable-4.7 FiBH L, —NFIRATAERL, HOAHFRE LR BT,

i1 7E fast-4.7 Hiit ER BT I BRI, TE stable-4.7 HiBREE 4 IMEMRY:, HB5IBE

ENEIUE, BAUREERER, IEEMAIXMEF R BT SR E R4 P BC B RS
Wi, fERBMRA T RERTBUANIENEHM fast-4.7 SilEH A stable-4.7 JEREE,

41.7. ZPRMALSEEE

INRE B 27 OpenShift Container Platform B EER R, BUINEES T RREHIZIIEENIZ R
HRER. EAYIREHR, AP REVURERIRECEXLERAR T, FHLELTERT XLEER]
HE LR T AR A,

4.1.8. TEHE A Y6
LM web #HIA BT patch ® RN HHE :

$ oc patch clusterversion version --type json -p '[{"op": "add", "path": "/spec/channel”, "value": "
<channel>"}]'

INRIENHENR B QIE LRI ABIIE, web EHIEAFERER. ERALRILITRARIHES, web 2
FETHEEEEEFR. BE, EUEEARRREOREE,

B RSB I RE R RSB B S Rl RTRESE LT &4 -
o UNRIEM stable-4.7 FiEE| fast-4.7 JiE, ENEEDARW LT,
o XELIENHE candidate-4.7 58, {BiX B —LL&Z THRART BT KR,
o MREBUFMHAKITHRARERLMIRA, NFETLIM candidate-4.7 SiiE ] #iE fast-4.7 5ii&,

o M fast-4.7 SiE L E] stable-4.7 FEHRA R AT, MRHBAIMARERIRF, ZAITRAREE
FBERZ—RIEIRY R HITE stable-4.7 §,
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%5 53 (& WEB IR B HmER

555 & i WEB 65 B &Rt

IR LUE A web $EHIA X OpenShift Container Platform & TEHFH AR, UTHFRIERRAFE
R, B LUERERABBTER IR A 2 7] B Hr &R,

p= Y=
BT EH oc BN EFIER LI, FrLUBMHEA web #EHIA BN EHLE, BIUE
£ web ZHI A PEREHTIE, ERE—N 47 508G, RBERA CLI EHEE PSR
SER B #T.
5.1. R M

o FAEH admin R 1 &EE, 1ES A RBAC E LFILN AR,

o BEEZHM eted &1, LR NARKINE BN ERFE BILIATHRES,

o AR ANLEN Operator Lifecycle Manager (OLM) ZEEMIFRAE Operator MEFHEH & HFVE

RERFTHRA, FE#H Operator AR YL EIA OperatorHub B SREEEEA T IZH MY BDLRERR

ARPHLE T —NRIRAR, BIIEERNAREE. MEELER, ESHAFNLEN
Operator,

IR EHIT canary rollout BHTRES, ®TLLE{Z MCP,

o MNREEEHFRF oI BEIE, ER Cloud Credential Operator (CCO) AFAI AR
Bo MEBEZER, BB N AWS, Azure K GCP FE/4 EILHREE,

BF

o UEITETHAS, Cluster Version Operator(CVO)&TE 2 hH B EiHR &1
PR SEA G RPRE, HRIEAZFFNEH T REILFIMARA, NREWERTIES
X, TEECRAERF,

e {#f unsupportedConfigOverrides # 3EX Operator EEERZ 2 FF, FHAIER
FHIESRBE R HT. B B RBERINPRIL % &,

HebrR
o IEFE Operator X IFREE

5.2. #1417 CANARY ROLLOUT E=#

ARLEERT, BURFE-IIENEHNTRE, NEFFERE T RSEHNERE D RN ER, X&
ABISFERRT :

o MHEMESXEENARRE, BHFEEEMIBPOAYUERXENAER. AEFE, B
1212 3t LU INIE BOT TS L AR 2EAT it

o BE-TEMNEIED, AHANTARTFEHFMETR ; IBLESNMETED.
RETEHI BARARENER TR, S FERANER, IAREE—TENITRE, SREIITS e

T XMERMFTRKSBRHINATRATINBENREFNEIR, BEFMNEEEONLNERSFEERIRY
BT, FEFRBIFANRZB S .
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#updating-cluster-cli
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-upgrading-operators
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/architecture/#unmanaged-operators_architecture-installation

OpenShift Container Platform 4.7 Bt

AP HERBREIILRRS K
o (IE—PHLNHEE UHNBFEEM (MCP),
o FRCEABIAMBEHMENTR, UHILETRBEBE L MCP,
o TEXLHE N MCP, XRPEIERHXLET B EHT,
o HUTERARFEH.
o EUHE E—1BENMCP, BRIEXLET R LK ER.
o XL R ERN AR, UBRNARFEXLEHFERNT [REATUERETRE,
o (Ak) MIMEAIEARBERT RBFREE RS, FHEXLET <R LMK,

MCP ;27T LA kA1) B sh e BVIE HARHEX R XX T R, 235 IR kube-

signer CA IEH 1 BARY AR, B {XFERENT R R E =,

L

INREFEA Canary rollout BHIFE, 1HS 4T Canforming rollout B,

5.3. E FAWEBZH| & EHT R
MRERTRAEH, ETLMWebiZHI A BHEER,
R AER P MG BRSS9 #2178 X =] A OpenShift Container Platform 2 &5 EHHE R.

FeREH
o FREHR admin H RV EFEE web =515,

it

#¥7{£ MCP | B51E Machine Config Operator TEXEE T s LN FAEMAE B RN, EiE

apiserver-to-kubelet-signer CA iEfi, W15 kube-apiserver-to-kubelet-signer CA iE$
HHIE MCO ZiIXBEhEHIEHA, MCP 2%, BFRREMENNREE MNP RHN
A#FEH, X2SFHZE oc pHKN, SIEEFRBRT oc debug. oc logs. oc exec #ll
oc attach, 7EE{E MCP IfRIZIER /D, BEFHAEE kube-apiserver-to-kubelet-

1. 7E web #%#& A s 1 Administration — Cluster Settings % & Details £ EHHRE,

2. MFEFIMERBER, HRARE Channel KB W EEALBNNRABEMRIGE, 0 stable-

4.7,

BE
SFEFFIME LR, FE1] W3 stable-* =X fast-* 58,

o IR Update IR T2 Updates available, M|FiEF25EEE,
® Select channel RNEEF IETZ TN IEE B HTAEEERA,
3. IEFEEHEIMMAE, AFHT Save,
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/updating_clusters/#update-using-custom-machine-config-pools
https://access.redhat.com/downloads/content/290

%5 53 (& WEB IR B HmER

1 A58 Update Status 255 Update to <product-version> in progress &= L@ W1
Operator #1771 REHE R R EBRBHEHNHAE,

INRBEFERARI T —DRRE, MM 4y FAEE 4.(y+1), BIUFEEREKHT

THEE) TVE I ERTIBIAER T M EFAH « EMREREHH worker T7 sUith & & BoR
1E Cluster Settings Tl

-

4. BHF5EME, Cluster Version Operator RRIFTAIAES, KEYFMEFEEERLTRE.
o MRETAHESH, HHEEYIMEFRHITES, BEIETEBEH L,

o MMEHXBFEAMET, HRF Channel 2l T —1NRIRAH stable-* =X fast-* JiliE, HEHE
IRIEZE PR ERRR A,

ERAIREREIT — LR ESN, BEXEIAERENRE,

5.4. {5 WEB #ZH| 8 B E#HIRSS 25

B EHMRS SR AIEN, MNREEAREZEFMEE T OpenShift Update Service (OSUS), R THAR
%258 URL 1% &8 upstream, LUETEBE#HTHA A& A AR HAR S 25,

it =

1. 5#iZEl Administration — Cluster Settings, 5 version,
2. |ifi YAML &Y€, RE%H upstream S#((F :

i o Bl

spec:
clusterlD: db93436d-7b05-42cc-b856-43e11ad2d31a
upstream: '<update-server-url>' ﬂ

Q <update-server-url> 25 235 E B HH RS E2M URL,

ZAA upstream 2 https://api.openshift.com/api/upgrades_info/v1/graph,

3. =i Save,
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5 6 = [ CLI B3 5EEs

& E LUEF OpenShift CLI (oc) ¥ OpenShift Container Platform 5B HHHAKEI—NRhRA, EiAH
LUt2 B 48 [F 9 10 B 7E R AR A 1] BB S8R B
6.1. o R
o FAEH admin HRMFA 1 &EE, 1ES A RBAC E LFLN AR,
o EHRMIM etcd 10, UBMEANARKRMNEEHEERE I LIRIARE,
o TRz ANLEN Operator Lifecycle Manager (OLM) ZEEMIFRAE Operator MEFHEH & HF/E
IR FTHRA, BE#H Operator AR YL EIA OperatorHub B SREEEEA ST IR MY BIRERR
R T—RIRAE, BITEERAIALRER. IFELZER, BESHANLEN
Operator,

IR EHIT canary rollout BHTRES, ®TLLE{ZE MCP,

o NRIEMEEFRF oI BIEIE, EBR Cloud Credential Operator (CCO) AFAI AR
Bo MEBELZER, HBM N AWS, Azure K GCP FE4EILHREE,

BF

o UEITETHAS, Cluster Version Operator(CVO)&TE 2 i B EHHR &1
PR SEA GRS, HRIEA NS T REILFIRARA, NREWEHTIES
B, TEBCRAERF,

e {#f unsupportedConfigOverrides # 3EX Operator EEERZ 2 FF, FHAIER
FHIESRBE M. B E B REERIMPRIL % &,

HEeKR

o JEFE Operator BT IFERIE

6.2. ffifH CLI 5
MRBAAES, A LUEROpenShift CLI (oc) B,
IS LAIER ] P R BRI ER 2 3 B X 7] F§ OpenShift Container Platform A& BEHHE 2.

SeRFMH
o RESHIFRARRALER OpenShift CLI(0c).
o HAEA cluster-admin T RBIFA 7 &l B &L B,
o ZEjqIHE,

Y
1 KR

I $ oc get clusterversion
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https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/authentication_and_authorization/#using-rbac-to-define-and-apply-permissions
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/operators/#olm-upgrading-operators
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-aws
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-azure
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/installing/#manually-maintained-credentials-upgrade_manually-creating-iam-gcp
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.7/html-single/architecture/#unmanaged-operators_architecture-installation
https://access.redhat.com/downloads/content/290

o5 6 % {1/ CLI E5%as

it Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.6.9 True False 158m Cluster version is 4.6.9

2. MEYSFINEIRINERES, HHAEHIGERRE Jistable-4.7 :

I $ oc get clusterversion -o json|jq ".items[0].spec"
i Bl

{

"channel": "stable-4.7",
"clusterID": "990f7ab8-109b-4c95-8480-2bd1deec55ff"

}

g5
SFEFIMERIER, FTEIT T stable-* 5% fast-* JlE,

HETREH, LR TEMNANERIRES

I $ oc adm upgrade
it Bl

Cluster version is 4.1.0
Updates:
VERSION IMAGE

4.1.2 quay.io/openshift-release-dev/ocp-
release@sha256:9c5f0df8b192a0d7b46cd5f6a4da2289c155fd5302dec7954{8f06c878160b8b

4. NEEH:

o EEMMEIRMIRA :

I $ oc adm upgrade --to-latest=true ﬂ

o EEHN—MFERK :
I $ oc adm upgrade --to=<version> ﬂ

WVersiom%MJ: NS PR B HTAR A

# & Cluster Version Operator FOIR :

I $ oc get clusterversion -o json|jq ".items[0].spec"
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it Bl

{

"channel": "stable-4.7",
"clusterID": "990f7ab8-109b-4c95-8480-2bd1deec55ff",
"desiredUpdate™: {
"force": false,
"image": "quay.io/openshift-release-dev/ocp-
release@sha256:9c5f0df8b192a0d7b46cd5f6a4da2289¢c155fd5302dec7954f8f06c878160b8b",

"version": "4.7.0" ﬂ

}
}

Q fNRdesiredUpdated Hversion(E 5 &5 EREITES, NI IEEEITH,

6. EEEMRAFRT RICFKUREEHRORT. XATREHEE— L0 A X 8EST RN AN R E
%ﬁo

I $ oc get clusterversion -o json|jq ".items[0].status.history"
i Bl

[
{

"completionTime": null,

"image": "quay.io/openshift-release-dev/ocp-
release@sha256:b8fa13e09d869089fc5957¢32b02b7d3792a0b6f36693432acc0409615ab23b
7,

"startedTime": "2021-01-28T20:30:50Z",

"state": "Partial”,

"verified": true,

"version": "4.7.0"

b

{
"completionTime": "2021-01-28T20:30:50Z",

"image": "quay.io/openshift-release-dev/ocp-
release@sha256:b8fa13e09d869089fc5957¢32b02b7d3792a0b6f36693432acc0409615ab23b
7",

"startedTime": "2021-01-28T17:38:10Z",

"state": "Completed”,

"verified": false,

"version": "4.7.0"

}
]

IsRicRe8E T NATFERENSFRERNIIR, HCVONAERN, WEMSBBENERH. %51
FKZBHHE, RFNEFRIENRPE-—DLET. MRNLESHHEHIRE) Completed,
MFRREBEE T ; MRREH Partial, NFRREH KB L KT

7. BHETERE, ALLREUTAERIERSEH VRS

I $ oc get clusterversion
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o5 6 % {1/ CLI E5%as

it Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.7.0 True False 2m Cluster version is 4.7.0

8. MRMEFMERANEI T —NRIRA, WM 4y FREI 4.(y+1), BIIEEBEMKIFTTHRER TIE i
HAMAIAER T REFAK

I $ oc get nodes
i Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.20.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.20.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.20.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.20.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.20.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.20.0

6.3. A CLI B E RS 25

BREHFRS LN, MREBEAMEEIERE T OpenShift Update Service (OSUS), &4 JFAR
%2889 URL 1% B/ upstream, LUEEEFTHAA A AMARSS2R. upstream HWEIAER
https://api.openshift.com/api/upgrades_info/vi/graph,

¥ =
o FHNERIRA M upstream SEE :

$ oc patch clusterversion/version --patch '{"spec":{"upstream":"<update-server-url>"}}' --
type=merge

<update-server-url> 2 215 E FH AR 55 2589 URL,

it Bl

I clusterversion.config.openshift.io/version patched
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2 7 2= H14T CANARY ROLLOUT =7

BLEBERT, EUREREN worker TRITTES REMEHMEH, DIBRESRBENARFEEH T
R DATA, BMEEHTESRENNARFRN, REENNEER, ETERFEEH—NHD
worker TR, TE— NI AIRAFARFEMTENEREIR, REEMRRHOT R, XBERTN
Canary B3, &, BARIFEMNBERTEINERSITH worker TV REHMABUNTE LHOLETH
O (RARE—REARBELEE OREHRENRE)

EXEERT, ETLARSDBE XHBEER (MCP), LABAIEFLE worker T mIE BB TR
. EEHEROERG, EWTEELBI0 A 8 FHTX L worker T .

BN, IMRENEEF 100 M TR, BEHE10% TENAE, HFEORERT 4 /NN, FEEREHZ
MEH BT worker 7 s BT [B] BT 8 45F, Al LAFIA MCP RELIERBE R, flin, EaLlE LM
N MCP, 4%l4 5 workerpool-canary. workerpool-A, workerpool-B #1 workerpool-C, #7|H&
10. 30. 30 # 30 M ims,

EE—REFEOR, ERFEE workerpool-A, workerpool-B #1 workerpool-C 8 MCP, Aa/a5h5%
BEEF, XKRBEHE OpenShift Container Platform Liz1THIEE, LAKJETF workerpool-canary MCP
BRI 10 MR, RANXNHEEEE, Eth=1P MCP A&EH, ENElIEE(E. RETEMER
R, BTSRRI ENEHREESE workerpool-canary BRI ERN, ALEDSRERT, S
ERFERVARENRN, XINMARFRE T RIHE1T cordon # drain #BE, H—tIEEN, HFERE
BUHEME RGBT M @RI, MMESNEA A S O P RFLLERT workerpool-

A. workerpool-B #1 workerpool-C,

ERABEE L MCP B worker TV REHIRM T RIFM, XARRE—MENNTRE, FREIITSIHS,
XFE TR SR ITRERRIENEENE R, BIEFAZREMNANTK, FEFRZAIMTF
AR RIZEY L e

TEIUE MCP EHEARRM OpenShift Container Platform Rz, 10, iH7&8—4
MCP M 4y.10 BHE 4y, B—NEHFH 4y.12, IMNGELEERHENN, TESSEER
E M HIERHRE,

BF

F{EH2RECE AT BA IE Machine Config Operator ZTEXEXHI T m LN FRE AR B R R, &
& MCP 27T LABA LE AR AR B sh e pYiE BARHEE R XIXN T =, SIEB I kube-
apiserver-to-kubelet-signer CA iEfi, W15 kube-apiserver-to-kubelet-signer CA iE$
i HI B MCO Zi B EFTIE BT, MCP £E1{®, BARREMENREEMLPIT KA
A#FEH, X2SFHE oc pHKN, SIEEFRBRT oc debug. oc logs. oc exec #ll
oc attach, 7E&{E MCP IfRIIZIEE /D, FTEFMEE kube-apiserver-to-kubelet-
signer CA IEH 1 BARY[RIRE, B {XFERENT R R E =,

7.1. %F CANARY ROLLOUT =172 %1 MCP

£ OpenShift Container Platform A1, TTRASREHEMEE, T ROHENSREERF (MCP), EiL
OpenShift Container Platform £ AH ™ MCP : — BT control plane s, — 4T worker 7
Mo OpenShift Container Platform BHr& RN FETE MCP,

EEFH T2, Machine Config Operator (MCO) 2#FZHif 5k MCP FHIFIE T =, BEZEIREMN
maxUnavailable {2 (FIR#EE) , Kl 1. HETREBUHAE T R EBFFE pod, FRHZT mbric
HARFAE, TimEEEE, Machine Config Daemon NE—1MHEH2REE, HAhSEEMRERS
(0S), BHBRERABEEINEHSIF.
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& 7 = 4T CANARY ROLLOUT H#

ERIERET RMEER, BERRBEZE, 34T cordoned MIEHT, HWAILOIEBEE L MCP, AfE, HiFXL
MCP, LMBRAEH5iXLL MCP KRBT R, MCO AREHEMEFH MCP, A UBIE—/IHE D
BE X MCP, XHERILULEEiF iR GIEERTXLE T SBiF, BHE—DMCP FWT RE, EAUE
IENAFREY, RAEELSRERT SERFEFRE.

JHIF control plane BIFATEM, XM control plane T7 s (HF55 master 1) &
B Y. MCP, Machine Config Operator (MCO) &7ZB&} control plane 7 s S| EH{E(T
B Y. MCP,

BIBTENEERERIN, BNIZFMEEEQEN MCP #UUREN MCP T m &, i, mRE
ERFEHRMARSENETEQ, BEEHE OpenShift Container Platform AIEE O EHH T mEE.
XN FEUR TR EARBIEBER TF 0 2,

HH, BEEZEEHTUTHENINRES, 50, YNARFTEERFNT R LRTET/EN, &9
LUKt rr AR LE T 5237547 cordon # drain 1, XN pod BEIEM T R L, BEEE LK HIEN
NBEHE, LATEEEEMEE L MCP HEURE N MCP FEZ DT R, A0, MREFRFHITBE
E Y. MCP #1 50% M7 miEE/Mithrh, NIEEMEIZIT 50% BT R 2B VBN AREFRER IR
% 2 (QoS).

IRE LU AN BEHI R 5 7 A 10 KB OpenShift Container Platform B#rid 2 —#2EH, B2, ZIBr
SEATF A Ansible playbook i#1T B #7#9 Red Hat Enterprise Linux (RHEL) #1238

7.2. %F 14T CANARY ROLLOUT &

AF R T I canary rollout BFT SR —R T/ER. U TFNTNEAET TERPHITBIES IR,

1. 1R¥E worker Al MCP, /1 MCP Al mBEBUATI/ILNEAER, MEN MCP WA EOR
SRR REBRPITANRERE (BIFAB worker TTm) o

RET LA X MCP #1849 maxUnavailable % &, LUEEEEERLL ENE BT LRI
WM BE DB E, BINEN 1,

-

2. | REFERRNMEIBE X MCP, NFEFBERANEHRNEHRNENTR, EET RAM
PCECEPRZE, ZARZERE T RS MCP #8KEK,

AEMT SR MBREOA worker #1755, 77 B A role MEFREARBHPEET
{’EO

3. AR R EETRERE MCP,
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{2 MCP 1A & 12 kube-apiserver-to-kubelet-signer Bz CA IET i, 7£B
L BHREH 292 RERHT CAIED, IRIEBIMEREB M 365 XEMER, &
S[HZ108 OpenShift 4 BT R CAUET BEBhET], UTHREET—XRB5h CAE
FRCFERIRINT A, FAGRA % CAUERER, HMEWIUEE(E. R MCP &1E,
MARRZEUEBRTE, XRSFRERFRELR, HERED oc vk, SIFETRRE
F oc debug. oc logs. oc exec #l oc attach,

4, HATEREH, BIIREIRELEM MCP, &1F control plane T (12#55 master 7
=) o

5. EEHFMT R EMKNA, UBEREIIRTIEI/E,

6. Z—ECHEERIRH MCP, FHIEXLT R LAY ARERE, BEIFTAE worker TV B E#, X
SHEE MCP /551514 MCP KEXH T BV E#TE 2, e LRI =i Administration -
Cluster settings M web #HI & EEHAHE, =#E, £ oc get machineconfigpools CL|

PANPAN
PR Mo

7. (FIE) MEERHTEYTY A kR B E AR F R B E L MCP,

7.3. QN 2B E 04T CANARY ROLLOUT EHf
HITLE canary rollout BB —MESZOIB—IPMHZE MR EE M (MCP),
1. M worker 7 s i3 MCP,

a. HIH &R worker 17 5,

$ oc get -l 'node-role.kubernetes.io/master!=" -0 'jsonpath={range .items[*]}
{.metadata.name}{"\n"}Hend}' nodes

it Bl

ci-In-pwnll6b-f76d1-s8t9n-worker-a-s75z4
ci-In-pwnll6b-f76d1-s8t9n-worker-b-dglj2
ci-In-pwnll6b-f76d1-s8t9n-worker-c-lldbm
b. MFEEBI R R, ETmARINEE RS
I $ oc label node <node name> node-role.kubernetes.io/<custom-label>=

o -

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary=

it Bl
I node/ci-In-gtrwm8t-f76d1-spbl7-worker-a-xk76k labeled

c. BIEHTEI MCP :
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https://access.redhat.com/articles/5651701

& 7 = 4T CANARY ROLLOUT H#

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerpool-canary ﬂ
spec:
machineConfigSelector:
matchExpressions: g
-{
key: machineconfiguration.openshift.io/role,
operator: In,
values: [worker,workerpool-canary]

}

nodeSelector:
matchLabels:
node-role.kubernetes.io/workerpool-canary: " 6

@ MePisEss.
2]

9 EERINE L A B B E R,

8 € worker F1B & Y. MCP £&#R,

I $ oc create -f <file_name>

=1

I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary created
d BEEEHPHMCP IIREELFIRE -

I $ oc get machineconfigpool

=1

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT
UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT AGE

master rendered-master-b0bb90c4921860f2a5d8a2f8137¢c1867 True
False False 3 3 3 0 97m
workerpool-canary rendered-workerpool-canary-87ba3dec1ad78cb6aecebf7fbb476a36
True False False 1 1 1 0 2m42s
worker rendered-worker-87ba3dec1ad78cb6aecebf7fbb476a36 True
False False 2 2 2 0 97m

QBN 2RECE 't workerpool-canary, #l21T AR ERERINEE IR =
2, worker MCP HlBs KBV HENE T, EMVESHTREZ/LoWNE, EARGIH, —
77 RBEM worker MCP #Z| worker pool-canary MCP,

7.4. FEN RO EH
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TEIXA Canary rollout B 27, 7E{#FF OpenShift Container Platform B M ERKRERIFC T TTmFF
DN REEM (MCP) &, BREEXL MCP, #1{E MCP "IBALE Machine Config Operator (MCO) &
#151% MCP XEXMITT =,

p= Y=

{2 MCP 1A & 12 kube-apiserver-to-kubelet-signer Bz CA IET i, EETERAEA
RCHY 292 RAERGHT CAIED, |HIETRMREBIR 365 XEbR. 1554015
OpenShift 4 REY T ## CAIET BEI4ET, AT IR T —R B3 CA IERBRILRTRIN E,
IR A E CAIEPREN, HEHKIUHEEE. R MCP &, NIFARKZEIEHRE, X&
SHEERY, HEREZE oc BRI, SIEETRT oc debug. oc logs. oc exec
#0 oc attach,

H{= MCP :
1 XIREEEH MCP #1THMNT -
I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":true}}' --type=merge
4N -
I $ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":true}}' --type=merge

i th 7 Bl

I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

7.5 UTEREEH

U MCP A ready RAR, AT REER. RIBENER, WEBUTER 52—
o {HF Web HHI4 FHER
o ffF CLIEHEH

B, BRI UFRE—EUEE {E MCP,

7.6. BUHE (=H2REE it

TEIXA™ Canary rollout Bt #25, OpenShift Container Platform B#i5emfE, BUEZ—E{EBEE L
MCP, BUHE{Z MCP FtF Machine Config Operator (MCO) BE#151% MCP XEXBYTT s,

BUHE S MCP :
1. MIREECHEE8 MCP #4740 T -
I $ oc patch mcp/<mcp_name> --patch '{"spec":{"paused":false}}' --type=merge

a0 -

I $ oc patch mcp/workerpool-canary --patch '{"spec":{"paused":false}}' --type=merge
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& 7 = 4T CANARY ROLLOUT H#

i Bl
I machineconfigpool.machineconfiguration.openshift.io/workerpool-canary patched

& e LUEF oc get machineconfigpools 45 i & B HT I,
2. EEFMT REMSENNE, LBREITRTET/E,

3. B—EUHEEEMEME(EN MCP, HEIEEMNAREFESERITF,

7.6.1. ARSI FF RIK

SNRN AR HINERE, MM ARFREENTREIE, SR HRARYT =17 cordon # drain
B1F, XML pod BEIEMTI R, LUEBLET NARFHRSHE, £—DMCP FAUATIESR

==Y

7.7. [T R B EIRBA A E R A

TEi XA Canary rollout B i2dr, EECHEEEE MHIZREEM (MCP) HIES5Z MCP REXH T m L
M ARFESRITEITER, EAOZMBRARINET RMBE UIRE, N7 aBE RS MCP,

- i
TREMEBEABTREERRPEETF.

[ BB HIRMA MCP & ¢
1. M RBREE .
I $ oc label node <node_name> node-role.kubernetes.io/<custom-label>-

o -

$ oc label node ci-In-0gqv1yp2-f76d1-ki2tg-worker-a-j2ssz node-
role.kubernetes.io/workerpool-canary-

=1

I node/ci-In-0qv1yp2-f76d1-ki2tg-worker-a-j2ssz labeled

MCO 7 B E R R MCP, FHET =5 MCP &,
2. AEEBHPM MCP IIRERHEYEIRE ¢

I $oc get mep

NAME CONFIG UPDATED UPDATING
DEGRADED MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-1203f157d053fd987c7cbd91e3fbcOed True  False
False 3 3 3 0 61m

workerpool-canary rendered-mcp-noupdate-5ad4791166c468f3a35cd16e734c9028 True
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False False 0 0 0 0 21m
worker rendered-worker-5ad4791166¢c468f3a35cd16e734c9028 True False
False 3 3 3 0 61m

T RMBEE N MCP ik, HIOIRE MCP, BHVLSIM AT E /LD BN E, EXNRAI
B, fF—NTT S MIIBRE workerpool-canary MCP # 2| 'worker'MCP,

3. Hk : HBREE XL MCP :

I $ oc delete mcp <mcp_name>
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% 8= mHTAS{HH RHEL BitHE (COMPUTE) RETHERE

£ 8E=E HMAEHARHEL MifE (COMPUTE) RLHIERE

IR LB s A2 OpenShift Container Platform#E&f, NREBIEEF & 2 Red Hat Enterprise
Linux (RHEL) %%%, NIAAHITAIN L TR EHIX LR,
8.1. TR
o FAEH admin HRMFA 1 &EE, 1ES A RBAC E LFLN AR,
o EHRMIM etcd 10, UBMEANARKRMNEEHEERE I LIRIARE,
o NREEEHFRF oI BIEIE, ER Cloud Credential Operator (CCO) AFAI AR
B MEBESER, ESI N AWS, Azure 8% GCP Fa4 1 E il HREEE,
BE

INRIEE AN A Prometheus PVC j21T&REFIGIE, EEBEAYIREFAIEESHIL OOM
ZIEHIENR. % Prometheus ERIFAMEMES, Prometheus REEA LT REHRINME,
HEAPSERBEAILNTRMREXNMER, H7TE%R OOM &Ik FI, SIFAHNEIAEN
eI FARER worker T, B30, MREEREHET R LZTHE 24190 R#%, 8GB
RAM) JHRFEINEI 16 GB., MEEZER, 1ESH BZ#1925061,

HEeKR

o JEFE Operator BT HFERIE

8.2. FFHWEBIZHI & B EEE
MNRAERAEH, EaIIMWebittl & BHER,

IS LAIER ] P BRI ER > 3B X = F§ OpenShift Container Platform A &M BEHHIE 2.

FeRFEH
o FAEHE admin FREIA &R web 5,

it

1. 7E web ¥ & s Administration - Cluster Settings % & Details £ EHHR R,

2. MFEFIMERBER, HRARE Channel KB W EEALBINIRABEMRIGE, 0 stable-
4.7,

BE
SFEFFIME LR, FE1] W3 stable-* =X fast-* 58,

o IR Update IR T2 Updates available, N|FiEF25EEE,
® Select channel RNEEF IE T2 T IEE B HTHVEEER A,
3. IEFEEHEMMAE, AFH T Save,
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1 A58 Update Status 255 Update to <product-version> in progress &= L@ W1
Operator #1771 REHE R R EBRBHEHNAE,

p= Y=

MREEFMEBRA BRI T —ARIRA, M 4y FHE 4.(y+1), BUIESBRGE

IHEER) TVE I ERTBIAER T R E AR « EREREHH worker T7 sith & & BoR
1E Cluster Settings Tl

AN

4. BHF5EME, Cluster Version Operator RRIFTAIAES, KMEYFMEFEEERLTRHEN.
o MRETRHESH, HHLEEYIMEFRHITES, BEIETEBEH L,

o MFRZEFAMNER, E Channel 8 F—MRIRAR stable-* = fast-* JiliE, HEHE
RERTATPELHCE 3: ) PN

EARRFENIT - ENES, BEREIAEEENRAE.

WIREH B EHE Red Hat Enterprise Linux (RHEL) worker Hl2SBI5EBER, X4
worker RIEFEFTTRZALNRATAH, HE&EEE A NotReady IRAEH, EEEFHXS
B RHEL Hl23121T7H Y playbook LASERK B #,

8.3. A%k : ¥l HOOK LLFERHEL %% L HI4TANSIBLE{ES

TE£OpenShift Container PlatformBE#THAlA], &R LAEFAhookFERHELITE RET LiZfTAnsiblefE 55,

8.3.1. EH Pt 2 H EF Ansible hook

BE#OpenShift Container Platformif, B LS FhookTEHUTHF E R /ENTERed Hat Enterprise

Linux (RHEL) TR LEiZ1TEE XMES, ERILMER hook IRHFEE L T EHUTHERES I EEZ
THIESS RIS, 7EOpenShift Container Platform& A B HRHELITE T b, RILUER hook 45 IE
HE B E LHIEAM R,

R 795 hook RIS, XMNREFMAEKI, ALUELIIE hook it WAILIZ RZ1T, FHEIKSHERLS
Ro

hook BLATRRH : - hook & B BE X ShRALHI R E, ©117 LUE A AR openshift-ansible £, (B
X L6452 A BERTEIF FEBIOpenShift Container PlatformhR A SRSk MIBR. - hook A& &G EIRAEH]
#l, ELL hook AR EEEIITIZ, MRBIFR, NEEMREXNAE, REBRITHIL,
8.3.2. Eidi&Ansible inventory 4 LU{# FH hook

&7 LATE hosts inventory X B all:vars #4 H E X Red Hat Enterprise Linux (RHEL) compute #1285
(F55 worker #188) BEHFAIEAR hook o

SERFEH
o A LAV R A FARIRHEL compute RTEEMIITEN., BN IIA VI E X RHELR S Hhosts
Ansible ;& 8 X HFBIFL AR,
ik =5
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% 8= mHTAS{HH RHEL BitHE (COMPUTE) RETHERE

1 EIXITT hook fa, OIB—NYAMLIH, NHE L AnsibletEss. bX#Hnilg—HES, T8

=— playbook, LT RBIFFR :

# Trivial example forcing an operator to acknowledge the start of an upgrade
# file=/home/user/openshift-ansible/hooks/pre_compute.yml

- name: note the start of a compute machine update

debug:

msg: "Compute machine upgrade of {{ inventory_hostname }} is about to start"

- name: require the user agree to start an upgrade

pause:

prompt: "Press Enter to start the compute machine update"

2. 182X hosts Ansible inventory X438 TE hook X4, hook SXHEVE NS EETE [all:vars] 2342 5

E. WTFIE :

B hook & R

[all:vars]

openshift_node_pre_upgrade_hook=/home/user/openshift-ansible/hooks/pre_node.yml
openshift_node_post_upgrade_hook=/home/user/openshift-ansible/hooks/post_node.yml

NT RGBS, EEEE LA hook TR BR R A B 5 AN BR R,

8.3.3. RHEL11 & %4 r] B hook

TEFEFH OpenShift Container Platform#E & #JRed Hat Enterprise Linux (RHEL) compute 4iHf, =T

LUMER LT hook,

Hook %

openshift_node_pre_cordon_hook

openshift_node_pre_upgrade_hook

E/NT REHB (cordon) ZABNZTT,
Itb hook BT AR BN T RIZTT,

MBEMES T H MM ENIZIT, TNZ
E&wifEAdelegate_tosklocal_action

o

AR REHYIE, BREFHNZT,
Itb hook BT AR BN T RIZTT,

MBEMES W HMMENIZIT, TIZ
E&wifEAdelegate_tosklocal_action

o
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Hook % ok

openshift node pre uncordon hook
P —hode_pre_ - o EEATRHESE, BHEULE

(uncordon) BIHZ1T.
e [t hook LLEB T A REI N EANT =IZ1T.

o MEEMESWIE N HhEHNIZIT, NIZ
E& w7 Adelegate_tosklocal_action

o

openshift node post upgrade hook

P —ode_post_tpgrade_ o BT ERRBIUEHIIEIET. XERE—
N R BEHTIRE,

o Itk hook LLERIT A EHHH AT SIE 1T,

o MEEMELSWIE N HhEHNIZIT, MIZ
E&wifEAdelegate_tosklocal_action

o

8.4. B EhMIRHEL COMPUTE R%:

EXERTTEHE, YIEHFERFTMRed Hat Enterprise Linux (RHEL) compute %,

BF

&/ worker (compute) #1288 R 32 #F Red Hat Enterprise Linux (RHEL) iRA 7.9 St B =k
A, FRLATEESF RHEL worker M2 H K EIRRA 8,

INREER RHEL fERRERSE, LA LU T ENZREHHE OpenShift Container Platform B 5 — MK
ZRA, BHUTRIRAEHFE, EBARFEHEIR RHEL RBES RPM S,

FRFH
o CEEHTEE

BF

AN RHEL M3 BEERF AR T RESS EFT TR, FRAE I EHFEAH
RHEL worker #2381 B #T5EEf,

o (EEILAVIIAFAFIF RHEL 1T BN EBRRINEIEB N AR, BUAERIRE LT RHEL R4 K&
upgrade playbook BJhosts Ansible ;& 5$ 3 4,

o XITFIRIAMIES, RPM EMEFEERNEER LiZ1THERIRAR OpenShift Container

Platform,

it
L ZIEFRRAEN LRI A
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% 8= mHTAS{HH RHEL BitHE (COMPUTE) RETHERE

I # systemctl disable --now firewalld.service

p= =1
BINERT, A "Minimal" REETHERHRE RS RHEL 5 firewalld R,
EENLEAT firewalld RSP IEET 7] worker _EBY OpenShift Container
Platform Hi&. fNREHLEYREL ] worker £BJ OpenShift Container Platform
B, UEAEFSH firewallds

2. JAF OpenShift Container Platform 4.7 FREMI G % :

a. TEiZ21T Ansible playbook BI¥183 £, BHATENEMEE

# subscription-manager repos --disable=rhel-7-server-ose-4.6-rpms \
--enable=rhel-7-server-ansible-2.9-rpms \
--enable=rhel-7-server-ose-4.7-rpms

b. fEiZ1T Ansible playbook BIHL28 £, BEHAAFEMI S, S1E openshift-ansible :
I # yum update openshift-ansible openshift-clients
c. ABMRHELE TR L, EHMENTGHCE

# subscription-manager repos --disable=rhel-7-server-ose-4.6-rpms \
--enable=rhel-7-server-ose-4.7-rpms \
--enable=rhel-7-fast-datapath-roms \
--enable=rhel-7-server-optional-rpms

3. E#H RHEL worker #1285 :

a. BEYFITRRE, UREZEBREFWA RHEL worker :

I # oc get node

=1
NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.20.0
mycluster-control-plane-1 Ready master 145m v1.20.0
mycluster-control-plane-2 Ready master 145m v1.20.0
mycluster-rhel7-0 NotReady,SchedulingDisabled worker 98m
v1.14.6+97c81d00e
mycluster-rhel7-1 Ready worker 98m v1.14.6+97c81d00e
mycluster-rhel7-2 Ready worker 98m v1.14.6+97c81d00e
mycluster-rhel7-3 Ready worker 98m v1.14.6+97c81d00e

itk T 125245 NotReady, SchedulingDisabled A7,

b. &ML T /<paths/inventory/hosts B Ansible XX, HEHFHAR, UWEREEHR
NotReady,SchedulingDisabled X S HIH 25 F 7 7E [workers] 38 7, 0 AR :

I [all:vars]

ansible _user=root
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#ansible_become=True
openshift_kubeconfig_path="~/.kube/config"

[workers]
mycluster-rhel7-0.example.com

c. # A openshift-ansible B :
I $ cd /usr/share/ansible/openshift-ansible

d. i&17 upgrade playbook:
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/upgrade.yml ﬂ

Q %t F<path>, #8EEOIERIAnsibleF T XHHIEEE,

v =

upgrade playbook {X#% OpenShift Container Platform ¥4 8. EAKE
FRERTHGE,

4. BB E—ShERERHEEFHED RHEL worker #1253,
5. BH5ERA worker 5, MWIAFIBERH T RAEEHEFIRAE :

I # oc get node

i th 7 Bl

NAME STATUS ROLES AGE VERSION
mycluster-control-plane-0 Ready master 145m v1.20.0
mycluster-control-plane-1 Ready master 145m v1.20.0
mycluster-control-plane-2 Ready master 145m v1.20.0
mycluster-rhel7-0 NotReady,SchedulingDisabled worker 98m v1.20.0
mycluster-rhel7-1 Ready worker 98m v1.20.0
mycluster-rhel7-2 Ready worker 98m v1.20.0
mycluster-rhel7-3 Ready worker 98m v1.20.0

6. ®I%E : BH upgrade playbook X B BHHRIERAHEE, EREHAME 47 PGS, EFEA
PUFep4s -

I # yum update

% on
l INRIERLE 4.7 WERARNMER RPM F6EE, NAFZHMR RPM BHE,
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8B 9 F WM RIS

559 E FHZIREMLSERE

BRI LAE A oc CLI EHT 2 RMI%% OpenShift Container Platform &2%,
SIRMAAIMERER T M A M EKMBINE, Eib, BT registry FIEERREHRG, WMREH
registry ENTSERN U A B EXRIFNERE, SR LUSSRBREREI S XNAEM T EENXERSS, RS
FRENKTBINFUEMNLZEE, NRAIELS registry MIEEFEFFR registry WEN, EATUE
B A THRGEERIA registry,
MRZRMEFELSINER, HRMRENAITRIRFEBREENBRFEMR registry, FHERZ registry BT
FiBS%E.
o.1. o R &M

o o] LA [n] B KR SRR ER AT o U A B iR

o BEHXT restricted-network IMEHIERES registry WE AR, LUEHEEFN ISR, B
registry 715 Docker registry APIv2 3%

o BWIMREKT oc i wiTHE (CL) TR,
o FAEE admin MR V5. 1ES M RBAC E AN AR,
o BEARHM etcd &1, MUBRNALRKRIMEEFERIE B LIATHNRS,

o MRFIBNAEEMD (MCP) HIEEZ2TEAXREE, EEFHFIREFBT 5EH (= MCP XEXHI T &,
INREHAT canary rollout BHTEREE, ®ILUE{= MCP,

o MNRMMERLERAFHYEINMEIL, 1EBR Cloud Credential Operator (CCO) AbF Al FHLk
. MEFELZER, BB N AWS, Azure X GCP Fa/ 1 EIFHREE,

BF

INRIE(E AT INAY Prometheus PVC j2 175G e, TERBEAYIREHATRESHEIT OOM
ZIERIENR. % Prometheus ERIFAMEMES, Prometheus REEA LT REHRINME,
HEANSEREHILV/NNS AP EXMER, 7T E%E OOM LKIEFE, RFHAHEIAN
&8 FHRTEM worker T 22, 3140, HD%""T—H%EE?E?FT B EEfTEE 2 1MA%, 8GB
RAM) fHHNFEINE 16 GB, MIFELER, ESH BZ#1925061,

0.2. EFITHEIREN
HATHR GRS Hal, WIESENUKRERRABHEEEERILRAIE,

9.2.1. ;@i Tk il S & 4E OpenShift CLI

IR LA % OpenShift CLI(oc)R A ST ES OpenShift Container Platform #17RE, &AILUE
Linux, Windows 3 macOS £%&% oc.

BF

INRLET IHIRAB oc, NIF;EF A OpenShift Container Platform 4.7 FHIFIE @5,
THHAREFRAN oc, MNMREEEZRMEFHINER, REITIHALEIM oc kA,

9.2.1.1. £ Linux L &% OpenShift CLI
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OpenShift Container Platform 4.7 BifitEEf
&0 LURBRLUTRTZLE Linux £%&%% OpenShift CLI(oc) =il 32 4,

ik =
1. SMEILEE T MG R OpenShift Container Platform T 71,

2. T£ Version THI3 5 A48 N IR AR
3. B OpenShift v4.7 Linux & ik B 5518 Download Now, B{R7FX {4,

4. RREFH

I $ tar xvzf <file>

5. ¥ oc Z iS4 E PATH iy B3,
EHEMRH PATH, FHITUTHS :

I $ echo $PATH
L% OpenShift CLI f&, RILAEA oc 4 :
I $ oc <command>
9.2.1.2. £ Windows _E%%& OpenShift CLI
IR AT LUR BB LU T RAZAE Windows £& % OpenShift CLI(oc) i il 34,

ik =
1. SMEILEE ST MG LR OpenShift Container Platform T 71,

2. 1E Version ThI 3z 5 At FEAE R B AR AN,
3. B OpenShift v4.7 Windows & sk B 3518 Download Now, B{R7F {4,
4. £/ ZIP ZFfEFH.

5. % oc ZitHIXHE] PATH B9 E X,
EEFEWN PATH, HHAGSRTHFHTUT SRS :

I C:\> path
L% OpenShift CLI /5, BILA#EM oc % -

I C:\> oc <command>

9.2.1.3. £ macOS %% OpenShift CLI

IRAT LURBBLLTRFZLE macOS L& % OpenShift CLI(oc) i il 34,

it =
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569 E AT RMLKER
SRBIZEE ST ML _ B OpenShift Container Platform T & 1 .
2. 1£ Version THIJzH A% 88 MBI AR Ao

3. Hi OpenShift v4.7 MacOSX & F sk B 3511/ Download Now, BE{&R#EFEXH,

4. FREMMBERFH.

5. % oc ZiHISXHRBE PATH BB K,
EHEHEH PATH, IHITHFXRHADITUT RS

I $ echo $PATH
L% OpenShift CLI /5, BILA#EM oc % -

I $ oc <command>

9.3. ERE I R BRI T HEM L

DR BRER registry TIEXH, AVPRZIIERBEREEREENEARINRH,

Digk

==
[=]

REEHN A EFER MR registry BIESXEVE D pull secret, WMRERKERFNZ
i se, ERPHMAENGRESHNERRR registry WEATR,

gk

==
[=]

LS PR T B IO LU AR registry EFIRZRTHR registry iF1TERME, FFHEIER
| registry pull secret,

FeREH
o BLET—/Ei&R (mirror) registry TEPRMLZEAER,
o (RIEHR reqgistry RIMA T HIGCEMNME, LUSEREREE(mirronEIXMIE,

o BB T —NEK registry IR/, AVPRHEEKLERZRROE,
iz
HEREFNEFTRATESIR

1. M Red Hat OpenShift Cluster Manager % registry.redhat.io ¥ pull secret, FHEFEE!
.json XA,
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2. NIRHIEER registry R base64 SR M B IEHSHE

$ echo -n '<user_name>:<password>' | base64 -w0 ﬂ
BGVibYk3ZHAtqXs=

ﬂ ®id <user_name> #1 <passwords> 157 registry B 7 LML,

3. LLJSON &R A& pull secret BIA :
I $ cat ./pull-secret.text | jg . > <path>/<puII_secret_fiIe_in_json>ﬂ

ﬂ I8 EEITFHE pull secret IS RBYERR, LAREOIER JSON STERIZTR,

4. [ HRTE N ~/.docker/config.json 5 $XDG_RUNTIME_DIR/containers/auth.json,
YR PFLAT R

{
"auths": {

"cloud.openshift.com™: {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"quay.io": {
"auth": "b3BlbnNo...",
"email": "you@example.com"

}

"registry.connect.redhat.com”: {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

b

"registry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

}
}

5. JmEET SO FIRINEER registry BIERS

"auths": {
"<mirror_registry>": { ﬂ
"auth": "<credentials>",
"email": "you@example.com"

b

ﬂ %I F <mirror_registry>, 187 registry 5%, LUREHHER registry FARIRHER BRI L
iw O, 530 : registry.example.com =X registry.example.com:8443

9 {5/ <credentials> R {K registry F8§7E base64 YRGB " 2B,

AR TF LR A
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"auths": {
"registry.example.com™: {

"auth": "BGVtbYkK3ZHAtgXs=",

"email": "you@example.com"
}

"cloud.openshift.com”: {

"auth": "b3BlbnNo...",

"email": "you@example.com"
}

"quay.io": {

"auth": "b3BlbnNo...",

"email": "you@example.com"
b
"registry.connect.redhat.com”: {

"auth": "NTE3Njg5N;...",

"email": "you@example.com"
},

"registry.redhat.io": {
"auth": "NTE3Njg5N;...",
"email": "you@example.com"

}

}
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9.4. %1% OPENSHIFT CONTAINER PLATFORM &Rk 171 %E

TEZRMLAHE S EVER S EF R RFRT, BN TR RN R SRR B &R (mirron) BIFR IR H, ik
B DATE A 32 BRI B9 P 4% 7 58 A L RAR SRAB AR SR AF R AT R ISR A BB N B R HI B B 25 i ko

it

. REFRIINEELE -

a. FHAITHRAER :

I $ export OCP_RELEASE=<release_version>

. S HAH registry BFFFIENIHA -

I $ LOCAL_REPOSITORY='<local_repository_name>"'

. {#H Red Hat OpenShift Container Platform Upgrade Graph visualizer #1 update planner %A
—NHRAFRE S —DhRA, OpenShift Upgrade Graph 12HHE R, FiET T 0MEBIAEN
LRI TIE SEBERR A 2 [F] B TR R,

%I F <release_version>, 151EE S5 H Y EIH) OpenShift Container Platform KRAXS B BT
%, 104.5.4,

I $ LOCAL_REGISTRY='<local_registry_host_name>:<local_registry_host_port>'

%I F <local_registry_host_name>, Ei5EHIGFMHEEM registry 54 ; X F
<local_registry_host_port>, Ei5ERTRERNTNIRO,

c. SHAMEEERM :
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% F <local_repository_name>, &EEEE1E registry FOIBRCERTR, 0
ocp4/openshift4,

d. SHEEHITHRENEREZERT
I $ PRODUCT_REPO-="openshift-release-dev'
STFEFIMBRRA, WIHEE openshift-release-dev,
e. 5 registry pull secret FIE&E :
I $ LOCAL_SECRET_JSON='<path_to_pull_secret>'

%I F <path_to_pull_secret>, 1515 EE GBI registry BY pull secret BO4EXT BRZRFISC
%4,

v pa -

INRITHEELE A ImageContentSourcePolicy X R KR B E &K, N
HEER2E pull secret AT & registry, EABEELIE H 7NN pull secret,

f. SHAITARAFR

I $ RELEASE_NAME="ocp-release"

SFEFIMERRA, EUITEE ocp-release.,
9. NIEHARSS 2R S HIMZRERY, 40 x86_64.

I $ ARCHITECTURE=<server_architecture>
h. SHEEHREHE FRERE

I $ REMOVABLE_MEDIA_PATH=<path> 0

Q EETERE, SBEFTHENRIRAILY)FR.

3 AEEHGNEEMEES

$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-${ARCHITECTURE}
--dry-run

4, FRAFRE R (mirror) BIEER registry,
o MRMMHIFIRENTIEVIMEEKR, HEHITLATERE :
i RABONFUEEREER BN RS,

ii. JHERRFIEEF PGB ARSI NI B X -
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$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --to-
dir=${REMOVABLE_MEDIA_PATH}/mirror
quay.io/${PRODUCT_REPO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE}

iii. AR ZRMLIMER, FHFHEER LG RINELR registry.
$ oc image mirror -a ${LOCAL_SECRET_JSON} --from-
dir=${REMOVABLE_MEDIA_PATH}/mirror

"file://openshift/release:${OCP_RELEASE}*"
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} ﬂ

@ /T REMOVABLE_MEDIA_PATH, a4/l A 5 S BHRINTEE MR — B fZ,

iv. £ oc BEITHRE(CLYEREIEEFNMERE,
v. NERBRAITHRBRS A EMSN AR ENER

$ oc apply -f ${REMOVABLE_MEDIA_PATH}/mirror/config/<image_signature_file>

XfF <image_signature_file>, 157E AR, {0 signature-sha256-
8115415¢03294534.yaml,

o MNRAMALS registry FIERHEREFREEN, [MAITHRGEZEXEIAM registry, FH{FEH
UFep SIS EC B ST N A EISREE
$ oc adm release mirror -a ${LOCAL_SECRET_JSON} --
from=quay.io/${PRODUCT_REPOQO}/${RELEASE_NAME}:${OCP_RELEASE}-
${ARCHITECTURE} \
--t0=${LOCAL_REGISTRY}/${LOCAL_REPOSITORY} --apply-release-image-signature
RS E --apply-release-image-signature %1, RNENGGRE LI UE QI8
BB PRET,
9.5. A HHIR T R BL E AR AT

HEEHEEHT, FEFIRSEBFEANLITRARREZHEBEMRS . W& IT Cluster Version
Operator (CVO) i LPTIHRR R 5K Pt & 4 SR I IE R TR B & B R IE T,

INREM 4.4.8 HESMAFIEATLUMER oc CLI OIRECEMRSS, MREEZMERBRAFAL, N
ERFNHE,

9.5.1. FH BIRHHRT: A ECEARAY
DI IR RS R BRI E B R ER,
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@ E,E
' BREHERN Y AHITU TSI,

A
1. 15& i OpenShift Container Platform F 0B E FIIHENXE, LIAEERMNE A NEKE,

k

2. f$hRASNE OCP_RELEASE_NUMBER IfMEZEH :
I $ OCP_RELEASE_NUMBER=<release_version> )

ﬂ %I F <release_version>, 1HIEES LR AN EIH OpenShift Container Platform ki X} K
BIFR%, 40 4.4.0,

3. FERIRLZRINE ARCHITECTURE Hig7 & :
I $ ARCHITECTURE=<server_architecture> @)

Q % F server_architecture, #5EMRSEBHINIZEE, 10 x86_64,

4. M Quay FRERAZfTHRAFRFHE -

$ DIGEST="$(oc adm release info quay.io/openshift-release-dev/ocp-
release:${OCP_RELEASE_NUMBER}-${ARCHITECTURE]} | sed -n 's/Pull From: .*@//p")"

5. KERERE :

I $ DIGEST_ALGO="${DIGEST%%:*}"

6. WERELS :

I $ DIGEST_ENCODED="${DIGEST#":}"

7. M mirror.openshift.com PG IREVER IR Z B

$ SIGNATURE_BASE64=$(curl -s "https://mirror.openshift.com/pub/openshift-
v4/signatures/openshift/release/${DIGEST_ALGO}=${DIGEST_ENCODED}/signature-1" |
base64 -w0 && echo)

8. QIR EMRSY

$ cat >checksum-${OCP_RELEASE_NUMBER}.yaml| <<EOF

apiVersion: v1

kind: ConfigMap

metadata:
name: release-image-${OCP_RELEASE_NUMBER}
namespace: openshift-config-managed
labels:

release.openshift.io/verification-signatures:
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binaryData:
${DIGEST_ALGO}-${DIGEST_ENCODED}: ${SIGNATURE_BASE64}
EOF

9. FECEBRSTI FARISRAF AR

I $ oc apply -f checksum-${OCP_RELEASE_NUMBER}.yam!

6. AR ZRRMLS R B
5 2R ML LB B H E IR T HM AL 1T B OpenShift Container Platform kA,
==

INRIBAH—A A OpenShift Update Service, &R LUMEAEREH Web #2458k CLI i8S
SEEHT, MmAREMALRE,

FRFM
o MEHAATRABBEREBR (mirror) F registry,
o MBRALITHRZE S ConfigMap TEHT A ThRA 1 A B EF,
o MEIHRZEH ConfigMap HIRER T Z1ThRAEY sha256 sum {H,

e 2% OpenShift CLI(OC)ERA 4.4.8 SHE B RA,

it =
o EHTERE:

$ oc adm upgrade --allow-explicit-upgrade --to-image
${LOCAL_REGISTRY}/${LOCAL_REPOSITORY}<sha256_sum_value> ﬂ

<sha256_sum_value> {E 2% §% % ConfigMap B sha256 sum {H, 40
@sha256:81154f5c03294534e1eaf0319BEF7a601134f891689ccede5d705ef659aa8¢92

INREZR registry {# F ImageContentSourcePolicy, 7 LU{FF Canonical registry Z#rmIE
LOCAL_REGISTRY,

,w':lﬁ‘éjj?!‘ﬁ_ ImageContentSourcePolicy X RHEEECE L pull secret, &
BETEY B AIANAN pull secret,

9.7. FdBi% % REGISTRY g EHE &
WIS B RS reqgistry TEMEERR, EAILUHITLUUTIRE

e [gi& OpenShift Container Platform &8, LUMEEEMMIRGEE registry LHIFFHEERIER (pull)
BRHIER, FBT BB (mirror) BIER registry LT E £ RIZTE K,
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NEDBINEEERAZ D EE& (miron) BITE6EE, LUARMR—NEEKELZF, DEER
HMH5E R,

OpenShift Container Platform FR7Z iR M S1E -

FRARHNIEY (pull) BIRIXT registry {SHLEY R

ZIRMAHIEREFTLMKXBAE (40 quay.io) RIENEIR, FHILAIFRBBGAIEEH registry 12
HIERIER,

KHBBRALIE (pull) 15K 2B E registry liF, BEREFTEZXFAM registry,

1R AT A RO ER RIS B & INE OpenShift Container Platform &2 &N T S £/
/etc/containers/registries.conf X4/,

LT RMREMZERIFRGERE, ERERZXABIEHEKNEEE, BERHRIFMFROAR.
MRFIBHEERN, KHNEZRREFEE, MR, MHEEKIRET <KH,

BT U T AR K EFMEERR

1£ OpenShift Container Platform %%k :
BT HIEY (pull) OpenShift Container Platform FRERN A2 RK, AR ILHREREATHAX
#ifE, BIRIEF OpenShift Container Platform %225 £ 5% (R R 4% Fh B9EE D,

%% OpenShift Container Platform fg :
BNfE3% A £ OpenShift Container Platform R4 M ECE 5K (mirror), ZEE{BA{ER
ImageContentSourcePolicy & RiH#{TERE.

UTFRBRHLRERHAREE, oLt 0]E ImageContentSourcePolicy X &R :

o EAELER (mirror) BB 88 BHRTF I RR

o MELNHREMEFHEE T KNABTHNENGEEEENEREZE,

T

KR8 2 A ImageContentSourcePolicy X RIEEELE L/ pull secret, EFBEEIN
B A0 pull secret,

FeREH
o FHEZR cluster-admin B &I 1 £EE,

it

1.
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BT LT AR E B BRI FEE

o 2R Red Hat Quay f#i#f[EHi{&k FRTR, M Red Hat Quay RiXE B EKHITFIEE, &R
Red Hat Quay BB FIEFHRERM — DM EERIR S — 0%, FARENANERESR
RS X EFEE,

o {#f skopeo FTEFFEMHMIERB ZEH B SHRIFEZE.

5040 : 7£ Red Hat Enterprise Linux (RHEL 7 2% RHEL 8) %4t E%&% skopeo RPM {48
[&, {#F skopeo v, B TFBIFTR :

I $ skopeo copy \


https://access.redhat.com/documentation/en-us/red_hat_quay/3/html/manage_red_hat_quay/repo-mirroring-in-red-hat-quay
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docker://registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6\

docker://example.io/example/ubi-minimal

EARBIGR, EH—1EN example.io FIRZFHR registry, EFEE—1% 7 example #J
HgEMEE, EF5 2 ubi8/ubi-minimal fE{& M registry.access.redhat.com & | Eltb 5%
&EME, QIR registry [&, A OpenShift Container Platform (B & 1 F R EF %
ERDIE R E E M EI B RIRMEEE,

2. BSRIEH) OpenShift Container Platform 525,

3. I/ ImageContentSourcePolicy 32 (40 : registryrepomirror.yaml) , FHEFIEHER (mirror)
B NEB O registry, FFiE N FI AR P RORA G

1]
2]
©

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:

name: ubi8repo

spec:

repositoryDigestMirrors:
- mirrors:
- example.io/example/ubi-minimal ﬂ
source: registry.access.redhat.com/ubi8/ubi-minimal g
- mirrors:
- example.com/example/ubi-minimal
source: registry.access.redhat.com/ubi8/ubi-minimal
- mirrors:
- mirror.example.com/redhat
source: registry.redhat.io/openshift4 6

SRR registry FNTE % ERI L TR,
IS SRR B registry FIEME .

IR B] LATE registry ARBCIE 64 22 (] LAS 1% on A 22 (] R RO AE 51,  SNRIGHEF registry 15
YR, ImageContentSourcePolicy FEN N A E registry REIRT B Z6E .

4. AIEHH ImageContentSourcePolicy X & :

I $ oc create -f registryrepomirror.yami

]2 ImageContentSourcePolicy ¥R /g, FMXENBEINENT R, EHFRERASHEEN
T {22 SR SR A7 1 R 1 3K

5. ENERSNAT EHENEERE, ARP— DT REFITUTRE,

a.

B IREY T R

I $ oc get node
it Bl

I NAME STATUS ROLES AGE VERSION
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ip-10-0-137-44.ec2.internal  Ready worker 7m v1.20.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.20.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.20.0
ip-10-0-147-35.ec2.internal  Ready,SchedulingDisabled worker 7m v1.20.0
ip-10-0-153-12.ec2.internal Ready worker 7m v1.20.0
ip-10-0-154-10.ec2.internal  Ready master 11m v1.20.0

B LUE I, TER AEWREE worker T R LM EA S IR,
b. BT RLATIR T R -
I $ oc debug node/ip-10-0-147-35.ec2.internal

i th o Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host

c. Vil MBS
I sh-4.2# chroot /host

d. 1% /etc/containers/registries.conf X1+, fRREMREN :

I sh-4.2# cat /etc/containers/registries.conf
i Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
[[registry]]

location = "registry.access.redhat.com/ubi8/"

insecure = false

blocked = false

mirror-by-digest-only = true

prefix ="

[[reqistry.mirror]]
location = "example.io/example/ubi8-minimal"
insecure = false

[[registry.mirror]]

location = "example.com/example/ubi8-minimal”
insecure = false

e. MHEHMEMNRIRET R, FRERSETHGEEN . ImageContentSourcePolicy X5
NEFHEHE, TXREEINE,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6

RSB PR
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MRFHEGRRERENELRF, HEAUTAEXEMZERGNMTEHERDBIHEER,
o EANTFEHGATFRMHEHIE (pul) BB,
o AFAETHMBEIEN, FREMAE registry,
o MXRZLET, Insecure ir&FAEENR,

o HEHEINT /etc/containers/registries.conf SLAHIE R, ETCREE 2k, XA TOML &=,

9.8. IR EHR B RBVGEH, LUEDERT [RERRIIEK

13:7&757—7—%?%&”“2%#&5’] registry LAIREFR KRBT, — M SERETZH
ImageContentSourcePolicy 5§ B {5 4 17 s 721 B 55 5 58 S 3 B & /A R B

Z5k ImageContentSourcePolicy FHRAEKE RBSEHE, HHITULTEE,

FoRFEM

e Z2%E OpenShift Container Platform CLI oc,
e LIEH cluster-admin f{ R B0 &%,
o MEHRBFIKRE R, LUMEEMFEENEREPER,

Z{TLL T4y, H <local_registry>. <pull_spec> #1 <pull_secret_file> 15 EH :

$ oc adm catalog mirror <local_registry>/<pull_spec> <local_registry> -a <pull_secret_file> --
icsp-scope=registry

)hIt | f—‘/\‘[‘

==

<local_registry>

10 T B SR B EC B U A registry, 40 local.registry:5000,
<pull_spec>

B FFE R registry ARESERHIENEIAE, #0 redhat/redhat-operator-index:v4.7
<pull_secret_file>

2 .json XA registry.redhat.io pull secret, fEALIM Red Hat OpenShift Cluster
Manager Tk pull secret,

oc adm catalog mirror #3558/ /redhat-operator-index-manifests B%, FH4RK
imageContentSourcePolicy.yaml. catalogSource.yaml I mapping.txt 314,

2. ¥R ImageContentSourcePolicy RN FAEISEES :

I $ oc apply -f imageContentSourcePolicy.yaml

o IGiE oc apply 24 I i A £l ImageContentSourcePolicy:
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I $ oc get ImageContentSourcePolicy -o yaml
i Bl

apiVersion: vi
items:
- apiVersion: operator.openshift.io/vialphat
kind: ImageContentSourcePolicy
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.openshift.io/vialphal","kind":"ImageContentSourcePolicy","metadata":

{"annotations":{},"name":"redhat-operator-index"},"spec"{"repositoryDigestMirrors":
[{"mirrors™:["local.registry:5000"],"source":"registry.redhat.io"}]}}

B #7 ImageContentSourcePolicy ¥{iR/E, OpenShift Container Platform &S iXBHEREN T &,
TR A R GRNEEERIRFEZE L HiE K,

9.9. HERIR
o TEZ[RMILEH{HEF Operator Lifecycle Manager
o HlEREEMR M

o LEEHMBIE OpenShift Update Service
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