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control plane and compute
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ERER, B—NEENBEEA Red Hat Enterprise Linux CoreOS (RHCOS) {E NIRERYL,
RHCOS =& Red Hat Enterprise Linux (RHEL) IR B Z R 2R ENMA, EBBINEH SELinux B RHEL
A%, BEIEEN Kubernetes 77 VIR kubelet, L& Kubernetes f{b#) CRI-O BEZ1THT,

OpenShift Container Platform 4.8 5 &fF#%&— control plane H23&8 4 A RHCOS, HeaiE—1
KEBMWEREHBETE, # Ignition, X—TLEILERBEVEBENSR. RIERABHIENRAERS
BB Atomic OSTree TEMEERAT, 145K H Operator EENEEEHH#E, LIRMIRIERABRE L
f#M rpm-ostree EBE VR LENR FIRIERAETT, BT EFEAIXLRRA, OpenShift Container
Platform RTLMRERER LEMEMY AR —FEBRERS, Bl RAALRFEENTERERITR
o XL RN BRI LA R 4E HIPA B9 £ 48,
INSRF RHCOS FERM AR BMRERY:, NRHSEEHAGMNBNAESE, B RERSE
W, Ht, REREFZFEHM Machine Config Operator FRER A28, TEFEFEH Ignition BoB XXX
BEANBIBEIRS, REFNA Machine Config Operator S ML 23BIE Z Bk, B4 REFIES
HKEHE,
3.1.1. OpenShift Container Platform &£& X FHMEAR
£ OpenShift Container Platform 4.8 /1, EAILELL A L REFRAREEFBE SHEMPEIIER
® Amazon Web Services (AWS)
® Google Cloud Platform (GCP)
® Microsoft Azure
® Red Hat OpenStack Platform kg4 13 #1 16
o &## OpenShift Container Platform RAX FF&#THY RHOSP KA sp R ANFN A (Al AR A, 40
FTEM RHOSP A {THRARABME R, ESH RHOSP £H) OpenShift Container Platform
pE2IER
® Red Hat Virtualization (RHV)
® VMware vSphere
e AWS EB VMware Cloud (VMC)
o FEM
MFRAIXLER, SEARSTREIENITENERNNAENRENI A BV BB, LMENF
BRSNS IFELLIEIRAE telemetry 2R,
HE
TERE, TXFHUTENR :

o EATHINETA

o EATHNEAH, HNERASEZEEHTRNTA PR AMEFHEIER

£ OpenShift Container Platform 4.8 #, RAILIELL TS L& F A A B SR EZRI R
o AWS

® Azure

15
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e GCP

e RHOSP

e RHV

® VMware vSphere

o AWS E® VMware Cloud

o 1RH

® |BM Z 8 LinuxONE

® IBM Power %4t
RIEFEXFNRAG, EROBENEMZEN ERE, EaUERTE2ERMIINRKZTIE, RN
BEREREW, HEBHITZRHEZE, EZRMERES, B TERRERHMENGER
(image) , FENIBIEH registry (mirror registry) 1, ABFERBLERIERESR, BERABEEY
(A EEXRISR N B B RIENRIR, (B7E vSphere SUARNLE RGN 1T IRMLS Zedk, KNSR TTE
EEEVIFEEKM,
OpenShift Container Platform 4.x Tested Integrations TIHEIFRIRM 7B XX ARFE A #H TR
éﬂﬂ{él%\o
312 ZEIE

&% OpenShift Container Platform &£, &R LLM OpenShift Cluster Manager i s H3E 24
Infrastructure Provider TIH FEZR&EREF. LMLEBUTAR :

o K/ REST API
o registry §h%, X2 TREFAEAMB pull secret
o H£EUTM, TREESNERSEILBIKEXE, UHBRKEMRBIBRIER

£ OpenShift Container Platform 4.8 #f, ZR&EREFEN —HEFHIT—RISTHE#E Go ZiHIX
., SREBFRENARNREBHLREZLREMR,

o WTFRARERFESHNEMEBMER, EULREMRNEIMEARZRELTERRF, MR
RENT, RERFHUBFRHMEBNAEMLS. HESMRIERS

o MFEBNEHESMEEEMERN, NPHIURHMATEKEFEMERWAEIR, & Bootstrap #l
& ML, MEGE. FHEFMIIEEIES.

LREREFR=ZHH : &5 install-config.yaml B EELE X4, Kubernetes &, LURIEHIH 2K
RUE R Ignition BC & X4,

BF

ZEEHA (R AT LUS SR Bl RHCOS #4F R STH Kubernetes # Ignition BCE X4, B,
&AW AR IEN S SRS LT RSN R E LM, MR T XL R, £E¥
AR T RIZIT,. HTFEEXMIKLE, 1B Kubernetes #1 Ignition BEB X HAZ X, R
MBI KRR IE X IR TR,
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B 3E RENER
RREE X% Kubernetes JBH, AFFHREREET Ignition BREXHH., REFRFFEIXLE Ignition
(e e Jolfe 3R

BTRERFN, MAREXHRHEES, FFSeahRERRERNMAREXH,

IIII i
R lE, BTEERAERRIBRFILENSH, BalENR—LREREML.

KAREERFEFNIEMPBRNRIETE

BOARERE N E AL ERRFE &AM, %W\P*/R"F LEREFTIREAT, ??‘Wﬁu)\bﬂi/f
BITHRENE, FHVERSEREHSENRAE. TLATUAE LREIRRIFENEMELIR. &
EREFHNERE S EZEMERN,

IRET D REIEER A E LER, W TIiESER, TEREREEHMENSEREIFMER, NTH
ENER, BALUEEEXTEAMESIFMER, M control plane AN SHRE. ERHHEHELHH
J5BY, 85 Kubernetes AR5 M%&) CIDR SEH,

EATRE, ALUEALThAERE R E & M4 KA AN, ERREREMIMNEH, TUGRARERRFRE
BB & SRR R SR R R B

T RERFESHEMIEIIMIERE, OpenShift Container Platform AT BBERMAE A E, SiEE
1’!5??&?%2&% BENSRECSYMNERMNEES BEMANEHPEENTR, WEEEBERITFEFENAEH
NBTE
FARAPEAENEMPEAENRETRER
AR LATE B SRR ERH £ &2 25E OpenShift Container Platform, &R RERRFRERE S
SREMBMTRNE T, BAIREFEMIEN, RARNEHNEINTRENEMENLH,
MR EARERFESHEMIEN, BniEoBRBMAETEHTR, S1F:

o HNERH control plane AT EHESHIEZ £ Al ZeH

o fEMEIR

o EBYML, S¥E DNS ILEMFFENTFM

o SREMZBRMAN AR
MREHERERABEHNEMIEN, EaLUERN RHEL ITENZRRINEIEEH,
RESEFEMER
HTFEESHNEEFRNEENRBREEEHNEXELR, EL OpenShift Container Platform EXIIAECE
HA R & RIGET Bootstrap M2 AR HIE B4 ﬁﬁ\ control plane, @i {5 FA ik a0 o] 01 R SR ¥ Y

Ignition BB & X347 /E 50, bootstrap HlL2sAIEE4HMK control plane B control plane #l28 (B#54 master
M28) . AT, control plane HlZR0IEITE (compute) #l3s, TEUIAA T iX—d72 :

17



OpenShift Container Platform 4.8 2244

3.2. fll# bootstrap. control plane #lit &%

Cluster installer

lCreate

Bootstrap node

Datacenter
(cloud/on-premise)

Controller node 1 Controller node 2 Controller node 3
Control plane Control plane Control plane
RHCOS RHCOS RHCOS

; i }

Compute node 1 Compute node 2 Compute node 3

SEENERAMA1ES, Bootstrap W2 iF#EH %, PTESKEHERE Bootstrap I 2R MNALEER, BEER
CESSRHNEMIEN, NTFINERITETE,

BF

o ﬁﬁfifiiﬁiﬁg Ignition BEE XS ETE 24 N\ et BRRIES, SR BRI
TEAT, ﬁD%E%%ﬁfb%ﬁﬁ%l‘ﬂ%ﬁ, BEBHE 24NN EER, SH28RE
THEEI’JIEJFJ — oIS E, B Fohitt R IER node-bootstrapper iiE5E

HR(CSR)E M E kubelet ik, WIHRELER, HSHMILHIR control plane
ZE% H kS B9 STH,

o EIERIE Ignition BEEBEXXHAEMKEH 12 /MNTREREN], Eh 24 NTHIEBRTE
%ﬁﬁcﬁ}:m 16 /NISFE 22 /NI [RL AT RO RS, aBId7E 12 /NN R A Ignition B &
X, A LR R AR RS RRPEANHIT TR B S B R & KA A,

bootstrapp &£&$ KA THIE :

1. bootstrap Hl2&/EEhHFIAIEE control plane HlZR5| SRR TIR, (WRESEBEEMZE
g, MEBEAIF)

2. bootstrap #2885 5h#TT R eted B —NIAES Kubernetes control plane,

3. control plane #88 M bootstrap HERREUERE FIRFTREEN. (MRBCEEBEMENY, NFE
FAIF)

4. 1IfEY control plane 4 7 M5 control plane AR B4 7 #11E control plane Hl25.

5. Cluster Version Operator (CVO) fE%&F %% etcd Operator, etcd Operator ZEffA control
plane 1= E¥ & etcd,

6. IImff control plane X#, FIFREINZZLE 4 IR control plane,

18
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7. bootstrap ¥l25F OpenShift Container Platform ZH43F A &£ £4% control plane.

8. REFRF KM bootstrap Hlas, (MRBSEEEMZEN, NEEAIFI

10. control plane LA—%H Operator B R & HAhAR S5,

SERX L bootstrap 112G, MEMK—NEMEZ/EM OpenShift Container Platform 5£8%, A5, &R TH
HEEHRZEMENERAH, SEAZTIHIIMERLUEITE (compute) #Hl2F,

RESOH
OpenShift Container Platform ZZERZFHEREHESRXITRELEERE, ©ERERLRIEFRERKD.
RESTHGE, BAILERESMEEES,

Heth BT
e fNFEA X OpenShift Container Platform EBE FHIRIIFEMER, HSHA HNEEEE L

3.2. XF OPENSHIFT UPDATE AR5

OpenShift Update Service (OSUS) 1 OpenShift Container Platform 125 #1, &% Red Hat
Enterprise Linux CoreOS (RHCOS), Bie#t T —1 K%K, EHPTEHH Operator Ii= (vertices) #l
EEENM 2 (edges) . BIFBARKRT BRI LULLEHEIMMRA, MIRRREHNERME, AFEE
SERBEHHRITITHERR S,

& BEH Y Cluster Version Operator (CVO) 2% OpenShift Container Platform BE#TARSS, FHRIEZHAD
AHMAFEFRERREERNEFHMENRR. SEEKREHN, CVO BAZEHMNALITHEER
RARHIERE, L1TITH (artifact) FE N BRTHESRITEE Quay H,

47 ik OpenShift Update Service (iREFRANEHT, wTLUMER—MRAKIEE BRI BEEEIE, &

PMROTIHHREBRIERESXFNTEAMRARMUREMAGHIRE., EEEBINGESHENMRA
&, OpenShift Update Service 2BAE SR A,

BF

OpenShift Update Service IR H RIS EHEEFERH. 1R OpenShift Update
Service AEIWAN R, XA E N EH N BEIRATRAFE S MG,

AN EHISR TR EMERN Ti21T. S—MEGSRSAERENNEEL, MELNARER, Had
Operator IS R#EHRE, LIERENE2ELTFAIA, ARHKRICRE, B EHI2R521H OpenShift
Update Service, LMRAEE#H =S A,

BE
R FAREBETIRE, FFFREHLRFEERILIRIIMRA. WRENEHRKI, 15
HRRLLIE ¥,

EEFHITFEH, Machine Config Operator(MCO)SH#ECE N A EIE 28, MCO A
maxUnavailable FEIEER. HhiANSREELSPHT RBE, FEelrchFTTH, ZRIVERT,
XMEREEN 1, RE, MCO &N AFEEHEENS.

INSRIEHE Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&TE;XLEH| 25 £ FHT kubelet,
NIB AT X 2R E B HT OpenShift API,
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LETARA SN AR kubelet Bf, RHEL #l257T%:R[E Ready R, ENZRATART, ELETHME
. BR, ANEBRETRATTRT R, AUTUE-—ENSTEERANERT, BRESHEHFE
{’EO

OpenShift Update Service B Operator #1— N84 % /N5 A2 SE B ZH A%

EEFHS 2R, SR RATERIGEN A ATH, MachineHealthCheck &R 1H 7| A
R R, HEHBIFEl]. NEREHRSI SN R, BEEFRBRINIREEEN
{£12 MachineHealthCheck %R, B2, FKIAERER MachineHealthCheck HiR (40
machine-api-termination-handler) AE#M BRFE T OIEE.

3.3. 3EZ % OPERATOR WYX 550K

Operator B9 EHAK A RE T —1 Operator @ BRI R EREHPHEXAGHNTR, 0R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFRRKEIELR.

RRACALUEFREIMERBENAIRRPER, BOTHERERSEH Operator FRERZF, KHE
BARERTEEESNHENEENFR,

AE AL T 3% Operator B WIEZERS :

e Ji3T Operator ACi&
J3T Operator WEZE A E A managementState %1, XA LLE T RNREM A AR TR, EAER
RF Operator, 50, Red Hat OpenShift Logging Operator @i I8 EEEIN B E LR
(CR) FAE|EM, M Cluster Samples Operator {# f 7 £ E£5E H L & %R,

¥ managementState S#E X/ Unmanaged E#& Operator f2FHEB MR, BA
KPITESEXAHERAEREIE, —L& Operator ATRERAZFHILEEIRE, RN ECTRERIIFEE,
FEFIIME,

Digk

H
[=]

ST Operator B NHRERER BRI ZHEHHMINEE. RS
AEE E (Managed) RS AIES B BEMREIRG HK.

® Cluster Version Operator (CVO) &3
Alf$ spec.overrides SEURINE| CVO ECEA, LAMEEIERGIRENAMBH CVO 1T HEEHS
=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.
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g
Of

(B CVO B A HEA KRN T RS LR, THRFEESE, Wi
AL R 2 0 T AR B R 4

3.4. FEEH R

ERERERAEF VAP ESE
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% 4 = CONTROL PLANE Z2#5

control plane H control plane #2840/, fiT5iEE OpenShift Container Platform ££2%, control plane
MBRERITENSE (BRI worker) EMITENE, REAHES Cluster Version Operator (CVO),
Machine Config Operator #1—4H #.3# Operator FIIR/F R E BN W 2R E FH .

4. ERNSREER T REBEERE

15T control plane B4 T EH MV S IRIBE BRI GTURRER S AAH, XLENBFHEF AN ARE
&t (MCP) . M MCP EE—HTRRHENNMNBEE, TRHNAERET BFTERN MCP; MCP
SKRBEEHIENT RABKEEE T R. MCPHNT REEHEENEE ; XEKRE T RO BHYEW,
LASE V38 hin =k B B T4 7 5o

EINERT, EREREECIENA MCP : master #1 worker, & 1EIA MCP #i5—1MNE X MEE, H
Machine Config Operator (MCO) N, ZEENFEE MCP BBITF MCP A%, eI LAOIEEIAHY
MCP s B & Ut BB EFBHEEINT R L BNE E L AFINT &,

BE B ZM worker ithrh b EEE BRI, S 1SHEMVESECE R T worker 8, 1B T EH B E XL
HhERBREUMEESN., BT BEE M worker it EELE, X worker StERE B NE N EEIBE X
. MCO FAZ#r M worker st 4k AR EE B B E Xth,

TRRESEE—TMCP ., MIRTAASNE5Z MCP X NAFRZE, 0
worker,infra, ©H infra BE AR worker BB, BE CHRET S S EEE
TRINEFREN. FEFEE BT RE worker EHE,

BB HEMPESENENT RABRLUE—IEE UHE, A0, INREQIE infra 77 R infra TF
A, BUGIE—NEE L infra MCP SARLET mAHE—#2, MREN infra B E&RZE N BE worker 7
=, [FHEH workerinfra dual 1%, {B%EBE L infra MCP, Il MCO I HER— worker 7 &,
INRIEMTT MR worker 155, FRF infra irEmANESHEIBE Cthed, NNHZT mAA# MCO
R, BRSEBEFEE,

BF

EEEA infra &ML RIIRRIZTT infra TEME, WARHTERITHE8H, BB
infra 77 RB9 MCP SRERE M ARBERF ; h T RIFINES infra ABIIIRE, 7
FERERUM IR TEARSABERNZT RLE, X8R infra TYEAERMTT HBME—

MCO VM EH., Fla, RESFMFFEMINET, NENEEHFPNT RSEEHF1T. NRE
WINEE G, MhZthd ey mife5i 5 master 1 worker 17 =B B #,
4.2. OPENSHIFT CONTAINER PLATFORM HHH 25 A&

OpenShift Container Platform N EN D EFAENA R, XLHBE U REEEANIIE, £EEST
A master #l worker BRI E Y,

ERHILEE bootstrap BEME X, BT bootstrap MER(UIEEEFLEMFER, FILHE
THRETE SR BF & 5 SO R R,
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4.2.1. control plane #1777 R EN A

OpenShift Container Platform kR& #4715 control plane EHLFN T mEMNLIAIBIICES, 140, 1E 4.9 £
H, FA control plane ENERLIIE 4.9, FIE T RELFER 4.9,

EEBEANI P EINRA AR LB o] AES, B0, M OpenShift Container Platform 4.8 #ZE|
491, —ETRREEMT REEMALE 4.9, ANEEM control plane ENM T RENRHE ATESR
BN ENSREFEEERFRE—LINEE. B NIZRIRERBHH control plane ENFNT mEMN.

kubelet iR 55 T BELL kube-apiserver B3, FHRIFEEBI OpenShift Container Platform A S BB EH
BIARBY, REALURTFHNREEX, FTRETT ELHREREN

OpenShift Container Platform iR#< X #89 kubelet (&%

Z#H OpenShift Container Platform XA [ RZRT—ThRAF

{B# OpenShift Container Platform R AR [2] 5% BTN RAE

1. 5130, OpenShift Container Platform 4.5 4.7, 4.9,

2. 80, OpenShift Container Platform 4.6, 4.8, 4.10,

4.2.2. &2 worker

1E Kubernetes 2&£/1, worker 11 m2i21THIEE Kubernetes F F G KHYSEPR T #8975, worker
TEREERE, MEN master RS —EOMIAERRF REELT m L/FEIRERH pod. EERSTE
B worker T EIZ1T, 83 CRI-O (ENASEIE) | Kubelet (ERFEITIZITMELASITIENEE
KEIERSS) , URIRSHRIE (B worker 28] Pod BIEIE)

£ OpenShift Container Platform /1, #1285 FA k1% worker Hl28. £8 worker B BN ITET
EfE, XERFEABIT BElMFENZTRETE, EN OpenShift Container Platform EBE X%
HIERRBIMBEN, Rt worker HLBR#AK N 17 & (compute) W85, TEARLITHRAR, worker #LE5H0 11 &
Pl Al LI B ERRAE, RNt EVZSHME—BRIAKEZ worker 185, TEARFR OpenShift
Container Platform kA& m, EINER TAIsERERAARARERENITENES, MEMZEEMENE.

Hl285 =& machine-api 7 & 22 (6] AL 2R FURME Y. HBRERXITERESHNE LS
FBRMECE, R, H2REE! (MCP) =2 Machine Config Operator (MCO) &%
(BB —ER>. MCP BTN NEAE—#E, LUME MCO B EEHEEEHETHL.

4.2.3. 58 master

1 Kubernetes 28/, control plane Tim (BFRH master T ) 217126 Kubernetes S£E¥RT T HIAR
%%, 7E OpenShift Container Platform f1, control plane #1252 control plane, B IRNMUNEERTEE
OpenShift Container Platform 522/ Kubernetes fR%5. E N EA control plane A BHIH2RE 2
control plane #1288, FTLA master # control plane BRI LA HERABIARTE, control plane HlER R4 A
VZRE, MEH—RIVURIIHINET AP FHRE L, FABIIEELN AR control plane HL2%,  LARS LE &R
Fi8 control plane #1283 F AR IT&EEE,
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v ==
: B % EREE L IERE =1 control plane 77 5.

master £BF Kubernetes 2K 5I|MIAR S5 E3E Kubernetes APl [R558%. etcd. Kubernetes 1425 S IEES
Kubernetes JAE2E.

5 4.1. £ control plane _£iZ1789 Kubernetes RS

Hit Hah

Kubernetes API IR%5 23 Kubernetes API IRS5 235 IEFH ERE pod. BRSSFNE HlIEHIRMEIE, ©iF
NEBMEZREREBET 1N ER,

etcd etcd B A master IKZ, EHMAGNEM etcd BIEER, LUFEHEB S
ABEERE,

Kubernetes ¥4l 25 & 12 25 Kubernetes 1423 E RIS IE T etcd BEB N RMEDN, MEH, MR

], SSKPIEHISBNR, AEEA AP REEISLERENRS. X
R R OB AR N A S LB —NERR E R,

Kubernetes JERRF Kubernetes R MR E 2B T S FT OB pod, FHEFEEZ
pod BB ET M,

714+, 7E control plane £i21TH) OpenShift BR55 &3E OpenShift API fR55288. OpenShift 26 2REIE
28, OpenShift OAuth API i 5588 OpenShift OAuth AR 5588,

5 4.2. 1 control plane _LiZ217H9 OpenShift fRSS

et ek
OpenShift API BR%5 83 OpenShift API BR %5285 5 FFHER & OpenShift %R (ANTH. HREHE
W) HIBUEE,

OpenShift API iR 5528 OpenShift API Server Operator B,

OpenShift &l 2R B2 2R OpenShift #2#I 23 E IR N etcd BE A OpenShift FREIELR, NI
B. BREFERESSENR, REERE AP REHI SIS E RS,

OpenShift 225 E 23 H OpenShift Controller Manager Operator &
I,

OpenShift OAuth API fR55 25 OpenShift OAuth API R 55 2845 iE F B2 B #X 4B LA M OpenShift Container
Platform #1T&3951E, fARAF. 4% OAuth &,

OpenShift OAuth API 5528 H Cluster Authentication Operator B,

OpenShift OAuth fR%5 2% FAF M OpenShift OAuth ARZ5881E R ThE, LUA APl #4T F1R45IIE,

OpenShift OAuth AR5583 8 Cluster Authentication Operator B,
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control plane #1285 LRI FLEARSSVE N systemd BRS5121T, B —LENHENEES pod 11T,

systemd RS :ﬁ_éﬁ':'% RAERERGBIRAABIBIRS . XFF control plane #1288, XSFEAIFILE
BKH sshd, BILSELUTIRS :

e CRI-O &25|% (crio), AFZ1THMEERSR. OpenShift Container Platform 4.8 £ CRI-O,
=& Docker Container Engine,

e Kubelet (kubelet), M master fRF5EZ SR 35 L R2RANEK,

CRI-O # Kubelet AZI{E} systemd RS EZEEEN L1217, RANEN A%z 1T, ARREFEEZTH
2R,

installer-* I revision-pruner-* control plane pod W7 {#F root 1{fRiZ1T, ENEIIEEEART root
FAF#Y /etc/kubernetes B3%, XL pod i FLLTFap & ZE A -

e openshift-etcd
e openshift-kube-apiserver
e openshift-kube-controller-manager

e openshift-kube-scheduler

4.3. OPENSHIFT CONTAINER PLATFORM A HJ OPERATOR

Operator & OpenShift Container Platform REREERHH. Operator & control plane £iT&., BREH
BERSWEILAE, BILERTU N B ETINRRRF R H.

Operator 5 Kubernetes API #1 CLI TE (#0 kubectl #1 oc 645) &£/, ©IHRM T LN AR,
TRERE., EBLEOTARHNAE, HARRNARFREERERS.

Operator MRt T B NRANRERE ., EERERSNEMHE, EILUEN Operator 2FFHI API, A
R eI LN

® 7 CRI-O # Kubelet BN T m LiZ1T, FRLAULFERRA EMhEREThEEER A LUE T ) Operator 7£
control plane Li#F{T&HE, {# M Operator #A01%! control plane HIZH 4 S 3G E BRI LIRSS FEIEARSS

BRI MR VEERETE R UM Operator @hﬁlﬁl B¥r, {8 OpenShift Container Platform Hf Operator
N TAMRSERE, EREUATHAR

e [ Cluster Version Operator (CVO) E2# Cluster Operator # 2RI\ REZEFHITEEEINEE,

o TAERIMIANZH 4 Operator H Operator Lifecycle Manager(OLM)EEE, #AAEHENBARRFEHIZ
1TQ

4.3.1. Cluster Operators

1 OpenShift Container Platform /1, FrBESEEEINREEN X2 B —RIIBKIN £F# Operator ., £
Operator EIREREINREMIFE A E, MEESCHEMIN ARFEBRILE. Kubernetes control plane Bk
MLBRE 75 R 5%

52 Operator H—* ClusterOperator f &R, &LBFEE G AI{E OpenShift Container Platform Web
:@%U"‘E’J Administration - Cluster Settings MHHAEEE. B8 Operator HRIRMH—MAERRF
IhEERITE 5 APl, Operator {SE IR0 44 dp B HAM A TR, Operator AILIEB—NABHEH+
Hif, BERABMRARET BoMLE WREREEE YT,
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Hth B

o £ Operator 3%

4.3.2. ¥ in4H44 Operator

Operator Lifecycle Manager(OLM)#1 OperatorHub & OpenShift Container Platform FREIERIAAH 4, &I
HEENYS Kubernetes RN FAREF1EHN Operator #H1TEE, Bil —BRERHEATLI., REMEEERHT
FAHI =T/ INZE 4 Operator BIRYL,

£ OpenShift Container Platform Web 2%l & A {EF OperatorHub, SEFE IR 5 FNFAA 7 AT LUEEEM
Operator BxZR %M Operator, TEM OperatorHub Z%& Operator [&, AL B AR KE X HFE R
Ze/H], 1ERFNBREHIZT.

RHEFINB KR, HAEIE Red Hat Operator, £33 IAIER) Operator %t X Operator, REFEIR A A
LUAmMBESMBE X BXRIE, XERATLLSE—HBEE LB Operator,

F & AN RTLAERA Operator SDK & BN EHIF OLM IhEERIE E L Operator, ARG, ALLHEEITH
Operator fRAFHRMBIBE LB XRF, ZRALURMEIER S, FAIHEBER,

p= Y=
. OLM & OpenShift Container Platform ZRJHEEEE Operator,

Hth TR

e fNFEAXTE OpenShift Container Platform HIZ{THIINZH 4 Operator WE ZIEMER, 1HS
Operator Lifecycle Manager(OLM) #1 OperatorHub A Operator $§E &89

o INFEA X Operator SODK WEZ(ER, ESH FF 4 Operator,

4.4, xF MACHINE CONFIG OPERATOR

OpenShift Container Platform 4.8 &£/ 7T RIERIMEHEE, HTEBHEEBCHWEN, SEEHT
m -t Red Hat Enterprise Linux CoreOS (RHCOS) B9 #7, &Ltk OpenShift Container Platform 124t 7 7]
SENEREHEEARE, BWRET RALBIRE.

OpenShift Container Platform {# Fi = /NP 2R EEHIgR KB e T REE, XEFIREB I FER
FRAER Kubernetes NI ERMECIERIFRABTHMENEBE R, S12HE :

e machine-config-controller, &M control plane FHTHINLERHA R, ©IIRFAAESEET RHFYREC
HEgBEH,

e machine-config-daemon P HBEEEREFNEBN T RLIZ1T, FHRE
MachineConfigController g RSN AR B AV SREEE LHEE, B RNEIERE, ©
SHEZEH pod, NABHHER, XEBERLL Ignition EBEXHHTHR B, XLEXHNBIEE
BN R EC B F 12l kubelet BRiE, BHASGERSRPR( T, LiTF2EKINEIE OpenShift
Container Platform #1 RHCOS B #7#% i,

e machine-config-server SFFHF2E, TENMASEEENH control plane 77 mig 4t Ignition EZE X
1,

H2RBLE 2 Ignition BLEMF%. machine-config-daemon LB 2RECE, UEEREEEHIT

OSTree B, HEZRBWFN FH—FRT systemd kubelet XHER, ECBENR, HEIRIERSS
OpenShift Container Platform EZi& I EH b FE X,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#cluster-operators-ref
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-understanding-olm
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-understanding-operatorhub
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#osdk-about

%5 4% CONTROL PLANE Z2f3

PUTT mEIBIREN, A LA {8 KubeletConfig B & X HE(CR).

8%

WX HLESECE I ITIENAT, Machine Config Operator (MCO) S BEZNERFARAEX NHIT
=, UMEEBER.

ERHET RENSREBEEREEES, ERERZE, SI0E RN S EE D
spec.paused FEXE N true KL EE81 2112, GiEE, NREERRFREY,
BRIESF spec.paused FEXIXE N false, BT REESEHEE,

RIR A & CA IF B ERNBUEE S, R MCP &%, MCO TLEBHHEMIEB#EE
X R, XESRERBRY, FHEZ oc dEFERKN, 21F oc debug. oc

logs. oc exec #ll oc attach, WREHIFULFET, MR MCP #HE S, I OpenShift
Container Platform Web %] & B Alerting Ul H U B,

LUTERTEMA T mEHEIF
e 4 MCO RMEILITMEMERE, EREAHFERER T REVER TN AR

o 7EHZRECER spec.config.passwd.users.sshAuthorizedKeys 24 &k
SSH B,

o 1t openshift-config &n & Z2 (AR E L pull secret =X pull secret,

o Kubernetes API Server Operator BZ# %% /etc/kubernetes/kubelet-ca.crt
UERI AN (CA)

o Y MCO K& EI% /etc/containers/registries.conf SXAFBIE RS, 0TI YR EE
ImageDigestMirrorSet =% ImageTagMirrorSet X7 R, ©aHFZEM N R, N
AERHFIUEILET R, TREEZEFRRLELUTER :

o I®INT — registry, TWENENEEK (mirror) %ET pull-from-mirror =
"digest-only" 4,

o ®INT—NEHI& (mirror) , HWAE— registry FIZER pull-from-mirror =
"digest-only" ¥,

o 1f unqualified-search-registries 7R RMNTIE.
B in{E 2

#NFE B X7E Machine Config Operator Bl #lZRBCE/ERH LE control plane MlBREEHER, ESHEHR
Machine Config Operator BEIE#H 5|5,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#troubleshooting-disabling-autoreboot-mco_troubleshooting-operator-issues
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% 5% T f# OPENSHIFT CONTAINER PLATFORM F %

N T EFAMEITELESFNBREEN O ERSRNIIEE, HRARSHIIESEN TENIRE, R
23EENT ¢

o (ENEMHIMIRS, ALUEEIHEMBBIMIERHLCRS. Hl, EUTRFEFNARFS
VORI, S0 REN AR FMINEIEEE,

o BEMY, FHLERSRBIVNIFESNLETIREE, BHETUES—BNELED.
o LIADNME, LBINRINEEN, REEHNFEEB FBETRA,
o JLUITERIER, ERFKIBMAAZFIHRMHES LA, EFK TR LHEE Y EDBILH,

o LIARAMNAHZIT, BAHNABRFHNRERE. fltl, — MV ARFAEERZITREREN
s, REERH. A—TMNARFARESERLZT, FELIINEFhEER A,

o ZREM, LMEMALUEHIN AR BIRSFIE I G R R

BRREBIZES, UVEULAREALLFERNIEMNAENE Rt EE, XFESRRETE

#,

il

s

ATTHEKREDNEETE OpenShift Container Platform g F1E B R 23b Kubernetes b FAFE A AT LA
AR, e BRI AR AL A AR R AR RN ARFHFLXE K,
50 XFABCNARFFAL
A LB ZMARNFERARRLITNAREF L, BMAEZEEENFERBRBEETHEHRE, 7T A
LMY, AXENE—RIFENEEMFLENRET R, SENASRBENEARAAREEIHESX
HENARRF, XEFEBRRTAANIE, BXMAZE, HEATFRSFCNAREF L, AU
o ME—EHARFIFHEFMH registry A
o I Kubernetes JEH N HRFEI Git FhEE

e {# Operator BEY 5 HMIIHZENN AR

5.2. - AFEHR
BN RS T —MEE, BB HIHTRSE.

8%, BRE-TATHERSBMIE, 0buildah 3 docker, BMFE—NMERBTHFATHXHG, BF

£ Dockerfile,

=

BETXR, BREE-—MMIBERMEEERNBRGEER, UEATLLEEHRIEEECZITHME, XMIBHM
BA?S registry,

KZH Linux BIERS LSRN REEZNHEN—LRH, {8 Dockerfile &4, BEIRBE IR,

THEER T HEMEETIRIORRE :
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https://docs.docker.com/engine/reference/builder/
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5.1. B LA 2L N AR FHS HHEX R registry

- Red Hat Quay

1
Private ! °
H > Registry :
! “=%  OpenShift Registry
Create Dockerfile Build Push

Application o | e | Container
Developer Software Image e @

1
1
: oubii I,--} Quay.io
[ ublic !
> Registry _': 0
- Docker Hub

INRIE(EAIZ 1T Red Hat Enterprise Linux (RHEL) fEMIRIERZHITTEN, MBS N ARRFOIBIRES
ZLTFNATE :

| RERABWETIR RHEL @E—4HTE, HPSEHATHWENEIESREEM podman, buildah
skopeo,

2. I Dockerfile AH & EMBFRINEY : BXRWBERRHE R A&7 Dockerfile FIS 7, 1
XA, BEFRAMBEENELRGGR. ERENTGE, URESHERSRPHTGE, &
AEFRASHE, MATFIRSBABHMEIROMESIBHERNE, FEM Dockerfile F11&
A EHPEE RHEL R LR B R,

3. JZ17 buildah 3% docker build:jZ1T buildah build-using-dockerfile 5 docker build @45, &
RN ERMPHR B A RS, FOEXMEENSHRTER, TOTLMER buildah, EFHA
Dockerfile BIRT1R T B AR FHR.

4. FRCFHHEEE registry : MFBAHRTURRINIGE (tag), UIMABREERFHEMLZEEMN
registry fIB., #AJE, @i1iZ1T podman push = docker push & FHZEERHEEE registry,

5. IERFHIZ1THR : MEA podman = docker FRBRF A IH LEMEMRE, 21TA TR
&894, 10, ;217 podman run <image_names = docker run <image_names %%, H
H, <image_name> 2 A RRIEMEH, XK{ITF quay.io/myrepo/myapp:latest, registry A
RER BRI REHEE TR R,

MEBRLERERSRTR. NEHEIED registry FH2TEN T RRIFMAER, ESHERA Buildah B
E BRI EE,

5.2.1. & 1HE T Ri%

&M buildah, podman 1 skopeo HENEBE AR FBITUITERSRGEEFPF T E L I HTE OpenShift
Container Platform S E M Kubernetes MG E E R M IARNIHEE, XETEZIFIHEMN, A&
%A root TURMIIER Fi21T, BTElfMENFFHEED,

HE

Kubernetes 1.20 1 # F 7 % Docker Container Engine {E N B2z 1T IR, FHIFEL

BHIAITHRATMIR, B2, Docker £ERMMHIRFHEEEREPFERMARZITH, S
CRI-O, MIFEELER, 1ESIH Kubernetes BE N,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/cicd/#custom-builds-buildah
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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=&ZTE OpenShift Container Platform FRiz1T& 410, ME{EMH CRI-O 23515, CRI-O 7£ OpenShift
Container Platform &£ #9% — worker #1 control plane #1288 (1B#5} master #l23) Lijz17, 1B CRI-
O WA FEEH OpenShift Container Platform AR ILZ1THT,

5.2.2. B g%k

Ve SR AR NEMBEGRE S —HEIH, XERE NN ARFRA— Linux R4 EEHNER
SRR, EHPERRERIZXHRSP, TLURNFRERS—HEFLAXHRSL. ElE&RHE
RN BBRENREM. WEMAT AL EE R,

INERM T —HEIBIEMERR, TN RAEMER (UBI), XLEIREET Red Hat Enterprise Linux,
BTE S ZREMNEMBREE, BEE—1EXEX) : THRAEITHMEBHEH D X, Eit, Tz
UBI & LN AR, THEONARZE(INEENFRNIMEUERBENER,

XL UBl BRAREBIE, FIAFRIERA, &40 LAF Red Hat Software Collections #5{& B E(Kifits &
Z4THEAE (40 Nodejs. Perl 2% Python) BN FITERFROE, Hi— 2T B RIS IRIR AT N
Source-to-lmage (S2I) ik, A S21 H&N, LU IEA R AR 12 T2 ER R IR
¢°

&) LUE M OpenShift Container Platform Web Ul {8 S21 5i%k, RFE % Catalog —» Developer
Catalog f&7], #ITFEIAAIT :

5.2. MR EREE TR AR S21 ARk

RED HAT .
OPENSHIFT i @ kube:admin
Container Platform

Project: openshift-operators «
Catalog

Developer Catalog Developer Cataloq

Add shared apps, services, or source-to-image builders to your project from the Developer Catalog. Cluster admins can install additional apps which
will show up here automatically.

| Allitems All ltems
Languages .
9items
Middleware
Other
NET / NGiNX
.NET Core Apache HTTP Server (httpd) Nginx HTTP server and a
o reverse proxy (nginx)
Service Class (0) Build and run .NET Core 2.2 Build and serve static content
Source-to-Image (9) applications on RHEL 7. For via Apache HTTP Server Build and serve static content
Installed Operators (0) more |r.ﬂorrr?a1|0n a.boui using (httpq} 2.40n RHEL 1.For . viaNginx HTTP server and a
this builder image, including more information about using reverse proxy (nginx
OpenShift considerat this builderimage, in

5.2.3. Registry 1%

BEREHROE (registry) BEHARTENME, MEEATUSHEARE, FHEIREARELZTH
TE, ERLUEFRE R TRIK P RE A HEES registry, HANEFRME S FHEFRFIRIEEN S MR
A, AR UREE O registry, #ERHENAT AHALFEMIAZSMA,

EREVZIIE AL S VE KRR HEBOER (&R, BT LAM Red Hat Registry F12EX, Red Hat Registry 7T
MIE : registry.access.redhat.com (EFFA%IE, HEFHA) 0 registry.redhat.io (FE5H%
WE) o ALAELIIE A SRGIBE KB TIRELD T % Red Hat Registry RBVZLIE R & EIKEEBIHR. FR
THHIIERRGGRN, ELERERILHENANBTHRENTZER, SEETENAREEHMNRE
R
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https://cri-o.io/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux_atomic_host/7/html-single/getting_started_with_containers/index#using_red_hat_base_container_images_standard_and_minimal
https://access.redhat.com/documentation/zh-cn/red_hat_software_collections/3/html-single/using_red_hat_software_collections_container_images/index
https://catalog.redhat.com/software/containers/explore
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KBV H registry @1E Docker Hub #1 Quay.io, Quay.io registry HZLIEFAEFMEE, OpenShift
Container Platform A& AR 2 AHGERE ETE Quay.io F1, SIEF T EBE OpenShift Container
Platform A& A &K Operator, Quay.io IR T FMEHMELEANANAE, S Helm Charts,

INREEFG RS registry, OpenShift Container Platform & & S3E— N FAE =28 registry, B
OpenShift Container Platform —ER&EHEHER Liz1T, ZIIEHIRMH Quay.io registry BIFAEMRA, FR
4 Red Hat Quay, Red Hat Quay @& EHl. Git ML 25, Clair SGIH#EATF 2 HahIhEE,

AR EIBIFR A reqgistry R RIBER B R IFF REM AP T EER R, XLEFIFHHLZ @S OpenShift
Container Platform 7EENERSE H IR ERN, A—LEIEN T S EBLS D A

5.3. 7 OPENSHIFT CONTAINER PLATFORM /& KUBERNETES ;& #

REARFERERRF N AREFNELRLEL, BFEFEL(ERFTEEM Kubernetes I1ME (81 OpenShift
Container Platform) HERIMEBBZNARER. QIRGRENARIFESTE

o T fi# Kubernetes jE R FERANFRE TR
o FITFHZITHIN ARRFEMH —LRE
o WEFHM

o QEFHRIFNLERFME Git FhEED, UEETLUNHEFMEAERRAZESIRSH, WH
Bz, RERAFAL, FRERIBITIMED, ELENDRIIBRE, URSMALE

5.3.1. xF Kubernetes pod #1i& 55

BN HRZ docker WEAH IT, M Kubernetes {FRAMEARHITIRN pods, Pod KFRIEN ARRFHT
—4%, pod ALEE—NHENEER. KEZLET pod BIEEHE. I EBMSEHBEANHIT,

ERE pod FERAWASE, T BYEMGRAELANITFEEEZENEETE, NMETHE, EIKS

FRIBREEER pod 1, FH7Epod FEEEAEGMARICEMRILEREE. UE, EEZ1T pod FEES B
KINHOSLBIE;, HibBReRRthabecy B, X TH&AZE0E, pod EIJEU@%EJ%;*EHE’JH?%?%D HEE
EEMPCRRS (AAREM CPU) . XHE—3%, ¥ pod RBEN—NETIHTEELEEMEM, pod

R 254 AT LS PR AR FRE@IE (30 System V 523K POSIX £ERE) HEBEE.

BIREA pod KK Kubernetes FI—NaIT B H T, BIRFSRHET —MNER, BN —RT pod 9HE|
—RE ) EREBRENNBRRR, SRIEMNEHEE 2 KNES. RSt pod BERHA, ENRSH
U—BEMRA— IP it fFER, EEEMERNIE, EERRSE, @i a#EEKRIRS, OpenShift
Container Platform SEEENS1Z & ¥R &R B T 15 RIF BOZBR 589 pod B9 IPHhIEFNIHR O,

MAF L, BRERENARESZTElNRERGERAN, #mE5EEAF R, Kubernetes 555 HY

— IR IR T AR RE S RS N TR AT A N ERFI A BRI LS, X IR R 2R N FARBE 1T
HE9iEsl, BFERBEHNAIMBIHTTP, HTTPS FIEMARSHE NE R EBEBIEFHANIARS, "TLAE
FA Ingress TR,

MRBRFBERD MM AZREERM (TLLBITRSRM) , NALURESRMENESA S, HIZFEY
#t pod A, ERIUEREFRUNRFALS (PV), EE?EJJ?S@JL,J\MEU Pod & X K.

EENLTHRNRRRFN—H pod 7, ETLE Deployment #1 DeploymentConfig X iR E XX &
pod,

5.3.2. MAREFRE
BT, EREBNARRFREN HIZ1T A BRI,
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https://hub.docker.com/
https://quay.io/
https://access.redhat.com/products/red-hat-quay
https://kubernetes.io/docs/concepts/workloads/pods/pod-overview/
https://kubernetes.io/docs/concepts/services-networking/service/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/ingress/
https://kubernetes.io/docs/concepts/storage/volumes/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/building_applications/#what-deployments-are
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Kubernetes EX TSERTARREN BHRFNARIENE, EMEEENAERFNIEAE, 1HEE
ZNARRERS

ETHERBESETM. B, BEENNBRFUERNE, FERETEXRTERYE, 25—
HNAEREAR BRI NN AR, N FXLERIWNARRF, &5ER OpenShift Container
Platform X[ @1 Job 1 CronJob ¥ &,

Wi Rz1T. N FREELZITHONARE, BAUREE—PEE,

FTERETR., NRNAEFEESTRMYE, BLEEEHBREENK/D, FHEERLE—DE
{5, Deployment =% DeploymentConfig *f R ] LAS 1% KRB N AREFIEIAS, EENEIA
&, pod ATLABSEZ N RiZ1T, HARBIETE worker FRERINZ N AR RIA4 AT A,

EFEEENTRLEIRIT, FLERBM Kubernetes N ARFEXIT HIEEREFHED master T sk
worker T m_Ei217, 10, DNS MLiEN ARFEESEAESNT A LBFEH21T, BRI LUSHX RN A
BEENTTHESEZT. BLTURET mrEET mBRFELZTTHE,

FELmAREE, YEEBRRNARFHEMAFERN, FEEOE Operator, Operator A
NS REREThEE, BB EMIANZEMES, 5 Operator Lifecycle Manager (OLM)
L&, SEHEEERTLUT Operator RFFAIEERBLEN, UESEHHHNAAAILLETEN,

EAMAEmSER, NARFARERINAIESER, fil, ETFRECTNARFN=
MNERI, FREXESLFIBEH 0. 17 2, —PMERTHESESXMNAREF, BRTNES
N RBEMIIFEBINARRF (MEEEZER zookeeper £8) &AM,

5.3.3. Al A FHHE

BmBENN ARFURESELHHG, MBEESKBEICTHSE, NMERX—FXK, ATLIM OpenShift
Container Platform Web £l & 1B LT B KRBT B HIAH 4 -

® OperatorHub, AITEE OpenShift Container Platform 4.8 5£E¥F{& A, &B) OperatorHub,
SHBREATLMERRBLE. B EEEREME XK AR Operator, SREHRIEA T LIS
BEFR YRR A A 22 [A] 305 RE A AR 22 1] FR 3R LI L8 Operator, 1EFFA A GBEWS @ b TRO N A2
A HELEIXLE Operator,
o BEIR, MF—RMERBMNARFERER. EZMNARRED, HENEMRABRERERHIE
F, BREHET —MEEAR, TUMRINNFHEFFBRIFL Kubernetes N AR, BEIRATLLZ R
JRE X 5K, ®TLLZ Deployment. Service. Route SiEMITR, MEREBREMKLUR, 7@
I BHFATEER P IXEIXLEE,
IEA LRI A I E BK, BB XM Operator fIiEHR, ABEFLZALTFEIEN ML LG
RHEEell. T2 ANSHEERAME openshift spZZ2 (A d, EH R LAMPARE Hfthdn 4 22 A1 AiX N ep &
ZE[A],

5.3.4. NEEHR
f&Bf Kubernetes ;& (manifest) , EAILIEINEEM T LK Kubernetes N IR, EA LU

:‘lz

=
%/E

BB YAML X4, Fidid M ARISERESEE], FIiEidiZ4T oc apply 6545,

5.3.5. [RZEH I

LR, EEENBRRFLALRATESENSGE BRIERAT, BULEREM CI EERBRHEGIT
HHEXER registry, 2, GitOps EEA{ARITAE Git FESRAE—E, EFEA Git 7%k
TR N AR AR AR BB 4

FBRVIEN TERZERT BN T AT
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https://kubernetes.io/docs/concepts/workloads/controllers/jobs-run-to-completion/
https://kubernetes.io/docs/concepts/workloads/controllers/cron-jobs/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/building_applications/#deployments-kube-deployments
https://kubernetes.io/docs/concepts/workloads/controllers/replicaset/
https://kubernetes.io/docs/concepts/workloads/controllers/daemonset/
https://www.openshift.com/learn/topics/operators
https://kubernetes.io/docs/concepts/workloads/controllers/statefulset/
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o FE1XR:EALUHGE—L YAML, RS, 21T oc apply 5 YAML N AFEEHANAERS
EETITE,

o 2K : ALY YAML BREREXHMABECH Git FiEEPR, BEREZN B BESUH
AR LLMBRERIER YAML, FHNARMITREF 217N BRRFHEERET,

o EIX:EZEENNBARFEHRE Operator,

5.4. @ OPERATOR H#H{THF 4

MREHNRARFEREEMAIZIT, RFNEITEHEBEN Operator, FAFTXATIR, Operator MR
NARERMT —NEMmAREE., FHeHUSIIERENBREFRSEAITHETES,

TEfS N A2 OIER  Operator B, EATLAZNA B 28 X AMIIZ T 4L N ARRFHRIN, EaURER
KRR &H. T BNARFNIRERERENIIE. EREBNARFERE, HiFEs (NEH
Operator) AILAEZIA %, FH BTN Operator BF AT ML,

Blan, &ENTERFEN R B &0 8B Operator FLIEE L, 1k Operator TE X ERIN A BN AR
#12, ALUERGEELRTICIIXLEES,

R EF TR IEMNARFAET (&M BIERRIET) #BRLUMER) Operator BETEM.
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# 6 = RED HAT ENTERPRISE LINUX COREOS (RHCOS)

6.1. XxF RHCOS

Red Hat Enterprise Linux CoreOS (RHCOS) @ I 1277 B B shb =2 A 2 Th BRI Red Hat Enterprise
Linux (RHEL) B EtERRR T —REBRERBIERIIRA,

*FF R OpenShift Container Platform #l28, XX RHCOS £/ OpenShift Container Platform
4.8 My2H#E, RHCOS 2ME—3 OpenShift Container Platform control plane 5% master #l283Z FHIRIER
i, BIARHCOS @FIBASRENZBNBIVIRIERS, BEMALIOEFER RHEL E A ERERSNITE

(compute) Hl2§ (HBFFH worker) . OpenShift Container Platform 4.8 faA /™l FARIEE RHCOS
7%

o MRF[EMLRIEHEFNEMRBY L, NEELEIREFE RHCOS Hifgk TEHEBIRTEA,
FEEREH RHCOS BB/ AE Ignition BCE X HREE 5.

o MRFEHLEIMACEEMEMIEN L, NIEEZREXEFIKI RHCOS ik, £/
Ignition BR&E X, FEF M Ignition LB XX KB 2%,

6.1.1. RHCOS FE 14k
TRER T RHCOS BRIERTIMEEINEE -

o HTF RHEL : EEZRFRSEETEMR RHEL HHEMM, T RHEL WHERE. REMEMIEHIERRE
¥ # RHCOS, N, RHCOS ¥4frF RPM BiEad, FHED RHCOS RGi#RLL RHEL A
UL systemd ¥R 1L RA BB —HIRSS S5,

o PEHRIMARE : RE RHCOS @& RHELAH, BENETEELIIAN RHEL ZEEM ™18, B
M OpenShift Container Platform B 24T, %E RHCOS #l2&HT, MmREEEHN— LR
WE, XFHZIEHRLMEF OpenShift Container Platform B LA7Efi# & EE RHCOS RFTHIGRHT
KT, EMmRAERREOIZEIA RN ZRFRIBRIH RHCOS BB HITE.

e CRI-O B3a17h : RE RHCOS &5&31217 Docker FREEHY OCI # libcontainer #& X &R 25H93h
BE, HERMAHMRE CRI-O B2351%, MIE Docker BEIBIEE, ®iT X ETF Kubernetes & (5l
0 OpenShift Container Platform) FRfEAITNEE, CRI-O RILURMS A Kubernetes IRAREH
BHEINRE, SIREFRMEENEIRSIEMEIL, CR-ONRNENERER, BN LTE2MREEER
/N, B#I, CRI-O 2 OpenShift Container Platform S£&frhME—a] FHHIFIEE,

o FBITEE : WTFEMME, SERHMUHMAREERSFNES, RHCOS A—HFBMASHT
BRAHE Docker CLI TE, podman CLI TEXKITE BTN ThEE, BIMNZIT. Bl =
iy FIZFNMPR R IR R B ERTIR. skopeo CLI TERLESR, SMIANEFRELTKR. BT LUEA
crictl CLI TR E CRI-O B3I ZEHHARH pod. RATEINIE RHCOS FEEEAIXL
T8, EatellATFA{ERN,

® rpm-ostree F4 : RHCOS EH £ rpm-ostree RGHITESHHKBITIEE. BFH 2B LB
&34, FHB R OpenShift Container Platform BT 2R —E 49, HE G, HE. RIAE
REGRFNEBAME, AREBRENMERRFLUSIEIFIRA. NHLURSIARERFFHEA
B, ABENERAEMNSIRN,

e Bootupd B 5% B EFEFHE  HHSEERIEARS (40 rpm-ostree) AFEHE
H=8| FEHRF, @id bootupd, RHCOS AP HIFEAI LS MIERALT. RADTERIERS
BHITE, ZIESEENNRIEMF (1 x86_64. ppcbdle #l aarch64) iZ1THI UEFI FIH
BIOS Bl S &= R E N8| S EH,

BRI %%E bootupd B, E5E @ bootupd BFHT5|-FFREFEF X,
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e @it Machine Config Operator BT : 7£ OpenShift Container Platform A, Machine Config
Operator AN IBIRVERGIFAN., rpm-ostree LR FHATHRIRE AL, & yum AHABFE A IMF
REDYHS, FHORERGBEBAAIIREHHT, HFETRERNFTREN, NRARLEI
(Al T —RENRF EGFLEEHE RYUROIE LARTHIA S, OpenShift Container Platform H
B9 RHCOS F 2R BT HA M AT Y,

X F RHCOS %4:, rpm-ostree LRGN BEER LU THAE :
o Jjusr BRERGITHBIXHMENFEAE, FERRIEMN, BIFZREHRBIZE,
e /etc. /boot #l /var T RS LR A EH), {HEREEH Machine Config Operator Bl

e /var/lib/containers 2 T FE R SRR RN EFEEULE,

6.1.2. EE A EZ @ RHCOS

RHCOS Wik it BB R, AR Ex/IAFAEENER T OpenShift Container Platform &EEf A 1TER
E, TeHREANEAHEIE :

o ME&EBIEMZ (J0 AWS) FFi8, =& B1TEFEMEEN,

e 7EiZ1T openshift-install i, 7f install-config.yaml XXV EER, MEILMERE L,
HBF OpenShift Container Platform A#J RHCOS RZi#%1% 1t 71 OpenShift Container Platform &2
KHITEEERE, RALREBINEREEHR RHCOS Hlgg. ~ T, AL RHCOS Mas&E A 1TH RN
BN, BERNIZERERE RHCOS %41, KR, MREFETT OpenShift Container Platform 7 =
ERmnskEdRTIEE, HFEEFAUTARFITER :

e Kubernetes TYEfi#EX %R, #1 DaemonSet fll Deployment : IIRBEEEEHPRIMRSHHE
fth B I TheE, EEEIFENTRIMN Kubernetes TAEMRE IR, N T WA IERLEM T HIEER
SHNNG, ERETREBZANAXLEhERERESE,

e FE2XAEN : IRFEE, ARNERET HTEMBEE XWISRTEIRE, HEEBEEIE
HTHENT REN, XEERAUERMIEE, BRAKABERITAUENER. QEVSREE
BN Operator B E L HIREHITIXLEEE LHFE,

o FIXBAEYN : MFREEREINDIHITHEE LEE, ATLMERUTAEENEREHUER
WA EREI I RVEM. %1 XEE LB E7@1151T openshift-install #1789 Ignition B2 &
FE AL, BAIUERAFBER 1ISO RE S FZHRING| Sk LI,

BUF B A LATESE 1 KT E ARG
o MRS : MREFHEXREIEN, TRLEFERENAKINEES A,
o WIME : MREMWELLFZME T R LRIRTHRSE, il FIPS X#,

o PR : IR Linux RBCE AR N EMEENEGLE (NR-FHUMF) REA AR
R,

e ChronydINRE N T R IR R ER EMLE, 0Ff AR5 SRBIALE.

FRMIX LSS, BRI openshift-install iRtS5%, FHIESEANIER, 20 MachineConfig, iX
L0 R E B NSRRI R R Hsh 1% #%5 Machine Config Operator,
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o REFRFEMKM Ignition BB XS ETE 24 /MR HARIET, ARETESHANT 3
TEAT, MREBFICPRIKMER, BEBTE 24 NNEER, £$HE0RE
HHRIER ., — IS E, B AFshitt £/ IER node-bootstrapper ik %
FIHK(CSR)EMRE kubelet iEH, MMBJFERLER, 1FSLIMTETBI control plane
UE7 H kS B9 ST,

o EBIIRTE Ignition BEBXMAEREM 12 /MNTRERTN], BH 24 /NTHIEBATE
SRHREER 16 NIE 22 NI EHTRIL, @Bt AE 12 NRER Ignition BRE
X, R LLR R RET R E N HUT T IR BT 5 B & S R A &,

6.1.3. ‘LI ERE RHCOS

OpenShift Container Platform B9 RHCOS REM X JIBURTF, MEERERFE SHEMEN LEE,
N EREHABEGFHNEMEEN EEE -

e Installer-provisioned: B £ RIMBIRMATIRC BRI EMIZRN), LMEERFER&/NEEXRS
OpenShift Container Platform 5£8%, X FiXLER I ZeLE, EeILURME Ignition BEEREEDTY
REBBERE, UEEEHEREINTA,

e User-provisioned IR E &5 B 2 EMIZRNY, NEFEARNREMERMA RHCOS 17 RHiRInKN
&, 50 : 515 RHCOS ISO RERZFIEAI LURIMAKSHEREEN RS, B2, EZHIE
AT, NREERGEAFETELRE, SF@Y Ignition BEERIZEIBLERE.

Ignition TENFEERKXE RHCOS REIHHETT, 2fE, "LMERVZSEE RkiRM Ignition BLE.

6.1.4. X F Ignition

Ignition 2 RHCOS E/tAECEHA A B FIR/EME N L BER. ©o TR E LMBEES, 09 XA,
BRMEPX. BEAXHNEBRNSE, BEREDH, Ignition MRENFHEEENMBILINERE, 7
FHECE N A B 2R

T BBEREEFLZREAPRMIE, Ignition IHZERINIT OpenShift Container Platform & E¥H125HY
MRELE, LN RAXERSHEBENR LT, M FEENSR, Ignition #FRIKE RHCOS HifkF+
A5 RHCOS W%, W17 EBEIIRASRERRE, LIRS T Ignition BI#IIA RAM Bi%E
(initramfs) BIATE,

6.1.4.1. Ignition TEAS

ZE{E A Ignition BIENL2:, FE Ignition BLESL . OpenShift Container Platform L2 A B EE
BEAERMY Ignition BEEE UM, XL MR FIRE R H4S REFZF @Y install-config.yaml TR EHI

=8
R /tho

Ignition BEEEHLEFHI A R RLLTF cloud-init 3% Linux Anaconda kickstart ETERERFHN AR, BF—L
EEMRX

® Ignition M— NI RAM B £LIZ1T, 2 S BB RN RGERIF. FEik, Ignition AJLLE
FORME., FEXHRT, URNHISENFAXHERGHITHEMEN., 528K, cloud-init&
EXRGE I E RN ZBRNHB RN —EB 21T, RAMAZNEE DK 2 RNETHHITERNE
. fEMA cloud-init I, MELAET REshERF EHEEE S T2,

e Ignition EEMIAILRE, MARERNE RS, HETRANRIEERRERENRS LiZITZ

&, OpenShift Container Platform &&£## Machine Config Operator $5 58 A B ELHINLZRED
B,
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Ignition NEFEM—HE LBERIF, MELRFAUELE, EREMINGEIZATCERE DK,
X RSMEMTERERA. RAEIHTEN, HIINFLENXHERIRIEHE, UEHRISEF
BEENRE,

T Ignition SERRAERECE R G, WM ALLZT, BREFNH RAM i, HEEMT EERE
BIRYL. FIEFBRARSMAMERE S, TRERRT.

&y Ignition RIBINFTEFTlSGR 2 S MM A FHANEE, FUFSKFEERETENNES. MR
J|XEBERM, NABIEERRARTH, MA Ignition BRKEENHNE. EHEHAKTRESE
BEREHNER. MR Ignition TETEAK, HlaaBARAMEIERP, EoIURMFHIN G, —L&
KU EESLERTE—ETHAMA, BREREHNECHELSYRRUTHREAM, XK
(RS PEBERR S 2 IE R AE, T Ignition BEE R TVE75 =0 AT LARS LE HEHX AN (A] &,

402R Ignition EEERFEM, MSB—ANSRENLEXRI, Ignition FEZHfERBERNEERX
BEN—aldE. fim, SETRRETFE— Ignition BLE, MiYRIZECERR LI FHREEH
FEORE -, EXMBERT, HIAEIER S Ignition BBE T EBR A FIXEH M
Zr, EEIAEER NI,

MRIEFEZA Ignition BEEXH, ErRIRESZAHARENFHE. BT Ignition 2FAMMN, BEEEZIA
BB BER T3 Ignition TTiEIXBNLER. XLENXHHERKRFLEREE, Ignition fFLURERK
M9 H R BUTR BT R . BN, IR—IMXEFEEZNZIORMBR, mH—1
XHEEERRFENE—B%, NEEUNEE—INXH. Ignition IEREHIFEHUEMEXH. B
SEANBERE,

&9 Ignition T AMEZEBIFEE IR, ARELE R LME cloud-init REEMBIESS « MLFFIRERN L
WERYD (EF PXE SEhEINEE) . ERIIEFH, Ignition BEEE NSNS K, LUME Ignition
AL EHEMEERS.

6.1.4.2. Ignition RYEFE5I
OpenShift Container Platform ££&fH RHCOS #1258 Ignition T FREIBELLT S -

HLZRIKEXHE Ignition BEE XX {4, control plane #1288 (th#RH master §l28%) M bootstrap Hl283KEX
Ignition BB, worker Hl23M master FKEX Ignition B & X4,

Ignition ZENL2R EOBRME S X, XHRS. BxMiEE. ©X#F RAID [£7, EXRXZHFLVM
5o

Ignition fFFFA S R GIBIIR B K3 £ B initramfs Y /sysroot Bk, SAFTFIATE /sysroot FF
Tk,

Ignition BEEEBRTA E LIRS, FHHEIRE NS ITIHITHEN hiEE,

Ignition 1517 systemd G 34, UV ERXHIETE /var B,

Ignition 1517 Ignition BEE&EXX 4, LLIXKER . systemd Bp3XHHE AL E X4,
Ignition £ initramfs FREEERIRF A RGO RIFRE 4

Ignition EBNETHLERHY init 112, LT IRERSB|I SHIRZTHMNEE LS DA EMARS.

T REERES, TR EESEFNARSE, THREER.

6.2. Z& IGNITION E2 & X
BEHERTERE bootstrap HL23H Ignition BB, HZITUU TS :
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I $ openshift-install create ignition-configs --dir SHOME/testconfig

EENLANARE, ERrENE RS HEI bootstrap.ign. master.ign 71 worker.ign 3214,

F#H%E bootstrap.ign XHHARE, 1HET jq i TIERHATEEL T, UATRZXHHNRE

$ cat SHOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version": "3.2.0"
2
"passwd": {
"users": [
{
"name": "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yc...."

}
]
|3
"storage": {
"files": [
{
"overwrite": false,
"path": "/etc/motd",
"user": {
"name": "root"
|3
"append": |
{

"source": "data:text/plain;charset=utf-
8;base64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU71GI0IHdpbGwgYmUgZGVzdHJveWVkIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNIL
WItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGi1 YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2Vydm
ljiZSAtdSBib290a3ViZS5zZXJ2aWNICg=="

!
],
"mode": 420

b

Z Y bootstrap.ign X4 HRIIEHXHRR, HRARIZHRNEH base64 IGHFIBEBFREFESE
B L %% base64 -d t8 45, LATRBIER T LAHKIEFRIME bootstrap Hl.28H /etc/motd XHFHIAA :

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGIOIHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hllIG1hc3RiciBpcyBmdWxseSB1cC4KCIRoZSBwemItYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNILWItYWd|
LnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXigc3Rhd
HVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2VydmljZSAtd
SBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

it Bl
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This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

%I master.ign 1 worker.ign XHESXEpa, EESMYLERLEM Ignition EBEXHRIRIRE, *F
worker.ign, ERIZRERRLF TEX—1T, ©HILT HEM bootstrap FKEX Ignition BEi& :

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",

& B LLM bootstrap.ign X/ T EEILLTRE -

o B : XHBIMEINTE Ignition EEEME HE L, MCO BEHEAERBANXHE, HERSFHE
RHIECIE .,

o WA : BT bootstrap Hl25 N EMHLEFIRML Ignition BLE, Rt master Hl25#] worker H12589
Ignition B &5 2 &5 bootstrap Hl.2FHIEZ B —i2 77 1E bootstrap.ign .

o K/ : XHKEET 130017, 2EERAEMTRIEERZ,

o ZEHIFNMBHNBNXHIRNBTLIR LIS HEE URL, XFERERTILERGERE. (F
AT Z~M jg 71 base64 S A FERNTEZH 1L, )

e RCE : Ignition BEEX TR BEBRENRANZ 4RI HNXMY, MAZATERINE
XHRen, B, FRMSEBEIZIRSH NFS BX—T1, ZOURM— NFS BBEXX 4, A
BEERGSShI B init 22 5% S

o AF :BOIE—1®&Ncore WA, FHIHER SSH BANES LA, X, EaLMERZRA
F&FEIERERER,

® storage : storage BB IRIAARINEIEAN ST, —LESFTENXHEIE
/root/.docker/config.json (IRLEEFMARRFIR registry REEUNATFRAEIE) , UK
/opt/openshift/manifests 1 i FEZEREFHI—RIEFH X -

e systemd:systemd S B E AT I systemd FTXXHEHNRNE, XLEXHRTFERIN SR
%, DAFEZTHHNRS LEEIXLRS,

e [RiF : Ignition IR AFHELRTE, HTERILULHEMITHE,

6.3. ZEFEHN IGNITION &

MBREELEE T REMREANYIREE, NHREEEESEHNEERER, FHMEEMMEREE
i

I $ oc get machineconfigpools
=1

NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False
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ST BN EREE

I $ oc get machineconfig

i th o Bl
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty  3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

1535 R BN ALX LA 2FECEB RS, Machine Config Operator B94T 75 Ignition HYRE, HEEBRINF
BEER (M OO* Bl 99%) ., HERECE RMITREIMABNATA T RER (master T =3k worker TTR) o
INRE—XHEINESINSEEEXHF, NRE—DXEAE, Hiin, HIFE 99* X4 ARBER ST
EIG B B INTE 00* X IR —3 {4, i AR MachineConfig *f R &H H—1"2I
#Y"MachineConfig IR, %4 RG# Operator BYEB R, thEE A LATE MachineConfigPool & EIHY
1B

EEEFEMIGEREFEENMH, 1EEHSE MachineConfig Xf R HE"Path:", HI40 :

I $ oc describe machineconfigs 01-worker-container-runtime | grep Path:

i Bl
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

IR NSRBI E — N EF (A0 10-worker-container-runtime) . iHi0fE, ENMXHEMRBEE
URL HERXIEIE. ARSI ECE N FEIEEE,
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7= HEAEHS
£ 7E EAGH
7. T HEANTEH

KA (Admission) T EEBIISE OpenShift Container Platform 4.8 BUZHAE, 1EIHKIZIGUEF IR
&, EAREGEIEE AP BIEK, BIEFRERKUBRFTEEXER, fli, eil8%E %A
HITR L%, KRRHINEEEK,

HEANEGLUE AR RIRFIIZTT. RFHREEMAEABEELAENER, TENFERPIEFRE

BiRo

OpenShift Container Platform AN FRXEEE R TRINKEATEY. ILEREHEETFARE
8, EAEGRBBBLEARREN]H TR,

FRT BOARDIEMEES, HABELATLLE T AR BEE X webhook AR5 289 webhook # AFEH S SH T B,
webhook EAIFHAF M : TRAEANFEHENTILEANTEE, TREAFESERZT, BUTUMEHRER
FRUFER, WIDEABESRILER, HFESREATBEZEET, WERZZEANGGHL N H
o LIS,

it — MR AES A webhook BRFSERFRER N 5 BIRA REX IR ERIFER, EXMIER
T, WAHITAR B S TR IE &R 45 R IEFBRY,

Digk

®

A

MIEEFERDSEANS, BAEREMEIEEEB control plane #1E, £ OpenShift
Container Platform 4.8 f{# FH1@13 webhook /# A$H{41EH webhook AR %5 25HITHEE

i, IHAREFHREIET XS, FWUZFAHRNBEFRLEIT T, FECHE
— IR, DUEEIEKEE R BANENGER, BERREIERBRT,

7.2. EAEHE

OpenShift Container Platform 4.8 /5 A 7 BAIARSS UEFNAE A dEH, XEEIARG BB FE AR control
plane ThEE, A OZKEE., SREFRRHESMECHRE., UTNRSEHRVENENS

Bl 7.1. e A A SR

e LimitRanger

® ServiceAccount

o PodNodeSelector

o LR

® PodTolerationRestriction

o OwnerReferencesPermissionEnforcement

o PersistentVolumeClaimResize
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RuntimeClass

e CertificateApproval

e CertificateSigning

e (CertificateSubjectRestriction

® autoscaling.openshift.io/ManagementCPUsOverride
e authorization.openshift.io/RestrictSubjectBindings
e scheduling.openshift.io/OriginPodNodeEnvironment
e network.openshift.io/ExternallPRanger

e network.openshift.io/RestrictedEndpointsAdmission
e image.openshift.io/lmagePolicy

e security.openshift.io/SecurityContextConstraint

e security.openshift.io/SCCExecRestrictions

e route.openshift.io/IngressAdmission

e config.openshift.io/ValidateAPIServer

e config.openshift.io/ValidateAuthentication

e config.openshift.io/ValidateFeatureGate

e config.openshift.io/ValidateConsole

e operator.openshift.io/ValidateDNS

e config.openshift.io/Validatelmage

e config.openshift.io/ValidateOAuth

e config.openshift.io/ValidateProject

e config.openshift.io/DenyDeleteClusterConfiguration
e config.openshift.io/ValidateScheduler

e quota.openshift.io/ValidateClusterResourceQuota

e security.openshift.io/ValidateSecurityContextConstraints
e authorization.openshift.io/ValidateRoleBindingRestriction
e config.openshift.io/ValidateNetwork

e operator.openshift.io/ValidateKubeControllerManager

e ValidatingAdmissionWebhook
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ResourceQuota

quota.openshift.io/ClusterResourceQuota

Bl 7.2. 54 Al

NamespaceLifecycle
LimitRanger
ServiceAccount
NodeRestriction
TaintNodesByCondition
PodNodeSelector

K
DefaultTolerationSeconds
PodTolerationRestriction
DefaultStorageClass
StorageObjectinUseProtection
RuntimeClass

DefaultingressClass

autoscaling.openshift.io/ManagementCPUsOverride

scheduling.openshift.io/OriginPodNodeEnvironment

image.openshift.io/lmagePolicy

security.openshift.io/SecurityContextConstraint

security.openshift.io/DefaultSecurityContextConstraints

MutatingAdmissionWebhook

7.3. WEBHOOK & AffHft

BR T OpenShift Container Platform BRUUE ARRGM, BETLLELHFF 7 webhook AR528H7 webhook A
USRI ASEAN, M BEAFEBTHEE, Webhook ARSS25@iT HTTP #£ & X Bk s JE F o

OpenShift Container Platform H7 /2 BU89 webhook £ A$@ {4 :

o TEHEAILRF, FF (mutating) EAFFAHRTDUHIATES, MFEARKERE.

B 7 3 HEAEY
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o TEHEANITREERIS, 47uF (validating) JEAIGHF=FARBRN R EBESE, Fla, BERXEKE
FESTIE—E, IRIIE@ET, OpenShift Container Platform &% BREC & S HE X K.

U APEREIER, TRFIUEATFESFEREEFHHAEE webhook FIR, FHTHAAEA] :
o HNRFTH webhook &RHLAETE K, HABEFFIREL,
o HNSR{F{ webhook B4 T ik, NIIELEAHAEANIER, MBELMRERE—MELMNEREEA,
o MMREZA webhook IELEANTER, NREGHE—NMELRELREZAAE .
o INRTEA webhook FHBRIEEIR, ERGHIEL, HERBEE IFERIIKE, webhook REZA
B, INREGARBEHILE N Ignore, TIRIMETE R FHERMGES, MNRKEHILE N Fail, K
TS SRF#3E4E, A Ignore ATBER WARAE &/ T B TS & T T 94T 1,
webhook # AHHEF1 webhook ARS5 28 2 [RIBEBE W ER TLS, £ —1 CAIUEP, FRIZIERNIEMN
webhook J# AR %5 28 E ABIAR S 2R IE %55 . PEM ZRiZHY CA IEBEAEMHE] (40 service serving 1iE
F secret) RAEL webhook JE AR,
TEERTHAZ A webhook BRSS 22U FIE A BE TS,

7.1. WAL RAEATRE NI EATREN AP AR

User

APl request
APIHTTP Authentication Mutating Object schema Validating Persisted
handler » authorization » admission » validation » admission g to eted
Webhook Webhook Webhook

webhook H#AHHRABIRGl, XX NREIF, FiA pod #MEE—HBEAINRE., EAGH, TREA
FERTLCEAGE, Wb ARG R ERE 2 TE, /&, OpenShift Container Platform A 1L
HESEMBEINEN pod, FIE4IRLE R BRI S pod,

Webhook A& WERARAISE :

R 2 ARE,

PREIE SR-IOV M4 & MBI B E LML TR,

E XA E AT s LUREMLE pod R 1% A B EITT s L IR ER,

Pod L 5e 2 R EIE,

7.4. WEBHOOK & AfH{F KA
SHEE N LUBNT API IRSS 238 A HEP BZS 20 A SRR A A TG4 B webhook ARS5 25,
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B 7 3 HEAEY

7.4.1. 22 = 4 ARG

% (mutating) HEAREEAEASENE R AR, XRTFEREFHEARTIBHTRERET, —1
AT AR = AR B webhook Rf5I2 Pod Node Selector ThEE, T{F A A2 AT MRE T
PR RS FRF ELRINE pod HIA& R,

5 AE A fE B E B

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook_name> 6
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q
- operations: @
- <operation>

apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> )
sideEffects: None

BELREANGBERE.

MutatingWebhookConfiguration % REI&H, J% <webhook_name> & 3& HHI(H.
Z M webhook BIEZ R, IF <webhook names & )y3iE 4 HY(H,

SEEEE, SRS IR L X EI webhook AR5 25H91E 2.

DI AiTImAR 55 B 6 4 22 7],

AiimHAR 55 89 &R,

FAF# A 15K webhook URL, ¥ <webhook_url> & iE HB91E,

3 webhook RS 238 FAMIRR S5 28 L HE &M PEM ZfiZf CA L. J¥ <ca_signing_certificate>
% base64 HRBEYILEH,

E L API BR S5 284RTF R A It webhook £ Add 4B LI,

—NHE ML AP IRS5 2518 AL webhook £ AIEMH-AOIRME, FTRERVESIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LM (A,

O 990 9990906006009

FEEANR webhook B 55 2 ] A SRBEN AN 14T, ¥ <policy> &t/ Ignore  (FERIINTAAF
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ERIER) = Fail (FBRAEKRIMEIENR) . EH Ignore AIBER NFIA & 7 imiE R ICETTTBIIT N,

BF

£ OpenShift Container Platform 4.8 /1, HF - 02 SkE 1 28 RO AfE A RIR GBI 0 2
BN R AT BERIREIFETHHIAE R, R REABIERPIXENERESN, BITFRIG
TEHLG

7.4.2. BUEAE A4

AN RIS UE N ER = A S IE A A fRE, TELLRER, ATLATESFERY AP BUR0R I R eEeh 2, LUIMRR G
BAREEREN, PodNode Selector th2— webhook =fjl, ©HRIGUFEATFMHEHR, LIBRAE
nodeSelector FEX 93 iy 44 22 [B] B9 17 s FE 2R PR,

FrubAE AR ECiE Y

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration 0
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook_name> e
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> ()
sideEffects: Unknown

BERIDEAGHRE.

ValidatingWebhookConfiguration % REIEZ#, JF <webhook_name> & /3& LA,
Z M webhook FI&Z R, 1% <webhook names &3 4 (A,

SfEEEE, SRS EIE L X E] webhook AR5 25891 2.

DI AiTImAR 55 B9 6 4 22 7],

AiimHAR 55 89 &R,

9O9920009

FAF#E AN 1EKH webhook URL, % <webhook_url> & 43iE L BI1ME,

N
()]
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;3 webhook RS 23 FAMIRR S5 28 IEHE &M PEM ZfiZf CA L+, I¥ <ca_signing_certificate>
R base64 HERMIE HIEH,

7E XL API AR S5 224RTFf R A It webhook £ Add 4B,

—NHE ML AP IRS5 25 1H AL webhook £ AIEM-AOIRME, FTRERVEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LM (H.

O 90 O

18R webhook AR 5535 4 7l AN SRBE S a0 H04T. 5 <policy> & Ignore (FERMAT 54
EZiEK) H Fail (GELAKXKBER) . @/ Ignore ARES WA B/ ima R TG E T #I1T M,

7.5. BEEEDNSHEAN

AR T R E SIS EANB RS R, BILEE webhook # ALK VIH webhook ARZ5 88 LAY RIEA
HEBITHEE,

webhook fR 52 tBHRECE N — N REH APl R55 8%, iXSIFE M OpenShift Container Platform ZH{4{§

FRERZEIES webhook @15, FuI{EM oc tew#H TR, H4, XILAIE webhook F/EEETFTABH
Pjajie4] (RBAC) , HPBALE[A webhook AFFEfth API IRSS 2RSS HE(E B,

SERFEH
o —NEFEHEMANBRA OpenShift Container Platform ik 7,

e B %% OpenShift Container Platform CLI (o¢).

o N webhook IRESBARRHE R,

T
1. EASIE registry 198 webhook fRF52 B erinlsk, FHEERMBLEER,
2. Q@A CA BEFIEPE, FEATNT N webhook IRFGBRMIIEFELZIEK (CSR) F 4,

3. 4 webhook ¥R AIEBH A :
I $ oc new-project my-webhook-namespace ﬂ

Q EEE, webhook REBHRELEE—MEENEN,

4. 1475 rbac.yaml B934 HER &R API AR S5 E X RBAC #I -

apiVersion: vi
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
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name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:

annotations:

name: system:openshift:online:my-webhook-server
rules:
- apiGroups:

- online.openshift.io

resources:

- namespacereservations 6

verbs:

- get

- list

- watch

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
metadata:

name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:

- admission.online.openshift.io

resources:

- namespacereservations 6

verbs:

- create

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:

name: my-webhook-server-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader



Q99909000

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

5 BB EIEMBINEIES webhook BRS5 38 AP,

FEVF webhook AR5 25 17 (A SE 8% BT R,

ERER, XN RAIF1ERE namespacereservations ¥R,
[ERRAHT AP IR 5585 O A B %,

ERER, XN RAIF1ERE namespacereservations ¥R,
f5 B3 webhook AR 5525177 [ & 8% BT IR

A B E LI L B RIEERE.

REM AP IRSSHRMNEEHABNEHAGHE.

B 7 3 HEAEY
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5. $ixX L RBAC #NI N FAEISEEE -

I $ oc auth reconcile -f rbac.yaml

6. D245 webhook-daemonset.yaml 89 YAML 3, FFiF webhook ERZEy Ay & 22 [A] R A ST
PRI BARSS 2R

apiVersion: apps/v1
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:

name: server

labels:
server: "true"

Spec:

serviceAccountName: server

containers:

- name: my-webhook-container ﬂ
image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:

- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS

volumes:

- hame: serving-cert
secret:

defaultMode: 420
secretName: server-serving-cert

THER, webhook fRE5 2R FTRESTIHIA — NI EMN R I A,

5[ webhook RSS2 A 85 571%. I <image_registry_usernames/<image_path>:<tag>
B EEMIE,

5 webhook B23Z1TH 4. ¥ <container_commandss> & )75& &8I 1E,

6@ @G

E X pod FEIBIRHO, XN RBERKRDO 8443,
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© ETHEFENERNHD. XDRAMERKD 8443,

7. BEBFHREE
I $ oc apply -f webhook-daemonset.yaml

8. 1% webhook-secret.yaml #J YAML 3 {477 service serving IEFH 25 ZT2FE X secret:

apiVersion: v1i

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> ﬂ

tls.key: <server_key> g

Q 3% 2B webhook BRZ5 231F i, I <server_certificate> & 738 4B base64 #& X BYIE
‘:HO

@ 1AM webhook IRF5BE . 1F <server_key> Bifi )y base64 R HIE LB,

9. f|%E secret :

I $ oc apply -f webhook-secret.yaml

10. 7£4 5 webhook-service.yaml 9 YAML X4 7E AR5k - FARSS

apiVersion: vi
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"
ports:
- port: 443 @)
targetPort: 8443 g
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52

ﬂ E RS WirEim 0. XA RAIERRD 443,

@ EURSHAERTIN pod RMBIRIKO. X MREUEATED 8443,

1. EEEH AT webhook IRS 2 -

$ oc apply -f webhook-service.yaml

12. 7£4°% webhook-crd.yaml B93Z 48 webhook fR %525 € XL B E L HIRE X :

9@@6@@ o

apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:
name: namespacereservations.online.openshift.io ﬂ
spec:
group: online.openshift.io g
version: vialphai
scope: Cluster ﬂ
names:
plural: namespacereservations 6
singular: namespacereservation G
kind: NamespaceReservation ﬂ

%t CustomResourceDefinition spec {&, &=} <plural>.<group>, 7£iX

3 namespacereservations 7.
REST API ZH &R,

REST API fRAE &R,

A% M4 2 Namespaced =X Cluster.
URL R EIEHE HA,

oc it R &,

HIRF RIS A,

13. NEABENFIRE X :

$ oc apply -f webhook-crd.yaml

Nl s

14. 7475 webhook-api-service.yaml B3 {4 HECE webhook BR 55 8 thE H— N EREHI API BRSS
75

apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io



B 7 3 HEAEY

groupPriorityMinimum: 1000
versionPriority: 15
service:

name: server

namespace: my-webhook-namespace
version: vibetat

N webhook AR 552515 FABIBR 5528 1IE B & B PEM JRi%HY CA IED, ¥
<ca_signing_certificate> &#i/3X f base64 H&BE HiEF,

15. SREREM API RS :

$ oc apply -f webhook-api-service.yaml

16. 7£4 7 webhook-config.yaml B934 A %E . webhook # AJREHERE. AFERISIEHAANEH

o0

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io ﬂ
webhooks:
- name: namespacereservations.admission.online.openshift.io g
clientConfig:
service: e
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 9
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:

nkn

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration X R Z R, TEX N REIFFER
namespacereservations %,

Z i) webhook & TR, 7EiX/~f5I#{#F namespacereservations %R,

BT REM API 2 B webhook BRZS 28H93%5 1],
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Q FAF 4 A5 KH webhook URL, 7EX N5 {8 FH namespacereservation FTiR,

i webhook AR 552818 FAHIAR 55 88 1L H %5 & Y PEM ZRiZHY CA LD, 1%
<ca_signing_certificate> &t }1 5 base64 M HE Hilk+F,

17. E8Z& webhook :

I $ oc apply -f webhook-config.yaml

18. Bk webhook BB MTIHRIZIT, AN, MREERE T HTEALURBRERNGRZER, FHRHILC
BXLep B 22 (AT R 2MRIEL:, FHEQERE R ZERBIEKIKI.

7.6. Hth HR
o TRHIER SR-IOV P44 f R EERAY B 72 S RI% HE R
o A REUREWLE pod RIZIHREEIT = EARIR

e Pod {LAEHFEIE
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#configuring-sriov-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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