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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#managing-oauth-access-tokens
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#oauth-default-clients_configuring-oauth-clients
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#oauth-register-additional-client_configuring-oauth-clients
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#about-cloud-credential-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#impersonating-system-admin
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#authorization-overview_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#evaluating-authorization_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#rbac-projects-namespaces_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#managing-pod-security-policies
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#viewing-local-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#viewing-cluster-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#creating-local-role_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#default-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#creating-cluster-role_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#adding-roles_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#creating-cluster-admin_using-rbac
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#removing-kubeadmin_removing-kubeadmin
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#service-accounts-overview_understanding-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#service-accounts-managing_understanding-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#service-accounts-using-credentials-externally_using-service-accounts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#using-service-accounts-as-oauth-client
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#tokens-scoping
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#ldap-syncing
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https://tools.ietf.org/html/rfc6749#section-4.1
https://tools.ietf.org/html/rfc6749#section-4.2
https://tools.ietf.org/html/rfc6749#section-4.2.2
https://tools.ietf.org/html/rfc6749#section-4.1.2.1

OpenShift Container Platform 4.8 A EFIZAY

wh fed
ilHl 5 R FFIERRECKEO SR, TR AP B,
RACHS TN RERM SR, (R TR F S,

AL FMA RS R RBRIANEN, HEEE, A{#EH OAuthClient X R E Y B =174 i H
]‘qu
3.3.2. OAuth EFGETR

% OAuth IR Z2WEN A P Z AN B HE FIRME A iR BhEIH KRS, OAuth ARS8 RERBIRFEUR F
OAuth & F BRI SRES

THRFEH OAuth & P im iR B 2 B9 AUERES,
RN AU TRINGE -

BGED Tk
auto B ARG E RIS K,
prompt R P SE 4R A

3.4. BRiENER OAUTH RS 285 M9 45 FE2 A (A
0] LAER B N ER OAuth ARSS 2345 hEHA (8] B BRI 5L 170,

- o
BIANERT, SEME 24 NTRER. HEIIERTELEET EEIE,
INRBCAR AR, WAERUTSRIETENR.

it
. Q- aaSEERETREREX 4. UTXHRILLERRI 48 0, MEFRIME

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
tokenConfig:
accessTokenMaxAgeSeconds: 172800 ﬂ

X i& accessTokenMaxAgeSeconds LR 0 SR L an EHE, EIAEmBEREN 24 /)
8% 86400 #, LWEMARAI N, MREENT, NIEARKIANEHRRER,

12



% 3 F RAEAER OAUTH ARSS 8%

2. NR#FEREXH :

% o
, BT EEHUNER OAuth fRS53:, Rt ZifERA oc apply #53LN AE R,

I $ oc apply -f </path/to/file.yaml>
3. HIAEREERN :

I $ oc describe oauth.config.openshift.io/cluster

A

Spec:
Token Config:
Access Token Max Age Seconds: 172800

3.5. HNER OAUTH RS 25 EC & 5 KA & AR
AT LU OAuth SHEECE NIE—HAEEAF R EE . BKIABERT, AR RESEARFEE,

JNRIEE) OAuth B imhthECE T SREAFFESNEBH, NIZEXBERER OAuth IRF5ERES
BHIRERE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o MELXERET —TEBRMHERF (DP) .

AR
1. 37 OAuth E2i&, LUXEB TR IEEN,

a. Jn%E OAuth X :
I $ oc edit oauth cluster

71N spec.tokenConfig.accessTokenlnactivityTimeout & Fi% BB A :

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

spec:
tokenConfig:
accessTokenlnactivityTimeout: 400s ﬂ

13
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ﬂ WEAEYHANMBYE, 190 400s 3K 400 #, = 30m 3K 30 98, RIFRIER &/
&} 300s,

b. RTF XM LA £,

2. 1o OAuth fRS58% pod BEEES :
I $ oc get clusteroperators authentication

7£ PROGRESSING 7!y False BIFRE4EH# AT —4, MITFAR :

R a1
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
authentication 4.8.0 True False False 145m

3. RERTCEHEE Kubernetes API fR%525 pod FIFTIEITHRAS, X FBE Lo BHE A,
I $ oc get clusteroperators kube-apiserver

7£ PROGRESSING 7! 77 False BIFRE4EH# AT —4, MITFAR :

I
NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE
kube-apiserver 4.8.0 True False False 145m

fNR PROGRESSING T~/ True, FE&F/LoMEBR—R,

1. EFARBER IDP MHHE K EIEE,
2. JUTHRBHIBNECEE NI,
3. FRFHN Al LR E RV I E KT/ ER FD. EXDROIP, FFEEET 400 #,

4. EAMA—SRMRITENTES,
IABARKIN, EHSHRIZE N R E DB (64811 BB AR I (5] 88,

it la Nl

I error: You must be logged in to the server (Unauthorized)

3.6. OAUTH AR5 8 o &tz

£ OpenShift Container Platform FZ1THIN A2 A BERE B A A XAE OAuth IRF52BRHIER. HI
a, eflEEFEELI <namespace_route> BBtk H FohE &, Hkt, OpenShift Container
Platform ZCHE T IETF OAuth 2.0 21 AR 55 28 TTHUIE ERMSE,

Ite, EEFFIZTHEMN BAIEFERT LLE https;//openshift.default.svc/.well-known/oauth-
authorization-server X i GET &3 KEHRIUTER :

14


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10

% 3 F RAEAER OAUTH ARSS 8%

{
"issuer": "https://<namespace_route>", ﬂ
"authorization_endpoint": "https://<namespace_route>/oauth/authorize", 9
"token_endpoint": "https://<namespace_route>/oauth/token”, 6
"scopes_supported”: [ ﬂ
"user:full",
"user:info",
"user:check-access",
"user:list-scoped-projects”,
"user:list-projects”
1,
"response_types_supported”: [ 9
"code",
"token"
1,
"grant_types_supported": [G
"authorization_code",
"implicit"
1,
"code_challenge_methods_supported”: | ﬂ
"plain”,
"S256"
]
}

BIARSBRNELETRF, SR https FREEEENHDERHMGN URL, X2 EERIR
%A X ERHN well- known RFC 5785 TR A AL E,

AV AR S5 25 O3 A IR s 9 URL, B, RFC 6749,
BIVARSS 25045 R s 9 URL, B, RFC 6749,

S ELLIRIARSS 28 X HFHY OAuth 2.0 RFC 6749 SERIEFIZREY JSON #4H, HEE, HIEMAEXE
BEHEEBE RS,

BE IIRIUAR S 285 X FH9 OAuth 2.0 response_type {EFI5RET JSON #04H, FERMEBHES
response_types %1 (#R#E RFC 7591 F1”"OAuth 2.0 Dynamic Client Registration Protocol”%E X.)
FERAMEHERER,

S EURIIRSS 25 3 7789 OAuth 2.0 BICERUHFIZRE) JSON $4H, HRANKAESET
grant_types 2% (#R#& RFC 7591 £"0OAuth 2.0 Dynamic Client Registration Protocol" & )
FERAMEHERR,

BERIARS 23 M PKCE RFC 7636 i3 f i 534515 A JSON #5

‘H, code_challenge_method SRR R AAETE RFC 7636 5 4.3 T AE L. B
A5 5UH 75 3% (E 27 IANA PKCE Code Challenge Methods 5Tt R A EMAIE, ES 1 IANA
OAuth 3%,

O O ® 660 9O

3.7. OAUTH API| S iifEHER

EBELIERT, APIRSZ<IRE—1 unexpected condition #5i%E & ; BEFGA APIEEE, R
MEXT L H BT R, 17’%51%%%@? R A B, L/LJE;%F'HE%EMQLEI:EUFHFTE{ tBEXIRSGSHBRE
HE R,
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https://tools.ietf.org/html/rfc5785
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7591
https://tools.ietf.org/html/rfc7636
https://tools.ietf.org/html/rfc7636#section-4.3
http://www.iana.org/assignments/oauth-parameters
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IXEEFHR FERES RS MK OAuth EBEB A X, X HEIER G A EEFENEGHHHK,
OAuth Hi[E;8F] unexpected condition iR%52355 12, AiZ1T oc get events 7£ ServiceAccount T &
BiXLEH,

LU RAIE SR EM OAuth EE A URI BIARSSHK - -
I $ oc get events | grep ServiceAccount
I

im im 1 proxy ServiceAccount Warning
NoSAOAuthRedirectURIs service-account-oauth-client-getter
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

1217 oc describe sa/<service_account_name> B LUK & 545 E AR SSIK 7 B R R BEBYESM OAuth 3=
¢O

—

I $ oc describe sa/proxy | grep -A5 Events

ot B
Events:
FirstSeen LastSeen Count From SubObjectPath Type Reason
Message
3m 3m 1 service-account-oauth-client-getter Warning

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

T ATREBI M E IR -
T EEM URI FMRRIEE T I URI

Reason Message

NoSAOAuthRedirectURIs system:serviceaccount:myproject:proxy has no redirectURIs; set
serviceaccounts.openshift.io/oauth-redirecturi.<some-value>=<redirect> or create a dynamic URI
using serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>

BT XIS H

Reason Message

NoSAOAuthRedirectURIs [routes.route.openshift.io "<name>" not found,
system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

e T THHEI AR

Reason Message
NoSAOAuthRedirectURIs [no kind "<name>" is registered for version "v1",

16



% 3 F RAEAER OAUTH ARSS 8%

system:serviceaccount:myproject:proxy has no redirectURIs; set serviceaccounts.openshift.io/oauth-
redirecturi.<some-value>=<redirect> or create a dynamic URI using
serviceaccounts.openshift.io/oauth-redirectreference.<some-value>=<reference>]

R SA S
Reason Message
NoSAOAuthTokens system:serviceaccount:myproject:proxy has no tokens

17
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25 4 & i OAUTH & /i
1£ OpenShift Container Platform FRERIABIE S > OAuth & i, AR LUFMANECE E M OAuth B
i
4.1. B\ OAUTH & /i

JA 5 OpenShift Container Platform API iif & B 8L T OAuth & Fif :

OAuth &' ERAE

openshift-browser-client FERATMAERERERNASRIE, £
<namespace_route>/oauth/token/request ik 4%, [

openshift-challenging-client fEA A2 WWW-Authenticate Fif R R IERIE RS HE,

1. <namespace_route> 25 & 22 [AIERH, Z1TLA TSR LAHE -

I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

4.2. X E M OAUTH & F i

INREFEHM OAuth B IR EIE OpenShift Container Platform &M &2 500, NI LEEM—1.

it =

o SEAREM OAuth & i -

$ oc create -f <(echo'

kind: OAuthClient

apiVersion: oauth.openshift.io/v1
metadata:

name: demo ﬂ

secret: "..." 9

redirectURls:

- "http://www.example.com/" 6
grantMethod: prompt ﬂ

)

OAuth & Fimi) name F{EIR3%] <namespace_route>/oauth/authorize #1
<namespace_route>/oauth/token BJiE KA H client_id 534,

secret FH{FIZZZ N <namespace_routes/oauth/token B91% KT # client_secret 531,

%I <namespace_route>/oauth/authorize #1 <namespace_route>/oauth/token #9153k
EER redirect_uri S TZE T redirectURIs SHUE P ATFIMIE — URI SUAE RIS,

o 00 o

grantMethod F FHAE & b & P imiE K T ShE BIE KRR A PR F U7 AR R SREREVIRF
157 auto T EHENHLAERNFFEINIER, FIEE prompt LURT A #EASHELIRL

18



% 4= i@ OAUTH &/ iR

4.3. 5 OAUTH & /iR BL & 5 hE A& LB T

HE—HARERB S, ERLUE OAuth B IRECE V& OAuth RS HE, BUABRT, FTRXERE
TIEREKEB,

YNRFEAER OAuth IRSSBRECEFhECE T HENELIER, OAuth & inhiX BB &
=iZlE,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o MBELAEET —NEPIRHER (DP) .

pi% &2

e T OAuthClient B2i&, LUXESERIEEEBI,

a. %W OAuthClient X% :
I $ oc edit oauthclient <oauth_client> ﬂ

Q ¥ <oauth_client> & HERER OAuth & Fim, 0 #HlE.

710 accessTokenlnactivityTimeoutSeconds FE& 3% & & OB (H -

apiVersion: oauth.openshift.io/v1
grantMethod: auto

kind: OAuthClient

metadata:

accessTokenlnactivityTimeoutSeconds: 600 ﬂ

Q RUFHISR/NEBIE (LML) - 300,

b. RTFX LA £,

. EARBEN IDP WEMHE XK, BERERENIFEER OAuth & i,
2. PUTREHLIEERE K,
3. ERFE Al LR ERVEN I E KMERER &H. EXDTOP, FEREiT 600 7,
4. ZIRME—BBHRIEHRIIT MR,
XD ZEIRERM, BB hEROZE 9 AN SE R BT 7] 8 B & H#E A i (] o .

4.4, Hih TR

19
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® OAuthClient [oauth.openshift.io/v1]

20


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/api_reference/#oauthclient-oauth-openshift-io-v1

5 5= EHA AN OAUTH i &8

£ 5Z BEAIHAR OAUTH 1585
AraaEEEBE S OAuth M5, FHMRABEZEEMN(EM OAuth TR 5 HE,

5.1. 51 AR OAUTH i h] 5 k&
e LIS BB AR OAuth 1510 S5 hE. SHEAMHFHIHR, L ERATEXR,

it =
o JSUHPRAE A IHAR OAuth iR 5 :

I $ oc get useroauthaccesstokens

it
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full
o FIHHRFE OAuth & imiy A A AR OAuth 15[F 45k

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

it a Nl
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full
5.2. EE A HAER OAUTH Ui [F] S hEHIIEIE
ISR LLEFE R AR OAuth ViR S hEBIHE.

it =
o HR A AR OAuth 1ilH S RERIIFIS

I $ oc describe useroauthaccesstokens <token_name>

T
Name: <token_name> 0
Namespace:
Labels: <none>

21
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QD000

Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
f:scopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
UlID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:
user:full

User Name: <user _name> G
User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6aba345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMHATHRE, EXERTER.

P imAN, AT TEREE,

M HEBIR R 5 RS B[R] BORT A] (AR ON #LAL)

g05R7y OAuth IRS5 B IXE T BHEA BB, TXZE MO B 758 F1% 5 he RIS [A],
S RERRISEH .,

S SRR B,

5.3. MIERFA ~ 88 OAUTH 1 [r] 5 k&
oc logout 4 REFIRRIEH OAuth BREXM. EALUERAUTSREMRABEEZNR A HEM

OAuth &%

o

MERIZGEIFTA XEHRRBR OAuth U7 F 2 B &,

i

22



55 5= EMWA AR OAUTH h 4 g

o JHERAFHEB OAuth UilnHhE

I $ oc delete useroauthaccesstokens <token_name>
R

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

23
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B6E THREMNRHEFEE

OpenShift Container Platform master @ & WEM OAuth fRS585. FF A& A SFEIE A IREL OAuth Vil 4y
g, LSS E B8 APl BRI,

ENEEN, BAUAERESHEETRE OAuth RIEEF D RERERF.

6.1. F OPENSHIFT CONTAINER PLATFORM BB {LFE

BIANERT, £BHHRE kubeadmin B, RIFEFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F iR FFHCERMBIEE R,

%

OpenShift Container Platform AP &AREESIE /. : §1 %,

6.2. XN ENIRMERF
(R AT R I T K B SR R AR -

RArapiRftEr fid

htpasswd

Keystone

LDAP

EARBQRIE
(Basic
authentication)

KPRk
(Request
header)

Github 3% GitHub
Enterprise

GitLab

Google

OpenlD Connect

foi& htpasswd &0 RRRE, #{EA htpasswd 4 B9 4LIER - Z BT,

fci& keystone B {31REF2R, J$ OpenShift Container Platform 5% 5 Keystone &
UERHRZESHEIE, BAEER OpenStack Keystone v3 fRS5 2343 A M F B TR ER #E
R,

BiE ldap SPRIIRER, FERAH RHESDRIERFN LDAPV3 BRS5 240IER F &%
ﬁ;‘.”o

fd& basic-authentication H131RE1EF, LUER FEREHERE S KB RHEFTIE
BYEIE S Z S OpenShift Container Platform, EZABH4IE R —#i@ B iEinE ML,

fCi& request-header B3 1RETER, RERIRLESRMA, a0 X-Remote-
User., B@%5IXERFKIFLENFHIIERE—RER,

BC& github B3 RHERF, 1% GitHub 3¢ GitHub Enterprise B OAuth B35 FAR %5
SIUEF 2,

feE gitlab S21RHE72R, #M GitLab.com SUEMEAM GitLab SEBIVEH Hp1RHE2
J?O

fci& google H 1712, {EM Google #) OpenlD Connect &%

BoiE oidc B2 TR, [FERIZIULIEHRS OpenlD Connect B3R ETEFERK.

EXT BMRMEERFE, "ALUER RBAC kE LHMANR,

24


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-keystone-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-ldap-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-basic-authentication-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-request-header-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-github-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-gitlab-identity-provider
https://gitlab.com/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-google-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#configuring-oidc-identity-provider
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#authorization-overview_using-rbac

6 E TREMNIRMEFEE
6.3. % KUBEADMIN A/

EENT BR1RHEEFFOEFM cluster-admin A E

5, EA LR kubeadmin RiRSEEH L 2N,

Digk

==
[=]

INRIEF—RF BN cluster-admin BIIRIRIX NS BERE, N/MEHRRE
OpenShift Container Platform, L4 Toi&BEY,

o WIEMVERET —NEMDIRERERE,
o WIHEAFAIT cluster-admin B,

o WIBLZUERRFMNER.
it =

o 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

6.4. B P REREFSH
UTRAESHRERFERNSH :

¥ 30

name IR A ME NS RITIREIEF B &1, LUIHARE D BT,

25



OpenShift Container Platform 4.8 A EFIZAY

¥ sk

mappingMethod & X AE A F BRI ANSHT HPA BB -, WAL TEZ— :

claim

BNME, ERSMMELRFARESAS. IREGZAFNENAFERFRS—F
2, MR,

lookup

HEHRNENED, BPSOBRANAR, EFEBEFRIAHGN. XAFEHFERE
AFFERABRBXESDHAS. FRLAEFEFHESTH,.

generate

FRBMMEERNRESRN, IRHEEER &AM A M ERSRMEN SR,
MAER—THE—FAF %, 5120 : myuser2, LtAERNSFEEE OpenShift
Container Platform A &M B IRERFEA € (W LDAP HRES) ZAsELItE
BN RE—RER,

add

EREMNELRR-ZESHAN. NMREFEEFZAFAENAN, LWHDHEREE
WAERF, NMENZAFNINESBRE S, MREET SNEHREEFHAEN]
AR —HA P HRNEIERMA &, NFEEIETIERE,

pa =

ERMHER B R IRHREFN, BT LUET 8 mappingMethod S#1%X &) add, 3R
HIRFFNSHRFZIENR .

6.5. B0 iRHZRF CR A
BT EE LHIR (CR) T RAREESHRETEFIHSEAMBMILE. AP hpasswd SR REFER,

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR B IMME N RISRIERMREF A &E1, AR S 7B E R,
9 PREI T R IR AZ R S0 F0 User X R 2 AR ITBR AT,
9 B E M htpasswd £ RHISTHERIILE secret,

26


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

7% RESHIRIER
B7ERESNRHER

7.1. B2 HTPASSWD S {01212

BCiE htpasswd ZP1RHERRF, R1FHE 7 # A htpasswd XA HHIEIEE K OpenShift Container
Platform,

BE L htpasswd HPRHERRRF, HEHITULTES -
1. A8 — htpasswd XK= B A HBEER.
2. GJE—" secret kK htpasswd 14,
3. X —"htpasswd H3 1R IR F FTRAFBIAZ secret,

4. FETREN AR BUAR OAuth B2E, LURINBEMIRHMER,

7.1.1. %F OpenShift Container Platform R PR ILIEF

BIAERT, £BHHRE kubeadmin B, BIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F M iRHEFFHICERMBIEE R,

A=
a OpenShift Container Platform A~ & TRBERIE /. 1 F %o

7.1.2. %F htpasswd P FE

1£ OpenShift Container Platform F{# f htpasswd ZJIE o FEARYE htpasswd SR FI A,
htpasswd X2 — N FEEXE, EHhEEEMNEANBAFEMENE, ELUER htpasswd L AEF G
=i

7.1.3. flJ# htpasswd X {4
B XMNMEGIE htpasswd SEFBIUEE, 1HESWUATNTZ— !
o {F Linux fl|# htpasswd {4

o {EF Windows fll|& htpasswd X

7.1.3.1. [ Linux €& htpasswd X
E(FF htpasswd BPIRIEIERF, EXTFERE htpasswd ER— 1N EEEEHA N QMNBIEHXHE,

FRFH

o HEfFi)A] htpasswd SCAEFER, 1E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN el {&
Az e,

it =
. QISR EA R RSB
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#creating-htpasswd-file
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-creating-htpasswd-file-linux_configuring-htpasswd-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-creating-htpasswd-file-windows_configuring-htpasswd-identity-provider
http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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I $ htpasswd -c -B -b </path/to/users.htpasswd> <user_name> <password>
%6 ER S AR AR RO B
flan :

I $ htpasswd -c -B -b users.htpasswd user1 MyPassword!
I

I Adding password for user useri

2. PREEASCH IR ISR AT EIL ¢

I $ htpasswd -B -b </path/to/users.htpasswd> <user_name> <password>

7.1.3.2. f# [ Windows {/& htpasswd 34
E(F htpasswd BPIRIEIERF, EXTFERE htpasswd ER— 1N EESEERA T QMNBIEHXHE,

FoRFH

it =

e AEWS1JIN] htpasswd.exe, % Apache httpd & 1THRAM \bin B X8 &t 24,

. QISR EA R RSB

I > htpasswd.exe -c -B -b <\path\to\users.htpasswd> <user_name> <password>
BRI ER S AR A RO B
flan :

I > htpasswd.exe -c -B -b users.htpasswd user1 MyPassword!
I

I Adding password for user useri

2. PREEAS IR EHTEIL -

I > htpasswd.exe -b <\path\to\users.htpasswd> <user_name> <password>

7.1.4. A3 htpasswd secret

E{FF htpasswd B RIERERE, BHIE L —1EE htpasswd 7 U secret,

SR

28

o OJ# htpasswd X4,


http://httpd.apache.org/docs/2.4/programs/htpasswd.html

B7EKEFDRUER

it =3
o QIEEE htpasswd F /73X Secret X :

$ oc create secret generic htpass-secret --from-file=htpasswd=<path_to_users.htpasswd> -n
openshift-config ﬂ

ﬂ aE --from-file SEHIFA 7 SUHEH] secret A6 &7 htpasswd, #0_ER &SRR,

B
RIART AN FALLT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

7.1.5. Sample htpasswd CR
LUIFBE N HIR (CR) 7R htpasswd 1R IEFHSEFI AT EZHE.

htpasswd CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: my_htpasswd_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

Q LR MR 2 IMME VRIS RMREF A &E1, UAR S B EFR.
9 PREI{T R IR AZ Y S0 F0 User X R 2 AR IIBR ST,
9 S E#F M htpasswd £RHISTHERIILE secret,

HithBR
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
.
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7.1.6. EREPRNME DIRHESF
REERZE, HEEPRN—DERRERERE, LUEEKR ST T HBRIE,

FoREH
e {3 OpenShift Container Platform £2%,
o HEMRHEFUEBE LR (CR) .
o WINBZELIERE A S5 E %,

iz
1L MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIABINES,

2. LREBMRUEFNAF SMERER, HERANEAEG,
I $ oc login -u <username>
3. BUAFERKL, FERAF&,

I $ oc whoami

7.1.7. 7 htpasswd SR FEFEH A
IR LMIIA B htpasswd B 1R EFE RIS IERE .

SeRFH
o REBHIET EE htpasswd FA 13X 4H Secret KR, XERET AN htpass-secret,

o MBEET htpasswd HpiRHtERF., XEBEE N my_htpasswd_provider.

=

o ERILUEFA htpasswd TEF2F, 7E Red Hat Enterprise Linux £, %% httpd-tools ¥4 & BN
FRIZEAER,

o BHREARBEENR

¥ =
1. M htpass-secret Secret ¥f R I3R htpasswd X, FHIFZXHRERENTHRS

$ oc get secret htpass-secret -ojsonpath={.data.htpasswd} -n openshift-config | base64 --
decode > users.htpasswd
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2. M users.htpasswd SC#F R INSkMIBRFE
o RNII—ANETHAS

I $ htpasswd -bB users.htpasswd <username> <password>
I
I Adding password for user <username>

o JHER—AIBERF :

I $ htpasswd -D users.htpasswd <username>
I
I Deleting password for user <username>

3. ¥ htpass-secret Secret X &5 users.htpasswd X4 EFHEIHEF :

$ oc create secret generic htpass-secret --from-file=htpasswd=users.htpasswd --dry-
run=client -o yaml -n openshift-config | oc replace -f -

TN
AR AN FALAT YAML £&#t secret :

apiVersion: vi
kind: Secret
metadata:
name: htpass-secret
namespace: openshift-config
type: Opaque
data:
htpasswd: <base64_encoded_htpasswd_file_contents>

4. MBEMRT —DHZNEF, BAEFENENE-MEBRES KR,
a. MR User W :

I $ oc delete user <username>
Bl
I user.user.openshift.io "<username>" deleted

ERIABMERT AP, SUMRAANSELEE S, WA R LR ERE S,
b. MIFRFAF# Identity X4 :

I $ oc delete identity my_htpasswd_provider:<username>
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it Nl

I identity.user.openshift.io "my_htpasswd_provider:<username>" deleted

7.1.8. fEH web Z2FIGECE SR HREF
BT web #EIATII CLI BB S HRHRER (DP),

FRFM
o MWL EENFMNETE web 1A,

Pk
1. 5= Administration — Cluster Settings,
2. 1f Global Configuration i£Ti£ T, s OAuth,

3. 7£ Identity Providers #8437, M Add FHIZEHHEFRENEDRERR,

B LLET web 2HIERIEEZ D IDP, MASRERIEH IDP,

7.2. 2B KEYSTONE S22 F
BCi& keystone B3R MHF2F, & OpenShift Container Platform 5£2#5 Keystone UG B HZ &%

¥iE, FECERY OpenStack Keystone v3 RSG5 234F A P E B AEREUIRE R, WEER TR ERHE
Keystone #ZiE &% OpenShift Container Platform,

7.2.1. %F OpenShift Container Platform RH &P IRIEERF

BIANERT, £BHHRE kubeadmin B, RIFEFRRHERERF, BolgB—-—TEELHER (CR)
Fimd iz F iR FFHICERMBIEE D,

, p= Y=
OpenShift Container Platform AP &AREESIE /. : F1 %,

7.2.2. X F Keystone Hp 5

Keystone @— MR ED. B, BRFEMAIRSSH OpenStack WiH,

BT LECE S Keystone I, LUE OpenShift Container Platform 9% 7 & F Keystone F /7 &5
HM— Keystone ID, FERXMFMAEE, B AL AH Keystone B MBI HITE R, &F
Keystone ID _E#J OpenShift Container Platform AP B %%, ENIMREMER Keystone A F 0I5
BH1ZFHF &89% Keystone B, A8 BRGARIHA P HIGIR,

7.2.3. | secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EE
P secret, & imUEHAIEH,
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pi% &2
o FAHLUTHS, CIB—EEBHMILETH Secret WK :

I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

B
IRIART AN FALLT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.2.4. O 2 ECE RS

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMNRHEEFMBNIEBIIHEE,

it

o FALUTMS, EXSEIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hli%
HLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR R LA T YAML kOB @RS -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.2.5. Keystone CR =3l
LUFEE LEIR (CR) 7R Keystone BRI IEFHSEM AT EZE,

Keystone CR

I apiVersion: config.openshift.io/v1
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kind: OAuth
metadata:

name: cluster
spec:

identityProviders:

- name: keystoneidp ﬂ
mappingMethod: claim
type: Keystone
keystone:

domainName: default 6
url: https:/keystone.example.com:5000 ﬂ
ca:
name: ca-config-map
tisClientCert: @
name: client-cert-secret

tisClientkey: @)
name: client-key-secret

IR A FMME BT RIEIRIZF A P &0, LULHR S &,
PRI ML IR ERE B 52 70 User X R & [0/ I1 BRET,

Keystone 3%, 7E Keystone #1, AF&RBEFEHN. IZFH—NF,
FAFi%E#E Keystone RS2 URL (&) . XWFER https.

AL N2 E PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 85|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE

SO O 90009

B9 URL & H41% K HE R,
B &R ImIE T BEAM OpenShift Container Platform Secret X R#I5| ., $8E T tisClientCert
R PA==g s A2
Heth BT
o METHMAMAFMIRHEFBRAMNSE (40 mappingMethod ) HIER, EE W BNRHUERFS
o

7.2.6. ERERRNME DRHERF
REERZE, HELPRN—DERRERERE, LUEBKR ST T HBRIE,

FRFH

o #]i# OpenShift Container Platform &&%,
e NEMRHERLUEBELHER (CR) .

o WIBLZUEERFRER.

it
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1. MAEXHCR:

I $ oc apply -f </path/to/CR>

fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

-

2. LRBBMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WINASEEME, HETAFA.

I $ oc whoami

7.3.Bidi& LDAP SR &i12%
BoiE Idap B1PIRIETER, R LIEFPIIEEE ST LDAPV3 fRSS 255 E A - R M=,

7.3.1. % F OpenShift Container Platform B3 12 ETEF

BIAERT, £BHHRE kubeadmin B, BIFEFDRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEE R,

p= Y=
OpenShift Container Platform AP &AREESIE /. : F1 %,

7.3.2. xF LDAP F1{455F

FEHMIIET RS, 5k LDAP BXHSRMMA T RTLEMNEE, MRHEE——iRm, NZiE
FiZ%& BRIl 2 # AT (DN) LARIR B2 15 17 16 S48 7

AT T EXESIR
1 B SEERN url FREMMITIESRS B REN A 2 HERERERITIESR.
2. HRERNTIESRERE R, MREFRRONMFE—NRE, NHHEAETIH,
3. FiAERARATRSE B/ DN FA AR EEHEE LDAP fRSF5 25,
4. MRRHERM, NIFELETTAL

5. WIRHEMT, NHERENBEERESH. BFiiahit, EREMMELR~ERWE—1F
s

ERERY url 2 RFC 2255 URL, 18EEFAB LDAP EHFEZRSHE, URL iEER :

I Idap://host:port/basedn?attribute ?scope ?filter
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FEXAN URL A

URL 44 feid

Idap X FEHLDAP, i Idap F#F&H, A F&R4E LDAP (LDAPS), th/ifEf Idaps.

host:port LDAP fRZ5 889 & #Fim M. LDAP BiL5 localhost:389, LDAPS NUIEKIAT
localhost:636,

basedn A RE N MR FFIAR B RO X DN, 4, X2 B RMeis, BthalisE
KT,

attribute EHEFENEM., BARFC2255 AVMERESSREMSIR, BEXRIRESVIEME,
ERB—NES. MESFREEMBEYE, MEOAER uid, BIOEFE— N EEER
FeREIPAE 5< B 7 2 M —BE M,

scope BHREGERE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,

filter BB LDAP #31JE2%, WRKIRM, NEILH (objectClass=*)

T RN, B, JIERMRHMAFRREEE—E, BRI TR ERTIESS
I (&(<filter>)(<attribute>=<usernames>))

pugn, "IEEMT URL :

I Idap://ldap.example.com/o=Acme?cn?sub?(enabled=true)

L FimEE A A 4 bob EER, 4 MRIIEHRT EERN T (&(enabled=true)(cn=bob)).

MR LDAP BREZEEFMRILFREER, HiEER THITHRB#E3H bindDN #1 bindPassword,

7.3.3. fl|& LDAP secret

EFRAGMRERRE, BYIE X —185 bindPassword FE&H OpenShift Container Platform
Secret X%,

P =
e {242 bindPassword F & Secret ¥4 :

$ oc create secret generic Idap-secret --from-literal=bindPassword=<secret> -n openshift-
config

ﬂ 8% --from-literal S8 bindPassword B secret #7#5 ) bindPassword,

36



B7EKEFDRUER

N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: Idap-secret
namespace: openshift-config
type: Opaque
data:
bindPassword: <base64_encoded_bind_password>

7.3.4. Q2 ECERR ST

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BIUEBMANEIAS. TERTEEGMNRHEEFMBNIEBIIAE,

it

o FRHUTHS, ENLIEIUEBIMANIIH OpenShift Container Platform ConfigMap, iEFil 4%
WLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB AR LA YAML kOB B BRST -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.3.5. LDAP CR 7=/l
LU FEE YR (CR) 7R LDAP SR IEIEFH S M T B2 (H,

LDAP CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
identityProviders:
- name: Idapidp
mappingMethod: claim
type: LDAP

37



OpenShift Container Platform 4.8 A EFIZAY

O O O 999090906 600

l[dap:
attributes:

id: €
-dn

-cn
preferredUsername: G

bindDN: " @)

bindPassword: 6
name: ldap-secret
ca:
name: ca-config-map
insecure: false
url: "ldap://Idap.example.com/ou=users,dc=acme,dc=com?uid" m

iR B2 B AME N ATZTE IR BB A - 1D A, LU SR &R,
RN LR M2 F B F D] User X Rz (A ITBREY,

RESHHEMIIR. FRE-THEREYE. ELFTE-1TEML. MRIEHNEEERAEE, FHE
MERKW, EXBHZRERERR, RVHERZIHHIE,

e FHREH LB EBITIR, BRAB—IEZEME.
AERREMNELTIR, ERB-EEEMLE.
HEEHBEERANBEELEASANEMRIIR, ERE-NEERMKE,
SR R AR ERI A% DN, HIRE XL T bindPassword, I Jili%iE LI,

X B &40 E BB OpenShift Container Platform Secret X REYA %8I, MR E X T bindDN,
T A5 B T

AL N2 E PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 8J5|
A, UATFRIEFFESE URL MIARSSERIED, (U7E insecure 7 false i/ {# .

N true B, TENTIRSS 24T TLS 7%#$#E, 5 false If, Idaps:/URL fE/ TLS #1751, #*H
Idap:// URL A2 TLS, ZH{EM Idaps:// URL I, LI false, E XL URL A4 R
fEF TLS #HTi%#E.

RFC 2255 URL, 1EEZFERB LDAP ENMERSE,

EfFHF5I7E LDAP EMIB & H A, HEF lookup BRET A A, 1E/7FM LDAP &K
B, SEHEEANINED LDAP User B —1 Identity XT R 4R,

-

Hith BHR

38

o METHAMEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.
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7.3.6. EREPRME M IRHERERF
REERZE, HELPRN—DERRERERE, LUEGKR ST TR RRIE,

FoREH
e {3 OpenShift Container Platform £2%,
o HEMRHEFUEBE LR (CR) .
o WINBZLIER A SHER,

iz
1. MAEXHCR:

I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LREBMRUEFNAF SMERER, HERANEAEG,
I $ oc login -u <username>
3. BUAFERKL, FERAF&,

I $ oc whoami

7.4. lREEAF DRI R DRERER

BCiE basic-authentication H31RIEFERF, LUMERFERIHERE BRIREEFIEREIERE R
OpenShift Container Platform, B ARG {255 k2 — & A G ims B ALH,

7.4.1. %F OpenShift Container Platform ) PR ILIEF

BIAERT, £BHHRE kubeadmin B, RIFEFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F N iRHEFFICERMBIEE R,

A=
N OpenShift Container Platform A &R BERIE /. 1 F %o

7.4.2. XTFEEXHHEIE

EAXRGMHEIER—M@EAEmEMIE, - UERHHERE F P IRHEFIIEREIERE 5
OpenShift Container Platform,

HTFEFRSHEIEZBAN, RLETUESHENEITRERERLSMRHERR.
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BE
EXFMISUERIER HTTPS (EERIL2R 5%, UIEES A/ ID MBERIRL K+
PN G i

BB T EAFHREIEE, BASER-&/MEE AL EE OpenShift Container Platform, fAJEi@id 1R H AR
F ARG 2GR E LN ERFDEIEIRL R EE, FIAHTiERSS BRIIELXLEIE, XBERAFE
ZSEHAIAIE OpenShift Container Platform & 3% 4&EiiE,

XRERTR &/ BEETNE, 3FH OpenShift Container Platform @AJiRENS ELFE &
1DFUERR 55 88 & HA P45 78 K

X 2 EARF MR FHRE JSON B2 URL Sk - A%,
401 1ji B R 7~ BAR RIE R I

IE 200 RSB HINIEL “error i KRR HEEESR ¢

I {"error":"Error message"}

200 REHTH sub (subject) BENIFRZAIS :

I {"sub":"userid"}ﬂ

ﬂ FhpRZS S MRIENA AN, MERIFENR.

B IOAE N BT LA L bR LR hn $dfE, fFlan -
o (i name M EREF. Flu0 :

I {"sub":"userid", "name": "User Name", ...}

o {FM email B FHPEME, L0

I {"sub":"userid", "email":"user@example.com", ...}

e {#fH preferred_username S EEA &, XATAEM — TR ERESEIBEEAS UID BEF
EEZEAHNELF, WETHHHEIEN S5 E S OpenShift Container Platform F Y, iX
ATAERR. 40 -

I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

7.4.3. Al secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RFK TSR
P secret, & imUEHAIEH,

pi% &2
o FHLUTHS, CIB—EEFHMILTH Secret I :
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B7 5 EESBRIER
I $ oc create secret tls <secret_name> --key=key.pem --cert=cert.pem -n openshift-config

TN
MR AN FALLT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: kubernetes.io/tls
data:
tls.crt: <base64 encoded cert>
tls.key: <base64_encoded_key>

7.4.4. 0|2 FCERR ST

SR T2+ E A openshift-config 5% Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIIAS. TERTEEGMNREEFMBENIEBIIAS,

it =

o FALUTMS, EXNSSIEPHMANIIH OpenShift Container Platform ConfigMap., iE-Hi%
HLF T2 5 7E ConfigMap &R E9 ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
IR LA LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.45. EXR 5P KIE CR =)
LUTEELEE (CR) EREASHIIFSHIZEREFNS B TESHE,
BHAXHH5E CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:
- name: basicidp
mappingMethod: claim g
type: BasicAuth
basicAuth:
url: https://www.example.com/remote-idp 6

ca: @

name: ca-config-map
tisClientCert: @)
name: client-cert-secret

tisClientkey: @
name: client-key-secret

IR B2 B AME N ATZTE IR BB A - 1D A, LA S A7 &R,
RN LR M2 B F D] User X Rz (A2 ITBREY,
BERERFHEIEIRLPEIES URL,

AL X EE PEM ZRASIE B A NS HRZE 28 OpenShift Container Platform ConfigMap 8J35|
A, UAFRIEFTECE URL BIBR S35 1E 15,

A X EEE S IRIET A OpenShift Container Platform Secret X RMBIH, ZIE-BERAREE

@ ® 0009

B9 URL & H41% 3K HE R,
X8 EE IR BEAM OpenShift Container Platform Secret X R#I5| ., $8E T tisClientCert
R PA==g A
Hith BT
o METHMRAASMIRHEFBRAMNSE (40 mappingMethod ) HIER, EE M BNRHUERFS
o

7.4.6. EKEFPRNEDRHRER
REERZE, HEEPRN—DERREERE, LRGN T T HBRIE,

SoRFM
e | OpenShift Container Platform £2%,
o NEMNRHBEFIUBEENLHER (CR) .
o UWIBLZUBEERASMHESR.

% =3
1. MAEXBCR:

I $ oc apply -f </path/to/CR>
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fNR— CRI7FTE, oc apply RUE—THBICR, HARSMAUTES
Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, EAILIARBINES,

2. LRBEBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WINAFEEAE, FETAFA.

I $ oc whoami

7.4.7. ERH DN M Apache HTTPD B & R4

OpenShift Container Platform 4 FREYE AR F3 457 (IDP) BLEZE K IDP AR 5523H9 JSON M LUK 1S
THFNKRML, EAILAER Apache HTTPD AH) CGl BIARIA R B, ATTIRERA,

/etc/httpd/conf.d/login.conf < {5l

<VirtualHost *:443>
# CGl Scripts in here
DocumentRoot /var/www/cgi-bin

# SSL Directives

SSLEngine on

SSLCipherSuite PROFILE=SYSTEM
SSLProxyCipherSuite PROFILE=SYSTEM

SSL CertificateFile /etc/pki/tls/certs/localhost.crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key

# Configure HTTPD to execute scripts
ScriptAlias /basic /var/www/cgi-bin

# Handles a failed login attempt
ErrorDocument 401 /basic/fail.cgi

# Handles authentication

<Location /basic/login.cgi>
AuthType Basic
AuthName "Please Log In"
AuthBasicProvider file
AuthUserFile /etc/httpd/conf/passwords
Require valid-user

</Location>

</VirtualHost>

Ivar/www/cgi-bin/login.cgi <l

#!/bin/bash
echo "Content-Type: application/json"
eChO nn
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I echo '{"sub":"userid", "name":"$REMOTE_USER"}'
exit 0

Ivar/www/cgi-bin/fail.cgi 2~

#!/bin/bash

echo "Content-Type: application/json"
echo ™

echo '{"error": "Login failure"}'

exit 0

7.4.7.0. XHEk
LT 21 Apache HTTPD Web IRSS 25 0 EBMISTHEK -

e login.cgi 1 fail.cgi /A #1417 (chmod +x) .

o MR/FMA T SELinux, login.cgi#l fail.cgi FEAE LM SELinux L X : restorecon -RFv
/var/'www/cgi-bin, R L TX2Z httpd_sys_script_exec_t (iz1T Is -laZ) .

e login.cgi REE A/ HRIE Require and Auth I & LR FHi4T,

o MBRAFFTEER, NHiTfail.cgi, FHH HTTP 401 iR,

7.4.8. £ MR IEHERR

& WA S iRk S8R EEE X, TR LA, 157 master £i21T curl 8%, EMKETH
BB, HERUTRAIGS T <users H] <password> B AR EIL, ENHXTHHES, HEE
& e h FEnR B &k,

$ curl --cacert /path/to/ca.crt --cert /path/to/client.crt --key /path/to/client.key -u <user>:<password> -v
https://www.example.com/remote-idp

BT R

200 R EFHTH sub (subject) BENIZFRZAID

I {"sub":"userid"}

subject WL B FIERNAFATEER, MBELMFATIEK,
BTN R BT AR e R RS I 284, B -

o f{HFH name B T REH :

I {"sub":"userid", "name": "User Name", ...}

o {HF email # B9 FHEA I -

I {"sub":"userid", "email":"user@example.com", ...}

o {#FH preferred_username M ELEA L :
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I {"sub":"014fbff9a07c", "preferred_username":"bob", ...}

preferred_username 7] A M — Rl EF S EIBEE A UID BEFEEE S HIER
., NETBREIEM B E & OpenShift Container Platform PR, XA A{FRR.

S B R
o 401 MR 3R B2 5 IE R,

o JE 200 R HIEE error" iR R IR : {"error":"Error message"}

7.5. BEBIE Kink B niRHERER

BCi& request-header SRR, IHFEXRILESRBIAS, B0 X-Remote-User, BB E 5K EIF
KIRLENS R IERIE—RER,

7.5.1. % F OpenShift Container Platform FH B 1R HER

BIANERT, £BHHRE kubeadmin B, RIEEFRRHERERF, Boiig/B—1TEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEE R,

A=
A OpenShift Container Platform AP &ARBEEIE /. : F1 %o

7.5.2. X F1FKRITL P55k
HRIFL B IR MG KPRLEFRMRE T, #1480 X-Remote-User, BB E 5% EIEKinLEN SR

FIERE—RER, HRiCkERREEFTESEEREERNE TN E R IRMEEmSEEHER
htpasswd. Keystone, LDAP siEASFPIIL,

AR LUERICL B MRUEFATESHREE, MEERZIRN SAML 35 %0E, 1EE
B, AEAFITMRRAR.

FA P 3 A b B IR MRZ 3T SR RERT, D I0E B35 IR R
https://<namespace_route>/oauth/authorize (R F&E) . BLILET, 15 OAuth IRSSEREEE N
£ OAuth B RZ BRI UERE R EE R EE https:/<namespace_route>/oauth/authorize B9
KREBIF R,

BEEMRBFLEE TR ERRNE A IRNREZEFHEIEIEK

e % provider.loginURL S0i% 1 A IEREE URL, ZREBREIERERE FinF R EH KK E
Zl https://<namespace_route>/oauth/authorize,

EEMAFEBFE WWW-Authenticate FiiHME FiRIKRE FHEIEIEK -

e ¥ provider.challengeURL SHiUX B N F A% IERIE URL, ZRIEREIEHFE WWW-
Authenticate FiiHMIE FimFH S EHE R EE https://<namespace_routes/oauth/authorize,

provider.challengeURL #01 provider.loginURL (7] LA7E URL MEIHER DB ELUTHHE -

o S{url} EHOHHAETE URL, HTHE L UEENSHPRLER,
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540 : https://www.example.com/sso-login?then=${url}

o ${query} BN HFIMEIRFRFHR, THITHE L
540 : hitps://www.example.com/auth-proxy/oauth/authorize?${query}

BE
B OpenShift Container Platform 4.1#2, I ZHF mutual TLS,

7.5.2.1. Microsoft Windows _E B SSPI i E#:X #F

BF

{#F Microsoft Windows _L#J SSPI L?%ﬁﬁm&'ﬁ?ﬁ”klb A, BORTIMITHRER S HE1ELLNE
ERSBANHI (SLA) &, BHINERREHATE. AL, LERRIEEIMEH
BREN], XERARTEIIE TME%F&EW%%&E’JIM&, HENSEF LM BRREER
BE .

INFBLLIER AT SRS FEHNESER, 1ESH
https://access.redhat.com/support/offerings/techpreview/,

OpenShift CLI (oc) YHLZETHFIRMEEFEDO (SSPI) , LAY Microsft Windows LB SSO i, 40
RIGFEAERITL B RIRBIEF S ZHF GSSAPI IR IER Active Directory fR %5853 E OpenShift
Container Platform, FA/ A LLET AN T 8 Microsoft Windows T E#L{# A oc #4175 HE 3k B ohift
T OpenShift Container Platform B3 %1k,

7.5.3. 32 ECE RS

B 1R 2 £ openshift-config a4 22 (5] B OpenShift Container Platform ConfigMap *f &3k &
BUEBMANMEMAL., TERTOESMRHEFAMENIERIIA S,

it

o FRALUTMS, EXSSIEPHMANIIH OpenShift Container Platform ConfigMap. iE-Hi%
WLF T2 5 7E ConfigMap &R EY ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

£
LRI AR LU YAML SROZ RS ERRST :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.crt: |
<CA _certificate PEM>

7.5.4. 153K Rk CR R~
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LIFBELHIR (CR) BREKIL F R iRHEFHNSHAMTERE.

THRPRE CR

@@G

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:
- name: requestheaderidp ﬂ

mappingMethod: claim 9

type: RequestHeader

requestHeader:
challengeURL: "https://www.example.com/challenging-proxy/oauth/authorize ?${query}" 6
loginURL: "https://www.example.com/login-proxy/oauth/authorize ?${query}"
ca:

name: ca-config-map

clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User
- SSO-User
emailHeaders: 6
- X-Remote-User-Email
nameHeaders: Q
- X-Remote-User-Display-Name
preferredUsernameHeaders:
- X-Remote-User-Login

IR R ARE N RIS R IR RN AR 7 &, DU HR S D B,
RN LR M2 F B F D] User X Rz (A ITBREY,

: [RZ BB FIER /oauth/authorize EREEMEIN URL, ©RFSHBRIFET N HHRNE S
lﬁﬁ#HE HIRAIEE| https://<namespace_routes/oauth/authorize, {IEE|
https://<namespace_routes/oauth/authorize 89 URL @4 /71LA /authorize 452 (71' BREIMT) L
RAIEFERE, LUME OAuth #UERETLAERE TIE, ${url} EHL Y HEIR URL, #HITHR L LEEINS
HHhRELMER, 1€ ${query} BN YRIMEINFSE, MRKRE VBN, NnbER
loginURL,

: [ RAE B 5IER] /oauth/authorize 15K EEMEIF URL, S HHEIEHE WWW-
Authentlcate challenges & i, AREMEIRER
https://<namespace_routes/oauth/authorize, ${url} Z#: - LYEIM URL, #H1TH LAEEIHSH
L2 EA, 18 ${query} B h YR EINFERE, MERE VBN, NiER
challengeURL,

X EE PEM FRIBIEF 428 OpenShift Container Platform ConfigMap BI3| ., A{EEEENM
FF, LASUETCF2AR 5585 B TLS IEF,
HE

B OpenShift Container Platform 4.1#2, WHDMRHEFFE ca F&, XBHKRER
BIACEE 1 X $F mutual TLS,
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6 Ak BAAIR (cn) AR, MIRIZE, NGB RTHEENRPBALI (cn) WERE Fimik
T, RETEREIER:LPNANS, MR, NRIFERBRARTT. REES cadiaHEA,
RINFERA - FRHIRLEH, E— 1 a88ENILEBESD. ©F, FTROKANE,

R B FRME A BIPRk BFE, B— P EEEMNICLRAFEFEME b, Tk, RRAOKRN
E,

BIifF 3% BB &, B—1NaSENRCAERELRTRER. 7k, FROKRNE,

90 09

RIiFEEREER P 2Rk (NR5®1T headers FIEEMITLBEMN TR AL HHRE) .
HE&R, F—TEaENKREEERSG, ik, FROKRNE,

Hith 5w
o METHAMAEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERS
#,

755 ERBFFRNE N REARER
REERZE, HELPRN—DERRURERE, LUEGHR ST T HBRIE,

FERFH
o #]3# OpenShift Container Platform &&%,

e NEMRHERLUEBEELHEIR (CR) .
o WIBLZLERRAFHER,
ik
1. MAEXHCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBBMREBRFNRA-SHEFER, HERTHEARH,

I $ oc login -u <username>

3. WA EEMT, HETAFE.

I $ oc whoami

7.5.6. {F & K12k ##1T Apache K IEIED & =5
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A i KTk B2 1RF2F N OpenShift Container Platform BZi& Apache FIER AR S5 250
HE X ERE
&5/ mod_auth_gssapi &5 2 F 15 Kink B P IREBFIEFEE Apache WIEREBRRITAZE, BXHAF
BEONFEN, MRFHEUTEX, EIREREREMARIE :
o [HETE B % FiHiE KA X-Remote-User #7:3k LARA 1E #R T
e 7£ RequestHeaderldentityProvider & F o il T8 S imIE B IIE .
o (HAJTIFEER X-CSRF-Token ik N B KIEIE R E,

o 5ME R A /oauth/authorize i M A HE FRF B I RIBNIE, EEAWIBEES, LUERHKIRS
A LU E P in A X B ERMIALE,

o IEE| hitps://<namespace_route>/oauth/authorize By URL @ /iLA /authorize 45, B&E
RAERIAIAT. $40 : hitps:/proxy.example.com/login-proxy/authorize?... /IR E]
https://<namespace_route>/oauth/authorize?...,

o {XIEZ| https://<namespace_route>/oauth/authorize #J URL B FERER VIR IEE
https://<namespace_route>/oauth/authorize B F &%, B0 :
https://proxy.example.com/login-proxy/authorize/approve?... K IEE]
https://<namespace_route>/oauth/authorize/approve?....

https://<namespace_route> ik 2 F| OAuth fRZ523HEEH, FIETIZ1T oc get route -
n openshift-authentication 7%EX,

EAERIRLECE Apache BA%UE
XN fIE F mod_auth_gssapi #H 5 A& K5k B2 1R MR FEE Apache I EE,

SoREH
e &iT Optional channel 318 mod_auth_gssapi &5, ENTEAMIBRPLEUL TGS -
o httpd
o mod_ssl

o mod_session

o

apr-util-openssl

o

mod_auth_gssapi

o ARATFRIFRKRAMEIRLIIE KRB CA, E XL EE CA M OpenShift Container Platform
ConfigMap /%, XaJLLUBIZITUL T e 5

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config ﬂ

Q IEP ML NI T ETE ConfigMap B9 ca.crt #H,
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iz

R

AR AR FALLT YAML SR OB EBRSY :

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

o R - WAEBENRE FumIE PR LAMEREM x509 IEB TRERMXMER. & iRIEH$ S
REMR CAZE R, LEIERRZAIEIRLEIER,

o HWEMRMEFUZAELHIR (CR) .

R EBFEAE N IRIEBIEED OAuth BRSS%, ZIRSS 2 LB N5 1F X-Remote-User 12k,
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1. N Apache BCBBIEIEF, 1&i@iT SSLProxyMachineCertificateFile S {5 E I+ 2RSS
FIIERENFERANKRER FmREIER, EY%4ER TLS Web B S ARIEF hT BREHE

2. O3 Apache BECEEX#, ERAUTERERHMEREME

“ e
FAREERNAS, FREFEEIMEEE LHBNHIRE,

LoadModule request_module modules/mod_request.so
LoadModule auth_gssapi_module modules/mod_auth_gssapi.so
# Some Apache configurations might require these modules.

# LoadModule auth_form_module modules/mod_auth_form.so

# LoadModule session_module modules/mod_session.so

# Nothing needs to be served over HTTP. This virtual host simply redirects to
#HTTPS.
<VirtualHost *:80>
DocumentRoot /var/www/html
RewriteEngine On
RewriteRule  7(.*)$  https://%{HTTP_HOST}$1 [R,L]
</VirtualHost>

<VirtualHost *:443>
# This needs to match the certificates you generated. See the CN and X509v3
# Subject Alternative Name in the output of:
# openssl x509 -text -in /etc/pki/tls/certs/localhost.crt
ServerName www.example.com

DocumentRoot /var/www/html
SSLEngine on
SSL CertificateFile /etc/pki/tls/certs/localhost.crt
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SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
SSLCACertificateFile /etc/pki/CA/certs/ca.crt

SSLProxyEngine on

SSLProxyCACertificateFile /etc/pki/CA/certs/ca.crt

# It is critical to enforce client certificates. Otherwise, requests can

# spoof the X-Remote-User header by accessing the /oauth/authorize endpoint
# directly.

SSLProxyMachineCertificateFile /etc/pki/tls/certs/authproxy.pem

# To use the challenging-proxy, an X-Csrf-Token must be present.
RewriteCond %{REQUEST_URI} */challenging-proxy
RewriteCond %{HTTP:X-Csrf-Token} "$ [NC]

RewriteRule *.* - [F,L]

<Location /challenging-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize
AuthName "SSO Login"
# For Kerberos
AuthType GSSAPI
Require valid-user
RequestHeader set X-Remote-User %{REMOTE_USER]}s

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

# For Idap:
# AuthBasicProvider Idap
# AuthLDAPURL "ldap://Idap.example.com:389/ou=People,dc=my-domain,dc=com?uid?
sub?(objectClass=")"
</Location>

<Location /login-proxy/oauth/authorize>
# Insert your backend server name/ip here.
ProxyPass https://<namespace_route>/oauth/authorize

AuthName "SSO Login"

AuthType GSSAPI

Require valid-user

RequestHeader set X-Remote-User %{REMOTE_USER}s env=REMOTE_USER

GssapiCredStore keytab:/etc/httpd/protected/auth-proxy.keytab

# Enable the following if you want to allow users to fallback

# to password based authentication when they do not have a client
# configured to perform kerberos authentication.

GssapiBasicAuth On

ErrorDocument 401 /login.html
</Location>
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</VirtualHost>

RequestHeader unset X-Remote-User

https://<namespace_route> it 2 F| OAuth ARS523MVERH, A& TZ1T oc get
route -n openshift-authentication X EX.,

3. BHAE LR (CR) H# identityProviders /)77 :

identityProviders:
- name: requestheaderidp
type: RequestHeader
requestHeader:
challengeURL: "https://<namespace_route>/challenging-proxy/oauth/authorize ?${query}"
loginURL: "https://<namespace_route>/login-proxy/oauth/authorize ?${query}"
ca:
name: ca-config-map
clientCommonNames:
- my-auth-proxy
headers:
- X-Remote-User

4. BUFECE :
a. BT REIERNE A IRIEBFRIIRL, BIAER LS ER SRS -
# curl -L -k -H "X-Remote-User: joe" \

--cert /etc/pki/tls/certs/authproxy.pem \
https://<namespace_route>/oauth/token/request

b. BEERFIEPHER FERSH, BILNKERMEFIHIEPEIEREKN :

# curl -L -k -H "X-Remote-User: joe" \
https://<namespace_route>/oauth/token/request

c. #i\ challengeURL EEEE/EMA :

# curl -k -v -H 'X-Csrf-Token: 1"\
https://<namespace_route>/oauth/authorize?client_id=openshift-challenging-
client&response_type=token

E 1%l challengeURL EEM, UAFT—H¥,

d. BIENMRSEETR—NH A WWW-Authenticate E A58, THEmias M NRiaEEH
401 MR :

# curl -k -v -H 'X-Csrf-Token: 1"\
<challengeURL_redirect + query>

e. MIRXTEME A Kerberos ticket 18 F Kerberos ticket 915 T &% 2 OpenShift
CLI (oc)
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i, WERMEER Kinit4 X T Kerberos ticket, &S EE % -
I # kdestroy -c cache_name ﬂ

ﬂ HRTEIRM Kerberos EFHIA TR,

i. &K Kerberos ZIEEXE oc :
I # oc login -u <username>
ERRFEHAER Kerberos B,
iii. % oc TR :
I # oc logout
iv. EREM Kerberos ZIFR1G— ticket :
I # Kinit
ERTFRHANER Kerberos F 1 & E T,
v. IAERTLLEKE oc :
I # oc login

MREEILER, BRETHTERMRHATIENER FTRIDER.

7.6. F2i& GITHUB = GITHUB ENTERPRISE B3R {t12

BCiE github FDIRMFERE, #1%F GitHub 3 GitHub Enterprise B9 OAuth B 2% IERR S5 2835 UE R 7 & F
g, OAuth AT LB OpenShift Container Platform #1 GitHub 5% GitHub Enterprise 2 8] 8945 & 32 #it

s
NlLo

IRE LUE R GitHub SRR % GitHub =X GitHub Enterprise, XIF GitHub Enterprise 5%, &/t
SX5I89 hostname, FHEAFRMEERS B EKPERAHN ca iEHHH S,

., PRIFEBFTERR, B[N TH RN ERF GitHub # GitHub Enterprise,
7.6.1. %F OpenShift Container Platform ) PR ILIEF

BIANERT, £BHHRE kubeadmin B, RIFEFDRERERF, Bolg/B—1TEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEE D,

, p= Y=
OpenShift Container Platform P &AREESRIE /. : §1 %,

7.6.2. XF GitHub & 13551k
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BSiE GitHub &4k, A REA GitHub k& Sk OpenShift Container Platform, AR LEEHEM
GitHub F /™ ID BIfEM A &K OpenShift Container Platform 5%, &a LU RIFFIRRFIZA(NBTHE
GitHub HZM9 R /.

7.6.3. /M GitHub N B2

E4F GitHub X GitHub Enterprise R{EFP1RHER, B IUIMEERBBNBRER.

pi% &2
1. £ GitHub LM ARRE :

® XfF GitHub, i Settings —» Developer settings » OAuth Apps — Register a new OAuth
application,

® XfF GitHub Enterprise, HiIfE GitHub Enterprise £71, ARG mi Settings = Developer
settings = Register a new application,

2. BIARN FATEF AT, t0 My OpenShift Install,

3. HIAZETI URL, #0 https://oauth-openshift.apps.<cluster-names.<cluster-domain>,
4. w3k : AR AR,

5. BIARAEYE URL, HA URL RES & FDIRHFZR name :

I https://oauth-openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-
name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. mifi Register application, GitHub 12#t% i ID F1%& /i secret, EH B HAIXLE(ERTK
S iREREFEE.

7.6.4. 0] secret

B2 1R 172+ £ openshift-config a3 % 22 [A| B OpenShift Container Platform Secret X RF T EH
P secret, & imUEHAIEH,

pi% &2
o FAHLUTHSUE—IEEFEFEN Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALFEARAUTHEEL—NEESXHERAEH Secret X R, INIEFHXHE :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.6.5. G2 ACERRSY

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMRHEEFMBNIEBIIAS,

==
: R A GitHub Enterprise EE LS T%,

iy =

o FRUTHS, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, iEFiil4%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.6.6. GitHub CR 7§l
IR BE LHIR (CR) 7R GitHub A RUREFHNSHM AT #Z(E.

GitHub CR
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@ 9O o0 9 00 9O
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apiVersion: config.openshift.io/v1
kind: OAuth
metadata:

name: cluster

spec:

identityProviders:

- name: githubidp 0
mappingMethod: claim g
type: GitHub
github:

ca:

name: ca-config-map
clientlD: {...}
clientSecret:

name: github-secret
hostname: ... G
organizations: a
- myorganization
- myorganization2
teams:
- myorganization1/team-a
- myorganization2/team-b

IR IR L N RIZRAE GitHub B P ID A, LUCAHAR S D &R, ©i0 = AL
URL,

RN LR M2 B F D] User X Rz (A2 ITBREY,

Al ¢ N EE PEM RASE 0L ML HRSE B B9 OpenShift Container Platform ConfigMap HJ5|
A, URAFRHIEFERE URL MRS SRIEH. (NAFHEIELAFEEBIRIEFH GitHub Enterprise,

FEMEY GitHub OAuth N T2 BI% Fim 1D, N ARF % /EEAEE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

X E8E GitHub & fIE F'ifi Secret B9 OpenShift Container Platform Secret 8#935| .

%fF GitHub Enterprise, &R LHIIENF, 20 example.com, X MENIIS
/setup/settings X4 F# GitHub Enterprise hostname {ECE:, BRI EFEIHAS, MRERIEEIX
ME, MIE X teams = organizations, X F GitHub, iH&EILSH,

HAFIFR, WIUXE organizations s teams FE%, [RIEXE hostname FE, =HEF
mappingMethod 1%/ lookup, A5 teams FEL5AFEA.

FFAFIZR, /1% E teams 5 organizations FE&, FRIEXE hostname FE&, =HEF
mappingMethod %7 lookup. ~7 5 organizations FE&Z5 &,

INRIEE T organizations = teams, REEVEZ—NFIFIHA K HIHI GitHub FA P &8
Bk, WRTE clientD FEEM GitHub OAuth N ARFEARITZHL A, NHAFREE
AR T B=F15 FIANBR T RS A LT, X AILATEZHAAE IR A 38 — R E % GitHub If5E
B, tAETLUTE GitHub 4% B 5K,


https://github.com/settings/applications/new
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Hi 5w
o METHAMEFNRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS

.

7.6.7. EREBPRNMB DRMERF
REERZE, WELPRM—DERREERE, LUEBHR ST T HBRIE,

SeRFMH
o #]i# OpenShift Container Platform & &%,
o NEMNRHERFLUEBEELHER (CR)
o WINBZLIER A SHE R,
iz
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR— CR R7F7E, oc apply ROUE—MHH CR, HARKMAUTES
Warning: oc apply should be used on resources created by either oc create
A --save-config or oc apply, £ X#IERT, BAILIARBINES,
2. M OAuth fRS5 23R IKREX T hE.
HZE kubeadmin f - E#fER, oc login a5l RIREANMEI15 7] B LIRSS R8I R TR 1 BA,
AR LB R web #HIE# (?)15RIETIHE, Help » Command Line Tools— Copy Login
Command.
3. BRI, RUSEETEMEIL
I $ oc login --token=<token>
% o
i ENF R REEFAXFERAA ZNBEER,
4. WINAFERKRY, FERAF&.

I $ oc whoami

7.7. B2& GITLAB BB {12 %
M GitLab.com SR EAM GitLab SLHIVE N BD1RIETEF, BLE gitlab B0 1R EER.

7.7.1. %F OpenShift Container Platform 8 53R HEF2F
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BMIAERT, £BHHRE kubeadmin BF, BIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F M iRHEFFHICERMBIEE R,

. p= Y=
OpenShift Container Platform AP &AREESRIE /. : F1 %o

7.7.2. %F GitLab B35 F

B GitLab &%k E, AR LAMEAE GitLab &UEE X OpenShift Container Platform,

SNRMEFA Gitlab BkA 7.7.0 B 1.0, ETLUER OAuth EMHITIERE. MRMHEM GitLab lRA 111 HES
kA, f&RILAER OpenlD Connect (OIDC) #17i%#, mMAEA OAuth,
7.7.3. Al secret
B2 1R H72F £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF T EX
P secret, & imEHAIEH,
i =

o FALUTHRUE—INEEFRHER Secret KK :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
IR LA FALLT YAML A secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALMFRAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.7.4. Q2 E MR ET

SR F2F# A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANMIIAS. TERTEEGMNRHEEFMBENIEBIIAE,

- A=
A R GitHub Enterprise BE I,
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http://doc.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html

B7EKEFDRUER

iy =

o FRUTHS, ENLIEIUEHMANIIH OpenShift Container Platform ConfigMap, iiEF7il4%
HLF T2 5 7E ConfigMap 5B ca.crt f .

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LT YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA_certificate PEM>

7.7.5. GitLab CR 7Rl

LI BE LR (CR) 7R GitLab S RRHEFHS M T EZE,

GitLab CR

o 00 o

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: gitlabidp ﬂ
mappingMethod: claim g
type: GitLab
gitlab:

clientlD: {...}
clientSecret:

name: gitlab-secret
url: https:/gitlab.com 9
ca:

name: ca-config-map

IR TR 2 MRE N RIZEAE Gitlab 80F A/ ID &, LULAR SR . B4 AREER
URL,

RN LR M2 F B F D User X Rz (A2 ITBREY,

SEMEY GitLab OAuth N ARZF R iR ID . NARFUABEEARE URL hitps:/oauth-
openshift.apps.<cluster-name>.<cluster-domain>/oauth2callback/<idp-provider-names,

XTEE Gitlab & IR i Secret B9 OpenShift Container Platform Secret #958|F,
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https://docs.gitlab.com/ce/api/oauth2.html
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© GitLab IRH2FMEN URL, XAILLE https://gitlab.com/ S E & & GitLab Sfl.

6 AL N2 E PEM ZRASIE B A NS HRZE 289 OpenShift Container Platform ConfigMap 895|
A, UAFRIEFTECE URL BIBR S35 1E 15,

Hi 5w
o METHAMEFNRHEFREANSEH (11 mappingMethod ) HIER, 1ESH SHRIEERS
.

7.7.6. ERERRNMB DRMERF
REERZE, HELPRN—DERREERE, LUEBHRA ST T HBRIE,

FRFM

o #]i OpenShift Container Platform & &%,

o NEMRHERLEBEELHER (CR) .

o WINBZELIER A SR E %,

ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>

P2 Y=
INR—A CR RZFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,

2. LRBEMREBRFNRA-SHEFER, HAERTHEARH,

I $ oc login -u <username>

3. WINASEEME, HETAFA.

I $ oc whoami
7.8. ECi& GOOGLE B iRIHER
BciE google 2122/, £ Google BJ OpenlD Connect 5% o

7.8.1. %F OpenShift Container Platform ) SR T2 F

BIANERT, £BHHRE kubeadmin B, BIREFRRHERERF, Bolg/B—TEELHER (CR)
Fimd iz F R iRHEFFHICERMBIEEH,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider
https://developers.google.com/identity/protocols/OpenIDConnect

B7EKEFDRUER

' p= =1
OpenShift Container Platform AP &AREESIE /. : F1 %,

7.8.2. X F Google &4%1E

A Google fFh B IRIEIZFEN], E{d Google A F#RRE SRR S 2R T BDIIE, B LUER
hostedDomain EZEE M, SHHEIEREI VFEFEE MK 5.

p= Y=
& Google 1F h B D 1R M2 FE K A (£ <namespace_route>/oauth/token/request
RS, UMERFaSITIE,

7.8.3. fl|& secret

B2 1R 172+ £ openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B EX
P secret, & imUEHAIEH,

pi% &2
o FAHLUTHSUE—IEEFEFEHEM Secret X R :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config

B
IRIART AN FALAT YAML A2 secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o BALFEARAUTHEEL—NEESXHEARAEH Secret X R, INIEFHXHE :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.8.4. Google CR R:f5l
LUFEE IR (CR) £ Google B3 1RIFRFMSEM AT EZE,

Google CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
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name: cluster

spec:

identityProviders:

- name: googleidp ﬂ
mappingMethod: claim
type: Google
google:

clientlD: {...}
clientSecret:

name: google-secret
hostedDomain: "example.com" 6

IR AR 2 FME W RTZEMAE Google 3=/ ID &, LULHAM S M &, B e AREENEE
M URL,

RN LR M2 B F D User X Rz (A2 ITBREY,

SEMEY Google WiH MIZE Fim ID . WB R AIBECEHBEEM URI https:/oauth-openshift.apps.
<cluster-names>.<cluster-domain>/oauth2callback/<idp-provider-name>.

X 8E Google X fHIE ik Secret B9 OpenShift Container Platform Secret 8935| F,

®0 0 O

FATFRREI &Rk B E T, MNREA T lookup mappingMethod, MIA%, MR HNZE, {F
Google Mk &8RRI #H4T H D51,

HihHR
o METHAMAEFRRHEFREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEEFS
.

7.8.5. EREBPRNMEB DIRHERF
REERZE, HELPRN—DERREERE, LUEEKR ST T HBRIE,

FRFM

o #]i OpenShift Container Platform &%,
o NEMRHERUEBEELHER (CR) .
o WINBZELIER B ER,
ik
1. MAEXBCR:
I $ oc apply -f </path/to/CR>
INR—A CRFZFTE, oc apply RAIE—#H CR, HARERMAUTES

Warning: oc apply should be used on resources created by either oc create
--save-config or oc apply, £ X#IERT, BAILIARBINES,
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https://console.developers.google.com/
https://developers.google.com/identity/protocols/OpenIDConnect#hd-param
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider

B7EKEFDRUER

2. M OAuth BRF522IKEX T hE,
HZE kubeadmin f - E#fER, oc login f Sl RIRHEANMEI15 7] B LIRSS R8I R TTRY 1 BA,

R AT LB R web #HIE# (?)15RIETIHE, Help » Command Line Tools— Copy Login
Command.

3. BREIERR, RETEEITEMRIL

I $ oc login --token=<token>

XN EMRUEFAZFHERR S RNEEER,
4. WA ERRY, FHERASR,

I $ oc whoami
7.9. it OPENID CONNECT B3R 2R
BoE oidc BIpIRIHER, FRZIULIERS OpenlD Connect B3 1R T2 E K.

7.9.1. %F OpenShift Container Platform ) B} RILIEF

BIANERT, £HHRE kubeadmin BF, RIREFRRHERERF, Bolg/B—1TEELHER (CR)
Fimd iz F iR FFHICERMBIEE R,

v =1
: OpenShift Container Platform B & AEESRIE /. : F] %,

7.9.2. |3 secret

B2 1R 172+ E A openshift-config a3 % Z2 [A| B OpenShift Container Platform Secret X RF B SR
P secret, & imUEHAIEH,

pi% &2
o FHLUTHSUEB—IEEFEFEHEN Secret XTR :

I $ oc create secret generic <secret_name> --from-literal=clientSecret=<secret> -n openshift-
config
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N
MR LA FALLT YAML A% secret :

apiVersion: vi
kind: Secret
metadata:
name: <secret_name>
namespace: openshift-config
type: Opaque
data:
clientSecret: <base64 _encoded_client_secret>

o HALMFARAUTHEEL—NEESXHERAEH Secret X R, UL :

I $ oc create secret generic <secret_name> --from-file=<path_to_file> -n openshift-config

7.9.3. DI EERR ST

SR F2FE A openshift-config % Z2 (5] 1 #Y OpenShift Container Platform ConfigMap &3k &
BUEBMANEIIAS. TERTEEGMRHEEFMBNIEBIIAS,

. I8
. R A GitHub Enterprise BE I,

iy =

o FRUTHS, ENLIEIEHMANIIH OpenShift Container Platform ConfigMap, iEFiil4%
HLF T2 5 7E ConfigMap 5B ca.crt 2,

I $ oc create configmap ca-config-map --from-file=ca.crt=/path/to/ca -n openshift-config

I
(BB LR LA T YAML kOB B BRSY -

apiVersion: vi
kind: ConfigMap
metadata:
name: ca-config-map
namespace: openshift-config
data:
ca.cri: |
<CA _certificate PEM>

7.9.4. OpenlD Connect CR 7=

HUTBEXER (CR) &7~ OpenlD Connect B3R HIEFHS MM T2 (E,

MRESIIEE BESEBH S, FASEHE. FARPUE RS userinfo URL, HfEATZEN
OpenlD Connect CR,
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¥14£ OpenID Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp ﬂ
mappingMethod: claim g
type: OpenID
openliD:

clientlD: ... €

clientSecret: ﬂ
name: idp-secret
claims: 6
preferredUsername:
- preferred_username
name:
- name
email:
- email

issuer: https://www.idp-issuer.com G

@ 0 09

52% OpenlD Connect CR

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:

identityProviders:

- name: oidcidp
mappingMethod: claim
type: OpenlD
openliD:

clientlD: ...
clientSecret:

name: idp-secret
ca:

RN LR M2 B F D] User X Rz [/ ITBREY,

X EE&E M iE secret B OpenShift Container Platform Secret ¥ &R#93| F,

B7EKEFDRUER

WIRHBFZIMENRIARES P ERER, UAHARS P L. SATARNENEER URL,

£ OpenID RHREFAFEMAE A IHIE Fif ID. 4% S indsJige 1 & E M E https:/oauth-
openshift.apps.<cluster_names.<cluster_domain>/oauth2callback/<idp_provider_name>,

RIESMHRRENIIR, GRF—IEEFR, ELFE-—NFR. NRIIENFRELZEE, 5H
FUERKM, B0, XEAROM id_token R sub FEARIEE AP RIH12,

OpenlID MSEHHREY S 2 E VAR, BER https, BT ENZHDERAH,
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name: ca-config-map
extraScopes:
- emalil
- profile
extraAuthorizeParameters: 6

include_granted_scopes: "true"
claims:

preferredUsername: ﬂ

- preferred_username

- email

name: 9

- nickname

- given_name

- name

email: G

- custom_email_claim

- email
issuer: https://www.idp-issuer.com

AL N EE PEM ZRAGIE B A NS HRZE 289 OpenShift Container Platform ECERLSTHISI A, L
FATFIIERrECE URL BIARSS2RIEF,

P openid SEEI A BIAIEIE KSEH SR, RN FREOEKEFAIERA,

AN E IR G hEIE K B9RE InSE B =T LR S
NEEBEERFPNBFELR - ENFBENIIR, ERB-TIEERER,
REERBMIERSIR, ERB—NIFLEH.

RER FHiME LRI BRTIR, RS- TIEZEEHR,

QD000 9O

=
o
B

o METHAMEFNRHEREANSEH (M1 mappingMethod ) HIER, 1ESH SHRIEERFS
.

7.9.5. EREPRNME DIRMERF
REERZE, HELPRN—DERRERERE, LUEBHR ST TR BRIE,

FoRFM
e {3 OpenShift Container Platform £2%,
o NEMRHBEFIBEENLHEER (CR) .
o YWIBAUBEEASGMHER.

% =3
1. MAEXBCR:

I $ oc apply -f </path/to/CR>
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#identity-provider-parameters_understanding-identity-provider

B7EKEFDRUER

fNR— CRIFFTE, oc apply RUE—MHHICR, HARSMAUTES

_ Warning: oc apply should be used on resources created by either oc create
" --save-config or oc apply, £ X#IERT, EAILIABINES,

2. M OAuth BRZ522IREX T hE,
HE kubeadmin f - E#fBR, oc login f 5L RIREANME15 7] B LIRSS R8I TTRY 1 BA,

LA LLBIL A web #REIE R (?)UiRIILTIEL, Help » Command Line Tools— Copy Login
Command.

3. BREER, RETEEITEMRIL

I $ oc login --token=<token>

IR OpenID Connect HMRHIBFZFFHIRFAMAEEBILEIE (ROPC) AL
o, EEILERAR S EMBEER, BUREENITHENNSE, NEhREER
J& F ROPC .

£ OpenShift Container Platform HEZE OIDC FpiRtieF/E, ERILMERMUT
BRExR, LRRENAFZMNED -

$ oc login -u <identity_provider_username> --server=
<api_server_url_and_port>

4. WA ERRY, FERASR,

I $ oc whoami
7.9.6. [ web ISR E D IRIERERF
i web 5B MIE CLI BLE B9 1REFER (IDP),

FRFH
o MwIILIREEENFMNETE web 15,

it

1. 5= Administration — Cluster Settings.
2. 1f Global Configuration i£Ti£F, s OAuth,

3. 1E Identity Providers 380, M Add T HEREFRENSDIRERERF.

B LLET web 2HI & RIEEZ D IDP, MASRERIEH IDP,
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28 8 = {# A RBAC E X F1N AR

8.1. RBAC #ih
ETAGHRIES] (RBAC) M HRAE RS 1A A EHWHITH EHIRE,

SRS O A LUE AR A B E I H ST OpenShift Container Platform L&A S HIFAETEHESR
B IR R BREF L

FAANGRUERARASHMAEREFIERNIFMINTE, FiR, RUESEHRIEDFH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE

BT &R fed

AL —HN R ERIVTHIRER S, B, ArSRSIkFESHIE (create) Pod,
Al MNES, FTLUSAAMAXKIAER S M AR,

HE RFH/ A5 A B ZIRBRE,

R RAE) RBAC A B FIAER M NI -

RBAC 451 ek

&£ 2 RBAC NETETEYERNACNSE, EHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/aRB| AR FIA A B,

SHABAEREAETERIGINAE. AGHEFETIEIG ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHAGTRHEEBHVAREIIIRESH F N OEAX
ha e,

XFHRMRDRERATFBLIERABRESNIENESEREA, BN RAFEIRRAGENITEHEE
o

FEirhidRRS, ENERERARAEMAMAGKE, Fl
1. JEAREESEHEE allow M,
2. R A ER "allow HLII,

3. BRIANIBYE,

811 MNEHAR
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OpenShift Container Platform @1& 7 —HBRINEEA R, EoUESESTR ARSI ER A~
IEER

- .
FRWFNMERRNERA R, MXLERGAENERATRRMEIEERFER T,

RARR AR fed

admin HEEEE, MRAEARMAEHRER, I admin ENEFTB PHEMAEIR, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER.

cluster-admin BN AP A UEEETE P HITEMRIE, SEARMIEERAE— TR, X
A AR LASE £ 1 B i — BRI BRI RT A R .

cluster-status It AR LURER B AR EEHIREE R

cluster-reader AP A LRI EBE RSN R, BRREEHRE],

edit AP RILMESRIT B P RSN R, BXNEEFHERAEBHHE,
self-provisioner Lt A LAEESHITE,

view WRPEETEMEDR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMAMERAE AR, BN, MRERAAMABHER cluster-admin ABHEEI—TA

L, XARREMZASRA TREEEANRKN. FXHIFEMLL. F cluster-admin HERTE EHE—
AA, N&FZIMENBNEEAFIERTX—A. ZAFEESHAE admin IR, HUKiIZIE

B9 — LSRR, BIANAETS 0l B B R RS, @i web #HIE Ul RIER WA E T RS T ANERE,
NEFRRIHAEINEERHEEANERABRHAE, AM, ERIHAARAMIE cluster-admin B9
At BHE,

THERTRTRHAG, FbAG. fFHAGKE. FtAGHE. A, AMRSIKS ZFEXR,
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8.1.2. TG IR

OpenShift Container Platform {5 B LR JLI SR AR AT

Service Account (Bot)

LOCAL ROLE
BINDING

Bot caninteract with
specific resources

LOCAL ROLE
(Bot)

Rule Rule

PROJECT

51

B

-

O O O

Group1

LOCAL ROLE
BINDING

Group 1 can view
in project

CLUSTER ROLE
(View)

Rule Rule

O

B

User1

LOCAL ROLE
BINDING

User 1 can edit
in project

CLUSTER ROLE
(Edit)

Rule Rule

©)

B

User 2

LOCAL ROLE
BINDING

User 2 can admin
in project

CLUSTER ROLE
(Admin)

Rule Rule

@)

B

User 3

CLUSTER ROLE
BINDING

User 3 can cluster
admin in all projects

CLUSTER ROLE
(Cluster Admin)

Rule Rule

=a

......................................................................................

VAR AV Nty =EE LTI E

BHITRRE, ERSEBERT, XBEUT/LIEMN

o JiH : EUIMIMIIE., THRZ—MiHEISERRR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXREENIR THANEEERR.

o BEThiF : BIEAXE : get. list. create. update. delete. deletecollection =k watch,

o BHRAFM : EHAY API i .

HE

OpenShift Container Platform 3&id A R JL AN S B FAHRAL
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HEMTEIR, ArHHSABZABXE,

1. R SMTESEERFRERN AR AP SRR ENFIE A E,

2. R ERERNANFREAE,
3. EAABRERNABREE I,



& 8 & {1 RBAC & X M AR

4. FxE— NG ERE, LIERTEI,

5. WNRARHEICERIAN, MRIAELZERAF.
R
HicE, BAMARURNXEIAEISIAE,

TEEEAATUER CLI E5AAGNAERSR, SESEMABXRNBRFIFAMRIRN—HE,

BF

B A ERAEETEERANERABRRIE—NITERN. FREFE
cluster-admin = system:admin B5E2¢ A B AMEEREESERE S E,

SHAGRESHIVIE L NAR, BRSNS BIHHTHE,

8121 EHABRE

BABY admin, edit, view # cluster-reader RBABXFRFACRS, HPESMABNEINITE
DI T HANN Zh SRR, RAERTUEBE LRI B Kubernetes API B, INEEF AR L.

8.2. 1ji B #fp % 22 [A]
Kubernetes &% ZZ/ARMLIX EERE P FURSEFMINSE], Kubernetes i HIRIHE X MR ERINEZ(F

4 22 A LU TN RIR M —SEH -

o IEERMMIR, LUBRERDZHZE,

o ER‘GEMERFEERRN

o [REI X BRHFEHIBES,
RS ET REBT B R RASEESEE, EB—ENRAENTIBREGAZEE, W =MAF,
T M A E AR Kubernetes sp & 22|, 2EEEMAF BURY; RINRME R A, BIWHE, —
MEXWAATUES Eiit KIREMEIR TASMERENS, AP Y REE R8BI R
IR =&, WRAAENAETER, NE3EFACZTBMDRITGR.
T B e LA kA name. displayName #1 description,

o HAWEH name 2UIHMM—IRMAR, EFER CLI TESK APIFNREN., EMKERS N 63
NERH,

o T[£H displayName 22Ul B £ web 1£H| &M ERFEX (X1 name) .
o %M description AT LUA T B IR EINEAIBHR, A BRTE web 251G,
BNMUIBREHTESHN—4A :
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https://kubernetes.io/docs/admin/authorization/rbac/#aggregated-clusterroles
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xR fed
& (object) Pod. ARZFSFIEHIILH 2RF.
&g (policy) F3 R BEE X REATERAE AL,

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR 350k P AR S5 1K = B 55 R I B AR R VIR TE Uy (I AUBR AT 1R AF
SHEENALULRIIE, FNUENERIRERS A KAERKA, SHEENBATURITFF
XA QB CHIIE,

FARANGFEIEATLMER CLI = Web #HIG 5B R A,

8.3. BN\ H
OpenShift Container Platform My & FEIATE, &FFL openshift-- FFLHIEXN B MERNE
B, XEMEREEN Pod BTHEEHAGMEMEMIG A, 1EiX L& 2R P oA X

(critical) Pod X fZ#) Pod REEER, TIITLURIER kubelet A, TEIXLEHLZZH dHETEHAENE
B Pod BHRic N critical”s

BT SCC HEMATELUT E— BN MR 2 F 0/Z# Pod: default. kube-

system. kube-public. openshift-node. openshift-infra, openshift, &7 EEfEFHXLE
4 22 [A] FA K217 pod AR S5

8.4. EESHACGNHE
157 oc describe #p 4, WLUER oc CLI EEEEEHABMYE.,

FeREZH
o 2%k oc CLI,
o KENEEEREA BN ENIR,

HESRESEHRNAET cluster-admin BUAKE A BHA A A LUHEA ERIUTEMIRE, SEEERHA
BIHE,

it =
| BEERHAGRERKBOMNILE

I $ oc describe clusterrole.rbac
A a5
I Name: admin

72


https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons

& 8 & {1 RBAC & X M AR

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1] I [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete
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deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io 1 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete

deletecollection patch update get list watch]
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replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 [ [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host i [ [create]
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76

subjectaccessreviews 1 [ [create]

subjectrulesreviews [ 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate i [ [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 [ [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io i [ [create]

buildconfigs.build.openshift.io/instantiate i [ [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]

builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host [ 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io [ [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec [ i [get list watch create delete
deletecollection patch update]

pods/portforward [ 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 [ [get list watch update]

routes.route.openshift.io/status [ i [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ 1 [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status 1 1 [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status [ i [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ [ [get list watch]

resourcequotas [ [ [get list watch]
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resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1 [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details [ i [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. AELINERAGHERS, XETHAEITRAAGHASMA

I $ oc describe clusterrolebinding.rbac

it N |
Name: alertmanager-main
Labels: <none>
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Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins
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User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.5. BEAMMABIIE

{3 oc describe 5 @iT oc CLI EEEAR A BIMLE,

FeREH
o L%k oc CLI,
o KENEEARMA BN ENIR

o MEERSCHEMWIET cluster-admin BRIAERE A EA 7 o LT EM FRHUTEMRE, S
EEEAhAGNYE,

o FMHET admin MINKHACHAFTUEEHERTBhHABHHE,

iy =
| AELAAMACHERS, XETHAEINLRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac
2. EEHMIBENAAGHE, HEGTHRM -n 7S :

I $ oc describe rolebinding.rbac -n joe-project
I

Name: admin

Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin
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Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.6. MAARIMALE
ALUMEF oc adm BIE5 CLI BEEABMYE,

HRAGHESIRNNEIAPFATILAFSHEEZABRTHUIHIIR, ERLEA oc adm policy 654
@ A AR ISR A .

BRI RHERRIARREABHERTIE Ry A P .

it =

80



& 8 & {1 RBAC & X M AR

1. AEEVBEFNAFRMAR
I $ oc adm policy add-role-to-user <role> <user> -n <project>
BN, EAILLETUA T &S, & admin BAEHRINE joe THEHH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

TN
AR AN AT YAML AR A RINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEEAMABHAE, FHERHPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
#ian, EE joe MEMNAMBBIHE :

I $ oc describe rolebinding.rbac -n joe

A a1
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
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Name: admin
Subjects:
Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice 8/ 2% admins RoleBinding.

8.7. HEAhAE
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e LU B AAE, ARNESESIAS,
e
. BENUIBUEARMAR, HZTUTHS :

I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>

D, BE

e <name>, A EHELHR

e <verb>, LUESMREM. NABIAGNEFEDIATIR
e <resource>, RGN AR

e <project>, TiH AT

Bin, ZOE—AMAEELITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. ENFAGHESIRS, BT THeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.8. EEHAE
B LR EEAE,

i =
1. BARERAR, HSTUTHS
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
ELbaSH, EE
e <name>, A EHIELHR
o <verb>, LUES RN, N AZRABRIRFIFEGIR
e <resource>, AGLN AR

pign, EQR—IPERBEAGRAFASTEE Pod, HIZTUTHS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.9. AhABHMEMS

EFERUTRENAMAGHEETER AN XKAGEN, AILUER -nirERIEETH, NRKIE
E, NERHSFImE,
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R LUER U T e ii T4 RBAC B,

& 8.1 KihABIERF
LR sk

$ oc adm policy who-can <verb> <resource> 15 HLWIRLE A P ] DU B — BRI T iR e,

$ oc adm policy add-role-to-user <role> HEEABHAERHFINEREERF,
<username>
$ oc adm policy remove-role-from-user MERITIBRMIEER - BIREEAE,

<role> <username>

$ oc adm policy remove-user <username> BEREaERMEER - REMEAE,
$ oc adm policy add-role-to-group <role> FEEABHEERHFI B RHEEL,
<groupname>

$ oc adm policy remove-role-from-group MEFIT B RE EHB MR EA B,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #REFIUIEAHNIEEAREFEAE,

8.10. R B EMS

HHEUMEAUTRESEBEENARHTE, RNEHARHEFRASERZZRMEER, MLLUXLRAER
£ -n 1,

K82 EHABHERF

B4 ik
$ oc adm policy add-cluster-role-to-user REEABAEREHPARETENEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEERFBIREERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NAEABHERRERAAT BIIEES,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MEHTAET BEMIEEHBMRE EA R,
group <role> <groupnames

8. QIR EIEN

FEEB % cluster-admin & & F HE1E OpenShift Container Platform 58 EHTE R R MI4ESS, F0
BB TR,
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FRFH
o EwBLIBRTEE ANKHEEANAL,

it
o MAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>
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2 9 Z %% KUBEADMIN F

9.1. KUBEADMIN F /-
OpenShift Container Platform ER&Z IR ERUE— N EEFEIE A kubeadmin,

b P B3R A cluster-admin A, FHUNEREN root AP, HBEHERINSEMM, X OpenShift
Container Platform IfERHEM—H), RESTMRE, TEEFNHHPSEIEXNEGE, B0 -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

9.2. #%F4% KUBEADMIN F F
EE LT B REERFHOIEH M cluster-admin /5, B LR kubeadmin EiIREEEH L2,

Digk

==
[=]

INREFH—AF B cluster-admin BIHRIBIX NS IRV, NS EHRRE
OpenShift Container Platform, Ittan 45 FoiEBEH,

FeREH
o VWIIEDVEET —NEBNIRERER,
o WEMAFHRIT cluster-admin &,
o WIBZUEERFNESR,

pi% &2

e 4[4 kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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5510 & T RFHFAERS K,
10 = T ERFHFAIERSSMK

10.1. BR S5 MK - Ak

ARZ5 MK ' 2 —# OpenShift Container Platform ik /™, & FHM BRI AP, HE%W&F‘ E&MNUIEH
TFTEM API TR, BRESIK AHIREI AP T RIRM T RIEEN AR, FREHAZENANE

& OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SNBSS API #1THB35IE,
Eﬁj&ﬂ%ﬁﬂ#%ﬂﬁ%fﬁ&?%ﬂi LUMEHAREN VTR AP EXREREAAFEIE. B, EEIRRSSIK
o SHIIREIZFATLIL H API E A S GBS Pod.
o RF[ABIN AR LUAE APV R 1T &2,
o HERN TR RILAL B AP A SRIHAT IR IR A
BNRSIK MRS EERE FEIBMAET :

I system:serviceaccount:<project>:<name>

—IRSS KA R AT DN EBIRR A

| 30

system:serviceaccounts BERGHHFTARRS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .,

BNRS K B8 EMA secret :
® API &g
® OpenShift Container Registry B iiE

AR APl SSHEFD registry FUERRTHE, Ba@id HER secret RBEEEN . HMIBR secret K,
Boh&E R — N secret REKE,

‘J»T
plg

J

10.2. O AR S5
AT AET B QAR S IK A, FH@it IS E e Bl K P S AR

it =
1 AE : EE LA FRRSIKS

I $ oc get sa
I

I NAME SECRETS AGE
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builder 2 2d
default 2 2d
deployer 2 2d

2. FEHEIIE P ORHRSIK |
I $ oc create sa <service_account_name> )

ﬂ EEH—UBPOIERSIKS, 1518E -n <project_name>,

A

I serviceaccount "robot" created

B
RIAE LAN FA LA T YAML EOIEAR S K P -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL - BEERSIKFH secret :

I $ oc describe sa robot
HiH Pl
Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

10.3. NERSS KR F A BRRA
EALLAMEH BALA I R T A e — T, RS ET AR,

o RATLUEHR U FITIEMARSSIK T, B30, FF view A ERINE top-secret 17 H F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot
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B
AR AN AL T YAML SERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o A LIAYIE FERFERSIKI R T IR, Fm, ERFSKAMENTES, FA -z S

FIE%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

WNREA B PR ERSIKT R T HNER, EEA -z irE. SRR SE
FTHRH SR, FHRRVBEERRSIKRT IR,

R

AR AN AT YAML SERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o EEUNFEMMAZEN, FJLAMER -nEURECENARNTIEMRAZEN, WTFFIRT.
o N, RVFFIAEYIEHMIMERS KT EE my-project i E Y FTIR :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project
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TN
IRIAEI AN UL T YAML SERINA &

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o FtiF managers i B R HIFT A AR 551 7 4R EE my-project i E B TTIR ¢

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

TN
RIARI AN FALLT YAML ERINA 6 -

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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B/ NE ENRREFPEARSKS

1.1, BRS5 1K P Bk

AR S5k 1 2 —% OpenShift Container Platform MK F, & RFEMEER A AP, HE%W&F‘ EENIIE
BFIEM API AR, ARSI AIRE API RIRE T RENAR, TEERAZENRIWE

{8 OpenShift Container Platform CLI 2% web #ZHI&F, &8 API SR MNES APl #1T &G 35IE,
R U H G S AR SSIK 7 KBk, LAMEAGREE 1R AP BXEFERAENR A NEIE. fla, SRSk
o

o SHIEHIBRATLIL H AP E A S OIS BR Pod,

o ARF[ABIN AR LUA HE APl VRS 1T &2,

o NI FATERERILUA H AP E S 1T R s R .

BORSKANAFEEIRE THIE MR
I system:serviceaccount:<project>:<name>

—IRSS KA R AT DN EBIRR A

il Wi

system:serviceaccounts BERGHHFTERS K,

system:serviceaccounts:<project>  SE18ET B PHHFRAERSIK .

BNRS I B8 &M secret :
® API&f&
® OpenShift Container Registry B iiE

AR APl SShEFD registry FUERRTHE, Ba@id HER secret RBEHEN . HMIBR secret B, RE4E
Boh&E R — N secret REKE,

1.2. BEKABRSS R

OpenShift Container Platform 523 @& A TEEHEEMNBIARSIK S, FHFEANENTB EKELRSIK
o

1.2.1. BOA SRR 55k

JUAN B ZR e 36 23 F B AR S5 ik i IEI2 1T,  BRSS 233 BIHTIE OpenShift Container Platform EfithiZ2 4 1
B (openshift-infra) qﬂﬁ'JELl'FHE%VFKF HEFHMTERTRHASR !
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AR S5/ sk

replication-controller 4 fg system:replication-controller &

deployment- i system:deployment-controller &,
controller
build-controller 4 B2 system:build-controller &€, 74, build-controller fR%51Kk~tHaE

RN RS ETFXARF, UGIBRRFIIE Pod,

n.2.2. AT BERSSKE - HIAE
BANTEFLENBEANRESES

AR 35K/ ERAE

builder B Pod . #i%F system:image-builder &, fiFERMNER Docker
registry SRR HEX U B AR EERIRR TR,

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEPHEH
L5280 Pod,

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B R I A BRSSIK F #R & #% T system:image-puller 2, AP ERRNEE SRR registry MITTB &
BT TR TR R AR 1R

1.3. BIEARSSIK
IR LAET B R OIEAR SR, F@ S EEE R A ALK % F IR,
ik
1 Ak - EEEEIUIE SRS
I $ oc get sa
R b

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHEIIE R OEHARSS K

I $ oc create sa <service_account_name> 0
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Q@ =:=7-—TEH0BBRSIKS, #IEE -n <project_name>,

A

I serviceaccount "robot" created

TN
IRIAET AN FA LA T YAML EOIEAR S K - -

apiVersion: vi

kind: ServiceAccount

metadata:
name: <service_account_name>
namespace: <current_project>

3. AL BEERSIKFH secret :

I $ oc describe sa robot
Pl
Name: robot
Namespace: projecti
Labels: <none>
Annotations: <none>

Image pull secrets: robot-dockercfg-gzbhb

Mountable secrets: robot-token-f4khf
robot-dockercfg-qzbhb

Tokens: robot-token-f4khf
robot-token-z8h44

1.4, FEAERE AR AR S5 Ik~ Ik

&R LURFAR S50 P B9 R 9 & 26 i TGRS AP SRS i O A BRL. FRRE o

BN E ENARFPERIRSS K

EERRIER, S0 FMEIERA PRI EBATIE KR imagestreams/layers #) get IR, EH#EET
&, ZBHRIERA S %R FTIE KB imagestreams/layers B update 1R,

BIANERT, — DB SRRFA RS K~ EAETGLERE—T 8 R EEA SR, M builder BRI MBI

TR —I 8 R A iR,

Pk
1. BAERSKFH APl GHE -

I $ oc describe secret <secret_name>
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o -

I $ oc describe secret robot-token-uzkbh -n top-secret
it N

Name: robot-token-uzkbh

Labels: <none>

Annotations: kubernetes.io/service-account.name=robot,kubernetes.io/service-
account.uid=49f19e2e-16¢6-11e5-afdc-3¢c970e4b7ffe

Type: kubernetes.io/service-account-token
Data
token: eydhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9...
2. ERTREMBEHITESR
I $ oc login --token=eyJhbGciOiJSUzI1NilsInR5cCl6lkpXVCJ9...
Kyt Bl

Logged into "https://server:8443" as "system:serviceaccount:top-secret:robot” using the
token provided.

You don't have any projects. You can try to create a new project, by running

$ oc new-project <projectname>
3. WIMEEZURS K&K -
I $ oc whoami
it Bl

I system:serviceaccount:top-secret:robot
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212 E FAIRS K EN OAUTH & Fim

12.1. RS 70 OAUTH & im

R LMERRSIKS, FRARAREAR OAuth B ik, IRSSIKA REEEREHBFE, ATFUIHRS
KEASHaEZERPN—LEXAFERNETAGHIIGE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR S5 P FAE OAuth & imT

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret I LLZ1ZAR 51K 7 BULEM APl 5%, 140 -

I $ oc sa get-token <service_account_name>

e EJIREX WWW-Authenticate fiif], iH{$ARS5M " _£BY serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L HIEARICEL,

12.1.1. EEMAE ) OAuth B FimBIRR 551K - 9 URI

SRR B A RIS serviceaccounts.openshift.io/oauth-redirecturi. 55
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

serviceaccounts.openshift.io/oauth-redirecturi.<name>

H

RAsE AR, TRITRATEREEEMNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F@5d serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E A URI,

a0 -

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

fRIIER LAEE], OAuthRedirectReference ft1T5IF & jenkins BIB8H ., HLL, ZEREBIFAAEAC
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., 9
"group”: ... 6

}

!

Q kind 52 #WBIBX RHKE, B, R route,
9 name ERNRTHIE, NRUITNEIRSIK AL TFRE—6r& 22 E A,
g group IEMEXN RATERE, IEZE, RNKRENEREFRER,

AUEFXMNERAL, REZSI AN RIBHOOEE, F0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first A TIHEMYIE—#, X jenkins BEHE 245 A0 https:/example.com, I}
fEhttps://example.com/custompath # M }E%8, {8 https:/example.com I 1T, BB IRMHEZL
EHEXIT :

KR ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”

96



58 12 = FARSSK T E8 OAUTH B iR

i

EEENEBZFERMEI AN ROENZEE, IF—E2FENTN.

MU EE B EEEE AT UER U TR EITEFH -
<scheme:>//<hosthame><:port>/<path>

B —NRAILIKZIREIAH, KGR ABNRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

Ri% &5 jenkins B3 EA A O https://example.com, JlI| https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

AR AR SMESERR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\"\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”
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513 & RESHEFASE

13.1. X FRESEERSE

BRI EFERESHE, MEEDRERS EMA KRS, Fim, TEEREAATRFERROE
Pod BITIR.

BEHEMNSEREIRRAERS, BERETEERIEENEERIE, REEE cluster-admin A EHHET
FEetIBESEEN SR,

BTSSR EE R PollcyRuIe EEAFEHESTERE, AR, BEREEXEMNFHITE, EFK
BHEMNIIEDVEEEA—FZSBREIN], FEELHLE "normal" IBRINGERFHITIH —FZRIGE,

13.1.0. A 3EH

AFEHEEERTRARNAERFNER. El2ETEREN, RitsB3HECIRAN
o user:full - So¥FEFA AP BRTENBRY APl #1758 2891/ 51,
e user:info - ATFRILVIRAANER, MAFML,

e user:check-access - 721F1/7 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIF RN RPEHER A NHNTE,

e user:list-projects - SS1FRiLijj[A], RAILAFIE A AU RB5E,

13.1.2. A BSEH
BEE R RER 5S4 EAGERSLM IR, %A6EiT e A% EEE,

e role:<cluster-role name>:<namespace or * for all> - $FEF RE HEE A B EMMIN, B
IR ERMmEZE A,

-

AR XA REFALIFINER, BIfEA BRI secret. ABHAEMABEHR

R, BISEH B FXLETFIR, XEBTFHESAAR. FZ AN edit F
ABHTERANAE, BX TV secretMs, XHBEFNAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 LI, ER NS ERNSME
1FULSEHE R VF AN IR,
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514 & ERFERIRS IR FHE

BRI LMERAERS K S, edURESsHNEEMRIRERE (AM) RS (30 AWS IAM)ERKHIEE

7.

14.1. X FHERS K Bh&

AT LA AR RE AR 551K 7 43 R SR BRI 25 TE AR 251 - S R RO RRSE ], 33X 8 45 h& 52 (50 FR & A0[RI R BRIl 5
HEITFRS I E IAM BB EDIIELL R EEE pod BIIRFEIEREK, & LAER SRS
TokenRequest API RiE K48 T BIAR 5511 7 45 b

14.2. EAERPECEA RS T
IEFTMER SIS, 1 pod BB i RAEHIR S 1K/ IR,

FREH
o RETLUFEAEZS cluster-admin A& i n & EE,

it

o MBOIET —MRSIK,. XBRERSM &N build-robot,

1 ANk BRSSP ELE.
MRAERRNERFPER, IEBEFTFEI—F.

Digk

H
[=]

INRITE#H serviceAccountlssuer FE%, HEFRHESHE, NEBZHI

ELBENFEREREERILTN. BRIEHESENHEERBFELE
B, BNZHBEETRER—IFNHAESE, BRI pod EF VI,

BRI LB FEREEPNFRE pod PUTERD T mEE KR FIFREIHA
FIERFHAESE, EHITE—#EERT, F#F Kubernetes API iR%5%5 pod
BIFTETT iR A B IERR SR P 5K BB,

a. Jw%E cluster Authentication X% :

$ oc edit authentications cluster

b. ¥F spec.serviceAccountlssuer FE % B NAFEMIRS KA E L E -

spec:
serviceAccountlssuer: https://test.default.svc ﬂ

XMERZZ URL, BidiX URL, HESEMZBRAATLUMABPERRIESEE A
BN, BRILH https:/kubernetes.default.svc,

AT

=
™
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c. BRTFXMHLAGERZ LN,

d. ZFFF Kubernetes API R55 28 pod BURTIEIT IRAHE . FIE T REFEHEITTRATEFTR/L
DEREFE, ZFTEA T a4

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

# & Kubernetes API iR552580 NodelnstallerProgressing A5, URIEE T REE
LF RFHBNETTIRA, EEFHE, HiHSIR AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 12 ﬂ

ﬂ EAGIR, SHFEOEITRES N 12

MR H T RNERRUTFUTERZ—, NEHMEH TP, EFNLLWEER,
e 3 nodes are at revision 11; 0 nodes have achieved new revision 12
® 2 nodes are at revision 11; 1 nodes are at revision 12

e. AL : EEIAAEBIHITIRI T REFHERRRFHIIFAE pod FiFE KITHIHE B,
o HUTIREITRER :

gk

H
[ |
RN B R E AT L TS, T RR U TIAE T =&

5, EhETRKSBRS . HR, FOIEEEHIHNME
pod,

BMFEETR. FFTRTEETA, RARERT M. BXROMAHE. EFFFT
RIME N AR, §EHESEELT TR,

o FHERKRPHFA pod:

H
[=]

>

LS

o SHRS S, RANCEMREN R ZEEFZTHAE
pod, X%t Pod REMIREBINER.
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$ for I in $(oc get ns -0 jsonpath='{range .items[*]} {. metadata.name}{"\n"} {end}'); \
do oc delete pods --all -n $I; \
sleep 1;\
done

2. ERABKFN pod BE NEAHERSIK S S,
a. flI84 5 pod-projected-svc-token.yaml #9321, HRBMT :

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
serviceAccountName: build-robot ﬂ
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
path: vault-token 9
expirationSeconds: 7200 6
audience: vault

R BRSS IR BB A,
N F X EEREEN IBE, BTESEBRA.

-

(AIi%k) WEBIRSIK S REEIERESE] (LR WEAD) . B 3600% (1/0E) , B
WIEDH 600F (10 980 . INRS R AN EEIT X ANMER 80%, =HEEIT 24
INEF, T kubelet & FFIAZHEC S hE,

Q (%) EEBSHENTIHIERE, SENBERENRIIEREEBNRESSENERE
BAPCEE, BNINIEH SRR, FREEERIN API RS 2B[HIMART.

b. B3 pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet 3k pod & KHFME S, 8 pod ILME— N ARENXXHRERRESHE, HiE
%45 R B HR R R 45 R

3. ERAESENARFREESELEN ERNEASHE,
A0R 4 R AR RO (RIS IX MER) 80%, &S 24 /I, NI kubelet RFFE TR,

Hith 5w

o EEEMIGTR
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OpenShift Container Platform 4.8 I\ FFIIZAL
RIS EEELEM ETFXYR

15.1. X FREM ETFXAR
5 RBAC HREZEHI AR AR, BB ARLUMER LM £ FX2YHE (SCC) K2 Pod BIFUR.
XL R BIE Pod AT LAHATEVREAR BN TR LAV R BR. BRI LMER SCC & X Pod 1247 i R HY
—HEM, MEHRERRTIES,
Bt Re M ETRXAR, B RLES

e pod E&HLUEH allowPrivilegedContainer Ii 21T A 25,

e {#FH allowPrivilegeEscalation #7iC BR il pod,

o RIARALUARMITNAE

o [EHBERAES

o AEH SELinux LT

o RF/AIID

o (M6 ZE R FI ML

e i pod B8 FSGroup ML

o RIFHFFEHMEE

o ABEDFTENH root XHRLFHITEVIFIFR

o BREMMEHR

o fIFH) seccomp BLERMELE

BF

TE1E OpenShift Container Platform HE{E{al 6p % Z2 (7] L% & openshift.io/run-level i1
%, HWHRZH#AER OpenShift Container Platform H{4E SR EE EE API HMED), 0
Kubernetes API AR %528 #1 OpenShift API BR552%. #1RIXE T openshift.io/run-level 15
%, MAKN SCC M ARNZMAZEE AP pod, M5 BUZS %28 E ARIZ1THIEMA TR
B EER

15.1.1. WAL e L TR

SHOEZPMRINEEM E TR (SCC), MTFEHRAM, ¥ Operator Sk EH h4H 4% E| OpenShift
Container Platform i, RIRERZREZRAISHI SCC,

BF

REEWEILSCC, BE LA SCC AIRER FRIE— LTS Pod EE K OpenShift
Container Platform F+Z i BRI, 7£ OpenShift Container Platform 3 LERR A 2 (8] #Y
FRatigs, B SCCHEREE NBIME, XREFIIXL SCCHAMEEE L.
R, HIREZZEEHR SCC,
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B 5= EBRLLE F TR
R 151 R \LLtt E T ER

ZE2M E TR fed

anyuid {2t restricted SCC WA THEE, BRVFAFEREM UID F{EM[ GID 1217,

hostaccess R E EN L ZEE, BMERERIEEMAZEEH UID # SELinux £ TF
XiZiTREBE.

DIk

H®

"

Itb SCC RFENM ViRl a B 2R, XHRGIH PID, BRI ZH{X
AR EENETHREER, HEERT,

hostmount-anyuid

121t restricted SCC BUFRETHEE, ERFENLUEM UID FIRGHHEMR GID 3
HAE1T,

Digk

a®
"
It SCC RVFENMMHRGUE NEM UID T51A], B4E UID O,

HIEER T,

hostnetwork RVHEREVMAHENIRO, EMEXREFERSEEARAZEERI UID #1 SELinux £
TETERE.

DIk

==
[=]

WIRTE control plane =N EZ TN TERZE, (BN
master £41) , 7Rt hostnetwork iJ7 7 BRI EiEIE,

1E control plane E#1 L3217 hostnetwork ¥ TE i EH 2%
BERE root AP, WAMERNHEEE.
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M E TR fed

node-exporter FAF Prometheus 7 s 5: tH 25,

gk

==
[=]

Itt SCC AV ENXHREAE N UID PilHl, a3 UID O,

THIEER T,

nonroot 1t restricted SCC MFREINAE, BRFA M EREMIE root UID 217, B
JIEE UID, BNSMERIETHERBIEE,
privileged

RS R E A ENThEE, FEEWLUEMA . EM4H,. F/ FSGroup 2L
R AEAA SELinux £ 35817,

DIk

==
[=]

[=Q=]

RERME SCC, MNATRAFEE, HEERT.

5

B scc #iF -
o FFIZ{TH Pod
o Pod FEHBEREEH NS
e Pod LMEERAF HZT
e Pod ERER MCS IR&51T
e Pod fEAEHLA IPC 22
e Pod fEAEHLH PID dp4 22 (]
e Pod {#R{Ef FSGroup
e Pod ERAFEMIFEAH
e Pod FERA{E seccomp ECESE

e Pod IHK{E{AIThEE

2 3

il

7£ Pod Mg Fhi%iE privileged: true 3 F—E&EFRFIN SCC.
MRABEMNER, 2% allowPrivilegedContainer: true
FAEZRSEM LR SCC RWikEE,

b
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155 EHES M E TR

g ol &AL Rk

restricted BYIRIFRA ENIhEE, FHFEERMEA UID Z1TARE, URSEESZZEM
SELinux £ FX, XRB—MHrLE&a UIREMSR™HEE SCC, S BMnKitrmBar
2BRINFERE,
ZPBRM sCC :

o IR Pod TiELUEINARIZT

iR Pod TREEHEN B RE

e K Pod LATiSE A ECHY UID SEEIRBI A FH21T
o X pod AL SE MCS 1335217

e Jitif Pod MR FSGroup

e JiiF pod EREMIN A

BRHIH SCC BRIEBMINRMHEN, BHHBRHBY SCC, BRZ,
R LGB DEI BB E L SCC, B, ERLEE—
SCC, ©¥ readOnlyRootFS FR#l7 true, FiiF
PrivilegeEscalation 7 false.

15.1.2. 22 M F TR EE
LM RN (SCC) M4l Pod B IR SINEEHI R BARIRAER, XLERBHH=NET

eS| ik

/R (EES LR B FERBRUCA IR B M &R 89(E, 5120, AllowPrivilegedContainer &%
1BE, MLk false,

AP S FIXERARENRBINTE, UBREERRIT.

FH SR BRI BEERENMERRIRBIR B IRELUT I8

o AMEMNE, UKk
o MRIEEEBTAFESESBING,

CRI-O EBLUTRINEENFIR, RIFAT pod WENESR :
e CHOWN
e DAC_OVERRIDE
e FSETID

e FOWNER

105



OpenShift Container Platform 4.8 A EFIZAY

SETGID

SETUID

SETPCAP

NET_BIND_SERVICE
e KILL
ARFEARERINIIRFBNINEE, (B Pod FEHRMEE ATLURITE KA ThRESK T IR F L BIATT I RIER T
. f#H allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities S| 5

BEEMLELRIER, BXESH, EILHEER LU KIFLIIRE, WLERIURMEIE—1 5, L
NN BRRENEF,

P2 Y=
& A LR requiredDropCapabilities Z30%E N ALL K EFRIBMFTEINEE.
15.1.3. 22t T XA R

RunAsUser

e MustRunAs - EZFZE& runAsUser, FAEEM runAsUser fENEVIME, FIXTECER
runAsUser F1{7551E,

MustRunAs 5 Br=fi

runAsUser:
type: MustRunAs
uid: <id>

e MustRunAsRange - IR EATISERE, NFEE LSKMEMNRKE, FRZKIMEFEHRIL
Ho FIAENARVFEHE TR,

MustRunAsRange 412 i B¢l

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - EZ Pod I#X N EH IS runAsUser EFHEFHE LH USER 35
. TIRHEINE,

MustRunAsNonRoot H Eia~#l

runAsUser:
type: MustRunAsNonRoot
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e RunAsAny - FEHEIME, SRITFEEEM runAsUser,

RunAsAny X653 F Bl

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs - MRAFEATISENE, NHEZEERE seLinuxOptions, £ seLinuxOptions {F
NERINE. FHX seLinuxOptions #4755 E,

e RunAsAny - N HEINE, SLITFIEEE(T seLinuxOptions,

SupplementalGroups

e MustRunAs - IRAMERTIDEE, NWHEEZEVEE—TEHE. ERE-CHANRIMEFEN
RONE. ¥ A SE BT R,

e RunAsAny - N RHEIME, SOITFIEEE(T supplementalGroups.

FSGroup

e MustRunAs - IR AERATISEE, NEBEEMEE—EH,. FRE—SEEARMRIMEERN
EIME, FIXE—NEEAME—A ID HTRIE,

e RunAsAny - N REEIME, SOIFIEEE( fsGroup ID.

15.1.4. #5145
MBI B SCC H) volumes T, REIRFESLIMMER, HWFBHAVHES RSN E L HIS RN

A
e awskElasticBlockStore
e azureDisk
e azureFile
o cephFS
e cinder
e configMap
e downwardAPI
e emptyDir

e fc
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https://kubernetes.io/docs/concepts/storage/volumes/#awselasticblockstore
https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
https://kubernetes.io/docs/concepts/storage/volumes/#azurefile
https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
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o flexVolume

o flocker

® gcePersistentDisk

e gitRepo

e glusterfs

® hostPath

® jscsi

® nfs

e persistentVolumeClaim

o photonPersistentDisk

e portworxVolume

® projected

e quobyte

® rbd

e scalelO

e secret

e storageos

e vsphereVolume

o * (RVFMERAMAESBSREN—MFIKIE)
e none (RUFEAMAEBSEEN—MFKIE. (CVAEREMEFL. )

NE SCC HEMRITBR/NEAR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

RTFBRBIRHALTTE, ENERELZHFIR OpenShift Container Platform B &R0
FTHREY,

P2y~
hEEERS, £ allowHostDirVolumePlugin &2 volumes FE&HHNE, #l40,

#NR allowHostDirVolumePlugin %} false, {B7E volumes FEXFRE 1T, NIRHER
volumes H# hostPath {E,

15.1.5. 4E A 24l
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https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
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https://kubernetes.io/docs/concepts/storage/volumes/#rbd
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B15E EBREM FTFXAR

FIA SCC By EA ##)R] LARYER T M 7 B9RE J1 SR 24 BRI 6122,

FSCCME, XEWRBEAEANZFIRZTURE LT XHRMNAFERURR—HEEN SCC, XA
HAR Pod EEHENEIRIN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCRAEMMAN FMMAFIEBIARARE. A%, MR Pod HE 7RSI, N
RVFHI SCC KA BRI AV RIBAT A LI,

EANFERLUTAEROE Pod WERAREMETX :
1. MRAEAAM SCC,
2. WEKERBENZ 2N ETOXEENFRE.
3. XA RARCREIERA R E,
INREN T REMLRES, NEER Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod /it SCC JIEB— 1D FER, UTROIFRBEEAHDFERLIINIE |

; X LR R TE S AT S Bo(E Y SRME £ T3,

FSGroup SCC %Hl&4 MustRunAs

#NR Pod E T fsGroup ID, % ID EFEIAM fsGroup ID, &, Pod A&MH1% SCC %Kik, MR
WE T —4 SCC,

#NR SecurityContextConstraints.fsGroup FE&#{EN RunAsAny, 3 H Pod Mg & T
Pod.spec.securityContext.fsGroup, NItLFEFBIANER, FRAR LIRS, Hi SCCREFRER
B4 EAME Pod FE&, M5 Pod KM,

SupplementalGroups SCC kB&> MustRunAs

INR Pod HIAEE LT —1 % 1 supplementalGroups ID, ] Pod B ID @A77 F v % Z2[A] 19
openshift.io/sa.scc.supplemental-groups ;K — ID, BN, Pod A&HI% SCC JiE, MR
WE T —1 SCC,

#NR SecurityContextConstraints.supplementalGroups FEXHI{E 5 RunAsAny, 3B Pod & &B&

T Pod.spec.securityContext.supplementalGroups, NILLFEBEIANER, FEEL LIRS, Hib
SCC#BETRERIEMEM Pod FE&, MMSE Pod KL,

15.1.6. £ £ T XA R
LM F TR (SCC) EA—MEELTFEE, ©RENIEAIREI22 2R I8 IFE KT B9HERE

HERPIEN 0 BRERAEMAER . nil (LEFBA T 0 HREMLEN. FBFH, HEREZH SCC RHEHBE
S EHEIHES,

WET—HAASCCE, SCCRRBUTANHEF :
1. &= i%Ed SCC HEHF.
2. MRMEHBZE, I SCCIRBRH MK ZIRFTHF.
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3. MNRMERFAREIMEEESE, N SCCIREBAMEEF,
BNBERT, BIAERHEEGM anyuid SCC £ SCCESFHERMEN, XAFEREEBITE
Pod B SecurityContext F135%E RunAsUser, LTI &19121T Pod,
15.2. X FHipELEM L TXARE
EANEHIZREFR R LM L TR (SCC) R LR M, XLERHRMACMBRER REETISERE
HIELE Pod BIETE SCC, B SCC SRBEEN ML T H SRS H T, BNRENTORE (B
F) 5 Pod M ERE, NiZ1TH Pod HE XHIARRE ID ERR&EAE.
LUF SCC S BUH# AILRHIZRE Pod & AR A E EHEN BRI EIE

1. RunAsUser FB%% MustRunAsRange BRI XBR/NHZAE, HEATH
openshift.io/sa.scc.uid-range ;¥ 2 EIETTSEE FEL,

2. SELinuxContext 5&E&5 MustRunAs B RXEJ. # ALK openshift.io/sa.scc.mcs 7 f#
FIEFR A,

3. FSGroup %k#& % MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &5 MustRunAs. A%, openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIREBREFSN Pod FREFLXENSHEFRARIME, RINEETFRMERSEK
Bg :

1. RunAsAny #1 MustRunAsNonRoot RIS iRIEBINE, MR Pod EESHIE, WA D, &b
NTE Pod HlA& A E SGXAMES

2. MustRunAs (Fi{E) RESIRHRZERIINME, Hla0, *FHID, BIfE Pod MIEENLTHE
B ID E, &RZERNMINSKERSHINE Pod BHH,

3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEENR/IVME. 5H(H MustRunAs
RIE—1F, RZERIMEKIASEEHIIEIZITH Pod AR, MIREFSERMKRETLURESZ N
Fl, CRRHEENE—MEENZRIME

INRn 4 22 7] ER1F7E openshift.io/sa.scc.supplemental-groups ;£ f#, Il FSGroup #1
SupplementalGroups k8% [CliE F| openshift.io/sa.scc.uid-range X2, IR EETE
£, MAFAIE SCC,

BIANERT, ET IR FSGroup REERAET EMNS/IMERN BN CHREERH
&, g0, wNRERERE LT 1/3, N FSGroup RRRFERS/NMEMSXNE 1EEHB
5. WNRESRIT FSGroup FERER SN, WLURENEREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;Ff2#EZ LUE S 2 fRIIRIIEKR, BN
<start>/<length =% <start>-<end>. openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,
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15.3. &M £ T xR
DFRBERT 22 M L TR (SCO) HAFMIERE -

A f# privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities:

%

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €}
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: 6
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext:
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller
volumes:

%

ﬂ Pod AT LUIE KBIIIEETIR, ZEIIRKRTAALIVFEREMINEE, MEHFEFAS * NIRIFERIIEE.
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INZEEM Pod BIKEINZHEEFIZR

FSGroup k8%, 1ERARLM ETXHIRTFE,

B[R]t SCC M4,

M pod ZFBIIEETIR, HE, EE ALL LLEFAEDRE,
runAsUser SRER X R, $5BAR L ETFXHRIFE.
seLinuxContext RE§ X R, 1AL L ETFXHRIFE.

supplementalGroups %, IEHRE L TXHRITFINTH,

9909990900

A7 Rt SCC WA,

SCC ##4 users #1 groups FERIRHIBENS 145 )1% SCC A 7, BRINBERT, SEHEENA. T RMuEE
FIBREIRF I SCC BT IRIINER, FREZN BDIRIERI A P #3% % 32 8R SCC B9 AR,

¥ E3X runAsUser % B&

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LRI Pod HERENZITEHAS IDI, MERKA UID B4 H It Pod B SCC RE, BHFEE
INMERT, ZMRSCCARENAMBETEMEIEMART, FUERIHARERFRSK - ER, #F
EXZHIERHEH, 2R SCC f£H MustRunAsRange R 2 R A BRI TE
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ;¥ RIBEFTEHEFE, RAEFRBIERH, &E, BHEH
runAsUser [EE FX—SBREPME—ME, MXHEUTIN, RN TEEBEFRASEE,

#H LR runAsUser XE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

12
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o RERSMK A=A #IRF N fFE—B 7 ID B SCC ij[RIARES, OpenShift Container Platform
FREZIERIZAF ID WA Pod. SCC AVMER ID. BFE—SEEM ID, SRFETFIHRNH
A 1D,

ERE X SELinux, fsGroup Fl#MFEHBER,

15.4. fliE L2 M E FXAR
&R LAE A OpenShift CLI (oc) fliEZRZ2M ETFX4ER (SCC) ,

SoREH
e % OpenShift CLI (oc) .

o LIEA cluster-admin &M 50 & K&EE,

Pk
1. 7£4 4 scc_admin.yaml #9 YAML XX 7E X SCC :

SecurityContextConstraints X &R E 3.

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

4, 1&A LLES F requiredDropCapabilities FE& % AR EHIEE EFH SCC M EINEE. AR
BIEEHWINERSMNARTER. EEHFMENEN, EEE ALL, filn, BEUE—1EHF
KILL. MKNOD %1 SYS_CHROOT Ih&E#) SCC, 5L FRIARMNEI SCC & &

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

p= Y=
IR BEFIH allowedCapabilities #1 requiredDropCapabilities FEIZHEE,

13
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CRI-O 3#F Docker X4 frEIME R T EE(E IR,

2. &

%SRBI SCC -

I $ oc create -f scc_admin.yaml

it

I securitycontextconstraints "scc-admin” created

e Ik SCC BT :

I $ oc get scc scc-admin

oA

NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

15.5. £ F A BN 2% LT RHIB Ui

&R LU SCC #8E A RBAC ALERRIBTIR, 1XHE, EAILUFEX SCCHBSERIRE W E—TEHEBEINE
B, BEEAS. HIRFKF 94 SCC AIREBNEREITSEH,

2 3

RTERN SCC DEATEUTE—FINp R ZE AR OIEH Pod: default. kube-
system. kube-public. openshift-node. openshift-infra. openshift, X644 %2 [HF
N Fiz1T pod SRS,

cak

ZFEHABI ST SCC MU, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<hamespace>

RERUTABE X :

kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

14

X
apiVersion: rbac.authorization.k8s.io/v1
rules:


https://docs.docker.com/engine/reference/run/#runtime-privilege-and-linux-capabilities

B15E EBREM FTFXAR

- apiGroups:
- security.openshift.io 6
resourceNames:
- scc-name ﬂ
resources:
- securitycontextconstraints 6
verbs:
- use

A BB,

FRE N AL ZER, BHRIEE, NEILN default,

B & SecurityContextConstraints FTJRH API 2H, 1 scc I§E N TR BIE Lo
Z1}j[FH SCC MR BI& TR,

foUF A F 1 resourceNames FE& 35 E SCC A MMHIFTIRZE LR,

QD000

|z R B B RIRENIA SRR,

YRS ERE A & B IXFEMHNIE, @it RoleBinding 5% ClusterRoleBinding 5 H 41 & 89 F (A 7T LUF
FA 7 E B9 SCC sce-name.

BT RBAC ETEMIEFAS, ELLEMETBEEAthITERT SCC VimiR, RIVERT,
AREGMATR SCC EIRERRIEST use, &3F restricted SCC,

15.6. Z2 M F TFTXARpTSE
I&AT LAE A OpenShift CLI (oc) LAl pZ £ £ T XK (SCO) ENEHL API X RIHATEL,

AN &R A cluster-admin FHF 8EEE SCC,

15.6.1. Sl H =2 &M F TFXXAR
REXH AT SCC FIZK -

I $ oc get scc

it Bl
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES
anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny 10 false
[configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
hostaccess false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim projected secret]
hostmount-anyuid false [] MustRunAs RunAsAny RunAsAny RunAsAny <nonex>
false [configMap downwardAP| emptyDir hostPath nfs persistentVolumeClaim projected
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secret]

hostnetwork false [] MustRunAs MustRunAsRange MustRunAs MustRunAs <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
node-exporter  false [] RunAsAny RunAsAny RunAsAny RunAsAny <none>
[']

nonroot false [] MustRunAs MustRunAsNonRoot RunAsAny RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]
privileged true [*] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[']

restricted false [] MustRunAs MustRunAsRange MustRunAs RunAsAny <none>
false [configMap downwardAPI emptyDir persistentVolumeClaim projected secret]

15.6.2. e EREM £ FXLR
EAMEERE SCCHIER, SN SCCRMAEMLERF . R .

a0, # 7 restricted SCC :
I $ oc describe scc restricted
A a1

Name: restricted
Priority: <none>
Access:
Users: <none> ﬂ
Groups: system:authenticatede
Settings:
Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS_CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange
UID: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

16



@ 5 scc RmBIB M ARSI
@ )i scc AL

BEAIGIRFREBE L SCC,

15.6.3. flifa% £t E TFTXAR
fitlk& sCC :

I $ oc delete scc <scc_name>

BHAEHREERIN SCC MILE,

gg% o
. MBEMBTE—BIASCC, BRSNS AL SCC,

15.6.4. B LM ETXAR
EHHIAM SCC :

I $ oc edit scc <scc_name>

£§§ i
' BERIHRBREEE Y SCC, EREHBEIL SCC MILE.

155 EHES M E TR
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%16 = & SYSTEM:ADMIN B~

16.1. API #&1}5

&R LABLE X OpenShift Container Platform API BJiEk, EEXRIINEEZEBTH—RAF. NIFESE
B, E&H Kubernetes X#4H By A 1 1H,

16.2. &4l SYSTEM:ADMIN F -

IRA] LR T B P AR ST, system:admin, XIHEE( 1R SERHEE AR,

i =3
o ERTH IR REN system:admin, EZTUTHE :

I $ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --user=<username>

R
LA AR LR YAML 3Rk35% F 184 system:admin BIFRR :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: <any_valid_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: sudoer
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: <username>

16.3. &4l SYSTEM:ADMIN 2H

L@ — MK system:admin A PR FEBESENRE, BAIEMSHIE -as=<user> --as-
group=<group1> --as-group=<group2> SH L& K ELHAH,

iR
o IE T KREIMEELE IR EN system:admin LUNA R IR, E2TUTHS :

$ oc create clusterrolebinding <any_valid_name> --clusterrole=sudoer --as=<user> \
--as-group=<group1> --as-group=<group2>

18
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$17=RE% LDAPH

%5 17 = [@% LDAP H

EREIEGR, WaERAREERS. BEMR, FmathE, EHAARTREUET A, #F
HIZ(%7E LDAP BRS523%. OpenShift Container Platform B LUSHX £ LDAP it 55 OpenShift
Container Platform RERICKEY, iLEREHERE—MIEEEEMA, OpenShift Container
Platform BRIZFFSHEALT =MB AR E LA G FEH LDAP BRF521H1THRY : RFC 2307,
Active Directory #1383 Active Directory,

B EEE LDAP WESIS S, HSHEE LDAP SHRMER,

, BB A cluster-admin £ F BERH4H,

17.1. X FEC& LDAP A%
1Ei217 LDAP A¥ 28I, BEZEE—TMESEBHEXX M. WXHIELLT LDAP B IHEEIFE :

o FTFiHEE LDAP RS BB E,
o KT IR LDAP fRSS 23T AR NE S BB %,

o TIEOIE NMEAMMEIFTIR, T OpenShift Container Platform 2H & #FBRETEI LDAP AR5 25
By,

BCE SRR BUR T RFEAMESR, Bl RFC 2307, Active Directory 3(1874# Active Directory.

LDAP & imlci&E

ELEHH LDAP B IRBCERR S E L5 LDAP IRS52809IEEE,

ELEH B LDAP B IRBCEER S E L5 LDAP IRS58x091E L,

LDAP &/ imBciE

@6@@0

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: password 6

insecure: false

ca: my-ldap-ca-bundle.crt 9

DL, FEESIEEM LDAP IRSS525H IP #hlt AR EEZMIRO, #%35 scheme://host:port,

AL AT D #E R TR (DN), FBYE4YPE DN, MIRF|EAIISFNFT BERRRAFSREIEMIZE, OpenShift
Container Platform &1 8 I,

RAFHERERE, MRBFBEAIFNFT EERRALSEIENIZZE, OpenShift Container Platform
KERALTL, WERAEIMELE, ARSI ST i,

7 false Iif, %% LDAP Idaps:// URL {1 TLS #4T:%#, FEHAF%%L LDAP Idap:// URL 2% H %
EITLS, HMtrue i, REXARSS2RIH1T TLS i, EF8EMEA Idaps:/ URL,

ATIIERTECE URL BIBRSSERIEPRIIEFBIRAE, NRHAZE, OpenShift Container Platform fF &
ARGEENRILT, KA insecure % false i F &5 F LI,

19
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LDAP &EifE X

ASEERATRSLSMERZBM LDAP TifjE Y 4HM., LDAP BIHHEAE L BURTF H¥EIE LDAP iR
P ERERK 01 TR S BB,

LDAP EifE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub g
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN ME R FFHIRR B XD XA DA (DN), EFRIEE B W, BhaLsE
B XA EF I,

EREERE, BXED) base. one F sub, MRKEX, NRED sub SEH, TRAPAHKIEEH
eI R

5 LDAP W £ <02 RT N, BRER never. search, base =X always, MEXE X, N
i\ always fE5| A&, FTRETHEIG XES| BTN,

P IRAI TR RBINS A PR(E (MR N AL o 0 R LR FimR.
B LDAP #R1$ER, WRREX, NEIL (objectClass=*).

AR S5 2N TTE R/N R ER K, LLLDAP SREHEE. MRy 0, AT AR 0T E 5L e K /)N PR
#l. HENRENRERESZ TEFHHMSHMANRTFIRER, FEXKED TR,

@@6@@0

5% 17.1. LDAP £ 3=36 kT

LDAP #5=5EH] ik

base B ERT N E WS EREA DN HHEMN R,

one E B R ENHE A DN B R — R ERIRR B X R,
sub ZEIRER R N E WA EHEA DN BB T,

* 17.2. LDAP BT H

fRsImTh

never MA#ES| A LDAP I sh BB 7] &
search (X fRB| A SR EIH 7 &

base NFEEHER RIS RS AR5,
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&5 miTh feid
always YR?AFRE| FA LDAP SRR BIMIRR B 5l &.
AP LB & FRBR G

FA P E B9 FRBRETBRHAYS OpenShift Container Platform HA9Z FRERETEIRI £ LDAP BRSS 88 L3EI
HHIME—PRIRRF, MR ERAEE YAML iEE. A E LHMS I LDAP RS SRFAENMIIE -1
B, &ENIEXLEHN—NFE, MR LDAP IRSSE LA SRB R E LHATRRE, BELSdfas
BIBIAIT AR ERIEE - OpenShift Container Platform ZH&FHIE 14,

R %8 B9 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

17.1.1. = F RFC 2307 B & 304

RFC 2307 R ERIEIRMRA F MHL BB LDAP HifE X, LURIE OpenShift Container Platform PIER
ILERHPRERE(NEME.

FERHEEE I, f&FE OpenShift Container Platform AR IR RAIBE Al D& AN B A T EmM
AP SEEAMNTER, Fa0, &idHEFIRERN OpenShift Container Platform 4HEIR /7, FHIFIZAEMN A
MREEREM, UTREXHARTXLEXR

' MEMEARSE TR, CHRBEXHAEFRAR.
5 RFC 2307 &= 8 LDAP FE4ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389 ﬂ
insecure: false 9
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn )
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZHI0 5580 LDAP AR5 25/ 1P bk F1E M.,

H false Bf, %&£ LDAP Idaps://URL ff/ TLS LmJ% FHEARL L LDAP Idap:// URL 2 FH%
B TLS, Mtrue B, ARNTARSS 21T TLS 1%, EFEEEMA Idaps:/ URL,

ME—HRiH LDAP BRSS 25 E4HRUE M. £ DN BT groupUIDAttribute i, 55538 E groupsQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

ZREHEMEM,
TIER A RS BB .

QDO O ®9O

ME—#iriH LDAP fRSS 23 LA BIE M. % DN FF userUIDAttribute B, f&JEi%38E usersQuery
ESR. BRMTIRALE, AR/ BRERFE,

Q OpenShift Container Platform ¢Hic 3k R B /E B - B IRE M.,

17.1.2. %F Active Directory Bt & 3014

Active Directory R ERIFIRMA LB M LDAP TifE X, MURIERER OpenShift Container
Platform HilsxHREREIIHEMN

FERHEEE I, f&FE OpenShift Container Platform AR AIERIERN RAIgEfF Al D& AN B A T EmM
AASEER AT, F0, & FiREiRi OpenShift Container Platform A9, {B:@1d LDAP
RS 28 EHUH AR E LHAM, UTREXHOE T IXLEXSR

{81 Active Directory B\ 8 LDAP R BCi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: [dap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | 9

ﬂ OpenShift Container Platform ¢Hic 3k R B /E B - LI E M.
@ FiEmABHEERA S R

17.1.3. X F 18 Active Directory Bt & X4

@55 Active Directory (augmented Active Directory) BXERMEIRMEHA R BMEHL BB LDAP &if
E X, BURIENES OpenShift Container Platform it kAR IHIE M,
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FEAFAER DL, f&7E OpenShift Container Platform HRAIERHN R A gefS al 22 M UANEER TE M
AFsEE AT, B0, BB FEMEFRIR OpenShift Container Platform 2B/, FIFIZAEME
MAEERAT. UTREXHUET XEXR,

{1855 Active Directory B\ # LDAP R4 B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | ﬂ

ME—17iH LDAP BRS5 28 EAARIEM. % DN FTF groupUIDAttribute B, f&TCiEH87E groupsQuery
WiEds. HEEITHEMELIE, EERERYE/ BREEAE,

EREHLHIEM.
OpenShift Container Platform 2Hid sk R/E A & E M,
TFRERR 51 AR (S SO B .

O00® 9

17.2.7217 LDAP [@%

QB TRSBEXHRE, EBALUFIAERYE . OpenShift Container Platform SRFEIE 5 R —IRSS 21T
ZMAERENESL,

17.2.1. & LDAP B 55235 OpenShift Container Platform [E%

& BT LU LDAP BR%535 ERIRRE 4H 5 OpenShift Container Platform [@#%,

FRFM
o UIBRRASEEXMH.

ik =5
o I LDAP RSS2 LHIFRAE LS OpenShift Container Platform A% :

I $ oc adm groups sync --sync-config=config.yaml --confirm

123



OpenShift Container Platform 4.8 A EFIZAY

MINERT, FMAHRTEEERZZZ1T (dry-run) , FILERKIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.2.2. I OpenShift Container Platform A5 LDAP k%5 2:E%

IR BT LLE % A B7E OpenShift Container Platform A S E XI5 E R LDAP ARSS 25 R H9ZHFE N R
B94H.,

SeRFMH
o SIRRASEEXMH.

AR

® ¥ OpenShift Container Platform 215 LDAP iR$58: B % :

I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm

MINERT, MEHARTEFEBZZZZ1T (dry-run) , ELESITE oc adm
groups sync 45 LIXE& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.2.3. I LDAP fR%5 25 LB9F2H 5 OpenShift Container Platform [@#%

IR LMER A& SR/ B R A, £ LDAP HBFE S OpenShift Container Platform B,
v ==

A LEAREHR XY, BRAXHIERAFTFEENERASE. BRAMBLHXXHD
MBTAE—MHE—HNAR, BUEZaSASGHPERSESREYFEE. XLHEN
EATFE LDAP fR5533 LB, LLRK OpenShift Container Platform R BFERAH,

SeRFMH
o UIRRASECEXMH.

AR

o 7 LDAP HMFES OpenShift Container Platform @, HEAUTE—®S :

$ oc adm groups sync --whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm
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$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--sync-config=config.yaml \
--confirm

$ oc adm groups sync <group_unique_identifier> \
--whitelist=<whitelist_file> \
--blacklist=<blacklist_file>\
--sync-config=config.yaml \
--confirm

$ oc adm groups sync --type=openshift \
--whitelist=<whitelist_file> \
--sync-config=config.yaml \
--confirm

BMINERT, FMAHRTEEERZZZ1T (dry-run) , FILERBIIE oc adm

groups sync 45 L& --confirm F1i&, FHEELX OpenShift Container
Platform ZH10 3%,

17.3. I21THIBEIES

INROIEER LDAP RS 2R LHNICKEARFE, EEAHAILLERM OpenShift Container Platform 103k
PRI LS, EEESNESHTRSESHERESREEXHUKRBZHHNBLE,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/