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1.1. OPENSHIFT CONTAINER PLATFORM A £ F1 Wk & 32 VE AR
ENEREIER, BOREREEE—ERITEARF1E OpenShift Container Platform 5£2%, HEURERSE
B, EREEN—LRRREFENRBEIUTHIT HNHLEREFTRM A, £ OpenShift Container
Platform /, EAILUNERBIITR S XM, UEEUERMNERERH.
IRTTIE R T EBERT 7510 etcd 2B ; eted & OpenShift Container Platform BIBE(EZE, ©SRIREAR

TR RIVIRE, eted FRERMERE PIEE XA B, 7£ OpenShift Container Platform &, &if
AT LAB H AR EEH) etcd FX A o
WIRFBERBRZTH, HLSthERER,

p= Y=

SRNIEPAERERRE—FE T, BAUXHER, HEIEBDERNZEMERE
B, BAKEBNRIHEIMN control plane IEH, BEMEBEMAIEHEZITR(CSR),

IR RERIBE OpenShift Container Platform JFo;A IR T TF89—LeIER, a0 :

o BME—NEERBLEEE TFNER, REANEMR (0077 StbEsk ML EEn) TEEE
T1E,

o MEHRMMIR T EBHPMELIHAR,
o RELKT K%ZH control plane E#Hl, MMEH eted HEEK,
Wi HARER eted HRER, 1R AT LUBT SRR E B 2 RIS RMIOERIRE

1.2. NERRF SR ERE

ERERBERR, ALUER OpenShift APl HETEIRRIT(OADP) R #14 #1Pk E1E OpenShift Container
Platform LizfTHIN TR

fH/ Velero 1.7, 1RIRMAZEFMNE &2 FHIKE Kubernetes FHRMAERHitR, OADP fERRIRT Restic
REMMRERFAESPV), HIHEIHEE OADP Ik,

1.2.1. OADP Z3K
OADP BLITEK :
o EILLEA cluster-admin A& &M B9 5%,
o BB ARTHEMEMINREN, LMUTEHREZ—
o OpenShift Data Foundation
© Amazon Web Services
o Microsoft Azure

o Google Cloud Platform


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#graceful-shutdown-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#backup-etcd
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#graceful-restart-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#dr-recovering-expired-certs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#dr-restoring-cluster-state
https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-features_oadp-features-plugins
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o S3EBXNREFHE

B

S3 T??ﬁ%E’JCIoudStorageAPl,\E MR INEE. RTINS INEE xQImE}“‘nn AR 55
Tthil (SLA) X<, BB REHATE, AEFHETETIMERFEREN %ﬁ
ARG ThE _Il«/lﬁﬁﬁ)j?zeil_tﬁﬁ%ﬁﬁ’ﬂﬂﬁb, HENKEF LM BRRERGEL

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

o EFfARE&EMDPY, & M\?Jﬁﬁ?\ﬁﬁi'&ﬂ” API 9= 6#, =& Z%F Container Storage
Interface(CSI)IRER, #ILATHEN

o  Amazon Web Services
o Microsoft Azure
o Google Cloud Platform

o ¥ CSIREBMIT=TFE, 0 Ceph RBD 5 Ceph FS

o =
' NREFBFEAIRBED PV, ALAER Restic, iXH OADP Operator &%,

1.2.2. FFIRE N AER
& AT L&Y )2 Backup BE LHTR(CR) RAMNARRF. EA LB T &%
® Backup hooks, EFDIRIEZRIKZEIETTER
e Scheduled backups

® Restic backups

B L@ ] — > Restore CR EIRE N BRERF. EaILUBLE restore hook, LUMETE init Fassk i TR
FAZSHIZITHR,


https://access.redhat.com/support/offerings/techpreview/
https://restic.net/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-creating-backup-cr_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-creating-backup-hooks_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-scheduling-backups_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-creating-restore-cr_restoring-applications
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-creating-restore-hooks_restoring-applications

B 2E REMXHKRF

B2 8 REMRFKE

AR T REXHRHNT R, HTFEFIETIRRRANERR, SRR ImN XHRE.

2.1, Foo RS

o TEXMIERFAIINIT eted 19,

2.2. R EEEE
ERI 2R AR X IER, LEREERER,

pa -

EHUARERAEN—FRXMER, FHEZeTUERER. ZEXBPE—FF, &
BHEHRITH,

e

FeREH
o ATLUFAEA cluster-admin B&IAE iR EE,

o T eted &1

BE
PATLLRAZRISS BT eted &40, MEEERKFBREEMAEN AT URE S
¥,

it =
1 MNREE KK AKX R, EREILH T HANBE A,

$ oc -n openshift-kube-apiserver-operator get secret kube-apiserver-to-kubelet-signer -o
jsonpath='{.metadata.annotations.auth\.openshift\.io/certificate-not-after}'

=1

I 2022-08-05T14:37:50Zuser@user:~ $ @)

ﬂ NBREHALUERER, HITNERENBRNCAIEEERH, SKEFELN, TEHE
EF RN IBRNIE R BIEK (CSR) RIS kubelet IEH,

2. RHERHPHME T R, EHLUMEHNER Web & 5TRlILIEE, SHEDTLUTE

$ for node in $(oc get nodes -0 jsonpath="{.items[*].metadata.name}'); do oc debug
node/${node} -- chroot /host shutdown -h 1; done
ﬂ -h 1 XL FRTE control-plane 17 sk BT A LARFEERINT ] (LA BN EALD) o N TFER
10 MNHEL T RHAREER, FEIXEN 10 2WHEKNE, LHRERAMEITET REBEX
Zils


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#backing-up-etcd-data_backup-etcd
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Starting pod/ip-10-0-130-169us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:17 UTC, use 'shutdown -c' to cancel.

Removing debug pod ...
Starting pod/ip-10-0-150-116us-east-2computeinternal-debug ...

To use host binaries, run “chroot /host
Shutdown scheduled for Mon 2021-09-13 09:36:29 UTC, use 'shutdown -c' to cancel.

ERUTAEXAHT /AL pod ZE£Z 1L, M DEIERITEI AT REM,
TR AR EF A EE KPR IA] -

$ for node in $(oc get nodes -0 jsonpath="{.items[*]. metadata.name}'); do oc
debug node/${node} -- chroot /host shutdown -h 10; done

_ pa -3
FEXMAET, NEEHEZE OpenShift Container Platform Hrfi 5 BIFRAE pod B9

control plane T s (BFRH master TV )

SHETEAMNTRREEHERR, VEESBCHNIFEME, MRRNEELT
YE MR E B X HBIHEZ control plane T 58, MEEEE control
plane T mIMC N AIHE, REEHFTILUEHRIEE T,

3. XA BRENERKII, MAEREFED LDAP RS 2. EHTRIFRNES B EMEI X
=B

HbBHR
o EHERER


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#graceful-restart-cluster

BIEEBERER
AR T E RS R E E R,
REEEHEEBNAALES T, ETERENBMCRERTHEIARE, A :
o EALiTRRRH etcd HIBHAA
o DEREAEREE AL T R
o BHIEEAY

MREBRTERE, ERRBUTSR ME D LEIHEERS,

3.1 EREHE
o DXL XMERE,

3.2. B KR
B L EERRETEXTRERE.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o LR RIXERERFER,

Pt =
. BB, WAERTERESK LDAP ARSS 25

2. FAIFRERELE.
FERESENRIMERN A XSG, FIIIMHNER Web #H& E 51185,

FZR/FRN10 980, RFREHEE control plane TT | (HBFFH master TTm) BRRE,
3. WIEFRA control plane 7 &R S 7ELE .
I $ oc get nodes - node-role.kubernetes.io/master

INRREH Ready, WML TFHIE AR, N control plane T REFL :

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 75m v1.21.0
ip-10-0-170-223.ec2.internal Ready master 75m v1.21.0
ip-10-0-211-16.ec2.internal Ready master 75m v1.21.0

4. AR control plane T AL, FEEEAFHAEIERZEZIEK (CSR).

a. FREXHHEI CSR AU -

I $ oc get csr


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#dr-restoring-cluster-state
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#graceful-shutdown-cluster
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b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR BI& R,

c. EBIMEMRHICSR :
I $ oc adm certificate approve <csr_name>
5. 7E control plane T RELZE G, FLUEFRE worker T REB B,
I $ oc get nodes - node-role.kubernetes.io/worker
RSN Ready, fATFIR, NIHKER worker TR BFLEE ¢

NAME STATUS ROLES AGE VERSION
ip-10-0-179-95.ec2.internal Ready worker 64m v1.21.0
ip-10-0-182-134.ec2.internal Ready worker 64m v1.21.0
ip-10-0-250-100.ec2.internal Ready worker 64m v1.21.0

6. IR worker T AR, HRERTAFIENIERZERAIER(CSR),
a. KEXHAET CSR AU :

I $ oc get csr
b. EF—1 CSRMIFHERUEIIHELRAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR B4R,

c. #EFPEMHICSR:

I $ oc adm certificate approve <csr_name>

7. BIERHESEIERE.

a. MEZLBEBRNHERE Operator,
I $ oc get clusteroperators

i€ %8 DEGRADED 54 True B9% ¥ Operator,

NAME VERSION AVAILABLE PROGRESSING DEGRADED
SINCE

authentication 48.0 True False False

cloud-credential 4.8.0 True False False

cluster-autoscaler 48.0 True False False

config-operator 48.0 True False False



console 4.8.0 True False False 62m
csi-snapshot-controller 48.0 True False False 66m
dns 48.0 True False False  76m

etcd 48.0 True False False  76m

b. KMEMA T REELT Ready K :
I $ oc get nodes
KRERE T AR ESZ2E H Ready,

NAME STATUS ROLES AGE VERSION
ip-10-0-168-251.ec2.internal Ready master 82m v1.21.0
ip-10-0-170-223.ec2.internal Ready master 82m v1.21.0
ip-10-0-179-95.ec2.internal Ready worker 70m v1.21.0
ip-10-0-182-134.ec2.internal Ready worker 70m v1.21.0
ip-10-0-211-16.ec2.internal Ready master 82m v1.21.0
ip-10-0-250-100.ec2.internal Ready worker 69m v1.21.0

MRKBHITREWRTD), EAIRFEMEA eted F2KRIKERE

Hi 5w
o MREBHEBREERRITERERZT, HEHHMER MRTHISERT,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#dr-restoring-cluster-state
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4.1. OADP INEEFHHE
OpenShift API I FT#IBIR I (OADP)IhAE, AL T &R E N AR,

EIAFRMHE Velero BB SR ERHNFEEM, FHEHDFIRE OpenShift Container Platform B,

4.1.1. OADP IfifE
OpenShift API F F#IE R (OADP) X #LA T ThEE :

Backup

B U RERTHWRAE TR, SEETLIRER, SRR E TR,

OADP &1 ¥ Kubernetes X R A ERFRRIRTE NI RIFHE LRI FR TR AP Kubernetes XTRFA
iR, OADP [FRREHRIR API S@id BEEMEE O (CSH BB IRBR LMD IFAMESPV). HFAR
TRIRBOSHNE, OADP {8 Restic &9 BHRH PV #iE,

e

BRI LUME D FIRE TR PV, ERURESMPHMANR, HEREGRZEFR. PV HirZEdiE
RE IR R,

VAR
& m] LU 18 E 89 B BR 1 B 7515
Hook
& A LUEF hook 1E pod EMIRZHIZITMIS, 40 fsfreeze LUFRLE SR, EATLUSF hook BRiE N

EEDRIRE 2 BIHZEIZ1T. RE hook FTLUTE init BB BIZEARFIZT.
4.1.2. OADP f&E{f

AT HIERYT(OADP)EY OpenShift API Rt T S BN BISR B BIRIA Velero i, UFF&MHMIKE
1B1F, BRI LUIRYE Velero TEMOIR B E LM

OADP £/ OpenShift Container Platform #JR &9 #0 Container Storage Interface(CSI)RERIZ 4L T 1
1,

¥ 4.1. OADP &

OADP & TheE
aws FERANREEGHINRE AWS S3
Kubernetes ¥4,
FERRBEOIRES, AWS EBS
azure FERNREESHNRE Microsoft Azure Blob Zfi#
Kubernetes ¥4,
FERREEDNRES, Microsoft Azure B IEHIREEL

10


https://velero.io/docs/v1.7/custom-plugins/

B 45 NARFEHMKE

gcp FERANREREEONRE Google Cloud Storage
Kubernetes %4,
FERARBEMHHIKRE S, Google Compute Engine ik
openshift FERANREEEONRE X RIFHE
OpenShift Container Platform #f
g, [
csi E/ CS| B & pikE S, 2 X CSIRIR T TFHE
. WH.

2. csiffEE{#ER Velero CSl beta [REE API,

4.1.3. %F OADP Velero ¥
I Velero I, A LIERE FFhL BB -
o ER\THRIFEN
o BT IEM
FiFh KB IE A ED R AT ER), (BAZHAFBAEVEBE— DS RNEELE.

4.1.3.1. Bk Velero =N AHHH
LR E 2P EE oadp_vialphal_dpa.yaml TR, ERILIZREZELLTEIA Velero TN M4 -
® aws (Amazon Web Services)
e gcp (Google Cloud Platform)
® azure (Microsoft Azure)
e openshift (OpenShift Velero plugin)
e csi(Container Storage Interface)
e kubevirt (KubeVirt)
EEE IS, EELITE oadp_vialphal_dpa.yaml X435 ErF B RIEIAIE S,
AN B e

LUF .yaml XHS%% openshift. aws. azure #1 gcp 4 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: dpa-sample

1


https://velero.io/docs/main/csi/
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spec:
configuration:

velero:
defaultPlugins:
- openshift
- aws
- azure

-gcep

41.3.2. HE X Velero &t

IR 7EER EHA R BB oadp_vialphal_dpa.yaml X, @54

EELEoN

EEE IS, K LITE oadp_vialphal_dpa.yaml X418 ErFEH B E UiEH.

B

LAF .yaml X &% E1AB openshift, azure 1 gcp i, UR—1BEE LEH, HEFH custom-
plugin-example #1¥%{%& quay.io/example-repo/custom-velero-plugin :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:

velero:

defaultPlugins:

- openshift

- azure

-gcp

customPlugins:

- name: custom-plugin-example
image: quay.io/example-repo/custom-velero-plugin

4.2. RZEHMBLE OADP

4.2.1. x F &% OADP

ENEREER, EALLRIT %% OADP Operator EANHIRRT(OADP)ZR % OpenShift API, OADP

Operator &% Velero 1.7,

FE %P Kubernetes BHRFMANE R, DI REFHRFESMMAE, WATEMREZ—:

12

Amazon Web Services
Microsoft Azure
Google Cloud Platform
ESVSENTPS

S3 AN RFNE, 0 Noobaa Bk Minio

EifY RGBT E LI E X Velero


https://velero.io/docs/v1.7/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-mcg

B 45 NARFEHMKE

BF

S3 ##{#H CloudStorage APl R /\ZE MRARTRBIThEE. AT IREE x?Iﬁlaf‘nnHE
Tethill (SLA) ¥, HINBEWREHAFTE. LT HEELEIMEREREN, %ﬁ
ARINEINE Tklﬁ!ﬂi)*’?miﬂ!ﬂ%ﬁﬁ’]lﬂﬁb, HENSEF LM BRIRHRBE L.

BRIABRATI I REXRSEEFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

Al AR A IR BR K Restic &2 FFAMESB(PV),

EFRARBED PV, EBUHA—DIRFERERRE API 3 Container Storage Interface(CSI)RIBE = AL
i, MAT=HNEz—

e Amazon Web Services

® Microsoft Azure

e Google Cloud Platform

o R CSIREBM=HNF, #0 OpenShift Container Storage
MREH SRV AAZFFIRR, HEBHEMER NFS, B LUER Restic #13N ARRE.
BRI LR F RS I DI — 1 Secret W R, ARBEREHBERT N ARRE.
Hith BHiR

o Velero X4 E R B AR B A B,

4.2.2. 77 Amazon Web Services H{THIE RN R &EFEE OpenShift API

IR LIRS %k OADP Operator, 7/ Velero BB AWS, ARELEHRFERITN ARRE, LT A Amazon
Web Services(AWS)BI#IE{RT (OADP)H] OpenShift API,

5

S3 kY CIoudStorageAPI,\E MRARTRBIZhEE. FATIREE x?Ifllaf‘nnHE
Tthil (SLA) ¥, HINBEWREHATE. LT HEEEIMEREREN, %ﬁ
ARINEINE Tklﬁﬁﬁ)*’?miﬁ!ﬂi%ﬁﬁ’]lﬂﬁb, HENSEFLMBRIRHR RN

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

BEZRMLEIMEH %S OADP Operator, &8 e 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLEHER Operator Lifecycle Manager,

4.2.2.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.8 £ %%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FoRFM

13


https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-azure
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-gcp
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#installing-oadp-ocs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#oadp-backing-up-applications-restic_backing-up-applications
https://velero.io/docs/v1.7/locations/
https://access.redhat.com/support/offerings/techpreview/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-restricted-networks
https://velero.io/docs/v1.7/
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o W HLLER cluster-admin F R F 19 & %,

it

1. £ OpenShift Container Platform Web #£#|&H, ifi Operators —» OperatorHub,
2. {8/ Filter by keyword F & & % OADP Operator,

3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1 %% Operator,

5. = Operators - Installed Operators % F &%,

4.2.2.2. Bdi® Amazon Web Services S3

IR BT LU Amazon Web Services (AWS) S3 Zfi#HRECE 7 Migration Toolkit for Containers (MTC) B
SHIGE,

FoRFM
o AWS S3 fFi#@ I B AR B AR SR BT 1A,
o 1BWMINZET AWS CLI,
o MRMHEARBESITE -
o ®AFTIA] EC2 Elastic Block Storage (EBS).
o RIBMEKEMIMTR—XE,
o RMBIMERVIBERERMNEFEZE,
o FERMBIIFRBRE,
% =3
1. DI AWS S3 7 1iEH@ :

$ aws s3api create-bucket \
~-bucket <bucket> \ @)
--region <bucket_region> g

Q 1BE S3 A&,
Q 1E%E S3 Fi#M X, fI40 us-east-1.

2. A& IAM B F velero :

I $ aws iam create-user --user-name velero
3. fI|E EC2 EBS [REBERE :

I $ cat > velero-ec2-snapshot-policy.json <<EOF

14


https://aws.amazon.com/cli/

{

"Version": "2012-10-17",
"Statement”: |

]
}

EOF

{

}

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"

4. N—NEFA S3 FEHEROIE AWS S3 15| 5RHE :

$ cat > velero-s3-policy.json <<EOF

{

"Version": "2012-10-17",
"Statement”: |

]
}

EOF

{

}

"Effect": "Allow",

"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::<bucket>/*" 0

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket>"

]

WIFAR, 1KHEE * MARFHRAM, WTHIR

B 45 NARFEHMKE

RF A — S3 FEREIT IR, IHEEFHERAN. ERTIE AWS S3 FFi#iaN
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Ll N |
"Resource": |
"arn:aws:s3:::*"

5. 1 EC2 EBS ZRE&KI ANE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

6. F AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. 7 velero f|& 1/ [R| #45A :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ
"AccessKeyld": <AWS_ACCESS_KEY_ID> 9

}
}

8. fi|# credentials-velero 34 :

$ cat << EOF > ./credentials-velero

[default]

aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>
EOF

TEREHIRRT N AR, B LU#EA credentials-velero XX {45 AWS 1| Secret &,
4.2.2.3. QBB TFHHHIRBAERN secret

NRGERBERNEIL, BRI ERMIREBAELE— Secret X &K.

Secret BIEK1\ &5 cloud-credentials.

FRFH
o XNREFEMMEEMHLMERERNZIL

o RN Velero BEB X R 1765,
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o BNLLE YR NN REFEMEAIE— credentials-velero XX 14,

DataProtectionApplication BE Y FJR(CR)FEZE—1 Secret i {TRE., MR%
B8 spec.backupLocations.credential.name &, i< HEKIAEFR,

MNREAREIRESMDMUBSIRRMAE, NATFEHEZ credentials-velero X401
A BIN BT Secret,

Pt =
o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1EZ % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.2.2.3.1. AIRENF RS LB X IFACE secret
INRIEF DR BAIBFERTRENEIE, KA LIE credentials-velero XA {|2 HMAMNE B E,

RIE, EALLEIE—A Secret X RF7E DataProtectionApplication B E L ¥R(CR)FIEEEEBESE.

Pt =
. FRESMMRBABEMNRIIEEENE— credentials-velero X, I TFHIFTR :

[backupStorage]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

[volumeSnapshot]
aws_access_key_id=<AWS_ACCESS_KEY_ID>
aws_secret_access_key=<AWS_SECRET_ACCESS_KEY>

2. {#M credentials-velero 2 #41l|% Secret XI5 :

$ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. 1£ DataProtectionApplication CR FRINESES, 0 FHIF® :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- name: default

17
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velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
config:
region: us-east-1
profile: "backupStorage"
credential:
key: cloud
name: cloud-credentials
snapshotLocations:
- name: default
velero:
provider: aws
config:
region: us-west-2
profile: "volumeSnapshot"

4.2.2.4 BEEEBURRTT N BAER
EA LLUEC B Velero FHRAEFHIEEBEE S CAIEP,

4.2.2.4.1.%i& Velero CPU HIREL S

& 7] L@ 4w DataProtectionApplication B 7 X HR(CR)E .3 4 Velero pod i%& CPU HINFS
[

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

it =

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

limits:
cpu: "1" ﬂ
memory: 512Mi g

requests:
cpu: 500m 6
memory: 256Mi ﬂ

18
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W millicpus 2% CPU HItigEE. BRIAEH 500m = 1 CPU HT,
@ =il 512Mmi

© MM 500m = 1 CPU #3T,

@ =il 256Mi

42242 . ]3AB%4% CAIED

R i@ s 4w DataProtectionApplication B E X HR(CR)EH R AN REFMHERABE® CAES, KL
B LE SR JIA A& AL 25 BE S

FRFM

o RNIZET OpenShift API for Data Protection(OADP)Operator,

Y=

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %4 #0
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 167 Base46 JifidH CA IFHFHE,

Q TN false EZEF SSL/TLS R4,

4225 ZEBEFRTNRERF
& L@ A2 DataProtectionApplication API BYSEf5l S &2 2 SRR N FAFEFE (DPA),

FRFH

o R iiZ% OADP Operator,

19
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it =

20

BTN RV E Y SR ALE.

INRFEARBRED PV, =HNENIIERFRAERE API 5 Container Storage Interface(CSI)

MR ERFRBAEFEABRNEIE, S50 521\ &F5 cloud-credentials B Secret.

MREMIMRBAEFERRRAEIE, N/iEBEIAELFR cloud-credentials I/ —1
Secret, EHEE& MR BLAEZIEHIRIIEESE,

NBREAEELREIRRAIEESHBIRRAE, EHLUFERZ credentials-velero
X G2k Secret, HNREEEIN Secret, ZEEIFKRIN,

. = Operators - Installed Operators 3£ OADP Operator,
. 7£ Provided APIs T, = DataProtectionApplication ¥/ Create 3,

. 2 YAML View 7 E#7 DataProtectionApplication ;&S5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- openshift ﬂ
- aws
restic:
enable: true 9
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket_name> 6
prefix: <prefix>
config:
region: <region>
profile: "default”
credential:
key: cloud
name: cloud-credentials 6
snapshotLocations: G
- name: default
velero:
provider: aws
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config:

region: <region> ﬂ
profile: "default”

openshift iH4 2B, FHEFE OpenShift Container Platform &8 E &3 F11k 8 4 22
Il

IR B Restic ik, B false, Restic BE—NTFIH2E, XEKEZE worker
T m#&BiZ1TA Restic pod. &R LLET/E Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D

BEFERIFEHEMNEMUE. MREHERTZ Velero &M% BEMEIE, BRIEE—

ML
MRFEEATSNEM, HH Velero #1018 E—18IZ, 10 velero,

EELOBER Secret M REVEF, WMREBHREXIME, NEAIRKIME cloud-
credentials, MREIEET BE XL, NERABELAFEITEMME,

INRIBMER CSIRIRK Restic &2 PV, NAFEREERRLUE.,

o9 60 6 o O —

REBALE IS PV L FRE— K,

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s
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NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.2.5.1. ¥t DataProtectionApplication CR H1/3H CSI

& 7] LATE DataProtectionApplication B Y %T/R(CR)A /5 A Container Storage Interface(CSI) R &%
BFAMS, LUMER CSIRBEMDIFAMS,

FoRFM
THNVBERIS R CSIRIR,

it

Yw%E DataProtectionApplication CR, 1 TFHIFiR

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
spec:

configuration:

velero:
defaultPlugins:
- openshift
- csi

featureFlags:

- EnableCS! @

ﬂ A0 csi gkl}\?ﬂi—'{q:

g 10 EnableCSI ThEEIT &,

4.2.3. 71 Microsoft Azure BB R REFIECE OpenShift API

1 A] L@ T %ok OADP Operator, 4 Velero BEE Azure, REREHIEBRI N ATER, M Microsoft
Azure &% OpenShift API for Data ProtectionP,

BF

S3 kY CIoudStorageAPI,\E NRARTATZNEE. BARTIIIRE R LG ARG F
Tl (SLA) ¥, BYseaeH T, AIEFHEREIMEREREN], XL
ARINEINE TME%F’&EW%%&E’JIM& HENSEF LM BRIRHR RN

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

EEZRMAEAIMEFRRE OADP Operator, & /TE 2 FABIAM OperatorHub JRFF45%1& Operator B
Ko FIEHSHEZRMLZEHER Operator Lifecycle Manager,

4.2.3.1.

22
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B 45 NARFEHMKE

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.8 £ %%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeRE M
o MNFLLER cluster-admin F R B9 &5,

Pt

1. 7£ OpenShift Container Platform Web 25/, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F & &% OADP Operator,

3. %% OADP Operator # = Install,

4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators % F &%,

4.2.3.2. Bdi& Microsoft Azure Blob

& T LU Microsoft Azure Blob 77 A 23EC & v Migration Toolkit for Containers (MTC) BIEHI 6%,

FERFZFH
o MIAIEHR Azure FHEMK 7,

o MMM BRET Azure CLI,
® Azure Blob TFfif & 25/ AT AR AN B R 8RB 17,
o INREFERRBEHISE :
o SEMBIFEREEMINI TR — X,
o RFIBMEKENIEEHERNEMHE,
o FAMNMEREBHRE
iz

%i& AZURE_RESOURCE_GROUP % £ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. AIE Azure R4 :

I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ
ﬂ BEAME,

3. %i& AZURE_STORAGE_ACCOUNT_ID % :

23
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I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEIK T -

$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID\
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS \
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. {8 BLOB_CONTAINER % & :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2s :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. IRERERENR IR B

$ AZURE_STORAGE_ACCOUNT_ACCESS_KEY="az storage account keys list \
--account-name $AZURE_STORAGE_ACCOUNT_ID \
--query "[?keyName == 'key1'].value" -o tsv’

8. fi|# credentials-velero 314 :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}

AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_STORAGE_ACCOUNT_ACCESS_KEY=${AZURE_STORAGE_ACCOUNT_ACCES
S_KEY} @

AZURE_CLOUD_NAME=AzurePublicCloud

EOF

ﬂ WHE, 1NR credentials-velero X4+ R B SRS EEREIE, NFEEEFHDAEHR,

L% Data Protection N8I, EHALUE credentials-velero 3244 Azure ]2 Secret Xt
e

4.233. HIBATHHOMREBAIEN secret
MEFRAERMEIE, ETUNERHIRBAEE— Secret % &,

24
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Secret H92k1\ & F1/ cloud-credentials-azure,

FeREH
o NREMM=EMMIERBERNEIL,
o iR Velero BB & X S 174E,
o BNLLEYMIR I NN REFEEAIE— credentials-velero XX 14,
= -

DataProtectionApplication BE Y FJR(CR)FEZE—1 Secret i {TRE%E., MR%
B8 spec.backupLocations.credential.name &, &5 FAEKIAEFR,

MNREAREIRESMDMUESIRRAE, NATFEHEZ credentials-velero X412
A BRI\ B TR Secret,

Pt =
o fFERABINZTROIE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

1EZ % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:#5|F,

4.2.3.3.1. AFENED kS LB FEIEECE secret
MREMEDMREMBEERARMEILE, E0ZH Secret X4 :

o BEFRTENAMMEMRAIE Secret. BE L &H7E DataProtectionApplication B & X FR(CR)
# spec.backupLocations HH357E,

o HHEILLTF cloud-credentials-azure HJIRBE{I & Secret, Lt Secret N7t
DataProtectionApplication CR H3§%E,

Pk =
1. NIENTHENENIRBAESEZE— credentials-velero XX 4,

2. FRBRIARHNIRIRAECZE Secret :

$ oc create secret generic cloud-credentials-azure -n openshift-adp --from-file
cloud=credentials-velero

3. NIEHXSTREMAUIB—NETEPAIER credentials-velero XX,
4. FHBEE LA NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

25
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5. [ E B E X &R Secret 7 10%I DataProtectionApplication CR #1, #1TFHIFF® :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY

credential:
key: cloud
name: <custom_secret> ﬂ

provider: azure

default: true

objectStorage:
bucket: <bucket_name>
prefix: <prefix>

snapshotLocations:
- velero:

config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”

name: default

provider: azure

Q BEEBE LA EPAIE Secret,

4.23.4. BBEBEART N RERF
EA LUEC B Velero FHRAEFH/IEHEBEE S CA LT,

4.2.3.4.1. % & Velero CPU MINEFSH S

& 7] L@ 4w DataProtectionApplication B 7 X HR(CR)EH.3€ 4 Velero pod i%& CPU HINFS
[

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FHRI{E, M TFHIFFT :

I apiVersion: oadp.openshift.io/vialphai

26
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kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

limits:
cpu: "1" ﬂ
memory: 512Mi g

requests:
cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3 CPU BTHIEEE. FIAE 500m =k 1 CPU #.T,

ZIAE N 512Mi.
2R\ &y 500m = 1 CPU #7T,
ZRIAE - 256Mi,

4.2.3.4.2. FAB%ES CAEH

B 45 NARFEHMKE

R i@ 4w DataProtectionApplication B E X HR(CR)EH R AN REFHERABE®R CAES, KL
B LE SR JIA A& WA 25 BE S

FRFH

it

IR RET OpenShift API for Data Protection(OADP)Operator,

“%i%5 DataProtectionApplication CR ;& #. Ay
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

spec:

backupLocations:

- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>

caCert: <base64_encoded_cert_string> ﬂ
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config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 JifidH CA IEHFHE,
Q TN false SREF SSL/TLS R4,

4.2.3.5. REBIEFRT N ARER
1A LE T 08 DataProtectionApplication API #9552 S 8RR I B B2 (DPA).

FRFM

o BJi% % OADP Operator,
o MIIN RIFMEERE N D LE.

o MRMARBREMD PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

o MMREFMIILIBMABMFBERANEILL, BUI0ETHERIAZT cloud-credentials-azure B9
Secret,

o MREMMRBLABRBAENEIE, BWHHOIEMA Secret :

o WAEMMUENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR 1,

o HAHAEKIALZM cloud-credentials-azure # secret, FATIRIBIE, X/ Secret 1T
DataProtectionApplication CR F#%5|F,

MRER ALK IRRPIEESFDHIRBAE, ERILUERZ credentials-
velero X402 2K\ Secret, IMNREHF %ﬂw)\ Secret, ZIEFKN,

it

1. == Operators — Installed Operators #1%#: OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:
- azure

28
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- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
config:
resourceGroup: <azure_resource_group> 6
storageAccount: <azure_storage_account_id>
subscriptionld: <azure_subscription_id>
storageAccountKeyEnvVar: AZURE_STORAGE_ACCOUNT_ACCESS_KEY
credential:
key: cloud
name: cloud-credentials-azure G
provider: azure
default: true
objectStorage:
bucket: <bucket _name> ﬂ
prefix: <prefix> 6
snapshotLocations:
- velero:
config:
resourceGroup: <azure_resource_group>
subscriptionld: <azure_subscription_id>
incremental: "true”
name: default
provider: azure

openshift iH 42K, FEEFE OpenShift Container Platform &8 E &3 #1118 4 22
[578

IR B Restic &k, B false, Restic BE—NTFH2E, XEKEZE worker
T m#&BiZ1TA Restic pod. &R LLENTIE Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D
87 Azure ¥R,
187 Azure FHATKF 1D,

7€ Azure 1[5 ID,

MRS EIEEX/ME, N{FEAZRIAE cloud-credentials-azure, MNEREIEETHE L E
o, NFERBE LA HFITERAIE.

BEFERIFEHEMNEMUE. MREERTZ Velero &M% BEMEIE, BRIEE—

NI

MREFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

90 &9 996006 O o

INRIBMERA CSIRIRK Restic &2 PV, NAFEREERRLUE.,

4. = Create,

5. @it EE OADP HIREIIERE :
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I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.3.5.1. £ DataProtectionApplication CR /2 CSI

& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FoRFM
o SHNFIMAIZR CSIRER,

it =

30

e %k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift
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-csiﬂ

featureFlags:
- EnableCS! @)

ﬂ A0 csi gkl}\?ﬂi—'{q:

g 10 EnableCSI ThEEFT &Ko

4.2.4. REZFEE OpenShift APl LLi#1T Google Cloud Platform BJEIEFR
&) LLE S %% OADP Operator, i Velero B2 GCP, ABREHIERIIN B, £ Google
Cloud Platform(GCP)%%& OpenShift API for Data Protection(GCP)s,

B5E

S3 T??ﬁ%B’JCIoudStorageAPl,\E MRARTRBIThEE. FATIREE x?Illlaf‘nn ARS5
Tthil (SLA) ¥, HINBEWREHATE. LT HEELEIMEREREN, %ﬁ
ARINEINE _JLMEFHF&ELJU%%EE’JHJH&, HENSEFLMBRIRHR RN

BRIABRATIREXRSEEFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

EEZRMAEAIMEFRRE OADP Operator, & ITE L2 FABIAM OperatorHub JRFHF45%1& Operator B
Ko FIEHSHEZRMLHER Operator Lifecycle Manager,

4.2.4.1. &% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.8 £ %%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

SR M
o mNIILIEA cluster-admin R A F B & %,

it =

1. 7£ OpenShift Container Platform Web 25/, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F &% OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators % F &%,

4.2.4.2. Bgi& Google Cloud Platform

&8I LLf$ Google Cloud Platform (GCP) fFi&MBECE Y Migration Toolkit for Containers (MTC) FIE &
)ﬁo
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SR EAE
o AWS S3 7B AT AR B 7 8RB 714,
o EWARET gsutil,
o MBEMARBEHE
o B TR TR — K 8.
o JEAIE FFERL B HERNERE,
o BhEELISHREBER

i =
1. &xE gsutil:
I $ gsutil init
Ll N

Welcome! This command will take you through the configuration of gcloud.
Your current configuration has been set to: [defauli]
To continue, you must login. Would you like to login (Y/n)?
2. 1%i& BUCKET &£ :
I $ BUCKET=<bucket> )

Q EEFIER R,

3. BIRTEIEN -

I $ gsutil mb gs://$BUCKET/
4. ¥ PROJECT_ID ZFEXE NEREERIIE :

I $ PROJECT_ID="gcloud config get-value project’
5. B/ velero IAM RS/

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

6. | SERVICE_ACCOUNT_EMAIL £ :

$ SERVICE_ACCOUNT_EMAIL="gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)”
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7. 01 ROLE_PERMISSIONS % & :

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)
8. i velero.server BE XA :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

9. MIE R IAM SEREHPE
$ gcloud projects add-iam-policy-binding $PROJECT _ID \

--member serviceAccount:$SERVICE_ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

10. B IAM BREMKF -
I $ gsutil iam ch serviceAccount:3SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}
1. 9 1AM BRSSP BB 3R B X 81 B X B credentials-velero {4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

1E %% Data Protection Application &, &7 LA{#F credentials-velero 3X {475 GCP fljE
Secret I &,

4.2.4.3. EZATF SO HIRBAIER secret
MR FEREREL, BTN RARBRAAECZE— Secret X R,

Secret B9EKIA & TN cloud-credentials-gcp,

FeREH
o NREMMTEMMIERBERNEIL,
o N Velero BRB X R IFHE,

o BNLLE YR NN REFEEAIE— credentials-velero XX 14,

it =
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o fFERABINZFROIE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

1L % Data Protection Application K, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:#5|F,

4.2.4.3.1. A FRENEF B E LB ZIFACE secret
MBIENEDMIREMBERFTRBNEIE, HOEH Secret 4 :

o EHEENAMMEDAIE Secret, BE X AT DataProtectionApplication B E X R (CR)
B spec.backupLocations Ht 15 7E,

o HHMILLZ cloud-credentials-gcp FIR BRI E Secret, It Secret ~1E
DataProtectionApplication CR 15 €.

P =
1. WIENENENRRAEGE— credentials-velero XX 14,

2. FRBRIARHARIRAECZE Secret :

$ oc create secret generic cloud-credentials-gcp -n openshift-adp --from-file
cloud=credentials-velero

3. NIEBSTREMAUIEBR— N TP AIER credentials-velero XX,
4. FHBEE LA NEMDALIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE L& Secret 7R INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>
snapshotLocations:
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- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1

Q BEBE LA EPAIE Secret,

4.2.4.4 BBEBURGRITNMNBAERF
EA LUEC B Velero FHRAEFH/IEHEBEE S CAIEF,

4.2.4.4.1. %18 Velero CPU HIRES S

& 7] L@t 4w DataProtectionApplication B 7 X HR(CR)E 3 4 Velero pod i%& CPU HINFS
[

FRFM

o BEET OpenShift API for Data Protection(OADP)Operator,

i

e %k DataProtectionApplication CR & H.HY
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

limits:
cpu: "1" ﬂ
memory: 512Mi g

requests:
cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3% CPU BITHIEEE. FIAE 500m =k 1 CPU #.T,
BRNEN 512Mi,
ZRIA{E 500m =% 1 CPU #.7g,

0009

ZIAE H 256Mi,
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4.2.4.4.2. ]3AB%4& CAEH

R i@ YW DataProtectionApplication B E X HR(CR)E # R AN RFMHEE R B%® CAIES,

B Lk AR AU A 2B BIUE

FRFM

o BJEET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 L CA IEHFHE,

Q WA false SRZEF SSL/TLS R4,

4245 REBREREATMNAERF
& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 2 #UIR IR I N FAF2FE (DPA),

FRFMH

o RN EEE OADP Operator,

=

o BN REFMHECE N FIDLE,

DS

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)

1R B
AN o

o MREFMIMRBAEBFEAERNEIE, BAIAIETHBINAF cloud-credentials-gcp #Y

Secret,
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o MRFMMRBLABFERFRMNEIE, BUAOZENA Secret :

o WAEMMUENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR &,

o HHEILELF cloud-credentials-gcp B secret, FFIRBAIE, X1 Secret R{E
DataProtectionApplication CR F#%5|F,

MRIER ALK IRRPIEESTDNIRBAE, ERILUIERZ credentials-
velero X402 2K\ Secret, WEREZEEIA Secret, LK,

iz
1. = Operators — Installed Operators F1%# OADP Operator.
2. 7£ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F 5 #7 DataProtectionApplication ;5 SIS 5] :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:

configuration:

velero:
defaultPlugins:

-gcep
- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: cloud-credentials-gcp 6
objectStorage:
bucket: <bucket_name> ﬂ
prefix: <prefix> 9
snapshotLocations:
- velero:
provider: gcp
default: true
config:
project: <project>
snapshotLocation: us-west1 ﬂ

openshift iH4E 2 TH, FEEFE OpenShift Container Platform &8 E &2 #1118 4 22
[578
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2]

OS90® 0 o

MR EE M Restic 23, %E ) false, Restic BBE—NTFIFHEE, XEKES worker
T m#&BiZ1TA Restic pod. &R LLETIE Backup CR AN

MRHRBREXME, NEREIAE cloud-credentials-gep. IMREIEE T BE L&A,
NMEF B & LMt T & A&,

EEFERIFENEMNEMUE. MREHERTZ Velero #00% BEMHEIE, BRIEE—

NI
MRFEEATSNEM, HH Velero #01EE—18IZ, 10 velero,
INRIBMER CSIRIRSK Restic &2 PV, NAFEREERRLUE.,

REBALE RIS PV L FRE— K,

4. = Create,

5. @it EE OADP HIREIERE :

$ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2 Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.4.5.1. £ DataProtectionApplication CR /3 CSI
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& 7] LATE DataProtectionApplication B Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LMER CSIRBEMDIFAMS,
SoRFEH

o LN EW ISR CSIRIER,

it

e %k DataProtectionApplication CR, I FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

-csiﬂ

featureFlags:
- EnableCS! @)

© 7 csi Bt

Q 51 EnableCSI SHEEHT .

4.2.5. REMECE OpenShift API LLi#1T Google Cloud Platform FIUIEIFT

I&A LB %24% OADP Operator, fll# Secret IR, AELZERBIBEFRITNARRE, REZWHE Multicloud
Object Gateway(MCG)HI#IE{RIT(OADP)HI OpenShift API,

MCG 2 OpenShift Container Storage(OCS)M—/NH M, EATLUE MCG BRE N
DataProtectionApplication B & Y ¥R (CR)FHFDLE.

BF

S3 % CloudStorage API R 2—MATI M IIRE, AT INEERRLLNE ™ MRS F
Zthil (SLA) ¥, BYeaH T, AT HEREIMEREREN], XL
ARIRBEThEE AT LAME AR IR BIX R BIEE, HENSEFLMBRRH KRR L.

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

MBRENSHNEERRERE AP, BERERBAMAE, MEBENSHNERIZFIRE, NEEFES
NFS, e LUER Restic &,

ISR FETE Restic =% Container Storage Interface(CSI)Ri&# DataProtectionApplication CR 15 E IR
RBAE,

BEZRMLEIMEH %L OADP Operator, &8 5t 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLHER Operator Lifecycle Manager,
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4.2.5.1. 2% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.8 £ %%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNFLLESH cluster-admin F R A B9 &5,

Pt

1. £ OpenShift Container Platform Web #£#|&H, ifi Operators » OperatorHub,
2. {8/ Filter by keyword F &% OADP Operator,

3. #%$¥ OADP Operator # = Install,
4. = Install 7£ openshift-adp i B f1% % Operator,

5. = Operators - Installed Operators 4 F &%,

4252 BBEEZ =X RMX

& Bl LA 4 OpenShift Container Storage Operator, F4$— Multi-Cloud Object Gateway (MCG) 7
i#HBECE N Migration Toolkit for Containers (MTC) BYE &I 4%,

4.2.5.2.1. Z% OpenShift Container Storage Operator

& LLM OperatorHub &% OpenShift Container Storage Operator,

iz

1. £ OpenShift Container Platform Web #£#|&H, ifi Operators - OperatorHub,

2. {#F Filter by keyword (&fIf} OCS) K&k OpenShift Container Storage Operator,
%% OpenShift Container Storage Operator 35 Install,
% — Update Channel. Installation Mode #1 Approval Strategy.

5. mifi Install,
1E Installed Operators TIE®, OpenShift Container Storage Operator & H7E openshift-
storage B H, KEH Succeeded,

4.2.5.2.2. il Multi-Cloud Object Gateway #Zfi5#H

& A LLBIJE Multi-Cloud Object Gateway (MCG) F#EMBEE LR (CR) .

it

1. &%EF| OpenShift Container Platform 2% :

I $ oc login -u <username>
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2. FRALLTRALIZE NooBaa CR EZE XX+, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: <noobaa>
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 g

memory: 1Gi

QO TR KR, ERLUSEIN 0.1,

3. fl|# NooBaa %% :

I $ oc create -f noobaa.yml

4. HEALLTRZELIE BackingStore CR EZE X+, bs.yml :

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <mcg_backing_store>
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: <volume_size> g
storageClass: <storage_class> 6

type: pv-pool
ﬂ EEFAMSLPNBHE.
@ fsEBmAA, BN 50Gi.
© EEEiEE, mgp2.

5. /% BackingStore X% :

I $ oc create -f bs.yml
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6. FEALLTARALE BucketClass CR EZ& XX+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <mcg_bucket_class>
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- <mcg_backing_store>
placement: Spread

7. 1)]E BucketClass % :

I $ oc create -f bc.yml

8. FALLTHALIE ObjectBucketClaim CR EZiESC {4, obc.yml :

1.

42

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: <bucket>
namespace: openshift-storage
spec:
bucketName: <bucket> ﬂ
storageClassName: <storage_class>
additionalConfig:
bucketclass: <mcg_bucket_class>

Q ILKFE MTC web 121 & FR AN E B 77 i# R B0 R iR R R,

. fl/Z ObjectBucketClaim %% :

I $ oc create -f obc.yml

ISR R ORI F2 LSS IE ObjectBucketClaim B9IR %25y Bound :

I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRRERR 28,
RERFHDRLATE, BENERIFEEERINE MTC web #RHI & FZiXL1E -

o S3ifM:
I $ oc get route -n openshift-storage s3

® S3 provider access key:
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$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_ACCESS_KEY_ID }}' | base64 --decode

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_SECRET_ACCESS_KEY }}' | base64 --decode

4.2.53. IR FH O HRBAERN secret
NRFEAEREL, BTN RFARBRAAECZE— Secret R,

Secret BIEK1\ &5 cloud-credentials.

FeREH
o NREMM=EMMIERBERNEIL,
o RN Velero BB X R 1FHE,

o HNLLE YR NN REFEMEAIE— credentials-velero XX 14,

o fFERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application B, secret 21 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.253.1. AIRENE PRSI ERIFACE secret
MBERANEMIRE B ERARNENEIE, HEUEF Secret 75 :

o EHEENAMMEDAIE Secret, BE L AFRE DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o THEILELF cloud-credentials HIRIRAIE Secret. Lt Secret Rt
DataProtectionApplication CR 15 €.

it =

1. NIEHENENRRAECE— credentials-velero XX 14,

2. FRBRIARHARIRAE 2 Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. NIEHSREMAUIB— DT AP AIER credentials-velero XX,
4. FHBE LA NEMDAIIELE Secret :
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I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A B E X &M Secret 7R INZE| DataProtectionApplication CR &, 0 FAIFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- aws
- openshift
restic:
enable: true
backupLocations:
- velero:
config:
profile: "default"
region: minio
s3Url: <url>
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: <custom_secret>ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>

ﬂ BEBE LA EPAIE Secret,

4.25.4. BB EBIRAET N HER
EA LUEC B Velero FHRAEFH/IEEBEE S CAIEP,

4.2.5.4.1.%i& Velero CPU HfIRFELHAC

& 7] L@ 4w DataProtectionApplication B 7€ X FR(CR)EH34 Velero pod i% & CPU fINFS
[

FRFH

o B ET OpenShift API for Data Protection(OADP)Operator,
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o Zi%H DataProtectionApplication CR j& 5.8
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

limits:
cpu: "1" ﬂ
memory: 512Mi g

requests:
cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3% CPU BITH1EEE. FIAE 500m =k 1 CPU #.T,
BIED 512Mi,

BRIAMEH 500m % 1 CPU HiT,

BAAE 256Mi,

0009

4.25.4.2. ] FAB%E%A CAIEH

R i@ 4w DataProtectionApplication B E X HIR(CR)EHR AN REFMHERABE®R CAES, KL
B LE SR JIA A& WA 25 BE S

FoRFM

o RNIZEET OpenShift API for Data Protection(OADP)Operator,

it

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config 44 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
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objectStorage:

bucket: <bucket>

prefix: <prefix>

caCert: <base64_encoded_cert_string> ﬂ
config:

insecureSkipTLSVerify: "false"

Q 16 E Base46 JifidH CA IEHFHFE,
Q TN false RZFE SSL/TLS R4,

4255 REHERT N AER

& L@ A2 DataProtectionApplication AP| BYSEf5l S &2 5 SRR N FAFEFE (DPA),

SeRFH
o BiJi%%E OADP Operator,
o MMM RIFHEERE N S LE.

o MRMARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|*/ \O

o MMREFMIILIBABMFBERANEILL, BUIGETHERIAGAT cloud-credentials #J Secret,
o MBEMIMRBLABFEATBMNEIE, EOTOIEH Secret :

o WARMMUENHETE XAMH secret, EATLUFIL Secret FRANZE!
DataProtectionApplication CR .,

o W HEILNELTFR cloud-credentials # secret, FATFIREBAIE, X1 Secret ZHTE
DataProtectionApplication CR #%5|F,

MRER ALK IEPIEESFDHIRBAE, ERILUERZ credentials-
velero X4 022K\ Secret, IMNREHF %kw)\ Secret, TR,

Pk
1. 5= Operators — Installed Operators #1%#% OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create 5L,

3. = YAML View # ¥ #7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>

namespace: openshift-adp
spec:
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configuration:
velero:
defaultPlugins:
- aws
- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
config:
profile: "default”
region: minio
s3Url: <url> @)
insecureSkipTLSVerify: "true"
s3ForcePathStyle: "true"
provider: aws
default: true
credential:
key: cloud
name: cloud-credentials ﬂ
objectStorage:
bucket: <bucket_name> 6

prefix: <prefix> G

openshift iH 42 TH, FEEFE OpenShift Container Platform &8 E &3 F11k 8 4 22
I8,

IR B Restic &k, B false, Restic BE—NFIH2E, XEKEZE worker
T m#&BiZ1TA Restic pod. &R LLET/E Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TED.

187E S3 s B9 URL,

INREBEEXME, NEMABIME cloud-credentials, MRMEIEE 7 BE L&, NIE
RBE AT EMIE,

EEFERIFEHEDEMUE. MREERTZ Velero #0M% BEMEIE, BRIEE—

NI

® 060 O 9o

O NREHEEATSIEM, HK Velero FHIEE—TEIZ, 40 velero,

4. = Create,
5. BT EE OADP HiRFEL &L :

I $ oc get all -n openshift-adp

i Bl
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
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pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE

daemonset.apps/restic 3 3 3 3 3 <none> 96s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.5.5.1. £ DataProtectionApplication CR F/Z i CSI

& 7] LATE DataProtectionApplication B Y %T/E(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM
TNV EF CSIRER,

it =

48

“%i%5 DataProtectionApplication CR, 1 TFHIFFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:

velero:
defaultPlugins:
- openshift
- CSi ﬂ

featureFlags:

- EnableCS! @)

© 7 csiBtiEL.

Q 51 EnableCSI SHEEHT .
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4.2.6. /) OpenShift Container Storage FIEIE{R I Z L& FBLE OpenShift API

& e LU Z24% OADP Operator FECE A M BEFIREBAIE, &1 &% OpenShift Container
Storage(OCS)Z& % OpenShift API for Data Protection(OADP), #AJG, EELEMIRFET N AR,

&0l LA7E DataProtectionApplication B X FFIR(CR)FIF Multicloud Object Gateway S{E{a S3 &R
M REFMERE N FPE.

BF

S3 % CloudStorage API R 2— MARTIMIIIRE, KA INRERRLLNE ™ MRS F
Jethil (SLA) ¥, BYseaeH T, AIETHEREIMEREREN], XL
ARIMBEThee AT LUME A IR BIX A BIEE, HENSEFLAMBRRH KRR L.

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

MRSV EERREIRE API, &7 LL7E DataProtectionApplication CR ¥ =7z fi# Bl & 1 R BRI
B, MAFEEN Restic 3 Container Storage Interface(CSI) R R15 E IR IR,

BIEZIRMLEIME %L OADP Operator, &8 e 2 FAEIARI OperatorHub JRF & Operator B
Ko FIEHSHEZRMLEHER Operator Lifecycle Manager,

4.2.6.1. %% OADP Operator

& BT LUEF Operator Lifecycle Manager(OLM)TE OpenShift Container Platform 4.8 £ %%& Data
Protection(OADP)Operator #J OpenShift API,

OADP Operator &% Velero 1.7,

FeREH
o MNHLLER cluster-admin H R D&,

it

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators » OperatorHub,
2. {8/ Filter by keyword F &% OADP Operator,

3. #%$¥ OADP Operator # = Install,

4. = Install 7£ openshift-adp i B F1% % Operator,

5. = Operators - Installed Operators 4 iF &%,

==
=% OADP Operator [5, MRTHNEXZFRERR AP, SN REBRE N SDAIE,
SEENIRRBAE.

RSN BA IR, HEFERZ NFS, BRILUEA Restic A% 1D, Restic THE
RIRAIE.
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4.2.6.2. QAT H B HIRBAIEM secret
MREAERMNEIE, BTN ERFIRBAIEQZE— Secret X &K,
Secret BB\ &F5 4 cloud-credentials, FRIEIENEDEMBENFEIRE T RAE S,

FeREH
o NREMMTEMMIERBERNEIL,
o RN Velero BEB X R 1765,

o HIMLLE YR NN REFEMEAIE— credentials-velero XX 14,

o fERABINZTROIE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

1L % Data Protection Application B, secret 27 DataProtectionApplication CR 4
spec.backupLocations.credential H:# 5|,

4.2.6.2.1. ARENE RS M EXIFACE secret
MBS MIRE B ERATEMNEIE, HUEH Secret W5 :

o EHBEENAMMEDAIE Secret, BE AT DataProtectionApplication B E X FR(CR)
B spec.backupLocations H: 15 7E,

o T HEILELF cloud-credentials HIRIRAIE Secret. Lt Secret Rt
DataProtectionApplication CR F15E.

pri% =
1. WIEHENENRRAERE— credentials-velero XX 14,

2. FRBRIARHARIRAECZE Secret :

I $ oc create secret generic cloud-credentials -n openshift-adp --from-file cloud=credentials-
velero

3. NIEHXSTREMAUIE—DNE TP AIER credentials-velero XX,
4. FHBE LG NEDAIIELE Secret :

I $ oc create secret generic <custom_secret> -n openshift-adp --from-file cloud=credentials-
velero

5. ¥ A BE L& Secret 7~ INZE| DataProtectionApplication CR /1, 0 R :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

50



B 45 NARFEHMKE

metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- CSi
- openshift
featureFlags:
- EnableCSl
restic:
enable: true
backupLocations:
- velero:
provider: gcp
default: true
credential:
key: cloud
name: <custom_secret> ﬂ
objectStorage:
bucket: <bucket_name>
prefix: <prefix>

Q BEEBE LA EPAIE Secret,

4.2.6.3. B EBIRAT N HER
EA LUEC B Velero FHRAEFHIEEBEE L CA L,

4.2.6.3.1.1%i& Velero CPU fIRFELHAC

& 7] L@ 4wk DataProtectionApplication B 7 X HR(CR)EH.34 Velero pod i%& CPU HINEFS
i,

FRFH

o BEET OpenShift API for Data Protection(OADP)Operator,

iy =

o % DataProtectionApplication CR & H.#
spec.configuration.velero.podConfig.ResourceAllocations H:FRI{E, M TFHIFFT :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

configuration:
velero:
podConfig:
resourceAllocations:

51



OpenShift Container Platform 4.8 £ {31tk &

limits:

cpu:"1" @)
memory: 512Mi g
requests:

cpu: 500m 6
memory: 256Mi ﬂ

£ millicpus 3% CPU BITHIEEE. FIAEH 500m =k 1 CPU #.T,
BIED 512Mi,

BRIAMEH 500m % 1 CPU T,

BAAE 256Mi,

0009

4.2.6.3.2.]GHB%E®A CAIUES

R i@ 4w DataProtectionApplication B E X HR(CR)E H R AN RFMHEE A B%®A CAIES,
B LE SR A A& WA 25 2 BE

FRFH

o REET OpenShift API for Data Protection(OADP)Operator,

it =

e %k DataProtectionApplication CR & H.HY
spec.backupLocations.velero.objectStorage.caCert %440
spec.backupLocations.velero.config £X :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: <dpa_sample>
spec:

backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: <bucket>
prefix: <prefix>
caCert: <base64_encoded_cert_string> ﬂ
config:
insecureSkipTLSVerify: "false"

Q 16 E Base46 il CA IE HFHE,

Q WA false SRZEF SSL/TLS R4,

52
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4.2.6.4. REBERT N AERF
157 L@ 02 DataProtectionApplication API 895151 S 22 S IR R I N FF2E (DPA).

SeRFH
o RJi%E OADP Operator,
o MIINN RIFMHEERE N SR LE.

o MRMBARBREM PV, THNEMIZIFRAEIRER API 5 Container Storage Interface(CSI)
’|*/ \Q

o MMREFMIILIBABMFBERANEILL, BUIGETHERIAGT cloud-credentials #J Secret,
o MBEMIMRBLABFATBMNEIE, EOHTOIEH Secret :

o WAEMUENHETE XEZMH secret, EATLUFIL Secret FRiNZE!
DataProtectionApplication CR .,

o HHBIALZH cloud-credentials #J secret, BT IRIBAIE, X/ Secret ZETE
DataProtectionApplication CR F#%5|F,

MRIEREBAELREIRPIBEESTDHIRBAE, ERILUERZ credentials-
velero X432 2K\ Secret, &D%/x‘ﬁ_%w)\ Secret, TR,

it =

1. == Operators — Installed Operators #1%#: OADP Operator,
2. £ Provided APIs T, = DataProtectionApplication {E##J Create SZfl,

3. = YAML View F5E#7 DataProtectionApplication ;5 IS5 :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: <dpa_sample>
namespace: openshift-adp
spec:
configuration:
velero:
defaultPlugins:
- gcp <.>
- csi<.>
- openshift ﬂ
restic:
enable: true 9
backupLocations:
- velero:
provider: gcp 6
default: true
credential:
key: cloud
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54

Q® o6 o 09

name: <default_secret> ﬂ
objectStorage:
bucket: <bucket_name> 6

prefix: <prefix> G
NEMENPEEERIAES, Mgep (WREA) .

INREMA CSIRIB&D PV, 1HIEE csi BiIATEM. csii@FER Velero CSlbeta 12
APl, ERFERERRALE,

openshift iH4 2B, FEEFE OpenShift Container Platform &8 E &3 F11k 8 4 22
[578

MR EE M Restic 23, %E ) false, Restic BBE—NTFIHEE, XEKES worker

T m#&BiZ1TA Restic pod. &R LLENTIE Backup CR AN
spec.defaultVolumesToRestic: true EEZ & Restic LA TE D

8 E SRR,

IMRFFBINEG R T AP IRMERER, EJh Secret 35 E EMBEIAEZTR, 10 cloud-
credentials-gcp, MARMTIEET BE LA, NERBEE LEZIMETEDME, NREXE
8 7€ Secret & FR, N{FEABIARTR,

EEFERIFEHEMNEMUE. MREHERTZ Velero #0M% BEMEIE, BRIEE—

GIE <8

MRFEEATSNEM, HH Velero #0EE—18IZ, 10 velero,

. = Create,

5. @it EE OADP HIREIIERE :

I $ oc get all -n openshift-adp

ot Ll
NAME READY STATUS RESTARTS AGE
pod/oadp-operator-controller-manager-67d9494d47-618z8 2/2  Running 0 2m8s
pod/oadp-velero-sample-1-aws-registry-5d6968cbdd-d5w9k 1/1 Running 0 95s
pod/restic-9cg4q 1/1 Running 0 94s
pod/restic-m4lts 1/1 Running 0 94s
pod/restic-pvakr 1/1 Running 0 95s
pod/velero-588db7{655-n842v 1/1 Running 0 95s
NAME TYPE CLUSTER-IP EXTERNAL-IP

PORT(S) AGE

service/oadp-operator-controller-manager-metrics-service ClusterlP 172.30.70.140
<none> 8443/TCP 2m8s

service/oadp-velero-sample-1-aws-registry-svc ClusterlP  172.30.130.230 <none>
5000/TCP 95s

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE
SELECTOR AGE
daemonset.apps/restic 3 3 3 3 3 <none> 96s


https://velero.io/docs/main/csi/
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NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/oadp-operator-controller-manager  1/1 1 1 2m9s
deployment.apps/oadp-velero-sample-1-aws-registry 1/1 1 1 96s
deployment.apps/velero 11 1 1 96s

NAME DESIRED CURRENT READY AGE
replicaset.apps/oadp-operator-controller-manager-67d9494d47 1 1 1 2m9s
replicaset.apps/oadp-velero-sample-1-aws-registry-5d6968cbdd 1 1 1 96s
replicaset.apps/velero-588db7{655 1 1 1 96s

4.2.6.4.1. 1£ DataProtectionApplication CR #/Z F CSI

& 7] LATE DataProtectionApplication B Y %T/R(CR)A /5 A Container Storage Interface(CSI) R #&1{%
BFAMS, LUMER CSIRBEMDIFAMS,

FRFM
o SN EIMAIZR CSIHRER,

it

e ’i%E DataProtectionApplication CR, 1 FHIFR :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication

spec:
configuration:
velero:
defaultPlugins:
- openshift

- CSi ﬂ
featureFlags:
- EnableCS! @)

© 7 csi Bt

Q 51 EnableCSI SHEEHT .

4.2.7. NIRRT EE; OpenShift API

& A L@ i Bk OADP Operator 3 E1%; OpenShift API for Data Protection(OADP), 1EIEIES 4 MEEE
P& Operator,

4.3. FpFRE

4.3.1. PN ARRF
& L& ]2 Backup BE LHIR(CR) &M MARR.
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Backup CR 7y Kubernetes HIRFIMNERHM (S3 X REFME) M/FAMSBPV)QIREHXHE, MR
P {FE A RAE R API 2k Container Storage Interface(CSI) IR, %0 OpenShift Container Storage
4, MERLER, HSH CSIBIRE,

BE

S3 #fi## CloudStorage API R 2—MARTIMIIIRE, AT INRER R LG MRS F
Jthil (SLA) ¥, BYseaeH T, AIETHEREIMEREREN], XL
ARIMBEThEE AT LME R IR BIX R BIEE, HENSEFLAMBRRHRBEE L.

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

MRENHNEERRE R API 52 #F Container Storage Interface(CSI)[#H2, il Backup CR &it
BB RBREDFALSE, NFEFELER, 1ES OpenShift Container Platform XA4FR CSI| &R B84
5I;RO

MREHNTHNEAZFFIRR, SKEBNRARFRAT NFSEIBBESF, ErILUER Restic B &7,

&R LLAIER backup hook, LMBEE&EMPIRIERAINZEIZITRT.

XA LR IT 832 — 4 Schedule CR A2 Backup CR EHE &5,

4.3.1.1. &4 CR
RET L@ 02 Backup &9 B E XL HHR(CR)EE1D Kubernetes #f&k. RIEREEGINEZ AL (PV),

FeREM

o (R%E T HIERI (OADP)Operator B OpenShift AP,

e DataProtectionApplication CR /it F Ready 75,

o HIRMIBIREMN -
o BRWIN Velero BLi& S3 X RIFfE.
o {&¥J1E DataProtectionApplication CR FEE T — MNER I B,

o REBAIBSREMN :
o MM HNFENIIEBREMRIE APl 52 FF Container Storage Interface(CSI)IRER,
o XIF CSIIRER, EuFitEZ—1 VolumeSnapshotClass CR 35t CSI IK5hierz,

o &R/I1E DataProtectionApplication CR BB T —NEBLE.

1. ¥:5% backupStorageLocations CR :

I $ oc get backupStoragelLocations

it Bl
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NAME PHASE LAST VALIDATED
velero-sample-1  Available 11s 31m

2. flj#— Backup CR, I TFHIF= :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
labels:
velero.io/storage-location: default
namespace: openshift-adp
spec:
hooks: {}
includedNamespaces:
- <namespace> ﬂ
storagelLocation: <velero-sample-1> g
ttl: 720h0mO0s

ﬂ EEE &R KA,

Q 157 backupStorageLocations CR FJ£#F,

3. 451k Backup CR BREZE S Completed :

AGE DEFAULT

B 45 NARFEHMKE

I $ oc get backup -n openshift-adp <backup> -0 jsonpath='{.status.phase}'

4312 {8 CSIRBEHRFALS

7£0/3 Backup CR B, EALLE T 012 VolumeSnapshotClass B E X ¥R(CR)E XM CSI IK5hF2
F, {#F Container Storage Interface(CSHIRIB &N FFA MRS,

FRFH

THNVBERIS R CSIRIR,

e {R¥Ji1E DataProtectionApplication CR #1/ZF CSl,

it =

e {I|# VolumeSnapshotClass CR, 1 Al :

Ceph RBD

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
deletionPolicy: Retain
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"

snapshotter: openshift-storage.rbd.csi.ceph.com

driver: openshift-storage.rbd.csi.ceph.com
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parameters:
clusterID: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-rbd-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Ceph FS

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: openshift-storage.cephfs.csi.ceph.com
deletionPolicy: Retain
parameters:
clusterlD: openshift-storage
csi.storage.k8s.io/snapshotter-secret-name: rook-csi-cephfs-provisioner
csi.storage.k8s.io/snapshotter-secret-namespace: openshift-storage

Hib =4t rE

apiVersion: snapshot.storage.k8s.io/v1
kind: VolumeSnapshotClass
metadata:
name: <volume_snapshot_class_name>
labels:
velero.io/csi-volumesnapshot-class: "true"
driver: <csi_driver>
deletionPolicy: Retain

7E, E=LLAIE—1 Backup CR.

4.3.1.3. {§[ Restic &N AERF
1 A] LB JeiE &0 B E X HTIR(CR) 3 fE A Restic Backup %R, PERE RN A M B E1D Kubernetes

LZ\‘;/ NO
IR EE7E DataProtectionApplication CR g EIRIRAIE,
FERFH

o (R%E AT HIERRI (OADP)Operator B OpenShift AP,

o R EESF DataProtectionApplication CR ##4 spec.configuration.restic.enable % &7 false
SZ IR Restic RE%,

e DataProtectionApplication CR %/t F Ready K75,

it =

e %k Backup CR, #TFHIFFR :

I apiVersion: velero.io/v1
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kind: Backup
metadata:
name: <backup>
labels:

velero.io/storage-location: default

namespace: openshift-adp
spec:

defaultVolumesToRestic: true ﬂ

Q % defaultVolumesToRestic: true 7INE spec B,

4.3.1.4. il & hook
T Ym0 B E LR (CR)E 4 E Backup hook LATE pod HiZ{THIA S HIZITM S,

& mr Lo

£ pod 1281217 Pre hook, TE&2/EiZ1T Post hook,

=

L=

e 1% Backup CR B9 spec.hooks A7 hook, 0 TFHIFRT :

apiVersion: velero.io/v1
kind: Backup
metadata:
name: <backup>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector: 6
matchLabels:
app: velero
component: server
pre: ﬂ

- exec:

container: <container> 6

command:
- /bin/funame G
--a

onError: Fail
timeout: 30s

post: @

B 45 NARFEHMKE
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hook N FRBIER & 2[RI #H., MBEBIREXME, N hook ERFAMEBEMRAZENH,
BAl, pod 2ME—ZFFHHIR,

A% @ kb hook (& A F SR EFER LEC RN &R

P RIEIZITH hook #4H,

ik REFIEERSR, LB DEE pod WEBE—NBBHIEBT,.

hook 12T B9 T $X4H.

R AITFRIER Fail 1 Continue, BXIAEH Fail,

AL - FREmRISTHNE, FIMES 30s,

e E X T E& P EIZTH—H hook, HEE 5 pre-backup hook 8,

99099909009

4.3.1.5. FHE &
& A LLE T A8 Schedule B E X HTIR(CR)MAZ Backup CR EHE &2,

DIk

==
[=]

BEMNHAETREERWHINE, UEEES—DEMAITHR T HRINEMD.

F+_\|.

B0, MMEX—NREEEFHTEOBEZTE 10 DT aeEK, NAERNERER
AL & 15 98—k,

SERFEH
o (R%EE T HIERIT (OADP)Operator B OpenShift AP,

e DataProtectionApplication CR %/t F Ready K75,

it

1. 5% backupStorageLocations CR :

I $ oc get backupStoragelLocations

i Bl
NAME PHASE LAST VALIDATED AGE DEFAULT
velero-sample-1 Available 11s 31m

2. fijE#— Schedule CR, N1 TFHIFF :

I $ cat << EOF | oc apply -f -
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apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp
spec:
schedule: 07 *** ﬂ
template:
hooks: {}
includedNamespaces:
- <namespace> g
storagelocation: <velero-sample-1> 6
defaultVolumesToRestic: true
ttl: 720h0mO0s
EOF

@ & cron KA, U007 REAEX 7:00 PUT &5,
Q B RD R £ 22 (A $ .
9 backupStorageLocations CR FJ£& i,

Q A% : MRFE Restic £10%, &N defaultVolumesToRestic: true % -{E%T,

3. EAENEDIZ1TRIIE Schedule CR IR Z2ZE ) Completed :

I $ oc get schedule -n openshift-adp <schedule> -o jsonpath="{.status.phase}'

4.3.2. RENARER
&R LB ]2 Restore B E L HR(CR) EIkE N BHERF&ED.
R Bl LG EE restore hooks, WATEN BREFASOIRIIEN AREFRR AT HZTH S,

4.3.2.1. /2% % CR
& LR B2 —1 Restore CR 1% & Backup B E X FIR(CR),

SoREH
o (R %E T HIERI (OADP)Operator B OpenShift AP,
e DataProtectionApplication CR %4t F Ready K75,
o R iIE A Velero Backup CR,

o JHEIEKMAND, UERAMS (PV) BESFHIHERBR/NEE,

pi% &2
1. G — Restore CR, IR

I apiVersion: velero.io/v1
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kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
backupName: <backup> ﬂ
excludedResources:
- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
restorePVs: true

© 19 CRIVER.

2. 451k Restore CR BIIR =25~ Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3 RIEHEMHRREERE -

I $ oc get all -n <namespace> ﬂ

@ «rnmazi,

4.3.2.2. f|E&kE hook

BRI LGRS hook, LAMETE pod HIiZ{THIRZZITHS, RAIEN % Restore B E L HR(CR)IRE
NRRERF,

&R LLG R A R BB KR hook :

e inithook f¥ init B2FARINE pod, LMEEN RREFASEEIHUTIREES.
MRITBIRE Restic %10, NETEWE hook init ZEFBIZRIN restic-wait init & 25

e exec hook FERE M pod A SRHFIZITM S HIA,

it

e 7£ Restore CR Y spec.hooks A0 hook, M FAIFRR :

apiVersion: velero.io/v1
kind: Restore
metadata:
name: <restore>
namespace: openshift-adp
spec:
hooks:
resources:
- name: <hook_name>
includedNamespaces:
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- <namespace> ﬂ
excludedNamespaces:
- <namespace>
includedResources:
- pods 9
excludedResources: []
labelSelector: 6
matchlLabels:
app: velero
component: server
postHooks:
- init:
initContainers:
- name: restore-hook-init
image: alpine:latest
volumeMounts:

- mountPath: /restores/pvci-vm

name: pvci-vm
command:
- /bin/ash
--C
- exec:

container: <container> ﬂ

command:
- Jbin/bash @
--C

- "psql < /backup/backup.sql”

waitTimeout: 5m
execTimeout: 1m ﬂ
onError: Continue 6

1% : hook MBI & ZE

o

Hal, pod 2M—XIFMTTR,

o

B

hook 12 1THIfR S #4H,
% NREEE
HHEES,

ik HiFe

FIEZH, RZBEIE

1% 1 It hook TGE B F 5 R%%E

7% RRBEERS, 40T

FEERITECHIN R,

FHE pod BYZB

iE waitTimeout, kS 2TRIAERF, ErILIE
23BIEM hook SERABURTA], HARRMERS, HEFBEHSEY), TREEERHLLASSHIEY

TIZTHOR A, FRINEDY 30s,

R IBBY SO VF(E N Fail #1 Continue :

RiggEma R,

o Continue:

o Fail: f£/2 pod HREABHZFEZAEZIKE hook 11T,

PartiallyFailed,

B 45 NARFEHMKE

EIXMME, N hook B FRIAREZEH,

—PEHFIZT.

Restore CR R SIS 2

EEFASAIURE
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4.4. tRFEHERR

I&EI LUER OpenShift CLI TE s Velero CLI TE i Velero BE X HE(CR), Velero CLI TEZ{#E
AR B ERFE R

BRI E REFH, £OMKE CR A, LUKk Restic [7]#,
KA LA A must-gather TERIKEHR. CR {8 RF Prometheus 1EI18HE.
AT LUR T LU R A5 3EFKER Velero CLI TR

e T#H VeleroCLITE

o ijjn|EEEAH Velero EREH B Velero Z i Hl4

4.4.1. T#; VeleroCLITE
TRRTLURIR Velero 3244 TTTE AR BA T EiFH 2% Velero CLI TR,
ZIHEE :

o M Homebrew #J macOS

® GitHub

e {#fH Chocolatey #J Windows

FeREH
o AL/ T DNS 1AM Kubernetes 5£2% v1.16 SR B = i A,

o RBEXRMZET kubectl,

pi% &2
1 ¥TFYEES, HEAZE Verleo Wi ERY"Z2%E CLIY,
2. RB8 macOS. GitHub =X Windows HI3&E 772,

3. RIBLLTR, THERT OADP FRABI Velero kit A :

&K 4.2. OADP-Velero & *%

OADP hx#= Velero x4

0.26 1.6.0
055 1.7.1
1.0.0 1.7.1
1.0.1 1.7.1
1.0.2 1.7.1
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OADP hx#= Velero x4

1.0.3 1.7.1

4.4.2. 5B M) Velero ZREH I Velero —i# I 4
e LAMEF shell fp5 1/ M EEBEHBY Velero ERE M Velero Zi# 34,

FRFH

e {&H) DataProtectionApplication B . FIRHIIRE 1 Reconcile complete,

it
o HIALTRGIEMBRGA

I $ alias velero='oc -n openshift-adp exec deployment/velero -c velero -it -- ./velero'

4.4.3. {#/H OpenShift CLI TEHix Velero %R

IR BT LUFE A OpenShift CLI TERE Velero BE X HR(CR)# Velero pod H &Rt KM HY #5492 1k
EQ

Velero CR
&M oc describe 4135 Backup =X Restore CR XX Z & 1R

I $ oc describe <velero_cr> <cr_name>

Velero pod BHi&
{5/ oc logs fr 3R Velero pod B :

I $ oc logs pod/<velero>

Velero pod i B&
& 5] LA7E DataProtectionApplication FRAF1EE Velero BE&EZ, W TFHIFTR.

A XML A M OADP 1.0.3 FF 14,

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:

name: velero-sample
spec:

configuration:

velero:
logLevel: warning

"] FA# logLevel {E0F :
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e trace
e debug
e info

® warning
o R

e fatal

® panic

XT%F%?K A& SNy Eﬁ(ﬁﬁﬁ debugo

4.4.4. [ Velero CLI TE i Velero %R
& LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZERAE.

Velero CLI TELt OpenShift CLI TERHEIFMMER,

Wk

{£/ oc exec fpia{T Velero CLI 345

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7P Velero CLI 635

I $ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
--help

describe fp4%
{# 3 velero describe #5735 Backup = Restore CR <EfRVE & 1A

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A
& velero logs s 123 Backup =k Restore CR ®HE :
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$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Nl

$ oc -n openshift-adp exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

4.4.5. &0
ERESRRIF N BN, B35 A TN B T8 E R SIS B 5,

4451 &RFHESERB X
Velero pod HETRIEFIFHEE, SAEMASTINTLE R,

I=15s
SREEDERE Velero B XML H %,

fRRAZE

MRS REMEARERTF Velero, MA@ X E DataProtectionApplication ;& # 1)
spec.backupLocations.velero.objectStorage.prefix S h F (£ E— M EI%K.

4.45.2. AWS EUEARIEHS

oadp-aws-registry pod H&ER R 1%E 2 InvalidAccessKeyld: The AWS Access Key Id you
provided does not exist in our records.

Velero pod B& Z R~ iH15%H 2 NoCredentialProviders: no valid provider in chain,

I=15s
FAF1I/% Secret X R B credentials-velero X #&5 %X 1L,

BARAE
f4{% credentials-velero X4 B2 IEfHE 1L, M THIFFR :

credentials-velero 3~

[default] @)

aws_access_key_id=AKIAIOSFODNN7EXAMPLE @
aws_secret_access_key=wJalrXUthFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

@ AwsEiIEREE.
@ TRERES (") BHEEEX,

4.4.6. 51k E CR [A]#

XA gE =82 F Backup #1 Restore B E X FIR(CR)BIE W&,
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4.4.6.1. #&13 CR TER RS

Backup CR Z7~iH1%H & InvalidVolume.NotFound: The volume ‘vol-xxxx’ does not exist,
R

BFAMEBPV)MRRBAEMLTFARBXE,

RAE

1. 44’ DataProtectionApplication ;& ¥ #f spec.snapshotLocations.velero.config.region
BIE, FEIREBAEMTS PV HRKXE,

2. DIEHH Backup CR,

4.4.6.2. F{3 CRIKETEH1Th

Backup CR HJIRSREBTE InProgress 1 &, B K5
=S

MR DT, NILERE,

BRAR
1. %% Backup CR BUIE4HE R :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
backup describe <backup>

2. f#F* Backup CR :
I $ oc delete backup <backup> -n openshift-adp

BAFTEBFEFHMUE, ENEEHTHE Backup CRIEA L& SXHEX RFMHE.

3. fIEHH Backup CR,

4.4.7. Restic ||
TE{H A Restic &40 M FRRFENT, EEIAE A S B L6 ] 5,

4.47.1. J3MAT root_squash i NFS BUEA&M Restic FUBREEIR

Restic pod H & G RE1554 2, controller=pod-volume-backup error="fork/exec/ust/bin/restic:
permission denied",

JRX
INERIREY NFS BIEEZH T root_squash, Restic B51E| nfsnobody, H3% & I &0 IR,

RAR
f&A LRI N Restic S84 FE4HF IS4 ID 7R 1NE) DataProtectionApplication & 5./ S A2 R IX 4N Al

1. £ NFS #3557y Restic G2 Fe4.
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2. £ NFS B EiXiE setgid i, LUEHKEHRRBEIL

3. ¥ spec.configuration.restic.supplementalGroups Z#{#14H ID FH 0%
DataProtectionApplication &£ &, I TFHIFTT :

spec:
configuration:
restic:
enable: true
supplementalGroups:
- <group_id>

@ =xixEAD,
4. %%F Restic pod &/, UMENBEEX,

4.4.7.2. ¥k 2 Restic &2 CR 2 "PartiallyFailed", "Failed", Z{#% "InProgress"

Restic #7128 Restore CR £ PartiallyFailed =X Failed IX7552m, =& #¥F InProgress, B,

INRIRSZ PartiallyFailed =X Failed, Velero pod HER ERiE#RHESE, levelzerror msg="unable to
successfully restic restore of pod B volumes",

INFRIKEZ InProgress, Restore CR HEARA A, H Restic pod BEF A IMEME IR,
EH

DeploymentConfig *f R E#18E Restore pod, Mif 53 Restore CR K,

RRAR

1. fll#— Restore CR, ©3#tBk ReplicationController. DeploymentConfig #1
Templatelnstances %R :

$ velero restore create --from-backup=<backup> -n openshift-adp \ﬂ
--include-namespaces <namespace> \
--exclude-resources

replicationcontroller,deploymentconfig,templateinstances.template.openshift.io \
--restore-volumes=true

ﬂ 157 Backup CR B,

Q 1£ Backup CR #1357 include-namespaces.

2. 451k Restore CR BJIR 25~ Completed :
I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
3. ] —" Restore CR, LL&3E ReplicationController #1 DeploymentConfig 7R :

$ velero restore create --from-backup=<backup> -n openshift-adp \
--include-namespaces <namespace> \
--include-resources replicationcontroller,deploymentconfig \
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I --restore-volumes=true
4. 55k Restore CR HR S =27 7 Completed :

I $ oc get restore -n openshift-adp <restore> -o jsonpath="{.status.phase}'
5. RiIE# M HREEEME :

I $ oc get all -n <namespace>

4.4.7.3. 7R Bl 5 EHF 02 Restic Backup CR

INRIK N 4 22 (6] 0]E Restic Backup CR, 1552 S3 =216, RABENE—H&AZERIEHOIE Backup
CR, E#H 0| Backup CR &%k,

velero pod B & &R 1% 2 msg="Error check repository for stale locks".

==
,,ﬁ\ Al

RIS REM EMPR T Restic B%, Velero A&7E ResticRepository ;& . Il & Restic /%, 1+
B85S A (Velero issue 4421),

4.4.8. £ must-gather T2

&= LA must-gather TEER X OADP BE X HIRM AR, 1EIRMER.
must-gather #E X1 INEIFT B & 7 5261,

80T LA A LA T 0B I SR IE T2 1T must-gather T2 -

e 5% must-gather #E 5} %% OADP Operator BIFFA p % 22 [H] Y 5E Prometheus metrics,
pod H&F] Velero CRE .

o EKH) must-gather BIEWERTT R ERFLLNT A RILER pod BEH Velero CRER, HltN—/Nif
2 24 /\f, Prometheus I8 HIEE BERTEER.

o (HFENRHY must-gather #IEWE., WMNMREITZ Backup CR KNI, NIEIEMETER KA,
IR LOR T 1 B B E IR = M RE,

® Prometheus FEEUIEHE T EH 8 S Prometheus WSS TZ R XX 14,

FERFH
o TfERAER cluster-admin A& A &5k E OpenShift Container Platform 5&%,

e B% %k OpenShift CLI (oc).

i =
1. # AT=f% must-gather 2B %,
2. NEATEIRIRE LT 2 —i29T oc adm must-gather 343 :

o EER) must-gather FIEWE, SIE Prometheus 81T :
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I $ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0

#IBIRTEH must-gather/must-gather.tar.gz, &AL ST EEBIZIIEE ] ML AR
Bz Hrlr L R,

o HEERLMIAIN, EAX must-gather #2IBKEINBER 1T Prometheus F847 :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0 \
-- lusr/bin/gather_<time>_essential

LUNG 7y I8 E S [R], SBVFRY(E R 1h, 6h. 24h, 72h = all, 140
gather_1h_essential =% gather_all_essential,

o (HFBATHY must-gather HIBEINE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0 \
-- lusr/bin/gather_with_timeout <timeout>

Q LARD BT 5 R B AHEL
® Prometheus fEIFEUIEHLLE :

$ oc adm must-gather --image=registry.redhat.io/oadp/oadp-mustgather-rhel8:v1.0 \
-- /usr/bin/gather_metrics_dump

LR VERTRE B B R KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

fffl Prometheus 258 EEIBHEURE
R A LUE A Prometheus 124 & & BT8R,

iz
1. #2154 prom_data.tar.gz X1f :
I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. G AH# Prometheus 245 :
I $ make prometheus-run
it Prometheus URL,
vt
I Started Prometheus on http://localhost:9090
3. A5 Web J 5585, BSMEI URL LUER Prometheus Web #1H 8 EEEUIRE,
4. BEFIEE, MER Prometheus SLBIFIEIE :

I $ make prometheus-cleanup
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% 5% CONTROL PLANE &3 fixE

5.1. %12 ETCD

etcd & OpenShift Container Platform BILL" - N H1THEE, ©REEME TR RERE,
EHI DB eted BB, FH7E OpenShift Container Platform IMELUNMEZ LA BREFSDEIE, &
BHEE—MEPRIETHRET (REEM 24 IHA) H#1T eted &7, SNE B HSETHIES, FH,
BIEEIESIEEER eted &17, EH eted IREBBEEEM 1/0 BA,

WBRARNEREEHIT eted &R, XREE, RNHMEREN, WIERME— z-stream ZITARAFIK
EX eted &40, 180, OpenShift Container Platform 4.y.z £ETERAM 4.y.z FIKBH eted 19,

BF

WBIT7E control plane EHlE (BFFH master £H) HUT—REPHIARFEEDEEEMN eted
B, RNENEA control plane ENHITED.

TEHATT eted &P/E, BATLURE B —PLIBTRSERHR S,

5.1.1. 1% etcd 2UE

RBLU TS, BT 0IR eted IREBH LS pod IFHER D eted BB, XM DT LUHIRE,
EUEEENFERAEXRRE etcd R,

5E

URFH— control plane EHl (2#°H master £Hl) B&HD, FEMERPHEN
control plane EHLFHIT 1D,

FeREH
o RETLUFEAEZR cluster-admin A& i n & EE,

o FEREREHATHRIEENIE,
R

& LR T & & oc get proxy cluster -o yaml B i EREELEHA, MR
httpProxy. httpsProxy# noProxy FI%E T1H, N&EARIE,

it =

1. 77 control plane 17 RS 8I—1 debug &R1F :

I $ oc debug node/<node_name>
2. [HERE KW /host :

I sh-4.2# chroot /host
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%5 5% CONTROL PLANE &3 #1tksS

3. MREATEREHENWKIE, HRESSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
BB

4. 1217 cluster-backup.sh fl&, HAREFESDHAE.

R

cluster-backup.sh FIZ&F# etcd Cluster Operator BJ—MNHAB#E, ©=E etcdctl snapshot
save in DHIEETERF (wrapper) o

sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

A Fai HH R 1

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991¢c180d3c6895ce72eaade54a

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

FEXANRBIF, 7E control plane EH1_EH) /home/core/assets/backup/ B kO T H N3 -

snapshot_<datetimestamp>.db : ;X34 E etcd 1RER, cluster-backup.sh &I\ E
B,

static_kuberesources_<datetimestamps.tar.gz : Lt 3X 4 S &5 pod WHR, MIREH
T etcd N, BHEE etcd REBHMBE T,
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L

pa -3

MREAT eted B, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THIDME, eted (OEFHITIND, MANEFITINE, XEKREHRRE, a4
ZEHF N RGN IR,

5.2. BRI ETCD K&t

AR T B — N ERRE eted AT BT,

L FREURTF eted A NMERENRERE, WMHLEREEIZTT, YRR, =H etcd pod 4TF crashlooping
7N

pa -

INRIBEKRT KEZE control plane EHL (tR#EFFH master EHL) , H 5B eted HEE
K, BLEBAIHERERMERE TRRNE ZEEFERRE, MARXI MR,

N control plane IEHEME B AP T, NBAEBME T H control plane 1k
RERNTHE, MAZHTRE,

N control plane WREKXKHBOUET — M TR, etcd 5% Operator {4 AT
TLS IIE:E'#'I?%"ﬁm\\jJDjj etcd Ao

5.2.1. Fo R M
o TEEIMAMERN eted BB, HBEIMT eted &7

5.2.2. HHE— 1T R eted AR
AT LR B B R B8 FERER eted B G,

FeREH
o FHEZXR cluster-admin B &I £,

it

1. FEAELTH$SE EtcdMembersAvailable A S Z RS -

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="EtcdMembersAvailable")]}{.message}{"\n"}'

2. BEmH -
I 2 of 3 members are available, ip-10-0-131-183.ec2.internal is unhealthy

XA RBIEH H E R ip-10-0-131-183.ec2.internal etcd B 7 RNEEE.

5.2.3. AERRER eted B G HIAAS
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%5 5% CONTROL PLANE &3 #1tksS

B eted IS TREUR T eted BILUTRE -
o HEEBIZITHE LT AR
e etcd pod &bF crashlooping K&
BESRIERE T eted BT FIEIANRE, XALHE T BEHRAMERER etcd M 5 B EBEHS T,
A=
INRENEN R EEZTHT RS, Bl ZRRRORERES, BLERFEE

HITEH: etcd R AHIRFR, BHLERS T mURE— MERIKSHES, etcd cluster Operator ¥
EHIEEZR

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o MEHEITERERN eted KA,
e

1. & HEREREET

$ oc get machines -A -ojsonpath='{range .items[*]{@.status.nodeRef.name}{"\t"}
{@.status.providerStatus.instanceState}{"\n"}' | grep -v running

i Bl
I ip-10-0-131-183.ec2.internal stopped ﬂ
ﬂ EEET U T 17 mA R mALERER S, SRR EFRZ running, MAKERNBIEEIZ1T.

RN RBIBTT, BBEUYEFRELITH T RREZIIHREE eted BT EIIEITIRE,

2. HE TREBARNE.
MRUTEA—MERZERN, NARTEERE.

o MRHKZEAZIT, RETRESAIVIM :

$ oc get nodes -o jsonpath="{range .items[*]}{"\n"H{.metadata.name}{"\t"}{range
.spec.taints[*]}{.key{" "}’ | grep unreachable

i tH o B

ip-10-0-131-183.ec2.internal node-role.kubernetes.io/master
node.kubernetes.io/unreachable node.kubernetes.io/unreachable ﬂ

Q WMERYT HH# A unreachable /55, N7 SR,

o MIRIZT RADARViE], NMKEIZ T REE515 NotReady:

75



OpenShift Container Platform 4.8 £ {31tk &

I $ oc get nodes -1 node-role.kubernetes.io/master | grep "NotReady"
=1
I ip-10-0-131-183.ec2.internal NotReady master 122m v1.21.0 )

© 1R IIR N NotReady, 11| T AR

MRV RBRE, BBEUYEFRELITH T RREZH eted 7S FOEITIRE,

3. fARE etcd Pod @&ALTF crashlooping K7
MENBEEZTHETREIME, ERE etcd pod BEFLTF crashlooping K3

a. WUEFTA control plane W (BFRN master T ) & #B%H Ready :

I $ oc get nodes - node-role.kubernetes.io/master
it =Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-131-183.ec2.internal Ready master 6h13m v1.21.0
ip-10-0-164-97.ec2.internal Ready master 6h13m v1.21.0
ip-10-0-154-204.ec2.internal Ready master 6h13m v1.21.0

b. 1% etcd pod BIREREEH Error 5 CrashLoopBackOff:

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

it Bl
etcd-ip-10-0-131-183.ec2.internal 2/3 Eror 7 6hom @)
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

ﬂ BTt pod BIREZ Error, ALt etcd pod 4 crashlooping 3R

N eted pod 7 crashlooping KA, 1H1RIR B/ etcd pod £ F crashlooping K8 HIT &R
eted AL TR ITIRE,

5.2.4. BT RERM eted AKX
BIEBAEEM etcd B ARPRE, FERUT—NHRE :

o BMNIREE TN RARMERN TR etcd B A
o E¥H etcd Pod £bF crashlooping SRASEIAREEEE etcd BX 51

o B ARERIIEN eted MG

5.2.4.1. HHHNSBRAIZTHT RARMERNFEEER etcd B

76


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#restore-replace-stopped-etcd-member_replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#restore-replace-crashlooping-etcd-member_replacing-unhealthy-etcd-member
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/backup_and_restore/#restore-replace-stopped-baremetal-etcd-member_replacing-unhealthy-etcd-member

%5 5% CONTROL PLANE &3 #1tksS

RN A T BHENIRZREIZITHT RARFAHER TR eted B BIF T,

FRFH
EEH RN eted B,

MEMIINEREREIZTT, HEBE LT RAMLE,
AT LUERESR cluster-admin A& i A & EE,

BT eted &13
' -
AT L RAZAT S5 BT eted &17, LUMEIEBEE (IR 7T LUk S &£ 5%,

. MPRA B2 ERAIA 51,

a. EFE—NFEZ RN M LR pod:

FE— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

it Bl
etcd-ip-10-0-131-183.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

b. HEEEIEZITH eted BEF, KIBRBEZRNT R LB pod IR :

E— PR EH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. EEKATIEK :

I sh-4.2# etcdctl member list -w table

i th o Bl
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 6fc1e7¢c9db35841d | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
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https://10.0.154.204:2379 |
+- -+ + + + -

LKA eted AR ID FAFF, EAHBEREEXLLE, $etcdetl endpoint health &5
SRINHSMRBIRR R, BERSEMRE T RZFRM T H KA,

d. i@iJ A etcdctl member remove SR ID SKMIBR TR eted B :
I sh-4.2# etcdctl member remove 6fc1e7c9db35841d
=1
I Member 6fc1e7c9db35841d removed from cluster ead669ce1fbfb346
e. BREFKAIIKR, FHEIANGSHKMIER :

I sh-4.2# etcdctl member list -w table

it Bl
+- -+ + + + -
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+- -+ + + + -
----------- +

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+- -+ + + + -

ARSI LURH T R shell,

H e
HBRAR S, FERIRE eted SEHIEERS, RBFRTRETTIEVIH,

2. BIALLT e B RAMPERT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

i S AT RRIE T LUK I EHTOIENL 2 FH #E H 58S pod,
3. MIREMREATEEE etcd KX IHIIH secret,
a. FHEMRETERRE etcd X 1B secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ
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@ HHELHTEXANTRBITRITEE eted R BIBTR,

B—NAER, RRSTIEIRM secret, LA THIHATR :

i Bl
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. fHIEREMBRAI AR etcd B 51HY secret,

i. MER peer (X1%E) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. MER serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. ME& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

4. MIERFFEFOEE control plane #1238 (1BFF 5 master #188) . EFHCIRINERG, Sumbl—NE
BATRRAF BT B etcd.
MREBEEZTRERFBRIWEMEN, HEEMEA Machine API B35, HRBUTSE
W7, BN, ETiERSH0E master BT {FEBMEEBE AR master,

a. IKERABERR AR S HIHL25.
E— PR {EH cluster-admin B EERER, 21TUTHS

I $ oc get machines -n openshift-machine-api -o wide

it Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
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clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 EERTT s MY control plane #18% ip-10-0-131-183.ec2.internal,

b. ISHL BB R RIS AR R — N

$ oc get machine clustername-8qw5I-master-0 \ ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ FARREREYTT sRIERE control plane #1259 & FR.

c. YwiE_E—4 i OIE M new-master-machine.yaml X4, LUDEHAHHFMBRFTLENF

EQO
i. HFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXFE S F &R,
EUERE S BN SEERMER BT, FRERSHBINT—ITREE. X0
i, clustername-8qw5I-master-0 24y clustername-8qw5I-master-3,

a0 -
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apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHE& spec.providerlD FE% :

I provider|D: aws:///us-east-1a/i-0fdb85790d76d0c3f

d. MBRAGEER A SR ER -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ AR S=18%E control plane H23HI & F5.

e. WIEHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

=1
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40/ 2% #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNSBRE 20

I $ oc get machines -n openshift-machine-api -o wide

i Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b

3h37m ip-10-0-154-204.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
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clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-164-97.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a

85s  ip-10-0-133-53.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

##125 clustername-8qw5l-master-3 fF# O, FH UM ERM Provisioning 25
Running SR AT LAE A,

BRIV ATRER B L BT A, HABRH T RRE—MERKER, etcd cluster Operator
HEIRY,

5. BIAUT s D EIFITFHHERT

I $ oc patch etcd/cluster --type=merge -p '\{"spec": {"unsupportedConfigOverrides": null}}
6. IRET LU AL T 8555 1E unsupportedConfigOverrides #4927 2 M &R Frfifl b

I $ oc get etcd/cluster -oyaml

1. WIEFRA etcd pod B &EBIE I 1T,
E— N KimHEA cluster-admin A EETIERE, 2TUTHS

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

it Bl
etcd-ip-10-0-133-53.ec2.internal 3/3 Running 0 7m49s
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 123m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 124m

IR E—MSIEERIIEF pod, EBALUFEEFEIEHFEE eted, E—NIHPFEH
cluster-admin F 7 E#EEIER, 2TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge ﬂ

Q forceRedeploymentReason {H % /2 ME—8, XFlE 2 Mt FRIBRRE.

2. BWIFRB= eted Ko
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a. FEIIEEIZITH etcd BEs, BB BESRIT R LK pod AT
E— PN XimREH cluster-admin B EERER, 21TUTHS :

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal
b. EEKMAFIRK :

I sh-4.2# etcdctl member list -w table

=1
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +
----------- +

| 5eb0d6b8ca24730c | started | ip-10-0-133-53.ec2.internal | https://10.0.133.53:2380 |
https://10.0.133.53:2379 |

| 757b6793e2408b6¢ | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| ca8c2990a0aa29d1 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380 |
https://10.0.154.204:2379 |

+ + +

SNR E—ep DRI S T I =1 eted BT, R BR T TR ERIBL A,

=
R ERRDY eted A ; MEMIST EXB eted RANBTELS
Ty

5.2.4.2. &H#H etcd Pod 4F crashlooping IRSMIFEER etcd B 5

LERA2IEAI N R T B ]A eted pod ATF crashlooping IR EER TR eted B AR TR,

FRFH
EEH RN eted M5,

B\ etcd pod #bF crashlooping K7,
IR LUERER cluster-admin & &8I F 5058,

BT eted &13.
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- -
AT L RAZAT S5 BT eted &7, LUMEIEBEE ([N 7T LUk S &£ 2%,

ff

L=

S

1. {Z1E40F crashlooping R eted pod.

a. W4LTF crashlooping SR ASHIT sifE 1T,
E— PR S cluster-admin B EERER, 21TUTHS :

I $ oc debug node/ip-10-0-131-183.ec2.internal @)

ﬂ HRARNMERT RBBIRRERE,

b. &R B RL N /host :
I sh-4.2# chroot /host
c. J9IA etcd pod XM Kubelet 5EH BRAFEH :

I sh-4.2# mkdir /var/lib/etcd-backup

I sh-4.2# mv /etc/kubernetes/manifests/etcd-pod.yaml /var/lib/etcd-backup/
d. ¥ etcd BIEB FXHBENTFRNALE :

I sh-4.2# mv /var/lib/etcd/ /timp

AR T LR Y & shell,

2. PR EERBIA 510

a. EFE— N FEZ T R LM pod,
E— N Kimp{E A cluster-admin B EESIERE, Z2T7UTHS :

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

=1
etcd-ip-10-0-131-183.ec2.internal 2/3  Error 7 6h9m
etcd-ip-10-0-164-97.ec2.internal 3/3 Running 0 6h6m
etcd-ip-10-0-154-204.ec2.internal 3/3 Running 0 6h6ém

b. EEE|EEZITH etcd By, FHRREBEZN T 2 LM pod BEAFR.
FE— PR {EH cluster-admin B EEREER, 21TUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

c. EEKATIRK :
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I sh-4.2# etcdctl member list -w table

=1
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| 62bcf33650a7170a | started | ip-10-0-131-183.ec2.internal | https://10.0.131.183:2380 |
https://10.0.131.183:2379 |

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

ILRABERREY eted A G1HY ID A&, EANBEREXLE.

d. i@iJ A etcdctl member remove SR 1D KMIBRFEERER eted B :
I sh-4.2# etcdctl member remove 62bcf33650a7170a
=1
I Member 62bcf33650a7170a removed from cluster ead669ce1fbfb346

e. BREFBMMATIR, FHHIMK G S HMER :

I sh-4.2# etcdctl member list -w table

=1
+ + + + +
----------- +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS |
+ + + + +

| b78e2856655bc2eb | started | ip-10-0-164-97.ec2.internal | https://10.0.164.97:2380 |
https://10.0.164.97:2379 |

| d022e10b498760d5 | started | ip-10-0-154-204.ec2.internal | https://10.0.154.204:2380
| https://10.0.154.204:2379 |

+ + + + +

AR LURH T = shell,

3. BIALLT e B RAMPERT -
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$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

RS AT R IR T AR S E T 0 AL B FHHEH 5 pod,
4. MIEREMRETERE etcd KX IHIIH secret,
a. FHEMRETERRE etcd B 5B secret,

I $ oc get secrets -n openshift-etcd | grep ip-10-0-131-183.ec2.internal ﬂ

@ (REZAEXMNIRAPIRITMRE etcd B R BB,

B—NAER, RRSFIEIRM secret, NLLTHIHATR :

i Bl
etcd-peer-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-ip-10-0-131-183.ec2.internal kubernetes.io/tls 2 47m
etcd-serving-metrics-ip-10-0-131-183.ec2.internal  kubernetes.io/tls 2
47m

b. fHIEREMBRAI AR etcd B H1HY secret,

i. MR peer (%) secret:

I $ oc delete secret -n openshift-etcd etcd-peer-ip-10-0-131-183.ec2.internal

i. MER serving secret:

I $ oc delete secret -n openshift-etcd etcd-serving-ip-10-0-131-183.ec2.internal

ii. ME& metrics secret:

$ oc delete secret -n openshift-etcd etcd-serving-metrics-ip-10-0-131-
183.ec2.internal

5. sl etcd EHFPE,
E— MRS cluster-admin B EERER, 21TUTHS :

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "single-master-recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2ME—8, X2 2 Mt RIBRRE.

Y etcd &£8F Operator HATEF BN, ©RBRFAE control plane 7 m (BH#H master 77
=) ME—EIEETI{ER eted pod,

6. HIALT e R EHRIT I HEFRT

I $ oc patch etcd/cluster --type=merge -p '\{"spec": {"unsupportedConfigOverrides": null}}
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7. 1EE LU A LL T A4 %91 unsupportedConfigOverrides £ 2 2 B M &R Ak

I $ oc get etcd/cluster -oyaml

o MK A AR,

a. EEIEEZITH eted BES.
E— PR EE cluster-admin BB EERIERE, 21TUTHS

I $ oc rsh -n openshift-etcd etcd-ip-10-0-154-204.ec2.internal

b. FIEFTBEMARERE

I sh-4.2# etcdctl endpoint health
i Bl

https://10.0.131.183:2379 is healthy: successfully committed proposal: took =
16.671434ms

https://10.0.154.204:2379 is healthy: successfully committed proposal: took =
16.698331ms

https://10.0.164.97:2379 is healthy: successfully committed proposal: took =
16.621645ms

5.2.4.3. NSRBI THT R ARAMZNTRERYL etcd BUA
RN A T BHENIRZEIZITHT RARFAEER T RAIRN eted B BIF T,

MR ERIZTRERFBESHEMRN, HEEMEM Machine API BI2#HLER, HRRE TS IET,
T, fE s A5 PR B ) O R PR S 17 = A (o FR B4R [B) 75 (1 B R O 28 S I

iy

SoRFM
o MEHHETERIEN etcd A,
o TMEMUNIEAEIZIT, HEIZT RARME,
o EAELUEMAESA cluster-admin & BB 1] R,

o T eted &1,

! -
AT L RAZAT S5 BT eted &17, LUMETEEEE (IR 7T LUk S &£ 5%,

1. JEUEFFAHBRA R BREO B 5

a. EFE—NFEZ RN M LB pod:
E— P XimHR{EH cluster-admin B EERER, 21TUTHS
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I $ oc get pods -n openshift-etcd -o wide | grep etcd | grep -v guard

=1
etcd-openshift-control-plane-0 5/5 Running 11 3h56m 192.168.10.9 openshift-
control-plane-0 <none> <none>
etcd-openshift-control-plane-1  5/5 Running 0 3h54m 192.168.10.10 openshift-
control-plane-1 <none> <none>
etcd-openshift-control-plane-2 5/5 Running 0 3h58m 192.168.10.11 openshift-
control-plane-2 <none> <nhone>

b. EEFIEEIZITH etcd BER, (FIERBEZENT = LM pod BATR :
E—PN&iEH{EH cluster-admin B EERER, 21TUTHS

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0
c. AEKAIIRK :

I sh-4.2# etcdctl member list -w table

=1
+ + + + +
-+ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+ + + + +
-+ +

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | hitps://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380/ |
https://192.168.10.9:2379/ | false |

+ + + + +

-+ +

LR AMEERD eted AABY ID F&FF, EAHMEREXL(E, etedetl endpoint health 635
HHIEE MR G, BEISERETREFRMT HRA,

d. 3@i7 A etcdctl member remove #4514 1D MR EEERM eted B

gk

H
[=]

BRI EREY eted A ; MEMIST EXB eted RANBTELS
ey

I sh-4.2# etcdctl member remove 7a8197040a5126¢8
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LN
I Member 7a8197040a5126¢8 removed from cluster b23536¢33f2cdd1b

e. BREFBMMATIR, FHHIAMK G S HMER :

I sh-4.2# etcdctl member list -w table

i o Bl
+- -+ + + +- -
-+ -+
| ID | STATUS | NAME | PEER ADDRS | CLIENT
ADDRS | IS LEARNER |
+- -+ + + +- -
-+ -+

| 7a8197040a5126c¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380/ |
https://192.168.10.11:2379/ | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380/ |
https://192.168.10.10:2379/ | false |

+- -+ + + +- -

-+ -+

IAEE R LURH Y = shell,

' e
PR S, FERIRE eted SEHIEERS, KBFRTRETTIEVIH,

2. BIALLT e B RHAMPERT -

$ oc patch etcd/cluster --type=merge -p '{"spec": {"unsupportedConfigOverrides":
{"useUnsupportedUnsafeNonHANonProductionUnstableEtcd": true}}}'

RS AT R I T AR Sh E 0 AL B FHH#HEH 5 pod,
3. BT TS, MIRSHRBATEER etcd KRB secret,
a. FHEMRETERE etcd B 51HY secret,

I $ oc get secrets -n openshift-etcd | grep openshift-control-plane-2

BB IR 2 BIMEX T F2 R0 SR RMERR eted B 51 B9 B TR,
B—NAER, RRSHIEIRM secret, LA THIHATR :

etcd-peer-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-metrics-openshift-control-plane-2 kubernetes.io/tls 2 134m
etcd-serving-openshift-control-plane-2 kubernetes.io/tls 2 134m

b. fHEREMBRAI AR etcd B H1HY secret,
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i. MR peer (%) secret:
$ oc delete secret etcd-peer-openshift-control-plane-2 -n openshift-etcd

secret "etcd-peer-openshift-control-plane-2" deleted

i. kR serving secret:
$ oc delete secret etcd-serving-metrics-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-metrics-openshift-control-plane-2" deleted

iii. P& metrics secret:
$ oc delete secret etcd-serving-openshift-control-plane-2 -n openshift-etcd

secret "etcd-serving-openshift-control-plane-2" deleted

4. MIB& control plane #125,
MREBEECTRERFERWEMEN, HFEMERA Machine API S35, 1HRBUTSE
Pz, BN, B2 R S0 O B2 2R T m 0 s A B9AE R 5 4 O R Fr e 4R 6l SE @,

a. IKEXABERR AR S HIHL25.
E—PN&iEH{EH cluster-admin B EERER, 21TUTHS

I $ oc get machines -n openshift-machine-api -o wide

it Bl
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-control-plane-2  Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
1323185824 1f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

ﬂ X2 EER T ==Y control plane #1288, examplecluster-control-plane-2,

b. IS BEBREEIX BRI R — N -

I $ oc get machine examplecluster-control-plane-2 \ ﬂ
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-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml

ﬂ FRERBITT =38 TE control plane #2539 R,

c. YwiE_E—4 FOIEH new-master-machine.yaml X4, LUDEHEHHFMBRFTLENF

EQO
i. FHFREEA status B4 :

status:

addresses:

- address: ™"
type: InternallP

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.373
type: InternalDNS

- address: fe80::4adf:37ff:feb0:8aal1%ens1f1.371
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z7"

nodeRef:

kind: Machine

name: fe80::4adf:37ff:-feb0:8aa1%ens1f1.372

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: machine.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: Machine

5. ¥ metadata.name FEX B NFH AR,
BEUERE S BN EERMER BT, FRERSHBINT—ITREE. X0
/1, examplecluster-control-plane-2 24/ examplecluster-control-plane-3.

o -

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: examplecluster-control-plane-3

a. Mk spec.providerlD FE% :
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providerID: baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135

b. Mk metadata.annotations #1 metadata.generation FE% :

annotations:
machine.openshift.io/instance-state: externally provisioned

generation: 2
c. Mk spec.conditions. spec.lastUpdated. spec.nodeRef # spec.phase F£% :

lastTransitionTime: "2022-08-03T08:40:36Z"
message: 'Drain operation currently blocked by: [[Name:EtcdQuorumQOperator
Owner:clusteroperator/etcd}]’
reason: HookPresent
severity: Warning
status: "False"

type: Drainable

lastTransitionTime: "2022-08-03T08:39:55Z2"
status: "True"

type: InstanceExists

lastTransitionTime: "2022-08-03T08:36:37Z"
status: "True"

type: Terminable

lastUpdated: "2022-08-03T08:40:36Z"
nodeRef:

kind: Node

name: openshift-control-plane-2

uid: 788df282-6507-4ea2-9a43-24f237ccbc3c
phase: Running

. IBfTLAUTR %, AR Bare Metal Operator AT :

I $ oc get clusteroperator baremetal
i Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
baremetal 4.11.3 True False False 3d15h

7. AT 6 S PR BEER AR S BIHL 25
I $ oc delete machine -n openshift-machine-api examplecluster-control-plane-2

40 SRABRA 25 R AR R E & 6 B #RAS B MR AL R TRER, &7 L@ S M BRAL 850 SREL 45
B S i U B
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BF

AEFE TR Ctrl+c FETHLERMIR, ESTRITFRSRELTR, T — DL IR
B O &R F MR finalizer FEX,

I $ oc edit machine -n openshift-machine-api examplecluster-control-plane-2
a. EHFHMHPRTFE

finalizers:
- machine.machine.openshift.io

REFERNEN :
I machine.machine.openshift.io/examplecluster-control-plane-2 edited
b. IZTUTRNEIENR 2SR :

I $ oc get machines -n openshift-machine-api -o wide

i Bl
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0  Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41¢c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1  Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-0
baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-4bb3-80ec-
13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-1
baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-4241-91dc-
e7ea72ab13b9 provisioned

8. EALLT e itERIE BareMetalHost X4 :
I $ oc delete bmh openshift-control-plane-2 -n openshift-machine-api
=1
I baremetalhost.metal3.io "openshift-control-plane-2" deleted

fitik% BareMetalHost #1 Machine %4 /&, Machine Controller & B5/ftIlR Node *f &,

SNSRI PR BareMetalHost Xf R f5, #2817 = 2 EMIBRIS (R, T LU R LATR 733 MHIBRAL 25 7

o
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$ oc delete node openshift-control-plane-2

node "openshift-control-plane-2" deleted
RUETT mR E AR BR

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 3h24m v1.24.0+9546431
openshift-control-plane-1 Ready master 3h24m v1.24.0+9546431
openshift-compute-0 Ready worker 176m v1.24.0+9546431
openshift-compute-1 Ready worker 176m v1.24.0+9546431

9. fIlE# ) BareMetalHost X7 R #1 secret, LL7EfE BMC il :

$ cat <<EOF | oc apply -f -
apiVersion: v1
kind: Secret
metadata:
name: openshift-control-plane-2-bmc-secret
namespace: openshift-machine-api
data:
password: <password>
username: <username>
type: Opaque
apiVersion: metal3.io/vialphat
kind: BareMetalHost
metadata:
name: openshift-control-plane-2
namespace: openshift-machine-api
spec:
automatedCleaningMode: disabled
bmc:
address: redfish://10.46.61.18:443/redfish/v1/Systems/1
credentialsName: openshift-control-plane-2-bmc-secret
disableCertificateVerification: true
bootMACAddress: 48:df:37:b0:8a:a0
bootMode: UEFI
externallyProvisioned: false
online: true
rootDeviceHints:
deviceName: /dev/sda
userData:
name: master-user-data-managed
namespace: openshift-machine-api
EOF

FA P AR BT MELR 2R ENLEY secret F13%E], bmce:address F{ERBTILA
LAMEAM: bmh % S FEEL,
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BF

INRIEMILAE control plane EHLEE # FH BareMetalHost X RE X, EAREF
external Provisioned FEZ{R &/ true.,

#N3R OpenShift Container Platform R 2FE®, IIA control plane
BareMetalHost X R A B X1F externallyProvisioned Frit % true,

=S, BareMetalHost X R&tOEHTHE S,

10. {SFA T AR BareMetalHost X SIS IF AT FE -

$ oc get bmh -n openshift-machine-api

NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true

4h48m

openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true

4h48m

openshift-control-plane-2 available examplecluster-control-plane-3 true 47m
openshift-compute-0 provisioned examplecluster-compute-0 true 4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true 4h48m

a. {#F new-master-machine.yaml X {4822 %7 control plane H125 :
I $ oc apply -f new-master-machine.yaml
b. FEHHBFRE 2O :

I $ oc get machines -n openshift-machine-api -o wide

i th o Bl
NAME PHASE TYPE REGION ZONE AGE NODE
PROVIDERID STATE
examplecluster-control-plane-0 Running 3h11m openshift-control-

plane-0 baremetalhost:///openshift-machine-api/openshift-control-plane-0/daiebe11-
3ff2-41c5-b099-0aa41222964e externally provisioned

examplecluster-control-plane-1 Running 3h11m openshift-control-
plane-1 baremetalhost:///openshift-machine-api/openshift-control-plane-1/d9f9acbc-
329c-475e-8d81-03b20280a3e1 externally provisioned
examplecluster-control-plane-2 Running 3h11m openshift-control-
plane-2 baremetalhost:///openshift-machine-api/openshift-control-plane-2/3354bdac-
61d8-410f-be5b-6a395b056135 externally provisioned

examplecluster-compute-0 Running 165m openshift-compute-

0 baremetalhost:///openshift-machine-api/openshift-compute-0/3d685b81-7410-
4bb3-80ec-13a31858241f provisioned

examplecluster-compute-1 Running 165m openshift-compute-

1 baremetalhost:///openshift-machine-api/openshift-compute-1/0fdae6eb-2066-
4241-91dc-e7ea72ab13b9 provisioned

#4125 clustername-8qw5l-master-3 201, FHEMEXM Provisioning 227y
Running 7145,

95



OpenShift Container Platform 4.8 £ {31tk &

DRV BRBELDE A, HHZRT RIRE—MERIREN, eted cluster Operator %
B3IRY,

c. BITUTHESEIEENENBREHRES, BRBAMRENE R

I $ oc get bmh -n openshift-machine-api

i Bl
$ oc get bmh -n openshift-machine-api
NAME STATE CONSUMER ONLINE ERROR AGE
openshift-control-plane-0 externally provisioned examplecluster-control-plane-0 true
4h48m
openshift-control-plane-1 externally provisioned examplecluster-control-plane-1 true
4h48m
openshift-control-plane-2 provisioned examplecluster-control-plane-3 true
47m
openshift-compute-0 provisioned examplecluster-compute-0 true
4h48m
openshift-compute-1 provisioned examplecluster-compute-1 true
4h48m

d. IZTU TSR T KRR eRMAFLFRERS :
I $ oc get nodes
i Bl

$ oc get nodes

NAME STATUS ROLES AGE VERSION
openshift-control-plane-0 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-1 Ready master 4h26m v1.24.0+9546431
openshift-control-plane-2 Ready master 12m v1.24.0+9546431
openshift-compute-0 Ready worker 3h58m v1.24.0+9546431
openshift-compute-1 Ready worker 3h58m v1.24.0+9546431

. BIALT e S EFITFFAERT

I $ oc patch etcd/cluster --type=merge -p '\{"spec": {"unsupportedConfigOverrides": null}}

12. 1B LU AL T 655 55 unsupportedConfigOverrides 2843 2 4 2 MXT & i &

I $ oc get etcd/cluster -oyaml

1. BUEFRA etcd pod B EEBIE HBi5 1T,
E— N KimHER cluster-admin A EEEIERE, 2TUTHS

I $ oc get pods -n openshift-etcd -o wide | grep etcd | grep -v guard

it Bl
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etcd-openshift-control-plane-0  5/5 Running 0 105m
etcd-openshift-control-plane-1 5/5 Running 0 107m
etcd-openshift-control-plane-2 ~ 5/5 Running 0 103m

MR E—HSuEHRIEFH D pod, BALUFLREIEHIRE eted, TE—NXIHFER
cluster-admin F 7 E#EEIER, 2TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2ME—8, XFlE 2 Mt RIBRRE.

BRIFREERTR2E = eted A, EEIIEEIZITH eted B, FHEBEEZRMT R LB
pod &, E—NKimAPER cluster-admin F i EEEIERE, Z21TUTHS -

I $ oc rsh -n openshift-etcd etcd-openshift-control-plane-0

HEMASIE :

I sh-4.2# etcdctl member list -w table

i th o Bl
+- -+ + + +- -o--
______________ +
| ID | STATUS | NAME | PEER ADDRS | CLIENT ADDRS
| ISLEARNER |
+- -+ + + +- -o--
______________ +

| 7a8197040a5126¢8 | started | openshift-control-plane-2 | https://192.168.10.11:2380 |
https://192.168.10.11:2379 | false |

| 8d5abe9669a39192 | started | openshift-control-plane-1 | https://192.168.10.10:2380 |
https://192.168.10.10:2379 | false |

| cc3830a72fc357f9 | started | openshift-control-plane-0 | https://192.168.10.9:2380 |
https://192.168.10.9:2379 | false |

+- -+ + + +- -—4---

% -
_ SNR E—ap DR S T =1 eted BT, R BR T TR ERIBK Ao

3. IBTLUTF S, FIERTA etcd XA R EHEEE -

# etcdctl endpoint health --cluster

it Bl

https://192.168.10.10:2379 is healthy: successfully committed proposal: took = 8.973065ms
https://192.168.10.9:2379 is healthy: successfully committed proposal: took = 11.559829ms
https://192.168.10.11:2379 is healthy: successfully committed proposal: took = 11.665203ms
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4. BTUT RS, RIEMA T RESLTHEHFHIEITRA :

ey
$ oc get etcd -o=jsonpath="{range.items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

I AllINodesAtLatestRevision
5.3. THEIRE
53.1. X FREWRE

WMV S SRS N B R FR ML T #0MR M OpenShift Container Platform $EE¥RIBEH INBY LN REIEF Ik E
HER, FNEENR, BUREEERUT 1SN T REERRE N TERS,

- .
TAERE ERIEE

YE—/MERM control plane 4l (t2FFH master E41) .
S B — P LBINERRE
NREHLNERFRE R — N LARIRPRESE (Fln, SEAE AR T —LXBER) , NIaLUE
FAXMERAR, XBIEEEKRT KEH control plane EHH G eted EER, BEEBELNE
Mo REBEIBHITT eted 17, FATLURIBIX NP EFERRE B Z BIHIR S,
WRER, FTEEILEEMITHEIR control plane IETHIRE

==
[=]

>

E—NER TP RE I URTNEER S ERIAER, MATEERNRE.
XN AN R FREIFERE

FEHTIRER, SRR TMRERFRTUT BE RN EHNTITNESEE

MR KRKZE master BT, BINA eted 7F, ERBUTSBEEL—NTERERN
etcd B o

M control plane ik H Bt HIEE R TihkE

#NR control plane IEFH B4 #A, NIATLUERXANERAR, B0 : HERIEPRER (EREE
24 INBFAR) R TR, BENIEBRARER, BT, TLUIRBUTSEM BT EIR control
plane IEFHIRE,

5.3.2. IkEE— P LURIBREFRS

N TREFFLRBILFIEPRT, B Edd QBREREM T eted BE . BHFEGALLRRRLRSE
BIRT
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5.3.2.1. X FREELHKE

IRATLAEEF eted AR RE BILBIARS, EUTIERPITLUERI N EHTRE
o ERFERT KSH control plane W (FEFELK) .
o THAMMRT —LXBRE, WIS FHEREER.

DIk

H
=

E—NERZTHREPRE I URTNEERSERIAER, MARERRE, XN
NAF N REHFERER.

INRITATLUFER Kubernetes AP fRSS 2310 REHRE, NIARK etcd AT, BIERNIZE
FA etcd 1D ERE .,

RS eted SLPRE S FRERBROZ LRI —MRT, FEZEFIRBREE—NE RN, FHTHEIC
Ko IXRFIMM kubelet, Kubernetes #2258, SDN 2 85 F0 8 A M B HIZRF I L HHB91T 1,

Y etcd FHIRB SIS LB LPFRRARREERT, AIBER S Operator churn, M S Kubernetes API
fR55%%. Kubernetes $£HI2RE 5. Kubernetes IEFRF ] etcd B9 Operator 7R EL LIS eted
RBIREHZEN F{E, XA REHR B Fohig/E kR A,

ERIFIERT, EHTRESERFTAMSRIEE, MHRESAEENRBIENS, EFEHRIE, UREE
WAL 8 CA 4 E,

5.3.2.2. "k ERB—PMLIEINEFHRKEA

BRI LMEABREMN eted F0 MRS UBIHNEERR S, HEBEME EKRT KZE control plane £, (1BFR
5 master E£41) HIEEE,

BF

RE LB, WIERE— z-stream ZIThRAFIKENE etcd &9, BlE0, OpenShift
Container Platform 4.7.2 £ 8 ERM 4.7.2 FFIAH eted %517,

SoRFM
o {HMAEA cluster-admin & &I EE,
o F{FRE ENMIEEER control plane E#L,
® SSH X} control plane EHLAGI A,
o TEME—HMRHIKIN etcd RIBAIERS pod FRMEMD B R, %8B FHRHITH4A % FFE AL

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,
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BF

T FIEMRE control plane T &, FAHEERIL SSH i EHIZIEFES pod, EA LLERMHBRF
B QB EHAIERE control plane Hl25,

Pt
1 EFE—NERERE ENM control plane E#l, XZEEEEFBTRERFENEMN,

2. BIE|BA control plane T (BIEME EN) B SSH E#,
RE T FRIEENE, Kubernetes API BRZS 2 TTiAVIR], B LLIEITEIG A control plane 7 5,
e, BUWIE— MR LR E M control plane EALHY SSH %1%,

5E
NEERATRIXNESE, FFTEVIA control plane EN KRR IKE T2, EBHFEL
EMIXNIRE R E B,

3. ¥ eted HPEXEFEFERE control plane EH1L,
LSRR RIZ I backup B3k (EAEE eted IRIBFIES pod HiIR) EFIEIMRE control plane
FHH /home/core/ B R,

4. TEEAEAM control plane 7 s E{F1EF% S pod.,

SO =
% AREFVELEMREEN LM pod, MEMAFHZERE EH LB pod,
a. ViRARZ2ME ENH control plane E#1.
b. YA etcd pod XM Kubelet S5 BKAHBE :
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. J0iF etcd pod BEBEZLE,
I $ sudo crictl ps | grep etcd | grep -v operator
REENIZNZE, MREFEEN, HFERLOHEBENNE,
d. Y9IA Kubernetes API iR 5528 pod X H kubelet ;FEH B XA :
I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. J0iF Kubernetes API iR %525 pod @B B/=1E,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator

MmERENIZ N, NMREAREN, EEF/LoNEBEEHKRE,
f. ¥ eted BIEE EB B TEABALIE :

I $ sudo mv /var/lib/etcd/ /tmp
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g EEMTZE2IRE EHM control plane TN EES L F T,
5. ViR & control plane 4,

6. MBEMATEESEHEWRIE, EREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INEZ &,

R

& LT & & oc get proxy cluster -o yaml B i EREEEE/HA, R
httpProxy. httpsProxy#ll noProxy &% & T1H, &S RAKHE,

7. TEMRE control plane EN LIZ1TIRERIA, 1RHE etcd F10 B KMERR :

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
BRI HH 7 B

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

INRFE LR eted #MBEEH T TR, NIKETETRERTHT =it NotReady
R

8. BB mUBREIILTF Ready K.

a. BT TS

I $ oc get nodes -w
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i th o Bl

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

AT mER AT RERE L B R & EIR T

b. MRAFEMT m4TF NotReady IR, EFREIT &, FHFMEANT LB /varlib/kubelet/pki
Bk MBRFRA PEM X, &AL SSH BT &, SK{EM web 12§ & hHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>
pki B &X=~Hl

sh-4.4# pwd

Ivar/lib/kubelet/pki

sh-4.4# s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

9. TEFRA control plane EHL EEJF kubelet AR5,

a. EREENHZITUTRS :
I $ sudo systemctl restart kubelet.service

b. A EM control plane EH EES L FTE,

10. #LHEFIIER] CSR -
a. FIREXNHE] CSR AR :

I $ oc get csr

it Bl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

©

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
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system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

QO =2 kubelet lRS5 CSR (RTFRAFBANEE) .
w—/l\%&i‘iiﬁ’ﬂ node-bootstrapper CSR,

b. HEE— CSRHNFHAERLUEIIHERAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,

c. #AESNEMH node-bootstrapper CSR :
I $ oc adm certificate approve <csr_name>
d MNFRABENEE, HIESDEMM kubelet BRZ5 CSR :

I $ oc adm certificate approve <csr_name>

1. #IABAE S control plane B INE 3,

a. MREEHN L, BIF etcd BEs 2B EEIZTT

I $ sudo crictl ps | grep etcd | grep -v operator

Ll N |
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MREEMN L, HiE etcd pod BREBIEESZIT,
I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

INRIEAETEZTIXNFENEIT oc login FHEWELL TR, HERF—LN
[F] LA S p 95 I 88 2 s H B R 2o

I Unable to connect to the server: EOF

it Bl
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s
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NIRRT 2 Pending, HEHIHAINH T ZDIELZITH eted pod, EHFRF/LDH, REH
RIGHE,

c. MARME EHNBENEEKM control plane TN ESE S,

12. BB B OREMIERE control plane M., BHORLNER, KEH— I FETIRA
FET R etcd,

MREBEEBTRERFESHEMEN, HELMEM Machine API (2125, HRRUTHE
AT, BN, E/fE R e A0 O E T R 6 A AR R 75 A QB2 30 T m,

Digk

==
[=]

RE e SN B O B

a. NEKH control plane E#lz —KEXHL25.
E— MR EM cluster-admin AP EER KR, ZTUTHS

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-

1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 BT EKB control plane E# ip-10-0-131-183.ec2.internal B control plane #l

o

b. IS BEBREEIX BRI R — N -

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml
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ﬂ HEKB control plane EH1IE%E control plane Hl.23#9 & 5.

c. YwiE_E—4 FhOIEH new-master-machine.yaml X4, LUDEHAHFMBRFTLENF

EQO
i. HFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXFE U FT &R,
BUWGRE S BNFERNEMATT, FEERSEHBHAT—ITREF. EXH
&, clustername-8qw5l-master-0 2%/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHB& spec.providerlD FE% :
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

105



OpenShift Container Platform 4.8 £ {31tk &

106

I generation: 2

v. & metadata.resourceVersion 1 metadata.uid £% :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MHERZEKRB control plane EHAIHLES :
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIE%E control plane Hl.2389 & FF.

e. WILHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml S {40/ Z#7 #1285 :

I $ oc apply -f new-master-machine.yaml

g WILFHHBERE S0 :

I $ oc get machines -n openshift-machine-api -o wide

Ty R B

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5l-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a
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85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

##125 clustername-8qw5l-master-3 = # 0IE, FIEMEXM Provisioning %5
Running E#t4E.

BBV AR TR B /LB A, HHLER T mRE —MERIKSKS, eted cluster Operator
NBEshRET,

h. X A2 MRE ENHENEEKH control plane ENEZE LS TE,
13. E—NHEMMZEEOS, FEUTHSUES cluster-admin AEMAF B 5 R BIEE .

I $ oc login -u <cluster_admin> ﬂ

Q %t F <cluster_admin>, {#8 cluster-admin B&IEE—MHF &,

14. il etcd EFERE,
E— MRS H cluster-admin B EERER, 21TUTHS :

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H /il @ME—H, iXFLE N2 M0t B B R R,

% etcd cluster Operator HUTEFEREN, AT KR FFAFEHS#A bootstrap R I ALIAIHT
pod,

5. WiEFrE T RES E B ERFHIEITIRA,
E— N AEEREA cluster-admin A EESIER, STUTHS .

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#HE etcd E’JNodeInstaIIerProgressmg KEERE, UBIEFRET KReftTFRINEIT. R
IhE, HiHt 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EARGH, SHOEITRASE 7
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MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TRNEBITRE 7, IRKEEHNE
TR, FRENLDHREL

16. EEHERE etcd [F, 77 control plane 5 &l 1TH# rollout, HTF kubelet {5 FA POER 11 % 7 2%
ERER API BRS5 28, EIE Kubernetes API ST EM TR EEHREBFD,
E—N&EER#EA cluster-admin B EERIER, Z1TUTHS,
a. N Kubernetes API AR %5255 Bl T HTROHEHHERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LKA T RS FRIFIRA. EEHK
hiE, Hiti4 E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIRETSE 7.

MRFHEELMES, 02N TRNEUTIRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, EFNIHEEIL,

b. & Kubernetes 124l 23 E 12 25 0n A 1T B ERE -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEFE T RS FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EXRGR, SFHBITRASE 7,
MRWHEELSMETS, M2 N TRNETHERE 6; 1 NTRNEITIRAE 7, XEREEH
MIEFHTH, EENLIEEER,
c. 7 Kubernetes iR/ i Hll 1T HT RO HERE -
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$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge
KRR A T R E S EMERFRETT A,

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing REFM, LEIEFE T RS FRIFRA. EEHK
hiE, #4577~ AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHNEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TRNEBITRE 7, XRKREEH
MIEdtTH, EFNIHEEL,

17. BUEFRA control plane EHERE B/RShFINALEERE,
E— NP FEA cluster-admin B EEERIERE, Z1TUTHS -

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

i th o Bl
etcd-ip-10-0-143-125.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running 0 9h

HIBRATA TEMHERE T RERO R EHEERE, EESEM Kubernetes APIE BHIEA pod, XS
& OpenShift Container Platform 2B, #NE&E2%. Operator MEHE=HHH,

HER, ARRIMNEREE, TRFENLIHTEREMARS. flf, EEE OAuth lRS58% pod A,
4 oc login 17 HAHIE AT RE AL BN IEH TF.

5.3.2.3. ik EF A EFHINSBHBHRR T E

INRIEH OpenShift Container Platform B FE R AP RN ALEEE, SEMWRSEEFHEE eted
NEB, ERIRERTE pod HIZ1TH] Elasticsearch 5£8¥%, =& 7E StatefulSet X/ RAIZITHIEIEZE, M etcd
HIPHIRERS, A&ME OpenShift Container Platform fF TAE M E MRS, B2, R etcd IRIBZIH
By, HRESRgeTT .

8%

BAMSE (PV) MABHEREET etcd REBHI—E89, M etcd IRIBIRE OpenShift
Container Platform &8585, FExB TR EHAIRER TN REBEIE, KRR,

BT RERTEHR S — LR AIER
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Hith

"

MySQL #IRZEEH PV A R pod Hi21T, M eted RERIRE OpenShift Container
Platform A FEEMERFHAENE L, BEARRERIEEIZITH MySQL pod, RE pod 2EE
ZE. B AR EEEENERRES, AREHRE PV LIEME#FERFINRE XA pod.

Pod PIERE A, EMMEITR X, IRF— P pod ENRY LEAEBNS, NHIT eted Pk
S}, pod Pl AIRET/AIEMG S, EABMAREMINEIT = Y, OpenShift Container Platform
HAMEKN, BRI EC. KEXMERS, BUIMNTRY FI98, UESTUE
TR X EMEN, SR/E pod P1FAILUS B,

TEHIT eted HREBF, iﬁ%fjﬁﬁ‘ﬁi_ﬁﬁﬁifjﬁiﬁ TSR, X5 BUR AT X LEIER CSI
IRZNFEFFBX Operator TTIEIEE TIE, EAEREF OB HIX LINEIFEF K Operator FTFEHE
1k,

TEERR eted HREBfE, &M OpenShift Container Platform 7 st fR s E L% &, Local
Storage Operator & M /dev/disk/by-id 5 /dev B X EEME PV UIEFSHE, XWE
RARESSEBAM PV B|ATBEENILE,

BRI, B AWM

1. FEhBR B TRLEB PV,
2. MITRITT s e I BR AT S 558,

3. MHB& LocalVolume =% LocalVolumeSet & (5% Storage - Configuring persistent
storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

P

INEA XN AIER R 22 E M350 OpenShift Container Platform SEIF1{E F SSH #9 control
plane T, BB EH,

5.3.3. M control plane I $5 23 HIHE R TR E

5.3.3.1. M control plane iF B3 HIM1E R Tk E
LR LUMITERBY control plane IEBHBEBhIRE,

BZ, ,U\mﬁiﬁﬁ}tt&ﬁiiiﬁ’] node-bootstrapper it 1% %15K (CSR) RIWKE kubelet ik, *fFH
FEHHERE, EoEEEERLER kubelet IRSS CSR,

ERLLT SRR 0328 CSR -

i
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1.

FREX AT CSR 75K -

I $ oc get csr

it Bl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
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Pending g

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingg
csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pendingﬂ

w—ﬂ\%&ﬁiﬁ'ﬂ kubelet IR%$ CSR (BFHAF BEMLRE) ,

w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

2. BE—D CSRMIFMAERUEITHRTEN ¢
I $ oc describe csr <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& 7R,

3. AEENE M node-bootstrapper CSR :

I $ oc adm certificate approve <csr_name>
4. NTFRABENRE, HIESDEMM kubelet BRZ5 CSR :

I $ oc adm certificate approve <csr_name>

m
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