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%13 LOGGING £1T3Fi0

%13 LOGGING £173F1iC
BSiiRESt

Red Hat OpenShift IARRILKFRIUEN — DA RENAERBE, ©58% D OpenShift Container
Platform REIM A TEAEAE, Red Hat OpenShift Container Platform 4 & EEAEEE #k T X 1ThRAFE
Ak,

1.1. H&125x 5.4.9

& 1ThRAE$E OpenShift Logging B2 IRMEE 5.4.9,

11.1. BFEREE

o TELLREHZAL, Fluentd WERKBEEREAMEESH. X NRAF, MRTXLEEES
HREZEERFER, (LOG-3074)

o TEMRE#HZAL, Kibana H—NEEHR 24h OAuth cookie 1 B A], X
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ERT, =53 Kibana AR 401 £1%,

FEXMHRAAH, Kibana B9 OAuth cookie 13 #ilf /7] 5 accessTokenlnactivityTimeout R, #X
IMEN 24h, (LOG-3306)

1.1.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908

e CVE-2022-0909


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
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e CVE-2022-0924
e CVE-2022-1016
e (CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
e CVE-2022-1586
e CVE-2022-1785
e (CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e (CVE-2022-2938
e CVE-2022-3515
e (CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628

o CVE-2022-22624


https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
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o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® (CVE-2022-23960
o CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
o CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e C(CVE-2022-36946
o CVE-2022-37434

e CVE-2022-39399

1.2. LOGGING 5.4.8

& 1THR A B RHSA-2022:7435-OpenShift Logging F2F5 1R & 5.4.8,

1.2.1. BFEIRAES


https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
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o

1.2.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36518
e CVE-2022-1304
e CVE-2022-2509
e CVE-2022-3515

o CVE-2022-22624
o CVE-2022-22628
e CVE-2022-22629
o CVE-2022-22662
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
e (CVE-2022-30293
e CVE-2022-32149
e CVE-2022-37434
e CVE-2022-40674
e CVE-2022-42003

e CVE-2022-42004

1.3. LOGGING 5.4.6

& 1THRAE$E OpenShift Logging I2FEEE 5.4.6,

131 BFHIRER


https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
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o TEltREF 2B, Fluentd BHFTLiEIAH Kubernetes ERHHE AKX, BFRSIENARHER,
EXMNRAR, B RELBEFAZFNMEENREESHIEE, (LOG-2792)

o EIREFHZAI, % ClusterLogForwarder B7E L HRE LT JSON T, &4 rollover {£
FERANBRERS|, EXDHRASR, FHRSITHE, (LOG-2823)

o TELLREFT AL, MREMERT Kibana BE X FTIR, OpenShift Container Platform Web 12l &

FFYRer R E Kibana BYEE#E, EXMNhRAR, MER Kibana B E LR SMERZEERE, (LOG-
3054)

1.3.2. CVE

e CVE-2015-20107
e CVE-2022-0391
e CVE-2022-21123
e CVE-2022-21125
e CVE-2022-21166
e CVE-2022-29154
e CVE-2022-32206
e (CVE-2022-32208

e (CVE-2022-34903

1.4. LOGGING 5.4.5

& fTARA &35 RHSA-2022:6183-OpenShift Logging Bug Fix 5.4.5,

141 BFHEREE
o TELLREFTZAEI, Operator TiAAMR pod B, XeSBEREERE R IEHIARIEENRK
o TEXNRAA, Operator RTEEHTFEAF#H AR pod BIfEHT pod FRICH ready, X REERIX
ANA, (LOG-2881)

o TELLREFTZAEL RMZTH RGN SSBANEEERFFIFCRELIFERNENT, XD
krAr, AEREREIERA, (LOG-2946)

o TR REHZAI, Operator TEMAN S| SHA/REEMBALFREHE JSON LN, FFHBEIR,
TEXANRAAH, Operator RTLAEFARRFLIX A JSON MR, (LOG-3009)

o I REFZAI, Elasticsearch TBIHEIRE LT HAHERREMIREN TR, XXBEHIXLEENR
AP R B AR ER 2R EL 4 BOTIEARBY, (LOG-2972)

1.4.2. CVE

e CVE-2022-1292
® CVE-2022-1586

e CVE-2022-1785


https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
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CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.5. LOGGING 5.4.4

b % {ThR A 8 $5 RHBA-2022:5907-OpenShift Logging Bug Fix 5.4.4,

15.1. FBFEREE

o TEULREFZ AL, FEN T FRIE Elasticsearch FIEEMRE R, EXNhRAH, Elasticsearch B
DU R RArEERM UTF-8 5, (LOG-2794)

o TELLRERT AL, JERIT FRE Fluentd FREEMRIE R, X DHRAR, Fluentd ATLAIEHA
ERFIEEMH UTF-8 /., (LOG-2657)

o TEMREH AL, WEFNIEIRSSEZNERETIMEERATFIEHNER MU, TXNENR
f, FREBERXNVBEIEMTAEOD, (LOG-2821)

o TELhREFTZAI, cluster-logging Operator Kl FE & K Al secret, OpenShift Container

Platform 411 RER T £ 1T H, XRSFHAFTILEKBBRM, EXMRAF, cluster-logging
Operator RREZFE QIR secret FARXNA, (LOG-2840)

1.5.2. CVE

e CVE-2022-21540
o CVE-2022-21541

e CVE-2022-34169

1.6. LOGGING 5.4.3

& fTARA &8 RHBA-2022:5556-OpenShift Logging Bug Fix 5.4.3,

1.6.1. Elasticsearch Operator 3 f @41

EBAFICFEFRY 543 #, Elasticsearch Operator 2#F A, T XIEURHILITIRAFMR, II8E
LEIATEMRARRIREHINEENRRFREEE MR, EXNEEEAEREUN, FIFHIMER,
YE 7 {E M Elasticsearch Operator B2 EINHEF R LEE, B LUEA Loki Operator,

1.6.2. ZFHIRER

o FELLIRE#H AT, OpenShift Logging (URIRA ERERED FKE, MABEERD .
X NhRAR, (ERRERAARKD F. (LOG-2781)

o I REFTZ A, elasticsearch-operator FRMEFHE —MEFHIR, ©aBE—MELRS
WiHEMELRHE, EXTHRAS, EEEHZEFSERRANRA, (LOG-2816)

10


https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5556
https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
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o TEMREFHZE], UfF Vector BB NNHEEHRAE Loki B, FEXREBEIE X bearer &k, IR
Loki BA T TLS, MEEFEREINNSIE, TEXDRAR, Vector ILUMFERER T TLS IS
RS %3 Loki, (LOG-2786

o TEIREHTZHI, Elasticure Operator FEi%#¥ oauth-proxy 5i{&f &% ImageStream B E %
JEH] referencePolicy B, X5 Kibana SBBIERFEIMER K, EX A, FH
referencePolicy fi#)R 7 XN A&, Operator AILARRINERE Kibana, (LOG-2791)

o 7ELbREFTzHI, ClusterLogForwarder BE Y FRMERMNFTREEZ N LEH. X R
KRR T XN A, (LOG-2640)

o TELHLRERHZAI, EENFHERAZE Amazon CloudWatch MERRELM B EXHE AT

[mi 77 6E, MM SBERLR/AIEE, EXMRAF, CloudWatch MR &R EWRER, MR
RTIEANER-L, (LOG-2768)

1.6.3. CVE

1.1 = LLUBFF CVE

CVE-2020-28915

CVE-2021-40528
o CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-26691
o CVE-2022-27666
o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

1.7. LOGGING 5.4.2

b % {THR A 8 ¥5 RHBA-2022:4874-OpenShift Logging Bug Fix 5.4.2

1.7.1. BFEIREE

1


https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
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o EILREHZAI, HF oc edit JikE Collector BBIFERM, R NEHEEHFEAFT—, XN
BHB| A\ T £ Operator BFRIN B EFTHSEAFBRLRZEH, LUEFEA oc edit A EED
B, (LOG-2319)

o I REFHZAI, FluentdNodeDown &1 JTiEIEFETE message BB IR LIRS,

FEIX R

AR, BITESERINI RIS SLF KRB R SLHIFRE, MMER T XA RE, (LOG-
2607)

o TEMREH AL, EXHEAFPIIRFILNBELG] (90 critical”) EPRFAHR. EXMRE

, HEXMBEEEAEHRZRF. (LOG-2033)

1.7.2. CVE

12

fl1.2. mE LRI CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083


https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
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e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197

e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

e CVE-2022-1271

1.8. LOGGING 5.4.1

b & FTHRA B ¥ RHSA-2022:2216-OpenShift Logging F2FE51REE 5.4.1,

1.8.1. BFERBE

13


https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
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MR EH AT, HEXHIETR exporter (U EE S HEFZTHFACIENBEE, MMERBRER
KRR, REH @I /var/log/pods iR TiXANAIR, (LOG-2442)

ELLREF AT, WERWMERT, BAEENBELRLE fluentd 5 A BEIRERI BT 2 A
T ETEERE, X PhRAH, keepalive_timeout (E#1ZE N 30 #(30s), LUEUEE RSO WUERE
HEHFZAETEENN AR A ERBCER, (LOG-2534)

ELREFH 2 a1, MXEERFIFBRPIE IR, BFEEFH Kubernetes SR ZH M HENER
WSS "audit” LLR —LE "infrastructure” BER AT 5EEY, TEXNRAS, KIERLUEMhG
MEIEA admin ViFARAA S, HAIFEEBGRZERAMNBERTIHRBE, (LOG-2448)

L REFH 2 FI, system:serviceaccount:openshift-monitoring:prometheus-k8s iR 551
B AR YE 7 clusterrole 71 clusterrolebinding, 7EX M hRAA, ARSSIK A A G
rolebinding BR#lZ| openshift-logging & %A, (LOG-2437)

TR REEZ AL, Linux 81T B & A BT F it/ (EN N ERFAE, WERSSETESE
FAENFRARREHRNFFKE, (LOG-2321)

1.8.2. CVE

1.3, mii AR I CVE

e CVE-2018-25032

e CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0778

e CVE-2022-1154

e CVE-2022-1271

o CVE-2022-21426

o CVE-2022-21434

e CVE-2022-21443

o CVE-2022-21476

o CVE-2022-21496

e CVE-2022-21698

e CVE-2022-25636

1.9. LOGGING 5.4

UTFALERAFHE 5.4 1 Red Hat OpenShift ik A 5.4 B9 Logging ¥4t
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https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
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1.9.1. AR TFIE

BF

mE/\IE MRARTABIZhEE. BRATNIIRER R LR MRS TR (SLA) X#F, B
RERREH AN TE, LT HFELE - MERERE ], XERARTIIIRER UER 7
Eﬂﬁi%ﬁﬁ’ﬂﬂﬁb, HENSEF LM BRRERFEN

BRIABRATIREX RS EFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

19.2. X FH=Z
M=ZE (vector) @—MHEKESR, BEN—IMERATIHEER logging FREBIZHRIZININESS.

USSR
e elasticsearch.— M4+ &F Elasticsearch 5f5ll, elasticsearch % AT LAFEA TLS 1%,
e Kkafka.Kafka {CIE, kafka i el AMERAZR 2= TLS %1%,

e loki, Loki, — M A#&EET RN, s A, SHE-AERERY

1.9.21. FARAE
KU SABEE, FRUTHEE OpenShift Container Platform 52 LG AR E,

BE
MERXZHF FIPS B A%,

FRFMH

® OpenShift Container Platform: 4.10
® Red Hat OpenShift B logging F%%: : 5.4

o EHFIPS

it 3
1. 4% openshift-logging %l B ##9 ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

2. iy ClusterLogging B & X /B (CR) 1N logging.openshift.io/preview-vector-collector:
enabled ST f#,

3. 7£ ClusterLogging B E X FIRE(CR)H RN vector fEHEE KB,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
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https://access.redhat.com/support/offerings/techpreview/
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namespace: "openshift-logging"

annotations:
logging.openshift.io/preview-vector-collector: enabled

spec:

collection:

logs:
type: "vector"
vector: {}

HiBR
o HEXH

B

Loki Operator R@—MRATNEIhEE, HARTHGIIRER RN MRS FHIL (SLA)
XF, BMEETRHTTE, AETHEEEIMEREREN], XERATEIEER L
HRAFRBIAAFIIIEE, HAENSEF L BRMARGEL,

BRIABRATTREXRSEEFEE, 1§5%
https://access.redhat.com/support/offerings/techpreview/,

1.9.3. X F Loki

Loki 2— N AEAT B, SsETRAAESHEANEERERY, B EBRILEKFRANBEEER
{;:EO

HibFR
e | okiX#y

1.9.3.1. #B¥E Lokistack

&\ LUE A OpenShift Container Platform Web %l & %245 LokiOperator,

FeRFH
® OpenShift Container Platform: 4.10
® Red Hat OpenShift B logging F%%: : 5.4
&8 OpenShift Container Platform Web 124 &% LokiOperator :
1. &% LokiOperator :
a. £ OpenShift Container Platform Web 25/, =i Operators - OperatorHub,
b. MT M Operator 55k #1154 LokiOperator, ARG/ Install,
c. 1f Installation Mode T, 1%#% All namespaces on the cluster,
d. 7 Installed Namespace T, ¥ openshift-operators-redhat,
R JitEE openshift-operators-redhat 74 Z2[F], openshift-operators 3% Z2 [A| AT EER

BEXIZHB operator, iXLE operator A#EEE, H A B metric BIEES OpenShift
Container Platform metric B9Z i8R, M SBUHZE,
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https://vector.dev/docs/about/what-is-vector/
https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/docs/loki/latest/
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e. %% Enable operator recommended cluster monitoring on this namespace
XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” f7i, R/
WEIX AT, LUBRERE L 1E1ZEN openshift-operators-redhat oy & 22 1],

f. R — D REHESRES.

e Automatic SRB&fL1F Operator Lifecycle Manager (OLM) 7EG R A= B B 5B #H
Operator,

e Manual EKEEEEHEE L E LM A F L Operator B#.
g. = Install,

h. BWIFEREBRET LokiOperator, 17| Operators — Installed Operators 71T, FH &
"LokiOperator."

i. #8fR LokiOperator 5U7EFTA Status /7 Succeeded BT E A,

1.9.4. BRI EE

ELREHZ A, cluster-logging-operator {5 FASEEESE H H A BFI4FE I Prometheus AR
Sk A BIRRR, LARERIE R, X LANBRIEfEREHIE R EERE Operator I OIE, {BEMGBSITER
ENRE, X MNRAR, B EAEIHE® R ZEAZEERR T XA, (LOG-2286)

FEREHFH I, BENRRDAEMSRZZEE A5 A—1 ownerReferences FE%, ALk, Edp
AR ORE B (U RR, X DRAF, HIERT ownerReferences FFEX B LUfiR R
XA, OpenShift Logging (YRIRTEIZHIEF A A, (LOG-2163)

EWREH A, MBI URRNEHRTSEE, FH cluster-logging-operator JoiA EfLLEL
BENRIRWINEFEREWE BRI, TEXNIRAR, hXRIRE IR N0ME— BIERF(E B 2R IX
ANMAE, (LOG-2071)

TR REFZ AT, OpenShift Logging (Y ZR#Rki% B EM T RKXHPH pod MepRZEH, XRERE
g 24 I INERME KRR, X MRAR, pod IMAZEAIRWIER LR, (LOG-2069)

EIREH A, 2 ClusterLogForwarder 1% Elasticsearch OutputDefault B
Elasticsearch fii & B4 LN, £ERMBESEFHBRIENTERE, EXNMRAF, BET
FERAM secret ML+, (LOG-2056)

TEMREHTZ 8, OpenShift Logging (X&Mka BR—AN2EH CPU K, R NBIRAILMIER. £
XANRA A, e T ERBRYEE sORAR AR LRI, (LOG-2026)

LR ER AL, Fluentd BERHEEEEE TN IR ENHERF TR, X MREMES M
PRXET R, (LOG-1927)

FEWREHZA], 1E53RAPBENRERNEHTERNR FHERICKINESRER
FluentdNodeDown £4z, 7EXMRAR, 88 Prometheus ERAIVE L B FRERR T XA AR,
(LOG-1918)

R EH R, BEBERENENAHRTERMBEEB AT, XTERFRRESL
BEESMNASHEBERGEN, XTRESFBAFEMBTEERRNAE, EXMhRAPERTIX
NMeld, EEMNEEHHIRINESRBR. (LOG-1774)

TELREFZ A, Elasticsearch R4 %1% Unable to create PersistentVolumeClaim due to
forbidden: exceeded quota: infra-storage-quota. (#1R PVC BEE) . EXMNRA
f, Elasticsearch RREIAR PVC, MMFRRT XA, (LOG-2131)
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https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
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o TELLREFH I, ¥ elasticsearch-signing secret #HFRET, Elasticsearch F5i%3% [0l ready A
Bo EIXMHRAA, Elasticsearch BEBTEMIFRIZ secret [FiRE] ready K&, (LOG-2171)

o TEMREH A, WEHFEINAHFAETHBRENERSSFBURESRH—LEICFER LR EIRNR
Bl EXMRAER, WEHER EMRMEERERXNAE, (LOG-2160)

o TELLREFTZAEI, HTHAKRKEMALEENERHSRS M Elasticsearch (Z1ERSSE KR, R A& 2EH T
FRIABIRAIRLARNRE, EXDhRAR, TRk REFmBZEELMIIKR, MR T IXANE
i, (LOG-1899)

o I REFH~AEI, OpenShift Container Platform Logging (U RR E =9 F X" MEKXTF
Elasticsearch B8 'x' W RIfHYSEFRE, HILXANFRENRERZ, eSS Elasticsearch
pod IFFE X2 F, FITEHEA Elasticsearch R, EXNMRAS, DA BERWIER
T8, (LOG-2156)

o TEIREF AT, MR secret kibana 1 kibana-proxy #fitli&, NAEKEHOUIRE], X
A, elasticsearch-operator &I FTIR, FEMRE BohEHRUIBRXLHIR, (LOG-2250)

o TEUREH A, WEZARRKNTREEFBRKFENBIEHRTF TIRFBRKNES,
XA hRAA, BT DUFHEIRATIRGI, FHER A, (LOG-2379)

o TEHREFZAI, OpenShift WebConsole B H &I 2HI & B R 24 ClusterLogging CR
R, FEIXNHRAH, MR CR sE# Cluster Logging Operator &1k #E, (LOG-2373)

o TEUREH A, WARASHENERRSBESEINGENT, BERRKIREEERR

o TXNHRAR, HwHESATFEXRKEBENIET, ZIFME—BRE A ILEURARRX AN,
(LOG-2462)

1.9.5.CVE
e CVE-2022-0759

o BZ-2058404

e (CVE-2022-21698

o BZ-2045880

110. LOGGING 5.3.13

b & 1THRA B ¥ RHSA-2022:68828-OpenShift Logging Bug Fix Release 5.3.13,

1101 BFHREER
o TELLREFHT A, log-file-metrics-exporter 2144 A HY B 75 ST K /N BRET R M Bk B Bk T4

BB, MMSBXXERNNARAFRM, EXNMRAS, BEXHX/NINTSE SRS
HHI%E, (LOG-3293)

1.10.2. CVE

fl1.4. = LUBFF CVE

e CVE-2020-35525

e CVE-2020-35527
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https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899
https://issues.redhat.com/browse/LOG-2156
https://issues.redhat.com/browse/LOG-2250
https://issues.redhat.com/browse/LOG-2379
https://issues.redhat.com/browse/LOG-2373
https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
https://access.redhat.com/errata/RHSA-2022:6882
https://issues.redhat.com/browse/LOG-3293
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527

CVE-2022-0494

CVE-2022-1353

CVE-2022-2509

CVE-2022-2588

CVE-2022-3515

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-23816

CVE-2022-23825

CVE-2022-29900

CVE-2022-29901

CVE-2022-32149

CVE-2022-37434

CVE-2022-39399

CVE-2022-40674

1.11. LOGGING 5.3.12

b & FTHRA 8 $E OpenShift Logging 2RI EE A 5.3.12,

1M1 BFREREE

o

1.11.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

%13 LOGGING £1T3Fi0

19


https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
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o CVE-2022-29154
e CVE-2022-32206
e (CVE-2022-32208

e (CVE-2022-34903

112. LOGGING 5.3.11

2 ThRA 2 $E OpenShift Logging R HEIREE 5.3.11,

1121 BFHEREE
o TEIREF2HI, Operator TIEMIR pod Bi%E, XA S BERITER S T2 P iA B A BRI

Bo EXNHRAA, Operator RIEE /S FEH A pod BIFFHT pod FRIEH ready, IXSMERX
ANE)f, (LOG-2871)

112.2. CVE

e CVE-2022-1292
e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

113. LOGGING 5.3.10

It & 1THRA B $E RHSA-2022:5908-OpenShift Logging F2F 1B E 5.3.10,

113.1. BFiEEEE

® BZ-2100495

113.2. CVE

1.5, miiLAB I CVE
e CVE-2021-38561
e CVE-2021-40528

e CVE-2022-1271
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https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182
https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-21540

CVE-2022-21541

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

CVE-2022-34169

114. LOGGING 5.3.9

b4 {ThR A 8 ¥E RHBA-2022:5557-OpenShift Logging Bug Fix 5.3.9,

114.1. 2%

o TELLREHZAT,

HIRER

ASILRBESRSE—TBE, FHEERBEIRERE

%13 LOGGING £1T3Fi0

o WWHREEEEL,

HE5 Prometheus HE%%&H’JT?TL%EI’JXEEEQO TEXANRA A, ﬁﬁa?&%#uﬁmﬂﬁ]ﬂi#ﬁ

VIEMEHEFE. (LOG-2682)

114.2. CVE

#l1.6.

=i LA CVE

CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

21


https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557
https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
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CVE-2022-27666
o CVE-2022-27774
® CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

115. LOGGING 5.3.8

b4 {THR A 8 ¥ RHBA-2022:5010-OpenShift Logging Bug Fix 5.3.8

115.1. BFEREE
(%)

1.15.2. CVE

$1.7. RTLURFF CVE
e CVE-2018-25032
e CVE-2020-0404
e CVE-2020-4788
e CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941
e CVE-2021-3612
e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764

e CVE-2021-3772

22


https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222

CVE-2021-26401

CVE-2021-29154

CVE-2021-37159

CVE-2021-41617

CVE-2021-41864

CVE-2021-42739

CVE-2021-43056

CVE-2021-43389

CVE-2021-43976

CVE-2021-44733

CVE-2021-45485

CVE-2021-45486

CVE-2022-0001

CVE-2022-0002

CVE-2022-0286

CVE-2022-0322

CVE-2022-10T1

CVE-2022-1271
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https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
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1.16. OPENSHIFT LOGGING 5.3.7

b & {TRR A 8 ¥ RHSA-2022:2217 OpenShift Logging f2 4R 1EE 5.3.7

116.1. BFiEAEE

o TEMLREEHTZAT, Linux BT BT A ARATERT/ (EX B EIRE AL, X MRAF, FRITHRE

NMEMA regex REFKNAIFE. (LOG-2322)

HFIEHR, —LERATRAFHHTESERAEENNFBEEREFEE, EXMRAF, E£H
BHRARMT —NEFHS, ITWEA TN FBHEE, (LOG-2334)

FEHREFZE, HTAKEMRERNERS S Elasticsearch ZIERRSS1EK, R & ZEH T
RIABIRARIRL KRN REN, EXNHRAF, LR SBFEMBEEBITIR, MR T X
5, (LOG-2450)

EREH 2 A, system:serviceaccount:openshift-monitoring:prometheus-k8s 55 E£2
RI¥EIY, 48 clusterrole # clusterrolebinding, 7EXMRAH, M role # rolebinding ¥
serviceaccount [R#lZ| openshift-logging f8 & %26, (LOG-2481))

1.16.2. CVE

24

5 1.8. Hd; LUBFF CVE

e CVE-2018-25032

e CVE-2021-4028

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-43797

e CVE-2022-0759

e CVE-2022-0778

e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426

e CVE-2022-21434

e CVE-2022-21443

e CVE-2022-21476

e CVE-2022-21496

e CVE-2022-21698

® CVE-2022-25636


https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
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1.17. OPENSHIFT LOGGING 5.3.6

b4 {THR A 8 ¥ RHBA-2022:1377 OpenShift Logging Bug Fix 5.3.6

1171 BFE R EE

o EULREHZAE, EERBEBANAIR, HINA Operator &5 Operator TiEFTHRFA R, 1EiX
NRAR, XNARAEHELEALTRH. (LOG-2126)

o TEItEKA], WERABEKERES, HFRRFTRER T LA HNES, TEXNRAH, Ea7LL
% readline BR&Y, LURYE B SORERIARR T, (LOG-2380)

1.18. OPENSHIFT LOGGING 5.3.5

b & {TAR A 8 $E RHSA-2022:0721 OpenShift Logging 2R IR EE 5.3.5

118.1. BFiE A ES

o TELLREFHT I, IARMEM OpenShift Container Platform AfffifR T OpenShift Logging, Web
EHIBMARETIER Logging TTERMEEEE, TEXMRAR, MERZEIE OpenShift Logging
SMBRIZEEE, (LOG-2182)

1.18.2. CVE

#il1.9. R LARF CVE
e CVE-2020-28491
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4192
e CVE-2021-4193

® CVE-2022-0552

1.19. OPENSHIFT LOGGING 5.3.4

b4 {ThR A & ¥ RHBA-2022:0411 OpenShift Logging Bug Fix 5.3.4

1191 BFHERIER
o TELLREFTZAL, X metrics (NRIRHESHLEEERE, EH cluster-logging-operator %5 1IE

BB E U RRNINENAENERE BT, EXMRAF, BT ENRIFE RRINME— hash
{HRfRRZH, (LOG-2066)

25


https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182
https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
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o I REFHZAI, Elasticsearch Pod fE/5H T FIPS BHiaLiE/E8. TEX A
#, Elasticsearch Pod aI LABRIN/A N, (LOG-1974)

o TEIREFZAI, Elasticsearch R4ERKEHIR "Unable to create PersistentVolumeClaim due due:
exceeded: infra-storage-quota." (815 PVC BfFTE) . TiXMhAMR, Elasticsearch &I
AR PVC, MmfERTXARM, (LOG-2127)

1.19.2. CVE

fl1.10. =i AR FF CVE

CVE-2021-3521

CVE-2021-3872
e (CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
o CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193
e CVE-2022-0185
o CVE-2022-21248
o CVE-2022-21277
o CVE-2022-21282
e CVE-2022-21283
® CVE-2022-21291
e CVE-2022-21293
o CVE-2022-21294
o CVE-2022-21296
e CVE-2022-21299
e CVE-2022-21305
e CVE-2022-21340
o CVE-2022-21341
e CVE-2022-21360

e CVE-2022-21365
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https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
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I e CVE-2022-21366

1.20. OPENSHIFT LOGGING 5.3.3

b4 {ThR A & ¥ RHSA-2022:0227 OpenShift Logging Bug Fix 5.3.3

1.20.. BFHREER
o TEIREFHFZAI, X metrics (UFRIRHBESLEBERE, EH cluster-logging-operator ;% H IEHf
b a & (URRIIIE FFTE configmaps. TEXMHRAR, @il RIRME—BIE R ERINE
W I RIEE B, (LOG-2066)

o TEXMNRA, logdj M N 2.17.1 LUR)R CVE-2021-44832.(LOG-2102)

1.20.2. CVE

B, R LURFF CVE
e CVE-2021-27292

o BZ-1940613
e CVE-2021-44832

o BZ-2035951

1.21. OPENSHIFT LOGGING 5.3.2

b4 {THR A B $8 RHSA-2022:0044 OpenShift Logging Bug Fix 5.3.2

1211 BFEREE

o TEltREIF BT, FNRITHEIR, Elasticsearch £IEMFEEHKRBEMNAR, EXMHRAAR,
B T IR R SR AR R AN A, B2, MUBIMNER3|TEES S Kibana FHE LS
%, kubernetes.event.metadata.resourceVersion FEE& SR, BEIIMRINA R |41 R
HEHFTSI ik, IR Kibana FREFERLFE, EBILUZKESHER, MREE—/HRIEZER
IR R ERR, FRELAMBRIENZRS|IH I ISEE, KEFSEHREI RS E ALY
8, (LOG-2087)

o TEIREFH AL, OpenShift Logging Dashboard 7EF&R A i REE 1R8I pod R 22 (], 4 A ZE (A
Bt 24 /N RIBRFIRER SR, EXMHRAF, OpenShift Logging Dashboard & 7R IEFfHY
pod fn & ZE[Al, (LOG-2051)

o TELLRE#H I, 1R ClusterLogForwarder B 7E X HHR(CR) L HI#
outputDefaults.elasticsearch.structuredTypeKey ;% B451{b BH, Nl CR KRFFfHiH secret &

AR5 BRI\ B EEEREMNBIA secret, TEIXMNhRAR, E X HHIH secret R#IEMER,
(LOG-2046)

1.21.2. CVE

I #l1.12. mLARFF CVE

27


https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
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e CVE-2020-36327

o BZ-1958999

e CVE-2021-45105

o BZ-2034067

e CVE-2021-3712

e CVE-2021-20321

e CVE-2021-42574

1.22. OPENSHIFT LOGGING 5.3.1

& TR A S $E RHSA-2021:5129 OpenShift Logging F2FEHE1REE 5.3.1

1.22.1. B 1A EE

FMWREH AL, Fluentd BHHREEECTNTITENNERFIR, XDIRAMEE M
PRXET R, (LOG-1998)

FEREFH 2, BEIDRURIRESERZE CPU BF, ENBIBEMIEIR. EXMNRAHR, BE
iﬂ%ﬁ@\%mﬁmmﬁﬁi@LT CPU . (LOG-1925)

TELREFHr 2 HiI, Elasticsearch Prometheus exporter fi{4 {8 A & #2001 Elasticsearch 77 st BERY
PR E R IE T R LI X MRASLIL T B AN EH, FIiREMRE. (LOG-1897)

1.22.2. CVE

1 1.13. = LUBFF CVE

28

e CVE-2021-21409

o BZ-1944888

e CVE-2021-37136

o BZ-2004133

e CVE-2021-37137

o BZ-2004135

o CVE-2021-44228

o BZ-2030932

e (CVE-2018-25009

e CVE-2018-25010

e CVE-2018-25012

e CVE-2018-25013


https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580
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https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
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CVE-2021-3712

e CVE-2021-3800
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-20317
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-31535
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
o CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527

e CVE-2021-45046

1.23. OPENSHIFT LOGGING 5.3.0

b & TR A B ¥, RHSA-2021:4627 OpenShift Logging 2P #1318 8 5.3.0

1.23.1. #TIhEE R INEEIE 5

o TEXMHRAH, LogForwarding BURIUETIEHY R, M IAEATLARCE SASL. M7 &/ BN
TLS,
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https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627

%13 LOGGING £1T3Fi0

1.23.2. B RES

o TEMREHZAN, MREMER syslog WML L B, HEBRITIE ruby IR/ (EXT, FHE
B TR, FER A BREIRA, EXDRARER T XANAE, HEEHSREBREIIL
NBEMH JSON, (LOG-1494)

. Eltl:ﬂ(%%ﬁiau NARFESEERERRE, UEARERT STHRRNERN
CIoudwatch Ao (LOG 939)

o EULREFHFHZAI, 53 KITHRAIBHRERN B BN FHEMRER fluentnodedown',
(LOG-1918)

o TEIREFHF AL, LAIMNATERE I ANLOHRSBRREREXNIDEREZHAXER, MM
ERAIEFESKRES Pod, TEXMRAR, fluentd REIE RPN BRZHX, MR TIXD
A&, (LOG-1735)

o TEMREHF AL, ELRIMRAFRSEREM JSON EEMNT, X MRAEHGH JSON 1T,
CILRIERIT JSON SHEFRR level"FER LB HERB level"FE,, HEMEM regex MEEFER
FIZERICEC T, (LOG-1199)

o TIIREFTZHI, ClusterLogging B Y HIR(CR)f totalLimitSize FExHIE R FAE Fluentd
total_limit_size FE%, BIMERTHREMNZAZEIARTH, EXMRAF, CREFH D

totalLimitSize =X 'default' [ lesser M. A E| Fluentd total_limit_size FE&, MMIARRIXAN A
5, (LOG-1776)

1.23.3. 2 A[A

o MR HEH KX EIHNEE Elasticsearch fRS5 25, AFTEEE secret WENEEME, WA A
15, Fluentd forwarder RIN#E T secret, {BEAIB{EEEEEIANEB Elasticsearch fR%5 35, HIN
XANAFMRER, Red Hat OpenShift Logging Operator HBIAR R IR secret IR E X,
(LOG-1652)

VENIGETERR AR, INRENT secret, WAL EIEEHERE Fluentd Pod :

I $ oc delete pod -| component=collector

1.23.4. FEAMMREIZHEE
Z RIRRAS FR By — Lo ThAE B i 7 F SRR,

FRNBEMABETE OpenShift Logging 1, FHEMAKIR. HR, X MWREIEURHLITRAF
WHER, BABRUIERHEREHER,

1.23.4.1. I8 Fluentd FIBH syslog A EF: & B & B4R

£ OpenShift Logging 5.3 &, ¥ H & 4 Bl Syslog #1 Fluentd IG5 A B MR, FHIREEMIIIFAE
OpenShift Logging 5.2 £ EHALERIN1R M, 2 E, FATHHNINEEEH,

R, ERUTHEEGEE :
e A Fluentd A& A&
L 1§FH Syslog T)j D(iﬁ?:?i BHE

1.23.4.2. BMERIB & BN ECENLH
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https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776
https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
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£ OpenShift Logging 5.3 #, B&¥ & BIESIESE LG 2 #M R -
Syslog A& A Bi&. HRAVMEBRER L HE.

1.23.5. CVE
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il 1.14.

miiLUEF CVE

CVE-2018-20673

CVE-2018-25009

CVE-2018-25010

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-14615

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-0427

CVE-2020-10001

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-24502

IRABEEFIEM Fluentd A:EFIBRY


https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html
https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html

CVE-2020-24503

CVE-2020-24504

CVE-2020-24586

CVE-2020-24587

CVE-2020-24588

CVE-2020-26139

CVE-2020-26140

CVE-2020-26141

CVE-2020-26143

CVE-2020-26144

CVE-2020-26145

CVE-2020-26146

CVE-2020-26147

CVE-2020-27777

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36158

CVE-2020-36312

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2020-36386

CVE-2021-0129

CVE-2021-3200
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https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html
https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
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CVE-2021-3348
e CVE-2021-3426
e CVE-2021-3445
e CVE-2021-3481

o CVE-2021-3487
e (CVE-2021-3489
e CVE-2021-3564
e CVE-2021-3572
e CVE-2021-3573
e CVE-2021-3580
e CVE-2021-3600
e CVE-2021-3635
e CVE-2021-3659
e CVE-2021-3679
e CVE-2021-3732
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20194
e CVE-2021-20197
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20239
e CVE-2021-20266
e CVE-2021-20284
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925

e CVE-2021-23133
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https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
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e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-28950
e CVE-2021-28971
e CVE-2021-29155
e |CVE-2021-29646
e CVE-2021-29650
e CVE-2021-31440
e CVE-2021-31535
e CVE-2021-31829
e CVE-2021-31916
e CVE-2021-33033
e CVE-2021-33194
e CVE-2021-33200
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087

e CVE-2021-42574

1.24. LOGGING 5.2.13

& fTARA &8 RHSA-2022:5909-OpenShift Logging Bug Fix 5.2.13,

1.24.1. B R EE

® BZ-2100495
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https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html
https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
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1.24.2. CVE

B 1.15. =L LURFF CVE
e CVE-2021-38561
e CVE-2021-40528
e CVE-2022-1271
e CVE-2022-1621
e CVE-2022-1629
e CVE-2022-21540
e CVE-2022-21541
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782
e CVE-2022-29824

e CVE-2022-34169

1.25. LOGGING 5.2.12

b4 {TAR A 8 ¥ RHBA-2022:5558-OpenShift Logging Bug Fix 5.2.12,

1.25.1. B 1AEE
%Q
1.25.2. CVE

fl1.16. mt LRI CVE

e CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629
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https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

1.26. LOGGING 5.2.1

b4 {THR A 8 ¥ RHBA-2022:5012-OpenShift Logging Bug Fix 5.2.11

1.26.1. BFHEIREE

o TELLREFTZAEI, EEENIIT CloudWatch ¥ A MERSNIEAN B EXHE NG F6E, M
SEHEHR NN ERIERE, EXNMAR, CloudWatch IR D EHER, MMfRR T XA4NH
i, (LOG-2635)

1.26.2. CVE

il 1.17.

miiLUEF CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

%13 LOGGING £1T3Fi0
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https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
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CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189

e CVE-2021-4197

e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486

e CVE-2022-0001
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https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
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e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.27. OPENSHIFT LOGGING 5.2.10

& fThR A B $E OpenShift Logging Bug Fix Release 5.2.10]

1.27.1. BFEEEE

FIEHR, —LERTRAHFHHTERERAEENNFBEEREFEE, EXMRAF, E£H
BHRRMT —PNFHS, LUTIHERERRFBIFE. (LOG-2335)

FEHREFZE, HTAKEMRERNERS S Elasticsearch ZIERRSS1EK, R NmEZEH T
RIABIRARIRL KN REN, EXNhRAF, LR SBFEMBEEBITIR, MR T X
5, (LOG-2475)

EREH A, system:serviceaccount:openshift-monitoring:prometheus-k8s 55 &£
HIHEIN, 1N clusterrole #1 clusterrolebinding, 1EiXMRAAH, A role # rolebinding
serviceaccount [R#lZ| openshift-logging f8 & %2 [E], (LOG-2480)

ELREH 2 A, cluster-logging-operator {5 FASEEESE H KA BFI4FE FEIL Prometheus AR
Mk FHIRRR, LUREVIEFR. XL RRBEFEAZE AR EEE Operator I I, TMGBHIT
ERE Operator IffRK, TEXNRAAF, XNABILE R EZFASEHEFR T XNRE, (LOG-
1972)

1.27.2. CVE

1 1.18. =i LAEFF CVE

e CVE-2018-25032
e (CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154
o CVE-2022-1271

e CVE-2022-21426

o CVE-2022-21434
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https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475
https://issues.redhat.com/browse/LOG-2480
https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
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e (CVE-2022-21443
o CVE-2022-21476
o CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.28. OPENSHIFT LOGGING 5.2.9

b4 {TAR A 8 ¥ RHBA-2022:1375 OpenShift Logging Bug Fix Release 5.2.9 ]

1.28.1. BFiEIRMER
o EULREHZAE, ELERBEBANAMR, BHINA Operator &5 Operator TiEFTHRFA R, 1EiX
MRAS, XNBERABEIEALTR, (LOG-2304)
1.29. OPENSHIFT LOGGING 5.2.8

b4 {THR A 8 ¥E RHSA-2022:0728 OpenShift Logging Bug Fix 5.2.8

1.29.1. BFIHIRER
o TELLREHFT I, ARMEM OpenShift Container Platform AffifR T OpenShift Logging, Web

PHEIEDARETRIER Logging TTHEAEEEE, TEXThRAR, MPRKENIE OpenShift Logging 8
SMBRIZEEE, (LOG-2180)

1.29.2. CVE

$l1.19. mE AR CVE
e CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.30. OPENSHIFT LOGGING 5.2.7

b % {ThR A 8 ¥ RHBA-2022:0478 OpenShift Logging Bug Fix 5.2.7

1.30.1. B REE

o TELLREFH I, BT FIPS B Elasticsearch Pod A EEB#HEE 5. EIXMRA
#, Elasticsearch Pod A AR INHE), (LOG-2000)
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https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304
https://access.redhat.com/errata/RHSA-2022:0728
https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
https://issues.redhat.com/browse/LOG-2000

%13 LOGGING £1T3Fi0

o TEWREFTZAI, MRFAMERFAPVC)EF1E, Elasticsearch ®ERKEE 1%, "Unable to
create PersistentVolumeClaim due due: exceeded quota: infra-storage-quota, " fEiXhRA
H, Elasticsearch RIGEINEBR PVC, MMARRT XA, (LOG-2118)

1.30.2. CVE
$11.20. R LARFF CVE
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185

1.31. OPENSHIFT LOGGING 5.2.6

b & TR A 8 ¥ RHSA-2022:0230 OpenShift Logging I 1B E 5.2.6

1.31.1. BFiEIE S

o MELLREHZAL X MRATREE T Fluentd BRI IESR BN, X MRAR, ROMTE
WEMIEIE, (LOG-2104)

o TEXMRAM, logdj RIS N 2.17.1 LUfRR CVE-2021-44832.(LOG-2101)

1.31.2. CVE

$l1.21. m AR FF CVE
e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.32. OPENSHIFT LOGGING 5.2.5

It & TR A B $E RHSA-2022:0043 OpenShift Logging 251 EE 5.2.5
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https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0043
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1.32.1. BFHRESR
o TEIREF AL, HNERITHIR, Elasticsearch RIEAEBEHEHBIAR, EXNDIRAS,
B T HUEER AR XA, B2, LIEIMNERS|TRER T3 Kibana FRIEYE &S
%, kubernetes.event.metadata.resourceVersion XS S8R, BERIMRILA R |4
HEFFRES|I I, R Kibana FEBEHEALLTE, EAILURRREER, MREFE—MIFRIEEE

5IHIR B REE, RISRAMBRIBRIZRBIFHELIE B R, Eﬁ%?ﬂi%ﬁ%%lﬂﬂ%tiﬁi%ﬁéiﬁ
&, LOG-2087)

1.32.2. CVE
$1.22. | LARF CVE
e CVE-2021-3712
e CVE-2021-20321
e CVE-2021-42574

e CVE-2021-45105

1.33. OPENSHIFT LOGGING 5.2.4

It % fTARA & 38 RHSA-2021:5127 OpenShift Logging F2FH514EE 5.2.4

1.33.1. BFHEREE

o TEEHZA, syslogMyHHEIICKEFINL ruby BTN/ (EXS, EHEE"FHE"FR, 3
RSB "#1 TEXMARAA, FLUEMIIEE R FEFIME HIERR JSON, (LOG-1775)

o FEIREFH A, Elasticsearch Prometheus exporter #4880 Elasticsearch 17 st BERY
B AE IR GIE T REI LI X MRALI T BIEMANE N, FAIiREMRE. (LOG-1970)

o TELLRE#HHI, ¥ LogForwarding BdE T 2 MijHAT, Elasticsearch AR &IEAEE, X2

R AEEA—IHHERMEERNTRE N ENER. EXMrAHR, BEELXE6HE M Y
FPHR, UEFETHHNCEBERRFMEMEH, (LOG-1824)

1.33.2. CVE
B 1.23. R LURFF CVE
e CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827

e CVE-2019-13750
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https://issues.redhat.com/browse/LOG-2087
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105
https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231
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https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
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CVE-2021-20232
e CVE-2021-20266
e CVE-2021-20317
e CVE-2021-21409
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-31535
e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086
e CVE-2021-36087
e CVE-2021-37136
e CVE-2021-37137
o CVE-2021-42574
e CVE-2021-43267
e CVE-2021-43527
o CVE-2021-44228

e CVE-2021-45046

1.34. OPENSHIFT LOGGING 5.2.3

b & TR A 8 $E RHSA-2021:4032 OpenShift Logging iR EE 5.2.3

1.34.1. BFEAEE

o TEHREHF A, —LERFSTEMAENIRZE. WEKARFE OpenShift IEIEHIATE
OpenShift Container Platform FRZRBEZRHMMIBAEN], FEXNhRAH, Elasticsearch Operator
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https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4032

%8 1% LOGGING Z1T3Fid
PRI EREEE— N RBEM IR, FHEIETE OpenShift Container Platform %R ZHRM
Megrr B AN, (LOG-1857)
o MEILRFEH AT, TELRIMRARSAEEZEM JSON EEMEIT, X MRAEHE A JSON 47,

CILIRIERENT JSON SHE A level FERXERESRE level FE&, &M regex MEEFER
FRIREREEC T, (LOG-1759)

1.34.2. CVE

$l1.24. mii LABFF CVE
e CVE-2021-23369

o BZ-1948761

e CVE-2021-23383

o BZ-1956688
e CVE-2018-20673
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751
e CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14155
e CVE-2020-16135
e CVE-2020-24370
e CVE-2021-3200
e CVE-2021-3426
e CVE-2021-3445
e CVE-2021-3572
e CVE-2021-3580

e CVE-2021-3778
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https://issues.redhat.com/browse/LOG-1857
https://issues.redhat.com/browse/LOG-1759
https://access.redhat.com/security/cve/CVE-2021-23369
https://bugzilla.redhat.com/show_bug.cgi?id=1948761
https://access.redhat.com/security/cve/CVE-2021-23383
https://bugzilla.redhat.com/show_bug.cgi?id=1956688
https://access.redhat.com/security/cve/CVE-2018-20673
https://access.redhat.com/security/cve/CVE-2019-5827
https://access.redhat.com/security/cve/CVE-2019-13750
https://access.redhat.com/security/cve/CVE-2019-13751
https://access.redhat.com/security/cve/CVE-2019-17594
https://access.redhat.com/security/cve/CVE-2019-17595
https://access.redhat.com/security/cve/CVE-2019-18218
https://access.redhat.com/security/cve/CVE-2019-19603
https://access.redhat.com/security/cve/CVE-2019-20838
https://access.redhat.com/security/cve/CVE-2020-12762
https://access.redhat.com/security/cve/CVE-2020-13435
https://access.redhat.com/security/cve/CVE-2020-14155
https://access.redhat.com/security/cve/CVE-2020-16135
https://access.redhat.com/security/cve/CVE-2020-24370
https://access.redhat.com/security/cve/CVE-2021-3200
https://access.redhat.com/security/cve/CVE-2021-3426
https://access.redhat.com/security/cve/CVE-2021-3445
https://access.redhat.com/security/cve/CVE-2021-3572
https://access.redhat.com/security/cve/CVE-2021-3580
https://access.redhat.com/security/cve/CVE-2021-3778
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e CVE-2021-3796

e CVE-2021-3800

e CVE-2021-20231

e CVE-2021-20232
e CVE-2021-20266
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23840
e CVE-2021-23841

e CVE-2021-27645
e CVE-2021-28153

e CVE-2021-33560
e CVE-2021-33574
e CVE-2021-35942
e CVE-2021-36084
e CVE-2021-36085
e CVE-2021-36086

e CVE-2021-36087

1.35. OPENSHIFT LOGGING 5.2.2

b & TR A 8 $E RHBA-2021:3747 OpenShift Logging IR 451388 5.2.2

1.35.1. BFHEIREE

o TIIREFZHI, ClusterLogging B Y HIR(CR)f totalLimitSize FExHIE R FAE Fluentd
total_limit_size FE%, BMERTFRMIZHZAIAR A, EXMRAS, CRE|FHD
totalLimitSize =% 'default' [ lesser M. A E| Fluentd total_limit_size FE&, MR RIXAN A
%, (LOG-1738)

o TEUREHZA, LAIMAZTERESSIANEHESBURESEXHINEREZARES, MM

SRR L FH E S WEESS Pod, TEXAMNARAR, Fluentd REBIEXRHIIERZHX, MMER T X
NMA#, (LOG-1739)

46


https://access.redhat.com/security/cve/CVE-2021-3796
https://access.redhat.com/security/cve/CVE-2021-3800
https://access.redhat.com/security/cve/CVE-2021-20231
https://access.redhat.com/security/cve/CVE-2021-20232
https://access.redhat.com/security/cve/CVE-2021-20266
https://access.redhat.com/security/cve/CVE-2021-22876
https://access.redhat.com/security/cve/CVE-2021-22898
https://access.redhat.com/security/cve/CVE-2021-22925
https://access.redhat.com/security/cve/CVE-2021-23840
https://access.redhat.com/security/cve/CVE-2021-23841
https://access.redhat.com/security/cve/CVE-2021-27645
https://access.redhat.com/security/cve/CVE-2021-28153
https://access.redhat.com/security/cve/CVE-2021-33560
https://access.redhat.com/security/cve/CVE-2021-33574
https://access.redhat.com/security/cve/CVE-2021-35942
https://access.redhat.com/security/cve/CVE-2021-36084
https://access.redhat.com/security/cve/CVE-2021-36085
https://access.redhat.com/security/cve/CVE-2021-36086
https://access.redhat.com/security/cve/CVE-2021-36087
https://access.redhat.com/errata/RHBA-2021:3747
https://issues.redhat.com/browse/LOG-1738
https://issues.redhat.com/browse/LOG-1739
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o TEULREF AL, WHEE R PHN]HPEIETE OpenShift Container Platform 4.9 £ %24
Elasticsearch Operator, fEiXMhrARH, BIEMBLEFLRE 49 PEHREAFHAL. (LOG-
1780)

1.35.2. CVE

$11.25. mi LARBFF CVE

CVE-2020-25648

CVE-2021-22922

CVE-2021-22923

CVE-2021-22924

CVE-2021-36222

CVE-2021-37576

CVE-2021-37750

CVE-2021-38201

1.36. OPENSHIFT LOGGING 5.2.1

b & 1THRA 8 $E RHBA-2021:3550 OpenShift Logging 2R 1R 1EE 5.2.1

1.36.1. B 1A E
o TEMREF2H, HNLITHRAEEHATRK—NEH, olm.skipRange FEMESRERLD

FERMIE, (LOG-1743)

1.36.2. CVE

(%)

1.37. OPENSHIFT LOGGING 5.2.0

b & TR A 8 $E RHBA-2021:3393 OpenShift Logging 2 FHHIREE 5.2.0

1.37.1. #$1Ihee R IhEE 18 5

o TEXAMNRAR, EELUSTEEEIE 4 E Amazon CloudWatch, SiR4N T2 R A2k 1
., MFELZER, HHMNHAETL L E Amazon CloudWatch, (LOG-1173)

(95.20) , MARRBMYFINAZITS. AXMRFAPEETEBHA, ELITSERNEHRIL

o TEXMhRAA, A LUFHEHIEL LR Loki, XR—IMA#EET &R, SETH. ZHEFAER

BXYl. MEELER, HEARBEELZE Loki, (LOG-684)

o TEXAhAH, MNR{FEM Fluentd forward MisGET TLS INELERER L BEHIE, IETLUER
BN R U FHTE Cluster Log Forwarder BRE RIS E R IDEIE, MIERZER, BSHME

F Fluentd # & hil#5 4 BH&. (LOG-1525)
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https://issues.redhat.com/browse/LOG-1780
https://www.redhat.com/security/data/cve/CVE-2020-25648.html
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37576.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
https://www.redhat.com/security/data/cve/CVE-2021-38201.html
https://access.redhat.com/errata/RHBA-2021:3550
https://issues.redhat.com/browse/LOG-1743
https://access.redhat.com/errata/RHBA-2021:3393
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-cloudwatch_cluster-logging-external
https://issues.redhat.com/browse/LOG-1173
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-loki_cluster-logging-external
https://issues.redhat.com/browse/LOG-684
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://issues.redhat.com/browse/LOG-1525
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1.37.2. %

48

TEXMNhRA, ST LUER B & MERE RS IES A E8 Elasticsearch SLAIMI B B 4 158, 6
m, WRFTEMEA mutual TLS (MTLS), ENE =727 Elasticsearch S2fl, BRI LAER HTTP
= HTTPS B SR RAFMBIIM secret, MBBELZELR, ESIMEER L EIAEE
Elasticsearch 5Xfl, (LOG-1022)

TEXANRA A, EELUKER OVN M4 RERH 1T B S R%E X BIAKIC KRS 8. (LOG-1526)

FINER T, OpenShift Container Platform 4.5 5| AREIEIRE kB AR & ZEH W E KR
H—PTRARS, XN EERBHEBEIILHREZZAERNEERS.

LRIRITRRATE OpenShift Container Platform =%l & A # Logging (U RIR RN & 22 A5
Fro EFIXLEIETR, EAIUBRNANSREREKRBER, URE A L6 F e 828 E KR
HEHE,

BHFXLFEIT, ETE OpenShift Container Platform web 1% & F T 7 Administrator 11,
B 5%l Observe » Dashboards - Logging/Elasticsearch, (LOG-1680)

LA ThRZA OpenShift Logging 5.2 [2 APINETHETR : A F 45 E BN (A B RS ETIEU, A B e
EENBHRERANICEKHWAETLH, URBEFBENBE S, XLEEFBAMEZEFR. pod
BREMINL, UREATUEES DR EZERF pod WEMERNEEHE, (LOG 1213)

FHxIEE

TEFHRI, L OpenShift Elasticsearch Operator (lIi23&R 3| &2 cronjobs K, ©&RIN
POLICY_MAPPING IMEZEF R, X5 apiserver IREEE ., TEXMRAFER T XA
&, f#%5 POLICY_MAPPING IMEZ 2 R B cronjob KE—R, B apiserver iIR&EEBE
2. (LOG-1130)

TELARIBIRRA A, ¥F Elasticsearch ERHEREIF N T R AR ER index-management cronjobs,
IXRFIXLE cronjobs IEM K& backoff, RS, TEBUHE{E Elasticsearch £ f5, iX£E cronjobs
KR PBIEBIRK backoff MfELE, FEXMRAR, BidiEEE cronjobs FIEEEFARR T XA,
(LOG-1268)

TEIXNRAR, £ OpenShift Container Platform #2244 8 Logging (YRR H, B 10 #HAE
ERAIBFHIRRD "chart namespace" 1%, FHIRHATEMRBIEIREF
fluentd_input_status_total_bytes_logged, TEiXMRAM, chart Znep 2 R FRZEFNIEFERY
fEFR&#5 log_logged_bytes_total, (LOG-1271)

EFH A, NRZRFIEE cronjob X IEF B REEFREART, NIIREHSEHAE Bk, &
YRR N "complete”s TEXMRAR, HEFERAFHIRLIENZESIEE cronjobs BIFE IR BT
R T XA A, (LOG-1273)

priorityclasses.vibetal.scheduling.k8s.io ©.M 1.22 Fffflik, F#%
priorityclasses.vi.scheduling.k8s.io &t (vibetal #% v1&fX) . TEHZ

A, APIRemovedinNextReleaselnUse &4k2°/y priorityclasses £, E5 vibetal {5
B, EXMNRAF, 15 vibetal Bl vi, FERT XN, FEERER. (LOG-1385)

TELARTRIRR A A, OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator
SREMERER, e REMFEENIMERR OpenShift Container Platform Web %5
FIFRA, TEXNhRAH, JF operators.openshift.io/infrastructure-features:
'["Disconnected"]' SR INELXH A Operator 7, FE i 1HIMIEER FFEZERIMERIZITH
Operator 512k, (LOG-1420)

FEE#H AT, Red Hat OpenShift Logging Operator pod #& VAR BITEMREM LB AT RER P AT
F IR ERER CPU W%, TEXMRAA, SEHEKICFTIZIFSS pod FEEIERL CPU W%
B, (LOG-1440)


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-es_cluster-logging-external
https://issues.redhat.com/browse/LOG-1022
https://issues.redhat.com/browse/LOG-1526
https://issues.redhat.com/browse/LOG-1680
https://issues.redhat.com/browse/LOG-1213
https://issues.redhat.com/browse/LOG-1130
https://issues.redhat.com/browse/LOG-1268
https://issues.redhat.com/browse/LOG-1271
https://issues.redhat.com/browse/LOG-1273
https://issues.redhat.com/browse/LOG-1385
https://issues.redhat.com/browse/LOG-1420
https://issues.redhat.com/browse/LOG-1440
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EEHR, —EEERBEEREHIRA N UTF-8 FT, X253 Elasticsearch B4 B FEEEE
NERER A H. EXNREAD, BIEENETREREMNEERBHFERRIRMENEE
SRR XA, (LOG-1499)

EMREH A, kibana-proxy pod B4 A CrashLoopBackoff ik, FHiCKUTHEE
Invalid configuration: cookie_secret must be 16, 24, or 32 bytes to create an AES cipher
when pass_access_token == true or cookie_refresh != 0, but is 29 bytes.5:FRf) = T7 # A AE
BRIFRRE, EXhRAAR, Kibana &1 secret WEKBMZIELE, kibana-proxy pod REBRE HiX
MNERTE A CrashLoopBackoff iR7, (LOG-1446)

X RAR, AWS CloudWatch Fluentd & ERTE BEZIEE T X Fluentd BER AWS
API VR, X&HFEFMN OpenShift Container Platform 17 s BT iR, EXMRAH, AWS
CloudWatch Fluentd & {X1E"debug"#1"trace" B EH FIE K AWS APl i, iXiE, 1EERIA
B"warn"BER A H, Fluentd FIEFETAB T RTR, (LOG-1071)

TEE#HI, Elasticsearch OpenDistro Z&HE MR FHA A R3IFB KM, X MNhRAH, BITR
HHFTAR ARG AR R T XA A8, TIE, FREBEBAILESH1T, (LOG-1276)

TEE#THI, 7£ OpenShift Container Platform 12 & FH Logging (ki ™, #1110 MAERNBE
B ERIIRRDBIER, LLEIHAR T XANR>, (RIREEZRAEHRER, (LOG-1353)

EFEHRI, NREEETHZ chunkLimitSize 7 totalLimitSize (3% Fluentd HEE 4 2%
BIMERE, Setting queued_chunks_limit_size for each buffer to JE B &S EH KK, TR
RTIXA R, HHEES R UREEBRE, (LOG-141)

TEEHHET, Kibana OpenDistro REHH R FHAFREIEIBR K, X MREH, B4
ARABIFEA AR TIXAD AL, HIE, REEBALUEREH1T, (LOG-1558)

TEXANMRAHR, ARG EZEEHALESRRME L Ze A AR ESEHNEEBRA S, EX)
fRAH, BERAXIALUEZETMRERHIA, (LOG-1570)

TELIRIBORR A, viag/logerr {RFHITER D VFEIIE S, X &S BFAIEBRFIE R A RIS
MEHEH L, XA NRAAR, viag/logerr {KFii{#E F Apache 2.0 18], ¥Fal 52 ] LARKZh
1517, (LOG-1590)

EE A0, elasticsearch-operator-bundle 2 E & H curator5 IR EFRE brew TR RS
HAEEEHEEE R dummy SHAT H, TEX/NhRAH, EREEF A logging-curator5-rhel8 3k
51 curator5, 3R3|IEIE cronjobs ATLLM registry.redhat.io FHEIEVEMBHIE R, (LOG-1624)

¥R, ServiceAccount B— MR, X&5FHEER, 10 no permissions for
[indices:admin/aliases/get], 7EiXhRAR, TRIEEFART XANAH, (LOG-1657)

TEE#AI, Red Hat OpenShift Logging Operator BIE & X BHRE 3L (CRD) 4 Loki fiiHi 3
B, XESBUEALEIZREYS ClusterLogForwarder B E YRR, 1EXMhRAH, CRD &
& Loki fEhE IR, LIEEIE A T LIECE ClusterLogForwarder LU B &4 %% Loki BRSS
2, (LOG-1683)

TEXMHRAAF, OpenShift Elasticsearch Operator i ServiceAccounts & 7 @& secret Y
B=AHENTE, XSHRRNNEEIFOE secret MFHAFH CPU B8, X MhRAARR
TIXANAE, IFE, OpenShift Elasticsearch Operator F"aBEH=AHAENEE, (LOG-1714)

EE#HR1, 1E ClusterLogging B E X HIR (CR) & XA, INREIBET flush_interval {E{E%
¥ flush_mode i%iE 7} interval, Red Hat OpenShift Logging Operator &4 Fluentd E2i&.
B2, Fluentd WEREIZTIER—MEIR. ETXMNRAA, Red Hat OpenShift Logging
Operator K%11F ClusterLogging CR & X, REHERE T XMW NFENF AR Fluentd EEE.
(LOG-1723)
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https://issues.redhat.com/browse/LOG-1499
https://issues.redhat.com/browse/LOG-1446
https://issues.redhat.com/browse/LOG-1071
https://issues.redhat.com/browse/LOG-1276
https://issues.redhat.com/browse/LOG-1353
https://issues.redhat.com/browse/LOG-1411
https://issues.redhat.com/browse/LOG-1558
https://issues.redhat.com/browse/LOG-1570
https://issues.redhat.com/browse/LOG-1590
https://issues.redhat.com/browse/LOG-1624
https://issues.redhat.com/browse/LOG-1657
https://issues.redhat.com/browse/LOG-1683
https://issues.redhat.com/browse/LOG-1714
https://issues.redhat.com/browse/LOG-1723
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1.37.3. B &0[A)

o MRMIGHEH LEINEB Elasticsearch fR5538, AFEEE secret FRNEEIE, WMAFAM
19, Fluentd forwarder RMN#EHT secret, {BfHE A IBEEREEINER Elasticsearch fR%5 25, HIN
XA ARHRER, Red Hat OpenShift Logging Operator HEIA SR 112 secret IRAE K,
(LOG-1652)

VENIGETERR AR, INREHT secret, WAL EIEEHERE Fluentd Pod :

I $ oc delete pod -| component=collector

1.37.4. FEMMERBITHEE
2 BIRA R — LT RS B 4 7 R SRR,

FRNBEMABETE OpenShift Logging 1, FHEMAKIR. HR, XTWREIEURHLITRAS
WitFR, BRBIEMBERERER.

1.37.5. A B8 Fluentd #11H syslog /&% 4 BB FH

M OpenShift Container Platform 4.6 A EINTE, FRAUTESAELLZBEEHTH, FREUEH
RATHRAS IR

o ﬁﬁﬁ“ﬂﬁ’] Fluentd ﬁ/fi#z:ﬁﬁlu
o (HFIAM syslog A& A BE
Kz, ERUTIEEGHE

o {#fH Fluentd fohttps:;//www.redhat.com/security/data/cve/CVE-2021-22922.htmlirward il &%
ZBE

o f#f syslog il % BE

1.37.6.CVE
Bl 1.26. i LARFF CVE
e CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
e CVE-2021-32740
e CVE-2021-36222

e CVE-2021-37750
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https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
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https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
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4’?%%3#“51\, ,E_JJ«A‘*B% OpenShift Logging & & OpenShift Container Platform & MFFE H
,.,\, M RRGEHE. NARFASRESHMEMEMBEE., OpenShift Logging 1L /& BN KR R RYIX L
B, FNEFHERNBEFEH . EaLUER Kibana web 126 & skl b H & E#IE

OpenShift Logging RE T LA TFREMAR :
e application - HEEFZITHWAF NARFERNRSREE (EMEHERSRNARRERN) .

° infrastructure TEEEEH OpenShift Container Platform 1 s iz 1T BB 22 A4 20 4 & R 9 B
&, MW journal Bi&, EmZEHHM4 27 openshift*. kube* = default 27 B Hi217#) pod.

e audit- A auditd £EXMBEE, TTREITRFEEFEME /var/log/audit/audit.log XHH, LUKk
Kubernetes apiserver #[I OpenShlft apiserver B 1T H &,

FF A EB OpenShift Container Platform Elasticsearch BHEE ML E N HITEERME RS
=Zh#, PRI BEBRATS S EMEERER Elasticsearch LI, MNRBRHITHELZE
FINBIPER Elasticsearch BH&TFE, BIAIZETE Kibana FEFHITERE, NJiER Log

Forwarding API, #04% # 11 B &4 4 2 HEFME AT,

2.1. OPENSHIFT CONTAINER PLATFORM LOGGING & B RiEZx
LEARIERE X T OpenShift Container Platform Logging A F & I E A AIE,
past i
] LAfSR A S RS ST B R I BN £
Cluster Logging Operator (CLO)
Cluster Logging Operator 124t 7 —%H API, RFZHINAREF. EMEHHEITBENEESIE L,

BE X R (CR)

CR 2 Kubernetes API 93 &, ZEEZE OpenShift Container Platform Logging f1B &%, EA LA
B 7 X ClusterLogging #1 ClusterLogForwarder B X %R,

KA

EHERBERE— 1 pod, BYM OpenShift Container Platform 4, ©f# A OpenShift Container
Platform Logging & H &,

Fluentd
Fluentd 2 — 1M HEWERS, B©HEHBEE OpenShift Container Platform Tim t, BWENBRERE.
ERiZRM A i BEFHNEE LR RH .

B e

NRERZREERF HIRAITRE, N LENRRIEEREMELZTH pod 51 ARG,

Elasticsearch

Elasticsearch @ — M2 RNIERM O #7512, OpenShift Container Platform f#/ ELasticsearch
OpenShift Container Platform Logging BIZkiA B K12

Elasticsearch Operator

Elasticsearch Operator FiF7E OpenShift Container Platform _£jZ1T Elasticsearch 58%,
Elasticsearch Operator /y Elasticsearch SREH2/EIR Bt B BIARSS, #t OpenShift Container Platform
Logging {£ /.
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e

REIB—MEEAER, BTRETHMUIFIEE, K18 RARE D BTN A B
ViR R AL ERE,

JSON B&Eidx

OpenShift Container Platform Logging Log Forwarding API AT iL &5 JSON B &S 2T BILEF b5t
R, FFEE KL E OpenShift Container Platform Logging B Elasticsearch 2% Log Forwarding
AP| R EMEB =75 RY0,

Kibana

Kibana & F I i aspyiEH & 7@, @ TEARE. 1TEH pie chart Hifl, LA ALIEEY
Elasticsearch ##&.

Kubernetes API iR553%
Kubernetes API iR 55 2330 1IEFHECE API X REVEIE,
PR
ERATAFAHATERENRFE (M0 pod) BIBENT,
BHEILx
@it OpenShift Container Platform Logging, ‘E_JJ«,L,«nTLFH&r\ BB EITEE, EiLaLL

FelFHERLBEEMEP, BelRARB=ARE, HFERNMUTEFEERINBSEEPR
FhEE R,

BEICFBERSR
ASICRBESMNERRERR, NEATHEIE, FRelRLIEEFEHIB=AR5.
I&\#%

/b\ﬁﬁ%ﬁﬁ ?ﬁﬁ%zﬂ = E’J E o u_,\__”’J\{giFH %TJ\E’J Elasticsearch H /L,\Tﬁ% _EH H /L:\i-f:j?:ﬁ I.Ig‘i‘ﬂl3 E it
g, BOABERFMES T AL F M O AT B R 77 i

BEA#{ETR
HEATMEIEZRAR@E (V) EE, dRFEERE. K. IRNEMEITFFER, Haisvtil
EK|banao
node

72 OpenShift Container Platform 5£E£/ ) worker #1288, 17 ma B (VM) SR &,
Operator

Operator & OpenShift Container Platform S22 #1Ta, EBEFNEIE Kubernetes N ARFHE LS
5. Operator I ARBERMRRILBE— N EHREFHR, ZTHEHSEHE,

pod

pod 7& Kubernetes FBIER/NEHHEIT, pod H—PNHRENBERAM, FIE worker TV s EiZ1T,
BT A amined (RBAC)

RBAC B— N kEREEH, IMERERR A MITIEAERETRHITEABMEBEN TR,
vadal

Elasticsearch $5 H & EIEM Fluentd BIBEIHIBEF SRS H, RERENRSIXDNEINER,
F4 K (shard).

taint

15 AR pod AEEIE UM T M L, EALUETRENA—IMHZN5 M.
ZBR (tolerations)

IR LS BBRN BE pod, FER (toleration) o FAERFEHAE BB ILES M pod,
Web #H1&

FAF & OpenShift Container Platform BJR 7 SR E(UI),
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2.2. xFEZE OPENSHIFT LOGGING
OpenShift Container Platform SR 2 i1 /] LA F OpenShift Container Platform Web ##l&2k CLI &8
Z OpenShift Logging %% OpenShift Elasticsearch Operator #1 Operator and Red Hat OpenShift

Logging Operator, %%k Operator J5, A% ClusterLogging B & X %R (CR) LLVHE OpenShift
Logging pod 13 #F OpenShift Logging FTRMIE M TR, Operator M TiERE. FHHFNLEF OpenShift

Logging,

ClusterLogging CR & X 81 H & KL A HEERNBI5EE OpenShift Logging B8, LUK,
EiEFRM b BE. Red Hat OpenShift Logging Operator W51 OpenShift Logging CR FHE L 1 iE 2 H
/b\lﬂ%uﬁ%o

EEANNARERLZAGATUEEMIEEEEFARHITENEE.

yu%‘%%%{él%\, ﬁ%;g[}—ﬂﬁalﬁ E lu\”&%%ﬁo

2.2.1. XF JSON OpenShift Container Platform Logging

IRET LUER JSON HEIDKECE Log Forwarding API, f JSON &£ IT NEEMEXT R, ERI BT
LAFES -

o ﬁ**ﬁ' JSON EIL,\
® /y Elasticsearch E2i& JSON HEEIE
) :I%f‘ JSON EIL,\Z?%?XLAEU Elasticsearch Elh\ﬁ,ﬁ’%

ﬁﬂ%ﬁ-%%%%, %[Fﬂ%:_': JSON Elu\la;:f(Lo

2.2.2. x TR EFHZF(E Kubernetes E 14

OpenShift Container Platform E4EEH2RE— pod, B Kubernetes E4, FF1E OpenShift
Container Platform Logging FICK B 1LARER, B F5hERZE Event Router,

MEESIER, HBIAXTIRENEH Kubernetes B,

2.2.3. X F E# OpenShift Container Platform Logging

OpenShift Container Platform f & E# OpenShift Container Platform BRI, ES/IERH
OpenShift Container Platform Logging If B #TLL T Operator :

® FElasticsearch Operator
® C(Cluster Logging Operator

MBELELR, ESHEXTFEH OpenShift Container Platform Logging o

2.2.4. XTEERE(ERIR

OpenShift Container Platform Logging {{ZR#R B & chart, EEENF TR Elasticsearch LI H91H1E,
10 L6 [ R AT ES B R2 T RO T ] &,

MBEZER, BFEHAXTEERHIER.

2.2.5. % F OpenShift Container Platform Logging & HERR
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f&w Bhdid AT LTRSS BERR B & R
o HEHKILFTRE
o EEFERATHEMHIIRT
o THRAKILFKER
o NIIEXFWERTILTEE
o KEEMRINIEHIR

2.2.6. X FED#; OpenShift Container Platform Logging

&R LU M BR ClusterLogging BE L HIR(CR)RIFILEBEREG. TR CRE, SEHERESHEA
BICRAH, W LLAEEHEREA .

MBELER, BB E%E OpenShift Container Platform Logging .

227. XRTFRHFEE
HEIDRRASHFER, SHNFERENEREFICKS, AM Elasticsearch # Kibana #3&,

MF\EZER, HEHRTHHFE,

2.2.8. % F OpenShift Logging 24

OpenShift Logging (H&IE®) HHSE T — PN EEBZEE OpenShift Container Platform &R HREATY
RHWER, ATHREFRET RNAREEFHREEAREE M. EaLMERES web Ul ERILEHEK
RO EZR AL ZRR,

OpenShift Logging IEZEHMEE :

e collection (Yi55) - WAHMERPRERR, BLASHHEKZLXBBAEFE. SaTRISEIl

= Fluentd,

e logstore (AEFMH) - FHBEENAME. BRIAZ Elasticsearch, &7 LUE A IR
Elasticsearch H&ENE, 30N B EE X BN EHEEE, ijj\a,m;(;ﬁ% AR FEM s LT
BEE,

e visualization (A#l{b) - UIHERFEEEE. KFEMERSE., YaiMLIlRE Kibana,

EAXPREN TS HE i EH B EEFEME Elasticsearch. #3463, Kibana. collection 2% Fluentd, Y&
% Fluentd,

2.2.9. 9&? H /p\lﬂﬁ”&%%&
OpenShift Container Platform {# [ Fluentd EE RS m B9 H EHUE.

MNBERT, BERESRFERUTIR :
o FIEXRGIBIHEEILER journald
e /var/log/containers/*.log B FFIERZEHE

INREEE T HERERFEREFHITHZE, ©E&M /varlog/audit/audit.log 7RI EE R
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-uninstall
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HEICRBESRE—NTIFHARE, ©F pod BBEEIE OpenShift Container Platform T s, RIIKE
2R B EHEBRERLS. B2 1THH OpenShift Container Platform IR FE B AR, NARFEH
SH CRI-O BER5IZ %M., Fluentd MiXEERINE R, FHIERBRNAERFL X OpenShift Container
Platform ':FEE%E’J E o

BERIZTHREDFERRINARTERIER, MUE. FSHAMMELR D, XIEEEFTRURSBE
EI’JEEEQ IR B SWER RGBSR T BEREAMMITERN Pod, NIEKE API HEK%B’JE
B (MREFER) T TH. FTERENNERD KB LTBLE Pod IMBENBESHEE, E%
B R ERRIR, XFEREREWRE B SREMISE B TFRAMmA,

B

_JFHE’Jé%m_ﬁﬁﬁmﬁ%'ﬁﬁ{;,%'\Hyf/ﬁ,ﬁl THREKIR, TEBRE—NMIERER, 1
1%]’:[ETLJ\L/¢HJX%/%IU\E’J*;}/§O

MFEEZER, HEHEEASKHES.

2.2.10. X T HEE

OpenShift Container Platform {# 3 Elasticsearch (ES) EFEFIEIE H EHIRE. , WRAILMERABR
¥R INBE(E A Fluentd MY, syslog i3k OpenShift Container Platform B ,h\fv"z‘%z API B & LB AN
B E 171,

OpenShlft Logging Elasticsearch S22 fEAb FMIiK, AF KL 7 ROFEEEWE. IREBEKNERE
A&, BUEEBIERESE=AEMERD.

Elasticsearch ¥ HEHWEM Fluentd BIRRIHIBREZ (S F5/h, REHEBINRSIDKRENMER (1
shard(#A)) 588 E| Elasticsearch 5B #Y—*H Elasticsearch T L, f&BILAEZE Elasticsearch &
2R EERD (#54 replica(BI#)) Elasticsearch h 2438 E| Elasticsearch 77 m £, ClusterLogging
BEXHEIR (CR) A EEEMAERDF, LURHEBUIBTURMBIEREEN, FLa LUERA
ClusterLogging CR FHI{R B 5RB&RIE E A R KA B KB R BRI K,

% E,E
RE| BRI ED FHESE T Elasticsearch #E 17 9% B,

Red Hat OpenShift Logging Operator #1489 OpenShift Elasticsearch Operator IR &
Elasticsearch W REBEATHE B S EFMHENM —RERATEHE. THEN, FAILUEMA ClusterLogging
BENXHIR (CR) RN Elasticsearch TV R E., AXMEBEFMAVERSE, 155 Elasticsearch 32
=

k

-
_ = A M Elasticsearch IfEFEEZE D=/ Elasticsearch T, FEEABENEHN L.

Elasticsearch 328 | 5 E T A ®RTIRiES] (RBAC) AT A A G B R85 1R], B 5 o LK
WA HE, FAAGREEVNEUEHARNEE.

MFEEZER, HHWELEHSF,

221 X F A&
OpenShift Container Platform {8 Kibana .7~ Fluentd Y853 H Elasticsearch 3R3 |89 H &EIE,
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Kibana @& TN WG &R E, A TEAK. TERK. e, Einies, k&R, L0
AL H Elasticsearch #3E,

yu%%%{gl%\y ﬁ%%[}ﬂﬁaﬁ E IL.\__r})L{bI,\o

2.2.12. R FEHKRH

Event Router @— pod, B OpenShift Container Platform =4, LUEi@iTF OpenShift Logging &
Q&R XLEEH, Event Router MFTBETBIRE S, FHRHEE A STDOUT, Fluentd IREXLEHFHIFH
¥ % & OpenShift Container Platform Elasticsearch 5X4fl, Elasticsearch == 43k5|%| infra 3251,

R MF ) ERE Event Router,

MEFLER, HSHKEFFN Kubernetes =14,

2.213. X FHAEEX

FIMNER T, OpenShift Logging ¥ H#& % X F| ClusterLogging B E X %R (CR) EF'/EXE’J??JWJ\V\]’*B
Elasticsearch BEFiE, MNMREFEAEE LT HMBAERES, BUILUFERABREELENEELEEE
BE PIER =k A 2B B 45 TE Ui o

MEBELHER, BFEHANASEALEE=AR
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5 3 Z %% OPENSHIFT LOGGING

& AT LB ERE OpenShift Elasticsearch #1 Red Hat OpenShift Logging Operator 3£%24& OpenShift
Logging, OpenShift Elasticsearch Operator 2 AIEFEE OpenShift Logging {# I Elasticsearch &
2%, Red Hat OpenShift Logging Operator & OIEME R H &L KR H A,

¥ OpenShift Logging E8Z %! OpenShift Container Platform Byid 254 R LA TFES -

e B[ OpenShift Logging Zh&EEEI,

e {#F OpenShift Container Platform Web #2#&3% CLI %&%& OpenShift Elasticsearch Operator

#1 Red Hat OpenShift Logging Operator,
3.1. £ WEB #2|5 % % OPENSHIFT LOGGING
& Bl LUER OpenShift Container Platform Web 2l & %24& OpenShift Elasticsearch #1 Red Hat
OpenShift Logging Operator,
p= Y=\

MREFFHLEHEABIA Elasticsearch B&#EN#, &7 LM ClusterLogging B E Y HIR
(CR) Rl BRPIER Elasticsearch logStore #0 Kibana visualization 14, MiFRIXLEHEZ
. miEl, BRREHRR. MEELZER, HHHAERBEERAIILL Elasticsearch HETF fif
" inpill 7 S e AR

FeREH
o fA{REH Elasticsearch FTEMIFAMEEFE, SEFRE Elasticsearch TT mEIEEH CHEHES,

NRFAMEBRATFHFALEE, EAEFERRIBEHE, X1E LocalVolume X §
#) volumeMode: block 3, Elasticsearch ;& {FARIAILE,

Elasticsearch R NFHERN ARRF. BHILERT, OpenShift Container Platform &4 3 4
Elasticsearch s, HERFIERMEHI) 16 GB, #IAILBEH =/ OpenShift Container
Platform "7 s A BE3% B B W I N Z1E L BFFiZ 1T Elasticsearch, #1RiBE| 5 Elasticsearch 8%
A 77 (A, E$E¥qﬂm\\ﬂﬂ%% Elasticsearch T &2, MAZEMIMAE T H EHNRTE,

i

A OpenShift Container Platform Web 12l & &% OpenShift Elasticsearch Operator #1 Red Hat
OpenShift Logging Operator :

1. &% OpenShift Elasticsearch Operator:

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator 5K F1%¥ OpenShift Elasticsearch Operator, #AJG = Install,

. #ETE Installation Mode %5 T All namespaces on the cluster,

0

Q.

. #BETE Installed Namespace %% 7 openshift-operators-redhat,
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J

R JitEE openshift-operators-redhat 4 Z2[F], openshift-operators 3% Z2[A| AT EER
BEXIZHEB operator, iXLE operator A#EEE, H A B metric AIEES OpenShift
Container Platform metric & FERE, M SFBUHZE,

. 1% Enable operator recommended cluster monitoring on this namespace

XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” t7i, R/
WEIX AT, LABRERE L 1E1ZEN openshift-operators-redhat oy & 22 [,

1% stable-5.x £y BEHHHE,
BEEE— LA SRR,

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7EHG R A= BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EIERAE A Operator B#,
= Install,

Wid t#H:El Operators — Installed Operators 7134 1E OpenShift Elasticsearch Operator
BHERE.

8% OpenShift Elasticsearch Operator 7EFT AU B H#5H, 15 Status 5y Succeeded,

2. &% Red Hat OpenShift Logging Operator :

a.

b.

1£ OpenShift Container Platform Web ##l& /), ii Operators - OperatorHub,

MTET B Operator 5%k A%+ Red Hat OpenShift Logging, A = Install,

. #ATETE Installation Mode Ti#¥ T A specific namespace on the clustet

fATE 1L Installed Namespace THJ Operator recommended namespace = openshift-
logging,

1t# Enable operator recommended cluster monitoring on this namespace
IXNEIIFE Namespace X X B openshift.io/cluster-monitoring: "true” t7iH, &7l
EEEXAN KT, LAMBIRERE L IEIREN openshift-logging %4 22,

1% stable-5.x {F BHHHE,
EEE— A HEAESREE,

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7E& iR A= BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EILRE LA Operator B#,

= Install,

i. @i tN#E| Operators — Installed Operators 713 3%1E Red Hat OpenShift Logging

Operator B# &%,

R openshift-logging T H F 5 H#) Red Hat OpenShift Logging B Status
InstallSucceeded,

402R Operator R AWM RE:, HIRMUTH R ITHIERR :
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e {JJ#:%| Operators - Installed Operators 71, Ff@# Status FIFE BB EME RS
R,

e it %] Workloads — Pods TifH, #1:% openshift-logging i B Ak & A &H pod B

Hi&.
3. fll& OpenShift Logging SEffl :
a. tI#:E] Administration - Custom Resource Definitions T11H,
b. £ Custom Resource Definitions Tl £, s ClusterLogging,
c. £ Custom Resource Definition detailsTiH, M Actions 3H AL View Instances,

d. 7£ ClusterLoggings 71#, = Create ClusterLogging.
4R e 7R S RIER DT E SR AN E 8HE.

e. ¥ YAML UGB NUTHE -

LEBRIA OpenShift Logging EEE N iZ A] L & MIME, SHBX LGS
OpenShift Logging A E#, LLT f##E XX OpenShift Logging SRE#i#H
ITIEERHIIE B

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
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60

o o o9

® 0 O 9O 9006

requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRZER T OpenShift Logging HIEK
INME, Mg E%ES Unmanaged, B2, FSEBEFAEWRES, B
OpenShift Logging B NS ERS N LE,

FIF B & Elasticsearch X &, @i {FA CR, B IEEES FEHIRBMNFAME
ﬁ%o

87 Elasticsearch MNIZREENARRNIEKE, #HA— DB A EA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
wikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5l,

187 Elasticsearch 1 REVEE, HSHILIIREENE T,

°} Elasticsearch F#M A B FHEENELTR, NREREMRE, FEEQEREHENE
B2, WMRBEIRERMIE, OpenShift Logging FHE IR F6E,

RIEFEEIEE Elasticsearch B9 CPU F1AEFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUHRASHEENFTE. NFHKH
BAINME N 16Gi, CPUEXRN 1,

IRIEFEZIEE Elasticsearch RIEH CPU MINFIEK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator KX EIRIME, EIINEUHERSHBENETE. RFIHKH
BRIME Sy 256Mi, CPU 1 KE9BRIA(E " 100m,

FFBELE Kibana Bi%&E, @iFEHE CR, FALY B Kibana EEMTTRMYE, FHH
Kibana 7 mE2E& CPU flIRE, MEFLZER, HEHEERSTH{EIER,

FFBEE Fluentd BiXE., @ {FA CR, EALIEE Fluentd CPU MIRERE, NE
BZER, ESHECE Fluentd,
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Elasticsearch control plane Tim (t#5°7 master T R) HHRAKEER=1.
INRIEFF nodeCount I5E AT 3, OpenShift Container Platform R &1
B=/FFA Master T 548 Elasticsearch T7 s (B4 master, client I
data f3f8) ., H4A Elasticsearch 7 m A& " (VIR 7=, EH client 7
data &, control plane T mHUTHRESEHE RN, WMOUIERSMRRS. 2
FORMRET R. BT REESR, FHITSHIEREXEE, W
CRUD, #RMREE, SHIBHEXMNRERSAXE /0. REFEM CPU, 5
MHEIRIEXLE TR, FELSET R ENRINE S HIET <.

40, 0R nodeCount =4, MAIEMUL TR :

I $ oc get deployment

i~ Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #IE T 9% B,

f. mifi Create, X&0IE OpenShift Logging 144, Elasticsearch B X ¥R ALK

Kibana 0,

4. BUFRE -

a. H)#:%] Workloads —» Pods T,

b. %% openshift-logging TH,

IRNZEERLNATF OpenShift Logging. Elasticsearch, Fluentd #1 Kibana B9 pod, 2

EIFLLTFIER -

® cluster-logging-operator-cb795f8dc-xkckc

® clasticsearch-cdm-b3nqzchd-1-5¢6797-67kfz
® clasticsearch-cdm-b3nqzchd-2-6657f4-wtprv
® elasticsearch-cdm-b3nqzchd-3-588c65-clg7g
e fluentd-2c7dg

e fluentd-9z7kk

e fluentd-br7r2

e fluentd-fn2sb

e fluentd-pb2f8

® fluentd-zqggx
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® kibana-7fb4fd4cc9-bvtdp

Hth

=

i

ZEEFH OperatorHub By Operator

2. REFHES
IR XIER Kibana, 71 F200% Kibana =8 1b, LUELE Kibana FIEZRH 516 BUE,
INRIGBIERBF R L& LN P o I SEFEM 28 PR RS, /1T & & OpenShift Logging Operator B9 B 2 [A] B9 4%

=e
AILE o

3.3. @ CLI 2% OPENSHIFT LOGGING

& BT LU#E A OpenShift Container Platform CLI %4 OpenShift Elasticsearch #1 Red Hat OpenShift
Logging Operator,

SeREH
o H{REH Elasticsearch FTEHFAMEEE, FEE Elasticsearch T REFTEBCHEHES.

e -
NRFAMBRATFHFALEE, EFEERRIKHE, 1X1E LocalVolume X §
#) volumeMode: block i, Elasticsearch ;& {FARIAILE,

Elasticsearch R NFHERN ARRF. BHILERT, OpenShift Container Platform &4 3 4
Elasticsearch s, HERFIEKRMEHI) 16 GB, #IAILEBEH =/ OpenShift Container
Platform "7 s A BE% B B IR Z1EEBFFIZ 1T Elasticsearch, #1RIBE| 5 Elasticsearch 8%
A 77 A, E$E¥qﬂm\\ﬂﬂ%% Elasticsearch T &2, MAZEMINAE T S EHNRNTE,

i
fEF CLI &% OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator :

1. 75 OpenShift Elasticsearch Operator f|Z &4 Z2[H],

a. 7 OpenShift Elasticsearch Operator | E—Np& 22 [AXTR YAML X (5140 eo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q X8 E openshift-operators-redhat & 22 (6], 3 T RHIEATBES$EFR (metrics)
22, IERIZHF Prometheus Cluster Monitoring HEFZAC & 4 M openshift-operators-
redhat % 22 (5] RIZEXIE IR ELHE, A ZM openshift-operators fp 4 22 6] H12
EY, openshift-operators #p#4 22 [A|AJBE D & #t X Operator, XL Operator R E{E
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£, FABER KIS OpenShift Container Platform 878 EMEFR, M SBUHZE,
Q FRBBIRBAIRIEEZING, LAARERE 2R openshift-operators-redhat
R Ze ],
b. flliEem&AZEm :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f eo-namespace.yaml

2. 77 Red Hat OpenShift Logging Operator fl/Z & 22 [H :

a. 7 Red Hat OpenShift Logging Operator I #—Mp& ZE[AIXT R YAML X4 (5140, olo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

b. B &ZEE :
I $ oc create -f <file-name>.yaml
4 -
I $ oc create -f olo-namespace.yaml

3. @i AL TN Rk ZR %L OpenShift Elasticsearch Operator:

a. 77 OpenShift Elasticsearch Operator | Operator Group ¥ & YAML X ({5140 eo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q 1R 7T38 7E openshift-operators-redhat &34 22 /4],

b. /& Operator Group X% :

I $ oc create -f <file-name>.yaml
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64

o -

$ oc create -f eo-og.yaml

c. f— Subscription ¥f & YAML X ({40 eo-sub.yaml) 3EiT [ OpenShift
Elasticsearch Operator B4y £ Z2[H],

T B

o 009

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

R I¥ETE openshift-operators-redhat 5 £ 22|,
{57 5.0. stable =X stable-5.<x> {E NHiE, 1HE W UTER,

Automatic 7o1F Operator Lifecycle Manager (OLM) A #hR Ao A B shE#H
Operator, Manual 3k E55E L ZIFBIFA - #t# Operator E#.

157 redhat-operators, #15 OpenShift Container Platform SEE¥ %245 11 32 R 4%
(BN BT FFEIERERE) , 15IEEEE Operator Lifecycle Manager (OLM) H 613289
CatalogSource X RHIZ TR,

15 7E stable RERHTEERANLFIMA, FERT A installPlanApproval:
"Automatic" # stable & B 511% Operator 7B R E AR K 1T
hiR AR

18 7E stable-5.<x> SRERFE EMANLFLRRA, HATHE
installPlanApproval: "Automatic" & stable-5.<x> RTEEFH x IEEME
hix 7~ B 5/14% Operator F2 B RFTHIFE E R M A,

d. BT R :

$ oc create -f <file-name>.yaml

a0 -

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator £ % 4<%l openshift-operators-redhat fp & Z2[f], 35
HEREFMEBNIE,
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e. J4iiF Operator %24 :

I $ oc get csv --all-namespaces

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

B2 E hE N 1% A — 1 OpenShift Elasticsearch Operator, IRASARESFITRAR,

4. @i OB T RFELE Red Hat OpenShift Logging Operator :

a. M Red Hat OpenShift Logging Operator fll|# Operator Group %% YAML 3 (#0 olo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging 9

w,&?%\@i?‘é‘i openshift-logging %% 22 ],

b. fl|# OperatorGroup ¥ & :
I $ oc create -f <file-name>.yaml

o -
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I $ oc create -f olo-og.yaml

c. BIB—MTHXTR YAML X4 (5140 olo-sub.yaml) i[5 Red Hat OpenShift Logging
Operator Byan & Z2[A],

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

IRT38 7E openshift-logging #4226,
157 5.0. stable =k stable-5.<x> {ENFiE,
15 %€ redhat-operators, #15% OpenShift Container Platform SEE¥ %245 11 32 R 4% b

(R AT TR EREEE) |, HTEERE Operator Lifecycle Manager (OLM) B |28y
CatalogSource X RHIZ TR,

-

I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator B &% %l openshift-logging 7 22 [A] A,

d. BiE Operator &%,
openshift-logging @& 22 i 1 1/1% 8 — 4 Red Hat OpenShift Logging Operator, hRAS ]
BESFIRAE,

I $ oc get csv -n openshift-logging

it Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. fl|& OpenShift Logging SEffl :

a. # Red Hat OpenShift Logging Operator 5 HI%I 5 YAML X4 (40 olo-
instance.yaml) :
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LEBRIA OpenShift Logging EEE N iZ A] L & MIME, SHBX LGS
OpenShift Logging A EM, LLT f##E XX OpenShift Logging SR&#i#H
ITIEERHIE B

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

Q ZFRAJE instance,

9 OpenShift Logging BEER S, E—LHBERT, MRFXT OpenShift Logging FIEK
INME, Mg E%ES Unmanaged, B2, FSEBEFAEWRET, B
OpenShift Logging EFIZ NS ERSNIE, MHEEHFETZERSTRERFEEFTHN
FMERE IR IR E
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© FTEE Elasticsearch KB, BITEAFELE (CR) , EHURES K EHI%

B& AN A M1

Q 87 Elasticsearch MNIZREENARRNIEKE, HA—NEHAEEA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
wWikR, B hENEEBREE—NMRBREE, SNASNZRGIE Elasticsearch 3R

5l

187 Elasticsearch 1 REVEE, HSMILIIREENE T,

) Elasticsearch ZFEH AMB TR LT, NIREREMRE, HIEELRIEENE
5k, MRBEREFMT, OpenShift Container Platform R&fE AR Fi5EE

OpenShift Loggings

RIEFEEIEE Elasticsearch B9 CPU FlIREFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBRASHEMENFTE. NFHKH

RIEFEZIEE Elasticsearch RIEH CPU MIRFIE K, MNRXL(EBEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBRASHEMENFTE. NFEHKH

Zi\(E 2 256Mi, CPU & RMIZRIAE Y 100m,

FAFERE Kibana BOiX &, @it {#EA CR, EelLLY B Kibana EIMTRME, FHH
Kibana Pod fit & CPU f1NfF., MEEZER, ESHEBEAEATMIETE,

(s
L6
7
BIL(E Y 16GI, CPU IR 1,
0
Lo
®

FFBEE Fluentd BiXE, @I {FEA CR, EALIEE Fluentd CPU MIRERE, NE

BEER, ESWECE Fluentd,

BT R BRI E S8R T .

40, 03R nodeCount =4, MIAIELM TR :

I $ oc get deployment

i~ Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #1E 17 9% B,

b. AIELA :

68

Elasticsearch control plane 11 R AR E N =1, NRET nodeCount 15
EHNKTF 3, OpenShift Container Platform R&BIB=NFE Master T/ m sk
4] Elasticsearch T s (B4 master, client Ml data &) . E&
Elasticsearch "7 mAIEN"NEIE T =, EFA client #l data A, control
plane T RHUTEREEEERIRIE, WAIRSMRFES]. 2/ 2 RHMERERT <.
HETRRED R, HFHUITSHIEEXIR/E, W CRUD, BRNREE. 5

HIEEXNRFESSAARE /O, REFM CPU, FREREXLETIR, HEY
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I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-instance.yaml

X &A% OpenShift Logging A4, Elasticsearch B E X 7RG LK Kibana #0,
6. @it FIH openshift-logging T H 1 pod ELIELEE,

IBNZEERLANATF OpenShift Logging. Elasticsearch, Fluentd #1 Kibana B9 pod, E{IF
ATFFIE :

I $ oc get pods -n openshift-logging
=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s

elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s
fluentd-587vb 1/1 Running 0 2m26s
fluentd-7mpb9 1/1 Running 0 2m30s

fluentd-flmej 1/1 Running 0 2m33s

fluentd-gn4rn 1/1 Running 0 2m26s

fluentd-nlgb6 1/1 Running 0 2m30s

fluentd-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

3.4. RREMNES

IR XER Kibana, 71 F200E Kibana 81X 1b, LUELE Kibana IR 5L BUE,
INRIGBIERBF R L& LN P o I SEFEM 2B PR RS, ST & & OpenShift Logging Operator B9 H 2 [A] B9 4%
e,

3.4.1. & X Kibana &5 |#&E =R

RPIEXE LT IEEM 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMIN it L EE, EU 0K
E%Q

FRFM

o FAMWITER cluster-admin &, cluster-reader AEIXFHNARE, FHEE Kibana FEE
infra #1 audit &3], Zti\ kubeadmin /" BB & & X LERE| MR,
INREILLEE default, kube- 1 openshift- Tl E 8 pod F1B &, NIRIZ A LA AIXLEFRE],
EELMFERUTHRSRELRAN 2R A ELMNR
I $ oc auth can-i get pods/log -n <project>

it Bl
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I yes

-

HKINBERT, #HITEBEARKFMIE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZETE Kibana FEFHITAE, EXJER Log Forward
AP| EREF F # 1T HEH default 5 HIEE,

o EQIEXRBIRAH, Elasticsearch XM IRBl, XRBTNTEHR, BE—MHHEIRTHIER
hRRERE/LDH.

iz
7 Kibana F7E L 3RBIERXFH LB MR

1. 7£ OpenShift Container Platform 2%l & & mfi Application Launcher @ Fi%£5¥F Logging.

2. = Management — Index Patterns —» Create index pattern fllE Kibana &5

o EREX Kibana i, BMAFIIFoOBRSIBEXNTEEEFEHUIEMNERE, B it
—N%& ) app HFRBIER, FHEH @timestamp B [H| R EEHARAE.

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% 7 app. infra
audit =51 0ER5EX,

3. M¥FrB9ZRBIER A Kibana 51t

3.4.2. |5 M RRE R f 1 B R H R =

RSN B AT RE R HI S M AIRE ., MREXHE, BRIIRITFEE OpenShift Logging BRER
Operator B94i B [AI BRI 4% R £,

P44 bRE PR LA F AR TIE B pod SRS Z [AIBIMZERE. OpenShift Logging 7 openshift-
operators-redhat 1 B 1% % OpenShift Elasticsearch Operator, 7E openshift-logging i B A% %%
Red Hat OpenShift Logging Operator , B It @A FVFX BN B 2 (Al BR 2o

OpenShift Container Platform i\ Container Network Interface (CNI) BN E (OpenShift
SDN #1 OVN-Kubernetes) 1R#EM NS HFAIIERE, XN MR TR B S0 e & TR 45 P e SR ES,

OpenShift SDN B =fE =, :

P4 S

XERMARER, WMRZEE R, SRAFMERE, B2, WRAFELTRE, eil@%F%
B4mRAERE, REERMEN, WIBTRIVBAETRVIEFZTHNA, Bit, EXRERE
PAHFEMN—N S BRICFEROTE HOE S —DMERRE.

ZHF
XMER R FI LM IRE, SN AMDNSEEICKEXNTE, URFellZzERE,
subnet

WEXAFABERE. EREGILRMAREE, THEERF.

OVN-Kubernetes tA%{F FIMIZS 3RB&. EItb, 5 OpenShift SDN —Ff, /A EREE, URITFREM
_/l\'—:_}'E/L.\*E*E’JIﬁE HjDEIJj‘J_/\IﬁEo

<10
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ILAE
o MRMELIZFM, (multitenant) BEXEH OpenShift SDN, HEMAXHANTE, B0 :

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o FNM|, W FRLEMERM OpenShift SDN L& OVN-Kubernetes, iEHITIL T2 :

a. 7f openshift-operators-redhat &4 22 (5] hi% ER S, 40 -
I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. 1E openshift-logging % 22 [A| AR — ML R R, © 1M openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t £ £l openshift-logging
TR, fi -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

Hth 5T
o XTRILSERME
® XF OpenShift SDN BRIA CNI FLE LN

® XTF OVN-Kubernetes Bki\ Container Network Interface (CNI) R4 R
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FA4ZERERERE

41 EHEFTICKEBENLER (CR)

Z & OpenShift Logging, E&EZEBE X ClusterLogging BE X FiR (CR) .

4.1.1. %F ClusterLogging B & X FiR
ZH N OpenShift Logging ¥, 150 &K ClusterLogging B E X ¥R (CR) .

AXRIBEEERE T AXOEHIEXR CR MITIA,
U TFRBIERT OpenShift Logging BIEEEI B E YR,

ClusterLogging B X ¥i& (CR) =l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" g
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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collection: G

logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

Z ¥Rl instance,
CR /%% % openshift-logging #3422 H],

Red Hat OpenShift Logging Operator BIRE, HIXEBE N FZEWKE (unmanaged)
i, Operator b F A#HZFHPR S BEAFASIKENER,

BEF#IIE, SERERE. TRE. HRIEKARELREFEL,
e TR E, SIFEFRIGKMRE, UK pod BIARE,

@@9 09

ASKRERIINE, SIEFRIRIEKRFRE,

4.2. idi& /b\lﬂi”&%%ﬁ

OpenShift Container Platform {#F Fluentd MEEEEFRIREIRIEFRN ARF AR, FE A Kubernetes pod
*ﬂlﬁ§E§QTE$E X'u:lf'Ell_.\o

AT LU B S YEE RS ERE CPU MINEIR(E, F IFHEINES Pod BEIEEMN T R, AN EEIK
LEMETR, @I ClusterLogging BE X #R (CR) AHY spec.collection.log.fluentd /773 #i
17,

421 A FHFHEE

B2i& OpenShift Logging B3R /AR A AN ARETIHTRE, H20EMEMEE, I%TE
T . &1 OpenShift Container Platform Z{ThR AMEEESEAI IR B2, REZETE TR
BB, FREIEZNIXFEMEEL L, MRERAXEPEENEEUANEE, THERTERER,
A5 OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator KT ER, RIBI%
1T, Operator RBANE — UL R EE LR T,

INR 247 $4T OpenShift Container Platform XA & A HIRMELE, & £ 77F Red Hat
OpenShift Logging Operator % OpenShift Elasticsearch Operator i%{& & Unmanaged.
— DN FZEEM OpenShift Logging IME A# 3%/, BAREIER, BEZE OpenShift
Logging ;& [EE] Managed.

4.2.2. EE Ib\lﬂi”&%%& Pod

IEAILAEE Fluentd BRI TRINEE SR Pod LR BN TEEIZITHN N T M. Fluentd B&iC K INEESS Pod
{7 openshift-logging i B #3217,
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it 3
e 7 openshift-logging Wi B H21TLA T B3R EEF Fluentd BRICRINEERS Pod REFE :

I $ oc get pods --selector component=fluentd -o wide -n openshift-logging

it Bl
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

4.2.3. BoiE BEWERER CPU FMIRTFIRIE
AR RAI CPU R BRI 1T VAR,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: @)
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME
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4.2.4 AEFBRLBOSNEE

OpenShift Logging @& %4 Fluentd 581, ®AF % Fluentd BER 4 33MMRE. BiliXESE, =
LUBESLLT Fluentd 174 :

o RANERLGZ AR/
o HUBRRITH
o RILLEIRITH

Fluentd 7E& N chunk (#2) B9EA blob RINEHEEIE . & Fluentd QIEE—NIRES, B4R b F
stage, TEIXANMER, BIBRSWERRI A, HILEHE, Fluentd RFHIFE queve, TERMBRSIGH
BEAHBMNIE], BESBREEXE, B—ERASSH Fluentd BRI, ML A ENNAE
[, MNRFEFBRE, Fluentd RIRBEBEFERIEE (flushing)

1£ OpenShift Container Platform #, Fluentd 1§ exponential backoff J5iERE B (flushing)
184E, Fluentd 2MNEFAELUSERIEZFAIMSERENF], XEBFHD B BRIMAEREG K, TRIUER
FA exponential backoff 753, FER EHERN AL, ©rIEEENN A FEREEIR flush Ht, BRUAE
T, Fluentd 2 TLREAZ RHER, 7 OpenShift Container Platform A, AR NLRIFEIXIT
Mo

XS R BNENEE IR FIEIL & 2 R B9 F ¥,
o FE{fE Fluentd WEME, EAUERXLESHEETRERANZ AN, ERBRUKKE
EilFIRAINE SN FREDMABETIRE, HIE, ABEARFEETRAXERAEE

% Z2|H],

o ELEER, EUUERSHRRAZHIE, BRUEBMWE, BERIENISIFMZH, HE
REMEREEME L,

& LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAfFiXLE
SHRBENARME Fluentd FEEBST A, 4 Fluentd EH,

T

\\ﬁ;ﬂm
i

EXRZBAFTR, BINKEN ZRL AT LUR A RIFH— AR MEEE.
o FUERATX Fluentd BEMMEREHEIFA T RS HA .
o (YATHREMAE, Bl BEBITIREMLRA R,

& 4.1. &% Fluentd BB S

2 Hah 2RiA
chunkLimitSize BIMMRKRE, SFFBAEXD  8m

KINES, Fluentd RFILHFHEES
A—H, PAME, Fluentd %
EBIPAFUFIT FF— RO,
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¥

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

76

sk

AR ERAKRDN, BN
(stage) #NPAFI (stage) BIEK
No ARG X IR /N IX A
i, Fluentd &Z I RFHIERME!
B, HERERRW, FIERESR
RREIEER K,

HERR ABEI R, & A LUE A
s () . m (@8 . h (b
) sd (XR) .

HUTIERRBNT L -

o lazy:E T timekey &%k
MERFEITIEE, BIEE
X timekey %4,

e interval : EF
flushinterval &% 518
B,

e Immediate: TESEUEER
ME—NMEE EEE
B,

PUTHERR (flushing) BOZRFZEL
2, EiNARMETIRSHRIEMT
2, XRFEREMSIERIE R,

HEASIHETRBIIT Y

e throw_exception : %
H—TEEHEREHL
No

e block : {Z1EX#E 1T
HRT, BRZHXEA
STl ) A AR R H 1k,

e drop_oldest_chunk:
JHIBR B BOER LR 3718 A
B9ER, |RERAMMELLRTER
20,

exponential_backoff Ei{ 5%
BIS RIS A (BARD 4L

A

8G

1s

interval

block

300s
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BH ek ik
retryType flushing RIS EIXBI 534 - exponential_backoff

e exponential_backoff
DB INEREIEIEERE
BI/EIBRI[Al, Fluentd &
MEHT—REAFTES
REROIE], BEEAE
retry_max_interval &
BHEEMIE,

e periodic : &F
retryWait 2%, EHiE

HIFHERIRF,
retryWait TREGERRAIBONT A (AR 1s

{ﬁ) o

0B A X Fluentd REMGEENESER, ESM Fluentd 318 BV HIEH,

iz
1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance
2. RINSHEHAL FAEMSE -

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:

chunkLimitSize: 8m @)
flushinterval: 5s 9

flushMode: interval 9
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"

retryType: periodic ﬂ

retryWait: 1s

totalLimitSize: 32m Q

@ FEES M HAEHBHTERIRRAKN,
@ BREHERZAHR.
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9 EEHITHERMN AL ¢ lazy. interval 5 immediate,
EERTFHREMINERERE.

15 7E LA EER4T A : throw_exception, block =X drop_oldest_chunk,
15 7E 5 exponential_backoff 3EHE 5 AN B S K [BIRRIT (8] (AR M ELAL)
1B E HHERAMAT EiH K E . exponential_backoff =% periodic.

EE T —RIUERRATRE A (LR AL .

909009

EBERZHARBITAKRN,

3. BE Fluentd Pod REEEHEE -
I $ oc get pods -n openshift-logging
4. 17 fluentd BoBRRSS RAYFT(E -

I $ oc extract configmap/fluentd --confirm

fluentd.conf 7=l

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

4.2.5. MR FHEIAM Elasticsearch BETZ(E, 5B ABZE 4

1’E?ﬂ¢’:i¥i, HEHREZNHERT, ATRETLRLEBE=AEFHEETERRIAR Elasticsearch 77
fRS, EAAMBEERHRBIRIL D RERBA M

s, NREEFEMAIIAM Elasticsearch HE&TF#E, &RILAM ClusterLogging B E Y %R (CR) A
fHIBRPIER Elasticsearch logStore #1 Kibana visualization H4F, MiFRiXLEHAER A ERN, BEERER
I}?o

FRFM

o KIFEMBEHE AR RENEEEIEAERIEIAMI AL Elasticsearch 8%, MEKAREER
& 2B ClusterLogForwarder CR YAML X4, JiEE RAIEE default B outputRefs J©
o Bl :

78



B 45 RBERSHE

outputRefs:
- default

Digk

H
[ |
fR7E ClusterLogForwarder CR ¥ B & #iE 5 % BINER Elasticsearch 58, FHM

ClusterLogging CR #llif& logStore “Hit, £ X#IERT, AEB Elasticsearch &£
FAFEEXRFHEATHE. X2FBBUBEK.

it

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

2. NR7FTE, EM ClusterLogging CR H/ifik& logStore #1 visualization /\77,

3. 1% ClusterLogging CR ¥ collection /N7, Z5RN BT RA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. BF Fluentd Pod 2B EEHEE -
I $ oc get pods -n openshift-logging

HitBR
o FETKRALINE=ARL

4.3. B & Hi&FE
OpenShift Container Platform {#f Elasticsearch 6 (ES) E7zfifFEE HEHIE,
A LMER A& iE, S -

® Elasticsearch SREFHIFNE

o HEEMIHNEETRAEHIF, MEEERITEH
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o AL ERiJj[A] Elasticsearch #(iE

Elasticsearch R REBRERN HIRF. 81 Elasticsearch T R#EEE D 16G RIFEFRHRBAFIE KR
{HMIEZE, BRIE ClusterLogging BE L HIREF HERE. =AM OpenShift Container Platform 7 sH
AIBER B LAZ #F Elasticsearch 8%, & JITE OpenShift Container Platform SRR RINEIA A TT T
B AREREESMNNGEZIT, 81 Elasticsearch 1T &% AIfEA 64G 1R,

B Elasticsearch 11 S & AT LIER B AGFERE Fi21T, BEEFIMERREIGIFEM,

431 FHITAEER A BB EEE

FINBERT, OpenShift Logging A&fFH 1T HEFMETERER OpenShift Container Platform
Elasticsearch BEFMH, EAILUGHITEEALXE L BEEME, F, E8ILIE Kibana R EEFE .

ERHITEELERIEIABRER Elasticsearch HEFNE, BIANELE Kibana P EFHITEHRE, BAJEH
Log Forwarding APl

BF

MEB OpenShift Container Platform Elasticsearch HEF AR N #H 1T HERE L LEHE.
FAEERE L FiT SN RAR S AT AMBAEEN, FHIKBEHMRT, OpenShift
Logging A E1EX L35,

iz
8 Log Forward API $$ 5 11 B &% & EIPIER Elasticsearch L4

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

o f|E CR LUSFIAE BEE B L X EIRER Elasticsearch Z£41, &8 LIfE AT BE ISR
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ B (pipeline) E X ERIEEREHELAMBEETRE, Bk HNBEEE L BRI
Elasticsearch SE4,

By MEEEBPEERE=MEENAE : NAERRF., EMZREMFEZ, IR
REREATREY, XEAERTRBEEHEZK,
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o MREAB—NINAEH ClusterLogForwarder CR, HIFEERINEIFH T HEMNE K H S,
EAFEE LB, Flan :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
- name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
- name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default @)

ﬂ LEEERRABBEBIN, S H T BEALEEINER Elasticsearch £,
Heth BT
® X LogForwarding APIIEZER, ESHEMA Log Forwarding API 4 HiE

4.3.2. FcE A& REN A

BRI ARG E (RE &S, HEERIA Elasticsearch BEFHERE =1 BEIRHIZREIMIN K - EAIZRM B,
N2 EME RS,
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N
N

ZRERBERE, MFEN ClusterLogging B E L KIR (CR) AHIENHEIRIXE maxAge ¥, CR
P X LEAE N FIEl Elasticsearch JRENAE, ©RE Elasticsearch I HIBRALIZREI,

INRREI G LT REZ—TE, Elasticsearch RIRENIFRB|, BIHURIMNERS|IHAIBRHRE
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB B(E.
e 3RB|H doc MK TFE5 FEFELL 40960 KB BIE,

Elasticsearch &R IE IR AL B HR BB RIEMIFRASHZRE|, MREEENEMAEROIZBEERE, WWEIAE
7 RIEMERAE.,

SeRFH
o WE%E OpenShift Logging 1 OpenShift Elasticsearch Operator,

iz
& B & RERA

1. 4% ClusterLogging CR, LURNNSK{EX reservedPolicy 5% :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

E7E Elasticsearch NZRBENBEIRMN A, FA—NEBFIN A RA 0 B(w). N
(h/H). 28 (m)FF, B0, 1d KFX—K. FEET maxAge B9|H B ES MR, ZRINE
RF, BERREB 7 X

2. B LAKHE Elasticsearch BE ¥R (CR) FRH9LE,
540, Red Hat OpenShift Logging Operator E#7 7 LLF Elasticsearch CR LAED & {R B 2R HEK,
S XE /MRS BN BERERKFRS], FEIRDE 7 RINRIREHBERS,
OpenShift Container Platform & 15 98 E—R, UBERSEERNRS,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch”
metadata:

name: "elasticsearch”
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spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h e
pollinterval: 15m ﬂ

NFENEER, FRERBARMEHERFIIRNZERNB S,

5% OpenShift Container Platform fiIBRiZZ15&8], LthiXER7E ClusterLogging CR
% B maxAge.,

LIRBHZRBIET, OpenShift Container Platform BEZ EMZRF | Fik, ItEH
ClusterLogging CR #1#J maxAge ‘R,

OpenShift Container Platform &R E N IZ G EIREIFRE], X2BRINXE, FAR

o ® 00

8
==
X F{E Elasticsearch CR, X {r & SRIEHIFT A BB/ 4E ClusterLogging
CR A7,

OpenShift Elasticsearch Operator £8%& cron job, LAERE LIRS NENRGHRDIZRE], FHEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

4.3.3. JHEFHEEE CPU MIRFIEK
BMAHHASE R VFHEE CPU MIRFIER, BARNIZFohiEXLE(E, EH OpenShift Elasticsearch
Operator K& I&E L ME LU RIMENE K,

p= =

TEARBERED, Elasticsearch RIEERBMNEIINEFERETERE, MMTSBRIERTSHRH
OOMKilled, INRMEBELXNAR, 15iRm Elasticsearch IR TEIE KFRIE.

L
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B Elasticsearch TV REF AT UERBEHAREIXE Fi21T, BEEFBEHDREVCIEM, SFEIR
1B, NE pod NIZLEHMBEN TV TEIAN16GI, HIFNE pod DEFBEIT 64Gi WREZ MK
%C

FRFH

o W% % OpenShift Logging # Elasticsearch,

it =

1. %i%E openshift-logging % E ##J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:ﬂ
resources:
limits: g
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFEEIEE Elasticsearch B CPU FlIAEE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXEIIME, EIINEUHERZSHBENEE. RFIHKRHR
INMEH 16Gi, CPUIERN 1.

pod AT LAFE AR K FTIRE,

AR pod FFfREIR /N BTR,

o0 o

IRIEFEZIEE Elasticsearch RIEH) CPU MIRFIEK, MNRXLEEBEH, N OpenShift
Elasticsearch Operator 2K EBINE, BIINBLUHERZSHMENTE. AFIERHE
A 256Mi, CPU IERKBIERIE S 100m,

1E 1A% Elasticsearch WEEHT, HERAIERN 1% B FiE R BRIE.
f5gn -

I resources:
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limits: 0

memory: "32Gi"

requests: @

cpu: "8"
memory: "32Gi"

@ FrnEABE,

9 =IEER,

Kubernetes —fi%B1& T mBCLE, AFoIF Elasticsearch fEAIEEMRIE, N iEXKR (request) #1 BRIE
(limit) % EAARME AR Elasticsearch ALMEATEEHARE, REXTREETRRNE,

4.3.4. HHEEFEHELE S IR
BT LA eI R SR B AR RO BB 7 sz [B] &l Elasticsearch 200 F -

FTRFH

o WIZR%E OpenShift Logging # Elasticsearch,

i =
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

@ orEERRER. BRRERERENA,

e FullRedundancy : ElastlcsearchHﬁ/\%alﬁ’JEﬁH ESHEENUET R, XA
REEENELME, ERNEFESARENMIFAMERE,

® MultipleRedundancy : Elasticsearch 8RB E D F e B8 HIE— FHEUET
Mo IXAITEREMMMREZ FRHRIFIIITR,

e SingleRedundancy : Elasticsearch HBNR5INED FEIEF—1EIXR, REFEED
AEIET R, BEMERATHETRE, F/H5MNREZ T RN, Ml
MultipleRedundancy, fEAEERF LSRRGS FHF 514 Elasticsearch 17 RBYERE,
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® ZeroRedundancy : Elasticsearch AHIEE D FRIEIA, WRT RRHAEA ERE, W]
AIRERE RS AEEIE. MREEXTHREMIERESMN, HELE T B S HEE/PVC
w0/ ERE, AILAEEMEALIER,

% o
, R ERED HMES T Elasticsearch #E T A A,

4.3.5. g1 Elasticsearch pod
D& BEP I Elasticsearch pod 8 E FIRER 5 B EE £ L 3K Elasticsearch MR TRE,

NRAER, ROZ—RAEFH— pod, FRFEEEFEE D FFEIA, Elasticsearch IR IR [E14
g, EALURIE S — 1 pod #H1T4E .

P2y~
. SNR Elasticsearch 5£2&%1%& )y ZeroRedundancy, |7 4EE, Elasticsearch pod.,

4.3.6. ) B EFHEEERF AR
Elasticsearch BERF AR E, FHREBIR, Elasticsearch MRS,

Digk

H
[=]

1 Elasticsearch P AL HE NFS FEBIESSHIFAMS (E BT NAS b0
Gluster) , B} Lucene #K#iiF NFS TREMIXERSIT . BUIRE ARG E Ath (7]
ARESAE,

FRFH

o WIZR % OpenShift Logging # Elasticsearch,

ik =
1. 4%% ClusterLogging CR, N&EEHFHNENBE T RIEE N B EEFAMESER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
#...
spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
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storage:
storageClassName: "gp2"
size: "200G"

FHIFIEE, KEFHESMEET REBAERTHER200G"H AWS B SSD (gp2) i PVC,

NRFAMEBRFHALENE, EAEGERRIARHE, X1E LocalVolume KRR
volumeMode: block i, Elasticsearch TiE{FARIAILA,

4.3.7. 5 emptyDir 7Ffi%lL & B & 1745

&R LUFF emptyDir 5 BESFFERBECEARAUB—NMERERE, InhEHE—BEEEFRA Pod FEIEER
=2ER,

% -
' M emptyDir i, MNREBEHEIMEBEREHERE, BEHEER,

FRFH

o WIZR% OpenShift Logging # Elasticsearch,

i

1. %%k ClusterLogging CR LUEE emptyDir:
spec:
logStore:
type: "elasticsearch"
elasticsearch:

nodeCount: 3
storage: {}

4.3.8. #1117 Elasticsearch £& A& R

£ E X elasticsearch Bt &M 51 {E (A elasticsearch-* BEE BN, HUTRINER.

A, #NSRIZ4T Elasticsearch Pod T REEBERE, NEBIRIER,

FRFH

o %% OpenShift Logging # Elasticsearch,

iz
HITERBRDER -

1. i# A openshift-logging T8 :

I $ oc project openshift-logging
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2. JKEY Elasticsearch Pod BY& 5 :
I $ oc get pods | grep elasticsearch-
3. 41 Fluentd pod, LMEE(1{S1EM Elasticsearch & ##HHE :

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "false"}}}}}'

4. {#F OpenShift Container Platform es_util TEH{T9 F AT R, BEREXNZAIZEESE
AR R ERIE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST
o -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

i th o Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFFIEIEA R KT i #1740 F 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

flan -
$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --

query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESTHREFEHBE—TESKE:

a. BUAIER T, OpenShift Container Platform Elasticsearch S35 IEAE T S#EHERE, F
AL TR AT HEBERE F ST Pod FREXEHN :

I $ oc rollout resume deployment/<deployment-name>
4N -

I $ oc rollout resume deployment/elasticsearch-cdm-0-1
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it =Bl
I deployment.extensions/elasticsearch-cdm-0-1 resumed
EET —/¥ Pod, & Pod EAMZEMABRE, MEEMEHTT—EE,

I $ oc get pods | grep elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h
b. METMSG, FE Pod LAEIEHHLEE :
I $ oc rollout pause deployment/<deployment-name>
4N -
I $ oc rollout pause deployment/elasticsearch-cdm-0-1
=1
I deployment.extensions/elasticsearch-cdm-0-1 paused

c. 1% Elasticsearch £EEE AT green = yellow R :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

pa -

. INERIENT ST e 5 P {FEAM Elasticsearch Pod $YT T H#EHERE, 1% Pod &
. BEE, HEWMFEEFERHH Pod £F5,

a0 -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
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"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
ﬂ ERESRERT, FEBRLESHIES green ZHE yellow,

7. WNRERT Elasticsearch ECEBEIRET, 15X B Elasticsearch Pod E& X4 1%,

8. HHEMNMANRER, EFERASHTE

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
i th o Bl

{

"acknowledged" : true,
"persistent” : { },

"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"
}
}
}
}
}

9. ¥ & Fluentd Pod, LMEE( M Elasticsearch & %E# H&.

$ oc -n openshift-logging patch daemonset/logging-fluentd -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-fluentd": "true"}}}}}'

4.3.9. HEEFMEIRS DT NI H

RINBERT, TEMBEERICFKERNEIGAEE T OpenShift Logging BB EEZ . ERILUSE— re-
encryption termination #XXHIEEH, LUSEHIAERNT B S AF0# AR 55 B9 1 (] SRARERELAE.
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4, R LAEABBUE—TEFRINZE R, EH OpenShift Container Platform ] 2 &2/
Elasticsearch CAIE B LUMAER T IF B EE ., RE, FRSSLULTRAM cURL &K AEE B EEE
RSB

e Authorization: Bearer ${token}
® FElasticsearch EFTIMNFEKEF Elasticsearch AP 153K,

TERER, AILAA HEFESER P ViR BEFMERS . BAUERUTHRSZ—RKIRE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
it Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R LME R RN TR DI TR 1P il

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

i th Bl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 OQ--i--i----i--i-- ------ 108

FRFM

o WI&% OpenShift Logging # Elasticsearch,
o MWNBBWBEMNRR, LMERVIFEBR,

i
KRR T B BT

# A openshift-logging T8 :
I $ oc project openshift-logging
2. MEEEMIRE CAIUEHFHE A admin-ca ST :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

o1


https://www.elastic.co/guide/en/elasticsearch/reference/current/api-conventions.html
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Ll N |
I admin-ca

3. LYAML XX R0 B S FHER SRS A -
a. FRAUTARLUE—D YAMLIX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

@ FINBEFEN CAIERRER TS hmh S, B BILE— L BTN B
spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. 2T T e, HHEEEWE CAIUERRMEEEL—2 FOIENEEEH YAML & :
I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. DIEERRH :
I $ oc create -f <file-name>.yaml
=1
I route.route.openshift.io/elasticsearch created

4. BEZRENFFT Elasticsearch RS :

a. IRERLLBRSSIK B9 RS, LMETEE KPEER -
I $ token=%(oc whoami -t)

b. fHEOIER Elasticsearch BB NIfEL £,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIEBHARTAREMND), HSTU T aREITAFHIEEE R Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

HAa R ELFF -
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"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

44.FBEHETMILTER
OpenShift Container Platform {# 8 Kibana £ 7~ OpenShift Logging &8I B & HIE,

IRAEI LAY & Kibana SRSZIITUR Y, F4 Kibana 11 RECE CPU M1 7F.

4.4.1.B2& CPU FINFFRIE

OpenShift Logging E4& fS 14 CPU F1AZERR(EFH 1T A EE,

it

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:

B 45 RBERSHE
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cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEEZEREASEMEN CPU FMINERE&IER, XFF Elasticsearch, A AEHEEE KE
FORRHI(E,

@OOREEEH B visualizer 87 CPU MK IRIEFIHR,
@ RERZIREESKERN CPUNINERERIFK.

4.4.2. BRI EST ]RITRITRE
BT RAEE B LA (L 2589 pod LUBIIE M TTRIL,

ff

L=

S

1. %8 openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
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kind: "ClusterLogging"
metadata:
name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas: 1 ﬂ

ﬂ 87 Kibana 7 HHIEE,

4.5. ic & OPENSHIFT LOGGING 7%fi#

Elasticsearch R REBRERN AEF. ZIA OpenShift Logging T WRFIE KN EREERE 16G W
17, ®#IHI OpenShift Container Platform 17 mZH AT BER B LA #F Elasticsearch 5£8%, A TIIE
OpenShift Container Platform & FRRMAA T =, FEEFERABNHESHAERZT. 8D
Elasticsearch "7 s o] AR IR FIX B Ti81T, 1E| FEEFIMERREVGI
4.5.1. OpenShift Logging #1 OpenShift Container Platform B B E
B Elasticsearch BB BAETE—NFAMS. 7 OpenShift Container Platform /1, XA LAFE
PVC k52,

==

NRFAMEBRAFHALENWE, EAEERRIKRTE, X7E LocalVolume X KRR
volumeMode: block i, Elasticsearch TiE{FARIBILA,

OpenShift Elasticsearch Operator {# i Elasticsearch FR&H 7 PVC 88,
Fluentd J¥ systemd journal #1 /var/log/containers/ BIFf A B EER (£ 5 E] Elasticsearch,

Elasticsearch ZERWREFERHITREESFIRE, NIREXERHHNE, BNSLB/BEMN, BN
[, IEEEN AR B SEENRE, HFoRXAFENTREERE,

BIANERT, UEFEHEBE N 85% J#ilt, Elasticsearch &2 1A SO EHEIE, 90% i, Elasticsearch
SEARENBER TTRINESFEREMIEMT R, B2, MNREMEFEET 85% LT oA AFiE
Z8[H], Elasticsearch &40 ZFRE1F BN RED,

pa )1
XS, (KK ZE R Y RIARA T M Elasticsearch BRIAME, BT LUBTUXLBINE, RR
ERERERNRIME, BLEEERPELXLE,

45.2. HhETR
o HWAXFHRBIEAMEME

4.6. /) OPENSHIFT LOGGING H4Bdi& CPU 1N TERIE
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IR LARIE S ER B & OpenShift Logging 4H{4HH) CPU FIRNER(E.

4.6.1. BZi& CPU fIRFRIE

OpenShift Logging & fe 14 CPU 1A RR(EFH 1T JHEE,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
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logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

RIEEEIEEHEEFMHEN CPU MRNERIERIERK, X F Elasticsearch, KA IHEIE KA
FORRHIE,

QOO REEEH B visualizer 87 CPU MK IRIEFIHR,
@ RERZIREETKERN CPUHIREFRERE

4.7. FABBE RS OPENSHIFT LOGGING POD &

IR LUER T R B R EM{R OpenShift Logging pod FEHFE T m L1217, FHBEREM TIEAEHARIE XL
TR Eiz1T,

15 mAMBRERFE M key:value X, 7= EB5 RIERT mBERAIEARABFIZIE =M pod,

key B& K7 253 M FRVERFAFSH, value NIZH KT 63 NMFRGERFFFH, FRBLIMUFE
FHYFFL, AEHANEEFE. 7. EFHF ARMTHL

BHARMRK OpenShift Logging CR =<fl

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi

97



OpenShift Container Platform 4.8 Ba&it ¥

storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:

tolerations: g

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000

resources:
limits:

memory: 2Gi
requests:

cpu: 100m

memory: 1Gi

replicas: 1

collection:
logs:

type: "fluentd"

fluentd:
tolerations: 6
- key: "logging"

operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ﬂ AR BERINE| Elasticsearch Pod,
9 R BERINE Kibana Pod,

9 lttg?ﬂ\ //\\7] IJ EIL\IE%”&%%% Pod,

12171«/{1@ $1E pod EERAABEREZG BEFE pod FEMELT

—Ij ino

247, FFBALEEAM TR M EERIX

12?_IJ«A1EL ClusterLogging B X IR (CR) AR AZIBEFME pod, FiBid T &[5 s A
BT, TRENERE— key:value ¥, BIERT REERMEARRIT LT R pod, BT FEAAFAER
ftt pod J:E’\Jfl%ﬁf_ key:value %I, BILMBRINHEZLE pod BEWSIEIL T mLI21T,

%kikll‘ﬁ;R-F, /b\ﬁﬁ% pOd EELJ\-F‘G‘/}E\J% :

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

98



B 45 RBERSHE

FRFM

o WIZR%E OpenShift Logging # Elasticsearch,

T
. FERUTHS, H5aRmEIEEE EFE OpenShift Logging pod BT &R :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
g0 -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFITE nodel EE—NiE N elasticsearch BH{E 7 node BY/5 25, 155 R E NoExecute,
B8 NoExecute R T = HE 515 R ILER Pod, FHMRATERIIAE pod,

2. Yw%E ClusterLogging CR #J logstore #f4>, LABCIE Elasticsearch Pod WERRE :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

B E IR R AR,
187 Exists operator ZEE T ELB—NiFE# S elasticsearch 175 =,

#5E NoExecute &,

- -

(AIik) 57 tolerationSeconds S#, LUXE pod TE#EZ L AT A LURFFIEE BT s BT
—KC

AR ES oc adm taint S OIEMNIE mILE, EELLEREM pod ATLLAEE] nodel L,

4.7.2. EABBERZEH BEAT M pod K&

BRI LLEEE pod LERBZERIES Curator pod EMRLET R Eiz1T, FHEHIEEM TN EERXLT
=

ino

& A LLEsT ClusterLogging BE LR (CR) HARBENAEIHEMKAL pod, Filid T &5 =
MAET R, TREMERE— key:value X, B8R mBERMERBFIZIG MM pod, @i FER%
B1EHM Pod LERAMYFE key:value X, AT LAA{R({L Kibana Pod BES1E1% 17 s L3517,

FoRFM

o WIZR% OpenShift Logging # Elasticsearch,
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AR
L ERUTRS, F5_RARMEEER EREREAMIE pod :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
a0 -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— M)y kibana BfE ) node B75 5, 75 3R 2 NoExecute, Ei4/iifE
F3 NoExecute 5514 &. NoExecute (IE 55 mILEM pod, HMFRALENINE pod,

2. Y@%E ClusterLogging CR Y visualization 284, LLEZE Kibana pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
157 NoExecute X,

N
A]1%t) 157E tolerationSeconds S, LUXIE pod E#EZF H AT A LARFFHPE BT BN

AN~
o

AR ES oc adm taint 5 0/EM)5 R, EALARH pod ATLLEEE] nodel L,

4.7.3. (E B BERZH BHEWKEESR pod HE

BRI LB TE pod EEAABERBRBKICKIESR pod AWML T =R L5417, FHELLHEMTFEREIE
FIXEE T =,

f&H L@t ClusterLogging B7E (R (CR) MARBEN AR HKICFKIRES pod, F@EE T =S
1T RN AR R BRI MERS RFEREHER pod FEENREFF CPU [H &I #KIXFR.

BANERT, BERICFNESS pod EEUTERE :
tolerations:
- key: "node-role.kubernetes.io/master”

operator: "Exists"
effect: "NoExecute"

FoRFMH

o WIZR%E OpenShift Logging # Elasticsearch,
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iz
L ERAUTHS, Bi5RRNEIEAER LFEREKICFRESS pod TR :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 EE—E N collector BfE 7 node BI75 5, 755 SR 2 NoExecute, &40
&5/ NoExecute j5=1%&. NoExecute [iE 575 mEEH pod, FHMRALTENILE pod,

2. Ym%E ClusterLogging BE X ¥R (CR) B collection /N7, LUECEREICFKUES Pod WA

BE
collection:
logs:
type: "fluentd"
fluentd:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

EERINE T A,

Q 157 Exists iz &R, LIEKILES key/value/effect 544,
9 157 NoExecute X,
Q (AIik) $57E tolerationSeconds S#, LUXE pod TE#EZ AT A LURFFIEE BT s BT

AR ES oc adm taint 5 0/EM)5 R, EALARH pod ATLLEEE] nodel L,

4.7.4. BEfth iR

o AT RITREH pod KME.

4.8. [T k2875 OPENSHIFT LOGGING %iE

IRE LU BT kT3R0S Elasticsearch # Kibana Pod B3 Z R REM T & Lk,

4.8.1. #%7/) OpenShift Logging 7R

& B LLUERE Cluster Logging Operator, ¥ OpenShift Logging H4 (%0 Elasticsearch #1 Kibana) FJ
pod EREBEIREH T m L, ETRRF Cluster Logging Operator Pod MEZREM BB E.

Flan, EefARN CPU., REMEAE EKRKS M Elasticsearch Pod B E|— NI = £,
FeRZH
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o W% OpenShift Logging # Elasticsearch, BRIAE R %A R EXLEINAE,

it

1. %i%E openshift-logging % E #1#J ClusterLogging BE %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
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replicas: 1
resources: null
type: kibana

w?ﬁbu nodeSelector 2%, H ¥ NERATEBERINEGENE, ETLRENT SIBEH
8, A& IE A nodeSelector S <keys: <values ¥, WIRIETE infrasructure 77
EE\\ I:F'//J\\j.m T {E‘F;\, Iguj\\bu EEEE’J@BEQ

gk
ZRFHHRE BB, EAILMER oc get pod -o wide 674,
flan :

o MEEHII¥H ip-10-0-147-79.us-east-2.compute.internal 7 = _EHJ Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

i th o Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2  Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o REE Kibana pod #3 ip-10-0-139-48.us-east-2.compute.internal T/ 55, ZTTHRE—1%
FA R ELRHIZRAE T 51

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.21.0

HER, %1 5E%A node-role.kubernetes.io/infra: " label:

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

i th o Bl

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
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selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal

uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:

node-role.kubernetes.io/infra: "

e Ef%) Kibana pod, 4%k ClusterLogging CR LURANT sk 25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORI R LUTE T RAIAR B label,

o R7FZ CRG, Al Kibana Pod #8241k, M Pod SMERE -
I $ oc get pods

it Bl

NAME READY STATUS RESTARTS AGE
29m
28m

cluster-logging-operator-84d98649c4-zb9g7 1/1 Running

elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0

kibana-7d85dcffc8-bfpfp 2/2  Running 0

e #7 pod fiLF ip-10-0-139-48.us-east-2.compute.internal 77 s L :
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I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o RIS, IRIA Kibana Pod {41 R,
I $ oc get pods
it

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflhe 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

4.9. fici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZZMB& (journal) AiEREIE, RNBERNKEIEER, ©RBELERLERIRSHBEIL
%1 FﬁL/LEIL;\*E_JﬁE%%%

A 1#EFF LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEZES) LIFFILEAE
E£5%%H,

4.9.1. /7 OpenShift Logging B2i& systemd-journald
FEETENT B, BRANBFZILRIMNEAREREH1T — LI,

B0, MMRAHRDHERIENER, NTEEEIRS journald BRI, &0 LLHZETETR E N B ERPR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

AALUBERE L4 HE. BSTEREWNE, AEERRE, UREMIKE,

it

1. Al — Butane BZi& XX {4 40-worker-custom-journald.bu, HEHEEHHFRENEN
/etc/systemd/journald.conf 32 {4,
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e = -
' A% Butane BE &, ES[H"EMA Butane BIEVZEE",

106

®9

o

® o

variant: openshift
version: 4.8.0
metadata:

name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"

storage:

files:
- path: /etc/systemd/journald.conf
mode: 0644 ﬂ
overwrite: true
contents:
inline: |
Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 @)
RateLimitintervalSec=30s
Storage=persistent G

SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

7 journal.conf X1 BIR . EIUEETTIZES 0644,

EERTREANASTSEAXERSARIEMHBE, BE yes KEMHEE, HIETE no FNELEE
B, Bl yes.

RERSHRABEER. BMHKINMEN no, BE

e ForwardToConsole ¥ A& & BIRGILRHIA

e ForwardToKsmg {5 H &% 4 Bl H &R A,

e ForwardToSyslog ¥ & 4 £l syslog =712,

e ForwardToWall 35 B i {E B L BB E XA F.

EEFHBEXRBNRENE, AR, HEBIFE—NHEA : "year". "month". "week".
"day". "h"="m", A 0kZEME, BKIMEHN 1month,

B EERREI, #0127 RateLimitintervalSec & X HIS A [ fEP Y4 ZE| RateLimitBurst F35
EBEEE, NZEEBRRMRREH —SERMaEER, BERRRLSER, BIUELE
RateLimitintervalSec=30s # RateLimitBurst=10000, &1 122k iIA{H,
IBEEEENFEAX. BILH persistent :

e volatile 7£ /var/log/journal/ R 1FfERFE B HEEIE.
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o persistent I8 HEFREFEIRELR /var/log/journal/, IMNRXNERLSEE, systemd F
2OEXA B X,

e auto [¥HEENETE /var/log/journal/ A (MIREFEXNEF) . MRFEFE, systemd
KI5 B R RTETE /run/systemd/journal /1,

e none AEERRE. systemd ZEFMAERE.

8 EIER ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bt A i fF RO BT ES
[f], systemd fE# 42| CRIT, ALERT = EMERG BEE&IEHTRSE ., BRIMEN 1s,

EEASTUGEANEAE, FINED 8G.

18E systemd WIIRE L DREEZER, FOINED 20%.

0900 O

18 ERTFIE /var/log/journal FEYIEII BE XIS KRN, EIMEH 10M,

pa =3

SNRIMBREZERE, WA RERE RS AR ILKTFIHEREMN CPU FEAZE
m, RANeRELEELEAURREIENER.

MEBTHRELRT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, %1 E 7 H
FIEIN LB AT BEA & F OpenShift Container Platform,

2. {8/ Butane &£ MachineConfig % &34 40-worker-custom-journald.yaml, ©a=ZEE{#
57T RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami
3. BFAYSRECE, I -
I $ oc apply -f 40-worker-custom-journald.yami

523K ZFTHY MachineConfig X5k, FH4RFTHY rendered-worker-<hash> kit A<,

4, EEFREESN T RPRNMARS

I $ oc describe machineconfigpool/worker
it Bl

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:
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Message:
Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e

4.10. eI FIZFF

4101 A FHEE

BEi& OpenShift Logging XA ERFERA AR NARNLIHITEREE, F2OERAEMEE, ENITZ
Y H, &1 OpenShift Container Platform A 1ThRAMEBSEAI T RES B E, REER TG T REH
B, FRERZNNXFMNEED L, MRFEAAXEPFHDNEEUNANERE, THEHNTERERX,
K5 OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator R TiZ R, RIRX
1T, Operator RBANG — UL R EE AR T,

IR 27 $14T OpenShift Container Platform X4 s & A #nMEE, & 2 70% Red Hat
OpenShift Logging Operator 8 OpenShift Elasticsearch Operator % & Unmanaged,

— DR ZEEM OpenShift Logging IME 7# % FF, BAREIER, EZE OpenShift
Logging 3R [O1E] Managed,

4.10.2. A" HFHELE
RIS Red Hat OpenShift Logging Operator B HIEZBEIRS, FRESHUATHY -
e Elasticsearch CR
® Kibana &
e fluent.conf 30 {4
® Fluentd S # 25
R JTf% OpenShift Elasticsearch Operator Wi NIEZEIRSF BEISRIATHA -
® CElasticsearch E§& XX,
AR X RHIER a1
o RERNATREK., BXEERRINNWESREEE,

o EREFMMEREHNAE, BXEENATRESRHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI A SRR,
o FAMRETERERRICKBESR. ETRERIMNEEERERATIRES,
o KEASKERIEASTHAR., BT EERRMIABETIEEL.

4.10.3. 3% E Operator FJ3Z 5 R

Operator B ZEZHL A RE T —1 Operator 2B IRXITHREBEEF P HBAXRABHNTIR, R
Operator KB N F#FE (unmanaged) RE, EFRRMMEBEERR, BAIKEIER,
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RRCALUEFREFIMERBENAIRRPER, BLTHERERSEH Operator FRERZH, KHE
ERFETEERSMGNEBMAIN.

AER LT 3% Operator B NIEZEIRS :
e Ji3T Operator ACi&
JRIT Operator MECE £ managementState S8, XA LLUBIT AR AEFE TR, EIKEL

JRF Operator, 530, Red Hat OpenShift Logging Operator @i I8 EEEBHEE LR
(CR) FAE|EM, M Cluster Samples Operator {# [ 7 £ E£5E H L & %R,

¥ managementState S X/ Unmanaged E#& Operator A2 FHEBEHNTIR, BA
SPITESEXAHERAEREIE, —L& Operator ATREAZFHILEEIRE, RN ECTRERINIFEE,
FEFIIME,

Digk

&

ST Operator B NHRERER BRI ZHEHGHMINEE. RS
AR E 8 (Managed) RS ALIES HIIF BEREURS H.

® Cluster Version Operator (CVO) &3

Al spec.overrides SHARMEI CVO EeEH, LUEBIERIRENEHER CVO 1T HEERIS

=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEBE AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BERFEBIMEBHLTAZIHRE. EMRmEBRER, ¥
A UEIN R ER AT ARG .
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%55 AARRNAE

f&eI LUER OpenShift CLI (oc) #1 Web A EERZMHTREMNERE, WHE. FEF pod.

p= =1

FRAEZ—NERIATIEE, AIREERMNBEEEINE. MEunBERRENEERE, &2
1)(13?:5 OpenShift Logging, OpenShift Logging ¥ OpenShift Contalner Platform ¥
FHFFERE (T RRGEHITAE, NARFARZAENEMEMNERE) REE%HEE

Ib\ﬁﬁ%q:‘o %E, u..\_.“’J\lEji Kibana }%D Ell/j ﬁﬂ*ﬂ?ﬂi'ftﬁluﬁﬁﬁo \/)EE/L,\T%U?
7] OpenShift Logging B & Z %,

5. BAERRAE
,LJ\E OpenShlft CLI (OC) iﬂ] Web ?W%UAE’:‘K%%*LF /EE’J E Tho IL,\}‘A H IL,\B’JJ:'tB_E;E,:'U:HXo

FRFH

e ijj[n] OpenShift CLI (oc) »

miE (VD)

1. 7£ OpenShift Container Platform &, %l Workloads —» Pods, =& R & H Y B
TRSMEl pod,

LR (MWEE) REBEZEZIEMN pod, FEXMIERT, EAILIETRHY
Details TTE A% E Logs #5#,

2. MRS REE—DNIE,
3. RIBEHER pod BIER,

4. = Logs,

iz (CLD)
o HENTE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Hep:
-f
% BEREEGEREESNHEFHANA.
<pod_name>
187 pod HIZ TR,
<container_name>

 IEERFMEN, % pod EEZNARN, BUIIEERZAR.
f5gn -
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-visualizer-using

BESEHFHENAE

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHRBEXHRE,
o EERERRNAE :
I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAERH.

flan :
I $ oc logs deployment/ruby

BB EXHRE,

m
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% 6= [/ KIBANA EF&EHAE

OpenShift Logging 83— Web #2#l&, ATFMLINENBEEHIE. BAl, OpenShift Container
Platform #8%& Kibana ?’*’%‘J"‘Jv{ i i 1

Bt BEAME TR, SRLUERUTEIEHTUUTERE
o {5 F3 Discover /i THERFF I L EURE,
e {F[ Visualize TR TUN #AEIHIT IR BT,
e {5 Dashboard 773 T 82 & E B E LR R.
EFAFHFECE Kibana FEMNAREBL TAXEBSERH. 8XER, 1HSM Kibana X4,

= -3
RiINBERT, HiFTBETRKEHIE OpenShift Container Platform RER Elasticsearch L4l
., B Kibana REFHITHE, EMIIER Log Forwarding API Bo&f# A H 11 B &/
default K HHIEE,
6.1. & X KIBANA %&B &=
RPIEXE LT IEEN 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it L3R, U0 FRE|E
E%Q

FoRFEH

o M WIEA cluster-admin A, cluster-reader BEEXHNAE, FHEME Kibana FEF
infra #1 audit 33|, EkiA kubeadmin A " EG & & X LB MR,
INRATLLEE default, kube- 71 openshift- Ti B A8 pod F1B &, NIRZA AT AXLEFRE],
A LMERUTHSRE LA RSB EYHNR

I $ oc auth can-i get pods/log -n <project>

i th 7 Bl

I yes

=1
KINBERT, #HIFTBEFRKEFEMHE OpenShift Contalner Platform &R

Elasticsearch SLffldh, E1E Kibana HEFEHITHRE, EJERA Log Forward
API ﬁﬂﬁﬁﬁﬁ EF'T«—,‘ H IL;\E’J default ?EUH:IIE’]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REBl, XRBTNTEHK, BE—THPHEIRTHIER
R RERE/LD .

e
7 Kibana H7E L 3RBI#EXFH LI KL

1. #£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.
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https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store

% 6= KIBANA BEEHAE

2. = Management - Index Patterns —» Create index pattern il Kibana &5

o ELREX Kibana i, MR ULHFIUERSIBERNTEEEHTIEMBERE. B Rt
—NEH app HFRBIER, FHERA @timestamp I [A FEREEHASRBE,

e B admin AP EERE X Kibana I, %/ifE @timestamp [R5 app. infra Al
audit 5| EFR5 &,

3. MHFTHIZRBIR R B/ Kibana ML,

6.2. 7 KIBANA A &EEF&EEAE

RA LATE Kibana web ISP EFEEAE. 1 Kibana REEMMUTALENEEN AR, BIIBHETAE
XHBSER, MBEZER, 1ESH Kibana X4,

FERFH
o WZ% OpenShift Logging # Elasticsearch,
® Kibana FRBIEX M IMIFTE,

o A WEA cluster-admin &, cluster-reader A& XHNAE, FHEME Kibana FEF
infra #1 audit 35|, ZtIA kubeadmin [ /" EA & FH X LRI IR,
INRATLLEE default. kube- 71 openshift- TiE ) pod F1B &, NIRIZ A AT AXLEFRE],
A ERUTHRSRE LA 25 EELMNTR

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes

=1
KINBERT, #HITHELRKXEMTE OpenShift Container Platform AIER

Elasticsearch SXflfh, ZE1E Kibana FEFHITHAE, X JER Log Forward
AP| BC B 5 11 B &8 default % B EE,

iz
£ Kibana FAEFRHE :
1. #£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.

2. EABEEFE OpenShift Container Platform & B R EIEH T E %,
Kibana SIS H 2,

3. £ Kibana #1, s Discover,

4. NE LA TR AP EEENENFRSIER © app. audit 3k infra,
B S ERE T A A 232,

5. BFF—PHfRIEEI XA,

13


https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html

OpenShift Container Platform 4.8 B&it %

—_—

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "8abab127-7669-4eb3-b9ef-44c04ad68d38",

6. = JSON JETI& B RIZHFMBEERE.
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

fll 6.1. Kibana By EAMiZEHI H &S B 6l

"_index": "infra-000001",

"_type": "_doc",

" id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmMFIOGUyOWMS3",

" version": 1,

" score": null,

"_source": {

"docker": {

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b

b
"kubernetes": {
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.4222"
1,

14
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"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"

]
b
"sort": [
1600894023422
]
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B 7 E NESKEARNBB=BFIL KRG

EINER T, OpenShift Logging & 28 FE 229 H & % X E| ClusterLogging B & X FRAE L HIEK
INRER Elasticsearch HEE ., B2, SARNHITAFELZEIRNMEWE AN RERLEWE. 0
REMNEBEEHRENERE, NFARERE Cluster Log Forwarder,

BRAFL X HEMBAERREE, HE A OpenShift Container Platform Cluster Log Forwarder, &iFiX
N AP, EETLUEERER. EMBREMEITEELEERFANBIABNFERR. A, EALARRDN
RGREARARARBEMNAE, XHEREDN ALY RIRRERS, SO URBNMNENR, FREHZR
£ (TLS) ZFRL Lt L EA K.

ERHITEHELEEIEIABIARER Elasticsearch B&7Ef#, 15{E M Cluster Log Forwarder,
AN T B AREL 4 B H S E A FR AT IR,

71 X TFRBEEELEE=ZARG

JEBBEHELINMBE=ARAEELS ClusterLogForwarder B E ¥R (CR) IEEM A E
B, FFHEELZEE| OpenShift Container Platform SREAEBFINEBHSFElR m. LT LUER A 85
FEET B XEARI N RTER H &5 A Blif .

16

o A RIEENMBTHENENM, EFLEEATHMUE, HHATURUTREZ—

o

o

elasticsearch.— /428 Elasticsearch 5245, elasticsearch i A LUFE A TLS i##,

fluentdForward, — X #F Fluentd WA SRAER AR AR, XMNETERE Fluentd
KX, fluentForward & BT LUE A TCP =X TLS 154, @111 secret HiEHt—4p
shared_key FEXEZHHAZHAFMNIIL. HERHEMPICAEFERIAER TLS B1E
M FERA,

syslog. X #F syslog RFC3164 5k RFC5424 WX A ERE ERER TR, syslog HiHi Al
LIM#R UDP, TCP =% TLS i##;.,

cloudwatch, Amazon CloudWatch, —#H Amazon Web Services (AWS) &ML H
SIFERS

loki, Loki, — M e#AYT BN, SaTA%. ZHEBERERS.
kafka Kafka {CI2, kafka %ijtH el LA TCP =% TLS i##,
default. BEF OpenShift Container Platform Elasticsearch 3£fl, A EEEREE I HH., 0

RECE default fiiH, ERKEIHEEER, EH Red Hat OpenShift Logging Operator R 88
T default %,

INRHH URL ARFZE TLS (HTTPS. TLS =X UDPS) NIFEFHA TLS RS 2R imMF DI 1E,
KT ENEREMmEMIIE, ¥t Ii7E openshift-logging 1B Ry — 1 secret, secret
WIMEBRKRIEALLTEMAE : tls.crt. tls.key # ca-bundle.crt.

o EilE(pipeline )ENXM—PMHEHERBE—PHLNHE, SEBELEHHENE HKAH, BEXR
BEUTZ—:

o

o

application B P ZITHA A NARFERNEHFES (EMRWBHFNARFRMN) .

infrastructure 7£ openshift*. kube* =X default Wi B FizTHREREEK, URKREF TR
#2589 journal B,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store
https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

B 7 E HESEAXBINBBE=HAELFRE

o audit BT =mHITRYE. auditd. Kubernetes API iR5525%. OpenShift APl lR55 231 OVN
BERBNEH AR,

fRe LR & AR BY key:value 48 Hidh B &Sk u_.s/d\\jJWh‘ o 5N 1R T LATERS K 4 A B O
E’J/é ':F'//J\\Dl]—/\ﬁ y%*ﬁ%;@ﬁ:ﬁ E 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T 'H_jaA]E T E m\/ﬁ n;.\y?:
Ko

® input RIFSRETIE XML AREFEERLEEE,
EEEH, EEE UFER inputRef S8 AL HERE, DRNBEELLZBER outputRef SEHIL
IEC
FERLUTILA
e #NR ClusterLogForwarder CR ¥/ 77, HEFN R X EIEIAB Elasticsearch 5245, BRIEH
A default i HEE,
o EINBERT, OpenShift Logging f$& 2sF1EHiZeH H & % X% ClusterLogging B & Y HRA
E M HIEKIAEB Elasticsearch HEEF i, B2, SARMHITBELLERNIBERE BHSTR
HELEFME, MRUBNEEHEENEE, NIFAFEEERE Log Forwarding AP,
o MRMEBNEERREE LEE, NFEFRECEEMWAR, fl0, mNMREH application F1

audit RRIEEEE, 1B%E N infrastructure XEIEEE &, I infrastructure HESEFH.

& eI LUfE R ClusterLogForwarder BE X HTRE (CR) By M H LI HEL X ZHFAE
P BIAR 55 2o

AER OpenShift Container Platform Elasticsearch SEI A& N E T AR L LEE, BEEH
ClREAHITHENRATSERMENS RBFHEXER, HEEEYHNEREM, OpenShift
Logging N E{EXLHSE,

REEQRFETASENTREEENTNEE, MBEHM secret. RSIKS. mOTHFHLE
BRIEBRSHREICE,

LUTFREISE T B &5 4 Bl 2SR Elasticsearch SEF, EliZet) BE L XS R L2450
Elasticsearch S5, N TR BHEALEE Kafka K32, LK% my-apps-logs i E BN AREFEE L EE
RER Elasticsearch S,

lm\%ﬁﬁmﬂ 5?@]

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: elasticsearch-secure 6

type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:

name: elasticsearch

- name: elasticsearch-insecure ﬂ

type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200

- name: kafka-app 6

17
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type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: G
- hame: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json G
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

ClusterLogForwarder CR B4,/ instance,
ClusterLogForwarder CR #9654 22 ]/ 2 openshift-logging.

FRTAERLE URL B secret RBLE LR £ Elasticsearch Hit.

o

o HRHEIHBIEN.

o A : elasticsearch,

® Elasticsearch L% £ URL MmO/ HARMBLEST URL, SIERIZ.

o FF TLS BIEMIHARTTH secret, secret Wl{FETF openshift-logging 71 B A,
Q BLE R L LM Elasticsearch fiiH :

o HRHEIHBIEN.

o HiH2LEI . elasticsearch,

18
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® FElasticsearch SLBIB9ARZR 2 URL im O/E HBERBILENT URL, SIEFI.
© ERESIRKIEN TLS BEBIT RS URL BE Kafka fit

o IR HIBIE R,

o IHHAYKE : Kkafka,

o fF Kafka (RIERY URL Mim A& E N — N ERBILENT URL, SIERIL.
6 FAF it i my-project &y 22 5] R By L; TR H S A B B,
Q AFEHITEBELEEIREMAER Elasticsearch SLBIMEBELE :

o IHMEBHEZIR,

e inputRefs EHERE, EXNRHIFZE audit,

e outputRefs 2HiHFERAMNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch 5245, default %% EIPEB Elasticsearch L4,

o [k : FRINEIHERIFRE,
@ Ak IEER B AL JSON BESK B EH structured i #g JSON ¥R, HEZBLIES
BRMELEFIIE JSON 5 B, OpenShift Logging &1k structured 2%, FHIFAEZB XX
I\ZZ5| app-00000x,

@ ik FRER, BRI BERHN—IHE MR, MEMSIS (30 "true") , LMEEHKIRH T
frea{E, MARIF N /RIE,

@ EERE, FMEMPEHEELER TR EMAER Elasticsearch SE4l,
m EERE, ATNHEEM my-project i B & % EINER Elasticsearch L4,

o HHRE BRI,

e inputRefs 2—MFEMHIA : my-app-logs.

e outputRefs 2 default,

o ik : TR, ERMBIBEFH—PHLEMRE,
@ FETLEE Kafka RENEERE, THEEEEMN

e inputRefs EHE&RE, TEX//~flF2E application,

e outputRefs ZZE 5 8%t & 5.

o ik : FRE, ERMBEIBEFHN—PHLEMRE,
LUAMBAERAR[/AATAR, Fluentd BEAER
MENMEBICKREBATRATEERBE, Fluentd 2SR EHEFFNEEMEZ P, YEE
RAHRAUAN, BFERLZRMRE, SEZHPNEE, MREZHAXENH, Fluentd 2ELEKREHE.
OpenShift Container Platform #3 HEFMERB K., EBXEFBEZHAR KD, HEFFAMSESEHR

(PVC) #R10EY Fluentd P F25 5K Pod A,

ZEFRIRIUEH

19
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XERMHTEIUMNRARE, REmHRRTHINANTRARH, CRERETHENEBZERS., G
secret BEHAR R AT AR, BT BREXBALEAEEENR LI, EEE0IEF4ET 4588 89thaT 88
ETEMNFNEE, INFTHAM secret. REMKST. HOT AL BRERSSIEE. Open Shift Logging
S A FIRIIER A & A B R ITES,

ERIER2ME(TLS)

fHA% A Secret B TLSURL (http://... 5% 'ssl//...") ERAEARN TLS RS HmFHIIE, @ TE
& Secret FIXBLL T a1 FEL RS FAAIAH TLS THEE :

o tisccrt: (FRH) GEFFIRIEBHXHE, FA mutual FHTIE. FE tis.key.
e tiskey : (F/&H) SERFANXHE, ATFEIEIHILER, FE tis.crt.

o EHEREIE : (FRH) MR TLS MPHTHRIG. FE tis.key.

e ca-bundle.crt: (FRH) ATFRFSHFMNINIENE CAIXHE,

A2 MEG
e username : (F/FH) FHREIERAF &, FE password,

e password : (FfF&) FHEIEENY, FE username,

AR BRI IER S Z (SASL)
e saslenable (#/R{H) BARAIEE/S AN SASL, INRERK, NLLE T EMEM sasl. &5
iFE30E A SASL.

e sasl.mechanisms : (array) /T8I SASL il &FRTIZR, WRERD A2, NFERARGEIA
(EER

o saslallow-insecure : (f/R1E) FFAEBAXHEERNE, BRIA Nfalse,

7.1.1. 61/& Secret
BRI LERU TS EESEMIEP B SERN B kP& secret :

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

ﬁ -
A BIFERBASAER secret RIKBRELR.

7.2. OPENSHIFT LOGGING 5.1 3 #89 B i BB iy 2 B
Red Hat OpenShift Logging 5.1 SR LU i RAN NN, FTS A FBIE L E B O SlEs.

IERNMATRAPERNENESG, AW, ELZEERSN B SEEOEL B KX LN EEHENE
N =Fate SN
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bS] P g

elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2
fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1
kafka kafka 0.1 kafka 2.4.1

kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

TELIRIBRR AR, syslog HitH R #F RFC-3164, UREIH syslog HitH RN T X RFC-5424
%,

7.3. OPENSHIFT LOGGING 5.2 X £ H E#IBEH K 2R 1Y
Red Hat OpenShift Logging 5.2 124t 7 LA R R R BT, AR EEEIR A X BirBEKRESR.

RSN TRAZTINENHE, A, BROZEEWRAEEIEAEE KB XENNNEREENE
=] ,.,\HS(%EEQ
mitHRE 170 ik fsE F
Amazon CloudWatch i HTTPS B9 REST Amazon CloudWatch B9 2Rk 4
elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1

Loki A HTTP 1 HTTPS W) REST OCP #1 Grafana SE48 A EREHY
Loki 2.3.0

kafka kafka 0.1 kafka 2.4.1

kafka 2.7.0
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bS]

syslog

RFC-3164, RFC-5424

g

rsyslog-8.39.0

7.4. OPENSHIFT LOGGING 5.3 A ) H AR H K 25 By
Red Hat OpenShift Logging 5.3 12t 7T LA R R BAMMY, BAFHBEEHIEL X BirBEKES.

AERNMATRP ETNENEE

*lj—:i E IL;\‘LI&%%EO

ki)

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

kafka

syslog

i, 1ERIZAENS I B S EE A

i HTTPS B9 REST

elasticsearch

fluentd forward v1

A HTTP 1 HTTPS B9 REST

kafka 0.1

RFC-3164, RFC-5424

BRI E RXSERENE

g

Amazon CloudWatch B M BiIkRA

Elasticsearch 7.10.1

fluentd 1.7.4

logstash 7.10.1

1E OCP LEREH Loki 2.2.1

kafka 2.7.0

rsyslog-8.39.0

7.5. OPENSHIFT LOGGING 5.4 X #¥py A & 8RR EY
Red Hat OpenShift Logging 5.4 {2t 7 LA FEIH BB, BAFEEEHEL XTI BirBERES.

AERNMATRP ETHNENEE

=N E SR

ki)

i, 1ERIZAENS I B S EE A

BRI ERSERENE

g

Amazon CloudWatch

elasticsearch

fluentdForward

Loki

kafka

122

i HTTPS B9 REST

elasticsearch

fluentd forward v1

A HTTP 1 HTTPS W9 REST

kafka 0.1

Amazon CloudWatch B M BiIkRA

Elasticsearch 7.10.1

fluentd 1.14.5

logstash 7.10.1

1E OCP LEREH Loki 2.2.1

kafka 2.7.0



ki)

syslog

RFC-3164, RFC-5424

% 7 % ﬁE:u%Zﬁ@J%ﬁB% ﬁElb\lEﬁ%z)b

AR

rsyslog-8.39.0

7.6. OPENSHIFT LOGGING 5.5 X ¥y B & &R H L8
Red Hat OpenShift Logging 5.5 IR LA T i R B THY, BTN EEEIR A XE BirAEKRERR.

IERMATRPESHENEAE
N =Fate SN

i, ENIZRETS S B SR X B & X E M E SE R B

bS] P AR

Amazon CloudWatch @i HTTPS #9 REST Amazon CloudWatch B RIAR A

elasticsearch elasticsearch Elasticsearch 7.10.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP L&BEM Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

7.7. OPENSHIFT LOGGING 5.6 X #1y B & #uiEH H R E
Red Hat OpenShift Logging 5.6 IRt LA FEIH R BN, AFHBEEHIEL XTI BirBERES.

AIERMATRP EFHENEASE
N =Fate SN

i, ENIZRETS R B SR X B & X E M E SE R B

b i) P AR

Amazon CloudWatch @i HTTPS #9 REST Amazon CloudWatch By RIAR A

elasticsearch elasticsearch Elasticsearch 6.8.23
Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1
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R kR P Wi fsE

Loki A HTTP #1 HTTPS B9 REST OCP E#RZEHY Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0

syslog RFC-3164. RFC-5424 rsyslog-8.39.0

BF

M 5.6.2 FF#A, Fluentd X #F Elasticsearch 8, MEAX$F 5.7.0 ZAIH
fluentd/logstash/rsyslogs

7.8. A EE X E4E8 ELASTICSEARCH SE43

B& T PIEB OpenShift Container Platform Elasticsearch SEfI4, L aT LU B & %55 & EIAEB Elasticsearch
S, MEERENBEHEREGES, MUIEREEB OpenShift Container Platform B9 H EEIE.

ZhicE H & L BISER Elasticsearch 5445, 1% 6/ — 1 ClusterLogForwarder BE ¥R (CR) , H
FR & & H B2 S B0 B A R (FE PR OB 8, AMER Elasticsearch Mt AT LUMER HTTP (FR&2) =X
HTTPS (&£ HTTP) ##,

ZEEE LA EBFAE Elasticsearch LI, HFHIEFMEBOZEEINERERF, LAKR—MEMA default
I B EE A BINELANEE, EAEECE default i, INREE default i, ERKEIHE
f£8, A} Red Hat OpenShift Logging Operator {88 T default i,

INRIERER B EL L BIRER OpenShift Container Platform Elasticsearch 52, NIAE
E [ — ClusterLogForwarder CR,

FRFH
o WA BE HERIEENM S BN E SEEN B SRS 5.

Pt =

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure
type: "elasticsearch"
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® 090000

B 7 E HESEAXBINBBE=HAELFRE

url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default ()

parse: json @
labels:
myLabel: "myValue" @
- name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR B & 4/l instance,

ClusterLogForwarder CR H4n 4% 22 [F]4 % = openshift-logging.

15 7 il B B9 B 7R,

15 7€ elasticsearch 2.,

15 E S8R Elasticsearch SEfI# URL #lim O/ N B MAILEXT URL, ERILMEM http  (FR
£) =X https (KL HTTP) hil, MMRFEMA T EA CIDR EMHIEISEE IR, HHwui
ER%5 A FQDN, MAZ IP ik,

NFREERE, BALUBITIEE secret RKIEEEiHTHBISIER https Sk http URL,

X F https #8148, E18E TLS BIEinRATHEN secret &R, secret iFETF openshift-
logging HiE &, B MEFEAEIIFTRKRIENIETH @ tis.crt. tls.key # ca-
bundle.crt A, T, XF http 0 https FI%, ERILEE— NSRS EMEHEH
secret, MIBHELER, BSHUT A  ZBESER - BFBIEH secret’s

Ak IEEEEHA.

FREEREEER LB KT  application. infrastructure =X audit.

187 A L B 8 5% 4 B REEE 895 B & .

Ak B E A E L EXTIRER Elasticsearch SE5I# default i,

ik IEER B AL JSON BES B E ) structured i #Y JSON KR, HESRE
WIBEEMHLERIE JSON ; B, OpenShift Logging &1k structured =%, Fi¥H
HEREAZEEBINZRS| app-00000x,

ik FRER, BRINEAEHRH—NHE MR,
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@ ik BEZA N, BASEAINENSIHEAUNEMATSAERAEE
o EMNEEM LN,
e inputRefs 2FAEEHAZMBERE : application. infrastructure s audit,
e outputRefs ZZE {5 8%t & 5.
o Tk : FRH, BRMEIAERH— DL M,

2. B CRXIR,

I $ oc create -f <file-name>.yaml

~pl - HEASHAPAMEBEEB secret
EAILMERSE R AMBIEM secret IS S8 Elasticsearch LI ZR 2%,

fBign, NRITEMA mutual TLS (mTLS) B5A, R NE=7IZ1T Elasticsearch 5451, EaILMER HTTP
= HTTPS & BT S A~ AELM secret,

1. BIBELITF LT RAIE Secret YAML X4, ¥ base64 4wi3H{EATF username #1 password
FE&, secret REIENIN N opaque,

apiVersion: vi

kind: Secret

metadata:
name: openshift-test-secret

data:
username: dGVzdHVzZXJuYW1ICg==
password: dGVzdHBhc3N3b3JkCg==

2. | secret :

I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. 7£ ClusterLogForwarder CR H#§7E secret &R :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

1 url FFEEH, BIZRILAZ http 3¢ hitps.
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4. Al CRXMR,

I $ oc create -f <file-name>.yaml

7.9. A FLUENTD X il X BE

&R LAME A Fluentd forward R B EBIA L E R EE N ESMUHWABEER G, MIERIAN
Elasticsearch Hi&EE ., EREEERENIHEERGLUIZELRE B OpenShift Container Platform BIH &,

Z (M forward YA B AEKI K, iEOIE—1 ClusterLogForwarder B X %R (CR) , 3Fi¥—
% N HE B X e i R B Fluentd ARSS23A1 &8, Fluentd HiHE AT LA TCP (thé) B9
TLS (22 TCP) ##&,

B4, EELOET BB A forward MK BE. BE, LAETE OpenShift
Container Platform BFA, F/ELUBBA1ThRAFHER,

FRFH
o BB BE HEREENM S ENE SEEN B SRS 3.

it

1. BIEHSmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
inputRefs: 9
- application
- audit
outputRefs:
- fluentd-server-secure Q

- default )

parse: json m
labels:

clusterld: "C1234" @
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- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B9 &,/ instance,

ClusterLogForwarder CR Hy#p 4 22 [H] 24/ 2 openshift-logging.

Y& TE i L 9 BB F,

{57 fluentdForward 28!,

1B EAEB Fluentd 5189 URL MmO VE N BBV URL, AT LUMEM tep (FE£E) =X

Hitls (£2£TCP) Mil, MBEETHEA CIDRFHEMEERSEENREE, Wi WIERSS %S
Z¥RsX FQDN, MAZ IP #hiit,

@ 90009

INREA tis 5IZR, BTN TLS BIEIEE IR S FTHH secret &R, secret WIEFEET
openshift-logging B &, BXFEREATCIITRRAMERIERH : tis.crt, tls.key Fl
ca-bundle.crt E 5, &N, X F http # https 81K, EBALUEE—MNESHELNHBG
B secret, HIZELZER, HSHUT A : XESS A LHELH secret’,

Ak : IR EE BB,

FREEREEER LB BT  application. infrastructure =X audit.

A% : 8 EM AR AL BIRER Elasticsearch SX5I# default %iH.

E.l-ji ZEEIZZI_y?:Ziz:tFj'ﬂ: JSON H lu\*E{’Fjj structured IF“:F'E,] JSON XT% E NI E
%\/ﬁ@&ﬁxﬂﬁ’]?ﬂ"ﬂt JSON ; &I, OpenShift Logging &Mk structured FE&, 35 H
HERE A EEBINZRS| app-00000x,

E.I-L ??—%% g/d\\bu IJ EIL;\I:F'E’J /I\Eﬁ%/l\ﬁ’\?ﬁo

s S 96@@9

gl

% BEES ML, MEHERAIEMSHRMENEMASRESERESS

o EMNEEM LN,

e inputRefs 2FRAEEHAZMBELRE : application. infrastructure s audit,
e outputRefs 25 8%t &5,

o ik : FRH, BRMEIBERH—NHL M,

2. B CRXIR :

I $ oc create -f <file-name>.yaml

7.9.1. iy Logstash j& F§ nanosecond #& & £ M fluentd HZEXENIE
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%I F Logstash M fluentd FZEREHE, BWAIITE Logstash BB & X4 /5 A nanosecond #8 &,

AR

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7 true,

Logstash ASE&E Xl

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

7.10. {8 SYSLOG thil#% % Bk

R A LM syslog RFC3164 5 RFC5424 thilliS B S BIA X XTI E S % il mA B B SRA 5
(BRBAIAM Elasticsearch BEFEMWSMENENHT) . BEERENNBAERES (W syslog BRSS
23) FEHFEWFE B OpenShift Container Platform BIH &,

Z(# A syslog U ECE B &, 1H0IE— /\CIusterLogForwarder BEVHERE (CR) , #F—1=%
AN B B 5 B X L B HH Y syslog RSS2 FIEE T8, syslog fiHE RTLAfE A UDP, TCP 5k TLS i%##,

A4, EELUEREEMSHER syslog RFC3164 M4 BE, B2, LLAERE
OpenShift Container Platform FEF A, FRELUEIL TIRA MR,

SeRFMH
o EBWAABE HERIEENMSHE BN E SEEN B SRS 5.

AR

1. Bl SmiEE X ClusterLogForwarder CR % &REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: rsyslog-east 6
type: syslog ﬂ
syslog: 6
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514"' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
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syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 9
inputRefs: g
- audit
- application
outputRefs: @
- rsyslog-east

- default ()

parse: json @
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H6n % 22 [F]4 %= openshift-logging.

15 7E il H B A 7R,

15 7E syslog KA,

A% : #87E syslog S8, WTFARFI,

FEESER syslog SLBIRY URL MmO, ERILMER udp (FR£) | tep (FLL) & s
(Z£ TCP) thil, INR/FATHEM CIDRFEMEETEHENIE, MHUIRIRSBREMK

FQDN, MA=z IP #uilt,

INRFER tls §IZK, BTN TLS BIE I8 EinmFTHH secret &R, secret IFET

openshift-logging B &, BXFEREATCIITRRAMERIERH : tis.crt. tls.key Fl

ca-bundle.crt B9EHH,

Ak IEEEEHAT,

FREEREEER LB KR  application. infrastructure =X audit.

15 AL B8R & B &N 5 A & .

A% : IEEGEEE A TIARLE Elasticsearch LI default i,

P0000 O 00900600

qik  IBERET R X ENE JSON BEZL B E ) structured B JSON X%, BEZRE
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Wy el A BB G JSON 5 @l OpenShitt Logging SXiflis structured e, FrH
HRB A XEBINFES| app-00000X.,

E.rji : ??&%o E/IJ\\HUEUE/L,\':FE’J /I\Eﬁ%/l\ﬁ\?ﬁo S’Wﬁﬂﬂ%|% (ZII:I "true") y L}L{EET”*&'
RN FREBE, MARFENT/RE.

o

@ ik BEZA N HH, BASKANENSIRHAUNEBABEETEREER
o EMNEEM LN,
e inputRefs 2FRAEEHAZHBELRE : application. infrastructure s audit,
e outputRefs 25 8%t & 5.

o _.I- %?—%% %mﬂﬂ@] E /|_.\|:F| E’J /I\EE%/M%%Q

2. B CRXIR :

I $ oc create -f <file-name>.yaml

7.10.1. E é,%j—?ﬁljﬂj I:F'//J\\m] H I:ll_::\;\ oS

& e LR % AddLogSource FEXARINEI ClusterLogForwarder B E X FTIR(CR)%
namespace_name. pod_name # container_name Tt AINEICRKH message FE&H.,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

XA EES RFC3164 # RFC5424 A,

%% AddLogSource i syslog 38 2 it~

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}
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#A AddLogSource B syslog 3H 25K ~Al

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent™:"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

7.10.2. syslog S
RET LN syslog HIHEEELLTAR. MNEEZE R, 1FS M syslog RFC3164 5 RFC5424 RFC,
e facility: syslog facility IZ{ER LA+t H L, BALURKAKNNERXETF
o 03k kern HFAXKER
o 1z user RERAFAYLER (BN .
o 2=k mail T4 RS,
o 35k daemon AT RIISFIHZ
o 4=k auth BTF&RL/BHBIHER
o 53 syslog FiF syslogd REBEMEIE R
o 6K Ipr B FITITENN F %5t
o 73k news FFRIZHEF Rt
o 835k uucp FiF UUCP %4t
o 9k cron AT clock P
o 10 =k authpriv BFZ2£5 M RIEER
o 113k ftp AT FTP spiFitig
o 12k ntp AF NTP FR%E
o 13 g security AT syslog audit H&
o 143 console FF syslog alert H&&
o 155 solaris-cron T scheduling sF##2
o 16-23 5% local0 - local7 A FAMMEANIE

e % : payloadKey : FA{F syslog SHR AR EMIL KT,

% o
BCiE payloadKey S# ] Bh L F H th S5 % B syslogs

® RFC: FF{#H syslog X :XHEM RFC, BIAHN RFC5424,
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% 7 % ﬁElb\%ﬁ U%ﬁB% HEIL.\IE%%%

® severity : IXELHBY syslog iL3kMIsyslog BIE M, ZERILAZTARIEE, MealllZ2X 0K
INERIRBEF

o 03k Emergency A FRKXREATHMER
o 13 Alert BTFRRIAFITIRIEHER
o 2 Critical B FRAKRXHEIRRHMER
o 33 Error BFRKRERINZHER
o 43 Warning B TFRKXKESRHMER
o 53 Notice A TFHAREREFAEEERMHNER
o 6 = Informational B FRAKERERHER
o 73 Debug AAFAKRHAXLAER (BOL)
e tag: Tag IBEEILKFE, FA1E syslog HE ERIRE,

o trimPrefix : MIFZ: A ifIBRTE EBIRIZR,

7.10.3. Hfth RFC5424 syslog £

LUTFSHEER T RFC5424:

® appName: APP-NAME @—MNBHEXAFRER, AFHAEBENNBARR, %
RFC5424 157,

e msglD: MSGID 2 — MAFIUEREREMNBBEXATRE, »/Ih RFC5424 187

e PROCID: PROCID 2—1MEHHXAZEFR, ZENEILERTR syslog IRERELL, »IH
RFC5424 157,

7.1 FHER) 4 E AMAZON CLOUDWATCH

& a] LU B 75 5% 4 Bl Amazon CloudWatch, X2 Amazon Web Services (AWS) FEEM R B BT
ARS5. BRT BRILEY OpenShift Logging EHEM Elasticsearch BEF B4, BIAT LU AEL LR
CloudWatch,

TfCE H A A B CloudWatch, EisifllE—4 ClusterLogForwarder B E X ¥R (CR), HFa5
CloudWatch By%iiH, MRFERHHNEE,

Y

1. flIEE— Secret YAML X1, ©fff aws_access_key id ] aws_secret_access_key FEXF
15 12?5’] base64 JRiLHY AWS EiF, Fl40 :

apiVersion: v1i
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
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aws_access_key_id: QUIJQUIPUOZPRES5ONOVYQU1QTEUK
aws_secret_access_key:

dOphbHJYVXRuRKVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. DI secret.flH0 :

I $ oc apply -f cw-secret.yaml

3. fIEsYmiEE X ClusterLogForwarder CR X/ &) YAML X4, TEXHA, 18T secret W&

MR, 5040

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret G
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:
-CcW

ClusterLogForwarder CR B4, /i instance,
ClusterLogForwarder CR #6544 22 3]/ 2 openshift-logging.
18 TE i L 9 B F,

8 7E cloudwatch 28,

0

0009

[ ] IogType %%4\ H /l_.\;’é‘g:ﬁij /L.\?E

e namespaceName HENN ARRFHEZEA CIE—NEEL,
ILJ\@“L%‘%EE’J E IL;\éH

° namespaceUUID ﬁjﬂ/l\fbﬁﬁnp%?:@ UUID fIlE— g B & 4H,

B & E R FI # T

eIl ERERN

6  FBE— N FERREER A EHLZPHEIA infrastructureName Bii %k,
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BE AWS Xz,
BETE AWS EiEH secret &R,
ait : IREEENELTR.

FREEREEER LB EZRT  application. infrastructure =X audit.

090009

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

il : £ Amazon CloudWatch ff#if ClusterLogForwarder

X8, E2%FZ ClusterLogForwarder B L IR (CR) Rl KR EHiH E Amazon CloudWatch BIH &
iz,

BRI IR IEFE129T 4N mycluster B9 OpenShift Container Platform 2%, T4 iREIEEEM
infrastructureName, MEENATCEME aws &5 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

ZRARBIENRBEEIE, ERILES S app B & Z2[A 21T busybox pod. busybox pod BfR=F%f
‘l_.f'/én_.\‘é'l Stdout .

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

IR AT LLE 3K busybox pod i21THY app #p# 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

1E ClusterLogForwarder E;E)L TR (CR) H, 1.’3?_JLM—} infrastructure. audit #1 application H& %
BIEE N all-logs EEMHIA, EARTLUSF L EEEEE cw fid, WHN BT AT us-east-2 X5
CloudWatch SE41 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: cw

type: cloudwatch
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cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CW

CloudWatch REIE MM XERE E =DM HIBIN &R -

o HEZAH
o HEMR

n BESEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FfHEREISIE Amazon
Cloudwatch FAEK=1HEKA :

136

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

/b\éﬂ%ﬁ@ = E /L.\/}IL .

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
JlogStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7¢c5-



% 7% ﬁE:m%’fi@J%ﬁB% HEIL.\IE%I \/JL

Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252dada6472c9fff48623baee761911a9ef.log"

E:’l\EI,.,\mL%B@a HESH., EE%E busybox Pod WHESEMH, EEILIM application HEAFRIEEH

HER :

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\",\"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\",\"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQ1tZjgzNCOOM;jl4LTkSMjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

~f - HEASHEFRIRD B E XEi%

EHEHEHAS, ,.,\_JL/LHQMJ\E’J mfrastructureName BIZ% mycluster-7977k &t h—MEIEFZF S,
2N demo-group-prefix, EiH{THLEN, EFEEE# ClusterLogForwarding CR A groupPrefix =
E% :

cloudwatch:
groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix B{EE I 1AM infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

AP - SRR 22 AR E G B R
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N FRBERNB NN ARFRRZEN, A UE CloudWatch FAIEBEH, EAHETNRAEFGEZE
[E1):Ep

SNRIGIMBRS. A2 FFan & Z A R AR L MERBFN R, CloudWatch RUKELERSLIRIHERAE
H,

&D%f&?d\ﬁ%ﬂ*ﬁﬂﬂ’]p fﬁﬁﬂ%fﬁ% Iﬂ%’ﬁ%*ﬁﬁ%’iﬂ, i%ﬁ!ﬂiiﬁﬂqﬂf”i;ﬁﬁﬁifo B, MRIEF

ZOREMETNREFmAZREE RN RRFBEEH, BRI LFE ClusterLogForwarder CR A%
groupBy FE&HI{H1XE S namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

¥ groupBy %i& ) namespaceName RN AREFBEH, ©ARFMN audit 1 infrastructure B
HH,

Tj_:Amazon Cloudwatch 1, SEZERIEMEREFNEEHLHHERE, BENRE—NNARFEGRZE
IEﬂ app', LLTFHIH E—HT8Y mycluster-7977k.app BE&4H, MA=E mycluster-7977k.application

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRABIFNEHDES NN ABGEZEN, NHMEPRERENIEEH, B oEERXNN—MEEH,
groupBy FEX (UMM A HEH. BASFN audit 1 infrastructure H&ZH.

=~ - NARFEAZE UUID GihaAEA

ST FERBRMENNY BRFEMRZZEE, EALUE CloudWatch FOIEAEH, HEMEETFNARFEME
2o (H]#9 UUID,

MNRIEHR N AFRRF A R AT RFVEBTF R, CloudWatch 26— NHEEH.,

MREEEERLMERESENARFREEANR, HEARGDERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" 843

BENARERFMRZER UUID EHhEEEA, EAL7E ClusterLogForwarder CR #{¥$ groupBy FE&H)
5% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

£ Amazon Cloudwatch A1, #4422 [A] UUID HIIEB N HEERIHEKRE. RNE— NN REFmAZE
B8] "app", MATFHIH ER—1#H mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H&2H,
= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"
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"mycluster-7977k.infrastructure”

groupBy FEX (UMM A HEH, BRI audit 1 infrastructure H&ZH,

7.12. S EEFR X E LOKI

& T RERBIERIA OpenShift Container Platform Elasticsearch SE5 4%, &0 A LU B & 4% & BIAER Loki
HE&ILK RS

EREREHELE Loki, Bt — ClusterLogForwarder E;E)L 7R (CR), FHOIB—HIHE
Loki B ClusterLogForwarder B X ¥R (CR), MRERAHHMEE., Z Loki By%)H =T LUFEH
HTTP (R&£) K HTTPS (REHTTP) £,

FRFH

B AE — Loki BRIC KRS R CR EY url FERIEER URL HHZ1T.

1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 344 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure 6
type: "loki" @)
url: http://loki.insecure.com:3100 @)
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100 G
secret:
name: loki-secret ﬂ
pipelines:
- name: application-logs 6
inputRefs:
- application
- audit
outputRefs:
- loki-secure
loki:
tenantKey: kubernetes.namespace_name m
labelKeys: kubernetes.labels.foo @

Q ClusterLogForwarder CR £ 52 instance,
@ ClusterLogForwarder CR ## £ 22 (7% /2 openshift-logging.

© EEHHNET.
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O O©9

090009

S

FERBEUEE N "loki",

I Loki %4t URL Fik O E N BMHILENT URL, EALUER http (F&R2) =X https
(Z2HTTP) i, MREATE A CIDREEMEESERINE, HEVIRRSREM
= FQDN, mMA= IP ik,

NFREERE, BALUBITIEE secret SRKIEELiFTHBISIER https =X http URL,

XTF https #8148, E1EE TLS BIEinRATHEN secret &R, secret JiFETF openshift-
logging WiE &, BXIMEFIEEEIIFTRKRIENIETR @ tis.crt. tls.key # ca-
bundle.crt B9 5A, &, *F http 1 https BiIZ, EALIEE— NSRS EMBEBEHN
secret, MIBELER, BSHUT A  XBESER - RAFBIEH secret’s

Ak IEE B EHIE R,
FREEREEER LB KT  application. infrastructure =X audit.
157 AL B8R & B &SN 5 AR & .

A% : #8E— meta-data key FE&, N Loki #8Y TenantlD FER4EME, B0, %E
tenantKey: kubernetes.namespace_name f# [ Kubernetes 3% 22 [B] I & FREH Loki A
MFF ID WE. EEEEATUEENEMBTICKTE, HEFL T Additional
resources 284> M "Log Record Fields"#%#,

A% HEE— meta-data FEHEFIRKE IR Loki 7755, Loki TR #R 4 1 5 EN]
FIER [a-zA-Z_:][a-zA-Z0-9_:]* ILfd, TR PMIEEFRREN N _ AR %
. 50, kubernetes.labels.foo meta-data $# 45X Loki 175 kubernetes_labels_foo.
INR%AFXE labelKeys, NIEIAE T : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host]. RERFITEHELD, BN Loki RIRFIRIF
FRE RN E, 1ESWECE Loki. limit_config. EBSAT LUE R &I EsSRETEME
BILKFBIFTE,

BT Loki ZRIRN RIBEMRBEF BHET, labelKeys 152485 kubernetes_host
R, BMEEEEEEE. LEBSBREMREER—EN, IHAIHEERATRR
F M BRSPS T 5 RO ()28 T ) R

e

2. B CRXIR,

I $ oc create -f <file-name>.yaml

7.12.1. %] Loki "entry out of order" 1T fEHERR

INRIEH Fluentd [ KEE B AL BB EERHIH Loki BEILKRYE, Locki RERK "entry out of
order" iR, BfRXANAH, BEBEEFH Loki RS ZIECEXEH loki.yaml B —LE(E,

Conditions
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B 7 E HESEAXBINBBE=HAELFRE

e ClusterLogForwarder B 7E Y FRESE 74% B &F &4 Lokis

o MEYRYTME Loki K3EKRF 2MBEELR, i :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNmMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

o LXKt A oc logs -c fluentd fif, OpenShift Logging &£ H Fluentd BESERUTER :

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140' lines totaling '3285284' bytes

429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc error:
code = ResourceExhausted desc = grpc: received message larger than max (5277702 vs.
4194304)'

o NIRRT Loki fR%5 2/ LEITFBEN, BIIREX entry out of order 52, KL :

,\nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry out
of order' for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-08-18
06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}

¥
1. ERL AT REEET Loki RSS2 £ loki.yaml BEB XX AR TFE ¢

® grpc_server_max_recv_msg_size: 8388608

chunk_target_size: 8388608
e ingestion_rate_mb: 8
® ingestion_burst_size_mb: 16
2. ¥ loki.yaml B9 E KN A 2l Loki fR5528.
loki.yaml 3C44 <61

auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608
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ingester:
wal:
enabled: true
dir: /imp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s  # Must be greater than index read cache TTL if using an index cache
(Default index read cache TTL is 5m)
max_transfer retries: 0  # Chunk transfers disabled

schema_config:
configs:

- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: vi1
index:

prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods, uses
more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks

compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16

chunk_store_config:
max_look_back_period: Os

table_manager:

retention_deletes_enabled: false
retention_period: 0s
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ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http://localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

e [ ,L,\LE%EIT—EQ.

e FZE Loki IR%58s

73. MFEIBE®R AN AREFREE

IRE LUE R Cluster Log Forwarder 5 F3 El,L\E’JEUZIK}\H#/EWEKLEWWBElﬁ'ffféé‘%ﬁo PR T ERARIA
B Elasticsearch B&EFESN, LRI LLATILRE, BARTRENFREER G, LEKkE
OpenShift Container Platform BB &R,

EMTBAREEE LN ERFERE, 68/8—1 ClusterLogForwarder B E %R (CR) , HHE
ANIMBE A, NEMBERESRIRHEEHE, DURERXEHANEENEE,

SeRFMH
o WA BE HEREENM S BN E SEEN B SRS 8.

it

1. BIESSmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
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inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure 9

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR Hy#p 4 22 [H] 24/ 2 openshift-logging.

¥ 7E i i B9 B

IEEHHE : elasticsearch. fluentdForward. syslog =X kafka.

IS AR B SR A 2SR URL iR O3 E N AMB4L%T URL, WSR/EH T8 CIDR EMENE
BESERIMRIE, MM IRS2:&FR= FQDN, AR IP #hit,

WNR(ER tls BIZK, BN TLS BIEIEEIR m TS secret &, secret MTIFEET
openshift-logging WiE#, #EEENMEAEIIFARKIETRM tis.crt. tls.key # ca-
bundle.crt &4,

BFitiEisEum BN RERF B ENHALE,

BERE, FRMASTENBRFEEELEEHNER Fluentd L4,

my-app-logs #i A,

EFANH B AR,

Ak IBER TR A ML JSON HELBYE N structured A HY JSON X R, HESHE
VB EBHRHILEIIE JSON ; B, OpenShift Logging &bk structured FE&, Fi¥H
EERE A EEBINZRS| app-00000x.

Ak 2R, ERNEBERH—PDHZ ML,

=
ERE, MESLEIEMATRASH.

U



% 7 % ﬁElb\%ﬁ U%ﬁB% ﬁElb\lE%%%

% I EEER AT,

° °
woa

AEEEEERAMAETRE  application. infrastructure =X audit.

[ )
e

(=1
=]

 IBENHEE L EIRER Elasticsearch 25|89 default 4.

[
o
(=

[
o

. ??&% %mﬂﬂ@] E /|_.\|:F| E’J /I\EE%/I\*/?%Q

2. B CRXIR,

I $ oc create -f <file-name>.yaml

7.14. M\fFE POD ¥ A NRAERFAE
ENEBEER, oLUER Kubernetes pod % MEFIE pod WE B EBIEHNEX L EIHEKES.

BIZIEBIN A A 2R, #'—___"Tl_.lﬁ%rb]mEPE’JE{@@%E%_tJ:?i—Q INRIXLE pod EFIRAN AFE

BHETE pod 113, TEEA—1=HE D matchLabels # {55, IRIEE T L MEEN, pod w5 EikiF
BORR A (EPmEC,

AR

1. Bl SmiEE X ClusterLogForwarder CR X REY YAML 3, XX,
inputs[].name.application.selector.matchLabels THiH HE F L ERE IR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
environment: production
app: nginx
namespaces:
- app1
- app2
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Hith}

90 90 ©0O60O9O

outputs: €)

- default

ClusterLogForwarder CR B & 4/l instance,

ClusterLogForwarder CR H4n 4 22 [F]4 %= openshift-logging.

IEE KB inputs[].name H— N HZ PN LUE S D FREVE.

15 E X E outputs[] I— ML NMLLES D FRIE,

E_ﬁi %Ey?:ﬁz:t*‘j'ﬂ: JSON E AR E {’Fjj structured IF“:F'E,] JSON X_J‘% E AR E
WIS aﬁxﬂﬁ’]?ﬂ"ﬂt JSON ; &I, OpenShift Logging &Mk structured FE&, 35 H
EEREAEEBINZES| app-00000x,

NEE—HME— pod IMEREN N ARFE L H—R inputs[].name,

BE M EWER B EEIEN pod TREMEN . MeIEE—MEME, MANE—
B, BHULEE, pod wlS A REN LA,

A%k WE— DS DR BRE,

BEENMAEBIEELTN— 12 N, S RAHEEBGA RS B EEEL EEIR
&R Elasticsearch £,

2. Hik . BEFNAERERERG VRERGRER, EER

inputs[].name.application.namespaces, #01_LEfIHFrR,

a.

b.

C.

3. "1k WA UMEBEETR pod FREMESN N AR FRE—EE 4 XA SHIE.

X F pod IREHENM—HE, OIE—DELTF LM inputs[].name ZB45,
B FESR (selectors) LAPTEZLLN A SRENTZ,

5 #] inputs[].name {ERINZE inputRefs, 40 :

I - inputRefs: [ myAppLogData, myOtherAppLogData ]

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

i
e INFTEAH X Kubernetes 1 matchLabels WEZEE, HSH X HETESHNERNTIR,

7.15. & OVN M REEH T HE

13?_11«/{}% OVN-Kubernetes pod _E# /var/log/ovn/acl-audit-log.log X4 H UKEE OVN W% RBE & 1T B
/L.\, #4_}' bﬂﬁ?ﬁ IJ H Ib\lﬂ%ﬂﬁ%%&o

FeRFMH

146


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#resources-that-support-set-based-requirements

B 7 E HESEAXBINBBE=HAELFRE

o {&R{FF OpenShift Container Platform kA& 4.8 s E SR A,

=

° /gﬁﬁﬁ %E¥E u_,\ﬂﬂ:kL 52 EEE%H&Z%
o IRE¥ET — ClusterLogForwarder B X ¥R (CR) &,

® OpenShift Container Platform &£&£2 & OVN-Kubernetes M4 SRS H it BEER BN, ES ML
T MBS IR ER 4

ﬁ o
Y BE, FHFITRIENRSSUIFEEL KRB SHMENREENER,

1. BIESSmiEE U ClusterLogForwarder CR X RH YAML 3, I HEEHRARE=ARENE
ftb 3= R AR AT

2. £ YAML X, ¥ audit B &RERINEEE B inputRefs JtRH, 40 :

pipelines:
- name: audit-logs
inputRefs:
- audit
outputRefs:
- secure-logging-server 9

@ EEEENENETILRIRS B,

3. EFOEEIHM CRIE :
I $ oc create -f <file-name>.yaml
ETans
%_LU-_E H /b\lﬂ%ﬂﬁ%%&”&%ﬂ"] H /L.\@*Eq:'% STFEIERE E ™ 'J—_'_E’J FH T]‘ HE%HE.

1£ /var/log/ovn/acl-audit-log.log FEHFBFHITHESRE, FNEESEFICERS SR LGN EESRE
1T,

5140, /var/log/ovn/acl-audit-log.log FHIRIEHESRBATEERLII0TF -

2021-07-06T08:26:58.687Z2|00004|acl_log(ovn_pinctrl0)|INFO|name="verify-audit-
logging_deny-all", verdict=drop, severity=alert:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:12,dl_dst=0a:58:0a:81:02:14,nw_src=10
.129.2.18,nw_dst=10.129.2.20,nw_tos=0,nw_ecn=0,nw_ttl=64,icmp_type=_8,icmp_code=0

272 B0 KR S5 28 L BIBOXT B OVN it BE SR B T840 FAA7R -

{
"@timestamp" : "2021-07-06T08:26:58..687000+00:00",
"hostname":"ip.abc.iternal",
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"level":"info",

"message” : "2021-07-06T08:26:58.687Z|00004|acl_log(ovn_pinctrl0)|INFO|name=\"verify-audit-
logging_deny-all\", verdict=drop, severity=alert:
icmp,vlan_tci=0x0000,dl_src=0a:58:0a:81:02:12,dl_dst=0a:58:0a:81:02:14,nw_src=10.129.2.18,nw_dst=
10.129.2.20,nw_tos=0,nw_ecn=0,nw_ttl=64,icmp_type=8,icmp_code=0"

}

He .
e @timestamp & H &5 B89N (718,
e hostname EHE&ERBE T R,
e level ZHESRE,

e Message 2RIEHITHEHEE.

T
1E Elasticsearch fR%588 £, & FRE[LL audit-00000 FLHIHERB

R HERR

1. %81F OpenShift Container Platform 5252 &l R A /R & 4.
2. WIFE B SER L TR,
3. WikERK OVN BEMTTRESBE/EH, #HBE% /var/log/ovn/acl-audit-log.log XX {4,

4. ¥ Fluentd pod BEREH A,

Heth TR
° ﬂfﬁﬁﬁﬁ it H BilxE

7.16. BiEH A S HERR

L &0 ClusterLogForwarder B7E X HR (CR) I, #03R Red Hat OpenShift Logging Operator %8
BEIEFHERE Fluentd Pod, ERTLAMBR Fluentd Pod kiR S EFEBE S,

FRFH

o REBIET ClusterLogForwarder B E X ¥R (CR) &,

ff

nie
o JiHIF& Fluentd Pod LA &I EHERE,

S

I $ oc delete pod --selector logging-infra=collector
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% 8 %= [Z A JSON B&ic*x

% 8 & JEH JSON BEif =+

R LABSE Log Forwarding API, & JSON FRFER BN A AL R,

8.1. ﬁLF*FI' JSON EllL,\

28 JSON HER HE&EH L message FEEAMFREBERR, XEFHAMLAE R JSON KSR
EFE&, OpenShift Logging B9 Log Forwarding API AT LEIESF JSON BEMATRIZEEXT R, FHIFE
% B OpenShift Logging E2H Elasticsearch 5k Log Forwarding API 2 I{E EH Ath 55 =5 R 50,

NT AR TERE, BESEUTEME JSON BERE ¢

45kt JSON &SRB =l
I {"level™:"info","name":"fred","home":"bedrock"}

ﬁ%, CIusterLogForwarder Q;E)L R (CR) £1f message %Exqﬂft*ﬁ;zﬁﬁu%ﬁ message FE%

message FEX

{"message":"{\"level\":\"info\" \"name\":\"fred\" \"home\":\"bedrock\"",
"more fields..."}

Z 5 AT JSON BHiR, RFEZE parse: json 71NZ ClusterLogForwarder CR B &/, W THIRT
o

7R parse: json B BRI

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {EF parse: json /5 JSON HEEMTE, CR<EH structured i #y JSON 59t BESE,
MTFBIAR, XAREWNRRIAH message FEL.

8545511t JSON BEEBM structured Fith =4l

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
NREAEBEZETNSEERNEHE JSON, NSHERD structured FE&,

g)jﬁﬁjjﬁmﬁlulﬂﬂquz ﬁ**ﬁ' JSON E/L.\, lﬁﬁlﬂﬁaui’?ﬁ u%_ﬁ%dbo

8.2. Y ELASTICSEARCH ¢ & JSON HiE#iE
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ﬁD%f&ZE’J JSON HEEBEZNMER, ERENRS|IPEMENTRERSBRIPRI MR, kXM
B4, iEeE ClusterLogForwarder BE X HR (CR), &4 schema SHEIHENHIHE LA, X
B, BARMME L B SRS,

BF

INRIET JSON BB X Bl OpenShift Logging BEEHIBRIA Elasticsearch S2fl, ©RiRIE
BB ERITNFRE, HiERSREIME T LHEXMMERERE, FEEESIELEE
AR SRR FF AT BERE R B ERR,

GEHREY
&R LUEF ClusterLogForwarder CR AL 451K B skl Elasticsearch HEE G R IRBI B H

e structTypeKey (FFfF&R, Alik) 2HEFERHNEM. MREFETZFENE, NATHERSIZ
o

o kubernetes.labels.<key> =2 Kubernetes pod 1%, H/{EHTHERZ| &R,

o openshift.labels.<key> 2 ClusterLogForwarder CR F# pipeline.label.<key> 7t3k, H
ERTHERSI B,

o kubernetes.container_name £ 825 A RIEZRS| B R,
e structTypeName : (FF&, AL) WRFKIZE structTypeKey, HEHBERREF
£, OpenShift Logging ¥ structTypeName BI{ER/ELEFE2R AL, L REIEER

structuredTypeKey #1 structuredTypeName ff, #03R JSON HEHIEH R
structuredTypeKey 895, Il structTypeName 12— NEIRZRF| & F5.

FSRIE A LUK structuredTypeKey BI{EXE 7 "Log Record Fields" F 8 i /REIEA] F
B, BREANFERN D RERMEmISHLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> 7~fl
RN -

o EEMEMZITUNMAREIXAEM JSON BERMN A pod, Bl "apache” # "google”,
e FF &M logFormat=apache #1 logFormat=google #:1CiX £ A pod,

o (XA LIE ClusterLogForwarder CR YAML X4 {E A LRI FEX.

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9

ﬂ &/ Kubernetes logFormat #7552 B B9 88 (B GHEL
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%5 8% B JSON B&ic*
e FFH%‘F*E JSON En_.\o

EXFERT, UTEHE{EBEICEH N app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUF4EF1E B R0 %3 A app-google-write 3R35| 7 :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7=l
RIZIETE ClusterLogForwarder CR YAML XA ER T U TFRIBHER :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ A B OpenShift myLabel F1%54H Bk BOBEAE X BOME,

9 myLabel TTRGFHFEE myValue IREEAEHILATE A,

EXMERT, UTEEBERILTEAN app-myValue-write 35|/ :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

o

Lfth S
o ZER){biC M Elasticsearch 5 AEiE 1 app-"INBNLEF b SR FEMEAN "-write" KK,

o FELMMLIERA R EEILEIMLIRE]l, FENA. EMZBRIFHITREIR, SIHRRESHITR
Al
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o MNRHBFIFEMLENIERE, A —1%F structured THY unstructured it3%,

AEFH B KXLFRIM Elasticsearch, AR BEZAAFERRRNEHEER, MARNENNHER
a2 R EERTRMNSEMERE, flin, K% Apache N AFERERELN JSON HEKRFLEHL
8, 40 LogApache.

8.3. 5 JSON B &5 4 B ELASTICSEARCH HEZfiE

%I F Elasticsearch B&FE, MRIEM JSON HES B ZE 7 /EHI#E =, E%F ClusterLogForwarder
BE IR (CR) BEE NFE JSON EX D HEI L NHIHEE LA, X, Elasticsearch 2 &N
schema {# f— PN HEMBIFES|,

B

AN ARANERE L EIE—FRSI TR FREREHZEI bR, RS EIE
# % B Elasticsearch ZHERIIIT LR E,

TR S RE I MET SHERIMREN, FEEEIIECEE AR AR AT RERER
BEWIE,

1. LU B B R0% ClusterLogForwarder CR YAML X4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. A% : fEF structTypeKey I8 EEF—PMHEHEKICKFE, MFIEMN A Elasticsearch BZiE JSON
,L,\#GEF)TJIQ BN, MERET,

3. A% : {#F structTypeName 1§ <name>, HIRIERI Y Elasticsearch E2iE JSON HEHUIE AR
A, MEREET.

BE

ZENT JSON B, EJIXE structuredTypeKey =k

structuredTypeName, =& [FH[1%{& structuredTypeKey #lI
structuredTypeName,

4. XIF inputRefs, IEEEMAZEEHAWLEHEKRE, W application, infrastructure =%
audit,

5. ¥ parse: json TTRRNINEIE &,

6. G/ CRMR,

I $ oc create -f <file-name>.yaml
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% 8= J3H JSON BEidk

Red Hat OpenShift Logging Operator R E#TERE Fluentd Pod, B2, WIREBEHTE, 15
fHBR Fluentd Pod LAia HI EHTERE.

I $ oc delete pod --selector logging-infra=collector

Hih 5w
o F[HETKALINE=ARL
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289 = IN&EFH M KUBERNETES =14

OpenShift Container Platform B4 ERHEZIFE— 1 pod, BN Kubernetes B4, F4F OpenShift
Logging WEMEIRICRKEIBEH, EUFFEhERE Event Router,

Event Router MFIETIEIRESH, FHEEEA STDOUT, Fluentd INEXLERHHGHEL L E
OpenShift Container Platform Elasticsearch £, Elasticsearch f$5E 43R 5| El infra 351,

H e
EHIREHER ) Fluentd @INTAB M, FHETRERiE M LARGCERN B EHBHE,

9.1. BREMEC ESF S H 23

FERAUTHSRNEGRARMERNER R, BNIZBZE Event Router E3E E openshift-logging i
B, LBRREMEEPIKRESH,

LAUF Template M RAIBEHRABRMRIRS K. SEABNERAGBHAE, BRILSEENIRE
Event Router pod, &R LAELERMITHREBR, HEREREN R CPU FIAFIE XK,

FeRFMH

o FEFUMNIR, LUERLOIEIRSIKAMEHEABYE, Flw, EaLMERAESR cluster-
admin A B AP EZTUTER,

o WWii% %k OpenShift Logging.

1 NEMRESFLIRENR

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
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metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:

% 9 F WEIFH =5 KUBERNETES F44
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- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.3"

- name: CPU a
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" g

1E openshift-logging 7 B  h S 4 EREBEEROIE— MRS

DA TFIEERER P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BliR 551k o

£ openshift-logging i B {13 — MEZ B BT Sk £ B FTEEHI config.json ST
£ openshift-logging Wi B 02— M ERE, L4 FHFECE Event Router pods,
EELG, BIRER, 1 v0.3,

EBESBEASHIREE pod WR/NREFE, BIAE128Mi,

EE DB S MBS pod BRI CPU 2, BUAE 77100m,

EEEEHPLRENRM openshift-logging T H.

990990299000

2. ERAUTeRRAIBRN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4 -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. AEFTHNEHIEESS Pod:



% 9 F WEIFH =5 KUBERNETES F44

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENSEH :
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index QI 3R 5 | #REFH Kibana Sk EEEH 4,
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2510 = H#7 OPENSHIFT LOGGING

5% 10.1. OpenShift Container Platform liRZ&<3z#F Red Hat OpenShift Logging (RHOL)

47 4.8 4.9
RHOL 5.1 X X

RHOL 5.2 X X X
RHOL 5.3 X X

Z49 OpenShift Container Platform i 4 4.6 & B R R AMERE HKIL K AL EI OpenShift Logging
5x, BFEER OpenShift Container Platform SREFEHEMRA 4.7 3 4.8, ARG, EEHLLT operator :

® M Elasticsearch Operator 4.x £ OpenShift Elasticsearch Operator 5.x
e M Cluster Logging Operator 4.x ] Red Hat OpenShift Logging Operator 5.x

Z M OpenShift Logging BIIBARAFAXEIHFIRA, EHEZF OpenShift Elasticsearch Operator #l Red
Hat OpenShift Logging Operator B#1 & L ATAR A

10.1. M OPENSHIFT CONTAINER PLATFORM 4.6 S E BRANEEHE
IR FHALE OPENSHIFT LOGGING 5.X

OpenShift Container Platform 4.7 #4177 LA F R FFE LK :
o EFHEITRINEERN N Red Hat OpenShift Logging 5.x I &o
e Cluster Logging Operator %} Red Hat OpenShift Logging Operator,
® Flasticsearch Operator B~ OpenShift Elasticsearch Operator,

Z4¥ OpenShift Container Platform hikA& 4.6 & E RRAMERE H K 1C KA E OpenShift Logging
5x, BFEER OpenShift Container Platform SREFEHEMRA 4.7 3 4.8, ARG, EEHLLT operator :

® M Elasticsearch Operator 4.x £ OpenShift Elasticsearch Operator 5.x

e M Cluster Logging Operator 4.x ] Red Hat OpenShift Logging Operator 5.x

BF

TEE#H Red Hat OpenShift Logging Operator 7, & /lE#H OpenShift Elasticsearch
Operator, &L AE$ A1 Operator B E R —hR A

IR LU RBNIF B Operator, ] Kibana A% #1, FEAXAIE Kibana BE X HIR (CR)., Eili
I AR RIXAN P, TEMIRR Red Hat OpenShift Logging Operator pod, 2§ Red Hat OpenShift Logging
Operator pod EFERERS, B0 Kibana CR # Kibana R A A,

FRFH

® OpenShift Container Platform hRAh 4.7 & &S R4,
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e OpenShift Logging 4 FREEEIRTE :
o P& pod &7 Ready KT,
o Elasticsearch & FRERS,

e (R Elasticsearch # Kibana 22 #H&10.

1. BT OpenShift Elasticsearch Operator:

a. 1 Web |5, = Operators - Installed Operators,

b. 1%#¥ openshift-operators-redhat 171 B,

c. = OpenShift Elasticsearch Operator,

d. = Subscription - Channel,

e. 1£ Change Subscription Update Channel&E O, %% 5.0 5 stable-5.x # = Save,

f. FHELWHN, SAE = Operators - Installed Operators,
J5iE OpenShift Elasticsearch Operator iRARE N 5.X.Xo

% 1¥ Status B{HZ /Y Succeeded,

2. B Cluster Logging Operator :

a. £ Web ##H|& M, = Operators - Installed Operators,

b. 1%# openshift-logging T E.

c. | Cluster Logging Operator,

d. = Subscription - Channel,

e. 1£ Change Subscription Update Channel&E O, j%# 5.0 5 stable-5.x # = Save,

f. FEJLWEN, SAE R Operators - Installed Operators.
J31E Red Hat OpenShift Logging Operator fRARZE 4 5.0.x 3 5.x.x0

% 1F Status BI{EZ N Succeeded,
3. BEBKICEEY :

a. HA{RFTA Elasticsearch pod #4bF Ready K74 :

I $ oc get pod -n openshift-logging --selector component=elasticsearch

it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m
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160

b. #4{R Elasticsearch SRR :

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

c. TR0 T Elasticsearch cron {£%5 :

I $ oc project openshift-logging

$ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <nhone> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

d BIEASHFHEREEEMES.0H 5 FERSIZEHERN :

$ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Bk 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325/,

#1101, AL EREIRE | BHi H = HI

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0

green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005
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zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0
green open .kibana-377444158_kubeadmin
mRZQO084KoguQ 3 1 1 0 0 0
green open infra-000006

297 148
1-

295 147

wvMhDwJkR-

5H-

KBSXGQKiO7hdapDE23g 3 1 226676 0 295 147

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0

green open infra-000003

goREK1QUKIQPAIVKWVaQ 31 226719 0

green open .security

green open infra-000001

bSxSWR5xYZB6IVg 3 1 341800 0 443

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0

green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0

green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0

green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0

green open infra-000002

ewmbYg 31 228994 0 296 148

green open infra-000013

jraYtanylGw 31 228166 0 298 148

green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0 0

e. KIEASWERZEEEMES.OHS5x:
I $ oc get ds fluentd -o json | grep fluentd-init
K H 25 85 fluentd-init 23 :
I "containerName": "fluentd-init"
f. &M Kibana CRD HiEHEA ML TEREEEHMES0H 5x :
I $ oc get kibana kibana -o json

Ktk RS 22 8H ready JR7EM Kibana Pod :

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}l

1 10.2. # A FLE Kibana pod B H =1
{

[

{

"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{

eH53BQ-
220

0 0
293 146
126 57

19 9
Hz6WVINtTvKcQzw-

KROMMFUpQI-
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"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}
]
}

eployment": "kibana",
"pods": {
"failed": [1,
"notReady": []
"ready": []
13
"replicaSets": |
"kibana-5fdd766ffd"
1,
"replicas": 1
}
]

10.2. | OPENSHIFT LOGGING B & Y4BifiRA

Z % OpenShift Logging M 5.x BT ZE HRTMRA, EFEEHH OpenShift Elasticsearch Operator #1 Red
Hat OpenShift Logging Operator B3] [,

BF

TEF#H Red Hat OpenShift Logging Operator 7, & /iE#H OpenShift Elasticsearch
Operator, &L 41 Operator BT E B —hR A

INRIE LRI #T Operator, | Kibana A& #7, FHEAXMIE Kibana BE LR (CR). Elf
B 22X AN A, i P& Red Hat OpenShift Logging Operator pod, ¥ Red Hat OpenShift Logging
Operator pod EFEBERT, ©R0IE Kibana CR # Kibana B XA A,

FRFH

® OpenShift Container Platform fRZ&Jy 4.7 S =R A,
e OpenShift Logging 4 FREEEIRE :

o P& pod &N Ready R,

o Elasticsearch S FRERS.

e (R Elasticsearch # Kibana 22 &0

1. BT OpenShift Elasticsearch Operator:

a. £ Web #2#I&H, = Operators - Installed Operators,

b. 1%# openshift-operators-redhat T H,
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. = OpenShift Elasticsearch Operator,

(@]

d. = Subscription - Channel,
e. 1£ Change Subscription Update Channel O, %% stable-5.x 352 Save,

f. FELWEN, SAE = Operators - Installed Operators,
J5iE OpenShift Elasticsearch Operator iRARE N 5.X.Xo

% 1¥ Status B{EHZ /Y Succeeded,

2. B# Red Hat OpenShift Logging Operator :

a. £ Web ##H|&m, = Operators - Installed Operators,

b. 1%# openshift-logging T E.

c. = Red Hat OpenShift Logging Operator,

d. = Subscription - Channel,

e. 7E Change Subscription Update Channel&E O/, %# stable-5.x #F = Save,

f. FHLWHN, SAE = Operators - Installed Operators,
J81E Red Hat OpenShift Logging Operator iR AZEE N 5.0

% 1F Status BI{EZ N Succeeded,
3. BEBKICEEY :

a. TA{RFTE Elasticsearch pod &4t F Ready A7 :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl44l-2-5¢6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. #% Elasticsearch SEEFERE :

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}
c. TBIROIE T Elasticsearch cron {£%5 :

I $ oc project openshift-logging
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I $ oc get cronjob

NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d REBESEHREEEMESx, FHEHRSIZEM
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk 2 S 85 app-00000x. infra-00000x. audit-00000x. .security 325/,

%1 10.3. A LERETRS | % H =6
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 3 1 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
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green open app-000001
axSAFfONQDmKwatkjPXdtw 3 1
green open infra-000016
m9c1iRLIStWSF1GopaRyCg 31
green open infra-000002

ewmbYg 31 228994 0
green open infra-000013
jraYtanylGw 31 228166 0
green open audit-000001
eERqLALMQOIQDFES1LBATQ 31 0

103186

13685

296

298

e. WILHTWERZEEEHE S5

I $ oc get ds fluentd -o json | grep fluentd-init

BiFsH 2R 82 fluentd-init 3525 :

I "containerName": "fluentd-init"

f. {£ Kibana CRD iFAEAMMt TER T EE#HZE S5.x ¢

I $ oc get kibana kibana -o json

BirsiH 2B 22 B A ready HKRESH Kibana Pod :

1 10.4. FAFLE Kibana pod B H =1

[
{

"clusterCondition": {

"kibana-5fdd766ffd-nb2jj": [

{

"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"type": "

}

{
"lastTransitionTime": "2020-06-30T14:11:07Z",

"reason": "ContainerCreating",
"status": "True",

"type": "

}

]

3
"deployment": "kibana",
"pods": {

"failed": [1,

"notReady": []

"ready": []

3

"replicaSets": [
"kibana-5fdd766ffd"

&5 10 3 B OPENSHIFT LOGGING

0 126 57
0 19 9
Hz6WVINtTvKcQzw-
148
KR9MMFUpQI-
148
0 0 0
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I
"replicas": 1
}
]
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BNE EEEHIGR

B NE BEREIGERIR

OpenShift Container Platform web #£#l& B Logging/Elasticsearch Nodes #1 Openshift Logging
(U RMRETRAE X Elasticsearch SEI LK% F FBA LEFNZBF [RIBIBY B4 Elasticsearch 7 B HAIME R,

OpenShift Logging [XFRIRE & chart, FEREFILR Elasticsearch SEFIMNIFIE, SIERFEFIR. Lk
B, EEFHEIS F 0 Fluentd Fiits,

Logging/Elasticsearch Nodes {{F&kiR @& charts, 7K~ Elasticsearch SLBIBNIFIE, REET =B,
SERB. oh. HRFFS.

MEBRL AR, Ha25H{URIRBM Grafana Ul i #E3E 2 5 Grafana (U &K#R, Grafana
H OpenShift £85I 124 4,

1.1. 15 /7] ELASTISEARCH #1 OPENSHIFT LOGGING 1Y 3&k#x

& B] LAFE OpenShift Container Platform web $##l& # & & Logging/Elasticsearch Nodes #ll
OpenShift Logging 134K,

P
IEFINEI I
1. £ OpenShift Container Platform web 12l & H 52 Monitoring —» Dashboards,
2. 1f Dashboards TTEA, M Dashboard 3 H /%#F Logging/Elasticsearch Nodes 3¢
OpenShift Logging.
%fF Logging/Elasticsearch Nodes {{3R#R, 7 LULFEEEFR Elasticsearch 7T RIFXEH
EEET,
L & B REMRIUERER, TREMBUBER.

3. @j% : M Time Range #1 Refresh Interval 3z 5. fh % £ R B[R] SE 3k B RS RIFT 8RR,

% o
, MNETRELIEMEIE, 5= Grafana Ul HEER S 5) Grafana 3Rk,

BXRURBRERMER, ESH XF OpenShift Logging {X5&#k # % TF Logging/Elastisearch Nodes 1%
ELH

11.2. XF OPENSHIFT LOGGING {{5k#R

OpenShift Logging [X&RIRE & chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRFITIHEA A
Elmo

5% 11.1. OpenShift Logging chart

=17 sk
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E=( 78

Elastic 22N

R R

Elastic o K

Elastic 344

T BBy EFRBIR N

Elastic A EBHESS

Elastic JVM GC I5f[H]

Elastic JVM GC =

Elastic Query/Fetch Latency Sum

Elastic &)=

CPU

E# A Elastic JVM Heap

Elasticsearch L {EAE

158 P AR B ST A ek
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sk

L HIAY Elasticsearch A :
® ONLINE - &7R Elasticsearch SEfI1E%,

® OFFLINE - 3R7 Elasticsearch SEf B 48,

Elasticsearch 5 R4 Elasticsearch 7 mUjs 8,

Elasticsearch S£45|H R4 Elasticsearch 23 B B9 /5.8,

Elasticsearch 5 R4 Elasticsearch SRS S8,

IE7E BT Elasticsearch &38| HY R4 22 ],

Elasticsearch MARFTEREHEE, MFR5I0E. R
FIMEt, O F 2B AR,

JVM TEE B HIAT Elasticsearch 1% BRI /EFTERY
ENIEIR

JVM BRHUT L IR ERR BUEHL.

e Query latency:Elasticsearch 2R & HITHY
I,

o JREVIEIR : B Elasticsearch ¥R &M
IR RENE- R

IRERIE R B[R] 8 L B IR B R, AN SRAMEREE IR
freogm, NAREE., BERERERE, EW
BIFZHERIREIFTK,

1 Elasticsearch 17 mE#* Elasticsearch SEHIHAT
B A1) B

Elasticsearch. Fluentd # Kibana A/ CPU #=,
RBRTE&NHER CPU BE,

RN VM PR, E—MERNERD, AR
B JVM BB B PI .

Elasticsearch X A F & Elasticsearch 17 s B S A
'J'UIEJ
08 A o

Elasticsearch. Fluentd #[I Kibana {58 FA B9 32 {4 ik 7T
BB



BNE EEEHIGR

19N 5k

Fluentd emit #2{& Fluentd BRIAKTHH BB Fluentd SHE R, LIREIA
I E T

Fluentd &4 el 1 BT Fluentd Z2HIE DL, TR HAIRERT

Fluentd oA BB A EH =,

Elastic rx =71 Elasticsearch I2{H FluentD. Elasticsearch 7 g2
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B EIRE, BERERERTE

B HE ],

Fluentd it iR K FluentD FoiEHiH B EHI B ZORE.

11.3. LOGGING/ELASTICSEARCH 7 s {Y &R LR E R

Logging/Elasticsearch Nodes (&R & & charts, 7R Elasticsearch SLBIFHE (REET Rk
B . LUHTH— 128,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEHMKERILLT E &K,

3 11.2. Elasticsearch IR A%
&t 5k
£RRE TERRIERT R ER NP EREE RIS, {£ Elasticsearch
g, EBEMAIARE:

e 0 - X7 Elasticsearch £ FEEEIRE,
XEKRESIBTHRESH.

® 1- 37K Elasticsearch LB FEABIRE, X
EREEZED—NDRNEIARD A FARED
o

® 2 -3k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

£ S E BRI Elasticsearch 77 BUE#,
EHIET = E B Elasticsearch 2B S E,
EHFTEES ERRESFRNHE, XEFWRHERTK, FEER

PAFIFR SR, BlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFTITER L2,
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Elasticsearch 8 &38| FIREA

B Elasticsearch R3IEEZ—THE MO FEZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRR  THRMEIAD . BREXHEREINFRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HRBIWOELN, EDRNBEIWRIEE, ERSIEGEHRNINMMETERT, B
LIBER e BIA 2 R I E,

R DR ARATNNRE, BEAIATEEMBRANBRIRHPLENEL. D FREBIITHRRMR
BIEKNE, 2R EERN, MRD R/ TEHITXLEER, 2R FA2EHRN, Ry FEEDRE. E
o, RUEDESFS, 2h TN 2/EHR,

RE|9 FHEZNENRERRAR, FARSIFE, Sl2RENYMERR, R3IDERE—MENER /N
A2 Lucene 3RBl, BR= Lucene IRXFZRBI BRI E KA, Lucene 2 Elasticsearch {f FHRIIE R,
MREIFEREHIEEENK KR, MmERERDHEE, NREFHF R TRI & BT R ER B R E
12, el gEZREA M,

% Lucene HUTEIEIRF (INIERZIE) B, Lucene RARIEHERXREIPMZRS| FEIUTIRE. Sk, &
R BRE S SR RFHEAF R ERIRLY, RIS i BREBURLSII AR REA EXI,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FBILL T E &K,

K 11.3. Elasticsearch &89 KA chart
Ei=17n gk

KRERD R ERHPERNED FNBEND F (HEEIF) L
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFSS FHE, IEERD K RBEENE
b, BEFLERIAFAET MR EHD . £EHE
BEAIEKD K (non-active O F) BOSERFIA], %
KA B FETR RS B EIR I AT gE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e LS MERR RN T 2N ERENE,

SBRDEDH KOS FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 AIRE% A O EC,

Elasticsearch 17 saigtn

B Elasticsearch T REEBRITHR, sTHATFLOIEBES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHANIIEZFHI T B KR,

Logging/Elasticsearch Nodes {{&RIRBE LU THXAMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNTESHENER,

X 11.4. Elasticsearch 77 &ignEl xR

&t ik
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BNE EEEHIGR

i1, Hh

ThreadPool {£5% FRAESS BB I RBMII AT R S FMESHE, £
AT R KBRS AT RE R RS TV R R AR TR HAh
[A] R

CPU H& Ffri%t Elasticsearch 17 m{F R CPU £E/E A D ELAE

HAEH CPU EEMNBE D L.

NERE FfTi% Elasticsearch 11 RIERREFEER,

WA RS FfTi% Elasticsearch 1 | £ F3RB I #IEM T HHER &
Tk 22 (A,

XHEEREIE SCAYTERTIE Elasticsearch 7 s L3R5 BISIER,

REIER TERIZ Elasticsearch 17 ;R EZRBIXASRR R H], F&5|

EIREZERESHEFRBFN, 0 IVM Heap REFHME
M, ERBIMAREAPHESETE,

HHRRK TEFRI% Elasticsearch 19 m LB TS RIE R E,
HRIER TEFfI% Elasticsearch 17 s L S22 3R1E KR [A], 32

RIERATRERZ RS RRBIF, LERBINARE
PR RERERRE.

X1t (81EEIE) TFHETEFTIE Elasticsearch 9 ;= LB Elasticsearch 344
BE, SREHEESRMTY R EOEMNEIAD F &
RIS,

A R =R E MO BLLAFTIE Elasticsearch 17 R AY{E{AIZEE| 9 K

fHB& Elasticsearch XYM E,

XHEEFHE SBLLA L Elasticsearch 7 mBERZRB| D A& F
B Elasticsearch X#4%2,

Elasticsearch 7 s fielddata

Fielddata ®—" Elasticsearch #8451, BLURBIFRRENEIIR, FHREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch £4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, sHERBRY JVM HEAP REBFATA fielddata 120}, Elasticsearch AT LUIKEA fielddata 2%
ﬁ,o

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

3K 11.5. Elasticsearch 77 mPEEIBEEE

=178
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1IN ik

Fielddata %K/ FF A% Elasticsearch 77 & _EH fielddata 120
JUM HHE,

Fielddata JXFR MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
%

Elasticsearch 17 A E )& 1F

MRFRE|I P EHENHIERENRDY, ERBNERIET ANFINERN%REDR%E, LUE Elasticsearch
EE R,

Logging/Elasticsearch Nodes ({RIR B EH X Elasticsearch 1 R B FBILLTEIR,

K 11.6. Elasticsearch 1T s & E X
1IN 5k

BIRFER/D BATFEHEENRNELE, AToBLFE
Elasticsearch 1T mBIFFE D H .

BN EINER A% Elasticsearch 17 s ERIE IR IR EE,
B ERT Affi% Elasticsearch 7 s LB IR FEE,
BMREFEER A% Elasticsearch 7 & £ E R E LR

Elasticsearch &3|17%

TEZRBISCHYAT, Elasticsearch [ X4 EEERBI K &, XSO ZHIBENMERT, B

i}, Elasticsearch R EME/NMHBREFHEKAKMFERA, UL FKRER, MNRZR5EREFIE,
BB FH IR ERRTHK, MMSBIERMMEEEHINAH, J 7 BhEiXFENR, Elasticsearch 7
it (throttles) MIZRBIEE BT E D D EA R BN RN ELRERE L LIN,

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch F&5| T RHILLT E &K,

F1.7.F&BITTREER

i1, Hah

3517 Elasticsearch TEffi% Elasticsearch 17 & L7 %5&B |12
eI,

BHFTR Elasticsearch fEffi% Elasticsearch TR E T RERE K

B & F R VERIS A,

TR JVM #E55T
Logging/Elasticsearch Nodes {{F&RIRBE LU TH X JVM Heap BIEMEIEKR,

5 11.8. JVM Heap Giit Bk
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19N 5k
B A% Elasticsearch 7 S _E S FERRY JVM HEZE R 2,
GC it# TEFRI% Elasticsearch 79 s iz {7 B I B R VE 41

B, aiRLRERE.

GC H[a] JVM TERFI%E Elasticsearch 17 m 32478 3% B iR VEHY
BFiE], | B By 3% [ st 1],
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12 = HEWPEHER
12.1. &5& OPENSHIFT LOGGING k&

& B LLE & Red Hat OpenShift Logging Operator IR S LA KE % 1 OpenShift Logging ZH4BIR .

12.1.1. #£%& Red Hat OpenShift Logging Operator FIRZ

&I LIEE Red Hat OpenShift Logging Operator B4R 7.

FRFH

o W% % OpenShift Logging # Elasticsearch,

ff

L=

S

1. # A openshift-logging 7 B,
I $ oc project openshift-logging

2. &Z& OpenShift Logging A7 :

a. JKEY OpenShift Logging A7 :

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
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- fluentd-flpnn
- fluentd-n2frh

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHitH, SEREFRIETE status N,

Fluentd Pod BJfE<{E &,

8B 12 & BE5EEGR

Elasticsearch Pod BJ#EX1E 8, &¥% Elasticsearch SREEBIAZ green. yellow =

red,

Kibana Pod BYtEX{E B,
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12111 B E R

LU F 2% B8 OpenShift Logging S3I#] Status.Nodes Z8 9 B9 —LL1E 5 5H 2,
RUFUTHBRTEERRT T REBLIRENBEK L, FEEAESRBIEELTR :
it Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBHRTEERT T REBIRENE KL, FESRFBEFREMIHEMT S
i =l

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHRSEERT CR B Elasticsearch 7 sk ¥ B8 5 &£ B YA T S ERAITAL :
Ll R

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
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Reason: Unschedulable
Status: True
Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTARABREERRTIERE PVC TEHEE PV :

i th o Bl

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

8B 12 & BE5EEGR

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTIEWE Fluentd Pod, B7 7T RS SAEM 17 RERAFIREL

fai th o B

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

12.1.2. &%& OpenShift Logging HAFHIR
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IR LLEE S OpenShift Logging ZHAIR A,

SeRFH
o WIZR%E OpenShift Logging # Elasticsearch,

iz
1. # A openshift-logging i B,
I $ oc project openshift-logging
2. #%& OpenShift Logging PAMEHIRE :

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. #%& OpenShift Logging BIASAIRE :
a. IRERBIAREM AT
i~ B

I $ oc get replicaset

i th o Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m
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b. RERBIARERRE :
I $ oc describe replicaset cluster-logging-operator-574b8987df
it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

12.2. &%%& ELASTICSEARCH B EG=FEIRE

&R LAEFE OpenShift Elasticsearch Operator BA S LA K % 4 Elasticsearch ZH44HIA 5,

12.2.1. EE B EEFERE
RAT LA B B A E IR TS,

FRFH

o W% % OpenShift Logging # Elasticsearch,

ff

L=

S

1. # A openshift-logging 7 B,
I $ oc project openshift-logging
2. BERE :
a. RERBAEFELBIRRFR

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IKEXHEFHEIRE :
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I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
P ERUFUOTHESR :

=1

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all
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12 & BESEHRR

@ =i, ERREFERERE status N,
9 AEEHEIRE

o SERMENFHHE.

o SEERD FHIEE,

o EEMIALEISD I E,

o REHETANATHE.

o HEFMTRIEH.

o FUEMESHE,

o HEEMIRE : green. red. yellow,

o RPEHFHHE,

g EARERYE (EFHE) » BEFRESART AT ERER S KB THERFNR
H, BEREUTERBEROMESEHE :

o AREEFFHEEMHMRIERSR,

o AEFMMAERRNESHALL,

e Pod AHFE, ALETERTEANRENER, EXESHBRERTH,
Q EHPHATFET R, A upgradeStatus.
(s

SHPWHEFEE M im. BB master TR, FI1E failed. notReady 3 ready R
TQ

12.2.1.1. {BRE 2 R~HI
LU R 23 8 Elasticsearch SE5I9 Status #8490 B9 —Le1E 5 3H BB R A1,
UTFRESEHEERTT R8I BEMEKMALZL, FEEESRSSEALT =,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTFREHRRFT REBTEENE KL, FEDFREREMIEMT R,

I status:
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nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

LTFREEBRT CR A BESFM T RUAFSRSRFPREMA T REAS T

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.
reason: Unschedulable
status: "True"
type: Unschedulable

UTREHBRRTAEEM CRERTAEENFAMSEEER (PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

LT REHEBRTASFMERRA RWH T AR FFTURERE,

status:

clusterHealth: ™

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LIRSS B R REEE B K% control plane T (1255 master 77 51)

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles

182



12 & BESEHRR

reason: Invalid Settings
status: 'True'
type: InvalidMasters

AR AE B R R Elasticsearch A R Z i THER,
a0 -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: 'True'
type: StorageStructureChangelgnored

reason I type KB FERIEEAZTZFHHRLE :

StorageClassNameChangelgnored

PEFFREBFHEREH.
StorageSizeChangelgnored

AFFERBFERN,
StorageStructureChangelgnored

T FFE IR B A R RN s A AR 25 1) (R BB el

BF

INRIEFF ClusterLogging B & X ¥R (CR) EC& W MImET Sl BIRF A 17

fif, OpenShift Elasticsearch Operator ®JB— M FAMSBFER (PVC), BR0ER
AMEE (PV), EiEkk StorageStructureChangelgnored K75, &7k S Xt

ClusterLogging CR FYE X F Bk PVC,

12.2.2. EE B EEFHAEHIRE
RAT B E S B SRR,

Elasticsearch &8I
&I LLEF Elasticsearch F3|FIR S,

1. JREX Elasticsearch Pod B9 FfF :
I $ oc get pods --selector component=elasticsearch -o name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FRERZRBIHIAGS :
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I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

B&&EH pod
A LIEERE HEFHEM pod BIRKE,

1. REX Pod B9 75 :
I $ oc get pods --selector component=elasticsearch -0 name
it Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FKEX Pod BYIRE -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
BHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
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Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFM pod BBERE
BRI UEES B SFEBERENRS.

1 IKEREREBERER AT
I $ oc get deployment --selector component=elasticsearch -0 name
i Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BERERT :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHPIEUTREER -
=1

I Containers:
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elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>
BEFERIAE
fRa A E B SFERIAERE.
1. IRERBIASER LT
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
HHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

12.2.3. Elasticsearch &R A

OpenShift Container Platform Web % B Monitoring 284 8 Grafana {{Z&#R .7 Elasticsearch &
BERIRS
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FIREX OpenShift Elasticsearch SEEEHRE, BRI T
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging #J OpenShift Container
Platform Web 2%l & 89 Monitoring 284 1 # Grafana &R,

Elasticsearch RSP E&

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZERETHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total
7R Elasticsearch T mEFUET. RNERHFEEFBRE, F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
IR Elasticsearch 385 fp R 22 [AIAYE.30, H40 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
BREBNTHEZERBICTEH. fi :
es_index_document_count{namespace="namespace_1"} 25

es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {§ 8

#N%R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, YRR
TRLLUTREBREER -

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

12.3. T2 OPENSHIFT LOGGING £}

FrE BRI R L IRERTITE OpenShift Container Platform Web 12§ &#] Alerting Ul /i,

1231 BFEARICRINERER

Z1R [2 7RTE OpenShift Container Platform web 12§& /1 1E Alerting Ul B9 Alerts &£ Tif /R, Bt
FUTKREZ—:
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® Firing : TEBFTHIRA BRI true. RIGEMAERCKER Options X #, LEFEZER
HEEEFHE,

e Pending : EIRFMHHRTN true, (B ARIA B E,
® NotFiring : HRTRAALZ EN,

iz
7 & OpenShift Logging #1E M OpenShift Container Platform 24 :

1. £ OpenShift Container Platform 2%l #& A 52 Monitoring — Alerting,
2. |ifi Alerts 75501, RIEFMEFHNIIESS, JIHER,

Hih 5w

o MFAX Alerting U NESER, HSHEEEN,

12.3.2. X FAEIC R KERER

DUTFERBETICRINERRENR, &AL OpenShift Container Platform web 12 &#) Alerting Ul B
Alerts TTEH EFIXLER,

% 12.1. Fluentd Prometheus &1}

B HE Uiy BT
FluentDHighErrorRate <value> of records have  FluentD fiH IR HERS, Warning
resulted in an error by TR 15 PR BRI 10,
fluentd <instance>.
FluentdNodeDown Prometheus could not Fluentd 2% Prometheus ®  Critical
scrape fluentd BETTIEIMEN R E R Fluentd 52
<instance> for more i,
than 10m.
FluentdQueueLengthinc  In the last 12h, fluentd Fluentd iR &5PAFIK/NIETEI®  Critical
reasing <instance> buffer queue 1,
length constantly
increased more than
1.Current value is
<values>.
FluentDVeryHighErrorR <value> of records have  FluentD fitH 5 iRIEEIE  Critical

ate

resulted in an error by
fluentd <instances.

12.3.3. X F Elasticsearch Z3R M|

R\ LATE Prometheus R & & X LR AN,

] 12.2. A
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g

i

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchJVMHeapUs
eHigh

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchNodeDiskW
atermarkReached

ElasticsearchdVMHeapUs
eHigh

ElasticsearchWriteReque
stsRejectiondumps

AggregatedLoggingSyste
mCPUHigh

ElasticsearchProcessCPU
High

sk

ERERRSLT RED EL 2 0fh, EETERERE, 27
BEfRSL, FFmaster TERERIEE,
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SEREFRRT YELLOW 4 20 ¥, EED FEIREKRD

Bc.

ERETIHATELUG Y 6 /NN PO FRE AL 227 2 4t

TR, KB RTET— NI PUEFIERTA X4
AR

e

TEEMNJIVM EEAEES,

BT A A ZEREE, BETRAEEKLGL. 2R TEBD

FLE T e NIZE BRI SRR SR 22 (A,

HF AR ZEARE, BETRAREKML. BETE, ®
LS RRERSEIEMY R, BRET RIRINE S 2,
FEEZFOEA T RBIAZRE,

HFAIRMEZEATRE, BETRARBKKLL SMEXD
TREDET S ARSI E bR R R, SHEAGERET

BRI, FREBIRBAFENL T,

e

Elasticsearch 18 E T m LB AN, LT meT8E

TEENJIVM EEAERS,

BIEE,

ZRGERE T A EEAN CPU XS,

Elasticsearch fE$5E 17 m LE B CPU A&,

12.4. WA FIE B EIL KR

TERZZ M N B IR ERRHER, H ABSBNZLIE ST H:F N IR T HERR SRR,

Z

RIR bR

EEN

Critical

g
il

Critical

24

& e must-gather TERINEB XTI B IR, S0 FRFE OpenShift Logging AHH

ZHER.

HTIREHRESR R, 1HIRMt OpenShift Container Platform #1 OpenShift Logging B2 B {E &
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TE{HHA hack/logging-dump.sh A, X PNEIART B FEHRNRELIE.

12.4.1. XF must-gather TE

oc adm must-gather CLI fn 5 RRE & BN F AR M HREEHE R,

%I F OpenShift Logging ¥11%, must-gather RIHELUTER :
o WIBHHIFIR, &1 Pod. EEMRS. RFSKF. AR, ABAENEH
o EBNHR, AREEHIUINT R, AGNAEAE

e openshift-logging #1 openshift-operators-redhat %34 %2 (5] 1 # OpenShift Logging iR, &
FEHERESRVEERRE. BEFEHNBETIETIE

1£i21T oc adm must-gather I, 28 E 0|8 —1 51 pod, 7% pod LEEIE, HREZELL must-
gather.local 7L — 3B xH, WERELFITEBRPOE,

12.4.2. Jo R &4

o W% % OpenShift Logging # Elasticsearch,

12.4.3. 85 OpenShift Logging #iE
& LA#E A oc adm must-gather CLI 635 3R INEH X OpenShift Logging PMERIE .

pe 3
L

{8 F must-gather 3£ OpenShift Logging 8 & :
1. #AEEZ % must-gather SR BE %,

2. % OpenShift Logging % %217 oc adm must-gather 345 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6 — /N LLYETE X+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408.,

3. MNIRI G EE R must-gather B & O —NE4E3XE, a0, 7EEMA Linux BERZIHTHENL Lz
ITUAT 6D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. AELTOBZR I e B LMY L R ST
12.5. REEREXIEHERR

12.5.1. Elasticsearch Cluster Health 24 &
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ED—NEPRRERIRREDERLE T &,
S HERR
1. f2% Elasticsearch S8 EBIRET, FHE LR status EF N4 &,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. FIHEMARRNT <.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. FH Elasticsearch Pod, FMEf15 E—F s RigT miF T,

I oc -n openshift-logging get pods -| component=elasticsearch

4. WNRIFLE Elasticsearch 17 U A MMAERE, EHITUTHE,

a. FAiA Elasticsearch Bi%%E control plane 7 &,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. ¥ RI%E control plane 17 s B pod H &R,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

C. *‘AKFIJEEDDA$E¥E’JTJ FE\ E Tho

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. MNRFMAT REMAER, HHITUTESR, REERESETHTRE,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

MREERTHE, RELRTERSENFLENESMELNFIL.
6. ERBEFLENES.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. MRBFLENES, FREERS.
MRENPRELEZL, FEARTERERRSE, FREER, RENHREFXNIEER

B, MRFLEBEFSRTZRERE, IRTRESFLE,

8. MRMELFEIFIE, HKE cluster.routing.allocation.enable 2 %% E& 7 none,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

9. MR cluster.routing.allocation.enable 1%/ none, HEFEXE N all,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. MREMLERFDARRILER,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

1. MNBHEMEZRSMDARILEH, EZFGETHITUTESESRE 1.
a. BMR%EF.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. BIMNEADEEIXK,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. MIERFIBIRENIA.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d. I@NNEBTI H],
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

12. MNRBTENFTREEBRILEBIRE], & HIRMFRES,
a. MR BRI &,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. MIFRLEZREL,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERRENAE, FERETREVERSEELEENENH,

a. & Elasticsearch JVM #FHEZEES,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

EaSHE®, K% node_name.jvm.mem.heap_used_percent FE&, LUAE JVM Heap
FHZE,

b. fa#m CPU A,

HbBR

® 7f Elasticsearch H1## 5% "Free up or increase disk space”, Fix ared or yellow cluster status.,
12.5.2. Elasticsearch Cluster Health & &
EP—NESRRNEIARD FEBDEST Ro
R BERR

1. 1853 14%E ClusterLogging CR ## nodeCount 312 077 ;=K.
HbBR

o HEHHKIIKBENHR (CR)

o NHEGFHEEFAMEE

® 1f Elasticsearch F1##5& "Free up or increase disk space”, Fix ared or yellow cluster status,

12.5.3. 23452l Elasticsearch 7 SRR K i1 2%
Elasticsearch A4 Fr 2 ER4A 1A EIME KA1 22 B9 mo

R HERR

1. IHBEEHE EERZE Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide

N
o

HERABARDENDH.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3. MREFERDENS F, HRESDT R LRI ZA,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. % nodes.node_name.fs FE%, LUAEIZ T s LRI AT FAREELZR (A,
INRFE R S 2 L8 85%, NI mEeBidEKAL%, FHAES KT EBIRALLT &.

5. ZI@INFRE T R _E AR 22 (A,
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6. MNRITEGIMEZER, 1EZ X BRI EIET =
7. SORIFFEBIET KRB R, HEDERETTRER DK,

a. Ko7 YHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -0 jsonpath='{.spec.redundancyPolicy}'

Iy =
=N

INR{FF ClusterLogging CR, EHiA

oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. R % 2# redundancyPolicy XF SingleRedundancy, §&i%i{& % SingleRedundancy
FHREXNER,

8. MRAIEMIL & A RN A, 1EMRIERERE],
a. ¥ Elasticsearch LRFBEZ&RB|IBIR A,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. B R LAMFREIEZRE,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Hth B

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A% "redundancyPolicy"

12.5.4. 274 % Elasticsearch 77 i &t =K1 %%
Elasticsearch &I M B IA RIS KA AT m P EFEMD F .

R HERR

1. IHAEEHE EERZE Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide
2. EEANT R LRI ZR A,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done
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3. REKBHEDTEHRTE,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

MR ohEEREFEMS F, NRKELTEKAMLZ (High Watermark) . High Watermark
BIRRIATE DY 90%.

73 Fr ERTE AL B R A R BUE BRI R AR AL B (E R T /.
4. EEFORDEIBET R, HER—LLZA,
5. ZI@INFRE T R _E AR 22 (A,
6. MRITEGIMEZEA], 1EZH RN EIET =
7. MBI BIET |A -, EHEDERTRERE S,

a. Ko7 YHE18 redundancyPolicy,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

3=
=N

fNSR{# M ClusterLogging CR, EHiA :

| oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$&1i%&5 SingleRedundancy
HEFXITEH,

8. MERIEM L R ERRRXNAE, EMRIBMZRE],
a. &% Elasticsearch LA ZRB|FIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. R LMPREVIEZRE,
c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Hi 5w

e 7f About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" ###5& "redundancyPolicy”

12.5.5. ©.i45 %l Elasticsearch 7 Sl 2 AU K K 1 4%
Elasticsearch TEENE B XN REHIZRE | o FlEHE RiLsk3 |1 .
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* NITRPE—IPHZIDH.

o —MNHLBANHALET flood stage,

BB

1. &7 Elasticsearch 7 s BOREEL 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

1% nodes.node_name.fs %, LUHBEIZ T m £ B A] FRGA: 22 [,

2. MR B DT 95%, XREAIZT REBITHKKAEL, MNFEEEETREDEN
ok, BAWMEL.,

3. ZIBINFRE T R _E AR 22 (A,
4. MIRFELINFHEZEE, FEARERRINFEET <.
5. MSRARIFFEIET KRB R, HEHDERHETREREH.

a. Ko7 YHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -0 jsonpath="{.spec.redundancyPolicy}'

fNSR{# M ClusterLogging CR, EHiA :

jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

I oc -n openshift-logging get cl -o

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HEFXITEH,

6. MEFIEMNES ERERRXINAE, EMRIBEZRE],
a. &% Elasticsearch LA ZRB|HIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. %R LMBREVIBZRE,
c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. PRI ZE R, BRI 2R TR 00% U, ARfE, BUHREE ALRET
5\\0
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8B 12 & BE5EEGR

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

Hith BHR

® 7£ About the Cluster Logging custom resource B "Sample ClusterLogging custom resource
(CR)" A% %% "redundancyPolicy"

12.5.6. Elasticsearch JVM i {FHEE S

A Elasticsearch 7 s JVM Heap WE#Bid 75%.

S HERR
ERIBRHERN,

12.5.7. REBAEKILRKRY CPU him
TR EMNRS CPU ERAER,

S BERR
EERT M CPU, ZEAT ROBEES CPU IR,

12.5.8. Elasticsearch #f& CPU h &

1 = _EM Elasticsearch %2 CPU {#AEES,

WP BERR
EERT M CPU, ZEAT RoBEES CPU IR,

12.5.9. Elasticsearch %% 22 8] Bl 4K
RIELRIBEALF AN, Elasticsearch £ 7T ELURR 6 /N AFERMEL 224,

R HERR

1. ¥REY Elasticsearch 7 s BORE 2L 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. ES ST, 7 nodes.node_name.fs FE& LIFAEIZ T s LB FRR AL 22 1A,
3. FIBIARE T = B9 22 A,
4. MNRFTERMFERZEE, HERBEREERMFFEIET =
5. MRAFMFEIET =B, FROEEETRERSH
a. Ko7 XHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'
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\\ =]

=

SNR{FFH ClusterLogging CR, &#iA

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. #N3R%2# redundancyPolicy XF SingleRedundancy, §&i%i{& % SingleRedundancy
FREXNER,

6. MNRAIEL R A RN R, EERIBRERE],
a. ¥ Elasticsearch LRFBEZRBIBIRE.

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. #f%E A LIIRREVIESRE].
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

HithBR

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" #1135 "redundancyPolicy”

® 1EXT Elasticsearch I 38 5R "ElasticsearchDiskSpaceRunningLow",

® 1f Elasticsearch F1##35& "Free up or increase disk space”, Fix ared or yellow cluster status,

12.5.10. Elasticsearch FileDescriptor £ N &
RIFBYFIMNFERAES, TSR ENXEHRERFTHRERE.,

i FEHERR
REHREZENENT REE max_file_descriptors B(E, 0 Elasticsearch X443t & 3 Ak,
Hth BTR

e 7EXTF Elasticsearch Z I f#3R "ElasticsearchHighFileDescriptorUsage”s

e 7£ OpenShift Logging (Y51 AR5 "6 A A RIS R FF
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%5 13 = HI#k OPENSHIFT LOGGING

513 = £1%E OPENSHIFT LOGGING

& A LAM OpenShift Container Platform &2£AfiffR OpenShift Logging.

13.1. M\ OPENSHIFT CONTAINER PLATFORM £1% OPENSHIFT
LOGGING

& eI LLE M BR ClusterLogging B E X HR(CR)FZIEHEREG. EMIFR CRE, LA HM OpenShift
Logging AR TR, e LUAEISEMIFR,

fifiB& ClusterLogging CR AMifRIF AMLF (PVC) . EFRESIMIBRFIRN PVC, HAMKE (PV)
MEXEIE, BRAHITH — TR,

SeRFMH

o %% OpenShift Logging # Elasticsearch,

iz
k% OpenShift Logging:

1. {8/ OpenShift Container Platform Web 124 & B4 ClusterLogging CR:

a. tJ#:%] Administration » Custom Resource Definitions 71,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. T Custom Resource Definition Details T E 1 & Instances,

d. REiEHISER Options 3 &# JRIE%H¥ Delete ClusterLogging.
2. Al : MR B E SLEDRE L (CRD):

a. tJ#:%] Administration » Custom Resource Definitions 71,

]
L]
]
b. mit ClusterLogForwarder 3&i/J# Options 3 & SR51%#E Delete Custom Resource
Definition,
]
H
c. mifi ClusterLogging 5518 Options 3 & JSRF1%FE Delete Custom Resource
Definition,
]
H
d. mifi Elasticsearch 351118 Options 3 SRIE1%FE Delete Custom Resource
Definition,

3. d% : MR Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator :

a. tD#:%] Operators - Installed Operators T
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b. = Red Hat OpenShift Logging Operator
Operator,

5189 Options 3 #.37%4% Uninstall

c. mii OpenShift Elasticsearch Operator
Operator,

5211# Options 3 H. 1% Uninstall
4. ®i% : & OpenShift Logging # Elasticsearch TiH.,

a. tI#%] Home - Projects T,

b. mi openshift-logging Wi H

351 Options ¥ #1,#A[5 1L Delete Project,
c. TEXTIGHEFHIA openshift-logging 3= Delete SN Bk,

d. mifi openshift-operators-redhat Ji B

351 Options X §131%% Delete Project,
BE

INRIELL SRR PR T HithEF Operator, EAZEMER openshift-
operators-redhat i 5,
e. BHIEXEMERHIA openshift-operators-redhat 3+ 5= Delete A MR,

5. ZEREB PVC LMESHAM pod EEFERA, REIREH PVC 2, LUEEHSEA PVC,
6. Ak @ MNRERIBRE PVC, AILUHEREN ],

DIk

&

B bR PVC AIBER S 3 PV MHBRH S BB E K.

a. tI#iF| Storage — Persistent Volume Claims 7.

b. mfiE PVC

5511/ Options ¥ 5., #A/F1%FF Delete Persistent Volume Claim,
c. MRBMEFMEZEME, wTLUMER PV,
Hth BHR

o FHEFFMAFAMLSE
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14 &F A&KICKRFE

/14 E BEILKFE

LUR=PERRTHYINAE OpenShift Logging SHBIBFILFKH, BABZICTBEEBI ) JSON XK, (B
B B EUHEAR B AT LA, A B H th 25

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,

201



OpenShift Container Platform 4.8 Hi&il3x

2 15 =& MESSAGE

FRIRHERE XA UTF-8 Jilid. MRFEIZER structured FE;, NILWFERAIBFAEFEEINE, ESL
XTFSErR, THES,

HUERE text

wBIE HAPPY
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% 16 =3 /ﬂﬁ{b

16 = 45M1k

Fia BEKBE NS RINREL L SRECE NN L JSON B, NAREGFELTFER, MREH
HEXEREMNEMEER, BFEFTEEFERN JSON L, BNILLFENEHFFE, message
FEREOERREEER, structured FEXT LSS HEEEFEENEMAFFEE, HWEERETE AEMER
o

HAELRE group
~OIE map[message:starting fluentd worker pid=21631ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
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517 & @TIMESTAMP

—NNUTCH, BFmCEEER MR E], RN ERA, WIRcERIEEBEE RN EM
BFEl, "@"RIARTHNFEARREBNTFE., BANERT, XEHTEEET ElasticSearch SKREHK
"@timestamp’,

HBHEARE date

w~BIE 2015-01-24 14:06:05.071000000 Z
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BH18E XA

BI18 E W4
LLAEEEMNEREENBELTR., £ Kubernetes E£8%H, X5 kubernetes.host tH[E,

HERE Ktz
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25 19 =2 IPADDR4
EARSS 22 IPv4 Hhtit, BTLLE—NER4E,

HiERA ip
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% 20 3= IPADDR6

2 20 = IPADDRG6
RARSS 20 IPv6 fthit (ANERAH) ., AT — 184,

HiERE ip
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25 21 = LEVEL
kB E&MIRMBEICTKLT], 21 rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REAATH,

1= alert, W/IIEIHITIRIE,
e 2=crit, XHEEMH,
e 3=err, HEIREM
e 4=warn, EE& M,
e 5=notice, EEEBEHEIF R,
e 6=info, 55,
e 7=debug, debugHfER.
LUFHAMEARZ syslog.h B9—ER4y, BT 52EMA -
e 8=trace, trace iMIfER, ©lt debug 2 EIF4H,
e 9=unknown, BE&EILRKRGIRG—DTIERIAAIAIE,

HERIERSIRF, FEMBKICRRAN B ELHIMEHRN B HRITICET, a0, 7 python
logging #, #&FILAEM CRITICAL ILEE crit, {8/ ERROR LES err, LALLKHE,

HiERE Kt

~E info
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$22= PID

$ 22 Z PID

BEICEEFRAREID (BR) .

HERE Ktz
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g 23 = SERVICE

SERFEIDRELE (FE) KEMIRSHIEF, B0, syslog 8 APP-NAME # rsyslog B programname
B MRS E service FE%,

HERE Ktz
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%243 TAGS

2 24 ZE TAGS

A%, H Operator B XBIIREMFIR, XENRERRESIICELEFREESIES L, BRAEHT
DR T BEERDRBFARTENTFS, WA RFRHSEH JSON FIX,

BHELRE text
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28 25 Z FILE
INESRMPILEL H SR BB EXHRE, BF, X252 /varllog X4 RS R,

BHELRE text
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5 26 = OFFSET

25 26 =& OFFSET

RBE, TURTIXGPETTHLNFTE (MBFH—FR) , FFXRTATITS (MBFH—E) ,
REXEEEADBERN LT XXH SRR, RFXEERT, URTAEXGHRE (5
) o

HiERn long
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2 27 = KUBERNETES

1 ETF Kubernetes JTTEIRRI oy & 22 [H]

HiELRE group
27.1. KUBERNETES.POD_NAME
pod HIZFR

HiEAR *itr
27.2. KUBERNETES.POD _ID
pod Y Kubernetes ID

iR R Kt
27.3. KUBERNETES.NAMESPACE_NAME
Kubernetes H#p 44 28 [A] 9 44 FR

HiEAR *itr
27.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap & Z2[H] 9 ID

HiEAR Ktz
27.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Kt
27.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz
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& 27 3= KUBERNETES

27.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

BERE group

27.8. KUBERNETES.LABELS

[E#4 Kubernetes Pod _EfF1EBIFRE

BHEARE group

27.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HHEARE group

27.9.1. kubernetes.event.verb

ZE{4X%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

27.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

27.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
~BIE java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBAEENETR, EER, ©5 kubernetes.namespace_name 1F, F&EIE
eventrouter |/ T2 F IR % 22 (A,
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HERE

wBIE

Kt

default

27.9.2.3. kubernetes.event.metadata.selfLink

FEMahERE

HERE

BIE

Kt

/api/vi/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

EHME—ID

LR

wBIE

Ktz

d828ac69-7b58-11e7-9¢f5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HERE

~BIE

B

311987

27.9.3. kubernetes.event.involvedObject

EHRTE X BIN &R

HERE

group

27.9.3.1. kubernetes.event.involvedObject.kind

ISE: 0Bl

HERE

BIE

Ktz

ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace
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XN RGP ZZER LM, HEE, EHEES kubernetes.namespace_name [,

eventrouter I 2 I & 22 4],

HiERE Ktz

~E default

27.9.3.3. kubernetes.event.involvedObject.name

fil & AN R FR
HiERE Kpt=r
IE java-mainclass-1

27.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

BIE vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

& 27 3= KUBERNETES

EERERE

PRRARAZZE M pod BRI ERRRABIF R R, 25 b T LAfE P L 5P RF 5B SR AR X RARTH B 2L

HiERE Kt
wBIE 308882

27.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HiERE Ktz
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~E SuccessfulCreate

27.9.5. kubernetes.event.source_component

IR R

HiERE Kt

w~PIE replication-controller

27.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
R~E 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

REMEHBIRE
R B
THIE 1

27.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~AE Normal
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28 28 = OPENSHIFT

openshift-logging % & JTTEIEHI & 4 22 7]
HiELRE group

28.1. OPENSHIFT.LABELS

A Cluster Log Forwarder Bg & AANBIHRE

HiELRE group

& 28 3= OPENSHIFT
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