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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-viewing-migration-plan-resources_troubleshooting-3-4
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-using-mtc-crs-for-troubleshooting_troubleshooting-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#common-issues-and-concerns_troubleshooting-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#rolling-back-migration_troubleshooting-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-uninstalling-mtc-clean-up_installing-3-4

OpenShift Container Platform 4.8 Mik% 3 :T# % 4

2 2 &= x~F M OPENSHIFT CONTAINER PLATFORM 3 i#% %l 4

OpenShift Container Platform 4 @& B9 RMThEE, AIEEHEAEREE. REMHMBIENE

Mo OpenShift Container Platform 4 £ EBZFIEIE S OpenShift Container Platform 3 R[@El,

M OpenShift Container Platform 3 X% % 4 MR BWAE=MHEM CI/CD EEE N ARRF Lo EAREEE
1TERE,

ZRep B3N
MRIEEE

Cl/CD&EiE, EBFBETIRAERSNARRE, ErLUER Migration Toolkit for Containers

(MTC) IR N AR TIE M,

E ) IhidE | OpenShift Container Platform 4, IEEBUTER :

OpenShift

Container Platform 3 1 4 Z [AI X

AES

LEMFAR

it M, BEICR. REMEMEEEEE

%F Migration Toolkit for Containers (MTC)

o T{ER

o RAMS (PV) IXHREMIRBEH 5L

o EERBIH

o EEHKRIN

o {HFAEM hook BENEH

e {HFA MTCAPI

o MERBIT IR HPR IR

o HKRMIETHEE MigrationController B E X ¥R

BRHTIEE.

NEEBTIRERBL PV KNHE

B A% 128 Kubernetes & i LR = AL

inThEE. ROREMUKRBERBF, ESH MTC Z1TEic.


https://www.redhat.com/en/topics/devops/what-is-application-lifecycle-management-alm
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#planning-migration-3-4
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#advanced-migration-options-3-4
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#multitenant-network-policy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#about-network-policy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-deploying_cluster-logging-deploying
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-about_cluster-logging
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/logging/#cluster-logging-maintenance-and-support
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3.34.Z&£EE

TEM OpenShift Container Platform 3.11 ## %] OpenShift Container Platform 4.8 i, EZEUT 5%
2HEXH L,

X A B s B AR 5 U U 1]

£ OpenShift Container Platform 3.11 A1, KRZEZFAISUERI P eI AT )& Ptk s (BU40: /api/* 1
lapis/*) . T ZREEN, OpenShift Container Platform 4.8 RE VN & Ilis it iT RE FQIIER
Yilel, MIRAEFBARTFRAEFHEIUERVIF], ARIEFEZERE RBAC %E, BIEHBEERSMRI,
E X FTRE R FE N ER R 4R T4 A BB 4%,

AP S8t
7 OpenShift Container Platform 4 B F{3 NS IELL T ZER N :

e OpenShift Container Platform 4.8 FRBYIEKRIT L R IRHMFEFFE mutual TLS, MiX{E
OpenShift Container Platform 3.11 AR E,

® OpenShift Container Platform 4.8 Af&{ 7 OpenlD Connect B3 IRIEFRFHNEE. IE, BM
LR L.well-known/OpenlD-configuration i sU R BN IR, T2 B E1E OpenShift
Container Platform 3.1 F3§7E,

MERLER, BN TRENRUEFEE,

OAuth SR 1FERR
O OAuth HTTP A ZSEAELERE OAuth 1A SN RMELTF, WNREFINIEE— bearer
SHEEF, EABEBR, XA REURRE BB X,

3.3.5. ¥ ==

TEM OpenShift Container Platform 3.11 ## %] OpenShift Container Platform 4.8 i, &ZEUT S
X,

IR PR RS wT A MR R

OpenShift Container Platform 3.11 /8, it % BORA LR I 1224519 =] FH B9 BRI Z4 75  DeadMansSwitch . 1
OpenShift Container Platform 4 F1, E#&E#4p+% 5 Watchdog . #NRETE OpenShift Container
Platform 3.1 AT B L EIRIZLER PagerDuty 55X, NIFEZETE OpenShift Container Platform 4 F{§
A7 Watchdog Z#i% BH PagerDuty K.

MEFEZELR, HSHNABEE L Alertmanager B2 &,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#understanding-identity-provider
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#applying-custom-alertmanager-configuration_managing-alerts

B 4T MLERE

B 45 WL EFRE
2SR I T A O PR P e SRR,

4.1.DNS I EET
BIr&EEER DNS B 5 REEHNEARE, BIANERT, NBARFREI¥ KB IREEEM FQDN,
ERBIRN BRFR DNS 15, 1HEE T IR AET 2 —,

4.1.1. F B EEM DNS B 5 & Finlas
{@jﬂuﬁﬁﬁﬁﬁmiﬁﬂ’g DNS iM% FimiE K0 BRI DNS 2%, MR M EINEHATFARS
U
iz
1 AP ESG AN ARFNESEESEIRANIE) RERFimiBIirE#ZFA,
2. H%7 DNS R85 LHOREBEHHIN T2 FQDN, LURE] exterior FI4E4HAH] IP Hatit,
3. EREBEMSAM, RN FAEREIE KA X B R B g A Y B0 28,

4. 7 *.apps.source.example.com iZ 32— MEERF DNS iL5%, EMIRERFHN N EIE R IP
ik,

5 NENNARFELE— DNSIER, 1EmBIrEEERIEmE exterior FLAHER IP Hhlk, $5EH
DNS iEML LS E FRBERIC K, FILTEMRRNE FQDN B AE% £ %%,

o AERMLGAEMG LA ILBEREN TLS H, MREREG S BIERNEEE
27, BN ARFH FQDN SAFEE Fin, IEH A EHIR,

o NHAREAESIYE| ABIFERENEEREAE P, B, NANE LIRS L
TR MNE R ES T,
4.1.2. %iEBInEELIESIR DNS 15
AT LLA B B ITERE, LUESIEERM DNS BTN ARREIER,

ke
SFIERL HTTP i fIRL HTTPS i1, HHITUTEE :

1. EENEENTEP LR BE, ZRHRE W EZRERPLERNN ARER FQDN BIEK :

$ oc expose svc <app1-sve> --hostname <app1.apps.source.example.com> \
-n <app1-namespace>

HMERERALE, RS EZXNZ FQDN BAEMIER, FHELXRF NN ARESR. A%, &
IR AREN, RSEEBNSEEPLRA -1 REH, EREEAILEENZZ—EATIBHIN
mo

1
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2. ﬁﬁﬁans#Eﬁ@LDNsﬁi FHRSEE BRI IR0 FQDN #5[@ B IrEE RN 71 519
ZREY 1P i, XRFERBREHMREEEME BIRER.
fﬁ&?%ﬂEN%ﬁﬂEﬁ%ﬁ%ﬁﬁﬁ@%o%%lﬂ%ﬁ%%&%%%ﬁﬁﬁmN%%

K, EAAFTIZENZHERE,
SFRE HTTPS Hiln], BHATUATHIE ¢
. SRS RPN ORI 2RR x509 IEHEH N B E EH,

2. X MIERBLE NTE subjectAltName FEXH AR B insk B & 2 @EBCRT DNS i35,
FEBX TR A DNS S THEEE M.

=

P
o MERLER, HHHELIIAADIUES,

Hth

4.2. MR EE E MRS

SERBRINE, OIS TERA R R BRI B MR R S S A 5 B TR,
B RS RBNERET U TR

N TR pod TEIRERF N B In&E 8 Li21T,

o FNMVAHE-—ITELIREFHIVNLNEEHA,

o RERINBMIRMITE CAILS,
o XFHTTPS, BiriHa CAIEHEERTRERFIHERSRT DNS iCKH Subject & A&,

E BT RBE FHAF R AR B IRRIRES,

o RANEEMAMANANMEMERE
HUURERRBER DNS i05%, HHEIEMBEERERBEFMEN P #Hik (VIP),

It SRS A T R AR R s/ BU MR BT

o NEANNAEERMLTRE
FRERBINEEHKRES VIP WEREREENE NENARFUE—D DNS L%, X1 DNSIE

LS TIRERHBE M DNS 105,

o NEANNARLSBEEBMLRE

1 - IE, BFEREERIENNARFIIREFIKMIRN VIP FB IR BHERN
VIP,

2. ERERRENRERENG BN ARFOE— DNS LXK,

3. BENANRELZE, SHREASLKAIBEEREKASIN VIP, ARERKRERATIRE
EXEREERHI VIP,

4. ZHIBINEMMAE BREFIRES VIPFRER S, ERMARMSRENEER NIE,
o ETHPMEANARFREEER

A LSRR, EWLUTIEM FIEKEY TCP/IP iRk, LMENTIE XA FHEERAMLRE.,
RFEEEERENMLARE ATl AP B ERANEERTE,

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/security_and_compliance/#replacing-default-ingress

B 4T MLERE

. E-IRE, BTFRREEREIENNARFIRERISHSF VIP MBI R HRERN
VIP,

. ERERARENREFR NS NE I ARFOEZ— DNS 8%,

BENEAMRIERXE, BERATERLEANRE (W WKEF ) BEZBRERRAZRHN
VIP, HREAKRERAIRERHRAZIN VIP,

. ERESMEEEME BRHIRHEN VIP, BEIMEREHATBIREEIRARMN VIP
J:o

13
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% 52 xF MIGRATION TOOLKIT FOR CONTAINERS (MTC)

MTC (Migration Toolkit for Containers) A LL1& LAy 4 22 (8] AL B B RSN FIRZFE TR LM
OpenShift Container Platform 3 5% %! 4.8,

BE
EFIREBEI, 1EEF OpenShift Container Platform 3 #1 4 Z [AIBIX 5 ,

MTC 24 7 — N ETF Kubernetes B E X HTRE web #HIBHM API, AIFEBIERESIER H&RIMENARRF
S AL [,

MTC #H 8 BRNREEBirSEEEHh, EALUEE MTC Operator £ OpenShift Container Platform 3 j&
SRR RR P REERIE,

MTC ZHPEIEMRER IR I B MK XXHRANRBEIREF A X, ETUERSS TERINME
FRIGHTF AN PSR,

OpenShift Container Platform 4 FEF RS B . ERLUERS B RE SN ITERZEFEIRERM
OpenShift Container Platform 3 E# %l 4, BREEEIBEEILETEAELHITRS BRIEE, W@
provision, deprovision = update, MIREETIHRSBERKIR, MTCBEHBERETR—FER.

5.1. KiE
& 5.1. MTC KiE
Ai& 3'8
TREERE MAER LN A RIEEE,
Bl AR TR BIBREE.
SHTGCE BT EREIBIRP S HE K. B Kubernetes X RN K7, HERTE
EAIBRNEEFRITIBENE Kubernetes X RN RIZHE,
B I8 PR A T RT LR R A SR B 1.,
ENER 1217 migration-controller pod 1 Web 5|5 M&EE, EHEESEEE
B, BXTEHEN,
FNERTEBE NI registry Bk EEI B,
R R TR BERREN, EXTRLEN,
LR EE— 124 migration-controller fR 551K 4 k2 Secret B E LK
Ro
IEREBREE—NMNTFHNRE registry BHAFEETBRHE,
AT Bk, B Kubernetes M RMERERHE RIS HIFMEE, AEMEHIEHZESS

=R =N

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#planning-migration-3-4
https://access.redhat.com/articles/5064151

& 53 XF MIGRATION TOOLKIT FOR CONTAINERS (MTC)

K& X

BEEET% FRAMBSEEMRERE IR BInER.
EEHGRIR BREZENMNRERHEHEIB ISR,

B EERS AEMMEENARFNERT, BERNGEHRBIRER.

% RIDITN BT RYA R E RSB RF L 8],

BT N RERERHEL, HERIBEBIREKE.
REER B R R ENF AN S FRAE R BRI M ARF RS,
ERER EREBRER—E5EKEERE.

V7 MTC web 2B h GEEEH,

5.2. MTC T

A LUER MTC web #EHIA 3K Kubernetes API 5 Kubernetes %R, FAMSHIENAL SR HK TS
E| OpenShift Container Platform 4.8,

MTC IR LLTFHR -
o TEERITHIPIBENMBZLEN,

o MAREMIEHEHMITR : & MTC IHaHAZEFIN, B©REHS1Z6H A2 R REKMAE N KRG
R, MARSH Pod. 74, MR—ANHREGZEEPEEEREREI], IDHRKHTE
BIONFEN DA —DEIR, MTC 2FH% XM TR,
plgn, =E£M ETXAR (SCC) B—MEFETERIVINGTR, RFKF (SA) BREETHE
ZEAIRAIB IR, IR MTC MBI B ZERIHFE SA, MTC R BIEIEEEER| SA KA
SCC, #E#%iX&L SCC, A, MTC 2EHHEIGBEFFAMBHNFALEFH.

ﬁ s
Y RIFHIR, TREFBEFNIBRIBEHNIEIR.

o HEXIR (CR) MBEE XFHRE X (CRD) : MTC 1E6p & 22 8] 5| B 5hiE# CR # CRD,
A MTC Web #ZHIE IR N ARES RUTSE !

1. ERMBESEFRE MTC Operator,
IR AR RIS B BB 1 [n] B9 = fRIFME H 5 Containers Operator &% Migration Toolkit,
TR BRI A LAIEA B BTN, M & Al LA R] registry BIEE(&  (mirror) .

2. REERIEMEE, X2 MTC ARIBEIER R EINREFE,
IR B VRERRF A & G ERN R ZIREIBIM A T FITR, EZRIMEAH, EELUER Multi-
Cloud Object Gateway (MCG). MMRERANKERS 2R, EBUIFERENARITEH CEFMERH
BIRZE TR &

15
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3. #E MTC web #2514 iR IEAER,
4. 7E MTC web HEI & s R ME I HAEE,
5. QESEBIT, SENUTREBTBRIZ—
o Copy: MTC BEUEMREREHIIEHFIE, BAEHEIHFEIREHEIE RER,
MBEEAEREHGTHRERSTE, IHERELERNREREHNIE

PREERE.
> Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MREBEHRENE—MEEE (B0 NFS) , FEBIRERE LAUIE—MERIX T
RBEM PV KR, AEEENERPETITRES, Tj_:ETT%ﬁqﬂl_ﬁE’prFﬁ&rﬁFﬁﬁ%ﬁﬁ
RAME—ZEE, TRV UBIRERE BrER N,

g%%% i
A AREH CEEEHIELEERF, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IZfTERIL, ERAUTETZ— :

stage AN I N AR FRIER TREESHIE B IrER.
MEBER RS RIZTT, UEEIRINASHBEEEFRT BN, 2T —1HEIMERES
RI4E 5 T F BOHRF AL A

e cutover RIFILREH LN ARRE, HNRERIBIINER.
A% @ IRAT LUERR Halt transactions on the source cluster during migration% %1% &,
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Replication
repository

MyApplication

Kubernetes

objects
]
Backup Restore
PV1 PV 2 l
MyApplication ir_““""ﬂi Internal images ir"""““‘i MyApplication
Kubernetes I Velero i Velero i Kubernetes
objects ' ! ! ! objects

PV1 PV2 OpenShift PV1 PV 2
Container Platform

Migration API

Internal images Internal images

Source cluster Target cluster

53. X FHUERERAE

Migration Toolkit for Containers (MTC) ZFFFHIBMIREE TB EI B IR 4 RS FIRREBIBR S F
Bk, WELLERSES TEMIMEFHZENFEENE SR,

531 XHRFZEHHE
MTC TESMIBXHMBRERSHITISHIFIEE, FMIPESHIT BIRER,

SRS BTG Restic JHTFIBSTR, M Rsync T ERSTH,
% 5.2. XHRGE M EMD

s PRI
o HKHAILIETRANFME. o LLIRIBEFIAEIE,
o A S3 FHEMI I, o FENBERL AR TEREMRE,

e (M checksum JIEHIE (A3%E)

o REHBIN, XRLERSMEE.

Restic #1 Rsync PV IR 1% Z#H PV {2 volumeMode=filesystem, 73%#HE X%
435E#% £ A volumeMode=Block,

17
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5.3.2. (REREHIAE
MTC [REHBENRBES S ZHNENESICFE, BETEEELRE.
IREBE A 7A R FHF Amazon Web Services, Google Cloud Provider #1 Microsoft Azure,

& 5.3. RIRE 75 EBE

s BRI

o EXHRGERISIER, o LHNEBIZHEIRR,
o SR THRRNEHIE.
o R TRA—AIENKE.,
o SHWINERBRMNEFHE,
o FHERMMESIRBHRE,
o FXREELIH.

5.4. ERBIBMERGRIN
EALERBEEIE (DIM) MEESIEH (DVM) BHEHRIEEREMWRERSTHE B T,

MREERCT AR T ARMNT RZ1T DVM, EIRAREKKI, REBH pod TEVFFAMSERE
EHQ

DIM #1 DVM BE BZeyae i, R NWBIR T4 MRER &0 E R0 ZE LU KR ME FITF IR E 2
BRERERIHREF I, HA Rsync (CHIEUE,

DIM #1 DVM A8 Efb e )1 &4,

18


https://rsync.samba.org/

2 6 E L% MTC
&8 LLTE OpenShift Container Platform 3 #1 4 %% MTC,

£ Operator Lifecycle Manager £ OpenShift Container Platform 4.8 L &% T MTC Operator f5, &
A LAFE OpenShift Container Platform 3 EFEhZ%&|HA MTC Operator,

ZKILNER T, MTC web #2440 Migration Controller pod £ Bir&EEEF121T7. EALIEE Migration
Controller B E Y FR/FH R RSS2SR HiZ1T MTC web #2545 %1 Migration Controller
pod.

REMTCfE, B EN REMUBESHIFMEE,
EHE MTC, ESHEE MTC FMHIR TR,

6.1. RAMEIEF

IRZREE S OpenShift Container Platform R A FEAM MTC,

7 L
B¥EA&
OpenShift Container Platform 4.5 X B B iR A&,
WRES
OpenShift Container Platform 4.6 R E#HIR A,
IB Operator
X E SR TR MTC Operator,
P operator
X ELAR A % 1TEY MTC Operator,
PEISERE
54T MTC #5128 70 GUI FUEREE,
ILIREERY
21T Velero HIER YIRS B 175E8f, Control Cluster i1 Velero API Sif2&EEH@ 15, UIKDhER,

* 6.1. MTC &AM : MESITFEETR

OpenShift Container Platform 4.5 (& OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC 1.7z

|BhR 1.7 ;25 %F : 7 operator.yml xX# &M OLM &%, %17/i:& release-v1.7
FHhRE,

o I
Nesd AR B R AL S I S B
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https://access.redhat.com/articles/5064151
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-uninstalling-mtc-clean-up_installing-3-4
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EREEERT, MAMRETRERELEMREFEEITIBRHEZ S RWEMER, B
N, LBMAEREY OpenShift Container Platform 3.1 & TR B = EIMEHHIIIA OpenShift
Container Platform 58}, , ISR IEERE OpenShift Container Platform 3.1 5
E¥Q

SFFMTC17, NR—DERREHR M REITMIEESEEERATEIE, H#EM crane
tunnel-api &5,

SFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE VIEHISE
B, BREXMIBERLT, TRIFBMANEREE VERER, FRIFEMEHERITE
SN

6.2. 7T OPENSHIFT CONTAINER PLATFORM 3 %4 |HBY MTC
OPERATOR

& A LAFE OpenShift Container Platform 3 £ F )& 4&|HH MTC Operator,

FRFM

it =

20

WIERIEFTESEEH RS cluster-admin FFRI A F &%,
IR R registry.redhat.io,
W% podman ,

IO —DEHRIT secret, FREERFKHFNENT R,

. ERENIER S sk - &R E registry.redhat.io :

I $ sudo podman login registry.redhat.io

. FIALLF 894 T operator.yml {5 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

i ALLT 8945 T % controller.yml 3{4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

BREERER,
O UFSEBE AT LUTE registry.redhat.io T BDUGIE ¢

I $ oc run test --image registry.redhat.io/ubi8 --command sleep infinity

|8 MTC Operator X[ &R H# Migration Toolkit:


https://access.redhat.com/solutions/3772061

I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& BT LL 2B Error from server (AlreadyExists) 52, ©f12H MTC Operator N ERHRA
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

7. A3 MigrationController ¥ £ :

I $ oc create -f controller.yml
8. 41 MTC Pod @& IEEIATT :

I $ oc get pods -n openshift-migration

6.3. £ OPENSHIFT CONTAINER PLATFORM 4.8 %% MTC
OPERATOR

& BT LUEF Operator Lifecycle Manager 7£ OpenShift Container Platform 4.8 £ %% MTC Operator,

FeREH
o WWIlERTEFASEFESR cluster-admin F BRI 7 &%,

it

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators » OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. %% Migration Toolkit for Containers Operator 3 52 Install,

4. Rifi Install,
1E Installed Operators 7T/, openshift-migration B A& HINIRE N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,

21
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6. 7 Provided APIs T, #(Z| Migration Controller i/, B Create Instance,
7. mii Create,

8. | Workloads - Pods E4iiE MTC pod IEFEIZ1T .

6.4. NEEE

XfF OpenShift Container Platform 4.1 R ERMRA, EI1E %S Migration Toolkit for Containers
Operator &, 7E MigrationController B E X R (CR) ;R HEENRIE, FNXLERATZHFREETH
8 proxy X &,

%7 F OpenShift Container Platform 4.2 | 4.8, MTC SMEAELEEERMREBNE, NMREEZELIEEH
HREKE, JLUERNESH,

6.4.1. EEEI®

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B RSB RIRR o

IMREMRIEREMRERDIT DVM, EBHIEE— TCP I8, ZRIEBaE4H Z T ERLE, F
ERFEABECH SSL IFPMIER T84 SSL 7%, Stunnel RIEE R AR IBARAI,

6.4.1.1.DVM K TCP R iX &

me Ll TCP RIBFERM BrEE 2 A X B B E#, F1E MigrationController CR FEZE
stunnel_tcp_proxy LERFEANRIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

EESTIROVMRAZHRENERZHEIE, 4, DVM GERFaERE 5 TCP kMR E, &
man-in-the-middle X B HTTP/HTTPS REBTAIERE TF, NAMEESCHEMRETEARZFILIT
. At, DVM HIRIBHEERS MTC A E LHREEERE,

6.4.1.2. Wt fEHE TCP REMmMAR HTTP/HTTPS {E ?

&A@ OpenShift BEETEIRF B Ar5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i, F@ N8R /78 sk (L s,

OpenShift REIEESEE HTTP/HTTPS RE@EE man-in-the-middle B #1TEE, HAbellHESD

B TLS IG5 ARG B IE, B2, XAEAT Stunnel, Stunnel EXRREBARGEEH TLS &1F, &
A EFERERH N —NERNRRE, RIF|REFELRL TCP #EE, HIt, X JifER TCP RIE,

6.4.1.3. B 8

IR KM F E R Upgrade request required (51%
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B 6EREMTC

% EHEsEH SPDY VM AEL2 pod FIITER T, WRIZEREFN TESASIH SPDY WX BIBL X
wig, SIRERIRNITENTERG S, TR EWFH I REEES Upgrade request required, Il
RAZE : FEAZR SPDY MK E,

PR T ¥ SPDY il 4, KERSRH NEL L TF Upgrade HTTP FRk & 45 API IRSS 25, B/ IRE AL
WL ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEERBREXW, HE
T~ HE{E S Upgrade request required, I f2RA R : BERAEEL L Upgrade 1k,

6.4.2. 7R R (L M 45 SR

OpenShift ZIFIRIBEE FERIMLIEMSE, BREIFE NetworkPolicy 3% EgressFirewalls B &, 0REM
B RCERBHR M & 2 BE R LRGN REREIZE] pod, FREIATEERIETH T EH{Z1EE] Rsync pod

R E,

TERMBIREEE L2178 rsync pod 713810 OpenShift Route #HE E#., A IIAR NetworkPolicy =5
EgressNetworkPolicy T SRECE H MixX L& £ R %I B 5h#ERR Rsync pod.

6.4.2.1. NetworkPolicy Eci&

6.4.2.1.1. 38 Rsync pod M O E

fNR IR B bréy & 22 A Y NetworkPolicy 2B RR L X F R BIRRE, BRI LUERA Rsync pod BOME—HR
ZERATFHORENEEZ R, LUTRERITFRBMAZEAF Rsync pod WFAFE H ORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

6.4.2.1.2. Bl Rsync pod WA OFE

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

23
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6.4.2.2. EgressNetworkPolicy Bt i&

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFREIEBEFEENEORE,

5 NetworkPolicy *f RA [, egress Firewall EI B T, EHEERTFHRAZEFRARBAAAE pod.
Ik, Rsync pod BJME—FRZE R &R A Rsync pod B Rsync pod 422, {HE, EaILUFRER S BirERE
B CIDR SEFEIRINEIZRBRH Allow FLUNIAR, LUER] LUE R NSRS 2 (AKX B B i %,

RIEFTE Egress Firewall BUSEEE, AT LURINEMERFH CIDRSERRAVFIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

6.4.2.3. 4 Rsync pod B2 @M 54

Y PVC ERHEEEMET, WA LUET R supplemental ZH5INE Rsync pod E X EECE X Z BRI R], LA
& pod SRUFIHIA -

5 6.2. Rsync pod M inZHEf

Default (BRil)

src_supplemental_g F#&Fs RNXE FAFI&E Rsync pod FJLL
roups ES ORI AR
target_supplemental F7F&$ RNXE B#r Rsync pod B4, LA
_groups oAbl SIS R4 TIES

FETHI
A LLE # MigrationController CR, LUE JiX L4 FE2HiS B :

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

6.4.3. B E{CHE

FeREH
o YEREMASERFTER cluster-admin R 7 &%,

Y=
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1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIHBH stunnel RI2 URL,
© EHRARENBIREA. B, 1P i HMmRL% CIOR KESHRIIE,

EEETEmNL . LU CEFiE, F130 0 .y.com EE x.y.com, {BREE y.com, FEMH * ?IXfiA
BMtST AR, RET BT REIEERELREH networking.machineNetwork[].cidr
FETE LB worker, IS ENIRINEILLTIZRA, LA b8 A,
NRKXE httpProxy #1 httpsProxy FE%, It FRRF 1 28K,

3. 15 #1%72 1 migration-controller.yaml,

4. NFAEHBLER ¢

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLEESRISEHNE,

6.5. Il B & HlFEE

BN RIFHECE N REERIFMHZE, MTC HBEMRERERIIEREFMHEE, REMEHEMEE
SR BirEEE.

MTC ZHRFHEEMRERIZ I B IR XX REFRBEIEEH %, BRALUERES FEMNIMNR
F RGN FEH N BRI X,

XEFLATFEMEN RS -
o LZRIRMRK (MCG)
® Amazon Web Services (AWS) S3
® Google Cloud Platform (GCP)
® Microsoft Azure Blob

o BEMA S3NRMENM, FIA0 Minio 3 Ceph S3
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6.5.1. R
o FRASEREER Y B AN & 704 A B 7N 6] W7 R 2% 17 [RIFUR,
o INRMISRIBIRS BRSNS HESIFEEERER, BOFBERERT NS SIFEE,

6.5.2. BEEZ AT RMX

& BI LLZ24E OpenShift Container Storage Operator, F4$— Multi-Cloud Object Gateway (MCG) 7
fi#HBECE N Migration Toolkit for Containers (MTC) BYE &I,

6.5.2.1. Z% OpenShift Container Storage Operator

& LLM OperatorHub &% OpenShift Container Storage Operator,

it =

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators —» OperatorHub,
2. {£F Filter by keyword (&fIf} OCS) K&k OpenShift Container Storage Operator,

%% OpenShift Container Storage Operator 35 Install,
7 — Update Channel. Installation Mode #] Approval Strategy.
5. mif Install,

1E Installed Operators TIE®, OpenShift Container Storage Operator & HI7E openshift-
storage B H, KEH Succeeded,

6.5.2.2. ] Multi-Cloud Object Gateway i1

& A LLBIJE Multi-Cloud Object Gateway (MCG) Fi#EMBEE LR (CR) .

it =

1. &%ZF] OpenShift Container Platform 2% :

I $ oc login -u <username>

2. FRALLTRAGIZE NooBaa CR 2B+, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: <noobaa>
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:

26



requests:
cpu: 0.5 g
memory: 1Gi

QO TR KR, ERLUSERN 0.1,

3. fi|# NooBaa ¥ % :

I $ oc create -f noobaa.yml

4. FRAMUTRAENR BackingStore CR ECE X, bs.yml :

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <mcg_backing_store>
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: <volume_size> g
storageClass: <storage_class> 6

type: pv-pool
ﬂ EEFAMSLPNBHE.
@ fsEBmAA, BN 50Gi,
© e, mgp2.

5. /% BackingStore X% :

I $ oc create -f bs.yml

6. FALLTARAME BucketClass CR EZ& X1+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <mcg_bucket_class>
namespace: openshift-storage
spec:
placementPolicy:
tiers:

1k

Wt

P

27



OpenShift Container Platform 4.8 Mik% 3 :T# % 4

- backingStores:
- <mcg_backing_store>
placement: Spread

7. 1I]E BucketClass % :

I $ oc create -f bc.yml

8. AL THRALIE ObjectBucketClaim CR EZ&EX 4, obc.yml :
apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
name: <bucket>
namespace: openshift-storage
spec:
bucketName: <bucket> ﬂ

storageClassName: <storage_class>
additionalConfig:
bucketclass: <mcg_bucket_class>

Q ILKFE MTC web 12 & FR AN E B 77 i R B0 R iR R R,

9. fl|# ObjectBucketClaim X% :
I $ oc create -f obc.yml
10. Ws¥E ¥R GRS A2 LUSIE ObjectBucketClaim BUA 75455 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28

N REFHERUTE, HERERIFEZERNE MTC web #HI AR FE2IXL(E

o S3imM:
I $ oc get route -n openshift-storage s3
® S3 provider access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_ACCESS_KEY_ID }}' | base64 --decode

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_SECRET_ACCESS_KEY }}' | base64 --decode

6.5.3. fic® Amazon Web Services S3
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B 6EREMTC

IR AT LU Amazon Web Services (AWS) S3 FHEMBECE N Migration Toolkit for Containers (MTC) B
SH B,
SeRF M
o AWS S3 il AT = LARR AN B AR & RF VT 1A,
o 1RWMINZERT AWS CLI,
o MREFERIRBRERTE
o ®AEFTIA] EC2 Elastic Block Storage (EBS).
o R B IRERF LA TR — X,
o RFBIrERLINBEBHEBNEIEE,
o HFHEMISIREHRE,

b =
1. DI AWS S3 1FhiE#E -

$ aws s3api create-bucket \
~-bucket <bucket> \ @)
--region <bucket_region> g

Q 1BE S3 FhEA &,
Q 1E%E S3 MK, fI40 us-east-1.

2. Q& IAM B F velero :

I $ aws iam create-user --user-name velero

3. & EC2 EBS TRIBEERR :

$ cat > velero-ec2-snapshot-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{

"Effect": "Allow",

"Action™: [
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots”,
"ec2:CreateTags",
"ec2:CreateVolume",
"ec2:CreateSnapshot",
"ec2:DeleteSnapshot”

1,

"Resource": "*"
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]
}
EOF

4. N—NEFA S3 FHEROIE AWS S3 15| 5RHE :

$ cat > velero-s3-policy.json <<EOF
{
"Version": "2012-10-17",
"Statement”: |
{
"Effect": "Allow",
"Action™: [
"s3:GetObject",
"s3:DeleteObject",
"s3:PutObject",
"s3:AbortMultipartUpload”,
"s3:ListMultipartUploadParts"
I,
"Resource": [
"arn:aws:s3:::<bucket>/*" 0

]

"Effect": "Allow",
"Action™: [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:ListBucketMultipartUploads"
1,
"Resource": [
"arn:aws:s3:::<bucket>"

]
}

]
}
EOF

RF A — S3 FEREI AR, IHEEFHERAN. ERTIME AWS S3 Fi#iEN
WIFAR, 1HHEE * MARFHRAMN, WTFHIR

it Bl

"Resource": |
"arn:aws:s3:::*"

5. F EC2 EBS RE&HI ANE! velero :
$ aws iam put-user-policy \
--user-name velero \

--policy-name velero-ebs \
--policy-document file://velero-ec2-snapshot-policy.json

30



6. T AWS S3 SKE&HMIINZE! velero :

$ aws iam put-user-policy \
--user-name velero \
--policy-name velero-s3 \
--policy-document file://velero-s3-policy.json

7. 7 velero &1/ R % 45A :

$ aws iam create-access-key --user-name velero

{

"AccessKey": {
"UserName": "velero",
"Status": "Active",
"CreateDate": "2017-07-31T722:24:41.576Z",
"SecretAccessKey": <AWS_SECRET_ACCESS_KEY>, ﬂ
"AccessKeyld": <AWS_ACCESS_KEY_ID> 9

}
}

i AWS_SECRET_ACCESS_KEY #1 AWS_ACCESS_KEY_ID, &7 LU FEiEF AWS 7
-k & F6E %,

6.5.4. it & Google Cloud Platform

IR B LI Google Cloud Platform (GCP) Fi# 8 EBCE N Migration Toolkit for Containers (MTC) FIE &l &
[,

FRFM
o AWS S3 T# it i AT LA#RR ] B R s B 7 7).,
o WNREKT gsutil,
o MREHEMRBESTIE -
o JRIMBIRER VI TR — X1,
o RFMBEMNEERYINEEHERNEEXL,
o FHERBISREBRE,

ik
1. &xE gsutil:
I $ gsutil init
i Bl

Welcome! This command will take you through the configuration of gcloud.

Your current configuration has been set to: [defauli]
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32

I To continue, you must login. Would you like to login (Y/n)?
%iE BUCKET Z £ :

I $ BUCKET=<bucket> )

QOQ-==izwais,

DT

I $ gsutil mb gs://$BUCKET/

. % PROJECT_ID Z£XE NERERIIE :

I $ PROJECT_ID="gcloud config get-value project’

. {2 velero IAM BRZ T

$ gcloud iam service-accounts create velero \
--display-name "Velero Storage"

. fil SERVICE_ACCOUNT_EMAIL % £ :

$ SERVICE_ACCOUNT_EMAIL="gcloud iam service-accounts list \
--filter="displayName:Velero Storage" \
--format 'value(email)”

. fi2 ROLE_PERMISSIONS %' £ :

$ ROLE_PERMISSIONS=(
compute.disks.get
compute.disks.create
compute.disks.createSnapshot
compute.snapshots.get
compute.snapshots.create
compute.snapshots.useReadOnly
compute.snapshots.delete
compute.zones.get

)

8. f|i velero.server BE XA :

$ gcloud iam roles create velero.server \
--project $PROJECT_ID \
--title "Velero Server" \
--permissions "$(IFS=","; echo "${ROLE_PERMISSIONS[*]}")"

9. NIWBRM IAM KEEHE :



$ gcloud projects add-iam-policy-binding $PROJECT _ID \
--member serviceAccount:$SERVICE_ ACCOUNT_EMAIL\
--role projects/$PROJECT_ID/roles/velero.server

10. E# IAM BREMKF -

1k
i
i

I $ gsutil iam ch serviceAccount:$SERVICE_ACCOUNT_EMAIL:objectAdmin gs://${BUCKET}

. FF 1AM BRSSP OB R 72 B 24 50 B Sk 89 credentials-velero U4 :

$ gcloud iam service-accounts keys create credentials-velero \
--iam-account $SERVICE_ACCOUNT_EMAIL

A LUFE A credentials-velero XIS GCP i E 511G,

6.5.5. fidi& Microsoft Azure Blob

& LU Microsoft Azure Blob 7% R 23EC & v Migration Toolkit for Containers (MTC) BIE#I 6%,

FERFH
o RWIEH Azure FHEMK

o MMM ERET Azure CLI,
® Azure Blob TFfif & 28/ AT AR AN B R B 17,
o INREFERRBEFISE :
o SEM BB TR — K,
o RFIBMEKENIEEHERNEMHE,
o FAMNMSREBHRE
iz

%i& AZURE_RESOURCE_GROUP % £ :

I $ AZURE_RESOURCE_GROUP=Velero_Backups
2. A& Azure TR :

I $ az group create -n $AZURE_RESOURCE_GROUP --location <CentralUS> ﬂ
ﬂ BEME.
3. & AZURE_STORAGE_ACCOUNT_ID Z£ :

I $ AZURE_STORAGE_ACCOUNT_ID=velerobackups

4. BIJE; Azure FFHEMK T -
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$ az storage account create \
--name $AZURE_STORAGE_ACCOUNT_ID \
--resource-group $AZURE_RESOURCE_GROUP \
--sku Standard_GRS\
--encryption-services blob \
--https-only true \
--kind BlobStorage \
--access-tier Hot

5. ¥%{& BLOB_CONTAINER %5 & :

I $ BLOB_CONTAINER=velero

6. Q8 Azure Blob FiER2: :

$ az storage container create \
-n $BLOB_CONTAINER \
--public-access off \
--account-name $AZURE_STORAGE_ACCOUNT _ID

7. 7 velero GRS EARFEIE :

$ AZURE_SUBSCRIPTION_ID="az account list --query '[?isDefault].id"' -o tsv" \
AZURE_TENANT_ID="az account list --query '[?isDefault].tenantld’ -o tsv" \
AZURE_CLIENT_SECRET="az ad sp create-for-rbac --name "velero" \
--role "Contributor" --query 'password' -0 tsv' \
AZURE_CLIENT_ID="az ad sp list --display-name "velero" \
--query '[0].appld’ -0 tsv’

8. 1E credentials-velero S {4 F 1R FARSS EAHMEIL :

$ cat << EOF > ./credentials-velero
AZURE_SUBSCRIPTION_ID=${AZURE_SUBSCRIPTION_ID}
AZURE_TENANT_ID=${AZURE_TENANT_ID}
AZURE_CLIENT_ID=${AZURE_CLIENT_ID}
AZURE_CLIENT_SECRET=${AZURE_CLIENT_SECRET}
AZURE_RESOURCE_GROUP=${AZURE_RESOURCE_GROUP}
AZURE_CLOUD_NAME=AzurePublicCloud

EOF

R A LUFE A credentials-velero ST Azure SINH & FITE %,
6.5.6. ML TTIR
e MTC I

o XTHEEHTE
e £ MTC web & RIS HF k%

6.6. H1# MTC FHHR &R
el LUENE MTC, FtRE TR EIEE RS,
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fitlk& velero CRD & MEEFHFEFR Velero,

FeREH
o M HLLER cluster-admin F R 19 & %,

iz
1. HIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRNEESEHETIR :

e migration B7E L HIREE Y (CRDs) :
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io")
e Velero CRD :
I $ oc delete $(oc get crds -0 name | grep 'velero')
® migration £ A :
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io')
® migration-operator £E¥AH :
I $ oc delete clusterrole migration-operator
e velero REAE :
I $ oc delete $(oc get clusterroles -0 name | grep 'velero')
® migration £ A BIE :
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator B A BHIE :
I $ oc delete clusterrolebindings migration-operator
e velero £ ABHE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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B 78 AERRMLAIMER LR MTC
fRe] LU AT L T IR IR ZIRMZEIME AR OpenShift Container Platform 3 #1 4 E%&24& MTC :

1. BB BE&H Operator B3%,
bt F2 26— mapping.txt X, HAEE registry.redhat.io FHRFIEHIEEE registry BE
Rz B HIBRSY, TERERF A ZLE Operator & mapping.txt X4,

2. {# /A Operator Lifecycle Manager £ OpenShift Container Platform 4.8 Bir5& L &% MTC
Operator,
ZILNER T, MTC web #2440 Migration Controller pod £ Bir&E 1217, EAILEE
Migration Controller B & X FR)5 R RE R S0 2 R HIZ1T MTC web #HIAT
Migration Controller pod,

3. FEAMSITRELE OpenShift Container Platform 3 JR&EEE L% /HAIMTC Operator,
4. BEBEXNREM, LRIESHEWEE,
FHE MTC, 1ESHEE MTC FMR R,

7). KR MER

IR LS OpenShift Container Platform R A AM MTC,

38
B¥ES
OpenShift Container Platform 4.5 X B B iR A&,
TS
OpenShift Container Platform 4.6 R E#HIAR A,
IB Operator
X E SR IR MTC Operator,
X operator
X ELAR A % 1TEY MTC Operator,
PRISERE
BT MTC #5128 70 GUI BUEREE,
R
21T Velero MIER IR B 175E8f, Control Cluster i1 Velero API Sii2 8@ 1S, UIKDhER,

K 7.1 MTC # A : MEGTERTIR

OpenShift Container Platform 4.5 (& OpenShift Container Platform 4.6 s{&

BhRA =R

36
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B 7 E EZRMEIERLZE MTC

OpenShift Container Platform 4.5 (& OpenShift Container Platform 4.6 s{&

BhRA =R

FaE MTC fRA MTC1.7.z MTC1.7.z
|BhR 1.7 ;258 %F : 27 operator.yml xX# &M OLM &%, %17/i& release-v1.7
FHRE.
X<\
Ly EE
(KX
N SR BE T e SIS B,

EEESRT, WMAMRETERELEMREFEEITIBRHEZ S RWEMER, B
N, LBMAEREY OpenShift Container Platform 3.11 £ E: TR B =EIMEHBIIIA OpenShift
Container Platform &8}, , IMAEEFTIEEREE] OpenShift Container Platform 3.1 &
E¥Q

SFFMTC 17, IR—DERREHR MRS E S ERATEIE, HEM crane
tunnel-api &4

AFIERE (stable) B9 MTC Z4ThRA, RARENIZIBARRINAERERIEE HIEHISE
B, BREXMIBERT, TRFBMANEREE VERER, FRIFEMEHERITE
SN

7.2. 7£ OPENSHIFT CONTAINER PLATFORM 4.8 £ &% MTC
OPERATOR

& AT LAE A Operator Lifecycle Manager 7E OpenShift Container Platform 4.8 £ %% MTC Operator,

SeREH
o WIFREFRESEEHESR cluster-admin FRAIF 7 &%,
o RAIMAM registry AR BIE Operator B %,

it =

1. £ OpenShift Container Platform Web #£#|& 7, mifi Operators - OperatorHub,
2. {¥F Filter by keyword FE& & #%k MTCs Operator,
3. % Migration Toolkit for Containers Operator 3 = Install,

4. =il Install,

1E Installed Operators TI/H1, openshift-migration B A& HIIRES N Succeeded B9
Migration Toolkit for Containers Operator,

5. = Migration Toolkit for Containers Operator,
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6. 7 Provided APIs T, #£Z| Migration Controller i3/, = Create Instance,
7. Rifi Create,
8. | Workloads - Pods E4iiE MTC pod IEFEiZ1T .

7.3. 7 OPENSHIFT CONTAINER PLATFORM 3 %4 |HHY MTC
OPERATOR

&\ LAFE OpenShift Container Platform 3 £ F )& 4&|HH MTC Operator,

FoRFM
o WERERASEFTEE cluster-admin FRBIFEF &%,
o R IA registry.redhat.io,
* W& %E podman ,
o RO —NEHRT secret, FNHERIBILEHFNENT R,
o BNAE—NEMEFARR Linux TYEiEF BEM registry.redhat.io T #3014,
o IRWBIE Operator B XMIRIR 5K,

o {EWJIM OpenShift Container Platform 4.8 fi§# Operator B k%% MTC Operator,

i =
1. FEREMLIIEER 1~ Mubk - EFiE registry.redhat.io :

I $ sudo podman login registry.redhat.io

2. FIALLUT 64 T2 operator.yml ST{4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

3. HIALLF 64 T # controller.yml {4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

4. JETLL TSR IREX Operator FRIRMET :

I $ grep openshift-migration-legacy-rhel8-operator ./mapping.txt | grep rhmtc

mapping.txt X274 Operator BRFFITHKI AIEM, HiHERT registry.redhat.io 5if%k
BB R registry iz [A] HIBR ST,

it Bl
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B 7 E EZRMEIERLZE MTC

registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8
a=<registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-operator

5. 7f operator.yml XX {4/, “/y ansible #1 operator A2 E#7 image 16, 3% # REGISTRY /& :

containers:
- name: ansible
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> 0

- name: operator
image: <registry.apps.example.com>/rhmtc/openshift-migration-legacy-rhel8-
operator@sha256:
<468a6126f73b1ee12085ca53a312d1f96ef5a2ca03442bcb63724af5e2614e8a> g

env:
- name: REGISTRY
value: <registry.apps.example.com> e

WEEEE’\J%{% registry #1 Operator £ {&89 sha256 {E.,
9 B ERAIIRIR registry,

6. ERETIRER,

7. | MTC Operator X} &R # Migration Toolkit:

I $ oc create -f operator.yml
=1

namespace/openshift-migration created
rolebinding.rbac.authorization.k8s.io/system:deployers created
serviceaccount/migration-operator created
customresourcedefinition.apiextensions.k8s.io/migrationcontrollers.migration.openshift.io
created

role.rbac.authorization.k8s.io/migration-operator created
rolebinding.rbac.authorization.k8s.io/migration-operator created
clusterrolebinding.rbac.authorization.k8s.io/migration-operator created
deployment.apps/migration-operator created

Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-builders" already exists
Error from server (AlreadyExists): error when creating "./operator.yml":
rolebindings.rbac.authorization.k8s.io "system:image-pullers" already exists

& LA 2B Error from server (AlreadyExists) S 2. ©f1=2H MTC Operator iy R HiiR A
#J OpenShift Container Platform 4 Q2 FTRIEM B, XL FRELIEMMA R ERE,

8. f/& MigrationController X% :
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I $ oc create -f controller.ymi
9. %iE MTC Pod @& IEEIRTT :

I $ oc get pods -n openshift-migration

7.4. KA E

X F OpenShift Container Platform 4.1 R ERRIARA, EiFERE Migration Toolkit for Containers
Operator f&, 7E MigrationController B & X iR (CR) B ARENRE, EANXLERARNZHEETH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 £l 4.8, MTC Ak AEESEHMREBIXE, MREBEZSIESCH
HAEIZE, ALUEMRIESH,

7.4 BEEETR

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiEh n B VRSB RRR o

MREMREFERERINIT DV, ERE— TCP R, ZRERELRKZMTERLE,
ERERABECH SSLIEBBIER T A SSL ##. Stunnel KR Z R ERYRA,

7.411.DVM 9 TCP K Ei%iE

R LLE TCP RIBEIRM Birse B A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy ZERERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

BESIBOVM A FHRENEXRFMHEIL b4, DVM (UER T AZMAMEH TCP ERMNKE, #
man-in-the-middle X FRE) HTTP/HTTPS RIRTDEAE R TIF. HANEKEEHMNERT R ZFIT
Ho Eith, DVM MKIBLERS MTC R E LMK ET R,

7.41.2. H+ 4 EH TCP KEBMAR HTTP/HTTPS A B ?

&R L@ OpenShift BEETEIRF B Ar5REE 2 [Fi21T Rsync 3R/ DVM, SREi@it TCP R (Stunnel)
%, ERER EZ1TM Stunnel 22515 BFR Stunnel B TLS i35, FH@ N8R /78 sk (L s,

OpenShift REYEEESER HTTP/HTTPS RIEBEE man-in-the-middle BX#1TEE, HbefllHED

B TLS 155N ERRSS 2. 1BR, XAERT Stunnel, Stunnel EXRRERGEEH TLS &1, &
A EFEREE N —NERNRRE, REREEEL TCP %k, AL, EA7iER TCP K,

7.4.1.3. BEHn)E

IR KM F E R Upgrade request required (51%
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TIRIEHIZRMEA SPDY HAEILEE pod AHATI DG, MRZEEFM TR AR SPDY Wil BIFE A
mig, SIRERIRNITENTERG S, TR EWFH I REEE S Upgrade request required, Il
RAZR : FEAZR SPDY MK E,

P& T 2 SPDY il 4, ERSRE NEL L F Upgrade HTTP FRk & 48 API IRSS 25, B/ IRE AL
WL ITFF 5 API AR5 2580 websocket i£#%, NIRA IR AIERE L Upgrade 773k, NEEBREXW, HE
T~ HE{E S Upgrade request required, Ihiff2RA R : BERAEEL L Upgrade 1k,

7.4.2. IR AL R

OpenShift ZFFRIBEBFFEAMMLSIEH, REIEEA NetworkPolicy 3% EgressFirewalls BIRE. fARE(
R RYIR 69 44 22 [ F L R AL B M 2SR 2R EI R pod, BREIFTEERTE TR T F2H{= L] Rsync pod

R E,

TERAM B IREEE L2178 rsync pod 713810 OpenShift Route HHEE#., AISIIAR NetworkPolicy =5
EgressNetworkPolicy T RECE H MixX L& £ R %I B 5h#ERR Rsync pod.

7.4.2.1. NetworkPolicy B2 i&

7.4.2.1.1. 328 Rsync pod N ORE

INR IR B bréy & 227 Y NetworkPolicy 2B RR L X F R BIRRE, B LUERA Rsync pod BME—HhR
ZRATFHORENEEZ R, LUTRERITFRBMAZAF Rsync pod WA H ORE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

7.4.2.1.2. Bl Rsync pod WA O E

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress
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7.4.2.2. EgressNetworkPolicy ACi&

EgressNetworkPolicy %/ 5=k Egress Firewalls & OpenShift f45&, FAFRELEBEFEENEORE,

5 NetworkPolicy Xf RA[Fl, egress Firewall TR B T, EHEERTFHRAZEFRARBAAE pod.
Ik, Rsync pod BJME—FRZE R &R A Rsync pod B Rsync pod #4122, {HE, EaILUFRER S BirERE
B CIDR SEFEIRINEISRBEH Allow FLNIFR, LUERT LAE RN EEEE 2 A X B B i i,

RIEFTE Egress Firewall BYSEEE, AT LURINEMERFH CIDRSERRAVF I E R ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

7.4.2.3. 3 Rsync pod B¢ & #M £ 4H

L PVC FERHEZEMER, EA LB supplemental ZHI1E Rsync pod & X EECE X FHERIVIR], LA
& pod FEIFIHIA] :

5 7.2. Rsync pod BB inZH &

Default (BRil)

src_supplemental_g F#Fs5 RNXE FAFIE Rsync pod FILL
roups ES ORI AR
target_supplemental F7F&$ RNXE B#r Rsync pod B4, LA
_groups ESREIFh eI

FETHI
B LAE# MigrationController CR, LUE JyiX &4 FAH B :

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

7.43. EEERIE

FeREH
o YERTEMASEEFER cluster-admin F R 7 &%,

it =
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1. KEX MigrationController CR ;& ¥ :

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration
spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIHBH stunnel RI2 URL,
© EHRRENBIREA. B 1P i HEMmRL% CIOR KESHRIIE,

EEETEmNL . LU CEFiE, F130 0 .y.com EE x.y.com, {BREE y.com, FEMH * ?IXfiA
BMtST AR, RET BT REIEERELREH networking.machineNetwork[].cidr
FEYTE LB worker, I ENIRINEILLTIZRA, LA b8 A,
INRKKXE httpProxy #1 httpsProxy FE%, |t FRRF 1 28K,

3. 15 #1%72 1 migration-controller.yaml,

4. DFAEHBLER

I $ oc replace -f migration-controller.yaml -n openshift-migration

MBEZER, HEHLEESRISEHNE,

7.5. BEEER FIf71# %
RTINS A7 (AR PR R b, MTC MR MR RS HIBIS BT hE5, KB MBI

SRBIBIERE. NTF—PMRRMAGINME, SENRMX (MCG) ZMeE—RRNET,

MTC ZHRFHEEMRERIZ I B IR XX REFRBEIEEH %, BRALUERES FEMNIMNR
FRIGHTFAEH N PSR,

7.5.1. FoRE M
o FRASEREER NI B AN & 74 A B 7N 6] W7 RO 2% 17 (R FCR,
o INRMISRIBIRS BRSNS HESIFEEERGER, BULFBERRERT NS SIFEE,

752 EEEZ X RMXK

& BI LA 4 OpenShift Container Storage Operator, F4$— Multi-Cloud Object Gateway (MCG) 7
fi#HBECE N Migration Toolkit for Containers (MTC) BYE &I,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#nw-proxy-configure-object_config-cluster-wide-proxy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
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7.5.2.1. &% OpenShift Container Storage Operator

fEA LLM OperatorHub &% OpenShift Container Storage Operator,

MEEZER, 1S Red Hat OpenShift Container 771# : FEI/EHGEEE o BOkT FH1E 1B EER 4

it =

1. £ OpenShift Container Platform Web #£#|& 7, ifi Operators - OperatorHub,
2. {£F Filter by keyword (&fIf} OCS) K##k OpenShift Container Storage Operator,

%% OpenShift Container Storage Operator 35 Install,
i — Update Channel. Installation Mode #] Approval Strategy.

5. mifi Install,
1E Installed Operators TIE®, OpenShift Container Storage Operator & HI7E openshift-
storage B H, KEH Succeeded,

7.5.2.2. fll& Multi-Cloud Object Gateway 7= fi#H

& A LLBIJE Multi-Cloud Object Gateway (MCG) F#EMEBE LR (CR) .

it

1. &%ZF| OpenShift Container Platform ££% :

I $ oc login -u <username>

2. FRALLTRALIZE NooBaa CR EZE XX+, noobaa.yml :

apiVersion: noobaa.io/vialphai
kind: NooBaa
metadata:
name: <noobaa>
namespace: openshift-storage
spec:
dbResources:
requests:
cpu: 0.5 ﬂ
memory: 1Gi
coreResources:
requests:
cpu: 0.5 g

memory: 1Gi

QO TR KR, ERLUSEIN 0.1,

3. fl|# NooBaa %% :

I $ oc create -f noobaa.yml

4. EALLTRZELIE BackingStore CR EZE X1+, bs.yml :
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_container_storage/4.8/html-single/planning_your_deployment/index#disconnected-environment_rhocs

B 7 E EZRMEIERLZE MTC

apiVersion: noobaa.io/vialphai
kind: BackingStore
metadata:
finalizers:
- noobaa.io/finalizer
labels:
app: noobaa
name: <mcg_backing_store>
namespace: openshift-storage
spec:
pvPool:
numVolumes: 3 ﬂ
resources:
requests:
storage: <volume_size> 9
storageClass: <storage_class> 6

type: pv-pool
ﬂ EEFAMSLPNBHE.
@ fsEBHAA, BN 50Gi.
© EEEiEE, mgp2.

5. /& BackingStore X% :

I $ oc create -f bs.yml

6. FEALLTARAME BucketClass CR EZ&E XX+, be.yml :

apiVersion: noobaa.io/vialphai
kind: BucketClass
metadata:
labels:
app: noobaa
name: <mcg_bucket_class>
namespace: openshift-storage
spec:
placementPolicy:
tiers:
- backingStores:
- <mcg_backing_store>
placement: Spread

7. fl# BucketClass X% :
I $ oc create -f bc.yml

8. FALLTHALIE ObjectBucketClaim CR EZESC {4, obc.yml :

apiVersion: objectbucket.io/vialpha1l
kind: ObjectBucketClaim
metadata:
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name: <bucket>
namespace: openshift-storage
spec:
bucketName: <bucket> ﬂ
storageClassName: <storage_class>
additionalConfig:
bucketclass: <mcg_bucket_class>

Q ILKTE MTC web 12154 FRANINE B 77 i R B0 R iR R 5.

9. fl|# ObjectBucketClaim X% :
I $ oc create -f obc.yml

10. WsE R ORI A2 LUSIIE ObjectBucketClaim BUA 75454 Bound :
I $ watch -n 30 'oc get -n openshift-storage objectbucketclaim migstorage -o yaml'
XL RRERR 28

N REFHERUTE, HERERIFEZERNE MTC web #HI AR FE2XL(E

o S3ifM:
I $ oc get route -n openshift-storage s3
® S3 provider access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_ACCESS_KEY_ID }}' | base64 --decode

® S3 provider secret access key:

$ oc get secret -n openshift-storage migstorage \
-0 go-template="{{ .data.AWS_SECRET_ACCESS_KEY }}' | base64 --decode

7.5.3. Hth TR
e MTC IL{ER
o XTHIEEHAE
e £ MTC web & RIS H F k%

7.6. E# MTC HMR SR
el LUENE MTC, FHtRE TR EIEERE,

Y fF4 velero CRD £ MEEEEFRFERR Velero,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-mtc-workflow_about-mtc-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-understanding-data-copy-methods_about-mtc-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-adding-replication-repository-to-cam_migrating-applications-3-4

B 7 E EZRMEIERLZE MTC

FeREH
o MNFLLEH cluster-admin F R B9 &5,

it
1. MIBRARA £EEHH MigrationController B & S ¥ (CR) :

I $ oc delete migrationcontroller <migration_controller>

2. f#F Operator Lifecycle Manager £ OpenShift Container Platform 4 £ E1%; MTC Operator,
3. BT Ta%, MIRAMESETRHNEESEHETIR :

e migration B7E X HIREE Y (CRDs) :
I $ oc delete $(oc get crds -0 name | grep 'migration.openshift.io’)
e Velero CRD :
I $ oc delete $(oc get crds -0 name | grep 'velero')
e migration £8 A :
I $ oc delete $(oc get clusterroles -0 name | grep 'migration.openshift.io’)
® migration-operator £E¥A A :
I $ oc delete clusterrole migration-operator
o velero £ AR :
I $ oc delete $(oc get clusterroles -o name | grep 'velero')
® migration £ A BIE :
I $ oc delete $(oc get clusterrolebindings -0 name | grep 'migration.openshift.io’)
e migration-operator B A BHIE :
I $ oc delete clusterrolebindings migration-operator
e velero £ ABHE :

I $ oc delete $(oc get clusterrolebindings -o name | grep 'velero')
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’axy =
#B 8 & AH MTC
fRAI LA A Operator Lifecycle Manager 7& OpenShift Container Platform 4.8 E#% MTC,

IRET LOB T B 22 IHM Migration Toolkit for Containers Operator £ OpenShift Container Platform 3
EFHMTC,

“ o
MREALEI MTC1.3, EATHITEIN SR EFH MigPlan B E YR (CR)

8.1. 7 OPENSHIFT CONTAINER PLATFORM 4.8 A #% MTC

&AL A Operator Lifecycle Manager 7& OpenShift Container Platform 4.8 E#% MTC,

FeREZH
o mNILIEA cluster-admin R A F B9 &%,

it =

1. £ OpenShift Container Platform 2%l & A Sl ZE Operators — Installed Operators,
WFREEF N operator & 7~ Upgrade available K75,

2. = Migration Toolkit for Containers Operator,

3. = Subscription 732501, EIREEMENFHLERTE Upgrade Status 10 TR, Bl : ©FEE
£ 7R 1requires approval,

4. = 1requires approval, A5 Preview Install Plan,

5. AFJHAAFAHRMEIR, FH = Approve,

:@

6. IR0 Operators - Installed Operators T R G AKX TR, TKRE, KRER
Succeeded # Up to date,

7. = Workloads - Pods 3% MTC pod IEFE121T »

8.2. 1£ OPENSHIFT CONTAINER PLATFORM 3 EH% MTC

TRE LU F5) %% [HH MTC Operator, 7£ OpenShift Container Platform 3 EH% MTC,

FeRE M
o mNILLEA cluster-admin R A F B &%,

o BB IA registry.redhat.io,
* W& podman ,

it 3
1 BALTGS, ERMEMIIEES T MiGEiEE %5 registry.redhat.io :
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I $ sudo podman login registry.redhat.io

HIALLTF 69 T % operator.yml 344 :

+

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/operator.yml ./

1. BIALL T e85 & Containers Operator B Migration Toolkit :

I $ oc replace --force -f operator.yml
2. BiALLUF 64 migration-operator S EY R E| 0 LUZIEERE -

I $ oc scale -n openshift-migration --replicas=0 deployment/migration-operator
3. EIALLF 645 migration-operator SREY E R 1 LUSShERBFH N AEXN :

I $ oc scale -n openshift-migration --replicas=1 deployment/migration-operator
4. ¥ ALL R a4 32IE migration-operator EE 24K -

$ oc -o yaml -n openshift-migration get deployment/migration-operator | grep image: | awk -F
""" print $NF }'

5. BIALLTF @4 T # controller.yml ({4 :

$ sudo podman cp $(sudo podman create \
registry.redhat.io/rhmtc/openshift-migration-legacy-rhel8-operator:v1.7):/controller.yml ./

6. IZ1TA T 4% E 02 migration-controller X :

I $ oc create -f controller.ymi

7. MRIEZ B OpenShift Container Platform 3 S£EERINE] MTC web 12%IE, IITE web 12
wlEPREHRRSIKS S8, EAAIESMERF%RE openshift-migration i 22 ] :

a. WAL e & RRERAR S5 P &R

I $ oc sa get-token migration-controller -n openshift-migration

b. 7£ MTC web #ZH|& 7 5= Clusters,

. MR 118 Options ¥ H.31%E#E Edit,

(@]

d. 7E Service account token P Fh%i AFTAR 55K S hé
e. mifi Update cluster, #AJgmifi Close,

8. HIALLTF R REIE MTC pod @& ETEIZTT :
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I $ oc get pods -n openshift-migration

8.3. f MTC 1.3 #%: & 1.7

MREBSE MTC hRA 1.3.x AZEN .7, BB FT21T MigrationController Pod FI&E$H ) MigPlan B
E M FHR(CR)E#,

BF MTC 1.3 AR 77 indirectimageMigration #1 indirectVolumeMigration 5%, ©1{/17E 1.4 k89

BINMERD false, XERECDA T BEEFEGHGIBNERES TR, BTREWNRERIBER, ITHITH
TR Ready IR, BRIEFHXLESEIER N true.

FeREH
o MNHLLER cluster-admin F R 19 & %,

Pt

1. BXEZ21T MigrationController Pod HI5E%,

2. FXEX MigPlan CR ;&

I $ oc get migplan <migplan> -o yaml -n openshift-migration
3. BHUTSEE, HEStHREH migplan.yaml :
spec:
indirectimageMigration: true

indirectVolumeMigration: true

4. i MigPlan CR B LN FEXK :

I $ oc replace -f migplan.yaml -n openshift-migration

5. REXFEHHI MigPlan CR B R LUSIE RN -

I $ oc get migplan <migplan> -o yaml -n openshift-migration
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B9 E IiEBRAEIIR

1£{8 A Migration Toolkit for Containers (MTC) E# N REF TIEMHAET, HEFUTRETIR,

1. B
0 401 57 PR AR e 6 PO RAR 25 P2 S 5 AR 55515 OSSR e B, T 7P PEAR S5 A ER,
O MRIE R R M AERIVOR, WBSE R FERTEHIRE(,
OES PR T BARBPV). BEALRERETBI R,
O PV SRR A, LASIHTER PR ER S IR AT 9 B SRR R B0 1 5.

0.2. REEEE
O £33 EREFEHEEK,

O 2%%E T EMMIA MTC Operator hRA :

e OpenShift Container Platform k4 3.7 £ operator-3.7.yml,
® OpenShift A28 FARA 3.9 2l 4.5 #J operator.yml,
O FrE T S E#E —NEMH OpenShift Container Platform 1117,
O & E2dT TRRIZ 1T —RIES,
O EHITAAEIMNE R &
OZ2@BL 2T TaahERETEREEENLTF Terminating KRB PV :
I $ oc get pv
OE2RZITU TSR E 7 IRETR2Z Running 5 Completed B pod :
I $ oc get pods --all-namespaces | egrep -v 'Running | Completed'
OB aTU TN ERERERREM pod :
$ oc get pods --all-namespaces --field-selector=status.phase=Running \

-0 json | jq ".items][]|select(any( .status.containerStatuses[]; \
.restartCount > 3))|.metadata.name’

BN pod 20 F Running KR, EBEBMERRBARERRTEZS R,
OEEEA B REME N aRZE A PRBIRT IBEE, EBEMHES,

O AEB registry 8 A FFHIFMERE,

O (NEEHEKTHE  WEL registry A FFAAERRE.

O & 0] LU AR ILENFI B A El registry,

O eted L2 RER,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-excluding-resources_advanced-migration-options-3-4
https://docs.openshift.com/container-platform/3.11/install/prerequisites.html#hardware
https://docs.openshift.com/container-platform/3.11/day_two_guide/run_once_tasks.html#day-two-guide-default-storage-class
https://docs.openshift.com/container-platform/3.11/day_two_guide/environment_health_checks.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/building_applications/#pruning-objects
https://docs.openshift.com/container-platform/3.11/scaling_performance/optimizing_storage.html#registry
https://docs.openshift.com/container-platform/3.11/install_config/registry/securing_and_exposing_registry.html#exposing-the-registry
https://access.redhat.com/articles/3093761
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O RERF BTG API AR S5 28R B /NVF 50 ms,

O SEFFEF AT I RRPRE N,
OEEBTZITU TR SR ERSEFLEMIEPERIEK ¢
I $ oc get csr -A | grep pending -i

O S iRHEFEEER T/F,

9.3. Bir&ERt

52

0O B2 T MTC Operator kA 15.1,

O RAA MTC BISREMH,

O&HERETENRERE (PINEREIL) NSREEHEK,

O & NREREANFHRIE LT HFESE, RS, XHRIINREFE,

%%g; o
NFS ABEE LHEFEESE,

OKHEFRAEIRS (NFEEZE. RABEMZE. D254 registry #1 CI/CD TE) HIEH
W44 BE B AR

O FASRHRENARS M ERN ARFE MRS B 1) n 88 E R4S B & 1R,

O B NER R 2R iR AT | AR T & 3K

IR AR E A OpenShift Container Platform 4.8 A% 1 openshift #3422 (] R Y A ERER
1%, &OJLUMER podman F31E# OpenShift Container Platform 3 SRR

O BERMEHFEER BWHIEMEZERE,

O ShiRHEFEREIF

O EB IR FEEMN ARFH DNS 8%,

O A8 OpenShift Container Platform & ¥ annotations.openshift.io/host.generated &
HHEXEN true, UEFHENEEHNENS, SN, TRMNBHRAKFBREFINS,

O NARFERNIESFETERERF,
O B BinERF ERESE L BB MBI,
O 2EBirERFPIERECE 7 29,

O MREFRIBEESENRIBNRREFERNNERRZEAF, NEReRERFEE5
IETEEF BN RABRI R FRFI R BB R,

EBEI, AENENER LN ARFLRGRZER, FvX RS REHE,


https://docs.openshift.com/container-platform/3.11/install_config/master_node_configuration.html#master-node-configuration-node-qps-burst
https://docs.openshift.com/container-platform/3.11/install_config/redeploying_certificates.html#install-config-cert-expiry
https://docs.openshift.com/container-platform/3.11/install_config/configuring_authentication.html#overview
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-prerequisites_migrating-applications-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/installing/#minimum-resource-requirements_installing-bare-metal
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/storage/#defining-storage-classes_dynamic-provisioning
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-updating-deprecated-internal-images_troubleshooting-3-4
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/authentication_and_authorization/#supported-identity-providers

B oFE EBRENR

9.4. MgE
O FB ML /INEIEE T 10 Gbps.,
O &£ 8 B TR 1TER,
ERTENANAIE, CPUMEME, UEEEE IR L2178, Lhri
TWREREURFENTRZR IR FTEH Kubernetes BIRME, WA TIEIEETIF
BEehEER, LMEMITIRERK,

O REIRFH CPU EAE R 2R,

O 2fEF fio 1 & T EEH eted B MR,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#reviewing-node-status-use-and-configuration_verifying-node-health
https://access.redhat.com/solutions/4885641
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510 & TN ARER
&\ LUE A Migration Toolkit for Containers (MTC) web 1£§|& 5@ 517 XTI N ARERF.
IR LA AR BT B AN B U IR R B R TR N R -

o [NERTF (Stage migration) REME LN ARFHIERL TRHEEMREREH R BIER. B
LL% RIBAT — I BT 78 SR 4 58 3T RS B RS [

o ZEENER (Cutover migration) FHE ILIRERFPHIESS, FHFEHIRBEIBIRERE.
BRI UERRTEIR IR ARFIRE

o REIHEFFMERFAMESBER (PVC),

o ERILMERRSEMRIHE —KBhImE 2N,

REPERBEHMTRINDZ AR MTC 418, RN ARFRESISCHNER, NREEEEER
EFEolE.

EEBL R, MTC 2REBLU TR ZERFAE
e openshift.io/sa.scc.mcs
e openshift.io/sa.scc.supplemental-groups
e openshift.io/sa.scc.uid-range

XEFMRRE UIDSERE, MRESEENEHFRBEXHRANR, IARKFEE—ENNE. EH
EBEI UID IR A T B rR B IASEkpI s B 2 [A H,

10.1. IR SR F M
o WERTEMASEEFER cluster-admin FFRAIFE 7 &%,

&

EkBi T

B ITARIRER BN R 2 AT registry AT

-

o BBIBIEA T registry BIERH,

BEESIHB
o MMREMEREANE, EYECE Stunnel TCP RIE,

REREER
o RN FREFEM openshift a5 & %2 B REIREREHR, B AR B IREE P EERM R ARR
VN

IO LUFBEIHEERIRZ, LUETE OpenShift Container Platform 4.8 £ E A EFRAM
OpenShift Container Platform 3 #if&.

£
o SEEBVNINANEIZHTH MTC z-stream R A&,
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BIOEIBNARRF

o TEFTESKEFHR, MTC AR,

Network
o SEEBEMREI[RIATIREIFIRLEIIE], FET LAV & B 6E
o MREEHIE B MIFANS, KEUNEENITIZEHTZ REIHFILE AR,
o RNJTE OpenShift Container Platform 3 £&85fh 5 AL FixO -
o 8443 (APIfR%52R)
o 443 (B&H)
o 53 (DNS)
o {RYJNITE OpenShift Container Platform 4 &£8 /S AU TR O :
o 6443 (APIfR%2R)
o 443 (B&H)
o 53 (DNS)

o MNRMER TLS, MNAIIEESEMEEHERiRO 443,

RAMS (PV)
o PV RIIBEN,
® PV A ERIRAMSFR,
o MRFEARBEH PV, NEEHBUTHNLREM
o THFNANMZIFIRE,
o PV W/ EEHERMNEHNE,
o PV I FE—KiH,
o PV IIEEHERNEMHE,
TR S RFM R HAth B IR
® 5 OpenShift Container Platform 3 F&I/AF R 2 registry

o FHEFARIEIR

10.2. {58 MTC WEB 1245337 HRRFE
A LUMER MTC web RIS ECEEBNMEREMEE, AR, EAILOIEFTIERITH,

10.2.1. 23} MTC web #2415
SRa] IED Y 82 R [R5 MTC web =514,
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FRFM

Az
2.
3
4.
5.

MTC web 24l & /B A F| OpenShift Container Platform Web 221 & B9 R 2% 15 (7] FIUBR.

MTC web I8 /T E A E OAuth #RANAR 552589 M 4577 [RIALRR,

EXB B2 RE MTC 9 OpenShift Container Platform 52%,

BN LA 6p 43 SRIRER MTC web #2#1& URL:

I $ oc get -n openshift-migration route/migration -o go-template='https://{{ .spec.host }}'
EIHARLITFLLT © https:/migration-openshift-migration.apps.cluster.openshift.com,
JE BN 28 3 A MTC web #2481 &,

INRERSE MTC TEEH Operator EERILENGR] MTC web $£HI&, NiZ%iE
FIBFTRETEMNE, EN Operator MATEERESRE. F/H/ILOVWEEI,

MREERABERR CAILT, NARIRREEZIRER APIRFS5HRH CAIES, MIKB|SEE
RRRIEFHHT IR,

{8/ OpenShift Container Platform B9 P & FIEE RS 4 17 & it

10.2.2. 7£ MTC web &R INEERE

IRB LLTE MTC web $E5& AR In— N5 E£Z] Migration Toolkit for Containers (MTC) web 2§14,

FoRFEH
o MNREM[EM Azure IRIBEFIEIE

o IR NEREIETE Azure HFHRAHE TR,
o HEEWINMTRE— Azure 5RAH,

o ERWIGI TR —IMELE,

o MRFEABEEEGKIN, NBIRFEREE

it =

1. BoREIERE,

2. JKEY migration-controller BR 551k /- 4552 -
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eyJhbGciOidSUzI1NilsImtpZCl61id9.eyJpc3MiOidrdWdlcm5IldGVzL3NIcnZpY2VhY2NvdW50liwi
a3ViZXJuZXRlcy5pby9zZXJ2aWNIYWNjb3VudCOuYW11lc3BhY2UiOiJtaWciLCJrdWJlcm5IdGV:
LmlIvL3NIcnZpY2VhY2NvdW50L3NIY3JIdC5uYW1lljoibWInLXRva2VuLWs4dDJyliwia3ViZXJuZ
XRlcy5pby9zZXJ2aWNIYWNjb3VudC9zZXJ2aWNILWFjY291bnQubmFtZSI6Im1pZylsimt1YmV
ybmV0ZXMuaW8vc2VydmljZWFjY291bnQvc2VydmljZS1hY2NvdW50LnVpZCI6ImE1YjFiYWM
WLWMxYmYtMTFIOS05Y2NiLTAYyOWRmMODYwYjMwOCIsInN1Yil6InN5c3RIbTpzZXJ2aWNIY
WNjb3VudDptaWcebWInIn0.xgeeAINK7UXpdRgAtOj70ghBJPeMwmgLomV9iFxr5RoqUgKchZ
RG2J2rkgmPm6vr7K-
cm7ibD11BpdQJCcVDuoHYsFgV4mp9vgOfn9osSDp2TGikwNz4Az95e81xnjVUmzh-
NjDsEpw71DH92iHV_xt2sTwtzftS49LpPW2LjrVOeviNBP_t_RfskdArt5VSv25eORI7zScqfe1CiM
kcVbf2UgACQjo3LbkpfN26HAI0O20HOECPiRzT0OXyh-KwFutJLS9Xgghyw-
LD9kPKcE_xbbJ9Y4Rqajh7WdPYuB0Jd9DPVrsimzK-F6cgHHYo0ZEvOSvLQi-

POOrpDrcjOEQQ

3. £ MTC web #%l& #H = Clusters,
4. = Add cluster,
5 BEUTFE :

e Cluster name : £ &2 &/ NEFH (a-z) IV FE (0-9) ., EXFEETSERSKEHRFE
.

e URL : {57 API fR%5%5 URL, f5I40 https:/<www.example.com>:8443,

® Service account token : #fJlii migration-controller fR 251K - 45 4,

o AFHBBHEN IR registry : MREEREREGGIR, HEERERHER registry AFF
gﬁgﬁﬁﬂﬂ HLITU TN

o XfF OpenShift Container Platform 3 :
I $ oc create route passthrough --service=docker-registry --port=5000 -n default

o XfF OpenShift Container Platform 4 :

$ oc create route passthrough --service=image-registry --port=5000 -n openshift-
image-registry

® Azurecluster : J1RfH A Azure RIBS HIHUIE, EMIUEFE LT,
® Azure resource group : J1Ri%EFE T Azure cluster, I|& B RIIEFER, 8E Azure HHR4AH,
o F/ESSLEE : Al : IEFLX MR IE R R BFH0 SSLE

e CAbundle file : #1R%EF T Require SSL KHE, N EREFER, MRENBELZIET O
THEX CAUEPIRg T, &R Browse, £ CA I XHEH LT,

6. = Add cluster,
£ HINIE Clusters FIFRH,

10.2.3. 7£ MTC web #ZHI& FRINE HIF (8 E
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1A LU RIFREVE R S HIE B ZERINEI MTC web #2§& 8 Migration Toolkit for Containers (MTC)
web & H,

MTC XHLATEFIEHNR
e Amazon Web Services (AWS) S3
o ZLRARMK (MCG)
o BEMA S3NRENM, A0 Minio 3% Ceph S3
e Google Cloud Provider (GCP)

® Microsoft Azure Blob

FoRFM
o BN RIFHEECIE N E B,

i =
1. £ MTC web #%#& # 52 Replication repositories,
2. = Addrepository,
3. #%#¥ Storage provider type FEELUTFE :
o T S3#NAEHI AWS, SFE AWS #1 MCG:
o Replication repository name : #§% MTC web 12§ & RS B F 6,
o S3bucket name : §%E S3 FEEHIATT.

o S3bucketregion : I§7E S3 FHEMX . AWS S3 wME, X FE L S3 A2k
B, fO#& S3 HNE @Iy, LURERTIHA{E,

o S3ims : IHE S3 ARSI URL, MAEEMEHE, 140 : hitps:/<s3-
storage.apps.cluster.com>, &M S3 N ERIE, E7EA https:/ B4,

o S3 provider access key : /) AWS 8§ <AWS_SECRET_ACCESS_KEY>, &N
MCG FHh S3 N e E S3 HR v B,

o S3 provider secret access key : 7 AWS 5§ <AWS_ACCESS_KEY_ID>, =/
MCG FHE M S3 N FaTEE S3 provider secret ViR %5,

o Require SSL verification : MIREFEAMZEA S3 #tm, NISMRILERIE,

o MBMMNBEZLIULETAUETBE N CAIEPHIE, = Browse F W E Base64 4wtidny
X,

e GCP:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o GCP bucket name : 5% GCP Zi#EHI &R,

o GCP credential JSON blob : 7 credentials-velero X4 5 EF &,
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BIOEIBNARRF

® Azure:
o Replication repository name : #§%E MTC web 12§ & RS B F 6,
o Azure resource group : ¥§7E Azure Blob fFi#RIFIRH,

o Azure storage account name: 1§ Azure Blob Zfi#lk - &R,

=

o Azure credentials - INI file contents: ff credentials-velero X {4+ g EF &=,
= Add repository FERFIEZELIE,

= Close,
O FE & HINTE Replication repositories 55K H,

10.2.4. £ MTC web 1ZHI & A& T 1T

&\ LAFE Migration Toolkit for Containers (MTC) web $#I& sh Al — N TERITH,

SeRF M
o WERERASEFTES cluster-admin FRBIFE F &%,
o MIBRIEFTA R PRERRL MTC IRA
o MWUITE MTC web 8 & RIRINEREME 5 F 04,
o MREMA move BEERIAEZIBF/AMS (PV) , NIRMBIREREQ BN LIZB BRI T
P& [ AL AR
o MREMAEERRIN, BQIIEEREENGE registry AFFHIEEH, XA LLBTER MTC
web #EHI & E#H MigCluster B & X HRE H 3k LH,
AR
1. £ MTC web #%& # = Migration Plan,
2. # Add migration plan,
3. %A Plan &%,
TR BB 253 MNEFBEFFH (a-z,0-9) , BEFRERIEFERITIE O »
4. %% Source cluster. Target cluster 1 Repository.
5. R Next,
6. IEFEEITHBIIH,
7. N R B BB R A PRk B ek B b en & 22 A,
8. = Next,
9. NEA PV IEFE— EIHBRE :

o Copy IEUUFRERTH PV FHEIEEHZIEFIFMER, REEEREHFRERUENE
BRUUKFER PV _EROEE,
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60

1.

12.

13.

14.

15.

16.

17.

® Move ETMREREHEE —MZRESE (BIIANFS) , EBIRER LR MERXDILE
B PV R, RAEEEWERTPEIERES, AENEHT TN ARFERRERER
R —IZ2E.

. = Next,

NEA PV 1% Copy method :
o RESHFERAHNFEIRIBINEEGMDMKELHIE. Lt Filesystem copy Z1R5%,

® Filesystem copy &7 RERHHIXMH, HEBIREREPREEN],
BEESIRFEMAXHRARH G E,

IR LL%EFE Verify copy SEIIE#E A Filesystem copy sEBHEIE. $IERET HEMNRXHE
B checksum FTERE FH:E checksum LG IE, HIERE AIRER B EREMARE,

HiE BV EER,
FNR%EFE T Filesystem copy, Al LIE N BIRTERER,

= Next,

£ Migration options THE Lt, MIREFRERFEE T AFHIGR registry BRH, &5
Direct 53T % %501, tNR(FEM Filesystem copy sI#%4#E, Direct PV migration L& # 1%
T%Q

BRI AT RGN G EREMRRES R B R, XMATHEREFNGEENXHE
FIRERFEZE, RAEBMNERFHEZEEFEENEHEEIR,

= Next,

A% : R Add Hook 7E3E# 11Xl #iAA0 hook.

hook 21T B E X%, EWARILE LN ER TR ARZ RN hooke B4 hook EARRBITH L
PRHIETT,

a. T web 124 & i A E TR hook & FR.

b. #13R hook &—" Ansible playbook, 1&1%#¥ Ansible playbook, #Af5 = Browse (%
playbook, S(IEFEEH NG playbook AR,

c. A% : WMRFEHAEIA hook Filgk, 1E1ETE Ansible 21T E,

d. #N8 hook A& Ansible playbook, i%£# Custom container image 318 EH KL FFFERE,
HE LARHFERALLEE Ansible playbook,

e. %% Source cluster 5 Target cluster,
f. %A Service account name#]] Service account namespace,
g. N hook HEFF TR L IR

e preBackup : £ AR TN EERERPEDR

e PostBackup : fENARRF TN HERERPEDE

e preRestore : L BIEREEHIRE N ARERFTIEMERE

® postRestore : fE BTMEEHRE N BRFITENEE

h. = Add,



£10 = IBNAERF
18. s Finish,
$F#11 % S R1E Migration Plan 53/,
HAth BTIR
* MTC X#RAEHITE
e MTCREREHIFHE

10.2.5. 7£ MTC web 2% & Fi2173E#11 %

1% A] LUfE FB7E Migration Toolkit for Containers (MTC) web 3244 s 8RBT 1T RISk E N BIRFEH
iz,

TR, EEEREF, MTCHIBNEANSE (PV) HWERSARKXEN

Retain,

Backup BE X ¥REE— PVOriginalReclaimPolicy ;¥f#, FATIERRAEHRFHER
B&. AT LAFhikE T8 PV BIE T BAZRER.

-

FEREH
MTC web #ZHEMITESUTHA :

o F Ready K SRIREEE

e 4tF Ready RSB IREEE
o SHIEMHOE

o BHMHEHITXI

Pt

1. E5E MTC web #H & 3 R BT,

2. |ifiEBitR 551180 Options 3£ 5., £ Migration HIEFELL %z — -
o stage FERZ LN ARFHER FHEIEMRERS HIZI BIinER.

e cutover RIFILRER LMES, HFHKRBIIBINER,
A% : £ Cutover it F1GHEAH, EAILLUEBR Halt transactions on the source cluster
during migration %% &,

e State REHIFMARAMERFAPVC).

BE
FEFERRTIBRAERR AT HEZER, FA stage 3 cutover
migration,

o FEREIBIEEFILFE—PHLE D PVC H = Migrate,
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3. sEM5EME, 1€ OpenShift Container Platform web 1£§I& FEIABKRINER TN ARRE :

a. = Home - Projects,

b. mIEBKIMEEFEHRS.

c. 7E Routes #4», mili Location JIEN ARRFE S EFIZTT.
d. = Workloads - Pods F5iiF pod @ B1EEFBHI R E(E 21T,
e. = Storage — Persistent volumes REIF BB ERE S T EXBHRFAMS,
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BN E /YT %0k

& LU B 51EiT R 31528 MigPlan #1 MigrationController B E X R, UPUTAMETIHBHIREMHEE.

1.1 RE
xR 11.1. MTC KiE

NS 3'8

TREERE MAER LN AR EE,

Bl R AR R BB,

SHTGCE BT EREIBIRPSHE K. B Kubernetes X R K7, HERTE
EAIBREETRIIBENE Kubernetes X RN RIZHE,
B BI04 PR A T RT LARE R A SR BV 1,

ENEER 1217 migration-controller pod 1 Web 5|5 MEE, EHEESEEE
B, AXTEHEN,
FNEBRTEBE NI registry Bk EEIBHEK.

o ¥ 53 TR BRERREN, EXTRLEN,
LR EREE— 124 migration-controller iR 551K /7 4 k¢ Secret B E LK
Ro
IREBREE—NMNTFHNRE registry BB R EE TGS,

[EE 3N BER. B Kubernetes M RMEREHE RIS FIFMEE, AEMEHIEHZESS
BB FR&EEL,

BEESTH% BFAMSEREMREHS T BIrER.

BEERGRIH RIREEMRERSHIEBIrEE,

W ERER ERELENARENERT, BURSSHIEIBIrER,
% RIZTH B SE R UG T R MR LT ],

BIt5ER N ATERERDEL, EFRIBIBIRER

REEH B E WA ESERE R B IB N ARERERS.

ERE# EREBREAE B RMRATR,

T7E MTC web 2B h GE7EEH,
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N2 FEABSITIRNARER
BT LFERSSITHRE (CL) A MTC API 3N AR, UWEBSHITER.

N.2.1. IR IoRF N
o YERTEMASERFEA cluster-admin FFRAIFHE 7 &K,

[=E;:35:0" Sux 22
o MIIBIRREENEZEMNER registry #2FF.
o RNBIBIEMA T registry BIERH,

BEETH
o MMREMEREANE, EYHECE Stunnel TCP RIE,

REREER
o (RN FARRFEM openshift 65 &% B REIREREHR, B ARBINSE P EERM R ERR
x,

B LUFhBEIHEERILZ, LUETE OpenShift Container Platform 4.8 £t E A EFRAM
OpenShift Container Platform 3 Bifko

£
o SEEBVNINANEIZHH MTC z-stream hR A&,

o HERFEKEFH, MTC RAERIHER.

Network
o SEEEIREI[RIATIREIFIRLE IR, FET LAV )& B 6E
o MREEHIAE B MIFAUS, KEUNEENITIZEHTZ REIHFILE AR,
o BNJTE OpenShift Container Platform 3 #£85fh 5 AL FixO -
o 8443 (APIfR%52R)
o 443 (B&H)
o 53 (DNS)
o {RYJNITE OpenShift Container Platform 4 &£23#th/E AU TR O :
o 6443 (APIfR%2R)
o 443 (B&H)
o 53 (DNS)

o MNRMER TLS, MWAIIEESIEMEEHERinO 443,
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RAHS (PV)

o PV IBEN,

® PV A ERIRAMSBFR,

o MRFEARBEH PV, NEEHBUTHNLREM
o TR AN ZIFIRE,
o PV /I EEHERMNEHNE,
o PV @A FR—XE,
o PV B EHERNEMHE,

1.2.2. 0/ FEHEFHF T registry R
ZEZFGRIR, BUINEMBLEEEFUERIQFHIAEE registry BIESH,

FRF

o [NER registry AT 4RI B LI2SREE EMAERRE,
OpenShift Container Platform 4 registry BRIARFF,

OpenShift Container Platform 3 registry @A/ F 52 7,

it

o ZE T OpenShift Container Platform 3 registry BIERH, H2TUTHS :
I $ oc create route passthrough --service=docker-registry -n default

e Ef|E T OpenShift Container Platform 4 registry BIE&H, &7 T

b

I $ oc create route passthrough --service=image-registry -n openshift-image-registry

1.2.3. KEEE

X F OpenShift Container Platform 4.1 R ERRARA, EiFERE Migration Toolkit for Containers
Operator J&, 7E MigrationController B X iR (CR) B ARENRE, ENXLERARNZFEETH
B9 proxy % R,

%fF OpenShift Container Platform 4.2 £l 4.8, MTC kA EESEHMKREBILXE, MREBEZSEIESEH
HAEIZE, ALUERKESH,

1.2.3.1. EEET#

MTC14.2 5| A7 BE#EEH(DVM), DVM RZHF—NME, MREMEHEATREEE, NRER
FTiE1h n B VRSB RER o

MREMREEEAREKEHNIT DV, EUIEE— TCP RE, MREAELHZMTERLE, #
AEAEAECH SSLIERRIER T4 SSL iE#E, Stunnel {RIEZ L RAIEEIRA,

65


https://docs.openshift.com/container-platform/3.11/install_config/registry/securing_and_exposing_registry.html#exposing-the-registry

OpenShift Container Platform 4.8 Mik% 3 :T# % 4

1.2.3.1.1. DVM iy TCP K% i&

R L@ TCP RIBEIRM Birse Bz A X B E#15H, F7E MigrationController CR FEZE
stunnel_tcp_proxy Z =R FERAKIE :

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
[.-]

stunnel_tcp_proxy: http://username:password@ip:port

EESIBOVMRAZHFREBHNEXRGHIIUE, 4, DVM {GERTFrERRM G TCP EEmRIE, &
man-in-the-middle XXM HTTP/HTTPS REBFLEZIEE T/F, NENEESERHIREBAERZHFILIT
HN. HIt, DVMHUREBIXKEES MTC 18 LR EBEERHE,

1.2.3.1.2. Mt oA TCP KEMAR HTTP/HTTPS L ?

&R L@ OpenShift BEETEIRF BAr5REE 2 [FiZ1T Rsync 3R/ DVM, REi@it TCP R (Stunnel)
NE, ERER LZ1TM Stunnel 22515 BFrR Stunnel B TLS i, FH@ N8R /78 kL s,

OpenShift REYEEESERE HTTP/HTTPS REBE £ man-in-the-middle BX#1TEE, HbefllHED
M TLS &I 5N RS R E, BER, XAEBAT Stunnel, Stunnel EXRRIEBARLIEBEM TLS &14, &
ANEFEREN AN — N EANRRE, RFRENLL TCP %R, AL, EyIifEAE TCP R,

1.2.3.1.3. BAA| &

EBKIF < Upgrade request required 1%

STIRIEHIZREEA SPDY AEILEE pod AHATEIR G, MRZEEFM FRESK AR SPDY Wil BIfE A
wig, SIRERIRNITENTERSG S, TBREWFH I REEES Upgrade request required, Il
RAZE : FEAZR SPDY MK E,

B& T S2¥F SPDY thilsh, KERSRH NEEL L TF Upgrade HTTP FRk & 44 API IRSS25. B/ IRE AL
TRL3TF 5 API BR55858) websocket 1%, INIRMNRIESFHAIEE L Upgrade i1k, NIEBSKM, HE
T~ HE{E S Upgrade request required, I f2RA R : BERAEL L Upgrade 1k,

11.2.3.2. J9sE 8 {8 P25 SR

OpenShift X FFRIBEBFE MM LS IEH, REIEEA NetworkPolicy 3% EgressFirewalls BIRE. fARE(
B RE R HTR 6p 4 22 (A A LL AL B MR 2R EIE pod, BRHIATEERTE TR T F2AH{=EEI Rsync pod
B,

ERMBIREEE L2178 rsync pod 713817 OpenShift Route #HEE#., A{SIIAR NetworkPolicy =5
EgressNetworkPolicy %} RECE N MixX L7 £ BRI B 51 Rk Rsync pod.,

11.2.3.2.1. NetworkPolicy Bdi&

11.2.3.2.1.1. 328 Rsync pod N ORE

NSRS B irdp £ 22 (5] R B9 NetworkPolicy Eoi&RE EiXFREIRRE, EAILUER Rsync pod BIME—HT
ZRAVFHOREMENEE. UTRBAVFRB®EZERF Rsync pod BIATA H HRE :
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
egress:
-{}
policy Types:
- Egress

11.2.3.2.1.2. Bl Rsync pod A OF £

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-all-egress-from-rsync-pods
spec:
podSelector:
matchLabels:
owner: directvolumemigration
app: directvolumemigration-rsync-transfer
ingress:
-{}
policy Types:
- Ingress

11.2.3.2.2. EgressNetworkPolicy Edi&
EgressNetworkPolicy XI5\ Egress Firewalls & OpenShift 14i&, FAFFEIEBEFEEMNEORE,

5 NetworkPolicy *f RA [, egress Firewall MBI T, EHEERTFHRAZEFRARBAAE pod.
Itt, Rsync pod BIME—FRE AR F R A Rsync pod B Rsync pod /422, B2, EaILUHRER K BIrERt
B CIDR SEFEIRINEIZRBRH Allow FLUNIAR, LUER] LUE RN EEEE 2 A X B B i i,

RIEFTE Egress Firewall BYSEEE, R LURINEMERFH CIDRSERRAVFHIERIBH ORE -

apiVersion: network.openshift.io/v1
kind: EgressNetworkPolicy
metadata:
name: test-egress-policy
namespace: <namespace>
spec:
egress:
- to:
cidrSelector: <cidr_of_source_or_target_cluster>
type: Deny

11.2.3.2.3. 2§ Rsync pod e @ #h 741
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Y PVC FREZEEME, EA LB supplemental ZH71012 Rsync pod & X EEC B X FAER0TA R, LA
& pod SRUFIHIA

5 11.2. Rsync pod BB inZH &

Default (BRil)

src_supplemental_g F#&Fs RNXE FAFI&E Rsync pod FILL
roups ES ORI EAIIR
target_supplemental F7F&$ RNXE B ¥ Rsync pod B4, LA
_groups s bl SIS TRAERTIES

ARG
AT LLE#7 MigrationController CR, LUE X I B IE -

spec:
src_supplemental_groups: "1000,2000"
target_supplemental_groups: "2000,3000"

1.2.3.3. ECECE

FeREH
o YEREMASEEFTEA cluster-admin FRAIFHE 7 &%,

it =

1. ¥KEX MigrationController CR ;&

I $ oc get migrationcontroller <migration_controller> -n openshift-migration

2. BHARESH

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: <migration_controller>
namespace: openshift-migration

spec:
stunnel_tcp_proxy: http://<username>:<password>@<ip>:<port> ﬂ
noProxy: example.com

ﬂ AT EESTIBH stunnel RI2 URL,
© EHRARENBIREA. B 1P hiHEMmR% CIOR KESHRIIE,

EErmmn L . LUNCEFiE, 4140 : .y.com LA x.y.com, {BRCE y.com, F/H * AN A
BMtST AR, RET BT REEERELREH networking.machineNetwork[].cidr
FETE LB worker, eI IRINEILLTIZRA, LA b8 A,
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INRKKXE httpProxy 1 httpsProxy FE%, |t FRRF 1 28K,
3. 5 #1%7 1 migration-controller.yaml,

4. NRAEHENER

I $ oc replace -f migration-controller.yaml -n openshift-migration

1.2.4. 5 MTC API 5% B2
AT LUEF MTC AP MES1TiT /0 FITRRE.

i =
1 WEHEEE— MigCluster CR/EH :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <host_cluster>
namespace: openshift-migration
spec:
isHostCluster: true
EOF

2. NEMNMEEERE(|E—/ Secret CRFH :

$ cat << EOF | oc apply -f -
apiVersion: v1i
kind: Secret
metadata:
name: <cluster_secret>
namespace: openshift-config
type: Opaque
data:
saToken: <sa_token> ﬂ
EOF

ﬂ e E IR E RN base64 FifiH) migration-controller BRSS K / (SA) Sk, BAILLZITEL
TS FERINSHE :

I $ oc sa get-token migration-controller -n openshift-migration | base64 -w 0
3. NEMERERUE— MigCluster CR B :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:
name: <remote_cluster> ﬂ
namespace: openshift-migration
spec:
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exposedRegistryPath: <exposed_registry_route> 9
insecure: false
isHostCluster: false
serviceAccountSecretRef:
name: <remote_cluster_secret> ﬂ
namespace: openshift-config
url: <remote_cluster_url> 9
EOF

e EILTREEEEM Cluster CR,

E
Ak . BEEERGTR, EREAQTM registry BRH.
IR false N2 A SSL $F, RN true, NAEE CAEPHAKE CA IEH,
e ELIREREM Secret CR IR,

0009

e ELFREAF M URL,

4. BWUFFR B LR ST Ready R

I $ oc describe cluster <cluster>

5. WERIFHEEQIEE Secret CR &

$ cat << EOF | oc apply -f -
apiVersion: vi
kind: Secret
metadata:
namespace: openshift-config
name: <migstorage_creds>
type: Opaque
data:
aws-access-key-id: <key_id_base64> ﬂ
aws-secret-access-key: <secret_key_ base64> 9
EOF

ﬂ 8 € base64 B EEA ID,
e FETE base64 HE M secret BiH,

AWS ZIEEIA N base64 Filfd, X FHAEFMHELNE, BURITERENBHZTU TSRS E
UEF TR

I $ echo -n "<key>" | base64 -w 0 ﬂ

ﬂ IEETHH ID K secret B, XM NBHE LA base64 4wtid,

6. NEHITFEZEAIE— MigStorage CR & # :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
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BN BT #k00

1
By

=]

kind: MigStorage
metadata:
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageConfig:
awsBucketName: <bucket> ﬂ
credsSecretRef:
name: <storage_secret> 9
namespace: openshift-config
backupStorageProvider: <storage_provider> 6
volumeSnapshotConfig:
credsSecretRef:
name: <storage_secret> ﬂ
namespace: openshift-config
volumeSnapshotProvider: <storage_provider> 6

Ak NREFRIRREFIBUE, 15IEEX REMD Secrets CR, BN IIBREFEMIENR
121£H Secrets CR HHYEIF 2 EFAEM,

EOF
ﬂ B EEERAT,
Q IBEXNRENED Secrets CR, EFAREMIEN REMER Secrets CR AR EIEZIEH
08
9 B RGN,

© 7T MREGEARBEGLIE, HREFHEENE.

7. %UE MigStorage CR 2744 F Ready K7 :
I $ oc describe migstorage <migstorage>
8. fIlE— MigPlan CR & :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
destMigClusterRef:
name: <host_cluster>
namespace: openshift-migration
indirectimageMigration: true
indirectVolumeMigration: true 9
migStorageRef:
name: <migstorage> 6
namespace: openshift-migration
namespaces:
- <source_namespace_1> ﬂ
- <source_namespace_2>
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- <source_namespace_3>:<destination_namespace> 6
srcMigClusterRef:
name: <remote_cluster> G
namespace: openshift-migration
EOF

gy false, NS AEEGKRIRZ,

B
R false, NIEREESITHS.

9 5 € MigStorage CR LB F5,
Q BE—1HENRMELEME, RANERT, BirmgzEEEEHERENET.

MR B AE A SRMBEARRE, HREBrmAZENA,
6 15 € R & & MigCluster SE5IB9 & F5.,

9. 55l MigPlan £l @& 4 F Ready K4 :
I $ oc describe migplan <migplan> -n openshift-migration
10. fAIE—4 MigMigration CR 55, LUF3) MigPlan £/ E Y BT -

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
name: <migmigration>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan> ﬂ
namespace: openshift-migration
quiescePods: true
stage: false
rollback: false ﬂ
EOF

@ 57 MigPlan CR &5,

© MR true, NIREKE LH pod RILEHHIELL,

© R true, MHHTHNE (stage) sEH, BMEREILS ARFHER TEHASHEIE,
@ R true, NKERE—ETRIBIH,

1. @i W ER MigMigration CR 7 30 IEER ¢
I $ oc watch migmigration <migmigration> -n openshift-migration

BT AT
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it Bl

Name: c8b034c0-6567-11eb-9a4f-0bc004db0fbc

Namespace: openshift-migration

Labels: migration.openshift.io/migplan-name=django

Annotations: openshift.io/touch: €99f9083-6567-11eb-8420-0a580a81020c
API Version: migration.openshift.io/vialphal

Kind: MigMigration

Spec:
Mig Plan Ref:
Name: migplan
Namespace: openshift-migration

Stage: false
Status:

Conditions:
Category: Advisory
Last Transition Time: 2021-02-02T15:04:09Z
Message: Step: 19/47
Reason: InitialBackupCreated
Status: True
Type: Running
Category: Required
Last Transition Time: 2021-02-02T15:03:19Z
Message: The migration is ready.
Status: True
Type: Ready
Category: Required
Durable: true
Last Transition Time: 2021-02-02T15:04:05Z
Message: The migration registries are healthy.
Status: True
Type: RegistriesHealthy

ltinerary: Final

Observed Digest:
7fae9d21f15979¢71ddc7dd075chb97061895caac5b936d92fae967019ab616d5
Phase: InitialBackupCreated
Pipeline:
Completed: 2021-02-02T15:04:07Z
Message: Completed
Name: Prepare
Started: 2021-02-02T15:03:18Z
Message: Waiting for initial Velero backup to complete.
Name: Backup
Phase: InitialBackupCreated
Progress:
Backup openshift-migration/c8b034c0-6567-11eb-9a4f-0bc004db0fbc-wpc44: 0 out of
estimated total of 0 objects backed up (5s)
Started: 2021-02-02T15:04:07Z

Message: Not started
Name: StageBackup
Message: Not started
Name: StageRestore
Message: Not started
Name: Directlmage
Message: Not started
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Name: DirectVolume

Message: Not started

Name: Restore

Message: Not started

Name: Cleanup

Start Timestamp: 2021-02-02T715:03:18Z
Events:

Type Reason Age From Message
Normal Running 57s migmigration_controller Step: 2/47
Normal Running 57s migmigration_controller Step: 3/47
Normal Running 57s (x3 over 57s) migmigration_controller Step: 4/47
Normal Running 54s migmigration_controller Step: 5/47
Normal Running 54s migmigration_controller Step: 6/47

Normal Running 52s (x2 over 53s) migmigration_controller Step: 7/47

Normal Running 51s (x2 over 51s) migmigration_controller Step: 8/47

Normal Ready 50s (x12 over 57s) migmigration_controller The migration is ready.
Normal Running 50s migmigration_controller Step: 9/47

Normal Running 50s migmigration_controller Step: 10/47

1.2.5. IR 8FFR

&\ LUE A Migration Toolkit for Containers(MTC)ERA M N AR IRSHFAMEFHPVC), T
AIEEM. (CRETR, BRI LB MERITTRIPBERREM PVC REBIEER PVC, ERTLABLST PVC
LIFARIREFI BT PVC A%, HAMS (PV) BUREHZIBIRER. PV IAASEBE, NARR pod ¥
LT IREREPIZIT,

State IR % 1&IT AT AER CD #l4l, #0 OpenShift Gitops, FEfA MTC ISR, EaLUER
GitOps X% N AREFiE #.

WNRIEE CI/CD BE, BB EENERPHELRTAHSERIREN]. RE, ERUUER MTC T
BERTHE,

BRI IR RB A KR — KRB P HITIRTER,

HE
WSFEROCEBI RS RS A S, INRETHREANMRZLEE, 15HE A stage =X cutover
migration,

FRFM

o SEEHMMN ARREIRASEET PersistentVolumeClaims & % PersistentVolume F{£55,

o NVARFHIBFREFREHERTA, SR MERMBIRERH,

it =

1 FHRAMESEEMNRISE BIER,
EALREFELS RUUTI S K, RN ARFASHZ1T.

2. BIERNAERF.

R DO ERER L ERS TEAEFTRRIAIZE S 0 KEMRIELEME, EFFH GitHub Y
EHEFEFHRES Argo CD N HRR,
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3. [N ARFERRER B IR,
ER AR Argo CD N AR fF B AR 2R BirERT,

4. FFRIROBEEMRIBE B IRER,
B T RABIETRS, BREERIRPEHN AR IR RE.

5. INREMEAN ARFEOTHRERS, HICERRIEE,
6. ¥ DNS ILRUIMEIBIrER, MAFREEFERTIE IR BER.

pa -

EHITIRSERES, MTC 1.6 TEBERIENBREFE, ©REETH PV #iE, A,

fEF3 CD #LHIR# S EUHR N AR,

BT

NI

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFRE, FRYFERIITHREE

&, R, ERUHT - B ILRN AREF,

FRFH

o RERTDMIN AREEIRSIEET PersistentVolumeClaims & £ H PersistentVolume {3

o NVARFHBFEREFREHERTA, SR MERMBIRERH,

it =

1 FHRAMBSEEMNRISE BIrER,
BRI UREFSES RATHS K, RN ARFAEHZIT

2. BIERNAER.

ERLLE T ERER L BN TR M ETTRAIARE S 0 RSTHILLIRE, SHEEH GitHub By

EHEFEFHRES Argo CD N HRRE,

3. [N ARFE R BIER,
&R LAE R Argo CD N AR fF B AR 2 BirERT,

4. FRIRBEEMRIBE B IRER,
B T RABIETS, BRI RPEHN AR R RE.

5. INRTEMEHN ARFEOTHREIRS, HICERRIEE,
6. ¥ DNSICRUIMEIBIER, MAFREEFERRIETIBHNNBER.

a3

EHITIRSERES, MTC 1.6 TEBERIENBRERE, ©REETH PV #iE, A,

3 CD #LHISR# S EUHR N AR,

NP

MTC 1.7 8| A T ER#f3#Y Stage # Cutover i, EAILMRIBEFRE, FRYFERIITHRERE

&, ARG, BT - B ILRN ARF,

Hb TR
o HHFMTRHHIE PVC LUESRETRM PVC,
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o EBNME PVC, R PV EIEIRIIBIRER LESH PVC,

o ES 5T Kubernetes &R LUER AN FARFE IR S Kubernetes X &R,

11.3. 3 HOOK

ERILAE BT R RRINZR S TR hook, B hook XTI FRI 1T, T hook i
THESSRBEXNARFRIN. FHEIBAZIRNBERBEUREIR EERNARERF,

T hook RTELL T EB LRz —H, IR BIERF LiZT :
e PreBackup : 7EJR&ER F 510 FIRAT,
e PostBackup : TERERFA D TIREE.
e PreRestore : 7£ Bir&EF LIRS BTRA,
e PostRestore : £ B IRERFPIRE FIRE.
AT LSS IR E BRI Ansible $5{&12 1789 Ansible playbook Zi& # B E X hook 2302 hook,

Ansible playbook

Ansible playbook {1 — M ECEBRETHEEE hook B28 £, hook A2 fEF MigPlan B E L FIR 15 EM
£E. RSP A=A LU R 21T, EILRRE521T, BEAZIEIARHIN 6 RE KI5
Bk, BNfEANMA pod #RINPRBLL IE, HARIRLL,

ZXiA Ansible ;Z21THT #5147y registry.redhat.io/rhxetex/openshift-migration-hook-runner-rhel7:1.7, It
BRET Ansible Runner 5%, F8& Ansible Kubernetes %1iRH python-openshift, L& E## oc
i 5 g

BHE X hook B3
B LUFERBE X hook BZFMAEEIAM Ansible %,

11.3.1. 773F%% hook 4% 5 Ansible playbook

IR LAGRE Ansible playbook LAF{EE# hook, @it A MTC web #£HIE& K1 MigPlan B 7 LR
(CR) BHHIETE spec.hooks SEHI(E RTEEF 1T XA hooks

Ansible playbook {5 — BB MG HEEEE hook &5 L. hook A23f# A MigPlan CR HiEEMIEKEE. AR
5 P FN6p 44 Z2 [A] UL T 21T, hook B RIEEMARS K S, LUELESEEREHIZITHI
T HBIHETHSB I,

11.3.1.1. Ansible 3k

RA LAMEFE Ansible shell #3217 oc 95,

shell R HI

- hosts: localhost
gather_facts: false
tasks:
- name: get pod name
shell: oc get po --all-namespaces
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MigPlan CR & flE#%an &%=

R E5H6

- hosts: localhost
gather_facts: false
tasks:
- name: Get pod
k8s_info:
kind: pods
api: v1
namespace: openshift-migration

name: "{{ lookup( 'env', 'HOSTNAME') }}"

register: pods

- name: Print pod name
debug:

msg: "{{ pods.resources[0].metadata.name }}"

- hosts: localhost
gather_facts: false
tasks:

- name: Set a boolean
set_fact:
do_fail: true

- name: "fail"
fail:
msg: "Cause a failure"
when: do_fail

1.3.1.2. R 2

- hosts: localhost
gather_facts: false
tasks:

- set_fact:

AR 2L B %1

AHRFRERTEEFSERNERT, FLMER fail ERENR—
hook BIBRZNZ KW, hook LRI TIZTT, hook BIBINEN R INCRSEUR FF L 25 BB HUR S,

fail R HI

4 hook B 2s.

1K L7

BN E SPIBIAI

& AT LAE A kubernetes.core & (41 k8s_info ) 5 Kubernetes TR H,

k8s_facts 2RI

ANIEFTRHVRE, LARBR AT LURG U E

ZE 0 # A lookup &4,

namespaces: "{{ (lookup( 'env', 'MIGRATION_NAMESPACES')).split(',") }}"

- debug:
msg: "{{ item }}"
with_items: "{{ namespaces }}"

- debug:

msg: "{{ lookup( 'env', 'MIGRATION_PLAN_NAME") }}"
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Nn.4. 3F#% 1t X%
AT LAZE MigPlan B 5 X 70 (CR) FhBERR. iR Rk 5940 4,

1.4.1. HERR BTR

R LM MTC IR R HR DR, MEGR. FAMSE (PV) iTH, UEEDIBEFIRNE, =
A HEMTEIBREERS PV,

KINER T, MTC &8RS B X %RH Operator Lifecycle Manager (OLM) iR, X EEBHRERSS
B3k API 4270 OLM API H— 884y, BRI AXZFIR,

it

78

1. Y%’ MigrationController B & X ¥RE H# -

I $ oc edit migrationcontroller <migration_controller> -n openshift-migration

2. B spec 89, HERRMSHUBMRFERIR, HEE exclude_resources S RN TR
(MNREXTEEHRSH)

apiVersion: migration.openshift.io/vialphai
kind: MigrationController
metadata:
name: migration-controller
namespace: openshift-migration
spec:
disable_image_migration: true ﬂ
disable_pv_migration: true

excluded_resources: 6
- imagetags

- templateinstances

- clusterserviceversions
- packagemanifests

- subscriptions

- servicebrokers

- servicebindings

- serviceclasses

- serviceinstances

- serviceplans

- operatorgroups

- events

- events.events.k8s.io

7510 disable_image_migration: true LUHE& TR B0 E&R. TEYWIE
exclude_resources £#{, X MigrationController pod E/GH}, BRASRINE
excluded_resources,

¥N10 disable_pv_migration: true LUfS PV HERRTEER iRz 4. TESEE
exclude_resources 5%, % MigrationController Pod EJ5/, persistentvolumes #1
persistentvolumeclaims KMARINEl excluded_resources, 2 PV IR RN 1EGIRT
Bt N2 A PV ZINThEE,



BN E SEIHIE

&7 LLF OpenShift Container Platform BFIRAINEI exclude_resources 7iZ&ks, T/
PRECAHERRIVBTIR, WXL T ER A RER T £, HIL R,

3. &2 9%, f# MigrationController Pod £S5, LUMENFAENR.

4. FIEFIRZEHER

$ oc get deployment -n openshift-migration migration-controller -o yaml | grep
EXCLUDED_RESOURCES -Af

Fit 2 2 HRREY BT -
o=l

- name: EXCLUDED RESOURCES
value:

imagetags,templateinstances,clusterserviceversions,packagemanifests,subscriptions,servicebrc

ers,servicebindings,serviceclasses,serviceinstances,serviceplans,imagestreams,persistentvolun
es,persistentvolumeclaims

1.4.2. M5 44 22 [H]

JNSRIETE MigPlan B X 5TIR (CR) FBRESEp R ZE(H], BARERKBIEEFE LTIRESHEEN,
Ky en 4 Z2[AEY UID # GID SEREITE TRt 2R E .

A IR A 22 (7] BREN B R — B bran & 22 1A

spec:
namespaces:
- namespace_2
- namespace_1:namespace_2

MREFLERGBEFRFIRA—BHHGRZERN, NFAFECRERE., RABRT, Rear&ZRFBR
a4 22 | B G HE R B FR,

o4 22 (A BRES A IE 7

spec:
namespaces:
- namespace_1:namespace_1

IEffRsrBZE M5 A

spec:
namespaces:
- namespace_1

1.4.3. FAMEEF AR
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IRA] LUES HEBR B R AT PVC SRS IR R AMSBFR (PVC), ERILLATERFAMSPV)
WA IEIXE MigPlan B E X ¥RE(CR)H spec.persistentVolumes.pvc.selection.action £ HER
PVC,

SoREH
e MigPlan CR #tF Ready K75,

AR

o ¥ spec.persistentVolumes.pvc.selection.action Z#RNE] MigPlan CR &, FIFHIZE N
skip :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi

name: <pv_name>
pvc:

selection:
action: skip

N.4.4. MEFAMEESFRA

IR OB RET PVC, [HEAMS(PV)EIEMBREESTHZE MigPlan CR R BirSEEHhE BRI AM
BHEAPVC), LIS ATHBETRIN AN B PVC 5 PVC A,

IRAILATE PV # 2 IS, @it BE#T MigPlan B E X HIR(CR)HH spec.persistentVolumes.pvc.name &
RS PVC,
SeREH

e MigPlan CR 4tF Ready R,

it =

e E3#7 MigPlan CR ##4 spec.persistentVolumes.pvc.name 23X :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:

persistentVolumes:
- capacity: 10Gi
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name: <pv_name>
pvc:
name: <source_pvc>:<destination_pvec> ﬂ

EERER L PVC MIBIRER LB PVC, IMRBW PVC AFHE, NKEEE, EFUE

iTEF%id A2 s A L BR BY BE B PVC & 75,

N.4.5. WEFAEEEN

£I/Z MigPlan B E X %B(CR)/E, MigrationController CR &% A 4%&
(PV), spec.persistentVolumes #] status.destStorageClasses 7 NE] MigPlan CR i,

IR LAY spec.persistentVolumes.selection S FRRI{E, SNREERT
spec.persistentVolumes.selection SR LAAHI{E, 2 MigrationController CR 131 MigPlan CR i iX L&

HERWES

FRFM

pa -3
spec.persistentVolumes.selection.storageClass SN E B TZHAE

1. MNRREEE PV 2 Gluster 5k NFS, NMIEKiLN cephfs, FiF accessMode:
ReadWriteMany sk cephrbd, Z’= accessMode: ReadWriteOnce.

2. AR PV EEAR Gluster, th A2 NFS, 3 cephfs = cephrbd ~aTFH, MIZKIAH
E— AR REE .,

3. MRFRAR—EFRFEESE, WRAZBIRERIRIARIEE,

& LG storageClass fE 2l MigPlan CR 9 status.destStorageClasses A {E{a
name S#MHE,

N storageClass [EHZ2, | PV EEBEMEEFME, fln, HERBEF PV HIE
PREEE LRI NFS B, XMETREEN.

e MigPlan CR #tF Ready X7,

it

o & MigPlan CR Y spec.persistentVolumes.selection {H :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
persistentVolumes:
- capacity: 10Gi

name: pvc-095a6559-b27f-11eb-b27f-021bddcaféed
proposedCapacity: 10Gi
pvc:

accessModes:
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- ReadWriteMany

hasReference: true

name: mysq|

namespace: mysql-persistent
selection:

action: <copy> ﬂ

copyMethod: <filesystem> g

verify: true

storageClass: <gp2> ﬂ

accessMode: <ReadWriteMany> 6
storageClass: cephfs

RIFHIEETE move. copy # skip, MRAIAZFE—NEE, NRINMERZFHNE. MR
XFLNEE, MRIAMET copy.

FFHIE R snapshot #1 filesystem, ZRIAE ) filesystem,

INRIETE MTC web $EHIE /B U RS B HIEEE 7 50IEED, & IR verify 231, &7
LUt E R E N false,

&AL ERIAEZRCN MigPlan CR By status.destStorageClasses H#{E{A] name S#(H19
fH. MMREBEEME, WPV EIREEEFEESR,

® 6 0 o

fIFBIEA ReadWriteOnce #1 ReadWriteMany, #1R:%AEEXME, NMEINMERIRE
B PVC IR, EREETE MigPlan CR 4RI AIER., EAREER MTC web #2H&
HAIT o,
Heth BT

e & move H copy EERIENE, ESH MTC TR,

o EX skip BIERIEE, ESHMIBFHEER PVC,
o BXXHRIEMRBER G ENIFE, FSHXTREESGE,

1.4.6. {1/ MTC API #4T Kubernetes Xf R BIIR 5T

IRAE PV BUER, B LUERA Migration Toolkit for Containers (MTC) APl HUT4H AN T Y
Kubernetes X REI— R MR ER,

e Lhsid B iE MigPlan B E LR (CR) FECERME— N AHAMREELRESRH Kubernetes HRTIZR
K —FFIEX LR, AEET 0 MigMigration CR &H4T:E#%, MigPlan %R 5 XA,

1% Kubernetes B5IR2— /MY IR AP BIThEE, fEAEHT MigPlan CR, #f#A CLI AE
B2 —1 MigMigration CR, MTC web ZH| &R X5 Kubernetes X &,

T#fE, MigPlan CR # closed Z##%IXE N true, EAEEH It MigPlan CR A& % —4
MigMigration CR,

FERALLITETZ — & Kubernetes ¥ R 11Z MigPlan CR  :
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B NE ST B kT

e ¥ Kubernetes X &7 INZE! includeResources 284, 4 MigPlan CR Ff5%E
includedResources FE&HT, iTXI&F group-kind B9FIRIENEI A, REFIRHS T ROERF
KBEEIHBF,

o RINTIEM labelSelector 23, LUidjE MigPlan ## includedResources, 35 E L FERHT,
I NEESIRE 55&%5@@85’]5« B, a0, EEILMERFRE app: frontend 5 it 825 3T
& Secret #1 ConfigMap #iR%I=R,

1. E%7 MigPlan CR, EH&& Kubernetes HiR, FaAHMEMEILZRN labelSelector Z#3k:
{ﬁ@EE’JJ\Iﬁ

a. B#7 MigPlan CR EH @& Kubernetes FIR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: ™"
- kind: <kind>
group: ™"

ﬂ 187 Kubernetes Xf£, 40 Secret =% ConfigMap,

b. A% : E3@it 0 labelSelector SEk T jEESMEIR :

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
name: <migplan>
namespace: openshift-migration
spec:
includedResources:
- kind: <kind> @)
group: "
- kind: <kind>
group: "

labelSelector:
matchLabels:

<label> @)

ﬂ 187 Kubernetes Xf£, 40 Secret =% ConfigMap,
Q BEBETIBMWFTIREILZ, 20 app: frontend,

2. BIE—1 MigMigration CR 35T/ /% Kubernetes %R, %iF migPlanRef 3|8 T 7 IEfAHY
MigPlan :
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apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
generateName: <migplan>
namespace: openshift-migration
spec:
migPlanRef:
name: <migplan>
namespace: openshift-migration
stage: false

11.5. sEFB 1 2575 T

BRI AR ER T RIRRE, BREFAMS K, =HHIE MigrationController B & X TR (CR) /g %k
78 Kubernetes & /i, UATAETERFIREMEE,

1.5.1. HKELEFZ IR
B LUEA MTC hABSERIGINTR N R A2 FHRRIFR &,

BE
I TAE S T MR Fp AT SE R AT OX 2 B 2

it

1. %% MigrationController B %R (CR) &

I $ oc edit migrationcontroller -n openshift-migration

2. BHLUTSE

mig_controller_limits_cpu: "1" a
mig_controller_limits_memory: "10Gi" 9

mig_controller_requests_cpu: "100m"
mig_controller_requests_memory: "350Mi" ﬂ

mig_pv_limit: 100 €
mig_pod_limit: 100 @)
mig_namespace_limit: 10 ﬂ

157 MigrationController CR =] Fif#J CPU #( £,
15 MigrationController CR A A AE £,

15 7 FF MigrationController CR 153K/ CPU #.c#, 100m % 0.1CPU H#3t (100 *
16-3) o

o 009

15 o T MigrationController CR iF KM NEE,
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EEAIBNFAMBHE.
EE R EBH pod HE,

o

EEAIBNGRZERHE.

99

3. AIREAEHFNSHIIEERATRBITR,
INRIEHTF 11T KB MigrationController CR R, NI MTC $#E=HI 5 EREIB TR ER

BEER.

N.5.2. HWERESIBERFAEBRN
EAEARAMS (PV) ARERSIBIAN, LUK B RERMEZEN,

é PV BORE L A A BB E AT, MlgratlonControIIer BEVHERE (CR) *FEFAMSER (PVC)
EREHBAESHEMBESWREATHE., RE, BRITEBNEEMMRNZEHE,

pv_resizing_threshold SHUREMSER PV HE X/, RIAFER 3%. XEKSE, Y PVHEMEAE

BT 97% I, PV &EE RN, EAILUREXNEHE, LUE PV ﬂﬁjcd\&%f&ﬁ’]ﬁﬁﬁﬁﬁg%zuz%zi
PVC RERBUTIEITE :

o MR PVCIHKNEHEARE (spec.resources.requests.storage) T E T RBENAE
(status.capacity.storage) , lI&f# AR KMIE,

o MREPVETPVCER, REEXRUEHPVH PVC REFBELHE, NEFEAKRKMIE,

SeRFH
® PVC JIMINEI— % N IETEZ1TH pod, LUE MigrationController CR AT AT 4

it =
BXENEER,

i {&+h MigrationController CR 3&/5F PV HE X/ :
$ oc patch migrationcontroller migration-controller -p '{"spec":
{"enable_dvm_pv_resizing":true}}' \

--type="merge' -n openshift-migration

Q JS{E1X ) false AT PV K/ EEE

3. ®i% : B pv_resizing_threshold ZELUILINEHH :

$ oc patch migrationcontroller migration-controller -p '{"spec":{"pv_resizing_threshold":41}}' \

--type="merge' -n openshift-migration

Q@ HiiiEns,

BT BI{EES, MigPlan CRIREHFRERUTREER
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status:
conditions:

- category: Warn

durable: true

lastTransitionTime: "2021-06-17T08:57:01Z"

message: 'Capacity of the following volumes will be automatically adjusted to avoid disk
capacity issues in the target cluster: [pvc-b800eb7b-cf3b-11eb-a3f7-0eae3e0555f3]'

reason: Done

status: "False"

type: PvCapacityAdjustmentRequired

X F AWS gp2 i, BN gp2 ITEBRAEMRINAR, INMEERFELI, B
3k pv_resizing_threshold 5 42% & &, (BZ#1973148)

11.5.3. B A% 1FH Kubernetes & /i

& 7] LATE MigrationController BE X %R (CR) A5 A% EM Kubernetes & Fim, LUEEEH T2
TR, EMNTARKIBHERZEEBN, SNEETENMSIERN, 2EREABIMERELS.

BRE, ZREMES (B, BTFEESITHM Rsync &0 Velero FRHIRE) HFAKE
EReETZFNE P ImBIEEE.

%ﬁﬁ’]@)ﬁiﬁ‘ﬁ%ﬁa%%ﬁ%ﬁ’ﬂlﬂﬁ, &5 MigrationController CR 242175 MigCluster CR X E i & HIFTA
API BHR, BE A EE AP RS HBIERSWEMTRTF. ZERU API RS BREEE B,

MREA TR ENE FinfE % % OOMKilled (1%, &R LAEIN MigrationController CR IR ZRR{EFIE
*Q

e
1L BITUTHSEBERENE - in

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
'{ "op": "replace”, "path": "/spec/mig_controller_enable_cache", "value": true}]'

2. A% @ 3BfTLA T Ap 4 k180 MigrationController CR RTERRE :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_limits_memory", "value": <10Gi>}]'

3. ®w% : ET AR A4 1240 MigrationController CR R7FIEK :

$ oc -n openshift-migration patch migrationcontroller migration-controller --type=json --patch \
{ "op": "replace”, "path": "/spec/mig_controller_requests_memory", "value": <350Mi>}]'
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2612 = WIEHER

ATTBR T X Migration Toolkit for Containers (MTC) #4THRFEHERREY BT IR

BREAAE, HEH MTC Z17EiC.

12.1. MTC Tk

RE LAMEF MTC web &3 Kubernetes API i Kubernetes %R, HFAMSHIBEIALSIASHGR TR
E| OpenShift Container Platform 4.8,

MTC SERLLTFHR :

o TEFMITHIRIEEMG R,

o MBENMFEHEMITR : Y MTC IRMAEHE, BRIBSZHEE lEﬂ?&Eﬂ%B’JFﬁ*ﬁ‘ﬁ%%ﬂm
B, MPR% Sk Pod. H4, tNR— /\’ﬁ?ﬁ&np% BT EREERENT], XNRIKI TS
BRAFEENSA—INER, MTC &EBXHNEIR
BN, 22METXAR (SCC) 2— A??E?%Eiéﬁﬂ TR, RS (SA) BREETHE

ZEAIRHIB IR, IR MTC MBI B ZERIHEFE SA, MTC R BHLEIHEEER| SA KA
SCC, F#HiTIfiXL SCC, R, MTC 2T BHEHEIMAERRAMEHNRAEEEHR,

% -
: RIFHIR, TRRFBRFIIIBEISEHEBTIR,

o HEXHIR (CR) MBEEXFHRE X (CRD) : MTC 1E6p & 22 8] 5| B 5hiE# CR # CRD,
5 MTC Web #ZHI&IB N RAREFSRUTHE :

. EFFBSEEFPRE MTC Operator,
IR LATE B BRAIE SR B B ECR 1 AR 32 FRIFE AN Containers Operator &% Migration Toolkit,
TR B REERE W A LATEAR B (A 4T1510], MRE A LA registry BIERAR (mirror) .

2. BBEEHEME, X2 MTC BER:IBREIFEN HIENTREM,
B BERBLIE N 5 CENRZREIMM ST AR, EZRIMER, B LUER Multi-
Cloud Object Gateway (MCG), WMRFERKIERS 2, EHIEREENRTEH CEMERH
HIR4E R E

3. £ MTC web & IR ITRERE

4. 1 MTC web #HI& RRINE FIFHEZE,

5 BIEER IR, SEUTEEIR LTz —

e Copy : MTC EIEMREHEHZIEFIFEE, BMERITFMEZEBEIESHE BrEE.

MREERERGGIBHNERESTY, NREINEBEEMNREHEHEIB
rEREE.
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— Replication
repository
Backup Restore
‘ Volume | ‘ Volume ‘
Persistent volume Persistent volume
Source cluster Target cluster

® Move : MTC MIRERFFEIE—MNERSE (FIINNFS) , EEIEE LLB—NMEmIX NI
BEN PV IR, REEENSEFESTRES, EENERP TN ARFERRERE
RANE—ZES, mRESYIA LBIRERM B InEE 77,

Y AREH CEEEHIELEERF, BIRFEE,

 EEEEEE R b‘ Remote volume ‘4

Persistent volume Persistent volume

Source cluster Target cluster

6. IR, ERAUTETZ— :

stage A LN AR FRIER TRBES HIE B IrER.
MEBER AL RIZTT, UEEIRINASHBEEFR BN, 2T -SRI S
R 455 T # BOHRF AL A,

e cutover RIFILRERH LWV ARRE, HRERERIBIINEE.
ALk - R ALUERR Halt transactions on the source cluster during migration% %1% &,
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Replication
repository

MyApplication

Kubernetes

» objects

Backup Restore

PV1 PV 2

Internal images

MyApplication MyApplication

objects

Kubernetes I Velero
objects ! '

i Velero | Kubernetes

PV1 PV2 Openshift PV1 PV2

Container Platform
Migration API

Internal images Internal images

Source cluster Target cluster

XF MTC BHRE IR
MTC RBIBLUTEE LR (CR)

User access

MIG Migration CRs (on MTC cluster) o e .

Refers to
[— Refers to ﬁ

MigPlan MigCluster MigStorage —

1

1

! Velero (Created on source cluster
1 and target cluster)
!
1
]

— BackupStoragelocation

| Triggers __|
creation

1
1
1
1
:
:
:
:
:
]
1
1
1
|
:
A o o o —P  VolumeSnapshotLocation i
e :
:
:
1
i
i
i
i
1
i
1
1
:
:
:
:
:
:

MIG action CRs

Refers to ' o
1

Triggers P === o —————————————————————— - ]
creation

MigMigration
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o MigCluster (E2&, MTC 5E8%) LB E L
e MigStorage (BZi&E, MTC &£8¥) : FiEE L

0 MigPlan (ECiE, MTC &£8%) T/ it%

MigPlan CR ##i T E X8RN BIrER. SRCEMPZZEFR, B5 0D 1175% 41 MigMigration
CR XHk,

AE
. JHB MigPlan CR £#&38:69 MigMigration CR.

o BackupStoragelocation (EZ&, MTC £2&%) : Velero &2 % RIMLE
e VolumeSnapshotlLocation (BZE&, MTC %£8%) : Velero BIRIBHIIE

e MigMigration (¥#&#E, MTC %2#) : Migration, FE&RIH1T stage SHITHHBH IR, B
MigMigration CR #5 MigPlan CR XFX,

o Backup (#fF, TREE) : Hzf7EH RN, MigMigration CR EENRER LAIEM 4 Velero
#1? CR :

e 1% CR #1 B FKubernetes Xt
o i3 CR#2 AT PV EIE

e Restore (IgfE, BIr&EE) : Ez1TEM1TRIAT, MigMigration CR £ B r5E8f LA
Velero xE CR :

o KE CR#1 (A& CR#2) BT PVEIE

o RE CR#2 (FA& CR#1) AT Kubernetes X4

12.2. MTC B E X KIRF
MTC L FEE L EE (CR) ¥ TBm AR,

12.2.1. DirectlmageMigration
DirectimageMigration CR B {F G MIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <direct_image_migration>
spec:

srcMigClusterRef:
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https://github.com/konveyor/mig-controller/blob/master/pkg/apis/migration/v1alpha1/migcluster_types.go
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https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/backup.go
https://github.com/vmware-tanzu/velero/blob/main/pkg/apis/velero/v1/restore.go
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name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
namespaces:
- <source_namespace_1>
- <source_namespace_2>:<destination_namespace_3> g

@ CETIBNHEN— RS IHBLE. RAERT, BIreaRANAT5RAS2HER
@ ERTFEAHBRETEIE b &L FIRM &2,

12.2.2. DirectimageStreamMigration

DirectimageStreamMigration CR B3 4i & 5| FAMIRERE S HIEI B Ir&ERE,

apiVersion: migration.openshift.io/vialphai
kind: DirectimageStreamMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_image_stream_migration>
spec:
srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
imageStreamRef:
name: <image_stream>
namespace: <source_image_stream_namespace>
destNamespace: <destination_image_stream_namespace>

12.2.3. DirectVolumeMigration
DirectVolumeMigration CR B35 AMSE (PV) MREHEHIEIBInEE.

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigration
metadata:
name: <direct_volume_migration>
namespace: openshift-migration
spec:
createDestinationNamespaces: false ﬂ
deleteProgressReportingCRs: false 9
destMigClusterRef:
name: <host_cluster> 6
namespace: openshift-migration
persistentVolumeClaims:
- name: <pvc> ﬂ
namespace: <pvC_namespace>

o1
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srcMigClusterRef:
name: <source_cluster>
namespace: openshift-migration

Q KEH true, HBEIERLM PV QIEGLZE,

Q WEN true, LT EMER DirectVolumeMigrationProgress CR, ZRiAE ) false, {RER
DirectVolumeMigrationProgress CR LUH 1T FEHERR,

© NREGRHTRINER, HEREHEN.
@ HEESEBH—IHZDPVC

12.2.4. DirectVolumeMigrationProgress

DirectVolumeMigrationProgress CR .7~ DirectVolumeMigration CR BY#E,

apiVersion: migration.openshift.io/vialphai
kind: DirectVolumeMigrationProgress
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <direct_volume_migration_progress>
spec:
clusterRef:
name: <source_cluster>
namespace: openshift-migration
podRef:
name: <rsync_pod>
namespace: openshift-migration

12.2.5. MigAnalytic

t

MigAnalytic CR MXEXBY MigPlan CR IR Hiik. Kubernetes BHRMFA LS (PV) BEMHE.

1

BRI LIRS B B SRR,

apiVersion: migration.openshift.io/vialphai
kind: MigAnalytic
metadata:
annotations:
migplan: <migplan>
name: <miganalytic>
namespace: openshift-migration
labels:
migplan: <migplan>
spec:
analyzelmageCount: true ﬂ
analyzeK8SResources: true 9
analyzePVCapacity: true 6
listimages: false

listimagesLimit: 50 9
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migPlanRef:
name: <migplan>
namespace: openshift-migration

Bl E,

@ &
9 Al @ 3RO Kubernetes HRBIEIE, KM API AR,
9 % IR
Q RO IR, BRILH false, EMtHHFRT K,

: IEE IR listimages  true I E RO R KR LI

®
IEI

12.2.6. MigCluster
MigCluster CR & X — 1P EH. Aithsizi2&EEF.

apiVersion: migration.openshift.io/vialphai
kind: MigCluster
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <host_cluster> ﬂ

namespace: openshift-migration
spec:

isHostCluster: true 9

# The 'azureResourceGroup' parameter is relevant only for Microsoft Azure.

azureResourceGroup: <azure_resource_group>
caBundle: <ca_bundle base64> ﬂ
insecure: false 6
refresh: false G
# The 'restartRestic’ parameter is relevant for a source cluster.
restartRestic: true ﬂ
# The following parameters are relevant for a remote cluster.
exposedRegistryPath: <registry_route> 6
url: <destination_cluster_url> Q
serviceAccountSecretRef:
name: <source_secret> @
namespace: openshift-config

#N3R migration-controller pod & BEXNEEFIZIT, ERMEEHFAM,

SN 4 true, Il migration-controller pod 7E L &EEEHIZ 1T,

{¥ Microsoft Azure : 38E KR4,

base64 JwiGBIIE T AR,

WIEH true AZEF SSL %k,

@@ - -

&E N true LASSIFEEEE,
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A%k RIEBNBEZFE R CAIERAE T —MER4E, H insecure S#UE N false, 1HIEE
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Q BN true, LUTEDIEE Stage pod FEEIREEFH Restic pod,
© CREBMERIURIN  BEAFHRS registry &,

© (IR : IRE URL

@ (UZRR%E : f57E Secret CR KA,

12.2.7. MigHook

MigHook CR & . — 3% hook, BIETIBHIBEMERZITEE XKIE, ELUGERSEN TR
hook, &A™ hook TEEBHIARREIN EXIZ1T.

A LABCEE hook B#R. iBTHIHFFEMS (A, BE LHiR, UK hook fHizfTHISKEE,

hook BYEFERT E& F6p 4 Z2[A] 7 MigPlan CR HECE,

apiVersion: migration.openshift.io/vialphai
kind: MigHook
metadata:
generateName: <hook_name_prefix> ﬂ
name: <mighook>
namespace: openshift-migration
spec:
activeDeadlineSeconds: 1800 6
custom: false ﬂ
image: <hook_image> 9
playbook: <ansible_playbook base64> G
targetCluster: source

ik IS ERRII— PN —MIREE, LEENTER hook #3E — 1M MH—HEFF, BARFEE
£ name SHH1E,

EE T hook BFF, BRIEIEE T generateName SHHIE,
Al - 87 hook FIIZITHIR AWM. BAIE 1800,

g05R true, I hook B—MEE LHifk. BE LHHRALIELE Ansible, thAILUERTRBISRTETE
%Z}%E‘o

BEBE LR, #i0 quay.io/konveyor/hook-runner:latest, #15% custom 2 true, NIEE It
Tl

base64 ZwlLH Ansible playbook.#15 custom 2 false, N|%E.

FEEEIZ1T hook BI5EEE, BRUE N source =X destination,

O ® 00600 O

12.2.8. MigMigration

MigMigration CR ;247—*> MigPlan CR,

&7 LAES & Migmigration CR, LUZIT— MM RSB EFH, BUHEMHTHIER, NEIRETKIE
%
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12.

apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migmigration>
namespace: openshift-migration
spec:
canceled: false ﬂ
rollback: false g
stage: false 6
quiescePods: true ﬂ
keepAnnotations: true 9
verify: false
migPlanRef:
name: <migplan>
namespace: openshift-migration

WIE N true ATEBUHIEE A 1THMER,

WE true LAETREFTRRBIER,

WE true LLUZITEFE%. BESBBIBES, pod FREREHHBIEL,
WE true AITEEHEIEEIE N BRERF, E&RNERE, RERHH pod WAEET 0,

WEN true LUR BT M0 12 7 N A BIPREFE AR,

512 Z5 R HERR

WEH true, LURGEBIREEFIERH pod RS, FHIREILTF Running RSB pod &R,

2.9. MigPlan

MigPlan CR & BT XS,

Al ABC B B hrep B ZE (A, hook M EX AR B HE sk A1 3T %5,

RMINERT, BirerRZERBRNRSIRGEEZFER,
A, EeIARTSERIENSKE LESMRZEN,

GID 3B,

apiVersion: migration.openshift.io/vialphai
kind: MigPlan
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migplan>
namespace: openshift-migration
spec:
closed: false ﬂ
srcMigClusterRef:
name: <source_cluster>

MREET — P TAREBBEI S EZE
Rt 2R EH T UID
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namespace: openshift-migration
destMigClusterRef:
name: <destination_cluster>
namespace: openshift-migration
hooks:
- executionNamespace: <namespace> 6
phase: <migration_phase>
reference:
name: <hook> 6
namespace: <hook_namespace> G
serviceAccount: <service_account>
indirectimageMigration: true G
indirectVolumeMigration: false g
migStorageRef:
name: <migstorage>
namespace: openshift-migration
namespaces:
- <source_namespace_1> @
- <source_namespace_2>
- <source_namespace_3>:<destination_namespace_4> m
refresh: false @

RN true, NIERESEMR. EFREEHNILEL MigPlan CR £/E 5 —4 MigMigration CR,
AL : B AHEENER hook, B hook MERRBIER N LT,
A% @ #ETEIZIT hook BIAR R 22,

A%k 1 $87E hook iZfTHAIRIBIEMI &, — 1 hook ATLA EEZE — MM ER. BRIET
PreBackup. PostBackup. PreRestore #1 PostRestore,

a

% : 8% MigHook CR By FF,
Al : 5 MigHook CR By#n & 22,
Ak : IEE—1NEA cluster-admin Y RBIAR 55K

R true, MZEAEEHRIR, REMREREFEFFHZE, FMNEHFHEEEFIE BN
L3N

SR true, MIZEMEESIH. PV MREHEHZIEFIEFMEE, BMERIFEZESHRBINE
¥,

BE—IHZNRMEEFE, MRISERDBZEFE, MBI EZERZ2ERN,

MRBIrBER SSRGS EERTRE, HEES.

D00 9 99900 606009

SNER 4 true , MigPlan CR &#ZI0IE,

12.2.10. MigStorage
MigStorage CR i T & %77 i 2894 R 1F 8.
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¥ Amazon Web Services (AWS) . Microsoft Azure, Google Cloud Storage. Multi-Cloud Object
Gateway B S3 FA=FE.

AWS FIIRIBE H T EZB BN NS,

0000902090000

apiVersion: migration.openshift.io/vialphai
kind: MigStorage
metadata:
labels:
controller-tools.k8s.io: "1.0"
name: <migstorage>
namespace: openshift-migration
spec:
backupStorageProvider: <backup_storage provider> ﬂ
volumeSnapshotProvider: <snapshot_storage_provider> g
backupStorageConfig:
awsBucketName: <bucket> 6
awsRegion: <region> ﬂ
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
awsKmsKeyld: <key_id>
awsPublicUrl: <public_url> @)
awsSignatureVersion: <signature_version> G
volumeSnapshotConfig:
awsRegion: <region>
credsSecretRef:
namespace: openshift-config
name: <storage_secret>
refresh: false m

EEFEAN .

IRIBE R 5% - IeEFEHNE,

L AWS : $5EFF MR B TR,

L AWS : f8EFHEMRXE, 40 us-east-1,

BRI N FHEOIER Secret CR BI&FR,

AWS : INRE[FER AWS BHEIRIRSS, 1HIEEIZBYIME—TRRRT.
LAWS @ IIR$IZF AWS TR ERBI AL FIAR, EEEFHEME URL.
TLAWS : FEE A EREIILIE R AWS ZERhRA, Fii0 4,
IRIBEH 5% - IEERFHMIEME,

IRBE R 5% - I8EENFHE O Secret CR B R,

BN true LUSIFEE,
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12.3. H IL,\*DU_J'LJQI
Ao T o] B FEERRM B EMIAIA TR,

12.3.1. EE IR ITHHER

ERILMER MTC web #HIE M STRE (CL) BEFEIHINTRR RZRIELZTHEBIHIRIR

KIBEYA]
AR
1. £ MTC web #£%& # = Migration Plans,
2. =iEHiHR5EI8 Migrations %S & & Migrations T1H,
3. RIEBRUEEIBIHE.
4. B IBHER, UENINEAEEIBHRRERSE

BN RIME TR IATEEEHERR, EMRIMBB I R IE, AER TR

B

5 miifiR 1189 Options FHRFEFE LU T LTIz — -
o 5l oc describe fp &S ip S &l EIEBIFI LR,

o BEXRMEXER, ABZITMT,
FRBIFR A EH L YAML S8R TR,

o 5l oc logs 5 iH 6o E H B EBIBS R,

o ERMEXEH, ARBIZTHS,
ﬁﬂ%mﬁiﬁlﬂlu {[57 IJ”JKJ.LT {}J:’E’JEIL;\O

® View JSON 7£ Web M 28 LL JSON #& = E 7~ HREE.
HHUES oc get <resource> 58I 45 RER,

12.3.2. EEIBITARE

A LEEIBITNNREEE. BRI UER MTC web #HI &S ERIZIZEIIRA, RAEMGS

® (CLI) BT %,

Z D ERLT pod BT EHEE :
e Migration Controller
e Velero
® Restic

® Rsync

98

IR
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e Stunnel

® Registry

1. £ MTC web #£%& # < Migration Plans,

2. REHBITRZEIH Migrations 5,

3. H#if View logs.

4. mii Copy Ellr¥t oc logs o4 & Hl BRI BINGHR o

5. BFXEIMERBERFE CLI AR S,
i & B REBITRINREHE,

12.3.3. (/I B &R AR
1R AMSE FRE RS B A LR 28 LR A S B AR IEA

ff

L=

S

1. XEX mig-log-reader pod:
I $ oc -n openshift-migration get pods | grep log
2. MAUTRREREMNMIBERE
I $ oc -n openshift-migration logs -f <mig-log-reader-pod> -c color ﬂ

Q -c plain ETU T REEH N B &,

12.3.4. Vil BeHE IR

MigrationController B Y %R (CR) iLkIEIMEE, FE el RINBIERH REFHE D, EALEA
Prometheus Query Language (PromQL) RiIZBT TR MRE R/, LU EIRTEFREEE, 2 Migration
Controller pod EER, SEBEMAIEITR.

& BT LUEF OpenShift Container Platform Web $2%I& 15 R 4 BEFE AR FFIZ 1T & 1A,

it

1. £ OpenShift Container Platform web 12l & # &2 Monitoring - Metrics,

2. BN PromQL &), %&FE—NERRMEEIEO, AF# T Run Queries,
INRIEH) Web 102858 B RFIESER, 1EF B Prometheus 1245,

12.3.4.1. ;REEM3EFR

MigrationController B Y %R (CR) 12T MigMigration CR it # &k & API 15KBI1EIT.

12.3.4.1.1. cam_app_workload_migrations
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bt — E&IT Al I HY MigMigration CR it#%, ©RFHF5 mtc_client_request_count #]
mtc_client_request_elapsed {5t —R2EE, UBETIBRRSELM APIEXRER, WiEaSE
Telemetry A,

5 12.1. cam_app_workload_migrations metric

Al A HEPRE AR PG PR R

status running, idle, failed, MigMigration CR 4R 7
completed

type stage, final MigMigration CR 2!

12.3.4.1.2. mtc_client_request_count

tb¥EFr2 MigrationController & 5 Kubernetes APl & REIRFAITH, SRS ESTE Telemetry /1,

5% 12.2. mtc_client_request_count metric

AR AR PR T e
cluster https://migcluster-url:443 BN & HIE KIS B
component MigPlan, MigCluster & HIE K F 25128 API
function (*ReconcileMigPlan).Reconci % Hi&EK#IThAE

le
kind SecretList. Deployment M Kubernetes & Hi#IE KB

12.3.4.1.3. mtc_client_request_elapsed

XNEPRZ MigrationController % %8 Kubernetes API i REIRFIEIR, UZEM HHEA, EREESE
Telemetry A,

3 12.3. mtc_client_request_elapsed 357

AR B PR T briiik
cluster https://cluster-url.com:443 BN R I KO SR B
component migplan, migcluster & HIE K F2RH5I28 API
function (*ReconcileMigPlan).Reconci % Hi&EKHIThAE

le
kind SecretList. Deployment NiERK A M Kubernetes HiR

12.3.4.1.4. EAKNEH
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RPN T AT LM —LEERER,

X 12.4. GANER
AHif fid
mtc_client_request_count RIHI AP IERE, RiERREHRF
sum(mtc_client_request_count) & By APl E R B
mtc_client_request_elapsed APIERIER, RIETHRKELHEF
sum(mtc_client_request_elapsed) API & KB EEIR
sum(mtc_client_request_elapsed) / API 13RI FIIER

sum(mtc_client_request_count)

mtc_client_request_elapsed / APIEKREIEHIER, $&RiEKREEERF
mtc_client_request_count

cam_app_workload_migrations{status="runn  Z1THIEFZIT#, L. 100 ATERMNEFIEKE
ing"} * 100

12.3.5. {88 must-gather TE

&7 LAfE A must-gather TERIE MTC BE LHIRMB K. BIFHEXER.

must-gather #E X1 INEIFT B & 7 5261,

TR LU — /N =X 24 AN RBYEEE, FHER Prometheus 2 & EEHIE.

FRFH

o TWfEAES cluster-admin A& A &5k E] OpenShift Container Platform 5£&%,

e B% % OpenShift CLI (oc).

¥ =
1. # A72f#% must-gather 21IEHIE %,
2. AR LY 2 —i21T oc adm must-gather fp4 :

o Iyt RJLNIRERESE -

I $ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7

HIRIRTE 7y must-gather/must-gather.tar.gz, &7 LU S04 EERIZIIEZ ] ML
B9z Hrln L R,

o it E 24 NI EYE ¢
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$ oc adm must-gather --image=registry.redhat.io/rhmtc/openshift-migration-must-gather-
rhel8:v1.7\
-- /usr/bin/gather_metrics_dump

LR VERTRE B ER KT A, #IEIRTE S must-gather/metrics/prom_data.tar.gz,

{1 Prometheus ZH&EE&BIHREUR
AT LAMEFE Prometheus 168 & &SRR,

1. #2154 prom_data.tar.gz X1f :
I $ tar -xvzf must-gather/metrics/prom_data.tar.gz
2. DA Prometheus 5241 :
I $ make prometheus-run
5t Prometheus URL,
vt
I Started Prometheus on http://localhost:9090
3. A5 Web J 5525, B3MEI URL LUER Prometheus Web #1H 5 EEEUIRE,
4. BEFIEE, MER Prometheus SLBIFIEE :

I $ make prometheus-cleanup

12.3.6. {8 Velero CLI TE i Velero ¥R

&7 LU Backup #1 Restore BE M HIR(CR)FHEA Velero CLI TEMZRAE,
Velero CLI TELt OpenShift CLI TERHEIFMMER.

&

{3 oc exec i 5IZ1T Velero CLI 3% -

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> <command> <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

HE BT
& velero --help 7 Fi A Velero CLI fip % :
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I $ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
--help

describe fp4%
{& A velero describe 47135 Backup 5 Restore CR XEFVE S A

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> describe <cr_name>

Nl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
backup describe 0e44ae00-5dc3-11eb-9ca8-df7e5254778b-2d8q|

logs A%y
& velero logs s 13 Backup =k Restore CR ®HE :

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
<backup_restore_cr> logs <cr_name>

Pl

$ oc -n openshift-migration exec deployment/velero -c velero -- ./velero \
restore logs ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

12.3.7. i ER 0 3T R
R B LUE A Velero CLI 47 Restore B E X #E (CR) HERIHREIBSFHAMESNE,

% Velero BENER B FBIBRWBAEE, RSBREBRMI KW, B, ®>EELFRE L
(CRD) , HERKEFHBINERH CRD RAZFIFEAR, NEBRTHK, BFAREBRKRH LU
CR.

Velero fFFIRIE AR RNGER, ARELIE &4 CR PEIEAMN R,

it

1. 122 MigMigration CR BT :
I $ oc get migmigration <migmigration> -o yaml
i th o Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: "2021-01-26T20:48:40Z"
message: 'Final Restore openshift-migration/ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf: partially failed on destination cluster’
status: "True"
type: VeleroFinalRestorePartiallyFailed
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- category: Advisory
durable: true
lastTransitionTime: "2021-01-26T20:48:42Z"
message: The migration has completed with warnings, please look at "Warn™ conditions.
reason: Completed
status: "True"
type: SucceededWithWarnings

2. {#M Velero describe 527 Restore CR FAIRA :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore describe <restore>

i th 7 Bl

Phase: PartiallyFailed (run 'velero restore logs ccc7¢2d0-6017-11eb-afab-85d0007f5a19-
x4lbf' for more information)

Errors:
Velero:  <none>
Cluster: <none>
Namespaces:
migration-example: error restoring example.com/migration-example/migration-example:
the server could not find the requested resource

3. {1 Velero logs k% Restore CR H7& :

$ oc -n {namespace} exec deployment/velero -c velero -- ./velero \
restore logs <restore>

it Bl

time="2021-01-26T20:48:37Z" level=info msg="Attempting to restore migration-example:
migration-example" logSource="pkg/restore/restore.go:1107" restore=openshift-
migration/ccc7¢c2d0-6017-11eb-afab-85d0007f5a19-x4lbf

time="2021-01-26T20:48:37Z" level=info msg="error restoring migration-example: the server
could not find the requested resource" logSource="pkg/restore/restore.go:1170"
restore=openshift-migration/ccc7c2d0-6017-11eb-afab-85d0007f5a19-x4lIbf

Restore CR &it sk HEHEIREE, the server could not find the requested resource, %
THEDRKBHIRE,

12.3.8. A MTC B E LR F 1T EHERR
R LG E LT MTC BE KB (CR) SEHERR TR S0 fy a] 51

104
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BackupStorageLocation CR &5 — migrationcontroller 7%, FFIriRAIE CRHIMTC
SEE)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e VolumeSnapshotLocation
VolumeSnapshotLocation CR &&—“ migrationcontroller 17%, FBTFFriAAIE CR B MTC
SEA)

labels:
I migrationcontroller: ebe13bee-c803-47d0-a9e9-83f380328b93

e MigMigration

e Backup
EBIREREF, MTC RIRMFANS (PV) MEHFAREE%E ) Retain, Backup CRE&
openshift.io/orig-reclaim-policy ;xf#, FATFiETRFRIEEFFREKRE. ERIUFRE TR PV
B E 37 = BASRER,

o %8

it

1. 5 openshift-migration 4 22 [A| R 9 MigMigration CR:

I $ oc get migmigration -n openshift-migration

o=l
NAME AGE
88435fe0-c9f8-11e9-85e6-5d593ce65e10 6m42s

2. ##& MigMigration CR:
I $ oc describe migmigration 88435fe0-c9f8-11e9-85e6-5d593ce65e10 -n openshift-migration
Ty 25 R B LLT R,

MigMigration ;=i

name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10

namespace: openshift-migration

labels: <none>

annotations: touch: 3b48b543-b53e-4e44-9d34-33563f0f8147
apiVersion: migration.openshift.io/vialphat

kind: MigMigration

metadata:

creationTimestamp: 2019-08-29T01:01:29Z

generation: 20

resourceVersion: 88179

selfLink: /apis/migration.openshift.io/vialphai/namespaces/openshift-
migration/migmigrations/88435fe0-c9f8-11e9-85e6-5d593ce65e10
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uid: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
spec:
migPlanRef:
name: socks-shop-mig-plan

namespace: openshift-migration
quiescePods: true

stage: false
status:
conditions:
category: Advisory
durable: True
lastTransitionTime: 2019-08-29T01:03:40Z
message: The migration has completed successfully.
reason: Completed
status: True
type: Succeeded
phase: Completed
startTimestamp: 2019-08-29T01:01:29Z
events: <none>

Velero &1 CR #2 =l sk hk PV B8

apiVersion: velero.io/v1
kind: Backup
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.105.179:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-44dd3bd5-c9f8-11e9-95ad-
0205fe66cbb6
openshift.io/orig-reclaim-policy: delete
creationTimestamp: "2019-08-29T01:03:15Z2"
generateName: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-
generation: 1
labels:
app.kubernetes.io/part-of: migration
migmigration: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
migration-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
velero.io/storage-location: myrepo-vpzq9
name: 88435fe0-c9f8-11e9-85e6-5d593ce65e10-59gb7
namespace: openshift-migration
resourceVersion: "87313"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/backups/88435fe0-c9f8-11e9-85e6-
5d593ce65e10-59gb7
uid: c80dbbc0-c9f8-11e9-95ad-0205fe66cbb6
spec:
excludedNamespaces: []
excludedResources: []
hooks:
resources: []
includeClusterResources: null
includedNamespaces:
- sock-shop
includedResources:
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- persistentvolumes
- persistentvolumeclaims
- namespaces
- imagestreams
- imagestreamtags
- secrets
- configmaps
- pods
labelSelector:
matchLabels:
migration-included-stage-backup: 8886de4c-c9f8-11e9-95ad-0205fe66cbb6
storagelLocation: myrepo-vpzq9
ttl: 720h0mMO0s
volumeSnapshotLocations:
- myrepo-wv6fx
status:
completionTimestamp: "2019-08-29T01:02:36Z2"
errors: 0
expiration: "2019-09-28T01:02:35Z"
phase: Completed
startTimestamp: "2019-08-29T01:02:35Z"
validationErrors: null
version: 1
volumeSnapshotsAttempted: 0
volumeSnapshotsCompleted: 0
warnings: 0

Velero ¥k & CR #2 R~ flkiH keHiik Kubernetes ¥R

apiVersion: velero.io/v1
kind: Restore
metadata:
annotations:
openshift.io/migrate-copy-phase: final
openshift.io/migrate-quiesce-pods: "true"
openshift.io/migration-registry: 172.30.90.187:5000
openshift.io/migration-registry-dir: /socks-shop-mig-plan-registry-36f54ca7-c925-11e9-825a-
06fa9fb68c88
creationTimestamp: "2019-08-28T00:09:49Z2"
generateName: e13a1b60-c927-11e9-9555-d129df7f3b96-
generation: 3
labels:
app.kubernetes.io/part-of: migration
migmigration: e18252¢9-c927-11e9-825a-06fa9fb68c88
migration-final-restore: e18252¢9-c927-11e9-825a-06fa9fb68c88
name: e13a1b60-c927-11e9-9555-d129df7f3b96-gb8nx
namespace: openshift-migration
resourceVersion: "82329"
selfLink: /apis/velero.io/v1/namespaces/openshift-migration/restores/e13a1b60-c927-11e9-9555-
d129df7f3b96-gb8nx
uid: 26983ec0-c928-11e9-825a-06fa9fb68c88
spec:
backupName: e13a1b60-c927-11e9-9555-d129df7f3096-sz24f
excludedNamespaces: null
excludedResources:
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- nodes
- events
- events.events.k8s.io
- backups.velero.io
- restores.velero.io
- resticrepositories.velero.io
includedNamespaces: null
includedResources: null
namespaceMapping: null
restorePVs: true

status:
errors: 0
failureReason: ™"
phase: Completed
validationErrors: null
warnings: 15

12.4.

NP SES

FUNEEIH T 2P AT S BRI ERYE L m] R,

12.4.1. B EF AR S
SRR FRAZFE{EFE openshift & & 22 Al RBYsER, 1) BITER UG T EIEIRIRA,

#N5R OpenShift Container Platform 4.8 A E 3 OpenShift Container Platform 3 #if%k, &= L&A
podman F 3 B ERITRIT

FoRFM

it =

108

WIREZ podman .
B ALLER cluster-admin FREYE - 19 &5,

NRIEFEARLLM registry, 15 registry ENLERIIE! /etc/container/registries.conf £
[registries.insecure] f4>, LR Podman R&IBE TLS WKiFEE 1R,

RNER registry IR IRFN B IRse8E L 2 FF,

. FARMAER registry £ OpenShift Container Platform 3 #1 4 £ /A FF,

EIANER T, WER registry 7 OpenShift Container Platform 4 /AT,

MRIEFERARL LM registry, 15 registry EHLERINE] /etc/container/registries.conf i
[registries.insecure] f4>, LUBIR Podman R&IBE TLS WKiFEE 1R,

& %% OpenShift Container Platform 3 registry :
I $ podman login -u $(oc whoami) -p $(oc whoami -t) --tls-verify=false <registry_url>:<port>
&% E| OpenShift Container Platform 4 registry :

I $ podman login -u $(oc whoami) -p $(oc whoami -t) --tls-verify=false <registry_url>:<port>
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5. H1EYX OpenShift Container Platform 3 55 :

I $ podman pull <registry_url>:<port>/openshift/<image>
6. & OpenShift Container Platform 4 registry #7iC. OpenShift Container Platform 3 2% :

$ podman tag <registry_url>:<port>/openshift/<image> \ ﬂ
<registry_url>:<port>/openshift/<image>

ﬂ 87 OpenShift Container Platform 3 5£2£89 registry URL #i% M.

e 187 OpenShift Container Platform 4 &£2£ registry URL #0i% O,

7. S &RHEEET] OpenShift Container Platform 4 registry :
I $ podman push <registry_url>:<port>/openshift/<image> ﬂ

ﬂ 87 OpenShift Container Platform 4 £&%,

8. WILHBREEEEERBIHER :
I $ oc get imagestream -n openshift | grep <image>
i th o Bl

NAME IMAGE REPOSITORY TAGS UPDATED
my_image image-registry.openshift-image-registry.svc:5000/openshift/my_image latest 32
seconds ago

12.4.2. BEES IR RTH

MREFEBIBARTN, WEIRRETRESE S REFHFERM node-selector ST fZ,

MTC E X% B E RN SREBMEERE, UREREM ETXARMAEZR, TEESI%TE

R, MTC FEMIREEE T4 22 A 72 B IR B L AR Rsync 5 pod. MIRBEEEGREFER

S5 REMGZERBRER, NITEHHE Rsync £ pod. Rsync pod 4 F Pending K75,

TR LAAT LU S ZRR 5 FH R R IX AN (A,

ff

L=

S

1. k27 MigMigration CR B9 :
I $ oc describe migmigration <pod> -n openshift-migration
EHAEUTREER -
=1

I Some or all transfer pods are not running for more than 10 mins on destination cluster

109



OpenShift Container Platform 4.8 Mik% 3 :T# % 4

2. WIRERH, REUEHI6 R ZEAIRIES
I $ oc get namespace <namespace> -0 yaml ﬂ

© TiEBHeREA.

3. EBEIRERH, ISR ZER

I $ oc edit namespace <namespace>
4. FFERDH openshift.io/node-selector SF R INEIEFB IR ZEE A, M TFHIFTR :
apiVersion: vi
kind: Namespace
metadata:

annotations:
openshift.io/node-selector: "region=east"

5. BRiz TEBIT A,

12.43. R ERHRAAR

AL T B A RERTE Migration Toolkit for Containers (MTC) ABEIMIE I ITSEE, MURIN{A#RR
HEZRE,

12.4.3.1. BRijR] MTC #2251 B89 CA IEBEER

INRAEL—RZHDT A MTC #HI & B CAIEREHRER, NN REARE—TMREPERESES
B CAIEH,

BERRRXA AR, 3 A S 2 F B RH oauth-authorization-server URL FHiEZiF 5, Tk AR RIX
ANALE,  SHIET A N 2 B TN v AR BN S AR T R,

INREIEZIEF I ER Unauthorized 58, A MTC 12418 3 RIFTM 11,

12.4.3.2. MTC #HIE K OAuth B IR

MREEZEELULPE, MTC #2455 F 7R connection has timed out, ERFEAHER :
o % OAuth RSS2 B PIZE 177 [H] g
e ¥} OpenShift Container Platform 12l & BORM4% 1 (7] i

o {RIFFZEAERT T X oauth-authorization-server URL yifj[n], HEIFHEE K H OAuth B4
RMIEE ] MTC #2518,

EREBNMER :
o (HAANIYIEE web I E I MTC ZHIB M T,

e 7 Migration Ul pod HEHMIEE IR,
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12.4.3.3. HARAMIA I BB uE B iR

INRIBERE B EZIUEF SRR ERES MTC B Migration Toolkit IEHI G ENZR S, NNEPEIEATRER K
W, FERUTEIZRHEE : Certificate signed by unknown authority,

BRI OB E L CAIER AR, HERNREFHNEHFHEZERFE EZE MTC web 2§15

LAE
MIZFEUR R T8 CA LT, FREFE CA a4

=

$ echo -n | openssl s_client -connect <host FQDN>: <port>\ﬂ
| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p' > <ca_bundle.cert> 9

ﬂ EEIm R EN FQDN #imOA, 40 api.my-cluster.example.com:6443,

Q 1B CA N & ST H-BY R TR,

12.4.3.4. £ Velero pod B ERE F R EMABEE R

#NR Velero Backup BE L FHRBEN A EFEENFHFHAME (BSL) B51H, Velero pod HERIRER
ERUTHRER

I $ oc logs <Velero_Pod> -n openshift-migration

it Bl

level=error msg="Error checking repository for stale locks" error="error getting backup storage
location: BackupStoragelLocation.velero.io \"ts-dpa-1\" not found" error.file="/remote-
source/src/github.com/vmware-tanzu/velero/pkg/restic/repository_manager.go:259"

1&:__I-Lj\lu\m§ Jt:’%alﬂ%/ﬁu_.\o ﬁ%@ BSL Zzﬁgl“i ﬁ@%mﬂo

12.4.3.5. Velero pod BiH# Pod B2 BHTEE
IR A Restic MBITERTER KM, LU TEHIRSTE Velero pod BiEH &R,

level=error msg="Error backing up item" backup=velero/monitoring error="timed out waiting for all
PodVolumeBackups to complete"
error.file="/go/src/github.com/heptio/velero/pkg/restic/backupper.go:165"
error.function="github.com/heptio/velero/pkg/restic.(*backupper).BackupPodVolumes" group=v1

restic_timeout BIEKIUMEH— /NI, EATLUAKBUERIE XN SEE, FFE, aNETRERELRRD

HERE B
Y

1. £ OpenShift Container Platform web 2 & # 5:fiiE Operators - Installed Operators,
2. = Migration Toolkit for Containers Operator,

3. 7£ MigrationController /7% 1 H /R migration-controller,

m
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4. £ YAML iR TR, BEHUTSHIE -

spec:
restic_timeout: 1h ﬂ

Q BMETEh M) . m (9D #Fs () , 5150 3h30m15s,

5. mi Save,

12.4.3.6. MigMigration B E X BT IR Restic FiEHiR

INRTIBERHRABEE R RN SR EIEIIERN, £ MigMigration CR & i REL TS
Ro

i o Bl

status:
conditions:
- category: Warn
durable: true
lastTransitionTime: 2020-04-16T20:35:16Z
message: There were verify errors found in 1 Restic volume restores. See restore “<registry-
example-migration-rvwems"

for details ﬂ

status: "True"
type: ResticVerifyErrors 9

Q R4 B 38E T Restore CR &,

Q ResticVerifyErrors & — M2 ER IR —REFRE S R EY,

a BURRIF RS S BT TR &I,

RE LIRS T Restore CR, LUHRIEURLISIFFEIRBISEIR,

1 BEREIBEIER,

2. &A% Restore CR :
I $ oc describe <registry-example-migration-rvwcms -n openshift-migration
HiH AR A PodVolumeRestore 12803 A &,

it B

status:
phase: Completed

12



512 Z5 R HERR

podVolumeRestoreErrors:
- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration
podVolumeRestoreResticErrors:
- kind: PodVolumeRestore
name: <registry-example-migration-rvwcm-98t49>
namespace: openshift-migration

3. &% PodVolumeRestore CR:
I $ oc describe <migration-example-rvwcm-98t49>
PRI T A0 SRR Y Restic pod.
=1

completionTimestamp: 2020-05-01T20:49:12Z
errors: 1
resticErrors: 1

resticPod: <restic-nr2v5>
4. #7& Restic pod BEMEREE R ¢

I $ oc logs -f <restic-nr2v5>

12.4.3.7. M2 T root_squash B NFS #5089 Restic FUBRES 1%

INRIMBIM NFS ZiEPTHEUE, FHEAT root_squash, Restic 251 F| nfsnobody, H3&HH
TERBMFBR, Restic pod B&H E R TR,

i th o Bl

backup=openshift-migration/<backup_id> controller=pod-volume-backup error="fork/exec
/usr/bin/restic: permission denied" error.file="/go/src/github.com/vmware-
tanzu/velero/pkg/controller/pod_volume_backup_controller.go:280"
error.function="github.com/vmware-tanzu/velero/pkg/controller.
(*podVolumeBackupController).processBackup”
logSource="pkg/controller/pod_volume_backup_controller.go:280" name=<backup_id>
namespace=openshift-migration

&7 LLOEIS N Restic BN FRAHFGA ID 1012 MigrationController CR & 5 32 2 11X AN 0],

ff

nie
1. 7£ NFS 7#fi £ Restic B8+ e 4H,

S

2. £ NFS Bk EiXiE setgid i, LUEHKEHRRBEIL

3. f¥ restic_supplemental_groups SHUAINEIRFN B in&af L# MigrationController CR jFH :

13
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spec:
restic_supplemental_groups: <group_id> ﬂ

Q EEFFA ID,

4. %1 Resticpod EfF, LUMENAEH,

12.4.4. 250 |7)
XANERA LR B 40 0]

o EFMIIER, MTC KRELUTRZEREM

o openshift.io/sa.scc.mcs
o openshift.io/sa.scc.supplemental-groups

o openshift.io/sa.scc.uid-range
XEFRREE UID SEH, MERESEENERPREEXHRINR, XARESEE—E
BN, REBE UID AT E AT BRI A0 kpysr & 22 A,
(BZ#1748440)

REPEREEHMTRILZ AR MTC A8, RN ARFRERISCHER, NATRERAE
BFr %EH:%EJJ@'JLQ

IMRFRBRW, NEBITNAENERERN pod REBE L PV IXE, EBXHFIENE, MERTR
X, FEA PV IXEBEUEFTHITI, (BZ#1784899)

INRE N Restic MBI EMARER KN, KT LLIREMigrationController CR 5 AR
restic_timeout Z#{H (BiLH 1h) .

INRIEEFE T HERXHRAEHHFEIBH PV BIEHTIRIERNET, NEESIEER.

INRIBEM NFS =hEhEHEE, FH/EAT root_squash, JF Restic B:54 nfsnobody.,
K, Restic Pod &R B RIRE R, (BZ#1873641)
& 7] L& 7 MigrationController CRJEH ARINA T Restic BIZIAME SR AR RIX A A]#

R

spec:

restic_supplemental_groups:
- 5555
- 6666

MNREFERMTFARTARMNT R HITEES TR, NEBTESELN, RNERH pod TiElh
Al PVC, (BZ#1947487)

12.5. B[R —1NER

TRRILAME R MTC web &5 CLI BVRER.

%3

A AF B ERER,

N

12.5.1. {8 MTC web 4|5 OAET#H
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https://bugzilla.redhat.com/show_bug.cgi?id=1748440
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https://bugzilla.redhat.com/show_bug.cgi?id=1947487
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/migrating_from_version_3_to_4/#migration-rolling-back-migration-manually_troubleshooting-3-4
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&\ LUEF Migration Toolkit for Containers (MTC) web 12#& BIAER.

A=

UTFRREEIBNMEZER A, LUEEERESTH (DVM) KU HITHI
o FEMRS CRHFBEIRER)
e Secret CR (RFMBRERF)
e Rsync CR (JR%ZEf)

XEFRARPMENR, SR UFIMERENT,

INRIERERINIZTRBEER TR, N&BHRRRIGER PRI HIR.

WNRN RRFEIHRNEHE L, BoENRER, LB LR A SRS EER,

MRNARFEIRIRPEEEL, WAFTELER, EARKNBEFDATERERHSIZIT,

it

1. £ MTC web #%& A = Migration Plan,

2. |ifiEBi 551180 Options 3¢ 5., 3F1E Migration Fi%#% Rollback.

3. = Rollback FZ&&FEIVA5E K.
1E5F#% 1T X E 4 &R Rollback succeeded,

4. BEREREM OpenShift Container Platform Web #2244 2B R INENE :

a.

b.

= Home - Projects,

RITIBHMITE EFEHRE.

. 7E£ Routes 4>, mifi Location KtV ARRFEREEEIZIT.

= Workloads - Pods 41k pod @ B EFH B & 2 [H FiZ1T,

= Storage — Persistent volumes IIA IEMBE % 7 IR AMES.

12.5.2. FRAGSITREALRRIS
1A LO@iT Man S TSR E A2 MigMigration B E X ¥R (CR) kERTR.

115



OpenShift Container Platform 4.8 Mik% 3 :T# % 4

A=
UTFRRBEIBNGMEZERF, LUEEEESTH (DVM) KU HITHI
o FEMRS CRFBEIRER)
e Secret CR (CRMBRERE)
e Rsync CR (JR%&Ef)

XEFRARMENR, SR UFHEREN],

IR ERINZTRBEER TR, N&BMERRIGES PRI HIR.

WIRN RRFEIHRNEHZIE, BoENRER, LB A SRS EER,

MRNARFEIRIRPEEEL, WAFELER, EARKNBEFDATERERSIZIT,

¥ =
1. RIBLUTFRHBIOIE—/ MigMigration CR :

$ cat << EOF | oc apply -f -
apiVersion: migration.openshift.io/vialphai
kind: MigMigration
metadata:

labels:

controller-tools.k8s.io: "1.0"

name: <migmigration>

namespace: openshift-migration
spec:

rollback: true

migPlanRef:

name: <migplan> ﬂ
namespace: openshift-migration
EOF

Q 15 7€ X B89 MigPlan CR BI& #F,

2. FEMTC web &G H, BIETHHTE KRES S MBS FEER,

3. WIEEBMIE HRESHFETREMF, HENARFRESEREZT,.

12.5.3. F5ERT%
RAT L@ IR stage pod FHERNEE L FRAR R Sk F 57 EVA R0 E R,
MNRIERINZTHERER TR, TS BMRELGER R R,
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o FLEME (RABIREERE)
e Secret CR (RFIBEREEE)
e Rsync CR (JR%EE¥)

XEFRARMENR, SR UFEHEREN],

1. MHBRAR B &EBE R stage pod :

AEEETIZKN (DVM) &, UTHIRERRBEIZHGEZER AP

512 Z5 R HERR

I $ oc delete $(oc get pods -I migration.openshift.io/is-stage-pod -n <namespace>) ﬂ

Q MigPlan CR F#5E#I 6 & 22 A,

2. BIFEIART BEIETERSS, EREFHPEUEHINARERS

I $ oc scale deployment <deployment> --replicas=<premigration_replicas>

Deployment CR #1#J migration.openshift.io/preQuiesceReplicas ;X fi# T /R T &I A% :

apiVersion: extensions/vibetal
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "1"
migration.openshift.io/preQuiesceReplicas: "1"

3. BIEN AR pod @B EIRERFHIZIT :
I $ oc get pod -n <namespace>

HAth B IR
o i Web 255 MEEEH R Operator

17
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