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1.1. %F OPENSHIFT CONTAINER PLATFORM /5 4z

OpenShlft Container Platform S#E—/ B E. LR BHRBFHIEHRE, T DFEEEAIRE
W, eI LLEEE N A E I E S R IR,

SHEEATLEAZFNEE N IR HLHTEE, OpenShift Container Platform 124t 7 5 15 148X
BB B Y B FE SR B

HepBOA\SIE—HER, AIBImEH N SRMNEREEE A, OpenShift Container Platform Web 12l &
R KRR SIERBFIETHNEMRT, UBBERE T BEFHRE,

& F OpenShift Container Platform Web 1£#I#&, &Rl EEMEEEIR. i, FEFREER,
OpenShift Container Platform iM 248 =% 0 (80 Prometheus. Alertmanager #1 Grafana) H9ijj
T8

Z%& OpenShift Container Platform 4.8 &, &BFEIE G A LLAE MM N A - E LT B /5 A e, @itk

EFALIIEE, EBHEEA. FAALMEMA LIS EEHE B S HMTIE P IER S Pod. ENE
BN, EALERENNENESR, MARANAFERR, Prometheus 7E X 1% n] i 1TSS HERR
I SHFE T RERELZ A,

1.2. 7 AR PR e

OpenShift Container Platform W $EH L ETF Prometheus FHETIBE REB HWESRY, HiEHLTE
PUF4HE -

o BUAFLLIEAM, £ OpenShift Container Platform #1124, ERILATE openshift-
monitoring 1 B A &R&E—HIF & N IEAH, X HEIE Kubernetes ARF5TERHY OpenShift
Container Platform B/ O EAHRE T e, BOIARERHRL HER SR cERRR SR, THE
FREBRIA LRI ER D Ui PR T X LEZH 4,

o ATFREAFEMEMNAH, miFEEt A EXNIERERLEE, R openshift-user-
workload -monitoring Ui B A REHM I ERA M, XA E LI ERM T R, TEHA
FERURER T X L ZH {4,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#managing-metrics
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#reviewing-monitoring-dashboards
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#accessing-third-party-uis
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#troubleshooting-monitoring-issues
https://prometheus.io/
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Prometheus Operator openshift-monitoring 7 B #7189 Prometheus
Operator (PO) T A&, BEEMEEFE
Prometheus SEI#] Alertmanager £, BIARIRYE
Kubernetes ti2: & ifj3k B8l 4 X s 12 B FREC B,



OpenShift Container Platform 4.8 Y%

A

Prometheus

Prometheus Adapter

Alertmanager
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Grafana
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Prometheus & OpenShift Container Platform 1\ {21
RATRIBI GRS, Prometheus =— M A B HI%K
EEMA TN G512, Prometheus fHEHR
%353 Alertmanager #1740,

Prometheus Adapter (LEIFBE) PA) i 51
Kubernetes 7 s Pod & LAEFE Prometheus F &
. FHMMTTRIEINEIE CPU F1IREERA KRBT,
Prometheus Adapter & 2 FFFF Pod M B31Y B
BB YRS PR APl Prometheus Adapter th 8T
oc adm top nodes #1oc adm top pods %,

Alertmanager iR 55402 M Prometheus #EINHIETR,
Alertmanager if i T FER A X B A BB BRI RS,

kube-state-metrics 5 H 22 (LK #HB KSM)
¥ Kubernetes ¥ Rt/ Prometheus B & RIS
Fro

openshift-state-metrics 5 H 25 (LK HH
OSM) BILFNI T XHRFE OpenShift Container
Platform BHRIIEITEIET B T kube-state-
metrics.

node-exporter X2 (LEHHNE) fTTHERX
EHPENT RBIET. node-exporter XIEEREE
BT RE

Thanos Querier $ OpenShift Container Platform #%
DIEHATFAFPE L BENEIRREERN S,
BOT, FHEEEiTESHIREMR,

Grafana 2 LA RMHAT 2 RFENEMIEIREIL
FiRo HIRIEHRIRH Grafana LAIRE(RRZ
R,

Telemeter Client 8B FEB 0 MIEA Prometheus
S ERILINE, LUENERBREIERERER
2,

WS PR RO A - ER R HERR 4%,  FE7E OpenShift Container Platform B B 5hE#,

1.2.2. BN B R

PRT HERASBOHMS, RO R

® CoreDNS
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® Flasticsearch (WIR%E%E T Logging)

® etcd

® Fluentd (WREZET Logging)

® HAProxy

o & registry

® Kubelets

® Kubernetes API iR%5 2%

e Kubernetes 2| 2REIE R

® Kubernetes FEEF

e Metering (#1R%EE T Metering)

e OpenShift API iR%5 2%

® OpenShift Controller Manager

® Operator Lifecycle Manager (OLM)
pa -3
B> OpenShift Container Platform H#4 {1 77 B SR RECE, X F OpenShift Container
;jlgcg;rm HERERNRE, HESEAESE (MIEEARREEL) BN Jira BEHE

HAth OpenShift Container Platform {EZRAM BRI gER N FFiEIT. MFBIFHER, ESHABERIE,

1.2.3. BF A 7 E X5 E B E 4

OpenShift Container Platform 4.8 &% I LRI AT E38 i, MR F IR - E LI E FBIAR S
1 Pod, LLINEESIELLTAM -

% 1.2, AT W P 5 AT B B2 ¢
il Hh

Prometheus Operator openshift-user-workload-monitoring % B 1 #9
Prometheus Operator (PO) FER— i E H /&, EE
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus Prometheus &4 F P & L B901 B 1R I 1RR G185
5t, Prometheus & 4 X E| Alertmanager #4174k
I,
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https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Monitoring_issue&issuetype=1&priority=10200&versions=12385629
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Thanos Ruler Thanos Ruler & Prometheus B9— M INIEG B2,
ER—DNRIIBHFZREBZE, £ OpenShift Container
Platform 4.8 1, Thanos Ruler Jy 53 /1 & B9
BRI ERIT A,

_ EANRAEXNTEEREERE, B LRBHH,

WS PR RO A - ER R HERR 4R,  FE7E OpenShift Container Platform B B 5hE#,

1.2.4. AP E BT B # R E IR

9 T B R RS, R
o EITFFE YT B HhEIAR S i IR AT,
o EFFE YMTE di5{TH Pod,

1.3. OPENSHIFT CONTAINER PLATFORM !51Zgy& I RiEZR
EEARTERTE LT OpenShift Container Platform Z2i s {F R E WA IE,

Alertmanager
Alertmanager b3 M Prometheus HERBIE N, Alertmanager i il ST E i & X EIAER B A R ST,
A
BN e AR KPR ERESNRYE, SXERAEBRNMAER, HERNNDE—
NEEMRE LERIIREA R,
Cluster Monitoring Operator

Cluster Monitoring Operator (CMO) R ¥ O AE ., B©EEMNEE Prometheus 21, 10
Thanos Querier, Telemeter Client #1 metrics B3, AR bﬂ]{%ﬁﬂ—%ﬂk - CMO H Cluster
Version Operator (CVO) E8&,

Cluster Version Operator

Cluster Version Operator (CVO) &EI24Ef Operator A RAERE, HAFZSBEIALLETE OpenShift
Container Platform A,

Ao & BR
Ao B STR AU BB HBURE A pod A A, BRI LATEREL ConfigMap MIE A 5| FFHE LR B ST
FEIEIE, 7E pod HIZ1THIN FATR R AT LAE AIX N EUE,

Container

Rizm—MREFVTHITER, SETGEREMAEKRDT, FFHETULRERS., R, &L
EHED O, AHRHFFIERTURFAZANAHWEILARBKFIZITE S

BE X FIR (CR)
CR 2 Kubernetes API 93 &, fERILLAIER B E LR,
etcd

etcd & OpenShift Container Platform IS {ETF(E, ©EMATA KR REKS,
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Fluentd
Fluentd M7 R B S FHIS B L 3%F) Elasticsearch,
Kubelets
ETREZTHEINAREL. BREUNAREFNEETZIT.
Kubernetes API IR553%
Kubernetes API iR 55 2330 1IEFECE API X REVEIE,
Kubernetes #HIZR E e
Kubernetes #2552 B R E R T,
Kubernetes HERK
Kubernetes 2% pod 2 B4 T .
labels
TR AFHATMEENRFE (4 pod) BIEEXS,
Metering
Metering @ — MBRAKEIMIE, BRFERIZIERERE, UCEEBEFREIERNEE,
node
OpenShift Container Platform 525/ 8 worker #1825, 17 m2ELHL (VM) SR IT &,
Operator

£ OpenShift Container Platform B #3iTa. FMEMEE Kubernetes N ARFHNE LA E,
Operator fF AR BRERIAGRILEI — N MRS, ZTHaHEEIHE,

Operator Lifecycle Manager (OLM)

OLM mI BN R R, BFHMEIE Kubernetes REN BRREFHNESRER, OLM2— M HEREIEE, B
FLEM. 8By BMARNERE Operator,

FAMGE#

BMEE L& X B EMEEIE. Kubernetes FRAZFAME RN ARFHIE.
FAHSRH (PVC)

%@gﬂl«iﬁﬁﬁ PVC f¥ PersistentVolume ##Zl Pod #, EAILUER T SIMERIFIERNER TR F
pod

pod & Kubernetes B E/NEHHIT, pod H— NS NMERERAMK, BIIE worker T9 s LI 1T,
Prometheus

Prometheus & OpenShift Container Platform I3 R AR IR IR R YT, Prometheus @ —/N[H]
5 BUR R B T FRE {5 B2, Prometheus JF &R 4 3% 3| Alertmanager 1T EE,

Prometheus adapter

Prometheus Adapter &%t Kubernetes "7 s A pod Z i LAETE Prometheus A, MRS
FREFE CPU IR FEME, Prometheus Adapter & AFATF Pod #A BT BIER RSN
AP,

Prometheus Operator

openshift-monitoring IﬁE i Prometheus Operator (PO) T A, EEEFMEEEF S Prometheus
# Alertmanager 3£, BIARIRYE Kubernetes &k B shER KB IrECE.

AR

AR AR, UBEAEERRMARN KB, AEEFLERKFENRN, EaEDS
BHNEFERGEE,

storage
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OpenShift Container Platform X#F % KB FME, SEASEMNHNE, K7 LT OpenShift
Container Platform B EBIF A MMIEIFAMEIBN B R4,

Thanos Ruler

Thanos Ruler & Prometheus BJ— ML BIZE, {EH—MEIZBHEFERERE, 1 OpenShift
Container Platform 1, Thanos Ruler 2y F & X A9I0 B 1R 400 FIZ R 7

Web #2HI&
FAF & OpenShift Container Platform BJF 7 SR E(UI),

1.4. EM TR
o ETLiRfRREEiiE

o BFRPIRELRERE X HIIE

15. GEH
o D& NI
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/support/#about-remote-health-monitoring
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#granting-users-permission-to-monitor-user-defined-projects_enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#configuring-the-monitoring-stack
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B2 E ME LT

REZ I, OpenShift Container Platform 4 42 F RIR D EMECE LT, K% OpenShift
Container Platform #2044 (SIEER I IEHR) BAERKEHITERE,

ANNAXZFNEE, EROARE TR, FEARTRLNEILNEERR.

2.1, Fo R

IR S SRAIA I TR T K, 1S E YA Cluster Monitoring Operator BT EBTIRERLL,
HEIEREE B REBHIHIR,

2.2 0 I R4 M S H

= EHCE OpenShift Container Platform Monitoring, Z#MA R Z2ERAARXHANFARET, H2ERE
feEe&, RNFZXHR. & Prometheus ZITHRAMERESEHIRIRERBM L, REZEBTAETEN
&, FeefeZNAXHMEESL, MRERFIERTRBEENEE, THERAIRERER, BH
cluster-monitoring-operator 21 T7 =&, RIFiZIT, Operator MINF—LIFEEEIE LHPRE,

220 M R F R R E I

BT ZFFLA T BLR -
e 1f openshift-* fl kube-* T H I/ # %48 ServiceMonitor. PodMonitor 1 PrometheusRule

R
{&4 openshift-monitoring =% openshift-user-workload-monitoring 5 B sh &R B #94Efal B IR =%

X%, OpenShift Container Platform Wi AT O FTRHR N T HEMEMEIRER,
R AR BERIEAEFRAM.

¢ pa -3
Alertmanager B2 E 7 secret FIREBZETE openshift-monitoring Wi E ., £

Alertmanager BECBAIA IR, BT BN L secret HITRRIL, B, REBHT
i, %2R BN AR S BABY — = SR 4t

BEUHERMBGR, OpenShift Container Platform Wi R RS ABIR H YHRIAK O FHIEAIRS, 10
REWRTHR, HEKEECIL

AP E AT EEBE R openshift-* flkube-* W H, XL H 2 NZLIBIREAIHMIRE
89, FNIZATFRFE XTI,

B HEER Grafana 526,

1£ OpenShift Container Platform EZ# HE X Prometheus £fl, BE YR (CR) 2H
Prometheus Operator BEEEH) Prometheus B XL IR (CR),

{81/ Prometheus Operator F1#Probe BE X FIRE X (CRD) BRAEFERAEEE,

¥ Prometheus Operator 1 AlertmanagerConfig CRD &t Alertmanager Bdi&.

. BhR. LA BN A E R B M T ER R,

1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/scalability_and_performance/#scaling-cluster-monitoring-operator
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2.2.2. \5¥E Operator B 5 5E 0%

5478 Operator #{R OpenShift Container Platform Wi ¥RIR BT FINKM AR ERS T/E. SNRED
Operator B Cluster Version Operator (CVO) #HI#& =, 1% Operator RN EBEELR, AR
REOTHER S SEE 3,

SRR RIHLIZPEE Operator B CVO AIBEEFHE), BIZREFARIE, SHEEARTEREER
BENHAREREM I,

#& 5 Cluster Version Operator

Al¥% spec.overrides SEUARINE| CVO WELEH, LUEEIE AIREXHERM CVO T HEEMIIR, H—
MAHH spec.overrides[].unmanaged S#i% B} true KA LEEEHANHEXE CVO BERIREE

A

Disabling ownership via cluster version overrides prevents upgrades. Please remove overrides before
continuing.

g
i

RE CVO BRERFEENMNEHLTAZIRHIRT, HERREHRITERDFEIE
HEPRTE. X X®M Operator REM A SEMTNRE, HInSEINER. EMRATEE
=iE, WA LAE IR &8 R A RS 3 .

2.3 R ICE N R
T LS O A T AT U B T AT SR U PR

2.3.1. OB B N 1R e B PR

ZEfg& OpenShift Container Platform #0012 4H 4, & 0477 openshift-monitoring 71 B # Il &2
cluster-monitoring-config ConfigMap %/ £,

p= Y=
LIRS ERRZE cluster-monitoring-config ConfigMap X REf, TRESEHIE

openshift-monitoring 1 B FHIEE D K £ 58 Pod, AR EFHMEXLAGBEI T —ERES
]‘EGQ

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o B% %k OpenShift CLI(0c).

i

1. %% cluster-monitoring-config ConfigMap H R 2 &£ :

12
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I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

2. 30R ConfigMap *f RR1F1E :

a. AIBLLT YAMLEH, EABIG, %3X#44£ 5 cluster-monitoring-config.yaml :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

b. N AECELLAIE ConfigMap % & :

I $ oc apply -f cluster-monitoring-config.yaml

2.3.2. QIR RE B9 T4 1 3 2R B B A

ERBER TGRS E B MY, EWJITE openshift-user-workload-monitoring 77 B 7 6| &
user-workload-monitoring-config ConfigMap.

FRFM

LIRS E SR 7EE user-workload-monitoring-config ConfigMap X ki, TTRESEHER
£ openshift-user-workload-monitoring 7 B A HER 25258 Pod, BEf EHERE X LE
HHEFERT—EAE, TEXRAAFEXHNIE /SR RER, S0 LL0EMNE B B
5, LABFLEZEEEHEE pod.

o ATLUFAEA cluster-admin BA&IAE iR EE,

e B% %k OpenShift CLI(0C).

it =

1. K22 user-workload-monitoring-config ConfigMap *f R 2B 1T :

I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config

2. 30R user-workload-monitoring-config ConfigMap X RA1F1E :

a. BIELLT YAML &5, 7EARBIF, %3245 user-workload-monitoring-config.yaml :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

13
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b. N AECELLAIE ConfigMap % & :

I $ oc apply -f user-workload-monitoring-config.yaml

‘ p= Y=
PRIEFBEEANAIENNIBEEA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B RS HUHCE.
Hith BT
o NAFE KB 5 Ak

2.4, FRE I EHERL

1£ OpenShift Container Platform 4.8 /1, &= LL{# A cluster-monitoring-config =t user-workload-
monitoring-config ConfigMap EZi& i #EH#, EEBLERLSTECE Cluster Monitoring
Operator (CMO) , CMO SEeEHERIH A,
SeRFH
o MR ERE OpenShift Container Platform #ily Wi i%4H 4
o EALMEAER cluster-admin & &5 EEE,
o {RE 4% cluster-monitoring-config ConfigMap *f .
o MREERER TR E LM EHE

o EAEILMEAEA cluster-admin &A1 &EF, thrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN

o fREBIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

ik
1. Yw%E ConfigMap X%,
o ERIE OpenShift Container Platform &b M i4H 4 :

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. HEMEELIEEN <component_name>: <component_configurations B0
¥l data/config.yaml T :

apiVersion: vi

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
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data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LU 7~f5 ConfigMap % %5 Prometheus EBBIFAMEBEI (PVC) , X5 R
OpenShift Container Platform #Z /O ZHH#) Prometheus SEFIAEX -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: fast
volumeMode: Filesystem
resources:
requests:
storage: 40Gi

ﬂ E X Prometheus H#, BEEJLITNIE X HEE,

o ERERTLERE XA NAH

a. 1f openshift-user-workload-monitoring 1 B # 4i & user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. HEMEELUEEN <component_name>: <component_configurations B 70
¥l data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LU= ConfigMap *f 57 Prometheus EEBE BB R EBRABNRERTHRHRIEKR, X5
¥R P E L HITT B 9 Prometheus SEIFE % -

15
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:

retention: 24h g
resources:
requests:
cpu: 200m 6
memory: 2Gi ﬂ

7E X Prometheus 4, FEJ/LITIIE LHEE.
R UAIE R P E X B9 B B Prometheus SEBIERE 24 /N HIEIE{R 25 A HA,

5 Prometheus 28 E L &{& 200 EM I FIRIE K,

6@@0

A Prometheus B2 € &K 2 GiB NEM Pod FRIEK,

Prometheus EC &R &4 4 1F cluster-monitoring-configConfigMap %
KW prometheusK8s, 7E user-workload-monitoring-config
ConfigMap %/ & F#;5 prometheus.

2. RIFXHLS RSN A E ConfigMap 5. ZIFECERTH Pod 2BTIEH,

PRIEFBEEA MBI ENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIECE RS HUHCE.

Digk

H
[=]

B ENREE R ERE, T

REREHEREMEXRTIB Y Pod FIE A
iR, %I B R IEFEIZfTH AR B TR E .

Hi 5w
o AXUIBREFEEMNMISIR HSESICE HRER
o NRAFENMIEERLEE

2.5. I FRE Y i e 2H 1
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TRETRTETURENRIEHAH, LK cluster-monitoring-config #1 user-workload-monitoring-
config ConfigMap A FA 3R 45 TEixX Lo 2 (4 RO HE -

x 2.1 AR ER R M4

cluster-monitoring-config BEdi& user-workload-monitoring-
B 2 config Ao & B
Prometheus Operator prometheusOperator prometheusOperator
Prometheus prometheusK8s prometheus
Alertmanager alertmanagerMain
kube-state-metrics kubeStateMetrics
openshift-state-metrics openshiftStateMetrics
Grafana grafana
Telemeter Client telemeterClient
Prometheus Adapter k8sPrometheusAdapter
Thanos querier thanosQuerier
Thanos Ruler thanosRuler

Prometheus #7£ cluster-monitoring-config ConfigMap *f & F1#5-/y prometheusKss,
£ user-workload-monitoring-config ConfigMap X/ & #5-}y prometheus,

-

2.6. FHHEHABEIRM T R
IEFT UM R A B B R 00T R,

SeRF M
o MR ERE OpenShift Container Platform #ily Wi i24H 4
o RAELUMEMESA cluster-admin & &R 1 R,
o &2 4% cluster-monitoring-config ConfigMap %%,
o MRETRERTHEEAFE XN ENASE

o EAEILMEAEA cluster-admin A &A1 &8, tLrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN
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it =3
1. Y%k ConfigMap 4 :

18

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

o EBIIAT %I OpenShift Container Platform #%/i0:35 B B94H 4

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7£ data/config.yaml T h4H{435%E nodeSelector £ :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

N E H: <component>, FIF <node_key>: <node_value> & WA TFIEEBIRT
sUHBOBEE X PR AT, B SRR —MEEX,

A R EURNMEERBENEATRENT REZ1T. TRETLEM IR,

BF

T RPRAHREIEREPNTET [AEAS D Pod kEBE, LR
2R AN, FEEAABIITIRERT RE, BRERBILE T =R
FrAMREMS, MRREET — ML, HHERERVHT RESZIF
%, UEFZAHRAEA Pod 2B EREN T R, A4, HLALUEES
MRE, BMEBESHENT REXR,

INRIEEZE nodeSelector AR F I IEHEBAL T Pending IR, 15
7 Pod BEHR 55 MM B RBXE IR,

40, ZEIF OpenShift Container Platform #%:07 B B9 #2404 # 27 & nodename:
controlplane1. nodename: worker1. nodename: worker2 #1 nodename: worker2
PRERRET R, 1HEA :

apiVersion: vi
kind: ConfigMap
metadata:
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name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: controlplane1
prometheusK8s:
nodeSelector:
nodename: worker1
nodename: worker2
alertmanagerMain:
nodeSelector:
nodename: worker1
nodename: worker2
kubeStateMetrics:
nodeSelector:
nodename: worker1
grafana:
nodeSelector:
nodename: worker1
telemeterClient:
nodeSelector:
nodename: worker1
k8sPrometheusAdapter:
nodeSelector:
nodename: worker1
nodename: worker2
openshiftStateMetrics:
nodeSelector:
nodename: worker1
thanosQuerier:
nodeSelector:
nodename: worker1
nodename: worker2

o ERHATLERE XA NAH

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 7£ data/config.yaml T %0415 %E nodeSelector =R :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
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<node_key>: <node_value>
<node_key>: <node_value>
<...>

N E H: <component>, FIF <node_keys: <node_value> & A TFIEEBIRT
RS ETBR ST, B RER—NMEEX,

AR EURNMEERBENEATRENT REZ1T. T RETLEM IR,

B

T RERAHREIEREPNTET [AEAS D Pod kEBE, LR
SR AN, FEEAABIITINERT RE, BRE RV T =R
FrAMREMS, MRREET —MrE, HHERERVHT RESZIR
%, UEFZAHRMA Pod 2B EIREN T R, A4, ELALUEES
MRE, MBS HRNT REXR,

INRIEEZE nodeSelector 2R F I IEHENAL T Pending IR, 15
7 Pod BER 515 MM B RBXME IR,

Blan, EFIGZRA P E XA EZ B nodename: worker1, nodename:
worker2 1 nodename: worker2 /R Z 4 E worker T 5=, E{EA :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: worker1
prometheus:
nodeSelector:
nodename: worker1
nodename: worker2
thanosRuler:
nodeSelector:
nodename: worker1
nodename: worker2

2. REXHLERZEN. ZHEEXTNAHRBIBIF TR L,

PRIEFEEEANAINENNIBEFAT e, BN AR user-workload-
monitoring-config ConfigMap HIEC B NS HUHCE.
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Digk

==
[=]

BEEREEIERERS, TEA

REREHEREMRXRTIB Y Pod FIE A
iR, %I B R IEFEIZfTH AR B TR E S,

o AXUIBREFEREMNNSI, HSESIE HRHER
o NRAFENMIEERLEE

o TR R EBIIRE

o FAT RIEFERN pod REERET R

e 5 i Kubernetes 44 31¥4H 7 f# nodeSelector 23R

2.7. WIREEHEDEERE (TOLERATIONS)
R AR SR A TR R, LUESEBES &,

FRFH

o MR ERE OpenShift Container Platform #ily Wi i%4H 4
o RAELUMEMESA cluster-admin f&EEI 10 R,
o &2 4% cluster-monitoring-config ConfigMap *f .
o MRETRERTREEAFE XN ENASE

o EAEILMEAEA cluster-admin A &A1 &8, thrILUEA7E openshift-user-

workload-monitoring 171 B ## 24 user-workload-monitoring-config-edit £ &I F 177
N

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%%k OpenShift CLI (oc) .
A
1. Yw%E ConfigMap 4 :
o ENARHAELL %I OpenShift Container Platform /0T B FIZH {4 -

a. 4w’ openshift-monitoring 1718 789 cluster-monitoring-config ConfigMap %/ £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. NI tolerations :
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apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R & H: <component> # <toleration_specifications>,

130, oc adm taint nodes node1 key1=value1:NoSchedule &5 — i keyl B{E
7 valuel 975 s=URINEI nodel, X&FHIEWEIEAHTE nodel £EBE Pod, BRIENIZIT
AEEE T AR, UTRAIF alertmanagerMain 4B E N B RAIG = -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

o ERAMSES LA, E X E Y

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. NS E tolerations :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R & H: <component> 1 <toleration_specifications>,

22
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5170, oc adm taint nodes node1 key1=value1:NoSchedule & —1 i keyl HA

77 valuel 975 s INE nodel, XARHLIE A1 41E nodel £LEBE Pod, BRIENIZIS

SERET AR, LULTREINS thanosRuler BH-EEE AT REIT5 & -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoSchedule"

2. REXMHLERZEN, IR EN AT A RERE,

PRIEFBEEANAIENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B NS HUHCE.

Digk

==
[=]

BEEREEIERERS, TEA

REREHEREMRXRTIB Y Pod FIE A
iR, %I B R IEEIZITH AR B TR E.

Hith BHIR
o AXUIBREFEEMNNSI, HSMESIE HRHER
o NRAFENRWEERLEE
e &[] OpenShift Container Platform 314 A X5 B BRHA R,

o Hii] Kubernetes XA XITRHIBRHAR

2.8. ECEFRF A

MREAFAMEHZTRELE, CHERRREERAMSE (PV) |, FHTE Pod ENEINER
IZERE. MREFEVPHENHERBEEZX, IBERAR, £E7HNEH, SNRUERERAM
. BT 10 BREBS, EARMEFHHA LS.

% HES BN ATREFERA,

Gk
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2.8.1 FAMFERI T REFM

o NEEFREBNTRHAMBAMEM, LUIBRMEAKXWEN., BEENEMHEIUAT Pod B,
MEAXBFAMEERAERNER, 1S Prometheus #UBIEFEERK,

o MRFAMS (PV) BHESFLURFAMSER (PVC) FH, BTEIFA—1 PV, BT
Prometheus B PN EIAFH Alertmanager B=1MEIAR, ELIEEZERA PV KT RFEA I iEH
o PV NIZM Local Storage Operator FiZfit, MIREA TS BEMNEM, NEXTERRFE
FH.

o TEEEIFAMABN, £ Filesystem {E75 volumeMode S 7F %R BU(HE,

o MEXRMFFA T,

NRFHAMEBRATFHFALEENE, EAEERRIKHEE, X1E LocalVolume X §
#J volumeMode: block i, Prometheus Toi&{EARBHES,

2.8.2. FREAMPFAMEEH
T AGEREANS (PV), ELARERFAMSER (PVC),

SeRF M
o MR ERE OpenShift Container Platform Bl Wi i4H 4
o fEELMEMES cluster-admin & &K 1A & EE,
o {RE 4% cluster-monitoring-config ConfigMap *f &,
o MRETBRERTREEAFEXNTENASE

o EAEILMEAEA cluster-admin &A1 &E, thrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

i =
1. %%E ConfigMap %R :
o Ji5#E OpenShift Container Platform #:0:1 HBHAEE PVC:
a. %itE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. AR PVC BZERNNE data/config.yaml T :
apiVersion: vi

kind: ConfigMap
metadata:
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name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

INFA XA E volumeClaimTemplate FI{E 2, &S Kubernetes X145

PersistentVolumeClaim xR A,

LUFRBIBLE T — PVC KA F 112 OpenShift Container Platform #&% /O A H

Prometheus SLBI B A F A MEENE ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EBIH, H Local Storage Operator BIIEEIZ %2 FN local-storage.

LU RBIBE T — PVC EFBRTF Alertmanager IR FF A M7 -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

B0y IR PR P RE B9 B 94 4 RCE PVC ¢
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a. 7t openshift-user-workload-monitoring 71 B H4w%E user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. F4HEM PVC B &7 NZEI data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

INFA XA E volumeClaimTemplate FI{E 2, &S Kubernetes X145
PersistentVolumeClaim xR A,

PURRBIERE T —4 PVC £ NG A F & X5 E B Prometheus S23I 7= BR A 335 A M4
=% -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EBIs, B Local Storage Operator BIIEEIZ#2EF5H local-storage.

AR RBIBE T —1 PVC kEBIA T Thanos Ruler By #this A 171 -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
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thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

_ thanosRuler ZH48I7F iE EREUR T E PRI E LUK N A B
n BEAHE,

2. REXHLERZEN. IHEERHN Pod RATIER, FENAHNEHEE.

L

MRIEEBREENNEAENHIEGE T WiE, BN AE user-workload-

monitoring-config ConfigMap HIEC B RS HUHCE.

Digk

==
=
bbb A

—BENERRFI LERERS, TREREHIMERRTB P Pod FIEA
iR, %I B R IEEIZfTH AR B AR ES

2.8.3. &K Prometheus 15 R EIE AR BB [A]

FINER T, OpenShift Container Platform 15 #EHEESF Prometheus #IBHIR IS AIECE 7 15 R, &
USSR BB [F] SR B B 1E 2 A G HIFREE.

FRFH

o MRERKE OpenShift Container Platform il Wi i2H 4 :

(o}

e LIMEREA cluster-admin & &I i) 0] £ 8,

o fRE MBI cluster-monitoring-config ConfigMap *f &,

o INREERE AT/ E N EHME

o EEILMEAEA cluster-admin A &A1 &8, thrILUEA7E openshift-user-

workload-monitoring 17l B ## 24 user-workload-monitoring-config-edit £ &/ F F 177
£
o {REfHI# 7T user-workload-monitoring-config ConfigMap *f .
e B%% OpenShift CLI (oc) .

it =
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1. 4wk ConfigMap & :
o EEXMT%IE OpenShift Container Platform #0358 Prometheus SEBIBGR BFH} A :

a. 4w’ openshift-monitoring 1718 789 cluster-monitoring-config ConfigMap %/ £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. fHREENHECEMAINE data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: <time_specification>

¥ <time_specification> it — 1M F, EEXEms (W) . s () . m (o
) . h (BB o d (R) . w (B) sy () ,

LUTF 545 W5 #2 OpenShift Container Platform #%/ZH4EH) Prometheus SEfAY{R BB R 8]
BN 24 /NG ¢

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: 24h

o Tne fE XM HM Prometheus SEHESUR BN ] :

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. YHREENHEEMAINEI data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification>
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19 <time_specification> E# 1 — M7, EEAXR ms (M) . s () . m (2
) . h UhED) o d (R) . w (B) sy () ,

PUF R BIEH G i 3R - B EY T B B9 Prometheus 561, SR AIZE S 24 N -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
retention: 24h

2. REXHLERZER., ZHEERIH Pod RETNER.

PRIEFEEEANAINENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIECE N S HUHCE.

Digk

==
[=]

—BENERFI LERERS, JREREHIMERRTBHH Pod FIEA
iR, 1ZU1B R IEEIZfTH AR B TR E S

HAth B

BXRUBERRERFNSIE, BSHESIE LR

R E B E S R

T R A

AL

2.9. 2 A - T BT B Hp RS EFE R R M IR

FAENA R A RREX R e E LB, BEMNRBENHESBUNAREREN N, BETR
HETRENBUERTCIRAERMS. HI, customer_id BHFRHE, RNEHTRE N ATRENHE,

BNDEEENEE M —RI B FEA, ERERERITS R ERB MR S BAT BRI B F5 8= H T
SHURNN, XATREE RN Prometheus TRE, I HEIERERIELZE A,

SEFETE O AT LU R LUT 73R 3RS A = BT B R A E fE PR B MRS -
o FREIAFE M E P EN BRI EZNRARE
o OIRRERBHRIURG B H TR IR B Ari il 4 B9 i

29


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#preparing-to-configure-the-monitoring-stack
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/storage/#understanding-persistent-storage
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/scalability_and_performance/#optimizing-storage

OpenShift Container Platform 4.8 '

i

PREREVR IR B BIRA LIRS RIS D RAEBESEBA, FF R AL R Bagid
REIE VeI E LHARHERERERMIEEZRRE, ERAAES—HERTEENREYE
AR BB -ENHERE.

2.9.1. R E KB B R BN B R
A LARRAI A E LT B RS BRI AT R R M R IR,

Digk

==
[=]

NRITLE T ROIRRE, NEABREIE, T2NZEIRFIESHEARE.

FRFM

&R LA B cluster-admin B &A1 58, HAILUEFATE openshift-user-workload-
monitoring 71 B F1 24 user-workload-monitoring-config-edit & & /57 8%,

KB 82 7T user-workload-monitoring-config ConfigMap *f &,

e B%% OpenShift CLI (oc) .

it

1. 7£ openshift-user-workload-monitoring 5 B %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 7f data/config.yaml #7/1 enforcedSampleLimit B2i&, LABREIA - & LA B R EN BIrR
N A SR EIESE

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

Q MRIEELSHE, WEE—NME. X1 enforceSampleLimit =AIEHA - E L HWITE RED
B iriR BB R BIEE RN 50,000,

3. REXHLMERLEN, ZRESENA,
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PRIEFBEEANAINENNIBEFA T e, BN AR user-workload-
monitoring-config ConfigMap HIEC B NS HUHCE.

Digk

H
|
1$E R 72 user-workload-monitoring-config ConfigMap X ki, &

HE S EHEE openshift-user-workload-monitoring T E 8 Pod &b
TR, 1291 H P IEEIZ TR NI H B AT RERE S,

2.9.2. QIR RAVRAIE R
BT LB RAE LU TR TRAERER -

o TEIETEM for FFLENS IR TIEREVY R R AT F
o TEIETERY for FFEIM [A] PIA R i R EX R 1 B {H

FRFH

o BELMEFESR cluster-admin A &A1 A58, theILUEATE openshift-user-workload-
monitoring 71 B 71 24 user-workload-monitoring-config-edit & & 57 2%,

o MENAFENMINBFAT RE,
o RENIE T user-workload-monitoring-config ConfigMap %I %,

R 222{# F enforcedSampleLimit fRE T F - & LT B A8 B MREN AT ESZ R B E.
e B%% OpenShift CLI (oc) .

it =

1 - NSRBI YAML XX, FF1EBTMENLUR BIHA B 56 6 A9 = FIBR SR B AR, A6
934 %N monitoring-stack-alerts.yaml :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nst g
spec:
groups:
- name: general.rules
rules:

- alert: TargetDown 6
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annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.'
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m 6
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.'
expr: scrape_samples_scraped/50000 > 0.8 Q
for: 10m @
labels:

severity: warning m
E BRI Z .
EEEMEERANBA - ELMIE,
INSRAE for RFLLMf (B AT AIRER B inskE BIin A AT A, I TargetDown Z SR %,
TargetDown Z3fi fift & I 5y HAOSH 2.
TEIXAFFEEE R AT B TargetDown ZRMZ M F SR AIZER.
7E Y TargetDown Zi;#y™ &M,

LBIEETEM for KL (A AR T E L HREURGI (B
if, ApproachingEnforcedSamplesLimit Z St % .

4 ApproachingEnforcedSamplesLimit 2 fih & I} 4 H #9534 8.

90 9909906006009

ApproachingEnforcedSamplesLimit £k {H, EAGIR, HBEDTBEIMRIRANTHINE
Bt o Hl R BIRR H 50000 B9 80% I, ZEf ik, EEMRMAR], LR BAETT for #F

LERfiE], FRiAZX scrape_samples_scraped/<numbers > <threshold> 18 <numbers
/5 user-workload-monitoring-config ConfigMap % & & & X #J enforcedSampleLimit
{H T,

@ TEIXANRRELET R R A7 B ApproachingEnforcedSamplesLimit SR04 F &% %
Eik.

m 7 . ApproachingEnforcedSamplesLimit £k #9™ &,

2. BMECENAEIAFEHIES

I $ oc apply -f monitoring-stack-alerts.yaml

Hi 5w
o IR E BT E M E Uk R ED B A

32


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#creating-user-defined-workload-monitoring-configmap_configuring-the-monitoring-stack

B2 E RE LR
o HAFENHMIEE AL
o FHBHBE N Prometheus SEFEREREIAIZ2 7] LU T @B 4 S R T 0 LR IR MR EUR
=653
2.10. 7E8 (5] FE U RN+ AR Bt AN B AR5
{5 Prometheus BIAERFRZSTORE, A LU B & XFRZEMIINEIE 7 Prometheus BIFRE Y 8] F- 51 FIZE R,

SeRF M
o MR ERE OpenShift Container Platform #il Wi i4H 4
o RAELUMEMESA cluster-admin & &R 10 R,
o KBEAIE cluster-monitoring-config ConfigMap %%,
o MRETRERTREEAFEXNTENASE

o RALMERESR cluster-admin A&EBIA Ui RI%KE, tLALAERATE openshift-user-

workload-monitoring 171 B ## 2 & user-workload-monitoring-config-edit £ &/ 177
&5

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%%k OpenShift CLI (oc) .

it =3
1. YWk ConfigMap 4 :

o X F ¥R OpenShift Container Platform &/ B Prometheus 526, 58 & UFRZH
B E FreOp A E IR ER

a. %ifE openshift-monitoring 11 B 1% cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. fE data/config.yaml T & L& MEIRERMBIIR ST

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
<key>: <value> 0

ﬂ FERREXN B <key>: <value>, Hr <key> BFInEHIME—ZFR, <value> 2
i=4: L=
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Digk

==
[=]

T EEH prometheus 5 prometheus_replica {F N &R,
NelllRRENF KBS,

BN, KX FRIGFEMERITTRIER BRI AN R FAFMERF, HEA :
apiVersion: vi

kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:
region: eu

environment: prod

o XIFUFER T E LMBIB K Prometheus S, 4% 8 % PR IR FFB9rrA N [F 751
MER

a. 7f openshift-user-workload-monitoring 1l B F % %E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1f data/config.yaml & LB MEE RINBITRIERR ST
apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:

externallLabels:

<key>: <value> 0

ﬂ FERREXN B <key>: <value>, Hr <key> BFInEHIME—EZFR, <value> 2
EHIE,



8B 2% AiCiE IR

Digk

==
[=]

TE#H prometheus =X prometheus_replica YE R R TR,
HNElRRBENHARIWES

£ openshift-user-workload-monitoring 1B #1, Prometheus fi 77 M3
¥EPR, M Thanos Ruler 7 S4B &R IC TN, £ user-workload-

monitoring-config ConfigMap # /) prometheus %& externalLabels
R NEMREAEING, MAR N ERMIEE N EBIRE,

Blan, EixFREFMIAETEERNEIS B E B0 B #8 XA il 8 FE AR
R, IEER

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod

2. REXMHLERZEN, FHEERWEINA.

PRIEFBEEANAINENNIBEEA T e, BN AR user-workload-
monitoring-config ConfigMap HIECE RS HUHCE.

Digk

==
[=]

—BEERFI LERERS, JREIEHIMERXRIB P Pod FIEA
PR, ZIE P IEES TR Rt AR E R,

Hith 5w
o AXUIBREFEEMNMNSI, HSESIE HRHER
o NRAFENKWEERLEE
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OpenShift Container Platform 4.8 ;1%
o BXABRIFREMNNSIR, ESHEFRICE RIRHER

2.1 NI ZEE AR E B R

& B LA Prometheus Operator, Prometheus, Thanos Querier #1 Thanos Ruler Egi& B &4,

=t

' ==
; IR BEE R LSRR N Alertmanager 4H4ECE BH &2,

LIFHEHF AR ATF cluster-monitoring-config #1 user-workload-monitoring-config ConfigMap

EEMEOER.

=

REENEH -
e debug. iCEE. ER.

e info, ILXER. BEHFMETHER,

e warn, [UrREEMEIREE,
e error, il REEIRMEE,

FKINBELHH info,

FERFH
MEZE} openshift-monitoring Wi H M Prometheus Operator. Prometheus 5 Thanos

[ ]
Querier XiERBZELA :
o EAETLUMEAER cluster-admin & &5 &R,
1R E 02 cluster-monitoring-config ConfigMap X1 4.

O AN
o MR ZE ) openshift-user-workload-monitoring % B i #J Prometheus Operator,
Prometheus 5% Thanos Ruler % &HEH ! :

S LUMFERAEA cluster-admin BAE&HA U REE, WA LAFERTE openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]

o
i
o fREfIE T user-workload-monitoring-config ConfigMap %I %,
e B%% OpenShift CLI (oc) .
iz

1. Yw%E ConfigMap 4 :
e ) openshift-monitoring T H 94 #1% 8 B EEH -

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1 data/config.yaml T 4410 logLevel: <log_level>
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8B 2% AiCiE IR

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g

Q@ EHERLHIN ARG RA L,
(> WIS GEETEE S RGN

e ) openshift-user-workload-monitoring 1 B R4 % & H &5

a. 7f openshift-user-workload-monitoring 1l B F % %E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1 data/config.yaml T 44710 logLevel: <log_level> :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> g

Q@ BRI MBI RA L,
@ AEAHMBFHRI.
2. REXHLMEREEN, MABSAAERN, 4#FH Pod REHEH.

PRIEFEEEANAINENNIBEEA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B NS HUHCE.
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Digk

==
[=]

—BENERFILERERS, JREREHIMERXRTB P Pod FIEA
Ro 121 H RIEEIZTR R A Rt AT BB AR E S

3. BT EEHERTERMWEES Pod BBERBIAENA T BESS, LLTRAIKEZE openshift-
user-workload-monitoring 71 B ##) prometheus-operator £8E I H &7 -
I "log-level"

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml | grep

it Bl

I - --log-level=debug

4. BEHEN Pod REBIEEIZTT,.
Pod BJIR -

LATFRBI5IH T openshift-user-workload-monitoring Ji B #1

I $ oc -n openshift-user-workload-monitoring get pods

#NR ConfigMap & & 7 — 1M KRiIFAIM loglevel fH, NIZHHE/I Pod &
IbE%Q
Hith BT

ETTIRBK

o AXUIBEFEEMNMSI HSESIE HRHER
o NRAFENMIEERLEE

2.12. [5EEH IR

o NRAFENMIEERLE

o THRRILEERIRG

MRFE, ALUEFERE
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B 3F A EXEE 5 A

£ 3E NAFENHIE SR EE
£ OpenShift Container Platform 4.8 A1, FR T BKIABITEE IGEN, EALRI LU A E BB 5 A%

2, ITE, EALLAIER OpenShift Container Platform RIE CHTE, MEZHANNLIEERAE, &
FAXANETThEE B LASR AR IR 8% O SE B A AR 7 E LT B,

p= Y=
{8 Operator Lifecycle Manager (OLM) Z%&#) Prometheus Operator iRA5 F 77 & L #J
W RFER., FALL, OpenShift Container Platform Az E N H OLM Prometheus
Operator BIEH Prometheus B E X HR (CR) R&EM B E X Prometheus L4,
31 NRAFENXHIIE S R
SEREIE G A LUBIT E5EEE 12 ConfigMap #1% & enableUserWorkload: true == E& 3k F 7 & B9
B SR,
HE

£ OpenShift Container Platform 4.8 #, BN E X WIE G BGRE, S/ sSeibriE
AT B % Y. Prometheus 524l

R el LMEF B A cluster-admin A &BIAE 5 R15RE#, FEETE OpenShift Container
Platform AP E BT B H AR, RE, SEHEEATLUERERF AP IBRE
Be & 11 57 a2 A P RE SR T B B ZH 5

SeREH
o EALUFERER cluster-admin A &K HIEE,
e B%% OpenShift CLI (oc) .
o {RE{# cluster-monitoring-config ConfigMap *f .
o REEFMH G2 FEE openshift-user-workload-monitoring 1 B 1 #] user-workload-

monitoring-config ConfigMap., &7 LI7E1% ConfigMap /- 122 F P i X AT B O4H 44 80
[RY=RrisiN

A=
BRSNS B B R 7 2l user-workload-monitoring-config ConfigMap F, #f
K EFHEE openshift-user-workload-monitoring 771 B 18 Pod, BHTEHERE

XA HFEERT— RN, e RN E B SRR, e
BCi& ConfigMap, LARGLEZEEFHERE Pod,

it =

1. 4%% cluster-monitoring-config ConfigMap *f % :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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2. ¥% enableUserWorkload: true 7~11%! data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ

Q YiZE N true f5f, enableUserWorkload Z#{ & &+ E I H S B s i,

3. REXMHLMERZEN, REZBNERNREFIE BT E B .

Digk

H
== |
N EXREE cluster-monitoring-config ConfigMap *f R, ARESEH

Z8ZE openshift-monitoring Ji B 1 #) Pod FIEAM BT, 14UiE R IEEZTT
B A RR th A BE R E S

4. 17 prometheus-operator. prometheus-user-workload #1 thanos-ruler-user-workload
Pod 2 & 7E openshift-user-workload-monitoring i B #1217, Pod B AI8EHE 2N [H] :

I $ oc -n openshift-user-workload-monitoring get pod

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2  Running 0 3h
prometheus-user-workload-0 4/4  Running 1 3h
prometheus-user-workload-1 4/4  Running 1 3h
thanos-ruler-user-workload-0 3/3  Running 0 3h
thanos-ruler-user-workload-1 3/3  Running 0 3h
Hith 5

o DIRERFIIIEREIRE
o FCiE I IRHERL
o BT RASNIREN A E LW E R E

32. BT AINBRFE LR E XHIE

EREIE 5 A LURIEFT A OpenShift Container Platform &0\ B A E X HITIE,
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B 3F A EXEE 5 A

SHTEATURTIFALZAGMEMAFIERERIZEMIIE TR, B2 T RiEAafhig— 1A
AR FR :

® monitoring-rules-view £ 1R B # PrometheusRule B & Y ¥RAV LA AR

® monitoring-rules-edit B &EF A RRHITE A, EXFMFR PrometheusRule BE X
B,

® monitoring-edit & &% F5 monitoring-rules-edit & EERENIR, H4, ©ALRFRSNIR
%55 Pod AEFTHIREN B 5. ERALLA®, EARTLLAIE. EFR ServiceMonitor Fl
PodMonitor 7R,

A LASRF A P AR SR EC & £ 53 a2 R 8 LR T B B9 ZE 4% -

e openshift-user-workload-monitoring i B A #J user-workload-monitoring-config-edit &
RIS user-workload-monitoring-config ConfigMap., FRLLA®, EHLYHE
ConfigMap, 5 F & BT # 51 & Prometheus, Prometheus Operator #1 Thanos

Ruler,

AWML T WA B OpenShift Container Platform Web 2% & 5 CLI Bt X LA,

3.2.1. {# A Web #ZH| 5% F B (R

&\ LUE A OpenShift Container Platform Web 4% &#%F B PRk iEH B 2 WTiE.

FeREH
o ATLUFAEA cluster-admin BA&IAE iR EE,
o ENAGNEIINAIIKS BEE.

it =

1. 1£ OpenShift Container Platform Web %I & A Administrator fl&/H, S#iEl User
Management — Role Bindings — Create Binding,

2. 1E Binding Type 8493, 1%#%"Namespace Role Binding"2£ 2,
3. 1€ Name FE i A& BHE LT,

4. 7E£ Namespace FE&/, AEFEZEFR T RIIBRBIA - E BT,

BF

WA B EEETE Namespace FERF N AR, EERLLRERAAHT
BN BR S RS A F AL B o

5. 7£ Role Name 715k #11%5¥ monitoring-rules-view. monitoring-rules-edit = monitoring-
edit,

6. 1f Subject #4», 1%E#F User,
7. 7£ Subject Name FE&H, ¥ AR &R,

8. 1%+¥ Create LINBABHE,
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3.2.2. {FA CLI T AR
R AT LU OpenShift CLI (oc) 8% A P AR iR B 2 MTiE,

FREH
o MATLUFAEA cluster-admin A& iR EE,
o ENAGNEIINAIIKS BEE.

e B%% OpenShift CLI (oc) .
i =
o WIHEMAFSR—IThZEAR :
I $ oc policy add-role-to-user <role> <user> -n <namespace> ﬂ

ﬂ ¥ <role> &#%% monitoring-rules-view. monitoring-rules-edit = monitoring-edit.

n -
TREEFt oAt YINKEEEANSMRESEENBIHMTHE.

Blan, FF <role> &/ monitoring-edit, <users &y johnsmith, <namespace> &}y
nsl, iIX& 7 johnsmith 2E7E ns1 & 28 (8] RiZ BB TR AR ISR LA K I Z e #L N B9 AL
R

3.3. & F AR E D A E CH Y E BC B e 1
T LR T A IR I LT B BB,

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EEE,

o ENAGSERIMNAIIKSBEFHE.

e B%% OpenShift CLI (oc) .

it =

e ¥ user-workload-monitoring-config-edit & 23 E2%; openshift-user-workload-monitoring
TiEHRMAF

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \
user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

3.4. NERFAER DT 7] B R SN A2 R BITE IR

42



B 3F A EXEE 5 A

T RN FE R 1R B O IR SSET MBS 1T 1) Prometheus TS 2. & LUE A thanos-querier #&H
MEREEABR 1V [n] R 38048

FoRFM
o BMERRAEXNTE A LIRET BEHRS,

it =

1. RIS HELUEEE Prometheus :

$ SECRET="0c get secret -n openshift-user-workload-monitoring | grep prometheus-user-
workload-token | head -n 1 | awk '{print $1 }"

$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o json | jq
-r .data.token’) | base64 -d’

2. {REXBREAEAM :

$ THANOS_QUERIER_HOST="0c get route thanos-querier -n openshift-monitoring -o json |
jq -r ".spec.host"”

P2

3. AeSTHERGACHRSEER. Hl

I $ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}" -H "Authorization: Bearer $TOKEN"

g R N R AR SR B R BhBOR E),
ol

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__""up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}]}}

3.5. WA E X89I B R A

FNEFENMUEEBRER, ERLLE LR NE ConfigMap *f §H1% & enableUserWorkload:
false SR RERTE,

A=
_ 4, B LUET Ik enableUserWorkload: true &~ & Y B9 B 22 A 22,

it =

1. 4%% cluster-monitoring-config ConfigMap % % :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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a. 7f data/config.yaml T4 enableUserWorkload: i%i& /) false :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: false

2. REXMHLMERZER, REXBNFERN A E CHIE B .

3. %% prometheus-operator, prometheus-user-workload #[] thanos-ruIer-user-workload
Pod 2% E.1 openshift-user-workload-monitoring 1 B 4 1k, X AREEE A ZIHT[H] -

I $ oc -n openshift-user-workload-monitoring get pod
it Bl
I No resources found in openshift-user-workload-monitoring project.

EER 7 XA E SR B B i 1R, openshift-user-workload monitoring 71 B 1Y
user-workload-config ConfigMap *f R A= BhlllfR. X2 H TREBETESE
ConfigMap FAI2HERIE E LEE,

3.6. FLEH I

o EIRETR
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B 4= EHiER

3 4 F BEEN
AT BURRIR T, U RSB AL IR SO0 THF URMRIIE R,

4.1. 7 R¥etT

1£ OpenShift Container Platform 4.8 A1, A HHEM LA R EIRIVET IR S5 im m A FFHIEIR, &40
LU AFE X BB EEIRE S

&R LU E N AR F S AE R Prometheus B imE R E UIEE NI B S8 T/E A EHIRERIER,

1£ OpenShift Container Platform f1, f§Fr@id /metrics MISEZFM T HTTP RS IR AT, EAILUE
T EHXT http://<endpoint>/metrics 21T curl TR FIHRSHARTE R Bigtr. Fla0, Ealm@
prometheus-example-app ~HIRSAFFEEH, AEZITUTRSRXEEEMARRBER :

I $ curl http://<example_app_endpoint>/metrics
it Bl

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

Hh iR
® HX Prometheus &/ im/ZEREIE, 1HS M Prometheus X4,

42. WP ENWIIBXEREINES

BA LLEEE—1 ServiceMonitor 55R, MBI E YIRS in mIREE IR, XRIXEHIN AR
£ Prometheus & P % A /metrics #15E & FR A FF IR,

ATNA T WNMERFE I EFEERGRS, REOIE—1 ServiceMonitor F1R R E 1% 4047
W IEIZ AR SS .

4.2.1. BERHIRSS

EHAFE R E PRSI L, SR UERERARS .

¥ =2
1 WIRFSEEOIR YAML X, EARBIAR, %% H prometheus-example-app.yaml,

apiVersion: vi
kind: Namespace
metadata:

name: nst
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apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.3.0
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: vi
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterlP

ERBSTER M E LK ns1 T H HEE & - prometheus-example-app RS, WIRFZ AT
B X version 515,

3. MECERAEIER -
I $ oc apply -f prometheus-example-app.yami
BB ZAR S5 TR B —LET [,

4. BRI LK HEZ Pod @B IETEIZTT ¢

I $ oc -n ns1 get pod

it Bl
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B 4= EHiER

NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

4.2.2. 18 E a0 Vs AR 55

BFEARS A TFRER, FTEE OpenShift Container Platform WiiZRE &} M /metrics i s FIRENE

Tre A LMEF—4™ ServiceMonitor B E X FIRE . (CRD) ROZHIMAIIEIRARSS, SHEMA—
PodMonitor CRD 15 7E N iZ A 15 #E pod, RIEFE Service W R, MEENFEE, RV Prometheus
BEEM Pod 2 FFBIIE TR = IR ENIE 1T,

LESRARSE R T a0al o A P E BT B R R 55 6112 ServiceMonitor H5IR,

SeRFH
o EREILIEAES cluster-admin 35, monitoring-edit B B 7 17 L2,

o MENRAFAENWINBFERT W,

o EAMIF, EETE ns1 HIBFEET prometheus-example-app ~HIARS .

p= Y=
. prometheus-example-app IR S A ZHF TLS F15%0E,

it

1. 4 ServiceMonitor 5RECE QIR — 1 YAML X, 7EARIAF, %XEE 7 example-app-
service-monitor.yaml,

2. %INLLTF ServiceMonitor %IREZE LIS :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

XRTE L — ServiceMonitor 7R, FTFiREXH prometheus-example-app =~ fflAR 55 2 FF#I$E
¥R, EIEFEE version 1517,

—

FA P RE LBy 4 22 (3] R Y ServiceMonitor %R RAE 4 TR —#n 4 22 (] AR 55
w21, ServiceMonitor 75IRH namespaceSelector F % o 2 # A&,
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3. [HEEN FAEISRE
I $ oc apply -f example-app-service-monitor.yaml

ERZE ServiceMonitor 7R EE —LEh[H],

4. 1Re[ LI ServiceMonitor R E S ETEIZTT :

I $ oc -n ns1 get servicemonitor

it Bl
NAME AGE
prometheus-example-monitor 81m

Hit BriR
o NAFENKIERERKLE
o N{AI{EE R E LRI B AR TLS $REVIE T
e PodMonitor AP

® ServiceMonitor API

4.3. Tiishn

OpenShift Container Platform 132 { 24k & #£1%iZ1T Prometheus Query Language (PromQL) &ifk
BERKRDPEINIEIT, IR EXREFHURZRIZEMNEMAF E X TEAZMRESER.

ENEBRERG, B LIEIHRTE OpenShift Container Platform #/0:I B #1F F & 8977 B B¥g 5.
ERFRE, BUIEEIAEINNEET B &R, BUMEBENRY BEEFFTLIIE MIET.

4.3.1. UEHEE A 5 ERrTA I B BE iR

ERERERR, NEAMAUNBENEERIIRMAF, ErILUE Metrics Ul FijIAFTA OpenShift
Container Platform XA B #1F 7 & X A1 B B93E 1.

p= =1
a RAESEEE G A LR OpenShift Container Platform Monitoring 124958 =75 U,

FeRE M
o MAILIMERAESR cluster-admin A BFIE LI EHMEEINRIIE F 17 A&,

e B%% OpenShift CLI (oc) .

it =

1. 1£ OpenShift Container Platform Web %l & M B Administrator &/, % Monitoring —»

Metrics,
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Hith

i

B 4= EHiER

1%5% Insert Metric at Cursor R EETiE X I E 5K,

EOEBEE N EI, 5 Prometheus Query Language (PromQL) E AN E Expression F
EXQ

. gﬂj\\bu%/l\%illj %T% Add Queryo

ZMFRE W), EEFEERENN , SRIE1%FE Delete query,

BRLZTEN, HEFEEIREINMN Fi%#% Disable query,

7%+% Run Queries ¥; BOENEN, IRPFSENSNERNIER. NREBTH, N Ul

=) J.LT%EI Ii/ﬁ /o

fﬁll

MREWKEREMTZE, XATREKELHIN BB G 2R B 20d 3.

BRI FIENR, 1EIERE Hide graph HFE(UERIEIRRER AL, RiE, EH
BT E R, BRERRSHER.

Ak TUHE URL HAESEEZTHEN, BAUEEBRERX—HENR, HHRFXD URL

i

B XA PromQL BIHMEZ¥1E, 1ES % Prometheus query (14,

4.3.2. It R E B M EINR P E T E BT
IERILALAT & & R B AT B EETRAMA P 515151 F P E LI B 893817

£ Developer flf/, Metrics Ul @3ERMETIEM—LTE . CPU, AfE. HREMMSAHIES TR, &
AELXIBR CPU, AfFE. 5. MEHIERSIN ARFEEINEITBE L Prometheus Query
Language (PromQL) &,

—

Fr 4 & REEfEA Developer f1f, MABEMER Administrator i, FANFAE, E—R
RegFi— DU BN, FAAGTIEV A OpenShift Container Platform W 1242 4tHY
AF&ZOFEHGENE=H Ul, MMz, NEMAFE BB A Metrics Ul,

FRFH

it =

NFEEEFEITNTIE, EUMEAFAEREREENRIA R,
HENAFENWITBEFERAT R,

MEERA T ELHYIE REE T RS,

BB NZIRS A T ServiceMonitor BE X HIRE X (CRD) , LARE SLHNaI 1% R 55
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1. M OpenShift Container Platform Web #2#l& ##) Developer 3, 174 Monitoring -
Metrics,

2. 1 Project: FIRk i B EABIBITHITIR,

3. M Select Query FlIZRAIEFEER), EBILEE Show PromQLiZTBE X PromQL &Eifj,

' p= =1
, £ Developer i, E—RREEZT—NEINM,

i

o BXOE PromQL BMEZ1¥1E, 1HS M Prometheus query 314,

Lfth

=

\

Lfth

=

i

o BXRUFLEBEBFFAF B0V FFEREEIMFER, WS LESHDRA T E LHTE
BOE IR

\

4.3.3. WM HALIEIR

ZTENE, ERRERERERERHD, BRPHXHERNE, YHRKRENME. B ELNENMER
%BL,LH?VA@,E’J%%*LTQ B R B R R AE R R R R

AR
1£ Administrator fi& :

1 &40, BIRPETRAERBNEINFRNRMARER, SRR FE T RIFLELET,

gkm)\r'éi/R'F, BWRFET—PRFNOUE, JIHENMEIRREYEE, ER %k
7 RR/MEERNRFIE,

o EEWEMBNFAEREN, HR HiF R Hide all series,

o E[UERFEMNIE, HWRETNR, RERGEMNEMBLTHENAGR,
2. EMKREIRFERNFESEHE, HHITUTRIEZ— -

o RLTERFEKEAB LIRS, LUATHL A L= FEHE,

o (HFZ EARFH RN FSEH,
3. EEEMASEH], 1% Reset Zoom,

4., BERAIEEHERENF MY, HNERAIMEEERRBINN AL, BHEERRER
EiHIH,

5. EfS#E&R, 1FLEE Hide Graph,

1E Developer flfm :
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\

B 4= EHiER

1. ERKRERFERNFSEE, HHITUTREZ—
o RGEIRHIFAKEAMELIED), AL kB 3EHE,
o (HRZ EAMFEHREFENFSEHE,

2. ZEEBENFSEE, 1Hi%F Reset Zoom,

3. ERRAAERNEREN A SBHE, HRENAMEBERRIIN N R E, HHERRER
EERGIE e

L fth BE R
o EHHE XA PromQL EOMEIHIEILERS
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, ~r /e =
55 & BEEHER
£ OpenShift Container Platform 4.8 /1, #RBILUEIT Alerting Ul B IR, FRERAIEHANI,

o ERMN, BN E—HMDRERFPRHERSHRYE, SXEREHRNIMEAENR. TH
BN 2B — D EMESRE LERIE R A

o EfR, HEIRMNIPELHRENHRENRELER, ERRH—FER, HA—HERE
OpenShift Container Platform 5£&£sh B 5 o

o FER. FIUEIRL AR, DBEEERFMRNZXBH. EEEFLAERKFERRE,
BRI ENRBRNENEREEE.

Alerting Ul R e] FRRYER, EBAAMEMRANIEER AT X, B0, nREH
cluster-administrator fT{fRE 3%, MIALUSRIFFE LR, ERERFIZHRANI,

-

5.1. 7£ ADMINISTRATOR #1 DEVELOPER #1.f#ijj/7] ALERTING Ul

A1 OpenShift Container Platform Web #l & B Administrator 181 Developer fL&1;[F]
Alerting Ul,

e 7 Administrator &, %FF Monitoring —» Alerting, 7ELLHIAR, Alerting U B=ANEE T
M, Bl Alerts. Silences #lI Alerting Rules Tl

e 7f Developer flfar, %% Monitoring - <project_name> - Alerts, TEXMIAR, iR,
ERBRFNEIRANIERE T Alerts TTEEIE, Alerts T LRI RS ETFFMETIE.
p= Y=

1£ Developer i, &R LMBIIE Project: FIF 117/ OpenShift Container
Platform & OUWB A BE LWIE LR, . B2, REEEA cluster-admin
1, MAEERS OpenShift Container Platform 80 I B X BIZER, BERAERM
s

5.2. R IEE R, BREFZ AN

&R LU Alerting Ul AR I RBE SR, BRBRFIZHRAN]. RN EEA A B IEEIL,

T RERT IEde

£ Administrator M/, Alerting Ul FRBY Alerts TTE %1% 5 OpenShift Container Platform EKIALIH
MAFE T BEERNERRH T HFAGER, ZNESESNERNEE. RKEMREHE, 7ML
2 DR AR LanR SR E

R DUREICRS, mEMFRRITEE. BAERT, RE|ETLT Firing SRS Platform &k,
TEER T BN ERIEIET

e Alert State jTJ£5% :

o Firing, BIRIEFEMA, RNHEBEMSFM, BErNEM for HEMEIET, RERG—EWH
B, BHRIREEARA,

© Pending, ZERGTFEHRT, BEAFFERMNPIEENRSNE, REEMRLE
Mo
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B5EERER
o Silenced, IM7E, BIRTETE LW IR FERIRIRT, BRIRIBETE LM —HIRELHFE
SIEAFER#ES., T TREMAEINEHNERENREANER, FRELZRBRA,
® Severity i1 jE2F :

o Critical, A TERMFGITRERTEERTM, ZEREMANFTEINRE, HEES
REED N K IR RLATEA

© Warning, ZERINATRFEZIZNEHREEBSEN, UBLRENLZE, EEBER
B ER B — A R]RIUE SR G AT FE BN B B 5

o Info, ZERMNAFRHEER.

°o None, ZEIREBE LK E.,

o MIAEILUEN &R E B B RMER OB EE T EME Lo
® Source 12T :

o Platform, &K FIEIR{NS OpenShift Container Platform BRIANTIE %, XL IR
£ OpenShift Container Platform # /D IhEE,

o User, AFEMRSAAEXNIENERX, XEERIAAUEN, HTEEL. AFENH
THEAEEETEREREER, WMELUNRECHIFEMNE,

T fRFRET IEdR

£ Administrator &, Alerting Ul 189 Silences T1E 1% N % OpenShift Container Platform 2k
NI B F AP E I E R ERFHRRIR M T IEAE R, LI ASEE NSRRI 845 R 8
HE,

IRE LUREBUR ST B, BIAER T, (UG Active #l Pending 52, TE#E®R TSN EHBRAT
JE2FIETN

e Silence State T i#23 :

o Active, BERALTFIEIRE, EHEEE, BREHE,

o Pending, #HMEWAE, ELEERE.

o Expired, #EETH, MRFHBERSIM, FAEEH,
T RERANT EER
1£ Administrator &, Alerting Ul 189 Alerts Rules T{E £ %5 OpenShift Container Platform ZRik
B AP E T EEXERANRE T IEAE R, ZIESEENERAMNARE. MEMEFRIR
HE,

ERLMRENRIRS, M EMRSRRIEERAN, BRIABERT, REKER Platform ZiRAN, TR
TEANBERANE T -

e Alert State jTJ£5% :

o Firing, BIRIEAEML, RNHEBEMSRM, BErNER for HEMEIEE, RERG—EWH
B, BIRIREEARA,

© Pending, ZERGTFEHRT, BEAFFERMNPIEENRESNE, REEMRLE
Mo
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o Silenced, ITE, BEIRTETE LBINAIRARLTFHIRT. BMIRBEE LB —HIREER
REARERBEE, NTREMEIHNERENRARNER, FTRLEE,

o NotFiring, ERAKMMAE,
e Severity 1125 :

o Critical. EIRMNIAPE LHRETREITEERATM, MRBRIXLRM, FEILNXE,
SN R ELEE RS NSRBI FFA,

© Warning, ERMNPELHRGTRFETR, UBEFRFNLE, SiZANEXER
B R B — R R S AT IR BN B

o Info, ERMNIICIRHEREM.

© None, ZERMNEEE L&,
o AR LAER 5 M P E B9 B KBBR8 E ST EMEE Lo
® Source it 2 :

o Platform, E&HFIEHRIMNE OpenShift Container Platform BRIATTIB X, XL
B2t OpenShift Container Platform #& D\ IHEE,

o User, AEXMIFAEERMNERAEXWIAERR, XEERAMNZR[ LR,
HABENL, AAFEXNIENEEETERERER, WMELURBCHIFEMNE,

1t Developer AR RALTIRE K. FHERIMEIHRAN
1E Developer flf, Alerting Ul Y Alerts TIERMH T S5 ATE T B #E XBVERMERRAHAS AL,
FEANDRIWER, R T HXERMN 5,

FEZAE R, S LERERRSTT B TSR, BAERT, WRERFFMETENR, &
TEPRAREER, XL 88555 Administrator 11L& BT 525 R,

5.3. KEX KR TEM. FHMMEMANER
Alerting Ul 125 KB R EAB X BHAUNFIRH IS &,

FRFM
o NFEEEFEMNIE, BALMFAFLAERREREETIRNA UMK,

AR
ZE1£ Administrator flAPIKIAXERNEL :

1. $TFF OpenShift Container Platform Web 2%, F¥|%ZE Monitoring —» Alerting — Alerts 7]

T
2. AN : fERERIIRBE Name FEIRE T EREN.

w
EI

3
1% B EFE Filter FRAPBTIESS KRR, MEMEMFREL EER,
Ak :

»
gl

mii Name, Severity, State 1 Source FUFRE A — % MRl St THEF .

5. EFERMNEHIUSMEIE Alert Details TH, ZIHSE— My BBERR A FFI RN ER.
ELRESHEREXNES, 8 :
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o ERAYHEIR
o SERREXBVHE
o BEINEIEIRAIIRE
o HBXERMNIAHERE
o ERMEI (MRFE)
FE7E Administrator fLAPIRINA X HERIER :
1. ¥E 2] Monitoring - Alerting - Silences T,
2. A% : f#F Search by name FEX IR L Frid 1EER 2R,

3. AL : B Filter FUKRABT JEERRIRIRS L IEE R, BINER TN Active I
Pending i3 828,

4. ®% : | Name, Firing alerts #1 State FUFRAIFR I — NS MREN BB 1THERF
5. HEEHERNLHUSHMEIR Silence Details T H, %A ESEUTIHE :
o EMIBERM
o FREANTIH]
o ZETRHAA|
o FHERE
o fRAERMMEBE IR
FE1{E Administrator #if IKENE X ERAMNMER
1. J*E 2] Monitoring - Alerting - Alerting Rules T,
2. AN B %EFE Filter FIRABITIBERIRIRE, M EMEM RS IR ERAN,

3. ®i% : Rili Name. Severity. Alert State #1 Source FUR A B — Nk % MRET R FN
THER

4. EEERMNA LR T EIH Alerting Rule Details T, % I ERE A X LR B LT
ll\%i :

o ERANIAM, rEHMER
o ENMRAIBERMIFMMRIAN
o ML BEIRMIRMEEIHBBINS A
o REMMMNARHENERNER, HhERTMRAZERNE
o REIMMMNARBIFFEERBTIER
E1£ Developer IAHIRMAXER. HERMBBMNBER :

1. 5% Monitoring - <project_name> — Alerts T,
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BEER. BHRIERAMNIAIFEE
o EAFE Alert Details, AEFERBMAMB >, RBEEFIRPIEFER,

e Z#HZE Silence Details, AJ7E Alert Details TTEH Silenced By #9558, Silence
Details HESELUTER -

o ERIEERM

o FHEAMS(A]

o LETRHIA]

o FEKRE

o fREZERMEBMIIK

o ZEHE Alerting Rule Details, AJ7E Alerts TTEIFE S AN K EHIEEE View
Alerting Rule,

, Developer & ERSFATET BB XEER, FHIABRMN,

5.4. EEE RN

OpenShift Container Platform Wi #Zept 7 —HEINREIRAMNI, (EHEBHEEA, BaUEERINERMN
il

£ OpenShift Container Platform 4.8 A1, ERILAERAFE LB RO, B&E. REFMMPRERL
il

ERHNEFEE
o FIABERMNILETHETF OpenShift Container Platform £2&%,

o FLENRMNIBREABERNES. ENXEXRTE-—SHEEETRBHEN/SITRELNE
Mo

o MRBUE™EMERENS T EMERMARBN AR, FIEMNIER LR XMIER T 2Z0X8
piiS

5.4.1. R E B9 B b E IR
E(LEEDHTENER, S QIRERAIN S B TR ;

o RUuREHEDE N HMRNERANBE, CIBRERMNRI SFMENIEBNE, MRE
NAREMENIRGERSNER, NEHELUEREIEXRENR,

o JERMARERECIBERMN, CIBZBBRMNRE X ZEBNE, MELRFTRERMH 2. &

FRUAERE. MRENMERANBREFERRER, NFEELSERMN, RE, _Jﬁ‘é%
i —EREA,
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EREFERAMNEIIH TN, AENGREEZNERUAR —B L EEBERDTEF, REH
BMERZERAN,

RUPWHOERER . EERE S P U BERMEFRE,

HEERHNPEEERIG . BROERIUR T SR EER L ERHEFENE M R,
pign, MBERFED A KRB APALEIRE, FAIZARA REENR.

AL ERRBRAR, WMRERANAEIHERIAB OpenShift Container Platform 18#5, NIE#HE
openshift-user-workload-monitoring 2 B #J Prometheus SZfl_EEREZAN], X AT D EHRH
MIBEER, F R BEMAR IR A ARy T

Digk

H
[=]

FA P & Y #9375 B B9 BRIA OpenShift Container Platform 18R #tE % CPU 1
NERAE. FRAITHNBIESRENER. NREEANEZERET
openshift-user-workload-monitoring i B ##J Prometheus SL31, MJE:%
X iR a S EERANIR, REEEFE T XEHNBEREET 2@\
T H#RE, FNEAZERANTE,

HithBR
o MFELEXMALBEIRIIERE, HSH Prometheus E 31

o N T fRH X OpenShift Container Platform 4.8 Wi 1R ZRHRIEANE B, 1ES 1 iR,

5.4.2. A E LEI B S E RN
ISR LN R P E LRI B QBRI XL R AN AR AL 18 PR (E AR 4 B,

FRFH

AR

1.

2.

RENAFENNIEBER T hiE,
S FEEQRERIANNTE, EEMEHNES monitoring-rules-edit A GBI A &%,

B &% OpenShift CLI (oc) .

NERINAIR YAML X, EARBIF, %X %N example-app-alerting-rule.yaml,

[ YAML XHRIMERMNIEE. 0 :

L ORERANE, RFEEMITEPFERFERBIFBON, %S E 6 A
B R,

I apiVersion: monitoring.coreos.com/v1
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kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- name: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} == 0

LB B R A —1 4 example-alert BYERHANI, HREIARS A FH version 1515257 0 1,
EMRAN b 2B,

BF

AAEHERANIT e & E B8 5T B NEINMERET. BTEaaHbAr
& SCHYI B B9 R,

pign, RAEXHIE ns1 WERANT USSR E ns1 BIEIRFIKEER, 40
CPU MIRFFHE R, BE, ZAMNEEEERE ns2 BEIT,

A, 1EFiE N openshift-* #%:0 OpenShift Container Platform il B Al 2 Z R
M, OpenShift Container Platform W53\ X LeTii B @ — 2HZEHR A,

3. NEEXHN AR
I $ oc apply -f example-app-alerting-rule.yaml
IR E RN T E —LEmf (A,
5.4.3. A A ERF SRR E IR NIBIER
SNSR A A E LI B BRI R EINBIAEEEETR, &7 LT openshift-user-workload-monitoring

T B A B9 Prometheus S5 L EEERZBZANI, XAIST AFEER Thanos Ruler, MM ZHRANBOEE
iR, XA BT R el BEREAR W =40 489 15 7 5

Digk

==
[=]

FA P X B9 B B9 ERIA OpenShift Container Platform 8irigtE < CPU #1NEH

2. TRIAITHHEIEERNER, MREFHNEEIBZEE openshift-user-
workload-monitoring i B A1 #9 Prometheus S5, TF5ESHXLEIgIRE SEZHRM
N, REEEFELT X IERREETL2EN T #E, FNERART BRAmRE

5}Itb*_:Eo

SeREH
o EWENAFMENMIBFAT Wi,
o NWFEMEABERMIIMITIE, EE/FNEHE monitoring-rules-edit A& B &Xx,
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5% EHER
e B%% OpenShift CLI (oc) .

i =
1 WERINIGIE YAML X, EARBIFR, %% H example-app-alerting-rule.yaml,

2. M YAML XHRIMERMNEE, %34+ S &% openshift.io/prometheus-rule-
evaluation-scope H{&/ leaf- prometheus FFr%, #40 :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
labels:
openshift.io/prometheus-rule-evaluation-scope: leaf-prometheus
spec:
groups:
- name: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} == 0

MREFEZIRE, N&7E openshift-user-workload-monitoring 11 B 1 Prometheus L5 L EREZ
i, SNRAEEIZIRE, NSFERMNERZ F Thanos Ruler,

1. [SECE SN ISR -
I $ oc apply -f example-app-alerting-rule.yami
DR E RN T E — LR [A],
o NFE T fRA % OpenShift Container Platform 4.8 Wi ZRIBIIEAIE R, THS I Wik,

5.4.4. Vi[n] P & XTI B BB R FL
Z5H A E BB BERAN, 1S 24849 B 1% B B monitoring-rules-view &,

SeRF M
o TWENAFENMINBEEAT ML,
o RBMENBEWNE T T B monitoring-rules-view & &I &%,
e B%%E OpensShift CLI (oc) .
AR
1. & LAFIE <project> FRBYZERAN

I $ oc -n <project> get prometheusrule

2. BIIHERMNMEE, HoiTUTes :
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I $ oc -n <project> get prometheusrule <rule> -o yaml

5.4.5. FE AL E Hr 51 R B 101 B B TR

ENEBEER, A TE RN E A —i#2 5 OpenShift Container Platform #%/0I7 B #1587 & X HI I
BRERIN,

FoRFM

o ATLUFEAEA cluster-admin A& iR EEE,

e B%%k OpenShift CLI(0c).

it =

1. 1€ Administrator i, S#iZE Monitoring — Alerting - Alerting Rules,

2. 7E Filter FRIZEH A% Platform #1 User iR,

v -
' ZRi\ A% Platform EJE,

5.4.6. 7 FFE SCRT B M BRE R FLI
T&RILLH A A T LRI B I BREE TR,
FEREMH
o MEBNAFENHMIIBEAT i,
o NWFEMEABERMIIMTIE, EE/FNEHE monitoring-rules-edit A& &I &%,
e B%%k OpenShift CLI (oc) .
¥ =
o ZEfffk <namespace> FHIFI <foo>, HIZITUUT®HS :

I $ oc -n <namespace> delete prometheusrule <foo>

Hith BHR

o HS[H Alertmanager 314

5.5. B EE

EALGR— R, EERMLEHMEERREXERBBN, EEARRRAFENREL, FREFE—R
BAEFERETHINESTRRAER.

FELEF#HARE, SeIEEERILEE, TEMERE, BLYIIEHRES K—RIFEEH,

BAILES., MEINAEMAER I,
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B5EERER

5.5.1. BREAER
(RET AR BRAS E IR, NERBTAEE L MIEEREN

I
pus
&

FoRFM

o NFEEABRINIE, BAUMENFRXERESR edit FRKIA 17 F KR,
AR
BB EREIR -

e 7£ Administrator Yl :

1. Y% E OpenShift Container Platform Web & B Monitoring — Alerting — Alerts 71
M,

2 WTFEBETHIASNOER, HEEETIRN | I Silence Alert, XA LR
Silence Alert %, HeRflsEH% T AMEZRAIIE,

3. Bk : IBTRERER,
4. JEQ|BEBRAIEBITRIER,
5 EEQIEFI, 1HILEE Silence,

e 7f Developer i/ :

1. PPl OpenShift Container Platform Web 2 & F# Monitoring - <project_name> —
Alerts T1H,

2. EFFERABMENN > kRFERMIFE, EFERTMEDHERZBFRUITFHFERH Alert
Details T1H.,

3. i%#¥ Silence Alert, iXFf& 7R Silence Alert 5., HATISkIET T ATL LRI,
4. AL @ (ETRERRR.
5. TEOIBF#IATELIURINER,
6. HEOIEHI, 151LEE Silence,
E£7E Administrator 11L& Fidd A2 B RN —HERE FHRRT -

1. M5l OpenShift Container Platform Web 2l & ## Monitoring — Alerting - Silences Tl
M,

2. 1%+ Create Silence,
3. 1 Create Silence R E X B LM AR, FHEE RFRZIENE, EIABTHERBRINER,

4. BHSEELE—ShRARIREEFSRCRNERQEZHIR, 5L Silence,

5.5.2. JmiEERER
RAT AR 2, XA SBUIAHRERIIE, FLURENENE B RITS%ER,
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b =
E7f Administrator 1A P 4RiEEE2

1. PI%EI Monitoring — Alerting - Silences 1.

2. %ﬂ’ﬂ&"?@%%ﬂ&ﬁ’\ﬁ%%ﬁ, EFERE—F R , SRIE%E Edit silence,
FHEH, 1RIAE LAEEREREY Silence Details TIE %% Actions — Edit Silence,

3. 1 Edit Silence TIES, i AMMAIE LRI LSE Silence, XFEIMENBERTIE, HUMMERE

DI,
E1f Developer Ml A YRiEEHEL :
1. 5% Monitoring - <project_name> — Alerts T,

2. EFFERAMENN > kRFERMIFE, EFERFMEDIERLFRUITHFERDN Alert
Details T1MH.,

3. L% U1EM Silenced By B3 L EFREA AT, LLSMEIZEBH Silence Details T,
4. BB ATRLLSMEIH Silence Details TTH,

5. 7E5E Y Silence Details TIE Hi%# Actions - Edit Silence,

6. 1t Edit Silence TIE™, AR ERIFILESE Silence, XRFEINEMNEREATHE, HUUMMERE

DIZHERR.

5.5.3. &R IR EIEA
AT LA B BREIEE, LB BRBIHA A K R (B IX— 842K,

e
1£ Administrator A FREFREAEIHA -

=

1. % EI Monitoring — Alerting - Silences 1.

2. %ﬂ’ﬂﬂ@%ﬂ%ﬂiﬁ’ﬁ%%ﬁ, RERE—SIFH , AE1%EFE Expire silence,
FHE4, LA LTERSBE Silence Details TIE F1%£$% Actions — Expire Silence,

Z 1T Developer Ml AR HEFREEIH :
1. 5% Monitoring - <project_name> — Alerts T,

2. MEFERAMEMD > KERFEMRMIFE, EERFFUEFHNER BT EHRM Alert
Details T1MH.,

3. L% AR Silenced By 889> FiLiFFR A, LUSMEIZ#EH Silence Details T,
4. BB S MEIH Silence Details TTH,

5. 7EEE 8 Silence Details TTE H L Actions — Expire Silence,
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5.6. BRI A EEINE RS

£ OpenShift Container Platform 4.8 f, ®I7E Alerting Ul R EE A ER, RN RFEIREBE N A%
FMEMBARS, A LUF OpenShift Container Platform Bo@ MIFEHR & X B LA T R BIAEINES -

® PagerDuty
® Webhook
o FLFHE

® Slack

Wi RIS R BB RS, BT AR RE R R & SRR LR @R, BN, REBEIRFEILEX
E, BEREEDASREBINATL, 8K, RHAFREESBHNNOERTEIREHAE—NA-E RS
FEATIEBNIS B 5,

{#H watchdog EfRKEZERES TIFES

OpenShift Container Platform I ¥EThEE & & 4L L B9 watchdog Efk. Alertmanager EEMEEREN
BRI A% watchdog Bfiu@Al, MiREREFEEREE HEEELEKE watchdog B BME
B, XFLEI T EE BN R IRE N H] Alertmanager 138 KR AL 22 (8] BO4EDE (5 7],

5.6.1. o & &Rk N
BRI EREBERENE, UHR T RERHINEE AW,

FeREH
o RETLUFEAEZS cluster-admin A& i n & EE,

it

1. 1€ Administrator M, Sf1%] Administration - Cluster Settings = Global Configuration
- Alertmanager.,

pa -3
&, HLTLLET notification drawer i [A][E— T, % OpenShift

Container Platform Web 1£#I& A L ABREENR, FHI1E
AlertmanagerReceiverNotConfigured 2 #1%# Configure.

2. 1E%T{ER Receivers 884 #1555 Create Receiver,
3. 7£ Create Receiver R#.r1, 5/l Receiver Name, #AFMFIFKAI%EFE Receiver Type.
4. IR E -
® X F PagerDuty B 2S :
a. EEFEEMRIEBIF R PagerDuty SRR B,
b. 70 PagerDuty Z2&#) URL,

c. MRBIER FIinFIEMHIFITH"EMEME, %1% Show advanced configuration,

63



OpenShift Container Platform 4.8 Y%

® XF Webhook 425 :
a. O HTTP POST ik & X B8k s,

b. MR BT BT ERAEABRBFMIBVILTT, 151%5E Show advanced
configuration,

o N FHLFHRHEEINES
a. ANINERERMAEEE A FER A,

b. I SMTP EBEIFIE, SIFEAXBMAHIL, FRA &R FHANERENMROS,
SMTP RSS2 B9 E M & AR ESIE S,

c. EFEREEETLS,

d. AIREBFEVETGwEE N T BB ER X B RTEER, e FAFI@EMIEXECE,

1E 1% Show advanced configuration,

e ¥fF Slack LS :

a. 0 Slack Webhook B9 URL,
b. WINEFBR A EFIH Slack 7&K E %,

c. MREFBMVGET AN T ABRIFLLZCETWER, SRERTFASGRE, Hik
¥ Show advanced configuration, A ATLUERF BB B FEEIERITNAF &,

5. MINERT, MRMANERTHESMALERLENE, FEAXEEKES, NREFEM
REVEIREE R BN SR R A TR RERIREE

a. 7ER M Routing Labels £ A7 N RS B PR Z & FRADME.
b. MMRBEMAENRIER, 5% Regular Expression,
c. 1%%¥ Add Label SRRINE % BB TS,

6. JEFE Create RO

5.7. N EABE Y ALERTMANAGER figi&

& LRI YwE openshift-monitoring 171 B #1#Y alertmanager-main secret, =2 IAM Alertmanager
&,

FeREH
o TATLUFEAEA cluster-admin B&I A iR EEE,

i
Z M CLI Bk Alertmanager BLi& :

1. {9 HEIUEB Alertmanager Boi& i 2l alertmanager.yaml 3U{4 :

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml
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. Yw%E alertmanager.yaml FFEZE :

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
- match:
service: <your_service> ﬂ
routes:
- match:
<your_matching_rules> g
receiver: <receiver>
receivers:
- name: default
- name: watchdog
- name: <receiver>
# <receiver_configuration>

Q service 35 E il & EIRHIARSS
9 <your_matching_rules> 35 B FRE R,

9 receiver 15 E B T 1% ZikpoiEligs,

AT Alertmanager B2 &R I5F PagerDuty ER & W ERIZEIES -

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- match:
alertname: Watchdog
repeat_interval: 5m
receiver: watchdog
- match: service: example-app routes: - match: severity: critical receiver: team-
frontend-page
receivers:
- name: default
- name: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"
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FALLEER, H example-app fRS5ARAZ I, f“EM N critical W {F{#H team-frontend-
page EWER L %E, BEBERT, XLERBWERELEND ANSRENTN FPA

3. NAXHHBHEE

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace secret -
-filename=-

ZE M OpenShift Container Platform Web %l # ik Alertmanager ECE :

1. ¥ A web %A B Administration - Cluster Settings — Global Configuration —
Alertmanager » YAML T,

2. 18 YAML BCiE T4,
3. #iF¥ Save,

HbBR

o 5] PagerDuty B 75 ML ¥i# —4% T fi# PagerDuty

e Z[i] PagerDuty Prometheus 518 R SR Z# > HI{AT K 3R service_key

o i Alertmanager BCiE BB B AR EREWZ: L XER

5.8. 454 1%
o ETEINIEIRKIR
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https://prometheus.io/docs/alerting/configuration/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#reviewing-monitoring-dashboards

# 6 = AR NIEIERIR

36 E EHREMFRR

OpenShift Container Platform 4.8 12t 7 —H2EARIE(UFRIR, WIHBNE T BEREFAMHFIA - E LM
TR AERIRE,

1£ Administrator ¥l /, EALLJ R OpenShift Container Platform &/ OHARI(U KRR, SIE :
o APIERE
® etcd
® Kubernetes It B IR
® Kubernetes PI%% iR
® Prometheus
o SHEEMT RMEEEME XA USE HIENRIR
] 6.1. Administrator ¥ R KRR HI

Time Range Refresh Interval
Dashboards Last 30 minutes = 30seconds w
Dashboard Job Instance
Prometheus / Overview = prometheus-kBs = 100282119091 -
v Prometheus Stats
Prometheus Stats Inspect
Instance T Job Version Uptime
101282119091 prometheus-k8s 2260 BSk
1-10f1 = 1 of 1
v Discovery
Target Sync Inspect Targets Inspect
14k
12k
Tk
800
600
400
200
4] . = o
330PM 3:35PM 3:40 PM 3:45PM 330PM 3:35PM 340 PM 345 PM 350 PM 355PM
[ B WTargets
5
e

1E Developer M/, f&7] LAV [ A eI B R L TS8R -
e CPUHEZ
o NFAZE
o WHER

o HEGEXRER
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6.2. Developer £ B {{ KR =B

Project: nsl «
Monitoring
Time Range Refresh Interval
Dashboard Metrics  Alerts  Events 30 minutes  ~ 30seconds ~
@ prometheus-example-app v
CPU Usage
4.0e-4
35e-4
3.0e-4
2.5e-4
2.0e-4
15e-4
1.0e-4
5.0e-5
o}
08:00 08:05 08:10 08:15 08:20 08:25
Memory Usage
2M
oM
8M
N

p= =1
1E Developer i/, E—RREEEF—UEBIUERR,

6.1. UEHEIE A HH AT RZEIFRR
1£ Administrator #l& /), EALIEZES OpenShift Container Platform SEE##% /0 H 4B K I TR,

FeREH
o RETLUFEAEZR cluster-admin A& i A & EE,

Pt

1. 1£ OpenShift Container Platform Web %I & N8 Administrator fi&/, 5%l Operators —»

Dashboards,

2. 7£ Dashboard FISRAZERFE— MUK, BL(LFMR (40 etcd Fl Prometheus {L5RAMR) EHELH

I & 4 AT B F 32 51
3. ®i% : 7 Time Range ZIZ& A B — AN 3G F
o JELEETIRE LB A] B,
e &EiTi%EFE Time Range FIFER B Custom B EISERE ik & B E X FSEH,
a. A% From #1 To date and time,
b. Hii Save LMR#F B E LI [FSEH.

4, ok : % EFE—1 Refresh Interval,
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5. MEMSEEMERFPHENER L, UEREATIBNFENER,

6.2. IFF X & F N EE REMUERR

£ Developer i H, ERAILIEFSAETEBEXBUERR, SQNEE EETBNYRNR, FEES
E{X%*&{n/u\o

FRFH
o NFEEEFMNFIRNIE, EAIUMENFLZEINEEEENRNA S UINEE.

i =
1. 1£ OpenShift Container Platform Web ##l& M8 Developer flf& /1, %l Operators -
Dashboards,
2. 1 Project: FUKRAEFE—NTH,
3. £ All Workloads 5k Frifii— D TAE G,
4. : 7£ Time Range FIF&R A N KL — T ESE L
o EFEETIRE LB A ER
o Eidi%EE Time Range FIFRFH Custom HHSER FiLE B E X EISEE
a. i A% From # To date and time,
b. Hifi Save LMRTF B E LI [ASEH,
5. A% : i%FE— Refresh Interval,
6. MEMRBEENERFPIENER L, UEREFETBNIEIER,
Hfh BR

o & Developer 1 11217 B #1 5 2 FRIIE T

6.3. 554 1%

o hHE=7 Ul
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#accessing-third-party-uis

OpenShift Container Platform 4.8 ;1%

B7EME=T U

OpenShift Container Platform Web 12l & FR1Z #5825 HY Metrics. Alerting #1 Dashboard Ul, #0177 &
KX FERXLER U BIFHER, HSHUTHRA :

o EIRIEIR
o EIHER
o EEINERR
OpenShift Container Platform i& 32454 Prometheus. Alertmanager #1 Grafana 88 =A#OM5R], —

LN A B (LRI EFETE OpenShift Container Platform Web #22& ) Monitoring —
Dashboards H,

LAEHY OpenShift Container Platform hR A Al BE R PR R = A IR OB F, =2
B, BREFERBOELEHAEN.

B OpenShift Container Platform Wi HEMRIRHLAY Grafana SLf R H U ERR 2 R 38,
Grafana X FRRILE S Kubernetes #1 cluster-monitoring 547,

7.1. {6 F WEB 5 & 1588 =5 a1 Ul

& e LU OpenShift Container Platform Web &1/ 7] Alertmanager, Grafana, Prometheus
Thanos Querier BJ Web Ul,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

it =

1. £ Administrator flfa#, SMiZE Networking — Routes,

pa -3
M Developer Ml &R 88 =75 Alertmanager, Grafana. Prometheus #1

Thanos Querier Ul, EXi{Sx2, f# M Developer M H Metrics Ul 3%, Heh
SEFTET B —LETE L CPU, WTF. 7 MRS &M,

1%L Project 53k ##J openshift-monitoring 71 B,
3. RE=AMNE U
e %% alertmanager-main T8 URL 33T FF Alertmanager Ul B9& 5% T1H,
e fif¥ grafana 1THHI URL RITFF Grafana Ul BB K TTE.

e %% prometheus-k8s 1T H URL 33T FF Prometheus Ul B9 5 71,
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B7EYINB=T VI

e %F¥ thanos-querier TFR#) URL 33T FF Thanos Querier Ul B TTE

4. 17t# Log in with OpenShift & f& FIf&#9 OpenShift Container Platform &EiE#H4TE 5%,

7.2 fFF CLI i[RI s8 = A 1A 1% Ul

&R LAE A OpenShift CLI (oc) TEFFKEX Prometheus, Alertmanager #1 Grafana Web Ul B9 URL,

SeRFH
o EATLUEAER cluster-admin & &5 IH &R,
e B%%k OpenShift CLI(0C).
ik
1. 21T T4 EFH openshift-monitoring 11 B #IE& H :

I $ oc -n openshift-monitoring get routes

i th o Bl
NAME HOST/PORT
alertmanager-main alertmanager-main-openshift-monitoring. apps url_.openshift.com .
grafana grafana-openshift-monitoring.apps._url_.openshift.com

prometheus-k8s  prometheus-k8s-openshift-monitoring.apps._url_ opensh|ft com
thanos-querier  thanos-querier-openshift-monitoring.apps._url_.openshift.com

2. {8 Web W28 3%l HOST/PORT B&H.

%5 Log in with OpenShift 3{# B f&#) OpenShift Container Platform FIEH T E %,

HE
Wi REEEE Cluster Monitoring Operator B2, B ARAEN.,
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% 8 & iR IR IR HERR

8.1 M E N LA E LBEINA A B

@it ServiceMonitor BTiR, &7 LARETE 1R A AR A RE LB B AR B9AR S5 R FFRYEE TR, IIREAET
ServiceMonitor %R, {EIEIETE Metrics Ul B BRI N BYREDE, TERIZRIE AR R IF,

SeREH
o EHALUFERER cluster-admin & &K HIEEE,
e B%% OpenShift CLI (oc) .
o MENAFENNINHERHEET N,
o {REHIE T user-workload-monitoring-config ConfigMap *f .

e RENIET ServiceMonitor ¥,

¥ =
1. 7EARS5%0 ServiceMonitor 55iRED & PR E X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B A &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

i th o Bl

labels:
app: prometheus-example-app

b. 7 ServiceMonitor F5REZE F#) matchLabels app 15255 £ — % RRPRE i H T
Bc :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

spec:

endpoints:
- interval: 30s

port: web

scheme: http
selector:

matchLabels:

app: prometheus-example-app

= -
B UE N EBUIE EEN R A ERE RS ServiceMonitor FRTR
s
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2. 1f openshift-user-workload-monitoring i1 B ##:# Prometheus Operator IH .

a. 3l openshift-user-workload-monitoring 1 B F7#J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod F1fJ prometheus-operator Z23iKEN A&, £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURBREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. E#ETE Prometheus Ul M EFT BN BEIRRES,

a. BIinO%% %4 2 openshift-user-workload-monitoring 77 B R Prometheus 2451 :

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090

b. 1E Web H|%i 28/ $TFF http://localhost:9090/targets, FF1E Prometheus Ul FEEEEF B
HBEMRS. ESBIrEXRBEEE R,

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILx.

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml & prometheusOperator 5/l logLevel: debug, ¥ BEHKFKEH
debug :
apiVersion: vi

kind: ConfigMap
metadata:
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name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
logLevel: debug

c. BRTFXHLAGRRZ LN,

ENABESHI B, openshift-user-workload-monitoring 1l B F#Y
prometheus-operator £ H &[5,

d. #ai\ debug BENFI 2L FEE openshift-user-workload-monitoring i B 1 #9
prometheus-operator Z33E :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

=1
I - -log-level=debug

Debug 4 B &0 R fF T~ Prometheus Operator & HBIFFAE 1 A,

e. f2¥ prometheus-operator Pod & IETEIZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

MBEEBEMSFHEEST — MR Prometheus Operator loglevel &, I
prometheus-operator Pod RIEE T ER TN E

f. &%& debug B, LLT & Prometheus Operator @& E{# F ServiceMonitor 75iR, &Z&H
SR E AR X R,

Hi 5w
o QIR E BT E M E U HRED B A

o NEAFXMN{AM]E ServiceMonitor = PodMonitor BIiEA{E R, ES R IE T WA LRSS

8.2. T 1t 4 PROMETHEUS B3 K =M 4L Z0 A

FFANA R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN N, BEIR
HETTRENBMERINIREERM. B, customer_id BHEAHE, HEANECELRL N ATEERIE.

B OERREXEHA M-I FFI, EREPERTFSRAERM AT S BT O A 778 E LI
EHURIN. XA RERFNT Prometheus 88, FHFEAEMA 22,
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5 8 & WA HERR

Y Prometheus JBFEXERAR, EATLUFERUTAEE
o KRAIFAEWENRIRAIBE.

o & Prometheus Ul RN R FESIBEREE (TSDB) RELLT 88 KUFLEFREOIR & % I A 51
MWELER. IFERHEEARF

o EEIDOIERMIME—IFFIIE, EW LU 2B R E LBETRR R E B I E,

ERAER —HAERATEENBEAEHDBENRE-EHEHE.
o XIAfER T E BT A iR IR I E RS, XFERFEE AR

FeREH
o RETLUFEAEZR cluster-admin A& i n & EE,

o B% %k OpenShift CLI(0c).

Pt

1. £ Administrator flfa#, SM1ZEl Monitoring - Metrics,

i

2. 1£ Expression FEXHIZ{TLLF Prometheus Query Language (PromQL) #f, iX&RIiREIEH
=S RIURAIEA BT -

I topk(10,count by (job)({_name__=~".+"}))

3. MNRIEIHREURAIB AT, HREDBAEITHRAEREEHRE,

o MBRHFSHA/ENMTEEX, FEELBRATHNIIENENIERE-EX, eilh@dNE
REJ A8 Prometheus & P i L hE, ZRREITRE 5 ARNARAEBHERE.

o WRIEIRS OpenShift Container Platform B/ BMEX, HELLIER | Wig LOE—
MNELIE SRR,

4. F&# Prometheus Ul B TSDB R
a. 7 Administrator i/, SfiiZ Networking - Routes,
b. ¥ Project 5%k 1 # openshift-monitoring 11 8.
c. 1% prometheus-k8s 1T #) URL 3+TFF Prometheus Ul B9 & K TTE.
d. 7% Log in with OpenShift & & F f&# OpenShift Container Platform & iE#H 1783,

e. 7 Prometheus Ul A, # A% Status » TSDB Status,

HiBR
o MFAXMMIXERBRFIRFIF CIRBRERMNEIFAER, S A E LB E
TRER B BR !

o RAZFrIAIAIA
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