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18 RERERERT
%23 OpenShift Container Platform /5, SEE¢E 5 o LI BAE & UL T4 -

o

o %3

o WA

® Network

o i

o B

o TRAEN

1L ZREENTHREES
ERHEE A AT FRERREES -

o FERIFRYIINEE : Machine Config Operator(MCO)&EH MachineConfig X%, &it{FH
MCO, #ERILUIFE OpenShift Container Platform $EEEFRHUTLLTES :

o {#F MachineConfig X RECE 17 =
o EZiE MCO HXMBE LHR

o FLESRETIEE : (FNEMBEER, EALUEEK OpenShift Container Platform £ EEINEEM
fEE R, IXLETHRESTE -

o Hif& registry

o MKECE

o HFIEITH

o AFSMRHRER

o etcd BBE

o RFMEI(E{ N ERE
o LHtNEFEILER

o MEMNUEEBE NG  BABRT, RERFEMFEAATH DNS k=& OpenShift
Container Platform, MIREFLEEREREEMNERLRER TR, 1EFUTHGREE NS :

o DNS
o Ingress Controller

o APl Server


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#post-install-machine-configuration-tasks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#post-install-cluster-tasks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#configuring-private-cluster

B15E REERRERD

PUTT RI2E - BUAERT, OpenShift Container Platform {8 Red Hat Enterprise Linux
CoreOS(RHCOS) it &2, ENEEHEBIER, EHILUERA OpenShift Container Platform &2
FREALER T LU IR -

o NINANMIERITEHL2R

o N RININFIMBRTS AR

o MEENTRAMEA pod HE

o HRREEES

BLBMLS @ ik OpenShift Container Platform &, EAILUEBEEBUTHEA :
o AOKEHRE

o i i ARRSSEH

o [MLERME

o JERKREHNRE

EF  BOANBERT, BRERMNFENIGH FH L TERE, W FEEEE £ R ARG,
TO KEiFMHEEYE, EUIEEFAMEWE. BAUERUTAEZ —EBERHE :

o HAER : EALLEILE G UBEHRRIGNFER (BREMIITN) REFHIEES
FEho

o BEE® : UK Kubernetes AMBFENEFH I MHERER. BIESHEM
W BE B R EE L,

BB : OAuth SIS kEARFB A BITHIE AP, {ENERSIER, TALUERE OAuth LU
TUUTFES -

BESDRHERER
FERETAGNYT RS AP E L HEFIR
M OperatorHub %&%& Operator

EEERABEH  BOABERT, MANERLDRE Web &/ Alerting Ul fR, AT LIELE
OpenShift Container Platform, JF&Ri8 %4 X B A EB R,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#post-install-node-tasks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#post-install-network-configuration
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#post-install-storage-configuration
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#post-install-preparing-for-users
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/post-installation_configuration/#configuring-alert-notifications
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H2EMRENBER

&% OpenShift Container Platform hk7A 4.8 &85, TR LUHEELROHGRENTLAE,

21 X TFREEE

EIMNER T, OpenShift Container Platform # & & A AR 2 FFi5[A#9 DNS Mlifim. EERELEEER
&, A LU DNS, Ingress Controller #1 API lRS5 85 X B NFLE,

B

MRKBHHEMAH TR, EEACRNIZEERIRSTERSATF IR, NARKEHRR
£, HRILXERS ZEEHBINENRE,

DNS

NRELERFESWEMZEF E&RE OpenShift Container Platform, RERFARETLFEENAHK
ROIEICR, FETENBERTHEREECH DNS #BftIE— AR, EARRMAERXH, L&
FFsigeEEh *.apps # Ingress X R OIE DNS &8, F 7 API R 2:01E api,

REMFAEXF *apps iLKEHERDN, HHEMFRABXE, AR NWERTEMZMHATE DNS #
#o

Ingress Controller
BT B Ingress M RZEN AR RAIERN, FAUAAEHERESEAERKME, HEEAHFRMP, &
ATLUFERIA Ingress Controller Bl R ER 122425

API Server

KINBRT, RERFN AP RS 0IEE LIRS 1 E943s, BABHNATREFER,

1E£ Amazon Web Services (AWS) L, &9 5018 MIIMAHMIAE 19 2R, NSRS ERER
B, M—FRAZFE NN, BTFESHENSEANRO. RAREREFIRE AP IRSHREXRB DT
B M ESE RS, BEBMHAEESIET ], REFRBERXT APIRSZSHVIR, EUFENR
SR EHERR. ST ARMENERSE, FTETFHRO 6443, FiRIE readyz BEREE HTTPS BT
RN,

£ Google Cloud Platform £, &8E— M AE%ESRKEENIBINL APIRE, RILELTFEEHRMAE
YR,

1£ Microsoft Azure £, SAIBAHRMFAE MEHH%ESS. B2, BT HFICERNERS, ENINEFAEER
R 98 25,

2.2. 55 DNS ZH B NFAE
HEBEEERE, BeLUENE DNS FERFERLERX,

it =
1. AEEERH DNS BE LHIR

I $ oc get dnses.config.openshift.io/cluster -o yaml

i th o Bl



B2ERKERAERNH

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec HBAE2E—IMREXM—MAERK,
2. &% DNS BE L FIRLMBR AKX :

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

&4 Ingress Controller fE | Ingress *f fIf=5%E DNS E X, HibHEAIEKIEX Ingress
SREF, RABFBICK.,

BE
TEMIBRAFEXES, A Ingress X &R B DNS 1L R AR IER,

3. A : EEERN DNS BRI, HMBLDHBRAKK :

I $ oc get dnses.config.openshift.io/cluster -o yaml
i Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
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Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

2.3. 5% INGRESS CONTROLLER % & HFAH
EEEEHE, TAILUERHE Ingress Controller ERFERAFMEX,

Pk
1. {82 EKIA Ingress Controller, fEE(ERMNERIRHS :

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

i tH 7 Bl

ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

MR/ DNS &8, HEHFABEXEKB.

2.4. 4% API fRS5 2RI N FLAE

IFEREEREE] Amazon Web Services (AWS) 3§ Microsoft Azure J§, FILIEHEE API RSS2, FHR
FERELERX,

FRFM

e L% OpenShift CLI (oc) o

o FFHEHR admin H R EFHE web =514,

it =
1. 1£ AWS =% Azure B9 web [T S#RHI G, HATLUTRME
a. FEIFHMPRIE X B 1 HI5EER A4

o XF AWS, MBRAERT Hit5%ER. FABXB) APIDNS KB EERRE T HaEE, BfF
AERNEE, RILETHELRREENEIGES.

o XIF Azure, MR EIDEERH api-internal FL,



B2ERKERAERNH

b. EAH XA api.$clustername.$yourdomain DNS £ H.,

2. fHIERANER 7 D E 25

BF

RREEN RERFEARNEMEN (IP) £RHUTUU TSR, NFR B &R ER
ZRHE (UP) &R8%, B FEhHRRsR AR 1 Hia 25,

a. AP IIHERES

I $ oc get machine -n openshift-machine-api

=1
NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

ELLTH A, (B control plane #l38 (ZFFHEE master B9H188)
b. ME® control plane #2835 BRAER 1 Hi¥a 725,
i. YwlE control plane Machine X &R LAFS RN A 2B 1 H ¥ E 23R05 | F -

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ

ﬂ 8 E EIEM control plane 5% master Machine X7 R &R,

i MRS A ER 71 B D EERE1T (EATRAIRERITIC) , REFBHT RS :

spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

ii. X &E#APEE master WENMSRES X MNTIE,
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B3 E REEISREES

B EFEE B OpenShift Container Platform 7 m _EiZ{THIRIERSE, X S35 B L& I [A] BR 55 H91%
B, AIIRZSHESIEURENARBERE.

BT —LERETRINAES, BiT BB N Machine Config Operator EI2H) MachineConfig X5, & LUK
OpenShift Container Platform 77 s L BIRIERFHA T RS HE L,

AT RHES N T 40418 A Machine Config Operator BIZHAETE OpenShift Container Platform i m L
BB IRVERBITNEE,

3.1. 7 MACHINE CONFIG OPERATOR

3.1.1. Machine Config Operator

A&
Machine Congig Operator B H N AERRERANBRZTHNNEENEH, SIEARLH kubelet 2
[F BT A EC B A E#.

BUANEH -
e machine-config-server : I AKEBIFHL 2R AL Ignition B2 &,

e machine-config-controller : /&#125 72 E| MachineConfig X RE X HECE., =4t RiEH
B —H ML 2R A B35 T,

e machine-config-daemon : BTN AFVREE, LIEFHIIENIRARSEITE KL
&,

e machine-config : {RtZ&, EREHEH — VBN TENRERER,

project
openshift-machine-config-operator

3.1.2. HlEsEC EBLR

Machine Config Operator (MCO) &EIEXf systemd. CRI-O #1 Kubelet, PI#%. Network Manager #1H
R THEEE R, ©iLiRHEE T —1 MachineConfig CRD, BAIMUEENLEARBEXH (F5H
machine-config-operator) . 7 f MCO B{E LA R an{a] 5 E ML 4 22 B X F X OpenShift Container
Platform £ HITRNRANENERERE, UTEENIZTHEH MCO, NBREELUREIINERA
I

o HHBREBET LN BNREVBRIERS LT H SRS HITIHRENER, K£F— OpenShift
Container Platform 7 g&2ith,

e MCO N AXHER B HRIRIERTIER, FiA OpenShift Container Platform &EE$#BLL worker
0 control plane W (BHFFH master TTR) Sk, BERMELZHBIRE, BALERESE
ST s, Blg0, A LUZE— N EE LB worker T sth, HEAh &SN ARFREIEEFED
B8, B2, ATHIRFABENS T ERISBRRER,

BF

— AN RN BSMRE IR RE LR, 0 master 5 worker, EREER—
N —H 2B E B 51,

10


https://github.com/openshift/machine-config-operator
https://github.com/openshift/machine-config-operator#machine-config-operator

# 3 E REEHSRERES

e 7EfF OpenShift Container Platform R&ELEIFELRT, WAk IHIT—LENBREE, TRSHER
T, XAELUET QI EESE A OpenShift Container Platform REEFEE 2 R BIH 25 BC & Sk 5
W, MAENREENSREEZT. EEMBERT, EAI8EHEZE OpenShift Container
Platform R&ERFF N BRZRSEITHITRILERE, USBIENMXESN T KRB IP it
WL D XFRE,

e MCO BENFREBEHRXEBEMNITE, MCO AREBEEXNREHATHFINER, FRIFEAMHEH
MCO B AR, HAi1EY, MCO RIZBEIERNFERH, CARFERANEANT miiE
il

o HAMBUFHEAT R, MREFERHENTRABI—PHFTR, NPLEZEFR[FEE
%O

e MCO R¥%#FE A letc #l /var B BRI, EARATLERMNFFSHEER LR RIS HEERIARL
Xigz—EE A, 540 /opt # /usr/local B %,

® Ignition & MachineConfig F{ERAMEBER R, F1EIFSH Ignition BEBEHIE v3.2.0,

o F 4K Ignition EZE 1% & A LATE OpenShift Container Platform R E#HEZF, BLL MCO R4t
Ignition BEEMI A XAE1E, 1B MCO TEEFIXLRIA Ignition BB Rt 2. EIL, ERIZIEER
Z Ignition EEE AT Ignition ELB 1% BRERINSECEP.

o U MCO BEMXMHIE MCO A BT, Machine Config Daemon (MCD) &4 miXE
7 degraded, AT, BARBEERXMNMERMISE, ©RIZASLTF degraded (BEZJ) K,

o FRANBEBMN—NREREAR, &) OpenShift Container Platform & HIM RN T =
i, &M AT, machine-api-operator B & —/N#¥l%, MCOEEE.

MCO & [ Ignition ¥E BB . OpenShift Container Platform 4.6 M Ignition EZEB A& AR A 2 #BEI kR
X3

3121 N AR E AT L E SR 4 ?
MCO IR A4 KB T 1E

e config : Al Ignition BBEBX R (IHB 4 Ignition EEE ML) , LASERIETN OpenShift Container
Platform #85_ EBISC M. systemd BRSFIEhTHAEE, 15 :

o Configuration files : 8/ 5(& 3 /var = /etc B KRB,

o systemd units : TEMIINE B R EFFHIXE systemd IRFSBVIRE, HEBRIMEIIAE systemd
AR5

o AFMA : ELLEFEN passwd ZhoHHY SSH B,

H -
KA core A ¥ Fh@id M ERECIE Bk SSH B,

e kernelArguments : 7£ OpenShift Container Platform i 5| S E R S ITHRINSE.

e kernelType : (®i%) FERAFIMERKMAEIER, £ realtime SKEMA RT A% (BT
RAN) . XRFEEFHES L H.

e fips: 5 FIPS B, FNERENKE FIPS, MARRERNTIK,

1


https://coreos.github.io/ignition/configuration-v3_2/
https://coreos.github.io/ignition/
https://coreos.github.io/ignition/configuration-v3_2/
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#using-the-system-wide-cryptographic-policies_security-hardening
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BF

RAE7E x86_64 ZRHyF#) OpenShift Container Platform E8E X #F FIPS % iEAI/Modules
in Process &%,

e extensions : BT HMFTETIIT @4 XY & RHCOS ThEE, X TFiXANIhee, ATRENT BREFE

& usbguard FIRREIELR,

e Custom resources (T ContainerRuntime fl Kubelet) : E#HZBEES, MCO EEMMNEF
PRBEENTIR, FATFEXR CRI-O 27217 1%E (ContainerRuntime CR) #1 Kubelet AR55

(Kubelet CR) .

MCO RZHE X OpenShift Container Platform 7 s _E R E RETH 4 BIME— Operator, Hh Operator
A LUESIRE R I BThEE. —MF 2 Node Tuning Operator, B©RFE@ET Tuned SFFHTEZED
BEHITT RIBIMERE L.

RRBAILHATH MCO BBEFESSEELUTH TP, WMFEE OpenShift Container Platform R&I 2+
HZBIFTRMRSBLEESS, 1ESH RHCOS R R&LAH#,

3.1.2.2. project

FEIFTE S A openshift-machine-config-operator GitHub it &,

3.1.3. i EN BB B IR S

E# & Machine Config Operator (MCO) . HEFHHARHEEEMTRIRE, HEALT oc %

ik =5
. BEEEEEPNENMBEER (MCP) AR MCO BEBH T REE, HZTUTHS :

12

I $ oc get machineconfigpool

LN
NAME  CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-06c9c4... True False False 3 3 3
0 4h42m
worker rendered-worker-f4b64... False True False 3 2 2
0 4h42m

He:

UPDATED

True KRAEFR R MCO SiFHFINARECEN A EZ MCP AT =, HEiNlasEEE oc get
mcp i A #) STATUS FEEHIEE. False K AR MCP A7 mIEIEE#.

UPDATING

True RAFK R MCO IETEIRIR MachineConfigPool B & X% ,)?EFE’J%JL/EF”FH Ei%Z MCP &1
EDP—NT R, MENNREESFHFENNRERE, B TEMNT RTERERTH
FE. False RAFK I MCP RRIFRAE T mARE B HT.

DEGRADED


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#protecting-systems-against-intrusive-usb-devices_security-hardening
https://github.com/openshift/machine-config-operator

# 3 E REEHSRERES

True JREFRT MCO BB L BRI AT RN ESRECEN A EIZ MCP FED—IT R, FHE
BRERW, BUMT RAETERTHE, False IREFRT MCP RERRAE T/ R ERRLLE,

MACHINECOUNT

RT1% MCP #2358,
READYMACHINECOUNT

1668 MCP HfE & TR B BIML 3R S
UPDATEDMACHINECOUNT

1588 MCP w8 HaiH 2R E BB 2R 55
DEGRADEDMACHINECOUNT

§BH MCP m#1ic H degraded 3% unreconcilable BI#128 .84,

ERTEMHEIE A, =4 control plane (master) 7 A =1 worker 77, control plane MCP #[I
KB R T E LAIHESECE,. worker MCP YT A B AR EMN S ELE, worker MCP
BN T R EH, —MBIEEHT, 20 UPDATEDMACHINECOUNT /y 2, & &, 40
DEGRADEDMACHINECOUNT »y 0, DEGRADED /; False,

AR MCP R RIEFEE#T, {E CONFIG FHIHMHEREE R HAINNARRE, ZEESMX
MECEHTERH. BHTKE, FIHHYSREERARNNGEE, SHREF N MCP,

IR REEY, LT RAFEE7 READYMACHINECOUNT #, EG&TE
MACHINECOUNT A, 7%, MCPIRE#HKXES UPDATING, AT REEY
AIRIAERECE, FRLLE#ITEE UPDATEDMACHINECOUNT &if :

it Bl

NAME  CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-06c9c4... True False False 3 3
3 0 4h42m
worker rendered-worker-cib41a... False True False 3 2
3 0 4h42m

. B@iI & MachineConfigPool B E X FREKE MCP T URE, EiZTU TS :

I $ oc describe mcp worker

it Bl

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3

Events:

<none>

13
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pa =3

R R EH, T "R EE7E Ready Machine Count 7, ©8&7E
Unavailable Machine Count # :

i tH 7 B

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 2
Unavailable Machine Count: 1
Updated Machine Count: 3

3. EEFEEFNIAEH MachineConfig ¥R, HZTUTHS :

I $ oc get machineconfigs

LN
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
00-master 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
00-worker 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-container-runtime  2c¢9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-kubelet 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-master-dde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-worker-fde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m

HER, 504 rendered B9 MachineConfig % R+ R = k& H MR
4. ZEEFENSREENNS (AHIFH 01-master-kubelet) , HZITUATHS :
I $ oc describe machineconfigs 01-master-kubelet

5 895 27~ Itk MachineConfig X &R R & & Bt & S 4 (cloud.conf #1 kubelet.conf) #l
systemd R55(Kubernetes Kubelet) :

i~ B
Name: 01-master-kubelet
Spec:
Config:
Ignition:
Version: 3.2.0
Storage:
Files:
Contents:
Source: data:,
Mode: 420

Overwrite: true
Path: /etc/kubernetes/cloud.conf
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Contents:

Source:
data:,kind%3A%20KubeletConfiguration%0AapiVersion%3A%20kubelet.config.k8s.io%2Fv1bet
al1%0Aauthentication%3A%0A%20%20x509%3A%0A%20%20%20%20clientCAFile%3A%20
Ye2FetcY%2Fkubernetes%2Fkubelet-ca.crt%0A%20%20anonymous...

Mode: 420
Overwrite: true
Path: /etc/kubernetes/kubelet.conf
Systemd:
Units:
Contents: [Unit]
Description=Kubernetes Kubelet
Wants=rpc-statd.service network-online.target crio.service
After=network-online.target crio.service

ExecStart=/usr/bin/hyperkube \
kubelet \
--config=/etc/kubernetes/kubelet.conf \ ...

SNER N FRAOHLBSECE I AR, AT AR R X — ek, a0, nsRE ii"}occreate-f
/myconfig.yam| LN AN ERECE, EAILLUEITLAT a5 RMRIZAZREE

I $ oc delete -f ./myconfig.yaml

NFXZME—BIRRL, NIRRT [ALREEFEIORT. XS E2IMNEEDIREEZaTERH
'ikl ho

IMRAEBEDPRINECHNGEE, ETLER LG ERNaSREERESURN BRI BRFE X
KRB,
3.2. {5 MACHINECONFIG W& EET =

IRE LU R AT R B9ESS 6% MachineConfig X%, 82X OpenShift Container Platform 7 s _EiZ 1T
X, systemd BITXHMEMBERSTIEE, BXEANKREENELER, HSHEX Fi SSH %
WEEH, UG %, JEH SCTP ISR, F7 OpenShift Container Platform EZi&E iSCSI
initiatorname,

OpenShift Container Platform % Ignition A& R A 3.2, EOIEMIFTEFVIZRECEZLZETF Ignition
HIRARA 3.2, MIREFAJ OpenShift Container Platform 5£2%, {E@MIIAM Ignition MAEIRA 2.x H.25E
B 1% B o AR AR A 3.2,

R

{8 A "Configuring chrony time service" #8457 iN{al {5 L Ath B & ST AR AN EI OpenShift Container
Platform 7 BIHEEL,

3.2.1. E2i& chrony A8 AR SS

BT LLEBITEER chrony .conf XHHIAZE, FHIFXERBRENIBREBLBA TR, MIMXE chrony fif
[8] iR 55 (chronyd){& FE RO (] IR 55 23 AN A RN

it =
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1. B8 — Butane E2&, S3& chrony.conf FHIAR, a0, EFE worker T EELE
chrony, i&BOIE— 99-worker-chrony.bu {4,

% -
INFEA X Butane BE R, HSH"E A Butane B/EVEEE",

variant: openshift
version: 4.8.0
metadata:
name: 99-worker-chrony ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
storage:
files:
- path: /etc/chrony.conf
mode: 0644 6
overwrite: true
contents:
inline: |
pool 0.rhel.pool.ntp.org iburst ﬂ
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony

wﬁ control plane MR £, TEXPMIEHIF master &1l worker.

9 FHLBRECE B mode FEIEERMERRN, EAUIBRXHHFHNARENG, B Fikih+
HEE, ETLUER oc get mc <mc-names -0 yaml G5 3£KEE YAML X4,

Q IBEMEMAEMBI, "IV RIBAEGR, 20 DHCP RSSEBHRIRMHMIE, &, ERIUEEUT
NTP AR5525 : 1.rhel.pool.ntp.org, 2.rhel.pool.ntp.org, =k 3.rhel.pool.ntp.org.

2. {#F Butane 4 X MachineConfig % &3 {4 99-worker-chrony.yaml, EHFE@EZRMFET =
HELE :

I $ butane 99-worker-chrony.bu -0 99-worker-chrony.yami

3 ERAUTHMARE—MNAERE :

o NMREKELEEZIT, TERBEXHRE, & MachineConfig % R34 ARME
<installation_directory>/openshift B, RS0 ER,

o MREHFCHIZIT, HMALXH :

I $ oc apply -f ./99-worker-chrony.yaml

Hh iR
e {3 Butane DN BEE
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/installing/#installation-special-config-butane_installing-customizing

3.2.2. N RIRNIMAKSE

HE—ERHRERT, BAREENEHPH—HT RINMRZSE, HITIRER R /NEE, mREG
TSEIER T RS BBIRIN.

Digk

==
[=]

L B A B B R

2 LE/%%;\ﬁalTEJ“O

BRI BRNARSHRAIEE

® Enforcing=0 : ¥ Security Enhanced Linux (SELinux) E2& LA permissive X217, 1E

permissive XA, RERR enforcing BRX—FEINE L LK, SEMICHTRHFEBEHICE

WRELSRE, BEHARIEMEMMIRE, RATEIVITEFIMNERGHHERA permissive R,
{8 permissive X 2B F I,

nosmt : EFRZPEAXNHLLIEZ (SMT), SEBERITFEN CPUBSNMEHERE, BHLESHE
FINEHRZEMEA nosmt, LU BEMBERERT NG, 2R SMT 24N LS FiiERE
TQEWE;F’I‘QEEBQ

NFTAKRSEIFIRINER, 1554 Kernel.org NS E,
FELUTRES, BEUE—ATFIRALLTRER MachineConfig X £ :

o BERNMARSEMN—HNE. FHIHHESE worker A EBEIHLER.
o [MINEIINEARSHRENAKSH,

o IERHERECE FIZR A N A B AL B RITRE,
SeRFH
o BEHIEEZ1TH OpenShift Container Platform SEEEEIR4FI,

it =

1. 5 OpenShift Container Platform 52 2#9318 MachineConfig /5, LUHE MEITRICIERINL
#RECE :

I $ oc get MachineConfig
=1
NAME

IGNITIONVERSION AGE

00-master 52dd3bat6a9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m

GENERATEDBYCONTROLLER

00-worker
33m

01-master-container-runtime

52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0

52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9
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3.2.0 33m

01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m

99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

99-master-ssh
99-worker-generated-registries

3.2.0 40m
52dd3baba9a527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m

99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. QIB—NEFIRARZSEB MachineConfig X R4 (40 05-worker-kernelarg-
selinuxpermissive.yaml)

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
config:
ignition:
version: 3.2.0
kernelArguments:
- enforcing=0

U RS B E worker 7 o

1]
2]

©

3. QIEHFVISRE :

BFRACEARINEREE RN LAME (05) URAEMHLER GRIN— MRS EKE
& SELinux permissive %) .

[N SRR enforeing=0,

I $ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml
4. KENFRRBEUEERS RN T HEE :

I $ oc get MachineConfig

=1

NAME
IGNITIONVERSION AGE

GENERATEDBYCONTROLLER

18



# 3 E REEHSRERES

00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m

00-worker 52dd3baba9ab27fc3ab42afac8d12b693534c8c9 3.2.0
33m

01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

01-master-kubelet 52dd3baba9ab27fc3ab42afac8d12b693534c8¢c9
3.2.0 33m

01-worker-container-runtime 52dd3baba9ab27fc3ab42afac8d12b693534¢8¢c9
3.2.0 33m

01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534¢8¢c9
3.2.0 33m

05-worker-kernelarg-selinuxpermissive 3.2.0 105s

99-master-generated-registries

3.2.0 33m
99-master-ssh

52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9

99-worker-generated-registries
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 RETMR:

I $ oc get nodes
i Bl

NAME STATUS
ip-10-0-136-161.ec2.internal Ready worker 28m v1.21.0
ip-10-0-136-243.ec2.internal Ready master 34m v1.21.0
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.21.0
ip-10-0-142-249.ec2.internal Ready master 34m v1.21.0
ip-10-0-153-11.ec2.internal Ready worker 28m v1.21.0
ip-10-0-153-150.ec2.internal Ready master 34m v1.21.0

ROLES AGE VERSION

AT LLL B, TEN BTSN worker T EMAE S ER,

6. BIEEAF— worker TP RFINHAKBFITSE (N LM /proc/icmdline ) , LUK EAKS

MR R E (S
I $ oc debug node/ip-10-0-141-105.ec2.internal
i Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline
BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fdO0... ostree=/0stree/boot.0/rhcos/16...
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coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit

&N EE enforcing=0 SHERMEHMAKLSE,

3.2.3. £ RHCOS L/E AW ARKSHNZ BE

Red Hat Enterprise Linux CoreOS (RHCOS) X R FRIZIRE, SVFNTEMERFEH 1T 5 5 K5
M, LUEHESNENTALE. BEVREERESRE, REREEXR.

BF

% F1E OpenShift Container Platform 4.8 i B S RAREBEFH T s, WEERETRSPE
AZBE, EEMAI/OBRMLIEBEATIHI/O RGHHENZEBS, EBUFELENEH
ZREZE, BXEREIRPEASHRENESER, HS W EENLLREP EH
RHCOS EARSHERAEHBE",

B

1£IBMZ #1 LinuxONE /1, IREEEERZEN R N ECEEEHNSAZERR, NFES
ER, BESWTE IBM Z #1LinuxONE _EZZE(EHH z/VM B9EEF 2% RHCOS FH /25
OpenShift Container Platform bootstrap i#2",

FRFM

o RAE—NIETEIZ1THI OpenShift Container Platform 5£8f, ©FEBARA 4.7 HE S hRA,

o ELUEREERHNNANFNEFER,

iz
1. E7E control plane " LA A BRRRERE :

o QIEHIBREE XM, 0 99-master-kargs-mpath.yaml, 173045 REEERIN master 1753
FRRZBEAZSE, Fa0

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "master"
name: 99-master-kargs-mpath
spec:
kernelArguments:
- 'rd.multipath=default’
- 'root=/dev/disk/by-label/dm-mpath-root'

2. 1 worker i FE 2 BRBRRES -

o QENISEEXH, # 99-worker-kargs-mpath.yaml, %X RERRIN worker Fr% 3
RS RENZSE, fla -

I apiVersion: machineconfiguration.openshift.io/v1
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kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: "worker"
name: 99-worker-kargs-mpath
spec:
kernelArguments:
- 'rd.multipath=default’
- 'root=/dev/disk/by-label/dm-mpath-root'

3. [FAZ AR master 2 worker YAML 40| 2 ETH25EC0E -

I $ oc create -f ./99-worker-kargs-mpath.yami

4. MENSBEELUEERSRNINTHEE :

I $ oc get MachineConfig

i~ B

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-kargs-mpath 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 105s
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 KRETS:

I $ oc get nodes
i Bl

I NAME STATUS ROLES AGE VERSION
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ip-10-0-136-161.ec2.internal Ready worker 28m v1.20.0
ip-10-0-136-243.ec2.internal Ready master 34m v1.20.0
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.20.0
ip-10-0-142-249.ec2.internal Ready master 34m v1.20.0
ip-10-0-153-11.ec2.internal Ready worker 28m v1.20.0
ip-10-0-153-150.ec2.internal Ready master 34m v1.20.0

AT LRI, TER BT worker 11 s LR AR SR,

6. BIFEEAH— worker TP RFINHAKBFITESE (N LM /proc/icmdline ) , LIREAKS

MR R ER (S
I $ oc debug node/ip-10-0-141-105.ec2.internal
it Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

rd.multipath=default root=/dev/disk/by-label/dm-mpath-root

sh-4.2# exit

BENEIRMIAZSH,

Hth BHR

o EXAREIRITEASHENESER, HSME RHCOS LIEAEANKSHEIZHKE,

3.2.4. £ AR RINSER A%

—4£E OpenShift Container Platform TEMEFEE®EREM. B2 Linux F2ERERSE, {8 Linux

ENARBE—NMEGHERE, ©HRERIIRMCHHE.

INRITEY OpenShift Container Platform TAE i 8 BiX LS RFE, AT LA B UIHLE] Linux SEAF A
#%. *IF OpenShift Container Platform 4.8, &I LA{#F MachineConfig X} RiHFiTiX NI, HRFIT
XAENHIEEFE B (REEENHFE BN kernelType iXE ) realtime) , B {THEHIIEETE :

o HAl, ERRIBRSEE worker TR EizfT, BRIFEIEAVIHML (RAN) EHRH.

e {#f} Red Hat Enterprise Linux for Real Time 8 INMERG BN REZTEIHUTSE,

® OpenShift Container Platform FRBYSERT 2 R (PR FHREEHITT 15,

o LITmiEt¥XFS Google Cloud Platform B £,

FRFH

o H—/IETEIZ{THY OpenShift Container Platform 588 (A& 4.4 KEEIRA) .

o LEAEERFNNASFNEREH,
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iy =

1. AR RO —MEREE : B/ — YAML X4 (130, 99-worker-realtime.yaml) , H
R EE— realtime W% EH MachineConfig X R, AHI&EFEREIEFTE worker 11 AR {F
S AR

$ cat << EOF > 99-worker-realtime.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-realtime
spec:

kernelType: realtime
EOF

2. PNSBEERMBER, BALUTRABRYSEERNZERH

I $ oc create -f 99-worker-realtime.yaml

3 RMEXNAK : SRR REHRBIGRE, EXIEH, HSTUTHLRARERENT R
A SR B T B A

I $ oc get nodes
i =Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-143-147.us-east-2.compute.internal Ready worker 103m v1.21.0
ip-10-0-146-92.us-east-2.compute.internal Ready worker 101m v1.21.0
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.21.0

I $ oc debug node/ip-10-0-143-147.us-east-2.compute.internal
i =Bl

Starting pod/ip-10-0-143-147us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host

sh-4.4# uname -a
Linux <worker_node> 4.18.0-147.3.1.rt24.96.el8 1.x86_64 #1 SMP PREEMPT RT
Wed Nov 27 18:29:55 UTC 2019 x86_64 x86 64 x86_64 GNU/Linux

AEFED S rt #1 "PREMPT RT" 3R TIX 2 — P ERTN#,

4. BREIEMAR, 1EMER MachineConfig X/ :

I $ oc delete -f 99-worker-realtime.yaml

3.2.5. Fi2& journald &
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INRIKFEETE OpenShift Container Platform 77 52 LB E journald fRS5IFE, ERILUERGE LUHELE X
HFHIZ S E NN BREC B (R 1825 38 BT st

ltt/m,*ﬂ” i T iN{a{E A /etc/systemd/journald.conf X4 ## journald BRE1ZE FHFE N A El worker 77
=, BXRINMAERIZXERERE, 1EE%E journald.conf F i,

FRFH

o F—AIETEIZ{THI OpenShift Container Platform 5£2%,

o LEAFEERFNNASFNEREH,

it =

1. G — Butane E2i& X4 40-worker-custom-journald.bu, EFa@ &5 HEMEXE
/etc/systemd/journald.conf 32 {4,

= -
A% Butane BEE, S [H"[E A Butane fIENZREE",

variant: openshift
version: 4.8.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
# Disable rate limiting
RateLimitinterval=1s
RateLimitBurst=10000
Storage=volatile
Compress=no
MaxRetentionSec=30s

2. {8 Butane &£ MachineConfig X &34 40-worker-custom-journald.yaml, S&E % XF|
worker 1 RBVECE :

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. [ AREEN AR

I $ oc apply -f 40-worker-custom-journald.yami

4. MERENAFNGREE, FETRESLTFREIURSE. EWEFE/LDHE. worker thiFE
TEHHTH, BITR %Bﬁi%f”!ﬂ?%ﬁﬁ’]ﬂ%&ﬁﬂﬁ.
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$ oc get machineconfigpool

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

master rendered-master-35 True False False 3 3 3 0
34m

worker rendered-worker-d8 False True False 3 1 1 0
34m

5 BRERENET BN, BalLIERE worker T :

$ oc get node | grep worker

ip-10-0-0-1.us-east-2.compute.internal Ready worker 39m v0.0.0-master+$Format:%h$

$ oc debug node/ip-10-0-0-1.us-east-2.compute.internal
Starting pod/ip-10-0-141-142us-east-2computeinternal-debug ...

sh-4.2# chroot /host

sh-4.4# cat /etc/systemd/journald.conf
# Disable rate limiting
RateLimitInterval=1s
RateLimitBurst=10000
Storage=volatile

Compress=no

MaxRetentionSec=30s

sh-4.4# exit

Hib iR
e {3 Butane DN BEE

3.2.6. j‘? RHCOS //J\\ﬂuj%rﬁ

RHCOS RETFTAZBMZ/ RHEL #ERSL, EE NATE FE A B OpenShift Container Platform SEE# 2 it —

HBARIhEE, BEAEWNIE RHCOS R HRMPETH4E, B MCO 12t 7 —1 extensions (¥~
B) Theg, EaILUMEA MCO SN RHCOS 7 &iinin—AH&R/NIThEE,

Bal, RHTUTT RER :

e usbguard : &1 usbguard ¥ E AR RHCOS R4 A% AR USB KBS, HIHEEEE
USBGuard,

,LJ\-F/}IL*HE}'H- Tﬁﬂﬂﬁﬁﬁ*ﬂ;%ﬁﬁa jj RHCOS TR \//J\\ﬂﬂ_/\_ﬁ%/l\?fhﬁo

FERFH
o H—/IETEIZ{THY OpenShift Container Platform 588 (A& 4.6 SKEERA) .

o LEAEEFNNASFNEREKH,

it

1. WY BAIEVEREE : 0/ - YAML X (40 80-extensions.yaml) , EHF3&
MachineConfig extensions X5, #fl&1f5&EE7RI0 usbguard ¥ &,
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$ cat << EOF > 80-extensions.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 80-worker-extensions
spec:
config:
ignition:
version: 3.2.0
extensions:
- usbguard
EOF

2. *f.f*ﬂ,%%ﬁa //J\\DDE”$E¥ %LAJ’J\-FW@’I_}*J-L%EEE //J\\DDE”$E¥I:F :

I $ oc create -f 80-extensions.yaml
YA worker 17 RIXE N %%k usbguard B rpm FH4F S,
3 RERSMATIRE :

I $ oc get machineconfig 80-worker-extensions

LN
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
80-worker-extensions 3.2.0 57s

4. MERENAFNGREE, FETRESTLTFERIURS. EWRFE/LDHE. worker thiFE
TEFIHTH, SAVSEHKIINETHVSRE

I $ oc get machineconfigpool

it~
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
master rendered-master-35 True False False 3 3 3 0
34m
worker rendered-worker-d8 False True False 3 1 1 0
34m

5. REYR. ERERSMATI R, BT :

I $ oc get node | grep worker

i th o Bl



NAME STATUS ROLES AGE VERSION
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.18.3

I $ oc debug node/ip-10-0-169-2.us-east-2.compute.internal

it Bl

To use host binaries, run “chroot /host
sh-4.4# chroot /host

sh-4.4# rpm -q usbguard
usbguard-0.7.4-4.e18.x86_64.rpm

3.2.7. ENEREEF £ E A B E LEH Blob

E7 fust/lib FREF Blob BIRRIAMIE 2 RILEY, FRLMER LS BRI R EREH B E LEF Blob.
X ALEE RHCOS AEE blob I E AN ZRECE S 5 I AHEF Blob,

it =

1. fIJE& Butane BC& XX {F 98-worker-firmware-blob.bu, ©ABEFIERKER, LUEH K root FFEHR
NAMEETE, UWTFRAGABT/FRBIEE X blob SXHHE /var/lib/firmware T = L,

A=
, A X Butane MIER, & " Butane fIZHZEREE",
B i X E# blob B Butane BSi&E X

variant: openshift
version: 4.9.0
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-worker-firmware-blob
storage:
files:
- path: /var/lib/firmware/<package_name> )
contents:
local: <package name> g
mode: 0644 6
openshift:
kernel_arguments:
- 'firmware_class.path=/var/lib/firmware' °

WEREG TGS EHENT R EREE,

®9

15 E B & MiZ4T Butane BURST LA M4 B HIRERBIA BRI M, At SCHRIRRE AR
TF files-dir B3, #AAET—FHhEA -files-dir LR EE,

7 RHCOS 17 EISX X BINR, E BRI E S 0644 ,

o
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firmware_class.path 238 & L AKIERKE, TEHAPERMETEIEE ST =R
XHEZRZH B E LEH Blob, XA RAEIER /varlib/firmware /£ B E L E&E,

2. J&17 Butane 4 X MachineConfig *f R34, %34 # A4 5 98-worker-firmware-blob.yaml
By TAEUE R BIE 4 blob BIA. B4 blob @EEMHEEIT RNEE, LU T REIFER --files-dir
IR E TFuh E AR SO B SRAFEME % -

$ butane 98-worker-firmware-blob.bu -0 98-worker-firmware-blob.yaml --files-dir
<directory_including_package_name>

3B FMARNE —HEENAET R

o NMREKEDLEEZIT, TERBEEXHRE, & MachineConfig % R34 ARMNE
<installation_directory>/openshift B, REKE0IRER,

o MNREHBEEIZIT, BENAILXXHE :
I $ oc apply -f 98-worker-firmware-blob.yaml

B A EAIE— MachineConfig ¥ & YAML X4, LUSEEHLZRHIEEE,

4. INRFHEFEZE#H MachineConfig iR, 15{#7F Butane EZiB.

HhbrR
e {3 Butane DN BREE

3.3. it i® MCO <M B E L FiR

BR T B MachineConfig ¥/ § 4, MCO BEMNMEEXEIR (CR) : KubeletConfig
ContainerRuntimeConfig, X%t CR mILEN T RAHIHEE, XREME Kubelet # CRI-O B8Rz
I AR S5 B99T o

3.3.1. f|# KubeletConfig CRD % kubelet Z%)

kubelet B2 i& B RI#E 5L Ignition B2 &, HILAILERESHE, (B2, £ Machine Config Controller
(MCC) FREFZRIN T #8 kubelet-config-controller . XA 1L#&{# A KubeletConfig B E X ¥R (CR)
SRR kubelet 44,

p= Y=
&4 kubeletConfig X/ & RHYF X B M LiF Kubernetes {1545 kubelet, kubelet RIE

EIUEXE{E, kubeletConfig NI RAMTEME X SHER T AATH, BEXEN
1H, 1ES M Kubernetes 314,

HERBLUTES

o NENMIREEDLLE— KubeletConfig CR, WHIZNEEERNNFIEERE, MRENIERE
KRB AEIFREM, NARER{EE— KubeletConfig CR.

o itEINAR KubeletConfig CR LME M B X EHRINFTIXE, MARNENELL/E—DCR,
BRI — CREEVRTENSFEEN, A TFIHHEN, UERETLUREEN,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/installing/#installation-special-config-butane_installing-customizing
https://kubernetes.io/docs/reference/config-api/kubelet-config.v1beta1/

# 3 E REEHSRERES

o RIEFE, IEZ KubeletConfig CR, ENEEEREIH 10, X FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) OIE— 2B E, FHH kubelet, X FENELEL
CR, HIBAVUBRA—NMTERFEESN kubelet LM E. 0, WREE—NHE 2 FH
B kubelet #l23EC&, I F— kubelet Hl25E2 & =0 -3

INRZMIBRARECE, MUMERBIFMEREN], OB RETRE, Fm, EMER kubelet-2 125 B iE R

& kubelet-3 #123ECiE,

INRIEHE—H A Kubelet-9 ERMINSREE, FHEOUET S —1 KubeletConfig CR,
TROBIFHINAREE, BMEDTF 10 4 kubelet Hl2RECE.

KubeletConfig CR 3l

I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f7R KubeletConfig Hl258c & R Hl

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1
26m

b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0

LUFRARER 7 WA B & worker T LB T RBIR K pod 2,

FoRFH

1 NIRERBMT SR RS ES MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :

a. EENSREEM®

I $ oc describe machineconfigpool <name>

a0 -

I $ oc describe machineconfigpool worker

it Bl

apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfigPool

metadata:

creationTimestamp: 2019-02-08T14:52:39Z

generation: 1
labels:

custom-kubelet: set-max-pods ﬂ
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L
@ RFMTIRE, BRUIE labels T

b. MRIRERFTE, NEIN—D5E/(EXS

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

Y=
1. BEFEEALEERNTASEENR

I $ oc get machineconfig

BIUERT, 5 kubelet #8XBIEZE 7 01-master-kubelet #1 01-worker-kubelet,

2. REBNT RMRAK pod BHFEIE :
I $ oc describe node <node_name>
4N -
I $ oc describe node ci-In-5grgprb-f76d1-ncnqq-worker-a-mdv94

1E Allocatable /)17 3% £l value: pods: <value> :

i Bl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3 BT IR —1NEE kubelet BER B E LHIRX M, KE worker TR EMEN T REI&EAK pod :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRIRE,

Q I kubelet BR®, 1EAMIH, fEF maxPods #BENT SMEX pods
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kubelet 5 API fR%5 283 1T X B HIVIEREUA TSR EIHEE (QPS) # burst {H,
MREBANT R LZTM pod HEAMR, FAHAKINE (kubeAPIQPS 7y

50, kubeAPIBurst 7 100) zteILL, MRTT = EHRY CPUMAERR, NI
W BT kubelet QPS #1 burst 32,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. NHEBAIER worker BTN EEE M -

I $ oc label machineconfigpool worker custom-kubelet=large-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %k KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

i Bl
NAME AGE
set-max-pods 15m

WRIBEREPM worker TEREE, ZH&5ED worker TREZENER, MFAH 3 worker T
RIERE, XNIREAREEE KRN 10 E15 o8,

4. PITEAREEMARTR

a. 7£ worker TV £ 7 maxPods [EE HX :

I $ oc describe node <node_name>

b. #ZI Allocatable /)77 :

Allocatable:
attachable-volumes-gce-pd: 127
cpu: 3500m
ephemeral-storage: 123201474766
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hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 14225400Ki

pods: 500 @

ﬂ EARBIH, pods ZEN Ik EETE KubeletConfig xf R i ERIE,

5. %iF KubeletConfig XfRFBIE X :
I $ oc get kubeletconfigs set-max-pods -o yaml
XN1Z & R status: "True" # type:Success :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

3.3.2. fll# ContainerRuntimeConfig CR LlZ@%E CRI-O S
BE NS ENSREEM]R (MCP) XEHT mEW S OpenShift Container Platform CRI-O j2 17} %
EXpy—Lei &, @id M ContainerRuntimeConfig BE X ¥R (CR) , AN EBEREEIFRMN—

PRZELAEER MCP, ARG, MCO RfEFAEHMEEEXILT R_EH crio.conf #1 storage.conf Bt & 3L
{#O

Z{#H ContainerRuntimeConfig CR k& SLIIM B, B 4iMbk CR, MAZECE A
THERIFZE R 2R E Bl

& e LUf#EF ContainerRuntimeConfig CR {8 T IXE :

® PIDs limit : pidsLimit 8% & CRI-O pids_limit 2%, XR&RHFPRIFHERILEY. FKiLh
1024 (pids_limit = 1024)

o HELS: logLevel Z#i%E CRI-O log_level Z#1, BIHEEBEMIFMIZE., BN info
(log_level = info), HfthitIic1F fatal. panic. error. warn. debug # trace,

e Overlay X/l : overlaySize Z#i1%& CRI-O Overlay I NT2F size S8, XRARIBRHEKH
RAKN,

o EAHBEK/ : logSizeMax 3% & CRI-O log_size_max 2%, XRARBAEXHARITFNR

KXE, BRIANHEBRT (log_size_max =-1) , JARKENIEL, NHZED/NF ConMon B
EN4% B 8192, conMon @— NI HEANREREES (W1 Podman =X CRI-O) & OCI jz17H}
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(40 runc 2% crun) Z[AIRIBIERIER,

1B NZ B2 B &b — N ContainerRuntimeConfig CR, F hiZthoEFFERBERE N, MREF
MHEWAENAEIFREM, NERREZ oneContainerRuntimeConfig CR,

1N %I A B ContainerRuntimeConfig CR, LUBWINA KB RMFTNE, MARNENERO
2# CR, BiUER NI —/1#TH ContainerRuntimeConfig CR BN RN SNEE L, SHERTIE
FFRYERER, LUEER LIRS Bk,

IRA LUARIEEE 0 %1 ContainerRuntimeConfig CR, B NEREMREEH 10, HFHE—D
ContainerRuntimeConfig CR, MCO *fI&—/ ¥ 283EEFFi N containerruntime, *f FENFEL
CR, IZHIBRA0IEB—/NTERFZEZBHE containerruntime #Hl23ECE. HIN, MREE—NHE 25
2589 containerruntime #.28Bc &, I/ F—- containerruntime Hl25Ec & M0 -3,

NREMRAZFEE, NIZUERWIGFEREREN], LOBGEBERE, #10, ERZEM R
containerruntime-2 #1238 ERiftif% containerruntime-3 H133ECE.

= -
MRV ESECE T A containerruntime-9 5%, HFHOIET

anotherContainerRuntimeConfig CR, NI R &A@V EREE, BIESF 104
containerruntime H.23E0 .

HBR%ZA ContainerRuntimeConfig CR 2l

I $ oc get ctrcfg

=1
NAME AGE
ctr-pid  24m

ctr-overlay 15m
ctr-level 5m45s

B3% containerruntime YR A E =~HI

I $ oc get mc | grep container

it Bl
01-master-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m
01-worker-container-runtime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
57m
99-worker-generated-containerruntime b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 26m
99-worker-generated-containerruntime-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 17m
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99-worker-generated-containerruntime-2 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511
3.2.0 7m26s

AR RIS pids_limit 38A0% 2048, ¥ log_level X&) debug, HEZA/NEZE N 8 GB, FHi¥
log_size_max % & TR :

ContainerRuntimeConfig CR 2l

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
containerRuntimeConfig:
pidsLimit: 2048 @)

logLevel: debug
overlaySize: 8G

logSizeMax: "-1" 6

EENSREEMIRE,
ik IEERSPATFHNERNIIEH,

prig
SHRBIEAMNRE,

BERHRIRAKN,

o
it
i
0}

AR EEXHRTFHERAKRN, MFLENEE, NBHEDH 8192,

o
it
F
0

PO9OOOO
o

(=== =
i
filt
m

iz
{& 3 ContainerRuntimeConfig CR X CRI-O K& :

1. 2 ContainerRuntimeConfig CR | YAML 344 :

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
containerRuntimeConfig: g
pidsLimit: 2048
logLevel: debug
overlaySize: 8G
logSizeMax: "-1"

‘) RIRE B SR B hIEE— MFE,
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2. fil# ContainerRuntimeConfig CR :
I $ oc create -f <file_name>.yaml
3 FIERSBEMECR:

I $ oc get ContainerRuntimeConfig

i th o Bl
NAME AGE
overlay-size 3m19s

4. FeBEEE 0T M containerruntime H125EE :

I $ oc get machineconfigs | grep containerrun

it Bl

I 99-worker-generated-containerruntime 2c9371fbb673b97a6fe8b1c52691999ed3a1bfc2
3.2.0 31s

5 WiENERECEMN, BEFTERSE LI ready KA -

I $ oc get mcp worker

LN
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-169 False True False 3 1 1 0
9h

6. JIEXEREE CRI-O HNA :

a. ITFBINSREE T M oc debug &1, 3217 chroot /host,
I $ oc debug node/<node_name>
I sh-4.4# chroot /host

b. JiE crio.conf X FHHYE :
I sh-4.4# crio config | egrep 'log_level|pids_limit|log_size _max’

i th 7 Bl
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pids_limit = 2048
log_size_max = -1
log_level = "debug"

c. BE 'storage.conf' XFHBIENL :

I sh-4.4# head -n 7 /etc/containers/storage.conf
i Bl

[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

3.3.3. @A CRI-O iy Overlay BRI EXBSRB LXK/

BIASKRDXEREZENBFE T R#EZER, RRUTUR, NAAERSN root A IXERA
BRERN,

ZRER A Overlay Koy, LAREAM CRI-O &1, #0BEZ5F1 PID BRI, EaILLOERLLT
ContainerRuntimeConfig B & Y FRE . (CRD)

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
custom-crio: overlay-size
containerRuntimeConfig:
pidsLimit: 2048
logLevel: debug
overlaySize: 8G

iz
1. BIBEEXNR :

I $ oc apply -f overlaysize.yml

2. EYGEM CRI-O BEER AR worker T &, 5% worker H23EC &M -

I $ oc edit machineconfigpool worker

3. R¥E7E ContainerRuntimeConfig CRD % ER matchLabels & #5750 custom-crio 5%

I apiVersion: machineconfiguration.openshift.io/v1
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kind: MachineConfigPool
metadata:
creationTimestamp: "2020-07-09T15:46:34Z2"
generation: 3
labels:
custom-crio: overlay-size
machineconfiguration.openshift.io/mco-built-in: ™

4. REEN, RAEEEVSERE :
I $ oc get machineconfigs

#1689 99-worker-generated-containerruntime #1 rendered-worker-xyz % R#% 0| £ :

i Bl
99-worker-generated-containerruntime 4173030d89fbf4a7a0976d1665491a4d9a6e54f1
3.2.0 7m42s
rendered-worker-xyz 4173030d89fbf4a7a0976d1665491a4d9a6e54f1 3.2.0
7m36s

5. fIEXENRE, WENMREEBUTRENFANER :
I $ oc get mcp worker
worker 7 s UPDATING 7~ True, LUKAZBHE. BHHFHMHMIEE -

i tH o Bl

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

worker rendered-worker-xyz False True False 3 2 2 0
20h

SeRfE, worker i ma M UPDATING & #:[E] False, UPDATEDMACHINECOUNT #5
MACHINECOUNT #{/Cfg :

i Bl
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-xyz True  False False 3 3 3 0
20h

T E worker #1858, BSEBTNFHM 8 GB x A K/NER&EE A TFIE worker :

it Bl

head -n 7 /etc/containers/storage.conf
[storage]
driver = "overlay"
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runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]

additionalimagestores =[]

size = "8G"

EAEN, BELEE root HXIIE N 8GB :

it Bl
~$ df -h
Filesystem Size  Used Available Use% Mounted on
overlay 8.0G 8.0K 8.0G 0%/
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BA4ERREREES

R % OpenShift Container Platform &, f&aLURBESHMERA—FT BIEE LK,

4.. A AREEFB E L
KL LR B B E L FE OpenShift Container Platform 2 ERE R, A& T A& %70 F.

S
. WEAE IBM Z LR, IR R A TEEERE .

R LB ERE KRR B RN EETIEE, NHMR registry. MAEE. HIFWEREUKRBAF S5
N P

MEFEXLEFTRNYFER, HEA oc explain 94, 10 oc explain builds --api-
version=config.openshift.io/v1

41 EHBEERR
FAERRBERESERFLEEE (MkagZr) , BHEN cluster,
VA4 sk

apiserver.config 124t API IRF5ERECE, ANUEBHRIUEH AL,
.openshift.io

authentication.c  EHIEEMNESHIREREENEMEIFERE.
onfig.openshift.i
o

build.config.ope #ZHIEEFPMAEHENBINTRFIEES,
nshift.io

console.config. BCiE Web #EHIBREAMITH, SIEEHT .
openshift.io

featuregate.conf  J5F FeatureGates, LMEEEE(HE BT EINEE,
ig.openshift.io

image.config.op BB RERFEMEE registry (17, A, T&£L. CAHIE) .
enshift.io

ingress.config.o  SEAEXHECEIFIE MEKE FEIAE,
penshift.io

oauth.config.op EEMRF BN, LARSHES OAuth iS5 Sz XEHMIT A,
enshift.io
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BRAH sk

project.config.o EETEMAIEA, SIEFEWEER,

penshift.io

proxy.config.op EXFENARMLFNHAHEZERNNE, I3 : BRITEMAHHEHSEFEID
enshift.io (EEB

scheduler.confi
g.openshift.io

BREFERRFTY, NIRRT RikEEeR.

4.1.2. Operator E2i& 7R
X LR E RS EESEE LA, B cluster, 12145 E Operator A BI4E B LHAHI1T N

BLRATR

ik

consoles.operat  #ZHEIEZEHEIGAN, 0mAEE S

or.openshift.io

config.imagereg
istry.operator.o
penshift.io

BB IR registry IXE, IAHKERE. BELG]. RBRE. WRAR, 8IA8MF
fER A,

config.samples.
operator.opens
hift.io

B2 Samples Operator, LARHIEREF R EIPLF G RARR TS,

4.1.3. Hfth & TR

XEREFRAR—MEEHEN R L6, FRELERT, BRI ARES A TRERSRIERS DL
Bl. EEMBERT, Operator RIHFIEE & (A PRV E FNREHI BT, WFAXMEAFANOZE
i SHRLBIRFNE, HS5ERAHEGRXXHE.

BHRAFR LHIEER A ZEE Uiy

alertmana  main openshift- 2l Alertmanager 3E S,

ger.monit monitorin

oring.core g

os.com

ingressco  default openshift-  EZi& Ingress Operator {724, #0iE. BIARLL. EHFIIEHIZRHK
ntroller.op ingress- B

erator.ope operator

nshift.io

414 FEHR
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/building_applications/#configuring-project-creation
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-default
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/registry/#registry-operator-configuration-resource-overview_configuring-registry-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/images/#configuring-samples-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#configuring-ingress

ALERXETRRRERFER. ALRETRFREERFHEXLETR,

HRAH LB FR Tk

clusterversio  version 1 OpenShift Container Platform 4.8 1, RBEE L EE#M
n.config.ope ClusterVersion %R, 1K, HRBREEMNEH,

nshift.io

dns.config.o cluster ToSRIENERER DNS B, BRI LLEE DNS Operator A 75%
penshift.io

infrastructur  cluster ARUTEHESHESHNERENREIFE.

e.config.ope

nshift.io

network.conf  cluster TERERERENERENL, EEE LEHMLE, HREREERE
ig.openshift.i 2B E LML,

o

4.2. BFLH%EEF PULL SECRET
AT LB B AT pull secret SUMIANETHY pull secret SREFHERHIL pull secret,
LA EREMB registry FHEFRGEMAFE A RESEPM registryff, FEXMITTE,

FeREH
o METLUFEAEZS cluster-admin A& i A EEE,

i =
1 AE - BT pull secret MEINZEIELA pull secret A, HSERA T H I
a. HIALLT a4 T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. I ALLTF 64 RANMNF pull secret :

--auth-basic="<usernamex>:<password>" \
--to=<pull_secret_location>

$ oc registry login --registry="<registry>" \ 3

REEHTH registry, EAILIER—1 registry FEE SN CE, F40 @ —-registry="
<registry/my-namespace/my-repository>",

@ RU registry WL,
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OpenShift Container Platform 4.8 & EECE
9 R4 pull secret XHRIERE,

A, B L pull secret XEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VEIHHEZERET R, JEFEE—LNHE, EFEBURTEREKX/N,

M OpenShift Container Platform 4.7.4 FF18, *f 2/ pull secret BN ABALAL
TRPFZEHES,

4.3. % WORKER 7 )R

INREIEEEB L RZHRERMTE LT worker T REIKRA, ATLUE QIE— NS N FBRERAEE],
XTI R, HHENRIBNYES, REBMHRE,

4.3.1. T RN RSN 2RECE b 2 (R Y X 5]

MachineSet X &t T 5 =254 N FaHE KB OpenShift Container Platform 77 52,
MachineConfigPool *f & ftiF MachineConfigController H {4 7E F 2 F F2 & L F RN BRHDRE,

MachineConfigPool *f & ft 1 /- Ed & 0 {al 45 28 b7 FB BN 2R B & St B9 OpenShift Container
Platform 7 s,

NodeSelector ¥ &7 LL# — 1 E| MachineSet X R85 | BE .,

4.3.2. Fohi BASE
EIENBERRMSMRNAGZ L), EAUFIY RINBE,

XMEES2ATN. RERFETHEMRERRMER, BEXN. AP ESFNEMRIILE AN S
%

SR

o &% OpenShift Container Platform £2£#0 oc fr 517,

e LIEA cluster-admin I [RHIFE - &5 &% oc.

Pt =
1. BEEREPHINESGE -

I $ oc get machinesets -n openshift-machine-api
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HL2R%E L <clusterid>-worker-<aws-region-az> B35 H,

2. EEREPHINE

I $ oc get machine -n openshift-machine-api
3. EREMFRMIN S LR BT -

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. j/t4T cordon #4F, HFEEEMIBREIT =

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5. T'EBHRE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -

I $ oc edit machineset <machineset> -n openshift-machine-api

7
IR AT AN AR LT YAML ST RAZR4 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI L RSN SRR, FELILOHAEF ST TR,
o JUIEMIRRTIHAROMLES

I $ oc get machines

4.3.3. N2 &M BRERRS

Random. Newest #1 Oldest 2 =X #FHIMIFRILETT, FKINMES Random, FRTEY BVl BENILE
FBRALER, BB ENRE, TLURERHIZE M PR
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spec:
deletePolicy: <delete_policy>
replicas: <desired_replica_count>

T BRECRE 24t 4., #RAIE 1S 7246 X #1285 L0 machine.openshift.io/cluster-api-delete-
machine=true ;#3158 E N2 MIEREII S,

HE
FINBERT, OpenShift Container Platform B&EI25 Pod ERETE worker £, HATFERHZRTE

EF R FEERETR (215 Web 12H158) , MRIEAEFHNE T AL Pod, BNIERERN
worker #2359 BN 0,

WP ERERENRSWIUETERET &, 1 worker MBS E T4 B E RRE X LEAR
&I, ETLMEFREE YR, AR RS 4 A I,
4.3.4. 0 EBRINBERSEE T makfEes

R LUH SR pod ERBARESE R T ARSI T R EBIIRE, MR OIRIATE pod REIZI%F
E T /o

FRERSERE T A ERA, WMREEEE DL pod OpenShift Container Platform & FERIATY sk iF
F]ARINE pod, FIFHZ pod FIEEI BB CEIREHT M,

IRE LOB T Jr i I EF2 R Operator BE X ¥R (CR) RECESESTERE T mitFESR. BT NTR, HERE
MR ERINTE, FIRERMEINZSETBERT RSV EHE, FYTREFE, MR Sl
1’%*”.-7 //J\\DDE”?E_E*J-L%EEE%E’J*T TA1%EO

ﬁ

=
% RAT LA pod WRINFIAEOHE/(EXT, (B, EBIEN— M BUARERINAFRE,

iy =2
/IJ\\DD%U\E’J%E¥/B.TJ 'J—_'_ T %ﬁ

1. YRR Operator CR LAZINBRIABISEBEE B 17 s 28

I $ oc edit scheduler cluster

HEAT [REFESRMERZRF Operator CR Rfl

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
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mastersSchedulable: false

policy:
name: "

ﬂ ERE LB <key>:<values X AN k2SS,

SRILEERE, HEFEHTE openshift-kube-apiserver 11 H F pod, X ATREEE /L],
RESEHEE pod &, RINMEESEHE T REFESRFTEN.

B A ASRENERERE T R, T RN
o HEOIBTRES, FEANGEAEBISFEEENT RININIRE :

a. IBTLT&HS, IZHRINE MachineSet ¥ & :

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

151
$ oc patch MachineSet <name> --type='json' -
<value>","<key>"="<value>"}}]' -n openshift-machine-api 0

ﬂ FEMNRIRARNIN <key>/<values X,

o -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-
node","region":"east"}}]' -n openshift-machine-api

B
SRR LA AL T YAML EEHESSE R RIMIRE :

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £ oc edit S S IEIR % 2 A BN INE] MachineSet X/ R :
fBlgn -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api

MachineSet X &= fi
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apiVersion: machine.openshift.io/vibetai
kind: MachineSet
spec:

template:
metadata:
spec:
metadata:
labels:

region: east
type: user-node

c. BYBEREOOHT BT REEFREBESZNBERNT = ¢
f5gn -

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api
d HBTRMEFHTAN, £A ocget M REILZINEREDRMEIT R :
I $ oc get nodes -l <key>=<value>

a0 -

I $ oc get nodes -I type=user-node

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-c-vmqgzp Ready worker 61s v1.18.3+002a51f

o EEMAT RN

a. AT R%iE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EZEHLUTT SRR -

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east
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B
SRR LA FALLT YAML k@Y S ining -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:
type: "user-node"
region: "east"

b. {#/ oc get SRR EREERMEIT = :
I $ oc get nodes - <key>=<value>,<key>=<value>
flan :

I $ oc get nodes -I type=user-node,region=east

it Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 Ready worker 17m v1.18.3+002a51f

4.4. NETIME OB EMIBRM SR

BRI O — SRR OB (UTE MR A GNEE, MBIABELS. SRHNBERER registry A
HRATFREENMLE, XEEMBRANEFTRBITE NS ITIMER R S,

HEEHES, BUEEVRE=HIRERBNEMIEMHM. OpenShift Logging #l Red Hat
OpenShift Service Mesh 8% Elasticsearch, XF/EE=NEFIREZ AR T R L, XLET REBATLUERE
IAAMTARULESTRAY, IHNEBEEE="TENNEE, EMNTARBE—, EEXEZHD
ATARMLE Azure Xig, EATLUER T AMERBERES B4,

B REMERME T R R AT E MR T R LIS THAGBIFEE, E5E (IREMZBRIITZRS,

B0 AT R, WA LMEANIZEE. post_installation_configuration/cluster-tasks.adoc#creating-
an-infra-node_post-install-cluster-tasks[assign a label to the nodes], /& A 23ECE M,

BRAAFXERENNRERG, HSH IR OENZEE.
FHFE 1T e N A BIFR A BSR4 2 5 3 OpenShift Container Platform {8 3 155 X L T
BRI BB ZRERT =,

4.4.1. QY 2R E

PRT RERFUEZINSEZN, THLRECHISERNSERTEFNRE TFIEBNSTER
5)/?\0

FTRFH

o ERE— OpenShift Container Platform &&%,
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e L% OpenShift CLI (oc) o

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it
1 -1 EaEEEEE LR (CR) TR YAML X4, FHRHESEN

<file_name>.yaml,
iR IXE <clusterlD> 1 <role> SHH,

a. MREFHEENFEFERLENME, EILUMEHFREINENERE

I $ oc get machinesets -n openshift-machine-api

i th o Bl

NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. ERFENRZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

it Bl

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ =,

@ RUTRIRE,

2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api
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i Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-infra-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LIV EE T AN, DESIRED #1 CURRENT MERITEL., MRNFBETTH, EFRH/LIH,
REBRIZITRS.

4.4.2. DI EMZRI T R

BF

HEH N REERF B FHEMIEIIIME OB EMZRIIN 255K, 0 control plane TR (1
Mh master 77 R) EHLEE AP EERREIKR OB AR RS,

SREMNEMBHREST (B infra TTR) WEKRKEHER. TEREFRH control plane #1 worker 7 s
REE S, Worker 17 s o] LB AL k18 & W BRI T N AR (BN app ) .

iz
1. MEEFRLYNAREET R worker T RURINPRES :
I $ oc label node <node-name> node-role.kubernetes.io/app=""
2. MIEETTHERME T B9 worker T RIRINFRES

I $ oc label node <node-name> node-role.kubernetes.io/infra=""

3 REEXTRIEEEESR infra &5k app AR :

I $ oc get nodes

4. QIBFCABVSRESE T mukfEdR. BOAT muLFEas N A ETER A 6 & 22 (A P 8IRHY pod, X&E
B—15 pod EEMIME T mLFRXENRE, XRHNMNRE pod BIEFER.

BE
SNRFINT RUAFESR S pod PREEmsEAZE, MRS ARIAT REEEER,

BR, TEEXBHERTH pod ZEFAIHEMEIAT sUEFSS. flM0, % pod
BIFREHIN B N RRNT RAE (40 node-role.kubernetes.io/infra="") if, %
BN L FEERE B NREN T mA® (40 node-
role.kubernetes.io/master="") TS T pod TEAE, Eih, FBINT =Rk
FREBNRFETRABNE/ND.

IEIART LA T B 7 R an Rl S SR BFSE 17 st i AR o 5e.
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a. YwkE Scheduler ¥ :

I $ oc edit scheduler cluster

b. {#AE YK =% RN defaultNodeSelector FE% :

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
spec:
defaultNodeSelector: topology.kubernetes.io/region=us-east-1 ﬂ

ﬂ BAERT, W7 REESFTOANSSFEIREE us-east-1 KIFH T =,

c. RITFEXHLAGRRZ LN,
ITE, ERTLUREMZEN BURTS ZIFTIMCHY infra 1 52,

Hi 5w
o AXRUMMAEE R 1T R T LUB R ERESEH T RULFISR NREVIERE, HSEUIE T RIS,

4.4.3. HEMELH 2 Q2 A EE
MRFELMRUNBEELTRERE, NLACIR— infra i,

it =
. BIZESERVHFERENRER infra 17 RB9T RIRIRE

I $ oc label node <node_name> <label>

I $ oc label node ci-In-n8magwr2-f76d1-xscn2-worker-c-6fmtx node-role.kubernetes.io/infra=

2. A28 E worker ABFMBE LA BF I SFEELFERNVARRER

I $ cat infra.mcp.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:

name: infra
spec:

machineConfigSelector:

matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]} ﬂ
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nodeSelector:
matchLabels:
node-role kubernetes.iofinfra: " @)

ﬂ whn worker AEMBEE XA,

Q SRR IR /E ) nodeSelector FRANEIT &,

HE Y HEECE M worker R4k AN BRECE., B E BEREME ST worker it
FINBRECE, (B8N T EB UGN B E M ESR e, BT EE GEM
worker StEARAEE R, *f worker A {F A Bt R E E i,

. BREYAML X5, EELIOEYSBEE
I $ oc create -f infra.mcp.yaml

. RENGREE, SAREMIEIIEERD :

I $ oc get machineconfig

i th o Bl

NAME GENERATEDBYCONTROLLER
IGNITIONVERSION CREATED

00-master 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

00-worker 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

01-master-container-runtime

365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

01-master-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

01-worker-container-runtime

365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

01-worker-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

99-master-1ae2aie0-al115-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

99-master-ssh 3.2.0 31d
99-worker-1ae64748-a115-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

99-worker-ssh 3.2.0 31d
rendered-infra-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 23m
rendered-master-072d4b2da7f88162636902b074e9e28e
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-master-3e88ec72aed3886dec061df60d16d1af
02c07496ba0417b3e12b78fb32baf6293d314{79 3.2.0 31d
rendered-master-419bee7de96134963a15fdf9dd473b25
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-master-53f5¢91¢7661708adce18739cc0f40fb
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365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d
rendered-master-a6a357ec18e5bce7f5ac426fc7c5ffed
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-master-dc7f874ec77fc4b969674204332da037
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-1a75960c52ad18ff5dfa6674eb7e533d
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-2640531be11bad43c61d72e82dc634ce6
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-4e48906dca84ee702959¢71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-worker-4f110718fe88e5f349987854a1147755
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-worker-afc758e194d6188677eb837842d3b379
02c07496ba0417b3e12b78fb32baf6293d314{79 3.2.0 31d
rendered-worker-daa08cc1e8f5fcdeba24de60cd955¢cc3
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d

N IZERBE— NN EESE, A rendered-infra-* 5145,

5. \i% : EREXNBE GEMNER, HUEB—MIREE, ZEEFERBE ChEFRMENITE, 1M
AP HRH infra, HEE, TR, FHREFENEFIRIEWN, X, ETURNEEET
infra T BRI B E LERE,

pa -

DIRFNEREEME, MCO R MZBER—MHHNZ2IEE, URIZBERNX
BT AN R &,

a. OIENREE :

I $ cat infra.mc.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
name: 51-infra
labels:
machineconfiguration.openshift.io/role: infra ﬂ
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/infratest
mode: 0644
contents:
source: data:,infra

Q SR RIS E 7 nodeSelector FNEIT &=,
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b. fSHREE N FAE infra-labeled 77/ :
I $ oc create -f infra.mc.yaml
6. NG SRRERTA :
I $ oc get mep
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

infra rendered-infra-60e35c2e99f42d976e084fa94dad4d0fc  True  False False 1

1 1 0 4m20s

master rendered-master-9360fdb895d4c131¢c7c4bebbaec099¢c90 True False False
3 3 3 0 91m

worker rendered-worker-60e35c2e99f42d976e084fa94da4d0fc True False False
2 2 2 0 91m

EARBIF, worker T RN — infra T o

HiBR
o MFAREBELUHADH infra MBNELSER, BSHGERANGEERITT REEEE,

4.5. NERMZR T R B2 3B TR

EOE T EMZRNERER, worker #l infra B SN BEFH infra TTm. BF infra B8N RFAS
T AIZITEMERR R A S8, ENEtHR A T worker A,

B, %79infra TTROE worker B&HT, A TENEATRERESENMOES infra TR, BB XFE
S, BRI R AR infra TR, FHOUEEEHE pod N ARRR,

4.5.1. A5 RIB RIS E LM T R TIF 7%

MBREBAE—NDET infra #1 worker B &R infra TR, EBUWIEEZ TR, UWERNNESERF TER
i—&o

BF

BIURIRE B infra T BB infra,worker /7%, FEREAMARESER T/
MR R, NRMT SR worker 17%, BFAlE—PEE kSR

B, &XABE G MCO FEEiHT EH master 5 worker LI BIFR T s, SR TE
EEFEE U EBE th, 45 worker FRZ A S8 R BRIA worker Hl2sECE BT
=, infra i35 5EERBE, ST™TEIHEH.

SoREH
® 1 OpenShift Container Platform &Ef R EC B4 # MachineSet % .

it
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54

. M infra RIS UG IETEE EFER - TEMAE

a. AETHREGERITR

I $ oc describe nodes <node_name>

Ll N
oc describe node ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Name: ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Roles: worker
Taints: node-role.kubernetes.io/infra:NoSchedule

FEETRTRE Mo IR LME T —F P4EEEM pod ARINER,

Al
b. MR EBERETT /LA IEER EFER -~ TEAE :
I $ oc adm taint nodes <node_name> <key>:<effect>
Buan -

I $ oc adm taint nodes node1 node-role.kubernetes.io/infra:NoSchedule

B
AR LA AL T YAML SEFRINTS &=

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: node-role.kubernetes.io/infra
effect: NoSchedule

ABI7E nodel EE—1EE ) node-role.kubernetes.io/infra B/5 =, i5m2
NoSchedule. £7%5 NoSchedule effect 8977 R {UAE A VF1%I5 =M pod, BRFIAE pod
MHERNZ T R,

ﬁ E,E
' INEAER descheduler, MR T &5 A8 pod ATAES MEREIKR,

2. WE infra TTm LER pod BEEERINAR, MEEEER. registry MIAIRTEf#H,., 7 Pod X
g@ﬂn*ﬁqﬂm“ﬂﬂl«l?{tﬁ%



tolerations:
- effect: NoSchedule ﬂ
key: node-role.kubernetes.io/infra 9
operator: Exists 6

EERINETT REORR,
EERIE T A,

187 Exists Operator, BAZ XTI R EFE— M EH# node-role.kubernetes.io/infra #J
15 R

-

AR ES oc adm taint S AR5 ki, EFLLABER pod AILEAEER infra L,

FHAERREWE@ET OLM &M Operator B Pod %% infra TTm. 5
Operator Pod BJBE ABUR F B4 Operator ERE,

3. HRMAERER pod HEE infra TTR. FHIBIESN 2T = LA pod KERIXH,

HinBR
o MFTHEAXE pod HERTRIER, HFSMHERAERFZES pod RiE,

4.6. ¥ SURMB B A MZRITH ZR5E
HIERT, GHERTENET LLEMBRHNE. ETREIBEEURNEMBINEE,

4.6.1. %o HAZ
BRI LA ER B 28 pod EREBEIAEBINERES, BRINERT, pod EBEE worker 7 52,

SeRFZ M
® 1 OpenShift Container Platform S£E£hEZ B4 BUH 255,

Pt =

1. EEKHES Operator B IngressController B & X iR :
I $ oc get ingresscontroller default -n openshift-ingress-operator -o yaml
RHIH R F LT XA -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: 2019-04-18T12:35:39Z
finalizers:
- ingresscontroller.operator.openshift.io/finalizer-ingresscontroller
generation: 1
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name: default
namespace: openshift-ingress-operator
resourceVersion: "11341"
selfLink: /apis/operator.openshift.io/v1/namespaces/openshift-ingress-
operator/ingresscontrollers/default
uid: 79509e05-61d6-11e9-bc55-02ce4781844a
spec: {}
status:
availableReplicas: 2
conditions:
- lastTransitionTime: 2019-04-18T12:36:15Z
status: "True"
type: Available
domain: apps.<cluster>.example.com
endpointPublishingStrategy:
type: LoadBalancerService
selector: ingresscontroller.operator.openshift.io/deployment-ingresscontroller=default

2. 4w’ ingresscontroller %R, %X nodeSelector LA Finfra 175 :

I $ oc edit ingresscontroller default -n openshift-ingress-operator

spec:
nodePlacement:
nodeSelector: ﬂ
matchlLabels:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 70 nodeSelector %1, FH X NERFERERINAGNE, EaILUREN T RIBEEHN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 77
=mBRNTIEE, TERNTCENER.,

3. A 2R Pod 7E infra 17 &2 L1217,
a. BEKHSR Pod 7R, FHIL FIEEZITH Pod B9 m&FR :

I $ oc get pod -n openshift-ingress -o wide
i Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
router-default-86798b4b5d-bdivd  1/1 Running 0 28s 10.130.2.4 ip-10-

0-217-226.ec2.internal <none> <none>
router-default-955d875f4-25598 0/1  Terminating 0 19h 10.129.2.4 ip-10-
0-148-172.ec2.internal <none> <none>

56



EARFIG, EFEZITH Pod iIF ip-10-0-217-226.ec2.internal 17 5= L,

b. BEEIEIEIZITH Pod BITT IR -
I $ oc get node <node_name> ﬂ

ﬂ 18E M Pod FIFRIKSHI <node_name>,

i th o Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-217-226.ec2.internal Ready infra,worker 17h v1.21.0

MFARIIKREE infra, FEIk Pod FEEMBT R LiZ1T,

4.6.2. %R registry

IREERLE registry Operator, LUMEFHE Pod EEZIHM T =,

FoRFM

® 7f OpenShift Container Platform & B RIS HIHLER &

it =

1. &% config/instance %R :

I $ oc get configs.imageregistry.operator.openshift.io/cluster -o yaml
i Bl

apiVersion: imageregistry.operator.openshift.io/v1
kind: Config
metadata:
creationTimestamp: 2019-02-05T13:52:05Z
finalizers:
- imagereqistry.operator.openshift.io/finalizer
generation: 1
name: cluster
resourceVersion: "56174"
selfLink: /apis/imageregistry.operator.openshift.io/vi/configs/cluster
uid: 36fd3724-294d-11e9-a524-12ffeee2931b
spec:
httpSecret: d9a012ccd117b1e6616ceccb2c3bb66a5fed1b5e481623
logging: 2
managementState: Managed
proxy: {}
replicas: 1
requests:
read: {}
write: {}
storage:
s3:
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bucket: image-registry-us-east-1-c92e88cad85b48ec8b312344dff03c82-392¢
region: us-east-1
status:

2. 4w’ config/instance X & :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster

spec:
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- podAffinityTerm:
namespaces:
- openshift-image-registry
topologyKey: kubernetes.io/hostname
weight: 100
logLevel: Normal
managementState: Managed
nodeSelector:
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 7NN nodeSelector %1, FH X NERFERERINAGNIE, EaILUREN T RIEEHN
&, A& EA nodeSelector S <key>: <value> X}, NIRRT infrasructure 77
=mBRMTIEE, TERNTCENER.

3. BEIE registry pod B EEMZEM T M.
a. IBITLAT S, LURS] registry pod FRFERY T & -
I $ oc get pods -0 wide -n openshift-image-registry
b. FINT REREIEEMIRE
I $ oc describe node <node_name>

EEGSHEH, FH#IA node-role.kubernetes.io/infra 77 LABELS %3k A,

4.6.3. B ER AR

Wi B S %N HM, S Prometheus, Grafana #1 Alertmanager, Cluster Monitoring Operator &
RS, BRI EREERNEMERE T R, ERLIOIEFN A B E LB,

it =
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1. %% cluster-monitoring-config EdEMLSY, FEE X nodeSelector LAfEF infra 1% :

I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |+
alertmanagerMain:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusK8s:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusOperator:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
grafana:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
k8sPrometheusAdapter:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
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- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
kubeStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
telemeterClient:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
openshiftStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
thanosQuerier:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute

ﬂ 750 nodeSelector %1, FH X NERFERERINAGNE, EaILUREN T RIBEEHN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 7
=mABRNTIEA, TERNTCENER.

2. MUY pod BEHHLEE

I $ watch 'oc get pod -n openshift-monitoring -o wide'
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3. MRAMEERE infra TR, HMERTHXNHEHHER pod:
I $ oc delete pod -n openshift-monitoring <pod>

B pod BIZAHE infra 7 i b BT OIE,

4.6.4. %1 OpenShift Logging ¥R

& B LLER & Cluster Logging Operator, ¥ OpenShift Logging H4 (%0 Elasticsearch # Kibana) #J
pod BMEEITEN T L, BIENF Cluster Logging Operator Pod MEREMERE.

Flan, EeILAREN CPU., WEMREE EKIXE MY Elasticsearch Pod # B — N EIMAY T 2 £,

FRFH

o W% OpenShift Logging # Elasticsearch, BRIAE R %A R EXLEINAE,

it =

1. %i%E openshift-logging % E #1# ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
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storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
type: kibana

7N nodeSelector 8, #F X NEATEBERIMAMGIE, ERILUREN T SIEEMN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 77
RERMTIER, TERNTRENER,

Eoans

SR HGRE %), B LMER oc get pod -o wide 3%,

4N -

o MEEFHLI¥H ip-10-0-147-79.us-east-2.compute.internal 7 = _EHJ Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o REEN Kibana pod # %] ip-10-0-139-48.us-east-2.compute.internal T /1, LT mE—N%
PR ELTHIZRAL 77 5

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m v1.21.0
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ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m v1.21.0
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m v1.21.0
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m v1.21.0

HER, %17 =EH node-role.kubernetes.io/infra: " label:
I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml
=1

kind: Node
apiVersion: vi
metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "

proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORI R LUTE T RAIAR B label,

o R7F CRG, Al Kibana Pod #8241k, M Pod SMERE -
I $ oc get pods
it

I NAME READY STATUS RESTARTS AGE
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cluster-logging-operator-84d98649c4-zb9g7 1/1 Running

elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0

kibana-7d85dcffc8-bfpfp 2/2  Running 0

e #7 pod fiLF ip-10-0-139-48.us-east-2.compute.internal 75 53 L :
I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
it Bl

NAME READY STATUS RESTARTS AGE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-

east-2.compute.internal <none> <none>
o F¥liE, R Kibana Pod MR,
I $ oc get pods

i th 7 Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0

elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2 Running 0
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0
47. XTEBERT B

SBBMT BS AT OpenShift Container Platform &K/, LUHRHYBIMNEES K, ©FEH

62s

Kubernetes HEXMFE M SERIZHEMBIERE, MAXMERTMRNTREDRMBINR. £iF

BIEGHIRERESEERAR, T5RER®SZEREXIK,

LHHTFHRD BT EEEM AT worker TR LR pod b, EERESH—DTREHRIBERFK

B, SEETT RRIBMEEHNKRN, KEEVT BRFRHER RGBT EHEEHRS,

ERATT BATTEERTARAAT R EMARE. CPU M GPU, EMEEARERE control plane 7 &, XL
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FRATENGEE, elRBIMSHPRERRNRS, flM, IREXESKARNEFTRRG, £HE
D RETELSARFREN QREFTPHME TR, RE, ZITBERATHRESREEDT RREEERM

H% worker BIEHAE,
BE
MIRIEFTEIER ClusterAutoscaler TR E X A1#) maxNodesTotal (ER %K, RLUHRE

TEEHRTRNNE LS. WEBMEE control plane HlLEEMHE KR AT R ERH 2
e,

BRI10®, EHENT REINEEHDIFTENET R, HBRE]. MRHBUTRY, £EEHT
BREZEZEMFRET =

o i EiZ{THIFRA pod B9 CPU MIREIE K EHINTF T R LD B F IR 50%,

o KRBT REAUHER MR,

MR REFEUTREM pod, BT BARMBRZT R :
o EH[RFIM pod FEFHIE (PDB) B Pod,
o RN RLZTHI Kube 4T Pod,
e %7 PDB = PDB R X 5B Kube 324t pod,
o FEILFIFNTRIZFN Pod INERE. BIXREHABREE.
o EHFAXRMEFMHEH Pod,

o ANBMZHIR., TRiEFERIKEELRARANELENRXFKEEFERAMIEEREHEMMEDN
Pod,

e B "cluster-autoscaler.kubernetes.io/safe-to-evict": "false" ¥ fiZ#J Pod, [RIEENtLEHR

"cluster-autoscaler.kubernetes.io/safe-to-evict': "true” %,

flgn, B LURE&RAK CPU BRIEIXE S 64 1A%, HEERHENT REENENUERESR 8 PRI
2o SIRIEHVEREEM 30 DNAKTTIE, KHADT BAKRZHFMESR 32 MTAKN 4PN, H 621,

MREESRFENT &, NHEEHHERARS :

o RNEEEEBUMTEN BTRAFNT R, B—TRETVAET REGHERNEEMNIRE,
HBZTHERIRST Pod,

o IEEEAMH Pod BIIEK,

o MRFERILE Pod BT tRMIFR, HECEE XY PDB.

o WMNEHWRMAERAMEB K, Y IHFERENREAT M.

o REZTEMYKRABDT R, FiRTRUMEmRHNET B,
pod #MEBZNT & (HPA) MKEBIT BUREMNARNERERFHIR. HPA RIELATH CPU MEHER
MEFRIAEHEI AL, WRIFIBM, HPA RCIBRFHEIE, TeEHTANKRENM, MREER

BHER, SEBVT BRRNMEIR, LUE HPA G2 pod ATLLZIT, MRNEED, HPA RfFIE—L&
BlA, MREREFSBELTRAAXRKETHTENE, KEHEYT REMBRTLENT R,
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SHBVT REEE pod AR, MREFFXKBRBHHIR, N"Pod (LFEHRFNIE & ThEERIARIFIL LA
E Pod, BB REWEREKFEEIZITAE Pod FENTHR, NHRXNNIIE, SKEHETT B
E—MUENB LR, ETUERLEIERECRARE RATM N Pod, ENFRERFET BB
MER, mEMNERR&ARRNIZT,

MEIEFEILER Pod T2 SRERHT RIPAILER M. RETRRINF T /KIZ1T Pod, FHEA
BERMBRIZITIXLEE Pod BT s SRR IR BTIR,

4.7.1. ClusterAutoscaler %EE X

It ClusterAutoscaler 7HRE X ER T EE BT BHSEIRAIE,

apiVersion: "autoscaling.openshift.io/v1"
kind: "ClusterAutoscaler"
metadata:
name: "default"
spec:
podPriorityThreshold: -10 )
resourceLimits:
maxNodesTotal: 24 g

min:-8 6
max: 128 @)

memory:

gpus:

- type: amd.com/gpu
min: 0
max: 4
scaleDown: @
enabled: true m
delayAfterAdd: 10m @
delayAfterDelete: 5m @
delayAfterFailure: 30s @
unneededTime: 5m @

187E Pod /B HE— LR F BELL AR BT BEBES M, WIA— 32 (12
i, podPriorityThreshold (%5 &S %S Pod B PriorityClass {Hi# 17 HL#¢,

EEEZBENZAT R, XIMIBREHPRBONFZLE, MANNE BT BRIEFNNE.
HFRIXMERBKR, BLUHRERA control plane FliTEH 2L R & 7E MachineAutoscaler FRH1EE
BIEIA 53

BEEEHPIBBNRIAKE.

BESHPEBENRAAKIK,

EESHPRIAEFE (LGB NRA) .

00 O °

66



EBEEHPNRARNEFE (LGB HEAL)
(%) IBEELELN GPU 1M, RA nvidia.com/gpu #1 amd.com/gpu 28 HIKEL,
EEESETEENR) GPU L,
BEEBHHPERENZRKA GPU HE.
FELESH, EHLIEESMREEEFNNK, TLMEREMBERB ParseDuration [AIfR, 21

ns. us. ms, s. m#lh,

EEEHBDT BESYLUMBRALENT =,

(%) EEESERNT REBEEFFSATREMRT R, MRAIEEME, NEAIFKIAE 10m,
BEESENGET REBEEFSATREMRT <. MRFIEEE, NERAIFKIME 10s,
BEELEWEHMRN FEERFS AT MR T K. MRFEEE, NERARIME 3m,
BEELTSKINAZE, TRENTRIFEMRFME. WRTEEME, NERRIAE 10m,

9000 9009009

-

HITY BI2EN, £ BT BA{REE ClusterAutoscaler %R E Y % BRISERE, 0
EREMR/NEARZLE, SEHPNREE, BE, SEEIT BT ENERPHY
BIEAE IE NIE X LESEREIA,

/MR A CPU., WNEHM GPU HE2 B 1T EEEDRE T R EAX e REMmE, BE

EREDT BLEEEZ T A, B4, control plane TV R EERMERNEHEE, BIEE
BB BAEE control plane 77 s,

472 HEEBHE T B
ERELEEAST R, E0/8— ClusterAutoscaler FRZ41,

Y=

1. 79 ClusterAutoscaler FROIE— YAML X4, EGEBEE LHERE L,

2. EEHPOIERIR :
I $ oc create -f <filename>.yaml ﬂ

ﬂ <filename> 21& B E YW F R STEBI B TR,

4.8. X THlaBT &

MBI B HERTE OpenShift Container Platform £ EREMIH 2R E B Machine HE, ETLL
T BEIA worker 335, UREABNEMIGE, YEHLERUHRERIFELIEN, HHRED

I B RIBM Machine, X MachineAutoscaler FHRFHE (MF/NHZALFIHE) WM ERERIL

BN A 2 B Frd 28 X & .
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BF

B ENR BT BT EERKFE DT RWERT BilER. KEAT BERNS
B BRE LFOEMRRBETT RIFHIR, MREEXEE WEBHT BRIERLTE X
SHEYT R, £EENT RKEFRT RERH.

4.8.1. MachineAutoscaler ¥R E L

Itt MachineAutoscaler %R E X TR 7 ¥l2s B 51 BN SEFRAIE,

apiVersion: "autoscaling.openshift.io/vibetal”
kind: "MachineAutoscaler"
metadata:
name: "worker-us-east-1a" 0
namespace: "openshift-machine-api”
spec:
minReplicas: 1 9
maxReplicas: 12 e
scaleTargetRef:
apiVersion: machine.openshift.io/vibetai
kind: MachineSet €
name: worker-us-east-1a G

EBENSZBHT BEM. HTERZFGILNSEE T BT BIFLYSEE, HEESCERET BN
MZREN AT, NRERMRALLTEN : <clusterid>-<machineset>-<region>,

BEENRBET BEIEHT BRLITRBEREXSEFAFNEERENS/IVSRHE, NMRE
AWS, GCP, Azure., RHOSP 5 vSphere Fiz1T, NItL{ER%HN 0, X FHAMENE, BFAEML
H%EN 0,

o

MNTFRTRELEAENSNHEREREY, HET REFUARENSFONGSE, ETLURLHE
WEHN 0 RTLAKE, MRNFEZEER, KEAT BRRISREENE,
BE

N FRERFEAEMZEEN, ERER OpenShift Container Platform Z2&& it f2 /
BN =A11EH235%0 spec.minReplicas HiXEH 0,

EEEEEVT BB ERT BRUEEE R RGP HENIEERLBNEANSGEHNE., BE
ClusterAutoscaler TTiEE Y B maxNodesTotal (£ K, LUENERET B ATUSEBXNMHE
B 2R,

EARNTR, RERTFHELEY BRIMIIAENZSENE,

kind S5 MachineSet,

Qv O

name [EX TS INENSRENLIRICE, 0 metadata.name SEEFIT.

4.8.2. BENRZET &
ERENZBT R, E0/E— MachineAutoscaler %R5E41,
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P =
1. 77 MachineAutoscaler %R0IE—D YAML X, EdhES5EE XHERE X,
2. EEMPOEKR :

I $ oc create -f <filename>.yaml ﬂ

ﬂ <filename> 21& 8 E X W F R STEBI B TR,

4.9. {ffH FEATUREGATE J= B R 7l i Thae

& w LU % FeatureGate BE L HTIR (CR) NERFFMATE T RIS HRIRATI T ZhEER F 5.

4.9.1. T #ETh8El ]

&R LAE A FeatureGate HE X KR (CR) EERAHERARENIIEESR. ThEEE R OpenShift Container
Platform ZhEEHE R, BINBR TAER.

& 8] LA{# FH FeatureGate CR EELL T {EMIZhEE

e TechPreviewNoUpgrade ;X MIRESRE SRR AT IIRERI F4R. LLINRER RV IEENIHER
[ERIXERATGEIhEE, EAUEN KK PRI El], ANREE-RETFERANIIEE,
[E RS RER TR RUR F IR IR IR AR, FEIWEE - IMEREF PR L ThREE.

Digk

==
[=]

1E5 273 TechPreviewNoUpgrade hEEETTEHUHE, FRMEIERMRA
BH, EANIZEEIMEER TS A IR,

e RS R T LRI IhEE

o Azure Disk CSI Driver Operator, {#f Microsoft Azure Disk Storage BJ Container Storage
Interface(CSNIRZNFERF /B AR A S (PV)E R,

o VMware vSphere CSI Driver Operator, {8 Virtual Machine Disk(VMDK)#%&H] Container
Storage Interface(CSl)VMware vSphere JXZhi2F /5 B IF A S (PV),

o CSIB#iiE#%. NRHFHWABEGESABTER, FHIFEXNE Container Storage
Interface(CSNIKENTERF. FE NIRRT IEIRHE -

®  Amazon Web Services (AWS) Elastic Block Storage (EBS)
B OpenStack Cinder
4.9.2. i Web #5145 /5 FHTIRES

f&A LRI JniE FeatureGate B E X BTIR (CR) M OpenShift Container Platform Web 1£#& N5
BHRRAE T RS AT,
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iz
J& RThRESE :

1. 7£ OpenShift Container Platform web #£#l& ), t1#:E] Administration - Custom Resource
Definitions T,

2. 7f Custom Resource Definitions TIEH, rili FeatureGate,

1 Custom Resource Definition Details TTE R, = Instances £,
4, R EBEIHRE], AES YAML EUiE,

5. i FEERBFLAILURINES ERITDRE

gk

==
[=]

1E5 273 F TechPreviewNoUpgrade hEEE T AU, FRMEIERMRA
BH, EARNIZEEIMEER TS AL IR,

Theel 18 & L BRz A

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:

name: clusterﬂ

spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR FJ&F 4 /2 cluster,
9 INEJE FRThEE
e TechPreviewNoUpgrade 5 F 7 45 E B AT T ThBE,
REENE, UEFNVSFEE, AREFNSFEESL, HENAESEESNTRLFAE,
Sk
ERILAE T R A g2 RSB EE T | £ kubelet.conf ST REIFERE B A T8 1o

1. M Web #Z=%]& 8 Administrator ¥, # AZl| Compute » Nodes,

2. EFE—NTT R,
3. 7£ Node #1571 EAH, = Terminal,

4. HAWEOF, HRERBN /host :
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I sh-4.2# chroot /host
5. &%& kubelet.conf 314 :
I sh-4.2# cat /etc/kubernetes/kubelet.conf

it Bl

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

EEREDFASN true BITHEE,

p= Y=
FIHHBIIHRER OpenShift Container Platform iR AM AR MmAFF AR,

4.9.3. {6 CLI [E HIhsE

f&a LR JniE FeatureGate B E X BTIR (CR) 3fEMA OpenShift CLI (oc) HWEBEHMFRE T m/E A

e

SERFEH
o B &% OpenShift CLI (oc)

i
J= FThRESE :

1. %WiE4 5 cluster Y FeatureGate CR :

I $ oc edit featuregate cluster

DIk

H
[=]

1E5 2%+ /5 TechPreviewNoUpgrade ZheE5E ToiEHUE, FHRMEIERRA
B, EARRIZEET IMNEREF /S At IhEE,

FeatureGate BE X BRI

apiVersion: config.openshift.io/v1
kind: FeatureGate
metadata:
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name: clusterﬂ
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR B & Fr 4/ 2 cluster,
© FmEEAmEE

e TechPreviewNoUpgrade 5 F 7 45 € BI R ATIl E ThBE.

REENGE, UEFNIEFEE, AREFNSFEER, HENAEESNTRLFAE,
Sk
ERILAE T R A g2 RSB EE T | £ kubelet.conf SUFREIFERE B A T 388 1o
1. M Web #=%I& A #9 Administrator ¥, # AZl Compute —» Nodes,
2. HEFE—INT R,
3. 7£ Node HEfETTEA, =R Terminal,
4. EXRBEOH, FRERBY /host :

I sh-4.2# chroot /host

5. &%& kubelet.conf 314 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf

it Bl

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

EEREDFASN true BITHEE,

=
_ FHBIThREE OpenShift Container Platform kAR R A AT A H,

4.10.ETCD {£%
#19 eted. EFASER eted MNERSER eted EUE,

4.10.1. X F etcd 1IN
FINBERT, OpenShift Container Platform RIN% etcd #E, EEEE /5N eted FHTINEHRITHEER

NEFEN RS ERBOARTE, FI0, IR eted FRBRBATMNIZKGEINMEIEHIAL, ©RHE
R EBURERIE,
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B AT RERRRES

2R eted MNEERF, LT OpenShift API BRS585#] Kubernetes API ARS8 ¥t
® Secrets

DR RINE

& BR AT

® Routes

e OAuth Vi[n] & h#

OAuth 45

LG eted INBE, RORMEBRY., XEBRFAIFAMTR
PHIRE.,

B, mInERXEBFAFEEM eted &
-
etcd INBE R MNBAE,

mAMERE, FRRE, iz

AR R BB AR IR
MRAZDLRPERT eted INE,

static_kuberesources_<datetimestamps>.tar.gz
XHEE etcd REBIMBBY, HREEN, HREXHS etcd REBIFEMHE, BE,
FEXNXHFREMAENA eted IRERVKE LLATHY eted KT

4.10.2. J5 A etcd 1N

R LAE A eted INEESRANZEE SR A% Hp OB B

/Eo

i
Of

T‘*JJ!I’*DDQiﬁ

SEREL, FEED eted KR, MR MERT
HE RABER D IN A,

IRILERETN, WEHHE
JER etcd NE /G, ARESEIM—LEH

o ctcd MNEATRESFMLN BHIRBIRFHFE.
o MAIRERIREIN FDMRERB LR, EHMFBIRAEDIRS .
o ek I/O AIBE RN HEN D IRTSRY T =

FTRFH

o {HFHEZH cluster-admin A& i n &
pi% =

1. 18X APIServer ¥

I $ oc edit apiserver
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2. 18 encryption ik Bi% & )y aescbce :
spec:

encryption:
type: aescbc

Q aescbc £ EIZRR AES-CBC f#f PKCS#7 padding 1 32 45 B R HATINE,

3. RIS LAMES L E
MBELRFFIR, REBEEFHOAD, INLRRATEFEE 20 28R KB A F BETE M.

4. BE eted MBS K.

a. && OpenShift API lR552589 Encrypted RS54, UKIEEFRESERINNE :

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHINE B K 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: routes.route.openshift.io

IR HiH T R EncryptioninProgress, MZENEHTH, SFENLSHBER,

b. && Kubernetes API [R55250 Encrypted IR 554, URKIEEFRESERINMNE :

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERRIHINE Bt 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

IR TR EncryptioninProgress, MZEMEHTH, SENLIHEER,

c. &%& OpenShift OAuth API fR5583# Encrypted A 5%, LURITETRETERININE -

$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERRIHINE 5%t .7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io
INRHiH TR EncryptioninProgress, ME{NDEHATH, FF/LOHEER,
4.10.3. 2 etcd N
IRAI LIRS R A eted BIERIINE,
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FERFH

o {HMHEA cluster-admin & &I 10 EE,
ik

1. {&ck APIServer X :

I $ oc edit apiserver
2. f% encryption FEREIKE Y identity :
spec:
encryption:

type: identity ﬂ

Q identity KR 2RINE, BEREREHITEMAME.
3. RIEXHLUESR A £
R TETFIE, RIBERBHK/D, XMNIRAIBERE 20 2P0 E KB F 885
4. BE eted BB R BRI,
a. &%& OpenShift API fR%52389 Encrypted RS, UKIFETREG EMRINMEER

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHARE ek 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEH1TH, SFENLIHEER,

b. &% Kubernetes API fR55%3# Encrypted RS54, URITHRREB S RINER

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHARE f5 ki H i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, B {NIEHTH, SFENLOHEER,

c. A& OpenShift OAuth API fR%5 2580 Encrypted IR 5% ME, URIEEFTRR G ERINRE

$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERNRIHAR T ek 2.7~ DecryptionCompleted :
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DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEHTH, SFENLIHEER,

410.4. %17 eted 4E

RBLU TS, BT 0IR eted IREBH LS pod IFHER D eted BB, XME DT LUHIRE,
EUEEENFERAEXRRE etcd iR,

5E

URFH— control plane EHl (2#H master £H) H&HD, FEMEREPHEN
control plane EMHITED.

FeREH
o ATLUFAEA cluster-admin BAE&IAE iR EEE,

o FEREREHATHRIEENE,
R

& L@ T & & oc get proxy cluster -o yaml B R ERERLEHA, R
httpProxy. httpsProxy#l noProxy R4 E T1H, N&EARIE,

it =

1. 7 control plane 7 RS 8I—1 debug &R1F :
I $ oc debug node/<node_name>

2. HRHIRE KN /host :
I sh-4.2# chroot /host

3. MREATEREHEMWAE, EREDSHT NO_PROXY. HTTP_PROXY# HTTPS_PROXY
INET &,

4. 217 cluster-backup.sh A, HIAREFDPHALIE.
R

cluster-backup.sh FIZ&F# etcd Cluster Operator BJ—MNHAB#E, ©=E etcdctl snapshot
save in DHIEETERF (wrapper) o

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup

A Fai HH R 1

found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6
found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
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manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aa5bf0991c180d3c6895ce72eaade54at

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

FEXANRBIF, 7E control plane EH1_EH) /home/core/assets/backup/ B kRO T H N3 -

e snapshot_<datetimestamps>.db : ;XN ZE etcd 1RIR, cluster-backup.sh FIARFEINE
B

e static_kuberesources_<datetimestamps.tar.gz : L XHE 55 pod WEIR, MRS
T etcd N, BHEE etcd REBHMBE T,

MREAT eted N, BUHTEEERE, BBE-IXHS eted REB2 TR
7. BE, FBEINXHTBEM eted REBHIFITRE,

THICHE, eted (ONMEZEITINE, MAMEIAITING, XEHREHRRKE, B4
Z2[A| RN RGN B,

4.10.5. 0 & etcd #UE

NFKRE, EREMNER, REEEIEK KRHFBL ZEEL, etcd WHEBEFHSZRIRN, THALET H
WIBRE R AER) eted, LABEIBEMEHMZEE, Y% Prometheus LA T f# etcd ¥8H7803R, FHIEZERXS
HiATHRGIE ; BN, etcd ATRERBIAZ —NEESCHNER, FEEIALEIER, (A
FOAHBRIZAE
A 2R L SR AT

e etcd_server_quota_backend_bytes, X2 #ifc AR &l

e etcd_mvcc_db_total size_in_use_in_bytes, X/ L4 E LB EFERE

e etcd _debugging_mvcc_db_total_size_in_bytes & R REIBEKX/), SIFHEHEH EENZH
22 [A]
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ESBHEHFROESE (0 eted IRICKEE) Xf eted BHEIHTHIR LB ELE 2217

IR E4EF BB RSHHIT R, HEBMBEEPEMR R, R EEAH# etcd A, BENX
BREARTH, BRAXTER eted #HTERERER, FREFEXNDEETEENERGER,

EH etcd MBS AL, FAUEMEZEIUR TR, RIBENERMNERKER, ZEESNAE
H—R etcd BF, SENAFEMR, AT eted_db_total_size_in_bytes i51x, LBAERS
EEHITERERE

AR LB I eted BIBEKXR/DN (MB) RRERBREHATHAEIE, @it PromQL R
(etcd_mvcc_db_total_size_in_bytes - etcd_mvcc_db_total_size in_use_in_bytes)/1024/1024 3%
ZEH],

DIk

H
/N m
A 5 eted B— NI MR, TEETHEESR, ctcd RATATIR, Ei,

EBNT— pod BT BER, EVSFHF—28, UEEKHITUREEST
{’EO

BREBUTEZ TN eted BT _ERY eted BUIRIITHE AL,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

it =
1 HEMA eted AR FEA, ENASRIITREHE L,

a. REX etcd pod I3k :

I $ oc get pods -n openshift-etcd -0 wide | grep -v quorum-guard | grep etcd

=1
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

b. 1% pod FBITUU T anHRIEML A eted A AR

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

it Bl
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Defaulting container name to etcdctl.
Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+ + + + + + +
+ + + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+ + + + + + +

+ + + +

| https://10.0.191.37:2379 | 251cd44483d811c3| 3.4.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.199.170:2379 | 9ac311f93915¢cc79 | 3.4.9| 104 MB| true| false |
7] 91624 | 91624 | |

+ + + + + + +

+ + + +

EFItH 89 IS LEADER 7!, https://10.0.199.170:2379 i R 2415, 5 E—% i TR
i, 2158 pod £F5H eted-ip-10-0-199-170.example.redhat.com,

2. & etcd B

a. IFEIIEEIZITH etcd B3, K18 72 ST pod BIEHE :
I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com
b. BUEIXE ETCDCTL_ENDPOINTS I EZ & :
I sh-4.4# unset ETCDCTL_ENDPOINTS
c. ;B etcd XA :
I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag
=1
I Finished defragmenting etcd member[https://localhost:2379]

ISR % £HBIFEE R, 180 --command-timeout BI(E, BEIESEKII L,
d. BIFEUEERNEEBHE/) :

I sh-4.4# etcdctl endpoint status -w table --cluster

=1
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +
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| hitps:/10.0.191.37:2379 | 251cd44483d811c3| 3.4.9| 104 MB| false| false |

7| 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 41 MB| false| false|
71 91624 | 91624 | | @)

| https://10.0.199.170:2379 | 9ac311f93915cc79 | 3.4.9| 104 MB| true| false |
7| 91624 | 91624 | |

+- + -t +---- + i

+- -+ + +

AP T RIXA eted B BEIRIEXKNIIE N 41 MB, MiEA K/ 7 104 MB,
e. EEXESRLUEETIEM eted RO FFIFITHER B, &EF XIS HITE R ER,
EVBEEMKMEBREZRISEF—2%, LUE eted pod ATLUIKE., 7E etcd pod Tk E
B, etcd ARSI,
3. MNREA NBIT 2 R A AL L £/ NOSPACE £4%, &HBERET .
a. BEZEHE NOSPACE £4%

I sh-4.44# etcdctl alarm list
i~

I memberlD:12345678912345678912 alarm:NOSPACE

I

b. JEMRES :

I sh-4.44# etcdctl alarm disarm

4.10.6. R E B — MBI EERIR S

IR LERBEREN etcd HDEMELUTINERERE, HBMEFEKXRT KL control plane EHL (1EFR
7 master E#) BIEEL,

5

RSB, WIERAR— z-stream ZITHRAFIREXNH eted &10. B0, OpenShift
Container Platform 4.7.2 S£E W E M 4.7.2 FFIEH eted 5155

SoRFM
o {HMAEA cluster-admin & EBEIF 10 EE,
o F{FRE EHNMIEER control plane E#L,
® SSH X control plane LA,
o TEME—HMRHIKIM etcd RIBAIERS pod FRMEM B R, % B FHRHITH4A XA

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,
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BF

T FIEMRE control plane T &, FAHEERIL SSH i EHIZIEFES pod, EA LLERMHBRF
B QB EHAIERE control plane Hl25,

Pt
1 EFE—NERERE ENM control plane E#l, XZEEEEFBTRERFENEMN,

2. BIE|BA control plane T (BIEME EN) B SSH E#,
RE T FRIEENE, Kubernetes API BRZS 2 TTiAVIR], B LLIEITEIG A control plane 7 5,
b, BWFE— MR EIL RIS Mcontrol plane EHLEY SSH 1%,

BF

NEERATRIXNESE, FFTEVIA control plane EN KRR IKE T2, EBHFEL
EMIXMRE IR E B,

3. ¥ eted P BEREBEFIZEIKE control plane E# L,
LSRR RIZ IS backup B3k (EAEE eted IRIBIIES pod HiR) EFIEIMRE control plane
FHH /home/core/ B R,

4. TEEIEAM control plane 7 s E{F 1L pod.,

MRS =
% AREFVELEMREEN LM pod, MEMAFHZIERE EH LB pod,
a. ViRARZ2ME ENH control plane E#1.
b. YA etcd pod XM Kubelet S5 BKAHBE :
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. %k etcd pod BEBEZELE,
I $ sudo crictl ps | grep etcd | grep -v operator
REENIZNZE, MREFEEN, HFERILOHEBENNE,
d. Y9IA Kubernetes API iR 5528 pod X H kubelet ;FEH B XA :
I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp
e. J0iF Kubernetes API iR %525 pod @B B/=1E,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator

MmERENIZNZE, NREAREN, EEF/LoNEBEEHKRE,
f. ¥ eted BIEE EB B TEABALIE :

I $ sudo mv /var/lib/etcd/ /tmp
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g EEMTZ2IRE EHM control plane TN EES L F T,
5. PR E control plane E#l.

6. MBEMATEESEHEMWAIE, EREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETE,

Rx

& LR iT & & oc get proxy cluster -o yaml i i ERERLEEFA, MR
httpProxy. httpsProxy#ll noProxy &% & T 1H, &S RANKHE,

7. FEMRE control plane EN LIZTIRE A, 1RHE eted F9 BRI ER ¢

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
B iy HH

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

INRE LR eted EMBEHFT TR, NKETETER ST = NotReady
'ikau No

8. BB mUBREIILTF Ready K.

a. BT TR

I $ oc get nodes -w
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it Bl

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf

FE T R ER AT BB B 120 BN Al & HAR .

b. MMRAFEMT =4 TF NotReady IR, EFEIT &, FHFMEANT LB /varlib/kubelet/pki
Bk MBRFRA PEM X, &AL SSH BT &, SK{EM web 12§ & PHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>

pki B &=l

sh-4.4# pwd
Ivar/lib/kubelet/pki
sh-4.4# |s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem

kubelet-client-current.pem kubelet-server-current.pem

9. TEFRA control plane EHL EEJF kubelet AR5,

a. EREENHZITUTRS :
I $ sudo systemctl restart kubelet.service

b. TEFTAEM control plane EHl EEE ILF I,

10. #LHEFIIER] CSR -
a. FIREXNYE] CSR AR :

I $ oc get csr
i B

NAME AGE SIGNERNAME
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving

Pending ﬂ

csr-4bdét 8m3s kubernetes.io/kubelet-serving

Pending g

REQUESTOR

system:node:<node_name>

system:node:<node_name>

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

(3]

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
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system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

QOO /L= kubelet ljRS5 CSR (ATFRFBANEE) .
w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

b. HEE— CSRHNFHAERLUEIIHERAM :
I $ oc describe csr <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

c. #ESNEMH node-bootstrapper CSR :
I $ oc adm certificate approve <csr_name>
d MNFRABENEE, HIESDEMM kubelet BRZ5 CSR :

I $ oc adm certificate approve <csr_name>

1. #IABAE S control plane B#ARINE 3,

a. MREEHN L, B etcd BEs 2B EEIZ1T,

I $ sudo crictl ps | grep etcd | grep -v operator

Ll N |
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MREEMN L, iE etcd pod BHIEEIZIT,
I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

INRIEAETEZTIXNFENEIT oc login FHEWELL TR, HERF—LN
[F] LA S p 95 I 88 2 s H B R 2o

I Unable to connect to the server: EOF

it Bl
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s
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NIRRT 2 Pending, HEHIHAINH T ZDIELZITH eted pod, EHFRF/LDH, REH
RIGHE

c. WARZRIME ENMENEE KB control plane ENEZ LT,

12. BB B OREMIERE control plane M., BHORLNER, KEH— I FETIRA
FET R etcd,

MREBEEDTRERFESHEMEN, EEMEM Machine API (12125, HIRRUTHE
AT, BN, E/fE R e A0 O E T R 6 A AR R 75 A QB2 30 T m,

Digk

==
[=]

RE e SN B8 O B

a. NEKH control plane E#lz —KEXHL25.
E— MR EM cluster-admin AP EER KR, ZTUTHS

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e stopped

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-

1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

ﬂ X2 BT EKB control plane E# ip-10-0-131-183.ec2.internal B control plane #l

o

b. IS BEBREEIXHRL R — N

$ oc get machine clustername-8qw5I-master-0 \ﬂ
-n openshift-machine-api \
-0 yaml\
> new-master-machine.yaml
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ﬂ HEKB control plane EHIERE control plane Hl.2§H9 & 5.

c. YwiE_E—% i OIEH new-master-machine.yaml X4, LUDEHEHHMBRFTLENF

EQO
i. HFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hostname

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

i. ¥4 metadata.name FEXE S F &R,
BUGRE S BNFERNEMETT, FEERSEBHT—ITREF. EXH6
&, clustername-8qw5l-master-0 2%/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHB& spec.providerlD FE% :
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running
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I generation: 2

v. & metadata.resourceVersion #1 metadata.uid F£% :

resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MIBRZE%KE control plane EHLHIHES -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ HEKB control plane EHIERE control plane Hl.2§H9 & 5.

e. WIEHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c

3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c¢/i-02626f1dba9ed5bba running
clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-east-
1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb Running m4.large us-east-1 us-east-1b
3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-Ocb45ac45a166173b running
clustername-8qw5bl-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-east-
1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

f. {#F new-master-machine.yaml X {40/ &% #1285 :

I $ oc apply -f new-master-machine.yaml

g WIEFHHBEE S0

I $ oc get machines -n openshift-machine-api -o wide

Ty B

NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5l-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631 running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-1a
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85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8 running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-010ef6279b4662ced
running

clustername-8qw5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-east-
1b 3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-0cb45ac45a166173b
running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-06861c00007751b0a
running

#TH1.2% clustername-8qw5I-master-3 R 08, FHIEF XM Provisioning 277
Running 7145,

BBV AR TR B /LB A, HHLER T mRE —MERIKSKS, eted cluster Operator
NBEshRET,

h. X A2 MRE ENHENEEKH control plane ENEZE LS TE,

13. E—NHEMMZREOS, FEUTHSUES cluster-admin AEMAF B &R EIELE .
I $ oc login -u <cluster_admin> ﬂ

Q %t F <cluster_admin>, {#8 cluster-admin B&IEE—MHF G,

14. il etcd EFERE,
E— PR {EH cluster-admin B EERER, 21TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2 ME—8, XFlE 2 Mt FRIBRRE.

% etcd cluster Operator HUTEFHERER, WA T =T AER S #4A bootstrap I B R EIBIHT
pod,

5. WIEFAE T et BB ERFTIEITRE,
E— PR {EH cluster-admin B EEREER, 21TUTHS

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#i%& etcd HINodelnstallerProgressing RS54, LURKIEFME T KRB0 TRFNETT, £F
FRIhE, Hit 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIREFSE 7.
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B AT RERRRES

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TROVEBITRE 7, XRKEEHNE
TR, FRENLDHREL

16. IEEFERE etcd J§, 7 control plane 5 HlH1T#THY rollout, EITF kubelet {8 F ISR 7 2 2%
ERER API BRS5 28, EIE Kubernetes API ST EM TR EEHREBFD,
E—N&EER#EA cluster-admin B EERIER, Z1TUTHS,
a. N Kubernetes API AR %5255 Bl T HTROHEHHERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LKA T RS FRIFIRA. EEHK
hiE, Hiti4 E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIRETSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, FFNIHEEIL,

b. & Kubernetes 124l 23 E 12 25 0n A 1T B ERE -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTHEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEFE T RS FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EXRGR, SFHBITRASE 7,
MRWHEELSMETS, M2 N TRNETHERE 6; 1 NTRNEITIRAE 7, XEREEH
MIEFHTH, EENLIEEER,
c. 7 Kubernetes iR/ i Hll 1T HT RO HERE -
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$ oc patch kubescheduler cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge
KRR A T R E S EMERFRETT A,

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LKA T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHPEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TRNEBITRE 7, XRKREEH
MIEdtTH, EFNIHEEIL,

17. JSUERFRA control plane EHRE A IFINA LR,
E—MAURPERA cluster-admin £ R &R, Z1TUTHS

I $ oc get pods -n openshift-etcd | grep -v etcd-quorum-guard | grep etcd

i th o Bl
etcd-ip-10-0-143-125.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

HIBRATA TENHERE T REROE EHEERE, EESEM Kubernetes APIE BHIEA pod, XS
& OpenShift Container Platform 2B, #NE&E2%. Operator MEHE=HHH,

HER, ARRIMNERE, TRFENLIHTEREMARS. flf, EEE OAuth lR558% pod 7,
4 oc login 17 HAHIE AT RE AL BN IEH TF.

4.10.7. WEFAMFMRTHIRFARR T

ﬁﬂ%f@ﬁ’] OpenShift Container Platform & AE A RANFA M T, SENRSBEEFEE etcd
AER. B ﬁ‘é%ﬁ: pod AJZ1THY Elasticsearch 8%, =& 1E StatefulSet X RFIZ{THIEIEZE, M etcd
%ﬁ}qﬂ’V—EET 2% & OpenShift Container Platform A T/Ef#HBIRS., BE, 1R etcd HREBZIR
B, HRESAH 3:;”51‘5?, i HA,

BF

BAMS (PV) HABRLERKRET eted tRIBHI—E 9. M etcd IRERIRE OpenShift
Container Platform &85, FEX#TEAERIER TN REBEIE, R2ITFA,

LT RERE RS — LR AIER
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o MySQL #IEFETEH PV X RZFH pod Hiz1T. M etcd IRERIKE OpenShift Container
Platform A ESME RN EFHMENE L, BERREKIEEZITH MySQL pod, RE pod REE
ZRE. BRI EEEENERRES, AREHRHE PV LIS RFINRE XA pod.

o PodPIERAEA, THMEITRX, MRF— P podZETHRY LEAEBNS, NHIT eted Pk
SN, pod PIHEETLIRIEMEE), R NBMAEMINEIT 5= Y, OpenShift Container Platform
FARMEM N, BRSEPEE. KEIMERS, BHTMNTRY FI0E, UMESTLUE
TR X LM, RS pod P1 FRILUEE,

o MEHUT etcd RIBE, mHRNASEHENBEZIULESEET. X5 BRI TiXLZUEH CSI
W shF2FF ek Operator TAEE TE, AR EFoBEIHXLIFZFEE Operator FTFRHIE
ik,

o TELEMK etcd IREB/E, &M OpenShift Container Platform 7 sa RN E A L% &, Local
Storage Operator &4 M /dev/disk/by-id 5 /dev B X EEHEN PV OIBFFSHERE, XFE
RATRER S BIAH PV 5| B ABEEMILE,

BRI R, B AGI :
1. FMHBRT B TRLER PV,
2. MKFRITT R A I PR 5 B
3. MER LocalVolume =X LocalVolumeSet %5 (155 Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

4.11. POD Al &
T fRFESE pod FHMTTIE,

411, T FRAN{AI{E A pod FRITTIE K18 E AT LEH pod $ =2

pod FKTHIER Kubernetes API -9—#R4>, AILUMEEAMN KRB —HE1T oc s HIHTEER, BIIRFE

BAESRRHPIETE pod WEELAWR, LA MEZE T <o
PodDisruptionBudget 2— API X &R, ATFREEE N ELMRFALNE AN NEEIED
too FEWIE RFTIXEREN T RAET (CCMAERERIANER) B, MAEERERR (MIETR
R BHEMIXEEE,
PodDisruptionBudget *f RHIEZE LA T K HEEB DA :
o IRZHEER, Bl—4H pod BUFRZE &,
o TRAMIH, RREEYIENATRNRYD pod S :
o minAvailable 2% /A4 o M pod B98(E, BNEIEAMTHEAAIth 2001k,
o maxUnavailable 72 5 ¥ 7] 7] AT 5 A BY pod BUERE.
A=

f2F maxUnavailable 5 0% =X 0, minAvailable 5 100% X% FaIA%, (X% ER
BEPELETT mBEZE R,

BRI LMERL T e BRI ERB BRI pod REFTIE :

o1
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I $ oc get poddisruptionbudget --all-namespaces

it Bl
NAMESPACE NAME MIN-AVAILABLE SELECTOR
another-project another-pdb 4 bar=foo
test-project  my-pdb 2 foo=bar

IMRXRG AR ZEDAE minAvailable /4> pod EE7EiZ217, Il PodDisruptionBudget #1152 R, #EidiX
—RHIFIE pod EB AT #HEAKER,

% s
RIFIEM pod LN SEERNE, TRERKEN pod FETFIEERMBIREAEL % pod,

4.11.2. £ pod FRTTIE IS E AT LH pod HE
& eI LUfEF PodDisruptionBudget *f § 315 & & —B [ R FEL MBI AN R/ N ES B D L.

pe 3
L

BRi& pod HETIE :
1. FERELULTRAIBISTRE LK YAML X4 -

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:
name: my-pdb
spec:
minAvailable: 2 @)
selector: 6

matchLabels:
foo: bar

PodDisruptionBudget & policy/v1 API HB—&F 493

e RN A B ER/DN pod E. XAILLEEH, HaUREEELNFRE (W
20%) .

9 St —H BIRIFTHIFR &1, matchLabels 1 matchExpressions 8945 2784 2 &
B, St SEEEZe, 40 selector {}, LUEFEIB RRIARA pod,

HE

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% 9
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selector: 6

matchLabels:
foo: bar

PodDisruptionBudget & policy/v1 API HB—&F 493

Q RN TREFEAMNRSH pod HE., XAUREY, LALREEESLNFRE (40
20%)

X —H BRI TR E 1., matchLabels #1 matchExpressions 945 R7E2 5 RIS
B, SIS EZ, i selector {}, LUEFEIIE S MIATA pod,

2. BITUTHS, HARBMETES

I $ oc create -f </path/to/file> -n <project_name>

412, TN R = N P A Lk

=% OpenShift Container Platform f§, —Y9FE BRI RMIARE T 2R FEANTHNEEIL.
BERVFERFERFEIL, EWHEH Cloud Credential Operator (CCO) AXREBEEEHNEEILHN
secret,

4.12.1. FohRE MR EIE

MRENEMRERRESR T HNEEILE, ES51F51EH Cloud Credential Operator (CCO) FRER
SN IR secret,

RESFIEMTRRIURT CCO REMAMEN., A NEA mint RANKEFRLEILE, BUFoHkR

FA A BR A IE O 2 R H 4.

FERFH
o MHEMASAEIREREEMRMAMN CCOBRFIREREIEMES LRE
o XF mint X, Z#F Amazon Web Services (AWS)F1 Google Cloud Platform (GCP),
o XJF passthrough =, ¥ Amazon Web Services (AWS). Microsoft Azure, Google
Cloud Platform (GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization
(RHV)#1 VMware vSphere,
o MEEWNTHTFES=HMNMmEONEIE,

o HEILA BWHINIREESR &R CCOER,

1. 7 web #Z=5]&#) Administrator i H, SfnEl Workloads — Secrets.

2. 7E Secrets TIEIIERS, HEEM=HN M root secret,
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b 2N Secret &#
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
:
3. =i 5 secret HRAMIT i Options 35, fA/F1EEE Edit Secret,

4. iC3% Value AR, BRI UERAXEERNILEERFILEZERS TR,

5. ERATHNEHFMIILE R EH Value FERIIXE, ARER Save,

(@)

. INRIEE %A G vSphere CSI Driver Operator 4 vSphere BB HEIUE, R /05 HIH#EH
Kubernetes 12435 B X2 25 LN A B #THIEIE,

p= Y=
; SNRE A T vSphere CSI Driver Operator, NIAEEX—%,

E N FAEH vSphere &EiF, ELEA cluster-admin A& 519 & %2 OpenShift
Container Platform CLI, FZ{7 a5 :

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

W HEH T, Kubernetes Controller Manager Operator BIR A& & Progressing=true.
EEERS, HETUTHS -

I $ oc get co kube-controller-manager

7. MNREEH CCO BB NHEA mint i3, 1HMERE D CredentialsRequest X § 5| HHMENEH
secret,

a. LLEH cluster-admin B &8 5145 &% OpenShift Container Platform CLI,

b. IREXFFBEB| AMEM secret BIZFRFIEp R 22 [A] :

$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’
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Hrh <provider_spec> BRI =N EBIN NAE
o AWS: AWSProviderSpec

® GCP: GCPProviderSpec

AWS Hii i B9ER 53 =51

{

"name": "ebs-cloud-credentials”,
"namespace”: "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace”: "openshift-cloud-credential-operator”

}
c. MIBREABIABEH secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

ﬂ 8 7E secret BIE TR,
Q IBEEE secret R ZE[H],

HB& AWS secret =
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBR BRSNS FMBREIL. MPREIAEAEME secret T3 CCO MFA HiflbR
WAEFIULFH O FIL.

ik

KiFETrREE RN :
1. 7 web #Z=H]&H#) Administrator i ®, SfnZEl Workloads — Secrets.
2. 5iF Value ZEXHIN B EXEE,

Hh iR

® vSphere CSI Driver Operator

4.12.2. FR =4t Ik
TELL mint B {EF Cloud Credential Operator (CCO) %% OpenShift Container Platform £& /5, &

A MEREHH kube-system x4 22 [ R BRE TR AN AIBIFILE secret, RBAIMTEAN (FERS
BORRR, AL , FHREEEALHIMEIL
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1£3E z-stream #2R1, BiiEAEE AL EITLEFRRE EIE secret, MREFE
iiF, U!‘J_Iﬁ“éﬁﬁﬂﬂ:ﬂ'?ﬁo

SeRFMH
o EHRRAZRMCCOHMBRTFEIENTES L, ZFHWFEERE AWS 1 GCP,

pri% =
1. 7 web #Z=H]&#) Administrator i H, SfnEl Workloads — Secrets.
2. 7E Secrets TIEIIERS, HEEM=HN M root secret,
s Secret &5
AWS aws-creds
GCP gcp-credentials
[ ]
H
3. mifi5 secret HREKTT Y Options 325, A% Delete Secret,
HwBrR

® X 7F Cloud Credential Operator

Amazon Web Services(AWS)secret &=

Microsoft Azure secret &=,

Google Cloud Platform(GCP)secret &=\

413, N R EMNEH I ER RN

TERT T E R IME R %24k OpenShift Container Platform /&, 4 Cluster Samples Operator #1 must-
gather R REE B HIF .

4.13.1. hBh & H Cluster Samples Operator

ERET 2, OpenShift Container Platform 7 openshift-cluster-samples-operator 5 % 22 [ Fa ] &
—1 %} imagestreamtag-to-image MIEZER5T, imagestreamtag-to-image Bt BT B S FNRIRR
RSB (BRER) .

BIRE & data FERHPENFZEMNHEER N <image_stream_name>_<image_stream_tag_name>.

TEWTFF % $EH) OpenShift Container Platform Z22&id #8241, Cluster Samples Operator BRS#EIZE N
Removed, MREFELH Managed, ©aRE& =6,
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PR 28 R 1l S T FF 7 e PR R AR (8 R R T BE TR il 48 15 M BR 55, RLERBIRRSS S
¥& : Github, Maven Central. npm. RubyGems, PyPiZ, XAIREEEHITHNNS
2R, L5 E¥ samples operator X REEWH T F 1 1R BHIARSS .

& LU A I B B AR F O & A BfOR P BB B B3 1

e 7E Cluster Samples Operator %1% &7 Removed i, #&TTLLEIREKM registry, BURERE
RTINS IR registry,

o ([ERABVECERRSFHIEm R EHRE R AR registry BIRHB,

o [LREBRMEMBEGTAINE Cluster Samples Operator EZE X R # skippedlmagestreams
FlZRA,

® ¥ Cluster Samples Operator BRiE X R samplesRegistry % & N B 58 registry,

e SR[E, ¥ Cluster Samples Operator % & Managed £ & E B RIIFEIERT.

413.2. R E & AR E registry B Cluster Samples Operator 5§57

openshift #p & 22 8| K% HH Cluster Samples Operator B2 MHRIERIEM AL T registry.redhat.io ££T
IERRER O ERNGIR. FHEIEETERE T XEHEER,

BF

jenkins. jenkins-agent-maven 71 jenkins-agent-nodejs %1%k B L&A M
#, B Samples Operator B2, R IXERGRABE S —FHHRIREE.

¥ Sample Operator ECi& X {48 samplesRegistry FE& X B 7 registry.redhat.io 1R
2R, RNEBELEEMBE registry.redhatio, REF Jenkins SRR TR,

cli. installer. must-gather # test fH & R AR FLEBFR M BN —E2, BFH
Cluster Samples Operator B, WREFRT RIXLHRTR,

BF

Cluster Samples Operator I ERT FFiE IR HIXE S Managed, BEREHER, &
FEE BRI registry,

SeREH
o FHEZR cluster-admin B &I £,

o NIZEERR registry Bl pull secret,

it
1 ViR EL &R (mirror) BORFEBIRREVER, B0
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$ oc get is <imagestream> -n openshift -0 json | jq .spec.tags[].from.name | grep
registry.redhat.io

2. Y4 registry.redhat.io A S ETEZRMLSIME P R EREMBGRKIRRFRLR, FHE (mirror) i—
AN M BIEEAR (mirror) :

$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest

3. DIBRERHMEHREENR :

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

4. ERMRGREENRP, NEERNINATERNEE CA :

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

5. B# Cluster Samples Operator BB X & A samplesRegistry FE%, FHOSHREESE L
BB R AIE R hostname EF49) :

I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator

N

% XENBH, EHEERSATRELLRERESE (miro) HIEIRHE.

6. FIATA RBERIBERTRIE Cluster Samples Operator BLE X R # skippedimagestreams =
%, &, MREFELZFEMRBITETR, 1E Cluster Samples Operator EZE X R AF Cluster
Samples Operator % &~ Removed,

IMRBHRRFAKM, Cluster Samples Operator & & HHE4, {8 Cluster
Samples Operator R EfE K, HEEEFREEIHEI]

openshift 65 % 22 [A| R SRR ER S| A E &R, Hib, =M Removed ERFHGRAER, &
ERER VRV EGRT S BHEGRMRRTEER THENERE],
4133 EERBHUNEFHIE

15 A PR ISR B 1 5 ABRIARY must-gather 5if&, LMEALIIE RIS A HEIE. ERLER
T, must-gather HER ST A, ZIRMZSAREVERETTIE DT 7 B SR M2 77 i 72 h ER R AT B i AR

AR

1. MR R BIFHR registry A {F CA RINBIEBNRRECEXN KA, {EH Cluster Samples
Operator BB —EB4Y, EHUTUTHIE :

a. DIBERHMEHIREENR :
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$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

b. ERENEHKECEN R, NHEBRRNMAAFERAE CA :

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge
2. MERMZREBUNEH AT AN must-gather 4 :
I $ oc import-image is/must-gather -n openshift

1£i21T oc adm must-gather 551, EEMA ~-image IR&FIEAAE A EHH K, WTHIFTTE

I $ oc adm must-gather --image=%$(oc adm release info --image-for must-gather)

4.14. FLB EH S A\ CLUSTER SAMPLE OPERATOR & {&mIr %

IR B] LATERThRAN BT A EH 5 ABRIGRIT S, LARRRIAZ BT LI [A] Cluster Sample Operator SRR SR #T
MR AR,

AR
1. JBfTLAT 4, FKEX openshift 654 22 (A RBYRR A BA&OT

I oc get imagestreams -nopenshift
2. 31T T 44, FREX openshift 454 22 A h O F N EERTRBIIR S

$ oc get is <image-stream-name> -o jsonpath="{range .spec.tags[*]}{.name}{"\t'}{.from.name}
{\n'{end}" -nopenshift

Bian
$ oc get is ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}{.name}{"\t'{.from.name}{"\n'}
{end}" -nopenshift

it Bl

1.11 registry.access.redhat.com/ubi8/openjdk-17:1.11
1.12 registry.access.redhat.com/ubi8/openjdk-17:1.12

3. BITUTRS, HERERPFENEMIENGERERSA -
I $ oc tag <repository/image> <image-stream-name:tag> --scheduled -nopenshift
flan :

$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.11 ubi8-openjdk-17:1.11 --scheduled -
nopenshift
$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.12 ubi8-openjdk-17:1.12 --scheduled -
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I nopenshift

e B A {F OpenShift Container Platform EH B FIZF E RGNS, WAL TR
&, BiN&xH 15 98,

4. BT TS, PIEE S ARFHERS

oc get imagestream <image-stream-name> -o jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

o -

oc get imagestream ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

Fai th o Bl

Tag: 1.11 Scheduled: true
Tag: 1.12 Scheduled: true
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BE5EREFMTRES

L% OpenShift Container Platform &, A LB EET RESH—TRIBEEKRT BB E LEH,

5.1. £ OPENSHIFT CONTAINER PLATFORM £2¥fh 70 RHEL iTE4125

511 XTSRRI RHEL ITE T =

£ OpenShift Container Platform 4.8 &, NR{EA A B SREMZBRIIREE, K LLEEE Red Hat
Enterprise Linux (RHEL) #l.28s {EREEHBITENEE (B worker) . EEH B control plane =X E 45
#1285 (master) W7fE A Red Hat Enterprise Linux CoreOS (RHCOS),

SHAERAIEENEMRMINRE—H, MREFEKFPER RHEL MBI, BNFENTAMA
BERSIE RN EREMMETES, SRIUTRAER. NANT UKRTEMRAAE L ERNES,

8%

BT MEEFN 2 EMIER OpenShift Container Platform BB IFEERYTE, RILLEN
NI INEISE R P AIFRA RHEL A23FE R % FAEH.

BF

AI0E) OpenShift Container Platform 5RE¥HIFTE RHEL #l35 L EBZERARNFRMINEE, &
TEEX 2R LR ARTRE,

IR IMIE AR control plane Z E¥$FFA RHEL i+ &2 RINEI &R,

5.1.2. RHEL 11 & mHR A E R

OpenShift Container Platform EfEH# Red Hat Enterprise Linux (RHEL) 7885 worker #1238 EHL 4/
R UTSEBGHBRIREMNEK

o IREYZLIEIK BB B MA OpenShift Container Platform 111, MIR&H, H5EIHENR
RERUTRELER,

o AN AIRAtRE I BT TR MR BN, FAEHEEA, B0 ENHNT
fEIE, BN EXZ10% BIFFH. MFETINNE, EOEBEHITHR, ABIET R EHSEERA
BHRREE,

o FIBERGER LR UTEEER :

o YEHEMRE, HEAEFHFE laaS LiB1THILHA,

o EMMHR/ERS: : {EA "Minimal" LI RHEL 7.9,
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BF

£ OpenShift Container Platform 2 H7RIN RHEL 7 T BB ERFTH. 7
FABIThRE(HSR & & 7E OpenShift Container Platform &, FFRFELET R, B
B, XTMERTEUEHNEAZITHRAF®MER, BRENEHRHREHFER,

T, BRI ENSEANE RHEL 8, RNALZITHRAFZEBRRKSH.

&% OpenShift Container Platform A& F AR E EINREM RFHTIIR,
155 OpenShift Container Platform & 1T3X1C /0 2 ZF A HNIFHIZHEER 5 o

o IR FIPS #HREFZE OpenShift Container Platform, NEETE RHEL #l28 E/F A FIPS, &
BEFEERIS B, 1HSH RHEL 7 XHFME A FIPS B35

BF

HAETE x86_64 Z2F: ) OpenShift Container Platform &3 #F FIPS J01F#/Modules
in Process &%,

® NetworkManager 1.0 S{E &R A

e 1/ VvCPU,

e /N8GBRAM,

o /N5 GBWERZER, BFAE ivar/ BIXHRS,

o /N GBELZE, AFEE /usrilocal/bin/ B4 R50,

o H/NIGBHERZEMN, ATEEHILN B ROXHRT. Inh RSB FRIE Python bRk FE
tempfile #EHR A TE LEIHLNIFEE,

o BMRAHLIHRENROREENEMEMER, Fli0, MRFE VMware vSphere £%&
LTERE, YWIRBHFWENRERE, MBELIUXE disk.enableUUID=true B,

o BNRUGIE WG A DNS el BT EN A U5 RIREFH AP iR, EMINEHMKR LT
[m] R ER A SO VT R GEV ] SR BERY AP AR 551 o

5121 ERFRFKER
EFEREE FOEMBREN, SRENRARMYIFIENGEZERE, REEQIRE—MEREEHIESR
IEBZELZIER (CSR) BHLE. kube-controller-manager R EE#E 4 kubelet & /8% CSR. machine-
approver TARIEE A kubelet FIEIFERMIBEIE BN, RANECTEBHILSEMIINZEL L TZ
HR, BRTUREFLRE—FE, LUIEIE kubelet R HLIEF1E KRB RIEF I THE A,
5.1.3. £ &H23 21T Playbook

TE¥$# FH Red Hat Enterprise Linux(RHEL)/E IR VE RGBT EHLZR A INE] OpenShift Container
Platform 4.8 £&¥ 2 fll, WIUEF—D RHEL 7 Hl88, LUZITREERIN T =AY Ansible playbook, X
ENRTEEBEN Y, BOIpeiiyn L.

FRFM

o 7EiZ1T playbook BI#25 £ %%k OpenShift CLI (oc) o
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LB A cluster-admin f{RBY A 7 15 5%,

. RN EEBEEM kubeconfig X4, URBATFREEHNRERF, &2LIX—BIT,
— A ERERAREERNFTANE B,

. BEEMLER, DAUTRIETHRIBEITTENZBEMATE RHEL 4. BHULUERRXARATNEREE, 2
&R SSH RIEsk VPN BIE 22 .

. 1Ei517 playbook BI#88 LECE— A, ZAF XA RHEL EHEHR SSH VilAHNR,

BE

H IMRFERETF SSH BHNFMEIE, BoiER SSH RIEREE®BH,
- MNRLFEIXFE, HER RHSM EMALER, FH U ein—1%8 OpenShift 1] [HAHM :
a. {5 RHSM FEM#l2s

I # subscription-manager register --username=<user_name> --password=<password>
b. M RHSM FXREXSHTBITT (4404 -

I # subscription-manager refresh
c. FUHEAITH :

I # subscription-manager list --available --matches *OpenShift*'
d. ELE—HSMkE D, $HE OpenShift Container Platform 1T [ B3t ID FEMEANIZ D -

I # subscription-manager attach --pool=<pool_id>

. J&F OpenShift Container Platform 4.8 AT BRI EE

# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-server-extras-rpms" \
--enable="rhel-7-server-ansible-2.9-rpms" \
--enable="rhel-7-server-ose-4.8-rpms"

. BREMMENTHS, 31F openshift-ansible:
I # yum install openshift-ansible openshift-clients jq

openshift-ansible F{4F @R 72X LARERF, FESHEE RHEL BT RRMEIEHMEER
REMEEE, 40 Ansible, playbook FI#EXHBZES 4, openshift-clients £ oc CLI, jq X
Halla e EmSITH JSON Hit B & o

5.1.4. #% RHEL it&T &
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1£%f Red Hat Enterprise Linux (RHEL) #l23 75 IN%) OpenShift Container Platform &£ 2 81, B E
B ENFEME Red Hat Subscription Manager (RHSM), N EMIINBEMHI OpenShift Container Platform
1T, FEBERMENEFEEE,

1. EE—E W LEJE4T RHSM EAf -
I # subscription-manager register --username=<user_name> --password=<password>
2. M RHSM FRERS#TEOT] PI#HRE
I # subscription-manager refresh
3. SUH AT -
I # subscription-manager list --available --matches *OpenShift*'
4. EFE—HEMHEHSD, $HE OpenShift Container Platform 1T [ #45th ID FEHEANIZHD -
I # subscription-manager attach --pool=<pool_id>

5. ZHERA yum 1ZiE)%E :
a. ZRAMACSEBAK RHSM 726#)% :

nkn

I # subscription-manager repos --disable=

b. FIHFIRE yum FEE, FICKE(E repo id THEF (BH)
I # yum repolist

c. f#/ yum-config-manager Z B RIRH yum FHEE -
I # yum-config-manager --disable <repo_id>
xE, BRRAMBFME :
I # yum-config-manager --disable \*
HER, BREYURAFHENTRFEERER Lo

6. {V= F OpenShift Container Platform 4.8 EEMFHEE

# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-fast-datapath-rpms" \
--enable="rhel-7-server-extras-rpms" \
--enable="rhel-7-server-optional-rpms" \
--enable="rhel-7-server-ose-4.8-rpms"

7. (ZIEFHZERAEN L89B K

I # systemctl disable --now firewalld.service
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BEABELUGERM XS, NRIXFEM, WFETR worker L# OpenShift
Container Platform Bi&,

5.1.5. 7EE B AN RHEL 11 &85

IR AT LUS 5 Red Hat Enterprise Linux {E MR E RGBT EHLZRRINEI OpenShift Container Platform
4.8 R,

FeREH
® =17 playbook ¥ 23 L B LENENHESFHBEHITT HREMEE,
o RHEL FHBMIFRE LS,

i =
TENIZ1T playbook M & BN E: LHATLA T IR -

1. QI8 —14%h /I<path>/inventory/hosts B Ansible ;&5 34, LAE IRBITENRENMSHEHN

BE

[all:vars]
ansible_user=root ﬂ
#ansible_become=True 9

openshift_kubeconfig_path="~/.kube/config" 6

[new_workers] ﬂ
mycluster-rhel7-0.example.com
mycluster-rhel7-1.example.com

BEEE LR ITEN L LIZ1T Ansible £ F £,

IR root I5E N ansible_user, &4/ ansible_become i%& 7 True, F7i%ZH
FOES sudo FUER,

15 E LB M kubeconfig LRI R H .

o0 09

SIHERINEISEHBIEE RHEL Hlé. IUVEB N ENRMTEREE R, WEAMEREF
RSRVT AR EN S, FEXERFUIHESRNERALKNIE R,

2. # AZ Ansible playbook B3 :
I $ cd /usr/share/ansible/openshift-ansible

3. J&17 playbook :
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/scaleup.yml ﬂ

Q %t F<path>, $&EEOIERIAnsible/FE T XHHIEEE,
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5.1.6. Ansible hosts XN ESE

TE4¥ Red Hat Enterprise Linux (RHEL) TTBH2ARINBNEEF 271, SITE Ansible hosts X#HE LLLTF
S

BSH TR {&
ansible_user B AR RIS 5 1T SSH B8 51IER R LA A, BRINMED root,

SSH A, INRFERET SSH BHFANE )
IOUF, MR SSH RIBk BB,

ansible_becom iR ansible_user B{EFRE root, s True., MAREFRZ True, FAEIEEM
e /% ansible_become %i& 7 True, # EXISH,

Bi&#5%E  ansible_user B9/ 4D

BB R sudo 17RIFER,

openshift_kube 5T aE%EH kubeconfig X AR BB SUEFMIERERFIL R,
config_path EPR:Ni b

5.1.7. q13% : MEEFH IR RHCOS i+ &E#l23

¥ Red Hat Enterprise Linux (RHEL) T &2 RNEILE G, LU bt B& Red Hat Enterprise
Linux CoreOS (RHCOS) it &EHa5KEM TR,

SeRFMH
o REN RHEL iTEHARRINEIREFH,

AR
1. EENERIIRFFICTE RHCOS ITEN BT REH -

I $ oc get nodes -o wide

2. X FB—H RHCOS it &M, MERET =

a. ®iTiZ1T oc adm cordon A4, JFTTEFRC N HE :
I $ oc adm cordon <node_name> ﬂ

Q EEH B —E& RHCOS iHEHLEBH T &,

b. JEZET RHAKFE Pod :
I $ oc adm drain <node_name> --force --delete-emptydir-data --ignore-daemonsets ﬂ

@ EEEmEH RHCOS HEH BT R A,

c. MHBRT = :
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I $ oc delete nodes <node_name> ﬂ

Q 1B E B2 RHCOS 1T &A1 32 1T i & #,

3. AFEITENSZNIR, UBRIURE RHEL TR :

I $ oc get nodes -o wide

4. MNEBMITTEN M A EIE 28 PR RHCOS #l25. Ea UUMMREIINHEHFI/E RHCOS it
BN RYIEFE G,

5.2. 1% RHCOS it EH25 %1% OPENSHIFT CONTAINER PLATFORM &
picd

&0 LE R ML E B OpenShift Container Platform &2¥HRIN5E % Red Hat Enterprise Linux
CoreOS (RHCOS) itE#l2s.

R E S I IS REIERA RIS LR EER 281, AI5E0R RHCOS MESH B, FALL
[ IS0 KM% PXE 3155k S,

5.2.1. JoR &M
o RITEN ERETHEE,
o MARRNEBERMLENFH Red Hat Enterprise Linux CoreOS (RHCOS) %if&k, MIRIEE
BiXEH, FERRBLREIENUBREXLESH,

5.2.2. £/ 1SO & tEE % RHCOS #l23

IRE LUME R 1SO Bt W IEHE R 0|8 T % Red Hat Enterprise Linux CoreOS (RHCOS) iT&#lgs, LA
235,

FoRFEMH
o JRENERFITENLZRHY Ignition BLE XY URL, ERETEAFIZM LEE HTTP IRS5 25,

. R ISO XHEE LT EN S ERE RHCOS, TEREERm, FRNENSIERNERA
%

o F1SO BB G FEREE .
e TELOMEOMREAISO EEM,
2. EHIEDNE, & TAB =X E B4 EAZGBTT.

3. HSERMEIAZSB T

coreos.inst.install_dev=sda ﬂ
coreos.inst.ignition_url=http://example.com/worker.ign 9
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@ EEEINRARLE,
@ EEITHE Ignition BEX#HI URL, RIFF HTTP FI HTTPS il

4. ¥z Enter ST RE, BERHCOS G, ROIsERH. RAEHE, BRNAKIEER Ignition
Bo & S

5. BN RBCIRESITEES.

5.2.3. @1t PXE =% iPXE [E 53R A2 E % RHCOS Hl2s

& A LUEF PXE X iPXE 815 NN &R0/ F % Red Hat Enterprise Linux CoreOS (RHCOS) &4l
%%Q

FoRFMH
o REVGEEHITEAMERD Ignition BEEEXHFAY URL, EREITEAFIZCH LML HTTP RS 85,

o MREVBEEMLEIRP EER HTTP IRS5 238 RHCOS ISO &, L4589 4 BIOS. kernel
0 initramfs 3X{4#9 URL,

o (RAI LI RIIE L& S F2H N OpenShift Container Platform SEE QI ML 25 A PXE 5| 5 £
Zefs, MBRIITEREE RHCOS f§ MA IR EL R 51,

o INREMA UEFI, &RILLVIAIFE OpenShift Container Platform % 4%J 2 HEXH grub.conf X
{¢Q

i =
1. #iA RHCOS &80 PXE 3 iPXE ZEE1EH,

o XfF PXE :

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_server>/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

ﬂ IBELEEIHTTP BRSS5258 live kernel SLHALE.

@ EELEBHTTP RS EM RHCOS HHHIMTE. initrd SHIAR live initramfs STEFHY
fiIi&, coreos.inst.ignition_url Z#{E 2 worker Ignition Edi& SXFHIfL

&, coreos.live.rootfs_url SHE R live rootfs SXAEMILE. coreos.inst.ignition_url
#0 coreos.live.rootfs_url SE{{Z# HTTP #1 HTTPS,

LB AR RER TSI S MM EE ARTEAE V. BERERRMNZEFS, 1572 APPEND T/
— % console= S8, #I40, 0 console=tty0 console=ttyS0 LAfFEE— PC B ONE N £
fa, FRERERNEIEE N ZHiEFH A, NREZER, 5SS WE1E Red Hat Enterprise Linux A%
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B RTINS ?
o ¥IF iPXE :

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.inst.install_dev=/dev/sda coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.<architecture>.img

initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.<architecture>.img

(2]

@ 5ELEBHTTP RS EH RHCOS XHHHIMTE. kernel SHIER kernel XHHIIE, 1E
UEFI %8| FHEE initrd=main 341, coreos.inst.ignition_url Z#1{&2 worker
Ignition ECB XX 4-BIAIE, coreos.live.rootfs_url SEEIIZ live rootfs STHBIfL
. coreos.inst.ignition_url 71 coreos.live.rootfs_url 2 3Z# HTTP #1 HTTPS,
@ EELEEIHTTP BRZ52RH initramfs XHHEMTE,
LB AR RER TSI SN LS ARTEAE V. BEREFRMNZEGEE, 57T RSB ARm—
NH% 1 console= 2%, #H40, 7NN console=tty0 console=ttyS0 LUF5E—1 PC & Q& N E 14|
B, AR ERREENZJIEHE. MFEZER, HSHU{UE Red Hat Enterprise Linux FRIZE
BT (2K) #HE?

1. {5/ PXE =% iPXE EtiZei R ORI B2,

5.2.4. AN SFHIEF ERIFK

LN SRR INBIERN, SNHERMBNBENFERN D RFLIBIESERIER(CSR), BofIXL
CSR Bik#BHttE, FRBEFZEBTIA, DIIELMERIRIEKR, REHAERSRER.

FoRFM
o HEFHARIMEIREF,

ik =
1 FAERE T LUR AR
I $ oc get nodes
it

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.21.0
master-1 Ready master 63m v1.21.0
master-2 Ready master 64m v1.21.0

Fi s TR G2 E LA,

% s
, EHL CSR #itt AT, RIEMNEHATRERASETET R (B worker TR) o

109


https://access.redhat.com/articles/7212

OpenShift Container Platform 4.8 R 5EE

110

2. MERLERN CSR, HBERNIMEIKFFNELIAEEEA Pending 3 Approved R EHIE i

153K :

I $ oc get csr

it Bl

NAME

AGE REQUESTOR CONDITION

csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending
csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIR, FHEVSMAKR. BARREINRFEIEZSILHER CSR,

3. 1R CSRIREIRBHLAE, HERNMBINEZNFTERFLIE CSR BT Pending RE 5, HHLAE
SERFHERHBI CSR

e

BT CSR =« B3, RILEESNERMEIERE— /N AREERR CSR, 4N
FREBE—INRIEET], IERRERE, BNTRRSFEESMER. Baiit
HERTAXLEIES, #EF I CSRE, Kubelet NARSSUEFOIB— 22 CSR,
XBEFMHE, ARG, R Kubelet 1EREFHERASHMFIED, NIESHIREIE
F421T3% K B8 machine-approver B it .

STFERS A API FIEA LiZ1THSEER, ENFEMR B S EiZR,
IR SE e — 75 3% 3k B sh b E kubelet IRALIEFIER(CSR), MIRZEHLETFE
3K, ] oc exec. ocrsh #1 oc logs 5 FFEEMIN, EH API RSS2 EEE
kubelet IR ZERSSIET . 5 Kubelet ifi sk REVEMIREEN R E UL IE B HEAE, 1%
FE TSR CSR, HIA CSR H system: node = system:admin 2 F#
node-bootstrapper [R5 1R, FHHILT REIF5,

o EHUMHLHE, EHXNENANM CSRIIBITUTHS :

I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

o THLHERTERAIER CSR, EHZITUTHRS :

8

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

1EHLE CSR ##L#£R], —L& Operator AIRETGEE .
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4. HE, EBHEFPmERERIE, BRIEERNIKEINEANSENRSFIEK

I $ oc get csr
it Bl

NAME AGE

REQUESTOR

CONDITION

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal

Pending

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

5. WIRFIRM CSRIEFWUE, BATF Pending IR, HHESERENZRAI CSR -

o ZHUMBLE, HNEBNEMM CSRIZITUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_name> 24/ CSR &K H CSR BI& R,
o EHLEFTBRFIEN CSR, HZITUTHS :

{{end}}{{end}}' | xargs oc adm certificate approve

I $ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}

6. #EMAZRFImRMARS S CSRE, Hl#3H 4F Ready RE. ZiTLAFarHITIL :

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION

master-0 Ready
master-1 Ready
master-2 Ready
worker-0 Ready
worker-1 Ready

master 73m v1.21.0
master 73m v1.21.0
master 74m v1.21.0
worker 11m v1.21.0
worker 11m v1.21.0

% ”
BUERRSS 28 CSR R Rem B L2 ¥ (AL AL 2514 2 Ready K.

Hinz 2

o MFAXRCSRMEZER, BESHILBERIFR,

5.3. 3EN HFRENE

ERFMENRRERE,

m


https://kubernetes.io/docs/reference/access-authn-authz/certificate-signing-requests/
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BF

it B ER FERAFHESHNESRER. HREEE Machine AP R FHNEHHEAS
TN AR EIEFNT RIhEE.

531 X FHHFEERE
M EERE QISR EN S P AR,

T INENSREEROR, QEBIRERE IEHSENRE, HEERENRME (B0, 4T NotReady R
KBRS #EE node-problem-detector FIERTRHRAMRR) , UKAFEREMNBRESHNE,

% o
B BEXTBA master BB IITHRRRRE.

#i#2 MachineHealthCheck HTREVIZHISR IO EE LHRME, WMRNSTEATRERE, MBI
PRALE H OB — IR T, HReGRE, EEINSBMERSEM,

JIBREI BRI 25 E B BIBR I M2, $2HIZR —ROUEZEFH MR — DT = 1R BIrL R AR ERBINL 2R
WA RNV HEAT maxUnhealthy B9(E, N ELE, FEERAFHFI

THIRYE TR U ERFAIE BB,
o EBRH BT RE R T B R BRBIHL 25 £ B TR S R4,

o BREY A XGRS TG, g, & NotReady IRASHIEERS Y [A] 41
BB, LMEVSREDTREINTIE,

BFIERE, BRI,
pin, ERAZERIOIRPEERE, RAEERNT RAERIEN AT A, MachineHealthCheck &
RSP TRENT =, HEFSITEN]. BEEHRSISIFHENT R, HERREEIHREHENGE

il MachineHealthCheck %R, B2, FiIAERE R MachineHealthCheck & (401 machine-api-
termination-handler) TEEMMIRRFHEFOIE,

5.3.1.1. SREN SRR AR BIPR
EBEV SRR TR EEZELUTRE :
o NANREMANNSET TLIHNFRERGEEE,
o BRIFXH control plane #l28, IMRFERE, NFRKES,
o INRHBIT RMEHFBIR, NBERRERVAVNETERE, FHILEMEENE,
o MR N BT S1E nodeStartupTimeout 2 F3 EMALER, NSEENS,

o N Machine R &N Failed, N&IIEMEEH23.

5.3.2. MachineHealthCheck %R <15

12



52 RERNT RES
B ET=HRELEM MachineHealthCheck R, LURENUABTHR, FKELLTF YAML 305 -

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example 0
namespace: openshift-machine-api
spec:
selector:
matchLabels:
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role> 6
machine.openshift.io/cluster-api-machineset: <cluster_name>-<label>-<zone> ﬂ
unhealthyConditions:
- type: "Ready"
timeout: "300s"
status: "False"
- type: "Ready"
timeout: "300s"
status: "Unknown"
maxUnhealthy: "40%" ﬂ
nodeStartupTimeout: "10m"

ﬂ EEZEEMNRERL AR,
OO 1 EEhEMMN SR IEE— MR
Q I <cluster_names>-<label>-<zone> 1§\ {5 € £ IRIRAIHE2 L. /10, prod-node-us-east-1a,

w‘é‘i*ﬁﬁi%#ﬁ’ﬂﬁlﬂﬂ%@éﬁl'ﬂo IRFEBHEIFRFR T &4, NRESENEE, B BT E
RSB RRIINE £ TIE A EIKET F{E,

fBE BRI RMMESHHSREE, XX — P EIHEH—1NEY., NIRTREENNRNER
it maxUnhealthy ZEBIBRE, MARRHITHEG

@ EENSREREERENSZTERITDIFRT RIIA SR BB FFE A,

% o
matchLabels R Z2R~Gl; IBULIRIBE AT ZI S RRINL25H,

5.3.2.1. @il AR R A MY

R ARRMEEFERN I SEEROEEENER. B MachineHealthCheck iR #Y
maxUnhealthy FEX g B 52 8.

INRAFEESE M2 maxUnhealthy FEXE . 7 —/ME, MachineHealthCheck &%

maxUnhealthy F{E 5 © R & FMEREM B brith p N33 E T, R EBEMNSZHERBT
maxUnhealthy R, TASHITH K,

13
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H5E
INR%E1%E maxUnhealthy, TIZEIAES 100%, TIeEEHRSMME, HSRAMSHE
EC

& 4189 maxUnhealthy [EEUR FIEERE IR EEMAZLL & MachineHealthCheck ZZ= I 238E. B0,
& AT LAfE A maxUnhealthy (BB Z 2N ATAK AL MERE, UEEEKEANXE, maxUnhealthy
W o] AR LB A R LEFF — 55 Fh I

maxUnhealthy F &I LUX B N EREHE 2. BRIE maxUnhealthy (H, BARRBFMEEIL,

5.3.2.1.1. R A4AXHE % & maxUnhealthy
SN F maxUnhealthy % 2:
o MR2AHEDTTRARRE, NAHITHNE
o MRIANHELZTRAER, NARKHITH

XEESHSRRLEERENINZRETX.

5.3.2.1.2. B9 lLixi& maxUnhealthy
#NR maxUnhealthy 1% &1 40%, B 25 ML H0HE -
o MREFI0ONHEDL T RUEFAEBRE, MAHITHK
o MENAHSENTRFARE, NASTUTH
05 maxUnhealthy #i%X & 40%, & 6 THSHEKRE :
o MR 2ANHEDTRAERER, NAHITIE
o MRINHELZTRTREE, NAKHITIHK
A=

L ER maxUnhealthy HlZMB 2L AR2—NEHET, RITFHNSBESEE AR —
N SEES-

5.3.3. #]& MachineHealthCheck %R

IR LU EREFRMFTAE MachineSet £33 MachineHealthCheck %R, &A% BIEEN control plane
#2389 MachineHealthCheck %R,

FeRFH

o i oc S ITHRME,

AR
1. f/Z—" healthcheck.yml X4, HA@SEMIHFRERENE L,

2. ¥ healthcheck.yml X4 B IRBOEEE -

14



I $ oc apply -f healthcheck.yml

5.3.4. Fohf BHlEE
EIENBERRMSMRNAR LB, EAUFIY BINBE,

XMEESE2BATM. RERFETHEMRBRMERRMER, BEXH. AP ESFNEMRILR S AN S
%

FoRFM

o L% OpenShift Container Platform %£2£#0 oc fr 517,

e LIEA cluster-admin I RHIFE - &5 &% oc.

. BEEHPNSE
I $ oc get machinesets -n openshift-machine-api

HL23%E L <clusterid>-worker-<aws-region-az> B 5 H,

2. BEEREHBNGEG -
I $ oc get machine -n openshift-machine-api
3. EEEMPREN S LIXETRR

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. /14T cordon #4F, HFEEEMIBRHIT S

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5 ¥V EBHlERE:

I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -

I $ oc edit machineset <machineset> -n openshift-machine-api

115



OpenShift Container Platform 4.8 R 5EE

7
BIRRT AN A LT YAML kY RAlZR4 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI B EN SRR, FELLOHLUEHNET TR,

o JUIEMIRRTIEREOMLES

I $ oc get machines

5.3.5. T AN 2R Y25 ES & M 2 (A1 A9 X 51
MachineSet X[ &t 7 5 = k#1254 X I OpenShift Container Platform 7 5%,
MachineConfigPool % &t MachineConfigController 41412 F+ 21 12 F & X FF IR EIHIIR S,

MachineConfigPool % & fu 1 Fa /- B & 40 el 5 2 v FE B 23 B & Stk R B9 OpenShift Container
Platform 7 &,

NodeSelector ¥ 7 LL#E — 12| MachineSet X &RB95| &,

5.4. HFEHTT REN LB

OpenShift Container Platform T RECE X HF S EEEMLET, BN, EHIRLUANT RIAER&RK pod
EMH NS4 podsPerCore #1 maxPods.

BN SBEREER, HEPPUNERS T TR ER pod ME., BITXLEERTSH
e CPU fERZRIEN,
o I8 pod A HIEE,
o REFETRHANAEFHNE, TeeHNRFERN A,
o R IP Hiitith,

o HWRIEFER, SHAFNARFMHETE,

BF

1 Kubernetes /1, S&HNAERM pod EFMERAM N AR, EZNREARETEAESS
JAENRTAZBEAM, ELL, 21710 4 pod BIRGEFR ERIZ1T 20 N AR

16



THRN RS IOPS TR A RESNT CRI-O # kubelet F* 480, BT R EZETAE /O

= B pod B, AIaexHILBERIRE, BUURIEET S EMRE 1/0, HERBERW
sHEmE,

podsPerCore R1ET7 s HHYALN IR SR RIS IZE T m 12 1TH) pod 12, #I40 : T—NE 4 NEEESER
B97T s L5 podsPerCore 1%/ 10, ML ERFHIRK pod BEH 40,

kubeletConfig:
podsPerCore: 10

¥ podsPerCore % & 0 AIAMXMRE, BRI 0, podsPerCore R&Ei#i maxPods,

maxPods {77 A LLUZ T pod EXE N —PMEEE, MAREEET mBEM,

kubeletConfig:
maxPods: 250

5.4.1. fi]#& KubeletConfig CRD X% kubelet 53X
kubelet B2 i& B RI#E 5L Ignition B2 &, HILAILERESRE, (B2, £ Machine Config Controller

(MCC) FREFZRIN T #8 kubelet-config-controller . XA 1L#&{# A KubeletConfig B E X ¥R (CR)
SRR kubelet 44,

pa Y=
&4 kubeletConfig X/ & FREYF X B M LiF Kubernetes 21545 kubelet, kubelet R1E

EIUEXEE{E, kubeletConfig X RAMTEME X SHER T RAATH, BEXEN
1H, 1ESH Kubernetes 314,

HEBUTES

o NENMIREEDLLE— KubeletConfig CR, WHIZNEERNNFIEERE, MRENIER
KRB AEIFREM, NARER{EE—1 KubeletConfig CR,

o JiHIIAH KubeletConfig CR LUEIN B X EHRINFIXE, MARNENERLE—T CR,
BRI — CREEVRTEVSFEEN, A TFIHHEN, UERETLUREEN,

o RIEFE, IEZ KubeletConfig CR, B NEEREIHN 10, X FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) OB — 2B E, FHI7H kubelet, X FEANELE
CR, HIBARUBRA—NMTERFEESN kubelet LM E. 0, WREE—INHE 2 FH
B kubelet #l23EC&, I F— kubelet Hl25E2 & =0 -3

IMREMPRAZREE, UHEKRNITFERHREN], LUBRETRRE, Fi0, EMER kubelet-2 #2380 & 7
&% kubelet-3 133 &

=1
INRIEE—H A Kubelet-9 ERMINSREE, FHEOUET S —1 KubeletConfig CR,
TRAUEFHINIBREE, BMEDTF 10 1 kubelet Hl2REE,

KubeletConfig CR <l

17
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I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f 7R KubeletConfig ¥l258c & R Hl

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LUFRIZER T 0MAESE worker 7 52 LB T SRR K pod &,

FoREM
1. NIBERBMT AR RIS S MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :

a. BENGEE
I $ oc describe machineconfigpool <name>
4N -
I $ oc describe machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

Q IMERINTHRE, ©2HIUIE labels T

b. MRIRERTTE, NERIN—D 5/ (EX

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

ff

L=

S

1. BEFEEALEERNTRAYSEENR :

I $ oc get machineconfig

18
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BINBERT, 5 kubelet #8xMIEZE " 01-master-kubelet #1 01-worker-kubelet.
2. REENT RMRAK pod BIHFEIE :

I $ oc describe node <node_name>

4N -

I $ oc describe node ci-In-5grqprb-f76d1-ncngq-worker-a-mdv94

1Z Allocatable /)17 3% £l value: pods: <value> :

i Bl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3 BT OIBR—1NEE kubelet BER B E L HIRX M, KE worker TR EMEN T REI&KAK pod :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRRE,

Q I kubelet BR®, EAMIH, fEF maxPods #BENT SMEX pods

19
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kubelet 5 API iR 283 1T X ERVIEREUA TSR EIHEE (QPS) # burst {H,
MEENTT R EZTH pod HEHR, FHEIE (kubeAPIQPS

50, kubeAPIBurst 7 100) ZeILL, IMRTT = EEHRBYW CPUMAERR, N
W BT kubelet QPS #1 burst 33,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. N EIRZER worker BHH A ECE M ¢
I $ oc label machineconfigpool worker custom-kubelet=large-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %k KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

it =Bl
NAME AGE
set-max-pods 15m

WRIBEREPM worker TEREE, ZH&EED worker TREZENER, MFAH 3 worker T
BIEERE, XNIREAREEEKRA 10 E15 o8,

4. BITEAREEMART R

a. £ worker TV _E#:7E maxPods [EE HX :

I $ oc describe node <node_name>

b. #ZI Allocatable /77 :

Allocatable:
attachable-volumes-gce-pd: 127
cpu: 3500m
ephemeral-storage: 123201474766

120



hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 14225400Ki

pods: 500 ﬂ
@ EABIH, pods BHLIREMETE KubeletConfig X & F ik BRI,

5. IF KubeletConfig tf SRR EL :
I $ oc get kubeletconfigs set-max-pods -o yaml

X% & R status: "True" # type:Success :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

5.4.2. &8 A8 B worker 7T S E
BINERT, TEXTAT AR worker T RN FE kubelet 8 XMIECER,, RAF—EBHSEARATH, WFARE
Bk, SHREEERKNEFTURMBEBNEN, EEMMIE, @ LHEBEHRNNSEHEENR
P =

1. Y%%E worker Hl2sECE it :

I $ oc edit machineconfigpool worker

2. }¥ maxUnavailable & HIFEEME :

spec:
maxUnavailable: <node count>

BE
BIXBIZEN, HERTEEBB worker 1 REIE, MAREREFRZITHN
AR,

5.4.3. Control plane "7 st K/

121



OpenShift Container Platform 4.8 R 5EE

control plane 7 A FRBIE REUR F R T RBE, LU THTEM control plane TRANZET
cggn.trol plane ZEEMHMLER, control plane IIHARIE T mBUEE A 60 % 22 (A R E R A AR LLU TN

o 12 MERRR

o 3INMEEE

o 6 MR

o 1NERE, A 21 pod BIER, ENEEFHHA secret

o 2ANERE, WA 1/ podBIE, HETHA secret

o 3 MERLLAIEREMARSS

o 3 NMEMZATEEREH

e 10 1 secret, HM 2 MHURINIBEEE

o 10 MECEMRSY, Hr 2 MHRUBIHEREEE

worker i ¥ E £3NE (BRZEN) CPU A% A%F (GB)
25 500 4 16
100 1000 8 32
250 4000 16 96

EEAB =1 master 5 control plane TR AEEHRELRHR, YHPA—PMTREL EFEHEW

i, CPUMINTFRENHE, METREERNHEIER, MEAREZEMEBEEHIMESN R, BRTEXH
SRRERERUTAREKNIERT. ERFH control plane TT B A FreSE AT A, MmN
HREAZ, HN, EAIRPLKE XN, RH master #EH HFZEHRINMFERSIST, AN
FRRVERGIEHTLLRK control plane Operator ¥, N T ERHNFKKM, 15/ control plane 17 s R G 4K
CPUMINERRFERERB RS 60% WFAABETRAAE, CEBFRERASHE, HERIIEI control
plane TR EBI CPU MATE, LUESRE IR D BIRMIERBERE.

BF

TRARNRFEHPNT RN RYE, BABURTER LRSI ESh X LN}
R, TOIEXEES, control plane EHREAEA TS RATFE1T (running) FrEERY
()48 b B SR ER

Operator Lifecycle Manager (OLM) £ control plane 7 m £iz1T, HEAEFESAEEURT OLM E&EtH
EIBRYEy R 22 R RN S R operator BIEIE, Control plane 1T REEAN AT X/, LUESE OOM
Kb, UTHIBETERSRKNRKMLER,

FZe KA OLM RE (GB) RET 541 HF operator K OLM

n# (GB)

500 0.823 1.7

122



FZeHIRER OLM BfE (GB) RET 541 HF operator i OLM

W& (GB)
1000 12 25
1500 17 32
2000 2 4.4
3000 27 5.6
4000 3.8 7.6
5000 42 9.02
6000 5.8 .3
7000 6.6 12.9
8000 6.9 14.8
9000 8 17.7
10,000 2.9 216

BF

MR EARERFESWEMBHRERE, NITEBRIELZITH OpenShift Container
Platform 4.8 ££8¥#H control plane TTmRK/N, K2, BAUEITT S BHERLE TR
rh{EA#ETER control plane 17 =K/,

5

BWETFETH OpenShiftSDN E ML EEEET OpenShift Container Platform 5£8% L1
IRBVEIE =

T2

£ OpenShift Container Platform 4.8 A, 5 OpenShift Container Platform 3.11 & Z BIHY
hRAMEEE, REMAEBIMRE 4 CPU AR (500 millicore) o FAE KRN NIZE FiX—

ino

5.4.4. 1% & CPU Manager

ff

L=

S

1 A FRETT R -

I # oc label node perf-node.example.com cpumanager=true
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2. Yw%EjE A CPU Manager B977 s MachineConfigPool . 7Ei XN RBIH, A worker #/2A T
CPU Manager :

I # oc edit machineconfigpool worker
3. 7y worker HlasEREMARINIRE -

metadata:
creationTimestamp: 2020-xx-Xxx
generation: 3
labels:
custom-kubelet: cpumanager-enabled

4. fi|# KubeletConfig, cpumanager-kubeletconfig.yaml, B7E L ¥R (CR)., &S L—¥
BRI, LUMEEAFTH kubelet BERE BT IEMATT R, 155 I MachineConfigPoolSelector
il

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

@ = Em

e none X MREZBATAE A T INHERIBIA CPU XEXEA R, MMARHINBHBIAERSB
B TR R,

e static, WWERIRAITERFELETIRIFMEN pod JKERE CPU XEXMMT R ERTHAK
pod,

9 A%, §7E CPU Manager WhiE#IER, BERINEN 5s.

5. BIESHE kubelet BLiE :
I # oc create -f cpumanager-kubeletconfig.yaml

IXRTE kubelet BEBEH AR IN CPU Manager Th8E, #1RFEZE, Machine Config Operator (MCO)
MEFT . EFMH CPUManager, NIABEE/E,

6. IEAFH kubelet BLE :

# oc get machineconfig 99-worker-XXXXXX-XXXXX-XXXX-XXXXX-kubelet -0 json | grep
ownerReference -A7

i th o Bl

124



"ownerReferences": |

{

"apiVersion": "machineconfiguration.openshift.io/v1",
"kind": "KubeletConfig",

"name": "cpumanager-enabled”,

"uid": "7ed5616d-6b72-11e9-aae1-021e1ce18878"

7. f& worker @58 E#HH kubelet.conf :

# oc debug node/perf-node.example.com
sh-4.2# cat /host/etc/kubernetes/kubelet.conf | grep cpuManager

it Bl

cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

wé'l £1/# KubeletConfig CR I & E XX ik &,

8. HIBIFER—DPHEZPAKH pod. FRHEIFGERELIGE CPU HIXEN—IMER, XIBRTATIL

pod BIPIRZEN :

I # cat cpumanager-pod.yaml
it Bl

apiVersion: v1i
kind: Pod
metadata:
generateName: cpumanager-
spec:
containers:
- name: cpumanager
image: gcr.io/google_containers/pause-amdé4:3.0
resources:
requests:
cpu: 1
memory: "1G"
limits:
cpu: 1
memory: "1G"
nodeSelector:
cpumanager: "true"

9. B# pod :
I # oc create -f cpumanager-pod.yaml|

10. BENEIMCHT RIFET pod :
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126

1.

12.

13.

I # oc describe pod cpumanager

=1
Name: cpumanager-6¢cqz7
Namespace: default
Priority: 0

PriorityClassName: <none>
Node: perf-node.example.com/xxX.XX.XX.XXX

Limits:

cpu: 1
memory: 1G
Requests:
cpu: 1
memory: 1G

QoS Class: Guaranteed
Node-Selectors: cpumanager=true

MILESECE T cgroups. KEX pause #i289:3%2 ID (PID)

# |—init.scope
| L1 /usr/lib/systemd/systemd --switched-root --system --deserialize 17
L—kubepods.slice
|—ku bepods-pod69c01f8e_6b74 11e9_acOf 0a2b62178a22.slice
| F—crio-b5437308f1a574c542bdf08563b865c0345c8{8c0b0a655612¢.scope
| L—32706 /pause

A% E (QoS) %%y Guaranteed #J pod # K EZI kubepods.slice 1, EE QoS FH
pod &fif F kubepods HJF cgroups # :

# cd /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-
pod69c01f8e_6b74_11e9_acOf_0a2b62178a22.slice/crio-
b5437308f1ad1a7db0574c542bdf08563b865c0345¢86e€9585{8c0b0a655612¢.scope
# foriinls cpuset.cpus tasks’ ; do echo -n "$i "; cat $i ; done

fr =1
I cpuset.cpus 1
tasks 32706
KEESRVFE CPU FIEK -
I # grep "Cpus_allowed_list /proc/32706/status
fr =1
I Cpus_allowed_list: 1

BIARGIHII A — pod (TEXNRAIF, QoS FHFZ N burstable #) pod) REETE NEFH
“Guaranteed B pod S EHIRZFRIZIT ¢
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# cat /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-besteffort.slice/kubepods-besteffort-
podc494a073_6b77_11e9_98c0_06bba5c387ea.slice/crio-
c56982f57b75a2420947f0afc6cafe7534c5734efc34157525fa9abbf99e3849.scope/cpuset.cpus

0
# oc describe node perf-node.example.com

it Bl
Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8162900Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7548500Ki
pods: 250
default cpumanager-6¢cqz7 1 (66%) 1(66%) 1G (12%)

1G (12%)  29m

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
Resource Requests Limits

cpu 1440m (96%) 1 (66%)

XA VM BB CPU A%, system-reserved % iE{REE 500 millicores, XXX —ARHPH—
WM R RS ER ), LUAE] Node Allocatable B9#i&, &R LIE R Allocatable CPU
21500 2%, XBEKREFEFTLLZIT—1 CPU Manager pod, ENE pod BE—/NTEMHA
. —NZENAKET 1000 22F, MREZXFAESE =/ pod, RETFEZZ pod, BRE

HES :
NAME READY STATUS RESTARTS AGE
cpumanager-6¢qz?7 1/1 Running 0 33m
cpumanager-7qc2t 0/1  Pending 0 11s
5.5. BT
THRFEER T,

5.5.1. ETIH{EA
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RAEES (A T) FHTEE, ERZEREH, TTHKANN 4K, IMi REFEHEZETF 256 11, 1Gi RF
Y TF 256,000 1T, CPUBHREMAEERE ¥, JERGHEEXLETMFIZER, Translation
Lookaside Buffer (TLB) = REL 1R ¥IE TR G A/ N BURE 28 77, INRTEFEHIES R EIEAE it AT L
£ TLB Fh$REl, IEMREHE BT RIRERS., REESEE TLN &, NFH TLB miss, REFRE
AETHHN, FERISNIUEEEHRILE, MmHIMEEREN RS, R TLB WKNEEER, Hit
FEE TLB miss FIME— A& 28N TR K/,

BEIE—NKTF 4K IRFET, £ x86_64 4R, BWMANE LB TR 2Mi # 1Gi, EHEMERERN
KINSKBERARE, BEFEAET, WHEENHKEBLUENBRET @ e, Transparent Huge

Pages (THP) HEENARFAZETHRNBERTEIBTEET, BXNMRAE—ENRE, FilL,

R T RNEHRN 2Mi, YERSHNAEFERRE, THP RSB RIEE TR, KB KERNER
B (Eh THP MR A 18) SBAFETREIE, Fit, SENARFIAEFERT (SHE) FRT%
SEMET, MAR THP,

5.5.2. N ARFINEFERE
RN EETMET SIREEETAE, — N ARETESR—NEERNWE T,

E i A LAE A&7 hugepages-<size> FIA 2R — N FTIRT KEEFE. Hb size BFE TR LEZRMNE
FERRABE B A BIFRIC. B0 - NREANT R 2048KiB TIAND, BFRE—NIHHENTR
hugepages-2Mi, 5 CPU S(EFERNEARRE, BElAXFTIENE.

apiVersion: v1i
kind: Pod
metadata:
generateName: hugepages-volume-
spec:
containers:
- securityContext:
privileged: true
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
hugepages-2Mi: 100Mi ﬂ
memory: "1Gi"
cpu: "1"
volumes:
- name: hugepage
emptyDir:
medium: HugePages

NETIREENMIVEBRERE. FTEEXNMEEENETAFEXR/NRUTIARN, B0, ETH
KNH2MB, MRNARFEEFEHBETAEMRS 100MB WAE, TIEELE 50 MBI,
OpenShift Container Platform & TN AT E, 0 EHIFFR, EALEETEE 100MB .

SEREXRNMIBET
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BEEEIRFSIENAN. BAEREANNEN, EENG SHSSREIERE N ANEES
#hugepagesz=<size>, <size> FEMHUF TN EA, FHATLUER—DEEMES [kKKmMgGl. FKil
KBTI K/NAIfE A default_hugepagesz=<size> 5| S5 E .,

BEX
o BETEIERKMMNETFRE, MFEETRE, NeRRIAN, BERTE.
o BT pod SERIR#IRE. BERMEIMREEITMEURIMRAPHE.
o JSimy B T{H) EmptyDir BREEHEFEKRT pod iHFRME TR,

o EiI7A SHM_HUGETLB B shmget() £ERE TN BER, FEz7—MEE
proc/sys/vm/hugetlb_shm_group HJ supplemental £,

553.BBEE

T RIS D BEE OpenShift Container Platform 2R FERMET, REBENNAEER# : E5|5
FFIEZ 1T, 7ES| S HITREBRIMKINM AT e, R NRELEERAMIEF, Node Tuning
Operator BRIXFERE T R EDEE T,

5.5.3.1. TE8| 56}

i
ZHDTRERNER, EREBUTSZRIF I TERE

L BT A R EER B TTXEN T K.
I $ oc label node <node_using_hugepages> node-role.kubernetes.io/worker-hp=
2. QIB—NEEUTHENH, HIEEH AN hugepages_tuning.yaml :

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages ﬂ
namespace: openshift-cluster-node-tuning-operator
spec:
profile: g
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50 6
name: openshift-node-hugepages

recommend:
- machineConfigLabels: ﬂ
machineconfiguration.openshift.io/role: "worker-hp"
priority: 30
profile: openshift-node-hugepages

Q % Tuned ¥EB9 name % & 77 hugepages.
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© '3 profile THEBEHHEE T,
© iR SHIFEEHFBEEN, RIALTARRHEMANNET,
@ FSRETHRREBNTE,

3. fll# Tuned hugepages | &
I $ oc create -f hugepages-tuned-boottime.yaml
4. QIBR—NHEUTREN M, FHiBEd 4 H hugepages-mep.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-hp
labels:
worker-hp: "™
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-hp]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-hp: "

5. fIENREER
I $ oc create -f hugepages-mcp.yaml
EhAE RWHIEE R RTF, worker-hp Hl28sECE M R BIRRAE T RINEEB N 2 BE 50 1 2Mi B T,

I $ oc get node <node_using_hugepages> -0 jsonpath="{.status.allocatable.hugepages-2Mi}"
100Mi

Digk

H
[=]

BEl, XNIIRERTE Red Hat Enterprise Linux CoreOS (RHCOS) 8.x worker i s

L+ #Z %5, £ Red Hat Enterprise Linux (RHEL) 7.x worker Tim £, BRIFAXZH
TuneD [bootloader] &4,

5.6. T R & iEH

WERERE—BHIBENRRAR, UEBERFEREERE, Waidtdd—m RILHI X LR
FRMESE, MMEXERETHASER, REILETENRERE, FestH=el
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BE
OpenShift Container Platform XHX &M API, {BixFiEGRSFHES MM EIRHX
o

HEEGRE TR (kubelet 94ME8) LiZ1THI gRPC BRSS, MTiEIBFEMBH IR, EME &AL
W BT iizid IR A (RPC) :

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device
// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during
// registration phase, before each container start. Device plug-in
// can run device specific operations such as reseting the device

// before making devices available to the container
rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

}
WA~
o EMAT COS BURFRIIA Nvidia GPU & & 4
e Nvidia B/ GPU & &M
e Solarflare & &
o KubeVirt I&HEH : vfio # kvm

MFEERERESELN, KEEESERERE - stub L& HEMH -
vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

5.6.1. IX&IEEEE AL
o SPIRER XSG BMEE S S,

o EFHN, H&EEGSZIAIET RLE fvar/lib/kubelet/device-plugin/ A — UNIX HiE#E
F, LUBEIRSGSEE FEAEERMN RPC,

o BT XABEGLINEEBEHTR. ENXHRENIFNAREZEFUE, B8 5E— MY
L2 EFXHIETT,
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o BN EFRHMULIMPRMTAXBESRNES AT,

5.6.2. TR &EIESS
WA IR M T — R, ETEBIR L AR IR A S E B SRR M R,
AT AN EE FIOREHE, TAMMESUEM LD,

BT
OpenShift Container Platform ZHXZ &M API, BixFiEGHRSFHES MM EIRHEX
o

REBEBNEEAENNEBEIER, B pod RTLAF AHER B BREI/FHRILEIRER XS EESF QSN
&, X—HEtERTFEREMTEMBT RER.

HERHE, S&EGRTE /var/lib/kubelet/device-plugins/kubelet.sock £ Register 5 & M E
KB, FHEMLT / var/lib/kubelet/device-plugins/<plugin>.sock B gRPC RS, LIRSS H&E
HEAE K,

AL IRFHSEME KRS, R EEERBRTIEAE MRS P IIH ListAndWatch izf2id#2iHA (RPC), 1F
NN, HEEERRET gRPC MBS RIRIL A RIFIR, HEEERBARATREGEE, U@L
BEHBELXEFNER. EHEG—m BECRERREFNR ; REAAEERSEMEE, MadEidE
BRSNS IR A E RN H B 2R,

TEALERHTHY pod AEATERET, Kubelet fHE KM BHR L B4 XA TEBLUATREDE, REEHESR
EHBUREHRE, URIFRESEENNNES. IREGHFEEFEEINEN LS RASEE, NITEZ
RER&EEG LA Allocate RPC,

LA, EERERATUHITEMNLMEE TR E0RE, MIChiEFRRE. KENBENEaER, X
THEE EARSLIM o

5.6.3. RIS EIEES
R A SE RS IIE A, EREREBRAEWITHE TASE BEG,
WA BIRARIR M T —FALE, ETEBIR L AR IR A S B SRR M R,

1L BIAL TSRS NEERBNT mREKERSE S MachineConfigPool CRD XEXHIFRE, HHATLL
TERE— -

a. BENGRE :
I # oc describe machineconfig <name>
4N -
I # oc describe machineconfig 00-worker
=1

Name: 00-worker
Namespace:
Labels: machineconfiguration.openshift.io/role=worker ﬂ
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Q@ EEERFERE

it =
1. NEEE®R OB E LR (CR),
W EHRSE CREETRH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr g
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ CrRAB—AE
@ HiAkENBREREBNIRE,

9 J% DevicePlugins % true”,

2. QR EEES

I $ oc create -f devicemgr.yaml
i th 7 Bl
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BEAMINT R EBBIET fvar/lib/kubelet/device-plugins/kubelet.sock, HRBERATIXEE
IR, XX FEEER gRPC IRFSJ[AEH LIUIIRFTIEEEMB UNIX IS EETF, REERT RS
BRI, FTRTE Kubelet FIE IR sock U5
5.7. 15 mFI AR

B ERT /RIER,

5.7.1. T &5 K FAR
WA )74 (taint) , TTRATLABXEAE pod, FRIE pod EFEER &R (toleration) .

e L@ 1 R #AE (NodeSpec) fHi5 N AEIT =, Fi&id Pod #itg (PodSpec) f¥&FRMN AR
pod., UIEN A5 RE, AERFEILER pod WEBEIZ T RLE, KBRIEpod TLUARIZIS R,

T RS ET5 RfBl
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spec:
taints:
- effect: NoExecute
key: key1
value: value1

Pod A& B BRHY

spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

F RS AR key, value # effect ZHAK,

X 5.1 ERABRAYS

S8 fed
key key BRERFHFH, &% 253 MNFR. key RILUFEIHFHL, TUEEF

B, 87, EF/F. ARTRZL

value value 2EEFHTH, &% 63 1MNEM. value WIHILUFERHHEI L, AIUEE
FR, BF. EFF. GRMTHE,

effect effect WEELE :

1
NoSchedule o 5i3AFIEERE pod RRF L

%‘ﬁi\\io

o IXTTRLEHAR pod RIRE,

PreferNoSchedule o 5EAREEIE pod TR EI

TRE, BAERFERENIHN
EO

o IXTTRLEHAN pod RIRE,
NoExecute

o ST RALEHET pod TiEHERIZ
%‘ﬁi\\io

o TREZBLEARNINE pod FHH
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S e
operator
P Equal key/value/effect SR, X22KIA
1H,
Exists key/effect S8 L, EQIRE—NE

K value %1, XIFICEEIE,

1. #05%RA control plane T s (BF[H master T1) 0T —4 NoSchedule j5 5, N7 m/ii&
& node-role.kubernetes.io/master=:NoSchedule {55, %5 SSWERIATM,
fBlan -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢

spec:
taints:

- effect: NoSchedule
key: node-role.kubernetes.io/master

BR577 RIEE
e 1R operator %1% N Equal :
o key SR ;
o value Z¥ A ;
o effect ZEHERL
o INR operator %1% Exists :
o key S#HEHE ;
o effect ZEHERL
OpenShift Container Platform AINE T L FI5 M :
e node.kubernetes.io/not-ready : TV AR, X5 T RIKK Ready=False *f L/,

e node.kubernetes.io/unreachable : 7 s To;EMTT mIRHIZRIH A, X5 RIKR
Ready=Unknown %/,

¢ node.kubernetes.io/memory-pressure : i mFERELE DA, X577 KR
MemoryPressure=True %I/,
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e node.kubernetes.io/disk-pressure : 7 mFIERIELE AL, X5 =R
DiskPressure=True X/,

e node.kubernetes.io/network-unavailable : 7 sS4 AATFH,
e node.kubernetes.io/unschedulable : 77 SA~AHE,

¢ node.cloudprovider.kubernetes.io/uninitialized : 77 siZHl 2@ AW =IREFEE I, £
TR EREXNG SR EMC AR A, TR EEEPINEMNMER SR MBI R
&, kubelet RFEBRILIF =,

e node.kubernetes.io/pid-pressure : T REH pid £/, X5T RIKE PIDPressure=True *f
o

B
OpenShift Container Platform X E R IAR pid.available evictionHard,

5.7.1.1. T f@an{al{s A BRI EHCEELER pod KR

BT LIRS 7E Pod A&, MachineSet X5 {5 tolerationSeconds 2%, 57 pod TE#IXFRETET LA
RES T RYEMNR K, INEFEA NoExecute effect BI/5 RN T sr, MBRISH (B8
tolerationSeconds £#{) B pod, TELLHIRA pod A& #IKFR.

i th o Bl

spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoExecute"
tolerationSeconds: 3600

EXE, IR pod EEZTEEEEENAEIR, pod RFST mIE 3600 #, ABRHKMR, NRIT=
XA 2 AIF8ER, pod BA A HEIKPR.
5.7.1.2. TRMeIfE AL N5 =

BRI LMER—NTT A BAZ NG E, FHIER— pod FAZNAR, OpenShift Container Platform %
RINTFATIRALIEZ N5 R FNARR -

1. 2038 pod EBEEEARAG Ko
2. ERALES RTE pod EBIETH effect :

o MREVH—ANARIET=EE NoSchedule effect, Ml OpenShift Container Platform &
BN pod E LT R L

o B EBARLTHES2EH NoSchedule effect, BEVEH—PMAFAEERIGHE

PreferNoSchedule effect, Il OpenShift Container Platform Zif A4 pod R E1Z T &=
£,
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o NMREVF—ITKREHSREHR NoExecute effect, OpenShift Container Platform =4
pod MIZTT IR (MMREBEZL TR LEIZTIT) , HERE pod FAEEIZTRLE (MIRILH
BEZTRLEZT)

o FEVFI5EM Pod &ITENHEIKER,

o HNR Pod BFI5RMEETE Pod HIH& A5 tolerationSeconds, N&K A REBFHE.

o HNR Pod BiFJ5E, BIEET tolerationSeconds, NI&7TEsEMN A BIREFHE,
fBlgn -

o ETRRMUTIGR :

I $ oc adm taint nodes node1 key1=value1:NoSchedule
I $ oc adm taint nodes node1 key1=value1:NoExecute

I $ oc adm taint nodes node1 key2=value2:NoSchedule
e pod EBLLTAMR :

spec:
tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoSchedule"

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"

EAXRBIH, pod BEHERTRE, RNEESE=NTRERNAR. WRERMGRE pod BET R
£iz47, pod &HEHZ1T, RNB=ZNTRE=ZNITRH pod E—FFIFHITR.

5.7.1.3. T & pod AEHIT KR (BB REBR T =)

Taint Nodes By Condition (BXIAER) ATB#NE RIkEWRRNT R, MMREFEEAMESL LD, NRED
TRIRE—MRR, WRM—N5R, BERRBEERN L, X5 285 NoSchedule effect ;
BN, pod BEHEEIZ TR L, BRIEpod BERENER.
FHE pod 7, HEERFARKETREREAEXLTR, NRTREE, NN pod HEEIFH—DT R,
BT HERFRENRTS RmIEEFRB T mIR0R, HBERLLEERINESM pod BIR, MAERFEE
7RG F A — L5 f0R O
MFFRARRS, FHERBIE TIBRRMBIFRE T HEES !

® node.kubernetes.io/memory-pressure

® node.kubernetes.io/disk-pressure

® node.kubernetes.io/unschedulable (110 & ShkA)

® node.kubernetes.io/network-unavailable ({XFREHFIL%)

137



OpenShift Container Platform 4.8 Z& G E
(T BT LA S R S R R E R IR,

control plane I 21EEH QoS F# pod H1IN1 node.kubernetes.io/memory-pressure
AR, XRE N Kubernetes £ Guaranteed = Burstable QoS & pod, #HY
" BestEffort pod TR AR B ZRABY T =R L,

5.7.1.4. T BRI R IXER pod (ETFHIHBVIKER)

Taint-Based Evictions THREBANIAZ /S AR, ATLAMIBEIRFEIRR (40 not-ready #1 unreachable) HYT7
=R pod, YT RBEIEA—MNRRES, OpenShift Container Platform B4 T iRz m, FHFF
JRIRER pod LA pod EFTAEEIH AL =,

Taint Based Evictions & NoExecute R, A~&IT5 =M pod Z#EILENIKER, F1T5 =M pod A2
IXp&, B&3E pod {# /4 tolerationSeconds 5%,

tolerationSeconds S A 1FIEIEE pod RIFEEAE T SR S EHIN K, INRTE
tolerationSections EIH SRR BAEE, NI RESFRFETRLE, HFEEBRRERRH pod FFHEIKKR,
INRIRRTE tolerationSeconds EIHRITERR, NIAMRER LB SR pod.

INRFFEEER tolerationSeconds 3, Nl pod & FE W ARFALEFN AT 15 1] BT s 4R 0 # X Bk

p= Y=
OpenShift Container Platform RLARRE A IKFR pod, MMBALEEEZNMNT ROBERE
FoH R KE pod HXBR,

BOABRT, IRGEREHRT BT 55% BT R AR, T REMBRERSERTZ
Xigp Ry PartialDisruption, 3B pod IFRERED, S FLARERNELERE (A
INASONTRFEED) , INMREANTRARIGR, BREFFIE,

MEELZELR, 1551 Kubernetes A HHY B X IKEZE RS,

OpenShift Container Platform < B3/ node.kubernetes.io/not-ready #/1
node.kubernetes.io/unreachable HFINARFH 1% E tolerationSeconds=300, [RIE Pod BBEHIEE T
HepE—FAER,

spec:

tolerations:

- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300

ﬂ XERRBETEKNERT, pod ERMNEIXLT SRM4 R EHNER—DE, SEREHERSD
o

BHURESEREXLERR. fl, MREE-PEFFSEMKTSHNARR, BARFEELEWN
B RIiE pod ST REFAERA L, UFEFIXIKREFHER pod WIRITHHIKE,
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B HRREE KB pod FEQIER <A LU T{5 =B NoExecute &FR, H%H tolerationSeconds:
e node.kubernetes.io/unreachable
® node.kubernetes.io/not-ready

R, SFIUERRSE pod TEBIKFR,

5.7.15. ARRFIBAE =

IRET LLE T 70 operator: "Exists” BIRMEE key 7 value B8, BT REBEBNBFMEIER. B
LE AR Pod R MEB T BT AR,

ATFABmMAETS =RfPod &

spec:
tolerations:
- operator: "Exists"

5.7.2. RMN{5 R AR

IR LLA pod F1{5 RURINABR, LUET REEWIEEIIELE pod ML AROIZFAER T R £, X FIEH
pod TR, ENERFMBRAINE pod, ABFHTRAMEIT R, LUBRBRERMARITMT R EBER
pod,

ff

L=

1. @Bi1%%E Pod spec i &% tolerations /N 173 pod HRIMNAR :

S

{8/ Equal ;2B R/ pod Eei& X4~ fI

spec:
tolerations:
- key: "key1" ﬂ
value: "value1"
operator: "Equal”
effect: "NoExecute"
tolerationSeconds: 3600 9

ﬂ RRSH, W0 Taint M toleration HEZR Ak,
Q tolerationSeconds S5 E pod FE#EIFRAT T LARFF & 17 REERIN K,

o -
{5 Exists I2E M pod Bd&E X456l

spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600
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@ Exists ZEHFFREZ— value,

ABITE node1 ERE— NN keyl BIE N valuel B9i5 2, 1525 RZE NoExecute,

2. BIFLUT 64, £ Taint #l toleration ZHHR RIS BN T R INI5 = -
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 key1=value1:NoExecute

L& 5 1E nodel1 EIE—MEH keyl, 1B valuel B975 R, HMRZ NoExecute,

N8R N control plane T/ (tBFRH master T7s) %M1 T —4 NoSchedule 75
=, M ST EA node-role.kubernetes.io/master=:NoSchedule /5 &, %5
mEEBIATM,

a0 -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢

spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

pod EMARES T R EHTREEE. BEHEE—RRE pod JELEEE nodel L,

5.7.3. FEREYEERNE S MAR

R LMERNERE DT RIAINIGR. 5 MachineSet X R KXMIATE T R SRS R EH. BRXHE
FERMTS SEVL IR XS EERIET KRBV RECEAREE.

it

1. @Bi1%%E Pod spec i &% tolerations /N 173 pod HRINAR :

{5/ Equal ;2E R pod A& Xl

spec:
tolerations:
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- key: "key1" ﬂ

value: "valuel™"
operator: "Equal”
effect: "NoExecute"

tolerationSeconds: 3600 9

ﬂ ANIRSE, 0 Taint # toleration HEFR A,
9 tolerationSeconds S#{38 &E pod FE#IKFRAT S T7 4B E RN Ko

a0 -
{5/ Exists I2E R pod Bd&E X461

spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

2. 975 SR NZEl MachineSet %% :
a. NIEBE)S M7 A% MachineSet YAML, tHaELLAIEH MachineSet 1% :

I $ oc edit machineset <machineset>
b. 5 mANINEl spec.template.spec Ef 4 :

HEEAAE Y5 RRH

spec:
template:
spec:

taints:
- effect: NoExecute

key: key1
value: valuel

ABIET m ERE—NE T keyl, {4 valuel 89755, 15 23%3R 2 NoExecute.

c. SHEBLEW R O:

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api
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7
IR AT AN AR LT YAML kY RAZRE -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
replicas: 0
LR PR,

d REFEV EBISFKE
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -
I $ oc edit machineset <machineset> -n openshift-machine-api

ZENBED. 5RARMNEIS MachineSet #f R XEHITT i1 L,

5.7.4. RIS RMARMAFHEET R

&D%E?‘éi—éﬁ%ﬁiﬁ#ﬁiﬁi)ﬁéﬁﬁﬁﬁi N pod RINBR. ARE, EXLETRPRMATNER, B
BIRE pod WAFERITRT R, HERFPHUEMEMT R,

INREFR LR pod ARERBLES KT R, BE/IFERMEIB—HT R, FH9 pod WINTRKEL
t, LUE pod RﬁEﬂF%‘JE'ﬁIﬂT\KWJW, o

i
BRETRUERF REFERIZT R

1 XL AN MBS
40 -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule
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N
AR LA AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: dedicated
value: groupName
effect: NoSchedule

Bt S B E AR, 9 pod ARINERR,

5.7.5. A5 mA B RIZGH BERIREGHT =

MRKBHPEVET REBRANEY, ELUERS 5%ﬂ§ﬁﬁlﬁ7m%ﬁ’iﬂ§#ﬂ’] pod SiX LT RR%F
PR, MMHXLET RREBAILEHRLFTERIREEH pod, LA LIERFEERIREHSD pod ERRFE
897 o

B R RRANINEI R ERFIRE ST R EARIREME9TT =89 pod H,

it

LAE
AR VFEE pod REBARIREHIIT R

Q'

1. NEERFFREHM pod RIMER,
o -

spec:
tolerations:
- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

2. BRAUTHREZ—, HINERFRELHRT RRINER
I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule
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N
AR LA AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: disktype
value: ssd
effect: PreferNoSchedule

5.7.6. MIk&RI5 mAN AR

BRLRERE, MTRBIRITRHM pod BIRRR, BNELFERABNE pod, ABEFIT=AMET
=, LUBRIERINERATM T R ERBER pod,

it
BERI5 RAAR

1L MTTRBRRITA :
I $ oc adm taint nodes <node-name> <key>-
4N -

I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-

=1
I node/ip-10-0-132-248.ec2.internal untainted
2. EMpod BIRE—RIR, %% Pod MAEERBIFZAR :
spec:
tolerations:
- key: "key2"
operator: "Exists"

effect: "NoExecute"
tolerationSeconds: 3600

5.8. {hfNEE 2
BREHFRERINSIESR.

5.8.1. #hINE IR 3 RA

144



B 58 RERNTRES

WIMNEERBITM Hint i24E (8 CPU Manager Ml & E12E) WSHIMNRNRIHZM AR 8
(QoS) B9 Pod %R, FHEAKERIRTEIEE Pod KR,

Z1% CPU RS Pod Mg Ry EMIEKFTIRCES, »/i{EFH static CPU Manager 5B
& B CPU Manager.

RINEEBRTIFON DR, XK cpumanager-enabled B E X HR (CR) AE X :

none kB&
X2 EIAERS, FHATEAIFRIMGTTHEE,
best-effort 5kl
XFFiiH best-effort fHINEIRKIEH pod FHIE AR, kubelet RUTAED Hint IREE R A IH B

IREORTAYSE, ERAXEER, AIEERERKFREFRIESHHEL NUMA TR IKE, MRKBME
BAREIRTE, NRINEESKREFINKE, FHE pod DEL T Ro

restricted g

X FH A restricted $HINEIRRIEM pod FHIENEER, kubelet KARAE Hint IREE KL INE T
TRER R M, ERAXEER, RINEESRSFEEBNISRNE L NUMA 7KL E, INRKXBME
RAEWREE, NRINESEEZSMTT SELXD pod, MTTEFH pod 4:F Terminated JA7, B pod #
AR

single-numa-node kBig&

*fFH# A single-numa-node AN ERRIZH pod FHIEAN AR, kubelet KRS Hint 1R4E 3k
ﬁfﬂﬁlﬁzﬁﬁﬁ_fﬁ'ﬁ FERAXNMER, HIEEBIREREN NUMA TTRXEMERERTEE. MR

2, pod H&PEAZ TR, MBI EFAE— NUMA 77 s kB, MR ESEBSIEMERT A
pod, IXE5H pod 4bF Terminated IR, B pod AR,

5.8.2. WEHINEESR

EFRRINEES, EWTIE cpumanager-enabled B E %R (CR) HEEDERE., MREXET
CPU Manager, MiZXHARESFET. MRXINXHEREFE, ErILAIRIZ I,

FeRE M

e ¥ CPU Manager tRESECE /) static, 1E5EY BRAMEESAEHBIERA CPU Manager 284 -
i =
#GE Topolgy Manager:

1. £ cpumanager-enabled BE X %R (CR) AECERIMNEIEIRDECHRIR,

I $ oc edit KubeletConfig cpumanager-enabled

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

name: cpumanager-enabled
spec:

machineConfigPoolSelector:

matchLabels:
custom-kubelet: cpumanager-enabled
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kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s
topologyManagerPolicy: single-numa-node 9

Q b S ENITZ static,

Q IEEFMLIRINE R D BERIE, TEiXE, KBERZ single-numa-node, BW{E
7 : default, best-effort. restricted. single-numa-node,

5.8.3. Pod 5N EE BRI E
LUFB Pod specs RB5ER T Pod 5 Topology Manager FI%X H,

R F&BIEEFIREKRSHRH, AT pod KL BestEffort QoS Kiz 1T,

spec:
containers:

- name: nginx

image: nginx

A AiERNFRE], T—1 pod UL Burstable QoS 25217,

spec:

containers:

- name: nginx
image: nginx
resources:

limits:

memory: "200Mi"
requests:

memory: "100Mi"

JIRAMARIETZ none, NIHINEESRFAEEEPEMET— Pod HiE,

RN EREFRE], &E—1 pod LA Guaranteed QoS £iz1T7,

spec:
containers:
- name: nginx
image: nginx
resources:
limits:
memory: "200Mi"
cpu: "2"
example.com/device: "1"
requests:
memory: "200Mi"
cpu: "2"
example.com/device: "1"

RINEIESRITEEIXD pod, RINEIEEAESE CPU Manager BE: 5508, %3RS ERE A A CPU B
HINEN, IRINEEESISE R FEESRFEL AR AHRINE, 80 example.com/device,
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IINEERNERALERFHIZESHNRER. 4 pod H, CPU Manager Ml & EERFAETRD
FoR B AR L RO 1E R

9. BFIRIE KL EEA

NFEMTERR, BHITLIEE-—DEIRIEKIRE, REHBFRTSRARYTRAIEUHEIERENE
FRRMBIFRIRK, MRBH/IEETRE, BRI TIHEK, NERSKARAXLRS], FHETEBTT
m IR ERIRE,

PREUAY i H L R EUR FiT ENRE R, MRBFEFEKRIRE, BEKFEIRAETRRENT R, £
K, BRAUUAREARMMEEICERIGEHEEFREEN TR, EHRREDHERT, TMEERRE
RO BRFRERENRS L E,

FEEFIERNER, MEHMERGIIENZHRRE, IR E NS TIERBEIR, 5 RMBRH
EERETIEMARE ; fM, MRINBHET 1G RFIHKH 2G REFREI, NIRIE 1G HKEESH
HERTRE, BRZEMEA G ; Bt EFEA% 200%.

5.10. {##f8 CLUSTER RESOURCE OVERRIDE OPERATOR BYSE#4J)|#Y1
EfEH

Cluster Resource Override Operator @—N 4 A Webhook, ®IiLEIRGT EFEMNREE, HESEHH
BT R EERABREE, Operator #HIFFEIIE A 17 R A LA RS B LB EH CPU FRIE,

R fEF OpenShift Container Platform #£l &3k CLI 2% Cluster Resource override Operator, #1F
im. IEREIREH, EAEIE—1 ClusterResourceOverride B E X ¥R (CR), HEAiXE L EMHAN
A, BIFBIFTR :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

ZFRE cluster,

ik, MREEIMANEET BENERE, NZAFERKBSZIREMNINESLE, M1E100
Z[Al, BRIAMED 50.

Ak, MRIEEHEINIEE T BEs CPURME, NI CPU EKRBEZRIRMEMX MBS, M1TEI 100
28, BRIAMEN 25,

ik, MNRIBESRBRINEE T FARERE, I CPURENEENHNERENT DL (INR1E
E) » LL100% § B 1GiRAM, ZEF 119 CPU AR, XaEEE CPUIEKENHT (MMREE
7) . BiAE N 200,

o ® 90
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pa -3
INRASR ERAIXLERE, I Cluster Resourceoverride Operator BEL N, BIE— M

X LRI E #97 A BRIABRFUAY LimitRange X5, =X7E Pod specs FECEE N AMEEH
RR i,

RERE, R FUATRENAEENBENGEEENKREEAEBNNENES

apiVersion: vi
kind: Namespace
metadata:

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

Operator 7 ClusterResourceOverride CR, F}#if® ClusterResourceOverride J# A Webhook #%&
£ F|5 Operator HHEM R ZE[H],

5.10.1. ff F§ Web 2% & %% Cluster Resource Override Operator

&P LAEF OpenShift Container Platform Web 25 5k %% Cluster Resource Override Operator, LA
B SRR EER,

FRFM

o MRAIB[/ERKBEMRME, Cluster Resourceoverride Operator f% G A, EiER—
LimitRange X N Ui B8 EEKIABR(E, =7E Pod spec FEZEZE L FARE IR,

i e

£ OpenShift Container Platform web 2 ll& %% Cluster Resource Override Operator :

1. £ OpenShift Container Platform web 12l & #3# A Home — Projects

a. mili Create Project,
b. 387 clusterresourceoverride-operator {£ /17 B F & FF,
c. Mili Create,

2. 3# N Operators - OperatorHub,

a. MTAF Operator 5|5 /1%F ClusterResourceOverride Operator, H il Install,

b. 7E Install Operator TLE ™, R Installation Mode £ T A specific Namespace on
the cluster,

c. #fR7 Installed Namespace i£#% T clusterresourceoverride-operator,
d. 5 7E EHHE AL SRR,

e. mif Install,
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3. 1f Installed Operators TIEA, = ClusterResourceOverride,

a. 1E ClusterResourceOverride Operator i¥{ETIE A, m Create Instance,

b. 7 Create ClusterResourceOverride Bif1 #, ZriE YAML #BRURIBEE X ELEFH
g :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

#ZinwsisE cluster,
mi%, I/EME1-100 2 A BERHFAEFERENBSLE (NRERAIE) . BRIAEHR 50.

Ali%, IEETE1-100 2 HEBEEAE: CPURENE 2L (MRERE) . BINERN
25,

gl

1]
2]
O -
4]

ik, MNREA, FHEEEEIRNERENED L, LL100% T B 1GIi RAM, FF1
N CPU AR, XERTEEE CPUEKANFITLHE (MNREEE) . BRINEN 200,

c. mifi Create,

4. B REEREE KRR SFEEHEAN Webhook BIZHFNIRE :

a. 7f ClusterResourceOverride Operator TUEH, mifi cluster,

b. 7E ClusterResourceOverride Details TT#, = YAML, ¥ webhook #1i
£, mutatingWebhookConfigurationRef T H ¥,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:

annotations:

kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","met
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi
mitPercent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:

podResourceOverride:
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spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

ﬂ 5| A ClusterResourceOverride 4 A Webhook,

5.10.2. £ CLI &2k Cluster Resource Override Operator

EA LUFE A OpenShift Container Platform CLI 3%%& Cluster Resource Override Operator, LAES Bl
SREPITERER,

FoRFMH

o MRALERIGERE, Cluster Resourceoverride Operator £:5& B /M, W FERA—D
LimitRange X &R 11 B 15 EEIARIE, (7E Pod spec FECEE N FAMEZRIRRE),

Pk =
A CLI %%t Cluster Resource Override Operator :

1. 4 Cluster Resource Override Operator B3| #2 iy Z2[H] :

a. H Cluster Resource Override Operator flJ—> Namespace Z2[8]%f & YAML {4 (40
cro-namespace.yaml) :

apiVersion: v1i
kind: Namespace

metadata:
name: clusterresourceoverride-operator

b. A& ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-namespace.yaml

2. 8 — Operator 4H :

150



B 58 RERNTRES

a. J Cluster Resource Override Operator fl|#—> OperatorGroup X% YAML X (40 cro-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. fll# Operator 4 :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-og.yaml

3. BIEB—TH -

a. #7 Cluster Resourceoverride Operator fi|E— Subscription /5§ YAML 3 (40 cro-
sub.yaml):

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.8"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. BIEEITIH :
I $ oc create -f <file-name>.yaml
40 -
I $ oc create -f cro-sub.yaml

4. 1f clusterresourceoverride-operator &5 % %2 [H] 1 fl| & ClusterResourceOverride B & X FR
(CR) X% :

a. # A clusterresourceoverride-operator 54 22|,

I $ oc project clusterresourceoverride-operator

b. 7 Cluster Resourceoverride Operator 3] ClusterResourceOverride /& YAML X {4
(40 cro-cr.yaml):
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apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

L iZ cluster,

ik, EEEI-100 X ABEASNFRENBSLE (MREABE) o BIMED 50.

-

mi%, IEEE1-100 2 B EBEERZ CPUREMNESL (NRERIE) . BIMEN
25,

@ Tk WRER, FEEESFSAFRENELL. L1100% IR 1GIRAM, %HF1
A CPU MK, XREER CPUIERANHTAE (MREEME) . BiLEN 200,

c. i/ ClusterResourceOverride X & :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-cr.yaml
5. B EEREEE LHIRIPIRSRIGIEEA Webhook B HIK .
I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yami

Y webhook # AR, mutatingWebhookConfigurationRef 7% H ¥,

it Bl

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"

selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster

uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
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spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

ﬂ 5| A ClusterResourceOverride 4 A Webhook,

5.10.3. e & &+ R = E

Cluster Resource Override Operator & ZE— ClusterResourceOverride B & X %R (CR), URIEH
2 Operator izl £ ARSI E MR,

FoRFEH

o MRALBERIZERIE, Cluster Resourceoverride Operator $:& B /M, W AERA—D
LimitRange X[ & 11 B 15 EEKIARIE, 7E Pod spec FECEE N AMEZRIRE,

iz
ERERIH BT BEA -

1. Ym%E ClusterResourceOverride CR:

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 9
limitCPUToMemoryPercent: 200 €)

A%, IBEMLE 1100 2 AIBERBRNERENELL (MRFERHIE) . BRIAMEN 50.
A%, 1EELE 1-100 2 A BEER % CPU BREMBE O (MNRFEARIE) . BIMER 25,

909

A%, MNRFEA, HEEBEEARANEFRENES L. LL100% T B 1Gi RAM, ZEF 14
CPU W%, X&EEE CPUIEXREIFITAE (MNREEBE) . BIEN 200,
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2. BIREEANEFHE Cluster Resourceoverride Operator 1241 2 {F F B0 B ERARMN T LA TR
iH
apiVersion: vi

kind: Namespace
metadata:

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true" ﬂ

@ ExMFARMEEIE.

5. T80y £F

(R AT LU A & T S SRS T R b B, MARSS R (QOS) RFE, CPU RESIRE YR, &
VR h 4 R T en A TR T B 22 5 B FR Th 8K,

511 TRITETRMNES

TR R ST E T RERE,

5.11.1.1. T f#A2%3 CPUEK

B LURIEIRBHIE RN CPU 8, AHEAIMERET m LIRMREBE CPU, BEXSBITASIEEMNR
Hl, MRZIBRAEERBE CPU, NISRIBENTRIERE CPU ERSE CPU KA,

BN, IMR—PFEFERT 500m CPU KA, A—1NB2:1EK T 250m CPU Af[a], BB21% T m LR/
A4k CPU B EILL 21 LEBITE XN BeaZ B DB, MNRBSIEET — 1N IRE, BRERE, TEFERBET
e ERRFIF CPU, fH Linux A& CFS H£EZE X Hrom L CPU ER, BIMNERT, A Linux B
) CFS BRASZ :5 LA 100ms | £ (5] f@sa i S5k CPU FREI, {BiXal A2,

51.1.2. TRASZAFFHK

e LUMRIEPREBRIEKRVAREE, AU UMFERASTERENRNTE, BE—BBTIEKE, AT
R EBEARERNRBEEAHA L, MRFBLSEANREDTIERE, BFSBEXLE, BRIEFERGFESSHTIT
HREFEMNHNEEBRL T TRETREREEZEEERNNAREE, NRBSIEETNERS, N RIS
SITENRALE,

51.2. TG EFEAMRSS HEE

YT REFE T RBAHIERN pod, HETRLFE pod WREIEFEL THRTREEN, ZTRLE
T L EFEARS.

i EEANER, TREMN pod HEKAEARSAENARZXEFEITRAENITETR, KEXTHE
SRS, TR pod IKFARBIMK SN BEITHHHRRM TEM NRSE (QoS) K,

pod #IEE N =1 QoS KHH—1, HHEEFHET :
K52 REHER
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00,9, 74 REH ok
1 (&:) Guarantee MR HNFAEFTRNE TRFEMETEER (REFF0) FHENIHEE, N pod #
d 3257} Guaranteed,
2 Burstable MR NFAEFTREE T IERFMETERE (RETF 0) FEEBIIFHEZE, N pod
#1325y Burstable,
3 (&%) BestEffort NR&AE NEM RSB IERMES, N pod #1235~ BestEffort,

RER—FMAITEENTR, RLERFEBRENERLT, LTAENKENSSRELERAL

® Guaranteed B ENEE, FERITLIREECIBIRAHNERABEANEEHEREMLE
TARIB R AT BIRRRET, FRBKIE,

o TEFRFANEFELENN, Burstable BZFMNRBI HIEREHFHFBEAFEHM BestEffort B35,
BRRKBEEESIAILL,

e BestEffort BB WM AN MESRE. RARFEFRL, XERBFFNIBRILERAL,

5.1.2.1. T MM A A RNRS L ERFERERE

IR AT LAfE A qos-reserved SHUEELRE QoS 47l £ pod EREMANFE DL, IIBEEIHREIEK
TR, BRIEHME QoS KHH pod FERKE QoS K H pod A& KHIHR,

OpenShift Container Platform 28R40 T/~ {f# A qos-reserved S :

e {f qos-reserved=memory=100% i, FEIE Burstable #1 BestEffort QoS 254 E QoS
PG RMANTE, XS0 BestEffort 1 Burstable T{Ef1%; L TS Guaranteed #1
Burstable T{F /1 #BREFIREEETEE OOM BIXES,

e (i qos-reserved=memory=50% i, fti Burstable ] BestEffort QoS JHE#EE QoS 3
FTE R —¥,

e [f qos-reserved=memory=0% ff, ftiF Burstable #1 BestEffort QoS &% HFE T RMIAR

BASEHE (BWUH) , BE28I Guaranteed T/E A EAREVT RIFTIEKAFEHISS, LG
ERTEAXIITHEE,

5.1.3. TR #NEF QoS

BRI LAET R EBVARARHE:, LMERIFIRSE (QoS) Rz, &M, 7= EMYIBFIERBET A,
MM Kubernetes B FEFTE pod HUE L 12 AR AR IREY BT IR IR FE,

pign, IMRWANBERE pod BEIEAERS, SPEETUFRERARARNEF. &L, UREERPHR
#HZ2[A], pod FHIHIZARERE N RIRBAN T PR Ak,

MRAZARM, REBTALERHEE]EESZ MemoryPressure, MIMERK pod ToiEIKBFEA]

HEHEERPRIBIATF, IHETRERIREES pod, H—FRKRAEFLES], KERMEERTAE
TR (OOM) EHBIXf,
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BF

MRERT M, XTI ARAFR RS R ERFRE(ERTERES A EFER, FIRAK
RABAE, RFEERIREENDN M RHBLERR pod, HFEBHFAREIZALERE DM
FIET R E.

511.4. T Rt EFH
i EEENTIER, SVEFRRET R, LURRSENRETN.,

LT RESH, ERBRIREFEEEHXERARTHMAILA. RIEDERERRE, SNARNIZKFR
EP\]T?&:‘EBET%MZ

FHARIX—4TH, OpenShift Container Platform i@id ¥% vm.overcommit_memory S#XE N 1 KEBE
HINRERGIEE, MNMERZKEE LT EFERART,

OpenShift Container Platform 1373 % vm.panic_on_oom X E 1 0, MAKEB N TAEERER
BE AR, KB O ATSMAKERERRE (OOM) &R T oom_killer, LURIEM ML L HHFE

AR LURIEN 17 OB T A T e B R BB HAIRIRE -
I $ sysctl -a |grep commit

=1

I vm.overcommit_memory = 1

I $ sysctl -a |grep panic

=1

I vm.panic_on_oom =0

g TR ERIAE BT LbiRe, FREH—SIRIE

EILA LN EN T RUUTUUTEE ¢

i
G

A CPU CFS BC&i%E F =k i Il SE e CPU BRI

NRGHRRE TR

NARABIRS HEFNRERNE

5.11.5. 1/ CPU CF'S Be#i%E F =i il 5K e CPU [RH
BRAERT, TSR Linux R MZR ATEERRE (CFS) BAisf im HI 5L e i CPU BRI,
INREAT CPU RIS AISIHE, T7HRENT RNPMEEEE -

o MREEBA CPUIBR, NIERIDE Linux PIR%HBI CFS #2351,
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%55 RERNT RES
o MIRAZF/EE CPUIEK, {BIXHE CPUIRMI, N CPUIFREIANIEER CPURIE, FH Linux
A% CFS =,

o WRABENTEAR CPUIERMERE], N CPUIHFRE Linux RIZHH CFS =45k, B
CPU BRHIR SN 1 s = £ R0,
Fe R4

1 WAL TS AHEERENT REEKENS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4 -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THRINGE/([EX, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. HEEBEOEEE LR (CR).
%A CPU R#IBRABIACE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

name: disable-cpu-units ﬂ
spec:

machineConfigPoolSelector:

matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
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kubeletConfig:
cpuCfsQuota: 6
- "false”

@ CcrRAHB—IE
@ BRENSERELRIRE,

9 ¥ cpuCfsQuota S#i% &} false.

2. BITUUT oS R0E CR :

I $ oc create -f <file_name>.yaml

5.11.6. N RS HEERE TR

NREFITENAEFESAREHD T RTRIEER, 807 REBTURE -2 HRARS h—_rTF'L
BEA (TREDIZITXLETFIHETERERBFERETF) . FilE, BUEHIREFEETT 45T
RE IR,

iz

ZEAA VI pod HERBHIR, HEIEETATHRENKEROET /R, MFTHESIEAREE,
HEH" T ROEHEIR"

S5N7. ZATRdEFEH

BERZE, TUEESAT R EZETEER,

Pk

BETAMZERTEER, EELTALZTUTSS

I $ sysctl -w vm.overcommit_memory=0

5.12. 1 B 2% 7| BR1E

EBBhEE T EE A, EEALUSABEENTEMKRBESERE, it EFEREERTMIIBIEEREM
CPU PR, LARZRIME,

MFBERTMBPHHRRENER, ESHAWMNTEIR,

jl:—l%y /p\jl’)\jjﬁi&lﬁa?{;ﬁﬁ Eﬁﬁﬁo

5.2 ZBUBEdE#FA
ER2E, TLURTIERETEER, B0, SR Tt i A AR B B AR,

iz
EENTEHRRATEER :

1. SR E R R
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2. ANILATERR
I quota.openshift.io/cluster-resource-override-enabled: "false"

3. QIRIENR :

I $ oc create -f <file-name>.yaml

5.13. S I B BT s TR
IR F IO U,

5.13.1. T RNl @ ot 5 R BUIR B R B 4 R R 2R
AT KPR BB R AT A 2R B K B UK
NERESEZE T IREREER, T ReFul v ERE M AP TR pod REBRER. 1R pod B#EMIER,
NAEsFtE2WMHER, RE pod HAEWMREEEAZINREE, BHRASRE. RV REBME LN,
cakiRrads, FEXEEET oclogs M HBR.

® eviction-soft - FIXFRBEMEFIKBRHEH S — 1 HEIE G 18 €N B H RHEIBC N

® removal-hard - FEIXPREIER B TR, WRVERE], OpenShift Container Platform Fi&=IZEl
FET N,

TR T IKEREE

x 5.3 ATRERSRLIFBIRNEZE

MemoryPressure memory.available TR LW ARE,
DiskPressure def ilabl TRIRXHRSE. nodefs skiE{&
e nodefs.available S %2 imagefs - #07] FRALE
¢ nodefs.inodesFree ZIHSRE]T R
e imagefs.available

imagefs.inodesFree

%t F evictionHard, ZIEEEXILESE, MREKEREMESH, NRNAEEN
S, NRENRTEES T,

INRT REPEARRRENE £ TF8), BREETHERKBITIIRE, NI BB RFHFEETE true 0 false 2 [A]
Rz, AL, HERFATREIMETAHNHARRE.

ERh I XFE RN, 15#F remove-pressure-transition-period 7710 %] OpenShift Container

Platform 7EfER & J R BT N RETE], OpenShift Container Platform A& X BER R UIHL[E] false
A, 7EEEHARRAFHNT4E T [ 0K 05 i kB O I PR B 1L
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5.13.2. 7 iR tn{e] @i 1 3% O YR F2 PR Bk
S T EIRSE T s b cAdvisor 3RS BIREAL FA 2 R TE M T SRR IR LA,

Bt b ISR SRBR E T W DSR4 -

o MLHJRIINOEM#HIAER S (UEBHERT) . BMEN 85,

o HHFhIREWURZ IR ERET O (UBEHFRT) . BIMED 80,
AFEALIR BN, ERALUERAE L HRERUTESZE,
& 5.4. AT REERGIIK DKL E

Wil sk

imageMinimumGCA B B IR IRERE, RABGRNISNFER, FIAED 2m,
ge

imageGCHighThresh itk iii&i RO REE 2L, UEBHFRR, RIAMED 85,
oldPercent

imageGCLowThresh B EB R REE ok, UEBHERR, KIMEN 80,
oldPercent
FRIZTH IR E SRR MERIIE
. BEIEZED— pod B {THHRIRHTIR,
2. ENLTRARERMIIER,
BEEHAEET, FRGENSEIN, PREHREEENAZ, IRFERETZT (EAFFE—NFIR) HEF
Miggremel (EAEZNAIKR) , ©RREHairntEl, EREEMCRB FLURIZT. ARG, FiE
FRIRERARYERS R BT HER .
—BFRE, EEMRRIBGES, BRHRELERE,

5.13.3. N RSB MRREE LK E K

ENERER, EILLEN NENIEEE M AE kubeletConfig X R EEE OpenShift Container
Platform $TH % EIKEI A R,

TB
OpenShift Container Platform R FE 125 E A — kubeletConfig X &,

BRI LEBU LM ERAS :
o RARUIKFR
o HaMEIKER
o HERIKER
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FRFM

1 WAL TS AHEERENT REEKENS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,

R
WRIERTFTE, THARINEE/([EXF, B0

I $ oc label machineconfigpool worker custom-kubelet=small-pods

Y=
1. NEEEE®ROEAE LR (CR),

BF

MBRRAE—NXHRYE, =3 /var/lib/kubelet #1 /var/lib/containers/ iL F[E—X
Hx4im, NEEEEENTERMLIREE, BhellEEakiii. RS
KA KPR

ARLIKOIN CR MECERA :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: worker-kubeconfig ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
evictionSoft: 6
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memory.available: "500Mi" ﬂ
nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"
evictionSoftGracePeriod: 6
memory.available: "1m30s"
nodefs.available: "1m30s"
nodefs.inodesFree: "1m30s"
imagefs.available: "1m30s"
imagefs.inodesFree: "1m30s"
evictionHard:
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "4%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"
evictionPressureTransitionPeriod: Os ﬂ
imageMinimumGCAge: 5m 6
imageGCHighThresholdPercent: 80 )
imageGCLowThresholdPercent: 75 @

X RBI TR,

e EN 2 BC Bt R AYPRES,

IXEREEBY : evictionSoft =X evictionHard.
EFRER PR % 15 5 B9IKFRE {E,
POKPRPIRER, WWBHAEH T eviction-hard,

ETFHRERRM L ESHIPREIE, *F evictionHard, B2 IIEEMAXLESH, NRE
BHREMBESH, NRNAEENSY, SREWRTEESIE,

FRRRAK PR R F IR R B R RIS [,
BB RRB IR RAT, RAHGRIRDNER.
PR BB B R EE ot (UERERT) .

9009 9906006009

Big b RO R HEAAEE o (UERERT) .

2. BITUTHHREECR:
I $ oc create -f <file_name>.yaml
4N -

I $ oc create -f gc-container.yaml

i th o Bl
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I kubeletconfig.machineconfiguration.openshift.io/gc-container created

1 BALTREIEEREREEERK, B8 E LFIRPIEER Machine Config Pool &%
UPDATING 5= "true”, BEIEHRELEB L

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

5.14. {5 NODE TUNING OPERATOR

B2 FFFF Node Tuning Operator,

Node Tuning Operator BT LAEEBNZ @ 1S 4k TuneD SPF RSB T A MIMERE b, KZ S HRE
N ARFHREE—ERENRZL MR L, Node Tuning Operator NIRRT —NF—M., TTm—
T sysctl BEIREO, FHAUREBEEAAFNEERFHRME E LHEH ﬁ“ﬂ:&%o

Operator 45 OpenShift Container Platform &28{t TuneD SFF#HF2/F 7 — 1 Kubernetes SPFi#f2%5
HITEE, BRIET BE LEREMIEXE U R R BB E R P TN AR RN
TuneD SFH#2H, MNHFINARKERBEMNAME T RLiZ1T, BN TRLEZT—1,

HEREMAZEEREANEMGR, SHBTERMLELIEESREK LRI TuneD SFRH, &
& TuneD SFiFPERE AT N FAEY 1T R B EIR,

TERRA 4.1 RE=mhRAH, OpenShift Container Platform fr & &E A& & T Node Tuning Operator,

5.14.1. 1/i[7] Node Tuning Operator R=I#14%
{5 A L RAZ 15 17) Node Tuning Operator BORBIFIAE,

ik
1. IB17 :
I $ oc get Tuned/default -o yaml -n openshift-cluster-node-tuning-operator

2K\ CR §7£ 7 OpenShift Container Platform SE AR EEFER T SR (i, ©REBERRLE
Operator Management R, Operator fFEEX BN CR EMEM B E L ER, HFTEE LR
b, HAIERB 2 Tuned CR, #TAIEM CRESEIAM CR &FH, HETT sk pod FRHAFEEE XA
AT RN A B SO,
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DIk

==
[=]

RATERELERT, X pod FMEKZFAILME N BRI TR AN —MEE A,
BENMNFAEmMERXFAEE, FilERBEREP, A Tuned CR FATHE pod ih
HIEES, RO THE pod iMALEMNEE LEES, NZIeeSERN SR &
LUE#9 Node Tuning Operator R A a8 FF pod tRIRIIEE,

5.14.2. BE LA

Operator B E L HIR (CR) @MW N EEID. FE—E0 = profile:, X2 TuneD EEEE R HE AT
xR, FED 2 recommend:, FAXE LERBEELEFLTHE,

ZANBE ST LLITE, 7 Operator i & 22 [ RHI% A CR, Operator &FEMEI R BEFEH CR
MR T IB CR, FREMAEMEE LHREMILIEBHEEFH, FENEHREIIE TuneD SFFHIZHIE L XT
%Q

EERE
BT AEEBRIAB Tuned CR % & Operator Management X7, BRINIEMR T, Operator £6F Managed
4_I7:<7§ ZXIAB Tuned CR #13% % spec.managementState ==F%, Operator Management JRZSH0A SR {E 10
® Managed: Operator RTEERE FIR B # BT EIREN R
e Unmanaged: Operator 2R EZ B HRIIE R
® Removed: Operator Bk Operator & &R IEXT R THR
ECEEHIE

profile: Z32FIH T TuneD EEESE R H A,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...
- name: tuned_profile_n
data: |
# TuneD profile specification
[main]

summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings
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BUNRES

profile: 452 #@1J CR #) recommend: Z89 3K E L. recommend: S4B IRIB LI ERERES

ESE=RIIE.

recommend:
<recommend-item-1>

<recommend-item-n>

FISR A EIIRILII -

Q999 609

- machineConfigLabels: ﬂ

<mclLabels>

<match> ﬂ

priority: <priority> 6
profile: <tuned_profile_name> G

operand:
debug: <bool> G

ﬂjilﬁc
MachineConfig 773 B0/ (HF 88, H#ITEMHE—HY,

INRAER, NSBXEBELE, MRIFXRETLENESNEESE, HNXKET
machineConfigLabels,

kIR,

REEHF LR, BERFRTNESES (0 B&ELEHN .

ECFE AN AR TuneD EES. #5120 tuned_profile_1.

AR REE,

) TuneD SR R2IT X A1, true HITH, false HX[l. BRIME false,

<match> B —MEAE LR EAE, ITFE

- -

- label: <label name>
value: <label_value>

type: <label_type> 6
<match>

TR pod PR B,

AT Bk pod TR {H, HIRAME, <label names> & LAITHES,

a|

S
BT REE (node 5 pod) . WMRERL, &FF node.
A%

B <matchs 713K,
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INRAABE <match>, NIFFEREMN <match> 9N ITEE N true. BNRBRE false, FEFKR
ASENEGYN N <match> SBOMEESE, Hit, ]RE (F% <match> E49) SLUBH AND Z2EEZ
. Rz, HNRITE <matchs FIRAE[—I7, A <matchs FIR TGN true, Ftk, ZIKRLEEH
OR iIZEFizE,

#N5RE XL 7 machineConfigLabels, £ F#25E & mAIEE R %5 ER recommend: FIRITT

Ff. <mcLabels> 15 EHBRECEIR . VL ERBN0E, UERES <tuned_profile_name> #1 F
FHIXE, WAKEISSH, XBEFEHAS <mcLabels> FCE RN 2SE B FE2S T AT AN SEE I,
FEDE T HBINYBREE MR E T m X BEE S <tuned_profile_names>, E41% B BA master
# worker AT &, BJfER master A,

7% 5 match #1 machineConfigLabels B2 OR R {ERFiE£#, match Wi LUE LR 5 1P
e, MReHIFE S true, NFEE MachineConfigLabels i,

BF

LEAETIRRERNTEN, BIUSEEARBEAREN T ROHIIR—HARER
F, FPEEINRNTESSBERAZR—VNSEREBRNHDHES T RH TuneD #1F
NERSFBARSEARE,

B - BETF T == pod hrZHIPEAS

- match:
- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBEEBESRMLEHN, LLLE CREFASRE TuneD ST #H L H: /) recommend.conf XX, LN mE
(10) MEZE %L 2 openshift-control-plane-es, FSEHLEEEE. EAE T RLZTHASRE TuneD
SRS TEERER—T R LR B E21Ti%E tuned.openshift.io/elasticsearch I7% 8 pod, INER&A,
ZEEA> <matchs> B8 1T4E N false, HIRFHAEEFZINEM pod, /T ik <matchs> F5 ¥4 true, 17
mrEthEZE R node-role.kubernetes.io/master 5 node-role.kubernetes.io/infra,

ISR LEFRZEX LA N 10 WESBESE M S LA, NN A openshift-control-plane-es E2E%E, FHETE
EHEMEEES., NRTR/pod IREHERTE, NEEILENE_SHNEES (openshift-control-
plane), fN1RA2RL TuneD Pod EEH 1% node-role.kubernetes.io/master = node-
role.kubernetes.io/infra 8977 = 217, NN FAEES.,

&/, BLES openshift-node HIfLEJ &K (30), ©i%%E <match> 4>, HEUILIBAIEE, MARAET

REFEREMLEAESHEES, ERFEN—NERTME T RMEESRIXE openshift-node
E%O
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58 REERNTRES

PRIORITY 10 PRIORITY 20 PRIORITY 30
T
1 1
POD 1 I
s FALSE ! NODE ! FALSE
tuned.openshift.io/ : . :
e e e ! node-role.kubernetes.io/ k
1 master I
] ]
1 1
1 1
RUNNING ON ! OR !
. A : :
; : oo |
: NODE | ! ?ode-role.kubernetes.io/ !
1 . 1 1 infra I
: node-role.kubernetes.io/ ! 1 [
master | | |
: : __________________________
1 1
1 OR i
1 1
1 1
1 1
1 1
: NODE !
} node-role.kubernetes.io/ !
1 infra 1
l i
1 1
TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

fl - ETHIAECERRIITAD

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

NREWD T RNEFHSIFIER, NEIT RNV ESSEE BRI mitfFEesing, RAEtlEL
Tuned CR, &G0IEBE W HZREEM,

5043. EE#P RERINEES
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DT RERREPIEBENRIAEESE.

168

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: default
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- name: "openshift"

data: |
[main]
summary=0Optimize systems running OpenShift (parent profile)
include=${f:virt_check:virtual-guest:throughput-performance}

[selinux]
avc_cache_threshold=8192

[net]
nf_conntrack hashsize=131072

[sysctl]

net.ipv4.ip_forward=1
kernel.pid_max=>4194304
net.netfilter.nf_conntrack_max=1048576
net.ipv4.conf.all.arp_announce=2
net.ipv4.neigh.default.gc_thresh1=8192
net.ipv4.neigh.default.gc_thresh2=32768
net.ipv4.neigh.default.gc_thresh3=65536
net.ipv6.neigh.default.gc_thresh1=8192
net.ipv6.neigh.default.gc_thresh2=32768
net.ipv6.neigh.default.gc_thresh3=65536
vm.max_map_count=262144

[sysfs]
/sys/module/nvme_core/parameters/io_timeout=4294967295
/sys/module/nvme_core/parameters/max_retries=10

- name: "openshift-control-plane”

data: |
[main]
summary=0Optimize systems running OpenShift control plane
include=openshift

[sysctl]

# ktune sysctl settings, maximizing i/o throughput

#

# Minimal preemption granularity for CPU-bound tasks:

# (default: 1 msec# (1 + ilog(ncpus)), units: nanoseconds)
kernel.sched_min_granularity_ns=10000000

# The total time the scheduler will consider a migrated process
# "cache hot" and thus less likely to be re-migrated

# (system default is 500000, i.e. 0.5 ms)
kernel.sched_migration_cost_ns=5000000

# SCHED_OTHER wake-up granularity.

#



# Preemption granularity when tasks wake up. Lower the value to

# improve wake-up latency and throughput for latency critical tasks.

kernel.sched_wakeup_granularity_ns=4000000

- name: "openshift-node"
data: |
[main]
summary=0Optimize systems running OpenShift nodes
include=openshift

[sysctl]

net.ipv4.tcp_fastopen=3
fs.inotify.max_user_watches=65536
fs.inotify.max_user_instances=8192

recommend:

- profile: "openshift-control-plane”
priority: 30
match:
- label: "node-role.kubernetes.io/master”
- label: "node-role.kubernetes.io/infra"

- profile: "openshift-node"
priority: 40

5.14.4. X8 TuneD P2 iEM

FEfER Tuned CR B profile: 39 1 7E XBIB E LECESERR, LU TuneD 4 EZ 2, (B [main] &8

DR
® audio
® cpu
e disk
® ceepc_she
® modules
® mounts
® net
® scheduler
® scsi_host
® selinux
® sysctl
® sysfs

® usb
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® video
® vm
H— SRR M T AR RS ETheE, BRIARSHEF LT TuneD & :
® bootloader
® script
® systemd

MEFLELR, 1ES M Available TuneD Plug-ins #1 Getting Started with TuneD ,

5.15. EEEN T mME K POD # &

BN SHIEHIRIFAE R T =B pod 8E LR, 4717 podsPerCore 1 maxPods., 1R &R {# X
PN, U B 2 mp /N O BR 1 Sk BR 3117 s £ B9 pod 24,

M

Blan, MR/ —NE 4 MEEBIAK T = E# podsPerCore % &7 10, M%7 s _EfVFH pod &2
LR 40,

SeRFMH
1 WAL TS A EERENT REEKERS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THARINEE/([EXF, B0

I $ oc label machineconfigpool worker custom-kubelet=small-pods
i =
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/customizing-tuned-profiles_monitoring-and-managing-system-status-and-performance#available-tuned-plug-ins_customizing-tuned-profiles
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/monitoring_and_managing_system_status_and_performance/getting-started-with-tuned_monitoring-and-managing-system-status-and-performance

1. NEEEERAEEE LFIR (CR).

max-pods CR Bgi& R~

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
podsPerCore: 10 6
maxPods: 250 )

7 CR 2 EE—1 &,
1B ENEREC B RIS,
RIETT B ESR RREREI T R _ERNZITH pod &,

- -

9 R ERNZ1TE pod BEHEEN—TMEEHE, MAZEET RBEME.

P2y~
1 podsPerCore % & 0 AT 2 FHXNBR I,

£ LB, podsPerCore BIERIAE 7 10, maxPods BIERIAENI N 250, XEKE, BRIETHRE
25 N EMIARL, T podsPerCore 7t 2 ER A BIBR KK 3R,

CIBfTA TS RAIE CR :
I $ oc create -f <file_name>.yaml

1. Fl& MachineConfigPool CRD UEBRENA T BN, #:R Machine Config Controller #IEXE!
Bk, NIl UPDATING ZI&iR & True :

I $ oc get machineconfigpools
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c¢72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8a5e False True False

B5emK/E, UPDATED 3£k 4% True,

I $ oc get machineconfigpools
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it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False
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$ 6 E RERNMLECE

36 E LEFENMBEE

Z%& OpenShift Container Platform f&, A LURBENE KA —FLT BB E LML,

6.1. CLUSTER NETWORK OPERATOR #gi&

LML HIBELE/F 7 Cluster Network Operator(CNO)EEEBM —ERD8E, FHEMHEER N cluster WEE

Y BHR(CR)XF & H, CR 5% operator.openshift.io API 151 #) Network API 97X,

CNO ERBTEEEF L7727 M Network. config.openshift.io APl ZHsh 4 Network AP| 4k & LT £ E&,
BiXeR R TTIERE N ¢

clusterNetwork
MADER Pod IP H#ulik# IP Hhlik i,
serviceNetwork
ARG589 |P Hhiikth,
defaultNetwork.type
SRR HENF, 40 OpenShift SDN 5 OVN-Kubernetes,

% o
EERRER, BLEERLE—THIIHNFE,

6.2. [A RERESEHCE

Proxy X R A FEBEECHE ONRIE, MREREXANEEHIEEEENIE, Nl Proxy X RIMS%E
M, BEEeaB—1Z%0 spec, il :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

ST G LLUBIIESGX A cluster Proxy X &R EECE OpenShift Container Platform BI{XEE,

& .
: R LN cluster B Proxy X R, BEECIEFTHHRIE,

FoRFMH
o SEEMEANR

o B &% OpenShift Container Platformoc CLI TE

AR
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1. BIBEERIE HTTPS EEFTFEMIZISN CA IEHH ConfigMap,

MRRENFMIUEPHRKE RHCOS FSAEMAEHIMANITESR, ERTLBTX—
&,

a. FIALUTAREA, QIE—14% ) user-ca-bundle.yaml B934, FiR# PEM SRiGIEHERIE

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> g
kind: ConfigMap
metadata:
name: user-ca-bundle 6
namespace: openshift-config ﬂ

ﬂ XN EAE W 68 48 ca-bundle.crt,
@ S PEMGHHKI X509 IS, ARNREBHHHIEHEL,
9 M Proxy % 5| BB E R R TR,

Q B B8t AL F openshift-config oy % Z2[A] Fh,,

b. ML IR ECE RS

I $ oc create -f user-ca-bundle.yaml
2. {4 oc edit a3 1ETH Proxy X :
I $ oc edit proxy/cluster
3. IREREFRFENFE :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
- https://www.google.com
trustedCA:
name: user-ca-bundle 6

@ FTOERERN HTTPIEEMIRIE URL, URL ARVJIZ htip,
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Q FAFOEERA HTTPS 1E MR URL, URL A RWMZ http =X https., #EE X #F URL
FHERONRER URL, I, MRASHREREE NER https, NASHREBEH IR EH
%, BElTR>X%H http, WARNCESARIECREIIARE, HARERNIMAEZERIL m
REAMITREEED https FEMNIE, BURFELESFLUIEINEFERMN CA L
+

© EHRRENBIREA. B, 1P hiHMmR% CIOR KESHRIIE,

TESERIME AN . SRAEES Fi%, {5040 : .y.com TR x.y.com, {E7R[ILES y.com, fHEFE * A%
e Bt sLT T AERE, IMRET BT RCEEREREH
networking.machineNetwork[].cidr FE& & X B9 worker, &GS TARMEILLTIFR S,
LARA 1E 7% 42 R ],

INRKKXE httpProxy 5 httpsProxy FE%, It F& R4 28K,

Q ¥ httpProxy 1 httpsProxy [EE RS Z A, HITMEEREN EERAM—PRSNERE
4488 URL,

© &I openshift-config ® & 22 A i ConfigMap, HBERIE HTTPS EEFATHBIAIS CA
iEf, FE ConfigMap MIMEBAHFE, REFTREXESI A, LFEREVLEN, RIEL
EBHEDIETHHER RHCOS EEMMBEMmMANILZE A,

4. REFEXMHLAERZ £,

6.3. Y DNS & & NFAE
HEEERE, B LUENE DNS FERFRLERX,

Y
1. EEKEREH DNS BE LR :

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}
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HER, spec HABE—NMRERXN—IPMAHK,
2. &% DNS BE XL HRLAMIBR A

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

E 4 Ingress Controller fE | Ingress *f §If=5%E DNS E X, FibHEAIEKIEX Ingress
SREF, RANBFBICK.,

H o
TEMIBRAFEXES, IH Ingress X &R B DNS 1L R AR IER.

3. B : EEREHY DNS HE KR, FHIASHBRARK ;

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

6.4. EEEFHAORE

OpenShift Container Platform 124 T LA T MEREEA-EB 5 5R BE RIS ITHUR S5 AT B IS A% -
o MNRIEAH HTTP/HTTPS, 15 Ingress Controller,
o INRMEAE HTTPS ZHH TLS MNZEWY, R SNIARLE TLS, &M Ingress Controller,
o T[N, HEAMEIIEE. A5 IP T RIKO,

Ak i)

f# M Ingress Controller RYFVIA HTTP/HTTPS SREF HTTPS LAAMEY TLS fn
B (B0, fEF SNIFRLE TLS) &
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$ 6 E RERNMLECE

Fik &

8 A 7 EEER AR S5 B ) 2 B AL EB 1P RVFRERES MRS ER IP HbhE % BIFE AR O,
FEHFHER 1P DECLAIRSS RIFRERT BT IP ik ERIFEhERO,
fid&—4 NodePort HEEBHPHMA T R EAFE RS

6.5. FRiEd 17 Sk AR S5 SE

ERRBEEN, BYU BIANT [RInCSEHE, MRENEHEAXRET RGO, JEFEENTA
Im O E,

BAtmESEE ) 30000-32767, AR R4/ NimESEHE, EMEEELAGEY BRETRHKIERE.,

6.5.1. SR
o EEREMARMNI AV NS ET BEEREEMNHRO,. Fli, MBS SiEOseET B
30000-32900, 5 AIEskEiR T ERE B AT f Y 32768-32900 i O5EH,
6.5.1.1L. Y BT imOSEH

R RERHI T R OB,

FRFH

e L% OpenShift CLI (oc) o

o {HFAEA cluster-admin I RHYFE - E[LERIERE,

it
1L BY RV RIGOSEHE, WEAUTGRS. & <port> B NFTEE NN &R RGOS,

$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "30000-<port>" }
}l

B
IRART AN FA LA YAML SR B s OsaH -

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
serviceNodePortRange: "30000-<port>"
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=1

I network.config.openshift.io/cluster patched

2. EMNRERERN, HRMAUTHRS, NAERATEER/LOH.

Berm

$ oc get configmaps -n openshift-kube-apiserver config \
-0 jsonpath="{.data['config\.yamI]}" | \
grep -Eo "service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]'

i th o Bl

I "service-node-port-range":["30000-33000"]

6.6. o & 4% SR BK

ENEBREEARTNBEEA, E N E REMNL R,

6.6.1. =T M4 RHE

T A # Kubernetes RS 5RB&H Kubernetes Container Network Interface (CNI) $HHRIEREH, W

ZPmE 52 H NetworkPolicy X &%, 7£ OpenShift Container Platform 4.8 f1, OpenShift SDN 3
FERIRIR & fRE X A 8 A 45 5K,

=1
£ OpenShift SDN SEEFRIZE R T, FI4ESRIRRB LA TR :
o A egress FEAIEERIH O ML R,

o MEHRIESFF IPBlock, {EARXHF except, INROBIBIKIETHH—1HE except B

IPBlock 7, SDN pod WHEHRSHINE S, HREGHHIE IPBlock WA
B

a5 H-
= A
AA R4 5

RRIRTERFENMLE AR, 5RENMLH Pod T2 MRS

Alo

=

BOABRT, WEBBME pod AE#HKEAM pod MIMNLIKRViFl, BE—NUBEHRRE—PMHE

Pod, &7 LATEZIE A0/ NetworkPolicy X/ R RATHAILERE., UEHEEA R LUEESHIIE
fh B2 F % NetworkPolicy % 4.

INR— pod H—1P= % NetworkPolicy X RHEBLFESRCR, A2i% pod HRESEVHFEF—F

XEZ

NetworkPolicy % R o -0 E$E, KR4Z{E(T NetworkPolicy X RiEFEH pod AT A2,
AT~ NetworkPolicy ¥ RER 7 X HARMNIER :
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o IEAFIERE :
ZHEVBERIANIELTRE, HRM—NEEAME pod EFESEIRER NetworkPolicy Xf
% :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e R AF OpenShift Container Platform Ingress Controller %3 :
EF1H R 814 OpenShift Container Platform Ingress Controller B9, ERINT
NetworkPolicy X%,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

o RIEZIEF pod HFEHE
ZE{f pod #ZE—U B HEAM pod %R, BIE4EMIIE PATAE pod MIER, HRMLT
NetworkPolicy % :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o (UAVFET pod FRZEM HTTP A1 HTTPS £ :
X ARERS (LT RAIBH role=frontend) B pod {UZ R HTTP #1 HTTPS Vild], &%k
AN {LLan F# NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-http-and-https
spec:

podSelector:
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matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

o (FAMAZEMEM pod EFEIETHRE !
BRI ASFERBRZEAEF pod 1S K ITE M LE TR £, & 7] LUE F 2R 2140 T B9 NetworkPolicy
FTER -

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy Xf R 2 a1 ; B2 U, EILUHEZ ) NetworkPolicy ¥ &3 B 8 /M M5 &

Blan, *FFLLERBIFE X H NetworkPolicy X5, EaLIFER—NEFE X allow-same-
namespace # allow-http-and-https %B&, HLt, RITFHERSE role=frontend B pod # 3% & —RE&FT
RVFMEMER, B, EflmOLRBRE—RZEFERH pod BEREE, UKkinO 80 #1 443 LHIREER
22 A pod BIEEE,

6.6.2. 7~ f5l NetworkPolicy X &

TR 7 =) NetworkPolicy X4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: g
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: G
matchLabels:
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app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy X B &R,
N ERBE N FAEIMY pod BOILEFESR, SREEXNTR REEILEETE L NetworkPolicy X &REITIHE B8 pod,

5 RN RAVFMAR ADRER pod ILEHILEFESR, £7F285 NetworkPolicy TE B —#p 44 22 [A| R EY
pod Efg,

0 o —

@ ESIREN-—IHSPEIRHBONIIE,

6.6.3. fl B 45 sl
7 MBSk e B R & & Z2 ] S VPEO A S ORISR, AT L O — P B

=
INRFEAESA cluster-admin ABHE &%, N0 LAIEERE AT 6 22 (5] O 2R
LRERBE

SR

o SEFFAXFF NetworkPolicy X REIERE ML, 0 OVN-Kubernetes M4 R sk iIXE
7 mode: NetworkPolicy #J OpenShift SDN P44t . LR ZE OpenShift SDN FIERIAE
E%O

o B &% OpenShift CLI (oc)

o EAILIFEAEAR admin IR - E[ERIEEE,

o (RIEMLSRISEL FEIBE R 2 H

it =3
1. OIESRBEHLN] -
a. fI/E—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml

Hep:

<policy_name>

EEMSRE .
b. TEENIF CIREIS A E LR REE, B :

B4k AmARAZERRIAA pod MAQGRE

I kind: NetworkPolicy
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apiVersion: networking.k8s.io/v1
metadata:

name: deny-by-default
spec:

podSelector:

ingress: []

RIFRBEAAAGRRZRFNAA pod WADRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

2. IBTLAT e TR AR LA SREE N &R -
I $ oc apply -f <policy_name>.yaml -n <namespace>

Her:

<policy_name>
18 E ML SRR S B
<hamespace>
Ak RN RES LRI BERTENGRZERPEL, BREREERGZEN,

\J

i

I networkpolicy.networking.k8s.io/default-deny created

6.6.4. [FHAMESKIKEEEZH RS
EAILRBYIE, HESEMTEMEZE S pod MRS HE.

FRFM

o L {F I NetworkPolicy *f REIEEFRIZS R, 20 OVN-Kubernetes M43 HEN SN IXE
T mode: NetworkPolicy #9 OpenShift SDN FI4& N, LR Z OpenShift SDN BIERIAE
o

e B%% OpenShift CLI (oc) .

o EAILIFEAEAR admin IR - E[LRIERE,

AR
1. BELLF NetworkPolicy %1% :

a. %77y allow-from-openshift-ingress FJ5RH,
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$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: "™
podSelector: {}

policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: """ & OpenShift SDN FI &1L

2o Rk EEER NS, T LU A network.openshift.io/policy-group:
ingress @& 22 [l IR RITE, (EiX2— M ERIBMAE,

b. %4 allow-from-openshift-monitoring FIZREE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

EOF

183



OpenShift Container Platform 4.8 R 5EE

2. "k BWIAHRINE PFEEMS R, HERMAUTHS
I $ oc describe networkpolicy
it Bl

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT

Labels: <none>
Annotations: <none>
Spec:

PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

6.6.5. T B Al 2 BRI\ P45 SR BE
VEWEREIER, KAl OIRHI B HEMF T BER, FH B E NetworkPolicy #4.,

6.6.6. JyHT I B ETRARIR
ENEHERERA, EALEREINTEER, UEERBE LERQEHRTE.

fIEBECEE LMEER :

ff

niz
1. LLEH cluster-admin M 519 &%,

S

2. ERAAITNEER :

I $ oc adm create-bootstrap-project-template -o yaml > template.yami

3. EAXAGES, BRI RSUELINE N RFER LMD template.yaml 314
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4. TEERZA0IETE openshift-config #p & Z2 (A, INEIEAEHIER
I $ oc create -f template.yaml -n openshift-config

5. M Web #HIA K CLI HiT B ECE FR.
o fHFH Web 25 :
i. 5= Administration - Cluster Settings T,
i. |mil: Global Configuration, HEMARE iR,
iii. %% Project % H, #H =i Edit YAML,
e {HMACLI:

i. Ym%E project.config.openshift.io/cluster ¥R :

I $ oc edit project.config.openshift.io/cluster

6. E# spec &4y, FHEE projectRequestTemplate 7l name S8, BXBE LM EER
&R, BRIA&TH project-request,

A B E 0 B RAR K E B E BR

apiVersion: config.openshift.io/v1
kind: Project
metadata:

spec:
projectRequestTemplate:
name: <template_name>

7. RERWRE, QB HIBREIERERINA T EHER,

6.6.6.1. T B Btk sh 75 N 4% SR BE

ENEBEIER, o LIEFH I EMEIERFRMMLE SRS, OpenShift Container Platform 5 B3/
771 B R ENR R 15 ERIFTE NetworkPolicy % &,

FRFM

o H£EFE A NetworkPolicy X REIBRIA CNI BN, MNXE T mode: NetworkPolicy
OpenShift SDN RIZ8 R, thEINZE OpenShift SDN FIEKIARZ,

e B%% OpensShift CLI (oc) .

o MEBT(FHAEH cluster-admin R - EREEI & EE,

\

KB NHECE T B E LRI E &R,

it
1 T AR Sk gm T 0B O RUARAR -
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I $ oc edit template <project_template> -n openshift-config

¥ <project_template> E i & HEBRENREERN BT, RINERBTTH project-
request.

2. TEENRAF, 84 NetworkPolicy X RIEH—TTRAINE objects S8+, objects SHAILL
B—1MHENMROES,
FELLTFRBIF, objects SHEE DAL NetworkPolicy XK.

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

3. 1% BETUTRSUE—NFIR, FERINEHMLE RIS REWEKRINEIE
a. QIBE—HUIE :

I $ oc new-project <project> ﬂ

ﬂ ¥ <project> B IEE QBRI E IR TR,

b. HBINHI B RIRPHIMARIE REETHIBE S -

$ oc get networkpolicy

NAME POD-SELECTOR AGE

allow-from-openshift-ingress <none> 7s

allow-from-same-namespace  <none> 7s
6.7. X FHEE

Red Hat OpenShift Service Mesh 4RI & TR AZFHLUTEE,
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B4R E

6.7.1. XFHTH

Red Hat OpenShift Service Mesh Operator & #f ServiceMeshControlPlane %RHZ MRA, ELLTF
EERRAF LT 2.2 Service Mesh control plane :

® Red Hat OpenShift Container Platform kR & 4.9 st B SR A,
® Red Hat OpenShift Dedicated k7 4,
® Azure Red Hat OpenShift (ARO) R # 4.

® Red Hat OpenShift Service on AWS (ROSA),

6.7.2. P FHERE
BRIAT ST RRB aE -
® OpenShift Online 3% Red Hat OpenShift Service Mesh,

® Red Hat OpenShift Service Mesh R #7E Service Mesh FRE A BB E IR MARSS -

6.7.3. THHMAEE
Red Hat OpenShift Service Mesh LA TS ECE.

® OpenShift-SDN

e OpenShift Container Platform 4.7.32+. OpenShift Container Platform 4.8.12+ #1 OpenShift
Container Platform 4.9+ X #f OVN-Kubernetes,

® 7f OpenShift Container Platform _EIAUEFF@iT Service Mesh —BUMEHFIEE =75 Container
Network Interface(CNNiE#H. MIT/ELER, HSHILIER OpenShift CNI 4,

6.7.4. Service Mesh XML E

Ltk Red Hat OpenShift Service Mesh ZfThRA{E A F OpenShift Container Platform x86_64.
IBM Z #1 IBM Power Systems,

o IBM Z R1E OpenShift Container Platform 4.6 R E#HHIkRA L4 #F,

o IBM Power Systems R1E OpenShift Container Platform 4.6 R BEHHIAR A _ L2

A Service Mesh HEEE7E 4 OpenShift Container Platform £t HHIACE,

TERAERIRSHECE, NRETIL.

Red Hat OpenShift Service Mesh % #f EnvoyFilter B2i&, BRIEERFAICE.

6.7.5. Kiali 3z #HIACE

e Kiali ##& R ¥ Chrome . Edge. Firefox 8% SDomain "% 238 & FTEIF N hR A,

6.7.6. 2 BIRZ FHIECE

e Jaeger RIBRZ Jaeger E—ZRMEBCE., LT R OpenShift Dedicated R #F Jaeger 1
5 daemonset,
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6.7.7. 289 WebAssembly &1t

® 3scale WebAssembly 2 ME—31R 4t WebAssembly &, AT LI EE X WebAssembly #&Hkt,

6.7.8. Operator 5t

Red Hat OpenShift Service Mesh FZ LL 4™ Operator :

e OpenShift Elasticsearch - (F11%) NERSHEBERESHTERN B SICRRHEEER
fih, ©ETFIFIR Elasticsearch TiH,

e Red Hat OpenShift distributed tracing ¥ & - IRt 2 A B EEE 0 AR REHHNES
FiHTHIEYRR, EE TR Jaeger TH,

e Kiali - HIEMRFSMRRHAT RN, RFEEANMEH P EEFRE. KIEREMDIER.
EETFFIR Kiali TH,

e Red Hat OpenShift Service Mesh- A VF %R, fRI7. #EHEIFIUIERZE N A2 F RS .

Service Mesh Operator & X 3 i % 2 ServiceMeshControlPlane %R, XA HTRAREE
Service Mesh ZHHBIERE. BEHAMRIZEIE., BETFHIR Istio WH,

BESR

e 7EOpenShift Container Platform I EH &% Red Hat OpenShift Service Mesh ,

6.8. L&

OpenShift Container Platform HAProxy B 281 B LLIL HERE,

6.8.1. Ingress Controller (router) tEEERIEL

OpenShift Container Platform Ingress Controller, St#RNEEEZS, =FTE AT OpenShift Container
Platform BRS5BIAER R E /I AL =,

LIREBIOAIER HTTP 15 KRG 4 HAProxy BREIZRIMERERT, HMBEIARTZIMEAR. iR :
® HTTP keep-alive/close =
o PRARE
o X TLS RIERE &R F ik #F
o BN BEBHENFITIEREY
o BINEEH
o [FimkBRSS 2 TUE A/
o KZEIMLEN (M4%/SDN fRA R, CPU %)

REMEHRHEESEMTR, LETREE—TH 4 1 vCPU/16GB RAM BIA R LA 1T,
— HAProxy B&FRER 4L R H /E UM B9 100 MRS EAR S5 1R 4 kB #ASTE, BT EHE.

TE HTTP B9 keep-alive B T :
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$ 6 E RERNMLECE

Encryption LoadBalancerService HostNetwork
none 21515 29622
edge 16743 22913
passthrough 36786 53295
re-encrypt 21583 25198

TEHTTP %] (F keep-alive) 1&EEH :

Encryption LoadBalancerService HostNetwork

none 5719 8273
edge 2729 4069
passthrough 4121 5344
re-encrypt 2320 2941

ZXiA Ingress Controller B2 &{# f§ ROUTER_THREADS=4, Flli:l T /N R H s & 7 SR Bg
(LoadBalancerService/hostnetwork) . TLS RiERE A FINEKE, EHA HTTP keep-alive K&, HA
HAProxy & H 25 o] 7 T K /VIVEl 8 kB Bf 38 1 Gbit NIC,

LT AR R RN ST, MHRER LA B E AR T EFIMIA MR RIS, XA T
Eﬂaﬁﬁﬁﬁﬁfﬁ?ﬂt):i_ﬁiﬂﬁ, E%F%Aﬁz:ﬁﬁﬂﬂzE’JﬂiﬁmAﬁ%{uE’J%%ﬁo TREAXEKHESEFFEHN
f”ﬁi&??&laﬂ’]?aﬂ EE:

NARFERE KRR RR
5-10 RS/ web BRSS 2R E R F IR
100-1000 ERSRENNAERF

BURFAFERBEER, HAProxy BE R # 5 E 1000 NMEFMIEEH. Ingress Controller AERIRER
HEmN BREFNEEDFMEREMIRS], MFERNIES, B SHERITHE,

MRBELNRS TN ATRRFD Ingress SkEEHZY, NN ZERKRBIRDF (router sharding) LAESEhERA
T REREBZ,

6.8.2. Ingress Controller (FH23) HEEMLIE

OpenShift Container Platform B X i@ X E L FIMEZ 23R EH Ingress Controller BIERE :

ROUTER_THREADS. ROUTER_DEFAULT_TUNNEL_TIMEOUT. ROUTER_DEFAULT_CLIENT_TI
MEOUT. ROUTER_DEFAULT_SERVER_TIMEOUT #1 RELOAD_INTERVAL,
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IR LUE R Ingress Controller BIERE, {BY Ingress Operator #/5 AN, HEBSWES.

6.9. Z%E 5 RHOSP M4l &

IR FEREZ/S7E Red Hat OpenStack Platform (RHOSP) £ EZE OpenShift Container Platform #J
—LFHH,

6.9.1. 25 IP #hitFe & N IR E 1A

L% OpenShift Container Platform &, i#EZE Red Hat OpenStack Platform (RHOSP) LAFt i~ 2
D7 =

P2 Y=
INRIZIE install-config.yaml 244 # platform.openstack.apiFloatinglP #l
platform.openstack.ingressFloatingIP 2% 7 {&, =k’% inventory.yaml playbook FHY

os_api_fip #1 os_ingress_fip 1Rt T, ELREIRBAFFIRENITHL T, SXEZFD)
IP bk,

FoRFH

o W E %% OpenShift Container Platform £2%
o JHFIZDNIP ik, 40 RHOSP R4 AH) OpenShift Container Platform ffi,

P
1E %% OpenShift Container Platform 585, %5) IP #httMimnEIA OO :

1 ERimO

I $ openstack port show <cluster_name>-<cluster_ID>-ingress-port
2. Fum O ANED 1P sl

I $ openstack floating ip set --port <ingress_port_ID> <apps_FIP>
3. 7Ef&HY DNS XXrR, 7 *apps. RII—FBEFRF A 105K

I *.apps.<cluster_name>.<base_domain> IN A <apps_FIP>
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INRIEARILE] DNS fRS5%s, BEHFLENIEETRESBNBERFE N, EaLUXEENA
I0E /etc/hosts :

<apps_FIP> console-openshift-console.apps.<cluster name>.<base domain>
<apps_FIP> integrated-oauth-server-openshift-authentication.apps.<cluster names.
<base domain>

<apps_FIP> oauth-openshift.apps.<cluster name>.<base domain>

<apps_FIP> prometheus-k8s-openshift-monitoring.apps.<cluster name>.<base
domain>

<apps_FIP> grafana-openshift-monitoring.apps.<cluster name>.<base domain>
<apps_FIP> <app name>.apps.<cluster name>.<base domain>

6.9.2. Kuryr im0t
Kuryr i RN 472 Nim 0, AT pod.

FinORBESI LT RARRENE pod QRN F, WNREHWROOE, Kuryr i /71BRFEIE RTE OB SKMBR
pod i 2 M RRIm O

Kuryr 8 FAEY Neutron i O 2 1E 4 € B 65 4 22 [H] B9 F P AR 1 B #Y, X LE pod i Ot /F - F ik DR INEl
OpenShift Container Platform &7 M E i,

Ry Kuryr D an R 22 AREE SR F R, FrLUVE 68 22 (A worker X AES— > B IRAY IR O
o

TEREEERRT, A LUE cluster-network-03-config.yml 5 30X B TS EkEBIR O T H -

e enablePortPoolsPrepopulation S8 #HhTET, ©aimsl Kuryr EOIER (F0FRMNFTEN
HOEFHHRREN) MimORmEte, BRIMEN false,

e poolMinPorts SHEt R FEEN RO A AiRONKRE. FRIMEN 1,

e poolMaxPorts SHE P REBHRAR AR O, 08 ZAHL LR, XERRINKE,
INR I OpenStack I ABAIEIE, =& pod M4 LMY IP it GER, 15E E & E LT LR
TR R ERIRO,

e poolBatchPorts Z#E L — R LLAIEM Neutron is OBMIGRKEE., FIMEH 3.

6.9.3. 7£ RHOSP _ERYEERERE HHEE Kuryr im Ot E

R LAME R B E X HTIR (CR) BLi& Kuryr i{AIEE Red Hat OpenStack Platform (RHOSP) Neutron i
O, IZRHEEIRBNER LA pod FREMME,

iz
1. E&S1TH, $TFF Cluster Network Operator (CNO) CR i#4T4%E :
I $ oc edit networks.operator.openshift.io cluster
2. R BLURREHNER, UTFRARMET R

apiVersion: operator.openshift.io/v1
kind: Network
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metadata:
name: cluster
spec:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
serviceNetwork:
-172.30.0.0/16
defaultNetwork:
type: Kuryr
kuryrConfig:
enablePortPoolsPrepopulation: false ﬂ
poolMinPorts: 1
poolBatchPorts: 3 6
poolMaxPorts: 5 ﬂ

1% enablePortPoolsPrepopulation i% &y true LUE# Kuryr 7E G ML R A HEEREFHR
H0E T = a8 H Neutron imH, tIZES|I A Neutron i ABLAN, B U4EREERBRERN
FHIESE, BRAIMEN false.

IRt YA Hin O E & T poolMinPorts FI{E, Kuryr &4t IE#FHiwO., BRIMEHR 1.

poolBatchPorts 2 7£ 7] Ak O#(E{E T poolMinPorts & | 2M#in O E, BIAE
H 3,

o® o

Rt A9 A FHim O E KT poolMaxPorts B91E, Kuryr 2fifgel], ERIHESXME
PEEE ik, SHEIZ N 0 AT ERR, BhibibksE/, BRIAEN 0,

o

3 REMEHER, BBRHEXAYHERUIRZENR,

BF

FEIEEIZITHREE B TUX LEE T & il kuryr-controller # kuryr-cni pod &5, R,
BI# pod MRS IR,

6.9.4. N EH M E 2RSS 5 A RHOSP Octavia

1% 7] L& T 7 Red Hat OpenStack Platform (RHOSP)_Ef#F Octavia OIIE i #9823 AR S5 R BUA A O 422
%u%%o
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$ 6 E RERNMLECE

&# Octavia BOAR S5 A4 23 B LU T IR -
o (I TCPIRE.

o TEREHMPRRIEL BT SMBRFLRE Octavia i Ei¥% 2R LURMIINEIE11895F5)
P 3thilt, WMAEMPRXLETE, REFEHITERME,

o =N FECE M manage-security-groups B 1EREA T EE BRI
RHOSP f8 /7,

o R FEFMEHE IR H loadBalancerSourceRanges [E 4.

o I IFMEIEIRIRSH loadBalancerlP B4,

FRFH
o BE—NEHRHEE.

o B &% OpenShift CLI (oc)

AR
1 ERRTH, AN AEEETITHRE

I $ oc edit configmap -n openshift-config cloud-provider-config

2. YmiHIREHAEFE R BV AERE -
o MMRIEEA Amphora XN, EESHENEECEFRRMLLTES :

[LoadBalancer]
use-octavia = true
Ib-provider = amphora

o IIREMA OVNIENiERF, WESHNFEEEFRMUTERD

[LoadBalancer]

use-octavia = true

Ib-provider = ovn

Ib-method = SOURCE_IP_PORT

INRIEXT Octavia 1 OVN IRENFERE, BTSN FEF worker BEHEY
TCP ingress Z24H#M|, LLARYFEE 0.0.0.0/0 B IPv4 FRE 4 X EiH DO
30000 % 32767,

-

3. MBEBEZNHNEMLE, EN=HNEERE D floating-network-id S HIE LB HTEH PO
SF5) 1P B A ERM L% UUID, 140 :

[LoadBalancer]
use-octavia = true
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Ib-provider = amphora
floating-network-id = <network_UUID>

4. RENEENER,
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B7EREEFHEE
Z%& OpenShift Container Platform f&, A LUIRBEECHEKRA—LT BRMBE LK, SEFMHEE
%o

71 S EE

71 X TFHEES

StorageClass FHRA RIBBFH 2K T AERNEW, HRETRESZSENISESEHELSENA
%, StorageClass t8 8] LUE ARG AR B A F ARG R FENEENLG], SEEE G (cluster-admin)
N FMEEE 71 (storage-admin) A LAE L E T HRIEZFEMESHRNER T, & LFHUIBEAF A LUE RS
StorageClass X &,

OpenShift Container Platform B AMBIERE A TiXIhEE, HFARITFEE A NERHRBIF AR,
ZAESIL AL AP ER T RIEZFEERIER TFE KX L TR,

BLZEHFEBER A AT OpenShift Container Platform YA LS, RATITIEHTLUREEABRS
7%, BHELRBNEREZFERARNEHNENESE AP DS LIEH,
7.1.2. T AMISI S B &S iE Y

OpenShift Container Platform 124t T A FE&IEFEHE, BT ERSERE BN AP QBT
RIS ERE

iR provisioner i&H# &R

Red Hat OpenStack kubernetes.io/cinder
Platform (RHOSP) Cinder

RHOSP Manila Container Storage ~ manila.csi.openstack.org Z% 5, OpenStack Manila CSI
Interface (CSI) Driver Operator #1 ManilaDriver

2B NFAEAE Manila £Z%
BRI BB &SN EEE,

AWS Elastic Block Store (EBS) kubernetes.io/aws-ebs LEARNRAFERSNEEEHT
ISBEN, EA
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> (E1MN%E
H<cluster_name> 1
<cluster_id> 2Ht—#) FEhrid

(tag) BT R

Azure Disk kubernetes.io/azure-disk

Azure File kubernetes.io/azure-file persistent-volume-binder ik
itk R EAEN AR, LAOIEFH
FREX Secret R1FhE Azure ZHEIK
FREH,
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FiERR provisioner IH{F & # =i

GCE #FAMH#: (gcePD) kubernetes.io/gce-pd EZKX (multi-zone) EEEH, &
WIEED GCE HHEHIZT—1
OpenShift Container Platform %
B, LB RELAMRELE T AW
X iz AR A8 PV,

VMware vSphere kubernetes.io/vsphere-
volume

H .
EEFNESERFHRAGLCTERBRR X NIEXINE, ENHER=THEEE.

7.2. E X TFER

StorageClass Xf R BRI — £ REHEMIN R, #IIH cluster-admin 3 storage-admin f /7 01/,

BF

RIBERABITES, Cluster Storage Operator JRERRE—NRINNTEMER, XNFHERH
Operator FIEFIRH], TEEERE EMRMILE 2 G EMRSKIESR, MREBELINF R
Th, MAIE LB E LG,

LUF/NTi #4588 7 StorageClass M REVEARTE X, UARENZRHNEGREMEFRRE).,

7.2.1. 7K StorageClass & R E X

UTHRERT AREEFHEENSHMEINE, XNTBIER AWS ElasticBlockStore (EBS) AR E
XO

StorageClass & X Rl

kind: StorageClass ﬂ
apiVersion: storage.k8s.io/v1 9
metadata:

name: gp2 e
annotations:

storageclass.kubernetes.io/is-default-class: 'true'

provisioner: kubernetes.io/aws-ebs 6
parameters:
type: gp2

ﬂ (LFE) APIXTHREER,
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(WAEE) HAEIM apiVersion,

(BR) FHEERBIBTR,

(ATife) FHEREERR,

(BR) ST FHERERBENETRFRE,

QD00

(k) FEEFRFAMENSHE, XHREHEHENFTRMERRR,

7.2.2. AR TR
BB N ERSEE N BIE, R TERIRE PRI T

I storageclass.kubernetes.io/is-default-class: "true"
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
storageclass.kubernetes.io/is-default-class: "true"

XAFEMEEREREFHERNFEAMSEFR (PVC) BN EHERESER, BE, BHEHATL
BENEHE, BREEG-—IPERINEER,

beta ;X f# storageclass.beta.kubernetes.io/is-default-class ZHr{HAR A, BFHEUE
B AR A 4R TR

BXEFHERER, BEEFEETEEPRMUTERE
I kubernetes.io/description: My Storage Class Description
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
kubernetes.io/description: My Storage Class Description

7.2.3. RHOSP Cinder % & E X

cinder-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
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metadata:

name: gold
provisioner: kubernetes.io/cinder
parameters:

type: fast ﬂ

availability: nova g

fsType: ext4 e

£ Cinder HOIBMIBRE, BINNZE,

®9

THAKX, NREXERETARX, NBERIEFA OpenShift Container Platform &A1 mBIAEE
BA X 35 (Al Fo Hade A

g EHTHEBEFURIXMHRT,. IMEREFT D SEENFAMERN fstype FHRF, HEFH—
NMEHSH IR ARG, BIAMED extd,

7.2.4. AWS Elastic Block Store (EBS) X R E X

aws-ebs-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: slow
provisioner: kubernetes.io/aws-ebs
parameters:

type: io1 ﬂ

iopsPerGB: "10" g

encrypted: "true" 6
kmsKeyld: keyvalue ﬂ

fsType: ext4 6

() HfFiol. gp2. scl. stl, BN gp2, FTAM Amazon %IR%E (ARN) [HIEEE AWS
XY,

(Aik) REATF io1%B., B GBEBMH—RI/O ##1F. AWS BIEMAFLUXNME, BIRUERER

KNLLUTEBB IOPS, #{E LR 20,000 IOPS, X2 AWS XFHRAE. 1FEFEER AWS X
=

(AIik) MBI EAMNEHANSTTE ARN, NREFRHEEMES, 1 encypted #RiIZXEH true,
I AWS SER—1BH, B ARN HIFEE AWS XX ,

(k) ASSHESFLUROXERT. IMEREFRTNSEENFALEH fstype FE,

9 (ANi%) BEINE EBS &, BME N true & false,
9 HEE—NEEEMNUEBSUERS, BRIMEN extd,

7.2.5. Azure Disk ST R E X

azure-advanced-disk-storageclass.yaml
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apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: managed-premium
provisioner: kubernetes.io/azure-disk
volumeBindingMode: WaitForFirstConsumer 0
allowVolumeExpansion: true
parameters:

kind: Managed 9

storageaccounttype: Premium_LRS 6
reclaimPolicy: Delete

s ZUER I fE A WaitForFirstConsumer, XRERE, RN AUFERBRFHITEEZEMA AKX pod
VR RN ZE F worker 17 sk,

Q AlgERYEHR Shared (¥AiL\) . Managed #1 Dedicated.

HE
IR (AR R 2 RS A kind: Managed.

f# /3 Shared #1 Dedicated I}, Azure RAIEIEZERMAL, M OpenShift Container
Platform H#128 OS (root) WELAIE—NZEWME. B2, BN Azure Disk RAIF
E R EENFERZENIEZERHE, FTLUER Shared 3 Dedicated G| EHIFEZE
W T EMEANE] OpenShift Container Platform 5 5=,

Azure TFHEIK T SKU B, BRIAANZE, HER, SHKEMHL T LUE M Standard_LRS #
Premium_LRS 4%, bR RAEMIIN Standard_LRS W4, 2EEMNRAEM NS B,
JEZEE NI REEM INFEZ BERIAL,

a. #1R kind 1577 Shared, Azure RTESKHBERENTRAFNNLNHZFMIKS TORRE
RNZELL,

b. #1R kind ¥ Managed, Azure &0IE#HMZTEMEL,

c. SN kind % Dedicated, 37+ HI5%E T StorageAccount, Azure &FHEEMFEIK A
FEERERMNTRADFHIEZERE, Nk, 1HHR

o IEEMEFMIKF BT E—XE,
® Azure Cloud Provider BB Z ik 7 BB AR,

d. #0% kind %4 Dedicated, FHK157%E StorageAccount, Azure RTEGSEEERMTIR
A WS ER AR — N T AEMEIK S,

7.2.6. Azure File X R E
Azure File TFf£ {6 secret RFHEOIEE Azure File £ZEFFEH Azure FETK - BIRFNIEMETR  BEH, X
LA PR R IE LT RAZ h Ol M,
¥ =
1. BN ARVFAIBFEE secret B ClusterRole X :
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
# name: system:azure-cloud-provider
name: <persistent-volume-binder-role> ﬂ
rules:
- apiGroups: ["]
resources: ['secrets']
verbs: [get,'create’]

ﬂ EBREFHOE secret WERABET,

2. MEEABRINEIRSIKS :

I $ oc adm policy add-cluster-role-to-user <persistent-volume-binder-role>
it =Bl
I system:serviceaccount:kube-system:persistent-volume-binder

3. f/E Azure File StorageClass % & :

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <azure-file> ﬂ
provisioner: kubernetes.io/azure-file
parameters:

location: eastus 9

skuName: Standard LRS G

storageAccount: <storage-account> ﬂ
reclaimPolicy: Delete
volumeBindingMode: Immediate

FH#RIETT. FAMBHFRERLEEERE S RKBOFAMLS,

Azure TFHEMK P BIGIE, 40 eastus, FRIAHZE, FRINIFIE OpenShift Container Platform £
BRI E BIRFTMY Azure TERETK

Azure 2K #9 SKU 2, 40 Standard_LRS., i\ hZe, RRI$&A Standard LRS
SKU B $H Azure TE#IK

o ® 90

Azure TZfEIK B9 TR, SNRIBE T =680, NIIZBE skuName 1 location, N1R&E1R
Wk, WEERE N ERSE XA skuName 1 location PEEZ AL P18 32 5 IR H %
EXHITERETR P

7.2.6.1. {£ Azure File N EEI
RN Azure File R AT R LUT XH RS INAEE ¢
o TrEHEE
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o TR

o JTEREM
o TRER M
o MBEE

F4, Azure File HEH B RXMAAE B IRHAR (UID) 5828042 UID AR, AI1E StorageClass %
RIEE uid HEHETRE LA TFEENE XS ER PR,

LT StorageClass * &&E R TIENA P AR, URNEHNE TR BFS

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: azure-file
mountOptions:

- uid=1500

- gid=1500

- mfsymlinks
provisioner: kubernetes.io/azure-file
parameters:

location: eastus

skuName: Standard LRS

reclaimPolicy: Delete
volumeBindingMode: Immediate

Q@ EERTHANBRNAFIRAR,
@ EERTHANBERNATAR,
© RS

7.2.7. GCE PersistentDisk (gcePD) X R & X

gce-pd-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: standard
provisioner: kubernetes.io/gce-pd
parameters:
type: pd-standard ﬂ
replication-type: none
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
reclaimPolicy: Delete

ﬂ 1% pd-standard = pd-ssd. ZkiLN pd-standard.
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7.2.8. VMware vSphere ¥R E X

vsphere-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: slow
provisioner: kubernetes.io/vsphere-volume ﬂ
parameters:
diskformat: thin g

ﬂ & <7E OpenShift Container Platform H{#f VMware vSphere BJi¥1&, 155 # VMware vSphere
g =

9 diskformat : thin, zeroedthick #] eagerzeroedthick #3 2 A MM RN, MBAE XKL
BB Z1E1E, 158 vSphere X414, ERIAE N thin,

7.3. BB EMEER

FERAUTREERRIAEEE, B, BEWNNE LHEFMHES gp2 1 standard, EEE™BINEHEIM
gp2 2 standard.

1. BUHTFRES -

I $ oc get storageclass

Ll N
NAME TYPE
gp2 (default) kubernetes.io/aws-ebs ﬂ
standard kubernetes.io/aws-ebs

ﬂ (BRIN) REBAFHER,

2. BRI storageclass.kubernetes.io/is-default-class ;¥ fZHI{E Y false :

$ oc patch storageclass gp2 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-
default-class": "false"}}}’

3. @it ¥t storageclass.kubernetes.io/is-default-class ;T 2B/ true &5 —NEERR B
NE :

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

4. WINEN :

I $ oc get storageclass
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B 78 RERHFHEE

it Bl
NAME TYPE
gp2 kubernetes.io/aws-ebs

standard (default) kubernetes.io/aws-ebs

7.4. (LI TERE

AT RAMEAA KIRPEEER. B, BEATREBERIEFMETRUSE
HRIAE,

7.5. B] FARHRF A M FF 1108 T
TR AMFMELT, LUMEALLL{E OpenShift Container Platform 1%,

& 7.1. Al A{EHE
FiERR sk BlF

Block AWS EBS #] VMware vSphere #F7E
1Tie I S
o ERIFRY (OS) MiEARIEE OpenShift Container Platform EIR

o ERTEERLWGIEME, Hoaixpry  EISRHAES PVES.
TE1E 2 R S B AR

o hFRNEFHER ML (SAN)

o THHZE, XBWKE, BRRAE—IE ik
A A HOX TR BB R

Fi ;
le o 1EOS hIENEEEITI R mELWS’“mWN%mWﬁEﬁ

o HFAMLEMIINERE (Network Attached
Storage, NAS)

o HURTFARBIMNL, LM, MFAREH, H

FITH. TR, XHBENFIEEIEER
BERBRATRA,

xR s AWS S3
o At REST API i s [A]

o THALEMATF OpenShift Container Platform
Registry

o VARFWIENARFM (/) BHH
TR AR,

1. NetApp NFS 7E{# [ Trident &5 PV B

BE
B#I, OpenShift Container Platform 4.8 A3 # CNS,
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7.6. HEM AR BEHEROR
TRELET WA TER OpenShift Container Platform 25N AR FHEFHN TR B F A,
7.2 . #EN, ARENFHERA

iR ROX1 Registry ES Metrics3 B&idx

registry

Block Yes? & A& FTEECE =B HEEFH HEH
File Yes? = A& A& Configura  Configura  ##EK
ble® ble®

xR = = HED HWE ToIEECE ToIEECE Not
configura
ble’

'ReadOnlyMany

2 ReadWriteMany

3 Prometheus 2 AFISHBUENERRA,
A XFERAFOERL. ERHERL. VMDK. NFSE¥. AWS EBS #l Azure i,

SxHF#gtrdE, A ReadWriteMany (RWX) iR R4 R R RSN, MEFEAXHEE, EFRE
EERERATERBENEAESEFIE (PVC) ERE RWXiHEER,

SHFAXRICE, GREMHZEEPSE—IRER, 51 clasticsearch BEE—1E,

7 W RIEFEF BT OpenShift Container Platform B PV 2% PVC {#ifl, NARFHIASH R REST API
£

P2y~
TBUBARFROE (registry) —1 OpenShift Container Platform Rzl 0%, ©
BWRNHESZ pod iZ1TEIA,

7.6.1. FrEN ARFFMHEIL

B

i £ 7R7E Red Hat Enterprise Linux(RHEL) {8 A NFS AR 5525 F %0 AR 55 B9 5 1 [E
BYAJR, X8 ¥E OpenShift Container Registry #1 Quay, Prometheus T liiZFiE, LU
% Elasticsearch AT BE&EEE, FEitb, AEIUER RHEL NFS ¥4 PV iais R T &0 AR

%O
M LA NFS SCHIATRER A X LM, METHRELSSLWHHERNER, 1HKEE
KHINFS I &,
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7.6.1.1. Registry

E—NIET BB/ ST AM (HA) OpenShift Container Platform registry 52258 & :
o HFHERATHEERF RWX iA=L,
o HFRERAMAIRIELE —H4E,
o HEGFMHMRARWREM, ABRRIEMH,

o TR AT A EIE T E 7R OpenShift Container Platform Registry 528588, Fi IR =
FERXXEE,

7.6.1.2. J EBM registry

TE9” BMI/HA OpenShift Container Platform registry SRE¥EREH :
o TERERABFZE RWX Vi,
o BERABIIRIFEE 5,
o ELTFMHERARN RIFHE.

e Z¥f Amazon Simple Storage Service(Amazon S3). Google Cloud Storage(GCS). Microsoft
Azure Blob Storage #1 OpenStack Swift,

o NREMNIZTESR S3 =K Swift,
o WFIELEEA, #lvSphere MEN ZEE, M—AIE B AR XEEFE,

o REHETHEEN.

7.6.1.3. %1

1£ OpenShift Container Platform F£&# metrics R ES :
o HIAFHRARRIFE,
o NRFHERAIEEM,

BE
W H £ MR HMIEE metrics SERFERE R R HEFFE A XXHFE,

7.6.1.4. H&ilx

1£ OpenShift Container Platform B HEEE I E S -
o HIAFHRARRIFE,
o NRFHERAIEEM.

7.6.1.5. M. ARRR
N RENAGSRERRN BAREMAR, MRAFME :
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o THRHIA PV BREBEMEF M BN FIIEIREIE, BEFST R ERIHF—MERIER,
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7.6.2. HEERIN BAREFEEE N
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17 eted, RETRESB R T VE 7 5 RE [ A XS
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OpenShift Container Platform control plane @ & W&/ OAuth R85, A AGFIEE FIFKEX OAuth
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ERNEEG, BUUAEREEHERIEE OAuth RIEE SR RHER.

8.1.1. X F OpenShift Container Platform FH B0 1R EEF

RINERT, £EHFRE kubeadmin A7, EHREFMIRMRER, BoitZ—TEENHR (CR)
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htpasswd B htpasswd B0 1RF, #HH{EA htpasswd &£ B9 KHIER - A3,

Keystone i & keystone B {31252, J$ OpenShift Container Platform 5% 5 Keystone &M
UEREZ5KIE, AERER OpenStack Keystone v3 BRSS 2345F F 164 B RN EREK 4R
R,

LDAP fCiE ldap SR IIZRE, AR BT FREIEREN LDAPV3 RSS2 %5 1E A - &%
=R

EARFHBIGIE fc & basic-authentication H{731R#t12F, LMER P ERHER S B IRHEFRIE

(Basic B UE S E S OpenShift Container Platform, EABBLIER —i8 A G insEmilsl,

authentication)

H SRRk fci& request-header {3 1R TR, HRIAEKRIRLEFRMAF, a0 X-Remote-
(Request User. ©8E 5% EEKRILENSHBIEIERE—EER,
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8.1.3. B RHIEF S
LT RATE S RRIEFBANSH :

2 Hah
name IR IR A ME RIS RIT IR B &a1, LUIAHRE D BT,

mappingMethod & X AEF F BRI S BIAE -, WAL TEZ— :

claim

BMNE, BERSHNEERARESRS., MREFZAFEHNAIERFES—F
2, MR,

lookup

EHRINENED, BPSOBRANAS, BEFEESFRIAHG0. XARFEHERE
AFFERABRBXESDHAF. FRLASEFEFHESH,.

generate

FREMMNEERFARESFRS. IRAEEER-&0NE - EMFEIIENEA,
MAER—NHE—R %, B30 : myuser2, L75ERNSFEEE OpenShift
Container Platform A &M B IRERFEA € (W LDAP HRES) T2 ItE
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add
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ERINKBEREDIREREFN, ETLLETIE mappingMethod 23014 E 7 add, F#iR
HIEFPH SRS EITIARE .

8.1.4. H7 1R 2+ CR KAl

UTFBEENFER (CR) ZrAXREEFDIREEFHNSHMBINE. ABIER htpasswd F51REEER

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:

- name: my_identity_provider 0
mappingMethod: claim g
type: HTPasswd
htpasswd:

fileData:
name: htpass-secret 6

ﬂ LR MR 2 IMME VISR RMREF A &E1, UAR S5 2R,
9 PREI{T L IR AZ R S0 F0 User X R 2 AR IIBR ST,
9 B E#FE M htpasswd £ RKHISTHERIILE secret,

8.2. {5 RBAC & X F1/ FATYER
BN BET AR AR,

8.2.1. RBAC #t
ETF A @i (RBAC) M SRE B AV P ET B WHUTA BRI,
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FA NG ERARAGHMAEREFIERNIFMINTE, HiR, RUESEHRIEDFH—1
T, FMIEEAETHRENTRENANSH,

BAGET ERUTILICREE !

AT &R fed

AL —HN R ERITHIRIER S, B, APSRSKkFESHIE (create) Pod,
Al MNMES, TLUGAPMAXRBKIHAER ST HE,

HE A/ A5 A B BRE,

R RAE) RBAC A BFIAER M NI -

RBAC 451 ek

&£ 2 RBAC NETETEYERNAENSE, EHACEETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMARYER
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o
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3. BRANIBYE,

8211 RRINEHAR
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F4H,

! .
FRWFNERRNERA R, MXLERGAENEWRATRRMEIEERFER T/,

RARRAR sk

admin HEEEE, MRAERMAEHRER, I admin ENEFUEB PHEMAFR, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B NERER,

cluster-admin BN AP A UEERTIE P HITEMRE, SEARMAERAE— TR, Xk
A AR LASE £ 1 B & — RIRBBECRI A AT A .

cluster-status A A LURER B AR ERREE R
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HERAMAMERAE AN A, BN, MRERAAMABHER cluster-admin ABHEE—PA
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it EHE,

21



OpenShift Container Platform 4.8 %2

E23

RiciE

THBRTRTRHAG, FAG. SFHAGKE. FtAGHE. A/, HMRSIKS ZFEXR,
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Service Account (Bot)

LOCAL ROLE
BINDING

Bot caninteract with
specific resources

LOCAL ROLE
(Bot)

Rule Rule

PROJECT

51
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O O

O

Group1

LOCAL ROLE
BINDING

Group 1 can view

in project

________________________________

(View)

CLUSTER ROLE

Rule Rule

O

B

User1

LOCAL ROLE
BINDING

User 1 can edit
in project

CLUSTER ROLE
(Edit)

Rule Rule

©)

B

User 2

LOCAL ROLE
BINDING

User 2 can admin
in project

CLUSTER ROLE
(Admin)

Rule Rule

@)

1

User 3

CLUSTER ROLE
BINDING

User 3 can cluster
admin in all projects

CLUSTER ROLE
(Cluster Admin)

Rule Rule

=a

......................................................................................
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5. MNRARIHEICEEIAIN, MIRIAELIZERAF.
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HiCE, BAMARURNXEKIAEISIAE,

HEEEATUER CLI EEAMABNAERR, SREEMAGXKNBFIFAMTRN—NE.

BE

WA ERAER T EHERANEFABRBHE—NTERN. TREFNE
cluster-admin 2% system:admin &R A BIBIEERESTREIE,

SHAGRESHIVIE L NAS, BRESESHIHIBIHIHTHE,

8.2121 KEABRS

ZRIABY admin, edit. view #[ cluster-reader £EABTREHACRE, HhE/ AGHWERNNITE
BT FHANE IS EH, REERSOEBE LHKHREY B Kubernetes API I, LLIIBEFBE L,

8.2.2. W E Man & Z2[H]
Kubernetes 2% Z¢/AfiR it % FE SR8 BURSEHBIMLEI, Kubernetes XA IR A R B ERNESE
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A 22 A LU IR —SEH -

o IEERMMKIR, LUBRERGZHZE,

o FER‘GEER BRI

o [REI X BIRHFERIBES,
RO RS HOT REB R RESEESERE, B—ENRAEWTIBEEGRZEE, Wi =MAF,
T =M RIS ERRR Kubernetes e B 22 [F], REEBHA P HRVIFPRMEHREAK, BOWE, —
/l\*iIZEI’\JﬁiFEJLXE'—??EI@HIZBE%E’\J%?%'F?H HMNERENS, AP QI REE AR ERU; R
IR =&, WRAAENGETE, NE3EFACETB M RITGR.
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o HAWEH name BUIHMM—IRARF, EFER CLI TESK APIFNREN., EMKERS N 63
NERF,

e T£H displayName Ui B £ web 15| &M ER~FER (BXILH name) .
e T[iiH description BT LAY B IR EINEARFER, WA ERTE web EHIEH,
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xR fed
& (object) Pod. BRSNS HIHEH&RE.
&g (policy) F3 R BEE N REATERAE AL,

R Xof & Rt SR 1T PR I B9 EC AT
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AR 551K ARS5K - B B {5 A I B ARt SR 8948 TE U (I BRI AT 1R 4F
SHEENALULRYIE, FRUENERIRERS A KANERKA, SHEENBATURITF
RN QB CHIIE,

FARANGFEIE AT LMER CLI = Web #HIG 5B R A,

8.2.3. FNIATIH

OpenShift Container Platform K& FTEIATE, &#LL openshift-- FLHTIEX A MERHNE

&, XEBEEFN Pod 2T EBHEMHMEMZZIHME, 1EiXLean S 28 dha AT A X
(critical) Pod X fi##) Pod RIREER, T IATLURIEH kubelet A, TEXLEdy R 22 (A b h T BHMAOIEE
B Pod 2FRit J critical”s

BT SCC HEMATELT E— BN MR Z A F 0/Z# Pod: default. kube-

system. kube-public. openshift-node. openshift-infra, openshift, &7 EEfEFHXLE
R ZE[A] A 21T pod BHARSS.

8.2.4. EEKHABNME
157 oc describe #n 4, WLUER oc CLI EEEEEHABMIE,

FeRE M
o L%k oc CLI,
o KENEEEREA BN ENIR,

HESRESEHERNAET cluster-admin BAKE A BHA A LM ERIUTEMIRE, SEEERHA
BIHE,

it
| BEERHABRERKHMNILE

I $ oc describe clusterrole.rbac
Ll

I Name: admin
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Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags 1 [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1] I [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 10 [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1] I [create delete

215



OpenShift Container Platform 4.8 R 5EE

deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1 [ [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io 1 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1] I [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods 1 [ [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale I 1] [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ [ [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ [ [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete

deletecollection patch update get list watch]
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replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1] 1 [create delete
deletecollection patch update get list watch]

deployments.extensions 1 1 [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 1 [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 1 [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 1 [create]

imagestreamimports 1 1 [create]

localresourceaccessreviews 1 1 [create]

localsubjectaccessreviews 1 1 [create]

podsecuritypolicyreviews 1 1 [create]

podsecuritypolicyselfsubjectreviews 1 1 [create]

podsecuritypolicysubjectreviews 1 1 [create]

resourceaccessreviews [ 1 [create]

routes/custom-host 1 1 [create]
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subjectaccessreviews 1 [ [create]

subjectrulesreviews 1] 1 [create]

deploymentconfigrollbacks.apps.openshift.io 1 1 [create]

deploymentconfigs.apps.openshift.io/instantiate 1 1 [create]

deploymentconfigs.apps.openshift.io/rollback 1 1 [create]

localsubjectaccessreviews.authorization.k8s.io 1 [ [create]

localresourceaccessreviews.authorization.openshift.io  [] 1 [create]

localsubjectaccessreviews.authorization.openshift.io 1 1 [create]

resourceaccessreviews.authorization.openshift.io 1 1 [create]

subjectaccessreviews.authorization.openshift.io 1 1 [create]

subjectrulesreviews.authorization.openshift.io [ [ [create]

buildconfigs.build.openshift.io/instantiate i [ [create]

buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]

builds.build.openshift.io/clone 1 [ [create]

imagestreamimports.image.openshift.io [ 1 [create]

routes.route.openshift.io/custom-host 1 1 [create]

podsecuritypolicyreviews.security.openshift.io 1 1 [create]

podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]

podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]

jenkins.build.openshift.io 1] I [edit view view admin
edit view]

builds 1 1 [get create delete
deletecollection get list patch update watch get list watch]

builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]

projects 1 1 [get delete get delete get patch
update]

projects.project.openshift.io 1 [ [get delete get delete
get patch update]

namespaces [ 1 [get get list watch]

pods/attach 1 1 [get list watch create delete
deletecollection patch update]

pods/exec 1 1 [get list watch create delete
deletecollection patch update]

pods/portforward 1 1 [get list watch create
delete deletecollection patch update]

pods/proxy 1 [ [get list watch create delete
deletecollection patch update]

services/proxy 1 [ [get list watch create delete
deletecollection patch update]

routes/status 1 1 [get list watch update]

routes.route.openshift.io/status 1 [ [get list watch update]

appliedclusterresourcequotas [ i [get list watch]

bindings [ [ [get list watch]

builds/log [ 1 [get list watch]

deploymentconfigs/log [ 1 [get list watch]

deploymentconfigs/status I 1] [get list watch]

events 1 1 [get list watch]

imagestreams/status [ [ [get list watch]

limitranges 1 1 [get list watch]

namespaces/status [ 1 [get list watch]

pods/log 1 [ [get list watch]

pods/status 1 1 [get list watch]

replicationcontrollers/status 1] I [get list watch]

resourcequotas/status [ 1 [get list watch]

resourcequotas [ [ [get list watch]
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resourcequotausages 1 1 [get list watch]
rolebindingrestrictions 1 1 [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 1 [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1] [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 1 [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details 1 1 [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews 1 1 [create]
selfsubjectaccessreviews.authorization.k8s.io 1 1 [create]
selfsubjectrulesreviews.authorization.openshift.io [] 1 [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I ] [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 1 [get list]
users I [~] [get]
users.user.openshift.io 1 [~] [get]
projects 1 1 [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] (']
['] I [']

2. AELINERAGHESRS, XETHAEITRAAGKASMA

I $ oc describe clusterrolebinding.rbac

it Bl
Name: alertmanager-main
Labels: <none>

219



OpenShift Container Platform 4.8 R 5EE

Annotations: <none>

Role:

Kind: ClusterRole

Name: alertmanager-main

Subjects:

Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:cluster-admins

220



B E HFHArEH

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.2.5. EEAMABINL E
£ oc describe #p%3@7T oc CLI Sk EFEA A BNEE,

SR M
o 2%k oc CLI,

o RIMEFAMABIMAERINR :

o MEERSCHEMET cluster-admin BRIAERE A G A 7 ol LT EM FRHUTEMERE, S
EEEAhABNYE,

o AMHET admin MINKHAGHNA A TUEFHEETNEHABNAE,

| BEYRAMAGHAEERES, XETRHERYFUENTREAGBKRFTA
I $ oc describe rolebinding.rbac
2. EEHMIEMAMAGHEE, ERGSHRM -nif& :

I $ oc describe rolebinding.rbac -n joe-project

Ll N
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin
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Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.26.MAFRIMALE
ALMEFA oc adm EE A CLI EBA BN E,

HABHAESIRMEIA AT LA FEHEEZABRFHUIHIR, ER L&A oc adm policy 654
@ A P AR ISR A .

BRI RHERRAREA B EETIE hayE AP 4.

ff

L=

S
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1. BEETEFHNAFARNAER :
I $ oc adm policy add-role-to-user <role> <user> -n <project>
BN, ERAILLEITUA T &S, & admin AEHRINE joe WHHH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

TN
AR AN AT YAML AR A RINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. AEAMAGHE, FHEMEPEIERMER
I $ oc describe rolebinding.rbac -n <project>
fian, EE joe MENAMBBIE :

I $ oc describe rolebinding.rbac -n joe
i th o Bl

Name: admin

Labels: <none>
Annotations: <none>

Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
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Name: admin
Subjects:
Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice 8/ 2% admins RoleBinding.

8.2.7. LIEZAMAE
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RN EEAR AR, RAEREHERAS.

iz
1. BATBNRAMARE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
Eltee s, 1BE :
® <name>, A EHELHR
e <verb>, LUESHMRM. NABIAGNEFEDIATIR
e <resource>, AN AEIMTIR
® <project>, 1B &F

fin, ZOE—AMAERLITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. ENFAGHESIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.2.8. IZRHAR
B LG RREA T,

AR
1. EOREREAR, HoTUTHS :
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
LT, EE -
e <name>, A EHEZHR
o <verb>, LUES RN, NARABRIRFIIFEGIR
e <resource>, AGLN AR

pln, EQR—IPERBEACRAFASTEE Pod, HIZTUTRS :

I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.2.9. XA BHEMT

EERUTRFE I ANAGHEEER P SAHN XA G, TLUEA -nIFEREETE, MRKE
E, NfEREmIAa.
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R LUER U T et T4 RBAC B,

& 8.1 KA BIERF
LR sk

$ oc adm policy who-can <verb> <resource> 18 HWIRLE A P ] DU B — BRI T iR 4E,

$ oc adm policy add-role-to-user <role> HEEABHAERHFINEREERF,
<username>
$ oc adm policy remove-role-from-user MERITIBRIIEER - BIRIEEAE,

<role> <username>

$ oc adm policy remove-user <username> BRYUFIUIEPIEER - REMEAE,
$ oc adm policy add-role-to-group <role> FEEABHEERHFI B RHEEL,
<groupname>

$ oc adm policy remove-role-from-group MEEIT B PEEHB MR ERA R,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #%IREFIUIEAHNIEEAREFEAE,

8.2.10. RErABHENT

MHEUMEAUTRESEBEENARHE, RNEHARHEGERARERZZRMEER, MLLUXLRAER
£ -n Fr&,

K82 SMABHERF
w5 s

$ oc adm policy add-cluster-role-to-user NAEEABHERRERAMANIBNIEER .
<role> <usernames

$ oc adm policy remove-cluster-role-from- MEHTMAETENIEERFBIREEAE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group N EABHERRERAANBIIEEH,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MERFRIBETERNEEHBREEA S,
group <role> <groupnames

8.2.1. | BEHETIEN

FEE B % cluster-admin A FBETE OpenShift Container Platform &8 EHTE IR R K HIMES, B0
BN TR,
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FRFH
o EwBLIBRTEE NKHEEANAL,

it
o MAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

8.3. KUBEADMIN F /7
OpenShift Container Platform ER&Z IR ERUE— N EEFEIE A kubeadmin,

b P BE1EA cluster-admin B, HHNEREN root B, HBEHERISEMM, X OpenShift
Container Platform IERHEM—H), RESTME, TEEFNHHHPSEIEXNEHGE, Bl -

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

8.3.1. ¥4 kubeadmin B/
EE LT B 1REERFHOIEHH cluster-admin 5, B LR kubeadmin RiIREEEH T 24,

DIk

==
[=]

INREFH—AF N cluster-admin BHRIBIX NS IRV, NS EHTRE
OpenShift Container Platform, Ittan 45 FoiEBEH,

FeREH
o WIIEDVEET —NEDIRERER,
o WEMAFHRIT cluster-admin &,

o WIBLZUEERBRER.

Pt

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system
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8.4. HiRECIE

T RAFBEFR registry W&,

8.4.1. BifRIEHISREESH

Image.config.openshift.io/cluster 5 R & &8 X MMM IBFIGMERSERIE R, A —BRHNEAHT
7 cluster, © spec R LA TEEES .

2%, %0 DisableScheduledimport, MaximagesBulklmportedPerRepository,
MaxScheduledimportsPerMinute, ScheduledimagelmportMinimumintervalSeconds,
InternalRegistryHostname A B &,

¥ 2P0

allowedRegistriesForl PRI & A - ol MR S A RRB R R registry. FHINRIZENEEEZIE

mport BMEGEHENARFEREY MBS AN registry, BIUM API QI B
ImageStreamMappings 89/ P R Z L ERBEBIR I, BERERBHEEAESR
EHAR,

XANFRBFENTNEEH registry B Z I8 EM registry BIAIE,

domainname : 157E registry B %, R registry {8 FAIEIRARI 80 =X 443 i
O, MmOiREEaESEEAH,

insecure : "L LR registry BERE, RINBRT, MIRKATIE
E, registry BRENRE,

additionalTrustedCA *f & & image stream import. pod image pull. openshift-image-
registry pullthrough FI4#2 5[] N SZ{FEREIS CA BIECERRSTBISI A,

LtE AT B ik 51 #04s £ 22 5] 5 openshift-config. ConfigMap B9#& =2
registry ENEIENE, R PEM RIGIETBIENE, BTFENEEENEHN
registry CA.

externalRegistryHostn 2B EREAR registry IENB. REEER registry XA R TFFH F NG E
ames AEENZ. F—MEATFEERHH publicDockerimageRepository &
E%, Z{EWTRA hostname[:port] &=,
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S8 £ pU
registrySources BERTRERRZITH TR pod MR N ANA LB AN A registry B9

BRE, fM, BEAFAFARENTF, ENLEREBEE registry BIFLE,

insecureRegistries : TAM TLS iE P {2 HF HTTP i£#M registry, f&d]
LATE registry BRI TE HIMM G, B0 ¢
regl.io/myrepo/myapp:latest,

blockedRegistries : {E4LFHKAIEL (pull) FIHEE (push) ERIEH registry,
&) LATE registry FRTEE SLIRBIEG 2, B0 :
regl.io/myrepo/myapp:latest. FirffAEHf registry,

allowedRegistries : RFHRGHIEX (pull) FOHEE (push) RIEEY registry,
& A] LATE registry FRIEE SIRBOEG 2, B0 :
reg1l.io/myrepo/myapp:latest, FHitFTHHAh registry,

containerRuntimeSearchRegistries : 7 i# & E L MBI IRRIEL
(pull) FO#E3X (push) RVEMY registry, PBRLEFRA HEA registry,

A LL% & blockedRegistries =X allowedRegistries , {BAEERF &R 41X
&,

DIk

H
[=]

L X allowedRegistries S, FRIEBAIATIL, BNIFAE registry (21E
registry.redhat.io 1 quay.io registry) AR EIABIREREIR registry ZBHRBART,
LEASHET, HTER pod KW, fFATE registry (E3E registry.redhat.io #l
quay.io registry) #0 internalRegistryHostname 75/0%! allowedRegistries 713
F, ENINERERNTBHEEERECN]. X T EENERE, LARNE&RN
registry,

image.config.openshift.io/cluster 5JRH status W& E 7 MERF M EIR(E,

¥ 23U

internalRegistryHostna  H{Z4l internalRegistryHostname #J Image Registry Operator K&, ©H
me BRI BB registry B EH B, ZELTTRA hostname[:port] #8=X, 7y
FLIEEFERS, EMelER OPENSHIFT_DEFAULT_REGISTRY g4

B, BZRERBRIMNELE,

externalRegistryHostn H Image Registry Operator % &, TEHER registry BT AR AT A RS EB
ames ENE. F—NMELATFE SR+ publicDockerimageRepository F&, 1%
{H 7% A hostname[:port] &=,
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8.4.2. EeE IR registry W&

& A LU 4w’ image.config.openshift.io/cluster BE X 5TR (CR) REEBHE registry Wig,
Machine Config Operator (MCO) %5 image.config.openshift.io/cluster CR 2 S5 H X registry B9
B, FHERNEIESRNERST &

it

1. Yw%H image.config.openshift.io/cluster B E X iR :
I $ oc edit image.config.openshift.io/cluster
LLUF 2 image.config.openshift.io/cluster CR 7=/l :

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-05-17T13:44:26Z2"
generation: 1
name: cluster
resourceVersion: "8302"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: e34555da-78a9-11e9-b92b-06d6c7da38dc
spec:
allowedRegistriesForimport: g
- domainName: quay.io
insecure: false
additionalTrustedCA: €)
name: myconfigmap
registrySources:
allowedRegistries:
- example.com
- quay.io
- registry.redhat.io
- image-registry.openshift-image-registry.svc:5000
- reg1.io/myrepo/myapp:latest
insecureRegistries:
- insecure.com
status:
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

Q Image : @EF RMALEEENKESCHER. IEAM—BMHEHEZ cluster,

Q allowedRegistriesForimport : [RHIE & 7 o] MAR 5 AR B 285515 registry, $F1L51
REBHEEELEERHEERESEN AREFEY MBS AR registry, BIUM API 0IE4
%3k ImageStreamMappings #Jf ' A Z L IRBRHIE N, BERABRBHEENERFEEN
R

9 additionalTrustedCA : 5| B &R &R T A, Pod HIRHIEL. openshift-image-registry
pullthrough FIHEREA A ZEEMBIERI LM (CA) HECEMSN, HEREMRNGE
Ze 5] openshift-config, ConfigMap FIt& N 2E A registry EN AN, HH PEM ik
FEME, BFENERFEMLIN registry CA,
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Q registrySources : @5 AT RERFZITNEIFEER pod RRE 2 SL1FskfELED
Al registry BIERE, AILLI%E allowedRegistries 45 blockedRegistries %, {ER#E

L Y allowedRegistries ST, FRIEFAIHTIE, BNIFTE registry (23E
registry.redhat.io 1 quay.io registry F1BRINBIRERERIR registry) ER#ERERT, 40
REASH, HT#E pod KW, EAITHF registry.redhat.io #1 quay.io
registry L& internalRegistryHostname 7~ 10Z| allowedRegistries 5%,
HIMERERAHFEBREEEC], AN registry.redhat.io #1 quay.io registry
7 n%l blockedRegistries 57X+,

{53 allowedRegistries. blockedRegistries =X insecureRegistries S, &
B] LATE registry FiEE S£IMBIEMEZE, BI40 : regl.io/myrepo/myapp:latest.

R A R £ B4 EB registry,  LUBAD ATREBI & £ M XS,
2. ERAERBNATEY, HIHMENT A

I $ oc get nodes

i Bl
NAME STATUS ROLES AGE VERSION
ci-In-j5cd0qt-f76d1-vfj5x-master-0 Ready master 98m

v1.19.0+7070803
ci-In-j5cd0qt-f76d1-vfj5x-master-1 Ready,SchedulingDisabled  master 99m
v1.19.0+7070803

ci-In-j5cd0qt-f76d1-vfj5x-master-2 Ready master 98m
v1.19.0+7070803
ci-In-j5cd0qt-f76d1-vfj5x-worker-b-nsnd4 Ready worker 90m

v1.19.0+7070803

ci-In-j5cd0qt-f76d1-vij5x-worker-c-5z29z NotReady,SchedulingDisabled worker 90m
v1.19.0+7070803

ci-In-j5cd0qt-f76d1-vfj5x-worker-d-stsjv  Ready worker 90m
v1.19.0+7070803

MBA XAV, PRIEARLZEH registry SEMELZER, ESWERERSR registry HiE,

8.4.2.1. 5tk registry Vi BCEHN IS K

Image.config.openshift.io/cluster BE FRAI @ 24 ELEMET RIS A, ZEEMS S EEEHE
registry U717 HA (A1 4% 15 AE BRI AN IE AT WL

FeRFM
o IEFMAMAM (CA) wizd PEM Fifid,
e

& 7] LAZ openshift-configdn & 22 [A] R 02 EL B BR S, F7E image.config.openshift.io FE X FRHH
AdditionalTrustedCA F{ERE LT, LUREEHER registry BRI A LIRS ERIZIAN CA,
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S FENEEEHIFIN registry CA, ELEMSTHEZT BEEL CA BHOM registry WENLR, MER
base64 JRILEVIE T 2 B8 E,

B4 registry CA Bl BB R4

apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
registry.example.com: |

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 0

Q INR registry #AWO, #0 registry-with-port.example.com:5000, : EE# .. &,

BRI LURIRU T RREC B H A CA,

1. EEEEMCA :

$ oc create configmap registry-config --from-file=<external_registry _address>=ca.crt -n
openshift-config

I $ oc edit image.config.openshift.io cluster

spec:
additionalTrustedCA:
name: registry-config

8.4.2.2. BLiBHi{& reqgistry FHEEB{&
BT I B RS registry EMEFEFRER, BRI LUATLUTRE -

e Fgi& OpenShift Container Platform &8%, LUEEEMMIRHR registry ERFFEZERIEL (pull)
BHRRER, FHEL BB (mirror) BISHE registry LRI GEF SRARRIZIE R,

o ENBIRFEZERRZANEER (mirron)EMEE, DBARMR—DEGEFELZE DAER
HMH5E R,

OpenShift Container Platform FZfifEH GBS IE :
o HHRAIEY (pull) ATRXS registry {EHLAEY[A],

o TEMTFEERIAMEFRIER T LUMXBAE (W0 quay.io) HIEUEMR, FitARAAXEEERN
registry fRHE KB K.

o RHEMEHEL (pull) BRI ZIRIEE registry ifF, BERKEFT 2EIHIFAM registry,
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o IRARH ABELIRIE R A RME OpenShift Container Platform £ HEN T R L/
/etc/containers/registries.conf X4,

o YN RMBRFHEREREGRN, EREREHBNEGRERINEFEWME, EXHRIAMERHAR,
MRFIBHEERN, KHNEZRREEE, MR, MEERIRET <RH,

AIE AT AR EFEERRS :
e 7f OpenShift Container Platform &%/ :
BT HIEY (pull) OpenShift Container Platform FRERN A2 R%, AR XILHREREATHAX
k=, BDAYS OpenShift Container Platform %22 | 52 BR M4E B EEE /O

e Z2%E OpenShift Container Platform Jg :
BNfE3% A 1£ OpenShift Container Platform ZZ&HiHECE 5§ (mirror), ZEE{BAI{ER
ImageContentSourcePolicy ¥ RiH#1TEE.

UTRERHLEEHRREE, EAI{ELA03 ImageContentSourcePolicy *f & &iHj :
o IRFLEEUR (mirror) AR RIREEFERIR,
o EBEENHREBMEEMEERNABTHENEREHENTREE.

k

N
ya
Xl

&85 E A ImageContentSourcePolicy X RIVEEELE LR pull secret, EREEIET
B AN pull secret,

0

SR M
o FHEZXR cluster-admin B &I £,

AR
1 B LT AR E B BIRIEEE

o IRHB Red Hat Quay Fh#E % FArIR, M Red Hat Quay Ri%E BRIGEFEME, FH
Red Hat Quay BB FIEFHREM— N FHESFE 7 —FWHZE, FHaEEN AMERESR
HES XL REE,

o {fif skopeo ETEFIIIFHEMIREE FEEHIZIBHRENFMHEZE,
540 : £ Red Hat Enterprise Linux (RHEL 7 8 RHEL 8) %%i_E%&%& skopeo RPM {48
&, £ skopeo 4, M TFHIFTR :

$ skopeo copy \

docker://registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6\

docker://example.io/example/ubi-minimal

EAHFAR, EE—1% 7 example.io AR registry, HASE—1% N example 1Y
BREME, EF5 2 ubi8/ubi-minimal fE{& M registry.access.redhat.com & | Eltb 5%
&FEE, QI8 registry [&, EEF OpenShift Container Platform BB N R EF
FEREREEBE BHRENEIEE,

2. BSRIEM) OpenShift Container Platform &2%,
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3. I/ ImageContentSourcePolicy 32 (40 : registryrepomirror.yaml) , FHEFIEFHEER (mirror)
BN B O registry, FFiEZEN R AR P RORA G

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: ubi8repo
spec:
repositoryDigestMirrors:
- mirrors:
- example.io/example/ubi-minimal ﬂ
source: registry.access.redhat.com/ubi8/ubi-minimal 9
- mirrors:
- example.com/example/ubi-minimal
source: registry.access.redhat.com/ubi8/ubi-minimal
- mirrors:
- mirror.example.com/redhat
source: registry.redhat.io/openshift4 6

ﬂ SRR registry FTF B EHI L TR,

9 IS SRR B registry MM

9 IR B] LATE registry FRECE 6n 4 22 (] LUE 1% o0 A 22 (] R RO AE 551K,  SNRIGHEF registry 13
YR, ImageContentSourcePolicy FRE N A E| registry BRI B ZGE .

4. AIEHH ImageContentSourcePolicy X & :
I $ oc create -f registryrepomirror.yami

]2 ImageContentSourcePolicy ¥ R/g, FMXENBEINENT R, EEFRERASHEEN
T {22 SR R R 77 1 R 1 3K

5. ENERSNAT EHENEERE, ARP— DT REFITUTRE,

a. FIHEEIT R -

I $ oc get node

=1
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.21.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.21.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.21.0
ip-10-0-147-35.ec2.internal  Ready,SchedulingDisabled worker 7m v1.21.0
ip-10-0-153-12.ec2.internal  Ready worker 7m v1.21.0
ip-10-0-154-10.ec2.internal  Ready master 11m v1.21.0

RAI LGB, TEN BTSN worker T EMHE AR,
b. BT R LA AT A

I $ oc debug node/ip-10-0-147-35.ec2.internal
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i th 7 Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host

c. FHEHIIRE RN /host :
I sh-4.2# chroot /host

d. 1% /etc/containers/registries.conf X1, RREMREN :

I sh-4.2# cat /etc/containers/registries.conf
it Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]

[[registry]]
location = "registry.access.redhat.com/ubi8/"
insecure = false
blocked = false
mirror-by-digest-only = true
prefix ="

[[reqistry.mirror]]
location = "example.io/example/ubi8-minimal"
insecure = false

[[reqistry.mirror]]

location = "example.com/example/ubi8-minimal”
insecure = false

e. WHEEHMEMRIRET R, FROERS BTSN, ImageContentSourcePolicy X5
NEFHEHE, TXREEINE,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6

LR TR TS

MRFHEEGRRERENE TR, HEAUTAEXEMZERGNMTEERDBIEEER,
o ENIFEHRATIRMAIE (pul) BB,
o AFAELHMBEIEN, FRMEMAE registry,
o MXRZLET, Insecure ii&FAEENR,

o ZIAEINT /etc/containers/registries.conf SFMIER, IIECRE 2 i, XA TOML &3,

8.5. X F{#FH OPERATORHUB %% OPERATOR

235



OpenShift Container Platform 4.8 R 5EE

OperatorHub @ —N 4l Operator A F 5T, ©45 Operator Lifecycle Manager (OLM) —i#&2 Tk,
EEESEEHZREMERE Operator,

ENEREIE R, B LU#E M OpenShift Container Platform Web $#I& 8% CLI 223 B OperatorHub
B Operator, & Operator 1] A — PNk N 22 [H], HER LWL ARFER,

LEEFIRA, BTN Operator HELL THIAXE :

REEN
1%+ All namespaces on the cluster (default)f§ Operator REZEFA MR L ; EF LN HRHZE
B (NRTA) , (NIEEEMALREFRRE Operator, A% All namespaces... f§ Operator A
AR Ui E /A,

SEHGE

JNRFEA Operator A& MBS, NAEEEEEITHEBNGE, F0, EiBid stable JiEHR
E (NMRTH) , WMFIFRFPEFIDEIL,

BEAESRRE

BRI LU B 5 & F o BT,
INREFEB I BEFHEN S LLEH Operator, NI HAmESIERHFZ Operator BIFTHRARS, Operator
Lifecycle Manager (OLM) f$B#F# 4 Operator Bi21T5L6I, MITHEAN N FI,

IMREFEFEH, NLEHFIR Operator (TR, OLM RAIBEHIER, FANEBHEERA, Bl
FAEZBFIEK, F A Operator B EHhR A,

8.5.1. {# F§ Web 1Z%& M OperatorHub &%

& Bl LUEF OpenShift Container Platform Web 2l& M OperatorHub 2% 17 [ Operator,

SeRFMH

o (FHEA cluster-admin FFRAUNK 17 OpenShift Container Platform &2%,

1. 7 Web #%I& A 3 ZE Operators = OperatorHub T,

2. HEIREEM Operator (JRENTIEKTE Filter by keyword fERi AT XHF) . Fln, #EA
jaeger K& Jaeger Operator,
1834 B AR IR B AR A TheE o e T, N, MNREEHSE Operator LR EEFIMER TR, 15
1%%¥ Disconnected,

3. EFEETRESERM Operator,

=1
176 Community Operator RE & 4118% B INIE#E X Operator ; L ABINLE
EHAETAREL,

4. 7L Operator 1§ B F H i Install,
5. 1f Install Operator TTHE M :

a. EELLTF—I0
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e All namespaces on the cluster (default) % ZII< ¥ Operator REZRZZIA
openshift-operators fp £ 22 [F], LUEMEREPIIAR QA AAER, 250 IE
1R eI F,

® A specific namespace on the cluster, ZIMXFFELEFER—FEMGEHRRE
Operator, 1% Operator {{FRE1% H — o 44 22 (7] Ap IS AL AN {8 A,

b. EFE—IEHIE (WELITTA) .
c. WNETERTER, B FIIRMERE,
6. mifi Install 8 Operator At OpenShift Container Platform & &% _E BRI ey & 22 B/,
a. fﬂ%ﬁ?%?%ﬁ]ﬁt)ﬁ%ﬁ%, T B AR SIHREIFE Upgrading IR, BEEHKFF AR
f;:llzjsz?c;ll Plan TIE#L S, TTHBIFA TR H Up to date,
b. #IREFET Automatic H#EAZRER, AXREKEFAAISEHNER TEH Up to date,
7. T RBAIIREES Up to date f[5, 1%L#F Operators - Installed Operators K45 1iE B &5

Operator B ClusterServiceVersion (CSV) BERAHINT . RERAKERXBRZERI RN
InstallSucceeded,

*FF All namespaces... REER, JRETE openshift-operators n 4 22 [A] R fiF 4
7 InstallSucceeded, BIIREHManHZEE, NHRZEH Copied,

RKA -

a. f# openshift-operators 1E (#NR%EF T A specific namespace... ZERER) FH
openshift-operators B ) pod WE, iX&RTE Workloads - Pods Il i F iz & [F] & LAE
#H— S HE R R,

8.5.2. {8 CLI M OperatorHub %%

IRAJLAMER CLI M OperatorHub &% Operator, A wMER OpenShift Container Platform Web 221l
B. HM oc B ROEBHEHR— MK,

SeRFH
o FEMHEZA cluster-admin FUBRANK /17 7] OpenShift Container Platform 2%,
o EMMAMRILE oc MR,

it 3

1. &%& OperatorHub HE5EEF AT FIRY Operator F3k :

I $ oc get packagemanifests -n openshift-marketplace

Fai th o Bl
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
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advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m

mongodb-enterprise Certified Operators 91m

etcd Community Operators 91m

jaeger Community Operators 91m

kubefed Community Operators 91m
L3R FATEE Operator B HE &,

2. 1eE s Operator, LASIFE Z RSB 0] FAIE
I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

3. — Operator A (F OperatorGroup X RE X) , EHEAFEFEBIrMAZEE, EHEFANE
Operator ZHABRIMAp & 22 [H] R BYFR A Operator £ FTFEHI RBAC Ui IAIFX R,
1T % Operator By % Z2 (A /TR B 5 Operator &L E M8 LAY Operator 4H, AR
AllNamespaces &3, th a5 SingleNamespace &=, IREE[EFH AllNamespaces &%
Operator, | openshift-operators #p# 22 i 2.5 3& L8 Operator 2H,

INRELREM Operator X SingleNamespace 13, M&%EEYM Operator H, N7l
21

1£1%+F SingleNamespace &=, 1ZREH Web BHI B RAKIER A B NE
4h 32 OperatorGroup #1 Subscription *f Rl &,

a. fl|# OperatorGroup *% YAML X {4, %0 operatorgroup.yaml :

OperatorGroup X &Rl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>

b. | OperatorGroup % £ :
I $ oc apply -f operatorgroup.yaml

4. fIE— Subscription & YAML X4, LUMEH Operator iT[#{—1N & 22(E, 40 sub.yaml :

Subscription X Rl
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apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: <subscription_name>
namespace: openshift-operators ﬂ
spec:
channel: <channel_name> 9
name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector: @
foo: bar

*FF AllINamespaces ZEEXEA, 187E openshift-operators ta & Z2[H], &N, K
SingleNamespace ZEE1E = {5 T EME K B — & 22 A,

FE1T 1 BISHE R B R,

E{T 5 # Operator FI& TR,

=1 Operator I H FIRHI A TR,

BRMS R ZEE, ¥ openshift-marketplace B T2\ 8 OperatorHub B3R,
env SEE L AIFFE T H OLM BIBM pod FATE BEEPHIMEL 2T,
envFrom ¥ E L EEARHRPERIMNEL EMIRTIR,

volumes S E Y. OLM fIIH pod L FEMBIIR,

volumeMounts 23 Y. OLM flIEH pod FRATIFEIER VolumeMounts 53R, 0R
volumeMount 5| HAR~ZFER &, OLM FiEEBZE Operator,
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@ tolerations Sy OLM B|E#) pod T X Tolerations 3%,
m resources S OLM fIJi2# pod HATE B & E L K IRRH,

@ nodeSelector Z#°/ OLM fiJ## pod E . NodeSelector,
5. fi/# Subscription X :

I $ oc apply -f sub.yaml

LR, OLM B 7 ##RFi%R) Operator, Operator BISEEEIRSSARA (CSV) N HINTE B hrés £ 22 (A
H, E Operator 12489 API 7] B F 08,

Hith 5w

® X F OperatorGroup
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5 9 E IeEZER@EH
£ OpenShift Container Platform Hr, HEIRANIAE LRI FMEH RN 2L Bk, BiRIZH—FBA,
RIAEMPEE—HBER. BABERT, MLZHERATE OpenShift Container Platform Web 124 A
Alerting Ul R EE, REE, EALIBLE OpenShift Container Platform, @A EEINEB RS,
9.1 FHBM A EEINER RS

£ OpenShift Container Platform 4.8 f, ®I7E Alerting Ul R EE A ER, RN RFEIREBE N A%
FMEMBARS, A LUF OpenShift Container Platform Bo@ MIFEHHR & X B AT R BIAEINES -

® PagerDuty

e Webhook

o FLTFHRY

® Slack
W ERER B EENER, O ISR R EE SR A A SR, B, XEBEREEIAIX
F, BEREBAENASKENN AN R, REFEXBEEBMERTESKEEHE— N R L RS
HEATIEBNET B E 15,

{#H watchdog ERKEEZERES TIFES

OpenShift Container Platform I ¥EThEE & & 4L L B9 watchdog Bk, Alertmanager EEMEEREN
BRI A% watchdog Bl A, MiREEFEE REE NIEEE LK E watchdog B BME
B, XFLEI T EE BN R IRE IR H] Alertmanager 138 KR AL 22 (8] BO4ET @15 7] L,

9.1.1. B EE Iz
AT AR B IRIENES, LURIR T MRER M E E h i,

FeREZH
o RETLUFEAEZR cluster-admin A& i A& EE,

i

1. 1€ Administrator flA s, Sf1%] Administration - Cluster Settings = Global Configuration
- Alertmanager.,

p= =1
HE, HIATLLET notification drawer Vi[|[E— T E, % OpenShift

Container Platform Web 1£#l& A L AR EENR, FHI1E
AlertmanagerReceiverNotConfigured 21 #1%# Configure.

2. 1E%TIER Receivers 84 H1%#¥ Create Receiver,
3. 7£ Create Receiver R#.d1, 5/l Receiver Name, AFEMFIEKRAI%EFE Receiver Type.,
4. IR E -

e ¥IF PagerDuty ##U25 :
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a. EFEEMRIEBIF R PagerDuty SRR EEA,

b. 70 PagerDuty Z22&#) URL,

c. MRBIHER FiRFIEHIFITH " EMEME, 715 Show advanced configuration,
o ¥F Webhook #I42S :

a. AINfE HTTP POST 3R & X BB =

b. MNREJRENT O MEFTIER L EAFRERMIENI LT, 151%FE Show advanced
configuration,

o N FHLFHRHEEINES
a. ANINERERMAXEEHE FER At

b. I SMTP EBEIFIE, SIEAXBMAHIE, FRA &R FHANERENMROS,
SMTP RSS2 B9 E M B AR ESIE .

c. EFEREEETLS,

d. ANREBFEVETGwEE N T A B ER X B RTEVER, e FEME M IEXECE,

iH1%# Show advanced configuration,
® XfF Slack #EU3s :
a. #h0 Slack Webhook BJ URL,
b. RINTFHERAEEIM Slack &=L A F 4.

c. MIRBFBEVLEIGE N A MR L EXCBITER, SRERIAAF2RE, HFit
£ Show advanced configuration, LRI LUEFE R B B FHEEIELHMBAF &,

5. MINERT, MRMANERTHESMALERLENNE, FEAXEEKS. NREREM
REVBEIREAEEIER SRR B TR AR E

a. 7ER M Routing Labels £ A7 N RE B PR 2 & FRADMES
b. MMRBEMAENRIER, 5% Regular Expression,
c. 1% Add Label R IIE % BB HITE,

6. JEFE Create RO

9.2. HfL ¥R
o N7 AR

o EIHER
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5 10 3 1£ IBM Z =% LINUXONE ¥ & rh e @i ik &5

%510 = 12 IBM Z = LINUXONE ¥11i5 AR 2 & Bt hni% &

L% OpenShift Container Platform &, A LM z/VM RER IBM Z 5% LinuxONE IME AR R EEED
BRIARIRE, BB TRE :

o JITBEML (FCP) EM
e FCPLUN
e DASD
® geth
& AT LA#E A Machine Config Operator (MCO) #vil udev MNIsEER B %, thal AFShERBE L&,
MRS R RER T z/VM RE5, MRETE IBM Z 3 LinuxONE Z&fith 4244 {5 F
RHEL KVM REER, LIXERINE KVM BFRE, £ KVM B iR AR ELNHE

&, B2, 1£z/VM# RHEL KVM &R, BENALUTHEREE Local Storage
Operator #1 Kubernetes NMState Operator,

Lth

=

P
o REFNHFHEMLES

\

10.1. £ MACHINE CONFIG OPERATOR (MCO) B2 &M Nk &

AT AR EYESS IR 7 9041 B Machine Config Operator (MCO) 7£ IBM Z 3 LinuxONE Ef45% FR B & M i
WEIhEE. A MCO BBEX&ERAMN, BERATFITET RMEERE, MCO AR control
plane TV R B FEMECE.

SeRFMH
o LIEBAERBNMAN B ERER,
o IZIXE WA z/VM B HLE,
o iZiXEBEMI,
® ZIXEABETE cio_ignore FIRAH, AIEAKSHHRIKE,
e B {FALLT YAML U] MachineConfig X &3 {4 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerO
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker0]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker0Q: "
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10.1.1. BEEE Y4 @aE Pl (FCP) E#1
BUF 290 @5 A0 udev FLNSE(E B N_Port FRRFFETME (NPIV) BECE FCP EHLEER2:HRA1,

Pt =

1. BXLLF udev #1111 441-zfcp-host-0.0.8000.rules =4 :

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.8000", DRIVER=="zfcp",
GOTO="cfg_zfcp_host_0.0.8000"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="zfcp", TEST=="[ccw/0.0.8000]"
GOTO="cfg_zfcp_host_0.0.8000"

GOTO="end_zfcp_host_0.0.8000"

L]

LABEL="cfg_zfcp_host_0.0.8000"
ATTR{[ccw/0.0.8000]online}="1"

LABEL="end_zfcp_host_0.0.8000"
2. BT T e, PN Base64 Fifid :
I $ base64 /path/to/file/

3. LR MCO BB EEE HIE YAML XX :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-host-0.0.8000.rules 6

Q@ CENBREXHREIHRL,
© GEL—#H PR Base6d HBERE,
© udev HIIFFEMERE,

10.1.2. Bci& FCP LUN

BUR Z nend@sd 7800 udev AUNISRECE FCP LUN BRI, &R LURIN#TEY FCP LUN, SovEEAZR
ECERY LUN ZRHNFE AN EE 2,

]
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s}
e

1. LAF udev #I7R4 41-zfcp-lun-0.0.8000:0x500507680d760026:0x00bc000000000000.rules:

ACTION=="add", SUBSYSTEMS=="ccw", KERNELS=="0.0.8000",
GOTO="start_zfcp_lun_0.0.8207"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="start_zfcp_lun_0.0.8000"

SUBSYSTEM=="fc_remote_ports", ATTR{port_name}=="0x500507680d760026",
GOTO="cfg_fc_0.0.8000_0x500507680d760026"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="cfg_fc_0.0.8000_0x500507680d760026"
ATTR{[ccw/0.0.8000]0x500507680d760026/unit_add}="0x00bc000000000000"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="end_zfcp_lun_0.0.8000"
2. BT T g, SFHNERH N Base64 Fifid :
I $ base64 /path/to/file/

3. LR MCO BB EEEHIE YAML X -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-lun-
0.0.8000:0x500507680d760026:0x00bc000000000000.rules 6

Q@ CENBREXHREIHRE,
© CEL— PR Base6d HBERE,
© udev HNIFEMEE.

10.1.3. Edi& DASD

LA 2 40fan@id 7800 udev ALNISRESE DASD 4 BB,
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ff

L=

S

1. LAF udev #101] 41-dasd-eckd-0.0.4444.rules =l :

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.4444", DRIVER=="dasd-eckd",

GOTO="cfg_dasd_eckd_0.0.4444"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="dasd-eckd", TEST=="
[ccw/0.0.4444]", GOTO="cfg_dasd_eckd_0.0.4444"
GOTO="end_dasd_eckd_0.0.4444"

LABEL="cfg_dasd_eckd 0.0.4444"
ATTR{[ccw/0.0.4444]online}="1"

LABEL="end_dasd_eckd_0.0.4444"
2. BT eE, NN Base64 Filid
I $ base64 /path/to/file/
3. LU MCO RPIECEEREH ] YAML X4+ :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules 6

ﬂ EAENSEEXHHE LHNAE,

Q 1M1 £ —4 4 BB Base64 iy FRF &,
9 udev #NFFIERIER R,

10.1.4. Bgi& geth
BUF 290853 300 udev FLNISRECE qgeth & BIRA,

ff

L=

S

1. BXLLF udev #1111 41-qeth-0.0.1000.rules =4 :
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ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="qeth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1001", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1002", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccwgroup", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="cfg_geth_0.0.1000"

GOTO="end_geth_0.0.1000"

LABEL="group_geth_0.0.1000"

TEST=="[ccwgroup/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1001]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1002]", GOTO="end_qgeth_0.0.1000"
ATTR({[drivers/ccwgroup:qeth]group}="0.0.1000,0.0.1001,0.0.1002"
GOTO="end_qgeth_0.0.1000"

LABEL="cfg_qgeth_0.0.1000"
ATTR({[ccwgroup/0.0.1000]online}="1"

LABEL="end_qgeth_0.0.1000"

2. IR, SHER N Base64 Jwtd -

$ base64 /path/to/file/

3. LR MCO BB EEE HIE YAML XX -

09

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules 6

EAENSEEXHHE L HNAE,
1RTE £ —F R E R Base64 FldFRF .

udev MINIFTTERTER R,
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10.2. FHECE M N &

AT RBMES R 7 40{AITE IBM Z 3% LinuxONE FERF BN &, WEBAEE T RERER
2, {BAR 2 OpenShift Container Platform [RER, MNREBHIZT R, NHEESEHHUITXLESIE,

SeRFMH
o LEAEEFNNASFNEREH,
o IZEWMAHT RERA,

o TEz/VMIMEHR, RELAMIE z/VM &l

1 BT, lid SSH R A ¢

I $ ssh <user>@<node_ip_address>

\

LR LLZIT AT 8B 81 A58 debug &1 -
I $ oc debug node/<node_name>

2. E{FHA chzdev S g%, ERANLTRS

$ sudo chzdev -e 0.0.8000
sudo chzdev -e 1000-1002
sude chzdev -e 4444
sudo chzdev -e 0.0.8000:0x500507680d760026:0x00bc000000000000

L fth BEIR
HE IBM XA EECE,

=X

\

10.3. ROCE WM&

FAEZEFHRCE (BI@ELAAM) M+F, HET RERTARNER Kubernetes NMState Operator g
BEHEZO, Fa, R RoCE ME7E z/VM EMERMI I, =& RHEL KVM IR RET,

10.4. 7y FCP LUN BB % K&

AT ARBES R 7 A0{AI1E IBM Z 5% LinuxONE IMERFHIEEM MK &, KEEAEETRERERK
2, {BAR 2 OpenShift Container Platform [RER, MIREBHIZT R, NHEESEHHUITXLESIE,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/storage/#persistent-storage-using-local-volume
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#k8s-nmstate-updating-node-network-config
https://www.ibm.com/docs/en/linux-on-systems?topic=linuxonibm/com.ibm.linux.z.ludd/ludd_c_perscfg.html

5 10 3 1£ IBM Z =% LINUXONE ¥ & rh e @i ik &5

BE

£ 1BM Z fl LinuxONE &, BREAEREIRPHNCRERHTEALZHRE. NEES
{E8, BB IBM Z FILinuxONE _EZ55(E/F 7/ VM BOZERE %4 RHCOS 35 5)

on

OpenShift Container Platform bootstrap 1T 72",

FoRFMH
o LEAEERFNNASFMNEREH,

o MEEETZA LUNBRE, BFFLBE—A%
iz
AT TS, @i SSH IR R -
I $ ssh <user>@<node_ip_address>
AR LU T LT R AT RIE5) debug &1 -
I $ oc debug node/<node_name>
2. ZEEAZRRE, HETUTHRS:
I $ sudo /sbin/mpathconf --enable
3. E/E5) multipathd sF#HE8, HZTA RS ¢
I $ sudo multipath
4. m% : BERA fdisk 8L S BERIXE, HETUTHS :

I $ sudo fdisk /dev/mapper/mpatha

o ERINXHEREENH, HLTUTHS :
I $ sudo multipath -1
=1

mpatha (20017380030290197) dm-1 1BM,2810XIV

size=512G features='1 queue_if no_path' hwhandler='1 alua' wp=rw
-+- policy="service-time 0' prio=50 status=enabled

|- 1:0:0:6 sde 68:16 active ready running

|- 1:0:1:6 sdf 69:24 active ready running

|- 0:0:0:6 sdg 8:80 active ready running

- 0:0:1:6 sdh 66:48 active ready running
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