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2 13 SERVICE MESH 2.X

1.1. <F OPENSHIFT SERVICE MESH

7 Red Hat OpenShift Service Mesh B4 1717 &5 OpenShift Container Platform
@, H RedHat OpenShift Service Mesh Operator TFEE % MR AH
ServiceMeshControlPlane, FTLL Service Mesh 3% 7™ GBI MR AZES 5L IR A0 TR,
BRIEE—NFE XS IFETREFBAIAIEE T REMIRA, HEIM R ERTAE S
T 1 Service Mesh kit A&,

INFE A * Red Hat OpenShift Service Mesh £ AT HMEEMELER, 1HSHE
" BE e REEEEE,

1.1.1. Red Hat OpenShift Service Mesh &1t

Red Hat OpenShift Service Mesh @53 7 b/ FATE | B2 55 h #2851 SRR TR 5 A sh 9 B Fhm i, ©
ENAESAANALRN—NERE, MEFRNMNAREHITERER.

ARG ZRF SV N B TE o B ESH LRSS, MmELY BA4E, B2, MEMIRS N EEKE
WA RIS RN & e BT IR K, IBAEMBIEZEBREME, Service Mesh B LLBIT IR EILIRSS FIHHE
SR RIX LKA, FHAMENR. EEBSHOETIERBEMRS.

Service Mesh &2 FFHR Istio WIH, NOIEREBMIRSIRELIN. AEHHE%E. RESTIRSFMEIUE. HE
RE. IR RIEIIRS MR E T FENAE, REMBIMIREFS MR IEIIRE, HbaFEA/BI

. canary ZIThRA. 1512 R Im R ImE ik,

11.2. %0 IhEE

Red Hat OpenShift Service Mesh 7EAR %5 F4% (A3 7 SCI R ETIBERIZE— A R -

o RETHE - EHIRSFINREN AP AR, REFRNTEY, HEMJERETEFNERRE

o RFMMAMZ LM - EMEFRHFTIIEF MRS, HREERTIRSRENRES, UETLLE
W EEETRBIMAEIT L.

o ZRBEsmE - X ARSS AR BN AN REE, FARSEDT RS, FERFE2ERIR, @it iE
PRSI AT LUK SRBEEIT R EY, AR RIEWN ARFKH,

o BN - TARARSS W BRI T LR AR SS A O FRLE R IR A, AT AT L5 4 B0l 8,
1.2. SERVICE MESH % 173¥1iC

121 FFREEES
CTIEAVERB BRI TR, SRMMTIB MR EERPMIES, RITMXENRIEFFE © master,

slave, blacklist #1 whitelist, XEBUUFEENTFL TN K ITERPRE LR, BXBZIEE, H550HH
B R E Chris Wright IRELHIE R,

1.2.2. TTheE R INAE IR


https://access.redhat.com/support/policy/updates/openshift#ossm
https://istio.io/
https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
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BERRAXT AR A E AT T ek,

1.2.2.1. Red Hat OpenShift Service Mesh 7 2.2.3 By ThaE

Itt Red Hat OpenShift Service Mesh Z{ThR AR T CVE IENZLRERIF(CVE), BFIEAMELE,
F3 OpenShift Container Platform 4.9 18 SR A #,

1.2.2.1.1. Red Hat OpenShift Service Mesh 2.2.3 ik A & & HZH kiR A

il hiA
Istio 1.12.9
Envoy Proxy 1.20.8
Jaeger 1.36
Kiali 1.48.3

1.2.2.2. Red Hat OpenShift Service Mesh i Z 2.2.2 B3 Thag

It Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE IR EMELIRAME(CVE). BFIERELE,
F3 OpenShift Container Platform 4.9 18 SR A2 #,

1.2.2.2.1. Red Hat OpenShift Service Mesh 2.2.2 ik F & & #IHH R A

il hiA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.36
Kiali 1.48.2-1

1.2.2.2.2. EFIRREIRE

TEXANRAR, BT EFERAN, AL OpenShift B E FIHFEMITE, Red Hat OpenShift
Service Mesh ¥ Istio WX FRPEEHFIEITRZFERE (M kubectl.kubernetes.io FFIABEAERRS) &
#E3& OpenShift Route %R,

1.2.2.3. Red Hat OpenShift Service Mesh hixZs 2.2.1 i Thag

It Red Hat OpenShift Service Mesh & {ThRAfRR T CVE IR EMELIRAME(CVE). BFIERIELE,
F3 OpenShift Container Platform 4.9 18 SR A #,

1.2.2.3.1. Red Hat OpenShift Service Mesh 2.2.1 kix & & HZH kiR A



&5 13 SERVICE MESH 2.X

il hiA
Istio 112.7
Envoy Proxy 1.20.6
Jaeger 1.34.1
Kiali 1.48.2-1

1.2.2.4. Red Hat OpenShift Service Mesh 2.2 B3 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRANRIN T #EUTNBERICAH, F4% OpenShift Container
Platform 4.9 f18 &R AR Z .

1.2.2.4.1. Red Hat OpenShift Service Mesh 2.2 ik F S S BHH IR A

il hiA
Istio 112.7
Envoy Proxy 1.20.4
Jaeger 1.34.1
Kiali 1.48.0.16

1.2.2.4.2. WasmPlugin API

L& ATHRASENAN T X WasmPlugin APl B9z #F, #F M T ServiceMeshExtention API,

1.2.2.4.3. ROSA X #F

& 1TRRAB 1 T 4 AWS(ROSA) £ Red Hat OpenShift BUBRSS A& 4%, SIE% ERIEN,

1.2.2.4.4. istio-node DaemonSet E#p %

FEL A {ThRA A, istio-node DaemonSet #E#3 £y istio-cni-node, LAITEZ L% Istio REYEFR,

1.2.2.4.5. Envoy sidecar M4 &k

Istio 110 B#T T Envoy, BRIAEMA eth0 AR lo [FREX EXEIN HEFA.

1.2.2.4.6. Service Mesh Control Plane 1.1

SFRAESR, WEITHRALR T W ETF Service Mesh 1.1 B Service Mesh Control Planes By #,

1.2.2.4.7. Istio 1.12 X
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Service Mesh 2.2 &F Istio 112, B RINBEF ™ Mcfit. BRAMARIZRFITS Istio 112 Thee, BIFE
BLUT AR HFHITIEE -
® AuthPolicy Dry Run @ — M ERTI N IhEE,
® gRPC Proxyless Service Mesh —MNEATI T IhEE,
o Telemetry APl @ — MR TI L THEE,
o LULEHEERThEER =2 Hro
e =R control plane A& X #,

® MXFEARZZH .

1.2.2.4.8. Kubernetes Gateway API
Kubernetes Gateway APl @ — MR TI N ThEE, ERIANER.

FBEAXPINEE, iE1E ServiceMeshControlPlane A7y Istiod BN B L FIfBELE -

spec:
runtime:
components:
pilot:
container:
env:
PILOT_ENABLE_GATEWAY_API: true
PILOT_ENABLE_GATEWAY_API_STATUS: true
# and optionally, for the deployment controller
PILOT_ENABLE_GATEWAY_API_DEPLOYMENT_CONTROLLER: true

{5/ SameNamespace =X All X B7E Gateway AP| Wi Ir 25 _ERRHIRE B ANThRE AT BE, Istio RBME
listeners.allowedRoutes.namespaces F 1551588 H, FHIREEIBIN1TH (SameNamespace).

1.2.2.5. Red Hat OpenShift Service Mesh 2.1.5.1 B9 ThaE

It Red Hat OpenShift Service Mesh & {ThRAfRR T CVE IR EMELRAME(CVE). BFIEREILE,
F3 OpenShift Container Platform 4.9 18 SR A2 #,

1.2.2.5.1. Red Hat OpenShift Service Mesh 2.1.5.1 ik 7 & & HI2H (4 iR A&

A hR =
Istio 1.9.9
Envoy Proxy 117.5
Jaeger 1.36
Kiali 1.36.13
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1.2.2.6. Red Hat OpenShift Service Mesh 2.1.5 I ZhAE

Itk Red Hat OpenShift Service Mesh Z1ThRAER T CVE Ik &ML LIRENF(CVE)., BFIERELE,
F3 OpenShift Container Platform 4.9 18 SR AMI X #,

1.2.2.6.1. Red Hat OpenShift Service Mesh 2.1.5 ik & & #I2H 4 iR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.36
Kiali 1.36.12-1

1.2.2.7. Red Hat OpenShift Service Mesh 2.1.4 BIEZhAE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.7.1. Red Hat OpenShift Service Mesh 2.1.4 kR F & & BAH AR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.12-1

1.2.2.8. Red Hat OpenShift Service Mesh 2.1.3 I ZhAE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2IRAE A E L RIZFE IR,

1.2.2.8.1. Red Hat OpenShift Service Mesh 2.1.3 ik h & S #I2H R A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
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il hA
Kiali 1.36.10-2
1.2.2.9. Red Hat OpenShift Service Mesh 2.1.2.1 ¥ ZhEE
Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L RIZFE IR,

1.2.2.9.1. Red Hat OpenShift Service Mesh 2.1.2.1 iR B SBIH B IR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.2
Kiali 1.36.9

1.2.2.10. Red Hat OpenShift Service Mesh 2.1.2 BI$TZhEE
Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

TEXMNhRAS, Red Hat OpenShift distributed tracing & Operator # 2R\ &% %! openshift-
distributed-tracing #n & Z2[7], TELARTBIARA A, ERINRZEETE openshift-operator 3% 22 (A,

1.2.2.10.1. Red Hat OpenShift Service Mesh 2.1.2 ik 8 S BIHE IR A

il hiA
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.30.1
Kiali 1.36.8

1.2.2.11. Red Hat OpenShift Service Mesh 2.1.1 9 ThaE
Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L R IZFE IR,

A AThR AL T 25 R B 5h 8] R4S SRR B ThBE,

1.2.2.11.1. Red Hat OpenShift Service Mesh 2.1.1 ik & & BI2H {4 AR A&
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At hR =
Istio 1.9.9
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.7

1.2.2.11.2. 2 M4 RS

Red Hat OpenShift Service Mesh B EI7E Service Mesh control plane #1582 fp & 22 6] A 2 A E 1B
%/~ NetworkPolicies iR, X2 7 HERLNFAEFEH control plane AILIMEE RIS,

INREZAB0EMEE NetworkPolicies %R, Fla0h 7 iaflHiT AR REERE, EAILARHE
ServiceMeshControlPlane, I spec.security.manageNetworkPolicy % & X&) false

LIREHT spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh 7~
£818 £ NetworkPolicy ¥ &, REIEHR G 17 7 GHR ML FHIE 5 =T A8 5 BEME A 7],

e

1. £ OpenShift Container Platform web #£# &, i Operators - Installed Operators,
2. M Project ¥ iR % Service Mesh control plane B95E, #l istio-system,

3. # Red Hat OpenShift Service Mesh Operator, 1E Istio Service Mesh Control Planef“m1, =2
ServiceMeshControlPlane 9% %5, # basic-install,

4. 1 Create ServiceMeshControlPlane Details 71/, = YAML {8t{/EBERE,

5. ¥% ServiceMeshControlPlane FE% spec.security.manageNetworkPolicy i%i& 7 false, 01
BIRT R,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
trust:
manageNetworkPolicy: false

6. mif Save,

1.2.2.12. Red Hat OpenShift Service Mesh 2.1 T TheE 11853

It Red Hat OpenShift Service Mesh & fThRASZRIN T % Istio 1.9.8, Envoy Proxy 1.17.1, Jaeger 1.24.1, and
Kiali 1.36.5 on OpenShift Container Platform 4.6 EUS, 4.7, 4.8, 4.9 Myt ¥, LURFTBITHEEFNIE 55 IhAE,

1.2.2.12.1. Red Hat OpenShift Service Mesh 2.1 ik & & B HFhR A
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At hR =
Istio 1.9.6
Envoy Proxy 1171
Jaeger 1.24.1
Kiali 1.36.5

1.2.2.12.2. Service Mesh Federation

NI T FHBE L FRE L (CRD)AZ FFEAFRAR S5 ML (federating service mesh) , BRSME AT LIES
R —ERPHETRRA OpenShift £, XLEHFTRETIE :

e ServiceMeshPeer - {# 3 B BIRR S5 A& TE L BEFR, SIEMKECE. root SEIEPEEBEMIREE
%, TE—XTERFRMMEH, S MENE LB S BHII ServiceMeshPeer %R,

e ExportedServiceMeshSet - &£ Y /4 ServiceMeshPeshPeer #JiR %5 7] i T 5 A BINT ERIFE

e ImportedServiceSet - & Y44 E ServiceMeshPeer FIARSS =M peer W& S AR, XLERRSS
AT peer B9 ExportedServiceMeshSet T5iRIR .

£ AWS(ROSA). Azure Red Hat OpenShift(ARO)3X OpenShift Dedicated(OSD)EH Red Hat
OpenShift Service LRIEEEEA] N3 H#F Service Mesh Federation,
1.2.2.12.3. OVN-Kubernetes Container Network Interface(CNI)IE= 4 %5

OVN-Kubernetes Container Network Interface(CNI)EABI#E Red Hat OpenShift Service Mesh 2.0.1 H{E
NEARTAGIHRES |, PIME BIEIE Red Hat OpenShift Service Mesh 2.1#12.0.x 1, FF OpenShift
Container Platform 4.7.32. OpenShift Container Platform 4.8.12 1 OpenShift Container Platform
4.9,

1.2.2.12.4. Service Mesh WebAssembly(WASM){ &

ServiceMeshExtensions B E Y HRE X (CRD)MEBER X, SERIENEATECIHEEERA 2.0 A
#H, A LUMER CRD B SN, BLEHAZHEUIBRNE G

1E Service Mesh 2.1 B2 52 2/IF& Mixer, #1R/GHE T Mixer, NI&BAIEM Service Mesh 2.0.x FZEE 2.1,
RARIEHFEERIEER WebAssembly ¥ &,

1.2.2.12.5. 3scale WebAssembly Adapter(WASM)

Mixer BIE IEXMIFR, OpenShift Service Mesh 2.1 A2 3scale JEA 2R &HCas. EHHE Service Mesh
2.1 280, MIBRET Mixer B 3scale SEERZFFEME AR Mixer . 2RSS, {EM Service MeshExtension
FIRF oL EMBEEH A Service Mesh 2.1+ BY#T 3scale WebAssembly 5&fc 25,

3scale 2.11 8| A 7 EF WebAssembly F9E 37 Service Mesh &£

1.2.2.12.6. Istio 1.9 X ¥

Service Mesh 2.1 &F Istio 1.9, B R T KEMTHEEN ™ MG, BARKNSE Istio 1.9 THEEWZHF, 1BiF
ERLLUTEIS

10
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o EHMNENHETZZHF

o HARLHF Kubernetes Mx API

o HARZRHEIEIRENANNE WebAssembly HTTP i3 2%
o HARZHHEMA Kubernetes CSR API BIE T X CA 55K
o NIERENIERY LR —DRATIEIIARE

o AT RIRIEH CUSTOM BRIFSAEIBICRIIR K E — TR AT T ZhEE

1.2.2.12.7. &i# T Service Mesh operator M£AE
Red Hat OpenShift Service Mesh &1 ServiceMeshControlPlane 1/)-145 5 F T8 55 18 %R AR [H]

22, XAFERMHEIT ServiceMeshControlPlane 22, #HAVFNEEIIA SMCP BEIE Ritt4
o

1.2.2.12.8. Kiali %
Kiali 1.36 S #ELLFTIBEFIIG R -
e Service Mesh #REEHERRINAE
o control plane FIM 3% %
o RERELSKRE
o Envoy EREM A
o TR Envoy RN ARFBELFRENS—IE
o STRFICFRAR S5 RAAE A &I o 6p 4 22 (Al AN SR B 4%
o HVESIE, MSFIN BRI

1.2.2.13. Red Hat OpenShift Service Mesh 2.0.11.1 B9 ThEE

Itt Red Hat OpenShift Service Mesh & {ThRAf#RR T CVE IR EMZLLRAME(CVE). BFIEREIE,
F3 OpenShift Container Platform 4.9 f15E SR AMI 2 #,

1.2.2.13.1. Red Hat OpenShift Service Mesh 2.0.11.1 ik 8 & BH IR A

A hR =
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
Kiali 1.24.17

1
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1.2.2.14. Red Hat OpenShift Service Mesh 2.0.11 B3 ThaE

Itk Red Hat OpenShift Service Mesh ZThHRAER T CVE Ik &ML LIRAENF(CVE)., BFIHEHRELE,
F3 OpenShift Container Platform 4.9 18 SR A #,

1.2.2.14.1. Red Hat OpenShift Service Mesh 2.0.11 ki F & & #IH 4R A

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.36
Kiali 1.24.16-1

1.2.2.15. Red Hat OpenShift Service Mesh 2.0.10 B Thag

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.15.1. Red Hat OpenShift Service Mesh 2.0.10 hk & & #IH 4 hR A

il hiA
Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.28.0
Kiali 1.24.16-1

1.2.2.16. Red Hat OpenShift Service Mesh 2.0.9 BiThig

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L R IZFE IR,

1.2.2.16.1. Red Hat OpenShift Service Mesh 2.0.9 hix & & BZH kA

A hR =

Istio 1.6.14
Envoy Proxy 114.5
Jaeger 1.24.1

12
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A hR A

Kiali 1.24.1

1.2.2.17. Red Hat OpenShift Service Mesh 2.0.8 I ZhAE

Itk Red Hat OpenShift Service Mesh & {ThRAfRR T 2R B IE,

1.2.2.18. Red Hat OpenShift Service Mesh 2.0.7.1 B9$fiThig

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i MR LIRIAE R#,

1.2.2.18.1. Red Hat OpenShift Service Mesh 4028 URI F EX89 A e 48

Red Hat OpenShift Service Mesh @& — a2 ARIRIA CVE-2021-39156, HAHTTPIEKFAE R
EE (KL # FZRFLM URI REM—NEBD) , AT LIS Istio URI B TFERZRHIIRASERE, B0, Istio %
U SRBE IR % % E URI B8R /user/profile BIIE R, EEFEERERANMAS, #H URIBR
luser/profile#section1 BJiE K 54T B4 SRIE FHEE A EI/Fim (B #ISERY URI path
luser/profile%23section1) , ARESSFHELLEH,

NREFE M A DENY #24EF] operation.paths FOIRIVERRS, =& ALLOW &/EM
operation.notPaths, &3 2| iREARZE,

X hRAA, FERNFAEERTRMERE K URI &R, IXATLARGIEE URI 7 A F ERB9IE RG0S &
F URI %A F ERER D BOIRAEREE,

EMERIERAPFIT LR, HEREB URIWKERERD ., SR LU ServiceMeshControlPlane E2iE
{RE8 URI K ER,

Digk

==
[=]

SNETSCRmR, AT RN BEAITIEL, FRIAATEE, HEFRE URI A
Bz, BREESFIERNTRAEMRERES,

ServiceMeshControlPlane &3~ %l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:

name: basic
spec:

techPreview:

meshConfig:
defaultConfig:
proxyMetadata: HTTP_STRIP_FRAGMENT_FROM_PATH_UNSAFE_IF_DISABLED: "false"

1.2.2.18.2. RAUKBE AT R E

13


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39156
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Istio HENBAGSMFAALEROERENS, B0, AT "httpbin.foo" ENLHIE AR S X 4K
LR "httpbin.foo #1 httpbin.foo:*" HEE. BRZ, TE2ERFEIKEE{{ S/ hosts = notHosts FE&%
H B F R R T,

INRATE FANSHEF RF SR LLIHY AuthorizationPolicy SRITE FHLSFEEN, NEFITEAIERE,

R BT IRACRRE HU, LMEARIETREmA e i, fli, 85— AuthorizationPolicy 7~f5l
H, ¥ hosts: ["httpbin.com"] &t/ hosts: ["httpbin.com:*"],

#— AuthorizationPolicy s FRTZE Pt g

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin
namespace: foo
spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

=4 AuthorizationPolicy ¥ FRTZE Pt g

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*"]

1.2.2.19. Red Hat OpenShift Service Mesh 2.0.7 B$ZhEE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IFAE A E L R IZFE IR,

1.2.2.20. Red Hat OpenShift Dedicated #1 Microsoft Azure Red Hat OpenShift OpenShift L
i Red Hat OpenShift Service Mesh

Red Hat OpenShift Service Mesh II#E1#77 Red Hat OpenShift Dedicated #1 Microsoft Azure Red Hat
OpenShift

1.2.2.21. Red Hat OpenShift Service Mesh 2.0.6 BIETZhAE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNR2IRAE A E L R IZFE IR,

14


https://istio.io/latest/docs/reference/config/security/authorization-policy/#Operation
https://istio.io/latest/docs/reference/config/security/authorization-policy/#Rule
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1.2.2.22. Red Hat OpenShift Service Mesh 2.0.5 I ZhAE

It Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

1.2.2.23. Red Hat OpenShift Service Mesh 2.0.4 B9fiThig

It Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L RIZFE IR,

BE
EHRR CVE-2021-29492 #1 CVE-2021-31920 By, M AT = ED)E 5,

1.2.2.23.1. CVE-2021-29492 #1 CVE-2021-31920 FfRrEMF B #H

Istio @& — N HREEFAIRE, HEAETFRENFELFNE, HFES DRI LRI F R
(%2F X %5C) B HTTP 15 KEBE AT RERSET Istio IRIERES.

g0, BRI Istio SERFEHR LI E L T — MR DENY 5B, LUMETEIRE /admin LIEIER, LX) URL
E&E //admin B9IE KA SWIRTRBR IR,

BHE RFC 3986, WAHEZANRHTIHEERE //admin AR LN #HA N E /admin RFENEE, BE, —EF5
IR S5 IEFEIT IS S DRI & FE R A R RHSE URL BB, X AR S ST BAERE (//admin RPTEZ
/admin) , A A LERFIHAREZE /admin LA ER, XERear= S <L nH,

INRIEEH ALLOW action + notPaths FE& =& DENY action + paths FER4HE, MRS Z RN
R, XLRX T RERE RN BIER ST,

HELUTERT, EETRZIRANENT
o LB IRIEERS,
o RHIIRIEEIR & A E XL paths = notPaths FE&,

o MEYEAINERBE{E A ALLOW action + paths E%sk DENY action + notPaths FER4F1E, iXLE4R
ARESHEANIELE, MARSTER, SN TFULER, ARIAEM,

H

p= Y=
EREMSEIEHI Red Hat OpenShift Service Mesh BBB LB S Istio EZE A

1.2.2.23.2. EHF R AAMSEILEE

Istio RAKRBEFTREE T HTTP iHR B9 URL B8R, BREMSEL (BFFY URIASER) « BiFirgets
ANERBIBEE, UEEVLUIENA L EMSEEE. ARENELR, RETRBETERSERMN,

Istio FEARFEARAERBSFIBE FH 1A K AT, FIFKEEEHBIUTHSEL A -
R1LIBILESRE

& ik =B &%
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https://tools.ietf.org/html/rfc3986#section-6
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T filh =~ %33
NONE EBHITHSE. Envoy  ../%2Fa../b BFFREE  IXESRZE CVE-

BEBRHEAREHR5 PG F AR ENEBIBR S5 2021-31920 BIFN,
R A B EIRAR

%o

BASE X2 BT Istio BRiNR % /al../b #HSEIE N b B %5 CVE-
FRE AR, JXTE /b, \da ##sEit 2021-31920 B98N,
Envoy G2 £ A /da.

normalize_path it
i, %EIE RFC 3986
Z IEEREA I SE L Sk
R AT SR IE AT

MERGE_SLASHES BT ETE BASEHSEILE  /allb #MsE{t )y /alb, AT I B LA AR CVE-
‘. 2021-31920 K (A,

DECODE_AND_MER RURFFIERENNER /a%2fb MsEit)/a/b, BRI IR B LA A CVE-

GE_SLASHES FEARIE. BIERALX 2021-31920 BY[FJf, ;X
B, HERERI RN MIEENEE, BAIEE
RSB B TR R WA RIEF, EHE
o Percent JifidBy RIAL B AR R AT RE
MRBHIFFF N 2R,

(%2F. %2f. %5C 0
%5¢c) AR N [ 3K\,
7£ MERGE_SLASHES
SR (AT
HSBALBERIRU TR 4T -
1. RSB %2F. %2f. %5C # %5¢,
2. RFC 3986 MEAMhTE Envoy B normalize_path AL RISEL,

3. AFML.

g
oF

ARX LB ETCRE B HTTP A E AT EERaEN, ENARFTRES
LleiFaEm A R URL, TEEFREASRERN, HHMERET BN ARENIT NS
"

o

1.2.2.23.3. BRHSCE B =Y

#4R Envoy MISBALIE KSR LR FIRAR ST, WNIENRAREEXREE, UTRAITRFERERS
BEE, MBIt URL BE#E, #NRIES NONE, IR URL BRED :
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path

% 13 SERVICE MESH 2.X

1. BTFRERIERE,
2. BRI EmN AR,

F1.2. ELERH

MRENNARERF.. BEFE...
I F R TISEE BASE. MERGE_SLASHES =k

DECODE_AND_MERGE_SLASHES

RHE RFC 3986 MSBALIHEREEE, BFAGHMML BASE

RYE RFC 3986 MAFHPIMSEILIE REE, BEFMHE MERGE_SLASHES

EERE D RSB RAT,

RIE RFC 3986 #ISEIb1E KRR, 1Y 540 b DECODE_AND_ MERGE_SLASHES
MR L R & FRIAT,

BA5 RFC 3986 A #EAM A A IEIE KRR, NONE

1.2.2.23.4. W R HSEILEE SMCP

£ 5 Red Hat OpenShift Service Mesh R BB ZEHSEAL, 1H1E ServiceMeshControlPlane H15E MU TH
B, FRAREBERGIRENRERNRIILE.,

SMCP v2 BE&EHMSEIE

spec:
techPreview:
global:
pathNormalization: <option>

1.2.2.23.5. BBEE K/NEHSE{E

ERLEIMER, RGP BRATHEN AR KRNETERER, B0, 18 https:/myurl/get

N5 https:/myurl/GeT —f, fEXLEFERT, ERILAUFEAITAIRE EnvoyFilter, Lhit g2 E N
FAFEAR R BR R AR N TR LR BIER R, 7EABIA, istio-system 2 Service Mesh control plane T H
EREY

¥ EnvoyFilter (REFEIXXHHFFZITUT RS :
I $ oc create -f <myEnvoyFilterFile>

apiVersion: networking.istio.io/vialpha3
kind: EnvoyFilter
metadata:
name: ingress-case-insensitive
namespace: istio-system
spec:
configPatches:
- applyTo: HTTP_FILTER
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https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
https://myurl/get
https://myurl/GeT
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match:
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
subFilter:
name: "envoy.filters.http.router"
patch:
operation: INSERT_BEFORE
value:
name: envoy.lua
typed_config:
"@type": "type.googleapis.com/envoy.extensions.filters.http.lua.v3.Lua"
inlineCode: |
function envoy_on_request(request_handle)
local path = request_handle:headers():get(":path")
request_handle:headers():replace(":path", string.lower(path))
end

1.2.2.24. Red Hat OpenShift Service Mesh 2.0.3 BfiThig
Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i ML 2RI U R BFH IR,
T, XN IRAE LT

e 7f must-gather BIBWE T ERRIMNT — Nk, AFMIEER Service Mesh control plane 3
BZARIREER. MEEZELR, BB OSSM-351,

o RBTHAHB N MALEM Service Mesh control plane BIM$AE

1.2.2.25. Red Hat OpenShift Service Mesh 2.0.2 B9$fThaE

Itk Red Hat OpenShift Service Mesh ZAThRAIRNN T %F IBM Z #1 IBM Power Systems Iz #f, ©iLfER
T CVE REMZLIRE N REFEHE IR,

1.2.2.26. Red Hat OpenShift Service Mesh 2.0.1 9 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNRLIRAE A E L R ZFE IR,

1.2.2.27. Red Hat OpenShift Service Mesh 2.0 B3 ZhaE

Itk Red Hat OpenShift Service Mesh Z{ThRAERIN T % Istio 1.6.5. Jaeger 1.20.0. Kiali1.24.2, 3scale
Istio Adapter 2.0 #1 OpenShift Container Platform 4.6 B9 ¥,

FH, XA RRAE LT -
e fE{tT Service Mesh control plane &%, HHMEIE,
e i) Service Mesh control plane B9 55 g {5 F3 1% 5 #/3 5h AT ],
o SEITFEEMLEIE control plane @I EIR =S M AL,

o ININXS Envoy B Secret Discovery Service (SDS) B #f, SDS 2 — 1M EilLLA MMM
Envoy side car proxies A% secret B#l,
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https://issues.redhat.com/browse/OSSM-351
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o THIEEMFAEFEMEZL2NXIEH Kubernetes Secret,

o AERILTRIRPIRE T MR, RIRERBFEEREDRRIFILES,

o ININT X Istio Telemetry v2 ZRIIMIZFF, ZZRIIZH WebAssembly " BIIER, X HTER
Fo S 7 B M RE R,

o {HRAMLMERRE T ServiceMeshControlPlane FREHZE v2, LUEEMZMMEIE Service
Mesh Control Plane,

o IBINT WebAsembly " BAE W ATl T EE,

1.2.3. BRI
XANRA R — LT RS YRR L FRA TR S BN RERFEESIMERER,

B

AT IHRER ZLLIE ™ MARSSZF WML (SLA) Z#, BINEETREHATE, LLIERHE
FEEFHERERE], XERARTINIIE _JLM%FHFTEEWFH%EE’WJ‘H‘E, HENRE
FAEANBRERIFE N, BXRAEFATEIEZFEENESER, BESREATT
B,

1.2.3.1. Istio A MHMZFFHIzR
TR, ®IFCHUTIREBITIEE |
o TP &AL
o GA Ez%7T
THSPIZIIE ] MG R TR T ZhRE X RSERIER -
3+ 1.3. Istio FAMMZFFIIR

IhHE Istio hixA< TRRE b

holdApplica 1.7 TP FEIEN RREFASRED), BERMEIELZT
tionUntilPro

xyStarts

DNS #%k 1.8 GA L NINED:E

1.2.4. FRAFMERBITHEE
2 BIRA R — LT RS B 4 F AR SRR,

FAMTHEEHIR B S 1E OpenShift Container Platform A1, FRAL SR, B2, XNERELUEH
RATHRAHEMER, BRBUIEHHNERBHER,

HBREVTHEER BEFET ™ M.

1.2.4.1. Red Hat OpenShift Service Mesh 2.2 EFFRZhEE
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https://access.redhat.com/support/offerings/techpreview
https://access.redhat.com/support/offerings/techpreview/
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ServiceMeshExtension API MhRZs 2.2 FFIAEFH, FEELUEHIRRAFMER, A
ServiceMeshExtension API {3%A1E 2.2 R AR # R, BEFNIZFFAFERH WasmPlugin AP,

1.2.4.2. IR T Red Hat OpenShift Service Mesh 2.2 BZhaE
SFRAER, AITHRALER T A ETF Service Mesh 1.1 B Service Mesh Control Planes Bz #5,

1.2.4.3. B2 T Red Hat OpenShift Service Mesh 2.1 Zh#E

1 Service Mesh 2.1/, Mixer HE#MR, ZFEIREEMTIFATE Service Mesh 2.0 4 4p B HAZE SRS
R,

INRFE T Mixer ¥4, NIASXM Service Mesh 2.0.x FHERE 2.1, Mixer i AT #HEE] WebAssembly
TR

1.2.4.4. Red Hat OpenShift Service Mesh 2.0 B3 FIThAE

Mixer ZHETERRA 2.0 FEFA, FRERAE 21 R, REARTEMA 2.0 A FFER Mixer LI
B, By BMIZETBEIFH WebAsembly L,

Red Hat OpenShift Service Mesh 2.0 REX LU T FIRFKE -

° Policy (2kB%) (authentication.istio.io/vlalphal) FEB#X#F., RIBREFRHPWERKRERE,
AR ERELS N HIRRABIREMR,

o {#f RequestAuthentication (security.istio.io/vibetal)
o {#Ff PeerAuthentication (security.istio.io/vibetal)
e ServiceMeshPolicy (maistra.io/V) B X1,

o fEF Lt RequestAuthentication 5 PeerAuthentication, {EB/XE7E Service Mesh control
plane #p44 22 [H] A,

e RbacConfig (rbac.istio.io/vlalphal) FAE#EZH,

o M AuthorizationPolicy (security.istio.io/vibeta) &, HbhaE
RbacConfig. ServiceRole #1 ServiceRoleBinding #9177/,

e ServiceMeshRbacConfig ( maistra.io/vl) FAEEZH,

o {&f_Lyt AuthorizationPolicy, {BfREE7E Service Mesh control plane &34 Z2 A,
e ServiceRole (rbac.istio.io/vlalphal) AE#EZH,
e ServiceRoleBinding (rbac.istio.io/vlalphal) F~E#E%Z .

® 7 Kiali #1, login #1 LDAP REREHF . FFRBIMRAFEBI AR OpenlD HL B F B KL,

1.2.5. XA

Red Hat OpenShift Service Mesh FZ7ELL R :

® Red Hat OpenShift Service Mesh M AXZ#F IPv6, ENBILEBH LIS Istio TERT2X%#F., K
Itt, Red Hat OpenShift Service Mesh 32 # Wik 2%,
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https://istio.io/latest/blog/2020/wasm-announce/
https://issues.redhat.com/browse/MAISTRA-1314
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KB - Kiali %E’\JE%A*E?EF“J%&FW%%DELT-E’J%E (KT REERERZEH) A
BEmAMZ, ENCE— I S—mBREERK, AL Kiali 2 T LA RESBREEF. ik
FEARREBMR, =M Graph Settlngs FHEREFE—/TFM Layout Schema,

o ELRMKiali #BHIEMHEXRS (N2 HNBERFEHM Grafana) I, @7i{EH OpenShift
Container Platform B R EIFEFIE B HEFAITEHIIE, X2E WEZRINM TREH & P
AIE 1 H AR E1E 7]

e Bookinfo RN FATEFFEEREETE IBM Z #1 IBM Power L,

e |BM Z #1I1BM Power A WebAsembly &,

® |BM Power A #F LuaJlT,

1.2.5.1. Service Mesh B 41051

Red Hat OpenShift Service Mesh A LT 2 A8 A1

® |[stio-14743 E NIt Red Hat OpenShift Service Mesh IRAFTEFHY Istio lRAHIFRHI, BrIE—
LR RS Service Mesh I AHRR, 15 W4t X AOFE R BHEEE,

® OSSM-1655 Kiali {XF&RM1E SMCP H/5H mTLS & B RS 1%.
1£ SMCP H = F spec.security.controlPlane.mtls X &[5, Kiali #2HlA<ERUTHEIZRER No
subsets defined,

e OSSM-1505 RETE OpenShift Container Platform 4.11 F{&f ServiceMeshExtension ¥iRHf
FERKE, HBTE OpenShift Container Platform 4.11 L{# 3 ServiceMeshExtension [, BfiEzk
S22 hEhsE, INREMA oc describe ServiceMeshExtension i 7 A, MAEBEILL TS
i% : stderr: Error create mount namespace before pivot: function not implemented.
If5Hs 2R 5 : ServiceMeshExtension £ Service Mesh 2.2 HEF . M
ServiceMeshExtension 1% %] WasmPlugin %R, SIZEEZER, 1HSHM
ServiceMeshExtension 3¥# %] WasmPlugin 7R,

o OSSM-1396 IR —1 MK TR S spec.externallPs 1%&, MARE
ServiceMeshControlPlane BT EFH O, NIZMXSEMIREKTARREHCIE,

o OSSM-1168 HLLEA YAML X O AR 55 MAE TR, Envoy proxy sidecar A a] SEithiE
A pod, HHMAIE SMCP, SMMR #] Deployment B5IRES, ERE R LUEE TIE,

e (OSSM-1052 7E HBRZS M control plane 174 ingressgateway BCi& Service ExternallP B, &
B 1ZARS5. SMCP B schema fRMZIRS IS,
IR A SR « 22 SMCP spec RIRIXOIEE, FIIEEMKXEE (83E Service. Role #
RoleBinding) o

e OSSM-882 &M T Service Mesh 2.1 REBRRRA, & ZE[RALF accessible_namespace 5%
B, EREINE Kiali Ul ., BUABERT, Kiali R EREME kube" FFLIfp R ZE[H], R HiXLe
REFEBEBNHASER, MARRIEH—E2.
BN, NREE—%ETH akube-a' E’J‘u“p‘%H”lETJ#J-},\m\JJDEU Service Mesh member roll
B, KialiUl AR ERXDNPZZERE, XERANFELHERFE, YHEERRUE FIE T
HEIEE FER e & 22 [H],

M AR SR « Bk Kiali BEXFRIZE, UEFERRS (V) sigXE. Fl :

api:
namespaces:
exclude:
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https://github.com/istio/istio/issues/14743
https://issues.redhat.com/browse/OSSM-1655
https://issues.redhat.com/browse/OSSM-1505
https://issues.redhat.com/browse/OSSM-1396
https://issues.redhat.com/browse/OSSM-1168
https://issues.redhat.com/browse/OSSM-1052
https://issues.redhat.com/browse/OSSM-882
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- "Nistio-operator”
- "kube-.*"

- "Aopenshift.*"

- "Nbm.*"

- ""kiali-operator"

e MAISTRA-2692 #HlBR T Mixer, 7E Service Mesh 2.0.x % X MIBE E YIBIRTATE 21 RfEA. &
LI#E R EnvoyFilter B2 & B € 1615, PFRIFBEAFAILK, ZLIEAR X% EnvoyFilter B2iE., X2H
NEIEZ Envoy API BBERE, XBEREXEETIREREM,

e MAISTRA-2648 ServiceMeshExtensions B[S IBM Z Systems L EEH MR TR,

o MAISTRA-1959 iF# £/ 2.0 Prometheus $2EX (spec.addons.prometheus.scrape % &
true) 7E/5FA mTLS NEEEE T, 54, HEMA mTLSH, Kiali 2 BT RMEFEIE,
A& im0 15020 MACIEECD & AR HERRSRARR XA R, B4 -

spec:
proxy:
networking:
trafficControl:
inbound:
excludedPorts:
- 15020

® MAISTRA-1314 Red Hat OpenShift Service Mesh A% #F IPv6,

e MAISTRA-453 tNROEEFUIE FHILENERE pod, MARHIT sidecar FEA, TEAIE pod
HI, operator ToiE7NIN maistra.io/member-of , R AR pod F E#H O E LUNIT sidecar
ENERE,

e MAISTRA-158 M AERAE—ENEZH S IR KA, SSBAEMXELEIF,

1.2.5.2. Kiali B[] 5

A=
Kiali BOHT AN 1% 7E OpenShift Service Mesh TE #H{ll#, Component %4 Kiali,

Kiali Ar B E0#9 (] 7 :
e KIALI-2206 HIRE— R Vi[F] Kiali #2HEIE K, W& E Kiali W& FHIE, Kiali RS IESTIE
B Metrics PR35 DT “View in grafana” SR EE MR E, RAEE—RIA Kiali F
& H X AN ],

® KIALI-507 Kiali " #F Internet Explorer 11, iX 2R NEZIEFRFZHF Internet Explorer, Eiji[A]
Kiali ##l&, 15EA Chrome. Edge. Firefox 5% Safari {1 W23 N RFTAR A Z —,

1.2.5.3. Red Hat OpenShift 9% = BERC Al W] 5
Red Hat OpenShift 2% B ERFRFZ X LR -

o I #F Apache spark,

e |BM Z #1 IBM Power Systems LA X @i AMQ/Kafka #H 1T ERE
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https://issues.redhat.com/browse/MAISTRA-2692
https://issues.redhat.com/browse/MAISTRA-2648
https://issues.jboss.org/browse/MAISTRA-1959
https://issues.redhat.com/browse/MAISTRA-1314
https://issues.jboss.org/browse/MAISTRA-453
https://issues.jboss.org/browse/MAISTRA-158
https://issues.redhat.com/projects/OSSM/
https://issues.jboss.org/browse/KIALI-2206
https://github.com/kiali/kiali/issues/507
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Red Hat OpenShift 475 =B ERE LA T BR8]

o TRACING-2057 Kafka API EEE#E vibeta2, LAZ#F Strimzi Kafka Operator 0.23.0, 1B
2, AMQ Streams 1.6.3 "L FH XN APl kAR, MIREFLUTIE, FASHAY Jaeger RS, &
T BRI BEHTH Jaeger BRSSSUEINE M Jaeger ARSS :

o Jaeger Operator #i& : 1.17.x stable 2% 1.20.x stable

o AMQ Streams Operator #3& : amq-streams-1.6.x
ERRRIXANE, 5 AMQ Streams Operator BYVT 458 tD#: 2 amq-streams-1.7.x 5
stable,

1.2.6. & 19[A]
EYFTRTARBEAR T LUT A

1.2.6.1. Service Mesh &5 #y)n] 5i

® OSSM-2053 f#F Red Hat OpenShift Service Mesh Operator 2.2 8 2.3, 7£ SMCP ;I %2
&, SMMR #4235 M SMMR.status.configuredMembers FlHiIRE A dp 2 22 F], XS5
6944 22 [R] R B9 AR 55 12 — L5 I5 [R R AT A
5 Red Hat OpenShift Service Mesh Operator 2.2 5 2.3, SMMR =523 B M
SMMR.status.configuredMembers FffifRen & 22 [H], HER, EHIZRRIGHEZEERME
SMMR.status.pendingMembers &, LUIEREN]FE&FHN. EHHTEH, BABI HHEZE
(65 SMCP R, 4 ZE<BH51M SMMR.status.pendingMembers fF4&.

® OSSM-1668 — N HTHIFE& spec.security.jwksResolverCA B INZEIkRA 2.1 SMCP 7, {B3%
FHETF 220 M 221 iR, HMEFEEZLFER Operator ARAFHEI TR L F E& B Operator hix
AHf, T SMCP %% .spec.security.jwksResolverCA F££&,

e OSSM-1325 istiod pod BRI F L RLA T 5SS 2 - fatal error: concurrent map iteration and
map write,

e OSSM-1211 AR FEF B ECBIFRARS M TR E R TIE.
Istiod pilot H#& TR FE5% © envoy connection [C289] TLS error: 337047686:SSL
routines:tls_process_server_certificate:certificate verify failed

e OSSM-1099 Kiali 1%l & T 7~HE Sorry, there was a problem.Try a refresh or navigate to a
different page.

® OSSM-1074 Pod ;Ff#% B 7E pod HEA,

e OSSM-999 Kiali retention Fo3EIRTNER T4F, (R EIHEY B 7 (Al 24 A%,

® OSSM-797 Kiali Operator pod & 4&5, B #T Operator Kf 4 CreateContainerConfigError.
e M kube FF#AH) OSSM-722 €544 22 (8] M Kiali HHFEH.

® OSSM-569 Prometheus istio-proxy &#s/%8 CPU N#ZBR{E. Prometheus istio-proxy sidecar
£ spec.proxy.runtime.container Fi & YA B RBR(E,

e (OSSM-449 VirtualService # Service &5 — 1% - "Only unique values for domains are
permitted.Duplicate entry of domain."

o BEHELILFE OSSM-419 fp & 2[R ER1E Kiali fp R 22 RIFIKR AP, B L LEHAIEETTEE
Service Mesh Member Role FR7E X,
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https://issues.redhat.com/browse/TRACING-2057
https://issues.redhat.com/browse/OSSM-2053
https://issues.redhat.com/browse/OSSM-1668
https://issues.redhat.com/browse/OSSM-1325
https://issues.redhat.com/browse/OSSM-1211
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https://issues.redhat.com/browse/OSSM-797
https://issues.redhat.com/browse/OSSM-722
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OSSM-296 H7E Kiali BE X FHR(CR)FRMBREER, FR/FHEEHE Kiali configmap .,

OSSM-291 7% Kiali ##l&F, 7E Applications. Services #1 Workloads T{E A, "Remove Label
from Filters"ThEETCIE IE S TE,

OSSM-289 £ Kiali #£4I&H, ‘istio-ingressgateway' # 'jaeger-query' BRSSBIRRSSH1E TTE 3%
B 7R Traces, Jaeger FIfZ1E trace,

OSSM-287 1E Kiali #2#l & # % H L./~ Graph RSB trace,

OSSM-285 i j17] Kiali 2 & U EILLTFESRE R © "Error trying to get OAuth
Metadata",
IGE 2R AR « EF Kiali pod,

MAISTRA-2735 ¥4 Red Hat OpenShift Service Mesh 2.1 Fif] SMCP B i, Service Mesh
Operator 2RI TR, ELARIBIARA A, Operator MR T H AU TIRERHIR

o maistra.io/owner
o app.kubernetes.io/version

HITE, Operator &728%:% A 1% app.kubernetes.io/managed-by=maistra-istio-operator #1%
MR, MNRCBESWENRE, NIFRRY app.kubernetes.io/managed-by=maistra-istio-
operator TR RN H A,

MAISTRA-2687 Red Hat OpenShift Service Mesh 2.1 BXFB M X £ FA A EZBIE P AR 4 X TR
WFFEE, Service Mesh BEFRH OM XN & ER P imiEFH, FNEFRA DM X R EE root IFF, AR
HEeTERIER M IRIES, BRIEEF root IEBHRIMEIEES S A ConfigMap .

MAISTRA-2635 &#: B F F A Kubernetes APl, M Red Hat OpenShift Service Mesh 2.0.8 7
&, NRFS OpenShift Container Platform 4.8 B938 A 1E, apiextensions.k8s.io/vibetal API
B .

MAISTRA-2631 WASM IEEREEA, BN podman & nsenter Zi#HIREFEEMARIL, Red Hat
OpenShift Service Mesh £ L FHE5{E & : Error: error configuring CNI network plugin
exec: "nsenter": executable file not found in $PATH, F2RHRIRINES S nsenter, WASM |
LUIE & T,

MAISTRA-2534 & istiod 1 h JWT L5 ERIZE &K FHREN JWKS B, ZABRSER
502 MR, XSHRERSRE, HEBERBEHEE, Service Mesh 2.0.7 lRAHEFE T A+ [Xi2
FRENEE.,

MAISTRA-2411 % Operator {8 ServiceMeshControlPlane F1HY
spec.gateways.additionalngress €I A O M KL, Operator A& WAIABIA O M X O
—* NetworkPolicy, #EKI\B istio-ingressgateway, iXFE T B FHMXEEH 503 ML,
Imi fRR AR © 1E <istio-system> £ 44 22 [A] A F 51| & NetworkPolicy.

MAISTRA-2401CVE-2021-3586 servicemesh-operator : NetworkPolicy %R ingress H5iE#E
EiRBImO, 7 Red Hat OpenShift Service Mesh 4% NetworkPolicy %R % B IEHf3E E 7
PinP iR O, X SVFMAEST pod PilRLXEFR ERFT AR, NAZILTRIRERNRS RIS S
B -

o Galley

o Grafana

o |[stiod


https://issues.redhat.com/browse/OSSM-296
https://issues.redhat.com/browse/OSSM-291
https://issues.redhat.com/browse/OSSM-289
https://issues.redhat.com/browse/OSSM-287
https://issues.redhat.com/browse/OSSM-285
https://issues.redhat.com/browse/MAISTRA-2735
https://issues.jboss.org/browse/MAISTRA-2687
https://issues.redhat.com/browse/MAISTRA-2635
https://issues.redhat.com/browse/MAISTRA-2631
https://issues.redhat.com/browse/MAISTRA-2534
https://github.com/istio/istio/issues/24629
https://issues.jboss.org/browse/MAISTRA-2411
https://issues.redhat.com/browse/MAISTRA-2401
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o Jaeger

o Kiali

o Prometheus

o Sidecar injector

MAISTRA-2378 HE B WA E HEM A ovs-multitenant B9 OpenShiftSDN, BEMEEE&XE
4 %2E (200+) , OpenShift Container Platform P44 HHE T A IR EE B R R LA, Service
Mesh BB & S BMIRS WIS RFFLLEFHRZERE, REEFMA,

MAISTRA-2370 Handle tombstones in listerinformer, TESFE{E M & 28 [0 B N R A %T1E
B, BHMRENRIEERELE tombstones, MM FEIE go FHIE panic BRI,

MAISTRA-2117 [& operator ZANAI%ER) ConfigMap ##, CSVIESE—1a1%EM ConfigMap
BiEH, ©5HEE smep-templates ConfigMap (M1R7E71E) . 1R smcp-templates
ConfigMap ~757E, NIEHMB R NZE, HIE ConfigMap i5f, BX&IEF ConfigMap F#I5%
B, 3}FI1E SMCP.spec.profiles F5|fH, FHEZEE/H Service Mesh operator,

FERAT AN CSV B 2.0 operator ##; smcp-templates ConfigMap B9 F &I A2 Zl Red Hat
OpenShift Service Mesh 2.1, A g, EaJLARLE{FERIIAR ConfigMap RETENEESE, m
TEHiHE CSV, UMERFREZIE ConfigMap B M EBE & & ConfigMap KA KEEEH
CSV,

MAISTRA-2010 AuthorizationPolicy % request.regex.headers %, validatingwebhook
KB B F B AuthorizationPolicy, BMEIREEAZFEL, Pilot tha i EAMERNAE
¥ike, BeXEERIE.

MAISTRA-1979 FBZE 2.0 7£4$ SMCP.status M v2 ##i 5 vi B, #5# Webhook @EZHFUT &
BETEy

o conditions
O components
o observedGeneration

© annotations
1§ operator A E| 2.0 AIBERIEIFE A maistra.io/vl fRAILEX SMCP IR EME i TR,

XA S HIEIZ1T oc get servicemeshcontrolplanes.vi.maistra.io f5f READY #] STATUS
HH2E,

MAISTRA-1947 BRI i B E ServiceMeshExtensions A& #~ Ao
GBS R R AR - PRI EFT L2 ServiceMeshExtensions,

MAISTRA-1983 iF# /2.0 81 B 71T ServiceMeshControlPlane R Z F40F] 2.0.0 #
M TC AR 18 8, ServiceMeshControlPlane YR TLHIT & S BT AR E MR, X
MRAF, XMERT LIRS, SR UMRERO TR, FRESE N H RS RES
Bk, AXGWHEEENEZER, 1§25 [BE& Red Hat OpenShift Service Mesh &4 ],

MAISTRA-1502 R F7EHR A 1.0.10 FIEE 7 CVE, Istio [URRIF A HINTE Grafana B Home
Dashboard 3 #.8, Eifj[1] Istio (YRR, KRFMMEIRPH Dashboard 5, RE1%EFFE Manage
prinjily S

MAISTRA-1399 Red Hat OpenShift Service Mesh B RE LE LA ZHFHY CNI P, ZHRFEIK
BECER AR,
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https://issues.redhat.com/browse/MAISTRA-2378
https://issues.redhat.com/browse/MAISTRA-2370
https://issues.redhat.com/browse/MAISTRA-2117
https://issues.redhat.com/browse/MAISTRA-2010
https://issues.jboss.org/browse/MAISTRA-1979
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MAISTRA-1089 FZZTEFE control plane 4 215/ 0//&F9 2.0 MK F B3R, M SMCP
spec FHFRMXE LG, BEEFIMER 3“*:'515‘/

MAISTRA-858 Envoy BEHLU TS 5 Istio LIx XM FAETMEE HXMERREEN :

o [2019-06-03 07:03:28.943][19][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:129] Using deprecated option
‘envoy.api.v2.listener.Filter.config's This configuration will be removed from Envoy soon.

o [2019-08-12 22:12:59.001][13][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:174] Using deprecated option
‘envoy.api.v2.Listener.use_original_dst' from file LDS.proto, This configuration will be
removed from Envoy soon.

MAISTRA-806 #:& B Istio Operator Pod & 52 mesh #1 CNI REEMEERE,
AR R AR « INRIEERE control pane H istio-operator pod #& H, MIFR#EZEHM istio-
operator pod,

MAISTRA-681 % Service Mesh control plane %N & 2[RI, FIEES SR H IIIMERE AL,
MAISTRA-193 &7 citadel [5 B 7 BRI EIREN, RHITEAANEZEFIARER

Bugzilla 1821432 OpenShift Container Platform B & X FHRE1E U1 E R HR 4 TiE EMRE T
CR. OpenShift Container Platform Web 12l & A B Service Mesh Control Plane (smcp)
Overview TTEHH) Ul tDHAEHIEN REHRFTRAPNERFE. BEH SMCP, BEESiE YAML
NE, XEMGRTERMRIR, MABRT toggle 24,

Red Hat OpenShift 4% X B IR A8

TRACING-2337 Jaeger 1£ Jaeger HERIDK—NEENELEER, WTFAR:

{"level":"warn","ts":1642438880.918793,"caller":"channelz/logging.go:62","msg":"[core]grpc:
Server.Serve failed to create ServerTransport: connection error: desc = \"transport:
http2Server.HandleStreams received bogus greeting from client:

AW 16\WX03\WX0 1\WX02\\\x 00\ 0 1\WX 00\ 0 1\WXFE\WWX 03 \Wx03vw\\\x 1a\\WxcO T\\\xe 7\\\\x

daCj\\xb7\\x8dK\\xa6\\"\"","system":"grpc","grpc_log":true}

XA EEiT RAFEIRRSS B HTTP(S)ik OM A = gRPC i O KRR,
TRACING-2009 B E#T Jaeger Operator, fHE & &% Strimzi Kafka Operator 0.23.0 B3z ¥,

TRACING-1907 Jaeger fX3 sidecar JE AKX, RN ARFGRAZEFAPRIEERN, BN
OwnerReference FEX X ERIEH, EEMFHESIMER, RN ARRRE pod ARET
"ContainerCreating" T &, MR IEMIIZE,

TRACING-1725 # A% TRACING-1631, FiAMERFFEEBE, WHRYEESINETINEN
Jaeger £, e 1ERERMBTMEERRB G R LA PR, Elasticsearch IE15 ] LA IEFA )
W, HIESN BZ-1918920,

TRACING-1631% Jaeger £ IMELAIEAERNZIMEERREGZZAH, RERTE
Elasticsearch IE A, L% NRSMIEES, FiA Jaeger Elasticsearch SLffI#R A 8 ERY
Elasticsearch secret MA@ H B secret, X5 OpenShift Elasticsearch Operator Toi& St
£ Elasticsearch £&B1E,

TEfEF Istio sidecar i, 7E Agent #1 Collector [A]FEESH I TRACING-1300 KM, Xf
Jaeger Operator WEFHIEINE A T Jaeger sidecar fXEF1 Jaeger Collector Z [A/#) TLS &5,


https://issues.jboss.org/browse/MAISTRA-1089
https://issues.jboss.org/browse/MAISTRA-858
https://www.envoyproxy.io/docs/envoy/latest/intro/deprecated
https://issues.jboss.org/browse/MAISTRA-806
https://issues.jboss.org/browse/MAISTRA-681
https://issues.jboss.org/browse/MAISTRA-193
https://bugzilla.redhat.com/show_bug.cgi?id=1821432
https://issues.redhat.com/browse/TRACING-2337
https://issues.redhat.com/browse/TRACING-2009
https://issues.redhat.com/browse/TRACING-1907
https://issues.redhat.com/browse/TRACING-1725
https://bugzilla.redhat.com/show_bug.cgi?id=1918920
https://issues.jboss.org/browse/TRACING-1631
https://issues.redhat.com/browse/TRACING-1300
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e TRACING-1208 i[f] Jaeger Ul BB FRESIE "500 Internal Error” $51%, 252 OAuth 58
iE UL B, 8% 500 5%, EN oauth-proxy sidecar MM E L& {5
additionalTrustBundle & Y #I B & X CA ff4f e,
e TRACING-1166 BRIFCEIERTFF M4 EERIMERE A Jaeger KM, H— Kafka REHER
Bf, BR-4E—MER : Failed to pull image registry.redhat.io/amq7/amq-streams-kafka-
24-
rhel7@sha256:f9ceca004f1b7DCCB3b82d9a8027961f9fe4104e0ed69752c0bdd8078b4a107
6,
e TRACING-809 Jaeger Ingester 5 Kafka 2.3 AFEB. HHEEMINHZ A Jaeger Ingester SLHl
i, ER*FHEREPEREFRTEER. XBHTFHE Kafka 23 BEFE—IMEFHER, BEHE
Kafka 231 IEE., MEESZER, 1HSH Jaegertracing-1819,
e BZ-1918920/L0OG-1619/ LOG-1619, Elasticsearch Pod EEHEAEBIER,
I AR AR © FEES pods
1.3. 7 fi# SERVICE MESH
Red Hat OpenShift Service Mesh 12t 7T — 1M EHA, ATFX ARG (service mesh) HEXRBIMHARSS

TR 7 RN EIRS, @id R Red Hat OpenShift Service Mesh, BILUERE, 12HIF143E OpenShift
Container Platform EME R BIMARSS .

1.3.1. T ERR S5 A&

R (service mesh) B—MNHIRS ML, ERTFE— MDA RANMIRS RN ARRE, FHi
HRREMARSS FIHIZ B IhAE, MRS MSBIAETISE i8R, THRMNEETCHASTEIEERM,

Red Hat OpenShift Service Mesh E£FFFR Istio W H, BEAREEBBRBRSKHNERT, HIHEHNS
mXANBRERINT —MNERMZE, SR UERS FRINAT Red Hat OpenShift Service Mesh B9z, 7
ERG —MEHRB sidecar RIEAR S5 2R EBEB BN A T EREMAR S 2 FIBAT B R 45 @ I BIAR 55 Mg B, &
A LU#E A Service Mesh control plane JHEEEEBFHIEEE Service Mesh,
Red Hat OpenShift Service Mesh AL RN QIR EBBRIARSSRLE, 14 MLEIRA -

o K1

o IEEH

o RS EIARSSBISIIE

o WiEIRE

o IEWR

o niE
Red Hat OpenShift Service Mesh R H /MR (ETNAE, HAPEIE :

o A/B il

e Canary Z1ThRA

® Access control

o ImnE|iHBYLIE
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1.3.2. Service Mesh Z2#3

RS MIERARTEMLBENAZIE, BRI, RSMBAERRSBINIHBRSHRE, FUELE
R EEEFRFOERHIHEREEMBRS,

Service A Service B Service C

Data plane \

Ingress gateway

Egress traffic

Proxy 4 p Proxy 4 p Proxy »

! I ]

Control plane

"
!

istiod (proxy configuration)

E=%0 £, RedHat OpenShift Service Mesh H data plane #1—™ control plane 21X

HIBRTmE—HERENRE, 5 pod FHNARSR—EZIT, BAFEEZEHIIRSS Mg PRS2 AT E
AIEFIH LM RE, BIBTENENAXRESEBIRFTB AL (ingress) FH UL (egress) MAERE.
Istio BIBEFEHE pod H N AREF AL —i2{TH Envoy BesAMK. Envoy R URE, H5
pod fERMIFTE ML E(E.

e Envoy {2 25 data plane REX B MIME— Istio 24, RS ZEBFFEHE A (ingress) FfLH
(egress) ML E RIS R ETR, Envoy REASKES MIEHIRS R EE XA IER. Envoy
RIBERE H sidecar, SRFSER— pod #1217, Envoy IEthFF LI MMM %,

o sidecar VIR W E TR M ELHIEIE AL HibE(E,

o MXZ2ENFWEASIEH HTTP/TCP EEM M HEEHEZTHRIE, MXEEBERATEN
Ml 5 7RI E Envoy VB, MARSEMIIRSS /13 —Ri121T789 sidecar Envoy LI,
B LFERAMAEEEALMEIERE, RIFEEEEEHFARBFMENRE.

® Ingress-gateway - tBFF N A OIEHI2R, Ingress MXZ2— % HM Envoy R, ATE
W AN ARRSS PIAR IR &, Ingress WISK A 745 i #E RN B& ER AN S5 ThRe b F Bl A=
E¥E’J/}Ibio

m Egress-gateway - BN HE O2HI2: (Egress Gateway) , Egress Mx@— 1% H
B Envoy VI8, ATEEEFIRSMIEHIRE. Egress M ﬂ?&)uﬁﬂmu%iﬂﬂjlﬁlﬁﬁjﬁﬁ%
RN E& AN S ThRE

control plane B HELEHRBIETENNIE, C©REENNEIR, BV 2 MEMRERE, FMIR
25 S R BRI SR AR TR

e |[stio control plane B Istiod AR, ERF/LNZAEIH control plane 4 (Citadel. Galley #I
Pilot) E&HN—4 ", Istiod ?E{ LIRSS A, REMIETERE, ei&EI BN
Envoy BBi&, FHEZiTHMFEZEER sidecar,

o Istiod ATMATE Y IEBMA M (CA), FE data plane AR EFL L mTLS BEMIEE, &L
AL 4R CA SeSEIhX— B,
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o Istiod i 514 sidecar (RIEEAR2:F AZIERE E OpenShift SEEFHI T E 1 Eih,

Red Hat OpenShift Service Mesh £ istio-operator &2 control plane &%, Operator & — K
f#, BRLELIFE L OpenShift SEEFRRVE IR, ©RYLEHIR, RITFEXBEIREREFPIR
BIFTEIRS, AfBIsN Red Hat OpenShift Service Mesh %4,

Red Hat OpenShift Service Mesh i RZELLT Istio MY N4 /E 1%~ I —ER 9 -

e Kiali - Kiali 22 Red Hat OpenShift Service Mesh FIEIBIEHI &, T©IRHE T IFRKR. AIERMELIR
s RBCE IS IETIRE, ©ilRi TR SR T RIRS RIS, FERREERR .
Kiali JRALIE4HB94E R, smKBOISIE, 1/77] Grafana RS2 H BT A M KEM,

® Prometheus - Red Hat OpenShift Service Mesh {# f Prometheus 372 fi# 3 B iR &5 #I2N1E
B, Kiali k88 Prometheus FREVIEIR &R, RERK TSR,

® Jaeger - Red Hat OpenShift Service Mesh RN AN BERFEE. Jaeger @ — NHIRALERRME
ARS8, ALAEARH LIRS L DIRS A B —1E KKIKH trace, FIADMNEBIRTES, B UG
E T AR5 M2 X RO FH TR REHERR,

e Elasticsearch - Elasticsearch @ — MR, 9. EF JSON HERMOMTEIZE, 2HNERR
E A # A Elasticsearch T A M F G,

® Grafana - Grafana WM E IR GIRHEA T Istio BIEMN SN E NI DT HILRIR, 5
M., Grafana B LA K2 TR S5 MM IE T,

LUF Istio £M5 Red Hat OpenShift Service Mesh 2 #F :

® 3scale - Istio IRt 54118 3scale AP| BEIRR AR ALEER, T 2.1 ZAIHIRA, XNEK
=BT 3scale Istio JEFELER LMY, *FF 21 fRA, 3scale &M@ IT WebAssembly &SI,

BRINAILR L 3scale SEERERIFIE, 155 3scale Istio S&HL 28 XY

1.3.3. T # Kiali
Kiall it 573 BR 5 PG R EOBIAR 55 IR 95 LRGBS R, N ABHRAE T — N AT HIMERORR 55 PSR,

1.3.3.1. Kiali 5

Kiali J7E OpenShift Container Platform £iZfTHJ Service Mesh 12t 7 — MR FE A, Kiali AJ LAFSBHIK
ENL ISUEF LR Istio BRFSMIME. ©RTIREIITRINEL BT LIRS BIE T MRAR 55 MR RIS, FiREAR S M
BHRRIRRE R,

Kiali SERfiRtap BRI R B R EIRAME, mILE T RIS ERETERSs. FkE, ELREEREREY

BB Kiali I8t T MN AR FRIRS UK N BERRIGINAG T8, HoEREMERTET /30058
FTFXERHMERNRZE, Kiali iMRE T HIE Istio BB (AR, BEIHINI. EHIARS. MIEEKRIEE

%) MINEE. Kiali IRt TIFBIIEI IR, FHAIEAEARD Grafana ERNCREITRLER, Bl
Jaeger &R Kiali #2215 RIR D A IBER.

ZINERT, Kiali ¥fF74 Red Hat OpenShift Service Mesh B—E8 3 #i Z&22%,

1.3.3.2. Kiali 284
Kiali Z2FFFR Kiali T H . Kiali B NEAHR: Kiali N BI2FEH Kiali #2264
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/service_mesh/#threescale-adapter
https://kiali.io/
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Kiali LA (Bif) - ZAG 2T ERSRNARREEEH, HSRSMEAGFHTRIN, K
A IREIE, FRXEHIRRMAIEH A, Kali NAREARER ., YEEHDRENBARERF
if, BLEBTE ConfigMaps # secret K&,

Kiali #2515 (Fi¥) - Kiali #£H &2 —D Web NARR. Kiali AR Kiali #2HI SR AR,
EH el EREEFBEERESA .

AH, Kiali K FHARZRN BRFESHM Istio IR AN ZRARSS FIZH .

Red Hat Service Mesh (Istio) - Kiali &5Z Istio, Istio IRHEMIRHIARSSMIERIHMLE, EA Kiali 1
Istio AT LA IR %%, {BZ Kiali FE Istio, MIREBRE Istio, NMFITETIF, Kiali FERIR Istio
HIRMERE, XEHEFEE T LURY Prometheus 15 EF API 3X15,

Prometheus - —%& F# Prometheus SX3I4E 5 Red Hat OpenShift Service Mesh Z22&Hy—EB
DEEIE, |5 Istio BN, IBTREIBTEHETE Prometheus F, Kiali X4 Prometheus (1%
SOREMRIAING S, ERIEMEUR. ITERRIRR. ERAEMNNHEESE, Kiali 5
Prometheus BH%1438, FRi% Istio Telemetry {# FHBIEIE schema, Istio &I TF

Prometheus, Kiali th#&#fiF Prometheus, % Kiali BIZhEETE;R A Prometheus BIER T T %
IE

Cluster API - Kiali {8 OpenShift Container Platform (cluster API) API 35X EX 0 #2477 AR 55 P&
BoiE. Kiali @i EINER APIIREVER, WIRERG&ZEE. BRSS. B8E. pod MIHMEMAHE
Yo Kiali IMREEIRRBINAREREFLEZ AKX R, B4, AT LUBT EIRERE AP LUKEL
Istio Boi&, tLHNEPIARSS. BERIHNI, BREAMIN. WX, BAIEE,

Jaeger - Jaeger 2 d1%H, {BREH Red Hat OpenShift Service Mesh ZZEH—E D HEINE
£, HBIEVEH Red Hat OpenShift Service Mesh REEM—E D RED AN BERF AR, Kiali !
BREFE—TNETSHNBERBIBNINE . FER  IREH Istio WA HNBIERTIEE, NIF&
RELBEREE. HEFR, B WIRI A AI%4E Service Mesh control plane BI#p & 22 (6], FEE
HEEBIRAIE,

Grafana - Grafana 2 77%RI, {BYEN Red Hat OpenShift Service Mesh & —ER D EINR
%, MMRFEAT Grafana, Kiali B metrics TRBIF —NMEE, A LUERER Grafana #
HEEMIEREIE. TR, AP LR R % Service Mesh control plane By#p & 22 [H], LUE
HEEF Grafana (U FRIRAEEEFH EE Grafana HIE

1.3.3.3. Kiali B9ZhiE

Kiali £ & 5 Red Hat Service Mesh 5%, 2L TIHAE :

BER - RERAIN AR, BRSSTNE TR U0,
i - DERRR R B RN ARER. RS TIE R EAEL Kiali #7815,

1815 - T B metrics dashboard A H#E4ERK Go. Node.js. Quarkus. Spring Boot .
Thonttail #1 Vert.x BIARSS AE TN BREFERERIR. » AT UOIREE SHE E UUERIR.

BER - Bid 5 Jaeger £, RILTEHR— N BARRFEMZ MRS EHEERIE KBIERE,

IGUE - S e % I Istio %R (Destination Rules. Service Entries . Virtual Services %) #1175
REIE,

BB - ARSI, FEHMMER Istio BB AIILINEE, HEEREIE Kiali Console B YAML
Gianrh O, ERTAIMER Istio BEREAACE.

1.3.4. T2 HER
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BRAFAEENNARFRHT —URERN, —MNMERBEEMENRALINT, MEXNRATETE/L
TN TRRSVHBESS T T UMM, X MERNEER—TOHBANES. 2HNEERETE
ALEHT O ARBER, EHR— TN ANS MRS FLIBERIFRIEE.
2HNEREAREARTFATHESXKERNEAR, BERETRIEIENFHIITH, LUEEMRE
DHERNEFHNENSEHE, 2HNERETILFLAAERBERSRGBUGCHRRE. e EEFT
b, FATMELERRKBREMNE,

DAERERTEICT T AMRSBIBENHER AT HMNER, FHEETN trace. traceZRIIHVEIE/
HTHE, WmEmEIRE s —PHEMEH,

span KREGRFR. RFHFFIGHS FIFIFFES B HE TR IT, span ATRERWERE FFHEF LIS
ESE S

1.3.4.1. 2 B ERR
EhIRSFIEE, EEUERASAEERRMNEMARS, DKESRSRIGBXMER. ETUERS
;’gfﬁﬁ&%%ﬂﬁ%\ RZEMERED AT, FEATIIA, mIREMETHARS M A REAZ MR BT
B A RRIBER, B HATATIN8E ¢

o NENHNES

o (RALMEREFNIEIR I [F]

o HUTIREEA D
Red Hat OpenShift distributed tracing S#EH N E B4 -

® Red Hat OpenShift distributed tracing Platform - LA EFFFR Jaeger T H,

® Red Hat OpenShift distributed tracing #3EKE - LLEEEFFIR OpenTelemetry T H,

XN AEERE T BRI OpenTracing API F1ITE,

1.3.4.2. Red Hat OpenShift distributed tracing %24
Red Hat OpenShift distributed tracing EHJLMNMEMERK, ©il—RIKE. FiEH ETBERIIE.
e Red Hat OpenShift distributed tracing Platform - L& EF TR Jaeger T H,

o Efim (Jaeger B im. IRERS:. MERFE. BEFWE) - 2HNEBERTEEE e
OpenTracing AP| BIf ETE S L. B 1AL N & FHIA FFIRMES (40 Camel (Fuse) .
Spring Boot (RHOAR) . MicroProfile (RHOAR/Thorntail) . Wilfly (EAP) FiR 2/ EER
IE,

o I (Jaeger X, Server Queue, Processor Workers) - 2R BIEREERERZ— ML
SPHPERR, I0m@ i R P BUERIR M (UDP) & % F 4 3£ Bl Collector, iIXMUIBRN B E
EEMNARFENR—FEN L, XBER2RTARINMNE (40 Kubernetes) H#Y sidecar k5
o

o Jaeger Collector (Collector, Queue, Workers)- & Jaeger {23, Jaeger Collector U

span, FEFENIRETEAERAZIRHTHE, XAV Jaeger Collector 37 BIR B % - i/ X
B, MARESF span 2 .

~. s~ . ~ N 1+ E= 0o &= =T A 14+ R b —— Dy Ll -~ (BRI —~1 . [EEPEEY

31


https://www.jaegertracing.io/
https://opentelemetry.io/
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O OStorage (Data otore) - WERAs™ 2 — ITIRFAHMFIH IR M. Red Hat UpenShitt distributed
tracing Platform &t 7 FAF span FEBIRHEIRNEl, 1HER : XNEITARP, B—ZF
BI7EfiE 2 Elasticsearch,

o Query (Query Service) - Query B —PMMEEH KR trace BIIRSS .

o Ingester (Ingester Service)- Red Hat OpenShift distributed tracing AT LA{8F Apache Kafka
YE1 Collector FSLFRAY Elasticsearch [EimfE i Z [AIB9%% 4, Ingester @—M Kafka BLER
¥HEH B A Elasticsearch i FIHIIRSS

o Jaeger 44 - 8/ Red Hat OpenShift distributed tracing & B R @&, SA L AL
D HEBERHE, TERITED, EAIE trace, FEBHEK—MNHRIL trace BY span
e

® Red Hat OpenShift distributed tracing ZU3EK & - tLEEEFFIR OpenTelemetry T H,

o OpenTelemetry Collector - OpenTelemetry Collector @— N5 LR AR FZW. &

S HENEIE, OpenTelemetry Collector TR AT IR HIEH X, 20 Jaeger I

Prometheus, XEF—PHZNF RS E I GEif, Collector 2BAIALL BRI ZE K S H HZ
HIE,

1.3.4.3. Red Hat OpenShift distributed tracing ZhaE

Red Hat OpenShift distributed tracing 124t 7 LA T IHAE :
o 5 iali £/ - HIEMEEN, EATLIM Kiali #2518 EE 2 HBEREUE,
o SHHLHME - PN EBRFIRIITEFR—HER, MARBIRRIFZHFRATI R,
o PHENETXAR - RVFEES A ERH A E R IR0 2 TR HNIHEIRA trace,

e 5 Zipkin BiaM3 &AM - Red Hat OpenShift distributed tracing & API, ERENHEAE Zipkin
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1.3.5. FEEH I8
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1.4. BRS5MHEER B EY
Red Hat OpenShift Service Mesh XFF/LFHAREMIEBRE, BRI LLARRB A RNAE LR ER.F

1.4.1. B RIEERE R T
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%5 myservice, B2, TIFfESEAAEE—MEREE, EHIRSIKM ST LUER— HE2R[H
BT 13052 FI R
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HIPA Z ARt — ERZERIRE. ErILAER istio.io AR S HHRAY
NetworkPolicies. AuthorizationPolicies # exportTo ;Efi# 3= X R R BT,

M Red Hat OpenShift Service Mesh iR#< 1.0 5, HF . EESEHR Service Mesh control plane B2
BBEF M. RedHat OpenShift Service Mesh i\ % & EL,

1.4.3. ZH SR ERE

Red Hat OpenShift Service Mesh &% 7 — ServiceMeshControlPlane, ©EI\EE NZ /. Red
Hat OpenShift Service Mesh % f8 /- Operator &2 Service Mesh control plane £ EH, 1EM#%
A, trZ2 (A A FFEER,

Red Hat OpenShift Service Mesh {# i ServiceMeshControlPlane ¥R EEMIE L, ZLETLHE
IR NSRS RZZER, RALlFE A ServiceMeshMemberRoll #1 ServiceMeshMember ¥R
MR B SN MBZEE, MAEEREIESELNMEH, SRR UREEHEA OpenShift £
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B A AR 55 AR ER B FH 5. — Service Mesh control plane B & & AR SS (BIA0E(S. Red Hat
OpenShift Service Mesh ZH"R LM ", EPENFEIE—1 control plane f1— W&, FHEEEAFT
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S BEIE TIIERTA Istio control plane [AIFR{SIEHIFI AT e, mfE S G REEIEH E4F E B Service
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A AR T FPDAR, LUMEUS TS BRI ENMmA R — e RN, MRRSMIEEE AR
¥ mesh-user B, A ALULIE—/ ServiceMeshMember ¥R 35 p & 22 (B RN E
ServiceMeshMemberRoll,

1.4.4. Multimesh SKEXFRER B R EY

Federation (B(#5) R—MHBER, WiLEEFTEEEEPEEN SMME R LZRSFTER,
Istio % EEBFIE Y 5 B 1E RIME AN AZ U7 (M) IR IZ MAR FTERMIFT A Kubernetes API fRS5 2 2 A1 BB mEEE.
Red Hat OpenShift Service Mesh BX#R%1 %} Service Mesh BI% £ EE5L e, 1% 5 BRXMEZ HHEERE
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BEFBtE (federated mesh) RAENHEANMBHRBI—HMIE, FNMEHHIIRS T LR MIFHRS,
058 M A — R 5 A RS HIMERINARS, TLUNMEPHERRSREONANIERE, RES
ATAMSMENAS. IMABTHNAEMEERFEIMER, BNIABEEE S HIT LIRSS H MEFR A
BIEMME S A, IEFER. BTRFBERESEXIFEERS B MR ERFAL,

1.5. SERVICE MESH #1 ISTIO FJA<[E]

Red Hat OpenShift Service Mesh & Istio R Ez 21 FIRHEEI S ThEESKAE OpenShift Container
Platform _EERER 4B ARE 2 4k,

1.5.1. Istio #1 Red Hat OpenShift Service Mesh 2 [B]89 X 7|

Service Mesh 1 Istio FEYLL FThEERE,

15.1.1. 5T ITR
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Red Hat OpenShift Service Mesh B8 %17 TERZ oc., Red Hat OpenShift Service Mesh X #F
istioctl,

1.5.1.2. ZEMHALK

Red Hat OpenShift Service Mesh A% #f Istio RIREL B .

Red Hat OpenShift Service Mesh A2 #F service mesh B Canary # %,

1.51.3. A3EA

Ltk Istio #t R ZESIEEPRCHTE # B 314 sidecar A pod,

Red Hat OpenShift Service Mesh A& B 51#¥ sidecar sE AEM pod, MREREEFFERXEIRCTR
FEERE AN, INAEZFERDVHNR, BAS5Hfh OpenShift hAEHZ2, il builder pod, EJE A
BEEAN, EALUIERE sidecar.istio.io/inject 3%, NH ) sidecar SEAER Ak,

% 1.4. sidecar JE ARE TN B

Ll 1stio Red Hat OpenShift Service Mesh

R AR TR EAMER TR
Pod 7% X "true" ] "false” T
Pod ;¥ fi# R # "false" X "true" ] "false”

1.5.1.4. Istio B F A Iy niHIzhes

Istio EF A BETT[A[#2HI (RBAC) 124 7 7T A SR BRI 895 AR BIALE, ErT LARSER P & E
EBE—HBEMRIARIN R, FAERN M2,

£ Istio # KR HARMANL I CIE « PR AEMAITES. R L PENBECR, IRk AR ERT
=S

Red Hat OpenShift Service Mesh R IENFRIAR KT R E5E KIRLEERAITHEE, FERAENFRKEXIEE
request.regex.headers HIE 45,

L Istio 4 X PLBgiE KRk =l

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: httpbin-usernamepolicy
spec:
action: ALLOW
rules:
- when:
- key: 'request.regex.headers[username]’
values:
- "allowed.*"
selector:
matchLabels:
app: httpbin
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1.5.1.5. OpenSSL
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(SSL) #MEHIZ (TLS) Tl B FFHREIAIE 4 E, Red Hat OpenShift Service Mesh Proxy Z i IS5
ASHbfF OpenSSL Z (libssl #1 libcrypto) 5 IEJZH Red Hat Enterprise Linux #/F RS 1THERE,

1.5.1.6. BB THE %
Red Hat OpenShift Service Mesh RZFFAEB TR L, NIERHLERSS 28 Lz TR AL,

1.5.1.7. BRI Z#:

& B LU#E A OpenShift Virtualization ¥ EUNERZE EI OpenShift, ARG, EATLUSRIESREE (40 mTLS
‘J?,AuthorlzatlonPollcy) NAZXEENIN, MEETCETMERN pod —Ff,

1.5.1.8. AN
® maistra-version 3% B AN EIFT A BHR A,
e P Ingress HIREBEE5 L OpenShift Route HilR,
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e Godebug B MAFAE R F it k&
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ClusterRole,

1.5.1.9. Envoy i3 #E2%

Red Hat OpenShift Service Mesh A3 #% EnvoyFilter BZi&, FRIEBRFAIC R, BT 5IEZ Envoy API B
HE, T ERFAGERAM. EnvoyFilter 1M T X Istio £ HY Envoy Fe B N IEHEBUKL. 1R Istio
ERMBECER L, NRKRFATEREIT EnvoyFilter BIN AER.

1.5.1.10. Envoy BRSS

Red Hat OpenShift Service Mesh AZ#HETF QUIC BIBRSS.

1.5.1.11. Istio Container Network Interface (CNI) {4
Red Hat OpenShift Service Mesh 2@3& CNI #iff, ©HEIRE TEREN AR pod MEHENRAE. CNI

HHEBER T init-container MAELE, AHEAEERS I RITRAIE R FEFRSK S MTIEN 22 LT
AR (SCC) B 1],

1.5.1.12. £/ mTLS %i&

Red Hat OpenShift Service Mesh | — PeerAuthentication 758, 7EM#& /S A=A Mutual TLS
BR5IE (mTLS),

1.5.1.13. B%

Red Hat OpenShift Service Mesh gﬁi}\té&)\ﬂ%ﬂﬂj AMX, EELMERLUTRERE
ServiceMeshControlPlane (SMCP) ¥R ZEEAM KL :
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e spec.gateways.enabled=false ATZFH A OFHOM X,
e spec.gateways.ingress.enabled=false 2 A OM X,

e spec.gateways.egress.enabled=false 22 H OM %,

Operator ;¥ fi#2 7 BIAM X, LUIERE11H Red Hat OpenShift Service Mesh Operator 4
BHEHE,
1.5.1.14. S5 HECE

Red Hat OpenShift Service Mesh N % £ EEEI &,

1.5.115. BE X UEHZERIHEK (CSR)

8T 7E4% Red Hat OpenShift Service Mesh B2 & 131k Kubernetes IEH i & #14 (CA) 203 CSR,

1.5.1.16. Istio PIX IR EH

Istio W% B9 OpenShift BHE Red Hat OpenShift Service Mesh R#FE &, =IRTE service mesh /A
O, BHMIER Istio M, #BZN0ER. BHMER OpenShift BH,

£ 1 Istio OpenShift Routing (IOR) BJ Red Hat OpenShift Service Mesh control plane ZH4 8 LAk E S
MXEH, MEELER, HSHBEIRBLE,

1.5.1.16.1. catch-all 15

AXZHF Catch-all (") , MAREMXE LHELEI—, Red Hat OpenShift Service Mesh JF#IIE2E&H,
BRKITF OpenShift EOIE—PMBRINENR, XEKREFHUEMNERER 7E catch all (") IRH, M
F <route-name> [-<project>].<suffix> X EN %, WHEBEXRMINENLZHUIIEAXLK cluster-
admin I BEE LEMNEZER, EZ 7 OpenShift Container Platform X4, #1R{#A Red Hat
OpenShift Dedicated, £ Red Hat OpenShift Dedicated HJ dedicated-admin f& &,

1.5.1.16.2. Fig

THEFE (F40 : "*.domain.com") . 1B, OpenShift Container Platform FRRERIA/E FLLINEE, XE
k%, Red Hat OpenShift Service Mesh J/AFF Fik 0|3 H, {BRABTE OpenShift Container Platform
WECE N EAEN T ER.

1.5.116.3. (FHER LM
IHEEHERSM (TLS) . XEKE, MEMXESE tls 84, OpenShift Route FHEEE N #F TLS,
Hib ¥R

o HIBALIE

1.5.2. &%

Lt Istio XA H—FH A%, Red Hat OpenShift Service Mesh 52 Z N HILHY control
plane, Red Hat OpenShift Service Mesh ffFi% 8 /= Operator K& control plane £ EHA,

36


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/service_mesh/#ossm-auto-route_traffic-management

% 13 SERVICE MESH 2.X

Red Hat OpenShift Service Mesh BRINZR &L FAF control plane, &R LAIEE 7T Ui 7] Service Mesh B4
T8, F¥ Service Mesh 5HAh control plane SEfIfEE.,
15.2.1. ZHFMEEBEFEN R

S REMERSCHRER FINEER T FHEAMNNRGEE, AETEEREREEMN Role Based
Access Control (RBAC) %R ClusterRoleBinding.
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#E—1" RoleBinding, &~ control plane B RKMIX LK HTEH, BNKATBEEHE—
maistra.io/member-of /7%, Hth member-of AR &S control plane ZEMITH,

Red Hat OpenShift Service Mesh Ee B &M AW E LR B &. control plane F1E & A 5177 B [ B9 %%
i, BARMEEBRIE OpenShift Container Platform #4EE X M4 (SDN) MECBMARM AR, B%iF
152" %F OpenShift SDN”,

IN5R OpenShift Container Platform $EEF 4% EC & {# F SDN 154 :

e NetworkPolicy: Red Hat OpenShift Service Mesh ZEEM K S T B AlZ—4 NetworkPolicy
R, RTMEEKGEH control plane El pod B A ISR EHE, 1NRM Service Mesh HHIER T
—ANEGL, X NetworkPolicy BB 4 M B A&,

p= Y=

X BRI 7 B A 01 E B USRS EE, INRFEE R B IERK LT E B A U R 4% 5
&, NIZEQE— NetworkPolicy ER X EREBIT,

® Multitenant: Red Hat OpenShift Service Mesh f$&/1 i i EH NetNamespace J1AZ!
control plane TTEH NetNamespace (#8%7Fiz1T oc adm pod-network join-projects --to
control-plane-project member-project) . fIREM Service Mesh HHER— PG, E8
NetNamespace 5 control plane 2% (#3%Fi21T oc adm pod-network is isolatedate-
projects member-project) .

e Subnet: EZBEHITHMEE.

1.5.2.2. £E#SEHE NN TR

£ Istio SR T N ERESEFE MR, MeshPolicy 1 ClusterRbacConfig, ©115 % £ THE
BFHEWEN, WTAR.

® ServiceMeshPolicy T FiTE & control-plane-wide 3 IESRB&H MeshPolicy, X iiil5
control plane £/ —Ni B A OIIE,

® ServicemeshRbacConfig &t ClusterRbacConfig LAESEE F control-plane SB[ A G R1jjn]12
#l, X5 control plane TEE—N1 B R GIJE,

1.5.3. Kiali FNAR S5 WM&

@it OpenShift Container Platform _EB Service Mesh &% Kiali 54t K Kiali RETRR, H T R R]H,
REFTADIBESR G IBEARAR AL, XERBRER UM,

o Kiali E#&FINE .

o HiAEH Ingress .
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Operator BEXEHIXHE kiali.io/ T1530F f#, B3 Operator XN RFEH cluster-admin
FUBRAGFE P, #NSRE A Red Hat OpenShift Dedicated, MIE#T Operator XN Z X RTFEAR
dedicated-admin f[RBIF /-,

1.5.4. 2 BERFARSS Mg

{8 OpenShift Container Platform £ Service Mesh ZERD RN BIERFE 51X Jaeger BRERE, H
TEORRE, REFADIEESCIBRR 2L, XERRFN ZAH,

Service Mesh BRI\ B A2 R EBER.
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% 17t# production 3x streaming BRE LN, Jaeger RENIAEF Elasticsearch fEH1F i,
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(E3AN
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sidecar, XM sidecar @ HIREER, FRIZEERE. proxy sidecar 28I F] pod BI AL
H UL X span, agent sidecar WEIN AFEFIRHEH span, FHIFE L EE Jaeger 5SS,

1.6. & 2% % SERVICE MESH

TE &% Red Hat OpenShift Service Mesh &, & /1T 5% OpenShift Container Platform F1E X FFHIEC
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1.6.1. Jo Rkt

38

TERBZIIEIK P _E 4P A3 # OpenShift Container Platform 111, fNRMEEEMRXITIY, 155
BIEHHERRUKBESER.

& OpenShift Container Platform 4.8 it .
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e Z&E 5 OpenShift Container Platform hRAPLECHY OpenShift Container Platform #3517 LS
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1.6.2. XFFHECE

Red Hat OpenShift Service Mesh HRI A THRASZ R LU FECE.

1.6.2.1. THNTEE

Red Hat OpenShift Service Mesh Operator % #F ServiceMeshControlPlane FREIZ MRA, FELLTF
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® Red Hat OpenShift Container Platform kx4 4.9 (5B & hR A&,
® Red Hat OpenShift Dedicated R A 4.
® Azure Red Hat OpenShift (ARO) R # 4.

® Red Hat OpenShift Service on AWS (ROSA),

1.6.2.2. A X FHECE
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39


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/cli_tools/#cli-about-cli_cli-developer-commands
https://access.redhat.com/support/policy/updates/openshift#ossm
https://access.redhat.com/articles/5436171

OpenShift Container Platform 4.8 Service Mesh
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1.6.2.6. 2 EERFFHIACE
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E %% Red Hat OpenShift Service Mesh, B %7 OpenShift Container Platform L REREN
Operator, AELIE—" ServiceMeshControlPlane %R E8E control plane,
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i, ©EFFFIR Elasticsearch TiH,

® Red Hat OpenShift distributed tracing & - 1Rt D AN BIRUA RIS OB A RGIHIES
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FAZ” MM RFHRA P IR EMITIEE, control plane BIARARE T 5 Operator fR AT XHI 7
IhBE.

BT LIE LS ECE ServiceMeshControlPlane % &, MIEE%ER, ESMWEE Red Hat
OpenShift Service Mesh,

a. = Create, Operator IRIBEMELE SEOIE pod. ARZ5H Service Mesh control plane 41
1,

. BE5IE control plane 2B BIEMARL, 1Em il Istio Service Mesh Control Plane 1% 111,

a. mHTH control plane B R,

b. s Resources t:% 17 & H Operator |2 FHELEH Red Hat OpenShift Service Mesh
control plane BiR,

1.8.2. {8 CLI Z8%& Service Mesh control plane

e LME RS SITEREE AR ServiceMeshControlPlane.,

FRFZM

o W& % Red Hat OpenShift Service Mesh Operator,

PilA] OpenShift CLI (o€) o

. LLEH cluster-admin & B 512 &% OpenShift Container Platform CLI, #1R{E Red

Hat OpenShift Dedicated, M7iHE—1E% dedicated-admin & &K,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

. QIB—/1 %) istio-system B9 B,

I $ oc new-project istio-system

. FRUTRA, flE—1 %N istio-installation.yaml 5 ServiceMeshControlPlane X 4,

Service Mesh control plane BIRRANRE T 5 Operator RANTT KB AT FATHEE,

W4 2.2 istio-installation.yaml 7=l

. 7E Create ServiceMeshControlPlane TTH A, #ZEI\H Service Mesh control plane iRAx, LA
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apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.2
tracing:
type: Jaeger
sampling: 10000
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory
kiali:
enabled: true
name: kiali
grafana:
enabled: true

4. IBITLA T a4 EBE Service Mesh control plane, H A <istio_installation.yaml> & E|{E I
HRISEEEERIR,

I $ oc create -n istio-system -f <istio_installation.yaml|>
5 EWE pod BBEBEREE, 1HZTUTHS :
I $ oc get pods -n istio-system -w

IENZE BRI T BRI

NAME READY STATUS RESTARTS AGE
grafana-b4d59bd7-mrgbr 2/2  Running 0 65m
istio-egressgateway-678dc97b4c-wrikp 1/1  Running 0 108s
istio-ingressgateway-b45c9d54d-4qgén 1/1  Running 0 108s
istiod-basic-55d78bbbcd-j5556 1/1 Running 0 108s
jaeger-67c75bd6dc-jveke 2/2  Running 0 65m
kiali-6476¢c7656¢-x5msp 1/1 Running 0 43m
prometheus-58954b8d6b-m5std 2/2  Running 0 66m
wasm-cacher-basic-8¢986¢75-vj2cd 1/1 Running 0 65m

1.8.3. [ CLI %1k SMCP %%

BB UM ER 5 1T951E ServiceMeshControlPlane )&,

A2

. LB A cluster-admin & & 515 &% OpenShift Container Platform CLI, #1R# A Red
Hat OpenShift Dedicated, NM|/iiE—"E%H dedicated-admin & &HIK 7,

I $ oc login https://<HOSTNAME>:6443
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2. IZfTLUTF @4, BURIE Service Mesh control plane 2%%, HH istio-system 2% 4% Service
Mesh control plane BY#p & 22 A,

I $ oc get smcp -n istio-system
% STATUS %2 ComponentsReady i/, &IN5,

NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ['default"] 2.1.1 66m

1.8.4. {H Kiali 51 SMCP &%

RAT LA Kiali 3225 B %5 1FE Service Mesh &2, Kiali #4812 T —F A X F L UEEM Service Mesh 4H
HEREEEBSENEE.

ik

1. LR A cluster-admin HPRBIFA - &% & % El OpenShift Container Platform web 1£#&, 1R
{#F Red Hat OpenShift Dedicated, Nw47iHE—1 8% dedicated-admin & &HIK .

2. 7# A Networking — Routes,

3. 7£ Routes T{EH, M Namespace 5 H 1L Service Mesh control plane WH, #0 istio-
system,

Location 7 & R E N RS ZE L,

4. NREE, FRTIERETH Kali 2HEMWKRE, AHRE GE LUEhEE S,

5. Hif Log In With OpenShift,
BE—REFE Kiali 245185, B4&ET Overview THH, BaERIREMIEHEENEENE
R, Y Overview IHERZENBRENE, Kiali 2ELEREAREHEUL N M6 Z %
I‘Eﬂo

1.1. Kiali Overview T

= Okiali

:

bookinfo H istio-system

3 Labels 4Labels

Istio Config (] Istio Config (]
4 Applications @ 4 8 Applications @8

m
/\ / No traffic
ing 4 .

BN RZEED tle RETIENE. Istio BERE. M NARRF BERESHNHE, UKkHH
ZHBRE. NRMEIIET RGARE, BaAZELEERMNEIMEH, NIE8ETE LR istio-
system LAABIERIEHE,
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6. Kiali BUMUFRMR, T THTZRET Service Mesh control plane Bfp & 228, BEFHIXLE(UR

]
L
$J§, M control plane #p 44 22 [A] B9 PR " w Options 35, #0 istio-system, ASLEFELL

Wi — -
® |Istio Mesh Dashboard
® Istio Control Plane Dashboard
® |stio Performance Dashboard

® |stio Wasm Exetension Dashboard

1.2. Grafana Istio Control Plane Dashboard

ontrol Plane Dashboard % =3

Kiali M 2 LE NGB Grafana XF&RHMR, T 18I M Grafana Home T1TEK S
® |stio Workload Dashboard
® |stio Service Dashboard

7. BHEE Service Mesh control plane 775, s Graph THE, MEHAELFERE
ServiceMeshControlPlane #94p %22 (7], 40 istio-system,

a. MBAKE, FHH T Display idle nodes,
b. ZETE%HX Graph INAMNESR, H=Rif Graph tour %,

c. EEEMIEIAIL, 15M Namespace FH A M Service Mesh Member Roll FiEfFE— ek % 4
Bt 0 6p 22 [H,,

8. BE#HE istio-system s &2 BN FAREFSIZR, 1Em il Applications T1H, Kiali ‘BN FATE
R B BR RO

a. MEIMEHBEEERE L, LLEE Details 71410 FREMEME R,

9. E1f istio-system R T [AHEFTEMNEIIRKR, 1ERTi Workloads T1H, Kiali IZRITENE
E’J 1T'Ij(/Ro

a. MEIMEHBEEERE L, LLEE Details 71410 FREMEME R,
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10. E#&F istio-system a4 22 (AR5 5K, = Services T, Kiali fE/RARSSFIE BRI
&

o

a. MEIMEHESEEEREI L, UEE Details 5Idid FTHEMEMIE R,

1. EAFE istio-system £y 22 (A Istio Configuration X &R 5K, m= Istio Config TE, Kiali i
N ERIRRIRR.

a. IRHBIEEIR, K17, Kiali RITFEEXHFHRE TRER

1.8.5. Installing on Red Hat OpenShift Service on AWS (ROSA)

M 2.2 fRAFF18, Red Hat OpenShift Service Mesh X ##1E AWS £ Red Hat OpenShift
Service(ROSA) L& %, KRTILK T EXNFE E&E Service Mesh I RIZIA Z K,

1.8.5.1. XA E

TE L% Red Hat OpenShift Service Mesh 3| ServiceMeshControlPlane F5f, &/t — N &
ZeE], #0 istio-system,

1.8.5.2. Fr®= M Service Mesh control plane BECi&

ServiceMeshControlPlane X HIBRIAERE JT/EE ROSA £ AT {E, £ AWS ERJ Red Hat
OpenShift Service L%, ELAENBAINR SMCP FHixE
spec.security.identity.type=ThirdParty,

ROSA B ServiceMeshControlPlane %R

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.2
security:
identity:
type: ThirdParty #required setting for ROSA
tracing:
type: Jaeger
sampling: 10000
policy:
type: Istiod
addons:
grafana:
enabled: true
jaeger:
install:
storage:
type: Memory
kiali:
enabled: true
prometheus:
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enabled: true
telemetry:
type: Istiod

1.8.5.3. % Kiali fic & PR H

Red Hat OpenShift Service on AWS il BT IR FH R o ¥F #£ Red Hat managed #n 44 Z2[A] FR 1 Kiali HTIR
FEAF RS BIBRE,

XELRE, 7 ROSA £8 AR 1H# A spec.deployment.access_namespaces HLL T@EAILE :

o [ (FrA®r&ZEH)

default

codeready-*

openshift-*

redhat-*
FKFE S BIRE TR A Z R RE AT IR,

ROSA By Kiali %R~

apiVersion: kiali.io/vialphat
kind: Kial
metadata:
name: kiali
namespace: istio-system
spec:
auth:
strategy: openshift
deployment:
accessible_namespaces: #restricted setting for ROSA
- istio-system
image_pull_policy: "
ingress_enabled: true
namespace: istio-system

1.8.6. HMFTIR

Red Hat OpenShift Service Mesh X #5R BB Z ML control plane, & BT LAfE A
ServiceMeshControlPlane ECES IR ESFAMNKE. NRELER, 1HSHAIE control plane B
B,

1.8.7. BELH IR

Al — ServiceMeshMemberRoll FiR¥EEE S Service Mesh XA R 22|, MEEZER, ES
% 7E AR 55 PR HR RN AR 55 6

1.9. TEAR S5 PAE HIRINAR S5

Z&% Operators # ServiceMeshControlPlane FRfE, &t 6l —1 ServiceMeshMemberRoll %R
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HIEEENARNERENS LN, MYBARRE. TEAESRSHMNEIMES, MREBZE—1NERN
F| ServiceMeshMemberRoll 5RHIN AR, TEAHSRS, BEEAUTESH, &, BEREL N
Bookinfo BRI~ A2 FFH S EAINE ServiceMeshMemberRoll 5B, i5PkEHFE R ZE Bookinfo
AN AR, UEERNBRFIMEIE Red Hat OpenShift Service Mesh R T {E,

ServiceMeshMemberRoll %R 51 H T E 2B ServiceMeshControlPlane FHREEM N AR T
YEi#R. control plane (@3E Service Mesh Operator. Istiod #1 ServiceMeshControlPlane ) L% data
plane (S21ENATEFH Envoy (RIB) WAL FRREBI6 422 (E] A,

= -3
ISHep & 22 157N %E ServiceMeshMemberRoll [5, BRSSMSAMEBE IS TR % &
22 8] R pIAR 55 3% pod,

1.9.1. B/# Red Hat OpenShift Service Mesh member roll

ServiceMeshMemberRoll 7 & F Service Mesh control plane BIiH, RAE
ServiceMeshMemberRoll #1751 £ #97 B &5 Zl| control plane I8N, 7EF7 B ARINEEE control
plane EBZEH member roll Z &1, YiEARETFIRS MK,

&1 ServiceMeshControlPlane FR7ERIE— N1 B R AIE—1 %77 default #9
ServiceMeshMemberRoll &, #0 istio-system,

1.9.1.1. M Web #5145 1|2 member roll

&8 M web 2 E1E Service Mesh member roll FIRII—NHRZENUIH, EAHIH, istio-system 2
Service Mesh control plane 1l B B9 & 5.

FoRFM
o B REHLIUEM Red Hat OpenShift Service Mesh Operator,
o ERMEIARSS MIEHIILZF B SR,
AT
1. E[EF OpenShift Container Platform Web 6 &,

2. MREEEBMERS, HEBEMLFLE, FHENNARFUE—NUIE, silsRs
Service Mesh control plane #J%ii B A< [,

a. % ZE Home — Project,
b. £ Name FE& i A — D&,
c. M Create,
3. 5fin%l Operators - Installed Operators,

4. =2 Project 35, MFIRFPIEFEE ServiceMeshControlPlane #RIIIIE, #0 istio-
system,

5. = Red Hat OpenShift Service Mesh Operator,

6. & Istio Service Mesh Member Rolli£Mi+,
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7. B Create ServiceMeshMemberRoll

8. Hii Members, fARTE Value RE&A i ATIE &, BRI LURINZANTUIE, BENBEREER
F—4 ServiceMeshMemberRoll % &,

9. = Create,

1.9.1.2. #83F CLI B/ member roll

o] LUME B ST B iR INEl ServiceMeshMemberRoll A,

FoRFM
o B REFHLIUEM Red Hat OpenShift Service Mesh Operator,
o ERMEIARSS MIEEIN B 5K,

e jj[a] OpenShift CLI (oc) o

1. &3k OpenShift Container Platform CLI,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. MRBEEBMERS, HEBEMLFLE, FHENNARFUE—NUIE, silsR
Service Mesh control plane #9171 B A~ [,

I $ oc new-project <your-project>

3. BERMIWIEENKG, HERUT R YAMLETLURINZ AR, BN TERERT—1
ServiceMeshMemberRoll %R, 7EAfI4, istio-system 2 Service Mesh control plane T E B
2,

servicemeshmemberroll-default.yaml 7=~

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

4. iB{TLA T %, 1% istio-system an & 22 [ Hh L (£ FH A& ServiceMeshMemberRoll FFR,

$ oc create -n istio-system -f servicemeshmemberroll-default.yaml
5 2fTUTF@4, LUGIE ServiceMeshMemberRoll 2% B I 011,

$ oc get smmr -n istio-system default
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%4 STATUS %5 Configured i, &M IN5EK,

1.9.2. ﬁHE%Mmuj\\bu_yﬂﬂﬂ B%Iﬁ E
fRaT LA FE web 2241 & MITAE Service Mesh ServiceMeshMemberRoll 53R A ansk BRI H.

o HALURMZANIIH, BENUIEREERET—1 ServiceMeshMemberRoll 7R,

o L EXIRH ServiceMeshControlPlane T5R# MRS, ServiceMeshMemberRoll 55EH &%
i B

1.9.2.1. {8 F Web #5414 M member roll Zsin=kHmE
SoRF G
o BREHLIUEM Red Hat OpenShift Service Mesh Operator,
e 1j& ServiceMeshMemberRoll %R

e i ServiceMeshMemberRoll %R E &5 o

° lﬁtgjj H*ﬁ'/d\\j]ﬂjiﬂﬂ’”lz%ﬁfjlﬁ E E’J%ﬂ

1. E[EE OpenShift Container Platform Web &
2. 5%l Operators — Installed Operators,

3. = Project 3£ H#, MFIFRFEFEE ServiceMeshControlPlane FREVIH, 0 istio-
systemo

4. =2 Red Hat OpenShift Service Mesh Operator,
5. m Istio Service Mesh Member Rolli£Ti &,

6. = default ##1%.

7. 8 YAML $R%,

8.@&WWLMWM&W%WﬁmmmﬁEOﬁjumm%ﬁﬁﬁ BENTBERERT—
ServiceMeshMemberRoll &g,

9. = Save,

10. & Reload,

1.9.2.2. {#F CLI M member roll FxinskHpamwig

Rl LUE RS S TIENINA Service Mesh member roll,

FoRFZM

o BREFHLIUEM Red Hat OpenShift Service Mesh Operator,
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e JFH ServiceMeshMemberRoll %R
e i ServiceMeshMemberRoll % RBYITTE &5 o
° 1@%%@%#]\\7][]_&;%”'}%5’]1??5E’J%ﬂ

e ijj[n] OpenShift CLI (oc) »

1. &3k OpenShift Container Platform CLlI,

2. YR ServiceMeshMemberRoll %k

I $ oc edit smmr -n <controlplane-namespace>

3. B YAML L,L/,J\JJD‘JZﬂﬂJB%{’FﬁJEBZmE’JIﬁEO EEHLRMEZNIE, BEENNERERT —

ServiceMeshMemberRoll %&,

servicemeshmemberroll-default.yaml 7=l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

1.9.3. Bookinfo =5l 2%

&0 LUE A Bookinfo 7RI A2 3 M1 OpenShift Container Platform A1) Red Hat OpenShift

Service Mesh 2.2.3 223,

Bookinfo R i2fE I R—ABMIER, AUFELBENL—BRER, NAKDT—
TEBHAER (SBN. TEAMERES) LREHHRTL,

Bookinfo 5 FA#E R ERIX LE AR 55 4HBX, -
e productpage AR5V FA details 1 reviews Bk 553 £ TTHEE 2.
e details RS BET PHER,
o review MRS EIET WL, ERENTEERA ratings RS,
e ratingsffR %5 2IE T H AN A HINITILE RBITEALER.
reviews AR5 H =ThRA :
o kA vi R A ratings BR%.
o fRkA v2 i ratings ARSS, FHU—EANBRBERKRRSEAPBIITD,
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e fRA v3 M ratings IR55, HU—BANMIBERKEKNEHHITD,

1.9.3.1. Z2% Bookinfo MR

AHERRNETWECIEIIE, 5 Bookinfo N ATRREERE FI1% 11 B H1E Service Mesh HEFIEIEZ TN
FRTE R 0|2 R BN BERF,

FoRFM
L% T OpenShift Container Platform 4.1 i B & A,
L% T Red Hat OpenShift Service Mesh 2.2.3,
PilA] OpenShift CLI (o€) o
B4 cluster-admin & &Kk,
pa -3

Bookinfo ‘RN AR F A EERLLTE IBM Z #1 IBM Power Systems t,

AT Y S {BRIX Service Mesh control plane Tl B 7 istio-system, WIREH— &%
[B]FRREZ T control plane, TEZ1TRISHEN PR,

1. LR A cluster-admin fPRBIFA - &5 & % El OpenShift Container Platform web 1£#&, 1R
{8 Red Hat OpenShift Dedicated, M7iHE—1~ 2% dedicated-admin & &,

2. = Home - Projects,

3. mili Create Project,

4. 1E Project Name A#ji A bookinfo, #iA Display Name & Description, A5 Create,
o &, WAILLEIY CLIZITIX M an4rk{/E bookinfo TH,

I $ oc new-project bookinfo

5. m Operators — Installed Operators,

6. = Project 3 #., [ Service Mesh control plane #8228, TE;XNRFIH, EF istio-
system,

7. = Red Hat OpenShift Service Mesh Operator,

8. M Istio Service Mesh Member Rolli£Mi+,

a. MRMBZABIET Istio Service Mesh Member Roll, iH&#, AREXT YAML I 3T F
YAML %R 2%,

b. HNIRITILEAE D] ServiceMeshMemberRoll, £ Create ServiceMeshMemberRoll,
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9. it Members, RFTE Value FE& i AT B &,
10. = Create RTEEHH Service Mesh Member Roll,

a. FAE, FUTTRAREE YAML X4,

Bookinfo ServiceMeshMemberRoll 7Rffl servicemeshmemberroll-default.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- bookinfo

b. ZfTUATF s LHIZSUEF, FIE istio-system a4 22 A R (| ServiceMeshMemberRoll
B, TEAMBIH, istio-system 2 Service Mesh control plane T B B9 & 5.

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
N 21T a4, LASIE ServiceMeshMemberRoll 2% B I 011,
I $ oc get smmr -n istio-system -0 wide

%4 STATUS %15 Configured i, &M IN5EK,

NAME READY STATUS AGE MEMBERS
default 1/1  Configured 70s ["bookinfo"]

12. 7£ CLI /1, 383 A bookinfo.yaml SX47E “bookinfo™ HiH #HEEE Bookinfo :

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/platform/kube/bookinfo.yaml

IENZE BRI TB9RH

service/details created
serviceaccount/bookinfo-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/bookinfo-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/bookinfo-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/bookinfo-productpage created
deployment.apps/productpage-v1 created

13. @id A bookinfo-gateway.yaml 4G AR X
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$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/bookinfo-gateway.yami

BRNIZERIRMN TRIHIL -

gateway.networking.istio.io/bookinfo-gateway created
virtualservice.networking.istio.io/bookinfo created

14. i&X& GATEWAY_URL S8 M :

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")
1.9.3.2. ZINERIA B B9 AL

FEfE R Bookinfo N 2R, M /ELRMEINBBHHN], RIV\EZSERT mutual TLS J3IE, i
FEE M YAML 3,

Z

ik
1. BZRMBMHN, HoTUTese—

o INREA/ZH mutual TLS :

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/destination-rule-all.yaml

o IRFEAT nutual TLS :

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/destination-rule-all-mtls.yami

IERZE BRI T B9RH

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

1.9.3.3. %Ik Bookinfo %%k

ZHIARB Bookinfo N FATEF BHMINERE, HHITUTHIK,

FoRFM

o L% T Red Hat OpenShift Service Mesh,

o SERNZEE Bookinfo RN AFEFEHS T,

WBIT CLI By 3R

1. &Sk OpenShift Container Platform CLI,
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2. WEFRE pod BB S L DTLLS ¢
I $ oc get pods -n bookinfo

FIEASHRENREEL S Running, &N IZE BN TR

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2  Running 0 12m
productpage-v1-6fc77ff794-nsl8r 2/2 Running 0 12m
ratings-v1-7d7d8d8b56-55scn 2/2  Running 0 12m
reviews-v1-868597db96-bdxgq 2/2  Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2  Running 0 12m

reviews-v3-6dfd49b55b-vewpf 2/2  Running 0 12m
3. IBFTLA TR e m AR 3R dh TUE B URL:
I echo "http://$GATEWAY_URL/productpage”
4. FER DTN 2R FR & I FRRIG Fr E ASIE R B E#8F T Bookinfo 7 & I H,

B Kiali web 12 & #95
1. FKEX Kiali web ¥ & Bt

a. LB HE cluster-admin R A 7 H15E & OpenShift Container Platform web #2%1&, 40
R{#EF Red Hat OpenShift Dedicated, M#ZiE—12%F dedicated-admin & &R,

b. # A Networking - Routes.

c. 1f Routes T{E™H, M Namespace ¥ HH1%L#E Service Mesh control plane 1B, #0 istio-
system,
Location 7l IE /R & B BV RERE I,

d. = Kiali B Location 7l R H9EE %,

e. Hili LogIn With OpenShift, Kiali Overview & T R&E N E v 4 22 8] PR,
2. 1f Kiali f, s Graph,
3. M Namespace 55K A1%#E bookinfo, M Graph Type §IZRA%# App graph.
4. M Display ¥ H /%% Display idle nodes,

X EREHT R, BEREEIHXER. SATUBEANMABERE YL, BRREEMMEK

EE=E
AILE o
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Namespace: bookinfo v Appgraph  ~ D Last5m v Everylss « n

Graph Display v Find v Hide v ® Graph tour

Totl  Ksuccess  emor
Distributed Tracing &
= W o7 oo oo
details
o ok iooo oo
. Our I ——

- - - I
) istio-ingressgateway productpage o s w0 0
(istio-system) C O B oK m3a Mo BEm WA
FR—

reviews ratings

e {5 Duration 3 HIRNNNT (A Bk, LABSBIHRIBINIHARE,
o {fF Refresh Rate R RIFTREMEHE N, HEREATRIFRE,
5. = Services. Workloads 5% Istio Config & & bookinfo H4FIRIE, HBILEIIRETIEEZ

7o

1.9.3.4. B4 Bookinfo N 2R
IRBB LT 5 B BR Bookinfo b FITE %,

FoRFE M
o Z%T OpenShift Container Platform 4.1 (B &R A
o L% T Red Hat OpenShift Service Mesh 2.2.3,

e ijj|n] OpenShift CLI (oc) .
1.9.3.4.1. Bk Bookinfo T H

W e
1. E[EE OpenShift Container Platform Web &,

2. = Home - Projects,

3. m= bookinfo 3 # , A5 Delete Project,

4. IEMBIFTIEHERHI A bookinfo, ARG Delete,

o FHA, IBuILUMER CLIZTXN 5 X 42 bookinfo T H,

I $ oc delete project bookinfo

1.9.3.4.2. M Service Mesh member roll F/i|f& Bookinfo I H
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ik
1. E[EF OpenShift Container Platform Web 6] &,
2. = Operators - Installed Operators,
3. = Project 5, MZFIFRHL istio-system,

4. 5 Red Hat OpenShift Service MeshOperator £ Provided APIS T 52 Istio Service Mesh
Member Roll §##%,

5. = ServiceMeshMemberRoll 3 F1%F Edit Service Mesh Member Roll,

6. JRFEERI\MY Service Mesh Member Roll YAML 3 M members 73R HfilIE2 bookinfo.

o F4, MMEILUMER CLIZTX M Er% M ServiceMeshMemberRoll #/iff& bookinfo I H,
TEAHIF, istio-system =2 Service Mesh control plane T B B & #5,

$ oc -n istio-system patch --type='json' smmr default -p '[{"op": "remove", "path":
"/spec/members”, "value":[""bookinfo""]}]'

7. £ Save E#T Service Mesh Member Roll,

1.9.4. G H I

o EURELLEETIR, WIS sidecar JEA,

1.10. [ SIDECAR ¥ A

NasmmiRSHmEEEIRMEIMEE, T—% 27ENBEEZERFB Deployment 5iRA 5 B3 sidecar
SEATIEE, BTN EANERES R B sidecar ST A,

INRIEBELRE Bookinfo RAINFEER, NESHENBRER, HIENREIEI—IDFEA sidecar, AR

RERABECIB MRS, IH7E OpenShift Container Platform EEREN RRF., MERELZER, HSMH
OpenShift Container Platform 344, T i Deployment #1 DeploymentConfig X[ &

110.1. o /R &4
o IEFIMIEFAIAIRS, #0 Bookinfo RN AR,
o IRETUESUE,

110.2. G B3 sidecar S A
EERBL ARREN, EXIUET N spec.template.metadata.annotations FIHY
spec.template.metadata.annotations F#J;Ef# sidecar.istio.io/inject BLE /) true FiEF F A, %EF

iR sidecar 5T AR OpenShift Container Platform BIEMINAE, #0 OpenShift Container
Platform £8RETHBIZ MEZRFE AR builder pod,

FoRFZM
o AMENIRS M —ER O BIM B 22, LARFEBD sidecar SEABIERE,
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1. BEEHEE, 15FEA oc get i,
I $ oc get deployment -n <namespace>

BN, EEEE bookinfo 654422 A 'ratings-v1' ARSI E X, BFEALTHSL YAML

I oc get deployment -n bookinfo ratings-v1 -o yaml

2. MEREESRPITHN ARRFNIERE YAML X4,

3. J¥ spec.template.metadata.annotations.sidecar.istio/inject & 11%| Deployment YAML /i,
F 15 sidecar.istio.io/inject % &7 true, #TFHIFTR.

bookinfo deployment-ratings-vl.yaml RIS K B~

apiVersion: apps/vi
kind: Deployment
metadata:
name: ratings-v1
namespace: bookinfo
labels:
app: ratings
version: v1
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true'

4. REFHREEEXH.
5. FxXHRmMEaENARFNIE,

I $ oc apply -n <namespace> -f deployment.yaml

EABIF, bookinfo 22 & ratings-v1 [ 2F#1 deployment-ratings-v1.yaml BIi B H 4
7, XREIERXHE,

I $ oc apply -n bookinfo -f deployment-ratings-v1.yaml

6. HEEMIEFIR LGN, HBTUTHS :
I $ oc get deployment -n <namespace> <deploymentName> -o yaml|
B,

I $ oc get deployment -n bookinfo ratings-v1 -o yaml

1.10.3. 53 1F sidecar ¥ A
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Kiall ZH SR T WA NRIGIEN ARRF. RSMIENEHZESE sidecar (LI,

1.3. 4> sidecar badge

Graph MHZR—NTR#R, BERTLUTERHB Missing Sidecar :
o VAR
o RABINAERFE
o T{RMEA

1.4. ik sidecar Ebr

‘[] Missing Sidecar

Applications TTETE %A sidecar Byap % 22 (5] AR S T2 B Details 74 £ 7R — > Missing Sidecar
Ly

Workloads T H /1i% A sidecar BMEMIN FFEFH Details 7 . 7R—4 Missing Sidecar K17,

Services THE{E& A sidecar Byn % 22 (B AR N T2 Details 74 £ 7R— 1 Missing Sidecar
Fro HARFZAEZMRARS, EAILUER Service Details TITEEE Missing Sidecar E#r,

Workload Details TTEA — MEKISE— Logs 1tUi&, ®iLBEFMKIBNARFHIRERER, &L
% Envoy BEM AEIEN FAFRF TE Y sidecar FARN A —FHARNEREE.

Workload Details TTEIA 2B E - Envoy REESk#E A Envoy RERAI(E TE I EM Envoy Fr& T, Itb
£ ERANEM Envoy (Y 3RHMR, HFEE Clusters, Listeners. Routes. Bootstrap. Config #ll
Metrics B F LI,

BXEH Envoy Vi [F|BERIEE, HSEHIEHREE D

BXEE Envoy HERFE, 1ES%E Kiali 2 aHhsyEE

110.4. @i SE X B IR A IE AR

Envoy sidecar {RIEMEZ & I ServiceMeshControlPlane &1,
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&5 13 SERVICE MESH 2.X

& 7] L@ 72 injection-template.yaml 32 FRBIERE AN pod JERRR N N FAFEFIXE sidecar AR
MR E, IMELEFA sidecar,

injection-template.yaml 7=l

apiVersion: apps/v1
kind: Deployment
metadata:
name: resource
spec:
replicas: 7
selector:
matchLabels:
app: resource
template:
metadata:
annotations:
sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\", \"maistra_test_env_2\":
\"env_value_2\"}"

Digk

==
[=]

OB S EE LR, B4R NEE maistra.io/ TR HIERR, XEVRERE

AR R EURE Operator £XAEE, MNREELEB SBITHRES M Operator EESZEI’J
BRELHINS, ETFESS L maistra.do/ FFLHIRE SR, EF— N
H1, Operator {478 5= s BRIX LA 25 s E AR BT IR

1.10.5. E#7 sidecar {XIE
ZFEHT sidecar RIEWEE, NARFEEGWINERNARERF pod,

INRIERERZEER T B sidecar EAZHRE, NIA LURIL RIS SUE AR BHERZE Y pod HiR, 1217
LIRSk EF#TERE pod :

$ oc patch deployment/<deployment> -p '{"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds’"}}}}}'

INRIEHERE R B E A B 5 sidecar FEATNRE, NIATHBITIEHERE K pod FIEEM sidecar BasiiiRK
F I EH sidecar, RABE/RE pods.

1.10.6. BEES TE

NIREEAEERE Red Hat OpenShift Service Mesh ZhEE,

o i5PR. HEFMELR
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1.11. A% SERVICE MESH

E1Jj|n] Red Hat OpenShift Service Mesh BIEx 4 BITHAE, 1EFNEIHRTARA 2.2.3,

111.1. 7 #2RR A
STHETES SMRA R E A AR A, i ERAEE 3 MBS, B XY.Z, Ef:

o XARREMA, ELITHRABERTHE ETENZL : RIWER. API B, BEAEBRUK LKL
BEAREH,

o YRFRIRA, RETHRADES THINE, AN GRERRRAMLE,
o zRRR—NHTHRA (BFFH z-stream hxA) . N T ARA R FREER RS LRAMXEE (CVE) B
RAAR, URIREAFHEFIEAEE., FTEMEREARASFENIT RABN—IBD KL W,
1.11.1.1. lRA*} Service Mesh F+2 8920
BIEGEHITHERRE, AIIRBSBRARE,

e T EE#T - HH Operator Lifecycle Manager(OLMYE RN T F4% ; TEE#H Operator Ff & B i
7o

o RIRAEH - ARBEANEIZHH Red Hat OpenShift Service Mesh Operator iR A, FHEHENR
ServiceMeshControlPlane 75E# ) spec.version £,

o FIRAFEH - EMAHNTEFTHEIZHTH Red Hat OpenShift Service Mesh Operator iR, FF
Frhf&X ServiceMeshControlPlane TR+ # spec.version {5, ENEMANEHRAEI ST
MERBNEN, FLAATRERZHITHNNFIIER,

1.11.1.2. T f# Service Mesh fiRZ

E 7 RIKTE RS LEBE M Red Hat OpenShift Service Mesh it AR, EEE T ANAEEE MHGRA,
® Operator hitA - &HTHRA N 2.2.3, Operator i AS{IE R HAIREH Operator BIiRA, EH

Red Hat OpenShift Service Mesh Operator X #¥f Service Mesh control plane F9% MR A, AL
Operator IR AR 2R EERZER ServiceMeshControlPlane F5RBIAR A

BF

FHREIRFTH Operator fRAS BN AT BH, BARXBINF Service Mesh
control plane FZ Bl S HTHUR MR A

® ServiceMeshControlPlane k7 - ServiceMeshControlPlane k2R & % # FH 89 Red Hat
OpenShift Service Mesh k4, ServiceMeshControlPlane %{RA ) spec.version = & 1
HI B T LEFEFE Red Hat OpenShift Service Mesh BIZRFFIEZE % &, £/E Service Mesh
control plane i, EAILAMERAUTHAHARZ —IXBIRA :

o Zff Form View FEE&, %M Control Plane Version 3 # fhi%kiEhR A,
o 7 YAML View HEE, E1E YAML X4 Hi%E spec.version FIE,

Operator Lifecycle Manager(OLM)AR&EIE Service Mesh control plane #4, [ tk, Operator #1
ServiceMeshControlPlane (SMCP)HR A S AIREAREEE, BRIEMEFhHAL SMCP,
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M2, APCEREIN

maistra.io/ IT5SCERA N A TR A UENBEE LHIR, RNEFRTHIRE Red Hat OpenShift Service
Mesh Operator A F 1% H Red Hat OpenShift Serwce Mesh Operator EIE,

Digk

==
[=]

EAPLRER, OperatorLﬁEE& (SIEMPRSE R E) BT ELU TS SERE
348 7R Operator B TR TR,

EARRERFURNEE LHRA, HEPIELUTHESTE

e maistra.io/ 1 app.kubernetes.io/managed-by 7% 1% &} maistra-istio-operator (Red Hat
OpenShift Service Mesh)

e kiali.io/ (Kiali)
e jaegertracing.io/ (Red Hat OpenShift 2% = tracing £ 4&)
® |ogging.openshift.io/ (Red Hat Elasticsearch)

EFHET, BERSNIRESOEROBZEE LEIR, LIERE M EEM Operator, MIEFRIEH Operator
EEME ZEX /ﬁ qﬂﬂﬂ” B%*T ERE,

UHKBIARA 2.0 B, Operator RffIFRS SMCP 8 R B4 % 22 ] fh {5 F X LR B BE R,
LHLE 2.1 lRARS, Operator XMHFRARA o 4 22 8] B {f X LR B B R,

1.11.2.1. ATRER M2 B 2 J 0] 8
B8R BE R FH KB R 2 FE

® Red Hat OpenShift Service Mesh A% ##{# F EnvoyFilter B2 &, FRIFEAFAICTE, XBRENSE
JZ Envoy API BBE R, XEREWEXLELETMEREM. MREMEA Envoy Filters, FEENF
%% ServiceMeshControlPlane 5|3/ 7 # Envoy IR A S 3 Istio ERBIEEE 2 EX, NI TR IF
R RE 24 5L IR EnvoyFilter,

e OSSM-1505 ServiceMeshExtension Jo/&HF OpenShift Container Platform kA 4.11, EH
ServiceMeshExtension 7£ Red Hat OpenShift Service Mesh 2.2 EF A, AFLUXANEHRH
TEBES, BELINY R’EH%E WasmPluging

® OSSM-1396 IR —TMXFIRE S spec.externallPs X&, MARTE
ServiceMeshControlPlane B &0, NIZMXXEMIREXZFRXEHOE.,

o OSSM-1052 7E NARZ M control plane #7/ ingressgateway Bt & Service ExternallP I, A&
B 1%ZARS5. SMCP B schema fRMZIRS IS,
IR A SR « 22 SMCP spec RIRIX O, FIIBEMKEE (81E Service. Role #
RoleBinding) o

1.1.3. #% Operator
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EiLRH Service Mesh [FARITMNEZLEE. BFIEREEMTEEIHITHT, EFEHRE Operator
HERFHRA, &R LLRIT F2% Operator /G50 T B #.
BT

Operator BIRRA & RERFS MBI A, B8ZEB Service Mesh control plane FIAR AR
E T 1B Service Mesh hliAs,

® 77 Red Hat OpenShift Service Mesh Operator X #f Service Mesh control plane 9% MRA, FrLAEHT
Red Hat OpenShift Service Mesh Operator = E#raf & ServiceMeshControlPlane Y
spec.version {H, 7iEF R, spec.version [HE2— W F, W22, #TEH (WN221) FTRRILE
SMCP kA B,

Operator Lifecycle Manager (OLM) BEW1EFIEEEH Operator MZesk, FRFNET A GBI, R]3EH
(RBAC), OLM 7 OpenShift Container Platform FEAINZ1T, OLM RE A AR Operator AR B R4
B Operator B9FZ,

4% Operator BIE A A REUR FIEFERE Operator B EFFIIZE, REEA Operator i, BAELUER
— NEHFEN —MEOERE, XHMEBREERE T Operator WEFHHTHFIA R,

R 5. BHFIE AL AR E

RRA{E5E "Stable" = "Preview" 5@

B3 UM VZMARBLR R A B 5 B 3T NARBEMA, RRAFIENT RA
Operator, FARBEINEFHET—  BEIEH Operator,
DNEZEMA (BD, M 2.0 #ALEE
3.0) . FEEIRNALET—H
FEMRAFTFER Operator 17,

Manual (F3h) BEMAREMITHRAZTEF  FAAIRA. RERAMHNTRAE
B, FOBRXNALET—D EFHEH
FEMRAFTFER Operator 17,

B #T Red Hat OpenShift Service Mesh Operator [, Operator Lifecycle Manager(OLM)& bR IBHY
Operator pod F/E 51 pod, $HI Operator pod FEhfE, WMiATREEKE
ServiceMeshControlPlane (SMCP), N3 7Z1E 8 Fi F{E{A Service Mesh control plane ‘BB E A 25
iR, ©RHXLE Service Mesh control plane pod B 18 AT A st tRMA .

WIRFHK Kiali #1 Red Hat OpenShift distributed tracing YE& Operator 5, OLM Whiflid 2 &% EE,
FIFSZE LI FA L EIFT Operator BIRRAN, a0, WREF Red Hat OpenShift distributed tracing

platform Operator M 1.30.2 B#7ZE 1.34.1, Operator 2fi#IZTO AN EBERTEANLAIFHEEALE
1.34.1,

Z{RE Red Hat OpenShift Service Mesh B4R E T HRA, BREZLABEER, FHIRBIEIZ Operator
B4 TE AR Ao

INFEB XN Operator WELER, 155 Operator Lifecycle Manager 344,

1.1.4. A% control plane

ST RIRAFMERA, EAIFNEH control plane, #X Istio WIEBIHITE& %% (Canary) F4,
{B Red Hat OpenShift Service Mesh REZFFRALFA 2, Red Hat OpenShift Service Mesh Z K&zl
FRBEIT—ARMRA, B0, EAHIM 2.0 ALE 21 A, REEHARE 22 kA, ELEEEM Red
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% 13 SERVICE MESH 2.X

Hat OpenShift Service Mesh 2.0 B & 2.2,
F KBRS MHE control plane i, FfA Operator RE IR (J0M%x) WAL,

BRIEOTLUIER—REFFEE L control plane kA&, 1B Red Hat OpenShift Service Mesh X iR %5
MR E 2 EFH N, thELEY, BRI LMFEABREM spec.version [HHWAF SCMP %R, BENITEE
B E— R,
1.11.4.1. MARZ 2.1 FH 3 2.2 97351k
¥ Service Mesh control plane M 2.1 F2¢E| 2.2 Bl T AT W BN :

e istio-node DaemonSet #{E /) istio-cni-node, LAPLEZ Lk5 Istio HEY AR,

® |stio 110 E#7 T Envoy, EIAEF eth0 MAR lo fHRE A X E N HARRFESR.

o LA FTHRAININT X WasmPlugin APl 92 #F, #FH T ServiceMeshExtention API,

EXIBY BNELZER, BB M ServiceMeshExtension i¥# %] WasmPlugin F1iR,

1.11.4.2. FhiR A 2.0 ALE 2.1 kR
¥ Service Mesh control plane M 2.0 FZZ| 2.1 815 7 LU FEAF01T A E K,

FZRE Y

£ Red Hat OpenShift Service Mesh 2.1 F B £MIf& Mixer, ARFEA T Mixer, NIFEEM Red Hat
OpenShift Service Mesh 2.0.x AR AFHHE 2.1,

MREEM V2.0 ALEI V2 BRILLTER, E1EEF .spec.version FEXFIFIIA Mixer KB EF
Istiod K2 :

An error occurred

admission webhook smcp.validation.maistra.io denied the request: [support for policy.type "Mixer"
and policy.Mixer options have been removed in v2.1, please use another alternative, support for
telemetry.type "Mixer" and telemetry.Mixer options have been removed in v2.1, please use another
alternative]”

a0 -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
policy:
type: Istiod
telemetry:
type: Istiod
version: v2.2

ITHER
e AuthorizationPolicy E#f :

o {EF PROXY kT, #NRIEE ipBlocks #1 notlpBlocks 15 Lig IP #utlt, EEHAEE
L&A remotelpBlocks M4~ & RemotelpBlocks.
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o INT X HERE JSON Web Token(JWT)FEBAMIZ 1,
e EnvoyFilter FRIF B>
o W{FF typed_config
o XDSv2 RNE#HZH
o FRMILIERAM
o IZIAMRAMAIE AT RERTE MEFTBIRIREIN 1xx T 204 KRNI & 503 WAL,

1.11.4.3. #% Service Mesh control plane
FE A Red Hat OpenShift Service Mesh, E/TEFT Red Hat OpenShift Service Mesh

ServiceMeshControlPlane v2 TR AFER, AE, EERENNARE, ESNARERF pod UEHED
sidecar KIE R HELE,

FoRFM
e {RIEEi21T OpenShift Container Platform 4.9 S{ B kA,

o RAEZHH Red Hat OpenShift Service Mesh Operator,

1. UI#:EIE8 & ServiceMeshControlPlane FRHITIH, EABIH, istio-system =2 Service Mesh
control plane T B B & #F.

I $ oc project istio-system
2. f&# v2 ServiceMeshControlPlane FRE BN IFEZE T A,
a. IBTLLT &S, SEE ServiceMeshControlPlane ¥R v2 FR,

I $ oc get smcp -0 yaml

R

%1% Service Mesh control plane E2i&.

3. E# .spec.version FEXFH N FHEE.
flan -

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2

A, BT LUER Web 2§ &% Service Mesh control plane, MAZRERAMTIT. £
OpenShift Container Platform Web &AM, = Project F R B M| = i A B9 B & 5,
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a. | Operators — Installed Operators,
b. & ServiceMeshControlPlane 525,
c. %P YAML view FE#H YAML XHMXXA, 0 EHIHRARR,

d. mif Save,

1.11.4.4. ¥ Red Hat OpenShift Service Mesh MAiRZ 1.1 5 EB Bl A 2.0

MIRA 11 ARE 2.0 EEF T HFITEA SN BARFEIBEZITHIRAR Red Hat OpenShift
Service Mesh BYF7 L),

PoREM

o TEFEI Red Hat OpenShift Service Mesh 2.0 2 &, &2 El OpenShift Container
Platform 4.7,

o R /IE A Red Hat OpenShift Service Mesh kR4 2.0 operator, #IREEFET Boh AHEE
&, Operator B THRIER. ER, BHIHIT LS ERMEA Red Hat OpenShift
Service Mesh hR# 2.0 RBYINEE,

1.11.4.4.1. #%¢ Red Hat OpenShift Service Mesh

E 2 Red Hat OpenShift Service Mesh, @ iIfEHT 6 £ 22 Il — Red Hat OpenShift Service
Mesh ServiceMeshControlPlane v2 F5RSE6l, AfE, EBEETHKE, RSN ARFEMIENZEMIB
B A& 7 AR 55 A& AR

b s
1. ¥ vl ServiceMeshControlPlane %RECE, LUARTEER,

a. 1T T &%, BIEK ServiceMeshControlPlane %R N v2 KR,
I $ oc get smcp -0 yaml

b. &E&EHiH 8 spec.techPreview.errored.message FE&, LT A X ERNTHFZERNIE

/GNO

c. MREWM VI HRAPFEELIRFE, WZHRFASBNIE, BXEFD v2 TRFE, v2 FK&
HRIE BB ERRE VI REB R, BEETHFER, UK, T4 E RN v iR
o EL‘JLAET#‘EE’JF/R‘F%UB% TR ERWIRESER, SRR, EeUgd=E

\/EE’J v2 Hﬁzto

d EETFEXHREETIR, EEA oc get MRITR, EARMMBMENAM, FHIFHRERR
NGRS

$ oc get smcp.v1.maistra.io <smcp_names> > smcp-resource.yaml
#Edit the smcp-resource.yaml file.
$ oc replace -f smcp-resource.yaml

e. EFEAMTEERR, 1EHEMA oc patch,

$ oc patch smcp.v1.maistra.io <smcp_name> --type json --patch '[{"op
"replace”,"path":"/spec/path/to/bad/setting","value":"corrected-value"}]'
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TERAMSITIERBEINR, 1HER oc edit,

I $ oc edit smcp.v1.maistra.io <smcp_name>

. %17 Service Mesh control plane E2i&, t]#iEIE & ServiceMeshControlPlane FRMITH, 7

A, istio-system 2 Service Mesh control plane 17 B B % #5,

I $ oc project istio-system

CBIALT S RERYIIMNEE, KB <smcp_name> TE/EH ServiceMeshControlPlane ¥Rt

HIEFRIEE, 20 basic-install 5 full-install,

$ oc get servicemeshcontrolplanes.v1.maistra.io <smcp_name> -o yaml >
<smcp_name>.v1.yaml

. ¥F ServiceMeshControlPlane #4475 v2 control plane ikA, HEEESENEEEE/ENES,

I $ oc get smcp <smcp_name> -0 yaml > <smcp_name>.v2.yam|

. QIE—IIE, £ OpenShift Container Platform 6B TE R AH, = New Project, 3 M

B # A& 540 istio-system-upgrade., =&, ErILUET CLIZITX MRS,

I $ oc new-project istio-system-upgrade

. R IE L E# v2 ServiceMeshControlPlane 1) metadata.namespace %, £l

&, {#f istio-system-upgrade.

. f9 version FEEM 11 B ZE 2.0, FHIFEHM v2 ServiceMeshControlPlane = il[&,

. T EZEE RG] — ServiceMeshControlPlane, 7E&%1TH, 2TUTH S, FHREKRE

B ServiceMeshControlPlane B v2 it & EBE control plane, TEXNRABIFRF '<smcp_name.v2>
g%ﬁjjn_.\mi{q:m%{io

I $ oc create -n istio-system-upgrade -f <smcp_name>.v2.yaml

A, 1B LUERRHIE A Service Mesh control plane, £ OpenShift Container Platform
web 2% & # 22 Project, SRBEIEFERINIG AR E &5,

a. = Operators — Installed Operators,

b. = Create ServiceMeshControlPlane,

c. 1t YAML view, BIREXBY YAML XHHIABEHIEX NI, 17 apiVersion FEEEEE
B} maistra.io/v2, FIEX metadata.namespace FE&LUFERFM A ZE(A], 20 istio-

system-upgrade,

d. = Create,

1.11.4.4.2. Fdi& 2.0 ServiceMeshControlPlane

77 Red Hat OpenShift Service Mesh it 2.0 B2 T ServiceMeshControlPlane iR, (/%
ServiceMeshControlPlane %R v2 frAfE, EUUZFIRUFBHIEHFEEENTE, EENK
ServiceMeshControlPlane FRES, Z&[EX Red Hat OpenShift Service Mesh 2.0 #SEFT NH T T
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% 13 SERVICE MESH 2.X

B, KA LLEH Red Hat OpenShift Service Mesh 2.0 7 @& XA SRR EVIEE FATHREMIFE R, v2 ¥
TR TF Red Hat OpenShift Service Mesh 2.0 &2,
1.11.4.4.2.1. #Z3REH

Z BRI R A {8 FRRO R B T B 4% Istiod B, £ 2.0 A, Service Mesh control plane ZH4 Mixer. Pilot.
Citadel. Galley 1 sidecar ¥ ATZFIREE & FH I —NEK Istiod,

F R Mixer FEBAEN control plane 2H4E2$, 1B Mixer SRESFZNIHFEIE T LLE N Istiodi HHY WASM
TEXE., NREFTEEMIBH Mixer i, NIET HREFZNE AREERERF,

L2 KIMPRSS Service (SDS) FATFEREM Istiod [ sidecar DX UEFHFEEEH, 1 Red Hat OpenShift
Service Mesh 1.1, secret B Citadel £ 5%, RIEFEAERBRRER M imitBHEH,

11.4.4.2.2. T fRE R

V2.0 REXFFLUT IR, MREREP—NTER, N ERTEE, REREBE v2.0 Service
Mesh control plane,

e sidecar.maistra.io/proxyCPULimit £2#% sidecar.istio.io/proxyCPULimit &, MREETIE
i #; L f# A sidecar.maistra.io SEfig, N iESEX L TIEME, EHEMERABNB
sidecar.istio.io,

e sidecar.maistra.io/proxyMemoryLimit 2 &1 sidecar.istio.io/proxyMemoryLimit

o T HEX#F sidecar.istio.io/discoveryAddress, 74, Eil\L Ittt B LM pilot.
<control_plane_namespace>.svc:15010 (#1R/EH mtls, #ALRO 15011) 255 istiod-
<smcp_nhames.<control_plane_namespace>.svc:15012,

o BERTIRORNEAILIMEERE, SHREHRIG N 15021, * NREEE XBE CREmwO, WM
status.sidecar.istio.io/port, NI /7EHE TE i EFZE v2.0 Service Mesh control plane Bifffl&R
=, REAEREMARTE TR SIRORE N 0 REH,
® Kubernetes Secret FIRAFNEATH sidecar K % imit ., IEHINFERIT Istiod B9 SDS ARSS

K, MBMEBBEMIGIEER secret, M v2.0 Service Mesh control plane FBY T E /i #i% TT % fE
Aeil

11M.4.42.3. fTHEH
Red Hat OpenShift Service Mesh 2.0 ) —LETHEE S Z BIBIAR A A [E,
o Mx MR IROSM 15020 2 E 15021,

o HIREHLA WIS FE VirtualService LLR ServiceEntry %R, ©&EMAEIT Sidecar FIRSLHE
HIFR 1l

o RINERBZ) mutual TLS, REZIREBESBEENER mTLS, MAERSEELRMIIE
SRER,

o LXIEE Service Mesh control plane @I\, Foit spec.security.controlPlane.mtls % &4
I, #RIGLERA%RLIERE, spec.security.controlPlane.mtls % & IEECE Mixer ik SRB&HY
R A,

11.4.4.2.4. A FHHERITERIFIE

Policy (3kB%) (authentication.istio.io/vlalphal) AE#X#.
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RBE BURA TR E v2.0 Service Mesh control planes, PeerAuthentication #1 RequestAuthentication
BT FTIREEY, RI\ERBEHRPNVERRE, BURFEERES N HRRABREHRR,

ME TLS

{#f security.istio.io/vibetal PeerAuthentication ¥R A LASZIIINE TLS s, (E508
spec.peers.mtls.mode =F & = B #L5T EIFT FTRAY spec.mtls.mode F &, 1EFEREESME
spec.targets[x].name F5E RS L FE spec.selector.matchLabels FHFRE 1%L 2%, 7E
PeerAuthentication A, FR%W 15 BIRFIRAIEEMIRSS LIFRTE, FMA%ETimOXELREZ M
5%l spec.portLevelMtls,

SH8uE

1E spec.origins F15EBIMT INGSE A 7B AR STl security.istio.io/vibetal RequestAuthentication #
)R, spec.selector.matchLabels %715 PeerAuthentication LB R FEXEZE L
2L, spec.origins.jwt Wi FETF IWT EAKEEXIRGTE spec.rules TR BILELEIFER,

e spec.origins[x].jwt.triggerRules % /BRET E — P2k % )~ security.istio.io/vibetal
AuthorizationPolicy ¥iR. {E{a spec.selector.labels &} 7IHC & /) RequestAuthentication k£
IR R FEX.

e spec.origins[x].jwt.triggerRules.excludedPaths W /i B3 E|— > AuthorizationPolicy 1, &
spec.action X B} ALLOW, B SHHRIRZR AR spec.rules[x].to.operation.path & E.,

e spec.origins[x].jwt.triggerRules.includedPaths 7B 8%/ — N HILEY AuthorizationPolicy,
©H spec.action &} ALLOW, {#H53EMEREILER spec.rules[x].to.operation.path
%8B, URE Policy ¥iRFI5ER spec.origins[x].jwt.issuer 1% N/ # spec.rules.
[x].from.source.requestPrincipals #I5 B,

ServiceMeshPolicy (maistra.io/v1)

ServiceMeshPolicy 3&i7 spec.istio.global.mtls.enabled (v1 ¥{iR) =X
spec.security.dataPlane.mtls (v2 %J&) HZz Service Mesh control plane EZi&., XfF v2 control
plane, EZREIEHCIERT —NIIEEZFRM PeerAuthentication %R, LhINEETE Red Hat OpenShift
Service Mesh hk#& 2.0 FEFH

RbacConfig, ServiceRole, ServiceRoleBinding (rbac.istio.io/vlalphat)
XL VR security.istio.io/vibetal AuthorizationPolicy BRE K,

. RbacConfig T HEEH B EIAB AuthorizationPolicy, HEiZEHURTF RbacConfig B EM
spec.mode,

o ¥ spec.mode %i&EH OFF i}, REZEEMER, F NEIAKIEZ ALLOW, BRIEXE RN A
AuthorizationPolicy,

e ¥ spec.mode %}y ON I, K& spec: {}. LMK REATA RS O &
AuthorizationPolicy 5B,

e spec.mode % &% ON_WITH_INCLUSION, I hENEEMNHZERHAE—NFHE spec:
{} ¥ AuthorizationPolicy, AuthorizationPolicy A& L MMRS. B2, HOIEEMRER
FIZAR S5 BI T 61589 AuthorizationPolicy |5, REBHFAIFRIRRA H AL i RERF IR,

e 4 spec.mode &} ON_WITH_EXCLUSION K}, AuthorizationPolicy A% # e, A AIE—1

2% DENY #88, BXJUAENMKRHRMEDTETENE— AuthorizationPolicy, B J&HE
A A F6p 44 22 A = TR 71 %AY allow-all SRES,
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AuthorizationPolicy S G &E & AL FSRNECE, ©RETF ServiceRoleBinding 1R HtHIEREX
ServiceRoleBinding, iX5Fig#tE# ServiceRole 8L,

ServiceMeshRbacConfig (maistra.io/v1)

XN FHREE A Service Mesh control plane 4 22 [A]Fh 7 5 22 spec.selector H
security.istio.io/vibetal AuthorizationPolicy FiRE #t, 1Z5EE& 2N A TR HrTE LIE R EMEIAR
g, MFEEMAERIFE, 1550 L@ RbacConfig.

1.11.4.4.2.5. Mixer #@ft

TERRA 2.0 FERIAZEF Mixer i, SNREB T VE UK Mixer &4, 00 2.0
ServiceMeshControlPlane R A&BL & N & & Mixer 24,

E 5 A Mixer E0&4A 14, 1 ServiceMeshControlPlane R IILLT F ¥,

spec:

policy:
type: Mixer

E 5 A Mixer ZM4A 4, 1f ServiceMeshControlPlane R IILLT B ¥,

spec:
telemetry:
type: Mixer

[HIRR SRR FEER AT LUERE WASM, FHEAZH ServiceMeshExtension (maistra.io/vialphal) B7E
M FRHATEN,

Red Hat OpenShift Service Mesh 2.0 T2t Liff Istio Z1TARHHINE WASM 1112z,

111.4.4.2.6. A TLS B9Z8 1t

U FE AT AR E L/E 13 PeerAuthentication $RESEI mTLS B, AR TIEMERIEE MR EE/ £BEHRE
AR, MEE—NX B DestinationRule R IFRE.

auto mTLS EKINEF, {BRILLEL S ServiceMeshControlPlane T5iE AR
spec.security.dataPlane.automtls iX &/ false R, ZHA B mTLS K, HRER

DestinationRules H#{TIRS I IEEBIE, B0, H— DR ZEE B PeerAuthentication %iE STRICT
ATREAPRIE Hfthdn & 22 (R dhAOAR S5 1A IR E 1], BRIE DestinationRule yer & 22 B R RIARSSECE TLS .,

BX mTLS Bi¥iE1ES 2 5 F mutual Transport Layer Security (mTLS)

1.1.4.4.2.6.1. Eth mTLS A1

E1E bookinfo RAIN FAFRFEHEMA mTLS For productpage RS, &8 Policy ¥HRFEE N Red Hat
OpenShift Service Mesh v1.1 #{T L FECE.

SRS BERR A

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: productpage-mTLS-disable
namespace: <namespace>
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spec:
targets:
- name: productpage

FE1E bookinfo RAIN FAFEFEHEA mTLS For productpage RS, 1 #ALLTRHIH Red Hat OpenShift
Service Mesh v2.0 EZi& PeerAuthentication HiR.

PeerAuthentication ¥R Hl

apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:
name: productpage-mTLS-disable
namespace: <namespace>
spec:
mtls:
mode: DISABLE
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage

H'T 1E bookinfo =I5 A2 # 4 productpage AR 255 mTLS, & Policy HR#EECE ) Red Hat
OpenShift Service Mesh v1.1 40T,

SR B IR B

apiVersion: authentication.istio.io/vialphai
kind: Policy
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>

spec:
targets:
- name: productpage
ports:
- number: 9000
peers:
- mtls:
origins:
- jwt:
issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/v1/certs"
jwtHeaders:

- "X-goog-iap-jwt-assertion"
triggerRules:
- excludedPaths:
- exact: /health_check
principalBinding: USE_ORIGIN

F7E bookinfo RN FATEFE H 4 productpage ARZ5/E A mTLS, ERLLTRAI Red Hat OpenShift
Service Mesh v2.0 Egi& PeerAuthentication #5iR,
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PeerAuthentication ¥R Hl

#require mtls for productpage:9000
apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
portLevelMtls:
9000:
mode: STRICT
#JWT authentication for productpage
apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
jwtRules:
- issuer: "https://securetoken.google.com”
audiences:
- "productpage”
jwksUri: "https://www.googleapis.com/oauth2/vi/certs"
fromHeaders:
- hame: "X-goog-iap-jwt-assertion"
#Require JWT token to access product page service from
#any client to all paths except /health _check
apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: productpage-mTLS-with-JWT
namespace: <namespace>
spec:
action: ALLOW
selector:
matchLabels:
# this should match the selector for the "productpage” service
app: productpage
rules:
- to: # require JWT token to access all other paths
- operation:
notPaths:
- /health_check
from:
- source:
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# if using principalBinding: USE_PEER in the Policy,
# then use principals, e.g.

# principals:

#_

requestPrincipals:

ok

- to: # no JWT token required to access health_check
- operation:
paths:
- /health_check

1M443. BBEAER

ERLERXERESREREL TIE,

1.11.4.4.3.1. data plane B A TLS

17T ServiceMeshControlPlane 7R+ spec.security.dataPlane.mtls */y data plane &S B & &
TLS, EKIL false.

11.4.4.3.2. BE XEREH

Istiod BEIRARFSRIBEAME Fimit BMFAAH, BOABERT, Istiod BABERZIEBIENZER, BEFLU
& B E GEP A, AXMABEBESZBHNESER, HSH RIS ERUES WA LI B HFNUE$
1.11.4.4.3.3. Tracing

Tracing 7£ spec.tracing FECE, BHfl, Jaeger @ME—ZHFH tracer KB, sampling @ — MERES,
K3 0.01% &+, #Ia0 : 17 0.01%, 10000 } 100%, A LUIEEBERLEMIMMESR

spec:
tracing:
sampling: 100 # 1%
type: Jaeger

Jaeger 7£ ServiceMeshControlPlane %{R#) addons Ef 9 i {TECE.

spec:
addons:
jaeger:
name: jaeger
install:
storage:
type: Memory # or Elasticsearch for production mode
memory:

maxTraces: 100000
elasticsearch: # the following values only apply if storage:type:=Elasticsearch

storage: # specific storageclass configuration for the Jaeger Elasticsearch (optional)
size: "100G"
storageClassName: "storageclass”

nodeCount: 3

redundancyPolicy: SingleRedundancy

runtime:
components:
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tracing.jaeger: {} # general Jaeger specific runtime configuration (optional)
tracing.jaeger.elasticsearch: #runtime configuration for Jaeger Elasticsearch deployment
(optional)
container:
resources:
requests:
memory: "1Gi"
cpu: "500m"
limits:
memory: "1Gi"

R LUE install ZEX B E X Jaeger R%, REEE, MFKRRERE
spec.runtime.components.jaeger 18X FEXHEER, MRFES spec.addons.jaeger.name (ELED
B Jaeger HIR, Service Mesh control plane fSECE HEAINARE, FERIER Jaeger HIREKZTELE
E X Jaeger RE,

1.11.4.4.3.4. 5t 4k

Kiali #1 Grafana 7 ServiceMeshControlPlane %RH addons Z49 i H1TH &,

spec:
addons:

grafana:
enabled: true
install: {} # customize install

kiali:
enabled: true
name: kiali
install: {} # customize install

Grafana # Kiali &= 0] LUB I HER Y install FEXBE . REREE L (MFIRRES) T
spec.runtime.components.kiali #1 spec.runtime.components.grafana FEtE. NMREESLMMET
BERYENA Kiali HTJR, Service Mesh control plane REEEFF control plane B Kiali TR, Kiali BRI —
L RWES, f access_namespaces 73k, LK% Grafana. Prometheus fliEERMIRR. FEAIMNE
HIRERTLEE L Kiali &2,

1.11.4.4.3.5. BHRfERAMERE
¥TIRTE spec.runtime.<component> FEE, XU THGLH,

A feid ZHRFHIhRA
ZE Citadel &2% v1.0/11
galley Galley &B2x v1.0/11
pilot Pilot/Istiod & 25 v1.0/1.1/2.0
mixer istio-telemetry #[ istio-policy &8s  v1.0/1.1
mixer.policy istio-policy B28 v2.0
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HiF ek R A
mixer.telemetry istio-telemetry & 28 v2.0
global.ouathproxy 5 R RIME In4H 44 B BL 5 R Y v1.0/1.1/2.0
oauth-proxy =28
sidecarlnjectorWebhook Sidecar injector Webhook & 2% v1.0/1.1
trace.jaeger BH Jaeger B 2% - ATRER RN v1.0/11/2.0
FiBIXE, BiT7E Service Mesh
control plane B2 B EIA
Jaeger TR, ZXHZLBEE L
Jaeger &,
trace.jaeger.agent HETF Jaeger KEMIZE v1.0/1.1/2.0
tracing.jaeger.allinOne HETF Jaeger alllnOne Y% B v1.0/1.1/2.0
tracing.jaeger.collector FH5F Jaeger ISR EBRANIXE v1.0/11/2.0
tracing.jaeger.elasticsearch ¥ TF Jaeger elasticsearch E8& v1.0/1.1/2.0
B E
trace.jaeger.query HBET Jaeger MK E v1.0/11/2.0
prometheus prometheus &B23 v1.0/1.1/2.0
kiali Kiali &28 - #B1J7E Service Mesh v1.0/1.1/2.0
control plane BEEHEEIA Kiali
PRk #F Kiali REMTEBE
Lo
grafana Grafana &2 v1.0/1.1/2.0
3scale 3scale &2& v1.0/1.1/2.0

wasmExtensions.cacher WASM ¥ B ZH 23 v2.0 - FARTIN

— AN RTRREMAE, MFRSER, HSH T EBit.

111.4.4.4. TN AREMNIENBNEESE
SR AR TEAEBRIFMES, MR SEE LSRR ISR F2,

1M.5. ARBIEFEE (data plane)

FH4% control plane &, EHEIBFEMATUEE T/, BE, 7 TX Envoy RIEBENAEFHUKNKER
BREfIEN, By HERNARRF pod MIIIEME,
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1.1.5.1. EH N ARFN TG
ERRIR, ERMERNFAERNBRER pod, LUFY Envoy sidecar KEB R HEZE,

ENEENITIRChER, EEAUTHS :
I $ oc rollout restart <deployment>

AU S AL AR B S R RR FE T IR B T,
112. B HEESE

1.12.1. B/ Red Hat OpenShift Service Mesh A% 51

ServiceMeshMember ¥{R 5 Red Hat OpenShift Service Mesh &2 F iRt 7 — #3101 B 7 I E AR 55 ™
S (Eﬂﬁ%TfﬁF}xﬁﬂﬁ%ﬂ%IﬁE =X member roll) BIFIBR, BEATEEREAHBENIRFIERETE S
# ServiceMeshMember 5RBIFIR, {BE]TREERNEIEMA T ServiceMeshControlPlane, EZIfRSS

MIREIR O B RIRFIRSRE AR, B A LLET 1% F mesh-user A A & K%F iR R
EI’\JWBEO TEAHIF, istio-system =2 Service Mesh control plane Tl B B & #5,

I $ oc policy add-role-to-user -n istio-system --role-namespace istio-system mesh-user <user_name>

B 5 A LMETR Service Mesh control plane 5 B 18 mesh-user B &41E, LUEERFUHIRRAEF
#04H, ServiceMeshMember <4571 B 75 INEIE 5| AR Service Mesh control plane T E 89
ServiceMeshMemberRoll,

apiVersion: maistra.io/v1
kind: ServiceMeshMember
metadata:
name: default
spec:
controlPlaneRef:
namespace: istio-system
name: basic

mesh-users BB EESIE R 12 ServiceMeshControlPlane K RE B0, BIEA{FEAL T
Ajjﬁﬁ)jm\\ﬂﬂ%@o

I $ oc policy add-role-to-user

EIE At LR SerwceMeshControIPIane FIREIO)EE mesh-user BAEB4IE, a0, BEH AL
1£5 ServiceMeshControlPlane %E1EEH oc apply #{EFOIEE.

2&1&”% alice/m\le] /\% @aéﬂgi&

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
namespace: istio-system
name: mesh-users
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
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name: mesh-user

subjects:

- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

1.12.2. /& Service Mesh control plane B2 &%

fReI LAEF ServiceMeshControlPlane ie B IR T ES FAMEE. MR- TUREE CHERED"
BRAIVENREBE., GBS AIUMEMEBEMEKREBRER. F0, & LUI S H I — N5
control plane, N FOIEE— 3% control plane, INREAIRE T — PN FF LRI —F= 2R, T
i AIPA B 3 #0055 TP B 51 7 =T AR AE B 2 BIPABYIE RN FF A AR A £ B MR BC B R H 1T &

L IRELE Service Mesh control plane BEE%Ff, E&E{&5S ServiceMeshControlPlane #HREBE A,
FRAD R A AR KB, Operator i — BRIA BBELR, A Red Hat OpenShift Service Mesh BJEKIA

WE,

1.12.2.1. ] ConfigMap

ERMEENERESE, E¥/JI1E openshift-operators 7B I — 147y smcp-templates Y
ConfigMap. Operator 23 Bz # ConfigMap.

FoRFM
o BREFHLIUEM Service Mesh Operator,
e B275 cluster-admin &K, MNREA Red Hat OpenShift Dedicated, MiE—1MNER
dedicated-admin & &8k,
® Operator SPEMAIE.
e jj[a] OpenShift CLI (oc) o
iz
1. LA cluster-admin F /' B3 &% OpenShift Container Platform CLI, #15%{# A Red Hat
OpenShift Dedicated, M 41HE—1 8% dedicated-admin & &K~
2. £ CLI 217X 4, 7E openshift-operators 171 B /3245y smcp-templates Y
ConfigMap, 34§ <profiles-directory> B A itif# A L#) ServiceMeshControlPlane 34
BIAIE :
I $ oc create configmap --from-file=<profiles-directory> smcp-templates -n openshift-operators
3. & LUEA ServiceMeshControlPlane 1Y profile 288 E — 1% MER.
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1.12.2.2. B IE Hf R P24 SR g

Service Mesh 7E Service Mesh control plane #1fX i1 fp % 22 (Al R QI R 45 5_BE, LARIFEiZ AR E,
TEERERT, HEBUTRMYE, UMBIRZANET OpenShift Container Platform B H /3 FFBUAR S5 A& R BYAR
%Q

o ARG MIEHRE NG 21T ingress-gateway FRE(F Istio IE & T,
o TERTE(EAIARSS P A SR 37 65 4 22 5] o IR 5 AR ER B AR 55

o EHIFARSS MG H A % 22 A R ERE AIFE mesh ARSS N % bric H maistra.io/expose-route:
"true”, XA LR OpenShift Container Platform B EIiX LEAR S5 AT LAIE B T4k,

113. 224

INREHIAR S MM N ATEFH — HE MRS AR, EILUER Red Hat OpenShift Service Mesh 3
EHIX LRSS B RIELR LM, OpenShift Container Platform BIERHIZEFI LA K Service Mesh BB EIE
ThEE R EE BN E IR N TR S MR 2R %S

AN =]
WMREE—ANTE, 1EFIERINE ServiceMeshMemberRoll FHRE,

MREEETE, HZRE Bookinfo mfIN AR FEFH I ERINEI ServiceMeshMemberRoll 5EA, R~
N AR LUEBE R LS,

1.13.1. XF mutual Transport Layer Security(mTLS)

Mutual Transport Layer Security(mTLS)@—MHY, BIENAMEERIE, E—LH (IKE. SSH)
h, EREEMNHIEMRIIER, EEMHD (TLS) %M, ERUESERRN BREFHRSKIEH
BRTEA MmTLS, TLS T2HRSMAGEMEBENINIE, FHIEMN sidecar KIRZ (B3 1T,

EIMNER T, RedHat OpenShift Service Mesh FEY mTLS #/5 FAFHIXE N permissive 23, Service
Mesh 8 sidecar #ZBASCREMMER mTLS IFBHERE, MRMIEHHNRSEESMEABIIRS 1T
B, N strict R mTLS T REREIFIXLEARSS 2 AIBBIE, TERF TIE M TR E Service Mesh B
Fi permissive 8=, AfE, ERILATEMI&, o422 [E SN AR A S M85 mTLS,

1E Service Mesh control plane /3 A mTLS AI{RIFIRS WIS HFRERE, MEREENAREFIT
{Efh#, &A™ LATE ServiceMeshControlPlane 7R data plane L ARIFMIME ARG R ZERE, EEE
SUREM® TR, 15# B PeerAuthentication #1 DestinationRule BR7ERN 2 A £ B & 6y 4 22 4],

113.1.1. FEAR S R s 3 FAF=“ M8 mTLS

MRENTENBEB SARIRSBE, EAILEMBHEIRESA mTLS, MAFREHRE. S LLETE
ServiceMeshControlPlane %R ¥ spec.security.dataPlane.mtls % &/ true /2. Operator
2OERTHR H R,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
version: v2.2
security:
dataPlane:
mtls: true
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8A AT LAE B OpenShift Container Platform Web #2414 2 B mTLS,
it
1. BRE web 2515,
2. = Project 3£ H, EHFRE Service Mesh control plane B9 H, # istio-system,
3. = Operators — Installed Operators,
4. = Provided APIs THJ Service Mesh Control Plane,
5. = ServiceMeshControlPlane T5IREI& R, Bl40 basic,

6. 1 Details TIEH, Hil: Data Plane Security 8 Security Z§4 R B9tI#E,

113111 AR ERSSBI A UG E R ECE sidecar
fZhw Lu@E i O RS N BN RFSECE mTLS,

TR
. FALUTRAIGIE YAML X -

PeerAuthentication $kB& 3l policy.yaml

apiVersion: security.istio.io/vibetai
kind: PeerAuthentication
metadata:

name: default

namespace: <namespace>
spec:

mtls:

mode: STRICT

a. f¥ <namespace> & 1% AR S FITERI G & 22 (A,

2. BT TSRS, ERSHAEMNSZZERGOURETR, SIS ENFOIEH Policy ¥HRPH
namespace FEXCED,

I $ oc create -n <namespace> -f <policy.yaml>

MREREABS mTLS, FHZEJS PeerAuthentication % & )5 STRICT, NSAFHIEEY
AR5 | — DestinationRule &,

113.1.1.2. HHIEEEEE sidecar

B — N BN Service Mesh ER & 1 1E A P R Y E B AR 55 & 2515 KA mTLS,

Az

1. FERUTRAIGE YAML 324 -
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DestinationRule 7Rfjll destination-rule.yaml

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: default
namespace: <namespace>
spec:
host: "*.<namespace>.svc.cluster.local"
trafficPolicy:
tls:
mode: ISTIO_MUTUAL

a. f¥ <namespace> & 1% AR S FITERIdp & 22 (A,

2. IBfTU T a%, ERSMENGRZERPLURTIR, 858N ZF 028 DestinationRule %
JEA R namespace FEXITHT,

I $ oc create -n <namespace> -f <destination-rule.yaml>

113.1.1.3. KB &R/ HE AL AR A

INREBIMENT RS MR MNB RER ERER, FLLET T ServiceMeshControlPlane FiREHiXE
spec.security.controlPlane.tls.minProtocolVersion =X
spec.security.controlPlane.tls.maxProtocolVersion 3L R FHIINZEINEE, XLE{ETE Service Mesh
control plane FRHECE, & LMHEEAERT TLS Z2BERFRNHE/NNRAK TLS kA,

N TLS_AUTO, BFRIETE TLS kA,

£ 1.6. BNE

(i1 ik

TLS_AUTO default

TLSv1_0 TLS BiA 1.0

TLSv1_1 TLS kA1

TLSv1_2 TLS kRA 12

TLSv1_3 TLS kRA 13
AR

1. BKE web H&

2. = Project 3£ H, EHFRE Service Mesh control plane B9 HE, # istio-system,
3. = Operators — Installed Operators,

4. = Provided APIs THY Service Mesh Control Plane,
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5. = ServiceMeshControlPlane FRBIEFR, 40 basic,
6. = YAML 1%,

7. 1 YAML ZiiE 28 chid ALL RS B ER © J$ minProtocolVersion R {EEHL A TLS BRAE, EA
B, &/ TLS iRAZE N TLSv1 2,

ServiceMeshControlPlane f$12 |5 E%

kind: ServiceMeshControlPlane
spec:
security:
controlPlane:
tls:
minProtocolVersion: TLSv1 2

8. mif Save,

9. Hiifi Refresh LUIF AR E 2 EMER.

1.13.1.2. {1 A Kiali 3 UEINZE
Kiali #E5I1 Q1R T 2R AR ARRE, REMIENHESEHAT mTLS %,

1.5. masthead EFRMMSERH mTLS

Mesh-wide mTLS is enabled 8 A © ancnymous

1E masthead A1), Kiali R x—MEIERF, HMENENRSHEEET mTLS B, XEKEMEHH
FrEB{EERER mTLS,

1.6. masthead FEFrM#&SERE mTLS 284 /5 A

Mesh-wide TLS is partially enabled 8 A © ancnymous

LM1&L PERMISSIVE =X E R SEE mTLS L& ISR, Kiali 2 E 7 hollow Bi%E KT,
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o A g
1.7. RELHNT
© kiali
Overview Namespace: bookinfo v App graph  + <) LastSm v Everylss + ﬂ
Graph Display ~  Find v Hide v @ Graph tour
P JExtemal e
Edges

%/details

http Total  Success

il ==
° istio-ingressgateway productpage = " ———
(istio-system) —_—t

OC W3 Mdx WS5x EAR

reviews ratings HTTP Request Traffic min / max:
RPS:0,00/ 167, %Error 000,/ 0.00

Graph TIEALT, AILUERE 1% £ LR Security badge k575 A mTLS. %E@ﬁxi?ﬁﬁﬁéﬁ&
¥R, 1EM Display 3 # 1 7R Badges TiifF REe Si5iE, HIGERUERGE, BRREVE—
JART mTLS B9iEK, WRERFFIE mTLS FIFEMTLS 15K, N side-panel & ERfEH mTLS B’]f%ikﬁ
k.

Applications details Overview TTREE 1% L ER— Security Eltx, HHPEDVDE—NSHT
mTLS B9iF K,

Workloads details Overview TT&1EF 0% £ BR—1 Security Eltr, EFEDLE—NFHET mTLS
B Ko

Serwces Details Overview TIERF L% L ER—D Securlty Eltr, EFEVPE—1EBET mTLSH
B3R, AMIFER, Kiali £ Network 539 B mTLS &R O 55 BI 8 E KT,

113.2. BEE T A AN ESE] (RBAC)

EFABMIIRIES (RBAC) M RAERES VA HARSET B NIITA ERERE. EaILUN MR
TEM#EE X mesh-. namespace- F1 T4 %58 Bl 1] #224,

ZRiE RBAC, EEEBE IR 422 (8] A8 —4 AuthorizationPolicy 7R, WRZEALE MG
SEEIR, iEERAEEPRE Service Mesh control plane B9 H, 10 istio-system,

B, *FF RBAC, fERTLLAIELLATSRRE
o FLENIHNERBEIS,
o RIFHIBLENERINGr B ZE R R ATE TN EBITE VIR,
o ARVFFIELEAOM KXV,
o FESEFIBEVIIN,
ROCGRIR AR, RFFIAIIZIER

o selector &5 ERIEBIB T,
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e action FERIEER S AVFSIELHIE K,
o rules FERIEE M AL 1R IF,

o from FERIEEIH KEIRAIBRHE,

o to FEIEEIE KB IRFISHBIRE,

o when FERIETE N FIZ AL B9 B A S,

ik

1. @] AuthorizationPolicy 7R, LA TFRBIERT — N EE#T ingress-policy AuthorizationPolicy
BIVGR, LUB4E P ik vie A O M %,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: DENY
rules:
- from:
- source:
ipBlocks: ['1.2.3.4"]

2. EREFRUEESAEEFUBRTREZITUTMS, BRI NLIS AuthorizationPolicy
R+ B metadata.namespace F X ICH,

I $ oc create -n istio-system -f <filename>

BEES IR
ZEUTROIATEMERARE,

113.2.1. BB HAAER@&EE

& LU#E A AuthorizationPolicy ECiE Service Mesh control plane 5 F kB4 5 M#& R RI& SR AR S5
BIEHRE,

1.13.2.1.1. FRAIXT 6 45 22 5] 44 BR 55 B9 17 7]
R LAEALLT AuthorizationPolicy FFIRRAIIE4E3R B bookinfo #4422 [A] & B HIIRBYIE K.

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin-deny

namespace: bookinfo

spec:

selector:
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matchLabels:
app: httpbin
version: vi
action: DENY
rules:
- from:
- source:
notNamespaces: ["bookinfo"]

113.2.1.2. 63/& allow-all 1 default deny-all #ZF U 5EE
U TRBIGERT — allow-all #BAUERS, FfiFX bookinfo 34 22 8] R BYFRTA TV 1 BT 5220517,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: allow-all

namespace: bookinfo
spec:

action: ALLOW

rules:

-{
LU RBIE R 7 45450 bookinfo #5422 (A FR BYRRA TF £ E0 s (M B9 5RHE

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: deny-all

namespace: bookinfo
spec:

{}

113.2.2. A vFsiE4EXT A O R X85
IRA LUK B — RIS IS SEARYE (P H3E 70 allow 2K deny 31K,

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:
name: ingress-policy
namespace: istio-system
spec:
selector:
matchLabels:
app: istio-ingressgateway
action: ALLOW
rules:
- from:
- source:
ipBlocks: ['1.2.3.4", "5.6.7.0/24"]

1.13.2.3. BRI JSON Web 45 k28815 7]
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&R LAE A JSON Web Token (JWT) BRI LAT AIERIRASEIRR, JLibiE, R SRS AT LAY W] B
B, S5iZFhERKBRS,

/3 RequestAuthentication 75, AFE N TR EIFHNEMNRIEAE. TENGIFEZH
http://localhost:8080/auth/realms/master % #f JWT,

apiVersion: "security.istio.io/vibetal”
kind: "RequestAuthentication”
metadata:
name: "jwt-example”
namespace: bookinfo
spec:
selector:
matchLabels:
app: httpbin
jwtRules:
- issuer: "http://localhost:8080/auth/realms/master”
jwksUri: "http:/keycloak.default.svc:8080/auth/realms/master/protocol/openid-connect/certs"

R, ER—mBZEHEFOE—/ AuthorizationPolicy 75, LU FEGIEH RequestAuthentication
BB, LUTF/RBIEM httpbin T %4 % 15KET, FEIE Authorization 15k E—1 JWT,

apiVersion: "security.istio.io/vibetal”
kind: "AuthorizationPolicy"
metadata:
name: "frontend-ingress"
namespace: bookinfo
spec:
selector:
matchLabels:
app: httpbin
action: DENY
rules:
- from:
- source:
notRequestPrincipals: ["*"]

113.3. L EHEEHF] ECDH curves ((RE)

IS EMH Elliptic-curve Diffie-Hellman (ECDH RE&) RILAEBIEFRIFIRSMEHRE, ol LUFER
spec.security.controlplane.tls.cipherSuites #1 ECDH 5k &7Ef ServiceMeshControlPlane %R &
spec.istio.global.tls.ecdhCurves E X LU SIRFAMBIEEHIIR, MREFEM—NEEHZE, NTfE
FA BRI,

INRIEMPRS MR ER TLS 1.2 KEEIRA, cipherSuites X BHESEN., ©IEMEA TLS 1.3 BT,

FELLES S ARNFIRPIEEFELHE, MLERINFEH1THES), #2, ecdhCurves: CurveP256,
CurveP384 £ CurveP256 % & /Lt CurveP384 A& 589 5%&H,

EEREMEEHN, FE8HE TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 =X
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256, HTTP/2 WX ELVFEEHF
—PINEEH.
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http://localhost:8080/auth/realms/master

XFHMBEHE :

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

¥ #H) ECDH Curves £ :

113.4.

CurveP256
CurveP384
CurveP521

X25519

ANINANERIUE T 20 A MLAE BRI FIIE T

% 13 SERVICE MESH 2.X

ZKIAER T, RedHat OpenShift Service Mesh £ B % % root IEHHEEA, FEREN W ITEAEIE
TR, EAALAMERB A E XHIEBFBAER R E LB root IR A THEAEGIERE A, WESE
T —MEPABEAEA Service Mesh BI7R i,

FRFZM
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e FE/HA T mutual TLS EEEIETHIIE R TR % Red Hat OpenShift Service Mesh,
o KBIEMA Maistra 0FF BIIEF, XFEFINE, HEFEREBSHNEHIL VIR BERIIES,
o IRZE Bookinfo ‘IR AR LARB LA T IHBRRIESE R,

o FEE openssl FEEIULIET,

113.4.1. R/ N— A BB

EHEANEES (CA) IEPHEH, LB —MEEXHEE, HABaE CAIER. M root IEF,
IRITUR BN ROEFE R T AR XA LT, CAIEH &N ca-cert.pem, TR ca-key.pem, %%
ca-cert.pem B root IE %4 root-cert.pem, WMREHTIEHE(ERPIFIES, NLTIE cert-
chain.pem X#HIEEEN],

1. AHRTE Maistra repo RBIRBIET,, 1 <paths> B IETHIRE,

2. &N cacert B secret, EFEEHIASH ca-cert.pem. ca-key.pem. root-cert.pem 7l
cert-chain.pem,

$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

3. 7£ ServiceMeshControlPlane %R7% spec.security.dataPlane.mtls % &} true, FEE
certificateAuthority %, 1 THIFfR. BAIA rootCADIr 2 /etc/cacerts, FNIREBINGIEIEE
TEHAMIES, NAFEXE privateKey, Service Mesh M secret-mount X4 FISZERIE F F
o

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true
certificateAuthority:
type: Istiod
istiod:
type: PrivateKey
privateKey:
rootCADir: /etc/cacerts

4. O3/ BER/BUHIZE cacertsecret 5, Service Mesh control plane istiod #1 gateway pod W7
5H, UERERER. FRAUTHSES pod :

I $ oc -n istio-system delete pods -I 'app in (istiod,istio-ingressgateway, istio-egressgateway)’
Operator &7 pod MR G B EF IR,

5. EJA bookinfo . FATERF pod, LUME sidecar REBRIREN secret WEN, FRAUTHSER pod :
I $ oc -n bookinfo delete pods --alll

IENZE B R0 T B9HH
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pod "details-v1-6¢cd699df8c-j54nh" deleted

pod "productpage-v1-5ddcb4b84f-mtmf2" deleted
pod "ratings-v1-bdbcc68bc-kmng4" deleted

pod "reviews-v1-754ddd7b6f-lghsv" deleted

pod "reviews-v2-675679877f-67r2" deleted

pod "reviews-v3-79d7549c7-c2gjs" deleted

6. AL TR pod BEEOIEHME

I $ oc get pods -n bookinfo

1.13.4.2. FUEIERIIE

M Bookinfo RN FAREFEREUE TR EIE P REBBEAR CAKIERE S, XEKREBENS LRE
openssl

1. EM bookinfo TEff #AIZEVIET, BERAUTHS :
$ sleep 60
$ oc -n bookinfo exec "$(oc -n bookinfo get pod -l app=productpage -o jsonpath=
{.items..metadata.name})" -c istio-proxy -- openssl| s_client -showcerts -connect details:9080
> bookinfo-proxy-cert.txt
$ sed -n '/-----BEGIN CERTIFICATE-----/{:start /-----END CERTIFICATE-----/{N;b
start};/.*/p}' bookinfo-proxy-cert.txt > certs.pem

$ awk 'BEGIN {counter=0;} /BEGIN CERT/{counter++} { print > "proxy-cert-" counter ".pem"}'
< certs.pem

BTG TNE, BHNIEERPNEBE=1XH : proxy-cert-1.pem. proxy-cert-2.pem 7l
proxy-cert-3.pem,

2. ik root IEHEBESEEAIBEILBERE, fF <path> B HIEHRIEEE,
I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt
FEAIRBE OFBTATIEE -
I $ openssl x509 -in ./proxy-cert-3.pem -text -noout > /tmp/pod-root-cert.crt.txt
W A ERE O R iT AT e SR ELGIE
I $ diff -s /tmp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt
BN EEILLTEER - Files /tmp/root-cert.crt.txt and /tmp/pod-root-cert.cri.txt are identical
3. JiE CAUEBRESEBEAEIEHER, ¥ <path> BN IEHRIEEE,
I $ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt
FEAIRBEOFBTATIEE -
I $ openssl x509 -in ./proxy-cert-2.pem -text -noout > /tmp/pod-cert-chain-ca.crt.txt

B AR B O U TR S LB .
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I $ diff -s /tmp/ca-cert.crt.txt /tmp/pod-cert-chain-ca.crt.txt

BN EEILLTEER - Files /tmp/ca-cert.crt.txt and /tmp/pod-cert-chain-ca.crt.txt are
identical.

4. M root UEF B TAEAEUETIIEUETEE, F <path> B WiETHIERE,
I $ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) ./proxy-cert-1.pem

BN BEEILLTER « /proxy-cert-1.pem: OK

113.4.3. HHBRUES
EHBRIERMBIUE T, THRBUT SR,
1. Bk secret cacert, £, istio-system 2 Service Mesh control plane % B B9 #R,

I $ oc delete secret cacerts -n istio-system

2. 1£ ServiceMeshControlPlane %RA & B % % root iE  EFHERE Service Mesh,

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:
security:
dataPlane:
mtls: true

114. EERS W HERE

Red Hat OpenShift Service Mesh B L& 425 AR 5 AR E A AP AR, BRSME I —LLiRSAIBES
BEMBRFTERE, EtRSNEERR, SaUEEREXEBEERHRIRS. AFRS. QN5
FIRALE, HEE—HRSPRMRLZE,

114.1. FARAMx%

B LFERAMAEEEAGMERE, WWEEEREFAIBEANEIRE, MXEEBERTEMBKL
G THIRIIEY Envoy REB, MARSEMIRSS 118 —RI21TH sidecar Envoy R,

B ARG EMRENTLFI AR, 20 Kubernetes Ingress API, Red Hat OpenShift Service Mesh
WX LIRS RER RS IIhEEFM R E M. Red Hat OpenShift Service Mesh Mk ¥R A )2 4-6 1%
BEEN, LLINEBAFFEE Red Hat OpenShift Service Mesh TLS X ERIIH O, KA LUIFE L Red Hat
OpenShift Service Mesh EURFSHERIM X, FERSHMEFHEEHBETERE—ITEEMNIRE,
AN ARFZERERR(L7)RIMEEREN AP TR,

MXETEATEEAORE, BEBTLUERELROMXK, HORXAILENBEFMEIRERLES AR

TR XA ILARBRFIMELEAR S5 AT AT R A ER LS, X N IRRIARSS MR8 K 242, fEL AT LA X
B RERRIE,

X =B

PX SRR T MBI ZIZ T MBS E SR, BUOAASEHBI HTTP/TCP 158, MBI B A
FH—Him O, EEAHICER, DIRNEIERN SNIEBEESE,
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LUTFRBIERTHE HTTPS AGREMM XA ERA :

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tls.key

XANMKRE BB ext-host.example.com B9 HTTPS SR &E&@id im0 443 #H AR, BERENHRER
E R,

EIRERBAFILMKIZTEA T, LSRRI AEREIURS, 0T LR EARSSBIM X F Rt 1T It
#1F, WO :

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy

RiE, BRI LR AR 2698 B AL B & R AR 55

L4 EBAORE

7 Red Hat OpenShift Service Mesh #1, Ingress Gateway foiF iR, Z2 MM R HNIZEThEe N A2
AEBEHRE. £ Service Mesh WX TERSS RIS H A FFAR S o

114111 R EAQ IP w0
AORERBEENIMNERES X FAS A EHEEERMAERRAE, EEEMAD IP IO XE—PNAERR

R, BEREST AN EIIHEREE TEREMN IP MinO, H2TUTHS. EXGIH, istio-
system 2 Service Mesh control plane T B # £ #r,

I $ oc get svc istio-ingressgateway -n istio-system

UHSLREH R 2 HBENT B NAME. TYPE, CLUSTER-IP, EXTERNAL-IP. PORT(S) #l
AGE,
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JNRFET EXTERNAL-IP (B, ZBEMERAE— MMM EEER, #ERTADOMX,

40 EXTERNAL-IP {52 <none>, =X <pending>, NIZRREIMERSN A O KIREEAER 71 Ei39% 85,
ER LAMERAR SS9 T =it H 7 R K

114100, FER A EEESRAEA QRO
IMREHIMREE A BN EERR, FREUTSRRE,

TAE
L BTUTeRREEBEADIP RO, s EXiRRRELE.,
$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].ip}")
2. BT ERixEADRO,

ey
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port})

3. BTUTHERLERELADNKRO,

LY
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
o0 jsonpath='{.spec.ports[?(@.name=="https")].port}")

IZATA T a4 3RixE TCP AQimO,

P2y
$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].port}’)

EE

AREERT, MHOESRTRKERINEGMAR P itAF. EXMERT, AOK
KB EXTERNAL-IP (ERZ2— IP ik, R, XB—1TEHE, E—wmSEERE
INGRESS_HOST Iz &,

EXMIERT, HALTHSEE INGRESS_HOST {H :

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].hostname}’)

114.1.1.1.2. E&R B A EHEHRN A OQIRO
NREBIMNE R BN N EH DML, EBEADROFRB T RimO,

TAE
1L wEAORO,

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}")
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2. TUTEREERZEAORO,

151
$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
o0 jsonpath='{.spec.ports[?(@.name=="https")].nodePort})

3. BT T ERIKE TCP AdmH,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].nodePort}")

114.1.2. BB E A OMX

AOMXBEMBAZOCTHNEGESR, BREANHTTP/TCP ##, BREAFHIROMIY, B
FEREEAREREEE, ADRSBARERHN IERBHMNIRE, X5REIRSFREE.

UTHEER T A GIEMKXFHERE VirtualService, LUTE Bookinfo =I5 FATEFE FIFIRS A FFA KRR
/productpage #1 /login BIA SRR E.

TR
1. AIERMELESRE,
a. O YAML X, FRLUT YAML EHIFIE A :

% gateway.yaml =61

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

nkn

b. NF YAML X4,
I $ oc apply -f gateway.yaml
2. filE VirtualService ¥ K EE EHirk,
a. O YAML XX, FHELUT YAML EFIEIHA -
AR SS B

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
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name: bookinfo
spec:
hosts:
gateways:
- bookinfo-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
prefix: /static
- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:
host: productpage
port:
number: 9080

b. N YAML 3244,
I $ oc apply -f vs.yaml

3. MM EF0 VirtualService B IEEFI%E,

a. WIEMX URL.

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")
b. WEImAS, EAHIF, istio-system 2 Service Mesh control plane T B B £ #5,

export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}’)

c. MEXEERMAAFHITIE,
I curl -s -1 "$GATEWAY_URL/productpage”

FEARYZE R 9 200,

114.2. THEBE IR E

1E Service Mesh BB/ KB OpenShift R, BIRTE service mesh FAIEE, B SMIPR Istio BIX
i, #FMEhOIE. BEHFMER OpenShift BEH.

1.14.2.1. F A FI & B
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Red Hat OpenShift Service Mesh {# i Fii 28 H, {EAIBCE OpenShift Container Platform F8E/H
AE., X#FFE, W *.domain.com, BERINER FTAZXH, EREBREFENMKE, BE
OpenShift Container Platform BEC A 5RHE.

MBELER, BESIUERBRRTIRE,

1.14.2.2. B8 Fi &
BT RBITE Bookinfo RIS ARRFHOET — %, SROBTERE,

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: gateway1
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:
- www.bookinfo.com
- bookinfo.example.com

Gateway FHIROIEELLT OpenShift BRH : A LAFERU TSR ERTUETBH, EABIH, istio-
system 2 Service Mesh control plane T B F £ #R,

I $ oc -n istio-system get routes

gt ik i
NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-Ivlfn bookinfo.example.com istio-ingressgateway <all> None
gateway1-scghv www.bookinfo.com istio-ingressgateway <all> None

INERMIBR T BI%, Red Hat OpenShift Service Mesh &MBREEH, BE, EFSHOIEBMBATEMW Red
Hat OpenShift Service Mesh &4,

114.2.3. R EHIE R

A, OpenShift BT EBERFEMIRESEM, FII0, OpenShift BH P —L S5 ThEe @IS Hik T
HTEI, 55 LL T "Additional resources"Z8 4 Y 45 E F RS AT AR,

STFXNFEMARF, Red Hat OpenShift Service Mesh %% Istio Mk KRR AR S FERE (F&
kubectl.kubernetes.ioFF18EfES) EHIEISZE OpenShift Route FHRA,

INRITIE Service Mesh IR OpenShift Routes REBHFEMINE M, 7 Istio MR FTRFAIETE
i1, FFEEHIZIA Service Mesh EIEH) OpenShift Route FHRA,

114.2.4. XA oK A
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ZIMNER T, ServiceMeshControlPlane FFiR< B34 Istio X HIRS OpenShift lREES, ZRABED)
FREAEIIEE, MREEFKRISRIEESWFNIRGIRRE, EAUREREZEHIEH,

114.2.41. WS EBRZAB KR

MRBRMANIFE Istio MKXH OpenShift BB BB, E 7% F M maistra.io/manageRoute: false
INBIM R TTHEIEE L, Red Hat OpenShift Service Mesh 5 Z2B&H B iX N ERER Istio Mx, REIF{R
RHEE Istio MXHNBEIER,

114.2.4.2. W EIERZ A B SRR 0E
IRET LN P R IR S X< 2 FH B 5 & 12 OpenShift B H.

®i1 % ServiceMeshControlPlane FE% gateways.openshiftRoute.enabled 1% & 7 false 22 Istio
FIX#0 OpenShift BERHZ (AR, BlIEN, EFLAT IR F#A.

apiVersion: maistra.io/vialphat
kind:
metadata:
namespace: istio-system
spec:
gateways:
openshiftRoute:
enabled: false

114.3. TR KB

AR 25 % B £ Red Hat OpenShift Service Mesh RERHEIFBIAR 55 registry RRII— 1N & B, RMRSFE
&, Envoy REEFERELXENZRS, FIREMIEHIIIRS —F, RS FE R EHITUUTERE

o EERSMIRMZITHIRSHIRE,

o EEMMEAABMMINRE, MKE web BYAPIHA, HELABIBEMERLPIRSHIRE.
o WAERERIME LEH A, B FEIREARR,

o TEEAM (VM) B TRIRARSS, 7552 ERAEHIRINE .

AR SS M A B EBERIBIMFE, LUMETE Kubernetes EEZE % 5 2% Red Hat OpenShift
Service Mesh M.

IR 55 % B pl

LATF 7R mesh-external BR %555 B ¥ ext-resource 4 ER K % =i INZI Red Hat OpenShift Service
Mesh AR5 registry:

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:
name: svc-entry
spec:
hosts:
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- ext-svc.example.com
ports:
- number: 443

name: https

protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

73 hosts FERAIEENBHIR, BALUTZERES, thAILUERBEARIZEA,

R AR AR SS A B RO, LUEHIZIRSZBERE, EARSENMEHHEMAEMRSERE
MEMERE, fa, LT BN REBEE 75 A mutual TLS R{&RHEl ext-sve.example.com 44
ARG HER, EWRECE N ERRS I

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

1.14.4. {8 VirtualServices

138 LUE B EEAULAR 555818 Red Hat OpenShift Service Mesh §iE R SR EIMARS A RRA, SHE
IARSS, EALL :

o BT H—ENRSUESNNBARFRS. MEMEFER Kubernetes, &a LIEDE B AR SS 4b
B EMAERPNFRERS . ENIRSEEERNAAERNNAEL hHEATEETEERLEN
T EMARSSHRBIARSS .

o WMEREMNSMRBLSG, MZEFIADMLEORE.

1.14.4.1. Bidi& VirtualServices

FERAEMRS S E KBRS MG FRRS. SNEMRSH—HERBINIER, FHRINFNA, Red
Hat OpenShift Service Mesh Y ENE TE 45 IR 558915 3K 5 A& R B9 45 7E 52 P B B9 ITEd,

INRZHBENRS, Red Hat OpenShift Service Mesh 7E A IR 25 5L 451 (8148 A round-robin i #t9# 4
fEmE. FEAEVRSN, BAUBEE—1NHENENLHRET . EMVRSBIEE BN EH Red Hat

OpenShift Service Mesh 0 EARSSHIRE A X EIE LB/, BB LLZR —RSHRA,
A LR TLFRBARS.

ik

1. ERAUTRAIGIE YAML 30, RIEA P EERIN ARFHNARRARNIEREBEE Bookinfo
BN AR AR S5 B0 B AR A

VirtualService.yaml <l
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apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: reviews
spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

2. 1T e LA A VirtualService.yaml, Hrh VirtualService.yaml 2 XX 4RI R,
I $ oc apply -f <VirtualService.yaml>
1.14.4.2. VirtualService idi @S &
e ik

hosts FE& 51 7 B8 B MLV 2 A 21 B9 RE FULAR 55 89 B B

spec: ik, XRATFRMRS ZEERMIE, EIRS E
hosts: M Z LU N T2 RES AR IP ik, DNS &#5
EAEF RN

http &0 8 &R ARSSBIRE RN, XL R RS

spec: B HTTP/11. HTTP2 #1 gRPC ;&5 hosts FE&H#E
http: ER BRI LR SRR, BB BHERFER
- match: EEA B RS ERI R R MAAERK, )

B — DR INIAE — DL match RERFFLAISE
. EXANRBIFR, XPMBBERTFREREAF jason
BIFRAIER, %0 headers. end-user #lexact i
Sk FEE HHIE K,

route 2889 destination FERIEE S X N ITED

spec: BURERSCPRENM, SEMRSHENTR, B
http: B ENLTRZ Red Hat OpenShift Service Mesh AR
- match: %5 registry REFEMNESLBMM, XA URHANRE

- destination: BIMIEBERSS, R service BRI — 1 IEMIRAR

%5, TEARBIGR, EHRR— Kubernetes IR F5 :
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1.14.5. 7 &2 5 g9t #L)

BRI PP BT AR S BN E A, e REIRENEXL BN, EURSHRERMBE BN
th, BRI E 1% B R R 28R 2,

ZIANBER T, Red Hat OpenShift Service Mesh {8 round-robin i #%5REE, HEALAMPHENIR
SRR IR1E1E R, Red Hat OpenShift Service Mesh A x# LU TR RS, 4R FT LATE B RO dr 5 0o
RERS RS FEMTFE K,

® Random : 1HRERENEL 4 Bith B YL,
o Weighted : RIBFE B2 LLE KL 4 Bt a9 L1,
® Leastrequests : HHEKE L ENE RBERDHILH,

B 893t R = B
AR B et NR By my-sve BRIRFSERE=NTRENFE, EETRNTHIFERE

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: vi
- name: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

114.6. T R LSRR

Red Hat OpenShift Service Mesh B Z)7E Service Mesh control plane N AR F & 22 6] R Q| B I E 12
%4~ NetworkPolicies 7R, X271 T HRENFAREH control plane AILMMEEBEIE.

a0, WRE SIS OpenShift Container Platform 2£2¥B0 & {# 3 SDN ¥, Red Hat OpenShift

Service Mesh STEENAL 5177 B 1|2 NetworkPolicy %R, XA ik MELA &R 51#0 control plane %

P& R BIFR A pod BY ANIEMRILEEE, X HPRE 7 RIA A BB AL R, MREERBIEXRATEN

ANUERIEEAE, NIFRZEQE— NetworkPolicy SR IF XL RE RIS, MNREM Service Mesh HifiilRep
Zela], Itk NetworkPolicy #iR< M B FRIER,

114.6.1. 2 BA5h NetworkPolicy &

99



OpenShift Container Platform 4.8 Service Mesh

INREZE M NetworkPolicy FIRE 0B, FlasnGIsLlATRLEE, HE LITEE RS
Il pod, EATLUXFEM, A LL%HE ServiceMeshControlPlane, Fi
spec.security.manageNetworkPolicy 1% &/ false,

LIREHT spec.security.manageNetworkPolicy, Red Hat OpenShift Service Mesh A~
28I {E1 NetworkPolicy X%, RUEHRH 1 5 BRI IHEE 7T F BT M,

FoRFM
o LT Red Hat OpenShift Service Mesh Operator 2.1.1 S{ B i@ hR A,
e ServiceMeshControlPlane FHREHE 2.1 K E &R A
AT
1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,

2. M Project 3 HAEFZRE Service Mesh control plane B9, #1 istio-system,

3. # Red Hat OpenShift Service Mesh Operator, 1E Istio Service Mesh Control Planef“m1, =2
ServiceMeshControlPlane 9% %5, #0 basic-install,

4. 1 Create ServiceMeshControlPlane Details 71/, = YAML {82{/EBERE,

5. ¥% ServiceMeshControlPlane FE% spec.security.manageNetworkPolicy i%i& 7 false, 01T
BIRT R,
apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
spec:

security:
manageNetworkPolicy: false

6. mif Save,

114.7. W REETIEEE sidecar

FINBERT, Red Hat OpenShift Service Mesh EEE &A™ Envoy X8, FEHMB XA EHMAIARO LI
e, HFEELRENIAMEFNENTIEMNE, EaILUER sidecar BREFF1TLLTIRE -

o i Envoy REEEEZ VIR OMIMUES.

o [RFI Envoy RERIVIHIBIARSSE S,

% o
ERACARSMAREOMERE, 1HE ERRT Envoy KIEECE,

£ Bookinfo RN FATEFE A, BLE Sidecar LMERTA RS ER AT LAV [AI1E [ —6p 44 Z2[A] 0 control plane
ZITHIEMARSS . # A Red Hat OpenShift Service Mesh SREEF1ZNZHAEF E XA Sidecar ERE.

A2
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1. FEARLLTRAIAE YAML X, LIEEEREE sidecar BRE N AEIE EM R 22 AR A TIEMN

#H, BN, {EF workloadSelector %45 FE B TE 1%,

sidecar.yaml 7~fl

apiVersion: networking.istio.io/vialpha3
kind: Sidecar
metadata:

name: default

namespace: bookinfo
spec:

egress:

- hosts:

- "./*H

- "istio-system/*"
2. iIB{TLA TS LA A sidecar.yaml, Hr sidecar.yaml 2 XX{4BIER R,

I $ oc apply -f sidecar.yaml
3. BT T4, LUBIE sidecar 2B 2 HIHAIEE,

I $ oc get sidecar

1.14.8. R #FE

AiEE A Bookinfo AN AR FF RIR AR N TR FF FEVBE R B, R Bookinfo N ATER LT 2
X EERR FR R BI04 TAF,

1.14.8.1. Bookinfo iR H115Es

Service Mesh Bookinfo ;_fAIN AR F S &M NI MRS, B NIRSEBEZNRE, &E Bookinfo 7=
BN AfREFRE, reviews ARSI =N FRRMRARNHZEIT.

HIRTEN W25 H 17 [H] Bookinfo N A3 /product TIE 7 % REIFES, B HEIFitHthRE8E8ES DY,
MECHHENEA, MRZXETHEANZRAMINRSRA, Service Mesh 215 RIS EIFFE = AARA,

AYRRAEENANMEREBHEIMIRSB v (RE 1) B9, 2, BAILARYEE HTTP iEKiRk
{E N — AN R R E

FRFZM

o IR Bookinfo R~ AR LUE B LT = A,

1.14.8.2. N A EHIRSS
FELLTF RS, EIARS EITN BN RS X EBRIRAENIRS, SERERHEI SN MIRSY

vi,

ik

1 N A EMIRSS .

101


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/service_mesh/#ossm-tutorial-bookinfo-overview_ossm-create-mesh

OpenShift Container Platform 4.8 Service Mesh

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/virtual-service-all-v1.yaml

2. BERUEREBMNAT EMRS, BEAUTGSERE XHEREH :
I $ oc get virtualservices -0 yaml

Z 4R El— kind: VirtualService %R, XA YAML &=,

B Service Mesh EZiE NEEH EI Bookinfo MRS HY vl kA&, 2+E reviews RS hA 1,

1.14.8.3. Wi HAciE
1T RIFT Bookinfo 1 FA 21 /productpage & ELE.

it

. %8 GATEWAY_URL SE9(E, &8 LIELUS XA 2 B8 5 Bookinfo 1 & FIEN URL,
TEXRBIAR, istio-system =& control plane T B B & FF,

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

2. T T e, LGRS SITER URL:
I echo "http://$GATEWAY_URL/productpage”

3. EN T 23 FTFF Bookinfo M,

TTEMTFEE D B REEDNRE, TRERIFZ VR, XRENEER Service Mesh BLi& N1 reviews AR
SRR A R ERATIERA review:vl, LLARABIARS i M 2R DRSS .

1R BIRR 55 FAE I 7 15 7% 28 28 R B AR 55 B9 — DAl AR

114.8.4. TR B30 H

HNEHEE, WERERMNAMERERKBEIEENRS A, TEXMERT, MEEXBEE )N Jason
AR EMSHEBEEIRS B review:v2 A,

Service Mesh f i P B2 & B 1EAEEMANE T 2, XN RFI2/E B, R productpage iR HE!
reviews lRFSHIFR A HTTP i RERI 7 — 1B E LK end-user i1k,

Pt
1. IBTA RS 7E Bookinfo RAIN AR/ BETHE BB H,

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/virtual-service-reviews-test-v2.yaml

2. IZFTLAT S, LUIAGIR TiZA, e wiRE YAML = B9FE kind: VirtualService.

I $ oc get virtualservice reviews -o yami
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3. 7£ Bookinfo I8 /productpage &, LLF S jason B3 ELER LB R THITESR,
4. RIFTN R, BERABREINEBRITILE,

5. UEHMBFBHRESR (EFEEELT) . RIFNYEEE. IERFSEMETFEDY, WE, KR
Jason 4, FRERFHIREANSEEBEE review :vl,

BB RINEZE T Bookinfo RBINBERE, URIEAFN BMNEBBARE.

115. f5hr. BHEFEER
N ARRERMEIMERE, A URET N ARFHEER. MREEAEREECHNARRE, FTLUE
&% Bookinfo 5N FAFEF 3 7 #2 Red Hat OpenShift Service Mesh FRBY AT W 214 4040 T 4%,
115.1. A& Il & Hhdik
Red Hat OpenShift Service Mesh 12t L T2 & K & & B HIAR 55 & EUE -

e Kiali #%# - Kiali 2 Red Hat OpenShift Service Mesh FIE IR IEHI &,

e Jaeger %% - Jaeger & Red Hat OpenShift 2V BERIEIRILH &,

e Grafana #Z#l5& - Grafana NS EIE f R4 Istio BIBM SN E HMIEI DTN ERKR, 7
., Grafana o LAF D AR SS WM& HETT.

® Prometheus ## 4 - Red Hat OpenShift Service Mesh {#F8 Prometheus 77£i# 3 B AR 55 8O 2

=8
A /tho

L% Service Mesh control plane i, BRANBNRENHGBIENRER, KEWREMLE, EaILl)
[A] Kiali, Jaeger. Prometheus 5% Grafana £l & k& &M EIREHIAR S FI&EIE.

AR

o WIERHFHREAM. Hlt, MREXBERESHIVEBIR, BEFIEVIN Jaeger #HH,

M OpenShift 2§ & 85 5%

1. LR A cluster-admin f{PRBIFA - &% & % El OpenShift Container Platform web 1£#&, 1R
{8 Red Hat OpenShift Dedicated, M7iHE—1E7% dedicated-admin & &,

2. 3# A Networking - Routes,

3. 7£ Routes T{EH, M Namespace ¥ HH 1L Service Mesh control plane WH, #0 istio-
system,
Location 7l IE /R & BE BV RERE L,

4. MAEKE, ERITESEEREEDFAREANAEERE, SHERE LB LA,
5. Hif Log In With OpenShift,

)T CLIH R 1ERY S IR

1. LB A cluster-admin A& E - 815 & K OpenShift Container Platform CLI, #0R{#F Red
Hat OpenShift Dedicated, M7iHE—1E% dedicated-admin & &K,
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I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. tIH#EE| Service Mesh control plane iH ., TEABIH, istio-system & Service Mesh control
plane H, 2T FepH:

I $ oc project istio-system
3. EIRERE# Red Hat OpenShift Service Mesh 241 B H, HEITUTHS :
I $ oc get routes

XANEp4IRE Kiali, Jaeger. Prometheus # Grafana web 3264 LA K& AR 55 A& fr R H b B FH
B9 URL, fERIZE RN TRHH

NAME HOST/PORT SERVICES PORT TERMINATION
bookinfo-gateway bookinfo-gateway-yourcompany.com istio-ingressgateway http2
grafana grafana-yourcompany.com grafana <all>

reencrypt/Redirect
istio-ingressgateway istio-ingress-yourcompany.com istio-ingressgateway 8080

jaeger jaeger-yourcompany.com jaeger-query <all> reencrypt
kiali kiali-yourcompany.com kiali 20001 reencrypt/Redirect
prometheus prometheus-yourcompany.com prometheus <all>

reencrypt/Redirect

4. FHZZE M HOST/PORT Ui [HIB9#RHI & B URL EHIEIN W25 LT FriZdl e

5. Hif Log In With OpenShift,

1.15.2. i [7] Kiali #Z26&

ﬂ?TJ«AE Kiali #EHl &R EEN BAREFIIE,. BEMEN. MRENRSS SR, Kiali #6148 LK
BTRSEEBER. EAUEERAYS DM EMBHGEXNER, SEHKRNARR. REUKMA

i, Kiali A SER 1R a4 Z2 A M B Bh LA

E A Kiali #8268, EUNLEFEE T Red Hat OpenShift Service Mesh,

REFFEOIER T U5 Kiali 2% & M H,

INRIBHIE Kiali #FIBE URL, BRI EEVFE, MREFHE URL, EEAUTET

palil

BEAMNSH

—_

HE RS 5 A/ E K OpenShift Container Platform Web #E6I&
2. = Home - Projects,

3. MN/NKE, 1F Projects ML, {FATESREEHIIBNELFR.
4. RIBEMEF, Fla0 bookinfo,

5. 7£ Project details TIEA, X Launcher 4 # Kiali f5#%.

6. {FF 51} OpenShift Container Platform 2% & ERBIAE - L HE &R E Kiali 126 &
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BE—REFE Kiali #ZHI B, MAET Overview TMH, BA2ERRESMIEHITENEENRE

CCEZRALTN

MREIIE T BB RE, BRLEFELEERMEIMEH, NATEETE LT istio-system L4
BIEIEE.

S ONAL- e
. ERFFL AR AEER OpenShift Container Platform Web 44,
2. i Project,
3. MBNE, 1E Project Details TIHE L, ERATIEREERIIENA,
4. RIBEHEF, Hla0 bookinfo,
5. 7E Project T{EIA, = Launcher 3B Kiali 5%,

6. M. Log In With OpenShift,

1.15.3. 7 Kiali #=Hl & H E B IR S MG EE

Kiali Graph W fEBIMMRER M 7 i KBV R (L Thee, HRIMFERIERTRESER Istio BLE(S BHEL
B, ANLEEEAZ MRS MAREIIT . SRMERRERFERREN L B LRHIRS RN, BRITENR
HIRIN N AR F LR
LU LA -

o App KR RFrAEMCER N REFEE TR 7 %,

e Service HZTRMBHENRSHT =, EMANARFNTEISBASEEINEF. SR
T=12dUE, HRETELHRSHIFERE.

e Versioned App K B RB NN ARANT R, NABFHAMARAEBIHE T,

e Workload FlE RERSMIEHENTEMEHNT R, WERAREREFERNBEFMNRARES, R
REIN AR R B E A version Fr%, iHERALLAE,

T R EREMERIETHRN, BREMRSHRSRESEFBHEIREET, LURREE AFMTHSS
ERARERE, SRR mTLS [FE, ERFE, $HiRRESE, Graph ®EARE, AU TREE,
FEH# KB Find #1 Hide ZhaE.

B Legend #Hl, UEFEFETRHEXRER. HiE. §LMRTNESR.

ZEEEMHERES, HERPHERERT RSDSGURESRIFBER P ZREETEE.

1.15.3.1. f£ Kiali P E X EEHE

Kiali BT HI%R B BT Re R IB RN AR F RN E L RMBIENARTAFRAR. Hli, EET SHEE
REZHAILURE Kiali BEHEN AR, BT E0BYEESEMERMNE—FRE, Kiali 2T LFHR
&7 BBk,

SR

o MR EBEREBCHNARRE, HRE Bookinfo REIN BEF. RiE, BitZREALUTSHS
) Bookinfo M. AR £ R E,
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I $ curl "http://$GATEWAY_URL/productpage”

b Ep 55 A& L5 7] N R B9 productpage AR BIF

1. B30 Kiali #51A,
2. Bk Log In With OpenShift,
3. T Kiali & H, = Graph BEEHmAZEH A,
4. 1f Namespace X H AN AfRFa& 22 (A, 40 bookinfo,
5. BEFEARMERAR, EHATUTE—RE :
o METHERHYZE B AR 15 AN (R B [ TS B8 43 4
o NARFA
o PR
o hrAER A (BRIA)
o T{EfiEHA
o MEMEEHERREFERRNERAR.
o HREBIA dagre
o 7@ 1cose-bilkent

o @ 2cola

115.3.2. 7 Kiali R & hEERE

IR LUTE Kiali ZH &R EE TN EHMNER. Workload Detail TEEE— Logs i+, Hx—NA
DN ARFIREAENS—BEME, ERTLUERE Kiali /2R B ESIE,

EREY Kiali P ERBENBELS, BTUERTEAESRENESEE.
S

o LREFMEIE Service Mesh,

o BEREFHEE T Kialis

o Kiali =& Byt

o TERMEAAMT N AR Bookinfo RN IR F.

1. B30 Kiali #4145,

2. Bk Log In With OpenShift,
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Kiali Overview T HE & TR INEI BB BRAY RIS AR A6 2 22 ],
3. ¥ Workloads,
4. 7E£ Workloads TIEH, M Namespace FHFi%EFER,

5. NARE, ERTIERRERCEEENEHENIFENE, BETENESEMR. flm, B

ratings-vl,

6. 1E Workload Details TTE R, Hifi Logs EUIEREFIT/ERENBERE,

N
MEEBEEREIMEMBESRE, EAEEZEZEIZE Time Range % Refresh [AIf&,

1.15.3.3. # Kiali #£HI& h EFIER
RAI LATE Kiali R G EFNARRE. THEASMRS A HIGIETR, FETESFELUTIRE
o AL FAEFIE
o HULR BT
o AT EMEIER
o HuATEHEIER
o AUGARSSIET
jmﬁ#kaﬁEX%?ﬁ&ﬁm,Emmﬁﬁ*rﬁ&r TSRS HAHITESR, NARF
MIEAEFENE ZAERMMA IR, WA, FEAE, KNS TCPRE. REFBEMEMNETRA
U SR B BT SR FONA N FE R

Kiali RV FEEFEERUR~TEBEE X chart, Kiali A8 LR IRk BIrCIBIE R & /93ER. B4, Kiali
A LA EIEPR LM trace,

FoRGE M
o EZIHBLE Service Mesh,
o BEREHFEET Kiali
e Kiali ¥ 5 AL,
o (Wif) REMEET HHNEBER,

1. B30 Kiali #4145,

2. Hif Log In With OpenShift,
Kiali Overview Tl H < BN INEIE BRI A B9 6p 4 22 A,

3. Hil Applications. Workloads =% Services,

4. 1% Applications. Workloads = Services T{H L, M Namespace 3 Ai%EFTIH,
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5. MNAME, FRTEREEREEEEEHEMNBARER. THEAEZRS. $f Name,
6. 1f Application Detailstail. Workload Details 5 Service Details TTEH, i Inbound
Metrics 5 Outbound Metrics %&£ & & HIG5Tr.

115.4. 28R

2R BT BRERN A H AR 55 BB R SR ERBR N A P & DRSSO RERY S 8. BRI FEN AR
EATEIRS, SHUTIER, O RAREETF SRS ITRERERMN, WIHFRNOEEF IO HRES,

Red Hat OpenShift Service Mesh {# f Red Hat OpenShift 2 R BERE S FF A AN A EEBIRS N B H
BV A 3R

115.4.1. EEHRE N2 R EERLH
INRMEAE OpenShift Container Platform BB IA Red Hat OpenShift 2 IBERFE LA, HATLL
¥ ServiceMeshControlPlane FFiREZE {5 1% L6170 R B ER.
SoRFE M
o LEMEIE Red Hat OpenShift £ % T IBERSEHI,

W
1. £ OpenShift Container Platform web ## &/, i Operators - Installed Operators,
2. = Project 3£ H, EHFRE Service Mesh control plane B9, # istio-system,

3. = Red Hat OpenShift Service Mesh Operator, 7E Istio Service Mesh Control Plane%lf, =
ServiceMeshControlPlane FREIEFE, {540 basic.

4, [FoHENBERESLAIMLZFRAIME ServiceMeshControlPlane,
a. = YAML #R%,

b. A HABERTALHIMBZIARINE ServiceMeshControlPlane %R H)
spec.addons.jaeger.name 1, f£LLTFRBIH, distr-tracing-production &2 i B ERFE
B LI B R,

S EERECE A

spec:
addons:
jaeger:

name: distr-tracing-production

c. mif Save,

5. = Reload 45 1F ServiceMeshControlPlane %R 2 # EIARE.

1.15.4.2. VAEEHHEER

trace RIRS MM P IRSS BIFIHITIRRE, —1 trace H—PMHENEEAK, span REB LR, FFIARTHE
FNIFLERT R B 5 TVE ST, MFERIRE T trace B AR,
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Envoy REBHIFEREIZE NIRS MM H trace B9 100%, SMERAEFEER VORMMAE, BEIM
MR AE R, EEIEHERE Red Hat OpenShift Service Mesh B, iHHEIXE NI /INBY trace B4
40, 1§ spec.tracing.sampling i% & 77 100 3= trace #J 1%,

¥ Envoy fRIBHIIFEREEE HKZKR 0.01% B EMT BEH,

EEAREH, spec.tracing.sampling % & 10000, XXk 100% B9 trace ¥, B0 :
o [HEHIXEN 10 4 trace B 0.1% A,
o [H{HIX N 500 MEAR 5% B trace.

P2 Y=

Envoy RIBHFERER T Service Mesh AT AN TR, FEMA Envoy RE, XA FEER
RET Envoy REBINEFHIRENEIEE,

Jaeger IR MIEREA T Service Mesh A ERHIN FTER, AEFE A Envoy RIB, N8R
., XFHHERRET AN BERGNENEENRIEE, NMEEZEER, ESHYH
Atj_ﬂa'@alﬁ]iﬁlﬁo

1. £ OpenShift Container Platform web ## &/, i Operators - Installed Operators,
2. = Project 3 HFHi%EFRE control plane B9ITIE, # istio-system,

3. = Red Hat OpenShift Service Mesh Operator, 7E Istio Service Mesh Control Plane%ld, =
ServiceMeshControlPlane 7RI FE, 140 basic.

4. BEEMIER, % spec.tracing.sampling % & R~ RHE.
a. = YAML 7%,

b. -~ ServiceMeshControlPlane 7R+ # spec.tracing.sampling % &(E. ELULTRHIH,
HexiEH 100,

Jaeger #iFE Rl

spec:
tracing:
sampling: 100

c. mif Save,

5. = Reload 45 1F ServiceMeshControlPlane ¥R 2 # EIARE,

1.15.5. 1/ [7] Jaeger ¥EHI&

EijjIn] Jaeger ¥ZHIE, U REHEE T Red Hat OpenShift Service Mesh,
REIEROERA LR Jaeger ZHIH

INRIHIE Jaeger HIGH URL, EWRAIBEEVFE, MRERHE URL, HEAUTET
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M OpenShift 2§ & 895 5%

1. LB A cluster-admin f{PRBIFE F* &5 & % El OpenShift Container Platform web 1£#l&, 1R

{8 F Red Hat OpenShift Dedicated, Mw7iE—1E%F dedicated-admin & &R,

i# A Networking —» Routes,

. 1£ Routes T{E™, M Namespace ¥ H 1%L Service Mesh control plane B, # istio-

system,
Location 3 R R E N HBVEEZE L,

CMERE, [FRTESRKEE jaeger BH, HLEE LE LGSHEHE

. B Log In With OpenShift,

Kiali #2215 895 5%

1. JE30 Kiali #2418
2. B AN S Distributed Tracing,

3. Hik Log In With OpenShift,

Wi CLI e S 1%

1. LB A cluster-admin A& A - 515 &K OpenShift Container Platform CLI, #0R{#F Red

Hat OpenShift Dedicated, N /iE—182%H dedicated-admin A& &I -,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

. B AGSITENRBRITE, HWAU TGS, EABIH, istio-system 2 Service Mesh control

plane #p 1’% 7

I $ export JAEGER_URL=$(oc get route -n istio-system jaeger -o jsonpath="{.spec.host}')

. BN 883 A hitps:/<JAEGER_URL>, H <JAEGER_URL> 2/&7E_t—% & ML

=8

. [EREBTU51H] OpenShift Container Platform 1224 BIFER B - & F B0 &%,
. NRESFRSHINBIRS MR FER T trace, EATLUFE T ELSH Find Traces R

trace IR,
NREBELIEIER B RE, NAXER trace B3R,

BREE Jaeger WESER, HSM2HBER,

1.15.6. 1/j 7] Grafana %4l &

Grafana @— M2 IE, ATATFESE. ZAMIWRSMIEIEIR. EAFIF, istio-system Z Service
Mesh control plane 3% 2Z2[H], Elﬁllﬂ Grafana, HHITULT2E -

ik
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% 13 SERVICE MESH 2.X

2. = Project 3™, EHFRE Service Mesh control plane B9, # istio-system,
3. H#if Routes,
4. Rifi Grafana 1THY Location 7l R RBEHE,

5. {&H OpenShift Container Platform ZiE &% E| Grafana 2415,

1.15.7. 1/517] Prometheus 4|4

Prometheus @ —MGIEMERTE, TRHTFNEMIRSEXRNSHERHIE. TAHS, istio-system 2
Service Mesh control plane #3422,

TAE
1. &[HE| OpenShift Container Platform Web 215,
2. = Project 3£ H, EHFRE Service Mesh control plane B9, # istio-system,
3. i Routes,
4. Hifi Prometheus 1THJ Location 5l Ry EESE,

5. {8 OpenShift Container Platform il &% E| Prometheus 614,

1.16. BEFI AT Rt

2k ServiceMeshControlPlane % EAER FEIME, ©H T NIE—PNBRIAR OpenShift
Container Platform &I %%, BRIABY OpenShift Container Platform Zi& 2 — N AR HHRER
B, TERUET KIhERE SMCP g, fENIZIE SMCP HE Y HIZE LUE N IR IR,

116.1. KEITE FIRIR T

FINBER T, spec.proxy EF1XZE cpu:10m 1 memory:128M, 1R E
Pilot, spec.runtime.components.pilot 25+ 8RNI IAE,

DUTFREIFHEERET 1000 MRS UREMI000 NMEK, EARILLEN ServiceMeshControlPlane 1Y

cpu #1 memory BIE,
Y
1. £ OpenShift Container Platform web ## &, i Operators - Installed Operators,

2. = Project 3£ H, EHFRE Service Mesh control plane B9, # istio-system,

3. = Red Hat OpenShift Service Mesh Operator, {f Istio Service Mesh Control Plane%d, =
ServiceMeshControlPlane By 75, 40 basic,

4. Y$IRII Jaeger SEFIHZAFRAINEI ServiceMeshControlPlane,
a. M YAML #7355,

b. 7E£ ServiceMeshControlPlane TR 1% &
spec.proxy.runtime.container.resources.requests.cpu #1
spec.proxy.runtime.container.resources.requests.memory #1g,
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hR4 2.2 ServiceMeshControlPlane 7=l

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
namespace: istio-system
spec:
version: v2.2
proxy:
runtime:
container:
resources:
requests:
cpu: 600m
memory: 50Mi
limits: {}

runtime:
components:
pilot:
container:
resources:
requests:
cpu: 1000m
memory: 1.6Gi
limits: {}

c. mif Save,

5. = Reload 4 1F ServiceMeshControlPlane ¥R 24 EIARE.

1.16.2. mn#EitasE R

35 Istio 4t X £ E M MM B 1000 MRS F1 2000 1 sidecars, #A 70,000 NMESEHEE KRS H
M. fEF Istio 112.3 247, EREATE

e Envoy REBEME 1000 M@ RERRIEKER 0.35 vCPU 1 40 MB 7%,

e |Istiod f£F3 1vCPU #1 1.5 GB N7,

e Envoy fRIEXF 90th percentile #EIRIBHN T 2.65 ms,

o (E4iH istio-telemetry fRSS (#F Service Mesh 2.0 REVAEF) ATER Mixer EE, &
1000 MESEEMIE R BFEM 0.6 vCPUIE K, BIETFEAH (Envoy RIB) AIE@ RITHIE

&, Service Mesh control plane 244 Istiod BEBB#IEFEE (data plane) . data plane
control plane B A REBIMERE A,

1.16.2.1. Service Mesh Control plane t&E
Istiod RYE A F & MERE XXEFF R LK SERE sidecar XE, 7E Kubernetes IR H, BE LHRE

X (CRD) MEPEBHRSGEENIRSHEHRN, Istio BBEXN R, LLMIMXFMENIRS, REAFZRIE
B, BEENRRENEE, Istiod M Kubernetes IAER P iR MIEL B IBHEE BN RTVIRS,
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% 13 SERVICE MESH 2.X

Service Mesh control plane X T MRS, DWEIKT LA pod, ©IHIEFEEEIRSFIEHALE
BN REFE L, Istiod B CPUMIABFEEXRY B, UREEBEHENATREMNREIRS, CPUEET BALL
THEE:

o MEEHUMEK,

o FEHNEK,

o EHET| Istiod MRIEHE,

EXEDA T LR AIEE T R,

1.16.2.2. data plane t&E
data plane B RERUR TN EA, il -

o EmEREH

o HIRFKE

o IESRAR/NFINIRL A/

o I worker ZIZME

o HhiX

e CPU A&

o RHEITESHRNHMEMAL, K2 EN v2 BMXHTIESR,
IR, BEHELIRAER CPU MNFHFEIE X L ERBITHRERNE,

1.16.2.2.1. CPU fIR1EE5E

A} sidecar RIEX BB EHITHNNI/E, FRUAESHEEE CPU FIRE, M Istio 112.3 71k, REBEH
1000 MERKLEEE 0.5 1 vCPU,

RIEHRFEFRIATREAANCSEERS, KERHITSE, SEHMRETLUENRERE,
RANKEBEARZPCHEYE, FrLUEKRERSFMATTER.

1.16.2.2.2. ZiABIIE R

AN Istio TEHIBR R L3E A sidecar RV, FIUERR—1NMNEERR, Istio BCERMNE IS IEEF. 2N
SRR TR L ERR. BN SRS RINEREANBRERKE S, HEMWER,

Envoy REBRERE 7 im A E MR 5 IERIBENETE, 15 KIS R AE N A 18RI 8] R 1E AR SE R 14
HRIEEE, B2, BT worker ftFALEIER, EIL worker AR IIEIFFIAME T —MER, XMNTE
R =G KBIPAFIERFRT BN, FHREHERfEIRIE R, L ESERBURATFREER,

EREH, HREEIR A RRIE, RERIRSH[MAIE, £ Istio 112.3 (Istio A telemetry v2) HIER

IWBEEMA, PMECEERXT 90th #1 99th percentile ZEIR 2 #IE AN 1.7 ms # 2.7 ms (i B HELIE L mAVIE
iB) .

117. HE=IfEE & SERVICE MESH

13
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LIRETMERLIEIBEE T IMER, ENJIEE control plane. BERFIZELIUEF LM R £ EK,

FoRFM
o REMEE Red Hat OpenShift Service Mesh,

o FEEFIMEHRNHENEE.

117.1. HWEFIERL B ServiceMeshControlPlane %R

MRIBELRE T —NEAEH ServiceMeshControlPlane FHREN I Service Mesh, NI TG EE B N E
F=EfE A Red Hat OpenShift Service Mesh,

BRI EINA ServiceMeshControlPlane 71RH) metadata.name FE%, X FHEIMNEERE, BNl
B E X ERIER,

AR
1 AEFIMERESAEERTA,

a. Jmik ServiceMeshControlPlane FTRELAf# A production SR E SRR, HEEN
spec.addons.jaeger.install.storage.type % &/ Elasticsearch, F7f install F15EZi4
MBS E LT, SR HEE Jaeger S5, FIF spec.addons.jaeger.name % i&E
Jaeger LHIHI R TR,

2N Jaeger B8, A1 Elasticsearch

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 100
type: Jaeger
addons:
jaeger:
name: MyJaeger
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

b. NEFIMEREMMHERE, IFELEL, HSIMENTT BHEED,

2. @I MAERIE R AN RERSIEY, BERENZSIETENRE. NFESER, HEHEE
%Bﬁj\o

14
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3. WIFEER, WAL T 53F ServiceMeshControlPlane KR 2E 2 EREF, TAH
i1, basic 2 ServiceMeshControlPlane %R FR.

I $ oc get smcp basic -o yaml

117.2. H KR

o BXMBEE Service Mesh MESER, HSIIMEMAT B,

1.18. E =R S &
Federation (Bf#5) R—MEIRBEE, TLEEARARESEEHEER SRR FEZARSS A TE M,

1.18.1. BXFRABE

Federation (BX#B) R—Hal1LETEIRII AR R EZIRSHITHEE, RITFEZ N AR EREHFER
Service Mesh ZhgE, MNHAKIE. BRINFREEIE,

BT SEMEEEFR MG, ERILUZTT. BEIMERIEL D OpenShift EEHIZTHIE MRS MME, Red Hat
OpenShift Service Mesh Bt3RE1 %} Service Mesh BI% S EFSCE, 145 R RX MR 2 [HHIESIE R/

Service Mesh federation RIX B NMRE LM ERE, HREECHWEEN., RANTHER T EME
5, BEMBRzEREHREER, EMEERXZEERETIHHEEFEMN, KEMETFHNENARSITERE
B, BRIFNHEHITTERE, IEPEK. BIAEERESEXRHIEETERLS MR P EREARM,

BRI UEEB MRS M HEE ServiceMeshControlPlane, UUAEEZRAFEAMAOMEOMK, FH
Mg EEESE,

B A QI BN B S, UTFEGRATEM NS NP EEBEBEE,
® ServiceMeshPeer &7 B — X7 R 55 W& =2 [B] I EXFR

ExportedServiceSet FiR A BRI R B — 2% MRS w6 MR E A,

ImportedServiceSet FTiR A BN FME 5 HABR 58 T ABIMME A,

1.18.2. BXFR4F M
Red Hat OpenShift Service Mesh BXFR A AN ARG BITHREEL4E -

o ZREANMIEHER root Ik,

o ZREBNMIBHRERIES,

e Mesh EEOMNFHREILHHE. RFSLAMKR, EEFEF, UETF RUmesh ZABIRE,
o S/ FALMEEMEEHZHRS,

o MUNFEHMHEMMISHZEHMEBENTENEHNER, T SH RFSEE HMAMEH
K, FRFRBEBSMENNITEIEEIEK,

o BRHMIRSALUKT AR H—DMEH, EME LR T EBEWRIE R XS AR
%O

o NI E A FBE T INE.
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IEFEARMERZN T M EFIERFR P EREBR S — DR hEEN TN H FIRE 1 H T4,

LR INAZ S —DRIAEES, B LIT T RF

ARSI A X B B REEIFS.

R INERFB G BOE RIS
AHKAMERAEREE S FHRSHESR.
R INERFR A5 H B9BR 55 8915 R

118.3. XL £

Red Hat OpenShift Service Mesh BXFRET %] Service Mesh % &85, %A EBREXMEZ BIMEER
N BUBREM/E NEXFRTHBERI —ER 2 T EE L,

BIMBHEANE—FET, EARENEE,
18R] LATEBRFB AR N N AR B — N HE— S (T8
EXFR S 2 (8] 937 213 B mutual Transport Layer Security(mTLS) B 50 %,

Kiali E{UERESFARMIEFIRS . EBTEBENLEE S ARSI EAMME RS,

1.18.4. B FB R
Red Hat OpenShift Service Mesh BXFR A AN A RIAE A LL RS -

OpenShift Dedicated X #FME LI E,

Microsoft Azure Red Hat OpenShift(ARO) R X # M4 E .

1.18.5. EXFRA R R M
Red Hat OpenShift Service Mesh BXFR A A M AT ELL T IREH -

8% OpenShift Container Platform 4.6 58 = AR ABISEEE,

EXFB2TE Red Hat OpenShift Service Mesh 2.1 5| AR, BB EERERESHNENME L&
7 Red Hat OpenShift Service Mesh 2.1 Operator,

RN IR BB IS MG _EEE 2.1 ServiceMeshControlPlane ffi 7.

ENTE B XS IR ARG M 9%, UXHRB TLS g, KaREag8EAT
ZIE HTTPS M1 FARS REMRIEINE TCP,

EREHFFAENE, BN IZBEEATS 7 —TMIEHRS. BXFTE™EHEKR, EAILE
EFH/ FAERFENRS &M, HIEEBZEE ExportedServiceSet 1 ImportedServiceSet
RMIARSE, ellfBshiRHBESH/FA.

118.6. ALK FIAEELFR
TEFFIREC B PR IRIRAT, (BN 1% T — L (A ALK BRI L.
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o IR NBANMIRFEAIIL SR ZLNE ? ERTE LN BN ERB FEREEMMIERR, AXHEH
BRBI A BB ERATRNEIG, BNIZRE—NPEAE, BAEBTHEENENERS
AR, URLTHERR :

o KA

o REEMLEAFR

o Mesh ZRFN6p 4422 (H]

o Federation ingress f 3%

o Federation egress M>%

o REEMEE

%% o
N IR FN Mg E I B S —EEE,

o EITRIME MG 3 HIP LIRSS BIHKFRMAE ? BN RSE AT A FIR G H, bR LUEEIRESE
FBECHT,

o REEMAERATRSMEZERT?
o REEMAEZRATSHIRS?

o BRI AL HIIRS ? FMHER S ACMENRS.
o REEMAERATSANMRS?

1.18.7. &£ E¥[F] A Mesh BX &
Z ¥ OpenShift Service Mesh BJ—N 2B SER R LR PIZ TR EFLERE, XM RRSEER—FKEHS

EEHIN MBS ZERATE, B2, —PNMIEH ingress MR &R AR S — R H], HAFRX
—m—MAER, NMREHIFIMEUNRS, HMXIRSSEE N LoadBalancer fR%5.

RS RILTE OSI REUHES 4 Rz iTH M B F AR R T,

118.7.1. EEN LizTMEH EAFKEAO

INRERHERY EiZTH T2 # LoadBalancer RS, ] ingress % Service & &R#Y
.status.loadBalancer.ingress.ip FEX Y IP it N5 E N ServiceMeshPeer & & H)
.spec.remote.addresses FEHHIFEZ —,

INREE T LoadBalancer fR%5, NIRRT Al MiZ T H MR A], NIFTLME A NodePort
fR%5. 7E ServiceMeshPeer %%/, 7£ .spec.remote.addresses FEXHEE T =M IP ik, F1E
.spec.remote.discoveryPort # .spec.remote.servicePort FE& 15 E RS HI T mim A,

1.18.7.2. 7 IBM Power f1 IBM Z Li2fTHEEEh 2 FF federation ingress

INREELTE IBM Power Bk IBM Z Efii4RHy 217, H5E£ X #F LoadBalancer k%5, | ingress f%
Service X5 H .status.loadBalancer.ingress.ip FE& L L35 E 7 ServiceMeshPeer X7 §H)
.spec.remote.addresses FEHHIFEZ —,
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INREE T #F LoadBalancer %5, NIRRT el Miz T H MR IR R, NIETLAMER NodePort
fR%5. 7E ServiceMeshPeer %%/, 7£ .spec.remote.addresses FEXHEE T =M IP ik, F1E
.spec.remote.discoveryPort # .spec.remote.servicePort FE& 15 E RS HI T mim .

1.18.7.3. £ Amazon Web Services(AWS) E AFFEFBA O,

BUANERT, £ AWS LiZfTHSREEHRH LoadBalancer RS AZHF L4 #3391, 5 T £ Red Hat
OpenShift Service Mesh BX3R AT LAIE & T4F, @ JITE ingress MKARSS RIRINLA T S E A7

service.beta.kubernetes.io/aws-load-balancer-type: nlb

£ ingress P& Service X7 H .status.loadBalancer.ingress.hostname FZE T 2R EE &N IEE
7 ServiceMeshPeer X &R .spec.remote.addresses FEXFMHEZEZ—,

118.7.4. 1£ Azure EAFFEFEAO
£ Microsoft Azure F, {UUFARSS K EILE N LoadBalancer Ft & LALE MG ELFR EFEIZ 1T,

ingress PE Service X .status.loadBalancer.ingress.ip X EIH IP Hhtit N5 E N
ServiceMeshPeer X &#] .spec.remote.addresses FEXHHEZEZ—,

1.18.7.5. £ Google Cloud Platform(GCP)_ L AFFEFRAO.

1 Google Cloud Platform £, REfRARSKEILE N LoadBalancer, FIMSELFRFE A LUIE & T4,

ingress P& Service X% .status.loadBalancer.ingress.ip X EIH IP Hhtit N5 E N
ServiceMeshPeer X &#] .spec.remote.addresses FEXHHEZEZ—,

118.8. HXFBL e iw
HXFRAR S5 MM B FE LA TIE ) -
TR RIS RE R L B 4%
O B E S X RKBIIR S B M 98 ER, UXFRIE TLS RE.
O 7R &R %% Red Hat OpenShift Service Mesh hiR A 2.1 Sk B @ kR4 HJ Operator,
O WB N EEFERSE 2.1 HESRAH ServiceMeshControlPlane.

O WEEHKBHENMIREE SMCP :
O WIEEEMBHE DM CIE— B HEOM X

O B & ME— RIS E1E,
BT HEANMIE X AI|E ServiceMeshPeer ¥R EEEFR DK % N R

0O &5 63— ExportedServiceSet 7R 5 HARSS, B RIFIAE AT LG R AR 55,

i
pu

0O &t A8 — ImportedServiceSet FTRE T ARS, T AMBENERFEZMIRS.

1.18.9. NEXFRECE Service Mesh control plane
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RGBT LARREEFR T, A A& EXFREC & ServiceMeshControlPlane, X 5B FECFREK G BOFR A M
KA BAEEN, FEBSNMBEMIIETIE, FrLUERIT A& INABKFBHIMEEE SMCP,

ELUTRAIF, red-mesh WEIE G IFEE SMCP LIEN{#H green-mesh #1 blue-mesh i 1TELER,

Red-mesh B9 SMCP =i

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: red-mesh
namespace: red-mesh-system
spec:
version: v2.2
runtime:
defaults:
container:
imagePullPolicy: Always
gateways:
additionalEgress:
egress-green-mesh:
enabled: true
requestedNetworkView:
- green-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
egress-blue-mesh:
enabled: true
requestedNetworkView:
- blue-network
routerMode: sni-dnat
service:
metadata:
labels:
federation.maistra.io/egress-for: egress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: http-discovery #note HTTP here
additionallngress:
ingress-green-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
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federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
ingress-blue-mesh:
enabled: true
routerMode: sni-dnat
service:
type: LoadBalancer
metadata:
labels:
federation.maistra.io/ingress-for: ingress-blue-mesh
ports:
- port: 15443
name: tls
- port: 8188
name: https-discovery #note HTTPS here
security:
trust:
domain: red-mesh.local

3R 1.7. ServiceMeshControlPlane X3} Ed B S5
S gk {H

KHNET, EAFEE FHE

spec: EERBERT, BEMTIH
cluster: FTEAFEHERR,
name:

KRN ETT. BT L FHESH

spec: NMLEIEE AT, {EXES
cluster: EMSEHRBAEE B,
network:

1.18.9.1. T fREXFBMA X

A LMER FX REBABEMHIERE, AIFEEEEETIASEITMNGHRE.

BRI UERADMEOMXEEREIAMBFRSME (North-South iRE) BURE, HITOIREIRME
i, EATLABIRAIARIA O/ HOAMK, UEEFBMASFBIARS A, BRI 2 FENBIE, UREER

Mg (East-West Sii&8) = [AIBIRE R,

T RGP B ar 2R, ST SN MR CIRERIHOMA DMK, i, red-mesh FEHH

MEHEOM%, AT A%Z green-mesh 1 blue-mesh B E.

x1.8. FABM XS
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4 sk fH AAE

TEHRFB AR 2 TN S
spec: FRUE ARSI O P K
gateways:
additionalEgress:
<egressName>:
XNSHEANEREF  true/false true
spec: HE,
gateways:

additionalEgress:

<egressName>:
enabled:
5 5 HB9BR S5 KEKBI M WE N WM& SMCP HHy
spec: %, spec.cluster.network
gateways: &, BNEA
<ServiceMeshPeer-
additionalEgress: name>-network, %0,
INSRABFFEHY
<egressName>: ServiceMeshPeer %t
R west, NIZM
requestedNetwork B3 & h west-
View: network.
P K 22 {68 P RO S EH 2548 sni-dnat
spec: .
gateways:

additionalEgress:

<egressName>:
routerMode:
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122

4 sk

NMKIEE— T HE—FR
%, LABSIEBAFRR &5@id
SRIARER KRR,

spec:
gateways:

additionalEgress:

<egressName>:
service:
metadata:
labels:

federation.maistra.i
o/egress-for:

BEMATF TLS MRS &
spec: Ii#) port: #1 name:,
gateways: BRI EHRS RENR
YN TCP ZHA.
additionalEgress:
<egressName>:
service:
ports:
TEHCFR A 77 AR RS
spec: ERENFARIA DMK
gateways: MK

additionallngress:

B = AR R A

spec: M.

gateways:

additionallgress:
<ingressName>:
enabled:
P K 22 {68 P RO S FH 2548

spec: o

gateways:

additionallngress:

<ingressName>:
routerMode:

{8 LS WINE]

IF TLS BRSSTE R A% E
EXHR e 9 HAth R AR B i
015443, RS AN
B RAEB BBy H Ath
P& EEimO 8188,

true/false true

shi-dnat



B Hh

AR ARSS @I TE

spec: OSI &R 4 ZinfT3
gateways: N AR AR A
7.

additionallngress:

<ingressName>:

service:
type:
IMREERZH
spec: LoadBalancer %5,
gateways: N=TLA3&@:> NodePort
RSS2 FF A O KARSS .

additionallngress:

<ingressName>:

service:
type:
N RIEE— T ME—TR
spec: %, LARSLEERFR R &l
gateways: ERHBILNRE R KR,
additionallngress:
<ingressName>:
service:
metadata:
labels:
federation.maistra.i
o/ingress-for:
BEMATF TLS MRS &
spec: Ii#) port: #1 name:,

I RERHRS RENER
HAhNEE TCP 4Hi, HBXFR
RERHTTPS BF 4
W,

gateways:
additionallngress:
<ingressName>:

service:
ports:

{E

LoadBalancer

NodePort

TR R O
W TLS BRS5IRES, %
T 15443, FERI
#Beh 0 EL A PG AR 55
RIVHRAT, BEHD

8188,

&5 13 SERVICE MESH 2.X

LS WINE]
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S8 Ei::3T1Y izh AE
FAF1&7%E nodePort : INRIEE, FRT port:
spec: MREBHAZF name: 4, 1THERT
gateways: LoadBalancer fg%. TLS FIARSS &
. NodePort : 5EH
additionallngress: #2771 30000-32767.

<ingressName>:
service:
ports:
nodePort:

ELUTF RIS, EE5# A NodePort iR555 green-mesh EEZE SMCP,

NodePort B SMCP =i

gateways:
additionallngress:
ingress-green-mesh:
enabled: true
routerMode: sni-dnat
service:
type: NodePort
metadata:
labels:
federation.maistra.io/ingress-for: ingress-green-mesh
ports:
- port: 15443
nodePort: 30510
name: tls
- port: 8188
nodePort: 32359
name: https-discovery

118.9.2. TR EEEHSE

B ENMEE IS B S —(EEE,. XMEFE T 1E ServiceMeshPeer T5RAEZE mesh
federation,

kind: ServiceMeshControlPlane
metadata:

name: red-mesh

namespace: red-mesh-system
spec:

security:

trust:
domain: red-mesh.local

x19. KARLESH
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¥ sk =1 AAE

BT AIMEIsEEEEHN  <mesh-names.local TEH

spec: ME— & FR, X FEFR AR
security: BN PAR ER A 7T 2 HE —
trust: )8
domain:
EHERSER

BEBLIT ST, EHH OpenShift Container Platform Web %4 %#’H ServiceMeshControlPlane, 7f§)
{5 red-mesh 11 7R .,

1. LLEE cluster-admin A& A 5155 3&E| OpenShift Container Platform Web ##l15&.

2. 5fin%l Operators - Installed Operators.

3. $ Project 3£ #, %F%RE Service Mesh control plane B9TH, 30 : red-mesh-system,
4. = Red Hat OpenShift Service Mesh Operator,

5. 1E Istio Service Mesh Control Planeitlii £/, i ServiceMeshControlPlane #9& 5, 40
red-mesh,

6. 7 Create ServiceMeshControlPlane Details T1H, = YAML {8/ E,
7. 12X ServiceMeshControlPlane LURINEXE AOFMEOMX, HIgEEEE,
8. mif Save,

ant CLHRERS R
REBUTS B ERGSITOESKYEE ServiceMeshControlPlane, A#{# A red-mesh /7=,

1. LB A cluster-admin &G A 7 519 &5 OpenShift Container Platform CLI, HiALL T4,
REERRIHAEN R AMED,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. LR %% Service Mesh control plane BJI71H, %0 red-mesh-system,
I $ oc project red-mesh-system

3. Y#%HE ServiceMeshControlPlane X, RIS AOMEOMR%, FHigEEETHE.

4. IZ{TLA TS % 5 Service Mesh control plane, HEH red-mesh-system R4t & ZE(H, red-
mesh £ ServiceMeshControlPlane XM EZFF :

I $ oc edit -n red-mesh-system smcp red-mesh

5. WAL T4, He red-mesh-system 2R5iap&2Z2[A], LLEE Service Mesh control plane &
LRI,

I $ oc get smcp -n red-mesh-system
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% READY s HFT B H - ERE BB, REMIhTTH.

NAME READY STATUS PROFILES VERSION AGE
red-mesh 10/10 ComponentsReady ['default"] 2.1.0 4m25s

1.18.10. I ABXFR A AL
B L@ 6|2 ServiceMeshPeer 1R B N ME 2 (B B9EEFE, ServiceMeshPeer FHEE XL T M

ANWIEZ B B9ERFR, WAl LMER T N EMEEE L INThEE, VX FERMERE, LUk BFRIEE Mg
& FimAiE T,

< --p Federated service mesh peers

Red service mesh Blue service mesh Green service mesh
App App B App App
| |
App S App App I App
| |
Gateway 4----Pp Gateway Gateway 4----Pp Gateway App
| |
Control plane Control plane Control plane

PIAG A — X — B ECHR, R ENE S #EE— X ServiceMeshPeer %RgE S H AR 25 RIH&BIELFR
i, BN, FX&%N red 1 green BIF ARG R Z M ServiceMeshPeer 3T,

1. 7£ red-mesh-system £, NZeEMHEAIE—/ ServiceMeshPeer,

2. 1E green-mesh-system £, N EMIEAIE—1 ServiceMeshPeer,
Xf 4 red, blue, #1 green I =P MHEHITEF IR T E /S ServiceMeshPeer X {4,

1. 7£ red-mesh-system £, NZe@EMHEAIE—/ ServiceMeshPeer,

2. 7E red-mesh-system £, NiZ#&OIE—/ ServiceMeshPeer,

3. fE green-mesh-system £, N EBMIEAIE—1 ServiceMeshPeer,

4. 7E green-mesh-system £, NiZFI&BIE—/ ServiceMeshPeer,

5. 7£ blue-mesh-system £, WL BRI EIE—1 ServiceMeshPeer,

6. 7f blue-mesh-system £, HZx@EMIEOIE—1 ServiceMeshPeer.
ServiceMeshPeer FRHPHECESIELT -

o HRIHKH ingress MkAMhtE, FF & IAIRSE K,
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o AT SIEENZEMERZERALAOFEOMKXE,

o JHERA XTI AT B E AR AR B E i D,

o H{th Mg {E RS ESE,

e TERIEFH ConfigMap &F5, FFINIEREMMEEBRNEEEFNEFiRiES.
FELUTFRAIF, red-mesh WEIEREA green-mesh ELEELFR,

red-mesh B ServiceMeshPeer %R

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientID: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

£ 1.10. ServiceMeshPeer FRE S

S Uiy (i1
I B IR B B R A BN WA & . FRE
metadata:
name:
LB RS ZZER, BIRET  FRH
metadata: Service Mesh control plane,
namespace:
X E B IRHE KM ingress WX
spec: B e TR,
remote:
addresses:
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b

=

£ 4

spec:
remote:

discoveryPort:

spec:
remote:
servicePort:

spec:

gateways:
ingress:
name:

spec:

gateways:
egress:
name:

spec:
security:

trustDomain:

spec:
security:
clientID:

spec:
security:

certificateChain:
kind: ConfigMap

name:

sk

ok 03B & IIE KO8R O,

bk AhIBAR 5515 R Em O

LERIRE £ M peer PIAS IR AYIE
KR AR S5 HIRIFEHY ingress £
5. 40 : ingress-green-
mesh,

LERAE £ 4 3 E peer PR EYIE
KIBMHARSS B OB, )
M, egress-green-mesh,

peer Mg AREE,

X 5 RS T VR R L AR B R B 2R
i 1D,

SBERIEPHTTRN kind (40
ConfigMap) #1&#, AFERIEE
peer MEIRELA XN MK %
MRS ERIET . @EIEPEEMR
515 BB EAN 22 root-
cert.pem,

1.18.10.1. B/ ServiceMeshPeer %R

FoRFZM

o FHA =% OpenShift Container Platform 4.6 s & i iR AU BE,
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i1

EINE 7 8188

2RME N 15443

<peerMeshName?>.local

<peerMeshTrustDomain>/ns/<pe
erMeshSystem>/sa/<peerMeshEg
ressGatewayName>-service-
account

kind: ConfigMap name:
<peerMesh>-ca-root-cert



% 13 SERVICE MESH 2.X

o TRIGHFBM R KEXHIARSSH T E OB 2RI ER B N HFRIA TLS =,
o FBNEHEWIELE 2.1 ServiceMeshControlPlane kA<, LA FERERIELFR,

e EBEA cluster-admin A&k,

i CLIHEFRS IR
BBLUTEHE, M5 1T0IE ServiceMeshPeer %R, Afli&ER, red-mesh # green-mesh f/E—4
*FEE BEIR,

1. LLEA cluster-admin A& A 519 &5 OpenShift Container Platform CLI, HiALL T4,
RBTEIR T A A - 2 B,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

2. tIHEIREL control plane BIIH, %0 red-mesh-system,
I $ oc project red-mesh-system

3. BIBUT RO EEER S H DM CE—1 ServiceMeshPeer 3214,

red-mesh El| green-mesh B ServiceMeshPeer SRR

kind: ServiceMeshPeer
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
remote:
addresses:
- ingress-red-mesh.green-mesh-system.apps.domain.com
gateways:
ingress:
name: ingress-green-mesh
egress:
name: egress-green-mesh
security:
trustDomain: green-mesh.local
clientID: green-mesh.local/ns/green-mesh-system/sa/egress-red-mesh-service-account
certificateChain:
kind: ConfigMap
name: green-mesh-ca-root-cert

4. iiﬁl«/l'F’n%‘ EEEHIR, HP red-mesh-system ER5ian & 22 [A], servicemeshpeer.yaml
BIRHHEM SR TR

I $ oc create -n red-mesh-system -f servicemeshpeer.yaml

5. BRI\ EME %@I_H{%IEHL_LT 3%, 1H1E red-mesh-system#in & 22 [A| L E green-
mesh ServiceMeshPeer IR :

I $ oc -n red-mesh-system get servicemeshpeer green-mesh -o yaml
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red-mesh 1 green-mesh Z A8 ServiceMeshPeer 7R

status:
discoveryStatus:
active:
- pod: istiod-red-mesh-b65457658-9wq5j
remotes:
- connected: true
lastConnected: "2021-10-05T13:02:25Z2"
lastFullSync: "2021-10-05T13:02:25Z"
source: 10.128.2.149
watch:
connected: true
lastConnected: "2021-10-05T13:02:55Z2"
lastDisconnectStatus: 503 Service Unavailable
lastFullSync: "2021-10-05T13:05:43Z"

status.discoveryStatus.active.remotes FF& il 7~ peer mesh F1# istiod (FEAFIA HLkERH
1) GEHERM IR istiod (ABIFNIBRIE) .

status.discoveryStatus.active.watch FE% [ /R HHIRIAE BT istiod ZEIEEIN FMAE HHY
istiods

INR7E green-mesh-system F 07 &/ red-mesh #J servicemeshpeer, &S MEkE & HI A
EHBEXE—NMEENER,

LA Z (A% BB ILEENT, ServiceMeshPeshPeer X571
status.discoveryStatus.inactive FE& & [ RIELIR

BXREEFHAKRMNESER, BEKRE Istiod BE, ViMEECENEMEHRHUHORE, UK
AL FRNTE R AR 2 BT AR R A R E R ingress X,

fBlgn, MR EBMIETEEZEDSEME, FREUTEE :
® red-mesh-system AHY Istiod-red-mesh
® red-mesh-system A H egress-green-mesh

® green-mesh-system A ingress-red-mesh

1.18.11. MEXFR R 5 H AR S5
SRS R MG 5B ERAS S — AR A ZE— D HE MRS,
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- Exported service set

Red service mesh Blue service mesh Green service mesh

______________________________________

______________________________________

&I LAf# A ExportedServiceSet FFiR, 72— WH& A B IEE IR LA TRFR R P Y 57 — A E mAVAR
%o S BRARRE MRS ES R MRS B HE,

o MO LIIRIEM L L A=K &M LIRS .
o RO LUMEABEFIIEFERS ; Hlt0, FHGRZEEFMERS.
o IMETLMEAFIRSHIRS, B0, EEILUY foo/bar IRSS S H 5 custom-ns/bar,

o MREESHNMIERGIMAZEE T WMARS, B0 : R — R REE S, &
networking.istio.io/exportTo 155 & ' RS TR 2 F HIMEILE,

o WFFHHRS, BIMBIRRSHREIRBEAOMXIRE, MAZRKIERE (A1, €]
FREIRBHMMEHEOMXNEFim D R B & K TIEME)

LU~ 2 red-mesh 5 E green-mesh FIAR S5

ExportedServiceSet ¥ iR=Hl

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
# export ratings.mesh-x-bookinfo as ratings.bookinfo
- type: NameSelector
nameSelector:
namespace: red-mesh-bookinfo
name: red-ratings
alias:
namespace: bookinfo
name: ratings
# export any service in red-mesh-bookinfo namespace with label export-service=true
- type: LabelSelector
labelSelector:
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namespace: red-mesh-bookinfo

selector:
matchLabels:

export-service: "true"

aliases: # export all matching services as if they were in the bookinfo namespace

nkn

- hamespace:
name: ™"
alias:

namespace: bookinfo

£ 1.11. ExportedServiceSet S

¥

metadata:
name:

metadata:
namespace:

spec:
exportRules:
- type:

spec:
exportRules:
- type: NameSelector
nameSelector:
namespace:
name:

spec:
exportRules:
- type: NameSelector
nameSelector:
alias:
namespace:
name:

132
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LR S5 A TR Y
ServiceMeshPeshPeer B &R,

SELFRNIE/ SR ZERNE
M (RiZZMIBEI R A2
) o

B IR SS B T AR R B, Ty
AR5 BB — MBS R T

S,

Zf)|Z NameSelector ¥, i
EEIRS h4A 22 [H] LUK Service
R E L BIARSS B TR,

B NERSS BIERER &8
NameSelector #/l|, £ MRS
B PR A1 B E, &
E fn 22 [H] BB R B TR
e NN

{E

wil5 ServiceMeshPeer %R
M 1E name {EPEED,

NameSelector,LabelSelector



i A AR "ER "BIBR S5 ML BB IFR A fp % 22 8] 5: HH Bl blue-mesh,

kind: ExportedServiceSet

spec:
exportRules:
- type: LabelSelector
labelSelector:
namespace:
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>

spec:
exportRules:
- type: LabelSelector
labelSelector:
namespace:
<exportingMesh>
selector:
matchLabels:
<labelKey>:
<labelValue>
aliases:
- hamespace:
name:
alias:
namespace:
name:

sk

E1# LabelSelector #ii,
EERSHMAZEHFHIEE
Service FRHE X label, 1£

EfIs, %2 export-
service,

RS IR RR AR

i

LabelSelector #i/l, 7Eig7E 1%

iR B, HiEERTRSA
MRk en & 22 (A B9 &, 1E LA
i, FIAELECRS BB ZE ]

#r 2 bookinfo,

apiVersion: federation.maistra.io/v1
metadata:

name: blue-mesh
namespace: red-mesh-system

spec:

¥ west-data-center 85 Z2 A H AT A RS 5 B green-mesh

exportRules:
- type: NameSelector

nameSelector:
namespace: "*"
name: ratings

kind: ExportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

% 13 SERVICE MESH 2.X
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name: green-mesh
namespace: red-mesh-system
spec:
exportRules:
- type: NameSelector
nameSelector:

namespace: west-data-center
name: "*"

1.18.11.1. il ExportedServiceSet

R e LLOI3E —™ ExportedServiceSet 7R K i 2 5 B IR B 1R 45 MG KT FBIAR S5 -

k%55 Hh <export-names.<export-namespace>.svc.<ServiceMeshPeer.name>-exports.local, ©
HEBEIBINRS. XEFHNRSESHMEHEHETT. DADORMKKEIRFIHE#RB91EK
B, ©NEREEESHIEPRRS. B0, R4 ratings.red-mesh-bookinfo iR 5 HE

green-mesh {£7 ratings.bookinfo, iR 554% 5t 5 ratings.bookinfo.svc.green-mesh-
exports.local, FEIZENAH ingress FXENHITREFEEHEI ratings.red-mesh-bookinfo iz %5

FoRZ
o MIRELFRERE T E£EEH ServiceMeshControlPlane,
e BXA cluster-admin A&k,
= -

WA LB ERS LTS H, BIEXLERSHATFE. HEES ExportedServiceSet HiE
ERETERRSE, MBS HIZRS.

Bt CLIHRERS IR
RIBLUTHE, Man$170/& ExportedServiceSet,

1. LLEA cluster-admin A& A 7 519 &5 OpenShift Container Platform CLI, HIALL T4,
REERRIHAEN R AMED,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443
2. tIHEIZREL Service Mesh control plane B H, #0 red-mesh-system,
I $ oc project red-mesh-system

3. WRIBLLUTRHIGIE ExportedServiceSet XX, HA red-mesh f$AR55 5 El green-mesh,

M red-mesh Zl| green-mesh B ExportedServiceSet BtiRR I

apiVersion: federation.maistra.io/v1
kind: ExportedServiceSet
metadata:

name: green-mesh

namespace: red-mesh-system
spec:

exportRules:
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- type: NameSelector
nameSelector:
namespace: red-mesh-bookinfo
name: ratings
alias:
namespace: bookinfo
name: red-ratings
- type: NameSelector
nameSelector:
namespace: red-mesh-bookinfo
name: reviews

. IBITLAT 8%, 1E red-mesh-system #p % 22 [H] fi_E 1% 03 ExportedServiceSet FiR.
I $ oc create -n <ControlPlaneNamespace> -f <ExportedServiceSet.yam|>

4N -

I $ oc create -n red-mesh-system -f export-to-green-mesh.yaml

. RIFBFZNIKE RGP BB WIS 0251489 ExportedServiceSets.

. BIIUEEM red-mesh 5 IR S LAE A green-mesh HZHIARSS, HZTLA RS ¢
I $ oc get exportedserviceset <PeerMeshExportedTo> -0 yaml

4N -

I $ oc get exportedserviceset green-mesh -o yaml

BT TS REIE B S S green-mesh HZHIARSS -

I $ oc get exportedserviceset <PeerMeshExportedTo> -0 yaml

4N -

I $ oc -n red-mesh-system get exportedserviceset green-mesh -o yaml

MBS S IR S5 RHE S St Mg H = 61,

status:
exportedServices:
- exportedName: red-ratings.bookinfo.svc.green-mesh-exports.local
localService:
hostname: ratings.red-mesh-bookinfo.svc.cluster.local
name: ratings
namespace: red-mesh-bookinfo
- exportedName: reviews.red-mesh-bookinfo.svc.green-mesh-exports.local
localService:
hostname: reviews.red-mesh-bookinfo.svc.cluster.local
name: reviews
namespace: red-mesh-bookinfo
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status.exportedServices #4175 7 Bl S HMRS (XLLARSSS ExportedServiceSet X5

RS HEATEES)  BEFPNENREEIERASHNRSHEM, LURPTS HAARIAR SR
éﬂﬂ{gl%\o

MRRMEBESHBIRS, HAIA Service W REFE, HAMBITES ExportedServiceSet %}

KhE Y exportRules [TEE, 3+ H Service X REE & 22 A4 ECE J1E
ServiceMeshMemberRoll 5 ServiceMeshMember % % {E R 55 & BI K, o

1.18.12. FFR S5 5 A BIBRFR A& A
S AR S5 AT L1 IR BRRBIE M A — AN RO 5 B AR 55 S 1 BR 55 A& PR 7 11,

re=a
| Imported service set

Red service mesh Blue service mesh Green service mesh

___________________

___________________

————————————————————————

App B (import) \ Gateway «4--

________________________

&I LAfE A ImportedServiceSet FHRKEFES AR . Wi RANEABRMIE peer FHEFRHES AR
RS, %A 2T ANRS FTEME IR,

o AT LIARYE S & 22 (] X B MRIEFERR TS,
o EAILMERBECRRIAFERSS, M, MIFHMAERS S ARREZEHE,

o EAILMEMIE LS (WURLREIMG) SFRATREMR M ZEFREFER TS HIR
%O

o WALUMFEAFNZEARS. B0, EALLE custom-ns/bar IR55 5 A7y other-mesh/bar,

o MOULMEE—NMEEIRELR, ZEEEMINEIFT S ABRSH name.namespace HI5E 2[R E 15
£ ; $li0 bar.other-mesh.imported.local.

LAFRf5IZ green-mesh 5 A &1t red-mesh 5 HEIARS .

ImportedServiceSet <l

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
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importRules: # first matching rule is used
# import ratings.bookinfo as ratings.bookinfo
- type: NameSelector
importAsLocal: false
nameSelector:
namespace: bookinfo
name: ratings
alias:
# service will be imported as ratings.bookinfo.svc.red-mesh-imports.local
namespace: bookinfo
name: ratings

% 1.12. ImportedServiceSet S
S Uiy (i1

FHIRSS 5 HBIECER M Y
metadata: ServiceMeshPeer B9 & FR,
name:

A& ServiceMeshPeer ¥R (W
metadata: MREMAZERE) HHEREHEL
namespace: o

WEZRS T ARMNIEE, HBR  NameSelector
spec: SHIMB—NEEANEHETS
importRules: Ao
- type:

E10 NameSelector i, &
spec: BE S HMERS MR R ZE RN
importRules: i1
- type: NameSelector

nameSelector:
namespace:
name:

WEN true, LUFZEREHREGA true/false
spec: RS RE. Htrue I, BRSFSE
importRules: S AN <name>.
- type: NameSelector <namespaces.svc.cluster.loc

importAsLocal: al
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¥ sk {H

EENRSOIRERR R

spec: NameSelector #lll, £ /AR
importRules: fEE PR Z2A A B S, 1EE
- type: NameSelector TE tp 4 22 A B 5 LA % B F AR
nameSelector: S e 2y IE=N
namespace:
name:
alias:
namespace:
name:

4 "bookinfo/ratings"iR55 MZL &5 A%l blue-mesh

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: blue-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: bookinfo
name: ratings

¥ red-mesh B west-data-center fp B Z2 AR AR B IR SS 5 ARl green-mesh sp & ZE A, X
AR S5 AT YEN <name>.west-data-center.svc.red-mesh-imports.local iJila]

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: west-data-center
name: "*"

1.18.12.1. il ImportedServiceSet
& LA — ImportedServiceSet 51iE K & X FBREE S A IR P IR S

ik %5155 FH & 1 <exported-names.<exported-namespace>.svc.<ServiceMeshPeer.names>.remote 5
A, B—Mhidden"fRS5, NEHOMXGZZEREARN, H5FHMRSENLEXK BRIAER
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T, ZRSFHAMIES <export-names.<export-namespace>.<domainSuffix> 12/, Hrh
domainSuffix 2 svc.<ServiceMeshPeshPeer.name>-imports.local, FRIE importAsLocal i%iE&E N
true, &/l domainSuffix 7y svc.cluster.local, #15% importAsLocal i%7 false, M<K S A#INI
I ES, A LURRMERREREMRS — N RARS A, eBTHOMXBKRE, eNEERE
5t AR 55 RO A2 R,

FoRZ
o NI ELFREZE T £ E£F ServiceMeshControlPlane,
e EBX cluster-admin A&k,

,.,\_IJ«AEE Fﬁ?—rlﬁ’]ﬂﬁ% EfEE(lEikSH. HHEHFHSE ImportedServiceSet H
ERELEEMIRSH, ER*EIFA.

Mt CLIHR RS IR
RIBLUTHE, @i Ha1T0/2 ImportedServiceSet.

1. LLEH cluster-admin A &K 519 &% OpenShift Container Platform CLI, ¥ AL T4,
SRR TEIRAI I N IER A AN,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

2. tNH#R| %% Service Mesh control plane B9I71H, #l1 green-mesh-system,
I $ oc project green-mesh-system

3. IRBLLTFRAIOIE—1 ImportedServiceSet 32, HEA green-mesh 5 A Zgl@it red-mesh
S HMRS.

M red-mesh Zl| green-mesh B ImportedServiceSet HiIRRHI

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:

name: red-mesh

namespace: green-mesh-system

spec:

importRules:

- type: NameSelector
importAsLocal: false
nameSelector:

namespace: bookinfo
name: red-ratings
alias:
namespace: bookinfo
name: ratings

TLLR S 1E green-mesh-system #a 44 22 [A] /A _E (% 301/ ImportedServiceSet 7R,

151
I $ oc create -n <ControlPlaneNamespace> -f <ImportedServiceSet.yaml>
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4N -
I $ oc create -n green-mesh-system -f import-from-red-mesh.yami

5. WRIBFEZ NECFRIAE P BIE MRS 021489 ImportedServiceSet R,

6. BERIUFE S5 AR green-mesh MRS, 1HZTUT@S ¢
I $ oc get importedserviceset <PeerMeshlmportedinto> -o yaml
4N -
I $ oc get importedserviceset green-mesh -o yam|

7. B T LA e DASSIE 5 A BIRIAS AR B9AR 55

I $ oc get importedserviceset <PeerMeshimportedinto> -0 yaml

{&FH importedserviceset/red-mesh' object in the 'green-mesh-system 344 22 [f] ch
status SO RIEMA EBRMIE S HMNRSEEE S ARNSBMIET -

I $ oc -n green-mesh-system get importedserviceset/red-mesh -o yaml

status:
importedServices:
- exportedName: red-ratings.bookinfo.svc.green-mesh-exports.local
localService:
hostname: ratings.bookinfo.svc.red-mesh-imports.local
name: ratings
namespace: bookinfo
- exportedName: reviews.red-mesh-bookinfo.svc.green-mesh-exports.local
localService:
hostname: ™
name: "
namespace: "

£ EfFIF, ({5 A ratings IRS5, %0 localService FHIIEFEFERFIR, reviews IRSTRTEA,
BEIFHTSFA, AHNES ImportedServiceSet 1 &£ importRules A~ ITHL,

118.13. N FEEL B ELE — N EFR S

RSB ThRE T LASCHI B Bl DA BI T e &0 RS, HIANtIHLE] A —a RS54, MRZ2HKAM
1%, EAUE—PREHEERS, UEEA—TREHIEEIIRS.

&7 LB £ ImportedServiceSet %R A 1% E importAsLocal #1 locality % & B & i FE F5 F R Hx
#8, SAEHBCE DestinationRule, JFARS5#XECE N ImportedServiceSet 15 ERIA M,

SoRFE M
o A% OpenShift Container Platform 4.6 s 8 & kA HIEEE S 31T 7 BRI FNELER,
o T NELFRMIE R EN M RIS % = ] ExportedServiceSet HiR.
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o T NELFRMIE R EN MG RIS % m A ImportedServiceSet ¥R,
e EX cluster-admin A&HIIK/,

118.13.1. N B ECE ImportedServiceSet

EIEAFTLUF AR A XER N EFE, RIEREFRIRML LM EREREINIR RO, XA
BEAETERERE, ©L{regionl/{zone}l/{sub-zonet WERIEE T — N0 ZH IR HILE,

EXRTIR=BIH, green-mesh iiF us-east X, T red-mesh il F us-west X1,

M red-mesh Ell green-mesh BJimportedServiceSet Bt ilRERHl

kind: ImportedServiceSet
apiVersion: federation.maistra.io/v1
metadata:
name: red-mesh #name of mesh that exported the service
namespace: green-mesh-system #mesh namespace that service is being imported into
spec:
importRules: # first matching rule is used
# import ratings.bookinfo as ratings.bookinfo
- type: NameSelector
importAsLocal: true
nameSelector:
namespace: bookinfo
name: ratings
alias:
# service will be imported as ratings.bookinfo.svc.red-mesh-imports.local
namespace: bookinfo
name: ratings
#Locality within which imported services should be associated.
locality:
region: us-west

£ 1.13. ImportedServiceLocality FE& &

E4 i ek FR
Xig : SARNIRSFRIENX I, FREB
FRX: SARSHFX (zone)UTFHP, | FFE
Subzone #I8%E, ILWAIETE
Zone,
zone : SAMRSFAIEMNX, MNRBET FREB

Zone, LWAIETE Regions

g

1. LLEH cluster-admin & BRI 519 &5 OpenShift Container Platform CLI, 1H# AL T4
A .

™

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443
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. HEAEIZE Service Mesh control plane 9T E, EHIAUL TGRS :

I $ oc project <smcp-system>
5140 : green-mesh-system,

I $ oc project green-mesh-system

. Yw%E ImportedServiceSet 324, H <ImportedServiceSet.yaml> 8 & & B n TR TE

PR, AT RS :
I $ oc edit -n <smcp-system> -f <ImportedServiceSet.yaml>

a0, WRERFM red-mesh-system 5 AZEl green-mesh-system B934 (A0RETER
ImportedServiceSet =HEIFIR) -

I $ oc edit -n green-mesh-system -f import-from-red-mesh.yaml

4. BUIZH -

a. J¥ spec.importRules.importAsLocal i% &7y true,
b. ¥ spec.locality 1%&/ region, zone, = subzone,

c. REFEHIE,

1.18.13.2. AMfEF#ZBCE DestinationRule
A A& Ll TR EH DestinationRule %R :
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e [RZ5EY Outlier f1&ll, FRUTF EFEMIBEHBIER TF. K2, E©REE sidecar VI, LUK

FRFIH RO FAERRT, FREAMEN T —MIENHRIELS,
X 2 A B BFE R R ERES, IX AT AR IR gl A RS E D S BB A Fi L 8.

. AR A cluster-admin & &/ - 515 &< El OpenShift Container Platform CLI, # ALL T p

T REERTHEANGHRFP ZFHEMN,

I $ oc login --username=<NAMEOFUSER> <API token> https://<HOSTNAME>:6443

. LB &% Service Mesh control plane BT H

I $ oc project <smcp-system>
5140 : green-mesh-system,

I $ oc project green-mesh-system

. RIBLUTF RBIGIE— DestinationRule X, 1R green-mesh AeIA, MIRENM us-east

Xig B green-mesh B EI us-west A # red-mesh,



% 13 SERVICE MESH 2.X

DestinationRule =~ {1l

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: default-failover
namespace: bookinfo
spec:
host: "ratings.bookinfo.svc.cluster.local"
trafficPolicy:
loadBalancer:
localityLbSetting:
enabled: true
failover:
- from: us-east
to: us-west
outlierDetection:
consecutivebxxErrors: 3
interval: 10s
baseEjectionTime: 1m

4. ¥RZE DestinationRule, H <DestinationRule> &2 R TERRE, HHALTH

A .
™

I $ oc create -n <application namespace> -f <DestinationRule.yaml>
flan :

I $ oc create -n bookinfo -f green-mesh-us-west-DestinationRule.yaml

1.18.14. MEXFR A4 A fit] B AR 55
MNRAREE MEERRIAE chIHIRARSS, BN, MNRIRSSEITITsiE DR EMIRS S, KA LU,

1.18.14.1. MEAAN A4S o il BRAR 55
MARBRZ 17 [01%ZBR 55 BO A& % % ;B9 ImportedServiceSet %R kR ARSS 5 B,

1.18.14.2. MEEANEXFR 4% ch it BR AR 55
MIFAZIR S HIMI& Y ExportedServiceSet ¥R fFRIRS £ B,

118.15. MIKFB R Fh | R P A%
INSRIBTFE MERFR AR IPRIIAR, AT LUXHEAH,
1. 4REEMBRAIFIE R ServiceMeshControlPlane %R, LUHBRARA X S A& RIEFE A ORI %,
2. W FEMRMBHENFIBNER, HHITUTERRE
a. MHPREEREE A W& H) ServiceMeshPeer 55iR,

b. 4w’ peer mesh B ServiceMeshControlPlane ¥R, LUMBRARSS EMIBRMAGHIH O M X,
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1.19. &

BRI LAE A WebAsembly R B S #F ThEE AR INZE Red Hat OpenShift Service Mesh fREE 1, XA LLIE
MM BRFHBHESE NI, FHEAHRIER WebAssembly F T A—IEFTHIE ],

o ==
| IBM Z #1 IBM Power Systems 732 # WebAsembly § B,

1.19.1. WebAssembly 1&gk
WebAsembly I A LIERZ T A Liz1T, SEARE, HEMZESIH. REHITURNDERSER,

Red Hat OpenShift Service Mesh # B2 Envoy HTTP Filters, NEfIRHEIZHITHEE

F22 513 SR AR L B89 1B SCANHRK

WARIEBRBERBIRS (ATRERE) B HTTP Bk,

FASEFE B BIEM sidechannel BB FAEFN T IE 2SI B,

TE QR EHHI WebAsembly § B, &8 WasmPlugin API, ServiceMeshExtension API
M Red Hat OpenShift Service Mesh k7 2.2 FFiAE.FH, FIFELUSHIRRA S HIER,

B Red Hat OpenShift Service Mesh " BB M TNEBD
1. IR UE IR A proxy-wasm API B9 SDK RET B, FHIHESRFE WebAssembly #&E1E,
2. RE, BXIFESITERIARSRT,

XFHITES

&0 LUE B ZR1EE] WebAssembly F T HEHIE E k5 Red Hat OpenShift Service Mesh {7 /&, {BLA
TIEE BB AT proxy-wasm API 93 SDK, LUMEEREFERAE.

Fi.

& 114, XHFT

hal
[

Maintainer BHGFE
AssemblyScript solo.io solo-io/proxy-runtime
C++ proxy-wasm FBA (Istio 1 X) proxy-wasm/proxy-wasm-cpp-
sdk
Go tetrate.io tetratelabs/proxy-wasm-go-sdk
Rust proxy-wasm FBA (Istio 1 X) proxy-wasm,/proxy-wasm-rust-
sdk

1.19.2. WasmPlugin A 25 1&
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https://www.envoyproxy.io/docs/envoy/v1.20.0/intro/arch_overview/http/http_filters#arch-overview-http-filters
https://github.com/proxy-wasm/spec
https://github.com/solo-io/proxy-runtime
https://github.com/proxy-wasm/proxy-wasm-cpp-sdk
https://github.com/tetratelabs/proxy-wasm-go-sdk
https://github.com/proxy-wasm/proxy-wasm-rust-sdk

% 13 SERVICE MESH 2.X

Istio ZEE Wasm Plugin #l#&I# 2% OCI (Open Container Initiative) %if&. EAELUF Wasm $EH4D %4 -
B, EOLUER spec.url FEE S| FHE2S registry fiIiE, HI40 : quay.io/my-username/my-
plugin:latest,

Eh WASM BB ENHITEME (runtime) BT AEHE T 2T NEBESH, EIi WASM S&REBH A
ZHK :

e pluginwasm (KFE) - HBZ, XPNEEE—1EE WebAssembly IHIRF TR .wasm Zi#
I, ©HEZITRINE, SRt 4a4h plugin.wasm,

e runtime-configjson (Fit) - BEZ. XMNZEEBE—1 JSON BRAWFRE, ATFHEdBBEINZ
TR TR, RIEBERZTH, BEEGITUISEMEWE, HlI0, WASM Envoy Filter
MEEE S &1t 8% £BI root_ids,

1.19.3. WasmPlugin APl &%
WasmPlugins API 324 7 @11 WebAssembly i37E251 B Istio RIBIRHLAITHBERIHLE,

IRE] LAERE % > WasmPlugins, phase #1 priority XiERE T HUTIF (YE7 Envoy By IE25HERY—ER
), SVEN A FREEY WasmPlugin # Istio ISR T BBl B E X H,

ELUTFRGIH, SHRIETIERSHE OpenlD &, FHEA JSON Web Token(JWT)EFE Authorization 7
3L, Istio BARIIEREFEX NS, FHIFEEZEE ingress X, WasmPlugin XHTERIE sidecar X%
GREE, HEERFTE url,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-ingress
spec:
selector:
matchLabels:
istio: ingressgateway
url: file:///opt/filters/openid.wasm
sha256: 1ef0c9a92b0420cf25f7fe5d481b231464bc88f486ca3b9c83ed5cc21d2f6210
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

UTF2ERMRG, BX—XER OCI HRi&MmA X HRIHIISHE, 105K
url. imagePullPolicy. imagePullSecret # imagePullSecret FE%,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: openid-connect

namespace: istio-system
spec:

selector:

matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid:latest
imagePullPolicy: IfNotPresent
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imagePullSecret: private-registry-pull-secret

p
p

hase: AUTHN
luginConfig:
openid_server: authn
openid_realm: ingress

% 115. WasmPlugin & 5%

PR

el

spec.selector

spec.url

spec.sha256

146

WorkloadSelector

FRES

FRE#

50

FAFE 45 1% R L R
BEBERIREE pod/VM &
BHRME. NRAE, It
BEER N A TE—pEZE
(] R B AT A T AE £ 35K
5, AR config root &
ZE Al R IFTE

WasmPlugin F£&, &
TSN T AT 6p 44 Z2 (A R
BIFRAE &R TE R

Wasm &5k OCl &8
B URL, IIREEA

=, Mgk oci://, £
% OCl #ifgk, HtbBEK
HAHRZfile:// (BTEI
RAREARRNAL
wasm L

%) ; hitp[s]:// BTz
RIEEH .wasm B
#,

FATFEUE Wasm #&EHL s
OCI B238J SHA256
checksum, AR url
RE5IH SHA256 ({EF
@sha256: X~i%) ,
CILAS It FERRIE T
fid, WX tag5IAT OCI
Bk, FREZBTIE
E%, MITEhIEESRELL
FEMRBRIEERE
Mo

4

#

7|
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4

#

T e il sk

spec.imagePullPolicy pullPolicy AKER OCI F AR E N S
BIHIET . RETES
PR 2 SHA Bl B
&I F X, BilH
IfNotPresent {&, &3k
Eurl FE&HB8IHT OCI
H&FEFERT latest
PREERT, XIS TERIA
&7 Always, & K8s
1T H. MR url FEE
B(EA file:// =K
http[s]:// E#%5|F
Wasm &5, I 7ZB%IX
&,

iy

spec.imagePullSecret FREB FAF OCI B GHI BRI &
iF, 5 WasmPlugin %}
RIBE IR & 22 (A REY
secret &, HASEMH
FAERLEVRAR IS %F
registry 1T &35S IERY
pull secret,

iy

spec.phase PluginPhase RE SRR HE A EAXAD
WasmPlugin %} &AL
&,

iy

spec.priority int64 AEHFE— phase EHY
WasmPlugins % &/
i, %A
WasmPlugins % 5
AFR—F&ER—IF
MBS, eiTHRIER
PRI, MREFX
i& priority P&, =&
mABAEEEES
WasmPlugins £,
TUIHER 45 M
WasmPlugins % §#)
B BZEFRRE, B
IMEH 0,

spec.pluginName FREB Envoy Boi& AR {# A R4
#Fh, BL Wasm &
AIRER BEIXME SRR E
HUTHI Wasm .

iy

spec.pluginConfig Struct NELBATBENEE. S
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FE KRR ek Wik
spec.pluginConfig.verific =~ F#F & RAFEIEZ & OCI Hitg B
ationKey 2 Wasm &R 2,

WAL PEM & 121,

WorkloadSelector Xf RiEE A FHE T B2 SN A TFRENRM, TREGSESAERKITH
&, TEMESEAUER, MMIINE pod/VM BIIRZE, SUCEEMNBEFHFR Istio REEMEAME
Bo WIREETZNMFM, NFAERMEIMEELL Y ELFETHENEEG. B, RAFETHERESF
M.

%% 1.16. WorkloadSelector

FE e ek WhE
matchLabels map<string, string> 18 TE NN A SR BY R TE =
pod/VM £&EH— 1%
MR, PREEFRTEE Y
RFEFEFRRERNEE®S
Z2 ],
PullPolicy I &8 E Z1EKEX OCI HLl& i b AR pull 1777,
% 1.17. pullPolicy
i} ek
<empty> EAE N IfNotPresent, {EEFIRE latest #9 OCI

BifgbRA, HEOAMEH Always,

IfNotPresent NRE BRI TSGR RA, NI&FERE. W
RAMEEHRIRAE, BlTFHESRIFRA.

Always R R, SRZHT BV R B R AT AR AN

Struct KRG EIRE, HBFRNSMANENFTERAR, EELIEED, Struct AIREZEIR4ARR
B #F, BN, FERIATES D, JavaScript astruct ERIARIESE R AR,

£ 1.18. Struct

T el 50

fields map<string, Value> B AR B RIBRET

PluginPhase #5155 A G4BT 15 2555 R BT R

5 1.19. PluginPhase
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T sk

<empty> control plane REHABHMLE, X BB FLIE
SREEMIRE, TEIRHSRAIE, MREHRI T H b
&, MAEHE PluginPhase,

AUTHN 1E Istio Bk JE 3R BIiE A&,

AUTHZ 1E Istio AT IELSH Istio BRIIIET s BiEARE
&,

STATS 1E Istio stats 11 iE25H Istio ZAUT JE S R A FEH.

1.19.3.1. #8& WasmPlugin ¥R

IRET LUE R WasmPlugin %R/5 F Red Hat OpenShift Service Mesh "B, 7EAfHI4, istio-system 2
Service Mesh control plane Wi B & FF, AT RAIGIE T — openid-connect i1E23%, ©RHIT
OpenlID Connect 3% ER F,

ik
1. BIRBLUT AR -

plugin.yam| Z=fl

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: openid-connect
namespace: istio-system
spec:
selector:
matchLabels:
istio: ingressgateway
url: oci://private-registry:5000/openid-connect/openid:latest
imagePullPolicy: IfNotPresent
imagePullSecret: private-registry-pull-secret
phase: AUTHN
pluginConfig:
openid_server: authn
openid_realm: ingress

2. AT SN A plugin.yaml 3TH :
I $ oc apply -f plugin.yaml

1.19.4. ServiceMeshExtension & 25 1% =\

ETAE B E WebAssembly BHF T iGH) .wasm XF, LIRERZRZ RS RHPH manifest.yaml 32
%, LAEENRSRFEERN BT BHR.
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TEQEREHHI WebAsembly § B, i&f#A WasmPlugin, ServiceMeshExtension M Red
Hat OpenShift Service Mesh A 2.2 FFIABEFH, FHIELUEHIRAR A R,

manifest.yaml

schemaVersion: 1

name: <your-extension>
description: <description>
version: 1.0.0

phase: PreAuthZ
priority: 100

module: extension.wasm

% 1.20. manifest.yml F RS %

FB

schemaVersion

name

description

version

phase

priority

module

1.19.5. ServiceMeshExtension &%

BT FRRWBRA, BRIM—F
BERIERZ 1.

I RO,

BB,

T RBIBADITINER,

i3 0k I et

BRXEZRLM root E
WebAssembly #HHIAEXT BE 1R,

XN FRARTHERBINRAR

EPFRARTHERBRNRAR

XRBEFH,

ServiceMeshExtension AP| 124t 7 i3 WebAssembly 11825 B Istio {SIRIRBITHRERIN G, T

WebAssembly § &AM MR :

1. fEARME proxy-wasm API B SDK R B &, FIFHZFEE] WebAssembly 11k,

2. BefTadadskTd.
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TEQEREHHI WebAsembly §" B, i&#A WasmPlugin, ServiceMeshExtension M Red
Hat OpenShift Service Mesh A 2.2 FFIABEFH, FHIELUEHIRAR A R,

& 1.21. ServiceMeshExtension F& &%
PR fish

metadata.namespace ServiceMeshExtension /&1
metadata.namespace T EBRFHIIE L : IR5
Control Plane #p & ZZ[AI#H%, RGN FAE Service
Mesh #5 workloadSelector {EILEHIFTA TE
o HEEIEMEM Mesh ta 2 EIN, ©REM
FE—en 2 R TR 3,

spec.workloadSelector spec.workloadSelector F &% L 5 Istio
Gateway iR #J spec.selector FEX R, TR
EBH Pod ISR T3, MREEEE
workloadSelector 1B, ¥ E{FN ARl &2 H PR

A TIEfE

spec.config X MEMIETFER, MWBReT BG, HiE U
RFEEIENT BE,

spec.image ERaa2i BMBEERHNESHRHES URL

spec.phase I ERARIBINA Istio THRE, MNHBIGIE, BAFIIENR

£, RELESREPNT BEEHEA. BRE
7t PreAuthN. PostAuthN. PreAuthZ.
PostAuthZ. PreStats. PostStats, LtLFERERIANT
&1 manifest.yaml XXX EM(E, BRILIHKA
P&,

spec.priority MR FEHFHER spec.phase [EHZ N RN AEIR
—T{Ef#ESEH, ] spec.priority fE& R E HITI
F. MLENERNT BRISEENT. XAVFHEER
MY B, FERIANT B4 manifest.yaml 324
R ERE, ERTLEEEES.

1.19.5.1. #BZ ServiceMeshExtension &

& AT LIE A ServiceMeshExtension %R/5 A Red Hat OpenShift Service Mesh ¥ B, 7E4&fI9, istio-
system 2 Service Mesh control plane T B F £ #R,

TEQEREHHI WebAsembly §" B, i&f#A WasmPlugin, ServiceMeshExtension M Red
Hat OpenShift Service Mesh kA 2.2 FFIAEFH, FIHIELUEHIAR A R,

NS e e — —— . Mlimem b ek — g N Lt ms


https://istio.io/v1.6/docs/reference/config/networking/gateway/#Gateway
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AR Rust SDK FEBI5ERRH, 1EE M I Eis. Xe— Tk 2T EZ, BN —THZE T
FRGMENE HTTP mas R, EEHFAEMT B config FEXFREL, 1HS LU TR FERPIRAIE
=

ik
1. BIRBLUTF AR -

ServiceMeshExtension Hi& extension.yaml <l

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.1
phase: PostAuthZ
priority: 100

2. FERALT &SR extension.yaml ST :

I $ oc apply -f <extension>.yaml

1.19.6. M ServiceMeshExtension 3T #% %] WasmPlugin 7R
ServiceMeshExtension AP| M Red Hat OpenShift Service Mesh fift & 2.2 FFIAEFA, FHIELUGBIAR
AR, NREH ServiceMeshExtention API, N/iEF %] WasmPlugin AP| =¥ RE4k S (F B
WebAssembly 7B,
API IEEEL, EIBHENDNTEAN :

1. EmAEIIEG X EFHERERITE,

2. Q25 AEHFNA R WasmPlugin FR.

1.19.6.1. API EBEX
## WasmPlugin APl 5 ServiceMeshExtension £{i{, {BEE—%X |, 5| R2EFERATT

% 1.22. ServiceMeshExtensions #1 WasmPluginZ [A] 9 FE& 22 1k,

ServiceMeshExtension WasmPlugin

spec.config spec.pluginConfig

spec.workloadSelector spec.selector
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https://github.com/maistra/header-append-filter

% 13 SERVICE MESH 2.X

ServiceMeshExtension WasmPlugin

spec.image spec.url
spec.phase B (H : PreAuthN, PostAuthN, spec.phase B M{H : <empty>. AUTHN,
PreAuthZ, PostAuthZ. PreStats. PostStats AUTHZ, STATS

LT 2an{a¥$ ServiceMeshExtension #5551 WasmPlugin 55RER B,

ServiceMeshExtension %i&

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: header-append
namespace: istio-system
spec:
workloadSelector:
labels:
app: httpbin
config:
first-header: some-value
another-header: another-value
image: quay.io/maistra-dev/header-append-filter:2.2
phase: PostAuthZ
priority: 100

$H WasmPlugin FiRERF _ELMmM ServiceMeshExtension

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: header-append
namespace: istio-system
spec:
selector:
matchLabels:
app: httpbin
url: oci://quay.io/maistra-dev/header-append-filter:2.2
phase: STATS
pluginConfig:
first-header: some-value
another-header: another-value

1.19.6.2. BB EN
## WasmPlugin B35 18 X 5 ServiceMeshExtensions K, EXF/TF :

e ServiceMeshExtension B2 E A H EE R 27 X REHIIR B X F 45 manifest.yaml BI5TEIE
X4, WasmPlugin 2B AT HEE manifest.yaml X4,
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e .wasm X (SEfrfE#E) LRI REEBEMXHR, WEIam%AN plugin.wasm, BJiAL
FABHREBRE FH,

1.19.6.3. ¥ # % WasmPlugin ¥R

E ¥ WebAsembly M ServiceMeshExtension AP| 74 E| WasmPlugin API, EaLIE & IENE
3T,

FoRFZM

e ServiceMeshControlPlane #Z: %l 2.2 S{E SR A,

IJ\IE,\

R XN EEES N EMERAR, FrAEseREE Q2 WasmPlugin 5R AT FRIIA R
ServiceMeshExtension T5/R, A BESKEABENGER, BRERNEETEE,

ik
| BEFEHNASRER, NREHFSERHEAM /pluginwasm H, NIBET—4, MREE :
a. HAREHXHEN pluginwasm, BEZRT EBXHw%EN plugin.wasm,
b. HBREH AT root (/)BRH, Bl RXHFEERSEXHRIEBIRE RKH,
c. ENHEBRFERIFGEKLEIBE registry.

2. [Hp® ServiceMeshExtension %R, F 03— WasmPlugin RS BB ENFH AR
%o

1.20. {1 3SCALE WEBASSEMBLY &=k

threescale-wasm-auth #7E 3scale API B 2.11 S E SR A5 Red Hat OpenShift
Service Mesh 2.1.0 S & =R AHIE KT Z 1T,

threescale-wasm-auth = 2 — WebAssembly &, ©EA—HEO, #RHNEZHEEOAB),
IXH Proxy-WASM FISBE X, WRENEHE ABI BEME S, LUBEEEEWRIL HTTP & KE T 3scale,

1875 ABI FISE, Proxy-WASM T X #& 7 host WS 7 — N and B BFRI BER/ZFANZE, £
MR F—HHERBFHITESHIRS, FBIHATLEREIFRK,

EHEEEH WebAsembly EIUNERK, SPMHHTRE, AFIHHHTTP I,
BRRA G SABHERREIZT, BT BEEUN LZ1TEESH Proxy-WASM $EER ABI RS, X2

PHRETRRNREAE T RRBUBBE WA SEVNMMENITRE, ZRERHET —MiT
BRUNMSNESEEANAMMEEE,

1.20.1. ¥FAM

threescale-wasm-auth 1% N5 Proxy-WASM ABI FISEHIFR B L ESE 2 R R, Am, W RETT
2ENKFEES Envoy REAREBESF A,
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https://webassembly.org
https://github.com/proxy-wasm/spec
https://www.envoyproxy.io

% 13 SERVICE MESH 2.X

1.20.2. EAE R IRIIIER
HTHEBEESMET, TLUSILEIEE N 5MILTF Service Mesh B Proxy-WASM X IELL & 3scale Istio
B ERRASFER,
1.20.3. )R &4

o EHLSERTAAXIF 3scale kA, BIEMIRSECE NEA OpenlD %#(0IDC) I (BE

3scale 2N X EEIRA)

1.20.4. Bigi& threescale-wasm-auth &k
OpenShift Container Platform RS R 7 A LUED & threescale-wasm-auth &, &N ARFEZ
PO (ABD)RIL HTTP 15K 71T 3scale API B, ABIE X EHMERZENRZE, AFENRS,
F AR ERES R BRI R,
1.20.4.1. Service Mesh ¥ &

Service Mesh 12t 7 —1 BE LHIRE L FI8EF N Proxy-WASM § B E sidecar fXI2, ik
ServiceMeshExtension, Service Mesh It B L FHRN ARIZEMF A 3scale B2 HTTP API B T{E

REHES.
p= )1
BLE WebAssembly "B BRI — N FdiE. UUEBAITHRAFRFHREXT 3scale RETIE
RS EREMNX .

SoREZM

o HFIER A BB Service Mesh Ef & LB Kubernetes TE i & #1n % 22 4],

o RN — 3scale MK, #ES M SaaS 5 3scale 2.11 On-Premises, HAE V. T LEHIAR
5B XN AR FEFIET.

o HNRIKTE bookinfo 4 22 5] FFEL N A E productpage MARSS, &S Bookinfo 5l K F
2R,

o LUFRf2Z threescale-wasm-auth =8 B & LR YAML 8, XN RAIFEHZ
Service Mesh BJ_Ejff Maistra kR4 ServiceMeshExtension APl, &4/ A BAERE 3scale-
wasm-auth IR Z 22 (A, LK% —1 WorkloadSelector, LAFRiFHiZAESS N IR A
EFEE

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth

namespace: bookinfo ﬂ
spec:

workloadSelector: 9

labels:
app: productpage

config: <yaml_configuration>

image: registry.redhat.io/openshift-service-mesh/3scale-auth-wasm-rhel8:0.0.1

phase: PostAuthZ

priority: 100
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Q namespace,

g WorkloadSelector,

e spec.config FEEUATENEE, FHFEEBERT LEHIH, XN REIER
<yaml_configuration> SG{IRFE. &7 LUEA B E LR EIRIE .

o spec.config FEREN BREFMR. MEHMFREZEE LFKRNZANLH BEEE. H
a0 -

® Image : (UTERRBHHT AR A BRI L,

m phase : FREHERES, FEHEEREEETRESTHRERABENERA, N8Ik
OpenlD Connect(OIDC)4 F4.

e 7f spec.config M1ERBE U HRHEE THEHGE, £H ocapply @SNEE :

I $ oc apply -f threescale-wasm-auth-bookinfo.yaml

e IRZE ServiceMeshExtension %R

o HIENHIR

1.20.5. 1/ A 3scale A& ServiceEntry ¥/ &

E il threescale-wasm-auth B IEFE G 3scale BUIER, ZEHR WA A 3scale BRSS. ERILLIE
1t N FA 4 EB ServiceEntry X RFNATF TLS BLBERIXT N H DestinationRule %f &3 1E Red Hat OpenShift
Service Mesh AT LIR/E, LUER HTTPS 1%,

B E L HHR(CR)IXEBRS ZEMBMIHIN], LUEM Service Mesh RZ&2£1)j[7] 3scale $#£&(SaaS), ATF
RS EIE API Ik &R API FIEIRFIR G4, Service Management AP| ZHIEMERIBICUA S E
o IkPEIE AP VIERIIRSSIRA AP BEEEECEIXE.

AT
1. XTEEEEMIE 3scale IEREIHMN FALL T AEB ServiceEntry CR #11#H%#) DestinationRule CR :

a. ¥ ServiceEntry CR 7/NE|% 7 service-entry-threescale-saas-backend.yml B3 {4 :

ServiceEntry CR

apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:

name: service-entry-threescale-saas-backend
spec:

hosts:

- su1.3scale.net

ports:

- number: 443

name: https
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protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

b. ¥¥ DestinationRule CR N%I4% 5 destination-rule-threescale-saas-backend.yml #93Z
% :

DestinationRule CR

apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-backend
spec:
host: su1.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: sul.3scale.net

c. IBITLATF®4, H 3scale F£EFIHLN A FFEAER ServiceEntry CR :

I $ oc apply -f service-entry-threescale-saas-backend.yml

d. IZ1TLL T4, 7 3scale Hosted fgim i A F{R1F 58 DestinationRule CR :

I $ oc apply -f destination-rule-threescale-saas-backend.yml

2. XTEEEEMIE 3scale FEEMIRY N A LT AER ServiceEntry CR #1#8%#) DestinationRule CR :

a. ¥ ServiceEntry CR x1NZI4 /) service-entry-threescale-saas-system.yml #9344 :

ServiceEntry CR

apiVersion: networking.istio.io/v1ibetat
kind: ServiceEntry
metadata:
name: service-entry-threescale-saas-system
spec:
hosts:
- multitenant.3scale.net
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

b. J¥ DestinationRule CR &/NZI4 5 destination-rule-threescale-saas-system.yml #93¢
% :

DestinationRule CR

I apiVersion: networking.istio.io/vibetat
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kind: DestinationRule
metadata:
name: destination-rule-threescale-saas-system
spec:
host: multitenant.3scale.net
trafficPolicy:
tls:
mode: SIMPLE
sni: multitenant.3scale.net

c. IBITUATES, 7 3scale BRI A FHRFHER ServiceEntry CR :
I $ oc apply -f service-entry-threescale-saas-system.yml

d. IZ1TLATE®, 1 3scale Hosted 4N FAFH{R7F4EF DestinationRule CR :
I $ oc apply -f <destination-rule-threescale-saas-system.yml>

HE, BELIEBE— P mesh 3scale IRS5. BERZE in-mesh 3scale fRSS, 5@t EBE 3scale FiFETIERE
FHEK CR PIRSHME,

q

HhBR
o [R5FRB B BN

A

1.20.6. 3scale WebAssembly AR &

ServiceMeshExtension B E X FREMEIRE T Proxy-WASM &=k M AR IZERHIEC B,

% spec R AENLH, FH Proxy-WASM {=HILER, @5, BEEXAEMTHERE JSON XHE,
{8 ServiceMeshExtension TR A LUY spec (EfEFE 7 YAML, FEEEHH JSON LUEEREH,

INRIEIE IR B P FEFE Proxy-WASM &1, NIAT#ERE JSON XN mEBE, HA JSON ERXELK
&1L host B XM HRIBZEMA L ASIAH, 20 Envoy, H&F WebAssembly k5
ServiceMeshExtension TTRBECFE AR, EEEXA YAML &R, EXFHERT, TRHEES 5=
RRIEE JSON RRFF 128 5 R~El sidecar WHEIL KT,

BF

EnvoyFilter B E YR 22 XM API, HEIRTFIIE 3scale Istio 3EAL238X Service Mesh
A ER, FE1ERA EnvoyFilter BE X HR, {#F ServiceMeshExtension API i
T2 EnvoyFilter BE X %R, MRFEZEEA EnvoyFilter BE L IR, 441 JSON
M IETE spec,

1.20.6.1. Biti& 3scale WebAssembly &k
3scale WebAssembly #IREZ B HIZRIIENR T 3scale Bk FIIRAUIRSS, UREBIIEMARSSFIR,

FoRFM
HEMBIREH, FRFMEBE—HRELEFE :

o XITF 3scale Tk~ #1#%1UARSS : backend-listener URL,

o TR IIR : RS ID MED—DEBERAEURERS L,
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o G EI4MIE userkey. LKA appkey #Y appid, L& OpenlD Connect(OIDC)EX KR
i,

e \WebAssembly B EREEE# SEBRIEENINE, Hli0, WREEESRPRMMETHNEE,
CIHAZGER, BME 3scale B[ 1 & A XHEHIMET#I, ServiceMeshExtension FRHIE &
R4 [F % spec.config YAML B 7#7E,

1.20.6.2. 3scale WebAssembly 5t api X &
3scale WebAssembly #3RE api T2l 7 88 € VAR 22 (6 FH IS B R AN,

% o
. api M RUAFEEXAZZIHFHIRA S T 3scale WebAssembly B TTIAE Hi21T.
api TR F R R RpI

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:
name: threescale-wasm-auth
namespace: bookinfo
spec:
config:
api: v1

api REEVEENHRE, B—EZHNER v1, BRFSLUIRERTUAFTERSHEA v1 WRRTE
AL IRBYZ BT BN EERRR(E,

1.20.6.3. 3scale WebAssembly #HREIx &

system T2 R¥8 E QAT 1A (] 45 E MK 77 B9 3scale K E IR APl, upstream FEE 2 X RREEHEL
4. upstream W REFEN, BEIUER, BRIEME N 3scale WebAssembly R 5 255 SH9E
B, MRETBIRME] 3scale BY system HAERERE, NHETE—NET,

LIRTE system W RZAREHTHENRE, #HEERENRIBKMTE,

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:
system:
name: saas_porta
upstream: <object>
token: myaccount_token
ttl: 300

5 1.23. system X RFE&
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£ ek WiE

name 3scale IRSHIFRIART, BRERBEE  4LE
LB,

upstream BRI L EN RS =

2. upstream {3k 3scale Mk
EIE API £, FFH systems

token BH IR 3scale P ASIH] =
S,
ttl TEZERET R R, FMIEEE B =]

HRRINEEN N ERNR DR
. Rilh600# (1049

) . R RAERKNIE, BESR
BEARTEL TTL apsaps 2 G &
i} 5] B AR B A AT BE B

1.20.6.4. 3scale WebAssembly &3 _ESiExf 4
upstream X KRR AR AT LU AT BB AR E .

apiVersion: maistra.io/v1

upstream:
name: outbound|443||multitenant.3scale.net
url: "https://myaccount-admin.3scale.net/"
timeout: 5000

5 1.24. upstream X R FEX

B4 i Rk DA ]
name name A2 HHABIWITAT. © =2

EAMENMIRRET, MAEEE
RTE . A Fihiz Envoy B
&, CRRFEI—NEEHNETT,
HEHMRER BN L
(upstream) , ¥ : XPMFE
BY1E, &N Service Mesh #
3scale Istio S&HE 2% control plane
BIBEABENENZNFEL R
R REB LM, W FUIE
B, IR R
3 : outbound|<port>||
<hostnames,

url FF 15 7] PRk AR 25 B9 55 22 URL, =
PRIEM A RARES R, BINEXINE
4 TCP %O,
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B fed wig
Timeout (E&HY) B E (ZF) , FESmMNKE  EE

R T e 7 ] B 2 SR A A B
%o WAWAEY 1000 #,

1.20.6.5. 3scale WebAssembly 3 Fix &R

backend T4 % & 45 E 401517 3scale Service Management AP| SEIRINFIIR &S HTTP &K, RS H
3scale B Backend “HiE1R 1,

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

backend:

name: backend
upstream: <object>

£ 1.25. backend X R FE&

£ ek HIE
name 3scale BImMITRIARE, BRERBEE  LE
HIALB1 A,
upstream ERRWMBENFFAER. X B. REEMNEFE,

W /B| A 3scale Bk EIHE APl
M, BIEHRL,

1.20.6.6. 3scale WebAssembly &R S5 X &
services [Z% 18 E H module B94E 7E 5L 451 40 BRI LE AR 5 PR 7T
BTk EBZ MRS, BiiEELIEMLRS, RRVEERFESMNMEERS.

services FIREVNEN, ERUWNEVEE—NMIRSHIEE, FAFEH,

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

services:
- id: "2555417834789"
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token: service token
authorities:

- ".app"

-0.0.0.0

-"0.0.0.0:8443"
credentials: <object>
mapping_rules: <object>

services #HHMEFN TR K 3scale IR

£ 1.26. services X R FE&

4

#

B U

ID Itt 3scale IRGSHIPRIATE, BENE 2
B1EHALBIA,

token Itt token BT LATE B B9 % 55 AR BI AR =
SHRIBEEHIKE, tLATLUER
LUF curl S MRERRE :

curl
https://<system_host>/admin
/api/services/<service_id>/pr
oxy/configs/production/lates
t.json?access_token=
<access_tokens>" | jq
'.proxy_config.content.backe
nd_authentication_value

authorities — NFERFBEHE, EINFEFELR
BICEH URL WITL B4, 1XLE
FREESIHESMHMS(HH
(A= (?) AL 2RHY glob &=,

il

credentials ENEEFNEMEEHRNERN
R,

il

mapping_rules KRE PRI AN 3scale 5 =
SR — TR,

1.20.6.7. 3scale WebAssembly BEHUEIET SR
credentials X5 2 service AR, credentials fEEEEFHAEIERE, URHITIZRIENSTE,

FREFERENEE, BELTEDEE— user_key = app_id. IEEBNEEMIIFLXEE, EHh
EHERILRT, [UEESNEIERN—1EH,

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
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spec:
config:

services:

- credentials:
user_key: <array_of lookup_queries>
app_id: <array_of_lookup_queries>
app_key: <array_of_lookup_queries>

£ 1.27. credentials ¥ R FE%

4

#

H R sk

i

user_key XE—HEN, AFEN 3scale i
BF®EH, ARBHEEMN AP
=i,

app_id XE—HEN, AFEN 3scale i
N RATRARE. NARFEIMARTH
3scale 1&4t, fEA Red Hat
Single Sign-On (RH-SS0) 5k
OpenlD Connect(OIDC)Z& 5 171R
Mz RIRH. HOEENERE
HBIERNT (RERRTHFFMETH A
H) , BRKEapp_id#
app_key.

i

app_key XR—HATFE X 3scale M i
BEH, A RTE app_id B95
RRFEARTAN, HIMIEE
7E app_id I E Lt FER,

b

1.20.6.8. 3scale WebAssembly B EH 7i)

lookup query X2 credentials X[ R HF{ERIFEMN—E80. ©IEEMAIEKRMTGIES EEIEFEE, 1T
fhzE, RMBITERERI—1HZME. KBRS REKRE & B BT ME,

lookup queries BIEUZHTEIR T — NI KR : BB EP - EHRELIHEERARKRER, F
HESKEDREIEEEILRE, HHPMENTIHRERIL,

lookup queries HENFE (—NEXNR) A, BAURZNREABZ—, ESLLLITRA :

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

services:
- credentials:
user_key:
- <source_type>: <object>
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- <source_type>: <object>

app_id:
- <source_type>: <object>

app_key:
- <source_type>: <object>

1.20.6.9. 3scale WebAssembly #H5Ex &

source X RIEN1E{T credentials X RFERHHREEMN—E O EFEE, NRFERLM, #14 source KE
RIJUTER—:

o header : I HTTP 1 KIFKL1E 5 Ao
e query_string : lookup query U URL EiHFRESEE NI A,
e filter : lookup query LT IERS TTEIRIE LI A,

i source RN REVEBUTHANFE :

K 1.28. source KRBT RFE

2 ok A=
keys — NFRFBHE, KN — =
key, 3|RHAKIEHHLIIAIE
EO
ops B FHIT key T A AR VEEK prisvi=]

H, ZEHRBREET—MREL
BRI AFERBEENEE, R
operation TERHE— MR
W74 lookup query K,
BAERNEEIFRE T I,

filter FEXZMMEAFEN path X8, BT ETATEREENTHREPIBEE,

Y key SHIABIELERN, TRIHEERNEYS, MERBIEESRLINITIEENEZREE (ops) , 40
REFE. MFREEE ops, NLIREITE key H4ERE (BH) o

Operations 2t 7T —#AX, AFEEE—NERER key B HAIATEERELEZHFMLH, YBRFEHE

#e, RISFIETS BN, E A Operations, HEIRREKRRNES KHBMBERKHRD Turing-
completeness,

171i% operations i BHERS, EEAT, lookup query s@id FE MR OB ESHEKTMR, EEXRBURT
ERERNE,

1.20.6.10. 3scale WebAssembly 24X &

—_———a 1 - e WL f 0 L e A — e e - — 1 — e e Lt LB et S A LT s Dy T
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|&TFFE source type BJ ops ZVHAHIE T JoRESZE operation XK, A LA F4¥TELENE SR T 1,
A F RN RFEE A TR ZE operation REMEHE, (E{EERZ operation IS #, RAILIZLEIIN KR, #I
m, HEFEME. JIRIFRIBAME,

KZ# operation B S5 —PHENHA, FE—NHZNAH. SEITEEBASKERBHE, ©f15
— AR - BRIEERNENMESMER Y, SUEREM source ILE. © 1 14 H B ERFHEXET]
M, HAth operations & BFEANEXRNHILE T EFRANRERNY, BEREHEMHER,

AE
SRR, FT—SHREME, BN ED S app_id. app_key =k user_key, EXEH#f
RHESRE,

B/LNTREH operations K4 :
e decode : & EIRILHIAE, EERBTANEN.
e string : XEUFERFREENGA, FNFRBHITEHRAKE,
e stack : EfIIEIARN—HE, FATS ML, DURMERFREELBILEE,
e check : XFEBRTLUSARIFANAG L E—HEFNEM,
e control : B HUTARHER T REVIRIE,
e format : ERTHANEMRFELSN, FEEPERIE,
A REEHBRZIITARFUF R RIEE,

T

Hith
o TFIARYEIF

TR

=)

1.20.6.11. 3scale WebAssembly £ mapping_rules X &

mapping_rules X% E service X RHI—E 2. BIEE—4H REST BBEENFMEX 3scale 85, FHIEE
= PCECH 48 E B A BEI8 .,

IR system T RAPFEIRECISEE, NEBLE, MENRE system [NH KB HRE, TE%
& mapping_rules X,

mapping_rules 2 — MUEXN R, ZEBHBENTHREZ mapping_rule ¥R, £ AIERK LIFEBITE
R g HLINHR 4 7 —4H 3scale methods, FTFHEAFFME APIManager s, %N EEHNIERERR

methods 5}, i 3scale BB —1 deltas BE.45, g0, sNRHNHNER deltas 151 3 ¥ Hits &
SEINFIR, MRS ZE 3scale B Hits BB — A5 EHM delta 7 4,

1.20.6.12. 3scale WebAssembly 3 mapping_rule X%
mapping_rule % &2 mapping_rules X & REEHH—ERD,
mapping_rule S RFEAEELUTER :

o EMLEHW HTTP iK%,

o [CEZERRHIRT.
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o EIRER 3scale TEURERENHE, BEFRHINFRE T IHEIF.

% 1.29. mapping_rule f R FE&

4

#

B sk

method BENRK HTTP iHRAENFR
B, W verb, EXNESER
B HTTP JiE& Mz — i, FX
DRNE, (EATFEERICERIRF A
{Ho

il

pattern 5 HTTP i53KM URI BR R4 ITER
RN, HEXEES 3scale A
ILKMERIEE. BRITFERAKXE
5 (I {this}) ZFNWERFRF
NEAEER (FRES(NF
FF)

]

usages usage *f Rk, HHNI T
i, FrETH A H deltas H75EED
SIINE% 3% E 3scale B9753%7
xA, LUETENNRES

il

FERUTREFERERA usages *f
xR :

e name: EREM
method %% 4.

o delta: method #&NH9%K

=
==k

last YACH SR, BENMELE kAR (E, RIAES false
AL L BRES AL

J«A'FTWJZE_L:.F 3scale RAAERZ FIMILA Z R4, MU, 7E 3scale MiZITHERMABTHFA2ZE
N, Fla0, Hits BT 2R, RLEeFEMT 4 M, BTG RPMWmMERSAHEL
#, FHAA 3scale Authrep API i s,

LUR R AR E R A AL B9 E& 12 /products/1/sold B9 GET 153K,

mapping_rules GET 153K R4l

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-wasm-auth
spec:

config:

mapping_rules:
- method: GET
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pattern: /
usages:
- name: hits
delta: 1
- method: GET
pattern: /products/
usages:
- name: products
delta: 1
- method: ANY
pattern: /products/{id}/sold
usages:
- name: sales
delta: 1
- name: products
delta: 1

FiB usages X ANINEEIIATHIE K AR5 B FH E303E 3scale, WITAIR :
o #pAA ;]

=E O .
mi2n

[ ]
\[:

[ ]
<Hy

il

HE 1 1

1.20.7. EIE A BB 3scale WebAssembly &5 R 45

EITET KER DI B N R BCE S IR, 718 KIBBIBRSS PRI,

LUF 2 credentials 7=fl, &7 LU BT R UARF &% E A HINEX,

EOLUHEFEREN], REYEIEES NEXRIECH lookup queries i, SIRBBIAFEN 11T
flr, ERIEA—DEINENT L,

1.20.7.1. HHFRFESEDH API # (user_key)

LU RBITEE RN F R RSESER AL R &1 user_key :

credentials:
user_key:
- query_string:
keys:
- user_key
- header:
keys:
- user_key

1.20.7.2. MR ID M1&H
IR RBIFEE SRS R app_key #1 app_id &1E.

credentials:
app_id:
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- header:
keys:
- app_id
- query_string:
keys:
- app_id
app_key:
- header:
keys:
- app_key
- query_string:
keys:
- app_key

1.20.7.3. TRk

153K 7E authorization i1k &% app_id #1 app_key., MIRKEE

app_key,

DEHT —NHHNME, ER D E

IMRREHH T —PANHAA, MARERRTEFGSE app_key.

authorization /1L EABINEEEEE, HIE%IG N Basebd, XEKE, EALURAINT ZZEF R RIS
5, MEZ/NMad, RAREAESO)FENPBRBRSEIE, i, NREFERXFMER
app_id:app_key, NIH5LEEILLTRAI credential :

I aladdin:opensesame: Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1|

B AER NV FERET, TP :

credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator: " "
max: 2
- length:
min: 2
- drop:
head: 1
- base64_urlsafe
- split:
max: 2
app_key:
- header:
keys:
- app_key

LL_ERAFIREIEZE authorization F5k :

| EERFHHEFBIERIE, RETE

SRIEZEF credential 258,
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2. Rfg, exBUAEMBEHENE-NME, HERESO)FMHHTHY, FEEEF—1aE8
app_id FOIREHERL, AIGARTY app_key (BEFTE) o

a. MRBARLPAEFIE app_key, NIFRRERFEIR, HlaApIhiEE app_key Bk,

3. Z[A credentials {INZI4 54, F7F Basic %1, HA app_id  aladdin =% admin, sE{E
i app_id KEZEDH 8 NFER,

4. app_key ¥ aE—ME, HFEEDVEE 64 MFER, WMTHIFAT :

credentials:
app_id:
- header:
keys:

- authorization

ops:

- split:
separator: " "
max: 2

- length:
min: 2

- reverse

- glob:

- Basic

- drop:
tail: 1

- base64_urlsafe

- split:
max: 2

- test:
if:

length:
min: 2
then:
- strlen:
max: 63
- or:
- strlen:
min: 1
- drop:
tail: 1
- assert:
- and:
- reverse
- or:
- strlen:
min: 8
- glob:
- aladdin
- admin

5. 1%EX authorization trL BT, EALLEN B AR Sk 1KE Basic credential 2K8!, {FRENE
TETHER,

6. EH EiZ T BRI, RIFEREFEEBEELMIEE, TFRSHRIKIRM app_id, 1A
RIS TNERHY app_key.
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7. 3547 M RHERBPERNME, FRTEIKE app_key.

a. HRETEKENT 1863 2IH, ©iFapp_id #1 app_key, MRBFAMWKE NS, NIFHE
EF, FEAEFEEFHA—FAE, MRIABF—1 app_id B%%5 app_key, NIERDHIEH MBS
¥ RN ADIEG R,

assert, RIE—MRERTEFECHAHRERERIVER, AEETLUSHHERE
1. EifIHERR, fF app_id I FIIER,
a. TWEBEE app_key, B HELAIHA{R app_id 4 F I,

2. {£/ and N AR BHEBIRE.
REERUTTREMZ—

o MR app_id WFEREKEED NS,

o ff{R app_id 5 aladdin = admin [CEZ,

1.20.7.4. OpenlD Connect(OIDC)F#Hl

%I F Service Mesh # 3scale Istio 5&Hc sy, E/IERE —/ RequestAuthentication, 1 THIFTR, EA
8B S TE I E3UEH jwtRules:

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: bookinfo
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs

[ZF3 RequestAuthentication If, E&ERRAEEHEE Envoy EGIE JWT T8, RIEBRESITER
AIIEFAE NS, EIERKTEIEREBA S E %L X E 3scale WebAssembly &k,

Tk JWT SRy, KIERERSEHEERBITHREN RS, ERIVATHEGNEFRRE, &3 XA
B, &R LOEIT 8 ERMEBE RN A — KB REHREIIN R,

OIDC HJ 3scale app_id 5 OAuth client_id Lfg, XA 7 JWT THE8) azp 3 aud FEXAILE],

Z M Envoy BIR4E JWT F2551E 828 IKEX app_id FE&, 155 LTI

credentials:
app_id:
- filter:
path:
- envoyfilters.http.jwt_authn
-"0"

170


https://www.envoyproxy.io/docs/envoy/v1.19.0/api-v3/extensions/filters/http/jwt_authn/v3/config.proto.html

% 13 SERVICE MESH 2.X

keys:
- azp
- aud
ops:
- take:
head: 1

OIS T filter KB EnvoyRrE st JWT S350 AR h 2 Bt R0 IR TR0, It
HAAS JWT S8, FhEE AR EATEERHNSHIT RIS, B 0 IHEME LI E

%H,

ERER—NGN, BEBITLUTHAFE
e azp : #ZF app_id FI{H,
e aud: A LUK EIXAME BAY(E,

ZBREARENRE - NMEHTOER.

1.20.7.5. MRSk AR ER JWT 5 h%
— L BATAEEA JWT SEEMIERE, KBIFSEa@iT JSON & BITL 1 thigtt,

EIK18 app_id, 1ES LT RA

credentials:
app_id:
- header:
keys:
- X-jwt-payload
ops:
- base64_urlsafe
- json:
- keys:
-azp
- aud
- take:
head: 1

1.20.8. 3scale WebAssembly & &/ T EECE

BUF 2 3scale WebAssembly & ix/N TEECERIRA : I UEFIFHFIGLEAS, FHWECUEEFRE
CHEE,

apiVersion: maistra.io/v1
kind: ServiceMeshExtension
metadata:

name: threescale-auth
spec:

image: registry.redhat.io/openshift-service-mesh/3scale-auth-wasm-rhel8:0.0.1

phase: PostAuthZ

priority: 100

workloadSelector:

labels:
app: productpage
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config:
api: v1
system:
name: system-name
upstream:
name: outbound|443||multitenant.3scale.net
url: https://istiodevel-admin.3scale.net/
timeout: 5000
token: atoken
backend:
name: backend-name
upstream:
name: outbound|443||sul1.3scale.net
url: https://sui.3scale.net/
timeout: 5000
extensions:
- no_body
services:
- id: '2555417834780'
token: service_token
authorities:

nkn

credentials:
app_id:
- header:
keys:
- app_id
- query_string:
keys:
- app_id
- application_id
app_key:
- header:
keys:
- app_key
- query_string:
keys:
- app_key
- application_key
user_key:
- query_string:
keys:
- user_key
- header:
keys:
- user_key
mapping_rules:

- method: GET
pattern: "/"
usages:

- name: Hits
delta: 1

- method: GET
pattern: "/o{*}c"
usages:

- name: oidc
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delta: 1
- name: Hits
delta: 1
- method: any
pattern: "/{anything}?bigsale={*}"
usages:
- name: sale
delta: 5

1.21. {1/ 3SCALE ISTIO &fid2s

3scale Istio S&Eeas @ — N AILERLER, SITFETE Red Hat OpenShift Service Mesh HHRICIZ1THIARSS,
FHIF %R 5 3scale API BEIRfRRFREMK. Red Hat OpenShift Service Mesh A& B 1Z5EHE 25

B

R R BETE Red Hat OpenShift Service Mesh kit 2.0 & LT A {#E 3scale Istio &AL 2%,
Mixer ZHETERRA 2.0 FEFA, FHIERAE 2.1 FflER, XFF Red Hat OpenShift Service
Mesh 2.1.0 R Z EHIRRA, EN1ZEA 3scale WebAsembly &5k,

IR E(FEF 3scale Istio &t 25 A 3scale FiR%EF, AJE A Mixer SRE&EH Mixer &
M, ESRERZE Red Hat OpenShift Service Mesh control plane

1.21.1. I 3scale &t 235 Red Hat OpenShift Service Mesh &%
0] LU A X LR Bl SR BC B X {2 A 3scale Istio &R as HIAR 55 HIIE Ko
SRSl

® Red Hat OpenShift Service Mesh A 2.x

o —/NERM 3scale I/ (SaaS 5 3scale 2.9 On-Premises)

o FRARMEFRE 3scale 29 HEBIRA

® Red Hat OpenShift Service Mesh BY5c /R &4

e ST Mixer it HZhEE, "EHT Mixer SREGm G B HRAL T 10 E AT Mixer RISL R THE A
RB& R IR ERER.

o MRMEABEEFEML, NSRS RIEHZN,
o FHUEN, IMEEIFIBELE Service Mesh Control Plane (SMCP)

Efig & 3scale Istio EELER, 5% "Red Hat OpenShift Service Mesh B E X ¥R KRG
FEBEE L FRXHRRINER SRS HB9U A,
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HRFAER kind: handler TR, B4 A 3scale (kP EIEEHE,. EA LULEFEE
service_id RMNEIERRRF, BX(NATFAERENY, RANECRFELIBRERFN 3scale Tk
FHRE—PMRESER. RS service id RINEINERRE, NAEAMARS S 3scale &
EFHATFEM service ids O/EE LI IERRE,

BREBLUTSE, 1 3scale ik EE—NMEESS :

TR
1. NIEE 3scale Tk A —MOIBRRRFE, FIEEEMIKFEIE, BBEMRS AR,

apiVersion: "config.istio.io/vialpha2"
kind: handler
metadata:
name: threescale
spec:
adapter: threescale
params:
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS TOKEN>"
connection:
address: "threescale-istio-adapter:3333"

IRBT LUEFRTE params BB 1R — backend_url FEEEE S 3scale BREIRMLA URL, INRE
fc#s 5 3scale WEBLHBIFER— %ﬁﬂlﬂ 217, BIEFEFRRIER DNS, XasERE M.

2. G SIEXNE T 3scale Tk P BIFTERRSSHI Deployment BHR, #0TFAR :
. 7hN "service-mesh.3scale.net/service-id" 1%, HIES5HEMH service_id X1,

b. 7N "service-mesh.3scale.net/credentials” 1%, H{E W 1 &8 handler KBRS

3. BYFEEERMEZRSE, 1EHITE 2 S HEEETIER 3scale Tk 7 EIE R EIRSTRIRAT
4. A 3scale ECERIENHMNERE, N EER 3scale MRS,
HE B i =l

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

1.21.1.1. &£ B% 3scale BE X FIR
ERBaET — N LLAFRELERK handler. instance #1 rule B E X RMTITE,
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F1.30. A%

--name XA URL FOME— & FF, =
SHEXS
-n, --namespace A AR R B A 2 22 [H] 2 istio-system
-t, --token 3scale 1A 45 k& =
-u, --url 3scale Admin Portal URL &
--backend-url 3scale [if URL, #0%R =
KE, ERBEMRSER
B IER YA,
-s, --service 3scale API/Service ID =2
--auth 3scale BIAIE A& Tz BE
(1=API| Key, 2=App
Id/App Key, 3=0IDC)
-0, --output RIF £ BE RHI S Tz TR H

--version i CLIBRAFIIEDERE T2

1.21.1.1.1. M URL ={5l 4 B S AR

o &t oc execiZTLA TS M 3scale adapter BEREKEREHR (FEBH M—1
ERE M adapter ERBEH) o

e ] 3scale-config-gen S & BN YAML 15 R FNZEH HE15%

o INR{FEMERE, FILIEEE --service,

o @S ILEIT oc exec MEERIRIRMIEA,
3scale-config-gen a4y BEh & AR XM, SIFThE. URL SYE RSN EIRERH LS MRS

$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"
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o LUTRBIAER AR ATEAL IR AR FEIARSS 1D BIHEIR :

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

ShE.
1.21.1.2. M\ER B HE RS2 E BGH 1

e NAME 2R FIrREER 3scale BIEMIBRFSHITR AR,

e CREDENTIALS_NAME 2|F2—MRARF, % RFHNIEE+E match 24
MREFER CLI TR, XBXEN NAME FRiR AT,

o HEAFEAMKEARR : EEMNANSHNNAREE, NFELER, FS
59 38 SE B 2R R B AR 55 R & .

JZITIX N4 MIE istio-systemn & 22 [A]| R IR BB E B2z £ B F

ey
$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \

-it -- ./3scale-config-gen \

--url ${URL} --name ${NAME} --token ${TOKEN} -n ${NS}

2. XHEAIRRRERA, MRFE, EREXLEEXR, FHER oc create S AN R,

3. HIFKEAEE RN, ST RNERS MAHKEIRGTE — 3scale HBY API, ERT ALLF #75

HIREXMER -
a. Rt (label) IEf# (##E)
b. Mm% 25 service_id

4. ERAMHEEMAEHR TN

SIRARSS ID R AWIRAZIL RSP, BRFZEFAROHFNIRS ID, LEEH
BiBERLSEER,

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}":"{{ $v }}".{{ end
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}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"
oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

1.21.1.3. @it E Ee s NS AR S5 R 2
REBUTHE, @7 3scale SEBEEES NIRHNRS IR E,

FoRZ
® 3scale B AMEIEMIRS ID,

ik

1. CEER7E LART ORI EDS & A AY destination.labels["service-mesh.3scale.net/credentials"] ==
"threescale" (7f kind: rule %R4) .

2. £ B%Eﬁ)ﬁﬂilﬁﬁ PodTemplateSpec/il L EAIREEUEMARSS . threescale@ 4 B HY IR
FIER, XNIRERTFRE T A 3scale AT AL RIS HE,

3. NI{EMEIRIN destination.labels["'service-mesh.3scale.net/service-id"] == "replace-me"
PREE, LAMBTETE RIS @d L BIHFAR S5 1D %7445 & e s,

1.21.2. 7£ 3scale HEEBEN X E
BRIBLU TS BHEE 3scale £ERIXE,

X F 3scale SaaS &7, Red Hat OpenShift Service Mesh ¥ Early Access T B #9—&R
Pk =

1. # A [your_APIl_name] - Integration
2. Hif Settings.
3. TE Deployment Ti%F¥ Istio 15101,
e Authentication T#J API Key (user_key) iET A ERINEFE,
4. Hif; Update Product LURFIERIIEEE,
5. i Configuration,

6. Hi Update Configuration,

1.21.3. X EFTH

1E5EB025H, KB 3scale System AP BUNIN S ERINEF., 5B FERINT #3813 cacheTTLSeconds
B ERER, FEEMNEESR. A%, BIAERT, Bi#EcacheRefreshSeconds HIfH, TERFHIS
Bt T BRI, B LUEidi%E & T cacheTTLSeconds HIE £ B skl

£ cacheEntriesMax % & N — N IFEHMETUTEEA%F.
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Bt AR R, MERRETEVRNENNEFT, SEESBHHRABMRATER =T

Ro

-k]+

1.21.4. R 5ETE K

AN EATRRA R AT RAE 5 3%
o FRAE APIE 1 S — RN R R RIAF (E M PRI secret SHE,
o RIFARRFEIHARAISN | R RS A A SN A,

e OpenlID $UEAE : M JSON Web Token f#HfrBI% i ID 7 &R,

1.21.4.1. N A% IR

AT RE S ERBIRTS, B instance BE L HIRRERES M LN R, B UERLUTHHRIE
AT

o ERMIPRL (header)
o HKRBE
o HKRIFLIE NS

LB LR EN, RIS, BN, MRFELE—LH User-Key, NIEERE
B & & A request.headers["user-key"] £iERE.

1.21.4.1.1. APl ¥ 550E A 3%

RIETE subject B E LRSI user %101, Service Mesh TE 2 HS BUHE Rin-k & API #,
RIBEE LR 4T % BRI E X EE, e LB BT RREE/AI, 1B AP %EE’H%%BE%E'UJ
REFRENSBHRERE KRk,

EXNRBIR, Service Mesh 7E user_key Eif S & API i, 1R API BAEE NS
B, Service Mesh &0 user-key F1k,

API B uE kBl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"
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MREHEERFOEFRNERNSHSOERITL, HFRBERENEM. F0 : BEEELHN "key" B
S PG APl B, 1B request.query_params['user_key"] 2/ query_params["key"].

1.21.4.1.2. N FATEFE ID N BB HEAT A E

1RYE subject BE LIRS HHY propertles 7T, Service Mesh 17 1’3*?&(%D1§?$ﬁ;&¢7’<?ﬂ“ iz
F D MM ARFE, NARFEEAEN, BREBEE LHKRXMH A EMNEREXEE, SF
FAREEMNLT, TLUFHEREIERS R ?%E?éﬁﬂ’*?&l:ﬁ B FRIE KRk,

EXNRBIF, Service Mesh RELEEEHNSHHPEIHNHRERF ID N BEFRE, MRFE, BIEK
PRk AT A B

N FR2FF 1D FN AR Sk 7 R w A

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ™"
app_key: request.query_params["app_key"] | request.headers['app-key"] |
action:
path: request.url_path
method: request.method | "get"

IMRERLEESOCETRNENSHIERIRE, HREBERENRAM. flm, EEEH
identification FIEHS A EH N AR ID, 1B request.query_params[“app_id"] X/
request.query_params|["identification™],

1.21.4.1.3. OpenID %Kit 5%

Z({E A OpenlD Connect (OIDC) 42iF 77/%, {£F subject FEXFH properties {E%E client_id &A%
7 app_key.

R LA ARIE AR A EREXI NN R, ETENRERES, BOMART (MARF ID) MR
azp THY JSON Web Token (JWT) fEHTH KM, EALRIEEZENE,

OpenlD $uk A& Bl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers["app-key"] |
client_id: request.auth.claims['azp"] | "
action:
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path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | ""

EFEXNEMRSTUES TE, OIDC JITE 3scale H5E, MUEE IR FHDIRAEE (1dP) FOIEE,
IRNZNIEERTPIIRSIES ZIRSHEBE RS Z 2 E B2 Request %, JWT HIFKH
Authorization PrL {5358,

£ TEE X H# RequestAuthentication ~f5ld, RIFEREH: issuer. jwksUri # selector.

OpenlD ZRBgHl

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: bookinfo
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs

1.21.4.1.4. R ERIUE A E

B LUEFEREGEIFER —NMEENRIE AL, MEEZEAAENMMEIL, MR AP @AM BERF ID/N B
TEFE AT ER R IR AL, ] Service Mesh &1{#F API #,

EXANRBIA, Service Mesh EEMSHHPRE—D AP, RBERIEKRIKL. MRERE AP #, &
EHEASEPRENBRERF ID ME, AREEHEKRRL,

BEAWIEAERA

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers['user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ™"
app_key: request.query_params["app_key"] | request.headers["app-key"] | ""
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] | "
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1.21.5. 3scale Adapter FEHrEE

EERINBERT, Esa@mnt /metrics i S A% O 8080 121 & fh Prometheus 157EUIRE, X LR
IR T REER 2R H 3scale 2 AR B 2 ANAHITE, ZIRSS#ITC N E Prometheus B Z IIAIFE A,

-
5 2 818 Service Mesh 1.x fRA#BLt, 3scale Istio ;&R A AN E N,

1£ Prometheus #, 1B/ EMA N RIHEFEHFIERAT, LUETE Service Mesh 2.0 RIFEIELLTHETr -

2% 1.31. Prometheus $#x

i1 RE ik

threescale_latency Histogram SERCER N 3scale ZIAIAYIE RIE
Re

threescale_http_total T8 | 3scale FIHATTE KM HTTP 4K
A R A

threescale_system_cache_hi it MEZE % FIKENE 3scale RETH

ts TE R

threescale_backend cache  if# MEIRZFIRENE] 3scale [FimAY

hits TH K H

1.21.6. 3scale Fif%k#F

3scale [FimZE1E N 3scale RS EE API WE iRt E%REF. XN ERESHRARERSGT, &
FEE LT UBREMN EE, RXEEAESFEIRmRZ,

—

ZINIB R T2 3scale Fif%kF. 3scale RimLGFEINES T EEEKRE], URENOIESS
MAEHRTREEEE RN SETE, B ERESUETRESE.R T,

1.21.6.1. )5 AR m% FHILR
UTRERARIREFENILSR
o LIRIEVHNIEH 3scale Istio Adapter BEIERIARSSHT, HIKLEIF, BRABIHEE.
o EREHREAFIHEIERSZTHS 3scale API BEEBZ T IERBI, XHEATREER,

o XEAAIE— 3scale Istio SEECEIHY 3scale BINNEETF, LUMEEIRHELR 3scale AP
Manager SKEIRIETIFTEHANESFER, XFE—F, BFIIREROHRIERSS,

o LIRMIZFT 3scale Istio SEER 2R HIAR 55 MM HI EL th IR 1 B HEE 3scale APl manager I, Jgimsk
FREH,
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o XiBE R 3scale BE(SaaS)FEMIER. H HAF Y 3scale APl Manager TE&E 7 —1
BRI M FAREMIEBAE AT AR AR, SEEFTEEZL 3scale AP EIEAFHIM LS FFEH
HIER T 2ath,

1.21.6.2. EAREIERMNFIG K
UTRERVRERMFIEGEK -
e J 3scale EEBFMFPUKERTERR flush & ENEH,
o XEERAE, MAHEL MEEFLHIFERF B A5 AR S THER,

o BIARLIHFKRMLEBIREFBIAZTETH, IXTB—EHERBLE, UR—EIFRE
BARR, XEURTFEMNERHFLENIFK,

o MREMBEAFLFBMREBBEHETHRERIUER, MAME APIManager IREHER, NS
RS HR T

o YERBEETLEREEREEWZRTHIBLAT, SNA—NRMANIT RIS XHHRE, X
AIEER A N5 APl Manager B R 72 7E R 45 4% 7] &,

o YUEBFRRN (BERMESIFEERFEIE KN FNREERERE) , i API EESRIBKE
e

o EEHRLFLIEITERN MRS ITHE, MARERLE, XRHFBLERTR,

* NEFJREESHLAFEENRE. MNARFMRSOEREHLAIE K,

1.21.6.3. Bt FECE X IE
TR T RimkFREXE
® 7 3scale EeE LI AR EI A F R EFin% FHIXE.
o REH 3 HBERHIEABHRES
o PARAM_USE_CACHE_BACKEND - i% &y true LAJE B IEIR4E 17,

o PARAM_BACKEND CACHE_FLUSH_INTERVAL_SECONDS - LAy BT % & 42 25
R API EIR3R2 FHURRIN ] (LARD R AL .

o PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED - &4 R #E1iE B T 53
ik 3scale APl Manager I, XERE R/ T FHIELENT AR S5HIE Ko
1.21.7. 3scale Istio Adapter APIcast emulation
L HIILL TSR, 3scale Istio Adapter &L APlcast B9 RINAT :

o YIHERTLIESE BT RETHNTERS, REIF HTTP 54 404 Not Found, 2Bz 403
Forbidden,

o L—/NERE NS REIMARIELLES, REIF HTTP 54 429 Too Many Requests, ZABiE
403 Forbidden,

o TE@iT CLI EMBVMENRES, X FiRkEATIEMARES, F120 : user_key MA=E user-
key,
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1.21.8. 3scale Istio S&HZ 2S48 IF

ERIBER B E 3scale Istio AL BB ETEA LR, MREBEEHRITEER T, HFRBUTHRE
BYHERR L [A] R

Y
1. F#{R 3scale-adapter pod 1E Service Mesh control plane €& 22 [A|FHiZ 1T :
I $ oc get pods -n <istio-system>
2. 127 3scale-adapter pod RLBERMHEAEXBE5IFMER, LMNBHIARA :

I $ oc logs <istio-system>

3. TEX 3scale SEERESEARRITHIR S ATIE KA, HHRAZ BV EREILNIER, FHRERE1%
W, & 3scale E&fdes AERINEHMER.

o MEARBEMARHRAT.

1.21.9. 3scale Istio S 2 EHERR T 1

fENEHE &% 3scale Istio &fcdr, EALER TARSISRENENT EEELF, ERUTIIREF
PRE RIS

e YAML 45 IER.

o R4 YAML E4,

o SILHF YAML AREEE TR FA RIS EE,

e XIiCfEF service-mesh.3scale.net/credentials #FRic AR %5 T E 1%

o LFEATIE service_id HLIBFZFRT, XILEM service-mesh.3scale.net/service-id TRICAR
FTEME, SREMRPATLEEFERE.

® Rule BE L HIRIEMFRMIMEIZF LGB E LR, &5 AR B8 22 [ F2.

® Rule BE LR match B30 AT BT A S RECEMIARSS ILEE, HEHRMYRLRBEBTHAFEN
BR TR

o [HEFEFH 3scale BHEE[T BV HHEEK URL #5iR,

e nstance BE X ¥REH) params/subject/properties £84 TTi%5IH app_id. app_key =X
client_id WIEFASH, RANEIEE THIRMNAE, WEHEASH. RLHMBNER, SEZSHA
5 B F A AE KA AL,

o EREINICEMFEREERSRTRGEET, HEFE ocexec HABMIERT, KReEFHAERE
K2R,

1.22. AR 55 MR B FE HERR
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AT ek 7 aMa iR A # A2 R Red Hat OpenShift Service Mesh B9 E LA, 1E OpenShift Container
Platform L£&BZE Red Hat OpenShift Service Mesh i, 15{# F LA T &8 4> 75 B BERR H B 8 i 7] 4,

1.22.1. T f& Service Mesh A&

BT RRIRERY LEREM Red Hat OpenShift Service Mesh kA, REE 7 ENAEEZMNMAGIRA,
® Operator hitA - &HTHRA N 2.2.3, Operator iR AS{IE R HAIREN Operator BIiRA, EH

Red Hat OpenShift Service Mesh Operator 2 #f Service Mesh control plane 9% /N As, FrLA
Operator AR AR &R ELLEM ServiceMeshControlPlane %REVAR A,

BF

FH R EIRFTH Operator fRASB I AT BH, BAXBINF Service Mesh
control plane F2¢ B &R FTHIR A

® ServiceMeshControlPlane k7 - ServiceMeshControlPlane k2R & % # FH 89 Red Hat
OpenShift Service Mesh k4, ServiceMeshControlPlane %RA ) spec.version = &I 1
FI AT REMEE Red Hat OpenShift Service Mesh BUZRIIFNECBi% B, {IE Service Mesh
control plane i, EAILAMERAUTHAHARZ —IXBIRA :
o Zff Form View FEZE&, i5M Control Plane Version 3 # Hi%EiERR A,
o 7 YAML View HEE, E1E YAML X4 Hi%E spec.version BIE,

Operator Lifecycle Manager(OLM)AR&EIE Service Mesh control plane #4, [ tk, Operator #1
ServiceMeshControlPlane (SMCP)HR A S AIREARLEE, BRIEMEFShHAL SMCP,

1.22.2. R FEHEFR Operator

PRAE AR ERSN, EFEBUTEM :
® {+4.=Z Operator?
® Operator £ AHHEER .
® OpenShift Operator #EHERRER 5o

® OpenShift REFEHEFR/N T,

1.22.2.1. 58 UF Operator &%

L% Red Hat OpenShift Service Mesh Operator f5f, OpenShift RTERRIIZRE Operator B BEIEIEBLUT
SR

o FRERRSY

o HIENHIREX
o HE

® pods

o EIFE

o Af
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% 13 SERVICE MESH 2.X

o ABYHE
® secrets

o [RSSMKF
® services

1id OpenShift Container Platform 2§l &
&R LAE A OpenShift Container Platform 2% & % 1E Operator pod @& A HFHi217,
1. 5%l Workloads —» Pods,
2. #%%¥ openshift-operators &% 22 i,
3. BIELLF pod @& FE, KEZE N running :
e jstio-operator
® jaeger-operator
e Kkiali-operator
4. %% openshift-operators-redhat 4 %2 i,
5. IiF elasticsearch-operator pod &5 FE, KAEZE M running,
M G1T
1. AN, %k Operator pod 8] A1 openshift-operators fp 22 [A] 21T :

I $ oc get pods -n openshift-operators

it Bl
NAME READY STATUS RESTARTS AGE
istio-operator-bb49787db-zgr87 1/1  Running 0 15s

jaeger-operator-7d5c4f57d8-9xphf 1/1  Running 0 2m42s
kiali-operator-f9c8d84f4-7xh2v. 1/1  Running 0 64s

2. HRLUTFSIIE Elasticsearch Operator :

I $ oc get pods -n openshift-operators-redhat

tonf Nl
NAME READY STATUS RESTARTS AGE
elasticsearch-operator-d4f590968-796vgq 1/1  Running 0 15s

1.22.2.2. IRS5 M Operator i FEHERR
NRIBE Operator [A]# :

o JiE Operator TR,
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o ISUFRZREEH] Operator 2 X IFMLIIERA, MARHEXRA,
o IGUFRA cluster-admin A3k %4E Red Hat OpenShift Service Mesh,

e [ Operator pod HEFR R EFES Rk Operator HX MR,

p= )1
i R R BEEBIT OpenShift ¥ & %% Operator, FoiEMEI 41T OperatorHub,

1.22.2.2.1. &% Operator pod H&E
BRI LAE A oc logs R B & & Operator Hi&, ZLIERIBER B RIZM H EREBhAR R T 10,
TAE
e T FE Operator pod B, EHAUTGRS
I $ oc logs -n openshift-operators <podName>

i,

I $ oc logs -n openshift-operators istio-operator-bb49787db-zgr87

1.22.3. control plane t2fEHE&

Service Mesh contro/p/ane H Istiod %, ERFJLNLLEIE control plane 4H4F (Citadel, Galley,
Pilot) &> ZAEI M, BRE SerwceMeshControIPIane A& BB Red Hat OpenShift
Service Mesh E’\Jﬁﬂﬁéﬂﬁh 0 284 A,

1.22.3.1. 56iF Service Mesh control plane 2%

1E0J3 Service Mesh control plane i, Service Mesh Operator {# & 7E ServiceMeshControlPlane %
TR RIEERNSBUH T TRE :

o % Istio HEHERZELLT pod :
o istiod
o jstio-ingressgateway
o jstio-egressgateway
o grafana
o prometheus
o wasm-cacher

e ifiFH Kiali Operator #R#& SMCP = Kiali B & X ¥R A HIE & O Kaili ZRE,

p= Y=
IREILLEE Kiali Operator B Kiali ZH44, T4 =2 Service Mesh Operator,
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° iﬂﬁﬁ Red Hat OpenShift distributed tracing Platform Operator, BAR#E SMCP =X Jaeger HE
Y FR P RIER B O 5 6 VBB E A 4,

&\ LAfE Red Hat OpenShift distributed tracing Platform Operator #

Elasticsearch Operator FHY Elasticsearch Hi & E Jaeger LHEF, MAZE
Service Mesh Operator,

@i+ OpenShift Container Platform #2Hl&

& B] LAFE OpenShift Container Platform web i & #45E Service Mesh control plane &%,
1. 5%l Operators — Installed Operators,
2. iF¥ <istio-systems &y & 22,
i

£ Red Hat OpenShift Service Mesh Operator,

a. /& Istio Service Mesh Control Plane#7:%: 171,
b. = control plane B9&7#R, 40 basic.

c. EELGENEMAUIBMNEER, 8T Resources ik, A LUEA B R45/NTHY
A, B, #ERFE Pod BIRASEZE N running,

d. 1R SMCP RAEIEREMIAIE, HGE YAML ST status: Hi LA TBESER,
iR [E% Operators — Installed Operators,
4. %% OpenShift Elasticsearch Operator,
a. m Elasticsearch #7271,
b. REREHIEH, 40 elasticsearch,
c. EEAENEVNENTIR, 154 Resources I,
d. MRRBFNEFEMAE, 1HRE YAML £ £ status: HHUTRESER,
iR [E% Operators — Installed Operators,
5. ##% Red Hat OpenShift distributed tracing Platform Operator.
a. = Jaeger FR% I,
b. REREHILFR, U jaeger.
c. EEAFNEMIENTIR, H L Resources LMK,
d. MRIREH ERAEMA, HRE YAML ETE ) status: HHEULTRELZES,
e. Ffin% Operators - Installed Operators,
%5 Kiali Operator,

a. B Istio Service Mesh Control Plane 7% 17,
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. EERERUEFE, 40 Kiali,
c. EEEENEMUBNTR, "H i Resources AT,
d. MRRBHEFE A, 1ERE YAML £ £ B status: HiHUL TRELZER,
MES1T

1. IZ1TLL T4, LAEE Service Mesh control plane pod & A AF IEEZ1T, H istio-system
B &% SMCP B& &2 [H],

I $ oc get pods -n istio-system

=1

NAME READY STATUS RESTARTS AGE
grafana-6776785cfc-6fz7t 2/2  Running 0 102s
istio-egressgateway-5f49dd99-19ppg 1/1  Running 0 103s
istio-ingressgateway-6dc885c¢48-jjd8r 1/1  Running 0 103s
istiod-basic-6¢9cc55998-wg4zq 1/1 Running 0 2mi4s
jaeger-6865d5d8bf-zrfss 2/2  Running 0 100s
kiali-579799fbb7-8mwc8 1/1 Running 0 46s
prometheus-5¢579dfb-6ghjk 2/2  Running 0 115s

wasm-cacher-basic-5b99bfcddb-m7751  1/1  Running 0 86s

2. FERLTHSIE Service Mesh control plane EREHIRE, HAEE SMCP & 22 [0 &t
istio-system,

I $ oc get smcp -n <istio-system>

%4 STATUS %122 ComponentsReady i, ZZEmIN5EmK.

it Bl
NAME READY STATUS PROFILES VERSION AGE
basic 10/10 ComponentsReady ['default"] 2.1.3 4m2s

INRIELRFHEFHEBZE T Service Mesh control plane, HIREM %K E 7~ UpdateSuccessful,

i Bl
NAME READY STATUS TEMPLATE VERSION AGE
basic-install 10/10 UpdateSuccessful default vi1.1  3d16h

3. 0K SMCP K538~ 7 ComponentsReady LIAMIERINE, EiE SCMP BHREHH status:
B LURINEZE R,

I $ oc describe smcp <smcp-name> -n <controlplane-namespace>
it Bl

I $ oc describe smcp basic -n istio-system
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4. FRAUTHSRE Jaeger BBBRIKRE, HA istio-system EHBE SMCP Byan 422 ],

I $ oc get jaeger -n <istio-system>

it Bl

NAME STATUS VERSION STRATEGY STORAGE AGE
jaeger Running 1.30.0 allinone memory 15m

5 FRUTHSKE Kiali SPEMRT, Hrhistio-system 258E SMCP Byan & 226,

I $ oc get kiali -n <istio-system>

it Bl

NAME AGE
kiali 15m

1.22.3.1.1. ¥[7] Kiali #2485

&R LATE Kiali 25 & R EF N ARFEIN. BEMNET. MREHNRSSEEINE, Kiali #6680k E
BT RS EERIER. BALEERARIG RN EMEAGEXNER, SEMRNBER. RSUKG
o Kiali LN R & 22 B 5 ER ALK,

Z 0] Kiali #5185, B%EHEE T Red Hat OpenShift Service Mesh,

RETIRAIR T U517 Kiali #Z2H& KR,

INRIEHE Kiali #HEIBE URL, BRI AERED B, REFHE URL, HEAUTET

B G SR
1. [FAEELA®EF OpenShift Container Platform Web 124,
2. = Home - Projects,
3. MABEYE, 7E Projects THE L, fFMAIESRREKIEEM,
4. RIBEMEF, Fla0 bookinfo,
5. 7E Project details TIEA, X Launcher 4 # Kiali f5#%,
6. A5 1] OpenShift Container Platform £ & BRI A R EEE X E Kiali 1#£515,
i;g??ﬂ Kiali #EHIBH, RaFE Overview TH, ERETRRFSMEHERNEENRE

MREIIE T BB RE, BRLEEILEERMEIMEH, NATEETE LT istio-system L4
BIETEE,

R NGRS BR
. AL ARAEER OpenShift Container Platform Web 5§ &,

2. H:f Project,
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3.

»

5.

6.

B WNE, 7E Project Details TIE L, AT E2FRETHKIIE AT,
RUTERAFR, 5140 bookinfo,
£ Project TIEA, X Launcher 4 # Kiali f5#%,

¥ Log In With OpenShift,

1.22.3.1.2. /j[n] Jaeger 2l &

EijjIn] Jaeger ¥ZHIE, BUHINREHEE T Red Hat OpenShift Service Mesh,

BB BRG] Jaeger EHIA

INRIEFE Jaeger #HIEHI URL, ERIEREHE. MREFHE URL, EFEALTER

M OpenShift 2§ &85 5%

1.

BLEA cluster-admin FU BRI A F* &1 & X OpenShift Container Platform web &, 1%
{8 Red Hat OpenShift Dedicated, M7iHE—1~E7% dedicated-admin & &K,

# A Networking - Routes,

£ Routes TTE™, M Namespace 3 HH1%4H5 Service Mesh control plane JiH, 40 istio-
system,
Location %Il [E /R & B& B RE S I,

MAVE, FRITEREE jacger BH, HiKRE B UEHEHE

¥ Log In With OpenShift,

Kiali #2215 895 5%

1.

2.

3.

JE 5 Kiali #%1&
HEH AN S MBI/ Distributed Tracing.

¥ Log In With OpenShift,

Wi CLI e S IR

1.

190

LLEA cluster-admin B &8 - B 15 & % OpenShift Container Platform CLI, #15{# A Red
Hat OpenShift Dedicated, Mw%iE—E%F dedicated-admin & &HIIKF,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

ZERAGSTEINREFRE, HHALTHS, EAHS, istio-system =2 Service Mesh control
plane #8445 22 [H],

I $ export JAEGER_URL=$(oc get route -n istio-system jaeger -o jsonpath="{.spec.host}')

AN 1 28355 A hitps:/<JAEGER_URL>, i <JAEGER_URL> 287E £ —% & IRk
=28

. FEREB T 15 OpenShift Container Platform 2 & #IMERE B 7 £ MBTLE R,
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5. MNRESFHERSRINBIARSS MR FER T trace, ERILUERTESSH Find Traces RHE 3R
trace ¥,
MREERIFIESR A%, AR ER trace #iE,

1.22.3.2. Service Mesh control plane #EEHER

INRIZIEEBE Service Mesh control plane & E n] &,
e 7% ServiceMeshControlPlane % ﬁtc{éﬁ—/\’:} 1R B9BR S50 Operator BT EH, AR
&M istio-system T B HRfl, BEREEE5EE Operator FMIIRFSHITIE 9 FF, T LATEEA
Tji E #EBE control plane,

e 7ffa{r ServiceMeshControlPlane #1 Jaeger BE X FREHEEZR—TBEF, Flal, WEERER
istio-system Zji B,

1.22.4. % #iEF ST AR HER
HEFE R AERRE, BFEEMESIRS P RIRS 2 F8FTE ASH ML E.

Red Hat OpenShift Service Mesh it F v FBF2F pod A4 proxy sidecar 34 N 2 FF 1R AR 55 R A& Th

Hbo

1.22.4.1. sidecar 3 AFEHER

Red Hat OpenShift Service Mesh A& B FCEE sidecar ¥ A pod, AR sidecar 3E Ao

1.22.4.1.1. Istio sidecar ¥ A tX[=HEFR

KREEHWNARFENSERESSERTEIEA, ﬁﬂ%ﬁ Envoy REBFRTBEA,
spec.template.metadata.annotations #J Deployment FEH 1/ 1%8 —1 sidecar.istio.io/inject:"true"
/Eﬁ*o

1.22.4.1.2. Jaeger 32 sidecar JF ASRFEHERR

KREENNARFNBERRRERTEEA, MREAT Jaeger KIEEMBZEA, Deployment 7
JRFRR1%E — sidecar.jaegertracing.io/inject:"true" ;.

MNEAB X sidecar FAMEZER, ESHOREBEIEA

1.23. ENVOY RRIZHFEHERR

Envoy RIBEH KRS MA& AR A RSH AL B IEHRE, Envoy MR WEFIR GRS MG LHIZN,
Envoy &7EE—1 pod F#ERE NHEXIRFSH sidecar,

1.23.1. )2 A Envoy ViR A&
Envoy ViR B & A F2RTREMEFR, FHEBmIIRRERD W,

EHAFA istio-proxy BesE A RIERE, &4 ServiceMeshControlPlane (SMCP) X &4 B & ki H i
iIp gL

it
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1. LLEHA cluster-admin AEBAE - 515 &k OpenShift Container Platform CLI, % ALL R &%,
REEIRTI A G AE - 2 B,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443
2. tNHR| %% Service Mesh control plane BT H, 1 istio-system,

I $ oc project istio-system
3. 4wl ServiceMeshControlPlane 314,

I $ oc edit smcp <smcp_name>

4. AT RBIARR, A name IEERERAEHXHS, MREEH name i5EH, NFEEAHR

HxEE.

spec:
proxy:
accesslLogging:
file:
name: /dev/stdout  #file name

MFA pod MABBHRNESER, HSHAE pod (14

1.23.2. RIS #

INRIBTEHIT AR YR B FE N RF2 K OpenShift Container Platform BP&F I, 1515 R] LB | |1
Wik, BITLIEE ] R

o HSRIFENWLNERIAE, THREIETRBEXHNXXEMRRS R,
o R HLLLINESHF,
o Jjln| E M A,

BN ERE PRI, KA LE OpenShift Cluster Manager F{# [ Insights. Insights 3244t 7 [ A 140
R, #EETANBERT, RETNAARRHNER,

INRIET A B EASBOHEIN, AT EMER, B HERXEESHRR JIRA 1#, EREEREFE
&, NETZFF OpenShift Container Platform AR,

1.23.2.1. XFLLE AN E

AN E R EENAB UBERAZE A RLIEN™ RMEAR, AEMIRESENXE, ™ mXY
LS, BT R, BEMFEALIET RNRESEK. 74, SOTUEREMNENMERAR, HiZ
BTV BOAR IR R R FO# N UIE R

1.23.2.2. HRAMEANAE

NRH I OpenShift Container Platform [Al@, f&aI LU HTIERR, DAEAENIAEFREEFEMEX
HIfR R 2R,

FRFZM
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o [MBLMEEST MK,

1 BB ZER 1 Wik,

2. BELABEFAFMEERFED, MASHEEXNXEFHFRE, S :
® OpenShift Container Platform 2044 (40 etcd)
o MXAFI (i &)
o TE, HRHEMEMSN M SRENIREEX

3. = Search,

4. %% OpenShift Container Platform /= i 25,

5. EAB LB EHIESEE Knowledgebase,

1.23.2.3. XF must-gather TE
oc adm must-gather CLI (s SR INER BN FRARFENERFER, % :
o HHRE X
o RFSHEE
FIANESR T, ocadm must-gather fe S{EARIANEHHER, FHEA /must-gather.local.,
FH, ERLERELNSH TR TRERERKER, WELTER AR

o EBREE—NPHRLNMFEINBENEXIIEIE, 15EMA —-image SEFESR, ML TERD AR,
o -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.9.0

o TWEHITHER, 15E M -- /ust/bin/gather_audit_logs 2%, LU TR AR,
f5gn -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

' VERBRIE BEA—ES, FAKETITE BRI THEIA N,

L 1%5217 oc adm must-gather I}, &EEFRHTIIE H QB — N BRI EFFHIHET pod, 1E1% pod LUK
SHBUE, FHREFZELL must-gather.local FFLHI— N E R, LEREHFITEERPUIE.

o -

| NAMESPACE NAME READY STATUS RESTARTS AGE
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openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s
openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

1.23.2.4. X F LR 55 PR BUE

&5 oc adm must-gather CLI e 5 RIREB XREHMER, 21E5 Red Hat OpenShift Service
Mesh HHXHITNBERINT & :

FoRFM
o (FAEH cluster-admin & &M iR EEE,
e B.% % OpenShift Container Platform CLI (o¢).
UK

1. E{# A must-gatherli%k Red Hat OpenShift Service Mesh #iE, B8 E Red Hat
OpenShift Service Mesh £i44.

I $ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8

2. EffF must-gather 7145 Service Mesh control plane 34 22 8] 15 Red Hat OpenShift
Service Mesh #(#g, B3 E Red Hat OpenShift Service Mesh (& ep & 22 (8], TEAHFIH,
¥ <namespace> & i 1{& M Service Mesh control plane 34 22[8], 0 istio-system,

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8 gather <namespace>

h T IRBIRESL R, HEIRM OpenShift Container Platform #1 Red Hat OpenShift Service MeshBJiZ i (S

/BN o

1.23.2.5. R 3 X FFIn| @ A1

FoRFM
e B%% OpensShift CLI (oc) .
o MBLIEER 1RSI,

o EALLIGA] OpenShift Cluster Manager,

1 BSRE| LIMER ] s Fi%F SUPPORT CASES - Open a case,

2. NIEBRIERESE LIRS (40 Defect / Bug) . 7~ & (OpenShift Container Platform)#1/™ &
WA (RLEBEBERNIN48) .

3. BEERENAEMAERRARIR, el TRSSEERENHHEX, MRBIWHNESR

iR RX AN A, 1% = Continue,

4. EA—NETH AR EER, R FEERIFMER, URETHLR,
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1.

% 13 SERVICE MESH 2.X

BEERHMMHELBRNERAARIR, SlUESSEERSENREEX, XMNIRITERE
Y50, RNEEQRMUSEATERPRETELZER, NRBUNXESERZINAE, 1§
= Continue,

. HBRRMMKPERRERN, WRFE, HHENAZE,

107 B EEF B OpenShift Container Platform 588% ID @& 1Ef, MIRAIEM, EFoIiREER
D,

e {#f OpenShift Container Platform Web £ & F5hik185%EE D :

a. 2% Home - Dashboards —» Overview,
b. 1Z{E81E7E Details 8 Cluster ID Wid,

o 54, AT LUET OpenShift Container Platform Web 168 BB FREE, F
BIEREE D,

a. MIEESHMZE (?) help— Open Support Case,
b. Cluster ID B{ER#EBIIET .

o Zf#HH OpenShift CLI (oc) FREXEEf ID, HZITLA TGS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

. SERR LA TR REAE, s Continue:

o EBEWMEBE T XN ? HLIME?
o AMINEMLIHELZE? KEME?EERE? BERAERENELE?
o JEHRALX A AR B L S5 BRI R S AR KBS R 7

. EERBXEZEEIE S H S Continue, EIZHEA oc adm must-gather 55 IERIEL

BHEVER, FREZNHDEERENSERNEEFEEXHEthEE.

. B AR AREEERE, = Continue,

FBE IR E, < Submit,

1.24. SERVICE MESH CONTROL PLANE g & &%

IR LLE T SR ER A ServiceMeshControlPlane (SMCP) ¥R 0I5 LE E X SMCP FiRkBE X
Red Hat OpenShift Service Mesh, AZZ &40k T AT F SMCP HIRAIES &1L,

1.24.1. Service Mesh Control plane £#{

TXRFH T ServiceMeshControlPlane %R S5,

3% 1.32. ServiceMeshControlPlane % RS

£

sk RE
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B sk

APIVersion & X3 RBVIXNRTE
IR A1 B schema, BRSS2R4H

HIRRR N BRI ERE, FF
GIE: sk ST

., ServiceMeshControlPlan
e kA 2.0 B9fEh

maistra.io/v2,

apiVersion

kind kind @—DFRFERE, RRIER

FrAEREY REST HR,

KFXA
ServiceMeshControlPlane =&
BB TTEEE. BRI LN Service
Mesh control plane ZRERH—1
ARSI T/E, Bl
basic.

metadata

Itt ServiceMeshControlPlane
TR RS R, X EIEAM
Service Mesh control plane BIRfT

BHGHHE BT

spec

It ServiceMeshControlPlane
B U ER S LR ZE B Service Mesh
control plane F9ZH 4,

status

£S.!

ServiceMeshControlPlane hix
7 2.0 M98y maistra.io/v2,

ServiceMeshControlPlane 2
ServiceMeshControlPlane ByME—
BMIE,

FREER

T&RIIE T ServiceMeshControlPlane FR#IAE, BHXLSHEE Red Hat OpenShift Service Mesh

Hit,

3% 1.33. ServiceMeshControlPlane % RH14&

B

ek
B hnZH 44 addons BB Service
Mesh control plane ZH 44z 4B
ATheE, Wil LSRIBIRTFENE,

cluster cluster S#FEEHNEBHELE
(EBEATR, MLSATR, SEEE.

MR BREF)

gateways &R LA A gateways SEH W

MEEADFMEOMXK,
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3scale. grafana. jaeger. kia
li #0 prometheus,

meshExpansion. multiClust
er. name 1 %%

enabled. additionalEgress.
additionallngress. egress. i
ngress # openshiftRoute



B sk

general general ZEARETHEEMLE

#AE A E L Service Mesh
control plane E2i&,

& LA policy S5 Service
Mesh control plane fid &SRB
spec.policy.enabled 1% &7
true & /5 A SRER IO 2,

policy

profiles &R LAE A profile SHUXEBRT
RINER
ServiceMeshControlPlane &2

[CE N

& LU proxy S ¥k E
sidecar FIERIAIT N,

proxy

AT LAE A runtime SEEE
Service Mesh control plane 8

14:0

runtime

security ZERITEN Service
Mesh control plane BoBZ £ M4
[E18

techPreview S/t /- B 1517 17]
FORTIE R BIThEE,

techPreview

R
spec.mixer.telemetry.enable
d #iZE S true, NENSWE
Mo

Telemetry

tracing & A LUE A tracing SECHMIEE

A2 H=EER.

% 13 SERVICE MESH 2.X

logging #0
validationMessages

mixer remote =i type. type 7
Lg% & Istiod. Mixer =
None,

default

accessLogging. adminPort
. concurrency #l
envoyMetricsService

components # defaults

certificateAuthority. control
Plane. identity. dataPlane 7
trust

TER

mixer, remote, #ltype.type &I
Lg% & Istiod. Mixer =
None,

sampling, type type T % B
5y Jaeger = None,
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£ fed AIRESH

version IRETLUE version S8 EE FrFE
ZEER Service Mesh control
plane B Maistra kA, H{EMAZ
MR A 1] 22
ServiceMeshControlPlane
Ff, 4 Webhook &3 AKXE
FEFIMRAR, &8 ERABFTH
ServiceMeshControlPlanes
WEN v2.0, WEHEERAR
ServiceMeshControlPlanes
S2RBHKE,

ControlPlaneStatus X ZRAR 55 M B Y BIA 5.

3% 1.34. ServiceMeshControlPlane % & ControlPlaneStatus
¥R ek RE

annotations annotations S = ERIA- 89, ToEECE
BEZRAKESESR, W
ServiceMeshControlPlane 8
ENHGHE, PRTIEocfE
AiXERE, e ARTE
JSONPath FRiA R AT ET R,

conditions RENRLUFPR TN RIS FREB
i, Recoveryd %7 Operator
rLETERE
ServiceMeshControlPlane %%
JRAER & T B 2R B H A S R
KRB, Installed B REE L
Service Mesh control
plane. Ready B R2&EfFE
Service Mesh control plane ZH44
#EFLLE,

components LB ERER Service Mesh FREB
control plane ZH#HBIR

appliedSpec NMAABEESFEXNEELT  ControlPlaneSpec
A,
appliedValues FAF AR chart B9 values.yaml, ControlPlaneSpec
chartVersion & — RN FRA EE A& 2R AR FRIEB
P
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&5 13 SERVICE MESH 2.X

B4 i Hah i

observedGeneration PHISSERFIASRRTRENE B
. WEHRMERSHNRNIEFEE
BAEX, MR

status.observedGeneration
Iii5 metadata.generation <[t
f2, MK status.conditions

BEELTFRIRS.

operatorVersion REAIR I BTIRAY operator AR FRE
&,

readiness HAHEFIFAE TR IR T, FrFE

X1l ServiceMeshControlPlane & V. 8 S A XS,

ServiceMeshControlPlane ¥R

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
proxy:
runtime:
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
tracing:
type: Jaeger
gateways:
ingress: # istio-ingressgateway
service:
type: ClusterIP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- name: https
port: 443
targetPort: 8443
meshExpansionPorts: []
egress: # istio-egressgateway
service:
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type: ClusterIP
ports:
- name: status-port
port: 15020
- name: http2
port: 80
targetPort: 8080
- hame: https
port: 443
targetPort: 8443
additionallngress:
some-other-ingress-gateway: {}
additionalEgress:
some-other-egress-gateway: {}

policy:
type: Mixer
mixer: # only applies if policy.type: Mixer
enableChecks: true
failOpen: false

telemetry:
type: Istiod # or Mixer
mixer: # only applies if telemetry.type: Mixer, for v1 telemetry
sessionAffinity: false
batching:
maxEntries: 100
maxTime: 1s
adapters:
kubernetesenv: true
stdio:
enabled: true
outputAsJSON: true
addons:
grafana:
enabled: true
install:
config:
env: {}
envSecrets: {}
persistence:
enabled: true
storageClassName: ™"
accessMode: ReadWriteOnce
capacity:
requests:
storage: 5Gi
service:
ingress:
contextPath: /grafana
tls:
termination: reencrypt
kiali:
name: kiali
enabled: true
install: # install kiali CR if not present
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dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali
jaeger:
name: jaeger
install:
storage:
type: Elasticsearch # or Memory
memory:
maxTraces: 100000
elasticsearch:
nodeCount: 3
storage: {}

redundancyPolicy: SingleRedundancy

indexCleaner: {}

ingress: {} # jaeger ingress configuration

runtime:
components:
pilot:
deployment:
replicas: 2
pod:
affinity: {}
container:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi
grafana:
deployment: {}
pod: {}
kiali:
deployment: {}
pod: {}

1.24.2. spec B

1.24.2.1. S

% 13 SERVICE MESH 2.X

TER—NRAl, ©ERT ServiceMeshControlPlane X5 H spec.general 2%, L% T RSHEME

BfER.

MESERH

kind: ServiceMeshControlPlane

o)
apiVersion: maistra.io/v2
metadata:
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name: basic
spec:
general:
logging:
componentLevels: {}
# misc: error
logAsJSON: false
validationMessages: true

£ 1.35. Istio BB

S Uiy
T/ Service Mesh EA
I logging: control plane H{4EEE

B&ILT,

RFREEAHEBEELI, AIRERY(E ~ER
logging: % : trace. debug. in
componentLevels: fo. warning. error.

fatal. panic.

AIRERY(E REM
logging: % :trace. debug. in
logLevels: fo. warning. error,

fatal. panic.

BFER=EA JSON true/false REH
logging: B,
logAsJSON:

AT istio.io KGRI true/false TEH

B8 XX FHaM B R+

I validationMessages ~ ASFEH/ERAKEERLIE
MEBHERIEEFR,

1.24.22. BBESH

I&E LUEF ServiceMeshControlPlane W RECBEO/ETES FHANEE, MNREEEE profile 1%
&, Red Hat OpenShift Service Mesh $}# BV IAELB 5,

TER—=Al, ©&ESRT ServiceMeshControlPlane % &k H spec.profiles ] :

RERSHRH

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
profiles:
- YourProfileName
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BXRUBEEENIEE, ESHOE control plane BRES,

BXZLEENFS, 1S Mutual Transport Layer Security(mTLS),

1.24.2.3. techPreview &

spec.techPreview S5 11 B 115 I HOR T B B9 Th 8L

BF

Frel,

1.24.2.4. BEESH

s
I,

THRERT LAE A P iR B RO Th BE,

% 13 SERVICE MESH 2.X

BTG SRR LR AR F R L (SLA) 2, BMseameH T, LT
FEEFEHREREN], XERART
FABRBRBE L, ARIBERATHREXFEENESER, HEHEATIT

HAENRE

LU FRfIER T ServiceMeshControlPlane %5 # spec.tracing %, LARAASHMEMNER.

BERSEBURH

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 100
type: Jaeger

% 1.36. Istio BIES K

¥ sk

HIESRRTE T Envoy £
A RX trace BIFIER, &
AT LA {5 A 4 S SR i
BERRIIREERE 2
tt.

tracing:
sampling:

Bl Jaeger 2ME—FF
BBEREE, BINEHA
Jaeger, EEMELR,
1 type SHIEEN
None,

tracing:
type:

1.24.2.5. version 3

i1

0 10000 = [HHIEEEL
8, K3 0.01% B
(0 B/ 100%) . I,
FHE X E 7 10 S
0.1% B9E K, SHEXEN
100 S3#EE 1% BIEK,
BN 500 S3EE 5% B
1HXK, WE 10000 &3
FE100% HIiE K,

None, Jaeger

LS WINE]

10000 (100% trace)

Jaeger
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Red Hat OpenShift Service Mesh Operator X FF& & A AR A# ServiceMeshControlPlane, &7 LA{#E
FA version S8 E E LM Service Mesh control plane it A, NRETECIEE SMCP & B18E version
SH, Operator RfFHE X NRFIAE : (2.2). IHA ServiceMeshControlPlane X R &1E Operator 74
I RERREBERANEE,

1.24.2.6. 3scale idi&

TREET ServiceMeshControlPlane %EA B 3scale Istio SEAC RIS,

3scale Z#HURHI

spec:
addons:
3Scale:

enabled: false

PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE _LOG_LEVEL:info
PARAM_THREESCALE_LOG_JSON: true
PARAM_THREESCALE_LOG_GRPC: false
PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS PORT: 8080
PARAM_THREESCALE_CACHE_TTL _SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_ INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60
PARAM_USE_CACHED_BACKEND: false
PARAM_BACKEND CACHE_FLUSH INTERVAL_SECONDS: 15
PARAM_BACKEND CACHE_POLICY_FAIL _CLOSED: true

% 1.37. 3scale ¥

SR 1 pu {2 2KIMA
enabled A 3scale EfdER true/false false
PARAM_THREESCA 7 gRPC RGSE8ENI  BRImOS 3333

LE_LISTEN_ADDR ok

PARAM_THREESCA &E&/IBERELA, debug. info. warn. info
LE_LOG_LEVEL errorsi none
PARAM_THREESCA RE&FHEERALIH true/false true
LE_LOG_JSON JSON

PARAM_THREESCA HERESAJRPCERE  true/false true
LE_LOG_GRPC
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¥

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S_MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

PARAM_BACKEND_
CACHE_FLUSH_INT
ERVAL_SECONDS

PARAM_BACKEND_
CACHE_POLICY_FAI
L_CLOSED

sk

B EUEE 3scale REiH
BRI BIRFIRES

Prometheus

% & 3scale /metrics i
=AU B s O

EMZEFRBIRT TR
BT RFRIIT(E] (LAY

fir)

F RIS TR AL 1A
B[R]

TEE RIS A /T LMRFAE SR
FHHRATIER, &H
SER%E

HESFRHESPRRT
SRV B EHELRE

1z F 3scale API i £
YFBTUEBIE, TR
& A tEThEE.

2% 1E% 3scale RAEMGE
THE RETFFNE

TR MR B Y
RAME (+/-10% #
1)

RN true, MIZEHH
BIUEROE—TRE
apisonator Z&1%

MRBRATBEmERE, X
S7E 3scale B ERIFT
SRS [E] [E]RR (AR R
FfI)

BYEREELTEORR
ESRER, Tib=HEY
(BxH) L2 (T
FF) EHXK

11

true/false

BRimOS

I E] (AT RR (LARD Sy BAAL)

I E] (A1 R (AR BAA)

BNEE

BNEE

true/false

S [E] (AT RR (LARD S BAAL)

I E] (AT RR (LARD Sy BAA)

true/false

I E] (AT RR (LARD Sy BAAL)

true/false

% 13 SERVICE MESH 2.X

AE

true

8080

300

180

1000

false

10

60

false

15

true
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1.24.3. RESH
status SR 7 RS MR LR S, XS 2 H Operator £, BRI,

% 1.38. Istio RESH

B4 Hah e

observedGeneration PHISSTERFASRRTRENE B
Mo WEHRMERSHRNIEEE
BAEX, MR

status.observedGeneration
Iii5 metadata.generation <[t
fic, A%k status.conditions
BB F&IIRE.

annotations annotations S = ERIA- 89, ToEECE
BEZRANKESER, WH
ServiceMeshControlPlane *f
REPEWHHRE, dHTIE
oc FRAXLRE, SR ARITHE
JSONPath FRiA R AT ET R,

readiness B FIIAA FIRM AR S, FRE

operatorVersion a0 I R Operator AR FRE
o

components LB ERER Service Mesh FRE

control plane 4B,

appliedSpec NAMARESREEMMNEE LT  ControlPlaneSpec
A&,

conditions KRN RGPS S TR FRE
i, Recoveryd %7 Operator
BEmS

ServiceMeshControlPlane %%
TR ER & ) B 2R B H A S R
R, Installed RRLET
Service Mesh control

plane, Ready FR/=<Fi& Service
Mesh control plane 44 & 27t

2R

chartVersion & — RN FRA FE A& 2R AR FRE
o

appliedValues 4y values.yaml x4, BT ControlPlaneSpec
4R chart,

1.24.4. L ¥R
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% 13 SERVICE MESH 2.X

o HXUE7TE ServiceMeshControlPlane FRFPEEBINENEZER, HSHLLTHERE :
o L&k
o MEEE

o fEIFLBER

1.25.KIALI ic ES#

% Service Mesh Operator 3] ServiceMeshControlPlane fif, ©th& 4N Kiali TR, A, 2 Kiali
Operator G| Kiali SEHIFT &6 XM R,

1.25.1. 7£ SMCP H#E7E Kiali B2 &

& 7] LATE ServiceMeshControlPlane %R addons S84 ELE& Kiali, ERINER TG Kiali. ZZ2HA
Kiali, ¥ spec.addons.kiali.enabled i% &7 false.,

ERLLET A THF G X2 —187E Kiali Ed &

e 7f spec.addons.kiali.install T35 ServiceMeshControlPlane TR H Kiali BBE, X NAE
B—LRRFI, FEH SMCP #i&%E Kiali EBERITTETIZ,

o MEMERE Kiali 251, FHIF Kiali FIRHIAFRIEE 7 ServiceMeshControlPlane #RAH]
spec.addons.kiali.name B{H, E%IES Service Mesh control plane MR8 6p % 22 [H] FF'@'JL
CR, %0 istio-system, #RF/E5 name EIT_UEEEI’J Kiali %i&, control plane $FECE 1% Kiali TTiR
LUATF control plane, iXANAERELEIE Kiali KRPRLBEE X Kiali BBE. i&EEE, FRALA
%, Kiali R ARFEERASH Service Mesh Operator &3, #5752 accessible_namespaces
FZK, LLK% Grafana. Prometheus #13&EREIIH s,

Kiali B9 SMCP S&75Hl

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
addons:
kiali:
name: kiali
enabled: true
install:
dashboard:
viewOnly: false
enableGrafana: true
enableTracing: true
enablePrometheus: true
service:
ingress:
contextPath: /kiali

£ 1.39. ServiceMeshControlPlane Kiali %%
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B¥ ik {8 IAH
Kiali B & X FHRII &R, FREB kiali
spec: MRFES name EIL
addons: ECHY Kiali CR, Service
kiali: Mesh Operator &%
name: CRAT%R%, MREE
Kiali CR, Operator $§{#
FAiXA~ B #RF0 SMCP
1B EMBCE LA —
™o
XNSHEANER true/false true
kiali: Kiali, EXINER T/HEA
enabled: Kiali o
INRME Kiali FHRAE
kiali: 1E, 1H%RE Kiali FTE,
install: g
addons.kiali.enabled
¥ false, Il install
B 2 BEE,
Kiali fR B U FRARPBCE
kiali: S,
install:
dashboard:
M Kiali #26 & f5 Fs 22 true/false false
kiali: AREMEER. 5AR
install: A EERE, BAPEE
dashboard: &/ Kiali =55k E KR
viewOnly: Service Mesh,
HF true/false true
kiali: spec.addons.grafana
install: ER &R Grafana i £,
dashboard:
enableGrafana:
HEF true/false true
kiali: spec.addons.promet
install: heus EEEH
dashboard: Prometheus I .
enablePrometheus:
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SR b A 2IAMA
BERIRYE Jaeger HE XL true/false true
kiali: BR AL B & R .
install:
dashboard:

enableTracing:

5 Kiali &EXBH

Kiali: Kubernetes IR 5 HIED &
install: S,
service:
BAFHRENBRFENGT &R TEH
kiali: AR,
install:
service:
metadata:
BAFiEENARHALGN F/H TEH
kiali: BR S5 RO SRR,
install:
service:
metadata:

annotations:

BAFHEEENRIALGN F/H TEH
kiali: R 55 BRI PR
install:
service:
metadata:
labels:
BTFiEE@T OpensShift FEMH TER
kiali: Route ViR ZH 4 BIAR 5589
install: FAE R,
service:
ingress:
BAFiEEVARHAGN F/H TEH
kiali: BRSS A ORI S E R,
install:
service:
ingress:
metadata:

annotations:

209



OpenShift Container Platform 4.8 Service Mesh

B¥ ik {8 IAH
BAFiEEaNARHAGN F/EH TER
kiali: AR5 A OB AR,
install:
service:
ingress:
metadata:
labels:
BT hHE5HEXRENRS  true/false true
kiali: H7E X OpenShift
install: Route,
service:
ingress:
enabled:
BATFHEERSHLETIE &S TEH
kiali: =
install:
service:
ingress:
contextPath:
FF A8 OpenShift FREE TER
install: RHEEE—1ENG, =
service: FHNARTEENIRIAE
ingress: M.
hosts:
T/ OpenShift B EMH
install: BCE TLS,
service:
ingress:
tls:
BAF HHEHGRIARSS B TEH
kiali: Values.
install: <components.servic
service: e.nodePort.port 15
nodePort: nodePort

1.25.2. 7£ Kiali B & X FRAIEE Kiali ELi&E

& LLEIE TE Kiali B E X ¥HR(CR)M A2 ServiceMeshControlPlane (SMCP) ¥R ELE Kiali 3 E % 5%
£BE X Kiali #8F. XMEEBM KN "HER Kiali', B NEERE SMCP ZHHEEN.
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% 13 SERVICE MESH 2.X

= -3
RNIER —fp A 28 (A ERE ServiceMeshControlPlane 1 Kiali B E X %R, 540

istio-system,

& A LABC B FIERE Kiali S, #AEH Kiali R name $8E 5 SMCP %R H
spec.addons.kiali.name B{f., NRFES name (ELELH Kiali CR, Service Mesh control plane $${&#
AMlARE, INAEATLETELEE X Kiali BiE,

1.26. JAEGER EZBS %
4 Service Mesh Operator #32 ServiceMeshControlPlane ¥REf, B Ao HRBEREIE %
Service Mesh {# Jaeger #1792 H N IBER,

1.26.1. |5 A REER
& AT LB £ ServiceMeshControlPlane TFRE 15 EBERR B FNMEREF B2 H N IBER.

EXAM all-in-one Jaeger

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 100
type: Jaeger

BRI, Jaeger eME—Z#FHUBERSEE,

NS H Jaeger, ZEMERR, ¥ type XEN None,

HWEESRRTE T Envoy REBAERK trace MINIER, ,.'I_JLMEFH?Eﬁij_lﬁél%?"“%ﬂHLE,T%,JJ&":E’JL%?TEQ
tbo BRI LRI MM R ELA R BB WA EIRHIEEREE L XE. E7 LU sampling BEiE H—

RIS, KK 0.01% 18K, a0, SHEIXE N 10 SHEE 0.1% trace, fFHEXEH 500 FRMIE 5%
trace, WE N 10000 X F 1+ 100% trace,

SMCP i+ BB 1L IHES] Envoy HITEER, fEAILUTE Jaeger BE U HTEHELE Jaeger JBER
HFEER,

1.26.2. 7£ SMCP A{57E Jaeger ECiE

& BT LLTE ServiceMeshControlPlane 7R addons E3 D ECE Jaeger, B2, EAILUIE SMCP L E
E’JP\]@E LERR I,

¥ SMCP FEE 8 21584 Red Hat OpenShift distributed tracing Platform Operator I, ©&fiiA =
FhERE RIS 2 — : alllnOne. production 5% streaming.

1.26.3. ED HAEEHETE
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AHAENBERTEAEETIE LHEBERE, EAI LT Jaeger BE X HIR (CR) XI5 EERERIG, HRG)
BoMNBERTES LB, Red Hat OpenShift distributed tracing Platform Operator &5 f L B2 & ST
BB EREBRTRBIN &K

Red Hat OpenShift distributed tracing Platform Operator BaIZ# L FERE KK :

e allinOne (Fi\) - KRB EERTH A, NiAIEREN, STATFETUE, TENEmRAEHE
Agent, Collector #1 Query RS EITERK LN THITXE, (BN BENERREREME, &7
LATE SMCP HEg & ItE 2R E SR BK.

REFEEIRFAMN, XBEKRENR Jaeger ERIXF, BESFHEN, EH
trace BB/ EKR, WA, REEETET B, RNEA Pod #i8 HSMAE,
ST EAMELE, B4/ production X streaming B, X LESRBEFE
Elasticsearch {E N EIATF %,

e production - production SRESEERFEIME, AT INER, X trace BB AT KEAFMEIE
BEE, ANZEERSZT BNSERTANNE, Hit, 89MEmHGESEREZE, Agent AT
DU RS FAF2 R £ B sidecar 3£ A, Query # Collector RS #HECE N E A — N2 XM FLE
KB - YFIH Elasticsearch, AILURIBEMREFM MRS RE T EIREESNEHZNLA], EoTLL
1£ SMCP HEE B ERERME, (B NTZLEE L, BIITE Jaeger CR HIEEMMECE, FiFE
E| SMCP,

® streaming - streaming SRB& 5 1E:@13 24 Collector # Elasticsearch [Fim1Ffi# 2 7] B T RE S 18
5 production SRB&, XIEMMIFNRES AEHBER TRERIHREMEN, FHARTEM trace B
EIhEEEZEMREHES (AMQ Streams/ Kafka) Ffl LT span 38, ETE7E SMCP FRilg
B I EE RS IR E Jaeger CR FEE#EEE| SMCP,

pa -3
streaming SREE T ZHMHHI AMQ Streams 1T [,

1.26.3.1. R\ HRBERTEAIHRE

INREEIETE Jaeger ECEIET, ServiceMeshControlPlane YRS ERIAF A alllnOne Jaeger B E SR
B, FERAZIAM alllnOne ERE KL, 15T spec.addons.jaeger.install.storage.type % &
Memory, ErMEZBINLT, A LATE install 15 E MY INAS &1L,

control plane B\ Jaeger Z2#(Memory)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger
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% 13 SERVICE MESH 2.X

install:
storage:
type: Memory

1.26.3.2. £ EL A BEREAHE (&)

Z{F A production BB RIZHIBINILE, EIF spec.addons.jaeger.install.storage.type % &N
Elasticsearch, 1% install FiEEFANMIEE LT, 1HER, SMCP RZHKELE Elasticsearch HHR#N
BB,

control plane EKiA Jaeger 3% (Elasticsearch)

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 10000
type: Jaeger
addons:
jaeger:
name: jaeger #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:
enabled: true
runtime:
components:
tracing.jaeger.elasticsearch: # only supports resources and image name
container:
resources: {}

1.26.3.3. £ MBS AR BERETEAHE (E28EN)

SMCP (& # &/ Elasticsearch 8, B2 BE L EIMEFHAFTA Elasticsearch BBEES#, 1§
5/ Jaeger BE L HIR (CR) RECE Jaeger,

P FHEE Jaeger £, FHIF spec.addons.jaeger.name % & 1y Jaeger SLEIMIZ TR, FEABIH
MydJaegerinstance.

WA Jaeger production CR B control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 1000
type: Jaeger
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addons:
jaeger:
name: MydJaegerinstance #name of Jaeger CR
install:
storage:
type: Elasticsearch
ingress:

enabled: true

1.26.3.4. % Jaeger SRE

E(H A streaming SRERIE, 1HEUIBIECE Jaeger L, AFYF spec.addons.jaeger.name 1% &
H Jaeger SEFIMIE TR, FEABIFH MyJaegerinstance,

WA Jaeger streaming CR B control plane

apiVersion: maistra.io/v2
kind: ServiceMeshControlPlane
metadata:
name: basic
spec:
version: v2.2
tracing:
sampling: 1000
type: Jaeger
addons:
jaeger:
name: MyJaegerinstance #name of Jaeger CR

1.26.4. 7 Jaeger B E X FIRFIETE Jaeger L&

EA LLRIT 7 Jaeger BE L HTIR (CR) A2 ServiceMeshControlPlane (SMCP) ¥RHEZE
Jaeger R5ELBE X Jaeger BRE, LLECEBNEIMN "HE8 Jaeger', R NEERTE SMCP ZHEE
#,

v p= =1
IR —fp R 22 (A A EBE SMCP #0 Jaeger CR, 340 : istio-system,

IRe AER B A ERBIRIL Jaeger S5, R Jaeger HIREMI name $57E 5 SMCP HIRHH
spec.addons.jaeger.name M{H, MRFES name (HELEH Jaeger CR, Service Mesh control plane
FHERMARE, XMAEAILESTLBE L Jaeger BLE,

1.26.4.1. SR B R AL

® Red Hat OpenShift distributed tracing £ &R TEME—B, IAREB L Red Hat
OpenShift distributed tracing & S FH{F A sidecar JE AR, Il Red Hat OpenShift
distributed tracing FALBIN EEME—BIZH, FAFALN 1ZEAHRTEEIBEREIEN &R,

o NMRMEELZMEFLI, BEFBGREFSF, HM Red Hat OpenShift distributed tracing &
LRI BRI EANE A E .,

o % %E s Red Hat OpenShift Dedicated A FHAIE/E N daemonset, EBYEH
sidecar ZixX L A M — X RS E,
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o MIRIEEAFT Red Hat OpenShift Service Mesh 9 —#I Y RESHNEBER, N HER IR
5 ServiceMeshControlPlane F1R1ER—1Nep & 228 4,

BREEFAMGFMENIEE, §5E 7 B A E U R SRR T 5 0E S B E X 4,

1.26.4.2. HEIRSSHRECE D HBEREEH

AAENBERTEAER OAuth #HITBRINFB%1E, B2, Red Hat OpenShift Service Mesh &5
htpasswd # secret LIRSS (40 Grafana, Kiali 19 HNBERTES) ZEBE, HEE
ServiceMeshControlPlane FEE 2 EBERFE SN, Service Mesh RETIRELXZLIXELEMA
htpasswd,

INREIE Jaeger BE L HRPIBEN AN BIRTERE, EUTFIEE htpasswd % EFHHF
htpasswd secret ##El Jaeger LI, LUE Kiali BEF 5 ©i@1E.

1.26.4.2.1. M OpenShift #2F & NARFSMIGELE D RN BIFR M
IR LUBR Jaeger HIREKEEDFRNEBIERTEAZR LM, LUMETE OpenShift #£#]& AT Service Mesh,

FoRFZM

o BELMEFAESR cluster-admin B &A1 R5%EEE, WMRHEA Red Hat OpenShift
Dedlcated mwziia—1 2% dedicated-admin B &K,

o W& % Red Hat OpenShift Service Mesh Operator,
o IREF|EEEM ServiceMeshControlPlane,

e jj[a] OpenShift Container Platform web 1Z#I&

1. LB A cluster-admin A &M A - 51985 E| OpenShift Container Platform web $I&,
2. 13 AE| Operators — Installed Operators,

3. = Project 3£ H#, MFIFRFEFERE ServiceMeshControlPlane FREVIH, 20 istio-
system,

4. = Red Hat OpenShift distributed tracing platform Operator,
5. 1£ Operator Details TIE A, == Jaeger F1% I,

6. m Jaeger LHIHIZ TR,

7. £ Jaeger B TIE L, = YAML %+ R ERENEE.

8. Y Jaeger BE X HHRSIM, LURIN htpasswd L&, 1 FHBIRTT.

® spec.ingress.openshift.htpasswdFile
® spec.volumes
e spec.volumeMounts

7R htpasswd E2i&R) Jaeger FHIRRHI
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apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswd/auth
sar: '{"namespace": "istio-system"”, "resource": "pods", "verb": "get"}'
options: {}
resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tls-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundle
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundle
readOnly: true

9. mi Save,

1.26.4.2.2. EAGBHITHRFSMBRES FREBREEM

R LUER oc BFEM IS ITIEN Jaeger HRFKEEDHNEBIERTEAREM, LUAT Service Mesh,

FRFZM

o HEILMEAEE cluster-admin B &A1 &EE, NRF A Red Hat OpenShift
Dedicated, N/iE—1E% dedicated-admin B &HIIK -,

o %% Red Hat OpenShift Service Mesh Operator,
o IREZLEFH ServiceMeshControlPlane,

o (KA LU A5 OpenShift Container Platform iR APCEZAY OpenShift CLI (oc).

1. LB A cluster-admin A& E - 515 &K OpenShift Container Platform CLI, #0R{#F Red
Hat OpenShift Dedicated, Mw%iE—1 2% dedicated-admin & &HIIKF,

I $ oc login https://<HOSTNAME>:6443

2. BIANLL T4 kB2 control plane BT H, #0 istio-system :
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I $ oc project istio-system
3. IBITUAT e S AR Jaeger BE L HIRXHF, HA jaeger.yaml 2 Jaeger BE LRI FR,
I $ oc edit -n tracing-system -f jaeger.yaml

4. Ya%E Jaeger BE L HTIRSCME, LURND htpasswd E2E, A TFHIFTR.

e spec.ingress.openshift.htpasswdFile
® spec.volumes
e spec.volumeMounts

57K htpasswd EC&H) Jaeger BHRTHI

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
ingress:
enabled: true
openshift:
htpasswdFile: /etc/proxy/htpasswd/auth
sar: '{"namespace": "istio-system", "resource":
options: {}
resources: {}
security: oauth-proxy
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd
- configMap:
defaultMode: 420
items:
- key: ca-bundle.crt
path: tls-ca-bundle.pem
name: trusted-ca-bundle
optional: true
name: trusted-ca-bundle
volumeMounts:
- mountPath: /etc/proxy/htpasswd
name: secret-htpasswd
- mountPath: /etc/pki/ca-trust/extracted/pem/
name: trusted-ca-bundle
readOnly: true

pods", "verb": "get"}'

5 2fTA TSN IR ER, HA <jaegeryaml> & Jaeger BE X FRIIE TR,
I $ oc apply -n tracing-system -f <jaeger.yami>

T SRIEIE pod ERBHIIHE -

(]

T
I $ oc get pods -n tracing-system -w
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1.26.4.3. 2 BEREIABCIE LTI

Jaeger B E X BHR(CR)E L IR A H BT & RN EEARNRMMNE, EALUESRXLESE IR
RERLSFEREE LD BRTE AL,

Jaeger@fl YAML =fl

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: name
spec:
strategy: <deployment_strategy>
alllnOne:
options: {}
resources: {}
agent:
options: {}
resources: {}
collector:
options: {}
resources: {}
sampling:
options: {}
storage:
type:
options: {}
query:
options: {}
resources: {}
ingester:
options: {}
resources: {}
options: {}

5 1.40. Jaeger B4

BH ek i BiAE
apiVersion : BIENT RIS EHE A APl jaegertracing.io/vi1
hR AR,
jaegertracing.io/v1 kind : E L Z 0 jaeger
Kubernetes X &ByFh
%o
metadata : BEITHE—IRRAN R

&, 81 name E&F
g, UID f0=%
namespace.
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OpensShift Container name :

Platform & BzZh4ERK

UID FE 01X R

T B TERR

namespace,

jaeger-all-in-one- spec :

inmemory

N/A strategy :

allinOne allinOne :
agent :
collector :
sampling :
storage :
query :
ingester :

{E

X REVE TR,

Z QIR RETAAE,

Jaeger ERE KR

& alllnOne B {K1EH
™ pod FERET

Agent, Collector,
Query. Ingester
Jaeger Ul, FrLALLERZE
BIECE /7 alllnOne
SR THREHGRE.

E L REME B,

7 X Jaeger Collector #J
[y Epnimei

TE X AT B ERA L SRES
BYBCE LT,

E N FHENEBILET., T
B EFHENE XL ITER 2
JIAE storage T,
A2 allinOne s H
{(CEERE Sy

TE X Query BRSSHIECE
1T,

7 X Ingester fRESHUELD
B L,

% 13 SERVICE MESH 2.X

LS WINE]

DHRNBIERTEEAIBIE
o

ARESHNEBERFESE
PINFrERESH., HF
BRFA Jaeger HEHIE
FREXF, &1 spec T
RIEFEXLE, HZENLS
BEAAEERE, BRR
BT
spec/<component>
TR,

allinOne. production
5 streaming

LT RE YAML 2 ABINZEOIE Red Hat OpenShift distributed tracing & WMENREEK,
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AR E KR P dist-tracing-all-in-one.yaml

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:

name: jaeger-all-in-one-inmemory

1.26.4.4. Jaeger Collector B¢ &L

Jaeger Collector H44 1 573U tracer #3KM span, 7E{FE M production SRIEFFEE ARFAME
Elasticsearch 77, ={#A streaming REEFIFHEE A AMQ Streams,

Collector B RS, HILEZ Jaeger Collector LB LAFH1TiZ4T. BRT Elasticsearch SEEFHIGIE
WEENFIFTFTEE R E,

% 1.41. Operator FA3EE Y Jaeger Collector B95#L

55 b fi

e EENEM Collector BIAEL, ==, W5,

collector:
replicas:

K 1.42. 584 Collector WEZ B S
S8 ok {H

%E X Jaeger Collector EZ & %L
spec: iR
collector:
options: {}

MPEAF R HIEYEY worker (&, ==, w50,
options:
collector:
num-workers:
Collector PAFIBIK /N, =2, 402000,

collector:
queue-size:

topic SEITIARERFARERNE  producer BIHRE,
options: BH Kafka BEBELA R EFEAHEEMN
kafka: ingester,
producer:
topic: jaeger-spans

| options:
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¥ sk {H

FRiF Collector FAE4EBE BB

options: Kafka BCi&E, NREBEENE,
kafka: FHZET AMQ Streams
producer: 1.4.0+, Red Hat OpenShift
brokers: my-cluster- distributed tracing Platform
kafka-brokers.kafka:9092 Operator ¥ B BB & Kafka,
Collector BB &L &4, AIRERY(EA -
options: debug. info. warn. error. f
log-level: atal. panic.

1.26.4.5. 531 3\ B ERi B iE kT

Red Hat OpenShift distributed tracing Platform Operator AT T & XA 5REE, LURMA DS HEE N
fEFILFE sampler B tracer,

BIRERN TAA trace, BRENADESEHEE, HEAD trace FHITHIESRITICLZL trace BT iHF—4 4 BME
ﬁ%c

INR— trace H Envoy RE/F3), NIARER, EANMERESENREMHN, REHE
N RRRFEAE S IRE D) trace B, Jaeger MR E T H X,

e

LIRS WEIRAEE trace L FXBNIEKRE, BFImKFSIEHMN trace, NEDE—FEN trace ID, FHiRIE
LT R R SRIS M IR E, I REMLIEER trace FRIFTAERELEK, UEREMRSASER
B IR TE

DB A FEFFLUTHEE

e Probabilistic (#3) - sampler i — M BENHFERE, HinFHEET sampling.param
EBMHrE, Fa0, FEH sampling.param=0.1 {$3R K25 10 4 trace HIFE 1R,

® Rate Limiting GEZFRHI) - sampler R F E R R IR HI23 KHMIR trace FAEMIEE R
K THEE, B0, {5 sampling.param=2.0 FEER, FEXRNEM 2 4 trace,

3 1.43. Jaeger HFEEI

SH 3T AAE
TE X FIBERA L SRR NSRS H R A
spec: BB B 20, &, Collector &% @2k
sampling: NS R, FRE
options: {} AR 258 0.001(0.1%)H
default_strategy: x,

service_strategy:
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¥ sk

ZHEANMTERE, 1§25 BWERE probabilistic

default_strategy: M st ::pui

type:
service_strategy:

type:

AL HIE SRR S HL,
default_strategy:
param:
service_strategy:
param:

XARBITE LT — MR MR ROA I EESRRE, trace SEAIBHHEEBINLETY 50%.

B R

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: with-sampling
spec:
sampling:
options:
default_strategy:
type: probabilistic
param: 0.5
service_strategies:
- service: alpha
type: probabilistic
param: 0.8
operation_strategies:
- operation: op1
type: probabilistic
param: 0.2
- operation: op2
type: probabilistic
param: 0.4
- service: beta
type: ratelimiting
param: 5

{E

#0 ratelimiting.

INBUE R EEEE (O, 1,1,
10)

MREZERFRHVEE, 2HXNERFTAERERAUTXE :

AR

spec:
sampling:
options:
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default_strategy:
type: probabilistic
param: 1

1.26.4.6. P R BERTFHEAC B 1L

& eI LLTE spec.storage T/ Collector, Ingester # Query BRSBECEZ i, AT LARIBMEEFIKERENNE
ZREENHBMS AL,

% 1.44. Red Hat OpenShift distributed tracing Platform Operator A E X 2N EBEREEH—IXEF
S

SH feid {1 AME
EAMEBEFEANEMHER memory = memory
spec: B, elasticsearch, HEFE
storage: fEGERF A, M,
type: SENFII IR RINE,

EXH pod i, BIEF
RIREB, WTFEIE,
HHXBEREAZH

Elasticsearch #1T#F A

HF,
secret &R, a0 N/A
storage: tracing-secret.
secretname:
E N FERBL B 1L,
storage:
options: {}
3% 1.45. Elasticsearch ZRE|;EIEE S
SR - pu {& EIAMA
L {# M Elasticsearch 77 true/ false true
storage: fEh, BMNREIB—ME
esIindexCleaner: SR BEEFREIPHIE
enabled: trace, XMNSHETH
s ZEARSIEEES.
THBRRB I RTE IR, BHE 7
storage:
esindexCleaner:
numberOfDays:
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2 Hah {E BIAHE
N Elasticsearch 8|8 Cron RiAR, "55 23 * * *!
storage: SEIRAR E SUHR
esIndexCleaner:
schedule:

1.26.4.6.1. HE& £ Elasticsearch £l

ERE Jaeger BE X HIRET, Red Hat OpenShift distributed tracing platform Operator 1%
OpenShift Elasticsearch Operator 1R#& B & X 5TIR X {4#] storage &85> IR HEBIEC & A & Elasticsearch
SR, MR XNETLUTEE, RedHat OpenShift distributed tracing Platform Operator I &4
Elasticsearch :

e spec.storage:type i%i&/ elasticsearch
e spec.storage.elasticsearch.doNotProvision % & false

e K7 W spec.storage.options.es.server-urls, F % FE#E| Red Hat Elasticsearch Operator
KRB B Elasticsearch £,

1E& % Elasticsearch B, Red Hat OpenShift distributed tracing platform Operator &¥¥ Elasticsearch

BE L HHREINE N Jaeger BE XL KR spec.storage.elasticsearch.name #J name &, fNE%A
71 spec.storage.elasticsearch.name 1§ E —ME, Operator 21§ elasticsearch,

PR

o BMMAEHREE—NEEBMER Elasticsearch LI AR IBIRFE S, Elasticsearch E&f
EETBATFEANDHRBIRERSLH),

o FNpRZE A HEER— Elasticsearch,

INRIBELZERET Elasticsearch ¥E5 OpenShift Logging B9—E84>, Red Hat OpenShift
distributed tracing Platform Operator Rl Fi B &2 %8 OpenShift Elasticsearch Operator
KB &,

UTBESHATF—1 §E&E##Elasticsearch 5£fl, X2H Red Hat OpenShift distributed tracing
Platform Operator {# f§ OpenShift Elasticsearch Operator SlIZHSEHI, FEECESXEF, K0 LITE
spec:storage:elasticsearch T} BBI{& # Elasticsearch & E Bt &1L 1,

2K 1.46. Elasticsearch FRECES

SR b {& HANE
FF#E%E Red Hat true/false true
elasticsearch: OpenShift distributed
properties: tracing platform

doNotProvision: Operator G NILEBE &
Elasticsearch L4,
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elasticsearch:

properties:
name:

elasticsearch:

nodeCount:

elasticsearch:

resources:
requests:
cpu:

elasticsearch:

resources:
requests:
memory:

elasticsearch:

resources:
limits:
cpu:

elasticsearch:

resources:
limits:
memory:

sk

Elasticsearch SEfIEY &
R, Red Hat OpenShift
distributed tracing
platform Operator f
b B IEER
Elasticsearch SEfI%E
%l Elasticsearch,

Elasticsearch T7 &%k

2, NTFETAY, FE
EDINTR, FERME
B2 R, AAagEs
H R A 24 [A] R,

RIFERIMEECE, THR
B CPU &,

RBEHITHER, 70
F RN,

RIFEBIFRED
B, CPUXERIRIE,

RIFBEIMEECE, ATH
BRTFRR(E,

FRE#

BYIE, fign, Shas
=1, &/NERE =3

LA S millicores 38
7E, 540 200m, 0.5, 1,
Blan, BESUEER =
500m, m/NERE =1

P h AL, B0
200Ki, 50Mi, 5Gi, fl
m, #ERIUERR =1Gi, &
INERZE = 16Gi*

LA S millicores 38
7E, 540 200m, 0.5, 1,
Blan, #ESIEER =
500m, m=/NERE =1

Pl BALigE, B0
200Ki, 50Mi, 5Gi, fl
mn, BERIERA =1Gi, &
INERZE = 16Gi*

&5 13 SERVICE MESH 2.X

LS WINE]

elasticsearch

3

16Gi
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S gk
IR E HRIE & ANl 1E
elasticsearch: EHPMBIET RZEE

il Elasticsearch 20 F :
MREABIEE, RedHat
OpenShift distributed
tracing Platform
Operator R B ENRYETT
RHERAEREENE
o

redundancyPolicy:

BFEESHRNEIRTES
EENEMA Red Hat
Elasticsearch Operator
useCertManageme  BIIETEIENEE, LHINAE
nt: #ARINEl OpenShift
Container Platform 4.7
) Red Hat OpenShift
52 WE&ILKFRE
R, 2 Jaeger BREM
HiLRE,

elasticsearch:

i1

ZeroRedundancy (%
BlA%

F) . SingleRedunda
ncy (—PalExS

F) . MultipleRedun
dancy (B1M%R51908

F—¥m Data T/

=) . FullRedundanc
y (B ZRBIEEREFHH
B Data TRLEZERE
&) o

true/false

LS WINE]

true

BT IX MR B R LUEE A Elasticsearch 17 S REE R F I TIRE, B F £~
I INEERE, FAEIGXFEM, SFEFTINE, BNZBIAAED pod PEAD T 16Gi
AfE, BERGFHNED pod REHE 64Gi BTE,

R R

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 3
resources:
requests:
cpu: 1
memory: 16Gi
limits:
memory: 16Gi

B/ ANEFHNEFMERA

apiVersion: jaegertracing.io/v1
kind: Jaeger
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metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
nodeCount: 1
storage: ﬂ
storageClassName: gp2
size: 5Gi
resources:
requests:
cpu: 200m
memory: 4Gi
limits:
memory: 4Gi
redundancyPolicy: ZeroRedundancy

ﬂ RAMEWEE, TEAMfIH, AWS gp2 BX/INH 5Gi., IIREFREE, NomBRTFESER
emptyDir, OpenShift Elasticsearch Operator % PersistentVolumeClaim #1
PersistentVolume, EfIFRRESHEERFEEAPMHR, NREOC|EEFER LM% 2 [H
A mNBERFEA LM, MR UEZR—B,

1.26.4.6.2. i3I A Elasticsearch 545

IR LAMFEFINA Elasticsearch S TH M BEREME, B Elasticsearch &£8F (BFRH HEF
Elasticsearch 5X§l) ZH Red Hat OpenShift distributed tracing platform Operator 2% Red Hat
Elasticsearch Operator ZZE895L41,

ERE Jaeger BE KRR, WMRILE T LA TFEE, Red Hat OpenShift distributed tracing Platform
Operator AR EH Elasticsearch :

e spec.storage.elasticsearch.doNotProvision % & true
e spec.storage.options.es.server-urls 5 —ME

e spec.storage.elasticsearch.name E5—MH, =% Elasticsearch LI &TRZE
elasticsearch,

Red Hat OpenShift distributed tracing platform Operator {# /i spec.storage.elasticsearch.name #15
M Elasticsearch 525115 2l Elasticsearch,

PR

o BFESF OpenShift Container Platform H#&ILK Elasticsearch Sl 52N B FEHREZERE
S/, Elasticsearch R EELTHATENDHREBERFEA LM,

LIIE AR N HER Elasticsearch SEBIIRE X #:, ERILEER | Wi & E L X ER
5'—]%0

et ————rm T /s WL N e e o L7 L L 41— - et YN L1 L. - e dea [ S — s
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U MOEZREH T 2227 4R Elasticsearch =541, WFRy 5446 Elasticsearch =59, fEARPIF, 1A LA
EBE R4 spec:storage:options:es T/ Elasticsearch 5 EBC B %L,

+:1.47. 8L ES BEESH

S Uiy i1 HAME
Elasticsearch SZffl#Y Elasticsearch AR5 259 http://elasticsearch.
es: URL. TEREF A, <hamespace>.svc:92
server-urls: 00
M Elasticsearch Z iR 10000
es: OMEAXEHE, Xt
max-doc-count: ERATRE. IRRAMNIX

iE T es.max-doc-
count f es.max-
num-

spans, Elasticsearch
T35 F P & R B9 N
(=N

[BFH - BELUEBAR 10000
es: AR, A
I max-num-spans: es.max-doc-count X
%, ]7f Elasticsearch 1
BNERERIMEERK
span &, MREMN%
&7 es.max-num-
spans # es.max-doc-
count, Elasticsearch

HERMEPBRNB
(ER
Elasticsearch A span Y 72h0OmO0s
es: RAEM,
max-span-age:
Elasticsearch BIfiiZ 25 true/ false false
es: BB, &/ inER R
sniffer: REERRET R, B
INERFR LRI,
1E U542 Elasticsearch & true/ false false
es: BN S R TLS 9L,
sniffer-tls- B FimERIRIERD)
enabled: BERMETR. BAEH
BFEBMBE, S Os
es: =, NGB,
timeout:
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S ok & LS WINE]
Elasticsearch FrgsrIFE
es: P&, NREE, BEXH
username: BRIt & mE CA. B

%57 es.password,

Elasticsearch PR

es: B, HiESH
I password: es.username,
FER Elasticsearch hx 0
es: A, NRERFEE, %
I version: fEF M Elasticsearch &
B iR El,

# 1.48.ES BIREHIZH

BH ik i} BAE
Elasticsearch HEN 5% 1
es: Ell:SETR N8
num-replicas:
Elasticsearch HEN 5 5
es: 5|M9 F#E,
num-shards:
% 1.49.ES FHE|BRESH
BH ik fH BAE
wiE N true i, NATE  true/ false true
es: FEsh BEh AR5 1%
create-index- o FOhREERNT, 1%
templates: & false.
AHENEBERFEARS|IBH
es: AT, B, WHEE
index-prefix: 4 "production” RAE#
4 "production-tracing-
l:DE

#150. ES #t BN ESREBESH
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&

=

FR151.ESTLS BEESH

&

=

230

£ 4

es:
bulk:
actions:

es:
bulk:

flush-interval:

es:
bulk:
size:

es:
bulk:
workers:

£ 4

es:
tls:
ca:

es:
tls:
cert:

es:
tls:
enabled:

es:
tls:
key:

sk {H

TEHL B AL IR AR R TE ML
R FEHTAI A AN EIA S
BIE K,

SRR RO [
SRR IIRSRAR
B, ERAENE.

EHELEBIZRERR
Rl HEIFKALUL
EHF T,

o] LRI It 205 KR
3% Elasticsearch B9
worker 8 £,

sk fH

BAFRIETi2ARSS 2589
TLS iEHBIA HFI(CA)
XAHHIERE,

TLS IEP4RIERE, H
SR It i FR B L A2 AR 55

Ao

5infeiRSaxiEn HA  true/ false
EHELRL(TLS), Bk
32l SERITN

TLS FAHAXHRIERE, A
S IR BT AR AR 55
Ao

LS WINE]

1000

200ms

5000000

LS WINE]

RARERARAEER
&

false
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¥ sk {H AAE

EIFRAR S5 BRI HR T
es: HAR9 TLS AR 5528 & #5
tls:
server-name:

A5 bearer &R
es: HERR, WRIBEIZIR
token-file: &, WIRERSEANIE

Mg (CA) X,

< 1.52. ES II4BCES

2] Hah {E BIAHE
EMENERE QL 0
es-archive: SRR T P E YN
bulk: BIE KL
actions:
RAHEE1E KRBT [A]. Os
es-archive: EXRL SN IER BRI
bulk: B, EELXENE,
flush-interval:
EHRENEERRERR 0
es-archive: #remn, HEERKALL
bulk: BRETE,
size:
AT AL EIE KRR 0
es-archive: %% Elasticsearch B
bulk: worker 2 &,
workers:
wiE N true i, MR true/ false false
es-archive: R Bt 23R
create-index- o FEhREERE, %
templates: &7 false.
2 AR TF % true/ false false
es-archive:
enabled:
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S ek {8 RIAH
SR BERESRS WA
es-archive: PEEIZE. B0, HELE
index-prefix: 4 "production” &lE %
“} "production-tracing-
*" E’\]%alo
M Elasticsearch ZEif)& 0
es-archive: B R AN ERE, Xth
max-doc-count: ERTRA
[BFH - BELUEMIR 0
es-archive: ArfpR, fEFAes-
max-num-spans: archive.max-doc-

count &1, ]
Elasticsearch REEN
B — RIKEHI R K

span ¥ =,
Elasticsearch # span B9 Os
es-archive: RAEIH,
max-span-age:
Elasticsearch B3R 0
es-archive: S EE S
num-replicas:
Elasticsearch B3R 0
es-archive: 5|M9 F#E,
num-shards:
Elasticsearch FrEEHY 23
es-archive: B, HIESH
password: es.username,
LE S kEH
es-archive: Elasticsearch fR 552851
server-urls: K, WIEENTLRE
B URL, #5140
http://localhost:9200
Elasticsearch HIfliZR 25 true/ false false
es-archive: BRE, ZHiEEAmnET
sniffer: RESEHRAETR. B
TAZEF L% 0,
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28 Rk {& L-WINTE
TE WS Elasticsearch & true/ false false
es-archive: BERT R A TLS BOETH,
sniffer-tls- B iRERIRIIEE D)
enabled: BERMET =, BRAEH
[liBriyift
BT EEBE, HiXh Os
es-archive: FHF, M&REBE,
timeout:
AT RIETi2ARSS 2589 KN ERRGEESE
es-archive: TLS MEBAA HAI(CA) fE,
tls: XHRIER R,
ca:

TLS iEP 4R E, B

es-archive: SRR R B AR AR 55
tls: 280
cert:
5infeiRS G HA  true/ false false
es-archive: FEHIZR2(TLS). BiA
tls: 22 M It 3% 7,
enabled:

TLS FAHAXHRIERE, A

es-archive: SRR R BT ARSS
tls: 280
key:

E I FEAR S5 BRI HR T
es-archive: BRI TLS AR S5 25 B TR,
tls:
server-name:

B& bearer S hERISTH
es-archive: MR, WMRIBEEIZIF
token-file: &, st ESEAAE

Mg (CA) X,

Elasticsearch FrEErIFH

es-archive: &, MREE, EX5
username: I IEtE SN, CA, 1H
4 es-

archive.password,
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S Uiy i1 AA
FEM Elasticsearch hik 0
es-archive: X, MREBEE, Wiz
I version: {EYS M Elasticsearch |
BERINE,
FERBESNEMERG
apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:

server-urls: https://quickstart-es-http.default.svc:9200
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret
volumeMounts:

- name: certificates
mountPath: /es/certificates/
readOnly: true

volumes:

- name: certificates

secret:

secretName: quickstart-es-http-certs-public

LUFRB)E R T A MIFRETE secret FRBFIRA P/ BIBHEE T TLS CA IETIHISER Elasticsearch SEEFHY
Jaeger CR,

HER Elasticsearch = :

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: simple-prod
spec:
strategy: production
storage:
type: elasticsearch
options:
es:
server-urls: https://quickstart-es-http.default.svc:9200 ﬂ
index-prefix: my-prefix
tls:
ca: /es/certificates/ca.crt
secretName: tracing-secret 6
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volumeMounts: ﬂ
- name: certificates
mountPath: /es/certificates/
readOnly: true
volumes:
- name: certificates
secret:
secretName: quickstart-es-http-certs-public

2R\ A & 22 0] 24T Elasticsearch fRS5 URL,

TLS ERiE, EXMIERT, RE CAIET, BIEMERH mutual TLS I, BHAILLIEE es.tlskey #
es.tls.cert,

E N IMEZE ES_PASSWORD #1 ES_USERNAME #J Secret, H kubectl create secret generic
tracing-secret --from-literal=ES_PASSWORD=changeme --from-literal=ES_USERNAME=elastic
fg

O o o090

WHEBEFAE FRAMNSERNS,

1.26.4.7. {§ [ Elasticsearch B+

&P LAE A Red Hat Elasticsearch Operator S Ff1E R UE+, £ Red Hat Elasticsearch Operator Ei#
WP ALEFER A E %1 Jaeger Collector B4 Elasticsearch 52%,

B

f§ /8 Elasticsearch {ﬂiE'LIE:FJ/\IE MR IS, FARTEIhEE R ZLNE™ AR S FER
il (SLA) ¥, BINREAREHAREE, LLIEAHEEE T IMERFERE

XA ThRE ST LAME A PR B I RThEE, HENKEFAMBRIRHRTEL. &
RELMERAT TN BESKFEH BT, ESE
https://access.redhat.com/support/offerings/techpreview/,

MKRA 2.4 FF8, Red Hat OpenShift distributed tracing Y& Operator f# 3 Elasticsearch B E X FHRH
BILLT S E R UE P O F R4S Red Hat Elasticsearch Operator :

® logging.openshift.io/elasticsearch-cert-management: "true"
e |ogging.openshift.io/elasticsearch-cert.jaeger-<shared-es-node-name>: "user.jaeger"

® |ogging.openshift.io/elasticsearch-cert.curator-<shared-es-node-name>:
"system.logging.curator"

Hrh <shared-es-node-names 2 Elasticsearch T mBI& R, H40, MREAE—1EN custom-es B
Elasticsearch i m, EEVEE X R BERLLLTRA,

BEMRM Elasticsearch CR 3=l

apiVersion: logging.openshift.io/v1
kind: Elasticsearch
metadata:
annotations:
logging.openshift.io/elasticsearch-cert-management: "true"
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logging.openshift.io/elasticsearch-cert.jaeger-custom-es: "user.jaeger"
logging.openshift.io/elasticsearch-cert.curator-custom-es: "system.logging.curator”
name: custom-es
spec:
managementState: Managed
nodeSpec:
resources:
limits:
memory: 16Gi
requests:
cpu: 1
memory: 16Gi
nodes:
- nodeCount: 3
proxyResources: {}
resources: {}
roles:
- master
- client
- data
storage: {}
redundancyPolicy: ZeroRedundancy

FoRFM
® OpenShift Container Platform 4.7
® |ogging subsystem for Red Hat OpenShift 5.2
® Elasticsearch 17 R Jaeger LI ERE IR —dn & 22 (A Fh, 0, tracing-system,

BT LLEIT TE Jaeger B E X HIRAT spec.storage.elasticsearch.useCertManagement &/ true
s AP EE,

TPIE R useCertManagement

apiVersion: jaegertracing.io/v1
kind: Jaeger
metadata:
name: jaeger-prod
spec:
strategy: production
storage:
type: elasticsearch
elasticsearch:
name: custom-es
doNotProvision: true
useCertManagement: true

Red Hat OpenShift distributed tracing platform Operator &% Elasticsearch B X IR &FMZE N
Jaeger B E X ¥RH spec.storage.elasticsearch.name 9 name fH.

1IEF5H Red Hat Elasticsearch Operator #1 Red Hat OpenShift distributed tracing & Operator 3£ AiE
H,

236



&5 13 SERVICE MESH 2.X

A X1E OpenShift Container Platform FEZ& Elasticsearch B ZE R, ESWEEHEFHEREE
HBE D HIIBER.

1.26.4.8. HHBc & LI
Query @ —MMEMEH ISR trace FIEER - RERERENIHRS .

% 1.53. Red Hat OpenShift distributed tracing Platform Operator F3EE . Query B95#{

¥ 30 {H AAE

EEEOIEM Query Bl B, m2,
spec: L

query:
replicas:

% 1.54. (£545 Query HECE S

¥ 2P0

TE X Query BRSHIECE
spec: eI,

query:
options: {

Query IR EILTH A, AREM(ER :

I options: debug. info. warn,

log-level: error, fatal. panic.

FiA jaeger-query HTTP  /<path>

options: PR AR R AN E

query: J93E root 1H, I
base-path: mn, /jaeger FSBFRAE

Ul URL K /jaeger F+
%, BERAKEEF@Z
1T Jaeger-query B, X
REM.

Pl Query ECiE

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:

name: "my-jaeger"
spec:

strategy: alllnOne

alllnOne:

options:
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log-level: debug

query:
base-path: /jaeger

1.26.4.9. Ingester B2 B £

Ingester & — M Kafka EAELENF B A Elasticsearch Zi#/FiHMIRSS. MR alllnOne =X
production B8 EKEE, NIFFEZEE Ingester IR%5.

3 1.55. {58245 Ingester 4 Jaeger B3

options:

spec:
ingester:
options: {}
I deadlockinterval:

options:
kafka:
consumer:
topic:

options:
kafka:
consumer:
brokers:

options:
log-level:

sk

7E X Ingester fR 5 HIER B LT,

187 Ingester FEA ILRTN I EFFH
BNl AIRE (AR R BaGD) , B
INERT, FEHiE A A PR A
(KENO) , LUBRIERSZHA
bt 2% A E B EA Ingester,

topic SEIR AR SR 2R AR ERCH
B Kafka Bci&, FHEMA
Ingester,

Ingester FA {8 FSH B M Kafka B
BERTRIA,

Ingester BYH & ILKE A,

Fif%%i Collector #l Ingester 7=l

apiVersion: jaegertracing.io/v1

kind: Jaeger
metadata:
name: simple-streaming
spec:
strategy: streaming
collector:
options:
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consumer BIFRZEBIN, jaeger-
spans.
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debug,info,warn error fatal dp
anic,panic.
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kafka:
producer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
options:
kafka:
consumer:
topic: jaeger-spans
brokers: my-cluster-kafka-brokers.kafka:9092
ingester:
deadlockinterval: 5
storage:
type: elasticsearch
options:
es:
server-urls: http://elasticsearch:9200

1.27. 1% SERVICE MESH

ZE MIIA B OpenShift Container Platform X5l 1%k Red Hat OpenShift Service Mesh FHIBRE TR, 12
MBS control plane. R Operator, Fiz 1T 4 e FohMFRIE L FHR,

P

1.27.1. R Red Hat OpenShift Service Mesh control plane

Z MIIEH OpenShift Container Platform LI E1%; Service Mesh, B 5EMIBR Service Mesh control
plane #1 Operator, ARG, EFHZ1THSEMIPRRIRMTIR,

1.27.1.1. [ Web 2RI & MIER Service Mesh control plane

& T LUE A Web #25I & 1 B& Red Hat OpenShift Service Mesh control plane,
AT
1. &[HE| OpenShift Container Platform Web 2% &,
2. = Project 3£ H#, EFRE Service Mesh control plane B9, # istio-system,

3. 5fin%l Operators - Installed Operators,

4. = Provided APIs THY Service Mesh Control Plane,

5. & ServiceMeshControlPlane 3
6. = Delete Service Mesh Control Plane,

7. EHIAE O H = Delete fifif& ServiceMeshControlPlane.

1.27.1.2. {8 CLI & Service Mesh control plane

KB LUE R CLI IR Red Hat OpenShift Service Mesh control plane, 1EA&fl, istio-system 2
control plane T B B9 & #5.
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TAE
1. &Sk OpenShift Container Platform CLI,

2. iBITLL TS LIS ServiceMeshMemberRoll ¥,

I $ oc delete smmr -n istio-system default
3. BTXAN S RIKB R EN ServiceMeshControlPlane B &7 :
I $ oc get smcp -n istio-system
4. FRAL SR HEH <name_of_custom_resource>, 17X EMIERE E LR

I $ oc delete smcp -n istio-system <name_of_custom_resource>

1.27.2. il BR %2 4&8) Operator
IR Operator F AT LARRENHIBR Red Hat OpenShift Service Mesh, ik Red Hat OpenShift

Service Mesh Operator f&, &7k Kiali Operator. Red Hat OpenShift distributed tracing Platform
Operator #1 OpenShift Elasticsearch Operator,

1.27.2.1. iHIB& Operator

RIBLUT S MR Red Hat OpenShift Service Mesh B Operator, XfLLF&EA Operator E8 Lk
o

® Red Hat OpenShift Service Mesh
o Kiali
® Red Hat OpenShift distributed tracing Platform

® OpenShift Elasticsearch

1. E[EF OpenShift Container Platform Web &,

2. 1E Operators — Installed Operators TEH, RE)TIEHIE Filter by name i A K#EFUE
= Operator, AAFR i Operator &,

3. 1E Operator Details TITE™, M Actions 357155 Uninstall Operator, RIBIRTEHEEZD
Operator,

1.27.3. 7512 Operator TR

fReLAMER OpenShift Container Platform Web 2 & F 5l bk Red Hat OpenShift Service Mesh
Operator EREBHE

FoRFZM

o EFEHEIENAPRMINK T, MR# A Red Hat OpenShift Dedicated, NIE—1TMEHR
dedicated-admin & &K,

240



% 13 SERVICE MESH 2.X

e ijj|n] OpenShift CLI (oc) »

it
1. LUSEEFEIE 0 B9 & K% OpenShift Container Platform CLI,

2. 1EE%E; Operators [Fi21TA TG BETIE, MREEERERSMEHER T2 HEERT
BREMIIRS, EREMR Jaeger HR,

OpenShift Elasticsearch Operator BRIA & %2 7E openshift-operators-redhat A,
Hh Operator BKi\ &% 7E openshift-operators &2 [A|fH, MIREF—
Zo 5] %3k T Operator, ¥ openshift-operators E#i %% 7 Red Hat
OpenShift Service Mesh Operator B9 B B % #F,

RS

$ oc delete validatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete svc maistra-admission-controller -n openshift-operators

$ oc -n openshift-operators delete ds -Imaistra-version

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-crdview
jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-v1-view

$ oc get crds -0 name | grep ".*\.istio\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.maistra\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.kiali\.io' | xargs -r -n 1 oc delete

$ oc delete crds jaegers.jaegertracing.io

$ oc delete cm -n openshift-operators maistra-operator-cabundle

$ oc delete cm -n openshift-operators istio-cni-config

$ oc delete sa -n openshift-operators istio-cni

241



OpenShift Container Platform 4.8 Service Mesh

28 2 & SERVICE MESH 1.X

2.1. SERVICE MESH % 173F¥iC

g
Of

HE T B XM Red Hat OpenShift Service Mesh & 1ThR A I STHY,

Service Mesh fR# 1.0 #1 1.1 control plane "B X . BXALIRS K control
plane B9IF18, 1S F4 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESH™ M
4 fp B HI T E,

21 EHREEES

IIEAEEHRBRNNAE., SERTTEEREERHENES. RITMZIHNAEFIR @ master,

slave, blacklist 1 whitelist, JXLERBUFSEENF L ITHILN ZITARZRT L. BXELIFE, BSHE
I EERE Chris Wright 12F3E R,

2.1.2. Red Hat OpenShift Service Mesh i1t

Red Hat OpenShift Service Mesh @1t 1£ i FA T2 5 AR Q| B2 55 A 22 ] s SR AR AR S5 R PN & MR, ©
ERESHANALRIN—NERZ, MEFF ARG TEMER,

AR S EEM S N BRI TE D ESHEARSS, MMEET B4, B2, REEMARS R EMENE
VN RO IS RN & Zu M AR K, IBRAB IR SWME, Service Mesh AT LUE T RS EILARSS MR &
SRR LR 0], FHEMEW., EEMESOEITIEREE MRS,

Service Mesh EFFI& Istio Wi H, NOIEMEMIRSIRE L. MEHE. RSIIRSBMEIE. WE

RE. IR IERIAR S MR T BN AL, RS ML IREE S MR EThEE, HaiE A/B
. canary ZIThRAS, V5AlEH) LA R im B im Ik,

2.1.3. R

INRIBTEHIT AR AR B9 F N RF2 L OpenShift Container Platform BP&F I, 1514 R] LB | |1
Wbk, BIFLIIEE ] R

o HSRFENWLNERIAE, THREIET RBEXHNXXEMRRS R,
o R HLLLINESIHF,
o il EAh FHE,

BN LRI R, KA LAE OpenShift Cluster Manager F{# f Insights. Insights 3244t 7 [ A 1440
ER, HFEETANBERT, RETNAARHHER,

INRIENT A B EASOHEIN, AT EMER, B AERXEESHRR JIRA [1#, EREEREFE
15, WETLFF OpenShift Container Platform A4,
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TEARZZ M N B IR EREHER, W LABSBNZLIE ST = N IR T HERR SRR,

&0l {8 A must-gather T E N5 %k OpenShift Container Platform £EMIZETER, SIEELINEK
LR EAMh S Red Hat OpenShift Service Mesh 18X %R,

R T IREBHRER R, 1HIRMt OpenShift Container Platform #1 Red Hat OpenShift Service MeshBJiZ B
5

/CNO

2.1.3.1. XF must-gather TE
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, 2% :
o HRE XL
e RFAE
FINER T, oc adm must-gather 63 {8 FARINRIIEH iR, HEA ./must-gather.local,
o, ERLEREHNSHZITHRNRREERER, WELTERD P

o EBREE—PHLNFEINBENEXIEIE, 15EA —-image SR, NLLTER AR,
a0 -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.9.0

o TWEHITHR, 1HE M -- /ust/bin/gather_audit_logs 2%, LA TR AR,
flan :

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% -
e FEABINERESHN—ED, TRWEHITBERENIHHIKRN,

L1Ri21T oc adm must-gather v, &8 UIEH PR OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHBUE, FHREFZELL must-gather.local 7L — N E R, LBEREHFITEERPUIE.

4N -
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

2.1.3.2. o REH
o FHEZAR cluster-admin B &I 1IN EE,

e B.% % OpenShift Container Platform CLI (o€).

2.1.3.3. X FIMEIR S5 R EIE
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&5 oc adm must-gather CLI s 5 RIREB XREHMER, 21E5 Red Hat OpenShift Service
Mesh HXHITHBERINT & -

FoREE
o FHEZXR cluster-admin B &I £,

e B %% OpenShift Container Platform CLI (o€).

1. E# A must-gatherli%k Red Hat OpenShift Service Mesh #iE, EA7IEE Red Hat
OpenShift Service Mesh £44.

I $ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8

2. EffF must-gather 7145 Service Mesh control plane 34 22 (8] 15 Red Hat OpenShift
Service Mesh #(#g, B /#EE Red Hat OpenShift Service Mesh (& ep & 22 [H], 1EAHFIH,
¥ <namespace> & NIEM Service Mesh control plane 3 & Z2[H], # istio-system,

$ oc adm must-gather --image=registry.redhat.io/openshift-service-mesh/istio-must-gather-
rhel8 gather <namespace>

2.1.4. Red Hat OpenShift Service Mesh X T &

LUF 2 Red Hat OpenShift Service Mesh ME—Z FHHIECE :
® OpenShift Container Platform it 4.6 5 & = kR4,
P2 Y=

OpenShift Online #1 Red Hat OpenShift Dedicated A% #f Red Hat OpenShift Service
Mesh,

o IEWINBETE—NIRIIAY OpenShift Container Platform &,
o [hhRAHI Red Hat OpenShift Service Mesh {{3&FF OpenShift Container Platform x86_64,

o b & ThRA R ZF1E OpenShift Container Platform &2t @ S A Service Mesh HEMERE,
EAXRERHZARELEERHEEMRS.

o XMNRARFRARMNIBRSHEE, LLAENHL,

INFE A X Red Hat OpenShift Service Mesh £ A HFNEENEZER, 1HSH LK,

2.1.4.1. Red Hat OpenShift Service Mesh X #:f Kiali idi&

o Kiali MZR12HI& RZ#F Chrome . Edge. Firefox 8 SDomain "% 2389 &R FTEIF N hR A,

2.1.4.2. M Mixer Efc 2
o R ITHRARZIFLLT Mixer Efcas :
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o 3scale Istio Adapter

2.1.5. #TheE
Red Hat OpenShift Service Mesh TERR S5 R4 [BI#2 4t 7 S R BEThRERIZE— A = -

o REEHE - EHIRSFINREN AP AR, REFRNATEYE, HEMJERETEFNERRE

o RFMMAMZ LM - EMBPRHFTIIEF MRS, HREERTRSRENGES, UEATLLE
HEEETRBIMAEIT L.

o SRE&mH - X ARSS MBI BN AAIIERES, REHRVIFIRYE, HFERFFALEETR, BiIEE
PRSI AT LUK SRBEEIT R ER, AR RIEWN ARFKH,

o E - T ARARSS Al BRI K R AR 55 R B RS BRI, M =T DUR 33 24 IR w] il

2.1.5.1. Red Hat OpenShift Service Mesh 1.1.18.2 B9 ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE &R L2IRIA A,

2.1.5.1.1. Red Hat OpenShift Service Mesh 1.1.18.2 hix F & & F4H 4 kv &

il hi A
Istio 1.4.10
Jaeger 1.30.2
Kiali 112.21.1
3scale Istio Adapter 1.0.0

2.1.5.2. Red Hat OpenShift Service Mesh 1.1.18.1 B3 Th&E

Ltk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE MR LIRIAE R#,

2.1.5.2.1. Red Hat OpenShift Service Mesh 1.1.18.1 kix & & HIZH (R A

il hiA
Istio 1.4.10
Jaeger 1.30.2
Kiali 112.20.1
3scale Istio Adapter 1.0.0
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2.1.5.3. Red Hat OpenShift Service Mesh 1.1.18 B93ZhaE

Ltt Red Hat OpenShift Service Mesh & fThRAf#R T CVE iR EMZR L RE A &,

2.1.5.3.1. Red Hat OpenShift Service Mesh 1.1.18 ik S S FIH IR A&

A hR =
Istio 1.4.10
Jaeger 1.24.0
Kiali 11218
3scale Istio Adapter 1.0.0

2.1.5.4. Red Hat OpenShift Service Mesh 1.1.17.1 BI#TZhAE

Itt Red Hat OpenShift Service Mesh & {ThRAf#R T CVE iR EMZR L RE A &,

2.1.5.4.1. Red Hat OpenShift Service Mesh 422 URI F E&B9 5 el 2r

Red Hat OpenShift Service Mesh @& — el f2f ARYIRE CVE-2021-39156, HAHTTP IHFKHTER
ER (LA # =B URI KEB—DERD) , EATLASET Istio URI ETFERERHIZIEEE, Fl40, Istio 1%
U SRBEIEYE % % E URI B8R /user/profile IR, EGFEERERANMAS, #H URIBR
/user/profile#section1 BJiE K54S B4 SRIE FHEEH EIFtR (GBid #ISER URI path
luser/profile%23section1) , FARERXSFHELELEH,

INRTFE M A DENY #24EF] operation.paths FOIRIVERRS, =& ALLOW &/EM
operation.notPaths, I|& 3 2|t IREBIRNA,

XA hRAH, FERNFARERTRMERE R URI FBRED. IXATLARGIER URI 7 A F ERB9IE KRGS &
F URI %A A ERER D BOIRAREE,
2.1.5.4.2. AR AT RV E AT

Istio WENBAEFTALEHROERENR, F0, BT "httpbin.foo" EHHIEILIRS MK ERK
LB "httpbin.foo # httpbin.foo:*" HWELE, {BE, STRLEFRIEEE({S5 7 hosts =k notHosts FE& %,
H AL F /& LA,

INRIE(FE BRI R LLIH AuthorizationPolicy EAE EHLEIEEN, NIESRINEHERE,

R BT IRACRRE HU, LMERRIELREmA e, 5, 5 —1 AuthorizationPolicy 7~f5l
H, ¥ hosts: ["httpbin.com"] &4 hosts: ["httpbin.com:*"],

#— AuthorizationPolicy {8 FRIZZPCAg

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: foo
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spec:
action: DENY
rules:
- from:
- source:
namespaces: ["dev"]
to:
- operation:
hosts: [“httpbin.com”,"httpbin.com:*"]

=4 AuthorizationPolicy I8 FRTZZPCAC

apiVersion: security.istio.io/vibetai
kind: AuthorizationPolicy
metadata:

name: httpbin

namespace: default
spec:

action: DENY

rules:

- to:

- operation:
hosts: ["httpbin.example.com:*"]

2.1.5.5. Red Hat OpenShift Service Mesh 1.1.17 B3 TheE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE ML 2RI HU R BFH IR,

2.1.5.6. Red Hat OpenShift Service Mesh 1.1.16 BT Th#EE

It Red Hat OpenShift Service Mesh Z1ThRAfER T CVE ik SR EIRIA ML R EF iR,

2.1.5.7. Red Hat OpenShift Service Mesh 1.1.15 B3 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLITAE A E L R IZFE IR,

2.1.5.8. Red Hat OpenShift Service Mesh 1.1.14 B3 TheE

It Red Hat OpenShift Service Mesh & fThRAf#ER T CVE ik MR EIRIA ML R EF iR,

BE
EHRR CVE-2021-29492 #1 CVE-2021-31920 B9, M AT =R ED)E 5,

2.1.5.8.1. CVE-2021-29492 #1 CVE-2021-31920 FRrEMF o E I

Istio @& — N AL ARE, SERETHRENEIHINN, HEZ MRS CRHIFA
(%2F or %5C") B9 HTTP if REEEATRERSHT Istio RIEREE.

BN, BRI Istio SERFEHR LI E L T — MR DENY 5B, LUMETEIRE /admin LIEIER, LX) URL
B&1E //admin BUIE R N2 ARIROCGRIEHEL,

[ T e T, AL A A AU e Ll B e . - - [ T N S B TN R - - ———L e e T = e —
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MFE RFC 3986, 8% TRIELEIREE /admin £3K LAY S /admin AMRBIRE, HE, —2)F
AR S5 BIT S AN RAT S F AR RATSRAE URL B8#2, X ATRE S BT IRIREE (//admin RITED
/admin) , A ELMERIRBERR /admin LiIFIER, XAERSERE M-,

INRIEEH ALLOW action + notPaths =E& =& DENY action + paths FER4HE, MAIEESZ RN
RSN, XEER TR E NIRRT,

FELUTERT, EETZIIRARNRN
o LB EIERE,
o RENIRINERIE R B E X paths =k notPaths FE%,

o MEYEANERBEE A ALLOW action + paths EXsk DENY action + notPaths FER4FIE, XLE4R
AREEHEANIELE, MARSS R, SN TFULER, ARIREN,

pa )1
; B MSEIEH Red Hat OpenShift Service Mesh BRBIE S Istio BoE A,

21.5.8.2. BHEBENCEILECE

Istio RAKRBEFTREE T HTTP iHR B9 URL B8R, BREMSEL (BFFY URIASER) « BiFirgers
NERBE, UEEVLUIENA L EMSEEE. ARENELRE, RETRBETERSERN,

Istio FEARFEARAERBSFIBE 1A KAT, SFFIAKEEEHBIUTHISEL A ¢
F21LBIEARE

HET i I a3
NONE WAV, Envoy  ./%2Fa./b BIEEUER M BADE CVE-

BERMEANEEHET PG F A EREBARSS . 2021-31920 B9850,
L 4 B A S mAR

£

TTo

BASE X2 BT Istio BRiAREE /al../b #HSEIE N tbi% B35 CVE-
FRE R, XTE /b, \da ##sEith 2021-31920 B98N,
Envoy G2 £ A /da.

normalize_path it
i, ZI%IHFE RFC 3986
=R TP DR oS
A R AT SRIERYAT,

MERGE_SLASHES RUTSTE BASEHISEILE  /al/b #MsE{t ) /alb, AT B LI AR CVE-
‘¥, 2021-31920 KA,

248
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https://tools.ietf.org/html/rfc3986

&5 23 SERVICE MESH 1.X

i} fed Bl {pd

DECODE_AND_MER RIAVFIERENNER /a%2fb HsE{t)y/a/b, AT B LA R CVE-

GE_SLASHES FEARIE. BIEMALX 2021-31920 BY[H]f, X
B, HERERIUT RN MIEENEE, BAEE
BRI R TR R RIRAN RIEF, EHE
e Percent JmfiZ ) 4L B MR R R E R
MRBHLFFF N FRRERF.

(%2F, %2f. %5C #l
%5¢) AR/ K\,
£ MERGE_SLASHES
MSEAEHET,

MSBAE BRI LU i 17E1T
. RIS B2 %2F. %2f, %5C F %5c,

2. RFC 3986 MEAMTE Envoy B normalize_path 3£ SCIIBRISEL,
3. BHHMT,

g
oF

ARX LB ETCREE HTTP AR E AT LRI, BENARFTRESR
i=:

Be =
DekFErEa AR ER URL, EERIBLARIEE, ERERET RN BRENIT A
Ko

2.1.5.8.3. BEIEERE R

#4R Envoy MISBALIE KSR LR FIRAR ST, WNIENRAREEXREE, UTRAITRFEREERS
BEE, MBIt URL BE#E, #NRES NONE, IR URL BRED :

1. BTFRERIERE,
2. BRI EmN AR,

* 2.2. lBETPA

MRENNARRF... EFE...

R F AR THSEE BASE. MERGE_SLASHES =X
DECODE_AND_MERGE_SLASHES

1RYE RFC 3986 #MIBILIERIEE, BAREFHFHML, BASE

RYE RFC 3986 MIAFHPIMSEILIE RIEE, BEFMHE MERGE_SLASHES
MR E 2 S iH B RAT,
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https://tools.ietf.org/html/rfc3986#section-2.1
https://tools.ietf.org/html/rfc3986
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MEERN ARERF... HFE...

RIE RFC 3986 MISEILIE RIREZR, M5 5otk DECODE_AND MERGE_SLASHES
FIRIFT AR & FRIAT,

L5 RFC 3986 AREM AR LEIEREE, NONE

2.15.8.4. hEEZEMSEILEE SMCP

£ 5 Red Hat OpenShift Service Mesh EE BB ZEHSEAL, 1 1E ServiceMeshControlPlane H15E MU TH
B, HARERGIREEBEERNRIXE,

SMCP v1 & HsE1t
spec:
global:

pathNormalization: <option>

2.1.5.9. Red Hat OpenShift Service Mesh 1.1.13 B3 ZhaE

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i ML 2RI MU R BFH IR,

2.1.5.10. Red Hat OpenShift Service Mesh 1.1.12 B9 Thig

Ltk Red Hat OpenShift Service Mesh Z{ThRAfRR T CVE I EHNRLIRAE A E L R IZFE IR,

2.1.5.11. Red Hat OpenShift Service Mesh 1.1.11 ¥ ZhAE

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i ML 2RI MU R BFH IR,

2.1.5.12. Red Hat OpenShift Service Mesh 1.1.10 B ThiE

Itk Red Hat OpenShift Service Mesh Z1ThRAf#ER T CVE ik SR EIRIA ML R EF 1R,

2.1.5.13. Red Hat OpenShift Service Mesh 1.1.9 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRAAER T CVE i M LRI U R BFH IR,

2.1.5.14. Red Hat OpenShift Service Mesh 1.1.8 B Thig

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i ML 2RI MHU R BFHIR,

2.1.5.15. Red Hat OpenShift Service Mesh 1.1.7 B3 ThaE

Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I ENRLITAE AL RIZFE IR,

2.1.5.16. Red Hat OpenShift Service Mesh 1.1.6 B ThaE

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i SR 2RI U R BFH IR,
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2.1.5.17. Red Hat OpenShift Service Mesh 1.1.5 B Th g
Ltk Red Hat OpenShift Service Mesh Z{ThRAFRR T CVE I EHNR2ITAE A E L R IZFE IR,

A ATRRAIDAIN T N ECE R S E GBI .

2.1.5.18. Red Hat OpenShift Service Mesh 1.1.4 B3 TheE

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE i MR 2RI U R BFH IR,

- EfR CVE-2020-8663 By[n|@, NAiisEMFLNE %,

2.1.5.18.1. CVE-2020-8663 FTER I FshE#T

XfF CVE-2020-8663: envoy: Resource exhaustion when accepting too many connections #J/7]
H, N TFREERNT — Do RERMRRS, 2R E X REIRIES B LTSRN R 2 TRE R R0,

BE
TR 1.1 AL 2 A Red Hat OpenShift Service Mesh 1.0 ikA, EEFhE sk
XA CVE,

XANHBCEIETIFR Y overload.global_downstream_max_connections, ©FH—/MCIEEH runtime %
BRI LUHITEE, 7E Ingress Gateway EHITUL T4 RE B R H,

it

1. FEAUTXABIES N bootstrap-override.json B304, LU HI{CIEE S bootstrap HHRFF M
HMEGEITHEE -

{
"runtime": {
"symlink_root": "/var/lib/istio/envoy/runtime"
}
}

2. M bootstrap-override.json X l# secret, § <SMCPnamespace> &t NIRIEE A OIEEIRSS
M#& control plane (SMCP) Hy#n42Z2[H] :

$ oc create secret generic -n <SMCPnamespace> gateway-bootstrap --from-file=bootstrap-
override.json

3. B3 SMCP BELERAEE &=,

BEHM SMCP EiER=HI #1

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
gateways:
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istio-ingressgateway:

env:

ISTIO_BOOTSTRAP_OVERRIDE: /var/lib/istio/envoy/custom-bootstrap/bootstrap-
override.json

secretVolumes:

- mountPath: /var/lib/istio/envoy/custom-bootstrap
name: custom-bootstrap
secretName: gateway-bootstrap

4. BREBEFVEELT], G8—HHELM overload.global_downstream_max_connections
WIEM secret, LA TFR5IfEEA 10000 :

$ oc create secret generic -n <SMCPnamespace> gateway-settings --from-
literal=overload.global_downstream_max_connections=10000

5. BREH SMCP, ¥ secret #H#iE| Envoy BEHZITHECENALE :

BEHM SMCP ECi&RHI #2

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
template: default
#Change the version to "v1.0" if you are on the 1.0 stream.
version: v1.1
istio:
gateways:
istio-ingressgateway:
env:
ISTIO_BOOTSTRAP_OVERRIDE: /var/lib/istio/envoy/custom-bootstrap/bootstrap-override.json
secretVolumes:
- mountPath: /var/lib/istio/envoy/custom-bootstrap
name: custom-bootstrap
secretName: gateway-bootstrap
# below is the new secret mount
- mountPath: /var/lib/istio/envoy/runtime
name: gateway-settings
secretName: gateway-settings

2.1.5.18.2. M Elasticsearch 5 7+2% %l Elasticsearch 6

M Elasticsearch 5 B3 E Elasticsearch 6 I, #JiMlBR Jaeger SE6l, AfE, BAAIEHEFENE, EEE
HOIEE Jaeger S2f5l, EFOEE Jaeger SEHISAAITIETE, MREEFEARFAMENE, REH Jaeger
SLBIEY Jaeger B FMFNIAn 44 22 (5] 5 B MHIBRAD Jaeger SLABIFER, TR LUEEHMERMNSE,

Jaeger £/ Red Hat Service Mesh B— &84 22 £ A5 72

1. #ATE Jaeger BE L HIRXXHFBIAT
I $ oc get jaeger -n istio-system

BNIZBERR UM THAR :
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NAME AGE
jaeger 3d21h

2. FERMEE R4 E S BNE B
I $ oc get jaeger jaeger -oyaml -n istio-system > /tmp/jaeger-cr.yaml
3. MB& Jaeger L4 :
I $ oc delete jaeger jaeger -n istio-system
4. MBE XFHRSXHHEIAEH O Jaeger L4 :
I $ oc create -f /tmp/jaeger-cr.yaml -n istio-system
5. MHBRERH B E L HIRXHBIEIA
I $ rm /tmp/jaeger-cr.yaml

Jaeger % B 1 Red Hat Service Mesh —ERH LM T2
TETFFIART, IR Jaeger B E L HRSXEFHIEIAR,

1. B ER B RE BRI R MR Jaeger 5445 -
I $ oc delete -f <jaeger-cr-file>
Bian -
I $ oc delete -f jaeger-prod-elasticsearch.yaml
2. MBEUFRXHMERRIAEN O Jaeger LA
I $ oc create -f <jaeger-cr-file>
3. WIEER Pod BE/F :

I $ oc get pods -n jaeger-system -w

2.1.5.19. Red Hat OpenShift Service Mesh 1.1.3 B ThaE

& 2 3 SERVICE MESH 1.X

Itk Red Hat OpenShift Service Mesh Z{ThRANAER T CVE ML LRI U R BFH IR,

2.1.5.20. Red Hat OpenShift Service Mesh 1.1.2 B9 Zh#E

It Red Hat OpenShift Service Mesh & fThRA R 7 —NER 2 TFE M,

2.1.5.21. Red Hat OpenShift Service Mesh 1.1.1 B9 ZhaE
Ltk Red Hat OpenShift Service Mesh A& {ThRANIZ NN T % W FrE MY 23 M 850
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2.1.5.22. Red Hat OpenShift Service Mesh 1.1.0 B Thig

Itk Red Hat OpenShift Service Mesh AZ{ThRAZRAIN T ¥ Istio 1.4.6 #1 Jaeger 1.17.1 B2 ¥,

2.1.5.22.1. M 1.0 FohEFHE 1.1

INRZE M Red Hat OpenShift Service Mesh 1.0 B#ZE 1.1, /18 % ServiceMeshControlPlane %
iR, LUER control plane A4 E#H EHIRA.

1. 7 web #H]& 7, = Red Hat OpenShift Service Mesh Qoperator,

2. /= Project ¥, AREMIIRFHLEFEEET ServiceMeshControlPlane 89518, #0 istio-
system,

3. = control plane B9 %5, {5140 basic-install,

4. R YAML, FIERAZFEEARINE ServiceMeshControlPlane ¥1iRH spec: 1, a1, EFHHE!
Red Hat OpenShift Service Mesh 1.1.0, 15 #510 version: v1.1,

spec:
version: v1.1

version FEEIEE B LI Service Mesh irA, BRI\ N RE B ARA,

HER, X Red Hat OpenShift Service Mesh v1.0 B3 T 2020 & 10 B& 1k, B F+
% v1.1 3% v2.0,

2.1.6. EFABThAE
2 BkRAS FR i — Lo Th A B 4 2 A S RS

FAMTHREDIA B & 1E OpenShift Container Platform A1, FEHLEM Y, HR, XNIMEESTELUEH
RITHRA MR, BAREVIEFRNESEFRER,

2.1.6.1. Red Hat OpenShift Service Mesh 1.1.5 2 F HKThEE
UTFEENFTRES RAREFH, FHEMA 1112 SR,

e Policy - Policy FREF M, HHELEBIRAFE PeerAuthentication FRER.

e MeshPolicy - MeshPolicy %iREF A, FRELUGHM AT H PeerAuthentication FRE
o

e vialphal RBAC API - vialphal RBAC kB8 25, {#M vibetal AuthorizationPolicy.
RBAC (Role Based Access Control) 7 X ServiceRole #1 ServiceRoleBinding %%,

o ServiceRole
o ServiceRoleBinding
e RbacConfig - RbacConfig =<1 B E Y FRE Y KI2H] Istio RBAC 1T/,

o ClusterRbacConfig (Red Hat OpenShift Service Mesh 1.0 LARTHIARA)
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o ServiceMeshRbacConfig (Red Hat OpenShift Service Mesh kg4 1.0 kB #HThRA)
e 7 Kiali 1, login #1 LDAP RESEWRFA. FRMREFSI AR OpenlD #N B F AL,
ARATMAFIEFRA T UTHYE, HREUEBREASL Istiod ZHEEN,
e Mixer - Dj[R|42 ) R {8 A 2RBE
e Pilot - RS ZHAMAIEEE
e Citadel - IEB4EK

e Galley - BE2iEJSUEF A

2.1.7. B&018] 8

Red Hat OpenShift Service Mesh A7Z7E LR :

® Red Hat OpenShift Service Mesh 325 IPv6, BN L Istio MBARXZIFE, OpenShift
Container Platform B A2 X F T,

o EBAMRE - Kiall AN AERAKIREN BREFHEMNED R WEE (ARTRBBERERE) BHF
BEmAEMZL,. BANMB— N E—HmREIEERAK, AL Kiali i 7 LM ARE/REIER, Bit
FEARRMERE, "M Graph Settings 3 AEFE—NTREH Layout Schema,

o REE—IRM Kiali #2HI & VMM xRS (40 Jaeger 0 Grafana) i, @i{EF OpenShift
Container Platform &R EUEEEZUE B FH EIHIHEITHBEIE, Elﬁ*[%ﬁﬂﬂLT?“%‘J“ﬂF'ﬂ’J
RE T E R FAE ],

2.1.7.1. Service Mesh 2H1|n]5

Red Hat OpenShift Service Mesh & LU B &08Y A :

o TEXZRET Service Mesh 1.0.x B Jaeger 5% Kiali Operator #4TH 2, Jaeger/Kiali Operator
E’J?‘l‘fﬁﬁh_fﬁg‘% CiA5ER, Operator BPRES R B Pending o
LR AR : MFEFEZER, HSHEENTIREXE,

® |[stio-14743 NIt Red Hat OpenShift Service Mesh IRAFTEFHY Istio lRAHIFRFI, BrIE—
LR FRTEF S Service Mesh I AR, 15 W+ X AUFE R HEEE,

o MAISTRA-858 Envoy HEFLU TS 5 Istio 1x HHXAMFEAETAEKE HXNEEREEMN :

o [2019-06-03 07:03:28.943][19][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:129] Using deprecated option
‘envoy.api.v2.listener.Filter.config's This configuration will be removed from Envoy soon.

o [2019-08-12 22:12:59.001][13][warning][misc]
[external/envoy/source/common/protobuf/utility.cc:174] Using deprecated option
‘envoy.api.v2.Listener.use_original_dst' from file LDS.proto, This configuration will be
removed from Envoy soon.

e MAISTRA-806 #:Z H Y Istio Operator Pod 52 mesh #1 CNI FNEEMRERE,

IR R AR INRTEEBE control pane fif istio-operator pod #:Z H, MHER#EZEH Y istio-
operator pod,

o MAISTRA-681% control plane BZ MR ZRAIN, ARESR SR HINMEREA &,
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e MAISTRA-465 Maistra Operator J5i% 4 operator 38 ir8UR IR S

o MAISTRA-453 NR O B FHILEIERE pod, NA T sidecar SFA, TEBIE pod
HI, operator &N maistra.io/member-of , FE AR pod F E#H O E LUNIT sidecar
ENIRE,

e MAISTRA-158 M AERAE—EN B S IM KA, SSBAEMXELEIF,

2.1.7.2. Kiali B5/7] 5

v =
: Kiali B9 Al 1Z7E OpenShift Service Mesh TE {2, Component % Kiali,

Kiali 57 2 X084 (7]

o KIALI-2206 HIEHE—RIjF Kiali ZH G, HIERAHRA Kiali BEEHEE, Kiali [RSIFETE
B Metrics PR35 DT “View in grafana” SR EE MR B, RAEE— R Kiali F
S HILEXAN A,

® KIALI-507 Kiali " #F Internet Explorer 11, iX 2R N EZEFRFXZHF Internet Explorer, Eiji[A]
Kiali ##l&, 15EA Chrome. Edge. Firefox 5% Safari {1 W23 N RFTAR A Z —,

2.1.7.3. Red Hat OpenShift 2% = BERC A W] 8
Red Hat OpenShift 2% 2B ERFR F X LE R ) -
o A3 Apache spark,
e |BM Z #1 IBM Power Systems LA 5@ AMQ/Kafka #H 1T ERE
Red Hat OpenShift £ A =B ERE LA T BR8]
o TRACING-2057 Kafka API BB #E vibeta2, LAZ#F Strimzi Kafka Operator 0.23.0, 1B
2, AMQ Streams 1.6.3 AL FH XN API kAR, MIREFLUTIE, FASAY Jaeger RS, &
T BRI BEHTH Jaeger BRSSSUEINE M Jaeger ARSS :
o Jaeger Operator #ii3& : 1.17.x stable 2% 1.20.x stable
o AMQ Streams Operator #i38 : amq-streams-1.6.x

ERRIXANE, ¥ AMQ Streams Operator BYV] 458 tD#: 2 amq-streams-1.7.x 5
stable,

2.1.8. 18 E 1y
TELFTETARBR T LUR A

2.1.8.1. Service Mesh &5 #4n]5i

e MAISTRA-2371Handle tombstones in listerinformer, TEISEE4MEn R 28 H B 751 R EETE
B, BEHMREFENRIEE LG tombstones, MM FEIE go AL panic B[R,

e OSSM-542 Galley fEf#% E R ERAFTIES,
e OSSM-99 MEHBIIEHIER pod £ H TE I E A RERE Kiali ARV,
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https://issues.jboss.org/browse/KIALI-2206
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® OSSM-93 IstioConfigList To/ERIEMN DN E B % LA 171278,
e OSSM-92 1£ VS/DR YAML 4@ T E A BUE R R EHN RN A EUHEX,
® OSSM-90 trace & B BIEERSSFIB I,

e MAISTRA-1649 ARG ZZEAIFHTIR LIRS 2B AR, ERRGRZEAFERETL LRSS, in
REBEREEFH, HEEHEE sidecar B Envoy BCE TR,

o WIEHIREIAEEBIRAPRILER, kubernetesenv Y Maistra-1541 &£ 53 Panic, 1% pod
R BB EEFIZRH ownerReference, NIl& 53 kubernetesenv cache.go X3 H I panic,

® MAISTRA-1352 Cert-manager B E X FTIRE X (CRD) B X AN A& T hiR A F1 LA 5 B9 AR A< 4% 1 Bk o
INRIEBELZERET Red Hat OpenShift Service Mesh, N1R%EFE A cert-manager, M AFL)
fBR CRD,

o MAISTRA-1001 k] HTTP/2 iE#E Al g 53X istio-proxy FEI 5 EREH IR,

e MAISTRA-932RINT requires JTEHE, LARIN Jaeger Operator #1 OpenShift Elasticsearch
Operator 2 [BIBfKHfix R, HARLLEET Jaeger Operator ff, ©2HLNERE OpenShift
Elasticsearch Operator (1RATH) .

e MAISTRA-862 Galley TEZ Rip & 2 BRI EFHOIERER T MIBFH(E 1L T HEMAH MR HE
%o

o MAISTRA-833 Pilot TE% R & AR EFHUERE L T X FEE,

o MAISTRA-684 istio-operator 2R IAH Jaeger liiA 7 1.12.0, B©5 Red Hat OpenShift Service
Mesh 0.12.TechPreview 2 #tH Jaeger kR4 1.13.1 NIEEL,

e MAISTRA-622 7E Maistra 0.12.0/TP12 1, permissive R FEIEHE TV, B A LUER Plain
text A Z Mutual TLS R, {BFREEEA permissive &,

® MAISTRA-572 Jaeger ToiE5 Kiali —#fE A, EXMhRAS, Jaeger #ECE N HEMA OAuth £
I, BeRERENREELNTERHTERE, BARFRS N, Kial BEEHS Jaeger s
158, BRINN Jaeger EMH, 1HSH TRACING-591,

e MAISTRA-357 £ OpenShift 4 Beta on AWS A1, BRIATIEBTimA 80 Z 4 ingress Mk 14 7]
TCP s HTTPS BR%5. AWS fiEafiss 8 — MERME, BARIRSHEKRPHNmO 80 25
K, WIRMRSEEERO 80 HizfT, MBEMIEHREREEMRIEM,

e MAISTRA-348 OpenShift 4 Beta on AWS A HimM 80 3 443 Z 4+ ingress MXRE. R
154 ingress BXECE HFEF 80 X 443 LA MR O SN IE TCPRE, ENIGHERASE, Edb
AMER AWS B398 2R IRIMBAR S L&, MR OpenShift B H 25,

o MAISTRA-193 ¥} citadel |5 7 BRI EINEERT, SHIITIERABNIERIEER.

® Bug 1821432 OpenShift Container Platform Control Resource details TTEHH Toggle 24 Fi%
IE#E#H CR, OpenShift Container Platform Web & A Service Mesh Control Plane
(smcp) Overview TTEAHY Ul tI#IRHI BN R BEH T RAPNEIRTEE. BEH
ServiceMeshControlPlane %R, B4 YAML RS, HEMSSITERTR, mMASFERY
i,

2.1.8.2. Kiali & 8y |n] 5

o KIALI-3239 R — Kiali Operator pod KW BKEH “Evicted”, BRFAZE Kiali operator BIEB
B, BRERMBREZEHM pod, FEHEE Kiali operator,
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https://issues.jboss.org/browse/KIALI-3239
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2.1.8.3.
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KIALI-3118 ¥%} ServiceMeshMemberRoll #1TERE (BIa0, FRm=kkR T WiE) , Kialipod &
BEHED), FHE Kiali pod EFHEIHIT F2HTE Graph T B REIRE R

KIALI-3096 Runtime metrics 7£ Service Mesh 4k, 7E Service Mesh #1 Prometheus 2 [f]&
—A OAuth 1328, TEM Prometheus £i#— bearer FREF KT F AR, Kiali E4%5E
T HNTES Prometheus BRSS 2B IATMERIX N5 HE, (BN ERRFEH metrics HEIR A 403 iz,

KIALI-3070 iR Ragnm B E Y. dashboard, BEARERNMENIAR dashboard, HIETE
metrics X B FE IR FRIFT UEEF, SEXPPRBEIERE, BENEERRERRKRPE
o

KIALI-2686 ¥ control plane BN p R ZE (AR, FIRER S EHEIMEREHIRL,

Red Hat OpenShift 4% =8 Ex 0] 5

TRACING-2337 Jaeger 1 Jaeger HERILK—NEENESEEFER, WTAT:

{"level":"warn","ts":1642438880.918793,"caller":"channelz/logging.go:62","msg":"[core]grpc:
Server.Serve failed to create ServerTransport: connection error: desc = \"transport:
http2Server.HandleStreams received bogus greeting from client:

AW 16\WX03\WIXO0 1\WX02\\\x00\\\\X 0 1\WX 00\ 0 1 \WXFE\WX 03 \Wx03vw\\\\x 1a\\W\xcO T\\\xe 7\\\\x

daCj\\Wxb7\\Wx8dK\\xa6\\"\"","system":"grpc","grpc_log":true}
XA 2@ RATFEIRIRS B HTTP(S)im AM A= gRPC i O & 2R,
TRACING-2009 B & %7 Jaeger Operator, HEE &%} Strimzi Kafka Operator 0.23.0 X% #F,

TRACING-1907 Jaeger X3 sidecar JE AKX, RANNAREFGREZEFAHRIEERN, BN
OwnerReference RN BRI, EEEMSNSWEELIME, RN EEF pod AT
"ContainerCreating" [T E%. EMIRFEHIIZE,

TRACING-1725 # A% TRACING-1631, FiAKRERFFEEBE, WHRYEESINETINEN
Jaeger S£fl, ef1ERERMATMEERRB G R LA PR, Elasticsearch IE I LA IEFA )
Vi, AHIESR BZ-1918920,

TRACING-1631% Jaeger £ IMELAIEAERNZIMEERREGZZFAH, RERTE
Elasticsearch IEH A, &% MIRSFIIEET, FiE Jaeger Elasticsearch LI EREHEREH
Elasticsearch secret MA@ H B secret, X5 OpenShift Elasticsearch Operator Toi& St
£ Elasticsearch £&B1E.

TEfEF Istio sidecar i, 7E Agent #1 Collector [A]FiEESH I TRACING-1300 KM, Xf
Jaeger Operator WEFHEINE A T Jaeger sidecar fXEEF1 Jaeger Collector Z [B/#) TLS &5,

TRACING-1208 ij[1] Jaeger Ul Bf I B {3 95F "500 Internal Error” £51%, &2 # A OAuth 5
Ik ULES, &85 500 #1%, KN oauth-proxy sidecar NMEE L LR F
additionalTrustBundle & X B E & X CA {4 &,

TRACING-1166 B RIT/ATEMTFF LS EZBIME R A Jaeger Titklg, H— Kafka ERFRE S
B, BRm4E—ME1R : Failed to pull image registry.redhat.io/amq7/amq-streams-kafka-
24-
rhel7@sha256:f9ceca004f1b7DCCB3b82d9a8027961f9fe4104e0ed69752c0bdd8078b4a107
6,

TRACING-809 Jaeger Ingester 5 Kafka 2.3 T3 T, BEFEEIM T HZ A Jaeger Ingester S5l
i, ERTMEASHERERTEER, XEHTE Katka 23 BEFEE—IMEFIER, BEHRE
Kafka 231 IESE., MEESZER, 155 Jaegertracing-1819,
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https://github.com/kiali/kiali/issues/1603
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https://issues.redhat.com/browse/TRACING-1725
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https://github.com/jaegertracing/jaeger/issues/1819
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e BZ-1918920/LOG-1619/ LOG-1619, Elasticsearch Pod EEHEASBIER,
IR AR « FES pod.

2.2. T ## SERVICE MESH

g
Of

BE T B XM Red Hat OpenShift Service Mesh & 1ThR A I STHY,

Service Mesh fR# 1.0 #1 1.1 control plane "B . BXALIRS K control
plane BIIF18, 1S 4 Service Mesh,

B X4 E Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESH™ M
4 fp A HI T E,

Red Hat OpenShift Service Mesh 12t 7 — M EA, BAFXARSMIE (service mesh) B BIMHAR 55
TN T IR ELE], @iT# A Red Hat OpenShift Service Mesh, BILAERE, 123 1% OpenShift
Container Platform EME R BIMARSS .

2.2.1. T fRARSS AHE

AR IE (service mesh) B— MRS W%, ERFE— MDA RANMIRSESIKRN AR, FHi
HERRMARSS FIHIZEINEE, YIRS PSRRI S L8 KE, TRMEBECHSLHEIEERM,

Red Hat OpenShift Service Mesh Z£FFR Istio W H, BEAREZEBBRBRSKHNIERT, HINEHNS
mXANBRERINT —MNERMZ, SR UERS HRINAT Red Hat OpenShift Service Mesh B9z, 7
BB —MEHRB sidecar (RIEAR S5 2R EBFB RN A T EREMAR S 2 FIBAT B R 45 @ I BIAR 55 Mg B, &
A LU# A Service Mesh control plane JEEEEBFHIEEE Service Mesh,
Red Hat OpenShift Service Mesh A i R HA QIR SR B RIARSS LS, 1ZMILEIRHE ¢

o K1

o IEEH

o RS EIARSSBISIIE

o WiEIRE

o IEWR

o Uiip
Red Hat OpenShift Service Mesh iM 2t BB S /iR 1ETheE, HAaiE :

o A/B il

e Canary Z1ThRA&

® Access control
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o I BRI IE

2.2.2. Red Hat OpenShift Service Mesh Z2f4

Red Hat OpenShift Service Mesh 7Ei2% L #9 l— data plane #1— control plane :

data plane @ —H{EH sidecar BREHIERENRIE, XLERIR B FFIRHIAR S & AR BEHAR S Z B BT
BAMGMHIEMEEE, Sidecar RIEILH Mixer CBAMIKESHZENRS) #1708,

e Envoy RIZAI LAE KRS M HNFIERSHIALF B IR E, Envoy RER—1 pod FEERE N
HXARSS M sidecar.

control plane AT A HAMEEEMNEENIE, FHEE Mixer i AT RIS FH I E ZNEIE,

e Mixer s EIHAT T MHRGFIFIGEASREE (WAL FRRRE, EHL ISIEFIEKIBER) , FFM Mixer
RIEEIRFS R E B IRS KREZN IR,

o Pilot 7Ei2 1T ERERIE, Pilot v Envoy sidecars IR#tARSS A N, ERERAMRESIEINAE (fI
o0 A/B B canary E88) , AR (GEBRf, FiAFIAHREERSS) .

e Citadel AT A FHRIKIE, Citadel BITAHNEBEMHZ D EILEIEINAEIRM 7 8 KRS EIRSS
(service-to-service) BUIUFTHRE R A A HIKHEThEE, BBl LUMER Citadel IRFHARSS P&

FRNFBHOMERENLZ 2N, Operator AIRIERSS BRI A 2FE A Citadel 11T MZIEH ko
5L HE SRR

o Galley A REERSMIEEE, AERIE. LEMNLZHEE, Galley FAEMAERIFHAMARSSMIEH
%, fEEf15M OpenShift Container Platform ZXEXHI A - BR B i i5HEMRE

Red Hat OpenShift Service Mesh 14 & istio-operator £ E control plane %4k, Operator @ —1
B, BEIEESEIIFI B 30{E OpenShift Container Platform 8 AR WiRIE, ©HEYF—DikHgs, A
F X B E RPN RIIFT TR,

2.2.3. T & Kiali

Kiali i85 &7~ AR 55 PG HEOBAR S5 IR S5 LA BOERE A =, NERME T — DA AL MERIAR S5 PS8R,

2.2.3.1. Kiali 5k

Kiali 737E OpenShift Container Platform £iZ4TH Service Mesh 12t 7 — MR E A, Kiali AT LAES BHIE
BN BIEF R Istio RS M. ©RTIREBITRING YA LAESBNIR T ARAR 55 RIAR BO L5 1L, FHIR AR5
B ERIRRE R

Kiali SERfiREap B2 RN R B R EIFAE, mILE T RIS ERETERes. 1FKkE, EREEREREY
BB, Kiali 1Rt T M ARRFRIRS UK AEBERENHNAEGN T 8, FoERSAmERFET K80058
ETFXEEMNERNRE, Kiali it2HETRIE Istio BoiE (W0MX. BRIHNL, EHRS. MERIEE
%) MIINEE. Kiali IRt TIFBIIEIEUE, FHAIEAEARD Grafana ERNCREITREER, B
Jaeger £ E Kiali #2Hl & RiR 2 HEER.

FINER T, Kiali ¥ Red Hat OpenShift Service Mesh F—ER 9 # &2E,

2.2.3.2. Kiali 284
Kiali ZF FFR Kiali B, Kiali B NMHAAERK: Kiali N ATRFEH Kiali #2244,
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o Kiali NAHIER (Fim) - ZHGEE1TTERSRNAHREREEPR, FSIRSMBEEEITE, KBER
A IREIE, FRXEHIRRMAIEH A, Kali NAREARER ., YEEHDRENBARER
if, BELEBTE ConfigMaps # secret K&,

o Kiali #HIA& (i) - Kiali #H &2 —1 Web N, Kiali MAREFEN Kiali #2H SR HAR S,
EH el RRSEFBERERESA .

FAH, Kiali K F RN BRFESHM Istio IR A ZRAR S FIZH A,

e Red Hat Service Mesh (Istio) - Kiali HZ Istio, Istio RIRHFIIEHIARSSMEHHM, B Kiali #
Istio AL ZEE, {HRZ Kiali ®E Istio, WIRERBRE Istio, MIEEILIE, Kiali BERFR Istio
BURFECE, XEHIEFEE W LUEIT Prometheus F15EE API 1515,

® Prometheus - — P& FM Prometheus SX5I4E 5 Red Hat OpenShift Service Mesh Ze2&#)—EB
DWEFE, B Istio B, EIEIBEMETE Prometheus #, Kiali {8 X Prometheus $iE
SOREMIRFRING K, BRIEEE. 1TERERR. ERENAHEESE, Kal 5
Prometheus BEf%i48, FRi% Istio Telemetry EFRIENIE schema, Istio &l F
Prometheus, Kiali tB{&#iF Prometheus, % Kiali BIZhREIER A Prometheus BB T Ti%
IiF

® Cluster API - Kiali 8 OpenShift Container Platform (cluster API) API 35X EX 0 #2477 AR 25 P&
BoiE. Kiali @i EINER APIREVER, WIIRERG&ZEE. BRSS. B8E. pod MIHMEAKE
Yo Kiali MR EIRRBINAREFLEZ AKX R, B4, AT LUBT EIRERE AP LURER
Istio Boi&, tLHNEPIARSS. BERIHNI, BREAMN. WX, BAIEE,

e Jaeger - Jaeger A%, {HEYEH Red Hat OpenShift Service Mesh ZE&H—ER 3 #E BRIN %2
&, YN Red Hat OpenShift Service Mesh &M —ER D LHE D HEERFEER, Kiali 224!
BREFE—TNETSHANBERBIBNIRE . FER : IREH Istio WA HNBIERTIEE, NIF&
REGEEREE, HiEER, AR A% Service Mesh control plane B9fp & 22 (8], FHE
BEBEREIE,

e Grafana - Grafana 28%M, {BYF/ Red Hat OpenShift Service Mesh RZEH—E D HEINE
%, MMRFEAT Grafana, Kiali B metrics TRBIFE —NEE, A ALUERER Grafana &
HEEMIEREIE. HER, AP LR R % Service Mesh control plane By#p & 22 [H], LUE
HEF Grafana (U RIRAEEEFH EE Grafana HIE

2.2.3.3. Kiali 93hAE
Kiali #2155 Red Hat Service Mesh &/, 1=HtLLTINEE
o (R - RFNFNARRE. RSHEITIENERIF-,
o 1 - LIEHFERAERNARE. RS ITIENEMMART Kiali #1TR1E,

o IEHR - Tl LA metrics dashboard AT NE4ERK Go. Nodejs. Quarkus. Spring Boot .
Thonttail #1 Vert.x BIARSS MBI ARRFMER R, . HATLAREESHEE LRI,

o BIR - @iT 5 Jaeger £, ALIEAM—INARFHS DMHARS FLIEERIE RIEE,

o IGiE - XTERE N Istio X8 (Destination Rules. Service Entries. Virtual Services &%) #1753
RIE,

o ECE - HAASAIRE. FHMMR Istio IR ERIAIIEINEE, HEERETE Kiali Console B YAML
G anrh O, ERTAIMER Istio BEREAACE.,

2.2.4. Jaeger MR
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BRAPERENNARFERIT—IURER, —NERBIEMENRI LT, MXDRATEETEL
TANTRRFSVHBS S T T MBI, X MERNERER— DD HINNES, Jaeger BT
DHEERINEE, AR — N ARFIS MRS FHEERE R E,
2HENEREAREAR T FRTHESXKERNEAR, BERETRIEIENFHIITH, LUIEEMRE
DHENEFHNENSEHE, 2HNEBRTILFLAAERBERSRGBUGCHRRE. e EEFT
b, FATMELERRKBREMNE,

Jaeger TEMARSSHIEENHER ARICR T HMIDERIHITE 2, FHFH IR trace, trace@ REIHIEIE/ I
TR, —DNmEIIRE trace H—PEEZ A span A

span XX Jaeger FHPH TEH T, ©ESBRIELM. BIEWITFIART A F0FFLLHTA], span AIRES M ER
EHBEFLUEINRR X R,

2.2.4.1. 2B R
EhIRSFIEE, EEUERSAEERRMNEMARS, DIKESRSRIGBXMER. ETUERS
;’;’iﬁﬁﬁ%ﬁﬂﬁ%@ RZEMERE DA, FERTIIA, mIREMETHARSS M A RAEA Z MR BT
B A RRIBER, B HATATIO8E ¢

o NENHNES

o (RALMEREFNIERRSA]

o HUTRER DT
Red Hat OpenShift distributed tracing @FEH N EELHHE -

® Red Hat OpenShift distributed tracing Platform - LA A EFFFIR Jaeger T H,

® Red Hat OpenShift distributed tracing Z3EKE - LLEBHEFFIR OpenTelemetry T H,

XN AEERETF T BRI OpenTracing API F1ITE,

2.2.4.2. 3t EBEREM

ADHNBIREFEET R Jacger UH. 2HNEBHRFAEHSNMEAHANR, Bl —BEE. FHMETE
EREE.

e Jaeger Client (Tracer. Reporter. instrumented application, client libraries) - Jaeger client
/& OpenTracing API WEKIEESLH, e eI AR NEFHIAFFIRIESR (40 Camel (Fuse) .
Spring Boot (RHOAR) . MicroProfile (RHOAR/Thorntail) . Wilfly (EAP) iz H A BERT
8

Z7=~o0

e Jaeger Agent (Server Queue, Processor Workers) - Jaeger K2 — MWL IHHR, B
WEIf@id User Datagram Protocol (UDP) %4358 span, FHAEFIWERF, XMRENHEKE
EEEENNARFNE—EN L, XBEZRITI Kubernetes ERERIMEHRH sidecar KL
1,

e Jaeger Collector (QueWeue) - SIERLL, ZIKESFAT LRI span, FFEBAREBILS
DIEHATIR, XAVTIRERIELROEIR M in/RIE, MAREZEER span i AFH,

e Storage (Data Store) - WERFE—NMRFANFEEIR,. Jaeger HE—DHEEARNNGIATF
span Ffifi, 1HER : XDNKITAS, H—ZFHNFEER Elasticsearch,
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® Query (Query Service) - Query B —MMIEEFR trace IR,

® Ingester (Ingester Service) - Jaeger AT LMEF Apache Kafka {E N IRER BRI LPnfE & 6&
(Elasticsearch) Z[AIHIZ%H, Ingester @— MM Kafka IEREIRH B A 7 — 1 F 5l
(Elasticsearch) BIAR S5,

e Jaeger Console - Jaeger 12t 7T — A/ R @, ANEERG M EBMRS L BBERETE. TiE
RUIEA, B trace, HEFHK—NIHRIL trace B span 1#1F.

2.2.4.3. Red Hat OpenShift distributed tracing Zh&E
Red Hat OpenShift distributed tracing 24t 7 LA T IHAE :
® 5 Kiali M - YIEMABBER, EAILIM Kiali #2516 EE S M BEREIE,
o SHHLHME - PN EBRFIRIITEFR—HER, MARBIZRRIFZFRATI R,
o NN TR - RVFEE R BIZH A EEEUIE L O 2 T2 IR BRI trace,
e 5 Zipkin BI/aM3 A M - Red Hat OpenShift distributed tracing & API, ERENHEABE Zipkin B
R BER M, BLIBEL A TRARTSZE Zipkin WFRE M,
2.2.5. REEF K

e 1T OpenShift Container Platform I iE A %4% Red Hat OpenShift Service Mesh ,

2.3. SERVICE MESH #[1 ISTIO B~ [A]

Dig¥
Of

BB XM Red Hat OpenShift Service Mesh & 1ThR A9 STHY,

Service Mesh 7 1.0 #1 1.1 control plane B . BXALIRS K control
plane B9IF1E, 1S F Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESH™ M
4 fp B H T E,

Red Hat OpenShift Service Mesh 4% 5 Liff Istio #t KR L2 A F L AR, HTE OpenShift Container
Platform LiE{TERERT, H TR, RELININEESNIEREZ L, * Red Hat OpenShift Service
Mesh HYIEERE I 2T,

Red Hat OpenShift Service Mesh B BI A {ThRA S LA L5 Istio K ZTARAKNARME :

231 S RE

L% Istio RAH—FE 5%, Red Hat OpenShift Service Mesh 52 h B9 MNHRILAY control
plane, Red Hat OpenShift Service Mesh %/ Operator SREE control plane £ EHA,
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Red Hat OpenShift Service Mesh BRINZ 2% FH 7 control plane, &R LLHETE BT LLiJj[A] Service Mesh Y
TH, 7 Service Mesh 5 HAth control plane SLflIfEE.
2311 S MERSEHEN RS

ZHPREMERSCHRE RN EER T FHEANNRGEE, AEREEREREEMN Role Based
Access Control (RBAC) ¥R ClusterRoleBinding.

ServiceMeshMemberRoll members 51X FHEN T B EIF HEN 5 control plane ERE REXBIAR S5K F
#E—" RoleBinding, &~ control plane B RKMIX LR HITH, BNKATBEE#HE—
maistra.io/member-of /1%, H member-of [HEE S control plane RERIF A,

Red Hat OpenShift Service Mesh EEE &M 51 H AR E &, control plane F1E & A G131 B A 89F 4%
HiE, BAMEEBIRIE OpenShift Container Platform #i447E X M%% (SDN) MECEMAF AR, Bt
1E155 4" %F OpenShift SDN”,

N OpenShift Container Platform S 4XEZ & 1F F SDN & :

e NetworkPolicy: Red Hat OpenShift Service Mesh ZEEN K T B I —4 NetworkPolicy
R, SRTFMEBE A control plane &l pod BIAUSEMZEEE, 0RM Service Mesh AR T
— MG, XA NetworkPolicy ¥R S M E it Bk,
==
X BRI 7 B A 01 E B A USRS EE, IR FE R B IERK T E B A U R 4% 5
&, NIZELE— NetworkPolicy £ X EREEIT,

® Multitenant: Red Hat OpenShift Service Mesh f$&/ X i EHH NetNamespace I1AZ!
control plane TTEH NetNamespace (#H%7Fiz1T oc adm pod-network join-projects --to
control-plane-project member-project) . fIREM Service Mesh HHER— MG, E8
NetNamespace 5 control plane 2% (#3%Fi21T oc adm pod-network is isolatedate-
projects member-project) .

® Subnet: EZBEHITHMEE.

2.3.1.2. £ESEHE MR

£ Istio SR T N ERESEFEM R, MeshPolicy 1 ClusterRbacConfig, ©115 % £ THE
BFHEWEN, WTAR,

e ServiceMeshPolicy ## T T EZ& control-plane-wide K IEERIEH) MeshPolicy, X5
control plane TEE—N11 B A&,

® ServicemeshRbacConfig &#: ClusterRbacConfig LAEEEE F control-plane SB[ A BEY A%
#, XS control plane TER—/NT B 42,

2.3.2. Istio #1 Red Hat OpenShift Service Mesh Z [A]# X Fl|

Red Hat OpenShift Service Mesh Z%& 5 Istio ®EELZ N AEEBEANAFR. HTE OpenShift Container
Platform Li#E4TERERS, K TR, RELININEESNIEREZ L, * Red Hat OpenShift Service
Mesh BYIEERE I 2 TR,

23215 1TIR
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Red Hat OpenShift Service Mesh BJae 51T LRJE oc, Red Hat OpenShift Service Mesh A3 HF
istioctl,

2.3.2.2. BFEA
L5 Istio #t R RERTEEPRICHITIE & B 51 sidecar ¥ A pod,

Red Hat OpenShift Service Mesh & B 514 sidecar SEAE(T pod, MREREIEFFERZEIRCTIE
BFEEREAN, INAEBERVINR, BFRS5HAM OpenShift ThHAEHZ2, bl builder pod, E/E A
BEEAN, EALUIERE sidecar.istio.io/inject 3%, INH ) sidecar ST AER Ak,

2.3.2.3. Istio EF A BRI {25 ThaEe

Istio EF A BETTA[#2HI (RBAC) 124 7 7T A SR BN BRI B9 V5 AR B, eI LARER P & E
EE—HBEMRIARIN R, FERN N2,

£ Istio 4 K R HARMANLICIE « PR AEMAITES. R L ARENBECR, SXILEHR LA AR ERT
=S

Red Hat OpenShift Service Mesh {#FIENFRIAR KT RS E KIRLEERAITHEE, FRAENFRKEXIEE
request.regex.headers HIE 45,

£k Istio #E X PLBCIE RbRL 2B

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.headers[<header>]: "value"

Red Hat OpenShift Service Mesh {8 F IE | 25k 3\ PE A i K bRk

apiVersion: "rbac.istio.io/vialphat"
kind: ServiceRoleBinding
metadata:
name: httpbin-client-binding
namespace: httpbin
spec:
subjects:
- user: "cluster.local/ns/istio-system/sa/istio-ingressgateway-service-account"
properties:
request.regex.headers[<header>]: "<regular expression>"

2.3.2.4. OpenSSL
Red Hat OpenShift Service Mesh ¥ BoringSSL &1/ OpenSSL, OpenSSL 2@ E8REEEFTZ

(SSL) #EHIZ (TLS) XM FHREIMBIE M, Red Hat OpenShift Service Mesh Proxy Z i HlE3)
ASHbRF OpenSSL Z (libssl #1 libcrypto) 5 IEJZH Red Hat Enterprise Linux #/F RS 1THERE,
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2.3.2.5. AN
® maistra-version T3 2R INEIAR A BR A,
e FA Ingress HIREBB 575 OpenShift Route HilR,
e Grafana. Tracing(Jaeger)# Kiali 2#%EINEFH, Fi@id OpenShift BEH AT,
e Godebug B MAFAE R F it k&
e istio-multi ServiceAccount #I ClusterRoleBinding 2#/k&, Rtk T istio-reader
ClusterRole,
2.3.2.6. Envoy. Secret Discovery Service ik

® Red Hat OpenShift Service Mesh A #FE T QUIC BIARS.

® Red Hat OpenShift Service Mesh B RIIL A X ##{# F Istio B Secret Discovery Service (SDS) B
BEERE TLS Ik, Istio BISLHEEUR FE A hostPath #H#iM) nodeagent B28.
2.3.2.7. Istio Container Network Interface (CNI) }&4

Red Hat OpenShift Service Mesh &% CNI #f, B AR TEREN BRF pod MEMENRAE. CNI
BEHEA T init-container MAERE, IEATEEREVINPERMIER FIRFRSKAFTBEN =22 LT
AR (SCC) B9 1A,

2.3.2.8. Istio P BIE&H

Istio %) OpenShift BHTE Red Hat OpenShift Service Mesh F#E &R, &FIRIE service mesh
I8, BHFHMIER Istio WX, FEBINUIE. BHFH MR OpenShift B,

%1 Istio OpenShift Routing (IOR) #J Red Hat OpenShift Service Mesh control plane H{4 R LA AR S
MXiRH, MERZER, H5H BB,
2.3.2.8.1. catch-all 15

AEZHF Catch-all ("*") . MAREMKE LFIHKE—, Red Hat OpenShift Service Mesh 78I 2 E&EH,
BERKITF OpenShift EOIE—PMBRINENR, XEKREFOUEMNEREB FE catch all (") IRH, MEfE
F <route-name> [-<project>].<suffix> BXHWENH, WEEXRMINENZHNITEARXURERFEER
MABEELEHELZER, HSH OpenShift X4,

2.3.2.8.2. Fi3

IHEHFIE (F40 : " domain.com") . {HRZ, OpenShift Container Platform FAREIAS FHLLIhEE, XE
k#&, RedHat OpenShift Service Mesh J## i Fii I8 H, {ERABTE OpenShift Container Platform
WEENEAEN BN

2.3.2.83. fkhiZRE£H
XFEFEHZREE (TLS) . XEKRE, MRMXEE tls &84, OpenShift Route FEE N3 HF TLS,
HhBR

o HIBALIE
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2.3.3. Kiali #1AR S5 MI1&

1T OpenShift Container Platform LB Service Mesh &% Kiali 54t KX Kiali REARR, H 7 R A1,
REFANDIBER G IBARAR AL, XERBREF UM,

® Kiali B#EINE A,

o HiAEHA Ingress .,

e X Kiali ConfigMap #1T T B #f.

® X Kiali B ClusterRole XE#H1T 7 B#.

o AR EZYtE ConfigMap, ENEBIENAIBES# Service Mesh 2% Kiali Operator B&. Kiali
Operator BIEHIXX A kiali.io/ 75550 E /., B#T Operator X RFEE cluster-admin

WERBIFR 7, INSER{EA Red Hat OpenShift Dedicated, MIE#T Operator XN IZXRFEH
dedicated-admin Y fRE A

2.3.4. D VBERF AR S5 P

& OpenShift Container Platform £ Service Mesh REDHNBIRTEA 5K Jaeger ZEARE, H
THEERFH, REFANBESLIERR L, XERRB 2SI,

e Service Mesh BAIA/E A2 RBER,

® /y Service Mesh BkIAJE A ingress .

e Zipkin iz O & FRE X jaeger-collector-zipkin (M http)

e 4%+ production =% streaming #RE LTI, Jaeger RERINEF Elasticsearch #F 4 #Ffi#,

o |[stio Ut R ARME T — N EBAM "tracing” BH. Red Hat OpenShift Service Mesh {3 Red
Hat OpenShift distributed tracing Platform Operator 2258 "jaeger” B, FE3F| OAuth 4
(E3AN

® Red Hat OpenShift Service Mesh “} Envoy proxy f#FH sidecar, Jaeger 115 Jaeger agent &

sidecar, X sidecar @ HIRECER), FRIZHEERE. proxy sidecar £AIEH pod B ATLF]
HUEHEXH span, agent sidecar INEIN FATERFFIRHEEY span, FIFH 43X E Jaeger W& 2R,

2.4. K& L% SERVICE MESH

Dig¥
Of

BT B XM Red Hat OpenShift Service Mesh & 1ThR A9 STHY,

Service Mesh fR# 1.0 #1 1.1 control plane "B . BXALIRS K control
plane B9IF1E, 1S F4 Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh Z{THRAMZHRSHER, ESH™ M
4 ep A HI T E,

267


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/service_mesh/#ossm-versions_ossm-upgrade
https://access.redhat.com/support/policy/updates/openshift#ossm

OpenShift Container Platform 4.8 Service Mesh
1E %% Red Hat OpenShift Service Mesh B, FEBREMBIERNE, BRIFIBUTRE :

2.4.1. FoRF G

o REVLLIEHK P AR TEELBY OpenShift Container Platform 1T1%, SARMEEBEXITH, 1HEKLE
MM ERRUKEBESZER.

e & OpenShift Container Platform 4.8 ik ,

o L& OpenShift Container Platform 4.8,

o 7£ AWS k%% OpenShift Container Platform 4.8
o ERFE®HM AWS L&% OpenShift Container Platform 4.8
o TEEHLEZE OpenShift Container Platform 4.8
o 7f vSphere £%%& OpenShift Container Platform 4.8
p= =1

INRIBEIEZIRM LS REE Red Hat OpenShift Serwce Mesh, 1E1RIRRTIE
OpenShift Container Platform EiliZ2 a1 BR i 1T 4E,

o %5 OpenShift Container Platform Hﬁﬁl&@ﬂﬂ’\] OpenShift Container Platform @a {7 L&
ocC g)ﬁﬁ#‘ﬁlg) #'I_.f/\/d\\ﬂugu'j:}t

o MNR{FEH OpenShift Container Platform 4.8, &% (%% T OpenShift CLI,

2.4.2. Red Hat OpenShift Service Mesh Sz FMfD &

LR 2 Red Hat OpenShift Service Mesh Mf—Z #FHIECE -
® OpenShift Container Platform kR4 4.6 X E &R A,
pa -3

OpenShift Online #1 Red Hat OpenShift Dedicated A% #f Red Hat OpenShift Service
Mesh,

o IREWINSEE—MMIIA OpenShift Container Platform &&tH,
o [hhRAH Red Hat OpenShift Service Mesh {{3&FF OpenShift Container Platform x86_64,

o b4 ThRA R ZF1E OpenShift Container Platform £t @ S FfA Service Mesh HEMERE,
EAXRAERHZAELEERHEEMRS.

o XMNRARFRARMNIIRSHEE, LLAENHL,

#NFE A X Red Hat OpenShift Service Mesh £ B FNREMNEZE R, 1550 ZHFEE,

2.4.2.1. Red Hat OpenShift Service Mesh Xz #%# Kiali idi&
o Kiali MZR12HI& R #F Chrome . Edge. Firefox 8 SDomain "% 2389 &R FTEIF N hR AR,
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2.4.2.2. ZHH Mixer EHCES
o ETHRARZIFLLT Mixer SEHCSS

o 3scale Istio Adapter

2.4.3. Operator 5t

Red Hat OpenShift Service Mesh FZ LL NP4 Operator :

e OpenShift Elasticsearch - (71%) HER2HNBERFESHTEERM BRI RIRBEIEEF
ik, BE T IR Elasticsearch T H,

® Red Hat OpenShift distributed tracing & - {22 A VEBERUGIEE o AN RGIFMES
FitiTiRERERR. EE TR Jaeger WH,

o Kiali - NWIEBRS MR IRET RN, RAFEEENMEFHERESRE,. HIERENOER.
eETFFHIE Kiali i E,

® Red Hat OpenShift Service Mesh- S FIEERe. fRIF, 2RISR AL FI A2 P BOMAR 55
Service Mesh Operator & X F 15 1FE 2 ServiceMeshControlPlane iR, X/ FIRARER
Service Mesh ZHBIERE. BEHAMRIZEIE, BETFTHIR Istio WH,

e
=K

INFE T ERIEETIMEH N Elasticsearch BEREBRNIA Jaeger ¥R, ESHEBRERE
ﬁ%o

2.4.4. 5 R

® 1EOpenShift Container Platform IR %% Red Hat OpenShift Service Mesh ,

2.5. £% SERVICE MESH

i
Of

BT B XM Red Hat OpenShift Service Mesh & 1ThR A9 STHY,

Service Mesh fR7 1.0 #1 1.1 control plane AE# X, BHXAMIRS K control
plane B ¥1E, 1ESH 4 Service Mesh,

B X4 E Red Hat OpenShift Service Mesh X iTHRAMZHRESWER, B R
4 ep A HA T E,
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L% Service Mesh 85724 OpenShift Elasticsearch . Jaeger. Kiali #1 Service Mesh Operators, il
& — ServiceMeshControlPlane %R LLEBZE control plane, JE#—1 ServiceMeshMemberRoll
RIS E S Service Mesh XKEXHO# & 22 H],

EEINBERT, Mixer RIS HFITHEEWEZER, BXIEBAEFLaTRIBES. X0 H
Mixer SEB& 5 HI AT RO E I8 15 S %] B #T Mixer SRB& 58 I HIT,

%0 control plane ZEREINEE.

Service Mesh X #4{# F istio-system {E A RBILIE, BIEFLUFRS MG E S EMTIR
¢Q

2.5.1. R
o IRIBMHELLE Red Hat OpenShift Service Mesh BYIS #2178 4E,
e B4 cluster-admin B &RIK -,

Service Mesh 211 #2{#F OperatorHub 1£ openshift-operators 1 B A &%
ServiceMeshControlPlane B E X %R, Red Hat OpenShift Service Mesh & X 5L, B
JHB& control plane #8%# ServiceMeshControlPlane.

M Red Hat OpenShift Service Mesh 1.1.18.2 F#18, &in/ii%& 3 OpenShift Elasticsearch Operator,
Jaeger Operator # Kiali Operator, fAEFBEZRE control plane,

2.5.2. #% OpenShift Elasticsearch Operator

ZXIA Red Hat OpenShift distributed tracing A EFEARNEEM, EHEEERELZLEA T 1TE Red
Hat OpenShift distributed tracing, 1R#UERHENHIMEHHEA Red Hat OpenShift distributed tracing
EEAS, MREITIEEIFEHERA Red Hat OpenShift distributed tracing &, MR EFHF
BCERFAMEFME LTI, Bl Elasticsearch,

SoRF M
e jj[a] OpenShift Container Platform web 1Z%I&,

o EEILMEAEE cluster-admin &A1 &EE, NREH A Red Hat OpenShift
Dedicated, N/iAE—1"E% dedicated-admin B &HIK -,

Digk

==
[=]

AE L Operators By Community iiA&, FZF4X Operator,
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INRIBELZERET OpenShift Elasticsearch Operator /£ OpenShift Logging B9—E847,
MAFER/RELEZ OpenShift Elasticsearch Operator, Red Hat OpenShift distributed
tracing Platform Operator 8l B % %&#) OpenShift Elasticsearch Operator flll3&
Elasticsearch SE41,

&%
Qe
S

1. LLEH cluster-admin A& BHI - 519 &% E OpenShift Container Platform web %14, 1R
{8 F Red Hat OpenShift Dedicated, Ni7iE—1E%F dedicated-admin & &HIK

N

S ZE Operators » OperatorHub,

w

. TELESSER A Elasticsearch LL#E| OpenShift Elasticsearch Operator,

4. mHEZIIEIR M OpenShift Elasticsearch Operator 3£ i /x4 % Operator HI{E .

vl

= Install,

6. 1E Install Operator 71/, % stable Update Channel, iXBI7E% f#ThR AT B 5 B HIEH
Operator,

N

. EZ A All namespaces on the cluster (default) X&TEEIAH openshift-operators-
redhat 71 B &% Operator, F{# Operator AL EEBEFMFAE TR FEA,

Elasticsearch 2% FEZE OpenShift Elasticsearch Operator B openshift-

operators-redhat i 22 [A], HAth Red Hat OpenShift distributed tracing
Operator 2% 7F openshift-operators & 22 8] 4,

o EZBIAM Automatic #LEREE, IMERT, XA Operator BIEThRA A
if, Operator Lifecycle Manager(OLM)¥§ B 8H % Operator Bz 17561, MEFEANTF
i, WREFEFSh B, NHEHIR Operator ATAKT, OLM £0IBEHHIGRK, FHERE
B, BSIFEZEHER, F R Operator BHIEFIRA.

% -
Manual #t £ 5RIEEEE B E Y ZIER A P Operator BIZEE 1T [ 1 72,

8. = Install,

9. 1f Installed Operators TIEH, %% openshift-operators-redhat B, ZF OpenShift
Elasticsearch Operator BJIR& Z7RH "InstallSucceeded" [EBRELH 1TIRVE,

2.5.3. &% Red Hat OpenShift distributed tracing Platform Operator

F L4 Red Hat OpenShift distributed tracing &, 1&f# A OperatorHub %% Red Hat OpenShift
distributed tracing Platform Operator,

FINBERT, Operator Z%7E openshift-operators i B A,

FRFZM
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>

2.5.4.
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e jj[a] OpenShift Container Platform web 1Z%I&,

o HAEILMEFAEE cluster-admin &A1 &EE, NRF A Red Hat OpenShift

Dedicated, MiBE—"NEH dedicated-admin B &K,

o MEFEFHAMEM, MNTIERE Red Hat OpenShift distributed tracing Platform Operator

BIZ % OpenShift Elasticsearch Operator,

==
[=]

AERE Operators B9 Community it A&, F~Z#F4tX Operator,

. LB A cluster-admin & B8 519 &% E| OpenShift Container Platform web #%1&, 1R

{8 F Red Hat OpenShift Dedicated, M 7iE—1E%F dedicated-admin & &HIIK

. 5= Operators » OperatorHub,

. TELESRFHEIA distributing tracing platform # 2| Red Hat OpenShift distributed tracing

platform Operator,

S HZIIEIR#AI Red Hat OpenShift distributed tracing platform Operator 3£ #Z5 Operator
MEXHER.

. = Install,

. 1E Install Operator 71/, %#¥ stable Update Channel, IXBI7E% f#T iR AT B 5 B HIEM

Operator,

#ESZBIAB All namespaces on the cluster (default) X=1EE AR openshift-operators i B
2% Operator, HEETLUREREHBRAAETIEFER.

o EZBIAM Automatic #LEREE, BIMERT, XA Operator BEThRA A
if, Operator Lifecycle Manager(OLM)f¥ B 8h#%; Operator BT, MERANTF

Til, WREFEFSh B, NHEEHAR Operator ATAKT, OLM £0IBEHIGRK, FHERE
B, BHmFhEZEHER, F R Operator BHIEHARA.

% -
Manual #t £ 5RIEEEE B E L ZIER A P Operator LR F1T #1172,
= Install,

Sfn% Operators - Installed Operators,

. 1E Installed Operators T{EH, %£f¥ openshift-operators i H, %#F Red Hat OpenShift

distributed tracing Platform Operator BRS B R "Succeed" IR, ARBBIRLL,

%%t Kiali Operator
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RN Red Hat OpenShift Service Mesh Operator %22 Kiali Operator 3£%2%% Service Mesh control
plane,

Digk

==
[=]

TAELRE Operators ) Community iiA, F~2#+1tX Operator.

R
e iJi[i] OpenShift Container Platform Web 21 &,
AT
1. &[HE| OpenShift Container Platform Web 2% &,
2. # N Operators - OperatorHub,
3. TEERSAERHE A Kiali R & $ Kiali Operator,
4. RHBZIIEIRHM Kiali Operator 3 I /RE % Operator HIf§ &,
5. mif Install,
6. 1f Operator 2 T, 1%LFF stable Update Channel,

7. 1%E#E All namespaces on the cluster (BA1A) . XRTERIAR openshift-operators 11 B &2 &
Operator,, FEHAILIFEEHIFIAEUIBFER,

8. ¥ Automatic #tAESRER.

FE

FH AR T BIRAE LU E U Operator IR EFNIT 7102,
9. mifi Install,

10. Installed Operators T1% (2.7~ Kiali Operator & &,

2.5.5. Z% Operator

E %% Red Hat OpenShift Service Mesh, 1EIRIBLLFIIFZR L Operator, NEA Operator EE L4
o

® OpenShift Elasticsearch
® Red Hat OpenShift distributed tracing Platform
e Kiali

® Red Hat OpenShift Service Mesh
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ik

1.

N

w

ul

7.

INRIBELZERET OpenShift Elasticsearch Operator /£ OpenShift Logging B9—E847,
MAFER/RLZE OpenShift Elasticsearch Operator, Red Hat OpenShift distributed
tracing Platform Operator $5{# f§ B 2% OpenShift Elasticsearch Operator fll| &
Elasticsearch SE41,

LB A cluster-admin 1A - 515 & % E| OpenShift Container Platform web 1Z#I&, 0%
{8 F Red Hat OpenShift Dedicated, Ni7iE—1E%F dedicated-admin & &HIK

1£ OpenShift Container Platform Web ##l& A, =i Operators - OperatorHub,

TEITIEESAE K A Operator &#5, FHi%F¥ Operator B Red Hat li A&, A3 Operator Bt X
MR AR,

= Install,
TE& Operator ] Install Operator TIEH, EZHINKE,
= Install, &#F Operator &%&585, AENIRBPET— Operator EEXLELSTE,

® OpenShift Elasticsearch Operator Z4%7E openshift-operators-redhat a3 % 22 [A] /1, F 7]
FEEPHRAA PR ZEH,

® Red Hat OpenShift distributed tracing & &R %%7E openshift-distributed-tracing % Z2 7]
f, ATRATEEPHIRER&ZENA,

® Kiali #1 Red Hat OpenShift Service Mesh Operator Z%57f openshift-operators % Z2 ]
, FHEBATFEREFNFREMRZEH,

RESTRAIUA Operator J7, = Operators — Installed Operators EJIE 2 B &L T 1/
Operator,

2.5.6. £8Z Red Hat OpenShift Service Mesh control plane

ServiceMeshControlPlane ¥R E X BEE LI RPERAMNEE, EUSMELBRUENVNRINEERE, =
Z B & X ServiceMeshControlPlane 324 LA B & B9 S5 FE K,

& el LUER OpenShift Container Platform web 2555 A oc & i TE M HITERE Service Mesh
control plane,

2.5.6.1. M\ Web #HIEERE control plane

REBLTH T, #H Web 4] &8%82E Red Hat OpenShift Service Mesh control plane, £, istio-
system 2 control plane i B B9 & FF.

FRFZM
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o %% Red Hat OpenShift Service Mesh Operator,

BEHEA XM EE X Red Hat OpenShift Service Mesh Z2E891488,

B4 cluster-admin & &K,
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1. LB A cluster-admin A &M A 7 519 &K E] OpenShift Container Platform web $#£#I&,
2. QIE—1%N istio-system BITIH,

a. W' ZE Home - Project,

b. m=ifi Create Project,

c. £ Name FEEHHiA istio-system,

d. =il Create,
3. 5fin%l Operators - Installed Operators,

4. MNRFE, E7E Project L HFi%F istio-system, EAIgEFEEEF— L], ik Operator £l
EIFTIE A,

5. = Red Hat OpenShift Service Mesh Operator, £ Provided APIs &, Operator 124t T 8|8 M
N FUR KB BE R -

e ServiceMeshControlPlane %R
e ServiceMeshMemberRoll %R
6. 1 Istio Service Mesh Control Plane F 5 Create ServiceMeshControlPlane,

7. 1E Create Service Mesh Control PlaneTiEH, RIBZEEENERIL ServiceMeshControlPlane
BEIRA YAML,

MNFTAEXBEE XL control plane WEZER, 1H2H"BE X Red Hat OpenShift
Service Mesh Z4&", X FEFIME, BLAR NI Jaeger iR,

8. m Create I control plane, Operator IRIBIEHIECE SEAIE pod. BRZ5H Service Mesh
control plane {4,

9. & Istio Service Mesh Control Plane % 71,
10. =¥ control plane BY& R,

1. 52 Resources 1% TR EFHH Operator Bl FHEER Red Hat OpenShift Service Mesh control

P2aN
plane 51K,

2.5.6.2. 51t CLI#B%E control plane

BRIBLUTSE, FHSSITERE Red Hat OpenShift Service Mesh control plane,

FRFM
o W& % Red Hat OpenShift Service Mesh Operator,
o HEEAEXMMEBEE X Red Hat OpenShift Service Mesh REEMiBA,

e EB7X cluster-admin &K,
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e iJj[n] OpenShift CLI (oc€) &
TAZ

1. LLEHA cluster-admin &8 A 519 E 5% E| OpenShift Container Platform CLI,
I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. BIEE—1E N istio-system BT B,
I $ oc new-project istio-system

3. {#M"BEE X Red Hat OpenShift Service Mesh 2"y Al, QIEE—1E ) istio-
installation.yaml B9 ServiceMeshControlPlane 3, EaILIRIERE B E U EREERE A
Bl XFEFINE, BOAREBIINB Jaeger iR,

4. T T a5 3K EBE control plane :
I $ oc create -n istio-system -f istio-installation.yaml

5. HUTLL T4 EE control plane ZEEAIIKRE,
I $ oc get smcp -n istio-system
% STATUS %122 ComponentsReady i, ZZEmIH5EmK.

NAME READY STATUS PROFILES VERSION AGE
basic-install 11/11 ComponentsReady ["default] v1.1.18 4m25s

6. HRZEIRAPBITUTRNRIEE Pod BHE :
I $ oc get pods -n istio-system -w

BN IZERIRN TRIHIL

=1

NAME READY STATUS RESTARTS AGE
grafana-7bf5764d9d-2b2{6 2/2  Running 0 28h
istio-citadel-576b9c5bbd-z84z4 1/1 Running 0 28h
istio-egressgateway-5476bc4656-r4zdv. 1/1  Running 0 28h
istio-galley-7d57b47bb7-lqdxv 1/1 Running 0 28h
istio-ingressgateway-dbb8f7f46-ctén5 1/1  Running 0 28h
istio-pilot-546bf69578-ccg5x 2/2  Running 0 28h
istio-policy-77fd498655-7pvjw 2/2  Running 0 28h
istio-sidecar-injector-df45bd899-ctxdt 1/1  Running 0 28h
istio-telemetry-66f697d6d5-cj28I 2/2  Running 0 28h
jaeger-896945cbc-7Iqrr 2/2  Running 0 11h
kiali-78d9c5b87c-snjzh 1/1 Running 0 22h
prometheus-6dff867c97-gr2n5 2/2  Running 0 28h

[ T T T R iy — - —_— e - . - - PR T By IR A R SV . . Sl I e
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NTZHF NG, Red Hat OpenShitt Service Mesh X FFSREFH A Z IR IL control plane, & Al LA1SE A
ServiceMeshControlPlane #EiR 4K AIEE FANERE. NEELER, 1HSHUIE control plane &
Mo

2.5.7. 6]# Red Hat OpenShift Service Mesh member roll

ServiceMeshMemberRoll 57 /& F Service Mesh control plane BIiE, RE
ServiceMeshMemberRoll #1515 B =5 % control plane BIgZN, FEIFIB ARINEIREE control
plane ZRZE R member roll Z 7], WHEARBETFRS ML,

&1 ServiceMeshControlPlane FR7ERIE— N1 B R AIE—1 %77 default #9
ServiceMeshMemberRoll &, #0 istio-system,

2.5.7.1. M\ Web #ZHIA 612 member roll

8] M web 2 EBTE Service Mesh member roll FRII—NHREDNUIH, EAHIH, istio-system 2
Service Mesh control plane i B B9 % #f,

SoRFE M
o BEZREHIULM Red Hat OpenShift Service Mesh Operator,

o FEARNINEIARS MEBIHIETIE TR,

1. &[HE| OpenShift Container Platform Web 2% &,

2. MNREILRBEMIEIRS, HEBMLFFIE, ENEHUNBARFUE—NIE, silsiesk
Service Mesh control plane BJ%ji B R~ [E,

a. W' ZE Home - Project,
b. £ Name FE& i A — D&,
c. = Create,
3. 5%l Operators — Installed Operators,

4. =2 Project 35, MFIRFPILFEE ServiceMeshControlPlane FRIIIIE, #0 istio-
system,

5. = Red Hat OpenShift Service Mesh Operator,
6. m Istio Service Mesh Member Roll;:ETi £,
7. m Create ServiceMeshMemberRoll

8. i Members, ARTE Value RE&A i ATIE &, BRI LURINZANTIE, BENERER
F—4* ServiceMeshMemberRoll % &,

9. = Create,

2.5.7.2. @5t CLI fl|&# member roll

C
o] LUME B S 1759 B iR INEl ServiceMeshMemberRoll A,
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FoRFM
o BEZREHIULM Red Hat OpenShift Service Mesh Operator,
o ERMEIARS MBI B TR,
e iJj[a] OpenShift CLI (o€) »
AT
1. &3k OpenShift Container Platform CLlI,

I $ oc login --username=<NAMEOFUSER> https://<HOSTNAME>:6443

2. INREILREMIEIRS, HEBMLFFIE, EHNEHRNBARFUER—NIE, silgesk
Service Mesh control plane BJ%ji B R [E,

I $ oc new-project <your-project>

3. BERMIWEENKG, HERUTRA YAMLETLURINZ AR, BN TEREERT—1
ServiceMeshMemberRoll %R, 7EAfI4, istio-system 2 Service Mesh control plane T E B
2,

servicemeshmemberroll-default.yaml <l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

4. iB{TLAT %, 1% istio-system an& 22 [ Hh L (£ FH A& ServiceMeshMemberRoll 5%,
I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
5 2{TLATF 4, LUSIE ServiceMeshMemberRoll 27 2RI 013,
I $ oc get smmr -n istio-system default
% STATUS %5 Configured I, R&ZEmMINTEM.
2.5.8. ARG MG AN BRI B
& AT LUE A web $5]& MEIA Service Mesh ServiceMeshMemberRoll 55 & FR RNk MR B .
o MAEATLUARINZ AR, BENUEHRBERETF—1 ServiceMeshMemberRoll iR,

o L EXINH ServiceMeshControlPlane TR # MRS, ServiceMeshMemberRoll 5FEH &%
i B o
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2.5.8.1. {8 Web #2414 M member roll higinskimig
SR
o B REHLIUEM Red Hat OpenShift Service Mesh Operator,
e 1jF ServiceMeshMemberRoll % &
e 4 ServiceMeshMemberRoll %RHTB &7 .

o (RENMIE AR B B9 & R,

1. E[EE OpenShift Container Platform Web &,
2. 5%l Operators — Installed Operators,

3. = Project 3£, MFIFRFEFEE ServiceMeshControlPlane FREIIH, 0 istio-
system,

4. = Red Hat OpenShift Service Mesh Operator,
5. = Istio Service Mesh Member Rolli£TiF,

6. = default ##1%.

7. 8 YAML $R%,

8. 1B YAML LU MIBRIE MR GBI E ., A LUARINEZANTE, BEENIBERERT—1
ServiceMeshMemberRoll %,

9. = Save,

10. &= Reload,

2.5.8.2. f# A CLI M member roll Zhn=k a5 H

Rl LUE AR 1TIERILA Service Mesh member roll,
FoRFM
o BEZREFHIULM Red Hat OpenShift Service Mesh Operator,
e 15 ServiceMeshMemberRoll &
e i ServiceMeshMemberRoll FREMITE ZFF ,
o fRE MG RN BRAYII B B & 7R,

e jj[a] OpenShift CLI (oc) o

1. &Sk OpenShift Container Platform CLI,
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2. YR ServiceMeshMemberRoll %,

I $ oc edit smmr -n <controlplane-namespace>

3. 182X YAML LURINSBRVE IR SIB9TE . Sl LURmE AN TE, BE A RERT—
ServiceMeshMemberRoll ¥,

servicemeshmemberroll-default.yaml 7=l

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
namespace: istio-system #control plane project
spec:
members:
# a list of projects joined into the service mesh
- your-project-name
- another-project-name

2.5.9. FEH

INRIBEFFERFIEH, Operator Lifecycle Manager (OLM) &¥EHI&EEEH Operator &%, FHF
EFAENIRESH (RBAC), OLM £ OpenShift Container Platform R 2tiAiZ1T, OLM A
CatalogSource, T CatalogSources {3 Operator Registry API SR & 12 % & o FHf Operator RE%R
& Operator @ BB FHHIRA,

o N T #RA % OpenShift Container Platform S B AR EZE R, 1ESH Operator
Lifecycle Manager X #4,

2.5.9.1. Bt sidecar {LHE
EFH sidecar REEMEE, NARFEEAMNIIERNBRRF pod,

INRIEREREEM T B sidecar EAZHRE, NIA LURIL RIS SUE AR BHERZE Y pod HiR, 1217
LIRSk EF#TERE pod :

$ oc patch deployment/<deployment> -p '{"spec":{"template":{"metadata":{"annotations":
{"kubectl.kubernetes.io/restartedAt": ""date -lseconds "}}}}}'

INRIEHEBE R B ERA B D) sidecar FFATNRE, NIRRT IENERE K pod FIEER sidecar BesiiiRK
F I E# sidecar, ABE/E pods.

2.5.10. &R

o HETE Red Hat OpenShift Service Mesh EERE RN R

2.6. £ SERVICE MESH FEE V. Z£ 4
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>

BETBXHFM Red Hat OpenShift Service Mesh & 1ThR A< B 3CHY,

Service Mesh k7 1.0 #1 1.1 control plane AEB# X, BXHLARS MM control
plane B91¥1E, 1554 F2 Service Mesh,

B X4 E Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESH™ M
4 fp A HI T E,

INRIEHIAR S MG N ATEFH — HE MRS ARKR, EAILAER Red Hat OpenShift Service Mesh 3
EHIX LIRSS M@ IE L 2, OpenShift Container Platform BYEAIZEF LR Service Mesh B 8 B IE
HRER B BN EIE N RS J4tE, F MRS RBRSINHDRE,

2.6.1. 3 mutual Transport Layer Security (mTLS)

Mutual Transport Layer Security (mTLS) @—NM75 A LR BN BB, FE—L il
(IKE. SSH) #, BERSMEIFNERIER, EEMTHIH (TLS) 2RIEHM,

mtls AIER BN BREFSHRSRENER TER,. TLS T2 HRSMEEMERMLE, HERD
sidecar fRI2 2 [A]H 1T 40 I8,

ZIAERT, Red Hat OpenShift Service Mesh 1% & H permissive 23, Service Mesh B sidecar 3B}
XRLTREURER mTLS MBS ERE. NRMIEFPHIRSEEZESMEARSHTEE, N strict
BB mTLS AIRERIRITIX LRSS Z FIMBE. B ITIEREERE Service Mesh 8 permissive &
ﬁc

2.6.1.1. TEMHEhj5 A strict BER M mTLS

MREN TR ERBESME 2 AR HITEE, BRESNBEIEETIRBINILERF, A LIER
BIPIFE B R%E 5 A mTLS, 1E ServiceMeshControlPlane ¥fiREH ¥t spec.istio.global.mTLS.enabled %
& true, operator (IJERFFE IR,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
mtls:
enabled: true

2.6.1.1.1. WHEFERS AL E sidecar

ER LOE G — RN &P IRS e B R FBCE mTLS,

apiVersion: "authentication.istio.io/vialphai”
kind: "Policy"
metadata:

name: default

namespace: <NAMESPACE>
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spec:
peers:
- mils: {}

2.6.1.2. L% REECE sidecar
B — N BN Service Mesh ER & 7 1E A P R Y E B AR 55 & 32515 KA mTLS,

apiVersion: "networking.istio.io/vialpha3"
kind: "DestinationRule"
metadata:

name: "default"

namespace: <CONTROL_PLANE_NAMESPACE>>
spec:

host: "*.local"

trafficPolicy:

tls:
mode: ISTIO_MUTUAL

2.6.1.3. WEx/MIFER AT AREA

INREBIMENT RS MG R MNBE R ER ERER, FLLEL 7 ServiceMeshControlPlane FiRHiXE
spec.security.controlPlane.tls.minProtocolVersion =X

spec security.controlPlane.tls.maxProtocolVersion 12| 2 /FEIINEINEE, XLE{ETE control plane
FRPERE, EUMEAGERT TLS REBEMNEAN&/NFIRK TLS R4,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
tls:
minProtocolVersion: TLSv1 2
maxProtocolVersion: TLSv1_3

2Ly TLS_AUTO, BEFR$EE TLS HRA.
% 2.3. BMHE

{1 ik
TLS_AUTO default
TLSv1 0 TLS BiA 1.0
TLSv1_1 TLS kRA 1
TLSv1_2 TLS kA 12
TLSv1_3 TLS kA 13
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2.6.2. R EZISE A ECDH curves ((RE)

BISEMH Elliptic-curve Diffie-Hellman (ECDH $KE) ®ILLES ﬂ,_\{%ﬁjﬁﬁﬁlﬂﬂ‘ﬁﬂ’]ﬁéo fRET LA A
spec.istio.global.tls.cipherSuites #1 ECDH &7t ServiceMeshControlPlane %iiE A {53
spec.istio.global.tls.ecdhCurves & L LUESRANBLEHIIR, MREDEA—DEMEHZE, NIE
FABRIAME,

INRIEHIIRS IR ER TLS 1.2 SKERARA, cipherSuites XBMAEM. SIEMEA TLS 1.3 B T3,

FELLES S ARFIRPIEEFELAHE, MLERIFEH1THE5), F2, ecdhCurves: CurveP256,
CurveP384 £ CurveP256 & 7yt CurveP384 A& ML 5N

EREEMEEHN, FE8HE TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 =X
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256, HTTP/2 WX HELFEEHF
—PINEEH.

XFHMBEHE :

e TLS ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
e TLS ECDHE_RSA_WITH_AES_128_GCM_SHA256

e TLS ECDHE_ECDSA WITH_AES_128_GCM_SHA256
e TLS ECDHE_RSA_WITH_AES_256_GCM_SHA384

e TLS ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS ECDHE_RSA_WITH_AES_128_CBC_SHA256

e TLS ECDHE_RSA _WITH_AES_128_CBC_SHA

e TLS ECDHE_ECDSA WITH_AES_128_CBC_SHA256
e TLS ECDHE_ECDSA _WITH_AES_128_CBC_SHA

e TLS ECDHE_RSA_WITH_AES_256_CBC_SHA

e TLS ECDHE_ECDSA WITH_AES_256_CBC_SHA

® TLS_RSA WITH_AES_128_GCM_SHA256

® TLS_RSA WITH_AES_256_GCM_SHA384

® TLS_RSA WITH_AES_128_CBC_SHA256

® TLS_RSA WITH_AES_128_CBC_SHA

e TLS_RSA WITH_AES_256_CBC_SHA

e TLS ECDHE_RSA WITH_3DES_EDE_CBC_SHA

e TLS_RSA WITH_3DES_EDE_CBC_SHA
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#5849 ECDH Curves 2 :
® CurveP256
® CurveP384
® CurveP521

® X25519

2.6.3. ININAERUE T 0 A HLAS B EHFNIE

BIABER T, RedHat OpenShift Service Mesh £ H% % root IERHBEA, FEATN W ITIEREIE
FEH, TATLMERRFE XHIEBMBHERA P E LB root IEH A TEMEBIEHE R, ESE
R —MEIEBMEHEA Service Mesh BRI,

SoRFE M
o MAIERET/HAT mutual TLS BLEIE 18I Red Hat OpenShift Service Mesh,
o KB Maistra CERBIER, XFEFIMNE, HEREBSIERIANIREBIIES,

o 1RIERE Bookinfo N TR R LURBR LA R 1 BRASIESS

2.6.3.1. AM— AU HI®EHA

EHEANEES (CA) IEHHEH, LB —MEEXHEE, HABaE CAIER. M root IEF,
IRNITCR BN ROEFE R T AR SXE LT, CAIEH &N ca-cert.pem, TR ca-key.pem, %%
ca-cert.pem B root IE %5 root-cert.pem, WMREHTIEGE(ERPAIES, NLTIE cert-
chain.pem X#HIEEEN],

RIBLUTF S BFIEBRIE Service Mesh, A R7E Maistra repo FRFIRBIIET,, & <path> E# At
BIERE,

1. BIE— secret cacert, EF TS A ca-cert.pem. ca-key.pem. root-cert.pem 7]
cert-chain.pem,

$ oc create secret generic cacerts -n istio-system --from-file=<path>/ca-cert.pem \
--from-file=<path>/ca-key.pem --from-file=<path>/root-cert.pem \
--from-file=<path>/cert-chain.pem

2. 7t ServiceMeshControlPlane TR #4¥ global.mtls.enabled & true, FHI%
security.selfSigned % &} false, Service Mesh M secret-mount X4 FREEUEF F B A,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
mtls:
enabled: true
security:
selfSigned: false
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3. BRI EAERIERANMFTUET, 15MHERE N istio.* BJ Service Mesh &£ X H secret, £ X7
f5lmh istio.default, Service Mesh i TE M & FEiEH,

I $ oc delete secret istio.default

2.6.3.2. JWIEIERIEP

{73 Bookinfo RN ABFIILERIE PR IEMEL. %, RREHMIES, RE, 9L pod £
BYIEF,

1. ¥¥ pod &#R7E6E7E RATINGSPOD ZF £,
I $ RATINGSPOD="0c get pods -l app=ratings -o jsonpath="{.items[0].metadata.name}"
2. BT T e S LG RAIE EHEERIIET,

ey
I $ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /etc/certs/root-cert.pem > /tmp/pod-root-
cert.pem

X% tmp/pod-root-cert.pem & 5[ pod (FIBEHIRIE T,

$ oc exec -it SRATINGSPOD -c istio-proxy -- /bin/cat /etc/certs/cert-chain.pem > /tmp/pod-
cert-chain.pem

X {4 /tmp/pod-cert-chain.pem @& pod &I THE i #E 10 CA IEH,
3. BiF root IEH 5 Operator 3§ EIEHHER, £ <path> B NiEHHIEBRE.

I $ openssl x509 -in <path>/root-cert.pem -text -noout > /tmp/root-cert.crt.txt
I $ openssl x509 -in /tmp/pod-root-cert.pem -text -noout > /tmp/pod-root-cert.crt.txt

I $ diff /tmp/root-cert.crt.txt /tmp/pod-root-cert.crt.txt

TR H M 22,
4. BE CAUER S Operator I8 EUE PR, ¥ <path> B Ak IR,

I $ sed '0,/A-----END CERTIFICATE-----/d' /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-
ca.pem

$ openssl x509 -in <path>/ca-cert.pem -text -noout > /tmp/ca-cert.crt.txt

$ openssl x509 -in /tmp/pod-cert-chain-ca.pem -text -noout > /tmp/pod-cert-chain-ca.crt.txt

$ diff /tmp/ca-cert.crt.txt /tmp/pod-cert-chain-ca.crt.txt

FiHRH 2,
5. M root IEB B TR F #AEBEAEIEH#E, & <path> BN IEHREEE.

I $ head -n 21 /tmp/pod-cert-chain.pem > /tmp/pod-cert-chain-workload.pem
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$ openssl verify -CAfile <(cat <path>/ca-cert.pem <path>/root-cert.pem) /tmp/pod-cert-chain-
workload.pem

ol

I /tmp/pod-cert-chain-workload.pem: OK

2.6.3.3. HiBRIED
SRR RIIBIED, HIRBUTHEERE,
1. P& secret cacert,

I $ oc delete secret cacerts -n istio-system

2. 1£ ServiceMeshControlPlane %RA & B % % root iE I EFHERE Service Mesh,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
global:
mtls:
enabled: true
security:
selfSigned: true

i
Of

HE T B XM Red Hat OpenShift Service Mesh & 1ThR A9 STHY,

Service Mesh iR 1.0 #1 1.1 control plane AEB# X, BXHLARS M control
plane B91¥1E, 155 F2 Service Mesh,

B X455 E Red Hat OpenShift Service Mesh X THRAMNZHRESWER, BESH™ R
4 fp A HI T E,

87T LA Red Hat OpenShift Service Mesh FAR S5 FIRREF API A, B0, ARZFSRIMEHBI—LEAR
FAERBEEMERIETERS, HtRSNEEZEE. EERERERESFERmMRS. AFRS. Q2N
HEIRALTE, HBEE—HRS LRNREE,

2.7.1. FRAM*X
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_.U«/uﬁﬁﬁH**M‘iﬂllﬁ*ﬂﬂfnlﬁmui, L}L?E' 1@?@%3‘1_2%%“%5’3011.%0 m*ﬁﬂﬁﬁm%ﬁ@%@
?%JZHEI’J?E_LEI’J Envoy fRE, MAREEMIIRS i1E—RiZ21TH sidecar Envoy X,

B sl ARG EAMTERNNSEI AR, 0 Kubernetes Ingress API, Red Hat OpenShift Service Mesh
WXL SRS R ERENLIINEEM R M., Red Hat OpenShift Service Mesh Rk B5R A /2 4-6 i #;
HEEY, LLINENFHEE Red Hat OpenShift Service Mesh TLS I BMIIRA, & a LIS E L Red Hat
OpenShift Service Mesh ELLAR 5547 & B M %, #{%Hﬁﬁlﬂ*ﬁﬂh MEEHETERE—TEEMNIRE,
ﬁ'ﬁTHfTﬁ&F /)ILEE%EE(L7)//J\\ U*El_.lﬂ’] Apl /E':F

MXETERTEEAORE, BEBTLUERELOMXK, HORXAILENBEFMEIRERLES AR
T RRe IXAILARBRFIMELEAR S5 AT LAVT R A ER LS, X IRRIARSS MR8 K 242, fEL AT LA X
BRI,

X =B

MK SRR T ARSI ZIZ T MBS E SR, BUOAASEHBI HTTP/TCP 1 8, BRI B A
F—HimO, EFEANHICER, DIRNEHDERN SNIEBEESE,

UTFRBIERTHE HTTPS ADREN M XEERA :

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: ext-host-gwy
spec:
selector:
istio: ingressgateway # use istio default controller
servers:
- port:
number: 443
name: https
protocol: HTTPS
hosts:
- ext-host.example.com
tls:
mode: SIMPLE
serverCertificate: /tmp/tls.crt
privateKey: /tmp/tls.key

MHXECE S 1FE B ext-host.example.com B HTTPS SR E@11 ik O 443 AR, BEENRER
EE%EEQ

EIRERBAFILEMKIZTEA T, LSRR IXAEREURS . &7 LR EARSSBIM X F R 1T It
#B1F, WMTHHIRE :

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: virtual-svc
spec:

hosts:

- ext-host.example.com

gateways:

- ext-host-gwy

RiE, BRI LR AR E 89S B AL B & REFUBR 55
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2.7.2. BEEEAAMX

AOMXBEMBAZOCTHNEGESE, BREARNHTTP/TCP ##, BREAFHIROMIY, B
FEFEEARERHEE, ADREBMRERHN IERBHNNIEE, X5REIRSFREE.

DUTFHEERT AN X FHEE VirtualService, LATE Bookinfo RN BIEFEHISRS A FAKRE
/productpage #1 /login FIA SRR E.

it
1. BIEMELIESRE,
a. O YAML X, FRLUTF YAML EHIFIE A :

% gateway.yaml =61

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:
name: bookinfo-gateway
spec:
selector:
istio: ingressgateway
servers:
- port:
number: 80
name: http
protocol: HTTP
hosts:

nkn

b. N YAML 344,
I $ oc apply -f gateway.yaml

2. 1| VirtualService 5 R K EE FHhrk,
a. B8 YAML X4, FHELLTF YAML SHIEIEHA -

KEFUUAR 55 <l

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:
name: bookinfo
spec:
hosts:
gateways:
- bookinfo-gateway
http:
- match:
- uri:
exact: /productpage
- uri:
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prefix: /static

- uri:
exact: /login
- uri:
exact: /logout
- uri:
prefix: /api/v1/products
route:
- destination:
host: productpage
port:

number: 9080
b. A YAML X4,
I $ oc apply -f vs.yaml

3. MR FD VirtualService BB IEFAI%E,

a. WIEMX URL.

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath="{.spec.host}")
b. XBImAS, FEAMIA, istio-system =Z Service Mesh control plane %i B #4 #f,

export TARGET_PORT=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.port.targetPort}’)

c. MiXBEEAAAFRITIE,
I curl -s -1 "$GATEWAY_URL/productpage”

FEARYZE R 9 200,

273. BB AORE

7 Red Hat OpenShift Service Mesh #, Ingress Gateway fSiF iR, T2 MMEEBRMNIZEThEEN A E
AEBEHRE, £ Service Mesh WX TERSS RIS A A FFAR S o

2731 RFEADIP MmO

ADBRERBEMIMEES I RHARNEEEMAEMAR. EEFEMADIIP %Diﬁ”ﬁDEF' LE—MAER
HOER. BEREST AN EIIESREE TREMN IP MmO, H2TUTHaS. EXGIH, istio-
system 2 Service Mesh control plane T B F £ #R,

I $ oc get svc istio-ingressgateway -n istio-system

UHSLREH R HEANTEH NAME. TYPE, CLUSTER-IP, EXTERNAL-IP. PORT(S) #l
AGE,

JNRFET EXTERNAL-IP (H, ZBEIMERAE— MMM EEER, #ERTADOMX,
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403 EXTERNAL-IP {2 <none>, = <pending>, NIEBIEMER ST A OMKZANER 1 E D E 2R,
ER LM RAR SS9 T =it E i R

27311 FEEAEHERAEADKRO
INREHIME R AR EI9Mes, 1ERBRUT S HIRE,

TAZ
L BTUTeRREEBEADIP RO, s EXiRPRELE.,
$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].ip}")
2. TUTHSEFZEAOmRO,

B1T
$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].port})

3. BITUTHESRKERZEAODWKRO,

$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
0 jsonpath='{.spec.ports[?(@.name=="https")].port}")

4. BT e SR KE TCP AQOMRH,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].port}’)

ERLFRT, ﬁi%ﬂzt’a@i%ﬂﬁ‘éﬁﬁﬁﬁim%ﬁTE|Piﬂai¢/\ﬁ EXMERT, AOM
X EXTERNAL-IP (ER2—/ IP ik, 185, —NENE, L—HETEEE

INGRESS_HOST IfEZ &,

EXMIERT, EALTHSEE INGRESS_HOST {H :

$ export INGRESS_HOST=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath="{.status.loadBalancer.ingress[0].hostname}’)

2.7.3.1.2. AEERE A EHERHVAOQRO
MBEMIAE S AN NS, EBEADROFRBT Rig0,

ik
1L wEAORO,

$ export INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="http2")].nodePort}")

2. BITU TSR EKEZEAODKRO,
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$ export SECURE_INGRESS_PORT=$(oc -n istio-system get service istio-ingressgateway -
o0 jsonpath="{.spec.ports[?(@.name=="https")].nodePort})

3. BT R4 RIEE TCP ADA,

$ export TCP_INGRESS_PORT=$(kubectl -n istio-system get service istio-ingressgateway -o
jsonpath='{.spec.ports[?(@.name=="tcp")].nodePort}")

2.7.4. BEhERH D&

Istio %) OpenShift BHTE Red Hat OpenShift Service Mesh F#EE &R, =FIRIE service mesh
R, BHMER Istio M, #BZN0ER. BHMER OpenShift BH,

2.7.4.1. 589k Hh g

%1 Istio OpenShift Routing (IOR) #J Red Hat OpenShift Service Mesh control plane 44T LA E RS
MXE . Y} control plane EREM—E 4 /5 IOR,

MEMEAEE—N TLS 4, NIl OpenShift Route fH#EECE 3 #F TLS,

1. 7£ ServiceMeshControlPlane %R+ 710 ior_enabled %1, FHEIXE N true, N, FHE
ELUTHEIRFRT

spec:
istio:

gateways:

istio-egressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5

istio-ingressgateway:
autoscaleEnabled: false
autoscaleMin: 1
autoscaleMax: 5
ior_enabled: true

2.7.4.2. F15

Red Hat OpenShift Service Mesh {# i Fii I8 H, {EAIBCE OpenShift Container Platform F 885
FAe. Fi5, #*domain.com, #%%, EFREHINZR., ERERERFENMXE, FEE
OpenShift Container Platform iBECfFERE&, MBELER, HSH TS,

NREIETLUTRX -

apiVersion: networking.istio.io/vialpha3
kind: Gateway
metadata:

name: gateway1
spec:

selector:

istio: ingressgateway
servers:
- port:
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number: 80
name: http
protocol: HTTP
hosts:
- www.bookinfo.com
- bookinfo.example.com

R, KBHEELT OpenShift BH, ERAILEAUTHSRLER TR TIRE :

I $ oc -n <control_plane_namespace> get routes

gtk i
NAME HOST/PORT PATH SERVICES PORT TERMINATION WILDCARD
gateway1-Ivlfn bookinfo.example.com istio-ingressgateway <all> None
gateway1-scghv www.bookinfo.com istio-ingressgateway <all> None

INERMIBR T BI%, Red Hat OpenShift Service Mesh &iBREEH, BE, FIHUIBMKBEEHTEMW Red
Hat OpenShift Service Mesh &4,

2.7.5. TR % H

AR %555 B £ Red Hat OpenShift Service Mesh RERAEIBIARSS registry RRIN—1N % B, HMRSZE
&, Envoy REERELZEEIZIRS, MEEMEHMIRS —1F. RSFERIFEHTLUTRE -

o EERSMIKMZTHIRSHRE,

o EEMMEAABHMINRE, KB web BYAPI A, HELABIBEMERLPRSHIRE.
o WAERERIME X EHFA, B FEIREARR,

o TEEAM (VM) B TRRARSS, 75 E2ERAEHIRINE .

TR SS M AR EBERIMBIMFE, LUMETE Kubernetes EEZE % 5 2% Red Hat OpenShift
Service Mesh M.

iR 55 % B pl

LATF 7R mesh-external BR %555 B ¥ ext-resource 4 ER K % =7 INZI Red Hat OpenShift Service
Mesh R %5 registry:

apiVersion: networking.istio.io/vialpha3
kind: ServiceEntry
metadata:

name: svc-entry
spec:

hosts:

- ext-svc.example.com

ports:

- number: 443

name: https
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protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS

73 hosts FERIEENBHIR, BALITZERES, thAILUERBEARIZEA,

f&al AES B E AR S5 F0 BBt LURHIEIRSZEMRE, HARSEAMBHHIEMEMRSERE
MEMERE, Fa, LT ERANNEREHBEE 78 A mutual TLS R{&RH7El ext-sve.example.com 44
ARG HERE, EWRECE N ERRS I -

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: ext-res-dr
spec:
host: ext-svc.example.com
trafficPolicy:
tls:
mode: MUTUAL
clientCertificate: /etc/certs/myclientcert.pem
privateKey: /etc/certs/client_private_key.pem
caCertificates: /etc/certs/rootcacerts.pem

2.7.6. {5 VirtualServices

15 A] LU A R AR S5 1T Red Hat OpenShift Service Mesh {5 R S BB BIMIR SN AR A, FHE
IARSS, EAILA :

o B HE—EIRSCIESANNBERFERS . NRMIEEA Kubernetes, f&AILUER & E VAR S5 S 4k
BRI ESLERAMAAAERS . EURSEEEWEAFEAN AR NREETEETEEREMN
T EAR S5 H R IR SS o

o MEREMNSMRBLS, MEFIADMEORE.

2.7.6.1. Bidi& VirtualServices

FERAEURSHEREBRRS MR PIIRS. BNEMRSE—HBRBINAHR, FHRIFENA, Red
Hat OpenShift Service Mesh Y84 TE 45 ETUAR 55 8915 3K 5 R & PN B9 45 78 5L [ B RO PT R,

INREEENIRS, Red Hat OpenShift Service Mesh &1EFFAE AR SS SLI1E] £ F round-robin #9849
fEmE. FAEVRSEN, BALUBEE—1THZENENLHRET N, EMRSBIEEBEMNEH Red Hat
OpenShift Service Mesh NS EIARSSHIRE & X EE LB BIMts, BEEH BT LR R —IRS MR A,
A U2 TLFRARS.

ik

1 EAUTRAIGIE YAML 30, RIBAF RN BRFHNARRARIEREBE Bookinfo
BN AR AR S5 B0 A B AR A

VirtualService.yaml 7=l

apiVersion: networking.istio.io/vialpha3
kind: VirtualService
metadata:

name: reviews
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spec:
hosts:
- reviews
http:
- match:

- headers:

end-user:
exact: jason
route:

- destination:
host: reviews
subset: v2

- route:

- destination:
host: reviews
subset: v3

2. 1T e AN VirtualService.yaml, Hrh VirtualService.yaml 2 XX 4RI R,

I $ oc apply -f <VirtualService.yaml>

2.7.6.2. VirtualService i @5E

spec:
http:
- match:

spec:
http:
- match:
- destination:

2.7.7. 7T R BB

U

hosts FE& 51 7 B8 FR MLV 2 A 21 B9 RE FULAR 55 8 B B
ik, XERTFRRS X ERe M, EBRS E
MA AT LLZ AT T2 RES AR P ik, DNS &7
EAGFSEZ N

http 89 S & EHIARS5SHIRE AN, X Lo ks B&
B HTTP/1.1. HTTP2 #1 gRPC i&%5 hosts FE& g
ER BRI E R A FIRE, BEANBEEER
E XA Bt AR 1B ER LR A AN, ~Fl
REE—NEEERMNAE — L match ZERFFLBIE
. TEXANRBIFR, XNBHERTFRERERAF jason
BFrBEE K, &0 headers. end-user #1exact i
AR E HRIE K,

route E ) destination FEXIEE 51X R LED
BRERSLIR BRI, SEMRSHENTE, BH
B9 EHRA T2 Red Hat OpenShift Service Mesh R
% registry RFEMESL B8, XATURHAHE
HIMIIEARSS, SKIEF service £ BRIIM— 1 IEMIIEAR
%o TEARBIF, ENBR— Kubernetes BRF5 AT :

BRI A LIRS BN E A, e RERENEXLBNM, EURSHRERMBE BN

th, BB E 1% B R R 48R 2,
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EOABRL T, Red Hat OpenShift Service Mesh {8 round-robin 7 #39E%RES, EASLHIRPRNENR
S SEB R IRB1E K, Red Hat OpenShift Service Mesh iRz # LA TAERY, & A LUTE B B9t dh 5 & Xt
RERS RS FEMITE K,

e Random : 1HRIFENFL 4 itk BRILAHI,
e Weighted : RIBFFE B 2 LI K% & Bl ith A B9 55451,
® |eastrequests : JFFE KR ENEREE &K D HILH,

B 893t B0 = B
AT B et AR By my-sve BRIRSERE=NTRENFE, EETRNTHIFERE

apiVersion: networking.istio.io/vialpha3
kind: DestinationRule
metadata:
name: my-destination-rule
spec:
host: my-svc
trafficPolicy:
loadBalancer:
simple: RANDOM
subsets:
- name: vi
labels:
version: vi
- name: v2
labels:
version: v2
trafficPolicy:
loadBalancer:
simple: ROUND_ROBIN
- name: v3
labels:
version: v3

AiEE A Bookinfo AN AR FF RIR AR N TR FF FEVBE R B, R Bookinfo VA2 LT 2
X EERR FR R BI04 TAF,

2.7.8. Bookinfo I8R5

Service Mesh Bookinfo ;_fAIN AR F S MM HMARS, B NIRSEBEZNRE, &E Bookinfo 7=
BN BAfEFRE, reviews ARSI =N FRREMRARNHZEIT,

HIRTEN W25 H 17 [H] Bookinfo N A3 /product TTE 7 % REIFES, B HEFitHithR8E8ES DY,
MEEENRA, WREETHEEBNEAFINRISRE, Service Mesh 2 EREEHEIFTH A BIRA,

AYRRAEENANMEREBHEIMIRSZH v (REA 1) BRI, ZfE, BRLARYEE HTTP iE KRk
{E N — AN R B R E

FoRZ
o IR Bookinfo RN AR LUE B LT R4,

2.7.8.1. N EIRSS
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FULFRRES, EURS @A NHMIRS ERIARAEREMNIRS, MAAERERBEEENMRSH

vi,
it
1. NMNAEIIRS.

$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/virtual-service-all-v1.yaml

2. BRIUEREBNAT EWRS, EERAUTHSERE LKA :
I $ oc get virtualservices -0 yaml

Z 4R El— kind: VirtualService %R, XA YAML &=,

B Service Mesh EZiE N EEH E Bookinfo MRS HY vl kA&, S+E reviews RS hA 1,

2.7.8.2. i EE A &
1T RIFT Bookinfo 1 21 /productpage & ELE.

ik

1. % GATEWAY_URL S#889(5, e LAE LS A XN 82 3 Bookinfo 7 & TTEM URL,
TEABIH, istio-system /& control plane i B B & #5.

export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")
2. BT T e, LGRS ITER URL:
I echo "http://$GATEWAY_URL/productpage”

3. EN 23S FTFF Bookinfo M,

TTEMTEFEE D B REEDNRE, BRERIFZ VR, XBENEER Service Mesh BLE N1 reviews AR

FHFAEREBHEIRA review:v1, HhHRABIRS FTEV M ERD IR .
1R BIRR 55 P AE I T 15 7 88 8 R U AR 55 B9 — DAl AR

2.7.8.3. &£ TR/ B3 HIEH

BURAECE, UEEERFNMAREINEHIFENRS KA. EXMERLT, AAEXRBSEN Jason

A FRERR W AEIRSH review:v2 &,

Service Mesh Xf i P B2 & B RS AMARE T 2, XN RFIZ2E B, RE productpage fR%S5 HE!
reviews lRFSHIFR A HTTP & RERI 7T — 1B E LK end-user i1k,

ik

1. IZ1TLL RS 1E Bookinfo RN R+ /S BEE TR MEKH,
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$ oc apply -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/virtual-service-reviews-test-v2.yaml

2. BT, LUAIAOIR TiZHN], Hé4ikE YAML 8 XHATA kind: VirtualService.
I $ oc get virtualservice reviews -o yami

3. 7£ Bookinfo A28 /productpage 1, LLF /" jason B3 ELER LB R TIHITESR,

4. RIFRFHNYiER, BRDNRBIEERITILSE,

5. UEHMB P BHRESR (EFEEERLT) . RIFNEES. IERFEMET T, WE, KR
Jason 4, FRAERFHIREANSEEBEE review :v1,

BB KINEZE T Bookinfo BN BERE, URIEAFN BHEBBEARE.

2.7.9. Hth HIR
B XESE OpenShift Container Platform BE R RIEE ZE R, ESHEFRERATRE,

2.8. £ SERVICE MESH tIREL FARRZE

gt
Of

BT B XM Red Hat OpenShift Service Mesh & 1ThR A I STHY,

Service Mesh fR# 1.0 #1 1.1 control plane "B . BXALIRS K control
plane B9IF1E, 1S A Service Mesh,

B X4 E Red Hat OpenShift Service Mesh X {THRAMZHRSHER, ESHN™ M
4 ep A HI T E,

2.8.1. TR E

e & Red Hat OpenShift Service Mesh #1_Ei## Istio #t X 2RI LEEL

o TEELE Red Hat OpenShift Service Mesh

2.8.2. fi|# control plane &1

Ea LUFE A ServiceMeshControlPlane i EK T EEFHAMEE. B/ iREB CHEES 02
WHTY B, BiRtEaTUMEMERKEKEEE S, H50, S LU SSEI G — NS5 control

LN RRRFEREER Service Mesh &, 7E Istio Eiff#t R AR AHI S FAF2 8947 /7 F17E Red Hat OpenShift
Service Mesh AN FZFHIIT A B LN RREZ AL,

plane, NHZHHAAAIE—1 T control plane, INRECIRE T —NFF L BRI —A" @iENR, NHZH

PARS 3 IV 55 FATRA B 51 A BT BAAR HiE B © A BB 0 FF Z AR A SRR AT R
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M EIE control plane ##x (5 ServiceMeshControlPlane i&%:48E) B, B USHAREELE,
Operator i — 1N EH Red Hat OpenShift Service Mesh BRINIXZER default itk . EHRINEE L2
R, fZ77E openshift-operators 1 B A A& —~ %5 smcp-templates 8 ConfigMap, 1
Operator &25#] /usr/local/share/istio-operator/templates £ % ConfigMap ,

2.8.2.1. il ConfigMap

REBLLUT HHEAIE ConfigMap.

R
o BELREFHIULR Service Mesh Operator,
e B cluster-admin f&&HIK,
® Operator SBEHINIE,

e jj[a] OpenShift CLI (oc) o

1. LUEEHEE 7 519 &K E| OpenShift Container Platform CLI,

2. £ CLI 217X 4, 7E openshift-operators 71 B F16/32 % /ysmcp-templates #]
ConfigMap, #{¥ <templates-directory> & a4t 7i L) ServiceMeshControlPlane 32 {4
BIAIE :

$ oc create configmap --from-file=<templates-directory> smcp-templates -n openshift-
operators

3. #E Operator AR SR AR R,

I $ oc get clusterserviceversion -n openshift-operators | grep 'Service Mesh'

i th Bl
I maistra.v1.0.0 Red Hat OpenShift Service Mesh 1.0.0 Succeeded

4. Yn%E Operator 5£B¥IRSSIRA, 57 Operator f§F smcp-templates ConfigMap,

I $ oc edit clusterserviceversion -n openshift-operators maistra.v1.0.0

5. 7£ Operator EBE R RMBETINS,

deployments:
- name: istio-operator
spec:
template:
spec:
containers:
volumeMounts:
- name: discovery-cache
mountPath: /home/istio-operator/.kube/cache/discovery
- hame: smcp-templates
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mountPath: /usr/local/share/istio-operator/templates/
volumes:
- hame: discovery-cache
emptyDir:
medium: Memory
- hame: smcp-templates
configMap:
name: smcp-templates

6. REENFREIEER,

7. B7E, ERILUER ServiceMeshControlPlane ) template 3£ 15 &R,

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: minimal-install
spec:
template: default

2.8.3. )5 B3/ sidecar 3 A

EEENBRRFER, ENILBN R spec.template.metadata.annotations A1#Y
spec.template.metadata.annotations ¥ f# sidecar.istio.io/inject ECiE 77 true JiEFE SEAN, #H£F
1R sidecar 3T AR M OpenShift Container Platform BYEhThAE, %0 OpenShift Container
Platform 48R GRS NEZRE A builder pod.

FRFZM
o AMENIRS MG —ER O BIM B ZE(E], LARFEBD sidecar SEABIERE,

1. BEEHEE, 15FEA oc get i,
I $ oc get deployment -n <namespace>

BN, EEEE bookinfo 6p4 22 A 'ratings-v1' ARSI E X, EFEALUTHSL YAML

I oc get deployment -n bookinfo ratings-v1 -o yaml

2. IEYREEISRPITHN ARRFNEERE YAML X4,

3. J¥ spec.template.metadata.annotations.sidecar.istio/inject 7~ 11%| Deployment YAML |,
F 15 sidecar.istio.io/inject % &7 true, #TFHIFTR.

bookinfo deployment-ratings-vl.yaml IS K B~

apiVersion: apps/v1
kind: Deployment
metadata:

name: ratings-v1
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namespace: bookinfo
labels:
app: ratings
version: v1
spec:
template:
metadata:
annotations:
sidecar.istio.io/inject: 'true'

4. REFEREEEXH.
5. FxXHRmMEaE N ARFITE,

I $ oc apply -n <namespace> -f deployment.yaml

EABIF, bookinfo 2 & ratings-v1 [ 2F#1 deployment-ratings-v1.yaml FIi B4
5, XREIERHE,

I $ oc apply -n bookinfo -f deployment-ratings-v1.yaml
6. HEWIETIR LZKII, HZITUTRS
I $ oc get deployment -n <namespace> <deploymentName> -o yaml|

i,

I $ oc get deployment -n bookinfo ratings-v1 -o yaml

2.8.4. B ERANBEREBIMED

Envoy sidecar {RIEMEZ & I ServiceMeshControlPlane &1,

& 7] L@ 72 injection-template.yaml 32 FRBIERE AR NN pod JERRR N N AT IXE sidecar RIERY
MR E, IMNELEFA sidecar,

injection-template.yaml <5l

apiVersion: apps/v1
kind: Deployment
metadata:
name: resource
spec:
replicas: 7
selector:
matchLabels:
app: resource
template:
metadata:
annotations:
sidecar.maistra.io/proxyEnv: "{ \"maistra_test_env\": \"env_value\", \"maistra_test_env_2\":
\"env_value_2\"}"
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gk

“®

/N

A ELBEE OB E LR, BERNSE maistraio/ FREFIEMR, XLEFREFE
fRFRRFTRE Operator £ X AEE, MNREEOIEBSHIFTIRES M Operator ERHY

FREFNE, EFAESS L maistra.io/ FF LA SER, £ TF—MhiTRE
f, Operator {98 & M PRIX LR SSE MR TR,

2.8.5. E#T Mixer RE& 5 HIThAE

1E 2 HIM Red Hat OpenShift Service Mesh kg A&/, Mixer BIZRE& R FIThEEM BRINS . HITE, Mixer B9
RIS FITIREH NN E R, BREEEZTRBRAESIERE.

SoRF M
e ijj[n] OpenShift CLI (oc) .
==

TBIMER <istio-system> 7 control plane S8 & Z2 ], fHXAMEE HL HERE Service
Mesh Control Plane (SMCP) HJ#s&Z2[H],

1. &3E OpenShift Container Platform CLI,
2. IBITEN AR E LM Mixer SREG R FIRE

I $ oc get cm -n <istio-system> istio -0 jsonpath="{.data.mesh}' | grep disablePolicyChecks
3. WR 7 disablePolicyChecks: true, %% Service Mesh ConfigMap :

I $ oc edit cm -n <istio-system> istio

4. 7£ ConfigMap F# %l disablePolicyChecks: true, EEE N false.
5. REFREFHREIIERR,

6. EHFILE Mixer BB GHRSBRESHKILE D false,

2.8.5.1. &8 IE TR P25 SR BE

Service Mesh 7 Service Mesh control plane #15% 7 68 % 22 A P AR L5 2RBE, LURITFEN]Z FIBRE.
TEERERI, IHEELUTEMY, LUIARZENET OpenShift Container Platform B H /) FFBIAR 55 F#& A B9 AR
%Q

o FHARRSMBHSRENIE B2 ingress-gateway FBEE Istio IEH T,

o TETIEFEAIR S5 K R BRI & 42 22 ] oy AR 55 PUAR BB B AR 55
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o FEHRIEHRSS MG H BI6R & Z2 8 R ERZE BYIE mesh Al 55 M iZFRiC E maistra.io/expose-route:
"true”, XA LUAIR OpenShift Container Platform B&EREIIX LR S5 AT LA IE 3 T4k,

2.8.6. Bookinfo = ffI N TR

&0 LUE R Bookinfo 75l N FB A2 % il OpenShift Container Platform #f Red Hat OpenShift
Service Mesh 2.2.3 &%,

Bookinfo M ARF ER—FAFHER, RUFELBENE—BXEE, MAKER—NTE, Hffmd
TEHFMMER (SBN. THMEAMER) UREPHEITL,

Bookinfo & FA#2 5 BiX LE AR 55 4HBK, -
e productpage iR %5V FA details 1 reviews AR 553 £ TTHEE 2.
o details ARFSBE T PHER,
o review MRS EIE T P IL, BENIASVIA ratings MRS .
e ratings®fRS5 2IE T HAEN K HHITILERHITOER.
reviews AR5 H =ThRA :
o kA vi R A ratings BR%.
o A v2 M ratings fRS5, HLU—BANRBERKRIARBIED,
e fR7 v3 i ratings AR5, FHUUL—BIRANMLEERKRN KBTS,

2.8.6.1. 2% Bookinfo N AR

AHERENL T WECIEIIE. 5 Bookinfo N FATRRFEERE F1% 11 B H1E Service Mesh HEFIEIEZITHIN
FRTE R 0|2 R BIN BERF,

R

L% T OpenShift Container Platform 4.1 st & & iR A,
L% 7 Red Hat OpenShift Service Mesh 2.2.3,

ilA] OpenShift CLI (o€)

B4 cluster-admin & &K,

Bookinfo ‘_IN. AR F A EERLLTE IBM Z #1 IBM Power Systems L,
==

AT Y S {BRIX Service Mesh control plane Tl B 7 istio-system, WIREH— &%
" [FFRZ%& T control plane, TEIZITRIFEE BT,
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LB A cluster-admin FUBRE A F* & 19 & K F OpenShift Container Platform web &, R
{8 Red Hat OpenShift Dedicated, M7iHE—1~E7% dedicated-admin & &K,

= Home - Projects,

mif Create Project,

1 Project Name A A bookinfo, #iA Display Name & Description, #AJ5m Create,
o ZHE, HAILLEL CLIZITX NS AR bookinfo T H,

I $ oc new-project bookinfo

m Operators — Installed Operators,

= Project 3¢ %, {3 Service Mesh control plane #8& 228, EXNRAIH, A istio-
system,

= Red Hat OpenShift Service Mesh Operator,

= Istio Service Mesh Member RolliETi &,

a. MNRIMBZEAET Istio Service Mesh Member Roll, iE5&#, REST YAML Fr&5EITFF
YAML %5825,

b. IMRIEILEHN|E ServiceMeshMemberRoll, = Create ServiceMeshMemberRoll,

B Members, PAIG1E Value FE& i AT B & Fh.

. B Create {RZE B Service Mesh Member Roll,

a. FAE, FUTTRAREE YAML X4,

Bookinfo ServiceMeshMemberRoll 7=l servicemeshmemberroll-default.yaml

apiVersion: maistra.io/v1
kind: ServiceMeshMemberRoll
metadata:
name: default
spec:
members:
- bookinfo

b. ZITUATF s EHIZSE, FIE istio-system 4 22 A A (| ServiceMeshMemberRoll
B, 7EABIG, istio-system 2 Service Mesh control plane T B #9 & 5.

I $ oc create -n istio-system -f servicemeshmemberroll-default.yaml
BT T &5, LIE ServiceMeshMemberRoll 27 B A Ih &,
I $ oc get smmr -n istio-system -0 wide
% STATUS 35U Configured I, R&ZEmMINTEM.

NAME READY STATUS AGE MEMBERS
default 1/1  Configured 70s ["bookinfo"]
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12. 7£ CLI %, @331 A bookinfo.yaml SX47E “bookinfo™ HiH #HEEE Bookinfo :

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/platform/kube/bookinfo.yaml

IENZE BRI T BRI

service/details created
serviceaccount/bookinfo-details created
deployment.apps/details-v1 created
service/ratings created
serviceaccount/bookinfo-ratings created
deployment.apps/ratings-v1 created
service/reviews created
serviceaccount/bookinfo-reviews created
deployment.apps/reviews-v1 created
deployment.apps/reviews-v2 created
deployment.apps/reviews-v3 created
service/productpage created
serviceaccount/bookinfo-productpage created
deployment.apps/productpage-v1 created

13. @id A bookinfo-gateway.yaml 4GB A LR X

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/bookinfo-gateway.yaml

BRNIZERIRMN TRIHIL -

gateway.networking.istio.io/bookinfo-gateway created
virtualservice.networking.istio.io/bookinfo created

14. X & GATEWAY_URL S M(H :

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

2.8.6.2. ZINEKIA B 69 ihHE |

TEE R Bookinfo N EFRT, B ELRMEINB AN, RIV\ERSERT mutual TLS J3IE, i
FEE M YAML 3,

ik
1 BRMEBMHN, HoTUTese—

o INR%A/EH mutual TLS :

$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/destination-rule-all.yaml

o IREAT nutual TLS :
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$ oc apply -n bookinfo -f https://raw.githubusercontent.com/Maistra/istio/maistra-
2.2/samples/bookinfo/networking/destination-rule-all-mtls.yami

IERZE B R0 T B9

destinationrule.networking.istio.io/productpage created
destinationrule.networking.istio.io/reviews created
destinationrule.networking.istio.io/ratings created
destinationrule.networking.istio.io/details created

2.8.6.3. [k Bookinfo &%

Z1IARB Bookinfo N FATEF B INERE, HHITUTHIK,

FoRFM

o % T Red Hat OpenShift Service Mesh,

o SEANZREE Bookinfo RN AREFEHS T,

&t CLI IR
1. &3k OpenShift Container Platform CLlI,
2. $UERRAE pod B EES LD -
I $ oc get pods -n bookinfo

FIEAHRERRESEL S Running, N IZE RN TR

NAME READY STATUS RESTARTS AGE
details-v1-55b869668-jh7hb 2/2  Running 0 12m
productpage-vi-6fc77ff794-nsl8r 2/2 Running 0 12m
ratings-v1-7d7d8d8b56-55scn 2/2 Running 0 12m
reviews-v1-868597db96-bdxgq 2/2  Running 0 12m
reviews-v2-5b64f47978-cvssp 2/2 Running 0 12m

reviews-v3-6dfd49b55b-vewpf 2/2  Running 0 12m
3. BT T e a R SR f T ES URL:
I echo "http://$GATEWAY_URL/productpage”
4. FEM TN 25 AR & I F MG Fr A R B E#8F T Bookinfo 7 & I H,
3£ B Kiali web 122 & #9558

1. KER Kiali web #2HI& R,

a. LLEH cluster-admin H{BRBYF - H15 &% OpenShift Container Platform web $£%I&, #0
R{#EF Red Hat OpenShift Dedicated, M|#ZiA—12%F dedicated-admin & &R,

b. # A Networking - Routes.

305



OpenShift Container Platform 4.8 Service Mesh

c. 1f Routes T{E™H, M Namespace ¥ H.H1%L#E Service Mesh control plane 1B, #0 istio-
system,

Location 5l &R EM B AV HERE AL,
d. & Kiali B Location 7l R R 55,
e. Hili LogIn With OpenShift, Kiali Overview & T R&E N E v 4 22 (8] PR,
2. £ Kiali A, = Graph,
3. M Namespace FlIZ&F % bookinfo, M Graph Type FIFRF%E#EE App graph.
4. M Display ¥ H %% Display idle nodes,
XHJ_TEXE’JF, S, ERERKEISRAEER, ERMIANADERE Y, BRREEMAFER

/}Il;io

= ©kiali -

Namespace: bookinfo v Appgraph  ~ D Last5m v Everylss + n

ph Display v Find v Hide. v ® Graph tour

Totl  wsuccess  Ermor
details
ow o5 000 000
. Out I ——

) istio-ingressgateway productpage ha _ 0
(istio-system) C O |k e ma mes mun

reviews ratings

Mar 17,02:47:56 PM ... 02:52:56 PM

o {FF Duration 3 HIEHNNT[H]ER, LAESEBHIARIEIKIBRRZ.
o {#M Refresh Rate X RIFTRENMEHE /N, HERATRIFRE,

5. = Services. Workloads 5% Istio Config & & bookinfo H4FIRIE, HMBILCIIRETEEZ
1".1'0

2.8.6.4. & Bookinfo N FATERE
IRBB LT 5 AR Bookinfo M T2,

SoRFE M
o Z%T OpenShift Container Platform 4.1 (B & AR A
o L% T Red Hat OpenShift Service Mesh 2.2.3,

e ijjln] OpenShift CLI (oc) .
2.8.6.4.1. fitlkk Bookinfo 1l B

Az
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1. E[EF OpenShift Container Platform Web &,

2. /= Home - Projects,

3. m= bookinfo 3 # , #AJ5 2 Delete Project,
4. TEMIAGHEESH A bookinfo, SRS = Delete,

o FH4, ulLIMER CLIHZT X5 E 42 bookinfo T H,

I $ oc delete project bookinfo

2.8.6.4.2. M Service Mesh member roll Hfff|f& Bookinfo i B
i

1. E[EF OpenShift Container Platform Web &,

2. = Operators - Installed Operators,

3. = Project 5, MZFIFRHL istio-system,

4. 5 Red Hat OpenShift Service MeshOperator £ Provided APIS T 52 Istio Service Mesh
Member Roll §##%,

5. = ServiceMeshMemberRoll 3 F1%F Edit Service Mesh Member Roll,

6. JRFRERI\MY Service Mesh Member Roll YAML 3 M members 73R HfilIF2 bookinfo.

o F4, MMETLUMER CLIZTX M Er% M ServiceMeshMemberRoll #/iff& bookinfo I H,
TEABIF, istio-system =2 Service Mesh control plane i B B & #5,

I $ oc -n istio-system patch --type='json' smmr default -p '[{"op": "remove", "path":

"/SpeC/memberS , valuell :[lllllbookinfolvlll]}]l

7. £ Save E#T Service Mesh Member Roll,

2.8.7. £ IEERBIFE O HT trace FE

Jaeger B—MNHEREAHNBERRY. A Jaeger, ERAILIEHER— M BRRFHEMMARS HHITER
BEREEERM trace, BRIANZRZE Jaeger ¥E 4 Service Mesh F—ER43,

AHFEEF Service Mesh #l Bookinfo 75l AR KB R U A Jaeger HUITH R EBER.
FoRFM

o %7 OpenShift Container Platform 4.1 i E & A,

o %7 Red Hat OpenShift Service Mesh 2.2.3,

o LTHENFEAFERAT Jaeger,
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o B &% Bookinfo =N A2,
TAE
1. R Bookinfo RN ARFERE, FRELEEIME, MAUTHESILR,
I $ curl "http://$GATEWAY_URL/productpage”

b Ep S5 A& L1 7] N R #9 productpage MARSSBIF

2. 7E OpenShift Container Platform # &, 17 A Networking = Routes F# 38 Jaeger B8H,
© & Location i F 7B URL,

o =E, HA CLI HRHMIFHER : AMIF, istio-system =Z Service Mesh control
plane ep & ZE[H] :

I $ export JAEGER_URL=$(oc get route -n istio-system jaeger -o jsonpath="{.spec.host}')
a. MIALLTF @S RER Jaeger #2HAH URL, FF45RFENEEIN W25 H FMENIZ URL.
I echo $JAEGER_URL

3. FEASEARITIA OpenShift Container Platform {2 & BRI A - E B IEE R,

4. 7& Jaeger (UFRIREMBIEIEH, M Service FH AL productpage.bookinfo, AER T EIE
[EEBRY Find Traces, IbAT& B R—PMRERFIZK,

5. REFIRPHWENREIT BN BERMIFEHIE, NRERFIRFNE— (CRRFHE
%) , B2EZE5 /productpage S FRIFTA N HYIFEE.

2.9. R AE AT g4

g
Of

BB XM Red Hat OpenShift Service Mesh & 1ThR A9 STHY,

Service Mesh fR# 1.0 #1 1.1 control plane "B X #F. BXALIRS K control
plane B91¥1E, 15 F4¢ Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X {THRAMZHFRSHER, ESH™ M
4 ep A HI T E,

ER LR Kiali R B R EEN ARFIRI, @ERAE. MREMRS EIMEE, Kiali EHERHET
— MR RS T EIE RN %, BAUEETRIG| PHERGHERXNER, SEMKRN AR
. IRFUR M E, ©RRME T Er6 & ZE R hegLh B ER A,

FHGHD

MRLETNARRF, SRS NARFIEIER. IREXEREECHNARRE, TLLETR
% Bookinfo =3I FIFEF 3 T 2 Red Hat OpenShift Service Mesh FR BT WL ZR 4 404a] T4,
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& 2 3 SERVICE MESH 1.X

2.9.1. EEIRS IR EIE

Kiali Operator &4 Red Hat OpenShift Service Mesh Y& BIZN$E, LURMMAZEFIH N HRERF.
AR 25 0 T4 £ 23U I FE A0 SE s 25 (&

Eif ] Kiali #E41&, E% &% Red Hat OpenShift Service Mesh L& N ARSS IS EC BRI B

ik
1. fERLA N2 E0H: 2] Administrator TLH,
2. = Home - Projects,
3. BRI EMEM, f, =i bookinfo,
4. 1f Launcher &4 = Kiali,
5. {EM 517 OpenShift Container Platform 2 &R A - & FHE &K E Kiali 26 &,

B—REXE Kiali #£HIBH, BREE Overview IH, ERETRRFMEFEENEENFREHREE
I‘EGO

MREERIRFIARE, WRT R DR EREE,

2.9.2. 7E Kiali 1Z=# & h EE RS MR EE
Kiali Graph B BIRIAE Fe B2 7 s KBV AL ThAE, FRIMSSIRE R E SR Istio BLB IS BB
&, AL RS MMSIIT N, SHMER AR AR REN NS RARSIRIN. BRI ER
HInF R AL AR,
A LLEEM LA -

o App EERATAFHCHER R AR TV %,

e Service MR TRMBHENRSHT R, EMANARFNTEISBASEEINES. SiRM
T=12diE, HRETEHRSHIFAERE.

e Versioned App K B RB N ARANT R, NARFENFAEMRAEBIHIE .

e Workload FlE RERSMIEHENTEMEHNT R, WERAREREFERNBEFMNRAIRE, R
REgR AR R B E A version P15, iHERALLAE,

KT R EREMERIETARN, BREMRSHRSFRESEFBEIREET, LURREE AFYTHSS
ERARERE, SRR mTLS [FE, ERFE, $HiRREE, Graph ®EARE, HUETREE,
FEH KB Find #1 Hide Zh8E,

Hii Legend #H], UEFEFETRHEXRER. HiE. §LMBITNESR.

ZEEEMHBRES, HERPHERERT RSDSGURERRIFBER P EREETEE.

2.9.2.1. # Kial h B R E

Kiali FIFZ 07 B P BE RARFEER N AR F RN E DR BENTREMAMAR, fm, EEThREE
REZBAILURTE Kiali ERHENRAR, EATELBEESSMERNE—FRE, KaliZ4t T LFTR
GRS |- NprEEN
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FRFZM

o MRMMEBHLREGCHNARRE, HRE Bookinfo REIN BIEF. RE, BtZREALUTSHS
) Bookinfo M. AR £ R E,

I $ curl "http://$GATEWAY_URL/productpage”

b Ep 55 A& L1 7] N R B9 productpage AR BIF
g3
1. Ja3h Kiali #2518,
2. Bk Log In With OpenShift,
3. 7E Kiali ¥4I &H, = Graph BEMEZEFE,
4. 1f Namespace X H AN AfZFa& 22 (A, 40 bookinfo,
5. BFEARMNERAR, HHUITUTE—#&E -
o MIETHERRYF H e FE R R B RS B 0 Ho
o NARRFHE
o MRFH
o RRABNAE (FIL)
o T{EfizEA
o MEMESHEHIZERRNERAR.
o HBEBIA dagre
o 7% /3 1cose-bilkent

o @ 2cola

2.10. HE LR

gk

==
[=]

BETB LN Red Hat OpenShift Service Mesh % {ThR A I X4,

Service Mesh k7 1.0 #1 1.1 control plane "B X, BHXANIRS K control
plane B91¥1E, 155 F2 Service Mesh,

B XHEE Red Hat OpenShift Service Mesh Z{THRANZIHREHNER, BESH™ @
4o EHATTE,
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https://access.redhat.com/support/policy/updates/openshift#ossm

& 2 3 SERVICE MESH 1.X

e LLR T ETRBERIARY Service Mesh B X FIREE QI8 H B E L IREK EH Red Hat OpenShift
Service Mesh,

2.10.1. R4
e EBEA cluster-admin A&HIIKH,

o SERK T HEFRE Red Hat OpenShift Service Mesh BJ1T %2,

e ERE T operator,
2.10.2. Red Hat OpenShift Service Mesh B & X %R

TEEEA Service Mesh X#4H, fEH istio-system Wi B FH— N ffl, el LARIER E M
AHEAMIE.

B E X B S FIETE Red Hat OpenShift Service Mesh T B 85285 Y & APIl, %[ Service Mesh
i, ©afE—1 BB ServiceMeshControlPlane, A LUENERERINEHSH,

Service Mesh operator B LL&id 7511 ServiceMeshControlPlane FREEIZY B API, XA iLEETR
F {2 ServiceMeshControlPlane %%, &y il —1 ServiceMeshControlPlane X%, &=
Operator $$—4* Service Mesh control plane RZE|TE &, F{#H7E ServiceMeshControlPlane A%
BHNSH,

X ServiceMeshControlPlane & X @& AXFHNSH, FHEBEET Red Hat Enterprise
Linux(RHEL)® Red Hat OpenShift Service Mesh 1.1.18.2 44,

BF

3scale Istio SEACERIE B E X RN AW EHEHEE, EAFE— NI UEE T/EH
3scale Tk (SaaS s On-Premises) o

istio-installation.yaml B9l

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:
name: basic-install
spec:

istio:
global:
proxy:
resources:
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 500m
memory: 128Mi

gateways:

31


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/service_mesh/#preparing-ossm-installation-v1x
https://www.3scale.net/signup/
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istio-egressgateway:
autoscaleEnabled: false

istio-ingressgateway:
autoscaleEnabled: false
ior_enabled: false

mixer:

policy:
autoscaleEnabled: false

telemetry:
autoscaleEnabled: false
resources:
requests:
cpu: 100m
memory: 1G
limits:
cpu: 500m
memory: 4G

pilot:
autoscaleEnabled: false
traceSampling: 100

kiali:
enabled: true

grafana:
enabled: true

tracing:
enabled: true
jaeger:
template: all-in-one

2.10.3. ServiceMeshControlPlane £#{
AR RHESRT A ServiceMeshControlPlane 28, FiRM T A X HSHMIMINE R,

BF

IR X e B #0H Red Hat OpenShift Service Mesh B BRI BFIR (&3& CPU. MTEH pod
&) BURT OpenShift Container Platform SEEMEE., RIBYBIEEEE R A K
REEX LS,

2.10.3.1. Istio £ B Al

TEE—/=fAl, ©FERT ServiceMeshControlPlane 1 Istio £F5#, LUXAIASHMENER.

p= Y=\
A 4T {8 3scale Istio I EC2s AT LLE# T4F, disablePolicyChecks @4/} false,

ERBHTH
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istio:
global:
tag: 1.1.0
hub: registry.redhat.io/openshift-service-mesh/
proxy:
resources:
requests:
cpu: 10m
memory: 128Mi
limits:
mtls:
enabled: false
disablePolicyChecks: true
policyCheckFailOpen: false
imagePullSecrets:
- MyPullSecret

xR24.2RBH
B Tk
disablePolicyChecks /3 M/ZRAFREKE.,

policyCheckFailOpe  1EE7E Mixer SRE&ARSS T
n EVIRIE, BERIFRE

%344 Envoy sidecar,

tag Operator FARHER Istio
HHRM tag.

hub Operator FRAMEX Istio
BRARRIHID,

mtls 2 2B RIAERS H S
B/ ERERZERS
(MTLS) »

imagePullSecrets INRAHR A Istio BIREY
registry iR R 22
B, FEIXEFH—

imagePullSecret,

XESHLATERSHNRETE.

#* 25 KESH

{B

true/false

true/false

BRI R SRHIR tags

BMHER O,

true/false

redhat-registry-
pullSecret % quay-
pullSecret

&5 23 SERVICE MESH 1.X

LS WINE]

true

false

maistra/ or
registry.redhat.io/op
enshift-service-
mesh/

false
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requests cpu

memory

limits cpu

memory

2.10.3.2. Istio X HcE

7 Envoy proxy B
KB CPU R E,

Envoy proxy R7E
BiFK

77 Envoy proxy 1H
KB A CPU HR

=
BHo

Envoy proxy FiF
FERANRARTFH

=,

EFIMERERN 10m
CPU iR, LA

cores B millicores

FEAL (1

#, 200m. 0.5

.1 BE.

HERE, UFET 128Mi
FEAL (fBIgn:

200Ki, 50Mj,

5Gi) , EFEHN

IMEECE,

EFINERERN 2000m
CPU iR, LA

cores B millicores

FEAL (1

#, 200m. 0.5

.1 BE.

HTERE, UFET 1024Mi
JyEAL (f5130:

200Ki, 50M,

5Gi) , RIFEH
INEBRLB M E,.

TEE—7TH, ©/ExT ServiceMeshControlPlane H Istio X531 LI R EXME &,

XS BURB

gateways:
egress:
enabled: true
runtime:
deployment:
autoScaling:
enabled: true
maxReplicas: 5
minReplicas: 1
enabled: true
ingress:
enabled: true
runtime:
deployment:
autoScaling:
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enabled: true

maxReplicas: 5

minReplicas: 1

K 2.6. Istio XS

¥

gateways.egress.run
time.deployment.aut
oScaling.enabled

gateways.egress.run
time.deployment.aut
oScaling.minReplica
s

gateways.egress.run
time.deployment.aut

oScaling.maxReplica
s

gateways.ingress.ru
ntime.deployment.au
toScaling.enabled

gateways.ingress.ru
ntime.deployment.au
toScaling.minReplic
as

gateways.ingress.ru
ntime.deployment.au
toScaling.maxReplic
as

sk

[ER/ZRBENT &,

RiE
autoscaleEnabled,
UG KB R R DR
pod &,

RiE
autoscaleEnabled %
&, NHMMASRENR
K pod £,

[ER/ZERBET B,

RiE
autoscaleEnabled,

F AR KB R DR
pod &,

RiE
autoscaleEnabled,

F AR KRB R K R
pod &,

i1

true/false

ETFIEREN TS E
pods B E.

ETFIEREN TS E
pods B E.

true/false

BEFIMER BN 2
pods B I E,

ETFIEREN TS
pods B E.

SHEENALISH ERARRATIEE RREMMAE B FEEU A,

2.10.3.3. Istio Mixer e &

& 2 3 SERVICE MESH 1.X

LS WINE]

true

true

TEE—NTAI, ©ESR T ServiceMeshControlPlane B Mixer 3, LR AT HESHAENER,

Mixer S8R5

mixer:
enabled: true

policy:

autoscaleEnabled: false

telemetry:

autoscaleEnabled: false

resources:
requests:
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cpu: 10m
memory: 128Mi
limits:

K 2.7. Istio Mixer FEIZ S

BH ik i} - WINE]
enabled = /%A Mixer, true/false true
autoscaleEnabled BR/ZRBT R. & true/false true

NEEAMEHREAE.

autoscaleMin R¥E EFINEELER AT 2 BE 1
autoscaleEnabled, pods B E,
EER R D pod B
=
autoscaleMax R¥E EFINEELER AT 2 BE 5
autoscaleEnabled, pods FIBMEE,
ERE IR KM pod £
=
£ 2.8. Istio Mixer ZEN &
RE S b ] Default (2Kil)
requests cpu Mixer AT ERH9 EFIMREER 10m
CPU HRE 2t CPU %R (LIZ#®
HEAL)
memory Mixer &l Ffr e 4 ARG, UFT 128Mi
HNEFE, FEAL (BlA0:
200Ki, 50Mi,
5Gi) , R
MEBLEME.
limits cpu Mixer 3Eil| a] LA{sE EFIMERERN 4800m
FAR CPU HiEMIE&R  CPU IR (L=
KED L, HEAL)
memory Mixer &l f& 1F-{8 AARE, UFT 4G
AR ARELH FEAL (BlA0:
=, 200Ki, 50Mi,
5Gi) , R
MR EME.

2.10.3.4. Istio Pilot fidi&

1EA LU Pilot BBEE NETURA B LAESISERS], LT RAIH#E T ServiceMeshControlPlane B

Pilot 2%, URATHESHMNENER,
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pilot SHURHI

spec:
runtime:
components:
pilot:
deployment:
autoScaling:
enabled: true
minReplicas: 1
maxReplicas: 5
targetCPUUtilizationPercentage: 85
pod:
tolerations:
- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 60
affinity:
podAntiAffinity:
requiredDuringScheduling:
- key: istio
topologyKey: kubernetes.io/hostname
operator: In
values:
- pilot
container:
resources:
limits:
cpu: 100m
memory: 128M

£ 2.9. Istio Pilot 4

S8 £ pU

cpu Pilot 7&K CPU FHIRAY
Bt

memory Pilot 15 KN F &,

autoscaleEnabled BR/ZREBT R. &

NN E.

traceSampling X AME I BB H A 5
L, FEFA M
AU X AME,
2.10.4. Bgi& Kiali

{E

ETFIfEREN CPU ¥
B (U= NEALD) .

ARARE, UEThEBAL
(140: 200Ki, 50M;i,
5Gi) , RIBEMIMEE
BiE,

true/false

BREDT.

&5 23 SERVICE MESH 1.X

LS WINE]

10m

128Mi

true

1.0
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% Service Mesh Operator fl|#& ServiceMeshControlPlane If, ©tH&40 8 Kiali iR, ARG, Z Kiali

Operator A& Kiali S5l &8 XN &R,
1£ ServiceMeshControlPlane 5 ERERIA Kiali BEU0F :

Kiali 2861

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
ingress:
enabled: true

K 2.10. Kiali &%

S ik (i1
JE /2 Kiali, BRAE true/false
I enabled SR A Kiali o
 Kiali #=%& /5 /2 A true/false
dashboard R EER, BRRE
viewOnlyMode MEERN, AP TEE
FREHI & EFE K Service
Mesh,
v Kiali J5 F/2H true/false
ingress ingress,
enabled

2.10.4.1. 7y Grafana Bdi& Kiali

LS WINE]

true

false

true

L0 Kiali #1 Grafana 25 Red Hat OpenShift Service Mesh B—E8 9 &2, Operator RRIANEEB LT

RE :
e Grafana {E Kiali FIANERER S5 5 B
o Kiali #HE B Grafana #%1(

e Kiali %A Grafana URL

Kiali = B 5140 Grafana URL, #AT, MRIBEARBERLZ# Kiali BEIRNEIBI B E X Grafana &%,

FEHEH ServiceMeshControlPlane %R H) URL fH,

B9 Grafana 3

spec:
kiali:
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enabled: true
dashboard:

viewOnlyMode: false

grafanaURL: "https://grafana-istio-system.127.0.0.1.nip.io"
ingress:

enabled: true

2.10.4.2. 1y Jaeger ECi& Kiali

LIRET Kiali #1 Jaeger ¥ Red Hat OpenShift Service Mesh B—E8 9> %2R, Operator RERIAECE LA
TRE :

e Jaeger {E Kiali B9 ERAR 55 /2 FB
o Kiali & HI Jaeger 51X
e Kiali #H5H) Jaeger URL

Kiali BT LAE B Jaeger URL, #AT, WMIREBERERZH Kiali BEIRNEIFIE E X Jaeger 2%, N
ZEH#7 ServiceMeshControlPlane ¥R #) URL fH,

BN Jaeger B8

spec:
kiali:
enabled: true
dashboard:
viewOnlyMode: false
jaegerURL: "http://jaeger-query-istio-system.127.0.0.1.nip.i0"
ingress:
enabled: true

2.10.5. fgi& Jaeger

4 Service Mesh Operator {2 ServiceMeshControlPlane %R, B A LN RERCIE TR,
Service Mesh {# [ Jaeger #1702 A IBER,

ERI LB A A R 2 —18E Jaeger BLiE :
e 7f ServiceMeshControlPlane FRAELE Jaeger, XN HER—LRH,
o ERAE YN Jaeger WRAEE Jaeger, SAJFTE ServiceMeshControlPlane YRR 5| Jaeger 5£
B, MREFESLFMECER Jaeger ¥R, control plane fHERIIA Lk, XA EA LGSR
£HE Y Jaeger BLiE,
ServiceMeshControlPlane 15 ERBAIA Jaeger SEINT :

EXAM all-in-one Jaeger

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
version: v1.1
istio:
tracing:
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enabled: true
jaeger:
template: all-in-one

5% 2.11. Jaeger 3%

BH ik i - WINE]
JEF/2 M Service Mesh  true/false true
tracing: Operator ZEZ AR E B
enabled: BR. & Jaeger 2HE

NEH. ZEAIAER
Jaeger B8E, IHFILIE
& false,

EEMEAWEA Jaeger B . all-in-one
: . BEER ° aII-m-one— ﬁﬁ
jaeger: ° FHAE. Wit
template: BRI
ik,

e production-
elasticsearch
- BF~ &0

%,

ServiceMeshControlPlane #EAHBIEIAENRZ all-in-one ERE XKL, ©EMA in-memory
Fhf, WFEFFINE, M—XRHFHEEIZE Elasticsearch, R SIEE
ServiceMeshControlPlane 3R7E 4 IR ERE Service Mesh If1%3K production-
elasticsearch &1k,

2.10.5.1. Bidi& Elasticsearch

FILBY Jaeger ERERIEE all-in-one ik, LUERIERARNTRETERRE, B2, EH all-in-onet&
WR{EF in-memory &, FTULRBWAFHL. BErXENXBEN, EEFIMERRANZERE,

INREFET” RIMEHERE Service Mesh #l Jaeger, NIFEMEMRE production-elasticsearch &1k,
ZAEMRE A Elasticsearch EiH R Jaeger HEHEHBE,

elasticsearch B— M BEHREAXEANFHN ARERF. EBIAB OpenShift Container Platform & HIEE
BT R A BER B LA 2 %5 Elasticsearch &8, &N ZIENBAIAM Elasticsearch BLi&, FEHESEBIAH

#7 OpenShift Container Platform &£&15 KM FTIRME LS, &7 LUEAAME CPU MINFERERE

MNMAHE CPU FMIRFIRE. MRBFEAHRENNERE (FES) 217, NSIEEEPRNGABT

=, BIAE&RABIT OpenShift Container Platform ZZEffriE K ¥R,

Elasticsearch BRIAR) "7 IME" Jaeger S

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
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enabled: true
ingress:
enabled: true
jaeger:
template: production-elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

K 2.12. elasticsearch S%§

¥ 50

i1

&5 23 SERVICE MESH 1.X

1E Service Mesh /1
I tracing: = R/ R RER.
enabled: Jaeger BN
.
H Jaeger JR /2
ingress: F ingress,
enabled:

15 7E s AW
jaeger: Jaeger ERE KB,
template:

elasticsearch:  Elasticsearch 7=
nodeCount:  ¥E.

RIEEBIIE RS
requests: &, 1HRH CPUH
cpu: =

I Z0IEn

RIBEHINEED
requests: B, ARATIHEKRE
memory: RE,

RIBEBIIEED
limits: &, CPUHEMIR
cpu: 1B,

true/false

true/false

all-in-
one/production
-elasticsearch

BHIE,

B core &
millicores ¥ (5l
#0: 200m, 0.5,

Do

LT N BAIIRE
(#5140 200Ki,
50Mi, 5Gi) o

LA core &
millicores ¥ (5l
#0: 200m, 0.5,

Do

true

true

all-in-one

1Gi

500m

BESIE =1, &/
BE =3

RIERER = 500m,
&/NERE =1

2IULEA = 1Gi, &
INERE = 16Gi*

BERIUEBRR = 500m,
&/NERE =1
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Hah {E BRIME N
RIBEHIAER P AL E RIEER = 1Gi, &
limits: B, AJHRAMHNER (f5150: 200K;, INEREE = 16Gi*
memory: E, 50Mi, 5Gi) »

B XM E A LMEEA Elasticsearch 17 R REUEREITERIE, BXFEIME
BE, FRUGIHM, MNFEFHE, EMZRMIAED pod 2EAD T 16G BE, B
RIF B pod &RE S 64Gi B,

LB H cluster-admin A &8I 515 & %% OpenShift Container Platform web 12§ &,
Sfin% Operators - Installed Operators,

= Red Hat OpenShift Service Mesh Operator,

= Istio Service Mesh Control Plane 7% I,

m control plane X #4RI&H, 5140 basic-install,

= YAML FR%,

Uit Jaeger B8, WRIBEMEAFA, {#MH production-elasticsearch HiRS & BRI
all-in-one iRk, HBELEHRIER,

= Save,

# Reload, OpenShift Container Platform EHERE Jaeger, FRIEIEENSHLIE
Elasticsearch HiR,

2.10.5.2. FEZEINEM Jaeger LHl

Fil SMCP E#ERIIAE R Jaeger LB, BT R AT RE

322

Jaeger S5l 5 control plane BREEIR— M en & ZE(E A, a0, EREZ istio-system 8 22 [H]
¢Q

BEARSHNREEE, BNIZEE oauth-proxy, LURIFTS Jaeger SLBIHEIE, FHAR
secret #EHEI Jaeger L, LUE Kiali 5HBE(E.

EFABE LHBEEN Jaeger L, 15 spec.istio.tracing.enabled X&) "false” 2
Jaeger SLBIHIERE,

1T ¥ spec.istio.global.tracer.zipkin.address % &/ jaeger-collector RSB EH L FIHA,
9 Mixer 32t IEHRY jaeger-collector iR, 1ZARFSHIENL LB FE ) <jaeger-instance-name>-
collector.<namespaces.svc.cluster.local,

W1t fF spec.istio.kiali.jaegerinClusterURL % & &1 jaeger-query IRFSHIENZ (ImOEBH
TEE, ce2FEARKIUM 443 1H0A) , M Kiali IR EMB jaeger-query b s EUNEE trace, ZAR
FHENZBEE N <jaeger-instance-names>-query.<namespaces.svc.cluster.local,
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® [A] Kiali f&fX Jaeger SLPIBYINFRMR URL, LAMEEL Kiall #Edl 5 /5 M Jaeger ViR, TR A LAM
Jaeger Operator | OpenShift BH A3 URL, HIREM Jaeger FIRHH external-
jaeger, BT istio-system WiEH, ErILAERAMUTFHSKREEH :

I $ oc get route -n istio-system external-jaeger

it Bl
NAME HOST/PORT PATH SERVICES [.-.]
external-jaeger external-jaeger-istio-system.apps.test external-jaeger-query [...]

HOST/PORT THI{E 2 Jaeger (Y FRIRBINERIT 7] URL,

Jaeger FiRRHI

apiVersion: jaegertracing.io/v1
kind: "Jaeger"
metadata:
name: "external-jaeger"
# Deploy to the Control Plane Namespace
namespace: istio-system
spec:
# Set Up Authentication
ingress:
enabled: true
security: oauth-proxy
openshift:
# This limits user access to the Jaeger instance to users who have access
# to the control plane namespace. Make sure to set the correct namespace here
sar: '{"namespace": "istio-system"”, "resource": "pods", "verb": "get"}'
htpasswdFile: /etc/proxy/htpasswd/auth

volumeMounts:
- name: secret-htpasswd
mountPath: /etc/proxy/htpasswd
volumes:
- name: secret-htpasswd
secret:
secretName: htpasswd

LT ServiceMeshControlPlane "R E & F Jaeger Operator #17Rffl Jaeger FHRERE T Jaeger,

{ERA4ER Jaeger B9 ServiceMeshControlPlane <

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
metadata:

name: external-jaeger

namespace: istio-system
spec:

version: v1.1

istio:

tracing:
# Disable Jaeger deployment by service mesh operator
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enabled: false
global:
tracer:
zipkin:
# Set Endpoint for Trace Collection
address: external-jaeger-collector.istio-system.svc.cluster.local:9411
kiali:
# Set Jaeger dashboard URL
dashboard:
jaegerURL: https://external-jaeger-istio-system.apps.test
# Set Endpoint for Trace Querying
jaegerInClusterURL: external-jaeger-query.istio-system.svc.cluster.local

2.10.5.3. fidi& Elasticsearch

FIAH Jaeger ERERIEE all-in-one iRk, LUERIFER&Z/NFIRTEKETE. B2E, EH all-in-onetE
WR{EF in-memory &, FIULRBWAFHL. BERHENXBEN, EEFIMERRANZERE,

MREBE RIMEFRERE Service Mesh 1 Jaeger, NIFEZEFEMRZH production-elasticsearch i,
AEMR{E A Elasticsearch Ei# B Jaeger WEIERE,

elasticsearch B— MR EHERENEFENNARERF, EEILR OpenShift Container Platform Z4&/1gE
BT R A BER B LA 2 55 Elasticsearch &8, &N IZIENBAIAM Elasticsearch BRi&, FHESERIAH

#1757 OpenShift Container Platform Z2&& 15 KB FTRAE TS, & e LUMEABR CPU INFEXRERE

MNMAHE CPU MIAFIRE. MRBFEAHRENRNERE (FES) 217, NSIEEEPRMGBABT

=. BIAE R AL OpenShift Container Platform ZZEffriE K ¥R,

Elasticsearch BRIAM) "4 R" Jaeger SH

apiVersion: maistra.io/v1
kind: ServiceMeshControlPlane
spec:
istio:
tracing:
enabled: true
ingress:
enabled: true
jaeger:
template: production-elasticsearch
elasticsearch:
nodeCount: 3
redundancyPolicy:
resources:
requests:
cpu: "1"
memory: "16Gi"
limits:
cpu: "1"
memory: "16Gi"

K 2.13. elasticsearch 3%
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1E Service Mesh &
& /2 BB,
Jaeger HEINER

AE
ZKo

tracing:
enabled:

1 Jaeger 5 /%
ingress: M ingress.

enabled:

YEE AW
jaeger: Jaeger BRE R,

template:

elasticsearch:  Elasticsearch 7=
nodeCount:  ¥E.

RIBEHINEED
requests: &, 1K CPUE
cpu: =

I E=gelk<:y

RIEEAI AR RS
requests: &, ATRATFIEKRM
memory: nE.

RIEEHI AR RS
limits: &, CPU#EMR
Cpu TEO

RIEEHI AR RS
limits: E, ATANRER
memory {H,

{E

true/false

true/false

all-in-
one/production
-elasticsearch

BHIE,

LA core &
millicores ¥ (5l
#0: 200m, 0.5,

Do

LT N AR E
(f51%0: 200Ki,
50Mi, 5Gi) o

LA core &
millicores ¥ (5l
#0: 200m, 0.5,

Do

LT N EBAIIRE
(f5140: 200Ki,
50Mi, 5Gi) o

LS WINE]

true

true

all-in-one

1Gi

500m

& 2 3 SERVICE MESH 1.X

Bl

BERIGIE =1, &/
& =3

BEZIUERA = 500m,
&/NERE =1

W2IERE = 1Gi, &%
INERE = 16Gi*

BEZIUERA = 500m,
&/NERE =1

WSIERE = 1Gi, &%
INERE = 16Gi*

*BITXMRE R LMES A Elasticsearch 7 REREUEREHTIRE, BEXFEIMNE
I BE, FRUGXHEM, MNFEFHE, EMZRMIIED pod 2EAD T 16G AE, B
RIF B pod &RE S 64Gi B,

1. LLEH cluster-admin & &8 AP 519K E OpenShift Container Platform web 2#l&,

2. 5fin%l Operators - Installed Operators,
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3. = Red Hat OpenShift Service Mesh Operator,
4. = Istio Service Mesh Control Planet7% 71,

5. m control plane X84 %5, 140 basic-install,
6. = YAML FR%,

7. 4tk Jaeger B, RIBEBE(AFAA, £ production-elasticsearch ik S EHEINK
all-in-one &R, HELEHEINIER.

8. = Save,

9. # Reload, OpenShift Container Platform E##E Jaeger, FIRFEIEENSEOEE
Elasticsearch #iR,

2.10.5.4. Bidi& Elasticsearch 3Ra|I;EH{ES

4 Service Mesh Operator {2 ServiceMeshControlPlane I, ©if& 7 Jaeger B/ B E X ¥R (CR)
» Red Hat OpenShift 2 =EERFE A Operator FEAIE Jaeger LB AL CR,

Y # M Elasticsearch fFHERT, ERIASAIE AE%EE/%EEIEIE’J trace, BECEXMESHILTL, 15w
Jaeger BE KR (CR) LAME N EBIAFIEITES, LATFIH 7 M X895%50,

apiVersion: jaegertracing.io/v1
kind: Jaeger
spec:
strategy: production
storage:
type: elasticsearch
esIndexCleaner:
enabled: false
numberOfDays: 7
schedule: "55 23 * * *"

£k 2.14. Elasticsearch B ;554K

¥ i1 3T

2= : true/ false ERSERERARSIFEES.
numberOfDays: ERUE THBRZR B | B F R R
schedule: "55 23 * * * IZITESS B cron KB

B X7E OpenShift Container Platform FEZ& Elasticsearch BI¥1E, 1ESEEE HEE .

2.10.6. 3scale Bd &

TREET ServiceMeshControlPlane %R A 3scale Istio SEAC RIS,

3scale Z#HURHI
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spec:
addons:
3Scale:

enabled: false

PARAM_THREESCALE_LISTEN_ADDR: 3333
PARAM_THREESCALE_LOG_LEVEL: info
PARAM_THREESCALE_LOG_JSON: true

PARAM_THREESCALE_LOG_GRPC: false

PARAM_THREESCALE_REPORT_METRICS: true
PARAM_THREESCALE_METRICS_PORT: 8080
PARAM_THREESCALE_CACHE_TTL_SECONDS: 300
PARAM_THREESCALE_CACHE_REFRESH_SECONDS: 180
PARAM_THREESCALE_CACHE_ENTRIES_MAX: 1000
PARAM_THREESCALE_CACHE_REFRESH_RETRIES: 1
PARAM_THREESCALE_ALLOW_INSECURE_CONN: false
PARAM_THREESCALE_CLIENT_TIMEOUT_SECONDS: 10
PARAM_THREESCALE_GRPC_CONN_MAX_SECONDS: 60
PARAM_USE_CACHED_BACKEND: false
PARAM_BACKEND_CACHE_FLUSH_INTERVAL_SECONDS: 15
PARAM_BACKEND_CACHE_POLICY_FAIL_CLOSED: true

2K 2.15. 3scale

¥

enabled

PARAM_THREESCA
LE_LISTEN_ADDR

PARAM_THREESCA
LE_LOG_LEVEL

PARAM_THREESCA
LE_LOG_JSON

PARAM_THREESCA
LE_LOG_GRPC

PARAM_THREESCA
LE_REPORT_METRI
CS

PARAM_THREESCA
LE_METRICS_PORT

PARAM_THREESCA
LE_CACHE_TTL_SE
CONDS

sk

25 # A 3scale SEHC2E

4 gRPC BR %5 231X E M1
otk

Wi &/ B &R HIG,
EERESRRES
JSON

HEREER gRPCER

B EUEE 3scale REH
BRI BIRFIRES

Prometheus

% & 3scale /metrics i
SRET LM R4 3

EMZEFRBIRT TR
AT RFRIIS(A] (LR h

fir)

{E

true/false

BRmOS

debug. info. warn,

errorsk none

true/false

true/false

true/false

BRmOS

I E] (AT RR (AR BAAL)

& 2 3 SERVICE MESH 1.X

BAE

false

3333

info

true

true

true

8080

300
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¥

PARAM_THREESCA
LE_CACHE_REFRES
H_SECONDS

PARAM_THREESCA
LE_CACHE_ENTRIE
S_MAX

PARAM_THREESCA
LE_CACHE_REFRES
H_RETRIES

PARAM_THREESCA
LE_ALLOW_INSECU
RE_CONN

PARAM_THREESCA
LE_CLIENT_TIMEOU
T_SECONDS

PARAM_THREESCA
LE_GRPC_CONN_M
AX_SECONDS

PARAM_USE_CACH
E_BACKEND

PARAM_BACKEND_
CACHE_FLUSH_INT
ERVAL_SECONDS

PARAM_BACKEND_
CACHE_POLICY_FAI
L_CLOSED

sk

Fl RIS A7 TR AL 1A
fsf 8]

TEAE RIS A /T LMRFAE SR
FHHNRATIER, &
0 2ERA%F

ES BB PIRRT
SRV B EHELRE

1z F 3scale API i £
YFBTUEBIIE, TR
& A tEThaE.

&1L % 3scale REMGE
THE RETFFNEH

TSR MR B Y
RAME (+/-10% #
1)

R true, MIZEHH
BIUERUIE— T RE
apisonator 2&71%

MRBRATBEmERE, X
&7 3scale B ERIFT
LRAERORT[E][E]RR (AR
FfI)

BYEREELTEORR
ESRER, Tib=HEY
(BxH) L2 (T
FF) EXK

2.11. {3 3SCALE ISTIO i&fit 25

328

{E

IS E] IR (LARD S BAAL)

BNEE

BNHE

true/false

I E] (Rl RR (LARDh BAAL)

I E] (AT RR (LARD Sy BAA)

true/false

I E] (AT RR (AR BAA)

true/false

LS WINE]

180

1000

false

10

60

false

15

true
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i
Of

#E T B XM Red Hat OpenShift Service Mesh % 1ThHRABIST#Y,

Service Mesh k7 1.0 #1 1.1 control plane AEB# X, BXHLARS MM control
plane B91¥1E, 1554 F2 Service Mesh,

B X4 E Red Hat OpenShift Service Mesh X iTHRAMZHRESWER, BESH™ R
4 fp A HI T E,

3scale Istio S&ER#s B — N AEERESR, RIFEME Red Hat OpenShift Service Mesh Rz 1THIARSS,
FIHZIRS 5 3scale API B A EEM., Red Hat OpenShift Service Mesh REEIZEHC 23

2.11.1. I 3scale &t 235 Red Hat OpenShift Service Mesh &£
&) LA A X Lo R Bl Sk S B %) 5 A 3scale Istio &AL a3 HIAR 558915 Ko

FRFZM

® Red Hat OpenShift Service Mesh iR 7 1.x

o —ANEMH 3scale /7 (SaaS Bk 3scale 2.5 On-Premises)

o EHGIREFEE 3scale 2.9 HEEIA

® Red Hat OpenShift Service Mesh By5E 2 514

EFZE 3scale Istio SEBLES, HEE"Red Hat OpenShift Service Mesh B E X ¥R"E K15
EBE TR RINERRS BV,

HREAER kind: handler TR, S {EM 3scale kP EIEEHE. B DO
service_id RINEINIBRER, BXNATAEREME, RNCRFELERERF(CT 3scale K
P —PNRSER. MR service_id RMEINIERRR, NHHEMARSE A 3scale &
EFHATEM service_ids BIER L IMERRFE,

BRBLUTSE, 8 3scale ik EE—NEESS :

ik

1

IR 3scale TR QIR —NMEERR, FHIEEEBIK-EIE, ABEARSIHAR.

apiVersion: "config.istio.io/vialpha2"
kind: handler
metadata:

name: threescale

spec:
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adapter: threescale

params:
system_url: "https://<organization>-admin.3scale.net/"
access_token: "<ACCESS TOKEN>"

connection:
address: "threescale-istio-adapter:3333"

IR A] LULTETE params B9 14— backend_url R E = 3scale EB%?;E{ t89 URL, NRE
Bo2s 5 3scale NEREBIER— KBz 1T, BEHEZEMANEREE DNS, XAIsERER,

2. YRS E*NE T 3scale Tk BIRT B IR SSHI Deployment %R, TR ¢
a. 7N "service-mesh.3scale.net/service-id" 1%, HESHMB service_id ¥,

b. 71N "service-mesh.3scale.net/credentials” 175, HIEHNE 15 FB handler FEHIE

3. BYFEEERMBEZRSE, 1EHITE 2 SFHEEETIER 3scale Tk 7 EIE R EIRSTRIRAT
4. A 3scale ECERIENHNERE, HHNLEER 3scale 2SS,
HE B i =1

apiVersion: "config.istio.io/vialpha2"
kind: rule
metadata:

name: threescale
spec:

match: destination.labels["service-mesh.3scale.net"] == "true"

actions:

- handler: threescale.handler
instances:
- threescale-authorization.instance

2.11.1.1. &£ 5%, 3scale BE X FR
ERBaET — N LLAFRELERK handler. instance #1 rule B E X RMTE,

F216. ERAE

-h, --help DRA R ERER =
--name XN URL B9ME— 7, =
RS
-n, --namespace A R AR AR A £p 44 Z2 ] S istio-system
-t, --token 3scale Vi [A] 454 =
-u, --url 3scale Admin Portal URL =&
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--backend-url 3scale Fiﬁ‘ﬁ URL, %R Tz
WE, ERBEEMRAE
EEF&HXE’JTEO
-s, --service 3scale API/Service ID 2
--auth 3scale BIATEA & =2 Ba

(1=API Key, 2=App
Id/App Key, 3=0IDC)

-0, --output RIF EBE RIS 2 PR H

--version i CLIMRAFIIEDERE T2

2.11.1.1.1. M URL =54 B 5 4R

e &l oc execiZTLA TS M 3scale adapter BEEBEKEREHR (FESH M—1
ERE M adapter ERBEH) o

e {#FH 3scale-config-gen fa S ES BB G YAML 1B A 4E I 1%,
o MNEFAFAE, "TLIEEE --service,
o [hip S IEIT oc exec MBBREEKRAIEA,

o fHM SScaIe -config-gen 5 BEIERRER S, RITFSHEE. URL XSHENEANEIRHAL MRS
+

—_
=

$ 3scale-config-gen --name=admin-credentials --url="https://<organization>-
admin.3scale.net:443" --token="[redacted]"

o LUTRBIAERH AR ATEAL IR 2R FE9AR S5 1D BIHEAR -

$ 3scale-config-gen --url="https://<organization>-admin.3scale.net" --name="my-unique-id" --
service="123456789" --token="[redacted]"

2.11.1.2. \ERBHERL SR RS
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[

iz

e NAME 2R FiR&E @A 3scale BEIEMARSBIVMIR T,

e CREDENTIALS_NAME 5|2 —MriARF, XN FHNIEEHBI match #8453
INREMEA CLI TR, XKBNIKEH NAME TRiAR,

o HEAFEAMKEARR : EEMNANSHANNAREE, NFELSER, FS
59 8 SE A 2R ER AR 55 R & .

FTIX A4 MIE istio-system s & 22 (A R ER B RSB BCAR ERCE . ¢

$ export NS="istio-system" URL="https://replaceme-admin.3scale.net:443" NAME="name"
TOKEN="token"

oc exec -n ${NS} $(oc get po -n ${NS} -o jsonpath="{.items[?
(@.metadata.labels.app=="3scale-istio-adapter")]. metadata.name}') \

-it -- ./3scale-config-gen \

--url ${URL} --name ${NAME} --token ${TOKEN]} -n ${NS}

X EA SRR R, INREBE, EREXEHELR, FFEA oc create i B AIEXTR,

33
=+

a.

b.

4. fF

2.11.1.3. 85t

THRENAEECERES, LA T 2 ALE AR 5 AT 4 BR AT B — 1 3scale BT APL, IR LU F75
REIMER -

FRiC (label) T{EfEH, (HFE)
LA B2 2N service_id
A ERER TN

SNRARSS ID R AWBRAZL RSP, BRFZEHAROFNAIRS ID, LEEH
BiRBERLSEER,

$ export CREDENTIALS_NAME="replace-me"

export SERVICE_ID="replace-me"

export DEPLOYMENT="replace-me"

patch="$(oc get deployment "${DEPLOYMENT}"

patch="$(oc get deployment "${DEPLOYMENT}" --template="{"spec":{"template":{"metadata":
{"labels":{ {{ range $k,$v := .spec.template.metadata.labels }}"{{ $k }}":"{{ $v }}".{{ end
}}"service-mesh.3scale.net/service-id":""${SERVICE_ID}"","service-
mesh.3scale.net/credentials":""${CREDENTIALS_NAME}""}}}}' )"

oc patch deployment "${DEPLOYMENT}" --patch ""${patch}""

aRcas R AR S5 R E

REBLIT I, @il 3scale EELERNEHIRS DR E,

FoRFZM

® 3scale B AMEIEMIRS ID,

A2
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& 2 3 SERVICE MESH 1.X

1. PEEFELLRIO) R ECE 1 HY destination.labels["service-mesh.3scale.net/credentials"] ==
"threescale” (7 kind: rule %Re) .

2. 1EERE B IR 1% A PodTemplateSpeciil EEBITRZ LLEMARSS . threescale 4 B A2 I8
BB, XNLIBIRENE T A 3scale TR RIS,

3. NI{Ef#ERI destination.labels["service-mesh.3scale.net/service-id"] == "replace-me"
PR%E, LAMBTEVE K@i SEF$AR S5 ID 153845 & Ee s

2.11.2. 7£ 3scale HEEBEN X B
BRIBL TS BB E 3scale £ERIXE,

R

XfF 3scale SaaS &, Red Hat OpenShift Service Mesh #£-4 Early Access T H #)—
DR o

1. # A [your_APIl_name] - Integration
2. Hif Settings,
3. £ Deployment Fi%#¥ Istio 1%,
e Authentication T#J API Key (user_key) iET &M ERINIEFE,
4. Hif; Update Product LURFIERIIERE,
5. i Configuration,

6. Hi Update Configuration,

2.1.3. ZEFTH

1EiEES 2, KB 3scale System API BIIA N 2R EBRINEF. & EFEEMNEE1T cacheTTLSeconds

FrEEMIERT, XBSMEEFBR . A4, BINBERT, #RiEcacheRefreshSeconds HIfE, 1E&FRIE
Bt fgiaZii# T BoIRIE. BBt i &S T cacheTTLSeconds FI(E X2 B 5IRIFT.

£ cacheEntriesMax % & N — NI EHMETUTERZA%EF.

S ERARIFIIRE, BEARREBIDEVINNENNEZET, REHTHFRARMRIERZHTTR
?é»o

2.1.4. FR5IETE K

AN EATARA R AT RIE 5 3%
o FRA APIE 1 S — RN R R RIAF (B I PRI secret SHE,
o NIFRRFEIRRAAIMN | AR R A M R G,

e OpenlID $UEA. : M JSON Web Token f##frBI% i ID £ &R,
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2.11.4.1. N A% RS

MLAREUE A A RBIFTR, 18R instance B E U KIEREE F P RIEH AL, BT EZIUT ML
AT

o EHKMIPRL (header)
o HKRBE
o JERIRLINE RS

LB IR EN, RANNE, BN, MRFELE—ILH User-Key, NIEEE
B & & A request.headers["user-key"] £iERE.

2.1.4.1.1. APl 835 0E A&

IRIETE subject B E LIRS HB user 11, Service Mesh FE ZIHSEANEKRInLhEH API &,
REBEE LR A HMINF S EIXLEE, S LB BT AR ERLT, X API %ﬁﬂ’]?ﬁ%ﬁé[@%‘]ﬁ
REFRFHSHHRERIG KRk,

EXDRBIF, Service Mesh 1E user_key Zi S &K AP #, 1NR API EAEENSH
B, Service Mesh 07 user-key F1k,

API BYuE kBl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
user: request.query_paramsl["user_key"] | request.headers["user-key"] |
action:
path: request.url_path
method: request.method | "get"

MR EHEERFOEFRNERNSHSOERITL, HFRBERENEM. F0 : BEEELHN "key" HIEIH
SRR HE APl B, 1B request.query_params['user_key"] 2/ query_params["key"].

2.1.4.1.2. N FATEE ID N BRRFHET A E

1RYE subject BE LIRS +HHY propertles P, Service Mesh TE 7 1H S E N T*T\%qﬂﬁ?‘/:f}ﬂ&
F ID MM ARFE, NARFEEAEN, BREBEE LHKRX M A EMINEREXEE, SF
FERAAZEENET], = LUHEREIUER S R T%?é» WS RERIGRIT L,

EXNRABIF, Service Mesh RELEEEHNSHHEHNBRERF D N BEFRE, NIRFE, BIF
PRk iF T E #,

N F#2FF 1D FN AR Sk F7 R R A
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apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
namespace: istio-system
spec:
template: authorization
params:
subject:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ""
app_key: request.query_params["app_key"] | request.headers["'app-key"] |
action:
path: request.url_path
method: request.method | "get"

IMREFLESEFOETRNENSHIOE R, EREBEREREMH. flm, BEEEH
identification E HS A EH N AR ID, 1B request.query_params[“app_id"] X7
request.query_params|["identification™],

2.11.4.1.3. OpenID %Kit ik

Z{E A OpenlD Connect (OIDC) 42uF 7%, £ subject FEXFH properties {H%E client_id &A%
7 app_key.

R LA ARIE R A EREXI NN R, ETENREARES, BAMRRT (MARF ID) 2MIRE
azp THY JSON Web Token (JWT) fEHTH KM, EAILMRIEEZENE,

OpenlD $uk A& Bl

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: threescale-authorization
params:
subject:
properties:
app_key: request.query_params["app_key"] | request.headers['app-key"] |
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

B MNEMRRS TLUEE TE, OIDC T 3scale A5EER, LMER M IRAESMDIREE (1dP) hEIE,
BROZ N BB RITBIRSSE 5 %R S5 HERA 6 & 22 (A R A Request 1, JWT HIERE
Authorization 17k %%,

£ TEE X H RequestAuthentication ~f5ld, RIFEREH: issuer. jwksUri # selector.

OpenlD ZRBgHl

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
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metadata:
name: jwt-example
namespace: bookinfo
spec:
selector:
matchLabels:
app: productpage
jwtRules:
- issuer: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak
jwksUri: >-
http://keycloak-keycloak.34.242.107.254.nip.io/auth/realms/3scale-keycloak/protocol/openid-
connect/certs

2.1N.4.1.4. R ERWIUEAE

B LUEFEREEIFER —NMEEMNEIE AL, MEEIEAAEMMEIL, MR AP ZAN BER ID/N B
TEE AT ER R IR AL, ] Service Mesh &1{#F API #,

EXADRBIA, Service Mesh EEMSHHPRE—D AP, RBERIEKRIL. MRERE AP #, &
EHEASEPRENBRRF ID ME, AREEHEKRRL,

BAWIEAERA

apiVersion: "config.istio.io/vialpha2"
kind: instance
metadata:
name: threescale-authorization
spec:
template: authorization
params:
subject:
user: request.query_params["user_key"] | request.headers['user-key"] |
properties:
app_id: request.query_params["app_id"] | request.headers["app-id"] | ™"
app_key: request.query_params["app_key"] | request.headers['app-key"] |
client_id: request.auth.claims["azp"] | ™"
action:
path: request.url_path
method: request.method | "get"
service: destination.labels["service-mesh.3scale.net/service-id"] |

2.11.5. 3scale Adapter F5HrEE

EERINBERT, Esa@mnt /metrics i S Ai% O 8080 121 & Fh Prometheus 1573IE, X LIRS
IR T REER 2R 3scale 2 AR B 2 ANAHITE, ZIRSS#ITC N E Prometheus B Z A FE A,

2.11.6. 3scale Istio ;& FE 2246 1IF

(EFTREREIS T 3scale Istio BRBRTHIILA. NREMERBTERERT/A, HRBUTSESE
B HERR L 1,

ik
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1. #1% 3scale-adapter pod 1 Service Mesh control plane #3422 8] HHiZ1T :

I $ oc get pods -n <istio-system>

2. K& 3scale-adapter pod @B EHIHAXBHEIFHER, LLMERARA :

I $ oc logs <istio-system>

3. FEXf 3scale @ECARE MR BIIRSHUTIHE KA, 1HHAZERD ERFEIERIER, HBRRE]E

W, & 3scale E&fdes AERINEHMER.

REARENAHAE

2.11.7. 3scale Istio & Fi 25t FE HEPRE

fENEHE &% 3scale Istio &fcdr, EALER TARSISRENENT EEELEF, ERUTIIREE
PRE RIS

YAML 4 A IR,

R4 YAML 24

SICHF YAML FREYEEER Y FR EISREY,

SiCf# A service-mesh.3scale.net/credentials ¥ 1710 iR 55 TVE &

LEAASTE service_id WA EEERFE, SiCfEF service-mesh.3scale.net/service-id H~iCAR
FITEfE, SBEMAIULESFERE],.

Rule B 7 L SHRIEMAHRBLCIERRF LA B E LR, ES|I AR XN E 65 22 A [F 4,

Rule B7E X 5TRE) match BN A RETES B ERRS TR, HERALINRAZTHIFEN
BFR T,

AL IBFRFE AR 3scale BR[| BIVIIA] SRR URL #51%,

Instance B & X F{IRE) params/subject/properties {49 F&i%5H app_id. app_key =%
client_id WIEFASH, RANEIEE THRMNAE, WEASH. RLHMBNER, SEZSH4A
5 B F A eE KA AL,

ERRIABEEIFRESREAHRGGP, FHFEFE ocexec FIREMERT, REEAEE
EAD AN

2.12. fiIF% SERVICE MESH
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i
Of

BB XM Red Hat OpenShift Service Mesh & 1ThR A9 STHY,

Service Mesh fR# 1.0 #1 1.1 control plane B X #F. BXALIRS K control
plane B9IF1E, 1S A Service Mesh,

B X4¥FE Red Hat OpenShift Service Mesh X THRAMZHFRSHER, ESH™ M
4 ep A HI T E,

Z MIIAB B OpenShift Container Platform L5 iR Red Hat OpenShift Service Mesh, 1E7EMIBR
Operator BiffifR control plane,

2.12.1. k% Red Hat OpenShift Service Mesh control plane

EMINAH OpenShift Container Platform SEFIEIE: Service Mesh, B %R Service Mesh control

—

plane #1 Operator, RE, EHZ1T0 S FMBRREIKHITHR,

2.12.1.1. i f Web 12HI&MIBR Service Mesh control plane

& T LUE A Web #5I & HB& Red Hat OpenShift Service Mesh control plane,
AT
1. &[HE| OpenShift Container Platform Web 2% &,
2. = Project 3£ H, HEIFZRE Service Mesh control plane B9, #1 istio-system,

3. 5fin%l Operators - Installed Operators,

4. = Provided APIs THY Service Mesh Control Plane,

5. & ServiceMeshControlPlane 3
6. = Delete Service Mesh Control Plane,

7. EMHIANE O H = Delete fifif& ServiceMeshControlPlane.

2.12.1.2. {81 CLI flif& Service Mesh control plane

IRET LUE R CLI IR Red Hat OpenShift Service Mesh control plane, TEAf, istio-system 2
control plane Tii B B4 %5,

TR
1. &3k OpenShift Container Platform CLlI,

2. 1TLL T S LUIER ServiceMeshMemberRoll ¥R,
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I $ oc delete smmr -n istio-system default
3. BT NS EIRBREN ServiceMeshControlPlane #J&7f :
I $ oc get smcp -n istio-system
4. FAULGSPHHEN <name_of _custom_resource>, Z1TiX NS EMBREE KR :

I $ oc delete smcp -n istio-system <name_of_custom_resource>

2.12.2. flipr % %EH) Operator

1R R Operator F BT AR IHHIBR Red Hat OpenShift Service Mesh, fitIB& Red Hat OpenShift
Service Mesh Operator f&, & 7B Kiali Operator. Red Hat OpenShift distributed tracing Platform
Operator #1 OpenShift Elasticsearch Operator,

2.12.2.1. JiHiB® Operator

RIBLUUT S B MIBRZE A Red Hat OpenShift Service Mesh BJ Operator, XfLL FEA Operator E8 Eih 4
o

® Red Hat OpenShift Service Mesh
o Kiali
® Red Hat OpenShift distributed tracing Platform

® OpenShift Elasticsearch

1. &[HE| OpenShift Container Platform Web 2% &,

2. 1E Operators - Installed Operators TEM, RB)IIEHIE Filter by name i A Ki#EFUE
BB Operator, ARG =il Operator &,

3. 1E Operator Details TITE™, M Actions 3 H %5 Uninstall Operator, RIBIRTEHEEZD
Operator,

2.12.2.2. ;5H2 Operator ¥R

TEf#EF OpenShift Container Platform Web 1%l & liFR Red Hat OpenShift Service Mesh Operator 7,
REBLUT S PR F 5 R 15 B B9 B R

FoRFZM
o BEHEHEEFIIRIIKF,

e ijj|n] OpenShift CLI (oc) »

1. LUEBFEIE 5 B9 & %% OpenShift Container Platform CLI,
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2. TLENEK Operators FiZITA T BRI RIR. MREHLIREER Jaeger VE /IR H service
mesh BIMIZARSS, AR EMIFR Jaeger FR,

ZINBERT, Operator ZE:7E openshift-operators & 225, fNREH—N
BRLEEhLET Operator, ¥ openshift-operators & &% T Red Hat
OpenShift Service Mesh Operator BT B B9 & .

£

$ oc delete validatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete mutatingwebhookconfiguration/openshift-operators.servicemesh-
resources.maistra.io

$ oc delete -n openshift-operators daemonset/istio-node

$ oc delete clusterrole/istio-admin clusterrole/istio-cni clusterrolebinding/istio-cni

$ oc delete clusterrole istio-view istio-edit

$ oc delete clusterrole jaegers.jaegertracing.io-v1-admin jaegers.jaegertracing.io-v1-crdview
jaegers.jaegertracing.io-v1-edit jaegers.jaegertracing.io-v1-view

$ oc get crds -0 name | grep ".*\.istio\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.maistra\.io' | xargs -r -n 1 oc delete

$ oc get crds -0 name | grep ".*\.kiali\.io' | xargs -r -n 1 oc delete

$ oc delete crds jaegers.jaegertracing.io

$ oc delete svc admission-controller -n <operator-project>

$ oc delete project <istio-system-project>
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