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25 1Z RED HAT OPENSHIFT ¥} WINDOWS CONTAINERS %
Bt

Red Hat OpenShift for Windows Containers 124 7 £ OpenShift Container Platform & /i 1T
Windows TT &7 mBIZhEE, XA LLET FF Red Hat Windows Machine Config Operator (WMCO) ¥%&
KB Windows 7 sRSEHL, @it 2IME1T 14, BB LURIS X £ OpenShift Container Platform AFRIZ 1T
Windows THEMEHMNZH. MBEELER, HSH L7310

X F Linux #1 Windows T {Ef1%, OpenShift Container Platform B EEREE Windows Server &2
EIZ21789 Windows THEf %, BEIHTIREIEETE Red Hat Enterprise Linux CoreOS(RHCOS)sk Red Hat
Enterprise Linux(RHEL) EBYE4E Linux T, MEELSER, HSHFHEER Windows B2s TIEM
o

IREE WMCO E5£E5HiZ1T Windows TR %, WMCO £ P BRI EBMEIE Windows T M
112, MEELSER, HFESEUEEH Windows B85 T/EM %,

B/ LLEE —1 Windows MachineSet % &R £ 6| 22 B fili 2R 44 Windows #2835 FHEXINZE, UENEE
B Windows TEf # B EFHI Windows Hl88., EAEILUEZPNIES LAIE Windows MachineSet % £,

TERI LU Windows TAE M VAR £ Windows THE T =,

&7 LUHFT Windows Machine Config Operator F+4 LAR{R Windows 1 s & HTEIE o

1 m] Osid PR E A28 SR M BR Windows 77 5.

&\ LS A Bring-Your-Own-Host(BYOH)Windows SEf5l E#7{8 3 Windows Server EEFUNLFFFES|IA

OpenShift Container Platform, BYOH Windows SEf5lit &K Windows BRS5 2R B 28I & £ B R HHRTHY
A%, EaLUERA BYOH Windows SEf £/ OpenShift Container Platform 4.8 & B #HIMRAHI 17
&5

e LUBS HATLA T2 4F 22 Windows Bas TIEME -
o 1% Windows Machine Config Operator

o & Windows Machine Config Operator #p % 22|


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#windows-containers-release-notes-3-x
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#understanding-windows-container-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#enabling-windows-container-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#scheduling-windows-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#windows-node-upgrades
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#removing-windows-nodes
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#byoh-windows-instance
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#disabling-windows-container-workloads
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2.1. XxF WINDOWS CONTAINER SUPPORT FOR RED HAT OPENSHIFT

Red Hat OpenShift support for Windows Containers 5 F#E OpenShift Container Platform &£&£/iZ 1T
Windows IT &1 =, &idf# A Red Hat Windows Machine Config Operator (WMCO) E & & EE
Windows 78, RILLZ1T Windows THEf#i, 7E£ Windows T7m Al S, #&RILLE OpenShift Container
Platform AiZ4T Windows & 28 T4 13,

Red Hat OpenShift for Windows Containers Z T30 &1E T WMCO A XER, WMCO 12t T1E
OpenShift Container Platform AiZ1T Windows &8s T{E 1 HIThEE,

2.2. KB

Red Hat OpenShift % Windows Containers 12, ©2—NaEM, ATR&EHMHE, Windows Container
Support for Red Hat OpenShift A& OpenShift Container Platform 1T M — 49, ©EELAMILLIETT
7], FARIEEZEHE R SFRIIGHT R,

IR B A I IR A T [ F BE1R1E %] Red Hat OpenShift B9 Windows Container 32#%, #15R:5% 48 LM AN4L
BB, MAZIFEETIMEHEE Windows B8 THEMEH, EAILLET LI0EE 7 1 Wik BRI H.

MFEEZEER, 15E0 Red Hat OpenShift Container Platform 4y ERIBER X% F Red Hat
OpenShift support for Windows Containers BI85,

INRIEZBTNLNEIT I, ATLUER Community Windows Machine Config Operator, B2 — 1M REE
B RFRARA

2.3. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.1.2 X {73%1C
KB : 2022FEMB9H

WMCO 312 HIBER %%, HWAHEHEXNERKRBIEE. WMCO HHE41E RHBA-2022:7076 HA A,

231 EBFEREE
o TELRIMARAR, WMREERFREIEFIEE T IERINEEE DNS, Windows 7 s _EH Windows
ARAWHEEIEN DNS RS 28 IP, Eith, DNS BT A ES TVE, X PMRAR, MERTE
mILHEEE DNS B8, HEAGSITSECkLHE, (BZ#2030943)
2.4. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.1.1 X 173¥1C
A#HmBH 202112 B 7H

WMCO 3B IEX AR, wAEXNERKEFIEE, WMCO HHEFE RHBA-2021:4710 A f,

24.1. BFEHABE

o TELIFIMIARAH, windows-exporter I5F1if =5 RSN EMERNZEINEIH, XN REHRSI
K2F B WMCO ZREEEB TN IP itk N B4R MIRAIE M, TEXNARAH, MEHLIEHMER
TN RBIEIE, fVF windows-exporter $E1Tim A RIENLZR{DALF Deleting b BT EEFA T
#. (BZ#2008994)


https://access.redhat.com/support/offerings/production/soc/
https://access.redhat.com/support/offerings/production/sla
http://access.redhat.com/
https://access.redhat.com/support/policy/updates/openshift#windows
https://access.redhat.com/errata/RHBA-2022:7076
https://bugzilla.redhat.com/show_bug.cgi?id=2030943
https://access.redhat.com/errata/RHBA-2021:4710
https://bugzilla.redhat.com/show_bug.cgi?id=2008994
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o TELLHIMIRR A, 7E Operator E/F GRS Windows Machine % R XEE T s HEL— M
AR, FEXAMRA, HEREHHAE ) Running A58 Windows #1833 BRI =i, R0
Rk, MTTSE Linux HlE84 R H TR R EIA R #EEThEE, (BZ#2009475)

o TELRIRIARAF, YEHHLER DNS X RIEER, WMCO &A1 BYOH Windows BN S H
Node W RIEFAXEL, XRFBWMCO HiXEEBELEEBBMENN. TIE, WMCO EEH*
BB T S BT LAIE A s R4 ER DNS itk 35 UL, (BZ#2020650)

o TELIRTRVRRAAR, MBHAF AERBANIEENR, X2SRENTEEBLE T, EXMRA
f, BHER T EARIPRE, RIFNBRNEFAEREZR, (BZ#2023417)

° ELAHUE’J}#JEZF':P PowerShell £ Windows EfINHZ TR LR SR PowerShell IEHH R
o S BB PowerShell BJ Windows VM {E N E BRI SSH shell ToiEME 717 sl AR,
WMCO fﬁﬂi‘:ﬂiﬂ%ﬂ Windows EFUIAEIBRIA SSH shell, FIHENMIZITREMMS, X—HINEER
FIF PowerShell FBYEZRIA SSH shell B9 Windows EFIHESE NERE I T =, (BZ#2025730)

2.5. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.1.0 £ 173FiC
AHmBH 20219 B 21H

WMCO 3.1.0 IIERHE T BRI EIEFNFIIEE, WMCO HA47E RHBA-2021:3215 A 1,

2.5.1. F1IheE

2.5.1.1. f£F Bring-Your-Own-Host(BYOH)Windows SZ43

, A LU IIA Windows SEBIE A THE T sURINEI OpenShift Container Platform &, XEE

= WMCO n 4 22 [A] R 0] R AT B PR &Y

DT ESHRERFEFHEMIRIYZHE BYOH Windows 5241

® Amazon Web Services (AWS)
® Microsoft Azure

® VMware vSphere

FA B & AR 5 BYOH Windows 555, RA7E install-config.yaml X#4H1%E& T platform:
none FEENF ZIHFLUTES :

® VMware vSphere

o R

BXRINMAEE BYOH Windows SEAIMEZER, ESHECE BYOH Windows 241,

2.5.2. BFHEIAEE

® XF VMware vSphere %852, WMCO =78 H% Deleting [T EX:@ENE 4, 7£ windows-
exporter Eirim R PREFERNT RIER. S Prometheus metrics Ui s FIBR 8 544
XMEFER AR R, WMCO HILERRA Deleting MrEQ @AM, FHAER RSt
Prometheus metrics ifisi, (BZ#1995341)

2.5.3. B[]


https://bugzilla.redhat.com/show_bug.cgi?id=2009475
https://bugzilla.redhat.com/show_bug.cgi?id=2020650
https://bugzilla.redhat.com/show_bug.cgi?id=2023417
https://bugzilla.redhat.com/show_bug.cgi?id=2025730
https://access.redhat.com/errata/RHBA-2021:3215
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#byoh-windows-instance
https://bugzilla.redhat.com/show_bug.cgi?id=1995341
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o YFAEBEMET A DNS £Fik B &% BYOH Windows SEfIET, WMCO SIERFEFRICH
Ready 7 mATECE LHIFR, LAEHI WMCO A IThRA AR RX AN R, (BZ#2005360)

o YIEET Linux B Pod %R £ ETFxXHi%E RunAsUser RS, %51 #4E8 EMRMTIRE,
SERSBRIORAEN, B2, R Windows pod % & Windows ZR# RunAsUsername Y1
R, kubelet fFTCiENI%ST BRI IZBIEBMFATEN. MRS — hostPath & — kAN,
TEERESLE, N #aTgEEM™E, F, H pod % F X C:\var\lib\kubelet\pods\ 3 {4
FBIIRIINBR, R5EZ pod BEMS MEM pod 7[RI AR S5 MK 7 43 k&,

HINERT, BHNXHEFUTHREN, AHI Windows projected B X7 :

Path :
Microsoft.PowerShell.Core\FileSystem::C:\var\run\secrets\kubernetes.io\serviceaccount\..2021_
08 31 22 22 18.318230061\ca.crt
Owner : BUILTIN\Administrators
Group :NT AUTHORITY\SYSTEM
Access : NT AUTHORITY\SYSTEM Allow FullControl
BUILTIN\Administrators Allow FullControl
BUILTIN\Users Allow ReadAndExecute, Synchronize
Audit :
Sddl : O:BAG:SYD:AI(A;ID;FA;;;SY)(A;ID;FA;;BA)(A;ID;0x1200a9;;;BU)

XRTIAESEABRF, ME%A ContainerAdministrator B&MA T, HEHFILE. BAMM
TURIRAYRR, FEEIR G EAIEEFHITISRITR,

B5E
OpenShift Container Platform 5 RunAsUser 22 L N XN B FAIAE pod, MA

EEHIBERS, XEKS Windows Pod 85149 RunAsUser (RN BRIH %
2 FTFX,

74, MREAIZE T 2\ RunAsUser TRAIIE B OIE T Windows pod, Nl pod RIFEETE
ContainerCreating [ F%.

T ERRIXLEER I, OpenShift Container Platform &7E Pod &£ £ F XX Hi% BRIk /&
SR ST RANEE, X F Windows LRI EE, TRHREN], EER, Windows pod BIIXA
17 7 OpenShift Container Platform 4.7 2 B FAEERTA pod KEIBSHARLIEH R,
(BZ#1971745)

PR

2.6. RED HAT WINDOWS MACHINE CONFIG OPERATOR 3.0.0 Z1T3FiC

Itk WMCO % 1THR AN 7E OpenShift Container Platform 5£&£Fi21TH Windows 11 &1 miR 2178
IEFN#@55, WMCO 3.0.0 ZH#47E RHSA-2021:3001 % %A,

E:2

T WMCO 2.0.2 R LA B P 5N Operator FE#Hi & s WMCO 3.0.0, LUEfRR
— B, Bk M WMCO 2.0.2 #+2%E WMCO 3.0.0, (BZ#1983153)

2.7. WINDOWS MACHINE CONFIG OPERATOR BY4 R &4

LUFE BIFEHN4E T Windows Machine Config Operator St #HIE A RRA. Windows Server hR A1 M4%
&, XS ZFEEXNEMERIESH vSphere X1,


https://bugzilla.redhat.com/show_bug.cgi?id=2005360
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/storage/#persistent-storage-using-hostpath
https://bugzilla.redhat.com/show_bug.cgi?id=1971745
https://access.redhat.com/errata/RHSA-2021:3001
https://bugzilla.redhat.com/show_bug.cgi?id=1983153

£ 2 3 WINDOWS CONTAINER SUPPORT FOR RED HAT OPENSHIFT & fT3&ir

2.7.1. &£F OpenShift Container Platform #1 WMCO IR A FHFHER

X ¥ WMCO hix

REEFEFIE

F MR RIS

R BRI ERZR
HREZ R

Z#89 OpenShift
Container
Platform ik&

Amazon Web 4.6+

Services (AWS)

Microsoft Azure 4.6+

VMware vSphere 4.7+

WMCO 1.0+ GA
WMCO 1.0+ GA
WMCO 2.0+ GA

BTG

BT

SN

2.7.2. &F OpenShift Container Platform 1 WMCO hx&H Bring-Your-Own-Host

(BYOH) SLAIZ#HFHT A

BYOH ATH&

FREMER R
X

Z#89 OpenShift
Container
Platform ik&

Amazon Web 4.8+

Services (AWS)

Microsoft Azure 4.8+

VMware vSphere 4.8+

Z 4.8+

9 WMCO hi ATFLZEEFER

V. MR
¥ BYOH

WMCO 3.1+ GA

WMCO 3.1+ GA

WMCO 3.1+ GA

WMCO 3.1+

SN

SN

GAll

GAll

. REEEHREITEF T install-config.yaml 3X#HHi%E 7 platform: none FE&N, FRZH

R RRE,

2.7.3. X #H Windows Server A

TREBEEAFEEIHE T ZZHFH Windows Server li A, EAIRFIHEI Windows Server IRAEI R 22
B, FRSBER, HMIEXEEEER, ERIBAMERMNES ERE YR,

T8

Amazon Web Services (AWS)

Microsoft Azure

¥ Windows Server fikZ

Windows Server 2019, k&7 1809

Windows Server 2019, k&7 1809


https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info
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s X F¥Y Windows Server iR&
VMware vSphere Windows Server 2022, OS Build 20348.681 & &
hR A
AR
5

A3 #F Windows Server 2019, Al
BB a8 KB4565351 #h T,

ZH Windows Server 2019, k&7 1809

2.7.4. TEHML

5 OVN-Kubernetes BIE &M% BH— X RHMKEE, AXEMENESZER, B L TERNEME
R TR T RIBEMT A S RENMLSE B Windows Server MR A KR!, KB 5 E M4
B, EER, OpenShift SDN M%%=Z OpenShift Container Platform SEHIEIAMLS, {2, OpenShift
SDN X WMCO,

xR 21 EEM%TE

e BZ 501 ZIEAS

Amazon Web Services (AWS) £ OVN-Kubernetes BIE &M 4%

Microsoft Azure & OVN-Kubernetes BB & %%

VMware vSphere A B E L VXLAN i 08 OVN-Kubernetes BIE &
B

B f#F OVN-Kubernetes B3R & FI%%

X 2.2. ;B & OVN-Kubernetes Windows Server X

f#FH OVN-Kubernetes BB & PI%E Z#89 Windows Server 4

20 VXLAN im0 Windows Server 2019, 7 1809

B E X VXLAN im0 Windows Server 2022, OS Build 20348.681 B &
kR A

BE
T 32 BR P25 K T FF I S AR PR SR BF A 3871247 Windows B2 TR E

WMCO A& 3.x {5 OpenShift Container Platform 4.8 3%,


https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/help/4565351/windows-10-update-kb4565351
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
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2.7.5. #IhEE R oiui
MR ATERATRIN T LA FETh A R B

2.7.5.1. X B E X VXLAN i %53 1758 IR &
EFEARIRAN Windows BRSS 28T, AP EEFERE X VXLAN %O,

2.7.6. BFHEREE

o TELHIMIARAR, YEEEEERRE Windows TTm EFHEZ A pod B, MEHERIRSEEHE
AR, INAEEHER, (BZ#1905950)

o TELIFIMIRRAH, WMCO %1 f# windowsmachineconfig.openshift.io/pub-key-hash 7
PNEI Linux W, IFE, WMCO REH Linux T RIRINEMR. (BZ#1930791)

o TELIFIMIARA R, M IRETMAIFLEAR, WMCO L, EXMHRAR, WMCO & H K
FIANA P £REIRER, (BZ#1929579)

o TELFIMARAR, UEFFLEZ pod FEEIREH Windows 7 s EEf, kube-proxy IRSS
TEOIR M E B 2RSS ARibt. XA RIAIE AR, (BZ#1939968)

o TELIFIMIARAH, windows_exporter ZHF = &5 & FIEIRE N windows_*, LIRS — LT

RPIENS, eiBRENRS THRT R, BERE. IE, U5 HERNIRMRATHE
Fro (BZ#1948037)

2.7.7. RHSA-2021:3001 - Windows Container X #f OpenShift Container Platform &
SEH

E R ZBNE KRR IIRMES (BZ#1946538) B—E84>, Red Hat Windows Machine Config Operator
2.0.1 7ERHE T Windows kube-proxy BIE#7, BXEHMIFFIFER RHSA-2021:2130 2,

2.8. EX[A)

o Web ZHIAFRENTHRTIHA A ER Windows T . XRENXG RS E IR ILFIE,
LUEB) WMCO K AThR AR &R XAN R, (BZ#1930347)

o LfFAREMET A DNS Z#E L% BYOH Windows SEBIET, WMCO &ERED N
Ready 7 mATECE LHIFR, LAEHI WMCO A IThRA AR RX N RRL, (BZ#2005360)

2.9. 2 FPRH
EFEABE WMCO BIEM Windows 77 (Windows T ) I, 1HERLLTBRAE :
e Windows 7 m EARZRFLLT OpenShift Container Platform ThEE :
o Red Hat OpenShift Developer CLI (odo)
o HEfRiE
o  OpenShift Pipelines
o OpenShift Service Mesh

o OpenShift I3 F E X HIT1H


https://bugzilla.redhat.com/show_bug.cgi?id=1905950
https://bugzilla.redhat.com/show_bug.cgi?id=1930791
https://bugzilla.redhat.com/show_bug.cgi?id=1929579
https://bugzilla.redhat.com/show_bug.cgi?id=1939968
https://bugzilla.redhat.com/show_bug.cgi?id=1948037
https://bugzilla.redhat.com/show_bug.cgi?id=1946538
https://access.redhat.com/errata/RHSA-2021:2130
https://bugzilla.redhat.com/show_bug.cgi?id=1930347
https://bugzilla.redhat.com/show_bug.cgi?id=2005360
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10

o OpenShift Serverless

o Pod MBI &

o Pod EEBIIY E

Windows 17 R ERZRFLLFZLIETHEE -
o ZIHERAEIER

o Red Hat OpenShift Local

Windows 17 AT FFMALE registry FHAIENA 2R 1%. BRI LUER N H registry RRFRE, =T
FIEY (pull) HE&k.

Windows W RAZFEANBEEQZNITFNE, EUERNEHEMAEBETFMNE,

HRAKFSEENENS R P AE Windows TR, XZER WMCO FTik@id TF MR~ IEE
ERERE,

TERTFFEREBOEAE R, R3ZFF Windows 17 .

Red Hat OpenShift support for Windows Containers X #1857 A 4tim O£ BEH R I0 Windows
T Ro AN Windows 7 sRME— X RFRIMZE BC B 2815 h VLAN (£ HIRERI VAR,

Red Hat OpenShift support for Windows Containers R =4t BB N B IR Ehi2 %,
Kubernetes LA 17 RN RERR I -

o Windows BE#AXFE L

o Windows BEAF X RN A 28,

o Pod &Ik TERRHAERTE Windows 1 R E R ERBARIZITH,

Kubernetes B & /L™ APl A4 7] 41,


https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management?extIdCarryOver=true&sc_cid=701f2000001OH74AAG#about-cost-management_getting-started
https://developers.redhat.com/products/openshift-local/overview
https://kubernetes.io/docs/concepts/windows/intro/#limitations
https://kubernetes.io/docs/concepts/windows/intro/#api

& 33 T WINDOWS BB T EM#E:

B 3ZE TH WINDOWS BT {Em%E:

Red Hat OpenShift for Windows Containers H7£ OpenShift Container Platform £3iZ1T Microsoft
Windows Server R2sietft T REM X #F., X FHEHA Linux 1 Windows T #EREFHIMNEHNERE

1, OpenShift Container Platform ST &EREIE Windows Server B s Liz1TH) Windows TEf#E, [
I th iR 5B 7 Red Hat Enterprise Linux CoreOS (RHCOS) 8 Red Hat Enterprise Linux (RHEL) E
BIfE S Linux TAE 1 #,

=
;E I%\

A HEH Windows TT mEEMZ I, B S BATERE Kubernetes EME AR
BaELZESMEE, FNNRLSINAE, W Pod Z2%KEE, =T ARSI A)#2E
(RBAC) , FHRAZLREHTIEERE, BE, MREEFZTHEELHE ITEN
i, NEEREFEEW—NEANRLSIET, Kubernetes WERDIHEIERERNER, MAER
RFENT H, NTEARSEEENSHESN TEMSE, NiZERYIERENER,

Windows BRF5EFBREAXAZAKIRM T RRS, EEHATERATRETESELENS
A TENE, SRENSHEFWIERNMIZER Hyper-V lRRE B2 K BREME -,

3.1. WINDOWS MACHINE CONFIG OPERATOR H945 R &4

LUFE BIFEHN4E T Windows Machine Config Operator St HIE A RRA. Windows Server hR A1 M4%
&, XS ZFEEXMEMERIESH vSphere X1,

3.1.1. &F OpenShift Container Platform #1 WMCO IR AL HFHESE

X §7H9 OpenShift  3ZFFB89 WMCO R ZEEFERNE A ESmERE

Container V. i S P g HREZFF
Platform ik#
Amazon Web 4.6+ WMCO 1.0+ GA FRTY
Services (AWS)
Microsoft Azure 4.6+ WMCO 1.0+ GA FRTY
VMware vSphere 4.7+ WMCO 2.0+ GA BT b

3.1.2. F OpenShift Container Platform 1 WMCO hiz A H) Bring-Your-Own-Host
(BYOH) “LHIZFHFHTEE

X #f OpenShift  SzHFf WMCO hix ATFLREEFES BYOH TR &

Container V. HIEMZE &R FHEMIE R
Platform ik# ¥ BYOH B-E 5
Amazon Web 4.8+ WMCO 3.1+ GA FRTY
Services (AWS)
Microsoft Azure 4.8+ WMCO 3.1+ GA FRTY

1


https://kubernetes.io/docs/concepts/policy/pod-security-policy/
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X #8 OpenShift  ZHFf# WMCO hix ATFLEEFES BYOH TR &

Container x HEMBRHRERX - aREMRERE
Platform hixA 89 BYOH Bz

VMware vSphere 4.8+ WMCO 3.1+ GA GAll

B 4.8+ WMCO 3.1+ GAll

. REEEHREITEF T install-config.yaml 3X#HHi%E 7 platform: none FE&N, FRZFH
LR EEREY,
3.1.3. &2 #H Windows Server iR A&

TREBEERAFEEIHE T ZZHFH Windows Server i A, EAIRFIHEI Windows Server IRAEI R 22
B, FRSBER, HMIEXEEER, 1ERIBAMERMNESERE YR,

Fa X ¥ Windows Server lii&
Amazon Web Services (AWS) Windows Server 2019, kx4 1809
Microsoft Azure Windows Server 2019, kx4 1809
VMware vSphere Windows Server 2022, OS Build 20348.681 k& &
hiR A
FR
¢ X FF Windows Server 2019, EH

BB a1 KB4565351 #h T,

ZH Windows Server 2019, k&7 1809

3.1.4. TR

5 OVN-Kubernetes BIE &M% BH— X RIMKEE, AXEMENESZER, HS L TERNEME
R TR T ARIBEMTA S HMLSE B Windows Server hRA KRR, ZiEERENT /T E ML AT
B, HER, OpenShift SDN M%$Z OpenShift Container Platform & HIEIAMLS, {2, OpenShift
SDN X WMCO,

R 31 LML

Fa B2 50| T EAS
Amazon Web Services (AWS) {5 OVN-Kubernetes BIE & M4%
Microsoft Azure £ OVN-Kubernetes BE & M 4%

12


https://docs.microsoft.com/en-us/windows/release-health/windows-server-release-info
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://support.microsoft.com/en-us/help/4565351/windows-10-update-kb4565351

& 33 T WINDOWS BB T EM#E:

s B2 5115 TS

VMware vSphere 8 B E X VXLAN im0/ OVN-Kubernetes BRE &
4%

B f#F OVN-Kubernetes IR & RI%%

& 3.2. ;B A& OVN-Kubernetes Windows Server X

f#FH OVN-Kubernetes BB & PI%E Z#89 Windows Server irZ
2R\ VXLAN im0 Windows Server 2019, 7 1809
B E X VXLAN im0 Windows Server 2022, OS Build 20348.681 B &
kR A
Hib iR

o 1EZ [ {F A OVN-Kubernetes BR &R &M%

3.2. WINDOWS T {Efi#E1E

EEERHIZTT Windows TEfE, ITE %% Windows Machine Config Operator (WMCO)
WMCO 2— M ETF Linux B Operator, Biz{TEET Linux B control plane Flit&E T mLt, WMCO £
SHhEEIMEMEE Windows T EHRITE,

& 3.. WMCO kit
Installs operator ‘ Red Hat
Cluster admin ———————————» On cluster OperatorHub OpenShift 4
Windows machine E Windows virtual
config operator By ¢ machine
Kube-proxy Hybrid-overlay
WMCB Kubelet Copy binaries
configure services
- - O >
Kube-proxy CNI Kubelet CNI

Hybrid-overlay L Configures J

Payload Windows machine config bootstrapper (WMCB)
& Watches

Results in creation of virtual machines [
Cluster admin ——»  Windows MachineSet —» Windows machine

TEERE Windows THEF AT, WAFEIE— Windows THE T mFIMALEREE, Windows 17 mAfEEREH
& Windows TEf#, FASHMET Linux BITET m—iia1T. EaTLLENT A — Windows #l
SRE SO — Windows TTET &, LUEE Windows Server it EH28, M T N RENBREET
Windows BUFRE, 1ZIRZEEER AT Docker MR BA 2 T MIANZH 4 Windows OS Hif&k.

13


https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#configuring-hybrid-ovnkubernetes_configuring-hybrid-networking
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E:2

BEl, 1E Windows 17 m A {# A Docker I8N AE 252170, Kubernetes 3 A Docker
NBRZIZITH, 1FHIEES M Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E1ThHRAR, Containerd 2 Windows T ST X N A 2R 21THT,

WMCO Y5118 Windows 1484185, F&IE Windows M 28EHE SHENHERE, WMCO BEBEZ
Windows I (VM) , LUMETCETLUSEREIMA NITE T &,

3.2. ;84 Windows 1 Linux TYEf#;

o . Windows Linux Windows
“=E - virtual machine @ containers @ containers
. o Linux NET core Windows traditional NET
Windows application ) ) B
containers containers framework containers
Red Hat OpenShift Red Hat Enterprise O . .
. . . Microsoft Windows
> virtualization > Linux CoreOS N

| | |

e, RedHat
OpenShift Container Platform

WMCO £ & ZE AR EE—NILBEM secret, 1% secret B —MNETF 5 Windows SEFI1%X B HIFAEH,
WMCO TE5| I E I secret, FOIE— N EIE secret, BAITEEAIER Windows MachineSet
SRAB|IAIZ secret, RfE, WMCO RS RN MR AAIETT A P EBUE secret, BT iXLEEIE, Kt
A LAf#E A SSH 1% # 2! Windows REFIAL.

LEEE Windows EHINEIM EEE, BRI LMERRUEE Linux T R— B AEEE Windows 7 &,
pay=\

OpenShift Container Platform Web #& 74 Linux 77 ;)R 7] FH# Windows 17 IRt K%
MR EEThRE, B2, BRIELEWE Windows 17 R _EiZ1TH pod BITE i AR,

F Windows THE 1% B El Windows 7 s Al FHEBYMY pod E L, V5=, REEFT mEHFESR. =X
&, ,.,\‘lij._ﬂolﬁﬁﬁ RuntimeClass %7 R $38 Windows T{E 1 #5 Linux T4E A #HFEM Windows kAT
EREHFITE D,

3.3. WINDOWS i 2R %%
B Windows 17 R L ZEL TS Windows HHXBIARS :

Service ok
kubelet SEAM Windows T m A BB EHIRA.

14


https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

& 33 T WINDOWS BB T EM#E:

Service ik

Container Network Interface 77 Windows 1 sR S FF 4%,
(CNI) $&E4

Windows Machine Config Boi& kubelet 1 CNI {4

Bootstrapper (WMCB)

Windows Exporter M Windows 7 52 5 i Prometheus #8175

hybrid-overlay 32 OpenShift Container Platform EHLM%4ERSS (HNS) &

kube-proxy T R E4E RLEHN, LAR VA ERIRIE,
3.4. E R

FEFEABH WMCO BIEM Windows T (Windows T sR) I, 1HERLLTBRAE :
e Windows i m EARZHFLLT OpenShift Container Platform ThEE :
o Red Hat OpenShift Developer CLI (odo)
o HEfRiE
o  OpenShift Pipelines
o OpenShift Service Mesh
o OpenShift ¥ F E LB E
o OpenShift Serverless

o Pod #ABMT &

o

Pod EEEIIY &

e Windows 11 R ERZHRFLLTLLIETHEE -
o ZIHERAEIE
o Red Hat OpenShift Local

o Windows T mAZFFMEE registry FHRIENA 251K, BRI LUER N H registry HRRE, =T
FIEY (pull) HE&k.

e Windows TV R EAEERE /B TF M E, B MERMBERHEMAELRETFENE,

o HAKISEHNREMERPIIHR Windows TR, iIXZRFEN WMCO FiE@iT TR M ERNRIEE
ERERE,

o TEMTFRERERIIMER, F3HF Windows 11,

15


https://kubernetes.io/docs/setup/production-environment/windows/intro-windows-in-kubernetes/#networking
https://github.com/openshift/prometheus-community-windows_exporter
https://docs.microsoft.com/en-us/virtualization/windowscontainers/container-networking/architecture#container-network-management-with-host-network-service
https://access.redhat.com/documentation/zh-cn/cost_management_service/2022/html/getting_started_with_cost_management/assembly-introduction-cost-management?extIdCarryOver=true&sc_cid=701f2000001OH74AAG#about-cost-management_getting-started
https://developers.redhat.com/products/openshift-local/overview

OpenShift Container Platform 4.8 OpenShift § Windows 232+

® Red Hat OpenShift support for Windows Containers A~z #3& 4 4k im O£ L2 A0 Windows
T Ro AN Windows 7 sRME— X RFRIMZE BC B 2813 h VLAN (£ HIRERI AR,

e Red Hat OpenShift support for Windows Containers R X #frA = #t N BB R EGEIKEhZ .
® Kubernetes BLATF T s BIEEIRH -

o Windows BE A XFE T,

o Windows B X FRFINE .

o Pod & IETERRHAERTE Windows 1 R E R ERBARIZITH,

e Kubernetes B X IJLA APl FA M40,

16


https://kubernetes.io/docs/concepts/windows/intro/#limitations
https://kubernetes.io/docs/concepts/windows/intro/#api

% 4% 5 WINDOWS AR T {Efi%k

5 4 = [5FH WINDOWS &2 T{EfM#
EMEE AR Windows T ERET, BibiZEEH OpenShift Container Platform OperatorHub 2

B9 Windows Machine Config Operator (WMCO) , WMCO &2 EEEBMEE Windows THEE;
opu N

, pay=\
WMCO BB Windows LI A3 NIC,

FoRFM
o TLUEAESR cluster-admin FFREIIK Fij7] OpenShift Container Platform &8%,
o B%% OpenShift CLI (oc) .

o EFARERFEGNEMBRHREER, NEMAMAEBEENEMZRMTE install-config.yaml XX
HHR%E T platform: none FEX,

. TEﬁ%ﬁﬁE%TFﬁEOVN Kubernetes BB A ML%, XAIIEEMREIRREPRK. NEFS
'fl:l Y] ﬁ[ﬂ@alﬁ/ﬂﬁ = |__|Q§

® Jz1T OpenShift Container Platform &£k A 4.6.8 BB =R A,

Hﬂﬂ

% BRI BB AIE WMCO, By WMCO Tkl TR s IR

=1
E

AR
1
B

HEI-EHH

Hith BHR

® &% Windows Machine Config Operator B2 5 R &M, 1HSH T 2 Windows & #s T/E %,

4.1. 2% WINDOWS MACHINE CONFIG OPERATOR

& A LUE F Web #4538 OpenShift CLI (oc) %% Windows Machine Config Operator.

4.1.1. [ Web 124 %2 Windows Machine Config Operator

&7 LS A OpenShift Container Platform Web #2 & %% Windows Machine Config
Operator (WMCO)

' pay=\
WMCO BB Windows LI AL NIC,

i

1. M OpenShift Container Platform Web ##l& 89 Adminstrator ¥l A Operators —»
OperatorHub T,

2. f#F Filter by keyword £:1%4E1E B 5% ##¥3% Windows Machine Config Operator, =
Windows Machine Config Operator #1/l,

17


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#configuring-hybrid-ovnkubernetes
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#enable-cluster-wide-proxy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#wmco-prerequisites_understanding-windows-container-workloads
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3. &Z& Operator {5 23 = Install,

4. 1f Install Operator TTHE A :
a. 1%F¥ stable WE/F 7 BHFHE, stable HiHERIFLEE WMCO MIRHTTEERA,
b. REZER WL RE, EHWMCO REEEHE—HRAZEEFTH,

c. N WMCO i%#% Installed Namespace, #A1A Operator 1 an & 22 [E]25 openshift-
windows-machine-config-operator,

d. = Enable Operator recommended cluster monitoring on the Namespace’y WMCO & H

SRR,
e. EF—PHUASRRS.

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EG R A= BT B 5B #H

Operator,
e Manual EKEEEEHEE L EIEM A F L Operator B#.

1. & Install, WMCO II{EFIFE Installed Operators 1,
==\

WMCO &= BB&&EEIEE XM ZZ2[A A, 10 openshift-windows-machine-
config-operator.

2. BF Status {E7R°N Succeeded LUAIA R IIRE T WMCO,

4.1.2. [/ CLI £% Windows Machine Config Operator

& A LUE A OpenShift CLI (oc) 2% Windows Machine Config Operator (WMCO)

’ R
AN WMCO EHE# Windows LI R ZH:FI NIC,

it =
1. 1 WMCO @l dn & 2],

a. N WMCO fI/EZ— Namespace 5§ YAML X4, #l#1, wmco-namespace.yaml:

apiVersion: vi
kind: Namespace
metadata:

name: openshift-windows-machine-config-operator ﬂ
labels:

openshift.io/cluster-monitoring: "true"

ﬂ 1R 1E openshift-windows-machine-config-operator % 22 5] A& WMCO,

@ 1 WMCO ERERLIEBTILITE,

18
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b. GlEer& 2

$ oc create -f <file-name>.yaml

a0 -

$ oc create -f wmco-namespace.yaml

2. WMCO 1| Operator 4,

a. fl|# OperatorGroup *% YAML 34, 130, wmco-og.yaml :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
targetNamespaces:
- openshift-windows-machine-config-operator

b. /% Operator 4H :

$ oc create -f <file-name>.yaml

a0 -

$ oc create -f wmco-og.yam|

3. 3 WMCO 17 [ ép & Z2 [l

a. f/# Subscription /& YAML X, #l#1, wmco-sub.yaml :

-

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: windows-machine-config-operator
namespace: openshift-windows-machine-config-operator
spec:
channel: "stable"
installPlanApproval: "Automatic” g
name: "windows-machine-config-operator"
source: "redhat-operators”
sourceNamespace: "openshift-marketplace” ﬂ

157 stable /F H¥iE,

WERL RIS, Ai%&E Automatic =% Manual,

15 85 windows-machine-config-operator #{4 ;& ¥ #J redhat-operators B X
JH. 1R OpenShift Container Platform B REEZIRMLH (BN EENE

Bt) , EFEERCE Operator LifeCycle Manager (OLM) B |2/ CatalogSource % §
B9 R,
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Q BXRIERZEE, & openshift-marketplace Fi T Zi\# OperatorHub B KR,

b. AT :
I $ oc create -f <file-name>.yaml
fign -
I $ oc create -f wmco-sub.yaml
WMCO I E %% %l openshift-windows-machine-config-operator /.
4. FiFE WMCO %245 :

I $ oc get csv -n openshift-windows-machine-config-operator

g =1
NAME DISPLAY VERSION REPLACES PHASE
windows-machine-config-operator.2.0.0 Windows Machine Config Operator 2.0.0
Succeeded

4.2. 73 WINDOWS MACHINE CONFIG OPERATOR fig & SECRET

EiZ247 Windows Machine Config Operator (WMCO) , f&JIESEFAEARI WMCO R 22 (A il —
M secret, XFBERYF WMCO 5 Windows L (VM) FHT@IE.

FRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o TAEEE RSA BHIM PEM Y,

i =
e E i) Windows EEHIHLAREERY secret:
$ oc create secret generic cloud-private-key --from-file=private-

key.pem=${HOME}/.ssh/<key> \
-n openshift-windows-machine-config-operator ﬂ

Q IR W/IIE WMCO #p 22 (8] R OIE2FA%H, 40 openshift-windows-machine-config-operator.
BIRER SRR SN AN AR,

4.3. ELhFTR
o SERET & SSH Uil £ REIN

o [ Operator JRINEISEEE.

20


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/installing/#ssh-agent-using_installing-azure-default
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-adding-operators-to-a-cluster

% 53 ]2 WINDOWS MACHINESET X4

% 52 1|2 WINDOWS MACHINESET %4

5.1. 7£ AWS _E 0] WINDOWS MACHINESET X 5

& A LAFE Amazon Web Services (AWS) _ERJ OpenShift Container Platform &&£ A iI]# Windows
MachineSet X & i B E B/, BN, EeTLIOIBEGMZRI Windows 2R MMERMEE, LR[S
89 Windows T4F i #55 % EIHTEY Windows #1285 L,

FoRFM

e BEf#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o [MRELUMEARZFM Windows IRFSERMFNRIFRTIBER, FHEMAT Docker 18X AIRIZITHITHE
JIIEERC
ERALLT aws S EHNHRE AMI Hifk

$ aws ec2 describe-images --region <aws region name> --filters
"Name=name,Values=Windows_Server-2019*English*Full*Containers*" "Name=is-
public,Values=true" --query "reverse(sort_by(Images, &CreationDate))[*].{name: Name, id:
Imageld}" --output table

E:2

B, £ Windows 1 mH{EF Docker XA 12 1THT, Kubernetes f¥FHF
Docker {E N B ER21TH, THIEIES M Kubernetes X445 M Docker FFHER, &
KRFH Kubernetes Z4THRAH, Containerd &2 Windows 17 i M A2
1T,

5.1.1. Machine API it

Machine APl f$EF Ltz Cluster API T B I EZE RS B E . OpenShift Container Platform HtRAEY

PAN
Ho

%FF OpenShift Container Platform 4.8 (28, Machine AP EER LR ETREHITAME T AZNBEEE
R, BTLHREMNEI, OpenShift Container Platform 4.8 EABHAE ZEMEM e LIRET —
SIS B & A

PR ER RO AIZ :

Machines

R T RENNELRET, H125248 providerSpec &, AT W ARTEARENITET SH
FB, 10, Amazon Web Services (AWS) LB worker 17 mBIH 2 KRBV ATRER & A EROHL 23 K Y
AT T TTEUE,

ek

MachineSet FREN 2. HBREEA TR, SEHFENERT pod, MRFEFE L2534 I
HiRE, A AR 2R 5EM replicas FERRIH B IEHIITEE R,

21


https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
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i

% H=
[=]

control plane Hl2s A EEAN 2R E I,

Il

LT BE LR NEREFRINEZINEE :
WERBhT R’

MachineAutoscaler 7R BT B HhiIlEs. EAILUNIEENSREFN T R BR/NNEKT BR
IR, HESBETT BRAa4ErtbSEE R A, ClusterAutoscaler Xf &7/, MachineAutoscaler
SREM, ClusterAutoscaler 1 MachineAutoscaler 75JR#48H ClusterAutoscalerOperator 5 §
",

SHATT R

LEPURE T EBEREEB Y BUIH. £ OpenShift Container Platform SLHifR, ©@id T EBHLERE API
k5 Machine API &%, EaILU ARG, TR, REM GPU FRIREESESCRYT BRG], &a7LL

WEMLAER, RN Pod HITIRENHF, UEBRHNAREER Pod T 17 m Lk, ELALIX
B RRES, UEAM BT R, BRKMEHEHT R

HBRERRE
MachineHealthCheck FHR AT ML AR AT A F AR BRTH G EMBR, RAEEXZFHFE EEREH
B9t 25,

£ OpenShift Container Platform R4 3.11 /1, ETTERMMHE R 2 X, RARBEFANTEENRE
%, B OpenShift Container Platform R4 4.1, IR ELEENES. BMREREET—XE,
AHREREFAURKEENEZES LS ITAR, RE, BFENTERIESHN, EBEERS XN

PR, BIRAERE — D RESENN B ERTENRNER. B REESEFESRERNRTRERMAT
@TO

5.1.2. AWS _ Windows MachineSet %8 YAML 7=/

b YAML RBIE X T —NTE Amazon Web Services (AWS) _EiZ1TH Windows MachineSet 1%, ©7
M . Windows Machine Config Operator (WMCO)

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <infrastructure_id>-windows-worker-<zone> g
namespace: openshift-machine-api

spec:
replicas: 1
selector:
matchLabels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6

machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> ﬂ
template:
metadata:
labels:

22



% 5% I/ WINDOWS MACHINESET * %

machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-windows-worker-<zone> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role kubernetes.io/worker: " 6
providerSpec:
value:
ami:
id: <windows_container_ami> g
apiVersion: awsproviderconfig.openshift.io/vibetai
blockDevices:
- ebs:
iops: 0
volumeSize: 120
volumeType: gp2
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
iamInstanceProfile:
id: <infrastructure_id>-worker-profile @
instanceType: m5a.large
kind: AWSMachineProviderConfig
placement:
availabilityZone: <zone> m
region: <region>
securityGroups:
- filters:
- name: tag:Name
values:
- <infrastructure_id>-worker-sg @
subnet:
filters:
- name: tag:Name
values:
- <infrastructure_id>-private-<zone> @
tags:
- name: kubernetes.io/cluster/<infrastructure_id> @
value: owned
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api

QOOOODOM - LT E LN BEIER D HEMRY 1D, EALLZT T HSRIKER
ELiliZRH4 1D:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

mgigﬁ&{?ﬁ*@ ID. worker FREFX,
Q IS H185B2E v Windows #1285,
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¥ Windows 11 RECE N iTEHL2R.

1B E LEMNAIRZITHBI Windows HEEHI AMIID, &4/ Windows Server 2019,
1EE AWS X1, 40 us-east-1a,

1EE AWS X1, #0 us-east-1,

H WMCO BZ&E— Windows #1830 01, /&, FraEE 85488 LUE A windows-user-
data.

900009

5.1.3. /¥ 3%

PRT RERFUEINSGREZN, LHLRECHISERNSERTEFIRE TFNEBNFTER
5)/?\0

FoRFH

o IRE— OpenShift Container Platform &&%,
o L% OpenShift CLI (oc) .

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
1 fIE—1TEaEEEEELHR (CR) TR YAML X4, FHRHESEN

<file_name>.yaml,
IR IXZE <clusterlD> 1 <role> SHH,

a. MREFWMEENFEFERLEWNME, EILUMEHFREINENERE

I $ oc get machinesets -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. ERFENRZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7 B

I template:
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metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ =,

@ RUTRIRE,

2. BIEHH MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api

iy HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

s A 324 F AN, DESIRED #] CURRENT MI(HAITHE, MBENBERTHE, EEZHLO4H,
REBRIZTHS,
5.1.4. Hih ¥R
o HXTEBHBRENTSIER, HBM NESHERY,

5.2. 7 AZURE _E £/ WINDOWSMACHINESET % &

&\ LLTE Microsoft Azure £BJ OpenShift Container Platform 52/ 633 Windows MachineSet % & 3
HREEEM, i, EELLGIEEMZEN Windows HLESEMAE X2, LUERZHEFM Windows T
HIEBEFTH Windows #l85 L.

FoRFM

o B2 f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o A LUMERARZFM Windows RFSERMFNRIFRTIBIER, FHEMT Docker 1 XMAIRIZITHIHE
JIlIEERC
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E:2

BEl, 1E Windows 17 m A {# A Docker I8N A 252170, Kubernetes 3 A Docker
NBRZIZITH, 1FHIEES M Kubernetes XA E) Docker FRE R, ERFEH Kubernetes
E1THRAR, Containerd J$2 Windows T ST X N A 2R i21THT,

5.2.1. Machine API it

Machine APl f$EF Ltz Cluster API T B I EZE RS B E . OpenShift Container Platform HRAE%
AN

Ho

% F OpenShift Container Platform 4.8 (£8%, Machine AP EER LR ETREHITAME T AZNBEESE
EHRE, BTLHREMZI, OpenShift Container Platform 4.8 EAEHIAE ZEMEMw LIRET —
SIS B & A%

PR ER RO AIZ

Machines

R T RENNELRE T, H125248 providerSpec %, AT W ARTEARENITET S/
FB, 10, Amazon Web Services (AWS) LB worker 17 mBIHl 23 KRBV ATRER & W E RO 23 K Y
MFF R TTHIE.

NEE
MachineSet FREH28H, VREEATHER, EFRENERT pod. MRFEZEFE L2504
HE, A LAE 2R 5EM replicas FERRIH B IEHIITE TR,

I

=5
control plane Hl2s FEEAN 2SR E I,

LT BE LR NERERINEZINEE

U= EE S

MachineAutoscaler 7R B 217 B=HhiIHlEs. ERILUNIEENSREFN T R BR/NNEKT BR
IR, HESBETT BRA4ErbSEE R S, ClusterAutoscaler Xf &7/, MachineAutoscaler
SREM, ClusterAutoscaler 1 MachineAutoscaler 75JR#48H ClusterAutoscalerOperator i §
",

SHAT R

LPURE T EEREB Y BUIE. £ OpenShift Container Platform SLHiRR, ©@id T BHLERE API
3k 5 Machine API &%, ERILUAD. TR, REM GPU FRIREESESCRIYT RBIRG, &a7LL
WEBILAEN, RN Pod #HITIAENHRE, UERHNAKEREN Pod FH#TTRLE%, EIEATLLX
BY B, UEALUT RT R, ERRYERT R,

HBRERRE
MachineHealthCheck F{R AT ML AR A F AR TH G EMBR, RAEEXZFHFE EEREH
B9t 25,

£ OpenShift Container Platform R4 3.11 /1, ETTERMMHEH 2 X, RARBEFAATEENRE
%, B OpenShift Container Platform R4 4.1, IR ELEENED. BMREREET— X,
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

% 5% I/ WINDOWS MACHINESET * %

Rt RERFATURKREFNEROLESNITRR., RE, BFENITERNERN, FEIEES Kb
PR, BIRAERE — D EESENN B ERTENRNER. B REESEFESRERNRTRERMAT
@TO

5.2.2. Azure £ Windows MachineSet X/ &8 YAML =45

It YAML RBITE T —NE Microsoft Azure £z 17HJ Windows MachineSet X4, Windows Machine
Config Operator (WMCO) aJ LA,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role kubernetes.io/worker: " G
providerSpec:
value:
apiVersion: azureproviderconfig.openshift.io/vibetat
credentialsSecret:
name: azure-cloud-credentials
namespace: openshift-machine-api
image:
offer: WindowsServer
publisher: MicrosoftWindowsServer
resourcelD: "
sku: 2019-Datacenter-with-Containers
version: latest
kind: AzureMachineProviderSpec
location: <location>
managedldentity: <infrastructure_id>-identity m
networkResourceGroup: <infrastructure_id>-rg
osDisk:
diskSizeGB: 128
managedDisk:
storageAccountType: Premium_LRS
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osType: Windows
publiclP: false
resourceGroup: <infrastructure_id>-rg @
subnet: <infrastructure_id>-worker-subnet
userDataSecret:
name: windows-user-data @
namespace: openshift-machine-api
vmSize: Standard_D2s_v3
vnet: <infrastructure_id>-vnet @
zone: "<zone>"

QOO LT E A LN BEIER D HWEMR 1D, EALLZT T HSRIKER
ELiliZRH49 1D:

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

m‘ﬁi Windows #lZ35 &5, Azure LBJ Windows #las 2 REHEIL 15 DR, FIt, BT
BIHERAR, YRERTAERT 9 NFH.

S 2AECE N Windows #1235,
5 Windows 7 mECiE N1 B85,
#8E—1 WindowsServer /%, ©7E X T 2019-Datacenter-with-Containers SKU,

¥8%E Azure [X15, 10 centralus,

90009

H WMCO BZ &S —1 Windows #1830 01, ~fE, FraEE 85488 LUE A windows-user-
data.

EEEFEBX (region) REMEN RIS (zone) . HREHIM X FHFEEERNKE,

o

5.2.3. B85

PRT RERFOUEZINSGREZN, THLRECHISERNSERTEFIRE TFNEBNSITER
5)/?\0

FRFH

o IRE— OpenShift Container Platform &&%,
o L% OpenShift CLI (oc) .

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
1 fE—1TaaEEEEELHR (CR) TR YAML X4, FHRHESEN

<file_names>.yaml,
iR IXE <clusterlD> 1 <role> SHH,

a. MREFWEENFEFRLEWNME, EILUMEHFREINENERE

I $ oc get machinesets -n openshift-machine-api
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i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. RERFENRZENIE :

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7R B

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ o,

@ RITRIRE

2. BIE#HAH MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EENSBEIK:

I $ oc get machineset -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LML AN, DESIRED #1 CURRENT HESILE., MRNBEFTH, EFRHFLOH,
REBRIZITRS.
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5.2.4. HhHHR
o HXTBHBRENTSER, HB NESHERY,

5.3. £ VSPHERE L0/ WINDOWS MACHINESET % &

& LAFE VMware vSphere £#J OpenShift Container Platform &£ H |2 Windows MachineSet ¥ %
SRR BN, BIt0, E LAIRERIERM Windows HLESEMMEENLE, LUES M Windows T{E
MEFEFSEHHY Windows 128 £,

SR

e B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MR LUMERARFM Windows IRFSERMFNRIFRTIBIER, FHEMT Docker 1M A IRIZITHIHE
JIlIEERC

E:2

BEl, 1E Windows 7 m A {# A Docker I8N A 252170, Kubernetes 3 A Docker
NEZRIZITH, 1FHI1E1ES M Kubernetes XA EY Docker FRE R, ERFEH Kubernetes
E1THRAR, Containerd J¥2 Windows T ST X N A 22170,

5.3.1. Machine API 1t

Machine API f$EF _EiF Cluster API B EE FIRS B E X OpenShift Container Platform BRAEL
AN

Ho

%FF OpenShift Container Platform 4.8 (28, Machine AP EER R ETREHITAME T AZHNEBEESE
HRE, BTLHREMNEI, OpenShift Container Platform 4.8 EABHIAE ZEMEM e LIRHET —
SIS B & AR

PR E B 5RO A2

Machines

R T RENNELRE T, 125248 providerSpec %, AT W ARZEARENITET S/
FA, 10, Amazon Web Services (AWS) LB worker 17 mBIHl 2 KRBV AIRER & W E RO 23 K Y
AT T TTEUE,

Hassk

MachineSet FREN 25, HBREEA TR, SEHFENERT pod, MRFEFE L2534 I
MR, A AR 2R 5EM replicas FERRIH B IEHIITEE R,

o

% H=
[=]

control plane Hl2s A EEAN 2SR E I,

Il

LUTFBE LRI NEREBRINEZINEE
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https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/

% 5% I/ WINDOWS MACHINESET * %

NSRBI &

MachineAutoscaler iR B3 B=HHINER. BRIUNEENSZEFN T RXER/NIRAT BR
R, VBT BRaS%rtSEE RN &, ClusterAutoscaler Xf§777E/5, MachineAutoscaler
STREM, ClusterAutoscaler 1 MachineAutoscaler 75JR#48H ClusterAutoscalerOperator i §

R At,

SHAT R

Etm,ﬁg?iﬁj‘i%ﬁﬁﬁmfﬁlﬁﬁ = OpenShlft Container Platform SE3ifR, ©i@idy BHLZRE API
k5 Machine API &, ERILLNRZD. TR, WFEH GPU FERIRXBRESEHENYT RRS, &AL
WEMER, EEREN Pod TR, LMET I AKREER Pod H# TTmLE%, AL
BY B, UEALUT BT R, ERRERT R,

MR ERKRE
MachineHealthCheck TR Al fe ML 230 b FARERIR S H IS EMER, AEEXFHNES LERHT
RIS,

£ OpenShift Container Platform R4 3.11 /f, ETTERMMHEH 2 XY, RAEBEFANTEENRE
#. B OpenShift Container Platform fRA& 412, iR LTH/ENES. BMISEREE—1X,
HHREREFAURKEENEELLBENITAR, A5, BFENTERIESHN, EBEERN XN
BERT, fRIAZERE — DRIk o EH T ENSENER. B BRREEHEMBPANRTRERMET
@TQ

5.3.2. 7 Windows & 28 T/Ef1 &4 % vSphere IM15E

i@ A8 vSphere Windows VM & 553 /5 B 5 WMCO BIRER API BR5528 815 3k 7 Windows
&8s TR HHE S vSphere 3115,

5.3.2.1. Bl vSphere Windows EHH £ 5%k

]2 vSphere Windows L (VM) &R iR,

FRFM

o RBQIRET R/ NN, FATFIE OpenSSH IR BRFEEE TRIAMBHRRIL, LWITE
Windows Machine Config Operator (WMCO) i R [RIREEFH. XFERIF WMCO &5
Windows BN EBE, INETREZHEMER, ESH"N Windows Machine Config
Operator ECi& secret” &84

pacy=\
1E0E Windows EFUNBIZ NEFRF, EAER Microsoft PowerShell 845, AfgmEH

B PowerShell fp 5 PS C:\> RIZX 2

it =

1. {#F Windows Server 2022, OS Build 20348.681 & & & fRATE vSphere & i 5 1] #7
*J-LO

E:2

130 FE FUUATLBY RESULRE A Rl A A 7778 B OpenShift Container Platform BYELRHIZRFY &
K. IFEELER, ESH OpenShift Container Platform X "VMware
vSphere infrastructure requirements" 8843, 74, BIARILASE VMware BX
RE FUNLRE 4 hiR A< B STHY,
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https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://support.microsoft.com/en-us/topic/april-25-2022-kb5012637-os-build-20348-681-preview-2233d69c-d4a5-4be9-8c24-04a450861a8d
https://kb.vmware.com/s/article/1003746
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2. 7£ Windows E#H EZREEFEE VMware Tools kA 11.0.6 EShrA. MEEZER, S
VMware Tools 314,

3. £ Windows BN LZET VMware Tools [§, IEWIFLLTHEA :

a. The C:\ProgramData\VMware\VMware Tools\tools.conf X4 #F1E, FHHAEUTEE :
I exclude-nics=

IR tools.conf SXHAR7ETE, NI{EA exclude-nics IEIEUE B Hi%E 2 E O BIZX
{¢O

& BBEBTESESTE Windows BN _EERBITEE vNIC T2,
b. Windows EFUHNLIE vCenter FAE—NEMA IP Hbil :

I C:\> ipconfig
c. VMTools Windows BRSS IETEIZTT :

I PS C:\> Get-Service -Name VMTools | Select Status, StartType

4. 7£ Windows BN EREFECE OpenSSH ARS8, WHE THESIFMER, FSMH Microsoft
B X %45 OpenSSH BIXTHY,
5. NEEAFIXE SSH VIR, #I1§1ES M Microsoft XABIEIE 1A,

E:2

ERHRHEANQHARIGEETE WMCO & Z2 AR AIENRAN R, EEaAEE
B secret, MNETRELIFEAER, 1EEM"H Windows Machine Config
Operator Bgi& secret” &84,

6. ¥REB Microsoft 3244 7£ Windows EfUNL EZ%E docker B2 1THT,

7. BWIIE Windows EEFUANL A G FHTRIRE AN, LI iF# NiEEMASREE. Z21TUTHS,
1£ TCP %0 10250 A G128 [h AR

PS C:\> New-NetFirewallRule -DisplayName "ContainerLogsPort" -LocalPort 10250 -
Enabled True -Direction Inbound -Protocol TCP -Action Allow -EdgeTraversalPolicy Allow

8. Z2f& Windows ML, BEEKNATESEM ALK, EIE VMware AR T BRI 52 f& 1A E
MEAT REZIFIMER.

O

. TEZEF&M Windows EFIHLLE, 24T Windows Sysprep & :

C:\> C:\Windows\System32\Sysprep\sysprep.exe /generalize /oobe /shutdown /unattend:
<path_to_unattend.xml>

ﬂ 5 unattend.xml STEHEBIERR,
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https://docs.vmware.com/en/VMware-Tools/index.html
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse
https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement#administrative-user
https://docs.microsoft.com/en-us/virtualization/windowscontainers/quick-start/set-up-environment?tabs=Windows-Server
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-1E185A80-0B97-4B46-A32B-3EF8F309BEED.html
https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation

% 5% I/ WINDOWS MACHINESET * %

B =
;E I%\

XTFIEA LATE Windows $2{&F21T sysprep S S HLREAE — N R, MEFZ(E
B, &S Microsoft X4,

R T unattend.xml =B, B4 WMCO FrRHIFIEE®R, BRTIERIN T, ETEERE
E3E

f5ll 5.1. unattend.xml =6

<?xml version="1.0" encoding="UTF-8"7>
<unattend xmins="urn:schemas-microsoft-com:unattend">
<settings pass="specialize">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
International-Core" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS">
<InputLocale>0409:00000409</InputLocale>
<SystemLocale>en-US</SystemLocale>
<UlLanguage>en-US</UlLanguage>
<UlLanguageFallback>en-US</UlLanguageFallback>
<UserLocale>en-US</UserLocale>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Security-SPP-UX" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<SkipAutoActivation>true</SkipAutoActivation>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
SQMApI" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<CEIPEnabled>0</CEIPEnabled>
</component>
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<ComputerName>winhost</ComputerName> ﬂ
</component>
</settings>
<settings pass="oobeSystem">
<component xmIns:wem="http://schemas.microsoft.com/WMIConfig/2002/State"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" name="Microsoft-Windows-
Shell-Setup" processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"
language="neutral" versionScope="nonSxS">
<AutoLogon>
<Enabledsfalse</Enabled> @)
</AutoLogon>
<OOBE>
<HideEULAPage>true</HideEULAPage>
<HideLocalAccountScreen>true</HideLocalAccountScreen>
<HideOEMRegistrationScreen>true</HideOEMRegistrationScreen>
<HideOnlineAccountScreens>true</HideOnlineAccountScreens>
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https://docs.microsoft.com/en-us/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation#limits-on-how-many-times-you-can-run-sysprep
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<HideWirelessSetuplnOOBE>true</HideWirelessSetuplnOOBE>
<NetworkLocation>Work</NetworkLocation>
<ProtectYourPC>1</ProtectYourPC>
<SkipMachineOOBE >true</SkipMachineOOBE >
<SkipUserOOBE>true</SkipUserOOBE>
</OOBE>
<RegisteredOrganization>0Organization</RegisteredOrganization>
<RegisteredOwner>Owner</RegisteredOwner>
<DisableAutoDaylightTimeSet>false</DisableAutoDaylightTimeSet>
<TimeZone>Eastern Standard Time</TimeZone>
<UserAccounts>
<AdministratorPassword>
<Value>MyPassword</Value> 6
<PlainText>true</PlainText>
</AdministratorPassword>
</UserAccounts>
</component>
</settings>
</unattend>

Q 16 ComputerName, ©W%FE1E Kubernetes ZFFIAG, X LEMAR IS HE FIEOREH
REFUALI 72 4 A B SR R HUATHY Guest OS B E

Q ZRBEMER, ERAERSNEREE KT AL ENREMNE, XE2MINE, T
CET S

9 % MyPassword 5 RFE#i ) Administrator T BIBETE, X AIBA LB
Administrator Ik P BRINIHAE Z B &, EfE Microsoft iEF B 08y & £ L,

Sysprep TE 5 /E, Windows REIIHIF KA, EASEMF L EMA ST T E A,
10. & Windows EFIHLEE#:H vCenter FHRIIERR

5.3.2.1.1. Hftb ¥R

® /j Windows Machine Config Operator EZi& secret

® \/Mware vSphere ZAHZRFE K

5.3.2.2. 7£ vSphere LG5 WMCO BINER API fRSS 2331815

Windows Machine Config Operator (WMCO) MMEB API iR 55 28l st T %k Ignition BRB XX {4, EAH
5 WEB API BRS538B15, LMEER Windows BEFUNL AT LA T Ignition EBE X4, MHCEBIEINL LR
kubelet REES NEB API AR %5 28815,
FEREMH

o (RBEE vSphere LR T &8,

it =

e 7}y api-int.<cluster_name>.<base_domain> i I1— N HTEY DNS I, ©igMEAER API RS 23
URL api.<cluster_names>.<base_domain>, iX®a LLZ2—/ CNAME 5—1 ALK,
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https://kubernetes.io/docs/concepts/overview/working-with-objects/names
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-5B3737CC-28DB-4334-BD18-6E12011CDC9F.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#configuring-secret-for-wmco_enabling-windows-container-workloads
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/installing/#installation-vsphere-infrastructure_preparing-to-install-on-vsphere

% 5% I/ WINDOWS MACHINESET * %

FE
AER APl iR E0I8, F7 vSphere LANAK R LEM—ERD,

5.3.3. vSphere £ Windows MachineSet X7 & #] YAML 7=/

Ltk YAML 7RBIE L7 —/NE VMware vSphere £iZ1TH) Windows MachineSet X%, Windows Machine
Config Operator (WMCO) aJHi R,

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ
name: <windows_machine_set name>
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 6
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> ﬂ
template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: <infrastructure_id> 9
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: <windows_machine_set_name> G
machine.openshift.io/os-id: Windows a
spec:
metadata:
labels:
node-role. kubernetes.io/worker: " 6
providerSpec:
value:
apiVersion: vsphereprovider.openshift.io/vibetal
credentialsSecret:
name: vsphere-cloud-credentials
diskGiB: 128 €)
kind: VSphereMachineProviderSpec
memoryMiB: 16384
network:
devices:
- networkName: "<vm_network_name>"
numCPUs: 4
numCoresPerSocket: 1
snapshot: "
template: <windows_vm_template_name> m
userDataSecret:
name: windows-user-data @
workspace:
datacenter: <vcenter_datacenter_name> @
datastore: <vcenter_datastore_name> @
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folder: <vcenter_vm_folder_path> @
resourcePool: <vsphere_resource_pool> @
server: <vcenter_server_ip>

QOO - cETESERNAZEMNER D ORI D, EALLGETU T o4 RKEEMRE ID:

909

o

OO0 O

I $ oc get -0 jsonpath="{.status.infrastructureName}{"\n"}" infrastructure cluster

B Windows #2835k & %5, BT vSphere AR ZGRATH AN, HlaXENRIRERT 9
NFEF.

ISHH185B2E v Windows #1285,
5 Windows i mBL & N1t EHL25.
87 vSphere Virtual Machine Disk (VMDK) B9K/)\,
R
EXNSHASKE Windows 2 XKEIK/N, KA LUEA unattend.xml SXEsk 0 A

A fik £ K /N8 vSphere Windows UL (VM) €05 REFHTE L Windows 2 X
KN,

EEEFIAREL BRI vSphere VM [%%, LRI ML AR SRR P EAL Linux iTEALZRATALEY
&,

18 E EF M Windows vSphere EFINERITTERR R, U golden-images/windows-server-
template, &FR4ITZME—,

BE
AEEERBEVIER. VM BIROIRFF XA, B Windows 125 5ef&.

B3 VM RS VM BIRECE N F & EREN, XA EE RIS LN A
FBIER,

LEIE T 58— Windows #1236, windows-user-data B WMCO i, 2f5, FiBEEENSAEE
7] LU#E A windows-user-data.

1B EZGHLZREEBZ IR vCenter Datacenter,

B EE BBV ERER vCenter Datastore,

187 vCenter # vSphere B4 RAERR, 40 /dc1/vm/user-inst-5ddjd.
Ak Y Windows EFIHLIEE vSphere BiRtE,

87 vCenter fRS5%% IP 2R EE .

5.3.4. AN 5%E
PR T RERRFARMWNISEZ N, 1801 A S M SS 5 K Hh A B IR R RN E T/ A M+ E %

TFo
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% 5% I/ WINDOWS MACHINESET * %

FRFM

o IRE— OpenShift Container Platform & &%,
o L% OpenShift CLI (oc) &

e LIEA cluster-admin I [RHIFE - &5 &% oc.

it
1 fIE—1TEaEEEEELER (CR) TR YAML X4, FHRHESEN

<file_names>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

a. MREFWBEENFEFERLEWME, EILUMEHFREINENERE

I $ oc get machinesets -n openshift-machine-api

i 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m

agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. AR ENRZENIE -

$ oc get machineset <machineset_name> -n\
openshift-machine-api -o yaml

i tH 7 B

template:
metadata:
labels:
machine.openshift.io/cluster-api-cluster: agl030519-vplxk ﬂ
machine.openshift.io/cluster-api-machine-role: worker
machine.openshift.io/cluster-api-machine-type: worker
machine.openshift.io/cluster-api-machineset: agl030519-vplxk-worker-us-east-1a

@ s,

@ RITRIRE,

2. DI MachineSet CR:

I $ oc create -f <file_name>.yaml

3. EENSBEIK:
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I $ oc get machineset -n openshift-machine-api

i HH 7~ B
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-windows-worker-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LML AN, DESIRED #1 CURRENT HESILE., MRWNBEFTH, EFRFLOH,
REBRIZITRS.

5.3.5. Hi 7R
o HXEWHBENTLIER, ESH HESERY,
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% 6 Z i WINDOWS BB TEfi %k

% 6 = I WINDOWS B TIEM %

=
;E I%\

B EESEECE BERP AR WMCO, EJ WMCO Fifkdid T SR
B HURE,

TR

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o A LUEMA Windows B2s1E N OS 1%, F/G B T Docker BN 2H21THIMIINZE 4,

o MMBENIET Windows H255%.

E:2

BEl, 1E Windows 17 m A {# A Docker I8N B 252170, Kubernetes 3 A Docker
NEZRIZITH, 1FHIEES M Kubernetes XA EY Docker FRE R, ERFEH Kubernetes
E{ThHRAR, Containerd J¥2 Windows T ST X N A 22170,

6.1. WINDOWS POD W&

LB RERE Windows T EAET, MYIECE Windows T RIAE, LMBEEMSE pod, HHETHE
Windows T mB9#l28 /5, FARLMERER Linux T RIERINAEHITERE. R, & Windows pod R
FEHH Windows T RELAEBIARNTEM, ALMERGR. BRI REESRFIH,

MRE—NEEEH, BSNRERGUKIZITEA Windows OS 28K, & /if#FH RuntimeClass 1 R i
Windows pod BREFEIEAR Windows OS 28Kk, flaN, MNRIEFEARRE Windows Server BeshRAHIZTEZ D
Windows 7 s, &EFAIf¥ Windows pod JAE B R 3EAM Windows OS ZB{E, I hERBEHRINED
Windows OS ZZ{ABZ & RuntimeClass X/ &, MREEHHRE— Windows OS Z84{&K, NI ILEA
RuntimeClass % %,

MBEZER, HEHEBMPEXENMEERAFE LRI,

BE
BEEAMBHIR SRR B RERMT =89 Windows OS i AFILESHEEMEE.
Ao, REFF Windows 11 RM—MREFFENF —DARA, HIG0M 20H2 F25¢ 2]

2022, NEEAHRBSREMBERUTLETRA, NFEZER, 55 Windows B23hR
AESM,

HhBER
o HAFAERFZEH pod ME
o AT RITRIEH pod KE

o FAT RIEFERN pod REERET R
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/networking/#enable-cluster-wide-proxy
https://kubernetes.io/blog/2020/12/02/dont-panic-kubernetes-and-docker/
https://docs.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/update-containers#host-and-container-version-compatibility
https://learn.microsoft.com/en-us/virtualization/windowscontainers/deploy-containers/version-compatibility?tabs=windows-server-2022%2Cwindows-11-21H2
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-about
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/nodes/#nodes-scheduler-node-selectors
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6.2. i/ RUNTIMECLASS * & & 53 E N4

{2 F3 RuntimeClass *f KL T HENGIRIER, 075 RFEAR ; EA LUERE — DI fTh KRR EEMIT
RANAR, AEHENAT pod, BREINAEIEHNT R, EXRFSMRERNLENERF, 1F
ZUIRIZITH K,

it =

1. @2 RuntimeClass X/ YAML 3, 40, runtime-class.yaml :

apiVersion: node.k8s.io/vibetai
kind: RuntimeClass
metadata:
name: <runtime_class_name> ﬂ
handler: 'docker’
scheduling:
nodeSelector: g
kubernetes.io/os: 'windows'
kubernetes.io/arch: 'amd64'
node.kubernetes.io/windows-build: '10.0.17763'
tolerations: 6
- effect: NoSchedule
key: os
operator: Equal
value: "Windows"

ﬂ 187 RuntimeClass %R &, ZAMEBEHLLZTH R EES pod FE L,

9 IBE TR MNEIT R R FERINGS . HALZIT KM Pod REETAEEIG Mk
BRICERHY T M, BITHTRB T AR S pod I T muEFESR S F, EhZREELE
pod R EITT &

9 IEEET pod MIMMAR (FEBEEE) , HAAIEDFEALLZTHIZT, XNEFH
pod FLIZ T AR ITFHT RESR.

2. fi]# RuntimeClass % :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f runtime-class.yaml
3. ¥ RuntimeClass *f 5 A EIfEH pod, LAFAREHEE EE LANIRIERGUZIA
apiVersion: vi
kind: Pod
metadata:
name: my-windows-pod

spec:
runtimeClassName: <runtime_class_name> ﬂ
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@ =T pod FERLEITI K,

6.3. WINDOWS & 25 T1/E i s ER B RA
£8 Windows 1TE TS/ HGE, RelLUS Windows Bes TEM B ERE R EEEF,

S

Py,

ot

AN

XDRBIEMENHSE,

Service Xf R~

apiVersion: vi
kind: Service
metadata:
name: win-webserver
labels:
app: win-webserver
spec:
ports:
# the port that this service should serve on
- port: 80
targetPort: 80
selector:
app: win-webserver
type: LoadBalancer

Deployment X 7~

apiVersion: apps/vi
kind: Deployment
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
selector:
matchLabels:
app: win-webserver
replicas: 1
template:
metadata:
labels:
app: win-webserver
name: win-webserver
spec:
tolerations:
- key: "os"
value: "Windows"
Effect: "NoSchedule"
containers:
- name: windowswebserver
image: mcr.microsoft.com/windows/servercore:ltsc2019
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imagePullPolicy: IfNotPresent
command:
- powershell.exe
- -command
- $listener = New-Object System.Net.HttpListener; $listener.Prefixes.Add('http://*:80/');
$listener.Start();Write-Host('Listening at http://*:80/'); while ($listener.IsListening) { $context =
$listener.GetContext(); $response = $context.Response; $content="<html><body><H1>Red Hat
OpenShift + Windows Container Workloads</H1></body></html>'; $buffer =
[System.Text.Encoding]::UTF8.GetBytes($content); $response.ContentLength64 = $buffer.Length;
$response.OutputStream.Write($buffer, 0, $buffer.Length); $response.Close(); };
securityContext:
runAsNonRoot: false
windowsOptions:
runAsUserName: "ContainerAdministrator"
nodeSelector:
kubernetes.io/os: windows

R
L {#F mcr.microsoft.com/powershell:<tag> BRI ENT, ERTFHSE LN

pwsh.exe, #1R{EMA mcr.microsoft.com/windows/servercore:<tag> A a3 %&, Nk
AFZEr D E LN powershell.exe, MEELZER, HS BRI,

6.4. Foif Eilask
SENBRENTMKMRHBEG], ERUFDHT BINRE,

XMEES£ATM. RERFETHEMRBRERRER, BEXN. B ESFNEMBRIILE S AN S
%

FRFH

o % OpenShift Container Platform £2£#0 oc fr 517,

o LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
1. BEEREPHNESGE -

I $ oc get machinesets -n openshift-machine-api

HL2R%E L <clusterid>-worker-<aws-region-az> B 51 H,

2. EEREHBNG :
I $ oc get machine -n openshift-machine-api

3. EEEMPREIES LIETAE

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. 17 cordon #4E, HEZRIEEMIPREIT M= :
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$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5. T'EBHSRE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -

I $ oc edit machineset <machineset> -n openshift-machine-api

"R

AR LAN FBLLTF YAML &9 R85 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

B B EN SRR, FELLDHUEHNETTA,

o JUIEMIRRTIERROMLES

I $ oc get machines
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2 7 = WINDOWS T 5 H 9

& A LRI F+2 Windows Machine Config Operator (WMCO) , LUfafR Windows 17 m BB &HHE
%ﬁ-o

7.1. WINDOWS MACHINE CONFIG OPERATOR %

YR 5 URIEERATREH Windows Machine Config Operator (WMCO) BIFThRANS, Operator &
RIBFLER T I HERIE TR, 1EHE Operator Lifecycle Manager (OLM) Bf&%%E®, WMCO
FHRETE Windows HLEgA 4 Kubernetes ZHEFH L,

s

=
;E I%\

INREANE WMCO B IRAFH A EFAER IR, NQIE WMCO & ZE P ER
openshift.io/cluster-monitoring=true 7155, IR IZIRZERIMNEISFER WMCO
226, FEBZEET Windows T8, ZEF WMCO pod BAS ¥ i 7= I 1= K2

S FIEEIR T, WMCO 24 1E 2 Bl WMCO hRAESER Windows #1238, FEHUBIRAEFUES
ile X|rLLET Bk Machine X R, X& 5 Windows 7 mBFZFfIkR, NEFFHLEK, WMCO
SNFRARENT mRIMRASER, EAIOTED, RATFEPWRCERES SFBMERMEFCIE Windows
2%, %Eﬂ%ﬁﬁfiqﬂﬂd‘ﬂﬁ%ﬁﬁqﬂ&ﬁ WMCO — X RE#— Windows m%%o

E:2

WMCO Y1 55 B # Kubernetes H{f, MR Wmdows BRIERGEH, EECEEMN
IR Ht Windows 5%k, FLLEEZIRMEEIMNFR, B LLAT B MachineSet spec
PR R BB IR B HT A Windows &,

B X fEH Operator Lifecycle Manager (OLM) #+%; Operator WEZE R, ESHANBELEN
Operator,

44


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-upgrading-operators

%5 8 Z= {#1f BRING-YOUR-OWN-HOST (BYOH) WINDOWS SEf4E 717 ix

2% 8 Z {#IFH BRING-YOUR-OWN-HOST (BYOH) WINDOWS £
ENTT R

@i B EN (BYOH), AP Al LIEHHEE Windows Server EEFINLBIAR, FRFEA1H A OpenShift

Container Platform, BYOH Windows SEf ik FHE1E Windows AR S5 23l LA SR R E K ITRO A F 32 88,

8.1. it i BYOH WINDOWS 5Ll

B3 BYOH Windows LI ZE7E Windows Machine Config Operator (WMCO) #5 44 22 5] | 2 fic & i
59,

SEREM
ZE 7T =M INBIEBERIEST Windows SEBIERATHBLA T EK :

o S Eih/li &% Docker BERIZITHT,

o ST SEREEF Linux worker 17 AL TF A — ML,

o im[ 22 WAL FI TR, FHEIETEZTT SSH RS 2.

® SSH fRZ52B9BKIA shell /T2 Windows #345 shell 3% cmd.exe,

o Ui 10250 AL FHITHREF EIRER .

o TEOAFREBI—NEH, ©IE secret EHRFERAEN— MR SSH BH,

o MNBME NLEEIEFE SHIEMILEN (IPl) AWS 243 BYOH Windows £, EniiES
worker 7 sRBUH 235 Y spec.template.spec.value.tag 1A FCEC ) AWS SEFIFRFRINFRE:, BI40
kubernetes.io/cluster/<cluster_id>: owned =t kubernetes.io/cluster/<cluster_id>: shared,

o MNRIBETE vSphere £ B3 BYOH Windows LI, TA%E S AER AP RS 2589815,

o SLBIRIEN Z M IEIE RFC 1123 DNS IR ER, HASFEU TR

o NABNEFREFFRH -
o UFBHFFHIFL,

o LUFRHFFRLERE.

1. £ WMCO #& 22 [a R il — 14 -y windows-instances B ConfigMap, ATt ERNM
Windows 245,
R

HBACECERS data MO IENRE, FERAMIFHRETF, {E79 username=
<usernames,

-

A B AR 5 7 51

kind: ConfigMap
apiVersion: vi
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https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh_server_configuration#configuring-the-default-shell-for-openssh-in-windows
https://datatracker.ietf.org/doc/html/rfc1123
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metadata:

name: windows-instances

namespace: openshift-windows-machine-config-operator
data:

10.1.42.1: |- @)

username=Administrator g
instance.example.com: |-
username=core

Q WMCO &3t SSH i a2 fisgtttt, TTLLE DNS &FFsk IPv4 ik, XAtk A Fi7F7E
DNS PTR ik, HIRMEHIHLFERE DHCP £ E IP ik, EBiIUES DNS &5 BYOH =2
BB EER, MR%E, NHEEELMSEFT IP #hilt i 8 #H windows-instances
ConfigMap,

Q FARFGHOIRNEE AL,

8.2. & BYOH WINDOWS =L43

18R] Do RREC B R A 5L 51 5% B SEHIBRRS HEI 6L 8% 89 BYOH S, HIBRSEHIRTERINEIREE 2 AT
ZEEBIIRE B ERTE, R BAENESRZTH THEBRRRMNENXLLEH,

E 2 MIBRSERI, HERIRMS WMCO MO LS BIRAE T AIZSEFI, Hian, EM_EFIG R 10.1.42.1 5
B, BREMMSESNIUTRES :

kind: ConfigMap
apiVersion: vi
metadata:

name: windows-instances

namespace: openshift-windows-machine-config-operator
data:

instance.example.com: |-

username=core

fitik% windows-instances # 1 A BUEII RN T mBIFTAE Windows SLBIEYTE K,
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2 9 = IR WINDOWS T &

9.1. MR — M EHINL 25
0T LU B4 7€ BO L 250

E@ o
oL RN TELE.

FRFM

o % OpenShift Container Platform &%,
e % OpenShift CLI (oc) .

e LIEA cluster-admin I [RHIFE - &5 &% oc.

it =
1. BEERRDNG, HEIERFREVE

I $ oc get machine -n openshift-machine-api
i8S <clusterid>-worker-<cloud_regions #& = EIH 23513,

2. fHERHLES -

I $ oc delete machine <machine> -n openshift-machine-api

E:2

BRANERT, MSBEHSRSZNHEENSE LZITHT R, BERIR L, EELE
ERT, MEERERE T pod WHREITIE, T RBFZZERIERIETTEMITMN, MM

SEBNBTEWMER, BRI R EN SR LF A "machine.openshift.io/exclude-

node-draining" EfFRBTHEZZ T RS TR, IMREMIRHIVZRBE TSRS, N
ILEP O — DN ETLER SR B IS E MBI AR E K,
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%10 = ZH WINDOWS BB T Em

& eT LLE T E%EL Windows Machine Config Operator (WMCO) , FlERZEE WMCO B ECIATR B f &
Zo0a], REFZ1T Windows B2s LYEMERIEEA.

10.1. 13k WINDOWS MACHINE CONFIG OPERATOR

&0 LLME B EDE; Windows Machine Config Operator (WMCO)

FoRFM

o JHERIEE Windows TEf 9 Windows Machine %%,

it =

1. 7£ Operators - OperatorHub TiE ', f£F Filter by keyword £ %£1E 32 3% Red Hat
Windows Machine Config Operator.,

2. m Red Hat Windows Machine Config Operatoriyfil, Operator Tz B %2 1% Operator,

3. £ Windows Machine Config Operator ## & TIE#, = Uninstall,

10.2. 12 WINDOWS MACHINE CONFIG OPERATOR #p 44 28 [H]

BT LU BRBR LA Windows Machine Config Operator (WMCO) 4R BIf & (6],

FoRFMH
e WMCO EMERHZIR.

it =

1. B openshift-windows-machine-config-operator 4542 22 7] h 8/ BT A Windows TE i
£

I $ oc delete --all pods --namespace=openshift-windows-machine-config-operator

2. %iF openshift-windows-machine-config-operator %3 22 8| R BIRT A pod 2B SR, it
FAIERE -

I $ oc get pods --namespace openshift-windows-machine-config-operator
3. k& openshift-windows-machine-config-operator @& 22 4] :

I $ oc delete namespace openshift-windows-machine-config-operator

H A FF IR
o MEEEHER Operator

9>1

o fiB& Windows 7 52
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/operators/#olm-deleting-operators-from-a-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.8/html-single/windows_container_support_for_openshift/#removing-windows-nodes
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