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. — Ignition Control plane
infrastructure type 9 P

Platform info

— Compute node
username/password

Customize for

your workload \

Node configuration
control plane and compute
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ERER, B—NEENBEEA Red Hat Enterprise Linux CoreOS (RHCOS) {E NIRERYL,
RHCOS =& Red Hat Enterprise Linux (RHEL) IR B Z R 2R ENMA, EBBINEH SELinux B RHEL
A%, BEIEEN Kubernetes 77 VIR kubelet, L& Kubernetes f{b#) CRI-O BEZ1THT,

OpenShift Container Platform 4.9 ££&# /4 — control plane Hl23&8 A E A RHCOS, HAaiE—1
KEBMWEREHBETE, # Ignition, X—TLEILERBEVEBENSR. RIERABHIENRAERS
BB Atomic OSTree TEMEERAT, 145K H Operator EENEEEHH#E, LIRMIRIERABRE L
f#M rpm-ostree EBE VR LENR FIRIERAETT, BT EFEAIXLRRA, OpenShift Container
Platform RTLMRERER LEMEMY AR —FEBRERS, Bl RAALRFEENTERERITR
o XL RN BRI LA R 4E HIPA B9 £ 48,
INSRF RHCOS FERM AR BMRERY:, NRHSEEHAGMNBNAESE, B RERSE
W, Ht, REREFZFEHM Machine Config Operator FRER A28, TEFEFEH Ignition BoB XXX
BEANBIBEIRS, REFNA Machine Config Operator S ML 23BIE Z Bk, B4 REFIES
HKEHE,
3.1.1. OpenShift Container Platform &£& X FHMEAR
£ OpenShift Container Platform 4.9 /1, ERILELL A L REFRAREEFBE GHEMEPEIIER
® Amazon Web Services (AWS)
® Google Cloud Platform (GCP)
® Microsoft Azure
® Red Hat OpenStack Platform (RHOSP) hfit4 16.1 1 16.2
o &## OpenShift Container Platform RAX FF&#THY RHOSP KA sp R ANFN A (Al AR A, 40
FTEM RHOSP A {THRARABME R, ESH RHOSP £H) OpenShift Container Platform
pE2IER
® Red Hat Virtualization (RHV)
® VMware vSphere
e AWS EB VMware Cloud (VMC)
o FEM
MFRAIXLER, SEARSTREIENITENERNNAENRENI A BV BB, LMENF
BRSNS IFELLIEIRAE telemetry 2R,
HE
TERE, TXFHUTENR :

o EATHINETA

o EATHNEAH, HNERASEZEEHTRNTA PR AMEFHEIER

£ OpenShift Container Platform 4.9 f, RAILIJELL TS ER&EFER A B AR EZRIEERE
o AWS

® Azure

15
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® Azure Stack Hub

e GCP

e RHOSP hr# 16.1 #116.2

e RHV

® VMware vSphere

e AWS EBVMware Cloud

o iRHL

e |BMZ & LinuxONE

® |BM Power
RIBTAZFOAG, ERFPEFNEMIEN LRk, EaFERATE2ERRMINRZTIER, HEEK
BEERERE®, NEHITZRWEZE, EZRMERER, Bl THRESEHMENGEE

(image) , FMENIBIER registry (mirror registry) 1, ABFEEBLERIERESR, ERABEEY

R EEAMR N AR AIERR, {B7E vSphere SUIRNLEMZRNY LT ZRMLE R, EHEHTBTE
ZEEV M EKW,

OpenShift Container Platform 4.x Tested Integrations TIHEIFRIRH 7B XX ARFEE #H TR E
ém{%/%\o
3.1.2. BRI

=% OpenShift Container Platform &£, &R LLM OpenShift Cluster Manager it s H3E 24
Infrastructure Provider TIH FEZR&EREF. LMLEBUTAR :

o KFH) REST API
o registry §h%, X2 TREFAEAMB pull secret
o H£EUTM, TREESNERSEILBIKEXRE, UAHBKEMRBIBRIER

£ OpenShift Container Platform 4.9 /i, RERFE N —HE = HIT—RIISHHEHE Go Z#HHIX
., SLERFXENARREMRERBENR

o WTFRARERFESHNEMEBMER, CULREMRNEIMESRRELTERSF, MR
RENT, RERFHUBFREHMEBNAEMLS. HESRMRIERS

o MFEBNEHESMEEEMERN, NPIURMATEKEFEMERIWATIR, & Bootstrap #l
& ML, MEISE. FHEFMIIMEEIES.

R RMERA =S : &7 install-config.yaml IR E X, Kubernetes ;&5 H., LAREHINEFE
RERH Ignition FRE T

BF

2258 HA ] AT LUE SR HI &t RHCOS #24E R4IH Kubernetes # Ignition B2 & X, R,
%78 A O3S IENL & SE ARG LE XS RAT ISR E LM, MRBW T XL R, £EE
AR TEIZT. BTEEXMXE, 1B Kubernetes #1 Ignition BB XHAZ X, K
B IL KBRS LNE 7T T RE,
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https://access.redhat.com/articles/4128421
https://console.redhat.com/openshift/install

B 3E RENER
REBCE SN Kubernetes SEH, AREFEHIREE Ignition BEX 4, RERFFHEAIXL Ignition
Fo B SR AR R
BITRERFN, MERENXHRIKES, RLESVENHEERRERNMALEB XY,

IIII i
TrE, BREERERRIBPRENSH, BAIMSH—LERERML.

KAREERFEFNIEMBRNRIETE

MNLR LB N FERAREEFEFNEMRE, RMNERT, REEFRIALEAS, RTEMACITE
BITHRENE, FHVERSEREHSENRAE. TLAUAELREIRRIFENEMELIIR. &
LREFHNEEHE S EZEMIEN,

IRET D REIEER B E LER, W TiESER, TEREREEHMENSEREIFMER, NTH
ENER, BALUEEEXTEAMESIFMER, M control plane AN SHE. ERHHBENELHH
J5BY, 85 Kubernetes AR5 M %% #) CIDR SEH,

EATRE, ALMEALThAERE R E &4 RA AN, ERTEREMIMNEH, TUGRARERFRE
BB & SR A R SR R R B 7

T RERFESHEMIEIIMIERE, OpenShift Container Platform AT BBERMAE A E, SiEE
ERGARE, BEVNSERYN FERANEES BEMANEREDIRENTR, EERTFERENAEH
FETEE,
FAAFESFNEMPRENRETRE
140 LATE B SR ERH £ &2 25E OpenShift Container Platform, &R RERRFRERE S
SREMBMPTRNTE T, BAIREFEMIEN, RARNEHNEINTRENEMENLH,
MR EARERFESHEMIEN, BniEoBBMAETNEHTR, SiF:

o HERH control plane AT EHESHIEZ £ Al Ze

o MEIIMER

o EBYML, SIE DNS ILEMFFENTFM

o SREMZBMAN ARRFIEE
MREHERERABEHNEMIEN, EaLUERN RHEL ITENZRRINEIEEH,
RESEFEMER
HTFEESNEEFNEENNRHBREEEHMNEXELR, EL OpenShift Container Platform EXIIAECE
HAlE & # AIENT Bootstrap Nl2s ST HIE RIRHEFEA control plane, @1 {5 F #5404 01 R L BFAY

Ignition BE & X175 5/, bootstrap Hl2RAIEEZHM control plane #J control plane #1835, A&, control
plane #2301 E (compute) #l2s, FHERUEATX—iT72 :

17
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3.2. fll# bootstrap. control plane #lit &%

Cluster installer

lCreate

Bootstrap node

Datacenter
(cloud/on-premise)

Controller node 1 Controller node 2 Controller node 3
Control plane Control plane Control plane
RHCOS RHCOS RHCOS

; i }

Compute node 1 Compute node 2 Compute node 3

SEENERAMA1ES, Bootstrap W2 iF#EH %, PTESKEHERE Bootstrap I 2R MNALEER, BEER
CESSRHNEMIEN, NTFINERITETE,

BF

o ﬁﬁfifiiﬁiﬁg Ignition BEE XS ETE 24 N\ et BRRIES, SR BRI
TEAT, ﬁD%E%%ﬁfb%ﬁﬁ%l‘ﬂ%ﬁ, BEBHE 24NN EER, SH28RE
THEEI’JIEJFJ — oIS E, B Fohitt R IER node-bootstrapper iiE5E

HR(CSR)E M E kubelet ik, WIHRELER, HSHMILHIR control plane
ZE% H kS B9 STH,

o EIERIE Ignition BEEBEXXHAEMKEH 12 /MNTREREN], Eh 24 NTHIEBRTE
%ﬁﬁcﬁ}:m 16 /NISFE 22 /NI [RL AT RO RS, aBId7E 12 /NN R A Ignition B &
X, A LR R AR RS RRPEANHIT TR B S B R & KA A,

bootstrapp &£&$ KA THIE :

1. bootstrap Hl2&/EEhHFIAIEE control plane HlZR5| SRR TIR, (WRESEBEEMZE
g, MEBEAIF)

2. bootstrap #2885 5h#TT R eted B —NIAES Kubernetes control plane,

3. control plane #88 M bootstrap HERREUERE FIRFTREEN. (MRBCEEBEMENY, NFE
FAIF)

4. 1IfEY control plane 4 7 M5 control plane AR B4 7 #11E control plane Hl25.

5. Cluster Version Operator (CVO) fE%&F %% etcd Operator, etcd Operator ZEffA control
plane 1= E¥ & etcd,

6. IImff control plane X#, FIFREINZZLE 4 IR control plane,

18
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7. bootstrap ¥l25F OpenShift Container Platform ZH43F A &£ £4% control plane.

8. REFRF KM bootstrap Hlas, (MRBSEEEMZEN, NEEAIFI

10. control plane LA—%H Operator B R & HAhAR S5,

SERX L bootstrap 112G, MEMK—NEMEZ/EM OpenShift Container Platform 5£8%, A5, &R TH
HEEHRZEMENERAH, SEAZTIHIIMERLUEITE (compute) #Hl2F,

RESOH
OpenShift Container Platform ZZERZFHEREHESRXITRELEERE, ©ERERLRIEFRERKD.
RESTHGE, BAILERESMEEES,

Heth BT
e fNFEA X OpenShift Container Platform EBE FHIRIIFEMER, HSHA HNEEEE L

3.2. XF OPENSHIFT UPDATE AR5

OpenShift Update Service (OSUS) 1 OpenShift Container Platform 12t E0FEH, &% Red Hat
Enterprise Linux CoreOS (RHCOS), Bie#t T —1 K%K, EHPTEHH Operator Ii= (vertices) #l
EEENM 2 (edges) . BIFBARKRT BRI LULLEHEIMMRA, MIRRREHNERME, AFEE
SERBEHHRITITHERR S,

& BEH Y Cluster Version Operator (CVO) 2% OpenShift Container Platform BE#TARSS, FHRIEZHAD
AHMAFEFRERREERNEFHMENRR. SEEKREHN, CVO BAZEHMNALITHEER
RARHIERE, L1TITH (artifact) FE N BRTHESRITEE Quay H,

47 ik OpenShift Update Service (iREFRANEHT, wTLUMER—MRAKIEE BRI BEEEIE, &

PMROTIHHREBRIERESXFNTEAMRARMUREMAGHIRE., EEEBINGESHENMRA
&, OpenShift Update Service 2BAE SR A,

BF

OpenShift Update Service IR H RIS EHEEFERH. 1R OpenShift Update
Service AEIWAN R, XA E N EH N BEIRATRAFE S MG,

AN EHISR TR EMERN Ti21T. S—MEGSRSAERENNEEL, MELNARER, Had
Operator IS R#EHRE, LIERENE2ELTFAIA, ARHKRICRE, B EHI2R521H OpenShift
Update Service, LMRAEE#H =S A,

BE
R FAREBETIRE, FFFREHLRFEERILIRIIMRA. WRENEHRKI, 15
HRRLLIE ¥,

EEFHITFEH, Machine Config Operator(MCO)SH#ECE N A EIE 28, MCO A
maxUnavailable FEIEER. HhiANSREELSPHT RBE, FEelrchFTTH, ZRIVERT,
XMEREEN 1, RE, MCO &N AFEEHEENS.

INSRIEHE Red Hat Enterprise Linux (RHEL) #l.28FA{E worker, MCO R&TE;XLEH| 25 £ FHT kubelet,
NIB AT X 2R E B HT OpenShift API,

19
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LETARA SN AR kubelet Bf, RHEL #l257T%:R[E Ready R, ENZRATART, ELETHME
. BR, ANEBRETRATTRT R, AUTUE-—ENSTEERANERT, BRESHEHFE
{’EQ

OpenShift Update Service B Operator #1— N84 % /N5 A2 SE B ZH A%

3.3. 3EZ % OPERATOR My 550K

Operator B9 ZEHAK L RE T — Operator @ BRI R EREFPHEEXAGHNTR, 0R
Operator KB N #ZE (unmanaged) WK, BARRMNEEERRN, BFRRKEIELR.

RRACALUEFREIMERBENANIRRPER, BLTHERERSEH Operator FRERXZF, KHE
BARERTEEESNHENEENFR,

AE AL T 3% Operator B WIEZERS :

e Ji3T Operator ACi&

JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, fl#, Red Hat OpenShift Logging Operator BiF ISR EEEMN B E L KR
(CR) HAE|EM, M Cluster Samples Operator {# [ 7 £ 856 H L & ¥R,

¥ managementState S#E X/ Unmanaged E#& Operator f2FHEBEHNTEIR, BA

ST ERRAHERBEE, —L Operator ATREFAZFILERRE, ENETREAKMIFER,
FEFIME,

Digk

H
=
=

ST Operator B NHRERER BRI ZHEHGMINEE. RS

AR E E (Managed) RS AIES K BEREIRG HK.

® Cluster Version Operator (CVO) &3
A1 spec.overrides SHARMEI CVO EEEH, LUEBIERIRENEHER CVO 1T HEERIG

=, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

==
[=]

>

RE CVO BHERFEBNMEBHLTAZIHRE. EMRmEERER, ¥
A AEI R EFEST ARG .
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55 4 & RED HAT OPENSHIFT CLUSTER MANAGER

Red Hat OpenShift Cluster Manager @ — M2 ERSS, EBaIlZEk, Bk, BRIEFMFAL Red Hat
OpenShift &8, RS AVF R B — (USRI BRI A £ 5%,

OpenShift Cluster Manager 3§ 5 & 1E AWS(ROSA)#1 OpenShift Dedicated 5&f %% OpenShift
Container Platform. Red Hat OpenShift Service, Bif i 5T B L FEH OpenShift Container
Platform 5£8%, LUREHI ROSA #1 OpenShift Dedicated 52%,
& T LU#E A OpenShift Cluster Manager SEHAT LT I2/E -

o OIEHEE

o EEKRHFIBNIEN

o FAY R, BT RINE. ME SHRIEEESEEER

o FIByInIEH

o iiRERF

o FEFAR

4.1. i[7] RED HAT OPENSHIFT CLUSTER MANAGER

& m] LA BB B9 OpenShift ik 7 157 OpenShift Cluster Manager,

FeREH
o MAE—IKF, K BF OpenShift ZH4H,

o IMRZ|ARER, THNMIEE T B,

it

o HRAMMEREIREE R OpenShift Cluster Manager,

4.2. BHLERIE
TERB BB, F/ ATAFERE MR B T — LR 4F -
o HTHRHIARET— web BHIA, ELRMFEETURERL NS

o BFTHXRAAFEHAMAEEEMAENNLI AN, BREHPNNEIERMNTALEEEN
HE (WRERA) , FIHIRET REFFMIRER.

o Rl b s RIS SR B

4.3. LRI TT
P —ANERR, REMEMR RS UERXNIITET, EHRERME LRUTHET
o

® Access control
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% 4 3 RED HAT OPENSHIFT CLUSTER MANAGER

Bf$ hnZE 14
RaL%
Insights 25
Hlasith

X

WE

4.3.1. BB PRE
Overview T FiRMEE X MM BEEENER :

S5 DEROIBEHMWH—ITAR, b ID ATRFMeSITRERLEGS.
Type ZREEFIEFEMAB OpenShift it A,

region EAR 5525 K 15,

Provider B R&ER IR TIFL N,

Availability B REFERNTAKEE, TURREIHES K,

Version B&EFH L ER OpenShift R4, MRETAER, EaLUMILFEER,
Created at /"5 LI K B HAFNNS A

Owner TRABIRERFFHEBRMBEENR.

Subscription type T R IR LB HIE R,

Infrastructure type 252 E AR F KB,

Status I REEHH L EIRT,

Total vCPU S /RILEEF AT A REI CPU & 2K,

Total memory BRI EEATARGFLE.

ikse =

Persistent storage ‘Z RILERF A ARFHE =,

Nodes i REER LRSLRMATE T R XEHFAIRRSENERHT BM AL,
Network & T R 55 A0 st 3 FIRT S

I Resource usage 29 TR EF A ERAH R

Advisor recommendations B3 IRE SR £ M. MHRE. TRMMIREEXWILE, KTEEMFE
TLIEMRERINEE. BB IAER Insights iR A 5 5B X897,

Cluster history #39 EREEBETHIAMENS, SIE0IEMNMEEFMAN
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4.3.2. Vi [n[$EHIFREE 1T
Access control LU E AT EBFTEE X BB D IRHEER, BIANNIUR, HHEMAFAZRFAE,

FRFH
o BWNREREE, AEAETANRYTERTERHLNAE,

it =
1 %EF BT AR R,

2. NEFERTEHAGNAFBALIBIKS EX,
3. EEEEERR T ABRH.

4, FENEXRMA, PR P& ER"Cluster Editor"ifd],

4.3.3. M INZE AR5 T

Add-ons i+ R ADRINEISR B R AR A el e M nZE 4, EiFErn R RIMT N4, AR T RIM I 4
THEEEE Install,

4.3.4. Networking 7% 71

Networking 1124 control plane API i s AN E IR N A2 B BRI 2%, control plane AP i s FIERIA
N RARRFERESREAIULEG, HEREFES BN NS IEE,

% -
M FREFEIRS (STS)RE, THEEBUXLILI,

BF

Red Hat OpenShift Cluster Manager "% #f Google Cloud Platform (GCP) & B 44 1T
Z1, MRIEVMIEHMIANT capability.organization.create_gcp_non_ccs_cluster f{[R,

4.3.5. Insights N ERZ T

Insights Advisor %1718 F§ OpenShift Container Platform #J Remote Health ThEERIHFIFIE R £
M, MERE. TRAMMIEEMENXES, 1S OpenShift Container Platform A4 FRBYE F Insights & IS8
R YA,

4.3.6. Hlas i

NRA B AR ENAHNEM, Machine pool AT F A IFERAT A E OB HFHIN 2,

1% More options > Scale $TFF "Edit node count” X¥iEHE, FELLXTIERES, EATUERENTHRAT
=¥, MREATEVY R, BHALUNEST BZESEH,

4.3.7. XFE

@it Support EIF, EALURIMN KA XILEFIBMBDAN. A, AR MX MR T )
B— R,

24


https://docs.openshift.com/container-platform/latest/support/getting-support.html

% 4 3 RED HAT OPENSHIFT CLUSTER MANAGER

4.3.8. KEIRE T
Settings 1L E N EBE AT E1RAL LA -
e Monitoring (BRINEFE) RIFRER P E BRI, HSI T MR IEHR,

o EIIEMKRE, EULMEREEEARENNE—XLBIER, NEZETUFIHERR
BE#H.

o TmHFE RWEA RN RAETRT THENEBFEN A, BRSNS ER, 7R
il

o BEHFREETHABMNRA, UKEREETANER,

4.4, Hih R

e N OpenShift Cluster Manager FIFEEE X #Y, 1S OpenShift Cluster Manager 344,
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% 5 Z CONTROL PLANE Z2#5

control plane H control plane #2840/, fi5iEH OpenShift Container Platform ££2%, control plane
MBREEITENSE (BRI worker) EMITEEL, REASH &S Cluster Version Operator (CVO),
Machine Config Operator #1—4H #.3# Operator FIIR/F R E BN W 2R E FH .

5.1. EANSRRER T REEEEE

15T control plane B4 T EH MV S IRIBE BRI GTURRER S AAH, XLENBFHEF AN ARE
&t (MCP) . M MCP EE—HTRRENNMNBEE, TRHAERET BFTERN MCP; MCP
SKRBEEHIENT RABKEEE T R. MCPHNT REEHENEE ; XEKE T RO BHYEW,
LASE V38 hin =k B B T4 7 5o

EINERT, EREREECIENA MCP : master #1 worker, & 1EIA MCP #i5—1MNE X MEE, H
Machine Config Operator (MCO) NF, ZEENFEIE MCP BBIF MCP A%, eI LAOIEEIAHY
MCP s B & R BB EFBHEEINT R R RNE E L AFINT &,

BHE B REM worker ittt EEE BRI, S 1SHEMNESECE R T worker 8, 1B T ET B E XL
HhERBREUMEESN., BT BEE M worker it EELE, X worker StERE B NE N EEIBE X
. MCO FAZ#r M worker st 4k AR EE B B E Xth,

TRRESEE—TMCP ., MIRTAASNE5Z MCP X NAFRZE, 0
worker,infra, ©H infra BE AR worker BB, BE CHRET S S EEE
TRINEFREN. FEFBEE BT RE worker EHE,

BB HEMPESENENT RABRLUE—IEE UHE, A0, INREQIE infra 77 R infra TF
i, BWGIE—NEE L infra MCP SARLET maHE—#2, MREN infra B E&RZE N BE worker 7
=, [FHEH workerinfra dual 1%, {B%EBE L infra MCP, Il MCO I HER— worker 7 &,
INRIEMTT MR worker 155, FRF infra irEmANESHEIBE Cthed, NNHZT mAA# MCO
R, BRSEBEFEE,

8%

EEEA infra &ML RIIRRIZTT infra TEME, WARHTERITHE8H, BB
infra 77 RBY MCP SREREI R ARBERF ; h T RIFINES infra BN, 7
FERERUMERF TEARSABERNZT mLE, X8R infra TYEAERNTT HBM—

MCO VM EH., Fla, RESFMFFEMINET, NENEEHFPNT RSEEHF1T. NRE
WINEE G, MhZthd ey mife5i 5 master 1 worker 17 =B B #,
5.2. OPENSHIFT CONTAINER PLATFORM 94,25 A &

OpenShift Container Platform N EN D EFAENA R, XLHBE U REEEANIIE, £EEST
A master #l worker BRI E X,

ERHILEE bootstrap BEME X, BT bootstrap MER(UIEEEFLEMFER, FILHE
THRETE SR BF & 5 SO R R,
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5.2.1. control plane #17T m EHFEA M

OpenShift Container Platform kR& #4715 control plane EHLFN T mEMNLAIBIICES, 150, 1E 4.9 5&F
H, FA control plane ENERLIIE 4.9, FIE T RELFER 4.9,

EEBEANI P EINRA AR LB o] AES, B0, M OpenShift Container Platform 4.8 #ZE|
491, —ETRAREMT REEMALE 4.9, RN EM control plane EMM T RENRB ATESR
BN ENSREFEEERFRE—LINEE, B NIZRIRREHH control plane ENFNT mEMN.

kubelet iR 557 BELL kube-apiserver B3, FHRIFEEH OpenShift Container Platform A S BB EH
BIARBY, REALURTFHNREEX, FTRETT ELHREREN

OpenShift Container Platform iR#< X #89 kubelet (&%

Z#H OpenShift Container Platform Xk [ HRZRFT—ThRAF

{B# OpenShift Container Platform R AR [2] 5% BTN RAE

1. 5130, OpenShift Container Platform 4.5 4.7, 4.9,

2. 80, OpenShift Container Platform 4.6, 4.8, 4.10,

5.2.2. &2 worker

1E Kubernetes 2&£/1, worker 11 m2i21THIEE Kubernetes F g KBYSEPR TE #8975, worker
TEREERE, MEN master RS —EOMIAERRF REELT m L/FEIRERH pod. EERSTE
B worker T _EIZ1T, 83 CRI-O (ENASEIE) | Kubelet (ERHEITIZITMNELASITIEMNESE
KEIERSS) , URIRSHRIE (B worker 2 [8] Pod BIEIE) .

£ OpenShift Container Platform H, #1285 FR3EHI worker #1285, B8 worker BN ZNITTET
EfE, XERFEABIT BElMFENZTRETE, EN OpenShift Container Platform EBE X%
HIERRBIMBEN, Rt worker MBS #AK N 17 & (compute) W85, TERLITHRAR, worker #LE5H0 11 &
PlaER A I B EARAE, RNt EVZSSHIME—BRIAKEZ worker 185, TEARFH OpenShift
Container Platform kA& m, EINER TAIsERERAARARERENITENES, MEMZEEMENE.

H285 = machine-api o7 & 22 8] LR FURME Y. HBRERXITERESHNE LS
FBRMECE, R, H2REE! (MCP) =2 Machine Config Operator (MCO) &%
. (BB —ER>. MCP BTN NEAE—#E, LUME MCO B EEHEEEHETHL.

5.2.3. &£ &f master

1E Kubernetes &8¥/, control plane 7 sRIZ 1T Kubernetes £B¥FTTEIARSS. £ OpenShift
Container Platform #1, control plane #l28/ control plane, B IR B &R TEE OpenShift
Container Platform &8 Kubernetes fR55. B NFATEBEESA control plane A BHIHL2REBZ control plane
ML.2%, FTLL master #1 control plane @RI LAE #{EFARIAIE, control plane HlER R RO HNLERE, M=
H—RFMITHINES APl BURE X, FAB1EHE N B E control plane #1258, LARG IEEMIBRAFA control
plane Ml 28 F A ELRE,
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==
FIB L~ ERE &L IERE =1 control plane 77 5.

master £BF Kubernetes 2K 5IMIAR S5 E3E Kubernetes APl [R55 8%, etcd. Kubernetes 1425 SIS
Kubernetes JHE2E.

% 5.1. 7£ control plane Lj2fTHJ Kubernetes IR5%

Hit Hah

Kubernetes API IR%5 23 Kubernetes API IRS5 235 IEFH ERE pod. BRSSFNE HlIEHIRMEIE, ©iF
NEBMEZREREBET 1N ER,

etcd etcd FHER A master IRF, EHMAGNE eted BTN, LUFEHEB S
AFEERE,

Kubernetes ¥4l 25 & 12 25 Kubernetes 1423 E RIS IE T etcd BEB N RMEDN, MEH, MR

], SSKPIEHISBNR, AEEA AP REEISLERENRS. X
R R OB AR N A S LB —NERRE SR,

Kubernetes JERRF Kubernetes HERZF LB LB T S MFT OB pod, FHEFIEEZ
pod BB ET M,

714+, 7E control plane £i21TH) OpenShift BR55 &3E OpenShift API fR55288. OpenShift 26 2REIE
28, OpenShift OAuth API i 55881 OpenShift OAuth AR 5588,
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OpenShift API fR552% OpenShift API fR$5 235 IEFHECE OpenShift TR (20T H. EEHFE
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e CRI-O &2:5|% (crio), ATFZITHMEERZR. OpenShift Container Platform 4.9 £ CRI-O,
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BERSWEILAE, BILERTU N B ETINRRRF R H.
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1£ OpenShift Container Platform A, FRBESREFThEEER X2 B —RIIBRIN Z£7# Operator A, &E¥
Operator EXRERBHTNREMIFE A E, MEESCHMNARFEBRILE. Kubernetes control plane Bk
MLBRE 75 R 5%
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spec.paused FEXE N true KL EE81 2018, GEE, NREERRFRE,
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o BEMY, FHLERSRBIVNIFESNLETIREE, BHETUES—BNELED.
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BRREBAZES, VEULAREALLFERNIEMNAENE Rt EE, XFESERETE

#,

il

s

ATTHEKRIDNETE OpenShift Container Platform g F1E B R 23b Kubernetes b FATE A AT LA
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LMY, AXENE—RIFENEEMFLENRET R, SENERBENEARAAREEIHESX
HENARRF, XEFEBRRTAANIE, BXMAZE, HEATFRSFCNAREF L, AU
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6.2. fyE— MR AR5
BN RS T —MEE, BB HIHTRSE.

8%, BRE-TATHERSBMIE, #0buildah 3 docker, BMFE—NMERBTHFAETHXHG, BF
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=

BETXR, BREE—MMIBEREEEXRNBRGER, UEATLLEEHREEEECZITHME, XMIBH
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Create Dockerfile Build Push
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Developer Software Image e @
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4. tRic (tag) FFHEREER registry : M ARBKRINITE (tag), UIRHBEEREFHNEZASRH
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E BRI,
6.2.1. AT B %l

f& M buildah, podman # skopeo B EE AR FBITUINERFHREP I E LT HTE OpenShift
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Kubernetes 1.20 FFf T %f Docker Container Engine fE N B8 12 1T O, FIFTELL
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Catalog f&7], #ITFEIAAIT :
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RED HAT .
OPENSHIFT i @ kube:admin
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Project: openshift-operators «
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Developer Catalog Developer Cataloq
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will show up here automatically.

| Allitems All ltems
Languages .
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Middleware
Other
NET / NGiNX
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o reverse proxy (nginx)
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BEREHROE (registry) REHARTENME, MEEATUSHARE, FHEIREARELZTH
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Platform A& A &K Operator, Quay.io IR T FMEHMELEANANAE, S Helm Charts,

INREEFG RS registry, OpenShift Container Platform & & S3E— N FAE =28 registry, B
OpenShift Container Platform —ER&EHEHER Liz1T, ZIIEHIRMH Quay.io registry BIFAEMRA, FR
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FELmAREE, YEEBRRNARFHEMAFERN, FEEOE Operator, Operator A
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KRR &H. T BNARFNIRERERENIIE. EREBNARFERE, HiFEs (NEH
Operator) AILLEZIA %, FH BTN Operator BF AT ML,

Blan, B NTERFEN R B &0 8B Operator FAIEE L, 1k Operator TE X ERIN A1 BN AR
#12, AUERGEELRTICIIXLEES,

R EFTRBEMNARFAET (&M BERRIIET) #BRILUMER) Operator BETEM.
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# 7 Z RED HAT ENTERPRISE LINUX COREOS (RHCOS)

7.1. = F RHCOS

Red Hat Enterprise Linux CoreOS (RHCOS) @ I 1277 B B shb =2 A 2 Th BRI Red Hat Enterprise
Linux (RHEL) B EtERRR T —REBRERBIERIIRA,

*FF R OpenShift Container Platform #l28, XX RHCOS £/ OpenShift Container Platform
4.9 MZHE, RHCOS 2ME—3 OpenShift Container Platform control plane 5% master #l23Z FHIIRIER
i, BIRARHCOS @I ASRENZBNBIVIRIERS, BEMALIOEFER RHEL E A EBRERSNITE

(compute) Hl2§ (HBFFH worker) . OpenShift Container Platform 4.9 faA # /4 i@ FARIEE RHCOS
7%

o MRALKREFEFHEMEN ERERER, N RHCOS GifgaAREIRP I BITE
. EHM Ignition FEBEX M (4 RHCOS ELiE) W4 IR FERENR,

o MRFEHLEIMACEEMEMIEN L, NIlEEZREXEFIKI RHCOS ik, £/
Ignition BR&E X, FEF M Ignition LB XX KB 2%,

7.1.1.RHCOS X EIhfE
TRER T RHCOS BRIERTIMEEINEE -

o HTF RHEL : KEZEBFREEERH RHEL HHEMK, X#F RHEL WERFE. Z2MEFIEHIEE
¥ # RHCOS, N, RHCOS ¥4frF RPM BiEad, FHED RHCOS RGi#RLL RHEL A
UL systemd ¥R 1L RA BB —HIRSS S5,

o PEHINA AL : RE RHCOS @& RHELAW, HEMBEERELEIAMN RHEL REF ™,
E M OpenShift Container Platform &EZfEHIT, KE RHCOS #l#&H, HMRBEEBHR—LR
BOLiE, XMZIRIARL M OpenShift Container Platform A LAfF %R+ RHCOS R4 MR
R, EmmiaAERRE A B9 28 FARIE R FTHI RHCOS BeBHITE#T,

e CRI-O A#i217Hf : RE RHCOS &&1217T Docker FREM OCI #1 libcontainer &N R 23HI2h
B2, (BEE@EM2E CRI-O B2351%, MIE Docker BEF5IZE, BT & FT Kubernetes & (5l
0 OpenShift Container Platform) FrfEHITNEE, CRI-O RILURMS @ Kubernetes IRAFREH
HEIhEE, SIRMERINEEENELRSIEMEL, CR-O NAEMNERERE, BXNEZEMITEEERE
/N, B#I, CRI-O 2 OpenShift Container Platform S£&frhME—a] FHHIFIEE,

o ABIERFAH : MFIEMME., SFHMUEMAXNBTERSZNES, RHCOS A—HEANA
BRI ERMAE Docker CLI TE, podman CLI TEXFHFZLARZTHIIEE, HlIZT. B
=1k, TSR E R R AR, skopeo CLITETLEH], BINEMELER, ETLUE
3 crictl CLI TERAIE CRI-O B8 EHMASEM pod. RATEIAE RHCOS REREFERIX
LTE, BaEelIRFHHNEN.,

® rpm-ostree 7% : RHCOS E B rpm-ostree RIHITE S FAHMITHEE, BF BT BERR
&34, FHB R OpenShift Container Platform BT IZ2M—E 4, HE G, HE. RIE
REGRFNEBAME, AREBRENMERRFLUSIEIFIRA. NHLURSIARERFFHEA
i, WERNERIENTIRD.

e Bootupd El{#l bootloader #7 : Package manager #I:EA %%t (4040 rpm-ostree) FNEFEHT
Bl sk#& bootloader, @it bootupd, RHCOS A FIMEA LRI RI AT, RADWIRIESR
GEHFTIR, ZIEEBENRENLH (41x86_64. ppcbdle Fl aarch64) iZ{THI UEFI FIH
BIOS Bl SEX RIE 4B F BT,

BRI %%E bootupd HIi¥tE, EEE @ bootupd BFHT5|-FFREFEF X,
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e @it Machine Config Operator 8% : £ OpenShift Container Platform A, Machine Config
Operator AN IBIRERGIFA ., rpm-ostree LURFHTH R IRE AL, & yum AHABFE A IRF
REDYHS, FHORERGBEBAAIIREHHT, HFETRERNFTREN, NRARLEI
(Al T —RENRF EGFLEEHE RYUROIE LARTHIA S, OpenShift Container Platform H
B9 RHCOS F 2R B AT HA M AT Y,

X F RHCOS %4:, rpm-ostree X4 BER LU THHE :
o Jjusr BRERGITHBIXHMENFEAE, FERRIEMN, BIFZRERBIXE,
e /etc. /boot #l /var T RS LR A EH, {EREEH Machine Config Operator Bl

e /var/lib/containers R T EE B SRR RN EFEEULE,

7.1.2. EF A ERE RHCOS

RHCOS Wik it BB R, AR Ex/IAFAEENER T OpenShift Container Platform &EEf A 1TER
E, TeHREANEAHEIE :

o ME&EBIEMZ (40 AWS) FFi8, =& B1TEFEMEEN,

e 7EiZ1T openshift-install i, 7f install-config.yaml XX iRV EER, MEILMEERE L,
B F OpenShift Container Platform ##J RHCOS RZi#%1% 11 71 OpenShift Container Platform &2
KHITEEERE, RALREBINEREEHR RHCOS Hlgg. ~ T, AL RHCOS Mas&E A 1TH RN
BN, BERNIZERERE RHCOS %41, KR, MREFETT OpenShift Container Platform 7 =
ERmsETIEE, HFEEFAUTARMITER :

® Kubernetes TEfi#* %R, M DaemonSet #l Deployment : AR E[FAR 55 s H th A F 2 A ThEE
AINEIERED, HERNEITRIN Kubernetes TEAEHN R, N T IHADTEELMFF I E
BMXS, ERET REEZANAXLEIRERRERE,

o FE2XAEUKREMS : MRATRE, ERNERT RIHTEMBE LERENER FEDIER, #
EEBEBYEBHTLENT SAFN, XEFERAUEEMNERE, BARAKTEHITLIEHNE
#. GIENBREESIEN Operator BE X FHREHITIXER E LKA E,

o FIXRMBAENEE : W FREGSREINSIAHITHEE LERE, ATUERUTAEBRERH
DUERNAEERSISNMES. B1XEE LEEE:1121T openshift-install #[F]89 Ignition
BB L HC, WAIUEBRAFB&ERN ISO RETEHRME| SR,

BUF BIE A LATESE 1 KT E FIHI R
o MRS : MREEHE RSN EERFENAKRINEEHHE,
o FAME : MREHLEHNFEN T R ERIRXERSIN, Ll FIPS X,

o PIRKEEIR - 1R Linux RECE AR N EMEENEGH LE (NR-FIUMF) R AR
R,

e Chronyd : tIRZ N IR ERRIENLE, M EBRSIJAMLE.

FRMIX LSS, BRI openshift-install iRtS5%, FHIESEANIER, 20 MachineConfig, iX
L0 R E B NSRRI R R Hsh 1% #%5 Machine Config Operator,

39



OpenShift Container Platform 4.9 224

o REFRFEMKM Ignition BB XS ETE 24 /MR HARIET, ARETESHAN 3
TEAT, MREBFICPRIKMER, BEBTE 24 NNEER, £$HE0RE
HHRIER ., — IS E, B AFshitt £/ IER node-bootstrapper ik %
FIEK(CSR)EIMRE kubelet iEH, MMBERLER, 1FSLIMTETHI control plane
UE7 HR kS B9 ST,

o EBIIRTE Ignition BEBXMAEREM 12 /MNTRERTN], BH 24 /NTHIEBATE
SRHREER 16 NIE 22 NI EHTRIL, @Bt AE 12 NRER Ignition BRE
X, R LLR SRR R ET R E N HUT T IR BT 5 B & S R A &,

7.1.3. NI ERE RHCOS

OpenShift Container Platform B9 RHCOS REM X JIBURTF, MEERERFE SHEMEN LEE,
T REHAEGFHNEMEEN EEE -

o RERBRFESR  GUSIMFIRETEBOEMZN, LEEERR/IERERSL OpenShift
Container Platform 5&f, X FiXRBIpZL, WaJLURH Ignition BEXREEBN TR LENE
NE, LUEEEHE RSN,

e APFE® : MIREERBEHCHEMRY, NEAFEAMNREMRME RHCOS TTRHRMAR, B
40 : 515 RHCOS ISO RERFIEA LURIMARSHERRESNI RS, BE, ESZHERT,
MRBRFRZAFFERE, &KF& Ignition ELERIRHIBLEE.

Ignition TENFEHRKXE RHCOS REIIHETT, 2fE, ALMERAVIZSEE RkiRM Ignition BLE.

7.1.4. XF Ignition

Ignition 2 RHCOS E#tEECE A A B FIREME N L EER. ©o TR E ILMBEES, 09 XA,
KBRMEPX. EAXHNEBRNSE, BEREDH, Ignition MRENFHEEENMBILINERE, 7
FHECE N A B 2R

T BBEREEFLZREAPRMIE, Ignition IHZERINIT OpenShift Container Platform & E¥H125HY
MRELE, LN RAXERSHEBENR LT, M FEENSR, Ignition #FRIKE RHCOS HifkF+
A5 RHCOS W%, AT EBEIIRASRERRE, LIRS T Ignition BI#IIA RAM Bi%E
(initramfs) BIATE,

7.1.4.1. Ignition TEAR

ZE{E A Ignition BIENL2:, FE Ignition BLESL . OpenShift Container Platform L2 A B EE
BEAERMY Ignition BEEE UM, XL MR FIRE R H4S REFZF @Y install-config.yaml TR EHI

=8
R /tho

Ignition BEEEHLEFHI A R RLLTF cloud-init 3% Linux Anaconda kickstart ETERERZMN AR, BF—L
EEMRX

® Ignition M— NI RAM B £LIZ1T, 2 S BB RN RGERIF. FEik, Ignition AJLLE
FORME., FEXHRT, URNHISENFAXHERGHITHEMEN., 528K, cloud-init&
EXRGBIE NSRRI —EB 21T, RAMABNEE DK 2 RNEIHHITERNE
. fEMA cloud-init I, MELAET REshERF EHEEEF T2,

e Ignition EEMIAILRE, MARERMNE RS, HETRANBIEERRERENRS LIZITZ

&, OpenShift Container Platform &&£## Machine Config Operator $5 58 A B ELHINLZRED
B,
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Ignition NEFEM—HE LBERIF, MELRFAUELE, EREMINGEIZATCERE DK,
X RSMEMTERERA. RAEIHTEN, HIINFLENXHERIRIEHE, UEHRISEF
BEENRE,

T Ignition SERRAERECE R G, WM ALLZT, BREFNE RAM D, HREMT EERE
BIRYL. FIEFBRARSMAMERE S, TRERRT.

&y Ignition RIBINFTEFTlSGR 2 S MM A FHANEE, FUFSKFEERETENNES. MR
J|XEBERM, NABIEERRARTH, MA Ignition BRKEENHNE. EHEHAKTRESE
BEREHNER. MR Ignition TETEMK, HlaasBARAMEIERP, EoIURMFHIN G, —L&
KU EESLERTE—ERNAMA, BRERENECHELEYBRRUTHREAM, XK
(RS PEBERR S 2 IE R AE, T Ignition BEE R TVE75 =0 AT LARS LE HEHX AN (A] &,

402R Ignition EEERFEM, MSB—ANSRENLEXRI, Ignition FEZHfERBERNEERX
BER—aldE. fim, SETRERETFE— Ignition BLE, MiYMIZECERR LI FHEEH
FEORE -, EXMBERT, HIBEERS S Ignition BBE T EER A FIXEH M
Zr, EEIAEER NI,

MRIEFEZA Ignition BEEXH, ErRIRESZAHARENFHE. BT Ignition 2FAMMN, BEEEZIA
BB BER T3 Ignition TTiEIXBNLER. XLENXHHERKRFLEREE, Ignition fFLURERK
M9 H R BUIR BT R . BN, NR—IMXEFEEZNZIORMBR, mHr—1
XHEEZEERRFENE—B%R, NEHEUNBE—NXMH. Ignition IEREHFEHUEMEXH. B
SEANBERE,

&9 Ignition T AMEZEBIFEE IR, ARELE R LME cloud-init REEMBIESS « MLFFIRERN L
WERYD (A PXE GEhEINEE) . ERIIEFH, Ignition BEEE NSNS K, LUME Ignition
AL EHEMEE RS

7.1.4.2. Ignition ##4EFE5
OpenShift Container Platform ££&fH RHCOS #1258 Ignition T FREIBELLT S -

HL23IREXE Ignition BRE S, control plane H83 M bootstrap #l253KEX Ignition EZE XX
4, worker #23M control plane #1253KEX Ignition BEi& X4

Ignition ZENL2R EOBRME S X, XHRS. BxMiEE. ©X#F RAID [£7, EXRXZHFLVM
o

Ignition fFEFA ST R GIBIMR B K3 £ B initramfs Y /sysroot Bk, SAFTFIATE /sysroot FF
Tk,

Ignition BEEEBRTA E LIRS, FHHEIRE NS ITIHITHEN hiEE,

Ignition 1517 systemd G 34, UV ERXHIETE /var B,

Ignition 1517 Ignition BEE&EXX 4, LLIXKER . systemd Bp3XHHE AL E X4,
Ignition £ initramfs FREEERIRF A RGO RIFRE 4

Ignition EBNETHLERHY init 112, LT IRERSB|I SHIRZTHMNEE LS DA EMARS.

T REERES, TR EESEFNARSE, THREER.

7.2. & IGNITION E&E {4
BHERTERE bootstrap HL23H Ignition BB, HZITUU TS :
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I $ openshift-install create ignition-configs --dir SHOME/testconfig

EENLANARE, ERrENE RS HEI bootstrap.ign. master.ign 71 worker.ign 3214,

F#H%E bootstrap.ign XHHARE, 1HET jq i TIERHATEEL T, UATRZXHHNRE

$ cat SHOME/testconfig/bootstrap.ign | jq
{
"ignition": {
"version": "3.2.0"
2
"passwd": {
"users": [
{
"name": "core",
"sshAuthorizedKeys": [
"ssh-rsa AAAAB3NzaC1yc...."

}
]
|3
"storage": {
"files": [
{
"overwrite": false,
"path": "/etc/motd",
"user": {
"name": "root"
|3
"append": |
{

"source": "data:text/plain;charset=utf-
8;base64,VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU71GI0IHdpbGwgYmUgZGVzdHJveWVkIHdo
ZW4gdGhllG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemlitYXJ5IHNIcnZpY2VzIGFyZSByZWxIY XNIL
WItYWdILnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGit1 YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXI
gc3RhdHVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2Vydm
ljiZSAtdSBib290a3ViZS5zZXJ2aWNICg=="

1
],
"mode": 420

b

Z Y bootstrap.ign X4 HRIIEHXHRR, HRARIZHRNEH base64 IGHFIBEBFREFESE
B L% base64 -d t8 5, LATRBIER T LAHIEFRIME bootstrap Hl.28H /etc/motd XXHFHIAA :

$ echo
VGhpcyBpcyB0aGUgYm9vdHNOcmFwIG5vZGU7IGI0OIHdpbGwgYmUgZGVzdHJveWVkIHdoZW4gdG
hlIG1hc3RIciBpcyBmdWxseSB1cC4KCIRoZSBwemItYXJ5IHNIcnZpY2VzIGFyZSByZWxIYXNILWItYWd|
LnNIcnZpY2UgZm9sbG93ZWQgYnkgYm9vdGt1YmUuc2VydmljZS4gVG8gd2F0Y2ggdGhlaXigc3Rhd
HVzLCBydW4gZS5nLgoKICBgb3VybmFsY3RsIC1ilC1mIC11IHJIbGVhc2UtaW1hZ2Uuc2VydmljZSAtd
SBib290a3ViZS5zZXJ2aWNICg== | base64 --decode

i tH 7 Bl
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This is the bootstrap node; it will be destroyed when the master is fully up.

The primary services are release-image.service followed by bootkube.service. To watch their status,
run e.g.

journalctl -b -f -u release-image.service -u bootkube.service

%I master.ign 1 worker.ign XHES;XEpa, EESMYLERLEM Ignition EBEXHHIRIRE, *F
worker.ign, ERIZREFRLF TEX—1T, B©HILT MM bootstrap FKEX Ignition BEiE& :

I "source": "https://api.myign.develcluster.example.com:22623/config/worker",

& B LLM bootstrap.ign X/ T EEILLTRE -

o B : XHBIMEINTE Ignition EEEME HE L, MCO BEHEAERBANXHE, HERSFHE
RHIECIE .,

o WA : BT bootstrap Hl25 N EMHLEFIRML Ignition BLE, Rt master Hl25#] worker H12589
Ignition B &5 2 &5 bootstrap Hl.2FHIEZ B —i277(i# 1L bootstrap.ign .

o K/ : XHKEET 130017, 2EEREMTRIEERZ,

o ZEHIFINMBHNBNXHIRNBTLIR LAIG HEE URL, XFEFRERTILERGLERE. (F
AT Z~M jg 71 base64 S A FERNTEZH 1L, )

e RCE : Ignition BEEX TR BEBRENRANZ 4RI HNXMY, MAZATERINE
XHRen, B, FRMSEBEIZIRSH NFS BX—T1, ZOURM— NFS BBEXX 4, A
BERGSShI B init 2 5% S0

o A : QIEL N core AT, FIFEM SSH BHNBLAIZAN, X, EAILMERIZA LM
IR B RER,

o Fif : FHEMATHARNBBENSZH X, —LESFENXHSHE
/root/.docker/config.json (IRLEEFMARRFIR registry REEUNATFRAEIE) , UK
/opt/openshift/manifests i FECEREFHI—RIUEFH X -

e systemd : systemd 0 S E AT 02 systemd T XHEMNAR, XLEXHBTFESNEL)
RS, TRTFEZTHRNRS LEEIXLEIRS,

e [Rif : Ignition IR AFHEIFRTE, HTERILULHEMITIHE,

7.3. ZEFEHN IGNITION BZ&

MBREELEE T REMREANYIREE, NHREEEESEHNEERER, FHMEEMMEREE
i

I $ oc get machineconfigpools
=1

NAME CONFIG UPDATED UPDATING DEGRADED
master master-1638c1aea398413bb918e76632f20799 False False False
worker worker-2feef4f8288936489a5a832ca8efe953 False False False
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SIHFrENEREE

I $ oc get machineconfig

it =1
NAME GENERATEDBYCONTROLLER IGNITIONVERSION CREATED
OSIMAGEURL
00-master 4.0.0-0.150.0.0-dirty  3.2.0 16m
00-master-ssh 4.0.0-0.150.0.0-dirty 16m
00-worker 4.0.0-0.150.0.0-dirty 3.2.0 16m
00-worker-ssh 4.0.0-0.150.0.0-dirty 16m
01-master-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
01-worker-kubelet 4.0.0-0.150.0.0-dirty 3.2.0 16m
master-1638c1aea398413bb918e76632f20799 4.0.0-0.150.0.0-dirty 3.2.0 16m
worker-2feef4f8288936489a5a832ca8efe953 4.0.0-0.150.0.0-dirty 3.2.0 16m

1535 R EIN ALX LA ZFECEB RS, Machine Config Operator B94T 75 Ignition LR E, HIEBRINF
BZEX (M OO* B 99%) , HlERECEAFMINNEIMAE NIRRT REBE (master 17 55K worker TT &) o
MRE—XHEINELMNBEESXER, NIURE—DXHRAE, BN, BIFE 99* KHFRBEM T4
G BINTE 00 XHHBIFE—3 4. HiAB MachineConfig M REF&H N—N" 2
#"MachineConfig X%, %4 RG# Operator BYEB R, R A LATE MachineConfigPool & EIHY
{Ho

EEEMIGEREFEENMH, EEHSE MachineConfig Xf RHHE"Path:", HI40 :

I $ oc describe machineconfigs 01-worker-container-runtime | grep Path:

it Bl
Path: /etc/containers/registries.conf
Path: /etc/containers/storage.conf
Path: /etc/crio/crio.conf

IR NSRBI E — N EF (A0 10-worker-container-runtime) . iHi0fE, EMXHEMNRBEE
URL HERXBIEIE. ARSHYECE N FHEI £,
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B 8= AL
6 8 E HEAEG
8.1. x T HEANFH

KA (Admission) T EEBIHISE OpenShift Container Platform 4.9 BUZHAE, 1EIHKIZIGUEFIRIL
&, EANREGEIEE AP BIIEXR, BIEFREKUBRFTEEXER, fiin, eil@8%smmARsl
HITR L%, KRRHINEEEK,

HEANEGLUE AR RIRFIIZTT. RFIREMEMAEABEELAENER, BN IEFRE

BiRo

OpenShift Container Platform AN FRXEEE R TRINKEATEY. ILEREHEETFARE
B, EAEGRBBBLEARREN]H TR,

FRT BOARDIEMEES, HABELATLLE T AR BEE X webhook AR5 289 webhook # AFEH S SH T B,
webhook EAIFHAH M : TRAEANFEHENTILEANTEE, TREAFBESERZT, BUTUMEBHRER
FRUFER, WIDEABESRILER, HFESREATBEZEET, WERZZEANGGHL N H
o LIS,

B — DR ARSI A webhook IRF5 2R FIBER AT 5 BR R\ R BR™ £BVER, EXFER
T, WAHITAR B S TR IE &R 45 R IEFBRY,

Digk

®

A

ROIEEFERDSEANS, BAEREMEIEEEB control plane #1E, £ OpenShift
Container Platform 4.9 FR{# 1813 webhook /& AFH{E1EH webhook AR S5 25HITHEE

i, IHAREFAAEET XS, FWUZRAFRNBEFERET T, FEaHE
— IR, DUEEE K EE RIS BAENGER, BERREIERBRT,

8.2. BNIAAE A1

OpenShift Container Platform 4.9 /5 A 7 BAIARYISUERN A N dEH, XEEIARE G BB FE AR control
plane IhEE, A OZKEE., SKEFRRHESMECHREE., UTNRISIHMIENENS

Bl 8.1. S uEA A R4

e LimitRanger

® ServiceAccount

o PodNodeSelector

o LR

® PodTolerationRestriction

o OwnerReferencesPermissionEnforcement

o PersistentVolumeClaimResize
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RuntimeClass

e CertificateApproval

e CertificateSigning

e (CertificateSubjectRestriction

® autoscaling.openshift.io/ManagementCPUsOverride
e authorization.openshift.io/RestrictSubjectBindings
e scheduling.openshift.io/OriginPodNodeEnvironment
e network.openshift.io/ExternallPRanger

e network.openshift.io/RestrictedEndpointsAdmission
e image.openshift.io/lmagePolicy

e security.openshift.io/SecurityContextConstraint

e security.openshift.io/SCCExecRestrictions

e route.openshift.io/IngressAdmission

e config.openshift.io/ValidateAPIServer

e config.openshift.io/ValidateAuthentication

e config.openshift.io/ValidateFeatureGate

e config.openshift.io/ValidateConsole

e operator.openshift.io/ValidateDNS

e config.openshift.io/Validatelmage

e config.openshift.io/ValidateOAuth

e config.openshift.io/ValidateProject

e config.openshift.io/DenyDeleteClusterConfiguration
e config.openshift.io/ValidateScheduler

e quota.openshift.io/ValidateClusterResourceQuota

e security.openshift.io/ValidateSecurityContextConstraints
e authorization.openshift.io/ValidateRoleBindingRestriction
e config.openshift.io/ValidateNetwork

e operator.openshift.io/ValidateKubeControllerManager

e ValidatingAdmissionWebhook
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ResourceQuota

quota.openshift.io/ClusterResourceQuota

Bl 8.2. LM ANEY

NamespaceLifecycle
LimitRanger
ServiceAccount
NodeRestriction
TaintNodesByCondition
PodNodeSelector

RS H
DefaultTolerationSeconds
PodTolerationRestriction
DefaultStorageClass
StorageObjectinUseProtection
RuntimeClass

DefaultingressClass

autoscaling.openshift.io/ManagementCPUsOverride

scheduling.openshift.io/OriginPodNodeEnvironment

image.openshift.io/lmagePolicy

security.openshift.io/SecurityContextConstraint

security.openshift.io/DefaultSecurityContextConstraints

MutatingAdmissionWebhook

8.3. WEBHOOK # A&

BR T OpenShift Container Platform BRUUE ARRGM, BETLLELHFF 7 webhook AR528H7 webhook A
USRI ASEAN, M BEAFEBTHEE, Webhook ARSS25@iT HTTP #£ & X Bk s JE F o

OpenShift Container Platform H7 /2 BU89 webhook £ A$@ 4 :

o TEHEAILRF, FF (mutating) EAFFAHRTDUHIATES, MFEARKERE.

B 8 E MARM
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o TEHENITELERNS, 40uF (validating) /EAFEARFARBERNRIGEWEE. Fa0, AEREME
PR BT —f, fNREIEEE, OpenShift Container Platform &RIREDE R IHE X R,

U APEREIER, TRFIIEATFESFERERE PN ER webhook FIR, FHTHAEA] :
o HNRFTH webhook &RHLAETE K, HABEFIREL,
o INR{E{A webhook B4 T iEK, NIIELEANER, MIELANEREEEE—MELAMRE,
o MMRZA webhook IELEANTER, NMRGHE—NMELRELREZAAE .
o INRTEA webhook FHBRIEEIR, ERGHIEL, HERBEIFERIIXE, webhook KA
B, INREGARIEHIXE N Ignore, TIRIMENE R GHERMGES, NRKEHLE S Fail, K
W& SR G 3E 4G, [ Ignore ATRER WA &/ Tmia B TS & T T 94T 4,
webhook J# A& {41 webhook AR %585 Z RIRUBIE M E A TLS, E£AK— CAUET, ERAZIEHNE
webhook J# AR %5 28 E ABIAR S 2R IE 15 . PEM ZRiZHy CA IEBEAEMHE] (40 service serving 1iE
+ secret) RAEL webhook JE AFEH,
THEESR T A Z 4 webhook RS 28 U714 A BEH TS,

8.1. WAL REATR ML IEEATREN AP HEASE

User

APl request
APIHTTP Authentication Mutating Object schema Validating Persisted
handler » authorization » admission » validation » admission g to eted
Webhook Webhook Webhook

webhook # A FABIRAl, 2GXANRBIF, FiE pod BB IER —HBAE . EARGIH, TRHEAN
BHETLUEANRE, BiEEABETURERS RSN, 2E, OpenShift Container Platform B LL
HE S EMBEIMEM pod, FHIEMAIBLEBMHREITZM pod,

Webhook # A& E WERARAISE :

R ZEARE,

PREIE SR-IOV M4 & E MBI B E LML TR,

% BT TS A BUR LS pod RHZAREE) i HIZS AR,

Pod {562 R 4IE,

8.4. WEBHOOK # AtH{EK R
SHEE N LUBNT API IRSS 238 A BER BZS 20 A SR IO UE A& A TG4 B webhook ARS5 285,
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8.4.1. L F M AN fE M

% (mutating) HEARGEEAEASENE R AR, XRFEREFHEAFTIBHERERET, — 1
A E AR o AR Y webhook Rf5I2 Pod Node Selector ThEg, T{F A A2 A AT AL T
PR RS FRF ELRINE pod HIA& R,

5 AE AR BB B

apiVersion: admissionregistration.k8s.io/vibetai
kind: MutatingWebhookConfiguration ﬂ
metadata:
name: <webhook name> g
webhooks:
- name: <webhook_name> e
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> )
sideEffects: None

BELREANBHERE.

MutatingWebhookConfiguration % REI&#, J¥ <webhook_name> & /3& LI (H.
Z i FM webhook FIEZ ., 1% <webhook names & )y3i&E 4 H(H,

SfEERE, SRS IR L% E] webhook AR5 258915 2.

DI AiTImAR 55 B9 6p 4 22 7],

AiimHAR 55 89 &R,

FATF# A5 KH webhook URL, ¥ <webhook_url> & iE L B91E,

“y webhook RS 238 FAMIRR S5 28 IEHE &M PEM ZiZEy CA L. J¥ <ca_signing_certificate>
% base64 HRBEYILEH,

7E L API BR S5 284RTF R A It webhook £ Afd 4B,

—NHE ML AP IRS5 2518 AL webhook £ AIEMH-AOIRME, FTRERVESIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LM (H.

O 990 9990906006009

FEEANR webhook B 55 A ] A SRBAN AN 14T, ¥ <policy> &t/ Ignore  (FERIINTAAF
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ERIER) = Fail (FBRAEKRIMEIENR) . EH Ignore AIBER NFIA & 7 imiE R ICETTTBIIT N,

BF

£ OpenShift Container Platform 4.9 /1, HF - OIS 28 7o AfE A RIREI B2 0l 2
BN R AT BERIREIFETHHIAE R, R REABIERPIXENERESN, BITFRIG
TEHLG

8.4.2. i EANfGH

AN RIS UE N ER = A S IE A A fRE, TELLRER, ATLATESFERY AP BUR0R I R eEeh 2, LUIMRR G
BAREEREN, PodNode Selector th2— webhook =fjl, ©HRIGUFEATFMHEHR, LIBRAE
nodeSelector FEX 93 iy 44 22 [B] B9 17 s FE 2R PR,

Sk AR ECiE Y

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration 0
metadata:
name: <webhook name> 9
webhooks:
- name: <webhook_name> e
clientConfig: ﬂ
service:
namespace: default 9
name: kubernetes G
path: <webhook_url> ﬂ
caBundle: <ca_signing_certificate> G

rules: Q

- operations: @
- <operation>
apiGroups:

apiVersions:

nkn

resources:

- <resource>
failurePolicy: <policy> ()
sideEffects: Unknown

BERIDEAGHRE.

ValidatingWebhookConfiguration % REIE&#, JF <webhook_name> & 3& LA,
Z M webhook FI&Z R, 1% <webhook names &3 4 (A,

SfEEEE, SRS IR L X E webhook AR5 25H91E B

DI AiTImAR 55 B9 6 4 22 7],

AiimHAR 55 89 &R,

99900609

FAF#E AN 1EKH webhook URL, % <webhook_url> & 43iE L BI1ME,

ul
o
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;3 webhook RS 23 FAMIRR S5 28 IEHE &M PEM ZfiZf CA L+, I¥ <ca_signing_certificate>
B T base64 HRBE YL,
T S API IR 45 23 0HsT B 5 F bt webhook £ A SR RIFLI],

— N ML AP IRS5 2518 A webhook J#E AIEM-AOIRME, FTRERVEEIE
create. update. delete =X connect. ¥ <operation> 1 <resource> & /5& LA,

O 90 O

18R webhook AR 5535 4 7l AN SRBE S a0 H04T. 5 <policy> & Ignore (FERMAT 54
EZiER) = Fail (BAKNBIER) . 8 Ignore JRES NATAE B P ImE R TTE T EYIT 1.

8.5. iLE B SAHEAN

AR T R E SIS EANB RS R, BILEE webhook # ALK VIH webhook ARZ5 88 LAY RIEA
HEBITHEE,

webhook fR 52 tBHRECE N — N REH APl R558%. iXSIFE M OpenShift Container Platform ZH{4{§

FRERZEIES webhook @15, FuI{EM oc tew#H TR, H4, XILAIE webhook F/EEETFTABH
a4 (RBAC) , HPBALE[A webhook AFFEfth API IRSS2RMISFE(E B,

SERFEH
o —NEFEHEMANBRA OpenShift Container Platform ik /7,

e B %% OpenShift Container Platform CLI (o¢).

o N webhook RS BARRE R,

T
1. EASIE registry 198 webhook fRF523 B erinlsk, FHEERMBLEER,
2. fEAH CA BAFIED, FEABIN webhook BRESEMIEHZEZIER (CSR) %4,

3. 4 webhook ¥R AIEBH A :
I $ oc new-project my-webhook-namespace ﬂ

Q EEE, webhook REBHREAEE—MEENE,

4. 1475 rbac.yaml B934 HEREH API AR S5 E X RBAC #I :

apiVersion: vi
kind: List
items:

- apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRoleBinding
metadata:
name: auth-delegator-my-webhook-namespace
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io

51
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52

name: system:auth-delegator
subjects:
- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

apiVersion: rbac.authorization.k8s.io/v1 g
kind: ClusterRole
metadata:

annotations:

name: system:openshift:online:my-webhook-server
rules:
- apiGroups:

- online.openshift.io

resources:

- namespacereservations 6

verbs:

- get

- list

- watch

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: ClusterRole
metadata:

name: system:openshift:online:my-webhook-requester
rules:
- apiGroups:

- admission.online.openshift.io

resources:

- namespacereservations 6

verbs:

- create

apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRoleBinding
metadata:

name: my-webhook-server-my-webhook-namespace
roleRef:

kind: ClusterRole

apiGroup: rbac.authorization.k8s.io

name: system:openshift:online:my-webhook-server
subjects:
- kind: ServiceAccount

namespace: my-webhook-namespace

name: server

apiVersion: rbac.authorization.k8s.io/v1 ﬂ
kind: RoleBinding
metadata:
namespace: kube-system
name: extension-server-authentication-reader-my-webhook-namespace
roleRef:
kind: Role
apiGroup: rbac.authorization.k8s.io
name: extension-apiserver-authentication-reader
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subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

- apiVersion: rbac.authorization.k8s.io/v1 G
kind: ClusterRole
metadata:
name: my-cluster-role
rules:
- apiGroups:
- admissionregistration.k8s.io
resources:
- validatingwebhookconfigurations
- mutatingwebhookconfigurations
verbs:
- get
- list
- watch
- apiGroups:
resources:
- namespaces
verbs:
- get
- list
- watch

- apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRoleBinding

metadata:
name: my-cluster-role

roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: my-cluster-role

subjects:

- kind: ServiceAccount
namespace: my-webhook-namespace
name: server

5 BB EIEMBINEIES webhook BRS5 38 AP,

FVF webhook AR5 25 17 [ SR 8% BT IR,

ERER, XN RAIF1ERE namespacereservations ¥R,
[E R AHT AP IR 55 85 O A i 8%,

ERER, XN RAIF1ERE namespacereservations ¥R,
f5 B3 webhook AR 5525177 [ & 8% BT IR

A B E LI L B RIEERE.

REM AP IRFSSHRMNEEHABNEHAGHE.

B 8 E MARM
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5. $ixX L RBAC #NI N FAEISEEE -

I $ oc auth reconcile -f rbac.yaml

6. D245 webhook-daemonset.yaml 89 YAML 3, FFiF webhook ERZEy Ay & 22 [A] R A ST
PRI BARSS 2R

apiVersion: apps/vi
kind: DaemonSet
metadata:
namespace: my-webhook-namespace
name: server
labels:
server: "true"
spec:
selector:
matchLabels:
server: "true"
template:
metadata:

name: server

labels:
server: "true"

Spec:

serviceAccountName: server

containers:

- name: my-webhook-container ﬂ
image: <image_registry_username>/<image_path>:<tag> g
imagePullPolicy: IfNotPresent
command:

- <container_commands> 6
ports:
- containerPort: 8443 ﬂ
volumeMounts:
- mountPath: /var/serving-cert
name: serving-cert
readinessProbe:
httpGet:
path: /healthz
port: 8443 @
scheme: HTTPS

volumes:

- hame: serving-cert
secret:

defaultMode: 420
secretName: server-serving-cert

THER, webhook fRE5 2R FTRESTIHIA — NI EMN R I A,

5[ webhook RSS2 A 85 571%. I <image_registry_usernames/<image_path>:<tag>
B EEMIE,

5 webhook B23Z1TH 4. ¥ <container_commandss> & )75& &8I 1E,

o0 @G

E X pod R B FRIHO, XANRAEIERRKRD 8443,
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© ETHEFENERNHD. XDRAMERKD 8443,

7. BRESFIARRE -
I $ oc apply -f webhook-daemonset.yaml

8. 1% webhook-secret.yaml #J YAML 3 {477 service serving IEFH 25 ZT2FE X secret:

apiVersion: v1i

kind: Secret

metadata:
namespace: my-webhook-namespace
name: server-serving-cert

type: kubernetes.io/tls

data:
tls.crt: <server_certificate> ﬂ

tls.key: <server_key> g

Q Bl % 4B webhook BRS 231F i, I <server_certificate> & 7738 4B base64 #& X BYIE
‘:HO

@ 1AM webhook IRF5BE . 1F <server_key> Bifi )y base64 R HIE LB,

9. f|%E secret :

I $ oc apply -f webhook-secret.yaml

10. 7£4 5 webhook-service.yaml 9 YAML X4 7E AR5k - FARSS

apiVersion: vi
kind: List
items:

- apiVersion: v1
kind: ServiceAccount
metadata:
namespace: my-webhook-namespace
name: server

- apiVersion: v1
kind: Service
metadata:
namespace: my-webhook-namespace
name: server
annotations:
service.beta.openshift.io/serving-cert-secret-name: server-serving-cert
spec:
selector:
server: "true"
ports:
- port: 443 @)
targetPort: 8443 g
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56

ﬂ E RS WirEim 0. XA RAIERRD 443,

@ EURSHAERTIN pod RMBIRIKO. X MREEATED 8443,

1. EEEH AT webhook IRS 2 -

$ oc apply -f webhook-service.yaml

12. 7£4°% webhook-crd.yaml B93Z 48 webhook fR %525 € XL B E L HIRE X :

9@@6@@ o

apiVersion: apiextensions.k8s.io/vibetat
kind: CustomResourceDefinition
metadata:
name: namespacereservations.online.openshift.io ﬂ
spec:
group: online.openshift.io g
version: vialphai
scope: Cluster ﬂ
names:
plural: namespacereservations 6
singular: namespacereservation G
kind: NamespaceReservation ﬂ

%t CustomResourceDefinition spec {&, &=} <plural>.<group>, 7£iX

3 namespacereservations 7.
REST API ZH &R,

REST API fRAE &R,

A% M4 2 Namespaced =X Cluster.
URL R EIEHE HA,

oc it R &,

HIRF RIS A,

13. NEABENFIRE X :

$ oc apply -f webhook-crd.yaml

Nl s

14. 7475 webhook-api-service.yaml B3 {4 HECE webhook BR 55 8 thE H— N EREHI API BRSS
75

apiVersion: apiregistration.k8s.io/vibetai
kind: APIService
metadata:
name: vibetal.admission.online.openshift.io
spec:
caBundle: <ca_signing_certificate> ﬂ
group: admission.online.openshift.io
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groupPriorityMinimum: 1000
versionPriority: 15
service:

name: server

namespace: my-webhook-namespace
version: vibetat

N webhook AR 552515 FABIBR 5528 1E B & B PEM JRA%H) CA IE, ¥
<ca_signing_certificate> &#i/3X f base64 H&BE HiEF,

15. SPEREH API RS :

$ oc apply -f webhook-api-service.yaml

16. 7£4 7 webhook-config.yaml B934 A %E X webhook # AJEHERE. AFERISIEHAANEH

o0

apiVersion: admissionregistration.k8s.io/vibetai
kind: ValidatingWebhookConfiguration
metadata:
name: namespacereservations.admission.online.openshift.io ﬂ
webhooks:
- name: namespacereservations.admission.online.openshift.io g
clientConfig:
service: e
namespace: default
name: kubernetes
path: /apis/admission.online.openshift.io/vibetal/namespacereservations ﬂ
caBundle: <ca_signing_certificate> 9
rules:
- operations:
- CREATE
apiGroups:
- project.openshift.io
apiVersions:
resources:
- projectrequests
- operations:
- CREATE
apiGroups:

apiVersions:

nkn

resources:
- namespaces
failurePolicy: Fail

ValidatingWebhookConfiguration X R Z R, TEX N REIFFER
namespacereservations %,

ZiF K webhook &R, 7EXN Bl {8 namespacereservations 7R,

BT REM API 2 B webhook BRZS 28H93%5 1],

57



OpenShift Container Platform 4.9 224

Q FAF 4 A5 KB webhook URL, 7EX N5l {8 FH namespacereservation FTiR,

77 webhook AR 5525 FRRIAR 55 87 IE P 25 B B9 PEM ZRiZEY CAIES. %
<ca_signing_certificate> &t }1 5 base64 XN HE Hilk+F,

17. E8Z& webhook :

I $ oc apply -f webhook-config.yaml

18. Bk webhook B B MTIHRIZIT, AN, MREERE T HTEALURBRERNGRZERE, FHILC
BXLep B 20 (AT R 2MRIEL:, FHEQEERE R ZERBIEKIKI.

8.6. M FHR
o [R#IMH SR-IOV M X SIEHEIEN B E LML TR,
o TENHFAIGmLURAEWLE pod NiIZFHAEEIT m ERAR

e Pod {LAEHFEIE
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/networking/#configuring-sriov-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/nodes/#nodes-scheduler-taints-tolerations_dedicating_nodes-scheduler-taints-tolerations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/nodes/#admin-guide-priority-preemption-names_nodes-pods-priority
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