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F1E= LOGGING £173Fi0

EFEAGES ¥03

Red Hat OpenShift IARRILKFRIUEN — DA RENAERBE, ©58% D OpenShift Container
Platform REIM A TEAEAE, Red Hat OpenShift Container Platform 4 & EEAEEE #k T X 1ThRAFE
A,

1.1. LOGGING 5.5.8

b & 4THRA & $E OpenShift Logging 2R 1#EE 5.5.8,

11.1. BFEREE

o TELLREFH I, systemd BiEFERD priority FE%, REWIKERIANE level ZERHE., 7£
XAMRAH, XLEFEERWIEMNE, MMARRT XA, (LOG-3630)

1.1.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
® CVE-2022-24999
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
® CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

1.2. LOGGING 5.5.7

& ThRA B $E OpenShift Logging f2FiE1REE 5.5.7,

1.2.1. BFHIREE

o TEULREFTZHI, LokiStack Gateway Labels Enforcer R7EFE T A /RERARNWHEINE S
TESRIT N BB LogQL EHERMBITH IR, EXMNRAR, LokiStack LogQL LI FFH B
IMERIEXTR LTRSS, FERIAN R, (LOG-3534)

o 7EILRE# A, ClusterLogForwarder B 7E Y% ﬁ(CR)TAHsyslog HiH B TLS EUR B
Fluentd, MM SBUL & TP EIE IR, TXNRAH, EIERTLAERMZ 54 Fluentd, MM
R T XA, (LOG-3533)


https://access.redhat.com/support/policy/updates/openshift#logging
https://access.redhat.com/errata/RHSA-2023:0930
https://issues.redhat.com/browse/LOG-3630
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-24999
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0633
https://issues.redhat.com/browse/LOG-3534
https://issues.redhat.com/browse/LOG-3533
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1.2.2. CVE

CVE-2021-46848CVE-2022-3821CVE-2022-35737CVE-2022-42010CVE-2022-42011CVE-2022-
42012CVE-2022-42898CVE-2022-43680

1.3. LOGGING 5.5.6

& {THRA &% OpenShift Logging F2F#E 18 E 55.6,

1.3.1. EXA)3

1.3.2. B 1AEE

FEUWREHZA, Pod 2 AZHIZ IG5 podSecurityLabelSync = true JRINE!
openshift-logging e &2 [HF, XRSHHKIIEENLREERKER, EI Collector pod A&
B8, FEXMRAR, $7% podSecurityLabelSync = false AR BE R £H7%, WEESR Pod &7
HAERE., (LOG-3340)

TELREFZ A, Operator 2%&%%k console Ml #EH, BEMEEEKHFTEESHE, X2
Operator fRifte EXTHRAR, NREEHMIKEHBSH console T, Operator RIEEIZ
17, BFRE%E console 1E, (LOG-3407)

FEHOREHZE], UM — DA FERESERERETEVIMIES 253 Operator BRI,
B*FEERE T Red Hat Elasticsearch Operator, 7EiXMRAR, XANAH B IRE, Operator Il
EREE, BEHSIATURNSRERSHEXNRE, (LOG-3428)

TELREHT 2B, Loki Operator RERE LokiStack XM — P RIA, MAEERTIEIHEE AN,
EXNRAR, RIBFAEXNEBEBRIAL. (LOG- 3478)

FELREFH A, RSN EREGHERNGIZ, —E#aE R, NEA Elasticsearch BT
FFRW, EXNRRAH, TREEBMRIASEPNS, MR T XN, (LOG-3341)

FEHOREH A, BEICRUEEGS2ESREMRAR OpenShift Container Platform AFREH
IhEE, TEIXMhRAAR, IEMARIERATIRAR AT U RIXAN AE, (LOG-3467)

EHRE R Z A, CIusterLogForwarder B E LR ER MR E — % N E BRI
47( B, MmSBUEESR pod B 8-10 WESS. EiXNhRAH, ClusterLogForwarder B7E X FiR
HFRBVMF AT LUE S AR R XA AR, (LOG-3469)

TRt K ClusterLogForwarder B L FIRH outputDefaults FE&H spec Z #ll, Aﬂ&wﬁﬁf}ﬂ
EIEFHAM Elasticsearch HIH KRB, XKL AIURIETH, BESEKELZTHTFRIAE
Elasticsearch fZi#IQ s AR ITAS, (LOG-3342)

EMREHZET, OpenShift CLI (oc) must-gather FIAEB5EM, E OpenShift CLI (oc)TE
E—NERBEANRREREZENXMHR, EXNRAF, OpenShift CLI (oc) M XHREE
AMRR, must-gather BIARF LA INSER. (LOG-3472)

EHREHTZ AL, Loki Operator Webhook ARZ5 88 R B TLS #5i%. TEiXhRAH, Loki
Operator Webhook PKI B Operator Lifecycle Manager 578 webhook EIEREIE, MMARR
T XA A, (LOG-3511)

1.3.3.CVE

CVE-2021-46848


https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0386
https://issues.redhat.com/browse/LOG-3340
https://issues.redhat.com/browse/LOG-3407
https://issues.redhat.com/browse/LOG-3428
https://issues.redhat.com/browse/LOG-3478
https://issues.redhat.com/browse/LOG-3341
https://issues.redhat.com/browse/LOG-3467
https://issues.redhat.com/browse/LOG-3469
https://issues.redhat.com/browse/LOG-3342
https://issues.redhat.com/browse/LOG-3472
https://issues.redhat.com/browse/LOG-3511
https://access.redhat.com/security/cve/CVE-2021-46848
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CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

1.4. LOGGING 5.5.5

& ThRAE$E OpenShift Logging 25 1EE 5.5.5,

14.1. BRI EE

TELREFTZ AL, Kibana B—NEIEM 24h OAuth cookie 1 HRI [H], 4
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 £H1%,
EIX N HRAH, Kibana B OAuth cookie 13 #iif[A] 5 accessTokenlnactivityTimeout F#5, 2R
INMEN 24h, (LOG-3305)

FEHORERTZ AL, HEA JSON i mERITERFE, MAE L structuredTypeKey =
structuredTypeName &, TEXMRAH, EFEHIEBEE A Elasticsearch
B, structuredTypeKey % structuredTypeName FREMIE, (LOG-3284)

FEHORESH A, BHIMMBEERFKEIREMN—HIRZER, FluentdQueuelLengthincreasing
ERATRIEMA, TXMNRAER, EHYTIRE, FERISERMBNINE. (LOG-3226)

L REFTZ AL, Loki A FHEEIIMT S EMEHPMAREME, X MRAP, FaRHE&H
SEREINELZEMNRIERE CA IR FHXLERE, (LOG-2860)


https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHSA-2022:8781
https://issues.redhat.com/browse/LOG-3305
https://issues.redhat.com/browse/LOG-3284
https://issues.redhat.com/browse/LOG-3226
https://issues.redhat.com/browse/LOG-2860
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o TELLRE#H I, OpenShift Container Platform Web 1614 A & EFEE Loki B9 CAIEH
#) ConfigMap 5, M5 H pod 1% CAWIER FIZ1T, EXMRAF, Web HHI&EHH

AILLEEEERERR Y, MR T XA, (LOG-3310)

FEMREH AT, CABHARIES CAEHE Loki HHBET, MMTH CABHASEHFBRRAF
fF (A0R) BFHIEHRRS. EXDRER, BRIFIEEN—TREFRS, BTRRXDN

%, (LOG-3332)

1.4.2. CVE

CVE-2016-3709

CVE-2020-35525

CVE-2020-35527

CVE-2020-36516

CVE-2020-36558

CVE-2021-3640

CVE-2021-30002

CVE-2022-0168

CVE-2022-0561

CVE-2022-0562

CVE-2022-0617

CVE-2022-0854

CVE-2022-0865

CVE-2022-0891

CVE-2022-0908

CVE-2022-0909

CVE-2022-0924

CVE-2022-1016

CVE-2022-1048

CVE-2022-1055

CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355


https://issues.redhat.com/browse/LOG-3310
https://issues.redhat.com/browse/LOG-3332
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
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e CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
e (CVE-2022-2938
e CVE-2022-3515
e (CVE-2022-20368
e CVE-2022-21499
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
o C(CVE-2022-22844
® (CVE-2022-23960
o CVE-2022-24448
® CVE-2022-25255

e CVE-2022-26373

10


https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
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e CVE-2022-26700
e CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946
o CVE-2022-37434

e CVE-2022-39399

1.5. H&123x 5.5.4

& FTHRA B ¥, RHSA-2022:7434-OpenShift Logging 2R HIREE 554,

15.1. FBFEIREE

o TFUXREFH A, HRICFKMEBEGNERNBTEFPHNERRSREATENNTESE2 (R
HHIEKRES {}) HK, XEFHREAEN, MMSBAERIEMREHE R, EXRAAF,
fRMT 2R AT UE A AN B F i, (LOG-3042)

o TEIREF A, Operator AILAE Elasticsearch 5% Kibana ERE SR ASET, M AMRAEH O
5L 2% daemonset BITEEN, TEIXMRAH, Operator RSB S RX AN A, (LOG-
3049)

o TEMREH A, TREMBEIRFESH Vector IRESRLIM, XNEHRKRM Vector EIRFHER
EHRIRAER, BEARIURTAMAKSESRNEH, (LOG-3127)

o I REFZAI, Elasticsearch Operator B secret S| BAH M K IFLUERMIAER secret, EXD
A, A secret RILIEFALIE, (LOG-3138)

1


https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7434
https://issues.redhat.com/browse/LOG-3042
https://issues.redhat.com/browse/LOG-3049
https://issues.redhat.com/browse/LOG-3127
https://issues.redhat.com/browse/LOG-3138
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o TEIRERHHI, HE must-gather FIARMIRIEMMER T THMTIERAGE, XA, KE
MITHEA /must-gather SLHREIER, (LOG-3213)

o TELLREH I, TERLEREHR, Prometheus exporter RfF M IPv4 EMARRE IPv6, TEXMNERA
M, Fluentd & IP fRA, F#EM 0.0.0.0 (IPv4) = [::] BT IPv6, (LOG-3162)

1.5.2. CVE

e CVE-2020-35525
e CVE-2020-35527
e CVE-2022-0494
e (CVE-2022-1353
e CVE-2022-2509
e CVE-2022-2588
e CVE-2022-3515
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e (CVE-2022-23816
e (CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e (CVE-2022-32149
o CVE-2022-37434

e CVE-2022-40674

1.6. H&1lx 5.5.3

& FTARA E$E OpenShift Logging BFHEIREE 5.5.3,
161 iZFHIRMER

o TEMREH AL, HWAEEWICHERNAERESERBERTE, ZFREREEKR, EXMKR
A, MR T 4511 H &R message FE&, LUBAIBKRBIKRN, (LOG-2759)
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https://issues.redhat.com/browse/LOG-3213
https://issues.redhat.com/browse/LOG-3162
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHBA-2022:6858
https://issues.redhat.com/browse/LOG-2759

%13 LOGGING £1T3Fi0

Elﬂ:ﬂ(%%ﬁz A, YNEZRECEHER T KB WEEEs. default-log-store #1 visualization pod B9 H
, BLETE .9z X HIMRE#NBERE, EXhAS, £ collector, default-log-store, #1
V|suaI|zat|on pod M .gz I B ELRWHERR. (LOG-2844)

FEMRERHT AT, HiERBL W RAZEN T A pod BIEKE!, RNREEFRT, X MRAH,
INRMRETHE ASIEEUFREBRF, NENERFENR, (LOG-2884)

MR EH A, pod FTTHIER SRV EMGER, R @il BB L BNERITSIA. LLERH
ARRENBEHEESER pod THENEIAX, UESNERIREEALURIFER, (LOG-3046)

TEMREHZ AT, 1E OpenShift Console Logs Ml Hi%E#E: unknown severity HEFR T
levelzunknown [EHIA&, TEXMhRAS, WRBARF™EMATLIEN, TUEEBEELHIUKR
# A level=unknown FHE, (LOG-3062)

FELREH 2 HI, K1EEF Elasticsearch BEEKILKAE —1 41 write-index AN FE&, HAa
ELAFEREFENRSIETM. LFEBRAREIEERNN—IS, EXNHRAR, INERFEARBA
3. (LOG-3075)

BEEFHINE Pod Security Admission Controller BI#EH, RIFLFEN R L2 AN A E L BI55H H
RENVERBEE Pod, EIXMhRAR, Operator MIRESRRTFHIINITHIZT, MAHNRS
FHITEEHER, (LOG-3077)

TELREFH 2B, Operator 7Ef A LokiStack /ENERIA B ST MERHIBR T
ClusterLogForwarder B E X FRHE LA B E L. EXMRAR, Operator 7LD
IE ClusterLogForwarder B Y FIRIN S B E L SR HEHEFHF. (LOG-3095)

1.6.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-2526

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.7. E IL;\-I/E,[% 55.2

& fThRA B $E OpenShift Logging 2FiE1REE 5.5.2,

1.7.1. EFEIREE

FEMWREHZA, Fluentd IEESRHVERMINAEE OpenShift Container Platform W18 K& #I
KN, LEEHFRMEUILER, FEAIEMAEERE, MMmARRTXNR#HE, (LOG-1823)
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https://issues.redhat.com/browse/LOG-2844
https://issues.redhat.com/browse/LOG-2884
https://issues.redhat.com/browse/LOG-3046
https://issues.redhat.com/browse/LOG-3062
https://issues.redhat.com/browse/LOG-3075
https://cloud.redhat.com/blog/pod-security-admission-in-openshift-4.11
https://issues.redhat.com/browse/LOG-3077
https://issues.redhat.com/browse/LOG-3095
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHBA-2022:6559
https://issues.redhat.com/browse/LOG-1823

OpenShift Container Platform 4.9 B&it ¥

FELREFH A, REIBEBRVHAKRERSGIFFE L MNMEFRRFIN ERFTHRS|ZH, EXN
kA, REIBHREMBENR. (LOG-2644)

FEHREH ZHI, Kibana BESTERAILETHIER FIXE caCertificate {§, 7EXMhRAAH, R
X IXIE caCertificate fH, (LOG-2661)

LR B Z AL, WEREBTNERR SR ECHNRERNSHAHESHEE., TX AR,
TR A 5 F O ER B S8 AT LUR X AN AL, (LOG-2859)

TELREFZ AL, N Loki Operator AIEEHIERZE QIR pod iR HEE R A Linux I#ERSE
BT R (ANRIXLET RETEIZTT Operator WEBEARTIA) . EXNRAR, Operator SFEIAHY
node-selector M ANZE pod & X, ZE LNV pod FERIETF Linux T RLE, (LOG-
2895)

EHREHZA], OpenShift #4Hl5BEMEARABIEEM T IERE, EH LokiStack FXm
F1E LogQL Mg ndl, FEXDhRAS, BTEMES 7 XA A#, OpenShift Console Logs il
/] DUREE ™ EMEHATIEIE, (LOG-2908)

ELLREEHZ AL, B Fluentd WESRIEH MRS HMN FIBFER, X MNMRAF, REMNSE
U BB FT [E3R ALY timestamp FE&, (LOG-2923)

FEHOREHZA, FHITEEREE level FERSFHAEAELRIE IR, TXNRAH, EHIT
B&ILK AR level FEE AT LA R XA AT, (LOG-2961)

FEMWREH A, WREMERT Kibana BE YR, OpenShift Container Platform Web #£#I&
FGARLE TR E Kibana BIBERE, TEXhRAS, MR Kibana BE L IR AMIFRIZEE R, (LOG-
3053)

ELREFHZAI, 2 ClusterLogForwarder B Y FTIRE LT JSON TS, &1 rollover (£
FERANBERE|, EXTHRASH, FHRFITHE, (LOG-3063)

TELREFHZ AT, L E Loki Operator 5.5 BH/EMIR T LokiStack i, &#IH Loki
Operator 5.4 QIR FRIMBEE. TXMNRAF, FIRM owner-references $§M 5.5
LokiStack, (LOG-2945)

FEWREH R, BT EEEEEIS NS RRENNARFEERE. EXMRAH, Lok
Operator fEHHIB—NEHACNERACHE, AFBFERNERRFERE. (LOG-2918)

ELREF# 28I, BA cluster-admin ﬁﬂﬁ’]ﬁq)ﬁ?ﬁ/ﬂﬁﬁﬁEIIL\IE%}E%U’SIEE%EEEM%WW
HitAE . EXNREASR, BIURESHEY &, 1£7% cluster-admin #1 dedicated-admin 1
BI A PRSI admins, (LOG-2970)

1.7.2. CVE
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CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206


https://issues.redhat.com/browse/LOG-2644
https://issues.redhat.com/browse/LOG-2661
https://issues.redhat.com/browse/LOG-2859
https://issues.redhat.com/browse/LOG-2895
https://issues.redhat.com/browse/LOG-2908
https://issues.redhat.com/browse/LOG-2923
https://issues.redhat.com/browse/LOG-2961
https://issues.redhat.com/browse/LOG-3053
https://issues.redhat.com/browse/LOG-3063
https://issues.redhat.com/browse/LOG-2945
https://issues.redhat.com/browse/LOG-2918
https://issues.redhat.com/browse/LOG-2970
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206

%13 LOGGING Z1T3Fic

CVE-2022-32208

CVE-2022-34903

1.8. LOGGING 5.5.1

& ThRAE$E OpenShift Logging f2FiE1REE 5.5.1,

1.8.1. ThAEEIE 5

L HEKILKESIE (Logging Console) fEH#EERN, I8 ¥ Aggregated Logs 1ETIR 7R
INZEl OpenShift Container Platform Web & Pod Details TIE A, tIheEEE i (GERTF
OpenShift Container Platform 410 REHEIMA, (LOG-2647)

L IhBEIR 55 ¥ Google Cloud Logging #NiN-h B &L A4 By%I LT, (LOG-1482)

1.8.2. BFHIAEE

FEHOREHTZ AL, Operator TBiEHR pod B4, XRSBEHEEHES IERARFRENRK
o EIXNIRAR, Operator RTEEEITTEH A pod BIFHT pod FRILH ready, iXSERX
NMAE, (LOG-2745)

T REEF 28, Fluentd BRFTEIRT] Kubernetes A& AR, BARASIENARER,
EXNRAR, B igE LiFF A HARMEENREESHIEE, (LOG-2995)

LR ERHZ AL, RIS AT IR &5 A SRS B B o FH DR A B RA B ROt 72X
A, WEREEHIEM, (LOG- 2801)

TELREHF 2 A, FX OpenShift Container Platform Web 2l & BRI FIFRS1E Query FEX
NEFEREE IR, TEXARAR, H Query FENZEN, BilFRAER AL, (LOG-
2917)

1.8.3.CVE

CVE-2022-1705

CVE-2022-2526

CVE-2022-29154

CVE-2022-30631

CVE-2022-32148

CVE-2022-32206

CVE-2022-32208

1.9. LOGGING 5.5

BPFRERETF Logging 5.5: 4 1ThR A 5.5

1.9.1. ThEEIE %
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https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6344
https://issues.redhat.com/browse/LOG-2647
https://issues.redhat.com/browse/LOG-1482
https://issues.redhat.com/browse/LOG-2745
https://issues.redhat.com/browse/LOG-2995
https://issues.redhat.com/browse/LOG-2801
https://issues.redhat.com/browse/LOG-2917
https://access.redhat.com/security/cve/CVE-2022-1705
https://access.redhat.com/security/cve/CVE-2022-2526
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32148
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/errata/RHSA-2022:6051
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o TEXMRAA, EAILUFRBR— pod WARRZRNELBEE AR TFRNERS, EFEALD
BE, M iERAZAHRIFEEEEBHEMR pod, (LOG-1296)

BF

HER JSON AL RN ARRFMF. NGB KSREISTNMRE, ATLUARRSE AL
Thee, 5 JSON BAFFREMBELERE, {EFHEI’E?HEIM%TH R DHE,
Eﬁﬁﬁi FA JSON AN ARRFIHTRE.

o TEXMhRAAH, EEILAEMA Kubernetes @155, app.kubernetes.io/component,
app.kubernetes.io/managed-by, app.kubernetes.io/part-of, 1 app.kubernetes.io/version 3
718 Elasticsearch HjtH B EA &, I Elasticsearch #iH X R AT LU{#E A kubernetes.labels + &5
A%, (LOG-2388)

o TEXMHRAR, EFT AWS Security Token Service (STS) ISR AT RES A STS IWiERF B &L
% ) Amazon CloudWatch, (LOG-1976)

o TEXMhRAH, "LokiOperator' Operator #1 Vector Y& 2R MBI AT HIER A % (GA). 52
BIARAFE XM 2ER ML FREFOEIPRE, —L& AP HRATIE, #I1§ES 1 #HA LokiStack
BB BILFKER D

1.9.2. BFHIAES

o EULREF AL, BENNEAREAZE Amazon CloudWatch BIERBAHEAM B EXHE AR
ImEf7ZfE, MMSEBEBRTH/AEE, EXMRAF, MEFEMHLIUNREHERER, MmE
RTIEANERL, (LOG-2746)

o I REFH AL, Operator FRM—LE API RAEFRH, FITHIELUEH OpenShift
Container Platform A/ fitikR, 7EXhRAA, KBTS EIZ 27 AP RA, (LOG-
2656)

EMREHZAI, Operator FRAM—L APIBRAEFA, FHiTXIELUSH OpenShift Container
Platform MRAFMHBR, FEXMNhRAF, KBTS R R THR APIRA. (LOG-2656)

o HEIMRBEH A, NZTHFRINEET 21 ClusterLogForwarder &8, & 5BURESRIEA
crashloopbackoff f5 1R IKE. EXMIRAAERR T XA, ’AEEE‘SB%EEWHE’JU’E—
ID, (LOG-2241)

o TEULREHFH AL, WEERLERNIE UTF-8 FFS51R1FE Elasticsearch FiEH &R, TEXMRA
B, WEERNIE UTF-8 FFS#1T9mS, MmARRL R, (LOG-2203)

o TEULREHZAI, FFHL T FRE Kibana FITEEMIT R, X MhRAA, Kibana ATLAERM R
TEIBAEMII UTF-8 Ff/F. (LOG-2784)

1.9.3.CVE

CVE-2021-38561

CVE-2022-1012

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785
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https://issues.redhat.com/browse/LOG-1296
https://issues.redhat.com/browse/LOG-2388
https://issues.redhat.com/browse/LOG-1976
https://issues.redhat.com/browse/LOG-2746
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2656
https://issues.redhat.com/browse/LOG-2241
https://issues.redhat.com/browse/LOG-2203
https://issues.redhat.com/browse/LOG-2784
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2022-1012
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785

e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2097
e CVE-2022-21698
e CVE-2022-30631

e CVE-2022-32250

110. LOGGING 5.4.14

&2 ThRA 2 3E OpenShift Logging F2FEEEIRESR 5.4.14,

110.1. BFHEREE
T

1.10.2. CVE

® CVE-2022-4304
e CVE-2022-4450
e CVE-2023-0215
e CVE-2023-0286
e CVE-2023-0361

e CVE-2023-23916

1.1. LOGGING 5.4.13

2 ThRA2$E OpenShift Logging F2FEEEIRESR 5.4.13,

1ML RBFRERBE

%13 LOGGING £1T3Fi0

o TEHREFZAI, Fluentd EBMFF RS ERXRHIREME /var/log/auth-
server/audit.log F#) OAuth Bk E 4, XRFH OAuth RSFHEREHEESTTE, XD
hRAA, Fluentd Ya5E28:8@5 M OAuth IRSHIRATE B KRB RARIXAN A, SEFEE

/var/log/auth-server/audit.log FEE KEH, (LOG-3731)

1.11.2. CVE

e CVE-2022-4304
e (CVE-2022-4450

e CVE-2023-0215
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https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/security/cve/CVE-2022-32250
https://access.redhat.com/errata/RHBA-2023:1843
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0361
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHBA-2023:1312
https://issues.redhat.com/browse/LOG-3731
https://access.redhat.com/security/cve/CVE-2022-4304
https://access.redhat.com/security/cve/CVE-2022-4450
https://access.redhat.com/security/cve/CVE-2023-0215
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e CVE-2023-0286
e CVE-2023-0767

e CVE-2023-23916

112. LOGGING 5.4.12

2 TR A 2$E OpenShift Logging IR IRES 5.4.12,

1121 BFEREE
%Q

112.2. CVE

e CVE-2020-10735
® CVE-2021-28861
e CVE-2022-2873
o CVE-2022-4415
e CVE-2022-40897
o CVE-2022-41222
o CVE-2022-41717
e (CVE-2022-43945
e CVE-2022-45061

e (CVE-2022-48303

113. LOGGING 5.4.11

2 ThRA 2 3E OpenShift Logging F2RFEEIRES 5.4.11,

113.1. BFiEAEE

® BZ2099524

e BZ2161274

113.2. CVE

e CVE-2021-46848
e CVE-2022-3821
e CVE-2022-35737

e CVE-2022-42010
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https://access.redhat.com/security/cve/CVE-2023-0286
https://access.redhat.com/security/cve/CVE-2023-0767
https://access.redhat.com/security/cve/CVE-2023-23916
https://access.redhat.com/errata/RHSA-2023:0931
https://access.redhat.com/security/cve/CVE-2020-10735
https://access.redhat.com/security/cve/CVE-2021-28861
https://access.redhat.com/security/cve/CVE-2022-2873
https://access.redhat.com/security/cve/CVE-2022-4415
https://access.redhat.com/security/cve/CVE-2022-40897
https://access.redhat.com/security/cve/CVE-2022-41222
https://access.redhat.com/security/cve/CVE-2022-41717
https://access.redhat.com/security/cve/CVE-2022-43945
https://access.redhat.com/security/cve/CVE-2022-45061
https://access.redhat.com/security/cve/CVE-2022-48303
https://access.redhat.com/errata/RHSA-2023:0632
https://bugzilla.redhat.com/show_bug.cgi?id=2099524
https://bugzilla.redhat.com/show_bug.cgi?id=2161274
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-3821
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680

114. LOGGING 5.4.10

& TR AEHE OpenShift Logging I2FiEREE 5.4.10,

114.1. BFERER

o

114.2. CVE

CVE-2021-46848

CVE-2022-2056

CVE-2022-2057

CVE-2022-2058

CVE-2022-2519

CVE-2022-2520

CVE-2022-2521

CVE-2022-2867

CVE-2022-2868

CVE-2022-2869

CVE-2022-2953

CVE-2022-2964

CVE-2022-4139

CVE-2022-35737

CVE-2022-42010

CVE-2022-420T1

CVE-2022-42012

CVE-2022-42898

CVE-2022-43680
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https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
https://access.redhat.com/errata/RHBA-2023:0385
https://access.redhat.com/security/cve/CVE-2021-46848
https://access.redhat.com/security/cve/CVE-2022-2056
https://access.redhat.com/security/cve/CVE-2022-2057
https://access.redhat.com/security/cve/CVE-2022-2058
https://access.redhat.com/security/cve/CVE-2022-2519
https://access.redhat.com/security/cve/CVE-2022-2520
https://access.redhat.com/security/cve/CVE-2022-2521
https://access.redhat.com/security/cve/CVE-2022-2867
https://access.redhat.com/security/cve/CVE-2022-2868
https://access.redhat.com/security/cve/CVE-2022-2869
https://access.redhat.com/security/cve/CVE-2022-2953
https://access.redhat.com/security/cve/CVE-2022-2964
https://access.redhat.com/security/cve/CVE-2022-4139
https://access.redhat.com/security/cve/CVE-2022-35737
https://access.redhat.com/security/cve/CVE-2022-42010
https://access.redhat.com/security/cve/CVE-2022-42011
https://access.redhat.com/security/cve/CVE-2022-42012
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/security/cve/CVE-2022-43680
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1.15. B> 5.4.9
b & TR A B ¥E OpenShift Logging 251188 5.4.9,

115.1. BFHE R EE

o TEHLREHZAL Fluentd WERKEBEREAMEESH, X MRAR, MHERTIXLE
HREZEERFER, (LOG-3074)

\

o TELLREHZAL, Kibana B—NEIEM 24h OAuth cookie 1 HEI [H], 24
accessTokenlnactivityTimeout FEx#%1XE H/NF 24h BI{ER, =53 Kibana AR 401 £1%,
X hRAH, Kibana B9 OAuth cookie i #ilf[A] 5 accessTokenlnactivityTimeout [F35, 2
INMEN 24h, (LOG-3306)

115.2. CVE

e CVE-2016-3709
e CVE-2020-35525
e CVE-2020-35527
e CVE-2020-36516
e (CVE-2020-36558
e CVE-2021-3640
e CVE-2021-30002
e (CVE-2022-0168
e CVE-2022-0561
e CVE-2022-0562
e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016

e (CVE-2022-1048
e CVE-2022-1055

e CVE-2022-1184
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https://access.redhat.com/errata/RHBA-2022:8780
https://issues.redhat.com/browse/LOG-3074
https://issues.redhat.com/browse/LOG-3306
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
https://access.redhat.com/security/cve/CVE-2022-0617
https://access.redhat.com/security/cve/CVE-2022-0854
https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
https://access.redhat.com/security/cve/CVE-2022-1055
https://access.redhat.com/security/cve/CVE-2022-1184

CVE-2022-1292

CVE-2022-1304

CVE-2022-1355

CVE-2022-1586

CVE-2022-1785

CVE-2022-1852

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2078

CVE-2022-2097

CVE-2022-2509

CVE-2022-2586

CVE-2022-2639

CVE-2022-2938

CVE-2022-3515

CVE-2022-20368

CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960
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https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
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o CVE-2022-24448
® CVE-2022-25255
e CVE-2022-26373
e CVE-2022-26700
e CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
e CVE-2022-26717
e CVE-2022-26719
e CVE-2022-27404
e CVE-2022-27405
e CVE-2022-27406
e CVE-2022-27950
e (CVE-2022-28390
e (CVE-2022-28893
e CVE-2022-29581
e (CVE-2022-30293
e (CVE-2022-34903
e (CVE-2022-36946
e CVE-2022-37434

e (CVE-2022-39399

1.16. H& 123 5.4.8

& {THR A B RHSA-2022:7435-OpenShift Logging F2F5 128 & 5.4.8,

116.1. R ER
%0

1.16.2. CVE

e CVE-2016-3709

e CVE-2020-35525
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https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/errata/RHSA-2022:7435
https://access.redhat.com/security/cve/CVE-2016-3709
https://access.redhat.com/security/cve/CVE-2020-35525
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e CVE-2020-35527
e CVE-2020-36518
e CVE-2022-1304
e CVE-2022-2509
e CVE-2022-3515

o CVE-2022-22624
o CVE-2022-22628
o CVE-2022-22629
o CVE-2022-22662
e CVE-2022-26700
e (CVE-2022-26709
e CVE-2022-26710
e CVE-2022-26716
® CVE-2022-26717
e CVE-2022-26719
e (CVE-2022-30293
e CVE-2022-32149
o CVE-2022-37434
e CVE-2022-40674
e (CVE-2022-42003

o CVE-2022-42004

1.17. B&iL* 5.4.6

& ThRA 2 $E OpenShift Logging IR IRES 5.4.6,

117.1. BFHEREE

o TEMREI AL, Fluentd BT TEIRF Kubernetes ERHERE XM, BERSIERABHEE,
EXNRAR, B E LA RART#EENEBESBUISIE. (LOG-2792)

o EIREFHZAI, % ClusterLogForwarder B7E L HRE LT JSON T, &4 rollover {£
FERANBRERE|, EXDHRASF, FHRSITHE, (LOG-2823)

o TELLREFT AL, MREMERT Kibana BE X FTIR, OpenShift Container Platform Web 12l &

FFker R E Kibana BYEERE, EXMhRAR, MER Kibana B E LR MERZEEE, (LOG-
3054)
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https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36518
https://access.redhat.com/security/cve/CVE-2022-1304
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/security/cve/CVE-2022-42003
https://access.redhat.com/security/cve/CVE-2022-42004
https://access.redhat.com/errata/RHBA-2022:6558
https://issues.redhat.com/browse/LOG-2792
https://issues.redhat.com/browse/LOG-2823
https://issues.redhat.com/browse/LOG-3054
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117.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.18. H&1E 3 5.4.5

% fTARA &8 RHSA-2022:6183-OpenShift Logging Bug Fix 5.4.5,

118.1. RBFH IR EE

TEMREH 2 A, Operator TBiEMIR pod #h4E, XRSBEMEEME S IREPAEIARENRK
Bo TEXhRAA, Operator %Eiﬁﬁﬁﬁhﬁl%ﬁ pod BIfS#T pod FRICH ready, IXREERIX
ANA, (LOG-2881)

FEHWREHZAE, RMZITHIERON SRR ERR B E IO KL 4 B B, X4
hrAdr, AREREREIEM. (LOG-2946)

L REFH 2 FI, Operator TiAER 3| SR /REEMIGZREZE JSON MK, FH5EEER.
FEXMHRAAF, Operator ATLAIEFEAEIDIX A JSON MR, (LOG-3009)

FELREH A, Elasticsearch 3REIRIRE L T HAHIRKBEMNINEN TR, XREHXLEHER
LAPCEE B SR SR 5 A X O TSR B, (LOG-2972)

1.18.2. CVE

24

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

CVE-2022-2068

CVE-2022-2097

CVE-2022-30631


https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6183
https://issues.redhat.com/browse/LOG-2881
https://issues.redhat.com/browse/LOG-2946
https://issues.redhat.com/browse/LOG-3009
https://issues.redhat.com/browse/LOG-2972
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
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1.19. LOGGING 5.4.4

b4 {THR A 8 $5 RHBA-2022:5907-OpenShift Logging Bug Fix 5.4.4,

1.19.1. BFE5EE

o TEULREFZAL, FEN T FRIE Elasticsearch FIEEME R, EiXMNhRAH, Elasticsearch B
DI R RArEERM UTF-8 5, (LOG-2794)

o TELLRERT AL, JERIT FRE Fluentd FREERIE R, X DRAR, Fluentd ATLAIEHAh
ERFIEEMH UTF-8 /., (LOG-2657)

o TEMREH AL, WEFNIEIRSSEZNERETIMEEQATFIEHNER M, TXPENR
B, FREBERXNBEIEMATAED, (LOG-2821)

o TELhREFTZAI, cluster-logging Operator Kl 5 & K Al secret, OpenShift Container

Platform 411 B T E£&#1TH, XRSFHAFTILEKBB R, EXMRAF, cluster-logging
Operator RREFE QIR secret FARXNA, (LOG-2840)

1.19.2. CVE
e CVE-2022-21540
o CVE-2022-21541

e CVE-2022-34169

1.20. LOGGING 5.4.3

&2 TR A B¥E RHSA-2022:5556-OpenShift Logging Bug Fix 5.4.3,

1.20.1. Elasticsearch Operator @41

EBAFICFEFRY 543 #, Elasticsearch Operator 2#F A, T XIEURHILITIRAFMR, II887E
LEIATEMRARRREINENREFREEE MR, EXNEEEAEREUN, FIFHRIMER,
YE {8 Elasticsearch Operator EEHINHEFHHERLR, EILUER Loki Operator,

1.20.2. BRI EE

o FELLIRE#HZAT, OpenShift Logging (URIRA ERERED AWK E, MABEERD R,
X MNhRAR, (UERRERAAARRKD F. (LOG-2781)

o TEILREFTZAI, elasticsearch-operator FRMEFHE —MEFHEIR, ©BE—MELRS
WiHEMELRHE, EXTHRAS, EEEHZEFSERRANRAE, (LOG-2816)

o TEMREFHZE], UfF Vector BB NNHEEHERAE Loki i, TEXREBEIE X bearer &k, IR
Loki BT TLS, MTEFERBRINNSE, EXNRAR, Vector ILMERFRAT TLS MHHE
FHEEEL B Loki, (LOG-2786

o TEILREHTZHI, Elasticure Operator 7Ei%#¥ oauth-proxy 5i{&Hf &% ImageStream B E %
JRH] referencePolicy B, X5 Kibana SBBIERFEIMER K, EX A, FH
referencePolicy fi#)R 7 XA, Operator AILARKIIERE Kibana, (LOG-2791)

o 7ELbREFTzHI, ClusterLogForwarder BE Y FRMERMNFTREEZ N KEH. Xk
KRR T XA, (LOG-2640)
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https://access.redhat.com/errata/RHBA-2022:5907
https://issues.redhat.com/browse/LOG-2794
https://issues.redhat.com/browse/LOG-2657
https://issues.redhat.com/browse/LOG-2821
https://issues.redhat.com/browse/LOG-2840
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHSA-2022:5556
https://issues.redhat.com//browse/LOG-2781
https://issues.redhat.com//browse/LOG-2816
https://issues.redhat.com//browse/https://issues.redhat.com//browse/LOG-2786
https://issues.redhat.com/browse/LOG-2791
https://issues.redhat.com/browse/LOG-2640
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o MEILREH 2B, EENFEERL R Amazon CloudWatch BIERAFEH M B EXHE AT
Imi 77 6E, MMmSBERLR/AEE, X MRAF, CloudWatch B &EHEWRER, MM
RTIEANERL, (LOG-2768)

1.20.3. CVE

Bl 1.1. R LURFF CVE
e CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271
e CVE-2022-1621
e CVE-2022-1629
e CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
e CVE-2022-26691
e CVE-2022-27666
e CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782

e (CVE-2022-29824

1.21. LOGGING 5.4.2

b % {ThR A 8 ¥5 RHBA-2022:4874-OpenShift Logging Bug Fix 5.4.2

1211 BFHEREES
o TEIREFH A, EM oc edit itk Collector ELBIFERME, HNEH EHRMEAR—H, XN
B B| A\ T £ Operator BFRIN B EFTHSEAFBRLRZEH, LUEFEA oc edit A HEE
B, (LOG-2319)
o I REFHZAI, FluentdNodeDown Z1JiEIEFETE message BB IR SLHIITE, TEXhR

AR, BESERMN KL D LB RMETRELHIFRE, MR T XN AR, (LOG-
2607)

o TEMREH AL, EXHEAPFPIIRFILNBELS] (90 critical”) EPRFAHR. EXMRE
H, BXHEELEHIRFF, (LOG-2033)

1.21.2. CVE
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https://issues.redhat.com/browse/LOG-2768
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:4874
https://issues.redhat.com/browse/LOG-2319
https://issues.redhat.com/browse/LOG-2607
https://issues.redhat.com/browse/LOG-2033

fl1.2. mt LB T CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203

CVE-2021-20322

CVE-2021-21781

CVE-2021-23222
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https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
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e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.22. LOGGING 5.4.1

b & 1THRA B ¥, RHSA-2022:2216-OpenShift Logging F2F451REE 5.4.1,

1.22.1. BRI EE

o TEMREH AL, HEXHIEIR exporter {UREESHIFTHFEIOREMBE, MMmiEKAEE
KRR, WREHET LR /var/log/pods fi#R TiXAN AR, (LOG-2442)

o TELLREFT AL, WERSWMAERT, RACTENEELRLZE fluentd ¥4 BIRERI R A
THTEIERE, TEIX AT, keepalive_timeout [E#1%E 7 30 #(30s), LAEMEE I EIGERE
HEFZAETESENN AR A ERBCER, (LOG-2534)

o TEMLREH AT, MXAMaFIARAPEIR, BTFEITHE Kubernetes s ZE MK HEHAR

WA 5 "audit” LLR —LE "infrastructure” BEAR AT 5EE, TEXNRAS, KIERLUEMhG
MEIBA admin HRABREF, FRFESEGEZEHNERTIHABEE, (LOG-2448)
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https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
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https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2216
https://issues.redhat.com/browse/LOG-2442
https://issues.redhat.com/browse/LOG-2534
https://issues.redhat.com/browse/LOG-2448
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o TELLREFH AL, system:serviceaccount:openshift-monitoring:prometheus-k8s iR 55k
B AR YE 7 clusterrole 71 clusterrolebinding, 7EXMNhRAA, ARSSIK A A G
rolebinding BR#lZ| openshift-logging & %A, (LOG-2437)

o TEMREHZAL, Linux 51T BSK F TR TF#/ENNEFMLE, LETFRNETESRIE
FAENRARRERNFFE, (LOG-2321)

1.22.2. CVE

$1.3. R LAERFF CVE
e CVE-2018-25032
e CVE-2021-4028
e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0778
e CVE-2022-1154
e CVE-2022-1271
e CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
e CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.23. LOGGING 5.4

DTFRAEEAFHES.4 1 Red Hat OpenShift hikA 5.4 B Logging F%4:

1.23.1. FoRTIE

BF

mi/\TE MRARTABTZhEE. BATNIIRER R LR mARSS TR (SLA) X#F, B
DRERREHA N TE, LEPHFRELEIMERERE ], XERATIIIRER UER 2
Eﬁﬁﬁ%ﬁﬁ’]%ﬁb, HENSEF LM BRRERFEL

BRIABRAT G FEEMNESER, WSARATITiEFEH,
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https://issues.redhat.com/browse/LOG-2437
https://issues.redhat.com/browse/LOG-2321
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHSA-2022:1461
https://access.redhat.com/support/offerings/techpreview/
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1.23.2. xFMRE
mE (vector) B—MHEWERE, BFEN—DIEATIEEN logging FREBIHEIRINESS.
LA HiH 238 -

e elasticsearch.—M448F Elasticsearch 52/, elasticsearch %t FT LAMER TLS

o kafka.Kafka fS¥, kafka %t AT AR R 20 TLS iF#.

° |Oki° LOk'y _/l\ﬂﬁrﬁ]Tf‘EB,\J\ _%EFH'I‘QE y*ﬂFEIL:\"TQ %%tbo

1.23.21. 5HAE
KU SAEE, FERUTHEE OpenShift Container Platform 52 LG AR E,

' o
MEFXZH FIPS HAEH,

FoRFM

® OpenShift Container Platform: 4.10
® Red Hat OpenShift B logging F%%: : 5.4

o EHFIPS

it =

1. 4% openshift-logging %l B ##9 ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

2. 7y ClusterLogging B & Y ¥R (CR) 1N logging.openshift.io/preview-vector-collector:
enabled ST f#,

3. 7£ ClusterLogging B E X FIR(CR)H RN vector fEHEE KB,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
annotations:
logging.openshift.io/preview-vector-collector: enabled
spec:
collection:
logs:
type: "vector"
vector: {}

o

Lth BEIR
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o BEXH

8%

Loki Operator RE—MRATNEIhEE, HATHIIRER RN MRS FHIL (SLA)
XF, BMEERRHTTE, AEFHEEEIMEREREN], XERATEIIEER L
HmRAFRBIAARFNIIEE, HAENSEF LN BRMARBEL,

BRIABRATGEREXFEEMESER, WSARATITEF e,

1.23.3. X F Loki

Loki 2— M AEAT BN, SsETRAAESHEANEERERY, B EBRILEKFRANBEEER
{;:EO

HibFR
e | okiX#y

1.23.3.1. B2 Lokistack

&\ LUE A OpenShift Container Platform Web %l & %245 LokiOperator,

FoRFH

® OpenShift Container Platform: 4.10
® Red Hat OpenShift B logging F%%: : 5.4
&8 OpenShift Container Platform Web 124 2% LokiOperator :
1. &% LokiOperator :
a. £ OpenShift Container Platform Web 25/, =i Operators - OperatorHub,
b. MBI Operator FIZ&KRAFF LokiOperator, AE R Install,
c. fE Installation Mode T, 1% All namespaces on the cluster,
d. 7 Installed Namespace T, ¥ openshift-operators-redhat,
R JitEE openshift-operators-redhat 4 22 7], openshift-operators 3% Z2[A| AT EER
BEXIZHB operator, iXLE operator A#EEE, HA B metric BIEES OpenShift
Container Platform metric &5 ERE, M SFBUHZE,
e. %% Enable operator recommended cluster monitoring on this namespace
XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” f7i, &/

WEIX AT, LABRERE L 1E1ZEN openshift-operators-redhat o3 & 22 1],

f. R — D RUAESRES.

e Automatic SRB&fL1F Operator Lifecycle Manager (OLM) 7EHG R A= BT B 5B #H
Operator,

e Manual ERKEEEEHEE L E LM A P L Operator B#.

g. = Install,
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https://vector.dev/docs/about/what-is-vector/
https://access.redhat.com/support/offerings/techpreview/
https://grafana.com/docs/loki/latest/

OpenShift Container Platform 4.9 Ba&it &

h. BWIFEREBRET LokiOperator, 1/jI7] Operators — Installed Operators 71T, FH &
"LokiOperator."

i. #8fR LokiOperator FU7EFiA Status 77 Succeeded BT E A,

1.23.4. BFHEAMEE

32

EREH A, cluster-logging-operator {5 FASEEESE H KA BFI4FE FEIL Prometheus AR
Sk A BIRRR, LARERIE R, X LANBRIE LGS R EERE Operator I OIEE, BEMGBSITER
ENRE, TXMNRAF, B EAEIHE® & ZEASEERR T XA, (LOG-2286)

FEREHF I, BENRRDAEMSRZEE A5 A—1 ownerReferences FE%, ALk, Edp
A0 RE B (U RR, EXDRAF, HIERT ownerReferences FFEX B LUfiR R
XA, OpenShift Logging (Y RIRTEIZHIEF A A, (LOG-2163)

EWREH A, SIERURRNEHRTISEE, FH cluster-logging-operator JoiA EffLLEL
BENRIRWINEFEREWE BRI, TEXNIRAR, HNRIREE IR N0ME— BIERF(E B 2R IX
ANEE, (LOG-2071)

TR REFZ AT, OpenShift Logging (Y ZR#Ri&% B EM L RFKXHPH pod MepRZE[H, XRERE
g 24 I INERME KRR, TEXNRAR, pod MIMAZEAIRWIER LR, (LOG-2069)

ELREH 2 A, 2 ClusterLogForwarder 1%& 7 Elasticsearch OutputDefault B
Elasticsearch fii & B4 LN, £EXRMBESEFBRIENTERE, EXNMRAF, BET
fHERAM secret Mk, (LOG-2056)

LR EH 2RI, OpenShift Logging (Y FRik& EAR—122M CPU Ky, RNBIAILRIER. 1E
XANRRAH, P T ERRRBURE RAR LA, (LOG-2026)

LR ERZ AL, Fluentd BERHEEEE TN IR ENHERF TR, X MREMEE M
PRXET R, (LOG-1927)

FEWREHZA, 1E53 RAPBENRERNEHTERR FHERICKINESRER
FluentdNodeDown £4z, 7EXMRAR, 88 Prometheus ERAI/E L B FRERR T 53X AN AR,
(LOG-1918)

R EH R, BEBERENENAHRTERMBEESCHART. XTERFRRESL
BEESNASHEBERGEN, XTRESFBRAFEMATEERN -, EXMhRAPERTIX
NMed, EEMNEEHHIRINESRBR. (LOG-1774)

TELREFZ A, Elasticsearch R4 %1% Unable to create PersistentVolumeClaim due to
forbidden: exceeded quota: infra-storage-quota. (#1R PVC BEE) . EXMNRA
#, Elasticsearch RREIAR PVC, MMFRRT XA, (LOG-2131)

EWREH A, & elasticsearch-signing secret #MIFRF, Elasticsearch J5i%iR[E] ready
Bo EXMHRA, Elasticsearch BEBTEMIFRIZ secret [FiRE] ready K&, (LOG-2171)

FIREH AT, RS LR RASHBENERS S RRES N — LD R E R BHIRIER
Bl EXMRAR, WEHER ERMIEERERXNAE, (LOG-2160)

FEHREH A, TAKEMEAEANERS S Elasticsearch Z1EARSS1ER, H & ZEE 5
RIABIRAIRL KN REN, EXNHRAF, LR SBFEMBEEBITIR, MR T XN
&, (LOG-1899)

TELREFH 2 A, OpenShift Container Platform Logging (YRR B9 F"'X"BE KT
Elasticsearch B8 'x' W RIfHYSEFRE, HILXANRENRERZ, eSS Elasticsearch
pod WFFE XS F, FHITEHEA Elasticsearch £EH S, TEXDMhRAH, DR HEWIER


https://issues.redhat.com/browse/LOG-2286
https://issues.redhat.com/browse/LOG-2163
https://issues.redhat.com/browse/LOG-2071
https://issues.redhat.com/browse/LOG-2069
https://issues.redhat.com/browse/LOG-2056
https://issues.redhat.com/browse/LOG-2026
https://issues.redhat.com/browse/LOG-1927
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1774
https://issues.redhat.com/browse/LOG-2131
https://issues.redhat.com/browse/LOG-2171
https://issues.redhat.com/browse/LOG-2160
https://issues.redhat.com/browse/LOG-1899

1.23.5.
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T8, (LOG-2156)

HELREF 2R, R secret kibana #1 kibana-proxy #fti&, NARESEHFOVEE], XD
A, elasticsearch-operator &I FTIR, FEMRE BoEHRUEXLHEIR, (LOG-2250)

FIREH AT, WEZARRKNATEEFBREHFERB L E4RTF T REBYPIRKNESE,
XA hRAA, BT DUFAEIRATIRGI, FER A, (LOG-2379)

FEHOREHTZ AL, OpenShift WebConsole YA RILRIEHI S HEEA 2 ClusterLogging CR
R, FEIXNHRAH, MR CR sE# Cluster Logging Operator &1k, (LOG-2373)

FEWREHZAE, NEHFEEBRENERRIBESEIMALNTE, BEARRKRRFEEER
o TXNIRAR, HwHESATFEXRKEBENIET, ZIFME—BRE A ILEURARRX AN,
(LOG-2462)

CVE

CVE-2022-0759

o BZ-2058404

CVE-2022-21698

o BZ-2045880

1.24. LOGGING 5.3.14

It & fThRA B $E OpenShift Logging i2FiE1REE 5.3.14,

1.24.1. BFHEREE

1.24.2.

EHREHZAI, log-file-metrics-exporter ZH 4 4 B89 B & ST A /NBR &S = 1 BR B 1 BR S
BB, MSBHRNNARRRFEM, EXMhAS, BEXGXNRFATSE MR
HHI%E, (LOG-3293)

CVE

CVE-2016-3709
CVE-2020-35525
CVE-2020-35527
CVE-2020-36516
CVE-2020-36558
CVE-2021-3640
CVE-2021-30002
CVE-2022-0168
CVE-2022-0561

CVE-2022-0562
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https://issues.redhat.com/browse/LOG-2462
https://access.redhat.com/security/cve/CVE-2022-0759
https://bugzilla.redhat.com/show_bug.cgi?id=2058404
https://access.redhat.com/security/cve/CVE-2022-21698
https://bugzilla.redhat.com/show_bug.cgi?id=2045880
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https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2020-36516
https://access.redhat.com/security/cve/CVE-2020-36558
https://access.redhat.com/security/cve/CVE-2021-3640
https://access.redhat.com/security/cve/CVE-2021-30002
https://access.redhat.com/security/cve/CVE-2022-0168
https://access.redhat.com/security/cve/CVE-2022-0561
https://access.redhat.com/security/cve/CVE-2022-0562
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e CVE-2022-0617
e CVE-2022-0854
e CVE-2022-0865
e CVE-2022-0891
e CVE-2022-0908
e CVE-2022-0909
e CVE-2022-0924
e CVE-2022-1016
e CVE-2022-1048
e CVE-2022-1055
e CVE-2022-1184
e CVE-2022-1292
e CVE-2022-1304
e CVE-2022-1355
® CVE-2022-1586
e CVE-2022-1785
e CVE-2022-1852
e CVE-2022-1897
e CVE-2022-1927
® CVE-2022-2068
e CVE-2022-2078
e CVE-2022-2097
e CVE-2022-2509
® CVE-2022-2586
e CVE-2022-2639
® CVE-2022-2938
e CVE-2022-3515
e CVE-2022-20368

e (CVE-2022-21499
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https://access.redhat.com/security/cve/CVE-2022-0617
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https://access.redhat.com/security/cve/CVE-2022-0865
https://access.redhat.com/security/cve/CVE-2022-0891
https://access.redhat.com/security/cve/CVE-2022-0908
https://access.redhat.com/security/cve/CVE-2022-0909
https://access.redhat.com/security/cve/CVE-2022-0924
https://access.redhat.com/security/cve/CVE-2022-1016
https://access.redhat.com/security/cve/CVE-2022-1048
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https://access.redhat.com/security/cve/CVE-2022-1355
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1852
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2078
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2586
https://access.redhat.com/security/cve/CVE-2022-2639
https://access.redhat.com/security/cve/CVE-2022-2938
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-20368
https://access.redhat.com/security/cve/CVE-2022-21499

CVE-2022-21618

CVE-2022-21619

CVE-2022-21624

CVE-2022-21626

CVE-2022-21628

CVE-2022-22624

CVE-2022-22628

CVE-2022-22629

CVE-2022-22662

CVE-2022-22844

CVE-2022-23960

CVE-2022-24448

CVE-2022-25255

CVE-2022-26373

CVE-2022-26700

CVE-2022-26709

CVE-2022-26710

CVE-2022-26716

CVE-2022-26717

CVE-2022-26719

CVE-2022-27404

CVE-2022-27405

CVE-2022-27406

CVE-2022-27950

CVE-2022-28390

CVE-2022-28893

CVE-2022-29581

CVE-2022-30293

CVE-2022-34903
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https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-22624
https://access.redhat.com/security/cve/CVE-2022-22628
https://access.redhat.com/security/cve/CVE-2022-22629
https://access.redhat.com/security/cve/CVE-2022-22662
https://access.redhat.com/security/cve/CVE-2022-22844
https://access.redhat.com/security/cve/CVE-2022-23960
https://access.redhat.com/security/cve/CVE-2022-24448
https://access.redhat.com/security/cve/CVE-2022-25255
https://access.redhat.com/security/cve/CVE-2022-26373
https://access.redhat.com/security/cve/CVE-2022-26700
https://access.redhat.com/security/cve/CVE-2022-26709
https://access.redhat.com/security/cve/CVE-2022-26710
https://access.redhat.com/security/cve/CVE-2022-26716
https://access.redhat.com/security/cve/CVE-2022-26717
https://access.redhat.com/security/cve/CVE-2022-26719
https://access.redhat.com/security/cve/CVE-2022-27404
https://access.redhat.com/security/cve/CVE-2022-27405
https://access.redhat.com/security/cve/CVE-2022-27406
https://access.redhat.com/security/cve/CVE-2022-27950
https://access.redhat.com/security/cve/CVE-2022-28390
https://access.redhat.com/security/cve/CVE-2022-28893
https://access.redhat.com/security/cve/CVE-2022-29581
https://access.redhat.com/security/cve/CVE-2022-30293
https://access.redhat.com/security/cve/CVE-2022-34903
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e (CVE-2022-36946
o CVE-2022-37434
e (CVE-2022-39399

e (CVE-2022-42898

1.25. LOGGING 5.3.13

b & {TAR A 8 $E RHSA-2022:68828-OpenShift Logging Bug Fix Release 5.3.13 ,

1.25.1. BFEIAEE
x.

1.25.2. CVE

B 1.4. R LARFF CVE
® CVE-2020-35525
e CVE-2020-35527
e CVE-2022-0494
e CVE-2022-1353
e CVE-2022-2509
e CVE-2022-2588
e CVE-2022-3515
e CVE-2022-21618
e CVE-2022-21619
e CVE-2022-21624
e CVE-2022-21626
e CVE-2022-21628
e CVE-2022-23816
e CVE-2022-23825
e CVE-2022-29900
e CVE-2022-29901
e CVE-2022-32149

e CVE-2022-37434
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https://access.redhat.com/security/cve/CVE-2022-36946
https://access.redhat.com/security/cve/CVE-2022-37434
https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-42898
https://access.redhat.com/errata/RHSA-2022:6882
https://access.redhat.com/security/cve/CVE-2020-35525
https://access.redhat.com/security/cve/CVE-2020-35527
https://access.redhat.com/security/cve/CVE-2022-0494
https://access.redhat.com/security/cve/CVE-2022-1353
https://access.redhat.com/security/cve/CVE-2022-2509
https://access.redhat.com/security/cve/CVE-2022-2588
https://access.redhat.com/security/cve/CVE-2022-3515
https://access.redhat.com/security/cve/CVE-2022-21618
https://access.redhat.com/security/cve/CVE-2022-21619
https://access.redhat.com/security/cve/CVE-2022-21624
https://access.redhat.com/security/cve/CVE-2022-21626
https://access.redhat.com/security/cve/CVE-2022-21628
https://access.redhat.com/security/cve/CVE-2022-23816
https://access.redhat.com/security/cve/CVE-2022-23825
https://access.redhat.com/security/cve/CVE-2022-29900
https://access.redhat.com/security/cve/CVE-2022-29901
https://access.redhat.com/security/cve/CVE-2022-32149
https://access.redhat.com/security/cve/CVE-2022-37434

e CVE-2022-39399

e CVE-2022-40674

1.26. LOGGING 5.3.12

L& ITHRASIE OpenShift Logging FRFFEIREE AR A 5.3.12,

1.26.1. BFHEREE

%Q

1.26.2. CVE

CVE-2015-20107

CVE-2022-0391

CVE-2022-21123

CVE-2022-21125

CVE-2022-21166

CVE-2022-29154

CVE-2022-32206

CVE-2022-32208

CVE-2022-34903

1.27. H& 123k 5.3.11

2 TR A2 $E OpenShift Logging R HEIRES 5.3.11,

1.27.1. BFEEEE

FEHOREHTZ AL, Operator TTiEHR pod B4, XRSBEMEEHES IERARFRENRK
Bo EXNHRAA, Operator RIEE /S FEH A pod BIFFHT pod FRIEH ready, iXSMERX

ANEf, (LOG-2871)

1.27.2. CVE

CVE-2022-1292

CVE-2022-1586

CVE-2022-1785

CVE-2022-1897

CVE-2022-1927

%13 LOGGING £1T3Fi0
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https://access.redhat.com/security/cve/CVE-2022-39399
https://access.redhat.com/security/cve/CVE-2022-40674
https://access.redhat.com/errata/RHSA-2022:6560
https://access.redhat.com/security/cve/CVE-2015-20107
https://access.redhat.com/security/cve/CVE-2022-0391
https://access.redhat.com/security/cve/CVE-2022-21123
https://access.redhat.com/security/cve/CVE-2022-21125
https://access.redhat.com/security/cve/CVE-2022-21166
https://access.redhat.com/security/cve/CVE-2022-29154
https://access.redhat.com/security/cve/CVE-2022-32206
https://access.redhat.com/security/cve/CVE-2022-32208
https://access.redhat.com/security/cve/CVE-2022-34903
https://access.redhat.com/errata/RHSA-2022:6182
https://issues.redhat.com/browse/LOG-2871
https://access.redhat.com/security/cve/CVE-2022-1292
https://access.redhat.com/security/cve/CVE-2022-1586
https://access.redhat.com/security/cve/CVE-2022-1785
https://access.redhat.com/security/cve/CVE-2022-1897
https://access.redhat.com/security/cve/CVE-2022-1927
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® CVE-2022-2068
e CVE-2022-2097

e CVE-2022-30631

1.28. LOGGING 5.3.10

I % 1TRRA S HE RHSA-2022:5908-OpenShift Logging R4 135 E 5.3.10,

1.28.1. BFHEREE
e BZ-2100495
1.28.2. CVE

1.5, mii AR CVE

e CVE-2021-38561

CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629
e CVE-2022-21540
o CVE-2022-21541
® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
o CVE-2022-27774
e CVE-2022-27776
e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.29. LOGGING 5.3.9

b & {ThR A 8 ¥8 RHBA-2022:5557-OpenShift Logging Bug Fix 5.3.9,

1.29.1. BFEREE
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https://access.redhat.com/security/cve/CVE-2022-2068
https://access.redhat.com/security/cve/CVE-2022-2097
https://access.redhat.com/security/cve/CVE-2022-30631
https://access.redhat.com/errata/RHSA-2022:5908
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5557

o TELLREHZAT,

%13 LOGGING £1T3Fi0

ASILRBESRSE—TBE, FHEERBEIRRRE, BRELEERENS,

HFEEH Prometheus RS ZMF M RERT N, TEXNRAR, FRECHEEF LRI FE

VIEMEHEFE. (LOG-2682)

1.29.2. CVE

fl1.6. mEi LB CVE

CVE-2020-28915

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-26691

CVE-2022-27666

CVE-2022-27774

CVE-2022-27776

CVE-2022-27782

CVE-2022-29824

1.30. LOGGING 5.3.8

b4 {ThR A 8 ¥ RHBA-2022:5010-OpenShift Logging Bug Fix 5.3.8

1.30.1. B REE

(%)

1.30.2. CVE

fl1.7. = LURBFF CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788
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https://issues.redhat.com/browse/LOG-2682
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5010
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
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CVE-2020-13974
e CVE-2020-19131
e CVE-2020-27820
e CVE-2021-0941
e CVE-2021-3612

e CVE-2021-3634
e CVE-2021-3669
e CVE-2021-3737
e CVE-2021-3743
e CVE-2021-3744
e CVE-2021-3752
e CVE-2021-3759
e CVE-2021-3764
e CVE-2021-3772
e CVE-2021-3773
e CVE-2021-4002
e CVE-2021-4037
e CVE-2021-4083
e CVE-2021-4157

e CVE-2021-4189
e CVE-2021-4197
e CVE-2021-4203
e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159

e CVE-2021-41617
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https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203
https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
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e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
e CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e (CVE-2022-0286
e CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.31. OPENSHIFT LOGGING 5.3.7

b & TR A B $E RHSA-2022:2217 OpenShift Logging i2FHIREE 5.3.7

1.31.1. BFiEIEEE

o TEMREHZAL, Linux 51T HSK [T ERGF#/[EXNEREM, X TRAF, BITHRIE
HMEM regex REFKNAIFZE. (LOG-2322)

o FELLEHTHI, —LATKABHETRKEAERNNABEFFFEE. EXNREH, £H
BHRARMT =I5, UTWREA TN FBHEE, (LOG-2334)

o TELLREFT A, THAKRKEMALEENERHR S Elasticsearch {Z1ERSSE KR, R Hep&2E[H
FRIABIRAIRLARNRE, EXDhRAR, TRk REFEmRZEEEMIIKR, MR T IXAE
&, (LOG-2450)

o I REFH~AEI, system:serviceaccount:openshift-monitoring:prometheus-k8s &5

HI¥EIY, 489 clusterrole #1 clusterrolebinding, 7EXMRAH, M role # rolebinding ¥
serviceaccount [R#lZ| openshift-logging f8 & 22 [E], (LOG-2481))

1.31.2. CVE

5l 1.8. H; LUBFF CVE

e CVE-2018-25032

e CVE-2021-4028
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https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/RHSA-2022:2217
https://issues.redhat.com/browse/LOG-2322
https://issues.redhat.com/browse/LOG-2334
https://issues.redhat.com/browse/LOG-2450
https://issues.redhat.com/browse/LOG-2481
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
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e CVE-2021-37136
e CVE-2021-37137
e CVE-2021-43797
e CVE-2022-0759
e CVE-2022-0778
e CVE-2022-1154

o CVE-2022-1271

o CVE-2022-21426
e CVE-2022-21434
e CVE-2022-21443
o CVE-2022-21476
e CVE-2022-21496
e CVE-2022-21698

e CVE-2022-25636

1.32. OPENSHIFT LOGGING 5.3.6

b4 {TAR A 8 ¥ RHBA-2022:1377 OpenShift Logging Bug Fix 5.3.6

1.32.1. BFHEREE

o EIREHFHZA, T LEBEHMAMR, BINE Operator 25 H Operator TiEFTTR AN, 1EiX
MRAS, XNBERABEIEALSTEK, (LOG-2126)

o TEULECAAT, WEHBTRIENRES, EPRFUREBILZENEMS. X MRASH, EALL
VA% readline BR#Y, LURYE L STZIARR AR, (LOG-2380)

1.33. OPENSHIFT LOGGING 5.3.5

It & FTHRA 838 RHSA-2022:0721 OpenShift Logging 2R 51 1EE 5.3.5

1.33.1. BB E

o TELLREFHFT I, IARMEM OpenShift Container Platform AfffiR T OpenShift Logging, Web
EHIBMARETIER Logging TTERMEEEE, EXMRAR, MERIEIE OpenShift Logging
2MFRIZEERE. (LOG-2182)

1.33.2. CVE

I BI1.9. s BUEFF CVE
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https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0759
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1377
https://issues.redhat.com/browse/LOG-2126
https://issues.redhat.com/browse/LOG-2380
https://access.redhat.com/errata/RHSA-2022:0721
https://issues.redhat.com/browse/LOG-2182

1.34. OPENSHIFT LOGGING 5.3.4

b4 {ThR A 8 ¥ RHBA-2022:0411 OpenShift Logging Bug Fix 5.3.4

CVE-2020-28491

CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4192

CVE-2021-4193

CVE-2022-0552

1.34.1. BFEAES

o TEMIREFZAL, X metrics (URIRMEBULEHFERE, AN cluster-logging-operator %5 IE
R B E(URRNIEMAENR B, EXMRAF, BT ENRITE R RINKE— hash

{HRfRRZH, (LOG-2066)

%13 LOGGING £1T3Fi0

o TEIREFH A, Elasticsearch Pod /ST FIPS B L&A 50, EXMhRA

M, Elasticsearch Pod ATLARRINEH, (LOG-1974)

o JEULREFTZ AL, Elasticsearch &4 1% "Unable to create PersistentVolumeClaim due due:
exceeded: infra-storage-quota." (815 PVC BfFTE) » TiXMhAMR, Elasticsearch &1 EIN

AR PVC, MmfERTXARM, (LOG-2127)

1.34.2. CVE

fl1.10. =i AR I CVE

CVE-2021-3521

CVE-2021-3872

CVE-2021-3984

CVE-2021-4019

CVE-2021-4122

CVE-2021-4155

CVE-2021-4192

CVE-2021-4193
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https://access.redhat.com/security/cve/CVE-2020-28491
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0552
https://access.redhat.com/errata/RHBA-2022:0411
https://issues.redhat.com/browse/LOG-2066
https://issues.redhat.com/browse/LOG-1974
https://issues.redhat.com/browse/LOG-2127
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193

OpenShift Container Platform 4.9 Bt ¥

e CVE-2022-0185

o CVE-2022-21248
o CVE-2022-21277
e CVE-2022-21282
e CVE-2022-21283
® CVE-2022-21291

e CVE-2022-21293
o CVE-2022-21294
o CVE-2022-21296
e CVE-2022-21299
e CVE-2022-21305
e CVE-2022-21340
o CVE-2022-21341
e CVE-2022-21360
e CVE-2022-21365

e CVE-2022-21366

1.35. OPENSHIFT LOGGING 5.3.3

b4 {THR A 8 ¥ RHSA-2022:0227 OpenShift Logging Bug Fix 5.3.3

1.35.1. BFHEIRER
o TELLREFTZAL, X metrics (URRHFBEUBOLEBERE, EH cluster-logging-operator %A IEf
b a & (URRIIE FFTSE configmaps, TEXMHRAR, @il RIRME—BIE R ERINE
W I RIEE B, (LOG-2066)

o TEXMNRAT, log4j M N 2.17.1 LURR CVE-2021-44832.(LOG-2102)

1.35.2. CVE

B, S LURFF CVE
e CVE-2021-27292

o BZ-1940613
e CVE-2021-44832

o BZ-2035951
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https://access.redhat.com/security/cve/CVE-2022-0185
https://access.redhat.com/security/cve/CVE-2022-21248
https://access.redhat.com/security/cve/CVE-2022-21277
https://access.redhat.com/security/cve/CVE-2022-21282
https://access.redhat.com/security/cve/CVE-2022-21283
https://access.redhat.com/security/cve/CVE-2022-21291
https://access.redhat.com/security/cve/CVE-2022-21293
https://access.redhat.com/security/cve/CVE-2022-21294
https://access.redhat.com/security/cve/CVE-2022-21296
https://access.redhat.com/security/cve/CVE-2022-21299
https://access.redhat.com/security/cve/CVE-2022-21305
https://access.redhat.com/security/cve/CVE-2022-21340
https://access.redhat.com/security/cve/CVE-2022-21341
https://access.redhat.com/security/cve/CVE-2022-21360
https://access.redhat.com/security/cve/CVE-2022-21365
https://access.redhat.com/security/cve/CVE-2022-21366
https://access.redhat.com/errata/RHSA-2022:0227
https://issues.redhat.com/browse/LOG-2066
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2102
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
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1.36. OPENSHIFT LOGGING 5.3.2

b4 {THR A S $E RHSA-2022:0044 OpenShift Logging Bug Fix 5.3.2

1.36.1. IZFHIRER
o TRl REIF BT, FNRITHEIR, Elasticsearch £IEMFEEHKRBERNAR, EXMHRAH,

B T IR R SR AR RN A, B2, MUBIMNERS|TEES S Kibana FHE &

%, kubernetes.event.metadata.resourceVersion FE4 SR, BEIIMRINA R |41 R
HEHFTEI Wik, IR Kibana FREFERALLFE, EBILUZKESHER, MREE—HRIEZER
IR R ERR, ERELAMBRIENZRS|HEEISEE, KEFSEHRE|IF(E I E ALY
&, (LOG-2087)

TELREHF 2 HI, OpenShift Logging Dashboard £ A i REHRM pod SRR (A, 1% 6% Z2[H]
ERE 24 /N RIBRFINER SR, EXMHRAAF, OpenShift Logging Dashboard & 7R IEFfHY
pod fn#&ZE[Al, (LOG-2051)

EREH 2RI, 2R ClusterLogForwarder B & X ¥HE(CR)LAFIRY
outputDefaults.elasticsearch.structuredTypeKey ;X B451{b BH, | CR KRt secret &
#ioh Ak 5B\ B EEEBENBIA secret, TEIXMhRAH, T HHIH secret R IEMFER,
(LOG-2046)

1.36.2. CVE

#l1.12. m AR FF CVE

e CVE-2020-36327

o BZ-1958999

e CVE-2021-45105

o BZ-2034067

e CVE-2021-3712

e CVE-2021-20321

e CVE-2021-42574

1.37. OPENSHIFT LOGGING 5.3.1

b & {TAR A S $E RHSA-2021:5129 OpenShift Logging F2F51R1EE 5.3.1

1.37. 1. BFEREE
o TEHREFZH, Fluentd BREQASIE TN FTEENHWERREIE, X RAMEGR M

PRXET R, (LOG-1998)

o FEUILREH AT, AERILRNFREETE CPU KN, RNBIAERE. EXDRAH, BE

IERAUFRAR AT LAUE M T 7R CPU B/, (LOG-1925)
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https://access.redhat.com/errata/RHSA-2022:0044
https://issues.redhat.com/browse/LOG-2087
https://issues.redhat.com/browse/LOG-2051
https://issues.redhat.com/browse/LOG-2046
https://access.redhat.com/security/cve/CVE-2020-36327
https://bugzilla.redhat.com/show_bug.cgi?id=1958999
https://access.redhat.com/security/cve/CVE-2021-45105
https://bugzilla.redhat.com/show_bug.cgi?id=2034067
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/errata/RHSA-2021:5129
https://issues.redhat.com/browse/LOG-1998
https://issues.redhat.com/browse/LOG-1925
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o TEMREFH A, Elasticsearch Prometheus exporter 34 # F & 800 Elasticsearch 7

51

mn

MEBERY

BERAEWRGHFE T REBIPHE. X DRELI T BERANER, TRESME. (LOG-1897)

1.37.2. CVE
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$1.13.

miiLUEF CVE

CVE-2021-21409

o BZ-1944888

CVE-2021-37136

o BZ-2004133

CVE-2021-37137

o BZ-2004135

CVE-2021-44228

o BZ-2030932

CVE-2018-25009

CVE-2018-25010

CVE-2018-25012

CVE-2018-25013

CVE-2018-25014

CVE-2019-5827

CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14145

CVE-2020-14155

CVE-2020-16135


https://issues.redhat.com/browse/LOG-1897
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://bugzilla.redhat.com/show_bug.cgi?id=1944888
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004133
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://bugzilla.redhat.com/show_bug.cgi?id=2004135
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://bugzilla.redhat.com/show_bug.cgi?id=2030932
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html

CVE-2020-17541

CVE-2020-24370

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153

CVE-2021-31535

CVE-2021-33560

CVE-2021-33574
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https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
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o CVE-2021-35942

e CVE-2021-36084

e CVE-2021-36085

e CVE-2021-36086

e CVE-2021-36087

e CVE-2021-42574

o CVE-2021-43267

e CVE-2021-43527

e CVE-2021-45046

1.38. OPENSHIFT LOGGING 5.3.0

b & {THR A 8 $E RHSA-2021:4627 OpenShift Logging 2R 1388 5.3.0

1.38.1. #TThEE X ThEE18 it

XM RAER, Log Forwarding BIRAGATE 4T &, HHIERLIECE SASL. AP &/ B
TLS,

1.38.2. BFEIAEE

TR REH 2R, MREMEA syslog MHEEAZ B, 18T ruby BEFEIRIDHGE/EXT, FHE
BN FR, FEAANBRHIRA. DXDRAFERTXANNE, BEHSRERRIIE
NEME JSON, (LOG-1494)

FEROREHZAE, MNARFEEKEEREREE, N ABIERT ZTHEIRN ERR
Cloudwatch &, (LOG-1939)

FEWREHZA, 53 ZTRPEBEBHRESRNAITERR FREBRENR fluentnodedown's
(LOG-1918)

EWREH A, URINATRESRSIANLHSSBURESREXFIEREZFXER, MM
ERAIEFESKRES Pod, FEXMRAR, fluentd REIERFINBERZHX, MR TIXD
A&, (LOG-1735)

EHOREHZ AT, EURIMMATFRXEREZM JSON E RN, XMMAEHGH JSON 4T,
CILRERT JSON SHE B level"FEIXE HERK R "level"FE, HEEM regex MIHRFEX
FRIREXICEC T, (LOG-1199)

TELREHTZ AT, ClusterLogging B E X HTIR(CR)¥F totalLimitSize = EXBI({E N FA El Fluentd
total_limit_size FE%, BMERTRMIZHZAIAR A, EXMhRAS, CRELFHD
totalLimitSize =X 'default' [ lesser M. A E| Fluentd total_limit_size F£E&, MmWIARRIXANA]
H, (LOG-1776)

1.38.3. EA[A|
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https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4627
https://issues.redhat.com/browse/LOG-1494
https://issues.redhat.com/browse/LOG-1939
https://issues.redhat.com/browse/LOG-1918
https://issues.redhat.com/browse/LOG-1735
https://issues.redhat.com/browse/LOG-1199
https://issues.redhat.com/browse/LOG-1776

%13 LOGGING Z1T3Fic

o MMRITIFHER L FHEB Elasticsearch fR%5 2%, ABTEEIE secret FENEEMIE, A&
13, Fluentd forwarder RMN#EHT secret, {BfHE A IBEEREEINER Elasticsearch RS 25, HIN
XA AR RER, Red Hat OpenShift Logging Operator HEIA S 1% secret IRAE K,
(LOG-1652)

VENIGITERR AR, INREXT secret, WAL EIEEHERE Fluentd Pod :

I $ oc delete pod -| component=collector

1.38.4. FF A MMIFREITHEE
2 RIRRAS AR By — Lo ThAE B i 7 F SRR,

FRANBEMABETE OpenShift Logging 1, FHEMAKIR. BR, XTWREIEURHLITHRAH
WHER, BABRUIERHEREHERA,

1.38.4.1. EAAIBM Fluentd #IBM syslog Fikik & H & S # MR

£ OpenShift Logging 5.3 &1, B & 4 Bl Syslog #1 Fluentd IG5 A B H MR, HIREEMIIIFAE
OpenShift Logging 5.2 £ BHAL R IR M. 25, FRHAITHIITIEEG .,

Rz, EEUTEESRAE
e {FF Fluentd A PMUELXBE
o {#f syslog il % BE

1.38.4.2. EMIBRIBE: % A EMBECENL

£ OpenShift Logging 5.3 #, B&EE &AL SIELENLE 2 HMMER - EAREEEAIER Fluentd AR
Syslog A& X B, ERATEBRTR R A%,

1.38.5. CVE
B 1.14. R LAURFF CVE
e CVE-2018-20673
e CVE-2018-25009
e CVE-2018-25010
e CVE-2018-25012
e CVE-2018-25013
e CVE-2018-25014
e CVE-2019-5827
e CVE-2019-13750
e CVE-2019-13751

e CVE-2019-14615
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https://issues.redhat.com/browse/LOG-1652
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2018-20673.html
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-14615.html
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CVE-2019-17594
e CVE-2019-17595
e CVE-2019-18218
e CVE-2019-19603
e CVE-2019-20838
e CVE-2020-0427
e CVE-2020-10001
e CVE-2020-12762
e CVE-2020-13435
e CVE-2020-14145
® CVE-2020-14155
e CVE-2020-16135
e CVE-2020-17541
e CVE-2020-24370
e CVE-2020-24502
e CVE-2020-24503
e CVE-2020-24504
e CVE-2020-24586
e CVE-2020-24587
e (CVE-2020-24588
e CVE-2020-26139
e CVE-2020-26140
e CVE-2020-26141
e CVE-2020-26143
e CVE-2020-26144
e CVE-2020-26145
e CVE-2020-26146
e CVE-2020-26147

e CVE-2020-27777
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https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-0427.html
https://www.redhat.com/security/data/cve/CVE-2020-10001.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html
https://www.redhat.com/security/data/cve/CVE-2020-24502.html
https://www.redhat.com/security/data/cve/CVE-2020-24503.html
https://www.redhat.com/security/data/cve/CVE-2020-24504.html
https://www.redhat.com/security/data/cve/CVE-2020-24586.html
https://www.redhat.com/security/data/cve/CVE-2020-24587.html
https://www.redhat.com/security/data/cve/CVE-2020-24588.html
https://www.redhat.com/security/data/cve/CVE-2020-26139.html
https://www.redhat.com/security/data/cve/CVE-2020-26140.html
https://www.redhat.com/security/data/cve/CVE-2020-26141.html
https://www.redhat.com/security/data/cve/CVE-2020-26143.html
https://www.redhat.com/security/data/cve/CVE-2020-26144.html
https://www.redhat.com/security/data/cve/CVE-2020-26145.html
https://www.redhat.com/security/data/cve/CVE-2020-26146.html
https://www.redhat.com/security/data/cve/CVE-2020-26147.html
https://www.redhat.com/security/data/cve/CVE-2020-27777.html

CVE-2020-29368

CVE-2020-29660

CVE-2020-35448

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36158

CVE-2020-36312

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2020-36386

CVE-2021-0129

CVE-2021-3200

CVE-2021-3348

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3487

CVE-2021-3489

CVE-2021-3564

CVE-2021-3572

CVE-2021-3573

CVE-2021-3580

CVE-2021-3600

CVE-2021-3635

CVE-2021-3659

CVE-2021-3679
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https://www.redhat.com/security/data/cve/CVE-2020-29368.html
https://www.redhat.com/security/data/cve/CVE-2020-29660.html
https://www.redhat.com/security/data/cve/CVE-2020-35448.html
https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36158.html
https://www.redhat.com/security/data/cve/CVE-2020-36312.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2020-36386.html
https://www.redhat.com/security/data/cve/CVE-2021-0129.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3348.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3487.html
https://www.redhat.com/security/data/cve/CVE-2021-3489.html
https://www.redhat.com/security/data/cve/CVE-2021-3564.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3573.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3600.html
https://www.redhat.com/security/data/cve/CVE-2021-3635.html
https://www.redhat.com/security/data/cve/CVE-2021-3659.html
https://www.redhat.com/security/data/cve/CVE-2021-3679.html
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CVE-2021-3732
e CVE-2021-3778
e CVE-2021-3796
e CVE-2021-3800
e CVE-2021-20194
e CVE-2021-20197
e CVE-2021-20231
e CVE-2021-20232
e CVE-2021-20239
e CVE-2021-20266
e CVE-2021-20284
e CVE-2021-22876
e CVE-2021-22898
e CVE-2021-22925
e CVE-2021-23133
e CVE-2021-23840
e CVE-2021-23841
e CVE-2021-27645
e CVE-2021-28153
e CVE-2021-28950
e CVE-2021-28971
e CVE-2021-29155
e |CVE-2021-29646
e CVE-2021-29650
e CVE-2021-31440
e CVE-2021-31535
e CVE-2021-31829
e CVE-2021-31916

e CVE-2021-33033
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https://www.redhat.com/security/data/cve/CVE-2021-3732.html
https://www.redhat.com/security/data/cve/CVE-2021-3778.html
https://www.redhat.com/security/data/cve/CVE-2021-3796.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20194.html
https://www.redhat.com/security/data/cve/CVE-2021-20197.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20239.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20284.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-23133.html
https://www.redhat.com/security/data/cve/CVE-2021-23840.html
https://www.redhat.com/security/data/cve/CVE-2021-23841.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-28950.html
https://www.redhat.com/security/data/cve/CVE-2021-28971.html
https://www.redhat.com/security/data/cve/CVE-2021-29155.html
https://www.redhat.com/security/data/cve/CVE-2021-29646.htm
https://www.redhat.com/security/data/cve/CVE-2021-29650.html
https://www.redhat.com/security/data/cve/CVE-2021-31440.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-31829.html
https://www.redhat.com/security/data/cve/CVE-2021-31916.html
https://www.redhat.com/security/data/cve/CVE-2021-33033.html

1.39. LOGGING 5.2.13

& fTARA &35 RHSA-2022:5909-OpenShift Logging Bug Fix 5.2.13,

CVE-2021-33194

CVE-2021-33200

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942

CVE-2021-36084

CVE-2021-36085

CVE-2021-36086

CVE-2021-36087

CVE-2021-42574

1.39.1. BFiEIREE

® BZ-2100495

1.39.2. CVE

$1 1.15.

=i AR CVE

CVE-2021-38561

CVE-2021-40528

CVE-2022-1271

CVE-2022-1621

CVE-2022-1629

CVE-2022-21540

CVE-2022-21541

CVE-2022-22576

CVE-2022-25313

CVE-2022-25314

CVE-2022-27774

CVE-2022-27776

%13 LOGGING £1T3Fi0
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https://www.redhat.com/security/data/cve/CVE-2021-33194.html
https://www.redhat.com/security/data/cve/CVE-2021-33200.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://access.redhat.com/errata/RHSA-2022:5909
https://bugzilla.redhat.com/show_bug.cgi?id=2100495
https://access.redhat.com/security/cve/CVE-2021-38561
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-21540
https://access.redhat.com/security/cve/CVE-2022-21541
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776

OpenShift Container Platform 4.9 Bt ¥

e CVE-2022-27782
e (CVE-2022-29824

e CVE-2022-34169

1.40. LOGGING 5.2.12

b £ {TRR A 8 $8 RHBA-2022:5558-0penShift Logging Bug Fix 5.2.12,

1.40.1. B 1A E
T

1.40.2. CVE

fl1.16. m LRI CVE

CVE-2020-28915
e CVE-2021-40528
e CVE-2022-1271

e CVE-2022-1621

e CVE-2022-1629

® CVE-2022-22576
e CVE-2022-25313
e CVE-2022-25314
® CVE-2022-26691
e CVE-2022-27666
o CVE-2022-27774
o CVE-2022-27776
® CVE-2022-27782

e (CVE-2022-29824

1.41. LOGGING 5.2.11

b4 {THR A 8 ¥ RHBA-2022:5012-OpenShift Logging Bug Fix 5.2.11

1.41.1. BFREABE
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https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/security/cve/CVE-2022-34169
https://access.redhat.com/errata/RHBA-2022:5558
https://access.redhat.com/security/cve/CVE-2020-28915
https://access.redhat.com/security/cve/CVE-2021-40528
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-1621
https://access.redhat.com/security/cve/CVE-2022-1629
https://access.redhat.com/security/cve/CVE-2022-22576
https://access.redhat.com/security/cve/CVE-2022-25313
https://access.redhat.com/security/cve/CVE-2022-25314
https://access.redhat.com/security/cve/CVE-2022-26691
https://access.redhat.com/security/cve/CVE-2022-27666
https://access.redhat.com/security/cve/CVE-2022-27774
https://access.redhat.com/security/cve/CVE-2022-27776
https://access.redhat.com/security/cve/CVE-2022-27782
https://access.redhat.com/security/cve/CVE-2022-29824
https://access.redhat.com/errata/RHBA-2022:5012
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o TELLREFTZAI, EEENINIT CloudWatch ¥ A MERSNIEAN B EXHE NG FiE, MM
SHEHR NN ERIERE, EXNMAR, CloudWatch IR D EHER, MR T XA
T, (LOG-2635)

1.41.2. CVE

i 1.17.

mitiLUEF CVE

CVE-2018-25032

CVE-2020-0404

CVE-2020-4788

CVE-2020-13974

CVE-2020-19131

CVE-2020-27820

CVE-2021-0941

CVE-2021-3612

CVE-2021-3634

CVE-2021-3669

CVE-2021-3737

CVE-2021-3743

CVE-2021-3744

CVE-2021-3752

CVE-2021-3759

CVE-2021-3764

CVE-2021-3772

CVE-2021-3773

CVE-2021-4002

CVE-2021-4037

CVE-2021-4083

CVE-2021-4157

CVE-2021-4189

CVE-2021-4197

CVE-2021-4203
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https://issues.redhat.com/browse/LOG-2635
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2020-0404
https://access.redhat.com/security/cve/CVE-2020-4788
https://access.redhat.com/security/cve/CVE-2020-13974
https://access.redhat.com/security/cve/CVE-2020-19131
https://access.redhat.com/security/cve/CVE-2020-27820
https://access.redhat.com/security/cve/CVE-2021-0941
https://access.redhat.com/security/cve/CVE-2021-3612
https://access.redhat.com/security/cve/CVE-2021-3634
https://access.redhat.com/security/cve/CVE-2021-3669
https://access.redhat.com/security/cve/CVE-2021-3737
https://access.redhat.com/security/cve/CVE-2021-3743
https://access.redhat.com/security/cve/CVE-2021-3744
https://access.redhat.com/security/cve/CVE-2021-3752
https://access.redhat.com/security/cve/CVE-2021-3759
https://access.redhat.com/security/cve/CVE-2021-3764
https://access.redhat.com/security/cve/CVE-2021-3772
https://access.redhat.com/security/cve/CVE-2021-3773
https://access.redhat.com/security/cve/CVE-2021-4002
https://access.redhat.com/security/cve/CVE-2021-4037
https://access.redhat.com/security/cve/CVE-2021-4083
https://access.redhat.com/security/cve/CVE-2021-4157
https://access.redhat.com/security/cve/CVE-2021-4189
https://access.redhat.com/security/cve/CVE-2021-4197
https://access.redhat.com/security/cve/CVE-2021-4203

OpenShift Container Platform 4.9 Bt ¥

e CVE-2021-20322
e CVE-2021-21781
o CVE-2021-23222
e CVE-2021-26401
e CVE-2021-29154
e CVE-2021-37159
e CVE-2021-41617
e CVE-2021-41864
e CVE-2021-42739
e CVE-2021-43056
e CVE-2021-43389
e CVE-2021-43976
o CVE-2021-44733
e CVE-2021-45485
o CVE-2021-45486
e CVE-2022-0001
e CVE-2022-0002
e (CVE-2022-0286
® CVE-2022-0322
e CVE-2022-101

o CVE-2022-1271

1.42. OPENSHIFT LOGGING 5.2.10

b & FThRA & $E OpenShift Logging Bug Fix Release 5.2.10]

1.42.1. BFHEREE

o FELLEHTHI, —LASKABHHTRKERERNNABEFFFEE. EXDREH, £H
BHRAMT —NFHS, OITWREA TR FBIEE, (LOG-2335)

o TEULREFZAI, HAHAKEMAERMERS T Elasticsearch Z1EARSS1ER, E & ZE(E 5

RIABRAVRLRNRE, X DhRAAF, Tk RafEap Rz EAFIIR, MR T IXH
., (LOG-2475)
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https://access.redhat.com/security/cve/CVE-2021-20322
https://access.redhat.com/security/cve/CVE-2021-21781
https://access.redhat.com/security/cve/CVE-2021-23222
https://access.redhat.com/security/cve/CVE-2021-26401
https://access.redhat.com/security/cve/CVE-2021-29154
https://access.redhat.com/security/cve/CVE-2021-37159
https://access.redhat.com/security/cve/CVE-2021-41617
https://access.redhat.com/security/cve/CVE-2021-41864
https://access.redhat.com/security/cve/CVE-2021-42739
https://access.redhat.com/security/cve/CVE-2021-43056
https://access.redhat.com/security/cve/CVE-2021-43389
https://access.redhat.com/security/cve/CVE-2021-43976
https://access.redhat.com/security/cve/CVE-2021-44733
https://access.redhat.com/security/cve/CVE-2021-45485
https://access.redhat.com/security/cve/CVE-2021-45486
https://access.redhat.com/security/cve/CVE-2022-0001
https://access.redhat.com/security/cve/CVE-2022-0002
https://access.redhat.com/security/cve/CVE-2022-0286
https://access.redhat.com/security/cve/CVE-2022-0322
https://access.redhat.com/security/cve/CVE-2022-1011
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/errata/
https://issues.redhat.com/browse/LOG-2335
https://issues.redhat.com/browse/LOG-2475

o I REFHAEI, system:serviceaccount:openshift-monitoring:prometheus-k8s & 54
HIHEIL, #E4 clusterrole #1 clusterrolebinding, 1EiX/MRAAH, {# M role # rolebinding ¥
serviceaccount [R#lZ| openshift-logging f8 & %2 [E], (LOG-2480)

o TELLREFH2HI, cluster-logging-operator {£AEESEE A BMSIEREIL Prometheus AR
Mk P HIRRR, LUREIETR. XL RRBEFEAEE AR EEE Operator B0, M
ERE Operator IffRK, TEXMNRAAF, XA BILE GG EASEHEFR TXNRE, (LOG-

1972)

1.42.2. CVE

1 1.18. =i LLEFF CVE

1.43. OPENSHIFT LOGGING 5.2.9

b % {TAR A 8 ¥8 RHBA-2022:1375 OpenShift Logging Bug Fix Release 5.2.9 ]

CVE-2018-25032

CVE-2021-4028

CVE-2021-37136

CVE-2021-37137

CVE-2021-43797

CVE-2022-0778

CVE-2022-1154

CVE-2022-1271

CVE-2022-21426

CVE-2022-21434

CVE-2022-21443

CVE-2022-21476

CVE-2022-21496

CVE-2022-21698

CVE-2022-25636

1.43.1. BFEAES

o EULREHFHZAE, EERBEBANAIR, BHINE Operator 25 Operator TiEFTHRFA R, 1EiX
MRAS, XNBRABEIEALTR, (LOG-2304)

1.44. OPENSHIFT LOGGING 5.2.8

%13 LOGGING £1T3Fi0
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https://issues.redhat.com/browse/LOG-2480
https://issues.redhat.com/browse/LOG-1972
https://access.redhat.com/security/cve/CVE-2018-25032
https://access.redhat.com/security/cve/CVE-2021-4028
https://access.redhat.com/security/cve/CVE-2021-37136
https://access.redhat.com/security/cve/CVE-2021-37137
https://access.redhat.com/security/cve/CVE-2021-43797
https://access.redhat.com/security/cve/CVE-2022-0778
https://access.redhat.com/security/cve/CVE-2022-1154
https://access.redhat.com/security/cve/CVE-2022-1271
https://access.redhat.com/security/cve/CVE-2022-21426
https://access.redhat.com/security/cve/CVE-2022-21434
https://access.redhat.com/security/cve/CVE-2022-21443
https://access.redhat.com/security/cve/CVE-2022-21476
https://access.redhat.com/security/cve/CVE-2022-21496
https://access.redhat.com/security/cve/CVE-2022-21698
https://access.redhat.com/security/cve/CVE-2022-25636
https://access.redhat.com/errata/RHBA-2022:1375
https://issues.redhat.com/browse/LOG-2304

OpenShift Container Platform 4.9 H&ilx

b4 {THR A 8 ¥5 RHSA-2022:0728 OpenShift Logging Bug Fix 5.2.8

1441 EFHHIRER
o TELLREHF I, ARMEM OpenShift Container Platform AfffifR T OpenShift Logging, Web

PHEIEMARETRIER Logging TIHEMEEEE, TEXThRAH, MHPRKEIE OpenShift Logging 8
2MFRIZEERE, (LOG-2180)

1.44.2. CVE

$l1.19. mE AR CVE
e CVE-2020-28491

o BZ-1930423

® CVE-2022-0552

o BG-2052539

1.45. OPENSHIFT LOGGING 5.2.7

b4 {THR A 8 $E RHBA-2022:0478 OpenShift Logging Bug Fix 5.2.7

1.45.1. BB E

o TEIXREFH A, FAT FIPS M Elasticsearch Pod LR EBHEED. EXMRA
A, Elasticsearch Pod BTLARREN/EE, (LOG-2000)

o EIREFHFH A, MRFAMEBFEEPVC)ERETE, Elasticsearch REMKEIR, "Unable to

create PersistentVolumeClaim due due: exceeded quota: infra-storage-quota, " fEiXPMhRA
H, Elasticsearch RIGEINEH PVC, MMARRT XA, (LOG-2118)

1.45.2. CVE
$11.20. R LARFF CVE
e CVE-2021-3521
e CVE-2021-3872
e CVE-2021-3984
e CVE-2021-4019
e CVE-2021-4122
e CVE-2021-4155
e CVE-2021-4192
e CVE-2021-4193

e CVE-2022-0185
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https://access.redhat.com/errata/RHSA-2022:0728
https://issues.redhat.com/browse/LOG-2180
https://access.redhat.com/security/cve/CVE-2020-28491
https://bugzilla.redhat.com/show_bug.cgi?id=1930423
https://access.redhat.com/security/cve/CVE-2022-0552
https://bugzilla.redhat.com/show_bug.cgi?id=2052539
https://access.redhat.com/errata/RHBA-2022:0478
https://issues.redhat.com/browse/LOG-2000
https://issues.redhat.com/browse/LOG-2118
https://access.redhat.com/security/cve/CVE-2021-3521
https://access.redhat.com/security/cve/CVE-2021-3872
https://access.redhat.com/security/cve/CVE-2021-3984
https://access.redhat.com/security/cve/CVE-2021-4019
https://access.redhat.com/security/cve/CVE-2021-4122
https://access.redhat.com/security/cve/CVE-2021-4155
https://access.redhat.com/security/cve/CVE-2021-4192
https://access.redhat.com/security/cve/CVE-2021-4193
https://access.redhat.com/security/cve/CVE-2022-0185

%13 LOGGING Z1T3Fic

1.46. OPENSHIFT LOGGING 5.2.6

b & TR A 838 RHSA-2022:0230 OpenShift Logging F2F451EE 5.2.6

1.46.1. BFHEEE

o MELLREBHZAL XMEATEE T Fluentd BRI IESR TR, EXMRASF, BROMITE
F|EMIEIE, (LOG-2104)

o TEXMRAM, logdj RIS N 2.17.1 LUfRR CVE-2021-44832.(LOG-2101)

1.46.2. CVE

5l 1.21. m AR FF CVE
e CVE-2021-27292

o BZ-1940613

e CVE-2021-44832

o BZ-2035951

1.47. OPENSHIFT LOGGING 5.2.5

b & TR A 8 $E RHSA-2022:0043 OpenShift Logging 251 EE 5.2.5

1471 BFHEIREE
o TRl REIF BT, FNRITHEIR, Elasticsearch &£IE4FEEHKRBEMNAR, EXMHRAH,
B T HIRE R AR RN, B2, UMK TS S Kibana PRE SIS
%, kubernetes.event.metadata.resourceVersion £S5 R, BERIMBRILE RS
HEFHRSI ik, 1R Kibana AR EFERAILLFER, EaURKREIRER, MEREE—/HRIEER

IR R, RBRFARMRIBHRSIFELERER. Eﬁ%%ﬂi%ﬁ%%lﬂ%%tiﬁi’%ﬁ%iﬁ
2. LOG-2087)

1.47.2. CVE

$i1.22. AR F CVE
e CVE-2021-3712
e CVE-2021-20321
e CVE-2021-42574

e CVE-2021-45105

1.48. OPENSHIFT LOGGING 5.2.4
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https://access.redhat.com/errata/RHSA-2022:0230
https://issues.redhat.com/browse/LOG-2104
https://access.redhat.com/security/cve/CVE-2021-44832
https://issues.redhat.com/browse/LOG-2101
https://access.redhat.com/security/cve/CVE-2021-27292
https://bugzilla.redhat.com/show_bug.cgi?id=1940613
https://access.redhat.com/security/cve/CVE-2021-44832
https://bugzilla.redhat.com/show_bug.cgi?id=2035951
https://access.redhat.com/errata/RHSA-2022:0043
https://issues.redhat.com/browse/LOG-2087
https://access.redhat.com/security/cve/CVE-2021-3712
https://access.redhat.com/security/cve/CVE-2021-20321
https://access.redhat.com/security/cve/CVE-2021-42574
https://access.redhat.com/security/cve/CVE-2021-45105

OpenShift Container Platform 4.9 Bt ¥

It & fTARA & 38 RHSA-2021:5127 OpenShift Logging F2FE514EE 5.2.4

1.48.1. B EE

TEBEH 2, syslog MiHHIEHICKERFEIE ruby BIAIRIDEE/(EXT, FEESE EE"E/F, F
FFREE N "#1", TEIXMRAA, ATLUEMREE R FEHME N IEMB JSON, (LOG-1775)

TELREFHr 2 A, Elasticsearch Prometheus exporter fi{4 {8 A & #2001 Elasticsearch 77 st BERY
B AE IR GIE T REIRIETR. X MRALI T BIEMAN LN, FAIiREMRE. (LOG-1970)

EMWREHZA], 2 LogForwarding BLi& T % MNHIHS, Elasticsearch B E4HR, X2
EAFEA— B ENRERERNBREE N A NMNER, EXTMHAF, BERLZREH B M
BHE, UERETHRENOEREEMEE, (LOG-1824)

1.48.2. CVE

60

$11.23. mi AR CVE

e (CVE-2018-25009

e CVE-2018-25010

e CVE-2018-25012

e CVE-2018-25013

e CVE-2018-25014

e CVE-2019-5827

e CVE-2019-13750

e CVE-2019-13751

e CVE-2019-17594

e CVE-2019-17595

e CVE-2019-18218

e CVE-2019-19603

e CVE-2019-20838

e CVE-2020-12762

e (CVE-2020-13435

e CVE-2020-14145

e CVE-2020-14155

e CVE-2020-16135

e CVE-2020-17541

e (CVE-2020-24370


https://access.redhat.com/errata/RHSA-2021:5127
https://issues.redhat.com/browse/LOG-1775
https://issues.redhat.com/browse/LOG-1970
https://issues.redhat.com/browse/LOG-1824
https://www.redhat.com/security/data/cve/CVE-2018-25009.html
https://www.redhat.com/security/data/cve/CVE-2018-25010.html
https://www.redhat.com/security/data/cve/CVE-2018-25012.html
https://www.redhat.com/security/data/cve/CVE-2018-25013.html
https://www.redhat.com/security/data/cve/CVE-2018-25014.html
https://www.redhat.com/security/data/cve/CVE-2019-5827.html
https://www.redhat.com/security/data/cve/CVE-2019-13750.html
https://www.redhat.com/security/data/cve/CVE-2019-13751.html
https://www.redhat.com/security/data/cve/CVE-2019-17594.html
https://www.redhat.com/security/data/cve/CVE-2019-17595.html
https://www.redhat.com/security/data/cve/CVE-2019-18218.html
https://www.redhat.com/security/data/cve/CVE-2019-19603.html
https://www.redhat.com/security/data/cve/CVE-2019-20838.html
https://www.redhat.com/security/data/cve/CVE-2020-12762.html
https://www.redhat.com/security/data/cve/CVE-2020-13435.html
https://www.redhat.com/security/data/cve/CVE-2020-14145.html
https://www.redhat.com/security/data/cve/CVE-2020-14155.html
https://www.redhat.com/security/data/cve/CVE-2020-16135.html
https://www.redhat.com/security/data/cve/CVE-2020-17541.html
https://www.redhat.com/security/data/cve/CVE-2020-24370.html

CVE-2020-35521

CVE-2020-35522

CVE-2020-35523

CVE-2020-35524

CVE-2020-36330

CVE-2020-36331

CVE-2020-36332

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3481

CVE-2021-3572

CVE-2021-3580

CVE-2021-3712

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-20317

CVE-2021-21409

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-27645

CVE-2021-28153

CVE-2021-31535

CVE-2021-33560

CVE-2021-33574

CVE-2021-35942
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https://www.redhat.com/security/data/cve/CVE-2020-35521.html
https://www.redhat.com/security/data/cve/CVE-2020-35522.html
https://www.redhat.com/security/data/cve/CVE-2020-35523.html
https://www.redhat.com/security/data/cve/CVE-2020-35524.html
https://www.redhat.com/security/data/cve/CVE-2020-36330.html
https://www.redhat.com/security/data/cve/CVE-2020-36331.html
https://www.redhat.com/security/data/cve/CVE-2020-36332.html
https://www.redhat.com/security/data/cve/CVE-2021-3200.html
https://www.redhat.com/security/data/cve/CVE-2021-3426.html
https://www.redhat.com/security/data/cve/CVE-2021-3445.html
https://www.redhat.com/security/data/cve/CVE-2021-3481.html
https://www.redhat.com/security/data/cve/CVE-2021-3572.html
https://www.redhat.com/security/data/cve/CVE-2021-3580.html
https://www.redhat.com/security/data/cve/CVE-2021-3712.html
https://www.redhat.com/security/data/cve/CVE-2021-3800.html
https://www.redhat.com/security/data/cve/CVE-2021-20231.html
https://www.redhat.com/security/data/cve/CVE-2021-20232.html
https://www.redhat.com/security/data/cve/CVE-2021-20266.html
https://www.redhat.com/security/data/cve/CVE-2021-20317.html
https://www.redhat.com/security/data/cve/CVE-2021-21409.html
https://www.redhat.com/security/data/cve/CVE-2021-22876.html
https://www.redhat.com/security/data/cve/CVE-2021-22898.html
https://www.redhat.com/security/data/cve/CVE-2021-22925.html
https://www.redhat.com/security/data/cve/CVE-2021-27645.html
https://www.redhat.com/security/data/cve/CVE-2021-28153.html
https://www.redhat.com/security/data/cve/CVE-2021-31535.html
https://www.redhat.com/security/data/cve/CVE-2021-33560.html
https://www.redhat.com/security/data/cve/CVE-2021-33574.html
https://www.redhat.com/security/data/cve/CVE-2021-35942.html
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e CVE-2021-36084

e CVE-2021-36085

e CVE-2021-36086

e CVE-2021-36087

e CVE-2021-37136

e CVE-2021-37137

e CVE-2021-42574

e CVE-2021-43267

e CVE-2021-43527

o CVE-2021-44228

e CVE-2021-45046

1.49. OPENSHIFT LOGGING 5.2.3

b & TR A 8 $E RHSA-2021:4032 OpenShift Logging iR iR EE 5.2.3

1.49.1. B REE

o TELLREFZAEI, —LERFTEMBEMAITE, WERARTE OpenShift 11 HFIATE
OpenShift Container Platform FZR B &R HNIEEN], FEXMhRAH, Elasticsearch Operator
FRFFEEREEE— N BEMINE, FHEIETE OpenShift Container Platform %R 5 ZHRM
MBgrrE AN, (LOG-1857)

o TELLREHFH I, FELURIMRAFRXEEZA JSON BRI, XMNMRAEFH/FHE JSON f#f,
CILIRIERET JSON SEE A level FERXERESRE level FE&, &M regex MEEFER
FRIREREEL T, (LOG-1759)

1.49.2. CVE
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$l1.24. mii LARFF CVE
e CVE-2021-23369

o BZ-1948761

e CVE-2021-23383

o BZ-1956688
e CVE-2018-20673
e CVE-2019-5827

e CVE-2019-13750


https://www.redhat.com/security/data/cve/CVE-2021-36084.html
https://www.redhat.com/security/data/cve/CVE-2021-36085.html
https://www.redhat.com/security/data/cve/CVE-2021-36086.html
https://www.redhat.com/security/data/cve/CVE-2021-36087.html
https://www.redhat.com/security/data/cve/CVE-2021-37136.html
https://www.redhat.com/security/data/cve/CVE-2021-37137.html
https://www.redhat.com/security/data/cve/CVE-2021-42574.html
https://www.redhat.com/security/data/cve/CVE-2021-43267.html
https://www.redhat.com/security/data/cve/CVE-2021-43527.html
https://www.redhat.com/security/data/cve/CVE-2021-44228.html
https://www.redhat.com/security/data/cve/CVE-2021-45046.html
https://access.redhat.com/errata/RHSA-2021:4032
https://issues.redhat.com/browse/LOG-1857
https://issues.redhat.com/browse/LOG-1759
https://access.redhat.com/security/cve/CVE-2021-23369
https://bugzilla.redhat.com/show_bug.cgi?id=1948761
https://access.redhat.com/security/cve/CVE-2021-23383
https://bugzilla.redhat.com/show_bug.cgi?id=1956688
https://access.redhat.com/security/cve/CVE-2018-20673
https://access.redhat.com/security/cve/CVE-2019-5827
https://access.redhat.com/security/cve/CVE-2019-13750

CVE-2019-13751

CVE-2019-17594

CVE-2019-17595

CVE-2019-18218

CVE-2019-19603

CVE-2019-20838

CVE-2020-12762

CVE-2020-13435

CVE-2020-14155

CVE-2020-16135

CVE-2020-24370

CVE-2021-3200

CVE-2021-3426

CVE-2021-3445

CVE-2021-3572

CVE-2021-3580

CVE-2021-3778

CVE-2021-3796

CVE-2021-3800

CVE-2021-20231

CVE-2021-20232

CVE-2021-20266

CVE-2021-22876

CVE-2021-22898

CVE-2021-22925

CVE-2021-23840

CVE-2021-23841

CVE-2021-27645

CVE-2021-28153
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https://access.redhat.com/security/cve/CVE-2019-13751
https://access.redhat.com/security/cve/CVE-2019-17594
https://access.redhat.com/security/cve/CVE-2019-17595
https://access.redhat.com/security/cve/CVE-2019-18218
https://access.redhat.com/security/cve/CVE-2019-19603
https://access.redhat.com/security/cve/CVE-2019-20838
https://access.redhat.com/security/cve/CVE-2020-12762
https://access.redhat.com/security/cve/CVE-2020-13435
https://access.redhat.com/security/cve/CVE-2020-14155
https://access.redhat.com/security/cve/CVE-2020-16135
https://access.redhat.com/security/cve/CVE-2020-24370
https://access.redhat.com/security/cve/CVE-2021-3200
https://access.redhat.com/security/cve/CVE-2021-3426
https://access.redhat.com/security/cve/CVE-2021-3445
https://access.redhat.com/security/cve/CVE-2021-3572
https://access.redhat.com/security/cve/CVE-2021-3580
https://access.redhat.com/security/cve/CVE-2021-3778
https://access.redhat.com/security/cve/CVE-2021-3796
https://access.redhat.com/security/cve/CVE-2021-3800
https://access.redhat.com/security/cve/CVE-2021-20231
https://access.redhat.com/security/cve/CVE-2021-20232
https://access.redhat.com/security/cve/CVE-2021-20266
https://access.redhat.com/security/cve/CVE-2021-22876
https://access.redhat.com/security/cve/CVE-2021-22898
https://access.redhat.com/security/cve/CVE-2021-22925
https://access.redhat.com/security/cve/CVE-2021-23840
https://access.redhat.com/security/cve/CVE-2021-23841
https://access.redhat.com/security/cve/CVE-2021-27645
https://access.redhat.com/security/cve/CVE-2021-28153
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e CVE-2021-33560

e CVE-2021-33574

e CVE-2021-35942

e CVE-2021-36084

e CVE-2021-36085

e CVE-2021-36086

e CVE-2021-36087

1.50. OPENSHIFT LOGGING 5.2.2

b & {TRR A 8 $E RHBA-2021:3747 OpenShift Logging T2 512 1EE 5.2.2

1.50.1. BFEAEE

o TIIREFZHI, ClusterLogging B Y HIR(CR)f¥ totalLimitSize FExHIER FAE Fluentd
total_limit_size FE%, BMERTRMIZHZAIAR A, EXMhHRAS, CRELFHD
totalLimitSize =% 'default' [ lesser M. A E| Fluentd total_limit_size FE&, MM RIXAN A
B, (LOG-1738)

o TEHREFHF A, URIMATRE S ANLOHRSBBREREXRMFLSHEZHAXER, MM
SR IEFHEERESS Pod, FEXMRAR, Fluentd REIEXFINBEREHX, MMmERTIX
ANA, (LOG-1739)

o EIREFHFZA], WA FHFBRHMEMEIETE OpenShift Container Platform 4.9 L %24
Elasticsearch Operator, fEiXMhrAR, BIEMBEFLRT 49 PEHRSAFHAL. (LOG-
1780)

1.50.2. CVE
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$1.25. mdi AR CVE

e CVE-2020-25648
e CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
® CVE-2021-36222
e CVE-2021-37576
e CVE-2021-37750

e CVE-2021-38201


https://access.redhat.com/security/cve/CVE-2021-33560
https://access.redhat.com/security/cve/CVE-2021-33574
https://access.redhat.com/security/cve/CVE-2021-35942
https://access.redhat.com/security/cve/CVE-2021-36084
https://access.redhat.com/security/cve/CVE-2021-36085
https://access.redhat.com/security/cve/CVE-2021-36086
https://access.redhat.com/security/cve/CVE-2021-36087
https://access.redhat.com/errata/RHBA-2021:3747
https://issues.redhat.com/browse/LOG-1738
https://issues.redhat.com/browse/LOG-1739
https://issues.redhat.com/browse/LOG-1780
https://www.redhat.com/security/data/cve/CVE-2020-25648.html
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37576.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
https://www.redhat.com/security/data/cve/CVE-2021-38201.html
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1.51. OPENSHIFT LOGGING 5.2.1

b & TR A 8 $E RHBA-2021:3550 OpenShift Logging f2F 51 1EE 5.2.1

1.51.1. R REE
o EULREHZAE, ENAITHRAEEHASRI—/ M, olm.skipRange FEXHIEXRFFFZE
(}75.20) , MARKMIEFHAITE, EXNHRAFESE TEEMA, ELTESERNEHIL
FERMIE, (LOG-1743)
1.51.2. CVE

(%)

1.52. OPENSHIFT LOGGING 5.2.0

b & 1THRA 8 $E RHBA-2021:3393 OpenShift Logging 2R HHIREE 5.2.0

1.52.1. #TheE K Theeig s

o TEXANRAR, EELUSTEEHIE 4 B Amazon CloudWatch, SiR4N FAFE R IR 22k 1
%, MEFELZER, HSAMHEELLE Amazon CloudWatch, (LOG-1173)

o TEXMhRAA, A LUFHEHIEL LR Loki, XR—IMA#EET &R, SETH. ZHEFAER
BXYl. MEELER, HEARBETLZE Loki, (LOG-684)

o TEXMhRAAH, MNRFEMA Fluentd forward MHGET TLS MBI ERERL L HEEIE, WA LUER
BN R X FHTE Cluster Log Forwarder BR B HIEE R DEIE, MIERZER, BHSHME
A Fluentd A4 B&. (LOG-1525)

o TEXMhRAH, ERILMERR - AT ELIES A ER Elasticsearch LI B &5 4 E %, I
0, ARIEMEA mutual TLS (MTLS), FEWEE=7321T Elasticsearch S, &R LAER HTTP
= HTTPS B SR RAFMBIIM secret, MBBELZER, ESIHHEER L EIAEE
Elasticsearch SXfl, (LOG-1022)

o TEXMhRAH, EATLUKEE OVN ML RIS H T HERE L BB EIC KRS 2. (LOG-1526)

o FINIERT, OpenShift Container Platform 4.5 5| AREIEEE HEBRE R L EEMEHER
H—PMRARS, XNEERBHEBEIILHREZZAEXRNEERS.
LRI A IThRATE OpenShift Container Platform 12l & B Logging (X FRk AN p £ 22 [A] 45
Fro EFIXLEIETR, ERAIUBRINANSREREKRBER, URE R L6 h e 828 E KRR

BEHE,

BHFXLFEIT, ETE OpenShift Container Platform web 12§ & 1T FF Administrator 11,
B 5%l Observe » Dashboards - Logging/Elasticsearch, (LOG-1680)

o WHIKLITERA OpenShift Logging 5.2 8 AR ANETIEHE « X F 44 E BN B 4S 2420 18], 1RalIUE
EXNABERIICEMWABLE, URINESKENAR L, XEIEMEMGEEHE. pod #
BREMIFC, UWEETUEEESN ML pod WEMEMRNBEHRE, (LOG-1213)

1.52.2. BFHEREE

o TEFEHAI, 4 OpenShift Elasticsearch Operator flIE23&5|EH cronjobs I, BN
POLICY_MAPPING IMBEZEF R, X5 apiserver IREEE ., TEXMRAFER T XA
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https://access.redhat.com/errata/RHBA-2021:3550
https://issues.redhat.com/browse/LOG-1743
https://access.redhat.com/errata/RHBA-2021:3393
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-cloudwatch_cluster-logging-external
https://issues.redhat.com/browse/LOG-1173
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-loki_cluster-logging-external
https://issues.redhat.com/browse/LOG-684
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://issues.redhat.com/browse/LOG-1525
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-es_cluster-logging-external
https://issues.redhat.com/browse/LOG-1022
https://issues.redhat.com/browse/LOG-1526
https://issues.redhat.com/browse/LOG-1680
https://issues.redhat.com/browse/LOG-1213
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@, {#13 POLICY_MAPPING IfMEZER NEA cronjob KE—R, H apiserver IREEBE
£, (LOG-1130)

TELARIBIMRA A, ¥ Elasticsearch £EREREIF N T R AR index-management cronjobs,
XS FIXLE cronjobs IEM KA E backoff, RS, TEEUHE{E Elasticsearch 85, iXLE cronjobs
KENIEEITRK backoff M{ELE, EXMRAMN, BiTHERE cronjobs FISEEAER T XN #,
(LOG-1268)

TEIXNRAR, £ OpenShift Container Platform #2244 8 Logging (Y RARF, B 10 #HAE
EWRALRFIRED "chart namespace” 1%, FIREAREBIIIEIRETR
fluentd_input_status_total_bytes_logged, TEiXMRAM, chart Znep 2 R PR FNIEFERY
fEFR&#5 log_logged_bytes_total, (LOG-1271)

EEHZE, NRFEBIEE cronjob &K1k F B REEBRHEAN, NEIRSHESEREAN AR, H
EMVIR SN "complete”s TEXMRAA, Tﬁiﬁﬁﬁ%ﬁﬁ%iﬁ’ﬂﬁglﬁéﬁ cronjobs BY5E15R H TS
R T XA A, (LOG-1273)

priorityclasses.vibetal.scheduling.k8s.io ©.M 1.22 iRk, F#%
priorityclasses.vi.scheduling.k8s.io &t (vibetal #% v1&fX) . TEHZ

A, APIRemovedinNextReleaselnUse &4k2°/y priorityclasses £, E5 vibetal (%A
B, EXMNRAF, 1§ vibetal Bl vi, FRTXANEE, FEERER. (LOG-1385)

TELARTRIRR A A, OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator
SREMENER, &L REMFEENIMERR OpenShift Container Platform Web $£#I&
FFRA, TEX/NhRAAH, F operators.openshift.io/infrastructure-features:
'["Disconnected"] SEERINELXF A Operator 1, FEi1HINEEM T IEEMNIMERZTH
Operator 2R/, (LOG-1420)

EE#H AT, Red Hat OpenShift Logging Operator pod #& VAR BITEMREM LB AT RER P AT
FIERERER CPU W%, TEXMRAA, SEHEKICFKIZIFSS pod FEEIEMRI CPU W%
B, (LOG-1440)

EEHE, —EHERBEREH IR N UTF-8 £, X5 Elasticsearch 1E4iH B FHEEE
MNERER A . EXTMAR, BIELENERREZFEMNEEREHENRRFRNEZE
SRR RXA A, (LOG-1499)

EMREHZ A, kibana-proxy pod B4 A CrashLoopBackoff Ik, FHiCKUTHEE

Invalid configuration: cookie_secret must be 16, 24, or 32 bytes to create an AES cipher

when pass_access_token == true or cookie_refresh != 0, but is 29 bytes.S:FRf) = T7 # AT AE

BRIFRRE, EXHRAR, Kibana &1 secret WEKBMRIELE, kibana-proxy pod REBRE HiX
Mg RTIEA CrashLoopBackoff 3K, (LOG-1446)

TEXANRAAH, AWS CloudWatch Fluentd $&##7ERTE B &M FIC T T X Fluentd HER AWS
APl HF, X&HFEFMNM OpenShift Container Platform 17 s BFiR, EXMRAH, AWS
CloudWatch Fluentd & {X1E"debug"#1"trace" B EH FIE K AWS APl i, iXIE, 1EERIA
B"warn"BER A F, Fluentd FIEFETAN T RTR, (LOG-1071)

TEE#HI, Elasticsearch OpenDistro Z&HE AR FHA A RSITFB KM, X NhRAH, BITR
HHFTAR ARG AR T XA A8, TIE, FREBEBAILUESH1T, (LOG-1276)

TEE#THI, 7E OpenShift Container Platform 12 & FH) Logging (ki ™, #1110 MAERKBE
KB ERIIRROBIER, LLEIHARTXNR>, (RIREDZRAEHRER, (LOG-1353)

EEFHAI, WREEETVHZE chunkLimitSize #1 totalLimitSize {E3 %8 Fluentd H&E 4 8%
BIMERE, Setting queued_chunks_limit_size for each buffer to JE 2 &S EH KK, URTEHAE
RT XA, HHRRIURE EMIIE, (LOG-1411)


https://issues.redhat.com/browse/LOG-1130
https://issues.redhat.com/browse/LOG-1268
https://issues.redhat.com/browse/LOG-1271
https://issues.redhat.com/browse/LOG-1273
https://issues.redhat.com/browse/LOG-1385
https://issues.redhat.com/browse/LOG-1420
https://issues.redhat.com/browse/LOG-1440
https://issues.redhat.com/browse/LOG-1499
https://issues.redhat.com/browse/LOG-1446
https://issues.redhat.com/browse/LOG-1071
https://issues.redhat.com/browse/LOG-1276
https://issues.redhat.com/browse/LOG-1353
https://issues.redhat.com/browse/LOG-1411

1.52.3.

1.52.4.
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FEEHHET, Kibana OpenDistro REHH R FHAFREBR K, EXMREH, B4
ARABIFEMA AR TIXAD AL, HIE, REEBALUEREHT, (LOG-1558)

TEXANMRAH, FERA®GEZEEHALESRRME L Ze A A A ESEHNEEBRA S, EX)
fRAH, BERAZXFALUEZETMRERIA, (LOG-1570)

TELLRIBIRRA A, viaq/logerr {RFFITER D FAIIES M, X &S BUF IR E R B RIINE
MTE#HA L, XA, viaq/logerr (RFITE A Apache 2.0 18], 1A IEF T2 R 0T AR Zh
1517, (LOG-1590)

EE#A0, elasticsearch-operator-bundle 2 E & H curator5 IR EFRH brew TR RS
BAEEEHEE E R dummy SHAT H, TEX/NRAH, HEREEF A logging-curator5-rhel8 5k
51 curator5, 3R3|IEIE cronjobs ATLLM registry.redhat.io R EVEMBHIE R, (LOG-1624)

EE A0, ServiceAccount B— MR, X&5HEE1R, 10 no permissions for
[indices:admin/aliases/get], 7EiXhRAS, TRIEEFARTXANAH, (LOG-1657)

TEE#AI, Red Hat OpenShift Logging Operator BIE & X BHRE 3L (CRD) 4 Loki fiiHi 3
B, XS BUEALEIZREYE ClusterLogForwarder B E X RN R, EXMhRAH, CRD &
& Loki fE hE IR, LIEEIE AT LIECE ClusterLogForwarder LU B &4 %% Loki BRSS
2, (LOG-1683)

TEXMHRAAF, OpenShift Elasticsearch Operator i ServiceAccounts B&E 7 @& secret B
B=AHENTE, XRSBRRANNEEFOE secret MF AT CPU B8, X MhRAARR
TiXAN A, IAE, OpenShift Elasticsearch Operator FfRBEE=AHBENFER, (LOG-1714)

TEE#7AI, 71E ClusterLogging B E X ¥R (CR) XA, MREIEET flush_interval (HIERA
¥ flush_mode i%iE ) interval, Red Hat OpenShift Logging Operator &4 Fluentd E2i&.
B2, Fluentd WERBEIZTIER—MEIR. EXMNRAA, Red Hat OpenShift Logging
Operator K%11F ClusterLogging CR & ¥, REEE T XMW NFENF AR Fluentd BEiE.
(LOG-1723)

&, &0 7]

IR HEE & BIAER Elasticsearch fR5528, ABEEE secret PRENECEME, MNE-&M
B9, Fluentd forwarder 2IN%E#HT secret, (B IBEEZEEISER Elasticsearch fR%5 25, HIN
XA ARHRER, Red Hat OpenShift Logging Operator HEIA SR 112 secret IRAE K,

(LOG-1652)
ENIGET R AR, NREHT secret, EAILURFIEFHHEE Fluentd Pod :

I $ oc delete pod -| component=collector

F AFMBREIZIRE

R BIRA B — LT e E W FT A SRR,

FRANBEMABETE OpenShift Logging 1, FHEMAKIR. EBR, XTMWREIEURHLITRASH

wER, BREIFEHBIERERHER,
1.52.5. @ IA# Fluentd I8 syslog /%% 4 HE B #F A
M OpenShift Container Platform 4.6 A EINTE, FRAUTESAELLZBEEHTH, FREUEH
RATHRAS IR
o {HMIAM Fluentd ixiL % A&
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https://issues.redhat.com/browse/LOG-1558
https://issues.redhat.com/browse/LOG-1570
https://issues.redhat.com/browse/LOG-1590
https://issues.redhat.com/browse/LOG-1624
https://issues.redhat.com/browse/LOG-1657
https://issues.redhat.com/browse/LOG-1683
https://issues.redhat.com/browse/LOG-1714
https://issues.redhat.com/browse/LOG-1723
https://issues.redhat.com/browse/LOG-1652
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o {HMIAM syslog AiEE A BE
Rz, ERUTEEGESAE

e {#fH Fluentd fohttps:;//www.redhat.com/security/data/cve/CVE-2021-22922.htmlrward il #%
xB&

o {#f syslog &% B

1.52.6. CVE
Bl 1.26. i LARFF CVE
e CVE-2021-22922
e CVE-2021-22923
e CVE-2021-22924
e CVE-2021-32740
e CVE-2021-36222

e CVE-2021-37750
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-fluentd_cluster-logging-external
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-collector-log-forward-syslog_cluster-logging-external
https://www.redhat.com/security/data/cve/CVE-2021-22922.html
https://www.redhat.com/security/data/cve/CVE-2021-22923.html
https://www.redhat.com/security/data/cve/CVE-2021-22924.html
https://www.redhat.com/security/data/cve/CVE-2021-32740.html
https://www.redhat.com/security/data/cve/CVE-2021-36222.html
https://www.redhat.com/security/data/cve/CVE-2021-37750.html
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1’Eﬁ$E¥¢qiEJ\, IRE LLERE logging FRUTFEERE OpenShift Container Platform &£ MIRTE BE,
ﬁl]‘l’i 'J—-'_zédh IL;\\ r%&r%% H /L.\ﬁﬂgﬁu'li%ﬁ E ICASTF o Iogglng ?%zjtb%/[: lé ?é/l\ﬁﬁqﬂﬂ’]ﬁﬁ E ey
#»l‘_f‘ z,ﬂj/’f—?—ﬁ%&%}(ﬁ\ H Ib\ﬁﬁ%q:‘o /u\_.I-LJ\'f%FH Kibana web ?"‘”%UA%%"J_'LTHB H IL.\?K?EQ

logging FRERE T LU TREMAS :
e application - HEFZITHWAF NARFERNRSREE (EMEHRSRNARRERN) .

° infrastructure TEEEEH OpenShift Container Platform 7 s L2 1T BBl Z2 A4 20 4 & R 9 B
&, MW journal Bi&, EmZEHHM4 27 openshift*. kube* = default 27 B Hi217#) pod.

e audit- A auditd £XMBEE, TTREHITRFEEFEME /var/log/audit/audit.log XHH, UKk
Kubernetes apiserver #[I OpenShlft apiserver B 1T H &,
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1. &% OpenShift Elasticsearch Operator:

a. £ OpenShift Container Platform Web &/, =i Operators - OperatorHub,
b. MBI Operator 5K F1%¥ OpenShift Elasticsearch Operator, #AJG = Install,
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R JitEE openshift-operators-redhat 4 Z2[F], openshift-operators 3% Z2 [A| AT BER
BEXIZHEB operator, iXLE operator A#EEE, H A B metric AIEES OpenShift
Container Platform metric & FERE, M SFBUHZE,

. 1% Enable operator recommended cluster monitoring on this namespace

XANEINIE Namespace X R Hi% & openshift.io/cluster-monitoring: "true” t7i, R/
WEIX AT, LABRERE L 1E1ZEN openshift-operators-redhat oy & 22 ],

1%3% stable-5.x {5 BEHHHHE,

EFE— DL AESRRE

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7EG#hRA = BT B 5B #H
Operator,

e Manual EREEEEHEE L EIEM A F L Operator B#.
= Install,

WiT N E] Operators — Installed Operators TU3R%1E OpenShift Elasticsearch Operator
BHRRE,

8% OpenShift Elasticsearch Operator 7EFT AU B H#5H, 15 Status 5y Succeeded,

2. &% Red Hat OpenShift Logging Operator :

a.

b.

1£ OpenShift Container Platform Web ##l& A, i Operators - OperatorHub,

MTET B Operator 5%k A%+ Red Hat OpenShift Logging, A = Install,

. #ATETE Installation Mode Ti£#£ T A specific namespace on the clustet

fATE 1L Installed Namespace THJ Operator recommended namespace = openshift-
logging,

1t# Enable operator recommended cluster monitoring on this namespace
XMETIFE Namespace X R iXE openshift.io/cluster-monitoring: "true” #5715, &7l
EEEXAN KT, LAMBIRERE L IEIREN openshift-logging %4 22,

1% stable-5.x /£ BHE,
poin

FE— D HEAESRRR,

e Automatic SKB&fL1F Operator Lifecycle Manager (OLM) 7E& iR A= BT B 5B #H
Operator,

e Manual FRKIEEEHAE YL EILRE LA Operator B#,

= Install,

i. It E| Operators — Installed Operators T3 %1k Red Hat OpenShift Logging

Operator B# &%,

ifR openshift-logging i E # % H#) Red Hat OpenShift Logging B Status
InstallSucceeded,

402R Operator R AWM RE:, HIRBUTHRIITHIEHRR :
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e {JJ#:%| Operators - Installed Operators 71, Ff@# Status FIFE BB EME RS
R,

e it %] Workloads — Pods TifH, #1:% openshift-logging i B Ak & A &H pod B

A&,

3. fll& OpenShift Logging SEffl :

a.

b.

042 %] Administration = Custom Resource Definitions T1E.

1£ Custom Resource Definitions TlHE L, s ClusterLogging,

. 1E Custom Resource Definition detailsT{H, M Actions 3 ¥ F13%5 View Instances,

1E ClusterLoggings I/, = Create ClusterLogging.
4R e 7R S RIER DT E SR AN E 8HE.

¥ YAML TR BRI B A LI TRE -

LEEKIA OpenShift Logging EBEB RN Z AT A X FF&MINE, SHEXALFERE
BRICRFROEMNED, LT #REXAIN OpenShift Logging SEH1TIE
WHER.

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" g
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage_class_name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
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requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana" Q
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRZER T OpenShift Logging FIEK
INME, Mg E%ES Unmanaged, B2, FSEBEFAEWRES, B
OpenShift Logging EFZ NS ERS N LE,

FIF B & Elasticsearch X &, @i {FA CR, B IEEES FEHIRBMNFAME
ﬁ%c

87 Elasticsearch MNIZREENARRNIEKE, #HA— DB A EA : B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
Wik, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R
5l,

187 Elasticsearch T RV E, ESHILIIREENE T,

°} Elasticsearch F#M A B FHEENELTR, NREREMRE, FEEQEREHENE
B2, WMRBEREEMI, OpenShift Logging FHE IR F6E,

RIEFEEIEE Elasticsearch B9 CPU F1AEE K, MIRXLEEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUHRASHEENFTE. NFHKH
BAINME S 16Gi, CPUEXRN 1,

IRIEFEZIEE Elasticsearch RIEH CPU MINFIEK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator 2 XBEBVINE, BIINEBLIHERZSHMBENTE., AFIFRH
BRIAME N 256Mi, CPU i&EREIBRIAME S 100m,

FFBELE Kibana Bi%&E, @iFEHE CR, FALY B Kibana EEMTTRMYE, FHH
Kibana 7 mEZE& CPU f1IRE, MMEFLER, HEHEERSTH{EIER,

FFBEE Fluentd BiXE., @ {FA CR, EALIEE Fluentd CPU MIRERE, NE
BZER, ESWECE Fluentd,
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Elasticsearch control plane 11 RIRABE N =D, RET nodeCount 15
EHNAKTF 3, OpenShift Container Platform R&BIEB=NFE Master T/ m sk
4] Elasticsearch s (B4 master, client Ml data &) . E&
Elasticsearch "7 mAIEN"NEIE T =, EFA client #l data A, control
plane T RHUTEREEEEIRIE, WAIRSMRFES]. 2/ 2 ERHMERERT =
/T RRED R, FHUITSHIEHBEXNIRIE, W CRUD, BERNREE, 5
HIBEXIRIERHERAAXE /0. WEFM CPU, FSHENIEXLELR, HIEY
A R EEDRINE S8BT =,

40, 0R nodeCount =4, MAIEMUL TR :

I $ oc get deployment

i~ B
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  0/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 0/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3 0/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #1E 17 9% B,

f. mifi Create, X0 logging FRT:4#¥. Elasticsearch BE X FHREAZHA LK Kibana
%0,

4. BUFRE -

a. t)#:%] Workloads —» Pods T,

b. %% openshift-logging TH,
BN ZERERLNATF OpenShift Logging. Elasticsearch, Fluentd #1 Kibana B9 pod, 2
PIFLLUTFAISR -

cluster-logging-operator-cb795f8dc-xkckc
elasticsearch-cdm-b3nqgzchd-1-5¢6797-67kfz
elasticsearch-cdm-b3ngzchd-2-6657f4-wtprv
elasticsearch-cdm-b3nqgzchd-3-588c65-clg7g
fluentd-2c7dg

fluentd-9z7kk

fluentd-br7r2

fluentd-fn2sb

fluentd-pb2f8

fluentd-zqggx
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YNSRI XUMER Kibana, ®41 FE1018 Kibana 35 1EXF501E, LUETE Kibana FIRFREFIN G L EEE,
ANRIRBIER R P LA LN P s B SEFE 4R BRI, RIS & BSILSF 3RS0 Operator BITE i [AIBI 4471

foin

3.3. {#F CLI 2% RED HAT OPENSHIFT BJ LOGGING F%%;

& BT LA#E A OpenShift Container Platform CLI %4 OpenShift Elasticsearch #1 Red Hat OpenShift
Logging Operator,

SeREH
o H{REH Elasticsearch FTEHFAMEEE, FEE Elasticsearch T REFTEBCHEHES.

NRFAMEBRATFHFALEE, EAEERRIKHE, X1E LocalVolume & §
#) volumeMode: block i, Elasticsearch ;& {FARIAILE,

Elasticsearch R AEFEEREEN AR, HIABERT, OpenShift Container Platform 2% 3 4
Elasticsearch T s, HERFIEKRMEHIH 16 GB, #IAIXBEHI =/ OpenShift Container
Platform 7 m Al 8E5% 8 B W IR FESEEE 21T Elasticsearch, HIRIBEIS Elasticsearch #HxHY
A 1F [n] 4, E%E¥qﬂm“ﬂﬂ%% Elasticsearch T s, MAREMINET = ELHRE,

i
fEF CLI &%& OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator :

1. 75 OpenShift Elasticsearch Operator f|Z &4 Z2[H],

a. 7 OpenShift Elasticsearch Operator | E—Np& 22 [AXTR YAML X (5140 eo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

Q X8 E openshift-operators-redhat & 22 (6], 3 T RHIEATBES$EFR (metrics)
2R, IERIIZHF Prometheus Cluster Monitoring H#EFZEC & 4 M openshift-operators-
redhat % 22 (5] RIZEXIE IR ELHE, A ZM openshift-operators fp 4 22 6] H12
EY, openshift-operators #p#4 22 [A|AJBE D & #t X Operator, XL Operator R E{E
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%5 3% Jy RED HAT OPENSHIFT 2% LOGGING F%%;

£, FABER KIS OpenShift Container Platform 878 EMEFR, M SBUHZE,
Q FRBBIIRBAIRIEEZING, LAIARERE 2R openshift-operators-redhat
CEEZRAEIR
b. Bl &ZEE :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f eo-namespace.yaml

2. 77 Red Hat OpenShift Logging Operator fl/Z & 22 [H :

a. 7 Red Hat OpenShift Logging Operator I #—Mp& ZE[AIXT R YAML X4 (5140, olo-
namespace.yaml) :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-logging
annotations:
openshift.io/node-selector: "™
labels:
openshift.io/cluster-monitoring: "true"

b. B &ZEE :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-namespace.yaml

3. @i AL TN R K ZR % OpenShift Elasticsearch Operator:

a. 77 OpenShift Elasticsearch Operator @] Operator Group ¥/ & YAML X ({5140 eo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

Q 1R 7T38 7E openshift-operators-redhat &34 22 /4],

b. fll# Operator Group X4 :

I $ oc create -f <file-name>.yaml
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82

o -

$ oc create -f eo-og.yaml

c. AIEE— Subscription ¥/ & YAML X ({40 eo-sub.yaml) 3&iT [ OpenShift
Elasticsearch Operator B £ Z2[H],

B

o 09

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: "elasticsearch-operator"”
namespace: "openshift-operators-redhat" ﬂ
spec:
channel: "stable-5.1" 9
installPlanApproval: "Automatic”
source: "redhat-operators” ﬂ
sourceNamespace: "openshift-marketplace”
name: "elasticsearch-operator"”

R¥ETE openshift-operators-redhat 5 £ 22|,
{57 stable, = stable-5.<x> fE /&, 1ES WU TER,

Automatic 7o1F Operator Lifecycle Manager (OLM) £ B #iR Ao A B shE#H
Operator, Manual 3k E55E L ZIEBIFA - #t# Operator E#.

157 redhat-operators, #15 OpenShift Container Platform SEE¥ %245 11 32 R 4%
(BN B FFEIEREERE) , 15I8EEE Operator Lifecycle Manager (OLM) H 613289
CatalogSource X RHIZ TR,

157 stable RERHTEERANLFIMA, FERT A installPlanApproval:
"Automatic" # stable & B 511% Operator 7B R E AR K 1T
hiR Ao

18 7E stable-5.<x> SRERFE EMANLFLRRA, HATHE
installPlanApproval: "Automatic" & stable-5.<x> RTEEFH x IEEME
hix 4~ 1 B 5/14% Operator F2 B RFTHIFE E R MR A,

d. BT R :

$ oc create -f <file-name>.yaml

a0 -

I $ oc create -f eo-sub.yaml

OpenShift Elasticsearch Operator £ % 4<%l openshift-operators-redhat fp & Z2[f], 35
HERFMENIE,
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e. J4iiF Operator %24 :

I $ oc get csv --all-namespaces

=1
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
default elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-node-lease elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-public elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
kube-system elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-apiserver-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-apiserver elasticsearch-operator.5.1.0-202007012112.p0
OpenShift Elasticsearch Operator 5.1.0-202007012112.p0 Succeeded
openshift-authentication-operator elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded
openshift-authentication elasticsearch-operator.5.1.0-
202007012112.p0 OpenShift Elasticsearch Operator 5.1.0-202007012112.p0
Succeeded

B2 E hE N 1% A — 1 OpenShift Elasticsearch Operator, IRASARESFITRAR,

4. @O T RELE Red Hat OpenShift Logging Operator :

a. M Red Hat OpenShift Logging Operator fll|# Operator Group %% YAML 3 (#0 olo-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
spec:

targetNamespaces:

- openshift-logging @)

w,&?%\@i?‘é‘i openshift-logging %% 22 ],

b. 3% OperatorGroup & :
I $ oc create -f <file-name>.yaml

o -
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I $ oc create -f olo-og.yaml

c. BIB—MTHXTR YAML X4 (5140 olo-sub.yaml) i[5 Red Hat OpenShift Logging
Operator Byan & Z2[A],

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: "stable"
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

IRT38 7E openshift-logging #4226,
57 stable, =X stable-5.<x> {E &,
15 %€ redhat-operators, #15% OpenShift Container Platform SEE¥ %245 11 32 R 4% b

(R AT TR EREEE) |, HTEERE Operator Lifecycle Manager (OLM) B |28y
CatalogSource X RHIZ TR,

09

I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-sub.yaml

Red Hat OpenShift Logging Operator B &% %l openshift-logging 7 22 [A] A,

d. %iE Operator &%,
openshift-logging @& 22 i 1 1/1% 8 — 4 Red Hat OpenShift Logging Operator, hRAS ]
BESFIRAE,

I $ oc get csv -n openshift-logging

it Bl
NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.1.0-202007012112.p0

OpenShift Logging 5.1.0-202007012112.p0 Succeeded

5. fl|& OpenShift Logging SEffl :

a. # Red Hat OpenShift Logging Operator 5 HI%I 5 YAML X4 (40 olo-
instance.yaml) :
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LEBRIA OpenShift Logging EEE N iZ A] L & MIME, SHBX LGS
BEIDKFROAEHMEM, LT B XEX OpenShift Logging SREHEITIE
WHI(E R

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed" 9
logStore:
type: "elasticsearch" e
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 6
storage:
storageClassName: "<storage-class-name>" G
size: 200G
resources: ﬂ
limits:
memory: "16Gi"
requests:
memory: "16Gi"
proxy: 6
resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
replicas: 1
collection:
logs:
type: "fluentd" @
fluentd: {}

Q ZFRAJE instance,

9 OpenShift Logging BEER S, E—LHBERT, MRFXT OpenShift Logging FIEK
INME, Mg E%E) Unmanaged, B2, FSEBEFAEWRET, B
OpenShift Logging EFIZ NS ERESNIE, MHEEHETZERSTERFEEFTH
FMERE IR IR E
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© FTEE Elasticsearch KB, BITEAFELE (CR) , EHURES K EHI%

B& AN A M1

Q 87 Elasticsearch MNIZREENARRAEKE, HA— DB A EA - B
(W)s NEF(h/H). DI (m)F0F, Flg0, 7d 3K 7 R, BE#EiT maxAge MIBEES
wWikR, B hENEEREE—NMRBREE, SNASNZIRGIE Elasticsearch 3R

5l

187 Elasticsearch 1 REVEE, HSMILIIREENE T,

M Elasticsearch B AMB FHERET, NIREREMRE, HIEELRIEENE
5k, MRBEREFMT, OpenShift Container Platform R&fE AR Fi5EE

OpenShift Loggings

RIEFEEIEE Elasticsearch B9 CPU FlIREFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBRASHEMENFTE. NFHKH

RIEFEZIEE Elasticsearch RIEH CPU MIRFIE K, MNRXL(EBEH, N OpenShift
Elasticsearch Operator RIXERINE, EIINBUBRASHEENFTE. NEFHKH

Zi\(E 2 256Mi, CPU & RMIZRIAE Y 100m,

FAFERE Kibana BOiX &, @it {#EA CR, EelLLY B Kibana EIMTRME, FHH
Kibana Pod Bit & CPU f1NF. MEEZER, ESHEBERAEIMIELTE,

(s
L6
7
BIL(E 5 16GI, CPU R 1,
0
Lo
®

FFBEE Fluentd BiXE, @I {FEA CR, EALIEE Fluentd CPU MIRERE, NE

BZER, ESHECE Fluentd,

BT R BRI E S8R T .

40, 03R nodeCount =4, MIAIELM TR :

I $ oc get deployment

i~ Bl
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 0 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 0 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 0 6mdds

RE| BRI ED FHESE T Elasticsearch #E 17 9% B,

b. AIELA :

86

Elasticsearch control plane 11 R AR E N =1, NRET nodeCount 15
EHNKTF 3, OpenShift Container Platform R&BIEB=NFE Master T/ m sk
4] Elasticsearch T s (B4 master, client Ml data &) . E&
Elasticsearch "7 RAIEN"NEHE T =, EFA client #l data A, control
plane T RHUTEREEEERIRIE, WAIRSMRFES]. 2/ 2 ERHMERERT =
HETRRED R, HFHUITSHIEEXIR/E, W CRUD, BRNREE. 5

PREMEXMIRFRSAXRE /O, REM CPU, FSHERIEXLIR, HEY
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I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f olo-instance.yaml

X0 logging FR44H 4. Elasticsearch B E X ¥R E M LK Kibana #0,

6. @it FIH openshift-logging T H F pod ELIELREE,
% F Logging subsystem BYZH{4, REAZL A pod, REUFLUTII :

I $ oc get pods -n openshift-logging

i th 7 Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s

collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s
4. REEHHES

INEXER Kibana, 71 F200E Kibana 81X 1b, LUELE Kibana IR 5L BUE,

=l

NREBIERRF WAL P o B LR MR, RIS E BRI FRYE Operator BITE i [ B 447

o

Al

3.4.1. & X_Kibana &3 |{&R,

RFIEXE LT IEEN 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMA it L3R, B0 FRE|=
ﬁo

FRFH

o M WINEA cluster-admin B, cluster-reader Az ;XH NE®, FHEME Kibana P EE
infra #] audit &3], ZKi\ kubeadmin f /" BB & & X LEZRF MR,
INRATLLEE default. kube- #1 openshift- B ) pod F1B &, NIRAZ A LAV RXLEFRE],
BRI LMERU TSR ELRIAS 2 EEHUMINR -

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes
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KINBERT, #HITBEFRKXFMIE OpenShift Container Platform AIER
Elasticsearch SLflfh, ZE1E Kibana FEFHITAE, X 7EA Log Forward
AP| EREF I H 1T HEH default & HEE,

o EQIEXBIRAH, Elasticsearch XMW REBl, XRBTNTEMR, BE—THPHERTHIER
hRRERE/LOH.

iz
7 Kibana 7 L 3RBIEXFH LB MR

1. 7£ OpenShift Container Platform 2%l & & s fi Application Launcher @ Fi%£5¥F Logging.

2. = Management — Index Patterns —» Create index pattern il Kibana &5

o ELREX Kibana i, MRS AFIURERSIBERNFEEEHTIEMBERE, B Rt
—NE ) app HFRBIER, FHEA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7|2 E% 7 app. infra
audit 5| 0ER5|EX,

3. MIFTHIZRBIR R B/ Kibana ML,

3.4.2. |5 M RRE R f 1 B BRI =

SRS N B AT RE R HI S M IRE ., MREXHE, BUIIRITFEE OpenShift Logging BRER
Operator B93i B [AI BRI 4% R £,

P24 FRE = FE LA F AR E A pod SRS Z AIIMLERE. logging F%%4i1E openshift-operators-
redhat 71 B F&4& OpenShift Elasticsearch Operator, #+7E openshift-logging Ui B &% Red Hat
OpenShift Logging Operator. Bt SV E Z [ R E.,

OpenShift Container Platform i\ Container Network Interface (CNI) PN E (OpenShift
SDN #1 OVN-Kubernetes) 1R#EM DS RFAIERE, XM R TR B S0 e & TR 45 P e SRR,

OpenShift SDN B =fE =, :

P4 S

XERANERN, MBEREE K, BRAFMARE. B2, MRAAELTERE, Bil@%%k
B4FAERE, REERMEIN, LIRTREIVBAETRVEFZTHNA, Bit, EXRERE
PAHFEMN—N S BRICFERNTE HOE S —DMERRE.

ZF
XMER R FI LM IRE, SN AM NS EEICKEXNTE, URFellzEmRE,
subnet

WEXAFAERE. EREGILEMEAREE, THERF.

OVN-Kubernetes tA%{F FIMZS 3RkB&. FEIt, 5 OpenShift SDN —Ff, E/ECESREE, USIFREM
_/l\'—:_}'E/L.\*E*E’JIﬁE HjDEIJj‘J_/\IﬁEo

ik 3
o MRMLUZMA, (multitenant) EXEH OpenShift SDN, 1HIMAXHANIE, B0 :
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I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o F|, W FMLEMERM OpenShift SDN L& OVN-Kubernetes, iEHITIL T2 :

a. 7f openshift-operators-redhat &4 22 (5] Ri% ERE, 40 :

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. 1 openshift-logging 3% 22 [A| AR — ML RIS R, ©R1TFM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t £ £l openshift-logging
TR, fig -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat"
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

Heth BTR
o XTRILSERME
® XF OpenShift SDN BRIA CNI FHLE AN S

® XTF OVN-Kubernetes 2ki\ Container Network Interface (CNI) R4 R
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FA4ZERERERE

£ Red Hat OpenShift Bgi& &Ik FRYE, BEZEBE X ClusterLogging B E X HR(CR).

4.1.1. %F ClusterLogging B & X iR
ZRHRERILKFRIIME, EQIEFHEXR ClusterLogging B E X HIR(CR).

AXBBEEERE T A XOESHIEXR CR MU,
LUFRBIERT logging FREHIELE B E VTR,

ClusterLogging B X ¥i& (CR) =l

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging" 9
spec:
managementState: "Managed" 6
logStore:
type: "elasticsearch" ﬂ
retentionPolicy:
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3
resources:
limits:
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy
visualization:
type: "kibana"
kibana:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
replicas: 1
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collection: G

logs:
type: "fluentd"
fluentd:
resources:
limits:
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

HFF T2 instance,
CR /%% % openshift-logging #3422 H],

Red Hat OpenShift Logging Operator BIRRE, HIXBE N FZEWKE (unmanaged)
i, Operator 0 FAHEZFHRSBASIKENE#,

BEFHIILE, SERERE. TR HRIEKARELREEZR,
e TRRRE, SIEFRIGKMRE, UK pod BIARE,

@@9 09

ASKRERIINE, SIEFIRIAERFRE,

4.2. idi& Ib\lﬂi”&%%ﬁ

Red Hat OpenShift B logging FRIIMEREFIERIREMN ARRFBE, FHHEMA Kubernetes pod #1
B tHiEEEHUE,

AT LU B S YEE RS ERE CPU MINEIR(E, F IFHEUNES Pod BEIEEMN T R, AN KK
2B, @I ClusterLogging BE X HR (CR) AHY spec.collection.log.fluentd /77 3&#i
17

4.21. A FHECE

) Red Hat OpenShift Bt i& H &L R F RN A LR EAAR PN BIETHHTRE, H2EAH
thEEE, RATRZTERE., & OpenShift Container Platform X {THRAME BSEHITRES BRI, BRE
ERETAAURENEE, FeliZRXHEMNEEZ . MREAARXEPRERWEEUANEE, B8
B AREAELK, R} OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator &1
TER, BT, Operator 2RI —UIHLREE L BIIR S,

IR 27 $14T OpenShift Container Platform X#4d & A #nME &, & £ 70% Red Hat
OpenShift Logging Operator 5% OpenShift Elasticsearch Operator i%{& % Unmanaged.
— DN ARZEEM OpenShift Logging IME 7# 3 /F, BAREIER, EZE OpenShift
Logging 3R [@1E] Managed,

4.2.2. EE Ib\lﬂi”&%%& Pod

EE LA E Fluentd B&RICRIEESR Pod IR B TIEFEIZITHIN R K. Fluentd HESIL KNSR Pod
{7 openshift-logging i B #3217,

o1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-moving
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it =3
e 7 openshift-logging 5B H21TLL TR B3R EE Fluentd BRILRINEERS Pod REIFE -

I $ oc get pods --selector component=collector -0 wide -n openshift-logging

i th 7 Bl
NAME READY STATUS RESTARTS AGE |IP NODE NOMINATED
NODE READINESS GATES
fluentd-8d69v 1/1  Running 0 134m 10.130.2.30 masteri.example.com <none>
<none>
fluentd-bd225 1/1  Running 0 134m 10.131.1.11 master2.example.com <none>
<none>
fluentd-cvrzs 1/1  Running 0 134m 10.130.0.21 master3.example.com <none>
<none>
fluentd-gpgg2 1/1  Running 0 134m 10.128.2.27 worker1.example.com <none>
<none>
fluentd-19j7j 1/1  Running 0 134m 10.129.2.31 worker2.example.com <none>
<none>

4.2.3. BoiE B WEREE CPU fMIRTFIRIE
BB SRSV CPU R BRI 4T VAR,

it =3
1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
collection:
logs:
fluentd:
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi

@ FRERZRECPUMMNERERIER, LTHERRIME
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4.2.4 AERLZBOSNEE

Red Hat OpenShift B logging F R BIEZ N Fluentd B8, TTHTIHZE Fluentd BERE A 2380MEAE,
WX S8, AILAERELT Fluentd 1774 :

o ERFNIRGARK /N

o IFMRITH

o RILLEIAITH
Fluentd T£4 8 chunk (#£) BYEA blob RIS BEEIE . & Fluentd BIIEE—NRES, HAEI T
stage, TEXANTER, BIERMWIEFREIRAP, ZIREWH, Fluentd 2B EI queve, TERIEIRSFH
EAHBMME], BERBRFEXE, B—LERSFH Fluentd BRI, WRLE A& EHNINAE
[, WNRFIEFERE, Fluentd RIRRBREEBZHUSMREIE (flushing)
1£ OpenShift Container Platform #, Fluentd 1§ exponential backoff J5iERE B (flushing)
B, Fluentd 2MNEZAELUSIRIZEZ FIMERFNTE, XEBTFHEA D BRERFE K, HIUR
F exponential backoff AL, FER EHERNGE. ©rIEEERNE AREE R flush H,
X SHRTF BN BN IR A B 252 R FI ¥,

o Efit Fluentd WEME, EFILUEAXLESHEBTEBRRMWEZ AT, ERFRUKXE

B AIFRAIE SN FARFEDMEABIESHHE, FER, KREZIREFEETRANGRAER

% Z2H],

o ELEER, EUUERSHRRAZEHE, BRUEBMWE, BEVENIIFMZH, HE
REMEREEMEIL,

& LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAfFiXLE
SHRBENARME Fluentd FEBBSTH, 4 Fluentd EH,

IXLESEY
o SEXRZYWAFI TR, BINKEBENZEE A LURE BIFH— iR IEEE.

o FUERATX Fluentd EEFMMREHE IR T RS HA .
o (XATHREMAE, Bl BEBITIREMLERA R,

&K 4.1. &% Fluentd BB S

2 Hah 2RiA
chunkLimitSize BIMMRKRE, SFHFBAEXD 8m

KINES, Fluentd REILHFHEES
A=, SRS, Fluentd %
EBICAFUFHIT FF— RO,
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¥

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

94

sk

AR ERAKRDN, BIMER
(stage) #NPAFI (stage) BIEK
No IR X IR /N IX A
fH, Fluentd &= IESEIERMNE
B, HERERRW, FIERES
RREIEER K,

HERR AR EIRE, & A LUE A
s () . m (@) . h (b
) sd (XR) .

HUTIERRBN T L -

o lazy:E T timekey &%k
KERHT AR, BTEE
X timekey %4,

e interval : EF
flushinterval &% 518
B,

e Immediate: ESEUEER
me—PMEs £EE
B,

PUTHERR (flushing) BOZRFZEL
B, EiARMETIRSHRIGMT
2, XREEMSIERNIER,

LSRR RBIIT Y

e throw_exception : &
HE—TREHEEEHL

TNo

e block : {Z1EXT#IEF1T
HRT, BRZHXE A
STHY A A AR R H 1k,

e drop_oldest_chunk:
JHIBR B BOER LA 3718 A
B9ER, |RERAMMELLRTER
20,

exponential_backoff Ei{ 5%
HIER AR IA] (LAFD A BLAT)

VN

8G

interval

block

300s



SH feid
retryType flushing R E XI55k ¢

e exponential_backoff
DB INEREIEIEEE
BRI BRI [Al, Fluentd &
MEHT—REAFTES
RERONTE], EEAE
retry_max_interval &
PR EMIE.,

e periodic : &£F
retryWait 2%, EHiE

HERIRE,
retryTimeOut ERFICRAZ A E XN RKAS
],
retryWait T— REERRBIROAT A (LAFD
i)
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VN

exponential_backoff

60m

1s

MFEX Fluentd REBEANESIER, ESM Fluentd 3118 RB9ZHiEHE,

ff

L=

S

1. %i%E openshift-logging % E #1# ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
2. DINSELRUATEMSE :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
forwarder:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval 9
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s"
retryType: periodic ﬂ
retryWait: 1s
totalLimitSize: 32m Q
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@@9@@6@@6

AIaE S M REHIAHTIBRRATBIR KRR,
B EBRE IR B A FRo
EEHITHERN AL ¢ lazy. interval 5 immediate,
EERTHBMRMAERE.
15 & LA BT A« throw_exception, block =X drop_oldest_chunk,
157 5 F exponential_backoff 3EHE 5 AN B S A [BIBRIT (8] (AR M ELAL)
BE HHERAMATEiHBKE . exponential_backoff =% periodic.
BE T —RESEPREIBIN (] (AR N ERAL) o
EBERZ AR B TRA KN,

3. BiE Fluentd Pod 2B EEHIE -

$ oc get pods -I component=collector -n openshift-logging

4. FH7 fluentd B2 &R S R AIFT(E

$ oc extract configmap/fluentd --confirm

fluentd.conf =4l

<buffer>

@type file

path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s

flush_thread count 3

retry_type periodic

retry_wait 1s

retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMIT || '32'}"
total_limit_size 32m
chunk_limit_size 8m
overflow_action throw_exception
</buffer>

4.2.5. NRTFHEIAM Elasticsearch BETZ(E, 5B ABZE 4

ENEEN, AHRBEZRINBERT, AEFETRLIE=FEEFHEETERRIAR Elasticsearch 77
fRS, EAAMBEEREHRBIRIL D RERBAM

s, NREEFEMAIIAM Elasticsearch HE&TFE, ERILAM ClusterLogging B E Y %R (CR) A
HHIBRPIEB Elasticsearch logStore #1 Kibana visualization H4F, MiFRiXLEHER A LR, BEERER

I}?o

FRFM
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o RIFEHMBELAREEENBEEHIBA XERBIAMAE Elasticsearch 5£8f, RETAREER
& 4 # ClusterLogForwarder CR YAML X, KiEE 2 A1RE default B outputRefs T
o fAln -

outputRefs:
- default

Digk

==
[=]

R ClusterLogForwarder CR ¥ B & #E S % EINER Elasticsearch 58, FHM
ClusterLogging CR #/ifif& logStore Hff, fEiXFIERT, PER Elasticsearch &E&#
PMAGFEREFEHEBERIRE, X2SBHEEK.

1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)
I $ oc edit ClusterLogging instance

2. JNR7FTE, EM ClusterLogging CR H/ifik& logStore #1 visualization /\77,

3. 1% ClusterLogging CR ¥ collection /N7, Z5RNFEBULLTRA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:
name: "instance"
namespace: "openshift-logging"
spec:
managementState: "Managed"
collection:
logs:
type: "fluentd"
fluentd: {}

4. FUEIEESR Pod BB EEHEHE -
I $ oc get pods -I component=collector -n openshift-logging

Hith 5w
o F[ETKALINE=ARL

4.3. icE B EEM

Red Hat OpenShift 4 logging F%4i{# F Elasticsearch 6(ES) 7 FEE H EHIE,

BRI LMER B EFM, 215 -
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e Flasticsearch £ EMTE i

o MEEMBIHHBIETAREF DR, MEEEHERES

o AERiJA] Elasticsearch #U3E
Elasticsearch ERERER N HTEFE, &1 Elasticsearch 7T HEEBEE L 166G NFEFRIH BN IFiE KR
HMIEZE, BRIE ClusterLogging BE L HIREHF HEIRE. =AM OpenShift Container Platform 7 s4H
AIREAR B LAZ #¥F Elasticsearch £8f, fRWJIITE OpenShift Container Platform &R ARINZIAHITT s F
BEFAREIESNNEFZT, B Elasticsearch TT &% a/{F A 64G MH1F,.

B Elasticsearch T mER AT UERMEIAFE X E TIi21T, BEETIMERREIOIEM,

4.3.1. FH I AR L B B EEE

FINBERT, OpenShift Logging A&fEH 1T HEFMETERER OpenShift Container Platform
Elasticsearch BEFMH, EAILUGHITEEALXE L BHEFME, F, E8ILUE Kibana R EEFE .

ERHITEELERIEIABNRER Elasticsearch HEENE, BIENETE Kibana P EFHITEHRE, BAJFER
Log Forwarding AP,

HE
M EE OpenShift Container Platform Elasticsearch BEF AR it B SRR £ 7M.

FEEE it B EMNRERE A ENN MBI EN, FHREEHMRTT, RedHat
OpenShift B logging F R T HIXLHE,

iz
f#F Log Forward API f & 11 B & & EIPER Elasticsearch £ :

1. Bl SmiEE X ClusterLogForwarder CR % RBY YAML 314 :

o i CR LUSRTA BEE R A ETIRER Elasticsearch 2, A LE R HITIEAIE MIE R
TERUTRA :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

ﬂ EE (pipeline) BN ERAIEEMBELAWAERE, BilkHNEERALEIRER
Elasticsearch SE4,
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pa -3

B/ MEEEBPEERE=MEENARE : MNAERRF., EMREMFEZ, R

BRARERSRE, IEARHFEBEFHEHER,

o MREABE—NINAEH ClusterLogForwarder CR, HFEERINEIFH T HEMNE K H S,

BARFREE LRI, Ha0

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch"
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- name: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default @)

ﬂ LEERAIEEF N, AFFFHITHELERIRNER Elasticsearch 3£,

Hith BHR

® X LogForwarding APIIEZER, ESHEMA Log Forwarding API 4 HiE

4.3.2. FcE A& REN A
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A LB REFFE, T8EENI Elasticsearch BEEHRE =B ERNZFRS MK« ERZE/H A K,
rFH*ErE/b\*DEF'l—]‘E/b\o

ZRLERB RIS, MFEEN ClusterLogging B E L KR (CR) A ENHERIZE maxAge 58, CR
P X LE(E N A E Elasticsearch RENAE, TIRE Elasticsearch I HIRALNFRE I,

INRRBIGLUTREZ—TE, Elasticsearch RIRENIFRB|, BIHUFIMNHRS|IFHOAIBRHRA
e 325|BF Elasticsearch CR #HJ rollover.maxAge {E.
o RE|K/NEBITESD L 40GB BE.
e 3RB|H doc MK T E 5 F#FLL 40960 KB HIE,

Elasticsearch RIRERELE MR B RIEMIBRAZNIFEE, MREERE HMEMEHEROERBRE, NEKIAE
7 RIEMERAE.,

FRFH

o WWii%Z %k Red Hat OpenShift 1 OpenShift Elasticsearch Operator 8 logging F %%t

iz
EE% E IL;\ E\I%IJETJ_ ]‘E—[J .

1. 4@’ ClusterLogging CR, LURINS{EX reservedPolicy 54 :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

187 Elasticsearch MIZ{RBEEN B &R A, A —DEIANE AL : B(w). DI
(h/H). 2Eh(m)FNF, B0, 1d KEK—K, BFE#EiT maxAge B9IA BES MR, ERINE
/R-F EIL\E{%E 7 960

2. &A1 LUSSHIE Elasticsearch BE X HHR (CR) HEYi%
5140, Red Hat OpenShift Logging Operator E%)?TLX'F Elasticsearch CR LAEZ & {R B4 R EE,
SIEXBEUE/NREEMERN B &RNERREREl, FHERE 7 KRMBRAZIMERE],
OpenShift Container Platform & 15 280 &E—R, UBAERTEERNFEEI,

I apiVersion: "logging.openshift.io/v1"
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kind: "Elasticsearch”
metadata:

name: "elasticsearch”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d 9
hot:
actions:
rollover:

maxAge: 8h 9
pollinterval: 15m ﬂ

NFENEER, FERBARMEHERFIIRNZENB S,

f+ 2.5 {& OpenShift Container Platform MIFRIZENZREl, L% &R E ClusterLogging CR
% B maxAge.,

WIREHFRBIET, OpenShift Container Platform SE2Z B3| Ei, IIEB
ClusterLogging CR ##J maxAge ‘R,

OpenShift Container Platform {+ g E N ZE EIREIFEE, XEBRINKE, FAE

o ® 990

8
p= Y=
R X FFEH Elasticsearch CR, X[{REEZRIEHIFTHE B NEB 7L ClusterLogging
CR Hif4T,

OpenShift Elasticsearch Operator 8% cron job, LAERE LIRS NENRGNRDIZRE], FEH
pollinterval Vi,

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <none> 4s
elasticsearch-im-infra */15**** False 0 <none> 4s

4.3.3. NEBEEFMEE CPU FIRFIEK

NG E ST RE CPU MIRFIER, BARMZFIHEXLEE, EH OpenShift Elasticsearch
Operator R & & % HE L BIMERE K,
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TEARBERED, Elasticsearch RIEERBHNEIINEFERETERE, MMTSBRIERTSHRH
OOMKilled, INREBELXNARE, V5= Elasticsearch BN TEIE KA RIE,

e

B Elasticsearch TV REF AT UERBEHAREIXE Ti21T, BEETFBEHDREVCIEM, SFEIR
1B, NEA pod NMIZNEBHBEN TV TERIAN 16Gi, RIFNEN pod PERABIT 64Gi WREBZHIE

o

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
resources:
limits: 9
memory: "32Gi"
requests:
cpu: "1"
memory: "16Gi"
proxy: G
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

IRIEFEZIETE Elasticsearch B9 CPU MIAEFE K, MNRXLEER, N OpenShift
Elasticsearch Operator X EBINE, BIINBLUHERZSHMENTE. AFFERHE
IMEN 16Gi, CPUIEKRH 1,

pod A LMFERMR KX FIRE,

VIR pod FRERHIR N FEEL

o0 o

RIBFEIETE Elasticsearch fRIEH) CPU FINFIE K, MRXLEBEH, I OpenShift
Elasticsearch Operator 2 X EBINE, BIINBLUHERZSHMENTE. AFIFERHE
A 256Mi, CPU IEKBIERIE S 100m,
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1E % Elasticsearch REEN, HEMIENZBTFEKMRE,
f5gn -

resources:
limits: 0
memory: "32Gi"
requests:
cpu: "8"
memory: "32Gi"

@ FrnEAKE,
@ EEEK

Kubernetes —fi% B 1E 17 mBLE, AT Elasticsearch EREEMRE. N iEK (request) F1 BRIE
(limit) % EAARME AR Elasticsearch ALMEATEEMAE, REXTREETRRNE,

4.3.4. HHEEFHELE S IR
BT LUE Nl SR B AR RO BB 7 sz [B] & 1l Elasticsearch 200 F -

FRFH

o WZ% Red Hat OpenShift Logging #1 Elasticsearch Operator,

¥ =
1. %i%E openshift-logging % E ##) ClusterLogging BE X %R (CR)

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch"
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

Q N FREETRER, ERREREFENA.

e FullRedundancy : ElastlcsearchHﬁ/\%alﬁ’JEﬁH ESHEENUET R, XA
RMEENELMYE, ERNEFESARENMIFAMERE

e MultipleRedundancy : Elasticsearch 8RB E D F T2 E HIlE— FHEUET
Mo IXAITEREMMMREZ AR HRIFHIITR,
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® SingleRedundancy : Elasticsearch N ENFRBIMESD K HIE—PEIA, ,\ET??E:.:’ >
PANEIET =, BEMRBERAATRABERRE, R 5 NMRELZ T RN, ek
MultipleRedundancy. &R BEfF LSRRGS FHF 4 Elasticsearch %‘EE\\E,‘JEB%Q

® ZeroRedundancy : Elasticsearch RI/EE D FHIRIAR, IR KA EHRE, N

FRGEEERE. MREEXIMEMFRTEMY, FELRT B S8HE/PVC
10/ RE R, ATLEEERLER,

% E,E
FRBIEMRAED FBEBEZET Elasticsearch BB 7 B,

4.3.5. g1 Elasticsearch pod
D& BEP I Elasticsearch pod 8 E FIRER 5 B EE L 3K Elasticsearch MERE TRE,

INRLEW, RIZE—RUEH— pod, HAVFEREFEE D HMIIA, Elasticsearch IR AR EISK
fafg, EALIRIE S — pod FHIT4E T,

A=
IN%R Elasticsearch £&£1% & 77 ZeroRedundancy, 7R 4E7# Elasticsearch pod.

4.3.6. 1 BEFHEBECERF A MENE
Elasticsearch BEF AT E, FHREBIR, Elasticsearch MRS,

Digk

==
[=]

1E Elasticsearch FHEHR AL NFS EERESHFTAMLS (EE T NAS bl
Gluster) , BN Lucene Kl F NFS RREBIXEHRTIT N, BIEARTHIH Athn]
ARER K %,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ik =
1. 4#% ClusterLogging CR, N&EEHFHNENE T RIBEE N B EEFAMESER,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"
#...
spec:

logStore:

type: "elasticsearch"
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elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

AHIRIEE, SEFHESMEET REBAERTHR200G"H AWS B SSD (gp2) #FHEH PVC,

N[ AMEBRTFHEALENE, EAEERRIKRHE, X7E LocalVolume X KRR
volumeMode: block i, Elasticsearch & {FARIBILSE,

4.3.7. 5 emptyDir 7Ffi%lL & B & 1745

&R LUFF emptyDir 5 S EBECEARAUB—NMERERE, InhEHE—BEEEFRA Pod FEIEER
%%%O

ﬁ -
Y M emptyDir i, MNREBEHEIMEBELEHERE, BEHEER,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

AR

1. 4%% ClusterLogging CR LUIEE emptyDir:

spec:
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
storage: {}

4.3.8. H4T Elasticsearch £EAER
£ E= X elasticsearch Bt &M 51 {E{A elasticsearch-* BEE BN, HUTRNER.

A, #NSRIZ4T Elasticsearch Pod T REBERE, NEBIRIER,

FRFH

o WIZ% Red Hat OpenShift Logging #1 Elasticsearch Operator,

i
PATERBRDER -

1. i# A openshift-logging T8 :

I $ oc project openshift-logging
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2. FREY Elasticsearch Pod B9&# :

I $ oc get pods -I component=elasticsearch-

3. YEIHINEERS Pod, LMEE({Z 1L Elasticsearch %A :

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

4. {#F OpenShift Container Platform es_util TE#{T9 F AT RIF, BEREXNZAIXEESE
AR RFERIE -

I $ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --query="_flush/synced" -
XPOST

o -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

i o Bl

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

5. {# M OpenShift Container Platform es_util TEFFIEIEA R KT b 1750 F 4T -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

it Bl

{"acknowledged":true,"persistent":{"cluster":{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

6. TE, RESMHREFEHBE—TESKE:

a. BAERT, OpenShift Container Platform Elasticsearch SBf B IEEE T m#fEHERE, &
LT e R AVFHEH AR B H fo1F Pod JREXE DX

I $ oc rollout resume deployment/<deployment-name>

a0 -
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I $ oc rollout resume deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 resumed

BET —/# Pod, & Pod EAMZEMBRE, MEEMEHT T —EE,

I $ oc get pods -I component=elasticsearch-

=1
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6éc4c7c-jpwek 2/2  Running 0 22h
elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2  Running 0 22h

elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2  Running 0 22h

b. BETKIG, EE Pod IEIFHLEE :

I $ oc rollout pause deployment/<deployment-name>

40 -

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

=1

I deployment.extensions/elasticsearch-cdm-0-1 paused
c. 1% Elasticsearch £EEE AT green ¢ yellow R :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

INERIEXT ST e 5 P {FAM Elasticsearch Pod #YT T #EHERE, 1% Pod &
BEE, HEWAFEFERHH Pod &F5,

o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch"”,
"status" : "yellow", ﬂ
"timed_out" : false,

"number_of nodes" : 3,
"number_of data_nodes" : 3,
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"active_primary_shards" : 8,

"active_shards" : 16,

"relocating_shards" : 0,

"initializing_shards" : 0,
"unassigned_shards" : 1
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

1
ﬂ ERSRERT, BEBRLESHIES green ZHE yellow,

7. WNRERT Elasticsearch ECEBEIRETS, 15X B Elasticsearch Pod E& X4 1%,

8. HHEMNNMARER, EFERASHTE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

}|
o -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all" }

y
it Bl

{

"acknowledged" : true,
"persistent” : { },
"transient" : {
"cluster" : {
"routing" : {
"allocation" : {
"enable" : "all"

9. ' BIESS Pod, AMEEI&E#EE L XE Elasticsearch,

$ oc -n openshift-logging patch daemonset/collector -p {"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

4.3.9. HEEFMERS DT HEEH

RINBERT, TEMBERICFKERALIGREE T Red Hat OpenShift B logging FREM B EEE. &
AT LUE B — re-encryption termination &R XBIERHE, LUSLIIAERN BH S Z6EIRSS B9V 0] 2R ER SR,
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A, DA UENECUE—NEFINEERA, FH OpenShift Container Platform S hEH1 2 &4&H
Elasticsearch CA IEFBLUMA R A B EFEME. RiE, FRASESUTAREM cCURLIEXRITFEE BEEE
AR S5HOTT /=

e Authorization: Bearer ${token}
® FElasticsearch EFTMNFEEKREFN Elasticsearch AP 153K,

TERER, AILAA HEFESER P ViR BEFWERS . BRUERUTHRSZ—RKIE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging
i th o Bl

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

=Bl
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

R DR R N TR e S EERS 1P il

$ oc exec elasticsearch-cdm-oplInhinv-1-5746475887-1j2f8 -n openshift-logging -- curl -tlsv1.2 --
insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

i th o Bl

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 O--i--i----i--i-- --i--:-- 108

SeRFMH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

~

o MWIEBTIBEWVIRIIIR, LEsEHREBRE,

iz
KRR AT BRI

# A openshift-logging T8 :
I $ oc project openshift-logging
2. MBEEMERI CAIETRHE A admin-ca X4 :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca
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Ll N |
I admin-ca

3. LYAML XX R0 B S FHER SRS A -
a. FRAUTARLUE—D YAMLIX :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: | ﬂ

ﬂ AINBEFE CAIEPHER T L HHaS., BT RE - LEMINEBHMHHN
spec.tls.key. spec.tls.certificate 1 spec.tls.caCertificate &%,

b. 2T T e, HHEEEWE CAIUERRMEEEL—2 FOIENEEEH YAML & :
I $ cat ./admin-ca | sed -e "s/"/ /" >> <file-name>.yaml
c. DIEERRH :
I $ oc create -f <file-name>.yaml
=1
I route.route.openshift.io/elasticsearch created

4. BEZRENFFT Elasticsearch RS :

a. IRERLLBRSSIK B9 RS, LMETEE KPEER -
I $ token=%(oc whoami -t)

b. fHEOIER Elasticsearch BB NIfEL £,
I $ routeES="0c get route elasticsearch -o jsonpath={.spec.host}"

c. ERIEBHARTAREMND), HSTU T aREITAFHIEEE R Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"

HAa R ELFF -
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it Bl

"name" : "elasticsearch-cdm-i40ktba0-1",

"cluster_name" : "elasticsearch”,

"cluster_uuid" : "0eY-tJzcR3KOdpgeMJo-MQ",

"version" : {

"number" : "6.8.1",

"build_flavor" : "oss",

"build_type" : "zip",

"build_hash" : "Unknown",

"build_date" : "Unknown",

"build_snapshot" : true,

"lucene_version" : "7.7.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
2

"<tagline>" : "<for search>"

}

44.FEEHETMIELTER
OpenShift Container Platform {# f Kibana &7~ logging R4 INEH B EH#IE,

IRAEI LAY & Kibana SRSZIITUR Y, F4 Kibana 11 RECE CPU M1 7F.

4.4.1. Fgi& CPU A FRIE
logging FREEH VPR CPU FIAERR(EFH1TIHEE,

it

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:

B 45 RBERSHE

m



OpenShift Container Platform 4.9 B&it ¥

cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEEZEREASEMEN CPU FMINERE&IER, XFF Elasticsearch, A AEHEEE KE
FORRHI(E,

@OOREEEH B visualizer 87 CPU MK IRIEFIHR,
@ RERZIREESKERN CPUNINERERIFK.

4.4.2. BRI EST ]RITRITRE
BT RAEE B LA (L 2589 pod LUBIIE M TTRIL,

ff

L=

S

1. %8 openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"

12



kind: "ClusterLogging"
metadata:
name: "instance"

spec:
visualization:
type: "kibana"
kibana:
replicas: 1 ﬂ

ﬂ 87 Kibana 7 HHIEE,

4.5, EB lu\lai¥§§‘db@ﬁ%
Elasticsearch RREZERN ARRRF. RINBFBILRFRALENNEGKIMNEREERE 16G AF,

& AI#) OpenShift Container Platform 7 sl AT BER B LA #F Elasticsearch 8£8%, f&MAITE OpenShift
Container Platform & HRMAA T =R, FREMBABRNKESMNEFRIZT, B Elasticsearch T &

A UERERNAFLETIZT, BEEFIMEPRRRIVGIFEM.

4.5.1. Red Hat OpenShift B& Lk F R MEM TR E I

B Elasticsearch BB BAETE—NFAMS. 7 OpenShift Container Platform /1, XA LAFE
PVC k52,

MBFAMEBRFHALENE, EAEGERRIKRTE, XTE LocalVolume X KRR
volumeMode: block i, Elasticsearch & {FARIALSE,

OpenShift Elasticsearch Operator f#Ff Elasticsearch FRER&FRN PVC f 4,
Fluentd J¥ systemd journal #1 /var/log/containers/ BIFf A B E#R (£ 5%l Elasticsearch,

Elasticsearch ZE RN EFERHITREESFHIRE, NIREXERVHNE, SNSLH/BEMN, BN
A, EPHE N AR HSEIENRE, HoEKRAMENTREERE.

BINERT, UEHEBEH 85% J#ilt, Elasticsearch &2 1A S EHEEE, 90% i, Elasticsearch
SEARENBER TNTRINESREREMIEMT R, B2, NREMEFEET 85% LT oA AFiE
Z8[H], Elasticsearch &40 ZFRE1FH BN RED,

Pz
XS, (KK ER Y RIARA T Elasticsearch BRIAME, BRI LUBTUXLBINE, RAR
ERERERNVIRIME, BLEEERPELXLE,

45.2. HhEHR
o HWHAXFHRBIRAMEME

4.6. NHEILKFREGAHELE CPU MIRERE

13
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BHUREFSREES D BRICRFRALHH CPU MINERIE.

4.6.1. Fgi& CPU IR ERE
logging FREGEH VPR CPU FIAEZRR(EFH1TIHEE,

ff

L=

S

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:

14
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logs:
type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

RIEZEEIEETHAEFMEM CPU MIAFRMERIER, *F Elasticsearch, R HEEE KA
FOPRHIME,

QOO REEEH B visualizer 87 CPU MK IRIEFIHR,
@ RERZIREESKERN CPUNINERERIFK.

4.7. [FHABRERIZEH OPENSHIFT LOGGING POD K&

B LM RTS RAIBREMR logging FREE pod BRET R L1217, FHAREMI/ENHREXLT R
£i217,

15 RABBEZH F 8 key:value Xf, TR EMTRIET T RFRABETEIFLIT = pod,

key B& K7 253 M FRVERFAFSH, value NIZH KT 63 NMFRGERFFFH, FRBLIMUFE
FHFIL, ARALUEEFHE, BF EFF. ARM T,

AR BAEKILKF RS CR A

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
tolerations: ﬂ
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
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storage: {}
redundancyPolicy: "ZeroRedundancy"
visualization:
type: "kibana"
kibana:

tolerations: 9
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
replicas: 1
collection:
logs:
type: "fluentd"
fluentd:
tolerations: 6
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi

ﬂ AR BERINEI Elasticsearch Pod,
9 AR ERNE Kibana Pod,

9 ltt%"-?ﬂ\ =) \\7.][] I Ib\lﬂ%”&%%ﬁ Pod,

12171«/{1@ $1E pod EERAABEREZG BEFE pod FEMELT

—Ij ino

247, FFBALEEAM TR M EERIX

12?_IJ«A1EL ClusterLogging B X IR (CR) AR AZIBEFME pod, FiBid T &[5 s A
BT R, TREMERE—1 key:value X, BIETRT REERFABERRITIZIE M pod, @I FEAFEH
fth pod J:E’\Jfl%ﬁé key:value %, BILARAIR({HEEME pod BEWIEZ T m LI 1T,

%ﬁikll‘ﬁ;R-F, /b\ﬁﬁ% pOd EEJ’J\-F‘G/}E\J% .

tolerations:

- effect: "NoExecute"
key: "node.kubernetes.io/disk-pressure”
operator: "Exists"

16
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FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

T
. FERUTHS, H5aRmEIEEE EFE OpenShift Logging pod BT &R :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
g0 -
I $ oc adm taint nodes node1 elasticsearch=node:NoExecute

AfFITE nodel EE—NiE N elasticsearch BH{E 7 node BY/5 25, 155 R E NoExecute,
B8 NoExecute R = HE 515 R ILER Pod, FHMRATERIIAE pod,

2. Yw%E ClusterLogging CR #J logstore #f4>, LABCIE Elasticsearch Pod WERRE :

logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 1
tolerations:
- key: "elasticsearch” 0
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

by IEIRED=: O N
157 Exists operator RE TR LB —NHHEHN elasticsearch H75 =,

#5E NoExecute &,

- -

(AIik) 57 tolerationSeconds S#, LUXE pod TE#EZ L AT A LURFFIEE BT s BT
—KC

AR ES oc adm taint S OIS mLil, EFLLAIRBER pod AILLEEEI nodel L,

4.7.2. EABBERZEH BEAT M pod K&

BRI LLEEE pod LERBZERIES Curator pod EMRLET R Eiz1T, FHEHIEEM TN EERXLT
=

ino

& A LLEsT ClusterLogging BE LR (CR) HARBENAEIHEMKAL pod, Filid T &5 =
MAET R, TREMERE— key:value X, B8R mBERMERBFIZIG MM pod, @i FER%
B1EHM Pod LERAMYFE key:value X, AT LAA{R({L Kibana Pod BES1E1% 17 s L3517,

FoRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

17
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iy =
L EAUTHS, BERIENEIEER EFHEREAIE pod :

I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
a0 -
I $ oc adm taint nodes node1 kibana=node:NoExecute

AFI7E nodel1 LHE— M)y kibana BfE ) node B75 5, 75 3R 2 NoExecute, Ei4/iifE
F3 NoExecute 5514 &. NoExecute (IE 55 mILEM pod, HMFRALENINE pod,

2. Y@%E ClusterLogging CR Y visualization 284, LLEZE Kibana pod AR :

visualization:
type: "kibana"
kibana:
tolerations:
- key: "kibana" 0
operator: "Exists"
effect: "NoExecute"

tolerationSeconds: 6000 ﬂ

18 E AR INETT =B,
157 Exists iz &R, LIEKILE key/value/effect 544,
157 NoExecute X,

N
A]1%t) 157E tolerationSeconds S, LUXIE pod E#EZF H AT A LARFFHPE BT BN

AN~
o

AR ES oc adm taint 5 0/EM)5 R, EALARH pod ATLLEEE] nodel L,

4.7.3. (E B BERZH BHEWKEESR pod KE

BRI LB 1E pod EEAABERBRBEICTKIESR pod AL T =R L2517, FHELLHEMTFEMREIE
FIXEE T =,

f&H L@t ClusterLogging B7E (R (CR) MARBEN AR HKICFKIRES pod, F@EE T =S
1T RN AR R BRI MERS RFEREHER pod FEENREFF CPU [H &I #KIXFR.

BANERT, BERICFNESS pod EEUTERE :
tolerations:
- key: "node-role.kubernetes.io/master”

operator: "Exists"
effect: "NoExecute"

FoRFMH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

18
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iz
L ERAUTHS, Bi5RRNEIEAER LFEREKICFRESS pod TR :
I $ oc adm taint nodes <node-name> <key>=<value>:<effect>
4N -
I $ oc adm taint nodes node1 collector=node:NoExecute

ABTE node1 EE—E N collector BfE 7 node BI75 5, 755 SR 2 NoExecute, &40
&5/ NoExecute j5=1%&. NoExecute [iE 575 mEEH pod, FHMRALTENILE pod,

2. Ym%E ClusterLogging BE X ¥R (CR) B collection /N7, LUECEREICFKUES Pod WA

BE
collection:
logs:
type: "fluentd"
fluentd:
tolerations:

- key: "collector"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000 ﬂ

EERINE T A,

#5& NoExecute &,

Q 157 Exists iz &R, LIEKILES key/value/effect 544,
© #HEN
Q (FIi%) 157 tolerationSeconds S8, LUXIE pod TE#ZE H A1 0] LURFFHPTE BT s B

AR ES oc adm taint 5 0/EM)5 R, EALARH pod ATLLEEE] nodel L,

4.7.4. BEfth iR

o AT RITREH pod KME.

4.8. AT RIEFHB BRI RFRI TR

IRE LU BT kT3R0S Elasticsearch # Kibana Pod B3 Z R REM T & Lk,

4.8.1. #%7/) OpenShift Logging 7R

& B LAER & Cluster Logging Operator, LUSAFBEILKFREAEMHH Pod (40 Elasticsearch
Kibana) EEEITEN T R L, BIES Cluster Logging Operator Pod MEZREMERE.

BN, EAILAEN CPU., WEMBEE EKIXE M Elasticsearch Pod # B — N EIMM T 2 £,
FeRZH

19
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o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator, ERINEMR T %A R EIX LT

1]
BEo

1. %i%E openshift-logging % E #1#) ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: 9
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

proxy:
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resources: null
replicas: 1
resources: null
type: kibana

wﬂﬁbu nodeSelector $%, FH X NEAFEBEBIMEHENE, EILURE T RIEEM
&, A& EA nodeSelector S <key>: <value> Xf, fIRIEFE infrasructure 77
=mBRMTIEE, TERNTCENER.

SN
SR HGREE®%0), B LMER oc get pod -o wide 3%,
4N -
o MEEHLI¥H ip-10-0-147-79.us-east-2.compute.internal 7 = _EH] Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o KEEN Kibana pod # %] ip-10-0-139-48.us-east-2.compute.internal T /1, LT mE—N%
FA B ELAHIZRAL 77 5

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m vi1.22.1
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m vi1.221
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m vi1.22.1
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m vi.22.1
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m vi1.22.1

HER, %17 =EH node-role.kubernetes.io/infra: " label:
I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml
=1

kind: Node
apiVersion: vi
metadata:
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name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751
resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:
node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORISR TR T RAIAR B E label,

o R7F CRE, Al Kibana Pod #8244 1E, 1M Pod SMERE -
I $ oc get pods
i

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 28m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 28m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 28m

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

e #7 pod fiLF ip-10-0-139-48.us-east-2.compute.internal 75 5= L :
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I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide
it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-
east-2.compute.internal <none> <none>

o F¥liE, [R¥A Kibana Pod SRR,
I $ oc get pods
=1
NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m
elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m

elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2 Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s

4.9. fici& SYSTEMD-JOURNALD #1 FLUENTD

Fluentd ZZMB& (journal) AiEREIE, RANBERNKEIEER, ©rRBELERLRIRSHBEIL
%1 FﬁL/LEIL;\*E_JﬁE%%%

A 1#EFF LB RateLimitintervalSec=30s #1 RateLimitBurst=10000 (IEXVEBEEEZHES) LIRS
E5REH,

4.9.1. /7 OpenShift Logging B2i& systemd-journald
FEETENT R, BRANBFZILRIMNERERZH 1T — LI,

Blan, MMRAHRDBHERIENIER, NTEFEEIRS journald BIERERHI, &0 LLHZETETR E N A ERPIR
BHSEEEE, LR OpenShift Logging EAEFHEMER FAMER T EFIR,

A UMERSEMBE. BEFEREBNNE, MEEFMEASE, UREMIKE,

AR

1. G — Butane E2i& X4 40-worker-custom-journald.bu, EF @& HEMERKEN
letc/systemd/journald.conf X4,

g pa )1
B X Butane WfER, 1S "#A Butane B/ AFEE",
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124

®9

o

® o

variant: openshift
version: 4.9.0

metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: "worker"
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
Compress=yes g
ForwardToConsole=no 6
ForwardToSyslog=no
MaxRetentionSec=1month
RateLimitBurst=10000 )
RateLimitintervalSec=30s
Storage=persistent G
SynclintervalSec=1s
SystemMaxUse=8G
SystemKeepFree=20% g
SystemMaxFileSize=10M @

9 journal.conf XX BINR . BIBETIXES 0644,

EERREANEEEAXERGSRIEHEER. 18E yes REUHE, SHIEE no REUERE
2. Eilh yes,

RERGHAHSER. BMHIMEN no, 1BE

e ForwardToConsole ¥ A& & BIRGIRHIA

e ForwardToKsmg {5 H &% 4 BN H &R A,

e ForwardToSyslog ¥ H & 4 £l syslog =712,

e ForwardToWall 35 B4 i {E B L AT B E XA F.

IBEFMBEXENRKN I, WA, HBE LA : "year". "'month". "week".
"day". "h"="m", #iA 0RZEME, BIMEHN 1month,

BCiE R EKPRE, f0R1E RateLimitintervalSec & Y BT [A][H]fRPIYLE] RateLimitBurst 35

ERBEL, NhZHEBRANREA—SERBRBEF, BEIFRER. BUEKE

RateLimitIntervalSec=30s #1 RateLimitBurst=10000, ©f2ZIA(E,

BEEEENFEAN. BILH persistent :

e volatile 7£ /var/log/journal/ R 1ZfERF B HEEIE.

e persistent I8 HEFRFEIRER /var/log/journal/, IR XNERLSEE, systemd F
KOEXNB X,

—— KL . - - I F L NV A e TN b — 1
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® auto *fH&MFNWA/E /var/log/journal/ A (AURMFEXTHK) o WURMNFI1E, systemd
KI5 B R RTETE /run/systemd/journal /1,

e none AEfEERRE. systemd ZEFMAERE.

8 EIES ERR, WARNING, NOTICE, INFO #1 DEBUG H & RS Bl E: i £F OB ES
[f], systemd fE##U4Z| CRIT, ALERT = EMERG BEE&IENHTRS, BRIMEN 1s,

EEASHUERANEAE, FINED 8G.

18E systemd WIIRE L DHEEZER, FOAED 20%.

0900 O

18 ERTFIE /var/log/journal R A& XIS KRN, BIMEH 10M,

pa =3

SNRMMBREERE, WA RERE RS AFILKTFIHERMN CPU FEAEE
m, BENeRELEELEAURREENER.

MEBTHRELRXT systemd KERER, 1HSH
https:;//www.freedesktop.org/software/systemd/man/journald.conf.html, % 0T E 7 H
BB B AT BEASE A T OpenShift Container Platform,

2. {8 Butane &£ MachineConfig % &34 40-worker-custom-journald.yaml, ©a=ZEE{#
57 RMECE -

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

3. NANBREE. Fi:
I $ oc apply -f 40-worker-custom-journald.yami

523 K0 ZFTHY MachineConfig X5k, FH4RFTHY rendered-worker-<hash> kit A<,

4, EEFREESN T RPHNMART

I $ oc describe machineconfigpool/worker
it Bl

Name: worker

Namespace:

Labels: machineconfiguration.openshift.io/mco-built-in=
Annotations: <none>

APl Version: machineconfiguration.openshift.io/v1

Kind: MachineConfigPool

Conditions:

Message:

Reason: All nodes are updating to rendered-worker-
913514517bcea7c93bd446f4830bc64e
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4.10. eI F I FF

4101 A FHEE

7 Red Hat OpenShift B2 H&IL R F RN A ERER AR ERNARETHETERE, F0EAR
thEcE, AANTZZHE, & OpenShift Container Platform & {ThRAMEC BSEAIATRESBMMEL, RE
ERETAAURENEE, FeElRZRXHEMNEEZ . MREAARXEPRERWEEUANEE, B8
B ARERELR, R} OpenShift Elasticsearch Operator #1 Red Hat OpenShift Logging Operator &1
TER, BT, Operator 2RI — UL REE LB S,

INR 247 $4T OpenShift Container Platform XA & AHIRMELE, & £ 77F Red Hat
OpenShift Logging Operator 8 OpenShift Elasticsearch Operator % &% Unmanaged,

— DR ZEEM OpenShift Logging IME 7# 3% /F, BAREIER, EE OpenShift
Logging 3R [01E] Managed,

Eas

4.10.2. A" FHELE
RIS Red Hat OpenShift Logging Operator B HIEZBEIRE, FRESHUATHY -
e Elasticsearch CR
® Kibana &
e fluent.conf 30 {4
® Fluentd SPiF# 25
IR W7 F% OpenShift Elasticsearch Operator X B NI EZER ST BeEEL T AHH -
® CElasticsearch E8& X4,
BRFRA X FFRIE T 81E -
o RERNATRE., BXEERRINNWESREEE,

o REMBERSMIE, B EENESWRESRHHXHNAE, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EFREHIEH SRS LI B SRR,
o FAMRTEAERKICTKBESR. EFRERINEEERERATIRES,
o REHBSBESRNEASHAR, ETEERIMABEMEEL.

4.10.3. 3% E Operator HJ3Z 75 R

Operator B EZHL A RE T — Operator 2B IRNITHREBEEF P HBAXABHNTIR, NR
Operator KB N #ZE (unmanaged) WK, BARARMNEEERRN, BFRRKEIELR.

RRCAUEFREIMERBENAIRRPER, BOTFHERERSEH Operator FRERZF, KHE
BAREREEES N HENEENFR,

AFEFALL I AR Operator KB NIESERS :
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E4EEEATBE
e Ji3T Operator ACi&
J3I Operator MEZE A 2 A managementState %,

X el LU AR A AR I, ?'JZKHX
JRF Operator, 530, Red Hat OpenShift Logging Operator @I I8N EEEME E LT
(CR) EiAF|IER), ™ Cluster Samples Operator 1§ 7 5256 HECE ¥

5 R
£ managementState Z${E{’y Unmanaged E#& Operator A2 ETNEERER G
RUIT SRR EHERBIRE,
FEFRE,

R, AR
—4L Operator AIBERAZFHHERRE, R NCA ISR

DI

=
FHHIT Operator BN IEZERESE SR 2 EHEMINEE, IREW
A ITE 28 (Managed) RSP AITUES HIIFEMRERS I

® Cluster Version Operator (CVO) &3
A

CVO BRRIREEEHEA

AYS spec.overrides SHRMNEI CVO ELiErh, LUEEIEMRMEXTHEH CVO T HEEMT!
=, F—1MHHM spec.overrides[].unmanaged S E N true R IEEB AN FHENE
= AR

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing

gk

H
[=]

WE CVO BHERFEBIMEHLTIAZIHRE. EMRmEERER, ¥
A UEINRERFET ARG R
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%55 AARRNAE

f&eI LUER OpenShift CLI (oc) #1 Web A EERZMHTREMNERE, WHE. FEF pod.

pa -3

HRAZE—NBINIIEE, TREARMBEERIE, M REERRMNEERE, B
WIRZ % OpenShift Logging. logging FR4i5F OpenShift Contalner Platform SR
FEEE (MTRRGHITEE. NVAERFIGHESMNEMEMAE) RETHAERE
ﬁ’%q:'o %E, /._,\_.I-L/Llaji Kibana }%D = I/j ﬁf)ﬁﬂﬁﬂiﬂ: E ILB;Q*EQ /)? E Iy /flﬁl‘i]
logging FREIAETFE,

5. BAERRAE
,LJ\E OpenShlft CLI (OC) iﬂ] Web ?W%UAE’:‘K%%*LF /EE’J E Tho IL,\}‘A H IL,\B’JJ:'tB_E;E,:'U:HXo

FRFH

e ijj[n] OpenShift CLI (oc) »

miE (VD)

1. 7£ OpenShift Container Platform &, %l Workloads —» Pods, =& R & H Y B
TRSMEl pod,

LR (MWEE) REBEZEZIEMN pod, FEXMIERT, EAILIETRHY
Details TTE A% E Logs #5#,

2. MRS REE—DNIE,
3. RIBEHER pod BIER,

4. = Logs,

e (CLI)
o EHERE pod WHE :

I $ oc logs -f <pod_name> -c <container_name>

Hep:
-f
% BEREEGEREESNHEFHANA.
<pod_name>
187 pod HIZ TR,
<container_name>
 IEERBMAM, & pod EESNEREN, BUIIEESHREM,

o -
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-visualizer-using

BESEHFHENAE

I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

BHRBEXHRE,
o EERERRNAE :
I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRERAERH.

flan :
I $ oc logs deployment/ruby

BB EXHRE,
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$ 6= FHHKIBANA EEEHASE

logging FREEE BT I ML KEN B EEIEN Web $25]&. BRI, OpenShift Container Platform &f
E Kibana #8115 1T H4E,

B AETMETR, S UERULTRIELITUUTERE
o {5 F3 Discover /i THERFF I L EURE,
e {F[ Visualize TR TUN #AEIHIT IR BT,
e f5M Dashboard 773 T 82 FH EE B E LR R.
EFAFHFECE Kibana FEMNAREBL TAXEBSERH. 8XER, 1HSM Kibana X4,

e

= -3

RiINBERT, HiFTBETRKEHIE OpenShift Container Platform RER Elasticsearch L4l
., B Kibana REFHITHE, EMIIER Log Forwarding API Bo&f# A H 11 B &/
default K HHIEE,

6.1. & X KIBANA %&B &=

RPIEXE LT IEEN 5 /LB Elasticsearch 383|, E1E Kibana FIRZRMN it L3R, U0 FRE|E
E%Q

FoRFEH

o M WIEA cluster-admin A, cluster-reader BEEXHNAE, FHEME Kibana FEF
infra #1 audit 33|, ERiA kubeadmin A " EB & & X LEZRE|HIF IR,
INRATLLEE default, kube- 71 openshift- Ti B A8 pod F1B &, NIRZA AT AXLEFRE],
A LMERUTHSRE LA RSB EYHNR

I $ oc auth can-i get pods/log -n <project>

i th 7 Bl

I yes

=1
HINBERT, #HIFTEBELRKXEFEMHE OpenShift Contalner Platform REB

Elasticsearch SLffldh, E1E Kibana HEFEHITHRE, EJERA Log Forward
API ﬁﬂﬁﬁﬁﬁ EF'T«—,‘ H IL;\E’J default ?EUH:IIE’]{EE: -é-o

o EQIEXRBIRAH, Elasticsearch XM REBl, XRBTNTEHK, BE—THPHEIRTHIER
R RERE/LD .

e
7 Kibana H7E L 3RBI#EXFH LI KL

1. #£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.
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https://www.elastic.co/guide/en/kibana/6.8/connect-to-elasticsearch.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store

% 6= KIBANA BEEHAE

2. = Management - Index Patterns —» Create index pattern il Kibana &5

o ELREX Kibana i, MR ULHFIUERSIBERNTEEEHTIEMBERE. B Rt
—NEH app HFRBIER, FHERA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7|2 E% 7 app. infra
audit =51 0ER5|EX,

3. MHFTHIZRBIR R B/ Kibana ML,

6.2. 1£ KIBANA R EEEHHEE

R A LATE Kibana web ?’J"ﬂrﬁJAqﬂ‘E%ﬁEMo 1E Kibana R EF ML EHEIEN AL, SilBHT K
XHBSER, MBEZER, 1ESH Kibana X4,

FERFH
o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMIFTE,

o A WEA cluster-admin &, cluster-reader A& XHNAE, FHEME Kibana FEF
infra #1 audit &3], ZXi\ kubeadmin /7 BB & & X LEZRF|HIFR,
INRATLLEE default. kube- #1 openshift- B ) pod 1B, NIROZE LA RX LRSI,
A ERUTHRSRE LA 25 EELMNTR

I $ oc auth can-i get pods/log -n <project>

i th o Bl

I yes
¢ pa -3

KINBERT, #HITBEARKFMIE OpenShift Container Platform AIER
Elasticsearch SXflfh, ZE1E Kibana FEFHITHAE, X JER Log Forward
AP| R B H 1T HE# default & HEE,

iz
£ Kibana FAEFRHE :
1. #£ OpenShift Container Platform £l #& & siifi Application Launcher @ Fi%£5¥F Logging.

2. {HERAAEZE T OpenShift Container Platform 1% & B8R EIEH 1T &%,
Kibana 5 EHFH P,

3. £ Kibana #1, s Discover,

4. NE LA TR AP EEENENFRSIER © app. audit 3k infra,
B S ERE T A A 232,

5. BF— N RIBRIS,
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https://www.elastic.co/guide/en/kibana/6.8/tutorial-sample-discover.html
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—_—

"container_name": "registry-server",

"namespace_name": "openshift-marketplace”,

"pod_name": "redhat-marketplace-n64gc",

"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",

"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",

"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",

"host": "ip-10-0-182-28.us-east-2.compute.internal”,

"master_url": "https://kubernetes.default.svc",

"namespace_id": "8abab127-7669-4eb3-b9ef-44c04ad68d38",

6. = JSON JETI& B RIZHFMBEERE.
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"

fll 6.1. Kibana By EAMiZEHI H &S B 6l

"_index": "infra-000001",

"_type": "_doc",

"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFIOGUyOWMS3",

" version": 1,

" score": null,

"_source": {

"docker": {

"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
b

b
"kubernetes": {
"flat_labels": [
"catalogsource_operators_coreos_com/update=redhat-marketplace"
]
b
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"
database=/database/index.db port=50051",
"level": "unknown",
"hostname": "ip-10-0-182-28.internal",
"pipeline_metadata": {
"collector": {
"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
"version": "1.7.4 1.6.0"
}
b
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viag_msg_id": "YmJmYTBINDktMDMGQtM]ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.4222"
1,
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"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"

]
b
"sort": [
1600894023422
]
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gﬁ 7 E *‘Tj' H Ib\i?ﬁ U%ﬁlgm‘-_ Ib\lﬂ%%dh

EINBERT, logging FRIUGASFFIEMZR *’AJEI/.,\%ZLEU ClusterLogging B & X ¥RAE L HIERIAK
EB Elasticsearch HEE ., B2, ©AXMHITHELXEIRNEEE, ENETRERLENK, MR
MNBREHRENEE, WAFEBE Cluster Log Forwardero

ERHELEREMEERESS, 15FH OpenShift Container Platform Cluster Log Forwarder, @id3iX
APl R LG ESR. EhlER ﬁﬁﬂﬁﬁiJrEI,b\ﬁﬁ§U$E¥WﬁB‘E%*‘BE’J¢#Eiﬁ”ﬁ50 B4, EELETRRE
ROEREAARBEMWAE, XHEREDN ALY FIRRRS. SATURBNMNENR, FREHZER
£ (TLS) X FFRZ e EHE,

EHITEHE L EEIEIABIARER Elasticsearch B&7Ef#, 15{E M Cluster Log Forwarder,
ﬁm‘:fgﬁﬂ‘alu-%ﬁ UElu\Z—ﬁﬁq:'FﬁLo

YA A BER, logging FRAKLIBESKIEN Fluentd EEB MG S FERAEMNIINAZERE, BE
EAREERER LBENG

BE
BB E R — SR+ FE ABCEM ST 5 7EF0 Cluster Log Forwarder,

71 9&?4%5&;\&%2{?”% Hzlz‘db

B HE X EE OpenShift Container Platform %ﬁp\]ﬁﬁﬂﬂﬁﬂﬂ’ﬂ#ﬁiﬁ”ﬁﬁ fRAI LATE
ClusterLogForwarder B & Y %R (CR)HFIETE A4 EENHE, AT LUMER HA B ETE XK
BN ARRFEEE A EmSR, BPIIER Kubernetes Secret X R 12,

output
TENHWBSEEN BN, XELFLELZAETNME, MHATURUTER—

o elasticsearch.— /428 Elasticsearch 5245, elasticsearch %A LUFE A TLS i##E,

o fluentdForward, — P #f Fluentd WA SREERESBARAAR, XMNEUIMER Fluentd
Kihil, fluentForward & BT LAE A TCP =X TLS i£#E, @)1 1F secret iRt —
shared_key FEELZHAZHHE MWL, HERHAS MBI ATEFRHAER TLS HWIER
TMER,

e syslog, X% syslog RFC3164 8¢ RFC5424 XIS HEREMR AR, syslog HiHiAT L
£/ UDP, TCP =k TLS i##,

e cloudwatch, Amazon CloudWatch, —#E Amazon Web Services (AWS) &R IRIZFH
EEERS.

e loki, Loki, —/NAI#ERAY B, &AM, ZHEHERERY.
e kafka.Kafka fXZE, kafka it FTLAEFE TCP 3% TLS 1%#,
e default. AEB OpenShift Container Platform Elasticsearch S5, EAEER BB IAFHH. 0

RELE default i, EKEIHEEER, EH Red Hat OpenShift Logging Operator R 83
default fiH.

pipeline
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-elasticsearch-audit_cluster-logging-store
https://tools.ietf.org/html/rfc3164
https://tools.ietf.org/html/rfc5424

% 7 % ﬁElb\%ﬁ U%ﬁB% HEIL.\IE%%%

A-HEX}‘A_ /bxﬁﬁuﬁu—A_E%/l\§ﬁuﬂjE’JlEﬂ$ﬁﬁﬂﬂ ﬁEnggﬁL—E’JE/L‘\O /L.\%-WJIEEL)\-FZ_ :
e application HEEHIZITHMA T NARFERNERAE (EMREESBNBARFERA)

e infrastructure.7f openshift*. kube* =X default i E iz {THRZEL, UERERF I RX
#2589 journal B,

e auditH T mE TR, auditd. Kubernetes API fR552%. OpenShift API fR4523#1 OVN &4
Q‘%Eﬁiﬁ’] EF'TI—E Tho

IRA] LU A E R key:value Xy H ik B & 5H ,.,\/,J\JJI]?FT\ o 1530, 1% TMT‘%&T%EH@%&?EEF'DE’\J%
=S ':F'//J\\DD_A*T y%*ﬁ%ﬁ*ﬁﬁ:ﬁ E 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T 'HEA]E T E n_.\/ y?:ﬁo

FIA

TS REEI B XKML ARRF B SR A EIEE,

EEEH, EEE UFEA inputRef S8 AL HERE, DRNHEERLZEER outputRef 5%
BB,

Secret

SAENEBHIEN key:value BN, 1N &R,
ERUTILA :

e 1R ClusterLogForwarder CR ¥/ 77, HEFNRE X EIEIAB Elasticsearch 5245, BRIEH
8 default % EHIEE.

o FINERT, logging FREVGASFNEMERIY B ELEE CIusterLogglng BE L FEIRPE LK
EKIAAEB Elasticsearch B&EF . BER, SAKMHITEHELXIABER, RAHSTiRHEe
Fhf, MREBMINBBHEENEE, NIFRFZEE Log Forwardlng API,

o MRITEREFN EL.J%’*”EX =8, NREFRECREMVAE, Fl0, MRE) application I
audit RRIEEEE, 1B%EH infrastructure BB EE &, I infrastructure B ESEFH.

o RELAEF ClusterLogForwarder B X FIR (CR) HHI% fH KA H &AL E R RHRR
X HIBR 55 2%

e AR OpenShift Container Platform Elasticsearch LI A& W H it B SRR £EF . BFEH
CHERELHITEENRETSEMENE RBFNEXER, FEEELEHNELM. logging F
RO EEXLEE,

LUTF AT B &5 4 Bl 2 ER Elasticsearch SE5, EliZet) BE L XS R L2 ER
Elasticsearch £, R FATRFHE R EE Kafka £, L& my-apps-logs Ui B F8IN AE2F H &AL EE
RER Elasticsearch SE4,

:m\%ﬁﬁmﬂ i‘ﬁj

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: elasticsearch-secure 6

type: "elasticsearch"

135



OpenShift Container Platform 4.9 B&it ¥

url: https://elasticsearch.secure.com:9200

secret:
name: elasticsearch

- name: elasticsearch-insecure ﬂ

type: "elasticsearch"

url: http://elasticsearch.insecure.com:9200

- name: kafka-app
type: "kafka"

url: tls://kafka.secure.com:9093/app-topic

inputs: G
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: audit-logs ﬂ
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json 6
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default
- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

-

LI ::puit ] SE Y 11

o HiH2LEI . elasticsearch,

e Elasticsearch ZEFIBE 4L URL #lis O VE AR 4E N URL,

136

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR #6p 4 22 ] %4/l 2 openshift-logging.

FRTAERLE URL ¥ secret RBLEZR £ Elasticsearch Hit.

(2EEEIES



o9

o0 9o

B 7 E HESEAXBINBBE=HAELFRE

o MF TLS BEMIHRTTH secret, secret Wl{FETF openshift-logging 7 B A,
BCiE AL £ Elasticsearch Hith :

LI TPt ifak:DEE i

o KA : elasticsearch,

® FElasticsearch LI ARZR 2 URL im O/E HBERBILENT URL, SIEFIH.
EAZE A IRIIER TLS BIE81I T2 URL BCLE Kafka Hit

LI TPt ifak:DEE i

o HAYRE : Kkafka,

o fF Kafka (RIERY URL Mim A& E N — N ERBILEXT URL, SIERIL.
FAF it i my-project &n 4 22 (5] R BN TR H S8 A B B,
AFEHITEELEEIREMAER Elasticsearch SLBIMEBELE :

o EMNEEM LN,

e inputRefs EHERE, EXNRFIFZE audit,

e outputRefs 2HiHERMNAT, EABIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch S£fl, default %% EIPEB Elasticsearch £,

o L : FRINEIHERIFRE,
Ak IEER B AL JSON BESK B EH structured Wi #g JSON ¥R, HEZBLIES
BRMELEFIIE JSON 5 B, OpenShift Logging &1k structured 2%, FHIFAEZB XX
INZZ5| app-00000x,

ik FRER, BRI AERN—IHE MR, MEMEIS (30 "true") , LMEEHKIRH T
fre{E, MARFENH/RIE,

EERE, MFEMEHNBELEERELLBNER Elasticsearch SE4l,
EERE, ATNHEEM my-project Ui B & % EINEB Elasticsearch L4,

o FEMEBHILI,

e inputRefs 2—MFEMHIA : my-app-logs.

e outputRefs 2 default,

o Tt : FRER, BRMBBAEFHN—DHS MRE,
FHELEE Kafka RIEEWEEBRE, NHEEERN

e inputRefs EHE&RE, TEX//~fF=E application,

e outputRefs ZZ 5 8%t & 5.

o Wk : FREH, BRMEIAEHRH DL MR,
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UAMEHEREEATAN, Fluentd BELE

MRAMELTICRREBRTATHATEERBRE, Fluentd *RLINEHEHNEEMEZ hH, HBAEK

ReFa AN, BERARRE, SEZPHNAE. NREZHAXEH, Fluentd RIELERERE.

OpenShift Container Platform ¥2#% BEH MR B K. BREFFNEZ AR KN, HERFAELFH
(PVC) 7INEY Fluentd SFIFF25E3E Pod A,

F R

XERMHTEIUMNRARE, REmHRRTRINANTRABH, CRERETHENEBZERS., G
secret BB R AIERN, BT HEBEEXBAXRSRTEENREIE., EEEQRFAHET AL B8
ETENFNEE, INFHAM secret. REMKST. HOTHHEBRERSSIEE. Open Shift Logging
S & FIRIIERAE & A B R ITES,

ERIER 2 (TLS)

HA%A Secret B TLSURL (http://.. 5% 'ssly//..") B REKRMN TLS lRES&BiRE DL, AETa
& Secret FIXBELL T AIIEFER R /A AZIAE TLS IHEE :

o tisccrt: (FRH) GEFFIRIEBHXHE, FA mutual FHTIE. FE tis.key.
o tis.kkey : (Ffr&) SRMANXHE, ATHRYEFIRIES, EE tis.crt,

o BHEREIE : (FRH) WREH TLS MPFHTHRIG. FE tis.key.

e ca-bundle.crt: (FRH) ATFRFSHFMNINIENE CAXHE,

AP &MNEG
e username : (FRfFHE) FHREIERF 4. FE password,

e password : (FfF&) FHEIEENY, FE username,

A BT IER L JZE (SASL)
e sasl.enable (fi/{H) BAHAIERE /R A SASL, MERERK, NIEE T EAHM sasl. B4
B35 A SASL,

e sasl.mechanisms : (array) /7789 SASL HlHl&FRTIZR, WRERD A2, NIERERGEIA
(ER

o saslallow-insecure : (f/R1E) AFAEBAXXHEERNE, BRIA Nfalse,

7.1.1. B Secret
A LMERU TR SESEENIEPMBHSER B KPR secret :

$ oc create secret generic -n openshift-logging <my-secret> \
--from-file=tls.key=<your_key_file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>

& o
' BiIUFER BRI EA secret RIKBRESER,
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% 7 % ﬁE:u%Zﬁ@J%ﬁB% ﬁElb\lEﬁ%z)b

7.2. OPENSHIFT LOGGING 5.1 X #H1 B &S #iEH H R E
Red Hat OpenShift Logging 5.1 IRt LA TR H BB, AFRBEHIEA XTI BB ERES.

IERNATRPERNENEEG, AW, ELIZREWE A SEEL LR ELXENMEEHENE
N =Fate SN

A 17328 g

elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2
fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1
kafka kafka 0.1 kafka 2.4.1

kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

TELIRIBRR AR, syslog HitH R #F RFC-3164, UREIH syslog HiH RN T X RFC-5424
% ¥,

7.3. OPENSHIFT LOGGING 5.2 X £ H & #IEH K 2R 1Y
Red Hat OpenShift Logging 5.2 124t 7 LA R R R BT, BTN BEEEIRAXE BirAERESR.

RSN TRAZTINENHE, A, BROIZEEWRAEEIEAER KB XENNNEREENE
=] ,.,\HS@EEQ
mitHRE 17308 ik fsE F
Amazon CloudWatch i HTTPS B9 REST Amazon CloudWatch B4Rk 4
elasticsearch elasticsearch Elasticsearch 6.8.1

Elasticsearch 6.8.4

Elasticsearch 7.12.2

fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1
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WHHER 171354 P4

Loki f#A HTTP #1 HTTPS B REST OCP #0 Grafana SLJs R EREH
Loki 2.3.0

kafka kafka 0.1 kafka 2.4.1
kafka 2.7.0

syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.4. OPENSHIFT LOGGING 5.3 A H A HUEH K 25 8y
Red Hat OpenShift Logging 5.3 12t 7T LA Rl R BN, BFHBEEHIEL X BirBEKESS.

AERNMATRAPETHENEE, A, BRIZEEWR B SRR SR REDX LR EHNE
N =Fate SN
FHR R 171350 i fER

Amazon CloudWatch @i HTTPS #9 REST Amazon CloudWatch By RIAR A

elasticsearch elasticsearch Elasticsearch 7.10.1

fluentdForward fluentd forward v1 fluentd 1.7.4

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST 1£ OCP LEBEM Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.5. OPENSHIFT LOGGING 5.4 X #¥py B & &R H R EY
Red Hat OpenShift Logging 5.4 {2t 7 AR H BB, AFEEEHEL XTI BirBERES.

AMERNMATRAPETRHNENEE, A, BRZEEWR B SRR SR REDX LR EHNE
*ﬁEIL\”&%%ﬁO
ki) 171350 ik eER

Amazon CloudWatch

elasticsearch
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fluentdForward fluentd forward v1 fluentd 1.14.5

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST 1£ OCP LEBEM Loki2.2.1
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.6. OPENSHIFT LOGGING 5.5 X ¥y B & #uEs H R 8
Red Hat OpenShift Logging 5.5 IR LA Tt R B THY, AT R EEEIE A X BirAEKRESR.

AMERNMATRAPETHENEE, A, ERZEEWR B SRR SR REDX LR EHNE
=] ,b\H&$%0
T Bl il i EmA
Amazon CloudWatch Wit HTTPS By REST Amazon CloudWatch B &Rk A
elasticsearch elasticsearch Elasticsearch 7.10.1
fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP L#BZER Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164, RFC-5424 rsyslog-8.39.0

7.7. OPENSHIFT LOGGING 5.6 X #1y H & #uiE H L8
Red Hat OpenShift Logging 5.6 IR LA FEIH R BN, AFHBEEHIEL XTI BirBERES.

IERNMATRPERNENEEG, AW, ELIZREWE B SEEE R ELXENMECEHENE
N =Fate SN

ki) P g

Amazon CloudWatch @i HTTPS #9 REST Amazon CloudWatch By RTAR A
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ki) P AR

elasticsearch elasticsearch Elasticsearch 6.8.23
Elasticsearch 7.10.1

Elasticsearch 8.6.1

fluentdForward fluentd forward v1 fluentd 1.14.6

logstash 7.10.1

Loki A HTTP #1 HTTPS B9 REST OCP E#RZER Loki 2.5.0
kafka kafka 0.1 kafka 2.7.0
syslog RFC-3164. RFC-5424 rsyslog-8.39.0

BF

M 5.6.2 FF#8, Fluentd X #F Elasticsearch 8, MEAX$F 5.7.0 ZAIH
fluentd/logstash/rsyslogs

7.8. [$H &% & B4 E8 ELASTICSEARCH SE451

BR T ER OpenShift Container Platform Elasticsearch SLfI4%, 84 AT LUK B &85 & B4 ER Elasticsearch
S, MEERENBEHEREGES, MUIEREEB OpenShift Container Platform B9 H EEIE.

ZhiciE H & L BISER Elasticsearch 5445, % 6/ — 1 ClusterLogForwarder BE ¥R (CR) , H
Fh & & H B S B) B0F HE UA R FE R OB 8, AMER Elasticsearch Mt AT LUMER HTTP (R&R2) =X
HTTPS (&£ HTTP) %##,

ZNEEE LA EBFAE Elasticsearch 261, HFHIEFEBOZEEIANERERF, LAKR—MEMA default
B B EE A BINELANEE, EAEECE default i, INREE default i, ERKEIHE
{£8, A} Red Hat OpenShift Logging Operator {88 T default i,

p= Y=

INRIE QBN B EL A BIRER OpenShift Container Platform Elasticsearch 52, NIAE
E [ — ClusterLogForwarder CR,

-

FRFH
o WA BE HEREENM S BN E SEEN B SRS 3.

i =
1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
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name: instance ﬂ
namespace: openshift-logging g

spec:

outputs:
- name: elasticsearch-insecure 6
type: "elasticsearch" ﬂ
url: http://elasticsearch.insecure.com:9200 9
- name: elasticsearch-secure
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200 G
secret:
name: es-secret ﬂ
pipelines:
- name: application-logs 6
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure @

- default ()

parse: json @
labels:
myLabel: "myValue" @
name: infrastructure-audit-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
logs: "audit-infra"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n 4 22 [F]4 %= openshift-logging.

18 T Hi L 9 B R,

15 %€ elasticsearch X8,

15 E S8R Elasticsearch SEfIAY URL #lim O/E N B MAILEXT URL, ERILMEM http  (FR
£) =X https (KL HTTP) hil, MMRFEMA T EA CIDR EMIIEISEENRIE, FHoi
2R3 2 FQDN, MAZ IP i,

NFREERE, BAaLLUBITIEE secret SRKIEEELiH1THBISIER https =X http URL,

XTF https 8148, E18E TLS BIEinRATHEN secret &R, secret iFETF openshift-
logging B &, B EFRAETIFMRNKRAMERIERH : ts.crt, tis.key # ca-
bundle.crt &%, &I, *IF http 0 https 51K, EALIEE— NS EH M LHNEEH
secret, MIBELER, BSHUT A  ZBESER - BFBIE secret’s

Ak IR EEEHIE R,

FREEREEER LB EZRE  application. infrastructure =X audit.

143



OpenShift Container Platform 4.9 Ba&it &

e TEfF B L BB & B & {5 BB e H & #R.
ik IEER B KL EEIRER Elasticsearch S£5I#Y default i,

%E&%Z&z:t*‘j'ﬂ: JSON E SN E {’Fjj structured IF“:F'E,] JSON XT% E A E
LZ\ZD@@ aﬁx&ﬁ’]?ﬂ"ﬂt JSON ; &I, OpenShift Logging &Mk structured FE&, 35 H
EREAZEEBINZRS| app-00000x.

E.I-L ??% gm“ﬂﬂ IJ EIL;\I:F'E’J /I\Eﬁ%/l\ﬁ\%o

90 009

ik BEZA R, BASEANAENSIHEAUNEMATSAERAE

o EMNEEM LN,

e inputRefs 2FAEEH LB ELRE : application. infrastructure s audit,
e outputRefs 25 8%t & 5.

o ik : FRH, BRMEIAERH—NHL MR,

2. B CRXIR,

I $ oc create -f <file-name>.yaml

=~ FHEASHAFAMEBEM secret
EAILMERaSE R AMBIEM secret IS S8 Elasticsearch LR 2%,

Bian, wNRITEMEA mutual TLS (MTLS) B5H, ENE=7IE1T Elasticsearch LI, AT LAEA HTTP
H HTTPS X EBES S A ZHBEEH secret,

1. BIBELITF LT RAIE Secret YAML X4, ¥ base64 4wi3H{EATF username #1 password
FE%, secret REIBINN opaque,

apiVersion: vi

kind: Secret

metadata:
name: openshift-test-secret

data:
username: dGVzdHVzZXJuYW1ICg==
password: dGVzdHBhc3N3b3JkCg==

2. % secret :
I $ oc create secret -n openshift-logging openshift-test-secret.yaml
3. 7£ ClusterLogForwarder CR 15 secret BI&#H :

kind: ClusterLogForwarder
metadata:

name: instance

namespace: openshift-logging
spec:

outputs:

- name: elasticsearch
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type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:

name: openshift-test-secret

1 url FFE&H, BIZRILAZ http 3¢ hitps.

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

7.9. A FLUENTD B X il X BE

& eI LUER Fluentd forward P HERBIA L EXREREE N EZ NN BEER G, MIFERILAH
Elasticsearch BEF . ERERENBEER G 2LUEW B OpenShift Container Platform BB &

Z(H M forward VMU EBHER X, HOUE—D CIusterLogForwarder BEXER (CR) , #FF—
2% N B A X e B B Fluentd ARS528 FIE 8, Fluentd Hit eI LAE A TCP (thé) =%
TLS (&£ TCP) ##.

a4k, A LB BB RET Sk A forward A BE. B2, LA ETE OpenShift
Container Platform MBFA, F/ELUBBA1ThHRAF R,

FRFH
o WA BE HEREENM SIS ENE SEEN B SRS 3.

it =

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ
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@ 900090

s S 96@@9

inputRefs: 9

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default )

parse: json m
labels:
clusterld: "C1234" @
- name: forward-to-fluentd-insecure @
inputRefs:
- infrastructure
outputRefs:
- fluentd-server-insecure
labels:
clusterld: "C1234"

ClusterLogForwarder CR B & 42 instance,

ClusterLogForwarder CR H6n 4 22 [F]4 %= openshift-logging.

15 7E il H B9 B 7R,

57 fluentdForward 2574,

EEAER Fluentd SEBIEY URL #lim AE N B MBIZERT URL, WAILAER tep (FRE) =X
Ftls (X2 TCP) hil, MR/EAT# A CIDREMBMERTHENRIE, WHMIIRIRS 2
£ ¥k FQDN, Mo IP itk

INRFER tls 512K, EBITH TLS BIE I8 EInmFTHH secret &R, secret IIFET
openshift-logging B &, BXFEREATCIITRRAMERIERH : tis.crt. tls.key Fl
ca-bundle.crt B9FEH, FNI, XFF http # https §IZK, EAUEE—NEEREMED
B secret, HIZELZER, HSHUT A : XESS A LHELH secret’,

Ak IEEEEHAM,

FREEREEER LB BT  application. infrastructure =X audit.

A% #EEN AR AL BIRER Elasticsearch SE5I# default %iH.

E.I-ji IEEIZZI_y?:ﬁzj:*’jﬂ: JSON H lu\*E{’Fjj structured IF“:F'E,] JSON XT% E S-S E
%\Zﬁ@aﬁxﬂﬁﬁéﬂ"ﬂt JSON ; &I, OpenShift Logging &Mk structured FE&, 35 H
HRB A XEBINFES| app-00000X.,

Eﬁi'ﬁ ??% gmﬂﬂﬁu E IL;\I:F'E’J /I\EE%/M/T’\%Q

 RRES ML, METRLAINEARZFRENEMAREERES

a
fSPr

o FEMEBHIL,
e inputRefs 2FAE B ZBHEKEALRL : application. infrastructure ¢ audit,

e outputRefs ZZE 5 8%t &5,



% 7 % ﬁElb\%ﬁ U%ﬁB% ﬁElb\lE%%%

o E_ﬁiﬁ . ??&%o gm\\DUEUEMEF‘E’J /I\Eﬁ%/l\ﬁ‘\?ﬁo

2. BB CRXIR :

I $ oc create -f <file-name>.yaml

7.9.1. iy Logstash j& F§ nanosecond #& & £ M fluentd HZEXENIE
%I F Logstash M fluentd FZEREHE, BWAIITE Logstash BB & X4 /5 A nanosecond #8 &,

AR

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7 true,

Logstash ASiE&E X7l

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

7.10. {8 SYSLOG thil#% % Bk

R A LM syslog RFC3164 5 RFC5424 thilliS A S BIA X ETIEE S %Il mA B A SRS
(BRBIAM Elasticsearch BEFEMSMENENHT) . BEERENNBERES (W syslog BRSS
23) FEHFEWFEBE OpenShift Container Platform BIH &,

Z(# A syslog MU EEE B &, 1H0IE— /\CIusterLogForwarder BEXHERE (CR) , #F—1 =%
AN B B 5 B X L B HH B syslog RSS2 FIEE T8, syslog fiHE RTLAfE A UDP, TCP =% TLS i%##,

A4, EELUE A EMSHE R syslog RFC3164 il 4 BE, B2, LLAEE
OpenShift Container Platform FEF A, FRELUEBL TIRAFMER,

FoRFMH
o WA BE HEREENM S BN E SEEN B SRS 3.

AR

1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: rsyslog-east 6

type: syslog ﬂ
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syslog: 6
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
url: 'tls://rsyslogserver.east.example.com:514' G
secret: ﬂ
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'udp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east 6
inputRefs: g
- audit
- application
outputRefs:
- rsyslog-east
- default
parse: json @
labels:
secure: "true"
syslog: "east"
name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ClusterLogForwarder CR B & 4/l instance,

ClusterLogForwarder CR B¢ Z2[H] 4 /i 2 openshift-logging.

¥ TE i i 9 B F,

15 7E syslog KA,

A% : #87E syslog B8, W TARF.

YEE BB syslog SLBIAY URL MtmH, EHLMER udp (FRE) | top (FRE) FHE tls

(£ TCP) M, WREMTEM CIDREMHMKEEHENE, WHOIRRSHRETH
FQDN, A2 IP #uilt,

O 0990009
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INREA tls BIZK, AR TLS BIETEEinmFATHRH secret &, secret MIFETF
openshift-logging B &, BXFEFEATCIITRRAERIERH : tis.crt. tls.key Fl

Ak IEE B EHIE R,
FREEREEER LB EZRT  application. infrastructure =X audit.
15 AL BB & B &N 5 AR & .
Ak ¢ IR ES B EE A BIRER Elasticsearch SE5I# default i,

 IBER B LML JSON BiES B EN structured TR E) JSON %R, HERE
M\&D‘i@a‘ﬁ_xﬂﬁ’ﬂ**’ﬂt JSON ; &, OpenShift Logging &ffif# structured FE%, FFH
HEREAEEBINZRS| app-00000x,

E.Ui : ??&%o gm\\ﬂﬂgmﬂluqﬂﬁ’] /I\EE%/M%%Q S’Wﬁﬂﬂﬁ% (ﬁl] "true") y L}L{EET”*&T
HRINFREBE, MARFEN/RE,

ik BEZ N, HATEAIEMNZHFRENEMANAERGES

o o @96@@

o IEMNEEM LN,

e inputRefs 2FRAEEHAZHBERE : application. infrastructure s audit,
e outputRefs ZZ {5 8%t &5,

o ik : FRH, BRMEIAERH—NHL M,

2. B CRXIR :

I $ oc create -f <file-name>.yaml

7.10.1. E é/%\i—fgﬁﬂll:lj I:F'//J\\m] E I:ll_::\;\ i

& e LR Y% AddLogSource FEXRINEI ClusterLogForwarder B & X FTIR(CR)%
namespace_name. pod_name # container_name JtRAINEIC R message FE&H,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout
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) XAMECE S RFC3164 #1 RFC5424 A

%74 AddLogSource i syslog 38 25t~

<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

#A AddLogSource B syslog 3H 25 ~Hl

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=log-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

7.10.2. syslog S
&ALl syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility IZER L2+ ALY, RAURKOK/NEHXRETF
o 03k kern HFAXKER
o 1z user RERAFAYER (BOL) .
o 2=k mail AFHME RS,
o 3=k daemon AT REISFIHIZ
o 4=k auth BTF&RL/BHBIHER
o 53 syslog AT syslogd AERERBIE R
o 6K Ipr B FATITENNF R4t
o 73 news B F M43 [EFRE
o 83k uucp FiF UUCP %4t
o 9k cron AT clock P
o 10k authpriv BFZE£5MRIEER
o 113k ftp AT FTP spiFitig
o 12k ntp AF NTP FR%E
o 13 g security AT syslog audit H&
o 143 console FiF syslog alert Hi&
o 1535 solaris-cron fF scheduling sF#72

o 16-23 5 local0 - local7 BFAERENTE
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% 7 % ﬁElb\%ﬁ U%ﬁB% HEIL.\IE%%%

e % : payloadKey : FA{F syslog SHR AR EMIL KT,

=
BLiE payloadKey S# ] Bh LG H th S85% % B syslogs

e RFC: FFEH syslog K XHER RFC, EIAN RFC5424,

o severity : IWBEHM syslog 10K Msyslog B E M, ZETURHHFIER, LaTUERRS XK
INEHKEE

o 03k Emergency A FRKXREATHMER
o 13 Alert A TFRKRIAHATIRIEMER
o 23 Critical B FRKRXEIRRHER
o 3 Error BFRKRERINZHER
o 43 Warning B TFRKXKESRHMER
o 53 Notice A TFHAKREREBEFAEERMHNER
o 6 = Informational B FRKRERERHER
o 73 Debug AAFAKRAXLAER (BN
e tag:Tag #BEILKFE, FME syslog HE ERIIRE,

o trimPrefix : MPRZ: Fo i BR1E E RIRIT Ko

7.10.3. Hfth RFC5424 syslog £

LUTFSEEER T RFC5424:

® appName: APP-NAME @—1NBHEXAFRER, AFHALEBENNARR, %
RFC5424 157,

e msglD: MSGID 2 — MAFIUEREREMNBBEXAFTRE, »Iih RFC5424 187,

e PROCID: PROCID 2—MNEHHXAZERFR, ZENEILERT syslog IRERELL, »IH
RFC5424 157E.,

71 ¥ BEH A E AMAZON CLOUDWATCH

e LR B & %% 4 B Amazon CIoudWatch X2 H Amazon Web Services (AWS) £ & B 250 H K12 6%
HE% B%T%U\E’JE/L.\IE%%%JL ’ u_.\ _ILXHEIIL.\%:Z% | CloudWatch, ﬁﬁTTEEﬂ%U\E/L\lﬁ%%S’F‘
B Elasticsearch B &%,

EfREHEHR X E CloudWatch, E/lflE— ClusterLogForwarder B & %8 (CR), HEf8E
CloudWatch B4, LARFERHHNEE,

AR
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1. flIEE— Secret YAML X1, ©f#f aws_access_key id ] aws_secret_access_key FEXF
B ERH base64 JRtTHg AWS Fik, 40 :

apiVersion: v1i
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5SONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. D% secret.B40 :

I $ oc apply -f cw-secret.yaml

3. Q=Y iEE X ClusterLogForwarder CR X/ &) YAML X4, TEXHA, 18T secret W&
FRo {5080

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: cw
type: cloudwatch ﬂ
cloudwatch:
groupBy: logType 6
groupPrefix: <group prefix> G
region: us-east-2
secret:
name: cw-secret 6
pipelines:
- name: infra-logs Q
inputRefs: @
- infrastructure
- audit
- application
outputRefs:

‘o @

ClusterLogForwarder CR B9& i,/ instance,
ClusterLogForwarder CR B#p 4 22 [H] 24/ 2 openshift-logging.
¥ TE i L 9 B F,

157 cloudwatch K8,

Al RN B H T A ¢

0009
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[ ] IogType %%4\ H Ib\;‘g‘iﬁuL H ,L.\?E

e namespaceName hE NN ARFGELZEFAQE—MEETE, b HEMBREFIH T
ILJ\@GL%‘%EE’J E IL;\éH

° namespaceUUID ﬁjﬂ/l\f“ﬁﬁ MmE2E[E UUID BIE— MM BEH, eilbahEiLen

ik - IEE— N TR SRS EEELTPREOL infrastructureName R4
1B AWS X1,

IBEDE AWS EIER secret &R,

Nk : IEEE BB,

FREEREEER LB KR  application. infrastructure =X audit.

0900099

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

A~ : £ Amazon CloudWatch ff#if ClusterLogForwarder

X8, E2%FZ ClusterLogForwarder B IR (CR) Rl KR EHiH E Amazon CloudWatch B H &
iz,

BRI IR IEFE129T 4N mycluster B9 OpenShift Contamer Platform &8, LT e miROIEEH
infrastructureName, HBEENHAEXRHME aws 75 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName

"mycluster-7977k"

ENABIERBEHIE, BRI UIER ) app B684 ZE [ i 1T busybox pod. busybox pod EfE=F#
FHRE A stdout :

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message

My life is my message

My life is my message

&P LLE K busybox pod i21THY app #p# 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

1E ClusterLogForwarder B Y %R (CR) /1, &ALV infrastructure. audit #1 application H &R
BVFZE N all-logs EEHIfIA, EATLUFILE & EREEl cw filH, M HEL 4 E us-east-2 Xig#HY
CloudWatch SE41 :
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apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
- CW

CloudWatch FHIE N XA S = DNRFIBIXNTR -

o HEAH
o HEMR

m BESEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FHEREISIE Amazon
Cloudwatch FAEK=1"HEA :

154

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

Ib\éﬂ%ﬁ@ = E /L.\/}IL .

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
JlogStreams[].logStreamName

"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
JlogStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
JlogStreams[].logStreamName



% 7% ﬁE:m%’fi@J%ﬁB% HEIL.\IE%I \/JL

"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a29096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baece761911a9ef.log"

E:’l\EI,.,\mL%B@a HESH., EE%E busybox Pod WHESEMH, EEILIM application HEAHFRIEEH

HER :

$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log

{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\"\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\",\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQ1tZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

Bl : B EHEFR N EE AR

EAFHBHA, ETLUFEIAD infrastructureName Bi1%% mycluster-7977k E it h—NMERFH =,
2N demo-group-prefix, EiH{THLEN, EFEEE# ClusterLogForwarding CR A #J groupPrefix =
E% :

cloudwatch:
groupBy: logType

groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix BI{EE 21\ #] infrastructureName 712 :
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$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

Bl - NARFaRZEREREeE B

SN FRBEPNB NN ARFRRZEN, A UL CloudWatch FAIEBEH, HAMETHNRAEFGEZE
[E1):Ep

SNRISIMBRS. A2 Fan 2 Z A R AR L IERBFN R, CloudWatch RYKLLERSLIRIHERNAE
H,

RN N BIERBNELN BREFRRERNREEER, HERAGPERNAE, BN, MRESR
EFRERNBEARERX S, ESHUT M AMRZZER UUID FA B KA S D,

ZOREME TN REFmAZREE RN RREFBEH, EALFE ClusterLogForwarder CR A%
groupBy F &R {H1XE N namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

¥ groupBy % &/ namespaceName RN AREFBEEH. ©ARFMN audit 1 infrastructure B
HH,

EAmazon Cloudwatch 1, SEZRIEMERESNEEHLHHERE, BENRE—NNARFEGRZE
IEﬂ app", BATFHIHE ER—HH mycluster-7977k.app BE&4H, AR mycluster-7977k.application

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRABIFNEHEDES NI NABGEZEN, NHMEPRERENIEEH, B EERXN—MEEH,
groupBy FEX (UMM A HEH. BASFN audit 1 infrastructure H&ZH.

Bl : NRARFeRZNA UUID Ged BEA

N FEBEPNE NN BREFEMELENR, EALE CloudWatch HOIEREH, HEMEEFNRAEE®S
Z8[R]BY UUID,

SNRIGIBRL. A2 R an B Z AN RIF QI R, CloudWatch 2 —NTBIH KA,
MREEEERLMERELENARFREEANR, HEARGDERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" 843

BENARERFMRBZER UUID EHhEEEA, & LTE ClusterLogForwarder CR #{¥$ groupBy F &8
5% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2
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1£ Amazon Cloudwatch #1, @& 22[E UUID HIIEBNBEELTFTNKRE. RNE— NN BARRFEHRRZE
B8] "app", MATFHIH ZR—1#H mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H 54,
= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" namespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy FEX (UMM A HEH. BASFNN audit 7 infrastructure H&ZH,

7.12. K EEFR X LOKI

& T REBHYERIA OpenShift Container Platform Elasticsearch SE5I 4%, &0 AT LU B & 4% & BIAER Loki
H&ILR RS

EREREELE Lok, BTt — ClusterLogForwarder E;E)L 7R (CR), HOUIB—HIHE
Loki B ClusterLogForwarder B X ¥R (CR), MRERAHHMEE, Z Loki B9%)H =T LUFEH
HTTP (FR&£) K HTTPS (R£HTTP) £,

FRFM

o WA — Loki BEICRRSELRT CR HBY url FERIEEM URL HiB17,

¥ =
1. BIEHSmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: loki-insecure 6
type: "loki" @)
url: http://loki.insecure.com:3100 @)
- name: loki-secure
type: "loki"
url: https://loki.secure.com:3100 G
secret:
name: loki-secret ﬂ
pipelines:
- name: application-logs G
inputRefs:
- application
- audit
outputRefs:
- loki-secure @
loki:
tenantKey: kubernetes.namespace_name m
labelKeys: kubernetes.labels.foo

RR
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O 900609

090009

S

ClusterLogForwarder CR B9& i,/ instance,
ClusterLogForwarder CR By#p 4 22 [H] 24/ 2 openshift-logging.
18 TE i L 9 B F,

FFRBEE N "loki",

I Loki %4ty URL Fik O E N BMHILENT URL, EWALUER http (F&R2£) =X https
(ZEHTTP) i, MREATH A CIDRIEMNEERSERINE, HEVIRRSREM
= FQDN, mMA= IP Hhilk,

NFREERE, BALLUBITIEE secret SRKIEELiF1THAISIER https =X http URL,

XTF https #8148, E18E TLS BIEinRATHEN secret &R, secret JiFETF openshift-
logging WiE &, BXMEFIEAEIIFTRNKRIENIETH @ tis.crt. tls.key # ca-
bundle.crt BIEH, BN, *FF http #1 https 512K, EALUEE—1NEEH T EMBFELH
secret, MIBELER, BSHUT A  ZBESER - BFBIEM secret’s

Ak IEEEEHIE R,
FREEREEER LB BT  application. infrastructure =X audit.
15 AL E B & B &N 5 A & .

Ak - FEE— meta-data key FE&, H Loki 1 TenantlD FEXEMRE, 0, K&
tenantKey: kubernetes.namespace_name f# [ Kubernetes a4 22 [B] Y & FREH Loki A
M ID WE. EEEEATUEENEMBTICKTE, HEFL T Additional
resources 284> M "Log Record Fields"#%#,

A% I8 — meta-data FEEHEFIRKEMEIAR Loki 7755, Loki IR #4115 EN]
FIER [a-zA-Z_:][a-zA-Z0-9_:]* ILfc, TR PMIEEFRREN N _ AR
. 50, kubernetes.labels.foo meta-data $# 45X Loki 175 kubernetes_labels_foo.
INR%AFXE labelKeys, NIEIAE T : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host]. REXRFITEHELD, EH Loki RIRFIRIF
IERRKNNEE, HSHECE Loki. limit_config, MR LUFER TR ESRETEMA
HIL K F BRI TE M,

BT Loki ZRIRN RIBEMABEF BHET, labelKeys 152485 kubernetes_host
R, BMEEEEEEE. LEBSBREMREER—FN, IHAHERATRE
F M BRSPS T 5 RO [ 28 T ) R

2. B CRXIR,

I $ oc create -f <file-name>.yaml

7.12.1. %] Loki "entry out of order" 1T fEHERR

INRIEH Fluentd [ REE B L BB EERHIH Loki BEILKRYE, Locki RERK "entry out of
order" #ii%, BERIXANE, MEBFH Loki RS BEE M loki.yaml HEg—LE(E,
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B 7 E HESEAXBINBBE=HAELFRE

loki.yaml 7£ Grafana ¥£& 8 Loki AARAT A, AEHREMT Grafana FEEM Loki RS
%%O

Conditions

e ClusterLogForwarder B 7E Y FREE 71% B EFZ A4 F Lokis

o MERYTME Loki X3EKRF 2MBREELR, i :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEINGNMM2E5ZmViMGU4\" \"lo
g_type\"\"audit\"}"]]}1}

o LXKt A oc logs -c fluentd i, OpenShift Logging &2 H Fluentd BESERUTER :

429 Too Many Requests Ingestion rate limit exceeded (limit: 8388608 bytes/sec) while
attempting to ingest '2140' lines totaling '3285284' bytes

429 Too Many Requests Ingestion rate limit exceeded' or '500 Internal Server Error rpc error:
code = ResourceExhausted desc = grpc: received message larger than max (5277702 vs.
4194304)'

o HIRTE Loki fR%5 2/ LT BEN, BIIRES entry out of order 52, KL :

s\nentry with timestamp 2021-08-18 05:58:55.061936 +0000 UTC ignored, reason: 'entry out
of order' for stream:

{fluentd_thread=\"flush_thread_0\", log_type=\"audit\"},\nentry with timestamp 2021-08-18
06:01:18.290229 +0000 UTC ignored, reason: 'entry out of order' for stream:
{fluentd_thread="flush_thread_0", log_type="audit"}

ff

L=

S

1. ERL AT REEET Loki RSS2 £ loki.yaml BEB XX HHHILL TFE ¢

® grpc_server_max_recv_msg_size: 8388608
e chunk_target_size: 8388608
® ingestion_rate_mb: 8
e ingestion_burst_size_mb: 16
2. ¥ loki.yaml B9 N A &l Loki fR5528.
loki.yaml 3C447~ 61
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auth_enabled: false

server:
http_listen_port: 3100
grpc_listen_port: 9096
grpc_server_max_recv_msg_size: 8388608

ingester:
wal:
enabled: true
dir: /timp/wal
lifecycler:
address: 127.0.0.1
ring:
kvstore:
store: inmemory
replication_factor: 1
final_sleep: Os
chunk_idle_period: 1h # Any chunk not receiving new logs in this time will be flushed
chunk_target_size: 8388608
max_chunk_age: 1h # All chunks will be flushed when they hit this age, default is 1h
chunk_retain_period: 30s  # Must be greater than index read cache TTL if using an index cache
(Default index read cache TTL is 5m)
max_transfer retries: 0  # Chunk transfers disabled

schema_config:
configs:

- from: 2020-10-24
store: boltdb-shipper
object_store: filesystem
schema: vi1
index:

prefix: index_
period: 24h

storage_config:
boltdb_shipper:
active_index_directory: /tmp/loki/boltdb-shipper-active
cache_location: /tmp/loki/boltdb-shipper-cache
cache_ttl: 24h # Can be increased for faster performance over longer query periods, uses
more disk space
shared_store: filesystem
filesystem:
directory: /tmp/loki/chunks

compactor:
working_directory: /tmp/loki/boltdb-shipper-compactor
shared_store: filesystem

limits_config:
reject_old_samples: true
reject_old_samples_max_age: 12h
ingestion_rate_mb: 8
ingestion_burst_size_mb: 16

chunk_store_config:
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max_look_back_period: 0s

table_manager:
retention_deletes_enabled: false
retention_period: 0s

ruler:
storage:
type: local
local:
directory: /tmp/loki/rules
rule_path: /tmp/loki/rules-temp
alertmanager_url: http://localhost:9093
ring:
kvstore:
store: inmemory
enable_api: true

Lth

=

i

o figi& Loki

\

Lth

=

i
e [ ,L,\LE%EIT—EQ.

\

e fZiE Loki IR%58s

73. MFEIBE®R AN AERFREE

fRE LUE R Cluster Log Forwarder 55 F E/L,\E’JEHIJZK}‘Aq:#/E.IﬁEﬁLgu%ﬁBEFE\%é%ﬁo PR T ERARIA
B Elasticsearch B&EFESN, LRI LLATTILRE, BARTRENREER G, LEKkE
OpenShift Container Platform BB & HIE.

EMTBAREEE LN EREFERE, 68/8—1 ClusterLogForwarder B E %R (CR) , HHE
ANIMBREA, NEMBERERIRHE LY, DIRERXLEHANEENEE,

FRFH
o WA BE HERIEENM S BN E SEEN B SRS 3.

Pt =

1. BIESSmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: instance ﬂ

namespace: openshift-logging 9
spec:

outputs:

- name: fluentd-server-secure 6

type: fluentdForward ﬂ
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url: 'tls://fluentdserver.security.example.com:24224' 6

secret: @

name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure G

inputRefs: Q
- my-app-logs
outputRefs:
- fluentd-server-insecure
parse: json m
labels:

project: "my-project" @
name: forward-to-fluentd-secure @
inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:

clusterld: "C1234"

ClusterLogForwarder CR B9& i,/ instance,
ClusterLogForwarder CR H6n 4% 22 [F]4 %= openshift-logging.

18 TE i L 9 BB F,

IEEHHEE : elasticsearch. fluentdForward. syslog =X kafka.

ISR B SR A 2SR URL MR O35 E HAMB4A%T URL, WSR/EH T8 CIDR EEINE
BESERIMRIE, MM IRS2:&FR= FQDN, AR IP #hit,

INRFER tls 512K, BIH TLS BIEIEEinmFTHH secret &R, secret IIFET
openshift-logging B &, HEEENMEATCIIFIRFRIETM tis.crt. tls.key ] ca-
bundle.crt Z%H,

AF L IEiEE T BHI N AERF B ENHm A RS,

EERE, FRMANTIENBRFBEELEEAE Fluentd L4,

my-app-logs #i A,

(AR &R,

Ak IBER TR A ML JSON HEL B YE N structured A HY JSON xR, HESHE
WBEBMHILENME JSON ; B, OpenShift Logging &MiEk structured F£%, FHHFH



% 7 % ﬁElb\%ﬁ U%ﬁB% ﬁElb\lE%%%

HERE A EEBINZRS| app-00000x,
E.Ui ??—q$o gm“ﬂﬂﬁu EIL;\I:F'E’J /I\EE%/M%%Q
B

AEZER R E SRS %

s S

=
% iEEEERN AT,

[
o

°
v
EEE

EREERLAWATRE : application. infrastructure =X audit.

[ )
e

(=1
=]

: IS B & & BIRER Elasticsearch 2580 default i,

[
o
(=

. ??&%o E/IJ\JJDEIJE/L.\EPE’J /I\Eﬁ%/l\ﬁ’\?ﬁo

[
o

2. B CRXIR,

I $ oc create -f <file-name>.yaml

7.14. \¥5E POD %R A N ARFEHEE
ENEBREER, BRI LUER Kubernetes pod FR% MFE pod I8 B EEIRF I HL L BIH HEINESS.

BIZ BB N A A 2R, #'—:T-TH’H%‘% I‘Eﬂqﬂﬁﬁﬁ{ﬂ{@%%—ﬂﬁﬁo INRIXLE pod EFIRAN FAFE

BHETE pod 113, TEEA—1=HE D matchLabels # {55, MIRIEE T L MEEN, pod w5 EiiF
BIRFA (E A,

it =

1. BIEHSmiEE X ClusterLogForwarder CR X REY YAML XX, fEXX#EH,
inputs[].name.application.selector.matchLabels THiH HE F L EREFE IR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging g
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
parse: json
inputs:
- name: myAppLogData
application:
selector:
matchLabels: ﬂ
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990 90 ©0O6O9O

environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- default

ClusterLogForwarder CR B9 &,/ instance,

ClusterLogForwarder CR #6p 4 22 8] %4/l 2 openshift-logging.

IEEHEEH inputs[].name H— N HZ PN LUE S D FRBVE.

15X E outputs[] I— ML NMLLES D RIVE,

Al R T AGE JSON BHES B EH structured T H) JSON X5, HEREB
WBEBMHILENIME JSON ; B, OpenShift Logging &MIEk structured F£%, FHFH
HEREAZEEBINZES| app-00000x,

BB —HME— pod IRERNEN N ARRFEE L HE—B inputs[].name,

EEBRERENHEEIBH pod IFEHIHER, BWRIIEE—MEME, MANNE—1
B, BHULEE, pod w5 A REN LA,

ik RSN B,

BEEMAERMBEERAIN—PHZ NMhE, R RHEEBA G H IS B EEIE A ZEIN
&R Elasticsearch £,

2. "k BN HEHEBIERERSIFENGLZERE, FHEA
inputs[].name.application.namespaces, #1_tFIFAT7R,

3. "1k BRI UMEBEETR pod FREMES N ARF AR —EE 4 %X B SHIE.

a.

b.

C.

X F pod IREHENM—HE, OIE—DELF LM inputs[].name EB45,
BEHEFESR (selectors) LAPTECIL N IR SREEIRS:,

[$%#7#Y inputs[].name {7~ NZ! inputRefs, 110 :

I - inputRefs: [ myAppLogData, myOtherAppLogData ]

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

Lt

=

P

\

o INFTEAH X Kubernetes 1 matchLabels WEZE R, HSH X HETESHNERMNTIR,

Lt

=

P

\
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B 7 E HESEAXBINBBE=HAELFRE
o MZAREEHITHKILF

7.15. B & A4 iR PR HERR

LKA ClusterLogForwarder B7E X FFIR (CR) I, #15R Red Hat OpenShift Logging Operator }&H&
B3I EHERE Fluentd Pod, ERTLUMIER Fluentd Pod RSl EFHEEE |,

FRFH

o RBEAIET ClusterLogForwarder B E L ¥R (CR) X &R,

Pt =
o JiHIF& Fluentd Pod LA &I EHERE,

I $ oc delete pod --selector logging-infra=collector
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2% 8 = [EF JSON Bi&it =+

IR LABSE Log Forwarding API, & JSON FRFER M A AL R,

8.1. ﬁLF*FI' JSON EllL,\

28 JSON HEMWBEBELL message FEFNFRBERT. XEFHAELER JSON XA BRF
EFE&, OpenShift Logging B9 Log Forwarding API AT LEIESF JSON BEMATRIZEEXT R, FHIFE
% Bl OpenShift Logging E 28 Elasticsearch 5k Log Forwarding API 2 HIEM HAh 5 =5 R 50,

NT AR TERE, BESEUTEME JSON BERE ¢

ZEF9{b JSON B& B RAl

I {"level™:"info","name":"fred","home":"bedrock"}

@E, ClusterLogForwarder B Y ¥R (CR) &1f message FEXH % 4 1ZHESRB. message FE&
855 JSON BEZBEMM JSON-quoted F /&, M TFHIRATR :

message FEX

{"message":"{\"level\":\"info\" \"name\":\"fred\" \"home\":\"bedrock\"",
"more fields..."}

Z G AN JSON BHiR, REZE parse: json 711Z ClusterLogForwarder CR B &, W THIRT
o

7R parse: json B Bl

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {EF parse: json E/5FH JSON HEREMTE, CR<EH structured i #y JSON L5t BESE,
MTFBIAR, XAREWNRRIAH message FEL.

8545511t JSON BEEBM structured Hith =4l

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

BE
NREAEBEZETNSEERNEHE JSON, NSHERD structured FE&,

g)jﬁﬁjjﬁmﬁlulﬂﬂquz ﬁ**ﬁ' JSON E/L.\, lﬁﬁlﬂﬁaui’?ﬁ u%_ﬁ%dbo

8.2. 7y ELASTICSEARCH ¢ & JSON HiE#iE

166
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% 8 %= [Z A JSON B&ic*x

ﬁD%f&ZE’J JSON HEEBEZNMER, ERENRS|IPEMENTRERSBRIPRI MR, kXM
B85, /iEeE ClusterLogForwarder B7E X R (CR), f#&8 schema SHEIHENHIHE LA, X
FE, BRI LR BIRMERE,

BF

ﬁﬂ% TRF JSON HEH: 4 B OpenShift Logging EIEBIEKIA Elasticsearch L, ©RIBHE
BB ERFTNFRE|, HERSREIME T LHEXMMERERE, FEEESIELEE
AR SRR FF AT BERE R B ERR,

SR EY
&R LUEF ClusterLogForwarder CR AL 451K B skl Elasticsearch HEE G R IRBI B H

e structTypeKey (FFfF&R, Alik) 2HEFERHNEM. MREFETZFENE, NATHERSIZ
o

o kubernetes.labels.<key> =2 Kubernetes pod 1%, H/{EHTHERZ| &R,

o openshift.labels.<key> 2 ClusterLogForwarder CR F# pipeline.label.<key> 7t3k, H
ERTHERSI B,

o kubernetes.container_name £ 825 A RIEZRS| B R,
e structTypeName : (FF&, AL) WRFKIZE structTypeKey, HEHBERREF
£, OpenShift Logging ¥ structTypeName BI{ER/ELEFE2R AL, L REIEER

structuredTypeKey #11 structuredTypeName ff, #03R JSON HEHIEH R
structuredTypeKey 895, Il structTypeName 12— EIRZRF| & F5,

F SRR LUK structuredTypeKey BI{EXE 7 "Log Record Fields" F 8 [ /REIEATT F
B¢, BREANFERN D RERMEISLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> <6l
R -

o EEMEMZITUMMAREXAEM JSON BERMN A pod, Bl "apache” # "google”,
e M/ {EM logFormat=apache 1 logFormat=google #r1iX £ pod,

o (XA LIE ClusterLogForwarder CR YAML X4 {E A LRI FEX.

outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs: <application>
outputRefs: default

parse: json 9

ﬂ & Kubernetes logFormat #7225 % i B9 88 (B 4HEL
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9 Fﬁﬁ**ﬁ JSON En_.\o

EXFERT, UTEHE{EBEICEH N app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

LUTF b B &R0 %% A app-google-write 325|H :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7~
RIZIETE ClusterLogForwarder CR YAML XA ER T U TFRIBHER :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ 6 A B OpenShift myLabel F1% 45 B BOBEAE X BOME,

9 myLabel TTRGFHFEE myValue IREEAEHILATE A,

EXMERT, UTE{EEERICTEEA app-myValue-write 3257 :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

o

Lfth S
o ZER){biC M Elasticsearch 5 AEiE 1 app-"INBNLEF b SR FEMEAN "-write" KK,

o FELMMLIERA R EEILEIMLIRE]l, FENA. EMZBRIFHITREIR, SIHRRESHITR
Al
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o MNRHBFIFEMLENERE, N A —1%F structured 1B unstructured it3%,

AEFH B KXLFRIM Elasticsearch, A AR BEZAFERRRENEHEEE, MARNENNHERE
a2 EEERRARMNEMERE, flin, K% Apache N AFERERELN JSON HEKRFLEL
8, 40 LogApache.

8.3. 5 JSON B &G 4 B ELASTICSEARCH HEEfiE

%I F Elasticsearch &, AREH JSON BERK B EBF/FHEL, 15 ClusterLogForwarder
BE X IR (CR) BBE NIFE JSON EX D HBEANHIHE L, 3XFE, Elasticsearch & N8N
schema fEF— N HIRIIZRE |,

BF

RN AN ERE L EIE—RE| AR SRR BRI Kb 08, ARSI EEE
# % B Elasticsearch T ERIHITILEC B,

RS RE I MET SHERBIMREN, FEEEIIEEEE AR ERRE AT RERER
BEWIE,

1. LU B B R0% ClusterLogForwarder CR YAML X4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. A% : fEF structTypeKey I8 EEF—PMHEHEKICKFE, MFIEMN A Elasticsearch BZiE JSON
,L,\#GEF)TJIQ BN, MEREAT,

3. A% : {#F structTypeName 1§ <name>, HIRIERI Y Elasticsearch E2iE JSON HEHUIE AR
A, MEREET.

BE

ZENT JSON B, EJIXE structuredTypeKey =k

structuredTypeName, =& [F[i%{& structuredTypeKey #I
structuredTypeName,

4. XIF inputRefs, IEEEMAZEEHAWLERHEKRE, 0 application, infrastructure =X
audit,

5. ¥ parse: json TTRARNINEIE &,

6. G/ CRMR,

I $ oc create -f <file-name>.yaml
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Red Hat OpenShift Logging Operator R E#TERE Fluentd Pod, B2, WIREBEHTE, 15
fHBR Fluentd Pod LAia HI EHTERE.

I $ oc delete pod --selector logging-infra=collector

Hi 5w
o FETKALINE=ARL
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% 9 F WEIFH =5 KUBERNETES F44

289 = IN&EFH M KUBERNETES =14

OpenShift Container Platform Z4 A2 — pod, Bl Kubernetes 4, 33&1d logging FR4:
ILRENME, BUFohERE Event Router,

Event Router MFRETIEINESH, FHEHEHEA STDOUT, ARG, KWERFXLEEHEZLE
ClusterLogForwarder B & Y R (CR)HE L HITENE,

' e
EHIREHER ) Fluentd @INTIAB M, HERERiE M A LARGCIERN B EHBHE,

9.1. BEMECEEHIEHE

FERUTS P SEHIRRRMERNERH D, TROZRZE Event Router E3Z %! openshift-logging i
B, LBRREMEEPIKRESH,

LAF Template X R AR EHRHARARNRS K. SEACHEEAGHE, BIRLRLEMTE
Event Router pod, A LA LLERTMITHE RN, HEHREEN R CPU MAFIFE K,

FeRFMH

o BEEUWIUR, LIEAEOIRIES IS IEFMERAGHE, AIIl, EALMEMRAE cluster-
admin B @ P RIE 1T TR,

o WWii% %k Red Hat OpenShift B logging F %5t

1 NEMRESFLIRENR

kind: Template
apiVersion: template.openshift.io/v1
metadata:
name: eventrouter-template
annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"
objects:
- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole 9
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader
rules:
- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]
- kind: ClusterRoleBinding €)
apiVersion: rbac.authorization.k8s.io/v1
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metadata:
name: event-reader-binding
subjects:
- kind: ServiceAccount
name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
volumes:
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- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel8:v0.4"

- name: CPU ﬂ
displayName: CPU
value: "100m"

- name: MEMORY @)
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace

value: "openshift-logging" Q

1E openshift-logging 7 B  h S 4 EREBEEROIE— MRS

DR TF IR P EHH ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BlBR 551k o

£ openshift-logging i B {13 — MEZ B BT Sk £ B FTEEHI config.json ST
£ openshift-logging Wi B 02— M ERE, L4 FHFECE Event Router pods,
EELE, BIRER, 1 v0.4,

EE DB S HIREES pod BRI CPU 2, BUAE 77100m,
EBESBEASHIREE pod WR/IREFE, BIAE128Mi,

EEEEHPLRENRM openshift-logging T H.

9909902909000

2. ERAUTeRRAIBRN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4 -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.authorization.openshift.io/event-reader created
clusterrolebinding.authorization.openshift.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created

3. %k openshift-logging 71 B AR &% H Event Router:

a. EEMNEMEEE Pod:
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174

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEFHIRHEFRENSEH
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count":1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5| EFH Kibana Sk EEEH4,
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25 10 = H#T OPENSHIFT LOGGING

10.1. XFFRURRA
BXRIRAFEIMENEZHELR, 1EHSH Red Hat OpenShift Container Platform & EHIESR

Z49 OpenShift Container Platform 4 4.6 & B R AR AMERE B K ILK AL EI OpenShift Logging
5x, BFEEW OpenShift Container Platform SREFEFHEMRA 4.7 3 4.8, ARG, EEHLLT operator :

® M Elasticsearch Operator 4.x £ OpenShift Elasticsearch Operator 5.x
® M Cluster Logging Operator 4.x ] Red Hat OpenShift Logging Operator 5.x

Z M OpenShift Logging BIIBARAFXEIHFIRA, EHEZF OpenShift Elasticsearch Operator # Red
Hat OpenShift Logging Operator B# & L ATAR A

10.2. M HEICKBEH E LFIMRA

ERHTICREFRELRIRE, BEEBEB OpenShift Elasticsearch Operator #1 Red Hat OpenShift
Logging Operator BT 3,

BF

TEE# Red Hat OpenShift Logging Operator A7, ERws/E# OpenShift Elasticsearch
Operator, &N 1 Operator B ZE /] — kR4,

IR LUERBNIF B Operator, ] Kibana A=E#1, FEAXME Kibana BE X HIR (CR). Eilf
IR RIX AN R, TEMIRR Red Hat OpenShift Logging Operator pod, 2§ Red Hat OpenShift Logging
Operator pod EFEREN, B©a0E Kibana CR # Kibana B X,

SeRF M
® OpenShift Container Platform fRA&Jy 4.7 S{E =R A,
e Logging & TFRERE :
o FfiA pod & Ready K,
o Elasticsearch SR FRERT,

o 1B Elasticsearch # Kibana #iE 2 #5152,

ff

L=

S

1. BT OpenShift Elasticsearch Operator:

a. £ Web #Z#Hl&H, = Operators — Installed Operators,
b. 1%#¥ openshift-Operators-redhat 7 8.
c. = OpenShift Elasticsearch Operator,

d. = Subscription - Channel,
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e. 7E Change Subscription Update ChannelE O/, %# stable-5.x F /= Save,
f. FFLMBN, S5 Operators - Installed Operators,

g. %UE OpenShift Elasticsearch Operator lRAR T 5.X.Xo

h. ZfF Status B2 Succeeded,

2. B# Red Hat OpenShift Logging Operator :

a. 1 Web &, = Operators - Installed Operators,
b. 1%# openshift-logging T E.
c. = Red Hat OpenShift Logging Operator,
d. = Subscription - Channel,
e. 7E Change Subscription Update Channel&E O/, %# stable-5.x F /= Save,
f. FFLMBN, A5 & Operators - Installed Operators,
g. %E Red Hat OpenShift Logging Operator lRAZ & H 5.y.z
h. ZfF Status BI{EZ5 ) Succeeded,
3. MEBFILKAH

a. TA{RFTA Elasticsearch pod #4tF Ready K74 :

I $ oc get pod -n openshift-logging --selector component=elasticsearch
it Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

b. #1% Elasticsearch SEEFERE :

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-
55b7546f4c-mshhk -- health

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}
c. TBIROIE T Elasticsearch cron {£%5 :

I $ oc project openshift-logging

I $ oc get cronjob
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NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <hone> 56s
elasticsearch-im-infra */15**** False 0 <nhone> 56s

d RMEHSHFHEEESEEME S, FEKRSIZHZEBM :

I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

e. WikkiH 2T EE app-00000x. infra-00000x. audit-00000x. .security 325/,

#1101, AR LERESR S| #% H B
Tue Jun 30 14:30:54 UTC 2020
health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size
green open infra-000008
bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
green open infra-000004

rtDSzoqsSl6saisSK7Au1Q 3 1 226717 0 297 148
green open infra-000012

RSf_kUwDSR2xEuKRZMPqgZQ 31 227623 0 295 147
green open .kibana_7

1SJdCqlZTPWIIAaOUd78yg 1 1 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YNO9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEmMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqgei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 31 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFm2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147
green open .security

zeT65uOuURTKZMjg_bbUc1g 1 1 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-
mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-
bSxSWR5xYZB6IVg 3 1 341800 0 443 220

green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fU6A 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
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green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

f. BIFASEKRERESEEN -
I $ oc get ds collector -0 json | grep collector
g. WiFHEREEE collectort B2 :
I "containerName": "collector"
h. f#/ Kibana CRD JIEHEAML TEREEE#HE S5x :

I $ oc get kibana kibana -o json

i BirfHREa S EE ready SRR Kibana Pod :
"type": "
b

{

"lastTransitionTime": "2020-06-30T14:11:07Z",

"type": "

}

]

}

1 10.2. # A ELE Kibana pod B H =1
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",
"reason": "ContainerCreating",
"deployment": "kibana",

"status": "True",
"status": "True",
"pods": {
"failed": [],
"notReady": []
"ready": []

|2

"replicaSets": [
"kibana-5fdd766ffd"
],

"replicas": 1

}
]
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B NE BEREIGERIR

OpenShift Container Platform web #£#l& B Logging/Elasticsearch Nodes #1 Openshift Logging
(U RMRETRAE X Elasticsearch SEI LK% F FBA LEFNZBF [RIBIBY B4 Elasticsearch 7 B HAIME R,

OpenShift Logging [XFRIRE & chart, FEREFILR Elasticsearch SEFIMNIFIE, SIERFEFIR. Lk
B, EEFHEIS F 0 Fluentd Fiits,

Logging/Elasticsearch Nodes {{F&kiR @& charts, 7K~ Elasticsearch SLBIBNIFIE, REET =B,
SERB. oh. HRFFS.

MEBRL AR, Ha25H{URIRBM Grafana Ul i #E3E 2 5 Grafana (U &K#R, Grafana
H OpenShift £85I 124 4,

11.1. 1/i[7] ELASTICSEARCH #1 OPENSHIFT LOGGING 1331k

& B] LAFE OpenShift Container Platform web $##l& # & & Logging/Elasticsearch Nodes #ll
OpenShift Logging 13K,

P
IEFINEI
1. 7£ OpenShift Container Platform web 124 A 52 Observe — Dashboards,
2. 1f Dashboards TTEA, M Dashboard 3 H /%#F Logging/Elasticsearch Nodes 3¢
OpenShift Logging.
%fF Logging/Elasticsearch Nodes {{3R#R, 7 LULFEEEFR Elasticsearch 7T RIFXEH
EEET,
L & B REMRIUERER, TREMBUBER.

3. A% : M Time Range #1 Refresh Interval 3 5 st 5 AR R [E]SE [ 3k 2R sk RIFT EUE

& -
: NE TRELIFEMEIE, 55 Grafana Ul £S5 Grafana (YRR,

BXRURRERMER, 1ESH xT OpenShift Logging Yk # % TF Logging/Elastisearch Nodes 1
=R,

11.2. xF OPENSHIFT LOGGING {{5=#R

OpenShift Logging [X&RIRE & chart, FIEREFI LR Elasticsearch SLBIRHNE, BT IZRFITIHEA A
Elmo

5% 11.1. OpenShift Logging chart

E=( 78 sk
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E=( 78

Elastic S2EHIRA

R R

Elastic oK

Elastic 344

Bt £ RO SRE IR

Elastic fF IBHYESS

Elastic JVM GC I5f[H]

Elastic JVM GC =

Elastic Query/Fetch Latency Sum

Elastic &=

CPU

E# A Elastic JVM Heap

Elasticsearch L {FEAE

158 P AR B A4 ek

BNE EEEHIGR

sk

L HIAY Elasticsearch A :
® ONLINE - &7R Elasticsearch SEfI1EZ,

® OFFLINE - 3R7 Elasticsearch SEfI B 4E,

Elasticsearch 5 R4 Elasticsearch 7 mUjs 8,

Elasticsearch S£f5d R4 Elasticsearch 23 B B9 5.2,

Elasticsearch 5 R4 Elasticsearch SRS S8,

IETE AT Elasticsearch 3&B| 8 R4 22 A,

Elasticsearch BMARFTEREHEE, MFR5I0E. R
FME,. DR DB AR,

JVM TEE B HIAT Elasticsearch 1% BRI /EFTERY
ENIEIR

JVM BRHUT L IR ERR BUEH

® Query latency:Elasticsearch 2R EHHITHY
I ],

o JREVIEIR : B Elasticsearch R E M
R REIRRENE- R

IREREE R B A @ B L B EE IR B R, A SRAMEREE R
freogm, NAREE., BERERERE, EW
BIFZHERIREIFTK,

1 Elasticsearch 17 mE#¥f Elasticsearch SEHIHAT
RIS,

Elasticsearch. Fluentd # Kibana /) CPU #=,
RBRTE&NEER CPU BE,

RN VM PR, E—MERNERD, AR
B JVM BB B PI .

Elasticsearch L A F & Elasticsearch 19 s B 2 B
HZeE,

Elasticsearch. Fluentd #[I Kibana {58 FA B9 ST {4 3k =T
BB
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1IN ik

Fluentd emit #{& Fluentd BRIAKT BB Fluentd SHEEE, LIREIA
R E TS

Fluentd & #a] A FFHH Fluentd 2 HHIBE D Lt, TEZHAIRER T

Fluentd oA BB A EH =,

Elastic rx 71 Elasticsearch 12t FluentD. Elasticsearch 7 20
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B ERE, BERERERTE

B HHER]

Fluentd %t iR FluentD o3&t B EHI B EORE.

11.3. LOGGING/ELASTICSEARCH 7 s {Y &R LR E R

Logging/Elasticsearch Nodes (&R @& charts, Z7K Elasticsearch SLBIRHE (REET m%
A1) . LTI — 5120,

Elasticsearch k&

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEAMKERILLT E &R,
% 11.2. Elasticsearch SR AT E
1IN Uiy
EBEHRT TERMIZI [A] R A SEB¥ R BRI, {3 Elasticsearch
. BENLEREK:

e 0 - X7 Elasticsearch £ FEEEBIRE,
XEKRESIBTHRESH.

e 1- 37K Elasticsearch LB TFEABIRE, X
BEREEZED—NDRNEIARD FFARED
i,

® 2 -3k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

T H E B R Elasticsearch 7 BUE#,
EHHIET = E B Elasticsearch BT S E,
EHFTELS ERRESFRNHE, XEFWRHERTK, FEEE

PATIRREERE, BUaNsRBI01. REIMBRSS Ao ES.
BRMmRREFTITER L2,
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Elasticsearch £ %35 HIRE

B Elasticsearch R3IEZ—THE MO FHIZHA, SIIZ2FACBEBENEXRRT, REIDFEW
MRR  THRMEIAD . BREXHEREINFRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HRBIWOELN, EDRNBEIWRIEE, ERSIEGEHRNINMMETERT, B
LIBER e BIA 2 R I E,

R DR ARATNNRE, BEAIATEEMBRANBRIRHPLENEL. D FREBIITHRRMR
BIEKNE, 2R EERN, MRD R/ TEHITXLEER, 2R FA2EHRN, Ry FEEDRE. E
o, RUEDESFSE, 2h TN 2/EHRE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DEE—MENER /N
AEZE Lucene 3RB|, B Lucene IRXHFZRBIBIRITEKH, Lucene 2 Elasticsearch {f FIRIE 3R,
MR FEREHIGEEENBR KR, MMmERBREZEHEE, RS FH BT FE 4 AT M ER AR
12, el gEZREA M,

% Lucene HUTEIEIRFE (INIERIZIE) B, Lucene RARIEHERXREIPIZRS| FERIUTIRE. Sk, &
R BRE S SR RFHEAF R ERIRLY, RIS i BREBURLSII AR REA EXI,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch #5149 FBILL T E &K,

K 11.3. Elasticsearch &89 KA chart
Ei=17n gk

SRERD R SRHPERNED FNBEND F (BHREEIF) B
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFTS FHE, IEFRD K BEENE
b, WEFHPEREAFART RIADEHD F. EEE
BEAIEKD K (non-active oK) BOERFIA], %
KA B FETR RS B EIR I AT gE X R A L,

EHSHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e LS MERRRMF T 2N ERENE,

SBRDEDH KOS FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 F ATRE% A O EC,

Elasticsearch 17 maigtn

B Elasticsearch T REEBRITHR, sTHATFLOIEBES, LA TRE#HEMER, Elasticsearch
ZRPUTEHESH, Elasticsearch £FHESHANIIEZFHI T B KR,

Logging/Elasticsearch Nodes {{&RIRBE LU THXAMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNTESHENER,

X 11.4. Elasticsearch 77 &ignEl xR

1IN R
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E=( 78

ThreadPool 1£5%

CPUHRZE

RNEFERE

WEAE

B = EL]BS

3RBIIER

BRE

BRRIER

XTI (BERIE)

SRS B

MXHEaHE

Elasticsearch 7 s fielddata

sk

BREFRB BRI PR EFNESRE. EE
PR B9 K HERESS FTRER RS 17 m BT IR IE Rk H Ath
(A1,

A% Elasticsearch 7 m{FEFEB CPU 2 h D B4 E
AR CPU REMNB DL,

A% Elasticsearch T mE AR EE,

A% Elasticsearch 7 ;2 £ T3R5 BB o EIEHI 5
R e,

XAYTERRIE Elasticsearch 77 f L 3&B | BISTER,

TEFFI% Elasticsearch 19 s L3R B | XHAFR RS ], FRB]
ERAZERLERMIFN, 0 IVM Heap RFEFNEE
Mg, EREIMRARELFAHTREZETR,

TEFfI%E Elasticsearch T | L2 1T RIE R E,

TEFfI% Elasticsearch 17 s L S22 3R1E KR [A], 32
FRIERTREEZRNR S EFRNFN, EREINARE
B RRETRRE,

TFHETEFTIE Elasticsearch 9 ;= LB Elasticsearch 344
BE, SREHEESRMTY R EOEMNEIAD F &
RIS,

BEMDELAFRIE Elasticsearch 17 S M{EMRIZRE |9 K &
fHB& Elasticsearch XYM E,

SBLLA L Elasticsearch 1 mBERZRB| D AR EF
B Elasticsearch X4 E,

Fielddata ®—" Elasticsearch #8451, BLURBIFRRENEIIR, FHREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch £4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
Bf, SHERBRY JVM HEAP REBFATA fielddata %120}, Elasticsearch ALK fielddata 4%

.0

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch FEXHIBHILL T E &K,

3K 11.5. Elasticsearch 77 mPEEIBEEE

=178
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BNE EEEHIGR

1IN ik
Fielddata %K/ FF % Elasticsearch T & _EH fielddata B 1EH
JUM HEHE,
Fielddata JXFR MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
2,
Elasticsearch Ti m &% 1F

MRFRE|I P EHENHIERENRDY, ERBNERIET ANFINERN%REDR%E, LUE Elasticsearch
BEEFH,

Logging/Elasticsearch Nodes {{3k1#R & &% X Elasticsearch 19 R & & FHILL T B,

K 11.6. Elasticsearch 7T s & E X
19N ik

BIRFER/D BATFEHEENRNELE, AToBLFE
Elasticsearch 1T mBIFFE D H .

BN ENR A% Elasticsearch 17 s LR E AR FIXBREE,
B ERT i Elasticsearch 7 s EME IR HEHE,
BREER A% Elasticsearch 7 & £ E R E LR

Elasticsearch &3|17%

TEFRBIXHEM}, Elasticsearch S X EMEIERS| F R, XL EHIENMERT. H

i}, Elasticsearch R EME/NMHBREFHEKAKMFERA, UL FKRER, MNRZR5EREFIE,
BLBFH IR ERRTHK, MMSBIERMMEEEHINAH, 7 B XFES5R, Elasticsearch 7
i (throttles) MIZRBIEE BT E DD EAFREIEI N RN ERRERE L LIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILL T E &K,

F1.7.F&BITTREER

1IN 5k
2R3 Elasticsearch A% Elasticsearch 17 & L7 % 3R B |12
YRR A]
SHTR Elastlcsearch TEFfI% Elasticsearch TV LT REE S
B FIRVERETE],

T JVM 5L
Logging/Elasticsearch Nodes (kiR B & LL T A X JVM Heap ##FHE K,

5 11.8. JVM Heap Giit B
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1IN ik
B A% Elasticsearch 7 S _E S FERRY JVM HEZE R 2,
GC it# TEFRI% Elasticsearch 9 s b3z {7 B I B R VE 41

2, SEBNFERE,

GC H[a] JVM TERFI%E Elasticsearch 17 m 32478 3% B iR VEHY
BFIE], | B By 3% [ U st 1],
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612 & HEWFEHERR

12.1. &% OPENSHIFT LOGGING K&

B LIEE Red Hat OpenShift Logging Operator BIA SR Z M BEIC K F R HME

12.1.1. #£%& Red Hat OpenShift Logging Operator FIRZ

&I LIEE Red Hat OpenShift Logging Operator B4R 7.

FRFM

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

it =

1. # A openshift-logging 7 B,
I $ oc project openshift-logging

2. &Z& OpenShift Logging A7 :

a. JKEY OpenShift Logging A7 :

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

status: @)

collection:
logs:
fluentdStatus:

daemonSet: fluentd 9

nodes:
fluentd-2rhqp: ip-10-0-169-13.ec2.internal
fluentd-6fgjh: ip-10-0-165-244.ec2.internal
fluentd-612ff: ip-10-0-128-218.ec2.internal
fluentd-54nx5: ip-10-0-139-30.ec2.internal
fluentd-flpnn: ip-10-0-147-228.ec2.internal
fluentd-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- fluentd-2rhgp
- fluentd-54nx5
- fluentd-6fgjh
- fluentd-612ff
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- fluentd-flpnn
- fluentd-n2frh

logstore: 6

elasticsearchStatus:
- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

EHitE, SEREFRIETE status N,

Fluentd Pod HItEX{E B.

red,

Kibana Pod BYtEX{E B,

o 009
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12111 B E R R

LUF 2% B8 OpenShift Logging SL{3I#] Status.Nodes Z8 89— L& 5 5H 2,
RUFUTHBRTEERRT T REBIRENEK L, FEEESRHIERALTR :
it Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBRNRTEERT T REBIRENS KL, FESRFBEFREGMIHMT S

i th o Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EPFUTRHRBHRSEERT CR B Elasticsearch 7 sk ¥ B8 5 &£ B YA T S ERAITAL :

i tH 7 B

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z
Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
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Reason: Unschedulable
Status: True
Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
Node Count: 2
Pods:

Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTARABREERRTIERE PVC TEHEE PV :

i th o Bl

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTIEWE Fluentd Pod, B7 7T RS SAEM 17 RERAFIREL
it e

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

12.1.2. & & logging FREVAMHIIR
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BEUEES M ERILEFRAAGRES.

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

1. # A openshift-logging 7 E.
I $ oc project openshift-logging
2. Z & Red Hat OpenShift FfEH logging FREURE -

I $ oc describe deployment cluster-logging-operator

it Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-
logging-operator-574b8987df to 1----

3. BE logging FREBIARERRE :
a. IRERBIAREMEH
R~

I $ oc get replicaset

i th o Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m
elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1 157m
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1 156m
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1 155m
kibana-5bd5544f87 1 1 1 157m
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b. RERBIARERRE :
I $ oc describe replicaset cluster-logging-operator-574b8987df
it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

12.2. &%%& ELASTICSEARCH B EG=FEIRE

IR E LLE & OpenShift Elasticsearch Operator RS & % 4 Elasticsearch ZH 48R,

12.2.1. EE B EEFERE
RAT LA B B A E IR TS,

FRFH

o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,

ff

L=

S

1. # A openshift-logging 7 B,

I $ oc project openshift-logging
2. BERS

a. JRENBEFELHIBZF

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IKEXHEFHIRE :
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I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

fgn -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
FHPESEUFOTHER

=1

status: @)
cluster: g

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] e
nodes:
- deploymentName: elasticsearch-cdm-zjf34ved-1
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-2
upgradeStatus: {}
- deploymentName: elasticsearch-cdm-zjf34ved-3
upgradeStatus: {}
pods:
client:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:
failed: []
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:
failed: ]
notReady: []
ready:
- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422
- elasticsearch-cdm-zjf34ved-2-dfbd988bc-qkzjz
- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
shardAllocationEnabled: all
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@ =i, ERREFERERE status N,
9 BB IR

o EHRMES RHHE,

o D REHVEE,

o IEFEWAILEISD FHVEE,

o REHETRHASHE,

o HEFHET RHE

o FAEHESFHE.

o HEEMIRE : green. red. yellow,

o ROBHFHIHE.

g EARERYE (EFHE) » BEFRESART AT ERER S KB THERFNR
H, BEREUTERBEROMESEHE :

o ABIFHNEFASEHANNRIERS,
o HEBFMMRIEBARSGZNAESRKIL,
o Pod AdAE, AREERTFZNNENER, BERESHBERERERG.

Q SHPWHEHEFM® TR, A upgradeStatus.
g SHPWHEFEE M im. BB master TR, FI1E failed. notReady 3 ready R
TQ

12.2.1.1. {ERE 2RI
LU R 23K B Elasticsearch SEIH Status EB4 #9—Le (&5 3H BB R4l
DTFRSHEERF T REBIEBEEMNEKALZ, FEEEDFSSEALET =,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTREHRRFT REBIEENS KL, FEDFREREMIEMT R,

I status:
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nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

LUTFREEBRT CR AR BESFM T UL FSR SR PRI T REAS TS

status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

UTREHBRRTAEEM CRERTAEENFAMSEEER (PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

LT REHEBRTASFMERRA RWH T AR FFTURERE,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

IR SEERRTREEEF KXZ control plane 17/ :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
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reason: Invalid Settings
status: 'True'
type: InvalidMasters

LUTFIR S B3R 7R Elasticsearch FER IR 2 TRIE D,
a0 -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"

message: Changing the storage structure for a custom resource is not supported
reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason fl type R FERIEEAZZFHBENRE

StorageClassNameChangelgnored

PEFFREBFHEREH.
StorageSizeChangelgnored

AFFERBFERN,
StorageStructureChangelgnored

T FFE IR B SR RN A A 25 1) (A BB el

B

INRIERF ClusterLogging B E X TR (CR) BLiE N MIRE I # B FF A M7

fif, OpenShift Elasticsearch Operator K |E— N FFAMERER (PVC), BAROIER
AES (PV), E;ER StorageStructureChangelgnored R, Bk E %)
ClusterLogging CR FYE X FH Bk PVC,

12.2.2. EEHEFHEHERRE
R B S A B SF 2 A Bk S,

Elasticsearch &8I
R A LA & Elasticsearch &3 |BR S,

1. ¥KEX Elasticsearch Pod B9 #f5 :
I $ oc get pods --selector component=elasticsearch -0 name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. IRERGRBIHVIAGS -
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I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices

it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78

green open audit-000001 8 _EQx77iQCSTzFOXixRgFw
3 1 0 0 0 0

green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0

green open .kibana_-377444158_kubeadmin

yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0

green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436

green open app-000001 hirazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1

green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0

green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

B&&EH pod
A LIEERE HEFHEM pod BIRKE,

1. REX Pod B9 75 :
I $ oc get pods --selector component=elasticsearch -0 name
it Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FKEX Pod BYIRE -
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
BHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
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Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-
0://3f77032abaddbb1652¢116278652908dc01860320b8a4e741d06894b2f8f9aa

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFM pod BBERE
BRI UEES B SFEBERENRS.

1 IKEREREBERER AT
I $ oc get deployment --selector component=elasticsearch -0 name
i Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BEREERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHPIEUTREER -
=1

I Containers:
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elasticsearch:

Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable

Events: <none>
HEF#ERIAE
fRa A E B SFERIAERE.
1. IRERBIASER LT
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREBIARERIRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
HHEPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-

rhel8@sha256:4265742¢7cdd85359140e2d7d703e4311b6497eec7676957{455d6908e7b1
c25

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

12.2.3. Elasticsearch &R A

OpenShift Container Platform Web % &#) Observe #84 F1#) Grafana [ FR#R .7~ Elasticsearch &
ERE7NZOW
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FIREX OpenShift Elasticsearch SEEEHRE, BRI T
<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging 89 OpenShift Container
Platform Web & #) Observe &84 A Grafana (YRR,

Elasticsearch IR &S E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZERETHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0

eo_elasticsearch_cr_restart_total
7R Elasticsearch T mEFUET. RNERHFEEFBRE, F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
IR Elasticsearch 385 fp R 22 [AIAYE.30, H40 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DB e ZE AL, i -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {§ 8

#N%R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, YRR
TRLLUTREBREER -

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",

12.3. THRAKICEFRAER
FrE BRI R L IRERTITE OpenShift Container Platform Web 12§ &#] Alerting Ul /i,

1231 AFAFTILRBESFER

Z4R [ /RTE OpenShift Container Platform web 2l & /1, 7E Alerting Ul B Alerts i£T £/ E7R, kb
FUTRKREZ—:
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e Firing : TE@ITHARRAEBIRFM T true. REEMAEIRREM Options 5., UEFESZER
HFEEEHS,

e Pending : EIRFMHZHFIN true, {BERIAEIFBITHT[E,
® NotFiring : HRTRAL EN,

AR
#E logging FRETME M OpenShift Container Platform 24k :

1. 7E OpenShift Container Platform 2%l & A1 s Observe — Alerting.
2. |ifi Alerts 75501, RIEFMEFHNIIESS, JIHER,
HAth 5T

o MFAX Alerting U NESER, HSHEEEN,

12.3.2. X FAEIC R KERER

DUTFERBETICRINERRENR, &AL OpenShift Container Platform web 12 &#) Alerting Ul B
Alerts TTEH EFIXLER,

% 12.1. Fluentd Prometheus &1}

B HE Uiy BT
FluentDHighErrorRate <value> of records have  FluentD fiH IR HERS, Warning
resulted in an error by £/ 15 D #pep B 10,
fluentd <instance>.
FluentdNodeDown Prometheus could not Fluentd 2% Prometheus ®  Critical
scrape fluentd BETTIEIMEN R E R Fluentd 52
<instance> for more B,
than 10m.
FluentdQueueLengthinc  In the last 12h, fluentd Fluentd iR &5PAFIK/NIETEI®  Critical
reasing <instance> buffer queue 1,

length constantly
increased more than
1.Current value is
<values.

FluentDVeryHighErrorR <value> of records have  FluentD HitH iR EIE  Critical

ate resulted in an error by X, HEZEI15 28, B
fluentd <instance>. INESR T 25 1,

12.3.3. % F Elasticsearch ZiR ]
R8T LATE Prometheus & & iX IR,

] 12.2. A
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g

Eid 30 L

ElasticsearchClusterNotH  S£EEERRASMT RED D 2 98, BT ESERE, 2FF Critical

ealthy BEfRK, BFEmaster 11 miERIEE,

ElasticsearchClusterNotH = SEEERIRSH YELLOW E4 20 o8, HL&EH FEIRERS 25
ealthy B,

ElasticsearchDiskSpaceR  SBfilHATELUEH 6 /N PR FREAL 22 H] 2 4o Critical
unningLow

ElasticsearchHighFileDes £ T—1M/NA, SEIITRE T — NI\ ROEFEIEAA X4 g5
criptorUsage HEF,

ElasticsearchdVMHeapUs  #5E7 LM JVM #FERAEXRER, Eik
eHigh

ElasticsearchNodeDiskW BT oA EERE, BET mAEHEKAL, DR TEED info
atermarkReached BosA b e NIZZEERET mRINE L2,

ElasticsearchNodeDiskW HF RS EERE, BT RAEEKMAL, EE0E, X
atermarkReached AR NEFOEREMT R, BERT RRINESHAZEE),
HEEFOEALLT SMIAZERE,

g
il

ElasticsearchNodeDiskW HFTREMEEERR, BETRAEMKKEE, ENEXD Critical
atermarkReached TR EDET DRSS TEHIER R, YRS FERET
EIKALRRT, ZRBIBMMFINAL R,

ElasticsearchdVMHeapUs  #5E 7 =LH JVM #FERAE KRR, Eik
eHigh

ElasticsearchWriteReque  Elasticsearch EEE TR EMNBE AR, T RATELER LR 5

stsRejectionJumps 5IEE,

AggregatedLoggingSyste  ZRLGTEIEE T R LEMAK CPU X&. Eik
mCPUHigh

ElasticsearchProcessCPU  Elasticsearch 7E35E 17 m _E{FEFAK CPU X&. Eik
High

12.4. WA FIWERKIL TR
TER AT [ I E R R RS B, T TR BNL IS 3 IR T HERR MR,

& A A must-gather TERWEAXTBIHHIR, ERHAFHRNEDBEICKFRALHRZEIE
S

/BN o

HTREHRESL R, 1HIRMt OpenShift Container Platform #1 OpenShift Logging BIIZ B {E &
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% E,E
A AZE{E A hack/logging-dump.sh fIA, XNHEIARFBEREZ7FE RNRERIE.

12.4.1. XF must-gather T2

oc adm must-gather CLI s TR INEHE BN TR FURERER.

S FHEEZICRKFRY, must-gather RIELTER :
o TWBENHHR, SIEPod. MBS, RHKS. AR, ABHEMEH
o KBNHIR, SEEEHIHIINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (5] 1 # OpenShift Logging iR, &
FEEWRERNERRE. BEEENBAETMEIE

1£i21T oc adm must-gather I, 28 E 0|8 —1 51 pod, 7% pod LEEIE, HREZELL must-
gather.local 7k — B xS, WEREHSFITIEEFXPOIE

12.4.2. Jo R &4

® W% 4% logging F%%i# Elasticsearch,

12.4.3. 85 OpenShift Logging #iE
& el {E A oc adm must-gather CLI s S EWEF X BEICRFRENER,

i

L

35 must-gathel‘ ”&%Elb\lﬂ%?% RER
1.t AEEZ% must-gather 5 BB %,

2. % OpenShift Logging #{%;21T oc adm must-gather 343
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
operator")].image}')

must-gather TE &6 —/NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

3. MNIRI QI EER must-gather B kO — D430, g0, 72 Linux BERSIHITEN L2
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. AELTOBZR I e B LMY L R ST
12.5. XEEREIETEER

12.5.1. Elasticsearch Cluster Health 24 &
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EVP—NED R RHEBIRNEERES T Ro
I FEHERR

1. 2 Elasticsearch SEEHEBRIRS, FUIULEREM status BE N E,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health

2. FIHEMARRNT <.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/nodes?v

3. FH Elasticsearch Pod, FMEf15 E—F s RigT miF T,

I oc -n openshift-logging get pods -| component=elasticsearch

4. PNRFLE Elasticsearch T s B IMMAEERE, 1EHITUTES I,

a. ik Elasticsearch 3% control plane 7 s,
p

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/master?v

b. ¥ RI%E control plane 17 s B pod H &R,

I oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

C. *‘AKFIJEEDDA$E¥E’JTJ FE\ E Tho

I oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

5. MIRABET REMAKR, EHITUTER, REEBRRSEEMTRE.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/recovery?active_only=true

MREERTHE, RELRTERSENFLENESMELNFIL.
6. ERBEFLENES.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- health |grep
number_of pending_tasks

7. MREBFLENES, FREERS.
MRENPRELEZL, FEARTERERRSE, FREER, RENHREFXNIEER

B, MRFLEBEFSRTZRERE, IRTRESFLE,

8. MRMELFEIFIE, HKE cluster.routing.allocation.enable 2 %% E& 7 none,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/settings?pretty

9. 1R cluster.routing.allocation.enable % none, iHFNEIXE M all,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=_cluster/settings?pretty -X PUT -d '{"persistent":
{"cluster.routing.allocation.enable":"all"}}'

10. MREMLERFDARRILER,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

. MRERMARBPARZAEN, FERABTHITUTSESREN,
a. ;BMR%EEF.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name>/_cache/clear?pretty

b. BIMNEADEEIXK,
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.allocation.max_retries":10}'

c. MERFIBIRENIE.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_search/scroll/_all -X DELETE

d. I@NNEBTI H],
oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --

query=<elasticsearch_index_name>/_settings?pretty -X PUT -d
'{"index.unassigned.node_left.delayed_timeout™:"10m"}'

12. MRBITENS X EBRILEBIRE], & HIRMFRES,
a. MR BRI &,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cat/indices?v

b. MIFRLEZREL,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERHRENAE, FERETREGERESEELEENEN L,

a. & Elasticsearch JVM FHEZEES,
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_nodes/stats?pretty

EaSHE®, % node_name.jvm.mem.heap_used_percent FE&, LUATE JVM Heap
FR=.

b. K&/ CPU A,

Hth B

® 7f Elasticsearch H11## 5% "Free up or increase disk space”, Fix ared or yellow cluster status.,
12.5.2. Elasticsearch Cluster Health HE &
EDP—NEDRBEIRSD FEBDERE T R
R HERR
1. 1853 14%E ClusterLogging CR ## nodeCount 312 077 ;=K.
Hith 5T
o EHHAFRIIKEENHRE (CR)
o NHEGFHEEFAMEE

® 1f Elasticsearch F1##5& "Free up or increase disk space”, Fix ared or yellow cluster status,

12.5.3. 23452l Elasticsearch 7 SRR K i1 2%
Elasticsearch A4 Fr 2 ER4A 1A EIME KA1 22 B9 mo

R HERR

1. IHBEEHE EERZE Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide

N
o

HERABARDENDH.

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep unassigned_shards

3. MREFERDENS F, HRESDT R LAEZA,
for pod in “oc -n openshift-logging get po -I component=elasticsearch -0

jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

4. % nodes.node_name.fs FE%, LUAEIZ T s LRI AT FAREELZR (A,
INR(FEFRME S 2 L8 85%, NI mEBid Bk, HAES R TEBIRALLT &,

5. ZI@INFRE T R _E AR 22 (A,
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6. MRITEGIMAEZER], 1EZHAERR NI EIET =

7. MRARMFEIRT mA R, EHOERBETTRRE S
a. Ko7 X4E18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -0 jsonpath='{.spec.redundancyPolicy}'

fNSR{# M ClusterLogging CR, EHiA :

jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

I oc -n openshift-logging get cl -o

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HREXNENL,

8. MRAIEMIL & A RN A, 1EMRIERERE],
a. ¥ Elasticsearch LRFBEZ&RB|IBIR A,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. #E R LUMPREVIBZRE,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Hth B

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A% "redundancyPolicy"

12.5.4. 274 % Elasticsearch 77 i &t =K1 %%
Elasticsearch &I M B IA RIS KA AT m P EFEMD F .

R HERR

1. IHAEEHE EERZE Elasticsearch BITT &,

oc -n openshift-logging get po -0 wide
2. EEANT R LRI ZR A,

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done
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3. REKBHEDTEHRTE,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_cluster/health?pretty | grep relocating_shards

MRpoEEEREFEMD K, NKRKELTEKAMEZ (High Watermark) . High Watermark
BIRRIATE DY 90%.

73 Fr ERTE AL B R A R BUE BRI R RIK AL B (E R TY /.
4. EEFORDEIBET R, HER—LLZF,
5. ZI@INFRE T R _E AR 22 (A,
6. MRITEGIMEZEA], 1EZH RN EIET =
7. MBI BIET |A -, EHEDERTRERE S,

a. Ko7 YHE18 redundancyPolicy,

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'

3=
=N

fNSR{# M ClusterLogging CR, EHiA :

' oc -n openshift-logging get cl -o
jsonpath='{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$&1i%&5 SingleRedundancy
HEFXITEH,

8. MRATEMT IR BRI, HMERIBRZRSE],
a. & Elasticsearch EFFEZRBIFIRTS,
I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices
b. #A%E A LU BREYIRZRS],

c. MER3R5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

Heth BT
® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" A## 37 "redundancyPolicy"
12.5.5. B.iA %! Elasticsearch 7 s £ B K K1 2%
Elasticsearch EBMNEB XM A RIS fhsndlfEH RiLERE |5
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* NITRPE—IPHZIDH.

o —MNHLBANHALET flood stage,

BB

1. &7 Elasticsearch 7 s BOREEL 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

1% nodes.node_name.fs %, LUHBEIZ T m £ B A] FRGA: 22 [,

2. MR B DT 95%, XREAIZT REBITHKKAEL, MNFEEEETREDEN
ok, BAWMEL.,

3. FIIBIARE T = L B9 22 A,

4. MMRFTECIMFELZEE, EZ R AERRINIETET R

5. MRRMFFEIET KRB N, 1HHDEEETRE S
a. Ko7 YE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -0 jsonpath="{.spec.redundancyPolicy}'

T

fNSR{# M ClusterLogging CR, EHiA :

. oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. N3R5 2 redundancyPolicy XF SingleRedundancy, f$1i%& SingleRedundancy
HEEFITENR,

6. MEFIEMNES ERERRXINAE, EMRIBEZRE],
a. &% Elasticsearch LA ZRB|HIR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. %R LMPREVIBZRE,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

7. PRI ZE R, BRI 2R TR 00% U, ARfE, BUHREE ALRET
5\\0
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oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=_all/_settings?pretty -X PUT -d '{"index.blocks.read_only_allow_delete": null}'

Hith 5w

® 7E About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" F3##%& "redundancyPolicy"

12.5.6. Elasticsearch JVM HFRAERE S

M Elasticsearch 7 s JVM Heap RTFE#RIT 75%.

SRR
ERIBRHERN,

12.5.7. REBAEKILRKRY CPU him
TR EMNRS CPU ERAER,

WP BERR
EERT M CPU, ZEAT ROBEES CPU IR,

12.5.8. Elasticsearch #f& CPU h &

1 = _EM Elasticsearch %2 CPU {#AEES,

WP BERR
EERT M CPU, ZEAT RoBEES CPU IR,

12.5.9. Elasticsearch g7 22 5] 31 H 1K
RIELRIREALF AN, Elasticsearch £ 7T ELRR 6 /N AFERMEL 224,

SRR

1. ¥REY Elasticsearch 7 s BOREEL 22 7],

for pod in “oc -n openshift-logging get po -I component=elasticsearch -0
jsonpath='{.items[*].metadata.name}"; do echo $pod; oc -n openshift-logging exec -c
elasticsearch $pod -- df -h /elasticsearch/persistent; done

2. EESHiH®, 7 nodes.node_name.fs FE& LIFAE 1% s LA FRR AL 22 1A,
3. FIBIARE T = B9 22 A,
4. MNRFTERMFERZEE, HERBEREERMFFEIET =
5. MRAFMFEIET =B, FROEEETRERSH
a. Ko7 XHE18 redundancyPolicy.

I oc -n openshift-logging get es elasticsearch -o jsonpath='{.spec.redundancyPolicy}'
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INR{FFH ClusterLogging CR, EHiA :

oc -n openshift-logging get cl -o
jsonpath='"{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

b. #N3R%2# redundancyPolicy XF SingleRedundancy, §&i%i{& % SingleRedundancy
HFREFXNER,

6. MERIEMS ERERRRXNAE, EMRIBRZRE],
a. &7 Elasticsearch LA ZRB|HR S,

I oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- indices

b. B R LAMBREIBZREI,
c. MERZR5I,

oc exec -n openshift-logging -c elasticsearch <elasticsearch_pod_name> -- es_util --
query=<elasticsearch_index_name> -X DELETE

HithBR

® £ About the Cluster Logging custom resource BJ "Sample ClusterLogging custom resource
(CR)" #1135 "redundancyPolicy”

® 1EXT Elasticsearch I 38 5R "ElasticsearchDiskSpaceRunningLow",

® 1f Elasticsearch F1##35& "Free up or increase disk space”, Fix ared or yellow cluster status,

12.5.10. Elasticsearch FileDescriptor & &
RIFLAIRERES, T R ENXHERRFERET R,
RS HERR
BREFRIBEENENT REE max_file_descriptors BI{H, 0 Elasticsearch 443 74 F M sp AR,
Heth TR
® JEXT Elasticsearch Zif ] f#¥ 5% "ElasticsearchHighFileDescriptorUsage”s

e 7£ OpenShift Logging (Y51 AR5 "6 A AR BI TR FF
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513 = £1%E OPENSHIFT LOGGING

& LAM OpenShift Container Platform & F & logging F %50

13.1. 5 RED HAT OPENSHIFT #%; LOGGING FX%:

&= LU kR ClusterLogging B X B5TR(CR)EEFILAERE. EMBR CRE, THAEMBAKILRF
ROVHMRE TR, ERLUEREMERE],

B ClusterLogging CR AMifRIF AMELF (PVC) . EFRESIMIBRTIRN PVC, HAMKE (PV)
MMEXEIE, BRI HITH — TR,

FoRFMH

o W&% Red Hat OpenShift Logging #1 Elasticsearch Operator,

iz
itk OpenShift Logging:

1. {8/ OpenShift Container Platform Web 1% & B4 ClusterLogging CR:

a. tJ#:%] Administration » Custom Resource Definitions 1 &,
b. 7£ Custom Resource Definitions I £, s ClusterLogging.

c. 1 Custom Resource Definition Details 71 1 & Instances,

d. mifiSfHI5ER Options & JSRIE%H¥ Delete ClusterLogging.
2. mIE : R B E SLBDRE L (CRD):

a. tJ#:E] Administration » Custom Resource Definitions I &,

]
L]
]
b. mit ClusterLogForwarder 3&i/J# Options 3 & JSR[E1%FE Delete Custom Resource
Definition,
]
H
c. mifi ClusterLogging 5518 Options 3 & JSRE1%FE Delete Custom Resource
Definition,
]
H
d. mifi Elasticsearch 35i/1#J Options 3 JSR[E1%FE Delete Custom Resource
Definition,

3. J% : MR Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator :

a. tD#:%] Operators — Installed Operators T1H.
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b. = Red Hat OpenShift Logging Operator
Operator,

521189 Options 3 ¥ #1%F% Uninstall

c. mifi OpenShift Elasticsearch Operator
Operator,

5211# Options 3 H. 1% Uninstall
4. ®i% : & OpenShift Logging # Elasticsearch TiH.,

a. tI#%] Home - Projects T,

]
L]
b. mifi openshift-logging 5B " =m Options 3 $A 51t Delete Project,
c. TEXTIGHERHIA openshift-logging 3= Delete 3N Bk,

d. mifi openshift-operators-redhat 5§

BF

351 Options 3 H131% % Delete Project,
MRELMBLEEPRET HthLF Operator, 1EAEMER openshift-
operators-redhat i B,

e. BHIEXHEMEFHIA openshift-operators-redhat 3+ 5= Delete A MR,

5. ZEREB PVC LMESHAM pod EEFERA, REIREH PVC 2, LUEEHSEA PVC,
6. Ak @ MNRERIBRE PVC, AILUHEREN T,

DIk

&

R bR PVC AIBER S 31 PV MHBRH S BEITEE K.

a. tI#iF| Storage — Persistent Volume Claims 7.

b. mfig PVC

55171 Options 3., AF1%EHF Delete Persistent Volume Claim,
c. MREWMEFHEME, ATLUNER PV,
HiuFHR

o FHEHFMAFAMLSE
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/14 E BEILKFE

LUFF A LA IIFE logging FRAFHEIBRICTEF, RRATICTBERR N JSONXER, EEEM
HHERR AL AT LUN A B H th g

Z M Elasticsearch #] Kibana #3RiXLEFE, EERIFATEMNSSFEREAT. Hlm, FH
Elasticsearch /_search URL, ZEZE&E# Kubernetes pod &%, 15EH
/_search/q=kubernetes.pod_name:name-of-my-pod.

TR B R LA IIAE B SR I0 S R,
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%5 15 3= MESSAGE

2 15 =& MESSAGE

R AERB XA UTF-8 4ifi%, INRFEIZEM structured FE, NILFERATRERFERINZE, HSNL
XTFSErR, THES,

BHELRE text

wBIE HAPPY
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16 = 45M1k

FiEHER BN RANRFE L BB VRN KE JSON B, NAEEFEELLFER. MRERE
HEXEREMNEMEER, BFEFTEEFERN JSON L, BNILLFENEHFFE, message
FERNMAERAEEHER, structured FERATUEEHEEERTSHEAFFER, IREE EMR
%IJC

HiELRE group
~OIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
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%17 & @TIMESTAMP

2817 =& @TIMESTAMP

—NNUTCH, BFmCEEER MR E], RN ERA, WIRcERIEEBEE RN EM
BFEl, "@"RIARTHNFEARREBNTFE., BANERT, XEHTEEET ElasticSearch SKREHK
"@timestamp’,

HBHEARE date

w~BIE 2015-01-24 14:06:05.071000000 Z
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BI18 E W4
LLAEEEMNEREENBELTR., £ Kubernetes E£8%H, X5 kubernetes.host tH[E,

HERE Kt
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% 19 3= IPADDR4

25 19 =2 IPADDR4
TEARSS 228 IPv4 ftudir, BT AR —NER4E,

HiERE ip
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2 20 = IPADDRG6
TEIRSS 2R IPve it (NRATA) . AR —1 A,

HiERE ip
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& 213 LEVEL

28 21 % LEVEL
kB E&MIRMBEICTAT], SIF rsyslog(severitytext property). — Python Bt REREE,
LUTFERE syslog.h, FERTEIMLENIMN F8EHF :

e 0=emerg, REAAH,

1= alert, W/IIIEIHITIRIE,
e 2-=crit, XHEEMH.
e 3=err, HEIREM
e 4=warn, EE& M,
e 5=notice, EEEBEB™EITN.
e 6=info, 5.
e 7=debug, debug HfER.
LUFHAMEARZ syslog.h B9—ER4y, (BT 52EA :
e 8-=trace, trace HMIER, Tt debug E2F ¥4,
e 9=unknown, BE&EILRKRGIRG—DTIERIAAIAIE,

FERTEMFIRA, FEABKICF R H SR SR RN E H SREHARITE, FIi0, 7E python
logging A, #RATLAf#EA CRITICAL LEL crit, {#F ERROR LA err, LAMLEHE,

HERE Ktz

~E info
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%22 Z PID

BEICEEARIAREID (BR) .

HERE K=z
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&5 23 &= SERVICE

g 23 = SERVICE

SERFEIDRELE (FE) KEMIRSHIEF, B0, syslog 8 APP-NAME # rsyslog B programname
B MRS E service FE%,

HiERE Ktz

223



OpenShift Container Platform 4.9 H&ilx

2 24 ZE TAGS

A%, H Operator B XBIIREMFIR, XENRERBESIICELEFREESIES L, BRAET
URTAZBORBFHEFENTRES, hTUEFFHETEE JSON JIRK,

HUERE text
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% 25%F FILE

2 25 = FILE
ISR MAPILEL H R EMEEXHRER, BF, X252 /varllog X4 R R,

BHELRE text
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25 26 =& OFFSET

RBE, TURTIXGPETTHLNFTE (MBFH—FR) , FFXRTATITS (MBFH—E) ,
REXEEEADBERN LT XXH SRR, RFXEERT, URTAEXGHRE (5
) o

BaERE long
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2 27 = KUBERNETES

1 ETF Kubernetes JTTEUIRMI My & 22 [H]

HiELRE group
27.1. KUBERNETES.POD_NAME
pod & TR

HiEAR *itr
27.2. KUBERNETES.POD _ID
pod BJ Kubernetes ID

HiEAR Ktz
27.3. KUBERNETES.NAMESPACE_NAME
Kubernetes F#p 44 28 [A] A9 44 FR

HiEAR *itr
27.4. KUBERNETES.NAMESPACE_ID
Kubernetes Frap £ Z2[H] A9 ID

HiEAR *itr
27.5. KUBERNETES.HOST
Kubernetes i s & i

iEAR Xt
27.6. KUBERNETES.CONTAINER_NAME
Kubernetes F&RZRHI &R

HiERE Ktz

& 27 3= KUBERNETES
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27.7. KUBERNETES.ANNOTATIONS
5 Kubernetes ¥ R X ELHE AR

HiRLRE group

27.8. KUBERNETES.LABELS

[E#4 Kubernetes Pod _EfF1EBIFRE

HiRLE group

27.9. KUBERNETES.EVENT

M Kubernetes E#1 AP FXEX8Y Kubernetes 4, LAk KEUERRE Event vl core FREYREIEH,

HHEARE group

27.9.1. kubernetes.event.verb

ZE{42x%l, ADDED. MODIFIED = DELETED

HiERE Kt

BIE ADDED

27.9.2. kubernetes.event.metadata

S4B AEMN FAXNER

HiRLE group

27.9.2.1. kubernetes.event.metadata.name

iR & B ORI R B R
HiEan Kz
w~PBIE java-mainclass-1.14d888a4cfc24890

27.9.2.2. kubernetes.event.metadata.namespace

RIKEEHNMBAEENETR, EER, ©5 kubernetes.namespace_name 1F, F&EIE
eventrouter |/ T2 FHIEp % 22 (A,
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.22/#event-v1-core
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HiERE Kt

~BE default

27.9.2.3. kubernetes.event.metadata.selfLink

BB MR
HiEEn Ktz
~PIE /api/v1/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

27.9.2.4. kubernetes.event.metadata.uid

EHMHE—ID
BiE A K
TOIE d828ac69-7b58-11e7-9¢f5-5254002f560c

27.9.2.5. kubernetes.event.metadata.resourceVersion

PRRARSS 28 RERRR ARV BB PRI dR, 25 7 i T LA R L6 S RF 5B SR AR TE N R AT BB 24

HiERE BY
~BIE 311987

27.9.3. kubernetes.event.involvedObject

ERTE T BN &R

HiELRE group

27.9.3.1. kubernetes.event.involvedObject.kind

ST RHYREY
HiERE Kpt=r
w~PIE ReplicationController

27.9.3.2. kubernetes.event.involvedObject.namespace
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XN RIMBEE LT, 15TE, ©HHES kubernetes.namespace_name 1F, F&EILE
eventrouter | T2 F IR % 22 (A,

HiERE KT

~E default

27.9.3.3. kubernetes.event.involvedObject.name

fil 4 AN R B FR
HiERE Kpt=r
w~PIE java-mainclass-1

27.9.3.4. kubernetes.event.involvedObject.uid

X REIME— ID
BIRRR K=z
TAGIE e6bff941-76a8-11e7-8193-5254002f560c

27.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master API FIkR A

HiERE Kt

~E vi

27.9.3.6. kubernetes.event.involvedObject.resourceVersion

PR ZE M pod BORERRRABIF R SR, 257 b T LAfSE P LE 5 RF B SR AR X RARTH B 2L
BiERE KT

BIE 308882

27.9.4. kubernetes.event.reason

IR SR AL TR S, AHERLEEGHNRE

HERE Ktz
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~E SuccessfulCreate

27.9.5. kubernetes.event.source_component

IR R

HiERE Kt

IE replication-controller

27.9.6. kubernetes.event.firstTimestamp

EHERIC KA A
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

27.9.7. kubernetes.event.count

REMEHBIRE
R B
wHIE 1

27.9.8. kubernetes.event.type

=28, Normal =X Warning, LUEFTRESRINETRAL,

HiERE Ktz

~E Normal

& 27 3= KUBERNETES
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28 28 = OPENSHIFT

openshift-logging % & JTTEIEHI & 4 22 7]

BHEARE group

28.1. OPENSHIFT.LABELS

A Cluster Log Forwarder Bg & AANBIHRE

BHELRE group
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