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1.1. %F OPENSHIFT CONTAINER PLATFORM /5 4z

OpenShlft Container Platform S#E—/ B E. LR BHRBFHIEHRE, T DFEEEAIRE
W, eI LLEEE N A E I E S R IR,

SHEEATLEAZFNEE N IR HLHTEE, OpenShift Container Platform 124t 7 5 15 148X
BB B Y B FE SR B

HepBOA\SIE—HER, AIBImEH N SRMNEREEE A, OpenShift Container Platform Web 12l &
R KRR SIERBFIETHNEMRT, UBBERE T BEFHRE,

& F OpenShift Container Platform Web 1£#I#&, &Rl EEMEEEIR. i, FEFREER,
OpenShift Container Platform M2 =% 0 (40 Prometheus. Alertmanager #1 Grafana) B9
T8

Z%& OpenShift Container Platform 4.9 &, SBFEIEG A LLAEMM N A - E LT E 5 A IRE, @it

EFALIIEE, EBHEEA. FAALMEMA LIS EEHE B S HMTIE P IER S Pod. ENE
BN, EALERENNENESR, MARANAFERR, Prometheus 7E X 1% n] i 1TSS HERR
I SHFE T RERELZ A,

1.2. 7 AR PR e

OpenShift Container Platform W $EH L ETF Prometheus FHETIBE REB HWESRY, HiEHLTE
PUF4HE -

o BUAFLLIEAM, £ OpenShift Container Platform #1124, ERILATE openshift-
monitoring 1 B A &R&E—HIF & N IEAH, X HEIE Kubernetes ARF5TERHY OpenShift
Container Platform B/ O EAHRE T e, BOIARERHRL HER SR cERRR SR, THE
FREBRIA LRI ER D Ui PR T X LEZH 4,

o ATFREAFEMEMNAH, miFEEt A EXNIERERLEE, R openshift-user-
workload -monitoring Ui B A REHM I ERA M, XA E LI ERM T R, TEHA
FERURER T X L ZH {4,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#managing-metrics
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#managing-alerts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#reviewing-monitoring-dashboards
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#accessing-third-party-uis
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#troubleshooting-monitoring-issues
https://prometheus.io/
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OpenShift User-Defined
Projects Projects
Installed by default \ l
Deploy Alerts
Platform User
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Proolggerzzgrs ey Prometheus Alertmanager Prometheus ey Pg&?:’:grs
A A
KSM | i
i Alerts i
OsMm i : Deploy
] ]
1 ]
NE | |
1 ]
a a v
PA i . i .
| Queries Thanos } Queries Thanos
________________ Querier D T Ruler —
Grafana
TDep)‘oy
Telemeter P I Cluster
Client < Monitoring
Deploy Operator
TDepon
Cluster
Version
Operator
1.2.1. BOA R
ZIAER T, OpenShift Container Platform 4.9 Wi R HEML GLFELLT4H M -
=11 BOA MR HER A
A feid
Cluster Monitoring Operator Cluster Monitoring Operator (CMO) &2 Il 3% HE R B9 4%

DA, BERE. BIEMBESIEH Prometheus #l
Alertmanager SZf5l, Thanos Querier, Teleme Client
# metrics B#r. CMO H Cluster Version Operator
(CVO) £BE,

Prometheus Operator openshift-monitoring 7 B #7189 Prometheus
Operator (PO) T A&, BEEMEEFE
Prometheus SEI#] Alertmanager £, BIARIRYE
Kubernetes ti2: & ifj3k B8l 4 X s 12 B FREC B,
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Prometheus

Prometheus Adapter

Alertmanager

kube-state-metrics {2

openshift-state-metrics {2

node-exporter {2

Thanos querier

Grafana

Telemeter Client

50

Prometheus & OpenShift Container Platform 1\ {21
RATRIBI GRS, Prometheus =— M A B HI%K
EEMA TN G512, Prometheus fHEHR
%353 Alertmanager #1740,

Prometheus Adapter (LEIFBE) PA) i 51
Kubernetes 7 s Pod & LAEFE Prometheus F &
. FHMMTTRIEINEIE CPU F1IREERA KRBT,
Prometheus Adapter & 2 FFFF Pod M B31Y B
BB YRS PR APl Prometheus Adapter th 8T
oc adm top nodes #1oc adm top pods %,

Alertmanager iR 55402 M Prometheus #EINHIETR,
Alertmanager if i T FER A X B A BB BRI RS,

kube-state-metrics 5 H 22 (LK #HB KSM)
¥ Kubernetes ¥ Rt/ Prometheus B & RIS
Fro

openshift-state-metrics 5 H 25 (LK HH
OSM) BILFNI T XHRFE OpenShift Container
Platform BHRIIEITEIET B T kube-state-
metrics.

node-exporter X2 (LEHHNE) fTTHERX
EHPENT RBIET. node-exporter XIEEREE
BT RE

Thanos Querier $ OpenShift Container Platform #%
DIEHATFAFPE L BENEIRREERN S,
BOT, FHEEEiTESHIREMR,

Grafana 2 LA RMHAT 2 RFENEMIEIREIL
FiRo HIRIEHRIRH Grafana LAIRE(RRZ
R,

Telemeter Client 8B FEB 0 MIEA Prometheus
S ERILINE, LUENERBREIERERER
2,

WS PR RO A - ER R HERR 4%,  FE7E OpenShift Container Platform B B 5hE#,

1.2.2. BN B R

PRT HERASBOHMS, RO R

® CoreDNS



o515 IR

® Flasticsearch (WIR%E%E T Logging)

® etcd

® Fluentd (WREZET Logging)

® HAProxy

o & registry

® Kubelets

® Kubernetes API iR%5 2%

e Kubernetes 2| 2REIE R

® Kubernetes FEEF

e Metering (#1R%EE T Metering)

e OpenShift API iR%5 2%

® OpenShift Controller Manager

® Operator Lifecycle Manager (OLM)
pa -3
B> OpenShift Container Platform H#4 {1 77 B SR RECE, X F OpenShift Container
;jlgcg;rm HERERNRE, HESEAESE (MIEEARREEL) BN Jira BEHE

HAth OpenShift Container Platform {EZRAM BRI gER N FFiEIT. MFBIFHER, ESHABERIE,

1.2.3. BF A 7 E X5 E B E 4

OpenShift Container Platform 4.9 @XM RI R 5, HIEAFRER - E LT E RrIiRS
1 Pod, LLINEESIELLTAM -

% 1.2, AT W P 5 AT B B2 ¢
il Hh

Prometheus Operator openshift-user-workload-monitoring % B 1 #9
Prometheus Operator (PO) FER— i E H /&, EE
FIEE Prometheus #1 Thanos Ruler 45l

Prometheus Prometheus &4 F P & L B901 B 1R I 1RR G185
5t, Prometheus & 4 X E| Alertmanager #4174k
I,

p LAl

>


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Monitoring_issue&issuetype=1&priority=10200&versions=12385632
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A 50

Thanos Ruler Thanos Ruler & Prometheus B9— M INIEG B2,
ER—DNRIIBHFZREBZE, £ OpenShift Container
Platform 4.9 1, Thanos Ruler JyW5 2 F 7 & B9
BRI ERIT A,

_ EANRAEXNTEEREERE, B LRBHH,

WS PR RO A - ER R HERR 4R,  FE7E OpenShift Container Platform B B 5hE#,

1.2.4. AP E BT B # R E IR

9 T B R RS, R
o EITFFE YT B HhEIAR S i IR AT,
o EFFE YMTE di5{TH Pod,

1.3. OPENSHIFT CONTAINER PLATFORM !51Zgy& I RiEZR
EEARTERTE LT OpenShift Container Platform Z2i s {F R E WA IE,

Alertmanager
Alertmanager b3 M Prometheus HERBIE N, Alertmanager i il ST E i & X EIAER B A R ST,
A
BN e AR KPR ERESNRYE, SXERAEBRNMAER, HERNNDE—
NEEMRE LERIIREA R,
Cluster Monitoring Operator

Cluster Monitoring Operator (CMO) R ¥ O AE ., B©EEMNEE Prometheus 21, 10
Thanos Querier, Telemeter Client #1 metrics B3, AR bﬂ]{%ﬁﬂ—%ﬂk - CMO H Cluster
Version Operator (CVO) E8&,

Cluster Version Operator

Cluster Version Operator (CVO) &EI24Ef Operator A RAERE, HAFZSBEIALLETE OpenShift
Container Platform A,

Ao & BR
Ao B STR AU BB HBURE A pod A A, BRI LATEREL ConfigMap MIE A 5| FFHE LR B ST
FEIEIE, 7E pod HIZ1THIN FATR R AT LAE AIX N EUE,

Container

Rizm—MREFVTHITER, SETGEREMAEKRDT, FFHETULRERS., R, &L
EHED O, AHRHFFIERTURFAZANAHWEILARBKFIZITE S

BE X FIR (CR)
CR 2 Kubernetes API 93 &, fERILLAIER B E LR,
etcd

etcd & OpenShift Container Platform IS {ETF(E, ©EMATA KR REKS,
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Fluentd
Fluentd M7 R B S FHIS B L 3%F) Elasticsearch,
Kubelets
ETREZTHEINAREL. BREUNAREFNEETZIT.
Kubernetes API IR553%
Kubernetes API iR 55 2330 1IEFECE API X REVEIE,
Kubernetes #HIZR E e
Kubernetes #2552 B R E R T,
Kubernetes HERK
Kubernetes 2% pod 2 B4 T .
labels
TR AFHATMEENRFE (4 pod) BIEEXS,
Metering
Metering @ — MBRAKEIMIE, BRFERIZIERERE, UCEEBEFREIERNEE,
node
OpenShift Container Platform 525/ 8 worker #1825, 17 m2ELHL (VM) SR IT &,
Operator

£ OpenShift Container Platform B #3iTa. FMEMEE Kubernetes N ARFHNE LA E,
Operator fF AR BRERIAGRILEI — N MRS, ZTHaHEEIHE,

Operator Lifecycle Manager (OLM)

OLM mI BN R R, BFHMEIE Kubernetes REN BRREFHNESRER, OLM2— M HEREIEE, B
FLEM. 8By BMARNERE Operator,

FAMGE#

BMEE L& X B EMEEIE. Kubernetes FRAZFAME RN ARFHIE.
FAHSRH (PVC)

%@gﬂl«iﬁﬁﬁ PVC f¥ PersistentVolume ##Zl Pod #, EAILUER T SIMERIFIERNER TR F
pod

pod & Kubernetes B E/NEHHIT, pod H— NS NMERERAMK, BIIE worker T9 s LI 1T,
Prometheus

Prometheus & OpenShift Container Platform I3 R AR IR IR R YT, Prometheus @ —/N[H]
5 BUR R B T FRE {5 B2, Prometheus JF &R 4 3% 3| Alertmanager 1T EE,

Prometheus adapter

Prometheus Adapter &%t Kubernetes "7 s A pod Z i LAETE Prometheus A, MRS
FREFE CPU IR FEME, Prometheus Adapter & AFATF Pod #A BT BIER RSN
AP,

Prometheus Operator

openshift-monitoring IﬁE i Prometheus Operator (PO) T A, EEEFMEEEF S Prometheus
# Alertmanager 3£, BIARIRYE Kubernetes &k B shER KB IrECE.

AR

AR AR, UBEAEERRMARN KB, AEEFLERKFENRN, EaEDS
BHNEFERGEE,

storage
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OpenShift Container Platform X#F % KB FME, SEASEMNHNE, K7 LT OpenShift
Container Platform B EBIF A MMIEIFAMEIBN B R4,

Thanos Ruler

Thanos Ruler & Prometheus BJ— ML BIZE, {EH—MEIZBHEFERERE, 1 OpenShift
Container Platform 1, Thanos Ruler 2y F & X A9I0 B 1R 400 FIZ R 7

Web #2HI&
FAF & OpenShift Container Platform BJF 7 SR E(UI),

1.4. EM TR
o ETLiRfRREEiiE

o BFRPIRELRERE X HIIE

15. GEH
o D& NI

10


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#about-remote-health-monitoring
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#granting-users-permission-to-monitor-user-defined-projects_enabling-monitoring-for-user-defined-projects
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#configuring-the-monitoring-stack

8B 2% AiCiE IR

B2 E ME LT

REZ I, OpenShift Container Platform 4 42 F RIR D EMECE LT, K% OpenShift
Container Platform #2044 (SIEER I IEHR) BAERKEHITERE,

ANNAXZFNEE, EROARE TR, FEARTRLNEILNEERR.

2.1, Fo R

IR S SRAIA I TR T K, 1S E YA Cluster Monitoring Operator BT EBTIRERLL,
HEIEREE B REBHIHIR,

2.2 0 I R4 M S H

= EHCE OpenShift Container Platform Monitoring, Z#MA R Z2ERAARXHANFARET, H2ERE
feEe&, RNFZXHR. & Prometheus ZITHRAMERESEHIRIRERBM L, REZEBTAETEN
&, FeefeZNAXHMEESL, MRERFIERTRBEENEE, THERAIRERER, BH
cluster-monitoring-operator 21 T7 =&, RIFiZIT, Operator MINF—LIFEEEIE LHPRE,

220 M R F R R E I

BT ZFFLA T BLR -
e 1f openshift-* fl kube-* T H I/ # %48 ServiceMonitor. PodMonitor 1 PrometheusRule

R
{&4 openshift-monitoring =% openshift-user-workload-monitoring 5 B sh &R B #94Efal B IR =%

X%, OpenShift Container Platform Wi AT O FTRHR N T HEMEMEIRER,
R AR BERIEAEFRAM.

¢ pa -3
Alertmanager B2 E 7 secret FIREBZETE openshift-monitoring Wi E ., £

Alertmanager BECBAIA IR, BT BN L secret HITRRIL, B, REBHT
i, %2R BN AR S BABY — = SR 4t

BEUHERMBGR, OpenShift Container Platform Wi R RS ABIR H YHRIAK O FHIEAIRS, 10
REWRTHR, HEKEECIL

AP E AT EEBE R openshift-* flkube-* W H, XL H 2 NZLIBIREAIHMIRE
89, FNIZATFRFE XTI,

B HEER Grafana 526,

1£ OpenShift Container Platform EZ# HE X Prometheus £fl, BE YR (CR) 2H
Prometheus Operator BEEEH) Prometheus B XL IR (CR),

{81/ Prometheus Operator F1#Probe BE X FIRE X (CRD) BRAEFERAEEE,

¥ Prometheus Operator 1 AlertmanagerConfig CRD &t Alertmanager Bdi&.

. BhR. LA BN A E R B M T ER R,

1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/scalability_and_performance/#scaling-cluster-monitoring-operator
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2.2.2. \5¥E Operator B 5 5E 0%

5478 Operator #{R OpenShift Container Platform Wi ¥RIR BT FINKM AR ERS T/E. SNRED
Operator B Cluster Version Operator (CVO) #HI#& =, 1% Operator RN EBEELR, AR
REOTHER S SEE 3,

SRR RIHLIZPEE Operator B CVO AIBEEFHE), BIZREFARIE, SHEEARTEREER
BENHAREREM I,

#& 5 Cluster Version Operator

Al¥% spec.overrides SEUARINE| CVO WELEH, LUEEIE AIREXHERM CVO T HEEMIIR, H—
MAHH spec.overrides[].unmanaged S#i% B} true KA LEEEHANHEXE CVO BERIREE

A

Disabling ownership via cluster version overrides prevents upgrades. Please remove overrides before
continuing.

g
i

RE CVO BRERFEENMNEHLTAZIRHIRT, HERREHRITERDFEIE
HEPRTE. X X®M Operator REM A SEMTNRE, HInSEINER. EMRATEE
=iE, WA LAE IR &8 R A RS 3 .

2.3 R ICE N R
T LS O A T AT U B T AT SR U PR

2.3.1. OB B N 1R e B PR

ZEfg& OpenShift Container Platform #0012 4H 4, & 0477 openshift-monitoring 71 B # Il &2
cluster-monitoring-config ConfigMap %/ £,

p= Y=
LIRS ERRZE cluster-monitoring-config ConfigMap X REf, TRESEHIE

openshift-monitoring 1 B FHIEE D K £ 58 Pod, AR EFHMEXLAGBEI T —ERES
]‘EGQ

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o B% %k OpenShift CLI(0c).

i

1. %% cluster-monitoring-config ConfigMap H R 2 &£ :

12
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I $ oc -n openshift-monitoring get configmap cluster-monitoring-config

2. 30R ConfigMap *f RR1F1E :

a. AIBLLT YAMLEH, EABIG, %3X#44£ 5 cluster-monitoring-config.yaml :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |

b. N AECELLAIE ConfigMap % & :

I $ oc apply -f cluster-monitoring-config.yaml

2.3.2. QIR RE B9 T4 1 3 2R B B A

ERBER TGRS E B MY, EWJITE openshift-user-workload-monitoring 77 B 7 6| &
user-workload-monitoring-config ConfigMap.

FRFM

LIRS E SR 7EE user-workload-monitoring-config ConfigMap X ki, TTRESEHER
£ openshift-user-workload-monitoring 7 B A HER 25258 Pod, BEf EHERE X LE
HHEFERT—EAE, TEXRAAFEXHNIE /SR RER, S0 LL0EMNE B B
5, LABFLEZEEEHEE pod.

o ATLUFAEA cluster-admin BA&IAE iR EE,

e B% %k OpenShift CLI(0C).

it =

1. K22 user-workload-monitoring-config ConfigMap *f R 2B 1T :

I $ oc -n openshift-user-workload-monitoring get configmap user-workload-monitoring-config

2. 30R user-workload-monitoring-config ConfigMap X RA1F1E :

a. BIELLT YAML &5, 7EARBIF, %3245 user-workload-monitoring-config.yaml :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |

13
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b. N AECELLAIE ConfigMap % & :

I $ oc apply -f user-workload-monitoring-config.yaml

‘ p= Y=
PRIEFBEEANAIENNIBEEA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B RS HUHCE.
Hith BT
o NAFE KB 5 Ak

2.4, FRE I EHERL

1£ OpenShift Container Platform 4.9 /1, &= LA{# A cluster-monitoring-config =t user-workload-
monitoring-config ConfigMap EZi& i #EH#, EEBLERLSTECE Cluster Monitoring
Operator (CMO) , CMO SEeEHERIH A,
SeRFH
o MR ERE OpenShift Container Platform #ily Wi i%4H 4
o EALMEAER cluster-admin & &5 EEE,
o {RE 4% cluster-monitoring-config ConfigMap *f .
o MREERER TR E LM EHE

o EAEILMEAEA cluster-admin &A1 &EF, thrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN

o fREBIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

ik
1. Yw%E ConfigMap X%,
o ERIE OpenShift Container Platform &b M i4H 4 :

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. HEMEELIEEN <component_name>: <component_configurations B0
¥l data/config.yaml T :

apiVersion: vi

kind: ConfigMap

metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#enabling-monitoring-for-user-defined-projects

8B 2% AiCiE IR

data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LU 7~f5 ConfigMap % %5 Prometheus EBBIFAMEBEI (PVC) , X5 R
OpenShift Container Platform #Z /O ZHH#) Prometheus SEFIAEX -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: fast
volumeMode: Filesystem
resources:
requests:
storage: 40Gi

ﬂ E X Prometheus H#, BEEJLITNIE X HEE,

o ERERTLERE XA NAH

a. 1f openshift-user-workload-monitoring 1 B # 4i & user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. HEMEELUEEN <component_name>: <component_configurations B 70
¥l data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
<configuration_for_the_component>

FEN #hE it <components #1 <configuration_for_the_components.

LU= ConfigMap *f 57 Prometheus EEBE BB R EBRABNRERTHRHRIEKR, X5
¥R P E L HITT B 9 Prometheus SEIFE % -

15
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apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:

retention: 24h g
resources:
requests:
cpu: 200m 6
memory: 2Gi ﬂ

7E X Prometheus 4, FEJ/LITIIE LHEE.
R UAIE R P E X B9 B B Prometheus SEBIERE 24 /N HIEIE{R 25 A HA,

5 Prometheus 28 E L &{& 200 EM I FIRIE K,

6@@0

A Prometheus B2 € &K 2 GiB NEM Pod FRIEK,

Prometheus EC &R &4 4 1F cluster-monitoring-configConfigMap %
KW prometheusK8s, 7E user-workload-monitoring-config
ConfigMap %/ & F#;5 prometheus.

2. RIFXHLS RSN A E ConfigMap 5. ZIFECERTH Pod 2BTIEH,

PRIEFBEEA MBI ENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIECE RS HUHCE.

Digk

H
[=]

B ENREE R ERE, T

REREHEREMEXRTIB Y Pod FIE A
iR, %I B R IEFEIZfTH AR B TR E .

Hi 5w
o AXUIBREFEEMNMISIR HSESICE HRER
o NRAFENMIEERLEE

2.5. I FRE Y i e 2H 1
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TRETRTETURENRIEHAH, LK cluster-monitoring-config #1 user-workload-monitoring-
config ConfigMap A FA 3R 45 TEixX Lo 2 (4 RO HE -

x 2.1 AR ER R M4

cluster-monitoring-config BEdi& user-workload-monitoring-
B 2 config Ao & B
Prometheus Operator prometheusOperator prometheusOperator
Prometheus prometheusK8s prometheus
Alertmanager alertmanagerMain
kube-state-metrics kubeStateMetrics
openshift-state-metrics openshiftStateMetrics
Grafana grafana
Telemeter Client telemeterClient
Prometheus Adapter k8sPrometheusAdapter
Thanos querier thanosQuerier
Thanos Ruler thanosRuler

Prometheus #7£ cluster-monitoring-config ConfigMap *f & F1#5-/y prometheusKss,
£ user-workload-monitoring-config ConfigMap X/ & #5-}y prometheus,

-

2.6. FHHEHABEIRM T R
IEFT UM R A B B R 00T R,

SeRF M
o MR ERE OpenShift Container Platform #ily Wi i24H 4
o RAELUMEMESA cluster-admin & &R 1 R,
o &2 4% cluster-monitoring-config ConfigMap %%,
o MRETRERTHEEAFE XN ENASE

o EAEILMEAEA cluster-admin A &A1 &8, tLrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN
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it =3
1. Y%k ConfigMap 4 :

18

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

o EBIIAT %I OpenShift Container Platform #%/i0:35 B B94H 4

a. %tk openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7£ data/config.yaml T h4H{435%E nodeSelector £ :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
nodeSelector:
<node_key>: <node_value>
<node_key>: <node_value>
<...>

N E H: <component>, FIF <node_key>: <node_value> & WA TFIEEBIRT
sUHBOBEE X PR AT, B SRR —MEEX,

A R EURNMEERBENEATRENT REZ1T. TRETLEM IR,

BF

T RPRAHREIEREPNTET [AEAS D Pod kEBE, LR
2R AN, FEEAABIITIRERT RE, BRERBILE T =R
FrAMREMS, MRREET — ML, HHERERVHT RESZIF
%, UEFZAHRAEA Pod 2B EREN T R, A4, HLALUEES
MRE, BMEBESHENT REXR,

INRIEEZE nodeSelector AR F I IEHEBAL T Pending IR, 15
7 Pod BEHR 55 MM B RBXE IR,

40, ZEIF OpenShift Container Platform #%:07 B B9 #2404 # 27 & nodename:
controlplane1. nodename: worker1. nodename: worker2 #1 nodename: worker2
PRERRET R, 1HEA :

apiVersion: vi
kind: ConfigMap
metadata:
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name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: controlplane1
prometheusK8s:
nodeSelector:
nodename: worker1
nodename: worker2
alertmanagerMain:
nodeSelector:
nodename: worker1
nodename: worker2
kubeStateMetrics:
nodeSelector:
nodename: worker1
grafana:
nodeSelector:
nodename: worker1
telemeterClient:
nodeSelector:
nodename: worker1
k8sPrometheusAdapter:
nodeSelector:
nodename: worker1
nodename: worker2
openshiftStateMetrics:
nodeSelector:
nodename: worker1
thanosQuerier:
nodeSelector:
nodename: worker1
nodename: worker2

o ERHATLERE XA NAH

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 7£ data/config.yaml T %0415 %E nodeSelector =R :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
nodeSelector:

19



OpenShift Container Platform 4.9 5%

<node_key>: <node_value>
<node_key>: <node_value>
<...>

N E H: <component>, FIF <node_keys: <node_value> & A TFIEEBIRT
RS ETBR ST, B RER—NMEEX,

AR EURNMEERBENEATRENT REZ1T. T RETLEM IR,

B

T RERAHREIEREPNTET [AEAS D Pod kEBE, LR
SR AN, FEEAABIITINERT RE, BRE RV T =R
FrAMREMS, MRREET —MrE, HHERERVHT RESZIR
%, UEFZAHRMA Pod 2B EIREN T R, A4, ELALUEES
MRE, MBS HRNT REXR,

INRIEEZE nodeSelector 2R F I IEHENAL T Pending IR, 15
7 Pod BER 515 MM B RBXME IR,

Blan, EFIGZRA P E XA EZ B nodename: worker1, nodename:
worker2 1 nodename: worker2 /R Z 4 E worker T 5=, E{EA :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
nodeSelector:
nodename: worker1
prometheus:
nodeSelector:
nodename: worker1
nodename: worker2
thanosRuler:
nodeSelector:
nodename: worker1
nodename: worker2

2. REXHLERZEN. ZHEEXTNAHRBIBIF TR L,

PRIEFEEEANAINENNIBEFAT e, BN AR user-workload-
monitoring-config ConfigMap HIEC B NS HUHCE.

20
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Digk

==
[=]

BEEREEIERERS, TEA

REREHEREMRXRTIB Y Pod FIE A
iR, %I B R IEFEIZfTH AR B TR E S,

o AXUIBREFEREMNNSI, HSESIE HRHER
o NRAFENMIEERLEE

o TR R EBIIRE

o FAT RIEFERN pod REERET R

e 5 i Kubernetes 44 31¥4H 7 f# nodeSelector 23R

2.7. WIREEHEDEERE (TOLERATIONS)
R AR SR A TR R, LUESEBES &,

FRFH

o MR ERE OpenShift Container Platform #ily Wi i%4H 4
o RAELUMEMESA cluster-admin f&EEI 10 R,
o &2 4% cluster-monitoring-config ConfigMap *f .
o MRETRERTREEAFE XN ENASE

o EAEILMEAEA cluster-admin A &A1 &8, thrILUEA7E openshift-user-

workload-monitoring 171 B ## 24 user-workload-monitoring-config-edit £ &I F 177
N

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%%k OpenShift CLI (oc) .
A
1. Yw%E ConfigMap 4 :
o ENARHAELL %I OpenShift Container Platform /0T B FIZH {4 -

a. 4w’ openshift-monitoring 1718 789 cluster-monitoring-config ConfigMap %/ £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. NI tolerations :

21
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apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R & H: <component> # <toleration_specifications>,

130, oc adm taint nodes node1 key1=value1:NoSchedule &5 — i keyl B{E
7 valuel 975 s=URINEI nodel, X&FHIEWEIEAHTE nodel £EBE Pod, BRIENIZIT
AEEE T AR, UTRAIF alertmanagerMain 4B E N B RAIG = -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel"
effect: "NoSchedule"

o ERAMSES LA, E X E Y

a. 1f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. NS E tolerations :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
tolerations:
<toleration_specification>

1R & H: <component> 1 <toleration_specifications>,

22
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5170, oc adm taint nodes node1 key1=value1:NoSchedule & —1 i keyl HA

77 valuel 975 s INE nodel, XARHLIE A1 41E nodel £LEBE Pod, BRIENIZIS

SERET AR, LULTREINS thanosRuler BH-EEE AT REIT5 & -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
tolerations:

- key: "key1"
operator: "Equal”
value: "valuet"
effect: "NoSchedule"

2. REXMHLERZEN, IR EN AT A RERE,

PRIEFBEEANAIENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B NS HUHCE.

Digk

==
[=]

BEEREEIERERS, TEA

REREHEREMRXRTIB Y Pod FIE A
iR, %I B R IEEIZITH AR B TR E.

Hith BHIR
o AXUIBREFEEMNNSI, HSMESIE HRHER
o NRAFENRWEERLEE
e &[] OpenShift Container Platform 314 A X5 B BRHA R,

o Hii] Kubernetes XA XITRHIBRHAR

2.8. ECEFRF A

MREAFAMEHZTRELE, CHERRREERAMSE (PV) |, FHTE Pod ENEINER
IZERE. MREFEVPHENHERBEEZX, IBERAR, £E7HNEH, SNRUERERAM
. BT 10 BREBS, EARMEFHHA LS.

% HES BN ATREFERA,

Gk
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2.8.1 FAMFERI T REFM

o NEEFREBNTRHAMBAMEM, LUIBRMEAKXWEN., BEENEMHEIUAT Pod B,
MEAXBFAMEERAERNER, 1S Prometheus #UBIEFEERK,

o MRFAMS (PV) BHESFLURFAMSER (PVC) FH, BTEIFA—1 PV, BT
Prometheus B PN EIAFH Alertmanager B=1MEIAR, ELIEEZERA PV KT RFEA I iEH
o PV NIZM Local Storage Operator FiZfit, MIREA TS BEMNEM, NEXTERRFE
FH.

o TEEEIFAMABN, £ Filesystem {E75 volumeMode S 7F %R BU(HE,

o MEXRMFFA T,

NRFHAMEBRATFHFALEENE, EAEERRIKHEE, X1E LocalVolume X §
#J volumeMode: block i, Prometheus Toi&{EARBHES,

2.8.2. FREAMPFAMEEH
T AGEREANS (PV), ELARERFAMSER (PVC),

SeRF M
o MR ERE OpenShift Container Platform Bl Wi i4H 4
o fEELMEMES cluster-admin & &K 1A & EE,
o {RE 4% cluster-monitoring-config ConfigMap *f &,
o MRETBRERTREEAFEXNTENASE

o EAEILMEAEA cluster-admin &A1 &E, thrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ &8 F 7 (7]
SN

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

i =
1. %%E ConfigMap %R :
o Ji5#E OpenShift Container Platform #:0:1 HBHAEE PVC:
a. %itE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap % £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. AR PVC BZERNNE data/config.yaml T :
apiVersion: vi

kind: ConfigMap
metadata:
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name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

INFA XA E volumeClaimTemplate FI{E 2, &S Kubernetes X145

PersistentVolumeClaim xR A,

LUFRBIBLE T — PVC KA F 112 OpenShift Container Platform #&% /O A H

Prometheus SLBI B A F A MEENE ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EBIH, H Local Storage Operator BIIEEIZ %2 FN local-storage.

LU RBIBE T — PVC EFBRTF Alertmanager IR FF A M7 -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

B0y IR PR P RE B9 B 94 4 RCE PVC ¢

25
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a. 7t openshift-user-workload-monitoring 71 B H4w%E user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. F4HEM PVC B &7 NZEI data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class>
resources:
requests:
storage: <amount_of_storage>

INFA XA E volumeClaimTemplate FI{E 2, &S Kubernetes X145
PersistentVolumeClaim xR A,

PURRBIERE T —4 PVC £ NG A F & X5 E B Prometheus S23I 7= BR A 335 A M4
=% -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

£ EBIs, B Local Storage Operator BIIEEIZ#2EF5H local-storage.

AR RBIBE T —1 PVC kEBIA T Thanos Ruler By #this A 171 -

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
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thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 10Gi

_ thanosRuler ZH48I7F iE EREUR T E PRI E LUK N A B
n BEAHE,

2. REXHLERZEN. IHEERHN Pod RATIER, FENAHNEHEE.

L

PRIEFEEEANAINENNIBEEA T WiE, BNRAE user-workload-
monitoring-config ConfigMap HIEC B RS HUHCE.

Digk

H
[=]

_BEEREEIERERS, TEA

R EHEREMR XTI Y Pod FIE A
iR, %I B R IEEIZfTH AR B AR ES

2.8.3. EHTE L FHALEHBHIKRN

OpenShift Container Platform A E#E L StatefulSet FRERMIIAFAEFHBH K/, BIfE
[E)Z StorageClass R HRHAMESB K/, Hit, BMENEFRAKNMINERFAESER (PVC) B
storage FE%, X NN BHARLBEIREKIZFALS (PV).

B2, MuERFIIREFE N PVIHKAN, MNREHEIEHME (80 Prometheus. Thanos Ruler 2%
Alertmanager) EHTE X PV X/, Ea LIEFHECE XA HEN B EMS, ARE, B PVC FHikR

pod. Orphaning pod IZEIE# | StatefulSet 7R, FHHEAFH PVC iXB BB pod FHEHNSB KX
N B FRHPARRK & IRSS I,

SoREH
o B% %k OpenShift CLI(oC).
o MREHKE OpenShift Container Platform il Wi iH 4 :
o RAELUMEMESA cluster-admin & &1 EE,
o &2 4% cluster-monitoring-config ConfigMap *f .

o EHH—/ PVC BT OpenShift Container Platform &/l i 1R4H 44,

o INREERE AT/ E (KT EHME
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28

it

o EEILMEAEA cluster-admin &A1 &EF, thrILUEHE7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ & & F 7 (7]
SN

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

o ELBF—PVC ATHEAFE LI ENAHMS,

1. Yw%E ConfigMap 4 :
e Jyi5# OpenShift Container Platform &0 B B4 EFH E X PVC BIA/N:

a. %itE openshift-monitoring 11 B 1) cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 7E data/config.yaml T WA A RIMFEE K

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:
storage: <amount_of_storage> 6

@ SRR,
@ mEEiH,
© BEEMBHHAN,

UTFRBIBEE T —1 PVC, BYF1E#E OpenShift Container Platform #%:/0ZH {4 HY
Prometheus SLBIR AR A M (£ 1XE N 100GB :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
volumeClaimTemplate:
spec:
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storageClassName: local-storage
resources:
requests:
storage: 100Gi

LUFRBIECE T —1 PVC, f§ Alertmanager AR F A M2 #5154 E N 40GB :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
alertmanagerMain:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 40Gi

o iR e B9 B A M HE PVC K/

Rl LLEER 512 B - Y A7 B B9 Thanos Ruler #1 Prometheus 289K

N

a. 1f openshift-user-workload-monitoring 7 B # 4iE user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1E data/config.yaml TE#IEIRHE4H PVC ERE :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
volumeClaimTemplate:
spec:
storageClassName: <storage_class> 9
resources:
requests:
storage: <amount_of_storage> 6

@ sEmbkRA.
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i

@ E=EEiE
© EEEEBIEAN,

LU RBIS 32 A - E BT B B Prometheus SEI89 PVC K/NERE 9 100GB :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 100Gi

LAUTRRBIEF Thanos Ruler B PVC K/NKE N 20GB :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
thanosRuler:
volumeClaimTemplate:
spec:
storageClassName: local-storage
resources:
requests:
storage: 20Gi

thanosRuler ZH4BI7F iE E REUR T 2P BRI E LUK I A B

A E,

2. REXMHLERZEN, RIEEEEFMB Pod XBHEH.

i
Of

= Lk

iR, 1ZU1B iz TR R Rt AT AR R E .

30
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3. ERAEFHNEMEIERFNEAN PVC #1TH T, LUTFRHEIE openshift-monitoring #5 % 22 [A] A
B Prometheus AR FE K /N HAEE N 100Gi :

$ for p in $(oc -n openshift-monitoring get pvc -1 app.kubernetes.io/name=prometheus -o
jsonpath='{range .items[*]}{.metadata.name} {end}'); do \

oc -n openshift-monitoring patch pvc/${p} --patch '{"spec": {"resources": {"requests":
{"storage":"100Gi"}}}}'; \
done

4. {$M --cascade=orphan S#|FRIK/Z StatefulSet:

I $ oc delete statefulset -| app.kubernetes.io/name=prometheus --cascade=orphan

2.8.4. 18X Prometheus 51 #3EBIIR BB 1 ]

FINERT, OpenShift Container Platform 15 #EHEESF Prometheus #IBHIR B (HIEZE 1 15 R, &
LUE B AR BB I [B] S BB SURHE % A T MM BRERAE

SeRF M
o MR ERE OpenShift Container Platform Bl Wi i%e4H 4
o RAELUMEMESA cluster-admin & &1 R,
o fRE MBI cluster-monitoring-config ConfigMap *f %,
o MRETBRERTREEAFE XN ENASE
o RALMERESR cluster-admin A &EBIAE Ui RI%KE, tLALAERE openshift-user-

workload-monitoring 17l B ## 2 & user-workload-monitoring-config-edit £ &/ F 177
&8t

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%%E OpenShift CLI (oc) .

it =3
1. 4wk ConfigMap *4 :
o EEXMT %I OpenShift Container Platform #0358 Prometheus SEBIBR BF ] [H] :

a. 4w’ openshift-monitoring 1718 789 cluster-monitoring-config ConfigMap %/ £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
b. fHREEN[HECEMAINEI data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:

31



OpenShift Container Platform 4.9 5%

32

config.yaml: |
prometheusK8s:
retention: <time_specification>

¥ <time_specification> it h— M F, EEXEms (W) . s () . m (o
) . h (BB o d (R) . w (B) sy () ,

LUTF B35 Wi #2 OpenShift Container Platform #%/ZH4EH) Prometheus SEfAY{R BB R (8]
WEN 24 ING] -

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
retention: 24h

o s E XM HM Prometheus SEHESUR BN ] :

a. 1f openshift-user-workload-monitoring 11 B 4 user-workload-monitoring-
config ConfigMap %% :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. fHREENHECEMAINEI data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: <time_specification>

19 <time_specification> E# ) — M7, EEAXR ms (M) . s () . m (&
) . h (BB o d (R) . w (B) sy () ,

BT R BUEH G s 3R - B LRI B B9 Prometheus 561, SR AIZE S 24 N -

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheus:
retention: 24h



% 2 = ReE R
2. REXHLERZER. ZHEERIH Pod RETNER.

PRIEFEEEANAIENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIECE NS HUHCE.

Digk

==
[=]

—BEERFILERERS, JREREHIMERRTBFH Pod FIHA
iR, 1ZU1B R IEEIZfTH AR B TR E S

Hith 5w
o AXUIBEFEEMNNSIR HSESIE HRHER
o NRAFENMWEERLEE
o TERFEAMEE
o [Tzt

2.9. e Btz B A=

BB iR B AGEME, F Prometheus RBESIS IRELEMIIEIR A EBILIE RS, LUHITKEREE, X
A SR Prometheus 12518 RE9 A AN K,

SeRF M
o MR ERE OpenShift Container Platform &l Wi #4H 4
o RAELUMEMESA cluster-admin & &1 R,
o {RE 4% cluster-monitoring-config ConfigMap *f .
o MRETRCE R T IHIEER P E L85 H A4

o EEILMEAEA cluster-admin A &A1 &8, thrILUEA7E openshift-user-

workload-monitoring 17l B ## 2 & user-workload-monitoring-config-edit £ &/ F F 177
&8+

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B% %k OpenShift CLI(oc).

o MERET —MZEREAERImS (M Thanos) , FHEMEMRR URL, BXS 25 AIIRE
BHIRRER, HSM Prometheus LAz R F1 7 8 304,

o BMENILREAmRIKXET FMEIEFIL.
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N

ZRERSNE, HRBEERNE HTTP BYIER T@EI RMNBH HTTP Mk R & EE .

Y=

1. Y@’ openshift-monitoring 1B 18 cluster-monitoring-config ConfigMap %/ £ :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1% data/config.yaml/prometheusK8s 11— remoteWrite: Z843,
3. FEARTAHRMER URL FFD 55 IEREIE -

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
<endpoint_authentication_credentials>

%IF endpoint_authentication_credentials, F&#iinmEE, BaiXENEMRBIEAER
EXRGR%IE (basicAuth) F1% Fif TLS (tisConfig) H 12551k,

o LITTRAIEEEARFHBIVIE :

basicAuth:
username:
<usernameSecret>
password:
<passwordSecret>

FEN HhE i <usernameSecret> 1 <passwordSecrets,

UTFRBERTERANEDIILEE, remoteWriteAuth 2 name {f, user #] password
& key H, XEETEimRFDEUEEIE

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
basicAuth:
username:
name: remoteWriteAuth
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key: user

password:
name: remoteWriteAuth
key: password

o LITRAIERER Fim TLS FALIE

tisConfig:
ca:
<caSecret>
cert:
<certSecret>
keySecret:
<keySecret>

FERIHhE H: <caSecret>. <certSecret> 1 <keySecrets,

UTFRBIERT —NTLS WitE &, {#H selfsigned-mtls-bundle /F/ name B, ca.crt
7 cakey {H, client.crt /y cert key {H, client.key 7y keySecret key & :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
tIsConfig:
ca:
secret:
name: selfsigned-mtls-bundle
key: ca.crt
cert:
secret:
name: selfsigned-mtls-bundle
key: client.crt
keySecret:
name: selfsigned-mtls-bundle
key: client.key

4. TEFHTUEENIE R write relabel BREH :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

prometheusK8s:
remoteWrite:
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- url: "https://remote-write.endpoint”
<endpoint_authentication_credentials>
<write_relabel_configs>

*FF <write_relabel_configs>, 1E&#EE L X ETZ iR RBEREAEFINCEREIIR,

LURRBIER T 0% % 45 my_metric BIE AT ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
remoteWrite:
- url: "https://remote-write.endpoint”
writeRelabelConfigs:
- sourcelabels: [ _name__]
regex: 'my_metric'
action: keep

BXEBEAEFIMCERELETIFEE, EEE Prometheus relabel_config 321,

5. MIRFEE, @iTEK name and namespace metadata &, Ui E LI E
Prometheus SLHIEEELIEE A, TR :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheus:
remoteWrite:
- url: "https://remote-write.endpoint”
<endpoint_authentication_credentials>
<write_relabel_configs>

p= Y=
Prometheus 2 &M &14H 4 1E cluster-monitoring-configConfigMap X F#&X#5

5y prometheusK8s, 7f user-workload-monitoring-config ConfigMap % & &
#5% prometheus,

6. REXMHLUFENRLME ConfigMap X &, ZHECEEFEFNTHI Pod XBHER.

PRIEFBEEANAINENNIBEFA T WiE, TR AR user-workload-
monitoring-config ConfigMap HIECE RS HUHCE.
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8B 2% AiCiE IR

Digk

==
[=]

IR IA3E ConfigMap X R BN AT RE R EFT LB XTI H FH pod F1H
L FR, REBEIULATREE IZYIE P EH G ETEZ TR IR,

HAth B

o MFEABEEEAFAIS (W Thanos) HFIE,

lllll

o MFARMEHNARAFHMRALZREALENER, HSHHELEEANLE,
o BXRHEMAIEFERMIEE, 1H5E API XH.

2.10. 4 3 7 E B9 B H R RE fe bR RS2

FENA R A RREX R e E LB, BENRBENHESBUENAREREN Y. BEIR
HEFREEMNBMRIT IR ERM, B0, customer_id BMHEARHE, HANECELRE N ATRERIE.

B OER R EX AW —HEFFI, EREPERTFSRAERM A S BT ORI A 778 E LI
BRI, XERERRMN Prometheus RE, FIHFEAREMA 22,

SEFEE A AT LU R LT /3RS A - E 89T B sh R A E fE PR MRS -
o FREIAFE MY E P ET BRI TEZNRHRE
o OIRREABHRIURG B (H TR IRAN B Ari fil 4 B9 i

v pa -

PREREVR IR B BRI PR RAR NS D RAEBYESEBIH, FF R AL R Ba@id

REIE VeI E LHARHERERERMIEEZRRE, ERAAES—HERTEENRENE
AR BB -ENHERE.

2.10.1. A T SRR i E fR A 1 BR A
A LARRAI A E LT B RS BRI AT R 2 M R IHE,

Digk

==
[=]

INRITLE T ROIRRE, NEABREIE, T2NZEIRRIESHERRE.

FRFH

o BELMERESR cluster-admin A &A1 R5%RE, eI LUEATE openshift-user-workload-
monitoring 71 B 71 24 user-workload-monitoring-config-edit & & /57 2%,
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o RENIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

it =

1. 7£ openshift-user-workload-monitoring 1 B %% user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-config

2. 7f data/config.yaml Fi5 11 enforcedSampleLimit E2&, LARSIMA - € L8978 hEA BiriR
BN AT R MR BB E -

apiVersion: vi
kind: ConfigMap

metadata:

name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring

data:

config.yaml: |
prometheus:
enforcedSampleLimit: 50000 ﬂ

MRIEELSE, WEE—NME. X1 enforceSampleLimit =AIFRA - E LWITIE RED
B iriR BB R BIEE R F M 50,000,

3. REXHLMERLEN, ZRESBNA.

PRIEFBEEANAINENNIBEFA T WiE, BN AR user-workload-
monitoring-config ConfigMap HIEC B N S HUHCE.

Digk

H
[=]

¥ #H 7 FE user-workload-monitoring-config ConfigMap %/ &R, &
L D

RESEFHTERE openshift-user-workload-monitoring i B A1 #9 Pod F1H fth
TR, 1291 H P IE RIS TR NI H B AT RERE S,

2.10.2. B REURBIE R
BT LB AT LU TR T BAERER -

o TEIETEM for FFEEMS IR TTIEREVY R RAF AT H

o TEIETERY for FFEIM [A] PIA R i R EX R 1 B {E

FRFH
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o EELMEFESR cluster-admin A &A1 R5KE, theILUEA7E openshift-user-workload-
monitoring 71 B 71 24 user-workload-monitoring-config-edit & & /57 8%,

o MENAFENMINBFAT R,
o EBEfHIET user-workload-monitoring-config ConfigMap % &,
o MEZ%{EH enforcedSampleLimit R 7 F 7 & L A& BRI EZ R RAIHE,

e B%Z OpenShift CLI (oc) .

it =

1 - NSRBI YAML XX, FF1EETMENLLUR BIRHA B 56 6 B9 R~ FIBR IR B AR, A6
934 % N monitoring-stack-alerts.yaml :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
labels:
prometheus: k8s
role: alert-rules
name: monitoring-stack-alerts ﬂ
namespace: nsi
spec:
groups:
- name: general.rules
rules:
- alert: TargetDown e
annotations:
message: '{{ printf "%.4g" $value }}% of the {{ $labels.job }}/{{ $labels.service
}} targets in {{ $labels.namespace }} namespace are down.'
expr: 100 * (count(up == 0) BY (job, namespace, service) / count(up) BY (job,
namespace, service)) > 10
for: 10m
labels:
severity: warning G
- alert: ApproachingEnforcedSamplesLimit a
annotations:
message: '{{ $labels.container }} container of the {{ $labels.pod }} pod in the {{
$labels.namespace }} namespace consumes {{ $value | humanizePercentage }} of the
samples limit budget.'
expr: scrape_samples_scraped/50000 > 0.8 Q

for: 10m @

labels:
severity: warning m

B SCER AN BB TR,
EEZEHEBEMRMNBAFE XA,
YNRE for R AIRTTRIRE B irziE Bir A AT A, NI TargetDown ZEHFAR 4,

0009

TargetDown Z3fi filt & I 5y HAOSH 2.
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90 9909

®
O

TEIX AL} ] R 0 B TargetDown ZIRESMHF S L 1% E R,
7E Y TargetDown Zi;#y™E M4,

LBIERETEM for KL (A IARI ST E LR EURGIE(E
if, ApproachingEnforcedSamplesLimit Z it % .

4 ApproachingEnforcedSamplesLimit 2 fih & I} 4 H B934 8.

ApproachingEnforcedSamplesLimit £z {E, EAGIR, HBEDTBEIMRIRATHINE
B i Hl R BIRR 1 50000 B9 80% I, ZEf ik, EEMRMAR], LR BAETT for #F

LERfiE], FRiAZX scrape_samples_scraped/<numbers > <threshold> F1#J <numbers
/5 user-workload-monitoring-config ConfigMap % & &1 & X # enforcedSampleLimit
{H TR,

TEIX NS} R R/ B ApproachingEnforcedSamplesLimit ZRES M F &K% 1%
Z1R,

7 . ApproachingEnforcedSamplesLimit £k #9™ &,

2. MECENAEIAFEHIES :

I $ oc apply -f monitoring-stack-alerts.yaml

Hith B

40

o IR E BT E M E Uk R ED B A
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#creating-user-defined-workload-monitoring-configmap_configuring-the-monitoring-stack
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% 3= BESEB ALERTMANAGER 241

F 3= BEANE ALERTMANAGER =243

OpenShift Container Platform W $E#L & & — N AHh Alertmanager £/, F3F M Prometheus BREE
ko A LLEITTE openshift-monitoring 1 E 2% user-workload-monitoring-config 7 B HEZ &
cluster-monitoring-config Bt &EBLET KR AEB Alertmanager 41,

INREHNZSNEREERIME RN Alertmanager BEBE, FHEANBNERBEZEAARMLE], WRTLUER SN
HLER Alertmanager SEI BB L MBI EIRIEH.
SeRF M
o B OpenShift CLI(0C).
o MR ZEFE openshift-monitoring Wi H & OpenShift Container Platform /I R4H & :
o RAELUMERESA cluster-admin f&EEIFH 10 EE,
o {REHET cluster-monitoring-config fid &M 41,
o MRETBRERTREEAFE XN ENASE

o EAEILMEAEA cluster-admin &A1 &EF, thrILUEA7E openshift-user-
workload-monitoring 1l B -1 £ user-workload-monitoring-config-edit £ & & F 7 (7]
SN

o {RBEHI#7T user-workload-monitoring-config Eoi& 5T,

ik =
1. Yw%E ConfigMap X%,
o BEEXIAH Alertmanager LARRHIEH OpenShift Container Platform %051 B IR :

a. %itE openshift-monitoring 71 B 1 # cluster-monitoring-config At & 5T :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1 data/config.yaml/prometheusK8s T /1—" additionalAlertmanagerConfigs: /J\
T

c. EARTTHRMEM Alertmanager IECE 115 :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additionalAlertmanagerConfigs:
- <alertmanager_specification>

% F <alertmanager_specification>, & & #4148 Alertmanager SLBIH FA 5 IEFE

thEEE B, BN EREIEA AR bearer 5 (bearerToken) F1& F'if TLS
(tisConfig). AT RBIECEMETE A bearer SHEFE i TLS R IFELBHIA K
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Alertmanager :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

o MEEZINM Alertmanager SEHILLEE A B R P & L1 H ER -

a. %k openshift-user-workload-monitoring i B ##) user-workload-monitoring-
config ECiERRST :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1E data/config.yaml/ TZI1—* <component>/additionalAlertmanagerConfigs: %[
o

c. TEARTTHRMEM Alertmanager IECE 11 :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
<component>:
additionalAlertmanagerConfigs:
- <alertmanager_specification>
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%I F <component>, B AL IFHIAER Alertmanager 4142 — : prometheus 5%
thanosRuler,

% F <alertmanager_specification>, F& #4148 Alertmanager SLBIH FA 5 IEFE
fhECEIFE. BaiFHNERKIESEE bearer 514 (bearerToken) F1% ik TLS
(tlsConfig), AT RAIEREMETERT A bearer HHEFE ik TLS H2%1ER Thanos
Ruler BEEEZIA-BY Alertmanager :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
thanosRuler:
additionalAlertmanagerConfigs:
- scheme: https
pathPrefix: /
timeout: "30s"
apiVersion: v1
bearerToken:
name: alertmanager-bearer-token
key: token
tIsConfig:
key:
name: alertmanager-tls
key: tls.key
cert:
name: alertmanager-tls
key: tls.crt
ca:
name: alertmanager-tls
key: tls.ca
staticConfigs:
- external-alertmanager1-remote.com
- external-alertmanager1-remote2.com

PRIEFBHEEANAIENNIBEERA T HiE, BN AR user-
workload-monitoring-config ConfigMap HIECE NS HUHCE.

2. REXHLUNEN AR ConfigMap XK. XtEria BN AIHHGKRERE,

3.1. 7ER (8] Fe U RO A M N & A bR s
5 Prometheus BIAERITZThEE, ATLUE B E UFRZMIINEIE 7 Prometheus FIFRA R [B] FEHIFIE R,

FRFZFH
o MRERKE OpenShift Container Platform il WA 4 :

o AILUFEAEA cluster-admin BA&IAE iR EEE,
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Iy
o &2 fJ# cluster-monitoring-config ConfigMap *f .
o MREBRERTREEAFEXNTENASE

o EAEILMEAEA cluster-admin &A1 &EF, tLrILUEA7E openshift-user-
workload-monitoring 17l B ## 2 & user-workload-monitoring-config-edit & &/ F F 177
&8+

o fREfIE T user-workload-monitoring-config ConfigMap %I %,
e B%% OpenShift CLI (oc) .

Y=

1. Yw%E ConfigMap 4 :

o X F ¥R OpenShift Container Platform &/ B Prometheus 526, 58 & UFRZM
B E FreOp A E SR ER

a. 4w’ openshift-monitoring 1718 789 cluster-monitoring-config ConfigMap %/ % :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. fE data/config.yaml T & L& MEIRERMBITR LS
apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
prometheusK8s:
externalLabels:

<key>: <value>

ﬂ FERREX B <key>: <value>, Hr <key> BFInEHIME—ZFR, <value> 2
EHIE.,

Digk

==
[=]

A E(# [ prometheus 5 prometheus_replica /F H I T,
NeEl2FRENHIWES.

BN, R FRIGFEMERITTRIERINEIRR AN R FHFERF, HEA :
apiVersion: vi

kind: ConfigMap
metadata:



% 3= BESEB ALERTMANAGER 241

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |
prometheusK8s:
externalLabels:
region: eu
environment: prod

o XTI E XA M Prometheus 326, 255 E E bR M INEI B FF A I E B3I
e -

a. 7f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config

b. 1E data/config.yaml & X B MEERINBIPRIERR ST

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:

<key>: <value> 0

ﬂ FERREXS B <key>: <value>, Hr <key> BFInEHIME—ZFR, <value> 2
EHIE,

Digk

==
[=]

T EEH prometheus 5 prometheus_replica {F &R,
NelllRRENFRBES.

pa -3
: £ openshift-user-workload-monitoring B #, Prometheus i S0
¥&b5, T Thanos Ruler 1 5B ERFNILFAMN], 7 user-workload-
: monitoring-config ConfigMap A~/ prometheus 1% & externalLabels
PN

RENEIRENSRING, MAR NV ERANERENEBIRE,

Blan, EixFREFMIAETEERNEIS B E LB B #8 XA i 8 FE AR
H, IEER
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JmIxT

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
prometheus:
externalLabels:
region: eu
environment: prod

2. REXMHLAERZEN, FHEESWEINA.

PRIEFEEEANAINENNIBEEA T WiE, BNRAE user-workload-
monitoring-config ConfigMap HIEC B RN S HUHCE.

Digk

H
[=]

—BENERRFI LERERS, TREREHIMERRTB P Pod FIEA
iR, %I B R IEEIZfTH AR B AR ES

Hith BHR

o AXUIBREFEREMNMSI HSESIE HRHER
o NRAFENRIEERLEE

o BXORUPEREMRINSE, WHHLERELIRER
3.2. i R A s0E B RS0

f&BI LA Alertmanager. Prometheus Operator, Prometheus. Thanos Querier #1 Thanos Ruler E2i& H
Sl

LUF BER A B S E cluster-monitoring-config #1 user-workload-monitoring-config ConfigMap
FRAYAE R -

e debug., iCEFE. ER. BEMERER.
o info, IDRER. BEMESER,
e warn, {ULFKEEMEHER.

e error, ULFEEIRHER,
BINEEHFH info,

Hvh &2 IH-
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% 3= BESEB ALERTMANAGER 241

JL/RR}TT

e WIRE openshift-monitoring 1 B 1 Alertmanager. Prometheus Operator,
Prometheus 5% Thanos Querier %i&B&Z :

o RAELUMEMESA cluster-admin & &1 EE,
o &2 cluster-monitoring-config ConfigMap *f %,

e MR ZE ) openshift-user-workload-monitoring % B #i#J Prometheus Operator,
Prometheus =% Thanos Ruler % &HEH ! :

o EAEILMEAEA cluster-admin & &A1 &8, thrILUEA7E openshift-user-

workload-monitoring 11 B ## 2 & user-workload-monitoring-config-edit & &/ F 177
&8+

o fREfIE T user-workload-monitoring-config ConfigMap %I %,

e B%% OpenShift CLI (oc) .

i =
1. Yw%E ConfigMap 4 :
e 7 openshift-monitoring T H 94 #1% 8 B EL5 -

a. %tk openshift-monitoring 71 B 1) cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

b. 1 data/config.yaml T 44710 logLevel: <log_level> :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

<component>:
logLevel: <log_level> 9

Q MEHEHRERTI| IR RS, S TFRINEERE, JRAHESRE
prometheusK8s. alertmanagerMain. prometheusOperator #I
thanosQuerier.

Q FNEMSBHIBER T, TTREN error. warn, info #1 debug. EXIA{E info,

e EJ openshift-user-workload-monitoring 1 B s 4 5% & H &5

a. 7f openshift-user-workload-monitoring 1l B F%i%E user-workload-monitoring-
config ConfigMap %/ £ :

$ oc -n openshift-user-workload-monitoring edit configmap user-workload-
monitoring-config
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b. 7£ data/config.yaml T H4H{4 10 logLevel: <log_level> :

apiVersion: vi
kind: ConfigMap
metadata:
name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |
<component>:

logLevel: <log_level> g

Q MEHHIXBERSRAM IR EHERASG, TR IERERE, TRAHHESE
prometheus. prometheusOperator #1 thanosRuler,

Q NHAMLBEMBRELS, ATREN error. warn, info 71 debug., ZRIAE 7 info,

2. REXHUFERZEN, NABEEHESRS, HHEN Pod RBEINER.

MRIEEBREENNE/AE MBS E T WiE, BN AE user-workload-

monitoring-config ConfigMap HIEC B N S HUHCE.

Digk

==
[=]

—BEERFI LERERS, JREEHIMERRTB P Pod FIEA
iR, %I B R IEEIZfTH AR B TR E S,

3. B EEEXTEFMEES Pod EBEBERBINENAT BELH, UTRAKZE openshift-
user-workload-monitoring %7l B #5#J prometheus-operator Z3E I HER 7 :

I $ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml | grep

"log-level"
=1
I - -log-level=debug

4. BMEHMES Pod RS EREIEIT,

LUFRBIFIHE T openshift-user-workload-monitoring i B
Pod IR :

I $ oc -n openshift-user-workload-monitoring get pods
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% 3= BESEB ALERTMANAGER 241

fNR ConfigMap &5 7 — PN KRIHAIM loglevel &, NIZHHAH) Pod RIBETTERK
IbE)E‘[Q

HiBR
o AXUIBREFEEMNMSI HSESIE HRER
o NRAFENRIEERLEE

3.3. ZFH 21\ GRAFANA ZE
BINERT, EHETRERIERIURIRESENE 7 R Grafana 5£6l, Grafana £ el AP EE,
1’&2‘1%’5}% Grafana Z3E, MM SBMERFHREXMNTR, MREAFTEXENRIRESEEERH

TAR, NEERXHS. BMHARYEEE web EHIBHPEEBIEIRM{UFRMR., Grafana AT LBEI &£
ﬂb):‘ﬁio

SeRF M
o RAELUEMESA cluster-admin & &I 10 EE,
e ZEJ# cluster-monitoring-config ConfigMap *f .

e B% %k OpenShift CLI(oC).

it =

1. %i%E openshift-monitoring 7 B 1 # cluster-monitoring-config ConfigMap %% :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1% data/config.yaml T/ grafana 4114710 enabled: false :

apiVersion: vi
kind: ConfigMap
metadata:

name: cluster-monitoring-config

namespace: openshift-monitoring
data:

config.yaml: |

grafana:
enabled: false

3. REFXMHLAEREEN, MAESN, HRE 8B IMER,
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g

==
[=]

HERESSEH—EHME, S3F Prometheus # Thanos Querier, IEfEE/E,

MRELREEE REFAMEE B PSR, ITERKSBCAIRE
BOEIRE R,

4. 1# Grafana pod @B AHEIZTT. LATRAIFIH T openshift-monitoring i B 1 # pod K7 :

I $ oc -n openshift-monitoring get pods

| ERERETERE/LS N AR pod,

Hi 5w
o BXROBEPEEMFNSI, ESIESICE L EHER

3.4. ZFHA#h ALERTMANAGER

1£ OpenShift Container Platform i #£#£% 89 openshift-monitoring 7 B 7 2k 1A /5 A M Prometheus 52
BIE& R EIRBIA L Alertmanager.

INRIEREEARM Alertmanager, T LLUET1E openshift-monitoring 771 B HEZ & cluster-monitoring-
config ECEERREST KRB AT,

SoREH
o AEILUEMESA cluster-admin & &I 10 EE,
o EBEAIET cluster-monitoring-config fo BRET,
e B% %k OpenShift CLI(oc).
i =
1. Y%’ openshift-monitoring 1 B 7 cluster-monitoring-config fic & RET :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config

2. 1f data/config.yaml T/ alertmanagerMain “H{4 710 enabled: false :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
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& 33 RESN IR ALERTMANAGER 41

config.yaml:
alertmanagerMain:
enabled: false

3. REXHLMESREEM, NEABEMET, Alertmanager SEAl& BN,

Heth BT
® Prometheus Alertmanager X4

o EIHER

3.5. FL R
o NAFEXMINES ALz
o THELTEEEING, MREFE, ALUARERE
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B 4E NRASEXRINE G R REE

£ OpenShift Container Platform 4.9 /1, BRT BATFEE GEN, LRI LR A E BB 5 A%
2, ITE, EALLAIER OpenShift Container Platform RIE CHTE, MEZHANNLIEERAE, &
FAXANETThEE o] AR AR IR 8% O SE B A AR 7 E LT B,

¢ pa -

{8 Operator Lifecycle Manager (OLM) Z%&#) Prometheus Operator iRA5 F 77 & L #J
W RFER., HALL, OpenShift Container Platform A E N H OLM Prometheus
Operator EIXEM Prometheus B E X ¥R (CR) %M E E X Prometheus £,

4.1. R E X8I E 5 A i

SEREIE G A LUBIT E5EEE 12 ConfigMap #1% & enableUserWorkload: true == E& 3k F 7 & B9
B R,

BF

£ OpenShift Container Platform 4.9 #r, BN EXWIE G B RE, S/ seitbriE
AT B % Y. Prometheus 524§,

R el LMEF B A cluster-admin A &BIAE 5 R15RE#, FEETE OpenShift Container
Platform AP E BT B H AR, RE, SEHEEARTLUERERT AP NBRE
Be & 11 57 a2 A P RE SR T B B ZH 5

SeREH
o EALUFERER cluster-admin A &K HIEE,
e B%% OpenShift CLI (oc) .
o {RE{# cluster-monitoring-config ConfigMap *f .
o REEFEMH G2 FHE B openshift-user-workload-monitoring i B 1#] user-workload-

monitoring-config ConfigMap., &7 LI7E1% ConfigMap /-4 122 F P E A9 T0 B O 4H 44 800
[RY=RrisiN

A=
BRSNS B B R 2 2l user-workload-monitoring-config ConfigMap F, #f
K EFHEE openshift-user-workload-monitoring 771 B 18 Pod, BHTEHERE

XA HFEERT— RN, e RN E LB SRR, e LR
BCi& ConfigMap, LARGLEZEEFHERE Pod,

it =

1. 4%% cluster-monitoring-config ConfigMap *f % :

I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
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2. ¥ enableUserWorkload: true /1%l data/config.yaml T :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: true ﬂ

Q LIXE N true B, enableUserWorkload S0 h&E L A E BT B 5 B h i,

3. REXMHLMERZEN, REZBNERNREFIE BT E B .

Digk

H
== |
N EXREE cluster-monitoring-config ConfigMap *f R, ARESEH

Z8ZE openshift-monitoring Ji B 1 #) Pod FIEAM BT, 14UiE R IEEZTT
B A RR th A BE R E S

4. 17 prometheus-operator. prometheus-user-workload #1 thanos-ruler-user-workload
Pod 2 & 7E openshift-user-workload-monitoring i B #1217, Pod B AI8EHE 2N [H] :

I $ oc -n openshift-user-workload-monitoring get pod

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-6f7b748d5b-t7nbg 2/2  Running 0 3h
prometheus-user-workload-0 4/4  Running 1 3h
prometheus-user-workload-1 4/4  Running 1 3h
thanos-ruler-user-workload-0 3/3  Running 0 3h
thanos-ruler-user-workload-1 3/3  Running 0 3h
Hth B

o NIRRT EIRE
o FCiEIRHEEL
o BT RASNREN A E LI E BB i

4.2. 3%F AR 2R P E LB E

EREIE 5 A LURIEFT A OpenShift Container Platform &0\ B A E X HITIE,

53


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#creating-cluster-monitoring-configmap_configuring-the-monitoring-stack
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#configuring-the-monitoring-stack
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#granting-users-permission-to-configure-monitoring-for-user-defined-projects_enabling-monitoring-for-user-defined-projects

OpenShift Container Platform 4.9 5%

SHTEATURTIFALZAGMEMAFIERERIZEMIIE TR, B2 T RiEAafhig— 1A
A IRFR :

® monitoring-rules-view £ 1R B # PrometheusRule B & Y ¥RAV LA AR

® monitoring-rules-edit B &EF A RR AT A, EXFMFR PrometheusRule BE
B,

® monitoring-edit &% F 5 monitoring-rules-edit & EBERENIR, F4, ©ALRFRSNIR
%2 Pod QBRI E 175, ERALLAR, EARTLLAIE. EFiR ServiceMonitor #l
PodMonitor 7R,

A LASRF A P AR SR EC & 1 53 a2 A 7 8 LR T B B9 ZE 4 -

e openshift-user-workload-monitoring i B A #J user-workload-monitoring-config-edit &
RS user-workload-monitoring-config ConfigMap., ERLLA®, EHLYRE
ConfigMap, 5 F & BT # 51 E Prometheus, Prometheus Operator #1 Thanos

Ruler,

AWML T WA F B OpenShift Container Platform Web %55 CLI B X LA,

4.2.1. fEF Web ZHIG#ERF AR

&\ LUE A OpenShift Container Platform Web 4% &#%F B PRk iEH B 2 WTiE.

FeREH
o TATLUFEAEA cluster-admin B&IAE iR EEE,
o ENAGNEIINAIIKS BEE.

it =

1. 1£ OpenShift Container Platform Web %I & A Administrator fl&/H, S#iEl User
Management — Role Bindings — Create Binding,

2. 1E Binding Type 8493, 1%#%"Namespace Role Binding"2£ 2,
3. 1€ Name FE A& BHE LT,

4. 7E£ Namespace FEF, AEZEFRF I RIIBRBIA - E LT,

BF

WA A E R RTE Namespace FERFRN AR, BERLLRERBAHY
BIF PR R A F AL B .

5. 7£ Role Name 715k #11%5¥ monitoring-rules-view. monitoring-rules-edit = monitoring-
edit,

6. 1f Subject &4, 1%L#F User,
7. 7£ Subject Name FE&H, ¥ AR &R,

8. 1% Create LIN BABHE,
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422 f#A8 CLI =S AR
R AT LU OpenShift CLI (oc) 8% A P AR iR H B 2 MTE,

FeREH
o TATLUFEAEA cluster-admin BAE&IAE iR EEE,
o ENAGNEIINAIIKS BEE.

o B &% OpenShift CLI (oc)
i =
o WIHEMAFSR—IThZEAR :
I $ oc policy add-role-to-user <role> <user> -n <namespace> ﬂ

ﬂ 1% <role> &#% monitoring-rules-view. monitoring-rules-edit = monitoring-edit.

- -
TREEFt oAt YINKEEEANSMRESEENBIHMTHE.

Bian, FF <role> &/ monitoring-edit, <user> &}y johnsmith, <namespace> &}y
nsl, iIX& 7 johnsmith 2E7E ns1 & 28 (8] RiZ BB TR AR ISR LA K I Z e #L N B9 AL
R

4.3. 1% F A APNERE B A E R B B E 12

IER LR T A AR SR AR P R LRI B BCiE 42

FeREH
o ATLUFAEA cluster-admin A& iR EE,

o ENAGSERIMAIIKSEFHE.

e B%% OpenShift CLI (oc) .

it =

e ¥ user-workload-monitoring-config-edit & 23 E2%; openshift-user-workload-monitoring
TiEHRMA

$ oc -n openshift-user-workload-monitoring adm policy add-role-to-user \
user-workload-monitoring-config-edit <user> \
--role-namespace openshift-user-workload-monitoring

4.4. NEREEAER VTR B T SN A2 R BIFE IR
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T RN FE R 1R B O IR SSET MBS 1T 1) Prometheus TS 2. & LUE A thanos-querier #&H
MERBEABR 1 [n] a3 8048

FoRFM
o BMERRAEXNTE A LIHRET BEHRS,

it =

1. RIS HELUEEE Prometheus :

$ SECRET="0c get secret -n openshift-user-workload-monitoring | grep prometheus-user-
workload-token | head -n 1 | awk '{print $1 }"

$ TOKEN="echo $(oc get secret $SECRET -n openshift-user-workload-monitoring -o json | jq
-r .data.token’) | base64 -d’

2. {REXBREAEAM :

$ THANOS_QUERIER_HOST="0c get route thanos-querier -n openshift-monitoring -o json |
jq -r ".spec.host"”

P2

3. AeSTHERGACHRSEER. Hl

I $ NAMESPACE=ns1

$ curl -X GET -kG "https://$THANOS_QUERIER_HOST/api/vi/query?" --data-urlencode
"query=up{namespace="$NAMESPACE'}" -H "Authorization: Bearer $TOKEN"
iy R TR N R B 2R 5 2 5 BRI [H],

i th 7 Bl

{"status":"success","data":{"resultType":"vector","result":[{"metric":
{"__name__""up","endpoint":"web","instance":"10.129.0.46:8080","job":"prometheus-
example-app","namespace":"ns1","pod":"prometheus-example-app-68d47c4fb6-
jztp2","service":"prometheus-example-app"},"value":[1591881154.748,"1"]}]}}

4.5. [P E B9 E M ik BERR

AP TR R eI AR AN A A P E LBITIE,. Mk, RFFF openshift.io/user-monitoring F1%5 7%
B B8 ZE ], {HiX false,

it =

1 RN B dp & 22 A -
I $ oc label namespace my-project 'openshift.io/user-monitoring=false'

2. BEHCANEE, 5N EZE R R HBRIZIRE |

I $ oc label namespace my-project 'openshift.io/user-monitoring-'
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pa -

MR B A EANEKM LB FR, Prometheus BIBEEZE /L9 E RITERIIEE G
{ZIEIRENE ],

-

4.6. HRAFE X EFER L

HNEFENMUBEBRER, ERLLE T EERENE ConfigMap *f & H1%& enableUserWorkload:
false SR RERE,

A=
- 4, B a LB IR enableUserWorkload: true & F - & Y B9 B 22 A 22,

1. %i%E cluster-monitoring-config ConfigMap %4 :
I $ oc -n openshift-monitoring edit configmap cluster-monitoring-config
a. 1f data/config.yaml T4 enableUserWorkload: i% & /) false :

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |
enableUserWorkload: false

2. REXMHLMERZER, REZBNFERN A E CHTE B .

3. 1% prometheus-operator. prometheus-user-workload #[I thanos-ruIer-user-workload
Pod 27 B.7£ openshift-user-workload-monitoring i B 2% 1k, X ATBEERE K LT [A] -

I $ oc -n openshift-user-workload-monitoring get pod
it Bl
I No resources found in openshift-user-workload-monitoring project.

EER 7 XA E SR T0 B #Y i 1R, openshift-user-workload monitoring 71 B 1Y
user-workload-config ConfigMap *f R A= BhlllfR., X2 H TREBETESE
ConfigMap #FAI2HERIEE LEE.

4.7. 554 1%

o EIRETL
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5% EE&iEir
ATV, UL RSB AL AR B S A0 THE BRI R,

5.1. T SR

£ OpenShift Container Platform 4.9 /1, SEEAMHMIEIZRA X2 REGET R Sim R QTSR A0
LU P E X B R BRI RS,

IR LB TN AR A8 A Prometheus & i 43R E IR E R B S TR M B3R BIIETT.
1£ OpenShift Container Platform f1, f§Fr@id /metrics MISEZFM T HTTP RS IR AT, EAILUE

T EHXT http://<endpoint>/metrics 21T curl Ei1E T HRSHATE R Bigtr. Fla, EaLl@
prometheus-example-app ~IRSAFFEEH, AEZITUTRSRXEEREMERRER

I $ curl http://<example_app_endpoint>/metrics
i Bl

# HELP http_requests_total Count of all HTTP requests
# TYPE http_requests_total counter
http_requests_total{code="200",method="get"} 4
http_requests_total{code="404",method="get"} 2

# HELP version Version information about this binary

# TYPE version gauge

version{version="v0.1.0"} 1

Hth TR

® HX Prometheus &/ imZEREIE, 1HS M Prometheus X4,

5.2. AP EXMIBIXEEINSES

B LLEEE—1 ServiceMonitor 53R, MBI B YIRS in IR EIE IR, XRIXIEHIN AR
{F A Prometheus & i /% A /metrics M5B & FRA FFEIR.

ATNEATWNMEER - EXLHTB HEEROIRS, ABRLIE—1 ServiceMonitor FEEE XN 1Z 04
W EZ AR S5

5.2.1. ERBIAR S
B A E B RSN S, R LR B RABUAR 55

i =
1 WARSEEOIR YAML X, EARBIF, %% N prometheus-example-app.yaml.,

2. TRV HHRIRIMEL T ERE MRS B E 1

apiVersion: vi
kind: Namespace
metadata:

name: nsi
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% 5 = EXEER

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
replicas: 1
selector:
matchLabels:
app: prometheus-example-app
template:
metadata:

labels:
app: prometheus-example-app

spec:

containers:

- image: ghcr.io/rhobs/prometheus-example-app:0.4.1
imagePullPolicy: IfNotPresent
name: prometheus-example-app

apiVersion: vi
kind: Service
metadata:
labels:
app: prometheus-example-app
name: prometheus-example-app
namespace: nsi
spec:
ports:
- port: 8080
protocol: TCP
targetPort: 8080
name: web
selector:
app: prometheus-example-app
type: ClusterlP

ERBSTEE M E LK ns1 T H HEE S - prometheus-example-app FIIRSS. WIRFZ AT
B X version {515,

3. MECERNAEIER -
I $ oc apply -f prometheus-example-app.yaml
BB ZAR S5 TR B —LET [,

4. ALK HEZ Pod @B IETEIZT ¢

I $ oc -n ns1 get pod

it Bl
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NAME READY STATUS RESTARTS AGE
prometheus-example-app-7857545cb7-sbgwq  1/1 Running 0 81m

5.2.2. 18 E Nl s AR 55

BFEARS A TFRER, FTEE OpenShift Container Platform WiiZRE &} M /metrics i s FIRENE

Tre A LAMEF—4™ ServiceMonitor B E X FIRE . (CRD) ROZHIMAIEIRARSS, SHEMA—
PodMonitor CRD 15 7E N iZ A 15 #E pod, RIEFE Service W R, MEENFEE, RV Prometheus
BEEM Pod 2 FFBIIE TR = IR ENIE 1T,

LESRARSE R T a0al o A P E BT B R R 55 61|22 ServiceMonitor H5iR,

SeRFH
o EREILIEAES cluster-admin 35, monitoring-edit B B 7 17 L2,

o MENRAFAENWINBFERT W,

o EAMIF, EETE ns1 HIBFEET prometheus-example-app ~HIARS .

p= Y=
prometheus-example-app ~FIR ST ZHF TLS F15%0E,

Pt

1. 4 ServiceMonitor %RECE QIR — YAML X, 7EARIAF, %3XEE 7 example-app-
service-monitor.yaml,

2. %INLLTF ServiceMonitor %IREZE LIS :

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
k8s-app: prometheus-example-monitor
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

XRTE L — ServiceMonitor 7R, FTFiREXH prometheus-example-app =~ fflAR 55 2 FF#I$E
¥R, EIEFEE version 1517,

FA P RE LBy 4 22 (3] R Y ServiceMonitor %R RAE 4 TR —#n 4 22 (] AR 55
w21, ServiceMonitor 75IRH namespaceSelector F % o 2 # A&,
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3. [HEEN FAEISRE
I $ oc apply -f example-app-service-monitor.yaml

ERZE ServiceMonitor 55 E & — i A,

4. 1Re[ LI ServiceMonitor KR 2B ETEIZTT :

I $ oc -n ns1 get servicemonitor

it Bl
NAME AGE
prometheus-example-monitor 81m

HAth IR
o NRAFENMIEERLEE
o NfIfERM A E L HITIE P TLS REE R
® PodMonitor API

® ServiceMonitor API

5.3. ZifjIElR

OpenShift Container Platform 132 { 24k & #£1%iZ1T Prometheus Query Language (PromQL) &ifk

BEKKFPEIIER. LINEREEXEFHUREZERZNEMAF E L TEAEMRERE R,
ENEBRERG, B LIEIHRTE OpenShift Container Platform #/0:I B #1F F & 8977 B B¥g 5.
ERFEESE, BEEREIRNIEETE &M, EUNMEEMmENRTEEFFT LB ST,

5.3.1. UEHEE A 50 EMA T B BER

ERERERR, NEAMAUNBENEERIIRMAF, ErILUE Metrics Ul FijIAFTA OpenShift
Container Platform XA B #1 8 7 & X 911 B BI3E 1.

=
l RAESEEE G A LR OpenShift Container Platform Monitoring 124958 =75 U,

FeREH
o EMAILIMERAESR cluster-admin A BFIE LI EME SR F 17 A%,

e B%% OpenShift CLI (oc) .

it =

1. #£ OpenShift Container Platform Web & PI#) Administrator #l& ), %£#F Observe -
Metrics,
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Hith 5%

1%5% Insert Metric at Cursor R EETiE X I E 5K,

EOBEE L EIH, iE¥ Prometheus Query Language (PromQL) E A7 E Expression F
EXQ

. gﬂj\\bu%/l\%illj %T% Add Queryo

EMFRE W), HEFEERZENN , SR[E%FE Delete query,

BRLZTEN, HEFEEIREINMN Fi%#% Disable query,

7%+% Run Queries ¥; BOENEN, IRPFSENSNERNIER. NREBTH, N Ul

=) J.LT%EI Ii/ﬁ /o

fﬁll

MREWKEREMTZE, XATREKELHIN BB G 2R B 20d 3.

BRI FIENR, 1E1ERE Hide graph FE(UERIEIRRER AL, RiE, EH
BT E R, BRERRSHER.

Ak TUHE URL HAESEEZTHEN, BAUEEBRERX—HENR, HHRFXD URL

i

B XA PromQL BIHMEZ¥1E, 1ES % Prometheus query (14,

5.3.2. UFAEF MM E R E LB EBIER
IRATLALLTF % X E AT B BB EME S B0 07 A € XI5 B BT,

£ Developer 5/, Metrics Ul @3ERMETIE M —LT0E . CPU, AfE. HREMMSHIES TR, &
AELXIBR CPU, AfFE. 5. MEHIERSIN ARFEEINEITBE L Prometheus Query
Language (PromQL) &,

Fr 4 & REEfEA Developer f1f, MABEMER Administrator i, FANFAE, E—R
RegFi— DU BN, FAAGTIEV A OpenShift Container Platform W 1242 4tHY
AF&ZOFEHGNE=H Ul, MmNz, NEAFE L BIUE A Metrics Ul,

FRFH

it =

62

NFEEEFEITNTIE, EUMEAFAEREREENRIA R,
HENAFENWITBEFERAT R,

MEER T ELHIIE REE T RS,

BB NZIRS A T ServiceMonitor BE X HIRE X (CRD) , LARE SLHNaI 1% R 55
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% 5 = EXEER

1. 7£ OpenShift Container Platform web #£#l& ##) Developer Y/, % Observe —»
Metrics,

2. 1 Project: FIRAiEFEEAFIBITHIIR,

3. M Select Query FlIZRAIEFEER), EBILEE Show PromQLiZTBE X PromQL &Eifj,

p= =1
' 1E Developer flfgrh, E—RRBEZIT—NEIM,

P
o FXAIEE PromQL BN EZI¥IE, 1§25 % Prometheus query (14,

Lth

=

\

Lth

=

i

o BXRUFLEBEBFFAF B0V FFEREEIMFER, WS LESHDRA T E LHTE
BOE IR

\

5.3.3. ER M wAbigtn

ZTENE, ERRERERERERHD, BRPHXHERNE, YHRKRENME. B ELNENMER
%BL,L%F&@E’J%%*LTQ B R B R R AE R R R R

AR
1£ Administrator fi& :

1 &40, BIRPETRAERBNEINFRNRMARER, SRR FE T RIFLELET,

%ki)\ﬁ%'/ﬂ'l: BWRFDT—DRFNOUE, JHEMEIRRELSENE, ER %
7 RR/MEERNRFIE,

o EEWMEINMIAEEN, HRE i F A Hide all series,

o EREIFEMNEN, HHETNR, ABERGIBTAMEBNFHENATL,
2. BERAREIRFEHRNEZEHE, HHAITUATERIEZ— -

o RGEIRHIFEKEAMELIED), AL Gk EEn H3E .,

o (HMZ EAMFEHREENFSEHE.,
3. EEBENFSEME, 1Hi%F Reset Zoom,

4., BERAIEEHERENF MY, HNERAIMEEERRBINN AL, BHEERRER
EifHIH,

5. EE#AR, 1H15F Hide Graph,

1E Developer flf A :
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1. ERKRERFERNFSEE, HHITUTREZ—
o RGEIRHIFAKEAMELIED), AL kB 3EHE,
o (HRZ EARIFEHRIEFENFSEHE,

2. ZEEBENFSEE, 1Hi%F Reset Zoom,

3. ERRAAEREREN A SBEE, HRERAMEBERRPIN N R E, HHERRETR
EERGIE e

HhBrR
o EHHE XA PromQL EOMEIHIEILERS

5.4. G
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S = =
£ 6EEEHENR
£ OpenShift Container Platform 4.9 /1, #EAILLEIT Alerting Ul B, BRERANZMRAN,

o ERMN, BN E—HMDRERFPRHERSHRYE, SXEREHRNIMEAENR. TH
BN 2B — D EM R E LERIEHR A

o EfR, HEIRMNIPELHRENHRENRELER, ERRH—FER, HA—HERE
OpenShift Container Platform 5£&£sh B 5 o

o FER. FIUEIRL AR, DBEEERFMRNZXBH. EEEFLAERKFERRE,
BRI ENRBRNENEREEE.

Alerting Ul R e] FRRYER, EBAAMEMRANIEER AT X, B0, nREH
cluster-admin PR &%, EALUARIFAEEMR. EERFIZHAN,

MRERIFEEOARS, NREHEIETUTHIAAR, EoILIOERMEFFIRER
e cluster-monitoring-view &, fRIFEA] Alertmanager

e monitoring-alertmanager-edit &, ITFERTE web #HIE# Administrator 1
A RO EMERIRER

e monitoring-rules-edit &, RITFEIE web #£HIEAH) Developer 1 F I
BRER

6.1. £ ADMINISTRATOR #1 DEVELOPER #ifahi}|a] ALERTING Ul

Al 1T OpenShift Container Platform Web #E#l& ##9 Administrator ¥ %1 Developer #1517
Alerting Ul,

e 7£ Administrator i/, % Observe — Alerting, TELLMIAR, AlertingUI BE=NEER
M, Bl Alerts. Silences #lI Alerting Rules Tl

e 1f Developer flf5H, %% Observe — <project_name>— Alerts, EXMHAH, ZiR, #HE
FERINERE T Alerts TIEHEIE, Alerts A H RS RIEETFAMET B,

1£ Developer i, &R LUMBIUIE Project: FIF 117/ OpenShift Container
Platform #& DU E A BE LB E LR, . B2, MRMEEE cluster-admin 4
I, MA%E RS OpenShift Container Platform /03 B HHXBIE K. FHEAAIZERN
s

-

6.2. MRANTIEEIR. FRIFNZIRAN

&R LU Alerting Ul AR I RBE SR, BRBRFIZHRAN]. RN EEA AT B IEEI,

T RERT 1Ede

£ Administrator M, Alerting Ul FRBY Alerts TTE 1% 5 OpenShift Container Platform EKIALIH

AP E XTI EEXNERES THFAER. ZITHILBEESNERMTER. KEREHE, HHL
2 BRERE AR HEDRSBI0[E],
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AR AR ECRE, mEMMRIR AT LI, BAERT, REERLETF Firing KSR Platform &l
TEER T SENERLIEEI
e Alert State i 28 :

o Firing, BIRIEFEML, RNMEBEMSRM, BrNER for HFEMEIEE, RERG—EWH
B, BHRIREEARA,

© Pending, ZERGTFEHRT, BEAFFERMNPIEENRESNE, REEMRLE
Mo

o Silenced, I, BEIRTETE LBINAIRALTFHIRT., BMIRBEE LB —HIREER
REARERBEE, N TREMEIHNERENRARNER, FTRLEE,

® Severity i1 jE2F :

o Critical, A TERMFGTRERTEERTMN, ZEREMANFTEINXE, HEES
REED AN KB RLATEA

© Warning, ZERINATRFEIZNEHREESEN, UBLRENLZE, EEBER
B ER B — D[R] SR G AT FE BN B B 5

o Info, ZERMNAFRHEER.

©o None, ZEIREBE LK E.,

o MIARILUN &R E LB B RMER OB B E T EME Lo
® Source %S :

o Platform, E&HFIEIRINS OpenShift Container Platform BRIANTIE %, XL EIR
f# OpenShift Container Platform &/ IhEE,

o User, AFEMRSAAEXNIEERX, XEERIAA0UEN, HTEEL. AFENH
THEMEEETEREREER, WMELURECHIFEMNE,

T RFRET IEdR

£ Administrator &, Alerting Ul 189 Silences T1E 1% N %] OpenShift Container Platform 2k
NI B # AP E I E R ERFHRRIR M T IEAE R, 2 ASEE NIRRT LR 845 R 8
HE,

IRE LUREBUR ST B, BIAER T, (UG Active #l Pending 82, THE#E® TSN EHBIRAT
JE2RIETN

® Silence State T 25 :
o Active, BEATFIEIRE, EHIEERE, BHREHE,
o Pending, #MEWHE, ELEHERE.
o Expired, #REIIH, MRFEERSM, HAZBEH,
T REIRANT iR SR
1£ Administrator #l& 7, Alerting Ul Y Alerts Rules T1E %1 %5 OpenShift Container Platform 2k1A

TE A E I B R REERARA T IHEAER. ZNESESNERAMMNBRES, T EEMER
mE.
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ERLMRENRIRS, M EMRSRRIEERAN, BIAERT, REKER Platform ZiRAN, TR
TEANBERANE IR -

e Alert State jTJ£5% :

o Firing, BIRIEFEML, RNHEEMSFM, BErNER for HEMEIET, RERG—EWH
B, BICRIREEARA,

© Pending, ZERLGTFEHRT, BEAFFERMNIPIEENRSNE, REEMRLE
Mo

o Silenced, ITE, BEIRTETE LBIBAIRALTFHIRT. SBMIRBEE LB —HIREER
REARERFE, N TFREEIHNERENRARNER, FTRLEE,

o NotFiring, ERALL,
® Severity i1 jE2F :

o Critical. ZIRMNIAPE LHRE TR EERATM, MRBRBIXLRM, FEILNXE,
SN X ELEE RS NSRBI HIA,

© Warning, ERMNPELHRGTRFETR, UBEFRENLE, SZANEXER
B R B — A R S0 AT IR BN B

o Info, EIRHMNITURMHIE RER,

© None, ZERMNEEE LK™ EM,

o MEARILUEN & M E LB B AR RN A B B U E M E Lo
® Source %S :

o Platform, E&HFIEHRIMNIE OpenShift Container Platform BRIATIB X, XL
B2t OpenShift Container Platform #& D\ IHEE,

o User, AFEXMIFREERMNERSAEXNIABRR, XEERAMNZR[ LR,
HABENL, AAFEXNIFENEEETERERER, WMELURBCHIFEMNE,

1t Developer flAthiERALTIRE K. FHERIMEIRAN

£ Developer #lf/, Alerting Ul Y Alerts TLEIRME T 5 ATE T B 8 XBIEMRMERRMAS A, *F
FEANDRWER, ERETHEXERMN R,

EZE R, ERLURERRSH™EEA TR, RAERT, MREFVIFFTHED B IR, &G
NI RHIFTEER, XLidE2s 5 5% Administrator /& k89 248 E.

6.3. IREN KR FER. FIMAMEBRANER

Alerting Ul IR X E R R EAR KB RN FFRIREGEAME 2o
FoRFM
o NFEEAFEMNIIE, BALMFAFLAEREREETIRNA UMK,

AR
ZE1£ Administrator flAPIRKIAXERBER :
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1. $TFF OpenShift Container Platform Web 1%, F#5#iZE Observe - Alerting — Alerts 7]

Ho

ik : ERERTIRHN Name FEIRETMERER.

AL WeFE Filter ZIRABITIEREIRIRE, W EERRRTIEER.

A% : sii Name, Severity, State #l Source FUFREIFR ) — NS MR EHGH1THER

PFEIRMBIRLL S EIE Alert Details T, 1% IIHES & —PMUiBERI A F 7 HHER .
ELRESHEREXNES, 8 :

E S GREpu

SERREBTER
o [EANEIBERBIIRE
o HEXREIRMNIByHE£E
o ERMFHI (MREFT)

E1£ Administrator flARIKIAEXHENER :

2. Jik

i AE| Observe — Alerting - Silences T,
: {5 Search by name FEX IR & FRid iEER 2R,

: @i Filter FUSRAP Ay JE SR SRIRK TL IE# 3, BUABER TN Active
Pendlng T E2R.

A% : |Rifi Name, Firing alerts #1 State FUtR A E)— DL NMRE FREATHER
HEF IR Z LS EIHE Silence Details TIHE, ZIESIELTiHE :

o ERIEERMH

o JFRIANf(A]

o ZETRET[H]

o EHERE

o A EIRMEBEMIIE

E1£ Administrator #fA HIRINA X ERAMNBER
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2.

AZ| Observe - Alerting - Alerting Rules T,
CIpri EHE Filter FIR AT JEER RARIRE, " E MR RIR S IEERFI,

A% : i Name, Severity, Alert State 1 Source FIFRRAH ) — DL NIRRT EHR AN 7
THER

EFERAN 2L S MEIE Alerting Rule Details T1HE, 1% T EIR A X EMRAMNAILLTI#
ll\%i :

o ERANIAM, rEHMER



b
(6)}
it
R
e
g

o ENMRAIERMIFMMRIAN
o R EIRBISASEN B BINT[A]
o ZERMNARMENERNER, HpERTMRGOZERNE
o ZERMINLRIATAERMTIZR
E1£ Developer IAHRIRMAXER. #HERMBBMNBER :

1. # A% Observe — <project_name> — Alerts Tl &,

2. BEEMR. SRIBHRANB9ES
o EHE Alert Details, AIEFBERBHEMB > REEIRFIEFENR.

e Z#HE Silence Details, AJ7E Alert Details TTEH Silenced By ¥ 9 #i#55 8, Silence
Details HESELUTER -

o ERIEERM

o FHEAMI(A]

o LETRHAA]

o FEKRE

o fREZEIRMEBMIIK

o ZEHE Alerting Rule Details, AJ7E Alerts TTEIFE S AN K HHIREE View
Alerting Rule,

% -
| Developer & RSFATET BB XEER, BB,

6.4. EEERAMNI

OpenShift Container Platform Wi #Zefft 7 —HEINREIRAMNI, EHEBHEEA, BaUEEFRINERM
il

£ OpenShift Container Platform 4.9 /1, ERILAERAFE LB PO, BE. REFMMNPREZER
il

ERANFEEET
o B MEIRMNE | THF OpenShift Container Platform £2&%,

o FLENRMNIBREABERNES. el XEXRTE—SHEEETRBHEN/JITRELNE
Mo

o MRBUETEMERERS T EMERMARNBN AR, FIEMNETR L XMIER T 2Z0X8
pii8
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6.4.1. 7 E BT B b E Rk
ZMEESHTMBENER, ERIUELRERAMNITZ B TEIL

RAlgei & 05 B IR ERANIBE, CIBRE RN 2 ERNERRE. RE
NAREMENIREERSNER, NEHELUEREIEXRENR,

FEERMAZREGIRERMN, OBZBRMNRE N RAEBRNE, MELRERERZMT 2. R
FAUAERE. MRENMERANBRSFERRBER, WFRESERAN. RE, TES
Bt — & RER,

EREFERAMNEIIH TN, BENEGREEZNERUAR —B L EEBERDUTEEF, REH
BMERZERAN,

RUPHOEBRER . EECE S P U BERMEFERE,

HEERHNPEEERIG . BROERIUR T SR EER L ERHEFEMEEE R,
pign, MBERFED NSRBI APALEIRE, TAIZARA REER.

AL ERRRAR, WMRERANAEIHERIAB OpenShift Container Platform 18#5, NIE#HE
openshift-user-workload-monitoring 1 B #J Prometheus 2 _EEREZAN], X AT D ERH
MIBEER, F R BEMAR IR IRA AR T,

DIk

==
[=]

FA P X B9 57 B B9 ER A OpenShift Container Platform $gtrigtHE % CPU

NERAE. FRAITHNBIESRENER. NREFANEZERET
openshift-user-workload-monitoring i B 1 #J Prometheus X431, MJE:%
FhxX g g S EERMANIP, REEEFE T XEHNBEREE T £m|
T #RE, FNEBAZERANTE,

Hith BHR

MEESBAMACEIRNIER, WS Prometheus BRI

N T fR4A % OpenShift Container Platform 4.9 Wi 2R R4S B, 155 Wi iZiddk,

6.4.2. 7y 7 E B B QIR B AN
BRI DO R P E LRI B G BRI, X BRI S AR AL 1R PR (E AR 4 B,

FRFH
o MENAFEXKITBRAT WL,

o NFEEABERMNMNTE, EE/FE%E monitoring-rules-edit B &M A &%,

it

70
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B oEERER
1 WERINGIE YAML X, EARBIAR, %% H example-app-alerting-rule.yaml,
2. [ YAML R IMERMNIEE, Fa0
p= Y=
LORERMNE, MREHMTE PFEEEHERGFRBFIN, X 55 6 6E A
T B %

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
spec:
groups:
- name: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} == 0

thEeE =0 —1 %5 example-alert BFIZR AN, LREIARS L FFHY version 1E1RZE R 0 i,
ZIRAN| =% B,

BF

AAEXWERANTLUEEHE B 5T BERMERER. STEaaiEmmr
& SCHYI B B R,

pign, RAEXHIE ns1 WERANT USSR E ns1 BIEIRFIKEER, 40
CPU MIRFFHE R, B2, ZAMNEEEERE ns2 BEIL,

A, 1EFiE N openshift-* #%:0 OpenShift Container Platform 1l B Al £ R
M, OpenShift Container Platform Wi\ X LT B 1Rt —LHZ A,

3. NEEXHNARIER
I $ oc apply -f example-app-alerting-rule.yami
DR E RN T E — LR [A],

6.4.3. DA ERFE S IR E RN BIRER

INSR A A E LI B BRI R BB KR ETR, S " LLTE openshift-user-workload-monitoring
T B # B9 Prometheus S5l LB SR B Z AN, XRG40 AREEB Thanos Ruler, M A E4R LN EE
Re XA BT R eI RERRAE WL R A 489 5 1 K
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==
[=]

Digk

FA P & Y #9375 B B9 2R IA OpenShift Container Platform 18R #tE % CPU f1N#EA
2. WRIOITHHEORERMNELR., MREFINERZIBEE openshift-user-
workload-monitoring i B A #J Prometheus S54§l, TITTESHX LB S S EZE RN
N, REEEFELT X ERREETL2AEAN T #E, FNERART AR

PN

SERFEH
o MENAFENMUIEEAT R,
o XNFIEMEAIBBERMMTIE, EE/FHESE monitoring-rules-edit & BB &%,

e B%% OpenShift CLI (oc) .

¥ =
1 WERINGIE YAML X, EARBIAR, %% H example-app-alerting-rule.yaml,

2. M YAML XHRIMERMNEE, %34+ S &% openshift.io/prometheus-rule-
evaluation-scope H{&/ leaf- prometheus ir%, #40 :

apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
name: example-alert
namespace: nsi
labels:
openshift.io/prometheus-rule-evaluation-scope: leaf-prometheus
spec:
groups:
- name: example
rules:
- alert: VersionAlert
expr: version{job="prometheus-example-app"} == 0

NREFEZIRE, N&TE openshift-user-workload-monitoring 11 B 1 Prometheus L5 L 2R EZ
U, MNRAEEIZIRE, NSFERMNEZ F Thanos Ruler,

1. JSECE SN ISR -
I $ oc apply -f example-app-alerting-rule.yaml
DR E RN E — LA,
o INFE T fRA % OpenShift Container Platform 4.9 W iRZRMIEAIE R, HES I gt

6.4.4. V710 B & B9 B B ZAR AL
EB A P E YT B BRI, R /5 B 44 B2 1% B #9 monitoring-rules-view & &,
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b
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it
R
e
g
=

SeRFH
o EMENBFENMIIBEHAT RE,
o RBMENBEHWNE T T BH monitoring-rules-view & &HIH &%,

e B%% OpenShift CLI (oc) .
iz
1. & LIFIE <project> FRBYZERAN
I $ oc -n <project> get prometheusrule
2. BIHERAMNMWEE, HLITU TS :

I $ oc -n <project> get prometheusrule <rule> -o yaml

6.4.5. TE L E FR 5 AR T B BRI

ENEBEER, B TE RN E A —i#25 H OpenShift Container Platform #%/0I0 B #1587 & X H9 I
B RERIN,

FERFH
o EALUFERER cluster-admin A& &K HI&EEE,
e B% %k OpenShift CLI(0c).
ik
1. 7 Administrator i, # AZE| Observe - Alerting —» Alerting Rules,

2. 7E Filter PRI H A% Platform #1 User iR,

' -
i\ &5 FE Platform EJR,

6.4.6. o 7 LRI B I BRE TR R
ST LU B P 7 SLB T BRI

FeREM
o RENAFENHINESA T IR,
o NFEEABEMRMNNTE, EEMFNESE monitoring-rules-edit B &K A F&F,

e B%Z OpenShift CLI (oc) .

it =

o E[HR <namespace> AN <foo>, HIZITLUUTHD :
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I $ oc -n <namespace> delete prometheusrule <foo>

Hith BHR

o HES[H Alertmanager X1

6.5. EIEFHER

EALGR— R, EERMLEHMEEREREXERBBN, EERRRAFENREL, FREHE—R
BAEFERETHINESTRRER.

FELEF#HAE, EeIEECRILEE, TEMERE. BLUIEHRES K—RIFEEH,
BAILES. MENAEMRAER I,

6.5.1. FHEAER
RAT USSR R EIR, SERBT AT LIS ER M

g
O
&

o MB—NEHEES, JLUFAESA cluster-admin £8 A BMNAF 51015 R EE,
o ME—NEEARAF, ALMEREFUTHAAGINAINER
o cluster-monitoring-view %2 Af, RIFEIA] Alertmanager,

o monitoring-alertmanager-edit B, RITFERTE web #2515 # Administrator FILA FRAIEEN
BB

o monitoring-rules-edit &, RIFEE web #£HIEH Developer 1A I EMEFBRENR,

iz
FREENER

e 7f Administrator fiA& M :

1. 7 AZI OpenShift Container Platform Web 12l & ) Observe — Alerting — Alerts T,

2 WTFEBETHIASNER, WEFETIRN | HEE Silence Alert, XA LR
Silence Alert %, HrRflsEH% T AL RAIIE.

3. Wk ETRERRR.

4. EOIEBBRAIEDIURINER,

5. BEEAIEEHH, 151%E5F Silence,
e 1f Developer {3/ :

1. 7 AZEI OpenShift Container Platform web 2l & ##) Observe — <project_name> -
Alerts TTHE,
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BeoEEH

2. MEFERAMEME > KERFEMRMIFE, EERFFUEFHNER BT ERM Alert
Details T1H.,

3. 1%E#¥ Silence Alert, X &R Silence Alert ®RH, HATILET T ATEEHRIIIE,
4. AL IBTERER,
5. EOEEERIAIIT SRR,
6. BEEOIEHI, 151LEE Silence,
£7E Administrator 1 Fidd A B RN —HERE FHRRT -
1. 77 AZI OpenShift Container Platform Web #& H#) Observe - Alerting - Silences T,
2. 1%#¥ Create Silence,
3. 7E Create Silence R AR HBERMN AR, RN FFTEIFE, ELBIU 0 FEBRRIER,

4. BHSEEL—SHhRARIREEFSRCRENERQEZHIN, 5L Silence,

6.5.2. JriEEA
EAILURERAR, SRR SBUIEHEE, FURNENRE RS,

ke
E7f Administrator 1A P ZRiEEE2

1. # A% Observe — Alerting — Silences T,

2. FIATEEEEER, “ERE—IIFH , SRIE%FE Edit silence,
A, 1RIAE LA ESEREY Silence Details TIE %% Actions — Edit Silence,

3. 1 Edit Silence TLEH, i ABMERFFLEEE Silence, XEFINARFHETIE, HLUMERE
BIERFERER,

Z1f Developer Ml ZRHEEHE
1. # A% Observe — <project_name> — Alerts T,

2. EFFERAMENN > kRFERMIFE, EFERTMEDIERZFRUITHFERD Alert
Details T1H.,

3. 7E% 1AM Silenced By BB AL EFRBA AR, LLSMEIZEBH Silence Details T,

4. EEFHHBETRLSMEIHE Silence Details 7.

5. 7E# 389 Silence Details TTEH1%L#¥ Actions - Edit Silence,

6. 7£ Edit Silence TIE ™, HMAEBHWERFHILSE Silence, XREINHEMERREIE, FHLUMMEEE
DIEHFR R,

6.5.3. fEF#RAEIHH
R LULERR R, LRSS KA ERX—FR.

g
=
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b =
1E Administrator B FR{EEHEREIER -

1. # A% Observe — Alerting — Silences 1.

2. FIAHERRERIETRAERER, i RE TR , RE1%EFE Expire silence,
FH4, LA LTERSBREY Silence Details TUE Fi%£$%F Actions — Expire Silence,

Z 1T Developer Ml AR HEFREEIH :
1. # A% Observe — <project_name> — Alerts T,

2. MEFERAMEME > KERFEMRMIFE, EERFFUEFHNER BT ERM Alert
Details T1MH.,

3. L% U1EM Silenced By BB L EFREA AT, LLSMEIZEBH Silence Details T,
4. BB ATRLLSMEIH Silence Details TTH,

5. 7E8%3 M Silence Details T1HE F1%£$ Actions —» Expire Silence,

6.6. BN A X BN ER RS

£ OpenShift Container Platform 4.9 &, AI7E Alerting Ul R EEHIAZ ZR, RIS ERE B N A=
FMEMBRARS, A LUF OpenShift Container Platform Bo@ MIFEMR & X B LA T R BIAEINES -

® PagerDuty

o Webhook

o FLTFHRY

® Slack
W R B EENER, SO ISR R EE SR A A A SR A, B, XEEREEIAIX
F, BEREBENASKEIN AN R, REFEXBEEBAMERTEESKEHEI— N RE RS
HEATIEBNET B H 5,

{#H watchdog ERKEEZERES TIFES

OpenShift Container Platform I ¥EThEE & & 4L L B watchdog Bk, Alertmanager EEMEEREN
BHIREIRF A% watchdog Bfu@Al, MiREERFEEREE NEHEELEKE watchdog B BME
B, XFLEI T EB R IRE IR H] Alertmanager 138 KR AL 22 (8] BOETE (5 7] L,

6.6.1. L BEZRkizINg:
RAE BRI, LRR T MERHIIMEE 0,

FeREH
o TATLUFEAEA cluster-admin BE&MAE iR EEE,

it
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DIk

i

1. 7€ Administrator "l &, i AZ| Administration —» Cluster Settings —» Configuration -
Alertmanager,

pa -3
&, HLTLLET notification drawer Vi [A][E— T, % OpenShift

Container Platform Web 1£§I& A L ABREENR, FHI1E
AlertmanagerReceiverNotConfigured 2 #1%# Configure.

-

2. 1E%T{ER Receivers 84 H1%5¥ Create Receiver,
3. 7£ Create Receiver R#.H1, 1l Receiver Name, #AFEMFIFKAI%EFE Receiver Type.
4. JREREEIREREE -
e ¥IF PagerDuty ##UK25 :
a. EEFEEMRIEBIF R PagerDuty SRR B,
b. 70 PagerDuty Z2&#) URL,
c. MRBIERFIinFIEMHIFIEH " EMEME, %1% Show advanced configuration,
® %IF Webhook #IA2S :
a. AINfE HTTP POST 3R A X BB =

b. MNREJREHNT O ETIER L EAFRERMIENI LT, 151%FE Show advanced
configuration,

o N FHLFHEEINES
a. AINERBERNAXEE A FER A,

b. &I SMTP EBEIFIE, SIFEALXBMATHIL, FRAERFHANERENMROS,
SMTP fR55 2B M & AR ESIE S,

c. EFEREEETLS,

d. AIRBFEVOETGwEE N T BB ER X B RTEER, e FI@E M EXECE,

1H1%# Show advanced configuration,
® XF Slack #EULER :
a. 70 Slack Webhook BJ URL,
b. RINTFHERAEEIM Slack &=L A F %o

c. MREFBMVGET RN T ABRIFLLZCETWER, RERTFASGRE, Hik
¥ Show advanced configuration, A RTLUERF BB B FEEIERITNAF &,

5. MINERT, MRMANERTHESMALERLENNE, FEAXEEKS. NREFEM
REVEREAE R ER SRR B TR AR E

a. 7EZR M Routing Labels £ A7 N RS B PR % & FRADMES

b. MMRBEMAIENRIER, 5% Regular Expression,
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c. 1% Add Label ERINE ZBARE,

6. JEFE Create RO IR

6.7. NFHBEE Y. ALERTMANAGER &

& LR YwE openshift-monitoring 171 B #1#Y alertmanager-main secret, &E&=E1IAM Alertmanager
&,

FeREH
o TATLUFAEA cluster-admin BE&MAE iR EEE,

i
Z M CLI Bk Alertmanager BLi& :

1. f9HAIUEB Alertmanager Boi&%iH 2l alertmanager.yaml 324 :

$ oc -n openshift-monitoring get secret alertmanager-main --template="{{ index .data
"alertmanager.yaml" }}' | base64 --decode > alertmanager.yaml

2. YwiH alertmanager.yaml FAHECE :

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- matchers:
- "alertname=Watchdog"
repeat_interval: 5m
receiver: watchdog
- matchers:
- "service=<your_service>"
routes:
- matchers:
- <your_matching_rules> g
receiver: <receiver>
receivers:
- name: default
- name: watchdog
- name: <receiver>
# <receiver_configuration>

Q service 35 E il & EIRHIARSS
9 <your_matching_rules> 35 B FRER,

9 receiver 15 B T IZZikpoiEli s,
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b
(6)}
it
R
e
g
=

£ matchers #Z KB RERES T RRENEEE, FEFH match =
match_re $##&%5, ©II#MEFR, FHITELLEBLZTIRAFMER,

A, INREE LT EEHMN, 1EEA target_matchers # & Fki5R B IR EE
#7#0 source_matchers & RIERIRLEZS. FEFER

target_match target_match_re source_match, % source_match_re §# &7,
XELMEFHA, FHITRIELEIRTIRAHHER,

AT Alertmanager B2 &R I5F PagerDuty ER & W ERIZEINES -

global:
resolve_timeout: 5m
route:
group_wait: 30s
group_interval: 5m
repeat_interval: 12h
receiver: default
routes:
- matchers:
- "alerthame=Watchdog"
repeat_interval: 5m
receiver: watchdog
- matchers: - "servicezexample-app" routes: - matchers: - "severity=critical"
receiver: team-frontend-page
receivers:
- name: default
- name: watchdog
- name: team-frontend-page pagerduty_configs: - service_key: "your-key"

FALLEER, H example-app RF5ARAZ I, f“EM N critical WER{F{#H team-frontend-
page EWZR L %E, BEBERT, XLERBMWERELEND ASRENTN FPA,

3. NAXHHBHEE

$ oc -n openshift-monitoring create secret generic alertmanager-main --from-
file=alertmanager.yaml --dry-run=client -o=yaml | oc -n openshift-monitoring replace secret -
-filename=-

ZE M OpenShift Container Platform Web % # ik Alertmanager ECE :

1. ¥ AZE| web $#EH]& B Administration —» Cluster Settings - Configuration » Alertmanager —»
YAML T1TH,

2. 1B YAML B8 xxi4,

3. 1% Save,

HbBR
o i PagerDuty B 75 ML ¥i# —4% T i PagerDuty

e Z[i] PagerDuty Prometheus 5 E{ 18 SR Z > HI{AT K2 3R service_key

79


https://www.pagerduty.com/
https://www.pagerduty.com/docs/guides/prometheus-integration-guide/

OpenShift Container Platform 4.9 5%
e B Alertmanager ER & RECE B A RIE KK e L EER

6.8. FEHIE
o ETEEINIEURKIR
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B 78 BERRIERR

OpenShift Container Platform 4.9 124t 7 —HEEA IR R(URIR, WIHBBNE T BERAMFIA - E L
TR AERIRE,

A Administrator Yl 1/[7] OpenShift Container Platform &/ OVAHARI(U RN, SIFLUTIA :
o API Mg
® etcd
® Kubernetes It B IR
® Kubernetes PI%% iR
® Prometheus
o SHEEMT RMEEEME XA USE HIENRIR
& 7.1. Administrator #1f (U KR =B

Time Range Refresh Interval
Dashboards Last 30 minutes = 30seconds w
Dashboard Job Instance
Prometheus / Overview = prometheus-kBs = 100282119091 -
v Prometheus Stats
Prometheus Stats Inspect
Instance T Job Version Uptime
101282119091 prometheus-k8s 2260 BSk
1-10f1 = 1 of 1
v Discovery
Target Sync Inspect Targets Inspect
14k
12k
Tk
800
600
400
200
o
330PM 3:35PM 340 PM 345 PM 350 PM 355PM
W Targets

&3 Developer A1 7] AL B R4 LU T N FATERF 38478 Kubernetes 1T B BHRIUERR -
e CPUHEZ
o NFAZE
o WHER

o HEGEXRER
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7.2. Developer #ifa s B9{U kR B

= RedHat - . i
- OpenShift i# A3 O © kubezadmin

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

<> Developer
Project: openshift-monitoring v

+Add
Observe
Topology
Dashboard ~ Metrics ~ Alerts  Events
Observe
Search Dashboard Type Time Range Refresh Interval
Kubernetes / Compute Resources / Namespace (Workloads) + daemonset v Last 30 minutes  ~ 30seconds ~
Builds
Pipelines v CPU Usage
Helm
CPU Usage Inspect
Project
004
ConfigMaps
0.0
Secrets
0.01
4:20 PM 4:25PM 4:30 PM 4:35PM 4:40 PM 4:45PM

v CPU Quota

CPU Quota Inspect

Workload T Workload ... Running P... CPU Usage CPU Requ... CPU Requ... CPU Limits CPU Li..

1E Developer i/, E—RREEEF— B BIUERR,

70 UERBREE A SN ER REIERR

1E Administrator I, B LIEFES OpenShift Container Platform SE&E#% /0 H 4 X I U RAR.

FeREH
o mE[LIFEAEA cluster-admin & ®BBAF 10 EE,

=
e

1. £ OpenShift Container Platform web 12l &# Administrator flf& /), ## AZl] Observe —
Dashboards,

2. 7£ Dashboard FISRAZERFE—MUFKMR. BL(LFMR (40 etcd Fl Prometheus {L5RAMR) EHELH
& 4 AT B9 F 3

3. ®% : 7 Time Range ZIZ& A B — AN 3G F,
o EEETIE MBI B,
o @iTi%SF Time Range FIRAHI Custom B RISEH Fi1%E B & X HISEH,

a. Wi A%EEE From #1 To date and time,
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b. i Save LUREH & X [ESEH,
4, ok : % EFE—1 Refresh Interval,

5. BEMESEENRRINEINER L, UEREATENIFNER.

7.2. U A EBPEER REZIERR

{5 A

Developer A EEATLETIE B Kubernetes THH BRI R,

FRFH

i

o EAILMERFF LA A UiRISEE,
o Hffudid (UFRIREFNWINENEFIR,

1. 1£ OpenShift Container Platform web 1£%|& 8 Developer flf&/H, F#iZl Observe —»
Dashboard,

2. M Project: Fhi5I&RAFPEFE—NTH,
3. M Dashboard FHIFIFRHPEFE—NMUFKIR, UEESTIEHETR.
-

R, FREMRIRSERGIANBFEE, (B Kubernetes / Compute
Resources / Namespace(Pods) f&4t,

4. ¥k : 7 Time Range FlIZ& A B — N AI3E F,
o EFETIRE BN A ER
e &EiTi%EFE Time Range FIFER A H) Custom B EISER ik & B E X FSEH,
a. HIASKi%EE From # To date and time,
b. Hifi Save LMRTFEE LI ASEH,
5. A% : % —4 Refresh Interval,

6. BENSFEENRRFHENER L, U REEDENFIMESR.

Hith BHR

o (F [ Developer #1151 B #1 5 I FBUIE TR

7.3. [FEEH T

o ihHE=7 Ul
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/building_applications/#monitoring-project-and-application-metrics-using-developer-perspective
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B8 E V=7 Ul

OpenShift Container Platform Web 12l & FR1Z #5825 HY Metrics. Alerting #1 Dashboard Ul, #0177 &
KX FERXLER U BIFHER, HSHUTHRA :

o EIRIEIR
o EIHER
o EEINERR
OpenShift Container Platform i& 32454 Prometheus. Alertmanager #1 Grafana 88 =A#OM5R], —

LN A B (LRI EFETE OpenShift Container Platform Web #22& ) Monitoring —
Dashboards H,

LAEHY OpenShift Container Platform hR A Al BE R PR R = A IR OB F, =2
B, BREFERBOELEHAEN.

B OpenShift Container Platform Wi HEMRIRHLAY Grafana SLf R H U ERR 2 R 38,
Grafana X FRRILE S Kubernetes #1 cluster-monitoring 547,

8.1. EF WEB 1Z=HI& 1R 38 = A a1 Ul

& e LU OpenShift Container Platform Web &1/ 7] Alertmanager, Grafana, Prometheus
Thanos Querier BJ Web Ul,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

it =

1. £ Administrator flfa#, SMiZE Networking — Routes,

pa -3
M Developer Ml &R 88 =75 Alertmanager, Grafana. Prometheus #1

Thanos Querier Ul, EXi{Sx2, f# M Developer M H Metrics Ul 3%, Heh
SEFTET B —LETE L CPU, WTF. 7 MRS &M,

1%L Project 53k ##J openshift-monitoring 71 B,
3. RE=AMNE U
e %% alertmanager-main T8 URL 33T FF Alertmanager Ul B9& 5% T1H,
e fif¥ grafana 1THHI URL RITFF Grafana Ul BB K TTE.

e %% prometheus-k8s 1T H URL 33T FF Prometheus Ul B9 5 71,
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B8EYFHE=7 VI

e %F¥ thanos-querier TFR#) URL 33T FF Thanos Querier Ul B TTE

4. 17t# Log in with OpenShift & f& FIf&#9 OpenShift Container Platform &EiE#H4TE 5%,

8.2. /A CLI Vir B =7 R Ul

&R LAE A OpenShift CLI (oc) TEFFKEX Prometheus, Alertmanager #1 Grafana Web Ul B9 URL,

SeRFH
o EATLUEAER cluster-admin & &5 IH &R,
e B%%k OpenShift CLI(0C).
ik
1. 21T T4 EFH openshift-monitoring 11 B #IE& H :

I $ oc -n openshift-monitoring get routes

i th o Bl
NAME HOST/PORT
alertmanager-main alertmanager-main-openshift-monitoring. apps url_.openshift.com .
grafana grafana-openshift-monitoring.apps._url_.openshift.com

prometheus-k8s  prometheus-k8s-openshift-monitoring.apps._url_ opensh|ft com
thanos-querier  thanos-querier-openshift-monitoring.apps._url_.openshift.com

2. {8 Web W28 3%l HOST/PORT B&H.

%5 Log in with OpenShift 3{# B f&#) OpenShift Container Platform FIEH T E %,

HE
Wi REEEE Cluster Monitoring Operator B2, B ARAEN.,
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% 9 & iR IR R R

9.1 B E N LA E LBFEIRAA A

@it ServiceMonitor BTiR, &7 LARETE 1R A AR A RE LB B AR B9AR S5 R FFRYEE TR, IIREAET
ServiceMonitor %R, {EIEIETE Metrics Ul B BRI N BYREDE, TERIZRIE AR R IF,

SeRF M
o AEILUEMESA cluster-admin & &I 1] EE,
e B%% OpenShift CLI (oc) .
o MENAAENMINEERAHRET WL,
o {REHIE T user-workload-monitoring-config ConfigMap *f .

o RENIET ServiceMonitor ¥,

¥ =
1. 7EARS5%0 ServiceMonitor 55iRED & PR E X MRS 2 & TR,
a. REVARSS HE LB, LARRBITE ns1 1B A &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

i th o Bl

labels:
app: prometheus-example-app

b. 7 ServiceMonitor ¥5REZE F# matchLabels app 1% 2 &5 £ — % REPRZ 4 H T
Bc :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

= -
B UE N EBUIE EEN R A ERE RS ServiceMonitor FRTR
s

86



B 9 & NI HERR

2. 1f openshift-user-workload-monitoring 7l B ##:# Prometheus Operator IH .

a. 3l openshift-user-workload-monitoring 1 B F7#J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod F1fJ prometheus-operator Z23iKEXHE. £ TRAI
H, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURFREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. E#ETE Prometheus Ul M EFT BN BEIRRES,

a. BIinO%% %4 2 openshift-user-workload-monitoring 77 B R Prometheus 2451 :

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090

b. 1E Web H|%i 288/ $TFF http://localhost:9090/targets, FF1E Prometheus Ul FREEEF B
HBERRS. KESBIFEXNEIRER,

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILx.

a. 1f openshift-user-workload-monitoring i B 475 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7E data/config.yaml & prometheusOperator 5/l logLevel: debug, ¥ BEHKFIKEH
debug :
apiVersion: vi

kind: ConfigMap
metadata:
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name: user-workload-monitoring-config
namespace: openshift-user-workload-monitoring
data:
config.yaml: |
prometheusOperator:
logLevel: debug

c. REFEXMHLUGRZERN,

EN B BENHIERE, openshift-user-workload-monitoring 771 B 1 #
prometheus-operator R HE /A,

d. #i\ debug BEH 25 FE openshift-user-workload-monitoring 7 B 89
prometheus-operator E33E :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

it =Bl

I - --log-level=debug

Debug 2| B &1 %45 . 7R Prometheus Operator % HEIFFE V.
e. f2¥ prometheus-operator Pod @& IETEiZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

NREBEBMEHETE T —PNAKRIHFIE Prometheus Operator loglevel &,
prometheus-operator Pod RIRE T/ ERK N E

f. &%& debug B, LLT & Prometheus Operator @& E{# F ServiceMonitor 75iR, &Z&H
SRR E AR X R,

Hith 5w
o OIEMAE NI N REEEMRST

o NEAFXM{AMIE ServiceMonitor = PodMonitor BIiEA{E R, ES R IE T WA LRSS

9.2. TE N {t4 PROMETHEUS SE 3 K27 Z0 4]

FFA N AT LME R EX IR VeI E LB M. BENRENHESBUHNAREREN N, BEIR
HETTRENBMERINIREERM. B, customer_id BHEARAHE, EANECELRL N ATEERIE.

B DR EXEHA M-I FRFI, EREPERTFSRAERM AT S BT OB A 778 E B I
EHURIN. XA RERFNT Prometheus 188, FHFEAEMA 22,
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% Prometheus SEFERERELRT, BRI LMERLUTAE !
o KEIFHFWEMNIZIRHINE.

o & Prometheus Ul RN R FESIBEEE (TSDB) RELLT #2H KUPLEIRE OIR & % A 51
MWELER. IFERHEEARF

o EEDOIEMME—IFFIIME, EW LD 2 BECA RE LBEIRR R E B I E,

% -
ERAER —HAERATEENEEAEHDBENRE-EHEHE.
o XIAfER T E BB iR IR I E SRS, XFERFEE AR

FeREH
o ATLUFAEA cluster-admin BAE&IAE iR EEE,

o B% %k OpenShift CLI(oc).

1. £ Administrator &, # AZF| Observe - Metrics,

il

2. 1£ Expression FEXHIZ{TLLF Prometheus Query Language (PromQL) &, iX&RIiREIEH
= RIURBAIE A+ BT -

I topk(10,count by (job)({_name__=~".+"}))

3. MMRIEIHREURAIB AT, HREDBAEITHRAEREHRE,

o MPEIRERAFPENXMTAEX, FEESRA BN I REREIRE-EY, eildd A
258 Prometheus & P imEE B, ZREIFEH S BRI EBERE.

o MRIEFRS OpenShift Container Platform #:DIBMEX, 1EELIEE |7 Wi EAE—
NS HFIRE,

4. F&# Prometheus Ul B TSDB R
a. 7£ Administrator i/, SfiiZ Networking - Routes,
b. ¥ Project 5% # openshift-monitoring 1 8.
c. %% prometheus-k8s 1T B URL 3+TFF Prometheus Ul B9 & K TTE.
d. 7% Log in with OpenShift 3E{# F f&# OpenShift Container Platform ik T8 3K,

e. 7 Prometheus Ul A, # A% Status - TSDB Status,

Hi 5w
o MFAXMMIZERBRFIRFIF CIRBRERMNBIFAER, ESH A E LNIERE
1RER B BR !

o IRAZFrIAIAIA
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