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18 RERERERT
%23 OpenShift Container Platform /5, SEE¢E 5 o LI BAE & UL T4 -

o

o %3

o WA

® Network

o i

o B

o TRAEN

1L ZREENTHREES
ERHEE A AT FRERREES -

o FERIFRYIINEE : Machine Config Operator(MCO)&EH MachineConfig X%, &it{FH
MCO, #ERILUIFE OpenShift Container Platform $EEEFRHUTLLTES :

o {#F MachineConfig X RECE 17 =
o EZiE MCO HXMBE LHR

o FLESRETIEE : (FNEMBEER, EALUEEK OpenShift Container Platform £ EEINEEM
fEE R, IXLETHRESTE -

o Hif& registry

o MKECE

o HFIEITH

o AFSMRHRER

o etcd BBE

o RFMEI(E{ N ERE
o LHtNEFEILER

o MEMNUEEBE NG  BABRT, RERFEMFEAATH DNS k=& OpenShift
Container Platform, MIREFLEEREREEMNERLRER TR, 1EFUTHGREE NS :

o DNS
o Ingress Controller

o APl Server


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#post-install-machine-configuration-tasks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#post-install-cluster-tasks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#configuring-private-cluster

B15E REERRERD

PUTT RI2E - BUAERT, OpenShift Container Platform {8 Red Hat Enterprise Linux
CoreOS(RHCOS) it &2, ENEEHEBIER, EHILUERA OpenShift Container Platform &2
FREALER T LU IR -

o NINANMIERITEHL2R

o N RININFIMBRTS AR

o MEENTRAMEA pod HE

o HRREEES

BLBMLS @ ik OpenShift Container Platform &, EAILUEBEEBUTHEA :
o AOKEHRE

o i i ARRSSEH

o [MLERME

o JERKREHNRE

EF  BOANBERT, BRERMNFENIGH FH L TERE, W FEEEE £ R ARG,
TO KEiFMHEEYE, EUIEEFAMEWE. BAUERUTAEZ —EBERHE :

o HAER : EALLEILE G UBEHRRIGNFER (BREMIITN) REFHIEES
FEho

o BEE® : UK Kubernetes AMBFENEFH I MHERER. BIESHEM
W BE B R EE L,

BB : OAuth SIS kEARFB A BITHIE AP, {ENERSIER, TALUERE OAuth LU
TUUTFES -

BESDRHERER
FERETAGNYT RS AP E L HEFIR
M OperatorHub %&%& Operator

EEERABEH  BOABERT, MANERLDRE Web &/ Alerting Ul fR, AT LIELE
OpenShift Container Platform, JF&Ri8 %4 X B A EB R,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#post-install-node-tasks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#post-install-network-configuration
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#post-install-storage-configuration
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#post-install-preparing-for-users
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/post-installation_configuration/#configuring-alert-notifications
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H2EMRENBER

R % OpenShift Container Platform R4~ 4.9 &85, EALUGHELROHABXENTLE,

21 X TFREEE

EIMNER T, OpenShift Container Platform # & & A AR 2 FFi5[A#9 DNS Mlifim. EERELEEER
&, A LU DNS, Ingress Controller #1 API lRS5 85 X B NFLE,

B

MRKBHHEMAH TR, EEACRNIZEERIRSTERSATF IR, NARKEHRR
£, HRILXERS ZEEHBINENRE,

DNS

NRELERFESWEMZEF E&RE OpenShift Container Platform, RERFARETLFEENAHK
ROIEICR, FETENBERTHEREECH DNS #BftIE— AR, EARRMAERXH, L&
FFsigeEEh *.apps # Ingress X R OIE DNS &8, F 7 API R 2:01E api,

REMFAEXF *apps iLKEHERDN, HHEMFRABXE, AR NWERTEMZMHATE DNS #
#o

Ingress Controller
BT B Ingress M RZEN AR RAIERN, FAUAAEHERESEAERKME, HEEAHFRMP, &
ATLUFERIA Ingress Controller Bl R ER 122425

API Server

KINBRT, RERFN AP RS 0IEE LIRS 1 E943s, BABHNATREFER,

1E£ Amazon Web Services (AWS) L, &9 5018 MIIMAHMIAE 19 2R, NSRS ERER
B, M—FRAZFE NN, BTFESHENSEANRO. RAREREFIRE AP IRSHREXRB DT
B M ESE RS, BEBMHAEESIET ], REFRBERXT APIRSZSHVIR, EUFENR
SR EHERR. ST ARMENERSE, FTETFHRO 6443, FiRIE readyz BEREE HTTPS BT
RN,

£ Google Cloud Platform £, &8E— M AE%ESRKEENIBINL APIRE, RILELTFEEHRMAE
YR,

1£ Microsoft Azure £, SAIBAHRMFAE MEHH%ESS. B2, BT HFICERNERS, ENINEFAEER
R 98 25,

2.2. 55 DNS ZH B NFAE
HEBEEERE, BeLUENE DNS FERFERLERX,

it =
1. AEEERH DNS BE LHIR

I $ oc get dnses.config.openshift.io/cluster -o yaml

i th o Bl



B2ERKERAERNH

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}

HER, spec HBAE2E—IMREXM—MAERK,
2. &% DNS BE L FIRLMBR AKX :

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

&4 Ingress Controller fE | Ingress *f fIf=5%E DNS E X, HibHEAIEKIEX Ingress
SREF, RABFBICK.,

BE
TEMIBRAFEXES, A Ingress X &R B DNS 1L R AR IER,

3. A : EEERN DNS BRI, HMBLDHBRAKK :

I $ oc get dnses.config.openshift.io/cluster -o yaml
i Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
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Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

2.3. 5% INGRESS CONTROLLER % & HFAH
EEEEHE, TAILUERHE Ingress Controller ERFERAFMEX,

Pk
1. {82 EKIA Ingress Controller, fEE(ERMNERIRHS :

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
namespace: openshift-ingress-operator
name: default
spec:
endpointPublishingStrategy:
type: LoadBalancerService
loadBalancer:
scope: Internal
EOF

i tH 7 Bl

ingresscontroller.operator.openshift.io "default" deleted
ingresscontroller.operator.openshift.io/default replaced

MR/ DNS &8, HEHFABEXEKB.

2.4. 4% API fRS5 2RI N FLAE

IFEREEREE] Amazon Web Services (AWS) 3§ Microsoft Azure J§, FILIEHEE API RSS2, FHR
FERELERX,

FRFM

e L% OpenShift CLI (oc) o

o FFHEHR admin H R EFHE web =514,

it =
1. 1£ AWS =% Azure B9 web [T S#RHI G, HATLUTRME
a. FEIFHMPRIE X B 1 HI5EER A4

o XF AWS, MBRAERT Hit5%ER. FABXB) APIDNS KB EERRE T HaEE, BfF
AERNEE, RILETHELRREENEIGES.

o XIF Azure, MR EIDEERH api-internal FL,
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b. EAH XA api.$clustername.$yourdomain DNS £ H.,

2. fHIERANER 7 D E 25

BF

RREEN RERFEARNEMEN (IP) £RHUTUU TSR, NFR B &R ER
ZRHE (UP) &R8%, B FEhHRRsR AR 1 Hia 25,

a. AP IIHERES

I $ oc get machine -n openshift-machine-api

=1
NAME STATE TYPE REGION  ZONE AGE
Ik4pj-master-0 running m4.xlarge us-east-1 us-east-1a 17m
Ik4pj-master-1 running m4.xlarge us-east-1 us-east-1b 17m
Ik4pj-master-2 running m4.xlarge us-east-1 us-east-1a 17m

Ik4pj-worker-us-east-1a-5fzfj running m4.xlarge us-east-1 us-east-1a 15m
Ik4pj-worker-us-east-1a-vbghs running m4.xlarge us-east-1 us-east-ia 15m
Ik4pj-worker-us-east-1b-zgpzg running m4.xlarge us-east-1 us-east-1b 15m

ELLTH A, (B control plane #l38 (ZFFHEE master B9H188)
b. ME® control plane #2835 BRAER 1 Hi¥a 725,
i. YwlE control plane Machine X &R LAFS RN A 2B 1 H ¥ E 23R05 | F -

I $ oc edit machines -n openshift-machine-api <master_name> ﬂ

ﬂ 8 E EIEM control plane 5% master Machine X7 R &R,

i MRS A ER 71 B D EERE1T (EATRAIRERITIC) , REFBHT RS :

spec:
providerSpec:
value:

loadBalancers:

- name: lk4pj-ext 0
type: network

- name: |k4pj-int
type: network

ii. X &E#APEE master WENMSRES X MNTIE,
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B 3E REEISEREES

B EFEE B OpenShift Container Platform 7 m _EiZ{THIRIERSE, X S35 B L& I [A] BR 55 H91%
B, AIIRZSHESIEURENARBERE.

BT —LERETRINAES, BiT BB N Machine Config Operator EI2H) MachineConfig X5, & LUK
OpenShift Container Platform 77 s L BIRIERFHA T RS HE L,

AT RHES N T 40418 A Machine Config Operator BIZHAETE OpenShift Container Platform i m L
BB IRVERBITNEE,

3.1. 7 MACHINE CONFIG OPERATOR

3.1.1. Machine Config Operator
Fi&
Machine Congig Operator B H N AERRERANBRZTHNNEENEH, SIEARLH kubelet 2
AR B BB A E .
BUANEH -
e machine-config-server : I AKEBIFHL 2R AL Ignition B2 &,

e machine-config-controller : /&#125 72 E| MachineConfig X RE X HECE., =4t RiEH
B —H ML 2R A B35 T,

e machine-config-daemon : BTN AFVREE, LIEFHIIENIRARSEITE KL
&,

e machine-config : {RtZ&, EREHEH — VBN TENRERER,

BF

B, AZFFEIESRHINGEERS 23mmR, Vi BRSSO IIAFFEAMLS, LUEST
EFMNSRXENARESRE, FEANEEE, FXMEEMA, EEMRRIEDTESR
3K (CSR) ifim, BN kubelet X EFHIEFEZIER UM AEMAER, AL, HREERN
BFHLXBREER, W secret FEF,

FIBIEN R BIRSG RIR S, O 22623 1 22624 TN SR ERLSHN, B WIRE
LS IS A

HAth B
® XF OpenShift SDN R4 {1 .

=
openshift-machine-config-operator

3.1.2. ¥l EsEC EBLR

Machine Config Operator (MCO) &EIEXf systemd. CRI-O #1 Kubelet, PI#%. Network Manager #1H
R THEEE R, ©iLiRAE T —1 MachineConfig CRD, BAIMUEENLEARBEXH (F5H
machine-config-operator) . T f MCO BI{E R LA R an{a] 5 E R0 44 X B X F X OpenShift Container

10


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/networking/#about-openshift-sdn
https://github.com/openshift/machine-config-operator
https://github.com/openshift/machine-config-operator#machine-config-operator

# 3 E REEHSRERES

Platform B HITRNRANEREXREE, UTEENIXT #H MCO, HsRkEURENMNERA
I

o HFBREBEA LN BNREVBRIERS LT H SRS HITIHRENER, K£FK— OpenShift
Container Platform 7 g&2ith,

e MCO N AN HER B HRIRIERTIER, FiA OpenShift Container Platform &EE$#BLL worker
0 control plane 17 st FF 3k, BILRMEZS A GRS, EAUEEBRE LT, Flm, el
HE—NBEENH worker T sith, HAGENARFAENREREGIIE, B2, &7 HIRE
BENETHBUCh LR ER,

BF

— AN RN BEMIE IR RE LR, 0 master 5 worker, EREER—
N —H 2B E B 51,

e 7EfF OpenShift Container Platform R&ELEIFIELRT, Sk HIT—LENBREE, TRSHER
T, XALUET QI E#SE A OpenShift Container Platform REEFEE 2 R B9 25 BC & Sk 5
W, MABENREENSREEZT. EEMBERT, ErI8EHEZE OpenShift Container
Platform R&ERFF N L BRKRSEITHITRIEZE, USBIEMXESNT KRB IP llsS
WL D XFRE,

e MCO BENSFREFTHENTH, MCORARBEMNRIITHFINEN, RIEAHEN
MCO BEARX M, HaiEN, MCO RIBMIKIEKNEEERR, EFREANENT RAE
%IJO

o HAMBUFHNEAT R, MREFERHENTRABI—IHF TR, NPLEZEFR[FEE
%O

e MCO R¥%#FE A letc #l /var BB, EATLERMFFSHEERT LR RIS HEERIARL
Xigz—%E A, 540 /opt # /usr/local B %,

® Ignition & MachineConfig F{EAMEBER R . 1F1EIFSH Ignition BEEE % v3.2.0,

o F4A Ignition ECE 1% & A LATE OpenShift Container Platform R E#HEZF, BLL MCO 121t
Ignition BEEMI A XAE1E, 1B MCO TEEFIXLRIA Ignition BB Rt 2. EIL, ERIZIEER
Z Ignition EZERIY Ignition BB X EREZNIFEEF,

o U MCO BEMXHIE MCO ZA BT, Machine Config Daemon (MCD) &% miXE
7 degraded, AT, BARBEERXMNMERMIME, ©RIZASLTF degraded (BEZJ) KA,

o FRANBEBMN—NREREAR, &) OpenShift Container Platform &R HIM RN T =
i, &M AT, machine-api-operator B & —/N#¥l%, MCOEEE.

MCO & Ignition ¥E BB . OpenShift Container Platform 4.6 M Ignition EZEB A& AR A 2 FBEI kR
X3

3121 N AR E AT L E SR 4 ?
MCO IR AV HR BT 1E

e config : Al Ignition BEBX R (IHBH Ignition EEBE AR ) , LASERIETN OpenShift Container
Platform #85_ EBISC M. systemd ARSI EhIHAE, S5 :

o Configuration files : 8/ =& /var 5 /etc B KRB,

1


https://coreos.github.io/ignition/configuration-v3_2/
https://coreos.github.io/ignition/
https://coreos.github.io/ignition/configuration-v3_2/
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o systemd units : TEMIINA B R EFFHIXE systemd IRFSBVIRE, HEBRIMEIIAE systemd
AR5 .

o AFMA : ELLEFEN passwd ZpoHHY SSH B,

- Y
HAE core A F X B H2REE H K SSH B,

e kernelArguments : 7£ OpenShift Container Platform i 5| S E R S ITHRINSE.

e kernelType : (Fi%) FERAFIMERKMAEIVERR, £ realtime SKEMA RT A% (BF
RAN) . IXREEFENTE LR,

o fips: 5 FIPS B, FNERENKE FIPS, MARRERHNTIK,

BF

RA7E x86_64 ZRHyF#) OpenShift Container Platform E8E X #F FIPS %iEAI/Modules
in Process &%,

e extensions : BT HMFTETIIT @4 XY B RHCOS ThEE, X TFiXANIhee, ATRENT BREFE
& usbguard FIRREIRLR,

e Custom resources (T ContainerRuntime #1 Kubelet) : E#lZRECES, MCO BEEWHMNEF
HEE TR, ATIEHR CRI-O B23217H1%E (ContainerRuntime CR) #1 Kubelet iRSS
(Kubelet CR) ,
MCO F2E X OpenShift Container Platform i s £ IR /E R G H - ROME— Operatoro HAth Operator
A LUESHIRE R BThEE. —M5lF 2 Node Tuning Operator, B©RFE@ET Tuned SFFHTEED
BEHITT mIAHtEsE b,

L&A LTI MCO BB RS SEEU TSP, 1FTE OpenShift Container Platform &kt #2H
HAITERBRARERS, ESMH RHCOS R R R,

3.1.2.2. project

FEFTE S A openshift-machine-config-operator GitHub It &,

3.1.3. AN ZRECERIRTS
Z B & Machine Config Operator (MCO) . HFAHREEENFRERIRT, 1HERLT oc i w

ik =5
. BEEEEEPNENMBEER (MCP) FA MCO BEBH T REE, BHZTUTHS :

I $ oc get machineconfigpool
=1

NAME  CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT

12


https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#using-the-system-wide-cryptographic-policies_security-hardening
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/security_hardening/index#protecting-systems-against-intrusive-usb-devices_security-hardening
https://github.com/openshift/machine-config-operator

AGE
master rendered-master-06c9c4... True False False 3 3 3
0 4h42m
worker rendered-worker-f4b64... False True False 3 2 2
0 4h42m

Hep:

UPDATED

True KRAEFR R MCO SIS HFINARECEN A E1Z MCP AT =, HEiNlasEEE oc get
mcp i #) STATUS ZERHI5E, False JRAFRTR MCP By TT s IEFE E#T,

UPDATING

True JKEFER R MCO IEE7E#2HR MachineConfigPool B & X 5FR A HLE R FAE1Z MCP H#y
EV—NNR, MENNREERMWENNSREE, BEFATEHFNT RAEREATH
. False JRAEFRT MCP RBIFRAE T =& E E#.

DEGRADED

True JRERT MCO BRI BRI AT RN ESRECEN A EIZ MCP FED —IT R, FHE
BRERW, BAMT RAETERTHE, False IKEFRT MCP RERRE T/ RERRLLE,

MACHINECOUNT

FR™Z MCP HEIHL 25 5.8,
READYMACHINECOUNT

5B MCP AR & T R385 8K
UPDATEDMACHINECOUNT

§BA MCP # A& HRIH 2B B RINLER 550
DEGRADEDMACHINECOUNT

5B MCP H#71C N degraded 2% unreconcilable BI#185 535,

ERTEMHEF, BZ= control plane (master) 17 mA =4 worker 775, control plane MCP #1
KB R T E LAIHESECE. worker MCP YT A B AR EMIN S ELE, worker MCP
BN T R EH, —MBIEEHT, 20 UPDATEDMACHINECOUNT /y 2, & &R, 40
DEGRADEDMACHINECOUNT *» 0, DEGRADED /; False,

AR MCP R RIEFEE#T, {E CONFIG FHIHMHEREE R LA ARRE, ZEBESMX
PMEEEHTEH. BFTiE, JIHANGEERFENISEE, SHEH N MCP,

IR REY, LT RATEE7E READYMACHINECOUNT #, HEG&E
MACHINECOUNT A1, 7%, MCPIRE#HKXES UPDATING, AT REEY
AIRIAERECE, FRLLE#ITEE UPDATEDMACHINECOUNT &1t :

i tH o B

NAME  CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

master rendered-master-06c9c4... True False False 3 3
3 0 4h42m
worker rendered-worker-cib41a... False True False 3 2
3 0 4h42m

13
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2. E@J 7 MachineConfigPool B & Y R MCP FRigTi

I $ oc describe mcp worker

it Bl

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 3
Unavailable Machine Count: 0
Updated Machine Count: 3
Events: <none>

Unavailable Machine Count 7 :

it Bl

Degraded Machine Count: 0
Machine Count: 3
Observed Generation: 2
Ready Machine Count: 2
Unavailable Machine Count: 1
Updated Machine Count: 3

3. EEEB/UAEM MachineConfig X%, 1HZITU @S :

I $ oc get machineconfigs

R, IEIETUTeS

R R EH, T "R EE7E Ready Machine Count 7, ©8&7E

it~
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
00-master 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
00-worker 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-container-runtime  2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
01-master-kubelet 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-master-dde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m
rendered-worker-fde... 2c9371fbb673b97a6fe8b1c52... 3.2.0 5h18m

HER, 504 rendered B MachineConfig & R R = kS B MR

4. BEEERHEVNREENNSA (XfFIFH 01-master-kubelet) , &

I $ oc describe machineconfigs 01-master-kubelet

14
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5 895 B 27~ Itk MachineConfig X R R & & BS & S 4 (cloud.conf #1 kubelet.conf) #l
systemd fR%5(Kubernetes Kubelet) :

i =B
Name: 01-master-kubelet
Spec:
Config:
Ignition:
Version: 3.2.0
Storage:
Files:
Contents:
Source: data;,
Mode: 420

Overwrite: true
Path: /etc/kubernetes/cloud.conf
Contents:

Source:

data:,kind%3A%20KubeletConfiguration%0AapiVersion%3A%20kubelet.config.k8s.io%2Fv1bet

a1%0Aauthentication%3A%0A%20%20x509%3A%0A%20%20%20%20clientCAFile%3A%20
Ye2FetcY%2Fkubernetes%2Fkubelet-ca.crt%0A%20%20anonymous...
Mode: 420

Overwrite: true
Path: /etc/kubernetes/kubelet.conf

Systemd:
Units:
Contents: [Unit]
Description=Kubernetes Kubelet
Wants=rpc-statd.service network-online.target crio.service
After=network-online.target crio.service

ExecStart=/usr/bin/hyperkube \
kubelet \
--config=/etc/kubernetes/kubelet.conf \ ...

SNER N FAOHL B ECE I AIRE, AT LARERH R X — ek, a0, nsRiE ii"}occreate-f
/myconfig.yaml LN AN ERECE, EAILLUEITLAT a5 RMRIZAZREE

I $ oc delete -f ./myconfig.yaml
INRIXBME—RY[FIRE, T Z &Nt AR ey T R AGREIFEREICRTE. XESREMMEE BVRRIH 2 AIE A
K

MRAKFFARNECHNSREE, ERUER AP E RS SRERLRKEURN AR E]8aIEX
R

3.2. /A MACHINECONFIG % &R EE T =

e LA AT RSSO MachineConfig TR, BEX OpenShift Container Platform 7 m_EiZ 1T
X, systemd BITXHMEMBERSTIEE, BXEAVNREENELER, HSHAEX B3 SSH %
WEH, JSUEHRGRS %, JE A SCTP ISR, F7 OpenShift Container Platform EZi&E iSCSI

initiatorname,

15
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OpenShift Container Platform % Ignition #lA& kA 3.2, EOIEMIFTEFVIZRECEZLZE T Ignition
HIMARA 3.2, MIREFAJ OpenShift Container Platform 5£2%, {E@MIIAM Ignition MAEIRA 2.x H25HE
B 1% B O AR AR A 3.2,

R

{8 A "Configuring chrony time service" #8497 iN{al {5 E Ath B & ST AR AN EI OpenShift Container
Platform 7 BI#EEL,

3.2.1. E2i& chrony A8 AR SS

& A LLBIT BER chrony .conf XA, FHIFXLEARBFENNSREELEL TS, MIMXE chrony
[8] iR 55 (chronyd){& FE RO (B IR 45 83 AN AE RN .

it

1. BJ8— Butane E2i&, S3& chrony.conf FHIARE, a0, EFE worker T EELE
chrony, i&BOIE— 99-worker-chrony.bu {4,

% -
INFEAH X Butane BER, HS5"E A Butane B/ENEEE",

variant: openshift
version: 4.9.0
metadata:
name: 99-worker-chrony ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
storage:
files:
- path: /etc/chrony.conf
mode: 0644 6
overwrite: true
contents:
inline: |
pool 0.rhel.pool.ntp.org iburst ﬂ
driftfile /var/lib/chrony/drift
makestep 1.0 3
rtcsync
logdir /var/log/chrony

wﬁ control plane "R £, TEXPMIESFF master &1y worker.

9 HHBRECE S4B mode FEIEERMERRN, EAUIBRXHHNARENG, B Fikih+
HEE, EITLUER oc get mc <mc-names -0 yaml G5 3£KEE YAML X4,

IBEEMAEMBI, "I RIBEEGR, 20 DHCP RSSEBHRIRMHMIE, &, ERIMUBEUT
NTP fR5525 : 1.rhel.pool.ntp.org, 2.rhel.pool.ntp.org, =k 3.rhel.pool.ntp.org.

2. {#F Butane 4 X MachineConfig % &3 {4 99-worker-chrony.yaml, EHFE@EZRMFET =
HERE :

16


https://coreos.github.io/ignition/configuration-v3_2/

I $ butane 99-worker-chrony.bu -0 99-worker-chrony.yami

3 EAUTHMARE—MNAERE :

o NMRKELEEZIT, TERBEEXHRE, & MachineConfig % R34 ARMNE
<installation_directory>/openshift B, RS0 ER,

o MRERBCHIZIT, HMALXH :

I $ oc apply -f ./99-worker-chrony.yaml

Hb iR
e {3 Butane DN BREE

3.2.2. ZH chrony I} A iR S5

&7 LAfE FH MachineConfig B E X #IR (CR) WEBREA BN T REM chrony Ff[HARSS (chronyd).

FTRFH

e L% OpenShift CLI (oc) o

o LIEA cluster-admin £ M E - 10 & %,

it =3
1. @] MachineConfig CR, Ni§E T RABZEH chronyd.

a. 7£ disable-chronyd.yaml X4 F{REFLLTF YAML :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: <node_role> 0
name: disable-chronyd
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- contents: |
[Unit]
Description=NTP client/server
Documentation=man:chronyd(8) man:chrony.conf(5)
After=ntpdate.service sntp.service ntpd.service
Conflicts=ntpd.service systemd-timesyncd.service
ConditionCapability=CAP_SYS_TIME
[Service]
Type=forking
PIDFile=/run/chrony/chronyd.pid
EnvironmentFile=-/etc/sysconfig/chronyd
ExecStart=/usr/sbin/chronyd $OPTIONS

17
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ExecStartPost=/usr/libexec/chrony-helper update-daemon

PrivateTmp=yes
ProtectHome=yes
ProtectSystem=full
[Install]

WantedBy=multi-user.target
enabled: false

name: "chronyd.service"

ﬂ E2M chronyd BT =2 A, 20 master,
b. iZfTLA T a4 3k |8 MachineConfig CR :

I $ oc create -f disable-chronyd.yaml

3.23. BT RANIMARSE

HE—ERHRERT, BAREENKHFH—HT RININRZSHE.
TSEIER T RS BBIRIN,

T
RUGRARSHA D HRSDE

BRI BRARS R RAIEE

PHATRCAR RS RNV DETE, RS

® Enforcing=0 : ¥ Security Enhanced Linux (SELinux) E2& LA permissive X217, 1E

permissive TR, RIERR enforcing R —IFIMERLEE, SEMCNRFEAEPILE
WRELSRE, BEHARIEAEMMIRE. RATEIVITEFIMNERGHFHER permissive R,

{8 permissive X 2B F I,

e nosmt : ERZARRAXNIEZL%IZ (SMT)
FIMERZEMEA nosmt, LURAEBIEMBEEREIE K
T IEMERE,

INEASEITIRAIER, WS M Kernelorg WS,

ELUT RS, BEZUE—NATIRALLTRZAR MachineConfig X4 :

o [MINEIINEARSHRENAKSH,

o IETHERECESIZR AL A BRI BN,
FRFH

o BRIEHIZT

xIo

18
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https://www.kernel.org/doc/Documentation/admin-guide/kernel-parameters.txt

g
[}

1. 5 OpenShift Container Platform 5229318 MachineConfig /&, LUHE MEITRICERINL
#RECE :

I $ oc get MachineConfig

i~ Bl
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢8c9 3.2.0
33m
01-master-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
01-worker-kubelet 52dd3baba9a527fc3ab42afac8d12b693534c8c9
3.2.0 33m
99-master-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-master-ssh 3.2.0 40m
99-worker-generated-registries 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

2. QIB—EFIRARZSEB MachineConfig R4 (40 05-worker-kernelarg-
selinuxpermissive.yaml)

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: workerﬂ
name: 05-worker-kernelarg-selinuxpermissiveg
spec:
config:
ignition:
version: 3.2.0
kernelArguments:

- enforcing:O@
ﬂ PSR S E A El worker 19 82,

9 BAFRACEARINEREE RN LAME (05) URAEMHLER GRiIN— MRS EKE
& SELinux permissive #&3) .
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© FHEUHNESEITIAY enforcing=0,

3. QIEHFVISRE :

I $ oc create -f 05-worker-kernelarg-selinuxpermissive.yaml

4. RENSBEELUEERSRNINTHEE :

I $ oc get MachineConfig

LN
NAME GENERATEDBYCONTROLLER
IGNITIONVERSION AGE
00-master 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m
00-worker 52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0
33m
01-master-container-runtime 52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9
3.2.0 33m
01-master-kubelet 52dd3baba9ab527fc3ab42afac8d12b693534¢c8¢c9
3.2.0 33m
01-worker-container-runtime 52dd3baba9a527fc3ab42afac8d120693534c8¢c9
3.2.0 33m
01-worker-kubelet 52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9
3.2.0 33m

3.2.0 105s
52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

05-worker-kernelarg-selinuxpermissive
99-master-generated-registries

3.2.0 33m

99-master-ssh
99-worker-generated-registries

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9

3.2.0 33m
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3ba6a9a527fc3ab42afac8d12b693534c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3ba6a9a527fc3ab42afac8d12b693534c8c9 3.2.0 33m
5 RETR:

I $ oc get nodes

i th o Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.22.1
ip-10-0-136-243.ec2.internal Ready master 34m v1.22.1
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.22.1
ip-10-0-142-249.ec2.internal Ready master 34m v1.22.1
ip-10-0-153-11.ec2.internal Ready worker 28m v1.22.1
ip-10-0-153-150.ec2.internal Ready master 34m v1.22.1

AT LGB, TEN BTSN worker T EMAE AW ER,



EI3IELREENERELES
6. BIEEAH— worker WRHFEAKBTITSE (WL /proc/icmdline A1) , LIRERZS
WIASLE A IEEA -
I $ oc debug node/ip-10-0-141-105.ec2.internal

it Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

BOOT_IMAGE-=/ostree/rhcos-... console=tty0 console=ttyS0,115200n8
rootflags=defaults,prjquota rw root=UUID=fdO0... ostree=/0stree/boot.0/rhcos/16...
coreos.oem.id=gemu coreos.oem.id=ec2 ignition.platform.id=ec2 enforcing=0

sh-4.2# exit

&N EEl enforcing=0 SHERMEHMBAKRSE,

3.2.4.7£ RHCOS LA AERKSHNZIRE

Red Hat Enterprise Linux CoreOS (RHCOS) X #FERi#A FRIZIRE, SVFRTEHERFEH 1T 5 5 K954
M, LUEHEENENTALE. BEVREERESRE, REREEXF.

BF

% F1E OpenShift Container Platform 4.8 i E S RAREBEFH T s, WEERETRSPE
AZBE, BEMAI/OBRMTIEBEATIHI/O RGHEHENXEBD, EUFELENEH
ZREZE, BXEREIRPERASHRENESER, HS W EENLLEP EH
RHCOS EARSHERAZHBE",

BF

7£ IBM Z #1 LinuxONE A1, EREEEAELZE I RPN CEEEFN DRSS KRE, MFES
{E8, EBHTE IBM Z FILinuxONE _FZ55(E /5 7/ VM BOERE %4 RHCOS 355
OpenShift Container Platform bootstrap i#2",

FERFH
o RAE—NIEIEiZ1THI OpenShift Container Platform &£8f, ©#FEHRA 4.7 HE S hRA,

o LIEAERHNMAN B ERER,
o MEWINSHEEATHE. RAEIT HBA EEEHEEESI SAN BEN EF T HRFLIRE,

iz
1. E7E control plane T LA A BRRRERE :

o QIEHIBREE XM, 0 99-master-kargs-mpath.yaml, 173045 REEERI master i7% 3
FRRZBERAZSE, Fa0

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
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22

metadata:
labels:

machineconfiguration.openshift.io/role: "master”

name: 99-master-kargs-mpath

spec:
kernelArguments:
- 'rd.multipath=default’

- 'root=/dev/disk/by-label/dm-mpath-root'

2. 1 worker TP FE A2 BRBRRES -

o QRN ISEEXH, # 99-worker-kargs-mpath.yaml, %X RERRIN worker Fr% 3

MRS BERZSE, Fim :

apiVersion: machineconfiguration.openshift.io/v1

kind: MachineConfig
metadata:
labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-kargs-mpath

spec:
kernelArguments:
- 'rd.multipath=default’

- 'root=/dev/disk/by-label/dm-mpath-root’

3. [FAZ AR master 2 worker YAML 40| 2 ETH2SECE -

I $ oc create -f ./99-worker-kargs-mpath.yami

4. MENSBEELUEERSRNINTHEE :

I $ oc get MachineConfig

i =Bl
NAME
IGNITIONVERSION AGE
00-master
33m
00-worker
33m
01-master-container-runtime
3.2.0 33m
01-master-kubelet
3.2.0 33m
01-worker-container-runtime
3.2.0 33m
01-worker-kubelet
3.2.0 33m
99-master-generated-registries
3.2.0 33m

99-master-ssh
99-worker-generated-registries
3.2.0 33m

GENERATEDBYCONTROLLER

52dd3ba6a9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0

52dd3baba9a527fc3ab42afac8d12b693534¢c8¢c9 3.2.0

52dd3ba6a9a527fc3ab42afac8d12b693534¢c8c9

52dd3baba9a527fc3ab42afac8d12b693534c8¢c9

52dd3baba9a527fc3ab42afac8d12b693534c8¢c9

52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

52dd3bat6a9ab527fc3ab42afac8d12b693534¢c8¢c9

3.2.0 40m
52dd3baba9ab527fc3ab42afac8d12b693534c8¢c9



# 3 E REEHSRERES

99-worker-kargs-mpath 52dd3baba9a527fc3ab42afac8d12b693534c8¢c9
3.2.0 105s
99-worker-ssh 3.2.0 40m
rendered-master-23e785de7587df95a4b517e0647e5ab7
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m
rendered-worker-5d596d9293ca3ea80c896a1191735bb1
52dd3baba9a527fc3ab42afac8d12b693534¢c8c9 3.2.0 33m

5 RETR:

I $ oc get nodes

i th 7 Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-136-161.ec2.internal Ready worker 28m v1.22.1
ip-10-0-136-243.ec2.internal Ready master 34m v1.22.1
ip-10-0-141-105.ec2.internal Ready,SchedulingDisabled worker 28m v1.22.1
ip-10-0-142-249.ec2.internal Ready master 34m v1.22.1
ip-10-0-153-11.ec2.internal Ready worker 28m v1.22.1
ip-10-0-153-150.ec2.internal Ready master 34m v1.22.1

RAEI LGB, TEN BTSN worker T EWAE AW ER,

6. BIEEAH— worker WRHFEAKBTITSE (N LB /proc/icmdline ) , LIRERZS
WL B L EER -

I $ oc debug node/ip-10-0-141-105.ec2.internal
i Bl

Starting pod/ip-10-0-141-105ec2internal-debug ...
To use host binaries, run “chroot /host

sh-4.2# cat /host/proc/cmdline

rd.multipath=default root=/dev/disk/by-label/dm-mpath-root

sh-4.2# exit
BB RN RS,

HihBR
o EXAREIRITEASHENESER, HSME RHCOS LIEAEANKSHEIZ KE,

3.2.5. T R HIRIN LR IRk

—£ OpenShift Container Platform T M EEESEMEM, R Linux FE2EMRIERSE, {8 Linux
ERAREE—MESRERRE, B HRIERIUIRM LN RFE,
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INRIEE] OpenShift Container Platform T4 M #i@ 2 X LELHTRFE, Al AR ALasUI#E 2! Linux SEET A
#%. *IF OpenShift Container Platform 4.9, &= LA{#H MachineConfig X RiHF1TiXMDHE, HRFHIT
XANENHIEEFE B (REEENHFE BN kernelType X B/ realtime) , B {THEHRIIBEETE :

BT, KR RRRETE worker TR Ei24T, BRIZFIEATIHML (RAN) A,

A7 Red Hat Enterprise Linux for Real Time 8 INIERA M BN LREZTLIRHUTESE,

OpenShift Container Platform AL 2 # (W IR FAF EBI1T 1,

UFREt¥FS Google Cloud Platform &BEC £,

FERFH
o H—AIETEIZ{THI OpenShift Container Platform 588 (A& 4.4 KEEIRA) .

o LEAEEFNNASFNEREH,

it =

1 HWERRZOGIE—NHSREE : A8 — YAML X4 (f5140, 99-worker-realtime.yaml) , H
R EE— realtime W% EH MachineConfig X R, AHI&EFEEBEIEFTE worker 11 AR {F
SENF %

$ cat << EOF > 99-worker-realtime.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:

labels:

machineconfiguration.openshift.io/role: "worker"

name: 99-worker-realtime
spec:

kernelType: realtime
EOF

2. FNMBREEBRMBER., BAUTARARGVREERNEIERHS
I $ oc create -f 99-worker-realtime.yaml

3 REXLNAK : BHRRMT REHRBIGRE, EXIEH, HTUTHSRABRERENT R
A SR B T B A

I $ oc get nodes
i Bl

NAME STATUS ROLES AGE VERSION

ip-10-0-143-147.us-east-2.compute.internal Ready worker 103m v1.22.1
ip-10-0-146-92.us-east-2.compute.internal Ready worker 101m v1.22.1
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.22.1

I $ oc debug node/ip-10-0-143-147.us-east-2.compute.internal
i Bl
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Starting pod/ip-10-0-143-147us-east-2computeinternal-debug ...
To use host binaries, run “chroot /host

sh-4.4# uname -a
Linux <worker_node> 4.18.0-147.3.1.r124.96.el8_1.x86_64 #1 SMP PREEMPT RT
Wed Nov 27 18:29:55 UTC 2019 x86_64 x86_64 x86_64 GNU/Linux

AEFEDE rt #1 "PREMPT RT" 3R TIX 2 — P LT N#,

4. BREIEMAR, &R MachineConfig X/ :

I $ oc delete -f 99-worker-realtime.yaml

3.2.6. ECiE journald % &

INRIBFEZETE OpenShift Container Platform i R LB & journald BRS5%E, &R LUETUE HMIECE XX
HFZ S E NN BREC B (R 1B 25 38 BT s,

teRFE s 7 a0a/1& ek /etc/systemd/journald.conf 324 journald R E F 5 H N A El worker 7
=, BXRNMAERIZXERERE, 1EE%E journald.conf F Ui,

FRFH

o H—/IETEIZ{THI OpenShift Container Platform 5£2%,

o LEAEEFNNASFNEREH,

it =

1. B8 — Butane E2i& X4 40-worker-custom-journald.bu, EF @& HEMRELXEN
letc/systemd/journald.conf X {4,

-
- A% Butane EE, S [H"[E A Butane fIEVZREE",

variant: openshift
version: 4.9.0
metadata:
name: 40-worker-custom-journald
labels:
machineconfiguration.openshift.io/role: worker
storage:
files:
- path: /etc/systemd/journald.conf
mode: 0644
overwrite: true
contents:
inline: |
# Disable rate limiting
RateLimitinterval=1s
RateLimitBurst=10000
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Storage=volatile
Compress=no
MaxRetentionSec=30s

. {F Butane %X MachineConfig %I &3 {4 40-worker-custom-journald.yaml, 2= 4 XE|

worker T mBIECE :

I $ butane 40-worker-custom-journald.bu -0 40-worker-custom-journald.yami

. L AREEN A

I $ oc apply -f 40-worker-custom-journald.yami

. REZBNAFNGRE, HFETREELTRIRT. EUEFE/LOHHE, worker T

TEHIHTH, BT RERINE T HONREE

$ oc get machineconfigpool

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

master rendered-master-35 True False False 3 3 3 0
34m

worker rendered-worker-d8 False True False 3 1 1 0
34m

5 BRERENETEN, BalLIERE worker T :

$ oc get node | grep worker

ip-10-0-0-1.us-east-2.compute.internal Ready worker 39m v0.0.0-master+$Format:%h$
$ oc debug node/ip-10-0-0-1.us-east-2.compute.internal

Starting pod/ip-10-0-141-142us-east-2computeinternal-debug ...

sh-4.2# chroot /host

sh-4.4# cat /etc/systemd/journald.conf
# Disable rate limiting
RateLimitinterval=1s
RateLimitBurst=10000
Storage=volatile

Compress=no

MaxRetentionSec=30s

sh-4.4# exit

Hith BHR

e {3FH Butane DN BEE

3.2.7. 5 RHCOS Hiny B

RHCOS R2ETF &AM &/ RHEL B#IERSL, EE NFAIE FE AR OpenShift Container Platform &EAF 1Rt —
‘HIBAMIIIRE, BETEIIE RHCOS REIHRRIMPHH4S, B MCO Z# T —4 extensions (¥~

&)

Theg, EAELMER MCO 3 RHCOS 17 iRl —4H &/ NI ThRE,

Bal, RHTUTT RER :
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# 3 E REEHSRERES

e usbguard : &1 usbguard ¥ E AR RHCOS R4 A% A% USB K RMBE, HEEEE
USBGuard,

LURRigHed 7 o A ESECE Y RHCOS 11 Rl — 1N HE N R,

FERFH
o H—AIETEIZ{THI OpenShift Container Platform 588 (A& 4.6 SKEEIRA) .

o LEAEERFNNASFNEREKH,

it

1 WY BAIEVEREE : 0/ - YAML X (40 80-extensions.yaml) , EHF3&
MachineConfig extensions %5, #fl&1f5&EEF7RI0 usbguard ¥ &.

$ cat << EOF > 80-extensions.yaml
apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 80-worker-extensions
spec:
config:
ignition:
version: 3.2.0
extensions:
- usbguard
EOF

2. BN BREBERMBIER, BALUTHRENBEERNEIERH :
I $ oc create -f 80-extensions.yaml
XRIFFTE worker T RiIX B N RS usbguard B rpm S,

3 RERSMATIRE :

I $ oc get machineconfig 80-worker-extensions

LN
NAME GENERATEDBYCONTROLLER IGNITIONVERSION AGE
80-worker-extensions 3.2.0 57s

4. MERENAFNSREE, FETRESLTFREIURS. EUEFE/LDHE. worker thiFE
TEHIHTH, SAVSEHRIINETHVSRE

I $ oc get machineconfigpool

i th o Bl
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NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

master rendered-master-35 True False False 3 3 3 0
34m

worker rendered-worker-d8 False True False 3 1 1 0
34m

WRETR. BRARTNATI R, HET

I $ oc get node | grep worker

Fai tH o Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-169-2.us-east-2.compute.internal Ready worker 102m v1.22.1

I $ oc debug node/ip-10-0-169-2.us-east-2.compute.internal

i th o Bl

To use host binaries, run “chroot /host
sh-4.4# chroot /host

sh-4.4# rpm -q usbguard
usbguard-0.7.4-4.e18.x86_64.rpm

3.2.8. ENZREE B H hEi A B E L EH Blob

By fusr/lib FREF Blob BIRRIAGLE 2 RILAY, ATLUERILLE S BATIRSREE 2R EH B E LEH Blob.
XAEEE RHCOS AEE blob I E AN ZRECE S 5 I A HEF Blob,

it =

28

1. fIJE& Butane BC& XX 98-worker-firmware-blob.bu, ©ABEFIERKE, LUEH N root FFEHR

NAMEETE, UTFROGABIT/FLBIEE X blob XHHE /var/lib/firmware T s L,

= -
| A% Butane BEE, ES[H"[EMA Butane fIEVEEE",

BE X E# blob B9 Butane Bei& X

variant: openshift
version: 4.9.0
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-worker-firmware-blob
storage:
files:



- path: var/lib/firmware/<package_name> @)
contents:
local: <package name> 9
mode: 0644 6
openshift:
kernel_arguments:
- 'firmware_class.path=/var/lib/firmware' G

WEREG TGS EH RN T R EBEE,

1EE B E MIZ1T Butane IR LA M4 B Sk ItERI R B IS, A SUE RO RR R A XS
F files-dir B, WIIET—H FER -files-dir JETIEEE.

© )/ RHCOS iR LM BIUR. BIUBILTILEY 0644
Q firmware_class.path 38 & L NZIERBER, EEHAPEHRMA T EILE HIET Sp0R
XHERGH B E LEH Blob, iXANRAEIER /varlib/firmware /£5 B & R E,

2. J&17 Butane 4% X MachineConfig % R34, %34 # 45 98-worker-firmware-blob.yaml
ByA I TAEUE R BIE 4 blob BIA. B4 blob @EEHEEIT RMEE, LU T REIFER --files-dir
IR E TFuh E AR SO s B SRAFERE % -

$ butane 98-worker-firmware-blob.bu -0 98-worker-firmware-blob.yaml --files-dir
<directory_including_package_name>

B AR —HERENAET R

o MRKFLEHIZT, TENBFTHXME, ¥ MachineConfig X &4 RINE
<installation_directory>/openshift B/, SAE4KLL0IRER,

o MNREHBEEIZIT, BENAILXXHE :
I $ oc apply -f 98-worker-firmware-blob.yaml

2 A EAIE— MachineConfig ¥ & YAML {4, LUSEEHLZRHIEEE,

4. INRFHEFEZE#H MachineConfig iR, 15{#7F Butane BB,

HihBriR
e {3 Butane DN BEE

3.3. fidi® MCO <M B E L FiR

bR 7 EIE MachineConfig *f &4, MCO BEMMBEEXHIR (CR) : KubeletConfig #1
ContainerRuntimeConfig, X%t CR ®JiLfE BT SN AL E, X%%HIJEIJ Kubelet #1 CRI-O & 2815
FT AR SSB99T N,

3.3.1. f|# KubeletConfig CRD #% i kubelet £%4

kubelet B i& B RI#EFIME N Ignition BB, HUItFILAERESIE, B2, £ Machine Config Controller
(MCC) H R 70 T #7#9 kubelet-config-controller . XA i & #E A KubeletConfig B & X R (CR)
SRR kubelet 44,
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p= =1
&4 kubeletConfig X/ & REYF X B M LiF Kubernetes 1545 kubelet, kubelet RIE

EIUEXE{E, kubeletConfig X RAMTEMEMEEXSHER T AATH, BEXEN
1H, 1ES M Kubernetes 314,

HERBLUTES

o NENMIREEDLLE— KubeletConfig CR, WHIZNEEENNFEERE, MRENIER
KRB AEIFREM, NARER{EE—1 KubeletConfig CR.

o JiiEIIAH KubeletConfig CR LUENIN A X BESRINFIAE, MAENENEHRUE— CR,
BEUEMNAIE— CR EIEHUFENVSREE, KATFIRFNFER, UEETUREEH.

o RIEFE, IEZ KubeletConfig CR, ENEEREIHN 10, X FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) I — 2B E, FHH kubelet, X FENELL
CR, HIBAUBRA—NMTEREESN kubelet LB, 0, WREE—NHE 2 FH
B kubelet #l23EC&, I F— kubelet . 25E2 & =0 -3

IMREMPRAZREE, UHEKRNITFERHREN], LUBRETRE, F0, EMER kubelet-2 2380 & 7
&% kubelet-3 123 E.

==
INRIEHE—H A Kubelet-9 ERMNEREE, FHEOUET S —1 KubeletConfig CR,
TROBIFHINEREE, BMEDTF 10 1 kubelet Hl2RECE.

KubeletConfig CR 3l

I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f7R KubeletConfig ¥l258c & R HI

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LURRARER 7 WA ESE worker 17 m LB T RBIR K pod #E,

FEREMH
1 NIRERBMT SR RIS MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :

a. EENSREEM®

I $ oc describe machineconfigpool <name>
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it

o -

I $ oc describe machineconfigpool worker

it Bl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

@ RFMTIRE, ERUIE labels T

b. MRIRERFTE, NIEIN—D5E/(EXS :

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

1. BEFEEA LA AVSEENR

I $ oc get machineconfig

BIUERT, 5 kubelet #8XBIEZE 7 01-master-kubelet #1 01-worker-kubelet,

2. REBNT RMRAK pod BHFEIE :
I $ oc describe node <node_name>
4N -
I $ oc describe node ci-In-5grgprb-f76d1-ncngqg-worker-a-mdvo4

1E Allocatable /)17 3% £l value: pods: <value> :

it Bl

Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3 @ OIR—1NEE kubelet BER B E LHIRX M, KE worker TR EMEN T REI&KAK pod :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
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metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRIRE,

N0 kubelet BeB, 7EAMIAF, £ maxPods KEEAT REIRAK pod.

kubelet 5 API iR 283 1T X B HVIEREUA TSR EIHEE (QPS) # burst {H,
MREBANT R LZTM pod HEAMR, FAHAKIAE (kubeAPIQPS 7y

50, kubeAPIBurst /7 100) zteLL, MRTT = EERY CPUMAERR, NI
W BT kubelet QPS 1 burst 32,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. N EIRZER worker BHH A ECE M ¢
I $ oc label machineconfigpool worker custom-kubelet=large-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %k KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

i Bl
NAME AGE
set-max-pods 15m

WRIBEREPM worker TEREE, ZH&EED worker TREZENER, MFAH 3 worker T
RIERE, XNIREAREEEKRA 10 E15 o8,
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4. BITEAREEMART R

a. £ worker TV = £ 7 maxPods [EE HX :

I $ oc describe node <node_name>

b. #ZI Allocatable /)77 :

Allocatable:

attachable-volumes-gce-pd: 127

cpu: 3500m
ephemeral-storage: 123201474766
hugepages-1Gi: 0
hugepages-2Mi: 0

memory: 14225400Ki

pods: 500 ﬂ

ﬂ EARBIH, pods ZEN Ik EETE KubeletConfig xf R i ERI{E,

5. IF KubeletConfig X SRR ED :
I $ oc get kubeletconfigs set-max-pods -o yaml
X% R True SR 5730 type:Success, W TFAIFR :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

3.3.2. fll# ContainerRuntimeConfig CR Ll%#%E CRI-O S
BE NS ENSREEM]R (MCP) XEHT mEW S OpenShift Container Platform CRI-O j2 17} %
EXpy—Lei &, @idf#E M ContainerRuntimeConfig BE X ¥R (CR) , O EBEREEIFRMN—

PRZELAEER MCP, ARG, MCO RfEFAEHMEEREXILT R_EH crio.conf #1 storage.conf Bt i& 3L
{¢O

p= Y=
Z{#F ContainerRuntimeConfig CR k& SLIIMEDR, B4k CR, MAZRECE A
THERIFZE R 2k E Bl

& e LUf#EF ContainerRuntimeConfig CR {8 T E :
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® PIDs limit : pidsLimit 8% & CRI-O pids_limit 2%, XR&RHFPARIFHERILEY. FHiLh
1024 (pids_limit = 1024)

o HELS: logLevel Z#i%E CRI-O log_level Z#1, BIHEEEMIFMIZE., ERILH info
(log_level = info), HfthitIic1F fatal. panic. error. warn. debug # trace,

e Overlay X/l : overlaySize Z#i%& CRI-O Overlay 4R NTEF size S8, XRARIBRHERH
RAKN,

o ERAHRBEKXK/ : logSizeMax 3% & CRI-O log_size_max 2%, XRARBAEXHARITNR
KE. BRIANEBRT (log_size_ max =-1) , ARKENIEL, NHED/NF ConMon B
ERZ% #8192, conMon @— PNRIZHEANRBREES (W Podman 5k CRI-O) & OCI={THf

(40 runc =% crun) ZAIBYBERIRERF.

1B NZ B2 B &b — N ContainerRuntimeConfig CR, F hiZth o EFFERBEE N, MREF
MHEWARENAEIFREM, NERREZ oneContainerRuntimeConfig CR,

1N %I A B ContainerRuntimeConfig CR, LUEWIA KB RMFTINE, MARNENERO
2# CR, BiUER I — /148 ContainerRuntimeConfig CR BN RN SNEE L, SHERTIE
FFRYERER, LAUEER LIRS Bk,

IRA LURIEEE 0 %1 ContainerRuntimeConfig CR, B NEEMREHH 10, HFHE—D
ContainerRuntimeConfig CR, MCO &f|&Z— M ERECEF M0 containerruntime, X F&1F4:
CR, IZHIFRA0IEB—/NTAERFZ R containerruntime Hl23ECE. HIN, MREE—NHE 25/
2589 containerruntime #.28Bc &, I/ F—- containerruntime Hl25Ec & M0 -3,

MNREMRAZFEE, NIZUHERWIGFEREREN], LOBGEBERE, #150, EEZEM R
containerruntime-2 #1238 ERiffif% containerruntime-3 H133ECE.

= -
MRV ESECE T A containerruntime-9 5%, FHOIET

anotherContainerRuntimeConfig CR, NIA0|&#FHHINRECE, BIELF 10
containerruntime #123EC &,

BR%ZA ContainerRuntimeConfig CR 2l

I $ oc get ctrcfg

=1
NAME AGE
ctr-pid  24m

ctr-overlay 15m
ctr-level 5m45s

=% containerruntime Hl23BC & A1
I $ oc get mc | grep container

i th o Bl
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01-master-container-runtime
57m

01-worker-container-runtime
57m

99-worker-generated-containerruntime
3.2.0 26m
99-worker-generated-containerruntime-1
3.2.0 17m
99-worker-generated-containerruntime-2
3.2.0 7m26s

# 3 E REEHSRERES

b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0

b5c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0

b5c5119de007945b6fe6fb215db3b8e2ceb12511

b5c5119de007945b6fe6fb215db3b8e2ceb12511

b5c5119de007945b6fe6fb215db3b8e2ceb12511

AR RIS pids_limit 38A0% 2048, ¥ log_level X&) debug, HEZA/NEZEN 8 GB, FHi¥
log_size_max % & TR :

ContainerRuntimeConfig CR 2l

0009

apiVersion: machineconfiguration.openshift.io/v1

kind: ContainerRuntimeConfig

metadata:

name: overlay-size

spec:

machineConfigPoolSelector:
matchLabels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ

containerRuntimeConfig:
pidsLimit: 2048 @)

logLevel: debug
overlaySize: 8G

logSizeMax: "-1" 6

EENSREEMIRE,

ik EERHFPRIFHERIAEE.
ik EEREHRIEMNRE,
Ak IEEBSRHEHRAKN,
ik IHER

iz
{& 3 ContainerRuntimeConfig CR X CRI-O K& :

AR EEXHRTFHRAKRN, MFLENEER, NBHEDH 8192,

1. 2 ContainerRuntimeConfig CR | YAML 344 :

apiVersion: machineconfiguration.openshift.io/v1

kind: ContainerRuntimeConfig
metadata:

name: overlay-size

spec:
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machineConfigPoolSelector:

matchLabels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ

containerRuntimeConfig:

pidsLimit: 2048

logLevel: debug

overlaySize: 8G

logSizeMax: "-1"

@ rEEImNBRELEE MR
@ RERZLESH.

2. fil# ContainerRuntimeConfig CR :
I $ oc create -f <file_name>.yaml
3 FIERSEMECR:

I $ oc get ContainerRuntimeConfig

i tH 7 Bl
NAME AGE
overlay-size 3m19s

4. IeBEZE 0T M containerruntime H125EE :

ZD

I $ oc get machineconfigs | grep containerrun

i th o Bl

I 99-worker-generated-containerruntime 2c9371fbb673b97a6fe8b1c52691999ed3a1bfc2
3.2.0 31s

5 WiENERECEM, BEFTERSE LT ready KA -

I $ oc get mcp worker

LN
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-169 False True False 3 1 1
9h

6. JIEXEREE CRI-O HNA :

a. ITFRINSSEE T S8 oc debug &1, 3217 chroot /host,
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I $ oc debug node/<node_name>

I sh-4.44# chroot /host

b. IiF crio.conf SX{4-HHYEELR :

I sh-4.4# crio config | egrep 'log_level|pids_limit|log_size_max'
it Bl

pids_limit = 2048
log_size_max = -1
log_level = "debug"

c. HE 'storage.conf' XFHBIENL :

I sh-4.4# head -n 7 /etc/containers/storage.conf
i Bl

[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

3.3.3. @A CRI-O iy Overlay BRI EXBSRB LXK/

BIASKHRDXEREZ ENBFE T R#MEZER, RRUTUR, NAERSN root A IXERA
DRERN,

ERSE R K Overlay K/, LAREAM CRI-O 1£T1, AHEKAF PID R, &= LG
ContainerRuntimeConfig B & X ¥R E . (CRD)

apiVersion: machineconfiguration.openshift.io/v1
kind: ContainerRuntimeConfig
metadata:
name: overlay-size
spec:
machineConfigPoolSelector:
matchLabels:
custom-crio: overlay-size
containerRuntimeConfig:
pidsLimit: 2048
logLevel: debug
overlaySize: 8G

it
1 QIREENR :
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I $ oc apply -f overlaysize.yml
2. BEJS3H CRI-O EBBN B worker 1751, &% worker Hl23ERE M :

I $ oc edit machineconfigpool worker

3. R¥EFE ContainerRuntimeConfig CRD X ER matchLabels & #5750 custom-crio F1%: :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2020-07-09T15:46:34Z2"
generation: 3
labels:
custom-crio: overlay-size
machineconfiguration.openshift.io/mco-built-in:

4. REEN, AEEEVSHERE :
I $ oc get machineconfigs

#1689 99-worker-generated-containerruntime #1 rendered-worker-xyz % R#% 0| £ :

i Bl
99-worker-generated-containerruntime 4173030d89fbf4a7a0976d1665491a4d9a6e54f1
3.2.0 7m42s
rendered-worker-xyz 4173030d89fbf4a7a0976d1665491a4d9a6e541
7m36s

5. fIEXENRE, WENMREEBUTRENANER :
I $ oc get mcp worker

worker 7 RF UPDATING 7=~ True, LIRHEREE, BHOBFMEMIES

=1
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
worker rendered-worker-xyz False True False 3 2 2
20h

SERfE, worker i ma M UPDATING % #:[E] False, UPDATEDMACHINECOUNT #5

MACHINECOUNT #{[L &g :

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT

AGE
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I worker rendered-worker-xyz True  False False 3 3
20h

T E& worker #1858, BSEBTNFHM 8 GB A K/NER&EE A TFIAE worker :
Ll R

head -n 7 /etc/containers/storage.conf
[storage]
driver = "overlay"
runroot = "/var/run/containers/storage"
graphroot = "/var/lib/containers/storage”
[storage.options]
additionalimagestores =[]
size = "8G"

EAEN, BELEE root XITEH 8GB :
Ll R
~ $ df -h

Filesystem Size  Used Available Use% Mounted on
overlay 8.0G 8.0K 8.0G 0%/
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FAERREEHES
R % OpenShift Container Platform &, f&aLURBESHMERA—FT BIEE LK,

4.. ( AREEFB E L
KL LR B B E L FE OpenShift Container Platform &2 E3E R . A& T A& %70 F.

N MR IBMZ bREER, REAAEELT A,

R LB ERE KRR B RN EETIEE, NHMR registry. MAEE. HIFWEREUKRBAF S5
N P

MEFEXLEFTRNYFER, HEA oc explain 94, 10 oc explain builds --api-
version=config.openshift.io/v1

41 EHBEERR
FAERRBERESERFLEEE (MkagZr) , BHEN cluster,
VA4 sk

apiserver.config 124t API IRF5ERECE, ANUEBHRIUEH AL,
.openshift.io

authentication.c  EHIEBEMN S IREREENEHIIFERE.,
onfig.openshift.i
o

build.config.ope #ZHIEEFPMAEHENBINTRFIEES,
nshift.io

console.config. BCiE Web #EHIBREAMITH, SIEEHT .
openshift.io

featuregate.conf  J5F FeatureGates, LMEEEE(HE BT EINEE,
ig.openshift.io

image.config.op BB RERFEMEE registry (17, A, T&£L. CAHIE) .
enshift.io

ingress.config.o  SEAEXHECEIFIE MEKE FEIAE,
penshift.io

oauth.config.op EEMRF BN, LARSHES OAuth iS5 EmAZE X EMIT A,
enshift.io
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BRAH sk

project.config.o EETEMAIEA, SIEFEWEER,

penshift.io

proxy.config.op EXFENARMLFNHAHEZERNNE, I3 : BRITEMAHHEHSEFEID
enshift.io (EEB

scheduler.confi
g.openshift.io

BREFERRFTY, NIRRT RikEEeR.

4.1.2. Operator E2i& 7R

X LR E RS EESEE LA, B cluster, 12145 E Operator A BI4E B LHAHI1T N

BLRATR ik

consoles.operat  #ZHEIEZEHEIGAN, 0mAEE S

or.openshift.io

config.imagereg
istry.operator.o
penshift.io

BB IR registry IXE, IAHKERE. BELG]. RBRE. WRAR, 8IA8MF
fER A,

config.samples.
operator.opens
hift.io

B2 Samples Operator, LARHIEREF R EIPLF G RARR TS,

4.1.3. Hfth & TR

XEREFRAR—MEEHEN R L6, FRELERT, BRI ARES A TRERSRIERS DL
Bl. EEMBERT, Operator RIHFIEE & (A PRV E FNREHI BT, WFAXMEAFANOZE
i SHRLBIRFNE, HS5ERAHEGRXXHE.

BHRAFR LHIEER A ZEE Uiy

alertmana  main openshift- 2l Alertmanager 3E S,

ger.monit monitorin

oring.core g

os.com

ingressco  default openshift-  EZi& Ingress Operator {724, #0iE. BIARLL. EHFIIEHIZRHK
ntroller.op ingress- B

erator.ope operator

nshift.io

414 FEHR
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ALERXETRRRERFER. ALRETRFREERFHEXLETR,

HRAH LB FR Tk

clusterversio  version 1E£ OpenShift Container Platform 4.9 1, RBEE L LM
n.config.ope ClusterVersion %R, 1K, HRBREEMNEH,

nshift.io

dns.config.o cluster ToSRIENERER DNS B, BRI LLEE DNS Operator A 75%
penshift.io

infrastructur  cluster ARUTEHESHESHNERENREIFE.

e.config.ope

nshift.io

network.conf  cluster TERERERENERENL, EEE LEHMLG, HRERETLES
ig.openshift.i 2B E LML,

o

4.2. BFLH%EEF PULL SECRET
AT LB B AT pull secret SUMIANETHY pull secret SREFHERHIL pull secret,
LA EREMB registry FHEFRGEMAFE A RESEPM registryff, FEXMITTE,

FeREH
o METLUFEAEZS cluster-admin A& i A EEE,

it =3
1. . BT pull secret MEINEIINA pull secret A, 1ESERIATHIE ¢
a. HIALLT a4 T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. I ALLTF 64 RANMNF pull secret :

$ oc registry login --registry="<registry>" \
--auth-basic="<username>:<password>"\
--to=<pull_secret_location>

REEHTH registry, EAILIER—1 registry FEE SN CE, F40 @ —-registry="
<registry/my-namespace/my-repository>",

9 RIEH registry BIER.
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9 R4 pull secret XHRIERE,

A, B L pull secret XEHITFENEH,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret THMIERE,
VEIHHEZERET R, JEFEE—LNHE, EFEBURTEREKX/N,

M OpenShift Container Platform 4.7.4 FF18, *f 2/ pull secret BN ABALAL
TRPFZEHES,

4.3. % WORKER 7 )R

INREIEEEB L RZRERMTE LT worker T REIKRA, ATLUE Q- NS N FHBRERAEE],
XTI R, HHENRIBNYES, REBMHRE,

4.3.1. T RN RSN 2RECE b 2 (A B X 5]

MachineSet X &t T 5 =Sl 254 N FaHE KB OpenShift Container Platform 77 52,
MachineConfigPool *f & /i MachineConfigController 5 {4 7£ F 1 F2 & L F RN R HDRE,

MachineConfigPool *f & ft 1 /- Ed & 0 {al 45 28 b7 FB BN 2R B & St B9 OpenShift Container
Platform 7 s,

NodeSelector ¥ &7 LL# — 1 E| MachineSet X R85 | BE .,

4.3.2. Fohi BASE
EIENBERRMSMRNAGZ L), EAUFIY RINBE,

XMEES2ATN. RERFETHEMRERRMER, BEXN. AP ESFNEMRIILE AN S
%

SR

o &% OpenShift Container Platform £2£#0 oc fr 517,

e LIEA cluster-admin I [RHIFE - &5 &% oc.

Pt =
1. BEEREPHINESGE -

I $ oc get machinesets -n openshift-machine-api
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HL2R%E L <clusterid>-worker-<aws-region-az> B35 H,

2. EEREBNG -
I $ oc get machine -n openshift-machine-api
3. EEEMPRENES LIXETR

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. j/t4T cordon #4F, HFEEEMIBREIT =

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5. T'EBHRE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -

I $ oc edit machineset <machineset> -n openshift-machine-api

7
IR AT AN AR LT YAML kY RALZR4 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

B B EN SRR, FELLOHUEHNET T A,

o JUIEMIRRTIHAROMLES

I $ oc get machines

4.3.3. N2 &M BRERRS

Random. Newest #1 Oldest 2 =X #FHIMIFRILETT, FKINMES Random, FRTEY BVl BENILE
FHERLER, BT EBUFENERE, TLURIEBHIZ B M PRERE
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spec:
deletePolicy: <delete_policy>
replicas: <desired_replica_count>

T BRECRE B4t 4., ERAIE 1S 7246 X #1285 L0 machine.openshift.io/cluster-api-delete-
machine=true ;Ef#k 18 E N3 M EREIIL S,

BT
FINER T, OpenShift Container Platform B 2% Pod ERZBIE worker £, HTERHZRE

EF R EEERETR (215 Web 12H18) , MRIEAEHFNE T AL Pod, BNIERERN
worker #2359 BN 0,

WP ERERENRSBIETERET &, 1 worker M3 E T 45 B E RRE X LEAR
&I, ETLMEFEE YR, AR RS 4 A I,
4.3.4. 0 EBRINBIERESEE T ke

R LUH SR pod ERIBIARESE R T RS R LRI, MR OIRIATE pod REIZIHF
E T /o

FEREERSEE T RSN, MBMEEEED LI pod OpenShift Container Platform & fF BRI sk
2AINE pod, FIFZ pod FAEREBLEINEHT =,

IRA LB Jr B A EE T2 Operator BE X HIR (CR) EEBEESER T mikfFss. B NTR, Vg
HABREEBE RIS, SR RINBINEETHREFERT RS ENE, FITRESE., MR =Siles
1’%*”.-7 //J\\DDE”?E_E*J-L%EEE%E’J*T TA1%EO

ﬁ

=
%% BRI LAE pod WRINEISLBYHE/(EXT. BR, BIEN—DERINBERINTREAE,

it =2
/IJ\\DD%U\E’J%E¥/B.TJ 'J—_'_ T %ﬁ

1. YmiE A ERRF Operator CR MAZINBRIABISEBESE Bl 17 s 28

I $ oc edit scheduler cluster

HEAT REFESRMERZRF Operator CR Rfl

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:

name: cluster

spec:
defaultNodeSelector: type=user-node,region=east ﬂ
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mastersSchedulable: false

policy:
name: "

ﬂ ERE LB <key>:<values X FNANTT smikfEEs.

SRIEBERE, HEFEHIE openshift-kube-apiserver Il B F1# pod,

REEHEE pod a7, MINMEESEH T RUEFSETREN.
2. ﬁﬁﬁﬁﬁ*ﬂ%ﬁ%ﬁlﬁ*&%?ﬁ I \7 jj—ljl \//J\\j.]u*T_L .
o EOIET RN, HANSBEEBISBESENT RIRNMIFE

a. BT TS, IZHRINE MachineSet ¥ & :

XA REEE LD HH,

p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"<key>"="

151
‘ $ oc patch MachineSet <name> --type='json' -

<value>","<key>"="<value>"}}]' -n openshift-machine-api 0

ﬂ FENPRRARNIN <key>/<values X,

a0 -

$ oc patch MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c --type='json' -
p="[{"op":"add","path":"/spec/template/spec/metadata/labels", "value":{"type":"user-

node","region":"east"}}]' -n openshift-machine-api

B
AR LA AL T YAML EEHESE R RIMIRE :

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
template:
spec:
metadata:
labels:
region: "east"
type: "user-node"

b. £/ oc edit S S HILI % 6 EHRNINE] MachineSet X/ R :
g0 -

I $ oc edit MachineSet abc612-msrtw-worker-us-east-1c -n openshift-machine-api

MachineSet X &= fi
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apiVersion: machine.openshift.io/vibetai
kind: MachineSet

spec:

template:
metadata:
spec:
metadata:
labels:

region: east
type: user-node

c. BYBEREOOHT BT REEFREBESZNBERNT = ¢
f5gn -

$ oc scale --replicas=0 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api

$ oc scale --replicas=1 MachineSet ci-In-18nry52-f76d1-hl7m7-worker-c -n openshift-
machine-api
d B SMEHAAN, £H ocget HEILZINERTERMEIT R -
I $ oc get nodes -l <key>=<value>

a0 -

I $ oc get nodes -I type=user-node

i th o Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hl7m7-worker-c-vmqzp Ready worker 61s v1.22.1

BT RNIREE

a. AT R%iE Node X5 :
I $ oc label nodes <name> <key>=<value>
BN, EZEHLUTT SRR -

$ oc label nodes ci-In-18nry52-f76d1-hl7m7-worker-b-tgg49 type=user-node
region=east
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B
SRR LA AL T YAML k@Y S5 -

kind: Node
apiVersion: v1i
metadata:
name: <node_name>
labels:
type: "user-node"
region: "east"

b. {#F oc get S WIFIFEREERMEIT = :
I $ oc get nodes - <key>=<value>,<key>=<value>

a0 -

I $ oc get nodes -| type=user-node,region=east

i th 7 Bl
NAME STATUS ROLES AGE VERSION
ci-In-18nry52-f76d1-hI7m7-worker-b-tgg49 Ready worker 17m v1.22.1

4.4. NETIME OB EMIBRM SR

BRI O — SRR OB (UTE MR A GNEE, MBIABELS. SRHNBERER registry A
HRTFREETMLEE, XEEMBRANEF I E NS ITIMERR R S,

HEEHES, BUEEVRE=HIRERBNEMIEMHM. OpenShift Logging #l Red Hat
OpenShift Service Mesh £83& Elasticsearch, XHFE=MLFIREZFENT =L, “Xﬁbﬂﬁﬁﬁﬁ_ﬂo{ﬁﬁ%

ARrEEA IZLA;@JLH_IFH'E XHNREFTZE=ZITENIESEE, SIMITARBE—D. BEESD
ARARNERF Azure K18, ERTLMERATRAMEERBERS A AME,

BREMBRT RUARAIEEMEN T S LZTHAGRNFE, 1§5E QIRERMISES,

B0 AT R, WA LMEANIZEE. post_installation_configuration/cluster-tasks.adoc#creating-
an-infra-node_post-install-cluster-tasks[assign a label to the nodes], /& | 23ECE M,

BXRAATFXEREZONSRERD, ESH TR OENESE,

P4 E T s i ge N A B AR B B 2R 4H 4 & 5 B OpenShift Container Platform {3 125 25X £ T
AEAER BB ZIREIT =,

4.4.1. QYR E

PRT RERFUZITENSEN, TR A CRRISER LR E TN ERVSTER
5)/?\0

FRFH

o IRE— OpenShift Container Platform % &%,
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it

e L% OpenShift CLI (oc) o

LB A cluster-admin f{ R A F 5145 & % oc.

1 fIE—1TaaEEEEELER (CR) TR YAML X4, FHRHESEN

<file_name>.yaml,
IR IXE <clusterlD> 1 <role> SHH,

2. Wik MMREFHEENFEFRXEWLNME, EFTUMEEPRENAITENSE

a. BIIHERHNITENSEE, HTUTHS

I $ oc get machinesets -n openshift-machine-api

i Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

b. EEEREITENBEEELHIR (CR) BE, HZITUT

I $ oc get machineset <machineset_name> \

-n openshift-machine-api -o yaml

it Bl

apiVersion: machine.openshift.io/vibetai

kind: MachineSet
metadata:
labels:

A

A .
™

machine.openshift.io/cluster-api-cluster: <infrastructure_id> ﬂ

name: <infrastructure_id>-<role>

namespace: openshift-machine-api

spec:
replicas: 1
selector:
matchLabels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id>
machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>

template:
metadata:
labels:

machine.openshift.io/cluster-api-cluster: <infrastructure_id>

machine.openshift.io/cluster-api-machine-role: <role>
machine.openshift.io/cluster-api-machine-type: <role>

machine.openshift.io/cluster-api-machineset: <infrastructure_id>-<role>
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3.

©

spec:
providerSpec: 6

SERFE SR 1D,
NI NSRRI

y a3

SFEERFESWEMIEEMIER, TEVSRERBE0/E worker #1
infra 2R B35,

T ENERXE CR M <providerSpec> SBOHFHERFETFEAN, X CRHH
<providerSpec> SHMELER, 1HSH ML EITENZRXE CR EE M.

ITUL T ép 5 #0132 MachineSet CR :

$ oc create -f <file_name>.yaml

ZTU T m, BEEITENSEINR

I $ oc get machineset -n openshift-machine-api

i Bl
NAME DESIRED CURRENT READY AVAILABLE AGE
agl030519-vplxk-infra-us-east-1a 1 1 1 1 11m
agl030519-vplxk-worker-us-east-1a 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1b 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1¢c 1 1 1 1 55m
agl030519-vplxk-worker-us-east-1d 0 0 55m
agl030519-vplxk-worker-us-east-1e 0 0 55m
agl030519-vplxk-worker-us-east-1f 0 0 55m

LN EEE AN, DESIRED #1 CURRENT WERITEL., MRNFBERTH, EFRF/LIH,
REBRIZITRS.

4.4.2. QI EMZR T R

BF

HEH N RERERF B &AM O EMRIINEE, FE control plane 77 = H
W25 AP BEIEMMEASR QIR EMRITN K.

SREMNEMBHRES (B infra TR) WEKRKEWER. TEEFRH control plane #1 worker 7/
REES, Worker 17 s a] LB AL 38 & W AR T kN RERF (BN app ) .

it
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1. MIEEFRLNARRET R worker 17 sURNIIIRE

I $ oc label node <node-name> node-role.kubernetes.io/app=""
2. ARE T L ERZR T RB9 worker T sURINIREE ¢

I $ oc label node <node-name> node-role.kubernetes.io/infra=""
3. MEMXTRIEZSEES infra AR app A :

I $ oc get nodes

4. QIBFCABVSRESE T mukfEdR. BOAT mukFEas N A ETER A 6 & 22 A P 8IRHY pod, X&E
B—15 pod EEMIME T L FRXENRE, XRHHMNRE pod BIEFER.

BE

NSRBI\ T RUE RS pod PREMEHRZR, TIREAR FERIAT fEFESS,

BR, TEEXBHERTH pod ZEFAIHEMEIAT sUEFSS. flI0, % pod
BIFRERIS B NIRRT 2B ® (4 node-role.kubernetes.io/infra="") i, %
BN L FEERE B NREN T mAE (40 node-
role.kubernetes.io/master="") TR T pod TEAE, HEIb, FBEINT =%
FREBNRFETRABNE/ND.

IEIART LA T B 7 R 2n Rl S R BFSE 17 st i AR o 9e,

a. YwkE Scheduler ¥ :

I $ oc edit scheduler cluster
b. fHFEE MM LSRN defaultNodeSelector FE% :
apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
spec:

defaultNodeSelector: topology.kubernetes.io/region=us-east-1 ﬂ

ﬂ BAERT, 7Y REESFTOANESEIREE us-east-1 KIFH T =,

c. RIFXMHLAGRRZ LN,
HUAE, SR LU RS FRB BT CH infra T,

Hith 5w
o AXRUMMAEE R 1T R T LUB R EESCH T RULFISRPNRINIEE, HESEUIE T RIS,
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4.4.3. HEMELH 2 Q2 S EE
MRFELMRUNBEELTRRE, NLACIB— infra i,

pri% =
. AEESER N EREEM infra 17 s BT SRR :

I $ oc label node <node_name> <label>

I $ oc label node ci-In-n8mawr2-f76d1-xscn2-worker-c-6fmtx node-role.kubernetes.io/infra=

2. A28 E worker ABFMBE LA BF I SFEELFERNVAFRER

I $ cat infra.mcp.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: infra
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,infra]} ﬂ
nodeSelector:
matchLabels:
node-role.kubernetes.io/infra: " g

whn worker AEMBEE X AR,

SRR NP E 7 nodeSelector FNEIT &=,

HE Y HEECE M worker R4k AN BRECE. B E BEREMETNT worker it
MIHZRECE, (BIg0T B BE M ERMIThEE. BT EE M
worker tEARAE AR, *f worker A {F A E Rt R E E i,

3. BAYAML X, SR LGN ZRECEM

I $ oc create -f infra.mcp.yaml

4. 1ENSREE, URREMERMEERD :

I $ oc get machineconfig
=1

I NAME GENERATEDBYCONTROLLER
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IGNITIONVERSION CREATED

00-master 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

00-worker 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

01-master-container-runtime

365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

01-master-kubelet 365c1cfd14de5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

01-worker-container-runtime

365c¢1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

01-worker-kubelet 365c1cfd14deb5b0e3b85e0fc815b0060f36ab955
3.2.0 31d

99-master-1ae2aie0-al115-11e9-8f14-005056899d54-reqistries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

99-master-ssh 3.2.0 31d
99-worker-1ae64748-a115-11e9-8f14-005056899d54-registries
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 31d

99-worker-ssh 3.2.0 31d
rendered-infra-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 23m
rendered-master-072d4b2da7f88162636902b074e9e28e
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-master-3e88ec72aed3886dec061df60d16d1af
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-master-419bee7de96134963a15fdf9dd473b25
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-master-53f5¢91c7661708adce18739cc0f40fb
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d
rendered-master-a6a357ec18e5bce7f5ac426fc7chffcd
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-master-dc7f874ec77fc4b969674204332da037
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-1a75960c52ad18ff5dfa6674eb7e533d
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-2640531be11ba43c61d72e82dc634ceb
5b6fb8349a29735e48446d435962dec4547d3090 3.2.0 31d
rendered-worker-4e48906dca84ee702959¢c71a53ee80e7
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 7d3h
rendered-worker-4f110718fe88e5f349987854a1147755
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 17d
rendered-worker-afc758e194d6188677eb837842d3b379
02c07496ba0417b3e12b78fb32baf6293d314f79 3.2.0 31d
rendered-worker-daa08cc1e8f5fcdeba24de60cd955¢cc3
365c1cfd14de5b0e3b85e0fc815b0060f36ab955 3.2.0 13d

MM ZSBE— N HHINZRECE, A rendered-infra-* 5145,
AL BEERENBE S CGHIER, E0E—SRERE, ZEEFEREE ChAMMENIRE, W
AFIRR infra, 15EE, XXM, ELER/RNEATEREN, X, BAURNARET
infra 17 mBYEA B E L ERE,

-

DIRFNERECEME, MCO R MZBER— M2 E, URIZBERNX
BT AN R &,

[N
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a. DIENREE :

I $ cat infra.mc.yaml
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig

metadata:
name: 51-infra
labels:
machineconfiguration.openshift.io/role: infra ﬂ
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- path: /etc/infratest
mode: 0644
contents:

source: data:,infra

Q SRR INIFE £ 7 nodeSelector FINEIT &=,

b. A2 EE N A E infra-labeled i m :

I $ oc create -f infra.mc.yaml

6. BIAERIFYSECER TR :

I $ oc get mep

it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
MACHINECOUNT READYMACHINECOUNT UPDATEDMACHINECOUNT
DEGRADEDMACHINECOUNT AGE

infra rendered-infra-60e35¢c2e99f42d976e084fa94dad4d0fc  True  False False 1

1 1 0 4m20s

master rendered-master-9360fdb895d4c131¢c7c4bebbaec099¢c90 True False False
3 3 3 0 91m

worker rendered-worker-60e35c2e99f42d976e084fa94da4d0fc True False False
2 2 2 0 91m

EARBIF, worker T m#HN— infra T o

Hth BHR

o MFAREBE LHEADH infra MlBNELSER, BSHGEANGEERITT REEEE,

4.5. NERMZR T R B85 3E TR
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B 4T REREHES
EOE T EMZRNERER, worker #l infra AN BEFH infra TTm. BF infra B8N RAS
T AIZITEMERR R A S8, ENEHR A T worker A,

@E, L4 infra T O EC worker AL, AP IT/EMEAIRERKEAMDEL infra TR, ERGIXFHE
B, A LS N AR infra TR, FHAEERE® pod N AR,

4.5.1. A5 [RIEB R EEM ST R T

MREE—NDET infra 71 worker A &R infra TR, BUIEBZLZT R, UWERNESERF TER
:&O

BF

BIRRE N infra TT R QRBI infra,worker 1%, FHEAITAMAREEEA ST/

AEFEBIMNT S, MRMTT PR worker 515, MaFiolE—NEE kSR

bo BABE B MCO FEEIRA 2B master 3 worker LA BINEIT R, HIRAE
EEBAE IEMBE G, 4857 worker FRZ B 8 F BN worker Ml ESEC B BT

5 infra IR 5 5 &£EHBE, ©RITEIT S,

FeRFMH

® 7£ OpenShift Container Platform &g BX14+ B0 MachineSet X &,

AR
. A infra WIS AR IETEE EE R TEMAE -

a. METREEREIR

I $ oc describe nodes <node_name>

i Bl
oc describe node ci-In-iyhx092-f76d1-nvdfm-worker-b-win2|
Name: ci-In-iyhx092-f76d1-nvdfm-worker-b-win2l
Roles: worker
Taints: node-role.kubernetes.io/infra:NoSchedule

A ERTREBG R, B UET—FHhREME pod HIMER,
b. MREILRBEETT RUMIEER ERER -~ TERE

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>
4N -

I $ oc adm taint nodes node1 node-role.kubernetes.io/infra=reserved:NoExecute
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N
AR AN AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: node-role.kubernetes.io/infra

effect: NoExecute
value: reserved

ABTE node1 EE— N node-role.kubernetes.io/infra B/5 5, 1552
NoSchedule, £7%& NoSchedule effect #9777 s (U AIE B 1TF1%75 =M pod, {BEFRIFIAE pod
S BZ T R,

% o
NREF descheduler, NiER T 11 =I5 =M pod A EER MEEEIXER,

2. WE infra TV m LER pod BEEERINAR, MEKEER. registry MIAIRTEf#E, 7 Pod X
KRR TAR -

tolerations:
- effect: NoExecute ﬂ
key: node-role.kubernetes.io/infra 9

operator: Exists

value: reserved
BERINET RBR,
B ERINETT s,

187 Exists Operator, BAZ XTI R LFE— M EH# 7 node-role.kubernetes.io/infra #J
15 R

EERINET RBRE XI5 BV {E,

o 009

AR ES oc adm taint S AR5 mLE, EFLABER pod ATLUAEER infra WL,
==
FAREREW BT OLM ZEM Operator B9 Pod #%! infra Tim. 5

Operator Pod BIEENEUR FEA Operator WECE,

3. HRMEERER pod HEE infra T1m. HIBIESIN 2T = LA pod KEHIXH,
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Hi 5w
o MFTHAXN pod HERTRIER, BSMHERAAERFZES pod HiE,

4.6. FF RSB EMIZRIH A%
HER T, ERERHENET RELMRL IR, ETBCIBEERNEMBINEE,

4.6.1. Bk EAER
EAT LR BR SR pod EREEIRRAMNBES. BIMERT, pod EEEH worker 7R,

FeRFMH

e 1 OpenShift Container Platform S£E£hEZ B4 BUH 255,

ff

L=

S

1. EEKEZS Operator B IngressController B E X iR :
I $ oc get ingresscontroller default -n openshift-ingress-operator -o yaml
RHIH R F LT XA ¢

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
creationTimestamp: 2019-04-18T12:35:39Z
finalizers:
- ingresscontroller.operator.openshift.io/finalizer-ingresscontroller
generation: 1
name: default
namespace: openshift-ingress-operator
resourceVersion: "11341"
selfLink: /apis/operator.openshift.io/vi/namespaces/openshift-ingress-
operator/ingresscontrollers/default
uid: 79509e05-61d6-11e9-bc55-02ce4781844a
spec: {}
status:
availableReplicas: 2
conditions:
- lastTransitionTime: 2019-04-18T12:36:15Z
status: "True"
type: Available
domain: apps.<cluster>.example.com
endpointPublishingStrategy:
type: LoadBalancerService
selector: ingresscontroller.operator.openshift.io/deployment-ingresscontroller=default

2. 4#%# ingresscontroller %R, 35X nodeSelector LA Finfra 175 :

I $ oc edit ingresscontroller default -n openshift-ingress-operator
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spec:
nodePlacement:
nodeSelector: ﬂ
matchlLabels:
node-role.kubernetes.io/infra: ""
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 75N nodeSelector %1, FH X NERFERERINAGNE, EaILUREN T RIBEEHN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 77
=mBRNTEE, TERNTCENER.

3. HHIAKH2: Pod 7E infra 17 &2 L1217,
a. BEKHSR Pod 7R, FHiL FIEEZITH Pod B9 m&FR :

I $ oc get pod -n openshift-ingress -o wide

i th 7 Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES
router-default-86798b4b5d-bdivd  1/1 Running 0 28s 10.130.2.4 ip-10-

0-217-226.ec2.internal <none> <none>
router-default-955d875f4-25598 0/1  Terminating 0 19h 10.129.2.4 ip-10-
0-148-172.ec2.internal <none> <none>

EARFIG, EFEZITH Pod iIF ip-10-0-217-226.ec2.internal 17 5= L,

b. BEEIEIEIZITH Pod BITT AR -
I $ oc get node <node_name> ﬂ

Q 1EE M Pod 5K 7k#SH) <node_name>,

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-217-226.ec2.internal Ready infra,worker 17h v1.22.1

MFARIIKREE infra, FEIk Pod FEEMBT R LiZ1T,

4.6.2. %R registry

IRFEEE registry Operator, LMEFHE Pod EREEIHM T =,
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it

1. &% config/instance %R :

I $ oc get configs.imageregistry.operator.openshift.io/cluster -o yaml
it Bl

apiVersion: imageregistry.operator.openshift.io/v1
kind: Config
metadata:
creationTimestamp: 2019-02-05T13:52:05Z
finalizers:
- imagereqistry.operator.openshift.io/finalizer
generation: 1
name: cluster
resourceVersion: "56174"
selfLink: /apis/imageregistry.operator.openshift.io/vi/configs/cluster
uid: 36fd3724-294d-11e9-a524-12ffeee2931b
spec:
httpSecret: d9a012ccd117b1e6616ceccb2c3bb66a5fed1b5e481623
logging: 2
managementState: Managed
proxy: {}
replicas: 1
requests:
read: {}
write: {}
storage:
s3:
bucket: image-registry-us-east-1-c92e88cad85b48ec8b312344dff03c82-392¢
region: us-east-1
status:

2. 4w’ config/instance X & :

I $ oc edit configs.imageregistry.operator.openshift.io/cluster

spec:
affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- podAffinityTerm:
namespaces:
- openshift-image-registry
topologyKey: kubernetes.io/hostname
weight: 100
logLevel: Normal
managementState: Managed
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nodeSelector: ﬂ
node-role.kubernetes.io/infra: ""

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ﬂ 750 nodeSelector %1, FH X NERFERERINAGNE, EaILUREN T RIEEHN
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 77
=mBRMTIEE, TERNTCENER,

3. B registry pod B EEMIZEM T M.

a. IBTLATFa4, LURJ registry pod FRFERYTI M

I $ oc get pods -0 wide -n openshift-image-registry
b. HINT REREIEEMILE

I $ oc describe node <node_name>

EEGSHEH, FH#IA node-role.kubernetes.io/infra 57 LABELS %3k A,

4.6.3. B iR AR

IR B S SN HM, S8 Prometheus, Grafana #1 Alertmanager., Cluster Monitoring Operator &
IR, BRI EREEREMER T R, ERLIOIEFN A B E LB,

it =

1. %i%E cluster-monitoring-config EdEML4Y, FE X nodeSelector LAE A infra 1155 :

I $ oc edit configmap cluster-monitoring-config -n openshift-monitoring

apiVersion: vi
kind: ConfigMap
metadata:
name: cluster-monitoring-config
namespace: openshift-monitoring
data:
config.yaml: |+
alertmanagerMain:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
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effect: NoExecute
prometheusK8s:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
prometheusOperator:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
grafana:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
k8sPrometheusAdapter:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
kubeStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
telemeterClient:
nodeSelector:
node-role.kubernetes.io/infra: ""
tolerations:
- key: node-role.kubernetes.io/infra
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value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
openshiftStateMetrics:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute
thanosQuerier:
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoSchedule
- key: node-role.kubernetes.io/infra
value: reserved
effect: NoExecute

ﬂ 0 nodeSelector 281, FH X WERTEBAERNEGME, EITLURENT RIBEEN

&, A& ERA nodeSelector S <key>: <value> X}, NIRRT infrasructure 77
SERINTIER, PERNTRENER,

2. MBI pod BEFNLER :
I $ watch 'oc get pod -n openshift-monitoring -o wide'

3. MRAMEERE infra TR, HMERTHXNHEHHER pod:
I $ oc delete pod -n openshift-monitoring <pod>
EMER pod BIZEHTE infra 7 s _EEFAIE.

4.6.4. #%1)) OpenShift Logging ¥R

& B LAER & Cluster Logging Operator, LUSAFBEILK FREEMHH Pod (40 Elasticsearch #
Kibana) EREEITEN T mLE, BIESF Cluster Logging Operator Pod MEZREMERE.

Flan, EeILAEN CPU., WEMBEA EKIKE M Elasticsearch Pod # B — N EIRM T 2 £,

FERFH
o WI&% Red Hat OpenShift Logging # Elasticsearch Operator, ERINEMR T & B REIX LET)
GIER
it 3
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1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:
collection:
logs:
fluentd:
resources: null
type: fluentd
logStore:
elasticsearch:
nodeCount: 3
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
redundancyPolicy: SingleRedundancy
resources:
limits:
cpu: 500m
memory: 16Gi
requests:
cpu: 500m
memory: 16Gi
storage: {}
type: elasticsearch
managementState: Managed
visualization:
kibana:
nodeSelector: g
node-role.kubernetes.io/infra: "
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
proxy:
resources: null
replicas: 1
resources: null
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type: kibana

wﬂﬁbu nodeSelector £%, FH X N EAFEBEBRIMEHENE, EILURE T RIEEM
&, A& EA nodeSelector S <key>: <value> X}, fIRIEFE infrasructure 7
=mABRNTEA, TPERNTCENER.

SNy
SR HGRE %), B LMER oc get pod -o wide 3%,

o -

o MEEFHI¥H ip-10-0-147-79.us-east-2.compute.internal 7 = _EHJ Kibana pod :

I $ oc get pod kibana-5b8bdf44f9-ccpq9 -o wide

it Bl

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

kibana-5b8bdf44f9-ccpq9 2/2 Running 0 27s 10.129.2.18 ip-10-0-147-79.us-
east-2.compute.internal <none> <none>

o REE Kibana pod # %] ip-10-0-139-48.us-east-2.compute.internal T /1, LT mE—N%
FA B ELAHIZRAL 77 5

I $ oc get nodes

it Bl

NAME STATUS ROLES AGE VERSION
ip-10-0-133-216.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-146.us-east-2.compute.internal Ready master 60m v1.22.1
ip-10-0-139-192.us-east-2.compute.internal Ready worker 51m vi1.22.1
ip-10-0-139-241.us-east-2.compute.internal Ready worker 51m vi1.221
ip-10-0-147-79.us-east-2.compute.internal Ready worker 51m vi1.22.1
ip-10-0-152-241.us-east-2.compute.internal Ready master 60m vi1.22.1
ip-10-0-139-48.us-east-2.compute.internal Ready infra 51m vi1.22.1

HESR, %7 2E%A node-role.kubernetes.io/infra: " label:

I $ oc get node ip-10-0-139-48.us-east-2.compute.internal -o yaml

i th o Bl

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-139-48.us-east-2.compute.internal
selfLink: /api/v1/nodes/ip-10-0-139-48.us-east-2.compute.internal
uid: 62038aa9-661f-41d7-ba93-b5f1b6ef8751

64



resourceVersion: '39083'
creationTimestamp: '2020-04-13T19:07:55Z'
labels:

node-role.kubernetes.io/infra: "

e Ef) Kibana pod, 4%k ClusterLogging CR LURANT sk %25

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

spec:

visualization:
kibana:
nodeSelector: ﬂ
node-role.kubernetes.io/infra: "
proxy:
resources: null
replicas: 1
resources: null
type: kibana

@ ORI R LUTE T RAIAR FRE label,

o R7F CRG, Al Kibana Pod f#8441E, M Pod SMERE -
I $ oc get pods

it Bl

NAME READY STATUS RESTARTS AGE

cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 29m

elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0

fluentd-42dzz 1/1 Running 0 28m
fluentd-d74rq 1/1 Running 0 28m
fluentd-m5vr9 1/1 Running 0 28m
fluentd-nkxI7 1/1 Running 0 28m
fluentd-pdvgb 1/1 Running 0 28m
fluentd-tflh6 1/1 Running 0 28m
kibana-5b8bdf44f9-ccpq9 2/2  Terminating 0 4miis
kibana-7d85dcffc8-bfpfp 2/2  Running 0 33s

® ¥ pod {iITF ip-10-0-139-48.us-east-2.compute.internal i ;2 L :

I $ oc get pod kibana-7d85dcffc8-bfpfp -0 wide

28m

28m
28m
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it Bl

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

kibana-7d85dcffc8-bfpfp 2/2  Running 0 43s 10.131.0.22 ip-10-0-139-48.us-

east-2.compute.internal <none> <none>
o KIS, R Kibana Pod S HER,
I $ oc get pods
=1

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-84d98649c4-zb9g7 1/1 Running 0 30m

elasticsearch-cdm-hwv01pf7-1-56588f554f-kpmlg 2/2  Running 0 29m
elasticsearch-cdm-hwv01pf7-2-84c877d75d-75wqj 2/2 Running 0 29m
elasticsearch-cdm-hwv01pf7-3-f5d95b87b-4nx78 2/2  Running 0 29m

fluentd-42dzz 1/1 Running 0 29m
fluentd-d74rq 1/1 Running 0 29m
fluentd-m5vr9 1/1 Running 0 29m
fluentd-nkxI7 1/1 Running 0 29m
fluentd-pdvgb 1/1 Running 0 29m
fluentd-tflh6 1/1 Running 0 29m
kibana-7d85dcffc8-bfpfp 2/2  Running 0 62s
47. XTEEFRT B

SEEBE Y BS V% OpenShift Container Platform 89K/, LUHRHYFIMNEEE R, ©FEH
Kubernetes IE NI BAME S BRI EMBMER, MAXMERRNMRU TR EIRHEBNNTR, £8¥
BIEHSERESCRRNEN, T5RENMAZREEHEXE,

L TFHRT BT EEEM AT worker TR LR pod B, EERESH—DTREHRIBEFK
B, SEETT RRIBMEEHNKXN, KEEVT BRFRRER RGBT EHEEBRS,

S0 BRITEEBHTBAAAE T R LMWAE. CPU M GPU, BMEEAREE control plane i f, iXLE(E
FRETENSEE, elIRENEHPAMERRENREG, fli, MRELXESARNEFRRERS, £iE
P BETESIIAFREN SEEEHTINME TR, AE, ZIHTERTHRESEEYT BERSERRM

B % worker KRB E,

BF

RIRIEAT AR ClusterAutoscaler 75RE Y #) maxNodesTotal {ERE 17K, BLUKE
TTEERPIREMNNES S, WEXRTEE control plane MMM EUR AT BEMN
HE,

BRI10®, KAV RINEEHDIFENET R, HBRE]. MRHBUTRY, £EEHT

BaZEEMRIT R
o i EiZ{THIFRA pod B9 CPU MR E K EH/INF T = LD B F IR 50%,

o KREMNT BRALUFET R EZITHRE pod BEIEMT <.
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o KRBT BRABUHNEREMR.

MRV REFEUTREM pod, KB BARMPRZT R
o BHRHIM pod FETTIE (PDB) B Pod,
o BARET R LEiZ1TH Kube R4t Pod,
e %7 PDB = PDB R A 5HBY Kube 24t pod,
o TEILFIB/IRIFN Pod NEE. BIFAEHEREE.
o EFARMEFHEN Pod,

o FEMNMZHIR, TR RHEEAREANEALREMR XHKEEREAMEEREREMAERN
Pod,

e BXH "cluster-autoscaler.kubernetes.io/safe-to-evict": "false" ¥ fiZ#J Pod, [RIEEMtLEHR
"cluster-autoscaler.kubernetes.io/safe-to-evict': "true” %,

plgn, EELUEERK CPU RRIEIXE N 64 1M, FHREHEDT REENEMIRES S AP\]F/*E’WL

MREERFENT &, NHEEHHERRS

o RNEEEEBUMTEN BTRAFNT R, B—TRETWAET REGHERNEEMIRE,
HEZTHERIRS Pod,

o IEEESMEH Pod BIIEK,

o MMRFERGLE Pod it HRiMER, 5ECEE S8 PDB,

o MINEHTIRHMAETZW K, W RHEREBNRAT st

o REZTHMTRABDT B, FRTRUMAERHIBINT B,

pod A B ZNT & (HPA) %D%ﬁEih?fELl$ﬁEUﬁiﬁ1I%E&$ﬁmﬁo HPA 1RYE 4 /18 CPU M E B
HMENBEENE A, MROEFILM, HPA KOCBFTHEIEX, TREFHTHANKREMM. MRZER
BHHIR, KEENT RENMEIR, LUEHPA SIZH pod B _JL,LJ_HO MR ABID, HPA RiFLE—L%
BlE, MREBRESBELTRABRETIRENZE, FEHEVT BEMBRTLERNT =,

SRBYT BREEE pod (5K, MREFHEBEREWHHEIR, N"Pod ML5EKFNIE & PRI RIE (L5
F§* Pod, @%ﬁEiﬁffﬁﬁﬁﬁﬁﬁﬁ,ﬂ\ﬁﬁﬁﬁﬁﬁ Pod BEMBIR, NHEXHNIIEE, EREEIT R

—MMESEN B R, ER MER LB KB IFE R AN "8 Pod, b1l]TA{E$E¥EiJJH“§i@
Dﬂmﬁ ﬁﬁ/‘E'fXEﬁjFﬁ%FﬁmlﬁETLfTo

MHEFBAETELLERN Pod A2 S HERY B LEERES . RATSRME T 2Ki21T Pod, FHA
BEMIBRIZITIXEE Pod BYTT 52 %%%b‘ﬂlm

4.7.1. ClusterAutoscaler ¥R E L

It ClusterAutoscaler 7HRE X B T EE BT BRSEFRAIE,

apiVersion: "autoscaling.openshift.io/v1"
kind: "ClusterAutoscaler"
metadata:

name: "default"
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909000 9009006906006 O 9O

o
(0]

spec:

podPriorityThreshold: -10 )

resourceLimits:
maxNodesTotal: 24 g
cores:

gpus:
- type: nvidia.com/gpu ﬂ
min: 0

max: 16@

- type: amd.com/gpu
min: 0
max: 4
scaleDown: @
enabled: true m
delayAfterAdd: 10m (B)
delayAfterDelete: 5m @
delayAfterFailure: 30s @
unneededTime: 5m @

187E Pod /B M — LR F BELL N AR BT BEBEL M, WIA— 32 (I
&, podPriorityThreshold (%5 &S %S Pod B PriorityClass {Hi# 17 HL#¢,

EEEMENZRAT R, XMEREHPHBNNBZLE, MAUZBIT BREHMNE.
RIXMERBEKR, BLUHEFE control plane it B85 LA R & 1E MachineAutoscaler FRAH1EE
BIEI AR S,
EEESRHTEBENRNRNZE.
EERHPEBENRRNLI.
EEEHPRNIREE (LLGB hHEA)
EEEHPHNRARNEFE (LGB HEAL)
(%) IBEELEN GPU 1M, RA nvidia.com/gpu #1 amd.com/gpu 28 HIKEL,
EEESETEENR) GPU L,
EBEEBHPERENZRA GPU HE.
FEUE S H, EEHLIEESMREEEFNNK, TLMEREMABERB ParseDuration [AIfR, 21

ns. us. ms, s. m#lh,

EEEHBDT BESTLUMBRALENT =,

(%) EEESERNT REBEFFSATREMRT <. MRAIEEME, NEAIFKINE 10m,
BEESENGET REBEEFSATREMRT K. MRFEEE, NERAIFKIME 10s,
BEELEWEHMRN FEERFS AT REMRT <. MRFEEE, NERARKIME 3m,


https://golang.org/pkg/time/#ParseDuration

B AT RERRRES

@ EEELI S KA FZE, TRENT RFFEMEREM. WRTEEMHE, NERKILE 10m,

HATY BIRER, S£EBT BREFE ClusterAutoscaler FRE L FiXERSER, 0
BMENR/NRARZE, HEHRTNAEE, BHE, SEENT BT EEEHIHY
BIEIBIE NTEXLESEHE A,

=&/ANME&RK CPU, REM GPU HR BT EEREHME T m EHX L THREMmE, BIfE

ERADT BILEBEIZT M. B0, control plane T mEEBMEREHEE, BffE
BB BAERE control plane i,

472 HMEEEHE DT B
ERELBHBT B, 0/ —1 ClusterAutoscaler ¥RE4H1,

it

RS

1. 5 ClusterAutoscaler FRAIZE— YAML X, HbE8SBEEYHNEERE L,

2. EEHPOIER
I $ oc create -f <filename>.yaml ﬂ

ﬂ <filename> 218 B & M FTE SUE IR,

4.8. X THlaBT &

MBI B HERTE OpenShift Container Platform £ EREMH 2R E B Machine &, ETLL
" BEIA worker 355, UREAIBHNEMIGE. YEHLEEVPHRRIFELIEN, m%EQEJJ
I B RIBM Machine, X MachineAutoscaler FRFHE (MF/NHZALHIHE) WEMESRETS
BN A EI B Frd 28 X & .

8%

B AERENR BT R EERKFE T RMERT BlER. KEAT BERNS
B BRE LFEMRRBETT RIFHIR, MREEXEE WEBHT BRIERTE XL
SHEYT R, §BENT RKEFRT RERH.

4.8.1. MachineAutoscaler ¥R E L
Itt MachineAutoscaler FRE X TR 7 ¥l28 B 51T BN SEFRAIE,

apiVersion: "autoscaling.openshift.io/vibetal”
kind: "MachineAutoscaler"
metadata:
name: "worker-us-east-1a" 0
namespace: "openshift-machine-api”
spec:
minReplicas: 1 g
maxReplicas: 12

69



OpenShift Container Platform 4.9 2 Gk &

Qv O

scaleTargetRef: ﬂ
apiVersion: machine.openshift.io/vibetai
kind: MachineSet €
name: worker-us-east-1a G

EENSZBHT BEM. HTERSZFGILNSEZE T BT BIFLYEE, HEESCIRET BN
M2REN BT, NSRERMRALLTEX : <clusterid>-<machineset>-<region>,

EEAENSRENY BEHERT BRY/GREEEEXREHMIEERBEMNR/IIBEE. NRE
AWS, GCP, Azure. RHOSP % vSphere #0217, NMILLER RN 0, S FEMENE, ERERILL
EIZE M 0,
SNFEFRHEIEMENENSNEREREYE, &5 BEEATAKRENBHNEEE, ETLUSIE
WE N 0 ETARAE, MRVEREFER, SEENT BRNNSBERERE NS,

5

N FRERFEAEMZEEN, EFRER OpenShift Container Platform Z2&& it f2 /
PN =& EH2%EM spec.minReplicas 1EHi%E& ) 0,

EEEHRBAT BVIKLERY BRRUEEERMXEHIMENIEERBUNRAIBHE, BIF
ClusterAutoscaler 7R 7E ¥ maxNodesTotal {ERE 7K, LUENZRBEIT BETURE XN E
BIAL25,

EANTH, REATFERAET BRI ANSENE,

kind S5 MachineSet.

name [EX TS INENBZENLIRICE, 0 metadata.name SEHUEFIT.

4.8.2. BENRET &
EREYERB T B, 0/ —1 MachineAutoscaler %R/,

it =

1. 77 MachineAutoscaler %R0IE—D YAML X, EdhES5BE XHERE X,

2. EEHPOIERR :
I $ oc create -f <filename>.yaml ﬂ

ﬂ <filename> 21& 8 E X F R STHEBI B TR,

4.9. {fFH FEATUREGATE & B KTl i Thag
0] LB IS 4w FeatureGate B E X HR (CR) NERFMA T m e e R Tl hee F45&.

4.9.1. T #ETh8El ]
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B LUFE F FeatureGate BE X FHR (CR) EEE /S B EMINEE

. IWEEE R OpenShift Container
Platform IhEEMIE &, BUIAER TAEA.

& e LA{# FH FeatureGate CR EELL T {EMIZhEE

e TechPreviewNoUpgrade ;X MIRESRE SRR AT IIRERI F4R. LLINRER RV IEENIHER
B RIXERATGEIhEE, EAUEN KK REIHAel], ANREE-RETFERANIIEE,
[E RS RER T BB F IR I RR AT, AL INRRA AL ThEE

Digk

==
[=]

1E5 275 TechPreviewNoUpgrade hEEE T AU, FRMEIERMRA
BH, EARNIZEEIMEER TS A LINEE,

LIhRESR S A T LT RORTIIIRE -

o Azure Disk CSI Driver Operator, {#f Microsoft Azure Disk Storage BJ Container Storage
Interface(CSNIRZNFERF /2 AR A S (PV)BE R,

VMware vSphere CSI Driver Operator, {#f Virtual Machine Disk(VMDK)##] Container
Storage Interface(CSl)VMware vSphere JXZhi2F /5 B IF A S (PV),

o CSIB#iE#%. NXRHHUWABEGEABTER, FHIFEXNH Container Storage
Interface(CSNIKENTERF. FE NIRRT IEIRHE -

®  Amazon Web Services (AWS) Elastic Block Storage (EBS)
B OpenStack Cinder

®m  Azure Disk

®m  Azure File

®  Google Cloud Platform Persistent Disk(CSI)

®  VMware vSphere

o Cluster Cloud Controller Manager Operator, J&F Cluster Cloud Controller Manager
Operator MA BN A=ILHIZR. E AT IRE

B Amazon Web Services (AWS)

B Microsoft Azure
B Red Hat OpenStack Platform(RHOSP)

o Insights Operator, &M Red Hat OpenShift Cluster Manager 5 A RHEL Simple Content
Access (SCA) it

4.9.2. /3 Web #4585 AThAE
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RA L@ IT YR EE FeatureGate B E Y
BEFhMRRAE Y U FA ThAE

iz
J& FThRESE :

1. 7£ OpenShift Container Platform web #£#l& ), tI#:E] Administration - Custom Resource

Definitions T1 &,

1 Custom Resource Definitions TIE A, mili FeatureGate,

3. 7£ Custom Resource Definition Details TLE, = Instances &£,

4. = KB ThR

El], AR = YAML &£,

5. %?ﬁ%ﬁ%% LURIN4F ERITHEE

Theel 1B E X

Digk

==
[=]

1E5 273 F TechPreviewNoUpgrade hEE T A HUE, FHRMEIERMRA
BE, EANIZEEINEEE TS AL IR,

BB

apiVersion: config.openshift.io/v1
kind: FeatureGate

metadata:

name: clusterﬂ

spec:

featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR B & Fr 4/ 2 cluster,

9 //J\\ﬂﬂg)jﬁﬁﬁ’ﬂﬂ

e TechPreviewNoUpgrade 5 F 7 45 EBIR AT T ThBE,

REERE, RORHONREE, AEEHYERE

USATl
BRI LAE T rUR AR

PEFE—DT R

3. £ Node iF¥t5 T E

72

B, HENAERNESN T RLEMAE.,

MERSEEET 2 M kubelet.conf XX ERIIFEE S T RS 1.
1. M Web #Z24I& 1 #9 Administrator 11 £,

# AZE| Compute —» Nodes,

F, = Terminal,

%R (CR) 3E{# M OpenShift Container Platform Web %14 5



4. EXRBEOR, FHRBEZXBH /host :
I sh-4.2# chroot /host
5. #%& kubelet.conf X :
I sh-4.2# cat /etc/kubernetes/kubelet.conf

i th Bl

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

EEREDFAN true BITHEE,

A=
, FHAIINEEE OpenShift Container Platform MR ABIFR B A A [,

4.9.3. {8 CLI [ HIheE

&AL Jn’E FeatureGate B E X BTIR (CR) 3fEMA OpenShift CLI (oc) HWEBEHMFRE T m/E A

HheesR,

SeRFH
e B%% OpensShift CLI (oc) .

iz
J& FThRESE :

1. %% cluster Y FeatureGate CR :

I $ oc edit featuregate cluster

DI

H
[=]

1E5 2%+ /5 TechPreviewNoUpgrade ZheE5E TBEHUE, FHRMEIERRA
B, EARRIZEET IMNERE /S AL IhEE,

FeatureGate BE X K iERHI

apiVersion: config.openshift.io/v1
kind: FeatureGate
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metadata:
name: clusterﬂ
spec:
featureSet: TechPreviewNoUpgrade 9

Q FeatureGate CR B9 & Fr4 /2 cluster,
© FmEEmHHE

e TechPreviewNoUpgrade 5 F 7 45 EBIF AT T ThBE.

REERENE, UEFNVSFEE, AREFNSFEER, HENAESESNTRLFAE,
Sk
ERILAE T RO g2 RSB EE T | £ kubelet.conf SUFREIFERE B A T 38 1o
1. M Web #=%I& A #J Administrator ¥, 7 AZl Compute —» Nodes,
2. HEFE—NT R,
3. 7£ Node HEfETTEA, =R Terminal,
4. EXRBEOH, FIRERBY /host :
I sh-4.2# chroot /host

5. &%& Kkubelet.conf 314 :

I sh-4.2# cat /etc/kubernetes/kubelet.conf

it Bl

featureGates:
InsightsOperatorPullingSCA: true,
LegacyNodeRoleBehavior: false

EEREDFAN true BITHEE,

p= Y=
, FIHHBIIHRER OpenShift Container Platform iR AM AR MAFF AR,

4.10.ETCD %
#19 eted. EFASNER eted MBS ER eted EUE,

4.10.1. X F etcd N
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B4 RERERES
FINBERT, OpenShift Container Platform RIN% etcd #E, EEEE /5 AN eted FHTINEHRITHEER
NEFENREMEIRBAANRTZE, f0, 0R etcd EMBBLEFNILEEBXNBEHWAL, ©RE
R BUREUIE,

JE A etcd MR, LUF OpenShift API RZ583 %0 Kubernetes AP iR 5525 BT IR #0025 -

® Secrets

o FCiERRSY

® Routes

e OAuth Ji[n] k&
e OAuth B S

LHIEE A eted MNBE,, RORMEBRY ., IEBRFAXIFAMTRIL. BoMEHXLERFTEEM eted &
PHIRE,

pa -3
etcd NBERMBE, MAMEHE, FREL, SRAZERMNREMZARINEH,
MBEFDTRPEAT etcd INE, static_kuberesources_<datetimestamps.tar.gz

XHEE eted REBHMEEY. NEEEN, BFRUEXHS etcd REDFEME. EZE,
BEIXNXHFBEMIBRBY eted RIRIRE LIATRY eted K.

4.10.2. |2 B etcd 1%
RATLAE A eted MBS AN & BE R OB TR,

i
Of

AR INE S BT RAT, TNEED eted HiR, MRMBALRBILZHTTHK, NEHH
RERRER DN

JEF etcd NS, ARESHII—LEEK :

o ctcd MNEATRES ML BHIRBIRFHFE.

=N

o MAIRERIREIN EDMRERA LI, EHMFBIRMEMDIRS .

o 1%L 1/O ARERS

&

MR A AR B T

FREH
o FHEZXR cluster-admin B &I £,

it

1. {8tk APIServer 5 :
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I $ oc edit apiserver
2. 18 encryption Wik Bi% & )y aescbc :
spec:

encryption:
type: aescbc

Q aescbc £ EIZRR AES-CBC {#f PKCS#7 padding 1 32 45 B R HATINE,
3. REXHLUESR T E M,
MEZSIEFFE, RIBEENKD, XNIRATREFTE 20 o8k E KB 8] F BE5T K.
4. BE eted MBS K.

a. && OpenShift API lR552589 Encrypted A4, UKIEEFRESERINNE :

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

ERNRIHINE B K .7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: routes.route.openshift.io

IR HiH T R EncryptioninProgress, MZENMEHTH, SENLOHEER,

b. && Kubernetes API [R552580 Encrypted RS54, UKITEFRESERINNE :

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'
ERNRIHINE Bt .7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: secrets, configmaps

IR HiH T R EncryptioninProgress, MZE{NEHTH, SENLOHEER,

c. &%& OpenShift OAuth API BR5583# Encrypted A%, LURITETRETERININE -

$ oc get authentication.operator.openshift.io -o=jsonpath="{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'
ERRIHINE 5K 7~ EncryptionCompleted :

EncryptionCompleted
All resources encrypted: oauthaccesstokens.oauth.openshift.io,
oauthauthorizetokens.oauth.openshift.io

IR HiH T R EncryptioninProgress, MZENEHTH, SENLOHEER,
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4.10.3. 22 etcd N
A ATEEREHPEA eted FURBMIINE,

FERFH

o {HMAEA cluster-admin & &I 10 EE,
ik S

1. {&ck APIServer X% :

I $ oc edit apiserver
2. f% encryption FEREILE ) identity :
spec:
encryption:

type: identity

Q identity KR 2RINE, BREREHITEMAME.

3. RTESTHLUMESR S £ R
R IEF IR, RIBEBMIK/D, XMTRATEERE 20 D9 KB [ F BESE M.
4. BE etcd R R BRI,
a. Z & OpenShift API fR%52589 Encrypted A%, URIFEHFRES SRR

$ oc get openshiftapiserver -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR R f5 i i 7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEHTH, SENLIHEER,

b. &%& Kubernetes AP [R55250 Encrypted RS54, UKITEFRESERINAER

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIH AR fo i 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEH1TH, SFENLIHEER,

c. &%& OpenShift OAuth API fR5583# Encrypted A 5%, URITETRETERINAER -
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$ oc get authentication.operator.openshift.io -o=jsonpath="'{range
.items][0].status.conditions[?(@.type=="Encrypted")]}{.reason}{"\n"}{.message}{"\n"}'

TERRIHAR T ek 2.7~ DecryptionCompleted :

DecryptionCompleted
Encryption mode set to identity and everything is decrypted

IR TR DecryptioninProgress, fEZ{NIEHTH, SFENLSHEER,

4.10.4. 17 etcd EHE

REBLUUTH, @it 02 eted IREBFHFFHHE pod WITERED eted BIE, XNEFHRALUKRE, F+
HEUERENERERRE etcd HiE.

! .
HI{REF ¥ — control plane W&, FEMEREFHE control plane EWIFHITEAD

FeREH
o ATLUFAEA cluster-admin BA&I A iR EEE,

o HEREREHATHRIEENE,

R

&AL T & & oc get proxy cluster -o yaml B R EREEEEHA, MR
httpProxy. httpsProxy# noProxy FI%E T1H, N&ERARIE,

it =

1. 7 control plane 7 RS 8I—1 debug &1F :
I $ oc debug node/<node_name>

2. HRHIRE KN /host :
I sh-4.2# chroot /host

3. MREATEREEMWAE, EREDSHT NO_PROXY. HTTP_PROXY# HTTPS_PROXY
INETE,

4. 217 cluster-backup.sh A, HIAREFDPHAIE.
R

cluster-backup.sh BIZ&F} etcd Cluster Operator BJ—MNHABG#4E, ©=E etcdctl snapshot
save in DHIEETERF (wrapper) o

I sh-4.4# /usr/local/bin/cluster-backup.sh /home/core/assets/backup
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found latest kube-apiserver: /etc/kubernetes/static-pod-resources/kube-apiserver-pod-6

found latest kube-controller-manager: /etc/kubernetes/static-pod-resources/kube-controller-
manager-pod-7

found latest kube-scheduler: /etc/kubernetes/static-pod-resources/kube-scheduler-pod-6

found latest etcd: /etc/kubernetes/static-pod-resources/etcd-pod-3
ede95fe6b88b87ba86a03c15e669fb4aadbf0991c180d3c6895ce72eaade54at

etcdctl version: 3.4.14

APl version: 3.4
{"level":"info","ts":1624647639.0188997,"caller":"snapshot/v3_snapshot.go:119","msg":"created
temporary db file","path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db.part"}
{"level":"info","ts":"2021-06-
25T19:00:39.030Z","caller":"clientv3/maintenance.go:200","msg":"opened snapshot stream;
downloading"}
{"level":"info","ts":1624647639.0301006,"caller":"snapshot/v3_snapshot.go:127","msg":"fetching
snapshot","endpoint":"https://10.0.0.5:2379"}

{"level":"info","ts":"2021-06-
25T19:00:40.215Z","caller":"clientv3/maintenance.go:208","msg":"completed snapshot read;
closing"}
{"level":"info","ts":1624647640.6032252,"caller":"snapshot/v3_snapshot.go:142","msg":"fetched
snapshot","endpoint":"https://10.0.0.5:2379","size":"114 MB","took":1.584090459}
{"level":"info","ts":1624647640.6047094,"caller":"snapshot/v3_snapshot.go:152","msg":"saved",
"path":"/home/core/assets/backup/snapshot_2021-06-25_190035.db"}

Snapshot saved at /home/core/assets/backup/snapshot_2021-06-25_190035.db
{"hash":3866667823,"revision":31407,"totalKey":12828,"totalSize":114446336}

snapshot db and kube resources are successfully saved to /home/core/assets/backup

FEXANRBIF, 7E control plane 41 EH) /home/core/assets/backup/ B kO T H N30 -

e snapshot_<datetimestamps>.db : ;XN XHZ etcd 1RIR, cluster-backup.sh FIARFEINE
B

e static_kuberesources_<datetimestamps.tar.gz : XX EEFS pod IR, 1R /EA
T eted INE, BSHEE etcd REHMEBEH,

MREAT eted INE, BUHTEEERE, BB-IXHS eted REB2 TR
7. BE, ZBEINXHTBEM eted REBHIFITRE,

FHOME, eted [UNEFITNE, MANEATING, XEKRETELE, 64
22 Al RN R B R INEE Y,

4.10.5. 0 & etcd #UE

SFAE, SBEMNSER, MREZEAIE K KHBT 2 A, eted WIEELSARSIIEN, EH4H

AhERREE LB eted, SUBEEBURIEMERIIZEN, 58 Prometheus LU T 2 eted 3857808, FHEEEN

HTRE A R BN, etcd TEERBIR —NERSEHEMER, EERBHFALTER, ((BHESIHIE

FOM P&,

W PR3 SR T

e etcd_server_quota_backend_bytes, X2 #ifc AR &l
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e etcd_mvcc_db_total size_in_use_in_bytes, X/ L4 E LB EFERE
e etcd_mvcc_db_total_size_in_bytes T REIRZE K/, SIEEFEFEEN A AZEH
ESBHERRNESRE (80 eted JIRILFKRE) K eted BEH1TE IR LAD WA Z2 7],

st BB R MHIT—R, HERRBIEEFERER. iR A A eted A, EEHX
HRETNT A, BRI R eted HITHRIER, FREEINZATHENXHERIEM,

BArBESEE, BEETUFIMLE,

BEFERAEEEEREHIER, AN etcd operator FERAKEERRBERF RH MM
15,

4.10.5.1. AR
etcd Operator BRI i, TEEALF,
HEUTAEZ —REIER R BB IREEKYD

e ectcd AHE

® cluster-etcd-operator pod

e Operator RAEFIREE

Digk

==
[=]

BB RER AT OpenShift B DOAE AR FE2E KK, 40 Kubernetes 22
HEREES, XSMABERRUNEHS, EERRERSE, HEMANT—INEREZT
BYSEHIBERRELIHE, HEHEHEERFBRIKE T/,

A &5 tH Bl

10907 08:43:12.171919 1
defragcontroller.go:198] etcd member "ip-
10-0-191-150.example.redhat.com”
backend store fragmented: 39.33 %, dbSize:
349138944

4.10.5.2. FHER
IR LL 2 eted_db_total_size_in_bytes 1515, LUAERBEEFohii 1T B,
LA OB SR eted BBZEXR/N (MB) RAERBHFEHTHHEIE, & PromQL Rik

(etcd_mvcc_db_total_size_in_bytes - etcd_mvcc_db_total_size _in_use_in_bytes)/1024/1024 3%
Z2[H],
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Digk

H
AN
A 5 eted B— NI MIBM, TEHTHEESRE, cted RATATIR, Ei,

EBNT—1 pod BT FBER, EVSFHF—28, UEEHITUREEST
{’EO

BREBUTEZ TN eted B LR eted BIRIITHE AL,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

it
1 HEMA eted AR FERA, ENATRIITREHE L,

a. KEX etcd pod I3k :

I $ oc -n openshift-etcd get pods -l k8s-app=etcd -0 wide

=1
etcd-ip-10-0-159-225.example.redhat.com 3/3 Running 0 175m
10.0.159.225 ip-10-0-159-225.example.redhat.com <none> <none>
etcd-ip-10-0-191-37.example.redhat.com 3/3 Running 0 173m
10.0.191.37 ip-10-0-191-37.example.redhat.com <none> <none>
etcd-ip-10-0-199-170.example.redhat.com 3/3 Running 0 176m
10.0.199.170 ip-10-0-199-170.example.redhat.com <none> <none>

b. it pod FHETU T RS FEMEIN eted RAZMT -

$ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com etcdctl endpoint
status --cluster -w table

i o Bl

Defaulting container name to etcdctl.
Use 'oc describe pod/etcd-ip-10-0-159-225.example.redhat.com -n openshift-etcd' to see
all of the containers in this pod.

+ + + + + + +
+ + + +

| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |

+ + + + + + +

+ + + +

| https://10.0.191.37:2379 | 251cd44483d811c3 | 3.4.9| 104 MB| false| false |
7] 91624 | 91624 | |

| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 104 MB| false| false |
7] 91624 | 91624 | |
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| https://10.0.199.170:2379 | 9ac311f93915cc79 | 3.4.9| 104 MB| true| false |

7| 91624 | 91624 | |
+ + + + + + +
+ + + +

EFItH 89 IS LEADER 71, https://10.0.199.170:2379 ir R 2415, 5 E—% i TSI
i, 2158 pod £#5H eted-ip-10-0-199-170.example.redhat.com,

2. 5 etcd B,

a. IFEIIEEIZITH etcd B3, K18 72 ST pod BIEHE :
I $ oc rsh -n openshift-etcd etcd-ip-10-0-159-225.example.redhat.com
b. BUEIXE ETCDCTL_ENDPOINTS IfEZ & :
I sh-4.4# unset ETCDCTL_ENDPOINTS
c. ;B etcd XA :
I sh-4.4# etcdctl --command-timeout=30s --endpoints=https://localhost:2379 defrag
=1
I Finished defragmenting etcd member[https://localhost:2379]

ISR % £HBIFEE R, 180 --command-timeout BI(E, BEIESEKIH L,
d. BIFEUEER NS B4E/)

I sh-4.4# etcdctl endpoint status -w table --cluster

i Bl
+ + + + + + +
+ + + +
| ENDPOINT | ID | VERSION | DB SIZE | IS LEADER | IS LEARNER |
RAFT TERM | RAFT INDEX | RAFT APPLIED INDEX | ERRORS |
+ + + + + + +
+ + + +
| https://10.0.191.37:2379 | 251cd44483d811c3| 3.49| 104 MB| false| false |
7| 91624 | 91624 | |
| https://10.0.159.225:2379 | 264c7c58ecbdabee | 3.4.9| 41 MB| false| false|
7| 91624 | 91624| | @)
| https://10.0.199.170:2379 | 9ac311f93915cc79 | 3.4.9| 104 MB| true| false |
7| 91624 | 91624 | |
+ + + + + + +
+ + + +

AP ETIXAS eted B BIEAEZERNIAES 41 MB, TEIEK/INS 104 MB,

X
e. ERXESRINFEIIEAM eted A FIATHFLE, REF AT ER.
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EVERBARVEBREZREF 28, LUE etcd pod ATLARE, 7E etcd pod 1k E
B0, etcd BOI AR,

3. WREA v ZE A EFIm AR & £ NOSPACE & &, 1HEMRE,

a. BEREHE NOSPACE £4
I sh-4.44# etcdctl alarm list
LN

I memberlD:12345678912345678912 alarm:NOSPACE

I

b. JEMRES :

I sh-4.44# etcdctl alarm disarm

4.10.6. "k B B — PN LIRTH R
BRI LERREFD eted & RIRE URIERHRT, FIKEEKRT KL control plane EHLEIEE,

B

RSB, WIAEAR— z-stream ZITHRAFIRENH eted &15. BIE0, OpenShift
Container Platform 4.7.2 S£E W E M 4.7.2 FFIEH eted 5155

SeRF M
o {HMAEA cluster-admin & &I i &R,
o F{FMRE EHNMIEEER control plane E#L,
e SSH % control plane L& Al
o TEME—HMRHIFKIN etcd RIBFERS pod FRMEMD B R, % B FHRHITHA TR

T#3: snapshot_<datetimestamps>.db #1
static_kuberesources_<datetimestamp>.tar.gz,

BF

T FIEMRE control plane T, RNEBEIL SSHIFEEHIZILEES pod. A LLE MR F
EHOIEHEMIERE control plane #1253,

1 EFE—ANERERE ENM control plane E#l, XE2EEEHABIZITRERENEN.
2. BILEIEA control plane Tim (BIEME EWN) BY SSH i%#,

RE T FRIEENE, Kubernetes API BRSS 3 TTiAVIR], B ELIEITEA A control plane 7 5,
e, BUWIE— MR LR E M eontrol plane EALHY SSH %1%,
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BF

NEZRATRIXNESE, FFTEViI control plane ENEZHRIRE T2, /T
EMIXNRE IR E B,

3. ¥ eted P BEREREFIZEKE control plane E# L,
LSRR RIZ IS backup B3k (EAEE eted IRIBFIES pod HiR) EFIEIRE control plane
FHH /home/core/ B R,

4. TEEAIEAM control plane 7 s E{F 1L pod.,

% AREFVELEMREEN LM pod, MEMAHZERE EH LB pod,
a. A2 E ENB control plane E#1,
b. YA etcd pod LM Kubelet SEHBKAFBE :
I $ sudo mv /etc/kubernetes/manifests/etcd-pod.yaml /tmp
c. Bk etcd pod BEBEZELE,
I $ sudo crictl ps | grep etcd | grep -v operator
BRRENIZNZE, MREFEEN, HFERLOHEBENNE,
d. Y9IA Kubernetes API iR 5528 pod X H kubelet ;R B X :

I $ sudo mv /etc/kubernetes/manifests/kube-apiserver-pod.yaml /tmp

e. J0iF Kubernetes API iR %5258 pod @B B/=1E,
I $ sudo crictl ps | grep kube-apiserver | grep -v operator
BREENIZNZE, MREFEEN, HFERLOHEBENNE,
f. ¥ etcd BB B KB TRNAE :
I $ sudo mv /var/lib/etcd/ /tmp
g EHMAEME EHHK control plane N LES LS,
5. PR E control plane E#l.

6. MBEMATEESEHEWKIE, EREDSHET NO_PROXY. HTTP_PROXY#1 HTTPS_PROXY
INETE,

R

& LIRS & & oc get proxy cluster -o yaml B i EREEEEEA, MR
httpProxy. httpsProxy# noProxy R4 E T1H, N&EARIE,
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7. FEMRE control plane EH LiZTIREHIA, 1RHE eted F9 BRIV ER ¢

I $ sudo -E /usr/local/bin/cluster-restore.sh /home/core/backup
B Ky HH =l

...stopping kube-scheduler-pod.yaml

...stopping kube-controller-manager-pod.yaml

...stopping etcd-pod.yaml

...stopping kube-apiserver-pod.yaml

Waiting for container etcd to stop

.complete

Waiting for container etcdctl to stop

............................. complete

Waiting for container etcd-metrics to stop

complete

Waiting for container kube-controller-manager to stop

complete

Waiting for container kube-apiserver to stop
.......................................................................................... complete
Waiting for container kube-scheduler to stop

complete

Moving etcd data-dir /var/lib/etcd/member to /var/lib/etcd-backup
starting restore-etcd static pod

starting kube-apiserver-pod.yaml
static-pod-resources/kube-apiserver-pod-7/kube-apiserver-pod.yaml
starting kube-controller-manager-pod.yam|
static-pod-resources/kube-controller-manager-pod-7/kube-controller-manager-pod.yaml
starting kube-scheduler-pod.yaml
static-pod-resources/kube-scheduler-pod-8/kube-scheduler-pod.yaml

INRE LR eted EMEEHFT TR, NIKETETER ST =i/ NotReady
'ikau ho

8. BB mUBREIILTF Ready K.

a. BT TR

I $ oc get nodes -w
ot Ll

NAME STATUS ROLES AGE VERSION

host-172-25-75-28 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-38 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-40 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-65 Ready master 3d20h v1.23.3+e419edf
host-172-25-75-74 Ready infra,worker 3d20h v1.23.3+e419edf
host-172-25-75-79 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-86 Ready worker 3d20h v1.23.3+e419edf
host-172-25-75-98 Ready infra,worker 3d20h v1.23.3+e419edf
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FE T R ER AT RE R B 1L 2 BN Al & HR S

b. MRAFEMT =4 TF NotReady IR, EFEIT &, FHFMEANT LM /varlib/kubelet/pki
Bk MBRFRA PEM 30, &AL SSH BT &, SK{EM web 12§ & hHZIHE O,

I $ ssh -i <ssh-key-path> core@<master-hostname>
pki B &=l

sh-4.4# pwd

/var/lib/kubelet/pki

sh-4.4# s

kubelet-client-2022-04-28-11-24-09.pem kubelet-server-2022-04-28-11-24-15.pem
kubelet-client-current.pem kubelet-server-current.pem

9. TEFFA control plane £ LE/H kubelet iR%5.

a. EREENHZITUTRS :
I $ sudo systemctl restart kubelet.service

b. TEFTAEM control plane EHl EEE ILF I,

10. #LERFIIER CSR -
a. FIREXNHE] CSR AR :

I $ oc get csr

it Bl
NAME AGE SIGNERNAME REQUESTOR
CONDITION
csr-2s94x 8m3s kubernetes.io/kubelet-serving system:node:<node_name>
Pendingﬂ
csr-4bdét 8m3s kubernetes.io/kubelet-serving system:node:<node_name>

Pending 9

csr-4h185 13m  kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

(3]

csr-zhhhp 3m8s kubernetes.io/kube-apiserver-client-kubelet
system:serviceaccount:openshift-machine-config-operator:node-bootstrapper Pending

M—ﬁ\%&ﬁiﬁ'y kubelet IR%$ CSR (BFHAF BEMLRE) ,

w—/l\%ﬂ‘iiﬁ’ﬂ node-bootstrapper CSR,

b. EE— CSRMIFAMERLUFIERZE AN -

I $ oc describe csr <csr_name> ﬂ
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Q <csr_names> 24/ CSR &K H CSR BI& 7R,

c. #AESNEMH node-bootstrapper CSR :
I $ oc adm certificate approve <csr_name>
d NFRABENEE, HIESDEMM kubelet BRZS5 CSR :

I $ oc adm certificate approve <csr_name>

1. FEINEADE G control plane B4&EENE 5,

a. MREEHN L, I etcd BEs 2B EEIZTT,

I $ sudo crictl ps | grep etcd | grep -v operator

Ll N
3ad41b7908e32
36f86e2eecaaffe662df0d21041eb22b8198e0e58abeecae8c743c3e6e977e8009
About a minute ago Running etcd 0
7c05f8af362f0

b. MREEMN L, iE etcd pod BHIEEIZIT,
I $ oc -n openshift-etcd get pods -l k8s-app=etcd

INREABETEZT XN FENEIT oc login FHIEWLL TR, HERF—LN
[F] LA S p 95 I 88 2 sh H B R 2,

I Unable to connect to the server: EOF

it Bl
NAME READY STATUS RESTARTS AGE
etcd-ip-10-0-143-125.ec2.internal 1/1 Running 1 2m47s

NIRRT 2 Pending, HEHIHAIH T ZDIELZITH eted pod, EHFRF/LDH, REH
RIGHE

c. WAZRME ENMENEEKB control plane ENEZ LT,
pa -3
RAETEHEA OVNKubernetes Container Network Interface (CNI)E4ET F i

TUTE IR,

12. 7EFFE EHLLE/S Open Virtual Network (OVN) Kubernetes pod,
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a. MHBRILEEHEE (nbdb) FEAEIEE (sbdb), #M Secure Shell (SSH) Vi [Al k& EHFF
R control plane T, BHZEITUATGHS :

I $ sudo rm -f /var/lib/ovn/etc/*.db
b. 21T T oS MIERATAE OVN-Kubernetes control plane pod :
I $ oc delete pods - app=ovnkube-master -n openshift-ovn-kubernetes

c. IZITLLT M4, MIRATA OVN-Kubernetes control plane pod 2 XE8E, 34T Running
R

I $ oc get pods -I app=ovnkube-master -n openshift-ovn-kubernetes

it =1
NAME READY STATUS RESTARTS AGE
ovnkube-master-nb24h 4/4  Running 0 48s
ovnkube-master-rm8kw 4/4  Running 0 47s
ovnkube-master-zbgnh 4/4  Running 0 56s
d. IZfTLLFen B HBRAT A ovnkube-node pod :

$ oc get pods -n openshift-ovn-kubernetes -0 name | grep ovnkube-node | while read p ;
do oc delete $p -n openshift-ovn-kubernetes ; done

®
(™

T T %4, #IRFTA ovnkube-node pod BB RERE, F4F Running K7 :
I $ oc get pods -n openshift-ovn-kubernetes | grep ovnkube-node

BEMMIBRFEFHOEEMIEMRE control plane #1283, EHOIENESRGE, SimE—NEHEBITHR
&, etcd 2HIT B,

o MRGAAFEFNGRIEE, EAUGEASILREHNERNMERGEEHOE control
plane #lg5. MFERLER, HEH' ERILREA T ESHERR',

Digk

==
[=]

RE N ME SN B ORALE,

o MRMELZTLRERFESWEMZES, HHEMEMEMA Machine API B35, HRBLUT
HIRHIT -
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DIk

==
[=]

RE R SN B ORALE,

N FRERFE FHEMZERN LRI EZE, T2EHCE control
plane i85, MJ/ELZEL, HSI" BHMARNEHTE T K"

a. NZEKM control plane E# 2z —KEXHL 25,
E—NIRHRER cluster-admin B EZRIER, Z1TUTHS

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-0 Running m4.xlarge us-east-1 us-east-1a

3h37m ip-10-0-131-183.ec2.internal aws:///us-east-1a/i-0ec2782f8287dfb7e

stopped ﬂ

clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running

clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qwb5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

ﬂ X2 AT E5%B control plane E# ip-10-0-131-183.ec2.internal B9 control plane
H2s.
b. FHEREERFEIXH RPN — DX -
$ oc get machine clustername-8qw5I-master-0 \ ﬂ
-n openshift-machine-api \
-0 yaml\

> new-master-machine.yaml

ﬂ W EKB control plane EHIE%E control plane Hl.23H9 & 5.
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c. Jaf E—% P HIER new-master-machine.yaml 324, LA EeHT & FRFHMI R A 289
?E&O

i. HFREEA status B4 :

status:

addresses:

- address: 10.0.131.183
type: InternallP

- address: ip-10-0-131-183.ec2.internal
type: InternalDNS

- address: ip-10-0-131-183.ec2.internal
type: Hosthame

lastUpdated: "2020-04-20T17:44:29Z2"

nodeRef:

kind: Node

name: ip-10-0-131-183.ec2.internal

uid: acca4411-af0d-4387-b73e-52b2484295ad

phase: Running
providerStatus:

apiVersion: awsproviderconfig.openshift.io/vibetai

conditions:

- lastProbeTime: "2020-04-20T16:53:50Z2"
lastTransitionTime: "2020-04-20T16:53:50Z2"
message: machine successfully created
reason: MachineCreationSucceeded
status: "True"
type: MachineCreation

instanceld: i-0fdb85790d76d0c3f

instanceState: stopped

kind: AWSMachineProviderStatus

ii. ¥4 metadata.name FEXFE S F &R,
BUGRE S BNFERNEMZTT, FEERSEBHT—INTREF. EXH6
&, clustername-8qw5l-master-0 2/ clustername-8qw5Il-master-3 :

apiVersion: machine.openshift.io/vibetai
kind: Machine
metadata:

name: clustername-8qw5I-master-3

iii. fHE& spec.providerlD FE% :
I providerlD: aws:///us-east-1a/i-0fdb85790d76d0c3f
iv. MR metadata.annotations #1 metadata.generation F£% :

annotations:
machine.openshift.io/instance-state: running

generation: 2

v. & metadata.resourceVersion #1 metadata.uid % :
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resourceVersion: "13291"
uid: a282eb70-40a2-4e89-8009-d05dd420d31a

d. MIBRZE%RE control plane EHLHIHES -
I $ oc delete machine -n openshift-machine-api clustername-8gqw5I-master-0 ﬂ

ﬂ %KM control plane EHIEZE control plane Hl23HI& R,

e. WILHERZE MR :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE AGE
NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-1b
3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-1c
3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1¢/i-02626f1dba9ed5bba
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1 us-
east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1 us-
east-1c 3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

f. {#F new-master-machine.yaml X {40 Z#7 #1285 :

I $ oc apply -f new-master-machine.yaml
g. BIEHFNBRE 20 :

I $ oc get machines -n openshift-machine-api -o wide

Bl
NAME PHASE TYPE REGION  ZONE
AGE NODE PROVIDERID STATE
clustername-8qw5I-master-1 Running m4.xlarge us-east-1 us-east-
1b 3h37m ip-10-0-143-125.ec2.internal aws:///us-east-1b/i-096c349b700a19631
running
clustername-8qw5I-master-2 Running m4.xlarge us-east-1 us-east-
1c 3h37m ip-10-0-154-194.ec2.internal aws:///us-east-1c/i-02626f1dba9ed5bba
running
clustername-8qw5I-master-3 Provisioning m4.xlarge us-east-1 us-east-
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1a 85s ip-10-0-173-171.ec2.internal aws:///us-east-1a/i-015b0888fe17bc2c8
running

clustername-8qw5l-worker-us-east-1a-wbtgd Running m4.large us-east-1
us-east-1a 3h28m ip-10-0-129-226.ec2.internal aws:///us-east-1a/i-
010ef6279b4662ced running

clustername-8qwb5l-worker-us-east-1b-Irdxb  Running m4.large us-east-1 us-
east-1b  3h28m ip-10-0-144-248.ec2.internal aws:///us-east-1b/i-
Ocb45ac45a166173b running

clustername-8qw5l-worker-us-east-1c-pkg26 Running m4.large us-east-1
us-east-1c  3h28m ip-10-0-170-181.ec2.internal aws:///us-east-1c/i-
06861c00007751b0a running

#TH1.2% clustername-8qw5I-master-3 R 022, FHIEF XM Provisioning 277
Running 57145,

QBN AR T RET B /LD BT A, HHER T sURE —MEEARESR, eted cluster
Operator ¥ B3IE%.

h. X A2 MRE ENHENEEKH control plane ENEE LS TE,
14, E—PMHEMPZIREOH, FRAUTHSLUESR cluster-admin BAEHEF BREFRENER

I $ oc login -u <cluster_admin> ﬂ

Q %t F <cluster_admin>, {#8 cluster-admin B&IEE—MHF G,

15. #&l etcd EFLE,
E— PR {EE cluster-admin B EERER, 21TUTHS

$ oc patch etcd cluster -p="{"spec": {"forceRedeploymentReason": "recovery-"$( date --rfc-
3339=ns )""}}' --type=merge

Q forceRedeploymentReason {H %/ 2 ME—B, XFlE 2 Mt FRIBRRE.

% etcd cluster Operator HUTEFEREN, AT KR FFAFEHS#A bootstrap R I ALIAIHT
pod,

16. WIEFAE T et BB ERTIEIT A,
E— PR {EH cluster-admin B EEREER, 21TUTHS

$ oc get etcd -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#i%& etcd HINodelnstallerProgressing RS54, LURKIEFME T KRB0 TRFNETT, £F
FRIhE, Hit 4R AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, RHEIIREFSE 7.
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B AT RERRRES

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M TROVEBITRE 7, IRKEEHNE
TR, FRENDHEEL

7. EEFERE etcd J7, 7 control plane 5&HlH{T3#H rollout, EITF kubelet {8 F ISR 7 2 2%
ERER API BRS5 28, EIE Kubernetes API ST EM TR EEHREBFD,
E—N&EER#EA cluster-admin B EERIER, Z1TUTHS,
a. N Kubernetes API AR %5255 Bl T HTROHEHHERE -

$ oc patch kubeapiserver cluster -p="{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTHEITRAE.

$ oc get kubeapiserver -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&&M, LKA T RS FRIFIRA. EEHK
hiE, Hiti4 E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ TEARFIH, SRHNEITIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XRKREEH
MIEdTH, FFNIHEEIL,

b. & Kubernetes 124l 23 E 12 25 0n A 1T B ERE -

$ oc patch kubecontrollermanager cluster -p="{"spec": {"forceRedeploymentReason":
"recovery-"$( date --rfc-3339=ns )""}}' --type=merge

FIEFFE T REE BB ERTHEITRAE.

$ oc get kubecontrollermanager -o=jsonpath="'{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LEIEFE T RS FRIFIRA. EEHK
hiE, #4577 AlINodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

ﬂ EARFIG, RFHEITRASE 7.
MRFHEELZSMEITS, W2ANTRNEITIRE 6 ; 1 MR AEBITHREA 7, XEKEEH
PIEHITH, SFEILDHEER,
c. 7 Kubernetes iR/ i Hl 1T HT RO HERE -
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$ oc patch kubescheduler cluster -p='{"spec": {"forceRedeploymentReason": "recovery-
"$( date --rfc-3339=ns )""}}' --type=merge

FIEFrE T REE BB ERTNEITRAE.

$ oc get kubescheduler -o=jsonpath='{range .items[0].status.conditions[?
(@.type=="NodelnstallerProgressing")]}{.reason}{"\n"}{.message}{"\n"}'

#%& NodelnstallerProgressing RE&KM, LKA T RS FRIFIRA. EEHK
hiE, Hitis E< AllNodesAtLatestRevision :

AlINodesAtLatestRevision
3 nodes are at revision 7 ﬂ

Q TEARFIH, RHPEIIREFSE 7.

MRFHEELMES, 02N TRNEUTRE 6 ; 1 M RNEBITRE 7, XIRKREEH
MIEdtTH, EFNIHEEIL,

18. BSUEFRA control plane EHER G B/REhFINAEERE,
E— NI EA cluster-admin AR ERERE, Z1TUTHS

I $ oc -n openshift-etcd get pods -l k8s-app=etcd

i th o Bl
etcd-ip-10-0-143-125.ec2.internal 2/2  Running 0 9h
etcd-ip-10-0-154-194.ec2.internal 2/2  Running O 9h
etcd-ip-10-0-173-171.ec2.internal 2/2  Running O 9h

HIBRATA TENHERE T REROE EHEERE, EESEM Kubernetes APIE BHIEA pod, XS
& OpenShift Container Platform 2B, #NE&E2%. Operator MEHE=HHH,

HER, ARRIMNERE, TRFENLIHTEREMARS. flf, EEE OAuth lR558% pod 7,
4 oc login 17 HAHIE AT RE AL BN IEH TF.

HinBR
o ERN LRERAFESHER

o EHLIEN] control plane i s

4.10.7. WERFAMFMR TR AR T

INRIEM OpenShift Container Platform £ FE R AP R ALEEE, KEMNRSEEFHEE eted
N8B, BRIBERTE pod HIZ1THY Elasticsearch 8%, =& 7L StatefulSet ¥ RHIZITHHIEZE, M etcd
HIPHIRERS, A& ME OpenShift Container Platform fF TE M E MRS, B2, R etcd IRIBZIH
By, HREAIeTR T HA,
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BF

BAMSE (PV) MABHEREET etcd REBHI—E849, M etcd IRIBIRE OpenShift
Container Platform &E&56], FEx# T A EAIRER TN REBEIE, RZIFA,

LT 2ER RS — LR AIER

o MySQL #UBZFETERH PV X RZHFH pod Hiz1T. M eted IRERKE OpenShift Container
Platform A EFEESMERNEFHMENE L, BERREKIEEZITH MySQL pod, RE pod REE
ZEs. BRI EEEENERRES, AREHRE PV LIS RFINRE XA pod.

e Pod PIfERAEA, EMMEITRX, IRF— pod ETRY LERBERNSE, NEHIT eted &
S, pod PIHEETLIRIEMEE), RANBMAEMINEIT = Y, OpenShift Container Platform
HAMEN N, BRSBHOBEE, ZEXMERE, BOHTMTRY FIHOE, UESAUE
T X EMEN, SRE pod P1FAILUS B,

o EHUT etcd REBE, ZHNEHEMUNEEIISRELR., XS BRI T X LTI CSI
IXEhFEFEK Operator BIEIEE TIE, BT EF B INIX LI ENFRF K Operator FFRHE
ik,

o TE4RK etcd IREBfE, &M OpenShift Container Platform 7 s IR Edp & i% . Local
Storage Operator &4 M /dev/disk/by-id 5 /dev B X EEHE PV OIBFFSHERE, XFE

REBERSEAM PV 5| BRBHEERIXA,
BERXA M, EEABIM

1. FOIBRT B TR B PV,
2. MXTRITT s A IR RF 5 B e
3. IHP® LocalVolume = LocalVolumeSet %% (15[ Storage — Configuring persistent

storage — Persistent storage — Persistent storage — Deleting the Local Storage Operator
Resources) o

4.11. POD il &
T EFBEE pod FETTIE,

411, T FRAN{AI (A pod AR TS SR8 E AT LEH pod $1 =2

pod FHTHTER Kubernetes API -9—&R4>, AILMGEAMN KRB —HE1T oc s HiHTEE, BIIRVFE
BAESRRHPIETE pod WELAWR, LI AT MEZE T <o

PodDisruptionBudget @ — 1 API %R, ATFIEEEE—NHAQMRFELNEIANRNBER T2
tbe EWIB AR ATIX R E N T R (LLINZE SRR A SRR B, MENEERNR (MIETR
KW) BT BMIX LB,
PodDisruptionBudget % HIEZE LA T K HEEB DA :
o IrZEFERR, Bl—2H pod BINRE I,
o FAMLG, FREELIENTHMNERD pod HEE :
o minAvailable 2R A AR pod B3N E, BN{EIEFRBTHAA L2401,

o maxUnavailable & AR ¥THAE] AT AT A B pod FIEE,
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G

fF maxUnavailable 5 0% =X 0, minAvailable 5 100% & FEIA%, (B;XF%ER
BEPELETT mBEZE R,

B LMERL T HRRERB B pod REFTIE :

I $ oc get poddisruptionbudget --all-namespaces

it Bl
NAMESPACE NAME MIN-AVAILABLE SELECTOR
another-project another-pdb 4 bar=foo
test-project  my-pdb 2 foo=bar

IMRXRL AR ZEDE minAvailable 4> pod EE7EiZ217, Il PodDisruptionBudget #1152 R, #EidiX
—RHIFIE pod EB AT #HEAKER,

% s
RIFIEM pod LN SEERE, TRERKEN pod FETFIEERMBIREAEL % pod,

4.1.2. A pod FETTIEHE E W IIELLH pod ME
& A LUE A PodDisruptionBudget X § 318 & X — I M MR FELMEI AN R/NHESH B O L.

it

LiE
BRi& pod HETIE :

Q¢

1. EAREUATRAIBIN RE RO YAML 32 -

apiVersion: policy/v1 ﬂ
kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

minAvailable: 2 @)

selector: 6

matchLabels:
foo: bar

PodDisruptionBudget & policy/v1 API HB—&f 493

20%) .

X —H BRI TR 1., matchLabels #1 matchExpressions 45 R7E2 5 B S
B, IFLSEEZe, 1 selector {}, LU%EFEIIE S MIATAE pod,

Q R AT B9 &/ pod 8, XATUZREH, thALIREEBDLEFRE (40
FAE
I apiVersion: policy/v1 ﬂ

96



kind: PodDisruptionBudget
metadata:

name: my-pdb
spec:

maxUnavailable: 25% g

selector: 6

matchLabels:
foo: bar

PodDisruptionBudget & policy/v1 API ZHB—&F 493

RN TREFEANRSH pod HE., XAUZEY, LALREERSLNFRE (40
20%)

O 9

X —H BRI TR E 1., matchLabels 1 matchExpressions 45 R7E2 5 B S
B, IFLSEEZ, 1 selector {}, LUEFEIIE SR MIATAE pod,
2. BIIUTHES, MORAFNBTES

I $ oc create -f </path/to/file> -n <project_name>

4.12. iR S bR = N e

Z%& OpenShift Container Platform f&, —&£HHEERL MR LI I EPFERANTHNEEIE,
BERFERFERAFEIL, EWHEH Cloud Credential Operator (CCO) AXRBESHNEEILH
secret,

4.12.1. FohRE MR EIE

MRANEMHRREAEBR T HNEREIE, EX01F5EH Cloud Credential Operator (CCO) FREIR
SN IR secret,

RESFIEMIRRIURT CCO REMAEN., A NEA mint RANKBFRLEILE, BUNFoHkR

FA A BR A IE O 2 R H 4.

FERFH
o MMEMKEZRFFERTEFEAN CCOEBEXFIRERREIINTEAS LREK
o XIF mint =X, ¥ Amazon Web Services (AWS)#] Google Cloud Platform (GCP),

o XJF passthrough =, ¥ Amazon Web Services (AWS). Microsoft Azure, Google
Cloud Platform (GCP). Red Hat OpenStack Platform (RHOSP). Red Hat Virtualization
(RHV)#1 VMware vSphere,

o MEENTHTFES=HMNMmEONEIE,

o HEILABWHIINREEER &R CCOER,

it

1. 7 web #Z=H]&#) Administrator i H, SfnZEl Workloads — Secrets.
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2. 7 Secrets TIEMEXS, FHENEMEHLFER root secret,

a5 Secret &#R
AWS aws-creds
Azure azure-credentials
GCP gcp-credentials
RHOSP openstack-credentials
RHV ovirt-credentials
VMware vSphere vsphere-creds
:
3. mifi5 secret HREKIT i Options 35, fA/F1EEE Edit Secret,

4. iC3% Value AR, BHUERAXEERNILEERFILEZERS TR,
5. ERATHNEHFHIILE R EH Value FERIIXE, RER Save,

o

INRIRE 3% A 2 B vSphere CSI Driver Operator B vSphere BB #TEIE, B/ HEH
Kubernetes 1l 25 &1 25 LAN A EHT I IE

Ve ==
INRZ T vSphere CSI Driver Operator, NAEEX—

Z N B vSphere EiF, ELLEH cluster-admin A& A 515 & %2 OpenShift
Container Platform CLI, FZ{7 a5 :

$ oc patch kubecontrollermanager cluster \
-p="{"spec": {"forceRedeploymentReason": "recovery-"$( date )""}}'\
--type=merge

EUFEHEHEET, Kubernetes Controller Manager Operator BIIK A& & Progressing=true,
gfﬁ% L, EIBTU TGS

I $ oc get co kube-controller-manager

7. MNREEH CCO BENHEA mint i3, 1HMERE D CredentialsRequest X § 5| BB N Y

secret,

a. LLEH cluster-admin A& 5{7& & OpenShift Container Platform CLI,

b. IREXFFBEB| AMEM secret BIZFRFIEp L 22 [A] :
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$ oc -n openshift-cloud-credential-operator get CredentialsRequest \
-0 json | jq -r ".items]] | select (.spec.providerSpec.kind=="<provider_spec>") |
.spec.secretRef’

Hrh <provider_spec> BRI =N BRI NAE
o AWS: AWSProviderSpec
® GCP: GCPProviderSpec

AWS Hii i B9ER 53 =51

{

"name": "ebs-cloud-credentials”,
"namespace": "openshift-cluster-csi-drivers"

}
{

"name": "cloud-credential-operator-iam-ro-creds",
"namespace”: "openshift-cloud-credential-operator”

}
c. MIBREABIAMEG secret :

$ oc delete secret <secret_name> \ﬂ
-n <secret_namespace>

ﬂ 8 7E secret BIE& TR,
Q IBEEEE secret ey RZE[H],

& AWS secret =l
I $ oc delete secret ebs-cloud-credentials -n openshift-cluster-csi-drivers

BEATEMBR BRSNS FMBREIL. MRS BB secret T3 CCO MFA HfiflbR
WAEFIUEFH O FIL.

ik

BiFETrRSE BN :
1. 7 web #Z=H]&#) Administrator i ®, SfnZEl Workloads — Secrets.
2. ik Value ZEXHIRN B EXEE,

HbTHR

® vSphere CSI Driver Operator

4.12.2. R = HE N &R


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/storage/#vmware-vsphere-csi-driver-operator
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TELL mint B {fEF Cloud Credential Operator (CCO) %% OpenShift Container Platform &5, &
AT LAMEEEE ) kube-system 44 22 ] qﬂﬂﬂﬂﬁ%mfim?ﬁﬂﬂ’] Tk secret, REEETEHEN (FERS
BABR, MAAHK) , FEEEEAIHINE

TE3E z-stream FYiE1, BHIERER AR EIEEFIRE EIE secret, MMREXEE
Uk, AT RE S PR LE F+2,

SeRFMH
o EHRRAZRMCCOHMBRTFEIENTES L, ZFHWFEERE AWS 1 GCP,

AR

1. 7 web #Z=5]&#) Administrator i H, SfnZEl Workloads — Secrets.

2. 7 Secrets TIEMEXS, FHENEM=HLFER root secret,

Fa Secret Z#
AWS aws-creds
GCP gcp-credentials
]
H
3. mifi5 secret HREKIT Y Options 325, A% Delete Secret,
Hith BTIR

® X7 Cloud Credential Operator
® Amazon Web Services(AWS)secret &=\
® Microsoft Azure secret #& =\

® Google Cloud Platform(GCP)secret &=\

413, NS EMNEEF I ER RN

TERTFFIEZEIELE R 22 %% OpenShift Container Platform /&, 7 Cluster Samples Operator #1 must-
gather R B HIE R,
4.13.1. hBh & H Cluster Samples Operator

ERE T2, OpenShift Container Platform 7 openshift-cluster-samples-operator #p 45 22 7] /r fil| &

A= /N

—1 %} imagestreamtag-to-image MIEZERST, imagestreamtag-to-image Bo BT B S EFNRIRAR
TREMIEE (BREMR) .

BoEM ST A data FERFENFZBE BRI N <image_stream_name>_<image_stream_tag_name>,

TEBT FFE#EH) OpenShift Container Platform Z&%i4#27#, Cluster Samples Operator R S#ILE
Removed, MREFENH Managed, ©aR&E =6,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/authentication_and_authorization/#about-cloud-credential-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/installing/#admin-credentials-root-secret-formats_manually-creating-iam-aws
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/installing/#admin-credentials-root-secret-formats_manually-creating-iam-azure
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/installing/#admin-credentials-root-secret-formats_manually-creating-iam-gcp

Do 25 PR 1) 5 7 T 52 32 B EA R R (8 PR R T B S Bl i ?%lﬁllﬂﬂﬁ% R RpIRS S
& : Github. Maven Central. npm. RubyGems. PyPi%, XAREEEHITHINNS
¥, 1E5E8¥ samples operator X RBENG T [A] E‘Tl‘]ﬁﬁﬁ'ﬁ%ﬁ’\]ﬁ&&o

& LU A I B B AR A F O & A B fOR P BB B BB 1

e 7 Cluster Samples Operator %1% &7 Removed [, &TTLLEIREKM registry, SURERE
{5 FAMPLEIN A 51 registry,

o ([ERAFBVECERRSFHIEm R EHRER AR registry BIRHA,

o [LREBRMEMBEGETAINE Cluster Samples Operator EZE X R # skippedlmagestreams
FlZRA,

® ¥ Cluster Samples Operator BRiE X R samplesRegistry % & N B 5 &M registry,

e SR[E, ¥ Cluster Samples Operator % & Managed & & E BRI T,

413.2. A & A& registry B Cluster Samples Operator 5§57

openshift 3 & 22 8| h K% HH Cluster Samples Operator EEMHRIERIEM AL T registry.redhat.io ££L
IERSRRIR CERNRR, RERMERERH T XLEHRER,

BF

jenkins. jenkins-agent-maven 71 jenkins-agent-nodejs %1%V B L&A MM
#, M Samples Operator B2, R IXERGERABE S —FHHRIREE.

¥ Sample Operator EZE& XX 4 H#) samplesRegistry FE&% & 1 registry.redhat.io B1R
ZNER, RNEBELEEMBE registry.redhatio, REF Jenkins SRR TR,

cli. installer. must-gather # test fi& R R AR FLEBFR M BN —E2, BFH
Cluster Samples Operator B, WREFRE RIXLHRTR.

BF

Cluster Samples Operator /LM FF £ ERIME AL E S Managed, BEREHFR, &
FEE BRI registry,

SeREH
o FHEZR cluster-admin B &I £,

o NIRMIEER registry BIEE pull secret,

AR
1 ViR EL &R (mirror) BURFEBIRREVE, B0
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$ oc get is <imagestream> -n openshift -0 json | jq .spec.tags[].from.name | grep
registry.redhat.io

. ¥ registry.redhat.io R S EEZRMLIMEF R EREMHRERREKNFELR, HI& (mirror) BK—

AN M BIEEAR (mirror) :

$ oc image mirror registry.redhat.io/rhscl/ruby-25-rhel7:latest ${MIRROR_ADDR}/rhscl/ruby-
25-rhel7:latest

. DIBKEFNERECEN R

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

. EEBNBEREENRT, NEERMAAFENRAE CA :

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

. B# Cluster Samples Operator BB X R H) samplesRegistry FE&, FHOSHEKREBHE L

SR AIE B hostname B4 :

I $ oc edit configs.samples.operator.openshift.io -n openshift-cluster-samples-operator

N

@ XRMEN, FANEGRSATRAELZFEREGR (mirro) SHEEFRAE,

. FRTA RBERIBSTRIAINE Cluster Samples Operator B X R # skippedimagestreams =

%, &, MREFELZFEMRBITETR, 1E Cluster Samples Operator EZE X R AF Cluster
Samples Operator % &~ Removed,

IMRBHRRFAKM, Cluster Samples Operator & & HHE4, {8 Cluster
Samples Operator R EfE K, HEEEFREEIHEI]

openshift 65 % 22 [A| R SRR ER S| A E &R, Hib, =M Removed ERFHGRAER, &
ERER VRV EGRT S BHEGRMRRTEER THENERE],

4133 EERBHUNEFHIE

15 A PR ISR B 1 5 ABRIARY must-gather 5if&, LMEALIIE RIS A HEIE. ERLER
T, must-gather HER ST A, ZIRMZSAREVERETTIE DT 7 B SR M2 77 i 72 h ER R AT B i AR

i
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1. MR R BIFHR registry A {F CA RINBIEBNRRECEXN KA, {EH Cluster Samples

Operator EEEM—E 49, BHATUTSE :
a. DIBRERNEREBNR :


https://registry.redhat.io

$ oc create configmap registry-config --from-
file=${MIRROR_ADDR_HOSTNAME}..5000=$path/ca.crt -n openshift-config

b. EEBNHBREENRP, NEERIMAARNERE CA :
I $ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge
2. MERREBM A EH AT ABIA must-gather it :
I $ oc import-image is/must-gather -n openshift

7£iZ217 oc adm must-gather s3-%1f, 1EEF -image FEFIEMA R T #HE LK, WTFEIATR :

I $ oc adm must-gather --image=%$(oc adm release info --image-for must-gather)

414. FTe B EH 5 A CLUSTER SAMPLE OPERATOR & (& 5an%s

IR B] LATERThRAN BT A EH 5 ABRIGRIT S, LARRRIAZ BT LI [A] Cluster Sample Operator SRR SR #T
MR AR,

AR

1. iB1TLLT e S, FKEX openshift 6n 44 22 [F] R IR B BLI& T
I oc get imagestreams -nopenshift
2. 21T T 44, JKEX openshift 654 22 A b O BN EBERRBIIRE -

$ oc get is <image-stream-name> -o jsonpath="{range .spec.tags[*]}{.name}{"\t'}{.from.name}
{\n'{end}" -nopenshift

flan :
$ oc get is ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}{.name}{"\t'{.from.name}{"\n'}
{end}" -nopenshift

it Bl

1.11 registry.access.redhat.com/ubi8/openjdk-17:1.11
1.12 registry.access.redhat.com/ubi8/openjdk-17:1.12

3. BITUTRS, HERERPFENEMIENGERERSA -
I $ oc tag <repository/image> <image-stream-name:tag> --scheduled -nopenshift
flan :

$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.11 ubi8-openjdk-17:1.11 --scheduled -
nopenshift
$ oc tag registry.access.redhat.com/ubi8/openjdk-17:1.12 ubi8-openjdk-17:1.12 --scheduled -
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I nopenshift

Z e WA OpenShift Container Platform EHIE#IZ R E HIG NI, AR ERSEHEIX
&, BAH 15 28k,

4. TUT6H5, FiEERSANFERS

B1T
oc get imagestream <image-stream-name> -0 jsonpath="{range .spec.tags[*]}Tag: {.name}
{'\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

a0 -

oc get imagestream ubi8-openjdk-17 -o jsonpath="{range .spec.tags[*]}Tag: {.name}
{\t'}Scheduled: {.importPolicy.scheduled}{"\n'H{end}" -nopenshift

i th o Bl

Tag: 1.11 Scheduled: true
Tag: 1.12 Scheduled: true
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BE5EREFMTRES

L% OpenShift Container Platform &, A LB EET RESH—TRIBEEKRT BB E LEH,

5.1. £ OPENSHIFT CONTAINER PLATFORM £2¥fh 70 RHEL iTE4125

511 XTSRRI RHEL ITE T =

£ OpenShift Container Platform 4.9 /1, NR{EAA 7 EEREMRIIREE, BA UL Red Hat
Enterprise Linux (RHEL) #l.28s {EREEHBITENEE (B worker) . EEH B control plane =X E 45
28 (master) @WJifEFA Red Hat Enterprise Linux CoreOS (RHCOS),

SHAERAIEENEMRMINRE—H, MREFEKFPER RHEL MBI, BNFENTAMA
BERSIE RN EREMMETES, SRIUTRAER. NANT UKRTEMRAAE L ERNES,

8%

BT MEEFN 2 EMIER OpenShift Container Platform BB IFEERYTE, RILLEN
NI INEISE R P AIFRA RHEL A23FE R % FAEH.

BF

AI0E) OpenShift Container Platform 5RE¥HIFTE RHEL #l35 L EBZERARNFRMINEE, &
TEEX 2R LR ARTRE,

TRAIIERNIRE control plane Z G4 FTA RHEL it &2 RINEI LR,

5.1.2. RHEL 11 & mHR A E R

OpenShift Container Platform EfEH# Red Hat Enterprise Linux (RHEL) 7885 worker #1238 EHL 4/
HRU T REBEHMAS TR EK :

o IREYZLIEIK BB B MA OpenShift Container Platform 111, MIR&H, H5EIHENR
RERUTRELER,

o AN AIRAtRE I BT TR MR BN, FAEHEEA, B0 ENHNT
fEIE, BN EXZ10% BIFFH. MFETINNE, EOEBEHITHR, ABIET R EHSEERA
BHRREE,

o FIBERGER LR UTEEER :

o YEHEMRE, HEAEFHFE laaS LiB1THILHA,

o HEMMRIERS : FA "Minimal" R%5%E78 RHEL 7.9 3% RHEL 7.9 ] 8.7,
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BF

£ OpenShift Container Platform &2 # 70 RHEL 7 it EHBREHEFH. F
FABIThRE(HSR & & 7E OpenShift Container Platform &, FFRFELET R, B
B, XTMERTEUEHNEAZITHRAF®MER, BRENEHRHREHFER,

AN, BIER RHEL 7 1T BHL8s A K E RHEL 8, WM IEREHHI RHEL 8
EN, FENZMERIEE RHEL 7 £4l. MMEBRZEE, EHSH "HERT =5
ﬁo

% OpenShift Container Platform & 2 F A skl BRI E EThEEMN R FTHIR,
1557 OpenShift Container Platform & 173X 10/ 2 ZF A HNIFHIZEER 5 o

o HRLLFIPS B ERE OpenShift Container Platform, NIEE7E RHEL #1285 E/E A FIPS, A
EFHERISE, ESH RHEL 7 XRFRME A FIPS =

B

HAETE x86_64 Z2FFH) OpenShift Container Platform &3 #F FIPS J21F#/Modules
in Process &%,

e NetworkManager 1.0 S{E &R A

e 1/ VvCPU,

e /N8GBRAM,

o /N5 GBWERZER, BFAE ivar/ BIXHRS,

o /N GBELZE, AFEE /usrilocal/bin/ B4 %R50,

o H/NIGBHEFZN, ATEEHILN B RIXHRT. Inh RSB FRHE Python brfeFE
tempfile #EHR A TE LEIHLNIFBE,

o BNMRAHLIHRENRAREENEMEMER, Fli0, MRFE VMware vSphere £%&
LT ERE, YWIRBHFWENRERE, mMBELIXE disk.enableUUID=true B,

o FNRAH WAL EM DNS IR EN LUK APl iR, ERHEHNMSERED
R EIER A S VF RSV M SR BF Y API IR S5 I =

Hith 5w

o R R

5121 ERFRFKER

EFEREE FNEMBREN, KENRAERMYIFIENSEZERE, REEQIRE—MEREEHIESR
IEBZEZIEKR (CSR) BHLE. kube-controller-manager R EE#E 4 kubelet Z /8% CSR. machine-
approver TARIEE A kubelet FIFIHRMIBEIEHIBENRYE, RANECTEBILSEBWIINZEL L TZ
HR, BBTUREFLERE—F A%, UL kubelet 3R4HIEF 1 KRB MM F i THE A,

5.1.3. £ & #2832 1T Playbook
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/7/html/security_guide/chap-federal_standards_and_regulations#sec-Enabling-FIPS-Mode
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B 58 RERNTRES

TERH{E M Red Hat Enterprise Linux(RHEL)/E N #ERZIRIIT B L2702 OpenShift Container
Platform 4.0 £t Bll, HIUES— RHEL 7 #1288, LUZ{THEEEERMNFT7 /= Ansible playbook,
BUSRT RN —8Y, BoAeellinngE,

SeREH
e 7Ei54T playbook BUHL2s L& % OpenShift CLI (oc) &

o LIBEZH cluster-admin f{ R B9 &5,

1. AR TREEED kubeconfig XA FRESHNELEBZFA T RHEL 7 Hl&H, BHEX
WiX—Btr, —MAXRRERRESEN AR -GS,

2. BeENEE, LRSI RIBFEITENZSENRRE RHEL £l BRUGRAARRTHNERTGE, &
Y& SSH RIEsX VPN BUE 2 X4,

3. L1247 playbook MHl28 LEEE—NF 7, ZA P XAE RHEL EMEH SSH 1A R,

H .
INRFEAET SSH BHFAMFMEIIE, WA SSH KEREEREH,

4. MNRILHREXEM, EFER RHSM EMALEE, F heMiin—4 A& OpenShift 1] %8 :
a. {#F RHSM Mg :

I # subscription-manager register --username=<user_name> --password=<password>
b. M RHSM FREXEHTRIIT 440458 -
I # subscription-manager refresh
c. FUHTTRABITT
I # subscription-manager list --available --matches *OpenShift*'
d. ELE—HSHk D, $HE OpenShift Container Platform 1T [# B3t ID FEMEANIZ D -
I # subscription-manager attach --pool=<pool_id>
5. 5 A OpenShift Container Platform 4.9 AR EBIEEE

# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-server-extras-rpms" \
--enable="rhel-7-server-ansible-2.9-rpms" \
--enable="rhel-7-server-ose-4.9-rpms"

6. REFMENNMHE, 21E openshift-ansible:

I # yum install openshift-ansible openshift-clients jq
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openshift-ansible Z {4 TR 7T RELARER, FESHEUY RHEL iTET URNNEIEEHTRE
BEAMEMHE, 20 Ansible. playbook #I#EXBIEEE X, openshift-clients 121t oc CLI, jq %X
Halla e EmS1TH JSON Hi B & R

5.1.4. & RHEL iTE&ET &

1£1% Red Hat Enterprise Linux (RHEL) #2887~ N%I OpenShift Container Platform 8% 2 8l, R IfGE
B ENFEME Red Hat Subscription Manager (RHSM), N EMIINBEMHI OpenShift Container Platform
1T, FEERMENEFEEE,

1. EE—EH EJE4T RHSM EAf -
I # subscription-manager register --username=<user_name> --password=<password>
2. M RHSM FRERS#TEOTT P #HRE
I # subscription-manager refresh
3. FUH AT -
I # subscription-manager list --available --matches *OpenShift*'
4. EE—HSHE D, $E OpenShift Container Platform 1T [# B3t 1D FEMEANIZ D -

I # subscription-manager attach --pool=<pool_id>

5. Z2HERA yum FiE)%E :
a. ZRAMACSEBAM RHSM 726#)% :

I # subscription-manager repos --disable="""

b. FIHEIRH yum EMEZE, FiLKEN7E repo id TR (EA)
I # yum repolist
c. f#/ yum-config-manager Z B RIRH yum FHEE :
I # yum-config-manager --disable <repo_id>
xE, BRRAMBFMEE :
I # yum-config-manager --disable \*
HER, BAREYURFMENTRFEERER Lo

6. X3 OpenShift Container Platform 4.9 EEM7E %,

a. XfF RHEL7 TR, B RUTHECE :

# subscription-manager repos \
--enable="rhel-7-server-rpms" \
--enable="rhel-7-fast-datapath-rpms" \
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--enable="rhel-7-server-extras-rpms" \
--enable="rhel-7-server-optional-rpms" \
--enable="rhel-7-server-ose-4.9-rpms"

RHEL 7 T mBEREFMA, FHITRIELLER OpenShift Container Platform 4
R AT hRA AR HIBR

b. XfF RHEL 8 TIm, E4=RAUTH M

# subscription-manager repos \
--enable="rhel-8-for-x86_64-baseos-rpms" \
--enable="rhel-8-for-x86_64-appstream-rpms" \
--enable="rhocp-4.9-for-rhel-8-x86_64-rpms" \
--enable="fast-datapath-for-rhel-8-x86_64-rpms"

7. ZIEFHZERAEN L89B K

I # systemctl disable --now firewalld.service

BAEEUGREBMAE, tRIXEEM, FEEViR worker LB OpenShift
Container Platform Bi&.
5.1.5. E&EE 70 RHEL 11 & 125

& BT LU A Red Hat Enterprise Linux fEN1R/E RGBT B2 A INEI OpenShift Container Platform
4.9 &8,

SoRFM
® JZ1T playbook HIHL28 L EREVFHNHHIHF AT T LENRE,
e RHEL FHEMIFREER,
i =
TENIBAT playbook M & HIHLEE EHATIL TR
1. GI8—1%h /I<path>/inventory/hosts B Ansible ;&5 34, LUE IEBITENRENMSHEHN

BE

[all:vars]
ansible_user=root ﬂ
#ansible_become=True 9

openshift_kubeconfig_path="~/.kube/config" 6
[new_workers] ﬂ

mycluster-rhel8-0.example.com
mycluster-rhel8-1.example.com
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BEERE LR ITEN R LIZ1T Ansible £S5 F %,

IR root I5E N ansible_user, &4 ansible_become i%& 7 True, F#Hi%ZH
FOES sudo FUR.

15 E LB kubeconfig LRI R,

o0 09

SUHZERIMBIEEFFEE S RHEL W15, BB ENRBTERELS S, LETEEREH
AR EREN S, EEXERFUIHSRNEMRAHLNIE R,

2. # AE Ansible playbook B3k :
I $ cd /usr/share/ansible/openshift-ansible
3. J&17 playbook :
I $ ansible-playbook -i /<path>/inventory/hosts playbooks/scaleup.yml ﬂ

Q %t F<path>, 18EELIENAnsibleElF SRR,

5.1.6. Ansible hosts XN E S

1E4¥ Red Hat Enterprise Linux (RHEL) T BH2RINBNEEE 271, SITE Ansible hosts X#HE L LT
S

SH ik B
ansible_user BEfE LS B 1S 5 iE4T SSH B1p 5 IER R4 LRI 4. EIME root,

SSH A, INRFERET SSH BN E D
IOUF, MR SSH RIBk BB,

ansible_becom #N:R ansible_user B{EFRE root, s True., MAREFRZ True, FAEIEEM
e /i ansible_become %i&7 True, # EXISH,

Bi%#5%E  ansible_user B9/ 7 b iR
BB R sudo ViH AR,

openshift_kube 5T aE%EH kubeconfig XA BB SUEFMIREERFIE R,
config_path EPR:Ni T Ih g

5.1.7. 713% : MEEEH IR RHCOS i+ & #2335

¥ Red Hat Enterprise Linux (RHEL) iTEHRARMEIEREE, EoILLEEMEMER Red Hat Enterprise
Linux CoreOS (RHCOS) it &H|23 B M IR,

SeRFMH
o KEFF RHEL ITEAZRRNIMEIEEEH,

AR

110



1. EENERIIRFFICTE RHCOS ITEN BT REH -

I $ oc get nodes -o wide

2. X FB—H RHCOS &2, MERHET S :

a. ®iTIi=1T oc adm cordon H 4, JF T EFRC AT HE -
I $ oc adm cordon <node_name> ﬂ

Q B EHE P —4& RHCOS iTEH32H T &,

b. JEZE T RAABIFTEA Pod :
I $ oc adm drain <node_name> --force --delete-emptydir-data --ignore-daemonsets ﬂ

@ EEEmEH RHCOS HEH BT R AT,

c. MR :
I $ oc delete nodes <node_name> ﬂ

Q 1B E B2 RHCOS 1T &A1 328 T i & #,

3. AEITENRWIR, LIFAFRIRE RHEL TR :
I $ oc get nodes -o wide

4. MNEBMITTEN M A EIEE P MR RHCOS #l25. Ea UUMMREIINHEFHF/E RHCOS it
BN RYIEFE G,

5.2. 1% RHCOS it EH25 %5 0%] OPENSHIFT CONTAINER PLATFORM &
picd

&0 LERHL LR OpenShift Container Platform &2¥HRIN5E % Red Hat Enterprise Linux
CoreOS (RHCOS) itE#l2s.

ENEZITENSRINBIEENEMEN R ERE 2 al, Y%k RHCOS HastEER, Ea kL
{5 1ISO HR M4 PXE Bl S0,

5.2.1. FoRFMH
o EIEBH ERETER,

o REMAFROBERMLENFF Red Hat Enterprise Linux CoreOS (RHCOS) %, MIRE%
BiXEXH, FERRBLREIENUBREXLESH,

5.2.2. £/ ISO & 0EE % RHCOS #l23

m
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IRE LUME R 1SO Bt N IEHE R 0|8 T % Red Hat Enterprise Linux CoreOS (RHCOS) iT&#gs, LA
235,

FoRFEH
o JRENERFITENLZRMY Ignition BRE X 4B URL, EREIEAFIZXMH LER HTTP IRS5 25

1. R I1SO XHEE LT EN S ERE RHCOS, TEREER, FHRNENSIERNERA
%

* I ISO BHRKIF B A F ERE .
e 7 LOMEAOHEMA ISO EEM.

2. ERIEEFEMET KA BT CE 5 S FIIIE R T35 RHCOS ISO Hifgk, FERLEREFE RHCOS
live IMERF| 53 A shell 1277%F,

. A AR RHCOS REZB I S RRRNMAZSH, BR, EXISO T,
A 1ERZfE AU TS R R 8 coreos-installer 4845, MARRMAZLS

3. iZ1T coreos-installer 515 EH BIEMREE RIET, BEDYUITIEERAT RERH
Ignition ERB XM URL, LARIEELERMILE -

$ sudo coreos-installer install --ignition-url=http://<HTTP_server>/<node_type>.ign <device>
--ignition-hash=sha512-<digest>

ﬂ B 7ifF A sudo 1217 coreos-installer €545, E°H core A & B HITREFER root 11
R,

Q 4 Ignition BEEE X @1t HTTP URL ZREXF, #FZE --ignition-hash RIS IEERF T m L
Ignition BRE SXFBIE LM, <digests & L —# FIRERE Ignition B2 X4 SHAS12 HZE,

INRE @S TLS B HTTPS ARSS851R 4t Ignition BBE X1, EELAEIETT
coreos-installer BI{S RIERIUE A WL (CA)RMEIRGEEFEF.

LUFRBIGEI 5T &Rt El /dev/sda %%, bootstrap 77 mBY Ignition EZ&E XXM IP Hitik
192.168.1.2 B HTTP Web AR %583 K EX :

$ sudo coreos-installer install --ignition-
url=http://192.168.1.2:80/installation_directory/bootstrap.ign /dev/sda --ignition-hash=sha512-
a5a2d43879223273c9b60af66b44202a1d1248fc01cf156c46d4a79f552b6bad47bc8cc78ddf011
6e80c59d2ea9e32ba53bc807afbca581aa059311def2c3e3b

4. FENEREOHEHIS £ IR RHCOS REMIITE,

12



BF

TEFFIA%REE OpenShift Container Platform 21, HBWERENT mARERID, W
LI TR AEE B E AT RE & I RHCOS R &5 R R A,

5. BN RBCIRE LI B,

5.2.3. @1 PXE =% iPXE B8R A2 E % RHCOS Hl2s

IRE LUE R PXE 2% iPXE 815 WENEEE 0B T % Red Hat Enterprise Linux CoreOS (RHCOS) T&#
%%Q

FeRFH
o REVEEHITEANZRD Ignition BEEESHFAY URL, EREITEAFIZCH LEE HTTP RS 85,

o REVRIEERI LRI EP LAE HTTP fRSS 238 RHCOS ISO (&, [E4EH94E4] BIOS. kernel
0 initramfs X {4#9 URL,

o RAI LAV RITER T F2H - OpenShift Container Platform S22 A 230 Y PXE 8| 5 £
2ok, HERTIERLE RHCOS [ MA R 2L /5 51,

o INREMA UEFI, f&AILLVIAIFE OpenShift Container Platform Z&4%iJ 2 H{EXH grub.conf XX
{¢O

e
1. #8ik RHCOS &89 PXE 3 iPXE &3 1EH,

o XfF PXE :

DEFAULT pxeboot
TIMEOUT 20
PROMPT 0
LABEL pxeboot
KERNEL http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> 0
APPEND initrd=http://<HTTP_servers/rhcos-<version>-live-initramfs.
<architecture>.img coreos.inst.install_dev=/dev/sda
coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.
<architecture>.img

IBELEFEIHTTP RSS20 live kernel SLHALE.

BE LR HTTP BR$52389 RHCOS SUFHIGIE, initrd SEUEZ live initramfs ST
fiIi&, coreos.inst.ignition_url Z#{EE worker Ignition EZi& SXFHIfL

&, coreos.live.rootfs_url A 2 live rootfs XML&, coreos.inst.ignition_url
#0 coreos.live.rootfs_url SE{{Z# HTTP #1 HTTPS,

1]
2]

LB B AR REREHI SRS EE ARTEAE VR, BERERRMNZEGS, 1572 APPEND T/
— % console= S8, #I40, 0 console=tty0 console=ttyS0 LAfFEE— PC & ONE N £

A, FRERERNEIEE N ZHIEFE, NREZER, 155 WE1E Red Hat Enterprise Linux A%
E%ﬁ%iﬁ”#ﬂ/jﬁ“%‘* ?
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o XIF iPXE :

kernel http://<HTTP_server>/rhcos-<version>-live-kernel-<architecture> initrd=main
coreos.inst.install_dev=/dev/sda coreos.inst.ignition_url=http://<HTTP_server>/worker.ign
coreos.live.rootfs_url=http://<HTTP_server>/rhcos-<version>-live-rootfs.<architecture>.img

initrd --name main http://<HTTP_server>/rhcos-<version>-live-initramfs.<architecture>.img

(2]

@ 5 LEBEHTTP RS EH RHCOS XHHHIMTE. kernel BHIER kernel XHHIIE, 1E
UEFI %4t 8| SEEZ initrd=main 241, coreos.inst.ignition_url {2 worker
Ignition BSE& SXHFBIMLIE, coreos.live.rootfs_url SEUEIIRZ live rootfs STHBIAL
&, coreos.inst.ignition_url 71 coreos.live.rootfs_url 23 HTTP #1 HTTPS,

@ BELEEIHTTP BRZ588 initramfs XAHIATE
thEEERRERTEH &N LR BETIER SN, BEREARNZEEE, EE AKSE FHm
’\‘J?,%’v’l\ console= 2%, 40, 70 console=tty0 console=ttyS0 LU 5E—1 PC &0 %ij}’“fEU

HEEPZREEIRE N Z RIS, IFELER, HESMHU{ITE Red Hat Enterprise Linux X E
%1‘1@3 mAl (2K) #EHE ?

1. {FF PXE =X iPXE EtiZei R ORI ENL25.

5.2.4. #L AN SRBIEF ERIFK

LI RRNBIRRN, SNHERMBNBENEERNDRFLBIEFEERIER(CSR), BoAfIXLE
CSR Bkt tE, FRBEFZEBTHA. DIIELMERIRIER, REHAERSSRER.

SeRFMH
o 1@} EI::I‘\_T}*J-L%E//J\\ 7Jl] EIJ %E¥ I:F'

ff

L=
1 HIAREF T LUAA X LA 25

S

I $ oc get nodes
it Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 63m v1.22.1
master-1 Ready master 63m v1.22.1
master-2 Ready master 64m v1.22.1

Hi oI TR G2 IRTE LA,

EHL CSR #itt AT, RIEMNEHATRERNSETET R (B worker TR)
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B 58 RERNTRES

2. IEFLIEH CSR, HARNMEIEREHIEEVIZ:E0E Pending 5% Approved KSR F i
153K -

I $ oc get csr
it =Bl

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

TEARBIR, FHAVSMAKR. BARKEINRFEIEZSIHER CSR,

3. MR CSRI&BIRFEHAE, EEARMBNRNFIEFLIE CSR #4F Pending KRE 5, EiltE
SKENZIMI CSR -

BT CSR « B3I, RILEESNERMEIERE— /N ARREERR CSR, 4N
FREBE—INRIEET], ERRERE, BNTRRSFEESMER. Bt
HERTAXLIES, #EE I CSRE, Kubelet NARSSUEFOIB— 22 CSR,
XBEFHE, RE, R Kubelet 1EREFHERASHMFIED, NIESHREIE
F421T3% K B8 machine-approver B it .,

STFERS AN AP FIEA LiZ1THER, ENFEMR B S EiZR,
IR SE e — 75 3% 3 B sh b kubelet IRELIEBIER(CSR), MIRZ B EE
3K, ] oc exec. ocrsh #1 oc logs 5 AN, KN API RS 251 EEE
kubelet B EMRSSIUET, 5 Kubelet ifi sk RAVE(TIRVEEN TR B UL IE P HEAE, 1%
FE TSR CSR, HIA CSR H system: node = system:admin 22 F#
node-bootstrapper fR 5K 1R, FHIILT REIF5,

o THHLE, ENEBNERM CSRIBITLUTMS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR &K H CSR BI& R,

o THLHEFTERAIER CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs --no-run-if-empty oc adm certificate approve

==
' TEHLE CSR #i#lb #£R, —L& Operator AIRET EF .

4. HE, EHEFmERERIE, BRIEERNIKFEINEANSENRSFIEK

115



OpenShift Container Platform 4.9 2 Gk &

I $ oc get csr

=1
NAME AGE REQUESTOR CONDITION
csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pending
csr-c57lv. 5bm26s system:node:ip-10-0-95-157.us-east-2.compute.internal
Pending

5. MNIRFRE CSREF#UME, BT Pending IRE, ERAELREENZRH CSR -
o ZHUMBLE, HNEBNEMM CSRIZITUTHS :
I $ oc adm certificate approve <csr_name> ﬂ

Q <csr_names> 24/ CSR 55K H CSR B4R,

o ZHLHERTERALIER CSR, EZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}{{"\n"}}
{{end}}{{end}}' | xargs oc adm certificate approve

6. #EMBE M imFARS 2R CSR G, M2 4&F Ready RE., 2T TRSLILE
I $ oc get nodes

i th o Bl

NAME STATUS ROLES AGE VERSION
master-0 Ready master 73m v1.22.1
master-1 Ready master 73m v1.22.1
master-2 Ready master 74m v1.22.1
worker-0 Ready worker 11m v1.22.1
worker-1 Ready worker 11m v1.22.1

% "
: BUERRSS 28 CSR B Rem &L 2 #hnf (AL AL 2514 2 Ready KA.

HE R
o MFAXRCSRMESER, BESHILBERIFR,

5.3. BREN SRR E
BB B REILLE,
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BF

& RBETE Machine API 2 FRIER h RSN REEMT BRI, BE R E&RIE
IR R E RN M EEFIBL & F 888 A Machine AP,

BEEMZBRIFERE none BIKEETTIEE M Machine API, BIfEMIINEIEEFA T B SRR
HAEZFIZINENTE L, WENAXMRE, ARERTEERULSH,

EHERHNTESRE, HETUTHS

I $ oc get infrastructure cluster -o jsonpath='{.status.platform}'

531 X FHHEERE
MEBEERE QIS E R ENS P R EENNE,

ZIEHSRERRR, CIBTRRE EHHENEE., XEZMENSZMY (g, 4F NotReady KA
KB H 58K node-problem-detector FIER THAMRR) , URAFEREHNSRESHITG,

3 EE
IEAREEN B master f BEIHEIHTHLI R E,

#i#2 MachineHealthCheck TREVIZHISR IO EE LHIRME, MRNSTEATRERE, MBI
PRALE FH Ol — IR E, WG E, EEENSEMERSEM.

9 BR U BRATL 2E A BB R ME RS, ¥l 25 — R OB R FHMBR— N T m. MR BIrlEsth A AR AR
AR EEMNS B E KT maxUnhealthy B9(E, NI ELE, BEESBFF,

THIRYE TR U ERFAIE BB,
o EBREY BT RE R T B R BRBIHL 25 £ B TR TS RS2 4L,

o BREY ARG RER TN IEN. B, & NotReady IRASHIEERS Y [A] 4/
BB, LMEVSREDTREINTIE,

BFIERE, HHERTR,

5.3.1.1. SENFR R AR BIPR
BENBEROEIFEEELUTRE :
o RANBENANNSY LB GRRICEEES,
o HREIARIHEF control plane Hl37, MRTREE, NFKKEE.
o MRHERMT RMERFHBIR, NERERLEINHNETERE, FIZEMEEN:E.
o INRHLIEIN AT sR7E nodeStartupTimeout © F% BN AEEE, NKEBENES.

o N2 Machine R E& N Failed, N&IIEMEE X2,
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5.3.2. MachineHealthCheck %R <15
MAEET =R EREM MachineHealthCheck R, LAKRENLAABITHR, KLU YAML X4 :

apiVersion: machine.openshift.io/vibetai
kind: MachineHealthCheck
metadata:
name: example 0
namespace: openshift-machine-api
spec:
selector:
matchLabels:
machine.openshift.io/cluster-api-machine-role: <role> 9
machine.openshift.io/cluster-api-machine-type: <role> G
machine.openshift.io/cluster-api-machineset: <cluster_name>-<label>-<zone> ﬂ
unhealthyConditions:
- type: "Ready"
timeout: "300s"
status: "False"
- type: "Ready"
timeout: "300s"
status: "Unknown"
maxUnhealthy: "40%" ﬂ
nodeStartupTimeout: "10m"

ﬂ IEEZEEMNRERL AR,
QO = EmnsbisE— MR,
Q I <cluster_names>-<label>-<zone> 1§\ {5 € ZIRIRAIHNZ L. /M0, prod-node-us-east-1a,

w‘é‘i*ﬁﬁi%#ﬁ’ﬂﬁlﬂﬂ%éﬁﬁl'ﬂo INRFEBIEIFRFR T &, NRESENEE, BB R
REBA RN ER £ TIE A BT F{E,

fBE B RRITFRMMESHISREE, XA h— P EIHH—1NEY., NRTREENNRNER
it maxUnhealthy X EBIBRE, MARRHITHHE,

@ EENSREREERENSZTERITDIFRT RIIA SR BB FFE A,

% -
. matchLabels R 251 /R E B 4T EZ R IEHIN R4,

5.3.2.1. @il A 1M

MR ARRMEEFERN N SBEROEEENEE. B MachineHealthCheck iR #Y
maxUnhealthy FE& g B 52 28,

INRAFEESE M2 maxUnhealthy FEXE . 7T —“ME, MachineHealthCheck &%

maxUnhealthy F{E 5 © R & FMERM B rith p N33 E TR, R EBEMNBZHERBT
maxUnhealthy R, TASHITHK
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H5E
INR% A% E maxUnhealthy, NIZEIAES 100%, TICEEHRSMME, VBB SHEE
EO

& 4 maxUnhealthy [EUR TR ERE AR EEMAELL & MachineHealthCheck ZZ= MM 238 E. HI40,
& AT LAfE A maxUnhealthy (BB Z 2N ATAK AL MERE, UEEEKEANXE, maxUnhealthy
W o] ARS8 A R LEFF — 25 Fh

maxUnhealthy FEX o] LUZ B HEE ST 2tt. #R1#E maxUnhealthy (E, BREBFNEEEI,

5.3.2.1.1. R A4AXHE % & maxUnhealthy
SN F maxUnhealthy % 2:
o MR2AHEDITRARE, NEHITHNE
o MRIANHESZTRAER, NARRHITHI

XEESHSRROLEERENINZRET XK.

5.3.2.1.2. B9 lLixi& maxUnhealthy
#NR maxUnhealthy 1% &1 40%, B 25 ML H0HE -
o MREFI0ONHEDL T RUEFAEBRE, MAHITHK
o MENAHENTRTRE, NASTITH
N5 maxUnhealthy #i%X & 40%, & 6 THSRHEKRE :
o MR 2ANHEDTRAERER, NAHITIE
o MRINHELZTRTREE, NAKHITIHK
A=

L0 EH maxUnhealthy HlZBH B 2 LR B —DEHE, RIFHNSHRESKE ATI—
N RS

_,f"

5.3.3. #]& MachineHealthCheck %R

&) LA B RBIFR A MachineSet £/ MachineHealthCheck TR, EREZBIEE G control plane
#2349 MachineHealthCheck %R,

FeRFH

o i oc S ITHRME,

AR
1. f/Z—" healthcheck.yml X4, HA@SEMIHFRERENE L,

2. ¥ healthcheck.yml X4 B IRBOEEE -
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I $ oc apply -f healthcheck.yml

5.3.4. Fohf BHlEE
EIENBERRMSMRNG LB, EAUFIY RINBE,

XMEES£BATM. RERFETHEMRBRMERRMER, BEXN. AP ESFNEMRIILR S AN S
%

FeRFMH

e Z2%E OpenShift Container Platform %£&£#] oc #3517,

e LIEA cluster-admin I RHIFE - &5 &% oc.

1. AEERPINESE
I $ oc get machinesets -n openshift-machine-api

HL23%E L <clusterid>-worker-<aws-region-az> B 5 H,

2. BEEREBNG :
I $ oc get machine -n openshift-machine-api
3. EEEMPREN S LIXETRR

$ oc annotate machine/<machine_name> -n openshift-machine-api
machine.openshift.io/cluster-api-delete-machine="true"

4. /14T cordon #4F, HFEEEMIBRHIT S

$ oc adm cordon <node_name>
$ oc adm drain <node_name>

5 ¥V EBHlERE:

I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
FE -

I $ oc edit machineset <machineset> -n openshift-machine-api

120



7
IRRT AN A LT YAML kY RAZR4 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:

name: <machineset>

namespace: openshift-machine-api
spec:

replicas: 2

BRI B EN SRR, FELLOHLUEHNET TR,

o JUIEMIRRTIHAROMLES

I $ oc get machines

5.3.5. T AN 2R Y25 ES & M 2 (A1 A9 X 51
MachineSet X[ &t 7 5 = k#1254 X I OpenShift Container Platform 7 5%,
MachineConfigPool % &t MachineConfigController 41412 F+ 21 12 F & X FF IR EIHIIR S,

MachineConfigPool *f & fu 1 FA /- B & d0 el 5 2 b FA B 23 B & Stk R B9 OpenShift Container
Platform 7 &,

NodeSelector ¥ 7 LL#E — 12| MachineSet X &RB95| &,

5.4. HFEHTT REN LB

OpenShift Container Platform T RECE X HF S EEEMLET, BN, EHIRLUANT RIAER&RK pod
EMH NS4 podsPerCore 1 maxPods.

BN SBEREER, HEPPUNERS T TR ER pod ME., BITXLEERTSH
e CPU fERZRIEN,
® I8 pod AR,
o RETRPNAFHE, FEHIAFERRMN R,
o R IP Hiitith,

o HWRIEFER, SHAFNARFMHETE,

BF

1 Kubernetes A1, S& N2 pod LFMERAMN NI, FZNBesHEELIrALS
BEEEng M, AL, 21710 P pod IR G SEPR ERIZ1T 20 M A S
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RNV BRI IOPS TR AT RER XS CRI-O # kubelet P4 &M, LR EZTAE /O

= B pod B, AIaexHILBERIRE, BUURIEET S EMRE 1/0, HERBERW
sHEmE,

podsPerCore R1ET7 s HHYALN IR SR RIS IZE T m 12 1TH) pod 12, #I40 : T—NE 4 NEEESER
B9 52 L ¥ podsPerCore 1%/ 10, M%7 m ERFHITRAK pod BEH 40,

kubeletConfig:
podsPerCore: 10

19 podsPerCore % &7 0 AT 22X REI, #X1L7 0, podsPerCore FEE#A1T maxPods.

maxPods {77 A LLUZ T pod EXE N —PMEEE, MAREEET mBEM,

kubeletConfig:
maxPods: 250

5.4.1. fi]# KubeletConfig CRD ¥%if& kubelet 53X
kubelet B2i& B RI#EF 5L Ignition BB &, HILAILERESHE, (B2, £ Machine Config Controller

(MCC) FREFZRIN T #8 kubelet-config-controller . XA 1L#&{# A KubeletConfig B E X ¥R (CR)
SRR kubelet 4K,

pa Y=
&4 kubeletConfig X/ & FREYF X B M LiF Kubernetes 21545 kubelet, kubelet R1E

EIUEXEE{E, kubeletConfig X RAMTERE X SHER T AATH, BEXEN
1H, 1ES M Kubernetes 314,

HERBLUTES

o NENMIREEDLLE— KubeletConfig CR, WHIZNEERENNFEERE, MRENIERE
KRB AEIFREM, NAREREE—1 KubeletConfig CR.

o JiiEIIAH KubeletConfig CR LUENIN A X BESRINFIAE, MA B NENEHRUE— CR,
BEUEMNAIE— CR EEBHUFENVSREE, KATFIRFNER, UEETUREEN,

o RIEFE, IEZ KubeletConfig CR, ENEEREIHN 10, ¥ FEHE—4 KubeletConfig
CR, Machine Config Operator (MCO) OIE— M 2REE, FHH kubelet, X FENELEL
CR, HIBARUBRA—NMTERFEESN kubelet LM E. 0, WREE—INHE 2 FH
8 kubelet #l23EC&, Il F—4 kubelet . 25E2 & =0 -3

IMREMPRAZREE, UHEKRNITFERHREN], LUBRETRRE, Fi0, EMER kubelet-2 #2380 & 7
&% kubelet-3 1 23ECE.

p= =1
IMREE -1 A kubelet-9 FHMNREE, FHEOET 5 —1 KubeletConfig CR, N

FeOIEFRREE, BIfEY T 10 1 kubelet Hl33EE,

KubeletConfig CR 3l
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I $ oc get kubeletconfig

NAME AGE
set-max-pods 15m

f 7R KubeletConfig ¥l258c & R Hl

I $ oc get mc | grep kubelet

99-worker-generated-kubelet-1 b5¢c5119de007945b6fe6fb215db3b8e2ceb12511 3.2.0
26m

LUFRIZER T 0MAESE worker 7 52 LB T SRR K pod &,

FoREM
1. NIRERBMT AR RIS S MachineConfigPool CR XEXMIFRE, HUTUTHEZ — :

a. BENGEE
I $ oc describe machineconfigpool <name>
4N -
I $ oc describe machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: 2019-02-08T14:52:39Z
generation: 1
labels:
custom-kubelet: set-max-pods ﬂ

@ RFMTIRE, BRUIE labels T

b. MRIRERTTE, NERIN—D 5/ (EX

I $ oc label machineconfigpool worker custom-kubelet=set-max-pods

it
1. BEFEEA LA ASEENR

I $ oc get machineconfig
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BINBERT, 5 kubelet #8xMIEZE " 01-master-kubelet #1 01-worker-kubelet.
2. REFNT RBRAK pod BHEIE :

I $ oc describe node <node_name>

4N -

I $ oc describe node ci-In-5grqgprb-f76d1-ncngq-worker-a-mdv94

1Z Allocatable /)17 3% £l value: pods: <value> :

it Bl
Allocatable:
attachable-volumes-aws-ebs: 25
cpu: 3500m
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 15341844Ki
pods: 250

3. BT BIBR—1NEE kubelet BER B E LHIRX M, HE worker MR EBEN T REI&KAK pod :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods ﬂ
kubeletConfig:
maxPods: 500 @)

@ FIANBERELRIRE,

Q 0 kubelet BR B, TEAGIH, {8 maxPods HEBEANT SMEX pod.
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kubelet 5 API iR 283 1T X ERVIEREUA TSR EIHEE (QPS) # burst {H,
MREBANT R LZTM pod HEAMR, FAKINE (kubeAPIQPS 7y

50, kubeAPIBurst 7 100) ZeILL, IMRTT = EEHRBYW CPUMAERR, N
W BT kubelet QPS #1 burst 33,

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
kubeletConfig:
maxPods: <pod_count>
kubeAPIBurst: <burst_rate>
kubeAPIQPS: <QPS>

a. N EIRZER worker BHH A ECE M ¢
I $ oc label machineconfigpool worker custom-kubelet=large-pods

b. /3 KubeletConfig %4 :

I $ oc create -f change-maxPods-cr.yaml
c. %E KubeletConfig X R 2 & B 0I& :

I $ oc get kubeletconfig

it =Bl
NAME AGE
set-max-pods 15m

WRIBEREPM worker TEREE, ZFHEED worker TEREZFENER, MFAH 3 worker T
RIERE, XNIREAREEEKRA 10 E 15 o8,

4. WITEAREEMART R :

a. 7£ worker TV = £ 7 maxPods [EE HX :

I $ oc describe node <node_name>

b. #ZI Allocatable /77 :

Allocatable:
attachable-volumes-gce-pd: 127
cpu: 3500m
ephemeral-storage: 123201474766
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hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 14225400Ki
pods: 500 @)

ﬂ EARBIH, pods ZEN Ik EETE KubeletConfig Xf R i ERIE,

5. IIF KubeletConfig X R ED :
I $ oc get kubeletconfigs set-max-pods -o yaml

XN 1% &R True JR7SF0 type:Success, W FAIFT :

spec:
kubeletConfig:
maxPods: 500
machineConfigPoolSelector:
matchLabels:
custom-kubelet: set-max-pods
status:
conditions:
- lastTransitionTime: "2021-06-30T17:04:07Z"
message: Success
status: "True"
type: Success

5.4.2. &8 A8 B worker 7T S E
BINERT, TEXTAT AR worker T RN FE kubelet 8 XMIECER,, RAF—EBHSEARATH, WFARE
BEskvi, SHREERKNEFUTURMBEEBENEN, EEMEE, EaLFZEEHFRINSEEkNR
P =

1. Y%%E worker Hl2sECE it :

I $ oc edit machineconfigpool worker

2. }¥ maxUnavailable & HIFEEME :

spec:
maxUnavailable: <node count>

BE
BIXBIZEN, HERTEEBB worker 1 REIE, MAREREFRZITHN
AR,

5.4.3. Control plane "7 st K/
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control plane 7 A FRBIE REUR F R T RBE, LU THTEM control plane TRANZET
cggn.trol plane ZEEMHMLER, control plane I ARIE T mBUEE A 69 % 22 (A R E R A AR LU TN

o 12 NERIRR

o 3INEEE

o 6 MR

o 1NERE, A 21 pod BIER, ENEEFHHA secret

o 2NERE, WA 11 pod BlA, HEHT A secret

o 3 MERLLAIEREMRS

o 3 NMEMZATEEREH

e 10 1 secret, HM 2 MHURINIBEEE

e 10 MECEMRSY, Hr 2 MHRUBIHEREEE

worker i ¥ E £3NE (BRZEN) CPU A% A%F (GB)
25 500 4 16
100 1000 8 32
250 4000 16 96

TEEAB =4 master 5k control plane TR KB SBELEH, BHP—ITREL. EEHEN

B, CPUFINEFRENKFIR, WERREERRENHEIR, MENEZEMEBINEN A, BRTIEXH
ERFEERERUTARAMIER T, ERFHA control plane T s AN R i FRESE R, MM
WREREZ, 54, EANERFAPLKEXIANTE, EH master P HFRHIZRINFEFHSIS, AN
FRRIERGEH LU control plane Operator B, N TERNELKRI, 1EHF control plane 7 s LRI EUA
CPUMINEHRREAZRE NGRS 60% WFMETARE, UEBFERMEREZRHE, MHNHIIN control
plane 7 s _EBY CPU FMIN7E, LUEGRE 7 ERD HRMIE R B EHIE.

BF

TRARNRFEHPNT RN RYE, BABURTER LRSI ESh X LN}
R, TOIEXEES, control plane EHREAEA TS RATFE1T (running) FrEERY
B[] 48 b B SR ER

Operator Lifecycle Manager (OLM) £ control plane 7 m £iz1T, HEAFESAEEURT OLM E&EEH
EIBRYEy R 22 R RN S R operator BIEIE, Control plane 1T REEAN AT X/, LUESE OOM
2k, UTFHIBETEHSANIANGER,

FZe KA OLM RE (GB) RET 541 HF operator K OLM

n# (GB)

500 0.823 1.7
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maRZERE AFZEHIRER OLM R1E (GB) RET 541 HF operator B OLM
P& (GB)

1000 1.2 25

1500 1.7 32

2000 2 4.4

3000 2.7 5.6

4000 38 7.6

5000 4.2 9.02
6000 5.8 1.3

7000 6.6 12.9

8000 6.9 14.8

9000 8 17.7
10,000 9.9 21.6

BF

1R R BE N UL BB IE N IETEIZ 1T OpenShift Container Platform 4.9 ££&£F# control
plane T mK/ :

o FRAAFEENRESELENER,
o FRLERFEFNEAMBIRESTEZLRERN AWS £E,

NFMARMEE, SeEiT T REBHAERRKIEPEMAKEFL control plane TTRK

N

5

BWETFETH OpenShiftSDN F ML EEEET OpenShift Container Platform 5£2% L1
IRBVEIE =

pa )1

1£ OpenShift Container Platform 4.9 #, 5 OpenShift Container Platform 3.1 K& Z BIHY

FRAELE, REFERIAMRE XD CPU A& (500 millicore) o FATE RN R1%ZE fEiX—
&

™o

5.4.4. 1% & CPU Manager
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iy =

1 A FRETT R -
I # oc label node perf-node.example.com cpumanager=true

2. YR B CPU Manager B9 i #0 MachineConfigPool . £ XN RAld, FFA worker #ER T
CPU Manager :

I # oc edit machineconfigpool worker
3. 7y worker HlasEREMARINIRE: :

metadata:
creationTimestamp: 2020-xx-Xxx
generation: 3
labels:
custom-kubelet: cpumanager-enabled

4. fIE KubeletConfig, cpumanager-kubeletconfig.yaml, BE X %R (CR) ., ESH L—%h
BRI, LAMEMEAFTH kubelet BERBE B FTIEMA T R, 155 I MachineConfigPoolSelector
il

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s 9

@ = EE

e none X MREZBATAE A T INHEBIBIA CPU XEXEA R, MMARHINBHIAERSB
BN ATHORE M, X RIASRES,

o static, ILERIEAIFHRIE pod FMBSREREI CPU IEKR, BIAREIX T m L% A
CPU MyiJjn], R} static, NMEEMHE—P/NLE s,

@ i $EE CPUManager HiAHiE, Bl s,

5. BIESHE kubelet BLiE :
I # oc create -f cpumanager-kubeletconfig.yaml

IXRTE kubelet BBEH A IN CPU Manager Th8E, #1RFZE, Machine Config Operator (MCO)
MEFT R, E/FM CPUManager, NIFABEEF,

6. IEAFH kubelet BLE :
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# oc get machineconfig 99-worker-XXXXXX-XXXXX-XXXX-XXXXX-kubelet -0 json | grep
ownerReference -A7

i th o B

"ownerReferences": |
{
"apiVersion": "machineconfiguration.openshift.io/v1",
"kind": "KubeletConfig",
"name": "cpumanager-enabled”,
"uid": "7ed5616d-6b72-11e9-aae1-021e1ce18878"

7. fo& worker @& A E#HH kubelet.conf :

# oc debug node/perf-node.example.com
sh-4.2# cat /host/etc/kubernetes/kubelet.conf | grep cpuManager

i th o Bl

cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s g

Q 7612 KubeletConfig CR I, cpuManagerPolicy,

KRE X
Q £ ] KubeletConfig CR I, &7 Y. cpuManagerReconcilePeriod.

8. BIBIFEKR—INHLZNAKH pod, REIFIERELIVGHE CPUEKREN—NERH., X2ETHTI
pod BIPNAZEN :

I # cat cpumanager-pod.yaml
it Bl

apiVersion: vi
kind: Pod
metadata:
generateName: cpumanager-
spec:
containers:
- name: cpumanager
image: gcr.io/google_containers/pause-amdé4:3.0
resources:
requests:
cpu: 1
memory: "1G"
limits:
cpu: 1
memory: "1G"
nodeSelector:
cpumanager: "true"
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9. fJ# pod :
I # oc create -f cpumanager-pod.yaml|

10. AENEFRMCHTTRFAET pod :

I # oc describe pod cpumanager

it Bl
Name: cpumanager-6¢cqz7
Namespace: default
Priority: 0

PriorityClassName: <none>
Node: perf-node.example.com/xxX.XX.XX.XXX

Limits:

cpu: 1
memory: 1G
Requests:
cpu: 1
memory: 1G

QoS Class: Guaranteed
Node-Selectors: cpumanager=true

1. FAINEFECE T cgroups. FKEX pause i#HF2##FE ID (PID)

# |—init.scope
| L—1 /usr/lib/systemd/systemd --switched-root --system --deserialize 17
L—kubepods.slice
|—ku bepods-pod69c01f8e_6b74 11e9_acOf 0a2b62178a22.slice
| F—crio-b5437308f1a574c542bdf08563b865c0345c8{8c0b0a655612¢.scope
| L-32706 /pause

RS HiE (QoS) FZ N Guaranteed B pod #MEZ!I kubepods.slice ., HE QoS FHH
pod &1i F kubepods #JF cgroups H :

# cd /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-
pod69c01f8e_6b74_11e9_ac0f_0a2b62178a22.slice/crio-
b5437308f1ad1a7db0574c542bdf08563b865c0345¢c86e9585f8c0b0a655612¢.scope
# foriinls cpuset.cpus tasks’ ; do echo -n "$i "; cat $i ; done

it Bl

cpuset.cpus 1
tasks 32706

12. EESRIFR CPU B :

I # grep "Cpus_allowed_list /proc/32706/status

it Bl
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I Cpus_allowed_list: 1

13. WILARGEHBS— pod (FEXNTRHAIH, QoS FZ N burstable B pod) FEETE NFR
JyGuaranteed B pod 2 ECHIRKFIZTT -

# cat /sys/fs/cgroup/cpuset/kubepods.slice/kubepods-besteffort.slice/kubepods-besteffort-
podc494a073_6b77_11e9_98c0_06bba5c387ea.slice/crio-
c56982f57b75a2420947f0afc6cafe7534c5734efc34157525fa9abbf99e3849.scope/cpuset.cpus

0
# oc describe node perf-node.example.com

i Bl
Capacity:
attachable-volumes-aws-ebs: 39
cpu: 2
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 8162900Ki
pods: 250
Allocatable:
attachable-volumes-aws-ebs: 39
cpu: 1500m
ephemeral-storage: 124768236Ki
hugepages-1Gi: 0
hugepages-2Mi: 0
memory: 7548500Ki
pods: 250
default cpumanager-6¢cqz7 1 (66%) 1(66%) 1G (12%)

1G (12%)  29m

Allocated resources:
(Total limits may be over 100 percent, i.e., overcommitted.)
Resource Requests Limits

cpu 1440m (96%) 1 (66%)

XA VM BR A CPU A%, system-reserved % iE{REE 500 millicores, iXXER—AR%HPH—
WM R EBSER ), LUAE] Node Allocatable B9#iE, A LIE R Allocatable CPU
21500 28, XBEKREFEFTLLZIT—1 CPU Manager pod, ENE pod BE—/NTEMHA
. —NZENAKET 1000 2R, MREZHRFAESE =/ pod, REFFEZZ pod, BRE

THEE :
NAME READY STATUS RESTARTS AGE
cpumanager-6¢qz?7 1/1 Running 0 33m
cpumanager-7qc2t 0/1  Pending 0 11s
5.5. BT
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TRARBE T,

5.5.1. ETIH{EA

RAEES (A ) FHTEE, ERZEREH, TTHKANN 4K, IMi REFEHEZETF 256 11, 1G RF
Y TF 256,000 1N 1, CPUBHREMAGFEEHIT, AIEEHFFREEXLE TSR, Translation
Lookaside Buffer (TLB) 2 RE. 1 ZEIHIR 71 MRS B/ NBURE 42217, INRIEFE IS h EIFHIE R bk a7 Lo
TE TLB AR El, NIEMRGHE R AT LIRIRERKG, MREESEE TLN F, NFH TLB miss, REVHERME
AETFHRER, REREHHMIFEHAE, MBI ENFE, RN TLB WAKNEEERN, Eit
FE{K TLB miss IME— 5 A28 IN TTAI K /N,

BEIE—NKTF 4K IRFET, £ x86_64 4R, BAMANE LKETTKR/N: 2Mi #1Gi, EHEMERER
KINEKBEFAR, BEFEAET, WHNEENIKEBLUENBRET @ e, Transparent Huge

Pages (THP) HEENARFAZETHRNBERTEITEET, BXNMRAE—ENRE, FilL,

CEHTRNEHRN 2Mi, YERSHNAEFERRE, THP RSB RIEE TR, KB KERNER
B (Eh THP MR R A 18) SBAFETREIE, Fit, SENARFIEFERT (SHE) FRT%
SEMET, MAR THP,

5.5.2. N ARFINEFERE
T ERBAITENEE TUMET SIREEETIAE, — N T ARETESR—NEERNWE T,

B il A LAE A&7 hugepages-<size> IR 2R — N FTIRT KHEFE. Hb size BFE TR LZRWE
FIERRFEE B i BIFRIC. B0 - tNREANT R 2048KiB TIAND, BFRE— N HENTTR
hugepages-2Mi, 5 CPU S(EFEHNEARRE, ElAXFTIENE.

apiVersion: vi
kind: Pod
metadata:
generateName: hugepages-volume-
spec:
containers:
- securityContext:
privileged: true
image: rhel7:latest
command:
- sleep
- inf
name: example
volumeMounts:
- mountPath: /dev/hugepages
name: hugepage
resources:
limits:
hugepages-2Mi: 100Mi ﬂ
memory: "1Gi"
cpu: "1"
volumes:
- name: hugepage
emptyDir:
medium: HugePages

ﬂ NETEEEDEMNARREFRE. FTERIMEEENETAFERNEUTEIAN, figd, ETH

K/ 2MB, INRNBREFEEERBE HBR 100MB BRE, NIEESE 50 NME T
OpenShift Container Platform & TN AIITE, 0 EHIFFR, EALEETEE 100MB .
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SEREXRNMIBET

BEEEXR/EIEIKRDN. BERREEXNNED, EEISISH9SBEIERAE I X/INLES
#hugepagesz=<size>, <size> FEMHUF T NENA, FHATLUER—DEEMES [kKKmMgGl. FKil
MBI K/NAIfE A default_hugepagesz=<size> 5| 5SS HE .,

BEX
o ETEIEKRMNETFRE, MFEETRE, Ne2RIAN, BiERTE.
o BT pod SERIR#IRE. BERMEIMEEITMEURIMRAHHE.
o [Sim B {8 EmptyDir BREEHEFEKRT pod iHFRHME TR,

o @I A SHM_HUGETLB #) shmget() KEHAE MM BERF, SEZT—1MEE
proc/sys/vm/hugetlb_shm_group HJ supplemental £,

553.BBEE

T RIS 2 ERTE OpenShift Container Platform (£ ERAME T, REBETIMAEEH M : £315
BRI FIEIZ TR, 7EB| SR TRERIGMATHM AT Y, FNRELRERAMER . Node Tuning
Operator BRIXFERE T R LDBEE T

5.5.3.1. TE8| 56}

it
BT RERRER, HREBUTSRIFETERE

1 B TREIRCAT A R EER B THXERN T <.
I $ oc label node <node_using_hugepages> node-role.kubernetes.io/worker-hp=
2. AIB—1EEUTHENH, HIEEH AN hugepages_tuning.yaml :

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: hugepages ﬂ
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Boot time configuration for hugepages
include=openshift-node
[bootloader]
cmdline_openshift_node_hugepages=hugepagesz=2M hugepages=50 6
name: openshift-node-hugepages

recommend:
- machineConfigLabels: ﬂ
machineconfiguration.openshift.io/role: "worker-hp"
priority: 30
profile: openshift-node-hugepages
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¥ Tuned ¥ JRHI name % & 7 hugepages.

% profile B3 % E NP EE T,

HIR, SHIIFRIEEEN, ANBEETEFEMRNNNET
[ERE T SRRE BT,

6@@0

3. fll# Tuned hugepages *| &
I $ oc create -f hugepages-tuned-boottime.yaml
4. QIE—NHEEUTREN G, FHiBEd 4 H hugepages-mep.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: worker-hp
labels:
worker-hp: "
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker-hp]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker-hp: "

5. fIENBREER
I $ oc create -f hugepages-mcp.yaml
RhERBHHIIEE R RTE, worker-hp Hl23ESE M AABIRTAE T mIIEHR N 2 8E 50 4 2Mi B T,

I $ oc get node <node_using_hugepages> -0 jsonpath="{.status.allocatable.hugepages-2Mi}"
100Mi

gk

H
[=]

BEl, XNIIRERTE Red Hat Enterprise Linux CoreOS (RHCOS) 8.x worker i s

L+ #Z %5, £ Red Hat Enterprise Linux (RHEL) 7.x worker Tim £, BRIFAXZH
TuneD [bootloader] &4,

5.6. T X & iHH

WERERME—BHFIBENRRAR, UEBERFEREEE, Waidtdid—m RILHI Y IX LR
FRMESE, MMEXERETHASER, REILETENRERE, FestH=Ee(l
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HE
OpenShift Container Platform X#FiZ &1 API, B &EHASRBEE MINERHR
o

VHEEIERET A (kubelet BOAER) 1551780 gRPC BRSS, 5 BIBM RN IR, (FM% & ImaE
W S B TR A2 A A (RPC) -

service DevicePlugin {
// GetDevicePluginOptions returns options to be communicated with Device
// Manager
rpc GetDevicePluginOptions(Empty) returns (DevicePluginOptions) {}

// ListAndWatch returns a stream of List of Devices

// Whenever a Device state change or a Device disappears, ListAndWatch
// returns the new list

rpc ListAndWatch(Empty) returns (stream ListAndWatchResponse) {}

// Allocate is called during container creation so that the Device

// Plug-in can run device specific operations and instruct Kubelet
// of the steps to make the Device available in the container

rpc Allocate(AllocateRequest) returns (AllocateResponse) {}

// PreStartcontainer is called, if indicated by Device Plug-in during
// registration phase, before each container start. Device plug-in
// can run device specific operations such as reseting the device

// before making devices available to the container
rpc PreStartcontainer(PreStartcontainerRequest) returns (PreStartcontainerResponse) {}

}
waE Rt =G
o EMAT COS BURFRIIA Nvidia GPU & & 4
e Nvidia B/ GPU & &M
e Solarflare & & fE#H
e KubeVirt I&HEH : vfio # kvm

e T IBM Crypto Express(CEX)EB Kubernetes ¥ & ffift

SMFEERERESELN, KEEESERERE - stub L& HEH -
vendor/k8s.io/kubernetes/pkg/kubelet/cm/deviceplugin/device_plugin_stub.go,

5.6.1. IX&IHEEEHE A E
o SPIPRERIR SR BIEE S S,

o HEFHN, H&EHGSZAET RLE fvar/lib/kubelet/device-plugin/ A —1 UNIX B E#
F, LUEIRSGSEE T EAEEEIMNRPC,
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o MTFIXEHGVNEEBHTR, ENXHEREANVIFNUAREZEFOE, I IBE— TR
ZE ETFXHIETT.

o FBRLEIEMSIIRIRM T B X HES BHES AT
5.6.2. TR &EIES

WEBESRMET MG, TEBFT R ERG R A ST AT REH R
BRI UAER ARG, MAMESUER_ERFAH.,

BE
OpenShift Container Platform XHFXZ &M API, BixFiEHRSHES MM EIRHEX
o

REBESPXEAST AR, B pod ATLLFI FAERBIBRE /1 KALGISRER R & EEHR A FTHX
&, X—HEERTFEREMTEMBT RER.

HERHN, H&EGRTE /var/lib/kubelet/device-plugins/kubelet.sock i Register 5 & M 2
KB, FHEMLT / var/lib/kubelet/device-plugins/<plugin>.sock ] gRPC RS, LIRSS H&E
2K,

AL IREBOEMERET, LA ERBAEREIEMHRSHIAMA ListAndWatch ixi2iH 72 (RPC). 1F
NIMR, EEEEEET gRPC MGG RREUZA T RITIR, KEBTESBMIETRSGEE, UL
BHELXEFNESR. ERG—m, BECRERREFNR ; REAAEERSEMEE, MadEidE
BRSNS IR A E RN H B,

TEALIBFTRY pod M AIFKES, Kubelet f$iE KM BRFIRZ DA 1x FEERUATEFOE, KEEESR
EHBURERRSE, URIFRESEENNNES. IREGHFEEFBEEINEN LS RAMSEE, NITEZ
RER&EEG LA Allocate RPC,

A, EEBEGEAUSUITEANLNMEE T XE0EE, NERFRE, KEREMEEE, X&
DR EALIMmF

5.6.3. FHiIX &S EIEES
R A SER RS A, ERAEREBRAEWITHE TAS S BEdt,
WA BRI A T —FHE], AEBII N R AR IR A S E B SRR R

1L BIAL TSRS NEERBNT mREKESE S MachineConfigPool CRD XEXHIIRE, HHATLL
TRz —

a. BENEGERE :
I # oc describe machineconfig <name>
4N -

I # oc describe machineconfig 00-worker

i th o Bl
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Name: 00-worker
Namespace:

Labels: machineconfiguration.openshift.io/role=worker ﬂ

Q@ EEEEFERE

Y=
1 NEEE®R OB E LHIR (CR),
W EHRSE CREETRH

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: devicemgr ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
machineconfiguration.openshift.io: devicemgr g
kubeletConfig:
feature-gates:
- DevicePlugins=true 6

@ CrRAB—AE
@ HiAkENBREREBNIRE,
9 J% DevicePlugins %} "true”,
2. QIR EEES
I $ oc create -f devicemgr.yaml
it Bl
I kubeletconfig.machineconfiguration.openshift.io/devicemgr created

3. BEAMINT R EBBIET /var/lib/kubelet/device-plugins/kubelet.sock, HRBERTIXEE
IR, XX FEEER gRPC IRFSJ[AEH LIUIITFTIEEEMB UNIX IS EETF, REERT RS
BRI, FTRTE Kubelet FHENE BRI sock X5

5.7. 15 RMAR
KRR I AT RIS R,

5.7.1. T &5 REER
B FER/TH (taint) , TRALIBELEIEHE pod, FRIE pod EFEEH &R (toleration) .
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ReT LLET T R AlAg (NodeSpec) $/5 RNMAEIT =, F@id Pod #ltg (PodSpec) fF&RN FHEI
pod, HIER AT mAT, HAERFEIEN pod MBEIZ T mL, BRIE pod ATUAARIZIS =

T RS EY5 Rfl

spec:
taints:
- effect: NoExecute
key: key1
value: value1

Pod HiA& YA BRI

spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"
tolerationSeconds: 3600

FR S5 BRH key, value # effect ZHAK,

R 5.1 ERABRAYS

£ fed
key key BRERFHFH, &% 253 MNFR. key RILUFEFIHFHL, TUEEF

B, #17. EF/F. ARMTZL

value value 2EEFHTH, &% 63 1MNEM. value WHILUFERHHEIL, AIUEE
FR, HFE. EFF. GRMTHE,
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B ik
effect effect WEHELE :
1
NoSchedule o 53 ATICERH pod FRIFEEIL
%‘ﬁi\\io
o IXTTRLEHAR pod RIRE,
PreferN h | ~
eferNoSchedule o 53 ATRICERH pod ATLUAREIL
L, BAEEFRRERXFEHE
EO
o IXTTRLEHAR pod RIRE,
NoEXx ~ .
OExecute o 5IEARIERMNE pod TEHEEIL
%‘ﬁi\\io
o TR ESRBLEARIIIE pod
BiR.
operator
P Equal key/value/effect ST, X22KIA
fE.
Exists key/effect S8 L, EQIRE—NE

B value %, XIFICEFAIE.,

1. #05R[M control plane 7 s=#&AI1T —4 NoSchedule /55, T m/E%H node-
role.kubernetes.io/master=:NoSchedule /55, XZRIAETM,
a0 -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59¢

spec:
taints:

- effect: NoSchedule
key: node-role.kubernetes.io/master

AR5 RIEE
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#NR operator S#(1%°/ Equal :
o key ZHHEMR ;

o value ZE A ;

o effect ZEHER,

#NR operator #1157 Exists :
o key ZHHEMR ;

o effect Z#HMAE.,

OpenShift Container Platform AINE T L FI5m :

5711

node.kubernetes.io/not-ready : TV AR, X5 T RIK L Ready=False %I,

node.kubernetes.io/unreachable : 7 R IGEMTT mIEHIER A, XETT KR
Ready=Unknown %/,

node.kubernetes.io/memory-pressure : 77 mFEERFLE A, X5 KR
MemoryPressure=True %I/,

node.kubernetes.io/disk-pressure : 1 REFEERELE DR, X577 RIRR
DiskPressure=True X/,

node.kubernetes.io/network-unavailable : 7 544 FH,
node.kubernetes.io/unschedulable : 7T SR HE,
node.cloudprovider.kubernetes.io/uninitialized : 77 2| 2@ A S =R FEH BN, 7£
TR EFEXNGmREREFC AT, EiEfasE B E N 2B AT s
&, kubelet 2RI =,

node.kubernetes.io/pid-pressure : 1= EH pid £, X577 =K% PIDPressure=True %I
o

BE
OpenShift Container Platform A% &EBAIARI pid.available evictionHard,

T RN {s AR BRFBREER pod KER

IRETLL@IT1E Pod #1483, MachineSet X R H 35 tolerationSeconds 41, #§7E pod TE#IKFRRTAT LA
REST A ENR K, MREEHR NoExecute effect BYi5 SURIIBI T s, MARIER (5
tolerationSeconds Z#1) # pod, TELLHABRA pod FA#RIKFR.

i th o Bl

spec:
tolerations:
- key: "key1"
operator: "Equal”
value: "valuel™”
effect: "NoExecute"
tolerationSeconds: 3600
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EXE, IR pod EEZTEEELEENAEIR, pod RFSTmE 3600 #, ABRHKMR, MRS
TEXNES B 2 §IREBR, pod FLASMIKER,
5.7.1.2. T RMa{E FHZ N5 =

BRI LAMER—N T A BAZ NG E, FIER— pod FAZNAR, OpenShift Container Platform %
RINTFATIRALIEZ N5 R AR -

1. 20 pod EFLEEARRG R,
2. HAWARICE]S =1E pod LEIERH effect :

o MREVH—ANFRIEZ=EE NoSchedule effect, Ml OpenShift Container Platform 7
BN pod WE LT =L

o MEREFRICE]S mEH NoSchedule effect, (BEELH—PAREETRE
PreferNoSchedule effect, Jl] OpenShift Container Platform Z it pod AEEIZ T /=
x

o MREVH—NKRIEHET=EE NoExecute effect, OpenShift Container Platform &1
pod MiZTT 2k (MIREEEXLTRLZTT) , HEARF pod HEEIZTRLE (JARLE
BREZTRLEEZET) .

o FBEVFI5EM Pod &ITENHEIKESR,

o #NR Pod BFI5MEBTE Pod HIH& A5 tolerationSeconds, N&KAREBFHE.

o HNR Pod BFi5E, BIEET tolerationSeconds, NI&7TEsEMN R BIREFHE,
fBlan -

o ETRRMUTIEA :

I $ oc adm taint nodes node1 key1=value1:NoSchedule
I $ oc adm taint nodes node1 key1=value1:NoExecute

I $ oc adm taint nodes node1 key2=value2:NoSchedule
e pod EBLITAR :

spec:
tolerations:

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoSchedule"

- key: "key1"
operator: "Equal”
value: "value1™
effect: "NoExecute"

EAHIR, pod TEAERT RE, FANRAESE=TITREENER, MRERMNTGRE pod BEET R
E£i247, pod &4LZTT, EANB=NTREB=NTRF pod H—REIFHIGT R,
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5.7.1.3. T & pod HEMT =R (RBEBLRAE T =)
Taint Nodes By Condition (BRINER) ®BZTRIRERRWT R, MARFEEDN#EE LD, MRED
TRIRE—MRR, WRM—N5R, BERREERN L, X5 285 NoSchedule effect ;
BN, pod TEAEENZT L, BRIE pod BLEHER.
FHE pod 7, HEERFARKETREREAEXLT R, NRIGREE, NN pod HEEIFH—DT R,
BT AERFRENRTS RmIEEFRB T mIR0R, FHEERLLEERINESM pod BIR, MAERFEE
7RG H A — LT SRR
MFFRARRS, FHRERBIE TIBRRMEIFRE T HEES :

® node.kubernetes.io/memory-pressure

® node.kubernetes.io/disk-pressure

® node.kubernetes.io/unschedulable (1.10 & ShkA)

® node.kubernetes.io/network-unavailable ({XFREHFL%)

LA LEF T R ERRINERER,

control plane A 21EEH QoS ## pod H1N1 node.kubernetes.io/memory-pressure
BR, X2EN Kubernetes £ Guaranteed =% Burstable QoS KA EIE pod, #H
BestEffort pod AR VHE EIZ &89 T R L.

5.7.1.4. T BABREIORIKER pod (EFHiKMIKER)

Taint-Based Evictions THREBRNIAZ /S AR, ATLAMIBEIRFEIRS (40 not-ready #1 unreachable) HYT7
RIKER pod, YT RUIBEIEA—MRRES, OpenShift Container Platform B4 mimilis =, FIF
SRIKBR pod LAKS pod EFT I BIE AR 22,

Taint Based Evictions £5 NoExecute 3R, A& V5 RB pod MW ILENIKER, BIF5 R pod TR
IXp&, B&3E pod fE /A tolerationSeconds %4,

tolerationSeconds S A VFEKIETE pod RFESEE T SR RBT S BRI, tIRTE
tolerationSections EIH SRR BAEE, NI RESFFETRLE, HFEHEBRERRH pod FFHEIKKR,
INRIRRE tolerationSeconds EIHFRTERR, NIAMRER LB SR pod.

INR{E FA% A EM tolerationSeconds 3, | pod AEFE N ARFLLEFNAS AT 1 (7] B T5 s RO M4 IX R

-

pa -3
OpenShift Container Platform RLABRE A RIXFR pod, MAIRFLEEEZENM T RO BEEE
FoHp &£ KE pod JKER,

BOABRT, WRGEREHRIT R 55% T R AR, TREMBIRERSERTZ
Xigp Ry PartialDisruption, 3B pod FRERED, S FLARERNELERE (A
IHS0ONMNTRFEED) , INMRFANTRARIGR, BREFFIE,

MEELZELR, 1551 Kubernetes XA MY B X IKE LIRS,
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OpenShift Container Platform = B 774 node.kubernetes.io/not-ready #1
node.kubernetes.io/unreachable HINZEREFH 1% E tolerationSeconds=300, FRIE Pod ECEHI5E
HepE—FHER,

spec:

tolerations:

- key: node.kubernetes.io/not-ready
operator: Exists
effect: NoExecute
tolerationSeconds: 300 ﬂ

- key: node.kubernetes.io/unreachable
operator: Exists
effect: NoExecute
tolerationSeconds: 300

ﬂ J_ﬁbéBEE%{%TEQMMEIR'F pod FERG I EX LT RR MG HI P REMR—NE, KRFHAERD

BHURESREREXLERR. fl, MREE-—PEFFSEMKTHNARE, BARFEELEWN
BARIiE pod ST REFAERA L, UFEFIXIREFHER pod WFRITHHIKE,

BT ARREE R pod TE Q1B &7 B LU TS =M NoExecute &FR, H3%7% tolerationSeconds:
o node.kubernetes.io/unreachable
e node.kubernetes.io/not-ready

R, SFIUERRSE pod TR,

5.7.15. ARRFIBATE =

IR ET LB 70 operator: "Exists” BFIRMEE key # value S8, N1 mEBEB NBFMEIETR. B
LE AR Pod R MEFTT KRBT RHHIER.

BAFARZmMATE =Pod &

spec:
tolerations:
- operator: "Exists"

572 /lJ\\)J[I /_51\\\*D§BE

SR LA pod #1753 URINEBR, LAMETT RAEWEHINILE pod MIZHAMNIZHERI T RLE, N FUEH
pod TR, ENELRFMBRAIMNE pod, ABFHTRAMET R, LUBRBRERMARITMT R EBER
pod,

ff

L=

S

it gwiE Pod spec A S tolerations /N7 €[ pod mINAE :

{#/ Equal ;2B R pod Eei& X4l
spec:
tolerations:
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- key: "key1" ﬂ

value: "valuel™"
operator: "Equal”
effect: "NoExecute"

tolerationSeconds: 3600 9

ﬂ HIRSE, 0 Taint # toleration HERF AR,
9 tolerationSeconds Z#$5 % pod TEHIXPRATH LURE 5 17 S4B E B9 K,

a0 -
{5 Exists 2B M pod Bl & X446

spec:
tolerations:
- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

ﬂ Exists ZERFR&EZ— value,
ABITE node1 ERE— NN keyl BIE N valuel B9i5 2, 1525 RZE NoExecute,
2. @it LATE4, {#H Taint Hl toleration ZH#ER FRRAISE N T SR INTT & -
I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

a0 -

I $ oc adm taint nodes node1 key1=value1:NoExecute

LtbE 51 nodel1 EIE—MEH keyl, 1B valuel B975 R, HMRZ NoExecute,
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= -3
IR A control plane =i T —4 NoSchedule 55, T m%71EH node-
role.kubernetes.io/master=:NoSchedule /5 &, XZIAEM,

a0 -

apiVersion: vi
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-
v8jxv-master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdclab7da414629332cc4c3926e6e59c¢

spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

pod EHMARES T R LHT RIEEE. BHEE—RRE pod JELEHEE nodel L,

5.7.3. ERHSERNTT RFMER

R LMERANERE DT RIAINIGR. 5 MachineSet X R KEXMIATE T R AT R EH. BRXHE
FERMTS SEVL IR XS EERINET KRB RECEFREE.

ff

niz
1. @1 %% Pod spec i &% tolerations /N 173 pod HRINAR :

S

£/ Equal ;i2EHAFTH pod EeiE 4251

spec:
tolerations:

- key: "key1" ﬂ

value: "valuel™”
operator: "Equal”
effect: "NoExecute"

tolerationSeconds: 3600 9

ﬂ HNIRSE, 0 Taint # toleration HEFR A,

Q tolerationSeconds S 15 E pod TEHRIKIRETS T mABERIFT K,

o -
{5 /A Exists IZE R pod Bl & X436

spec:
tolerations:
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- key: "key1"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

2. 975 S5 NZEl MachineSet #f % :
a. NIEBES M7 A% MachineSet YAML, 1 aLLAIEH MachineSet 1% :

I $ oc edit machineset <machineset>

b. 5 RAINEl spec.template.spec Ef 4 :

HEEMAE 95 RRH

spec:
template:
spec:
taints:
- effect: NoExecute

key: key1
value: value1

ABIET R ERE—NE T keyl, {4 valuel B975 5, 15 23%3RE = NoExecute,

c. THEBLEW R O:

I $ oc scale --replicas=0 machineset <machineset> -n openshift-machine-api

7
IR AT AN AR LT YAML kY RAZR4 -

apiVersion: machine.openshift.io/vibetai
kind: MachineSet
metadata:
name: <machineset>
namespace: openshift-machine-api
spec:
replicas: 0
LB MR,

d. REFET RIIGFHE :
I $ oc scale --replicas=2 machineset <machineset> -n openshift-machine-api
HE -

I $ oc edit machineset <machineset> -n openshift-machine-api
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ZEHENBES, 15ERINEIS MachineSet X & XEH T &k,

5.7.4. A5 RFABRFA A HAEET =

MRBEE—ATRBBERAMEER, 7 pod FIMAR. AE, EXLETRPRITNNITR. BF
BIRH pod WAFERTTR TR, HEFHFOEMEMT R

INRIEFLERR pod RFERBLESRT R, LEFPERNEIBE—HT =, FH9 pod AT RKE
M, LUME pod REERERI BB IZIFERT R

iz
RETRUERF REFERIZT R

1. X T s AN N BY5 R
f5Ign -

I $ oc adm taint nodes node1 dedicated=groupName:NoSchedule

B
AR LA AL T YAML SERINTS & -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: dedicated
value: groupName
effect: NoSchedule

2. B RE B E SCEAZSIER, 79 pod RINERR,

5.7.5. A5 mA A RIZGH BERIREGHT =

MRKHPEVET REFRFNEG, ETUERS [RMBSRIETFERFREGE pod 51X LT RREF
PR, MMHXET RREBAILHRLFTERREER pod, ML LIERFEERIREHSD pod ERRE
E’\J_'—I_%‘I;E\\O

=
=
1t

<t o

B R RRANINEI R ERFIRE S5 R EARIREM89TT =89 pod H,

i

LAE
AR VFEE pod REEBARIREHIIT R :

N

1. NEEREFREAH pod HRINER,
f5gn -

I spec:
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tolerations:
- key: "disktype"
value: "ssd"
operator: "Equal”
effect: "NoSchedule"
tolerationSeconds: 3600

2 ﬁﬁ 'L/L-F Dp T-l 1 /D%ﬁﬁﬁﬁ§$ﬁ{¢ﬁ’3—pl \IIJ\\jJ[]‘{g
I $ oc adm taint nodes <node-name> disktype=ssd:NoSchedule
HE :

I $ oc adm taint nodes <node-name> disktype=ssd:PreferNoSchedule

=’
I‘I,_R TLArFH J’J\-F YAML *//J\\j][]{?u N -

kind: Node
apiVersion: vi
metadata:
name: <node_name>
labels:

spec:
taints:
- key: disktype
value: ssd
effect: PreferNoSchedule

5.7.6. k&5 mAN AR

EELARIBEEE, MTTRBIRRITRAFM pod BIRER, ENEENBRAINE pod,
ﬁﬁny LXE%E//J\\DUG‘BEHU}‘A—D J:%B% pOdo

e
BERI5 RABR

1L MTTRBRRITA :
I $ oc adm taint nodes <node-name> <key>-
4N -
I $ oc adm taint nodes ip-10-0-132-248.ec2.internal key1-
=1
I node/ip-10-0-132-248.ec2.internal untainted

2. EM pod BIFE—RR, 5% Pod MERBIFZAIR :

9)(}:4:}{;7;1 \/:J\\jJI]EIJTJ
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spec:
tolerations:
- key: "key2"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 3600

5.8. hfNEIE 2
BREHFRERINESIESR.

5.8.1. {hINE B3 RAE

EINEESR BT M Hint I24tF (40 CPU Manager fliX& EEaR) WERIMRTRIFAZBREAEIGIRSE
(QoS) B9 Pod %R, FHEAKERIRTEILE Pod HiR.

RINEERTFON DR, XL cpumanager-enabled B E X HR (CR) AE X :

none B
XEBRIAKRES, APUTEMIAINGTFEZE,
best-effort g

X Fi7E best-effort HINEIERIZE) pod HEHIEN B, kubelet RFAE Hint IRMEFE KA E B
IREORTAMYSE, ERAXEER, AIEERKFREFRIESHHEL NUMA TR IRKE, MRKBME
BAREIRNE, NRINEESKREFXINKE, FHE pod DEL T Ro

restricted g

X FH A restricted $HINEIRRIEM pod FHIENEER, kubelet KARAE Hint IREE KL INE T
FRHIRT A, ERXEER, RINEESRSRTEIRNASRNEL NUMA TR XML E, INRKIFE M
REWEE, WRIEERSMT RIELXD pod, M5 pod 4F Terminated A7, B pod #
AR

single-numa-node kB&

*fFH# A single-numa-node AN ERRIZH pod FHIEN AR, kubelet KRS Hint 1R4E 3k
AMEFHRW T AN, FRAXMER, HHIEEHIRELEDN NUMA TREXBEERET6E. AR

2, pod H&PEBAZ TR, MBI EFAE— NUMA 77 s kB, NI ESEBSIBEMERT Am
pod, IXE5H pod 4bF Terminated IR, B pod AR,

5.8.2. WEHINEESR

S ARINEIESR, B JITE cpumanager-enabled B E X IR (CR) hEEDE R, MREXET
CPU Manager, NZXHRREREFE, MRIDXHGREE, B LLGIRIZS .,

FoRFEMH

e ¥ CPU Manager $RESECE /Y static.

i =
#GE Topolgy Manager:

1. £ cpumanager-enabled BE X %R (CR) AECERIMNEIEIRDECHRIR,

I $ oc edit KubeletConfig cpumanager-enabled
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apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: cpumanager-enabled
spec:
machineConfigPoolSelector:
matchLabels:
custom-kubelet: cpumanager-enabled
kubeletConfig:
cpuManagerPolicy: static ﬂ
cpuManagerReconcilePeriod: 5s
topologyManagerPolicy: single-numa-node g

ﬂ XNSHEWIIZ static, s NINE,
> I

EEFTEHRINER SR VBRI, EiXE, KIKZE single-numa-node. EMH

7 : default, best-effort, restricted. single-numa-node,

5.8.3. Pod S RN EE SRR E
LUFBY Pod specs RBI5ER T Pod 5 Topology Manager B3 H,

R FEBIEEFIRIEKRSHRH, AT pod KL BestEffort QoS Kiz 1T,

spec:
containers:
- name: nginx
image: nginx

R iER/NFIRH, F—1 pod 2L Burstable QoS %3217,

spec:

containers:

- name: nginx
image: nginx
resources:

limits:

memory: "200Mi"
requests:

memory: "100Mi"

JIRAMAREETZ none, NIHRINEESRFTAEEEPEM— Pod M,

R NEREFRE, &E— pod LA Guaranteed QoS K217,

spec:
containers:
- name: nginx
image: nginx
resources:
limits:
memory: "200Mi"
cpu: "2"
example.com/device: "1"
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requests:
memory: "200Mi"
cpu: "2"
example.com/device: "1"

RN EEBRTZEXAN pod, FRINEIEIERSSE CPU Manager FIIX& BRI hint L7, LUREX pod
R IMR R,

INEERNERALERFHIZESHNRER. 4 pod #, CPU Manager Ml & EERF{AETRD
FoR/ B AR L B RO 1E R

9. FIRIE KL EEA

MNFEMTERIR, BHITLIEE-—DEIRIEKIRE, REHBFRTSARYTRAIEUHEIERENE
FRRMBFRIRK, MRBH[IEETRE, BRI TIEK, NIERSKARAXLRS], FHETEBETT
m IR ERIRS.

PREUAY i 6 K R BUR FIT EBNREK R, MRBFEFEKRIRE, BESKFEIREHRRENT R, £
KEEH, BRAUUAEREARMMEEICERIGEHEPEFEEN TR, EHRREDHERT, TEEKRE
RO BFFPREREMRS T E,

FEEFIERNER, MEHMERGIENZFRRE, IR E NS TIEROEIR, 5 RKMRH
EEAETIEMERARE ; M, MRANBEHET 1G REFIERM 2G REFRE, MRS 1G EKGEE
HERTRE, BRZEMEA2GH; Bt E&EA5 200%.

5.10. f#f8 CLUSTER RESOURCE OVERRIDE OPERATOR By E#4J)|HY1
EfHEH

Cluster Resource Override Operator @ — A Webhook, AiLERGH S EFRNRE, HEEETH
FIETRLEEABREE, Operator LHIFED B A 17 Al AN E X IR EF CPU BRIAE.

IR JfE R OpenShift Container Platform #£l &3k CLI 2% Cluster Resource override Operator, #1F
im. IEREIREH, EAEIZ—1 ClusterResourceOverride B E X ¥R (CR), HEFiXE T EMAN
A, BRI :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @

L iiE cluster,

ik, MREEHMAEET BENERE, NZAFERKBSZIREMNINMESLE, M1E100
Z[Al, BRIAMED 50.

9 Ak, INREENIMINEET B CPUR(E, NI CPUIERBRIIRENINMESL, M1EI100

28, BRINEN 25,
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Q ik, MNRIBESKBINEE T FARERE, I CPURENEBEENHNERENT DL (INR1E
E) » LL100% ¥ B 1GiRAM, ZEF 11 CPU AR, XaEEE CPUIEKENHIT (MMREE

INRAS ERAXERE, N Cluster Resourceoverride Operator BELM, GIE— N
X LRI BT A BRIABRFUAY LimitRange X5, =X7E Pod specs FECEE N AMEEH
RR i,

RERE, R FUATRENAEENENGEEENREEABNNENES

apiVersion: vi
kind: Namespace
metadata:

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true"

Operator i 71 ClusterResourceOverride CR, F#fi{f ClusterResourceOverride £ A Webhook #%&
£ 5|5 Operator HHREM R ZE[H],

5.10.1. {8/ Web %A %% Cluster Resource Override Operator

TRAI L8 A OpenShift Container Platform Web #2115 k%% Cluster Resource Override Operator, LA
BRI RRE RS EFE A,

FeRFEMH

o MRALEXRIZEE, Cluster Resourceoverride Operator $£& B /EH, T FERA—N
LimitRange X &R 11 B 15 EEKIARIE, 7E Pod spec FECEE N AMEZRIRRE,

P
5 OpenShift Container Platform web $2ll& %% Cluster Resource Override Operator :

1. £ OpenShift Container Platform web 12l & #3# A Home — Projects

a. mili Create Project,
b. 387 clusterresourceoverride-operator {£ 417 B F & FF,
c. Mili Create,

2. # A Operators - OperatorHub,

a. MAF Operator 53R /1% ClusterResourceOverride Operator, H il Install,

b. 7E Install Operator TIE ™, R Installation Mode £ T A specific Namespace on
the cluster,

c. #fR7 Installed Namespace i£#% T clusterresourceoverride-operator,
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d. 187 B HHE FIHL SRR,
e. mil Install,

3. 7 Installed Operators TIE A, s ClusterResourceOverride,

a. 1E ClusterResourceOverride Operator iI¥{EIIE A, m Create Instance,

b. 7E Create ClusterResourceOverride TIEI H, 4wt YAML BERUBRIBEEEXE T EEH
g :

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 6
limitCPUToMemoryPercent: 200 @)

ZFRE cluster,
"%, I/EME1-100 2 A BEBRHFANEFERENB L (MNRERAMIE) . BRIAEN 50.

1, I/ETE1-100 2 RABEER 2 CPURRENEB DL (MREANE) . BIAMEN
5,

% @

Ak, MEFEA, ElEEEERRNEREMNB D, LL100% T B 1GIRAM, T 1
N CPU W%, XREBE CPUIERBIFTHE (MMREBEE) . BIAEH 200,

1]
2]
©
4]

c. Rili Create,
4. B EEREEE LFHRIPREREEEA Webhook FIHETIRTS :
a. 7f ClusterResourceOverride Operator TTEH, mifi cluster,

b. 7 ClusterResourceOverride Details T1#, 5 YAML., % webhook #1#HA
£, mutatingWebhookConfigurationRef T H 1,

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","met
adata":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLi
mitPercent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"
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selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster
uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

ﬂ 5| A ClusterResourceOverride 4 AWebhook,

5.10.2. £ CLI &2k Cluster Resource Override Operator

EA LUFE A OpenShift Container Platform CLI 3%%& Cluster Resource Override Operator, LAES Bl
SREPITERERA,

FoRFMH

o MRALERIZEE, Cluster Resourceoverride Operator £:& B /M, W AERA—N
LimitRange X &R W1 B 18 EEIARIE, (7E Pod spec FECEE N AMEZRIRRE,

P
A CLI %&£ Cluster Resource Override Operator :

1. 24 Cluster Resource Override Operator B3| #2 iy 22[H] :

a. H Cluster Resource Override Operator flJ—> Namespace 22 [8]%f & YAML X4 (40
cro-namespace.yaml) :

apiVersion: vi
kind: Namespace

metadata:
name: clusterresourceoverride-operator

b. fllEen4ZEH :
I $ oc create -f <file-name>.yaml
4N -

I $ oc create -f cro-namespace.yaml|
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2. fJ8— Operator 4H :

a. H Cluster Resource Override Operator Al —> OperatorGroup X% YAML X4 (40 cro-
og.yaml) :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: clusterresourceoverride-operator
namespace: clusterresourceoverride-operator
spec:
targetNamespaces:
- clusterresourceoverride-operator

b. % Operator H :
I $ oc create -f <file-name>.yaml

4N -
I $ oc create -f cro-og.yaml

3. BIB—MTI -

a. 7 Cluster Resourceoverride Operator fl|E— Subscription /5 YAML 3 (40 cro-
sub.yaml):

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: clusterresourceoverride

namespace: clusterresourceoverride-operator
spec:

channel: "4.9"

name: clusterresourceoverride

source: redhat-operators

sourceNamespace: openshift-marketplace

b. BRI :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-sub.yaml

4. 1f clusterresourceoverride-operator &5 % %2 [f] 1 fl|& ClusterResourceOverride B 7 X FR
(CR) X% :

a. #t A clusterresourceoverride-operator 54 22|,

I $ oc project clusterresourceoverride-operator

- Al = - —_ - R
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b. 7 Cluster Resourceoverride Operator flJ## ClusterResourceOverride X7 YAML X1+
(48 cro-cr.yaml):

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: clusterﬂ
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 9
cpuRequestToLimitPercent: 25 G
limitCPUToMemoryPercent: 200 @)

Z i cluster,

ik, EEEI-100 X ABEASNFRENBSLE (MREABE) o BIMET 50.

N
N

09

mi%, IEEIE1-100 2 B EBERZ CPUREMNESLE (NRFERIE) . BIMEN
25,

Q A%, MEFEA, HEEBEARNERENED . LL100% T B 1Gi RAM, ZF 1
DN CPU A%, XEEE CPUIEKENHTHIE (MNRBEE) ., BIAMEHN 200,

c. /% ClusterResourceOverride X & :
I $ oc create -f <file-name>.yaml
4N -
I $ oc create -f cro-cr.yaml
5. B EEREEE LHIRIPIRSRIGUEEA Webhook B AR,
I $ oc get clusterresourceoverride cluster -n clusterresourceoverride-operator -o yami

Y webhook # AR, mutatingWebhookConfigurationRef Ti& H ¥,

i th o Bl

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
annotations:
kubectl.kubernetes.io/last-applied-configuration: |

{"apiVersion":"operator.autoscaling.openshift.io/v1","kind":"ClusterResourceOverride","metadat
a":{"annotations":{},"name":"cluster"},"spec":{"podResourceOverride":{"spec":
{"cpuRequestToLimitPercent":25,"limitCPUToMemoryPercent":200,"memoryRequestToLimitPe
rcent":50}}}}

creationTimestamp: "2019-12-18T22:35:02Z2"

generation: 1

name: cluster

resourceVersion: "127622"
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selfLink: /apis/operator.autoscaling.openshift.io/v1/clusterresourceoverrides/cluster
uid: 978fc959-1717-4bd1-97d0-ae00ee111e8d
spec:
podResourceOverride:
spec:
cpuRequestToLimitPercent: 25
limitCPUToMemoryPercent: 200
memoryRequestToLimitPercent: 50
status:

mutatingWebhookConfigurationRef: ﬂ
apiVersion: admissionregistration.k8s.io/vibetal
kind: MutatingWebhookConfiguration
name: clusterresourceoverrides.admission.autoscaling.openshift.io
resourceVersion: "127621"
uid: 98b3b8ae-d5ce-462b-8ab5-a729ea8f38f3

ﬂ 5| A ClusterResourceOverride 4 AWebhook,

5.10.3. e & & IR 2 E

Cluster Resource Override Operator & E— ClusterResourceOverride B & X %R (CR), UREH
2 Operator il £ 5 ARSI E IR,

FoRFMH

o MRALERIZERE, Cluster Resourceoverride Operator $£:& B /EH, W AERA—D
LimitRange X R 11 B 18 EEIARIE, X7E Pod spec FECEE N AMEZRIRRE,

iz
BRI EMERA -

1. %m%E ClusterResourceOverride CR:

apiVersion: operator.autoscaling.openshift.io/v1
kind: ClusterResourceOverride
metadata:
name: cluster
spec:
podResourceOverride:
spec:
memoryRequestToLimitPercent: 50 ﬂ
cpuRequestToLimitPercent: 25 g

limitCPUToMemoryPercent: 200 €)

ﬂ "%, I/EME1-100 2 A BERHFAEFERENB S (MNREHAIE) . BRIAE R 50.
Q ik, EEILI1-100 2 ABEASE CPURMEMNES (INREBMIE) . BRIE R 25,
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Ak, MRFEA, HFEEEERSNERMEMNT DL, LL100% T B 1GiRAM, FF 14
CPU W%, X&EEE CPUIEXREIFITAE (MNREEBEE) . BKIMEDN 200,

2. BRIESNEFE Cluster Resourceoverride Operator 33l £ A B &R 7 LU T b5
R

apiVersion: v1i

kind: Namespace
metadata:

labels:
clusterresourceoverrides.admission.autoscaling.openshift.io/enabled: "true" ﬂ

@ ExMEARMEIENTE.

5. T 80y £F

R AT LU A & Foh S SRS T T R b B, MARSS R (QOS) RFE. CPU RESIRE R, &
VR LU R T e A T T B 22 5 B FR Th 8L,

511 TRITETRMNESS

TR R ST R E T RE LR,

5.11.1.1. T f#A2%3 CPUEK

B LURIEIRBHIE RN CPU 8, AHEAIMERET S LR CPU, BEXSBITASIEEMNR
Hl, MRZIBRAEFERBE CPU, NISRIBENTRIERE CPU ERSE CPU A,

flgn, MR—NERIERT 500m CPU Bf[E], FA—1EARIERT 250m CPU Bf[A], AB4i%T R ERMH
#4 CPU BFRILL 21 LEBIFEX AN R 2 A e, MRBREE T —DRE, ©RERE, TEERET
EEMRHIE CPU, A Linux AR CFS =i blLhE CPU ER, BIANERT, &R Linux A
B CFS Be#isc 5 LA 100ms I & (Al R I SE e CPU BRI, {BiXAT IR,

51.1.2. TRASZAFIFHK

e LMRIEPREBRIEKRVAREE, AU UMFRASTERENRNTE, BE—BBTIEKE, AT
R EBEARERNRBEEANHA L, MRFLSEANREDTIERE, BFSBEXLE, BRIERGFESSHTIT
HEREFENHNEEBRT T TRETREREEZEEERNNAREE, NRBSIEETNERS, N8RS
SRR,

51.2. TG EFEAMRSS HEE

YR EFE T REAHIERN pod, HETRLFE pod WREIEEL THRTREEN, ZTR4LE
T L EFEARS.

EdEFEANER, TREMN pod HREKEARAENARZXEFEITRAENITETR, KEXHE
SRS, TR pod IKFARBIMN M. BEITHHRRI T EM NRFSHE (QoS) K.
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pod #IEE N = QoS KHH—14, HHEEFHET :
K52 REHER

S REH ek
1 (&:) Guarantee MERFNFFEFRSE TRHEMATEER (REFF0) HHEENIHEE, Nl pod #
d 4257} Guaranteed,
2 Burstable MR NFAEFREE T IERFMETERE (RETF 0) FEEBIIFHEZE, N pod
#1325y Burstable,
3 (&%) BestEffort NR&AE NEM RSB IERFMES, N pod #1235~ BestEffort,

RER—FMAITEENTR, RLEAFEBRENELT, TAENKENSSRELERAL

® Guaranteed B ENHEE, FERILIREECIBIRAHNERABEANEEHEREMLE
LARBIB I BIRRRET, FRBKIE,

o TEFRFANEFELENN, Burstable BZFMNRBE HIFREHFHBEAFEEHM BestEffort 25,
BWARMETRBES WAL,

e BestEffort RBHMNMESRE. RAREFEFRL, XERBFBFHNIBRILERA L,

5.1.2.1. T MM AR RNRS L ERFEFERE

BT LUE A qos-reserved SHIEEERFE QoS W £ pod BREMNET DL, HINREZRIRERIER
BITTIR, BELERME QoS KHH pod FERAKE QoS M pod FIE KRB TTIR,

OpenShift Container Platform 28R40 T/~ {# F qos-reserved S :

e (B qos-reserved=memory=100% i, FHi- Burstable 1 BestEffort QoS ZH#Ei 5 QoS
PG RMATE, XS0 BestEffort 1 Burstable T{Ef1%; L TS Guaranteed #1
Burstable T{F /1 #REFTIREERETEE OOM BIXES,

e [f} qos-reserved=memory=50% i, ftif Burstable ] BestEffort QoS JHE#Em QoS %
FTE R —¥,

e {f qos-reserved=memory=0% ff, ftiF Burstable #1 BestEffort QoS &% HFE T RMIAR
BANRHE ETA) , BAEN Guaranteed T {F i & ANREVT FIATIE RAFHIXNSE, LhEE
ERFEAXTINEE.

5.11.3. T AR FH] QoS

B ET m ERNZRARH, DERERSTE (QoS) REE, B, TR MY GRSBET 1,
MM Kubernetes HEFEFFTE pod HUE L 12 AR AR IREY BT IR R FE,

B0, IMRWANBERE pod BEIEAERS, SPEETUFRERRARNEF. &L, UREERBHR
W22, pod REVIAZ AT BER R N R STHHEBHUT P MR LE,

MRAZARM, KEBTALERHEE]EESZ MemoryPressure, MIMERK pod ToiEIKBFEL]

HEHEERPRIBIATF, IHETRERIREES pod, H—FRKRAEFLES], KERMEERTAE
TR (OOM) EHBIX,

160



BF

MRER T, X FaARFRERT R ERRE(ERTEES A EFER, AR
RABAE, RFEERIREENDN M RHBLERR pod, HFEBHFAREIZALERE DM
FIET R E.

511.4. T Rt EFH
i EEENTIER, SVEFRRET R, LURRSENRETN.,

LN REVN, ERBERIVAFEEERIERRTRANA, RIEVEARETRE, SNRARMIZKTR
EP\]T?&:‘EBET%MZ

HBIRIX—1TH, OpenShift Container Platform i@ f§ vm.overcommit_memory SHU%E N 1 REES
RRERSILE, MMFRKEE N R 2ERARNE,

OpenShift Container Platform 1373 % vm.panic_on_oom X E 1 0, MAKEB N TAEERER
BE AR, KB O ATSMAKERERRE (OOM) &R T oom_killer, LURIEM ML L HHFE

AR LURIEN 17 OB T A T e B R BB HAIRIRE -
I $ sysctl -a |grep commit

=1

I vm.overcommit_memory = 1

I $ sysctl -a |grep panic

=1

I vm.panic_on_oom =0

ﬁ TR ERIAE BT LbiRe, FREH—SIRIE

EILA LN EN T RUUTUUTEE ¢

i
G

A CPU CFS B %E F =k i il SE e CPU BRI

NRG R R E IR

NAERRS EEFRRERE

5.11.5. 1/ CPU CF'S Be#i%E F =i il 5K e CPU [RH
BRAERT, TSR Linux R MZR ATEERRE (CFS) BAisf im HI 5L e i CPU BRI,
INREFA T CPU IR AISIHE, T7HRENT RNPMHEEEE -

o MREEBA CPUIBR, NIHRIDE Linux PIR%HEI CFS #2351,
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o IMRALHEAE CPUIEK, BEHE CPUBREI, N CPUIHEKEINNIEER CPUBRIE, FH Linux
AR CFS H= b,
o MRALFBRNER CPUIFERMMRE, N CPUERME Linux ZHE CFS H=inklLiE, B
CPU BREIT X7 2= R0
SeRF M

1 WAL TS AHEERENT REEKENS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THRINGE/([EX, B

I $ oc label machineconfigpool worker custom-kubelet=small-pods

it
1. NEEEE®R OB E LHIR (CR),
M CPU RFIKIRAHIAE

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:

name: disable-cpu-units ﬂ
spec:

machineConfigPoolSelector:

matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " g
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kubeletConfig:
cpuCfsQuota: 6
- "truell

@ CrRAB—AE
@ BRENSERELRIRE,

9 ¥ cpuCfsQuota SHIXEH true,

2. BITUUT oS R0E CR :

I $ oc create -f <file_name>.yaml

5.11.6. N RGHEERE TR

NREFITENAEFESAREREHD T RTRIEER, 807 BT URE -T2 HRARS h—_r?F'J_
BEA (TREDIZITXLETFIHETERERBFERETF) . FilE, BUEHIREFEETT 45T
RE IR,

iz

ZEAA VI pod HRRBHIR, HEIEETATHRENKEROET RHNR, MFTHESIEAEE,
HEH" T RAEHEIR"

S5N7. ZATRdEFEH

BERZE, TUEESAT R EZETEER,

Pk

EETAPEAGTEFER, BELTALESTUTHS

I $ sysctl -w vm.overcommit_memory=0

5.12. 1 B 2% 7| BR1E

EBBhEE T EE A, EEALUSABEENTEMKRBESERE, it EFEREERTMIIBIEEREM
CPU PR, LARBRIAE,

MFBERTMBPHHRRENER, ESHAWMNTEIR,

jl:—l%y /p\jl’)\jjﬁi&lﬁa?{;ﬁﬁ Eﬁﬁﬁo

521 ZBUBEdE#FA
ER2E, TLURTIERETEER, B0, SR Tt 8 i A AR B B R,

iz
AEENTBHREATEMER :

1. SR E R R
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2. ANILATERE
I quota.openshift.io/cluster-resource-override-enabled: "false"

3. QIRIENR :

I $ oc create -f <file-name>.yaml

5.13. S I B BT s TR
IR F IO U,

5.13.1. T RNl @ ot 1 R BN B R B 4 LR R 2R
A {5 A BR B (E SR PUT B 28 b I B,
FBIR B E T KBREER, TTaaZEl v EMTT M AP A8 pod (REBESR. AR pod BH#EMIER,
NAEsFtE2WMHER, RE pod HAEWMREEEAZINREE, BHRASRE. RV REBME LN,
cakiRrads, FEXEEET oclogs M HBR.

® eviction-soft - FIXFRBEMEFIKBRHEH S — 1 HEIE G 18 €N B H RHEIBC N

e removal-hard - FEIXPREIER B TR, WRVERE], OpenShift Container Platform Fi=IZEl
FET N,

TRIE THFREE

x5.3. ATRERSRLIFBIRNEZE

MemoryPressure memory.available TR LW ARE,
DiskPressure def ilabl TRIRXHRSE. nodefs skiE{&
e nodefs.available S %2 imagefs - #07] FRALE
¢ nodefs.inodesFree ZIHSRE T R
e imagefs.available

imagefs.inodesFree

%t F evictionHard, ZIEERAEXLESE, MREKEREMAESH, NRNAEEN
S, NWEWRTEES T,

IR RAEPARRREE £ TF8), ERAEBTHERKAOERE, WX N7 REFFEE true # false 2 [H]
Rz, AL, HERFATREIMETAHNHARRE.

BRI XFE RN, 15#F remove-pressure-transition-period Fxic %%l OpenShift Container

Platform 7EfER & J R BT N RETE], OpenShift Container Platform A& X BER R UIHL[E] false
A, 7TEIEEHARRAFHNT4E TE [ 1R i B B I BR B {E
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5.13.2. 7 FRAN{AI @ 7 3% [E1 UK 7% PR E5 AR
BB B R SE T R £ cAdvisor 1l & B9 &L F B SR E MY R AR PRIPLE Bk,

Bt b ISR SRBR E T W DSR4 -

o MLHJRIINOEM#HIAER S (UEBHERT) . BMEN 85,

o HRNHENIXZHBERNEIAER DL (UEBHERE) . BIMEN 80,
AT EALIR BN, ERLUERAE LRERUTESZE,
& 5.4. AT REERGIIK DKL E

Wil 25U

imageMinimumGCA BT B IR IREERE, RABGKRNISNER, FIAEN 2m,
ge

imageGCHighThresh it & fii&i R OIS REE 2t, UEBHFRR, BIAMED 85,
oldPercent

imageGCLowThresh B EB R REE ok, UEBHERR, KIMEN 80,
oldPercent
FRIZTH IR E SRR MEIRIIE
1. BRIEEAD— pod HZTHRERFIR,
2. ENLTRARERMIIER,
BEEHAEET, FRGENSEIN, PREHREEENAZ, IRFERETZT (EAFFE—NFIR) HEF
Miggremel (EAEZNAIKR) , ©RREHairntEl, EREEMCRB FLURIZT. ARG, FiE
RIRERARYELS R BT HER .
—B RO, EEMRKIENGG, BEEFHREIESRME,

5.13.3. N RSB MRREE LK E K

ENERER, EILLEN NENIEEE M AE kubeletConfig X R EEE OpenShift Container
Platform HTH B A R,

TB
OpenShift Container Platform R FE 125 E A — kubeletConfig X &,

BRI LEBU LM ERAS :
o RARUIKFR
o HEMEIKER
o HERIKER
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FRFM

1 WAL TS AHEERENT REEKENS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:

pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,
TN
MBIFERTEIE, ERNE/EN, Fn

I $ oc label machineconfigpool worker custom-kubelet=small-pods

1. NEEE®R OB E LHIR (CR),

BF

MBRRAE—NXERYE, =(#& /var/lib/kubelet #1 /var/lib/containers/ iI F[E—X
Hx4im, NEEEaENXERMLIREE, BhellEEakiii. XHERS
KA KPR

ARLIKOIN CR MECERA :

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: worker-kubeconfig ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
evictionSoft: 6
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memory.available: "500Mi" ﬂ
nodefs.available: "10%"
nodefs.inodesFree: "5%"
imagefs.available: "15%"
imagefs.inodesFree: "10%"
evictionSoftGracePeriod: 6
memory.available: "1m30s"
nodefs.available: "1m30s"
nodefs.inodesFree: "1m30s"
imagefs.available: "1m30s"
imagefs.inodesFree: "1m30s"
evictionHard:
memory.available: "200Mi"
nodefs.available: "5%"
nodefs.inodesFree: "4%"
imagefs.available: "10%"
imagefs.inodesFree: "5%"
evictionPressureTransitionPeriod: Os ﬂ
imageMinimumGCAge: 5m 6
imageGCHighThresholdPercent: 80 )
imageGCLowThresholdPercent: 75 @

X RBI BT,

e EN 2 BC Bt R AYPRES,

IXEREEBY : evictionSoft =X evictionHard.
EFRER PR % 15 5 B9IKFRE {E,
POKPRPIPRER, WWBHAEH T eviction-hard,

ETFHRERRM L ESHIPREIE, *F evictionHard, B2 IIEEMAXLESH, NRE
BHREMBSH, NRNAEENSY, SREWRTEESIE,

FRRRAR PR R IR R BT R RIS [,
BB RRB IR RAT, RAHGRIRDNER.
PR BB B R EE ot (UERERT) .

9009 99060060009

Bigh RO R HE A AEE o (UERERT) .

2. BITUTHHREECR:
I $ oc create -f <file_name>.yaml
4N -

I $ oc create -f gc-container.yaml

i th o Bl
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I kubeletconfig.machineconfiguration.openshift.io/gc-container created

1 FIAU T SIIEN R AR EIERK. B7E B E LERFIEER Machine Config Pool &%
UPDATING 5= "true”, BEIEHRELEB L

I $ oc get machineconfigpool
=1

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeabad93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

5.14. {5 NODE TUNING OPERATOR
B2 FFFF Node Tuning Operator,

Node Tuning Operator B LAEEBNZ @1 4k TuneD SPF AR SR E IR T A MIMERE b, KZ S MaE
N RRRFHEE—EREMRZIMEREM L, Node Tuning Operator NIRRT —ME—H., TTa—
WH sysctl BN, HALLRBEEAAIrNEEREIRINEE LI ﬁ“ﬂ:ﬁ%o

Operator 45 OpenShift Container Platform &28{t TuneD SFF#HF2/F 7 — 1 Kubernetes SPFi#f2%5
HITEE, BRIET BE LEREMICXE U X R BB R R P TN AR RN
TuneD SFH#2H, MENHFINARKERBENAME T RLiZ1T, BN TRLEZT—1

FEREMAIEEREANEMGR, SHBTERMLELILESREX LRI TuneD SFIRH, B
& TuneD P HERE AT A FAEY 1T R B EIR,

TERRA 4.1 RE=mhRAH, OpenShift Container Platform fr &R & & T Node Tuning Operator,

5.14.1. 1/i[7] Node Tuning Operator R=I#14%
{5 A L RAZ 15 17) Node Tuning Operator BORBIFIAE,

ik
1. IB17 :
I $ oc get Tuned/default -o yaml -n openshift-cluster-node-tuning-operator

RIN CR B7E 7y OpenShift Container Platform & IRMEIER T MR LE, ©REEREHRIZE
Operator Management k&, Operator f$& =% # 1A CR E’JEH—JEﬁEE EXEEQ B TEE LHEREL
b, HAIBRB 2 Tuned CR, A CRESEIAM CRE&H, HETFT A=k pod FHAFEEE XA
ST RN A B SO,
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Digk

==
[=]

BRERLBERT, X pod iHMZRAILME N B R MR AEN—MERAR,
BRERNTSmERXMAE, FHRERREERE D, A Tuned CR FARMH pod i
HICEL, RO T HE pod IMAERNEE XEES, NIZThENERNEA, &
LAE89 Node Tuning Operator i AR aJgERFF pod FriAThEE.

5.14.2. BE LA

Operator B E XL HIR (CR) @EW N EEED. FH—E2 = profile:, X2 TuneD EEEE R H AT
K, BED 2 recommend:, FARE LERBEELEFLDHE,

LB E AT AHTE, £ Operator &R ZE A HEIZ D CR, Operator RRMIEI R EFEH CR
MR T IH CR, FRAENARMBE LEMIEXEREEH, RN EHRESFL TuneD FHIHIZAE LT
%Q

EERE
BT HEEBRIAB Tuned CR X Operator Management A2, BRIAER T, Operator #F Managed
4_I7§7§ ZXIAB Tuned CR #13% % spec.managementState ==F%, Operator Management JRZSH0A SR {E 10
® Managed: Operator RTEERE F R B # BT EIREN R
e Unmanaged: Operator {2 IR ER B HRAE X
® Removed: Operator f§#F& Operator & & BIIR/EXT RN TR
Ao &SR EE

profile: Z32FIH T TuneD EEESE R H A,

profile:
- name: tuned_profile_1
data: |
# TuneD profile specification
[main]
summary=Description of tuned_profile_1 profile

[sysctl]
net.ipv4.ip_forward=1
# ... other sysctl's or other TuneD daemon plugins supported by the containerized TuneD

#...
- name: tuned_profile_n
data: |
# TuneD profile specification
[main]

summary=Description of tuned_profile_n profile

# tuned_profile_n profile settings

169



OpenShift Container Platform 4.9 2 Gk &

BUNRES

profile: 452 #@1J CR #) recommend: Z89 3K E L. recommend: S4B IRIB LI ERERES
#9571 B 712K,

recommend:
<recommend-item-1>
#..
<recommend-item-n>

FISR A EIIRILII -

- machineConfigLabels: ﬂ
<mclLabels>

<match> ﬂ

priority: <priority> 6
profile: <tuned_profile_name> G

operand:
debug: <bool> 6

A%k,
MachineConfig T15- 895/ (EF 8, LTS —/,

INRAER, NSBXEBELE, MRIFXRETLENESNEESE, HNXKET
machineConfigLabels,

kIR,

REEHF LR, BERFRTNESES (0 B&ELEHN .
ECFE AN AR TuneD EES. #5120 tuned_profile_1.
AR EN RELE,

Q99H®O 609

79 TuneD SFF 2T FH X H IR, true HITF, false HxiF, BRIAMEN false,

<match> B —MEAE LR EAE, ITFE

- label: <label name>
value: <label_value>
type: <label_type> 6

<match>

TR pod PR B,

AT Bk pod TR {H, HIRAME, <label names> & LAITHES,

/T

- e N
o

S
BT REE (node 5 pod) . WMRERL, &FF node.
S

B <matchs 713K,
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INRFERE <match>, NIFFEERERN <match> BBo RN ITFEEH true, BNIKREBRE false, FEFERN
AsEIWEF NN <match> E3DMEESE, Fit, #®&RE (FH <match> 452) SLLEHE AND 2EHEiz
., Rz, BOREE <match> FIRPIME—T0, A <match> FIRFEE N true, FL, ZFIRLLEHE
ORZE Xz,

#N5RE XL 7 machineConfigLabels, £ F#25E & mAIEE R %5 ER recommend: FIRITT

Ff. <mcLabels> 1§ EHZRECEIR S, VL ESBN0E, UERES <tuned_profile_name> #1 F
FHIXE, WAKEISSH, XBEFEHAS <mcLabels> FCE RN 2SE B FE2S T AT AN SEE I,
FEDE T HBINYBREE MR E T m X BEE S <tuned_profile_names>, E41% B BA master
# worker ABMT &, BJfER master A,

7% 5 match #1 machineConfigLabels B2 OR R {ERFiE£#, match Wi LUE LR 5 1P
b, R EH - true, NIAZEE MachineConfigLabels T,

BF

LEAETIRRERNTEN, BIUSEEARBEAREN T ROHIIR—HARER
i, FPEEINRNTESSBEAZR—VNSREBRBHDHES T RH TuneD ##1F
NERSFBARSEARE,

Bl - EF TR pod PRERIPLAS

- match:
- label: tuned.openshift.io/elasticsearch
match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
type: pod
priority: 10
profile: openshift-control-plane-es
- match:
- label: node-role.kubernetes.io/master
- label: node-role.kubernetes.io/infra
priority: 20
profile: openshift-control-plane
- priority: 30
profile: openshift-node

RIBEEBSRMEN, LLLE CREFASRE TuneD SFIF#H 2L #: /N recommend.conf XX, LN xS
(10) MEZE SR 2 openshift-control-plane-es, ESEHLEEEE. EAE T RLIZTHASRE TuneD
SRS TEERER—T R LR B E21Ti%E tuned.openshift.io/elasticsearch I7% 8 pod, INER&A,
NEEAS <match> EB (L7 false, MIRGFHEEBIZIFEM pod, 77 ik <match> 91 FEH true, 77
=Rt EZEZ node-role.kubernetes.io/master 5 node-role.kubernetes.io/infra,

ISR LEFRZEX LA N 10 WECBESE M S LS, NN A openshift-control-plane-es B2 &%, HETE
EHEMEEES., NRTR/pod IREHERTE, NEEILENE_SHNEES (openshift-control-
plane), fN1RA2RL TuneD Pod EEH 1% node-role.kubernetes.io/master = node-
role.kubernetes.io/infra 8977 = 217, NN FAEES,

&/, BLES openshift-node HIfLEJ &K (30), ©i%%E <match> 4>, HEUILIBAIEE, MARAET

REFEREMLEAESHEES, ERFEN—NERTME T RMEEESRIXE openshift-node i
E%O

171



OpenShift Container Platform 4.9 ZZ R iE

PRIORITY 10 PRIORITY 20 PRIORITY 30
T
1 1
POD 1 I
s FALSE ! NODE ! FALSE
tuned.openshift.io/ : . :
e e e ! node-role.kubernetes.io/ k
1 master I
] ]
1 1
1 1
RUNNING ON ! OR !
. A : :
; : oo |
: NODE | ! ?ode-role.kubernetes.io/ !
1 . 1 1 infra I
: node-role.kubernetes.io/ ! 1 [
master | | |
: : __________________________
1 1
1 OR i
1 1
1 1
1 1
1 1
: NODE !
} node-role.kubernetes.io/ !
1 infra 1
l i
1 1
TRUE TRUE ALWAYS TRUE
USE PROFILE USE PROFILE USE PROFILE
openshift-control-plane-es openshift-control-plane openshift-node

fl - ETHISECE R

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:
name: openshift-node-custom
namespace: openshift-cluster-node-tuning-operator
spec:
profile:
- data: |
[main]
summary=Custom OpenShift node profile with an additional kernel parameter
include=openshift-node
[bootloader]
cmdline_openshift_node_custom=+skew_tick=1
name: openshift-node-custom

recommend:
- machineConfigLabels:
machineconfiguration.openshift.io/role: "worker-custom”
priority: 20
profile: openshift-node-custom

HWREWMADT AMEFHESISER, NEWRT RNV ESEEhGICERN T mEFESINE, R0 LR
Tuned CR, &G0IEBE W HZREEM,

5043. EEHPRERINEESE

172



DT RERREPIEBENRIAEESE.

apiVersion: tuned.openshift.io/v1
kind: Tuned
metadata:

name: default

namespace: openshift-cluster-node-tuning-operator

spec:
recommend:
- profile: "openshift-control-plane”
priority: 30
match:
- label: "node-role.kubernetes.io/master”
- label: "node-role.kubernetes.io/infra"

- profile: "openshift-node"
priority: 40

M OpenShift Container Platform 4.9 748, i OpenShift TuneD EZE S AR TuneD Y4B —iLiR

f#t, WA LUMER oc exec M P EEXLEEENHNES :

control-plane,-node} -name tuned.conf -exec grep -H * {} \;

I $ oc exec $tuned_pod -n openshift-cluster-node-tuning-operator -- find /usr/lib/tuned/openshift{,-

5.14.4. X8 TuneD P F2iEM

TR Tuned CR B profile: 39 1 7E XBIB E LECESKR, LU TuneD 4 ERZ I, (B [main] &8

DR
® audio
® cpu
e disk
® ceepc_she
® modules
® mounts
® net
® scheduler
® scsi_host
® selinux
® sysctl
® sysfs
® usb

® video
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® vm
H— SRR T AR RS R ETheE. BRIARSHEF LT TuneD & :
® bootloader
® script
® systemd

MBEELER, BB Available TuneD Plug-ins #1 Getting Started with TuneD ,

5.15. LB =N T mMER K POD # &

BN SEHIEHI AR T =B pod 8E LR, 477 podsPerCore 1 maxPods., #1R &R {# X
PRANIEI, DU ER P 2 AR /N BR il S PR A1 17 s £ Y pod #8

Blan, MR/ —NE 4 MEEBRAK T = E# podsPerCore % &7 10, M%7 s _EfVFH pod &
LFRH 40,

SoREH
1 WAL TS AHEERENT KRS S MachineConfigPool CRD KEXHIIRE: :
I $ oc edit machineconfigpool <name>
4N -
I $ oc edit machineconfigpool worker
=1

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
creationTimestamp: "2022-11-16T15:34:25Z2"
generation: 4
labels:
pools.operator.machineconfiguration.openshift.io/worker: " ﬂ
name: worker

ﬂ IRESHINTE Labels T,

R
RIPERTFTE, THARINEE/(EXF, B0

I $ oc label machineconfigpool worker custom-kubelet=small-pods

i
1. NEEE®R OB E LHIR (CR),
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max-pods CR BEgi& R~

apiVersion: machineconfiguration.openshift.io/v1
kind: KubeletConfig
metadata:
name: set-max-pods ﬂ
spec:
machineConfigPoolSelector:
matchLabels:
pools.operator.machineconfiguration.openshift.io/worker: " 9
kubeletConfig:
podsPerCore: 10 6
maxPods: 250 )

7 CR 2 E—1M &,
B ENERECE M P EIIRZE,
RIETT B ESR RREREI T R _ERNZITH pod BE,

0009

T R ERNZ1TE pod BEEEN—TEEHE, MAZET RBEME.

A §% podsPerCore % &} 0 FJ 2 X AN R4,

£ LI, podsPerCore FIEKIA{E N 10, maxPods BIEKIAENIH 250, XEKE, RIETRE
25 N EMIARL, E podsPerCore 7t 2 ERABIBR HI K 3R,

BT TS RAIE CR :
I $ oc create -f <file_name>.yaml

1. 5 MachineConfigPool CRD LIEH RGN A 7 Eil., #R Machine Config Controller #lERE]
Heg, Il UPDATING FI&i4 True :

I $ oc get machineconfigpools
it Bl

NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False False False
worker worker-8cecd1236b33ee3f8a5e False True False

BE5eRK/E, UPDATED 3£ True,

I $ oc get machineconfigpools

i th o Bl
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NAME CONFIG UPDATED UPDATING DEGRADED
master master-9cc2c72f205e103bb534 False True False
worker worker-8cecd1236b33ee3f8a5e True False False
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36 E LEFENMBEE

Z%& OpenShift Container Platform f&, A LURBENE KA —FLT BB E LML,

6.1. CLUSTER NETWORK OPERATOR #ti&

SEREMLSBIBELEE N Cluster Network Operator(CNO)ECEHI—ER D6 E, FIFMETER N cluster WEE
Y HIR(CR)N e, CR 57 operator.openshift.io API Z1F#) Network AP| BIFE%,

CNO ERBTEEEF L7727 M Network. config.openshift.io APl ZHsh 4 Network AP| 4k & LT £ E&,
BiXEFETEARN :

clusterNetwork
MADER Pod IP Hulik# IP Hhlik i,
serviceNetwork
ARS589 |P Hhiikith,
defaultNetwork.type
SRR HENF, 40 OpenShift SDN 5 OVN-Kubernetes,

% o
' EERRER, BLEERLE—THIHNFE,

6.2. o FSRASE HE

Proxy X R A FEBEECHE ONRIE, MREREXANEEHIEEEENIE, Nl Proxy X RIMS%E
M, BEEeaB—1Z%0 spec, il :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:

name: cluster
spec:

trustedCA:

name: "

status:

SRS LLUBIIESGX A cluster Proxy X &R EECE OpenShift Container Platform BI{CEE,

R LN cluster B Proxy ©R, BEEQIEFTHHRIE,

FRFM
o SEFEEONR

o B &% OpenShift Container Platformoc CLI T&

AR
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1. OIS ENRIE HTTPS EEMHRAIEIA CA IEFH ConfigMap.

MRKENFMIUEPHRKE RHCOS FEMAIHIMANITESR, ERTLBkTX—
&,

a. FIALUTARSA, QIE—14%H user-ca-bundle.yaml B934, FiR# PEM SRiIGIEHAIE

apiVersion: vi
data:
ca-bundle.crt: | ﬂ
<MY_PEM_ENCODED_CERTS> 9
kind: ConfigMap
metadata:
name: user-ca-bundle G
namespace: openshift-config ﬂ

ﬂ XN EAE W i 68 %8 ca-bundle.crt.
@ S PEMGHK X509 IEH, ARNRIEBHHHIERESL,
9 M Proxy % 5| BB BT R R,

Q B B8t 6L F openshift-config oy % Z2 (] Fh,

b. ML IR E RS

I $ oc create -f user-ca-bundle.yaml
2. {4 oc edit a3 1ETH Proxy X :
I $ oc edit proxy/cluster
3. WREEEBARRENFE :

apiVersion: config.openshift.io/v1
kind: Proxy
metadata:
name: cluster
spec:
httpProxy: http:/<username>:<pswd>@<ip>:<port> ﬂ
httpsProxy: https://<username>:<pswd>@<ip>:<port>
noProxy: example.com
readinessEndpoints:
- http://www.google.com
- https://www.google.com
trustedCA:
name: user-ca-bundle 6

@ FTOERERN HTTPIEEMIRIE URL, URL ARVJIZ htip,
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Q FAFOEERA HTTPS 1E MR URL, URL A RWMZ http =X https., #EE X #F URL
FHERONRER URL, I, MRASHREREE NER https, NASHREBEH IR EH
%, BElTR>X%H http, WARNCESARIECREIIARE, HARERNIMAEZERIL m
REAMITREEED https FEMNIE, BURFELESFLUIEINEFERMN CA L
+

© EHRRENBIREA. B, 1P hiHEMmR% CIOR KESHMRIIE,

TESERIME AN . SRAEES Fi%, {5040 : .y.com TR x.y.com, {E7R[ILES y.com, fHEFE * A%
A EMESIMERE, MRET BT RS EEREERES
networking.machineNetwork[].cidr FEX & X B9 worker, &GS 1ARMEILLTIFR S,
LARA 1E 7% 42 R ]

INRKKXE httpProxy 5 httpsProxy FE%, |t FR R4 28K,

Q £} httpProxy # httpsProxy (EE /PR 2/, HUTHMAEEREN ZEEAN—IHSMERH
4488 URL.

© 5! openshift-config ® & 22 F| i ConfigMap, HEERIE HTTPS AT HBIIS CA
IEf, 3EE ConfigMap WIIEAFETE, REFTEEXES AT, LFBRENEN, BRIER
B EMPIEH BB RHCOS SRS HImM A NI 4,

4. REFXMHLAGRRZ £,

6.3. Y DNS & & NFAE
HEEEHERE, B LUENE DNS FERFRLERX,

it =
1. EEKEREH DNS BE LHIR :

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>: owned
publicZone:
id: Z2XXXXXXXXXXA4
status: {}
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HER, spec HABE—NMRERXN—IPMAHK,
2. &% DNS BE XL HRLAMIBR A

$ oc patch dnses.config.openshift.io/cluster --type=merge --patch="{"spec": {"publicZone":
null}}'
dns.config.openshift.io/cluster patched

&4 Ingress Controller 7/ Ingress *f If=5%E DNS E X, HIbLEAIEKIEX Ingress
SREF, RANBFBICK.,

- o
TEMIBRAFEXES, IAE Ingress X7 &R B DNS 1L R AR IER.

3. Wk : SEERLN DNS BE LR, HRADHRARK ;

I $ oc get dnses.config.openshift.io/cluster -o yaml
it Bl

apiVersion: config.openshift.io/v1
kind: DNS
metadata:
creationTimestamp: "2019-10-25T18:27:09Z2"
generation: 2
name: cluster
resourceVersion: "37966"
selfLink: /apis/config.openshift.io/v1/dnses/cluster
uid: 0e714746-f755-11f9-9cb1-02ff55d8f976
spec:
baseDomain: <base domain>
privateZone:
tags:
Name: <infrastructure_id>-int
kubernetes.io/cluster/<infrastructure_id>-wfpg4: owned
status: {}

6.4 BEEEFHAORE

OpenShift Container Platform 124 T LA T MEREEA-EB 5 5R BE RIS ITHUR S5 AT B IS A% -
o MNRIEAH HTTP/HTTPS, 15 Ingress Controller,
o INRMEAE HTTPS ZHH TLS MNZEWY, R SNIARLE TLS, &M Ingress Controller,
o T[N, HEAMEIIEE. A5 IP T RIKO,

Ak i)

{8 Ingress Controller SR HTTP/HTTPS 5= 4 HTTPS LAAHI TLS AN
B (Flan, R SNIFRLEY TLS) &
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$ 6 E RERNMLECE

ap> 1573

8 A 7 EEER AR S5 B ) 2 B AL EB 1P RVFRERT Mt ERRY 1P Ml £ BIFEPR AR,
FEHFHER 1P DECLAIRSS RIFRERT BT IP ik ERIFEhERO,

i & NodePort HEERPHMAT R ERAFE—IRS.

6.5. BbE T mim RS

ENEHERA, EAUY RUTANT RinOSEHE, IRENEFEAAET RIEH, TREFZEMNTA
Im O E,

BAImESEHE Y 30000-32767, A4/ NmESEHE, EMEERELAGET BRETHKIERE.,

6.5.1. SR
o SEEREMZN AR FISNEET BRSEHEWNIEEMN®mO, H0, MRESE T RimOSEET BRE
30000-32900, R ALYk EIE G IEED B A f 1T 32768-32900 i 135 [,
6.5. 1LV B mimOsEH
B BREMNT RimOSEE,

FRFH

e Z% OpenShift CLI (oc) .

o FHEZXR cluster-admin f{PRAIF /&[T B £ B,

Pk 3
L BV BT RImASERE, ERALTHS. & <ports B AFERERNMNHERIHO S,

$ oc patch network.config.openshift.io cluster --type=merge -p \
{
"spec":
{ "serviceNodePortRange": "30000-<port>" }
}l

R
BRI AN FB LA YAML SREE T i OB -

apiVersion: config.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
serviceNodePortRange: "30000-<port>"
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it Bl
I network.config.openshift.io/cluster patched

2. EMNRERERN, HRMAUTHRS, NAERATEER/LOH.

$ oc get configmaps -n openshift-kube-apiserver config \
-0 jsonpath="{.data['config\.yamI]}" | \
grep -Eo "service-node-port-range":["[[:digit:]]+-[[:digit:]]+"]'
it Bl

I "service-node-port-range":["30000-33000"]

6.6. Boi& W45 SREK
ENEMEENNKTBEEIEN, BalLl e EE RS K,

6.6.1. =T M4 RHE

T A # Kubernetes RS 5RB&H Kubernetes Container Network Interface (CNI) $HHRIEREH, W

PR 552 B NetworkPolicy X &R1Z%l, 7£ OpenShift Container Platform 4.9 1, OpenShift SDN 3z
REBOA B9 & PR e i =X P {58 FA RO 45 3R B

e

FEfE M OpenShift SDN SEEF IS LN FERS, FIZSSREESB LT IR -

o XM egress FEXIEERIMLEERIEHE O, 7£ OpenShift SDN A, H CIRA K
W H OIS SERE, XM 4% R & B O R R,

o MLERIEZF IPBlock, {EAXH except., INRLEMKIRTHE—1HE except Y

IPBlock Iﬁ; SDN pOd E"JEIL;\I:PAH:IIIJL=. [=}) %E%':FE,J%IA IPBlock Iﬁ%BA*&/L«\
i

e
=

ML RIEER T ENM LG B2, 5RAENMLZER Pod 73 (44 SRS AN
A,

BOABRT, WEBBME pod BE#HKEM pod MIMLiGRViFl, BE—NUBEHRRERE—PMHE

Pod, &7 LATEZ51E A0/ NetworkPolicy X/ RRIERATHAILERE., UEHEEA R LUEESHIIE
fh G| F % NetworkPolicy % 4.

INR— pod H—P=Z D NetworkPolicy ©f RAABEFESRTEL, A2i% pod MREFEZEDHHEF—
NetworkPolicy X RFFf F0ERE, R#ET NetworkPolicy X Ri%FEH pod AT LA &1 A,

LAUF =5 NetworkPolicy *f RER T X HARNIER :
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o IBUYFRTERE :
ZFEIBBRIANIEBLERE, ERIN— N EEFE pod EREZEMARER NetworkPolicy Xf
X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
ingress: []

e R AF OpenShift Container Platform Ingress Controller %3 :
EF11H R 814 OpenShift Container Platform Ingress Controller B9, ERIMT
NetworkPolicy X%,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

o RIEZIEF pod HFEHE
ZE{f pod #ZE—TI B HEAM pod WI%ERE, BIEAEMIIEPAAE pod MERE, HRMLT
NetworkPolicy % :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

o NAFET pod IrEB HTTP #1 HTTPS JR& :
EXTHEBENES (LUTFRA$H role=frontend) B pod {UE R HTTP #1 HTTPS ¥ilA], &R
AN {LLan F# NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-http-and-https
spec:

podSelector:
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matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

o [HAMABZEAIM pod EFIRITZIERE -
ZE I HEEAMA LR pod 17EH528 K ITEE R 4% £, 14 0] LU A 25240 F#9 NetworkPolicy
TFER :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- namespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy Xf R 2 a1 ; B2 U, EILUHEZ ) NetworkPolicy ¥ &3 B 8 /M M5 &

Blan, *FFLLERBIFE X H NetworkPolicy X5, EaLIFER—NEFE X allow-same-
namespace # allow-http-and-https %#&, HLt, RITFHERS role=frontend B pod # 3% & —RE&FT
RVFHEMER, B, EfmOLRBRE—eRAZEFAPH pod B9, UKkinO 80 #1 443 LHIREER
A 22 A pod BIEE,

6.6.2. 7=~ f5l NetworkPolicy X &

TR 7 ) NetworkPolicy X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-27107 ﬂ
spec:
podSelector: g
matchLabels:
app: mongodb
ingress:
- from:
- podSelector: 6
matchLabels:
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app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy X B,
R SRBE N FHEIM pod BOEFESR, SREENT R REEIEEEE L NetworkPolicy X REIIHE B pod,

SR RAVFMARACRERM pod IEERAEFESS, 11285 NetworkPolicy 7ERl—fp & 22 [H R By
pod [CHL,

oo ——

@ ESIREN-—IHSEIRBONIIE,

6.6.3. fl B 45 sl
7 MBSk e B R & & Z2 ] S VPEO A S ORISR, AT L O — P B

WNREAES cluster-admin ABHAFES, IR LTERE HEEM 6% 22 F 0]
LREREK,

SR

o SEFFAXFF NetworkPolicy X REIERE ML, 0 OVN-Kubernetes M4 R sk iIXE
7 mode: NetworkPolicy #J OpenShift SDN P44t . LR ZE OpenShift SDN FIERIAE
E%O

o B &% OpenShift CLI (oc)

o EAILIFEAEAR admin IR - E[ERIEEE,

o (RIEMLSRISEL FEIBE R 2 H

it =3
1. OIESRBEHLN] -
a. fI/E—" <policy_names.yaml 324 :

I $ touch <policy_name>.yaml

Hep:

<policy_name>

EE PSR H .
b. TEENIF CIREIS A E LR REE, B :

B4k AmARAZERRIAA pod MAQGRE

I kind: NetworkPolicy
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apiVersion: networking.k8s.io/v1
metadata:

name: deny-by-default
spec:

podSelector:

ingress: []

RIFRBEAAAGRRAZFEFNAAAE pod WADRE

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

2. IBTLAT e TR AR LA SREE N &R -
I $ oc apply -f <policy_name>.yaml -n <namespace>

He:

<policy_name>
EE ML RIS A,
<hamespace>
ik RN RESHAINEERTRANGRZERPEL, FREREERREH.,

\]

Rt o
I networkpolicy.networking.k8s.io/default-deny created

A=
INREFEHEER cluster-admin AEA - &R, NALLEREBEZEM YAML & =80
web ¥4 AR YR 1T B O (E ] €p 44 22 5] o 1 P 4% SR B

6.6.4. [FHAMLSKIKEEEZH I BE
A LRBYIE, HESEMTEMEZEE S pod MRS HE.

FRFH

o S I NetworkPolicy *f REIEEEFRIZS R, 20 OVN-Kubernetes RS HEN IS IXE
7 mode: NetworkPolicy #J OpenShift SDN M4& N, LR ZE OpenShift SDN FIZRIAE
o

o B &% OpenShift CLI (oc)

o EELIMEAESR admin FURAI A - B PG EIEEE,
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g
iR
31
[

. BIIZLLF NetworkPolicy X/ & :

a. %7y allow-from-openshift-ingress FJ5RH,

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: "™
podSelector: {}

policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: " & OpenShift SDN B LAy
2o R EEES N, T LU A network.openshift.io/policy-group:
ingress @p 4 22 (Al E1EER IR, BIXR— M HRIAMAE.

b. %4 allow-from-openshift-monitoring FIZRES :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

c. %/ allow-same-namespace FISRHEE :

$ cat << EOF| oc create -f -
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:
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ingress:
- from:
- podSelector: {}
EOF

2. Wk EMINHETIE P EEMNSKRE, AT RS

I $ oc describe networkpolicy

i th Bl

Name: allow-from-openshift-ingress
Namespace: examplei
Created on: 2020-06-09 00:28:17 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplei
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <none>
Annotations: <none>
Spec:
PodSelector:  <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress

6.6.5. Ju#T I B (32 RN 4% SR

ERNEHEER, EAUELRHFIEMERFITEER, EHBIEE NetworkPolicy X%,

6.6.6. JyHT I B B TARR
ENSEHEREA, EALEREINTBER, UEERBE LERQEHRIE.

SIZBCMAE LTERER

pi% =
1. LLE A cluster-admin 5B A F19 &%,

188



FexE B4R E

Wt
i
il

2. EREAITEER :

I $ oc adm create-bootstrap-project-template -o yaml > template.yami

3. ERAXAGESS, BRI RSUERINAE X RFIEWEKR template.yaml S,
4. Ui EER® IO TE openshift-config fa 4 Z2 (A A, MNEIERERIRER :
I $ oc create -f template.yaml -n openshift-config
5. fF Web #HI& % CLI 411 B B & FR.
e {HFH Web %15 :
i. SZE Administration - Cluster Settings T,
i. Hi Configuration AEEFTARCE KR,
iii. %% Project 5k H, #H =i Edit YAML,
e {HFECLI:

i. Ym%E project.config.openshift.io/cluster ¥R :

I $ oc edit project.config.openshift.io/cluster

6. B spec 4y, FHEE projectRequestTemplate 7l name S8, BXBE L LM EER
&R, BRIA&TH project-request.

A B E X B RR K E S E BR

apiVersion: config.openshift.io/v1
kind: Project
metadata:

spec:
projectRequestTemplate:
name: <template_name>

7. REEWRE, Q- DHTERLIL2EKRIINA T EMNER,

6.6.6.1. TEHT 1 B Btk sh 7S N 4% SR BE

ERNEREED, B UEHIIBNBRIERFRINMLE SRS, OpenShift Container Platform ¥ Bz
2171 B SR P8 ERIFTE NetworkPolicy X5,

FRFH

o E£EHE A NetworkPolicy X REIBRIA CNI BN, WX E T mode: NetworkPolicy
OpenShift SDN PIZ& N, LhEERZE OpenShift SDN BIEKIAER,

e B%%k OpenShift CLI (oc) .

o MEEFAEBA cluster-admin U FERI & RIE R,
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o BB MBS’ T BE LHEIAT B &R,

BT e SR YR I B B ENAERR ¢
I $ oc edit template <project_template> -n openshift-config

1% <project_template> & K NEREL BN ABEIRMN LT, BRIAEREF A project-
request.

2. TEENRAF, 84 NetworkPolicy X RIEH—TTRAINE objects S8+, objects SHAILL
—NEENHRIES,
LT RBIF, objects BHEE DAL NetworkPolicy XK.

objects:
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-same-namespace
spec:
podSelector: {}
ingress:
- from:
- podSelector: {}
- apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-ingress
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

3.\ EIET TRt HUIE, FMRIAERMS RIS REBKRINOIE
a. QIE—EUIE :

I $ oc new-project <project> ﬂ

ﬂ 1% <project> By IR E SR EIH BB,

b. HINFI B EIRPIMARIE REETHIE S :

$ oc get networkpolicy

NAME POD-SELECTOR AGE
allow-from-openshift-ingress <none> 7s
allow-from-same-namespace  <none> 7s
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B4R E

6.7. TR E

Red Hat OpenShift Service Mesh HRI A ITHRASZFF LU TECE.

6.7.1. XFHTH

Red Hat OpenShift Service Mesh Operator % #F ServiceMeshControlPlane FREIZ MRA, FELLTF
EERAFZIFLLT 2.3 Service Mesh control plane :

® Red Hat OpenShift Container Platform kx4 4.9 (5B = hR A&,
® Red Hat OpenShift Dedicated R A 4.
® Azure Red Hat OpenShift (ARO) R # 4.

® Red Hat OpenShift Service on AWS (ROSA),

6.7.2. P FHERE
BRI I RFRB a2 1E -
® OpenShift Online 73 #f Red Hat OpenShift Service Mesh,

® Red Hat OpenShift Service Mesh X #F7E Service Mesh SEBF AR E IR MAR S5

6.7.3. XFFHIM LB E
Red Hat OpenShift Service Mesh L TR ERE.

® OpenShift-SDN

® OpenShift Container Platform 4.7.32+, OpenShift Container Platform 4.8.12+ #1 OpenShift
Container Platform 4.9+ X #f OVN-Kubernetes,

® 7£ OpenShift Container Platform L£IAUEFEiT Service Mesh —HU B9 E8E =75 Container
Network Interface(CNN#E#. MIFEZER, HESHILIER OpenShift CNI fff .

6.7.4. Service Mesh XML E

Ltk Red Hat OpenShift Service Mesh & {ThRA & F OpenShift Container Platform x86_64,
IBM Z #1 IBM Power Systems,

o IBM Z R1E OpenShift Container Platform 4.6 R BE# IR A L4 #,

o IBM Power Systems R1E OpenShift Container Platform 4.6 R BE#HHIAR A _E#H3Z#.

¥R Service Mesh HEE E7EH1 OpenShift Container Platform SEEHIECE.,

TSRS HECE, NRETIAL.

Red Hat OpenShift Service Mesh 3%z #f EnvoyFilter B2i&, BRIEBAFAICE,

6.7.5. Kiali 3z #HIACE

e Kiali ##& R % Chrome . Edge. Firefox 8 SDomain "% 238 & FTHIF N hR A,
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6.7.6. ? N EBIRZFMECE

e Jaeger RIBRZ Jaeger M —ZRMEBCE., L FH R OpenShift Dedicated R #F Jaeger 1
“y daemonset,

6.7.7. X589 WebAssembly &1t

® 3scale WebAssembly 2ME—312 4t WebAssembly #&Ht, AT LI B E X WebAssembly #&Ht,

6.7.8. Operator 5t

Red Hat OpenShift Service Mesh FZ LL 4™ Operator :

e OpenShift Elasticsearch - (71t) NEA S A REERFEAHTEERMHKICKIREEIEEE
i ©ETFFFIR Elasticsearch WiH,

e Red Hat OpenShift distributed tracing ¥ & - IRt 2 A BB EEE 0 BRI HHNES
it THERRR. BET TR Jaeger WH,

o Kiali - WIEZHIIRS MARIRH AT ER M, RIFEEENMEHEPEETRE. LIZREMOITEER,
eETF IR Kiali TiH,

® Red Hat OpenShift Service Mesh- S P/ R, fRIF, I AIULERAL AL FI A2 R BOBAR 55

Service Mesh Operator & X F 11 1EE 2 ServiceMeshControlPlane iR, X/ FIRARER
Service Mesh ‘HRIERE. BEHTHMIIRIEIE, EETFFIR Istio WiB.

BESR

® 7E OpenShift Container Platform IfMERZREE Red Hat OpenShift Service Mesh,

6.8. L&

OpenShift Container Platform HAProxy E&EH 23 o] LAY B s EC B AL RE,

6.8.1. Ingress Controller (router) MEEERIEL

OpenShift Container Platform Ingress Controller S¢E& 232 F AR HFA QBB N ARRFFRSHIA
ORER AL R,

LIRBEBESWIER HTTP i KR IFE B HAProxy BREERIERERT, HMEIATEIMNER. Hil2
e HTTP keep-alive/close =
o PRARE
o X TLS RIERE &R F ik #F
o BN BEBHENFITIERY
o BINEEH
o [EimARSSER TTE AN
o EZEEIMLEN (M4%/SDN iR AR, CPU %)
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$ 6 E RERNMLECE

BEMETRHEESEMAR, LETREE—THA 4 1 vCPU/16GB RAM BIA LA 1T,
— HAProxy B& R4 HE H /EIm4S LB 100 MRS EAR S5 1R 4L kB B A5 T, BT EHE.

TE HTTP B9 keep-alive BT :

Encryption LoadBalancerService HostNetwork
none 21515 29622
edge 16743 22913
passthrough 36786 53295
re-encrypt 21583 25198

TEHTTP %I (F keep-alive) 1HEH :

Encryption LoadBalancerService HostNetwork

none 5719 8273
edge 2729 4069
passthrough 4121 5344
re-encrypt 2320 2941

ZXiA Ingress Controller E2& Fi T ¥ spec.tuningOptions.threadCount FEX 1% E 1 4, M T HANTRRE
BT A R ERE& : Load Balancer Service #1 Host Network, TLS &1k E B FINHKE, FRAHTTP
keep-alive iIXE&, F4> HAProxy B&H 28772 ITE A/NVNE] 8 kB B F&iifi 1 Gbit NIC,

LRI IERBEN AT, MR AR L E RHLEIMAMEREBI R E, XD FFHH
EHRETHEIMEZERY, ETAATEMERIMEERBRLNIH, TRERAXEBHSFEEN
NMNARFHENESER

NARFERE Ik 3 =i
5-10 S/ web BRSS 2R E R F IR
100-1000 ERSRENN AERF

BURTFRHERBEEAR, HAProxy BEAXFHRE% 1000 NMEFMEEH., Ingress Controller HAEATRER = H
EEHN REFEEDFMRERIRS], MERMIES, BSAERHIERE,

MRBLNRS TN ATRRFD Ingress SkEEHZY, NN ZERKRBEZRDF (router sharding) LAESEhiERA
I RIEBEE.
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6.9. R 5 RHOSP R4S HELE

IR IE R4 JF7E Red Hat OpenStack Platform(RHOSP) 52 Fhfidi& OpenShift Container Platform fy—
gﬁﬁc

6.9.1. %5 P et BL & K AR 1717

% OpenShift Container Platform &, &EZE Red Hat OpenStack Platform (RHOSP) LAFt 5 2
L8R E,

P2 Y=

INRIZIE install-config.yaml X444 platform.openstack.apiFloatingIP #l
platform.openstack.ingressFloatingIP 12t 7 {E, =’/ inventory.yaml playbook H#J
os_api_fip #1 os_ingress_fip 1Rt T, ELEIRBHAFFAFENITHT T, BXEZFD)
P Hedik,

SeREH
o WE %% OpenShift Container Platform §&%

o JHFEDNIP ik, 0 RHOSP &4 HH) OpenShift Container Platform Firak,

ik =
TEL % OpenShift Container Platform &£/, %50 IP #hutMimEIA QixmOA -

1 ERimO

I $ openstack port show <cluster_name>-<cluster_ID>-ingress-port
2. Fum O ANED 1P sl

I $ openstack floating ip set --port <ingress_port_ID> <apps_FIP>

3. 1EfRAY DNS XX, 5 *apps. WIN—SBERF A 105,

I *.apps.<cluster_name>.<base_domain> IN A <apps_FIP>

INRIEARILE] DNS fRS5%s, (BEHFLENIEETRESBENBERFE N, EaLUXEEN A
I0E /etc/hosts :

<apps_FIP> console-openshift-console.apps.<cluster name>.<base domain>
<apps_FIP> integrated-oauth-server-openshift-authentication.apps.<cluster names.
<base domain>

<apps_FIP> oauth-openshift.apps.<cluster name>.<base domain>

<apps_FIP> prometheus-k8s-openshift-monitoring.apps.<cluster name>.<base
domain>

<apps_FIP> grafana-openshift-monitoring.apps.<cluster name>.<base domain>
<apps_FIP> <app name>.apps.<cluster name>.<base domain>
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6.9.2. Kuryr i% Ot
Kuryr i SRRV 472 Nim 0, AT pod.

i O R BEFI LR ATRESEE pod QIR A, MREAIROM, Kuryr 277 BAHAE K1E OIS BR
pod I Al g =k il FRim .

Kuryr {8 AR Neutron i O @ 1E 4 E Bl 6p 4 Z2 (A B9 F M A G BB /Y, 1XLE pod i OB 4E A F ik O INE!
OpenShift Container Platform 877 sRBYE ik O,

EH Kuryr S8 4 R AR B E LB FMA, FTLLAEA 422 (A worker Xf4E— A IR AR O
ith

ERELERR], B LUE cluster-network-03-config.yml j& 5. X 4 fRig B U TSR EL B ik 05T h -

e enablePortPoolsPrepopulation Z¥ #HIMANET, ©RmE Kuryr EAERT (07T EN
HOEFHRAREN) MimORmEtF, BRIMEN false,

e poolMinPorts SHE MR FEN RO A AIRONKE. FRIMEN 1,

e poolMaxPorts SHE M REBMR AR AR O, H 08 ZAHL LR, XERRINKE,
INRIEH OpenStack im ABRIFAE, & pod M4 LR IP it BRR, 1EE EXE TR
JHBR A B E /RO,

e poolBatchPorts Z#E L — R B LLAIEM Neutron in OMGRKEE. FIMEH 3,

6.9.3. 1£ RHOSP LRYEELERZE A Kuryr im O E

BRI LAMER B E LR (CR) ECE Kuryr #1{A & Red Hat OpenStack Platform (RHOSP) Neutron i
A, LIEHIEEENSERE LA pod MIEE MWK,

Y

1. E&S1TH, $TFF Cluster Network Operator (CNO) CR #4174 %E :

I $ oc edit networks.operator.openshift.io cluster
2. FHEHRENER, DT ROHRME T LU -

apiVersion: operator.openshift.io/v1
kind: Network
metadata:
name: cluster
spec:
clusterNetwork:
- cidr: 10.128.0.0/14
hostPrefix: 23
serviceNetwork:
-172.30.0.0/16
defaultNetwork:
type: Kuryr
kuryrConfig:
enablePortPoolsPrepopulation: false ﬂ
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poolMinPorts: 1 9
poolBatchPorts: 3 6
poolMaxPorts: 5 ﬂ

ﬂ 1% enablePortPoolsPrepopulation i% &/ true LU Kuryr 7EC R ML R A HEERE TR
0ET T =S BEH Neutron im M, tIZES|I A Neutron i ABLAN, B U4EREERBRERN
FHIESE, BRIAEN false,

Q R AR E Ak O EETF poolMinPorts HI{E, Kuryr &4 AIEFHmO, KIMEHN 1.

9 poolBatchPorts 1247 & Aix Q& /& T poolMinPorts {Ei QMK OHME., BRIAME
3

Q Rt A9 A i O #E KT poolMaxPorts B91E, Kuryr 2Mfifgefl], ERIHRESXME
PEEE Mk, SHEIZ N 0 TR LR, BhibibaksE/, BRIAEN 0,

3 REFMEHNER, BRHEXAYHERUIRZEN,

B

EIETEZ TR P IEUUX LS55 H] kuryr-controller #1 kuryr-cni pod E/F, FHtt,
BIE#H pod MRS IR,
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L& OpenShift Container Platform &, &AL ECSHEXF—FST BB E LKL, SIEFHE
%o

7). S EE

71 X TFHEES

StorageClass FHRA RIBBFH 2K T AERNEW, HRETRESZSENISESEHELSENA
%, StorageClass t8 8] LUE ARG AR B A F ARG R FENEENLG], SEEE G (cluster-admin)
N FMEEE 71 (storage-admin) A LAE L E T HRIEZFEMESHRNER T, & LFHUIBEAF A LUE RS
StorageClass X &,

OpenShift Container Platform B AMBIERE A TiXIhEE, HFARITFEE A NERHRBIF AR,
ZAESIL AL AP ER T RIEZFEERIER TFE KX L TR,

BLZEHFEBER A AT OpenShift Container Platform YA LS, RATITIEHTLUREEABRS
7%, BHELRBNEREZFERARNEHNENESE AP DS LIEH,
7.1.2. T AMISI S B &S iE Y

OpenShift Container Platform 124t T A FE&IEFEHE, BT ERSERE BN AP QBT
RIS ERE

FiERR provisioner IH{F &R

Red Hat OpenStack kubernetes.io/cinder
Platform (RHOSP) Cinder

RHOSP Manila Container Storage ~ manila.csi.openstack.org Z% 5, OpenStack Manila CSI
Interface (CSI) Driver Operator #1 ManilaDriver

2B NFAEAE Manila £Z%
BRI BB &SN EEE,

AWS Elastic Block Store (EBS) kubernetes.io/aws-ebs LEARNRAFERSNEEEHT
ISBEN, EA
Key=kubernetes.io/cluster/<c
luster_name>,Value=
<cluster_id> (1%
HM<cluster_name> #1
<cluster_id> 2Ht—#) FEhrid

(tag) BT R

Azure Disk kubernetes.io/azure-disk

Azure File kubernetes.io/azure-file persistent-volume-binder ik
itk R EAEN AR, LAOIEFH
FREX Secret R1FhE Azure ZHEIK
FREH,

197



OpenShift Container Platform 4.9 2 Gk &

FiERR provisioner IH#F &R HiE

GCE #FAMH#: (gcePD) kubernetes.io/gce-pd EZKX (multi-zone) EEEH, &
WIEED GCE HHEHIZT—1
OpenShift Container Platform %
B, UERAESREESET RN
XA A8 PV,

VMware vSphere kubernetes.io/vsphere-
volume

n .
EEFNESERFHRAGLCTERBRR X NIEXINE, ENHER=THEEE.

7.2. E X TFHER

StorageClass Xf R BRI — £ REHEMIN R, #IIH cluster-admin 3 storage-admin f /7 01/,

BF

RIBERABITES, Cluster Storage Operator JRERRE—NRINNTEMER, XNFHERH
Operator FIEFIRH], TEEERE EMRMILE 2 G EMRSKIESR, MREBELINF R
Th, MAIE LB E LG,

LUF/NTi #4588 7 StorageClass M REVEARTE X, UARENZRHNEGREMEFRRE).,

7.2.1. 7K StorageClass & R E X

UTHRERT AREEFHEENSHMEINE, XNTBIER AWS ElasticBlockStore (EBS) AR E
XO

StorageClass & X Rl

kind: StorageClass ﬂ
apiVersion: storage.k8s.io/v1 9
metadata:
name: <storage-class-name> G
annotations:
storageclass.kubernetes.io/is-default-class: 'true'

provisioner: kubernetes.io/aws-ebs 6
parameters:
type: gp2

ﬂ (LFE) APIXTHREER,
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(FE) HAEIM apiVersion,

(BT) FFHEERBBTR,

(ATife) FHEREERR,

(BR) ST FHERERBENETRFRE,

QD00

(k) FEEARFAMENSHE, XHREFENTRAMERTRE,

7.2.2. AR R
BB N ERSEE N BIE, R TERIRE PRI T

I storageclass.kubernetes.io/is-default-class: "true"
4N -

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
storageclass.kubernetes.io/is-default-class: "true"

XAFEMEEREREFERNFEAMSEFR (PVC) B\ EHERESESR, BE, THERTLU
BENEHE, BREEG-—IPERINEER,

beta ;¥ f# storageclass.beta.kubernetes.io/is-default-class ZHr{BAR A, BFHEUE
B AR A 4R TR

BXEFERER, BEEFEETEEPRMUTERE
I kubernetes.io/description: My Storage Class Description
flan :

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
annotations:
kubernetes.io/description: My Storage Class Description

7.2.3. RHOSP Cinder % & E X

cinder-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
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metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/cinder
parameters:

type: fast 9

availability: nova e

fsType: ext4 ﬂ

FRERNET. FAMSHERERLFMELRES RKIFALES,
£ Cinder R OIRIIBRE, BIANZE,

THEKX, NREXERETARX, NBERIEFA OpenShift Container Platform £8A T mBIFAEE
BA X 35 (A Fo Hade

o 009

AT EBEFURIXMHRG. IMEREFTDNSEENFAMER fstype FHRF, HEFH—
MEHBN R A RS, BIMEN extd,

7.2.4. AWS Elastic Block Store (EBS) ¥R E X

aws-ebs-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/aws-ebs
parameters:

type: iot 9

iopsPerGB: "10" G

encrypted: "true" ﬂ

kmsKeyld: keyvalue 6

fsType: ext4 G

(FR) TFhERBIERTT, FAMSHERERLFHIRRES KIKBNFALS,

(&R) % iol. gp2. scl. stl. BiLH gp2. ATAM Amazon B5IR% (ARN) [HIFEE AWS
X,

it : REEEATF o1&, 1 GBEBMW—R1/0 ##1F., AWS BiFHFRLUXME, BRLUGKEHK
INSLTTE SR IOPS, #E LR} 20,000 IOPS, X2 AWS ZHMSAE, HIHEIEFEE AWS X1

o
2]
3
Q Ak : REIE EBS B, BWEN true & false,
5]
0

Ak - AR R HIIEE ARN, MREEREBEMESR, 18 encypted #XE N true, NI
AWS £ERR—1NEHH, B ARN HIEEE AWS XX,

ik ESSEESPURIXXMRS. INMEREHZTRENFAMEN fstype FRH, FF
EHE—DHEEBHQEXHRE. RIMEN extd,
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7.2.5. Azure Disk SR E X

azure-advanced-disk-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/azure-disk
volumeBindingMode: WaitForFirstConsumer 9
allowVolumeExpansion: true
parameters:

kind: Managed 6

storageaccounttype: Premium_LRS ﬂ
reclaimPolicy: Delete

TFhERBI BT, FAMSHERERLFHIRRES KKBFALS,

s ZUE I fEF WaitForFirstConsumer, XS EBE&E, RN FERVHEMEZEEMTHEXE pod
VHEERNZE A worker 17 sk,

®9

AlgERYEHR Shared (¥Ai\) . Managed #1 Dedicated.

o

HE
LINE AR R 2 FEEE A kind: Managed.

&/ Shared #1 Dedicated I}, Azure RAIEIEZERMAL, M OpenShift Container
Platform #1288 OS (root) WELAIBE—NZEWME. B2, BN Azure Disk RfIF
E R EENFERAZENIEZERHE, FTLUER Shared 5 Dedicated G EHIFIEZE
W7 TR MHANE] OpenShift Container Platform 7 s,

Azure TEHEIK T SKU B, BRIANZE, HER, SHKEMHL T LUER AN Standard_LRS #
Premium_LRS 4%, brEREIAN RAEMIIN Standard_LRS &4, 2EEMNRAEM NS B,
JEZEENIN REEM INFEZ BERIAL,

a. #1R kind 1577 Shared, Azure RTESKHBEENFIRAFHNNLNHZFMIKS TORRE
RNZERLL,

b. #18 kind ¥/ Managed, Azure &{IEHHZTEMEL,

c. SN kind % Dedicated, FHI5%E T StorageAccount, Azure &¥HEEMFEIK A
FEERERMNTRADFHIEZERE, Nk, 1HHR

o IEEMEFMIKF BT E—XE,
® Azure Cloud Provider BB Z ik 7 BB AR,

d. #0% kind %4 Dedicated, FHK15%E StorageAccount, Azure RTEGSEEERMTIR
A NS ER AR — NN T AEEIKS,

7.2.6. Azure File X[ R E
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Azure File 1715253 A secret E1FHE IR Azure File XEFRER Azure EEIK P 2D E IR B, X
LEAY BR R TE LU R A A 22,

Pt

1. EXARFANEIES secret B ClusterRole & :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
# name: system:azure-cloud-provider
name: <persistent-volume-binder-role> ﬂ
rules:
- apiGroups: ["]
resources: ['secrets']
verbs: [get,'create’]

ﬂ BEEEFOEE secret WERABEL,

2. MEEABRINEIRSIKS :

$ oc adm policy add-cluster-role-to-user <persistent-volume-binder-role>
system:serviceaccount:kube-system:persistent-volume-binder

3. fE Azure File StorageClass %% :

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <azure-file> ﬂ
provisioner: kubernetes.io/azure-file
parameters:

location: eastus 9

skuName: Standard_LRS €)

storageAccount: <storage-account> ﬂ
reclaimPolicy: Delete
volumeBindingMode: Immediate

FhERBI R, FAMSHERERLFHIRRES KIKBFALS,

Azure TFHEMK P BIGIE, 40 eastus, FRIAHZE, FRINIFE OpenShift Container Platform £
BN B QBT H Azure TR o

Azure 72K #9 SKU 2, 40 Standard_LRS., i\ hZe, RI${#A Standard LRS
SKU B HH Azure FE#IK

o ® 90

Azure TEfEIK OB TR, SNRIBE T =680, NIZBE skuName #1 location, INR&E1R
WP, NEEREE N ERSE XA skuName 1 location PEEE MK P18 32 5 IR H %
EXHITERETR P

7.2.6.1. {6 Azure File BB EEEI
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BRIA Azure File FHERRSTR LT XU R SINEE
o FFSHEME
o TR
o TEREM
o TR
o MBHEE

F4, Azure File HEH B RMAAEB IR (UID) 5B 280F2 UID AR, A1E StorageClass %
hIEE uid HEHETIRE LA TEENE RN ER PR,

LT StorageClass * &R TIENA P FMAEMRRE, URANEENETERFS

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: azure-file
mountOptions:

- uid=1500

- gid=1500

- mfsymlinks
provisioner: kubernetes.io/azure-file
parameters:

location: eastus

skuName: Standard LRS

reclaimPolicy: Delete
volumeBindingMode: Immediate

Q@ EERTHRANBRNAFITAR,
@ BERTHANBERNATAR,
© ~FRESiE,

7.2.7. GCE PersistentDisk (gcePD) %R & X

gce-pd-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage-class-name> ﬂ
provisioner: kubernetes.io/gce-pd
parameters:
type: pd-standard 9
replication-type: none
volumeBindingMode: WaitForFirstConsumer
allowVolumeExpansion: true
reclaimPolicy: Delete
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Q FhERBI BT, FAMSHERERLFHIRRES RIKNFALS,

Q 1% pd-standard = pd-ssd. Zki\N pd-standard.

7.2.8. VMware vSphere ¥R E X

vsphere-storageclass.yaml

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:

name: <storage-class-name> ﬂ
provisioner: kubernetes.io/vsphere-volume 9
parameters:

diskformat: thin 9

FhERBI BT, FAMSHERERLFHIRRES RIKBNFALS,

& <7E OpenShift Container Platform F{#f VMware vSphere B9i¥1&, 155 0% VMware vSphere
g =

®9

9 diskformat : thin. zeroedthick #1 eagerzeroedthick #3 2 A MM AL R, MBE XKL
RIME %18, 15514 vSphere 44, ZRIAEH thin,

7.2.9. Red Hat Virtualization (RHV) X R &

OpenShift Container Platform I8 T —41 % ovirt-csi-sc # StorageClass R AIE AN &R, BT
B SE G ALES.

ENTFRAMEEBRAANEMES, EFEAUTRA YAML #R8 StorageClass % R G| B HRFE X4 -

ovirt-storageclass.yaml

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:
name: <storage_class_name> ﬂ
annotations:
storageclass.kubernetes.io/is-default-class: "<boolean>"
provisioner: csi.ovirt.org
allowVolumeExpansion: <boolean> 9
reclaimPolicy: Delete ﬂ
volumeBindingMode: Immediatea
parameters:
storageDomainName: <rhv-storage-domain-name> G
thinProvisioning: "<boolean>"
csi.storage.k8s.io/fstype: <file_system_type> G

Q@ FitxEmEm.

2]
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MREFELESERDNEINEFIESE, LB false, MNRIXE N true, IABNEINIFE L DTSR
HBIHIFZEN false,

true EASIASSYT B, false 2T, BiIVER true,
LEEENNSEERAMESSFE AL EFRFARBOE, XPNEIAKEEZ Delete,

fEBALNA B /5 F40 E PersistentVolumeClaim, fN&% A% E, N{EHA
VolumeBindinglmmediate. 1tt=2E&{{ /5 /A VolumeScheduling Z8E89AR 55 35 5 .,

EFAM RHV FiEEH G,
MRS true, MIBEHEL, WRN false, NFiLSEME, BIEHER,
Ak BOIBIXERGRE, WTRENE - extd (BRIL) =X xfs,

Q9090 0600

7.3. EtBUATRHER

FERAUTREERRIAEEE, fl, BEWNNE LHEFMHES gp2 1 standard, EEE™BINEHEIM
gp2 2 standard.

1. BUHTFRES

I $ oc get storageclass

i~ B
NAME TYPE
gp2 (default) kubernetes.io/aws-ebs 0
standard kubernetes.io/aws-ebs

ﬂ (BRIN) REBAFHER,

2. BRI storageclass.kubernetes.io/is-default-class T fZHI{E ) false :

$ oc patch storageclass gp2 -p {"metadata": {"annotations": {"storageclass.kubernetes.io/is-
default-class": "false"}}}’

3. @it ¥t storageclass.kubernetes.io/is-default-class ;T 2B true {5 —NEMERR B
NE :

$ oc patch storageclass standard -p '{"metadata": {"annotations":
{"storageclass.kubernetes.io/is-default-class": "true"}}}'

4. WL :

I $ oc get storageclass

it Bl
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NAME TYPE
gp2 kubernetes.io/aws-ebs
standard (default) kubernetes.io/aws-ebs

7.4. (LI TERE

AT RAMEAAE KIRPEEER. B, BEATREBERIEFMHETRUSE
HAIAE,

7.5. A B9 FF AL

TERFFAMFEMELT, LAEALUE OpenShift Container Platform 1%,

& 7.1. ol A{EHEE
FiERR sk BlF

Block AWS EBS #] VMware vSphere #F7E
1Tie 425 M4 L
o ERIFRY (OS) MiFARIE OpenShift Container Platform HIR

o ERTEERLWGIEME, Hoaixpry  EISRAES PVESF.
TE1E 2 R S B AR

o hFRNEFHERIHMLS (SAN)

o THHZE, XRBKE, BRRAE-—IE ik
A A HOX TR BB R

Fil ;
le o 1EOS hiENBEEMT RS ﬁi““SP“mWN%mﬂﬁﬂﬁ

o HFAMLEMIINERE (Network Attached
Storage, NAS)

o HURTFARBIMIL, £, MFEREH, H

FTHE, R, XHBIENFMEEIhEER
BERBRATR,

xR s AWS S3
o Eit REST API i s [A]

o T ALEMATF OpenShift Container Platform
Registry

o NARFWIENMARFMN (/) BT
H HIKEhi2 T,

1. NetApp NFS 7E{# FH Trident A 125 PV B
BT
BAi1, OpenShift Container Platform 4.9 "3 #f CNS,
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7.6. HEM AR BEHEROR
TRELET WA TER OpenShift Container Platform 25N AR FHEFHN TR B F A,
7.2 . #EN, ARENFHERA

iR ROX1 Registry ES Metrics3 B&idx

registry

Block Yes? & A& FTEECE =B HEEFH HEH
File Yes? = A& A& Configura  Configura  ##EK
ble® ble®

xR = = HED HWE ToIEECE ToIEECE Not
configura
ble’

'ReadOnlyMany

2 ReadWriteMany

3 Prometheus 2 AFISHBUENERRA,
A XFERAFOERL. ERHERL. VMDK. NFSE¥. AWS EBS #l Azure i,

SxHF#gtrdE, A ReadWriteMany (RWX) iR R4 R R RSN, MEFEAXHEE, EFRE
EERERATERBENEAESEFIE (PVC) ERE RWXiHEER,

SHFAXRICE, GREMHZEEPSE—IRER, 51 clasticsearch BEE—1E,

7 W RIEFEF BT OpenShift Container Platform B PV 2% PVC {#ifl, NARFHIASH R REST API
£

P2y~
TBUBARFROE (registry) —1 OpenShift Container Platform Rzl 0%, ©
BWRNHESZ pod iZ1TEIA,

7.6.1. FrEN ARFFMHEIL

B

i £ 7R7E Red Hat Enterprise Linux(RHEL) {8 A NFS AR 5525 F %0 AR 55 B9 5 1 [E
BYAJR, X8 ¥E OpenShift Container Registry #1 Quay, Prometheus T liiZFiE, LU
% Elasticsearch AT BE&EEE, FEitb, AEIUER RHEL NFS ¥4 PV iais R T &0 AR
%Q

M LA NFS SCHIATRER A X LM, METHRELSSLWHHERNER, 1HKEE
KHINFS I &,
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7.6.1.1. Registry

E—NIET BB/ ST AM (HA) OpenShift Container Platform registry 522528 & :

FHRATTEERF RWX R,
FHBRARBARIEES — B,
BHIATF AR REFM, RERREFH.

X F N AT & PR EAE TR 61 389 OpenShift Container Platform Registry 2285588, i 1A=
15 A ST 11

7.6.1.2. " BM registry

£ B #I/HA OpenShift Container Platform registry S£EfE & -

TR BOR TS RWX D7 [l =,
FHBRARBARIEES — B,
BEIETFHERA RN R,

¥ ## Red Hat OpenShift Data Foundation (ODF), Amazon Simple Storage Service (Amazon
S3), Google Cloud Storage (GCS), Microsoft Azure Blob Storage, #1 OpenStack Swift,

S RFMENIZFRE S3 Bk Swift,
XFIEEES, W vSphere RN ZRLE, M—AEBHNE AR XHEFLE,
REMERTIEREMN,

7.6.1.3. f5f1

1E OpenShift Container Platform FE& B metrics £ EREH :

BHIETFHERARRIEF,
N RIFHRF AR EN,

BE
B E MR T HMIEE metrics SRAFERE R A HEF A XXHFE,

7.6.1.4. H&ilx

1E OpenShift Container Platform £ & AL E G -

BHIETFHERARRIEF,
N RIFH RS AR EN,

7.6.1.5. M. ARRR
N RENRAGSRERRN AREMAR, NRAFME :
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o THRHIA PV BREBEMEF M BN FIIEIREIE, BEFST R ERIHF—MERIER,

o VARFAXAABETRNMARFNFHENER, URNASHENEE—EITFIUBRNA

EET BXESEFEZERZEN A RIS,
7.6.2. b4 EMIN ARRFEEEEIL

BF

REIIE Write BB TEM#E, (10 eted ) A{EHE RAID BB, MREFEE RAID B &z
17 eted, RETRESB R T VE 7 5 RE [ A XS

® Red Hat OpenStack Platform (RHOSP) Cinder: RHOSP Cinder fil@F7E ROX 1 [a|#& = F3 5l v

s F.

o HBUEFE : #iEE (RDBMS. nosql DBs &%) MiE TR % AL EMERESRTFHIMERE,

o cted BIEAELINEA BRIWHF MG L BIER

EREBYRERAREER. AXEEMELENHTR

BER, UBRIERFHMSMEINE, 1§50 #EF etcd LH.

HhbrR
o MM etcd Lk

7.7. 582 OPENSHIFT CONTAINER STORAGE

Red Hat OpenShift Container Storage 2 OpenShift Container Platform XIS 4. X RIFMEH
RAMEEENE, ATUERESSURETIMNERFER, FAHAIEFHERRAR, Red Hat OpenShift
Container Storage 5 OpenShift Container Platform 5225/, BATIE. TEMLIZE,

MEEETH Red Hat OpenShift Container

S HLLF Red Hat OpenShift Container Storage
pe=

Storage HHEXEE

e, ERREE, ZERFEIRES URERT

IRENITENE. BF BEMEEER. AT
RN

BREEHINMRR A BRI B R A & 5 E 6
Wi EA

#RE OpenShift Container Storage LU# A #EB Red
Hat Ceph Storage 5£&£#151 B8

& *J$ OpenShift Container Storage ZRE& ZI#EH E A
Zefy E MO A Hh 1 B9 10 BR

1£ Red Hat OpenShift Container Platform VMware
vSphere ££2% FE[E OpenShift Container Storage B9
i BA

OpenShift Container Storage 4.7 X 1T3E10

# % OpenShift Container Storage 4.5 Z8%&

A E TR FHEEREME P ERE OpenShift Container
Storage 4.5

LI ERE N ERE OpenShift Container Storage 4.5

{3 RN A SR EBE OpenShift Container Storage
4.5

£ VMware vSphere _E£&8Z OpenShift Container
Storage 4.5
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OpenShift Container Platform 4.9 ZZ R iE

MEEETH Red Hat OpenShift Container

Storage HHEXEE

WEBFLLF Red Hat OpenShift Container Storage
pe=

B XfEH Amazon Web Services # 1T A MK = F (i
#R%E OpenShift Container Storage Hi5iB3

£ A Red Hat OpenShift Container Platform
Google Cloud & LERZEFNEIE OpenShift
Container Storage BJijiBA

£ A Red Hat OpenShift Container Platform Azure
£ FEREMEIE OpenShift Container Storage BJU
A

&2 Red Hat OpenShift Container Storage 4.5 &8

1547 Red Hat OpenShift Container Storage 4.5 &%

R R HIB BB (n]

¥ OpenShift Container Platform &£ MARA 3 iT#
EIpRA 4
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{8 F Microsoft Azure ERBFIEIE OpenShift
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_container_storage/4.5/html/managing_openshift_container_storage/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_container_storage/4.5/html/monitoring_openshift_container_storage/index
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_container_storage/4.5/html/troubleshooting_openshift_container_storage/index
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.7/html/migrating_from_version_3_to_4/index

B E HFHArEH

FE8E ESTHRAIER
R % OpenShift Container Platform &, & LIRBENERH—ST RIMNBE LK, QB VA ES
SR,

8.1. TR B IpIRHIEFEC

OpenShift Container Platform control plane @ & W&/ OAuth R85, A AGFIEE FIFKEX OAuth
il ohE, LA B S8 APl 495k,

ERNEEG, BUUAEREEHERIEE OAuth RIEE SR RHER.

8.1.1. X F OpenShift Container Platform FH B0 1R EEF

RINERT, £EHFRE kubeadmin A7, EHREFMIRMRER, BoitZ—TEENHR (CR)
Skt iz F P RMUEFFIEERMEIEREF,

: ==
OpenShift Container Platform B & ABERIE /. : F] %,

8.1.2. XFM BN IRMEF
BRI BB LA TR SRR R -

RArapiRftEr B

htpasswd B htpasswd B0 1RF, #HH{EA htpasswd &£ B9 KHIER - A3,

Keystone i & keystone B {31252, J$ OpenShift Container Platform 5% 5 Keystone &M
UEREZ5KIE, AERER OpenStack Keystone v3 BRSS 2345F F 164 B RN EREK 4R
R,

LDAP fCiE ldap SR IIZRE, AR BT FREIEREN LDAPV3 RSS2 %5 1E A - &%
=R

EARFHBIGIE fc & basic-authentication H{731R#t12F, LMER P ERHER S B IRHEFRIE

(Basic B UE S E S OpenShift Container Platform, EABBLIER —i8 A G insEmilsl,

authentication)

H SRRk fci& request-header {3 1R TR, HRIAEKRIRLEFRMAF, a0 X-Remote-
(Request User. ©8E 5% EEKRILENSHBIEIERE—EER,
header)

Github 2% GitHub fdi& github 3R HFEF, 4 GitHub 3 GitHub Enterprise B9 OAuth B35 IEARSS
Enterprise IR P /ML,

GitLab BCE gitlab SH121R 2R, HM GitLab.com SEMEM GitLab SLBIVEH F 1R A2
J?O
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RArapiRftEr  fBdd

Google fici& google &R FER, EF Google #J OpenlD Connect 5£5%

OpenlID Connect B oidc HipiRtftfERF, EARIULILRS OpenlD Connect B3R ILTZF £ MK,

EXLT BRRHEFRE, BRLUEA RBAC E LH N AR,

8.1.3. B RHIEF S
LT RATE S RRIEFBANSH :

2 Hah
name IR IR A ME RIS RIT IR B &a1, LUIAHRE D BT,

mappingMethod & X AEF F BRI S BIAE -, WAL TEZ— :

claim

BNME, ERSMMELRAARESAS. IREGZAFNENAFERFATS—F
2, MR,

lookup

EHRINENED, BPSOBRANAS, BEFEESFRIAHG0. XARFEHERE
AFFERABRBXESDHAF. FRLASEFEFHESH,.

generate

FREMMNEERFARESFRS. IRAEEER-&0NE - EMFEIIENEA,
MAER—TME—FA %, 5120 : myuser2, LtAERNSFEEE OpenShift
Container Platform A &M B IRERFEA € (W LDAP HRES) T2 ItE
BN RE—RER,

add

ﬁﬁi%@ﬂ’]é‘ﬁ)ﬂ)ﬁ'%ﬁﬁﬁi)ﬁo MREFERFZAFENAF, LEMFREE
WAERF, NMENZAFNINESBREP, MREETSNEHREEFHAE]
PRAR— fﬂ}ﬂ)ﬁ#%%ﬁu*ﬁlﬁﬂ'ﬂ}ﬂ)ﬁ%, BT UL R,

==
ERINKBEREDIREREFN, ETLLETIE mappingMethod 23014 E 7 add, F#iR
HIEFPH SRS EITIARE .

8.1.4. H7 1R 2+ CR KAl

UTFBEENFER (CR) ZrAXREEFDIREEFHNSHMBINE. ABIER htpasswd F51REEER

S RMER CRTH

apiVersion: config.openshift.io/v1
kind: OAuth
metadata:
name: cluster
spec:
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identityProviders:
- name: my_identity_provider ﬂ
mappingMethod: claim
type: HTPasswd
htpasswd:
fileData:
name: htpass-secret 6

ﬂ LR MR 2 IMME VISR RMREF A &E1, UAR S5 2R,
9 PREI{T L IR AZ R S0 F0 User X R 2 AR IIBR ST,
9 B E#FE M htpasswd £ RKHISTHERIILE secret,

8.2. {5 RBAC & X F1/ FATYER
BN BET A SR AR,

8.2.1. RBAC #t
ETF A @i (RBAC) M SRE B AV P ET B WHUTA BRI,

SREIE N LM RERA B MY ERZHEXT OpenShift Container Platform LA XS HIMETBEER
B FhiH IR BRE L

FA NG ERARAGHMAEREFIERNIFMINTE, HiR, RUESEHRIEDFH—1
T, FMIEEAETHRENTRENANSH,

BAGET ERUTILICREE !

AT &R fed

AL —HN R ERITHIRIER S, B, APSRSKkFESHIE (create) Pod,
Al MNMES, TLUGAPMAXRBKIHAER ST HE,

HE A/ A5 A B BRE,

R RAE) RBAC A BFIAER M NI -

RBAC 451 ek

&£ 2 RBAC NETETEYERNACNSE, FHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHANUBS, BXMARYER

LLaRB| AR FIA A B,


http://httpd.apache.org/docs/2.4/programs/htpasswd.html
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SHABRHERFETRIUINHE. ABHEFETIEYN. FHEHAR view BIEARE B
EXRAEINAF, UEIZAFEVEENH, REEHACTRMUREEBHATINRESRF N oA
A,

XFHRMREDRERARTFBLIEHABRESNIENESEFEA, BN RAFEIARAGENITEHEE
o

EHhLES, BENEAEEAGHEMARAGHE, Him :
1. AR EESEE R allow SN,
2. AR ERY allow" FLI,
3. BAA9EE4,

8211 RRI\EHAR

OpenShift Container Platform @& 7 —HERIWER AR, EaLELETESANCIIHER R
04,

H .
FRWFNERRINERFA G, MXLERSAENEWRATERRMEIEERFER T,

RARRAR sk

admin HEEEE, MRAERMAEHRER, I admin ENEFUEB PHEMAFR, FEEHR
T3 B A BREC A A B AR YR

basic-user AP LRI XTIB B NERER,

cluster-admin BN AP A UEERTIE P HITEMRE, SEARMAERAE— TR, Xk
A AR LASE £ 1 B & — RIRBBECRI A AT A .

cluster-status LA P AT LURERE AR SER

cluster-reader AP EEAS N R, BREEREN

edit WA F A LMERIT B AR SEN R, BEXNEERELHBHIE,
self-provisioner AR LAEESHITE,

view WRPEEHTEMENR, BAUEETEPHRSENR, TEEEIERAEIH
EO

HERAMMERAEZ AKX, Fla0, MNRFERAAMA GBI ER cluster-admin BB EE—/H

P, XAEELZRAFEE TEMSE AN, BLHIEMLL, ¥ cluster-admin S EEITIE ERIE—
B, NS ZIBNBNERAFIRTFX—BF, ZAPBEE5EAE admin AR, LR IZITHE

B —LERIAAUBR, FIANEENS SRR B MR RIR S, 8B web ZHE& Ul RIEFTLEA EATRES T NIRIE,
NEARARIHBAEEEEEHESBIONEFHABIE, A, ERIHTHEEEAMIE cluster-admin HJ
AihEEIE,
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THRTTERAR, FAitAE, SHARHE. ABAGBKEE. BF. HMRSIKF ZEBIXR,
@)

@ 0 0 O

Service Account (Bot) Group 1 User1 User 2 User 3
LOCAL ROLE LOCAL ROLE LOCAL ROLE LOCAL ROLE CLUSTER ROLE
BINDING BINDING BINDING BINDING BINDING
Bot can interact with Group 1 can view User 1 can edit User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
LOCAL ROLE
(Bot)
Rule Rule
PROJECT
e e [ I
i i
H CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE CLUSTER ROLE H
i (View) (Edit) (Admin) (Cluster Admin) i
1 1
i Rule Rule Rule Rule Rule Rule Rule Rule i
i i
e
a4
=K

LN A — N AR, get pods/exec, get pods/*, #l get * #NI &% FHATIL
R, N ASAIMFNHIERN, o8B MREMEFENZ/D RBAC IR, MNMFEELE
2, B2 RBAC M AFHITIR

8.2.1.2. THH %A
OpenShift Container Platform LA JLISR IEAH AL :
5
AP &R B RTEHmSIR,
B

BHITRRE, ERZSEIBERT, XBEUT/LIEMN

o JiH : \BUIMIMIE. THRZ—M T A TR Kubernetes 8B Z2[H], B—NEXBIAS
ALUESEHMEXRERENIR THANEEERR.

o R{EEhid : #REAS : get. list. create. update. delete. deletecollection = watch,
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o VHEAFR : 7780 API i B,

HE
HEMTEIR, ArHHSABZARXE,

OpenShift Container Platform 3&id A T LA S B IAHRAL

. ERESHMUESEERERERN AR HEHNARERE,

N

HRMERERNANMA A,

w

A A Bk E BN ABRT A M,

»

AR EERE, AR,

ul

- SOSRREEIECESRIAN, TIBIAELIZ IR,

R
HiE, BAMARURNXEKIAEISIAE,

TEEEATUER CLI E54AABNAERSR, SESEMABXRNBRFIFAMFKIRN—HR,

BF

BT AU ERAER T B EREANEHABRMRHE—NIEN. FTREEFE
cluster-admin 2% system:admin &R A BIBIEEREESEEAE,

SHAGRESHIVIE L NAR, BRSNS BIHIHTHE,

8.2121 KEABRS

FIAHY admin, edit. view # cluster-reader EBABYHEHAGRE, HbhE3 M AENERENNATE
BT FHANE IS EH, REERSCEBE LHKREY B Kubernetes API I, LLIIEEFBE L,

8.2.2. W E Man & Z2[H]
Kubernetes #2% Z¢/Afir fit % FE SR8 BURSE B BIMLEL, Kubernetes XA IR A R B ERMNESE

=|
/CNo

R LA AT RIZ M —SEH -

o IBELMMTE, LUBGEARGEL P,

o ERATEAIMNEERIL

L BE%u*iEm/@/é%%E’Jﬁb o
RGP RZ BT REBIT L E AR LEEE, BE—ENKRAERIBEESRZZENE, N7 SFMAS,
i EM & EREY Kubernetes SR 22 (0], REEBEMA - ERFARMNE A, BEUE, —
MEMAFTUESEHRBEENHR THANBSBEARAR, B YA EE RS X8 B a] AL
IR &, MERBAEAQIRTE, NBhERACAETR AR,

T B o LA kA name. displayName #1 description,
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B E HFHArEH

o HrAnAH name 2YEMME—IRIRRT, EFEA CLI TESKAPIFNREN., &MKERSZ N 63
NEF,

o Tk displayName 211 B 7 web EHI &M EREX (XA name) .
o %M description AT LUA T B IREEINEABHR, A BRTE web HIEH,

BUIERE T BSH—4H :

xR fed
& (object) Pod. BRFSFIEHIILHA=F.
&8 (policy) F3 R BEE N REATERAE AL,

R Xof & Rt SR 1T PR I B9 EC AT
(constraint)

AR 551K ARS5K B B {5 P T B AR SR 8948 TE U (I BRI AT 1R 4F
SHEENALULRYIE, FRUENERIRERS A XAERKA, SHEENBATURITF
RN QEZBEHTIE,

FARANGFEE AT LUMER CLI = Web #HIB 5B R A,

8.2.3. BAIATIH
OpenShift Container Platform M & TFEINTTE, &H#LL openshift-- FFLHITBE X A ME &R NE
E, XEMBEREEN Pod TN EEHEMEMEMIIG A M, 1EX LR 22 (A Fh AR A X i

(critical) Pod ;:f#89 Pod RREEN, BITATLMRIEH kubelet A, TEXLEAR 2R AR EBHMGOE
B Pod BHRic N critical”s

-3
1B TENT SCC PEATEU T E—EIN SR 2R A FEEH Pod: default. kube-

system. kube-public. openshift-node. openshift-infra. openshift, &REEfFXLE
R 22 (A A 21T pod SRS

8.2.4. EEXHABNME
177 oc describe #p4, WLUER oc CLI EEEEEHABMYE,

FeREH
o 2%k oc CLI,
o RENEEEEA BN ENIR,

EERSCHERNIET cluster-admin RIAEER A ENA 7ol LT EA ERAUTEMEZRE, SEEEEHA
BIGIE.

Y=
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| BEERHAGRIERKHMNILE

I $ oc describe clusterrole.rbac

it Bl

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 1 [* create update
patch delete get list watch]

imagestreams 1] I [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs 1 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1] 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 1 [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ [ [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
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deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings 1 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io 1 1] [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 1 [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 1 [create delete
deletecollection get list patch update watch]

networkpolicies.extensions 1 1 [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 1 [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims 1 1 [create delete
deletecollection patch update get list watch]

pods 1 1 [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services 1 1 [create delete deletecollection

patch update get list watch]
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daemonsets.apps 1 [ [create delete
deletecollection patch update get list watch]

deployments.apps/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps 1] 1 [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 1 [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1] 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy 1 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 1 [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]
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imagestreamimports 1 [ [create]
localresourceaccessreviews 1 1 [create]
localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews [ 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host 1 1] [create]
subjectaccessreviews 1 1 [create]
subjectrulesreviews 1 [ [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io 1 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate i [ [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 1 [create]
imagestreamimports.image.openshift.io 1 1 [create]
routes.route.openshift.io/custom-host [ [ [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] 1 [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds [ [ [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io [ 1 [get delete get delete
get patch update]
namespaces [ 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec 1 1 [get list watch create delete
deletecollection patch update]
pods/portforward [ 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 [ [get list watch create delete
deletecollection patch update]
services/proxy 1 1 [get list watch create delete
deletecollection patch update]
routes/status 1 [ [get list watch update]
routes.route.openshift.io/status [ i [get list watch update]
appliedclusterresourcequotas [ i [get list watch]
bindings 1 1 [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log 1 1 [get list watch]
deploymentconfigs/status I 1 [get list watch]
events 1 1 [get list watch]
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imagestreams/status 1 1 [get list watch]
limitranges 1 1 [get list watch]
namespaces/status 1 1 [get list watch]
pods/log 1 1 [get list watch]
pods/status 1 1 [get list watch]
replicationcontrollers/status 1] I [get list watch]
resourcequotas/status 1 [ [get list watch]
resourcequotas 1 1 [get list watch]
resourcequotausages 1 1 [get list watch]
rolebindingrestrictions 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 1 [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1] [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 1 [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details 1 1 [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.

rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews 1 1 [create]
selfsubjectaccessreviews.authorization.k8s.io 1 1 [create]
selfsubjectrulesreviews.authorization.openshift.io [] 1 [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I 1] [get list]
clusterroles.authorization.openshift.io 1 1 [get list]
storageclasses.storage.k8s.io 1 1 [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects 1 1 [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

I (] [l
['] I [']

2. AELINERAGHERS, XETHAEITAAGKASMA
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I $ oc describe clusterrolebinding.rbac

Ll N
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
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Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

8.2.5. EEAMABIL E
£ oc describe #8455 @7T oc CLI Sk EFEA A BN E,

FeRE M
o 2%k oc CLI,

o RIMEFAMABIMAERINR :

o MEERSCHEMET cluster-admin BRIANERE A EA 7 o LT EM FRHUTEMRE, S
EEERBEINHE,

o FMHET admin MNKHACHAFTUEEHERTBEhHABHHE,

| BELYRAMAGHAEERES, XETRHEEYFUENTREAGBKREFTA
I $ oc describe rolebinding.rbac
2. BEEHMIEMAMAGHE, ERGSHRM -nii& :

I $ oc describe rolebinding.rbac -n joe-project

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:
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Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

8.26.BAFRMAE
ALUMEF oc adm BIE5 CLI BEIEABMYE,
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FABHAESIRMEIAAFAHAM LA FEEEZABRFHUIHNR, ER L&A oc adm policy 654
@ A AR ISR A .

BRI URHERRIAREABHEERTIE R A P 4.

ff

L=

S

1L AEEVBEFNAFRMASR :
I $ oc adm policy add-role-to-user <role> <user> -n <project>
BN, ERAILLETUA T &S, & admin BAEHRINE joe WHFH alice A/ :

I $ oc adm policy add-role-to-user admin alice -n joe

TN
AR AN AT YAML AR RINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

2. BEEAMABHAE, FHERHPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
fian, EE joe MENAMBBIHE :

I $ oc describe rolebinding.rbac -n joe

it~
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace
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User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
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Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice 8/ 2% admins RoleBinding.

8.2.7. HEXMAE
EELNTIR GRS A G, RARNESERRN,

iz
1. ENUBAEAMAR, HEITUTHS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
Eltee s, 1BE :
® <name>, AifEHELH

<verb>, LUES RN, NEAZAGHIERFEIFATIR
e <resource>, AN BHIIMEIR
® <project>, 1B &F

Bin, ZOE—AMAEELITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. EFAGHESIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

8.2.8. IZRHAR
B LG RREA T,

i =
1. EORERAR, HoTUTHS :
I $ oc create clusterrole <name> --verb=<verb> --resource=<resource>
LS, EBE -
e <name>, A EHELHR
o <verb>, LUES RN, NARABRIRFIFEFIR
e <resource>, RGN AR

pign, EQR—IPERBEAGRAFASTEE Pod, HIZTUTRS :
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I $ oc create clusterrole podviewonly --verb=get --resource=pod

8.2.9. XA BHEMT
EERUTRFE A MAGHEEER I SAHN XA G, TLUEA -nIFEREETE, MRKE

E, NERSRE.,
R LUER U e it T4 RBAC B,

& 8.1 KihABIERF

DD,
Gl

$ oc adm policy who-can <verbs <resource>

$ oc adm policy add-role-to-user <role>
<username>

$ oc adm policy remove-role-from-user
<role> <usernames

$ oc adm policy remove-user <usernames

$ oc adm policy add-role-to-group <role>
<groupname>

$ oc adm policy remove-role-from-group
<role> <groupname>

$ oc adm policy remove-group <groupname>

8.2.10. RErABHENT

23U

$5 LS B AT LU B — BHRAT B AR AF,

fEEABHER LAY BhEER,,

MERITE FREER - BIjiEEA R,

HEREEIE PR ER P REMAEA R,

A E A B ER LRITE FREESH.

MERETI B PR EHB IR EA R,

BIiRERITME PR EAREEA T,

TR UERAUTREEEEHAGHE, RNEHACHERRIENRERNITR, ALLXLERER

fEA -n 1.
*8.2. EHABHERE

Vo,
Gl

$ oc adm policy add-cluster-role-to-user
<role> <usernames

$ oc adm policy remove-cluster-role-from-
user <role> <username>

$ oc adm policy add-cluster-role-to-group
<role> <groupname>

sk

R EAeAEIERTIRETBENEER .

MERFFETENEER P BIREAEA R,

ReEAeHEIERPRETBMEESL.
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a0 ek
$ oc adm policy remove-cluster-role-from- MERFRIAETERNIEEHBREEA S,

group <role> <groupnames

8.2.1. | BREHETIEN

FE B cluster-admin A BE7E OpenShift Container Platform 58 EHUTE R S HIMES, B0
1B ERE TR,

FRFH
o BB LIBRTEE NKHEEANAL,

i
o FMAFMENNEREEN

I $ oc adm policy add-cluster-role-to-user cluster-admin <user>

8.3. KUBEADMIN A /7
OpenShift Container Platform ER&Z IR ERUE— M EEFEIE A kubeadmin,

b P B3R A cluster-admin A, FHHNEREN root AP, HEHERISEMM, X OpenShift
Container Platform SR 2M—#, RESTME, REEZFHNHHAPRSIEXINEN, F :

INFO Install complete!

INFO Run 'export KUBECONFIG=<your working directory>/auth/kubeconfig' to manage the cluster
with 'oc’, the OpenShift CLI.

INFO The cluster is ready when 'oc login -u kubeadmin -p <provided>' succeeds (wait a few minutes).
INFO Access the OpenShift web-console here: https://console-openshift-
console.apps.demo.openshift4-beta-abcorp.com

INFO Login to the console with user: kubeadmin, password: <provided>

8.3.1. %4 kubeadmin B /7
EE LT B REERFHOIEHH cluster-admin B/ 5, B LR kubeadmin RiIREEEH T 24,

DI

==
[=]

MNREH—FB KN cluster-admin HU?&EDL NETRVE, NIEHR

/
OpenShift Container Platform, Ittan4s FoiEBEH,

b=
IR

FRFH
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o VWIIEDVERET —NEBMNIRHERER,
o WEMAFHRIMT cluster-admin &,

o WIBLZUEENFRNER.

e F%[& kubeadmin Secret :

I $ oc delete secrets kubeadmin -n kube-system

8.4. HiiRECE

T RAFBEFR registry K&,

8.4.1. BifRIEHISREESH

Image.config.openshift.io/cluster 5 R & &8 X MMM IBFGMERSERIE R, A —BRHNENT
7 cluster, © spec Rt LA TEEES .

2%, %0 DisableScheduledimport, MaximagesBulklmportedPerRepository,
MaxScheduledimportsPerMinute, ScheduledimagelmportMinimumintervalSeconds,
InternalRegistryHostname A B &,

¥ sk

allowedRegistriesForl PRI & A - ol MR S A RR BRI registry, FHINRIZENEEEZIE

mport BMEGBEHENARFEREY MBS AN registry, BIUM API QI BHRK
ImageStreamMappings B9/ F R Z L ERBEBIR I, BERERHEEAESR
EEHAR,

XNFRBPFENTNEEH registry B E I8 EM registry BIAIE,

domainname : 157E registry B %, MR registry {8 AIEIRARI 80 =X 443 i
A, NhzsOeNaEEga s,

insecure : "L LR registry BERE, RIABERT, MIRKH1TIE
E, registry BRENRE,

additionalTrustedCA %I & & image stream import. pod image pull. openshift-image-
registry pullthrough F14#2 53[5 N SZ{ZEREIS CA BIECERRSTBISI A,

Ltb AT B Bk &1 #94p £ 22 5] 5 openshift-config. ConfigMap B9#& =2
registry ENEIENHEE, ER PEM RIGIERIENE, BTFENEEENEHN
registry CA.

externalRegistryHostn REBINA IR registry IEN B, REEHR reqgistry XA RFFHF % E
ames HEENZ. F—MEATFHEERHH publicDockerimageRepository &
E%, Z{ETRA hostname[:port] &=,
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S8 £ pU
registrySources BERTRERRZITH TR pod MR N ANA LB AN A registry B9

BRE, fM, BEAFAFARENTF, ENLEREBEE registry BIFLE,

insecureRegistries : TAM TLS iE P {2 HF HTTP £ registry, Ei5
EBEFIE, BEBERPRMNES () BREFFRENIL. 0 :
*.example.com, &7 LUE registry FR¥gEE SRIRBOEME G2, 5140 :
regl.io/myrepo/myapp:latest,

blockedRegistries : E4LFRKAIEL (pull) FIHEE (push) EBIEH] registry,
BREMATE, BESEFRNES (%) BRTFRIENEIH. F :
*.example.com, &7 LUE registry FR¥EE SRIRBOEME G2, H140 :
reg1l.io/myrepo/myapp:latest, FiFfTHHAh registry,

allowedRegistries : P& HIER (pull) F#HEZE (push) RVEMY registrys
BREMATE, BHESEFRNES (%) BRTFRIENEIHK. F :
*.example.com, &7 LUE registry FR¥EE SRIRBOEME G2, 5140 :
reg1l.io/myrepo/myapp:latest, [HitFTHHAh registry,

containerRuntimeSearchRegistries : 7 iF# A &E LM KHIAR
(pull) #0#E3E (push) #RVEM registry, BRLEFRA EA registry,

A LL% & blockedRegistries =X allowedRegistries , {BAEERF &R 41X
&,

DI

H
[=]

L X allowedRegistries S, BRIEBAIATIL, BNIFAE registry (21E
registry.redhat.io 1 quay.io registry) AR EIARIREREIR registry ZB4RBART,
LEEASEET, N TER pod K, JHFA registry (21 registry.redhat.io #l
quay.io registry) # internalRegistryHostname 75/0%! allowedRegistries 713
B, EAINERERNTHEEERECN]. X T EENERE, L ARINEERN
registry,

image.config.openshift.io/cluster 5JRH status W& E 7 MEEFME EIR(E,

¥

sk

internalRegistryHostna  H{Z4l internalRegistryHostname #J Image Registry Operator K&, BN

me

FIARER R registry KB EN A, ZEXLIEA hosthame[:port] =X, 7
THRERS, E{haEA OPENSHIFT_DEFAULT _REGISTRY ifiE2F

B, BZRESBRIMNETE,

externalRegistryHostn H Image Registry Operator % &, EHE{& registry BT AR AT A EIREHEB

ames
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8.4.2. EeBRI& registry WiE

& A LR 4w’ image.config.openshift.io/cluster BE X 5TR (CR) REEEBHE registry Wig,
Machine Config Operator (MCO) %53 image.config.openshift.io/cluster CR 2 5B X registry B9
B, FHERNEESREST &

ff

L=

S

1. Yw%H image.config.openshift.io/cluster B E X iR :
I $ oc edit image.config.openshift.io/cluster

LLUF 2 image.config.openshift.io/cluster CR 7=/l :

apiVersion: config.openshift.io/v1
kind: Image
metadata:
annotations:
release.openshift.io/create-only: "true"
creationTimestamp: "2019-05-17T13:44:26Z2"
generation: 1
name: cluster
resourceVersion: "8302"
selfLink: /apis/config.openshift.io/v1/images/cluster
uid: e34555da-78a9-11e9-b92b-06d6¢c7da38dc
spec:
allowedRegistriesForIimport: 9
- domainName: quay.io
insecure: false
additionalTrustedCA: €)
name: myconfigmap
registrySources:
allowedRegistries:
- example.com
- quay.io
- registry.redhat.io
- image-registry.openshift-image-registry.svc:5000
- reg1.io/myrepo/myapp:latest
insecureRegistries:
- insecure.com
status:
internalRegistryHostname: image-registry.openshift-image-registry.svc:5000

ﬂ Image : @EF RMALEEENKESCHER. IEAM—BMHEHEZ cluster,

9 allowedRegistriesForimport : [RHIE & 7 o] MAR 5 AR B 235515 registry, $F1LH51
REBHEEELEERHEERESEN AREFEY MBS AR registry, BIUM API 0IE4
143X ImageStreamMappings FIF - R L ERERBIRNT, BERERHEEAEFE YN
fRo

9 additionalTrustedCA : 5| FHEE&H &R T A, Pod HIRHIEL. openshift-image-registry
pullthrough FI#EREA A ZEERBIERI LM (CA) HECEMSN, HERERING A
Ze[H] ) openshift-config, ConfigMap HIt& N 2E A registry =N AN, EH PEM ik
FENE, BFBNEEEMEN registry CA,
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Q registrySources : @5 AT RERFZITNEIFEER pod RRE 2 SL1FskfELED
Al registry BIERE, AILLI%E allowedRegistries 45 blockedRegistries %, {ER#E

L Y allowedRegistries ST, FRIEFAIHTIE, BNIFTE registry (23E
registry.redhat.io 1 quay.io registry F1BRINBIRERERIR registry) ER#ERERT, 40
REASH, HT#E pod KW, EAITHF registry.redhat.io #1 quay.io
registry L& internalRegistryHostname 7~ 10Z| allowedRegistries 5%,
HIMERERAHFBREEEC], AN registry.redhat.io #1 quay.io registry
7 n%l blockedRegistries 57X+,

{53 allowedRegistries. blockedRegistries =X insecureRegistries S, &
B] LATE registry FiEE S£IMBIEMEZE, BI40 : regl.io/myrepo/myapp:latest.

R A R £ B4 EB registry,  LUBAD ATREBI & £ M XS,

2. ERAERBNATEY, HIHMENT A

I $ oc get nodes

i Bl
NAME STATUS ROLES AGE VERSION
ci-In-j5cd0qt-f76d1-vfj5x-master-0 Ready master 98m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-master-1 Ready,SchedulingDisabled  master 99m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-master-2 Ready master 98m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-worker-b-nsnd4 Ready worker 90m v1.22.1
ci-In-j5cd0qt-f76d1-vfj5x-worker-c-5z2gz NotReady,SchedulingDisabled worker 90m
vi.22.1
ci-In-j5cd0qt-f76d1-vfj5x-worker-d-stsjv  Ready worker 90m v1.22.1

MB AR, HIEMTLLM registry SHEMNEBEZER, 1HSHEERIER registry 1XE,

8.4.2.1. 5tk registry Vi BC BN BIS K

Image.config.openshift.io/cluster BE FRAI @ 24 ECEME RIS A, ZEEMS S EEEH K
registry 17171 HA (8] 4215 AE BRI AMIE S AT A WL

FoRFEH
o IEFMAMAM (CA) wizd PEM Zwfid,
e

& 7] LLTZ openshift-configdn & 22 [A] G2 EL B BR S, FH7E image.config.openshift.io FE L R
AdditionalTrustedCA F{ERE LT, LUREEAER registry BRI A LIRS ERIZIANCA,

S FENEEEHIZIN registry CA, ELEMSTEZET A EEEL CABIGOM registry BWENE, ™
PEM iE BT AR R EFENENT4N registry CA,

& registry CA B BB R4
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apiVersion: vi
kind: ConfigMap
metadata:
name: my-registry-ca
data:
registry.example.com: |

----- END CERTIFICATE-----
registry-with-port.example.com..5000: | 0

Q INR registry #AWO, #0 registry-with-port.example.com:5000, : EE4# .. &,

BRI LURIRU T RREC B HACA,

1. EEEEMCA :

$ oc create configmap registry-config --from-file=<external_registry _address>=ca.crt -n
openshift-config

I $ oc edit image.config.openshift.io cluster

spec:
additionalTrustedCA:
name: registry-config

8.4.2.2. BLiBHi{& reqgistry FFHEEB &
BT X BARER registry TFEEGIR, A LUFTLUTRE -

e FZi& OpenShift Container Platform &8%, LUEZEEMMIRHR registry EBRFFEZERIEX (pull)
BRHIER, FBT BB (mirror) BIER registry EBITE i E £ RIZITE K,

o NEANBIEHEERZNBEEM (miron)FMEE, LBHRIMR—NEGELZE, DAER
HMH5E R,

OpenShift Container Platform FR7EfifFE KB LS IE -
o RMRAIEY (pull) |IRLXS registry (SRR,

o TEURFEERIAEFRIIER T LUMKXBAE (10 quay.io) HIEUEMR, FitARAAXEEEERN
registry fRHE KB K.

o RHEEFHEL (pull) EHREZIRIEE registry lifF, BERKEFT 2EIHIFAM registry,

o RATHI ABIEIRIE B2 RINE] OpenShift Container Platform & HEAN T M LK
/etc/containers/registries.conf X4,

o U RMEBRFHERIEREGRN, ERBREHBNEGRERINFWME, EXHRIAERHNRE,
MRFIBHEERN, KHNEZRREFEE, MR, MEEKIRET <RH,
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AIE AT AR EFEERRS :
e 7f OpenShift Container Platform &% :
B HIEY (pull) OpenShift Container Platform FREH R 2%, AR XLHIEBRENT X
%fE, BNAIYY OpenShift Container Platform %2 %% E 5% BR M 4% Fh B9 EEE 0

e 7% OpenShift Container Platform Jg :
BNfE3% A 1£ OpenShift Container Platform L& HHHECE 5K (mirror), ZEE{BAI{ER
ImageContentSourcePolicy ¥ RiH#1TEE.

T RBRHBRERHAEE, Lt 0] ImageContentSourcePolicy X &R :
o RFELEHR (mirror) AR EEEHZENR,
o MELNHRHMMEBEMEERNABHNE NG REHENFEMEZE,
=1

R HEE N EH ImageContentSourcePolicy X RIVEEFECE L pull secret, EABETET
B A0 pull secret,

FeREZ M
o FHEXR cluster-admin B &I £,

AR
1 BT AR E B BRIEEE

o IRHB Red Hat Quay Fh#/EHi & AAriR, A Red Hat Quay Ri%iE BFRIGEME, FH
Red Hat Quay BB FIERFHREBM— N FHESFE 7 —FWHE, FHaEEh RMERESR
RS XL REE,

o {fif skopeo ETEFIIIFHEMIREE EEHIEIBHRENFMHEZE,
540 : £ Red Hat Enterprise Linux (RHEL 7 8¢ RHEL 8) %%4i_E%&%& skopeo RPM {48
&, £ skopeo 4, M TFHIFTR :

$ skopeo copy \

docker://registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6\

docker://example.io/example/ubi-minimal

EAFAR, EE—1% 7 example.io AR registry, HASE—1% N example 19
BgEMEE, B2 ubi8/ubi-minimal fE{& M registry.access.redhat.com & | Eltb 5
&FEE, QI8 registry [&, EEF OpenShift Container Platform BB N R EF
FEREREEBE BHRENEIEE,

2. BSRIEM) OpenShift Container Platform &2%,

3. I/ ImageContentSourcePolicy 32 (40 : registryrepomirror.yaml) , FHERFIEHEMR (mirror)
BN B O registry, FFEZEN R A P RORA G -

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
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metadata:
name: ubi8repo
spec:
repositoryDigestMirrors:
- mirrors:
- example.io/example/ubi-minimal ﬂ
- example.com/example/ubi-minimal 9
source: registry.access.redhat.com/ubi8/ubi-minimal 6
- mirrors:
- mirror.example.com/redhat
source: registry.redhat.io/openshift4 ﬂ
- mirrors:
- mirror.example.com
source: registry.redhat.io 9
- mirrors:
- mirror.example.net/image
source: registry.example.com/example/myimage G
- mirrors:
- mirror.example.net
source: registry.example.com/example ﬂ
- mirrors:
- mirror.example.net/registry-example-com
source: registry.example.com

1EEREE R reqistry FITEHEERI R TR,
KRABNENCENZNEERCE, MR—DEGKREN, NEIFCETUERS — N5,
1SS EMMEBRN AR registry MM

IR B] LATE registry FRBCE 6n 4 22 (] LA§ 1% on A 22 (] R AR 515,  SNRIGHE A registry 15
YR, ImageContentSourcePolicy FRENS N A E| registry BRI B ZGEE,

INRELE reqistry & #5, ] ImageContentSourcePolicy 75 RSN FAEE registry MIFRA
THBE,

FIEXEE /& mirror.example.net/image@sha256:...,

M mirror mirror.example.net/myimage@sha256:... Fi& registry 44 22 [A] R EVER (5
myimage.

M mirror registry mirror.example.net/registry-example-
com/example/myimage@sha256:... {1 EX %
registry.example.com/example/myimage, ImageContentSourcePolicy %iRE< N FHE!
iR registry FHIRRE G FEEIZEI mirror registry mirror.example.net/registry-example-
com,

@ 990 ® 0009

4. QIEHH ImageContentSourcePolicy X & :
I $ oc create -f registryrepomirror.yami

]2 ImageContentSourcePolicy ¥R /g, #FMXENBEINENT R, EHFRERASHEEN
T {22 SR R R A7 1 R 1 3K
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238

ERANATEHEGNEEXE, AEF-—IMTREMTUTREA,

a. FIHEMT R -

I $ oc get node

it Bl
NAME STATUS ROLES AGE VERSION
ip-10-0-137-44.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-138-148.ec2.internal Ready master 11m v1.24.0
ip-10-0-139-122.ec2.internal Ready master 11m v1.24.0
ip-10-0-147-35.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-153-12.ec2.internal  Ready worker 7m v1.24.0
ip-10-0-154-10.ec2.internal  Ready master 11m v1.24.0

Imagecontentsourcepolicy FRAREE T R
b. BEshAE TR R
I $ oc debug node/ip-10-0-147-35.ec2.internal

it Bl

Starting pod/ip-10-0-147-35ec2internal-debug ...
To use host binaries, run “chroot /host

c. BERIREREH /host :
I sh-4.2# chroot /host
d. ¥7 /etc/containers/registries.conf X4, FHRERMEXN :

I sh-4.2# cat /etc/containers/registries.conf

it Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]
short-name-mode ="

[[registry]]
prefix ="
location = "registry.access.redhat.com/ubi8/ubi-minimal”
mirror-by-digest-only = true

[[registry.mirror]]
location = "example.io/example/ubi-minimal”

[[reqistry.mirror]]
location = "example.com/example/ubi-minimal”

[[registry]]
prefix ="
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location = "registry.example.com”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net/registry-example-com"

[[reqistry]]
prefix ="
location = "registry.example.com/example”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net”

[[reqistry]]
prefix ="
location = "registry.example.com/example/myimage"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.net/image"

[[reqistry]]
prefix ="
location = "registry.redhat.io"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.com”

[[registry]]
prefix ="
location = "registry.redhat.io/openshift4"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.example.com/redhat"

e. MHRERHMEMERIIEIT R, FREREEIHEMENT. ImageContentSourcePolicy %
NEFHERHE, TZFHREITS,

sh-4.2# podman pull --log-level=debug registry.access.redhat.com/ubi8/ubi-
minimal@sha256:5cfbaf45ca96806917830c183e9f37df2e913b187adb32e89fd83fa455eba
a6

e LR TR TS

MRFHEGRRERENETRF, HEAUTAEXEMZESRGINMTEHERDBIHEER,
o EANTFHKATFRMHEHIE (pul) BIEE.
o AFAELHMBEKIEN, FRMEMAE registry,
o MXRZLT, Insecure ii&FAEENR,

o ZIAEINT /etc/containers/registries.conf SFMIER, IIEECRE 2 ik, XA TOML &=,
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8.5. MEi{5&#) OPERATOR B3XIE7 OPERATORHUB

SNSR A T o T E R EREM Operator BRBUERR (mirror), AT LAERER B Xl OperatorHub &7
Operator, &7 LA A Frffct 72 Fh 4 A5 52 SR 022 AT R 89 ImageContentSourcePolicy #
CatalogSource X,

8.5.1. o RFEM

o R{RFTUr T EEREREM Operator B3

8.5.2. fl|# ImageContentSourcePolicy ¥ §

¥ Operator BSRNBHIKEI 5K registry |5, AIEFTFEH ImageContentSourcePolicy (ICSP)*%f &,
ICSP X RECE TR, LAE Operator j&H R FMERIHRS | AR registry [AlFETHHE,

it

o TEHLUSRIMTFEZMERNENL, ZITUTHSIETE manifests BRHM
imageContentSourcePolicy.yaml SZ{4 3£ 01/E ICSP :

I $ oc create -f <path/to/manifests/dir>/imageContentSourcePolicy.yaml

H b <path/to/manifests/dir> 2 EAEM manifests BRI E,

HITE, 1&=ILLAIEE—1 CatalogSource k5| BB KT Operator IA,

8.5.3. EEEPARMERIE

5 B FIRARIE] OpenShift Container Platform 527 N 7 & ILFN1 % %% Operator, SEEFEIE 5 AT LLE)
£ —1 CatalogSource %/ §K5|FA%R5|%&. OperatorHub B XIRFIEF AR,

FeREH
o EFHEZEE registry BIFRBIHE &,

AR

1. fJ—1 CatalogSource *&K5| 5|5, NRFEMA oc adm catalog mirror 3434 Bk
BB T registry, ERILAMER manifests B x4 KB catalogSource.yaml SH4HENE =,

a. RIBEHHRELRLULTHRE, FHEEHERFN catalogSource.yaml 34 :

apiVersion: operators.coreos.com/vialphai
kind: CatalogSource
metadata:
name: my-operator-catalog ﬂ
namespace: openshift-marketplace 9
spec:
sourceType: grpc
image: <registry>/<namespace>/redhat-operator-index:v4.9 6
displayName: My Operator Catalog
publisher: <publisher_name>
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updateStrategy:
registryPoll:
interval: 30m

INRIEIE EZ R reqgistry BIFARTHEEI AR, 75 M metadata.name F & il iR
FARBIL()ERF, LUBFRIEOIEXTREFH I "invalid resource name" 1%,

AR E, BN, EALUEE— TR 6 & ZEE BRI TR R Za &2
IF] =T A

EERBIHR,

Q MREHLEERBENFIAEMAEEFNAF£BAA, F18%E openshift-marketplace
Q 18 E & fn B KM B TR B FFo

© ERRTUBDREIRALURIS BT

b. fHFIZ {4 {E CatalogSource %K :

I $ oc apply -f catalogSource.yaml

2. FAERINEIELUTHIR.

a. &% pod:

I $ oc get pods -n openshift-marketplace

i th o Bl
NAME READY STATUS RESTARTS AGE
my-operator-catalog-6njx6 1/1 Running 0 28s

marketplace-operator-d9f549946-96sgr 1/1  Running 0 26h

b. MEBXIR :

I $ oc get catalogsource -n openshift-marketplace

it Bl
NAME DISPLAY TYPE PUBLISHER AGE
my-operator-catalog My Operator Catalog grpc 5s

c. RERHRFHR

I $ oc get packagemanifest -n openshift-marketplace

tonf Nl
NAME CATALOG AGE
jaeger-product My Operator Catalog 93s

HITE, EEILLTE OpenShift Container Platform Web 32l & #3@1d OperatorHub %% Operator,
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o MRMEHRSIFBRITLEETFAE registry LEBFBHITHDEIUE, 5B MFLE registry 151
Operator BIEE 1%,

o MREHLBFREWBHERET Kubernetes IRABBRITEERBE AN G BN BRI BRI A,
HEH B E LB TR ERER,

8.6. x F{#F OPERATORHUB %%t OPERATOR

OperatorHub @ — 4l Operator A F 5T, '©45 Operator Lifecycle Manager (OLM) —i#2 Tk,
BEEEEREHPRENEE Operator,

VENEREIE N, B LU#E M OpenShift Container Platform Web &8k CLI 223 B OperatorHub
B Operator, f§ Operator 1T E|— K Z N en R 2E(E], HER LML AGRFER,

LEEFIRA, BN Operator HELL THIAKE :

REEN
1%+ All namespaces on the cluster (default)f§ Operator REZEFA BB ZEN ; EF LN HHZE
B (NRTA) , NIEREMBLREFRRE Operator, A% All namespaces... f§ Operator A
FrE R FuiE /A,

SEHGE

JNRFEA Operator A& S MIEIRTE, NAEEEEEITEIBNGE, F0, Fidid stable JiEHR
E (NMRTH) , WMFIFRFPEFIDEIL,

BEAE SRR

BRI LU B B sE F BT,
IMREFEB N BEFHEN S LLEH Operator, NI HAmESIERHF1Z Operator BIFTAR AR, Operator
Lifecycle Manager (OLM) f$B#F# % Operator Bi21T5L6I, MILHEANNTFI,

INREFEFNES, NLHEHFIR Operator AT AR, OLM REIBEIHER., ENEBEEELR, UM
FHEIZEFIER, F A Operator BT E#FTAR A,

8.6.1. [ Web #£#l& M OperatorHub %4

& eI LUEF OpenShift Container Platform Web #2l#& M OperatorHub 2% 17 [ Operator,

FoRFEH

o (FHEA cluster-admin FFRAYNK 17 OpenShift Container Platform £2%,

AR

1. 7 Web #4I& A 3 ZE Operators = OperatorHub T,

2. HEIREEM Operator (JRENTIEAKTE Filter by keyword fERi A B XHF) . Fln, #EA
jaeger K& Jaeger Operator,
18G4 B AR R R AR A TheE o e T, BN, MNRIEFHSE Operator TR EEFIMER TR, 15
1%%¥ Disconnected,

3. 1EFE I RE%{EEM Operator,
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p= Y=
%% Community Operator REHLLIE&R B INIEFE X Operator ; IS AHINZE
EAEIREE,

4. [7i% Operator f§ 2 F Hi; Install,
5. 7£ Install Operator T{EH :
a. BRI —0 -
e All namespaces on the cluster (default) £ ZII ¥ Operator REZLZZIA
;;er%sjr}%ft-operators R, LMEHEREHPMAERAZEREMAMER, %5k

® A specific namespace on the cluster, ZIMXFELFER—FEMGEHRRE
Operator, 1% Operator {{FRE1% H — o 4 22 (7] Ap I AR FN{EE A,

b. EFE—IEHIE (WELITH) .
c. WIETERER, B FIIRMERE,

6. mifi Install & Operator At OpenShift Container Platform $&%_E BRI Ay & 22 B/,

a. fﬂ%i@'ﬁ%?%ﬂ]ﬁt}ﬁﬁmﬁ, T HRB AR SIHREIFE Upgrading IR, BEEHKFFM AR
iiﬁ;ll Plan TTE#LERE, TTRBEATAREFZH Up to date,
b. #IREFFET Automatic #AEREE, AIRTSKEFTHAISEMNIER TEHN Up to date,

7. T RBAIIREES Up to date f[5, 1%L#F Operators - Installed Operators R4 1iE B &5
Operator B ClusterServiceVersion (CSV) @BHRALIT ., KERAREHEXGLZERFLZH
InstallSucceeded,

A=

*FF All namespaces... REER, JRETE openshift-operators n 4 22 [A] H fiF 4
7 InstallSucceeded, BIIREHManHZEE, NHRZEH Copied,

IMRKA -

a. 17 openshift-operators 1E (#NR%EF T A specific namespace... ZERER) FH
openshift-operators W B ) pod WE, XRTE Workloads - Pods I i Az & [F] & LAE
#H— S HE R R,

8.6.2. {1 CLI M OperatorHub %%

&R LAE R CLI M OperatorHub &% Operator, A2 OpenShift Container Platform Web #24
B. A oc HROIBIEIHR — NI R,

SeRFH
o HAHEZA cluster-admin FUBRAINK /7 177 (7] OpenShift Container Platform 5 2%,

o TEEMAIRIRE oc .
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it

244

1. &%& OperatorHub FEEEF A FIRY Operator 73k :

I $ oc get packagemanifests -n openshift-marketplace

=1
NAME CATALOG AGE
3scale-operator Red Hat Operators  91m
advanced-cluster-management Red Hat Operators  91m
amq7-cert-manager Red Hat Operators  91m

couchbase-enterprise-certified  Certified Operators 91m

crunchy-postgres-operator Certified Operators 91m

mongodb-enterprise Certified Operators 91m

etcd Community Operators 91m

jaeger Community Operators 91m

kubefed Community Operators 91m
L3R FATEE Operator B9 E &,

. TeE PR Operator, LUSIEHE TR REEA A AIGE

I $ oc describe packagemanifests <operator_name> -n openshift-marketplace

. —" Operator 4 (H3 OperatorGroup M RE L) , EHEAEEBIRMEZER, EHPIE

Operator HAERIMIAp & 22 [H] R BYFR A Operator £ MR RBAC Ui IAIFY R,

1T 1% Operator BIfp R A /TE B 5 Operator WL ER A MHITEHY Operator 2H, B
AllNamespaces &3, tha5f SingleNamespace &=, NREE[HEFH AllNamespaces &%
Operator, Il openshift-operators #p# 22 8] 2, A3& &8 Operator 2H,

INRBLREEM Operator %M SingleNamespace #=, ME&EE LM Operator 4, M7idl
B

{£1%t# SingleNamespace &=, 1ZREH Web BHIBIRARIERF S B HE
4h 32 OperatorGroup #1 Subscription i Rl &,

a. {l|# OperatorGroup *% YAML XX {4, %0 operatorgroup.yaml :

OperatorGroup X Rl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: <operatorgroup_name>
namespace: <namespace>
spec:
targetNamespaces:
- <namespace>



B E HFHArEH

b. filE OperatorGroup % £ :
I $ oc apply -f operatorgroup.yaml

4. fAIEE— Subscription & YAML 34, LAEH Operator iT[#— N pf2ZE[H, 20 sub.yaml :

Subscription X{ &5l

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: <subscription_name>

namespace: openshift-operators ﬂ
spec:

channel: <channel_name> 9

name: <operator_name>
source: redhat-operators
sourceNamespace: openshift-marketplace 6
config:
env:
- name: ARGS
value: "-v=10"
envFrom: a
- secretRef:
name: license-secret
volumes: 6
- name: <volume_name>
configMap:
name: <configmap_name>
volumeMounts:
- mountPath: <directory_name>
name: <volume_name>
tolerations: @
- operator: "Exists"
resources:
requests:
memory: "64Mi"
cpu: "250m"
limits:
memory: "128Mi"
cpu: "500m"
nodeSelector: @
foo: bar

%fF AlINamespaces ZEEXFEA, 187E openshift-operators ta & Z2[H, &N, K
SingleNamespace ZEE1E R TG EMHE K B — & 22,

E1T RIS E B9 B TR,
E][# B Operator B9& TR,

O0o0® 9O

R4t Operator BB XIREE TR,
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BXRERZEE, & openshift-marketplace Fi T2 i\B OperatorHub B kiR,
env SHE L FETH OLM I8 pod HATE B SRFHIME L EFIR,
envFrom S E L EERHFPERINE L ERIRIIER,

volumes Z#{7E L OLM fIiZ#) pod LRI BTIR,

volumeMounts S#E Y OLM 6 pod A IEIEH VolumeMounts FIIFR, 0R
volumeMount 5| BARFEH £, OLM FLiEEE Operator,

tolerations 2% OLM ©|E# pod & X Tolerations 513K,

resources 2% OLM BIEM pod HfE B E L HFREH,

P00 909909

nodeSelector Z#{7 OLM fIJi2# pod E . NodeSelector.

5. fi/# Subscription X :
I $ oc apply -f sub.yaml

LR, OLM B 7 fi#Ff %R Operator, Operator IEEEIRSShRA (CSV) N HINTE B Frép 4 Z2H]
#, H Operator #2{t# API 1 0] FA F A&,

Hith BHR

® X F OperatorGroup
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59 E REZREAN
£ OpenShift Container Platform /1, HZIRAMINIAPE LHIRGH B SR L B, EiRIRMH—FE,
RIAEMPEE—HBER. BABERT, MLZHERATE OpenShift Container Platform Web 124 A
Alerting Ul R EE, REE, EALIELE OpenShift Container Platform, FZH@ A EEINEB RS,
O.1. { B A X EIANEBRST

£ OpenShift Container Platform 4.9 f1, BI7E Alerting Ul B EEMAZ ZR, RN RFEIREE N L%
FEMBEIARS, BRI LU OpenShift Container Platform ERE NIFER A S LA T R RIpEIN RS -

® PagerDuty

e Webhook

o FLTFHRYF

® Slack
W BRI EEEER, AT ISR R EE SR A A A SR, B, XEEREEIAIX
F, BEREBAENASKENN AN R, REFEXBEEBMERTESKEEHE— N R L RS
4T IEBNAT B E [,

{#H watchdog EKEEHRES TIFES

OpenShift Container Platform 3R IhRE S & 2Ll 4 B9 watchdog k. Alertmanager EEREEERN
WARHIERF L% watchdog Zi3EH], IREEFBEREE NEEE LR watchdog BT BHME
B, XFLEI T E B R E IR Alertmanager #1538 3R 2 A BRI @15 7],

9.1.1. BLEE Rz iiER

BRI UREERZEWRS, UHRRTHREFHINEEN,

FeREH
o TATLUFEAEBA cluster-admin A& 5N EE,

AR

1. 7E£ Administrator #i&®, i AZ| Administration - Cluster Settings —» Configuration -
Alertmanager,

pa Y=
HE, AT LLET notification drawer Vi[]E— T E, % OpenShift

Container Platform Web 1£%l& A L AR EENR, FHI1E
AlertmanagerReceiverNotConfigured Z{;® %% Configure,

ol

2. 1E%TIER Receivers 884 #1555 Create Receiver,
3. 7£ Create Receiver R#.H1, 1l Receiver Name, AFMFIFKRAI%EFE Receiver Type.
4. IR E -

e ¥IF PagerDuty U285 :
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a. EFEEMRIEBIF R PagerDuty SRR EEA,

b. 70 PagerDuty Z22&#) URL,

c. MRBIHER FiRFIEHIFITH " EMEME, 715 Show advanced configuration,
o ¥F Webhook #I42S :

a. AINfE HTTP POST 3R & X BB =

b. MNREJRENT O MEFTIER L EAFRERMIENI LT, 151%FE Show advanced
configuration,

o N FHLFHRHEEINES
a. ANINERERMAXEEHE FER At

b. I SMTP EBEIFIE, SIFAXBMATHIL, FRA &R FHANERENMROS,
SMTP RSS2 B9 E M B AR ESIE .

c. EFEREEETLS,

d. AIREBFEVETGwEE N T BB ER X B ARTEVER, SgnE A FI@E M EXECE,

iH1%# Show advanced configuration,
® X F Slack #EULER :
a. 70 Slack Webhook B9 URL,
b. RINTFHERAEEIM Slack &=L A F 4.

c. MREFBMVGET RENTABRIFLZCETWER, RERTFASGERE, Hik
¥ Show advanced configuration, A RTLUERF BB B F BB RITNAF &,

5. MINERT, MRMANERTHESMALERLENNE, FEAXEEKS, NREFEM
REVBEIREAE R EN SRR A T2 RERIREE

a. 7ER M Routing Labels £ A7 N RS B PR % & FRADME.
b. MMRBEMAENRIER, 5% Regular Expression,
c. 1% Add Label R IIE % BB HITE,

6. JEFE Create RO

9.2. HfL ¥R
o N7 AR

o EIHER
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510 B [ EENEFE I EENER
EFEEEFERT, EEEEEER OpenShift Container Platform SEEE MIE RIS BF L N T THEZ I EERE,

MTFF R ERRE (RN RIRERY) RESEHMBERERE. RHLL, B0 R& registry FIRENTH
NA. SRR LATS (A EER PR B9 ] P £ B E AL £ OB ELEAR registry, SEFEREFIEI AT BN
L5 RBRBVILE

AE A T RIA RN R RO T RN — R,

10.1. X F %% REGISTRY

IR AT LR (& OpenShift Container Platform ZR&RrTERIHR, IR BRI registry BEE EHT, W
Red Hat Quay. JFrog Artifactory. Sonatype Nexus Repository 2 Harbor, SARET:E M AR AR
registry, A LUMEF mirror registry for Red Hat OpenShift, & &3&1E OpenShift Container Platform 1T
] g — N NBUABF registry,

IR LUER X Docker v2-2 BI{E{AI A 23 registry, # Red Hat Quay, mirror registry for Red Hat
OpenShift, Artifactory, Sonatype Nexus Repository, 5% Harbor, FTTILIEFfIL registry @1t 74, #RNHE
B _EAIIE B I m AR B REIFRE & registry MR, HIENARE, BERENEREE HMER
registry IR ERILN A,

B

OpenShift Container Platform SEEEMIANER registry NEEAVE B 7 registry, R ANEALH
RERENHE (EREIREPFRTEXINIIE)

INRIEFERIB SR registry N2 mirror registry for Red Hat OpenShift, NIEBEELEHESNEAISRET
LAViRE. 1R registry FTBiEViIH], RFE., BHRENRE WMITEABEHRELM) TERKN. Hit,

BB E A B A B THAR registry, iR registry E 715 OpenShift Container Platform 5%
BERYAE IR R A AR T RL,

{8 A OpenShift Container Platform $3{&IEFT 551 registry B, TTLUEBUTHMIER. MREMENT
AR5 (7] B EX AN IR BIERAR registry, MABEVMIEMNEET R, EaIUBEREMZISZREEIZAE.
XL TR N AEAERI R B (mirror). WIREBXFENEN, AT ZREXHEREIXHERSH, A
ERZENHETBNN TRAZRINER, XN RREI SN B A EREAT 15

X FBERIERH registry, HEBEFREVREIEIR, EUIIEE Trying BLJiA CRI-O BEFRMHBEESR

B, BEGGIURNEMAE (ET R LMEMA crictl images 44) TRIEGRGEAT, BIEHE
= MEHRAL BRI,

4 P2y~
LT8R B ET T OpenShift Container Platform i 58 =7 registry.

10.2. Fo R 15
o BRI oc B,
o —NEEZITHEREE,

o LMK registry, XREBXIFFEE OpenShift Container Platform EEEHIAIER Docker v2-2 BY
BERER registry, HILLF registry 2 — :

o Red Hat Quav
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fie et ey

o JFrog Artifactory
o Sonatype Nexus 3%
o Harbor

INRIEA Red Hat Quay M1, 1ES WA XEBE Red Hat Quay A T 40 1E BISCHY, =K{ER
Quay Operator,

o WIHBRRFHERE NHZER, B0, RedHat Quay BERE iy FrEHZHIR,

o Ujln| B HMRIREXFr BRI A 2 Bl

10.3. NS R

TEMR TR BE RO SERT, B IUBR (mirror) B & Hl (mirror) S & il (mirror) 3 & HlI 5§ (mirror) registry, &
BRI, M08 AT A EERER

o TR registry IEF RN EN _EBIAIME CA FIFRA,

o (EBEEEMER pull secret B .dockerconfigjson X1, %X H cloud.openshift.com 4
=R

AR
1. BEERVFER BRI

a. JHER registry B9 CAIEF (RAF ¥ PEM 3 DER XA R) HINFIEE CAFIRF, Fl
-

I $ cp </path/to/cert.crt> /usr/share/pki/ca-trust-source/anchors/

Hrh, </path/to/cert.crt>
EEAMHRSERIEBRERZR,

b. BE#r CAS4E. B, 7E Linux # :

I $ update-ca-trust
c. MZF pull secret H12EYX .dockerconfigjson X {4 :
I $ oc extract secret/pull-secret -n openshift-config --confirm --to=.
=1
I .dockerconfigjson

d. %% .dockerconfigjson X4 LURINIERIGRR registry FIFRIIERIE, FREREFENFX
% :

{"auths":{"<local_registry>": {"auth": "<credentials>","email": "you@example.com"}}},"
<registry>:<port>/<namespace>/":{"auth":"<token>"}}}
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https://jfrog.com/artifactory/
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He:

<local_registry>

18 registry %, MUREEEEK registry FARIRHRBNA EIRO,
auth

HIRHIER R registry 18X base64 YT I A - & M BT,
<registry>:<port>/<namespace>

8 E R registry 115,
<token>

HIRHIER R registry 8 XE base64 Rl H) username:password,
o -

$ {"auths":{"cloud.openshift.com":
{"auth":"b3BlIbnNoaWZ0Y3UjhGOVZPTOIOMEFaUjdPUzRGTA==","email":"user@exa
mple.com"},

"quay.io™:
{"auth":"b3BlbnNoaWZ0LXJIbGVhc2UtZGOVZPTOIOMEFaUGSTd4VGVGVUjdPUzR
GTA==","email":"user@example.com"},

"registry.connect.redhat.com"”
{"auth":"NTESMTMwNDB8dWh|LTFEZIN3VHkxOSTd4VGVGVU1MdTpleUpoYkdjaUail
A==","email":"user@example.com"},

"registry.redhat.io”:
{"auth":"NTESMTMwNDB8dWh|LTFEZIN3VH3BGSTd4VGVGVU1MdTpleUpoYkdjaU9
fZw==","email":"user@example.com"},

"registry.svc.ci.openshift.org™:
{"auth":"dXNIcjpyWjAWWVF|SEJiT2RKVW1pSmg4dW92dGp1SXRxQ3RGN1pwajJhN1
ZXeTRV"},"my-registry:5000/my-namespace/":
{"auth":"dXNlcm5hbWU6cGFzc3dvemQ="}}}

10.4. X B[R FAITRIELIE(MIRROR)
IFHEESRRE, TR LUSASREHEEPIRRRER GG TMHE.,

ff

L=

S

1. 5% Operator Lifecycle Manager(OLM)%544 :

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v{product-version}
<mirror_registry>:<port>/olm -a <reg_creds>

He:

product-version
IEEE S OpenShift Container Platform kA N EIFR%:, 40 4.8,
mirror_registry

15 E AT 5% Operator REBIB R registry #1622 [H 5T 2R E 1 & (FQDN),
<namespace> 5& registry EH{E MG B L L (E,

reg_creds
B EEIEHH .dockerconfigjson SXEFHINLE,

+H
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a0 -

"ok

$ oc adm catalog mirror registry.redhat.io/redhat/redhat-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os=".

2. NAETEABLIIEIRAEHY Operator FHIRA R :

$ oc adm catalog mirror <index_image> <mirror_registry>:<port>/<namespace> -a
<reg_creds>

Hep:

index_image

EEMBHRM B KRS Hilk. B0, XA AICENEETERIHE, theTLl22L
B xRSk 2z —, 10 {index-image-pullspec}.

mirror_registry

IEEENT Operator REREHIREIBIBE TR registry M EpR (A FQDN, Hr <namespaces 2
registry L BEIINA 6n 22 [H],

reg_creds
Ak NRFBE, BT registry RUEXHEHIALE,

o -

ok

$ oc adm catalog mirror registry.redhat.io/redhat/community-operator-index:v4.8
mirror.registry.com:443/olm -a ./.dockerconfigjson --index-filter-by-os=".

3. Bif& OpenShift Container Platform it fzfiE %

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:v<product-version>-<architecture> --to=<local_registry>/<local_repository> --to-
release-image=<local_registry>/<local_repository>:v<product-version>-<architecture>

Hep:

product-version
TS ELREH OpenShift Container Platform hRAXT N HIFRZ, 20 4.8.15-x86_64.
2R
NIERIAR S5 ERIEEIZREEY, 1 x86_64.
local_registry
IBERRTFMEER registry 54,
local_repository
1EEE1E registry PAIRMZFMEZERTR, 40 ocpd/openshiftd.,

a0 -

$ oc adm release mirror -a .dockerconfigjson --from=quay.io/openshift-release-dev/ocp-
release:4.8.15-x86_64 --to=mirror.registry.com:443/ocp/release --to-release-
image=mirror.registry.com:443/ocp/release:4.8.15-x86_64

Fai tH o B
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info: Mirroring 109 images to mirror.registry.com/ocp/release ...
mirror.registry.com:443/
ocp/release
manifests:
sha256:086224cadce475029065a0efc5244923f43fb9bb3bb47637e0aaf1f32b9cad47 ->
4.8.15-x86_64-thanos
sha256:0a214f12737cb1cfbec473cc301aa2c289d4837224c9603€99d1e90fc00328db ->
4.8.15-x86_64-kuryr-controller
sha256:0cf5fd36ac4b95f9de506623b902118a90ff17a07b663aad5d57c425ca44038¢ ->
4.8.15-x86_64-pod
sha256:0d1c356¢c26d6e5945a488ab2b050b75a8b838fc948a75c0fa13a9084974680cb ->
4.8.15-x86_64-kube-client-agent

sha256:66e37d2532607e6c91eedf23b9600b4db904ce68e92b43c43d5b417cabe8e63c
mirror.registry.com:443/ocp/release:4.5.41-multus-admission-controller
sha256:d36efdbf8d5b2cbc4dcdbd64297107d88a31ef6b0ec4a39695915¢c10db4973f1
mirror.registry.com:443/ocp/release:4.5.41-cluster-kube-scheduler-operator
sha256:bd1baa5c8239b23ecdf76819ddb63cd1cd6091119fecdbf1a0db1fb3760321a2
mirror.registry.com:443/ocp/release:4.5.41-aws-machine-controllers

info: Mirroring completed in 2.02s (0B/s)

Success
Update image: mirror.registry.com:443/ocp/release:4.5.41-x86_64
Mirror prefix: mirror.registry.com:443/ocp/release

4. BEZERGTMEM registry :

I $ oc image mirror <online_registry>/my/image:latest <mirror_registry>

B infE 2
o MNFTEA KRR Operator B RMELER, 1ES N /& Operator B,

e fNFEAX oc adm catalog mirror (e THEZE R, 1HS M OpenShift CLI BEAGHSESE,

10.5. %% REGISTRY Fi B £ ¥

TERFRR OB FH R (mirron) BIEER registry |7, BAITHERERE, LUE pod AT LLMER registry FHHIEX
R,

1R
o JHERR registry FIERINEI LB pull secret H,
o TEEEERRINERIR registry IR ZRIE T,
e {# ImageContentSourcePolicy BE X FIR(ICSP), BiF#Hi& registry 5 registry XEX,

1. fFEER registry FIERINEIERE LS pull-secret A :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/cli_tools/#oc-adm-catalog-mirror

OpenShift Container Platform 4.9 £ GhdE
ﬂ RULE pull secret XHMIERR,

o -

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=.mirrorsecretconfigjson

2. 9 CAZZBIER registry BRFSERIUE B RIMNEIERF R T R ¢
a. NIBREEE& registry BIBRSS 231IE 1 AV EC B PR 5

$ oc create configmap <config_map_name> --from-file=<mirror_address_host>..
<port>=$path/ca.crt -n openshift-config

o -

S oc create configmap registry-config --from-
file=mirror.registry.com..443=/root/certs/ca-chain.cert.pem -n openshift-config

b. {#FAECEM ST FE H image.config.openshift.io/cluster B E X %R (CR), OpenShift
Container Platform X} 1tt CR BB AR ERBEFIFAE T m -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"<config_map_name>"}}}' --type=merge

a0 -

$ oc patch image.config.openshift.io/cluster --patch '{"spec":{"additional TrustedCA":
{"name":"registry-config"}}}' --type=merge

3. BB—1NICSP, JH1E% registry REIRIRFIANE R E E B EIERR registry :

a. 1/ ImageContentSourcePolicy B E X ¥R :

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
name: mirror-ocp
spec:
repositoryDigestMirrors:
- mirrors:
- mirror.registry.com:443/ocp/release ﬂ
source: quay.io/openshift-release-dev/ocp-release 9
- mirrors:
- mirror.registry.com:443/ocp/release
source: quay.io/openshift-release-dev/ocp-v4.0-art-dev

ﬂ B EER reqistry FEHEERI B TR,
9 1B S EMREBRHNBRITIEL reqgistry MEFEEE,

b. AJE ICSP X% :
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I $ oc create -f registryrepomirror.yami
=1
I imagecontentsourcepolicy.operator.openshift.io/mirror-ocp created

OpenShift Container Platform &¥§XT it CR BB A BIE B P RIFTE 19 R,
4. BIEE RN T BR registry BIEIE. CA I ICSP :

a. BRETR :
I $ oc debug node/<node_name>

b. ¥ /host % & debug shell FEIIREF :
I sh-4.4# chroot /host

c. MAERKIEH config.json XX{4 :
I sh-4.4# cat /var/lib/kubelet/config.json

it Bl

{"auths":{"brew.registry.redhat.io":{"xx=="},"brewregistry.stage.redhat.io":
{"auth™:"xxx=="},"mirror.registry.com:443":{"auth":"xx="}}} ﬂ

ﬂ WIRTFIE R registry MEIL,

d. #A certs.d BX
I sh-4.4# cd /etc/docker/certs.d/
e. FlH certs.d BRABIIES :
I sh-4.4# Is
=1
image-registry.openshift-image-registry.svc.cluster.local:5000

image-registry.openshift-image-registry.svc:5000
mirror.registry.com:443

ﬂ HIRELR registry AL TFFIFRE,

f. K& ICSP BB & registry FIN1E! registry.conf X -

I sh-4.4# cat /etc/containers/registries.conf
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it Bl

unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"]

[[reqistry]]
prefix ="
location = "quay.io/openshift-release-dev/ocp-release”
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.registry.com:443/ocp/release”

[[registry]]
prefix ="
location = "quay.io/openshift-release-dev/ocp-v4.0-art-dev"
mirror-by-digest-only = true

[[reqistry.mirror]]
location = "mirror.registry.com:443/ocp/release”

registry.mirror SEFRRIERIA registry BITEZRFR registry,
g BHT R,

I sh-4.44# exit

10.6. TR N TR PR S T E
TERT T ERE S MLSHEER, 1EBERERRTEZT, FEMANBRRFEIRTIE T/E,

e
FERUTHSREREFIRT

o MBEMEM pod IEFEIRTT :

I $ oc get pods --all-namespaces

o =l
NAMESPACE NAME
STATUS RESTARTS AGE

READY

kube-system

1/1 Running 0 39m
kube-system

1/1 Running 0 39m
kube-system

1/1 Running 0 39m
openshift-apiserver-operator
1/1 Running 3 45m
openshift-apiserver
Running 0 29m
openshift-apiserver
Running 0 31m

256

apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-0
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-1
apiserver-watcher-ci-In-47ltxtb-f76d1-mrffg-master-2
openshift-apiserver-operator-79c7c646fd-5rvr5
apiserver-b944c4645-q6949 2/2

apiserver-b944c4645-shdxb 2/2
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openshift-apiserver apiserver-b944c4645-x7rf2 2/2
Running 0 33m

o MEMBYT LT READY R

I $ oc get nodes
it =Bl

NAME STATUS ROLES AGE VERSION
ci-In-47Itxtb-f76d1-mrffg-master-0 Ready master 42m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-master-1 Ready master 42m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-master-2 Ready master 42m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-worker-a-gsxoz Ready worker 35m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-worker-b-5qgqdx Ready worker 35m v1.21.1+a620f50
ci-In-47Itxtb-f76d1-mrffg-worker-c-rjikpqg Ready worker 34m v1.21.1+a620f50

10.7. B &L &E 5 48 B9 5 35
SRR B O R B R LM W TS RS, (R AT LU R 5 AR 4,
SEE

WERTE R T EERIEIER, Insights Operator &, A LUETIRZEA Insights
Operator @XM AH, BREETUREE,

e

10.8. I E F& 219 INSIGHTS OPERATOR

MR R E R S RERE LB MIERE, Insights Operator 22, ENEEEISA Red Hat
Insights,

AT T a0 MEEZL B Insights Operator TR E .,

i =
1. %i%E .dockerconfigjson X4 LUIER cloud.openshift.com &£H, #I10 :
I "cloud.openshift.com":{"auth":"<hash>","email":"user@example.com"}
2. RELXH,
3. {FAY%EER .dockerconfigjson X4 BT secret :

$ oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=./.dockerconfigjson

4. BE Insights Operator NERE :
I $ oc get co insights

i th o Bl
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NAME  VERSION AVAILABLE PROGRESSING DEGRADED SINCE
insights 4.5.41 True False False 3d

10.9. R E M %%

NRES T M T I EEMEREF MIEL registry RRIEVER, TEMIEREREH
ImageContentSourcePolicy(ICSP)X %R, MWIREA ICSP, X4ER registry BAIEBUE R A B EEMEIHE
registry,

i

ni
. BEEEEPRICSP WK :

S

I $ oc get imagecontentsourcepolicy

it Bl
NAME AGE
mirror-ocp 6d20h

ocp4-index-0 6d18h
qe45-index-0 6d15h

2. fHIFRET FFEREFHT QIRAIFRA ICSP X &R :
I $ oc delete imagecontentsourcepolicy <icsp_name> <icsp_name> <icsp_name>
4N -
I $ oc delete imagecontentsourcepolicy mirror-ocp ocp4-index-0 qe45-index-0
=1

imagecontentsourcepolicy.operator.openshift.io "mirror-ocp" deleted
imagecontentsourcepolicy.operator.openshift.io "ocp4-index-0" deleted
imagecontentsourcepolicy.operator.openshift.io "qe45-index-0" deleted

3. EEMAE T RERFHROE READY KA, FIRIE registry.conf X2 E15FIRLA registry,
R registry :

a. BREITR:
I $ oc debug node/<node_name>

b. ¥ /host iX&} debug shell HBIRE % :
I sh-4.4# chroot /host

c. 17 registry.conf ({5 :

I sh-4.4# cat /etc/containers/registries.conf
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510 = SRR HO IR B n R AT

i Bl
I unqualified-search-registries = ["registry.access.redhat.com”, "docker.io"] ﬂ

Q IEHHBREY. B ICSP G2 registry 1 registry.mirror 5B B4R,
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2 11 E 7£ IBM Z 5 LINUXONE & fh g & Mt ik &5

L% OpenShift Container Platform &, A LM z/VM RER IBM Z 5% LinuxONE IME AR R EEED
BRIARIRE, BB TRE :

o JITBEML (FCP) EM
e FCPLUN
e DASD
® geth
& a] LUE A Machine Config Operator (MCO) 10 udev #iNI KB B % &, Al FoRE X T,
LR F TR RE R T z/VM &4k, INRIEIE IBM Z 3% LinuxONE Efitti 244
RHEL KVM REER, LIXERIMNE KVM BFIRE, £ KYM B iRP AR ELNHE

&, B2, 1£z/VM# RHEL KVM &R, BENALUTHEREE Local Storage
Operator #1 Kubernetes NMState Operator,

Lth

=

P
o REFNHFHEMLES

\

11.1. f5F MACHINE CONFIG OPERATOR (MCO) B2 &Mt inix &

AT AR EYESS IR 7 9041 B Machine Config Operator (MCO) 7£ IBM Z 3 LinuxONE Ef45% FR B & M i
WEIhEE. A MCO BBEX&ERAMN, BERATFITET RMEERE, MCO AR control
plane TV R B FEMECE.

FoRFMH
o LIEBAERBNMAN B ERER,
o IZXFWAAM z/VM B FHLER,
o iZiXEBEMI,
o ZIXFAEETE cio_ignore FIKH, AHEAKRSHEPIXE,

o BEfERALLT YAML fl# MachineConfig X § 324 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
metadata:
name: workerQ
spec:
machineConfigSelector:
matchExpressions:
- {key: machineconfiguration.openshift.io/role, operator: In, values: [worker,worker0]}
nodeSelector:
matchLabels:
node-role.kubernetes.io/worker0Q: "
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% 113 £ IBM Z =% LINUXONE 5 hEd B M ini% &

.11, BB Yot @& i (FCP) 41
BUF 290 @5 300 udev FLNE(E B N_Port FRRFFETME (NPIV) BCE FCP ENLEER2RHIRA,

ff

L=

S

1. BREAF udev #| 441-zfcp-host-0.0.8000.rules =4 :

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.8000", DRIVER=="zfcp",
GOTO="cfg_zfcp_host_0.0.8000"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="zfcp", TEST=="[ccw/0.0.8000]",
GOTO="cfg_zfcp_host_0.0.8000"

GOTO="end_zfcp_host_0.0.8000"

LABEL="cfg_zfcp_host_0.0.8000"
ATTR{[ccw/0.0.8000]online}="1"

LABEL="end_zfcp_host_0.0.8000"
2. IBTLAT GG, AL, Base64 Jrhd
I $ base64 /path/to/file/

3. T MCO RAIRESEHE YAML X4 :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-host-0.0.8000.rules 6

Q@ CENBREXHREINAL,
© CEL—H PR Base6d HBERE,
© udev HNIFENEE.

1.1.2. BCi& FCP LUN

PUF 2 0r0@8 5 7500 udev FUNSEEZE FCP LUN BIRBY, ST LURINETHI FCP LUN, sChBEEREZKRE
EEIEE"J LUN //J\\ﬂﬂlzﬁﬂﬂﬁﬁﬁ:o

261



OpenShift Container Platform 4.9 2 Gk &

ff

L=

S

1. LAF udev #I7R4 41-zfcp-lun-0.0.8000:0x500507680d760026:0x00bc000000000000.rules:

ACTION=="add", SUBSYSTEMS=="ccw", KERNELS=="0.0.8000",
GOTO="start_zfcp_lun_0.0.8207"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="start_zfcp_lun_0.0.8000"

SUBSYSTEM=="fc_remote_ports", ATTR{port_name}=="0x500507680d760026",
GOTO="cfg_fc_0.0.8000_0x500507680d760026"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="cfg_fc_0.0.8000_0x500507680d760026"
ATTR{[ccw/0.0.8000]0x500507680d760026/unit_add}="0x00bc000000000000"
GOTO="end_zfcp_lun_0.0.8000"

LABEL="end_zfcp_lun_0.0.8000"
2. IBFTLAT S, AL, Base64 i
I $ base64 /path/to/file/

3. LR MCO BB EEEHIE YAML X -

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-zfcp-lun-
0.0.8000:0x500507680d760026:0x00bc000000000000.rules 6

Q@ CENBREXHREIHRE,
© CEL—HRERM Base6d HBERE,
© udev HNIFEMEE.

11.1.3. Bici& DASD

LA 2 40fan@id 7800 udev ALNISRESE DASD 4 BB,
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it

1. LAF udev #101] 41-dasd-eckd-0.0.4444.rules =l :

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.4444" DRIVER=="dasd-eckd",
GOTO="cfg_dasd_eckd_0.0.4444"

ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="dasd-eckd", TEST=="
[ccw/0.0.4444]", GOTO="cfg_dasd_eckd_0.0.4444"

GOTO="end_dasd_eckd_0.0.4444"

LABEL="cfg_dasd_eckd 0.0.4444"
ATTR{[ccw/0.0.4444]online}="1"

LABEL="end_dasd_eckd_0.0.4444"
2. BT eE, NN Base64 Filid
I $ base64 /path/to/file/
3. LT MCO RPIECEEREH I YAML X4+ :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules e

ﬂ EAENSEEXHHE LHNAE,

Q 1M1 £ —4 4 BB Base64 iy FRF &,
9 udev #NFFIERIER R,

1.1.4. B2 qeth

LA 2 40fan@sd 7800 udev HNIRESE geth & B A,

ff

L=

S

1. BXLLF udev #1111 41-qeth-0.0.1000.rules =4 :
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ACTION=="add", SUBSYSTEM=="drivers", KERNEL=="qeth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1001", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccw", KERNEL=="0.0.1002", DRIVER=="geth",
GOTO="group_qgeth_0.0.1000"

ACTION=="add", SUBSYSTEM=="ccwgroup", KERNEL=="0.0.1000", DRIVER=="geth",
GOTO="cfg_geth_0.0.1000"

GOTO="end_geth_0.0.1000"

LABEL="group_geth_0.0.1000"

TEST=="[ccwgroup/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1000]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1001]", GOTO="end_qgeth_0.0.1000"
TEST!="[ccw/0.0.1002]", GOTO="end_qgeth_0.0.1000"
ATTR({[drivers/ccwgroup:qeth]group}="0.0.1000,0.0.1001,0.0.1002"
GOTO="end_qgeth_0.0.1000"

LABEL="cfg_qgeth_0.0.1000"
ATTR({[ccwgroup/0.0.1000]online}="1"

LABEL="end_qgeth_0.0.1000"

2. IR, SHER N Base64 Jwtd -

$ base64 /path/to/file/

3. LR MCO BB EEE HIE YAML XX -

-

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker0 ﬂ
name: 99-worker0-devices
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;base64,<encoded_base64_string> 9
filesystem: root
mode: 420
path: /etc/udev/rules.d/41-dasd-eckd-0.0.4444.rules 6

EAENSEEXHHE L HNAE,

1RTE £ —F R E R Base64 FldFRF .

udev MINIFTTERTER R,



% 113 £ IBM Z =% LINUXONE iz thid &M hni% &

BESR
o LEFEE Local Storage Operator

o HHT RMLKEE

n.2. FEEREMINNE

AT HREESS R T ANMEIFE IBM Z 3% LinuxONE IMERRF R B ks, WREAEET RESER
B, {BF = OpenShift Container Platform [R&ER), MREEHRIZT R, WEBESEHHIITILESIE,

SeRFMH
o LEAEEFNNASFNEREH,
o IZEWMAHT RERA,

o TEz/VMIMEHR, RELAMIE z/VM &l

1 BT, lid SSH R A ¢

I $ ssh <user>@<node_ip_address>

E\

U LLUZITA T e B N 1T R/E5) debug &1 -
I $ oc debug node/<node_name>

2. E{FHA chzdev S g%, ERANLTRS

$ sudo chzdev -e 0.0.8000
sudo chzdev -e 1000-1002
sude chzdev -e 4444
sudo chzdev -e 0.0.8000:0x500507680d760026:0x00bc000000000000

L fth B
HSH IBM XA AL FERE.

=

\

11.3. ROCE WM&

FAEZEFHRCE (BI@ELAAM) M+F, HET RERTARNER Kubernetes NMState Operator g
BEHEZO, Fa, R RoCE ME7E z/VM EMERMI I, =& RHEL KVM IR RET,

1.4. 7 FCP LUN E % KB

AT ARBES R 7 A0{AI1E IBM Z 5% LinuxONE IMERFHIEEM MK &, KEEAEETRERERK
2, {BAR 2 OpenShift Container Platform [RER, MIREBHIZT R, NHEESEHHUITXLESIE,
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BE

1£IBM Z #1 LinuxONE /1, IREEEERZEN P N ECEEEHNSASZHRR, NFES
ER, BHEIWTE IBM Z #ILinuxONE _EZZE(EHH z/VM B9EEF 2% RHCOS FH /25
OpenShift Container Platform bootstrap i1 #2",

FoRFMH
o LEAEERFNNASFMNEREH,

o MEEET SN LUNBE, BFELRE—FE.

Pt =

1 JBITLUT e, lid SSHERERIT A ¢

$ ssh <user>@<node_ip_address>
IR A LUB AT LT8R T RE5) debug &1
I $ oc debug node/<node_name>

2. BEFHZBRE, HiofTUTes :

I $ sudo /sbin/mpathconf --enable

b

3. E/53) multipathd SFi#12, HZ1TUA T
I $ sudo multipath
4, ok BFEA fdisk B ZRBIRE, HZTUTHS :

I $ sudo fdisk /dev/mapper/mpatha

o ERILAFREBESH, WiBITUTHR

I $ sudo multipath -1
=1

mpatha (20017380030290197) dm-1 1BM,2810XIV

size=512G features='1 queue_if no_path' hwhandler='1 alua' wp=rw
-+- policy="service-time 0' prio=50 status=enabled

|- 1:0:0:6 sde 68:16 active ready running

|- 1:0:1:6 sdf 69:24 active ready running

|- 0:0:0:6 sdg 8:80 active ready running

- 0:0:1:6 sdh 66:48 active ready running
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