& RedHat

OpenShift Container Platform 4.9

= FF

K EX OpenShift Container Platform X #F

Last Updated: 2023-06-04






OpenShift Container Platform 4.9 X #f

F*EX OpenShift Container Platform & #



RSN
Copyright © 2023 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE

AR T B X MLIEFKE OpenShift Container Platform X#FMER., XHhiLEE5EXET
Telemetry 1 Insights Operator H{TiLi2 R NIZHNE R, AL IFEHMNEA T 2 @R I LT
ik,



B3%

Bx%

B - 5 Y 3
ARSRES% 3
1.2, ZEREfe B 1 428 ] 3
1.3. NGB X LRI EUE 3
1.4, BRBEHERR (7] 3 4

R gk e 6
21 5BEHTRERE 6

Rl ¥ - - 7
3.1 RENE 7
3.2. XFLIMERRE 7
3.3. H LIS A 7
3.4 R F A 7
3.5. Hth 5HR 9

B A B R B T R B R A o 10
41 X Finte e inie 10
4.2. BniE iR IR IN R IR 14
4.3. NMERTR BRI S ThEE 15
4.4 {HF INSIGHTS % Pl S B¢ h il n] 17
4.5 {8 INSIGHTS OPERATOR 20
4.6. EZRMLEHERTEERIRS 21
4.7 {8 INSIGHTS OPERATOR & A f BB B [ IEH 26

B S B R R B EIE . i 29
5.1. %F MUST-GATHER T& 29
5.2. JREXE&EE ID 35
5.3. %F SOSREPORT 36
5.4. 5 OPENSHIFT CONTAINER PLATFORM &8 s 4 A SOSREPORT J3#44 36
5.5. &if) BOOTSTRAP TT B & 38
5.6. TSR = JOURNAL BHiE& 39
5.7. M\ OPENSHIFT CONTAINER PLATFORM i s B es i E M 45 88: (TRACE) 40
5.8. WALIEXZ FHR IS EUIE 42
5.9. %F TOOLBOX 44

BB B B B o 46
6.1. jF CLUSTERVERSION /Sl 452 BE A1 A% 46

B 7 B BB ... o i 47
7.0, REHEHERR 47
7.2 5ET R RRAKR 66
7.3. CRI-O B 2Hz 1T 7] Ml fE HERR 68
7.4, BAE RG] SR PR BERR 72
7.5. P4 [n] AL RE HERR 75
7.6. TROUBLESHOOTING OPERATOR B[] 79
7.7. K3 POD [f]# 92
7.8. %} SOURCE-TO-IMAGE #1784 FEHERR 97
7.9. TZ4E A P HERR 100
7.10. WINDOWS 7525 T {F i k[l i s B HE R 101
7.0 A IR AR n] 105

7.12. 2l OPENSHIFT CLI (OC) [A]8 109



OpenShift Container Platform 4.9




B 153 SRR

515

AIERMTERBEEENTER, AT HEE. LHENSREIRRERE.

INIR &=
I ¢ DFRATIE R T R B R X E, 1R A S L R EA R S SR VR,

2. R R I 1% m]
TLAEEEE IR OpenShift Container Platform RINER X ERENNE BB, FEH
Telemeter Client # Insights Operator M4L1Ek &, ZLIEEFALEIRE TR FHRR FEA9EF PR,
BRI ERER L, A LUE ZIRM %S AR A2 fERE 12, OpenShift Container Platform LT A
EIE IR IR RN
o Telemetry : @EFIHINEFE 4 9 30 WEHIMELEELNE, ZUERNEEIEAT -

o INPREEE,

o #tH OpenShift Container Platform 4,

o THAALRL,

® Insights Operator : BRIAIER T, OpenShift Container Platform %&£ /5 F Insight
Operator, &M/ SEEMAHEBPERS, Insight Operator BEITF :

o FEnhiRHIBEMERRH,
o 7£ Red Hat OpenShift Cluster Manager FR$Z 2R 75 SR A FRA MR 1E.
IRAI LLEE EE R,

INRIGER T 2R E, HEA Insights SRR R, &0 LUEFEE R R RIS,

1.3. WEB R ERF TR

WEAXERHE ISR A AN BEENANER, XAMTFLEFITRARR
2. SEEEAALUERUTHERER KRR

e must-gather TR : {#f must-gather TEWEHE X EEH(E B FH i AR,
e sosreport : f#fH sosreport TEWEREIFIE. REMESMZEEIER T KB,
o £ ID : EMAEZFRHMERK, RENEEMM—IRART,

e bootstrap Tismm B % bootkube.service journald .5t HEH ¥ B bootstrap T IR H
&, LUHEBRE bootstrap FBX B[],

o £ journal Bi& : 5 journald HT HEMIMIIER T LB /var/log FEVER, LABERR
577 xR,

o MZHBER : MIFER OpenShift Container Platform &85 mai— N A s iR A LB FHHR M
BB DIRER, LAESBhHERR S R 4548 KA ] R,

o ZBEIE : M redhat-support-tool S S INER X ERNZ I EUE,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#getting-support
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#about-remote-health-monitoring
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#remote-health-reporting-from-restricted-network
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#showing-data-collected-by-remote-health-monitoring
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#using-insights-to-identify-issues-with-your-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#gathering-cluster-data

OpenShift Container Platform 4.9 2 #§

1.4. SRFEBERR AT
SEREE IR O AT LU R FH HEBR LT OpenShift Container Platform ZH {4 [A]R -
o L[l : OpenShift Container Platform REERISERR &M ER, EAILUHATLA TR -
o ERENEK,
o FAEMEMNERRENMA L,
o HESNREIN,
o MEMNZEHWERT,
FEC B RIS UEFIBERRTY s 4B 3K 7]

B

o TR : EHEENALLBATEET REVRS. HIRER
A, WA UERLUTREA :

o T M kubelet 3R,
o BT HBARE.

e Crio Al : REBEATESNEET RLEKIE CRI-O BEHTHBIERE, MRBEFLHZ
TS AR, T PAT LU RAF -

o W% CRI-O journald HTHE.,
o ;52 CRI-O Ff#.

o IRVERLLME : OpenShift Container Platform £ Red Hat Enterprise Linux CoreOS £jz1T, #0
RBERERGIFE, A ERAKBRILIE. BERUTHRE :

o JEM kdump.
o il kdump EEE,
o TR LE,
o &R : X Open vSwitch [RIEFITEBEHERR, RRFEIE A A LAHUTLUT#EMF
o IGEfECE Open vSwitch BEH .
o KABEE Open vSwitch BEH .
o 7~ Open vSwitch Hi&,
e Operator [F@ : SEEFEIE G A LAHAT LA TR /E KR Operator [ :
o IiF Operator 1] 4R,
o &% Operator pod IR,
o Ji& Operator B,
e Pod Al : REHEEAFLIRITEE pod FPREHTHRUTRERIIRS pod XM
o #HE pod M1B#/AS,

o JHBNEE root VilAIA R debug pod,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-installations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#verifying-node-health
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-crio-issues
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-operating-system-issues
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-network-issues
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-operator-issues
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#investigating-pod-issues

5815 ZRd
® Source-to-image [FJ#l : SEEFEIR A AT LALER S21 Y ER, LAARE S21 HREFMEBELEME, 1K
LU TRAEMRR Source-to-Image(S21) 7]
o Source-to-lmage Z¥rEiE.
o AT HENRARFHRERNLN ARERFIZEE,

o TFAIE : HIEEH T RAPEEEN, SRESWINEMEER, ERIKEY T R TTEENEHN
BB, RHEEATIITUTRFERRS MR

o A RWXBEAZ M.
o fEF RWO B, k& S FREXFE T =

o IS¥Rin|l : EEFEIE O AR IR G IS HERR TUE P 09 IR ATIRE, MREHIR P E YR B
EFRAAFH, & Prometheus ERE T KEMAIZH, HREUTHSR :

o HERFENHIEIRATHENERER,
o AFE N4 Prometheus SEFEREREEEZ0E,

o HiRIKMH : REFEIE A P LURIR OpenShift Logging (A& HIEREHERR TTE L5 JRiFH1T%
E, IMEUTREUARBER

o Logging Operator IR,

o HEFHEIIRE,

o OpenShift Logging k.

o {#F oc adm must-gather #p5H %k OpenShift BFICKIMEMER

e OpenShift CLI(oc)AlE : @i 1@ h0 B 252 $£I#F OpenShift CLI(oc) A,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-s2i
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#troubleshooting-storage-issues
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#investigating-monitoring-issues
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-cluster-status
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-cluster-status
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-alerts
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/logging/#cluster-logging-must-gather
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#diagnosing-oc-issues

OpenShift Container Platform 4.9 %

B2E EEERTR

& 8] LAFE OpenShift Container Platform N A2 BEE LT, Operator TEEEEF AN X LR B X

2. BEEBETRERE

o] LA R OpenShlft Container Platform 1) OpenShift CLI(oc) TE S &£ FIRX A, 21T oc api-
resources %[5 & BRI BE TR AT LAAR S £

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o A LLijin] web #2RHIAHERET oc CLI TE,

it 3
. EEFNATWLEE Operator, 1HZITUTMS

I $ oc api-resources -0 name | grep config.openshift.io

2. EEFEURENSHTIR, HoiTUTaS

I $ oc explain <resource_name>.config.openshift.io

3. EEFESHTEE LHIRE L(CRD)NREE, HETUTHS :

I $ oc get <resource_name>.config -o yaml

4. BYHEERTIREE, HoTUTeS

I $ oc edit <resource_names>.config -o yaml



5 3% IR
58 3 B REH

3.0 REE #F

INRIBIEHIT A SRR B E AN FE S, OpenShift Container Platform BRBE AR, &5 ZI0EE 71
Wik, BITLINEE ] M

o HSRFENWLMERIAE, THREET RBEXHNXXEMRRS R,
o R HLLLINESHF,
o Jjln| E M A,

FN G| LRI R, KA LAE OpenShift Cluster Manager F{# [ Insights. Insights 3244t 7 [ AY 140
ER, HFEETANBERT, RETNAARHHER,

INREXT A B EMSUHEN, AT EMER, EAERSEAERR JIRA 1, 1HREEERFE
&, NETZFFN OpenShift Container Platform AR,

3.2. X TFLLIBRNIRE

AN E R EENAB UBERAZE A RLIEN™ RMFEAR, BN ESENXE, ™Ry

A, #hdTRE, REMERLE"RORESE. A%, SLTURREMFUNARAR, HiZ
MR TS BOAR R B #5710 S e

3.3. R IEMINE

R H I OpenShift Container Platform [Al@, f&aI LU #HITIERR, UREAENIAEFRSEFEMEX
HIfR R 2R,

FRFM
o [MBLMEES I RIIK.

i =

1 BFE LR M,

2. BELABEAFMEERFED, MASHEEXNXEFHFRE, S :
® OpenShift Container Platform 4 (#0 etcd)
o MEXFTIK (bban RE)
o TE, HRHEMHEMESN M SRENIRHEX

3. =™ Search,

4. % OpenShift Container Platform /= i 25,

5. EABRETEHIEE Knowledgebase,

3.4. R3S [ Al A


http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385632
https://access.redhat.com/knowledgebase
http://access.redhat.com

OpenShift Container Platform 4.9 %

FRFH

i

B&% OpenShift CLI (oc) .
RBLNEE 1 MGk,

& A LA 1A OpenShift Cluster Manager,

BORE LIWEE ] s Fi%E SUPPORT CASES - Open a case,

FIBE A A RS Y B9 A] (80 Defect/ Bug) . 7~ fh(OpenShift Container Platform)#/™ &
M4 (RLEBEBERNIFL9) .

EEREFNILEMAERRARIR, el TRSSEERSNHHEX, MRBIWHNXESR

iR RIXAN A, 1% = Continue,

CBIA— AT R R R RS, DR FIEEEREEAE R, URETIHRLR,

BERHMMEIBRNERAARIR, SlTESSEERSENREEX, XNIRIER
Y50, RNEEQRNEEATERPRETELZER, NRBUNXESERRZINAE, 1§
= Continue,

HRRRMERNIKFERRERN, MRFE, HHENAZE,

107 B BT H OpenShift Container Platform £2f ID 25 1EH, MRAIEM, EF iR HEER
D,

e {#F OpenShift Container Platform Web £ & Fihik 185K D :

a. % Home - Dashboards —» Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

o 54, thELLEIT OpenShift Container Platform Web 6|8 BB R E, F
BIEREE D,

a. MIEESMZE (?) help—> Open Support Case,
b. Cluster ID W{ES#KEBINIET .

o ZE{EH OpenShift CLI (oc) FRER&EY ID, HZITU TS :
I $ oc get clusterversion -o jsonpath="{.items[].spec.clusterID}{"\n"}'
SER AR R AIE, = Continue:
o HMEMEEET XN ? M+ LIME?
o XAMITNEMLIERE? REME?EELE? BEREREN R L E?
o IH IR AN RN R BV S5 I RN e S R R AE R 72

L EAXRMIZEEIE ST F = Continue, BIUE[FE A oc adm must-gather iy 5 INEERIEL
BIENESR, FREXNHSEERENSEHNEAKNEE X METE.

. BRI EEERE, = Continue,


https://console.redhat.com/openshift
http://access.redhat.com

B 3 & RAGHr
1. PGS, = Submit,

3.5. H IR
o BXRIRFIERNBMIFEE, 1HSHER Insights AR YR,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#using-insights-to-identify-issues-with-your-cluster

OpenShift Container Platform 4.9 2 #§
B4 E B EESEREM TR RR R

4.1, K F i 2 i

OpenShift Container Platform RURER R EFFHIENFBECEEIE, FHEM Telemeter Client # Insights
Operator MZLIER &, RHLLALLIEBVEIE AT SEULA SO IR B 57 20,

T Telemetry # Insights Operator ML S EIBARI R BRI N £ ZAISEFF (connected cluster)

Telemetry 2118 F s OpenShift Container Platform Telemeter 2 /7 iR A£L1E A4 3% HU(E BHIARIE,
REREMMERNERAERIZE, UEERITHEERMb, REEFMERRKT, RHZFLURN
HE R

Insights Operator I15 OpenShift Container Platform EZEB#IBEFIFE A X RLIME, XLEHIBRA T EMK
BXEHURBEEENNENAHIRE, XL insights @id OpenShift Cluster Manager S5 E1E 7
HITRRo

AXEFRHTARIFITILENESER.

Telemetry #l Insights Operator B/ s
Telemetry #1 Insights Operator WA AR TR :

o I8 TIABIMMREBHEEN, NF-LE4, REBIAARKUNZEREN, BMETZRA
BARRYL, BN XEEHNRINETRNIT, Rib, —L&R LR EIRIA A
R, MARBERF Q- DFRBHEK Jira issue,

o EXMIRAEIE, OpenShift Container Platform 124 T candidate. fast # stable % 1T473&,
RIEFE — N RENFHRRS. hRAM fast E stable #id T2BUR F BHBEE LR F R T2
BEM, BIERNERMMNER, LIETLISRITHRAIERSE stable /8, FXI7E fast
S8 R & TR [ B R R A

o AR AR ThEE T & FET IR IERE . @it WEAIEIE, RTLLT f#IFLE OpenShift
Container Platform BIThEE#E T3, B iXEER, BT FTFRANESBE
BB TN RE,

o HHFHZRAL., TELLIER | MWih ORI RN, ATLUERRERFIRHERE 1D, X
AEAIEES R AEENER, FEAFNXRGAE., AERBEEXRIINHRENESE
R

o Filo#r, BT MEEMERFREMNER, 1£ OpenShift Cluster Manager £ ERERFM insights
2WE A, IBEEFRNARAZS], NF>IREERBDE, LIEBIAA] OpenShift
Container Platform S&& R AL,

4.1.1. X F Telemetry

Telemetry REZLIE A X —HB LSRR IEEILFR. Telemeter B RE NS =+#IKEN—RIETF
{H, FFREURLERRIZINE, AP T IX LR,

CIMEER X — RS SEI E R R, MEMNN MBS NREME RN, ERN LB TFAERR
# 1 OpenShift Container Platform #2, LAMERKIZEREIRSFM, REOUHEHARAEE,

XK IFIAE RIHR M A IE IR TR, HiiRREIZFR T U5 A& & Ak S IE. L8+ AT
BiFEERE R EEBIYUH OpenShift Container Platform, IR&E S AM.

10


https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Summary&issuetype=1&priority=10200&versions=12385632
https://access.redhat.com/support/
https://console.redhat.com/openshift

B 4 E A E R TR R TR

Hth BHR
o BXEHMHHANEHNELZER, 1HSH OpenShift Container Platform B304,

4.1.1.1. Telemetry WEEMER

Telemetry WELITER :

41111 REER

o IRAEE, B¥E OpenShift Container Platform EEEMRAFLLE T BT R EFFhRA T BMENE
HFEE

o FHER, BREBMEHITANEFRY. ATEHRIENGGREFIMHE BMtEEEURERR
& BIE R SR

o LR HAA 4 A BIME—BEALIRIART

o FEENIEI/HNESNREEAIHNEELE, SEREMENRHNT REEB. EHA. IPib
k. Kubernetes pod #&#F. #n#Z2 (A FNARSS

o TEEEEFRZREM OpenShift Container Platform #EZ24H 4 & AR RS
o HB&Z% Operator 5 H N "related objects" BIFFA fn 4 22 [R] ME(4F

o BAXBIHHHER

o AXIEPHEMMENESR

o EBE OpenShift Container Platform BN A AT REIES OALE

41112, KIMER
o BXRE&ER. NMBRUMNBHKRNMER, S CPUARKMEBMIEMERN RAM £
o ctcd B I ANFHETE eted RRFPAIN REE
o RIFMERIBRE TN AIERE

41013. FAER
o BXUEMH. NEEMY BRMFERBERER
o HRBATHMAZIZFERENFER LS

Telemetry A REEMBMIAFNER, WAFAELHEN, LEFIBENIAER. MRLBLIADA
ERMWMBA KR, LIERMERXLEER, BXRABREILENESER, HSELLIEEFFR,

Hith BR
o WMETMINMEFIE Telemetry M Prometheus WEMBMERIEMER, 1HSH LR Telemetry
W EEHIELIE

o % Telemetry M Prometheus ERRIEMETIZR, 1ESH L7 cluster-monitoring-operator R
(TR

1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/updating_clusters/#updating-cluster-within-minor
https://www.redhat.com/en/about/privacy-policy
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#showing-data-collected-from-the-cluster_showing-data-collected-by-remote-health-monitoring
https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml

OpenShift Container Platform 4.9 2 #§

o FEFINBERT, Telemetry RWREHEA. MREFEBAFTERLRRRIRG, HSHATE
RIS,

4.1.2. X F Insights Operator

Insights Operator & BN EE BFAGHERSE R, BREM /NI ELEREXLEHIE, XEELALE
IIETHEECE, BIRME T Telemetry IREERANEIE.,

OpenShift Container Platform Fi /" & LA#E Red Hat Hybrid Cloud Console _E#] Insights Advisor ARZ5H
SRENERME. MRLITEMA, Insights RIBEEIFMNELR, FHETREMNER TRENM
AR K R E B

Insights Operator A& WEEMEF R AFNER, WAFHA, BEKIUET, 0FH X Red Hat Insights #1E
WEMEEIER, ES5 Red Hat Insights BB N 2R REM,

LB R A AR EHE B LIS -

o NAETEMEEENU, F7E Red Hat Hybrid Cloud Console £BY Insights Advisor ARS5 iR 47
R ARG L EhiE

o BN MAMZFHIPARHER S MEE(E BRI OpenShift Container Platform

e {# OpenShift Container Platform BE],

HithBR
® Insights Operator A REHFEA, MREFELEFNERLRRERE, HSATERILE
BRI,

4.1.2.1. Insights Operator EM{E 2
Insights Operator MELLTER :

o BXREMKHAMMEBIGEE, RS EAERBIEMA OpenShift Container Platform kR A< F
PMERIAE K [A]#E

o KHMEEXH (MARKGROCENEE) BT RIIRESEHHE
o SRHAMh LR
o EEZITHEMBNAIERER, URHAGHFAREIRE

e HX OpenShift Container Platform B88Z & (41 Amazon Web Services) LAKREREATIE XA
i

o ERTEMEISBHHL N diset Secure Hash Algorithm (SHA) 1B, BRYFLLIEITHE T/Efi#E S
HELMERRARE, MASRHRRTEE

o IR Operator &5 T —NAE, <UL openshift-* #1 kube-* 771 B 1 OpenShift Container
Platform #:0 pod IR, XBERE. KR, ®R2LETX. BEE%.

HbBER
o METMINMAEE Insights Operator WERIEIE, 5S4 Insights Operator SRR,

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#opting-out-remote-health-reporting
https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
https://console.redhat.com/openshift/insights/advisor/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#opting-out-remote-health-reporting
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#insights-operator-showing-data-collected-from-the-cluster_showing-data-collected-by-remote-health-monitoring

B 4 E A E R TR R TR

o FFEILAEE Insights Operator BIJRILHY, FAHIHHTTIMR. M Insights Operator Yg&E T
B3UXK, 155 Insights Operator LiIH,

4.1.3. T fi Telemetry # Insights Operator HIEi

Telemeter Client M Prometheus API Y &R IZEBIRS (Bl R 51U, W RIFSIERE 4 2 30 # L1ZE|
api.openshift.com #F{T4bE,

Insights Operator M Kubernetes API #] Prometheus API IR RTIEMI IR F 1T ER. 1ZAREEM /N
f_Ef#Z] OpenShift Cluster Manager #1740, Insights Operator ifM OpenShift Cluster Manager T
HERHH Insights D47, XA FIEFE OpenShift Container Platform Web 2§ &H) Overview THEFES
B Insights status,

FRIESAEMBEEHEREHZRE (TLS) # mutual IEBEIERIT INBEHGEHETT, PAEBEELHE X
FETEERBVE R FERR AN E .

FHALIEE A BRI RAEE S RREIEF B RIRH SRZHR. HRTRMIXERETHEN, X
PRFEH 0 E B BRAE,

telemetry 1 Insights Operator &

-
OpenShift J

Container Platform Web
console

hd

Kubernetes

Hth BHR
o #1FE A X OpenShift Container Platform IiEHRMEBESE R, 1ES M LIEEHTR,

o MFEBXREERXIE, LUK H Telemetry # Insights J& Aim s BIFEE, 1HSRECE R M E

414 BRUOAERICERREEBENEZ TS

Telemetry W& BI{E EMInsights Operator WEKEEHIRE T 58 BRBEOERREXNVEIERENE
5

/BN o

IIASCHEETEERR D A, ZLIERIE R GRS maolE, MRMFAAY, MR EE. FH/
MRS RoM, AR RN, BUREERR, SRR R, R AL, ARIEER R AR B8,

e =N SN

ZINER A — LR M SR R I B R AR B EUR,

H=

LIRS ET ATELINE R ER @ 1T Telemetry # Insights Operator £ ZEINEREE, LIRFAENA I FE, 4118
AREARLIL BN ARG LS EFEKERZENMEBLRE, ZRBUEHESHFKEREFHTHEREVSRE
BFAXLIE” MBIER, NEBRRIIEEG LSRN .
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B=H
AN =R

ERSRLEHE=HEF, BIRE. SRMEEZNFEERE,

R PRl R AN E SRS

1T LR BB R C A2 2 B 1 S A A0 BAZE A OpenShift Container Platform Telemetry # Insights
Operator,

4.2. TRIEi2 R I R IR RO

YENEIEG, EALLEE Telemetry # Insights Operator WS HIFEIT,

4.2.1. 7R Telemetry W EEHIEIE
IR LA E Telemetry YRS BIER BEFNZH (RO [A] B U U4,

FRFM

it =

14

e L% OpenShift CLI (oc) o

EnE R EA cluster-admin & &3 cluster-monitoring-view A& &% £8,

. ¥ EI7E OpenShift Container Platform &&£HiZ1TH) Prometheus ARZ5H9 URL :

I $ oc get route prometheus-k8s -n openshift-monitoring -o jsonpath="{.spec.host}"

. Vilaltk URL.

. 1E Expression i AZ 154 F == Execute :

{_ _name__=~"cluster:usage:.*|count:upO|count:up1|cluster_version|cluster_version_available_u
pdates|cluster_operator_up|cluster_operator_conditions|cluster_version_payload|cluster_install
er|cluster_infrastructure_provider|cluster_feature_set|instance:etcd_object_counts:sum|ALERT
S|code:apiserver_request_total:rate:sum|cluster:capacity_cpu_cores:sum|cluster:capacity_memr
ory_bytes:sum|cluster:cpu_usage_cores:sum|cluster:memory_usage_bytes:sum|openshift:cpu_
usage_cores:sum|openshift:memory_usage_bytes:sum|workload:cpu_usage_cores:sum|worklo
ad:memory_usage_bytes:sum|cluster:virt_platform_nodes:sum|cluster:node_instance_type_coL
nt:sum|cnv:vmi_status_running:count|node_role_os_version_machine:cpu_capacity_cores:sum
node_role_os_version_machine:cpu_capacity_sockets:sum|subscription_sync_total|csv_succee
ded|csv_abnormal|ceph_cluster_total_bytes|ceph_cluster_total_used_raw_bytes|ceph_health_s
tatus|job:ceph_osd_metadata:count|job:kube_pv:count|job:ceph_pools_iops:total|job:ceph_pool
s_iops_bytes:totalljob:ceph_versions_running:count|job:noobaa_total_unhealthy buckets:sum|j
b:noobaa_bucket_count:sum|job:noobaa_total_object_count:sum|noobaa_accounts_num|noob
aa_total_usage|console_url|cluster:network_attachment_definition_instances:max|cluster:netwao
rk_attachment_definition_enabled_instance_up:max|insightsclient_request_send_total|cam_apy
_workload_migrations|cluster:apiserver_current_inflight_requests:sum:max_over_time:2m|clust
er:itelemetry_selected_series:count",alertstate=~"firing|"}

EIHE# Telemetry X IETEjZ21TH9 OpenShift Container Platform ££2£# Prometheus BRZ5FR
MBgiER, FHREIH Telemetry YWEMTZEER H]FHIEE,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/support/#opting-out-remote-health-reporting

B 4 E A E R TR R TR

4.2.2. i 7% Insights Operator I EHE
KB LLEE Insights Operator AR HIELIE.

A&
o FHEZR cluster-admin B &I £,

iz
1. 7 Insights Operator Z# HRIIEFEIZITH pod BIEH :

$ INSIGHTS_OPERATOR_POD=$(oc get pods --namespace=openshift-insights -o custom-
columns=:metadata.name --no-headers --field-selector=status.phase=Running)

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/$INSIGHTS_OPERATOR_POD:/var/lib/insights-operator ./insights-
data

Insights Operator &3EF#4 A 7E insights-data B 3,

4.3. NME iz @Rk S8
A A IR o S B R BN 5 FB 1 R B,
B AR RS, R
1. 1532 RER pull secret, LUBARLTIREREH L,

2. BEITERE, DMERAXMEREM pull secret,

A3 BHcERRIRENER
1 OpenShift Container Platform &, AP RILLEFERIREFERE R, B2, 88 EEANEER IR
SRR RE, NEFREBEIFSR, AN BT T # RA SO ERMNEN, EENERT AT
BT P FIAF) T F2, Fik OpenShift Cluster Manager BRI BE B HAT A SR,
IERZNERIY, BMEEREEESIMESRHPERXATIEE, EIEIMEEREFMINAER S AR
AERREINEE, . XFFEEAERIINEHRS S5 OpenShift Container Platform 2R H #%, FXT
7% R ] R B R R R
A EREENEEN—EERAHE -

o MMREBFRTINFE, LIIBFIEERIE"RANIRERY, UREHERIRZERRRT.

o /[IENTEFEREBEREREF Y REFER, BEAFEFIANHIHKEENEE.

® OpenShift Cluster Manager S 75i& B R EMEHKE, SERBENERBERLER,

o NEBINFERBERIREINEE, EUFRIT console.redhat.com FahHI AEBITT HIRIUE B,

ENETEZBRMLEH, Telemetry # Insights HIEL @i EMREE B IERRE.
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4.3.2. 1L BER pull secret, UZRALERERIRS

R BRI B 2 BEEE pull secret, UERLEREERE, ZIRIEFRANZA Telemetry # Insights
Operator,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

iz
1. {ELBEE pull secret FEEIAMSTH RS,
I $ oc extract secret/pull-secret -n openshift-config --to=.
2. TEX AR S R YmiE AT T 289 .dockerconfigjson X4,
3. Mk cloud.openshift.com JSON &8, 0 :
I "cloud.openshift.com™:{"auth":"<hash>","email":"<email_address>"}

4. REFVZM,
WAE, WATLAERER, EREWNEM pull secret,

4.3.3. B HE&Ef pull secret
e LUR T B M BT8Y pull secret ST INETHY pull secret REFHEEHL B pull secret,

LR EREMB registry FHEFRGEMAFE A RESEPM registryff, FEXMITTE,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

i =
1 EE - BYEETE pull secret MEINZEIELA pull secret A1, HSERIATHEE ¢

a. HIALL TR T E pull secret :

$ oc get secret/pull-secret -n openshift-config --template='{{index .data
".dockerconfigjson" | base64decode}}’ ><pull_secret_location>

ﬂ R4 pull secret XHRIERE,

b. HIALLTfp 5 3RANME pull secret :
$ oc registry login --registry="<registry>" \ 3

--auth-basic="<usernamex>:<password>" \
--to=<pull_secret_location> 6

16



B 4 T B EREIHT IR R
ﬂ RIEHFH registry, EAILIER— registry B E S MNIEGZE, F40 : --registry="
<registry/my-namespace/my-repository>",
@ RU registry WL,

9 R4 pull secret XHRIERE,

A, B L pull secret SXEHITFENER,
2. MIALLT oS NENEREHLBE pull secret :

$ oc set data secret/pull-secret -n openshift-config --from-file=.dockerconfigjson=
<pull_secret_location>

ﬂ REH pull secret STHMIERE,
VR ERET R, JEFEE—LNE, EFBURTERE KX/,

M OpenShift Container Platform 4.7.4 FF1&, *f £/ pull secret BN ABALAL
TRPFZEHES,

4.4. {FFH INSIGHTS & Pl &£ ch iy n] i

Insights &R & 24T Insights Operator X EXMI#EIE, OpenShift Container Platform F F B LATE Red Hat
Hybrid Cloud Console LB Insights Advisor ARZS 1 G R IR &

4.4.1. X7F OpenShift Container Platform BJ Red Hat Insights Advisor

& T LUE A Insights Advisor & 1112 OpenShift Container Platform 2B RIS, TILER
FHEANEHAR SEBNEMIPIERX, BTN EAREREMRSATRE. B, RSN
Eljﬁo
Insights REEFH—1 &V WEUIREEKEE D47 Insights Operator & EHIEIE, XR2AF OpenShift
Container Platform & FRISIREHRMGE, AT, EHIBIER £1£ 2] Red Hat Hybrid Cloud
Console EH Insights Advisor fRSS, AT LAHUTLLT#24E -

o HESHZRERIMIIEE,

o ([FRATSEMIEINEE, MR XL

o THMELAXHFREIL. THRE(IFENNKIFEMAER, HINENANEERESERRRS
e

o SHMAMBMBERESFLR.

4.4.2. 7 f# Insights Advisor Ei

SEAT B RASER, CIITe RENRS TR, B, MRS MER A M, XEER
57 Insights Advisor IR, HIEUTER :

e Name : BXEIHFEZHR

17
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e Added: fEfFE WA E Insights Advisor V44
® Category: NHERE BTN RS ATRAM. B, ML MEENR A EmRT

® Total risk: MM ELRUZRILE A T ESANTEY 7B RERIE, URAZEUTERB X RIFR 22
)

e Clusters : 1B IHIERTIR
e Description : XN AN EEME, SIEE BRI

® Link to associated topics:ZLIEHIHEHXE 2

4.4.3. G RER P RETE R

AL T 217 OpenShift Cluster Manager £B Insights Advisor # (2 7% Insights &5,

HER, Insights REE DITEMERF D RRHMAR, XEERARINE, WEMRRT DR, =
KT — DRI

FRFH

o EB¥TE OpenShift Cluster Manager A3EM,
o FHATIZEERRE (XERBRILNXE) .

o FEREF| OpenShift Cluster Manager,

it =

1. #£ A OpenShift Cluster Manager £L#J Advisor » Recommendations,
RIBELER, Insights Advisor & R RUTZ—

o MR Insights AL IEM A, NFARKINTERIELL,
e Insights BB AIREGISR, BNEHH (K. . EZN™E) .

® Noclustersyet, IR Insights & BRHER. XTONMKREERRERE. FMHEEIE
B fR YL B FF 4R,

2. MR ERERFE, EREFREEIEE > T BES TS,
RIFEBEAF, FAERLALUEERBABEXLNUNES(E R,

4.4.4. . 7RF A Insights Advisor 1
FINER T, Recommendations MU T RERFFRNEINEI, BZ, ERILUEE advisor IR
A&
SoREH
o FRTIEEERKE (XRMIANXE) .
o EETE Red Hat Hybrid Cloud Console ;£

o FEXREF| OpenShift Cluster Manager,
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% =3
1. #£ A OpenShift Cluster Manager £L#J Advisor » Recommendations,
2. $ Clusters Impacted # Status i3 23351089 X BT,
IFE, A AN SR B A B R L
4.4.5. 2 Insights Advisor 1
BRI UZEARMEHNEARI, UWECIITABEIEREDR, aTUEAANEENAERENEL

| BENFEEROBGERTREEE.

SeRFH
o FHATIZEERRE (XEBMILNXE) .
o BT OpenShift Cluster Manager A3EM,

o FREF| OpenShift Cluster Manager,

it

1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,
2. REZEANEBINEN, BFERRISR—HEI@E,
3. BREBEANEENEI

a. M 1Z&EEH Options FH , ARG = Disable recommendations for cluster,
b. HAUIBAF T &RTF,

4. ZAMBSREFNEI
a. = Actions — Disable recommendations,

b. HIAULBAF # i &REF.

4.4.6. )5 A2 BIZ2 M Insights Advisor &1
URTESERHNEZRA T —PMEIUE, HEARBEEAEZ Insights Advisor FEIEIL, ERTLLESULIT N,

SeRFH
o HATIZEERRE (XERBRINXE) .
o EB¥TE OpenShift Cluster Manager A3EMf,

o FEREF| OpenShift Cluster Manager,
ik
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1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,
2. % Status — Disabled T {81,

3. HEE AR

4. == Options 3 , $AJE = Enable recommendations,

4.4.7. 7f web 12§ & # 7R Insights K&

Insights REE DT IEHIEEEE, A LIFE OpenShift Container Platform web $4I& & B R EIHFINEREE
FERERRS, RS ERAE LG R REEE, LUKk OpenShift Cluster Manager iz & BI5EE.

FERFH
o EB¥TE OpenShift Cluster Manager A3EM,
o HATIZEERRE (XEBRILNXE) .

o B E[fiE| OpenShift Container Platform Web #2#lI5&.

it

1. £ OpenShift Container Platform Web & #i# A Home - Overview,

2. R Status *_EH Insights,
HHE O T RN HAEE R, KRTEMIIEHIHEE Insights Advisor REIFTAEELL
LEREZIFIE,

4.5. /A INSIGHTS OPERATOR
Insights Operator R EHINEE EFAMSIRRTER, MEM/NEIEREXLEHRE XEERTL

INEITEERE, TIRM T Telemetry IRE TR ABEHE., OpenShift Container Platform 7 & LATE
Red Hat Hybrid Cloud Console £ Insights Advisor R%% & Rk,

Hi 5w
® Insights Operator A REHFEA, MREFELEFTERLRRERE, HSATERILE
BRI,

e HXHA Insights Advisor KR PRI AHMESER, HSIEA Insights R &R EYA

By

4.5.1. T Insights Operator 714

Insights Operator JF I E M IBF 1L EEER openshift-insights S & 22 AR FRF, BRI TH IS
% Insights Operator AR HIEHIE.

FeREH
o FHEZR cluster-admin B &I £,
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iz
1. 7 Insights Operator B3 IEFEiZ1THY pod HI& R :

$ oc get pods --namespace=openshift-insights -o custom-columns=:metadata.name --no-
headers --field-selector=status.phase=Running

2. 8l Insights Operator ENRITHIEER :

I $ oc cp openshift-insights/<insights_operator_pod_names>:/var/lib/insights-operator ./insights-
data

Q 1% <insights_operator_pod_name> &}y E—ay$ s pod &I,

Insights Operator &3EF#4 A 7E insights-data B %,

4.5.2. & & Insights Operator W FFLEHT (]

IR AT LAEE Insights Operator WEFEMH S 2HE BATERMNTE, XBBTFE T # Insights Operator
VR AIE R A Insights Advisor B[R],

FeRFH
® Insights Operator JI#4BI#T &I A,

it =

1. 7£)9#47h, $T7F /insights-operator/gathers.json,
X85 Insights Operator WERIEFIRK :

"name": "clusterconfig/authentication”,
"duration_in_ms": 730, ﬂ
"records_count": 1,

"errors": null,

"panic": null

}
Q duration_in_ms 2 MNRERENEE () .

2. RESMMEREESHEREBR.

4.6. EXZ RSP ERLZERIREG
& A LAF shIREERM L 1% Insights Operator 4%, LA M 32 R [ 4% FRi2 W 1n] i,
BEEZRMLEAHER Insights Operator, &AM :

e {3 Insights Operator JTH4BIRIA,

® f¥ Insights Operator 44 £ %% console.redhat.com,
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F4, BRI LOERETE LR RTE R 22 Insights Operator #3&,

4.6.1. 3217 Insights Operator W52 1F
IR THB T IR E B Insights Operator 744,

SeRF M
e Ll cluster-admin 5 512 & 5 OpenShift Container Platform,

¥ =
1. ERALER GRS N gather-job.yaml B934 :

apiVersion: batch/v1
kind: Job
metadata:
name: insights-operator-job
annotations:
config.openshift.io/inject-proxy: insights-operator
spec:
backoffLimit: 6
ttiSecondsAfterFinished: 600
template:
spec:
restartPolicy: OnFailure
serviceAccountName: operator
nodeSelector:
beta.kubernetes.io/os: linux
node-role.kubernetes.io/master: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
tolerationSeconds: 900
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
tolerationSeconds: 900
volumes:
- name: shapshots
emptyDir: {}
- name: service-ca-bundle
configMap:
name: service-ca-bundle
optional: true
initContainers:
- name: insights-operator
image: quay.io/openshift/origin-insights-operator:latest
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:
- name: snapshots
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mountPath: /var/lib/insights-operator
- name: service-ca-bundle
mountPath: /var/run/configmaps/service-ca-bundle
readOnly: true
ports:
- containerPort: 8443
name: https
resources:
requests:
cpu: 10m
memory: 70Mi
args:
- gather
--v=4
- --config=/etc/insights-operator/server.yaml
containers:
- name: sleepy
image: quay.io/openshift/origin-base:latest
args:
- /bin/sh
--C
- sleep 10m
volumeMounts: [{name: snapshots, mountPath: /var/lib/insights-operator}]

2. E%l insights-operator fZ &R A :
I $ oc get -n openshift-insights deployment insights-operator -o yami
3. FEMBHRIRAMIEE] gather-job.yaml A :

initContainers:
- name: insights-operator
image: <your_insights_operator_image_version>
terminationMessagePolicy: FallbackToLogsOnError
volumeMounts:

4. DIBIEMRL
I $ oc apply -n openshift-insights -f gather-job.yaml

5. AHAF pod BB :
I $ oc describe -n openshift-insights job/insights-operator-job
ot B

Events:
Type Reason Age From Message

Normal SuccessfulCreate 7m18s job-controller Created pod: insights-operator-
job-<your_job>

H b insights-operator-job-<your_job> & pod B &R,
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6. BIHRFREETM :
I $ oc logs -n openshift-insights insights-operator-job-<your_job> insights-operator
it B
I 10407 11:55:38.192084 1 diskrecorder.go:34] Wrote 108 records to disk in 33ms

7. REQIEIAY

$ oc cp openshift-insights/insights-operator-job-<your_job>:/var/lib/insights-operator
/insights-data

8. B :

I $ oc delete -n openshift-insights job insights-operator-job

4.6.2. t1% Insights Operator 7744

IR BT LU Insights Operator ##4F 58 £ E| console.redhat.com, LUZBTETERI A,

SeRFMH
e Ll cluster-admin i/ 519 & 5 OpenShift Container Platform,
o A —/NEEEIMU; R BREIA T IFuL,

o BB T Insights Operator IHH4MEIA,

iz
1. F#: dockerconfig.json X4 :

I $ oc extract secret/pull-secret -n openshift-config --to=.
2. E#I&k 8 dockerconfig.json XX {4 "cloud.openshift.com” "auth" 5 :

{

"auths": {
"cloud.openshift.com™: {
"auth": "<your_tokens>",
"email": "asd@redhat.com”

}
}

3. JH1FERS _E1EE console.redhat.com :

$ curl -v -H "User-Agent: insights-operator/one10time200gather184a34f6a168926d93c330
cluster/<cluster_id>" -H "Authorization: Bearer <your_token>" -F
"upload=@-<path_to_archive>; type=application/vnd.redhat.openshift.periodic+tar"
https://console.redhat.com/api/ingress/v1/upload
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Heh <cluster_id> 2% ID, <your_tokens E¥H pull secret BI55HE, <path_to_archives 2
Insights Operator JTR4HIER 1R,

INREIERTD, ZpHSRRE "request_id" #1 "account_number" :

it

* Connection #0 to host console.redhat.com left intact

{"request_id":"393a7cf1093e434ea8dd4ab3eb28884c","upload":
{"account_number":"6274079"}}%

1. &XE https:;//console.redhat.com/openshift,
2. REMEHRFH Cluster 5,
3 BRETEREE, RERET.

4. FTFFEEEH Insights Advisor 1ET .
MR EERKD, MERETRUTZ— :

e INR Insights Advisor &8 &K IR A&, KRREMERHSET TMERDL
® Insights Advisor f2 BB [AIEATISR, RN EHIHES (K. . EEN™E) .

4.6.3. J5 A Insights Operator #iEE #4018

AT LS BRI, DURRRENRR. =1iRAIR IPv4 Hitit AR Insights Operator A 35 E|
console.redhat.com BYEEE¥ Efitiss,

Digk

H
[=]

ARHTHAEET, (BTIERE

BEBELRGEAENHI R L.

BRI E D BLA R RE IPv4 Hhll, FERFRBEREFEHNERNEKR, ENHELEE
console.redhat.com Z &I, TEEA Insights Operator T4 IP ik B el AR AR A

S FEBEEG, BMOIERGEIR B NERG FFERFH, B, cluster-
api.openshift.example.com %/ cluster-api.<CLUSTER_BASE_DOMAIN>,

LUF R #2/# F openshift-config an & 22 ] Y support secret J5 FIRE.
FERFH
e L) cluster-admin F 7' &1 & % E OpenShift Container Platform Web &,

it =

1. 5% Workloads — Secrets,

25


https://console.redhat.com/openshift
https://console.redhat.com
https://console.redhat.com

OpenShift Container Platform 4.9 %

2. % openshift-config T H,

3. {8 Search by name F &£ 38 support secret, MIRFFE, 1Hmifi Create » Key/value
secret |2,

4. m=ili Options 3 & , ARG & Edit Secret,
5. ¥ Add Key/Value,
6. fll#% ) enableGlobalObfuscation #9%#, N true, A= Save,
# A Workloads » Pods
8. 1%#¥ openshift-insights 111 B,
&

¥ insights-operator pod,

10. EEJZ insights-operator pod, == Options 3 , A5 = Delete Pod.

1. FMZEl Workloads - Secrets.,

2. 1% openshift-insights T H.,

3. {8 Search by name FE&# 58 obfuscat ion-translation-table secret,
f02R obfuscat ion-translation-table secret %77€, N5 MAREHFEE I,

&, BRI Insights Operator 7441 % /insights-operator/gathers.json BJ{E
"is_global_obfuscation_enabled": true,

Heth BT
o HNFEH XM TE Insights Operator FHEMNEZER, 1ESMH LT Insights Operator W& HIEL
}EQ

4.7. {8 INSIGHTS OPERATOR S A fa B9 & 15 [A)3E P

Insights Operator AT LAM Red Hat Hybrid Cloud Console £5 A& RHEL Simple Content

Access(SCA)IEH, SCA BLLIEITH TEHRM—ThEE, " ELFENTEMNITH, BEMEMRtERLZIIET

FHIRHMAS, MEREE HWIENE R, SAILERRE, IEHE1E7E openshift-config-managed
72 (5] A Y etc-pki-entitlement secret /A,

Insights Operator BKiA & 8 /N5 A SCA iE+, {ERI {8 openshift-config p 4 22 [A] Y support
secret FRiE=EEF,

£ OpenShift Container Platform 4.9 /1, IhEERZ—MoATiR, B47iER
TechPreviewNoUpgrade ThEEE 5. MIHEEEZER, HS R @/ FeatureGate /= /H OpenShift

Container Platform ZJBE,

BXREHRABRTFIEPNEZER, HSHLERIRER AR E D XE,
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https://access.redhat.com/articles/simple-content-access

B 4 E A E R TR R TR

BF

InsightsOperatorPullingSCA R 2 — MXARTIIEIIEE, FRATEINBEARZLLIE™ MRS H
Tl (SLA) X#, BIMRETREHTRE, AETHELEMERFERAT], XLER
ATNGEThEERI LA A P IR Bl A FTRIThEE, HANSEF LM BRIRHERIFE L.

BRIABRATGEREXFEEMESER, WSARATIT i F e,

4.7.1. EBE R HHRE VTR 5 A EIE

&0 LUE A openshift-config iy % Z2[A] Y support secret E2i& Insights Operator 5 A RHEL Simple
Content Access (SCA) IEFBISIEE, UEHFABERE 8 IV HIT—R, BINREIE Red Hat Subscription
Management FREEHT SCA E2E, NI PTRETE B4 It IFIfR.

LEORARFER T A0AIF 5 A Rl FR R — /N

FRFM

e L) cluster-admin F ' &% &% E| OpenShift Container Platform Web &,

it =

1. 5fn% Workloads — Secrets,
2. % openshift-config T H,

3. {8 Search by name F &£ 38 support secret, MIRFFE, 1Hmifi Create » Key/value
secret &,

4. =il Options X H , ARG & Edit Secret,

5. Hi Add Key/Value,

6. %5 ocminterval B9, {Hi%x N 1h, AFH T Save,
p= Y=

C RS 1h RALEIA 60m (60 £ |

,ﬁ,w
b

# A Workloads —» Pods
8. 1%#¥ openshift-insights 1 B,
&

¥ insights-operator pod,

10. EEJZ insights-operator pod, == Options 3 , A5 = Delete Pod.
472 ZREERBTIHSTA

& ET LUfE A openshift-config iy % Z2[A] A HY support secret 22 RHEL Simple Content Access it 4589

F Ao
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FRFM

e U cluster-admin F 7 &5 & % E| OpenShift Container Platform Web &,

it

1. 5fn% Workloads — Secrets,
2. % openshift-config T H,

3. {8 Search by name F &£ 38 support secret, MIRFFE, 1Hmifi Create » Key/value
secret |2,

4. mili Options 3 & , ARG & Edit Secret,
5. #i Add Key/Value,
6. fll#% 7 ocmPullDisabled #95#, {Ei%h true, FAFH T Save,
7 A Workloads —» Pods
8. 1%#¥ openshift-insights 11 B,
=

¥ insights-operator pod,

10. EEJZ insights-operator pod, = Options 3 , A5 = Delete Pod.
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55 F WEKREHE
TEIR R AL B R R R EHE R, AT LAESBhZLIE I fr N IR AT HERR IR R,
BRI IR M
e {#FH oc adm must-gather 55 YK HIEIE
o [IE—HEYSREE ID

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, 2% :
o FHRE L
e RFAE
FINER T, oc adm must-gather 63 A RINRIEH R, HEA ./must-gather.local,
Ao, EALERSHNSHZTHTRBREREFKER, WELTER2 AT :

o EBREE—PHRLNFEINBENEXIEIE, 15EMA -image SEFESR, NLLTERD AR,
o -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.9.0

o EWLEHITHRE, 1EF M -- /lusr/bin/gather_audit_logs 2%, LTI R,
BN

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% E,E
N FEARINERESHN—ED, TRWEHITBERENIHIIKRN,

L1%i21T oc adm must-gather v, &8I EH P OB — N BREN B FFHIFT pod, TE1% pod LUK
SHBUE, FHREFZELL must-gather.local FFLHI— PN ETERA, EREYFITEBERPOIE

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

5.1.1. HAMEZFFIRE BN ERIFIE
& A £ oc adm must-gather CLI f5 5 R X ERERNFHE R,
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OpenShift Container Platform 4.9 %

FeREH
o FHEZR cluster-admin B &I £,

e B %% OpenShift Container Platform CLI (o€).

i =
1. #AEEZ % must-gather HIEH B %,
. MREHFEAZRML, WRBHITHANTSE, NREHEENBRGROCEE—

MEER CA, BE LI MEER CARMEIER A, X FZIRMLARIFT
BEE, TS AR must-gather SRR E N HETR.
I $ oc import-image is/must-gather -n openshift

2. 1217 oc adm must-gather f5% :

I $ oc adm must-gather

E XN FERBRINSIEFE— N control plane T8, AL pod ATRES AR
' E|4:F NotReady #1 SchedulingDisabled X2 control plane 77 s,

a. ORELaHRI, B0, ELEEESKEFFIFE pod, NIfEM oc adm inspect &% R UNESF
EHRNE R,

 EEALTIE SR LU B A A Y VRS

3. MIINIFEEEY T 4E B %P 0228 must-gather B RO — DN ESES0 4, 510, £ Linux &4F
REBITEN LZTUTRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %5 4 5% must-gather-local.5421342344627712289/ & i 1y 5LFr B £ & 5.

4. FELLNEE 11 Hp o IR B Im] A A b 20 S48

5.1.2. WEE X ENREREIE

&0l 877 % oc adm must-gather CLI 9555 --image =X --image-stream S35 & AR KER XFE
TheeryiiifE 2. must-gather TEX LN, SXFEEERTRBITZITEN P RRES N IREREIE.

3 5.1. T must-gather Hifk
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Image

registry.redhat.io/container-native-
virtualization/cnv-must-gather-rhel8:v4.9.7

registry.redhat.io/openshift-serverless-
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service-
mesh/istio-must-gather-rhel8:2.3

registry.redhat.io/rhmtc/openshift-migration-
must-gather-rhel8:v1.7

registry.redhat.io/odf4/ocs-must-gather-
rhel8:v4.9

registry.redhat.io/openshift-logging/cluster-
logging-rhel8-operator

registry.redhat.io/openshift4/ose-local-
storage-mustgather-
rhel8:v<installed_version_LSO>

registry.redhat.io/openshift-sandboxed-
containers-tech-preview/osc-must-gather-
rhel8:1.1.0

a3

B 5 B WERERHER

E]:y)

OpenShift Virtualization FIZIRINE.

OpenShift Serverless BIZIE IS,

Red Hat OpenShift Service Mesh BI#IE IS,

MTC BIEIRIRE.

Red Hat OpenShift Container Storage BRI,

OpenShift Logging FIEHEINE.

Local Storage Operator FUIRINE.

OpenShift 2 2R RHEITEILE.

E LR EHEEBUE A B ER A must-gather #3E, &R0 --image-

stream=openshift/must-gather 23,

FRFH

o {HFHEZH cluster-admin A& i H&EEE,

e B.% % OpenShift Container Platform CLI (o€).

T
1. # A7=f% must-gather 21iEHIE %,

2. ERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, fEHA
LUF ap 5 e ISR BRIV BEEUIEFD OpenShift Virtualization $FEE & -

$ oc adm must-gather \

--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel8:v4.9.7 g
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ﬂ 2R\ OpenShift Container Platform must-gather £ {5

9 OpenShift Virtualization BJ must-gather 53§

&7 LU must-gather TESHIASEIREER, LURESE S OpenShift Logging #1 Red
Hat OpenShift Logging Operator #XBIEHE, *fF OpenShift Logging, iZ{TLAT&H 4 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator \

F—es

-0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-
— cluster-elasticsearch
—— aliases

operator")].image}’)
il 5.1. OpenShift Logging B must-gather i =l
— cluster-logging
F—clo
—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr
——Cr
—— Ccsv
—— deployment
—— logforwarding_cr
— collector
| |— fluentd-2tr64
— health
—— indices

F—eo
—— CSV
—— deployment
elasticsearch-operator-7dc7d97b9d-jb4r4
— latest_documents.json

—— nodes
—— nodes_stats.json
—— thread_pool
—— Cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs

|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
— install
—— co_logs
— install_plan
—— olmo_logs
—— subscription
L— kibana
—— Cr
—— kibana-9d69668d4-2rkvz

— cluster-scoped-resources
L— core

— nodes

| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes
— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
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—— event-filter.html
—— gather-debug.log
—— namespaces

— openshift-logging
— apps
—— daemonsets.yaml
—— deployments.yaml
— replicasets.yaml|
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
—— elasticsearch-im-app-1596020400-gm6nl.1626341a296¢c16al.yaml
—— elasticsearch-im-audit-1596020400-9I19n4.1626341a2af81bbd.yam|
—— elasticsearch-im-infra-1596020400-v98tk.1626341a2d821069.yam|
—— elasticsearch-im-app-1596020400-cc5vc.1626341a3019b238.yaml
— elasticsearch-im-audit-1596020400-s8d5s.1626341a31f7b315.yaml|
—— elasticsearch-im-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml|
—— persistentvolumeclaims.yaml
—— pods.yaml
— replicationcontrollers.yaml
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods

|— cluster-logging-operator-74dd5994f-6ttgt

|— cluster-logging-operator

L— cluster-logging-operator
L— logs

|
|
| current.log
|
|

—— previous.insecure.log
—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry
L cluster-logging-operator-registry
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db
L— mutate-csv-and-generate-sqlite-db
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-im-app-1596030300-bpgcx
| —— elasticsearch-im-app-1596030300-bpgcx.yaml
| L— indexmanagement
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L— indexmanagement
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64

F— fluentd

L— fluentd
L— logs
current.log
—— previous.insecure.log
—— previous.log
—— fluentd-2tr64.yaml
—— fluentd-init
L— fluentd-init
L— logs
—— current.log
—— previous.insecure.log
—— previous.log

— kibana-9d69668d4-2rkvz

— kibana
L— kibana
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml|
—— kibana-proxy
L kibana-proxy
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
L— route.openshift.io
L— routes.yaml
L openshift-operators-redhat

3. FERA—1=% 1 --image =X --image-stream Z#;21T oc adm must-gather 5%, 40, fEHA
U ep BRI IR BN SRR EUEH KubeVirt FEE R -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ

--image=quay.io/kubevirt/must-gather

ﬂ ZX1L OpenShift Container Platform must-gather £ {5
9 KubeVirt B must-gather 2§
4. MI{EBxHNINIGIER must-gather BRI —NE4ESEF, Ha0, EFER Linux #ERSH
BN LEZTU TR :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))
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Q %50 5% must-gather-local.5421342344627712289/ £ i 1y 5LFr B £ & 5.

5. TEZLMEE [ ] FR O B [a] R 2R B b e 48 32

513. &E&HitBE

EALUREHEITER, BI25REMBXREEN FHIFIICYE, IEREMAS. EEAHEMRAHGF
RS —RIED, ERILURELITHHEITAE !

etcd RSS2
e Kubernetes API fR$525
® OpenShift OAuth API iR%5 23

® OpenShift API 5525

it =

1. {8/ -- /usr/bin/gather_audit_logs 777217 oc adm must-gather fip % :
I $ oc adm must-gather -- /usr/bin/gather_audit_logs

2. MI{EBRHNINIGIER must-gather Br O — N E4E30 4, B0, EEA Linux BIERSH
HENLZITUTRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

ﬂ ¥ must-gather-local.472290403699006248 & {fi 1y 5275 B Sk & .
3. TELLOEE F( 17 fp R R B ] R B B R A ST

5.2. 7k EXEEEE ID
ERIEZFREEEN, REEBNHMITATRRERER., & LUFER OpenShift Container

Platform Web 12HI& BEFRER ID, AT LUEA web #2H]HA 2 OpenShift CLI (oc) FIIKENEEF
ID,

FeREH
o FHEZR cluster-admin B &I £,

o iR &EH web A OpenShift CLI (oc) o

AR
o {HF Web #HIBFZHFHHEHBIIETER D :
a. MIEESMZE (?) help- Open Support Case,
b. Cluster ID IER#BNETE ,

o {HM web A FINIRENER ID :
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a. S % Home - Dashboards —» Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZITLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

5.3. X F SOSREPORT

sosreport — ‘"M Red Hat Enterprise Linux((RHEL)#0 Red Hat Enterprise Linux CoreOS(RHCOS)%
ZWEREIFE. ROEGEEMZIMIENTIER, sosreport 21t T —FIRER A ERINER KT B2k
& 2 A BT R A LIIE ST R LA AT I2 B,

E—EERT, LIEXRATRESERENREE OpenShift Container Platform 7 s I 5 sosreport 744,

flan, BN UREFEEERS HEHEMEE IIETE oc adm must-gather Hij B BIFH0F 17 s BIRFE K
?EO

5.4. /) OPENSHIFT CONTAINER PLATFORM &2 17 R 4 SOSREPORT
JEYE

y OpenShift Container Platform 4.9 877 s 4 X sosreport FIE I 5 iA 2 @1 debug pod.

SeRF M
o RAELUEMESA cluster-admin & &1 EE,
o MEBEEARIIEHA SSH 1 [FIHLRR,
e B%% OpensShift CLI (oc) .
o EBELINEIET KB LT .,
o MBLIIEE MK,

o MERA—MIEEFHA D,
it =
1. REREREF T RIS

I $ oc get nodes

2. BT RLEFEA—D debug i, L EH AL —D%EH <node_name>-debug Y
debug pod:

I $ oc debug node/my-cluster-node

TIEE PR M i AT E NoExecute 3R debug &1, 15 dummy &= ERIN—1NE
FR, FF7E dummy a4 28 (B F/E5h debug pod :

I $ oc new-project dummy
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"scheduler.alpha.kubernetes.io/defaultTolerations": "[{\"operator\": \"Exists\"}]"}}'

I $ oc patch namespace dummy --type=merge -p '{"metadata": {"annotations": {

I $ oc debug node/my-cluster-node

3. ¥ /host i% &7 debug shell AR E R, debug pod 1E pod 1 /host F#EE EHLHI root ST
RE%, [FREFH /host, ERILLZTENTHITIREPSEH ZHHISTH -

I # chroot /host

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 £ T S AR 2, BKHITF Operator XN AL RN, FEIVEFER
SSH i &EEE T R, 1T mIFRFRICH accessed 15 m. {B2, 1R OpenShift
Container Platform API RA[F, K kubelet EBHR T s ET/RIEE T/E, oc 2 1F
MEZEIRm, EXMERT, TLUER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

4. J35 toolbox B2y, HATIEIZIT sosreport FTEEHI — 3§l ST FNIEH -

I # toolbox

INR—NBEFED toolbox pod E1E217, Il toolbox fi & fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ T8
toolbox® 25, FHEMITHI toolbox B25 LU 72 sosreport 3& {4 H TR,

5. J5% sosreport 914,

a.

17 sosreport 53 F /5 A crio.all 71 crio.logs CRI-O &235|2 sosreport &5 :

i
I # sosreport -k crio.all=on -k crio.logs=on ﬂ

Q -k AL EEERINEZ S E L sosreport EESEL,

b. #RRE#R Enter BEAREL,

c. IRELIMELFFRHE ID, sosreport I ID RINEIFRIHISTEL R,

d. sosreport ¥t IRHE T VIRSBIAIEBH checksum, AT RAIHH BB ## A ID 01234567

Your sosreport has been generated and saved in:
/host/var/tmp/sosreport-my-cluster-node-01234567-2020-05-28-eyjknxt.tar.xz ﬂ

The checksum is: 382ffc167510fd71b4f12a4f40b97a4e

Q sosreport FHAISHERETE chroot IfEZ 4, EH toolbox BEFRTE /host HEFEH
BIAR B %,
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6. HRALUTAEZ —NIEXZFFRH sosreport TR LU 2 #T,
o I3 EHREM OpenShift Container Platform $£&% £ % B HI A LGS # AR,

a. 1E toolbox A28/, iZ1T redhat-support-tool 157714 & kAN BN A LL0E S #F 0] i
A, XA RBIER REE ID 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-sosreport.tar.xz

Q toolbox BT EHNBIMRE FHH T /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERER,

o fixf ERBIHALIE A,

T oc debug node/<node_name> 45 H%E sosreport 714, FIEHIHEERBISH
Lt SR E 2R HE LA oc debug &1 :

a.

node-01234567-2020-05-28-eyjknxt.tar.xz' > /tmp/sosreport-my-cluster-node-

151

==

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/sosreport-my-cluster-
01234567-2020-05-28-eyjknxt.tar.xz

debug BRIFEHMIE B FHEH T /host, EIEERTEEMB IR, 318
debug BERHIIR B KB4 ERR, SE /host,

k

-

21T Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.9 &£ T7 m A A4, BIRIHT Operator e AR
B, TENER scp MERET = (45 sosreport /348, X&ET mHIL
accessed 5., {BE, 1R OpenShift Container Platform API B H,

% kubelet B T RETEERE LI, oc BRIENEZRIRN, EXFHE
RTF, AILLETIZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M7 52 £l sosreport 14
X4,

b. it
Wi Attach files FHRIRR L& 2301

A https://access.redhat.com/support/cases/ FREIIIA X i (0] /4,

C.

5.5. &1 BOOTSTRAP T2 H &

INREE| S bootstrap #HXBIF#, BILLM bootstrap 17 mUi& bootkube.service journald 5 5t H & #]
';?é\%% E le:‘:\O

FRFM

o EHZ| bootstrap 7 s SSH 15 AT R,

o BB bootstrap " RHITLREE A,

it =

38


https://access.redhat.com/support/cases/

1.
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B 5 B WERERHER

£ OpenShift Container Platform Ze&&i1 2/, #if] bootstrap 7 sa#J bootkube.service
journald =5t A, & <bootstrap_fadns> &ty bootstrap 7 mMTEREE S :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H#) bootkube.service HE&HiH etcd connection refused %%
R, IXFR bootstrap BRZ5 23 TTiATE control plane 17 s Li%#El eted, EEN
control plane TR E/F5) etcd BT REMAKEG, ERENIZREL,

{8 bootstrap 7 m_EH podman M bootstrap T RBZRMERE. 19 <bootstrap_fqdn> &k
M bootstrap T REITERIREFH S :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman logs
$pod; done'

5.6. HifEEE T = JOURNAL BiE&
&R ATE IR IT SR BE T 289 /var/log R4 journald Bt HEFE AR B,

FoRFM

it =

2.

e LAMEREA cluster-admin & &R i 0] £,
AP| BRZSSA AT LUIE & T1E,
B &% OpenShift CLI (oc) .

EHRER BN EHA SSH i FITLRR,

75 1H) OpenShift Container Platform &7 s i kubelet journald H.c B, LU REIEH
control plane 77 /& :

I $ oc adm node-logs --role=master -u kubelet ﬂ

ﬂ RIBIS REH: kubelet U EHEM A THE,

MEETT = L /var/log/ THRFETFBRIKERE.

a. FKEX /var/log/ FBXHAMEMBEEIR, LLTFREFIHERTAE control plane 17 s ERY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FEEHMEERR, UWTFRAIHEEBRAE control plane 77 sy
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=o0penshift-apiserver/audit.log
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c. MR API TEEE I, 15EMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AR A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

2 3

cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 £ T A A%, BT Operator KN KRB EN, TEIL
6 SSH Vi SEBE T s, T s RPRIC N accessed {5 m, TES 0BT SSH
WE 2 IERT, 151217 oc adm must gather #1Efth oc HHEENIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EEMR T M ETEEE TE, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[n] 7
=1

™o

5.7. M\, OPENSHIFT CONTAINER PLATFORM 7 sk A B IR EW KB IR
(TRACE)

EHE S ML XH OpenShift Container Platform [AIRIRS, ZL08 AT AES MIFERT OpenShift Container

Platform &1 BN M E R EIH K ML EIEEEER. 7E OpenShift Container Platform ARIEIEM%%
trace VI 5L 281 debug pods

SeRF M
o RAEILIEMESA cluster-admin & &I 10 EE,
e B %% OpenShift CLI (oc) .
o (EBELINETET KBTI,
o MBLIIEE MK,

o MEA—NIEZFFFIF A ID,

=

EHBREB B EHA SSH i FITLRR,
Y=
1. REREREF T RIS ¢

I $ oc get nodes

2. EEWHTREHA— debug Rif. HHFTRELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1 debug shell FEIIR B, debug pod 7 pod ) /host FEH EHLH root XM F
Gt FRERZN /host, EAILLUZTENAIHATER R PSS/ Z 5S04 -

I # chroot /host
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k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) BJ OpenShift Container
Platform 4.9 & 1T mA A 4L, BT Operator N R HN, TEIER
SSH i &REE T s, 1T mIFRFRICH accessed 15 m. {B2, 1R OpenShift
Container Platform API RA[F, K kubelet EB T s ET/RIEE TE, oc 2 1F
NaZEIRM, EXMERT, TLUER ssh core@<nodes>.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

4. 7£ chroot IMEIEHIA FRIREN T REBEOLH
I #ip ad
5. A7) toolbox B2, HAGIEIZ1T sosreport PRI Z 5S4 F0iEMA -

I # toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fi & fiH 'toolbox-'

already exists.Trying to start.... Z# & tcpdump HIL A&, EEA podman
rm toolbox- fiFRIEFEIZ1THI toolbox 25, FHEMFT toolbox H2s.

6. TEEE T mH/E5) tepdump 215, FRHHEEBEIFE X EH, XNRHIER enss /EAHEAO
EZ% I

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

@ tcrdump BISTHBREIE chroot FEZ 5, B toolbox FERTE /host At H EHHIIR
S

7. MR R LHBERRBE topdump W, HEBU TS BRI,

a. TAEBT1A25 ID, chroot host S5 FiX—4 A H crictl 85, E M toolbox B231E /host
RIEHENRE R :

I # chroot /host crictl ps

b. FAERZRMIIIZ ID, EABIF, &FEsID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. ER#HB LB tepdump 1%, FHEHEEREHEKA XS, AFIFEH 49628 1E R
L&ID ens5 E%D%ﬂ\ nsenter e A BirH R R 22 B FHEM R E(E i T
T, B ARG B IR — NBRHIHIZ ID, tepdump 5 MENIES SR ZZ2H F

1217 :

# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap.pcap ﬂ
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tecpdump IR S BRRAE chroot IMEZ 4, EH toolbox BERRTE /host FiEHEA,
BIAR B %,

8. HRLTAZEZ —MALIEZFFIRME tepdump KT H T DM,
o I3 EHREM OpenShift Container Platform $£&% £ % BIII A LGS # A/,

a. Tf toolbox &23M, 1217 redhat-support-tool 1% X {4 B M N EI N A 108 X 35 n] i
R, XARBIER REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEFEEE T redhat-support-tool &
& BRSNS, A toolbox BEFHIRE & (21F /host/ ) BI4EXTERER,

o fixf ERBIHALIE A,

a. i21T oc debug node/<node_name> 1%L sosreport /944, FIEHIHEEREI 4
B, LSS EREEERH LA oc debug &1 -

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BEF ENBIR B FHEEEF /host, EIEER FERMBIIHERN, 518
debug BHERMIIR B KL RE, S1E /host.

k

= -

21T Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift
Container Platform 4.9 &8 77 AR ZF, ©KHITF Operator XN FA%KEE
B, FEUER scp MEEET s (FH) tcpdump RS, XRFET R
HI accessed {5, 1BZ, #1R OpenShift Container Platform APl &)
F, =k kubelet EBIR T R LTTALEE T, oc BIEFAEZRIRM, X
iERT, TLUZ1T scp core@<nodes.<cluster_names.
<base_domain>:<file_path> <local_path> M—/T7 s &l tcpdump
FR T

b. # A https://access.redhat.com/support/cases/ FBIEIA Al E,

it
c. %F¥ Attach files FiRIRR L %1% 34,

5.8. NWLIEX Friiti2 B #iiz
TEfi# )R OpenShift Container Platform [A]@}, 4TI AIBER B RIFIZMEIE LE B RIAR A, X

AILLEITAIIEE ] Mtk fE A redhat-support-tool #4345 E## M OpenShift Container Platform 5%
ERB TR,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
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o MEBEZHEIEMNB SSH 1 IR,
e B%% OpensShift CLI (oc) .

o (MELIEIET HKEHIT I,
o MAELLIBE 1/ KL

o MEA—NIEZFFRIFA ID,

it =
o SEILIMER T MISFHZ TR £ 1% BB LSS I R e,

1. f£F oc debug node/<node_name> 5 EE— OpenShift Container Platform 77 s &
BWIZEXE, FEREEERRIXHES, LUTREE debug B2 /host/var/tmp/my-
diagnostic-data.tar.gz £ %%l /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

debug BAFENMIRE FHEHEET /host, FEIRER T HEEMBIIXMHR, 51 debug
BERHRE R4 ERE, 81 /host,

i21T Red Hat Enterprise Linux CoreOS (RHCOS) Y OpenShift Container
Platform 4.9 £ T m A A%, BT Operator KN LR TN, TEIL
5 scp MEBETT mfFHist, XET B accessed {58, 1HZE, AR
OpenShift Container Platform API "I f, =k kubelet EBIn T R EFTIEIE
EILE oc BIEREZRIRN, EXFERT, ALUER scp core@<nodes.
<cluster_name>.<base_domain>:<file_path> <local_path> \— 1= &

HIZ ST,
2. A https:;//access.redhat.com/support/cases/ FREIIIA X (0] 4,
3. 7%EFE Attach files F iR R EH1Z X,

o JHZUFEIEIERE M OpenShift Container Platform 58 b X BT A LLIE S R A,
1 IREVERE T =FIK .

I $ oc get nodes

2. EEWHTREHAA— debug Rif. HHFTERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1 debug shell IR B K, debug pod 7 pod Y /host F#EE EHLH root XX
HXR5, FMIRBRUN /host, EAEILLZITENAIHUITEREH ST EM ZHHIS :

I # chroot /host
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1217 Red Hat Enterprise Linux CoreOS (RHCOS) BJ OpenShift Container
Platform 4.9 £ T S A2, BKHITF Operator XN AL RN, FEIN
A SSHIREEBET R, TRERIMILH accessed 15, BZ, AR
OpenShift Container Platform APl REIF, =X kubelet EBHR T R EFTIEIE
EILE oc BIEREZRIRNM, EXMERT, ALIER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 52,

4. J3%) toolbox B35, HASE1Z21T redhat-support-tool Fff & HI Z 7§l ST -

I # toolbox

—

IMR—/BEEEM toolbox pod B7Ei217, N toolbox 4 fHiH "toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiIfR EE7EiZ1THY
toolbox &%%, FHEMHTH toolbox 5 as LUk Fa I A &,

a. 1517 redhat-support-tool f debug pod BB M AN EIILA BL11E S Hn & § A,
XA BIE AR ELE 1D '01234567" Fl7R IS4 &2 /host/var/tmp/my-diagnostic-
data.tar.gz:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE S (21F /host/ ) BI4EXTERER,

5.9. %7 ToOLBOX

toolbox 2 —“NE Red Hat Enterprise Linux CoreOS (RHCOS) R4 LEHIRBNIE, ZIEXER
FE5I 8 E1217 sosreport 1 redhat-support-tool &y ST Z 5 ST AR I A 25

toolbox AFHNETEBHNZRELIE R FERMRLIIESR. B2, URFEHANHIE, &
LA I0 RPM B @S2 TR ST i TR BRI B R,

4 aREE toolbox S
BINER T, 1217 toolbox 525N A registry.redhat.io/rhel8/support-tools:latest &R 25,

ZHEGREEREANIEIR, NMRFE-ITTEHKN—HNONFIRERBERETEAT REE
&7, AURERINTGE,

FoRFMH

e Z#/ oc debug node/<node_name> 51/ [R] T m.

AR

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#EE EHH root XHEF
Yio FHRERECN /host, EAILLZITENAIHUTIRZR RO E/ ZHHISTHF -

I # chroot /host
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2. JA5) toolbox 2% :
I # toolbox
3. REFANNTHES, 90 wget:
I # dnf install -y <package_name>

{5/ toolbox /& &) & A Hifk

BINER T, 1217 toolbox 5257 A registry.redhat.io/rhel8/support-tools:latest &R 25,
f&A LLE T A2 .toolboxre X4 F18 & Bz TR IR B s Eth iR

FRFH

e #f oc debug node/<node_name> 51/ [A] T m.

it =

1. H /host 1% debug shell FEYIRB 5K, debug pod £ pod ##Y /host R ENLE root SXHXR
i, FHRBRZN /host, BRI LLZTENAIHUTIRRP S ER ZHH IS -

I # chroot /host
2. Eroot AFBEBFRH, B —1 .toolboxrc X4 :

I # vi ~/.toolboxrc

REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

ﬁ ik - IEEB A2 registry,
9 EEBERNERE R,
9 A% : 8E toolbox REMIER L TR,

3. ER&BHRARED) toolbox B2s :

# toolbox

==
INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'

already exists.Trying to start....{#F§ podman rm toolbox- fiIfR EE7EiZ1THY
A toolbox & as, FFAEMHTH toolbox BFEFLLE SR sosreport &4 I H] i,
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6.1. 31 CLUSTERVERSION /= 45 52 B¥ HI 4R

BRI LLET A clusterversion FERIEKEN—4 OpenShift Container Platform SEEEHIAE HY E 45 E0IE,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(oc).

it
1 HINRERA. TR, BTN ANREIRE

I $ oc get clusterversion

2. IRENERREAIAG, BT AR SRIC KA I -

I $ oc describe clusterversion
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5B 7 E IEHkR

7.1, REEEHERR

7L BERRAEERELE

L%} OpenShift Container Platform &% (| #li TS BEHERRIT, BT LAR R R & B & RAEEW N ER BN
i, RE, KRESZYEAEXFZEREE,

OpenShift Container Platform RS2 GIELU TN ER :
1. BI& Ignition BE & ST,
2. bootstrap H.28E 53 FFIAIEE control plane H235| S AT B HILTE FR,
3. control plane HL23M bootstrap #2831k EULAR ¥R FH 52 E 51,
4. control plane #2318 F bootstrap Hl2s2HK etcd &%,
5. bootstrap H28FE A etcd B FBNImAT Kubernetes control plane,
6. IImH} control plane 4 ££15% control plane JHE %! control plane #1825,
7. Ikt control plane k#l, FIFEHITNER 45 £ 7% control plane,
8. bootstrap #123F OpenShift Container Platform H4&FRINEI4E 148 control plane,

9. LR KM bootstrap Hl2%.

1. control plane LA—%H Operator I RN REHMARS .

2. ERTHHEEARZFENERAY, SRAEZIFHIIEH IR worker 125,

7.1.2. B EENEAMBH LR TEET

MNERAEEARREFEFNEMENL, N FRERFESHEMBRIIIER, OpenShift Container
Platform AT EREHNAEAE, SERFERAELT, HE TR, TLUERALLThRERERE &M%
BRELAIZR,

BB E LUTE B SRR E RS _E %22 OpenShift Container Platform 4.9, IIREFERXNMNRESE,
HRESEEAMEFNEMBNREXEPHAR, AN, ERERIEERETE

e #FE Red Hat Enterprise Linux (RHEL) 48R40 RBIRE R E SR E AR SS SFE S E U
EREE AT LUK 1889 Red Hat Enterprise Linux CoreOS (RHCOS) i E B 7,

o REEMELHNENRRTEAET " RRFFRAPLENE, BRGIEREFE BT FIHRER
ENTRCIHENEHRE,

o MRZ|EANEEM. BRFRFHEHA. T RENBE Kubernetes ENAMTUKRER BT BEF
TIRE, HRERDHNEEREN.
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-

p= =1
A REERRHENRE, SEBESMIENKENTFSB OpenShift Container

Platform EMEH S AT HN RN, T RESEREFISTRVFERBIME G
FAAERBY T RININEISR R, BEXEBES DN EEN,

-

o MREBMANBENKB Y BEBELIE S OpenShift Container Platform 277 s, MIEEEH
FHE N B Machine API SZE],

o KMEEMETHNAERESIRME TS Ignition EBEXMEAEHMAEENEMAETREMN—ERD,
INRAIXEM, NMFBEFEAH HTTP RSSRIEE Ignition BLESXHE, 2R Ignition BL & ST A K
SRAKREE 7 XH WA ENATRmMAEMTR,

o MREF AT EMMELSRHEM, MERARX SR registry. Elasticsearch 5 Prometheus, NEEF5)
BRfEiE. MRIEBRIITTEE, ArBaNEREREPRE LEKIAFEEE,

o EET A OpenShift Container Platform IfEH, TE—NMAEHIE2IRIEFTA control plane

TR % APLIER, &0 LUEBE#E OpenShift Container Platform DNS & E #1025k
HETF TCP M EFEARR AR,

7.1.3. 7€ OpenShift Container Platform a0 7 i #1€ 25 ECE

TEFF4A OpenShift Container Platform &R, 15 E B HI9ERECE.

FRFM

o CIRBAFEE T AL MM, S OpenShift Container Platform &%, T REIETFE
FA HAProxy WEEBHIR (4 71 9 #1AR 5589 Red Hat Enterprise Linux (RHEL) F#l.

e JifE% OpenShift Container Platform ZEBHECE T DNS 45,
o BRI SSH 15[ RR,

iz
1. #2% haproxy systemd RS2 ETEEX :

I $ ssh <user_name>@x<load_balancer> systemctl status haproxy

2. Wik E RS ELRRAMERO, UTRAISIAEO 80. 443, 6443 #1 22623,

® XIF1E Red Hat Enterprise Linux (RHEL) 6 LjZ4TH HAProxy SEfl, &£ netstat &5
EIm RS -

I $ ssh <user_name>@-<load_balancer> netstat -nltupe | grep -E ':80|:443|:6443|:22623'

e ¥IF7E Red Hat Enterprise Linux (RHEL) 7 2% 8 L2179 HAProxy 5L, E{#F ss s
T RS -

I $ ssh <user_name>@-<load_balancer> ss -nltupe | grep -E ":80|:443|:6443|:22623'
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==
ZIHEEEINAE Red Hat Enterprise Linux(RHEL)7 = ‘EEEH&Z!KEP{%FH ss S MA

7= netstat, SS H iproute 4B, BX ss THIFIFIFSE Red Hat
Enterprise Linux (RHEL) 7 M8E1E 75/,

3. KEBECHT DNS 0% 2B WA 1 H 35 -

I $ dig <wildcard_fqdn> @<dns_server>

7.1.4. $8 € OpenShift Container Platform 52 F H &S

MBS T, OpenShift Container Platform &2/ BEN 1% E S info, MNRIEIZRI K
OpenShift Container Platform &N BEZRIFMBEKILE, EaIUEEFHFFIBLEN T openshift-
install H&4J3/1R& 5 debug,

FRFM
o HUNREFHEFTR,
it =
o HEEMRENFRERTIHXES debug:

$ ./openshift-install --dir <installation_directory> wait-for bootstrap-complete --log-level debug

ﬂ Al BERI B &40 21E info, warn . error 1 debug.

7.1.5. openshift-install #3457 R B FE HERR

INRIKIEIZ1T openshift-install S HFNEEI A, EREUTRE :

o REITFETE Ignition BEEEXHAIRSE 24 NNRE5, BITLATepmif A Ignition XX :

I $ ./openshift-install create ignition-configs --dir=./install_dir

e install-config.yaml X 5L ERFATFR—1TExP. NREMA Jopenshift-install --dir 177
BT Hth A EMNRERE, HRIE install-config.yaml X4 R EEETIZE = H,

7.0.6. WEREIE

& B LAFE OpenShift Container Platform Ze&kid f2 N B IR %&. bootstrap # control plane B,
XiRE T RETENAYE, FHEBTFIRMIRERBHIN .

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,
o B%% OpenShift CLI (oc) .

o EMEEAEFIEHAE SSH I FIHR.
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it

e &4 bootstrap # control plane T/ TR E 4.

#1h kubeadmin 1 o] £ &2 2% E 1B <install_directory>/auth/kubeadmin-
password F 5,

. Eﬁﬁ *E':P”PEKEE/L.\:

I $ tail -f ~/<installation_directory>/.openshift_install.log

. 1E bootstrap TIm3|5/&, ¥ bootkube.service journald #THE, XA LK T fRE—

control plane #J bootstrap. ¥ <bootstrap_fqdn> &4 bootstrap 11 LR EH A :
I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service

bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
¥, IXFIR bootstrap BRZ5 23 TTiATE control plane 17 s %8l eted, EEN
control plane 7 s EJH5) etcd B RBMAKEE, XMERENZREL,

. BIFE, W#E control plane 17 m_E# kubelet.service journald Lt HE. XA L& T ## control

plane 17 RACEEEL,
a. ﬁﬁﬁ ocC ll/‘j:'mEu_.\ .

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEETIE, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

4. 3155, "2 control plane 77 s _EH crio.service journald ¥t A, XALLE T #2 control

plane 77 R CRI-O B2HZ 1T BIED,

a. ﬁﬁq ocC W‘j:wE/L.\ .

I $ oc adm node-logs --role=master -u crio

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

I $ ssh core@master-N.cluster_name.sub_domain.domain journalctl -b -f -u crio.service

7.1.7. Y85 bootstrap T RiZ Wi EiE
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%38 %5 bootstrap #8XHIAE, BTLAM bootstrap 77 mUi%E bootkube.service journald £ TBEHNE
%% E ljlll:\O

FoRFM

it =

o BHZ bootstrap 1 s SSH 1 AT R,
o EH bootstrap T RHTLREE A,

o MR{EMA HTTP IRSS5ERIEE Ignition BECESLH, NIAIEAR HTTP RSS2 REE A MmO
Bo IEWAEI HTTP EHEY SSH U5 IAIF R

1. SR AT LU A bootstrap 17 mBUIRHIA, EAIREHIE, BRI A LUREERRT,
2. J8IE Ignition XFECE.
o MREER HTTP RS EFEE Ignition EZiE X4

a. IIF bootstrap 17 s Ignition X4 URL, ¥ <http_server_fqdn> iy HTTP AR5 2384
TEREES

I $ curl -I http://<http_server_fqdn>:<port>/bootstrap.ign ﬂ

Q -ETRRE R, RIS EM URL A Ignition X4, &4 4&IRE 200 OK ik
B WIREA, ZenH RO 404 file not found,

b. BXIE bootstrap 11 s A UE! Ignition X, EEIHRS EN LM HTTP RSB E.
fBign, WNRIEFER Apache web AR5 ER1Z 4 Ignition X, 1HFMIALL TGRS :

I $ grep -is 'bootstrap.ign' /var/log/httpd/access_log

INRUE] bootstrap Ignition X, HEXHIHTTP GET HEEENEE 200 OK A Ik
B, XRTWIERKI,

c. TNRKRIE Ignition X4, HEIEE Ignition XHEREEFE, REERSENLESEYN
CHEFN Web AR5 251X R

o MNRE[FERTHENFEHNHET Ignition BEE XA EAEHAE W EANREREN—ERS
a. &%& bootstrap TV RHIIEHIA, LUAENGIREEREA bootstrap 7 s Ignition 34
3. BE bootstrap T MO EMEE X EEE T A,
4. B bootstrap 11 B B M DHCP BRSSO B T — 4 IP Hutit,

5. M bootstrap 7 545 bootkube.service journald HtHE, ¥ <bootstrap_fqdns &ty
bootstrap T mMITTLREHKS :

I $ ssh core@<bootstrap_fqdn> journalctl -b -f -u bootkube.service
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bootstrap i s L H) bootkube.service HE&HiH etcd connection refused %%
#, 1XFR bootstrap BRS5 88 ToiRTE control plane 17 R L% # % eted, EEN
control plane TR E/F5) etcd BT REMAKEG, HENIZREL,

6. M bootstrap T mARKEBE,

a. fff bootstrap 77 m_L# podman EWERE. 1§ <bootstrap_fqdn> &ty bootstrap 7
MR REEA :

$ ssh core@<bootstrap_fqdn> 'for pod in $(sudo podman ps -a -q); do sudo podman
logs $pod; done'

7. W03 bootstrap it F2KN, BHRIELLTHA,

o (R MZE EHFEHT api.<cluster_names.<base_domains>,

o MEIMEIRNIBIHO 6443 i£#E] bootstrap # control plane TR, BFRREEREHE
OpenShift Container Platform &K,

7.1.8. & control plane 77 s 22 2% ]l

INRIEBE control plane 11 &R E (R, 1EHATE control plane 1752 OpenShift Container Platform {4
TE L HIRLE (SDN) FIRILS Operator A7, U5 kubelet.service. crio.service journald ¥t H&F
control plane T mAZHERE, LUK control plane TR IE, CRI-O B23217HIH1 pod MIIE .

SeRF M
o RAEILUEMESA cluster-admin & &1 R,
o B &% OpenShift CLI (oc)
o MEBEEBRIIEHA SSH 1 [FI TR,
e 1R7A bootstrap #l control plane TT T LR EE A,

° ﬁﬂ%ﬁﬁﬁ HTTP fRS52:¥EE Ignition BECESXX M, NIIEE HTTP RS 2T 2R EE & MmO
AHTEE HTTP EHE SSH 15 AT AR,

#1A kubeadmin L 0] 7£ &2 4% E B9 <install_directory>/auth/kubeadmin-
password F#EE,

it

1. SNRIEAILLJTIA] control plane T mBYIZRHIA, FRIEEHE, BRI ST LURHERRET.
EiTFEH, Ignition BESH RHIHEIEHEIS

2. BF Ignition XTEBCE,
o MMRIEER HTTP RSSEFITE Ignition BoE X4,
a. BE control plane 7 & Ignition 32 URL. ¥ <http_server_fqdn> &#: 8 HTTP RS
BHTLRERS :
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I $ curl -l http://<http_server_fqdn>:<port>/master.ign ﬂ

@ - EUIREERL. MRIEER URL A Ignition X, ZMHRIRE 200 OK
B WMEREA, Zir5S4&[[E 404 file not found,

b. B control plane T R E2F KR Ignition X4, EEIARSEN LM HTTP BRS 25
&, BN, wRIEER Apache web BRE533 1R Ignition X4 :

I $ grep -is 'master.ign' /var/log/httpd/access_log

INR U E] master Ignition X4, EXE HTTP GET HEEEMEE 200 OK A INRE,
FRRIE KB,

c. FIRAKRULE Ignition X, FRRERSEEFETRSIN L. HEREHBISTHIRRF]
P T AR 55 28 PR

o MIREER B EHEI Ignition BLE ST A ENAF W EAREBEN—EBD

a. A& control plane T mMIEHIE, LUAENHIEE EREA control plane 775 Ignition
X4,

3. RRELELS control plane 1T RMIEFHE X ERE A A,
4. E control plane 11 =2 & E M DHCP IR 2308 T — 4 IP Hutit,

5. A7 control plane 7 mURS.

a. #if] control plane 7 gURZS
I $ oc get nodes

b. #IER— control plane 17 &% B4 F Ready R, KFRIFLAIMIT b
I $ oc describe node <master_node>

INREAN L L [FHFE OpenShift Container Platform API TBi%i51T, =&
kubelet & BEBN T RLIZTT, NIFEEZIT oc tady -

-

6. FATE OpenShift Container Platform SDN k75,

a. 7t openshift-sdn f & 22[A|N & & sdn-controller. sdn #1 ovs PP F2E MR ¢
I $ oc get daemonsets -n openshift-sdn

b. WRXLFTIRF Not found, 7 F openshift-sdn 3% Z2[A] Y pod :
I $ oc get pods -n openshift-sdn

c. 7 openshift-sdn %4 22 A b 5 KA OpenShift Container Platform SDN pod #85%HH

==
10N -
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I $ oc logs <sdn_pod> -n openshift-sdn

7. AESBEMBRERS
a. AESEHMNARERSHFE

I $ oc get network.config.openshift.io cluster -o yaml
b. MNRLEEFTECEMAKEE, HEREK Kubernetes FHEHEEHEEHIH :

I $ ./openshift-install create manifests

c. &% openshift-network-operator 34 22 [A]| HHY pod K7, LAATE Cluster Network
Operator (CNO) R&EEZ{T :

I $ oc get pods -n openshift-network-operator
d. M openshift-network-operator #n £ 22 [7] UK EE M 4% Operator pod B :

I $ oc logs pod/<network_operator_pod_name> -n openshift-network-operator

8. BIFfE, W#E control plane 17 m_E kubelet.service journald LB E. XA L& T ## control
plane 17 RKERELD,

a. [ oc KR AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEE I, £ SSHEREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & hiE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

k

-

1517 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 &8 T R A A 4Z, *{I@fﬂ: Operator RN FAEBER, FEIN
{8/ SSH Uﬂﬂ%ﬁﬁ, 3, KFRCHN accessed {5 m. TEZ BT SSH
WEIZMEERT, 1Fi21T oc adm must gather F1Efth oc HHEE(]ZE
DR RHEE, (B2, R OpenShift Container Platform API T_JFH,
2K kubelet EEMRTT M ETEEE T, oc RIENSRZEIRM, EXMHERT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 31777

ino

9. 3|15 f&, 7 control plane i s _E#23& crio.service journald ¥t HE, XALLE T 2 control
plane 7 s CRI-O B2 1T BYE D,

a. [ oc KRFRAE :

I $ oc adm node-logs --role=master -u crio
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b. MR API BEEBITF, FHESSHEXEFRE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

10. M control plane i | L8 /var/llog/ FEIHEEF B RIKNERE.

a. KEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHAE control plane 77 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBERXAMFERE. AT REIHERBRTA control plane 7 Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. MR API TEEE T, 15EMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AN A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

1. {#f SSH & & control plane TT A HE.

a. AL :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. £ crictl RAEREE :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

12. MNBRBE] control plane 17 BB A, E¥E MCO. MCO i# 51 DNS it 2B E S T,
Machine Config Operator (MCO) ER&ZIEAEREFRGEE. AN LERE RGN HUE
ML R IE T B U,

a. M MCO IR E T M. J¥ <cluster_name> & i )5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/master
b. NRimRRMIN, IHIIUENEIDEREE, BRIEREENERD 22623 LiZ1T,

c. J%IE MCO ¥ s DNS IL X 25 B EH AT 71 28 %8s,

i. X E X MCO tin R & #za1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>
i. TR EI9E S EXTOECR MCO IP b 1T A & i

I $ dig -x <load_balancer_mco_ip_address> @<dns_server>
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d. %k MCO @& B M bootstrap 7 mi21T. ¥ <bootstrap_fqdn> &t/ bootstrap 7 s
%éﬁﬁiﬂi%

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/master

e. REETERET B AZITE bootstrap. master # worker T REREFERAS ., KEEFNT MRS
%EP;Q%ET]EH*DET]EHH-}? LJ/—I‘{IZI/I_.\ .

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. REIERRBEMME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.9. f R etcd Z3& 0|

INRERETIRZAIBE eted I, BALUKEE etcd pod IRAEFKEE eted pod BiE, EARLIE eted
DNS it X F K E control plane 77 s £ DNS & 4,

SeRF M
o RAEILUEMESA cluster-admin & EE 10 EE,
o B &% OpenShift CLI (oc)
o MEBEEBRIIEHA SSH 1 [FITLRR,
e 1&H control plane TV RBISE LR EIHL .

ik =
1. 12 etcd pod BIIRZ,

a. & openshift-etcd 22 [A] A pod K :
I $ oc get pods -n openshift-etcd

b. #%& openshift-etcd-operator 34 22 (7] A #Y pod YR :
I $ oc get pods -n openshift-etcd-operator

2. MR LSBT HEMER pod %A iR Running  Completed X7, 154 pod WEZHTE

/GNO

a. T pod =M :
I $ oc describe pod/<pod_name> -n <namespace>
b. % pod B :

I $ oc logs pod/<pod_name> -n <namespace>
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c. IR pod BEZ N FE, ULMERUE—THERATHIEEPRETSHEGN . RKEFTHE
F|HEE :

I $ oc logs pod/<pod_name> -c <container_name> -n <namespace>

3. MR API TEAIEEE TE, EER SSH KEEBEA control plane T s _E# etcd pod 1R ZRH &,
¥ <master-node>.<cluster_names>.<base_domain> &t /& H891H,

a. BIHEA control plane 7 s £ eted pod :

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods --
name=etcd-

b. XfFi% %A 7~ Ready SR pod, HAKEE pod IR, 1§ <pod_id> By E—ap Sl &
FIHH pod ID:
$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<pod_id>
c. SIS pod HBXAES :
$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps | grep
'<pod_id>'
d. X F&E L Ready REMAS, HIFHRERRKSE. & <container_id> &l £ —ap
S AR F BB LR ID:
$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>
e. MAEMEIRET Ready IKEMABZRMWEER, ¥ <container_id> & E— S FHHIH

a2 ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

2 3

cak

1517 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 £ T A A%, BT Operator KN KRB EN, TEIL
6 SSH ViR SEEBE T s, T s RPRIC N accessed {5/, TES 0BT SSH
WE 2 BIERT, 151217 oc adm must gather F1Efth oc HHEEINIRER
DR R PHIEIE, B2, MR OpenShift Container Platform API A& F,
2 kubelet EER T R ETEEETE, oc BERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 31ijj[n] 7

ino

4. 35k control plane 77 sRBYEFIMIE DNS AR5 2515,

7.1.10. 7 control plane 7 52 kubelet #1 API iz 55 28 7] &

BIELRETIRFIHE control plane 7 /& kubelet #1 API BRS5 85178, E1e7 DNS, DHCP #f#ita%i2s
Ihee. B4, ERINER&RETH,
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SeRF M
o RAELUEMESA cluster-admin & &I 10 R,
e B%% OpenShift CLI (oc) .
o MEFEEARIIEHA SSH i [FITLRR,

e {&A control plane T T LR EE L,

1. J2IE API BRS5 2389 DNS if 3R 2 B ¥ control plane 77 s _EBY kubelet ZE @ %! https:/api-int.
<cluster_name>.<base_domain>:6443, {Ric &38|/ 7 #H%R.

2. WBRAEIEIRMIRO 6443 E X B|IFAEA control plane 7 &,
3. 127 DHCP @ ERMH T HE—8 control plane T REH B,
4. BB control plane 77 s £ kubelet.service journald #. T H .

a. [ oc R AE :

I $ oc adm node-logs --role=master -u kubelet

b. #NR API BEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & ) iE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa -3

1517 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.9 &8 m A Al 4%, E{I@fﬂ: Operator RN FAEBER, FAEIN
{8 SSH Uilﬂ%ﬁﬂ, 3, KPRLH accessed 15 R, TEZ AT SSH

W2 EERT, 15217 oc adm must gather & fth oc MEEEI]ZE

DR RHEE, (B2, R OpenShift Container Platform API T_JFH,
5% kubelet EEIR TR ETEEE TE, oc BIEREZRIRIN, EXFMERLT,
" LUFF ssh core@<nodes.<cluster_names.<base_domain> 31777

ino

5. K27 control plane 7 s kubelet B BIIE T HE B
a. A oc f0EBE :

I $ oc adm node-logs --role=master -u kubelet | grep -is 'x509: certificate has expired'

b. #NR API EEEE I, £ SSHREFHE, ¥ <master-node>.<cluster_name>.
<base_domain> & iE L M(E :

$ ssh core@<master-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service | grep -is 'x509: certificate has expired'
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7.1.11. VI worker 77 s 223 0] i

INRBE worker T mEEE[AH, ATLLEEF worker TTmBRZA, WL kubelet.service. crio.service
journald 5o B&H worker T mA s AR, LUGHE worker 7T LR, CRI-O A#21THF0 pod MIIE
Mo FHH, BEALUEE Ignition X4EF] Machine APl Operator BB IE® TF. 1R worker T R FHE
BRI, & Machine Config Operator (MCO) #1DNS @&BIEE T{E, &L A LASIIE bootstrap.
master #1 worker 1 sRUZ ARG BB RS, FILUEIET,

SeRF M
o EELUMEMES cluster-admin & &K 1A & EE,
o B &% OpenShift CLI (oc)
o MEFEBEARIIEHA SSH 1 [FITLRR,
e XA bootstrap #l worker 1 LR EE &,
o INRMEM HTTP IRFIFITE Ignition EREX M4, NMER HTTP BRSSBMTLREE MmO

it

B IMWBE HTTP EHHY SSH 15 R AR,

#tA kubeadmin 1 a] £ 22 4% E B9 <install_directory>/auth/kubeadmin-
password F#5E,

-

MR ATLLA I worker 1 RIS, HIRBEIE, EITATHURMERER, ERETR
i, Ignition FI &M B EIREIA,

. BE Ignition SXHECE,

o MNREER HTTP IR EEE Ignition EZiE T4

a. 381 worker 77 52 Ignition X4 URL, ¥ <http_server_fqdn> &l HTTP AR%5 23895
EIREEA :

I $ curl -l http://<http_server_fqdn>:<port>/worker.ign ﬂ

Q R RRE R, RIS EM URL A Ignition X4, %4 4aIRE 200 OK ik
B WIREA, ZenH RO 404 file not found,

b. B worker 11 2 EWE Ignition 3T, EEIHHTTP EH LM HTTP RS 2RBE.
Blan, INRIEFER Apache web ARS5 25124t Ignition X4 :

I $ grep -is 'worker.ign' /var/log/httpd/access_log

IR ULE worker Ignition X4, HXHIHTTP GET HiEE B EE 200 OK FINIRE,
FRNIE KRR

c. FIRAKRULE Ignition X, FRRERSEEFETRSIN L. HER S HBISTHIFRF]
P T AR 55 28 T RR

o MIREER B EHEI Ignition BLE ST A ENAF W EAREREN—EBD
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a. A& worker TI I HIE, LUAENGIEE EREA worker 7 8 Ignition 3T,
3. 1 worker T RO BEHNEMLERE T A,
4. BE worker 1T R BB B M DHCP RSS20 T — IP Hbtlt,

5. HATE worker 17 =R S,

a. AW R
I $ oc get nodes

b. IKEN% A Z7~ Ready R worker 77 s BT 17 s f
I $ oc describe node <worker_node>

INREANLEE 0] F B OpenShift Container Platform APl T5i%i121T, =&
kubelet IR BEEN T mLiz1T, NFEEIZIT oc 5.

6. & control plane 7 s RA, worker i f2{#H Machine AP| Operator EREF1H B, 7 Machine
AP| Operator B

a. & Machine API Operator pod A7 :
I $ oc get pods -n openshift-machine-api
b. #15R Machine API Operator pod %84 F Ready K, 1HIFHFIH pod FIEH :
I $ oc describe pod/<machine_api_operator_pod_name> -n openshift-machine-api

c. f:¥ machine-api-operator 33 H&. A #s7E machine-api-operator pod FiZ17 :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -c machine-
api-operator
d. Eff1:E kube-rbac-proxy &2s Hi&., A2t =7 machine-api-operator pod HiZ1T :

$ oc logs pod/<machine_api_operator_pod_name> -n openshift-machine-api -¢ kube-
rbac-proxy

7. BIS g, Wi worker 7 m_E kubelet.service journald Bt A&, XA L& T ## worker 17 4%
EE/EKJJO

a. [ oc R AE :

I $ oc adm node-logs --role=worker -u kubelet

b. #NR API EEEE I, £ SSHREFHE, ¥ <worker-node>.<cluster_name>.
<base_domain> & hiE L M(E :
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$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
kubelet.service

pa -3

1517 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.9 S£8¥ 7 S A A 47, E{I@fﬂ: Operator N FAEBER, FEIL
{8 SSH Uilﬂ%ﬁﬂ, 3, KPR accessed 15 mo Eﬁﬁﬁﬁ SSH

WEIZMEERT, 1Fi21T oc adm must gather F1Efth oc HHEE(]ZE
DR R HEIE, B2, R OpenShift Container Platform API T_IFH,
= kubelet EER T R ETEEE TE, oc BEFRSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[A] 7

ino

8. BIS &, 7E worker 77 s _EFKEX crio.service journald BT HE, XA LR T #2 worker 17 s CRI-
O BTN BYED,

a. {ff oc f0RAE :
I $ oc adm node-logs --role=worker -u crio
b. MR API TEEE I, A SSHXEEFRE :

$ ssh core@<worker-node>.<cluster_name>.<base_domain> journalctl -b -f -u
crio.service

9. M WOI’keI’ TR J:E’J /Var/log/ TE’]*#IE.? B %”&% E iTho

a. JKEX /var/log/ F B xXHMEBEIIR. UTREIZIHAE worker 19 R L /var/log/sssd/ #
B9

I $ oc adm node-logs --role=worker --path=sssd

b. 1% /var/log/ FBRHAMBFERR. LT REHEBRA worker 7 s
/var/log/sssd/audit.log NZA :

I $ oc adm node-logs --role=worker --path=sssd/sssd.log

c. MR APITEEETE, 15HASSH REFEBNTREMWBAE., UTROIER
Ivar/log/sssd/sssd.log FIEERE S :

$ ssh core@<worker-node>.<cluster name>.<base domain> sudo tail -f
/var/log/sssd/sssd.log

10. ﬁﬁﬁ SSH EE worker jﬁ" ‘@“%EE/L.\Q

a. FIHASS :
I $ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl ps -a

b. & crictl %R AEREE :
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$ ssh core@<worker-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

. WIRIEBE worker TImECEFI, 7 MCO. MCO i s=#1 DNS i kR E EHIiZ1T. Machine
Conflg Operator (MCO) AREIEBFERRERGEREE. AN ALERE RGN HERMEL R
IERRBERME,

a. M MCO IfmB2E T M. J¥ <cluster_name> E i /)5& U H(H :
I $ curl https://api-int.<cluster_name>:22623/config/worker
b. NRimRRMIN, HIIENEIDEREE, BREREENEHRD 22623 £iZ1T,

c. J3iE MCO iR 8J DNS 1Lx 28 B ES B F AR B 71 #3915 28,

i. X E X MCO tin R & #ZE1T DNS & :
I $ dig api-int.<cluster_name> @<dns_server>
i. TEMEIIE R EXTOER MCO IP Hilib #4753 @ & i) -
I $ dig -x <load_balancer_mco_ip_address> @<dns_server>

d. %k MCO @& B M bootstrap T mi21T. ¥ <bootstrap_fqdn> &t/ bootstrap 7 sm#
E'—Eélﬁiﬁﬁ%

I $ ssh core@<bootstrap_fqdn> curl https://api-int.<cluster_name>:22623/config/worker

e. RGHTEPET A M AE bootstrap. master 1 worker T7 2R RS, REESDT ARG
%EP;Q%ET]EH*DET]EHH-}? LJ'—]_"{I:III_.\ .

I $ ssh core@<node>.<cluster_name>.<base_domain> chronyc tracking
f. RREIERRBEMME

I $ openssl s_client -connect api-int.<cluster_name>:22623 | openssl x509 -noout -text

7.1.12. RE jF 71 Operator K745

IR LATERZLE RO Operator IR, KEBRA A AB Operator WiZ2Mi#iE, KEFASIN Pending
HEGHIRIR M Operator pod BIHE., J0UEH R pod FiE E’Jgﬁ&}%ﬁ{%

FeREFH
o RMETLUFEAEZR cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0c).

A
1. RERELERN, BEFAS%E Operator #A A,

I $ oc get clusteroperators
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2. BFFRBERTSEMIEBER1ER (CSR) BR e, BETREEE/EAZ N Ready IR, BAEL
&% Operator AIRETTIAHA (WRFNHIER CSR) .

a. & CSREVRT, HBERNINEIERHHHEFEVLSEE Pending 3 Approved R EHIE
AR S5 2R 1A K

I $ oc get csr
I

NAME AGE REQUESTOR CONDITION
csr-8b2br 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pendingﬂ

csr-8vnps 15m  system:serviceaccount:openshift-machine-config-operator:node-
bootstrapper Pending

csr-bfd72 5m26s system:node:ip-10-0-50-126.us-east-2.compute.internal
Pendingg

csr-c57lv. 5m26s system:node:ip-10-0-95-157.us-east-2.compute.internal

Pending

@ =/ iR CSR,
@ R EHIKCSR,

TEARBIH, FHEVSMATERR, EURREIRPEIELS S AER CSR,

b. #5R CSRIZFHRGHA, EERNIMBNIBRIATARFLIE CSR #ALTF Pending K& /5, 15H#E
HESEHEH CSR -

BT CSR B, RIEERVESSRINEIERE—/NTRiEEN
CSR, MERABE—NNR#EEH], IEBFRRE, SN TAREESMNE
Fo WAL ERTAX LIRS, #EERLE CSRE, %28 kube-controller-
manager & B Zhilt# B S8 T mE i CSR,

S FERS AR AP FEA/FZTHERE, ENAEME - B HrEMZR
o, WIS RE—M7EB A kubelet 3IRHHEFHER (CSR) . MREAE#H
HER, ] oc exec. ocrsh #l oc logs S G EmRIN, EN APl RS 2:E
3 kubelet FFEEEIRSIER. 5 Kubelet i sBE REVEMIRER B Z L IE S
#AE, ZAELITEETR CSR, HIA CSR H system: node 5
system:admin -8 node-bootstrapper iR 551K F11R3S, FHAILNT mME
s

o EHUMHLHE, EHXNENANM CSRIIBITUTHS :

I $ oc adm certificate approve <csr_name> ﬂ
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ﬂ <csr_name> & %71 CSR FIF&K A CSR HE TR,

o THLHERTERALIEM CSR, EHZITUTHRS :

$ oc get csr -0 go-template="{{range .items}}{{if not .status}}{{.metadata.name}}
{{"\n"}{{end}}{{end}}' | xargs oc adm certificate approve

3. && Operator E£14 :
I $ oc describe clusteroperator <operator_name>
4. &% Operator 44 Z2 (A FAH) Operator pod KA :
I $ oc get pods -n <operator_namespace>
5. FREUE AL T Running A58 pod BYIE4H R -
I $ oc describe pod/<operator_pod_name> -n <operator_namespace>
6. 28 pod B :

I $ oc logs pod/<operator_pod_name> -n <operator_namespace>
7. BE5 pod ERFEEERBRERN, EEEEMBGRE
a. REVERIIR pod 5 FABIEA FRARAYIEIS -

$ oc get pod -0 "jsonpath={range .status.containerStatuses[*]}{.name}{"\t'}{.state}{"\t'}
{.image}{\n'{end}" <operator_pod_name> -n <operator_namespace>

b. FIHERBHRLITER -

I $ oc adm release info <image_path>:<tag> --commits

7113 MR ZREFHRERE
MRIENRERRFIRM T SSH BH, NATLURERE R KIMREHEIE,

SEMERZTHEFHIREREEL, EaLiERH e wH&%ﬁELﬂZ&&E’JEMQ R
MIEFEZTHERHFIKNEBRR, E#MH oc adm must-gather f5,

FRFM

® 7 bootstrap i1 #25EKHEI, OpenShift Container Platform ZE &K, bootstrap 17 sIE{EIZ
17, FEE SSH 1AL

e ssh-agent HREBHITTEN L FERRE, #EB5 ssh-agent # ML EREFRE THESN
SSH B 5,
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o MMRFATEMEFIEMZEN EREERE, NITESR bootstrap # control plane 17 RBIEER
ElF .,

i =
1. 4EBM bootstrap #1 control plane Hl23 KR LEE HEM RS
o NMREFEALERFEFIEAMEN, HURINTEREEFNER, HTUTHS :

I $ ./openshift-install gather bootstrap --dir <installation_directory> ﬂ

Q installation_directory @& {Ei2 171§ €M E % . /openshift-install create cluster,
b B k8 & R ERFELER OpenShift Container Platform & X 3244,

NFRERFESHEMEN, RERFRREFEXREHNER, ALETRIEEINEH
P it

o MRMEHEAEBEFMEMRN, FIMITERERFNER, HZTUTHS :

$ ./openshift-install gather bootstrap --dir <installation_directory> \ﬂ
--bootstrap <bootstrap_address> \9
--master <master_1_address> \
--master <master_2_ address> \
--master <master_3_address>" 9

%} F installation_directory, i518ERIEIZTHIEENR—BE> . /openshift-install
create cluster, It B3 EREREFUER OpenShift Container Platform & S XX,

9 <bootstrap_address> 2% bootstrap Hl3HE LR E LS P Hil,
mqq:%ﬁqﬂﬂ’ﬂﬁ/l\ control plane % master #1288, ¥ <master_* address> &}

Hx2MREE®K P #il,

FINEE T E=H control plane Hl38. #IFT, FUHFRA control plane #l
2, TREHNEREERTZL1,

oA

INFO Pulling debug logs from the bootstrap machine
INFO Bootstrap gather logs captured here "<installation_directory>/log-bundle-
<timestamp>.tar.gz"

MRFBEOBRREKRMEVZIIESIFF AR, HTE R A K48 B S,

7.1.14. H KR

o MNETMREL S OpenShift Container Platform 2= R A M2 RFEAER, BHEHRET
2.
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7.2. 5 UET mERRIROR

721 BBV RIS, HRERENRE

BEEERTRERIR. HRESSUMTRASE. 54, AR TRLEE

FRFM

o MATLUFAEA cluster-admin B&IAE iR EE,

e B% %k OpenShift CLI(0C).

it
o JSIHEBHMA T RHEMH, REMAL :

I $ oc get nodes

o LZEEKEPREANT KM CPUMANEFFERBER
I $ oc adm top nodes

o LUEREET MM CPU MINEERER

I $ oc adm top node my-node

7.2.2. 1517 5 £ & kubelet 824

if] kubelet A5

BAUEEREERTRERRKE. WREESINTEAR. B4, EBAOTLUIEREANT A L1 kubelet 38

PN

ANY]

FRFM

o ATLUFEAEA cluster-admin A&IAE iR EE,

o AP|IRSGMATLUIESR TE,

e B%% OpenShift CLI (oc) .

it =

1. kubelet BT BN =R LM systemd RS REE,
S HAEE kubelet BPIRAS

a. N7 sRA3) debug pod:

I $ oc debug node/my-node
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p= =1
INRIBTE control plane 7 s _E3iZ1T oc debug, FTLATE

/etc/kubernetes/static-pod-resources/kube-apiserver-
certs/secrets/node-kubeconfigs B kA EIEE kubeconfig X4,

b. ¥ /host Xi& N debug shell FEIRE K, debug pod 7£ pod FH /host qﬂhjﬂiiﬂ‘ﬂ,ﬂ’ﬂ root
XHERGL, FREREN /host, ERILLZTENAHUTRRH S S0 TG -

I # chroot /host

k

-

1517 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 877 m A A 47, Eﬁ@fﬂ: Operator RN FAERBHEN. FEUER
SSH Vi &R BT R, KFMLEH accessed {5, BRE, R OpenShift
Container Platform API K_Iﬁﬁ, =k kubelet FB 3 T m LA IEE T/F, oc
BREMESZRZW, FEXMERT, ATLUER ssh core@<nodes.
<cluster_names.<base_domain> 3151077 52,

c. 17 kubelet systemd RSB ETEL T m LR :
I # systemctl is-active kubelet
d. ¥ E 408 kubelet.service R SR

I # systemctl status kubelet

7.2.3. BT R journal BE&
&R ATERIT SR BE T 289 /var/log & journald H ot HEFE AR B,

FeREH
o EATLUEAER cluster-admin & &5 EEE,
o API RS BIRARTLUER T1F,
e B%% OpenShift CLI (oc) .
o MEBEZHFIEMNB SSH 1 IR,

Y=

1. #&if) OpenShift Container Platform 52877 s kubelet journald £t H&. LA TRAEIEH
control plane 77/ :

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RIBIS RE#: kubelet L &R EM A THE,

2. MEBTT =L /varllog/ THHEFBERKERRE.
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a. KEX /var/log/ FERHMENHEEIR. LLTFRAEIFIHAE control plane 17 s _EHY
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. K% /var/log/ FBEXAMFERE. LA TREHERBRTA control plane 7 Y
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

c. MR API TEEE I, 15EMSSH REFESNTRLEMERE. UTRAIZ
/var/log/openshift-apiserver/audit.log FIE AN A :

$ ssh core@<master-node>.<cluster_names>.<base_domain> sudo tail -f
/var/log/openshift-apiserver/audit.log

2 3

cak

1217 Red Hat Enterprise Linux CoreOS (RHCOS) #J OpenShift Container
Platform 4.9 8T S AR 2, KT Operator KN AL RN, TEIN
6 SSH Vi SEBE T s, T s RFRIC N accessed {5 m, TES 0BT SSH
WE M EIERT, 151217 oc adm must gather F1Efth oc HHEEIIRER
DR R WHIEIE, B2, MR OpenShift Container Platform API A& F,
= kubelet EER T M ETEEE TE, oc BIERSZEIRN, TXFERLT,
AT LUEF ssh core@<nodes>.<cluster_names>.<base_domain> 3ijj[7] 7

ino

7.3. CRI-O B23ia 1T [n] @R FEHEFR

7.3.1. %F CRI-O B2 iz1THB| &

CRI-O 2 Kubernetes IRAE A 21T LI, AT SBRIERKZEERERESHNMIMILR Kubernetes
A%, CRI-O, R#EET21T. FLEMESRHRNIE,

CRI-O B 21T BIZHBEE OpenShift Container Platform S8 s2 L{#FH systemd IR H1TE

B, YHIASRZTRREE, BIEENT RLEM crio systemd BRESEVIRE. MIF R IIZATHT A IRy
T A& CRI-O journald BT A,

7.3.2. 569 CRI-O ;247 BB RE

IRAI LR B NERT 2 EIIF CRI-O 22217 BIZRE,

FeREH
o MATLUFEAEA cluster-admin B&IAE iR EEE,

e B% %k OpenShift CLI(0C).

it =3
1. @BF7ETY s £ #1H debug pod HHY crio systemd RS EEE CRI-0 K.

a. N7 A3 debug pod:
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I $ oc debug node/my-node

b. ¥F /host % debug shell FEIR B %, debug pod 7£ pod F1EY /host F#E#E EHLE root X
B3R5, MRERZN /host, BRI LLZTENATHUTIRERP S ER ZHHIHF -

I # chroot /host
pa -3
1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 £ T m A A%, BT Operator KN KRB EN, TEIL
B/ SSH U RIS R, TREARIRLH accessed 15 R, BE, MR
OpenShift Container Platform APl Ra] [, K kubelet £ BirTi m_EFIEIE

EIE, oc REMZEIRM, EXMIERT, AILUEMR ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7] 77 &,

c. 1 crio systemd [RGSEX T RLERBEEK :
I # systemctl is-active crio
d. HiHEIFEA crio.service R S48

I # systemctl status crio.service

7.3.3. I8%E CRI-O journald ¥t HE

INRIEE CRI-O [J#, BRI LAMT RIKEX CRI-O journald #ItH .

SeRFH
o EHALUFERER cluster-admin & &K HI&EE,
o API RS BIRARTLUER T1F,
e B% %k OpenShift CLI(0c).
e R4 control plane 2% control plane ¥l 23T 2R EEH &,
it 3
1. 185 CRI-O journald 5tH&. LATRBIMATE control plane T (TEEREH) WEBHE :
I $ oc adm node-logs --role=master -u crio
2. MEFET =K% CRI-O journald Bt A :

I $ oc adm node-logs <node_name> -u crio

3. MR API TAEFE TR, A SSHREEFHE, ¥ <node>.<cluster_name>.<base_domain>
B EEMIE -

I $ ssh core@<node>.<cluster_name>.<base_domain> journalctl -b -f -u crio.service
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k

= -

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.9 %Eﬁ? al4E, ©KiTF Operator KN AL EN, FEUER
SSH i RIERET =, H%TT\lﬂjj accessed i5m, 1EZi@IT SSH INE L #R
#IERT, 1HIB1T oc adm must gather f1E At oc R ECIBRE T LURE R R
iﬂli‘Eo B2, R OpenShift Container Platform API Za F, =X kubelet £ B xR
RETEAEE T, oc BRIEFARZRRN, EXFIERT, ATLAER ssh
core@<node>.<cIuster_name>.<base_doma|n> S SRR

7.3.4. 5512 CRI-O 72

a0RIE

BILLF A, A LLFD5ERR CRI-O N 144

T RIEEEM pod LizfT, FHIMLUFEIR :

Failed to create pod sandbox: rpc error: code = Unknown desc = failed to mount container
XXX: error recreating the missing symlinks: error reading name of symlink for XXX: open
/var/lib/containers/storage/overlay/XXX/link: no such file or directory

BITEEIET R EQEFALS, FHI “can't stat lower layer” 1% :

can't stat lower layer ... because it does not exist. Going through storage to recreate the
missing symlinks.

EEBAYNERRER T RN, 17 R4ETF NotReady K.
BEBITHIEHE (crio) TR IEE T1E.

&% f#H oc debug node/<nodenames> 717 R _E/5 3/ debug shell, ENA2RZ1TH LA
(crio) TTEIER TE,

RIBLIT SR LEIR CRI-O T H AR IR,

FoRFMH

it

70

e LIMEREA cluster-admin & &I i 0] £,

B&% OpenShift CLI(oc).

. ET R EER cordon, iX2N T EERET mTF ReadyJﬁ TR A TR 3, HIWH

Status ¥4 F1#77E SchedulingDisabled 5 1 £ #22 F

I $ oc adm cordon <nodename>

LA cluster-admin B B9 HEZE T m

I $ oc adm drain <nodename> --ignore-daemonsets --delete-emptydir-data
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A=
pod = pod Rk HJ terminationGracePeriodSeconds & 1%l 22 4 44 1E BT

A, LEMBIFRINMET 30 %, EFUREFRHNEMNARFTEE L. WM
RILEMEARTF 907, Nl pod IEERIRICH SIGKILL, BIEMIHA L,

3. BT RREN, @it SSH SiERFIEEET R, REEEE root A/ :

$ ssh core@node1.example.com
$ sudo -i

4. Fihf=1E kubelet :

I # systemctl stop kubelet

5. {ZIE&EEM pod :

a. FERALUT@m4SZ1E HostNetwork 3% B 1) pod, B EMEREN], RAel KT
HostNetwork A #9445 3E 4 pod,

.. for pod in $(crictl pods -q); do if [[ "$(crictl inspectp $pod | jq -r
.status.linux.namespaces.options.network)" |= "NODE" ]]; then crictl rmp -f $pod; fi; done

b. {FIEFAEHEM pod :
I # crictl rmp -fa
6. FZIE crio BRSS :
I # systemctl stop crio
7.

TIXERTE, BUUTEERIEN 776

# crio wipe -f

# systemctl start crio

i
8. JaB) crio # kubelet AR5 :
I # systemctl start kubelet

9. AR crio # kubelet BR5/E3), BT =4TF Ready REN, KFKBFEBERFSESIE :

I $ oc get nodes

it N
NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready, SchedulingDisabled master 133m v1.22.0-
rc.0+75ee307

10. [T RIMCHAIEE, HREFAREE SchedulingDisabled I HAKREA T HE :
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I $ oc adm uncordon <nodename>

oA

NAME STATUS ROLES AGE VERSION
ci-In-tkbxyft-f76d1-nvwhr-master-1 Ready master 133m v1.22.0-rc.0+75ee307

7.4. BRG] AR HERR

OpenShift Container Platform 7 RHCOS Lizf7, ErILURIBLLT & REEPR SR /E R UM X B,

7.4.1. KB N ERR

kdump fR55 SIETE kexec-tools 1, BIRH T — ARG MENE., ERILUERXMRSRERILAERN
A, LMEBEHTO.

kdump RS R —MEIARTIIEE. BT ISR HELIE ™ RARSS TR (SLA) 28, BEIHE/ETh
BEAEARE, R HETETNERERE]. XERATIEINEERT LMER M RB i A#HHThEE, 7+
BNSEFL B R GE L.

BRIERAT IR FSEEIRIEE, H5E
https://access.redhat.com/support/offerings/techpreview/,

7.4.1.1. 5 kdump
RHCOS Mt kexec-tools, BEFEEFIIEEF 8E/5H kdump,

P
BUTUL TS B4E RHCOS L5 A kdump :

1 BEFRAKBISHIRPNARTARERERNT, BERALTHGRERNRSEH
I # rpm-ostree kargs --append='crashkernel=256M'

2. WG BB AT ARIGREGE, SUNEBARMMEMRAZRINBAL var/crash i1 E, 54
i /etc/kdump.conf B2 & 14,

A M LUKS BB iE, kdump R3zH LUKS N2 & RO A Hh BRI fF

BXEE kdump RSSBVIERE, 1HEE /etc/sysconfig/kdump. /etc/kdump.conf 1
kdump.conf FM TTHBFR, BXEBHHEBMNIER, 1HSH RHEL kdump XX,

3. /5 F kdump systemd AR%5 :

I # systemctl enable kdump.service

4. ERRY :

I # systemctl reboot
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5. ¥l kdump BI0E T BRI, KA kdump.service ERXINE3IFFIRE, cat
/sys/kernel/kexec_crash_loaded i 1,

7.4.1.2. 75 1 X/3H kdump

kdump RS EENEN T RERFXAKEE, HFEAT kdump LKA, BXERFEE5ERA
7 kdump B354 1T R —EAR, EHBWRERTENT RPEA kdump, £ RF/EA kdump 8
BEMATIE

o RN NERHAKERE TR, ATLLATA RAM B,

o NRZEMERBZN T RAT A,

o RATHEERBELERIN A,

e X7y kdump BRF5RE— BATIN, FAAEHRZEFIMEMEN,

INRIE T 25 A kdump BRZS AR SRBIRSIE, TR LURIEE A IEREELESEHN/E A kdump, SR LAE]
BAEZRHRETEFNVSRHVZSRES, (BERIJLIEESE 1 XK@ MachineConfig X ) systemd H.7T3k
PUTEIEMS B, FEEEMME T SRR kdump, A LLAIE MachineConfig &R, FHIFiZ&E
A Ignition EEE S BIREPERAFEXGESR, NHEAXMNMAER Ignition EBEBEMEZE X
B, 15&I4 Installing = Installation configuration &8 B E LT ",

i =
NEERESE[H ER & 13 MachineConfig X4 :

1. B/ — Butane BZi& X4 99-worker-kdump.bu, FAFEEF /A kdump :

variant: openshift
version: 4.9.0
metadata:
name: 99-worker-kdump ﬂ
labels:
machineconfiguration.openshift.io/role: worker g
openshift:
kernel_arguments: 6
- crashkernel=256M
storage:
files:
- path: /etc/kdump.conf ﬂ
mode: 0644
overwrite: true
contents:
inline: |
path /var/crash
core_collector makedumpfile -I --message-level 7 -d 31

- path: /etc/sysconfig/kdump 6
mode: 0644
overwrite: true
contents:
inline: |
KDUMP_COMMANDLINE_REMOVE="hugepages hugepagesz slub_debug quiet
log_buf_len swiotlb"
KDUMP_COMMANDLINE_APPEND="irgpoll nr_cpus=1 reset_devices
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cgroup_disable=memory mce=off numa=off udev.children-max=2 panic=10 rootflags=nofail
acpi_no_memhotplug transparent_hugepage=never nokaslr novmcoredd hest_disable"
KEXEC_ARGS="-s"
KDUMP_IMG="vmlinuz"
systemd:
units:

- name: kdump.service
enabled: true

£4 control plane 7 s 8/ MachineConfig X &REf, I worker E#: N NI B
master,

g REAKSBERNBEHAKREARNE. IREE, BILURNEMAKRSE.
Q INREMEILNEN /etc/kdump.conf WNZ, 5SS LLERD FH AR HEEK inline F3845 .

6 INREMBINEN /ete/sysconfiglkdump HRE, EE S ER 9 FHHERNHER inline FEB
ﬁj\o

2. {1 Butane £ EECE YAML X4 99-worker-kdump.yaml, S&ERMEA T SMEE :

I $ butane 99-worker-kdump.bu -0 99-worker-kdump.yami

3. EEHXEIERN YAML XHRAFEP, EATLUMER YAML XEEEERERIRZL
MachineConfig % & :

I $ oc create -f ./99-worker-kdump.yaml

7.4.1.3. izt kdump ECiE

BAX kdump BER, 1ES 1 RHEL X AR kdump BCiE BB 43

7.4.1.4. DB L%
BX kdump IS R, 1S RHEL X AEY 9 R B4

%g .
BRI MR RHEL REiHHAT vmceore 2#,

Hth BHR

e 1f RHEL Hi%i& kdump

Linux A% 32 kdump

kdump.conf(5)- /etc/kdump.conf Ee B XA VIBA 1571, SET FHLTRISE RS

kexec(8)- kexec ¥4 SR man page

A% kexec #l kdump BYZLIERIIHE X E
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7.4.2. i Ignition KK

INRTEEEHE, Ignition KK, RHCOS FB|FE X R shell, FALUTHSEIRIUAHER.

it
IZAT AT S RN AR 55 B ST AR

1 iz
I $ systemctl --failed
2. "Wk HEANRGS AT LEZITUTHSERESER -

I $ journalctl -u <unit>.service

7.5. %% [n] AR RS HERR

7.5.1. B0fal e R 4% 4 O

SFERN LR, KEEFLS ML EOLETIE (NIC) MEMNARER, OpenShift Container
Platform FF5 Kubernetes AP| fRZ525:@ 15 #9 NIC H°17 =8| 5K} systemd 12178 nodeip-
configuration.service fR%5 £ ITTRE, ZRFEKEMEE T RENEBIMLED, HE—NERE T HLL
FAF API iR 552589 IP tthilk 89F [ B9 0 4% 42 O #% %875 F SR 04T OpenShift Container Platform i@ifl

£ nodeip-configuration.service fR55HE IEMH NIC [5, ZRFS=0IE
letc/systemd/system/kubelet.service.d/20-nodenet.conf X4, 20-nodenet.conf 3Z{45F
KUBELET_NODE_IP IfE2r 215 8 WARSS AR IP Hhtik,

Y kubelet fRSS BT, B4 M 20-nodenet.conf XEFIEEIMEZ 2/MI(E, FIF IP #iHi% &N --node-
ip kubelet fp51T5 8., EIt, kubelet ARSSEFARME IP Hhlik #5417 = IP Hbtl,

MBAEREFEHRE TEEHHMS, nodeip-configuration.service RS AREAKEER BIEFEAREHN
NIC, TE¥LIERT, oc get nodes -o wide ap 5 HY%iH H#) INTERNAL-IP 7R Al e ERAFET —1
REM NIC,

SNRANEFE T —NFRB NIC S BMLEEFMTRECE R, EA—NRIESRB R LRI Z A
WEIEAN IP ik, UTIIRBE T SRS ERMTREI :

o OE— shell A, LUfAERAT OpenShift Container Platform i@{58Y IP ik, 1EBIAOIEE—
MNEE BT, i /etc/systemd/system/kubelet.service.d/98-nodenet-override.conf,
A B E T4 98-nodenet-override.conf, 5 KUBELET _NODE_IP I EZEXE N IP
ik,

o TEEE /etc/systemd/system/kubelet.service.d/20-nodenet.conf X1, I5ER—BREKE
R BER SRR, 10 98-nodenet-override.conf, XFEMBIB IR 2E B E LA TTIXHTE
20-nodenet.conf Z [5i21T, HEBEZINMELEME,

o (HH shell IAABE—MBREEN R, FH base64 JiGF R, FHEMA Machine Config
Operator fFHIAE B BISTHFRGEEE (40 /usr/local/bin/override-node-ip.sh ) BJ77 5,

e Tf{R systemctl daemon-reload 7% shell IA&IZ1T/5i121T. &AI LA ERENBEEPIEE
ExecStart=systemctl daemon-reload, 1 F#IFf=.

AT & kubelet W% OMH R ERH
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apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: worker
name: 98-nodenet-override
spec:
config:
ignition:
version: 3.2.0
storage:
files:
- contents:
source: data:text/plain;charset=utf-8;base64,<encoded_script>
mode: 0755
overwrite: true
path: /usr/local/bin/override-node-ip.sh
systemd:
units:
- contents: |
[Unit]
Description=0verride node IP detection
Wants=network-online.target
Before=kubelet.service
After=network-online.target
[Service]
Type=oneshot
ExecStart=/usr/local/bin/override-node-ip.sh
ExecStart=systemctl daemon-reload
[Install]
WantedBy=multi-user.target
enabled: true
name: nodenet-override.service

7.5.2. Open vSwitch [A] I FEHERR
& BN —LE Open vSwitch (OVS) [AlEATTHERERR, BRIt REZRERSTHHIILEEELZER.

o

INRIEAHER T R EWBERS, EERETLURUATRE —FMT R LR SREE TR R A EH

N -

E0514 12:47:17.998892 2281 daemon.go:1350] content mismatch for file /etc/systemd/system/ovs-
vswitchd.service: [Unit]

NBFBEFLEEXNETHEL, EETKREBRERE BE50 R,

7.5.2.1. A A2 Open vSwitch B2 5

X F iR ERSPEHERR, AT LUEITESE Open vSwitch (OVS) BESJ, U TREAEEZEEFT L TR 7
4, BREEHSIST RN, BEERHFIREFE.

HAT P ERRBERINE, EaiEkckaiSRERETTHEMBEHER, 1271 #12EE ovs-
vswitchd.service WRAARLE, ERAZEEER, HEENRSE, FREELIEENRBE,
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FeREH
o ATLUFAEA cluster-admin B&MAE iR EEE,
e B% %k OpenShift CLI(0C).

pi% =
1. 7T sJE5) debug pod:

I $ oc debug node/<node_name>

2. ¥ /host 1% &N debug shell FEIIR B R, debug pod M pod A /host AR EHNIEE: root X4
R4, FREFUN /host, BRI LM EHNSIHRGFIZIT Z i HISTH -

I # chroot /host
3. A& OVS ERBI AT syslog 47 :
I # ovs-appctl viog/list
IR RBIEE ZRT syslog &N info BIE B,
it Bl

console syslog file

backtrace OFF INFO INFO

bfd OFF INFO INFO
bond OFF INFO INFO
bridge OFF INFO INFO
bundle OFF INFO INFO
bundles OFF INFO INFO
cfm OFF INFO INFO

collectors OFF INFO INFO
command_line OFF INFO INFO
connmgr OFF INFO INFO
conntrack OFF INFO INFO
conntrack_tp OFF INFO INFO

coverage OFF INFO INFO
ct_dpif OFF INFO INFO
daemon OFF INFO INFO

daemon_unix OFF INFO INFO
dns_resolve OFF INFO INFO
dpdk OFF INFO INFO

4. 87 /etc/systemd/system/ovs-vswitchd.service.d/10-ovs-vswitchd-restart.conf {4/ #)H
Gl

Restart=always
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /var/lib/openvswitch'
ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /etc/openvswitch'
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ExecStartPre=-/bin/sh -c '/usr/bin/chown -R :$${OVS_USER_ID##*:} /run/openvswitch'
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg

ERIEBRAIFR, BEY5IXES dbg. 1*35(3—}:9\3?17, ¥+ syslog: <Iog_|eve|> WEH
off. emer. err. warn. info =k dbg. off H&EJ ST EiefE BEHE R,

5 EFRS :

I # systemctl daemon-reload

I # systemctl restart ovs-vswitchd

7.5.2.2. K ABCE Open vSwitch B2 5
XTFXRF Open vSwitch (OVS) BEA B KEAEDY, ERILUKAE B &L,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

e B% %k OpenShift CLI(0c).

A
1. EARLLLTRAIM MachineConfig X RO — 3, 40 99-change-ovs-loglevel.yaml :

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfig
metadata:
labels:
machineconfiguration.openshift.io/role: master ﬂ
name: 99-change-ovs-loglevel
spec:
config:
ignition:
version: 3.2.0
systemd:
units:
- dropins:
- contents: |
[Service]
ExecStartPost=-/usr/bin/ovs-appctl vlog/set syslog:dbg g
ExecReload=-/usr/bin/ovs-appctl vlog/set syslog:dbg
name: 20-ovs-vswitchd-restart.conf
name: ovs-vswitchd.service

PUT I S 5% L/LEE control plane W[5, EEXMNIRE, HEABKEN worker LIRS E

worker 7 m,

XE syslog:<log_level> B, BH&Z:54 off. emer. err. warn. info 5% dbg, HEXE
jj off & j’(ﬁ?ﬁ)‘ﬁﬁﬁ/u/%uo
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2. NANREE :

I $ oc apply -f 99-change-ovs-loglevel.yaml|

Hth

=

iR
e T f# Machine Config Operator

o MENBEEMRRKE

7.5.2.3. [7x Open vSwitch H&

FEAL TSI TR Open vSwitch (OVS) B,

FeREH
o ATLUFAEA cluster-admin B&IAE iR EEE,

e B% %k OpenShift CLI(oc).

o ZTUTE—®T :

o fFHRARBEKENN oc N ERAK :

I $ oc adm node-logs <node_name> -u ovs-vswitchd
o BERIEBHIMNTRELZRBARE

I # journalctl -b -f -u ovs-vswitchd.service

BT MM — %23 A oc debug node/<node_names &4,

7.6. TROUBLESHOOTING OPERATOR H[r] i

Operator 2 —##T&. ZHEMEE OpenShift Container Platform N ARRFEHAE, BAUBEERN
I B TRRFIABY B, A LUIE OpenShift Container Platform Wi i 482 T1E MR, FARBHER Y
BPRSSERT RS, Operator #i%iT AR TLE M IBAILTFE, FHOF B IR R B shidk T,
BRSFEER" (MBI S 2sg T &nE) .

OpenShift Container Platform 4.9 @35 T —H2I\# Operator, B |REHFIEE TFFAEMN, XLEEHIA
Operator B Cluster Version Operator (CVO) &HIE,

ENEREIER, EA{EA OpenShift Container Platform Web 12484 CLI 2223k B OperatorHub By
M FATERF Operator, ARG, &R Operator IHE—NHE AN MR, HEHTWFLARER, N
FA#2 R Operator B Operator Lifecycle Manager (OLM) #{TEE,

INREE Operator A, 1ERIE Operator TR, fEEEEEARM Operator pod EERIRR, FULEE
Operator BELLHAITI2H#,

7.6.1. operator 1] [ 4R T 2K BY

TR AT s AR RO 2R 8
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#F 70T EKOR SRR

KR ik

CatalogSourcesUnhealthy RF@ETH— DL DB FKIRT R,

InstallPlanMissing ER DT IR R E TR,
InstallPlanPending RN REIT X IEEREH,
InstallPlanFailed TR R & 11 X1 R

EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)
B, Biili%HF Subscription XI5, 2% Operator B Operator Lifecycle
Manager (OLM) &I, ©1 &% Subscription X%,

7.6.2. {§ A CLI & & Operator 1] [FR S

I&A LUER CLI &F Operator 1T KR,

FeREH
o RETLUFEAEZR cluster-admin A& i A & EE,

o B% %k OpenShift CLI(oc).
T
1. FH Operator 1T :
I $ oc get subs -n <operator_namespace>
2. {#F oc describe fp 5% Subscription HR :
I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $E Operator 1T AR 2B H Conditions #f 4. 7ELL T RAHI
#, CatalogSourcesUnhealthy &4 XEVEH false K&, R NFTAER HBRIREEERE :

Bl
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
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EKIL OpenShift Container Platform £2% Operator HH Cluster Version Operator (CVO)
B, ©Bfili%HF Subscription XI5, 2% Operator B Operator Lifecycle
Manager (OLM) &, E1 8% Subscription X,

7.6.3. {8 CLI &%& Operator BXIRIRE
IRETLUER CLI &%& Operator B SRIRAPIRA.

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

o B% %k OpenShift CLI(0c).

Pt

1. ISR EEFPE TR, B0, KLk openshift-marketplace #3422 (6], 1%an 422 (A F
FERESCRMBXIR :

I $ oc get catalogsources -n openshift-marketplace
Bl

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {# oc describe M5 RENE * B RIBEHIFEBIIAS ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace
Bl

Name: example-catalog
Namespace: openshift-marketplace

Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace
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82

Lth

ELEAIRE YD, REMRIMIRSE TRANSIENT FAILURE, IHiRASRT B BREILERER
H R A] R,

3. B OIR B SRRy & 22 (R BN pod -

$ oc get pods -n openshift-marketplace

it Bl

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

EaRZEE PR E RN, fEiZemAZEAGHBFKRUE— pod, ERIEAIRAGI
&, example-catalog-bwt8z pod HIRZ 2 ImagePullBackOff, LHIRASRRAIE E RIRIZES|
BREFE R,

4. {#F3 oc describe S E pod LUKENE Z1F41E & -

¥

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

it Bl
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-
marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn
Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"
Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"
Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

FERImErRAE S, ERHRERRE T BENRSFRGR R Em I AR E. Fla, 3R
SR IE AR EEE R BB K EIUEM registry A,
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Operator Lifecycle Manager #:&F155IR —» Catalog /&
gRPC X1y : EERE

MALE registry 1/j[7] Operator B9 1%

7.6.4. #1f) Operator pod A5
IRE LB &R BE B Operator pod RERE, LT LUK E H#4H89 Operator pod ik,

SoREH
o AELUEMESA cluster-admin & &R 10 EE,
o APIBRFSLIRT AEE TAF,
o B%%E OpenShift CLI (oc) .
A
1. 5 EEIZ4TH Operator, it &3& Operator frRA. ATRAMANZITHEER :
I $ oc get clusteroperators
2. BIHTE Operator #3422 [A] 2 4TH) Operator pod, B % pod R, EESFER :
I $ oc get pod -n <operator_namespace>
3. K4 Operator pod #it -
I $ oc describe pod <operator_pod_name> -n <operator_namespace>
4. fNR Operator MFFEFENT R, NTEZT R EEIH Operator F2RK .

a. T sRA3) debug pod :

I $ oc debug node/my-node

b. ¥% /host 1% debug shell FEIRB K., debug pod 7 pod Y /host FEH EHH root X
B3R5, MRERZN /host, BRI LLZTENATHUTRERH S ER ZHHITHF -

I # chroot /host

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 8T A A%, BT Operator KN AL TN, TEIL
A SSH MR R, TRERFILH accessed 15, BZ, AR
OpenShift Container Platform API R, =k kubelet £ B IR T R EFTIEIE
BILF, oc BIEREZ RN, EXMIERT, TLMER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

c. ST RAFIFEMER, SIEREMKEE pod ID:
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I # crictl ps
d. FIHT R _ERFTE Operator B2MIE R, AT RAIFIH T network-operator F2RHIER :
I # crictl ps --name network-operator

e. 1B debug shell,

7.6.5. L% Operator HE

INRIBE Operator 7], EALIM Operator pod BEFRE LML EER.

FeRFH
o EAELUEMESA cluster-admin f& &I 10 EE,
o APIRFSLIRT AEE TAF,
o B% %k OpenShift CLI(0c).
e &4 control plane 2% control plane 23T 2R EEH &,
iz
1. 5 7E Operator #p & 22 8] FiZ1TH Operator pod, LK pod KA. EFFER :
I $ oc get pods -n <operator_namespace>
2. #&# Operator pod A :
I $ oc logs pod/<pod_name> -n <operator_namespace>

402R Operator pod BEZ 1 Rés, N LSS HE~E—1MiER, HP@asg /I anEh. M
MUARHFENAE :

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

3. MR API TEREEITE, E/ER SSH EEEFE control plane 77 s _E#) Operator pod =25 H
&, I <master-node>.<cluster_names>.<base domain> & )75& &8I 1E,

a. BIHEA control plane 7 s £ pod :
I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{EfIk E 7~ Ready KM Operator pod, HAIEE Pod B, &
<operator_pod_id> &t E—an S Hid A5 HEH Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

c. BIHH5 Operator pod 1 XA :
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$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

d. X FEIKER Ready SKEH Operator B2r, HITHRERRIKSE, ¥ <container_id>
Bl E—Shitd s HIASS ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

e. IMEEMEK T Ready SK5H Operator B2 HE. ¥ <container_id> &y £ — &4
H e P H B35 ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>

k

-

1217 Red Hat Enterprise Linux CoreOS (RHCOS) HJ OpenShift Container
Platform 4.9 & RA A2, BT Operator RN LR TN, FEIN
{8/ SSH Uﬂﬂ%ﬁﬂ, %, RS APRICHN accessed {5 M. TEZ @ SSH
WEIZ M EERT, 1Fi21T oc adm must gather F1Efth oc BEEEIIEE
DR R HEE, (B2, R OpenShift Container Platform API T_JFH,
2k kubelet EEMRTT m ETEEE T, oc RIENSZEIZM, EXMERT,
" LUFEH ssh core@<nodes.<cluster_names.<base_domain> 3 i/[7] 77

ino

7.6.6. 2 [ Machine Config Operator BhE#HE| 5

% Machine Config Operator (MCO) #H{TECERE AN, Red Hat Enterprise Linux CoreOS (RHCOS)
WHEETREEREREN. TREBRREENIERFIM, RHCOS TREEENERE, MIFCEHRY

1=
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UTERT AT mEHEIF
e 4 MCO RMEBILTEMERN, EREAHFERER T RBVER TN AR

o 7EHZRELEM spec.config.passwd.users.sshAuthorizedKeys S+ H X
SSH B,

o 7t openshift-config fp % Z2[A| A B L /F pull secret 3 pull secret,

o Kubernetes API Server Operator B #4254 /etc/kubernetes/kubelet-ca.crt
WERIA MM (CA)

e I MCO ilIZI% /etc/containers/registries.conf TR RN, NN SnkE
ImageDigestMirrorSet =% ImageTagMirrorSet X7 &, ©aBFZEM MM R, N
AESFHICHICE T R, TREERRLELTEN

o IBINT— registry, TWENEBNEBE (mirror) KET pull-from-mirror =
"digest-only" ¥,

o IINT—E& (mirror) , HWHEE—1 registry FiZER pull-from-mirror =
"digest-only" ¥,

o 7 unqualified-search-registries FI&RFRINTI B,

#= MCP B LE MCO TEXREKM T R LN FAEMEE RN, &1 MCP A" LARG IEEA B

SIFCEGRIIE B B KRB T =, 23E B 3010 kube-apiserver-to-kubelet-signer CA
iE#, INR7TE kube-apiserver-to-kubelet-signer CA IE i #1H MCO 2 B &L TIEF
i, MCP & {®, EXRRETYEMN MCP BT RMAFIET, X25FHE oc v h

W, SIEFEEARFRTF oc debug. oclogs. oc exec # oc attach, 1EE{E MCP KN 1%IEE
D, BEFMZEFE kube-apiserver-to-kubelet-signer CA iEFid #if0 (0] @, BINFERERS
[ R =,

FCAIEPREBREHEEM 202 REMK, HEBIZBHEEMN 365 XEMR, ERET
—/NBE CAIERRE, 5 Red Hat OpenShift 4 9T ## CA IFBBEENEET

7.6.6.1. i AIZHIA 2 M Machine Config Operator HZIE#H B 5

77 EEFRXT Machine Config Operator (MCO) FRMHIEBUER N A BRI FRMT, EEILUERA OpenShift
Container Platform Web $E#| &{&A B EM (MCP) , LARSIE MCO TEFRAN AR 17 s (TR
W, XEFFIEEMEERET MCO BEfdia—HoMER,

pa -3
B2 A% ZNE % 2 Machine Config Operator BZIE#H5| 5 M E.

FeREH
o METLUFEAEZS cluster-admin A& i A& EE,

iz
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T EHBCHE =B MCO B EHSIF -
o HIZEINEIFILRE :
1. LR A cluster-admin A &M A 7 519 &K E| OpenShift Container Platform web $£HI&,
2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools T{E®, =i master 5 worker, EFERTFEEL{EZEHEISH
TR

4. 7 master = worker TUE®, = YAML,
5. 7 YAML &, ¥ spec.paused FEXFEHH true,

MachineConfigPool &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool

spec:
paused: true ﬂ

ﬂ ¥ spec.paused FEXEFH true LLEEEFHE| T,

6. BXIE MCP 2B E2H1E, 15REIEI MachineConfigPools 11,
7£ MachineConfigPools TIE ™, &S MCP k& T Paused 5If 7y True,

R MCP EE = A FL B {E, Updated 3174 False, Updating J False, 2
Updated &y True B Updating 4 False i, RF&XERFLEMEN,

BF

MRBERHATHEN (Updated 1 Updating FEXERE False) EIUER
RFAE—NMEFEORTER. FAUTSRICHE a5 5018, UNA
E—REREHPAHER,

o EUHEE{=EIEIFIE !
1. AR A cluster-admin A& A 7 519 &< E] OpenShift Container Platform web $I&,

2. = Compute —» MachineConfigPools,

3. 7£ MachineConfigPools TIE®, =i master 5 worker, EFERTFEEL{EZEHEISH
T R

4. 7 master = worker TUEH, m= YAML,
5. 7£ YAML /1, ¥ spec.paused FEXFE#/ false,

MachineConfigPool % &Rl

apiVersion: machineconfiguration.openshift.io/v1
kind: MachineConfigPool
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spec:
paused: false ﬂ

ﬂ ¥ spec.paused FEXEHH false LLRITESS,

v pa -

BT BUHEE MCP, MCO NAMBEEMEN, RIFEFEES Red Hat
Enterprise Linux CoreOS (RHCOS) .

6. BXIE MCP 2B E2H1E, 15REIEI MachineConfigPools 11,
1£ MachineConfigPools TIEA, RIEAH MCP k& Paused 7/ False,

fNR MCP IETEN REMFLIERED, Updated 74 False, Updating 7% True,
Updated 7y True B Updating & False i, RaBEH#ITEMEN.

7.6.6.2. f#if CLI M Machine Config Operator HhE#H 8|S

77 BEFEXT Machine Config Operator (MCO) FRMBIEBUER N A EBIFRMT, EEILUERA OpenShift
CLI (oc) FkiEtaMzsBcE M (MCP) , LABSIE MCO TEBRN A 17 s T EM BN, X5 IEE{TE
EEF MCO BEHTiE—EONERS,

% e
. BB EZ/NEX 2 Machine Config Operator BZ1E#3| 5 M98,

FeREH
o ATLUFEAEA cluster-admin A& iR EEE,
o B% %k OpenShift CLI(0C).

e
ZYEHECHEEEE) MCO BHEHBIS -

o HERDEIFIIIE :
1. %7 MachineConfigPool B L 7R, ¥ spec.paused FEIXEN true,

Control plane (master) Tim

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/master

Worker i s

I $ oc patch --type=merge --patch="{"spec":{"paused":true}}' machineconfigpool/worker
2. $UEMCP BREBEHE = :

Control plane (master) Tim
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I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker 7 s
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'

oA

I true

spec.paused F& 7/ true, MCP 1%,

3. BE MCP 2E BRI

I # oc get machineconfigpool
it |

NAME CONFIG UPDATED UPDATING
master rendered-master-33cf0a1254318755d7b48002¢c597bf91 True False
worker rendered-worker-e405a5bdb0db1295aceal8bccal33fa60 False False

N3 UPDATED 7%l2 False, UPDATING J False, NE#FLEHNEN, % UPDATED H
True H UPDATING /i False i, AR IBHEN, £ B4, worker T mA RIS
{b. control plane 7 SR B AIFLEHER,

BF

MRBHAHTHER (Updated 1 Updating FEXERE False) BIER
RAE—NMEFBEORTERS. FRAUTSRICEE a5 538, UNA
E—REFEBHINRER,

o EUHE =B85 :
1. EE#T MachineConfigPool B7E X iR, ¥ spec.paused FEXIXZE N false,

Control plane (master) Tim
I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/master
Worker 7 m

I $ oc patch --type=merge --patch="{"spec":{"paused":false}}' machineconfigpool/worker

N

@it BUHEE MCP, MCO NAMAEFIEY, RIEFZE/T Red Hat
Enterprise Linux CoreOS (RHCOS)

2. WIEMCP BEEEUHE = -
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Control plane (master) T7m
I $ oc get machineconfigpool/master --template="{{.spec.paused}}'
Worker i s
I $ oc get machineconfigpool/worker --template="{{.spec.paused}}'
Kt Bl
I false
spec.paused FE& 7y false, MCP #EUHE =,
3. fAE MCP BREERFVIEMEN :
I $ oc get machineconfigpool
Kot Bl

NAME CONFIG UPDATED UPDATING
master rendered-master-546383f80705bd5aeaba93 True False
worker rendered-worker-b4c51bb33ccaaebfc4abas False True

ISR MCP IEfE N AR IERE, UPDATED %15 False, UPDATING 57y True, ¥4
UPDATED § True B UPDATING 5y False I}, &BH—4$mMEN, £ LHIA, MCO IEHE
B3 worker 77 &,

7.6.7. RlIFTRICEL]

1E Operator Lifecycle Manager (OLM) 1, NREITRBZS|BMLZ R IEDT BRI Operator,
& 5] LATE openshift-marketplace fp# 22 [A] R B B LU R SR BVE L -

it la Nl

ImagePullBackOff for
Back-off pulling image "example.com/openshift4/ose-elasticsearch-operator-
bundle@sha256:6d2587129c846ec28d384540322b40b05833e7e00b25cca584e004af9a1d292e"

it el

rpc error: code = Unknown desc = error pinging docker registry example.com: Get
"https://example.com/v2/": dial tcp: lookup example.com on 10.0.0.1:53: no such host

R, TTHSEFXNRBCUAE, Operator TiEREZLSHFA N,

e LGRS HBRIT R, SREFARSSARA (CSV) REAMAE XN RERIFTRWBIT R, EFHOURIHE, OLM
KEHRE Operator WIEFARA,

FoRFM
o BEHE—DRMEITH, FTEHERTREY]MIBHA L ER.
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o CEINT LAY F IEFAR IS 2B,

1. MZ% Operator B9y % 22 (7] X EX Subscription #1 ClusterServiceVersion X REI & :

I $ oc get sub,csv -n <namespace>
HiH Pl
NAME PACKAGE SOURCE CHANNEL

subscription.operators.coreos.com/elasticsearch-operator elasticsearch-operator redhat-
operators 5.0

NAME DISPLAY VERSION
REPLACES PHASE
clusterserviceversion.operators.coreos.com/elasticsearch-operator.5.0.0-65 OpenShift
Elasticsearch Operator 5.0.0-65 Succeeded

2. THIBRITIS -
I $ oc delete subscription <subscription_name> -n <namespace>

3. MHFREREFAR S hRA

I $ oc delete csv <csv_name> -n <namespace>

4. 7% openshift-marketplace &p 4 22 [F] IR EX A A SR IAS V1 B9 & FRFNAE K EC B PR &Y

I $ oc get job,configmap -n openshift-marketplace

it N |

NAME COMPLETIONS DURATION AGE
job.batch/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb  1/1
26s 9m30s
NAME DATA AGE
configmap/1de9443b6324e629ddf31fed0a853a121275806170e34c926d69e53a7fcbccb 3
9m30s

5. MHBRVEL -

I $ oc delete job <job_name> -n openshift-marketplace

XA AR 2 B TD A VT R B B AR B Pod R B0,
6. MPRECERRSY :

I $ oc delete configmap <configmap_name> -n openshift-marketplace

7. 7E Web #%I& F{FH OperatorHub E# %% Operator,

o1
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o MERBEMINEHFRE Operator:

I $ oc get sub,csv,installplan -n <namespace>

7.7. 27 POD [A)i

OpenShift Container Platform | f Kubernetes B pod #:&, ©E2HREHMBEER—FEHNLBH—I=ZHD
s, pod EHETE OpenShift Container Platform 4.9 £ Y. HEMEEBM&/IVTEH T,

HEEXT pod 7, ERSRETRLEIZIT, BERRFRY, HNEISHMERLE, REREIREA
4, Pod AITE:RHSNRE EMIER, UEDFEBR,

BHHEEKRRE pod HILAIEE pod BIIRE. MRA 4% pod t4FE, 1EMER pod BIEHRIRAS LR FI4E E B K.

B pod ML, RFHIRASEPIOMBIERE. EF pod FHHBUR pod MIAHBERER.

B 1R S THIZ1TE pod, ZiiRIE Pod HIEREEEB/S 512 A root IR REYVE I pod FE B2 HFIH]
5

7.7.1. T & pod IR IRE

pod KIGRE ZXEIRIKS, A7E oc get pods 4 # status FEXHFMERE], Pod R EREHER
%, BRI LHEXHBE,

THRERHT pod HHRR TR EHRIIR,

& 7.2. Pod BRI
Pod B5i%4K A ek
ErrimagePull B ARG RE R,

ErrimagePullBa  F&FRKNL
ckOff

Errinvalidimage  f8EHKAFTRTH.
Name

Errlimagelnspec &R ESERD,
t

ErrimageNeverP  PullPolicy % &% NeverPulllmage, BirE&&BERhEE,
ull

ErrRegistryUna %22 M registry IOREE&T, SHILHTTP £5i%,
vailable

ErrContainerNot {8 ERREFAM pod FARFIESHKH kubelet B,
Found

ErrRuninitConta &2 #1181L KM,
iner
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ErrRunContaine
r

ErrKillContainer

ErrCrashLoopB
ackOff

ErrVerifyNonRo
ot

ErrCreatePodSa
ndbox

ErrConfigPodSa
ndbox

ErrKillPodSand
box

ErrSetupNetwor
k

ErrTeardownNet
work
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sk

pod HAZRER R BRI,

%A pod FIRARAINZ UL,

BREAL L, kubelet FARRHAEERE.

BRHHEERZIXEA root TRIZTT,

Pod WREIBZRA M,

pod S FER A BINFLE,

ML RDIR 1L R

P48 2% 1k 2RI

7.7.2. 10& pod K&
fRET LATE 1) pod R ASFNEHER S, I A LI pod X BB, HEEEME G A,

FRFH

o ATLUFEAEA cluster-admin BA&IAE iR EEE,

e B%% OpenShift CLI (oc) .

o BEET skopeo,

ff

L=

S

1. tIHLEITR -

I $ oc project <project_name>

2. P TEAR R ZEE HIZITHY pod, LK pod K&, MR, BEFER
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. BERRE

I $ oc get pods

\]

FHEEHNELESTE :
I $ oc status

MRGBBEFABELEEE, it aERERERTMEMEIERSIRA.

. REMU b T ARERER

I $ skopeo inspect docker://<image_reference>

. INREMBGRSIATER, FEFRMERESTHEIA -

I $ oc edit deployment/my-deployment

. HEEBREREN, RENBIERIE, EHEIEPE Watch pod BPRT, LUATEIX AN A

=LEHER

I $ oc get pods -w

. REMEBERFNEY, UTHS pod KEXHZEIER

I $ oc get events

7.7.3. KTL\ pOd iﬂ]‘@“%ﬁ HE

12171«/{1‘/\75'? pod %Dé%ﬁElu_.\, J«X"‘E’—j—-iiﬁ pod RMABXMEEMEIHR. RIBREEFLRHAM, pod

FRFH

94

e LIMEREA cluster-admin & &I i 0] £ 8,
API BRSSAART LAIE & T/,

BZ& % OpenShift CLI (oc)

. HHRFE pod WA :

I $ oc logs <pod_name>

. B pod FRFERSNEE :

I $ oc logs <pod_name> -c <container_name>

FHRIEM oc logs fa S FTKSHI B SR A% El pod kAR stdout BIfE BHM.

. 17 pod B9 /var/log/ FEEMEE.



a. FH pod A /var/log FRFESHIEESXHFF B ¢

I $ oc exec <pod_names> Is -alh /var/log

b. &ifl pod # /var/log FFTEFFE BE XX :

I $ oc exec <pod_name> cat /var/log/<path_to_log>

c. FIBKFERSN /var/log FEBEMBEEXHFFBX ¢

I $ oc exec <pod_name> -c <container_name> Is /var/log
d. HiHEERBTH /varllog PRAISHEEREXXH :

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.7.4. 17 17;297#] pod

B 7 = HEEHRR

&R LOEILTE pod FFTIF shell, 0@idim O ZRERML T, kEhSEEBEEZITH pod.

FeREH
o ATLUFEAEA cluster-admin A& iR EE,
o APIRSSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. MBS EEE M pod WIE, XEHEM, EN ocrsh MSAXZFEFFER -n;

Ze[H] :
I $ oc project <namespace>
2. BB pod BIILFE shell:

I $ oc rsh <pod_name> ﬂ

IR E

ﬂ IR pod EZ1NE2, BRIEFEHA -c <container_names> I5E T — 1 &2, &l oc rsh &%

INERE—1TBE.

3. JAEIZE pod FHFFER R —NZTE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. AIB— MmO L RIEE pod EBIHO -
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYH O & &1F,
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7.7.5. 551 EA root I AT PRH debug pod

BRI UEF—NENHM pod BEHMEBLE, HNEBERVFTIRE debug pod, pod A @HE A
FE root fUFRIZ1T, (EIZFTEAIMAT root Y pod HATEIFEHRRIT R EFERRE A :

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
o APIRSSMARRILUIEE TIE,

o B%Z OpenShift CLI (oc) .

Pt =
1. RIE—NEEEENEA root 1i[RABREY debug pod.
a. RERUIBEE R

I $ oc get deployment -n <project_name>
b. RIELREH T AE root IERMI debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFEEERESNES root 15IAIFRA debug pod.
a. IV EERERE R -

I $ oc get deploymentconfigs -n <project_name>
b. IRIFHERE, FA root fR/EEN debug pod:
I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

& B LU -- <command> MiNZEIRTER oc debug a5, LAETE debug pod FIEITH
NG, MARIZITRER shell

7.7.6. X EHE pod #1AE, M pod MAESFHEH
AT LU SR HIE] pod UM pod B, DU E B s RE KR B,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,
o APIRZSMARRILUIEE TIE,

o B%%k OpenShift CLI (oc) .

it
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1 XX HEHIE pod:
I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ AR T, MR pod REIE—PEER,

2. M pod EHI3H4 -
I $ oc cp <pod_names>:/<path> -c <container_namex><local_path> ﬂ

@ AR T, MK pod REIE—PEER,

% i
E{f occp ERELIF, BHARIE tar,

7.8. %f SOURCE-TO-IMAGE # 1T = HER

7.8.1. Source-to-Image #FEHERRREE

Source-to-Image (S2I) 2 —MAFHETEE £XH Docker RABRFENIE, ©EIFNBAERR
RIGEABRRGR, FILRFHEERERTREINZITNGSR. FRGME 7T MG (WER) MLWEN
o
TIATE S21 R IEE L £ AIE, EAUMERSLUT S2I B ERHEXM pod R :

. EMBREME, MWE pod AT MEMBHRIIN ARRFERARE RN AREFRRH R,

2. EMERENER, #BF pod ATMIREEN RITEIIN AEF B RTEELN AR pod.
E8E pod MREEHM TR, MARSHMEEE, MBEEEWREERE TR,

3. 7£EE pod BN AR pod la, N ARFHETREREZITHNBRR pod R4 %, Hlt0, BN
N FBRERF pod 40F Running X775, NAREMT HEATEERSMTIEE, EXHHERT, &
LUK RIETEZ TN AR pod, LUAE pod RBIN AR,
WX S21 AT ERBEBERRAT, TEIRIBIX N RBGIRE -
1 WS, EREBAIN ATER pod K&
2. ME A KRR S21 #HFRH B

3. BESKRMH B B AE

7.8.2. 185 Source-to-Image KR
S2I TERINFZ1TH8 pod #EBE pod. EBE pod fi STIRIEIIEEM QIR N AR 2 HRERE N A

2R pod. MEITE, BREBEFIN AR pod KA, LFEE S2I i HMEL EME, RE, EREED
T 254
FoRFMH

o TATLUFAEA cluster-admin B&MA iR EE,
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o AP|IIRSGSMATLUIESR TE,

o B &% OpenShift CLI (oc)

ik
1 EEA S21 IR EE pod KA, LAFRAETEWEANIER & £ BFE -
I $ oc get pods -w ﬂ

@ &P -wkiEpod REALIE, BEIEMER CirlsCRBEHSR,

2. 1% pod KNI HE LU H IR,
o MEME pod kM, HKEEME pod WA :

I $ oc logs -f pod/<application_name>-<build_number>-build

v pa -3

F4, EELMERA oc logs -f be/<application_names k& B EE BN H
& MERENBAESIERBEIE pod WA,

o IMNRELE pod KM, HEEIE pod WHK :

I $ oc logs -f pod/<application_name>-<build_number>-deploy

pa Y=

A, BT LUER oc logs -f be/<application_names> & EEEER B H
Ho MWIRVESMERE pod FiE B&, BEEIEBE pod BIh5EM N LE, HIRIEER
ZE pod B EIZ1T, MEMHEEBN AR pod WHE, EE pod 5T

&, {hEL&1T 21T oc logs -f pod/<application_name>-<build_numbers-
deploy KR EBE.

o MRNHARER pod KM, HENARFEAMHMEELZITRNARR pod bk %, HE
EN R pod WAE :

I $ oc logs -f pod/<application_name>-<build_number>-<random_string>

7.8.3. KN AP 2 MR AR E N AR R

RIS AT RIS TRIN AR pod A4, EXLEERT, EAIUMEAUTRIERRLSMES :
o MIESRAIRF pod AXIEMH,
o HENMRE pod WA, GIFFEH OpenShift Logging EZRINEE MK TE N FIFERF B AT
o NEMNARMIANABRFENE, HINARFSBRPSTIHMIE,

FoRFMH
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o ATLUFEAEA cluster-admin A& 5N EE,

e B% %k OpenShift CLI(0C).

1. S SHREN AR pod HXBEH., LUTFREIKFES my-app-1-akdlg BI5 FRT2F pod IS
15

I $ oc describe pod/my-app-1-akdig
2. TeERN TR pod WEE :
I $ oc logs -f pod/my-app-1-akdig

3. HETEZITHN ARRER pod FEFRFEHE. X&EE stdout BIHEH OpenShift Logging 142
”&% #@EEJ: F'F'-I—JE’J$HUII:EI|:F' LIFE 1@/\1@% ?/Xﬁﬁﬁégu stdout E’JEIL;\O

a. MNRNBAEFHEATLUE pod HAREHE root I RAIIER TRl LLH TR, RN T A4
iEE/L;\I{¢

I $ oc exec my-app-1-akdlg -- cat /var/log/my-application.log

b. MNRFBZE root FINRFREEENARFER, EAILUSIESA root IRM debug &B2s,
REMNBRANEEBEXH. MITEH DeploymentConfig XT%QF’EJJ debug &F#3. pod A
BEFEAIE root FURZ1T, Bi21TEAIEN root BEFAY pod 4T EXFEHERRA 1V 25 7] FAsS
REA:

I $ oc debug dc/my-deployment-configuration --as-root -- cat /var/log/my-application.log

pa Y=
INRIEZTAER -- <commands FJoc debug

dc/<deployment_configuration> --as-root, A LL7k1§ debug pod WA
root I FREI—DNEZIR shell ,

4. LR AN AR FEE FHET B ED shell WM ARFRBHZT2ITE,
a. ENARFASLE—1MRERN shell:

I $ oc exec -it my-app-1-akdlg /bin/bash

b. £ shell R EFHAXNAN AEFIIEE. Hli0, BRALLZITRSHNAORGSHUELER
RiE, EEHFIRNHIEL S21 HRERN ARFARA, EEMGSITIIHENR.

c. IBITASRFBNIZE IS,
pa -3
BT — LB ZHEI SR E root IR, EXEFERT, MALLBITET oc
debug dc/<deployment_configuration> --as-root, #R#EH 1K pod A

DeploymentConfig *f RE5)— 7 A root Vi[AIIXPRAY debug pod. A,
& B LLM debug pod A LA root FA FF &332 1712 i Z 3l U
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5. MRABBHEEZE ZHEIXH, ELUER nsenter EA A6 & 22 (A HZ 1T ENBIIZ R Z i
H3t, UUTFEBE—DBHRNDEZEFRFIZIT ip ad, FERAEIHE ip =R,

a. EEWHTREHA— debug Rif. HFTRELHFIEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

b. ¥% /host 1%/ debug shell FEIR B K, debug pod 7 pod ) /host FREEEH EHH root X
HXR5, MIRBFEEH /host, EALLEZTENAHITHREDSEM ZFHHIEF -

I # chroot /host
pa -3
1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Container
Platform 4.9 £ T S AR 2, BKHITF Operator XN AL RN, FEIN
B/ SSH U RIS R, TRIEGKRIRLH accessed 15 R, BE, MR
OpenShift Container Platform API "a] f, K kubelet £ BT m_EFIAIE

EIE, oc REFMZEIRM, EXMIERT, AILUER ssh core@<nodes.
<cluster_name>.<base_domain> 3 ijj[7]77 s,

c. WEBASRID:
I # crictl ps

d. MERRNHIE D, EXRHIF, BIA D 27fe32346b120:
I # crictl inspect a7fe32346b120 --output yaml | grep 'pid:' | awk '{print $2}'

e. EASHRMEBZENFZITipad, FEAEND ip ZHEICIE, AOIER 31150 /F B SHRNHTE
ID. nsenter ea Gk A BRI R RIFHERBERPZITRS, BAARGIFREERH
BRI BE0HRE D, Frllip ad (e B EENMEER6G RZE R AIZTT -

I # nsenter -n -t 31150 -- ip ad

i
G

RAEEGRFENAS (M0 debug TTR) B, FREERSBHGRERPIZITE
B2 i IR,

7.8.4. HAh FIR
o MFEAX S2MBRERMMWEZHEMER, 1HS M Source-to-Image (S21) I,

7.9. 1 M| B P HE R
7.9.1. RS MR

U7 s BRSNS BN K AT, TR & AT s EDE M INAY ReadWriteOnce(RWO)E, LAE# I EE B 75 — 17 s £ #Y
pod .
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B2, AOTEETEFT T b3, R R mm JT A BN IR 45
& 7 — multi-attach 5% :

it

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTEREAARC—

o (M RWX &E AL MMHE,
W F RS EAFMERR R AR BT LUER ReadWriteMany(RWX) & LABS 1E % M INE 15,

o fHA RWO B, k& s BREXFE T
X FARZHEF RWX BI7ERE, 30 VMware vSphere, 28N {E A RWO %, B2, RWO BT A E
E 2 NRED =W =N

INREBEH A RWO BRZMAHEIRER, 158 BITE R A ARIREY T = EMIBR pod, LLEEFEX
RITENEPNBIEERR, PIEMRMEISEAESH,

I $ oc delete pod <old_pod> --force=true --grace-period=0

Mo RTE 6 DERMERG T X ARG =R LS,
7.10. WINDOWS & 28 T {F fi 2% 0] B s FE HE R

7.10.1. &% B %% Windows Machine Config Operator

INRB5EMK T ZZ& Windows Machine Config Operator (WMCO) B9i4#2, {B Operator —BELF
InstallWaiting [ B, [m& =] 682 B 0 4% (A RS R Y

WMCO E3KEH OVN-Kubernetes Egi& OpenShift Container Platform & RS M4, WMCO 1E%
REMBHIER TRETRRE TR, XREESMRERS (0OS) M OS ZHAEMT RS &EN, X
WM SRR =TT,

MEESER, HSHARERAMLE,

7.10.2. 18 &1+ 2 Windows HlE2 B NITET R

Windows #l2% B NIt E T mMERABERS, HERBM&ETEZINE Windows Machine Config
Operator (WMCO) Hi&,

FoRFM

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,
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ZITEL T a3k IS WMCO BiE -

15
$ oc logs -f deployment/windows-machine-config-operator -n openshift-windows-machine-
config-operator

7.10.3. iJj[n] Windows 7 &2

Windows 7 m ;A& {# F oc debug node @511 ; fa DR B IZL T m L2 TR pod, {H Windows iAF
FHEIXA pod, ALUMFEA SSH 8% Remote Desktop Protocol (RDP) /i[i] Windows i s, FifhAEERE
E—/SSH &2,

7.10.3.1. 8 f SSH 1/i[7] Windows 751

fZ R LASE R SSH VilA] Windows T 5,

FRFM

e B Operator Lifecycle Manager (OLM) %% T Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows #2855,

o (KB cloud-private-key secret A {8 FABI A HH LA Ik O 3R S BEAS f5 FR B BRI EY ssh-agent,
RN, FHICEEFERAEBM ssh-agent FMIFREH,

o B f# M ssh-bastion pod E#E Windows 7 s,

N/

o ZTLAT a4 iR Windows 78X :

$ ssh -t -0 StrictHostKeyChecking=no -0 ProxyCommand='"ssh -A -o
StrictHostKeyChecking=no \

-0 ServerAlivelnterval=30 -W %h:%p core@$(oc get service --all-namespaces -I run=ssh-
bastion \

-0 go-template="{{ with (index (index .items 0).status.loadBalancer.ingress 0) }}{{ or

.hostname .ip }}{{end}}")' <username>@<windows_node_internal_ip>

EESHENFEA %, 0 Amazon Web Services(AWS)# Administrator =% Microsoft
Azure B capi,

@ BETVRMNEIP i, FRITETUTAYRL AL -

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\
(@.type==\"InternallP\"\)].address}

7.10.3.2. {1 RDP iJi[7] Windows 7 &2

&7 LAE A Remote Desktop Protocol (RDP) /i[a] Windows 9 5,
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FRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MMBENIET Windows 255,

e (KB cloud-private-key secret A {8 FABIZHH LA Ik O3B S BEA) {5 FB B B BRI EY ssh-agent,
ZE&EN, FHILEEEBEM ssh-agent FfffIBREEEH,

o B f# M ssh-bastion pod £ E Windows 7 s,

it =

1. IBITLLUT S IXE SSH tunnel :

$ ssh -L 2020:<windows_node_internal_ip>:3389 \ ﬂ
core@$(oc get service --all-namespaces -l run=ssh-bastion -o go-template="{{ with (index
(index .items 0).status.loadBalancer.ingress 0) }}{{ or .hostname .ip }}{{end}}")

$ oc get nodes <node_name> -o jsonpath={.status.addresses[?\

ey
@ RIS IP i, AEILETU T ANRLIIL ML -
I (@.type==\"InternallP\"\)].address}

2. TEAEBY shell f SSH E| Windows T s, FiziTU TS AP AUIESBN :

I C:\> net user <username> * ﬂ

ﬂ IRESHNEAF %4, 10 AWS B Administrator 5 Azure B capi,

IR R BT LA A RDP & F 1T localhost:2020 i2#21)5 7] Windows 7 5,

7.10.4. 7 Windows A 25 i85 Kubernetes T m A&
Windows B2 BEILTEE Linux BB FICTEARE, Windows T{EMEM Kubernetes T st B R EVIARIE
HiZE C:\arllogs B, EIt, E@4IMIZEBFHIKE Windows TR B,

FRFM

o B f# Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,

AR
1. &7 C:\varllogs FHFIEBXHEERR, HoiTUTHS

$ oc adm node-logs -I kubernetes.io/os=windows --path=\
/ip-10-0-138-252.us-east-2.compute.internal containers \
/ip-10-0-138-252.us-east-2.compute.internal hybrid-overlay \
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/ip-10-0-138-252.us-east-2.compute.internal kube-proxy \
/ip-10-0-138-252.us-east-2.compute.internal kubelet \
/ip-10-0-138-252.us-east-2.compute.internal pods

2. WHAENUERARENSSIHBEFRINXHHEFTRPBEXMH, FN, EEE kubelet B
&, WEIEITU TS :

I $ oc adm node-logs -l kubernetes.io/os=windows --path=/kubelet/kubelet.log

7.10.5. J‘I&% Windows ﬁﬁﬁ*zf%ﬁz E TN
kubelet logs s _£H Get-WinEvent shim & F§F M Windows Hl28 &N ARRFSEHHEE,

FoRFEM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO)

o MBI T Windows Hl235,
i
° EWEFﬁErFH*Er H /L,\IEEZKLEU Windows *J-L%%J:Bg%'ﬁ: H IL,\E’J E iChy 'LH ?i' :
I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal

{5 oc adm must-gather 5 H &N TR @S,

A LORIT R -u SR EENRS KR EXBEHHENEE Windows N ERREFHEHE. 4l
i, EAILLEITUL TS I EE docker runtime BRSHIRE :

I $ oc adm node-logs -l kubernetes.io/os=windows --path=journal -u docker

7.10.6. ) Windows & 23145 Docker HE&

Windows Docker iR A8 B E R L HIE stdout, MaitkE Windows WEH#RAEH, EIUEE
Docker EHAE, LUAEMRIAJHE Windows Docker BRS53E& B A 0] &,

FRFM

o B f#M Operator Lifecycle Manager (OLM) %% Windows Machine Config
Operator (WMCO) &

o MMBENIET Windows 255,

it

1. SSH EJ Windows 1 s F i A PowerShell:

I C:\> powershell

2. iIBITLL TRk EE Docker HE :
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o8 7 & SRR
I C:\> Get-EventLog -LogName Application -Source Docker

7.10.7. EftHTIR
e Windows FESHIBIEHEMR
o HERAT A G IRy (5]
o FF Windows #IFEHEIRHI Docker

e Windows ABYE I, Kubernetes [A] &

7.0, A& S 2R ]

OpenShift Container Platform @F— MR E. MRENBHREHNINIZEHEE, ATFREROTEAA
f#, 7£ OpenShift Container Platform 4.9 /R, SREFEIR G o] LULFE M N A P E LRI B 5 B IR,

IMRICBE ORI A, HE Prometheus JEFE T KEM A ZE(H, NIEHRERULT S HRE,

7N RE N B E XA el B

@it ServiceMonitor BTiR, KA LARETE sN{RI A AR 7 RE LR B AR B9AR S5 R FFRYEE TR, IIREAET
ServiceMonitor %R, {EFEIETE Metrics Ul B EME IS N BIREDE, TERIZRIEH AR IR IF,

SoREH
o AELUEMESA cluster-admin & &1 EE,
o B &% OpenShift CLI (oc)
o MENAFENNINHERFEET N,
o (REHIE T user-workload-monitoring-config ConfigMap *f .

o RENIET ServiceMonitor ¥,

¥ =
1. 7EAR5%0 ServiceMonitor F5iRED & PR B X MRS 2 B TR,
a. REVARSS HE LB, LARRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

A

labels:
app: prometheus-example-app

b. 7 ServiceMonitor ¥5REZE F# matchLabels app 1% 2 &5 £ — % REPRZ i H T
fic :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml
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oA

spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

Gk

1

S
5=

T LUENEFUE EEN R A EREIRSF ServiceMonitor %R

o

o

2. 1f openshift-user-workload-monitoring 71 B ##:# Prometheus Operator IH .

a. 3l openshift-user-workload-monitoring 1 B 7 #J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it N |
NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod FJ prometheus-operator Z23iKEXHE. £ TRAI
#, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURFREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits"
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. BEIETE Prometheus Ul FEFTBMBIRAS,

a. BinO%% %4 % openshift-user-workload-monitoring 77 B R Prometheus 22431 :

I $ oc port-forward -n openshift-user-workload-monitoring pod/prometheus-user-workload-
09090
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b. £ Web | %28 FTFF http://localhost:9090/targets, FF7E Prometheus Ul FEZEREEFIH
HERRE. &S BIMEXEEIRER.

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILx,

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml 5 prometheusOperator 5/l logLevel: debug, ¥ BEHKHKEH
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

c. RITFEXMHLUGERZ LN,

EN B BENHIERE, openshift-user-workload-monitoring 71 B 1 #
prometheus-operator R HE /A,

AN

d. #i\ debug BEH FI 25 FHE openshift-user-workload-monitoring i B 89
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

Bl

I - --log-level=debug

Debug | B &1t %% 7R Prometheus Operator % HEIFFE V.
e. f2& prometheus-operator Pod & IETEiZ1T ¢

I $ oc -n openshift-user-workload-monitoring get pods

i

MBEREBEMSFHEST — MR Prometheus Operator loglevel 18, I
prometheus-operator Pod RIEET /AR TN E
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f. &%& debug B, LLT#E Prometheus Operator @& E{# F ServiceMonitor 75iR, &Z&H
SRR E AR X R,

Hi 5w
o IR E BT E M E Uk HRED B A

o HFEAXMAHIEE ServiceMonitor 2 PodMonitor BIEAIME B, ES 35 E 0 5 AR 55

7.11.2. H8E } 1t 4 Prometheus JH3E K2R 20 [H]

FFA N AT LME RBEX R VeI E LB . BENRENHESBUHNAREREN N, BEIR
HETTRENBMERINNREERM. B, customer_id BHEAHE, REANECELRL N ATEERIE.

B DR EXEHA W —HEFRFT, EREPERTFSRAERM A S BT OB A 778 E LI
EHUM, XEBERFINN Prometheus M8E, FIHFEREWA 22,

L Prometheus JHFEXERERT, EATLUFERUTAEE
o RAIFHEBENRIURHIEE.

o & Prometheus Ul RN R FESIBEREE (TSDB) RELLT A KUFLEIRZE OIR & % I (7] 51
MELER. IFERHEEAR

o EEDOIERMME—IFFIIME, EW LU 2B R E LBEIRR R E B E,

ERAER —HAERATEENBEAEHDBENRE-EHEHE.
o XIAfER T E BB iR IR I E RS, XFERFEE AR

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

o B% %k OpenShift CLI(0C).

AR

1. £ Administrator &, # AZF| Observe - Metrics,

2. 1£ Expression FEXHIZ{TLLF Prometheus Query Language (PromQL) &, iX&RiREIEH
= RIUVRBAIE A+ BT -

il

I topk(10,count by (job)({_name__=~".+"}))

3. MMRIEIHREURAIB AT, HREDBAEITHRAEREEHRE,

o MREIEHSAPENMNTBEEX, HFEELERAEINIIENENIERE-EY, efl@isNE
BFRHIH Prometheus & im/ELE, S REIRE RSN ERI EBIERE,

o MREFRS OpenShift Container Platform #:DIHBMEX, 1HELIEE |7 Wiy EAE—
NI ST HFIRE,
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#creating-user-defined-workload-monitoring-configmap_configuring-the-monitoring-stack
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#specifying-how-a-service-is-monitored_managing-metrics
https://access.redhat.com/

B 7 = HEEHRR

4. F&# Prometheus Ul B TSDB R
a. 7 Administrator i/, SfiiZE Networking - Routes,
b. 1% Project 512K F#) openshift-monitoring T B
c. 1% prometheus-k8s 1T B URL 3&+TFF Prometheus Ul B9& K TTE.
%5 Log in with OpenShift 3{# B f&#) OpenShift Container Platform FIEH{TE %,

e. 7 Prometheus Ul A, # A% Status - TSDB Status,

Hih 5w
o MFAXMMAIXERBRFIRFIF CIRBRERMNEIFAER, S NAE LHWIERE
TRER B BR !

7.12. 2 OPENSHIFT CLI (oc) [r]f

7.12.1. T & OpenShift CLI (oc) BHE&EZLF|
f&Bf OpenShift CLI (oc) , &L MAimAIEEN FAFEFEFHEIE OpenShift Container Platform TiH,

INRHIEFETF oc B, ¥ oc HELAIRE NHIE APIIEXR, APIIRN R BSERNRB curl iF
KR, XIRETHEN oc BSHNEZRFEER, UREBET EHMENAT,

oc BEHANBEEM1E10, TRIRMT oc BEYHFIR R E i,

% 7.3. OpenShift CLI (oc) B&E%H|

BEZ ik

185 ERBRABEEKILKE stderr,

6 7 stderr i 5% APl 153K,

7 1 APLIE RANPRLE KR stderr,

8 L APHIER, FRkFIIESL, LUK APIIERIFRLFIIE TR stderr,

9 XA APHER, PRAFIES. APIARFRAFIES, L% curl iEKE] stderr,

10 LXK AT APHER, FRLFIES. APIFRNFRLFIES, A% curl iEKE stderr, 0%

BE RS EIFEA,

7.12.2. 1§ 7€ OpenShift CLI (oc) BEZH

A LLE T IR E S B B KA E OpenShift CLI (oc) [/,

FRFH
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.9/html-single/monitoring/#setting-a-scrape-sample-limit-for-user-defined-projects_configuring-the-monitoring-stack

OpenShift Container Platform 4.9 2 #§

e % OpenShift CLI (oc) .

1. 75217 oc s RHTHEE oc BHELH -
I $ oc <options> --loglevel <log_level>

2. OpenShift Container Platform MY FIRIESHEBE S SEICEM curl iFkA, EAaTUF
PRIERIA I NRESE, UMEEN oc G SHEZHENE N AEAER :

I $ oc whoami -t
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