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1.1. OPENSHIFT DEDICATED & /2% uF fl#IZiN B E R ESR
LEARTERE X T OpenShift Dedicated B 258 UEFN IR A Y& A E,

S5k
B2 %UERTE T X OpenShift Dedicated M5 7], FHBER R BT B2 % EAI R o LU [H]
OpenShift Dedicated %%,

B
BACREIRDI R P RS BN RRHUTATE KBIE/E,

bearer &h#

bearer k& F i@ F13% Authorization: Bearer <tokens [@ AP| i#1T B2 451IF,

[ 5]

FCERRSTRUS ECEHIEE A pod 957K, EHELIERE ConfigMap BYEH 5| I FHETE RS B PR &Y
REYEIE, 1E pod HUBITHIN AR AT AR A XN 8EE,

containers
SEY G REMB KRBT EERMAHITHRSR. BTFRSEICRERS, RS LERES
D, DESHBEHAMEN A ZTES.
B LB (CR)
CR 2 Kubernetes API B39 &,
group
HR—HAF, AFRATFT—XRERAZANHEFEFNR,
HTPasswd
htpasswd BH1FiE HTTP A KIEM A - & B LR X,
Keystone
Keystone — Red Hat OpenStack Platform (RHOSP)1ii B, &M, S, BRIEKERRS.
BRERBEXVF Y (LDAP)
LDAP 2E MM E R8I
namespace

mEEAREMANETILNEERAKR. E—ToEZEEP, REETZaRERNIRETEE
XL BR,

node
T m 2 OpenShift Dedicated &£EEHH worker #l88, T REREIA (VM) ST EHL,
OAuth & i
OAuth & /i F FIKEX bearer S5 h&,
OAuth fR%5%8
OpenShift Dedicated control plane @ &WEH OAuth fR%5%, AT RAER M BHEEEBENEHIR
HIEFFH AR T,
OpenlID Connect

OpenlID Connect @—MMY, FAFILIUER 6B # R ERK(SSO)XILIfEA OpenlD REFEFRIIL
=

™o

pod
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pod & Kubernetes FHIE/NEHEHIT, pod H— ML NEEREMK, FI1E worker T7 & Eiz1T,
EHLA P

BURE R S0ET API BENOIBMIA .,
KRk (Request header)

HRILZ—ANHTTP ik, AFRHEBEXHTTP IER ETXMES, LUEIRSS 28 AT LABRERIE KH9AA
AVA

ETFAEmi;niEs] (RBAC)
BEEMREEH, LAREHAFNIEARSRREVFHTEABMEN TR,
AR 55k P
AR S5k SR B s N AR A
REGHAF
REEHN BEhOIERNA .
users

FA P 2RI LAM APl & B 1 SRS,

1.2. %F OPENSHIFT DEDICATED H B 5946 1IF

T #EHI%T OpenShift Dedicated &£&£#91 7], 24 dedicated-admin B &HWERE A TLIERE A 515
Kk, FHEREHERE SR,

E 5 OpenShift Dedicated 58X H, A WlEFLLEM S XA OpenShift Dedicated API i#1T &35

ik BRI LLBILFENS OpenShift Dedicated API BYiE K iRt OAuth 7[R 5 hEEk X.509 & imik+ sk
1T B RYIIE,

MR BRUERNOY M GEHIES, MNEERSREFHEIE, ERWE HTTP 401
A H %o
EEAALURYEE SN REEFREEF MR BRI EIE OpenShift Dedicated HE AR RIS HFH S
PiRMRER, FRERMBIERES,
1.3. X F OPENSHIFT DEDICATED HHJ#%HY
REUE RIAER P 2B NREIITIH RAVEE,

B AR UE AR, FHEAE RBAC M5 (WA, AEMAE) MelloReRr. BT @B
OpenShift Dedicated I TEAR, BESHIFEZIL

854 A] LA T 1 B #1664 22 (5] 2RI % OpenShift Dedicated &A1),

PR TR T EREREOTT RS, AR LR Pod AT LAMUTRVIRME, LIRERER 22 E TR
(SCC) Vi B R,

1 A] LB LU FESS B OpenShift Dedicated BUIRAY -
o IE AHMEE ABNME.
o AR KA G FHIHELELS KA,
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o NEHABHELEAFIHA : OpenShift Dedicated @& —4H BRI AR, A LUt 1750
HAAHA

o MAFZRFERARN : AL N E 7 #%F dedicated-admin H R,

o BIRERSSIK : ARSSIKT iRH) API TP IRE T RENAR, MEBHEEMA WL A
RN ARRF RO FHER— MRS, WA MER—1 OAuth & i,

o FLHTH : AEHATHME—MAE, BEREITHERFNHRERS. BULLIEEEHS
B8, RRLEAPREIRS B AP SRS,

o [[@% LDAP A : EeILLBT IS 764 7E LDAP R 283 RIZH5S OpenShift Dedicated FF4HE
&, DM—PME—pth A EEA A,



B2% TREHEIE

£ 28 THRERIIE
ZFMA 5 OpenShift Dedicated R B, WlEENREATHREIE, FHEIEZINAT S5 OpenShift
Dedicated APl 1ERXEXBIA . AR, BINZEREXIERKAFNERRBERSRITIZIEK,
2. AF
OpenShift Dedicated H 8/ /2 & LA OpenShift Dedicated APl & HiEKHIL{K, OpenShift
Dedicated User X RN KIEEE, BiimE(ISAMENARNAERNEEFREPHNR, BE, XK€
%5 OpenShift Dedicated X B FF A4 A MK E IR 51 TR o

AREFAENAFREE LM
iV ab il sk

HEHLA P XRAZHRZ AN OpenShift Dedicated A HIRE, BHA - FERERNERS
FESIOIR, SEBERT AP AR, MA@ User X f%kx, 5120, joealice

REGHAF FEREAFEEMBYE N B0, TERTEREMRINE API ZEHBRE, X
AEEHEELS (AR —ER) . BREFT DT RAS, HEBBERH registry &
BAMAF, UR—EHMAF, &F, ©B—Fanonymous R45iHA, RIAMERES
PIIFRERER, #l0 : system:admin system:openshift-registry
system:node:node1.example.com

AR 55k P AR5 P R 501 B REKMRIA RS P s BLRERET BN B 08, mUBEE
B AN RiF BN B R E S BIRRS K. ARSI BT ServiceAccount X 5
F~. 40 : system:serviceaccount:default:deployer
system:serviceaccount:foo:builder

F— AP IR EME RS HEIEF 82V F] OpenShift Dedicated, To B2 I8 IESE S 950 IE T3 H
APl ER&#EE N HE anonymous R4 A HBVER, S BMRILE, RERER S #IREIITH
BIE,

22. 1

AAAUSRE—1HE1 2, SMRAKREENAIES. EEERIGREN, IEALHRN hZ D
AARFHRR, HIIRFHH—DHEFNSDNR, MABERETRPTR.

BRT BRRAE X HIESN, ABERSASENA, el BEHBhER.
UFIETREZNBRIAEA :

B 3T

system:authenticated B 5AAL T SR IER A PRI,

system:authenticated:oa  BzISFIAER OAuth UilH &S B3 IS IER A - KK,
uth

system:unauthenticated B 5AARZ G HRIIER AP XK,
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2.3. APl &35
% OpenShift Dedicated API B91E K85 LA T A 4T SR 4E
OAuth iR 414

e f{#F <namespace_route>/oauth/authorize 1 <namespace_route>/oauth/token i, M
OpenShift Dedicated OAuth fR45 25 5K EX,

e {E’} Authorization: Bearer... I3k A 2%,

e [l base64url.bearer.authorization.k8s.io.<base64url-encoded-token> £, 1E
websocket 153K HI websocket F il bRk & 3%,

X.509 & FPimiE
o FTEE APIRSEMI HTTPS i£#,

o 3 API BRSS SR EIN AIE UE B ML MR A & HTH0IE,
o API RSB OIBIEFH O LK BEFILR, U BEHITEHRIL.

I EB TG PSR TIEHBE KRB E S DI ZLL 401 H5R B4,
MREBHERRISESNKIET, BB%IEZSF system:anonymous E A~ #

system:unauthenticated E{IH A EE4ATE K, XEERNVZREPRAEELAAATUL EILE (0F) &
*Q

2.3.1. OpenShift Dedicated OAuth iR %5

OpenShift Dedicated master @& R EH OAuth lRZ528, F -~ IKEX OAuth 1i[F]STRESRXT B 134T APl &
BEIE,

BNERHFH OAuth FhERS, OAuth RS S AR ER B D IRMHEF RIAERHIH RO AN FH,
RiE, ERBEZEMRNENAS, NIZAFUBR—MGF S, BROZ&ERNSHE,

2.3.1.1. OAuth k&K

BN OAuth S RERTE RER AT E BN F B S M OAuth B . /A5 OpenShift Dedicated
AP| & BB LLF OAuth B :

OAuth &' ERAE

openshift-browser-client FERATAERERERNASARIE, £
<hamespace_route>/oauth/token/request &k
kg, 1

openshift-challenging-client fEFA A 2 WWW-Authenticate J5iif)# sk
TH KRB,

1. <namespace_route> 25 E 22 [AIERH, Z1TLA TSR LAHE -
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I $ oc get route oauth-openshift -n openshift-authentication -o json | jg .spec.host

FrAEYT OAuth S5 hER0IE K &R & FEXT <namespace_routes/oauth/authorize BiE K, K0 FDIIEE
FRERRTEIX N AT E — N F PRI, =& F OpenShift Dedicated BLi& N X & F DR MERF
KEfEIUE, % <namespace_route>/oauth/authorize B9 K AT8E R B P RE E R R E XS X TEMA K
H, WCLl, Hik, BRTRERERREMN, OpenShift Dedicated th3Z A WWW-Authenticate /it
WA TSR

fNSR7E <namespace_route>/oauth/authorize i RETE N E F B FIERIE, BRAKRSEFHEUERIEN
28 P IR A 3% WWW-Authenticate fiif], MAERREREXNEAXNEERAEIRERNERME,

B L 2R B P i B B2 B Uk K fliE (CSRF) Xifi, HiEKH 11 X-CSRF-Token 173k
i, UREERFHEIELE, FEEWEZR WWW-Authenticate Jit 1) B % 7 i 6 10
PRk B N FERE,

MR BFHIIERIER T F WWW-Authenticate 716, =& MNR OpenShift Dedicated 2
B HEBAATEF WWW-Authenticate UM B DIRERRR, NIAERN KE2EM
<namespace_route>/oauth/token/request F&1 A5 hE,
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3B 3E BEEAAHAR OAUTH IR T HE

RATEEEBS OAuth iS5, FHHFRTBFHFEREM OAuth UilF]FhE,

3.1 5B HBER OAUTH R4 k8
e LIS B AR OAuth 1510 S h. SHEATFHIHR, ©LERATEXR,

it
o JSUHATA A IHAR OAuth iR G :

I $ oc get useroauthaccesstokens

it
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES

<token1> openshift-challenging-client 2021-01-11T19:25:35Z 2021-01-12 19:25:35
+0000 UTC https://oauth-openshift.apps.example.com/oauth/token/implicit ~ user:full
<token2> openshift-browser-client 2021-01-11T19:27:06Z 2021-01-12 19:27:06 +0000
UTC https://oauth-openshift.apps.example.com/oauth/token/display user:full

<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC
https://console-openshift-console.apps.example.com/auth/callback user:full

o FIHHFTE OAuth BRI P AR OAuth 1R 45 hE -

I $ oc get useroauthaccesstokens --field-selector=clientName="console"

ol
NAME CLIENT NAME CREATED EXPIRES
REDIRECT URI SCOPES
<token3> console 2021-01-11T19:26:29Z 2021-01-12 19:26:29 +0000 UTC

https://console-openshift-console.apps.example.com/auth/callback user:full

3.2. BERA AN OAUTH 0] 4 RS
IRA LA E A P AR OAuth Ui H] S ERE S,

it

10

&k A AR OAuth 1R S RERIIFIE -

I $ oc describe useroauthaccesstokens <token_name>

i =B
Name: <token_name> 0
Namespace:
Labels: <none>
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Annotations: <none>

API Version: oauth.openshift.io/v1

Authorize Token: sha256~Ksckkug-9Fg RWn_AUysPolg-_HgmFI9zUL_CgD8wr8
Client Name: openshift-browser-client

Expires In: 86400 €)

Inactivity Timeout Seconds: 317 ﬂ

Kind: UserOAuthAccessToken

Metadata:

Creation Timestamp: 2021-01-11T19:27:06Z
Managed Fields:

APl Version: oauth.openshift.io/v1

Fields Type: FieldsV1

fieldsV1:
f:authorizeToken:
f:clientName:
f:expiresin:
f:redirectURI:
fiscopes:
f:userName:
f:userUID:
Manager: oauth-server
Operation: Update
Time: 2021-01-11T19:27:06Z
Resource Version: 30535
Self Link: /apis/oauth.openshift.io/v1/useroauthaccesstokens/<token_name>
uID: f9d00b67-ab65-489b-8080-e427fal3c6181
Redirect URI: https://oauth-openshift.apps.example.com/oauth/token/display
Scopes:
user:full

User Name: <user _name> G

User UID: 82356ab0-95f9-4fb3-9bc0-10f1d6a6a345
Events: <none>

ThEAM, BIGHEEY sha256 lafk. FEAMATHRE, EXERTER.

EFimAN, AT TEREE,

M HEBIR R 5 RS BR (R B0 A] (AR ON #GL)

gNR7y OAuth IRS5 B IXE T BhETEELEBRT, X Z MO B 58 B 1% 5 he (RIS [A],

S RERRISEH .,

QD000

S SRR B,

3.3. MR A AR OAUTH 5045 k&

oc logout 4 REFIRRIEH OAuth BREXM. EALUERAUTSREMRABEEZNR A HEM
OAuth k&,

MERIZGEIFTA X EHRHER OAuth U7 F 2 B &,

i

1
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o fHBRAFHIBR OAuth ViR HhE :

I $ oc delete useroauthaccesstokens <token_name>
it

I useroauthaccesstoken.oauth.openshift.io "<token_name>" deleted

3.4. BREFHIIENARMEIREAEH

ENRRBEEN, BB dBERARHE, BAREFMINIERA A HRINEl OpenShift Dedicated H1
HUTREFARH, REFORIENAFTED R EARHERAR, XRNERENERERBIH T,

A LU R S MR P RIMEIA T EEAERF -
® system:scope-impersonation
o system:webhook
e system:oauth-token-deleter

o self-access-reviewer

H o
FEERREF MRV, AR RENMNT 20K,

FeREH
o ATLUFAEA cluster-admin B&MAE iR EEE,

o B% %k OpenShift CLI(oc).

¥ =
1. 8% add-<cluster_role>-unauth.yaml 8§ YAML XX, 3¥HRIMUTARE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. BITUTRSRNAEE :

12
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I $ oc apply -f add-<cluster_role>.yaml

13
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B 4EMESMNRMHER

/3 OpenShift Dedicated &8 fa, B E SR IRMEIER, LUAER - &Rkl AR,

4.1. TREMmiRHER

OpenShift Dedicated @& A& EI’J OAuth fR55%8. FF& AR FIEIR AIKER OAuth iR 5hE, LUSERBE S
B9 APl BR%HE, 1EABEA, BAUEREEHERIRE OAuth RIEEFNIRIER. BESRIR
HIZRE AT LA P &SR N R B,

411 TRV B DIRERER
AT LAFR B LA T 2L B i SR IR LR -

RArapiRftEr  fid

Github 2% GitHub BCiE GitHub B1REFERF, #4F GitHub 3% GitHub Enterprise By OAuth B35 IR 55
Enterprise IR A P A,

GitLab BCiE GitLab B{21REFER, LUEM GitLab.com SR HEHAM GitLab SLHIVE N B DR HRR
F.

Google {8/ Google's OpenlD Connect integration B¢ i& Google B3R 2.

LDAP fLE LDAP SMRMAER, ERAHHHEZDIIERE LDAPV3 AR5 23R40 IER - &
=i,

OpenlD Connect BZi& OpenlD Connect (OIDC) 1R 2R, LUMERBINARILRS OIDC 512z
&M

htpasswd HNENBSEEAFEE htpasswd FPRMIERF. EAILALLAF S0 &5 R EISE R BR

(A1,

BF

htpasswd {3 1RIEFEF AT A F OB R —#SEEAM, htpasswd
AL FHVEH OpenShift Dedicated HEFA B PR, BXEESRD
RS, 152 WEE htpasswd B HHEARERE

41.2. BIPIRERERFSH
LT 2AE SRR EE RN

2 Hah
name IR A MME NS RIT IR B &a1, AR E D BT,

14


https://gitlab.com/
https://developers.google.com/identity/protocols/OpenIDConnect
http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth

¥

B 45 BEFPRUER

sk

mappingMethod & X AE A F BRI ANSHT HPA BB -, WAL TEZ— :

-

claim

RNME, ERSMMELRAARESRAS. IREFZAFNENAFERFATS—5F
2, MR,

lookup

HEHRNENED, BPSOBRANAR, BEFEBEFRIAHGN. XAFEHERE
AFFERABRBXESDHAS. ERLASEFEFHESH,.

add

ERENNELER-ZESAN. NMREFEEFZAFAENAN, HEDHEREE
WAERF, NMENZAFNNESBRE S, MREET SNFHREEFHAEN]
AR —HA P HRNEIERMA &, NHEEITIERE,

ERMHER B R IRUEFN, BRI LUET 8 mappingMethod S#1%XE ) add, 131
HIRFFN SRR ENR .

4.2. it & GITHUB B{0iRHTEF

BB GitHub B2 1RMARR, F1XT GitHub =X GitHub Enterprise B9 OAuth B35 IEAR S5 28 0L 1 & 1
F5, FUiAER OpenShift Dedicated £2%, OAuth BBIF OpenShift Dedicated #1 GitHub 3%
GitHub Enterprise Z [B]F SRR3R,

FRFH

Digk

==
[=]

BoiE GitHub BR5iEfE, A AILAMER GitHub &iEE & OpenShift Dedicated, &
F5 L BB FEAM GitHub A/ ID B9 A B 3K E) OpenShift Dedicated 5£8%, &/
Vi RIFUBRBR &N RAEHEE GitHub HLI sk HIFA B9 i),

e OAuth N ARRFEMIERER GitHub FLIYEIE H 7E GitHub HL41% B R EI &,

® GitHub HAFRHIPA TEERI GitHub I X E,

it

1. 7£ OpenShift Cluster Manager &, #AZl Clusters T, BiEFEEE HHE BB MIREREFEN

L3N

2. B Access control I,

3. = Add identity provider,

15


https://docs.github.com/en/github/setting-up-and-managing-organizations-and-teams/managing-organization-settings
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OpenShift Dedicated 4 IAUEFIFRAY

LA U REERIERE D TIWESE S PR Add Oauth BSE #EHERECE H 1712
iz,

4. MTHIZFEAIES GitHub,
5. MIABMRMBFHM—ET., ZETERERUAM,

o FERMMFERHPBETIER OAuth M URL, EIFERAERIM GitHub N A,

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/github

6. 1£ GitHub E3EMN AR,

7. IR[EE| OpenShift Dedicated, fAFEMTHIRAREFERN TR, ERSHBERTHEER
HBO

8. HIA GitHub REHZE F i ID A1 s secret,
9. MIA—1NENSB. EFBEEE GitHub Enterprise SLHIRS, 7k A—NEN .

10. "I : IRAI LB EIUEBIA MY (CA) SUHREIEESE R GitHub Enterprise URL BIAR S5 281IE
Fi. = Browse HEIFIMN CA XHE SRR MHER,

1. 1%$¥ Use organizations 5 Use teams ABRHIXHFE GitHub HZHEk GitHub FFARYIA A,

12, B NIEEREDT BRI H NI B, =R Add more ¥8ER P AT LUK I B P ATIEEYZ ML
OEAET

13. B Confirm,

o FLEMZDIRMIZFE I LITE Cluster details T1EHM Access control 1£1EAREEZ,

4.3. fidi& GITLAB BB IHTREF
Fii& GitLab HDRMHEFEE, LUEMR GitLab.com S{EMEM GitLab SLHIE N BRI IETERE,

AR

o WNR{EM GitLab A 7.7.0 £ 11.0, EAILUER OAuth EaHITIHEE, NRMEHH GitLab kR4 111
HEEIRA, ERLUFER OpenlD Connect (OIDC) #1Ti%#E, MAER OAuth,

it

1. 7£ OpenShift Cluster Manager &, #AZl Clusters T, BiEFEEE HHEBESDIREREFEN
SN

16


https://docs.github.com/en/developers/apps/creating-an-oauth-app
https://gitlab.com/
http://doc.gitlab.com/ce/integration/oauth_provider.html
https://docs.gitlab.com/ce/integration/openid_connect_provider.html
https://console.redhat.com/openshift

B 4E RREFRHIRMER
2. B Access control 3£,

3. = Add identity provider,

. LA U REERIERE T TWESE S PR Add Oauth BSiE #EHERECE H 1712
A iz,

4. MTHIFHHES GitLab,
5. MIABMRMBFHM—ET, ZETEERURM,
o FERMHFEPBEZNENK OAuth B URL, fERFRALL URL B GitLab.

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

o -

I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/gitlab

6. 1£ GitLab FNINF N BEF.
IR [E1E] OpenShift Dedicated, AEM THIIZHAPEFEMHN LR, ERSHIER THELR &
HHQ

i GitLab 12tHE Fim 1D F1& il secret,
9. i A GitLab /&8I URL,

10. A% : A LMERIEBIA N (CA) XHEIIFESER GitLab URL BIARSS 231, = Browse

HEIFHMI AN CA SXTHEI B 1D IREER.
1. ¥ Confirm,
o FREMZIDIRMEFIZFE T LITE Cluster details T Access control i £HEE,

4.4. iti& GOOGLE S{piR1i2F

BCiE Google Hp1RHRRRF, LUMER 78T Google Fiki#iT &A%k,

%

FA Google fE N B P IRIIEFHRT, 1T Google &R EES IR S5 28 11T B 1050
ik, fEEILAEF hostedDomain BREEE, SHPRIERG s EFEE AN,

DIk

==
[=]
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https://docs.gitlab.com/ee/integration/oauth_provider.html
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it

. 1E OpenShift Cluster Manager /1, # A%l Clusters 71, BAFEEENHERESPIREREFH

£E.

= Access control 1£F,

= Add identity provider,

LT U REERIERE T TIHWESE S PR Add Oauth BSE HEHERECE H 1712
iz,

.

MTHIZ B LR Google,
MAZDIREEFNE—ET, BT EREHLATT.

o TEIRMHIFERHPBIIEM OAuth B URL, &7 Google f2H#ELEL URL.

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/google

A Google's OpenlD Connect integration BZi& Google {21 HIZF,

R[EE] OpenShift Dedicated, fAFMTHIAREERN TR, ERSHERTHEER S
HBO

. HIAEM Google T BMIZ i ID, LUK Google & B & P secret,
. WMIAESE, MSEFBRHIE Google Apps i,

. B Confirm,

LB B B 1R A2 F rT LLTE Cluster details TIER Access control &1 EHF& F,

4.5.ft & LDAP SRR HtIEE
BoiE LDAP B{p1RIHER, LUERHE BRI E R K IUEET ST LDAPY3 fRZS5 2555 1E A - A B,

AR

18

EEE LDAP B pIRMAREFN, HEEH AEER LDAP URL, EZEM URL & RFC 2255
URL, EEZEFAM LDAP EHFMIERSH, URL UIEER :

I Idap://host:port/basedn?attribute ?scope ?filter


https://console.redhat.com/openshift
https://developers.google.com/identity/protocols/OpenIDConnect
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URL ¢ fd

Idap X FEHM LDAP, {#H Idap F#/ &, % F%&2 LDAP (LDAPS), B H{EH
Idaps.

host:port LDAP R5580& MmO, LDAP #AiLH localhost:389, LDAPS NIEKIA K

localhost:636.

basedn AAEEREN MNP FIBRMBRDZH DN, 24, XJ=BRmuTig, BHa
18 7E B K F T,
attribute ERZMNEMN., BRARFC2255 A FERESOREMIIR, BLLREZ I

B, WUEAB—ITEME. MREXERMAEAENE, NERIAER uid, Z10%
F— N REEERNFWPRRA R B R EH—NEE.

scope BHREEE, FTLLZ one s sub, MRKRAEE, NIBRIAER sub SEH,
filter BB LDAP #3Rit JE2R, WRKIRM, NEILH (objectClass=*)

EHTHEHRE, B, HIESRNRENA-ARRAEE—E, XL THERTIESS !
I (&(<filter>)(<attribute>=<usernames>))

BF

R LDAP BREZEEFMRILFREER, HiEER THITHBE M bindDN 7l
bindPassword,

. 1£ OpenShift Cluster Manager 1, # A%l Clusters 7, BAFEEENHRE S DIRHIEFH
SN

. B Access control iET &,

. = Add identity provider,

LA U REERIERE D TWESE S PR Add Oauth BSE #EHERECE H 1712
iz,

. MR B AIERE LDAP,

. WA MRHEFNKE L, ZETERHRLR,

. MR B RN AR, ERSHIER THZFFER B,
. ¥\ LDAP URL LIS EZ{E M LDAP #5R5H,

i HiA B3 DN M SR,
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https://console.redhat.com/openshift
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9. HIAYF LDAP BHRE B H0 BB 14,
o HIAIDEM, HENBERF ID. & Add more EHKNZ D ID B,

e Tk : HIA— Preferred username B, HEENAEL LM, = Add more ERIN%
MEEBFEEL,

o Tk : HiA Email B, HMENBEHFIEI, = Add more SERINZ N FHMER
'I‘io

10. A% : R Show advanced Options fFIEFAIAHHE (CA) XHRMEI LDAP H3iRIEtR2FH,
LUISIFRRBCE URL BUBRSS28IE T, =2 Browse HEIFFMI N CA TR B DIR MR,

N. 'k - ERYOETT, EELUEFEME LDAP HNBARS, MRMEEFX LT, NEEEA
CA X4,

BF

INREFERATLLM LDAP i£# (Idap:;// ixmA 389) NI TERER S HEE
Insecure &,

12. #if Confirm,

o BN HDIRHEFIZFERILLTE Cluster details T1EBY Access control &Ik HEF,

4.6. Bt & OPENID BRI 2F
BLi& OpenlD 1R, LUERZEIAILEES OpenlD Connect B IRIETZF R,

8%

OpenShift Dedicated 1 #J Authentication Operator Z3KEZER OpenlD Connect &1712
#HFEF L OpenlD Connect Discovery #14&,

A EAAI AR B M OpenlD B REFERFREIH JWT id_token ; ZHHEE, tHAIEEXE M Issuer URL 1[G
B JSON,

W EDEE—NEHR, URERFNEMR.

AT L3R E NI FRRRER e LR 4. SRR FIN A, MREETZ AR, NE
RE— N EIEEEMFR, TENFRER :

o] 30

preferred_username BFAPNMNELASE, APEEFERNEELT, Wjanedoe, &
B, 5EGMRIERGHRB SRS A NBME, AP &R
.

email FELF IR stk
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http://openid.net/specs/openid-connect-core-1_0.html#CodeFlowAuth
https://openid.net/specs/openid-connect-discovery-1_0.html
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= sk

name RBREFR,

MBESIER, HBM OpenlD HBIAY,

SEREMH
e 1EfEd& OpenlD Connect B, EEEEEMT OpenShift Dedicated EEEFHEMLLIE ™ @RS
By R LR SE R,
¥ =

1. #£ OpenShift Cluster Manager #, 3 A%l Clusters 71, BiEFEEE HHEE S HIRHIEREN
SN

2. = Access control £k,

3. = Add identity provider,

LA U REERIERE T TIWESE S PR Add Oauth BSiE HEHERECE H 1712
iz,

4. MTFHIZE A% OpenlD,

5. MIABMRMBFHM—E, ZETEERURM,
o TEIRHEIFEF B B4R OAuth Bl URL

https://oauth-openshift.apps.<cluster_names>.
<cluster_domain>/oauth2callback/<idp_provider_name>

flan :
I https://oauth-openshift.apps.openshift-cluster.example.com/oauth2callback/openid

6. WIBOIERIUGRBILE, 1E OpenlD B IRERFEFEMETH OpenlD Connect &/ i,

7. IR[EE| OpenShift Dedicated, fAFMTHIRAREFRN TR, ERSHERTHEERF
HHQ

8. i A Openl|D RHEHIZ P ID 1% /4w secret,

9. HiA Issuer URL, ;X2 OpenlD I FIHTS J Issuer FHIHAFH URL, B JifE %A URL il
SEEK K R hitps B,

10. %A Email B, HEENBEHEFHMEMIE, R Add more RIS D FHI4E M,
1. KA Name B, HENABEEERFA%E. R Addmore ERMESMEER %,

12. #iA Preferred username B, HEENBFERET. = Add more EHMEZ N T REHR,
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http://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://console.redhat.com/openshift
https://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
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13. A3k : = Show advanced Options Sk F A& H5 (CA) XHARMEI OpenlD S REEFH,
14, B EROETT, ERLUR HassRE. BILERT, %K OpenlD &

15. B Confirm,

o FEMZDIRMIZFE I LITE Cluster details T1EHM Access control 1£17EAREEZ,

4.7. B2 & HTPASSWD B {12 {&i12%

BoE htpasswd B1DIRIEER, UCIEEGEHEEFNMWENRSES, BB BRERERKX
HERR A,

FE

htpasswd S RIEFEF LT AFAIRAE—FBSEEA. htpasswd TXFER
OpenShift Dedicated H5& A &2 IRILF2RF.

Pk
1. £ OpenShift Cluster Manager #1, # AZ| Clusters Tl EHERE,

2. 1%%¥ Access control - Identity provider,

3. = Add identity provider,

4. M Identity Provider FHi3z B AiHE HTPasswd,

5. EBHRMAEFB Name FEEHIRINME— BT,

6. NESHPEREENR-ANEN, HEBTLE,

FELUTH R Add 5, WHFERPEXHNFIERT L, MREXTEIL, B
MEH O SN IRMRFFHERE LEIL,

7. %FE Add 08 htpasswd B RIEFEFFH — 85 .

8. B’FHESAFIIRREESRE -

a. 1E Access control = Cluster Roles and Access T, 1%#: Add user,
b. M ANEE L—FhU|EMNESHIMAEF ID,

c. 1%FE Add user AP R T EEIR,

o FREM htpasswd B {PIRHLFEFTE Access control - Identity provider TTEIAH A i,

22


https://console.redhat.com/openshift
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SN RHEFE, RLSBEENOHRATR, ERLIE htpasswd Fp R H2
FHRBURFBHEFER.

EIEFH F1E Access control = Cluster Roles 1 Access TTE A 1L,
(R

LN
B 5L B

4.8. 15 [n|EEEf

BLBE B IRMEEF R, B/ A M Red Hat OpenShift Cluster Manager 5[0 58 8%,

FRFH

B2 & OpenShift Cluster Manager,

it

RO T OpenShift Dedicated %%,

ENEHRESNIRHER,

FHER R PR RN BN S P RHAER .

1£ OpenShift Cluster Manager B s IEE 1[0 L EE,

= Open Console,

REDRERER, FHIRHEER

FIELLE FBIERE.

= Open console FE&EHITFF Web 125 A&,

REDRERER, FHIRHEER

FIEEFEIER, TARERNMNERHNERRIIE R,

KETAPNEEREA
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ESEEEEEMABIMAN

51 THREEAR

5.1.1. cluster-admin &

ENBBEF I (CCS) B9 OpenShift Dedicated EEFMEEE A, & LLJTIA cluster-admin A &,
QREEFI A AT LU cluster-admin AP ABRMEIKSF, FREESSKEEASN. UIBEEN,
XA RS B EBRAMMAIKF, @8 cluster-admin BE&EZFEIIKAE, BF5R%EEEE M
BEBNTZRAIMIRABR, Webhook &BHIE—LFE LB IEEEMENR, HERTENHK
OpenShift Cluster Manager B, FrUMEAEBEANERMEWES. cluster-admin AEIFEHIURT
IEHESK 4 SLIIERIME % 4 Pl ARSI HBIBRE, VE N ERESLEL, ¥ cluster-admin B M ERFIHRED,

5.1.2. dedicated-admin & &

55 OpenShift Dedicated £ EHEIER, @EWKFF'—\EN*M’J'?Fﬁ‘ﬁ‘ﬁi)*’@ﬂLIﬁg BOBTAN AL BR A1 [A] AL
fR., {#A dedicated-admin %’éﬁ‘%ﬂﬂ]ﬁ)ﬁ'ﬁ FEANACLI 8% (£ oc @05 ) ®LEIREETIB N
KRIA B EINEE, MEBIES CLI 4% (£ ocadm &HT) ALLESEARAIHRZRIE,

ARIEHK - BAEX LR, EXPRBSERAT M ENEE AR E OpenShift #4FHIIAIA
?i-o

5.2. 512 OPENSHIFT DEDICATED &

B ABEAEREDPM cluster-admin 3 dedicated-admin Hi{TEIE, Lh4HPRRYINA R G A LLET
OpenShift Cluster Manager R Ak 51 %

521 /IJ\\jJD }Eﬁ )i'

it

1. 7 A Cluster Details T1E#] Access Control £,
2. 1%#% Cluster Roles and Access %M, B Add user,
3. BiIANB P RAF LA,

4. i Add user,

= -
i I P N cluster-admin B BEEE /L9 F F RESE

5.2.2. MR

it =

1. 7 A Cluster Details T1E#] Access Control £,
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https://console.redhat.com/openshift
https://console.redhat.com/openshift

2. mAFMAHEEMB Options 3 H

3 &2 Delete,

B-EERERMAGHNAN
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% 6 Z= [ RBAC & X F1N FAR

6.1. RBAC it
ETAGHRIES] (RBAC) M HRAE RS 1A A EHWHITH EHIRE,

B 7% dedicated-admin B &HEE 7 o] AT AEE A BRSPE FIEH ST OpenShift Dedicated A A
BHFrETIE B8 &M RS

FA NG UERARAGHAEREFIEANIFMINTE, HiR, RUESEHRIEDFH—1
S, FMIEEAETREITRENANSH,

BAGET ERUTILICRERE !

BT &R fed

AL —HN R ERIVTHIRER S, B, ArSRSIkFESHIE (create) Pod,
Al MNES, FTLUSAAMAXKIAER S M AR,

HE RFH/ A5 A B ZIRBRE,

R RAE) RBAC A B FIAER M NI -

RBAC 451 ek

&£ 2 RBAC SErETEYERNAENSE, EHACETETERTER, £HACHNERES BE
BAa,

At RBAC ERTEETENAGBNYE, RAAMACREETHEANUBS, BXMAGRYER

LL/aRB| AR A A B,

SHABAERFAETERIGINAE. AGHEFEETIEIN ., SHAE view w/lE AR A G
EXRAEZAF, WMEZRAFRBEFIEH, RASHABTRHEEBHAREIIIRESH F N OEAX
ha e,

XFRMRDRERARTFBLIEHABRES NI ENESEREA, BN RAFEIRRAGENITEHEE
o

FEirhidRRS, ENERERARAEMAMAGKE, Fl
1. RS allow M,
2. R A ER "allow HLII,

3. BRIANIBYE,

6.11. MNEHAE
OpenShift Dedicated B3 7 —HENA MR A G, NI LIESEEEEH A E TR P A,
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H .
FRWFNERRNERFA R, MXLERGAENEWRATRRMEIEERFER T/,

RARR AR 4

Bt

admin HEEEE, MRAEARMAEHRER, Il admin ENEFUB PHEMAFER, FEEHR
T B A BREC A A B AR B R

basic-user AP LRI XTIB B HNERER,

cluster-admin LB R P Al ATEEE T B TR E, SFERARMYIERIE— B, XL
A LS £ 6T Bt E— TURMECRIA AR A 12 1E.

cluster-status A R LURER B AR ERHREE R

cluster-reader AP A LRI EBERSHEN R, BRREEREN],

edit AP RIMERIT B P RSN R, BXNEEFHERAEBHHE,
self-provisioner LA ALGEE SR,

view AP EETEMEDR, BAUEETEPHRSENR, TEEEHERAEIH
Eo

HERAMAMERAE AR, Fn, MRERAAMABHER cluster-admin ABHEE—PA

F, XARREMZASRA TREEEANRN. FXFHFFEMLL. ¥ cluster-admin HERTE EHE—
AR, N&FZIMENBNEEABIERTX—A-. ZAFEESRHAE admin BHRR, HUKiIZIE

B9 —LLEAAAR,  BIANAE TS 0l B B R, @i web #HIE Ul RIER WA E DRSS ANBE,
NERRIHAEINEERHEEANERARHAE, AM, ERIIHATARAMEE cluster-admin 59
At BHE,

THBRTRTRHAG. FbAG. SFHAGKE. FtAGHE. A/, AMRSIKS ZFEXR,
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= ga A A A

Service account (Bot) Group 1 User1 User 2 User 3
Local role Local role Local role Local role Cluster role
binding binding binding binding binding
Bot can interact with Group 1can edit User 1 can view User 2 can admin User 3 can cluster
specific resources in project in project in project admin in all projects
Local role
(Bot)

Role Role
Project

pToTTTTTTT A 20 A 2 0 A 2
1 1
1 1
E Cluster role Cluster role Cluster role Cluster role i
! (Edit) (View) (Admin) (Cluster admin) !
i i
i Role Role Role Role Role Role Role Role i
1 1

=g

=K

LN AR — N AEEE, get pods/exec, get pods/*, #l get * #NI &% FHATIL
PR, R FA&/MEEIEIRNI, (XA ER P R EMENR/I RBAC IR, MEESE
2, B2 RBAC M AFHITIR

6.1.2. WG
OpenShift Dedicated A T ap PG IRAL :

514
EVRE AV Nl =EE LTI E
B
BHITRRE, ERSEIBERT, XBEUT/LIEMN

o JiH : EUIRIMNIE. THZ—MHAISERRR Kubernetes 8 B Z2[H], B— N EXBIAS
ALUESEHMEXREENIR THANEEREERR.

o B{Eghid : #RIEARS : get. list. create. update. delete. deletecollection =% watch,

o BRABH : EUIEY API i R,

HE
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https://access.redhat.com/solutions/6989997
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SEMTEIR, AFRESABZAXE,
OpenShift Dedicated it LA H AR IRAL -

. ERSOMUESEERERERN AR HEHNRERE,

N

ERMAERERNANMA AR,

w

A A Bk EHN AR A M,

»

N AR EERE, UERTERT,

ul

. SOSRREEIECERIAN, TRIAELIZERAF.
R
HiCE, BAMARURNXEIAEISIAE,

HEEEATUER CLI EEAMABNAERER, SREEMAGXKNBFIHAMTRN—NX.

BF

BT AU ERAER T EHERANEFABRBHE—NTERN. TRIEFNE
cluster-admin 2% system:admin &R A BIBIEEREESTREIAE,

SHAGRESHIVIE L NAS, BRI BIHHTHE,

6121 EHABRE

ZRIABY admin, edit. view #l cluster-reader £EABIREHACRE, HhE AGHNERNNITE
BT FHANE IS EH, REERSCEBE LHKHREY B Kubernetes API I, LLIIBEFBE L,

6.2. B fdp 4 ZE 4]
Kubernetes &% ZE/FARMLIX EERE P FURSEFBINSE], Kubernetes i HIRIHE X MR ERINEZF

/BN o

A 22 AR LU RIR S —SEH -

o IEERMMEIR, LUBRERDEZHZE,

o FEIR‘GEERFERRN

o [REI X BRHFEBIRES,
RS HOT REB R RASEESERE, EB—SENRAERTIBEEGRZEE, W =MAF,
T M AL E AR Kubernetes sp & 22|, 2EEEMAF BORY; RINRMEFEGEK, BIWHE, —
MEXBA AT UES Eiit KIREMEIIR TASMERENS, AP QI REE AR08 BT R
R =&, WRAAENAETER, NE3EFACZTB M RITGR.
T B o LA kA name. displayName #1 description,

o HAAMHER name 27U HMME—IRARF, EFEMACLITEHAPINEEN. A KERE 1 63

NER,
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/#aggregated-clusterroles
https://kubernetes.io/docs/tasks/administer-cluster/namespaces/
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o T

o T

1%
1%

7 displayName 271 B £ web &8 #ER~ERX (BN name) .

8 description A1 LUA T B IR B ANEAAYHER, e TRIE web 2HI& R,

BUIERE T B —4H :

IO 3

sk

X% (object) Pod. BRFSFIEHIILH2RF.

%RBg& (policy) F3 A BEE X REATER AR ORI,

AR

K & O SR AT BRI B B A

(constraint)

R 35

ARZ5K B B A B Aok SR 8948 TE U (| A BREAT 1R 4F

B dedicated-admin A EHNEE AR LGIETIHE, FNUENEENRERS B XBER K5,
B4 dedicated-admin AN ER AR URTFFLZARCEBESHIE,

FRANAFMER A LMER CLI Sk Web #HIG 5B R A,

6.3. BRI H

OpenShift Dedicated Mt & TFEINTE, ZFFLL openshift-- FLMTIEXN AN MERNEE, XL
BREEEH Pod iZTHEBHAMGME BRI E 4, TEixXLedn 22 A R AR H B X (critical) Pod
SRR Pod R REEM, ©TRILURIER kubelet A, TEiXLEdp 22 8] EBHEFAIEM Pod EFR
18 M critical”s

8%

AEERNIB 2T TERESIHZNBRNT BT IR, hoTRof a8 RE
VNI=

DTN B # BB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth x4 02891 B #IH55 openshift.io/run-level #
TEHN O 1, KT AEAEG (M0 pod REHA, LM LETXHR, EEFIRELIMN
HR5| FAAEAT) BIThRETL AT RN E B Tk,

6.4. EEEHACBNIE
157 oc describe #p 4, WLUER oc CLI EEEEEHABMIE,

FRFH

o i oc CLI,

o RMEERRHABHMAENNR,

it =
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https://kubernetes.io/docs/tasks/administer-cluster/guaranteed-scheduling-critical-addon-pods/#rescheduler-guaranteed-scheduling-of-critical-add-ons
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I $ oc describe clusterrole.rbac
LN

Name: admin
Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

.packages.apps.redhat.com 1 [ [* create update
patch delete get list watch]

imagestreams [ 1 [create delete
deletecollection get list patch update watch create get list watch]

imagestreams.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch create get list watch]

secrets 1 1 [create delete deletecollection
get list patch update watch get list watch create delete deletecollection patch update]

buildconfigs/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs 1] I [create delete
deletecollection get list patch update watch get list watch]

buildlogs [ 1 [create delete deletecollection
get list patch update watch get list watch]

deploymentconfigs/scale 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs i [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages 1 1 [create delete
deletecollection get list patch update watch get list watch]

imagestreammappings 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags [ [ [create delete
deletecollection get list patch update watch get list watch]

processedtemplates [ 1 [create delete
deletecollection get list patch update watch get list watch]

routes 1 [ [create delete deletecollection
get list patch update watch get list watch]

templateconfigs 1 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates 1 1 [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io/scale [ i [create delete
deletecollection get list patch update watch get list watch]

deploymentconfigs.apps.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io/webhooks 1 1 [create delete
deletecollection get list patch update watch get list watch]

buildconfigs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

buildlogs.build.openshift.io 1 [ [create delete
deletecollection get list patch update watch get list watch]

imagestreamimages.image.openshift.io [ i [create delete
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32

deletecollection get list patch update watch get list watch]

imagestreammappings.image.openshift.io 1 1] [create delete
deletecollection get list patch update watch get list watch]

imagestreamtags.image.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

routes.route.openshift.io [ i [create delete
deletecollection get list patch update watch get list watch]

processedtemplates.template.openshift.io i [ [create delete
deletecollection get list patch update watch get list watch]

templateconfigs.template.openshift.io [ 1 [create delete
deletecollection get list patch update watch get list watch]

templateinstances.template.openshift.io 1 1 [create delete
deletecollection get list patch update watch get list watch]

templates.template.openshift.io [ [ [create delete
deletecollection get list patch update watch get list watch]

serviceaccounts 1 1 [create delete

deletecollection get list patch update watch impersonate create delete deletecollection patch
update get list watch]

imagestreams/secrets 1 1 [create delete
deletecollection get list patch update watch]

rolebindings [ 1 [create delete
deletecollection get list patch update watch]

roles 1 1 [create delete deletecollection
get list patch update watch]

rolebindings.authorization.openshift.io i [ [create delete
deletecollection get list patch update watch]

roles.authorization.openshift.io [ 1 [create delete
deletecollection get list patch update watch]

imagestreams.image.openshift.io/secrets 1 [ [create delete
deletecollection get list patch update watch]

rolebindings.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

roles.rbac.authorization.k8s.io 1 [ [create delete
deletecollection get list patch update watch]

networkpolicies.extensions [ i [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

networkpolicies.networking.k8s.io 1 [ [create delete
deletecollection patch update create delete deletecollection get list patch update watch get
list watch]

configmaps 1 1 [create delete
deletecollection patch update get list watch]

endpoints 1 1 [create delete
deletecollection patch update get list watch]

persistentvolumeclaims I 1 [create delete
deletecollection patch update get list watch]

pods [ i [create delete deletecollection
patch update get list watch]

replicationcontrollers/scale 1 1 [create delete
deletecollection patch update get list watch]

replicationcontrollers 1] I [create delete
deletecollection patch update get list watch]

services [ i [create delete deletecollection
patch update get list watch]

daemonsets.apps 1 [ [create delete

deletecollection patch update get list watch]
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deployments.apps/scale i [ [create delete
deletecollection patch update get list watch]

deployments.apps [ i [create delete
deletecollection patch update get list watch]

replicasets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

replicasets.apps 1 1 [create delete
deletecollection patch update get list watch]

statefulsets.apps/scale 1 [ [create delete
deletecollection patch update get list watch]

statefulsets.apps 1 1 [create delete
deletecollection patch update get list watch]

horizontalpodautoscalers.autoscaling 1 [ [create delete
deletecollection patch update get list watch]

cronjobs.batch 1 1 [create delete
deletecollection patch update get list watch]

jobs.batch 1 1 [create delete
deletecollection patch update get list watch]

daemonsets.extensions [ i [create delete
deletecollection patch update get list watch]

deployments.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

deployments.extensions i [ [create delete
deletecollection patch update get list watch]

ingresses.extensions 1 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions/scale [ 1 [create delete
deletecollection patch update get list watch]

replicasets.extensions 1 [ [create delete
deletecollection patch update get list watch]

replicationcontrollers.extensions/scale 1 1 [create delete
deletecollection patch update get list watch]

poddisruptionbudgets.policy [ 1 [create delete
deletecollection patch update get list watch]

deployments.apps/rollback 1 1 [create delete
deletecollection patch update]

deployments.extensions/rollback 1 [ [create delete
deletecollection patch update]

catalogsources.operators.coreos.com 1 1 [create update
patch delete get list watch]

clusterserviceversions.operators.coreos.com 1 1 [create update
patch delete get list watch]

installplans.operators.coreos.com 1 1 [create update
patch delete get list watch]

packagemanifests.operators.coreos.com 1 1 [create update
patch delete get list watch]

subscriptions.operators.coreos.com 1 1 [create update
patch delete get list watch]

buildconfigs/instantiate 1 1 [create]

buildconfigs/instantiatebinary 1 1 [create]

builds/clone [ 1 [create]

deploymentconfigrollbacks 1 [ [create]

deploymentconfigs/instantiate 1 1 [create]

deploymentconfigs/rollback 1 [ [create]

imagestreamimports 1 [ [create]

localresourceaccessreviews 1 1 [create]
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localsubjectaccessreviews 1 1 [create]
podsecuritypolicyreviews 1 1 [create]
podsecuritypolicyselfsubjectreviews 1 [ [create]
podsecuritypolicysubjectreviews 1 1 [create]
resourceaccessreviews [ 1 [create]
routes/custom-host i [ [create]
subjectaccessreviews 1 [ [create]
subjectrulesreviews [ 1 [create]
deploymentconfigrollbacks.apps.openshift.io 1 1 [create]
deploymentconfigs.apps.openshift.io/instantiate i [ [create]
deploymentconfigs.apps.openshift.io/rollback 1 1 [create]
localsubjectaccessreviews.authorization.k8s.io 1 [ [create]
localresourceaccessreviews.authorization.openshift.io  [] 1 [create]
localsubjectaccessreviews.authorization.openshift.io 1 1 [create]
resourceaccessreviews.authorization.openshift.io 1 [ [create]
subjectaccessreviews.authorization.openshift.io 1 1 [create]
subjectrulesreviews.authorization.openshift.io i [ [create]
buildconfigs.build.openshift.io/instantiate i [ [create]
buildconfigs.build.openshift.io/instantiatebinary 1 [ [create]
builds.build.openshift.io/clone 1 [ [create]
imagestreamimports.image.openshift.io [ 1 [create]
routes.route.openshift.io/custom-host [ 1 [create]
podsecuritypolicyreviews.security.openshift.io 1 1 [create]
podsecuritypolicyselfsubjectreviews.security.openshift.io [] 1 [create]
podsecuritypolicysubjectreviews.security.openshift.io  [] [ [create]
jenkins.build.openshift.io 1] I [edit view view admin
edit view]
builds [ 1 [get create delete
deletecollection get list patch update watch get list watch]
builds.build.openshift.io 1 [ [get create delete
deletecollection get list patch update watch get list watch]
projects 1 1 [get delete get delete get patch
update]
projects.project.openshift.io [ [ [get delete get delete
get patch update]
namespaces [ 1 [get get list watch]
pods/attach 1 1 [get list watch create delete
deletecollection patch update]
pods/exec [ i [get list watch create delete
deletecollection patch update]
pods/portforward [ 1 [get list watch create
delete deletecollection patch update]
pods/proxy 1 [ [get list watch create delete
deletecollection patch update]
services/proxy 1 [ [get list watch create delete
deletecollection patch update]
routes/status 1 [ [get list watch update]
routes.route.openshift.io/status [ i [get list watch update]
appliedclusterresourcequotas [ i [get list watch]
bindings [ [ [get list watch]
builds/log [ 1 [get list watch]
deploymentconfigs/log [ [ [get list watch]
deploymentconfigs/status I 1] [get list watch]
events 1 1 [get list watch]
imagestreams/status 1 1 [get list watch]
limitranges 1 1 [get list watch]
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namespaces/status [ 1 [get list watch]
pods/log 1 [ [get list watch]
pods/status [ i [get list watch]
replicationcontrollers/status 1] I [get list watch]
resourcequotas/status [ [ [get list watch]
resourcequotas [ [ [get list watch]
resourcequotausages 1 [ [get list watch]
rolebindingrestrictions 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/log 1 1] [get list watch]
deploymentconfigs.apps.openshift.io/status 1 [ [get list watch]
controllerrevisions.apps 1 [ [get list watch]
rolebindingrestrictions.authorization.openshift.io 1 1 [get list watch]
builds.build.openshift.io/log 1 1 [get list watch]
imagestreams.image.openshift.io/status 1 1 [get list watch]
appliedclusterresourcequotas.quota.openshift.io 1 [ [get list watch]
imagestreams/layers 1 1 [get update get]
imagestreams.image.openshift.io/layers 1 1 [get update get]
builds/details 1 1 [update]
builds.build.openshift.io/details [ i [update]

Name: basic-user

Labels: <none>

Annotations: openshift.io/description: A user that can get basic information about projects.
rbac.authorization.kubernetes.io/autoupdate: true

PolicyRule:

Resources Non-Resource URLs Resource Names Verbs
selfsubjectrulesreviews i [ [create]
selfsubjectaccessreviews.authorization.k8s.io 1 [ [create]
selfsubjectrulesreviews.authorization.openshift.io [] i [create]
clusterroles.rbac.authorization.k8s.io 1] 1 [get list watch]
clusterroles I [0 [get list]
clusterroles.authorization.openshift.io 1 [ [get list]
storageclasses.storage.k8s.io 1 [ [get list]
users I [~] [get]
users.user.openshift.io [ [~] [get]
projects [ [ [list watch]
projects.project.openshift.io 1 1 [list watch]
projectrequests 1 1 [list]
projectrequests.project.openshift.io I 1] [list]

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
PolicyRule:

Resources Non-Resource URLs Resource Names Verbs

= (] (']
['] I [']

2. AELINERAGHESRS, XETHAEITRAAGKASMA

I $ oc describe clusterrolebinding.rbac
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Ll N
Name: alertmanager-main
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole
Name: alertmanager-main
Subjects:
Kind Name Namespace

ServiceAccount alertmanager-main openshift-monitoring

Name: basic-users

Labels: <none>

Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: basic-user

Subjects:

Kind Name Namespace

Group system:authenticated

Name: cloud-credential-operator-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cloud-credential-operator-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-cloud-credential-operator

Name: cluster-admin

Labels: kubernetes.io/bootstrapping=rbac-defaults
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:

Kind: ClusterRole

Name: cluster-admin

Subjects:

Kind Name Namespace

Group system:masters

Name: cluster-admins
Labels: <none>
Annotations: rbac.authorization.kubernetes.io/autoupdate: true
Role:
Kind: ClusterRole



Name: cluster-admin

Subjects:

Kind Name Namespace
Group system:cluster-admins

User system:admin

Name: cluster-api-manager-rolebinding
Labels: <none>

Annotations: <none>

Role:

Kind: ClusterRole

Name: cluster-api-manager-role
Subjects:

Kind Name Namespace

ServiceAccount default openshift-machine-api

6.5. EEAMA BT E

{3 oc describe 5 &iT oc CLI EEEAR A BIMLE,

FeREZH
o 2%k oc CLI,

o RIMEFAMABIMAERINR :

5 6 = {1 RBAC & AN AR

o FMHET admin MINKHACHAFTUEEHERTBHHABHHE,

it =

| EELAAMACHERS, XETHAEINLRUBENTEAGKAFA -

I $ oc describe rolebinding.rbac

2. EEEMITBNAMAGHE, HREMTHRIM-nI1E :

I $ oc describe rolebinding.rbac -n joe-project

=l
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace
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User kube:admin

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe-project

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe-project

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe-project

6.6. HAFARINARE
TLUFEH oc adm BIED CLI EEEABBMIE,

HAGHESIRNNEIAFFATILAFPFHEEZABR TR, ERLEA oc adm policy 654
@ A P AR ISR A .

BRI RHERRARREABHERTIE R A P 4.
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1. BEETEFNAFARNAE

I $ oc adm policy add-role-to-user <role> <user> -n <project>

I $ oc adm policy add-role-to-user admin alice -n joe

R

AR AN AT YAML AR RINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: admin-0
namespace: joe
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: alice

. BEEAMABHE, FHERHPEIERMER :
I $ oc describe rolebinding.rbac -n <project>
fian, EE joe MEMNAMBBIE

I $ oc describe rolebinding.rbac -n joe

LN
Name: admin
Labels: <none>
Annotations: <none>
Role:

Kind: ClusterRole

Name: admin

Subjects:

Kind Name Namespace

User kube:admin

Name: admin-0
Labels: <none>
Annotations: <none>

% 6 = @[ RBAC E KN AR

BN, EEILLZTLAT G, fF admin AERINE joe WiE R alice A/ :
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Role:

Kind: ClusterRole
Name: admin

Subjects:

Kind Name Namespace

Name: system:deployers
Labels: <none>
Annotations: openshift.io/description:
Allows deploymentconfigs in this namespace to rollout pods in
this namespace. It is auto-managed by a controller; remove
subjects to disa...
Role:
Kind: ClusterRole
Name: system:deployer
Subjects:
Kind Name  Namespace

ServiceAccount deployer joe

Name: system:image-builders
Labels: <none>
Annotations: openshift.io/description:
Allows builds in this namespace to push images to this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-builder
Subjects:
Kind Name Namespace

ServiceAccount builder joe

Name: system:image-pullers
Labels: <none>
Annotations: openshift.io/description:
Allows all pods in this namespace to pull images from this
namespace. It is auto-managed by a controller; remove subjects
to disable.
Role:
Kind: ClusterRole
Name: system:image-puller
Subjects:
Kind Name Namespace

Group system:serviceaccounts:joe

ﬂ alice 8/ 2% 1% admins RoleBinding.
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6.7. 0|EXhAE
Bl LU B EARth A e, AENESERIAS,

i =
1. BATBNRAMAE, HSITUTHRS :
I $ oc create role <name> --verb=<verb> --resource=<resource> -n <project>
LS, EE -
e <name>, A EHEZHR
o <verb>, LUES RN, NARABRIRFIFENIR
e <resource>, RGN AR
® <project>, 1B &F

Bin, ZOE— I AMAERELITHAFEE blue B M Pod, 1HZTUTHS :
I $ oc create role podview --verb=get --resource=pod -n blue
2. EFAGHESIRS, BT TeS

I $ oc adm policy add-role-to-user podview user2 --role-namespace=blue -n blue

6.8. KA BEHERS

HEERUTRE A MAGHEEER P SAHANXETA G, TLUEA -nIFEREETE, MRKE
E, NfEREmIAa.

R LUER U T et T4 RBAC B,

x 6.1 KA B EERF

% i

$ oc adm policy who-can <verb> <resource> 18 HLWIRLE A P ] LUK B — BRI T iR 4E,

$ oc adm policy add-role-to-user <role> HEEABHAERZFINE REERF,
<username>
$ oc adm policy remove-role-from-user MERITIBRIIEER - BIREEAE,

<role> <username>

$ oc adm policy remove-user <username> BRURIUIEPIEER - REMEA G,
$ oc adm policy add-role-to-group <role> EEABHEERZFI B RHEEL,
<groupname>
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% i
$ oc adm policy remove-role-from-group MEEIT B P EHB MR EA R,

<role> <groupname>

$ oc adm policy remove-group <groupname>  #%IREFIUIEAHNIEEAREFEAE,

6.9. EHABHENRS

MHEUMERAUTRESEBEENARHTE, RNEHARHEGERASERZZRMEER, MLLUXLRAER
£ -n Fr&,

xR 6.2 ERABIERE

% ik
$ oc adm policy add-cluster-role-to-user NAEABHERRERAMAETIBNIEER .

<role> <username>

$ oc adm policy remove-cluster-role-from- MEHTRMAETENIEER P BIRAEERE,
user <role> <username>

$ oc adm policy add-cluster-role-to-group NAEABHERRERAAT BIIEES,
<role> <groupname>

$ oc adm policy remove-cluster-role-from- MERFRIAETERNIEEHBREEA S,
group <role> <groupnames

6.10. AR TERE AR

NERRESNRHEFHFAARNISORMEERFE, ETUNAFRT dedicated-admin &
o

FRFH

o B EfTiE| OpenShift Cluster Manager,
o RAIET OpenShift Dedicated 5£2%,

o EHEHEEFMNIRHUER.

1. #AZF] OpenShift Cluster Manager FiEFEIERE,
2. B Access control 3£,
3. 7£ Cluster Roles and AccessiEi£H, s Add user,

4. MIABMREERFAFANAS ID.
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5. 2= Add user A #%F dedicated-admin 24,

o IBIIIRE, 1ZAF#5 /EEEM Access control = Cluster Roles and Access THY
dedicated-admins ZHH9—E 4

6.11. REFHIIFANERABITE

v pa -

1 OpenShift Dedicated 4.16 Z &I, KREFMDIGUERA T ] —LEFAR, £

OpenShift Dedicated 4.16 Z BIMhR A B FHIEEF R R B XD RE F 04 IERH A 15 [T
R

NTZREEIN, OpenShift Dedicated 4 RAVFREZ F DU IEHIEH BB LR A BHIBIAI AR,
EELAMIG, TEEEFEERN system:unauthenticated RFINEIEE AR,
EREEAY LN RESHBEIEMNA A RMBILATEBEA RS

e system:scope-impersonation

e system:webhook

e system:oauth-token-deleter

o self-access-reviewer

- e
FEERREF MRV, AR RENMNT 20K,
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B7E TERIOIERSS KA

7.1. IR SR P gk

AR 251K P 2 —% OpenShift Dedicated Tk, ©RVFHBEREDIA AP, RSKFABENTEPEFEEN
API X R, BRI RS AP T RRE T RIEN AR, TRERZENAFHNEIL,

{8 OpenShift Dedicated CLI 5% Web #HI&NT, fHY API ShERAEME AP #H1T &5 IE, EILUF
HES ARSI KB, LMBLEEEETS ViR API BT EFERE B EIL,

BORSKANAFEEIRE THITE MR
I system:serviceaccount:<project>:<name>

B—RSIKABRLUTHANHBE G

| sk

system:serviceaccounts BERGHHFERSTK .

system:serviceaccounts:<project>  BE18ET B FHHFRAERSIK .,

BPIRSK B8 EMA secret :
o API £

® OpenShift Container Registry B ik

25 A
=

SR API ShEFN registry FIEARITHE, (ERIEIMER secret RIBIHE . HMIBR secret i, RET
BEEK— T secret SRR E,

7.2. QARSI
IERTLMER R ORIRSIK S, FHERITBRA TR Bk R TR,

ik
1 Ak - EEEEIUIE SRS
I $ oc get sa
i Bl

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FELEIIE R OEHARSS K

I $ oc create sa <service_account_name> 0
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ﬂ ZEH—UBFOIERSIKS, 151EE -n <project_names>,
Ll N
I serviceaccount "robot" created
B
RIA T LA FA LA YAML SROIERRRSSMKF -
apiVersion: vi
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. AL - BEERSIKFH secret :

I $ oc describe sa robot

ot Ll
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: robot-token-f4khf

Events: <none>

7.3. NERF K RT A BRIRA
ERTLAGH BALA I R T A e~ ARSI ET AR,

o HATLUEHR U FITIEMARSSIK T, B0, £ view A ERINE top-secret 17 B F 4 robot AR 551K
o

I $ oc policy add-role-to-user view system:serviceaccount:top-secret:robot
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N
AR AN AT YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: top-secret
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- kind: ServiceAccount
name: robot
namespace: top-secret

o BRI LIAYTIE FERFERSIKF R IR, Fm, ERFSKAMENTES, FA -ziE

FIE%E <service_account_name>

I $ oc policy add-role-to-user <role_name> -z <service_account_name>

BF

WNREA B PR ERSIKT R T UHNER, EEA -z &, SRR SE
FTHRH SR, FHRARVBEERRSIKRT IR,

R

AR AN AT YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: <rolebinding_name>
namespace: <current_project_name>
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <role_name>
subjects:
- kind: ServiceAccount
name: <service_account_name>
namespace: <current_project_name>

o EEUNFEMMAZRENE, FJLUMER -nETRECENARNTIEGRAZEN, WTFFIRTT.
o N, RFFIAEYIEHRIFTAERS KT EE my-project i E I FTIR :

I $ oc policy add-role-to-group view system:serviceaccounts -n my-project
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N
AR AN AL T YAML ERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: view
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: view
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts

o FtiF managers i B R HIFT A AR 551 7 4R EE my-project i E B TR ¢

I $ oc policy add-role-to-group edit system:serviceaccounts:managers -n my-project

TN
AR AN AL T YAML SERINA R :

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: edit
namespace: my-project
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: edit
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:serviceaccounts:managers
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%8 B N AEFHEARS K

8.1. AR 551 7 Bk

AR 551k 7 B — % OpenShift Dedicated Tk f, ©RITFHBEEREVA APl, REIKS2&NTEHEEDN
API XTR, ARSI R API IR T RIEN AR, FAHEERZENRAWEIL

{8 F OpenShift Dedicated CLI % Web I &N, &8 APl SERAEME AP T HHBI0IE, eI LUG
PSRRI RKER, LUBHMEEET TR API BXBFE RS A T HEIL,

BORSKANAFEEIRE THITE MR
I system:serviceaccount:<project>:<name>

B—RSIKABRLUTHANHBE G

il Wi

system:serviceaccounts BERGHHFTERRS K,

system:serviceaccounts:<project>  S&18ET B FHHFRAERSIK .

BMRSE BB EW A secret :
o API £
® OpenShift Container Registry B9 iiE

HERHY API ShEFN registry FIEARTHE, (ERIEIMER secret RIBEHE . LR secret i, REIR
BEEK— T secret SRR E,

8.2. FNIAAR S5 Ik
51 OpenShift Dedicated SRt & AT R ERMWBRS I, HNEITEERES RS

8.2.1. BRI EHAR 551K -

JUAN B R 16l 234 A AR 551k P IEI2 1T, BRS528/8 8 #E OpenShift Dedicated E R H
(openshift-infra) AL TIRSIKS, HRFENOTEECEAE !

BRZ5 K/ 30

replication-controller 4 fg system:replication-controller &

deployment- 2 i system:deployment-controller &,
controller
build-controller 4 Be system:build-controller &€, 74, build-controller [R5k ~tHaE

ERFNZRE ETFXARF, UEIBRFFIIE Pod,
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B 8 & M AEF P EARSIKS,

8.2.2. AT B RS K MAE
BANTEFRLEHBEANREES

AR S5/ ERAE

builder B Pod . #i%F system:image-builder &, fiFERAMNER Docker
registry SHRIRHEX U B AR RERRR TR,

g@é o
INR%E/H A Build 5£2¥2088, A& 013 builder BRS51KF

deployer HERE Pod A FH#I%F system:deployer s, RFEFNEHRTEHHEH
L5280 Pod,

—

) INR% A A DeploymentConfig £21hke, IR0z
P deployer RSk

default FRZITHEMATE Pod, FRIFIEE T FRBIARSSIK, .

T B P I IR SSIK F #R & #I% T system:image-puller 2, AU ERRNEE SRR registry MITTB &
BET SRR TR R B R 1R

8.2.3. B M BIR & pull secret

FINERT, OpenShift Dedicated BRI O — DR pull secret,

£ OpenShift Dedicated 4.16 &, XN OIEMARSIKF APl 5k secret B K HARR
Sk 458 secret, M OpenShift Dedicated 4.16 F#4, B LIZLLARSS K APl k%
secret,

FHEE 4 F, EAIHENKBRSIKS APl S5 secret RREMIFR, FIFASLIEETIE,
BRIEMERFFPFERANKE API B8, UREFAZTENMREIINER, 1HSHLEMIA
JEESLE OpenShift Container Platform 18 Long-lived BRZ5MK - APl 45h&

554 pull secret EERF OpenShift #21& reqistry SRR EISEEM A B R RRIEMRARS H,

B2, WMNRETE A ImageRegistry Th8E, (& 7E Cluster Image Registry Operator B2 & A 22 FASE AR HY
OpenShift $E{& registry, MARNENIRSSIK LR pull secret,

WIEZ RIS FARERE P 2 &K OpenShift Bk registry B, ZBTERBIEK pull secret &4 B 5hifl
B&o

8.3. BB IRSSK
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BRI LRI B ARSI, FHEIREAERBENZIKTRFIR,

ik
1 Ak EEEEIUIE MRS
I $ oc get sa
it Bl

NAME SECRETS AGE
builder 2 2d

default 2 2d

deployer 2 2d

2. FEHEIIE P ORHRSIKS
I $ oc create sa <service_account_name> )

ﬂ BEEH—UBPOIERSIKS, 1518E -n <project_name>,

LN

I serviceaccount "robot" created

R

IRIART AN FALLTF YAML QIR SR  :
apiVersion: v1i
kind: ServiceAccount
metadata:

name: <service_account_name>
namespace: <current_project>

3. AL BEERSKFH secret :

I $ oc describe sa robot

i Bl
Name: robot
Namespace: projectt
Labels: <none>

Annotations:  <none>

Image pull secrets: robot-dockercfg-gzbhb
Mountable secrets: robot-dockercfg-gzbhb
Tokens: robot-token-f4khf

Events: <none>
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% 9 & ERIRS KN OAUTH & /i

9.1. RS 1K~ EH OAUTH & /i

BRI LMERRSIKS, FRARARPAR OAuth B ik, IRSSIK REEEREHBFE, ARTFUIHRS
KEASHaEERPN-—LEEXAFERNETAGHIIEE

® user:info

e user:check-access

® role:<any_role>:<service_account_namespace>

® role:<any_role>:<service_account_namespace>:!
TEI9BR 551 F FAE OAuth & imH

e client_id 2 system:serviceaccount:<service_account_namespace>:
<service_account_name>,

e client_secret I LLZ1ZAR 51K 7 BUME APl 5%, 5140 -

I $ oc sa get-token <service_account_name>

e EJIREX WWW-Authenticate fiif], iHi$ARS5M - _£B serviceaccounts.openshift.io/oauth-
want-challenges ¥ fi#i% & true,

o redirect_uri 15 ARSI - L REARICEL,

9.1.1. EERE N OAuth B imEIARSS K - B9 URI

SERREE VT B A RIS serviceaccounts.openshift.io/oauth-redirecturi. X
serviceaccounts.openshift.io/oauth-redirectreference., 40 :

I serviceaccounts.openshift.io/oauth-redirecturi.<name>

RXAKEARALN, IRTATEREEENNEER URL, fi0 :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "https://example.com"”
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

LB first #1 second B AT 2 RN TNEMRHEER URI,

EEEAMERER, FHFSEEM URI AERELTRY, i, SR ERENATE A DB 2R,
X B BT {d F @57 serviceaccounts.openshift.io/oauth-redirectreference. BIZXEIEN S E E [ URI,

o -

"serviceaccounts.openshift.io/oauth-redirectreference.first":
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

HFIERNETEFE JSON #iiE, FET BEXNPAUERNMES
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{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference": {
"kind": "Route",
"name": "jenkins"

}
}

RIIE R LAEE], OAuthRedirectReference f21T5IF &7 jenkins BIB8H ., ALk, ZEREBIFAE AO
TEE#AT A, OAuthRedirectReference FISZEEME R :

{
"kind": "OAuthRedirectReference",

"apiVersion": "v1",

"reference” {0
"kind": ...,
"name": ..., g
"group”: ... 6

}

1

Q kind 5 2#WBIBX RHKE, BRI, RX# route,
9 name ERNRTHIE, NRUITNEIRSIK AL TFRE—6r& 22 E A,
9 group IEMEXN RATERE, IEZE, RNKRENEREFRER,

AUEFIMNERAIL, REZSI AN RIBHOOBE, £ :

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

first A TIHEMYIE—#R, X jenkins BEHE 28 A0 https:/example.com, ¥}
{Ehttps://example.com/custompath #7155 %4, {8 https:/example.com I 1T, BB IRMHEEZL
EHRXIT :

KR ik

Scheme "https://"
FHA "//website.com"
g "//:8000"

BRE "examplepath”

52



5 9 = ARSI OAUTH & /iR

cak

2
% EEEINEBZNERMBIANRNENZEE, IF—E2FENTN.

MU EEEEESE AT UMER U TRAEITEH -
<scheme:>//<hosthame><:port>/<path>

B —NRALIKEZIREIH, KGR ANRIEN

"serviceaccounts.openshift.io/oauth-redirecturi.first": "custompath”
"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "//:8000"
"serviceaccounts.openshift.io/oauth-redirectreference.second": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":

{\"kind\":\"Route\",\"name\":\"jenkins\"}}"

%% jenkins B9 EHA A O https://example.com, JlI| https://example.com:8000 #1
https://example.com/custompath Z3# 11 N HE K.

AR AR SMESERR, LKIAHRIT Y

"serviceaccounts.openshift.io/oauth-redirectreference.first": "
{\"kind\":\"OAuthRedirectReference\" \"apiVersion\":\"vi\" \"reference\":
{\"kind\":\"Route\",\"name\":\"jenkins\"}}"
"serviceaccounts.openshift.io/oauth-redirecturi.second": "https://other.com”

53



OpenShift Dedicated 4 IAUEFIFRAY

5510 & R ESHEIERE

10.1. X FRESEIERE

ERUOIREEE S, BELEIRBRAEMA SRS KS. Hla0, HEEEATERFERROE
Pod BITIR.

BEHEMSEBAERGERS, BRTEEREEENSEERE. REEE dedicated-admin &K
R FeEtIEEERE S,

B B EESEEE SN PolicyRule £ & RIFMAESER, AE, EXRISXEMNFTEER, FR
B EDEEREA—FSEEMN], FaELHL "normal" BIEF T —F R E,

10.1.1. ASEH
ArEEEERTFRRAERFIWES, EIIRETFERN, FibaB3 N EaIRMN

user:full - R FFEA B BRFENRYT AP #1752 813/ BijH,
e user:info - AFRIELGFAFBNER, WRAMRIE,

e user:check-access - 7217147 self-localsubjectaccessreviews #1 self-
subjectaccessreviews, XLERIEIFRN KA HERFNHNTE,

e user:list-projects - 81T RiLijj[A], RAILAFIE ARV RB5E,

10.1.2. A&SEH
AEEEREESS A EAGHERSLMIRNIE, %8686 %% T,

e role:<cluster-role name>:<namespace or * for all> - $EF RE NEEA B EMMIN, B

TR EM e B ZEE A,

AR XA REFALIFIER, BIfEA BRI secret. ABHAEMABER
R, BISEH B FXLETFIR, XEBTFHESAAR. FZ AN edit F
s ABHTERANAE, BX TV secretMs, XHBEFNAE,

e role:<cluster-role name>:<namespace or * for all>:! - X5 L3, ER NS ERNSME
1FULSEE R VF AN IR,

10.2. HRZEFHBIIUERNARMEIKEAEH

ENRREEN, BB LBERARHE, HAREFMINIERA A RINEl OpenShift Dedicated H
HUTREFARH, REFNRIENAFTEDFEARHERAR, XRNERENERERBIH TN,

A LU R S MR A P RIMEIA T EEAEF -
e system:scope-impersonation
o system:webhook

e system:oauth-token-deleter
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o self-access-reviewer

BE
FEERREFMIILRITIFE, A RIERFRENNT 20K,

FeREH
o ATLUFEAEA cluster-admin BA&IAE iR EE,

o B%%k OpenShift CLI(oc).

ff

L=

S

1. 8% add-<cluster_role>-unauth.yaml 8§ YAML X, 3¥HRIMUTARE :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
annotations:
rbac.authorization.kubernetes.io/autoupdate: "true"
name: <cluster_role>access-unauthenticated
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: <cluster_role>
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: Group
name: system:unauthenticated

2. IBTUAT e SR FAERE -
I $ oc apply -f add-<cluster_role>.yaml
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BN E ERPBENIRSIK S HE

ISR LM RS IR S, XALRE S =HNES MU RIEE(AM)IRSEKIIBET, 0 AWS IAM
5% Google Cloud Platform IAM _E#J OpenShift Dedicated.

M1 X FHERS I 45 HE

BRI LA RSP E AR 55K 7 B hE SR BRHIZE AR 551K 7 S RERIR RSB [, X e kR 32 (R FH & A0[RI B RR B, 35X
AETFRSIK R IAM BB HBIRIE R EFE pod MIGEHEIERIER, & LUERSI%EMN
TokenRequest API 315 K40 E BIAR 551K 7 45

N.2. HRABRINEBEHERSIK S
IEFTMERSIRE, 1 pod BB RAEHIR S 1K/ SR,

FeREH
o TAILUFAEAR dedicated-admin & &A1) [ EEE,
o MBHIEBT —MIRSKT, XEBRERSIK 4N build-robot,

i =
1. ERABHRFE pod BLE 7 {E R E RS - S hE,
a. flI84 5 pod-projected-svc-token.yaml #9321, HERBMT :

apiVersion: vi
kind: Pod
metadata:
name: nginx
spec:
securityContext:
runAsNonRoot: true 0
seccompProfile:
type: RuntimeDefault 9
containers:
- image: nginx
name: nginx
volumeMounts:
- mountPath: /var/run/secrets/tokens
name: vault-token
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: [ALL]
serviceAccountName: build-robot 6
volumes:
- name: vault-token
projected:
sources:
- serviceAccountToken:
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path: vault-token ﬂ
expirationSeconds: 7200 9
audience: vault

B L2 root AP FADIZT, IR KR EEREE R AI XU,

TEBBIA seccomp BELBE, BRFINNAILUMERABEMRGAMR, LBREXSE,

SN AR5 K 895 | A

RS F X R BIRN BR R, AT RSEBA,

(AIk) BRI BHEEBOBIERNS (8] (AR N EAL) o BRIMETI 3600 # (1/hE)

XMEREDT 600 # (10 28 . MRTHEESHERBIN AT X NMER 80%, H
L 24 N, T kubelet RFFIAZIRECHE B hE,

@ 9006009 —

(Arifk) RESEHTHAGERE, SENERENIEHERE PSS SENERE
BAICEE, SNBSS, ERAEIIT AP IRSS SBRBIPRRRT,

FTBRIEEAKRIK, OpenShift Dedicated &{# fH --service-account-
extend-token-expiration (¥Ai\ }jtrue) 7= expirationSeconds (&,
WE MDA S EERTFIREN—F, BRERRRIXE,

B
\
A

b. I pod :
I $ oc create -f pod-projected-svc-token.yaml

Kubelet {3 pod ERHFMH SRR, i pod AIME— N A REMXHBRERREDHE, HiE
1245 R B AR IR 45 R

2. ERHESENARFREETEREN ERNEASHE,
YNSR S hRME AR BB IX NMER 80%, SHEHEIT 24 /M, I kubelet REFE T,

11.3. 7£ POD AER QA RS IR~ T hE

FeREH
o EAILUFAEAR dedicated-admin & &A1) A EEE,

o MBOIET—MRSIK,. XBRERSM - M& N build-robot,

it
o ZITLUTFES., 7E pod AEREIBAERSS MK~ HhE -

I $ oc create token build-robot
LN

I eyJhbGciOidSUzI1NilsImtpZCl6l1kY2M1N4MHRve2xFNnFSQIA4eGOGYzVPANN3NKhIVOtRW
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HiBR

mFrUDRNcWx4S0kifQ.eyJhdWQiOlsiaHROcHM6Ly9pc3N1ZXlyLnRlc3QuY29tliwiaHROcHM6L
y9pc3N1ZXIxLnRIc3QuY29tliwiaHROcHM6Ly9rdWJlcm5IdGVzLmRIZmF1bHQuc3Zjll0sImV4c
CIeMTY30TUOMzgzMCwiaWFO0IljoxNjcSNTQwMjMwLCJpc3MiOiJodHRwczovL2|zc3VicjludGV
zdC5jb20iLCJrdWJIcm5IldGVzLmivljp7Im5hbWVzcGFjZSI6ImRIZmF1bHQILCJzZXJ2aWNIYW
Njb3VudCleeyJuYW1lljoidGVzdC1zYSIsInVpZCI6ImM3ZjA4MjkwLWIzOTUINGM4NCO4N;jl4L
TMzMTM1NTVhNWY10SJ9fSwibmJmljoxNjcSNTQwWMjMwLCJzdWIiOiJze XNOZWO06c2Vydmlj
ZWFjY291bnQ6ZGVmYXVsdDp0ZXNOLXNhIn0.WyAOPvh1BFMUI3LNhBCrQeaB5wSynbnCf
0jWuUNNPSIIT4YVvFnKibxwREwmzHpV4LO1xOFZHSi6bXBOMG_o-
MOXNDYL3FrGHd65mymiFyluztxa2lgHVxjw5relV5ZLgNSol3Y8bJgQgmNg3rtQQWRML2kpJB
XdDHNwwOE5XOypmffYkfkadli8INSQQD-
MhsCbiAF8waCYs8bj6V6Y7uUKTcxee8sCjiRMViXKjQtooERKm-
CH_p57wxCljIBeM89VdaR51NJGued4hVV5IxvVrYZFu89IBEAq4oyQN_d6N1vBWGXQMyoihn
t_fQjn-NfnlJWk-3NSZDIluDJAv7e-MTEk3geDrHVQKNEzDei2-Un64hSzb-
n1g1M0OVn0885wQBQAePCOUIZm8YZIMNk1tqewlUKQTMVv3HPfiSHtBRqVc2eVsOEfMX4-x-
PHhPCasJ6qLJWyj6DvyQ08dP4DW_TWZVGvKImIdOhzwpg59TTcLROICKISEJgAVEEd13Aa_
MO-

faD11L3MhUGxw0gxgOsPczdXUsolSISbefs70KymzFSIKkTAn9sDQ8PHMOsuyxsK8vzfrR-
EO0z7MAeguZ2kalY7cZgbN6WFy0caWgx46hrkKem9vCKALefEIRYbCg3hcBmowBcRTOgaFHL
NnHghhU1LaRpoFzH70UargX9SGQ

o BIRARSSIK
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FEREEERZEMELTXAR
1£ OpenShift Dedicated A1, AT LMFERAZ £ M £ TR (SCC) FILHIEEEH pod IR,

REHF R ARBIN SCC, RE—L Operator AEHMA M, ENRBEEIEA, ELRLUMER OpenShift
CLI (oc) 2B 28 SCC,

BF

FREEBWIMINSCC, BE XN SCC AR FRAR LTS Pod BFE K OpenShift
Dedicated A IR, 74+, B SCCEHRKE—LEHATIRPEE HRIAE,
EREFAXLE SCCHmMBBE Lo

REFZUEHENEB M SCC, MARIERBINSCC, AXFALE, HEHIER
2% ETFTXAR,

£ OpenShift Dedicated BB, EMREENERAZ I =11 H(CCS) HAMEHUIERCH
SCC, 1&Fi% MfEA Red Hat cloud 1 789 OpenShift Dedicated 5£&£/E SCC, K
SCC FRAIEEE cluster-admin R,

]

[P

121. X TF&EM E TR
5 RBAC BHR#ZEHIA P VIR AR L, EEAATUEAREM ETXXAR (SCC) K42 Pod BITIER,
XEERFRRTE T Pod AT LAHUTRVRELA R BN TR A B TR, &R AR SCC %E X Pod i T A4l &
B—ZHSM, LMEHRBERRGES,
Bt Re M ETRXAR, B RLES

e pod EEHFLUEH allowPrivilegedContainer I1i52 17451 A 25

e {#FH allowPrivilegeEscalation #7iZ BR il pod

o RIRALUARMITNAE

o [EHBERAES

o AEH SELinux LT

o RF/AIID

o (HREN L LEFIFIRLS

e i pod B8 FSGroup FI 2

o RIFHFFEHMEE

o ABEDFTENH root XHRLFHITEVIFIFR

o BREIMMEHH

® fIFH) seccomp BLERMELE
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BF

TETE OpenShift Dedicated HRHI{EfI6p 44 22 [A] L 1% & openshift.io/run-level /7%, LGt
ZAHER OpenShift Dedicated AMFAREIEEE API HBEE), 0 Kubernetes API RS
#2#0 OpenShift API BR%525. HIERIXE T openshift.io/run-level 7%, NIFR&YF SCC R
FEIZe R ZE AR pod, MMSHiZ&ZEFFZITHERTERBREESER

1201 BB e E TR

SHAELITRINREME L TR (SCC), WITFHRAM, & Operator st EMEHZREZE] OpenShift
Dedicated I, AIRERZREZZIAN B SCC,

BE

TEEHBILSCC, BE NLEIASCC Al FRAERLTA Pod EBE K OpenShift
Dedicated FZEAT LA, FH4h, BRINSCCEASE—LEBAITRPEE HBINE,
XREFH XL SCC BB E L,

REFZUEHENEBCH SCC, MARIERBINSCC, AXFMALRE, HEH /L
ML TR,

R R1LEBEANLZSHE L TR

ey Ml S EAL £ pU
anyuid Rt restricted SCC WA THEE, BRVFAFEREM UID FEM[ GID 21T,
nonroot 12 restricted SCC WFRAETHEE, BARYTRAFFEREMAIE root UID 1217, AW

AHERE UID, BNBIERRTIT EHRRIEE.

nonroot-v2 5 nonroot SCC &4, BELUTAME :
o ALLEEHEMNBEHER,
o T LLEZIN NET_BIND_SERVICE Ih&E,
o HiNERT, seccompProfile & runtime/default.

o TEZL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
false,
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LM E TR 3T
restricted BT ENINEE, FEBERER UIDZTERE, URDEESLLENRH
SELinux £ T3,
SZPRAY sCC :
o TR Pod TLELMFIN A RIB1T
o AR Pod TEFEHENB RS

o EK Pod LIS ECRY UID SEHIRBA FiziT

e R pod EATIEDEH MCS FREIZIT

o X pod RTINS ER FSGroup 1217

e JiiF pod EREMIN A
TEM OpenShift Dedicated 4.10 S B R AFARHIEREH, ERZSFHEIERA
FERRT LAE XA SCC, BRIEBRFAIRF T U5 IRIFUBR, FMIFET OpenShift Dedicated
AN HESRANRETBALUEA restricted SCC,

restricted-v2 5 rootsCC KL, EEUTAR :

o ALLEEHEMNBRHER,

o T LLEZIN NET_BIND_SERVICE Ih&E,

o BiNERT, seccompProfile i%i& % runtime/default.

o TEZXL LT, FEIUHILE allowPrivilegeEscalation skiF &% h
false,

XR— M REALIRMMEREH SCC, S FHRIENAm2RIAMERE.

; pa -

restricted-v2 SCC 2RI\ SEMN R SCC, BE, &
AILBIE—NE 8B E L SCC, i, AU —1
SCC, ¥*readOnlyRootFilesystem [Rfi - true,

L

121.2. Z2 M F XA RIKE
LM RN (SCC) M4l Pod B AR LINEEHI R BAEIRAER, XLERBHH=NET

eS| sk

/R BRI tE R B FERFIA PR B M &5 89(E, 5130, AllowPrivilegedContainer &k
BE, Naskh false,

R ITRISR & 12 FIXERARERBNTE, UBREERRIT.
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eS| fed
FA SRS 224 BEREERENERIRGHIS B IRE LTI ¢

o AMEMINE, MKk
o MRIEEEBTAFESESBING,

CRI-O ERLITRIARENTIR, AITFAT pod WEBINBE :

e CHOWN

e DAC_OVERRIDE

e FSETID

e FOWNER

e SETGID

e SETUID

e SETPCAP

e NET_BIND_SERVICE

e KILL
BEREALBIATIRAMINEE, B Pod JFHRIEE A LUBIT I KANAN ThRE S PRI LEBRIATT SR TR T
. fEM allowedCapabilities. defaultAddCapabilities #1 requiredDropCapabilities S 1L H| £ 5

BEEMLELRIER, BXLESH, EILHEER LU KIFLIIRE, WLERIURMEIE—1 52, L
NEENBRRUENEF,

pa Y=
& 7] L& ¥ requiredDropCapabilities Z#i% & 71 ALL REFARWAAEIRE, X2
restricted-v2 SCC B9/EF.

12.1.3. &M E T XA RER

RunAsUser

e MustRunAs - EZFZE& runAsUser, FAEEM runAsUser fENEVIME, FIXTECER
runAsUser F1T751E,

MustRunAs 5 Br=fi

runAsUser:
type: MustRunAs
uid: <id>
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e MustRunAsRange - IR EATISERE, NFEE LFKMEMNRKE, FRZIMEFEHRIL
Ho FIRENARVFEHE TR,

MustRunAsRange 15 F B¢l

runAsUser:
type: MustRunAsRange
uidRangeMax: <maxvalue>
uidRangeMin: <minvalue>

e MustRunAsNonRoot - EZ Pod 12X N EH IS runAsUser EFHFHE L H USER 35
T, TIRHERINE,

MustRunAsNonRoot H K2~

runAsUser:
type: MustRunAsNonRoot

e RunAsAny - FERHEIME, SRITFEEEM runAsUser,

RunAsAny X5 i Bt~

runAsUser:
type: RunAsAny

SELinuxContext

e MustRunAs - IR AEAASENE, NFEZEE seLinuxOptions, i seLinuxOptions /£
NERINE, FHX seLinuxOptions #4755 1E,

e RunAsAny - FRHEINE, SOIFIEEE(T seLinuxOptions,

SupplementalGroups

e MustRunAs - IR AMERTIDEE, WHEEZEVEE—TEHE. ERE-EHANRIMEFES
RONE. ¥ A SE TR,

e RunAsAny - N RHEIME, SOIFIEEE(T supplementalGroups.

FSGroup

e MustRunAs - IR AMERTIDEE, WHEEZVEE—TEHE. ERE-EHANRIMEFEN
RINE. FXFEB—EERBIE— ID T,

e RunAsAny - TRHEBIME, RIFEEMRE(T fsGroup ID.

12.1.4. ¥ CCS £ M S
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BT IZE SCC B volumes FEXRIEFFIFES LB A TE A =1 (CCS) E£EFH OpenShift
Dedicated,

tF BB RVHE S AR BN E LB RIRA R -
e awsElasticBlockStore
e azureDisk
e azureFile
o cephFS
e cinder
e configMap
® csi
e downwardAPI
e emptyDir
e fc
o flexVolume
o flocker
® gcePersistentDisk
e ephemeral
e gitRepo
e glusterfs
® hostPath
® jscsi
® nfs
e persistentVolumeClaim
e photonPersistentDisk
e portworxVolume
® projected
e quobyte
® rbd
e scalelO

® secret
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https://kubernetes.io/docs/concepts/storage/volumes/#azuredisk
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https://kubernetes.io/docs/concepts/storage/volumes/#cephfs
https://kubernetes.io/docs/concepts/storage/volumes/#cinder
https://kubernetes.io/docs/concepts/storage/volumes/#configmap
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#csi-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#downwardapi
https://kubernetes.io/docs/concepts/storage/volumes/#emptydir
https://kubernetes.io/docs/concepts/storage/volumes/#fc
https://kubernetes.io/docs/concepts/storage/volumes/#flexvolume
https://kubernetes.io/docs/concepts/storage/volumes/#flocker
https://kubernetes.io/docs/concepts/storage/volumes/#gcepersistentdisk
https://kubernetes.io/docs/concepts/storage/ephemeral-volumes/#generic-ephemeral-volumes
https://kubernetes.io/docs/concepts/storage/volumes/#gitrepo
https://kubernetes.io/docs/concepts/storage/volumes/#glusterfs
https://kubernetes.io/docs/concepts/storage/volumes/#hostpath
https://kubernetes.io/docs/concepts/storage/volumes/#iscsi
https://kubernetes.io/docs/concepts/storage/volumes/#nfs
https://kubernetes.io/docs/concepts/storage/volumes/#persistentvolumeclaim
https://kubernetes.io/docs/concepts/storage/volumes/#portworxvolume
https://kubernetes.io/docs/concepts/storage/volumes/#projected
https://kubernetes.io/docs/concepts/storage/volumes/#quobyte
https://kubernetes.io/docs/concepts/storage/volumes/#rbd
https://kubernetes.io/docs/concepts/storage/volumes/#scaleio
https://kubernetes.io/docs/concepts/storage/volumes/#secret

BREEBREM FTXAR

® storageos

vsphereVolume

* (RIFERMBBSREN—RRE)

none (RIEFEAMAESREN—MEIKE, (OIREHREMEE. )

NE SCC HEMRITBR/NEAR
configMap. downAPIl. emptyDir. persistentVolumeClaim. secret #1 projected.

% o
- RIFBLRBFRATTE, RN REHHIR OpenShift Dedicated I &R RN LB,

p= Y=
HEEHERS, £ allowHostDirVolumePlugin &3 volumes FERHMILE, FI0,

#NE allowHostDirVolumePlugin %4 false, {B7E volumes FEFREYF, NI
volumes FH hostPath {E,

12.1.5. 4E A 324
FIF SCC M A #2247 LURIBIS T F P BBE 11 SR 0 R I 12,

FSCCME, XEWRBEAEAZFIRZTURE L TFXHRHANAFERURR—HEEN SCC, XA
HAR Pod EEHEMNERN, BEBIRHSHEFIMERERBIERIER—HENMAE Pod BV,

HEARTRI Pod B SCCRAEMMAN FMMAFIEBINARARE. Ao, MR Pod HE 7RSI, N
RVFHI SCC KA BRI AR A IR,

@ -
FLRITMER (NEE) B, RBRSIKTAFER SCC, HELRI##RE Pod,

EANFERLUTAEROE Pod WERAREMETX :
1. MRFIAERAM SCC,
2. WEKERBENZ2M ETOXEENFRE.
3. XA RARCREIERA X E,
INREN T RERLRES, NEES Pod, MRIEKTEES SCC EEE, NIEL Pod,

Pod /it SCC JEB— 1M FER, UTROIFRBEAHDFERLIINIE |

g "
' X LR R TE S R TS Bo(E ISR £ T3,

FSGroup SCC 5%kHi&>5 MustRunAs
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#NR Pod E T fsGroup ID, % ID /EFEIAM fsGroup ID, &, Pod AMH1% SCC Kk, MR
WE T —1 SCC,

N SecurityContextConstraints.fsGroup FEH{E 7 RunAsAny, 3 H Pod #lig&BE T
Pod.spec.securityContext.fsGroup, NILLFEBIANER, FRARIETES, Hi SCCREFRER
B4 EAME Pod FE&, M5 Pod KM,

SupplementalGroups SCC kB&y MustRunAs

INR Pod A& E LT —1 %1 supplementalGroups ID, ] Pod B ID #4715 F v % Z2 5] 19
openshift.io/sa.scc.supplemental-groups S HIE— ID, BN, Pod A&HI% SCC JiE, MR
WE T —4 SCC,

#NR SecurityContextConstraints.supplementalGroups FEXHI{E "~ RunAsAny, 3B Pod & &B&

T Pod.spec.securityContext.supplementalGroups, NILLFEFBEIANER, FEERILTRES, Hith
SCC i BETRERIEMEM Pod £, MMSE Pod KL,

12.1.6. &M E T XARM KR
LM E TR (SCC) EA—MEELTFEE, ©RENIE ARSI 2RI IFE KT B9HERE,

LHERIEN 0 BRRAEMAER . nil (EEFBIN 0 HREMLEN. FHFH, KEHEZH SCC REHBE
S EHEIHES,

WET—HAIASCCHE, SCCEERUTARIERE :

1. e SCC EkiiF.

2. INRMLKLEE, N SCCIRIBIRFIM &0 B RIBHEF.

3. MNRMERFMREIMEEESE, N SCCREBAMEEF,
BINBERT, BIAERHEEGM anyuid SCC £ SCCEESFHERM LI, XAFEREEBIIE
Pod B SecurityContext 135 %E RunAsUser, LUEMIAF &9121T Pod,
12.2. X FipEieE L TXARE
EANEHZRER R LM L TFXYIR (SCC) R LR M, XLERHRAMAZCMHRER RERTISERE
HIELE Pod BIETE SCC, B SCC SRBEEN ML T H MR SRBGH T A, BNRENTORE (B
F) 5 Pod MM ERE, NiZ1TH Pod HE XHIARRE ID ERK&EAE.
LA SCC S BUE A#ZEHIZRTE Pod A& & B E EHE BRSO B E -

1. RunAsUser 8% 5 MustRunAsRange BRI XBR/NHEAEH, HEATH
openshift.io/sa.scc.uid-range ;¥ 2 EIETTSEE T,

2. SELinuxContext 5&&5 MustRunAs B RiXEJ. ## ALK openshift.io/sa.scc.mcs 7 f#
FIEFR A,

3. FSGroup kB&% MustRunAs, # A% 1% openshift.io/sa.scc.supplemental-groups .

4. SupplementalGroups &5 MustRunAs. A1, openshift.io/sa.scc.supplemental-
groups JEf#,

TEENMNER, ZE2MLETXIRBREFSN Pod FREFLXENSHEFRARIME, RINEETFRMERSEK
Bg :
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1. RunAsAny #1 MustRunAsNonRoot SREE TR BINE, MR Pod EESHIE, WA D, &b
NTE Pod HlA& A E SGXAMES

2. MustRunAs (Ffi{E) RESIRHRZERIINME. Hla0, *FHID, BIfE Pod MIEEXLTHE
B ID H, S&RZEAMINSHERREINE Pod WA,

3. MustRunAsRange #1 MustRunAs (ETF5tH) KEIRMHEHENR/IME. 5H(H MustRunAs
RIE—1F, RZERMNEKIASEEBIEZITH Pod A, MREFSERENREATUERES NE
Fl, ERRHEENE—MEENZRIME

INRn 4 22 7] ER1F7E openshift.io/sa.scc.supplemental-groups ;£ f#, Il FSGroup #1
SupplementalGroups k8% [CliE F| openshift.io/sa.scc.uid-range X fi#, MR EETE
£, MAFAIE SCC,

BIAERT, ET IR FSGroup RIEERAET EMNS/IMERN A NCHREERH
5. g0, wNRERERE TN 1/3, N FSGroup RRFERS/NMEMSXNE 1EEHB
5. WNRESRIT FSGroup FERER SN, HLURENEREMAIEE L SCC,

openshift.io/sa.scc.supplemental-groups ;3 f2##EZ LUE S 2RI IIEKR, BN
<start>/<length =% <start>-<end>. openshift.io/sa.scc.uid-range ;¥ fi# 3% — ML,

12.3. £ T XXAIR A
BUFREIER T et F T4 (SCC) AR -

A f# privileged SCC

allowHostDirVolumePlugin: true
allowHostIPC: true
allowHostNetwork: true
allowHostPID: true
allowHostPorts: true
allowPrivilegedContainer: true
allowedCapabilities: )

(£

apiVersion: security.openshift.io/v1
defaultAddCapabilities: [] €
fsGroup: 6
type: RunAsAny
groups:
- system:cluster-admins
- system:nodes
kind: SecurityContextConstraints
metadata:
annotations:
kubernetes.io/description: 'privileged allows access to all privileged and host
features and the ability to run as any user, any group, any fsGroup, and with
any SELinux context. WARNING: this is the most relaxed SCC and should be used
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only for cluster administration. Grant with caution.’
creationTimestamp: null
name: privileged
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities: €
- KILL
- MKNOD
- SETUID
- SETGID
runAsUser: G
type: RunAsAny
seLinuxContext: ﬂ
type: RunAsAny
seccompProfiles:
supplementalGroups: 6
type: RunAsAny
users:
- system:serviceaccount:default:registry
- system:serviceaccount:default:router
- system:serviceaccount:openshift-infra:build-controller

volumes: @
Pod ATLUERMITNEETIR, ZFIRKRFARIVFERTMAINEE, MRKRAS * MR VHEMINEE,
ANINZE M Pod BIMINZHEEFIZR.
FSGroup 5Bg, 1EEAZR2M L TFXMIARFH,
B[R]l SCC M4,
M pod ZFHITNREFIR, FFE, 1EE ALL LAEFAAINEE.
runAsUser SRE§ KR, 1EEARE ETFXHRIFE.
seLinuxContext 3RE&§ X R, $EBAR LS ETFXMRIFE.
supplementalGroups %, 1EHRE L TXHRITFINTEH,
Al [A] Ltk SCC BIF s
REETXRIFMBERE, EXNRBIHR, * RITFEAMESRE,

900990290000

SCC HB users #1 groups FEXIEFIRENS 5 171% SCC A, RINERT, SEHEELA, T affy@ie
IR EIR F I SCC MTIAIINER, FREZN BRI IERI A F &% F T 1ilA restricted-v2 BIF R,

T EX runAsUser iX&

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
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securityContext: ﬂ
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

ﬂ LRI Pod BERENZITEHAF IDE, NI4EME UID B4 H I Pod B9 SCC RE, HFER
INMERT, restricted-v2 SCC REBINARMABLT BBRIEMAF, FrLLEal#irrA B ARSIk -
A, HFERZHIERFFER, restricted-v2 SCC {1/ MustRunAsRange SRB& K2R F KIS EL
securityContext.runAsUser FEXRIRTRE(H, EABHELRIUIE L&
openshift.io/sa.scc.uid-range ;¥ RIBEFTEHFE, RAEFRBLIERH, &E, FHEH
runAsUser [EE FiX—SEREPME—ME, MXHEUTIN, N8 TEEBEFRASEE,

HHER runAsUser iZiE

apiVersion: vi
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000 @)
containers:
- name: sec-ctx-demo
image: gcr.io/google-samples/node-hello:1.0

Q RAERSIK A HRF RFE—FR ID 89 SCC AR, OpenShift Dedicated ¥ &%
HKIZEF ID WAEEEE Pod, SCC AIFEE ID. BTFE—SEEMID, SHEEEFIHFKNEBLIES
1D,

BB SELinux. fsGroup Mt FELHARK,

12.4. ) CCS &£+ R e M E T XAR
& B LA#E A OpenShift CLI (oc) &R 2M ETFXAR (SCC) .

BF

OZFEE R CH SCC BHRSBEMTRENSIREFE. MREXNEABESH SCC
BRI, EECRILIES R, AXRECRIEFNIFE, §5EXNXH

£ OpenShift Dedicated SRR, EMREENFERAZ I =11 H(CCS) HAMEHOUIERCH
SCC, 1&Fi% MM Red Hat cloud 1 789 OpenShift Dedicated 5£&8£1/E SCC, K
SCC FRAIBEE cluster-admin R,

[N

FeRFH
e % OpenShift CLI (oc) .

o LIEA cluster-admin &M 5 & k&R,
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Pk
1. 7£4 4 scc-admin.yaml B YAML XA 7E L SCC :

kind: SecurityContextConstraints
apiVersion: security.openshift.io/v1
metadata:

name: scc-admin
allowPrivilegedContainer: true
runAsUser:

type: RunAsAny
seLinuxContext:

type: RunAsAny
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
users:
- my-admin-user
groups:
- my-admin-group

4, 1&A LLET T requiredDropCapabilities FE& % AR B X EFH SCC W EINEE. AR

BIRENDBEHREMNETRTER., EEFMENREN, EIEE ALL, 0, ZEAE—1NEF
KILL. MKNOD #1 SYS_CHROOT ZhAEH) SCC, HSIL FARARIMEI SCC K :

requiredDropCapabilities:
- KILL

- MKNOD

- SYS_CHROOT

. -
XA BEFIH allowedCapabilities #1 requiredDropCapabilities FHIZHEE,

CRI-O 3#F Docker X 4/ BB R T RE(E TR,
2. @it LB kAR SCC

I $ oc create -f scc-admin.yaml
=1

I securitycontextconstraints "scc-admin” created

e Ik SCC BT :

I $ oc get scc scc-admin

i th o Bl
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NAME PRIV ~ CAPS SELINUX RUNASUSER FSGROUP SUPGROUP
PRIORITY READONLYROOTFS VOLUMES

scc-admin true ] RunAsAny RunAsAny RunAsAny RunAsAny <none> false
[awsElasticBlockStore azureDisk azureFile cephFS cinder configMap downwardAPI
emptyDir fc flexVolume flocker gcePersistentDisk gitRepo glusterfs iscsi nfs
persistentVolumeClaim photonPersistentDisk quobyte rbd secret vsphere]

12.5. Bb @ TE A E#HLLERIFER SCC

B TENERENFERENREM ETFXAR (SCC), HEE/FFE SCC EERITIFME, =
EZEMIEERPHET—1 SCC o b, XEBEHR.

B EREFEM SCC, I #E LIXKE openshiftio/required-scc 3, EALIERE pod & HiE
WA TR EZ B IERR, NEBH T HAREE,

SCC WIEETERD, BTERTIEMNE, &N pod AKX, IMRAFAET Pod, = Pod
BIRRSSIK T BIE A pod p R 28 [A|FRAY SCC B use FUBR, NI SCC ## - 5&RF T/ f#,

Digk

==
[=]

AEFEHW live pod ;& ¥ ] openshift.io/required-scc %, K WiXHEHESH
pod AKX, BEREWRAFH SCC, EEMKZ Pod BIRFHGER, X5 pod
IR F E T AR

FRFH
o R WIITFTE SCC,

i =
1. NEREQE YAML X, 3587 i% & openshift.io/required-scc ST fZEIE ERTFEM SCC :

deployment.yaml 7=l

apiVersion: config.openshift.io/v1
kind: Deployment
apiVersion: apps/v1
spec:
#...
template:
metadata:
annotations:
openshift.io/required-scc: "my-scc”
#...

Q EEEER SCC HIETR,
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I $ oc create -f deployment.yaml

o INIEEREMEMAEER SCC:

a. IZfTUUF 4%, &E pod B openshift.io/scc TR :

I $ oc get pod <pod_name> -0 jsonpath="{.metadata.annotations.openshift\.io\VVscc}{"\n"}'

¥ <pod_name> Bt} ERE pod BIE R,
b. &M, FHMIAZRM SCC 5EELHEFHE LA SCC LA :
i =Bl
I my-scc

12.6. EF AN Z 2% T XRRHIAI 1A

ER LU SCC #8%E IV RBAC 2L BRI BTIR, X, EAILUFEX SCCRBSERIRE W E—TEHEBENE
B, BERSAF. HIRSKF 9EL%E SCC AIREENERFITEH,

BE
AEERNIB 2T TR ESIHZNBRNT BB FIR. hoTRoK a8 RE
VNT=

DTN B # BB S ER : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth R4 0T BT openshift.io/run-level #%
TEHN O 1, KT AEAEG (M0 pod REHA, LM LETXHR, EEFIREAMN
BiRBI R MThEET E TS IIE R Ik,

ZFEEHABI ST SCC MV, HELURABRIEE scc KR,

$ oc create role <role-name> --verb=use --resource=scc --resource-name=<scc-name> -n
<namespace>

RERUTABE X :

kind: Role
metadata:

name: role-name ﬂ
namespace: namespace 9

rules:
- apiGroups:

X
apiVersion: rbac.authorization.k8s.io/v1
- security.openshift.io 6
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resourceNames:

- scc-name ﬂ

resources:

- securitycontextconstraints 9
verbs:

- use

A B &R,
FIE XA EZERE, BRIEE, NEILH default,
B & SecurityContextConstraints FTJRH API 2H, 1 scc I§E N TR BIE Lo

Z1j[FH SCC MRPI&TR,

@6@@6

Fo1F F P 1E resourceNames FEX 35 TE SCC & FRHI BTRLE & FR.
O RIABHRAENATIE,

LA SRR A BEG XN, @iT RoleBinding 3 ClusterRoleBinding 5 H 48 % 89 F & =T LU& A
AP & L9 SCC sce-name,

BT RBAC E1EM LA, ELLEMETBEE A th %R SCC UimiR, RIVERT,
AREFMATR SCC HREREIELNI use, 23E restricted-v2 SCC,

12.7. ZEeM ETFXARGBHSE
f&e LUER OpenShift CLI (oc) AR R M TR (SCC) FENEHL AP X RiFITEIE,

1271 5L 2 M E TFXAR
FREX Y FIHY SCC A5k :

I $ oc get scc

=1
NAME PRIV CAPS SELINUX RUNASUSER FSGROUP
SUPGROUP PRIORITY READONLYROOTFS VOLUMES
anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny 10 false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostaccess false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","hostPath","persistentVolumeClaim","projected","secret"]
hostmount-anyuid false <no value> MustRunAs RunAsAny RunAsAny
RunAsAny <no value> false

["configMap","downwardAPI","emptyDir","hostPath","nfs","persistentVolumeClaim",

projected”,"secret"]

hostnetwork false <no value> MustRunAs MustRunAsRange MustRunAs
MustRunAs <no value> false
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["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
hostnetwork-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs MustRunAs <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

node-exporter true <no value> RunAsAny RunAsAny RunAsAny
RunAsAny <no value> false [™"]
nonroot false <no value> MustRunAs MustRunAsNonRoot RunAsAny

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
nonroot-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsNonRoot
RunAsAny RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

privileged true [ RunAsAny RunAsAny RunAsAny RunAsAny
<no value> false ["™"
restricted false <no value> MustRunAs MustRunAsRange MustRunAs

RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]
restricted-v2 false ['NET_BIND_SERVICE"] MustRunAs MustRunAsRange
MustRunAs RunAsAny <no value> false
["configMap","downwardAPI","emptyDir","persistentVolumeClaim","projected","secret"]

1272. KELZE2ME ETXAR
A UEERE SCCHIER, S15XA SCC R AEIMLEE . ARSI S F4H,

a0, # 7 restricted SCC :

$ oc describe scc restricted

it Bl

Name: restricted

Priority: <none>

Access:
Users: <none> ﬂ
Groups: <none> g

Settings:
Allow Privileged: false
Allow Privilege Escalation: true
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Seccomp Profiles: <none>
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Allowed Volume Types:
configMap,downwardAPIl,emptyDir,persistentVolumeClaim,projected,secret

Allowed Flexvolumes: <all>
Allowed Unsafe Sysctls: <none>
Forbidden Sysctls: <none>
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false

Allow Host IPC: false

Read Only Root Filesystem: false

Run As User Strategy: MustRunAsRange



ulD: <none>
UID Range Min: <none>
UID Range Max: <none>
SELinux Context Strategy: MustRunAs
User: <none>
Role: <none>
Type: <none>
Level: <none>
FSGroup Strategy: MustRunAs
Ranges: <none>
Supplemental Groups Strategy: RunAsAny
Ranges: <none>

@ 5V scc R mBIR A AR Sk
@ )i scc AL

12.8. HML IR
o JRENZHF

BREEBREM FTXAR
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FI13E THRHSIEPOD ZLHEA

Pod &£ # A& Kubernetes pod Z2 R, A pod B2 AERH pod BI1TH,

13.1. XF POD 2 A

OpenShift Dedicated @3& Kubernetes pod Z2 /A, FEERBHNEZE AW E L pod REHEAN
B Pod A EZ EIEKE B LEIZ1T.

ELBEEPN, =5uH privileged BEZESE, restricted BLESR A TFESMH .

1A LATEen B 22 (A1 BCiE pod REHEAKE.

BE
AEERNIB iz T TR ESIHZNBRNT BB FRR. TR oK aMRE
NNI=

LT EIAT B #0h EAEBERY : default, kube-public, kube-system, openshift,
openshift-infra, openshift-node, Hth &% 0T E IR openshift.io/run-level #%
WEHN O 1, KT AEAEG (M0 pod REHEA, LM LETXHR, EEFEIRELIMN
BRBI RN MThEET E TS IE R Ik,

13.1.1. Pod Z£& AR
RA LS B2 AEREBLT pod 42 AR
z 13.1. Pod ZE£HEARER

BEX % Rk

enforce pod- MR pod FHAEEAEES, NIEH pod KB AN
security.kubernetes.io/enfor
ce

audit pod- R pod FRAEERERES, HEHITEH

security.kubernetes.io/audit

warn pod- R pod TREEESEESR, NI2ETES
security.kubernetes.io/warn

13.1.2. Pod Z2 AL ESE
A LIS EA pod REMBABREBHUTEBEZ— :
F13.2. Pod Z2HEARESE

profile Hhah

privileged AKBRHIZRES ; R1FE MR H
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B 1BE THRHAEE PODRLEHEA

profile ik
baseline KR HISREE ; Bh Lk B AT
restricted BRI HISRES ; BB Y EIH pod iR BRAET

13.1.3. il & 22 (A

UTRG &2 A SR E ) privileged pod R #EABBE :
e default
e kube-public
® kube-system

BT EB X ER A R ZEHM pod REEESE.

13.1.4. Pod Z2 AL 2 M L FXAR

Pod Z& M APEMZR S £ LR MM RIL B 85 0 VR Fom B S2 i, XM 2 A LU 2
TR, LlsfliiTR 2R

1. &M ETXAREHBARERRIE pod DB SCC EH—LtRL FTXFHR, Fla, MR
seccomp EECBE NEHKKIZE, R pod WAEH SCC ¥ seccompProfiles FEX i
runtime/default, 1£HI2FFBINKELE S RuntimeDefault,

2. REM ETF ARSI ZSSBRIELER SCC KIE Pod &Z £ E T3,

3. pod ZEAEAZFIZRBEDE L 6r R ZEHE pod REIMAERIE pod WERE LT,

13.2. *F POD L& EARY

BRT 2R pod REMAEANIEHIREN, LEE—NEHZE, CRIRIELEM R RIIARSS B SCC L
FRIF pod 22 4 A2 warn F1 audit #7255 FA El 6y £ 22 4],

5210 E ServiceAccount KRR, UMEESNMALAFEALZESME L TXHR, £ LETXXY
H (SCC) $ETEE$E§TEH§%%T§U Pod Z2MELSE, EHISRERAXLEHFREBESE. Pod REHEA warn
audit IR Z 4 ILE N B ZE A I RIFIN pod ZEEESE, LRIETERIE pod B B REEMBEKICEHIT
=4,

3 2 22 (A bR 2 B T 0 i 4 22 [F] A Hh AR 550K AU BR A FE

B A pod ATREREMAIZIT Pod WA SCC L. BRE, HBICEBPRIERERFTR.

13.2.1. Pod &/ ARH & 22 A HERR
ERGIOIE M A ZE A FKAZE Pod Z2# AR, openshift Block BZEHI6p £ Z2[H],

EXNEHERNE—BONREEFRRKAEM pod REEABS, UTHEAERKEKAZER

o default
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kube-node-lease
® kube-system

e kube-public

e openshift

e AT A openshift-AIZ{HI RS Ol By % 22 A,

13.3. 241 POD 22/ ARS
BRI LU RSB H S ASNZEABEE) pod Z2#EARY,

8%

BEEERSNOENGRERPEA pod REEARYL . MEFESZER, HSM Pod £
EA 25 50 5 ZE ] B R

iz
o WTFEERBHENMRAZNRE,  security.openshift.io/scc.podSecurityLabelSync /7% % &

—ME :

o EBEEMAZNRFEM pod REMEANERE, &
security.openshift.io/scc.podSecurityLabelSync i+ % HI{H % E W false.
BT T e

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=false

o BAEMAZFFREHA pod ZEEANERY, HY
security.openshift.io/scc.podSecurityLabelSync i+ HI{H X E N true,
BT e

$ oc label namespace <namespace>
security.openshift.io/scc.podSecurityLabelSync=true
Hith BTR

e Pod ZE AR 68 2[RI HFR

13.4. Hip R ZE[HECE POD &2 /HE A

BRI SR ZEFRHIEE pod REHEANKE, W FaREEPHED pod REEARR, EATLNKE
EEAB pod REEARER,

it =

o MTFEEAMALI LIZBNEN pod BRENER, WETUTHS :
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$ oc label namespace <namespace> \ ﬂ
pod-security.kubernetes.io/<mode>=<profile> \ g
--overwrite

Q ¥ <namespace> X B N EE BB RE A,

¥ <mode> 1% & enforce, warn, 5 audit, ¥ <profile> i%i& ) restricted, baseline, =X
privileged,

13.5. xF POD &£/ N EH)

% Kubernetes API iR 55881k & pod &£ AEHIBRHE 1T 2070, =fR% PodSecurityViolation %
fito LEEBRFFE—K,

I

& Kubernetes API IRSS 22 #ITHE, LUAEAAER, Fl0, NR[MFLBHITIZEN restricted pod
BENA], TEHERTEES I,

MEFXIRH] Pod LM NEREFITEHEEE, 55 Kubernetes XA B Audit SF 7,

13.6. Efth 55R
o HEWITHRE

o TEREM FTFXAR
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https://kubernetes.io/docs/reference/labels-annotations-taints/audit-annotations/#pod-security-kubernetes-io-audit-violations
https://access.redhat.com/documentation/zh-cn/openshift_dedicated/4/html-single/security_and_compliance/#nodes-nodes-audit-log-basic-viewing_audit-log-view

OpenShift Dedicated 4 IAUEFIFRAY

514 E [A% LDAP A
E B A dedicated-admin B EHNEERGA, EoIUERAREERT. BRENRIFIEEIE, EAIE
SRt TR E, FHISHEMETE LDAP IR 23+, OpenShift Dedicated AT A5 AIER OpenShift
Dedicated iC5kE & XL LDAP 103K, AIEEAE—NMIBEERESE, OpenShift Dedicated BRIZFS
LDAP fRZ#8#1T4HRS, e MER=MEAEIRE VAR A T : RFC 2307, Active Directory 138
5it Active Directory,

MEAXEE LDAP WESIS S, HSRE LDAP SR,

e = -
R B A dedicated-admin 5 F e £ 4H,

14.1. X FECE LDAP @
£i217 LDAP B# i, BEEFE— I RLSEEXXH. WXHDELUT LDAP & ik E IS :

o FTi##E LDAP RS BMEE.

o (KR TFIMEY LDAP RS 35 RT FR N8R & BL B ik T,

o FTIEOIE U MAMLEFIZER, BT OpenShift Dedicated & FRARETEI LDAP BRZ5 25 R HI4.
BB XA BUR TERFERANER, Bl RFC 2307, Active Directory 185 Active Directory.

LDAP & imbci&E
BB LDAP B iR B 2D E X5 LDAP ARSS 2RM0E1E,

BB LDAP B iR B 2D E X5 LDAP RS 2:B01E 1%,

LDAP &/ imbciE

url: Idap://10.0.0.0:389 )

bindDN: cn=admin,dc=example,dc=com 9
bindPassword: <password>

insecure: false ﬂ

ca: my-ldap-ca-bundle.crt 9

DL, FEEHIEEN LDAP RS 233089 IP it U R EEEMIRO, &3  scheme://host:port,

AL AT D #E R TR (DN), FBYE4SPE DN, MIRF|EAIIFNF BERRRAFSREIEMZE, OpenShift
Dedicated &% F 1L,

AFHENRLEL, IIRFEANFNTERRBSEIENZEE, OpenShift Dedicated &fFF L
Wi, WEHRATEIMELE, AERSTESINE ST IR,

7 false Iif, %&£ LDAP Idaps:// URL {1/ TLS #4T:%#, FEHA %% LDAP Idap:// URL 2% H K
EITLS, Jytrue iy, FERXARSERIAIT TLS i, EAFEEMERA Idaps:/ URL,

FAFEEFrECE URL FIARSS 2 1E PROIE B4, WK NZE, OpenShift Dedicated fFfE
system-trusted roots, 27 insecure %/ false i & 5 8 L7,

® 6 o 90



$14= ES LDAPAH

LDAP &EifE X
ASEERATRSLSMERZBM LDAP TifjE Y 4HM., LDAP BIHHEAE L BURTF H¥EIE LDAP iR
P ERERK 01 TR S BB,

LDAP EifE X

baseDN: ou=users,dc=example,dc=com ﬂ

scope: sub g
derefAliases: never 6

timeout: 0 ﬂ

filter: (objectClass=person) 6
pageSize: 0 G

FTERREMN ME R FFHIRR B XD XA DA (DN), EFRIEE B W, BhaLsE
B XA EF I,

EREERE., BXED) base. one F sub, MRKEX, NRED sub SEH, TRAPAHKIEH
priAdiL= R Epuis

5 LDAP W eh | <098 FR1T N, BMER never. search, base =X always, MERKXE X, N
KL always fES| A&, FTRAEHKEIGXAES| BT HRREIR,

P IRAI TR RBINS A PR{E (AR N EAL) o 0 R LR FimR .
B LDAP #R1$ER, WRREX, NEIL (objectClass=*).

AR S5 2N TTE R/N R ER K, LLLDAP SREHEE. MRy 0, AT AR 5T E 5L e A /)N BR
#l. HENRENFZERES TEF RIS HMANRTFIRER, FEXKED TR,

QDO O ® °

5 14.1. LDAP #3536 [ %W

LDAP #3358 H fed

base (& BN B A ERIE A DN IEM R,

one E R R ERREA DN BIH R E— K EBIFREN K.
sub EERER R N E WA ERIEA DN BN T,

% 14.2. LDAP 8|7 H

fRsImTH

never MA#ES| A LDAP I sp R B BRI 7] &
search (X fRB| A RIT R &,

base FEEHERY R ESI AR5 B,
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s miTh 3T
always YR?AFRE| FA LDAP SRR BIMIRR B 5l &.
AP LB & FRBR G

AP RE LB FRBR BT BA A OpenShift Dedicated HAY R FRARET EIFE LDAP JRSS 25 £ & $AHHOME— R
R, BSERATE YAML iEE. AP E XHBSTA N LDAP lRFS&RFENMHEE—1MFRE, HEN
TEXLEHN—NFE., R LDAP RSB LEEEERAFE WA NAH, RS IREAHIBRINGT
HEERIEE N OpenShift Dedicated 4H & FRBIE M,

F P %8 X B9 FRBR &Y

groupUIDNameMapping:
"cn=group1,ou=groups,dc=example,dc=com": firstgroup
"cn=group2,ou=groups,dc=example,dc=com": secondgroup
"cn=group3,ou=groups,dc=example,dc=com": thirdgroup

14.1.1. %F RFC 2307 2 & XX 14

RFC 2307 R EREIRMEA T FMAE L BB LDAP EiHE X, LLRTE OpenShift Dedicated RERIZ KA
RellnBEHE,

JBAtEEE L, fE7E OpenShift Dedicated FRAIEMAN RO REF AT M A UANBER FEAB - HNE
AR, BN, @i HEFHMEFRIR OpenShift Dedicated 4HEIF 7, FHERHBIZFRE @ B &R,
UTFEREXHURETXLEXR

% o
; MRFEARFE NS, EHEREEXHSEMARE,
5/ RFC 2307 &= 8 LDAP R4 ECE : rfc2307_config.yaml

kind: LDAPSyncConfig
apiVersion: v1i
url: Idap://LDAP_SERVICE_IP:389 ﬂ
insecure: false g
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 6
groupNameAttributes: [ cn ] ﬂ
groupMembershipAttributes: [ member ] 9
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
userUIDAttribute: dn @)
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userNameAttributes: [ mail ]ﬂ
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

FHEZ 105580 LDAP ARSS 25/ 1P bk F1E#,,

J false Bf, %&£ LDAP Idaps://URL ff/ TLS Lﬁ'LEI% FHARL 2 LDAP Idap:// URL 2 FHH
EITLS, Mtrue B, ARNTARS2RHH1T TLS 1%, EFEEEMA Idaps:/ URL,

U’E FRiH LDAP BRSS 85 E4HME M. ¥ DN BT groupUIDAttribute i, #ET53&3EE groupsQuery
HiEss, BEHTHEMTIE, EERERY/BREAE,

ZREHEMEM.
TFER A RS BB 1,

ME—H7IH LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
WEeR. BEHTRANLE, HERBRE/ BEEAE,

o - @ oo -

Q 1£ OpenShift Dedicated Hic sk A/EA - 2B M.

14.1.2. = F Active Directory ECi& X4

Active Directory BB ERIFIRMHA LB M LDAP EifE X, MUKRIERE OpenShift Dedicated 2Hid 5%
RERREITNEME,

NBAMEE N, #&7E OpenShift Dedicated FRAIERAN R AR A ML UAWBIERTEAB S HE
AT, BN, @i HFEEFRIA OpenShift Dedicated 2RI/, {B3&id LDAP RS 25 _ERYH ZFR
Sk VHERR, UTEREBXHLIE T IXEXR

{81 Active Directory B\ LDAP RI#FBCi& : active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: Idap://LDAP_SERVICE_IP:389
activeDirectory:
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ memberOf | g

ﬂ 1 OpenShift Dedicated Hit5k /R R{E A - AFRHIE K.
9 iR A BEA&(E BRI P B .

14.1.3. = F 1855 Active Directory Bt & X 14

@55 Active Directory (augmented Active Directory) B EREREA LB MAELZBEH LDAP Eif
E N, LURIEMNER OpenShift Dedicated ZHitd skRARKREI MBI,

83



OpenShift Dedicated 4 IAUEFIFRAY

HBRRAER L, f&TE OpenShift Dedicated FRAIRBIHN R AT gefF Al S G UANBERFTEMA P HNE
AR, BN, @i HEFHMEFRIR OpenShift Dedicated 4HBIF 7, FHERHBIZFRE 1@ B &R,
PAFBEE ST T X R R,

{1855 Active Directory B\ # LDAP R4 B2i& : increaseded_active_directory_config.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn ﬂ
groupNameAttributes: [ cn ] g
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]6
groupMembershipAttributes: [ memberOf | €}

ME—HriH LDAP fRS52s LAERIE M. & DN BF groupUIDAttribute i, 1&TC/A$8%E groupsQuery
ERR. BERMTIRALIE, HEABRRY/BRERFE,

ZREHETEE.
1 OpenShift Dedicated Hit 5k /R R{E A AFRHIE M.

o000 9O

A R E R A P B,

14.2. 247 LDAP A%

SIETRSBEXHE, EHLUFKRREY, OpenShift Dedicated RITE R 1 5 R —RFS_HITEHAE
RENESL,

14.2.1. 15 LDAP fR55%35 OpenShift Dedicated A%
IR B LUfE LDAP BRSS5 3 FRIRTE 45 OpenShift Dedicated A%,

FeREH
o GIERAFEES .
o EAILUFEAEA dedicated-admin & &A1) A EE,

AR
e 1% LDAP RS2 BIFTAE S OpenShift Dedicated B4 :
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$14%E R4 LDAPAH
I $ oc adm groups sync --sync-config=config.yaml --confirm

MNBERT, MEAHRTREREEZTT, EIELJIE oc adm groups sync
4 L& --confirm 177, FBEE X OpenShift Dedicated ZHiE K,

14.2.2. }% OpenShift Dedicated 215 LDAP RSS2 A%
& B] LAR % FT B E1E OpenShift Dedicated A3 SECE X418 E BT LDAP AR 5525 R AN SR,

SeRFMH
o OIRESEEXH.
o EALUEAEHR dedicated-admin A& iR EEE,
i =
e ¥ OpenShift Dedicated 405 LDAP RS 2R % :
I $ oc adm groups sync --type=openshift --sync-config=config.yaml --confirm
v A=

MNBERT, MEAHRTREREEZTT, EIEJIE oc adm groups sync
4 L& --confirm 177, FBEEX OpenShift Dedicated ZHiE K,

14.2.3. % LDAP fR55 82 F2H5 OpenShift Dedicated R4

A LMER B B/ SR, 5 LDAP HMFE S OpenShift Dedicated R,
p= Y=

A LMEARELA XY, BREANXHIERAFTFEENERAS. BRANBLHXXH D
MBTAEE—TMHE—HRAR, BT ZaSASGHPERSESREYFHE. XLHEN
BT LDAP fR%5 2 L3R EIMIZH, LK OpenShift Dedicated A EFFERIAH,

-

FoRFM
o SIRRASEEX M.

o AILUFAEAR dedicated-admin & &A1) [ EEE,

i =
o ¥ LDAP HMFE S OpenShift Dedicated B, IHFERUTHS :
$ oc adm groups sync --whitelist=<whitelist_file> \

--sync-config=config.yaml  \
--confirm
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$ oc adm groups sync --blacklist=<blacklist_file> \
--sync-config=config.yaml \
--confirm

--sync-config=config.yaml \

$ oc adm groups sync <group_unique_identifier> \
--confirm

--whitelist=<whitelist_file> \
--blacklist=<blacklist_file> \
--sync-config=config.yaml \

$ oc adm groups sync <group_unique_identifier> \
--confirm

--whitelist=<whitelist_file> \
--sync-config=config.yaml \

$ oc adm groups sync --type=openshift \
--confirm

MINBERT, MEAHRTREREEZTT, EIEJIE oc adm groups sync
_ 49 LIXE --confirm 177, FBEETN OpenShift Dedicated ZHil5K,

14.3. 2 {THIBEEIES

IR OIERAM LDAP RSB EMICKEAREFE, SFEOBALUEREM OpenShift Dedicated 123K ARFEFRIX
Lo, RIS NETATRASESWERRSREEXHURB R AHBEAE,

o -

I $ oc adm prune groups --sync-config=/path/to/Idap-sync-config.yaml --confirm

I $ oc adm prune groups --whitelist=/path/to/whitelist.txt --sync-config=/path/to/ldap-sync-config.yaml --
confirm

I $ oc adm prune groups --blacklist=/path/to/blacklist.txt --sync-config=/path/to/Idap-sync-config.yaml --
confirm

14.4. LDAP HE% =1l

AT EE RFC 2307, Active Directory #13&3# Active Directory = BR 1,
==
XERPBEMBRFEeESB4HNEEN R, BAME, HETMAEANKARHEM
H, MEEXNARLSHREANELR, 1HSIERER A FTERET R,

14.4.1. {#fH RFC 2307 &R R % 2H
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XF RFC 2307 =X, LT RANERES &N admins B94H, ZAHBH NG Jane # Jim, X L 7= ] it
T

o [# ZJG OpenShift Dedicated AR Rt 2 4Hid 5,

XERBBREMARIPBEESBAENERNS., BEME, RATMAEANK N ZEM
Ho MFERNARLSHREANER, HSLRERA KRS =,

.

ERFC 2307 &R, B (Jane #lJim) FIHEMENE—KRFZBEET LDAP RS 3 £, ZHAR 01 HH&
MEEEEMBMEF, LT Idif FBREXTXMERA A :

{1/ RFC 2307 &X19 LDAP %8 : rfc2307.1dif

dn: ou=users,dc=example,dc=com

objectClass: organizationalUnit

Ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com ﬂ
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com
description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com 9
member: cn=Jim,ou=users,dc=example,dc=com

Q ‘AR LDAP R BFPHE—KLKH,
g Y0 A% 5L FR VR 2 B MO FRAR B R SR 51 |

FoRFM
o (EREXH.
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AR

o AILUFAEA dedicated-admin & &A1) [ EEE,

e {#FH rfc2307_config.yaml X{421TRE% :

$ oc adm groups sync --sync-config=rfc2307_config.yaml --confirm

OpenShift Dedicated B LA FHICRIE N LB S BRIEHILER -

{81/ rfc2307_config.yaml X/ H OpenShift Dedicated 4

1]
2]
o
4]

®

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 6

- jane.smith@example.com
- jim.adams@example.com

It OpenShift Dedicated ‘ARG — k5 LDAP RS 282ASHIFFH], #&=XH 1ISO 6801,
LDAP AR %525 L 4HRIME—FRiIART,

FHEZHIL KB LDAP ARS5 2819 1Ptk F1E .

RIBR 5 18 EHIZHI A TR,

BTFHMRAKAF, &MERES SXHEE.

14.4.2. {FH RFC2307 B KA & XL R gt Sk [F 440
FEEAFE AR E S AN, REXHARSFER NS EIXLEMmE, TR,

{5 RFC 2307 &\ &K/ %E LA FRBRSTHY LDAP [F 4 B

i& : rfc2307_config_user_defined.yaml

kind: LDAPSyncConfig
apiVersion: v1i
groupUIDNameMapping:
"ch=admins,ou=groups,dc=example,dc=com": Administrators 0
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
pageSize: 0
groupUIDAttribute: dn 9
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groupNameAttributes: [ cn ] 6
groupMembershipAttributes: [ member ]
usersQuery:

baseDN: "ou=users,dc=example,dc=com

scope: sub

derefAliases: never

pageSize: 0
userUIDAttribute: dn @)
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: false
tolerateMemberOutOfScopeErrors: false

A3 T LHY & FRBR AT

M—FRRAREYE, BTFAFE XA A8, & DN AF groupUIDAttribute i, &FEEIEE
groupsQuery 1823, EEIHITRAMALIE, EFEREEY/BEEAE,

INREME—IHARRER - E LR HRRGH, N84 OpenShift Dedicated ZHEE .

o0 09

ME—H7iIN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
EeR. BEHTRANLE, HERBRE/ BEEAE,

FeREH
o QEEES .
o AILUFEAEA dedicated-admin & &A1) [ EEE,

e {#fH rfc2307_config_user_defined.yaml X/4i217E% :
I $ oc adm groups sync --sync-config=rfc2307_config_user_defined.yaml --confirm
OpenShift Dedicated B LA FHICRIE N LB S BRIEHILER

{85l rfc2307_config_user_defined.yaml Xl H OpenShift Dedicated 4H

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: Administrators
users:
- jane.smith@example.com
- jim.adams@example.com

ﬂ B AR E LR FRBR A 8 TE B9 ZH A R,
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14.4.3. A RFC 2307 XA E XN BRERXRRE L H

KANBRT, MEREFASHWEHEEEZBEMRLERPE CER AWK, HREPS SRV TR T
1%

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with dn="<user-dn>" would search outside of the
base dn specified (dn="<base-dn>")".

B E R usersQuery FEE ) baseDN BLiEfE iR, FiF, #1R baseDN BEAR S A HHHIER DK
51, #B4KIE tolerateMemberOutOfScopeErrors: true BT LLiEAH EI S A EE31T, SEHE 2 4 BIRR 514
D

B&.

<
5

B, HHARSIRRERIIEDIHNE KL, BREXBGTERER

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" refers to a non-
existent entry".

Error determining LDAP group membership for "<group>": membership lookup for user "<user>" in
group "<group>" failed because of "search for entry with base dn="<user-dn>" and filter "<filter>" did
not return any results".

BRI usersQuery FERECE 1%, i, MMREAHSTESEHMBRMKLZE, BLXE
tolerateMemberNotFoundErrors: true ] LLiLH RS RS T, AINEIRIEK 51545 Z B,

Digk

==
[=]

7 LDAP AR¥ 5 AR SRES IR A N HNMAKE., MR EEEHRIE
LDAP HEH, XFIgERF AL OpenShift Dedicated HERABY 1o

{81 RFC 2307 &3+ B 41k 51 BiAR A [AI781H0 LDAP 5B : ric2307_problematic_users.|dif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit

ou: users

dn: cn=Jane,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

dn: cn=Jim,ou=users,dc=example,dc=com
objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson

cn:Jim

sn: Adams

displayName: Jim Adams

90
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mail: jim.adams@example.com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: cn=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com
member: cn=INVALID,ou=users,dc=example,dc=com ﬂ
member: cn=Jim,ou=OUTOFSCOPE,dc=example,dc=com 9

Q LDAP RS 88 L RIFTERIRR .
g ABEIETE, (ERERSESHIEFEHH baseDN FHIAK 5,

ERULULERAHREER, BUIERSEEXHHRRINUATAE

£/ RFC 2307 & HF 151589 LDAP B4 BLi& : rfc2307_config_tolerating.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
rfc2307:
groupsQuery:
baseDN: "ou=groups,dc=example,dc=com"
scope: sub
derefAliases: never
groupUIDAttribute: dn
groupNameAttributes: [ cn ]
groupMembershipAttributes: [ member ]
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
userUIDAttribute: dn )
userNameAttributes: [ mail ]
tolerateMemberNotFoundErrors: true

tolerateMemberOutOfScopekErrors: true 6

ME—H7iN LDAP RSS2 LR B M. £ DN BT userUIDAttribute B, #&JE%18 EusersQuery
iEds. HEEITHEMELIE, EERERY/ REEAE,

7 true B, EHESBTFHAREO KA, FEBEAE LDAP REBIR AFHR AR, WNRET
BAEMG, RAFESHRIATRERI

o

N true B, EHESBITFEE DK GE usersQuery 74 DN 4 ER BRI ABE, FETE
B B ST R A S R ARG, NRAPENKR BT, MRS ESHEIAT SR,

o

FoRFMH

o1
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o (EMEXH.

o ATLUFAEA dedicated-admin & &A1) [ EEE,

e & rfc2307_config_tolerating.yaml SX{4217RA% -

Op

$ oc adm groups sync --sync-config=rfc2307_config_tolerating.yaml --confirm

enShift Dedicated AL FHIDF/E N LR EH 2 FRVSER -

{81/ rfc2307_config.yaml X H OpenShift Dedicated 4

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com
openshift.io/ldap.url: LDAP_SERVER_IP:389
creationTimestamp:
name: admins

users: 0

- jane.smith@example.com
- jim.adams@example.com

BTAHMKANAS, RERSXHEE, ROEMNSEIFFHERIIK A,

14.4.4. {£ 8 Active Directory R [E% 2

£ Active Directory =23/, WA (Jane # Jim) EIEAE—RKFBEHFET LDAP RS &, HM

= YR

D15t

BIUFEERFBMEHR, LT Idif FERE LT X MEXBIAE A A -

{81 Active Directory ##) LDAP £&H : active_directory.ldif

92

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=J

ane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: testPerson

cn: Jane

sn: Smith

displayN
mail: jan

ame: Jane Smith
e.smith@example.com

memberOf: admins 0

dn: cn=J

im,ou=users,dc=example,dc=com

objectClass: person



@ FAWERRTEINE B, EREFHRBEHETRS BT, memberof Bt T —E2M
FIFEREYE ; L% LDAP RS8R, CHEERIRTURMEEAR M, ATRILKIE

%143 [% LDAP A

objectClass: organizationalPerson
objectClass: inetOrgPerson
objectClass: testPerson

cn: Jim
sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com
memberOf: admins

FEo

FeRFEMH

BIRECE S,

A LMFEAER dedicated-admin A& A iR EEE,

{# 3 active_directory_config.yaml Xz 1T7E% :

$ oc adm groups sync --sync-config=active_directory_config.yaml --confirm

OpenShift Dedicated B LA FHILRIE N LB S BRIEHILER

{5 active_directory_config.yaml 34|/ OpenShift Dedicated ZH

0009

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: admins
openshift.io/ldap.url: LDAP_SERVER_IP:389 9
creationTimestamp:
name: admins ﬂ

users: 6

- jane.smith@example.com
- jim.adams@example.com

It OpenShift Dedicated ‘ARG — k5 LDAP RS 22ASHIFFH], #&=XH 1ISO 6801,
LDAP AR %525 L 4HRIME—FRiIART,

TFHEZAHIL KB LDAP ARS5 2819 1Ptk F1E .

LDAP AR 5525 H 51 i B9 2H & 75,

BTFHMRAKAF, &MERES 4T,
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14.4.5. {1851 Active Directory =X E 4 H

1E383% Active Directory #=R A, A/ (Jane # Jim) FIHERENFE—RKXBEFET LDAP RS =,
AR A FERNEEERSMNEMEHR, LUF Idif FERE LT X MEXB A A4 -

{1855 Active Directory B\ # LDAP 5H : increaseded_active_directory.ldif

dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com

dn: ou=groups,dc=example,dc=com

objectClass: organizationalUnit

ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 9
objectClass: groupOfNames

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: ch=Jane,ou=users,dc=example,dc=com
member: cn=Jim,ou=users,dc=example,dc=com

@ FrERATEIIN A .
@ 27 LDAP RS S EMBE—XKAE,

FoRFH
o (EREXH.

o AILIFEAEA dedicated-admin & &A1) [ EEE,
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iy =

e {#fH augmented_active_directory_config.yaml X{4i217E% :
I $ oc adm groups sync --sync-config=augmented_active_directory_config.yaml --confirm
OpenShift Dedicated B LA FHICRIE N LB S BRIEHILER

{5 augmented_active_directory_config.yaml X1/ OpenShift Dedicated 21

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 e
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

It OpenShift Dedicated ‘ARG — k5 LDAP RS 28RS HIFTH], #&=H 1SO 6801,
LDAP AR %525 L 4HRIME—FRiIART,

TFHEZHIL KB LDAP ARS5 2819 1Pttt F1E M.

RIBR S 18 EHZHI A TR,

1]
2]
©
o

BTHMMRGANAS, BIERS XHEE.

®

14.4.5.1. LDAP HREBK 51 BT & B4 <5l

OpenShift Dedicated YA REEERE, TEHFEIIEZAI, LDAP ARSI RAMNK G 518, Microsoft
B Active Directory Server @i LDAP_MATCHING_RULE_IN_CHAIN ¥z X —3heg, H OID K
1.2.840.113556.1.4.1941, 74, {EFALLIEEHININ REER P BAMHFIIE B & AR,

AT RBREER T 1858 Active Directory iR, BRES$—1% N admins 94, Z4HE—1HAF Jane
#1—/ “H otheradmins, otheradmins ZHEA—1HE KA : Jim, XN RAIER T :

o HNMISFAHFAEFARINEI LDAP fR%S 259,
o | DAP RI# BoiE X RIS,
e [% 2 Jg OpenShift Dedicated A& B A+ 4 4Hi0 3%,

1£387% Active Directory 8 fh, F/ (Jane 1 Jim) FHEIEHE—RFZEFET LDAP RS 3+,
Y A TN FFETE R P SRERE MR, LT Idif FEEE L T iXMEXB A A A -

{81855 Active Directory B\ HlHRERK 5189 LDAP &8 :
increaseded_active_directory_nested.ldif
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dn: ou=users,dc=example,dc=com
objectClass: organizationalUnit
ou: users

dn: cn=Jane,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jane

sn: Smith

displayName: Jane Smith

mail: jane.smith@example.com

memberOf: cn=admins,ou=groups,dc=example,dc=com ﬂ

dn: cn=Jim,ou=users,dc=example,dc=com

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

objectClass: testPerson

cn: Jim

sn: Adams

displayName: Jim Adams

mail: jim.adams@example.com

memberOf: cn=otheradmins,ou=groups,dc=example,dc=com 9

dn: ou=groups,dc=example,dc=com
objectClass: organizationalUnit
ou: groups

dn: cn=admins,ou=groups,dc=example,dc=com 6
objectClass: group

cn: admins

owner: cn=admin,dc=example,dc=com

description: System Administrators

member: ch=Jane,ou=users,dc=example,dc=com
member: cn=otheradmins,ou=groups,dc=example,dc=com

dn: cn=otheradmins,ou=groups,dc=example,dc=com ﬂ
objectClass: group

cn: otheradmins

owner: cn=admin,dc=example,dc=com

description: Other System Administrators

memberOf: cn=admins,ou=groups,dc=example,dc=com 9 G
member: cn=Jim,ou=users,dc=example,dc=com

QOO M R FHEIH REIB
OO =7 LDAP [R%5 % LHIE—HKE,

6 otheradmins 2.2 admins HE9R .

5 Active Directory A% 8RERAHNT, SR MEA - ZEMAZER LDAP HIE X, UKRIENER
OpenShift Dedicated HilkHFRKRENIHEMN, A4, HEEHFEEHITELEH :
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%143 [% LDAP A

e oc adm groups sync BB ATIER R A,

o FF#) groupMembershipAttributes /25 "memberOf:1.2.840.113556.1.4.1941:", LLE
5F LDAP_MATCHING_RULE_IN_CHAIN i,

e groupUIDAttribute 277115 dn,
e groupsQuery :
o TFKE filter,
o WAIKERMH derefAliases.
o ARNiIXE basedn, &I {EIGHEZARR,
o FRIXIE scope, FNILIETHRRE,

JBAtEEE L, fETE OpenShift Dedicated FRAIERAN RO REF AT M AT UANBER FEAB - HNE
AR, BN, @i HEFHMEFRIR OpenShift Dedicated 4HBIF 7, FHERHBI R FRE @ B &5,
UTFEREXHAETXLEXR

{#FA385% Active Directory B\ HIERERK 7189 LDAP RIS ECE :
increaseded_active_directory_config_nested.yaml

kind: LDAPSyncConfig
apiVersion: vi
url: [dap://LDAP_SERVICE_IP:389
augmentedActiveDirectory:
groupsQuery: ﬂ
derefAliases: never
pageSize: 0
groupUIDAttribute: dn g
groupNameAttributes: [ cn ] 6
usersQuery:
baseDN: "ou=users,dc=example,dc=com"
scope: sub
derefAliases: never
filter: (objectclass=person)
pageSize: 0
userNameAttributes: [ mail ]ﬂ
groupMembershipAttributes: [ "memberOf:1.2.840.113556.1.4.1941:" ] 6

FoA1E7E groupsQuery iTiE2R. groupsQuery £ DN A5G (ERH28%, groupsQuery 1%
EN— AN derefAliases,

Me—FRiR LDAP fRS58s EAHMIBME, W01 H dn,
ERFEHETNEM,

£ OpenShift Dedicated Ailk A AERA - AFHEMNE. ZHREHEH Email
sAMAccountName.

FHERR B AR EE RNE M EM., = LDAP_MATCHING_RULE_IN_CHAIN 89{£H,

® 000 O

FoRFMH
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o (EMEXH.

o AILIFAEAR dedicated-admin & &A1) [ EEE,

it

e {#fH augmented_active_ directory_config_nested.yaml X{4i217E% :

$ oc adm groups sync \
'cn=admins,ou=groups,dc=example,dc=com' \
--sync-config=augmented_active_directory_config_nested.yaml \
--confirm

cak

% W /i1BAHEYF cn=admins,ou=groups,dc=example,dc=com HFIE H & £,

OpenShift Dedicated I LA FHILFKAE N ik A F R IEMEER -

{8 augmented_active_directory_config_nested.yaml 3 441/ OpenShift
Dedicated 4

apiVersion: user.openshift.io/v1
kind: Group
metadata:
annotations:
openshift.io/ldap.sync-time: 2015-10-13T10:08:38-0400 0
openshift.io/ldap.uid: cn=admins,ou=groups,dc=example,dc=com 9
openshift.io/ldap.url: LDAP_SERVER_IP:389 6
creationTimestamp:
name: admins ﬂ
users: 9
- jane.smith@example.com
- jim.adams@example.com

It OpenShift Dedicated ‘ARG — k5 LDAP RS 22ASBIFTH], #&=X 1ISO 6801,
LDAP AR %525 L 4HRIME—FRiIART,

TFHEZHIL KB LDAP ARS528RY 1Ptk F1E M.

RIBR S 18 EHIZHI A TR,

BFAHMNKAMAFS, EMBESXHIEE. FiE, REARASEEN, BH
Microsoft Active Directory Server BEE R T 4HR 71 % Ro

0009

14.5. LDAP B4 B & A&

BB R RAEIO T, 5FR, TRANERXSREARNFER, 180, viActiveDirectoryConfig %
& groupsQuery FE&, T vI.RFC2307Config #1 v.AugmentedActiveDirectoryConfig #3H8X MNF &,

98



%143 [% LDAP A

BF

AXRFEZHFIEY, FTAREB LDAP RS 2HIBMEEBIEER L IR A UTF-8 Jihid 7T SR AV
Ho BN, tD70%F objectGUID F /i FIEMERF ID Blt. B icERFEREM.,
20 sAMAccountName =% userPrincipalName,

14.5.1. v.LDAPSyncConfig

LDAPSyncConfig @& & X LDAP HE % fr BHIEC B 1E T,
B b B

kind KR RATRRM REST IR FR&SH
FREBE, RFHJBALUMNE P imE
HIRRH R m T, FEER
. RARIEHBE
(CamelCase), %5
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#types-kinds

apiVersion BN R RTENRAZGE  FRS
Ho ARSSZBRNIZIF R A IR R b
NEFHIRERE, FAIELER IR
M. E%E
B : https://github.com/kubernet
es/community/blob/master/cont
ributors/devel/sig-
architecture/api-
conventions.md#resources

url IR EEEEIMW LDAP RSS2 FRE
AR, ENME
O : scheme://host:port

bindDN E4ER LDAP RSS2 AT % FrFE

DN,
bindPassword EERN BEREMNRLLERL, v1.StringSource
insecure & htrue, NIRREEARNEA mIRME

TLS, & false, ] ldaps://
URL fEF TLS #17#%%, FAME
A
https://tools.ietf.org/html/rfc283
0 I EM StartTLS ¥ Idap://
URL #Z 0 TLS %, MR
insecure % true, NFCEER
Idaps:// URL,
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groupUIDNameMapping LDAP 4H UID & OpenShift object
Dedicated 2B & R AT 15 B $ Ak
5o
rfc2307 SEATFTMXER LDAP iR55818  vI.RFC2307Config

BHENEE, EEXELUTF
RFC2307 : E—RAMAF &

B, URHBIFIEEMKANHZERN
ZAERB MR E R 5 T,

activeDirectory SEATFMXER LDAP iR55818  v1ActiveDirectoryConfig
BHIENEE, HEXS Active
Directory FR{ERRIELL : S—%K
AF%&B, UKRBIIHATEHBIR
% EBMERERIHRK R 518,

augmentedActiveDirectory SERATFTMLER LDAP fR558818  vI.AugmentedActiveDirectoryCon
D#ENEE, ERXS5LEEER fig
B9 Active Directory Fr{# FEYZE

K, BAM—I: BRE—KAER
B, fllfRFRFTHREMIEHRK
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14.5.2. v1.StringSource

StringSource L IFIEERKFRF R, BT INRTLEBIXHMABIEE. HEREE—PFRBHE,
BRHI N —DEH JSON FREE,

B fed B

value IBEMAXE, NEEMEE (R FRE
f5E T keyFile) .

env EEQSHAXERIMEHE (NRE FRS
E T keyFile) I ELE,

file BSIHEBMAXERMEE (MNRE  F/H
7 T keyFile) #9324,

keyFile SIReERATHREENBEYINX FRES
14:0
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14.5.3. v.LDAPQuery

LDAPQuery S 5198 LDAP 2 if)i A AL,

£

baseDN

scope

derefAliases

timeout

filter

pageSize

14.5.4. v1.RFC2307Config

U

BRI MPRFIENE XD X
#J DN,

BRI AESERE, TUE

base ({(XEZAXIHR) . one (&
AR EFREXTR) SHsub (F
MNER) o BRIEE, MBIAH
sub,

55| aExMa L RTH, AL
2 never (MBI

%) . search ({(U{EiEFEF#ES|
) . base ((LEEHLERNER
FrA25I ) =k always (A2 ERA|
M) . BEREE, NEKIAH
always,

AESFEN RS HIERERFEF
AR 17 AR A5 XE BO T [ BR A6,
LI R EAL, MREZO0, MAEE
fe& - im— M B R,

fEFAE A DN M LDAP R 5B1h R
FRIEHEX5B AN LDAP #3RiT
825,

RAELEIEA/N, L LDAP 8
s, TEADNN 0 RRAHIT
DT,

FRE#

FRE

FRE#

FRES

RFC2307Config 2 & EMEE LT, ATFE Y LDAP ARS M{EEA RFC2307 5 LDAP IR55 %

X H,

£

groupsQuery

groupUIDAttribute

ik

SERTIREHEZBER LDAP &if
R,

7E X LDAP A% B LA B
R B M — PRI,
(IdapGroupUID)

L Eo

VILDAPQuery

FRE#
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groupNameAttributes E X LDAP HRE EHIFLEMS  FREHA
21N T OpenShift Dedicated
HEE R,

groupMembershipAttributes E N LDAP A& B LML EMEERE FREHAH
BHEKA, XEBERTENE
/A 1 UserUIDAttribute 2

o

usersQuery SEATROASMEZEN LDAP E  vI.LDAPQuery
TR,

userUIDAttribute E X LDAP A& E LN ENE FRE

MFEREHNHE—TRAR, soils
GroupMembershipAttributes
k3 221 DIERS PV

userNameAttributes ENEFEALDAP AP &B LMW  FRBHA
LEM, LURAEH OpenShift
Dedicated A/ %, ERASE—
BHZEMNEM, XNIZSEH
LDAPPasswordldentityProvi
der #J PreferredUsername %
EICH, 7£ OpenShift Dedicated
AiLxPAERFETHNENE. %
HREPHEmail 5

sAMAccountName.,
tolerateMemberNotFoundErr AEEBEIRENA N ZBE 1 /RME
ors LDAP R ESHIIT N, BN

true, NZEFHAEMERITEIIRY
LDAP /&), FERICKE
%, N8R false, NS Eif
RERIEMAELR, LDAP RAF{E
SRR, BRIAE D false, INE
AR true, MIERE 15089
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tolerateMemberOutOfScopeE AEEBIBHEEMAAKEN  #/RE

rrors LDAP RI#{ES5HI1T H, RN
true, NAEFBHE IFIBERF &N
A EHIE A DN S LDAP A
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false, MYUBAERWERERS
IS ERE A DN SEE A 23R
I, LDAP RIFAESERM, R
kRN true, MIECEERA
LDAP BHE55 A S AR A
£, BB VGEE S A RS,

14.5.5. v1.ActiveDirectoryConfig

ActiveDirectoryConfig @ 2B E LT, FTE L LDAP ARF t{aE A Active Directory X5
LDAP fR%5883X E,

&FR Hah B

usersQuery SEATROAMEZEN LDAPE  vILDAPQuery
THRERR

userNameAttributes E X LDAP BB LMt Bt FRFREE

FHRF N E OpenShift Dedicated
/4, £ OpenShift Dedicated
AiLxHPAERFEHTNENE. %
HREPHEmail 5
sAMAccountName,

groupMembershipAttributes E LDAP A &B LML EME  FREHA
SR e,

14.5.6. v.AugmentedActiveDirectoryConfig

AugmentedActiveDirectoryConfig S & % EMEE 1L, FATFE L LDAP HRFF iN{al 5 A5k Active
Directory B 5 LDAP RS2 X H,

£ ek B
usersQuery SEATROASMEZEN LDAPE  vI.LDAPQuery
TR,
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userNameAttributes E X LDAP A& B LML ENE FREHE
IFHRF N E OpenShift Dedicated
/4, £ OpenShift Dedicated
HidsxhRAERFATHEME. %
LRy tmail 5%
sAMAccountName,

groupMembershipAttributes ELDAP A &B LMIFLEME  FREHA

SRR N ErmEMZA,

groupsQuery SEBATREHELBEM LDAP &ifl  vI.LDAPQuery
R,

groupUIDAttribute E X LDAP AFKH LN BMERN  FRH

AR HME—PRIARE,
(IdapGroupUID)

groupNameAttributes E X LDAP HRHE EHIFLEMSN  FREHA
21N T OpenShift Dedicated
HE B R,
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