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1.1. LOGGING 5.9

pa -

BEIDRE N T REMHGRE, ©5 OpenShift Dedicated # /DO ARE, Red Hat
OpenShift Container Platform £ #p B HAEEE Bk 7 X 1ThRAFZA M

stable #8827 ARSI KRR AIRU TR, BURRGZARARESN, SUAFIT

RSB stable-x.y, H x.y KKRMEBELEMNBE LK EMAFDRIRA, 5l
0, stable-5.7,

1.1.1. Logging 5.9.3

It & fThR A B $E OpenShift Logging 25 1%EE 5.9.3

1111 BFERES

o MM REFH A, EE LokiStack ITE /S Ingesters B— MR, K4 Loki Operator &4 write-
ahead log replay_memory_ceiling % &5 1x.demo X/, EXMhRAS, BT
replay_memory_ceiling H&/MEEE I, LLUBRIER, (LOG-5614)

o TEMREHZAN, FTIRLIE Vector INERSRHIHZOPIRTS. X DIRAEH, LHEEFER Vector I8
SREHZ RN/ IRS ARSI, #*ﬂﬂ?&a&lf&?‘i“ﬁi?ﬁ (LOG-5586)

11.1.2. CVE

o CVE-2024-2961

o (CVE-2024-28182

e CVE-2024-33599
e (CVE-2024-33600
e CVE-2024-33601

e (CVE-2024-33602

11.2. H /L;\‘I«Eil- 5.9.2

b & 1THRA 8 $E OpenShift Logging 25 1#EE 5.9.2

11.2.1. BFERES

o I XREFH I, EHN ClusterLogForwarder CR FHIBELE AR IER, X Logging Operator B9
E& KQ%EIBQQ .Jtt ﬂ'%@u H /b\lﬂ%Aﬂﬂ'UB% daemonset J‘I&%%ﬁo T_JX/I\HﬁZF'ZF' H lu\iﬂi
Operator KEHOIEIEESS daemonset, FRIFHIN Not authorized to collect 5%, (LOG-
4910)


https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
https://access.redhat.com/errata/RHBA-2024:3736
https://issues.redhat.com/browse/LOG-5614
https://issues.redhat.com/browse/LOG-5586
https://access.redhat.com/security/cve/CVE-2024-2961
https://access.redhat.com/security/cve/CVE-2024-28182
https://access.redhat.com/security/cve/CVE-2024-33599
https://access.redhat.com/security/cve/CVE-2024-33600
https://access.redhat.com/security/cve/CVE-2024-33601
https://access.redhat.com/security/cve/CVE-2024-33602
https://access.redhat.com/errata/RHSA-2024:2933
https://issues.redhat.com/browse/LOG-4910
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ELOREHZA, RN Vector BEMESRFHEBERER, TELERT, RENEMELBERE
XHEBEAERINARFERS, EIXMRAS, Vector BEWE IR EDE o B R T EE I E
R BEX ., (LOG-5156)

ELREFZ A, BEILK Operator A& 112 grafana-dashboard-cluster-logging fci& 5T
BN, EXNRAR, BEICK Operator 111% ConfigMap X RHHEN, WERRGIRFER
S HER M N EERFHEN. (LOG-5308)

FEMREHZAE, HEILK Operator WigIrE A& REAN M EH SR ER &GS ZENET. &
XM AR, BREILE Operator AR &SI B@ENIETR, (LOG-5426)

TELLE AT, Fluentd out_http #HHAZEE no_proxy FEFE, EXMRAF, Fluentd &
ruby B HTTP#start /5517 T8 AES no_proxy IMELE, (LOG-5466)

11.2.2. CVE

CVE-2022-48554

CVE-2023-2975

CVE-2023-3446

CVE-2023-3817

CVE-2023-5678

CVE-2023-6129

CVE-2023-6237

CVE-2023-7008

CVE-2023-45288

CVE-2024-0727

CVE-2024-22365

CVE-2024-25062

CVE-2024-28834

CVE-2024-28835

1.1.3. H&i0% 5.9.1

b & TR A & 3¥E OpenShift Logging 2 1#1EE 5.9.1

1.1.3.1. Thaei8om

TR REFHZ AT, Loki Operator ¥ Loki E2i& ~{#F Amazon Simple Storage Service (S3)HEF
BERAONEIR, EERFR. EXMRAF, Loki Operator BRIAH virtual-host =, MEHE
HWHERE, (LOG-5401)

TEMWREHZAL, Loki Operator AU UEFE secret HF{EFAR Amazon Simple Storage Service
(SI)tmme X MNRAAH, FiEF AR S3 mae—NEMH S3URL, LokiStack KREEH
I TEMITHE URL, (LOG-5395)


https://issues.redhat.com/browse/LOG-5156
https://issues.redhat.com/browse/LOG-5308
https://issues.redhat.com/browse/LOG-5426
https://issues.redhat.com/browse/LOG-5466
https://access.redhat.com/security/cve/CVE-2022-48554
https://access.redhat.com/security/cve/CVE-2023-2975
https://access.redhat.com/security/cve/CVE-2023-3446
https://access.redhat.com/security/cve/CVE-2023-3817
https://access.redhat.com/security/cve/CVE-2023-5678
https://access.redhat.com/security/cve/CVE-2023-6129
https://access.redhat.com/security/cve/CVE-2023-6237
https://access.redhat.com/security/cve/CVE-2023-7008
https://access.redhat.com/security/cve/CVE-2023-45288
https://access.redhat.com/security/cve/CVE-2024-0727
https://access.redhat.com/security/cve/CVE-2024-22365
https://access.redhat.com/security/cve/CVE-2024-25062
https://access.redhat.com/security/cve/CVE-2024-28834
https://access.redhat.com/security/cve/CVE-2024-28835
https://access.redhat.com/errata/RHSA-2024:2096
https://issues.redhat.com/browse/LOG-5401
https://issues.redhat.com/browse/LOG-5395
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11.3.2. BEFHERES

o TEMREHZAI, LogQL MMTHBIFIRAE MEINHRHIR—LITILIES. EXMREHR, BFeE
BERRATIEIES, RNRERRENRETE, (LOG- 5268)

o TELLREH AL, &AE LK pruneFilterSpec 4 prune i1 8234 5% segfault, TEXMhRA
B, INREFEREEE LK puneFilterSpec, %tl:‘.f)ﬂ_ufl:’%aweo (LOG-5322)

o EIMREH A, HAEE M dropTestsSpec M drop 1T 2R A FH segfault, EIXNhRAH,
INRBELITELS %A E LB puneFilterSpec, &H IR, (LOG-5323)

o TELLREHZAIL, Loki Operator FRUIETFE secret BRI Amazon Simple Storage Service
(S3)ifi s URL # R, TEXMRAAH, S3 ks URL RETRIESHE, ©RELT LokiStack Fyk
Bo (LOG-5397)

o MEULRFEHFH AT, HiBERICEPERCHN AIBFERE S Red Hat OpenShift Logging
Operator HEFRHI WARN § 2. 7EXMhRAA, SJFHRF LM ATHAREBIZEIE timestamp
FE&, (LOG-4672)

° EJH:A(E%EZHU, L5 UF ClusterLogForwarder %R & # A0 4 4 28 [A] 3% B X N F IEFARIEE 1%
i, EHRHERME. EXMRAR, RESRER—SEZHHREFEREAHAR MK
ClusterLogForwarder %R, #IR&EH, BN TFEMBEIR, (LOG-5062)

o TELLREFHZHI, MHEENKIEIIEEFE—/ TLS URL, BNE Amazon CloudWatch 8% Google
Cloud Logging &iR%5, EiZITAHRE URL, TEXMhRAMF, 7E%%F URL MIBRSSBIKIEZ HBAFT
E& %Ellﬂe/én_.\ﬁﬁjjlﬂﬁﬂo (LOG 5307)

o FEUREHZAT, EXEMEWMAREIEMNESHHRASIENE., EXDRAP, £&
HEBR B RIC AR S5 LUR G R 5B R, (LOG-5309)

11.3.3. CVE

%A CVE,

1.1.4. Logging 5.9.0

& fThRA B $E OpenShift Logging 251 E 5.9.0

1.1.4.1. B @E A

Logging 5.9 X {TARAFREE OpenShift Elasticsearch Operator B HThRA, X B ZFIH&HICKRAN
OpenShift Elasticsearch Operator £l # %+, BEIHE&ICKMAR EOL Hik, EALAER Loki
Operator {25 OpenShift Elasticsearch Operator WER AREEEKINBEEFH. WHEEXEEIIRE
WA BHNESER, ESHTA Agnostic Operator,

11.4.2. FH@EA

e 7f Logging 5.9 A, Kibana E#FH, i1XI7E Logging 6.0 HlER, 1% 6.0 NiZ5LUGHY
OpenShift Dedicated hRA—#212 M, ZLIESFE HRIA 1T E B E AL LA H R R R E
B CVE BFHEIAMES MR, EXLHHFERBEIREINEEE M, B Red Hat OpenShift Logglng
Operator #I LokiStack #R#tBIE T Vector BIUNEE 2R F1 Loki Operator #2#t#J LokiStack 2 EI &
BMFHEE L Operator, A 1ERFTE R Vector #1 Loki B&#E, RAXNHE
Bk — ST,

® 7 Logging 5.9 #, Splunk fiitH KB M ETUR AL, HINEFA. SREURHRTHRA
AR B


https://issues.redhat.com/browse/LOG-5268
https://issues.redhat.com/browse/LOG-5322
https://issues.redhat.com/browse/LOG-5323
https://issues.redhat.com/browse/LOG-5397
https://issues.redhat.com/browse/LOG-4672
https://issues.redhat.com/browse/LOG-5062
https://issues.redhat.com/browse/LOG-5307
https://issues.redhat.com/browse/LOG-5309
https://access.redhat.com/errata/RHBA-2024:1591
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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1.1.4.3. TheEB in

11.4.3.1. BEES

L ThEEIR 5 38 AN T 55 FA TAF f 0 o EIRRIEE A A drop =k prune BEMITHEE e RUF
WEEMZBMBAE (NBEEHEFHRAE) MEHITEE (W kube api =k ovn El,b\) TXH&$$A
B, (LOG-2155)

LE385aBI A T — TRV FE B E RS (syslog #EIKER), ALV HEEE H@ i ML FikO,
RFABREFEREBILE (M rsyslog) A% syslog BiE. (LOG-3527)

EXMhRAS, ClusterLogForwarder API iﬁ?’z‘ﬁﬁu Azure Monitor Bi&, NAFRHEEIFH
UR¥EThEE, LEThRERTASBOFE P 4E BRI ROUMERE, FHIEI{E Azure Monitor FEYH ED IR,
MR AR AR FH R S IR E R, (LOG- 4605)

thTheEIg s @ IR BB N AN BIANMERIESRNESR TR AR, 4
ClusterLogForwarder B E X 5IR (CR) FE XM —H AR SRR FEMAMAREMETRL
FERASTIAREN, SEIXMIER, L, UXFHARXBEANRERTRESENXHERL
EFALgs, KFEEFEA logging.openshift.io/dev-preview-enable-collector-as-
deployment ;¥ fi# ;3 f# ClusterLogForwarder CR, (LOG-4779)

tbThaE@sn 5| A T FERTA SRRVt B E LA P ECERIThAE, LUZEE A R AKIC KA
4, BR, EFRARFEENHEIPERERICKRERM, (LOG-4843)

EXMhRAS, ClusterLogForwarder CR B f— P& NERIE M A& Z2E (40
default. openshift* % kube* ) EENAREFHA, UEEFE—TEF collect-infrastructure-
logs ABRARSIK . (LOG-4943)

tEThREI@ IR BI A T HEE— % E (MLY%, EiFEN RMRAERME) WIhEE, LUTE
EIESRAEM, tA, Il aE - AER, waF'f”:iEmEﬁﬂig%DE,b\ﬁﬂ'&zwﬂﬁﬁ
%, 510, AtLeastOnce iEUIELBINE HEHN R/ PR, UEKERER G UL IEX
EHX, (LOG-5026)

LETHREIE 55 NN T = NFTEY Prometheus 21k, Z& B B X Elasticsearch. Fluentd # Kibana
FHAMER, (LOG-5055)

1.1.4.3.2. H&EE

LokiStack FREYIX AN 55 8 6 FAFTHY VI3 W REMEERANHBINSHBENRD FThee, St 75
OTEL B2 HF, Xthal b ESR NG EMSUAMEEE S, (LOG-4538)

LETheEeN s 515 T4 Azure #1 AWS BRSNS MG, BRT
STS B9 OpenShift Dedicated 4.14 R BHHIARA, AihfFMHETEZEIE LokiStack CR Y
spec.storage.secret /0 CredentialMode: static ;¥f#, (LOG-4540)

FEIXNhRAA, Azure 7FfiE secret BURIERT &, NELHEIORRHERES. (LOG-4571)

TEXAHRAAF, Loki Il T X GCP TV # B2 BEFRHLHI B LA T2 3. IX S VFRI s RixS
REMERS AT EMDRUEFRZRS A, (LOG-4754)

11.4.4. BEFHERES

FEHREHZAE, HREILK must-gather TEWESR T FIPS WERBEFRNEMBAE, XK
A, cluster-logging-rhel9-operator Fig{t 7 —/"#1H) oc &/ 7im, must-gather ATLATE FIPS
SBHPEEIFE, (LOG-4403)


https://issues.redhat.com/browse/LOG-2155
https://issues.redhat.com/browse/LOG-3527
https://issues.redhat.com/browse/LOG-4605
https://issues.redhat.com/browse/LOG-4779
https://issues.redhat.com/browse/LOG-4843
https://issues.redhat.com/browse/LOG-4943
https://issues.redhat.com/browse/LOG-5026
https://issues.redhat.com/browse/LOG-5055
https://issues.redhat.com/browse/LOG-4538
https://issues.redhat.com/browse/LOG-4540
https://issues.redhat.com/browse/LOG-4571
https://issues.redhat.com/browse/LOG-4754
https://issues.redhat.com/browse/LOG-4403

1.1.4.5.

B/1E RITEIL

LR EF 2 A, LokiStack #NI2§ pod FoiERE IPV6 pod IP #& X N ATFE pod BIER HTTP
URL, LRSS EET 5 Prometheus AR AP ZIRHNIFIZER KRN, 1EiXMRA

B, LokiStack #MI2% pod #F IPv6 pod IP FERIEAESH, MMARRTXANRE, E, @i
5 Prometheus 3 &89 AP Z N FIZ KA T A RXNFKTE IPv4 IREHR—1E, (LOG-4709)

EXMHRAF, BEILTE must-gather B YAML RRE—THFH, FEERTIEE, EXMhRA
1, YAML ZRRaBRE, AERZXEFRERBRIE. (LOG-4792)

EREH A, L5 ClusterLogForwarder CRE, % ClusterLogging.Spec.Collection
77 nil B, Red Hat OpenShift Logging Operator BIgEX# A nil pointer &, TEXMhRAR, X
AN A E7E Red Hat OpenShift Logging Operator iR, (LOG-5006)

ELREHF A, ERFENEMBER S, Bt ClusterLogForwarder CR status FEX 2 FH
resourceVersion /f Status S EN RIBMFLERH, XNTREKIBR—NEREAE
He EXMEAR, FIERSEZEHRAL, UMEERGRFRDHNAERFRL, (LOG-
5007)

I REHF A, WEZHITHEE drop_newest KRINER SN EIE, MNMSBAEH
BEK, EXNRAS, THRE NERBERBRINE, (LOG-5123)

ELREFZ A, openshift-operators-redhat 4 Z2 7] HY Loki Operator ServiceMonitor §
FF ST CA XHHITEMEIE, MF3X ServiceMonitor B2 & LB User Workload
Monitoring spec F Prometheus Operator tBIlEE iR, 7EXNhRAH, openshift-operators-
redhat %34 22 6] #9 Loki Operator ServiceMonitor F17£3&;3 LocalReference % & 5| AR 550K
FI4hE secret, XTI AR Prometheus Operator i User Workload Monitoring spec BEh
40 |oki Operator ServiceMonitor, {# Prometheus BEf3REX Loki Operator $8f5, (LOG-
5165)

TEMREHZ AT, Loki Operator ServiceMonitor BECE FIEE S5 1% Kubernetes JRZSICEE, MM

5B Loki Operator 8% RS, TEX A, ServiceMonitor ML E R 5% FH1EIRIRSS
iR, (LOG-5212)

=%

.CVE

CVE-2023-5363

CVE-2023-5981

CVE-2023-46218

CVE-2024-0553

CVE-2023-0567

1.2. LOGGING 5.8

pa =

BEIDRE N T REMHERE, ©5 OpenShift Dedicated # /DO ARE, Red Hat
OpenShift Container Platform £ #p B HAEEE Bk 7 X 1ThRAFZA M


https://issues.redhat.com/browse/LOG-4709
https://issues.redhat.com/browse/LOG-4792
https://issues.redhat.com/browse/LOG-5006
https://issues.redhat.com/browse/LOG-5007
https://issues.redhat.com/browse/LOG-5123
https://issues.redhat.com/browse/LOG-5212
https://issues.redhat.com/browse/LOG-5212
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5981
https://access.redhat.com/security/cve/CVE-2023-46218
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/security/cve/CVE-2024-0567
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic
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pa =

stable /i@ R N BERIC KRR AR ER, BRSIRE ZRIRAEST, EOO0T
RSB stable-x.y, H x.y KKRMEBELEMNBEICTHEMAFDRIRA, 5l
0, stable-5.7,

1.2.1. Logging 5.8.4

& ThRAE$E OpenShift Logging B2FHHIRMEE 5.8.4,

121 BEFERAES

FEROREHZE, FAANAREHEATEEEELRIMGRZER, MSBEEERECHBEEN
(A A RREVIE S T P T &, EXDARAR, FTE R OCP ARG RE IS IE
., (LOG-4905)

TELRE 2 A, Cluster Logging Operator (XIEBRIA BEHIH 7 LokiStack I8 E X #F
LokiStack 8 # ClusterRole, fEiXMhrAM, ABIEDHMN N @ read l write, B AR BIR
EHINBEFHEAXEBESE, ERURIERNAEAR T, read ABRERTILKIEHI &M
EEEKEE, (LOG-4987)

FEMWREHZA, Z0E IR AZEKZEATE ClusterLogForwarders EE—/MRS5 EE X
ownerReferences M LRI, EXMhRAF, BMEVRSRHABEECHRS, EAEN
<CLF.Name>-<input.Name>, (LOG-5009)

TELREHF A, HIEEE secret WIER BB KL E cloudwatch

iif, ClusterLogForwarder A&k &%, X MRAR, HBELHE secret G HEHLE
cloudwatch Ff&HILLL TSR : secret must be provided for cloudwatch output, (LOG-
5021)

LR EFZ A, log_forwarder_input_info 2 3E application, infrastructure, 1 audit % A5
Frete TEIXMARAA, http RN NIEIRR. (LOG-5043)

1.2.1.2. CVE

10

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2022-3545

CVE-2022-24963

CVE-2022-36402

CVE-2022-41858

CVE-2023-2166

CVE-2023-2176

CVE-2023-3777

CVE-2023-3812


https://access.redhat.com/errata/RHBA-2024:1065
https://issues.redhat.com/browse/LOG-4905
https://issues.redhat.com/browse/LOG-4987
https://issues.redhat.com/browse/LOG-5009
https://issues.redhat.com/browse/LOG-5021
https://issues.redhat.com/browse/LOG-5043
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2022-3545
https://access.redhat.com/security/cve/CVE-2022-24963
https://access.redhat.com/security/cve/CVE-2022-36402
https://access.redhat.com/security/cve/CVE-2022-41858
https://access.redhat.com/security/cve/CVE-2023-2166
https://access.redhat.com/security/cve/CVE-2023-2176
https://access.redhat.com/security/cve/CVE-2023-3777
https://access.redhat.com/security/cve/CVE-2023-3812

BI1E LTFD

e (CVE-2023-4015
e CVE-2023-4622
e CVE-2023-4623
e (CVE-2023-5178
e (CVE-2023-5363
e (CVE-2023-5388
e (CVE-2023-5633
® CVE-2023-6679
e CVE-2023-7104
e (CVE-2023-27043
e (CVE-2023-38409
e (CVE-2023-40283
e CVE-2023-42753
e CVE-2023-43804
e CVE-2023-45803
e CVE-2023-46813
e CVE-2024-20918
e CVE-2024-20919
e CVE-2024-20921
e (CVE-2024-20926
o CVE-2024-20945

® (CVE-2024-20952

1.2.2. Logging 5.8.3

L& TR A EE Logging F2FHHIR1EE 5.8.3 # Logging Z£18%E 5.8.3

1.2.2. BFHERES
o TELLREHTZAL, HEEHILEEE X S3 IERIANAINT, Loki Operator R&7E ConfigMap
HEMKABRRLH B EFHEE. X NRAR, Loki Operator &1 ConfigMap B,
B EFERMEE, (LOG-4969)

o TEMREHZAL, EEBEHEM URL WIER TEREM Loki fi & 53K Pod BAlft. TEIX AR
A, HiHRRTE URL FIEHTHEM LR, MR T XA, (LOG-4822)

1


https://access.redhat.com/security/cve/CVE-2023-4015
https://access.redhat.com/security/cve/CVE-2023-4622
https://access.redhat.com/security/cve/CVE-2023-4623
https://access.redhat.com/security/cve/CVE-2023-5178
https://access.redhat.com/security/cve/CVE-2023-5363
https://access.redhat.com/security/cve/CVE-2023-5388
https://access.redhat.com/security/cve/CVE-2023-5633
https://access.redhat.com/security/cve/CVE-2023-6679
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-38409
https://access.redhat.com/security/cve/CVE-2023-40283
https://access.redhat.com/security/cve/CVE-2023-42753
https://access.redhat.com/security/cve/CVE-2023-43804
https://access.redhat.com/security/cve/CVE-2023-45803
https://access.redhat.com/security/cve/CVE-2023-46813
https://access.redhat.com/security/cve/CVE-2024-20918
https://access.redhat.com/security/cve/CVE-2024-20919
https://access.redhat.com/security/cve/CVE-2024-20921
https://access.redhat.com/security/cve/CVE-2024-20926
https://access.redhat.com/security/cve/CVE-2024-20945
https://access.redhat.com/security/cve/CVE-2024-20952
https://access.redhat.com/errata/RHBA-2024:0693
https://access.redhat.com/errata/RHSA-2024:0728
https://issues.redhat.com/browse/LOG-4969
https://issues.redhat.com/browse/LOG-4822
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T REH 2 A, Cluster Logging Operator R MR G IEE secret KEAIRS I bearer 5 hERY
HIRERBEREEFTE. TXMREAFR, HEABESMHEIE, MR T XA, (LOG-
4962)

EHREF 2R, HiHE tis.insecureSkipVerify FEX R BIXE N true, BRAE L secret, 1
EXNRAR, FHEE— secret KXKBIXME, (LOG-4963)

ELREF A, MHEERLTER TLS BARIENALEHTTP) URL ASE, EiXMhRA
F, 7 TLS BMRKIFREENHHEE—PNRE(HTTPS) URL, (LOG-4893)

1.2.2.2. CVE

CVE-2021-35937

CVE-2021-35938

CVE-2021-35939

CVE-2023-7104

CVE-2023-27043

CVE-2023-48795

CVE-2023-51385

CVE-2024-0553

1.2.3. Logging 5.8.2

& ThRAE$E OpenShift Logging 2FiE1MEE 5.8.2,

1.23.1. BFHERES

1.2.3.2.
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TELLREFH 2 A, LokiStack #M2§ pod AR IPv6 pod IP #& bW AT pod BER HTTP
URL, MM SBuEid Prometheus A API ZIHHNIFIEIR KN, EIXMRAA, LokiStack
HiN 28 pod ¥ IPV6 pod IP HEEEAFESH, MMER T XA, (LOG-4890)

FEHOREH 2R, FLAARZEHEBREEEZEYRIMBENR, MSBEEREEECHBEE
[AALBREY IR T4 AT E W, XA R, fEEAITEESREE, MR T XA
B, (LOG-4947)

LR EFZ A, OpenShift Dedicated Web #2H|AM B EILFAMEBEHGHARARTFBE LT RBE

AR, EXMNAR, EXLEE LT RREMBRBARIME OpenShift Dedicated web #2HI&
BBAFICFKAEEER, (LOG-4912)

CVE

CVE-2022-44638
CVE-2023-1192
CVE-2023-5345

CVE-2023-20569


https://issues.redhat.com/browse/LOG-4962
https://issues.redhat.com/browse/LOG-4963
https://issues.redhat.com/browse/LOG-4893
https://access.redhat.com/security/cve/CVE-2021-35937
https://access.redhat.com/security/cve/CVE-2021-35938
https://access.redhat.com/security/cve/CVE-2021-35939
https://access.redhat.com/security/cve/CVE-2023-7104
https://access.redhat.com/security/cve/CVE-2023-27043
https://access.redhat.com/security/cve/CVE-2023-48795
https://access.redhat.com/security/cve/CVE-2023-51385
https://access.redhat.com/security/cve/CVE-2024-0553
https://access.redhat.com/errata/RHSA-2024:0271
https://issues.redhat.com/browse/LOG-4890
https://issues.redhat.com/browse/LOG-4947
https://issues.redhat.com/browse/LOG-4912
https://access.redhat.com/security/cve/CVE-2022-44638
https://access.redhat.com/security/cve/CVE-2023-1192
https://access.redhat.com/security/cve/CVE-2023-5345
https://access.redhat.com/security/cve/CVE-2023-20569
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CVE-2023-26159
CVE-2023-39615

CVE-2023-45871

1.2.4. Logging 5.8.1

b & {TRRA B $E OpenShift Logging F2FEH1AES 5.8.1 #1 OpenShift Logging 2 IREE 5.8.1

Kibana,

1.2.4.1. TheEI®H

1.2.411. B&&EE&

XN RAR, 725 Vector BLiE HURERRRNT, f&ALATE Red Hat OpenShift Logging Operator
RIRINZH, LUER secret FIEEM TR B SRS REKBIBEE, (LOG-4780)

FEXMHRAAH, BoltDB Shipper Loki (YRR E R H Index [XFIR, (LOG-4828)

1.2.4.2. BFEHIAMEES

M REHZ A, ClusterLogForwarder 7£/5FH JSON BESETE0EZERE], BIFE &AW
RIRHNEM., EXMRAH, ClusterLogForwarder 27F write-index 7y 22 Bkt 1R 5h, (LOG-
4452)

TELREHTZ AL, Vector REFIRMILE TERIABEL A, EXMNRAAH, @it ENRERX
(regexp) #H1TBELHRMKEBERPBEEI 5, (LOG-4480)

FEHORERHZ A, EOUERSIEXNIES, BMEERHMENMNBRSIPROBRINGE, B

b, Kibana AP FTiAEA OpenShift Elastlcsearch Operator BEREIER, EXThRAS, &
OpenShift Elasticsearch Operator FRINERDE A%, MTIERR T XA, Kibana AP IIER
Lt aE {app,infra,audit}-000001 325|155, (LOG-4683)

TEMWREH A, Fluentd 152 Pod 40 F CrashLoopBackOff k75, Ry IPv6 E&F L
Prometheus BRS528HE. EXMRAF, WEB[BATLUE IPve EBFPFEBIIE, (LOG-4706)

TELREF 2 A, Red Hat OpenShift Logging Operator 27F ClusterLogForwarder F175 X
BT REDE, X MNRAR, Red Hat OpenShift Logging Operator & ZB&fil 4 thJH 89 Y5
28 daemonset B EEH, (LOG-4741)

EMREH A, Vector BEINESRS pod 1E IBM Power #1283 L4 F CrashLoopBackOff 1A%,
TEIXANRAR, Vector HEWE SR Pod 7 IBM Power 22194188 EINE S, (LOG-4768)

EHREF 2R, FARIEMNELSRELBINER LokiStack &5 BU# A Fluentd Y &85 Pod R
SSL IEREE 1R, TEXMhRAH, El/mﬂﬂligﬁﬁﬁﬁ‘m{?)jgm)\ﬁﬁﬁ?éﬂfﬁ’]’“ﬂﬁ'%[] ca.crt HTHHE
iE, (LOG-4791)

EHREF 2R, FRIEMNELSRELBINES LokiStack &5 F# A Vector INEESS Pod £
SSL IERHE 1R, TEXMhRAH, El/mﬂﬂligﬁﬁﬁﬁ‘m{?)jgm)\ﬁﬁﬁ?éﬂfﬁ’]’“ﬂﬁ'%[] ca.crt HTHHE
iE, (LOG-4852)

FEHOREHZE, EHSMFFIHE—NHZENENG, TREHRBEN IPv6 thit, EXMRA
B, IPv6 it R IEIAEENT, (LOG-4811)
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https://access.redhat.com/security/cve/CVE-2023-26159
https://access.redhat.com/security/cve/CVE-2023-39615
https://access.redhat.com/security/cve/CVE-2023-45871
https://access.redhat.com/errata/RHSA-2023:7720
https://access.redhat.com/errata/RHBA-2023:7717
https://issues.redhat.com/browse/LOG-4780
https://issues.redhat.com/browse/LOG-4828
https://issues.redhat.com/browse/LOG-4452
https://issues.redhat.com/browse/LOG-4480
https://issues.redhat.com/browse/LOG-4683
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4741
https://issues.redhat.com/browse/LOG-4768
https://issues.redhat.com/browse/LOG-4791
https://issues.redhat.com/browse/LOG-4852
https://issues.redhat.com/browse/LOG-4811
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1.2.4.3.

14

I REHF A, BEDE— ClusterRoleBinding 35 HTTP EUas i AMREH iR, 7E
XAMRAR, REEZEQE ClusterRoleBinding, Fhifmm 24K T EEBIEBIA N, (LOG-
4815)

TELLREHTZ R, Loki Operator A&IFHE X CA R4S HEHEIMN pod, Hitt, FEIFHERSK
RN, SNREMIIFRK, EXMRARF, Loki Operator B E X CA g aE
FHEIFRBHN pod, MNEE pod AILAMIIRFMHE TEHBER, LUHEERIGCTKHAN], (LOG-
4836)

EIREH 2RI, 1EMER ClusterLogForwarder 1Y inputs.receiver Z33Ef, HTTP HiARRS
R E KB secret RRBMIBR, X NRAR, NRFBE, HTTP BATRSHMER. (LOG-
4612)

EMREH 2 A, ClusterLogForwarder 15 RKSHBIGIEE R, BEENEERSTEERR
BRASTER A, X MRAR, EERESSERNHEH, HIASGLESS N E R REHIE R
BE, (LOG-4821)

ELLR BRI AT, BUEAZERGIMN LogQL il (AN ASEES™ & M) |k 7 Hr% matcher

operator EXE, BERENRER—F, EXNRAF, ENREXZEFEEFEHNRER
25, (LOG-4841)

CVE

CVE-2007-4559
CVE-2021-3468
CVE-2021-3502
CVE-2021-3826
CVE-2021-43618
CVE-2022-3523
CVE-2022-3565
CVE-2022-3594
CVE-2022-4285
CVE-2022-38457
CVE-2022-40133
CVE-2022-40982
CVE-2022-41862
CVE-2022-42895
CVE-2023-0597
CVE-2023-1073
CVE-2023-1074

CVE-2023-1075


https://issues.redhat.com/browse/LOG-4815
https://issues.redhat.com/browse/LOG-4836
https://issues.redhat.com/browse/LOG-4612
https://issues.redhat.com/browse/LOG-4821
https://issues.redhat.com/browse/LOG-4841
https://access.redhat.com/security/cve/CVE-2007-4559
https://access.redhat.com/security/cve/CVE-2021-3468
https://access.redhat.com/security/cve/CVE-2021-3502
https://access.redhat.com/security/cve/CVE-2021-3826
https://access.redhat.com/security/cve/CVE-2021-43618
https://access.redhat.com/security/cve/CVE-2022-3523
https://access.redhat.com/security/cve/CVE-2022-3565
https://access.redhat.com/security/cve/CVE-2022-3594
https://access.redhat.com/security/cve/CVE-2022-4285
https://access.redhat.com/security/cve/CVE-2022-38457
https://access.redhat.com/security/cve/CVE-2022-40133
https://access.redhat.com/security/cve/CVE-2022-40982
https://access.redhat.com/security/cve/CVE-2022-41862
https://access.redhat.com/security/cve/CVE-2022-42895
https://access.redhat.com/security/cve/CVE-2023-0597
https://access.redhat.com/security/cve/CVE-2023-1073
https://access.redhat.com/security/cve/CVE-2023-1074
https://access.redhat.com/security/cve/CVE-2023-1075

CVE-2023-1076

CVE-2023-1079

CVE-2023-1206

CVE-2023-1249

CVE-2023-1252

CVE-2023-1652

CVE-2023-1855

CVE-2023-1981

CVE-2023-1989

CVE-2023-2731

CVE-2023-3138

CVE-2023-3141

CVE-2023-3161

CVE-2023-3212

CVE-2023-3268

CVE-2023-3316

CVE-2023-3358

CVE-2023-3576

CVE-2023-3609

CVE-2023-3772

CVE-2023-3773

CVE-2023-4016

CVE-2023-4128

CVE-2023-4155

CVE-2023-4194

CVE-2023-4206

CVE-2023-4207

CVE-2023-4208

CVE-2023-4273

B/1E ZITEL
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https://access.redhat.com/security/cve/CVE-2023-1076
https://access.redhat.com/security/cve/CVE-2023-1079
https://access.redhat.com/security/cve/CVE-2023-1206
https://access.redhat.com/security/cve/CVE-2023-1249
https://access.redhat.com/security/cve/CVE-2023-1252
https://access.redhat.com/security/cve/CVE-2023-1652
https://access.redhat.com/security/cve/CVE-2023-1855
https://access.redhat.com/security/cve/CVE-2023-1981
https://access.redhat.com/security/cve/CVE-2023-1989
https://access.redhat.com/security/cve/CVE-2023-2731
https://access.redhat.com/security/cve/CVE-2023-3138
https://access.redhat.com/security/cve/CVE-2023-3141
https://access.redhat.com/security/cve/CVE-2023-3161
https://access.redhat.com/security/cve/CVE-2023-3212
https://access.redhat.com/security/cve/CVE-2023-3268
https://access.redhat.com/security/cve/CVE-2023-3316
https://access.redhat.com/security/cve/CVE-2023-3358
https://access.redhat.com/security/cve/CVE-2023-3576
https://access.redhat.com/security/cve/CVE-2023-3609
https://access.redhat.com/security/cve/CVE-2023-3772
https://access.redhat.com/security/cve/CVE-2023-3773
https://access.redhat.com/security/cve/CVE-2023-4016
https://access.redhat.com/security/cve/CVE-2023-4128
https://access.redhat.com/security/cve/CVE-2023-4155
https://access.redhat.com/security/cve/CVE-2023-4194
https://access.redhat.com/security/cve/CVE-2023-4206
https://access.redhat.com/security/cve/CVE-2023-4207
https://access.redhat.com/security/cve/CVE-2023-4208
https://access.redhat.com/security/cve/CVE-2023-4273
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CVE-2023-4641

CVE-2023-22745

CVE-2023-26545

CVE-2023-26965

CVE-2023-26966

CVE-2023-27522

CVE-2023-29491

CVE-2023-29499

CVE-2023-30456

CVE-2023-31486

CVE-2023-32324

CVE-2023-32573

CVE-2023-32611

CVE-2023-32665

CVE-2023-33203

CVE-2023-33285

CVE-2023-33951

CVE-2023-33952

CVE-2023-34241

CVE-2023-34410

CVE-2023-35825

CVE-2023-36054

CVE-2023-37369

CVE-2023-38197

CVE-2023-38545

CVE-2023-38546

CVE-2023-39191

CVE-2023-39975

CVE-2023-44487


https://access.redhat.com/security/cve/CVE-2023-4641
https://access.redhat.com/security/cve/CVE-2023-22745
https://access.redhat.com/security/cve/CVE-2023-26545
https://access.redhat.com/security/cve/CVE-2023-26965
https://access.redhat.com/security/cve/CVE-2023-26966
https://access.redhat.com/security/cve/CVE-2023-27522
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-29499
https://access.redhat.com/security/cve/CVE-2023-30456
https://access.redhat.com/security/cve/CVE-2023-31486
https://access.redhat.com/security/cve/CVE-2023-32324
https://access.redhat.com/security/cve/CVE-2023-32573
https://access.redhat.com/security/cve/CVE-2023-32611
https://access.redhat.com/security/cve/CVE-2023-32665
https://access.redhat.com/security/cve/CVE-2023-33203
https://access.redhat.com/security/cve/CVE-2023-33285
https://access.redhat.com/security/cve/CVE-2023-33951
https://access.redhat.com/security/cve/CVE-2023-33952
https://access.redhat.com/security/cve/CVE-2023-34241
https://access.redhat.com/security/cve/CVE-2023-34410
https://access.redhat.com/security/cve/CVE-2023-35825
https://access.redhat.com/security/cve/CVE-2023-36054
https://access.redhat.com/security/cve/CVE-2023-37369
https://access.redhat.com/security/cve/CVE-2023-38197
https://access.redhat.com/security/cve/CVE-2023-38545
https://access.redhat.com/security/cve/CVE-2023-38546
https://access.redhat.com/security/cve/CVE-2023-39191
https://access.redhat.com/security/cve/CVE-2023-39975
https://access.redhat.com/security/cve/CVE-2023-44487
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1.2.5. Logging 5.8.0

b &% 1THRA B $E OpenShift Logging 251718 E 5.8.0 # OpenShift Logging #1388 5.8.0
Kibana.

1.2.5.1. FHABEHM

£ Logging 5.8 #, Elasticsearch. Fluentd # Kibana %% M, iTXI7E Logging 6.0 HfIF&R, % 6.0 i/
%5 LUEH) OpenShift Dedicated R A—i21R M, LIIBIFE YRIAITE S BRI LA AR SR R LA
EW CVE BEIRESE M, EXLHAMNATEINGIIEE M, B Red Hat OpenShift Logging
Operator #I LokiStack 1R #tBIE T Vector BIUNEE 2R F1 Loki Operator #2#t# LokiStack 2 H n,\% afF
EBIE 1%L Operator, A IEFIFTAE B @ H Vector 7l Loki BEHERE, ENXNMHAESIFLEF—FHITH
i,

1.2.5.2. ThEEI8om

1.2.5.2.1. B&E4E

o EXMNRAH, LogFileMetricExporter FEBIAFIINE SR —ESE, BREF IR
LogFileMetricExporter B & X %R (CR), MIiZ{TRIBERM B ERERIEIT, ﬁﬂ%aﬁ@ﬂ%
LogFileMetricExporter CR, {ERIBEATE Produced Logs B OpenShift Dedicated Web &
Y &M FEEI No datapoints found 5 2. (LOG-3819)

o TEXNRAA, EALIEEMGRZERPEESZ . BB RBAC {*7H ClusterLogForwarder
BE L HFIR(CR)ER, XAVFMIIANAMAENBATRL L EEMEMNT, RGEEESH Mk
BREBERE. (LOG-1343)

B

£ 7% openshift-logging v 22 [A] LA B ZT 4 6 42 22 (A R X FF S R BE A R L A Th
A8, IEWJIE# Red Hat OpenShift Logging Operator LU MIFRE L 22, 7£
#7189 Red Hat OpenShift Logging Operator kg4 5.8 i 2~ A BRI\ 2 35 tEThAE

o TEXANhRANH, AT LA A TR 2 253 SRR A ALl SR BRI R LUE 1 F B A B D R SRR R S
K BEBIENS, HARFIF L MEEE N ENA 2T H Logging, Hit FREINIREIFEIR AL EE
BEHNBENRE LERTE. (LOG-884)

o TEIX/MARAAH, EMELUSAEKEREE HER HTTP Hik, FHEWAEEN HTTP IRS2E, H
#57 Webhook, (LOG-4562)

o TEIXMARAA, &A] LAFDE & it BRBg it B RS 2R EL 4 HELE Kubernetes #1 OpenShift API iR
&R EMH, (LOG-3982)

1.2.5.2.2. A&

o TEIXANHRAH, Loki EIE G 0] LA FEAH bzl if o] LB B F iy 4 Z2 (A $% % 4 B &89 15 R AR
(LOG-3841)

o TEiX/NhRAH, Loki Operator 1 LokiStack B 5| A T PodDisruptionBudget E2i&, @ik
¥ ingestion M2 18 &2 7T F £ HA1R OpenShift Dedicated S8 E S #A R IEE#2/F, (LOG-3839)

o TEIXMRAF, A LokiStack REERI RIS M@ B A —HEIARY Affinity 1 Anti-Affinity ZRE&
kFTsEW A, (LOG-3840)
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https://access.redhat.com/errata/RHBA-2023:6139
https://access.redhat.com/errata/RHBA-2023:6134
https://issues.redhat.com/browse/LOG-3819
https://issues.redhat.com/browse/LOG-1343
https://issues.redhat.com/browse/LOG-884
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XA, EEILMEN LokiStack FREYE R G B IR K RANEIRE H, LUETE X KRI85 7T
S, (LOG-3266)

XN RRAAR, 8I0T — M2 HFA/NMIRR LokiStack K4y (Ix.extra-small) , ©&RAF
REVETEAEFER /M ingestion B (5% 7 100GB/X) HJ OpenShift Dedicated 5&%,
(LOG-4329)

TEXMNhRAR, Loki BEARLUARIE A Loki ({FRik, UREFMHMEENSNMEHNERERIRS,
(LOG-4327)

1.2.5.2.3. H&EHE

1.2.5.3.

1.2.5.4.

TEXNRAHR, 2 Elasticsearch @ RIAWBEEMER, EaTLUSHEE&ICFEZESSES, (LOG-
3856)

TEXANRAAH, OpenShift Dedicated i FAREFFIAEE B LU OpenShift Dedicated IR 4.14 &
Z [EBIRATE OpenShift Dedicated Web #2415 Developer 1l i E TN AEF HEHE
REEH, (LOG-3548)

& 0]

Hal, 7EFAZE Red Hat OpenShift Logging Operator iiRA 5.8 [&, Splunk B A AIRET A IE
BIE, XANFEZEM OpenSSL ARA 111 5Bl 3.0.7 RAIERKHY, TEEHTHI OpenSSL MRA
f, B—PERINTHER, MREEAF RFC5746 ¥ &, MHEHAE] TLS 1.2 s piEE,
YERIGE AR TR, 1ETE Splunk HEC (HTTP Event Collector) I sRATX TLS 4 1k it #8235
FA TLS1.3 % #f. Splunk B—MNE=ARYE, ©RIZM Splunk IGELE.

B, EOEHTTP2 M ZERREE—IRE, STUEHFESRAFNS IR A HE
X, FILEN% 3% RST_STREAM EZRXREUHET. XK NARS X B RRIERAA BT/, M
S A MRS 2 FRHFEMIBELRS . HANSARRLREMNAZE, (LOG-4609)

Bal, ZH{EM FluentD fE N REERES, YESS Pod FBiETE OpenShift Dedicated IPv6-enabled
S£BEHREE), pod HESLEK fluentd pod [error]: unexpected error
error_class=SocketError error="getaddrinfo: Name or service not known 4%, HFI%E
R IR T iE, (LOG-4706)

Bal, BRAT IPve WER LB HEEm. HaP&ERRILNEN AL, (LOG-4709)

E#l, must-gather TEE/ERA T FIPS HEBHPINEREMBRE, BN cluster-logging-rhel9-
operator F R BFTER OpenSSL FE, HEDEBEMBRL R AGE, (LOG-4403)

BHel, HEEAT FIPS &R LEE logging kA 5.8 B, WSS Pod TiEEEN, F4F

CrashLoopBackOff K75, BN FluentD R{ERESR. HANERBARRIRH AL, (LOG-
3933)

CVE

CVE-2023-40217

1.3. LOGGING 5.7
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BEIDRE N T REMNHGRE, ©5 OpenShift Dedicated # /D ARE, Red Hat
OpenShift Container Platform 4 #p B HAEEE Bk 7 X 1ThRAFZA M


https://issues.redhat.com/browse/LOG-3266
https://issues.redhat.com/browse/LOG-4329
https://issues.redhat.com/browse/LOG-4327
https://issues.redhat.com/browse/LOG-3856
https://issues.redhat.com/browse/LOG-3548
https://datatracker.ietf.org/doc/html/rfc5746
https://issues.redhat.com/browse/LOG-4609
https://issues.redhat.com/browse/LOG-4706
https://issues.redhat.com/browse/LOG-4709
https://issues.redhat.com/browse/LOG-4403
https://issues.redhat.com/browse/LOG-3933
https://access.redhat.com/security/cve/CVE-2023-40217
https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

B/1E RITEIL

stable /8 R 7y AKIC KRR AR M ER. BHRENGZAIRENELR, BOIURIT
[ AE TN /7 stable-x.y, EA x.y KRELEMB&KILFKMEMAFRRA, 5
0, stable-5.7,

1.3.1. Logging 5.7.8

& ThRAE$E OpenShift Logging 25 1RMEE 5.7.8,

1.3.11. BEFERES

o EIREFHZAI, H5 ClusterLogForwarder B X FIRE(CR)FH outputRefs #1 inputRefs
SHERERNATIRN, TSBEBENHZR, Fit, KE2R Pod 1£ CrashLoopBackOff K&/
iAo TEIXMRAR, FHIREEE OUTPUT_BIZ, UAEREEIREMEB L2 AX 5,
(LOG-4383)

o EIREFHZA], EEE JSON BEMNTasN, WREEE N Cluster Logging Operator W&
structuredTypeKey 5 structuredTypeName 5%, N A& EREXTREENE R, XN
hxAm, Cluster Logging Operator &5 HEEE R, (LOG-4441)

o TEMREHZAI, MR Splunk FiHIEEM secret R4 hecToken XA IEH, FiER%k
W, ANREEEE TSR TEESELE Splunk, EXNMRAAH, 1R hecToken Rk

HAIEM, RIERKMW, F 57 A non-empty hecToken entry is required 515588, (LOG-
4580)

o TEUREHZAL, R web A MBAE SN FSER LR A S E RS SBHIER, £XD
FRAH, R LATE web #2HIE A M FSEEER R R, (LOG-4684)

1.3.1.2. CVE

e CVE-2023-40217

o C(CVE-2023-44487

1.3.2. Logging 5.7.7

& ThRAE$E OpenShift Logging 2FiEIREE 5.7.7,

1321 BFHERES

o TEltREF AT, FluentD #3E{LH EventRouter X EMBEES Vector AR, TEIXMHRA
B, Vector L—BMIE R EMRBEILTE, (LOG-4178)

o TEIREFH AL, TEH Cluster Logging Operator GlIZHIIEIRU TR AP, EHHEE—DER,
F3F FluentD Buffer Availability ¥, EhERRR/NEHAKAE, EXMRAF, BFRERE
KEHXFERE, WEHENSL N FluentD Buffer Usage, (LOG-4555)

o MM REFH AL, 1EIPv6 W OpenShift Dedicated 528f EEFE | okiStack & F 3 LokiStack
memberlist SEMKN, Eit, L5/ Pod R ABIGEN. EXNRAF, EEATTLUET
lokistack.spec.hashRing.memberlist.enablelPv6: {E1XE&E /) true K5 IPv6, XRERIXD
A&, (LOG-4569)
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https://issues.redhat.com/browse/LOG-4178
https://issues.redhat.com/browse/LOG-4555
https://issues.redhat.com/browse/LOG-4569

OpenShift Dedicated 4 BRIt %

o TFUXREFH A, HEWEREUTRNEEXERINAREET. Bk, BEVERTESR
WAL, X DARAR, HRFTHRAREM, RFASRESRS BRI
. (LOG-4575)

o TEUREH A, FHRERPRERNENRSBEZRNTIERFRAEMRN, EXDRE
B, B HIERRERBIEIRE D BHBHARNRTFRE. (LOG-4686)

1.3.2.2. CVE

e CVE-2023-0800
e CVE-2023-0801
e (CVE-2023-0802
e (CVE-2023-0803
e CVE-2023-0804
e (CVE-2023-2002
e CVE-2023-3090
e CVE-2023-3390
e CVE-2023-3776
e CVE-2023-4004
® CVE-2023-4527
e (CVE-2023-4806
e CVE-2023-4813
e CVE-2023-4863
e CVE-2023-49T

e CVE-2023-5129
e CVE-2023-20593
o CVE-2023-29491
e (CVE-2023-30630
e CVE-2023-35001

e (CVE-2023-35788

1.3.3. Logging 5.7.6

2 TR A2 $E OpenShift Logging R 1IREE 5.7.6,

1.3.3.1. BFHERES
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https://issues.redhat.com/browse/LOG-4575
https://issues.redhat.com/browse/LOG-4686
https://access.redhat.com/security/cve/CVE-2023-0800
https://access.redhat.com/security/cve/CVE-2023-0801
https://access.redhat.com/security/cve/CVE-2023-0802
https://access.redhat.com/security/cve/CVE-2023-0803
https://access.redhat.com/security/cve/CVE-2023-0804
https://access.redhat.com/security/cve/CVE-2023-2002
https://access.redhat.com/security/cve/CVE-2023-3090
https://access.redhat.com/security/cve/CVE-2023-3390
https://access.redhat.com/security/cve/CVE-2023-3776
https://access.redhat.com/security/cve/CVE-2023-4004
https://access.redhat.com/security/cve/CVE-2023-4527
https://access.redhat.com/security/cve/CVE-2023-4806
https://access.redhat.com/security/cve/CVE-2023-4813
https://access.redhat.com/security/cve/CVE-2023-4863
https://access.redhat.com/security/cve/CVE-2023-4911
https://access.redhat.com/security/cve/CVE-2023-5129
https://access.redhat.com/security/cve/CVE-2023-20593
https://access.redhat.com/security/cve/CVE-2023-29491
https://access.redhat.com/security/cve/CVE-2023-30630
https://access.redhat.com/security/cve/CVE-2023-35001
https://access.redhat.com/security/cve/CVE-2023-35788
https://access.redhat.com/errata/RHSA-2023:4933

1.3.3.2.

B/1E RITEIL
FLREH AT, BRSO TRAREXERZDNRRATT. Bit, RESFTEEMHILE
RIS, EXNREH, ERF RGN, RTFRESFSMLERE XM, (LOG-4501)

FERORERTZ A, ZAFERTE LTRSS URL I, —LidjEsi& BRI, TEXhRA
f, Ul RBET URL RBYFRE T IERR. (LOG-4459)

ELREF A, FABE IR A E Loki RTEM Fluentd tI#E Vector B £ R, TE1X
MHRAAR, Vector BBEBEINGS Fluentd 18R, LAARINESREShFH EBLIEIRE. (LOG-
4460)

ELREHTZ AL, Observability Logs #2#| S RFEAEZ CNIZE LHRFKEFR, EXMRA
F, BREZNHPERE USEFR. (LOG-4456)

FEMREH A, EFBELEE Splunk RHEIMLLTFHRIRE R : Timestamp was not found. 7t
XA R, BRSBERTRER Timestamp MEEFERIIETR, FHEKLZEER Splunk, AR
RHEE, (LOG-4413)

ELOREHZ A, AEM CPUMANEREMEN 8, EXMNhRAR, Vector BBEEE
expire_metrics_secs=60 1% & X [RFIETRHEMAELL, FH LREXM CPUBEMREFESHAE.
(LOG-4171)

TEMREHZ AL, LokiStack MIRKRTZRERIGER, AL, XRSFBEHANBENER, £
MRAH, Loki X% FUEBMA A RN FERBRIAN A, (LOG-4393)

LR ERZ AL, Fluentd BT EEEEE TN IR ENLERF IR, TXMHREHR, 14
ERTEEMHMR, MmAERTXNAHE, (LOG-4467)

CVE

CVE-2023-3899
CVE-2023-4456
CVE-2023-32360

CVE-2023-34969

1.3.4. Logging 5.7.4

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.4,

1.3.4.1. BFEREE

I REHF A, LFEEELE CloudWatch B, namespaceUUID {E A& # M INZ]
logGroupName FE&xA, 7EXMRAAR, @5 namespaceUUID {H, ALt CloudWatch HHY
logGroupName .~ logGroupName: vectorcw.b443fb9e-bd4c-4b6a-b9d3-
c0097f9ed286, (LOG-2701)

FELOREH 2RI, @i HTTP M EER L BISERH BN, MERERTEAERSEHN
HTTP REBFHITHADIIUE, BIERIE URL IR T EMRBEIE, EXMHRAR, Vector HEME
#3 0] LAASEESSEE MY HTTP B H1TBP %8 IE, (LOG-3381)

TELREF A, 1R Fluentd WEESIECE T Splunk fE A%, Operator fF5KM, RAFRZHF
BB, X MRAA, BEERIFRIEALFZRHNGIE, MMmERTXANAE, (LOG-4237)

A e a2 I ML R e am - . P I I B A i
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https://issues.redhat.com/browse/LOG-4459
https://issues.redhat.com/browse/LOG-4460
https://issues.redhat.com/browse/LOG-4456
https://issues.redhat.com/browse/LOG-4413
https://issues.redhat.com/browse/LOG-4171
https://issues.redhat.com/browse/LOG-4393
https://issues.redhat.com/browse/LOG-4467
https://access.redhat.com/security/cve/CVE-2023-3899
https://access.redhat.com/security/cve/CVE-2023-4456
https://access.redhat.com/security/cve/CVE-2023-32360
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https://access.redhat.com/errata/RHSA-2023:4341
https://issues.redhat.com/browse/LOG-2701
https://issues.redhat.com/browse/LOG-3381
https://issues.redhat.com/browse/LOG-4237
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1.3.4.2.

1L EC/REBHFTLZBY, = Vector WS E51t AWS Cloudwatch Hi&BR) LS BcE R BB #T L enabled =
true {EFf, GCP Stackdriver @ S BEC B %, X DRAAH, FiXHEMiR enabled = true
B, MR T XA, (LOG-4242)

ELREHF A, RMERERMBFKEBEFHILL T IR{E R : thread 'vector-worker'
panicked at 'all branch are disabled, no else branch’, src/kubernetes/reflector.rs:26:9, 7
XMRAAE, XPMEHIRE#R, (LOG-4275)

EMWREHZAI, MR Operator & T 1% BIZISETN, Loki Operator ARBEYIA] & 5 BN A
f2-TH 1 alert-manager E2E HK, EXMRAR, £ Loki EBES S BE XM BINENRD
BRiE, (LOG-4361)

ELREHF A, UEAZSIABRMERTA AWS Cloudwatch ¥4 ) STS #H1TEAQKIER, &b
FHRSBEIULERRE -8, EXMrRAF, STSABHBISEIEINENMMEIUBRATS
AWS Cloudwatch #1T &2 551E, (LOG-4368)

EHREFH A, Loki NEHKRITIEINE(E, BEEMKRES, & Grafana BIFRZEN Has A
o EXMNRAR, Loki RITIEERRMESEIRZE, MMAERT XNAE-, (LOG-4389)

FKE OpenShift Logging 5.7 /&, 7E ClusterLogForwarder B E X ¥R (CR) % BIEE
name FEMEEBHELLTIE, EXMRAF, XNMERBHR, (LOG-4120)

CVE

CVE-2022-25883

CVE-2023-22796

1.3.5. Logging 5.7.3

& ThRAE$E OpenShift Logging 2FIE1RMEE 5.7.3,

1.35.1. BFHERES

22

TELOREHZ AL, HIE OpenShift Dedicated Web ZHlA R EEHEN, RENXHERSHEIE
FTSERIE, TEIXDRAR, bootstrap X FMEF, MMMERT XA, (LOG-4100)

FELREH AT, Loki Operator REBEHIR, FEUARIEE WARMERREFE, EXDRAH,
HirakE, BIREREIRERNIE, (LOG-4156)

EMREHZAI, 1EEX RulerConfig BE X HTR(CR) /&, LokiStack #MIMZZRAREF, EXH
kA, Loki Operator 7EE %7 RulerConfig CR ZE/Z | pod, (LOG-4161)

EHREF 2R, YU ALERZ({EES ClusterLogForwarder Hf / =R, BE8KESREN
b, EXANRAS, BIBIA match IRE R T XA, FEESREEYEhBERR.
(LOG-4176)

EHOREHTZ A, 2 LokiStack CR & X F R A 2L BREINT, Loki Operator BAM4LE,
TEXMHRAAF, Loki Operator Al LAER B L RBRFIFE R T2 LokiStack CR, MR T iX
NARE, (LOG-4198)

O REHS 2/, HIREMLAZELEITE, Fluentd A& HEL ¥R Elasticsearch £ 8%,

TEXMRAR, Fluentd 7£5 Elasticsearch B ILE RN A LUE #1018 2 BB R TP B9 RAEA,
(LOG-4258)

A e a2 — AN L m m m m A A A Nt B M A T el . PR T 3 SO SN —_—\ A e


https://issues.redhat.com/browse/LOG-4242
https://issues.redhat.com/browse/LOG-4275
https://issues.redhat.com/browse/LOG-4361
https://issues.redhat.com/browse/LOG-4368
https://issues.redhat.com/browse/LOG-4389
https://issues.redhat.com/browse/LOG-4120
https://access.redhat.com/security/cve/CVE-2022-25883
https://access.redhat.com/security/cve/CVE-2023-22796
https://access.redhat.com/errata/RHSA-2023:3998
https://issues.redhat.com/browse/LOG-4100
https://issues.redhat.com/browse/LOG-4156
https://issues.redhat.com/browse/LOG-4161
https://issues.redhat.com/browse/LOG-4176
https://issues.redhat.com/browse/LOG-4198
https://issues.redhat.com/browse/LOG-4258

BI1E LTFIC
o FULREHTLZEI, EAEEI 8,000 TerrZE HIREFE 53 klasticsearch IBZEEH, K NFHE
[8]51ZR KF http.max_header_size %iE, EXMhRAMH, PRk KANBIEINEBEFEM, MR
RTIEANE-, (LOG-4277)

o Tl REFH 2 HI, ClusterLogForwarder CR A 8% /| FHMNIMEESSBUMEREN KL, £
XARAR, RATH THEER, MR TXANRE, (LOG-4095)

o TEIREFH AL, Cluster Logging Operator RTEXE NIEZEIR SR EAL L, EXMRA
#, 7E£/53h ClusterLogForwarder CR 89117, #fR ClusterLogging %iR4h T IEMRIE IR R
B, MR T XA R, (LOG-4177)

o TEIREHZAI, HUTE OpenShift Dedicated Web 1EHIAHhEE BEN, B FENEIE A FFEE
FERTASEE TTIETE pod HIEHMREBEMEHRIE, TXMNRAH, "TLLE TSI ELX ML
FREE 75 B SR RSE L, (LOG-4108)

o TELLREHFZAHI, IE OpenShift Dedicated Web 16l &/ EE HER, THRET 30 i
B, FEIXANhRAA, BEHMEA LAE configmap/logging-view-plugin FECE., (LOG-3498)

o TEIREHZAI, HUTE OpenShift Dedicated Web HIEHEE BEN, RESHURWHETIT
EE—RREGNMEELHERE. EXNRAR, BRAGHNRMBESEZE, (OU-188)

o TELLREHFZHI, IE OpenShift Dedicated Web $EHl&HEEHER, = streaming iETIR T

~nfE BEEE, MEBEREFRBE. EXMMAS, HEMEBERBKERLI R, (OU-
166)

1.3.5.2.CVE

e CVE-2020-24736
e CVE-2022-48281
o CVE-2023-1667
e CVE-2023-2283
e CVE-2023-24329
e CVE-2023-26115
e CVE-2023-26136
e CVE-2023-26604

e (CVE-2023-28466

1.3.6. Logging 5.7.2

& fThRA B $E OpenShift Logging 2FiHIREE 5.7.2,

1.3.6.1. BFHIRMES

o TEIREHZAI, FAFAERFLEMNLLLS, TREEMW R openshift-logging fy &2 (A, 1EiX
MRAR, THEERKYEEE (finalizer), HRBEREMBRGRZEF, (LOG-3316)

o MM REFH AL, HIRIRIE OpenShift Dedicated XHHEEX T run.sh BIA, Il runsh BIAS T

R—MREHH chunk_limit_size (i, 82, %4&JI528 $BUFFER_SIZE_LIMIT %8
chunk_limit_size I, ZHASEREBIIE, EXMRAS, runsh HASEXFH MR HE
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https://issues.redhat.com/browse/LOG-3316
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— Bt FRIEFBEY chunk_limit_size 6, (LOG-3330)

LR EFHZ A, OpenShift Dedicated Web #2HAM B EICEMEBEHGHARRTBE LT RBE
AR, EXMNRAA, EINT HBFICEMEESEE LT RREMARMINEE. (LOG-3749)

R\ AL, HFEET Fluentd HTTP & 40% B & % % % DataDog I, Cluster Logging
Operator &% Unsupported Media Type &%, TEX/MRAH, AP ALUBIEE HTTP Rk
Content-Type N BEH A TESENBLE, RENERBINPEATEHHH content_type 5
#, BERRNEHEE. (LOG-3784)

EHREFTZ A, 2 ClusterLogForwarder B Y %R (CR) AH# detectMultilineErrors FE&
WIEH true I, PHP ZITHHRAMIL R N A MMBERRE, MMSBERREREZNERE 2
B, EXNhRAF, FRAT PHP WZTEIRGN, REEMERERIEES—HBHEHERF,
(LOG-3878)

EHREHTZHI, ClusterLogForwarder E8H AP A SRR 5 Vector YRR pod 4L
AR, TEIXMARAR, BEAMPMAAEZEMR, TR (-) R () BB TRZE O.
(LOG-3945)

LR EFZ A, log_forwarder_output I5RA3IE http S8, EXNhRAR, TEIEVRFRM
BROBSE, (LOG-3997)

ELREFH 2 A, Fluentd EULEBEEEN AR — L% 4T JavaScript B imRE B, X hR
A, Fluentd L& MBIFIZEN TR, MMERRT XA, (LOG-4019)

FEWREHZAE, DFAEERXEENEASERA T PR Katka i FEN, BERR
HEERMEF. EIXNMRAR, Fluentd B2 ZFFEIZN TRIZ, MR T XA A,
(LOG-4027)

T REFTZ AT, LokiStack FXKIREI 6 4 22 [RIMHRASE, IR A AP B AFBR, fExXA4
kA, Loki WX APREEERANER, MmfERTIXA A, (LOG-4049)

EHREHZA, 2 tls.insecureSkipVerify 1L7#1% &/ true I, Cluster Logging Operator
AP| EBEE—"H secret IRHHMIEH, EX/MRAH, Cluster Logging Operator APl R"EBEEE
XFERIIETS R secret IREIER, LU TEEEARINEI Operator B CR A :

tls.verify_certificate = false
tls.verify_hostname = false

(LOG-3445)

TELLREH AT, LokiStack BRHELE R S BE WZ TR BT 30 #, TEXMRAR, Lok
global #1 per-tenant queryTimeout % & & &S B %E, MMARR 7 iXANAE, (LOG-
4052)

ELREFZ A, MER collection.type FIBKIMES & 53 Operator FEEFEHIR, T st
AREFAM spec, XA, Operator BT H 28 1% collection.logs spec M ARIX
LES, XS EREEFERNEFERFERNITHITE, BEEF collection.type T2
B EFANFEE, (LOG-4185)

ERES 2 A, WREHEPEEIEERE URL, Vector BEINERTAL4ERK TLS BBE, BT
MEEEZLZEZA Katka R, TXTHAR, HENMMEBER TLSBE, (LOG-4163)

LR ER AL, HEFE Kafka WBSK A B RBHRIERETAT A, XMREISSHEE
A, RNEARERAFHREER. EXMhRAR, BAFE—NLELTR &R El Kafka A
EEEBRAEEEE, (LOG-3314)


https://issues.redhat.com/browse/LOG-3330
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https://issues.redhat.com/browse/LOG-4019
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1.3.6.2.

B1E ZITEIL
FEHOREHZAL, Vector BEWER T REMRFILH TLS £ tisSecurityProfile % &, X4
heAF, Vector JLAIEMEHEANE TLS i EIXE, (LOG-4011)
TELREF 2 HI, 7E log_forwarder_output_info ¥8trer, FFIERRA BT G H R BUER L IRTE
log_forwarder_output_info 1515, TEXMRAA, BIREEZATERDH Splunk 1 Google
Cloud Logging #i#&., (LOG-4098)

EIREH A, X5 follow_inodes %iE N true i, Fluentd INEE 2R AT BERTE XA 5L BB
e TEXXMhRAF, follow_inodes KB R MER T, (LOG-4151)

EHREHZAL, Fluentd INEE2S AT BE S K A0 0] BRERIXLE ST MBS 15 10 5% P % I MR RO ST 44
EXNIRAR, RERSHEMELE, (LOG-4149)

EMWREHZA, EA Vector IWESRH A B, 7L ClusterLogForwarder =25l audit A p 4

‘&3, application 3x infrastructure &5 B85 pod 40 F CrashLoopBackOff X%, FIEU
ERAERHIMLLTE R :

ERROR vector::cli: Configuration error. error=redefinition of table transforms.audit for key
transforms.audit

EXMRAF, EEAMABESREBEMARTIIAZE, EEA LS AN auditapplication =X
infrastructure, (LOG-4218)

EHOREH 2R, HBNEEELEFE Vector M syslog BRI, FI¥ addLogSource 1
HREN true I, FFLATFEIN Z2FERINEBNEE A 0H

& : namespace_name=. container_name= #1 pod_name=, TEX/MhRAMH, XLEFERER
MEIBEEEH, (LOG-4219)

EHREHZA], ZHKRILE structuredTypeKey B HE1EE structuredTypeName i/, H&EH
BDRBBEM A EMER R, EXNRAF, BEMBTOIE, (LOG-4220)

CVE

CVE-2021-26341
CVE-2021-33655
CVE-2021-33656
CVE-2022-1462
CVE-2022-1679
CVE-2022-1789
CVE-2022-2196
CVE-2022-2663
CVE-2022-3028
CVE-2022-3239
CVE-2022-3522

CVE-2022-3524
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e CVE-2022-3564
® CVE-2022-3566
e CVE-2022-3567
e CVE-2022-3619
e CVE-2022-3623
e CVE-2022-3625
e CVE-2022-3627
e CVE-2022-3628
e CVE-2022-3707
e CVE-2022-3970
o CVE-2022-4129
e CVE-2022-20141
e CVE-2022-25147
® CVE-2022-25265
e (CVE-2022-30594
e CVE-2022-36227
e CVE-2022-39188
e CVE-2022-39189
e CVE-2022-41218
e CVE-2022-41674
e CVE-2022-42703
e CVE-2022-42720
o CVE-2022-42721
o CVE-2022-42722
e (CVE-2022-43750
e CVE-2022-47929
e CVE-2023-0394
e CVE-2023-0461

e CVE-2023-1195
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https://access.redhat.com/security/cve/CVE-2022-3566
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https://access.redhat.com/security/cve/CVE-2022-3619
https://access.redhat.com/security/cve/CVE-2022-3623
https://access.redhat.com/security/cve/CVE-2022-3625
https://access.redhat.com/security/cve/CVE-2022-3627
https://access.redhat.com/security/cve/CVE-2022-3628
https://access.redhat.com/security/cve/CVE-2022-3707
https://access.redhat.com/security/cve/CVE-2022-3970
https://access.redhat.com/security/cve/CVE-2022-4129
https://access.redhat.com/security/cve/CVE-2022-20141
https://access.redhat.com/security/cve/CVE-2022-25147
https://access.redhat.com/security/cve/CVE-2022-25265
https://access.redhat.com/security/cve/CVE-2022-30594
https://access.redhat.com/security/cve/CVE-2022-36227
https://access.redhat.com/security/cve/CVE-2022-39188
https://access.redhat.com/security/cve/CVE-2022-39189
https://access.redhat.com/security/cve/CVE-2022-41218
https://access.redhat.com/security/cve/CVE-2022-41674
https://access.redhat.com/security/cve/CVE-2022-42703
https://access.redhat.com/security/cve/CVE-2022-42720
https://access.redhat.com/security/cve/CVE-2022-42721
https://access.redhat.com/security/cve/CVE-2022-42722
https://access.redhat.com/security/cve/CVE-2022-43750
https://access.redhat.com/security/cve/CVE-2022-47929
https://access.redhat.com/security/cve/CVE-2023-0394
https://access.redhat.com/security/cve/CVE-2023-0461
https://access.redhat.com/security/cve/CVE-2023-1195

B/1E RITEIL

e (CVE-2023-1582

e (CVE-2023-2491

e CVE-2023-22490
e (CVE-2023-23454
e (CVE-2023-23946
® (CVE-2023-25652
e CVE-2023-25815

® (CVE-2023-27535

CVE-2023-29007

1.3.7. Logging 5.7.1

b & FTHRA &5 : OpenShift Logging 2R EHIRIEE 5.7.1,

1.3.7.1. BEFHERES

o I REFZAI, Cluster Logging Operator pod BERFEKXERF RS FEHH GRS 4ERE
&, FRMANEZRAEHEE, EXThRAS, XA R @ TZERE Cluster
Logging Operator pod H&RIE BEKEFER, (LOG-3482)

o MEIREFH A, APIIRSSEANF CollectorSpec.Type FERMIEEE H vector, EMfFEE LK
BER T AENE, EXNhAF, HiBRT CollectorSpec.Type FERHIE N E R IRE 2 518
TH. (LOG-4086)

o HEIREH A, TEBIREHEBEEAKE LIED, 7E OpenShift Dedicated Web & A
LR RSB, FEXNRRASH, BT LA A S SRR B I BISE R, (LOG-4501)

o EIREFHZAI, m OpenShift Dedicated Web 1Zl& FHJ Show Resources SR & 4 E 1A

M, TEIXNARAAR, BB E "Show Resources" BEIERITHRESE AR RIX N AR, UtH#ENBE
FEHNHRESR. (LOG-3218)

1.3.7.2.CVE

e CVE-2023-21930
e CVE-2023-21937
e CVE-2023-21938
e CVE-2023-21939
e CVE-2023-21954
e CVE-2023-21967
e CVE-2023-21968

e CVE-2023-28617
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https://access.redhat.com/security/cve/CVE-2023-29007
https://access.redhat.com/errata/RHBA-2023:3197
https://issues.redhat.com/browse/LOG-3482
https://issues.redhat.com/browse/LOG-4086
https://issues.redhat.com/browse/LOG-4501
https://issues.redhat.com/browse/LOG-3218
https://access.redhat.com/security/cve/CVE-2023-21930
https://access.redhat.com/security/cve/CVE-2023-21937
https://access.redhat.com/security/cve/CVE-2023-21938
https://access.redhat.com/security/cve/CVE-2023-21939
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https://access.redhat.com/security/cve/CVE-2023-21967
https://access.redhat.com/security/cve/CVE-2023-21968
https://access.redhat.com/security/cve/CVE-2023-28617
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1.3.8. Logging 5.7.0

& ThRAE$E OpenShift Logging 2FiE1MEE 5.7.0,

1.3.8.1. ThaEIB iR
EXNMRAR, B AE ILRERNZITRE, FRHEEHRFHIFT—FEEREH,

ZHRAETIEEKERNZITRE, FEHHEHFFHFE—PEELXEH, AR ClusterLogForwarder B
E X %R (CR) 8% detectMultilineErrors FE&, 1B true.

1.3.8.2. 2 A0
3'?!0

1.3.8.3. BFHIRES

o TEMREFH AL, LokiHost B9 Gateway 4B nodeSelector BIEARARFN T mIAE., TEIXhR
A, nodeSelector BRI LIERE T{F, (LOG-3713)

1.3.8.4. CVE

e CVE-2023-1999

e CVE-2023-28617
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https://access.redhat.com/errata/RHBA-2023:2133
https://issues.redhat.com/browse/LOG-3713
https://access.redhat.com/security/cve/CVE-2023-1999
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B2E

B2EXH
logging RS2 KA AR 4B RYBL B 1 T,
FEFRAEMEMEE LT, RAElIFTH<RF. &1 OpenShift Dedicated X ITIRAMEESEHITRER

AT, REREBTAATRENEE, FTeERZNNXHENEBEZ b, MNREERAARXEPERNEEE
DAMEE, EMNERSHES, N Operator EEMNZER,

p= Y=
IR AHAT OpenShift Dedicated X HRIEIRIERE, BHEZEF Red Hat OpenShift

Logging Operator % &>} Unmanaged, FX#FIFZERTILTEF, BEFRRBENESN,
B ERASRE ) Managed / 1k,

HEIDRE N T RENEGRE, ©5 OpenShift Dedicated /D AE, Red Hat
OpenShift Container Platform 4 #p B HAEEE Bk 7 X 1ThRAFZA M

Red Hat OpenShift B logging & — MR HIKRESS, UKRN AR, EMZEMIFHEITBENISEERE
F. EEERBELRLEEMI/HHNRY.

Logging F& :
o —NAMEATWERS
o RALLFEERMEMILIE (SIEM)
o Kk ATHRENFE
o (RIUFRYHERINZR
o ReFEFH - MUREFEMEFHITAS

2.1. THH API BE VUEEE X
LokiStack FF &% IEfE1#17, BRIALAXZIFFAE AP,

X 2.1. Loki APl IR A

CustomResourceDefinition ApiVersion

(CRD)

LokiStack lokistack.loki.grafana.com/vl ESS X
RulerConfig rulerconfig.loki.grafana/v1 57 HXHF
AlertingRule alertingrule.loki.grafana/v1 ES57 B HF
RecordingRule recordingrule.loki.grafana/v1 ES57 X HF
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22. P FHERE

IR Red Hat OpenShift Logging Operator 1% &7 Unmanaged X5 BEIS 2L T 2H 4 -
e Elasticsearch BE X ¥R (CR)
e Kibana E8E
e fluent.conf 304

e Fluentd SFIFHTRE

TR OpenShift Elasticsearch Operator 1% & Unmanaged A7, F#EETH Elasticsearch EBE X
.

MR FHET a2
o EERIAAETR., BT HERRMANBTRILEE.,

o EREFMMERENAE, BT EENAATWRESRHEXHNME, BRIAH
/var/log/fluentd/fluentd.log.

o HEBETR. EAREHIEH SRS LI B SRR,
FRNREEEREHFICKEESR. ETEERIMRTERERATHES.
o REHBSBESRNEASHAR, ELTEERMABEMEEL.

2.3. 3= % OPERATOR MyZ 5 5RES

Operator B9 ZEHSK A RE T —1 Operator @ BRI R EREHPHEEXAGHNTR, R
Operator KB N #ZE (unmanaged) WK, BARARMNEEERRN, BFRRKEIESR.

RRCAUEFREIMERBENAIRRPER, BLTHERERSEH Operator FRERZH, KHE
BAREREEESNHENEENFR,

AE AL T %0 Operator B WIEZERS :

e Ji3T Operator ACi&

JRIT Operator MECE £ managementState S8, XA LU AR AEFE TR, EIKEL
AT Operator, I, Red Hat OpenShift Logging Operator @it RS BRI E E LR
(CR) ¥iAR|IER, T Cluster Samples Operator {88 7 £85EHECE FR.

¥ managementState Z#{FE ) Unmanaged Ek#& Operator F R ENEEBEH TR, AR

SHITERRAHBEREE, —L Operator ATREFAZFILERRE, ENETREKMIFER,
FEFIME,

Digk

H
[=]

ST Operator B NHRERER BRI ZHEHGMINEE. RS
A E 8 (Managed) RS AES K BEHRERS ZHF.



B2E

® Cluster Version Operator (CVO) B
Al spec.overrides SHARMEI CVO EEEH, LUEBIERIRENAEHER CVO 1T HEERIS

xR, F—1NHHM spec.overrides[].unmanaged S E N true R IEEB AR FHENE
CVO BERIRETEN :

Disabling ownership via cluster version overrides prevents upgrades. Please remove
overrides before continuing.

Digk

==
[=]

RE CVO BERKFEBNMEBHLTAZIHRE. EMRmERER, ¥

A UEIN R ERFESE ARG .

2.4. WX FBERTIC B E
ERTIAAN, FIERREXERNIMERRRERE.
BRI LAE A must-gather T A3l S % BRI R, SBAHRNEN AFITRAMRLIHER.

N T IRBIRESH, ERMt OpenShift Dedicated 1 OpenShift Logging BIIZ B E &,

E N
% RE & A hack/logging-dump.sh A, XNMHARBRSFETBELRE.

2.4.1. XF must-gather TE
oc adm must-gather CLI i 5 RURE & BN F AR P HREEE R,
XFBFICE, must-gather 2IEMTER :
o WBHIGIHIR, 1 Pod. ERERS. RSIKA. AR, ABAEMSEH
o KBNHIR, SEEEIHINTR. ABMAGHE

e openshift-logging #1 openshift-operators-redhat %34 %2 (8] 1 # OpenShift Logging iR, &
FEEWRERNERR L. BEEENBEATM{EIE

f£i217 oc adm must-gather if, 58 ERAE—DH pod, 1% pod LINEHIE, HEEFEZEL must-
gather.local 7k — Bk, WEREHUFITIEBKPOIE

2.4.2. ﬂﬂl% H Ib\lﬂii&?’%
& eI LUEF oc adm must-gather CLI p 53R MEF X BEILEKME R,

ik =
{8/ must-gather EWEBEKER

1. #AEEZ % must-gather S BB %,
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2. (% BB R B IZ1T oc adm must-gather &% -
$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-
logging-operator -0 jsonpath='{.spec.template.spec.containers[?(@.name == "cluster-logging-

operator")].image}")

must-gather TE &6 —/NLLYETE %+ must-gather.local L8985 B %, #l40 : must-
gather.local.4157245944708210408,

3. MNIRI G EE R must-gather B & O — MRS, a0, 7EEMA Linux BERZIITTEN Lz
ITUAT D

I $ tar -cvaf must-gather.tar.gz must-gather.local.4157245944708210408

4. FELLNEZE 11 Hp IR B Im] 5 A b 20 S48
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https://access.redhat.com/

% 3 E AEHEHER

5 3 & BHiEIERRR

3L AEFATILFRRE
BT LIEE Red Hat OpenShift Logging Operator BISR A FE Atk B 710 R 4H 4,

3.1.1. &% Red Hat OpenShift Logging Operator HIR

BT LIEE Red Hat OpenShift Logging Operator B4R,

FRFH

o ZE T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

iz
1 BT T4, tDiEl openshift-logging WiE :
I $ oc project openshift-logging
2. 1T T ép 4 3 IKEX ClusterLogging SEBA -

I $ oc get clusterlogging instance -o yaml
i Bl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging

#...
status: @)
collection:
logs:
fluentdStatus:

daemonSet: fluentd g

nodes:
collector-2rhqgp: ip-10-0-169-13.ec2.internal
collector-6fgjh: ip-10-0-165-244.ec2.internal
collector-6l2ff: ip-10-0-128-218.ec2.internal
collector-54nx5: ip-10-0-139-30.ec2.internal
collector-flpnn: ip-10-0-147-228.ec2.internal
collector-n2frh: ip-10-0-157-45.ec2.internal

pods:
failed: []
notReady: []
ready:
- collector-2rhgp
- collector-54nx5
- collector-6fgjh
- collector-612ff
- collector-flpnn
- collector-n2frh

logstore: 6

elasticsearchStatus:
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- ShardAllocationEnabled: all
cluster:
activePrimaryShards: 5
activeShards: 5
initializingShards: 0
numDataNodes: 1
numNodes: 1
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterName: elasticsearch
nodeConditions:
elasticsearch-cdm-mkkdys93-1:
nodeCount: 1
pods:
client:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
data:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7c6-mjm7c
master:
failed:
notReady:
ready:
- elasticsearch-cdm-mkkdys93-1-7f7¢c6-mjm7c
visualization: ﬂ
kibanaStatus:
- deployment: kibana
pods:
failed: []
notReady: []
ready:
- kibana-7fb4fd4cc9-f2nls
replicaSets:
- kibana-7fb4fd4cc9
replicas: 1

ERds, SERSFEIIRTE status N7,
Fluentd POd E"J*ﬁ*{gﬁw

Elasticsearch Pod B#EX1E 8, &3% Elasticsearch SREHERBIRZ green. yellow = red,

0009

Kibana Pod BYtEX{E B,

cARRR ¥ =15V

LUF 2% 8 ClusterLogging <{5I#] Status.Nodes 39 89— LE1E 55 2,
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% 3 E AEHEHER

REFUTARABHRREERRT T REBTEENEKMAL, HFERESAEIEALTR
o=l

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-clientdatamaster-0-1
upgradeStatus: {}

RUFUTARBWNRTEERT T REBIRENE KL, FESRFEFREMIHEAMT S

i th 7 Bl

nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: cluster-logging-operator
upgradeStatus: {}

EUPFUTRHRBHRESEERT CR B Elasticsearch 17 sk % B8 5 &£ B iy E AT S ERAITAL :

it Bl

Elasticsearch Status:
Shard Allocation Enabled: shard allocation unknown

Cluster:
Active Primary Shards: 0
Active Shards: 0
Initializing Shards: 0
Num Data Nodes: 0
Num Nodes: 0
Pending Tasks: 0
Relocating Shards: 0
Status: cluster health unknown
Unassigned Shards: 0
Cluster Name: elasticsearch

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: 0/5 nodes are available: 5 node(s) didn't match node selector.
Reason: Unschedulable

Status: True

Type: Unschedulable

elasticsearch-cdm-mkkdys93-2:
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Node Count: 2
Pods:
Client:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Data:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

Master:

Failed:

Not Ready:
elasticsearch-cdm-mkkdys93-1-75dd69dccd-f7f49
elasticsearch-cdm-mkkdys93-2-67c64f5f4c-n58vl

Ready:

REFLUTARABIREERRTIERE PVC TEHEE PV :
it e

Node Conditions:
elasticsearch-cdm-mkkdys93-1:
Last Transition Time: 2019-06-26T03:37:32Z7

Message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
Reason: Unschedulable

Status: True

Type: Unschedulable

RUFUTHRBREEERTRIENE Fluentd Pod, BH 7T R%EH8: SAEM 17 RERAF IREL
o=l

Status:
Collection:
Logs:

Fluentd Status:
Daemon Set: fluentd
Nodes:

Pods:
Failed:
Not Ready:
Ready:

312 EFEEKICRAGHRE
EANEES N BFICRAHERS.

FRFH
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% 3 E AEHEHER

L% T Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

. 1# A openshift-logging 7 H,

I $ oc project openshift-logging

. BAFEARICRIMERRE ¢

I $ oc describe deployment cluster-logging-operator

i Bl
Name: cluster-logging-operator
Conditions:
Type Status Reason

Available  True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

Events:
Type Reason Age From Message

Normal ScalingReplicaSet 62m deployment-controller Scaled up replica set cluster-

logging-operator-574b8987df to 1----

. AERRICRBIFRERRE

a. IRERBIAREH R :
it e

I $ oc get replicaset

it Bl

NAME DESIRED CURRENT READY AGE
cluster-logging-operator-574b8987df 1 1 1 159m

elasticsearch-cdm-uhr537yu-1-6869694fb 1 1 1
elasticsearch-cdm-uhr537yu-2-857b6d676f 1 1 1
elasticsearch-cdm-uhr537yu-3-5b6fdd8cfd 1 1 1
kibana-5bd5544f87 1 1 1 157m

b. IKERBIFERVRE -

I $ oc describe replicaset cluster-logging-operator-574b8987df
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it Bl

Name: cluster-logging-operator-574b8987df

Replicas: 1 current / 1 desired
Pods Status: 1 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:
Type Reason Age From Message

Normal SuccessfulCreate 66m replicaset-controller Created pod: cluster-logging-
operator-574b8987df-gjhqv----

3.2. BB A EHERR

3.2.1. EHERE Fluentd pod

L &0 ClusterLogForwarder B7E X HJR (CR) I, #03R Red Hat OpenShift Logging Operator %8
BEIEHEBE Fluentd Pod, ERTLUMIER Fluentd Pod s I EFHEEC

SoREH
o RBEAIET ClusterLogForwarder B L ¥R (CR) &R,

ik
o ZITLLT M4, MIBR Fluentd pod LU FIEFERE -

I $ oc delete pod --selector logging-infra=collector

3.2.2. Loki 3R Z PRI FE 15 B PE HERR

#NR Log Forwarder API 81 EERRFI R Z(E B L B Loki, Loki REREEKRHI(429)5H 1%,
EB%HIiTHE%EIE%}*{’EL*EqJZV'ﬁE BN, =¥ logging RINEIEEB XK LR EMEREFIT, logging
I_t ﬁ*UFHI)LEEIb\%EET_J E‘%Hﬂﬂﬁiﬁﬁ%%amo EJX*FFI%E/R-F ﬁﬂ%/a\\ﬂﬂ%ﬁﬁluﬁ’]ﬁf;d\:.':‘j
ﬁilﬁfﬁ [ R EIBRRASWCIE, FEAERAF TR e 2R R R EI 1R,

IR EE PRI R LA 4, WA LLBIT 15X LokiStack B E X HHR(CR) SRR R I 0] {1,

BE
LokiStack CR 1£ Grafana £ &M Loki LR A, AFEHAERTF Grafana ILER Loki AR
4583,

Conditions

® |og Forwarder API B2 & 7% H & Al Loki,
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8 3 & HEWEHRR

o /...\E’J;FQ/JLT} LOkI ﬁ j(:.F 2 MB E’J/ﬁn_ﬁij%o @Uﬁﬂ :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\"version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\"2021-08-

31T11:46:32.799692+00:00\",\"viag_index_name\":\"audit-
write\"\"viaq_msg_id\":\"MzFjYjJkZjItNjYOMCOOYWU4LWIWMTEtINGNMM2E5ZmViMGU4\" \"lo
g_type\":\"audit\"}"]]}1}

e #i A oc logs -n openshift-logging -| component=collector [5, £EPHKNERBERLT TS
E»LJ\-F% i/én_az Efjfj—

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £i5%H R~

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=loki component_name=default_loki_infra}:
vector::sinks::util::retries: Retrying after error. error=Server responded with an error: 429 Too
Many Requests internal_log_rate_limit=true

Fluentd 851558 2=

2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer. retry_times=2
next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact your
Loki administrator to see if the limit can be increased\n”

EERBLERNBRBRIXNEIR, B8, 7E LokiStack ingester pod A :

Loki ingester £51%H 2= A1

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429) desc
= entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored, reason: 'Per
stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for stream

e F T LokiStack CR HHJ ingestionBurstSize #{ ingestionRate % :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
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spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 0
ingestionRate: 8 9
#...

Q ingestionBurstSize FE& & X B NAHERI AN R AR MERBHIRAAN (LLMB
fiI) o XMER—ERS, FHEXBHNEDEENEXERPITHNRERKATKN T

f¥F KT ingestionBurstSize EHEHEANIFE K,

9 ingestionRate T2 BMWRARAHERENHRS (L MB HHAD) , MR BAERKBET

PRI, MEHIERREEE R, BRESFSSEALEAE, RELFHEETRE,

RERBA S FHRIER FRARER,

3.3. BRI E IR PEHERR
B LMER U T SRR EREPHNEEIC TR ER,

3.3.1. Elasticsearch £EEERIRX S NI A
D—PNEPRREBKREEDEAT M. FHAUTEENSEREITHREDR,

st

Rx

g = ol e
RERIFMIGR S, BRI 81KE NN Elasticsearch BB MHIE.,

IRATLLZAT LA T 0 3k 51 =T F#Y Elasticsearch pod :
I $ oc -n openshift-logging get pods -| component=elasticsearch
BT TGS, 1B pod FHiXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

IE, TSRS HER $ES_POD_NAME &,

iz
1. IZfTLAT 84S, K Elasticsearch £EHEBRIWRHRIERBERERE WA A ¢
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- health
2. BITUT S, JIHEMARRENT R

ey
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/nodes?v

3. iz1TLUF M4, FUH Elasticsearch Pod, F [ ei15 L—% st ey mifiT
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I $ oc -n openshift-logging get pods -| component=elasticsearch

4. JNREFLE Elasticsearch T s B IMMALEERE, 1EHITUTES I,

a. T TGS HESH L, B Elasticsearch B21%%E master T :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/master?v

LT a4, FEFFIE master 7 m M pod BHE&IRH :

b. 21T
I $ oc logs <elasticsearch_master_pod_name> -c elasticsearch -n openshift-logging

I $ oc logs <elasticsearch_node_name> -c elasticsearch -n openshift-logging

MRFIE T REEMAKE, FTUTHIRERHESATRELRES, FHURKHH

u1

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/recovery?active_only=true

MRFBERTHE, RELRTERSENFLENESMELNZIE,
6. ZTUTRSHEENL, RERTARFLEMNES

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- health | grep number_of pending_tasks

7. au%*ﬁ‘ﬁkﬁﬁ’ﬂf%, HIREERT, MRePRELEL, HERTEFHERRE, 1HHE
Ly, MENFERERFNNIEE l%ﬁﬁm B, MRFCBESHREEERY, XRT
REBEL,

8. MNRMELFBEIELL, HZTUTHSE cluster.routing.allocation.enable {£1% & 7 none,
REEHL :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty
9. AR cluster.routing.allocation.enable #%1%°% none, FiZ{TU TSR EIZEN all :
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/settings?pretty \
-X PUT -d '{"persistent": {"cluster.routing.allocation.enable":"all"}}'
10. IZTUATRSHEEHH, REEMRSIDARILER :

151
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

1. MREEMRSDARLEHN, HEXBLIHITUTESEEREN ],
a. BITUT R ERBREE -

—_

a1
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$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_cache/clear?pretty

TUTaEREMERSRERE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.allocation.max_retries":10}'

c. BT e R MIBRRR B IR EH N -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_search/scroll/_all -X DELETE

d. JEFTLUTF A4 SRIR MR :

N

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name>/_settings?pretty \
-X PUT -d '{"index.unassigned.node_left.delayed_timeout":"10m"}'

12. MNRFITENFTREEBRILEBIRE], & HIRMFRES,
T T e R HA L BIRE BT

a. J

ey
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cat/indices?v

b. ZITLL T an 5 RMIPRLL BB -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_red_index_name> -X DELETE

13. MRZELBREIBERRENAE, FERETRENESSEELEENEN L,

a. 51T T4, M Elasticsearch VM HFHAXRETS :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_nodes/stats?pretty

EaSHE®, & node_name.jvm.mem.heap_used_percent FE&, LUAE JVM Heap
FR=.

b. K& = CPU {3, Bx CPU utilitzation WEZER, 1ESH OpenShift Dedicated "&E
Hﬁa“""ﬁ(?ﬂﬁ" XA,

HitBR
o EELEAEKRIR
o BEEABIABEINRSE

3.3.2. Elasticsearch £&85 @ RIAAHEE
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EDP—PEDRMBEIFRD FREDES T R. @12 ClusterLogging B X 51iR (CR) HEY

nodeCount 1531077 =L,

Hi 5w
o BEEABHIABEINRE

3.3.3. BiA %l Elasticsearch 77 S &K K i1 2%
Elasticsearch A&YH 9 B 9 BC4A A EME K AL &BT T 5.

R

AP — Jﬂsﬁ%"%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, 1R E B M AR

R EHIFRNER S, TSI 2Zs 8% & N5 Elasticsearch £ A MME,

IRATLLZAT LA T 5 3R 51 =T F#Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BT T84, %EFESIHM pod Fi%iE $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S {ER $ES_POD_NAME %&£,

gz
1. BT TeS, HATER LERZE Elasticsearch BT = -
I $ oc -n openshift-logging get po -0 wide
2. BITUTHS, RAERTAEARDENSF :

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep unassigned_shards

—

3 MRBFARDENS F, HoTUTRSRESD T R ERVBEZM

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

4. EoNHIHF, & Use SILMAEIZ T = L EANHEE B D,
o=l

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmeint  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
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/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

ONSR{E FABVREAL B 0 bR 85%, MY mBMBITEKAIZ, FES R TEBDEL T =,
5. EfHE 4/1H redundancyPolicy, HZTUTME :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE B E A ClusterLogging 1R, 1EZ2TUTR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

6. MRATENT TR BRI, HMERIBRZRSEL,
a. 1IBTLL T4, K& Elasticsearch EFFEZRBIFIRA :
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices
b. #A%E A LU BREYIRZRS],
c.

TULT an 0 kbR -

ié/
$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.4. 23145 % Elasticsearch T S = K1 2%

Elasticsearch &Z4F 53 Fr MiA B 7K (1228977 s B3 7E 7 B Ak % 150 AR F VR B R B iR AT 7K (1 2% B E B9

e
T o

ERD R ARETET R, BUIBERLZT R E—LZEE, MRFTEGMBEZEE, H2X{mERRM
HEBETR, HERDERRHTRERE LS.
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R

AP — Jﬂsﬁ%"%%ﬁﬁﬁ $ES_POD_NAME shell ZZ &3 5| A Elasticsearch pod, 1R E B M AR
RS FIFHIGR S, EONTUFIAEEIE MY Elasticsearch A A RHIE.,

IR LLEITLA T ép 45 2k 51 = A Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch

EITU T4, EFESIHM pod 314 E $ES_POD_NAME £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALEs S &R $ES_POD_NAME % &,

iy =

1. BT 4%, HA7EH EEF%E Elasticsearch BT &2 :

I $ oc -n openshift-logging get po -0 wide
2. EBNT R LR ZEE -
$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \
-- df -h /elasticsearch/persistent; done

3 MERBHERENTE

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_cluster/health?pretty | grep relocating_shards

MRGBHHHEREFREMD F, NRKEL T KL SRUEBIFINMET 90%,

4. INAAA T R ERVREEZEE, IMRTEGMBEZEE, HEXAERRNFRET R, HEHD
SRHTURRM S,

5. B HATH redundancyPolicy, EiZ{TU TS

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEEEDFEA ClusterLogging 7R, 52T T4

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INRE 2 redundancyPolicy {E= T SingleRedundancy &, [FHi%{E& N SingleRedundancy
HHERFXNEL,

6. MNRFTEM L R A RN R, ERIERERE],
a. IZ1TLLT 44, B Elasticsearch LFRERBIBIRE :
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I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. AR LMBREVIBZRE,

c. IBfTA T kMpREES -
I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \

-- es_util --query=<elasticsearch_index_name> -X DELETE

3.3.5. 2742l Elasticsearch 77 S /K i1 %
Elasticsearch EB N EB XM AN FEHIZRF | o fillEH Ri1E3R3|1 5 -

o NTmAB—IHENTH.

o —MNHLBNHAET flood stage,
{8 A LU S U B B4R T B BE HERR
R

AP —LLHoER $ES_POD_NAME shell ZF£ 35| Elasticsearch pod, MRZEBE#MAIHY
R EHIFHRNLGS, BUIUFIZ 8% E NX Elasticsearch £ A MBVE.,

IRAI LU 1T AT an 45 3R 5 vl FB Y Elasticsearch pod :

I $ oc -n openshift-logging get pods -| component=elasticsearch
BITUTR 6D, JEFFHE pod F#iXE $ES_POD_NAME £ £ :
I $ export ES_POD_NAME=<elasticsearch_pod_name>

e, EALfEs S {ER $ES_POD_NAME % &,

ff

L=

S

1. JKEY Elasticsearch T s BOREELZe A -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. IEe LRI, BE Avail JILAEIZ T R LB E R 22,
o=l

elasticsearch-cdm-kcrsda6l-1-586¢cc95d4f-h8zq8

Filesystem  Size Used Avail Use% Mounted on
/devinvmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
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elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw
Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. INARE T R ERVREEL 2R, MNRITEGIN 2R, B HARRFRANARET =, HEED
ERTURRME S,

4. B YETH redundancyPolicy, iH21TUTHS :

$ oc -n openshift-logging get es elasticsearch \
-0 jsonpath="{.spec.redundancyPolicy}'

INREEE R EA ClusterLogging ¥R, 1HZ1TUTHRS

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR 52 redundancyPolicy =T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HHERFXNEL,

5. MNRFTENS TSGR RXNAE, EHERIBEIZRE,
a. 217U T 44, B Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFRETIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE

%%B&%D"P%EZ&ZEI'EUQ TEE R ZZ FMET 90% &, 2T A TS REUEEES ALY

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=_all/_settings?pretty \
-X PUT -d '{"index.blocks.read_only_allow_delete": null}'

3.3.6. Elasticsearch JVM H#FHXRES
M Elasticsearch 17 &2 Java EHHL(IVM)HEREBIT 75%, EEIEKHE KN,

3.3.7. ?éé Ib\lﬂi% L CPU jjl_.l
TR ERMRY CPU ERAEXS, MELMHT A CPU, EERT RPEES CPU FIE,

3.3.8. Elasticsearch i#f2 CPU hH &
1 s _EB Elasticsearch i#%2 CPU [FARR S, KMEEET =M CPU, ZEAT RoBESZ CPU iR,

3.3.9. Elasticsearch %% 28 8] 52 1T B
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RIEYBIAEALFE, Elasticsearch #FME T — 6 /NN FEREA L], FRUTSENEER T
BEHERR

pi% &2
1. ¥XEX Elasticsearch 7 s BOR# AL 20 |A] -

$ for pod in “oc -n openshift-logging get po -| component=elasticsearch -o
jsonpath='{.items[*].metadata.name}"; \

do echo $pod; oc -n openshift-logging exec -c elasticsearch $pod \

-- df -h /elasticsearch/persistent; done

2. ‘e mHEIH A, E Avail JILAEIZ T R LB E R 2R,
o=l

elasticsearch-cdm-kcrsda6l-1-586cc95d4f-h8zg8

Filesystem  Size Used Avail Use% Mounted on
/dev/invmein1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-2-5b548fc7b-cwwk?7

Filesystem  Size Used Avail Use% Mounted on
/devinvme2n1  19G 522M 19G 3% /elasticsearch/persistent
elasticsearch-cdm-kcrsda6l-3-5dfc884d99-59tjw

Filesystem  Size Used Avail Use% Mounted on
/devinvme3n1  19G 528M 19G 3% /elasticsearch/persistent

3. WINARE T R ERVREALZE A, MNRITEGI A ZEFR, B HARRFRANARET =, HEED
ERTURERM S,

4. BT YA18 redundancyPolicy, EiZ21TU TS
I $ oc -n openshift-logging get es elasticsearch -o jsonpath="{.spec.redundancyPolicy}'

INRIEEE B E A ClusterLogging 1R, 1EZ2TUTaR4E :

$ oc -n openshift-logging get cl \
-0 jsonpath="{.items[*].spec.logStore.elasticsearch.redundancyPolicy}'

INR %2 redundancyPolicy E= T SingleRedundancy &, [FHi%{E&N SingleRedundancy
HEHERFXNEL,

5. MNRFTENS TR ERERXNAE, EHERIBEIZRE,
a. 21T T84, K& Elasticsearch LFRAERBIBIRE :

I $ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME -- indices

b. %A LIMIFREYIESRE].
c. BT e RMIFRSRBI -

$ oc exec -n openshift-logging -c elasticsearch $ES_POD_NAME \
-- es_util --query=<elasticsearch_index_name> -X DELETE
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Hi 5w
o BEEIBIABEINRE

3.3.10. Elasticsearch FileDescriptor ffF2&

RIBLURINVFERES, TR XHERFHETRRE. KES/ T =M max_file_descriptors (g,
# Elasticsearch File Descriptors X4k,

3.4. & ELASTICSEARCH BEGFHEHRES

&R LAEH OpenShift Elasticsearch Operator BASLAKE % 4 Elasticsearch ZH4HIIA 5

3.4.1. & & Elasticsearch B EEEHR S

R A LLE & Elasticsearch BEFERIIR S,

FRFM

o LT Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,

iz
1. BT TS, tD#:E openshift-logging i B :
I $ oc project openshift-logging
2. BERE
a. IZfTLAT 4, IKEX Elasticsearch HEFMELHIMLFE :

I $ oc get Elasticsearch

LN
NAME AGE
elasticsearch 5h9m

b. IZ{TLL T4 KA Elasticsearch BEGFERE -

™

I $ oc get Elasticsearch <Elasticsearch-instance> -0 yaml

4N -

I $ oc get Elasticsearch elasticsearch -n openshift-logging -o yaml
FHAPEERUFUOTHESR :

i th o B

status: @)
cluster: g
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50

activePrimaryShards: 30
activeShards: 60
initializingShards: 0
numDataNodes: 3
numNodes: 3
pendingTasks: 0
relocatingShards: 0
status: green
unassignedShards: 0
clusterHealth: ™
conditions: [] 6

nodes:

- deploymentName: elasticsearch-cdm-zjf34ved-1

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-2

upgradeStatus: {}

- deploymentName: elasticsearch-cdm-zjf34ved-3

upgradeStatus: {}

pods:

client:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
data:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt
master:

failed: []

notReady: []

ready:

- elasticsearch-cdm-zjf34ved-1-6d7fbf844f-sn422

- elasticsearch-cdm-zjf34ved-2-dfbd988bc-gkzjz

- elasticsearch-cdm-zjf34ved-3-c8f566f7c-t7zkt

shardAllocationEnabled: all

@ it SRREFHRLTE status N,
9 Elasticsearch A MERVRE :

o SERMESD FHHE,

o SERD FHHE.

o FHEMIKIEND FHNEE,

® Elasticsearch B MR RBIKE,

® Elasticsearch HEEHE T mBYE L,



5 3 F AEHEEHER

o FHUNBEMIIESHE,
® Flasticsearch HEFMIRE : &k, 418, #Ef,
o RAOESHHHE.

9 RS RYE (BEETE) o Elasticsearch BEFIER SIS RIETENE pod K EEH T

ERFNER, ZREUTERERNMESH :

o AFIEFEES Elasticsearch BEE MK ERSR,

® Elasticsearch HEFHEMA A RHNARRL L,

e Pod AHFE, ALETRERFEANRENER, EERIESHIERHER

Q LBEP M Elasticsearch B&EFE T, & upgradeStatus,
6 Elasticsearch BEFHESBHFTNE Fin. FIEF master pod, FITE
failed. notReady =k ready RS T,

3.4.1.1. 15 5B R RH
LA R 23K 8 Elasticsearch SE5IY Status EB40 B9 —Le &5 3H BB,

UTMREERRRT REeBd BEENEKAL, FEEEDAFIRELT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T15:57:227
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be not
be allocated on this node.
reason: Disk Watermark Low
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

UTMREERRRT REBd BB SR, FESRREREMIEMT R,

status:
nodes:
- conditions:
- lastTransitionTime: 2019-03-15T16:04:45Z
message: Disk storage usage for node is 27.5gb (36.74%). Shards will be relocated
from this node.
reason: Disk Watermark High
status: "True"
type: NodeStorage
deploymentName: example-elasticsearch-cdm-0-1
upgradeStatus: {}

DUFIRAE BRI EE LHR(CR)H M Elasticsearch B & TE 17 mikiF 28 5 S BE R AYT(AT 17 BRI

g -

SHN/ IR
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status:
nodes:
- conditions:
- lastTransitionTime: 2019-04-10T02:26:24Z

message: '0/8 nodes are available: 8 node(s) didn"t match node selector.'
reason: Unschedulable
status: "True"
type: Unschedulable

LAITRE R SRR Elasticsearch H&TFi# CR AR FEMNFFAESFR(PVC),

status:
nodes:
- conditions:
- last Transition Time: 2019-04-10T05:55:51Z

message: pod has unbound immediate PersistentVolumeClaims (repeated 5 times)
reason: Unschedulable
status: True
type: Unschedulable

PAUTFIRASE B3R, Elasticsearch BETFIEERRX A BRI m BT REKE,

status:

clusterHealth: "

conditions:

- lastTransitionTime: 2019-04-17T20:01:31Z
message: Wrong RedundancyPolicy selected. Choose different RedundancyPolicy or

add more nodes with data roles

reason: Invalid Settings
status: "True"
type: InvalidRedundancy

LERSSE R R REEF B KZ control plane TR :

status:
clusterHealth: green
conditions:
- lastTransitionTime: '2019-04-17T20:12:347'
message: >-
Invalid master nodes count. Please ensure there are no more than 3 total
nodes with master roles
reason: Invalid Settings
status: "True'
type: InvalidMasters

PUFIRASE B3R 7R Elasticsearch FEE A T HFIR 2 T E L,

o -

status:
clusterHealth: green
conditions:
- lastTransitionTime: "2021-05-07T01:05:13Z"
message: Changing the storage structure for a custom resource is not supported
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reason: StorageStructureChangelgnored
status: "True'
type: StorageStructureChangelgnored

reason #ll type KRB FERIEEAZTIFHFRLE :

StorageClassNameChangelgnored

PRFFRBFHEREH.
StorageSizeChangelgnored

AFFEBFERN,
StorageStructureChangelgnored

T FFE IR B S R RN A AR 25 1) A BB el

BF

INRIEZ1H 4T ClusterLogging CR BLi&E N MIEH tIHE B 5 A, OpenShift
Elasticsearch Operator 20— N FAMSHERAPVC), BFRUEBFALEPV), B
J5FR StorageStructureChangelgnored X7, &7k E % ClusterLogging CR Y
B FHMER PVC,

3.4.2. EEHEEHAGIRE
EALEE S BEE AR,

Elasticsearch &8I
R A LLE & Elasticsearch &3 |BR S,

1. ¥XEX Elasticsearch Pod BY& 5 :

I $ oc get pods --selector component=elasticsearch -o name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqkz7

2. FRENGEBIHRE -
I $ oc exec elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -- indices
it Bl

Defaulting container name to elasticsearch.
Use 'oc describe pod/elasticsearch-cdm-4vjor49p-2-6d4d7db474-q2w7z -n openshift-
logging' to see all of the containers in this pod.

green open infra-000002 S4QANNf1QP6NgCegfnrnbQ
3 1 119926 0 157 78
green open audit-000001 8 _EQx77iQCSTzFOXtxRgFw
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H

54

3 1 0 0 0 0
green open .security iDjscH7aSUGhIdgOLhelLBQ 1
1 5 0 0 0
green open .kibana_-377444158_kubeadmin
yBywZ9GfSrKebz5gWBZbjw 3 1 1 0 0 0
green open infra-000001 z6Dpe__ ORgiopEpW6YI44A
3 1 871000 0 874 436
green open app-000001 hlrazQCeSISewG3c2VIvsQ
3 1 2453 0 3 1
green open .kibana_1 JCitcBMSQxKOvIg6iQWéewg
11 0 0 0 0
green open .kibana_-1595131456_user1 glYFIEGRRe-
kaOW30kS-mQ 3 1 1 0 0 0

& {71 pod

BRI UEEEBSFER pod BPRTS,
1. JKEX Pod B9 7R :

I $ oc get pods --selector component=elasticsearch -o name
i Bl

pod/elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
pod/elasticsearch-cdm-1godmszn-2-5769cf-9ms2n
pod/elasticsearch-cdm-1godmszn-3-f66f7d-zqgkz7

2. FREX Pod HOIRZ :
I $ oc describe pod elasticsearch-cdm-1godmszn-1-6f8495-vp4lw
HHEPIEUTREER -
=1

Status: Running

Containers:
elasticsearch:
Container ID: cri-0://b7d44e0a9ea486e27f47763f5bb4c39dfd2

State: Running
Started: Mon, 08 Jun 2020 10:17:56 -0400
Ready: True

Restart Count: 0
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

proxy:
Container ID: cri-



% 3 E AEHEHER

0://3f77032abaddbb1652c116278652908dc01860320b8a4e741d06894b2f8f9aaf

State: Running
Started:  Mon, 08 Jun 2020 10:18:38 -0400
Ready: True

Restart Count: 0

Conditions:
Type Status
Initialized True
Ready True

ContainersReady True
PodScheduled  True

Events: <none>

BEFME pod BBERE
BRI UEES B SFEBERENRS.

1 IREREREER BRI
I $ oc get deployment --selector component=elasticsearch -0 name
i Bl

deployment.extensions/elasticsearch-cdm-1gon-1
deployment.extensions/elasticsearch-cdm-1gon-2
deployment.extensions/elasticsearch-cdm-1gon-3

2. KB BERERS :
I $ oc describe deployment elasticsearch-cdm-1gon-1
BHRPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-rhel8

Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Conditions:
Type Status Reason

Progressing Unknown DeploymentPaused
Available  True MinimumReplicasAvailable
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Events: <none>
BEFERIASE
fRa U EE B SFERIAERE.
1. IRERBIARSER T
$ oc get replicaSet --selector component=elasticsearch -o name
replicaset.extensions/elasticsearch-cdm-1gon-1-6f8495

replicaset.extensions/elasticsearch-cdm-1gon-2-5769cf
replicaset.extensions/elasticsearch-cdm-1gon-3-f66f7d

2. FREEIARERRE :
I $ oc describe replicaSet elasticsearch-cdm-1gon-1-6f8495
FHPIEUTREER -
=1

Containers:
elasticsearch:
Image:  registry.redhat.io/openshift-logging/elasticsearch6-
rhel8@sha256:4265742c¢7cdd85359140e2d7d703e4311b6497eec7676957f455d6908e7b1
c25
Readiness: exec [/usr/share/elasticsearch/probe/readiness.sh] delay=10s timeout=30s
period=5s #success=1 #failure=3

Events: <none>

3.4.3. Elasticsearch £EHIR
OpenShift Cluster Manager & BJ Observe #4 BY{{ MR T~ Elasticsearch S E$HIR T,
ZFREY OpenShift Elasticsearch E£BEHPIRE, HIIIFIALTF

<cluster_url>/monitoring/dashboards/grafana-dashboard-cluster-logging 89 OpenShift Cluster
Manager ¥ Observe B4 HI(Y FRAR

Elasticsearch RSP E

eo_elasticsearch_cr_cluster_management_state
7K Elasticsearch £ R B LT ZEREHIEZERSE, Ha0 :

eo_elasticsearch_cr_cluster_management_state{state="managed"} 1
eo_elasticsearch_cr_cluster_management_state{state="unmanaged"} 0
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eo_elasticsearch_cr_restart_total

7R Elasticsearch TTmE/FIER. BRESHNAEESHRER. F0 :

eo_elasticsearch_cr_restart_total{reason="cert_restart"} 1
eo_elasticsearch_cr_restart_total{reason="rolling_restart"} 1
eo_elasticsearch_cr_restart_total{reason="scheduled_restart"} 3

es_index_namespaces_total
TR Elasticsearch 3R3|fp B 22 [AIMYE.80, B4 :

Total number of Namespaces.
es_index_namespaces_total 5

es_index_document_count
DR e ZE AL, Bl -

es_index_document_count{namespace="namespace_1"} 25
es_index_document_count{namespace="namespace_2"} 10
es_index_document_count{namespace="namespace_3"} 5

"Secret Elasticsearch fields are either missing or empty" {88

% 3 E AEHEHER

#N%R Elasticsearch fit4> admin-cert. admin-key. logging-es.crt =k logging-es.key X, YRR E

TRULLTREBRSER

message": "Secret \"elasticsearch\" fields are either missing or empty: [admin-cert, admin-key,

logging-es.crt, logging-es.key]",
"reason": "Missing Required Secrets",
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EF.'! 4= == 9&:.]: H IL;\-I/E%

ENEBREER, EAILIFE OpenShift Dedicated £8% LEBE logging, HERATRKENRET SR%
E T rﬁﬁ*ir_ ’\%E H /L.\*D Eﬁﬂj%*’j E o ,.,\_.U«/U—f H /L.\??Z&E”Fﬁjiﬁ’] H /L-\$EU|I:E| @?EEQA)%%E¥\ éI'll
EHREEWE, BLTU L OpenShift Dedicated Web #2& 2k Kibana Web #4I & fR 89 BH & EUE,
BEARBUATERENBEEEERAAR,

@ E,E
' Kibana Web #HIBIEFA, T RELUIEHEBICFZIThRA A HER.

OpenShift Dedicated £ & 1 f AT LU# A Operator BBE A XL T, MBEELZER, HHHZREREID
Fo

Operator AEE. ARMETBEIC T, RE Operator 7, ,u\_JL,LﬁIJL ™ CIusterLoggmg BE X
Iﬁ(CR)EE‘LHF H lu\lﬂi pOd M=#H IL;\T/E%FEH‘EE’JE{@ TR AR LA —
CIusterLogForwarder CREEEREMLERR, MAEHEREUR bm%&’%ﬁu HIAI B,

I FAER OpenShift Dedicated Elasticsearch BiEEETiE N FH 1T BERMBL 2 EME, R
LUE 1 BRI R EHEIERER Elasticsearch SEflr, tIREBRHITHELEEIEKIAHA
IR Elasticsearch BEFAE, BIMNETE Kibana R EEFHITHZE, NATFER Log
Forwarding API, #0 f$5 11 H & 4 2 HEF0E AT,

L

4.1. HEi0 428
Ib\lﬂ%ﬁ’]igéﬂ{#ﬁ

Collector

INERZ—DFIHRE, B pod BBEZE OpenShift Dedicated T, EMEN T ARERR
IR, HRMBEFNERLIEENHE. S LUER Vector HS(%%E‘JZIE!EI’J Fluentd IN£E25,

2 ' AR

Fluentd B#F A, T XIEURNATRADMER, IIEREYRIATEMRAI TR
HXHXANIHEER bug BE M, EIINEERAHEIREHRE. F ) Fluentd BIENIE
&, BRI LUER Vector,

L

BESfhE

HEGFHEERTOMHNBEEEHE, SEERASNRIEH, ETUFERRKIAM LokiStack BEE
ﬁ% /fq%/JL;E’J Elasticsearch H /L:\Tﬁ% _EH H /u\%ﬁﬂgﬁﬂﬁ’]%ﬁﬂ H /L,\Tﬁ%

p

Logging 5.9 X {TARAFREE OpenShift Elasticsearch Operator BB #Thr A, WRIEH
BIfFEFABE Logging 5.8 & faHJ OpenShift Elasticsearch Operator, EF4kE(F
Logging, EZ!I Logging 5.8 B EOL M1k, A LUEA Loki Operator #F5 OpenShift
Elasticsearch Operator WER ARKEBKINBEEME, IFEXBEKICKEMEH
HEIMWEZER, FSHFE Agnostic Operator,
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B A4E XTHFILK

itk
WA LUMER VI A EERERIENA I ERT. VRET 1 EERE, BTER HEONEEEHE
BHE. OpenShift Dedicated Web £l & Ul @it j5 F OpenShift Dedicated 12l & &4 K12 .

ﬁ E,E
? Kibana Web #HIGIEFA, T RELUEHIEBICFZIThRAHHER.

HEILEKBERSREEMNT REE, eiI#EAER -

MARFBE
REHDZITHREINARFERNRSREE (BMEREASRNBARRERN) .
HmliZRi A&
REMZBEM MR ERMNEIEE : openshift*. kube* X default, L& 3B =8 journald {5

#HitA&
B auditd £ERBIBE, TTREITRAEMHIE /var/log/audit/audit.log X&F, L% auditd. kube-
apiserver, openshlft-aplserver ARS5LAK% ovn B (MAREA) HHBEE.

HbBR
o @EFH Web ?HG%IJ 1‘_rEI,uﬁ‘DEﬁE4|:

4.2 9&3:‘25% H /L,\lai

EIE G AT LAE A OpenShift Dedicated Web #£#& 3k OpenShift CLI (oc) k&% logging Operator,
Operator ﬁﬂlur‘% ﬂ'éﬁﬂéﬁﬁjﬁuﬂio

BAMNARFEFLZAATUEEMITEEEEFFTRNITIENAE.

4.2 BERILFEE LFIR
IREI LUEREA Operator SLHERIE E X HTIR (CR) YAML X#HBCE H &I KEE,
Red Hat OpenShift Logging Operator :
e ClusterLogging (CL) - &4& Operator &, f&RILLAIE—1 ClusterLogging B E X R (CR)
J i E logging pod #1¥% #F logging FTFRHIEM ¥R, ClusterLogging CR B U 2RFNEL 4
7%, HEIEEBEENT R L2178 daemonset ZXHE, Red Hat OpenShift Logging Operator &'
il ClusterLogging CR, FHHER/HHE H&ILKEPE,
e ClusterLogForwarder (CLF)- £ EREE, UHETNAIARBERLZHEE.
Loki Operator :

e LokiStack - ff Loki £EHEH N AE=FME, LKA OpenShift Dedicated H335IEERMEI Web
I, LlnflsieZHEI,

OpenShift Elasticsearch Operator :
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XJ“S CR H OpenShift Elasticsearch Operator £ F1E I, £ Operator & HEHENR
, TR ITFEES,

e Elasticsearch - 2 EF1EBE Elasticsearch SEFI{E BRI B & TE 1,

e Kibana - F BFERE Kibana SEHILIE R, BiHMEERE.

422 BEIERKEXRK

REMCBCHWBRILRHEERFTEAETTERRMNEN, XaBURTFEMIRSEE, 1TEFTRERALL
M 48 GB K E% GB Fh, MEHEEKRTTEES ) 1600 GB HEZ, HE&IC KM worker T & iz

17, XARDEME A TEMETR, Z2REIXEIESET, BERBCHERICRERSEINERRE
AR,

ME\ERLER, BESHXTFHEREML L,

4.2.3. xF JSON OpenShift Dedicated Logging

IRE LUER JSON HEIDKECE Log Forwarding API, f JSON &I NEEMEXT R, ERHIT
LAFESS -

° ﬁ#*ﬁ' JSON EIL,\
® /j Elasticsearch Bt & JSON Hi&EH#E

e % USON Hi&#% % B Elasticsearch H &z

4.2.4. X FIWEFHZ1¥ Kubernetes 14

OpenShift Dedicated iR 2R — 1 pod, B Kubernetes Ef, @it OpenShift Dedicated
Logging il KEfILUE, ENFFEhERE Event Router,

MEFLER, HSHXTWEMEN Kubernetes E14,

4.2.5. %F OpenShift Dedicated Logging #F=HE
e LU AT L T ESHERR B & A

o HEFEAFRILTRE

o HEEFERATHEMHIIRT

o THRAKILFER

o NINEXFWERTILTEE
o XEEMRIRNIEHIR

426. X TFHRHFE
HEIDRRASHFE, SHNFERENEREFICKS, M Elasticsearch # Kibana #3&,

MBEZER, HEHERTHHFE,
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4.2.7. XTEM4EH

Event Router 2— pod, B OpenShift Dedicated 4, LUMEE T BEICRKEWEXLEEH,
Event Router MFTETBEREEH, FHIHHEEA STDOUT, Fluentd WEXLEHFHHHEHIELE
OpenShift Dedicated Elasticsearch Z£ffll, Elasticsearch ¥ 43251 Z| infra 351,

W/ FshEE Event Router,

MBELER, ESHREHEM Kubernetes 5,

61



OpenShift Dedicated 4 B&ic %

$B5F REAKILK

& A LU T %24 Red Hat OpenShift Logging Operator 3EE8& H&I1LK, Red Hat OpenShift Logging
Operator ROIEMEE H &K ICRKHELA G,

BEIDRE N T REMHEGRE, ©5 OpenShift Dedicated # /DO ARE, Red Hat
OpenShift Container Platform £ #p B HAEEE Bk 7 X 1ThRAFZA M

BF

Nt FHFrEsE, (@ Vector #l LokiStack. Elasticsearch 1 Fluentd 2#F A, it XIELGE
B % 1T kiR 2= A MU B

5.1. {5 3 WEB 2415 %% RED HAT OPENSHIFT LOGGING OPERATOR

IR B LA#E A OpenShift Dedicated Web ##& %% Red Hat OpenShift Logging Operator,

FRFM
o HEHENNR.

o f&RAILAV A OpenShift Dedicated Web $EH#l&,

iz
1. 1£ OpenShift Dedicated Web &, £ Operators = OperatorHub,
2. 7E Filter by keyword £/ A OpenShift Logging.
3. MAETFH Operator 53R A% Red Hat OpenShift Logging, #AE = Install,
4. %5 stable-5.y ¥E5 BHFHE,
pa -3
stable #E R N A FILKNSRIRAIRBEET . ERLTREZAIRANER, &

WFT A8 stable-x.y, HA x.y KRMLEM B KRIC T ERANRAR
A, 540, stable-5.7,

5. 1EFE lRA,
6. FAETE Installation mode Fi%#¥ T A specific namespace on the cluster

7. 87 TE Installed Namespace THJ Operator recommended namespace ;2 openshift-
logging,

8. 1% —1 Update approval,

e Automatic SKB&fU1F Operator Lifecycle Manager (OLM) 7EHEHhR A= BT B 5B #H
Operator,

e Manual EREEEEHEE L EILM A P L Operator B#.
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9. y Console $&#H1% 1 Enable =% Disable,

10. = Install,

1. 3@BItN#E] Operators — Installed Operators T34 1F Red Hat OpenShift Logging Operator
REBRE,

2. 1 Status 5, HEEREER T SEBINAPML, F5 InstallSucceeded, XA Up to date,

BF

Operator AJRERERE ST AI L Failed 375, #0158 Operator R 5T F T
InstallSucceeded £ 2, 15RI¥TI1E.

INR Operator % B RBREBRERT, 1HEFELUTHERR LT Z— :
e j/f A Operators - Installed Operators I1H, & Status ZIFREEH EMEEIRHIE,

e A Workloads —» Pods T, %7 openshift-logging i E F k& IR pod BIH &,

5.2. {#F WEB 12l & /3 CLUSTERLOGGING X%

LEHKICE Operator [7, EL7iE]E—1 ClusterLogging B & L KRFE NERE B HEEFME. Wi
LB E KR ESR.

FeRFH

o B &% Red Hat OpenShift Logging Operator,

o &RAILLVJi[A] OpenShift Dedicated Web #2#l& Administrator Y1,

it =

1. 7 A Custom Resource Definitions 11,

2. 1£ Custom Resource Definitions T1E L, = ClusterLogging,

3. 7£ Custom Resource Definition detailsTTH, M Actions #.H1%t# View Instances,

4. 1f ClusterLoggings T1#, s Create ClusterLogging.

5. 7E collection #4rA, %EF— Collector Implementation,

pa -3

Fluentd 245, ITXIEUEMNAITIRAFMER, LIBRERAIAITERRERSR

FHREFHX N IIEER bug IEE M, BILIhEENAERBRH, ¥ Fluentd
BB LR, BRI LUER Vector,

o

£ logStore & H, EEFE—RE,
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p= =1

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BB #hi A, 0
RIEErI{FEBERKE Logging 5.8 & ff OpenShift Elasticsearch Operator, E¥#4k
42 Logging, EZI Logging 5.8 B EOL Wik, fEALUE A Loki Operator /F 7y

OpenShift Elasticsearch Operator WER A RKEERRKINBEEFE. MEEXH
SILREBHBIMNESER, HSMFE Agnostic Operator,

7. m Create,

5.3. {# CLI %% RED HAT OPENSHIFT LOGGING OPERATOR

& B LA#E A OpenShift CLI (oc) Z4& Red Hat OpenShift Logging Operator,

FRFM
o HEHENNR.

e B% %k OpenShift CLI(oC).

¥ =
1. 68— Namespace X R{EH—1 YAML 3044 :

Namespace X Rl

apiVersion: v1i
kind: Namespace
metadata:
name: <name> ﬂ
annotations:
openshift.io/node-selector: ™"
labels:
openshift.io/cluster-monitoring: "true"

Q & /iR% openshift-logging 5 0 B &RICRRAE 5.7 RERIMAN G ZZER LM, X F
A&i0K 5.8 REHBARA, SR LMERERETR.

2. BITLA T4k Namespace X £ :
I $ oc apply -f <filename>.yaml

3. BLYAML X453 0] OperatorGroup %/ £ :

OperatorGroup X &R =l

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: cluster-logging

namespace: openshift-logging ﬂ
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B5EREATILEK

spec:
targetNamespaces:

- openshift-logging 9

R BEID KR A 5.7 R ERERAEE openshift-logging s & 22, X FHEKICF
5.8 REFHIMRA, &7 LAERE R &2,

4. iZITUA T ep 3K F OperatorGroup X4 :
I $ oc apply -f <filename>.yaml

5. il — Subscription % & 31T %] Red Hat OpenShift Logging Operator Fy#n & 22 [H] :

Subscription X Rl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: cluster-logging
namespace: openshift-logging ﬂ
spec:
channel: stable 9
name: cluster-logging
source: redhat-operators
sourceNamespace: openshift-marketplace

B BEILFKMRA 5.7 R ERERAEE openshift-logging s & 22, X FHE&ILE
5.8 REFHIMRA, &ATLAERE R & ZEE,

Q {57 stable =X stable-x.y {F 5,

9 157 redhat-operators, #1R OpenShift Dedicated B LR EEZRMLH (LI BTFFIE
EMERE) , 15IEEEE Operator Lifecycle Manager (OLM)H| 2 # CatalogSource Xf
Ed-NE

6. IBITLAT RN -
I $ oc apply -f <filename>.yaml

Red Hat OpenShift Logging Operator 2% %% %l openshift-logging %% Z2 (5] /A,

I $oc get csv -n <namespace>

2. MREH, FHHilmEZEEFEE Red Hat OpenShift Logging Operator :

i th o Bl
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NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE
openshift-logging clusterlogging.5.8.0-202007012112.p0

OpenShift Logging 5.8.0-202007012112.p0 Succeeded

5.4. {5/ CLI f1/& CLUSTERLOGGING &
Jt_t%ﬁAE%iﬂ%ﬁﬂ%i%r“iiﬁ’gwﬁo SHAXFNMNEEHENEH, LT #EXEE LIHTIE SR

EL,

FRFH

o B &% Red Hat OpenShift Logging Operator,
o BB NHEEMEET OpenShift Elasticsearch Operator,

e B%%k OpenShift CLI(0c).

¥ =
1. ¥ ClusterLogging ¥ R GIE 7} YAML 344 :

ClusterLogging % Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance ﬂ
namespace: openshift-logging
spec:
managementState: Managed 9
logStore:
type: elasticsearch 6
retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3 9
storage:
storageClassName: <storage_class_name> G
size: 200G
resources: ﬂ
limits:
memory: 16Gi
requests:
memory: 16Gi

proxy: 9
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B5EREATILEK

resources:
limits:
memory: 256Mi
requests:
memory: 256Mi
redundancyPolicy: SingleRedundancy
visualization:
type: kibana Q
kibana:
replicas: 1
collection:

type: fluentd @
fluentd: {}

ZFRAJE instance,

OpenShift Logging BEER S, E—LHIERT, WMRER T OpenShift Logging FIERIA
&, MIFH%EHN Unmanaged, B2, ZEBMEFERES, BEE OpenShift
Logging B NEZERE N L,

FAF B & Elasticsearch BIiXE, @it {#A CR, EalLIEEE D B & HIKBNE A MEFE,
187 Elasticsearch MIZRBENBERMN AKE, BA—DNEBINEEA : Bw). )
B (h/H). a8h(m)F0F, BN, 7d K3k 7 X, KA maxAge BIIHB &% MR, Eds
TMANENEEREE—NMREBREE, SNAESNZIRGIE Elasticsearch 35|,

¥§7E Elasticsearch 7 mMIEE, HS LR EERIEE,

°} Elasticsearch FEk AN B FHEENELTR, NIKEREMRE, EEESBIEMNENE
%, MERBIRERMEI, OpenShift Logging FHE AIGE 1 6E,

RIEFEEIEE Elasticsearch B9 CPU FlIAEFE K, MIRXL(EEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEEZ. NFIHKRHR
INMEH 16Gi, CPUIERN 1.

IRIEFEZIEE Elasticsearch REEH) CPU MIRFIERK, MNRXL(EBEH, N OpenShift
Elasticsearch Operator RIXEIRIME, EIINEUHERZSHBENEEZ. NFIHKHR
IMEH 256Mi, CPU iEREIERINE S 100m,

FAFEE Kibana X E., Bid{FEA CR, EelLAY B Kibana LI TRME, F M Kibana 7
mEE CPUMIRE. NMEEZELR, HFSHEBEASRTHEIR,

FAFBE Fluentd BiXE., @I {FA CR, EALIERE Fluentd CPU MINERE, MNEES
ER, HSH"BRE Fluentd',
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Elasticsearch control plane 11 R ABE N =D, ARENT nodeCount 1EEH
AF 3, OpenShift Dedicated REUB=/RFE Master 17 s HH
Elasticsearch 752 (B% master. client #1 data Af2) ., Hfh Elasticsearch 7
REAE M IRANBIEA BN BB KA. control plane 11 RPFUTEESEHEH
B, wmalgsiiRzEEsl. 2 2RMBRERTR. BETREESR, FHUTSHE
EHEXEERME, W CRUD., EENREE., SHIEEXNEERHSAKRE /0. W
FHM CPU, FSBERIEXLEHR, HEZRIT RSN RINELSEIET K.

a0, 0R nodeCount =4, NAIEL TR :

I $ oc get deployment

i~ B
NAME READY UP-TO-DATE AVAILABLE AGE
cluster-logging-operator 11 1 1 18h
elasticsearch-cd-x6kdekli-1  1/1 1 1 6mb4s
elasticsearch-cdm-x6kdekli-1  1/1 1 1 18h
elasticsearch-cdm-x6kdekli-2 1/1 1 1 6m49s
elasticsearch-cdm-x6kdekli-3  1/1 1 1 6mdds

TR ED FEF T Elasticsearch #IE T =B,
USATl
&A@ 5 H openshift-logging 7B Y pod EXIEREE,
o ZITUATaHAIH pod :
I $ oc get pods -n openshift-logging
MERAEHHH pod, REUFLUTIX :
it Bl

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-66f77ffccb-ppzbg 1/1 Running 0 7m
elasticsearch-cdm-ftuhduuw-1-ffc4b9566-g6bhp 2/2  Running 0 2m40s
elasticsearch-cdm-ftuhduuw-2-7b4994dbfc-rd2gc 2/2 Running 0 2m36s
elasticsearch-cdm-ftuhduuw-3-84b5ff7ff8-ggnm2 2/2  Running 0 2m4s

collector-587vb 1/1 Running 0 2m26s
collector-7mpb9 1/1 Running 0 2m30s
collector-flm6j 1/1 Running 0 2m33s
collector-gnérn 1/1 Running 0 2m26s
collector-nigh6 1/1 Running 0 2m30s
collector-snpkt 1/1 Running 0 2m28s
kibana-d6d5668c5-rppgm 2/2  Running 0 2m39s

5.5. & FHES

=4 Red Hat OpenShift Logging Operator f&, f&a LR A8 F1EH ClusterLogging B E X R
(CR)RECEERE,
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R

INREAER Elasticsearch HEFNE, &7 LLM ClusterLogging B & M /)?(CR)qﬂﬂﬂ'JB%P\]ﬁB
Elasticsearch logStore # Kibana visualization A, MHFRXLEHEGRAIER, BRREKER. E5
[# A0SR % B {F FH Elasticsearch B&EfE, MIFRAKRERHE,

5.5.1. % F ClusterLogging B & X 5TiR
EENAKICFIME, HOQ/EIHEN ClusterLogging BE X ¥R (CR) .

ClusterLogging B X ¥i& (CR) =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: instance ﬂ

namespace: openshift-logging g
spec:

managementState: Managed 6
#...

Z ¥Rl instance,
CR /%% % openshift-logging #3422 H],

Red Hat OpenShift Logging Operator IR, HIRE%EH unmanaged I, Operator bFF
SRERE, BERRBERER.

09

5.5.2. L E A &EEFM
& e LUt 82X ClusterLogging B iE Y HR(CR)XREE H &AM B EFZME R,

FERFH
o BEEANR,
e B% %k OpenShift CLI(oC).

e %%k Red Hat OpenShift Logging Operator M1—MNAER B EFE, ©=& LokiStack
Elasticsearch,

o RBEAIET ClusterLogging CR,

Logging 5.9 X {TARAREE OpenShift Elasticsearch Operator BTk A, MNREB 7]
A/ Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARRKEERINBEFMH. IEEXBFTICREMEAHEBHENESZER,
BS A Agnostic Operator,

it =
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1. 182X ClusterLogging CR logStore #1#% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

e EAEREFMEERE, XATLLE lokistack =X elasticsearch,
Elasticsearch B Z R AL R &%

BETRERE, XMERAUR
ZeroRedundancy. SingleRedundancy. MultipleRedundancy s FullRedundancy.

LokiStack By R] & EE & LT,

x O 009

¥ LokiStack 53 HE&EFEH ClusterLogging CR R~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

2. ZITLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.3. e EHHWESR
& e LU {8ER ClusterLogging B 7 Y HR(CR)RECE H&EAW B EINEIR KB,
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B5EREATILEK

Fluentd B#F A, ITREUGERAITRAPMER, ZI08RE SRR T E R RHRAT

XANIHEER bug EE M, (BILINEENABREUNH. N Fluentd IERIERE, &7
LAMFERA Vector,

SeRFH
o HEEANR,
e B% %k OpenShift CLI(0C).
o B &% Red Hat OpenShift Logging Operator,

o EBEAIET ClusterLogging CR,

it

1. 182X ClusterLogging CR collection #{#% :

ClusterLogging CR =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:

type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDTHMBEERESR LR, XATLRZ vector 5 fluentd,

2. ZfTLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

554.REHSHTIELIE
& e] LU 82X ClusterLogging B E Y HIR(CR)XRECE H &AL TR KB,
FeRFH

o HEEANR,

e B% %k OpenShift CLI(0c).

o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,
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BF

INREE A OpenShift Dedicated Web & HTMu L, 5 HBEKICKZEH &R
., 1ESHE X "Log visualization with the web console" BT,

Pt

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole: 6
logsLimit: {}
timeout: {}
#...

ZATHEBICEVAETERSR, XA LIE kibana 5% ocp-console, Kibana iEHI&({ 5
&/ Elasticsearch H&FERIEREFRR, M OpenShift Dedicated $HI& R 5 LokiStack &f
E#RA.

9 Kibana 1% & B Al LR B

9 OpenShift Dedicated Web 22| & BRI L EC B
2. ZfTLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

5.5.5. /8 AR RER S FU B H 1R =

SREMSEH TR B LM RE. R, BIRITEE OpenShift Logging FRER
Operator BI51 B [A| I R4S TR &

M4&bRE RE LA FARTIE AB pod SRS Z [FIBIMLZERE. Logging £ openshift-operators-
redhat 111 B R &%& OpenShift Elasticsearch Operator, 1E openshift-logging 11 H %% Red Hat
OpenShift Logging Operator. R It &AM VFXFHNTIE Z AR E.,

OpenShift Dedicated N M%&$EHE (OpenShift SDN #1 OVN-Kubernetes) 24t 7 W N HEH0IEFE, XH
MNMRETR R L R TR 4% R B SRR
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OpenShift SDN B =fE =, :

P4 S

XEMNERX, MBEREE K, BRAFMARE. B2, MRAFAELTER, Sil@%%k
BAFAERE, REERMEIN, LIRTRIBAETRVIEFZTHNA, Bit, EXRERE
PAHFEMN—N S BRICFERBOTE HOE S —DMERRE.

M
WEXARFABERE. ERRGILRMARE, THERF.

OVN-Kubernetes 1824 {# FAMZL5RBE, E L, 5 OpenShift SDN —iF, EAIECEREE, URAIFREM
— NS HEEXNITTEHEOE S —1TE,

it =3
o MRMELIZMF, (multitenant) B F A OpenShift SDN, 1HEMAXHANTE, B0

I $ oc adm pod-network join-projects --to=openshift-operators-redhat openshift-logging

o JIN, XFMLKLKMERB OpenShift SDN L& OVN-Kubernetes, iEHUTILTIRME :

a. 7f openshift-operators-redhat &4 22 (5] Ri% ERE, 40 :

I $ oc label namespace openshift-operators-redhat project=openshift-operators-redhat

b. E openshift-logging & Z2[A| R AR — MRS REE TR, ER1TFM openshift-operators-
redhat. openshift-monitoring #1 openshift-ingress 1ii B B A5t £ 2l openshift-logging
B, B -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-openshift-monitoring-ingress-operators-redhat
spec:
ingress:
- from:
- podSelector: {}
- from:
- namespaceSelector:
matchLabels:
project: "openshift-operators-redhat”
- from:
- namespaceSelector:
matchLabels:
name: "openshift-monitoring"
- from:
- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress
podSelector: {}
policyTypes:
- Ingress

=
o
B
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o XTSRS
® XF OpenShift SDN ZRIA CNI LN BS

® XTF OVN-Kubernetes kil Container Network Interface (CNI) FA%& 5
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EeoEHEFAZICE

EF—.'; 6= 1=k E%)?El IL;\-I/E%

AWFHBAEICREN : RIRAEH(G.y.2)MEREEH(S.y).

6.1. RAATHRATEH

INRIE(EFH Automatic BHTHEME LI LE H &1L K Operator, &M Operator & B o BUR R A B HT,
BAEESTREMF BT,

INRFEFE Manual BHHEALETLLE B EICE Operator, BT FAARMAER, NERLZER, 15
SR Fohftt ERFIER Operator B,

6.2. ERIThRAEZ
SFERAER, BAIR—EFINTE,
BREREHNRAMIZFER, HSMH OpenShift Operator 4 frEHA,

6.3. %% RED HAT OPENSHIFT LOGGING OPERATOR LU IR A fp 44 28
]

EBFICTE 5.7 MIBARAS, Red Hat OpenShift Logging Operator R ¥ 11 openshift-logging % % 22
[\, #NRIEFHLE Red Hat OpenShift Logging Operator i IR RBIRTE M A2 [H], BT EFHERE
Operator, &R LASEREL T & BRERMIBR B &L KA BB R T EFHEBZE Operator,

FERFH
o B% %k OpenShift CLI(0c).

o HEHENNR.

Pt =
BT 5 SR AMBRTT B -

™

I $ oc -n openshift-logging delete subscription <subscription>
2. IBfTLA T en 4 KPR Operator 4 :
I $ oc -n openshift-logging delete operatorgroup <operator_group_name>

3. BT e &R MIBRERF AR S5 AR A (CSV) -

I $ oc delete clusterserviceversion cluster-logging.<version>

4. FRR"REHKICK " XEEHIE Red Hat OpenShift Logging Operator,

e &7 OperatorGroup ¥R # targetNamespaces FEX R B A FEH KB N R FEHTH,
ZMEX— R, HEITUATRSHFRERL
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I $ oc get operatorgroup <operator_group_name> -o yaml
it Bl

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-logging-f52cn
namespace: openshift-logging
spec:
upgradeStrategy: Default
status:
namespaces:

#...

6.4. E%7 RED HAT OPENSHIFT LOGGING OPERATOR

Zf% Red Hat OpenShift Logging Operator BT ZEFHHIEIRA, BLFER Operator 1T HRIEHINIE,

FeRFH

o B &% Red Hat OpenShift Logging Operator,

o HEEANR,

o &R LUV OpenShift Dedicated Web $2#l&, FIEFEEE Administrator 1,
iz

1. 5%l Operators — Installed Operators,

2. % openshift-logging T H.

3. = Red Hat OpenShift Logging Operator,

4. =)= Subscription, 1 Subscription details 84>, = Update channel ###%, RIBEHI Y FIEHT
M8, X HEEXATIEER stable 5k stable-5.y,

5. 7£ Change Subscription Update Channel O/, EFRFMWERAEFHINE stable-5.y, &
[E /= Save, XX cluster-logging.v5.y.z ik &,

1. FHLWEN, SAE = Operators - Installed Operators, %iiiE Red Hat OpenShift Logging
Operator R A S S &#H# cluster-logging.v5.y.z iR A PLEL,

2. 7E Operators - Installed Operators TIE A, FfF Status FEIRkE Succeeded,

6.5. B¥7 LOKI OPERATOR

Z5F Loki Operator BT E— MBI EMAE, EER Operator 11 5B EHIHE,

76



% 6 E ALK

FRFM

i

B &% Loki Operator,
BEE AR,

&\ LA [A] OpenShift Dedicated Web 12fll&, FIEFEAE Administrator 1,

SfnZ% Operators - Installed Operators,

1##¥ openshift-operators-redhat T,
= Loki Operator,

= Subscription, fE Subscription details &84, = Update channel i, RIBEBHFIE
M8, XHEEXATIEER stable 2k stable-5.y,

£ Change Subscription Update Channel 8O/, E£FERHTHIERAFEHIE stable-5.y, A
[ /= Save, &R loki-operator.v5.y.z iR &,

FELWEP, SAE = Operators - Installed Operators, 53iE Loki Operator i A B &5 &
loki-operator.v5.y.z hR A& [T Eg,

. 1 Operators — Installed Operators TIE®, % Status FE&IkE Succeeded,

6.6. E#T OPENSHIFT ELASTICSEARCH OPERATOR

E I OpenShift Elasticsearch Operator BHZE HRIRA, ELAUSHIT A,

Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREB 7]
A/ Logging 5.8 & 77 OpenShift Elasticsearch Operator, BF4*EEE A Logging,
EZ| Logging 5.8 B EOL M1k, f&aILUFEF Loki Operator ¥/ OpenShift Elasticsearch
Operator WERARKEERINBEFMH. IEEXAFTICREMEAHBHENESEER,
1S [#F A Agnostic Operator,

FRFM

o INRIKfEMA Elasticsearch ¥ENEINBEENE, B Kibana 5 Ul, 1EEE#H Red Hat OpenShift

Logging Operator BIE#T OpenShift Elasticsearch Operator,

BF

INRIE LRI B #7 Operator, ] Kibana A& #, FHEAX0E Kibana
BEXHIR (CR), EfFRXAA, MR Red Hat OpenShift Logging Operator
pod, ¥ Red Hat OpenShift Logging Operator pod EFERER, ©AOIE
Kibana CR #1 Kibana B X 7 F,

e Logging & FRERE :

77
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i

78

o FiA pod &4 F ready KL,

o Elasticsearch R FRERT,

&Y Elasticsearch # Kibana BB B # & 13,
BEE R,

IRBZRE T OpenShift CLI (oc) FFTHIES B

. 7E Red Hat Hybrid Cloud Console #, X Operators - Installed Operators,

1%#¥ openshift-operators-redhat W H,

. = OpenShift Elasticsearch Operator,
. 5 Subscription - Channel,

. 1£ Change Subscription Update Channel O, %% stable-5.y # = Save, I &

elasticsearch-operator.v5.y.z hii &,

. ERNMB, RS = Operators — Installed Operators, %1 OpenShift Elasticsearch

Operator H&ZK% S5 & #H elasticsearch-operator.v5.y.z kg &< ICEZ,

. 1 Operators - Installed Operators TIE Y, %fF Status FE&IkE Succeeded,

AT RS HERKE, XUEFTA Elasticsearch pod BRARE 7 Ready

I $ oc get pod -n openshift-logging --selector component=elasticsearch

i th o Bl

NAME READY STATUS RESTARTS AGE

elasticsearch-cdm-1pbrl44l-1-55b7546f4c-mshhk 2/2  Running 0 31m
elasticsearch-cdm-1pbrl441-2-5c6d87589f-gx5hk 2/2  Running 0 30m
elasticsearch-cdm-1pbrl441-3-88df5d47-m45jc  2/2 Running 0 29m

. I AL TS HEEHKHEIIF Elasticsearch £ RS ET Hake -

$ oc exec -n openshift-logging -c elasticsearch elasticsearch-cdm-1pbrl44I-1-55b7546f4c-
mshhk -- health

it Bl

{

"cluster_name" : "elasticsearch”,
"status" : "green",

}

. B AL TS HEEE K Elasticsearch cron fElL2F 20 -


https://www.elastic.co/guide/en/elasticsearch/reference/current/snapshot-restore.html

% 6 E ALK

I $ oc project openshift-logging

I $ oc get cronjob

Ll N
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app  */15**** False 0 <none> 56s
elasticsearch-im-audit */15**** False 0 <none> 56s
elasticsearch-im-infra */15**** False 0 <none> 56s

4. MALToSHEITEEEFHEEEBHEEBMRA, FERSIZHREN :
I $ oc exec -c elasticsearch <any_es_pod_in_the_cluster> -- indices

Rk H 2R 85 app-00000x. infra-00000x. audit-00000x. .security 325 ;

green open infra-000004 rtDSzogsSI6saisSK7Au1Q

31 226717 0 297 148
green open infra-000012
RSf_kUwDSR2xEuKRZMPgZQ 3 1 227623 0 295 147

green open .kibana_7 1SJdCqlZTPWIIAaOUd78yg

11 4 0 0 0

green open infra-000010

iXwL3bnqTuGEABbUDa6OVw 3 1 248368 0 317 158
green open infra-000009

YN9ESULWSNaxWeeNvOsORA 3 1 258799 0 337 168
green open infra-000014

YPOU6R7FQ_GVQVQZ6Yh9lg 31 223788 0 292 146
green open infra-000015

JRBbABEMSMqgK5X40df9HbQ 3 1 224371 0 291 145
green open .orphaned.2020.06.30

n_xQC2dWQzConkvQqei3YA 31 9 0 0 0
green open infra-000007

IIkkAVSzSOmosWTSAJM_hg 3 1 228584 0 296 148
green open infra-000005

d9BoGQdiQASsS3BBFmM2iRA 3 1 227987 0 297 148
green open infra-000003 1-
goREK1QUKIQPAIVKWVaQ 31 226719 0 295 147

green open .security zeT65uUOuURTKZMjg_bbUc1g

11 5 0 0 0

green open .kibana-377444158_kubeadmin wvMhDwJkR-

mRZQO84K0guQ 31 1 0 0 0

green open infra-000006 5H-
KBSXGQKiO7hdapDE23g 31 226676 0 295 147
green open infra-000001 eH53BQ-

Bl 6.1. BSRS89 H =6

Tue Jun 30 14:30:54 UTC 2020

health status index uuid pri rep
docs.count docs.deleted store.size pri.store.size

green open infra-000008

bnBvUFEXTWi92z3zWAzieQ 31 222195 0 289 144
bSxSWR5xYZB6IVg 3 1 341800 0 443 220
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green open .kibana-6

RVp7TemSSemGJcsSUmuf3A 1 1 4 0 0 0
green open infra-000011

J7XWBauWSTe0jnzX02fUBA 3 1 226100 0 293 146
green open app-000001

axSAFfONQDmKwatkjPXdtw 3 1 103186 0 126 57
green open infra-000016

m9c1iRLIStWSF1GopaRyCg 3 1 13685 0 19 9
green open infra-000002 Hz6WVINtTvKcQzw-
ewmbYg 31 228994 0 296 148

green open infra-000013 KRIMMFUpQI-
jraYtanylGw 31 228166 0 298 148

green open audit-000001

eERgLALMQOIQDFES1LBATQ 31 0 0 0 0

5. IAUTHSHEEHL, RIEATITMEIERSEEREEMBIRA

I $ oc get kibana kibana -o json

"type": "
}
}
]

{
b

KitfmtRE a2 E8H ready SR Kibana Pod :
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"deployment": "kibana",
"pods": {

B 6.2. AL Kibana pod B R Al
[
{
"clusterCondition": {
"kibana-5fdd766ffd-nb2jj": [
{
"lastTransitionTime": "2020-06-30T14:11:07Z",
"reason": "ContainerCreating",

"status": "True",

"status": "True",

lltypell: nn

"failed": [],

"notReady": []

"ready": []

|2

"replicaSets": [

"kibana-5fdd766ffd"

],

"replicas": 1

}

]
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% 7 B H j%i'ﬂ: E TN

7.1 XFBEEFEMRAL
& B AL b OpenShift Dedicated Web 12l & 5% Kibana Web 1Z2HI& R B EHIE, EEXBUATERE

MEEFMAERAR, Kibana #HIE T AT ElasticSearch HETZfE, OpenShift Dedicated Web £ &
A i F ElasticSearch H&Ff3k LokiStacks

@ E,E
' Kibana Web #HIBIEFA, T RELUIEHEBICFZIThRA A HER.

7V EBERSAAEIE
& e LLB T TR ClusterLogging B E X HR(CR)REE B E I b TERE,

FeRFH
o HEEANR,
e B% %k OpenShift CLI(oC).
o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,

BF

INREME A OpenShift Dedicated Web & HTMu L, 5 HBKICKZEHERE
%, 1518 % "Log visualization with the web console" BIXX#4,

it =

1. 182X ClusterLogging CR visualization #4% :

ClusterLogging CR 7~

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
visualization:
type: <visualizer_type> ﬂ
kibana:
resources: {}
nodeSelector: {}
proxy: {}
replicas: {}
tolerations: {}
ocpConsole:
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% 7 =R T}L{t E ITXN

logsLimit: {}
timeout: {}

ZATEBICEVAETERSR, XA LIE kibana X ocp-console, Kibana iEHI&({ 5
&M Elasticsearch B &FEHIEREFRR, M OpenShift Dedicated $#HI& R 5 LokiStack &f
E#RA.

|

1)

9 Kibana #2HI & B AL EE
3

OpenShift Dedicated Web & B AL EC B

2. i5fTLA T a4 3k A ClusterLogging CR :

$ oc apply -f <filename>.yaml

712 EEHRNEE

HRESE— PRI, TREARMBAETEETIE. EAILUMER Openshift CLI (oc) 1 Web 45
HEESMTRNER, WWE. HEM pod,

R
Figsn BERRMEFRLE, 1HRE logging. logging H OpenShlft Dedicated £ HFHIFAERE (077
'J—_'_gé/JLx'EJﬁT]‘E/L.\\ rﬁq*ir_@%ﬁam\*ugﬁuuj%*‘jalm /1‘<|:| U?Fﬁlﬂlb\ﬁﬁ%qﬂ %E, /u_.I-J’J\ﬁji Kibana

215 E 5 OpenShift Dedicated Web %l & &1, A LB BELRIE. KRAETLTEVREE
10k B EE .

7121 BEEHRRAE
_.”«J\E OpenShlft CLI (OC) 1 Web *W%UA':'JKE%** /J?E’J E Tho IL;\}‘AE ,b\E’JFﬁB_ﬁﬂiF&Hﬂo

FRFH

e jj[a] OpenShift CLI (oc) o

iz (VD)

1. 1£ OpenShift Dedicated 1Z#& /1, # AZl Workloads — Pods, @i EEHEM TR SME
pod,

e

LR (MWEE) REBEZEZIEMN pod, FEXMIERT, E0ILETRMY
Details TIE A% E Logs #EE,

2. NTFHIREFREFE—IIE,
3. RIBEHER pod 9B,

4. = Logs,
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iz (CLI)

o HERE pod WA :

I $ oc logs -f <pod_name> -c <container_name>

Her:

-f

A EERME RS EBRES R HEPHRE.
<pod_name>

187 pod IR,

<container_name>

ik EERFNEH. & pod BEZNALR,

flan :
I $ oc logs ruby-58cd97df55-mww7r

I $ oc logs -f ruby-57f7f4855b-znl92 -c ruby

HHMEEXERS,
ﬁ%ﬁi%l@ﬁ’] E o -

I $ oc logs <object_type>/<resource_name> ﬂ

© EEVRARAEN.

flan :
I $ oc logs deployment/ruby

BHMBSEXHRE,

7.2. £ H WEB Z=H&#H T HEM WAk

IR LLBIT ERE logging #2HI &M, £ OpenShift Dedicated Web 121 & Al i b B & EIE,
BREARIIRREIRPEERGNFERE, HF5EHEHA Web BHIEZR

MREEE

7.2.1. 2% Red Hat OpenShift Logging Operator

ZRTHEE, ReDRES.

FoRFM

84

o HEHEMNNR.

BN TE

BB,

& logging.

52 A logging #2414 154
YE7 Red Hat OpenShift Logging Operator &4 —E84>, EAILUE A logging #HI&EHE, BMNREE



B7EAHERE

e 2% %k Red Hat OpenShift Logging Operator, #7 Console $##4i%#% T Disabled,

o IRALLiJ ] OpenShift Dedicated Web % &

it

1. £ OpenShift Dedicated Web %% Administrator &, # AZ| Operators - Installed
Operators,

2. = Red Hat OpenShift Logging, jX&if A Operator Details 7M.
3. 1E Details TIEA, 1 HIGREH LT R Disabled,
4. EERGEMGEREES, %5 Enable,
5. mili Save,
6. Fik #EHIE A LN R Enabled,
7. NAE®E, web ZBHIARKER—MHEEO, BORREEHNINE Web 122515, HEERHH
B O LN B, RIFTN Y ES.
7.2.2. &% Elasticsearch BH&EF 1 LokiStack I ERE H & i R IRHI &M

1£ logging hRA& 5.8 REEM AR, R Elasticsearch BEFHEEHRINMW B EFMHE, EHATLIRRBLITR
22 A logging 126l &1,

FRFM
o HEHENNR.

o %% Red Hat OpenShift Logging Operator, OpenShift Elasticsearch Operator # Loki
Operator,

e B% %k OpenShift CLI(0C).

e REBIET ClusterLogging B E X ¥R (CR).

it
1 BITUTeS, BRERT BERICTEH e

$ oc get consoles.operator.openshift.io cluster -o yaml |grep logging-view-plugin \
|| oc patch consoles.operator.openshift.io cluster --type=merge \
--patch '{ "spec": { "plugins": ["logging-view-plugin"]}}'

2. 2174, f¥ .metadata.annotations.logging.openshift.io/ocp-console-migration-
target: lokistack-dev ;7 0%! ClusterLogging CR :

$ oc patch clusterlogging instance --type=merge --patch \

'{ "metadata": { "annotations": { "logging.openshift.io/ocp-console-migration-target":
"lokistack-dev" }}}'\

-n openshift-logging

it Bl
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I clusterlogging.logging.openshift.io/instance patched

o ZITUTHLHERRKL, IBIMETSKINRM

$ oc get clusterlogging instance \
-o=jsonpath="{.metadata.annotations.logging\.openshift\.io/ocp-console-migration-target}' \
-n openshift-logging

LN
I "lokistack-dev"

WE, BEILEEZEHEE Y pod B#ERE, &I LLUEN 7 A Z] OpenShift Dedicated Web 2HIEHEE
Observe - Logs I HEXAEE HEHIE.

HEERE(ERIR

OpenShift Cluster Manager HI#J Logging/Elasticsearch Nodes #1 Openshift Logging ({FRIREEE X
Elasticsearch SEf LA K A F B LE N2 Wi [r] B9 B4 Elasticsearch 1 RBYFHAIME B

OpenShift Logging {{FRIREE chart, TEEEJ LR Elasticsearch SLBIRIENE, SIEEEFTIR. Ll
O, &R F# Fluentd Siits

Logging/Elasticsearch Nodes {{&RMR B & charts, L7 Elasticsearch SEFIRFEE, REET R0,
aFERL oh. HRFEFR.

7.3.1. Vi[A] Elasticsearch 1 OpenShift Logging {4k

IR AT LATE OpenShift Cluster Manager & H & %& Logging/Elasticsearch Nodes #1 OpenShift
Logging (&R,

iy =2
EEHUERR

1. 1£ OpenShift Dedicated Red Hat Hybrid Cloud #2#& /), s Observe —» Dashboards,

2. 7t Dashboards G{HE A, M Dashboard ¥ ¥ Hi#F Logging/Elasticsearch Nodes 5k
OpenShift Logging.

*fF Logging/Elasticsearch Nodes {{&#Rk, "ILLEFEEEEM Elasticsearch TV mFF LB
TR,

LRt & BREMRBIERIR, TRZEMEBREK.
3. A% : M Time Range #1 Refresh Interval 3 5 A £ R R [H]SE [H 3 B R sk R FHTEE.

BXRURRERMESR, 1S XF OpenShift Logging [ F#R #1 X TF Logging/Elastisearch Nodes {
=R,

7.3.2. %F OpenShift Logging {{5&HR
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B7EAHERE

OpenShift Logging ({XRIREE chart, AIEEEFNAL R Elasticsearch SLBIRIFIE, FFI2RrAITHEA ]

EID‘IQ
3 7.1. OpenShift Logging chart
B8R

Elastic S£EHIRE

T R

Elastic 2 &

Elastic 344

ikt BBy EFRBIR N

Elastic fF IBHYESS

Elastic JVM GC 5[]

Elastic JVM GC =

Elastic Query/Fetch Latency Sum

Elastic &)=

CPU

E# M Elastic JVM Heap

Elasticsearch L {EAE

23U

L HIAY Elasticsearch A :
® ONLINE - &7R Elasticsearch SEI1E4,

® OFFLINE - 3R7 Elasticsearch SEffI B 4E,

Elasticsearch S5 R #4 Elasticsearch 7 mUjsh 8,

Elasticsearch S£f5HR R4 Elasticsearch 23 B B9 /528,

Elasticsearch S5 R4 Elasticsearch SRS S8,

IETE BT Elasticsearch 3&B|8Y 5 R4 28 A,

Elasticsearch BMARSFTEREHEE, MFR5I0E. R
FIME, O F QB RN,

JVM TEE BT Elasticsearch 1% BRI /EFTERY
NIE

JVM R HUT L IR ERR BUEH.

® Query latency:Elasticsearch 2R EHHITHY
I ],

o JREVIEIR : B Elasticsearch ¥R E M
IR E-E N

IREREE R BN A @ B L B EE IR B R, A SRAMEREE R

e, NARKREE, BiERERERE, FFEW
BIFSHROKREIT K,

1 Elasticsearch 17 mE#¥ Elasticsearch SEHIHAT
RSB,

Elasticsearch. Fluentd #[ Kibana /) CPU #=,
RBRTE&NEER CPU BE,

RN JIVM AEFE, E—MERNKEP, HRES
B JVM 573K B AT B R 7

Elasticsearch X A F & Elasticsearch 19 s B 2 A3
'J'UIEJ
08 A o
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i1, Hah

{55 A PR B ST R T Elasticsearch. Fluentd #[I Kibana {58 FA B9 3T {4 $ bk =F
BB

Fluentd emit #2{& Fluentd BRIAKTHH BB Fluentd SHE B, LIREIA
I E T

Fluentd Z& 4 & AT Fluentd 2 HIE 2 Lt, TEZEAARERT

Fluentd oA BB E EH =,

Elastic rx &1 Elasticsearch I2{H FluentD. Elasticsearch 7 g2
HEeRNFT B,
Elastic Index Failure Rate Elasticsearch 33| KM B ERE, BERERERTE

B HE ],

Fluentd it iR FluentD FoiEHiH B EBI B ZORE.

7.3.3. Logging/Elasticsearch 77 m{{Fik EHIKFR

Logging/Elasticsearch Nodes (&R & & charts, 7R Elasticsearch SLBIFHIE (REET Rk
B . LTI — 120,

Elasticsearch 37
Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch SEHMKERILLT E &K,

K 7.2. Elasticsearch IR & B
&t ik
£ERE TERRIERT R ER B EBEE R IR, {# Elasticsearch
g, EAEMAERE:

e 0 - X7 Elasticsearch £ FEAEBIRE,
XEKRESIBTHRESH.

® 1- 37K Elasticsearch LB FHEABIRE, X
EREED—NDARNEIARD A FARED
o

® 2 -7k Elasticsearch SEFI FLABIRE, X
BEREEVIPB—ITED A RERIR,

Sy g E BRI Elasticsearch 7 BUE#,
EHMIET R E B Elasticsearch BT S E,
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B7EAHERE

1IN ik

SRBERS SRR TCEANRE, XEFRHERTH, HERE
PAFIFR SR, PlansREI0IE. SREIMIERE D /o Ee.
BRMmRREFITER EZE,

Elasticsearch E8 &30 FIREA

B Elasticsearch R3IEEZ—THE MO FHZHA, SIIZ2FACBEBENELRRT, REIDFEW
MRE : THRMEIAD R, BRXHEREINFRSIN, SFEREEREEIRH, HEREZD Y
BYEIAP, HEBIWOUELN, EDRANBEIWRIEE, ERIEGEHRNINMMERERT, B
LIBER e BIA 2 R I E,

R DR ARATINRE, BERIATEEMBRANBRIRHPLENEL. S9 FREBIITRRMR
BIEKNE, 2R EERN, MRD/FTEHITXLEER, 2R FA2EHRN, RS FEEDRE. E
o, RUEDESFSE, 2h TR 2/EHRE,

RE|9 FHEZNENIRERRAR, FARSIFE, Sl2RENYMERR, R3|DERE—MENER /N
AEZF Lucene 3RBl, B= Lucene IRXFZRBI BRI EKHI, Lucene 2 Elasticsearch {f FHRIIE 3R,
MR FEREHIGEEENR KR, MMmERBREDEHE, MREFH BT TR 4 AT M ER AR
12, el gEZREA A&,

% Lucene HUTEIEIRF (INIERIZEIE) B, Lucene RARIEHERXREIPMFRS| FEIUTIRE. Hit, &
R BRE S SERFHEAF R ERIRLY, RIS i BRBURSII AR REA EXIH,

Logging/Elasticsearch Nodes {{&R#R & &8 X Elasticsearch #5149 FHILL T E &K,

5% 7.3. Elasticsearch 8% KRS chart
&t 5k

KRERD R ERPERNED FNBEND F (HEEIF) B
], MRS RBERM, KEMERALUEIE,

SEMBES R SHPNIEFRS FHE, IEEND K RBEENE
b, BEFPEIAFAET MR EHD . £EHE
BEAEKDH (non-active ) BOSERTIA], %
KA O FETR RS R B EIR I wT gE X R A L,

EHSEHEMDF Elasticsearch EFTEMEIF T mEID F#E,
Elasticsearch HFZNMNREREFHEM T =, WE—D
e S mERR RN T 2N ERENE,

SBRDEDH ROED FHEE, BTRMFRSIHTT RKWER

&, Elasticsearch 4 F AIRE% A O EC,

Elasticsearch 17 saigtn

B Elasticsearch T REEBRITHR, sTHATFOIEES, LA TRE#HEMER, Elasticsearch
ZRPITEHESH, Elasticsearch £FHESHALIIEZFHI T B KIR,

Logging/Elasticsearch Nodes {{&RIRBE LU T B XMET R FTIRHEAER, LUK Elasticsearch FAFI
RERNTESHENER,
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K 7.4. Elasticsearch 77 siginEl xR

=178

ThreadPool {£5%

CPUREZE

REHE

WEAE

B =B

3RBIIER

BRE

BRRIER

XTI (BERIE)

SR B

XHEEHE

Elasticsearch 17 s fielddata

30

BREFSRB BRI P EFNESRE. T
PR B9 K HERESS FTRERRE 17 m BTIRIE Rk H Ath
(A1,

%t Elasticsearch 17 m{F R/ CPU £2/F N D ELAE
AR CPU REMNB DL,

Affi% Elasticsearch T m{E R EE,

A% Elasticsearch 7 s £ B F 3R 3| BUEM TR S
R e,

X AYTERRIE Elasticsearch 77 f L3R B BISTER,

1EFR % Elasticsearch 7 R E3R5| XA EEATH], 55|
RS2 ERLERMIFN, 0 IVM Heap RFFFNEE
Mid, EREBMARLAFTREESRE.

TEFRI% Elasticsearch 19 m LB {THIIERIE R E,

TEFfI%E Elasticsearch 17 s £ SE RIS 3R 1% SRR A, 18
RIELTRESFZERZRFRMN, EREINARTE
Bl FREER R,

TFHETEFTIE Elasticsearch 7 ;= LR Elasticsearch 344
BE, SREHEESRMTYT R EOEMNEIAD &
RIS,

E MO BLLAFTIE Elasticsearch 77 RMY{E{AIZEE| 9 K
fHB& Elasticsearch XYM E,

DBLLA L Elasticsearch 7 mBERZERB| D A& F
B Elasticsearch X#4%2,

Fielddata —" Elasticsearch #8451, BLURBIFERRENEIIR, HREE IVM HEH, BEH
fielddata #JIEFE B 51, AL Elasticsearch &4%7F fielddata 4514, HE/ZFRE| D EREMRHE F
if, sHERBRY JVM HEAP REBTFAA fielddata 120}, Elasticsearch ALK fielddata 2%

.0

Logging/Elasticsearch Nodes {{&R#R B & H X Elasticsearch FEXHIBHILLT E &K,

5 7.5. Elasticsearch 77 mPEEEIEEE
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% 7 =R T%L{t E ITXN

it Rk
Fielddata PI% K/ FF % Elasticsearch T & _E# fielddata 128
JUM HEHE,
Fielddata JXF& MFf% Elasticsearch 717 s FfffIBRAY fielddata &5 %K
=,
Elasticsearch Ti m &)1

MRRE|I P EHENHIERENDY, EREBNERIET ANFINWER%RES%E, LUME Elasticsearch
EE R,

Logging/Elasticsearch Nodes {{3k#R & &% X Elasticsearch T R & FHILL T B,

5K 7.6. Elasticsearch T A& i ER
f5hn sk

BIZEFER/D BATFEHEENRELRE, AToBLFE
Elasticsearch 1T mBIFFE D H o

BN EINR A% Elasticsearch 17 s ERE AR IXBREE,
B ERT Affi% Elasticsearch 7 m LI B IAEFEE,
BMREFEERK A% Elasticsearch 7 s £ & RO E 10 1740

Elasticsearch &3|17%

TEZRBISCHYAT, Elasticsearch [ X4 E ARSI K &, XLEHSZHIBENMERT, B

f, Elasticsearch R EHIFE/NI R EREFH B KM EEH, DULEFRER, MMRRSIREFIR,
BLBFH IR ERRETHK, MMSBIERMMEEEHINRH, 7 BhEiXFHENR, Elasticsearch 7
i (throttles) MIZRBIEE BT E DD EATREI BN RN ERERE L LIN,

Logging/Elasticsearch Nodes {{&R#R & & H X Elasticsearch F&5| T RHILLT E &K,

* 7.7. &8I RAEE

i1, Hah

3517 Elasticsearch TEffI% Elasticsearch 17 & L7 3%5&B|12
eI AL,

SHTR Elasticsearch fEffi% Elasticsearch TR E T REBE K

R & FH R VERIS A,

TR JVM #E5T
Logging/Elasticsearch Nodes (kiR B & LL T A X JVM Heap 2 FHE R,

o1
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5% 7.8. JVM Heap itz

&t ik
fERBYH#E A% Elasticsearch 7 S _E SRR JVM HZE R 2,
GC it# TEFRI%E Elasticsearch 17 l2 B2 4T RS %[Ol VE 3

B, aiERLkEgRE,

GC H[a] JVM TEFFI%E Elasticsearch 17 m 324787 3% B R VEHY
BPiE], | B By 3% [ st 1],

7.4. £ KIBANA #1TB &AL AL
IR ElasticSearch HE&FME, ErILUER Kibana 261 & KA1 0 (L YK SR # B E 3R
A Kibana, &AL REREIEHTLLTRE -
o {fiM Discover 7% TT#E5R I ¥ BiiR.
e {#F Visualize 1 F X #EH 1T EI KR .
e {#if Dashboard i1 T OIEFHEEBE LUK,
FAHFEE Kibana REMABBE 7 AXHESER. BXERBEONEZEFER, 155H Kbana X4,
HINERT, #HITEER Aﬁﬁ%& OpenShift Dedicated RER Elasticsearch SLflm, E7E

Kibana qﬂﬁ‘EEﬁfrEllu, IRTER Log Forwarding AP| ECEB A # 1T B ER default 4
HHEE,

7.4.1. & X_Kibana Z&B|#&ER,

REIEXE L T IEEM 5 /LB Elasticsearch 323|, E1E Kibana FIRZRMN it L EE, B0 RE|=
ﬁo

FeREH

o FAMWITER cluster-admin &, cluster-reader AEIXFHNARE, FHEE Kibana FEE
infra #1 audit 35|, EXiA kubeadmin i 7 EBEEXLZRES MR,
INRATLLEE default. kube- #1 openshift- 1B ) pod F1B &, MIRIZ A LAV RXLEFRE],
A LMEAU TSR ELRAN 2EF S MR :
I $ oc auth can-i get pods --subresource log -n <project>

it Bl

I yes
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% 7 =R __[}L{t E ITXN

RiINBERT, #HiTABETREEHIE OpenShift Dedicated RER Elasticsearch SE4
i, ZfE Kibana FEEHITEE, BSJER Log Forward API EeEEAHITTH
&M default HIHHEE,

o EQIEXRBIRAH, Elasticsearch XM REl, XRBTNTEHR, BE—THPHEIRHIER
hRRERE/LOH.

iz
£ Kibana H7E X FRE IR FHOIE Mk
1. 7£ OpenShift Dedicated #£Hl&H, s Application Launcher@ Fi%£5¥F Logging.

2. = Management - Index Patterns — Create index pattern fllJ& Kibana &35 |z

o ELREX Kibana i, MRS UHFIURRSIBERNTEEEHTIEMBERE, BRIt
—NEH app HIFRBIER, FHERA @timestamp I [A FEREEHASRBE,

o F admin AP EERE X Kibana I, /il @timestamp 5 7] E% app. infra
audit =51 0ER5 X,

3. MHFTHIZRBIR R B2 Kibana MLk,

7.4.2. 7f Kibana P EEEHAE

fRAI LATE Kibana web #EHI G R EEEHHE. £ Kibana REFMM L ENBIENSE, BIBET A
MHEESERE, MFESER, HSH Kibana i,

SeRFH
o W& % Red Hat OpenShift Logging #1 Elasticsearch Operator,
® Kibana FRBIEX M IMIFTE,

o A wIEA cluster-admin A, cluster-reader A& XHNAE, FHEME Kibana FEFE
infra #1 audit 33|, ERiA kubeadmin A " EB & & X LEZRE|HIF IR,
INRATLLEE default. kube- #1 openshift- 1B ) pod F1B &, NIRIZ A LAV RXLEFRE],
A LMERUTHASRE LA RSB EYHNR

I $ oc auth can-i get pods --subresource log -n <project>

i th o Bl

I yes

RiINBERT, #HiTBETREEHIE OpenShift Dedicated RER Elasticsearch SE4
i, BIE Kibana FEEHITERE, BSJER Log Forward API EeEEAHTTH
&/ default HIHHEE,

iz
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£ Kibana #E&EERHE :

1. 1£ OpenShift Dedicated ##l& A, = Application Launcher@ Fi%EFE Logging,

2. {FEABEEEE OpenShift Dedicated #2254 & BIME R E LT B,
Kibana FRmE % H .

3. 7£ Kibana #1, s Discover,

4. MNE LA TR AP IEFEENENFRSIER © app. audit 3k infra,
B & EURE T I [H] 2324,

5. BF— I RIBBISCAE,
6. FE\ JSON j Iﬁ-E_U_TIZj({q:E’]EIL.\*
"container_id": "f85fa55bbef7bb783f041066be1e7c267a6b88c4603dfce213e32¢c1"
|3
"kubernetes": {
"container_name": "reqistry-server",
"namespace_name": "openshift-marketplace”,
"pod_name": "redhat-marketplace-n64gc",
"container_image": "registry.redhat.io/redhat/redhat-marketplace-index:v4.7",
"container_image_id": "registry.redhat.io/redhat/redhat-marketplace-
"pod_id": "8f594ea2-c866-4b5c-a1c8-a50756704b2a",
"host": "ip-10-0-182-28.us-east-2.compute.internal”,
"master_url": "https://kubernetes.default.svc",
"namespace_id": "3abab127-7669-4eb3-b9ef-44c04ad68d38",
"namespace_labels": {
"openshift_io/cluster-monitoring": "true"
13
"flat_labels": [

$l 7.1. Kibana *E‘ngggﬁﬂm.\*ETﬁJ
"_index": "infra-000001",
n typell: ll_dOCll’
"_id": "YmJmYTBINDKZTRmLTIIMGQtM]E3NmFIOGUyOWMS3",
" version": 1,
" score": null,
"_source": {
"docker": {
index@sha256:65fc0c45aabb95809e376feb065771ecda9e5e59cc8b3024c4545¢168f",
"catalogsource_operators_coreos_com/update=redhat-marketplace"

]

I3
"message": "time=\"2020-09-23T20:47:032\" level=info msg=\"serving registry\"

database=/database/index.db port=50051",

"level": "unknown",

"hostname": "ip-10-0-182-28.internal",

"pipeline_metadata": {

"collector": {

"ipaddr4": "10.0.182.28",
"inputname": "fluent-plugin-systemd",
"name": "fluentd",
"received_at": "2020-09-23T20:47:15.007583+00:00",
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"version": "1.7.4 1.6.0"
}
}
"@timestamp": "2020-09-23T20:47:03.422465+00:00",
"viagq_msg_id": "YmJmYTBINDktMDMGQtM;ESNmFiOGUyOWM3",
"openshift": {
"labels": {
"logging": "infra"
}
}
b
"fields": {
"@timestamp": |
"2020-09-23T20:47:03.422Z2"
1,
"pipeline_metadata.collector.received_at": [
"2020-09-23T20:47:15.007Z2"
]
b
"sort": [
1600894023422
]
}

7.4.3. B & Kibana

& el LU {8ER ClusterLogging B E M HIR(CR) K {# H Kibana 5l 8B &,

7.4.3.1. Bdi& CPU HIREBR(H
BEIDRA MRS CPU FIRERE T EE,

Pt

1. %i%E openshift-logging % E #1#J ClusterLogging B E X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3

resources: 0

B7EAHERE
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limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: 9
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
requests:
cpu: 100m
memory: 100Mi
replicas: 2
collection:
logs:
type: "fluentd"
fluentd:
resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEEZEREATEFEMHEN CPU FINFERE&IER, *FF Elasticsearch, RAAEHEEE KIE
FORRHI(E,

@OOREEE B visualizer 57 CPU MR IRIEFIHR,
@ RERZIREESKERN CPUMINERERIFK.

7.43.2. hAEAESE T R BTTRYE
ALY BIEE B S 5L 850 pod LU INE M TR M,

it =3
1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc edit ClusterLogging instance
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$ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
visualization:
type: "kibana"
kibana:

replicas: 1 ﬂ

ﬂ 87 Kibana 7 EHIEE,
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5 8 E 1jj[n] OPENSHIFT DEDICATED £28IRS BE
& el LUEF Red Hat OpenShift Cluster Manager & OpenShift Dedicated &8RS BE. RS BE
FHANAT RSN, MAFEREHEFMAENET AL, BELEREEHRRERY, wRms
BRE . AMBDIRHRER.

A4, ALY OpenShift Dedicated £EFRINBRIECRA. I HHWAFSKIAEXFTEZ#F. EX
SREM. AU EM T RS HR B F

8.1. {#FH OPENSHIFT CLUSTER MANAGER &R BHE

& A LU#E A Red Hat OpenShift Cluster Manager & OpenShift Dedicated £2$HIAR %S B &

FRFM

e B&%& OpenShift Dedicated 5&%,

it

1. #AZF] OpenShift Cluster Manager FiEFEHERE,
2. 1E5EEH) Overview T, & F Cluster history 30 FBIARSS HE.

3. 7 M'F?iiﬁ¢)iﬁ¢ Description 3 Severity it [EEBERS A K. B LB TR R H
?ﬁulﬁmlﬁ B ki — it ik,

4. H% : & Download history Bl JSON 8 CSV #& R FHEMERMNIRS BE.

//J\\j.][l%g¥ %DE?&$‘A

&H LU OpenShift Dedicated SREFRILE NI R A, HEMHMLEKEBR A FHAR, ITHBAARK
BdH.

iz
1. ## AZE| OpenShift Cluster Manager FikFIRHIERE,
2. 7£ Support £ _EM Notification contacts T T, s Add notification contact,

3. BIARERINBIECR AR A P & F il

A B FHR A i T 5 B B R AR LAY B9 A bk P AR K

4. = Add contact,

o YWIMELINARINTEARAN, BEBIHIMER. A HIITE Support 175 TTHH Notification

contacts Zf 4.
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%o S REASSE
FIOEMEATEE

9.1. NHEILFHEEE CPU F1NERE
BRI UREEERESNASICTAHER CPU MIAEIRE,

9.1.1. fidi& CPU fINZR(HE
B0 R RN CPU FIPIEIR (Ei T,

it =

1. %i%E openshift-logging % E #1#J ClusterLogging BE X %R (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

namespace: openshift-logging

spec:
managementState: "Managed"
logStore:
type: "elasticsearch"
elasticsearch:
nodeCount: 3
resources: ﬂ
limits:
memory: 16Gi
requests:
cpu: 200m
memory: 16Gi
storage:
storageClassName: "gp2"
size: "200G"
redundancyPolicy: "SingleRedundancy"
visualization:
type: "kibana"
kibana:
resources: g
limits:
memory: 1Gi
requests:
cpu: 500m
memory: 1Gi
proxy:
resources: 6
limits:
memory: 100Mi
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requests:

cpu: 100m

memory: 100Mi
replicas: 2

collection:
logs:

type: "fluentd"
fluentd:

resources: ﬂ
limits:
memory: 736Mi
requests:
cpu: 200m
memory: 736Mi

ﬂ RIEZEREATEFEMHEN CPU FMINFERE&IER, XFF Elasticsearch, RAEHEEE KE
FOPRHI(E,

@OOREEEH B visualizer 57 CPU MM IRISFIHR,
@ RERZIREESKERN CPUNNERERIFK.
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10 = BHEWEME K

510 = HERWEML X
10.1. x FHEKWEMNEZE L

Red Hat OpenShift Logging Operator 1R#E ClusterLogForwarder %R ERE — N IKEESS. Itb
Operator XM MNXEES LT : [HH Fluentd IREESSFI Vector &2,
AE
Fluentd B#%F A, ITXEUEHILITHRAFRMIER, ZL0ESE L a0 T4 o B HA AR
X INEERY bug EEE N HF, (BULIIEENABIREGNE, 1 Fluentd BIBMESRE, &9
L&A Vector,
10.1.1. B&

HEWERZ—DNTIFHREE, ©F Pod ZEEEIEA OpenShift Dedicated T, MKERZIM T =H

==
IBNo

BABERT, BERESHERUTR
o ZRLREMBMBEERRXRERERS. BT F OpenShift Dedicated B HEHE R4 Ko
e /var/log/containers/*.log B FFIERZHFHE

MREFABWESRLEENREFHITEER, S2M /varlog/audit/audit.log IEE 11,

BEBRESZMIERIRERT, HRIEESICREEERIBINELLZEN],

10.1.1.1. BEKER R
Vector ZEE_ IL;\‘I‘I&%%E 'f’Fjj H /L.\TE%E,‘] Fluentd 59—4\251‘%75%0

132‘]1415 T84 ClusterLogging B & X HIR(CR) collection M & EiBEEFRMBAFIC FIERE

7
¥ Vector e & 25MI ClusterLogging CR 7Rl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
logs:
type: vector
vector: {}
#...

BERIZTHREDFERRINARTERIER, MUE. FSEAMMELR D, XIEEEFRRURSBE
BIRIR. MRERTRESRFRLERE AR T EAEEZMMITEN Pod, NI3EEA API IRS52=81E
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B (MREFERE) T TH. TRENNERD KB LTBLE Pod IMBENBESHEE, EE
B HEREIR, XFMRE RSB SREMISE RN RELE

BF

_JﬁiE’Jﬁ%&ﬂﬁﬁﬁﬂ%’ﬁ#ﬁ%‘ﬂ%ﬁ ARERERIR, TEMBRE—MBATER,
{%IIE_JJ’J\ Iﬁﬂ X%/én_amﬂ%il o

10.1.1.3. ##K B 5 0 H & W E SR Thie

5 10.1. B
Thie Fluentd Vector
NARFAREEE v v
FE TN ARRFRERH v v
R ZE AR 0N AR F R ERE v v
Infra 25 A& v v
Infra Bi& v v
kube API # it H& v v
OpenShift APl #Hit Bi& v v
TFFEMML (OVN) HitBE v v

#+10.2. BEEN H A% IE

Thig Fluentd Vector
Elasticsearch iE+ v v
Elasticsearch FA F %/ %65 v v
Amazon Cloudwatch #%H v v
Amazon Cloudwatch STS v v
Kafka iE+ v v
Kafka FA /& /805 v v
Kafka SASL v v
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Thie Fluentd Vector
Loki bearer 5h& v v

3% 10.3. Hise b fF

Thig Fluentd Vector
ViaQ #ERE - N AR v v
ViaQ BHERE - infra v v
ViaQ #i#E#EE! - infra(journal) v v
ViaQ BUEEE - Linux #Hif v v
ViaQ $iEE R - kube-apiserver # v v
it
ViaQ #iE#ES - OpenShift API 8 v v
it
ViaQ ##E&EE - OVN v v
loglevel Normalization v v
JSON fi##f 4 v
el ] v v
AT v v
multicontainer/ split 35| v 4
Flatten PR v v
CLF 85HhR% 4 v
% 10.4. Tuning
Thig Fluentd Vector
Fluentd readlinelimit v
Fluentd 2z v
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Thie

- chunklimitsize

- totallimitsize

- overflowaction

- flushthreadcount

- flushmode

- flushinterval

- retrywait

- retrytype

- retrymaxinterval

- retrytimeout

% 10.5. ol L1

Thie

=[N

Dashboard

24

#106.HE

Thie

2RREXRE

x86 X #

ARM ¥

IBM Power® X%

IBM Z® Xz #
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hag
IPv6 T
HEEH%H

T THE SR AT

10.1.1.4. &SR
THRUTWESR i -
#* 10.7. ZHEH

Thie

Elasticsearch v6-v8
Fluent %%

Syslog RFC3164
Syslog RFC5424
Kafka

Amazon Cloudwatch
Amazon Cloudwatch STS
Loki

HTTP

Google Cloud Logging

Splunk

10.1.2. BE&E%

EIE A A LLAIE ClusterLogForwarder %R, LUigEZEWRERL HE.

FAIE,

Fluentd

Fluentd

Vector

Vector

10 = BHEWEME K

v (Logging 5.7+)

v (Logging 5.7+)

v (Logging 5.7+)

v (Logging 5.6+)

eNeE AR AR el HREE L

ClusterLogForwarder %R 7 i T2, EMZBRMWAHE T BELR L BRENBIARHRERR. X

REHZREM(TLS), UETUEBHER LALLM A ZERE,

EIE A th el LURA RBAC PR RE MR LL AR 551tk - #0 A8 - BT LAV (Rl #0455 & i e H &R BY,
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10.1.2.1. S A LI
E.I-FHE"JE/L.\EE:Z%*EJLEW‘TA . |E|E"J;£])_]L*D%E/L.\$§ﬁ%§lﬂﬁbo

' -
{XZHF Vector 2R 5% BER A SaMse—EfEM. Fluentd I5E25 RAEM T IHASLIN,

10.1.2.1.1. IS HE

EIERCHI, SR REFER— I EER LS. WEXH ClusterLogForwarder TR AT 68 &4
instance, H@/7E openshift-logging @p 4 22 (A {/#, ClusterLogForwarder FRiAHEE
openshift-logging %% 22 ] £/ instance XN ClusterLogging ¥R,

10.1.2.1.2. Z &R X 23Thee
A&IC5 5.8 REERAPRM T L HEL L EEE, FHHREELITIEE
o EIE 51 A LUEHIIBLE A AR S VF E L B IR R eV F SRR B
o EHMENIRMAF LS EMAN M HSINEEE,

o MEFAH Fluentd IEZRTIFBE Vector NEFHE IR G W URII FINA BB LR BHHB T L
BF, EIBIEMNEN, HEMFHAEELERFTURNZET,

EZAERELELIMG, BAFEEN ClusterLogForwarder FR AN N B ClusterLogging iR, 1%
A LU AR A dn B 22 5] R R B FR I8 2 4> ClusterLogForwarder 7R, {BLUTHI4

e {KICIATE openshift-logging % Z2 (5] R Ol — N4 instance B CIusterLogForwarder %
R, AN HZFER Fluentd WESRMESLTERMNBEL L RRE

o {RILIATE openshift-logging @p 4 22 (] R Al — 4 collector B9 ClusterLogForwarder 7%
R, R HBESRERE,
10.1.2.2. WEHE A% A&k 4 2336

EHEASAEKRELEREE, BOUIUNZRSIKF ARRS P MEFABHAE. RE, EAILE
ClusterLogForwarder % ﬁ fr 5| FE AR 551t SR A% 175 [P RR

BF

Z 1T openshift-logging fp & 2 A AN RZI S en R 22 (] P2 5% & A Thee, B iE
#1 Red Hat OpenShift Logging Operator LU ARG fr & %2 (0], TEHTHI Red Hat
OpenShift Logging Operator kA 5.8 iR AR EAIA Z FF It IhEE,

10.1.2.2.1. A A& BEE RBAC FUFR

EBFEICE 5.8 REEMAR, RedHat OpenShift Logging Operator 27 collect-audit-
logs. collect-application-logs #1 collect-infrastructure-logs £, XA BALLKESRDHIKE
HitA&, NARFHESMEMBREBEE,

EA OB AT R R A A B E RIAR S5 MK SRR B BRI RBAC R,

FoRFMH
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® Red Hat OpenShift Logging Operator Z4%7E openshift-logging p % 22 7],

o HEHEMNNR.

1 RHBERBFBLIRIRS K. MREFASEARTESELTEMOLILNEFNE, MBIERS K

aE T,
2. FELANKEABAERRSIKS
HEtnmRHl

$ oc adm policy add-cluster-role-to-user <cluster_role_name> system:serviceaccount:
<namespace_name>:<service_account_name>

Hh iR
o {# M RBAC #%# Kubernetes 314

10.2. H&HjH KR

Hit (output) B XL T BER L BN EEAL XTI ERM, &aLLTE ClusterLogForwarder B & Y R
(CR) FECEBZ M H LR, MAFLERZFARRNILAMARS SR,

10.2.1. 3 #5089 B iR A fi
I AT LR L TAEREEL

F10.8. M BAERHER

A B&SiCFkhR%& RS RR
Elasticsearch v6 HTTP 1.1 6.8.1,6.8.23 5.6+ Fluentd, Vector
Elasticsearch v7 HTTP 1.1 72.2,717.7,7.10.1 5.6+ Fluentd, Vector
Elasticsearch v8 HTTP 1.1 8.4.3,8.6.1 5.6+ Fluentd ", Vector
Fluent Forward Fluentd forward v1 Fluentd 1.14.6, 54+ Fluentd

Logstash 7.10.1,
Fluentd 114.5

Google Cloud B HTTPS B9 Latest 5.7+ Vector

Logging REST

HTTP HTTP 1.1 Fluentd 1.14.6, 57+ Fluentd, Vector
Vector 0.21

Kafka Kafka 0.1 Kafka 2.4.1,2.7.0, 54+ Fluentd, Vector
331
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ik fsE F HickhRA SRR R
Loki ER HTTP #0 2.3.0,25.0,2.7, 5.4+ Fluentd, Vector
HTTPS BY REST 2.2.1
Splunk HEC 8.2.9,9.0.0 5.7+ Vector
Syslog RFC3164, rsyslog 8.37.0- 5.4+ Fluentd, Vector [2]
RFC5424 9.el7, rsyslog-
8.39.0
Amazon &t HTTPS By Latest 5.4+ Fluentd, Vector
CloudWatch REST

1. Fluentd A #FHEICEIRA 5.6.2 B Elasticsearch 8,

2. Vector ZFHEKILKIRA 5.7 REERAFH Syslog.

10.2.2. i R B IR

default
On-cluster. Red Hat B A EEH. EAEEREE I HLE

pa -

L

IREEE TERIAFE, BRFESER, RNRET default HiH&FLABI A on-

cluster, Red Hat managed log store,

loki
Loki, —MEEEYT B, S A, ZHAAERER
kafka
Kafka ¥, kafka fiHi=JLAEF TCP = TLS ##,
elasticsearch
—/N9LER Elasticsearch 5245, elasticsearch i AT LAE TLS £,
fluentdForward

— X FF Fluentd WASBBEERERA R, XMETER Fluentd A 111, fluentForward it
AILAEFE TCP 2k TLS %, Fi@id7E secret iRt shared_key FE R ZRHHZHHE I UE,
A MU RI EFE AR A ER TLS BiER TEA,

BF

REMEFEA Fluentd WESRKT, 4 # fluentdForward %, fNREER Vector
YRR, NIRRT, MRFEA Vector JNESR, ERLUER http fH N BAEERLE
Fluentd,

syslog
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X #¥F syslog RFC3164 8% RFC5424 MY HINERH R E MR TR, syslog HitH eI LAER UDP, TCP
g TLS %1%,

cloudwatch
Amazon CloudWatch, —#EH Amazon Web Services (AWS) FE& #1250 B E1ZMER S5 .
Cloudlogging

Google Cloud Logging, H Google Cloud Platform (GCP)IE & /i #F1 B B EAR S5

10.3. [ JSON BEE A

R LABCE Log Forwarding API, & JSON FRFERBEMNT A AL R,

10.3.1. f##7 JSON BHi&

&R LAME R ClusterLogForwarder Xf &% JSON BEBHTEIZEEXT R, FHRENHRARZ /0%
E‘O

NTHBARTIFRE, BRESELUTEE JSON HERA :

ZEFy{b JSON BB RAl

I {"level™:"info","name":"fred","home":"bedrock"}

Z 5 AN JSON BHiR, REZE parse: json 1NZ ClusterLogForwarder CR FIE &/, W THIRT
o

7R parse: json B9 Bl

pipelines:

- inputRefs: [ application ]
outputRefs: myFluentd
parse: json

L {FEFH parse: json /5 JSON BEfEMTES, CREEH structured Tid#) JSON L5t HE S H,
NIRRT AR

Aa45rE JSON BESFRBM structured Hi i =1

{"structured": { "level": "info", "name": "fred", "home": "bedrock" },
"more fields..."}

- o
NMREAEBEXEANSEERNEE JSON, NSHERD structured FE&,

10.3.2. 7y Elasticsearch fidi& JSON B &R
INREE JSON HEEBEZNMER, EEANREIPEHEEI TS FREER AR EME n]H, Bkt fixX

B4, iEeiE ClusterLogForwarder B7E X R (CR), f¥&8 schema SHEIENHIHE LA, X
FE, BRI LR BIRMNERE,
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BF

INRIET JSON BiEH X Bl OpenShift Logging BEEMIBRIA Elasticsearch S5, ©RiRIE
BB ERFTNFRE, HERSREIME T LHEXMMERERE, FEEESIELEE
AR SRR FF AT BERE R B E R,

SEHREY
XA LA# A ClusterLogForwarder CR FRfLL 25128 skt ) Elasticsearch B EFMEIIERZRBILHE
e structuredTypeKey & message FEHI &, ZFERBERTIIERSI&H,

o kubernetes.labels.<key> =2 Kubernetes pod 1%, H/{EHTHERZ| &R,

o openshift.labels.<key> 2 ClusterLogForwarder CR F/ pipeline.label.<key> 7t3%k, H
ERTHERSIEFR,

o kubernetes.container_name & i 25 AR IEZRS| B R,
e structuredTypeName: 1% 5% & structuredTypeKey FE%, sHEHBEREFE, NI
structuredTypeName B35 FEZ5H91E KB, HIKHF structuredTypeKey =F & #1

structuredTypeName FEX— AN, WR JSON BEHIEHER D structuredTypeKey FE&
FRREHH, N structuredTypeName {EIHRHE— N ELE RS &R,

F SRR LUK structuredTypeKey BI{EXE 77 "Log Record Fields" F A i /REIEAR] F
B¢, BREANFERN D REMEIGSLRRTIRA,

structuredTypeKey: kubernetes.labels.<key> 7~f
BT :

o EEMEMZITUNMAREXAEM JSON BERMN A pod, Bl "apache” # "google”,
e M/ {EM logFormat=apache 1 logFormat=google #riiX £ pod,

o (XA LITE ClusterLogForwarder CR YAML X4/ {E AL FREE FEX.

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
pipelines:
- inputRefs:
- application
outputRefs:
- default
parse: json 9
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@ 7 Kubernetes logFormat FiA T ARBYHE(ER (E,
e Fﬁﬁ**ﬁ JSON En_.\o

EXMIERT, UTEHEEEKILEHEA app-apache-write 35| :

{

"structured":{"name":"fred","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "apache", ...}}

}

PUFEER1E B 7RI0 %# A app-google-write 3R3| 7 :

{

"structured":{"name":"wilma","home":"bedrock"},
"kubernetes":{"labels":{"logFormat": "google", ...}}

}

structuredTypeKey: openshift.labels.<key> 7~

RIZIETE ClusterLogForwarder CR YAML XA ER T U TFRIBHER :

outputDefaults:
elasticsearch:
structuredTypeKey: openshift.labels.myLabel ﬂ
structuredTypeName: nologformat
pipelines:
- name: application-logs
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-secure
- default
parse: json
labels:
myLabel: myValue 9

ﬂ 6 FA B OpenShift myLabel F1%54H Bk BOBEAE X BOME,

9 myLabel TTRGFHFEE myValue IREEAEHILATE A,

EXMERT, UTEEBERILEEAN app-myValue-write 35|/ :

{

"structured":{"name":"fred","home":"bedrock"},
"openshift":{"labels":{"myLabel": "myValue", ...}}

}

o

L fth =S

10 = BHEWEME K

o ZER){biC M Elasticsearch 5 /&1 app-"INBNLEF b SR FEMEAN "-write" KK,

m
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o JEENMLIDRAR K EREMEEREl, ENB. BEMZREsE115R5d, eI RBESHITER
3l,
o MREBIFLEMEIIEERE, ML —1N%E structured 1B unstructured it 3K,

AEFH B KXLFRIM Elasticsearch, AR BEZAFERRRENEHEEE, MARNENNHERE
a2 EEERRRMNEMERE, i, K% Apache N AFERERELN JSON HEKRFLEHL
A, 40 LogApache,

10.3.3. ¥ JSON Hi&#5 4 Bl Elasticsearch H & # i

% F Elasticsearch &, ARMEH JSON BiER B EBF/FHER, 15 ClusterLogForwarder
BE IR (CR) BEENHFE JSON EHEX D HEI LN E LA, X, Elasticsearch 2 8N
schema {#f— M EHEMBIFES|,

BF

RN RAENERE L EIE—RE| AR SRR BRI Kb 08, ARSI EEE
# % B Elasticsearch ZERIHITIHLEC B,

TR S RE I MET SRR, FEEEIIVECEE AR ERE TRERER
BEWIE,

1. FUTRIE FERARINE ClusterLogForwarder CR YAML X {4,

outputDefaults:
elasticsearch:
structuredTypeKey: <log record field>
structuredTypeName: <name>
pipelines:
- inputRefs:
- application
outputRefs: default
parse: json

2. {#F structuredTypeKey FIEEHR A —MHEBEILKFEE,

3. &M structuredTypeName F&15E &K,

BF

ZENT JSON B, MR 1ZE structuredTypeKey #1
structuredTypeName F %,

4. XIF inputRefs, IEEEMAZEEHAWLEHEKLRE, W application, infrastructure =X
audit,

5. ¥ parse: json JTTERAINEIEE

6. I CRARK :

I $ oc create -f <filename>.yaml

12
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Red Hat OpenShift Logging Operator * EFERE NS SR Pod. BRE, MREBEEMEE, B
BRUSEE RS Pod LAiE I EFTERE,

I $ oc delete pod --selector logging-infra=collector

10.3.4. [§[A— pod A2 JSON HEK A E AR 5|

BRI LU R B R — pod AR BRRML L B SR X BN EMNRE, EEMALIIE, BUERSESRX
FECEEEH I pod. AERE NHH app- BIZHIFRE], IR Elasticsearch BEiE I E A &R AN
A=)

BF

HER JSON R ERN BREFMR. RNCIBRKZSRIISTMMERE, FRLUEIREIEER L
hEE, WT—'—EJSON%t?%&@ﬂﬁa,mﬁ&%%l FRATHNESESETRAGRERLE,
jﬂ%ﬁﬁgJSON BAN BRFEHTRE,

SeREH
® Red Hat OpenShift IE &L : 5.5

¥ =
1. Bl SmiEE X ClusterLogForwarder CR % REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputDefaults:
elasticsearch:
structuredTypeKey: kubernetes.labels.logFormat ﬂ
structuredTypeName: nologformat
enableStructuredContainerLogs: true
pipelines:
- inputRefs:
- application
name: application-logs
outputRefs:
- default
parse: json

ﬂ & Kubernetes logFormat #7252 i B9 88 (B GHEL
@ FRzaskt.
2. B E X Pod CRATHREI YAML ST :
apiVersion: vi

kind: Pod
metadata:

13
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annotations:

containerType.logging.openshift.io/heavy: heavy ﬂ
containerType.logging.openshift.io/low: low
spec:

containers:

- name: heavy 9
image: heavyimage

- name: low
image: lowimage

ﬂ %3 : containerType.logging.openshift.io/<container-names: <index>

ERBNIN S BB TRILES

s
HERE TS DR R4 K,

ie

=X

P

\

e Kubernetes ¥ f#

Lth

=

iR
L %?Elb\i‘ggﬁ

\

10.4. Ed B B & A

EEIL\IE%%B%EFH ﬁ%ﬁ*ﬂgﬁtﬂaﬁ@ﬁuﬁﬁ\%ﬁﬂ CIusterLogglng QI:E.X I}?(CR)I:F/EXE’JP\]ﬁBE/L.\
#hifo

MANBERT, #FITASTREAIRBESEN, BAITREREEME. CREHCHRIELHEITER
BRI RERENL RBUFHMERER, HEASENRLY,

MEGBRNEEWHRENEE, NAEZERE— ClusterLogForwarder CR, fNIR#EFE
ClusterLogForwarder CR, H ,L\Z:A%ﬁﬁﬂlj\]ﬁﬁ B&EFMHE, MRIFENT S E default HIHEHEE,

10.4.1. X T RAEERELBE=HRY%
Eﬂi—ffﬁluﬁﬁiﬁu OpenShift Dedicated %ﬁp\]‘iﬁfrﬂﬂﬁfﬂﬁﬁﬁiiﬁﬁﬁ, &8 LLTE ClusterLogForwarder B
FIR(CRYFRIEE M EBNEE, L TLUER A NE5HED B XN R B &5 % Blin
o %ﬁgﬁifl:ﬂﬂ Kubernetes Secret ¥ G124,
pipeline
E)‘LM—/I\EI/L.\ﬁmﬂ—/\_ﬁ%/l\ﬁuﬂjﬁﬁ j$ﬁ§ﬂﬂ _J:(;L-EX’/{E:%Z%LE’JE/L.\Q /L.\?%ﬁ:l:uZEEJ’J\-FZ_

e application. &R IZITHAFNARFERNBSHEES (EMRNWEHENBREFRMN) .

14
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e infrastructure.7f openshift*. kube* =X default i E iz THERZEL, UERERFIHTRI
#2589 journal BE.

o auditH T AEITRYE. auditd. Kubernetes API fRS525. OpenShift API BRS525%1 OVN &
Q‘%Eﬁiﬁ’] EF'T—I‘E Tho

1Al LU A E Y key:value X H ik B & 5H ,.,\,,J\JJIPI‘T\ {’JJHD,,.,\_JL/LT%?&?QEﬁé&?EEF“L»E’J/é
u_.\q:'/d\\jju A*T j%*ﬁ%;@iﬁ El 1u\//J\\jJD7FT_Lo //J\\ UXT% E,yI:T 'H_jaAlé jﬂ El n_.\/ ,u%?yf

FIA

HE5RETB XEKMN ARFEHEELEEE,
EEESD, BEEFER inputRef S AL AERE, URMHER L EFER outputRef 54
BRI B,

Secret

SENELIEN key:value B, WA EHE,
ERUTILA

o MRMERBENHERBE LEE, NFEFREKREWAE., Ha, 0RE application
audit RRIEEEE, 1BZAE N infrastructure XEIEEE &, I infrastructure HESEFH.

o REILA#EF ClusterLogForwarder BE %R (CR) FRZHMEH LI HELEEZHFRR
P BIAR 55 2%

LUF AN T B &5 4 Bl 2SR Elasticsearch SEF, EliZ2et BE L XS R L2450
Elasticsearch £, R FTRFHE KR EE Kafka K32, L&k my-apps-logs Ui B 89N AE2F H &AL EE
RER Elasticsearch SE41,

I&\%kﬁﬂj*ﬂ 1_.7.1_‘@]

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-secure ﬂ
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: elasticsearch
- name: elasticsearch-insecure 9
type: "elasticsearch"
url: http://elasticsearch.insecure.com:9200
- name: kafka-app
type: "kafka"
url: tls://kafka.secure.com:9093/app-topic
inputs: ﬂ
- name: my-app-logs
application:
namespaces:
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- my-project
pipelines:
- name: audit-logs 9
inputRefs:
- audit
outputRefs:
- elasticsearch-secure
- default
labels:
secure: "true"
datacenter: "east"
- name: infrastructure-logs @
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
labels:
datacenter: "west"
- name: my-app m
inputRefs:
- my-app-logs
outputRefs:
- default

- inputRefs: @
- application
outputRefs:
- kafka-app
labels:
datacenter: "south"

EESBEIF, CREMBIIZ instance, % BEL A RELHA, ERILUEREMEH.

BRI, CR & 2[Rl /12 openshift-logging., 1£% B&H & 8RKIA, EeLUEREM
GCEZRALTN

AR5k O FR, B0 A TE openshift-logging A EHPEBEREL L 2R, NREZHER LS
LR FEERSK .

FRTAEZRLE URL ¥ secret RBLEZR £ Elasticsearch Hit.

o ® 0

L ::puit s s]:DE i

o A : elasticsearch,

® Elasticsearch LIRS URL MmO/ HAMBLNT URL, SIERIZ.

o FF TLS BEMIHARTTH secret, secret Wl{FETF openshift-logging i B A,
a BB R &L LM Elasticsearch fiiH :

o HRHEIHBIEN.

o A : elasticsearch,

® Elasticsearch SEIBR % £ URL MmO /E hBRMMILT URL, SIERIZ,

16
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© EAEFHRILN TLS BI5E1TR2 URL BE Kafka fith :

LI TPt ifak:DEE i

o IHHAYRE : Kkafka,

o fF Kafka (RIERY URL Mim A& E N — N EMRBILENT URL, SIERIL.
Q FAF it i my-project fn & 22 5] R By L TR H SR A B B,
@ AFEFHITHELEEIREMNER Elasticsearch LB E BB E

o IHMEBHEZIR,

e inputRefs EH&RE, EXNRAIFZE audit,

e outputRefs 2HiHFERNAT, EAFIF, elasticsearch-secure AJLUEL % BIR LM
Elasticsearch 5245, default %% EIPNER Elasticsearch £,

[ ] : AANEIE IL;\E’J*T_LO

o

@ _.ﬁi : ??&%o gm\\ﬂﬂgmﬂluqﬂﬁ’] /I\EE%/I\ﬁ%o S’ﬂﬁﬂﬂﬁ% (ﬁl] "true") y L)L@'E‘TIW)%R%’J%?
FrER(E, MARIENFAI/RE.

@ BEERE, MEMEMBELEITRZREHANER Elasticsearch S,

EERE, ATNHEEM my-project i B & % EINER Elasticsearch L4,

=

o IREEBHATR,
e inputRefs 2—MFEMHIA : my-app-logs.
e outputRefs 2 default,
o E.rji . ??&%o gm“ﬂﬂ IJEIL;\I:F'E’J /I\EJZ%/I\ﬁ’\%o
@ FEFELER Kafka RENEEEE, THAEERTN :
e inputRefs EHERE, XN FIHE application,
e outputRefs ZZE 5 8%t &5,
o _.I- %?—%% E/IJ\\DDEUE/L,\':FE’J /I\EE%/I\ﬁ%o
LUABMAERESBAATAN, Fluentd BEAEE
yﬂ%%ﬁﬁﬁluﬂimm%ETTFHE%%T%”S(EM, Fluentd AQL ”&%E/b\#'l‘j’ﬁﬁﬁ%&éﬁquq: éEIL;\
/RD%E_.”EHET E/L.\yz:ﬁ'&'l‘rg @?E%,FFEI’JEMQ HD%%,FFEE{WL Fluentd 2= 1EEHE.
OpenShift Dedicated 3 BE&EFMRE &K, BXERBZ AR KD, HEMSAESER (PVC) 7AiM
El Fluentd SPH 25K Pod H,
IR
XERETEIUNEARE, FEHERBTHOANTRHEH, CREFETHENEETES. T8
secret BB AIER, B REEXBIARSRTEENRLTIEE., BREE0EH4ET NI BERItha8E
FEMHNEE, MBHM secret. RFHMIK,. WwOFIT AL BRIBRSH/EE. Open Shift Logging
NI IERAH & R AR TR,

ERIER 2 (TLS)
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fEF% A secret B9 TLS URL (http://... 2k ssl/l...) B REARN TLS RS H[HESMEIE, ETS
Secret FIZBELL N AEFER /G BAIANHI TLS ThEE

o EBREIE : (FRHB) XwiIHY TLS FEAITHEIN, FE tis.key,

o

e ca-bundle.crt: (FfFER) ATFIRSZREMDEIEMNEF CA BIXHS,

A2 MEG
e username : (FRfFHE) FHREIERAF 4. FE password,

e password : (FfF&) HHEIEENY, FE username,

R BT IER L JZE (SASL)
e sasl.enable (#/RfH) BRfATEE/S M SASL, tNRERE, NIKE TE@EM sasl. ZH
i B 5h/E F SASL,

e sasl.mechanisms : (array) /T8I SASL il &FRTIZR, WRERD A2, NFERERGEIA
(ER

e saslallow-insecure : (f/R1E) ARFAEAXHEERNE, BRIA Nfalse,

10.4.1.1. B1/E Secret
BRI LERU TS EESEMIE-P BN B kP secret :

$ oc create secret generic -n <namespace> <secret_name> \
--from-file=ca-bundle.crt=<your_bundle_file> \
--from-literal=username=<your_username> \
--from-literal=password=<your_password>

Y B B A KRB secret SEIKBRELSE R,

10.4.2. QB EER A 28

EOBAKREK L, EUFE/E— ClusterLogForwarder CR, LUEERSSIK S AT LUK ER B FRH A
B, AR LMEE BERT S L BRI H, NRERAS BEL L SRIEE, TUIE
ClusterLogForwarder CR #138| FHRZS 1K

MREEEHPEALS TR LREE, BALUFEREAZMEERGRZEA AR
ClusterLogForwarder B X R (CR), #IR{EMAIHASLI, ClusterLogForwarder CR /i én 4
instance, H/i7E openshift-logging %4 22 8] 01 EE,

HE
/% ClusterLogForwarder CR #6422 5] F B E 1 5 R,

ClusterLogForwarder ¥R R%1

I apiVersion: logging.openshift.io/v1

18
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kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> G
pipelines:
- inputRefs:
- <log_type> ﬂ
outputRefs:
- <output_name> @
outputs:
- name: <output_name> G
type: <output_type> @)
url: <log_output_url>
#...

EEZREH A, CR ZFML/NE instance, % B&iE A8, el LUFE BE R E TR,

EIRMSCEN, CR #4226 %772 openshift-logging, £% A& AL g, e LUEREM
EEEA 1SN

AR5 BEFF, SNR%E1E openshift-logging SR (R HEREHER 48, NIRESZHEKALS
SR BERSTK

6@@0

WEMBERE, FENETLLZE audit(BFHITHE) . application (BTN AREFH
&) . infrastructure (BFEMZPWERE) , A NEHLBREREE LHEFR,

HERLZRHmEBRE, LFERIETLZE
defauIt,Iokl,kafka,elastlcsearch,fIuentdForward,sysIog, g cloudwatch,

% BEHR A AL IMA T Hr default FiHi KRB,

0O EHEFELINEHNET.
© ZHEEHRLBIHIHE URL,

10.4.3. i}%% E /u\ﬁxiﬁl ﬁﬂls&ﬁ

EBEICK 5.9 REFHMAH, ClusterLogForwarder B E Y R (CR)HH tuning spec 12t 7 ECEEB
ELLEAFEAEEH ERFAEN AL,

pign, MREFEERDVBESFECRNBEZRNT RN, HECFRERESECRFREATHEE EEIT#

M3E, ERURERBLUMERFEASHEAN, WREEAN A KR B NERREINE S, &
AREREHBREUMNLLIERSEMLE,

BF

ZFEAXNIEE, BHBAFICKEBELTEEE NFEM Vector INEESR. HA Fluentd IN&E2R
i, A Z#F ClusterLogForwarder CR #1#J tuning spec,
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LT RAER T ST LB ClusterLogForwarder CR %77 A% B R i% 4 S -

ClusterLogForwarder CR JHZ TR

apiVersion: logging.openshift.io/v1

kind: ClusterLogForwarder

metadata:

#...

spec:

tuning:

delivery: AtLeastOnce ﬂ
compression: none 9
maxWrite: <integer> 6
minRetryDuration: 1s
maxRetryDuration: 1s 6

#...

Q@ EEATHRHRE,

e AtLeastOnce XM XTFIMRAEKL A RRGHER, NHIEMERIGATLERN A SHEER
REFHBRM, BERTTRIERIEES.

e AtMostOnce X BKE AEE A B ARB NG BRIFHIR Z R AT, X MR AT LR At
BHFNELE, BFERSHATEX.

9 187 compression EZE & T LR M A X BB LR, HER, FHIEMBEHE AR
[E4E, MIRMHAZRIEENEERE, XSRS, WEREMNAEEE S none (R
%) . gzip. snappy. zlib =X zstd, WIREEA Kafka i, BAILAER 124 145, NFEEZE
B, SR IHEHERE BT HLHL"

© EEB KRR RE R A IS E R

Q BEERWEERLEE SR Z EFUNE, XMER—NFRE, AEENEMN(Ms). #(s)
o E(m),

g BEEERNEERZEMAEZ A FEFIEKEFE, IMER—1NFREB, ATEENZRD(mS).
#(s)= o (m),

2 10.9. BRI H B9 G R B

Amazo Elastic LokiSt Apache HTTP Syslog Google  Micros
n search ack Kafka Cloud oft
Cloudw 8 Azure
atch Monito

ring

gzip X X X X X
shapp X X X X
y

zlib X X X
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Amazo Elastic LokiSt Apache HTTP Syslog Google  Micros

n search ack Kafka Cloud oft
Cloudw 8 Azure
atch Monito
ring
zstd X X X
1z4 X

10.4.4. B Z TR

5 BARBE BN S ITHIRRN,

p-- = =
=]
AA [ERLtThRERTRER X MEBE A M, AREFEMANITER IR ERBAKIC KBRS

vl

o

AEMEf R RE SRR E - NMIAFNTRITIRI IR ENGIN, I2SBENANBEERE, UK
ZIRFNE RN TENTIEMR,

java RETHI

java.lang.NullPointerException: Cannot invoke "String.toString()" because "<parami>" is null
at testjava.Main.handle(Main.java:47)
at testjava.Main.printMe(Main.java:19)
at testjava.Main.main(Main.java:10)

e ENABRFRILRKXMENLZITRE, HREEHRMFIIN—ITBERESD, HHRKE
ClusterLogForwarder B & X ¥R (CR) @& detectMultilineErrors %, {EH true,

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-app-logs
inputRefs:
- application
outputRefs:
- default
detectMultilineErrors: true
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10.4.4.1. 15

L ATHEBERN =R =D EIANERBIN, RFENESHE-—ME—MAKICEP, H—TAE
HENRABREH N FIHAAREFRINEERS,

#F 10.10. BMBERZHIIES -

Fluentd
Java v v
JS v v
Ruby v v
Python v v
Golang v v
PHP 4 /
Dart v v

10.4.4.2. WREHERR
FRE, WEREENSE—THBES, KERZ : detect_exceptions

vector B &R B~

[transforms.detect_exceptions_app-logs]

type = "detect_exceptions"

inputs = ["application"]

languages = ["All"]

group_by = ["kubernetes.namespace_name","kubernetes.pod_name","kubernetes.container_name"]
expire_after_ms = 2000

multiline_flush_interval_ms = 1000

fluentd config Z8 4 <l

<label @MULTILINE_APP_LOGS>
<match kubernetes.**>
@type detect_exceptions
remove_tag_prefix 'kubernetes'
message message
force_line_breaks true
multiline_flush_interval .2
</match>
</label>

10.4.5. {5 H &% 4 El Google Cloud Platform (GCP)
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bR T NEBHIERIA OpenShift Dedicated B&F#ES, A LIS B &R & Bl Google Cloud Logging.

¢

SeRFH
® Red Hat OpenShift Logging Operator 5.5.1 & B#HHIhRA

it

NXZHFTE Fluentd AR LLINEE,

1. M Google ARZ5MK 7 2 5H Al secret,

$ oc -n openshift-logging create secret generic gcp-secret --from-file google-application-
credentials.json=<your_service _account_key _file.json>

2. EALUT#ENRE/EE ClusterLogForwarder B E X %R YAML :

@6@@0

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: gcp-1
type: googleCloudLogging
secret:
name: gcp-secret
googleCloudLogging:
projectld : "openshift-gce-devel" ﬂ
logld : "app-gcp"
pipelines:
- name: test-app
inputRefs: G
- application
outputRefs:
- gcp-1

EESFRLI A, CR&FRNIIRZ instance, % BER AR LA, ETLUFEREMA

Ro

EIRMISCEN, CR #4226 %72 openshift-logging, £% A& A LA, Al LUfE

e B 22,

ARSI I ZF5, INSR %A TE openshift-logging S8 &2 hEREBREHL L 2%, NRELZH

SR BRI R BERSI .

RIBEEEFMBAERFMHEE GCP HIR/ZREFHBALE, K& projectld, folderld,
organizationld, =X billingAccountld #9771 & H A8 5 FI1E,

4‘:}@&77//1“7][]%” LOg Entry 5] |OgName %EXE’]1E
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6 FREEREEER LB KR  application, infrastructure, X audit,

HAth B
® Google Cloud Billing 3X#%4

® Google Cloud Logging Query Language 344

10.4.6. ¥ B & % & Splunk

BR T RNERHIEKIA OpenShift Dedicated HEFF MBS, LT UGB &R A E Splunk HTTP S 185235
(HEC),

RXHFTE Fluentd AR LINEE,

FRFH

® Red Hat OpenShift Logging Operator 5.6 5 & = ik A&
o HHIEET vector B ClusterLogging SEBIVE 1IN EE25

® Base64 4wiGH Splunk HEC k&

¥ =
1. {#REM Base64 FlLHI Splunk HEC S HE G secret,

$ oc -n openshift-logging create secret generic vector-splunk-secret --from-literal hecToken=
<HEC Token>

2. FERLTERGIESYRE ClusterLogForwarder B E X ¥TR (CR) :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: splunk-receiver ﬂ
secret:
name: vector-splunk-secret 6
type: splunk G
url: <http://your.splunk.hec.url:8088> a
pipelines: 6
- inputRefs:
- application
- infrastructure
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name: g

outputRefs:
- splunk-receiver @

EEGHSLHIR, CR & A/iE instance, £ HEKR L RLIA, EaLMEREAZ
Ro

TEIRMISCEIp, CR #4226 %72 openshift-logging, £% A& A LA, Al LUfE
FA A p 4 22 A,

ARSSMK B9 2 F5, MR %A TE openshift-logging S8 & 22 R EEREHL L 2%, NRELZH
B R FLINAPFEBERSIK

ti=paatinfas]:NE

IEE SR HEC T M secret &R,

¥ H 2R Y48 E O mvapich,

87 Splunk HEC B URL (@3EimA)
FREEREERLAMBEREE  application, infrastructure, X audit,
Al R EE BRI AT,

1EE AL E B L B SRRk 2.

10.4.7. @iF HTTP ¥ A B &

Fluentd 1 Vector BEREREZ @i HTTP %4 H&, E/HHA, 1E ClusterLogForwarder B E X5t
B (CR) #35

E hittp /EhHIH KRB,

FEAMUTER OIS ClusterLogForwarder CR :

ClusterLogForwarder CR 7l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:

name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9

spec:

serviceAccountName: <service _account_name> 6
outputs:
- name: httpout-app
type: http
url:

method: POST
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@9@@6 @ ® O

secret:
name: G
tls:
insecureSkipVerify: ﬂ
pipelines:
- name:
inputRefs:
- application
outputRefs:

-0

EEGRLI A, CR &FRAIIRZ instance, £ BEHK AR LA, ELUFEREMA
i1

TEIRMISCEI, CR #4226 %72 openshift-logging, £% A& A LA, Al LUfE
FA A 6p 4 22 A,

ARSI B9 2 F, MR %A TE openshift-logging S8 & 22 hEREREHL L 2%, NRELZH
B R F LA FEERSIK

H&EB B hritit,
A BRI R AR H ARk,
BHREIER secret &7,
AT LA true =X false.

IXAME N 2 55 2 AR R

10.4.8. 5 % &l Azure Monitor B&

ﬁﬁﬁ H u_,\ﬂﬂ:kL 59 &ZEE"]H&$HTJ‘1 B%T%kij\ﬂl‘] H Ih\ﬁﬁ%%y '\ _.”’/u_.f' H /L.\?F#??y'i I.I Azure Monitor H
o IXNINBER Vector Azure Monitor Logs sink 3@,

FoRFMH

BN EEF G/ ClusterLogging B E X FTRE (CR) 5L,

BN EEF G ClusterLogForwarder CR L4l

& 7 & ClusterLogForwarder CR #11&,

&% Azure BRSB—EMI T 2,

1By Azure Portal 3¢ Azure CLI If[AECE T Azure K,

=

=

IREIREX T Azure Monitor Logs EHMEZ L HH,

EEREBH LM A RLL,

WijT HTTP Data Collector API J2 A B &4% %4 Bl Azure Monitor A& :

FREMHEZHHOE secret :
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apiVersion: vi
kind: Secret
metadata:
name: my-secret
namespace: openshift-logging
type: Opaque
data:
shared_key: <your_shared_key> ﬂ

ﬂ W BEEMIERM Log Analytics T/EX MIESKMEBEEA,

EIRENHE =5, EELUE Azure CLI R{ERXANHS -

Get-AzOperationallnsightsWorkspaceSharedKey -ResourceGroupName "<resource_name>" -Name
"<workspace_name>"

HA 5 B & EF T RRENR G234 ClusterLogForwarder CR.

BAMBERE

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id ﬂ
logType: my_log_type 9
secret:
name: my-secret
pipelines:
- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor

ﬂ Log Analytics TYERBIME—FRIARF, IBEFER,

Q IEERRZHEIER Azure ILRRE, REEGAFHE. HFMTUL (), BEFNEEL 100 MFH,

ek M ARFHEMZEAE AR

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:

name: instance

namespace: openshift-logging
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spec:
outputs:
- hame: azure-monitor-app
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: application_log ﬂ
secret:
name: my-secret
- name: azure-monitor-infra
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: infra_log #

secret:
name: my-secret

pipelines:

- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor-app
- name: infra-pipeline
inputRefs:
- infrastructure
outputRefs:
- azure-monitor-infra

ﬂ IEERRZHEIER Azure ILRRE, REEGEFHE. HFMTUL (), BEFNEEL 100 MFH,

= R ECE L

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogForwarder"
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: azure-monitor
type: azureMonitor
azureMonitor:
customerld: my-customer-id
logType: my_log_type
azureResourceld: "/subscriptions/111111111" ﬂ
host: "ods.opinsights.azure.com”
secret:
name: my-secret
pipelines:
- name: app-pipeline
inputRefs:
- application
outputRefs:
- azure-monitor
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Q@ RSS2 X Azure FRBOWER ID. AT,

T H Azure KIGER EMN, mIEFE. FBIAE ods.opinsights.azure.com, Azure
Government #92K1\{E "/ ods.opinsights.azure.us,

10 4, 9 }‘ALF#;EITETE?%&}__}EH*E IL;\

BRT RSB EFHEA, LIRS ET BN ARRF EBERIREZ LN BEERE SR ELnIEEN
MAXEREE, LEKFEB OpenShift Dedicated I HEEIE,

EMTBREEE LN ERFERE, /28— ClusterLogForwarder B %R (CR) , HeE
ANIMB A, NEMBERESSRIRHE LY, DIRGERXLEHANEENEE,

SeRFMH
o WA BE HEREENM S B E SEEN B SRS 8.

AR

1. Bl SmiEE X ClusterLogForwarder CR B9 YAML X 44 :

ClusterLogForwarder CR fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
secret: G
name: fluentd-secret
- name: fluentd-server-insecure
type: fluentdForward
url: 'tcp://fluentdserver.home.example.com:24224'
inputs: a
- name: my-app-logs
application:
namespaces:
- my-project
pipelines:
- name: forward-to-fluentd-insecure Q
inputRefs: @
- my-app-logs
outputRefs:
- fluentd-server-insecure
labels:
project: "my-project" @
- name: forward-to-fluentd-secure @
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130

90900 009 O 90060090

@ =

inputRefs:
- application
- audit
- infrastructure
outputRefs:
- fluentd-server-secure
- default
labels:
clusterld: "C1234"

ClusterLogForwarder CR B9 &,/ instance,
ClusterLogForwarder CR H4n % 22 [F]4 %= openshift-logging.
By HH B 2 R

FIH KB - elasticsearch, fluentdForward, syslog, =k kafka,

AERAERASHBM URL FimO/E BRI URL, INREA T{EA CIDR S EMERSE
FERE, #HHiEikssssafs FQDN, mAR IP #ilk,

INREA tls BIZK, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging B &, HEEENMEATCIIFIRFRIETM tis.crt. tls.key ] ca-
bundle.crt %%A,

FitiEdeE I B M A2 B ERNE AR E,
MEEBIRESRRBLEE, WEMAERBZERKEERE.
EERBEMEE— I HAMANBEERAE— M ENEH Y, EAG0l4H, £ forward-to-
fluentd-insecure & & HEM—1E N my-app-logs 95 A% 4 B H fluentd-
server-insecure % H
AT,
T {1 F 8% B & .
E.I-L %?—%% gm“ﬂﬂﬁu H IL;\I:F'E’J /I\EE%/I\ﬁ?ﬁo

Bl

e

FMEEEEHMAERAES.

o Ik : IEEENET.

°
v
EEE

EREERAMAFRE  application. infrastructure =X audit.

[ )
e

(=1
=]

: BEN B SR A BRI BEFEERINGEE.

[}
B
& & A

°
a

. ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/I\ﬁ?ﬁo
AR, FRAREEN, SMAERRZERKENBRFEE.

2. iIB{TLA a4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
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10.4.10. M$F%E pod A N ARRFHE
ENEBEER, B LUFER Kubernetes pod FR% MIFTE pod INE H EHIEFH N HE L BIHEWNESS.

BRIENABERSREANR, FETRAMEEFRPHNEMTRE—RZ1T, WRXL pod BEIRANARE
FPARs, e USRS HH B S EEERERN B SKRERS.

BHETE pod 113, TEEA—1HE D matchLabels # 5%, IRIEE T L MEEN, pod w5 EikiF
BORR A (EImEC,

it =

1. BlESSmiEE X ClusterLogForwarder CR X REY YAML XX, fEXX#EH, fHF
inputs[].name.application.selector.matchLabels T iE HE F L ER LR RIS E pod Fr
%, MTBIRTR.

ClusterLogForwarder CR YAML 347~

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> 0
namespace: <log_forwarder_namespace> 9
spec:
pipelines:
- inputRefs: [ myAppLogData ] 6
outputRefs: [ default ]
inputs:
- name: myAppLogData
application:
selector:
matchLabels: G
environment: production
app: nginx
namespaces:
- app1
- app2
outputs:
- <output_name>

TGRSR, CR&FWMIIZ instance, £% AE ARSI, BRAILMEREMRA
*ﬂ‘o

BRI, CR & ZE[AI 12 openshift-logging. 1£% H&H A 8LIA, EeLME
R B 22,

IEEHEH inputs[].name H— N HZ PN LUE S D FREVE.
15X E outputs[] I— ML MLLE S D RIVE,

BB —HME— pod IRENE N AR E L H—H inputs[].name,

QD006 O® 9

EEBERENHEEIBH pod IFEHIHER, BWRIIEE—MEME, MANUNE—1
B, BHULEE, pod mlSAREN LA,
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@ 7k EE S IRBEMA,
@ EEERASBEE LN —IHS M i,
2. Ak BENBSEERERTCVEENGAZER, HER
inputs[].name.application.namespaces, #1_tFIFATR,
3. "k A AMEB TR pod FREBIFIA N BE R MR — &8 4 % B EEE.
a. XfF pod IEMENME—HE, SIB—DRMT LR inputs[].name 25
b. BE#EFEER (selectors) LALE LN FAMBREIRE,

c. f93H inputs[].name {ER1N1Z inputRefs, BI40 :
I - inputRefs: [ myAppLogData, myOtherAppLogData ]
4. B CRMK.

I $ oc create -f <file-name>.yaml

Hb TR
e INFEH X Kubernetes 1 matchLabels WEZEE, EHESH X HETESHNERNTIR,

10.4.11. APl & it R et
OpenShift API IRS525 HEN API VIR AR FH ITEM, FAMIBRIEREIE R, MNIERENSH, M
MEBAEHIE. AP H it S ESRERMNEBELREEHEMEERNELY, NTIREEZ TEEMNEIT
Rz, BRI EHN, BESES—NMEETN{ELE, E4FESHHEER level ZERMIEIRTE :

e None EH#HEFR.

o Metadata : RS HITTTEIE, 1EKIME.IE ST HMIER,

e Request : SEFITTTHIBMIERIES, MR IESIWEMIFR,

e RequestResponse : EFTEHIE : JTTHIE. ERKEXHMNIES, NN IEXFTREFE K. Bl
0, oc get pods -A £ T EEEHE pod B YAML 3k B9 B 1E 32,

EBEILK 5.8 REESMAH, CIusterLogForwarder BE L HIR (CR) RAESITE Kubernetes Audit
HEEMERENERN, BRRELTHIINIIEE
WECRF

FAF. A, eREFEFFRNBITAILUERISRERTE * ESFR. 1, &% openshift-\*

5 openshift-apiserver % openshift-authentication [CEZ, %iR \*/status ICEZ Pod/status =X
Deployment/status,

AR
5 R0 PR AR EE RS AR IR, TR ¢

o RIERZEM (40 get. list. watch) W EFH.
o [REMKFBEANLEESIRS KA BRNGAZEHPFHNEHREER.
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10 = BHEWEME K

o FIAEREMEBEMEIIRLL, ZEMEENEXRE,

ERERAXERNE, HEARB— level FERBEGNISREBIMNGIR, FERIM—RKEMI,

AR RS

EARMBERURSRIEIIR, BT LUEA OmitResponseCodes FE& CRENIBEM) M HTTP IRA
KIEFNRBIBMLS A HTTP R ENREEFEM4, BIAES [404, 409, 422, 429], INRIZ(E HLETIFR
0, MAR&ERRERD,

ClusterLogForwarder CR Audit 521/ OpenShift Dedicated & it ZRBE AU FTERCAE
F. ClusterLogForwarder CR it il B H EWEREZANAS, HiREREEDE. AP, 4.
R A K BRI IERThEE, AT LIRS N idjELR, BRA—FHITRNAERELZRARNAE., F
o, WALV A X BRI AR R ARF M, IR A X BRI

REHRAIE B H 1T RIS P el geBNSER, AERHENERE.
Audit RB& =B

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- name: my-pipeline
inputRefs: audit
filterRefs: my-policy 9
outputRefs: default
filters:
- name: my-policy
type: kubeAPIAudit
kubeAPIAudit:
# Don't generate audit events for all requests in RequestReceived stage.
omitStages:
- "RequestReceived"

rules:

# Log pod changes at RequestResponse level
- level: RequestResponse

resources:

- group: ™"

resources: ["pods"]

# Log "pods/log”, "pods/status" at Metadata level
- level: Metadata

resources:

- group: ™"
resources: ["'pods/log", "pods/status"]

# Don't log requests to a configmap called "controller-leader”
- level: None
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resources:
- group: ™"
resources: ["configmaps"]
resourceNames: ["controller-leader"]

# Don't log watch requests by the "system:kube-proxy" on endpoints or services
- level: None
users: ["system:kube-proxy"]
verbs: ["watch"]
resources:
- group: "" # core API group
resources: ["endpoints”, "services"]

# Don't log authenticated requests to certain non-resource URL paths.
- level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Log the request body of configmap changes in kube-system.
- level: Request
resources:
- group: "" # core API group
resources: ["configmaps"]
# This rule only applies to resources in the "kube-system" namespace.
# The empty string "" can be used to select non-namespaced resources.
namespaces: ["kube-system"]

# Log configmap and secret changes in all other namespaces at the Metadata level.
- level: Metadata
resources:
- group: "" # core API group
resources: ["secrets"”, "configmaps"]

# Log all other resources in core and extensions at the Request level.
- level: Request

resources:

- group: "" # core API group

- group: "extensions" # Version of group should NOT be included.

# A catch-all rule to log all other requests at the Metadata level.
- level: Metadata

Q WEMBEER, FENETUL audit(BF#HiTEE) . application (FF M FAREH
&) . infrastructure (AAFEMEMERE) , A NENE BREEE LA,

T SRR R B .

HinBR
o OIRA AIEFIFLS SR AL 89 B &1L %

10.4.12. B EHE L B AER Loki BEICE RS
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10 = BHEWEME K

B%T %U\E"J H /b\ﬁﬁ%%, u_,\ _.”'/u_f H /L.\E?Z&E”%ﬁlg Loki H Ib\lﬂ%%éﬁo

EREREHELE Lok, Bt — ClusterLogForwarder E;E)L 7R (CR), HOUIB—HIHE
Loki B ClusterLogForwarder B X ¥R (CR), MURERAHHMEE, Z Loki B9%)H =T LUFEH
HTTP (FR&£) K HTTPS (R£HTTP) %,

FRFH

o EWIA— Loki BRI RRSELRT CR H8Y url FERIEEM URL HiB17,

it

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: loki-insecure ﬂ

type: "loki" @)

url: http://loki.insecure.com:3100 )
loki:
tenantKey: kubernetes.namespace_name
labelKeys:
- kubernetes.labels.foo
- name: loki-secure ﬂ
type: "loki"
url: https://loki.secure.com:3100
secret:
name: loki-secret 6
loki:
tenantKey: kubernetes.namespace_name Q
labelKeys:
- kubernetes.labels.foo @
pipelines:
- name: application-logs m
inputRefs:
- application
- audit
outputRefs: @
- loki-secure

EESFRELI A, CR &FRAIIRZ instance, % BEHR AR LA, ELUFEREMA
i1

TEIRMISCENp, CR #4226 %712 openshift-logging, £% A& AL d, Al LlfE
PR 6p 4 22 F],,

o

ARSI B9 2 F, INR %A TE openshift-logging S8 &2 R EEBREHL L 2%, NRELZH
B R FFINAPFBERSIK

@
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9 @@6

@

s S =

R BB,
RKTIEE R "loki",

5 Loki R4i89 URL MimO8E N B MBILERT URL, EAILMER http (FR%&£) =X https
(ZLHTTP) Wi, MRFATHEA CIDREMRIEESERENE, HiEVTRRSB[EMH
= FQDN, MA2 IP #itk, Loki FAF HTTP(S) BifBAIAER O 3100,

WFREERE, EALLUBITIEE secret SRKIEELiH1THAISIER https Sk http URL,

%I F https FIZK, 1HIEE TLS BIEiHm TR secret &, secret lEE—1 ca-
bundle.crt ##, ©iIEATARKKRMIET. BN, XIF http 1 https 7IZ, ‘.I_JLHb*—A
SBERAFANEEM secret, 7EIBMILINA, secret IfE1ET openshift-logging 771 8
B, MERZER, BESHUTRA : XESSHLMBELH secret’,

: I8 — metadata key FE&, N Loki 89 TenantlD FEREMK(E, B0, *E
tenantKey. kubernetes.namespace_name {5 f Kubernetes p % Z2[A|B R FRE S Loki A
M ID WE. EEEEATUEENEMBTICKTE, HEFL T Additional
resources 284> M "Log Record Fields"#%#,

% HEE— metadata FEEHEFIRRKEMENIAM Loki 1755, Loki iR FR 45 IENFR
KR [a-zA-Z_:][a-zA-Z0-9_:]* ILfE, THIRMHARIEEFREE NS _, LIEARITERTR.
530, kubernetes.labels.foo JTTEIEHE LY Loki I1% kubernetes_labels_foo, #R:%H&
K& labelKeys, MIZKIA{E7 : [log_type, kubernetes.namespace_name,
kubernetes.pod_name, kubernetes_host], RERFITZHED, EH Loki KIRHISIT
FRE KNI E, 1ESWECE Loki. limit_config. EBSAT LUE & ESRETEME
Ib\lﬂ%%gg #1751/7

Ak IEEEEHIE R,
FREEREEEL LB BT  application. infrastructure =X audit.

BT Loki ZRIRN RIBEMRBEF BHET, labelKeys 15248 & kubernetes_host
R, BMEEEEEEE. LEBSBREMNREER—EN, IHAHERATRE
FE N LR ZE R S BN (A1 B B PR

2. IZ1TLL TSN ClusterLogForwarder CR X & :

I $ oc apply -f <filename>.yaml

HithBR

e FZE Loki IR%58s

10.4.13. [F B EH & B4 EB Elasticsearch 2431

BRT AESEEEMEAN, BL0 LU BB & BISER Elasticsearch 5241, EEEREBENTHERESS, U
M OpenShift Dedicated 44 B & ##&,
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10 = BHEWEME K

EhiciE H & L BINER Elasticsearch 5445, 1% 6/ — 1 ClusterLogForwarder BE ¥R (CR) , H
R & & BB B0 B A R FE R I E 8, AEB Elasticsearch Mt AT LUMER HTTP (R&L2)
HTTPS (&£ HTTP) ##,

ggk

BN EEHRALEANEBFIAER Elasticsearch 5241, 1EFHIHE S E QBT AZRLH), UK —NMEE default
RN B SR LRI EE,

INRIE R BN B EEL 4 BIRER Elasticsearch 326, NIAFEQIE—
ClusterLogForwarder CR,

FRFH
o EBWAABE HEREENMSHE B E SEEN B SRS 3.

i =
1. Bl SmiEE X ClusterLogForwarder CR 89 YAML X 44 :

ClusterLogForwarder CR <fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: elasticsearch-example ﬂ
type: elasticsearch
elasticsearch:
version: 8 G
url: http://elasticsearch.example.com:9200 ﬂ
secret:
name: es-secret 6
pipelines:
- name: application-logs Q
inputRefs:
- application
- audit
outputRefs:
- elasticsearch-example m
- default (B)
labels:
myLabel: "myValue" @
#...

ﬂ ERGHSEIA, CR&FWMIIRZ instance, £% A& ASREIA, BRAILMEREMRE
*ﬂ‘o

2]
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EIRMSCEI, CR #4226 %72 openshift-logging, £% A& A LA, Al LUfE
FA £ 6p 44 22 [,

ARSSMK 92 F5, MR %A TE openshift-logging S &2 R EREBREHL L 2%, NRELZH
B L AR LR BERSK,

18 %€ i H B & R

157 elasticsearch 2.,

187 Elasticsearch li A&, XA LLZ 6. 73X 8,

18 E S ER Elasticsearch SLIR URL #im O /E A B RBI4EXT URL, ERILUER hitp (FR
£) = https (LE£ HTTP) Wi, MNIRERA T EA CIDREMHNERSERIE, HiHwii
2R%24ME FQDN, MAR IP ik,

XFF https BI%%, 1H1EE TLS BEmRFTHE secret &£, secret B E—1 ca-
bundle.crt #, ©IETARNERMIIES, TN, XF http #1 https #1%%, ‘.I_JLH‘ﬁ* -

SERFBMBEEE secret, TEIHRSEIIA, secret WhJIfETE T openshift-logging i E
F., NBEBEZELE, HSHUT T KESERF AMEIEM secret’,

@ 9006 o

Ak EEEEENEH.

e

AEEREERAMAETRE : application. infrastructure =X audit.
=

al

EE
1% IBESAERL ERIRNER Elasticsearch ZE5IH default it
1

al

??%o %mﬂﬂ@] E /|_.\|:F| E’J /I\EE%/M%%Q

90000

2. N ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

=~ - HEASHPAMNEBEHN secret
B FEREER LRI secret FEIUES A EB Elasticsearch LI £ %5,

Bian, fNRITEMEA mutual TLS (MTLS) B5H, EHE=7E1T Elasticsearch SL6Il, AT LAEA HTTP
= HTTPS FXEBES S A &HBEIEH secret,

1. BIBELITFLUTRAIE Secret YAML X4, ¥ base64 4wi3H{EATF username #1 password
FE&, secret REVENIN N opaque,

apiVersion: vi
kind: Secret
metadata:
name: openshift-test-secret
data:
username: <username>
password: <password>
#...

2. %8 secret :
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I $ oc create secret -n openshift-logging openshift-test-secret.yaml

3. 7£ ClusterLogForwarder CR H#57E secret &R :

kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch
type: "elasticsearch"
url: https://elasticsearch.secure.com:9200
secret:
name: openshift-test-secret

#...
) 1 url P&, BIZRILAZ http 3¢ hitps.
4. R CRX% :

I $ oc apply -f <filename>.yaml

10.4.14. ﬁﬁﬁ Fluentd ?Fgﬁbj D(?ng& E Iy

B LUFEA Fluentd forward iU B ERIAR L EREBE B N EZMHASBREERE 2, MIFRIAB
Elasticsearch Hi&EEME, EEEEENMBEERE2S, LUIEI OpenShift Dedicated BIHE.

Z(F M forward MU EEBHER X, HOE—D CIusterLogForwarder BEXER (CR) , #FF—
2K % N HE B A e B B Fluentd RSS2 FIE 8, Fluentd Hit eI LAE A TCP (thé) =%
TLS (&£ TCP) ##.

SeRFMH
o [Ew/IARCE I AEE M SHE I ER B SRR B SRS 2.

1. Bl SmiEE X ClusterLogForwarder CR % 5RE YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance ﬂ
namespace: openshift-logging 9
spec:
outputs:
- name: fluentd-server-secure 6
type: fluentdForward ﬂ
url: 'tls://fluentdserver.security.example.com:24224' 6
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@96@@9 @ 900090

secret: @

name: fluentd-secret

- name: fluentd-server-insecure

type: fluentdForward

url: 'tcp://fluentdserver.home.example.com:24224'
pipelines:
- name: forward-to-fluentd-secure ﬂ

inputRefs: 6

- application

- audit

outputRefs:

- fluentd-server-secure Q

- default )

labels:

clusterld: "C1234" m

- name: forward-to-fluentd-insecure @

inputRefs:

- infrastructure

outputRefs:

- fluentd-server-insecure

labels:

clusterld: "C1234"

ClusterLogForwarder CR B & 4/ 2 instance,

ClusterLogForwarder CR H4n % 22 [F]4 %= openshift-logging.

15 7B B B R,

5% fluentdForward 257!,

1EEAER Fluentd SEBIHY URL #ik O/ N B MBVLEXT URL, EBAILUER tep (RRE) =X
Ftls (£ TCP) hil, MNR/EAT M CIDRFEMERTEHENIE, MHUIIRIRS 2R
#&¥FEk FQDN, M2 IP ik,

INREA tls I, BAH TLS BIETEEin TR secret &, secret MIFETF
openshift-logging WiE &, B#4/EE&EMAEMKIETH ca-bundle.crt #,

ik : IEEEBHETT.

FREEREEER LB BT  application. infrastructure =X audit.
16 7€ {3 F L &8 55 & B &I {5 FR RS B & 75,

A% - EES B &R & BINER Elasticsearch SE45189 default i,

L - FREB, BERMBIBERH—DHE MR,

Ak BEZA N, BASEANENSIHEAUNEMATSAERAE

o FEMEBHIL,
e inputRefs 2FAEEH ZBBEEALL : application. infrastructure ¢ audit,

e outputRefs ZZ {5 8%t & 5.
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o E.Ui . ??&%o gm\\HDEUEMEFE’J /I\EE%/M%%Q

2. BB CRXIR :

I $ oc create -f <file-name>.yaml

10.4.14.1. 7 Logstash J& /A nanosecond ¥5E M fluentd FREVEUIRE
% F Logstash M fluentd FZERENE, WWATITE Logstash ERE X443 A nanosecond ¥,

it

® 7 Logstash BBE X4, ¥ nanosecond_precision i% &7y true,

Logstash ASi&E Xl

input { tcp { codec => fluent { nanosecond_precision => true } port => 24114 } }
filter { }
output { stdout { codec => rubydebug } }

10.4.15. {# [ syslog il & B &

5 A LM syslog RFC3164 5 RFC5424 hilli% B S BIA L XTI E S %Il mA B A SRE S
(BRBIAR Elasticsearch BEFEMSMENENHTE) . BEERENNBAERES (W syslog BRSS
23) kT FE B OpenShift Dedicated A,

Z(# M syslog ML ERE B E, iE 02— ClusterLogForwarder BE X %R (CR) , #FF—1=%
AN H B B £ PR GX 5 i Y syslog Hﬁ%éﬁu%ﬁo syslog HH AT LA#EF UDP, TCP =X TLS i,

SR
o EBWAABE HEREENM S BN E SEEN B SRS 3.

Pt

1. BIEHSmiEE X ClusterLogForwarder CR % 5REY YAML 314 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: rsyslog-east ﬂ
type: syslog 6
syslog: G
facility: localO
rfc: RFC3164
payloadKey: message
severity: informational
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@ 90060 ® O 9O

url: 'tls://rsyslogserver.east.example.com:514' a
secret: 6
name: syslog-secret
- name: rsyslog-west
type: syslog
syslog:
appName: myapp
facility: user
msgID: mymsg
proclD: myproc
rfc: RFC5424
severity: debug
url: 'tcp://rsyslogserver.west.example.com:514'
pipelines:
- name: syslog-east Q
inputRefs: @
- audit
- application
outputRefs:
- rsyslog-east
- default
labels:
secure: "true"
syslog: "east"
- name: syslog-west
inputRefs:
- infrastructure
outputRefs:
- rsyslog-west
- default
labels:
syslog: "west"

ERGHSEIA, CR&FWMIIRZ instance, £% AENASREIA, BRAILMEREMRE
*ﬂ;o

ARSI, CR & ZE AL 12 openshift-logging. 1£% H& A 8LIA, EeELME
R B 22,

ARSI B9 2 F, INR %A TE openshift-logging S8 &2 R EREBREHL L 2%, NRELZH
ER L AR LT BERSK,

& E i H B9 B F5,

15 7E syslog KA,

A% : #87E syslog S8, WTFARF,

IEEMNER syslog LIRS URL Mliw O, EAILMER udp (F%£) . tep (FL£) =HE tls
(L TCP) thil, MBEATEMA CIDRIEHEMERSEHARE, HHWIRIRS AN

FQDN, A= IP i,

WNRMER tls BIZK, BN TLS BIEIEEin mirEM secret &, secret A E—N

ca-bundle.crt #, BIEMEAREKNIEY, EIBRISIIAR, secret JIFET openshift-
logging i E A,



10 = BHEWEME K

FREEREEER LB KR  application. infrastructure =X audit.

B B RS {5 R RO F5

e
i
&
m
Dqu“nk

B & B NER Elasticsearch 2589 default i,

;f.
?&%o g/d\\bu IJEIL;\I:F'E’J /I\Eﬁ%/l\ﬁ‘\?ﬁo S’ﬁﬁﬂﬂ%|% (le] "true") y L}L{EET”*&'
FrER(E, MARIENMI/RE.

ik BEZ N, HASEAIEMNZHFRENEMANAERGES

o 90000
rswim
5

e inputRefs 2FAE B ZBBEKALRE : application. infrastructure ¢ audit,
e outputRefs ZZ 5 8%t & 5.
L __]- %?—%% gmﬂﬂ?ﬂ E IL;\I:F'E’J /I\Eﬁ%/l\ﬁ‘\?ﬁo

2. B CRXIR :

I $ oc create -f <filename>.yaml

10.4.15.1. FEH R B ARMBFER

& e LR % AddLogSource FEXRINEI ClusterLogForwarder B 7 X FTIR(CR)%
namespace_name. pod_name #[ container_name Jt&AIIECKE message FEXH,

spec:
outputs:
- name: syslogout
syslog:
addLogSource: true
facility: user
payloadKey: message
rfc: RFC3164
severity: debug
tag: mytag
type: syslog
url: tls://syslog-receiver.openshift-logging.svc:24224
pipelines:
- inputRefs:
- application
name: test-app
outputRefs:
- syslogout

XMECE S RFC3164 #ll RFC5424 #&.

%74 AddLogSource i syslog 38 25~
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<15>1 2020-11-15T17:06:14+00:00 fluentd-9hkb4 mytag - - - {"msgcontent"=>"Message Contents",
"timestamp"=>"2020-11-15 17:06:09", "tag_key"=>"rec_tag", "index"=>56}

#A AddLogSource B syslog 3H 2 HiH Al

<15>1 2020-11-16T10:49:37+00:00 crc-j55b9-master-0 mytag - - - namespace_name=clo-test-
6327,pod_name=Ilog-generator-ff9746c49-gxm7l,container_name=log-generator,message=
{"msgcontent":"My life is my message", "timestamp":"2020-11-16 10:49:36", "tag_key":"rec_tag",
"index":76}

10.4.15.2. syslog 3
&ALl syslog HIHEEELL TAR. MNEEZE R, 1FS M syslog RFC3164 3 RFC5424 RFC,
e facility: syslog facility IZER L2 +AFIEY, RAURKOK/NEHXETF
o 03k kern HFAXKER
o 1z user RERAFALER (BN .
o 2=k mail AFHME RS,
o 35k daemon AT REISFIHIZ
o 4=k auth BTF&RL/BHBIEER
o 53 syslog FiF syslogd REBEMEIE R
o 6K Ipr B FATITENNF R4t
o 73 news B FM4%[EFRE
o 83k uucp FiF UUCP %4t
o 9k cron AT clock SFi# 1
o 10k authpriv BFZ2£5 M RIEER
o 113k ftp AT FTP spiri#tig
o 12k ntp AF NTP FR%E
o 13 = security FAF syslog audit H&
o 143 console T syslog alert Hi&

o 1535 solaris-cron fF scheduling sF#72

o

16-23 5 local0 - local7 AFAhERANTE

e % : payloadKey : FA{F syslog SHR AR A EMIL KT,

%% o
BLiE payloadKey S# ] Bh L F H th S 855 % B syslogs
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® RFC: FF{#H syslog X :XBHEM RFC, BN RFC5424,

o severity : IWBFHM syslog 10k Msyslog B E M, ZETURHHAFIER, LaTURRL XK
INEHKEE -

o

o

o

o

o

0 5% Emergency A FHREXRLATHNER
13 Alert A TFRRIAPATIRIEMER

2 5 Critical B FRKRKXEIRRZHIER

3 = Error B FRKREIKRHER

4 5 Warning A FRKRESERHHER

53 Notice B FRREBEGFEEERHMNER
6 =X Informational B FRKRIRTERHER

7 3 Debug AFHRFRHAKXLHIBER (BIL)

e tag: Tag IEEILKFEL, AE syslog JHE ERIPRZ,

o trimPrefix : MIFZ: o fIBRTE EBIRIZR,

10.4.15.3. Hfth RFC5424 syslog 33

LUTFSEEER T RFC5424:

e appName: APP-NAME B@— 1N BEHXAFRH, AFRLEEENNARERE, %
RFC5424 157E.,

e msglD: MSGID 2 — MAFHUEEREMNBHEXAFTRE, »Ih RFC5424 187,

e PROCID: PROCID 2—MNEHHBXAEFR, ZENEILERT syslog IRERELL, »IH
RFC5424 i57E.,

10.4.16. & H &% & Bl Kafka L
BT BB SN, EITT LIS E R L BN Kafka (IR,

BB AR R BIAER Kafka £, 08— ClusterLogForwarder B E X %R (CR) , SiFHHE
LB LA R E R R E 8, AL P EIERFER Kafka £, thaJLAERBRINE. Kafka
HIHATLUER TCP (F&£) =& TLS (&£ TCP) iE#E,

AR

1. Bl SmiEE X ClusterLogForwarder CR % 5REY YAML 344 :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
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outputs:
- name: app-logs ﬂ
type: kafka 6
url: tls://kafka.example.devlab.com:9093/app-topic G
secret:
name: kafka-secret ﬂ
- name: infra-logs
type: kafka
url: tcp://kafka.devlab2.example.com:9093/infra-topic 6
- name: audit-logs
type: kafka
url: tls://kafka.qgelab.example.com:9093/audit-topic
secret:
name: kafka-secret-ge
pipelines:
- hame: app-topic Q
inputRefs:
- application
outputRefs:
- app-logs
labels:
logType: "application” @
- name: infra-topic
inputRefs:
- infrastructure
outputRefs:
- infra-logs
labels:
logType: "infra"
- name: audit-topic
inputRefs:
- audit
outputRefs:
- audit-logs
labels:
logType: "audit"

ERGHSEIA, CR&FWIIRZ instance. £% AEN LSRN, ERAILMEREMRE
*ﬂ;o

ARSI, CR & ZE[AI 12 openshift-logging. 1£% B&H A 8LIA, EeELME
R & 22,

ARSI 92 F5, MR %A TE openshift-logging S8 &2 R EREBREHL L 2%, NRELZH
B L AR LR BERSK,

8 TE Hi HH O & FR.
5 kafka K8,
5 Kafka ¥R URL flim Q18 E N — N ERHLEST URL, bR LARFR 8 ESFEirdl, 8]

DfFER tcp (AR2) siF tls (2 TCP) i, MRS T ERA CIDR EEINERTEH
RIEB, HiH 2RSS 2:4FE FQDN, MmAZ IP #ilt,
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INREA tls BIZK, BAH TLS BIETEEin TR secret &, secret MaE—
ca-bundle.crt #, BIEMEAREKNIEY., EIBRISIIAR, secret JIFET openshift-

Ak BEAERRELMEL, 7£ URL il FE M tep AiZk. A4, ARILE S secret i
& H name.,

ik : IEEE BB,

e

AEEREEERAMAETRE : application. infrastructure =X audit.

-\+

]|

HE
ji ??—%% g/d\\bugu E IL;\I:F'E’J /I\EE%/I\ﬁ’\?ﬁo
7%

ik BEZ N, HASEAIEMNZHERENEMANAERGES

6@96@ o

o HMREEREN.

inputRefs 2EAEER A BHERE : application. infrastructure =X audit,

outputRefs 2 £ {5 FA B9 H & 5.

A ji . ??&%o E/IJ\\DDEUE/L,\':FE’J /I\EE%/M/T’\%Q

A%k : BFEDEHE LS Kafka I, K18 Kafka REEAH, WTFHIRTR

#...
spec:
outputs:
- name: app-logs
type: kafka
secret:
name: kafka-secret-dev

kafka: @)
brokers: 9

- tIs://kafka-broker1.example.com:9093/
- tIs://kafka-broker2.example.com:9093/

topic: app-topic 6
#...

ﬂ 18—/ brokers 1 topic ##H kafka %,
@ (%7 brokers HEE— T HS MBI
© 7 topic IEEERKAEHBIREML

3. IZfTAF @4 %L A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

10.4.17. % B &%% & Bl Amazon CloudWatch

IR E] LU B &5 4 B Amazon CIoudWatch X2 H Amazon Web Services (AWS) £ & B 1 250 H K12 6%
HE%O B%T %TJ\E’J H Ib\ﬁﬁ%%, u_.\ _IL/LH H /u_.\?z:ZV'Z@J CloudWatch,
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EfRE R K% X E CloudWatch, E/i8IE8—1 ClusterLogForwarder B & Y %R (CR), EHaE
CloudWatch B4, LARERHHNEE,

it

1. flIEE— Secret YAML X1, ©fff aws_access_key id ] aws_secret_access_key FEXF

8 E R base64 JRIGEY AWS Eil, 40 :

apiVersion: vi
kind: Secret
metadata:
name: cw-secret
namespace: openshift-logging
data:
aws_access_key_id: QUIJQUIPUOZPRE5ONOVYQU1QTEUK
aws_secret_access_key:
dOphbHJYVXRuRkVNSS9LNO1ERU5HL2JQeFJmaUNZRVhBTVBMRUtFWQo=

2. I8 secret.fl4N :

I $ oc apply -f cw-secret.yaml

3. fIEsYmiEE X ClusterLogForwarder CR X/ §H) YAML X4, 1EXHA, 18T secret W&
FRo {5080

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: <service _account_name> 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> a
region: us-east-2
secret:
name: cw-secret Q
pipelines:
- name: infra-logs @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow®

ﬂ ERGHSEIA, CR&FWIIZ instance, £% AEASREIA, HRAILMEREMRE
*ﬂ;o
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EIRMISCEI, CR #4226 %712 openshift-logging, £% A& A LA, Al LUfE

PR 6p 4 22 H],,

ARSSMK 92 F, MR %A TE openshift-logging S & 22 hERBAEHE L 2%, NRELZAH
BIL R FFINPFEERSIK

15 TE 5 H B9 B FR,

5 7E cloudwatch 28,

al

@@G@@

[ ] IogType %%4\ H Ib\;@iﬁuL H /L.\?E

e namespaceName HWENNARFHELZERCE—NEEH, eibsNEMEBEEFIH T
ILJ\@GL%‘%EE’J E IL;\éH

° namespaceUUID ﬁjﬂ/l\f“ﬁﬁ MmE2EE UUID BIE— MM B &AL, elba LR

ik - IEE— N TR BEEENREEHELTPREOL infrastructureName A4
1B AWS X1,

IBESE AWS EIEH secret H R,

Ik : IR EE BB,

FREEREEER LB KT  application. infrastructure =X audit.

00009

4. Al CRXMR,

I $ oc create -f <file-name>.yaml

Pl : 7£ Amazon CloudWatch F{# A ClusterLogForwarder

X8, E2%FZ ClusterLogForwarder B IR (CR) Rl KR EHiH E Amazon CloudWatch B H &
iz,

B & EFEi29T4 0 mycluster B9 OpenShift Dedicated 5£8%, LA T fp iR B EFHY
infrastructureName, HEEAECERE aws 45 :

$ oc get Infrastructure/cluster -ojson | jq .status.infrastructureName
"mycluster-7977k"

BHABIERBEHEE, ETUESD app B & Z (A H51T busybox pod. busybox pod &R =#)#f
FHRE A stdout :

$ oc run busybox --image=busybox -- sh -¢ 'while true; do echo "My life is my message"; sleep 3;
done'

$ oc logs -f busybox

My life is my message
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My life is my message
My life is my message

IR AT LLE 3K busybox pod i21THY app #p# 22 [H]HY UUID :

$ oc get ns/app -ojson | jq .metadata.uid
"794e1e1a-b9f5-4958-a190-e76a9b53d7bf"

1E ClusterLogForwarder B7E X R (CR) A, #&AILUF infrastructure. audit #1 application H &%
BIELE N all-logs EEMHIA, EART LU L EEEEE cw fil, HHN BT AT us-east-2 X5
CloudWatch SE41 :

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: cw
type: cloudwatch
cloudwatch:
groupBy: logType
region: us-east-2
secret:
name: cw-secret
pipelines:
- name: all-logs
inputRefs:
- infrastructure
- audit
- application
outputRefs:
-CcW

CloudWatch FHYE MK E S E =NIHIBIN K -
e HEAH
o HER
. OEEH

A ClusterLogForwarding CR 89 groupBy: logType, inputRefs FEI=FfHEREISIE Amazon
Cloudwatch FAEK=1HEA :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.application”
"mycluster-7977k.audit"
"mycluster-7977k.infrastructure”
BETEHESHAIEEER

I $ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.application | jq
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JlogStreams[].logStreamName
"kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.audit | jq
.logStreams[].logStreamName

"ip-10-0-131-228.us-east-2.compute.internal.k8s-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.linux-audit.log"
"ip-10-0-131-228.us-east-2.compute.internal.openshift-audit.log"

$ aws --output json logs describe-log-streams --log-group-name mycluster-7977k.infrastructure | jq
logStreams[].logStreamName
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-69f9fd9b58-
zqzw5_openshift-oauth-apiserver_oauth-apiserver-
453c5c4ee026fe20a6139babb1cdd1bed25989¢905bf5ac5ca211b7cbb5¢3d7b.1og"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-
ce51532df7d4e4d5f21c4f4be05f6575b93196336be0027067fd7d93d70f66a4.l0g"
"ip-10-0-131-228.us-east-2.compute.internal.kubernetes.var.log.containers.apiserver-797774f7c5-
Iftrx_openshift-apiserver_openshift-apiserver-check-endpoints-
82a9096b5931b5c3b1d6dc4b66113252da4a6472c9fff48623baee761911a9ef.log"

MEERTLESHEEH, EEE busybox Pod WHEEMH, ERILIM application H&EAHHiIEEH
= .

kubernetes.var.log.containers.busybox_app_busybox-
da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76.log
{

"events": [
{

"timestamp": 1629422704178,

"message": "{\"docker\":
{\"container_id\":\"da085893053e20beddd6747acdbaf98e77c37718f85a7f6a4facf09cal95ad76\"},\"kub
ernetes\":
{\"container_name\":\"busybox\" \"namespace_name\":\"app\",\"pod_name\":\"busybox\",\"container_ima
ge\":\"docker.io/library/busybox:latest\",\"container_image_id\":\"docker.io/library/busybox@sha256:0f35
4ec1728d9ff32edcd7d1b8bbdfc798277ad36120dc3dc683bed44524¢8b60\",\"pod_id\":\"870be234-
90a3-4258-b73f-4f4d6e2777c7\"\"host\":\"ip-10-0-216-3.us-east-2.compute.internal\",\"labels\":
{\"run\":\"busybox\"},\"master_url\":\"https://kubernetes.default.svc\",\"namespace_id\":\"794e1e1a-
b9f5-4958-a190-e76a9b53d7bf\",\"namespace_labels\":
{\"kubernetes_io/metadata_name\":\"app\"}},\"message\":\"My life is my
message\",\"level\"\"unknown\",\"hostname\":\"ip-10-0-216-3.us-east-
2.compute.internal\" \"pipeline_metadata\":{\"collector\":
{\"ipaddr4\":\"10.0.216.3\" \"inputname\":\"fluent-plugin-
systemd\" \"name\":\"fluentd\",\"received_at\":\"2021-08-
20T01:25:08.085760+00:00\"\"version\":\"1.7.4 1.6.0\"}},\"@timestamp\":\"2021-08-
20T01:25:04.178986+00:00\",\"viag_index_name\":\"app-
write\"\"viaq_msg_id\"\"NWRZmUyMWQtZjgzNCOOM;jl4LTk3MjMtNTKkSNmMY3ZjU4NDk1\" \"log_type\":
\"application\" \"time\":\"2021-08-20T01:25:04+00:00\"}",

"ingestionTime": 1629422744016

b

=
H
$ aws logs get-log-events --log-group-name mycluster-7977k.application --log-stream-name
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B - EASHEFRIRD B E XEi%

EREHATRA, ,.,\_JL/LHQMJ\E’J infrastructureName #14% mycluster-7977k & h—NMEEFE R H,
N demo-group-prefix, EiH{THLEN, EFEEE# ClusterLogForwarding CR A groupPrefix =
E% :

cloudwatch:

groupBy: logType
groupPrefix: demo-group-prefix
region: us-east-2

groupPrefix B{EE I 1AM infrastructureName B4 :

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"demo-group-prefix.application”

"demo-group-prefix.audit”

"demo-group-prefix.infrastructure”

AP - SRR 22 AR e B S

M FERBERNB NN ARFRRZEN, A UE CloudWatch FAIEBEH, HAMETNRAEFGEZE
[E1):Ep

SNRIGIMBRL. A2 R an & Z A R AR LB RBVFN SR, CloudWatch RYKELER S LIRIHERBAE
H,

RN N BIERES N ARFREERNKRBESEN, FEAXMPERNGE SN, MREF
EFERNBTHEER S, HSMHUT LA E 2R UUID A BEAH" S,

ZORLBMETNAREFGRAEF LMY AREFHEESH, EAILE ClusterLogForwarder CR #4%
groupBy FE&H{E1XEH namespaceName :

cloudwatch:
groupBy: namespaceName
region: us-east-2

% groupBy %i{& % namespaceName RN AREFHEH, © R &M audit #1 infrastructure B
HH,

Tj_:Amazon Cloudwatch 1, SEZRIEMEREFNEEHEHHERE, BENRE— NN ARFEGRZE
IEﬂ app’, UL TFHEIH B R—1H89 mycluster-7977k.app BEH, AR mycluster-7977k.application

$ aws --output json logs describe-log-groups | jq .logGroups[].logGroupName
"mycluster-7977k.app"

"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

MRABIFNEHDES NIV ABGLZEN, NHMEPREREIEEH, BIEERXN—NEEH,
groupBy FEX (UMM A HEH. BRI audit 7 infrastructure H&ZH.

Bl - NARFeRZE UUID Ged BEA
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S FEBEPNE NN BRRFEGLER, EALE CloudWatch FOIEBREH, HEMEEFNRAEE®S
Z8[R]BY UUID,

SNRISIMBRL. A2 an B Z AN R I QI R, CloudWatch 2 —NTBIH KA,
MREEEGERLMERELENARFHEERNR, HEARGDERNGE, BN, FSHATEN

"Example: Naming log groups for application namespace name" #8493

ZENARERFMRBZER UUID EHhEEEA, EAL7E ClusterLogForwarder CR #{¥ groupBy F &8
5% &} namespaceUUID :

cloudwatch:
groupBy: namespaceUUID
region: us-east-2

1£ Amazon Cloudwatch /1, & ZE[E UUID BIIEB N BEHELTHNEKRE, BNE— M NARFHEZZE
B8] "app”, A TFHIH ER—NHTE mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf H & 4H,
= mycluster-7977k.application :

$ aws --output json logs describe-log-groups | jq .logGroups|].logGroupName
"mycluster-7977k.794e1e1a-b9f5-4958-a190-e76a9b53d7bf" // uid of the "app" hamespace
"mycluster-7977k.audit"

"mycluster-7977k.infrastructure”

groupBy FEEMNABHEH,. ©F 20 audit # infrastructure B&4H,

10.4.18. [F A AWS A/ AWS CloudWatch ] secret

MEERE—N AWS WIS AR, BELIFEH oc create secret --from-literal €855 AWS {8 STS fIjE
secret,

Pt =
o TECLIF, MIALLTFRANRNN AWS £ secret :

$ oc create secret generic cw-sts-secret -n openshift-logging --from-
literal=role_arn=arn:aws:iam::123456789012:role/my-role_with-permissions

Secret = fil

apiVersion: vi
kind: Secret
metadata:
namespace: openshift-logging
name: my-secret-name
stringData:
role_arn: arn:aws:iam::123456789012:role/my-role_with-permissions

10.4.19. M/E A T STS BUEEEE H & A El Amazon CloudWatch

STFEAT AWS Security Token Service (STS)HISEEE, BRI LAFDNAIE AWS BRSSK -, =kfEMA Cloud
Credential Operator (CCO)SEF3f2F ccoctl A& &EiE1F K,
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FoRFMH

® Logging for Red Hat OpenShift: 5.5 R BH HIRA

ff

L=

S

1. ERLL TR CredentialsRequest B E X %R YAML :

Cloudwatch EiFiE kit

apiVersion: cloudcredential.openshift.io/v1
kind: CredentialsRequest
metadata:
name: <your_role_name>-credrequest
namespace: openshift-cloud-credential-operator
spec:
providerSpec:
apiVersion: cloudcredential.openshift.io/v1
kind: AWSProviderSpec
statementEntries:
- action:
- logs:PutLogEvents
- logs:CreateLogGroup
- logs:PutRetentionPolicy
- logs:CreateLogStream
- logs:DescribeLogGroups
- logs:DescribeLogStreams
effect: Allow
resource: arn:aws:logs:*:*:*
secretRef:
name: <your_role_name>
namespace: openshift-logging
serviceAccountNames:
- logcollector

2. {# ccoctl ©345, M CredentialsRequest CR 7y AWS {2, {#f CredentialsRequest
XSFRES, X4 ccoctl B ROUE—NHHEEREHNIAM AR, ZABSIEEN OIDC H51R
HIBFEXEE, UER—NMEF CloudWatch FHRHUTIREMIPR R, LWHSTE
/<path_to_ccoctl_output_dir>/manifests/openshift-logging-<your_role_namex>-
credentials.yaml F A&7 —/ YAML EEE X, Lt secret XHEES AWS IAM SRR 2R

H1T B R UER I8 role_arn #/{E,

$ ccoctl aws create-iam-roles \
--name=<name> \
--region=<aws_region> \
--credentials-requests-dir=

<path_to_directory_with_list_of_credentials_requests>/credrequests \
--identity-provider-arn=arn:aws:iam::<aws_account_id>:oidc-provider/<name>-oidc.s3.

<aws_region>.amazonaws.com a

ﬂ <name> ZATIHC T HIRMIBT, Ni%5 STS KR kF I RHEAKNATRTE

3. N AR secret :
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I $ oc apply -f output/manifests/openshift-logging-<your_role_namex>-credentials.yaml
4. Bz %W ClusterLogForwarder B E ¥R :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: <log_forwarder_name> ﬂ
namespace: <log_forwarder_namespace> 9
spec:
serviceAccountName: clf-collector 6
outputs:
- name: cw
type: cloudwatch 6
cloudwatch:
groupBy: logType G
groupPrefix: <group prefix> ﬂ
region: us-east-2
secret:
name: <your_secret_name> Q
pipelines:
- name: to-cloudwatch @
inputRefs: m
- infrastructure
- audit
- application
outputRefs:

‘ow®

ERGHEH AR, CR ZFMIIE instance, E% BEE AL IA, BaLUFEREHAA
e

EIRMISCEN, CR #4226 %712 openshift-logging, £% A& A LA, Al LlfE
PR 6p 4 22 H],,

157 clf-collector RSN/, ANR&ETE openshift-logging %% 22 A hERE B &% 4 23,
MRELBELLRZLIPFTEERSIKS

18 Hi BB .

57 cloudwatch 28,

Q9O o ® °

0

[ ] IogType %%4\ H u..x?’@ﬁ:ﬁ'] u_.\?ﬂ

e namespaceName NENNARFHLEFVE—NAEH, EMEMIFHITEER
M, FRMB SRR IOgType 2,

° namespaceUUID ﬂjﬂ/l\f“ﬁﬁ MmE2E[E UUID BIE— MM BEH, eilba hEitLen

a ik BE—NFEFERE A EHLTHHEIN infrastructureName Fi%,
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BE AWS Xz,
BETE AWS EiEH secret &R,

Hik : IEEEBHETT.

e

AEEREEERAMAETRE : application. infrastructure =X audit.

00009

H B

e AWSSTSAPI &%

S

10.5. B2 & IL,\IB%”&%%E
Red Hat OpenShift B logging MEEF R INEIREFM N ARRFBE, FER Kubernetes pod #1%i B oK

BESHIE. FIEXHFI BERERNIER, 08T ClusterLogging BE X %R (CR) R
spec.collection /) 17 &7,

10.5.1. Eci& H &35
&7 L@ 82X ClusterLogging B E Y HIR(CR)RECE H &AW BRI SR KA,

Fluentd B#F A, ITREUERAITRAPMER, ZI0ERE SRR T LRI RHRAT

XANIHEER bug EE M, (BIINEENABRESH. N Fluentd WERIERE, &7
LAMFERA Vector,

FeRFH
o HEEANR,
o B% %k OpenShift CLI(0C).
o B &% Red Hat OpenShift Logging Operator,

o KBEAIET ClusterLogging CR,

1. 182X ClusterLogging CR collection #[#% :

ClusterLogging CR ~fjl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
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type: <log_collector_type> ﬂ
resources: {}
tolerations: {}

#...

ﬂ ERTHERIDHMBEERESR LR, XATLZ vector 5 fluentd,

2. ZfTLA T4k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml

10.5.2. B2 LogFileMetricExporter TR

EBEICEIRA 5.8 REFHIMAD, LogFileMetricExporter REEVIAFERINERIHE, BEEFH0E
— LogFileMetricExporter B & S %R (CR), MiZ{TRIRERN B ERERIEIR.

NR% B0 LogFileMetricExporter CR, f&RIER7E Produced Logs #J OpenShift Dedicated Web
28U ERRFEE No datapoints found 5 &,

FERFH
o BEEANR,
o B &% Red Hat OpenShift Logging Operator,

o B% %k OpenShift CLI(oc).

1. 8/ — LogFileMetricExporter CR £/ YAML X4 :

Example LogFileMetricExporter CR

apiVersion: logging.openshift.io/vialphat
kind: LogFileMetricExporter
metadata:
name: instance
namespace: openshift-logging
spec:
nodeSelector: {} ﬂ
resources:
limits:
cpu: 500m
memory: 256Mi
requests:
cpu: 200m
memory: 128Mi

tolerations: [] 6
#...

Q A% : nodeSelector /NI E X pod Y BIWILE T =L,

9 resources /)T E 3. T LogFileMetricExporter CR B ¥RE K,
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9 Al : tolerations /NI E Y pod HZHAIR,

2. 21T R4S %N A LogFileMetricExporter CR :
I $ oc apply -f <filename>.yaml
gk
logfilesmetricexporter pod &A1 = LR Z24T collector pod,

o ZfTLAT M4, Yir logfilesmetricexporter pod B 1E/E 632 LogFileMetricExporter CR #
R [H] HRIBeT -

I $ oc get pods -I app.kubernetes.io/component=logfilesmetricexporter -n openshift-logging

i th o Bl
NAME READY STATUS RESTARTS AGE
logfilesmetricexporter-9gbjj 1/1  Running 0 2m46s
logfilesmetricexporter-cbcdv  1/1  Running 0 2m46s

10.5.3. Ec & H &SR 25 CPU MIRFR(E
BB RSV CPU P RRIE T VAR,

ff

L=

S

o 5% openshift-logging i H 1 # ClusterLogging B ¥i& (CR)

I $ oc -n openshift-logging edit ClusterLogging instance

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
type: fluentd
resources:
limits: 0
memory: 736Mi
requests:
cpu: 100m
memory: 736Mi
#...

@ FRERZRECPUMMNERERIER, LTHERRIME

10.5.4. BREHI AW 25
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Red Hat OpenShift Logging Operator N &M ECE R A KRS EERS, LMER M inA LUE AMESR.
LRSS AT A A BN SREEMHO, REEBMETFUTHREREMN

o T % HE L 2% ClusterLogForwarder CR 3E, RESAMERT
<ClusterLogForwarder_CR_name>-<input_name>, f{5l#ll, example-http-receiver,

e X[FIHH ClusterLogForwarder CR #&, i XEWKE %Y instance EfIT openshift-logging
R ZeEdR, RS BIEMA collector-<input_names #&3, %4, collector-http-receiver,

10.5.4.1. e EMUEE SR LU H 1T BEEN HTTP IRS53:

IR E L@ 1 ClusterLogForwarder B & X 5HR(CR)H Y http I8 HiBEREMA, NABWESREE
FWIT HTTP i£8, FFHEITTEEEN HTTP IRSS TR, X e iLfE% M OpenShift Dedicated S E¥PAIER
FMAERINE R T B 78 @ B B S E i

FeRFH
o HEEANR,
e B% %k OpenShift CLI(0c).
o B &% Red Hat OpenShift Logging Operator,

o R AT ClusterLogForwarder CR,

it =

1. 182X ClusterLogForwarder CR, LUZRHN http EUREHAMEE

{HH% HEK A 233588 M ClusterLogForwarder CR Rl

apiVersion: logging.openshift.io/vibetat
kind: ClusterLogForwarder
metadata:
#...
spec:
serviceAccountName: <service _account_name>
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit €)

port: 8443 @)
pipelines:
- name: http-pipeline
inputRefs:
- http-receiver
#...

ﬂ ISR AW BRI E — DB .

T A=W ER R BUEE Y hitp,
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9 Hal, http i AZEWEFR X kube-apiserver Webhook &=,

Q AN R ERM A RS VIITAR O, XM 2 1024 B 65535 2 [FIR(E, INR&EEEE, N
BUAEDY 8443,

© iEmEmARKBRESE,

{E A IBEBEM ClusterLogForwarder CR 3l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
inputs:
- name: http-receiver ﬂ
receiver:
type: http 9
http:
format: kubeAPIAudit 6

port: 8443 @)
pipelines:
- inputRefs:
- http-receiver
name: http-pipeline
#...

ISR AW BRI E — D BT,
T A=Y ER R BUEE Y hitp,

Hal, http i AFEWEZR X kube-apiserver Webhook &=,

0009

AL EERAERSENVITNmO. XeJE 1024 £ 65535 2 [AIEY{E, MREEEE, N
BUAETY 8443,

NIERE ARSI EEE,

®

2. BT TS, SEMN AE ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

HiBR

o APl H i RSB

10.5.5. Fluentd HE X 2SN B E
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Fluentd B#FH, ITHEURBAITRAPMER, LI0ERE XF1 A 1T4 o B EE R EXT
XANIHEER bug EE M, (BIINEENABIRENH. FN Fluentd IERIERE, &
LAMFERA Vector,

HEICESIES A Fluentd B3, STTHFIHE Fluentd BEH 4 BRAMARS, BiliXEsH, TUERUT
Fluentd 759 :

o HRFNHRGAR K/

o HUEMRITH

o HRILLEIITH
Fluentd T£4 4 chunk (#£) BYEA blob RIS BEEIE . & Fluentd BIEE—DNRES, HAEINETF
stage, TEIXANIER, BIBRWERIS A, HHREH, Fluentd RERFEE queve, TERMEFRSIGH
BEAHBMME], BERBRFEXE, B—LERSFH Fluentd BRI, WRLEHESEHNINAE
A&, BNRITEBRRYL, Fluentd RIRBEEZEEUEMRIEE (flushing)
1£ OpenShift Dedicated A1, Fluentd &{# F exponential backoff /55 E i ;EEE (flushing) #
€, Fluentd MG ETUFIRRVEZ FINSERENH, XHEBMTHD B Bt EREER, B
exponential backoff 5%, FEMA EHEIXNAZE. ©RIEEENN A FREEL flush 5,
XL SH A B BN IR AT IE R I B L = 2 B B FI #E,

o ZE{{t Fluentd WEME, EALIFERXLESHEIEERANZ AT, ERFRUKIZE

Sk [FIfRAIE S RO MEHIBEIHNHE. 1HER, REZAREFEETTRXGRAER

% Z2H],

o ELEER, EUUERSHRRAZHIE, BRUEBMWE, BEVIEMISIFMZH, FHE
REMEREEME L,

& LA#E A ClusterLogging BE X IR (CR) AMILLTSHEZE chunking # flushing 174, fAIFiXLE
SHBINRIME Fluentd ECBEMREI A, # Fluentd .

IXLESE .
o EXZHAITR, BRINKENIZE AT LURH B IFH— AR MERE,

o FUERATX Fluentd EEEMMEREHE I T RS M A .
o (XATHREME, Bl BEBITIREMLRA R,

F10.11. % Fluentd BEE S

2 Hah 2RiA
chunkLimitSize BIMMRKRE, SFFBAEXD  8m

KINES, Fluentd RIEILHFHEES
A—H, PAME, Fluentd %
EBIPAFUFIT FF— RO,
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¥

totalLimitSize

flushinterval

flushMode

flushThreadCount

overflowAction

retryMaxinterval

162

=
==h
=
=,

sk

ZHXBIRARD, BIRER

(stage) #NPAFI (stage) BIEK
No ARG X IR /N IX A

i, Fluentd &Z I RFHIERME!
B, HERERRW, FIERES

hEEIEERE K.

HERR AR EI R, & A LUE A
s () . m (@) . h (b

i) gd (X) .

PUTIERRBNT L ¢

o lazy:E T timekey &%k
KR FTER, BTEE

X timekey %4,

e interval : EF

flushinterval &% 518

B,

e Immediate: ESEUER
me—NM s £EE

B,

PUTHERR (flushing) BOZRIZEL
winERME RS ARIEMT
XM SR8 5.

HEASIHETRBIIT T

e throw_exception : &
HE—1TREHEEEHL

TNo

e block : {Z1EX#E 1T
HRT, BRZHXEA
STl ] A AR R H 1k,

e drop_oldest_chunk:
JHIBR B BOER LARERZ 3718 A
B9ER, |RERAVMMELLRTER

glj\o

exponential_backoff Ei{ 5%
BIs RIS A (BARD 4L

A

R 15% B9°1T bt 0 R ERT A il
e,

1s

interval

block

300s
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BH ek ik
retryType flushing RIS EIXBI 534 - exponential_backoff

e exponential_backoff
DI INEREIEIEEE
BRI BRI [Al, Fluentd &
MET—REAFTES
REROIE], BEEAE
retry_max_interval &
PR EMIE.

e periodic : &£F
retryWait 2%, EHiE

BUBERERAE,
retryTimeOut ERFIEEIEAEANR K 60m
(5118
retryWait T—REGERREIBINIA] (AR RE 1s
i)

0B A X Fluentd REMGEENESER, ESM Fluentd 318 BV HiEH,

pi
1. %i%E openshift-logging % E #1#) ClusterLogging B E X %R (CR)
I $ oc edit ClusterLogging instance
2. DINSELRUATEMSE :

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
collection:
fluentd:
buffer:
chunkLimitSize: 8m @)
flushinterval: 5s 9
flushMode: interval 9
flushThreadCount: 3 @)
overflowAction: throw_exception 6
retryMaxInterval: "300s" G
retryType: periodic ﬂ
retryWait: 1s 6
totalLimitSize: 32m Q
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AIEE SN REHIAHITIBRRATBIR R KN,
YR B IR B AR,
EEHITHERN AL ¢ lazy. interval 5 immediate,
EERTHBMRMAERE.
15 7E LA BT BIE 1T« throw_exception. block = drop_oldest_chunk,
157 5 exponential_backoff 35 5 AN By S K [BIRRET 8] (AR M ELAL)
BE HHERAMATEiHBKE . exponential_backoff =% periodic.

EE T —RIUERRATRE A (LR AL .

@@9@@6@@0

EERZHARBIRAKRN,

3. BiE Fluentd Pod 2B EEHIE -

I $ oc get pods -I component=collector -n openshift-logging

4, & fluentd B BRETHBRIFTE -

I $ oc extract configmap/collector-config --confirm

fluentd.conf =4l

<buffer>
@type file
path '/var/lib/fluentd/default’
flush_mode interval
flush_interval 5s
flush_thread _count 3
retry_type periodic
retry_wait 1s
retry_max_interval 300s
retry_timeout 60m
queued_chunks_limit_size "#{ENV['BUFFER_QUEUE_LIMITT || '32'}"
total_limit_size "#{ENV[TOTAL_LIMIT_SIZE_PER_BUFFER'] || '8589934592"}"
chunk_limit_size 8m
overflow_action throw_exception
disable_chunk_backup true
</buffer>

10.6. W& FH77f% KUBERNETES E 4

OpenShift Dedicated B4R HEZRE—1 pod, Bl Kubernetes =4, FHi@1d logging it ke 1LAK
£, BIF5ERE Event Router,

Event Router MFFET B REEH, FHITHEA STDOUT., ARG, WESHXLEEHELE
ClusterLogForwarder B & Y TR (CR)H E LI E %,
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H e
EHIREHER ) Fluentd @INTIAB M, FHERERoiE M A LARCIERN B EHBHE,

10.6.1. ERBEMEESHIRHZ

FERUTS P SEHIRRRMERNERH D, TROZRZE Event Router E3ZE %! openshift-logging i
B, LBREMEEPKESH,

==
- Event Router &A=& Red Hat OpenShift Logging Operator B—&B4y, @A/ IR T,

LIF Template Xf RO HHBHBAARNRSIKS. SHAGNEHAGHE, ERLSREMRE
Event Router pod, #&7] LA A It AR AR 0 J0 75 B ol S FRAE AR SR B T ER B AT R CPU FINFFIE K,

FoRFH

o FEFUMNIR, LUERLOIEIRSIKAMEHEHABYE, Fl, EaLMERAESR cluster-
admin BB AP EZTUTER,

o W& % Red Hat OpenShift Logging Operator,

1 NEARESFLIRENR

apiVersion: template.openshift.io/v1
kind: Template
metadata:

name: eventrouter-template

annotations:
description: "A pod forwarding kubernetes events to OpenShift Logging stack."
tags: "events,EFK,logging,cluster-logging"

objects:

- kind: ServiceAccount ﬂ
apiVersion: v1
metadata:

name: eventrouter
namespace: ${NAMESPACE}
- kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: event-reader

rules:

- apiGroups: ["]
resources: ["events"]
verbs: ["get", "watch", "list"]

- kind: ClusterRoleBinding @)
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: event-reader-binding
subjects:
- kind: ServiceAccount
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name: eventrouter
namespace: ${NAMESPACE}
roleRef:
kind: ClusterRole
name: event-reader
- kind: ConfigMap @)
apiVersion: v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
data:
config.json: |-
{
"sink": "stdout"
}
- kind: Deployment @)
apiVersion: apps/v1
metadata:
name: eventrouter
namespace: ${NAMESPACE}
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
spec:
selector:
matchLabels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
replicas: 1
template:
metadata:
labels:
component: "eventrouter”
logging-infra: "eventrouter"
provider: "openshift"
name: eventrouter
spec:
serviceAccount: eventrouter
containers:

- name: kube-eventrouter
image: ${IMAGE}
imagePullPolicy: IfNotPresent
resources:

requests:
cpu: ${CPU}
memory: $§{MEMORY}
volumeMounts:
- name: config-volume
mountPath: /etc/eventrouter
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
securityContext:
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runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
volumes:
- name: config-volume
configMap:
name: eventrouter
parameters:

- name: IMAGE @
displayName: Image
value: "registry.redhat.io/openshift-logging/eventrouter-rhel9:v0.4"

- name: CPU a
displayName: CPU
value: "100m"

- name: MEMORY @
displayName: Memory
value: "128Mi"

- name: NAMESPACE
displayName: Namespace
value: "openshift-logging"

1E openshift-logging 7 B  h S 4R EBEEROIE— MRS

O A T IR RER =48 ClusterRole,

B/ — ClusterRoleBinding ¥ ClusterRole 457 BlBR 551k o

£ openshift-logging i B {132 — MEZ B BLST Sk £ B FTEE B config.json ST
1Z openshift-logging Wi B 02— M ERE, L4 FHFECE Event Router pods,
EEHK, BRERA, 10 v0.4.

EE DB EHERESR pod IR/ CPU 2, BRIAE100m,
BEDBEAEHIRESR pod WRNIKEFE, BRILEH128Mi,

9909990299000

EEEEHPLRENRM openshift-logging T H.

2. AT R RAIERN BER
I $ oc process -f <templatefile> | oc apply -n openshift-logging -f -
4N -
I $ oc process -f eventrouter.yaml | oc apply -n openshift-logging -f -
=1

serviceaccount/eventrouter created
clusterrole.rbac.authorization.k8s.io/event-reader created
clusterrolebinding.rbac.authorization.k8s.io/event-reader-binding created
configmap/eventrouter created

deployment.apps/eventrouter created
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168

3. %k openshift-logging 71 B AR &% H Event Router:

a. AEMWEMEHE Pod:

I $ oc get pods --selector component=eventrouter -0 name -n openshift-logging
=1
I pod/cluster-logging-eventrouter-d649f97c¢8-qvv8r
b. EEEHIRHEFRENEH :
I $ oc logs <cluster_logging_eventrouter_pod> -n openshift-logging
4N -
I $ oc logs cluster-logging-eventrouter-d649f97¢8-qvv8r -n openshift-logging
=1

{"verb":"ADDED","event":{"metadata":{"name":"openshift-service-catalog-controller-
manager-remover.1632d931e88fcd8f","namespace":"openshift-service-catalog-
removed","selfLink":"/api/v1/namespaces/openshift-service-catalog-
removed/events/openshift-service-catalog-controller-manager-
remover.1632d931e88fcd8f","uid":"787d7b26-3d2f-4017-b0b0-
420db4ae62c0","resourceVersion":"21399","creationTimestamp":"2020-09-
08T15:40:262"},"involvedObject":{"kind":"Job","namespace":"openshift-service-catalog-
removed","name":"openshift-service-catalog-controller-manager-
remover","uid":"fac9f479-4ad5-4a57-8adc-
cb25d3d9cf8f","apiVersion":"batch/v1","resourceVersion":"21280"},"reason":"Completed","
message":"Job completed","source":{"component":"job-
controller"},"firstTimestamp":"2020-09-08T15:40:26Z","lastTimestamp":"2020-09-
08T15:40:26Z","count™:1,"type":"Normal"}}

XA AT LUE A Elasticsearch infra index Q3R 5| EFH Kibana k& EEH 4,



% N % Elu\#ﬁﬁ

BENEZEBEFHE

N1 X FEHEEHE

IR A] LA FH SR BE R B BR Loki 3¢ Elasticsearch B&FEREFMHE, tBALIEHA ClusterLogForwarder
B L HR(CR) 1% H &% A B EREFE.

N1 BEEERL
Loki %_/Pﬂﬁﬁ*TEE/{Js %FTFHE%*HFE’JE/L,\/RD Q 1’?7’751mﬂ%5’\]5mﬁ_ﬁ%%ﬂ,\0

Elastlcsearch £ ingestion I A ZELHRF|E ARWBEEKILK, Loki {{FE ingestion X F2HZRF|I /LN EEIR
, FERBES /MR, BEEMHBENL, XEKEE Loki IERMIKEHE,

11.1.1.1. XF Elasticsearch H&#&iE

H&EIL Elasticsearch SEI&Ed (B FMI, BFKRA 7 RWFEEEK, MREFLKNEFREEE, &8
WEESSIESER = AEMRY.

Elasticsearch ¥ HEHBWEM Fluentd BIRRIHIBREF (S F5/h, REHBINRSIDKRETIER (7
shard(#A)) 788 E| Elasticsearch 5B H#Y—4H Elasticsearch T L, f&BJLAEZE Elasticsearch 3&H
2R eERD (#54 replica(BJ#)) Elasticsearch h 24384 E| Elasticsearch TJ IJ—'-'J: ClusterLogging
BELHER (CR) AFEEEMMAERD R, LURHEBUIBTURMBIERE N, FLa LUER
ClusterLogging CR A B {R & SRB& Sk 18 E A A 2K 8L B H &I R B BINT K,

=
., TEIBEIRNED FBEF T Elasticsearch ##ET B9 B,

Red Hat OpenShift Logging Operator #1185 # OpenShift Elasticsearch Operator HafR &4
Elasticsearch 7 REBEFATHE B S EFMHENM —RERATEHE. THEN, FALUEMA ClusterLogging
BENXHIR (CR) RN Elasticsearch TV R E, AXEBFEMAVERSEI, ES N Elasticsearch X
.

k

y = -
=B M Elasticsearch SMEEEE D= Elasticsearch T, FEEAENEN L.

Elasticsearch 3&8| R R E T A G R3ES] (RBAC) ATLLFF A A G B R85 R], B 5 o LK
HyFﬁﬁ A& ICA FZ%AJ\RJEAE‘U?IEJ E E:Iﬁ B I:F'E,J A& Tho

N1.2. A EFE

fg__[l«,uﬁﬁﬁ LOgOL E =N I/jlu = 7&1@ L0k|o

N.1.3. EH IR
o Loki HHE>xHY

® [ oki Object Storage 344
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1.2. R A E1FE

& B LUEF OpenShift CLI (oc) 8k OpenShift Dedicated Web &7 OpenShift Dedicated &£&f L&}
EHEEE,

P2 Y=
Logging 5.9 X {THRAREE OpenShift Elasticsearch Operator FIE#HTh A, MNREB 7]
M Logging 5.8 & #ifJ OpenShift Elasticsearch Operator, BF4*EEE M Logging,
B % Logging 5.8 B EOL Wik, #&AILUFER Loki Operator ¥E2/ OpenShift Elasticsearch
Operator WERARKEERINBEEM. MFEEXAFTILREGEAHHPNESZER,
HBIE A Agnostic Operator,
11.2.1. R Loki B&EEF A
& ATLAE A Loki Operator £ OpenShift Dedicated &% EEREWER Loki HEFNE, &%k Loki Operator
&, &A@ QB — secret RECE Loki M RFME, FHOIE— LokiStack BE L HIR(CR),
11.2.1.1. Loki EpE K/

Loki IR/IMEF 1x.<size> 18, HAPE 1x BLOIHE, <size> IEEMREIRE.

! .
SFFEERN, FTEER 1x 1H,

2= 11.1. Loki K/h

1x.demo 1x.extra-small x.small Ix.medium

ARG NETFER 100GB/day 500GB/day 2TB/day

FHETE (QPS) NEATFER 1-25 QPS at 25-50 QPS at 25-75 QPS at
200ms 200ms 200ms

SHRF None 2 2 2

B CPUEXk None 14 1~ vCPU 344~ vCPU 54 4~ vCPU

fEARRE CPU None 16 4 vCPU 42 N vCPU 70 4~ vCPU

HKEE

REERKSE None 31Gi 67Gi 139Gi

AN ZRARE None 35Gi 83Gi 171Gi

HKEE

RERLE RSB 40Gi 430Gi 430Gi 590Gi
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B NE QAEREHE

Ix.demo 1x.extra-small x.small Ix.medium

AR MRS 80Gi 750Gi 750Gi 910Gi

11.2.1.2. {81/ OpenShift Dedicated Web $2#l& %% Loki Operator

ZE1f OpenShift Dedicated SRR LRI E HEILFE, DINREFHB Operator, XA LB web 2
& R Operator Hub 52,

OpenShift Dedicated Operator A BEE L FIR(CR)EXEERN ARFREHNG, SNEEMNXEH CRF
B iR, Operator 1R#E Operator P H AR ANRELE, MalAESEH ESIRE, BE LK

JRTE L (CRD)E XL T —1 CR, FH3IH Operator B AT AMBEEE, &% Operator 2fll# CRD, R
AT 4R CR.,

FRFH

o RA LU ZZ RN REFM (AWS S3. Google Cloud Storage. Azure. Swift, Minio.
OpenShift Data Foundation),

o HEHEMNNR.

o {RAILLIJ A OpenShift Dedicated Web 1A,

1. 1£ OpenShift Dedicated Web 14 Administrator #i&/H, A Operators —»
OperatorHub,

2. 1E Filter by keyword FEXF#ii A Loki Operator, =7 Operator 51 Loki Operator, A
& == Install,

BT
MBS Community Loki Operator,

3. j%&#% stable 5 stable-x.y ¥F 5 BHHE.

stable /iR N BEIC KRR ARE TN, BERSRGZARANER, &

WIFT A8 stable-x.y, HA x.y KRMLEM B KRID T ERAFNRAR
A, 540, stable-5.7,

Loki Operator i/ ERE EI2fH operator 4H £ %2 [H] openshift-operators-redhat, Xtk B2/
T Installation mode #1 Installed Namespace, R ZEHFEE, NESHECEE,

4. %% Enable operator-recommended cluster monitoring on this namespace,
XANEIIE Namespace W R FiXE openshift.io/cluster-monitoring: "true” I1%:, S
BIXANET, LAARERE 2R EY openshift-operators-redhat #3422,

5. XF Update approval, &% Automatic, A= Install,
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NRIT [ AR AE SRBS 1% E N Automatic, NIEFH 2 RIERTIEHHE 12 389 Operator hix
AEILENED, fNR#LESREE X Manual, N FFsh £ 50BN ELR,

7t A Operators — Installed Operators,
2. BIRE %A openshift-logging T H,

3. 1 Status 5, HEEMEER T SEBIN AL, 35 InstallSucceeded, XA Up to date,

Operator AIRERTE LT EI L7~ Failed IR, R Operator REFTHFF ET
InstallSucceeded 1§ &, 1ERIF TLES.

11.2.1.3. {81 Web #ZHIE 7 Loki X RIFMEGIER secret

ERE Loki N RFM, BB secret, EALUEA OpenShift Dedicated Web 12241 & 132
secret,

FRFH
o BHEEANR,
o &I LLiJi[A] OpenShift Dedicated Web &

o B &% Loki Operator,

1. 7£ OpenShift Dedicated Web #2245 B9 Administrator &9, ¥ A Workloads — Secrets,
2. M Create FHIFIFRH LR From YAML,

3. fIEE—1 secret, ©fEF access_key_id #1 access_key_secret FE& 35 E EHIEIEF]
bucketnames. endpoint #I region FE&RE LA REFMAE. AWS LA TRBIGER -

Secret Xf R Bl

apiVersion: v1i

kind: Secret

metadata:
name: logging-loki-s3
namespace: openshift-logging

stringData:
access_key_id: AKIAIOSFODNN7EXAMPLE
access_key_secret: wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
bucketnames: s3-bucket-name
endpoint: https://s3.eu-central-1.amazonaws.com
region: eu-central-1

=
=
=
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N.2.1.4. THEAEFHEIB

TR ES ORIV ERE RN SN ET 8B EE# T M.

FRFM

® OpenShift Dedicated 4.14 & B HHIARA

o HIKILH 5.9 REHBIIRAE

B NE QAEREHE

o HNREMA OpenShift Dedicated Web & %24 Loki Operator, Nil&BzhfeEIFER RS E

LR, ROUFRTECIEA®, FIRM Loki Operator FRFERIEIE, LIOIE
CredentialsRequest X%, %X RIET secret,

o HNRHEMA OpenShift CLI (0c)Z&%k Loki Operator, /il {5 AT fif HE R P AOSE YRR F 5008 1T

PR, ITRBIATR. LS ORIERIE R AR FhE LN,

Azure 1] [

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: loki-operator
namespace: openshift-operators-redhat
spec:
channel: "stable-5.9"
installPlanApproval: Manual
name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: CLIENTID
value: <your_client_id>
- name: TENANTID
value: <your_tenant_id>
- name: SUBSCRIPTIONID
value: <your_subscription_id>
- name: REGION
value: <your_region>

AWS 1T [E 7~ fl

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator

namespace: openshift-operators-redhat
spec:

channel: "stable-5.9"

installPlanApproval: Manual
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name: loki-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
config:
env:
- name: ROLEARN
value: <role_ ARN>

1.2.1.5. {8 Web #ZHIA 62 LokiStack HE X KR

& B LA#E A OpenShift Dedicated Web 1215 |2 LokiStack B E L #I& (CR).

FeRFH
o BHEEANR,
o fRAEILAV A OpenShift Dedicated Web $EH#l&,

o B &% Loki Operator,

1. # A Operators - Installed Operators T, = Allinstances %5,
2. 1E Create new THI%IKRA, 1EFE LokiStack,

3. %EEE YAML #1E, AEERUTERFENEE LokiStack CR :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small g
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 6
type: s3 ﬂ
credentialMode: 6
storageClassName: <storage_class_name> G
tenants:
mode: openshift-logging

{5 /& %5 logging-loki,

IBEE RN, EAKICE 5.8 REHFHIRAS, Loki SLAIZFRIK/INETTH 1x.extra-
small. 1x.small 2 1x.medium,

®9

e E AT HEEEM secret,

o
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© TN NMEhEKE,

© TiEFE, BEILR59 REMMMA, ZHNAFREHENT : static 22 HH
REHREMWBINSHEIEER, FRFMHEE Secret FRIEIE, MNEIERKRZRINEHS
[, EXNMERD, BFSEEFRI SN REHARNEIL. HR, BI2FERRSEZITH
4, RVTFREEENEIE, DUERERANEH. AN REEERAZIN SRS
Ao Y Loki fE2E STS A Fiz17FH CCO on STS/WIF &6, token-cco 2EKiA
{H.

6]

MmN EERAEERAETR. NIREGRENRE, HiEESRREMNEEE. 7T
{81 oc get storageclasses S FIHEEM T AEHR,

11.2.1.6. {81/ CLI %22 Loki Operator

F1E OpenShift Dedicated fERfhZERHEE AFILK, SAREHSNE Operator, XA LA
OpenShift Dedicated CLI 52h.

OpenShift Dedicated Operator B E X ¥R (CR:EEEN AEEFEHAH., aAkENZER
CR A/ 1R24t. Operator 1R#E Operator ZhiEx AMRESLE, FafUiliEaki B EE. 8
E X FRE X (CRD)E X T—4 CR, 33 Operator i el HNFARE. 2% Operator &0IE
CRD, AEHTF4%H CR,

FRFM

BEERATUR,

B2 %% OpenShift CLI (oc) .

18] LA R 2 2 R R 2%, B0 : AWS S3. Google Cloud Storage. Azure.
Swift. Minio 2 OpenShift Data Foundation,

it =

fillE Subscription X% :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:

name: loki-operator
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namespace: openshift-operators-redhat ﬂ
spec:

channel: stable 9

name: loki-operator

source: redhat-operators G

sourceNamespace: openshift-marketplace

1B BIFEE openshift-operators-redhat iy % 22 H],

2]

f57E stable, = stable-5.<y> {F 358,

©

f57€ redhat-operators, R OpenShift Dedicated SERREEZRMLEH (thFF
MR FREEMERE) , EHSERE Operator Lifecycle Manager (OLM)H Sl E2HY
CatalogSource X &REZ .

[ F Subscription X4 :

I $ oc apply -f <filename>.yaml
11.2.1.7. {8 CLI Jy Loki X &% 5 0IE secret

ERE Loki X REFME, EAHAIE— secret, EaILIEA OpenShift CLI (oc)SehkIbiR{E.

SeRFH
[}
AEER TR,
[}
2. %% Loki Operator,
[}
B2 %% OpenShift CLI (oc) .
ik
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[}
BITU TS, £83EMIEEMEANHNE KR secret :
$ oc create secret generic -n openshift-logging <your_secret_names \
--from-file=tls.key=<your_key file>
--from-file=tls.crt=<your_crt_file>
--from-file=ca-bundle.crt=<your_bundle_file>
--from-literal=username=<your_username>
--from-literal=password=<your_password>
{#MAEA= opaque secret LUK RELSE,
[}
BT THSRIUE secret EECHIEE :
I $ oc get secrets
Hith BR
[}

Loki X R 7if

11.2.1.8. [ CLI & LokiStack BE X ¥R

f&al LAl OpenShift CLI (oc)fllE LokiStack HE X H iR (CR).

FERFH
[}
AEER TR,
[}
B2 %%k Loki Operator,
[}
2% % OpenShift CLI (oc) .
ik

B NE QAEREHE
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f]E LokiStack CR :

LokiStack CR =l

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki ﬂ
namespace: openshift-logging
spec:
size: 1x.small 9
storage:
schemas:
- effectiveDate: '2023-10-15'
version: v13
secret:
name: logging-loki-s3 e
type: s3 ﬂ
credentialMode: 9
storageClassName: <storage class_name> G
tenants:
mode: openshift-logging

fE & #R logging-lokis,

2]

BEMEKRN, HAKICK 5.8 KEHFHMMASD, Loki SLHISTRBIK/NETTN 1x.extra-

small. 1x.small 2% 1x.medium,

©

5 AT HEEF#E/ secret,

L4

RN A E R R,

0
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6]

M EERMAEEROEH. HREGRENE, HEESRREMNER-E. TLUER oc
get storageclasses 55 LRI AEEX.

BT a5 3EMNA LokiStack CR :

I TRSHEBKE, 7 openshift-logging B %L pod ERIF%RE :
I $ oc get pods -n openshift-logging

BANEER T STRATARICKAHN pod, REFLUTIIE :

Tl R

NAME READY STATUS RESTARTS AGE
cluster-logging-operator-78fddc697-mnli82 11  Running 0 14m
collector-6¢cglq 2/2 Running 0 45s
collector-8r664 2/2 Running 0 45s
collector-8z7px 2/2 Running 0 45s
collector-pdxI9 2/2 Running 0 45s
collector-tc9dx 2/2 Running 0 45s
collector-xkd76 2/2 Running 0 45s
logging-loki-compactor-0 11 Running 0 8ma2s

logging-loki-distributor-b85b7d9fd-25j9g 11  Running 0 8ma2s
logging-loki-distributor-b85b7d9fd-xwjs6 11 Running 0 8m2s
logging-loki-gateway-7bb86fd855-hjhi4 2/2 Running 0 8ma2s
logging-loki-gateway-7bb86fd855-qjtlb 2/2 Running 0 8ma2s

logging-loki-index-gateway-0 11  Running 0 8ma2s
logging-loki-index-gateway-1 11 Running 0 7m29s
logging-loki-ingester-0 11  Running 0 8ma2s
logging-loki-ingester-1 11  Running 0 6md46s
logging-loki-querier-f5cf9cb87-9fdjd 11 Running 0 8ma2s
logging-loki-querier-f5cf9cb87-fp9v5 11 Running 0 8m2s

logging-loki-query-frontend-58¢c579fcb7-lfvbc 1/1 Running 0 8ma2s
logging-loki-query-frontend-58¢c579fcb7-tjf9k 1/1 Running 0 8m2s
logging-view-plugin-79448d8df6-ckgmx 11 Running 0 46s
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11.2.2. Loki ¥ & &i&

Loki Operator 23 AWS S3, LL& Minio 1 OpenShift Data Foundation FHfth S3 AN RE
fif. Azure. GCS 1 Swift th3z#¥,

%I F Loki #fi%, HEEM nomenclature 2 logging-loki-<your_storage providers,

TRERT BN FHEMEE LokiStack BE HIR(CR) HH) type H. MBEZER, HSHEHA
NEEER S,

& 11.2. Secret KRthESE

HFhEGtNRE Secret type f&

AWS s3
Azure azure
Google Cloud gcs
Minio s3
OpensShift Data Foundation s3
Swift swift

11.2.2.1. AWS 75fi&

FRFH

[}
B2 %% Loki Operator,

2 %% OpenShift CLI (oc) .

1R1E AWS LR T &k,

RO T AWS IAM ZEBEFD IAM F .

180


https://aws.amazon.com/
https://min.io/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
https://azure.microsoft.com
https://cloud.google.com/
https://docs.openstack.org/swift/latest/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based

B NE QAEREHE

ZIUT®S, BIE—1%H logging-loki-aws BIXf &7Efi# secret :

$ oc create secret generic logging-loki-aws \
--from-literal=bucketnames="<bucket_name>"\
--from-literalzendpoint="<aws_bucket_endpoint>"\
--from-literal=zaccess_key_id="<aws_access_key id>"\
--from-literal=zaccess_key secret="<aws_access_key_secret>"\
--from-literal=region="<aws_region_of_your_bucket>"

11.2.2.1.1. 2 STS LN AWS 7#iE

INRENEEBSAT STS, Cloud Credential Operator (CCO)XZ#i il AWS S TR GRS
ko

ERa LLZTA TSR F DB Loki X R7HE secret :

$ oc -n openshift-logging create secret generic "logging-loki-aws" \
--from-literal=bucketnames="<s3_bucket_name>"\
--from-literal=region="<bucket_region>"\
--from-literalzaudience="<oidc_audience>"

Ak, BRIMEDN openshift,

11.2.2.2. Azure 7

FERFH
[ ]
B2 %% Loki Operator,
[ ]
B2 %% OpenShift CLI (oc) .
[ ]
&1L Azure EOIE T FhEHR.
it 3
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BT T4, EAAM logging-loki-azure BIEEX R4 secret :

$ oc create secret generic logging-loki-azure \
--from-literal=container="<azure_container_name>"\
--from-literal=environment="<azure_environment>"\ ﬂ
--from-literal=zaccount_name="<azure_account_name>"\
--from-literal=account_key="<azure_account_key>"

SIS {E 835 AzureGlobal. AzureChinaCloud. AzureGermanCloud %
AzureUSGovernment,

11.2.2.2.1. 2 Microsoft Entra Workload ID JE FI42 1 Azure 7%

INREMNEES AT Microsoft Entra Workload ID, Cloud Credential Operator (CCO)3z {8
Workload ID #175EH SA % E,

B LLE T AT a5 EF IR Loki X REfE secret :

$ oc -n openshift-logging create secret generic logging-loki-azure \
--from-literal=environment="<azure_environment>" \
--from-literalzaccount_name="<storage_account_name>"\
--from-literal=container="<container_name>"

11.2.2.3. Google Cloud Platform 7=fi#

FERFH
[ ]
2. %% Loki Operator,
[ ]
B2 %% OpenShift CLI (oc) .
[ ]
&1 Google Cloud Platform (GCP) L& T —4 TiH.,
[ ]

ZER—TE AR T iR,
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https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/storage/docs/creating-buckets

[ ]
AT GCP B4R IEMR—TiE ol T iRS5 1K
pi% =
1.
M GCP #EWMARSS 1K P EUEE FIFIE 4 key.json B34,
2.

ZETUT&®4S, ERAAM logging-loki-ges BN RFE secret :

$ oc create secret generic logging-loki-gcs \
--from-literal=bucketname="<bucket_name>"\
--from-file=key.json="<path/to/key.json>"

11.2.2.4. Minio 7%

FERFH
[}
B2 %% Loki Operator,
[}
B2 %% OpenShift CLI (oc) .
[}
HEEBPEZET Minio,
[}
#&1E Minio LI T 7k,
Pk
[}

ZIUT®S, BIE—1%H logging-loki-minio B9 &7 secret :

$ oc create secret generic logging-loki-minio \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=zendpoint="<minio_bucket_endpoint>"\
--from-literalzaccess_key_id="<minio_access_key id>"\
--from-literalzaccess_key_secret="<minio_access_key_secret>"

11.2.2.5. OpenShift Data Foundation 7#fi#

FoRFMH

B NE QAEREHE
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https://cloud.google.com/docs/authentication/getting-started#creating_a_service_account
https://operator.min.io/
https://docs.min.io/docs/minio-client-complete-guide.html
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B2 %% Loki Operator,

2% % OpenShift CLI (oc) .

K8 BE T OpenShift Data Foundation,

Jixt & 1ZEBCE T OpenShift Data Foundation 2%,

£ openshift-logging fp# 22 (A fillE# ObjectBucketClaim B X B :

apiVersion: objectbucket.io/vialpha1
kind: ObjectBucketClaim
metadata:
name: loki-bucket-odf
namespace: openshift-logging
spec:
generateBucketName: loki-bucket-odf
storageClassName: openshift-storage.noobaa.io

BT T4, MKEH ConfigMap X RIXEVE SRR -

BUCKET_HOST=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_HOSTY}')
BUCKET_NAME=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_NAMEY}’)
BUCKET_PORT=$(oc get -n openshift-logging configmap loki-bucket-odf -o
jsonpath='{.data.BUCKET_PORTY}')

BT Ta4S, MXER secret SRANIFiERET M B2 -

ACCESS_KEY_ID=$(oc get -n openshift-logging secret loki-bucket-odf -0
jsonpath='{.data.AWS_ACCESS_KEY_ID} | base64 -d)
SECRET_ACCESS_KEY=$(oc get -n openshift-logging secret loki-bucket-odf -o
jsonpath='{.data.AWS_SECRET_ACCESS_KEY}' | base64 -d)

BITUTHE, BIB—41 %% logging-loki-odf Bt &7 secret :
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https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/
https://access.redhat.com/documentation/zh-cn/red_hat_openshift_data_foundation/4.16/html/managing_and_allocating_storage_resources/adding-file-and-object-storage-to-an-existing-external-ocs-cluster

$ oc create -n openshift-logging secret generic logging-loki-odf \
--from-literal=access_key_id="<access_key id>"\
--from-literal=access_key_secret="<secret_access_key>" \
--from-literal=bucketnames="<bucket_name>"\
--from-literal=endpoint="https://<bucket_host>:<bucket_port>"

11.2.2.6. Swift &%

FeRFH

[}
2. %% Loki Operator,

[}
2% % OpenShift CLI (oc) .

[}
#R1E Swift LRI T — 1N Fif.

i =

[}

B T®S, BIE—1%H logging-loki-swift I R4 secret :
$ oc create secret generic logging-loki-swift \

--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=user_id="<swift_user_id>"\
--from-literal=password="<swift_password>" \
--from-literal=domain_id="<swift_domain_id>"\
--from-literal=domain_name="<swift_ domain_name>"\
--from-literal=container_name="<swift_container_name>"

[}

Ea LR iE T TS RRMT BN ERE. KESHE -

$ oc create secret generic logging-loki-swift \
--from-literal=auth_url="<swift_auth_url>"\
--from-literal=username="<swift_usernameclaims"\
--from-literal=user_domain_name="<swift_user_domain_name>"\
--from-literal=user_domain_id="<swift_user_domain_id>"\
--from-literal=zuser_id="<swift_user_id>"\
--from-literal=password="<swift_password>"\
--from-literal=domain_id="<swift_domain_id>" \
--from-literal=domain_name="<swift_domain_name>"\
--from-literal=container_name="<swift_container_name>"\
--from-literal=project_id="<swift_project_id>"\

B NE QAEREHE
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--from-literal=project_name="<swift_project name>"\
--from-literal=project_domain_id="<swift_project_domain_id>"\
--from-literal=project_domain_name="<swift_project_domain_name>"\
--from-literal=region="<swift_region>"

11.2.3. #8ZE Elasticsearch B &%

& mILL{E A OpenShift Elasticsearch Operator £ OpenShift Dedicated £&f & E 3R
Elasticsearch B,

Logging 5.9 £ fThRAF &S OpenShift Elasticsearch Operator BB HThRA&, MR
& Brifs ke Logging 5.8 %4 %Y OpenShift Elasticsearch Operator, ©fF4k&i M
Logging, iEX Logging 5.8 B EOL ik, #&aILA{#f Loki Operator 25 OpenShift
Elasticsearch Operator WE{ A RKEHRI\NBEEM. MFEAXAFICKEREHEA
HMEZER, HSHFE Agnostic Operator,

11.2.3.1. Elasticsearch M{Efi£ ==

81 Elasticsearch SBEREDRRTE—MFAHNS, 1 OpenShift Dedicated 1, X{EAKFANES
BA(PVC)3&32H,

MEFXIMEATHFANEE EFAEEARERE, XTE LocalVolume XTRHK
volumeMode: block #xk, Elasticsearch XL E RS,

OpenShift Elasticsearch Operator {1 Elasticsearch FE&#N PVC 4,

Fluentd £ systemd journal 1 /var/log/containers/*.log B H & & 55T Elasticsearch,

Elasticsearch R E R BAFRITABEHEE. MREFERVNALE, SRHITEXTMN, ikt
BXANEE, HEGNARFEBEBEENEE, HFoEXARENREHERSE.

BAERT, UEEAEN 85% i, Elasticsearch &1L S A RHEIE. 90%
i}, Elasticsearch REARENER THUAESFEHNEMBIEMbT &, B2, NREMEHEEET 85%
N SA T AEMEZ N, Elasticsearch &3a4ifiEEH*%R3I134H2 N RED,
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https://access.redhat.com/support/policy/updates/openshift_operators#platform-agnostic

B NE QAEREHE

XS, EKALERYRiRAPH Elasticsearch RRIAH, ErLUEBGXLEERIA
i, BRAEREHERNEIAE, BLEEERPBEIHXLEAE,

11.2.3.2. {1 Web #%4ll5 %3 OpenShift Elasticsearch Operator

OpenShift Elasticsearch Operator 2fIEHEE OpenShift Logging M Elasticsearch &

.

SeRFMH

Elasticsearch RREBEERN HAEF. 1 Elasticsearch T R#MEEED 16GB RFkK
HRAREERMBREMSEE, BRI ClusterLogging BE X FHRH HEIRE.

& #]# OpenShift Dedicated 17 R4l AT RBEFR B LA FF Elasticsearch 5£&f, W Ii{E
OpenShift Dedicated & HRMEA KT mF e AHERESNARFET, 859
Elasticsearch T 2% al{$ [ 64GB A5,

Elasticsearch 17 m& AT LIEBARMAEFXE Tia1T, BEEFIHAREDRBEIGX M.

R B Elasticsearch TSN AMEE. TE=E Elasticsearch T RS EHCHNEF

oy MRS A BT AN, FRESEMARAHRES, X LocalVolume
% X dM volumeMode: block #ik, Elasticsearch k&R ERKRE,

1£ OpenShift Dedicated Web 1§51, s Operators — OperatorHub,
MBI Operator FlZ&k % OpenShift Elasticsearch Operator, AJ5 == Install,

HA{RTE Installation mode Ti%#E T All namespaces on the cluster.
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#A3ETE Installed Namespace Ti%# T openshift-operators-redhat,

R E openshift-operators-redhat s5# 22 (], openshift-operators g4 22 (A AIEER
BEHKRHM operator, XL operator FESHE, HA M metric ATEES OpenShift
Dedicated M&#HRE, MmFBUHZE,

1% Enable operator recommended cluster monitoring on this namespace,

XA ETI{E Namespace X & Hi% & openshift.io/cluster-monitoring: "true" 7%, &ih
BB IX LT, LR LR IRE openshift-operators-redhat x4 22 ],

1% stable-5.x ¥y EHHE,

R SEHTHEAESRES -

Automatic $&B& St iF Operator Lifecycle Manager (OLM) #EAHhRAA AN HEE
#1 Operator,

Manual RIEREHEE L ZTIERI A Pt Operator B3,

= Install,

Wit Y1 E Operators — Installed Operators Ti3k%UF OpenShift Elasticsearch
Operator B#R %,

ffixE OpenShift Elasticsearch Operator fEFTA T H h# %I, i Status
Succeeded,

11.2.3.3. {1 CLI &% OpenShift Elasticsearch Operator

fRaTLUfEF OpenShift CLI (oc)Z3% OpenShift Elasticsearch Operator,
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FRFM

R E A Elasticsearch FTRHIFAMEE, FEE1 Elasticsearch TTR#fTEHCHNE
&8

MEFXMEATFHANEN EAEEARERSE, XTE LocalVolume
XTRHK volumeMode: block #iih, Elasticsearch TTikERARIBIE.

Elasticsearch EREBERENARER. BIAERT, OpenShift Dedicated ZE=4
Elasticsearch 172, P{FEKHFRIEN 16 GB, #IAIXEM=4 OpenShift Dedicated 7 s 8l
HER A RYHMAEFESLEDIZ1T Elasticsearch, MEBFI5 Elasticsearch X1,
EEBDRINEZ Elasticsearch T7m, MARIEMIET =2 LHAE,

BEERTUR,

B2 %% OpenShift CLI(oc).

it

fil—4 Namespace ¥ R{F—4 YAML 344 :

apiVersion: v1
kind: Namespace
metadata:
name: openshift-operators-redhat ﬂ
annotations:
openshift.io/node-selector:
labels:
openshift.io/cluster-monitoring: "true"

EWAIERE openshift-operators-redhat fp 226, ERhILRIEESIEFRHhZE, &
Prometheus Cluster Monitoring H#£#ACiE I M openshift-operators-redhat 73 22 jH]
REEPR, mMAZM openshift-operators fp & Z2[A|hiRHX, openshift-operators g 22
HATRE S B S X IZ LM operator, XL operator RS, HA M metric AlEES
OpenShift Dedicated B&FFER, Mo SBUhzE,
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B{TLA T ep4 3kl Namespace X4 :
I $ oc apply -f <filename>.yaml

LLYAML X il OperatorGroup X% :

apiVersion: operators.coreos.com/v1

kind: OperatorGroup

metadata:
name: openshift-operators-redhat
namespace: openshift-operators-redhat ﬂ

spec: {}

RIS E openshift-operators-redhat iz 45 Z2[H],

B{TLAFaa 43k OperatorGroup X% :

I $ oc apply -f <filename>.yaml

BIIE—4" Subscription X} &3 15 OpenShift Elasticsearch Operator Fi#y 822 :

BN

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: elasticsearch-operator
namespace: openshift-operators-redhat ﬂ
spec:
channel: stable-x.y 9
installPlanApproval: Automatic 6
source: redhat-operators
sourceNamespace: openshift-marketplace
name: elasticsearch-operator
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RIS E openshift-operators-redhat g4 Z2[H],

2]

f575€ stable, =% stable-x.y YEh4i#E, ES WL TFER,

©

Automatic fo¥F Operator Lifecycle Manager (OLM) fEA5hk Ao AN B &
Operator, Manual KB H3&%ZUEAA -4 Operator B,

$57€ redhat-operators, #M3E OpenShift Dedicated &L EZRMLE S (thHk
TR FREEMERE) , EHSERE Operator Lifecycle Manager (OLM)H BIjE2HY
CatalogSource X &REZ .

157E stable ZERMIZERAMN L HIRA, WA installPlanApproval:
"Automatic" # stable 2 H5IH Operator A HRIRFHHTEE AR A,

157E stable-x.y RRERE T RANHRRRAE. FRATE
installPlanApproval: "Automatic" i stable-x.y & B#1f¥ Operator FKEIE %
TRRA P REFTEERRA.

I $ oc apply -f <filename>.yaml

OpenShift Elasticsearch Operator 2% %% openshift-operators-redhat fp & Z2[f], FF
SHBEKEFPNFNIA,
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BT e
I $ oc get csv -n --all-namespaces

WRmE, FHIAFI A ZEEBEFLE OpenShift Elasticsearch Operator B Pod

i

NAMESPACE NAME DISPLAY
VERSION REPLACES PHASE

default elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-node-lease elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
kube-public elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
Kube-system elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
non-destructive-test elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver-operator elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded
openshift-apiserver elasticsearch-operator.v5.8.1 OpenShift
Elasticsearch Operator 5.8.1 elasticsearch-operator.v5.8.0 Succeeded

11.2.4. BB BEEE

f&afLLE &) ClusterLogging HE X IR(CR)kECE B & AN B EFHEREL,

FoRFM

BEEATR,

B2 %% OpenShift CLI(oc).

B% % Red Hat OpenShift Logging Operator #l— 1A HEEFE, B2 LokiStack =
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Elasticsearch,

EBHIE T ClusterLogging CR,

k

N
p o
;

i

Logging 5.9 £ fThkAF &S OpenShift Elasticsearch Operator IR HikA, MR
& Bri{sFABE Logging 5.8 %4 % # OpenShift Elasticsearch Operator, ©F4k&iE A
Logging, iEX Logging 5.8 i EOL ik, #&aILA{§F Loki Operator 25 OpenShift
Elasticsearch Operator WE{ AR KERBRI\NBEFMH. NFAXBFICxEMEAINE
HMEZER, HESHFE Agnostic Operator,

{&2 ClusterLogging CR logStore #i4% :

ClusterLogging CR ~fl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...

EEASEERR, XaTLLE lokistack = elasticsearch,

2]
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©

BETRRE, XMAERTLZ
ZeroRedundancy. SingleRedundancy. MultipleRedundancy =% FullRedundancy.,

L4

LokiStack Byl kS & LT,

¥ LokiStack 1535 H&&F#H ClusterLogging CR =4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

B{TLA a5 3k A ClusterLogging CR :
I $ oc apply -f <filename>.yaml
11.3. Bt LOKISTACK Bi&fzf%

EAFICERH, LokiStack 5HI2 Loki #1 Web ¥ 5 OpenShift Dedicated B35 IF KR H
HIDEHA. LokiStack MR OpenShift Dedicated {35 uEEsmHILiEZ . Loki AXE
BTy AN R A BB 1

11.3.1. 5 cluster-admin A/ At EHH
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B

LA cluster-admin AP B3 EHZS AN BEAEENNAREFEE, HPhEHTPmEehaZE
BN EMAT 5120, 25FEER Parse error: input size too long (XXXX > 5120),
T EFihi%ES] LokiStack s HEM A, % {#E cluster-admin A BH cluster-admin
HIK G, INR cluster-admin HAREFE, HUBCHEMBNAP RN HA,

FALTHENBH cluster-admin FBRAF - Bl EH4H.,

WAL T a5 OIEEHA -
I $ oc adm groups new cluster-admin

AL TS RArENA P RME cluster-admin ZHe -

I $ oc adm groups add-users cluster-admin <username>

BALLTaSEAHDBZ cluster-admin A fafa -

I $ oc adm policy add-cluster-role-to-group cluster-admin cluster-admin
11.3.2. K E R T EPRH LokiStack 74

ERFICKIRAE 5.8 REHFIRAS, 2 OpenShift Dedicated £E &G}, Loki ingestion M ifE&
AR R el A CPU MIREIRFIZTT, iXEBKE OpenShift Dedicated £E B2
i1, LokiStack ZAEHl. 1T v@id (A PodDisruptionBudget ¥E¥EsCH, Loki Operator 2 Loki
&7 PodDisruptionBudget ¥, ©RETSMNMHGLF I ANRS pod HE, DHHARFERHFTESE
B1E,

Hi 5w

Pod HfiiE Kubernetes 344

11.3.3. A& Loki LIS ATT s dffes
EABICK 5.8 REHMARAS, Loki Operator XX & pod RAKXEMHNI, LUEKRE—HEM
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pod FEE RIS PHFRTAT = L,

KR pod W—1 EtE, ATFEHEIIFEAERNT R, REXEKHER pod W—1EH, ATFHEL
pod FERIEAN TR L,

1 OpenShift Dedicated s, TILAM&Bh pod XZH#H pod kK XGAHERIBIEE M pod L RIHE/HFRZEMR
#il pod & BE A& A B RITBLE T =,

Operator 2 47T Loki A XiEERIA. E1EH podAntiAffinity B, HE$E compactor,
distributor, gateway, indexGateway, ingester, querier, queryFrontend, 1 ruler 214,

& a] LU 7E requiredDuringSchedulinglgnoredDuringExecution 2B BN B X ES
Loki #8985 7% podAntiAffinity i%i&

ingester ZH 8 P ik ERBI

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
ingester:
podAntiAffinity:
#...
requiredDuringSchedulinglgnoredDuringExecution: ﬂ
- labelSelector:
matchLabels: 9
app.kubernetes.io/component: ingester
topologyKey: kubernetes.io/hosthame

E S A ERNIE T,

2]
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=
o
=

PodAntiAffinity v1 core Kubernetes 344

¥ Pod B4 17 == Kubernetes 344

{5t F SRR A R KR R UAB X F Eoth pod IE pod

11.3.4. TFHFXEHBES HI

EEREICK 5.8 REHMARAS, Loki Operator @it pod it A HwERFSFXBENBIESS. S5H
EATheE e iRE eI S, FHPEHI R —RKEHENAEER, EFBREXNNMCEN
1x.extra.small. 1x.small 2% 1x.medium 5}, replication.factor FEXREHINEEN 2,

HBHERIERES, ZEREELEASETHRFEENTAREE. SATARTRAREEHERSE
%, EREHERVPARKEIBEAKM. SMREMIETEESNIARE, USSR ERF.

B AKX E$HIM LokiStack CR =41

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
replicationFactor: 2 ﬂ
replication:

factor: 2 g

zones:

- maxSkew: 1 e

topologyKey: topology.kubernetes.io/zone ﬂ
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FRMFE, HMANHSH replication.factor ZE3%,

LEREMNEREBEXN, RAIREXME.
PRI ERE pod EMEAEN. RIME 1, EEEEE 0.

LASAT bnent BN T R UK I,

11.3.4.1. MK XS Loki pod

L O EL

1£ OpenShift Dedicated 1, HKFEATHARFREENN, RAEXKY. THMKEE=REtHE
BIEHROANREEXE, SESETRNAEEND. MEMEK OpenShift Dedicated &R B RE N
HitThie, MXKYATERS

BUIRS5 HBHEE Ko

Loki pod 2 StatefulSet —&84, E1iIki7 StorageClass X RE &M PVC, 4 Loki pod KHH
i pod.

PVC HBHER—XEh, HESHDLZEXMER, StatefulSet #HIBRSANF X hE XWX P2

g

H
[=]

LR Loki E#l.

LT RESMRABMMX iy PVC, UREPAENMAERIE. T ERTHRE
%% LokiStack CR M replication factor E%, MIZXIRZGXE N AT 1 B91H,

SeRFMH
B&SICFhRA 5.8 HEERA,

I01F LokiStack CR 258

AXT 1 WEFRER.
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control plane BRIUIBIX KM, WEXRET REBA=HNEERRC,

StatefulSet #HI2F2HEXBBHRHAE LBNX F 8 pod, HEHXREE PVC I FRMMXh,
DESEFHFAERARNXTTEIESTFE, EXMFIMREKME D PVC, LMBEEFX hIhEHF G
BANRS Loki Pod REE &M PVC,

it

IBTLL TS, FIH4TF Pending K7EM pod :

I oc get pods --field-selector status.phase==Pending -n openshift-logging

oc get pods Hithfl

NAME READY STATUS RESTARTS AGEG
logging-loki-index-gateway-1 0/1 Pending 0 17m
logging-loki-ingester-1 0/1 Pending 0 16m
logging-loki-ruler-1 0/1  Pending 0 16m

X2 pod 4F Pending K7, EAENIXNE PVC AL FRBMX A,

IBTLLTF S, FIH4TF Pending K7EH PVC :

oc get pvc -o=json -n openshift-logging | jq .items[] | select(.status.phase ==
"Pending") | .metadata.name’ -r

oc get pvc FithHl

storage-logging-loki-index-gateway-1
storage-logging-loki-ingester-1
wal-logging-loki-ingester-1
storage-logging-loki-ruler-1
wal-logging-loki-ruler-1
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BITLL R4, MiER pod B9 PVC :
I oc delete pvc __<pvc_name>__ -n openshift-logging
R, BTLT a5 KMER pod :
I oc delete pod __<pod_name>__ -n openshift-logging
BIhHERXEN RIT, NAERAXKEPaERREE].

11.3.4.1.1. M FLIEREN PVC #1T8EEHER

MR PVC tHIRA LR #BILE 1 kubernetes.io/pv-protection, PVC TIEE&4LT terminating 1A
o MIBRALEERNIZ ST PVC BIhMBR,

BT SRS PVC WAL, REEIRXMER,

I oc patch pvc __<pvc_name>__ -p '{"metadata":{"finalizers":null}}' -n openshift-
logging

HAth B

it B BR T Kubernetes 3244

Kubernetes 77 3C4Y.

11.3.5. X Loki H&RI¥E4H 1]

EAEIC% 5.8 BKEEhRAH, Red Hat OpenShift Logging Operator XA R R FRIA R B&
ViR, fFRNEEG, EREERERAFUIFDER, BRI Operator EAHFFHLRIMEECHLL. REE
EMRENRE, EaLMERALTARREBN BEMEHH -
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RECEHEIBIREG

3 4 22 [ 3 L SR

I HE X admin A

FRERELG, EREVRESHENABHENEHABYHE. Red Hat OpenShift Logging
Operator IRt LA TR AR -

cluster-logging-application-view %% 320 2R H S BFBR,

cluster-logging-infrastructure-view %% iV E 4R H AEHHER.

cluster-logging-audit-view %% 320 Hi 11 B MR,

INRIEMLLETARR AT, NES LR 6 logging-application-logs-reader FIXEXHEEE M 55
% logging-all-authenticated-application-logs-reader {2tMEIREM, AVHEMAZST SHRUER A
1E6p 44 22 ] AR 2R R BR.

HEANARFASE, RAeaRZREERIMA S %Rt 6520,

N
4

[ ]
L

11.3.5.1. £EECHE M

SHARKERRSIAEMHAR, URKESESEHENEER,

ClusterRoleBinding 7~

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: logging-all-application-logs-reader
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roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: cluster-logging-application-view ﬂ
subjects:
- kind: Group

name: system:authenticated

apiGroup: rbac.authorization.k8s.io

%48 ClusterRole 2 cluster-logging-infrastructure-view #1 cluster-logging-audit-
view,

2]

R xRN FARIRI A P S,

11.3.5.2. fp& 22 a1 A]

RoleBinding iR e FF ClusterRole Xt 3kE L A - 24 vl LAV ] H & B oin 8 22 4],

RoleBinding =l

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: allow-read-logs
namespace: log-test-0 ﬂ
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-logging-application-view
subjects:
- kind: User
apiGroup: rbac.authorization.k8s.io
name: testuser-0
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11.3.5.3. B X admin AHijj[]

MPEENREARSEZER ZWAF, EaILUER adminGroup FEOIBEE A, BF
LokiStack CR B adminGroups FExHiEEREMAMBRR SR A A #HA08 admin, MRA#HSE T
cluster-logging-application-view fa &, WIE®E 5 A A0 RIFA e ZEHPMmENAEFB®.

LokiStack CR =l

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
tenants:
mode: openshift-logging ﬂ
openshift:
adminGroups: 9
- cluster-admin
- custom-admin-group 6

BECEEAEREX DT A,

2]

TR AZE list [ fERZA admin 4,

©

Z 531\ 4H (system:cluster-admins,cluster-admin,dedicated-admin)

11.3.6. £ Loki BAETAMESE

Hth BHR

FEABFICKERE 5.6 RESREF, ETLRERSREERAERR, XEHRNTLERE, 18
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FHANMERIE. MRANEBREXHA, WEAANSESEINZ AN A,

B

MREATE s3 FHEHE LokiStack BE L HIR(CR)HE RERM, NAF=EEH
&, BIIRXARBE o3 FiEfP, XAERIEN s3 7%,

BRABICKRE 5.9 MESRAZFFER v12, HEEA v13,

EFARTHROESE, E0EB—1 LokiStack CR :

AWS HEFRMNLBHRE R

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global: ﬂ
retention:
days: 20
streams:
- days: 4
priority: 1
selector: '{kubernetes_namespace_name=~"test.+"}' 6
- days: 1
priority: 1
selector: '{log_type="infrastructure"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
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storageClassName: gp3-csi
tenants:
mode: openshift-logging

HIA BERRERERE, X WFBRARPIEHENREMEPNEERR,

B\ AME CREY, KRBHPREARE,

BEMATENBE stream.spec: limits ¥ LogQL i :

AWS METHRNETRIRERE

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
retention:
days: 20
tenants: @)
application:
retention:
days: 1
streams:
- days: 4
selector: '{kubernetes_namespace_name=~"test.+"}' 9
infrastructure:
retention:
days: 5
streams:
- days: 1
selector: '{kubernetes_namespace_name=~"openshift-cluster.+"}'
managementState: Managed
replicationFactor: 1
size: 1x.small
storage:
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schemas:
- effectiveDate: "2020-10-11"
version: v11
secret:
name: logging-loki-s3
type: aws
storageClassName: gp3-csi
tenants:
mode: openshift-logging

RIBHEPZEREEREE, B30 XEE application. audit fl infrastructure,

2]

BEATEXAERN LogQL #ifl,

2 A LokiStack CR :

I $ oc apply -f <filename>.yaml

EREATHEFENESEEERS, FRANREMEEEFHESINRKX 30 XNEE
RE R,

11.3.7. Loki SRR I 2= PEbR

MR Log Forwarder API f$i8il KRB KERS B L B Loki, Loki &4 pEIERHI(429)5 1%,

XX REREEEREIEPLZE, HiMN, 4% logging AMFIEEARLEHENER+
i, logging 2= AR A AIE HEXEN TS B IEERRIE IR, EXHERT, MERMFAE
REE/NT EERRE, TRBESASECHE, FAFAEKRA - FHENa#RERRHIEE IR,

MREERBER L E, ER LA BN LokiStack B E X HTR(CR)Se MR I W7,
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B

LokiStack CR 7 Grafana J£&M Loki LA A, XEXFAREMATF Grafana FE£EEM
Loki AR5 23

Conditions

[}
Log Forwarder API E2i& 5 §% B & 4 Bl Loki,

BRSIM Loki KX AXF 2 MB HERIR, I :

"values":[["1630410392689800468","{\"kind\":\"Event\",\"apiVersion\":\

\"received_at\":\"2021-08-31T11:46:32.800278+00:00\",\""version\":\"1.7.4
1.6.0\"}},\"@timestamp\":\""2021-08-
31T11:46:32.799692+00:00\",\"viaq_index_name\":\"audit-

write\" \"viaq_msg_id\":\"MzFjYjJkZjltNjYOMCOOYWU4LWIWMTEtNGNmM2E5ZmViMGU
4\" \"log_type\":\"audit\"}"]1}1}

HiA oc logs -n openshift-logging -l component=collector j, £&EHPHRERAELE
RASUTHRERZ—MT -

I 429 Too Many Requests Ingestion rate limit exceeded

Vector £555H 2R~ 61

2023-08-25T16:08:49.301780Z WARN sink{component_kind="sink"
component_id=default_loki_infra component_type=Iloki
component_name=default_loki_infra}: vector::sinks::util::retries: Retrying after error.
error=Server responded with an error: 429 Too Many Requests
internal_log_rate_limit=true

Fluentd #1558 2~ HI
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i
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2023-08-30 14:52:15 +0000 [warn]: [default_loki_infra] failed to flush the buffer.
retry_times=2 next_retry_time=2023-08-30 14:52:19 +0000
chunk="604251225bf5378ed1567231a1c03b8b"
error_class=Fluent::Plugin::LokiOutput::LogPostError error="429 Too Many Requests
Ingestion rate limit exceeded for user infrastructure (limit: 4194304 bytes/sec) while
attempting to ingest '4082' lines totaling '7820025' bytes, reduce log volume or contact
your Loki administrator to see if the limit can be increased\n"

EERSERN B RERX M E. fli, £ LokiStack ingester pod H :

Loki ingester #i%H 261

level=warn ts=2023-08-30T14:57:34.155592243Z caller=grpc_logging.go:43
duration=1.434942ms method=/logproto.Pusher/Push err="rpc error: code = Code(429)
desc = entry with timestamp 2023-08-30 14:57:32.012778399 +0000 UTC ignored,
reason: 'Per stream rate limit exceeded (limit: 3MB/sec) while attempting to ingest for
stream

B #H LokiStack CR #1# ingestionBurstSize 1 ingestionRate E :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
limits:
global:
ingestion:
ingestionBurstSize: 16 ﬂ
ingestionRate: 8 9
#...

ingestionBurstSize FEE X BN EHRARIAN R AR thEFRFIREIKN (BL MB
FEAL) o XMER—ANEREL, FHEXENEPERIMHELFERPTHMRAEE
N, FRITFATF ingestionBurstSize HIHNEK,
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2]

ingestionRate FEREBWRARAHASHKRT (L MB HH6) . MRAKE
BT RE, MaHERRHBE R, BRERREAAEZAE. RELDFHEETRE,
ROIHSEEA AP THRNER TR R,

11.3.8. Bdi& Loki LAR1F memberlist BlJ& KK

1£ OpenShift f£&#th, EHEFEEMFAIELTA IP MLSEHE. Hib, Loki memberlist AfE &K,
HEAERT, BREALE IP W%,

YERNERG, &Rl memberlist BeBEE: pod MI%%, EaILUE LokiStack CR, LA
hashRing spec #1# podIP, EE&E LokiStack CR, EfFALL TS :

$ oc patch LokiStack logging-loki -n openshift-logging --type=merge -p '{"'spec™:
{"hashRing":{"memberlist":{"instanceAddrType":"podIP","type": "memberlist"}}}}'

LokiStack =fl, EHEE podIP

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
hashRing:
type: memberlist
memberlist:
instanceAddrType: podIP
#...

11.3.9. HE %R

Loki ZH#4>c#
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Loki Query Language (LogQL)3Z#%

Grafana {{ R

Loki Object Storage 344

Loki Operator IngestionLimitSpec 3244

Loki Storage Schema 344

11.4. Bidi& ELASTICSEARCH B&#iE

fRal LA {# A Elasticsearch 6 EfEiEHA M HEHUE,

Za LR A S, afF -

Elasticsearch B ML

HEERPHBETRZAEHS F, MEESEHBEFEH

S &Rijin] Elasticsearch #iE

11.4.1. BB B&5ELE

f&af LLE &) ClusterLogging B E X IR(CR)kEE B & AN B EFHEREL,

FRFH

BEEABR,
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B %% OpenShift CLI(oc).

B% % Red Hat OpenShift Logging Operator #l— 1" HEEFE, T2 LokiStack =
Elasticsearch,

B I8 T ClusterLogging CR,

k

N
p
;

¢l

Logging 5.9 £ fThRAF &S OpenShift Elasticsearch Operator BIE#ThRA&, MR
& BaifsFABE Logging 5.8 %4 %Y OpenShift Elasticsearch Operator, ©F4k&iE M
Logging, iEX Logging 5.8 Y EOL ik, #&aILA{$f Loki Operator 25 OpenShift
Elasticsearch Operator WE{ A RKEHRI\NBEEM. MEAXAFICXKEREEA
HMEZER, HSHFE Agnostic Operator,

{&2 ClusterLogging CR logStore #ii% :

ClusterLogging CR ~fl

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
logStore:
type: <log_store_type> ﬂ
elasticsearch:
nodeCount: <integer>
resources: {}
storage: {}
redundancyPolicy: <redundancy_type> 6
lokistack: @)
name: {}
#...
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EEASEERR, XaLLE lokistack = elasticsearch,

2]

Elasticsearch B &5 A LS & 1L,

©

BETRRE, XMAERTLUZ
ZeroRedundancy. SingleRedundancy. MultipleRedundancy =% FullRedundancy.

4

LokiStack Byl EHd & 1L,

¥ LokiStack #5355 H& & #H ClusterLogging CR =4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
name: instance
namespace: openshift-logging
spec:
managementState: Managed
logStore:
type: lokistack
lokistack:
name: logging-loki
#...

IB{TLA 53k A ClusterLogging CR :
I $ oc apply -f <filename>.yaml
11.4.2. {F8 T BER LB A SEF

EEEKIC KBS, FRMERMPEHBEERINFE L E ClusterLogging H & X FR(CR)HE L HIRER
BHE&EE.
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RAFERT, #HITASTREABRREASEN, RAXTFRAERSEE. EREACHERELHEIT
BENRSEFSEREISRBUIFIEXER, FEAELNREN,

MEKKAREFHRENDE, NFFTEARE—1 ClusterLogForwarder CR, MRFE
ClusterLogForwarder CR, BEFRK A BN A®REE, BRIEEN TS default HilbWEE,

AR

{1 Log Forward API $$# it H&# L BIRER Elasticsearch 56 :

B = g E X ClusterLogForwarder CR X & YAML X4 :

B CR LUSA A& KB %L X BIANER Elasticsearch SEfll, #& el LAEARFHTHEME N
MER TERULTRA -

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
pipelines:
- hame: all-to-default
inputRefs:
- infrastructure
- application
- audit
outputRefs:
- default

& (pipeline) & X fFRAEEMHEFANBAERE, R MBFHETEALTA
B Elasticsearch SZ41,

ZEpsaEEPEEMAE=MRENERS : NAERF. EZREME
. MRRBHBEASRE, IEASHAIBEFEHEX.
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MREH—IAM ClusterLogForwarder CR, &R EERINEIH i B EME AT
., ERFTEENEINGL, f:

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
metadata:
name: instance
namespace: openshift-logging
spec:
outputs:
- name: elasticsearch-insecure
type: "elasticsearch”
url: http://elasticsearch-insecure.messaging.svc.cluster.local
insecure: true
- name: elasticsearch-secure
type: "elasticsearch”
url: https://elasticsearch-secure.messaging.svc.cluster.local
secret:
name: es-audit
- name: secureforward-offcluster
type: "fluentdForward"
url: https://secureforward.offcluster.com:24224
secret:
name: secureforward
pipelines:
- hame: container-logs
inputRefs:
- application
outputRefs:
- secureforward-offcluster
name: infra-logs
inputRefs:
- infrastructure
outputRefs:
- elasticsearch-insecure
name: audit-logs
inputRefs:
- audit
outputRefs:
- elasticsearch-secure

- default ﬂ

WEEBRABELHIN, AEFHFITAZELEXTIAL Elasticsearch £,

=
=
=

XTFAEBEMEXR
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11.4.3. Bidi& B &R B[]
IEoI L R B R 7S, FESKIA Elasticsearch HEFHEREE = HERMFRSINRK - ZiiZRigH

& MARFAENFITEE.

EREREERE, EFZEN ClusterLogging B3 X iR (CR) FHEABEIRIXE maxAge SH.
CR fixt:{g v A E Elasticsearch iREIAE, ©ARE Elasticsearch i HRIEEIZRB,

MRES|5LL TR~z —PChe, Elasticsearch 2&5h3E8|, BohM4aiMR3|IFHOIEFHZESI :

%38 F Elasticsearch CR #1ff rollover.maxAge fH,

RBIK/NEITES KBSk 40GB I,

3RB18 doc AT I HEFELL 40960 KB HIfH,

Elasticsearch RIRIEEACENIR B REGMIPRRZIFRE]. MREZB HEMATROBERER, MR
N 7 XigiERB .

SeRFH
[ ]
W% Red Hat OpenShift Logging Operator #1 OpenShift Elasticsearch Operator,
it 3
BoiE A &R EIE :

%' ClusterLogging CR, LUZRMNZKEN reservedPolicy S :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"

spec:
managementState: "Managed"
logStore:
type: "elasticsearch”
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retentionPolicy: ﬂ
application:
maxAge: 1d
infra:
maxAge: 7d
audit:
maxAge: 7d
elasticsearch:
nodeCount: 3

¥ Elasticsearch NiZRBENBEEMN [, A —PNEBMEHE A - B(w).
/INEF(h/H), 8h(m)F0#. flm, 1d £F—X. KNHEEET maxAge BB BES#MER. 2K
ANBERT, BEREB7X.

REI LU IE Elasticsearch HE X %R (CR) Hii%iE,

#10, Red Hat OpenShift Logging Operator 37 T LLF Elasticsearch CR LIECE R R
Bg, QIEXELE/NRDEMPEE B ENERKERS, FERE 7 XMBRRs#ZESl,
OpenShift Dedicated & 15 2K E—R, LBERSRERFES,

apiVersion: "logging.openshift.io/v1"
kind: "Elasticsearch"
metadata:

name: "elasticsearch"”
spec:

indexManagement:
policies: ﬂ
- name: infra-policy
phases:
delete:

minAge: 7d g
hot:
actions:
rollover:

maxAge: 8h
pollinterval: 15m

NFENEER, RERBAKMANHRANRSZRNE S,

2]

216



B NE QAEREHE

o

OpenShift Dedicated {4 & RN Z R EIREIFREl. XBERIAKE, FalHES,

A% FFEWU Elasticsearch CR., R B SRR HFRA EEB LI
ClusterLogging CR Hii#17,

OpenShift Elasticsearch Operator £8%& cron job, LU#EMAE AR EFNRERDIFR
31,3 A pollinterval I,

I $ oc get cronjob

LT
NAME SCHEDULE SUSPEND ACTIVE LAST SCHEDULE AGE
elasticsearch-im-app */15**** False 0 <none> 4s
elasticsearch-im-audit */15**** False 0 <hone> 4s
elasticsearch-im-infra */15**** False 0 <hone> 4s

11.4.4. HBEEHEEE CPU MIREIEkK

BMHHHAREATTAZE CPU MINFEER. EBRNIZFohAEXLE(E, HE5 OpenShift
Elasticsearch Operator Ri% & 5& % H{H LB B IREHZE K,

ERRERh, Elasticsearch B RHMNEI\NEFRETERARE, MTTSBRESS
# OOMKilled, MNRFBELXANAIE, HiRS Elasticsearch X RTEE K PRIEL
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1" Elasticsearch 17 =&l AEBAENRNERE Tia1T, BEETHBEBDRRBIGIHM, XHFE™
g, HEA pod MiZHEHMEBENFA VP TFERIAN 16Gi. RIFHEA pod HEAHEIT 64Gi KREZH
HE,

FERFH
[ ]
W% Red Hat OpenShift Logging #1 Elasticsearch Operator,
it 3

4u'# openshift-logging B #f4 ClusterLogging B X ¥%i& (CR)

I $ oc edit ClusterLogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:ﬂ
resources:
limits: 9
memory: "32Gi"
requests: 6
cpu: "1"
memory: "16Gi"
proxy: ﬂ
resources:
limits:
memory: 100Mi
requests:
memory: 100Mi

RIEFZEIEE Elasticsearch B CPU #MIR#FFE K, MR XLEEHEH, N OpenShift
Elasticsearch Operator RIXBRRIAH, EBIINBLIHRASHBENTE. AFEHRNER
AMEN 16Gi, CPUEkKN 1,

2]

pod FILAFEAMRATIRE,
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3]
4]

RIESZZEIEE Elasticsearch ¥ CPU MIRFIE K, MEXLEHA, N
OpenShift Elasticsearch Operator RIXEENIAH, BIINRBLHRAZHBENTE. N
i RIGEIAE S 256Mi, CPU iEKEBRIAME )y 100m,

1Ei% Elasticsearch RfFER, MHENHERZATFEKHBRE.

fln -

resources:

limits: 0
memory: "32Gi"

requests: g
cpu : 118"
memory: "32Gi"

REEK,

Kubernetes —#& 151 mici®, A SLF Elasticsearch {#RIEEMRME, 5K (request) 1R
A (limit) &EEENE TR Elasticsearch AIL{EREEENRE, BT RBEA0ARRE.

11.4.5. N BEGFHECE S HIRE

IRB] LUE NI B I BUE T saz A1 E &l Elasticsearch 4 F -

FERFH
[ ]
W% Red Hat OpenShift Logging #1 Elasticsearch Operator,
it 3
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4a%8 openshift-logging WiH #1# ClusterLogging & X ¥i& (CR) :

I $ oc edit clusterlogging instance

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging"
metadata:

name: "instance"

spec:
logStore:
type: "elasticsearch”
elasticsearch:
redundancyPolicy: "SingleRedundancy" ﬂ

N RIEETTREN. BASERFENA,

FullRedundancy : Elasticsearch S8 REIMES h eES RSN BUET
=, XrRtRENRLYE, BRAMERESABENHA I HiERE.

MultipleRedundancy : Elasticsearch 81N R5IME D 522 S HIEI— M
B R, XaERSMMMREZ RERFNITR,

SingleRedundancy : Elasticsearch HEAR&EIMNES RHIE— 1 EIEx. RE
BEEEVHABIBT R, BEFEnATAAKE, A 5 M NNEL T AN, et
1t MultipleRedundancy., #ERREFILERRER A TFH 4 Elasticsearch 17 mlERE.

ZeroRedundancy : Elasticsearch AHI{EES REIAR. MR TRRHHAE
WEE, NMEEETAREAERIE. MREFEXEEREMIELLYE, KELHRT B SR
#/PVC &F{n Ak S 3RBE, mILAEEfERAILER,

FRAIBEIRNESD B MEZ T Elasticsearch BT M AB,

11.4.6. 4 Elasticsearch pod
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LR Elasticsearch pod BlE FIRES 5 MBUIE % K5k Elasticsearch HHEE TR,

MRBHER, FiZ—REH —1 pod, FHATFEHEHRTE S HMEIAX, Elasticsearch EIKERESk
e, EaLUREES —1 pod HHIT4E M.

NS Elasticsearch (£#i%i& 7y ZeroRedundancy, NIFR 45N Elasticsearch
pod.

11.4.7. hBEEEEERFAEEE

Elasticsearch R ERFAYFE, FiEEBIR, Elasticsearch tEgglim.

g

H
[=]

1f Elasticsearch EEHP AR NFS FHEAESSBFAME (SE BT NAS
Hin Gluster) , B4 Lucene #&iiiTF NFS RRStMXH RS T H. BIRERGAE
B 8

SeRFH
[ ]
W% Red Hat OpenShift Logging #1 Elasticsearch Operator,
ik

%4 ClusterLogging CR, &M PHNENBIET miEE N A EEFALEFNA,

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"
#...
spec:

logStore:

type: "elasticsearch”
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elasticsearch:
nodeCount: 3
storage:
storageClassName: "gp2"
size: "200G"

FBIthigE, KPR REBHAERHER“200G"H AWS ;B SSD (gp2) # %K PVC,

al}

¢ : 3
MEFXIMEATHAMEE EFAEEARERSE, XTE LocalVolume XTRHH
' volumeMode: block #xk, Elasticsearch L& HRBIRE,
11.4.8. 7y emptyDir fFi5EcE B 51765

IZTTLURE emptyDir 5 BSfFMEE R ARG — Nk 5RE, WHESE—BESHPHA Pod B
BE#aER,

| {5 emptyDir i, MEEESHEFHFBEHETENE, BIEHEELR.

4l

FERFMH
[ ]
W% Red Hat OpenShift Logging #1 Elasticsearch Operator,
ik

448 ClusterLogging CR LU E emptyDir:

spec:
logStore:
type: "elasticsearch”
elasticsearch:
nodeCount: 3
storage: {}

11.4.9. $147 Elasticsearch £BZThERS
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£ E X elasticsearch BEdBME K {E elasticsearch-* IE/RER, PHITEER.

4, WMEiZ1T Elasticsearch Pod W REEERE, NBIUETIER.,

SeRFH
[ ]
W% Red Hat OpenShift Logging #1 Elasticsearch Operator,
it 3
PUTERHRDIES -

# A openshift-logging TiH :
I $ oc project openshift-logging
3KHY Elasticsearch Pod B :

I $ oc get pods -I component=elasticsearch
HEEINERE SR Pod, LUMEE1#E1EM Elasticsearch XA X HEE :

$ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"spec":
{"nodeSelector":{"logging-infra-collector": "false"}}}}}'

{8/ OpenShift Dedicated es_util TEHITH R RS RIF, BEREXNZEZEESFFEA
R RIRFERRIE -

$ oc exec <any_es_pod_in_the_clusters -c elasticsearch -- es_util --
query="_flush/synced" -XPOST

flan -

$ oc exec -c elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_flush/synced" -XPOST
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i

{"_shards":{"total":4,"successful":4,"failed":0},".security":
{"total":2,"successful":2,"failed":0},".kibana_1":{"total":2,"successful":2,"failed":0}}

{81F OpenShift Dedicated es_util TR IEERZ XA T i3T50 F ¥4 -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

#lin -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" :
"primaries" } }'

i

{"acknowledged:true,"persistent":{"cluster”:{"routing":{"allocation":
{"enable":"primaries"}}}},"transient":

TG, SESIMREPEHE—1 ES K£HF :

EiIAERTF, OpenShift Dedicated Elasticsearch BB IEMH T =t HHIRE,
ALLF e a kR ITFHER EBE H S Pod FREXEEN -

I $ oc rollout resume deployment/<deployment-name>

fFign -
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I $ oc rollout resume deployment/elasticsearch-cdm-0-1

i

I deployment.extensions/elasticsearch-cdm-0-1 resumed

#E T —1¥ Pod. 2 Pod EARIZNARGE, MERSHTT—HE,

I $ oc get pods -I component=elasticsearch-

Tl R
NAME READY STATUS RESTARTS AGE
elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwbk 2/2 Running 0 22h

elasticsearch-cdm-5ceex6ts-2-f799564cb-1I9mj7 2/2 Running 0 22h
elasticsearch-cdm-5ceex6ts-3-585968dc68-k7kjr 2/2 Running 0 22h

WBERKE, |E&E Pod LIEIEHEHTERE -
I $ oc rollout pause deployment/<deployment-name>

N -

I $ oc rollout pause deployment/elasticsearch-cdm-0-1

i

I deployment.extensions/elasticsearch-cdm-0-1 paused

225



OpenShift Dedicated 4 B&ic %

K # Elasticsearch 82 &4 F green =X yellow K% :

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

k

N
p o
;

¢l

WMREN Seaifp o {E M Elasticsearch Pod $4T T # SR E,
Pod BAEEE, HAKLAEEFEATHH Pod &#5.

W

fFign -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query=_cluster/health?pretty=true

"cluster_name" : "elasticsearch”,
"status" : "yellow", ﬂ

"timed_out" : false,

"number_of nodes" : 3,

"number_of data_nodes" : 3,
"active_primary_shards" : 8,
"active_shards" : 16,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 1,
"delayed_unassigned_shards" : 0,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

HERSHEFR, HRRILSEIEDY green i yellow,

MR EH T Elasticsearch BeEMST, EXT8A Elasticsearch Pod E& X4 T,
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HHEHROMAER, EFEAS R TE -

$ oc exec <any_es_pod_in_the_cluster> -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all"

X

#lin -

$ oc exec elasticsearch-cdm-5ceex6ts-1-dcd6c4c7c-jpwb -c elasticsearch -- es_util --
query="_cluster/settings" -XPUT -d '{ "persistent": { "cluster.routing.allocation.enable" : "all"

X

i

{

"acknowledged" : true,
"persistent” : { },
"transient" : {
"cluster" : {
"routing” : {
"allocation" : {
"enable" : "all"”

" RBWESS Pod, LMEEII&RHEHE A XTI Elasticsearch,

{"nodeSelector":{"logging-infra-collector": "true"}}}}}'

I $ oc -n openshift-logging patch daemonset/collector -p '{"spec":{"template":{"'spec":

11.4.10. FHEEFHERS 2T KA

HAERT, BEMBFILFKEHABINGEE T ARICROBAEEME, ETLUSH—1 re-
encryption termination X FIEEH, LUSCIIA-ERX B &G i8R 55 B9V n] SR R BUE

}

}
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FH, ERILEASBOEB— N EFMZERKE, £ OpenShift Dedicated S HIE RER
Elasticsearch CA iE BLULMAERV M| BEEE. AR, FHESLUTAZAMN cURL EXVIMEERSE
fEIRSSEITT = -

Authorization: Bearer ${token}
Elasticsearch EHMZE A H Elasticsearch API 53K,

RS, AILMERESEFHEERRE IP Ui BEE#RS. SEUERNTRSZ—RINE :

I $ oc get service elasticsearch -o jsonpath={.spec.clusterlP} -n openshift-logging

i

I 172.30.183.229

I $ oc get service elasticsearch -n openshift-logging

LN |
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
elasticsearch ClusterlP 172.30.183.229 <none> 9200/TCP 22h

E LU AR T e SR A RRE IP il -
I $ oc exec elasticsearch-cdm-oplnhinv-1-5746475887-fj2f8 -n openshift-logging -- curl -tlsv1.2 -

-insecure -H "Authorization: Bearer ${token}" "https://172.30.183.229:9200/_cat/health"

i el

228


https://www.elastic.co/guide/en/elasticsearch/reference/current/api-conventions.html

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 29 100 29 0 O 108 0 --i-=i== ==i==i== ==i=-1-- 108

FRFM

W% Red Hat OpenShift Logging #1 Elasticsearch Operator,

T RATEYHAER, LMEEDIHHEBE,

XFAEB AT B ST -

# A openshift-logging TiH :
I $ oc project openshift-logging
MBEEMHEIRIX CA iEHHE A admin-ca X :

I $ oc extract secret/elasticsearch --to=. --keys=admin-ca

ik

I admin-ca

LA YAML ¥R 0 B EF IR S HEEH -

EARALTRAE—1 YAMLIH :

B NE QAEREHE
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apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: elasticsearch
namespace: openshift-logging
spec:
host:
to:
kind: Service
name: elasticsearch
tls:
termination: reencrypt
destinationCACertificate: |

AMBEERE CAIEHHFERA T —Shiins, ERBRE —LEHMERBEM
M spec.tis.key. spec.tls.certificate 1 spec.tls.caCertificate S,

BTG, AEEHE CA IEBRNBEE E—F holEMRE YAML fh :
I $ cat ./admin-ca | sed -e "s/A/ /" >> <file-name>.yaml

BIERRRH -

I $ oc create -f <file-name>.yaml

i

I route.route.openshift.io/elasticsearch created

BEZE /AT T Elasticsearch IR :

IRBULARSSIK B9 S R, LMEEFERPER -

I $ token=$(oc whoami -t)
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b.
FHEGIEEM Elasticsearch BRHGE NIFREE,
I $ routeES="oc get route elasticsearch -o jsonpath={.spec.host}
c.

ZERIFRAREOERND), HiaTU e dEd AFrIEEH N Elasticsearch :
I curl -tlsv1.2 --insecure -H "Authorization: Bearer ${token}" "https://${routeES}"
Hg R R FOF -

i

{
"name" : "elasticsearch-cdm-i40ktba0-1",
"cluster_name" : "elasticsearch",
"cluster_uuid"” : "0eY-tJzcR3KOdpgeMdJo-MQ",
"version" : {
"number" : "6.8.1",
"build_flavor" : "oss",
"build_type" : "zip",
"build_hash" : "Unknown",
"build_date" : "Unknown",
"build_snapshot" : true,
"lucene_version" : "7.7.0",
"minimum_wire_compatibility_version" : "5.6.0",
"minimum_index_compatibility _version" : "5.0.0"
b

"<tagline>" : "<for search>"

}

11.4.11. MNRAFHFABRIAM Elasticsearch B&TEE, &R FHAZH £

ENERG, EFEZIUNERT, YENAZRANE=FEEEEBREREIAN Elasticsearch
FiEN, oM BEEHPRBBRNLAKEANAS,

Waligin, MERAHEABRIAN Elasticsearch B&EERE, #EaILIM ClusterLogging B X ¥R
(CR) HiliBAPIER Elasticsearch logStore f1 Kibana visualization 2044, XA E4 2 A %M, HE
REHE.
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FRFH

BCi& A& &M ClusterLogForwarder CR YAML 3 #, RiEe RAHE default 19
outputRefs jtk, #ili0 :

RSN BEE LA BEXE N AERIRA XRIEANRNE Elasticsearch 58, KRAEEALR
outputRefs:
- default

g

H
[=]

{B5E ClusterLogForwarder CR ¥ H&# B %X EINEB Elasticsearch &8, i+
M ClusterLogging CR #llif® logStore 4. £ XFHER T, PIEB Elasticsearch
SHNAFEREH B EBUE.

X FBEIEER.

%4’ openshift-logging 5B #i ClusterLogging B X & (CR)

I $ oc edit ClusterLogging instance

MR4EFTE, #EM ClusterLogging CR HlilB& logStore 1 visualization /M7,

%% ClusterLogging CR i collection /N7, SRR EBPLATRA :

apiVersion: "logging.openshift.io/v1"
kind: "ClusterLogging”
metadata:

name: "instance"
namespace: "openshift-logging"
spec:

managementState: "Managed"

collection:
type: "fluentd"
fluentd: {}
4,
FUFEESR Pod EEEEHIBE :
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I $ oc get pods -| component=collector -n openshift-logging

233



OpenShift Dedicated 4 B&ic %

£ 12 & HEIDRER

12.1. A BBRIDKER

HEIDEKERMF N Red Hat OpenShift Logging Operator R —HHRE., ERIUATHEBEMN
BEE#ERS HKiElR. MERERZE Red Hat OpenShift Logging Operator B % Enable operator
recommended cluster monitoring AWk /5 AX E45IR,. BXREHKILK Operator WEZFE, H
SHEA Web #EHlAREZREKILE,

B\ B&RIC R E R % X B openshift-monitoring % Z2iH iy OpenShift Dedicated i e HE%:
Alertmanager, FRIFEZF T &t Alertmanager 2.

12.1.1. f£ Administrator #1 Developer £ hijj[a] Alerting Ul

Alerting Ul ®]3@353 OpenShift Dedicated Web 25 # Administrator #1f#1 Developer #1£1)
T8

1£ Administrator fifash, JEA Observe — Alerting. IFifE M Alerting Ul FEI=AF
EHHEE Alerts. Silences #1 Alerting #lI| T,

£ Developer fifarh, A Observe — <project_name> — Alerts, fEXNifarh, &
. FEINERBNERET Alerts TTAEIR, Alerts TlEH B RMZREETATET B,

N
a1

1 Developer fifarh, #EaILLMAI{E Project: <project_name> FIZR 1 iji [l %
OpenShift Dedicated f1FA /7 E XA B hikiF, B2, MRESBUEHERAGRE
%, MAKExR5 OpenShift Dedicated /0T BAEAMER. FHERFIEHRMNI,

12.1.2. BEICRBERER

EAKICE 5.8 REHMARAD, Red Hat OpenShift Logging Operator £ UL T &R, EaILUE
OpenShift Dedicated Web #2il& sh & HiX L ER,

EikaH HE fed BT
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EmAaTn HE ik BSEH
CollectorNodeDown Prometheus F5/& Wi  FTIREEULESS. Critical
10m $2EX fip 4 22
[6]/pod Y23 4H 4.
CollectorHighErrorRate  fH% HIIC ZA&SH B ZE A/ pod Yk ds Critical
Zo0d]/pod INERAM4E  HAHREEHN.,
Ho
CollectorVeryHighError  fH% HIIC RS H A2/ pod YR Critical
Rate Zo0H]/pod INERAEME  HAHRIERS.
Ho

12.1.3. Vector WERZIR

EBAFILK 5.7 KEHBIRAS, MSWESRERLTER. EaILIE OpenShift Dedicated Web 1%

HEPEEXLEER,

K 12.1. Vector IWE R ER

g

Eid HE

<value> of records have
resulted in an error by
vector <instances.

CollectorHighErrorRate

Prometheus could not
scrape vector
<instance> for more
than 10m.

CollectorNodeDown

<value> of records have
resulted in an error by
vector <instance>.

CollectorVeryHighError
Rate

FluentdQueuelLengthinc
reasing

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

12.1.4. Fluentd WERZIR

ik BEHY
RIS DH A, MEHHE Warning
B ERS, BHiIAH 10,

BERE Prometheus ;%R Critical
EU4E B/ Vector 241,
REHEEENHERS, Critical
ZRNTERT 15 D EIRAE 25

™o

Fluentd iR &5FAFUAR/NIETEIR  Warning

jJuO

LUFERAIEN Fluentd BEBESRERK. ErILE OpenShift Dedicated Web 12§il& A HiX Lk

%*ﬁo
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% 12.2. Fluentd WEBZR

g

Eid HE

FluentDHighErrorRate <value> of records have
resulted in an error by

fluentd <instances.

FluentdNodeDown Prometheus could not
scrape fluentd
<instance> for more

than 10m.

FluentdQueuelLengthinc
reasing

In the last 1h, fluentd
<instance> buffer queue
length constantly
increased more than
1.Current value is
<values.

FluentDVeryHighErrorR <value> of records have
ate resulted in an error by
fluentd <instances.

12.1.5. Elasticsearch Z4RHM|

50

FluentD fiHiF IR B ERE,
TERT 15 2B ECIA#ELT 10,

Fluentd it & Prometheus &
BETT R IMEUE EHY Fluentd 5
i,

Fluentd R &FAFIK/NETEIE
.

FluentD ¥itHFiREVBE IS
K, EZAEIMI5 28, B
INER T 25 1

R LI#E OpenShift Dedicated web 124 R A B X EEIRMMI,

< 12.3. B

g

Eid 50

ElasticsearchClusterNotH
ealthy

ElasticsearchClusterNotH
ealthy

ElasticsearchDiskSpaceR
unningLow

ElasticsearchHighFileDes
criptorUsage

ElasticsearchdVMHeapUs
eHigh

236

ERERRSLT RED ED 2 ofh, EETERERE, 27
BEMREL, =HFHE master TR HRIEE,

ERERREN YELLOW 4 20 £8h, ELESFEIRERS
fc.

ERETHATELUS Y 6 /NN PO FRE AL 22171 2 4t

ETF—NNNA, KB RET— NI PUEFIERTA X4
HREF

BET A LM JVM HERERES,

EEM

Warning

Critical

Warning

Critical

EEMN

Critical

Warnin
g

Critical

Warnin

g
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g

Eid 30 L

ElasticsearchNodeDiskW BT oA EERE, e mAEEKAL, DR TEED info
atermarkReached BosA b e NZZEERET mRINE L i 2,

ElasticsearchNodeDiskW HF R EERE, BT RAEEKMAL, EE0E, X Warnin
atermarkReached AR NEFOEIEMT =, BERT RRINESHAZEE, g
HEEF AL 2MIAZEE,

ElasticsearchNodeDiskW HFTRMEEERR, BETRAEMKKEE, ENEXD Critical
atermarkReached TR EQET DRSS EGIER R, Y FERET
EIKALRRT, RBIBRMIFINA R,

ElasticsearchdVMHeapUs  #5E =LH JVM #FERAE KRR, Eik
eHigh

ElasticsearchWriteReque  Elasticsearch EEE TR ENBE AR, T RATETER R Warnin

stsRejectiondumps SR, g
AggregatedLoggingSyste  ZRLGTEIEE T R LEMAK CPU X&. Eik
mCPUHigh

ElasticsearchProcessCPU  Elasticsearch 7E3§E 17 m _E{FEFAK CPU X&. Eik
High

12.1.6. Hih55iE

B TS E R

12.2. BE X HFICRER

HEREFICK 5.7 REHMMAD, AP ALIEE LokiStack &4 A E L ERMIC KSR, MR
BEABAE L ERACTEHN, A=A LokiStack ALNIZRHHA,

LokiStack EF HEMERMICKNIEIFEDT S LogQL FARIRES ruler HEF %L, Loki
Operator EH 7 — Mk LokiStack X/MEALMIFRR, ®ILLZ 1x.extra-small, 1x.small 5%
1x.medium,

FREXEREAR, ELFIHIE—4 AlertingRule HE X IFIR (CR), HEHF 355 Prometheus &AM
EiRHN, =X E Prometheus &AM i3I B RecordingRule CR.
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https://grafana.com/docs/loki/latest/query/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
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EHE G A LA application, audit, 3k infrastructure i ECEE T HEMNERSK DT HRBUE, ZE6E
T FARREY A Rl et T 1A R0 RIB R R A P Be B B T B M ER SR IE.

MARR. §FitMERIZEERBIA L 2R openshift-monitoring & 22 i A9 OpenShift
Dedicated i #%H#ER: Alertmanager, BRIFIEZEF T &t Alertmanager 326, #NIREA T AT
openshift-user-workload-monitoring s Z2 Al hB I 7 & LAY B /Y Alertmanager, N ARFERE
INEZ X B 6p & Z2 (B FREY Alertmanager,

12.2.1. BB &EHINIES

J5F LokiStack #MZH#E, AP ELENL—4H LogaL FixX, AFMAZBFICKERFICKEE
o

S 5 A LL@THEW LokiStack B & X ¥ I8 (CR) kS FAANIZS,

FERFH
[}
B %% Red Hat OpenShift Logging Operator #1 Loki Operator,
[}
EE OB T LokiStack CR,
[}
BEME AR,
Pk

WF AR LokiStack CR @& LLTF spec Bei& k5 FAALNIES :

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: <name>
namespace: <hamespace>
spec:
#...
rules:
enabled: true ﬂ
selector:
matchLabels:
openshift.io/<label_names: "true"
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namespaceSelector:
matchLabels:

openshift.io/<label_names: "true"

12 & BRI RER

HEEHZ A Loki ERACANI,

2]

AR INEIZES A BSC R E IR AE e fe B 22 A8 B E R,

©

AR INEIZES A BSIC R E IR AE e fe 2 22 A8 B R PR,

12.2.2. %1 LokiStack #il| RBAC F{FR

SR A AR YA RS ERA RS ED username EAIERMEEE SHERMCEHN], £HA
faiE Ul ClusterRole X%, Heha S A MENETABKVRZEH(RBAC)IR,

EAFILX 5.8 KEEMAR, J9 LokiStack R4t T LU FHFERMICFKAMNMERA R -

sk

alertingrules.loki.grafana.com-vi-admin

alertingrules.loki.grafana.com-v1i-crdview

alertingrules.loki.grafana.com-v1-edit

alertingrules.loki.grafana.com-v1i-view

ERKACNAF EBEEIGVRINRREEER
i, L&A ®ERTE loki.grafana.com/v1 AP
HrhfEE, LE. BEET. MIPR. FUHFI A
AlertingRule HREATIER,

BEABHWAFTLLEES loki.grafana.com/v1
API A #y AlertingRule FHRAEXH B E L HIRE L
(CRD)MITE X, (BRBEE XL FIRIINIR,

BERAGNAABINAEE, BHMMER
AlertingRule &,

BAAEMA A LULE loki.grafana.com/v1
API A #y AlertingRule %R, BRI EINEE
RANMEEE, TREFER, EREEN eI TER
(T8
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BITEM 3T
recordingrules.loki.grafana.com-v1-admin BEAENAFN EEEEILFANME RIS R

AR, LhEEEEA &% F 7 loki.grafana.com/v1 API
HrhfEE, EE. BEET. MIER. FUHFILE A
RecordingRule FRHIAR,

recordingrules.loki.grafana.com-v1-crdview BEEABHWAFTLLEES loki.grafana.com/v1
API A #y RecordingRule FHREXHIE E LR
E L (CRD)ME X, (B&BEHEIRIXLE TR
R

recordingrules.loki.grafana.com-v1-edit ERLAGNAF BN, EHMMER
RecordingRule &,

recordingrules.loki.grafana.com-v1-view ER A EA -~ FLLLE loki.grafana.com/v1
API A #) RecordingRule 55R, S 1A UG E I
BERANEE, REMER, BFREXNell#T
EEWR,

12.2.2.1. fIF

EHNAPNRAKHAR, SuIRIAERAGKAERREMR A,

SHAMTURENIGRAENEE, BEANATEGRNAGYE, #H RoleBinding X RE, M
£ oc adm policy add-role-to-user G, EHABRIGEATFIEENMAZH, HEH
ClusterRoleBinding ¥4, #M{EMA oc adm policy add-cluster-role-to-user @ 4l, EHABAN
ABIS#PNmE R A ZEN,

DR RAle S hiEER P RPN ER R ZE PO, . EHAMER(CRUD)EUR :

R A ZEH hEIR N CRUD BRMIKRI A BHFES S RHI

$ oc adm policy add-role-to-user alertingrules.loki.grafana.com-vi-admin -n <namespace>
<username>

Lr e te R 2R P RERINR FEER P EER AR
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EEAPRNERABHAERS RO

I $ oc adm policy add-cluster-role-to-user alertingrules.loki.grafana.com-vi-admin <username>

12.2.3. /8 Loki Bl EF B AR
AlertingRule CR @& —4H#I#&#1 webhook KikxE X, FFABAHA LokiStack SEHIEEHALNI
H, 54, webhook i X RN UF 4 -
MR AlertingRule CR &M interval A, NME2— N THMEIRIN
N AlertingRule CR @& for A, NIER—ATTHBEHRAN

R AlertingRule CR & &3 LogQL expr, NS R2— N TRBIE I,

#2R AlertingRule CR @21 RAEMNA, WER—THEGERAN,

MR EBAEM, MERMNEA TS,

iUkl AlertingRule CR B x4 Z2ja]

application

audit openshift-logging

infrastructure openshift-/*, kube-N\*, default
SoREH

Red Hat OpenShift Logging Operator 5.7 R iR A
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OpenShift Dedicated 4.13 R B HAIARAE

¥
B AlertingRule B E X %R (CR) :

ELAt%RF AlertingRule CR Rl

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: loki-operator-alerts
namespace: openshift-operators-redhat ﬂ

labels: g

openshift.io/<label_names>: "true"

spec:
tenantID: "infrastructure”
groups:
- name: LokiOperatorHighReconciliationError
rules:
- alert: HighPercentageError
expr: |

sum(rate({kubernetes_namespace_name="openshift-operators-redhat”,
kubernetes_pod_name=-~"loki-operator-controller-manager.*"} |= "error" [1m])) by
(job)
/
sum(rate({kubernetes_namespace_name="openshift-operators-redhat”,
kubernetes_pod_name=-~"loki-operator-controller-manager.*"}[1m])) by (job)
> 0.01
for: 10s
labels:
severity: critical 9
annotations:
summary: High Loki Operator Reconciliation Errors G

description: High Loki Operator Reconciliation Errors ﬂ

Bt AlertingRule CR MIts & Z2[ALAJTEH 5 LokiStack
spec.rules.namespaceSelector & X FLECHIFRE,

2]
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labels His 715 LokiStack spec.rules.selector & X PCHg,

©

infrastructure #1719 AlertingRule CR R7E openshift-*, kube-\*, 2k default fp$ 22
A Fh 45 3 FF

L4

kubernetes_namespace_name: B{E #4415 metadata.namespace HI{HPTHC,

©

B FBAES AR critical. warning 5k info,

6]

XN F RV,

7

XN FREDA,

M A AlertingRule CR =l

apiVersion: loki.grafana.com/v1
kind: AlertingRule
metadata:
name: app-user-workload
hamespace: app-hs
labels: 9
openshift.io/<label_names>: "true"
spec:
tenantiD: "application"
groups:
- name: AppUserWorkloadHighError
rules:
- alert:
expr: | e
sum(rate({kubernetes_namespace_name="app-ns",
kubernetes_pod_name=~"podName.*"} |= "error" [1m])) by (job)
for: 10s
labels:
severity: critical ﬂ
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annotations:
summary:

description: G

BIE2 It AlertingRule CR Hts & Z2 [ 1B A5 LokiStack
spec.rules.namespaceSelector & X FLECHIFRE,

2]

labels B 715 LokiStack spec.rules.selector & X PCHg,

©

kubernetes_namespace_name: B{E #4715 metadata.namespace HI{HPCHC,
A EFEMENSIZE critical. warning = info,

AR E RN E.

st ME S B (B AU B9 A

RLFA AlertingRule CR :

I $ oc apply -f <filename>.yaml
12.2.4. Hth ¥HR

[}
%F OpenShift Dedicated %1%
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5513 trRe A SEt R

% 13 = MaEM TSt AR

13.1. iz Sl

MR AR AT DURERAIZEE R, R SiRH A LRI N B EE. FoRTIN SRS A X35
MESBITRKSFHATEKR. MREXRSPE, BASZHXERA R EHNER THRRT, WEE
Rtk S N o] BER5E B I [ ¥k SN T F S EEIR

ERERR, EaLuEd ) AL R ERIEHIALHRRE B &Sic k%,

13.1.1. R RINLHIA T b

1A ] LU AE A b T B SRR A S,

ERBRLEERDBHASRHRAEASRE,

RS {H B &R R B SIC R E MR8 13,

Wit HEEESHERRS, ATUEEFERASHEBS.

13.1.2. BEdEE KR

BMBESREEEXRRY, XEREHSBESRNRAERZBERRLHIBBE T LLEERT,

RAMEN T REXHARGBERR, FIUSESITRHT R EBBRESR. fm, & 3 TTRER
B, SPMRESNRIEXRRIOVERD 10 Mk, BERANEXEENFH 30 MLk,

BB ARHBC R F T AN TR, FRNAGIEMRRMAE, HEibERRH L
ILFEMARTF T RE,

& oI LB B #h A R 7E ClusterLogForwarder B3 X %R (CR) B E R :

R PR Y
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8 HSREERE AR, fiM, SHEHNNSNFHESECR, bl ERREERE
TMHIHENRE,

a0 N\ 5 3 PR

FREIFTES R HSBENTREEE,

13.1.3. ECi& B &% A 25 i HH 3 =< PR

=] LBt ECiE ClusterLogForwarder BE X iR (CR) R EIH ik B & RI8 i HHHEEE,

SeRFH
[ ]
%% Red Hat OpenShift Logging Operator.
[ ]
BEERGBR,
it 3
1.
1EigERIBA ClusterLogForwarder CR mi7i maxRecordsPerSecond limit {H.
LUFRGIER T el 4 kafka-example B9 Kafka £ HBCIE 51 BUE SR HH E =R
il -

ClusterLogForwarder CR =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
outputs:
- name: kafka-example 0
type: kafka 9
limit:
maxRecordsPerSecond: 1000000 6

#...
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il B,

2]

Fith R RE,

©

BRI E R, XMERESHALED Katka REHNBASHRAEE, BRAER
TARREXME. BRAMTHRRETLE, MRAEEXBEERFEED, NKEFICK. W
REXMEH 0, MAREREMBRS.

I F ClusterLogForwarder CR :

wPleeH

I $ oc apply -f <filename>.yaml

=
o
B

AR RE

13.1.4. BdiE Hi&EHR & 23 A BRI

#&al LT BCiE ClusterLogForwarder B iE X ¥R (CR)ERBIMENEZABETE, EaREBEENIE
HRF I BRLEEER AR,

FRFM

[}
22 % Red Hat OpenShift Logging Operator,
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BEEAPR,

E— 15 EHKiHM ClusterLogForwarder CR #1711 maxRecordsPerSecond limit &,
LUFRBIER T AR R S & A R 3R -

ClusterLogForwarder CR ~fil, HEBRNEEHNARKETI AR

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
selector:
matchLabels: { example: label }9
containerLimit:
maxRecordsPerSecond: 0 6

i A &R,

2]

&R, MBXLERZE SN AR pod BHRZEICES, Il maxRecordsPerSecond
EigENEN AR RN ARX LA,

©

EEEFEREH, ¥ maxRecordsPerSecond FEi%XE N 0 REE NASWEFMA
5. I maxRecordsPerSecond R KB N HMMESHKRE VAR KWESICRKE LR,

ClusterLogForwarder CR =fll, Jhpikife &2 HhMERKETNBHRRE
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apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
#...
inputs:
- hame: <input_name> 0
application:
namespaces: [ example-ns-1, example-ns-2 ] 9
containerLimit:
maxRecordsPerSecond: 10 G
- hame: <input_name>
application:
namespaces: [ test ]
containerLimit:
maxRecordsPerSecond: 1000

Hi A&,

2]

& 22H51%K, maxRecordsPerSecond FEHisENFNARBEIN ARSI B
ZHhNmME RS

©

EeiEEEREH, I maxRecordsPerSecond PERiI%E 10 R N5 HH A6y & 22 dh
M AHBERZ 10 MEX,

I F ClusterLogForwarder CR :

w~Blees
I $ oc apply -f <filename>.yaml
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13.2. BB ZIER®E

MEBHPREMARSTRSTEXRERR, THNFHXEBIETRILRES T,

E LGB IEF BEFHNEEERBUERE D BSEBENSE. ARCERUNRTTIER, TRTH
D HEBIIENSE.

al

RATIERS input EFSHAR. input EFEREFNIZRETRIBENENBE
. AETIESRMEAER, URIEICKASMERAEUSIC K,

BRI LMERAMU T ARz — Y BSEIRS -

ERERSTIRSUEZFFARTENRTICK

RERTTIERUET HEILR

13.2.1. BERATIERUEREFRZTENAFRICE

ECiE drop iTiEaRE, BEBESSIRBTERERAMIHEESR, BEREFSEERELRNT
RENEFICK,

FoRFEMH

[}
22 % Red Hat OpenShift Logging Operator,

BEEAPR,

REBIE T ClusterLogForwarder B3 3 ¥5i& (CR).
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Tt g2 HIECE AN ClusterLogForwarder CR s filters spec H,
LUTF RIS T MEIECE ClusterLogForwarder CR, LMRIBIENERAXEFARICKE -

ClusterLogForwarder CR =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: drop ﬂ
drop:
test:
- field: .kubernetes.labels."foo-bar/baz"
matches: .+ 9
- field: .kubernetes.pod_name
notMatches: "my-pod”
pipelines:
- hame: <pipeline_name> ﬂ
filterRefs: ["<filter_name>"]
#...

I IEARMRBY, drop i iESREFE LT IEREELENBEILK,

2]

5N A drop 1T iE AR B LT,

©

EEATHAERES ZFEFICKNNARE,

MR KM KIE R RS true, WIIKSAE, ILFFHEF.
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479 drop I iESREERE S M UKN, MRAEANGHET, WEEFILFK,

MNP EE AR, fm, #HENAZICRPRMZTFER, WEE G
false,

L4

EERPRNFERRZE, EEAFZICXPZENEBR. ZBRIUASFEHFFR
M TR (a-zA-Z0-9 ), $l0 .kubernetes.namespace_name, MEMEE S IERE2 4
M8, BRAIIRIESISA, i, .kubernetes.labels."foo.bar-bar/baz", #&a] LL{EHEA
test BBPEEZSINFRER, BEiIHMUFEE N true FaEBTNKARZER K drop
puR e

EBeENFREAR, MEAZIERESRENRAXCE, SifSEERF. EalUyHag
field B8R i% & matches = notMatches &, {BFBERIN X B XM

BEENRER, MEAFRICKSHENREIRAREER, eiISEER. EaLlhHa
A field 3R 1% & matches =% notMatches &, BARBERN B IXHNM.

157 drop i 2R N ARIME E.,

2.
ZfTLL T4 kN A ClusterLogForwarder CR :
I $ oc apply -f <filename>.yaml
HAthr=B

TEAHSN ROEST T AR drop T iEREENMNREESMHERNBFICK :

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:

filters:

- nhame: important

type: drop
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drop:
test:
- field: .message
notMatches: "(?i)critical|error”
- field: .level
matches: "info|warning”
#...

BRTIER— test BEFASZINFEREEN, ELALLESHU N ORKBENTNMIK, ELLTRAE
i, MR test BEIFEM N true, NMNIERKFTFHEEFR. BE, XFHE A test BSiE, B FEX specs BB
& true, FHEESFTEIEMH T true -

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- hame: important
type: drop
drop:
test:
- field: .kubernetes.namespace_name
matches: "open"
test:
- field: .log_type
matches: "application”
- field: .kubernetes.pod_name
notMatches: "my-pod"
#...

13.2.2. BB ER AT ISR LMEB AEKIL R

ECiE prune T IESRN, BEBESRSRETIESER AL AR, BESEIHER pod FFEFE
EHFBRETEREIL,

FeRFH
[}
22 % Red Hat OpenShift Logging Operator,
[}
BEHE TR,
[}

REBIE T ClusterLogForwarder B3 3 ¥5i& (CR).
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AR

iR E R INE ClusterLogForwarder CR s prune spec H,

LUF RIS T MEIASE ClusterLogForwarder CR, LB IBFERREEHARIC K -

B

MRHEETXHMER, WEERE notin BAEEEICK, XH%ET in &
H, #E&HEA notin BAHEHILKE, RFEM in BAEEIIEILX,

ClusterLogForwarder CR =l

apiVersion: logging.openshift.io/v1
kind: ClusterLogForwarder
metadata:
#...
spec:
filters:
- name: <filter_name>
type: prune ﬂ
prune: 9

in: [.Lkubernetes.annotations, .kubernetes.namespace_id] G

notin: [.kubernetes,.log_type,.message,."@timestamp™] ﬂ
pipelines:
- name: <pipeline_name> 9
filterRefs: ["<filter_name>"]
#...

e IERRMKEY, prune T IESRIRIBEENFERETBEILR,

2]

ISER A prune i IERMNEE LT, in # notin ZE#IEE N RO REZERIRENE
H, efl2AFIURPFENRR, JERFILASFEBFFHEMNTIZE (a-zA-20-
9 ), $I .kubernetes.namespace_name, WIRMEA S WERZANTFR, BRBIBIE
5|5, #iiM, .kubernetes.labels."foo.bar-bar/baz",

©
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L4

Al R ARSI iR E R A B A M B &Lk HPilBR,

0

1573 prune g2 N ARIMEE,

2T T4 kN A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
13.2.3. HtiBFiIR

XTFHAEERAB=HRS

13.3. I BIE T IER =

BT LIS input 1123138 ClusterLogForwarder CR AR, LURIE BB AR ZKRENH
E. FNEEAHAKXLALR, EalGEPRARILE, RO IESR LMAEM CPU fi,

B

RAEERSICKEBBEPHRET Vector RN, FreEALLIIEE,

4l

input spec THESRETIERE, input EFHFEFHZRETROBENEZEANBE
e WATIERWHEAZR, IREILXARMBRIERLLX.

13.3.1. B B EHHHRP R ERHAREH, ERADTIENARFAS

ERILAMEA input B SRIRIEG G ZE NN R GRS IR ARFEE.

FoRFEMH
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[}

2% % Red Hat OpenShift Logging Operator,
[}

BEHE TR,
[}

REBIE T ClusterLogForwarder B3 3 ¥5i& (CR).

Py

AINB2E&, LATE ClusterLogForwarder CR R a S s Hibiop & 2 B R AT,

LUF RIS T MEESE ClusterLogForwarder CR LLE S HER e R A ISR EH -

ClusterLogForwarder CR =l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder

#..
spec:
inputs:
- name: mylogs
application:
includes:
- hamespace: "my-project”
container: "my-container"
excludes:
- container: "other-container*" 6
namespace: "other-namespace"
#..

157 B R MIX e ap 4 22 (A R BUR BURE.

2]

B AERMXERFZPBERIE,

©
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4

EEBERSN EZBNERES.

BT T4 3kR A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml

excludes &% F includes.

13.3.2. @i @ ERERAAHCAENIFERANE, ERATLENARRFAE

EATLUEA input 1EFE2R, RIBRERAAHCENIIEREEHESNAEFAE,

FoRFEH

[}
22 % Red Hat OpenShift Logging Operator,

BEEABR,

REBIE T ClusterLogForwarder B3 3 ¥5i& (CR).

Pt =

R iEdRMECE A INE ClusterLogForwarder CR HifY input spec i,

LUFRAIES T MAIELE ClusterLogForwarder CR, {FHASETFIRERARKICERMIR
FR/EMBE -

ClusterLogForwarder CR =l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
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#...
spec:
inputs:
- name: mylogs
application:
selector:
matchExpressions:
- key: env
operator: In
values: [“prod”, “ga”] 6
- key: zone
operator: Notln

values: [“east”, “west”]
matchLabels:

app: one

name: app1

B E IR,
}57E operator, ABYEEIE : In,Notin,Exists, ] DoesNotExist,

EEFABRENHAE, MR operator {4 Exists % DoesNotExist, N{EEHHIIH

e AR S (R,

ZfTLL T4 3N A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
13.3.3. RIBET IEH TR B &R A

&R LUE A input 2R E X audit # infrastructure %1%, LUBERR,
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SeRFH
[ ]
B %% Red Hat OpenShift Logging Operator,
[ ]
BEERGBR,
[ ]
BB T ClusterLogForwarder B E X ¥ (CR).
it 3

AINB2E&, LATE ClusterLogForwarder CR HiiE X audit 1 infrastructure 38,
LUFRAESR T i{aEd & ClusterLogForwarder CR LUE X aduit #1 infrastructure j& :

ClusterLogForwarder CR =l

apiVersion: "logging.openshift.io/v1"
kind: ClusterLogForwarder
#...
spec:
inputs:
- name: mylogs1
infrastructure:

sources: 0

- hode
- name: mylogs2
audit:

sources: e

- kubeAPI
- openshiftAPI
-ovn

EEERENEMRERYIR, ARNREE :
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[ ]
node : BT RNAR

container : fp R hIPBMNTEAEMNBE

EEZWEMNETHRIIR, ARNERSRE
kubeAPI: 3EH Kubernetes APl [R%52HIH
openshiftAPI: 32 OpenShift APl [R5528389 B &
auditd: kB 77 R auditd IRS5 B
ovn : EEFBEMNMLERSHAE

BT T4 3R A ClusterLogForwarder CR :

I $ oc apply -f <filename>.yaml
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514 = FEER

141, AT REFESRB BT IC R TR

TR FAAEE— DR /MEN RS, XN pod HRIEER A E XAREHIERER E L.

ZfE pod AHIBHET R LiZ1T, pod MAIEEST R EIREHRBGRIET mkFEeR,

14.1.1. XF0 mkfEss

R LS s B pod FIFRE BT sk SRK IR M pod A AIE., AT ks
i, OpenShift Dedicated £¥F pod HE R3S LEIREHNT =

AT LU AT USRI R ERY pod MEBRIRFEMN T R E, SESEHT LRSI pod BERILRF
REEAEET R LE, RGBT R0EFSR, 3 pod MERRERNT =L,

fin, YEREREEN, EaLtiBE— R, MARFIA A G LLEE EEKEA pod &
BIETT RS, & pod MERREOAH BN EN T SR, E4HG, EEHANBIESOHK, 9%
EWAT K, £EXE, 57 PRl us-east. us-central =% us-west, fEIL AKX (APAC) , &
FriC ) apac-east 2k apac-west, FFA4 A G RIEH GIEEM pod ZINTT skEEeR, LR pod FHEELX
LR E D=0

IR Pod M RAST RERSR, BERATREATENIRE, NFAXHE pod,
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B

MRIEIER— pod BB P T s BRI s R, TLATFHNIZES] pod HUBEI
PRk :

MR R EE T nodeSelector 1 nodeAffinity, Il WA% i BIX B N ST
pod =¥ B BE BIMEE T =,

MREEE T 215 nodeAffinity KB XELH nodeSelectorTerms, A4,
Heh—4 nodeSelectorTerms j# 2K pod FEETAERITi = Lk,

NRIEIEE T %15 nodeSelectorTerms XEkH matchExpressions, B
4 REFA matchExpressions & BN pod FaeJAEEEITi = L,

%€ pod 177 = _ER9TT s SR

AT LUSE AT s AR PR IR B R E pod AREEIMRLE T =k,

BEAT UEFESHRE, ML RELER pod HEUHFE, ARNT kSR ME
pod.

N
N
o

» X
S T AT 15 RIS RINEIDIAE REAY pod o, BAAFIHFICERE pod AR
X & mBERE,
» XK

fitn, LT Node X% E7H region: east t1%: :

W AIRNAR Node Xf Rfl

kind: Node

apiVersion: vi

metadata:
name: ip-10-0-131-14.ec2.internal
selfLink: /api/vi/nodes/ip-10-0-131-14.ec2.internal
uid: 7bc2580a-8b8e-11e9-8e01-021ab4174c74
resourceVersion: '478704'
creationTimestamp: '2019-06-10T14:46:08Z'
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labels:
kubernetes.io/os: linux
topology.kubernetes.io/zone: us-east-1a
node.openshift.io/os_version: '4.5'
node-role.kubernetes.io/worker: "
topology.kubernetes.io/region: us-east-1
node.openshift.io/os_id: rhcos
node.kubernetes.io/instance-type: m4.large
kubernetes.io/hostname: ip-10-0-131-14
kubernetes.io/arch: amd64
region: east ﬂ
type: user-node

5 pod 1 LRI ECRIPRE,

pod B4 type: user-node,region: east 7 mEiFas -

AT Uk FEAREY Pod X &Rl

apiVersion: v1
kind: Pod
metadata:
name: s1
#...
spec:
nodeSelector: ﬂ
region: east
type: user-node
#...

S5 RbrZ R T Rk FESR. TR IEREN T AR SRIRE.
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EASA pod HAEOIE pod I, BRILUHARRIRGIT =L,

BOASRBRSE R T Rk FEaR

FERARAERSEHE T kSR, MRELEKEHPAIE pod, OpenShift Dedicated 2IFEIATT
RIEFRAINTE pod, FIFZ pod HAEREATERSNT =,

fitn, LT Scheduler ¥k EHERIAMEESERHM region=east fll type=user-node 7 sk
5

Scheduler Operator H & X 5E KA

apiVersion: config.openshift.io/v1
kind: Scheduler
metadata:
name: cluster
#...
spec:
defaultNodeSelector: type=user-node,region=east
#...

£8P B A type=user-node,region=east {73 :

Node % R R~Hl

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

AT RUEREERE Pod X RBl
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apiVersion: v1

kind: Pod

metadata:
name: s1

#...

spec:
nodeSelector:

region: east
#...

LIRGEARHIEE B pod spec & pod K, % pod RFERAEESER T AR UE, FHAE
£ [N SR =

EPMCHTT = LA pod B9 pod FIZRTHI

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

N
a1

MREEHP O pod MUHBATE T kSR, WZKEFRSNETRISEH
TRIEFESR. MR pod ZBWA T REFSS, N pod FREAENFIE.

L

TiE T sk ae

AT E T kRN, MREEITIE IR pod, OpenShift Dedicated &35 77 sk R
El pod, FF§F pod FAERIEALERENT R, MREEEESCHEBIAT SkESR, WLEIHET =
piREs ok :

Hn, LLTUIHEEA region=east 17 sk fEes :
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Namespace I Rl

apiVersion: v1
kind: Namespace
metadata:
name: east-region
annotations:
openshift.io/node-selector: "region=east"
#...

LUF1 B A type=user-node,region=east /5% :

Node %} R~

apiVersion: v1
kind: Node
metadata:
name: ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
#...
labels:
region: east
type: user-node
#...

LR AERHI B b RA pod HIARAIE pod B, pod &fEATIHE T sk FIROIE, FHHER
FRCBIT R -

Pod % &6l

apiVersion: v1
kind: Pod
metadata:
namespace: east-region
#...
spec:
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nodeSelector:
region: east
type: user-node
#...

EPMCHTT = LA pod B9 pod FZRTHI

NAME READY STATUS RESTARTS AGE IP NODE

NOMINATED NODE READINESS GATES

pod-s1 1/1 Running 0 20s 10.131.2.6 ci-In-qg1il3k-f76d1-himhl-worker-b-df2s4
<hone> <nhone>

MR pod BEFREBIT KRR, MW HDH pod FRWOIRHFERE. S, MREFLT
Pod BERRHATEH, NFRMEE :

WALV LR Pod X &Rl

apiVersion: v1
kind: Pod
metadata:
name: west-region
#...
spec:
nodeSelector:
region: west
#...

14.1.2. Loki pod &

LGB pod EERAAZEST Rk Loki pod LT = £i21T, HBEHATF
T B X T R,
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&I LA$ A LokiStack BE X ¥R (CR) HARMNARNIBEE pod, HFI5RNARERET Sl
BT R. TREMNFERE— key:value X, BIERT KRBERIAARRITG R pod. @it fEAREHM
pod EHKFE key:value X, BIffifR R HE&EFNE pod BEBE LT s LIz 1T,

WA Rk FESM LokiStack =Ml

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra: """ 9
distributor:
nodeSelector:
node-role.kubernetes.io/infra: """
gateway:
nodeSelector:
node-role.kubernetes.io/infra: """
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra: """
ingester:
nodeSelector:
node-role.kubernetes.io/infra: """
querier:
nodeSelector:
node-role.kubernetes.io/infra: """
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra: """
ruler:
nodeSelector:
node-role.kubernetes.io/infra: """

1B N A BT RS AH pod KA,

2]
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EEBREEE IRERNT =8 pod,

£ LPIRCErh, FRA Loki pod ##%FI& S node-role.kubernetes.io/infra: " FRZH T =,

WA REFSRMAEM LokiStack CR =

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...
template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
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ERE LokiStack (CR) B nodeSelector #1 tolerations E%, EaLU#E oc explain S EBRE
il gEpuiv il S

I $ oc explain lokistack.spec.template

i

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>

Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MJ/EZER, ETURN—TRFEFE :

I $ oc explain lokistack.spec.template.compactor

i el

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>
DESCRIPTION:

Compactor defines the compaction component spec.
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FIELDS:
nodeSelector <map[string]string>
NodeSelector defines the labels required by a node to schedule the
component onto it.

14.1.3. S HXIC R IE RN T RMAE

B 5 A LGRS A TR —M &2 E R ClusterLogging B & X ¥R (CR)EE UK E 2R 1 B R K
E, HE&MH5E%HEM ClusterLogForwarder CR & #iHR.,

ERERFERAZSANAEE LSRN, ClusterClusterLogging CR BI5E /T & managementState #]
collection, P H /N T {FH# 208,

FeRFH
[}
BEERGBR,
[}
B%% Red Hat OpenShift Logging Operator ik Z 5.8 SiE#H A<,
[}
B BIE T ClusterLogForwarder CR,
iz

I A ClusterLogForwarder CR HJ ClusterLogging CR :

ClusterLogging CR YAML 74l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: <hame> ﬂ

namespace: <namespace> 9
spec:

managementState: "Managed"
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collection:

type: "vector"

tolerations:

- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000

resources:
limits:

memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

£ #Ji S ClusterLogForwarder CR B9&Fr4E R,

2]

RAZEE NS ClusterLogForwarder CR 1R,

B{TLA T %3k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml
14.1.4. EFAXKICKWES Pod

BRI VA B HEICFKINES Pod REZFTHIN BT =,

AU HBZTU TS EERRICKEES Pod RHFE :

I $ oc get pods --selector component=collector -o wide -n <project_name>

i

8514 = TR
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NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<hone> <nhone>

collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
<hone> <nhone>

collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <nhone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <nhone>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <nhone>

14.1.5. Hibh55iE

fE T RERART pod MERIRET =

14.2. 75 RAMARKRH B &Lk POD K&

W5 RHIAR, TR LUERFL pod Bi% (FAFMZ) HERTRLE,

14.2.1. TR NAR

W EAZ (taint) , 7B FE pod, BRIE pod EFEEKZEER (toleration) ,

&eI LGB T kg (NodeSpec) FH5aNAEIT =, FFifit Pod #lt& (PodSpec) AR AT
pod. LN AGHE, FHERELEN pod RBEZT AL, BIE pod AILIARIZIS =,

T RAERE9TS Rl

apiVersion: v1
kind: Node
metadata:

name: my-node
#...
spec:
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514 = HER

taints:
- effect: NoExecute
key: key1
value: valuei
#...

Pod & HEIAR I

apiVersion: v1

kind: Pod

metadata:
name: my-pod

#...

spec:

tolerations:

- key: "key1"
operator: "Equal”
value: "value1”
effect: "NoExecute"
tolerationSeconds: 3600

#...

FR5ARH key. value fl effect ZHR,

F 141, 5N RHG

e fed
key key BRERFHH, &% 253 MNFR, key RILFEFIHFHL, TUEBEF

B, 87, EF/H. ARMTRL

value value 2EEFHFH, &% 63 1MNEM. value WHILUFERHHEI L, AIUEE
FR, BFE. EFF. GRMTHE,
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2 Hah
effect effect {HEIE :
NoSchedule 1

o SiTRALERIH pod FRIFEEIX
iﬁ‘ﬁio

o IXTTRLEHAR pod RIRE,

PreferNoSchedule o 5EAREEIH pod TR EI

TRE, BAERFERENIHN
Igo

o IXTTREHAN pod RIRE,

NoEx ~ . .
OExecute o 55 EREERH pod Tk EEX
%‘EE\\LO

o TRERBEERERIE pod ik
%B%D

operator
P Equal key/value/effect SR, X22KIA

{H,

Exists key/effect S8 L, EQIRE—NE
B value 8, XIFCEEM(E,

N[ control plane 757 =701 T —4 NoSchedule 551, T m#4E%A node-
role.kubernetes.io/master=:NoSchedule {55, XEIAESHMM.

fign -

apiVersion: v1
kind: Node
metadata:
annotations:
machine.openshift.io/machine: openshift-machine-api/ci-In-62s7gtb-f76d1-v8jxv-
master-0
machineconfiguration.openshift.io/currentConfig: rendered-master-
cdc1ab7da414629332cc4c3926e6e59c
name: my-node
#...
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spec:
taints:
- effect: NoSchedule
key: node-role.kubernetes.io/master

#...
BRE5 5 R Pth -
[ ]
R operator % Equal :
o
key S¥#EE ;
o
value S¥HHE ;
o
effect SHUER.
[ ]
ISR operator SN Exists :
o
key SHUHER ;
o
effect ZHUER.

OpenShift Dedicated FAE T LLTi5m -

[ ]
node.kubernetes.io/not-ready : 17 mK#MLE, X577 =iKN Ready=False %},
[ ]
node.kubernetes.io/unreachable : 17 RIEEMT ILHIZER ViR, X577 =IKR
Ready=Unknown X} R,
[ ]
node.kubernetes.io/memory-pressure : 71 REFEERFLEARB, X577 2K
MemoryPressure=True %[,
[ ]
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node.kubernetes.io/disk-pressure : 77 mFEME DM@, X577 KR
DiskPressure=True %{ [,

[ ]
node.kubernetes.io/network-unavailable : 7 =M% A,
[ ]
node.kubernetes.io/unschedulable : 77 S AR A[HE,
[ ]
node.cloudprovider.kubernetes.io/uninitialized : 2§77 si2$I 238 S M =I—EEREE )
B, 7R EXEXNG R ENERC IR A, ERERREESZPHOENMERBIDBIEIN
T 2g, kubelet 2B S,
[ ]

node.kubernetes.io/pid-pressure : T =RBEf pid B, X577 =R
PIDPressure=True XK,

B

OpenShift Dedicated Ri% &2\ pid.available evictionHard,

14.2.2. Loki pod Hi&

ET LA #E pod LEARZBEST muEFSRKI2H Loki pod WL R LizfT, HEHLHMTIF
B X T R,

ERILAMEE A LokiStack B X BiR (CR) MARM A AEE pod, 5N ABERT =g
BT R, TR EMGRE— key:value X, BT~ REEFMAFRARIGRE pod, @it EHAREHt
pod EHIKFE key:value Xf, AR RABHEE pod BEBIEILT = LiE1T.

WA LSRN LokiStack =41

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:

name: logging-loki

namespace: openshift-logging
spec:
#...

template:

compactor:
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nodeSelector:
node-role.kubernetes.io/infra:
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
querier:
nodeSelector:
node-role.kubernetes.io/infra:
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
ruler:
nodeSelector:
node-role.kubernetes.io/infra:

1B R A BT R SRHAH pod KA,

&

EEBIEEE IRERNT =89 pod,

B14E N

£ LBIRED, AT Loki pod B EIEE node-role.kubernetes.io/infra: " FrZ&H77 i,

WA REFSRMAEM LokiStack CR =1

apiVersion: loki.grafana.com/v1
kind: LokiStack
metadata:
name: logging-loki
namespace: openshift-logging
spec:
#...

¥

Kt
=

g7l
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template:
compactor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
distributor:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
indexGateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ingester:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
querier:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
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value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
queryFrontend:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
ruler:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved
gateway:
nodeSelector:
node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved
- effect: NoExecute
key: node-role.kubernetes.io/infra
value: reserved

ERE LokiStack (CR) B nodeSelector #1 tolerations £E%, EaLU#E oc explain S EBRE
FRA R 1B

I $ oc explain lokistack.spec.template

i el

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: template <Object>
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DESCRIPTION:
Template defines the resource/limits/tolerations/nodeselectors per
component
FIELDS:
compactor <Object>
Compactor defines the compaction component spec.

distributor <Object>
Distributor defines the distributor component spec.

MJ/EZER, ETURN—THFEFE :

I $ oc explain lokistack.spec.template.compactor

i

KIND: LokiStack
VERSION: loki.grafana.com/v1

RESOURCE: compactor <Object>

DESCRIPTION:
Compactor defines the compaction component spec.

FIELDS:
nodeSelector <map[string]string>

NodeSelector defines the labels required by a node to schedule the
component onto it.

14.2.3. EAAFE RIS B EMESR pod MiE

KIAERT, BHEKES pod EHLLT tolerations ACiE :

apiVersion: v1
kind: Pod
metadata:
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name: collector-example
namespace: openshift-logging
spec:
#...
collection:
type: vector
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/disk-pressure
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/not-ready
operator: Exists
- effect: NoExecute
key: node.kubernetes.io/unreachable
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/memory-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/pid-pressure
operator: Exists
- effect: NoSchedule
key: node.kubernetes.io/unschedulable
operator: Exists
#...

FRFM

B %% Red Hat OpenShift Logging Operator 1 OpenShift CLI (oc).

it =

BITUTRS, RN REmBEEHR ERERSICRKIES pod BT A :

I $ oc adm taint nodes <node_name> <key>=<value>:<effect>

wPleeH

I $ oc adm taint nodes node1 collector=node:NoExecute

B14E N

¥

Kt
=

iR
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ABIFE node1 ERBE— M collector H{E7H node Mi5 R, 15 R R2E NoExecute, &
W fEF NoExecute i5mi%i&. NoExecute {UAE S5 =LA pod, FHilllBRARICEHNIIE
pod.

%' ClusterLogging BHE X FE (CR) M collection /N7, LIESE BH&ICFKIMEESS Pod
HAER

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:
#...
spec:
#...
collection:
type: vector
tolerations:
- key: collector ﬂ
operator: Exists 9
effect: NoExecute 6
tolerationSeconds: 6000 ﬂ
resources:
limits:
memory: 2Gi
requests:
cpu: 100m
memory: 1Gi
#...

EREAIET B9,

}5%€ Exists ;285 RF, LIZKILEE key/value/effect S,

{57 NoExecute 3R,

(|Ii%) 153E tolerationSeconds S8, LLi%E pod fE#ZE Haia] LMRFFHFEEI T =
BT,
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&
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iR

HAZBES oc adm taint se L HIEMG Rk, EARAZEM pod RILLFEE] nodel L,

14.2.4. Bdi& HEIC R IE SR T RMFE

B 5 A LGRS A TR —M &2 R ClusterLogging B & X ¥ (CR)E UK SR 1 B R =K
HE, HAHS5 SN ClusterLogForwarder CR & #RHRE.

EBERFHASINARE LB, ClusterClusterLogging CR BI5ER /N7 2 managementState 1
collection, P H /T4 208,

SeREH
[}
BEERGBR,
[}
272 % Red Hat OpenShift Logging Operator hix4< 5.8 S EHThR A,
[}
B BIE8 T ClusterLogForwarder CR,
iz

I FIA ClusterLogForwarder CR HJ ClusterLogging CR :

ClusterLogging CR YAML 4l

apiVersion: logging.openshift.io/v1
kind: ClusterLogging
metadata:

name: <hame> ﬂ

namespace: <hamespace> g
spec:
managementState: "Managed"
collection:
type: "vector"
tolerations:
- key: "logging"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 6000
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resources:
limits:
memory: 1Gi
requests:
cpu: 100m
memory: 1Gi
nodeSelector:
collector: needed
#...

£ #Jii s ClusterLogForwarder CR B9 FrE R,

2]

mRAZEEMHIE ClusterLogForwarder CR #H[.

B{TLA %3k A ClusterLogging CR :

I $ oc apply -f <filename>.yaml
14.2.5. EHA®KICKWES Pod

BRI EEBEICKMESR Pod REZFTHIN BT Mo

Pt

AU HDZTU TS EERRICKEES Pod RHFE :

I $ oc get pods --selector component=collector -o wide -n <project_name>

Rt o
NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES
collector-8d69v 1/1 Running 0 134m 10.130.2.30 masteri.example.com
<none> <none>
collector-bd225 1/1 Running 0 134m 10.131.1.11 master2.example.com
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<hone> <hone>
collector-cvrzs 1/1 Running 0 134m 10.130.0.21 master3.example.com
<hone> <nhone>

collector-gpqg2 1/1 Running 0 134m 10.128.2.27 workeri.example.com
<hone> <none>

collector-19j7j 1/1 Running 0 134m 10.129.2.31 worker2.example.com
<hone> <hone>

14.2.6. Hh ¥R
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215 ZF HEAZIC®

& el L@ I BR %2R Operator MIiHXHE X IR (CR) M OpenShift Dedicated & lHER
logging.

15.1. HEHBE&EILE

EoT L@ S B Red Hat OpenShift Logging Operator #1 ClusterLogging B X ¥R (CR)EE LR

al%&.

FeRFMH

BEEAPR,

& BT LLiJj] OpenShift Dedicated Web 12#I& 8 Administrator f1fa,

pi% &2
1.
# A Administration -~ Custom Resource Definitions Tif, #AJ5s ClusterLogging.
2.
1£ Custom Resource Definition Details Tif# = Instances.
3.
mSLHISEH Options 32
]
]
]
JRIG%FE Delete ClusterLogging.
4,
# A F| Administration -~ Custom Resource Definitions Ti,
5.

m ClusterLogging 3555189 Options 3

JRIG1%F% Delete Custom Resource Definition,
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gk

=3
(=]

B PVC, FAME (PV) MEXEUE, EuabuTit—58E. Bl
Bk PVC AIEES S

fHBR ClusterLogging CR AR FFAERH (PVC) . EMERREIR
B PV HBRHSBEIEE K.

6.
MRESBIE T ClusterLogForwarder CR, == ClusterLogForwarder 3511 £ I3E #1
]
L]
]
, PRJ5 = Delete Custom Resource Definition,
7.

7 A Operators - Installed Operators T,

= Red Hat OpenShift Logging Operator 3531 B 1535 B
]

, #RJG = Uninstall Operator.

ali% : iR openshift-logging WiH.

gk

H
=

HHB® openshift-logging % B 2l iZ e 222 M FMMAEANS, SIEE
AR AERER (PVC). MREFRBHAZILKEBIRE, HAZMER openshift-
logging WiH,

# A Home - Projects T,

m openshift-logging 1 B 5514 3% 32 4
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, #AJG = Delete Project.

BiF X IEEDHIA openshift-logging FF s Delete i AMiER.

15.2. fllgR B0 PVC

ZHRBRAUSEEHN (PVC) LIS Hth pod EE A, FREBIRES PVC 4#F, LIEIK PVC,
BRE PVC, AILUHBREN], MREREFHERE, ELTLUHEBRREALSE (PV).

SeRFMH

BEEAPR,

& BT LLiJj] OpenShift Dedicated Web 12#I& 8 Administrator #1fa,

it

A Storage — Persistent Volume Claims T,

= PVC BiA9ETSE

, RIG%EE Delete Persistent Volume Claim,

15.3. H1#; LOKI
FeREH

BEEAPR,

& BT LLiJjA] OpenShift Dedicated Web 12#1& 8 Administrator f1fa,

NRIE L% AMEE Red Hat OpenShift Logging Operator HI#EX ¥R, BM
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ClusterLogging B X BRHMIER T X LokiStack BI5|F,

pi% &2
1.
3 A Administration — Custom Resource Definitions 71, AJG = LokiStack,
2.
1£ Custom Resource Definition Details TiEmH 1 Instances.,
3.
SSHISE RS
[ ]
[ ]
[ ]
, SRJ5 = Delete LokiStack,
4,
# AF| Administration -~ Custom Resource Definitions Ti,
5.
= LokiStack 3=511 i3z 5
[ ]
[ ]
[ ]
, SRIG1%$FE Delete Custom Resource Definition,
6.
MBR*T &6 secret,
7.
A Operators - Installed Operators T,
8.
= Loki Operator 351 LT3z 5
[ ]
[ ]
[ ]
, #RJ5 = Uninstall Operator,
9.

al % : MiBR openshift-operators-redhat TiH,
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B

NMREXNMBRERPRET HiLL/ Operator, HAEMIER openshift-
operators-redhat JiH,

7 A Home - Projects T,

= openshift-operators-redhat i B 35 0% 1535 B

, #RJG = Delete Project.

BiFEXIEERSI A openshift-operators-redhat 3F 5= Delete &5\ MHIBR.

15.4. H1E ELASTICSEARCH

FeRFEMH
°

BEEAPR,

& wILLjjA] OpenShift Dedicated Web 12#1& 8 Administrator #1fa,

INREA% AR Red Hat OpenShift Logging Operator HI#EX %R, &% M
ClusterLogging B7E X B ERx+ Elasticsearch 51/,

3t A Administration — Custom Resource Definitions T, X/ Elasticsearch,

1£ Custom Resource Definition Details TiHEH £ Instances,
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, SRJ5 = Delete Elasticsearch,

# AF| Administration -~ Custom Resource Definitions Ti,

= Elasticsearch 351/1f Options 3

3#1%$ Delete Custom Resource Definition,

MpRXT R 1=f& secret,

# A Operators - Installed Operators T,

= OpenShift Elasticsearch Operator 3551 B;% T35 #L

, #RJ5 = Uninstall Operator,

]k : HER openshift-operators-redhat 5iH,

8%

MREXNMBRERPRET HibLB Operator, HAEMIER openshift-
operators-redhat JiH,

7 A Home - Projects TifH,

= openshift-operators-redhat i B 35051535 B

, PAJG = Delete Project.

BT EXIEERHI A openshift-operators-redhat 3F 5= Delete &5\ MH B,
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15.5. {& [ CLI M&E# ik OPERATOR

SHEE O LUEA CLI MATLes 22 A dhilikk 2 23/ Operator,

FEREMH
[ ]
&L EA RS dedicated-admin HBRENK F1/i[n] OpenShift Dedicated 2%,
[ ]
OpenShift CLI (oc)&REEEM T VEug L,
ik

HARTE currentCSV FEHhHriR T 1T Operator I HThRA (40 serverless-operator) .

$ oc get subscription.operators.coreos.com serverless-operator -n openshift-
serverless -0 yaml | grep currentCSV

i

I currentCSV: serverless-operator.v1.28.0

MHBRITE (0 serverless-operator)

$ oc delete subscription.operators.coreos.com serverless-operator -n openshift-
serverless

ik

I subscription.operators.coreos.com "serverless-operator"” deleted
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=

15 F HEHAKICX

f#=A_E—%hid currentCSV kMR B #rep & ZE (Al 48K, Operator B9 CSV :

I $ oc delete clusterserviceversion serverless-operator.v1.28.0 -n openshift-serverless

i

I clusterserviceversion.operators.coreos.com "serverless-operator.v1.28.0" deleted

FHEHFFRFALSE
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%16 = A&KILKFE

AESHMAFCKPAIUEEUTFE, RAARILTRERI JSON MR, HERNBEEER R
LAR A EIH fth i,

ZE M Elasticsearch #l Kibana #3%XEFE, EERNEHARENRSFEREH, Hlm, #H
Elasticsearch /_search URL, HE#$k Kubernetes pod &%, iH{#H
/_search/q=kubernetes.pod_name:name-of-my-pod,

T B A B ST X,

MESSAGE

FEBABZEEZB XA UTF-8 %fd, MR{EMEIEZM structured B, N AgEREESH L, FS
AT, TRES,

BHEARE text
R~HE HAPPY
5k

FIaBEFBENSFMEN R MR X R E NS JSON B, WRIEEFEELFE. MNRE
HMBZFERERNEHEER, LFEBNaSERN JSON 55, BNkFBNEHTE
1E, message FEXIASFRKBHITHEE, structured ZFERAILEEHSHEETEESNEMFRE, Wt
B E SRR S,

HiELRE group
~BIE map[message:starting fluentd worker pid=21631 ppid=21618 worker=0 pid:21631 ppid:21618
worker:0]
@TIMESTAMP

—4N UTC fH, ATFinic BEEM G EIEMNE], NRCIEREIRD, MFnc e BE | Sa 8 hnE
IEfE, "@"MIBRTNHEAREENZE, BRAERAT, XZHITEEE T ElasticSearch &
"@timestamp',

BHELRE date
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%516 & AL KFE

IE 2015-01-24 14:06:05.071000000 Z

E2

HAGEHEMNIEEHMEZT. £ Kubernetes £&rh, X5 kubernetes.host [,

HiERE Kt

IPADDR4

BIRS5%09 IPv4 thitt, ATUAR— AL

HiERE ip

IPADDR6

BiRS5%09 IPve thit (MNRWH) . AUE— ML

HiERE ip

LEVEL

kB &R ERIDRET], SIE rsyslog(severitytext property). —4 Python Ba&id FEH%,

LUF{E3R A syslog.h, FEERTEMN_ LB FHEF -

0 = emerg, RLAAH,

1 = alert, A7 BEIHUTIRME.

2 = crit, KB4,

3 =err, M.
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4 = warn,

54,
[ ]
5 = notice, IEE{BA™EER.

6 - infO, El%o

7 = debug, debug H{S 2.

LUFHAMEAR 2 syslog.h B9—5B4, {B#EI 2 -

8 = trace, trace ZM{ER, Tl debug EEEIFA,

9 = unknown, HBHERGIKE—NEEHHBINE,

EaimmSIERh, FHEABFIDKREHNE RIS R SN B R, Flm, &
python logging s, #&aILI{EEF CRITICAL LA crit, {51/ ERROR TS err, LALLIHE,

HiERE Ktz

~AME info

PID
Bl 4miR ID (FR) .

HERE Kz

SERVICE

SERFZIXEE (BA) XEKNIRSHATR. HlM, syslog B9 APP-NAME #]1 rsyslog B9
programname BB B service FB,

HERE K=
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https://docs.python.org/2.7/library/logging.html#logging-levels

%17 = TAGS

%8 17 = TAGS

A%, A Operator E XHIIRERSIR, XERZHBESZIICLEFREESMAE L AR
AT AERIRFRHESENTFRSH, thalZ2FRFHShK JSON Jik,

HHEARE text

FILE

BEBMPEREESRENASEXHERE, 8%, XZRHT RE /varlog XHRSHHIEE.

HiERn text
OFFSET
R, AIURIXHEPAETHLHNZTH (MS—FikE) , BFBXRFAETES (MSH—H

) , REXEEERNAENETXR™RAREE, RIPTHXEEHRTT, URREEXHRHTRE
(BH) .

HAERE long
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& 18 & KUBERNETES

¥ETF Kubernetes JToEIEMAr & 28 [H]

HiELRE group

18.1. KUBERNETES.POD_NAME

pod K& HR

HiERE Ktz

18.2. KUBERNETES.POD_ID

pod B Kubernetes ID

HiERE Ktz

18.3. KUBERNETES.NAMESPACE_NAME

Kubernetes Hdp$ Z[HIZ FR

HiERE Kt

18.4. KUBERNETES.NAMESPACE_ID

Kubernetes H#p £ Z2[H]# ID

HiERE Ktz

18.5. KUBERNETES.HOST

Kubernetes 17 & fh
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% 18 3 KUBERNETES

HiERE Kt

18.6. KUBERNETES.CONTAINER_NAME

Kubernetes 2RI ATR

HiERE KT

18.7. KUBERNETES.ANNOTATIONS

B Kubernetes % R XEXH TR

HiERR group

18.8. KUBERNETES.LABELS

[E#4 Kubernetes Pod 7 1EMIIRE

HBERE group

18.9. KUBERNETES.EVENT

M Kubernetes 41, APl 3XHUH Kubernetes =4, B4R KSRk Event v1 core R RIE
%,

HiERR group

18.9.1. kubernetes.event.verb

E{k%, ADDED. MODIFIED =% DELETED

HiERE Kt

BIE ADDED
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https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.23/#event-v1-core
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18.9.2. kubernetes.event.metadata

SER4 0B EMN HAXNER

HiRLRE group

18.9.2.1. kubernetes.event.metadata.name

fih % B4 B R BN R B FR
HiERE Kpt=r
w~PIE java-mainclass-1.14d888a4cfc24890

18.9.2.2. kubernetes.event.metadata.namespace

AKX EFHNHAZRMNER. 538, ©5 kubernetes.namespace_name £E, FE&EZHE
eventrouter i R E 22 (A,

HiERE KT

~E default

18.9.2.3. kubernetes.event.metadata.selfLink

B Ha5EEE
BaERA Kit=F
~OIE /api/vl/namespaces/javaj/events/java-mainclass-1.14d888a4cfc24890

18.9.2.4. kubernetes.event.metadata.uid

EHHHE— ID

HiERE Ktz
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BIE d828ac69-7b58-11e7-9¢f5-5254002f560c

18.9.2.5. kubernetes.event.metadata.resourceVersion

PRAIRSS SR PIERAR A ISP RFER, &P Ui ol LAfSE P G 5P T el SR B RE X R AT S 2

HiERE BY
BIE 311987

18.9.3. kubernetes.event.involvedObject

BHATE BN R,

HiRLE group

18.9.3.1. kubernetes.event.involvedObject.kind

X RIGKE
HiERE Kpt=r
w~PIE ReplicationController

18.9.3.2. kubernetes.event.involvedObject.namespace

HEANRMBREE LT, HER, ©AHES kubernetes.namespace_name A~ fE, FERIHE
eventrouter i AR HZEH],

HiERE Kt

~E default

18.9.3.3. kubernetes.event.involvedObject.name
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fil & BRI RBFR
HiERE Kpt=r
w~PIE java-mainclass-1

18.9.3.4. kubernetes.event.involvedObject.uid

X REIMHE— ID
BIRRR K=z
REIE e6bff941-76a8-11e7-8193-5254002f560c

18.9.3.5. kubernetes.event.involvedObject.apiVersion

kubernetes master APl Bhf4<

HiERE KT

~AE vi

18.9.3.6. kubernetes.event.involvedObject.resourceVersion

PRAMR A ZEHE) pod BIREBRRAMIF R, 25 Uil LUfSE F L <P RF d SR i RE X R ARTHS B2,

HiERE Kt

IE 308882

18.9.4. kubernetes.event.reason

RIREMYSETEFRS, SHERLEGHNRERE

HiERE KT
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~E SuccessfulCreate

18.9.5. kubernetes.event.source_component

S E AR
HiERE Kpt=r
IE replication-controller

18.9.6. kubernetes.event.firstTimestamp

EHERICFKBIET E]
BHEARE date
~E 2017-08-07 10:11:57.000000000 Z

18.9.7. kubernetes.event.count

& AR
HERE BY
~BIE 1

18.9.8. kubernetes.event.type

E#KR, Normal = Warning, LUETIRESRINETRRY,

HiERE Kt

~ME Normal

% 18 3 KUBERNETES
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&5 19 3 OPENSHIFT

openshift-logging T IR A Z(H

HiELRE group

19.1. OPENSHIFT.LABELS

H Cluster Log Forwarder B2 & MNMIFRZE

HiRLRE group
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$20=E APISE

%203 APl &

20.1. 5.6 A&k API &%

20.1.1. Logging 5.6 APl &

20.1.1.1. ClusterLogForwarder

ClusterLogForwarder 2—4* APl, AFEEHAH®.

EA LGB HEE—A pipelines FIFRERER A, ZNFRM—AHipBHRIARK ZBI—Hen &R,

FRASRMNERERART, EaTLUE LA E A SKTRA 89 38,

2XA openshift B&EFHEA — T WNiERH A, BETLMERA URL MEMERERESE UEE CHH
H, FAEEZBERARNTERNOEMERER.

MBTRESFES, S5 API PRI,

3T

spec xR ClusterLogForwarder FREEHITT
AR

status IO 3 ClusterLogForwarder B4R

20.1.1.1.1.1. #k

ClusterLogForwarderSpec & X N1l H &5 A& Btz B .

20.1.1.1.1.1.1. k&

IOE 3
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=4 KRR ek

DN e (PIik) WA &LIES, BT
HBEABEEHER.

outputDefaults IO 3 (al%) DEPRECATED

OutputDefaults JBAIAFZ#ERFATE
7E forwarder BR &,

e A (FIik) HHEEHERFHEEN
B a9,
pipelines #H Pipelines ¥ —4H fil AL EERIH BT

R B|—ZH 5,

20.1.1.1.2. .spec.inputs]]

20.1.1.1.2.1. #iuk

InputSpec & X Ai&5HBHEES.

20.1.1.1.2.1.1. k%

°
el
B e i) ik
application I (7lik) WREE, NARFEERA
AN ARFEEES
name FREB T35 AEERK ANETR,

20.1.1.1.3. .spec.inputs[].application

20.1.1.1.3.1. #h

N BS0ER. LAHREFRSZHIAARY (21 AND) FekEFRAE,

20.1.1.1.3.1.1. &
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$20=E APISE

IOE 3

fiR

e A (RIE) MAERN AERF BB
B Ze I,

selector IO 3 (|I3E) PEEHRZEM pod WEE

BJ Selector,

20.1.1.1.4. .spec.inputs[].application.namespaces|]

20.1.1.1.4.1. #k

20.1.1.1.4.1.1. k%

5 e

20.1.1.1.5. .spec.inputs[].application.selector

20.1.1.1.5.1. #h

kRS, B—HERNIRERR,

20.1.1.1.5.1.1. k&

°
R

B RE ek

matchLabels TR (mI%E) matchLabels 2

{key,value} X BIBRET,
matchLabels FREJE A {key,value}

20.1.1.1.6. .spec.inputs[].application.selector.matchLabels

20.1.1.1.6.1. b

20.1.1.1.6.1.1. &
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IOE 3

20.1.1.1.7. .spec.outputDefaults

20.1.1.1.7.1. #k

20.1.1.1.7.1.1. k%

°
R
B FR Hah
elasticsearch POE (|[%) Elasticsearch

OutputSpec BiAHE

20.1.1.1.8. .spec.outputDefaults.elasticsearch

20.1.1.1.8.1. #h

ElasticsearchStructuredSpec 5451{b BB IHXM spec, LUfiZE elasticsearch &35l

20.1.1.1.8.1.1. 8

IOE 3

=43 el 30

enableStructuredContainerLogs bool (mIik) J5H
StructuredContainerLogs j5 %
BHREMEBERAT

structuredTypeKey FRE (AI3k) StructuredTypeKey 18T
EFA{F elasticsearch R3] & FRHITT
i

structuredTypeName FREB (AI3) StructuredTypeName 1§

%E elasticsearch B #1&

20.1.1.1.9. .spec.outputs[]

20.1.1.1.9.1. #h
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Rt E CHEH BB R,

20.1.1.1.9.1.1. &

o
B

syslog xR ("T3%)

fluentdForward FF &R (Ti%)

elasticsearch JOE (7T3%)

kafka KR (T3%)

cloudwatch xR (\T33E)

loki IO (Ti%)

googleCloudLogging xR (\T33E)

splunk xR ("I3%)

name FREB FATF 5| sk B B8 ki & TR,

secret xR (RI%) RFHBEIER
Secret,

tls xR TLS G &% TLS B imitiE L
LI 1% B

type FRIE Hi R AR REY,

url FRE (RIiE) FAKICFKAEEIR
URL.

20.1.1.1.10. .spec.outputs[].secret

20.1.1.1.10.1. ¥k

OutputSecretSpec 2{X B2 &M — secret 5|, EHwHAZEN,
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20.1.1.1.10.1.1. k&

[ ]
TR
name FREE F B &L K 8 secret BLBE MM & 28
[E] R secret FY& TR,
20.1.1.1.11. .spec.outputs[].tls
20.1.1.1.11.1. #uk
OutputTLSSpec @& 5HiiRRITE XM TLS FEHET,
20.1.1.1.11.1.1. XHY
[ ]
SR
insecureSkipVerify bool R InsecureSkipVerify 4 true,
MYSEE TLS &/ ik AL
IR,
20.1.1.1.12. .spec.pipelines][]
20.1.1.1.12.1. #uk
PipelinesSpec —4H 5 A BRI —HEi .
20.1.1.1.12.1.1. RX#Y
[ ]
#BH
detectMultilineErrors bool (|I%€) DetectMultilineErrors &

AR &R B SN Z TR
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$20=E APISE

inputRefs e inputRefs 7Il t th & &% AR & FF
(input.name),

labels ISES (ATik) N AFET It EE RSN
ILRBIFREE,
name FRE (AIik) RIFZEANER, BINRE

i, MAJTE pipelines 513 Ak

o

outputRefs #H outputRefs Il H It B & i H B9 & FF
(output.name),

parse FREB (RIiE) Parse R ABEREE
W4 e A&

20.1.1.1.13. .spec.pipelines[].inputRefs[]

20.1.1.1.13.1. ¥k

20.1.1.1.13.1.1. k%Y

5 e

20.1.1.1.14. .spec.pipelines[].labels

20.1.1.1.14.1. #5k

20.1.1.1.14.1.1. k&

BOE 3

20.1.1.1.15. .spec.pipelines[].outputRefs]]

20.1.1.1.15.1. ¥k

20.1.1.1.15.1.1. k&

s e
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20.1.1.1.16. .status

20.1.1.1.16.1. ¥k

ClusterLogForwarderStatus i ¥ ClusterLogForwarder FIULEIRE

20.1.1.1.16.1.1. k%Y

IOE 3

Bt

conditions

LIDN

i)

pipelines

20.1.1.1.17. .status.conditions

20.1.1.1.17.1. #5k

20.1.1.1.17.1.1. k&

IOE 3

20.1.1.1.18. .status.inputs

20.1.1.1.18.1. ¥k

20.1.1.1.18.1.1. k&

[ ]
Conditions

20.1.1.1.19. .status.outputs

20.1.1.1.19.1. ¥k

314

Conditions

Conditions

Conditions

sk

AEE L 2RISR

LN R PN il S TN SR

Him L B % AR BR B B L B9 S
14:0

Pipelines & E & BRI R EEH
&,



$20=E APISE

20.1.1.1.19.1.1. k&

[ ]
Conditions

20.1.1.1.20. .status.pipelines

20.1.1.1.20.1. 5k

20.1.1.1.20.1.1. k&

conditions== ClusterLogging —*4* Red Hat OpenShift Logging =:#l,
ClusterLogging 72 clusterloggings API B9 Schema

=4 ; b

spec X ClusterLogging FT e B94T /1 A&

status IO 3 Status % X ClusterLogging H9#],
Z2RE

20.1.1.1.21. .spec

20.1.1.1.21.1. #5k

ClusterLoggingSpec 7 3 ClusterLogging BIFr SR

20.1.1.1.21.1.1. k&

°
xR

o O SEB#8 Collection HAFHIHIAE

curation xR (BFRM) (FIk) B8FA. £3W
Curation 4B

forwarder xR (BFR) (A1) BFA. £3W
Forwarder ZH{4BIHI &

logStore xR (Rlik) SBBAEFHEAERHI
%
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=43 RE
managementState FRE
visualization IO 3

20.1.1.1.22. .spec.collection

20.1.1.1.22.1. #5k

X2a2 HENESESERNEH

20.1.1.1.22.1.1. k&

°
TR

B RE
BB xR
nodeSelector pOE
PR (tolerations) A
fluentd PO
logs xR
type FrFE

20.1.1.1.23. .spec.collection.fluentd

20.1.1.1.23.1. ¥k

FluentdForwarderSpec f{Z&E80 fluentd B55 4 ZRMIECE,

316

sk

(al3%) #R Operator &
'Managed' 8 'Unmanaged’, &
)

(ATik)  SREFRI AT HAL H B AAS

23U

(AI3E) SR BFHFIRE R

(RI%E) X Pod iR BIMFLE Ty
=L

(AI%E) E X Pod f#EZ AR

(|3%) Fluentd XFRBE
fluentd Y% 4 23MIEC B

(BFMA) (Fik) 2FH. S
Log Collection #i#&

(Alik) EEEB Log Collection
REY



$20=E APISE

20.1.1.1.23.1.1. k%Y

°
IOE 3
B KRR fadk
buffer IO
inFile ISES

20.1.1.1.24. .spec.collection.fluentd.buffer

20.1.1.1.24.1. #5k

FluentdBufferSpec U5k fluentd ZZ S HMIFE&E, AT HEMA fluentd N ZHEREE. B
SHTFEREBEZHPEXMATIKN, BEREMELER,

BXEHSHE, ESH - https:/docs.fluentd.org/configuration/buffer-section#buffering-
parameters

A% flush 28, E2 5 : https:/docs.fluentd.org/configuration/buffer-sectioniflushing-
parameters

BXEILSBIESE : https:/docs.fluentd.org/configuration/buffer-section#retries-parameters

20.1.1.1.24.1.1. k&

°
PO

B S Hah

chunkLimitSize TR (BI%€) ChunkLimitSize KR E
MR AKD, BHHZE

flushinterval TR (|I3%) Flushinterval fSERIHNE
GERMR A EFHRT K

flushMode FFER (|3%) FlushMode KREE A

REEREIEIRR, ERX
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Bt

flushThreadCount

overflowAction

retryMaxInterval

retryTimeout

retryType

retryWait

totalLimitSize

20.1.1.1.25. .spec.collection.fluentd.inFile

20.1.1.1.25.1. ¥k

FRE#

FRE#

FREER

FRE

FRE

FREER

sk

(AI3%) FlushThreadCount
reprents 2 X A IEHE

(|I%) OverflowAction X3
fluentd £ FhiEEBIIRIE

(AI3%) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
()

(RI%) RetryTimeout KRN
FaE X E R R KA

(FIi%) RetryType REREiXER
BEBYREY, flush BVERTLL

(RI%) RetryWait AR PIANELE
B RIHT 2 (7] A 3 S (]

(|3%) TotalLimitSize £FED
fluentd FOVFROTY FR 22 6] B

FluentdinFileSpec Xk fluentd in-tail {#&#S¥BFE, BATFHEMA fluentd in-tail HiARES

[

BXEHNSH, FSH - https:/docs.fluentd.org/input/tail#parameters

20.1.1.1.25.1.1. k&

IOE 3

Bt

readLinesLimit
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sk

(|I%€) ReadlinesLimit {ERERE
BN /0 BAEEBTE


https://docs.fluentd.org/input/tail#parameters

$20=E APISE

20.1.1.1.26. .spec.collection.logs

20.1.1.1.26.1. ¥k

20.1.1.1.26.1.1. k&

IOE 3

352 ' s

fluentd xR Fluentd Log Collection ZH{489#1.
1%

type FRE ZRENBEEGRE

20.1.1.1.27. .spec.collection.logs.fluentd

20.1.1.1.27.1. ¥k

CollectorSpec 2 spec, FTE LSRN HEMR

20.1.1.1.27.1.1. k&

°
PO
B i Rk
nodeSelector & (|3%) & X Pod 1 EE B HFLE Ty
mLE,
iR xR (ak) WERMTTRER
AR (tolerations) b EE| (|%k) F Y Pod {$iES AR

20.1.1.1.28. .spec.collection.logs.fluentd.nodeSelector

20.1.1.1.28.1. ¥k

20.1.1.1.28.1.1. k&

IOE 3
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20.1.1.1.29. .spec.collection.logs.fluentd.resources

20.1.1.1.29.1. ¥k

20.1.1.1.29.1.1. k%Y

IOE 3

ik

limits X R (FIik) FR&IHER 7 SRR KT
HHRRE,

requests IO 3 (RI3E) 1EKiE® TATRR DT
HHIR,

20.1.1.1.30. .spec.collection.logs.fluentd.resources.limits

20.1.1.1.30.1. ik

20.1.1.1.30.1.1. k%Y

IOE 3

20.1.1.1.31. .spec.collection.logs.fluentd.resources.requests

20.1.1.1.31.1. ¥k

20.1.1.1.31.1.1. k%Y

IOE 3

20.1.1.1.32. .spec.collection.logs.fluentd.tolerations|[]

20.1.1.1.32.1. ik

20.1.1.1.32.1.1. k&

- e
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effect FRE# (ATik) HMRRTELERE RN
R, EZERELREAETT KRR,

key FIFER (Ai%k) key 2BIRN BEIME =
., empty RINGMETT =L
fic.

operator FRE# (|I%£) Operator XTS5 EM
X%

tolerationSeconds int (|I%) TolerationSeconds &

AR (BAIR

value FRE# (") (ERARCEETRIE,

20.1.1.1.33. .spec.collection.logs.fluentd.tolerations[].tolerationSeconds
20.1.1.1.33.1. ik

20.1.1.1.33.1.1. k&

[ ]
int

20.1.1.1.34. .spec.curation

20.1.1.1.34.1. ¥k

X2a & HEREE RN (Curator)

20.1.1.1.34.1.1. k&

IOE 3

2352 ' s
curator S ERERNREIE
type FrFE EfRBEMRERE
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20.1.1.1.35. .spec.curation.curator

20.1.1.1.35.1. ik

20.1.1.1.35.1.1. k&

IOE 3

Bt 3 ek

nodeSelector S E X Pod VAR BIMFLE T Rk,

BIR xR (RI3%) Curator WIFTHRER

W FRF& Curator ENVZ1THY cron HE, &K
N U303 %

AR (tolerations) A

20.1.1.1.36. .spec.curation.curator.nodeSelector

20.1.1.1.36.1. ¥k

20.1.1.1.36.1.1. &

IOE 3

20.1.1.1.37. .spec.curation.curator.resources

20.1.1.1.37.1. ik

20.1.1.1.37.1.1. k%Y

°
xR
limits X R (aIE) BREIER T RITHRAIT
HRE,
requests I (RI3E) 1EKiE® T ATRR DT
"R,
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20.1.1.1.38.1. ik

20.1.1.1.38.1.1. k%Y

[ ]
IOE 3
20.1.1.1.39. .spec.curation.curator.resources.requests

20.1.1.1.39.1. ik

20.1.1.1.39.1.1. k%Y

IOE 3

20.1.1.1.40. .spec.curation.curator.tolerations|]

20.1.1.1.40.1. ¥k

20.1.1.1.40.1.1. k%Y

°

e el
B 31t}
effect FrFE
key FREB
operator FRTER
tolerationSeconds int
value TR

20.1.1.1.41. .spec.curation.curator.tolerations[].tolerationSeconds

$20=E APISE

23U

(Ai%E) BRKTELABIG R
R, EZERELEAETT KRR,

(RIE) key REMRN ARG R
., empty RINGTETT LT
[io

(TaI3%) Operator KRESHEH
*%O

(|I%€) TolerationSeconds f£3%
RIBBIEAE] (BAIR

(i) ([HEEFREARRNTTRIE.
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20.1.1.1.41.1. ¥k

20.1.1.1.41.1.1. k&

[ ]
int

20.1.1.1.42. .spec.forwarder

20.1.1.1.42.1. #5k

ForwarderSpec @2k AR LUMNLBE LS. —BARFRELFE, APTURBER
HRBEOARBA TR, BEIrZH - fluentd,

20.1.1.1.42.1.1. k&

°
R
fluentd R

20.1.1.1.43. .spec.forwarder.fluentd

20.1.1.1.43.1. #5k

FluentdForwarderSpec f{Z&K80 fluentd M55 A RIS E,

20.1.1.1.43.1.1. X®

°
IOE 3
=43 el U
buffer e
inFile X

20.1.1.1.44. .spec.forwarder.fluentd.buffer

20.1.1.1.44.1. #5k
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FluentdBufferSpec U5k fluentd 2SI FE&E, AT HEMA fluentd N EZHEREE. B
SHTFERBEBEZHPXMATIKN, BEREMELER,

BXEHSHE, ESH - https:/docs.fluentd.org/configuration/buffer-section#buffering-
parameters

A% flush 28, E2 0 : https:/docs.fluentd.org/configuration/buffer-sectioni#flushing-
parameters

BXEiIXSEIESE : https:/docs.fluentd.org/configuration/buffer-section#retries-parameters

20.1.1.1.44.1.1. k&

°
POP

chunkLimitSize FREB (BI%€) ChunkLimitSize XXk E
M RAKD, BHHZE

flushInterval TR (|I3%) Flushinterval fSERIHNE
GEMR A EFHRT K

flushMode FFER (|3%) FlushMode KREE A
BpERERENERL, BEX

flushThreadCount int (|[#%) FlushThreadCount
reprents 2 X A IEHE

overflowAction TR (|[%) OverflowAction &
fluentd £ FhiEABIIRIE

retryMaxInterval FREB (AI%£) RetryMaxinterval X3
exponential backoff B9 KK (8] 8]
=)

retryTimeout FRE (RI%) RetryTimeout KRN
FaE X E R KE A

retryType FRE (FIi%) RetryType REREIRXER

BAERREL, flush #4ERT LA
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retryWait FRE# (RI%) RetryWait AR PIANELE
F i RIFT 2 7] B 35 S0 (]
totalLimitSize FREB (|I%) TotalLimitSize KRB

fluentd SS9 s 22 (6] B {E

20.1.1.1.45. .spec.forwarder.fluentd.inFile

20.1.1.1.45.1. 5k

FluentdinFileSpec ik fluentd in-tail {#&#S¥FE, BAFHEMA fluentd in-tail HiARES
&,

BXEHNSH, FSH - https:/docs.fluentd.org/input/tail#parameters

20.1.1.1.45.1.1. k&

IOE 3

23:2 ' s

readLinesLimit int (|I%) ReadlinesLimit X XRZERE
BN /0 REEEMITE

20.1.1.1.46. .spec.logStore

20.1.1.1.46.1. ¥k

LogStoreSpec @ 2B XAREHARINGE L.

20.1.1.1.46.1.1. X8

BOE 3
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$20=E APISE

Bt i ik

elasticsearch R Elasticsearch B & F 4 48L&

lokistack xR LokiStack @& H XY Type K&
7 LogStoreTypelokiStack i F§
TFHEEENER.

retentionPolicy xR (RIik) (REAZRBEE LT Nk E

BIsRE MR KHAR

type FrFE ERENBEEMEIRE,
Operator BRI #HEA
ElasticSearch

20.1.1.1.47. .spec.logStore.elasticsearch

20.1.1.1.47.1. #5k

20.1.1.1.47.1.1. k&

BOE 3

Bt 3 ek

nodeCount int M Elasticsearch SR BRI T &

nodeSelector xR E M Pod R RIFLT R L,

proxy xR Elasticsearch Proxy ZH{4BI#1A&

redundancyPolicy FRE# (mI3%)

BrR xR (®Ii£) Elasticsearch R E
Xk

storage xR (RI%) Elasticsearch #4E T =
BITFhEAAE

AR (tolerations) A

20.1.1.1.48. .spec.logStore.elasticsearch.nodeSelector

20.1.1.1.48.1. ¥k
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20.1.1.1.48.1.1. k%Y

IOE 3

20.1.1.1.49. .spec.logStore.elasticsearch.proxy

20.1.1.1.49.1. ¥k

20.1.1.1.49.1.1. k%Y

[ ]
IOE 3
=43 el sk
R IO S

20.1.1.1.50. .spec.logStore.elasticsearch.proxy.resources

20.1.1.1.50.1. ik

20.1.1.1.50.1.1. k&

IOE 3

Bt g ik

limits ISE (AIE) BREIER T RITHRAIT
HFRE,

requests xR (BI3E) 1EKiE® T ATRNRE DT
"R,

20.1.1.1.51. .spec.logStore.elasticsearch.proxy.resources.limits

20.1.1.1.51.1. ik

20.1.1.1.51.1.1. k&

IOE 3

20.1.1.1.52. .spec.logStore.elasticsearch.proxy.resources.requests

328



$20=E APISE

20.1.1.1.52.1. ik

20.1.1.1.52.1.1. k&

IOE 3

20.1.1.1.53. .spec.logStore.elasticsearch.resources

20.1.1.1.53.1. ¥k

20.1.1.1.53.1.1. k&

°
Xf R
B e ik
limits ISE (AIE) BREIER T RITHRAIT
HERE,
requests I (RI3E) 1EKiE® T ATRR DT

YR
%:')_l;' No

20.1.1.1.54. .spec.logStore.elasticsearch.resources.limits

20.1.1.1.54.1. ¥k

20.1.1.1.54.1.1. k&

BOE 3

20.1.1.1.55. .spec.logStore.elasticsearch.resources.requests

20.1.1.1.55.1. ik

20.1.1.1.55.1.1. X&

BOE 3

20.1.1.1.56. .spec.logStore.elasticsearch.storage

20.1.1.1.56.1. ik
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20.1.1.1.56.1.1. 58

[}
&
size IO 3 BEENT RMNRAFHBE,
storageClassName FRE (k) AFARTREPVCH
FEEM B,
20.1.1.1.57. .spec.logStore.elasticsearch.storage.size
20.1.1.1.57.1. bk
20.1.1.1.57.1.1. K&
[}
&
e %ALY FREE BRI - H% Reonicalize B
R ER
d xR R d.Dec = nil, d £ inf.Dec FRH
¥ E
i int R d.Dec==nil, iZint64 ¥ &
A=
s FRE s mEMMIX N EMN(E, LURR
BHITE

20.1.1.1.58. .spec.logStore.elasticsearch.storage.size.d

20.1.1.1.58.1. ik

20.1.1.1.58.1.1. k&

IOE 3
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=43 el sk

Dec PO

20.1.1.1.59. .spec.logStore.elasticsearch.storage.size.d.Dec

20.1.1.1.59.1. ik

20.1.1.1.59.1.1. k&

°
POF
B i Hh
scale int
unscaled R

20.1.1.1.60. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled

20.1.1.1.60.1. ik

20.1.1.1.60.1.1. &

IOE 3

abs Word sign

neg bool

20.1.1.1.61. .spec.logStore.elasticsearch.storage.size.d.Dec.unscaled.abs

20.1.1.1.61.1. ik

20.1.1.1.61.1.1. k&

[ ]
Word

20.1.1.1.62. .spec.logStore.elasticsearch.storage.size.i
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20.1.1.1.62.1. ik

20.1.1.1.62.1.1. k&

[ ]
int

scale int

value int

20.1.1.1.63. .spec.logStore.elasticsearch.tolerations[]

20.1.1.1.63.1. ik

20.1.1.1.63.1.1. k&

°
#AH

effect FFER (Ai%k) MRRTELEG R
R, EEKRELERAETRMR,

key FFER (A%k) key 2RRN BEIME =
. empty RNGETT =T
fic.

operator FRE (RI%£) Operator X & 5 HM
X%

tolerationSeconds int (|I%) TolerationSeconds &
RIRHHEAE] (W2

value FFER (a%) (HRBREENS RIE.,

20.1.1.1.64. .spec.logStore.elasticsearch.tolerations[].tolerationSeconds

20.1.1.1.64.1. ¥k

20.1.1.1.64.1.1. 58
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int

20.1.1.1.65. .spec.logStore.lokistack

20.1.1.1.65.1. ik

LokiStackStoreSpec F3kiXi& cluster-logging LAf#f LokiStack £ &%, CismE—®%4
Ze[alpA9EEA LokiStack,

20.1.1.1.65.1.1. &

[ ]
POP
B i Rk
name FFER LokiStack ¥TiRAIZ TR,

20.1.1.1.66. .spec.logStore.retentionPolicy

20.1.1.1.66.1. ik

20.1.1.1.66.1.1. 58

IOE 3

Bt

application IO 3
audit xR
Infra ISES

20.1.1.1.67. .spec.logStore.retentionPolicy.application

20.1.1.1.67.1. ik

20.1.1.1.67.1.1. X8
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IOE 3

=43 sk

diskThresholdPercent int (|ik) — PN ES A AEMNE
B, ZAEEXABRER N IZMERIE
%8| (4075)

maxAge FrFE (|T3k)

namespaceSpec #H (|I3k) B RS, BT
THIBRAR T 45 € B /N R B STAY

pruneNamespacesinterval FREB (RIE) ZITHTIEES e & ZE AR
FRpTES

20.1.1.1.68. .spec.logStore.retentionPolicy.application.namespaceSpec][]
20.1.1.1.68.1. f#xk

20.1.1.1.68.1.1. k%Y

5 e

sk

minAge FRE (RI3E) MHBRSX4 MinAge IHRY
fp A Ze A EESRYIC SR (5140 1d)

namespace FREB Eﬁ\np% [E] I ER B F MinAge B9
B& (BiLH 7d)

20.1.1.1.69. .spec.logStore.retentionPolicy.audit
20.1.1.1.69.1. ik

20.1.1.1.69.1.1. k%Y

IOE 3
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diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
%3] (70 75)

maxAge FREB (k)

namespaceSpec R (RIik) BAMHZEEME, BT
I BRER T 25 E S /NS B STAY

pruneNamespacesinterval FRE# (RIE) ZfTHTIEESar & 22 AR L
ERpIES

20.1.1.1.70. .spec.logStore.retentionPolicy.audit.namespaceSpec|]
20.1.1.1.70.1. 4k

20.1.1.1.70.1.1. k&

°
B
=4 KRB ik
minAge FRE (|I3%E) MR SiXA MinAge BB
A Ze A EERICSE (140 1d)
namespace FREB Brés & Z AR R F MinAge B9

A& (BILH 7d)

20.1.1.1.71. .spec.logStore.retentionPolicy.infra

20.1.1.1.71.1. #5k

20.1.1.1.71.1.1. k&

IOE 3
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diskThresholdPercent int (|ik) — P ESHERAENE
B, ZAEEXABRER N IZMERIE
%3] (70 75)

maxAge FREB (\Ik)

namespaceSpec #H (Rlik) BAMHZEEME, BT
T BRER T 25 & S /NS B STAY

pruneNamespacesinterval FRE (RIE) ZfTHTIEESap & 22 AR L
ERpIES

20.1.1.1.72. .spec.logStore.retentionPolicy.infra.namespaceSpec|]
20.1.1.1.72.1. &k

20.1.1.1.72.1.1. k&

°
el
=4 RE ek
minAge FRE (RI3E) MHBRSX4 MinAge IHRY
AL A ALK (B2 1d)
namespace FREB Brep & Z AR R F MinAge B9

A& (BINH 7d)

20.1.1.1.73. .spec.visualization

20.1.1.1.73.1. ¥k

XZ2a s BSUNEE R84 (Kibana)

20.1.1.1.73.1.1. X#

IOE 3
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B FR Hh
kibana PO Kibana ¥ 5 {b 28 44 B # 4%
type FREE ERENAI LR

20.1.1.1.74. .spec.visualization.kibana

20.1.1.1.74.1. #5k

20.1.1.1.74.1.1. k&

°

IIE
Bt e i) 3T
nodeSelector KR TE L Pod VR BIMBLET Rk,
proxy ISES Kibana Proxy ZH#4BI#II&
replicas int ) Kibana EREERE R LHIEE
BHR ISES (AT#%) Kibana BIBTRE R
AR (tolerations) A

20.1.1.1.75. .spec.visualization.kibana.nodeSelector
20.1.1.1.75.1.

20.1.1.1.75.1.1. k&

[ ]
R
20.1.1.1.76. .spec.visualization.kibana.proxy

20.1.1.1.76.1. ¥k

20.1.1.1.76.1.1. 58

IOE 3
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=43 el fed
R IOE S

20.1.1.1.77. .spec.visualization.kibana.proxy.resources

20.1.1.1.77.1. ¥k

20.1.1.1.77.1.1. k&

°
&
=4 RE ik
limits xR (RIiE) FR&IHER 7 RIVFHR KT
HIRE,
requests IO 3 (BI3E) 1EKiE® T ATRR DT
HHR,

20.1.1.1.78. .spec.visualization.kibana.proxy.resources.limits

20.1.1.1.78.1. ¥k

20.1.1.1.78.1.1. k&4

IOE 3

20.1.1.1.79. .spec.visualization.kibana.proxy.resources.requests

20.1.1.1.79.1. #5k

20.1.1.1.79.1.1. k&

IOE 3

20.1.1.1.80. .spec.visualization.kibana.replicas

20.1.1.1.80.1. ik

20.1.1.1.80.1.1. k%Y
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int

20.1.1.1.81. .spec.visualization.kibana.resources

20.1.1.1.81.1. ¥k

20.1.1.1.81.1.1. k%Y

°
&

=4 RE

limits xR

requests IO 3

20.1.1.1.82. .spec.visualization.kibana.resources.limits

20.1.1.1.82.1. ik

20.1.1.1.82.1.1. k&

BOE 3

20.1.1.1.83. .spec.visualization.kibana.resources.requests

20.1.1.1.83.1. ik

20.1.1.1.83.1.1. k&

IOE 3

20.1.1.1.84. .spec.visualization.kibana.tolerationsl]

20.1.1.1.84.1. ik

20.1.1.1.84.1.1. k&

$20=E APISE

sk

(ATiE) [RE#R T RVFRIRALT

BHIRE,

(ATik) E KR T ArReI& DT
BHIR.
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A

sk

effect FRE# (ATik) HMRRTELERG RN
R, EZERELREAETT KRR,

key FFER (A%£) key 2ERN BEIME =
W, empty RNEAETT=EET
(=8

operator FRE (|I%£) Operator X &5 EM
X%

tolerationSeconds int (|I%) TolerationSeconds &

AR (BAIR

value FRE (Wik) (ERARRLETTRIE,

20.1.1.1.85. .spec.visualization.kibana.tolerations[].tolerationSeconds
20.1.1.1.85.1. Hiiuk

20.1.1.1.85.1.1. k&

[ ]
int

20.1.1.1.86. .status

20.1.1.1.86.1. ik

ClusterLoggingStatus i ¥ ClusterLogging BIMLERRKE

20.1.1.1.86.1.1. &

IOE 3

B
E=a PO (mI3%)
conditions xR (aI3%)
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curation xR (aI3%)
logStore X R (mI3%)
visualization POE (aI3%)

20.1.1.1.87. .status.collection

20.1.1.1.87.1. ik

20.1.1.1.87.1.1. k%Y

IOE 3

Bt

logs X R (mI3%)

20.1.1.1.88. .status.collection.logs

20.1.1.1.88.1. ik

20.1.1.1.88.1.1. &

°

POF
B S Rk
fluentdStatus xR (aI3%)

20.1.1.1.89. .status.collection.logs.fluentdStatus

20.1.1.1.89.1. ¥k

20.1.1.1.89.1.1. k&
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IOE 3

=43 RE
clusterCondition I
daemonSet FRE
TR I
pods FrFE

20.1.1.1.90. .status.collection.logs.fluentdStatus.clusterCondition

20.1.1.1.90.1. ik

operator-sdk generate crds R VTGRS, BAEHABHARE,

20.1.1.1.90.1.1. k&

[ J
R
20.1.1.1.91. .status.collection.logs.fluentdStatus.nodes

20.1.1.1.91.1. ik

20.1.1.1.91.1.1. &

[ ]
R
20.1.1.1.92. .status.conditions

20.1.1.1.92.1. ik

20.1.1.1.92.1.1. k%Y

IOE 3

20.1.1.1.93. .status.curation

342
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20.1.1.1.93.1. ik

20.1.1.1.93.1.1. &

IOE 3

Bt el

curatorStatus B (aI3%)

20.1.1.1.94. .status.curation.curatorStatusi]

20.1.1.1.94.1. ¥k

20.1.1.1.94.1.1. k&

o
s e

Ett S ok

clusterCondition KR ("T3%)

cronJobs FRIE ("T3%)

VR FrF e ("I3%)

iz bool ("T3%)

20.1.1.1.95. .status.curation.curatorStatus|].clusterCondition

20.1.1.1.95.1. ¥k

operator-sdk generate crds AR VFIGNE, BAiEHABHARE,

20.1.1.1.95.1.1. k&

IOE 3

20.1.1.1.96. .status.logStore

20.1.1.1.96.1. ik
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20.1.1.1.96.1.1. k&

°

TR
B RE
elasticsearchStatus o gas]

20.1.1.1.97. .status.logStore.elasticsearchStatus|]

20.1.1.1.97.1. ik

20.1.1.1.97.1.1. k&

°

A
=43 RE
cluster xR
clusterConditions xR
clusterHealth FREB
clusterName FREB
BE A
nodeConditions I
nodeCount int
pods IO 3
replicaSets #AE
shardAllocationEnabled FRE
statefulSets A

20.1.1.1.98. .status.logStore.elasticsearchStatus[].cluster

20.1.1.1.98.1. ik

344
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20.1.1.1.98.1.1. k#Y

°
IIE

=43 KRR Uiy

activePrimaryShards int Elasticsearch SRE#HEAE 2 F &
%

activeShards int Elasticsearch REBUEHR 2 F ¥ E

initializingShards int Elasticsearch & Initializing
Shards &

numDataNodes int Elasticsearch SREMEIET R E

numNodes int Elasticsearch S£EH T m# =

pendingTasks int

relocatingShards int Elasticsearch REMIEEAM 2 FHY
wE

status FRH Elasticsearch S£8£H9 L AT &

unassignedShards int Elasticsearch SR HIR D BRI
wE
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