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5 12 OPENSHIFT DEDICATED H#J DNS OPERATOR

£ OpenShift Dedicated A1, DNS Operator SR BFIEE CoreDNS 24, HEBEAFH pod 1R ATREMNT
AR55, JEFET DNS B89 Kubernetes fRF5 43, FEEHTAIER cluster.local &7,

1.1. 127 DNS OPERATOR HJIR S

DNS Operator M operator.openshift.io API 415C] dns API, Operator ff S #H25E R E
CoreDNS, JSHP#HRREE— MRS, FIF kubelet B 187 pod f# f CoreDNS RS IP ik i7F4T
BT,

TR
R 2 #H Deployment % RERE DNS Operator,

. {5/ oc get R EFEMERS :

I $ oc get -n openshift-dns-operator deployment/dns-operator

it B
NAME READY UP-TO-DATE AVAILABLE AGE
dns-operator 1/1 1 1 23h

2. {£/ oc get in 3K EE DNS Operator BPIRT :

I $ oc get clusteroperator/dns

i th 7 Bl

NAME VERSION AVAILABLE PROGRESSING DEGRADED SINCE MESSAGE
dns 4.1.15-0.11 True False False 92m

AVAILABLE, PROGRESSING #1 DEGRADED $2# T A% Operator KM A, %
CoreDNS SHF# 2R ZE D E—4 pod #i% B Available K75, AVAILABLE 3y True, DNS
BRS5E— 58 P itk

1.2. =&ML DNS
BETHY OpenShift Dedicated RE#BH — >4 7y default B dns.operator.

it =

1. {# /8 oc describe fn X EFE I dns :

I $ oc describe dns.operator/default

LTk bR ]
Name: default
Namespace:
Labels: <none>
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Annotations: <none>
APl Version: operator.openshift.io/v1
Kind: DNS

Status:
Cluster Domain: cluster.local ﬂ
Cluster IP:  172.30.0.10 @)

Q Cluster Domain &2 AR ETLREM pod MRS ZHIEA DNS H,
Q Cluster IP £ Pod N&FMETE 1ML, 1P BHARSS CIDR SEEARBYE 10 Mt E Y,

1.3. fiFH DNS #% %
IR LUMER LT /5% A DNS # % kB2 /etc/resolv.conf X BEINE L ECE :

o NENMXIBERLMIRS S (spec.servers), MR % X2 OpenShift Dedicated HEEM A O,
] k5 46 FRAR 55 25 Wb AU M IR AN

BE
BRNEVEE—TK, BN, KEFTERSERDBE.

o IR{t s DNS BR55233515 (spec.upstreamResolvers).,
o FMBINL LKL,
p= Y=

B\ IE A DNS #5 4 B & 7 LUEIAT 1 /etc/resolv.conf SXEFN Ll DNS RS 2215 E BRI
fR%5 25

it =

1. {8th£& 7 default #9 DNS Operator & :
I $ oc edit dns.operator/default

X E—#4%JE, Operator 21R1E spec.servers 0/ F F# L) dns-default BIFRBRRSY, I
FERABANBIARSSBRECE IR,

BF

47 zones ZHEURE(EN, HMRALLERERE, MENAM, EoMED
BE—ITX, &, SEARRERIE,

NRAT RS 2R E0E B 52 R XS, &SR E i DNS ARS 25,
BCi& DNS # %

I apiVersion: operator.openshift.io/v1
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kind: DNS
metadata:
name: default
spec:
cache:
negativeTTL: Os
positiveTTL: Os
logLevel: Normal
nodePlacement: {}
operatorLoglLevel: Normal
servers:
- name: example-server ﬂ
zones:
- example.com g
forwardPlugin:
policy: Random e
upstreams:
-1.1.11
-2.2.2.2:5353
upstreamResolvers: 6
policy: Random G
protocolStrategy: " ﬂ
transportConfig: {} 6
upstreams:
- type: SystemResolvConf Q
- type: Network
address: 1.2.3.4 @
port: 53 m
status:
clusterDomain: cluster.local
clusterlP: x.y.z.10
conditions:

WIFFA ric6335 IR 55 & i I%,

TS rfe1123 RS BIME LRI FIBIE L, EEEE cluster.local 2% zones F &
TR F

TE W F %5 forwardPlugin A5 H 8 LR AT 25 HIREE, BAIMME N Random, f&47 LA
£/ RoundRobin, #1 Sequential {H,

8 forwardPlugin &% ft1F 15 1> upstreams,

& ] LA#E A upstreamResolvers ZEBINFE A SRBE, FHI5 DNS BT H A BB BIIEE
DNS fgtfras (LiFfEeR) . MRSAREETM EMAENTSE, DNS ZME AR H A
letc/resolv.conf A BAAIARSS 25

REERE LRSI H R upstreams BRS5 2T EBMIINE, EaIigEXLEHZ—
Random. RoundRobin = Sequential, ZXi\{E Sequential.,

MRWAR, FAREFE—IRIME, BERRBE IR ROL XE TCP, LUEE
A NIZX AR LifF DNS 1EKER TCP, BMEZR FiniEK&ER T UDP,
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o

®
1)

Hth TR

AFEREEH R, RES[ELMMAEBE L CAS CAMGE, LUBEEN DNS IEKEL
B iR A asa R R,

IRE LB E AN K BUM upstreams : SystemResolvConf 55
Network, SystemResolvConf % _Lif%ECE&E }1{#F /etc/resolv.conf #1 Network & L —1
Networkresolver, ErRILUEEE P — M EEIEE,

WRIETFEREE Network, NAJ7IR4E IP Hitlt, address FEENTTEHMH IPv4 = IPV6
ik,

INRIBEREZ Network, ERTLUEFMIIREIHO, port FERAIZ 1 El 65535 Z AR
B, MBEEENLHEERD, NEIAGHO N 853,

e HX DNSHEKMIERE, 1HEE CoreDNS ¥4 314,

1.4. 157 DNS OPERATOR &

& LA#E A oc describe fip k10 E R B FH EF DNS Operator BI1¥1H,

it =

e & DNS Operator BIRA :

I $ oc describe clusteroperators/dns

RRAEREREHNERNPETREFRTR, EFHFPRTHEHDT

Status:
Conditions:

Last Transition Time: <date>
Message: DNS "default" is available.
Reason: AsExpected
Status: True
Type: Available
Last Transition Time: <date>
Message: Desired and current number of DNSes are equal
Reason: AsExpected
Status: False
Type: Progressing
Last Transition Time: <date>
Reason: DNSNotDegraded
Status: False
Type: Degraded
Last Transition Time: <date>
Message: DNS default is upgradeable: DNS Operator can be upgraded
Reason: DNSUpgradeable
Status: True
Type: Upgradeable

1.5. &5%& DNS OPERATOR HE


https://coredns.io/plugins/forward/
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IR AT LAEF oc logs fn 4R E & DNS Operator Hik,

it =

e 7 & DNS Operator WHE :

I $ oc logs -n openshift-dns-operator deployment/dns-operator -¢c dns-operator

1.6. % & COREDNS H &5
CoreDNS # CoreDNS Operator WHEIHMERAF RN A EXE, ERTLEE CoreDNS HE&EZJ0 &

BHEIDRERE R PIIFEIEE. CoreDNS BHENFIHAM(E N Normal, Debug #1 Trace, 2Kk
IogLeveI 7 Normal,

CoreDNS iR A& B2 EH. LUTFBAELRHIKEIRSE RS RN
e logLevel: Normal j5F "errors” 2&: log . { class error }.

e loglevel : Debug /5 F "denial" 2&: log . { class denial error },

e logLevel: Trace /5 A "all" 2&: log . { class all }.

¥ =
e Y logLevel X&) Debug, HiALLTHS :

I $ oc patch dnses.operator.openshift.io/default -p '{"spec":{"logLevel":"Debug"}}' --type=merge
e ZYF logLevel %i& Trace, HIALL TS

I $ oc patch dnses.operator.openshift.io/default -p '{"spec":{"logLevel":"Trace"}}' --type=merge
o ZARKETAHRNAETIS, HKEEEMS

I $ oc get configmap/dns-default -n openshift-dns -o yaml

g0, 7E5F logLevel WiE N Trace ia, ERIZTEREA server SRAAFEXANNTT

errors

log . {
class all
!

1.7. 1% i& COREDNS OPERATOR HJH &7/

CoreDNS #1 CoreDNS Operator WHELAMERATRIMNAEXRE, KHEIEN A LIEE Operator Hi&
25| kB R ERER OpenShift DNS [A]7l, operatorLogLevel F95E%4{E Normal. Debug #1
Trace, Trace EHFE F4M{ER. ERIA operatorlogLevel &y Normal, Operator [t HEICFHR



OpenShift Dedicated 4 %%

| : Trace, Debug, Info, Warning, Error, Fatal, #1 Panic, %E& T BELAE, EBIZ™EMHLHIHKL LR
IMFERBBRILKNEERE,

SO SO

e operatorLogLevel: "Normal" i%i& logrus.SetLogLevel("Info"),
e operatorLogLevel: "Debug" 1% & logrus.SetLogLevel("Debug"),

e operatorLogLevel: "Trace" i%i& logrus.SetLogLevel("Trace"),
Pk
e Ef operatorLoglLevel X&) Debug, iHH AL T4 :

$ oc patch dnses.operator.openshift.io/default -p '{"spec":{"operatorLogLevel":"Debug"}}' --
type=merge

e ZIF operatorLoglevel X&) Trace, iHHIAL TGS :

$ oc patch dnses.operator.openshift.io/default -p '{"spec":{"operatorLogLevel":"Trace"}}' --
type=merge

1. EEEENBIER, HHRALTHS :
I $ oc get dnses.operator -A -oyaml

MM IZEBETHANBERHZEB. operatorLoglevel ;& T OpenShift DNS Operator [
@, logLevel & F CoreDNS pod By daemonset :

logLevel: Trace
operatorLoglLevel: Debug
2. EEE daemonset WHE, EMAUTHS :

I $ oc logs -n openshift-dns ds/dns-default

1.8. %% COREDNS Z&1%

XfF CoreDNS, & LAERE B INE R IN BT i KIFLERT (8], AN IEZREFSRM%F, HZE DNS &)
e 7 B 2% A B2 (8] B V6l AMME{R] L 5iF DNS 2 #fras i 1%,

Digk

H
[=]

B TTL FEAINBEFT RS SEER. B LEAETE S & B 7 e m,

it
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Z{TLA T4 kit 40 default B DNS Operator X5 :

1 iz
I $ oc edit dns.operator.openshift.io/default

2. (BEREFNE] (TTL) &EFE -

Edi& DNS &1F

apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
cache:
positiveTTL: 1h @)

negativeTTL: 0.5h10m g

CoreDNS RJFF#F&RE th KOV HBNME, MREMEILLFE, NREZED 0s, &
B FAPIERANIA(E 900s 1F @R,

FRBETUZHTHAES (40 0.5h10m) , 34 CoreDNS L HENFHE, MRERET
=Bk, MBREIZETD 0s, SENEAREIINE 30s fFHEIR.

o

. BEEERR, HTUTHSEREBREEMRS :
I oc get configmap/dns-default -n openshift-dns -o yaml
2. WIEEESBEIRLUUTRAIEE -

cache 3600 {
denial 9984 2400

}
Hith BHR

BXRXEENEZER, 550 CoreDNS 2217,
1.9. BESS

1.9.1. X DNS Operator managementState

DNS Operator B2 CoreDNS Ak, HEEHI pod MRSFIRH B MENIRSS. BILNERT, DNS
Operator BJ managementState i%{& 7 Managed, iXE#%& DNS Operator RESHERH KR, EATLL
[ HEEHH Unmanaged, XEBKZE DNS Operator FEEE TR,

LU 2%E X DNS Operator managementState B9l :

o ME—IFARE, FENAEERIREEFECEEHRT CoreDNS FRI[FE, &7 LURIT
managementState i% &~ Unmanaged 3&{Z 1t DNS Operator B & & B i,


https://coredns.io/plugins/cache/
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o MB—AEKEEMEMA, MET CoreDNS WA, (BEFRRXA R HIRIEE N A—NMu R A
£, A LU DNS Operator B managementState FE&i% & 7 Unmanaged LLR A IGE 2R 5
=

o

it =

1. 1£ DNS Operator 1% managementState X% Unmanaged :

oc patch dns.operator.openshift.io default --type merge --patch '{"spec":
{"managementState":"Unmanaged"}}'

2. {5/ jsonpath 51T JSON fZ#fT23 & DNS Operator #J managementState :

I $ oc get dns.operator.openshift.io default -ojsonpath="'{.spec.managementState}'
i Bl

I "Unmanaged"

A=
, £ managementState % &7 Unmanaged If, &ETEAK,

1.9.2. #£%#l DNS pod &

DNS Operator B N85 : — AT CoreDNS, %4 dns-default, 75— AT EE &4 node-
resolver #J /etc/hosts 14,

EATRER A, BEIHIFLT mESBEFIZITT CoreDNS pod, REXAE—NE IR, Flin, 0
FRERTEARE 7T IR LT KA T REIBENR LK, XFEZEFRE] CoreDNS ;21T daemonset By
T m&ES. R DNS pod AREFHHELT S EizfT, BRHAEIZIT DNS pod 8977 = 51247 DNS pod B
TREBMLER, N DNS RSSERFATE pod.
node-resolver SFHBEVNAEBN T RENLIZIT, EHENERHER registry RIN—DRERKZHF
FIEV5 R, node-resolver pod RE—MEML : E image-registry.openshift-image-registry.svec iz 55
BOSEEE IP Hhilk, FFERMEBT REN LA letc/hosts A1, LUER 22 THI AT LURFTAR 55 % .
ENEREEE A, EaILMER B E LT smukiF25 % CoreDNS MSFiFH R E N EX LT K LIZTHA
4T,
FeRFH

e 2%%& oc CLl

e LIEXH cluster-admin F{ R A B 13 & k&R,

e {&KH) DNS Operator managementState % &5 Managed.

it =
e FERU CoreDNS HFIHREARE T RLZ1T, HEETRHAMR :

1. 182447 default #J DNS Operator X :

10



%5 13 OPENSHIFT DEDICATED Hif§ DNS OPERATOF

I $ oc edit dns.operator/default
2. NEREBEGREN—IMBRE :

spec:
nodePlacement:

tolerations:

- effect: NoExecute
key: "dns-only"
operators: Equal
value: abc
tolerationSeconds: 3600 ﬂ

Q N3R5 R=Z dns-only, B©RILIEREAME AT, EATLIEES tolerationSeconds,

1.9.3. [ TLS & DNS #& %

AEBE L ENINER TR, SRR EERE KL R LFMARTSRNRY DNSRE, UERETLBARF
#4HEY DNS RE IR A,

HER, CoreDNS ZR7FE1E 10 MR L %R, MRZRBFIEFK, CoreDNS [ H1% 10 #ITH TCP i##E, XI

FTRERRE, HARAE DNS IRFSHZNETRER Z MHNEERRETH, BNVETUESNTRLERE
iRk, HERMITE DNS 2R 45 LR 6o RE A&,

BF

X, &, KEFAIEEERINEE.

it =3
1. 182447 default #9 DNS Operator X :

I $ oc edit dns.operator/default
SHEENALERECHEZE(TLS)RIL A DNS &Hifl,

{5 TLS Bdi& DNS ¥ 4

apiVersion: operator.openshift.io/v1
kind: DNS
metadata:
name: default
spec:
servers:
- name: example-server 0
zones:
- example.com g
forwardPlugin:
transportConfig:
transport: TLS
tls:

1



OpenShift Dedicated 4 %%

990 9 090 ® 90 o9

caBundle:
name: mycacert
serverName: dnstls.example.com ﬂ
policy: Random
upstreams:
-1.1.141
-2.2.2.2:5353

upstreamResolvers: ﬂ

transportConfig:
transport: TLS
tls:
caBundle:
name: mycacert
serverName: dnstls.example.com
upstreams:

- type: Network 6
address: 1.2.3.4 Q

port: 53 @

IR A ric6335 IR 55 &R I%,

TS rfe1123 RS BIME LI FIBE L, EEEE cluster.local 2% zones F &
T FI13, £ cluster.local 2 zones FH— NG H subdomain,

£ R % DNS HHERE TLS I, ¥ transport FEX X E HEBH TLS,

L WE A DNS TIHESE TLS B, X2 BERSS 25 B FRH—ER 9 (SN R Hll IR 55 88 R FRsk
IS £ TLS RSS2 UFF.

E Y AT R LR, RIMEN Random, &4 7 LA# A RoundRobin,
Sequential {H.

W, FRTERMEEBEETS. 51 forwardPlugin 5B &% 01F 15 1 upstreams 5 H.
Ak, EALMEATRESIRIAKES, FI9 DNS @iTit 4 BBV SAIEE DNS fi#ffrds (L
TEERTER) o RSB IREEM LFMEFTEE, DNS ZFFE AR A /etc/resolv.conf IR
%20

TEFEA TLS B, RAVMZEE, BIIEGIIRME P thit, MKREIRR, 1% LEETERN
2RI TF /etc/resolv.conf 5 H B Ltz fRAR 25 SRR AL IB AL & TE 3K,

address FER 2B WY IPv4 =% IPv6 Hhilt,

BRI LUARR RO, port w712 1 2 65535 Z[AIME, MREERE N LHEEERD, N
BikimOh 853,

% o
. INR servers RiE LT, NEEEMRNRIIEBINRS 2R,

1. EEECERS :

12
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I $ oc get configmap/dns-default -n openshift-dns -o yaml
T TLS # % =HIH DNS ConfigMap =fI

apiVersion: vi
data:
Corefile: |
example.com:5353 {
forward . 1.1.1.1 2.2.2.2:5353
}
bar.com:5353 example.com:5353 {
forward . 3.3.3.3 4.4.4.4:5454 §)
}
.:56353 {
errors
health
kubernetes cluster.local in-addr.arpa ip6.arpa {
pods insecure
upstream
fallthrough in-addr.arpa ip6.arpa
}
prometheus :9153
forward . /etc/resolv.conf 1.2.3.4:53 {
policy Random
}
cache 30
reload
}
kind: ConfigMap
metadata:
labels:
dns.operator.openshift.io/owning-dns: default
name: dns-default
namespace: openshift-dns

ﬂ %} forwardPlugin B9 &fi % CoreDNS SFF#H 2 BRI B #,

Hi 5w
e HX DNSHEKXMIEE, 1HEE CoreDNS ¥4 XX,

13
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2.1. OPENSHIFT DEDICATED INGRESS OPERATOR

TEAIE OpenShift Dedicated 81, EEEHIZITH pod MRS EELEESH IP ik, 1P it =] 4
M2 TR E A REMRS VIR, BAEE I IHITEVRLXLE P #it, Ingress Operator SEF
IngressController API, 21 5i/5 X OpenShift Dedicated SE£AR 5594 2R 5 [A] BO4H 14

Ingress Operator BIF EEBEFMEFE— DKL PNETF HAProxy BY Ingress Controller SR IRERH, HEHAERE
P A LG R R B9ARSS. Red Hat Site Reliability engineerss (SRE) 25 OpenShift Dedicated EB¥ & I8
Ingress Operator, HAREIEFRN Ingress Operator FII% &, {BIETTLLEEBIAM Ingress Controller B
B. IREMBEBELURK Ingress Operator K.

2.2. INGRESS F2i& 7™

L2 1E config.openshift.io API ZHR 4 KT & Ingress FIRI T ™, cluster-ingress-02-
config.yml,

Ingress BHIRA YAML & X

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
spec:
domain: apps.openshiftdemos.com

RERFIF XN K {RTFE manifests/ B X T8 cluster-ingress-02-config.yml XX/, It Ingress %
JRTE X Ingress BIEEHSSEHEECE, It Ingress BoBRI LRI TR ¢

® Ingress Operator {8 FA5EEE Ingress BEE R, YEERIA Ingress Controller B3,

® OpenShift API Server Operator i FA%5E2¥ Ingress BoE RIS, £ KRIEE LA ENH Route 7
TRERBIAENSS, AR ERALLE,

2.3.INGRESS CONTROLLER B2 &S %K

ingresscontrollers.operator.openshift.io TR T U TR ES .

¥ 50

14


https://kubernetes.io/docs/concepts/services-networking/ingress-controllers/
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BH ik
domain domain 2 Ingress Controller fR5589—1> DNS &7, ATFEEZINEE :

e *fF LoadBalancerService s % f5klg, domain # A& &
DNS it3%, &2 % endpointPublishingStrategy.

o LEAEMMBIIERE, ZIEBHIBRREFEENR, E5H
defaultCertificate.

o IZEASKXMEMIIH Route R, LMEMF THEBIRSHER DNS 1038
&,

domain {H7EFA Ingress EHSHHEEZM—H, HREEEH.

NER-MZe, BIMEH ingress.config.openshift.io/cluster.spec.domain.

replicas replicas =2 Ingress #HZBRRIARE, MREHXKE, NEINMEN2,
endpointPublishingStr  endpointPublishingStrategy AT R thif%% % %5 Ingress Controller i,
ategy LUR B B9 EaR e, FHRAUT EM R iavi ),
&R LB B LA endpointPublishingStrategy FE% :
e loadBalancer.scope
o loadBalancer.allowedSourceRanges

MEEREXE, NEKIAMEET infrastructure.config.openshift.io/cluster
.status.platform :

e Amazon Web Services (AWS): LoadBalancerService (i & 4858
)

e Google Cloud Platform(GCP) : LoadBalancerService (E&4I8
SEHD)

15
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¥

defaultCertificate

namespaceSelector

routeSelector

FF LA E R OB RUAE : httpPort:

“4‘ 80 httpsPort: 443, 7 statsPort: 1936, {HA4IE i
() A, &AL h HostNetwork sRBSTER— 717 m L E0E
** % Ingress Controller,
)
»
“".“"' Example
50
> apiVersion: operator.openshift.io/v1
‘3 kind: IngressController
i’*‘ metadata:
“t‘ name: internal
* namespace: openshift-ingress-operator
*’*‘ spec:
“.:‘ domain: example.com
N endpointPublishingStrategy:
*’*‘ type: HostNetwork
‘t:t hostNetwork:
*'ﬁt httpPort: 80
¢. httpsPort: 443
‘ﬁ‘? statsPort: 1936
% SE .
default ate MIEE— N EIEIEH Ingress controller 3R 4LHIER LT #Y
secret BYIRIC S RoutesASHa iR Kb St 46 ) defauttGertificates =
X N EEE A L TIRR RSN, FRZR
secret WMITEISEL T % HH AdaiEB al dlscerSeiiica it A Eh Hsike vt RGP
HE 16.2, RBETEEMER Amphora Octavia N R, F#E
15 F L SRR
mEEH B 50 4 PR AL E A B ARRTIE 1o IZIUE X Ingress Congroller,
oo PR ARSI o L e i AR =

WERIES (RICRERBIEBLZA A EEMIES) B315 OpenShift
Dedicated A BALE [FZEE R endpointPublishingStrategy &, 7
GCP L, f&=ILIEZELL T endpointPublishingStrategy F£% :

namaspcrBdtntoeASEapE M Ingress HH R RHEARSSHI—H B ZH, X
ML B (shard) FEEEHR.
e loadbalancer.providerParameters.gcp.clientAccess

routeSelr BTk pretedointroller AR5 M —%H Routes, X LIS
F (shard) 3EEERA.
e nodePort.protocol
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BH ek
nodePlacement NodePlacement j5 % Ingress Controller Vi #9 & X2,

MRFRBIE, NERRIME.

p a3

nodePlacement S# 2 1EF 1584 nodeSelector #l
tolerations. %40 :

nodePlacement:
nodeSelector:
matchLabels:
kubernetes.io/os: linux
tolerations:
- effect: NoSchedule
operator: Exists

tisSecurityProfile tisSecurityProfile #5% Ingress Controller B TLS i£# M % &,

MRREEE, NEIAEET apiservers.config.openshift.io/cluster %
Ro

L#MA Old. Intermediate #1 Modernfd BE KRN, AMNEBETRESTE
TRAZITRAE BRI, Bl : EREMRA X.Y.Z FEZEH Intermediate &t
BE, AREMAXY.Z+1 ATERSEFMNEEREENAE Ingress
Controller, M5 — rollout #4E,

Ingress Controller WEAK TLS kA= 1.1, &= TLS kA 71.3,
pa -3

M#HENRENREEEENZ/ TLS lRARERTE TLSProfile
~ A RS,

B

Ingress Operator $F Old 2 Custom EZB&EH TLS1.0 #H
11,

17
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¥ sk

clientTLS clientTLS St & im xS BEMARSSHU51A] 5 Att, JEA T mutual TLS &{5H5%
ik, WMEREAERE, NABEE I TLS,

clientTLS E&GFfrEHFFEL spec.clientTLS.clientCertificatePolicy #l
spec.clientTLS.ClientCA,

ClientCertificatePolicy FFE#Z LI TMMEZ — : Required =k
Optional, ClientCA FFE&E7E openshift-config fp % 2[Rl R ECERR ST, BC
BHHENEE CA RIS,

AllowedSubjectPatterns 2 —Maik(EH, AFREEENRARIIRK, %%
S58WME P imIET LR AR E LGS EIE K, ENRAXVITER PCRE
i, EV—MEXLINEE P imiEBR R 2 HAFRTE ; BN, ADEREIZRE
daybds, FIRGEIERE, MERRBIETE, ingress BHIBRASIRIE DAL TRE

HPEF,
routeAdmission routeAdmission & X T M EH R A FAAIERES, WS FsiEL a4 22 A [H] 8
=1z 8

namespaceOwnership &t 7 iN{A B ES dp & 22 (R EN B AR, BIA N
Strict.

e Strict : TRIFEEHA TR ZE A A FEAERNENZ.

o InterNamespaceAllowed : fVFEE7Er % 22 A [ EBAMEE 44
OENGilE

wildcardPolicy ##® 7 Ingress Controller #0{a4h 2 3 FA i@ AL R SR A& R ER HB.

e WildcardsAllowed : 7= Ingress Controller f8 1% FR{E @B F R
BREIRRER,

e WildcardsDisallowed : 3% Ingress Controller R#%3% % F None
BECFRIEMERER, £ wildcardPolicy M WildcardsAllowed F#t
1 WildcardsDisallowed, <53 %H Subdomain &R 5RE&HY
BEZRAFELETE, XERAXTERCE A None BEFFR
B%, it Ingress Controller EfT#%, WildcardsDisallowed E#ik
Kig,
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¥ sk

IngressControllerLoggi  logging & X T HXEMRIL KA LABTNSE,. MRILFENZE, NEKEREZ
ng 7RE, BERVIFAE.

e access il T FFIRIERMBEKICEKAR, MRLFENZE, NEA
=

o destination #t HE&HE R B #,
m type EHEH BT

e Container {8 B&MN 1% A sidecar 2%, Ingress
Operator 7E Ingress Controller pod L E % logs IR
#%, FFBECIE Ingress Controller ¥ HEBEARER. BER
NIZEE—TMBE L ABFTILRBAAR, MZEHILEIA
Ho FHARHERKRE, NRASTEXRBTIEFZITH
FEELHERAARNBE, NATRESHINAEE K

(A1,

e Syslog {5 HE A EE Syslog I, BEIEWAIIEER
DU Syslog JHERIm R, BEANIZEZEE T —1
B X Syslog L4,

m container #5: T Container B&ir 5k BERyith R EIB S5,
B EASRETICESEH, WL FERWITCHE,

m syslog it 7 Syslog B&ir & B KBS -
e address REWHEHEEM syslog ImmBy IP Hidlk,

o port 2EWHEHEEM syslog i =8 UDP iz O S,

e MaxLength 2 syslog JEEMHRAKE, ST 480
214096 FTizlAl, MNRILFEEHNZE, NRKKEEEN
ZRIAE 1024 =77,

o facility 35 EHEHEEM syslog TR, MMRILZFE N,
MITE locall, &N, EIEEE—NBMM syslog T
8 : kern. user. mail. daemon. auth. syslog,
Ipr, news, uucp, cron, auth2, ftp, ntp, audit, alert,
cron2, localO,
local1l. local2. local3. local4. local5. local6 =k
local7,

o httpLogFormat {5 HTTP i5 kB &HE BEN. NRILFEEH

ZE, AXHEREASSHHREIAHTTP BEKR, B X HAProxy
BIFIA HTTP BEAE, 165 HAProxy X4,

19
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SH 3T
httpHeaders httpHeaders & HTTP 173k & U 5REE.

@11 IngressControllerHTTPHeaders ixi& forwardHeaderPolicy, &
AT LB RE Ingress ¥l 23 {a i #40{aTi% & Forwarded. X-Forwarded-

For. X-Forwarded-Host. X-Forwarded-Port. X-Forwarded-Proto #I
X-Forwarded-Proto-Version HTTP #1:k,

KINBERT, KBEXEN Append,

e Append {57 Ingress Controller Rt 0t7%, FRBEMAIMEHITE

o

e Replace 57 Ingress Controller K&k, MIBRAEMIIA TRk,
o IfNone #57 Ingress Controller £ MR BIRLIFIZBEN .

e Never 157 Ingress Controller FRIZEIRK, FREBEMIMERIT
%,

i1 % & headerNameCaseAdjustments, ErILUEE HTTP PRk &% K/
B, BMHBHEE—D HTTP IRk EMBEHITHEXNKRNEFE, H
1, 15 X-Forwarded-For %&’% x-forwarded-for HTTP 7k R A A8 N B9
XE,

IXEEVHREUN A FIAX, ASKLIEMEIRMBERE, BOUEGRAHTTP/1NE
Mo

M FERIR, XLEEGERFEA haproxy.router.openshift.io/hi-
adjust-case=true MR, X FMNFRL, XEREERFRA HTTP I
Ro MNRILFEHNZE, NARRFHEEMMIERTk,

actions IEEN IR LHAT R EARERNLET, TTiEH TLS BILERXE M PRIT
3k, actions FEEBHNHTFEL spec.httpHeader.actions.response
#0 spec.httpHeader.actions.request :

e response TFEIEEEXBEIMFRE HTTP M N AR LTI,

o request FFRRIEEZERBEMIFRE HTTP HERIFLTIR,

httpCompression httpCompression & ¥ HTTP R 2+ 45895KEK,

e mimeTypes & XN IZAF 4N A EIF MIME RE151R, I
i, text/css; charset=utf-8, text/html, text/*, image/svg+xml,
application/octet-stream, X-custom/customsub, &=
type/subtype; [;attribute=value]. types 2 : application, image,
message, multipart, text, video, St—MNEE KB (FimFaE—1 X-;
INF/EIEAN MIME XBMFRBNER, HSH RFC1341

httpErrorCodePages httpErrorCodePages {5 B & . HTTP #5132 ia a5 7T, BRAIER
F, IngressController & IngressController £%{& P F4 BRI EES TTHE

20
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BH ek
httpCaptureCookies httpCaptureCookies & E R E £ 1 7] B &K HTTP cookie, #13R

httpCaptureCookies & %2, N|iJj[nBEF K Cookie,

X FIREIRHIEST Cookie, U TS LIALTF IngressController EZEH :
e nhame 157 Cookie IR,
e MaxLength 57 Cookie IR AKE,
e matchType 57 Cookie By name FEX RS 51k Cookie KETR

ILfig, k& 2K Cookie HBEMRIZ. matchType FE{# A Exact
#0 Prefix 24,

fin -
httpCaptureCookies:
- matchType: Exact
maxLength: 128
name: MYCOOKIE
httpCaptureHeaders httpCaptureHeaders 15 EZ7E Vil7 B & RHEIRH HTTP 17k, 1R

httpCaptureHeaders FE& 722, NijH B ER MRk,

httpCaptureHeaders @& W N EE Vi H B &R HBIKBIITRLTIR, XHANRE
FEFIFRZE request Flresponse, XM NFIFRA, name FEEWIIEET
% #F maxlength FE&, SAIEEMKMIRAKE, F40

httpCaptureHeaders:

request:

- maxLength: 256
name: Connection

- maxLength: 128
name: User-Agent

response:

- maxLength: 256
name: Content-Type

- maxLength: 256
name: Content-Length

tuningOptions tuningOptions #&5 7% F F % Ingress Controller pod M EERYILI,

1
e clientFinTimeout 5B 5%/ Imii NL 3K 1 S R BT 789
1, BROINEBR Y 1s,

e clientTimeout {5 E £ BESEFE IR N IHRIFIT K, BB
74 30s.

o headerBufferBytes 7y Ingress Controller £ X 1EIEERB LV NE

(U= REAL) o B8R A Ingress Controller BT HTTP/2, NI
E40716384, MNREBHXE, NEINES 32768 F71, FTEVIXE

21
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¥ sk

e headerBufferMaxRewriteBytes 157 M headerBufferBytes 7y
Ingress Controller Z#RTEHREB L VRE (UFTHEAM) , BF
HTTP rkEE KN, headerBufferMaxRewriteBytes #9&/\ME
24096, headerBufferBytes /i KT
headerBufferMaxRewriteBytes, FTF{% AR HTTP iFK, WR%
BEE, WBIMER 8192 FT, REIGKBRFE, AN
headerBufferMaxRewriteBytes f& Al 8 & 5% T Ingress
Controller, headerBufferMaxRewriteBytes A XAl gE& S5
Ingress Controller LM EXRBLHNIE,

e healthCheckinterval {5 E R ERBERE 2 [ FFHRHE, BRiL
1 5s,

o serverFinTimeout 15 & EEFFIRSS 230N K FIEZRHMRIFIT T
IR, BRAEBRT N 1s,

o serverTimeout #5EEEEFRFIRSS SN REFITFFBORHC, BOA
Hy 30s,

e threadCount {5 E &1 HAProxy 20| BMALRRHME, (IBFSARE
ATLEEA Ingress Controller pod 2B E %1%, MAMN S IMFTERN
ROTEIR. HAProxy %14 64 NERR, INRILFERNZ, Ingress
Controller 3 ABINE 4 NERE, BNERIBERTEUERIARA K
B, REVOXKELTER, FE N8I HAProxy 28 E ATk Ingress
Controller pod TEf# FMEAE % CPU KA, FHFHIEEM pod NEIF
EHITH CPU B, A ERIZEHE I EER T3 Ingress Controller #U4T
T,

o tisinspectDelay #5 7 % H 23 AT LUR T2 3048 LU 2 $k P AL A9 B& BB RO S K
MRIEXNMEFZBS K, *FF edge-terminated, reencrypted, 5%
passthrough BB H, NAlgEs SRR CEREIGRBIAIET, BlME
EEFER—NEMEENIEBN B2, BKIAGEZERS 5s,

e tunnelTimeout 15 ER2EE IR E H BRI R FFIT AR, SFE
websockets, ZRIAFRHS N 1h,

e maxConnections 5E& HAProxy HT2 a3 iR KR 1% 3
. EILXAMEREEAN A OEHI2E pod LUAIABIRE FHRMR AN EE
%%, SRITMER 0. -1, LAKRSERED 2000 12000000 AIHI{ER
1, REFHRATUZZE,

o MNRIFEXREZE, =HXEE MO0, Ingress Controller FHEABRIAE
50000, XAMERBETELAERIM AR AR,

o MMRFEMIESN -1, N HAProxy FRIEZTH BRI
ulimits 25T E&RAE, 5HRIRIAE 50000 48LL, LitiEs
S RANAFRE.

o MRFERMEXRTHIHRIERSHIRE, T HAProxy HE2FAR
ISEzuN

o MIRMEFET —TERIE, FEMHESE pod TBEF TR, NHFHT
=A AR B ECEME R ulimit, FEXMIERT, pod BER.

o MRMEEET AR ulimits W77 R, FEMEFBERE, MR
NIZFEREA -1 BE, UEESTITEEENEAEE,

22



5 23 OPENSHIFT DEDICATED #1#9 INGRESS OPERATOR

BH 301
logEmptyRequests logEmptyRequests 15 E & B EIRFNIC TG K ERE, XEEIHRER N EH

2SR ERIRMISR Web JYE 281 5E % (preconnect), FilFiXLEiER, BE,
XEETERPTRER ARSI IR TR, EXMERT, ICREFEKATHF 2
o XK RERHIHOAM TR, ILREBHERBEFRIAERZS, KT
EX o IFHI(E A Log #Ignore, EXIAfE W Log.
LoggingPolicy XREHZ LU THMEZ — :

o log : MIL(EIEKE N Log "RARMNICKE—FM4,

e ignore : fFIL{EIXE H Ignore &7E HAproxy BB % B
dontlognull 355,

HTTPEmptyRequestsP HTTPEmptyRequestsPolicy ##:f 7 £ EIE KET A £ B, fnfaihe
olicy HTTP %8, FEArHERE Respond #llgnore. 2L Respond.

HTTPEmptyRequestsPolicy KA #ESZ LI THMEZ — -
e Respond : INRFEL%EH Respond, Ingress Controller 4%
HTTP 400 =408 iRy, /=M T V7R BERERER, FHEEHUmE
PR RUE R,
e ignore : fHXNIEITE N Ignore &7E HAproxy BLi& Fi70 http-
ignore-probes ¥, MRFKIXE N Ighore, Ingnore KRIERL X
AN B T KR, AR DR SR8 e T,
XL SR B MED 2R RIRNIS Web JINTERHEERE (TERE) , AIUR
LA, B, XEIFKRATERAMSHEERN, EFEFERLZEN
Ignore FIBRERIHESAT [FIRRRIRLIN AN IS W, X LE1E K 7T e 2 FRim O 1# 5 B,
EXMIERT, ILRETEREHFRINAEZE L,

" A SEER = ALY,

2.3.1. Ingress Controller TLS Z2EEBEE
TLS REWMEXHNRSFBIRM T —FAR, UG ERNE FiRTEE RS 830 7] DUE AL &Y,

2311 TR TLS Z2iB%E

A LAMER TLS ((RHZRE) REEEERE LEM OpenShift Dedicated HHHFREWFLE TLS Y,
OpenShift Dedicated TLS Z2BLESEE T Mozilla HEMWEE,

BRI NENMAMIEEUT TLS Z2EES —:

F21TLSZLRESE

profile ik

23


https://wiki.mozilla.org/Security/Server_Side_TLS
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profile ik

Old WEREEATFHNETFmSZE. ZERESETFHNRAGRAEENRE,

Old e ERZE K&K TLS A 1.0,

@ -
% F Ingress Controller, /N TLS kRAM 1.0 ¥4 1.1,

Intermediate EXNMREBEBERAZHEFIHMNEINEE. B2 Ingress Controller,
kubelet #1 control plane FIZRIA TLS ZLECEE. ZEBEET
Intermediate R MHEZFEMEE.

Intermediate B EEE E &/ TLS hiiA 1.2,

Modern ERBEFERATAEERRRERNIIRE ", XNMEEEET
Modern AR MHENEE.

Modern B B E E &K TLS kA 1.3,

Custom R EEARVFERE L EFERM TLS A M,

Digk

==
[=]

A Custom BCESENZIEE, EHTHRNEE

Cc
Al RER 5 BUR L,

4 &

LERAAE L HWEBEREN, ANNEEBEEBRESTELITHRAZ BIAFHNZ, 4l
i, FATERA X.Y.Z PEBER Intermediate EEBEIEE 7 — AL, FAHBIRRA X.Y.Z+H
ARESSEN AFNEBERE, MMFEHEHIE,

2.3.1.2. 5 Ingress Controller i¢i& TLS RL2EBEE

Z ) Ingress Controller B¢ TLS R2BCELE, 154w IngressController B E X %R (CR) EIEETIE
VHBEELTLS RLRESL. NMREEERE TLS RLWRES, NBIMEETH APIRFSSBEXBEM TLS R
LERESR.

Bdi& Old TLS Z2 B EEM IngressController CR <4l

24

apiVersion: operator.openshift.io/v1
kind: IngressController
spec:

tisSecurityProfile:


https://wiki.mozilla.org/Security/Server_Side_TLS#Old_backward_compatibility
https://wiki.mozilla.org/Security/Server_Side_TLS#Intermediate_compatibility_.28recommended.29
https://wiki.mozilla.org/Security/Server_Side_TLS#Modern_compatibility
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old: {}
type: Old

TLS Z2EEEE X Ingress Controller B TLS i HI K TLS MRAF] TLS i,
& LIFE Status.Tls Profile #1 Spec.TIs Security Profile &%/ IngressController B X %R (CR)

FPECER TLS TR EEMEIEMH/N TLS RA, *F Custom TLS REEEE, XWNMSHTIHET
BENBEEMRE TLS IRE.

pa -3
HAProxy Ingress Controller #if§3z%F TLS 1.3 #1 Modern BB £,

Ingress Operator ;A &F Old 2 Custom ECEEM TLS 1.0 7% 1.1,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,

i =

1. %i%E openshift-ingress-operator 1l B #1# IngressController CR, LIEZE TLS REEESE :

I $ oc edit IngressController default -n openshift-ingress-operator

2. #hn spec.tisSecurityProfile FE% :

Custom ECiE4M IngressController CR 7~ 4l

apiVersion: operator.openshift.io/v1
kind: IngressController

spec:
tiIsSecurityProfile:

type: Custom ﬂ
custom:

ciphers: e

- ECDHE-ECDSA-CHACHA20-POLY 1305
- ECDHE-RSA-CHACHA20-POLY 1305

- ECDHE-RSA-AES128-GCM-SHA256

- ECDHE-ECDSA-AES128-GCM-SHA256
minTLSVersion: VersionTLS11

Q BE TLS REAESELRE (Old. Intermediate 5 Custom) . EKIA{E ) Intermediate.
@ IFEREIEEELNTER

e old: {}

® intermediate: {}

® custom:

25



OpenShift Dedicated 4 %%

© #IF custom XA, HIETE TLS BBIIRMBERESH TLS IRA.

3. RIS LAMES L E

e IS IngressController CR AR B RE TEESE :

I $ oc describe IngressController default -n openshift-ingress-operator

i th 7 Bl
Name: default
Namespace: openshift-ingress-operator
Labels: <none>

Annotations: <none>
API Version: operator.openshift.io/v1
Kind: IngressController

Spec:

Tls Security Profile:
Custom:

Ciphers:
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY1305
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHA256

Min TLS Version: VersionTLS11

Type: Custom

2.3.1.3. fidi& mutual TLS {25510

BT LLET 1% B spec.clientTLS {H, ¥ Ingress Controller B2i& /3 A mutual TLS (mTLS) &125%

ik, clientTLS {E¥¥ Ingress Controller Eg& W5 UER FimiE i, WEESIEXE clientCA (H, XZEX
BMHNNEIAH, BEMRFTE PEM JIGH CAIERRAE, AFRIEREFWMIET, 74, LA
BUEH E T EERIIR,

INR clientCA HIEE T X509v3 IEFIMEHFIR (CRL) 94 5=, Ingress Operator & FEFEEETEAN
REMIET HIEER HTTP URI X509v3 CRL 434 sa#y CRL B2 &M S, Ingress Controller £ mTLS/TLS
s P A BB, FREBIEH NG RKIFHIEL,

FeREH
o RETLUFEAEZR cluster-admin A& i A & EE,
o RAE— PEM ZRiZH CA IE PR,

o MNRIEH CATNLYIESIH CRL Kfim, MIIN&EARASHIEBEE5ESR " in CA 4 ad,
LEUEFAZFE CRL D&% = F&E& HTTP URI, #1 RFC 5280 Frif, 140 :

I Issuer: C=US, O=Example Inc, CN=Example Global G2 TLS RSA SHA256 2020 CA1

26
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Subject: SOME SIGNED CERT X509v3 CRL Distribution Points:
Full Name:
URI:http://crl.example.com/example.crl

i =
1. 7 openshift-config fn & Z2[A|dh, M CA {4 S OIEEECBERLST -

$ oc create configmap \
router-ca-certs-default \

--from-file=ca-bundle.pem=client-ca.crt \ﬂ
-n openshift-config

Q Bo B MR ST EIR B A T2 ca-bundle.pem, HIEENLIIRZ PEM &M CAIE+,

2. %% openshift-ingress-operator i B 789 IngressController TR :
I $ oc edit IngressController default -n openshift-ingress-operator

3. 7N spec.clientTLS FE&#FF B REZE mutual TLS :

eI IEER M clientTLS BEZiE£EM IngressController CR {5l

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
clientTLS:
clientCertificatePolicy: Required
clientCA:
name: router-ca-certs-default
allowedSubjectPatterns:
- ""/CN=example.com/ST=NC/C=US/O=Security/OU=0penShift$"

4. ®%, HIALLTEGIKER foiFSubjectPatterns BRI ##AZFR(DN),

$ openssl x509 -in custom-cert.pem -noout -subject
subject= /CN=example.com/ST=NC/C=US/O=Security/OU=0penShift

2.4. EEBIAH INGRESS CONTROLLER

Ingress Operator @ OpenShift Dedicated BJ—/ %/ Ihee, FFFEENA,
& OpenShift Dedicated REE#RHE — 14 default B ingresscontroller, &7 LLUBITZIA Y Ingress

Controller 3% 38, MMEM IR T ZKiLB ingresscontroller, Ingress Operator RIE— 2 HR B EhEH G
LQ

it =

o HEEBNIAH Ingress Controller :
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I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/default

2.5. & INGRESS OPERATOR &

BT LI EEFE Ingress Operator B,
it 3
o EEHIERM Ingress Operator IR :

I $ oc describe clusteroperators/ingress

2.6. &E INGRESS CONTROLLER B

&R LAEE Ingress Controller HE,

it

e & Ingress Controller B :

$ oc logs --namespace=openshift-ingress-operator deployments/ingress-operator -c
<container_name>

2.7. 5%& INGRESS CONTROLLER &

BT LEERE Ingress Controller BIIR .

it =

e 7 & Ingress Controller BIR T :

I $ oc describe --namespace=openshift-ingress-operator ingresscontroller/<name>

2.8. B B E ¥ INGRESS CONTROLLER

TENEREIER, EATLIBIEHAIEE X Ingress Controller, 2RI Ingress Controller 7 OpenShift
Dedicated BHII 2R AT AR TNA, FRLUAGIEBE X Ingress Controller BB FEEEE B 5 F iR B
&,

XA BI B E X Ingress Controller 2t &x/Milt&, B —FBE L EE L Ingress Controller, 155
% "BC & Ingress Controller”,

FRFM

e L% OpenShift CLI (oc) o

o LIEA cluster-admin B AE 7 B9 & %K,

it =3
1. Gl E X BE X IngressController XI5 YAML X4 :
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custom-ingress-controller.yaml 3 {7~

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: <custom_name> ﬂ

namespace: openshift-ingress-operator
spec:

defaultCertificate:

name: <custom-ingress-custom-certs> g

replicas: 1 e

domain: <custom_domain> ﬂ

ﬂ 187 IngressController X R E E L &R,

o

SERAESCRRRFHERIERE secret &#R,
&/MEIFFERE ONE

IEEENIEARIE, IngressController X5 friE E Bk LUK F Tk 45 83k w4 25 P Bc.,
Fn, MR domain {E "custom_domain.mycompany.com”, NIEH%AIEA SAN.
<custom_domain.mycompany.com (fERisishZiN.com) .
BT T ap R O -
I $ oc create -f custom-ingress-controller.yaml
2.9. fidi& INGRESS CONTROLLER

2.9.1. WEHE XEAIES

YENEHG, EaLhlEid Al Secret HiRFF4uE IngressController HE X ¥R (CR), #F Ingress
Controller B¢ & A B & SGiEH.

FRFM

ZWAE PEM GifS XA —NER/EYIN, HbiziEBhaFiEiEiaEs, HE
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REE—TAE X PKI FRENRE TFEIEHAENAEE R,
ERIEBHRUTEK :
ZIEBX A QAR
UEH {8 subjectAltName ¥~ & ki5E:@EEC R, 0 *.apps.ocp4.example.com,

B A— IngressController CR, #Enl LU FHERIA(A :

I $ oc --namespace openshift-ingress-operator get ingresscontrollers

i

NAME AGE
default 10m

al

MREAREGED, NAZEEHISESSEELERINETH secret B tls.crt X4
i, IEEUEPNIEEMINE XN ; EEERSSIET EFIHBERN AU,

iy =

UTHBEBE B E SGEBHEAMN LT 4 TEBXTH tis.crt # tis.key 3Xfrh, &t tis.crt I
tls.key MSLFrp& R4, TEOIE Secret HRFHTE IngressController CR 85| HER, EthalLUfF
custom-certs-default s 75— & .

IR ER S B AR SR B RIS EHEBE Ingress Controller,
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{55/ tis.crt A tis.key X4, BIETE openshift-ingress fp R AhE S B E UEHM
Secret iR,

$ oc --namespace openshift-ingress create secret tls custom-certs-default --cert=tls.crt
--key=tls.key

B IngressController CR, LAS|AHFHIET Secret :

$ oc patch --type=merge --namespace openshift-ingress-operator
ingresscontrollers/default \
--patch '{"spec:{"defaultCertificate":{"'name":"custom-certs-default"}}}’

WP EHRA TN :

$echoQ |\

openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts
2>/dev/null |\

openssl x509 -noout -subject -issuer -enddate

He:

<domain>

EEREEES,

i

subject=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = *.apps.example.com
issuer=C = US, ST = NC, L = Raleigh, O = RH, OU = OCP4, CN = example.com
notAfter=May 10 08:32:45 2022 GM
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72
SRR AN FLLF YAML ki & B E X ERAUET -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

defaultCertificate:

name: custom-certs-default

UE$ Secret AFRN %5 X EH CR NETE,

&7 IngressController CR 5, Ingress Operator $5E %7 Ingress Controller BRI ELIERABE
SEF.

2.9.2. fiHlERE E LEAUES

ERER G, ERLUMBRECE T Ingress Controller BE & SUIEH,

SeRFH
[ ]
B LIEAEA cluster-admin & &K iR $EEE,
[ ]
B %% OpenShift CLI(oc).
[ ]
&2 BN Ingress Controller B2i& T HE X BRIAUET,
it 3

EER A E GEBFH %S OpenShift Dedicated Mi# BYIER, HHWAUTHS :

$ oc patch -n openshift-ingress-operator ingresscontrollers/default \
--type json -p $'- op: remove\n path: /spec/defaultCertificate’
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SRR BEER TR B IER,

ZEARIGRIFFLPEMRE, HFRALUTHS :

$echoQ |\

openssl s_client -connect console-openshift-console.apps.<domain>:443 -showcerts
2>/dev/null |\

openssl x509 -noout -subject -issuer -enddate

Hr :

<domain>

ERRENEES,

i el

subject=CN = *.apps.<domain>

issuer=CN = ingress-operator@1620633373
notAfter=May 10 10:44:36 2023 GMT

2.9.3. A3 & Ingress Controller

B5h4E Ingress Controller LAEh A RS HTERES o A ZE R, MIREEHEMNE R, LUTHRER
H#t T BB IngressController BRH,

FoRFH

1.
B %% OpenShift CLI (oc),

EelLIEAEA cluster-admin A& &R OpenShift Dedicated &#F,

33



OpenShift Dedicated 4 FI%%

BREHE X Metrics Autoscaler Operator.

1ZHIF openshift-ingress-operator i B 3 % 22 [H] fh,,

gz
1.
BITUT eSS, SIB—AIRSIKF &S Thanos #HT S35 -
I $ oc create serviceaccount thanos && oc describe serviceaccount thanos
Tl R
Name: thanos
Namespace: openshift-ingress-operator
Labels: <nhone>
Annotations: <hone>
Image pull secrets: thanos-dockercfg-b4l9s
Mountable secrets: thanos-dockercfg-b419s
Tokens: thanos-token-c422q
Events: <hone>
2.

FRARSIKFNSHE, 7 openshift-ingress-operator &y & Z2 A/ dhE L —
TriggerAuthentication X%,

BT TS, EXEE secret 2 E secret :
I $ secret=$(oc get secret | grep thanos-token | head -n 1 | awk '{ print $1 }')

il TriggerAuthentication ¥R, ¥¥F secret ZTEM{EF1#4 TOKEN S :

$ oc process TOKEN="$secret" -f - <<EOF | oc apply -f -
apiVersion: template.openshift.io/v1

kind: Template

parameters:

- name: TOKEN

objects:
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- apiVersion: keda.sh/vialphai
kind: TriggerAuthentication
metadata:

name: keda-trigger-auth-prometheus
spec:
secretTargetRef:
- parameter: bearerToken
name: \${TOKEN}
key: token
- parameter: ca
name: \${TOKEN}
key: ca.crt
EOF

BIEFH N AAELIM Thanos HUERF

BIE— A1 fa thanos-metrics-reader.yaml, M pod 177 sitAUEFF :

thanos-metrics-reader.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: thanos-metrics-reader
rules:
- apiGroups:
resources:
- pods
- nodes
verbs:
- get
- apiGroups:
- metrics.k8s.io
resources:
- pods
- nodes
verbs:
- get
- list
- watch
- apiGroups:
resources:
- hamespaces
verbs:
- get
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BITUTeRSRNATAR :
I $ oc apply -f thanos-metrics-reader.yaml
AL T SERSSIK - hRIHA e

$ oc adm policy add-role-to-user thanos-metrics-reader -z thanos --role-
namespace=openshift-ingress-operator

$ oc adm policy -n openshift-ingress-operator add-cluster-role-to-user cluster-
monitoring-view -z thanos

k

N
p o
;

i

REEFABGRZNEER, FEESH add-cluster-role-to-user, LLF
S REH kube-metrics R Z A hEH, ZHAZHEZTELSHE,

BIE—/1 9 ScaledObject YAML 3 ingress-autoscaler.yaml, iZ3C#FLABKIA Ingress
Controller Z8E N B¥r :

ScaledObject & S =l

apiVersion: keda.sh/vialphai
kind: ScaledObject
metadata:
name: ingress-scaler
spec:
scaleTargetRef: ﬂ
apiVersion: operator.openshift.io/v1
kind: IngressController
name: default
envSourceContainerName: ingress-operator
minReplicaCount: 1
maxReplicaCount: 20 9
cooldownPeriod: 1
pollinginterval: 1
triggers:
- type: prometheus
metricType: AverageValue
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metadata:
serverAddress: https://thanos-querier.openshift-monitoring.svc.cluster.local:9091

©

namespace: openshift-ingress-operator ﬂ
metricName: 'kube-node-role’
threshold: '1’
query: 'sum(kube_node_role{role="worker",service="kube-state-metrics"})’ 9
authModes: "bearer"
authenticationRef:
name: keda-trigger-auth-prometheus

EHRMBAE LR, f£4HI4, Ingress Controller,

Ak RARIAE, MREMILFE, NEARKEBED 100 TEIE,

openshift-monitoring #5422 [A] A9 Thanos R 555,

Ingress Operator iz Z2jH],

ARG S, BENEHPEERS worker T,

B

MRERABREENENR, EUHIE serverAddress FEHEPrimO 9091
MmA RO 9092, AR AFHRIEI, FaeMItim O SEEE R,

IBETLAUT Sk B A B R SCREIRAE X -

I $ oc apply -f ingress-autoscaler.yaml

5 Uk
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fTLAT a4, JUEEKIA Ingress Controller 25 2§ BLLLES kube-state-metrics &R

3
m

{81/ grep 4513 Ingress Controller YAML X LA E HEIA -

I $ oc get ingresscontroller/default -o yaml | grep replicas:

i

I replicas: 3

IXHX openshift-ingress T B ) pod :

I $ oc get pods -n openshift-ingress

i

NAME READY STATUS RESTARTS AGE
router-default-7b5df44ff-I9pmm 2/2 Running 0 17h
router-default-7b5df44ff-s5s15 2/2 Running 0 3d22h
router-default-7b5df44ff-wwsth 2/2 Running 0 66s

2.9.4. J"& Ingress Controller

F5P & Ingress Controller LA BB HAEEESK el FAEE K, MIRSEMEMNEK, oc BHATIE
IngressController 51i&. LAITRER#t T I EEIA IngressController B fpl,
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al

FEARIAR A LSRR, EHeRENFROERRNEIAE,

EHEIA IngressController #9245l nl FRIAH :

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

i

| -

{8/ oc patch #8455, JFBRIA IngressController I BEMEMNEIAR, LT RAFERIA
IngressController " &= 3 PRI :

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{""spec":
{"replicas": 3}}' --type=merge

i el

I ingresscontroller.operator.openshift.io/default patched

K UEEKIA IngressController 2B BT BEEISENRIAH :

$ oc get -n openshift-ingress-operator ingresscontrollers/default -o
jsonpath='{$.status.availableReplicas}'

i
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E

R’
1RAA LA LU YAML $¥ Ingress Controller "B A=/ Bl :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

replicas: 3 ﬂ

NMRFBEFRBENEIE, HEH replicas fH.

2.9.5. Bdi& Ingress Vin| A&

&I LARC& Ingress Controller LIS AN A&, MREMEESHEBITSRE, BLERLUEHE
A&ILKE sidecar, MREMEFHBAERE, HTERGBHARICKHERNAE, =5 OpenShift
Dedicated 2 A B ZIC R EMPREERNK, EalLUFEAETEALATIAE X syslog s, EiAaILUEEVIF]
HEMIER,

LARFF1E Syslog BRICFKEMPBEMN, BEAFICRKITATFEEREERNPERVIFAS, XEFETES
7 Ingress Controller Ff {7 & & A,

X Fijil] Bl gERi#Bid OpenShift Logging R BAEN B REELEH, AFTEMMEBICEMAAE
5 Syslog BEICREMPEHERNINE, NFE syslog. Syslog ABIRIEESEEES,

FRFM

LB A cluster-admin Bt 3%,
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e

Bci& Ingress /i H&E sidecar,

ERE Ingress PilMB&FICE, EJifER spec.logging.access.destination 5%E—1H
fith, 2FBAEFICKIEEE sidecar B35, 45 E Container
spec.logging.access.destination.type, LA Frffil2fF H&ICxEl Container B
Ingress Controller & ¥ :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Container

L% Ingress Controller A& H&iC X El sidecar i}, Operator 27E Ingress Controller
Pod FfllE—1 % logs A2 :

I $ oc -n openshift-ingress logs deployment.apps/router-default -c logs

ik el

2020-05-11T19:11:50.135710+00:00 router-default-57dfc6cd95-bpmk6 router-default-
57dfc6cd95-bpmk6 haproxy[108]: 174.19.21.82:39654 [11/May/2020:19:11:50.133] public
be_http:hello-openshift:hello-openshift/pod:hello-openshift:hello-
openshift:10.128.2.12:8080 0/0/1/0/1 200 142 - - --NI 1/1/0/0/0 0/0 "GET / HTTP/1.1"

Boi& Ingress ijj[M H&ICXE Syslog i sto

ERE Ingress il BEFICE, EAJifER spec.logging.access.destination 5%E—1H
B, ZFBEFICKIEEE Syslog i Hrglh, EAFiH
spec.logging.access.destination.type 155 Syslog. MRBMHEEZ Syslog, N7
spec.logging.access.destination.syslog.endpoint }§E— 1 Hithim =, FalEA
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spec.logging.access.destination.syslog.facility 5§ E—1 T2, UTRARFAEFICED
Syslog B Ingress Controller X :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514

N
p
;

4l

Syslog H#tthim O %12 UDP,

FEARNFEMN A EERIXEE Ingress Vil Hi&k.

EeI LU E spec.logging.access.httpLogFormat £ HE X BEERX. LTFRAIZ—
Ingress Controller & X, B AZICKE IP #hith 1.2.3.4. #&ON 10514 i syslog ¥ :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
port: 10514

httpLogFormat: '%ci:%cp [%t] %ft %b/%s %B %bq %HM %HU %HV'

M Ingress ijiln Hi&.
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BEEH Ingress PilM A%, ERY spec.logging =% spec.logging.access HZe :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

replicas: 2

logging:

access: null

e Ingress Controller f£{# [ sidecar i, &t HAProxy HE&EKE,

INREMEMA spec.logging.access.destination.syslog.maxLength, % {#H

spec.logging.access.destination.type: Syslog,

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
type: Syslog
syslog:
address: 1.2.3.4
maxLength: 4096
port: 10514

INREMEA spec.logging.access.destination.container.maxLength, &

spec.logging.access.destination.type: Container,

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
replicas: 2
logging:
access:
destination:
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type: Container
container:
maxLength: 8192

2.9.6. iX& Ingress Controller Z&2H

EREME O ELER, DUSNERH T LU EHAEKFES, EaEHNIREN Ingress
Controller I8 IM&LEE,

SeRFH
[ ]
LT BREEB AR T Ingress Controller,
¥ =
[ ]

BT Ingress Controller LUSINZEREHE -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p
{"spec":{"tuningOptions": {"threadCount": 8}}}'

NREA T RBEREDBITRERIR, EaLIHEASHHT RS2 CREMTRE
Bdi& spec.nodePlacement.nodeSelector, FiF
spec.tuningOptions.threadCount E2i& 1 — & LS.

2.9.7. B2i& Ingress Controller LA FPIER fi Hida 2%

LHETTS LOIE Ingress Controller B, Ingress Controller BiAH— 1M AR = M EHIOEHER X .
EREMR, EALfB—MEARSE S92 Ingress Controller.

B

MR EHW IngressController 9 scope, ETLAERIEH E X BFIR(CR)EEX
.spec.endpointPublishingStrategy.loadBalancer.scope Z#,
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Cloud Provider

DNS

apps.foo.openshift.example.com

www.yourappl.openshift.com

Node 1

Pod

T weRea—

Cluster
(Service yourapp1:8080, yourapp2:4200)
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A

Client

.

foo.az.lb.cloudprovider.com

!

Ingress
load balancer

Node 2

Pod

10.0.128.5

Load balancer

www.yourapp2.openshift.com

Node N

Pod

10.0.128.6

LHEERTS OpenShift Dedicated Ingress LoadBalancerService i s & 7n SRESHE R MLLTHES -

f&a LU OpenShift Ingress Controller Load Balancer £V 58 {8 Fl =t N pa fi E3965 2%

HAERIE N .

P LAGE A 1 B a @ AR A9 A 1P stk LUKk EEAERIERO, 40 8080 H1 4200, M H AR

330

ka AN BHEROREERET pod, FHABHEHREE, MT T ROSHGER, B
XL EARER Kubernetes RS TH

FRFM
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[ ]
%% OpenShift CLI (oc) .
[ ]
LIEA cluster-admin B P 545E3%,
Pt =

1£477 <name>-ingress-controller.yaml B3 il IngressController HE X BiR
(CR), #MTFHIFF :

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

namespace: openshift-ingress-operator
name: <name>

spec:
domain: <domain> 9
endpointPublishingStrategy:

type: LoadBalancerService
loadBalancer:

scope: Internal 6

#F <name> E# )y IngressController X &#94FR,

2]

fEREFEHIZR X MBI AR domain,

©

IBE— Internal {HLAEARER I HI9HE 2.

BT TS, G E—FthiE X H Ingress Controller :

I $ oc create -f <name>-ingress-controller.yaml ﬂ

#F <name> E# ) IngressController X §#94FR,
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A3k  ETE T T e SHIARIE T Ingress Controller :
I $ oc --all-namespaces=true get ingresscontrollers
2.9.8. %i& Ingress Controller R F] R

SREEATLULERRR AR, LUESGRRHBENMESRRREZ FIFHFNNTE, XMIRF
HFARHBERAEATERMNA. BIAMEN 58,

FRFM

LT BREEB IR T Ingress Controller,

it =

37 Ingress Controller, LAY GimfE B 7 [ A4/H B -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p
{"spec":{"tuningOptions": {"healthCheckinterval": "8s"}}}'

BES AR HEMN healthCheckinterval, %13 R HE R
router.openshift.io/haproxy.health.check.interval

2.9.9. FHEEAMBRIA Ingress Controller BSi&E LR

BT LLE T R I EH S BN Ingress Controller BiE I ER,

B

MREFHH IngressController ) scope, ErILIERIEE A E LR (CR)EEN
.spec.endpointPublishingStrategy.loadBalancer.scope Z#,

FoRFMH

%% OpenShift CLI (oc) .
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LB A cluster-admin Bt 513 E%,

it =

it R EHOIEREE, & Bl Ingress Controller BdiE HER,

$ oc replace --force --wait --filename - <<EOF
apiVersion: operator.openshift.io/v1

kind: IngressController

metadata:

namespace: openshift-ingress-operator
name: default

spec:
endpointPublishingStrategy:

type: LoadBalancerService
loadBalancer:

scope: Internal
EOF

2.9.10. Bci& % F AR A SRS

BEEAMNARFAXARTES M R E AT RARRMANNARRF. X2 S HEATF
X, ER—ENA LA FEEERSEH,

g

H
[=]

|

RAe#AEREZH AR EENERT RERERARZER ZAEE, SIESRAS
EREEING, Hit, RAREARER R AZE EFEENE.

FRFH
[ ]
PR AERHEE LR,
it =

#ERALL TR % ingresscontroller FFiR2: £M.spec. routeAdmission P :
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$ oc -n openshift-ingress-operator patch ingresscontroller/default --patch '{""spec":
{"routeAdmission":{"namespaceOwnership":"InterNamespaceAllowed"}}}' --

type=merge
Ingress EHIZBAESH
spec:

routeAdmission:
namespaceOwnership: InterNamespaceAllowed

7N

R LA FELT YAML SEECE B8 H A A SRS -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

routeAdmission:

namespaceOwnership: InterNamespaceAllowed

2.9.11. {FHBAECFTIEH

HAProxy Ingress Controller X¥r@BEcfFigH, Ingress Operator {f wildcardPolicy kEdi&
Ingress Controller B ROUTER_ALLOW_WILDCARD_ROUTES /5% &,

Ingress Controller FIZRIATT 22K A None BECFIRISNERH, ZRIESIA
IngressController FREREES.

P

Ao A HT RIS,

A LL T a5 3% IngressController TR :
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I $ oc edit IngressController

£ spec T, ¥ wildcardPolicy FEi%i& J4 WildcardsDisallowed =
WildcardsAllowed :

spec:
routeAdmission:
wildcardPolicy: WildcardsDisallowed # or WildcardsAllowed

2.9.12. HTTP trkBCiE

OpenShift Dedicated 12t T ARIMEERA HTTP ki ik, fEXBESMBRRLE, EaTblEA
Ingress Controller FRi%FE B =k L ATEE B SRIEESUE R MR bRk, A wT LA R I B L
k. BEEFRLIEMAEEETEN aTaER e dkit,

& BETE IngressController =% Route CR FixiEskilliBRink, ELEMmMeEil. MR
FERAERE HTTP frk, NhZELSB5EKR, BEULEFEEN M, 7EMmbrk (30 X-
Forwarded-For ¥53k) B, i%{#M spec.httpHeaders.forwardedHeaderPolicy 2E%, 1
A= spec.httpHeaders.actions,

2.9.12.1. (R HRFF

47£ Ingress Controller FIFRHHESRIERAM HTTP t5:kif, HAProxy SiRIETRE KA MR
L SRAR e R F,

*FF HTTP MiRiFRk, Ingress Controller RiEEMRERERAPIEENRERNIT, X
EBk# Ingress Controller thisEMREE R L5FL

SF HTTP iEkink, BADIEENEESRT Ingress Controller higERNEERIIT. X
EhRERAPIEENIREEREN.

i, £HEERGHFALITEREXE X-Frame-Options MRk, H{E DENY :

IngressController spec R~fl
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apiVersion: operator.openshift.io/v1
kind: IngressController
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: DENY

RHATAEIXE Ingress Controller hixiERERINRRL, {BEALITFEREEH SAMEORIGIN :

Route #A&2<Hl

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: SAMEORIGIN

% IngressController spec #1 Route spec ##EE X-Frame-Options MR #7LEf, Ingress
Controller W£ /B0 LR RERMEEREN, BE— M REENBBR DL XFiEKRR
3k, Route spec flia%E = IngressController spec fH.

XZHEN haproxy.config X ERALLTZH, Hr Ingress Controller #1 A, HAERBEHN
Hats. NATIATRESENIRLE DENY /A GmHi%ERE SAMEORIGIN ZE=HERMRL :

frontend public
http-response set-header X-Frame-Options 'DENY'
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frontend fe_sni
http-response set-header X-Frame-Options 'DENY’

frontend fe_no_sni
http-response set-header X-Frame-Options 'DENY’

backend be_secure:openshift-monitoring:alertmanager-main
http-response set-header X-Frame-Options 'SAMEORIGIN'

7%, Ingress Controller kg H5E X HE I /EERE o= 6 AR S E M.

2.9.12.2. FEKER IR

DFPRkage R SRR E MR, HEEREFR TR

* 2.2. KSR bRLEC BT

PRk AR A 8/ Route Hli&
IngressControll ThdE
er spec H{TRCE
proxy ES =
FH ES 4
strict-transport- & =

security

52

FiILMERA

proxy HTTP &K
PRk AT LLE I R
LEFEAN
HTTP_PROXY
PMEAS 8 S F X
M REREM CCI
MR, proxy
HTTP i& KRkt
EIEVAER), 1S
BHINA S B,

LiERA
IngressControll
er CR %i& host
HTTP 1& K5k
i, HAProxy f£&
HIEFABIER ER I AT
RERKIL,

strict-transport-
security HTTP fiq
NFRSk B {5 &
TRRAE, TRE
FREY LI,

7|

7|

= .
= -

haproxy.router.
openshift.io/hst
s_header #&H3E
iz
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kAR £/ f£/ Route #it&# ZiIEMEH
IngressControll ThE
er spec H{TRCE
cookie # set- 5 5 HAProxy 589 =
cookie Cookie B F&IEIR
B, AFNESE e haproxy
SRR B B R B Touter
RSB, R fio/dis
B IX LR P BE able_co
ST HAProxy #J okie & H
RIEREK, FIRHI SEfR
HAProxy B
Cookie BIRFE L, e haproxy
.router.
openshi
ft.io/coo
kie_nam
e BRHE

fi#

2.9.13. £ Ingress Controller FixEMIER HTTP & R Fma bRk

HFAHMERE, EalLligEMERTEL HTTP kMR Rk, #EaILLA Ingress Controller 124t
BRT A B B S e B R 1 iE S PR 2 Ak

i, fEelgERENERPZTHNNARFIBRRMER mutual TLS, XREEMN ARFRE X-
Forwarded-Client-Cert i& k1L, 1B OpenShift Dedicated 2Xi\ Ingress Controller 124t T —4 X-
SSL-Client-Der i K#5k.

LU TR EH Ingress Controller 3Ei%i& X-Forwarded-Client-Cert i&Kirk, FHMiER X-SSL-Client-
Der &Kk brk.

FSEREMH
[ ]
B %% OpenShift CLI(oc).
[ ]
Al LAMEFAESA cluster-admin B8 FijjiA] OpenShift Dedicated &#f,
¥ =

48 Ingress Controller %l :
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I $ oc -n openshift-ingress-operator edit ingresscontroller/default
¥ X-SSL-Client-Der HTTP iFkinkE#tl X-Forwarded-Client-Cert HTTP 3K 45k -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

actions: ﬂ
request: 9

- name: X-Forwarded-Client-Cert 6
action:

type: Set ﬂ
set:
value: "%{+Q}[ssl_c_der,base64]" 9
- name: X-SSL-Client-Der
action:
type: Delete

Z1E HTTP sk EPITRRIFISR,

2]

EEERACLRE, EXBIR, FRIRk,

EEERRICLIEH. BXRETLURESMBRE T ALK, HSHE HTTP 4524
EEO

L4

ERLPRPUTRRERR, B AILLESR Set =k Delete 91,

©

EXE HTTP TRk, SR Mt—A4 value, ZIERILAR LR LAI Al i G HIxRH
B=FFFER, 0 DENY, thelLL2fERA HAProxy Mo SMEEERBREMNDISE, EXMER
T, KEN—1shEH,
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4

al}

XF HTTP MR & Sbnkil, foiFapl fetchers 2 res.hdr I
ssl_c_der, XF HTTP G KiXBshBILME, SRIVFRFIFKENEE) req.hdr 1
ssl_c_der, E XM shAEERILLEH lower 1 base64 ¥iias.

RS LA

2.9.14. &1 [ X-Forwarded #53L

& AT LU HAProxy Ingress Controller Bdi& 15 {42 HTTP ik isklg, Hepals
Forwarded #1 X-Forwarded-For, Ingress Operator {8/ HTTPHeaders FEXACi& Ingress Controller
9 ROUTER_SET_FORWARDED_HEADERS 5% 2,

it =

77 Ingress Controller Bdi& HTTPHeaders %,

R LL T a5 3% IngressController TR :

I $ oc edit IngressController

1£ spec F, 19 HTTPHeaders $RB&FEi%i&H Append. Replace. IfNone =%
Never:

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:

name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

forwardedHeaderPolicy: Append

SN

ENSEBERENG, &l :

Boi&f¥ X-Forwarded-For i3k E ABMNERASBRE, AEFHEALE Ingress
Controller,
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Z4¥ Ingress Controller Ee& it RERMIIRL1E18, BBEIEE never Kg, A
5, Ingress Controller FxixiEbrk, MNAREFIRERABRIBREMNIR,.

¥ Ingress Controller Egi& it REHMIN BRIBEASBEER T K LiXE X-Forwarded-
For $rk,

Z¥F Ingress Controller Ee& HE @it A EPREBRIPIEREE RS K L% & X-Forwarded-For
3k, EHSRE if-none $RBE, MR HTTP iE kL@t AR LE TRk, N Ingress
Controller &#8BE. MEBRDIIRL, HEANEREERINRE, Ingress Controller &&MNFR
%L,

EANREFFAAGR, &AL :

EEFETNAEFRNASBREIEFEA X-Forwarded-For 7k,

ER& Ingress Controller, LMEFERZMH thi& ASRIAITE R FIEHRLE 2R EIN AEFN
R, EENARFENERH EFREMR haproxy.router.openshift.io/set-forwarded-headers:
if-none =% haproxy.router.openshift.io/set-forwarded-headers: never,

1R URIE S H 1% & haproxy.router.openshift.io/set-forwarded-
headers ¥f#, JIIF Ingress Controller WL Fi%EHE,

2.9.15. ][5 HTTP/2 AO##

=] LI{E HAProxy bt A ZEBAmBImA) HTTP/2 i, ITheeEN ARFEFESARIA HTTP/2 Hhi3h
fE, SENR—EE. bRESE. = RRES.

Ra] LU LREY Ingress Controller SUEANER S HTTP/2 75,

ZHEMNEFmE HAProxy MRS A HTTP/2, BHIMIIEE—PAESGES. SEARIAERRE
AR HTTP/2, :X—BREIZEGEREF L FE (% imy 8 AAERUEH A R S A%
) mssRe,
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M HAProxy BN 2R pod BIEEREER HTTP/2 AT re-encrypt %M, A& T edge-
terminated =k insecure M, FEXNRHEINERZ, E5EmHEM#ER HTTP/2 i, HAProxy £
FA ALPN (Application-Level Protocol Negotiation) , ©2—4 TLS ¥ B. XEBkE, mElmm
HTTP/2 &R F passthrough 1 re-encrypt #§H, MA&MTF nsecure = edge-terminated B H.

B8

X} FIE passthrough ¥, Ingress Controller 233 F & imtliE kB S 5N
AEFNERE. XEKE, T ima L%l Ingress Controller 318
HTTP/1.1, Ingress Controller Rl BN AER, Phaa HTTP/2 3EEA HTTP/2 80
FP R HTTPA.1 R AR, MRE P imbaiE i B EEBEM HTTP/1.1 A3
WebSocket i, X&5BnE, E} Ingress Controller 5% WebSocket % El
HTTP/2, tRFTESH HTTP/2 A% E]l WebSocket. Hit, MREF—NNAERF
51E¥S WebSocket 8%, NASATFEER HTTP2 hil, HEHEEFmiSTLEFAH
¥ WebSocket i3,

it =

{f£5.— Ingress Controller L/ HTTP/2,

Z1E Ingress Controller Lf5H HTTP/2, i&%iA oc annotate fi 4 :

$ oc -n openshift-ingress-operator annotate
ingresscontrollers/<ingresscontroller_names ingress.operator.openshift.io/default-
enable-http2=true

#$ <ingresscontroller_name> &t N EF M Ingress Controller B9 FF,
EEANEHDSH HTTP/2,

ERNEBANEHSH HTTP/2, A oc annotate fp % :

I $ oc annotate ingresses.config/cluster ingress.operator.openshift.io/default-enable-
http2=true
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IR AR LA YAML SRZINER -

apiVersion: config.openshift.io/v1
kind: Ingress
metadata:
name: cluster
annotations:
ingress.operator.openshift.io/default-enable-http2: "true"

2.9.16. 7 Ingress Controller BE2& PROXY B

% Ingress Controller {#ifl HostNetwork =% NodePortService i s X o sRBG RTINS, SRS
Boi& PROXY ¥, PROXY Hhif i 83982585151 Ingress Controller HEWHE R B IRIAE F imith
b, RIBE P umitbit el AFidsk. JIERGEA HTTP ink. #ERIAERES, Ingress Controller EBEANE
EBERasS5nE89ESRXKaRbt,

CEBERZHILIEE. BEAXREMERRARZ, % OpenShift Dedicated fE = F A HIa1T
i}, IngressController ¥§EN MRS 1 H39%28, Ingress Operator RECE i Hi19tasiRSS, FHiRE
HiRibh S E KRG A PROXY Bl

B8

&0 7515F OpenShift Dedicated F1A 5B fi EdS M 2RAcE i PROXY Bl =kfE

%a.t

£ Keepalived Ingress VIP HERFH LA REEFESHEREREIA
Ingress Controller X% % PROXY 1,

FRFM

2/ —1" Ingress Controller,

it
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44 Ingress Controller %l :

I $ oc -n openshift-ingress-operator edit ingresscontroller/default

&®i& PROXY Edi& :

MEREM Ingress Controller {#f hostNetwork s & o RBE R R, F
spec.endpointPublishingStrategy.hostNetwork.protocol F=Ei% &~ PROXY :

hostNetwork &y PROXY B97=%1

spec:
endpointPublishingStrategy:
hostNetwork:
protocol: PROXY
type: HostNetwork

MRHEM Ingress Controller {1 NodePortService fin s & fotkBER A,
spec.endpointPublishingStrategy.nodePort.protocol FFEXi%iE N PROXY :

nodePort BZi& 5 PROXY =4l
spec:
endpointPublishingStrategy:
nodePort:

protocol: PROXY
type: NodePortService

2.9.17. {81/ appsDomain Y5 E &k ERE s

EREREER, EaLUETAE appsDomain FEE A AN s ERIAEREE K
A. appsDomain FE&=Z OpenShift Dedicated R alk, TAZEIAE, BRIAEIE domain FB
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pigE, MRERETHEE, eRESHVMEHAAREIIATNNERM,

pign, ERILAFERA RN DNS BAFRE T2 TR AR FRERBRHIA QRERIAE,

SeRFMH
[}
E2%82E T OpenShift Dedicated &%,
[}
E%&%E oc LTS HE,
i =
1.
W P AR EE S B #5E BN A e Sk A& appsDomain FEX.
a.
4wk ingress £EGR -
I $ oc edit ingresses.config/cluster -o yaml
b.

% YAML 3¢ -

il appsDomain BZi&E 7 test.example.com

apiVersion: config.openshift.io/v1

kind: Ingress

metadata:
name: cluster

spec:
domain: apps.example.com ﬂ
appsDomain: <test.example.com> 9

BERNE, EFghRRREHRRIAE,
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2]

% : AT ARFRHEM OpenShift Dedicated EfiliZefaisk, fEnTLAfER M
i FENRBIZ apps, MAREIAEIZ,

Wi AT REEY, RIEHARMAEEES appsDomain FRHPEENEE :

EATFEHET, 5% openshift-apiserver SERREI R #.

RIFEEHA :

$ oc expose service hello-openshift
route.route.openshift.io/hello-openshift exposed

LN

$ oc get routes

NAME HOST/PORT PATH SERVICES PORT
TERMINATION WILDCARD

hello-openshift hello_openshift-<my_project>.test.example.com
hello-openshift 8080-tcp None

2.9.18. ¥t HTTP bk A/NE

EIAER T, HAProxy HTTP MIRL & 2/NEM, i, KR¥F Host: xyz.com BEH host:
xyz.com, MRIANARFEN HTTP irk&#chEAX/NE#BUE, H{#H Ingress Controller
spec.httpHeaders.headerNameCaseAdjustments APl R T HE SN BN ARERFE, BREil#
oz,

B

HT OpenShift Dedicated &5 HAProxy 2.8, R ILiFHHREF S A
spec.httpHeaders.headerNameCaseAdjustments NN EHECE,
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FeREH
[ ]
B %% OpenShift CLI(oc).
[ ]
A LUMFEABA cluster-admin AGKAFiREE,
Pk =

YERNEBERLR, EaILMEMA oc patch 4, =XiX& Ingress Controller YAML iy
HeaderNameCaseAdjustments FEx it HTTP ik K/INE,

{8 oc patch fpRiXE—4 HTTP ik K/NEENR.

HiA oc patch f85¥F HTTP host 7k~ Host :

$ oc -n openshift-ingress-operator patch ingresscontrollers/default --type=merge -
-patch="{"spec":{"httpHeaders":{"headerNameCaseAdjustments":["'"Host"]}}}'

SN RREFRERE -

$ oc annotate routes/my-application haproxy.router.openshift.io/h1-adjust-
case=true

G, Ingress Controller R1RIEIEEJIE host iFKirk,

@i A& Ingress Controller YAML 3¢ #4, f8if HeaderNameCaseAdjustments FE157E
HE,

LLF Ingress Controller YAML ;=I5 HTTP/1 53K host 7L %A Host, LUET
LUSE 2 133 fRRR R -

Ingress Controller YAML =6

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
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name: default

namespace: openshift-ingress-operator
spec:

httpHeaders:

headerNameCaseAdjustments:
- Host

LUFrflEgHsh, A haproxy.router.openshift.io/h1-adjust-case ¥ &5 Fxt
HTTP R RbRk R KNG JHE -

BXE YAML =6

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/h1-adjust-case: true ﬂ
name: my-application
namespace: my-application
spec:
to:
kind: Service
name: my-application

£+ haproxy.router.openshift.io/h1-adjust-case % &7 true,

2.9.19. {S KA ESE

&I LA HAProxy Ingress Controller B2i& 7 5% € MIME KB HIEER Mg E45. ErILIEA
mimeTypes ZF& & X E45MN AR MIME KXR8ER, XKBEIE : application, image, message,

multipart, text, video, A —4 "X-" B EE KB, EHE MIME RBHFRBNTERTRE,
%8 RFC1341,
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NEHDENRFAIRERIPNRAERE, LA, NRBEZHAXAESTESHER, 0
FEERNENRARFEKMIENFRARIIR,

FHIERTA MIME KB MESh322S, {8 HAProxy AR A RAER RN 2R K%, &
BMS, XAERX (M html, css fl js) SE4ERAKRE, HELEHNEX (ORI,
B ARERENREREGRIFMEEREAZHFL,

77 Ingress Controller E¢i& httpCompression £,

R LL T a5 3% IngressController TR :

I $ oc edit -n openshift-ingress-operator ingresscontrollers/default

1 spec T, §¥ httpCompression SKBEFEXE N mimeTypes, FHI5E %N 44
B MIME KE7513% -

apiVersion: operator.openshift.io/v1
kind: IngressController
metadata:
name: default
namespace: openshift-ingress-operator
spec:
httpCompression:
mimeTypes:
- "text/html"
- "text/css; charset=utf-8"
- "application/json"

2.9.20. AFFEEHZRIERR

BT ERRIAST TR O 1936 £LL Prometheus #RX 2 FF HAProxy BHIZ . ASBIBIMRENRE
%50 (40 Prometheus) ®ILLJjiA HAProxy BREAZRfE R, ERILAENISEARHLL HTML B9 HLLES 2
FRM{E (CSV) R A FE HAProxy iSHZRsiR.

FRFM
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e R X ERCE N VTR T BUEIR DO 1936,

iz
1.
BITEA TP KIS 2% pod &7 :
I $ oc get pods -n openshift-ingress
it
NAME READY STATUS RESTARTS AGE
router-default-76bfffb66¢c-46qwp 1/1 Running 0 11h
2.
IRIEE 2R A P 2%, BRHEs Pod %1 /var/lib/haproxy/conf/metrics-
auth/statsUsername 1 /var/lib/haproxy/conf/metrics-auth/statsPassword 3 {4 :
a.
BT T eI E A P 4 -
I $ oc rsh <router_pod_name> cat metrics-auth/statsUsername
b.
IBfTLA T e B SRRV E Y
I $ oc rsh <router_pod_name> cat metrics-auth/statsPassword
3.
BT e %, KEEREES IP FEETRET -
I $ oc describe pod <router_pod>
4,

BETLLTF#4S, LL Prometheus X KIURIBZITER -

I $ curl -u <users>:<passwords> http://<router_IP>:<stats_port>/metrics
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BT T e Sk L £ yi s -
I $ curl -u user:password https://<router_IP>:<stats_port>/metrics -k
BT 4, UiIERIAR) stats w01 1936 :

$ curl -u <users>:<passwords> http://<router_IP>:<stats_port>/metrics

Bl 2.1. itk =B
# HELP haproxy_backend_connections_total Total number of connections.
# TYPE haproxy_backend_connections_total gauge
haproxy_backend_connections_total{backend="http",namespace="default",route=
7

"hello-route"} 0
haproxy_backend_connections_total{backend="http",namespace="default",route=
"hello-route-alt"} 0
haproxy_backend_connections_total{backend="http",namespace="default",route=
"hello-route01"} 0

# HELP haproxy_exporter_server_threshold Number of servers tracked and the
current threshold value.

# TYPE haproxy_exporter_server_threshold gauge
haproxy_exporter_server_threshold{type="current"} 11
haproxy_exporter_server_threshold{type="limit"} 500

# HELP haproxy_frontend_bytes_in_total Current total of incoming bytes.
# TYPE haproxy_frontend_bytes_in_total gauge
haproxy_frontend_bytes_in_total{frontend="fe_no_sni"} 0
haproxy_frontend_bytes_in_total{frontend="fe_sni"} 0
haproxy_frontend_bytes_in_total{frontend="public"} 119070

# HELP haproxy_server_bytes_in_total Current total of incoming bytes.
# TYPE haproxy_server_bytes_in_total gauge

haproxy_server_bytes_in_total{namespace=
service=""} 0
haproxy_server_bytes_in_total{namespace=
ice=""}0
haproxy_server_bytes_in_total{namespace="default",pod="docker-registry-5-
nk5fz" route="docker-registry",server="10.130.0.89:5000",service="docker-
registry"} 0
haproxy_server_bytes_in_total{namespace="default",pod="hello-rc-
vkjgx",route="hello-route",server="10.130.0.90:8080",service="hello-svc-1"} 0

,pod="",route="",server="fe_no_sni",

,pod="",route="",server="fe_sni",serv

W AN AR PHIALLT URL K53 stats &0 -

I http://<user>:<password>@<router_IP>:<stats_port>
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alk AN R AR ALLT URL RIKEX CSV BRMSETHER -
I http://<user>:<password>@<router_ip>:1936/metrics;csv
2.9.21. B3 X HAProxy $5iR XS R TT

YERERIETEGR, #EaILl)y 503, 404 SEHANEE IR IUmIEE BB GE R BN TTm, HMA Pod %
Hiz17iF, HAProxy FRHIZFRIZEt—4 503 $HixUIm, MRIHFKK URL R{E4E, Nl HAProxy i§HZR=
R4t 404 TR TIm. HlN, MREBAE X 503 HHiRAEmMEImE, WA Pod K21 RIZ4t5im, ¥
H HAProxy BH2x A A IEMMEE A A EFERRE IR0 404 RS HTTP MR bl .

B BRI R Sl E R E N hiEE, RBEFE Ingress Controller. ECESFBEHTA
X4, SRR : error-page-503.http #1 error-page-404.http,

B E X HTTP 534X ma N I m % #185 HAProxy HTTP (i TimAdEfEE. UUTFR2EIA OpenShift
Dedicated HAProxy 128 http 503 FH i CHINE N ST EmAYRA, EeILAEREIANSENERECER
CHBAE X T,

KABERT, YNARAEETHEBRAFERNAEFER, HAProxy BRHIR{URM—/ 503 FHiX 0T
Mo XAMEKINITHE OpenShift Dedicated 4.8 R BERAMIT HIER., MELXEREATEHE X HTTP
RN AR BN, BESEAMNSAEN HTTP 52N TImE, MARSIZHtEiln 404 =
503 FE1R AN B DT .

MNREFEA OpenShift Dedicated B\ 503 FHRACH TTEE N B E XHEMR, X
bRk B EHH AR T A 2EA CRLF 745 .

£ openshift-config s % 22 [ Fh il — 4 £ 5 my-custom-error-code-pages HIfCE M

$ oc -n openshift-config create configmap my-custom-error-code-pages \
--from-file=error-page-503.http \
--from-file=error-page-404.http
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B

MREA A E R HERN B ERNER, NaHIlEHSE pod
Fi, EERICAET, SRR E IEACERN FHIHBRZ N B9ER 2R pod, LA
EERIERNERERMREEN].

%t Ingress Controller #£17#h T LLR#E& #R5| A my-custom-error-code-pages EcERSY :

$ oc patch -n openshift-ingress-operator ingresscontroller/default --patch '{""spec":
{"httpErrorCodePages":{"name":"my-custom-error-code-pages"}}}' --type=merge

Ingress Operator  my-custom-error-code-pages ECEBST M openshift-config fin 522
B Z T openshift-ingress #8228, Operator #23& openshift-ingress fid % 22 & R,
<your_ingresscontroller_names-errorpages fip Zic B RS,

ERala -

I $ oc get cm default-errorpages -n openshift-ingress

finthfl
NAME DATA AGE
default-errorpages 2 25s ﬂ

BoiE MR & #R B9 default-errorpages, B4 default Ingress Controller B3 X 5
& (CR) B#1&%h,

EiAEE B IR A EMRN HETIRMEED, HPRERRNBEEFEE L

HTTP 5L ACH MR B934 -

XF 503 HEX HTTP AR IR SR -
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$ oc -n openshift-ingress rsh <router_pod> cat
/var/lib/haproxy/conf/error_code_pages/error-page-503.http

X F 404 HE X HTTP B R CHEMRL -

$ oc -n openshift-ingress rsh <router_pod> cat
/var/lib/haproxy/conf/error_code_pages/error-page-404.http

Kk B E RS HTTP Mafy -

Sl B N AER -

I $ oc new-project test-ingress

I $ oc new-app django-psql-example

XIF 503 HiE X http 53 CHEMRL :
BN AMmAR SRS

IZfTLLTF curl fa BN AR P U ENS -
I $ curl -vk <route_hostname>

XFF 404 BE X http £5i3CHEMIRL :
VR AR EFERNER =B A I,

IBITELT curl e SHRAENERPUIFIRHB TS -

I $ curl -vk <route_hostname>
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4.

K7 haproxy.config X {4 sh# errorfile B2 1EM -

I errorfile

$ oc -n openshift-ingress rsh <router> cat /var/lib/haproxy/conf/haproxy.config | grep

2.9.22. iXi& Ingress Controller ix KiF#%E

EHEW S LLULE OpenShift IR EN R AR EER, EalLUHEFNIEN Ingress
Controller ERESZAEEH.

FRFH

LU BREIEBAIE T Ingress Controller

Pt =

B3 Ingress Controller, LAEEX HAProxy B KEHEH -

$ oc -n openshift-ingress-operator patch ingresscontroller/default --type=merge -p
'{"spec":{"tuningOptions": {"maxConnections™": 7500}}}'

g

H
[=]

MRIEZE T AT HAEERS

spec.tuningOptions.maxConnections {E, M| HAProxy R,
BRINSBNEZER, HSH " "Ingress Controller BB ESH "B o i
o

2.10. OPENSHIFT DEDICATED INGRESS OPERATOR #ci&

TRIFEHMNAT Ingress Operator B2, LUK Red Hat Site Reliability T#2Uii (SRE) £
OpenShift Dedicated £&f L4t IL4H ¢,

£ 2.3. Ingress Operator T {F&]
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Ingress 0 HIAECE ?
Scaling Ingress Controller SRE =
Ingress Operator thread count SRE =
Ingress Controller 1j[7] B & SRE =
Ingress Controller 4 Fr SRE =
Ingress Controller B&H# A SR SRE =
Ingress Controller BEZFFE& SRE =
Ingress Controller X-Forwarded #73k SRE =
Ingress Controller & H &4 SRE =
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8% 3 2 OPENSHIFT SDN 2Xi\ CNI B4 HtN i

3.1. WUHE RS E

a3

.g
AT
Eﬂlﬁ'

M OpenShift Dedicated 4.14 735, OpenShift SDN CNI 2#:F . M OpenShift
Dedicated 4.15 Fris, RBEHFRHLENLET, ELUEHRAITHRAD, THRIMER
OpenShift SDN B4, HABHEF, IENEMBRITHIThEE ﬁf#ﬁﬁ‘f‘*&ﬁ*E
MEFE, BFREBREHXNIIEE. F5 OpenShift SDN CNI FIE{ERE, EalLiEA
OVN Kubernetes CNI,

i
e

? T S
A ;
?
| i i
a W W -

3.1.1. XT%%

Wi ER IP Z18, BUETTRNT EEFS IP i,

B

B, SR&ERATETEDAIRIZA. EF2—1TEFEERAR.

RAERT, MARBPaRZR PN EE, B2, SBTZMY%
SREEEIRM, MRASMARBERNSRZFERERAT ZE, WELRITSHE,
B E—1 deny-all F%5REE, 1E/5 FAMLSREGHET, SHEERNNEENSBN
%ﬂrﬁ]o

ZAESR T, OpenShift Dedicated pod I HEREWHEH. MR{EEA OpenShift SDN F%1H
#, FJLURESINEERS R,

£ networkpolicy fEE &R d{#F OpenShift SDN P& i@ :

pod & % BEUE R L XTI H h A Hith pod, MEFZEE NetworkPolicy X4,
BN k@it ik miShy, Pod taedid &R,

—ATiE K pod 4 XN Z BB IR REEXIHEMEMRTH S pod, BMEHFERITHAR
[E@{SH NetworkPolicy &,
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LA multitenant B #5{& A OpenShift SDN PIZ&IHEEEET -

pod A XHI% BEUHE L X B P MrA HAk pod,

REEENTREEGE—EIHF AN EANTHE LG T SHN, — P HEPH pod X
M BBEAT R EXBHMTA P8 pod.

3.1.2. J|5 A pod [H %1%

EALUATE G A pod A %4,

FeREH
[ ]
%% OpenShift CLI (oc) .
[ ]
B EABA cluster-admin =% dedicated-admin A A &R EEE,
b =

BT TS, AWBREAZE, fREERAZ %N ENAIRER <namespace>,

$ oc annotate netnamespace <namespace> \
netnamespace.network.openshift.io/multicast-enabled=true

ERIVEREEATZSH, WRBRUTESEK :
HENLIHE ESOIEASBNTE, fERWESER <project>,
I $ oc project <project>
BIE pod LUMEH S iEHEKES
I $ cat <<EOF| oc create -f -
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apiVersion: vi
kind: Pod
metadata:
name: mlistener
labels:
app: multicast-verify
spec:
containers:
- name: mlistener
image: registry.access.redhat.com/ubi9
command: ["/bin/sh”, "-c"]
args:
["dnf -y install socat hostname && sleep inf"]
ports:
- containerPort: 30102
name: mlistener
protocol: UDP
EOF

Il pod LMENZHEA XSS -

$ cat <<EOF| oc create -f -
apiVersion: vi
kind: Pod
metadata:
name: msender
labels:
app: multicast-verify
spec:
containers:
- hame: msender
image: registry.access.redhat.com/ubi9
command: ["/bin/sh", "-c"]
args:
["dnf -y install socat && sleep inf"]
EOF

AR E OHET £, FEZSBERER.

3K Pod B IP it :

I $ POD_IP=$(oc get pods mlistener -0 jsonpath='{.status.podIP}’)

AL TS EIZBERERF :
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$ oc exec mlistener -i -t --\
socat UDP4-RECVFROM:30102,ip-add-membership=224.1.0.1:$POD _IP,fork
EXEC:hostname

B 5% &G,

FKHX pod MI%% IP HihitSEH -

$ CIDR=$(oc get Network.config.openshift.io cluster \
-0 jsonpath='{.status.clusterNetwork[0].cidr}')

BLESHER, HRWALTHRS :

$ oc exec msender -i -t --\
/bin/bash -c¢ "echo | socat STDIO UDP4-
DATAGRAM:224.1.0.1:30102,range=$CIDR,ip-multicast-tt|=64"

MRSWIEETHF, N E—NRFBBEILITHH

I mlistener
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88 4 2 OPENSHIFT DEDICATED &8$HIRI4& %5 ik

L R4 OpenShift Dedicated £ EFIMAM Virtual Private Cloud (VPC) S AL HTFM
BBIANEhE, REAKIFRERATZET. RERRIFENMSEREHZH ERER, AFEEREMN
R R ECE 7] 8,

BT AFSa T M IE R E R IE A R ECE,

4.1. 7 f&# OPENSHIFT DEDICATED SE¥ #4858 iE

L R4F OpenShift Dedicated &I ERIIAM Virtual Private Cloud (VPC) #, s{SHEMMNHT
Mt EA IR, RBRIERBEHETT. XBBTFEEIBERRGFH R REE N &,

% {5/ Red Hat OpenShift Cluster Manager & REEHNI, R7E Virtual Private Cloud (VPC)F
Mli% & ol mE IS F R AR FM ID PP zTEIIRE,

HIERN— R, EFANTRESREZRNFRE, BRERIERREFMN, LBEREES
Zath Al T LU A

BEMARIEENRE, SFCFEAXRS S, ILRRERIERENSR, SFEARSEERIX.
AR B R R IBAE, MmEERE R SE X,

AR LU BIE SRR F s TRSRIE, XAitEERERNRRIERFNNARE, AXFNzTH
WRNERENSR, HSH FIIETHELIE,

4.2. BRI ERISEH

RZEIE BB TENEK :

FERXEMRER (VPC).

miAiEEFHMEBET VPC,
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VPC 2/5H T enableDnsSupport.

VPC 2/2H T enableDnsHostnames,

egress AT AWS BhAESERFEH BoahiEEMNmMBRENRO4HE,

4.3. it B SRS AIE

INRERH A S MMSEE W EM OpenShift Dedicated £EEBERIAM Virtual Private Cloud
(VPC) Hh, =LAt BshMI4E5SuE,

MREECRERN ST MSEIE, SRNIFPRESEARN, REG, BRI NE, REF
afTE% UL, ARG, BRESTRERESBIMER.

% {5/ Red Hat OpenShift Cluster Manager 5B ZERNIAM VPC I, ErILLATFE Virtual
Private Cloud (VPC) FMi%i& 1l Hi%#: Bypass network verification 358t B35 IE.

4.4. FEhafT % EIE

& eI LL{# Red Hat OpenShift Cluster Manager Fz%/ ¥l OpenShift Dedicated £E21TRI%E%:
A,

FEREMH
[ ]
&5 — 1 IEM OpenShift Dedicated &%,
[ ]
EREHMAE, EASHmESRAR,
i =
1.
7 AF OpenShift Cluster Manager F AR ERIERE,
2.

M Actions ThI3H shykEE Verify networking,
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% 5 F RERISCHHE

MEEAMAR Virtual Private Cloud (VPC), #&waILL{E OpenShift Dedicated LK TEEPHE
KEHERESIHCCHAE, YESRAEN, SROEHAHRBIRATIREKRM, BREBRTA S
TEfiE

RAESHRGHORESENE, SEN AN API TR,

B NERAZE =T (CCS) &A1 OpenShift Dedicated S &5 F{CHEE,

MRFEAKICEENE, ZREAVISHNNAETAY. MRNEBEFRTH, XAERPERaRER
MR,

5.1. BEEREASCHE AR ERZM

ERESICoHINRE, BoMHRUTER, SEAREZIEPIREGRENEN, XEERE

BREHmEE.

Ea9k P A RBHIEER,

S35 —1IAM Virtual Private Cloud (VPC).

ENEREREI I (CCS) &AL,

CERRI LAY FI4RE¥8 VPC H1 VPC L FFM, thRAEEHEILIM VPC BIEEFLIK VPC %
R-FHEviiA,
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% 5 E ERFCEEE

[}
5B VPC i Hiain T LU M= -
o
ec2.<aws_region>.amazonaws.com
o
elasticloadbalancing.<aws_region>.amazonaws.com
o
s3.<aws_region>.amazonaws.com
EEXtmaFEEsen T =5 AWS EC2 API 9iFk, ATFREBERRIGIMARET
RIGNTAE, ELESAHET AWS % RMZRHXLETEKEEE AWS EC2 API, ECERARSS
P MRiFFIRPZRI EC2 APl /A 3L IP it 2R EM,
5
EFEAEREHEAEN, EKJF s3.<aws_region>.amazonaws.com
i BCE KR Gateway,
PIZEEE K
[}
MRENRBERLAMHORE, WAy MEOHE RBRRT, TRERM T XLEHAN
55

R IR HERRLLT OpenShift URL EHRINE -

observatorium- htt WE, ATEEM OpenShift 45 E 2,
mst.api.openshift.com ps/

443
sso.redhat.com htt https://cloud.redhat.com/openshift i 52

ps/  f{#F sso.redhat.com FEIEPIIFE T EH;

443 &F* pull secret, F{EF Red Hat SaaS f#
RARREACIT N, REEFHMIT RS
B9 %,
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BB BIPHRRIU T eI e T2 (SRE) fIEE URL :

*.osdsecuritylogs.splunkcloud.com tcp splunk-forwarder-operator N —1H

/99 EELLIEA, #RedHat SRE HFEFH
HE 97 SR,

inputsi.osdsecuritylogs.splunkclou
d.cominputs2.osdsecuritylogs.splu
nkcloud.cominputs4.osdsecuritylog
s.splunkcloud.cominputs5.osdsecu
ritylogs.splunkcloud.cominputs6.os
dsecuritylogs.splunkcloud.cominpu
ts7.osdsecuritylogs.splunkcloud.co
minputs8.osdsecuritylogs.splunkcl
oud.cominputs9.osdsecuritylogs.sp
lunkcloud.cominputs10.osdsecurity
logs.splunkcloud.cominputs11.osds
ecuritylogs.splunkcloud.cominputs
12.osdsecuritylogs.splunkcloud.co
minputs13.osdsecuritylogs.splunkcl
oud.cominputsi4.osdsecuritylogs.s
plunkcloud.cominputs15.osdsecurit
ylogs.splunkcloud.com

http-inputs- htt splunk-forwarder-operator 8 —1H
osdsecuritylogs.splunkcloud.com ps/  &EKiRS, it RedHatSRE AFETH

443  EBER.

o
=
B

AXEAZ S TITH(CCS)ERIA OpenShift Dedicated R ML IS REMH, BB AWS
EMEFAEITH 3 GCP EMEF &I,

5.2. HiiEEHRFIMIRT

MRERMFBANGEERAST, EFEHATUTEK :

PREMEERAIHRETER

WIS (BFEPELEE) asEHAnGEERAarh, BRIH
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https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#aws-ccs
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#gcp-ccs

% 5 E ERFCEEE

REREIM, FouMmEERHAehaSNIEBRTHRERNSIT

S AEHFNFMSERA T EREHEKE

53. ARFZIRPEENE

LI AZ I (CCS) (21 OpenShift Dedicated Z22:FIIAR Virtual Private Cloud
(VPC) i, #&EeILIRGE HTTP =k HTTPS X3, #&wL A Red Hat OpenShift Cluster Manager f£%&
I EPEERE,

5.4. {8/ OPENSHIFT CLUSTER MANAGER fxZ&#& i P&V E

MEER OpenShift Dedicated SEEFLZEFIINAM Virtual Private Cloud (VPC) &, #&alLIEA Red
Hat OpenShift Cluster Manager £ &% 2 /5 FEEEERER HTTP =k HTTPS RE, EREENFEHAE
P =i (CCS) HRIMER D AR,

HEREA, EXBUERTLM VPC iR, ZNREEETMREEIN VPC f, ZELHBIM
VPC 8% RFMil,

A Xf#H OpenShift Cluster Manager fE Rt 2P ECE LS H A EMIFHLS T, ESH Creating
a cluster on AWS with CCS =k Creating a cluster on GCP with CCS,

HEeKR

{31/ CCS £ AWS LfilE&Es

{1/ CCS 7= GCP LflE5Ra*

5.5. *xREENRE

LI AR I (CCS) (21 OpenShift Dedicated Z22:FIIAR Virtual Private Cloud
(VPC) v}, #EeILIECiE HTTP =k HTTPS fKE, #&=ILL#EA Red Hat OpenShift Cluster Manager £ %
KRERENRE,

5.6. ffF OPENSHIFT CLUSTER MANAGER fr&Z& el EE
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https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/installing_accessing_and_deleting_openshift_dedicated_clusters/#osd-create-gcp-cluster-ccs_osd-creating-a-cluster-on-gcp
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& aI LI Red Hat OpenShift Cluster Manager fHE£$5E HICERECE A INE Virtual Private
Cloud (VPC)#EA OpenShift Dedicated k&, EREENFAZF =T (CCS) EEMEHE AR
H,

&5 I LAfSEF OpenShift Cluster Manager EFIIAMERSCHENEREE, M, MRAEBAEMIE
PHANETH, ETEESERHABRAMELE, KESRHENNETHESS.

B

SN HEEEN AR control plane Mt HE TR, ENAREN, S1MRETREN
BFARAFHERSE, FHEHTERS. 80TR8N —EBIES.

EBE— 1 ERAZE =11 (CCS) HAH OpenShift Dedicated 5Ef.

EREREE VPC Hh,

it =

7 A B OpenShift Cluster Manager F AR ERIERE,

1£ Networking Tl LR Virtual Private Cloud (VPC) #849F, = Edit cluster-wide
proxy,

£ Edit cluster-wide proxy i+, RENEEEIFE -

EVPHEUTFERZ—HHAE :

EERWM HTTP {$32 URL,

B/ HTTPS AIE URL,
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https://console.redhat.com/openshift

% 5 E ERFCEEE

£ Additional trust bundle FExrh, 124t PEM %4 X.509 iEHiR4Fa, MRE
EZEMRIANGERBE M, HiEEF replace file kEBFFE, A RMBIERT =
RS IE B 5D, MBEGER TLS-inspecting (I, NIEEHANEERS S 4,
BRIEER M BB Red Hat Enterprise Linux CoreOS (RHCOS){S{E 45 & B &
NHEf, TeREEEHLI2EEMHMA http-proxy # https-proxy ZHEXEE, X
ANEREEH,

Hi; Confirm,

1£ Networking T _EB Virtual Private Cloud (VPC) #4F, RiFE#MNABEEBEREM

Titk,
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25 6 Z CIDR SEREE X

B AUHLLT CIDR SEHEIEEHESEH,

k

Com ™ ~

il

S IR ESEEAALE CIDR .
SIS

Li5E FM CIDR SERF, H#f{RFM CIDR SERAITE X8 Machine CIDR /1, EFIiRIREEIEE
HES, BiEFM CIDRSEREEE T BEH IP bk AT A PiHAr T4 i .

B

OVN-Kubernetes 2 OpenShift Dedicated 4.14 &k~ I5#IhRA< R BRI\ PAZE LN 7,
ERIBERALUT IP HhhlSEH -
100.64.0.0/16. 169.254.169.0/29,100.88.0.0/16,fd98::/64,fd69::/125, 1 fd97::/64, HIE
IR EHEA OVN-Kubernetes, HAEEER AR PRERIHAL CIDR B X HE
XLt |P Hhh SR,

6.1. MACHINE CIDR

1£ Machine classless inter-domain routing (CIDR)FEtHh, EAFSUNHLESSER 1T =i55E IP #hilsSE
Flo XAEEMFSIEENFHE R (VPC) FRMIMA CIDR b SEHE, FRMSARFELEN, FTHAXKER
EXRFRPVHE 128 N itk IP bbbl (EAFMaIZ /25) . 2 THAKEBEXRRD 256 Mibita IP
HehbSaRE (TR /24) .

BEOUAMEDN 10.0.0.0/16, XASEHERESEMIEERIRL HZE,

6.2. SERVICE CIDR

1£ Service CIDR PE&rh, EAFUNIRSIEE IP S, Bil (BREHEMN) HhibREER 2
ZHERKN, XFACIE IP bl hZe, SEEWIRHEKR, LENENTENE, XRS5 MEEE
AR R EM A RIRS ES, BRiAN 172.30.0.0/16,

6.3. POD CIDR
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% 6 Z CIDREHEE X

£ pod CIDR FEHh, i J04 pod 167E IP Mk Saf,

Bil (BF2oBN) ibRERSF F2ERN. XFFROE IP it HhR, SERUARBEKX, L
BN TS, ZIRF RS MERARRUINNEAABRSES. Rl 10.128.0.0/14,

6.4. EHLEIZ

1 Host Prefix FEHh, EHIAIEESBEATHERENIERMN pod WFMRBIRKE. EHASRETE
HH12389 pod IP Hbiitsth,

i, MRIEMAEISXED /23, MEEHLEEM pod CIDR i SEHE R 2B —4 /123 FM, BRIMEH
123, FotF 512 NERBTRUKREBN TR 512 4 pod (HPHN B BEITRAZR) .
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BT7EHRREME

7.1. T R SREE API

Kubernetes 124t 7 ¥~ P o A T3l SC e = £ 09ThEE.  fovF A P s fI T P2 SREG A — AN Th g
7 NetworkPolicy APl, XZRTNARFFAZAGMGRZEEES, @it 0l 2 HE E R RS E
P HEapRZEN,

B4 TheER AdminNetworkPolicy, ©HK A API 415k : AdminNetworkPolicy (ANP) API #
BaselineAdminNetworkPolicy (BANP) APl, ANP #1 BANP 2 H&EMMMAEE Ri%ite, LuEide)
BRI SRR HBANER, TR LMERA ANPs SR HICHE{E % F NetworkPolicy X
KA EENRRE, SR TLUER BANP & & 55 HI S al AR RS E R M RIS, 4TFE
i, AP AL NetworkPolicy X REHET. H—ifANR, ANP. BANP FIM%4E5EEE ol LASCHI S22
MRS, EEATATRIFHSER,

OpenShift Dedicated i) OVN-Kubernetes CNI {i Fi i [n] 2l 5115R (ACL)JZ 14 1 B F X B A 2%
$RBg, ACL IZEBM Tier 1 Bl Tier 3 MR T1E4A.

2 1 J¥4h AdminNetworkPolicy (ANP)XIR, 25 2 Zi¥4h NetworkPolicy X%, 2 3 ZiT{h
BaselineAdminNetworkPolicy (BANP)%| &,

Evaluated

AdminNetworkPolicy first

(Tier 1ACLs)

v

No matching ANP ANP pass rule

v v

NetworkPolicy
(Tier 2 ACLs)
Cluster admin Application developer
No matching NP
v
BaselineAdminNetworkPolicy

(Tier 3 ACLs) Evaluated
last

v

BETEE ANP, H4PEEC2 ANP allow =% deny #IlIE, SEEdhiEMIPIA NetworkPolicy
BaselineAdminNetworkPolicy (BANP) X &GF#iITih. H“PLESE ANP pass, iH&E2M ACL HY
1 EZBRE 2 2, EHA T NetworkPolicy kg, #HR%A NetworkPolicy 5ii=PCHe, NIPFEHM
&5 2 F ACL BEI1¥44 BANP M58 3 £ ACL,
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B7EHER

7.1.1. AdminNetworkPolicy #1 NetworkPolicy B X ¥R~ A E EX 5|

£t

TR T E£E55HM AdminNetworkPolicy API #4422 7[5 NetworkPolicy API Z RIEEKX

o

AdminNetworkPolicy

NetworkPolicy

&R~

AU PN

SRBE AR EIALII L S

SRER LM

ThEEL SRR

ITEE pod 1

SRHORE

SBRAORE

S2MREE A (FQDN)WEZ#H

B 22 (]2

7.2. P RIR

7.2.1. X F ML RBE

SR EEANERTIIEE
Cluster

XS L Deny #BIFIZE N
i,

5 Pass #21FEF— DN,

TS E R Allow action EE&E N
F,

BURT B THIE ANP FRBJJI
. MNIFEILER DAL E

o

il

1£ ANPs /1, priority FEX X BT
EBIR, SRESILSEHBARBI S
AR S AR

B5@id 12 ACL #1 BANP ¥
&, =@ 32 ACL 144,

B LATE A 45 22 [F] iz [A] B2 FA A B B9 AL
i,

@it T R HIBLE &

A FF

A FF

XFErE A
namespaces.matchLabels
BT e B ZE R m i i

EZEEMEE
namespaced

FERBR QR E 5 Deny fRE
X,

Not applicable

AT ML B2 VAR 2 allow,

M2 RN

SR 2 (MR B REEHEE.

1£ ANP # BANP 2 Bl & 52,
E1&7E ACL JZ 2 it T4,

A LATE i — A B Z2[A] R B pod &2 [H]
Rz A BB AL,

@it ipBlock FEELURESZH
CIDR &EXH#,

A FF

T FF

¥ % FH namespaceSelector
FEXRE TR 428 (A5
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ERRBFEREG, BRI LUE (LSRG LR B SEEE 89 pod BIMIL5@IN,

7.2.1.1. X F ML RIE

A% FF Kubernetes % SRIRHIMZ A AR, MLERESTEH NetworkPolicy % &%,
1£ OpenShift Dedicated 4 1, OpenShift SDN Sz BRI\ B PA4% e 1555 e £l FH P45 SR K

g

H
[=]

PIZE SRBE A& F T AL dp

Zef6], JoRENMZE Pod 732 F4% SRBE AL
2, B2, ZEEEF host-networked pod Y pod =32 FI| B4 SRBE KL B 20,

PZE SRS TC AR L B localhost Sk HE BT Sl E,

B s 82 MR NetworkPolicy ¥4,

EABEART, TESHMA pod BA#HHM: pod MM iRRUiH, BEE—THEPREE—1THED
Pod, fEaILIfEi%5 {2 NetworkPolicy X REIETAVFRIAULERE, WHEE AL A S

ME—1 pod H—1=% 1 NetworkPolicy X &RHEEFSRCES, 2% pod FRESZEVHHH
— NetworkPolicy X RS iFiiERE, KRB4EM NetworkPolicy X Ri%EFEM pod ATLISE 2],

P2 RS GEATF TCP. UDP. ICMP #1 SCTP thill, HfbihilFEZ RIS,
LLUF Rl NetworkPolicy X &ER T XRHARMER -

BAFAERE :

BEHHRANIBRERE, ERIN— P EERA pod BREZEMFEN NetworkPolicy
SR -

I kind: NetworkPolicy



B7EHER

apiVersion: networking.k8s.io/v1
metadata:

name: deny-by-default
spec:

podSelector: {}

ingress: []

KR F¥F OpenShift Dedicated Ingress Controller FI%4 :

E{FEUIH R 1T OpenShift Dedicated Ingress Controller BI7%#, ERMLLT
NetworkPolicy X%,

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: ingress

podSelector: {}

policyTypes:

- Ingress

RFEZHES pod BY%FEE -

£t

Z{$ pod EZRA—TEHHM pod KR, BIEYHMTIEPARA pod 8%, HERMEL

T NetworkPolicy 4 :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector: {}

ingress:

- from:

- podSelector: {}

XAHFET pod F7ZH HTTP #l HTTPS & :

B HARERS (LT RAIHH role=frontend) B pod {3 A HTTP #1 HTTPS i,
AL TH NetworkPolicy X% :
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-http-and-https
spec:
podSelector:
matchLabels:
role: frontend
ingress:
- ports:
- protocol: TCP
port: 80
- protocol: TCP
port: 443

A RZEEH pod EFERESEE -

Tl HA AR AZE pod RS R ITACMLE R &, 15 o LAE AR LU TH
NetworkPolicy %% :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-pod-and-namespace-both
spec:
podSelector:
matchLabels:
name: test-pods
ingress:
- from:
- hamespaceSelector:
matchLabels:
project: project_name
podSelector:
matchLabels:
name: test-pods

NetworkPolicy X & 287K ; hF 2V, EalLIHE %4 NetworkPolicy X & i & 8 4%
=K,

B, XFLLERBIFE LB NetworkPolicy X, EaILIER— 1B HE X allow-same-
namespace # allow-http-and-https $B§, Rit, RFHFHEIRE role=frontend K pod 325 —RIEFT
RUFREAER:, B, im0 LtkBR—maZRRE pod MR, LIKkinO 80 1 443 ERRBHER
22 [Adh pod MIEEE,

7.2.1.1.1. {88 allow-from-router P& 50%
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fEFALLF NetworkPolicy AR FALBHRE, MAZERHBEE :

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-router
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: ﬂ
podSelector: {}
policyTypes:
- Ingress

B7EHBLEE

policy-group.network.openshift.io/ingress:"" #72%¥ OpenShift-SDN #1 OVN-

Kubernetes,

7.2.1.1.2. &8 allow-from-hostnetwork P45 ERE

ZAINLLTF allow-from-hostnetwork NetworkPolicy X &k B EHMLZ pod B

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-hostnetwork
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/host-network: "

podSelector: {}

policyTypes:

- Ingress

7.2.1.2. fiF OpenShift SDN .1t P4 SBE

fER— 1P SREESRE pod ERIARRPRZERAE R B ZE N PR E pod #H1TREE.

= .,
e -

$ NetworkPolicy X RN ARIH —dpZZ R P KE pod I, MEEIK, HH Pod IFEREFET IP

Hoht—2%%, RIERL%EIRS A podSelector EFMEA pod 2 A4 ¥ Open
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vSwitch (OVS) FHEHN ,

fn, #E— NetworkPolicy X &, MR spec podSelector #l ingress podSelector & #BICEE
200 4 pod, M&/=4 40,000 (200*200) OVS FANI, XeIEERTAETT mHERE,

EROHERRZE SRR, FSELUTEM -

FHMEZERGEHASFTERERN pod H, =TLUHA OVS RIS,

{81/ namespaceSelector %2 podSelector EFE/ v & 22 INetworkPolicy HIR&R
R — 52 VXLAN BRI ID (VNID) PEE2i OVS FREHiN,

BREEARAR 2 RREN pod, FHEREMEM pod BE— ARSI FRANAE
A,

BIREIA B BPrEs e R ZEH LS, LA RBFRRER pod BIRFERE,

7.2.1.3. {81 OVN-Kubernetes P45 iR 411 1b P25 =BG

EROHERRZE SRR, FESELTEM -

X FEHHHR spec.podSelector spec FIM%EEREE, AT HE %1 ingress 3 egress HL
H— RS RIE LA ingress =X egress FEMNZ ML RIS E =3,

S/ ET podSelector = namespaceSelector spec i ingress = egress NI &4 —
M OVS FiE, ©E5HMLAERIEEREMN pod BE + H ingress =k egress M pod HE K
AR, SiFERE— AR LUEREFRSRE pod B podSelector =k
namespaceSelector #li&, TAEHEA pod BIIEEEIMAGHLII,

fim, LURSREBESEHN -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: test-network-policy
spec:

podSelector: {}
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ingress:
- from:
- podSelector:
matchLabels:
role: frontend
- from:
- podSelector:
matchLabels:
role: backend

LU SRBGSRSX B AL 5 LU 48 R A

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: test-network-policy
spec:
podSelector: {}
ingress:
- from:
- podSelector:
matchExpressions:
- {key: role, operator: In, values: [frontend, backend]}

HRMIEREE RERT spec.podSelector spec, MERRMIMLEEIEGHERM ingress
egress Hll, NigIE—AH#A@MAK spec.podSelector spec FAITREBRAME, HlM, UTHA
RIEA R RBH

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy1
spec:
podSelector:
matchLabels:
role: db
ingress:
- from:
- podSelector:
matchLabels:
role: frontend
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy2
spec:
podSelector:
matchLabels:
role: client
ingress:

93



OpenShift Dedicated 4 %%

- from:
- podSelector:
matchLabels:
role: frontend

LU P2 SRBE X B R R B A4 9 — 4 -

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: policy3
spec:
podSelector:
matchExpressions:
- {key: role, operator: In, values: [db, client]}
ingress:
- from:
- podSelector:
matchLabels:
role: frontend

HBRBESNERESRRTF N —DRFESRN, SN AER . MBREREETRRENRE,
MaTgE RN AL L, EXEERT, FHEEMLREG LN A — &,

7.2.1.4. GE$E

BRI Selg

7.2.2. BIEEPALSRE

YE8BA admin BB/, ERILUy 684 22 6] 6 22 R4 SRS

7.2.2.1. =~ NetworkPolicy &

T g T = NetworkPolicy %R :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-27107 ﬂ
spec:

podSelector: 9

matchLabels:
app: mongodb
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ingress:
- from:
- podSelector: 6
matchLabels:
app: app
ports:
- protocol: TCP
port: 27017

NetworkPolicy % RHI&FR,

2]

ik SRBE N FAEIR pod BOERESR. SREEXTR REELFETE X NetworkPolicy % &% H # i
pod,

SR RATMPAORERN pod LEMERESR. KRS NetworkPolicy 7ER—fp 822 [H
i pod PLEC,

L4

EZREN -1 S BirROMN5IK,

7.2.2.2. i CLI M55

B NSNS R R hap R 2RI R PR A O ORMSRE, Er LB — PR,

MRERESF cluster-admin AEKAF SR, Nl LIEERHREM S 2 df)
B ERIE,

B+ NetworkPolicy X REIMZEIEH, M OVN-Kubernetes R4S iEHSHI%E T
mode: NetworkPolicy i OpenShift SDN F4& . LR ZE OpenShift SDN HEIAER.

B2 %% OpenShift CLI (oc) .
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eI LMER B A admin BRI - SFERIKE,

IRERZ SR N AR s R ZE [,

it =

BIERSRBE RN -

BIE—4 <policy_names.yaml X4 :
I $ touch <policy_names>.yaml

Hep:

<policy_name>

PR S .

NI BRSO E LSRRG, 0TI

B4k AmA R AZERRIAA pod MALRE

XR—PEFNEE, BHiEAEHRZRIEFT R THES pod RELUABIAARE pod
Wgﬁo

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
spec:
podSelector: {}
policyTypes:
- Ingress
ingress: []

RIFRBMARAZEPRMA pod MAOGRE
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kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: allow-same-namespace
spec:

podSelector:

ingress:

- from:

- podSelector: {}

RIFMRERZZR PR —4 pod WAORE

IR Se VR E MIE namespace-y HiZTHASREEIFRIC pod-a B pod,

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: allow-traffic-pod
spec:
podSelector:
matchLabels:
pod: pod-a
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: namespace-y

IBITLUT e SR O B P48 SR AT &R -
I $ oc apply -f <policy _names.yaml -n <hnamespace>

Hep:

<policy_name>
15 7E L4 SR S B
<namespace>

A RN RAES Suiee R EAFRNGRZERPEY, FREREERRZEM,
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Bl

I networkpolicy.networking.k8s.io/deny-by-default created

MEEGFEHA cluster-admin FBRE XTI web #2HlE, EaLLUAREERPNEAG S
Zejaldh L YAML =% web 12614 TR G 2R L% SRR

7.2.2.3. QIEEERIA IR YL A P4 SR E

XR— P EARRRE, B HAEBEMLAERIEA TR REUAMMAER pod M4, Lt HIE
FERIA deny-by-default 3Ri&,

MREREA cluster-admin ABRKAF SR, Nl LEEEHREM S 2 df)
B ERIE,

FRFH

BRI+ NetworkPolicy X REIMLEIEH, M OVN-Kubernetes R4S G HHI%E T
mode: NetworkPolicy B OpenShift SDN F4& i, R ZE OpenShift SDN HEIAER.

B2 %% OpenShift CLI (oc) .

R LMERBA admin BRI - EFERIKE.

IRERZ SRS N AR s R ZE [,

it
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BIELLF YAML, LUE X deny-by-default $kBE, LUB4iRrA &2 IR MFARE pod AL
FiE, I YAML £%Z deny-by-default.yaml X :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: deny-by-default
namespace: default ﬂ
spec:
podSelector: {} 9
ingress: []

namespace : default FithzREEERZE FI default fp&Z2(H],

2]

podSelector: HZE, XEKEESMA pod i, ALk, ZKIEEHT default v
Ze[Al AT A pod.

©

EABTE ingress #llll, X2SBUEARNREEZFEMSAE pod,

i AN LU 6 45 L P SR -

I $ oc apply -f deny-by-default.yaml

ik el

I networkpolicy.networking.k8s.io/deny-by-default created

7.2.2.4. QIR REE LA VR B A BB F iR E

{51 deny-by-default $Rlg, EaLURSRCERDE, RITFMABEFmEFAIRS app=web K pod
R,
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MREREA cluster-admin ABRKAF &R, Nl LELERHREM S 2 df)
B M4 RBE,

BRBUTSREEERE, LEEMATERMATAEBIRSS, A Load Balancer 3i[f] pod. RE
BHEHRZE app=web 1 pod ¥ R iFHiE,

FeRFEH

LB A% NetworkPolicy X RBIMZEHEH, 1 OVN-Kubernetes % iEH%E T
mode: NetworkPolicy #J OpenShift SDN B4, RN ZE OpenShift SDN FIERIAE.,

B2 %% OpenShift CLI (oc) .

I LMER B A admin BRI - SFERIKE,

IRERZ SRS N AR s R ZE [,

it

BlEEsRRE, LIEREMARBEHRBARESMEA M E0%2EVi pod. & YAML fRE5%] web-
allow-external.yaml 3C#F :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:

name: web-allow-external

namespace: default
spec:

policyTypes:

- Ingress

podSelector:

matchLabels:
app: web
ingress:

- {}

R AN LA an 45 L P SR -
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I $ oc apply -f web-allow-external.yaml

i

I networkpolicy.networking.k8s.io/web-allow-external created

RBAVFREMAHRINAR, 8B TEMRNARRE

OpenShift cluster

1
I
! o app = bar

MREREAF cluster-admin AEKAF &R, Nl LIEERHREM S 2 df)
B ERIE,

BREUTHSREEARTFMAARAZRPNAA pod RERREN AEFHHRE,

=S5
[ ]

B+ NetworkPolicy X REIMZEIEH, M OVN-Kubernetes R4S iEHSHI%E T
mode: NetworkPolicy #] OpenShift SDN %% 1&E . H#EXZE OpenShift SDN MEIAE,
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B2 %% OpenShift CLI (oc) .

R LMERBA admin BRI - EFERISKE,

IRERZ SRS N AR s R ZE A,

BIEE—A R, ARVFMATARAZEHPMMAEA pod RERRENMMA. & YAML RFF web-
allow-all-namespaces.yaml 3 #H :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-all-namespaces
namespace: default
spec:
podSelector:
matchLabels:
app: web ﬂ
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector: {} 9

SRR R A E default s 22[A 9 app:web pod.

2]

PR A R 22 [H PE9FTA pod,

)
ol

KABRT, MREAMTIEE namespaceSelector A2 EF TG R
o], XEBRERIE R AL FMMPZ RIS ERMNR S RHNRE,

R A\ LU an 45 L P SR -
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$ oc apply -f web-allow-all-namespaces.yami

i

I $ oc run test-$RANDOM --namespace=secondary --rm -i -t --image=alpine -- sh

networkpolicy.networking.k8s.io/web-allow-all-namespaces created

BALL T 1E default S8 222 Fh/5 5 web RS :

$ oc run web --namespace=default --image=nginx --labels="app=web" --expose --

port=80

IB{TLLF a5 7E secondary #4422 [H] hEBE alpine BitkFH/53) shell :

# shell FiZfTLU TG, HFURBERIFIEK :

# wget -qO- --timeout=2 http://web.default

gk

<!DOCTYPE htmi>

<html>

<head>

<title>sWelcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

%

e
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<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<bt/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>

7.2.2.6. QIEEMLERE, RIFM—PeaEZERPRINARFIRSE

MREREA cluster-admin ABRKAF &R, el LIELEEHREM S 2 df)
B ERIE,

REBUTSEREARATFMNEERZZ R D IIHA app=web F75 8 pod HIEEE, ErRIESEIHTUT
e -

FRERBOVEB L THENEMaRZER,

FRASBENFEMGEANEZETE, DMYaie A2 PRIUER.
AR

LB A% NetworkPolicy X RBIMZEHEH, W1 OVN-Kubernetes % iEH%E T
mode: NetworkPolicy #J OpenShift SDN B4, RN ZE OpenShift SDN FIERIAE.,

B2 %% OpenShift CLI (oc) .

IR LMER B A admin BRI - SFERIKE,

IRERZ SR N AR s R ZE A,
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BIE—EE, RIFEAREMBZENRDMEA pod MRE, HIREH
purpose=production. ¥ YAML {&% %I web-allow-prod.yam| 3C{h :

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: web-allow-prod
namespace: default
spec:
podSelector:
matchLabels:
app: web ﬂ
policyTypes:
- Ingress
ingress:
- from:
- namespaceSelector:
matchLabels:
purpose: production 9

(SRR R A E default s 22 A 9 app:web pod.

2]

REMRFINEGIRE purpose=production B 22 pod.

i A\ LA an 45 L P SR -

I $ oc apply -f web-allow-prod.yami

i

I networkpolicy.networking.k8s.io/web-allow-prod created

105



OpenShift Dedicated 4 FI%%

B ALL TS 1E default #8222 Arh/S5) web RS :

I $ oc run web --namespace=default --image=nginx --labels="app=web" --expose --
port=80

BT RS %EAE prod ®BZH :
I $ oc create namespace prod
IBfTLL T 8845 3RARiC prod dR & ZE(H] :
I $ oc label namespace/prod purpose=production
BT T e 53R AR dev s ZE(H] :
I $ oc create namespace dev
BITLL R e 4 3RARiC dev s 22| :
I $ oc label namespace/dev purpose=testing

BT T H1E dev p A ZE A hERE alpine HitkIF/5 ) shell :

I $ oc run test-$RANDOM --namespace=dev --rm -i -t --image=alpine -- sh
£ shell FiEfTLA TS, FHMBRFEREEHML :

I # wget -qO- --timeout=2 http://web.default

gk ik

I wget: download timed out

106



B7EHBLEE

BITLAF 4%, 7E prod a2 [A hERE alpine HitkIF/E3) shell :

I $ oc run test-$RANDOM --namespace=prod --rm -i -t --image=alpine -- sh
£ shell PiE1TLA TG, HUBREERIFHEK -

I # wget -qO- --timeout=2 http://web.default

gk ik

<!DOCTYPE htmi>

<html>

<head>

<titlesWelcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<bt/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>
<p><em>Thank you for using nginx.</em></p>

</body>
</html>

7.2.2.7. fif OpenShift Cluster Manager {45 5B&

B USSR R R pap R 2RI R FRA O ORMSRE, Er L8 — P 5RES.

FoRFMH
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it =

108

2 & kiE OpenShift Cluster Manager.

1RAE T OpenShift Dedicated 2%,

BN E S NHRMER.

RENR KA RMBREN S HRHER .

#&1£ OpenShift Dedicated f£&fdhfilEE— 4 TiH,

#£ OpenShift Cluster Manager H s iR Zijjn| LT,

= Open console LU/t A ¥l OpenShift Web #£#l5.,

REPRHER, HRHUENTIELERIER,

FREHEANA, 7 Networking T NetworkPolicies.

= Create NetworkPolicy,

£ Policy name FErh, RELRIGHIEFR,

Al - SRR GERF— AN HENEEN pod, ERILUNKE pod REREHIESSR.
MRERBRFRE pod, WIILERERER FERIPIFA pod,

ok« EEILLEIT %ESE Deny all ingress traffic 3¢ Deny all egress traffic £ EHEFH LR
FAODNEORE,


https://console.redhat.com/openshift
https://console.redhat.com/openshift

B7EHBLEE

ZAAUFMADMHORNESHS, AFEEEEEENRD. aR2EE IP IR,

HIERISRBE T AN A TSR] -

PEFE Add ingress HLNIskBECEFHNI, LiR{FIE Add allowed source FhiZEH Ffll
BE— 1M Ingress rule 17, AT EEEMMBRHIAMRE., ThI3 AR = ETiRH
ERALORE :

Allow pods from the same namespace i ZRH N EIR—tp A2 PK
pod, fEEILATEm&ZEHPIEE pod, {BIFILETEZ R VKB %4 ZEHPRAREA pod

R E,

Allow pods from inside the cluster i 2R 5T 5 RkIZHEBENEEHH pod,
B EEARFALRENGZZEM pod, FFibEmEZE kA LER AR
Z22[H#] pod A LS.

Allow peers by IP block BR#IHEETFEIREH (CIDR) IP RRERE, HaATLEA
B LR IEREER) IP, 5§ CIDR FEBEZAVFAT A ASRRNMA AR E.

ERILUS A AR ERB RO, MRERRNERERO, RS LR A b
M,

1.
FERRIPIZ SRBE sh A N ORI -

EFE Add egress rule SRECEFHHN, WRERME—1 A Add allowed
destination"* THIZHH Egress #ll 17, ©ATEIEEMMBRHHILEE, ThiEHiR
PE=ANETCRRFIEMHORE -

Allow pods from the same namespace 15t i £ BR &M R —fp & 22 [H] R Y
pod, fEEILATEmR&ZEHPIEE pod, {BIFILETEZE R VKB %4 ZEHPRREA pod

B E,

Allow pods from inside the cluster ;i £ R HI 2 5 5KIEBRNEE H M pod.
EA R EA T B REN B AR pod. FHXNEMBRERIFRE LERPHE
A2 pod BB ILTE,
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Allow peers by IP block BR#I#57E CIDR IP HpOFE, K eI LUk #4255 RE 1k
REM IP, ¥ CIDR FEBEARITFAMANBRENHILRE,

ERI U A HISRERB RO, MRERRNERRO, RS LR A bR
(N
7.2.3. EEMLER

LIEA admin ARBA S, o] LIEE 6 A2 R RS RE,
7.2.3.1. =fl NetworkPolicy X%

TR T =4 NetworkPolicy %R :

kind: NetworkPolicy

apiVersion: networking.k8s.io/v1
metadata:

name: allow-27107 ﬂ
spec:

podSelector: 9
matchLabels:

app: mongodb
ingress:
- from:

- podSelector: G
matchLabels:
app: app
ports: ﬂ

- protocol: TCP
port: 27017

NetworkPolicy % RHI&FR,

2]

ik SRBE N AR pod BOERESR. SREEXTR REELFEE X NetworkPolicy % &% H # i
pod,

©

SR RATMPAORERN pod LEMERSR. KRS NetworkPolicy 7ER—fp 22 [H
i pod PtEC,
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L4

EZREN—IHZBirmOKNIIR,

7.2.3.2. i CLI EEMLE 5K

1850 LUK 7 6p 4 Z2 (] rh B B 28 SR

MREREAF cluster-admin AARKNAF &R, Eo]LIESEHPRT ML ERER,

([} =355
[
B2 %% OpenShift CLI (oc) .
[
el LAEFE A admin FBRI A - SFGEIKE,
[
IR IE LA RIS AT A o 4 22 (] o,
it 3

Bt 645 22 [A] e B9 P2 SR -

BEHEMRZERPE LS RIEN R, ERALL TGRS :

I $ oc get networkpolicy
ik . BRERENMSRRE, HHRALTRS

I $ oc describe networkpolicy <policy_name> -n <namespace>
Hrp:

<policy_name>

m
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B ERARIMLRIEN A TR,
<namespace>

A MR RES SR RZERAFRNGEERPEY, FHEREEREE
I‘E—‘Jo

fFlan -

I $ oc describe networkpolicy allow-same-namespace

oc describe #$rHiH

Name: allow-same-namespace
Namespace: ns1
Created on: 2021-05-24 22:28:56 -0400 EDT
Labels: <hone>
Annotations: <none>
Spec:
PodSelector: <none> (Allowing the specific traffic to all pods in this
namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
PodSelector: <none>
Not affecting egress traffic
Policy Types: Ingress

MEEGEA cluster-admin FBRE XTI web #2HlE, EaLLUAREERPNEAG S
Zejaldh L YAML =% web HI& MR EE ML KRR,

7.2.3.3. {&f OpenShift Cluster Manager 2 & M4 5kB&

&I LL#E Red Hat OpenShift Cluster Manager F % & B4 SRIG IS B i F15.

AR
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2 & FiE OpenShift Cluster Manager.

1RAE T OpenShift Dedicated 2%,

BN E S NHRMER.

FHERA PR A REERREN SR ERE D,

1RO T PLS SRR,
it 3

1.

M OpenShift Cluster Manager Web 12#&5 8 Administrator #1f3, £ Networking F ==
NetworkPolicies.

2.
pRe re = | LT 5 R

3.
£ Network Policy ¥1& T HEA, EaILLEFMAMEXA DL,

4.

PEREMZE SRIE S _EAY YAML L YAML X EH R E.

EREEEXERBIERE. SR LR,

7.2.4. THIBRPALE SRBE

LIEA admin ABIAF, LU 5 Z2 (A dhfl BRILE SRBg.

7.2.4.1. 8 CLI HHFRMLE S0

13
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1200 LAHI Bk 6 4 22 [7] e B P 258 SRR

MEFHAES cluster-admin ABKMAFER, &0 URBREEEEch r94EaI L% SRR,

B+ NetworkPolicy X REIMLEIEH, M OVN-Kubernetes R4S IEHHI%E T
mode: NetworkPolicy #] OpenShift SDN B4 &, R ZE OpenShift SDN MEIAE,

B2 %% OpenShift CLI (oc) .

I LMER B A admin BRI - SFERIKE,

PRI PR A R 22 (A,

it

Z BRI RBEN R, HEALLTRS :
I $ oc delete networkpolicy <policy _name> -n <namespace>

He:

<policy_name>
15 7E P2 SRBG HO R TR,

<hamespace>

A RN RES Suiee R EAFRNSAZERPEY, FRCREERRZEM,

i
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I networkpolicy.networking.k8s.io/default-deny deleted

NREFA cluster-admin HBREXE] web #HlE, EelLUEFEIESERE ELL YAML =X
3BT Actions FH M web FEHlE dh B SRBE I BR P24 SR B

7.2.4.2. {8 OpenShift Cluster Manager Bk FI%% 5B

10T LURHI Bk 6 4 22 [7] o B P 258 SRR

AR
[
2 &Rl OpenShift Cluster Manager.
[
=BT OpenShift Dedicated &%,
[
ENEHEESIRIER.
[
SHEMA Pk RN EN S HHRHER T,
ik

M OpenShift Cluster Manager Web 1##&5#) Administrator #1f, £ Networking F ==
NetworkPolicies.

{55 A LU 75 SR I BRAZ B9 P22 SR

M Network Policies K llipasERS :

1£ Network Policies &, EFEEMRAMLZRISTHHERIEE, RER
Delete NetworkPolicy.
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{5 FIRIT R4S SRBR IR Y Actions THISZHLMHBRSRRE

S EREHY Actions THIEH,

MIZH %R Delete NetworkPolicy.

7.2.5. ML RIBEESH RS

EOVSRBFETE R, EnLIACE ML SRIE LU % - LR HRR RS ThEE.

#R{EEA OpenShift SDN FZHEA, HIRIRA T ATRACEMLSHEE, RESUTSHE
FPEAREREE, Bi%E T HARERER,

7.251. (FHAMSRREEZHRE

BRI RCEYH, SEHSHMYIHMEZEPN pod MRS D E.

AR

B I+ NetworkPolicy X REIMZEIEH, M OVN-Kubernetes R4S iEHSHI%E T
mode: NetworkPolicy B OpenShift SDN F4& i, LR ZE OpenShift SDN HEIAER.

2% % OpenShift CLI (oc) .

R LMER B A admin BRI - SFERIKE.

BIEELLF NetworkPolicy X4 :

A7 2L Allaws fuama Ananahifl fnavana Bh&=m
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TA/Y allUW=HUHTIFUPCTIDITHITTHTIYICOD AY RN

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-ingress
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
policy-group.network.openshift.io/ingress: ""
podSelector: {}

policyTypes:
- Ingress
EOF

policy-group.network.openshift.io/ingress: "' & OpenShift SDN
BB o 4 22 A e g i, AT LA network.openshift.io/policy-
group: ingress & ZE AR INY, BXE— M HRIBNAZE,

#77 allow-from-openshift-monitoring BIZRHEE :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: allow-from-openshift-monitoring
spec:

ingress:

- from:

- namespaceSelector:
matchLabels:
network.openshift.io/policy-group: monitoring

podSelector: {}

policyTypes:

- Ingress
EOF

477 allow-same-namespace HRBE :

$ cat << EOF| oc create -f -

kind: NetworkPolicy

apiVersion: networking.k8s.io/v1
metadata:

17
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name: allow-same-namespace
spec:
podSelector:
ingress:
- from:
- podSelector: {}
EOF

477 allow-from-kube-apiserver-operator H5RBg :

$ cat << EOF| oc create -f -
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-from-kube-apiserver-operator
spec:
ingress:
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: openshift-kube-apiserver-operator
podSelector:
matchLabels:
app: kube-apiserver-operator
policyTypes:
- Ingress
EOF

METHRBEZIFHER, HSH Hkube-apiserver-operator Webhook #2355 1F
Webhook BRI BRI,

Ak 0 RS EI A R E MRS, HRALTRS -

I $ oc describe networkpolicy

i

Name: allow-from-openshift-ingress
Namespace: examplel
Created on: 2020-06-09 00:28:17 -0400 EDT

Labels: <hone>
Annotations: <none>
Spec:

PodSelector: <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)

18
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From:
NamespaceSelector: network.openshift.io/policy-group: ingress
Not affecting egress traffic
Policy Types: Ingress

Name: allow-from-openshift-monitoring
Namespace: examplel
Created on: 2020-06-09 00:29:57 -0400 EDT
Labels: <hone>
Annotations: <none>
Spec:
PodSelector: <none> (Allowing the specific traffic to all pods in this namespace)
Allowing ingress traffic:
To Port: <any> (traffic allowed to all ports)
From:
NamespaceSelector: network.openshift.io/policy-group: monitoring
Not affecting egress traffic
Policy Types: Ingress
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8.1. iRHACIE

8.1.1. fllEETF HTTP &K

BHAIFHEAEA URL KENARF. RIENARFNASRZEEKE, BANREIFRRT. &F
HTTP MR — M FZEHERE, BEAEKXN HTTP BB, HERZESNNAERFROLEAF
&35,

LUF #2487 i/ hello-openshift b AR AIBET HTTP MR, Fhrfl.

AR
[}
B2 %% OpenShift CLI (oc) .
[}
LIER 5 5138,
[}
BE—1 web A, AFAFHROMIITERO_LFREN TCP ifs.
it 3

IBTLL RS, fIE—4%H hello-openshift B95iH :

I $ oc new-project hello-openshift

2.
BT T e S, FEUWBDAIE pod :
$ oc create -f
https://raw.githubusercontent.com/openshift/origin/master/examples/hello-
openshift/hello-pod.json
3.

BT TS, BIE4HAA hello-openshift BIARSS :

I $ oc expose pod/hello-openshift

120



BAUTHRS, fIB—NEERELTLEMNEKMHE hello-openshift M AR :

I $ oc expose svc hello-openshift

ERIHEORNEHR R, HaTUTHS -

I $ oc get routes -0 yaml <name of resource> ﬂ

EXpId, EEHAN hello-openshift,

BIRBIRZ£BHE YAML E SURH -

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: hello-openshift
spec:
host: hello-openshift-hello-openshift.<Ingress_Domain> ﬂ
port:
targetPort: 8080 9
to:
kind: Service
name: hello-openshift

<Ingress_Domain> 2EIAMAOBEE, ingresses.config/cluster A REERE TR OIE
B, BEEER, NMEEREFARMNE, EaTLlEH appsDomain ETiHEE kL,

2]

targetPort 2 HthE& 15 MAIAR 551558 pod LB B RO,
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EEREMEAAOE, HETUTHS :

I $ oc get ingresses.config/cluster -o jsonpath={.spec.domain}

8.1.2. Bd B R& BN

MREHNRFSTEEBN (HRIRSZHIATRAY (SLA) Bi) SHa@l (RAEEERNER) , &
AU B B A E BB

AR

ERELETNEEPEET Ingress Controller,

f/ oc annotate 4y, NERHRIMNEBEE :

$ oc annotate route <route_name> \
--overwrite haproxy.router.openshift.io/timeout=<timeout><time_unit> ﬂ

RS A AL R BYFD (us). =P (ms). BN (s). 28F (m). EF (h). X (d)e

LUFRBIFESR I myroute FIEEH i E B #YBGBIT :

I $ oc annotate route myroute --overwrite haproxy.router.openshift.io/timeout=2s

8.1.3. HTTP Ktk e

HTTP " #&fc ikt (HSTS) RIRE—F& 218, MNEHREFI/ mAXES, RABHAIH LR
P HTTPS ji&E. HSTS tilid {55 HTTPS f&Hisk{iit Web iE, FTHEMA HTTP EERM, HSTS XF
RS MM B IFER A,

sadl HSTS SRBEHT, HSTS @A) HTTP Ml HTTPS MR AN Strict Transport Security #rk,
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el L e insecureEdgeTerminationPolicy {8, LA HTTP &M EI HTTPS, s#l HSTS
B, BPmAfEREE KafmRAaIERKM HTTP URL E&Ch HTTPS, TEEEM,

SHETH AT HSTS BEENHUTLLTIRE -

RIFEFNBBE A HSTS

RiFF N EEBAZRA HSTS

xf—2HidsR BE R HSTS, HELSSEAMAZERIRESE

B

HSTS {GERA TR LM, TLLZ edge-terminated =k re-encrypt, HEEFE HTTP
i H LXMW,

8.1.3.1. RIBFFNKHZA HTTP Rtk el

HTTP " #&f ik £ (HSTS) SLHefE HAProxy Etkeh, HENARESA
haproxy.router.openshift.io/hsts_header R8N M EHMBEK A,

AR
[ ]
=] LAfsE F BB T H N E TR 5 e P &R RIS RE.
[ ]
B2 %% OpenShift CLI (oc) .
Pk

BIERA_ LS A HSTS, ¥ haproxy.router.openshift.io/hsts_header {H# 0%l edge-
terminated =k re-encrypt BHH, ERILLZTLL TSR MEA oc annotate TERCHH
B

$ oc annotate route <route_name> -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=31536000;\ ﬂ
includeSubDomains;preload”
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EXRBIh, SKHRXE 31536000 ms, X%Jy 8.5 /i,

AR
XN, FS (=) BFESISE, XREBIITERGSATLEN.
BCiE 7 AR A

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/hsts_header: max-
age=31536000;includeSubDomains;preload ﬂ 9 6

spec:
host: def.abc.com
tls:
termination: "reencrypt"

wildcardPolicy: "Subdomain”

. Max-age JIZ HSTS SREEA BN A KEE, LA HHGL, MRXEN 0, BN
X SR TR R

A%, 88K, includeSubDomains SHZEFimENMAE FEEBLTSENER
R/ HSTS KBS,

Ak, % max-age XF 0, #&B[LL{E haproxy.router.openshift.io/hsts_header
fhIN preload, LA VFAEBARSS IS XA i R SIETE HSTS Tiiinz5ukh, #liM, Google
Fuh T LUE % preload Byuh 95k, %025 AT LAfs A X L 51 2 Sk 7E B Lk itk s mT LA
Bt HTTPS @18, B efl5MaRRAEzaiti2mit, MREHIXE preload, MR
M@t HTTPS SihRXH (ES—R) FeERIRk.
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8.1.3.2. RIFFNIRHEM HTTP Btk EeH

EEM HTTP iR M% 2t (HSTS), EalLUN RPN max-age HIZEN 0,

AR
[
=] LAfE F BB H N E TR 5 e P &R RIS R
[
B2 %% OpenShift CLI (oc) .
it 3
[

FEM HSTS, HMAL T DN EEEMRPM max-age HIXKEN 0 :

$ oc annotate route <route_name> -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=0"

R
RART AN FALLTF YAML Sk ER RS & MR -
BRIESTBAZA HSTS K6
metadata:

annotations:
haproxy.router.openshift.io/hsts_header: max-age=0

Eohen [ ERIPRATARMZEA HSTS, HHMALLT&GS :

$ oc annotate route --all -n <namespace> --overwrite=true
"haproxy.router.openshift.io/hsts_header"="max-age=0"
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1.
EHENMARHEERE, TRALTHS

$ oc get route --all-namespaces -0 go-template='{{range .items}}{{if
.metadata.annotations}}{{$a := index .metadata.annotations
"haproxy.router.openshift.io/hsts_header"}}{{$n := .metadata.name}}{{with $a}}Name:

{{$n}} HSTS: {{$a}{{"\n"}H{{else}{{""}H{end}}{{end}H{{end}}'

i

I Name: routename HSTS: max-age=0

8.1.4. A Cookie EfRKFIEMAREM

OpensShift Dedicated {Z#tiME 21, B AR REEEAR—im =R EMAREN ARFR
£, HE, MRiER pod LER. JEINEHREENAABLIL, IHEREUTERER,

OpenShift Dedicated aILA{§ [l Cookie SKECER1ERFAY. ingress Hl23tHE— i s SRR o]
AR, FNEIEBIE—1 Cookie, Cookie fEMINIERERE], A/ NLEE SIEHRT—iFKAD]
Cookie, Cookie FHIAOEHIBLEATE, WEREZmiEKHEMXA Cookie fHiFKEHBIR—1
pod.

Joik1E passthrough B8H_Ei%i& Cookie, A NELEFEI HTTP RE, Kk, RIBR
IP Hbhbit S, %R E T R,

MREMWEN, TLUFREEAREIRIRSS, FEERTT, MRECLRNTBIGEHS
SRESER IP, WS WA EEARER AL XTI — pod WEHREF,

8.1.4.1. {#if Cookie trEHH

BT LLIXE Cookie BFREE = WM EIIERMNEIAGTR, XH, BWERRFRENN AERFHRER
3 Cookie &#R. MIBRx Cookie alisfll F—iEkEFEFma. S22, MRRSF[IIE, ZRSBE
HAME PP RRERFEHFI LS.
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{HEAEEMN Cookie AFFFRERKH :
I $ oc annotate route <route_names router.openshift.io/cookie_name="<cookie_name>"
Hep:

<route_name>

e E R EAEHR,
<cookie_name>

}5E Cookie & TR,

i, £ cookie Z#R my_cookie FriEREH my_route :

I $ oc annotate route my_route router.openshift.io/cookie_name="my_cookie"
EZEHhHERBHENS -

I $ ROUTE_NAME=$(oc get route <route_names -o jsonpath="{.spec.host}’)

Hep:

<route_name>

e HBIATR,

£R77 cookie, ARV :
I $ curl SROUTE_NAME -k -c /tmp/cookie_jar
A E— 1D EEERR BN RERN cookie :

I $ curl SROUTE_NAME -k -b /tmp/cookie_jar
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8.1.5. A TIREMEH

HFRENKHEE T — M ER4A4, oTLlS5 URL #THE, % URL EEHT HTTP MIERHRE.
Rit, AIUEAR—ENGIREZINEHR, SPIVNABEFRANER, BRESNZCEETREARR
FIRRH,

TRERTBHRHEAT R

% 8.1. AR At

Route (F&H) El:aE Bl j[a]

www.example.com/test www.example.com/test =
www.example.com S

www.example.com/test F www.example.com/test =

www.example.com
www.example.com =

www.example.com www.example.com/text yes (HENLEE, mMAZKEH)
www.example.com =

HTHBRENRZLEH

apiVersion: route.openshift.io/v1

kind: Route
metadata:
name: route-unsecured
spec:
host: www.example.com
path: "/test"
to:

kind: Service
name: service-name

R ERE T IRENRRHAME—REL.
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{[ passthrough TLS i, EFHREMNBHATH, EHBHBFSEIMERL TX
ik TLS, BEREEUERMRE.

8.1.6. HTTP ik A &

OpensShift Dedicated {2t 7 ARIBIEA HTTP #ikB53k, HESMERIRLES, #EaILifsEm
Ingress Controller FB9RFRE By =k L MRS H SRAE SURH R AR bRk #E0ARTLARE A BE FR S R B R L
ke BEEPRLBIE TR TN rTRE R R Bk

& BETE IngressController =% Route CR FixiEskilliBRink, ELEMmMeEil. MR
FERAERE HTTP frk, NhZEASB5KR, BEULEFEEN M, 7EMmbrL (30 X-
Forwarded-For ¥53k) B, i%{#M spec.httpHeaders.forwardedHeaderPolicy 2E%, 1
A= spec.httpHeaders.actions,

8.1.6.1. (LRI

47£ Ingress Controller FFRHHESRIERAM HTTP t5kif, HAProxy SiRIETRE KA MR
L SRAR e R F,

XFF HTTP miRi#53k, Ingress Controller FigEMIRIEFRERAPIEENRERIIT, X
E k& Ingress Controller s EMIZEE R 5L

X F HTTP iEkink, BADIEENEESRT Ingress Controller higEREERIIT. X
EhRERAPIEENIREER LN,

fn, £EHERLASALLTRBEIXE X-Frame-Options MR Frk, H{EH DENY :

IngressController spec R~fl

apiVersion: operator.openshift.io/v1
kind: IngressController
#...
spec:
httpHeaders:
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actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: DENY

A& %E Ingress Controller FiZERIERENIN 7L, {BEALITEREE SAMEORIGIN :

Route A& x<Hl

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
httpHeaders:
actions:
response:
- name: X-Frame-Options
action:
type: Set
set:
value: SAMEORIGIN

% IngressController spec #1 Route spec ##EE X-Frame-Options MR #7LEf, Ingress
Controller W2 B E ARG BEREEEMEN, BME— M RENBRBRTFDL. XFiEKRiR
3k, Route spec ffia%E = IngressController spec fH.

XZEH haproxy.config X ERALLTZH, Hr Ingress Controller #H A, HANEEBEHN
Hiats. NATIATRESENIRLE DENY /A G i%ERE SAMEORIGIN ZEZH=HERMRL

frontend public
http-response set-header X-Frame-Options 'DENY'

frontend fe_sni
http-response set-header X-Frame-Options 'DENY'

frontend fe_no_sni
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http-response set-header X-Frame-Options 'DENY’

backend be_secure:openshift-monitoring:alertmanager-main
http-response set-header X-Frame-Options 'SAMEORIGIN'

7%, Ingress Controller kg H5E X HElE/EERE = 6 AR B,

8.1.6.2. KrktERirk

DR A ReRIE T2 B E MR, HEERERBR TRIT :

3 8.2. Kk tE S bRk S T

TP =M {2/ Route #ligd FRiIEMERE
IngressControll  fTECE
er spec H{TRCE

proxy ES S proxy HTTPiEXk &
PRk AT LLE I R
LEFEAN
HTTP_PROXY
PMEAS 8 SR F X
M E2IFEN CGl
MR, proxy
HTTP iE KRkt
IRV, TEEC
BHIRA S B,

FH & ~ LA ES
IngressControll
er CRiXi& host
HTTP 1& K5k
i, HAProxy f£&
FIERBRIER BRI AT
BRI,

strict-transport- & S strict-transport- =&

security security HTTP il haproxy.router.
RSk B {5 ARG openshift.io/hst
ERRAE, FEE s_header #&H3E
FRBYSEI, i
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PRk HR e 8/ Route #ii&F
IngressControll  fTECE
er spec H{TECE
cookie # set- B B HAProxy 589 i
cookie Cookie AFRXIER
B, ATEESH e haproxy
S BB B R 1 g;;'r“esrﬁi
RIS, ST ftio/dis
WEIX PR AT RE able_co
£ HAProxy B9 okie & H
KRIGREK, FRE AR
HAProxy 9 h
e e haproxy
Cookie FIFT B, router.
openshi
ft.io/coo
kie_nam
e REE

fi#

8.1.7. TR IE MR HTTP 3F KA R ARk

HFAHMER, EaLlgEsMERTEL HTTP kMR Rk, #EaILLA Ingress Controller 124t
BRT A B B S e B R 1 iE S PR 2 Ak

fmn, MEABEAZSHESHE, EoHEil Web NARFHESAMBRMAZR, BIfE Ingress
Controller JigHIEEMEIALBALE.

LITHREAMIE—M%E Content-Location HTTP & KFrLMEEH, LUES R AR XEH URL
https://app.example.com EEFIAIE https://app.example.com/lang/en-us, N ARFEHAEEREIL
78 kA {5 %R E B A (eT A BB AT LAV R AEE E 4 B Web A,

FRFH

[
B %% OpenShift CLI(oc).

LI B &1 5 515 & 5% OpenShift Dedicated $2f,

EA— web MARAT RO, LARMFiEOGREN HTTP =% TLS .
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iy =

BIE—NEHE X, FHFeRERSN app-example-route.yaml B34 :

5 HTTP PRk 5 OIEREHE YAML E X

apiVersion: route.openshift.io/v1
kind: Route
#...
spec:
host: app.example.com
tls:
termination: edge
to:
kind: Service
hame: app-example
httpHeaders:
actions:

response: 9
- name: Content-Location 6
action:

type: Set ﬂ
set:
value: /lang/en-us 9

B HTTP Rk EHUTRIRIESISR,

2]

EEERRICCRE, EFRAP, mpbrk,

EEERNICLIER. BXRETLURESMBRE T ALK, HSHE HTTP 4524

EE,

L4

ERLRPITRRERR, B AILLER Set =k Delete 91,

©
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EXE HTTP PRk, EAAUREE—A value, ZERTLARZIRLB A S HIER S
B=FFFR, 0 DENY, thelLL2#ERA HAProxy M SMEEERBREMNDISE, EXMER
T, ZEBRENRTHENALE.

SERFAIRMREHRE L, GEINAE Web N REFHIEEH

I $ oc -n app-example create -f app-example-route.yamli

XFF HTTP &Kk, BBHE X higEMIRIEST Ingress Controller 1% HTTP i RirLHITHE
MR EEPHIT, XEKE, BHBXEFERRLZEREMESE L T Ingress Controller i ERK
. BX HTTP iRk BIFMNEZER, HSH HTTP (B,

8.1.8. ¥rE TRE AR

Ingress Controller BILUA B AR ARBILEERIALET, FE LB ERERPREER
ERBSXLEEINLE, IEARZIFE Operator EXR MK A AN B,

B

EOBFESNRIP HFRNARY, HEAUERSRERSIR, EMEMmRERE
KFBBMBIIR, MALHESHHEIRER,

3 8.3. IRHIER

RARINMRLE

haproxy.router.openshift.io/b  %E&Ef#EHTEEZE, "IHETIR passthrough B 18

alance random. source. roundrobi ROUTER_TCP_BALANCE_S
n #1leastconn, */F TLS &% CHEME . &0, &=
A, BAIAEN source, XfFAT ROUTER_LOAD_BALANCE _
BHEAMERE, BIME random, algorithm,

haproxy.router.openshift.io/d ZM{#EH cookie RIRERIE X%

isable_cookies B, MRKEN 'true’ =
'TRUE', NERSEHEELFES
MEN HTTP 53R EiHAR S %
B,

router.openshift.io/cookie_n EE—NEIER, TR

ame cookie, HMRBETEAREFEM
NEFR, BF, M- BOA
N BN ER B TR LB,
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haproxy.router.openshift.io/p
od-concurrent-connections

haproxy.router.openshift.io/r
ate-limit-connections

haproxy.router.openshift.io/r
ate-limit-
connections.concurrent-tcp

haproxy.router.openshift.io/r
ate-limit-connections.rate-
http

haproxy.router.openshift.io/r
ate-limit-connections.rate-
tcp

haproxy.router.openshift.io/ti
meout

haproxy.router.openshift.io/ti
meout-tunnel

ingresses.config/cluster
ingress.operator.openshift.io
/hard-stop-after

B HRZIFN pod RITFHIRK
F 0 MRES pod, B pod
#HAEXLEHENERE, IREZN
g, eilZEEREMRXR,
BN IRBARBURESS REE. M
REBERE, HEFHKEN O,
I35 78 BRI,

%& 'true’ 2 'TRUE' AT &R
FREITHEE, ZIhEe@it B B L
B4 E 5 i B IG T SE e

F o ERCERIRME T XELR S
Wi R AR,

FR 8L R —IR 1P Husb T893
R TCP EEE., BEZ—IHF
1E,

o AR A T YRR S5
Wi AR

RHIEEHERER IP iR G
AILLL H HTTP iERMER, B
Z—NFE,

S FRLERRRME T MEMIRS
W HERRY,

FREIEFERIR P il HZ - im
AT TCP i EMER, B
Z—1PHF(E,

o EREAR M T HELARSS
Wl B R AR

B B R RE AR 55 2R UmiEB Y
(TimeUnits)

XA S TR 8 %R, NeA

X, A%, EFMESEEERE,
EAAX. NEHEFMBEEE
B, WEBERNTHIABNEN
FBATRREN A, X F passthrough
BRERR, SEMIETXEEMI
BRI,

& LU & IngressController 5
ingress ERiB, LLEREHEBER
B, N HAREBEENELE
[& % 1 haproxy hard-stop- after
2/ %, BFE XHITFEBIR
F LB T AT [,

ROUTER_DEFAULT_SERVE
R_TIMEOUT

ROUTER_DEFAULT_TUNNE
L_TIMEOUT

ROUTER_HARD_STOP_AFT
ER
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router.openshift.io/haproxy.h
ealth.check.interval

haproxy.router.openshift.io/i
p_whitelist

haproxy.router.openshift.io/h
sts_header

haproxy.router.openshift.io/r
ewrite-target

router.openshift.io/cookie-
same-site

136

0 e v RS ERE (AR
(TimeUnits)

ROUTER_BACKEND_CHEC
K_INTERVAL

NEREEEBEARITFIIR. RITFFIR

(allowlist) ZLAZEH& FFHY IP #Hh
Ht#0 CIDRSEHEFIZR, AR
AR, AEEBRITFIIRA
B 1P Hudik B R 2R A T

£ haproxy.config XX E#:
A AR A IP H#iEF] CIDR B

61,1

7 edge terminated =% re-encrypt
R4 & Strict-Transport-
Security ¥rk,

EEmPIXEIFRNEFRE,

WE—MERRS cookies, IE

= -

Lax: '8 AR EB L mIER L
A 3% Cookie, /7 MAMERIL st
SR B FRIA L 5B & 2% Cookie,

L KI5 E SameSite (I, X2
BRIAHID BT 2R1T

Strict : PYIER(ETXS R — ik s0E
K% 3% Cookie,

None : %23 Ak s A1AE R L
m=IH R & 1% Cookie,

XAMEGER T EFH MBI
H, MEEZER, ESH
SameSite cookies 344,


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie/SameSite

RARINMRL B

haproxy.router.openshift.io/s % ERTLESNRBEH ROUTER_SET_FORWARDE
et-forwarded-headers Forwarded # X-Forwarded- D _HEADERS
For HTTP FrkHysREE, BUER :

AppendFfiinirk, REEMAIA
BIbRk. IXERINE,

replace : iXE&EPRL, MEREMAEL
BHIbRk,

Never : A ERL, MEREBE
{AIA RSk,

if-none : MREFHERL, N
WES.

NRAVFFIZRPH IP bt F] CIDR SEHET 61, B HE AR — A MIIAS#4
i1, haproxy.config =51 XA, WIXHFHETE var/lib/haproxy/router/whitelists Xk

¢°
aFE
FER B AR IFFIR, EKRE Ingress Controller BdiE X 2E5
H T CIDR SEREIMSEEFIR, etcd MRA/NRE T EREEMMA/N, HiL, B
br bR NERTERTFNIFRDEEM IP bkl CIDR SEHNSAKEIR—1E
{Eo
aFE
MR E R EemH.
RHSRENTE

TimeUnits H— M8 Kk — NN H LI : us *(microseconds), ms (£, 2K
N s@®) .m (28) . h*(h), d (XR) .

ENREKXE : [1-9][0-9]*(us\|ms\|s\|m\|h\|d).
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Description

ROUTER_BACKEND_CHECK_INTE  5000ms Bin £ EEFEREERE Z AR,
RVAL
ROUTER_CLIENT_FIN_TIMEOUT 1s PR R BIRR B E F iREY TCP FIN 8

B, NRAGERKMHERER FIN E4E
P& A EE, HAProxy &% EHE,
IR BENBIEE, HFEERMASHFLEER
BOEIR, MXAREEAHME.

ROUTER_DEFAULT_CLIENT_TIME 30s B m s B IA S A E R R

ouT

ROUTER_DEFAULT_CONNECT _TI 5s B KA R (A,

MEOUT

ROUTER_DEFAULT SERVER FIN_ 1s 125 R A3 B ST FFRE AN pod B9 TCP FIN

TIMEOUT HBH,

ROUTER_DEFAULT _SERVER_TIME 30s R 55 28 WA AN BR A SE BB RO o

ouT

ROUTER_DEFAULT TUNNEL_TIME 1h TCP 2k WebSocket &R IFFT FFHINS

ouT . B3 HAProxy EFTINERT, X ANERT
MR EE,

ROUTER_SLOWLORIS_HTTP_KEE 300s WESFHIEH HTTP ERH KA,

PALIVE MREEBNE, TERTFENEARFIRN

RREFTTERER /D keepalive A,

HEBMHEN Hr LR LT EMN L,
M, MAZRENTEREN, Fa0 -
ROUTER_SLOWLORIS_HTTP_KEE
PALIVE i% timeout http-keep-
alive, BIABERT, BXE 300s, B
HAProxy th27£ tcp-request inspect-
delay L%%5, ©#WIXE N Ss, EiXFhiE
AT, BB EYEZ 300s 50 5s.

ROUTER_SLOWLORIS_TIMEOUT 10s HTTP 15 K (&4 o] LATE 27 BB [A] K,
RELOAD_INTERVAL 5s RTFERHBEDHITERNENESHE
R EE,
ROUTER_METRICS_HAPROXY_TIM 5s 1558 HAProxy $8HRBOEBA S [A],
EOUT
BB GBI SRR R
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apiVersion: route.openshift.io/v1
kind: Route
metadata:

annotations:

haproxy.router.openshift.io/timeout: 5500ms ﬂ

{51/ HAProxy XA BAT (us, ms, s, m, h, d) IEEHEGBNE A, MRZATREN A 5
fI, ms 2WEIAEHA,

MR passthrough FEHIZERIRSS 2R umASEN HAE, N5 WebSocket i
EIR S L2 E H OB 1R

RAWF—1RE IP it rigH

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10

RUFZA IP HbEHEE

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.10 192.168.1.11 192.168.1.12

FoiF IP Hbht CIDR PZEB9EEH
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metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 192.168.1.0/24

ST IP Hbht 0 IP Hikt CIDR MI4SHIEE

metadata:
annotations:
haproxy.router.openshift.io/ip_whitelist: 180.5.61.153 192.168.1.0/24 10.0.0.0/8

EEESNRIEEH

apiVersion: route.openshift.io/v1
kind: Route
metadata:
annotations:
haproxy.router.openshift.io/rewrite-target: / ﬂ

B/ 7 ERERNEST R,

1EE8H _Li%& haproxy.router.openshift.io/rewrite-target ;¥ f#, 5% Ingress Controller 7E5F153K
BRBGEHNBERFEZE, MZERLEBRE HTTP ERPEBRKRRE, 5 spec.path higENEEEITE
BiERBER T EI N ERPIEENEEN R,

TRREMT # spec.path. HFRBEMNEEN RMUZSHASHEFTHNBEETL.
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% 8 = REH

% 8.4. rewrite-target =~fjl :

Route.spec.path = HEBR

/foo /foo / /

/foo /foo/ / /

/foo /foo/bar / /bar

/foo /foo/bar/ / /bar/

/foo /foo /bar /bar

/foo /foo/ /bar /bar/

/foo /foo/bar /baz /baz/bar

/foo /foo/bar/ /baz /baz/bar/

/foo/ /foo / &R (FRBERTER
B EEER)

/foo/ /foo/ / /

/foo/ /foo/bar / /bar

haproxy.router.openshift.io/rewrite-target R AR PRI R ERHRGE, RSB MIEREE
Yo EBHTRULT XL RFNLGESR,

X 8.5. KIAFHRALE -

X FPEF RS p: 3
# \# WRER# ANERXLEER
B
% % K %% ERFEFS, W0 %%%
\ B, RANERZE

FIAHbBRE URL FH A LR (H9ER TR,

8.1.9. &t Ingress % & AEIA UL I EIEH
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MREIEREIEE TLS BEEMNTER FAIE Ingress X%, OpenShift Dedicated REKR— PN FREN
. ZORERMGARKIAAOUEBERRDNSGFZIERAMN Ingress MR, ErILUHEE—1N22M TLS K
&, WA

AR

BRI ERATHIRS.

&0 LLiji] OpenShift CLI(oc).

it =

79 Ingress YR YAML X, FEAXBIG, %3445 example-ingress.yaml :

Ingress XRHE YAML &

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: frontend

spec:
rules:

tls:

0@

FEAIEBHRRNEEEE TLS, mAEERESGES,

IBITLL T o4k 02 Ingress X4 -

I $ oc create -f example-ingress.yaml
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% 8 = REH

ZTLL T4, JIF OpenShift Dedicated 2757 Ingress X REIEE T HiHANERH :

I $ oc get routes -0 yaml

i el

apiVersion: v1
items:
- apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend-j9sdd ﬂ

insecureEdgeTerminationPolicy: Redirect
termination: edge

HBHENEFREIE Ingress S REETH, ER—IHEIKEZ,

2]

FZHEAKIAIES, BBHRATRMNIEE spec.certificate,

©

HHREE edge & ILREE,

8.1.10. {£ Ingress F s {EABIr CA iEHOIEKH

£ Ingress &R _ERILUEF route.openshift.io/destination-ca-certificate-secret X3k e A H
L BFr CA IEHHERH,

AR
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[ ]
EZPILME PEM %93 eh A —NEB/BHY, HhpiEBxgmENEaH.
[ ]
BRI PEM 4SS0 sh A — N S 3RE0 CA IEF3sRAM R IE 15,
[ ]
ZAE PEM %S XA BB BR CA iEH,
[ ]
B AEBEATTHIRS.
it

£+ route.openshift.io/destination-ca-certificate-secret ZINEl Ingress EfiErh :

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: frontend
annotations:
route.openshift.io/termination: "reencrypt"
route.openshift.io/destination-ca-certificate-secret: secret-ca-cert ﬂ

%3¥ 23| A kubernetes secret,

SEER S| AR ERHEA B E R E .

i

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
annotations:
route.openshift.io/termination: reencrypt
route.openshift.io/destination-ca-certificate-secret: secret-ca-cert
spec:

tls:

144



insecureEdgeTerminationPolicy: Redirect
termination: reencrypt
destinationCACertificate: |

H{th BT
[
{81/ appsDomain &5 E & E R
8.2. RLKM

LZEWARMLUT LM TLS ZEThaeSoh & FimiRtiE 5. LU/ T aMeI s8R B R SGIE B2
EWME. D5HBEEHER,

B

MERIETE Microsoft Azure FE T A i SNEEH, NFEELHSZRRG, EF
REEO AR LR ENTGR, ME Azure BREIAENTIR, ES5 Azure TR AR R TI
BRAHE R,

8.2.1. AR LB oBREFRIMEIEH

&aI LA oc create route i, ERAEHIME TLS LKItMAE GEHEBELRZ£KH,

AR

B PEM 53 e A—NEB/BHY, HbpuEBxgmENEaH.

XA LAE PEM %S XA — N HLIRE9 CA B SRAM S UEPHE,

BRI PEM %S XA BB BR CA iEH,
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o

B EBEATTHRS.
AR EERPOBHXME, EMETISCHPREREN, ERAUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

it

AR EE SGEBHEFNE TLS ZILOIE Route R, T BBREUEH/FBHM M F LT
YEBXTM tis.crt H tis.key X frh, A NIIEE—1BFr CA UEH, f# Ingress Controller {S{EARSS
BEH, EhaTRIETERE CA IFBEASIEFEE, Bk tis.crt. tls.key. cacert.crt #1 (7T
&) ca.crt SLPREER LR, BHHIEEN frontend 2 FFH Service FRIEHR, HRAZELMENLEE R

www.example.com,
EAERME TLS Z1EMBAE SGES, AR %L Route KR :

$ oc create route reencrypt --service=frontend --cert=tls.crt --key=tls.key --dest-ca-
cert=destca.crt --ca-cert=ca.crt --hostname=www.example.com

MRIERELE Route BIR, BAMIZRLTFMTF :

Z2EH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: reencrypt
key: |-
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MTTMESET, ESH oc create route reencrypt --help,

8.2.2. A A E GEH AN ZEH

#RBILLE oc create route #p4y, HHNZ TLS X itHBE UGFPEREERSKH, FANZKH
I5f, Ingress Controller fEXF A EF X BIBIR pod ZEIZXIE TLS IN%, XEEHEIEE T Ingress
Controller ATFRHAE TLS iE-HHIZEH.

AR

B PEM ZifS 3 eh A —MEB/BHY, HhpiEBxgmENEaR.

XA LAE PEM %S XA — N HLIRE9 CA IR RAM S UEFEE,

AR EERPOBHXME, EMEFCHPREREN, ERAUTHS :

I $ openssl rsa -in password_protected_tls.key -out tls.key

it =

IR A E GBI TLS ZIEBIE Route %R, LTS BREIrB/BH AT 4aiTHR
KT tis.crt # tis.key 3X#rh, EHaJLURIEREIEE CA IEHRANRUEHHE, Bt ts.crt. tls.key Hl
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(AI%) ca.crt USEFRER R &AM, EHHEEY frontend AFFHIRS & . FRAELMIN LS

www.example.com,

fEAA% TLS ZaEMBE SGEH, %2 Route K.

$ oc create route edge --service=frontend --cert=tls.crt --key=tls.key --ca-cert=ca.crt --
hostname=www.example.com

MRERELENK Route BIR, BMNIZRLTFMTF :

ZEWH YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: frontend
spec:
host: www.example.com
to:
kind: Service
name: frontend
tls:
termination: edge
key: |-

NETREZET, 1HS5 oc create route edge —-help,

8.2.3. fll& passthrough &H
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EaILU#E oc create route fiR{# A passthrough Z ItEEBER £ H. WME passthrough £k,
mENRERBEEALI BN, mMEARARRM TLS X1k, A, BARFEERHHUED,

FIE =S5
[ ]
BB HEATHRSS.
AR

filE Route K& :

$ oc create route passthrough route-passthrough-secured --service=frontend --
port=8080

MRER ALK Route BTR, BNIZRLTFOF :

i/ Passthrough X ILIZ £ H

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: route-passthrough-secured ﬂ
spec:
host: www.example.com
port:
targetPort: 8080
tls:
termination: passthrough 9
insecureEdgeTerminationPolicy: None 6
to:
kind: Service
name: frontend

RO, KERT 63 MFH.

2]
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termination % & passthrough, XEM—FE tis HFE,

©

A%/ insecureEdgeTerminationPolicy, 2 EM—AMM{EZ None. Redirect
HHZE,

Btr pod i F vl LRRERAIES, B, XM —XFFERZ M WIEBNAE, B
pU{ L EATN

8.2.4. A NI EILHAIERA

B

1£ TLS secret FEAASBIEBEIFEARZ—NMEARTEIIEE, BATUNIHEERZLL
V8- MRS ER ML (SLA) ¥, BIMEEnREH AR, BAHFEE A EhER
Biil. XER AT EIhEE e LUER IR B BHNThEE, HFANSEFANBRERHE
lleo

BRIABRATUTREXFSEENESER, HEABATEE S RHERH,

BT LSRR API B .spec.tls.externalCertificate ZEt KRB =AIL HEBRAHEAE
OpenShift Dedicated ¥§H, #EaILLET secret SIFAAMEREMN TLS uEH, TEFINEHER. EAHN
BEZEIEH R RFRIE S ERTEHEAER, § OpenShift BEHIZREEW BN IR HAGIES,

£ A *-'x::l-

Q% WIhiEesE R Fh &R ERINFERE A,
N\

G 3ad

R %715 A RouteExternalCertificate Thigl 1,

1R IIE routes/custom-host LB create 1 update t(BR.

EBWAA—NEE PEM SGiSHEXMAEBIEE/BHAN M secret, 2Ry kubernetes.ioltls,
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https://access.redhat.com/support/offerings/techpreview/

% 8 = REH

HehaiF tis.key # tis.crt #,
[
RS B secret BT S ER TR HARB6 B2 M,
it 3
1.
BT T 8%, £5 secret HREIMGZZEE RO A€, LAVFRERRS KA EIH
BB :

$ oc create role secret-reader --verb=get,list,watch --resource=secrets --resource-
name=<secret-name> \
--namespace=<current-namespace> 9

187 secret BISCFR& MR,

2]

1873E secret A AER R ZE(H],

BT T a9, 5 secret iR & ZE[E R AIE rolebinding, 31 router RS54 5E
B IRNA R -

$ oc create rolebinding secret-reader-binding --role=secret-reader --
serviceaccount=openshift-ingress:router --namespace=<current-namespace> ﬂ

1873E secret MIEHAER R ZE(H],

BIB—AE X BEHE YAML XX, FHERLUTRAHEEISIETM secret.

LZEMHHEB YAML E X

apiVersion: route.openshift.io/v1
kind: Route
metadata:
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name: myedge
namespace: test
spec:
host: myedge-test.apps.example.com
tls:
externalCertificate:
name: <secret-name> ﬂ
termination: edge

[...]
[...]

¥8E secret BI=CFR& R,

BITLAU T ap R EERR A BEIR -

I $ oc apply -f <route.yaml> ﬂ

TEEEMM YAML X#4,

MR secret FEFERIUER/BEYIN,, MRMBRAMALREY, WHBFHRAERIIES,

MEHxGIREE .spec.tis.externalCertificate, & HH 235587 BRI 4 B HIUET,

{1/ .spec.tls.externalCertificate FEI, fEIEEIRM .spec.tis.certificate FEX
.spec.tls.tls.key %,

AXEANBERIEBABEHETHERR, 7HRE OpenShift Dedicated #1283 pod H
SRR, HSH FAE pod [HE,
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55 8 = RCiEIRH
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