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1% ARSI

12 FAAIRS EEBR
IReI LUER Google Cloud FZ 23855 B 4% ThEEFAB Service Connect (PSC)FE Google Cloud I3 FA
& OpenShift Dedicated 52%,
11. TERABIRS S5
FB RS EE(PSC)E Google Cloud RM44HIThEE, BEFEEAREMWIE =k Google Cloud HBINLIESEEIAR 55 [A]
HFAERIE, SCHE PSC E M4 ERE—ER4, BI1E Google Cloud RHIFAE ML LIMEHERE
OpenShift Dedicated £8%, MAHEMEAAHEMT TR,

BXPSCHESZER, HEHILERS T,

B

PSC {3 F OpenShift Dedicated iRA 4.17 REBEHFHIRA, NEZHEH=IH(CCSE
fliZRI R Y,

1.2, Fo RS 1H

& T 1£ Google Cloud &8 _FERE{EM OpenShift Dedicated Z BIE BRI R4, T ATISEEREL
THREZ 4R EMA Private Service Connect (PSC)EREFAG &R :

o TEEERELEEMMER Google Cloud Xigr LT FMAIEH Virtual Private Cloud (VPC) :

o control plane F™
o worker ¥

o AT PSCIRSMIMBIFM, BENXENFARS EE,

B

PSC AR 25 Mt I0BIF MBI 2 /29 SvE K, Bd%E AT HEA OpenShift
Dedicated 5£8%, 74, FMIIBEEE S OpenShift Dedicated &N {#
FA#9 Machine CIDRSEE A,

B XMITE Google Cloud EAIE VPC BIiF{E, 1§53 Google Cloud XH4FHY G| EFEE
VPC R4,

o N MnEIREES B Google Cloud Bh k5556 R A ZIH £ 13 m O R M OpenShift
Dedicated 522 B BXFIBIBR 1R,

® 7f Google Cloud TiE 455 A Cloud Identity-Aware Proxy APl

MRT EEAHENEKRSN, FA RSK, 050 RR R ENERENIUY IAP-Secured Tunnel Fif A
%% osd-ccs-admin RSk s

A X7E Google Cloud £E8%& OpenShift Dedicated Z BIL I SER IS AFRENELER, 1HSH 5%
*,


https://cloud.google.com/vpc/docs/private-service-connect
https://cloud.google.com/vpc/docs/create-modify-vpc-networks
https://console.cloud.google.com/marketplace/product/google/iap.googleapis.com?q=search&referrer=search&hl=en&project=openshift-gce-devel
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—

PSC (NEZHEF =W (CCS)EMZRIyKE, EfEMA PSC 7 Google Cloud L&
OpenShift Dedicated, & /#/#/H Workload Identity Federation £ Google Cloud _£ £/
£,

1.3. BRBE RS IERESRY

PSC Ry BIEEMBIRSFIE T EIRS . FA PSC, HRAEBETUME VPC RLRERFAE ViR H/EE IR
%, @A, BRTFEREIEBCHIRII VPC MEHIEEIRS, FIRHESHA MWL AEE,

THEERT Red Hat HAT SREs FIE A AR BHIR 1V I NS 1 A PSC Q2K A

HE 1 Google Cloud T H FHIEA OSD & QI — N HE—F PSC IR M. PSC ARSSME N
M7EE ' Google Cloud i B A I ISR EF API BR 5538 3938

SRS MNEEL, FEEA OSD £ Red Hat Management Google Cloud T B A — N HE—
B PSC s,

Google Cloud Private Service Connect B% Fi FM7EZ /- Google Cloud 1l B A HER B M 2% FR A
B, X2 MR FREE, HERERS BT PSC IRSMMA ., WFMATEER AP R
Z IR NAT (SNAT)E Ai1ERK. F9, PSC FMMIFE Machine CIDR SBHIN, BFREEEZ D

AR S5 M N AR 5 .

ZIMEPIER BERFN SREs A PSC i s FIAR 55BN 2 [l RO E#E 3R 15 R FAE OSD &8, BAREL
Hi%4 VPC M%%, {HEZTE2HREE Google Cloud A,

RA387 Red Hat Management T B F #E1/[n] PSC BRSSME 0.
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1.4. BEH IR

o ETRE %A X OpenShift Dedicated on Google Cloud R ERZKMHNIER, BB EE

S

Vi

o

o IELERHANE, 1HE I Google Cloud B XSS R,

o EfEATA Workload Identity Federation {342 BUH PSC 7£ Google Cloud Al
OpenShift Dedicated, &£ [ f#F Workload Identity Federation &9 3%1E1E Google Cloud £
IR,



https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#ccs-gcp-customer-requirements_gcp-ccs
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#osd-gcp-psc-firewall-prerequisites_gcp-ccs
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55 2 = {#FH WORKLOAD IDENTITY FEDERATION {946 UF7E
GOOGLE CLOUD L3R

ENREEEB AT TR, EaLUFER Workload Identity Federation (WIF)#E Google Cloud L&
OpenShift Dedicated 5£8%, LLINEEEILEERXR, AITFEEEM control plane F1 T/E i H LB E M EM
Google Cloud A& MG RIFREIIARSS . XTAEHERT SEEMNLE K Google Cloud BR51K - 2 3H1E
X892 XSG AR AEFF 8.

2.1. TR LSS (B FR R

Workload Identity Federation (WIF)@—“ Google Cloud Identity and Access Management (IAM)ZhgE
ENE=FRBTFEF IR R E’J;zéﬁ,f WIF SHPR T BRS5 1K~ B IO/ R, =& Google Cloud 0
Bk E,

B ARAR S5 P B EH AT LUR KT Google Cloud BRMIsR KRG A], (BefleaiE A4, BmReilE
BEMRERE, NFgEEREL 8. WIF AMEARSEHIE N Google Cloud FHIREIVIA A%, 8

&, WIF @5 {51 F 3k B S8R B 1R FR Be B0 4R 3k 1 TR M s AT R R IE R IR T RIAR, SR, TiF
73 AT LA R X L4 11E SR B R AR 55K P F 15 17) Google Cloud ¥R, X 3HBR T IERAZE AR 551K 7 22 5H
B3R, FEEBRARIRAA S5 1A AR S5 P 22 EH B9 KBS

LUFIERM# T Workload Identity Federation i# 2B E A :

® Google Cloud U1 BWIFFEE ERA S REREFEE TR ES MM, foIF OpenShift Dedicated
{5 R TR AR R (7] 70 B MM R AR 551K o

o LT NEHSMBEE NERAFE LM MIRMERF(P)ILIEIH K.

° %ﬁﬁﬁﬁ&fiﬁjwﬁrﬂxmﬁ ﬂﬁﬂIEﬁEH EUEE 25 Google IR L SRS (STS), STS M
EENEDREEFEREIEE

o JIEFIL/E, STS RFImlUinGEEERIZIEARE, SN ARFEBEUAERIZE MRS IK
)jo

Operator ABE VAT HIR, B EA WIF MARIRSIK A BAZFXNHRNR, SHELeMRt—
Higom, FNRSIKSBRATBEMIEER DR, R, Operator R#IRFIImAT 1 7] 45 h e U AR 55k
Fo XL hETE RN (8] A M FH E #REE

&% Workload Identity Federation B %58, 1ES [ Google Cloud X4,

BF

T Effi#k Identity Federation (WIF){X3&FF OpenShift Dedicated iRAs 4.17 KB HIAR
A, BUZREF I (CCS)ERMIZRI AR,

2.2. R E M

o REHMIA Google Cloud M Eﬁ%\%ﬁﬁmﬁﬁﬂ&%ﬂﬁﬁﬁ LERESR B TTRBER TS
BRN, BXHREVNRENESER, #FSHM TR,

o REAEET OpenShift Dedicated 1T, LARER ZEMHEES B9,
o MBEET OpenShift Dedicated =ERE LTI,

o MEIIEFTRAMBENE M.


https://cloud.google.com/iam/docs/workload-identity-federation
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/introduction_to_openshift_dedicated/#osd-understanding
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/architecture/#architecture-overview
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/getting_started/#osd-understanding-your-cloud-deployment-options
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#ccs-gcp-customer-procedure_gcp-ccs
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e fRE M OpenShift Cluster Manager _£#J Downloads T1# F#: T OpenShift Cluster Manager CLI
(ocm) I RET AR A

BF

ocm RE—MEARTTINEE. AXRIIEF XN AT THEERXFEHNESE
B, 5 R AT ESER,

o BB AT Workload Identity Federation ECiE. MNTERLER, 1F S 0IEL E4H#8 M5 FE]
EQ

p= Y=
WIF Z#5{#EFAFAE Service Connect (PSC)TE Google Cloud &&f EEEFLAE OpenShift

Dedicated, ZLIERIVIEERBFAE RN EA PSC, X PSC M RFXHMESER, &
S FARSSEEI SRR,

~

2.3. {2 WORKLOAD IDENTITY FEDERATION fid &
BB LATE ocm CLI H{EH auto Bz FhEER /& WIF ii&.
auto B R IFE - OpenShift Dedicated A FIE M IAM ¥R B s BIRSS K,

&, EaULUER FhER, EFIERD, BRE—1 script.sh XEAMMm4, BTN OpenShift
Dedicated ZHHFE T IAM FREEDN QIR S K,
P =
o RFPIEMERE LT, ZTUTHSZ—EUE WIFEE :
o ZITUT®S, UBEXLE WIFEE :

$ ocm gcp create wif-config --name <wif_name> \ ﬂ
--project <gcp_project_id> \ 9
--version <osd_version>
--federated-project <gcp_project_id> ﬂ

% <wif_name > &7 WIF BSERIZFF.

fERCHE WIF BEZERY Google Cloud TER ID &,

®© 09

a]3%k : §§ <osd_version > &AM OpenShift Dedicated kx4, wif-
config BREXZF. MREBIEEME, N wif-config fFXZIF=FM OpenShift
Dedicated y-stream k%, AR &[G=1%FF# OpenShift Dedicated y-stream k7

(LURA 4.17 FF8R)


https://console.redhat.com/openshift/downloads
https://access.redhat.com/support/offerings/devpreview/
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B8

Google Cloud B iU# A% AT B RO BRMEE T 7 E Bt LN
. A% AT ETEBEN TEAES RSN ANEERIEPAE
g, EFrATENNARLERS—EEMSENEYE, HRRRERNG R
BEALLET WIF #7535,

XIEDE WIF EBEfIR D, (EXAWBPENERTFERES
3t iR R, -federated-project tras oA ARIIIAM wif-configs,

MBESRER, S EATATEREE TS MhMEHE

it

2024/09/26 13:05:41 Creating workload identity configuration...

2024/09/26 13:05:47 Workload identity pool created with name
2e1kcpsbjtgla8818vqs8tbjjisdoeub

2024/09/26 13:05:47 workload identity provider created with name oidc
2024/09/26 13:05:48 1AM service account osd-worker-oeub created

2024/09/26 13:05:49 IAM service account osd-control-plane-oeub created
2024/09/26 13:05:49 IAM service account openshift-gcp-ccm-oeub created
2024/09/26 13:05:50 1AM service account openshift-gcp-pd-csi-driv-oeub created
2024/09/26 13:05:50 IAM service account openshift-image-registry-oeub created
2024/09/26 13:05:51 1AM service account openshift-machine-api-gcp-oeub created
2024/09/26 13:05:51 1AM service account osd-deployer-oeub created

2024/09/26 13:05:52 1AM service account cloud-credential-operator-oeub created
2024/09/26 13:05:52 1AM service account openshift-cloud-network-c-oeub created
2024/09/26 13:05:53 IAM service account openshift-ingress-gcp-oeub created
2024/09/26 13:05:55 Role "osd_deployer _v4.19" updated

BT TS, UFhEA A2 WIF iZiE :

$ ocm gcp create wif-config --name <wif_names \ ﬂ

--project <gcp_project_id> \9
--mode=manual

4 <wif_name > E#ft )y WIF BB EHIATF.

2]


https://cloud.google.com/iam/docs/best-practices-for-using-workload-identity-federation#dedicated-project
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BCE WIF 5, FOIBLUTIRSIK,. A4 :

al}

Red Hat B X fi f5#EE4 OpenShift y-stream hxAs TR, 0
419,

* 2.1. WIF BB BRSSP, Hifat

BRS5M - /40 Google Cloud FiliE X fifa HIZLIEHE L A fh

osd-deployer osd_deployer_v<y-stream-version>

osd-control-plane ) )
m  compute.instanceAdmin

m  compute.networkAdmin
m compute.securityAdmin

m compute.storageAdmin

osd-worker )

m compute.storageAdmin

B compute.viewer
cloud-credential-operator-gcp-ro- cloud_credential_operator_gcp_ro_creds_v<y-stream-
creds version>
openshift-cloud-network-config- openshift_cloud_network_config_controller_gcp_v<y-
controller-gcp stream-version>
openshift-gcp-ccm openshift_gcp_ccm_v<y-stream-version>

openshift-gcp-pd-csi-driver-

m compute.storageAdmin
operator

B iam.serviceAccountUser
m resourcemanager.tagUser

m openshift_gcp_pd_csi_driver_operator_v<y-stream-
version>
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RS540 Google Cloud Tile X A AHIZIIEAE LA
openshift-image-registry-gcp openshift_image_registry_gcs_v<y-stream-version>
openshift-ingress-gcp openshift_ingress_gcp_v<y-stream-version>
openshift-machine-api-gcp openshift_machine_api_gcp_v<y-stream-version>

Wit SRE 4Hif[A] : sd-sre-platform-  sre_managed_support
gcp-access

AX WIF EBEABRESENRATESXR, 56 managed-cluster-config,

2.4. i OPENSHIFT CLUSTER MANAGER fi|2 WORKLOAD IDENTITY FEDERATION %2

B TS, {#/H Workload Identity Federation (WIF)#E Google Cloud _E /& OpenShift
Dedicated &, LLifiid OpenShift Cluster Manager Web {22#I1& 17 &5

FRFH

EEtEB7T WIF RE. NEEZER, 1§56 "E Workload Identity Federation &',

&= LLiji[a] OpenShift Cluster Manager Web &, MERZER, FSHMMTESH
H1p4 17775 OpenShift Cluster Manager,

it =

F 3 OpenShift Cluster Manager, s OpenShift Dedicated &_L Create cluster,

1£ Billing model T, BCETTFRBIMERIZEMHIREY,

PEFETHRRE, MEHX OpenShift Dedicated 11 FETME R, &S] OpenShift
Cluster Manager SC#HRBYSREFTT H A AR

10


https://github.com/openshift/managed-cluster-config/blob/master/resources/wif/4.19/vanilla.yaml
https://console.redhat.com/openshift
https://access.redhat.com/documentation/zh-cn/openshift_cluster_manager/1-latest/html-single/managing_clusters/index#assembly-cluster-subscriptions
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1 Customer cloud subscription infrastructure type.

=it Next,

7%F% Run on Google Cloud.

1+ Workload Identity Federation ¥ Authentication X%,

al

T ¥Efi#k Identity Federation (WIF)2 Google Cloud FIEiY OpenShift
Dedicated ZE S AE. BEIRARREN. RERFPUEIE, HRNESR
Sk P BHAR®RR, MmAXIRS 7S5,

BV SER A BB R T

RbHEREEIG AT A B BN R R R EE,

M WIF B2 ThidlFxhEFE—NEERN WIF iBE,

2 Next,

# Details TUEH, NEFHRH— N BIHIHEERRIFE -

1 Cluster name FExshHij A LB A TR,

Ak - RO AERIEZ, 4 openshiftapps.com EBHERMNFE, MBE
HAHNTHEFT 15 1028, WiZEHATFEIE. MREHLFEDT 15 NFR, Ni=ET
BN ER N 15 MRS,

1
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BHE X FEHAIZ, iE%kD Create custom domain prefix £i%4E, SAF7E Domain
prefix P AERIEEIR G, HaIKAEET 15 MR, EENHEDGFERE—
i, BESBHIEBEEEXEEREN.

M Version Thi3z At AR RA,

Workload Identity Federation (WIF)R 7 OpenShift Dedicated x4~
4.17 REHIRA P

WHB R EE Stable  (BRIAEY) 1 EUS, X Stable 1 EUS 5
BHETNESER, HSH T REFIERLZTRE,

M Region FHE AP EFEREN X,

PEFE Single zone = Multi-zone A2,

a] 7k : %EFE Enable Secure Boot support for Shielded VMs to use Shielded VMs
when installation cluster, SIE&EEN, FTEEM X Shielded VM HEREHR L5153
. MBEZER, HSH Shielded VM,

B8

ERTHOIEER, MREMHIER T RIBLIR
constraints/compute.requireShieldedVm, NIFEZE % Enable Secure
Boot support for Shielded VM, &% Google Cloud organizational 5&B§
RENESER, HSH PSRRI,

12


https://docs.redhat.com/en/documentation/openshift_container_platform/latest/html/updating_clusters/understanding-openshift-updates-1#understanding-update-channels-releases
https://cloud.google.com/security/products/shielded-vm
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
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B

EEAEN AR EBEM Google Cloud (2 E, F%#F ) Shielded
EHNEGRZ251 5. MRE2ES, 506 Google Cloud M #4HH
BR i,

1EFE Enable user workload monitoring LSRR 2B, RS0 =TSN
TRI(SREyE&EEE. RS EX N EDL,

A% : P REKINE L E SN E % E,

PEFE Use custom KMS BHEM A B E X KMS B, MBERFLEMHEHBE L KMS
B, HERERIALE Use default KMS Keys,

Ve A BE XL KMS 25 -

M Key ring location T3 H Rk B HAMMIE,

M Key ring THIZ B pEFE—1 B

M Key name THI3EH i FE—PEEHR,

R4t KMS IRSS5K,

a3k - MRFBEEHLT FIPS ik, FikEBA FIPS I,

MREFET Enable FIPS INE, MEIA BABAN eted N, BEE
2, EaLl%EE Enable additional etcd encryption without select
Enable FIPS encryption,

13


https://cloud.google.com/compute/shielded-vm/docs/shielded-vm#limitations
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ok - NRIEFE eted BIEME, 1HEEE Enable additional etcd encryption, f§F
BRI, eted BEEBEINE, MAESEAE, XMETPRT control plane F&EINE S,
SEIAINE OpenShift Dedicated &M etcd %,

WITIE eted FARAMES A eted INEE, NMESHILKL 20% HHEEETT
. BRTINE etcd BHEKIA control plane Fi5EINE4, AEBIAE=ZM
B, REENISENTEREGA eted INE,

1£ Machine pool TIEAH, 7#%#H: Compute T7EHIKE 1 Compute T =¥, sTAHMNT RE
MAEREURTFEH OpenShift Dedicated i1, MREFEAZSANTHK, NHEY IHBESS
X5,

1.
Bk : B RN SR, AT RERIIRE. = Add additional label SEZINE % 77 bR

B8

I EIERE Kubernetes AL, A= Google Cloud, MF{AX
Kubernetes iREMEZER, HSMH REHEFES.

12.
mif Next,

13.
B (5% FHEMED, %5 Public =% Private S AN AR KTE API ik S HN AR
FH, MPEREEE Private, MEKiA%ESEUse Private Service Connect, BEXEE2H. #AER
%573 (PSC)2 Google Cloud fy%z £ 1855 M4 Thag,

14.
oIk : EIEHA Google Cloud Virtual Private Cloud (VPC) L&k 5t -

14


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
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PEFE Install into an existing VPC,

B8

H A Install into an existing VPC ¥z #\5& Service Connect,

MEEELZEFVAN VPC /1, FHHEBEENEESH HTTP =k HTTPS 18, kR
EEEESCHENAHE,

B8

BEENRERICEHENE, Suia kIRt (NAT)HI=
MR, MBRZER, FSHHMZEEFED,

15.
EZRI\NARFAORE, HEEACHAELXE, %R Custom Settings.

Ak« RS RS,

Ak - REHEEREA B 22,

WEFEap 4 22 W] AT A BUSRRE

PR BB R SRRE

BEXEENMNARFAORENESER, HRiEMERMNESER,

16.
mif Next,

17.
A . EIFERETET Google Cloud Shared VPC th, HIRBLUUT S BHZE,

15
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o
__.-

AEZFFIH OpenShift Dedicated £# %% VPC 1, CHREEFIF
RN 0E,

B

FHUIEM VPC fia&E % J7E Google Cloud 12#l& fh/3 AW E - NI
H, FEEELERNT Computer Network Administrator, Compute Security
Administrator #1 DNS Administrator f &7 MNTILL FARSS K™ -

osd-deployer

osd-control-plane

openshift-machine-api-gcp

MRAXHM, SFBEHIAN"REFF RS, MRLEXFER, B0
KRENWEK VPC fiE#E, FrElAGsks EmIIHMRSK, . EH5HE
B VPC AiA EHREMH OB RMAEIA 30 RN FARFIIHBITER. MEESER
, WEHABREHIEMES {= VPC,

7#+£ Install into Google Cloud Shared VPC,

{57 Host i H ID, MRIEEMEHIE ID FIEH, KEHAUIBRIEKM,

NRIEEFIEINA Google Cloud VPC &R, F1R#t Virtual Private Cloud
(VPC)FMILE FFikFE Next, BB AR T =M%l (NAT) HIziREER. X
Cloud NAT #1 Google VPC RIS 8, ZFZLIM Mm%,

16


https://cloud.google.com/vpc/docs/provisioning-shared-vpc#set-up-shared-vpc
https://cloud.google.com/vpc/docs/provisioning-shared-vpc#migs-service-accounts
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k

N
p o
;

il

NREEFRRFREIHZ VPC #, VPC BHHFRIFMENTIE I

ZFo

18.
mif Next,

19.
MBEEFRBEERCECE, 7 Cluster-wide proxy T RHHCERECE IFYS -

EVPHEUTFERZ—HHAE :

EERWM HTTP {32 URL,

lEEHBMH HTTPS AIE URL,

1£ Additional trust bundle P, 124t PEM %if3 X.509 it Hiifa, #HHE32
WINBIERE T RS T4, MEMHM TLS-inspecting RE, MEEHANMISE
W axH, BRIEREBNSHIEHHE Red Hat Enterprise Linux CoreOS (RHCOS){S4E
WHRIMTA N R. TeRBEBEHAN, ARFEMHMA http-proxy 1 https-proxy
SHEARE, XMEXREIBEA.

=it Next,

A Xf#EH OpenShift Dedicated BEENIEMEZE R, FSHEELFEEHICE,

20.
# CIDR SERXHEHESD, BEEAEERAEFREE (CIDR) SEH, SHERARANERIAE,
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B

MIEXEEEN CIDR ECE, HEARESHRIFAT, HECRIEMNMSETE Rk,

WRERFEAIED Private, NAESHNENEREMAEEALEVISE
ﬁo

21.
1E Cluster update kBg T, BERMIEHE L :

R -

MRE PRMPFAESNER, HEFENER, XEERAET,

1EFE Recurring updates MEEH AT AR EENEEBAE. Friantml_ EBEHE

&mILIEE OpenShift Dedicated B4 v A HA SR b 9 4 dp E HA
ZRBAH. MEEZEL, 1§50 OpenShift Dedicated B4 fp & Hi,

RIESREFEH A ERMEER A -

WMITEH - MREEET A REWENEFRE, FRE—AERLNBIAME
B, 3= Approve and continue,

BEEN  MRENEHERTESEH, HFRHU—AEEAMNBIMERIR
Approve and continue, 7EXBREIEEGHIANTER T, OpenShift Cluster
Manager A2 RhRAE5) y-stream B,

MREEFES T, HMTRIAHERFE UTC RRERRAARIHEI T,
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https://docs.redhat.com/en/documentation/openshift_dedicated/4/html/introduction_to_openshift_dedicated/policies-and-service-definition#osd-life-cycle
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Al R DARBRE T BRI HERE TR, BIAKE 1 /M SRR,

=it Next,

MR BRMEFNRLERIEERNXBLZLME, Red Hat
Site Reliability Engineering (SRE) BIEE A% & z-stream [RAFH{THIIE
. ERENESR, BHRE 48 /MIRMNA, BX™EFMLZESITFHNE
2, HB8H THRBRE TN,

22.
BEEEFNBAR IR Create cluster BB RE, REREKXY 30-40 ST HESTHK.

23.
al % : £ Overview T, #EAILLET %R Enable /5 AMBRFEThEE, ©EEMT
Delete Protection: Disabled . iXfFBHIESEER bR, EEAMIBRERY", 15%FE Disable, 2K
INMERT, EHAWOE, HEMATMERETEE,

& LAESR#HHY Overview TP IRIEREMNHE, EaER— AP EFLEAE. H0
H Details ¥4 #1 8 Status 774 Ready I, EREFHERLE.

B8

NPENEHBECREIBEDRY, EREIEPUIBHREFRERRBIM
Google Cloud ik hffiBa. EM Google Cloud ik /el pfiX S B8, 4R v 75 Bk S
HIEEE,

Accessing OpenShift Cluster Manager

2.5. {1 OCM CLI ]2 WORKLOAD IDENTITY FEDERATION £#

19


https://access.redhat.com/security/updates/classification
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/red_hat_openshift_cluster_manager/#accessing_ocm
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& O LI#EH7 A Workload Identity Federation (WIF)# Google Cloud (88t t, LIEBh=HIEREEhER S
F3 OpenShift Cluster Manager CLI (ocm)7E Google Cloud %&t_LfillE2 OpenShift Dedicated,

al

AHEFEUAFEWIF £EETB T WIF BB, WIhi RSB ZhEA.

-

it =

E L ABE SRR HIER SRR AR WIF &5

EXEERAP, SHENREREHNAETRT., EURERANTFRPIEEERHEAXLE
Rr{E,

i FxEENX h, EAESSPINEESBIEEE.

BIBENEXEET, ZTUTHSER WIF BB Google Cloud _EfIE OpenShift
Dedicated 2% :

BTG, DRSS GIREE -

I $ ocm create cluster --interactive ﬂ

XEHERX RFEER SRR IEERELT,

BT S, LIERDEA ISR :

al

UTFRHIR—ANENHMSLENSH, Te5EMN Y BEXRDF
B, FAFEATENSHEVNREN, BRAXESHMHEBSBIIEE, HEL
w5 53217 ocm create cluster --help flag 4.

20
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$ ocm create cluster <cluster_name> \ﬂ
--provider=gcp \9

--ccs=true \

--wif-config <wif_name> \ﬂ

--region <gcp_region> \6
--subscription-type=marketplace-gcp \ G
--marketplace-gcp-terms=true \

--version <version> \

--multi-az=true \Q
--enable-autoscaling=true \ @
--min-replicas=3 \ m

--max-replicas=6 \ @
--secure-boot-for-shielded-vms=true @
--channel-group <channel_group_name> @

$# <cluster_name > EH#t LML,

FHE®R gep.

FHE RN true,

4 <wif_name > E#ft )y WIF BB BRI AT,

AR EHERMN Google Cloud XKisE it ,

Rl © SREFENTT K AR,

a]3k : MREH subscription-type SHUIREL T marketplace-gcp 18, M
marketplace-gcp-terms 7T true.

21
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9]

Ak - MEIS N BEEDD,

A FERTET RN &,

ik RPETTET REE,

ik TR RERAEE,

ok : ££8|5 /5 M1E Google Cloud H{#ifl Shielded El#l.

A% : ¥ < channel_group_name > &8 & H H o BERRIHEHM AT,
PHEZH LI ETE stable 1 eus,

8%

MRIEE T OpenShift Dedicated hita<, NiZhA A7 53 BRI WIF BoESZ#r. 0
RIEETAHO RN WIF BEXRFFMMRA, SROBNEN. MEXETIMER, ¥
B WIF B BB ErTEMNRA, HETE --version <osd_version> FExhEHARFERA
BIERHH WIF BZ&E,

B8

MRENRHBEELRIERDRY, ERZSEDUIBRNEEFTREFARBIM
Google Cloud ik i, EM Google Cloud i/ ehflipfiX S B, 4R w75 Bk S
BIEEEE,

2.6. SIHH TE i B B HXFBEERT

22
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&aI LU OpenShift Cluster Manager CLI (ocm)%ItE 2 Workload Identity Federation (WIF)
SRR UFEBEM OpenShift Dedicated $£2f,

it =

EHHEEH WIF B35 IR BIERE N FRA OpenShift Dedicated 58, iHZ1TU T4 :

A A search EWiH-- parameter i :

I $ ocm list clusters --parameter search="gcp.authentication.wif_config_id !=

AR ER wif-config ID 3T 54 B XEXERE -

$ ocm list clusters --parameter search="gcp.authentication.wif_config_id =
'<wif_config_id>"" 0

¥ <wif_config_id > &ty WIF BE2E&EM ID,

2.7. % WORKLOAD IDENTITY FEDERATION A&

BT LI EHIAM Workload Identity Federation (WIF)BZ & 2 H## OpensShift Dedicated y-
stream [k &, FERINRZERETLE .

S WIF RECGER T y-stream B#, AXEIF IR, SIEREE LHFEAE
8., H& OpensShift iR AMIEMMERHER ALY TE,

£S5 AT WIF B OpenShift Dedicated SREAHRNEHBARAH, BHIHF wif-config BHEIA
M, MREEAEASERRAADEAER wif-config kA, REMRAFALITF KM,

YEORZINEN BV BUR B Rr 22 2K i, R a1 BRe% WIF BSiE M osd-deployer BRS51HK P AR E
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https://www.redhat.com/en/blog/the-ultimate-guide-to-openshift-release-and-upgrade-process-for-cluster-administrators#:~:text=Ongoing security patches and bug,is the dark green bar.
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MR, XLEESHBE BRIRS K REFHUTHIIEEARRNIGR, HBENEmERNREM,
AX WIF EBEAfBRHESEDNRATENRXR, ##HS6 managed-cluster-config,

ENUAHN WIF BBE 5 X EEHMHBRERF—, EaLLZ1T ocm gep update wif-config a4y, It
OEH WIF EBE, fHASSEREFMBENRATIRMNA G,

WLEREH wif-config S OIBRFA, i&E#{R OpenShift Cluster Manager CLI (ocm) W &fihkA, &
FRISFIRAN ocm ATEES S BURSE S MRS .

i

Error: failed to create wif-config: failed to create wif-config: status is 400, identifier is '400',
code is '"CLUSTERS-MGMT-400', at '2025-10-06T15:18:37Z' and operation identifier is
'f9551d63-a58a-4e3c-b847-5f99ba1b0b74': Client version is out of date for WIF operations.
Please update from vOCM-CLI/1.0.7 to v1.0.8 and try again.

R0 L@ F % Y B & A- federated-project Ir kB R TE MBS bMAN EREHOMHE
FA WIF 89315 OpenShift Dedicated 58, X ECHERS TEAES A hIRHEF S REITH
K Google Cloud WiHH,

L {&{5 [ -federated-project tra BHACEN, EAIXEKNTIEAES B hERB E KIS ERFRELFBIN
H, mIAHN IAM IR HB € LA BEREERE cluster-associated WiHH,

it

ERHE ocm BERAE, HETUTHRS :

I $ ocm version

Ak - MREE ocm RATEEAMITAIRA, 7EM OpenShift Cluster Manager L#
Downloads TIEH FEHLRERTIRA.

B T®S, & wif-config EHZEREM OpenShift Dedicated hfix# :

24


https://github.com/openshift/managed-cluster-config/blob/master/resources/wif/4.19/vanilla.yaml
https://console.redhat.com/openshift/downloads
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ocm gcp update wif-config <wif_name> \ﬂ
--version <version>
--federated-project <gcp_project_id> 6

£ <wif_name > Bt HIEEHHK WIF BESERRATR,

2]

Ak : 5% <version > & RIEHEEH OpenShift Dedicated y-stream hix
X, MREBEERSE, W wif-config FEHLLZ KA OpenShift Dedicated y-
stream k&, LIKRERE=4 OpenShift Dedicated x5 y-stream hk& (LURA 4.17 FF
1) .

Ak EAEMERE TS AT AHMEN ID & . MRREEE
--federated-project i1, THFiESDbHRAEFFIRBESEHXKXNTA S,

BESR

EEH wif-config |5, ZBIDEC4 osd-deployer BRSSP B PR EF R BIEK b, BEEF
B IA] A EF M A BRIX L5 I B A R

FR0R" M WIF B EFERAORR S50k~ bR ot U S AR A1 M. WIF RSB SR ABR 550 R
BT REATIR e R A, IR I AR,

FH, MRERER -federated-project Fr&fF LYE I E F A MB RN LT AR, EalLAMERIBEEEX
BT B FohiBR I N TR B 54, MBEZES, 1550 Google Cloud XA MBR
i, https:/docs.cloud.google.com/iam/docs/manage-workload-identity-pools-providers#delete-
pool

2.7.1. M WIF ECiEEERB9AR 55K Foilhl Bt oy BO5R 2 25 BUBR

EMH WIF iiEEERBIR S5 MK BRI BOEBESRTR, HEAIVIFIEERS KM Google
Cloud T B M5 EiZfT L TR

it
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https://docs.cloud.google.com/iam/docs/manage-workload-identity-pools-providers#delete-pool
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KRIANARE Y, R PROJECT ID IMfEZ £ Google Cloud TWiH :

$ gcloud iam roles describe \
osd_deployer_v4.18 \
--project $SPROJECT_ID \
--format=yaml > /tmp/role.yamli

MR ZENNBR, Ea LB MfA e b ERTSENNER, FREHNE URE
B -

$ cat /tmp/role.yaml | \

grep -v "resourcemanager.projects.setlamPolicy” | \

grep -v "iam.serviceAccounts.signBlob" |\

grep -v "iam.serviceAccounts.actAs" > /tmp/updated_role.yaml

BERKBAGE L Z FRHEHESN, UHEEIMRARZESODR

I $ diff /timp/role.yaml /tmp/updated_role.yaml

FHREHNAGE XSS Google Cloud A, % PROJECT ID HfiEZEf M
Google Cloud Tig :

$ gcloud iam roles update \
osd_deployer_v4.18\
--project=$PROJECT _ID \
--file=/tmp/updated_role.yaml

2.7.2. M WIF EcEEERRIAR 551K oIl BR o i B 32 AU BR

E BRI SR, HHE AT UiRHEERS K89 Google Cloud % H % i _EiZfT LA T 6 4.

i =
1.
KRMANARE N, #fR PROJECT_ID (HfiEZEHE R Google Cloud Wi  :
$ gcloud iam roles describe sre_managed_support --project SPROJECT_ID --
format=yaml > /tmp/role.yaml
2.

MR A RENBR, ST LGB M A BE T IERRENDRR, HREHNE LRE

26



&5 2 2 {#iFH WORKLOAD IDENTITY FEDERATION B34 iFf£f GOOGLE CLOUD &R

B3 -
I $ cat /tmp/role.yaml | grep -v "compute.firewalls.create” > /tmp/updated_role.yaml

HEERKAGE 2 FHHHESN, UHERIMRARZEZNODR

I $ diff /tmp/role.yaml /tmp/updated_role.yaml

FREHNAGE XSS Google Cloud A, % PROJECT ID HfiEZEf M
Google Cloud Tig :

$ gcloud iam roles update sre_managed_support --project SPROJECT _ID --
file=/tmp/updated_role.yaml
2.8. 5uF WORKLOAD IDENTITY FEDERATION B &

& a] LU 29T ocm gep verify wif-config fei3k5uES WIF BEBE XK FEEERSSER. MRK
BHERARE, MHFREEXEREENEHAEE, HEUUEER WIF BE,

EREZAER AT UER WIF BBER&#H 1D, ZRBUEK WIF BER&#FA ID, HZ1TUT

e
I $ ocm gcp list wif-configs
EWEEER IR WIF BB S EREE, HaTUTes :

I $ ocm gcp verify wif-config <wif_config_names|<wif_config_id> ﬂ

¥ <wif_config_name & gt; 1 <wif_config_id > 49 #IE#y WIF Bd@Er&#RH 1D,

ik

Error: verification failed with error: missing role ‘compute.storageAdmin’.
Running 'ocm gcp update wif-config' may fix errors related to cloud resource
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misconfiguration.
exit status 1.

2.9. Hith¥5iR

BEFEXK

it H 89 5T R BC A

Google Cloud ik F R4

AR iE iR

ERT MBS BN
A B TR

SRR

A& S RIHER

BRI AT LU 1] OpenShift Dedicated &2
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https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#ccs-gcp-customer-requirements_gcp-ccs
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/building_applications/#quotas-setting-per-project
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#gcp-limits_gcp-ccs
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#ccs-gcp-customer-procedure_gcp-ccs
https://cloud.google.com/iam/docs/manage-workload-identity-pools-providers
https://cloud.google.com/iam/docs/roles-overview
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#tested-cluster-maximums-sd_osd-limits-scalability
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/authentication_and_authorization/#sd-configuring-identity-providers
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/authentication_and_authorization/#osd-revoking-cluster-privileges
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B 3 = FARSK S FHRIUEE GOOGLE CLOUD L Ess

3.1. IR IK T SRR

Service Account A5 IFRBFAMANTHHEIE. RS- HEHE RSA N, ©HAHMIHA
HEk, ARRSIKAEH, BHESNNAFELEMETE Google Cloud £, MAANBANRE. R
P P LRSS P 3T B KE, FaTLLvhinl 5% AR S5k - KB BE 7 F B R,

MRARFMER, WRSKPBAFERENE, AP RERREERSSIKPEY, LR
BRI,

B

B FEARSK - BRI RNEENR XS, 8EIUEMR Google Cloud
Workload Identity Federation (WIF){E &A% UEREY, LIZREM5 Google Cloud 38
ZEM OpenShift Dedicated (832 H, FEANERM TIRENRZEYE, MKFESER, 5
LR 7SR 89 (& Workload Identity Federation 5124 iF7£ Google Cloud _E£Y
BEH,

3.2. FoREH

& B85 OpenShift Dedicated 1T LA K% RS BI3T#,

#EB&E T OpenShift Dedicated ZEBE LT,

EREFTHT RN E/ 0.

3.3. {#f OPENSHIFT CLUSTER MANAGER B2 AR5 SR FaERE

it =

F3k OpenShift Cluster Manager, s Create cluster,

1 Create a OpenShift cluster Tif+, 7 Red Hat OpenShift Dedicated 1T %# Create
cluster,

29


https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/introduction_to_openshift_dedicated/#osd-understanding
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/architecture/#architecture-overview
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/getting_started/#osd-understanding-your-cloud-deployment-options
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/planning_your_environment/#ccs-gcp-customer-procedure_gcp-ccs
https://console.redhat.com/openshift
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1£ Billing model F, ECET] KRB FEAZERRRY

ERET KRR, INFAX OpenShift Dedicated T FETMME R, 1HEH OpenShift
Cluster Manager SXAHREYSREFTT [ FE A

HURF OpenShift Dedicated 1T B HI BT IRECHIATT KA, LIRS
FA#5+ Google Cloud Marketplace #JX# On-Demand 1] K RIEREE
B, XMAETHRHRE. ETERMNIKE, HEMANESEREXEN, FRE
I,

MBEZRER, FHKRENHERRILIEF.

1E#E Customer Cloud Subscription EiliZRiKR, FEEFHAMNINE =K iR
Z OpenShift Dedicated,

= Next,

7%F% Run on Google Cloud.

15 Service Account 75 Authentication type,

LTHEERI{E A Workload Identity Federation ¥F-4 Authentication 5%, [
REZER, BFSHMMFIREED 8 #F Workload Identity Federation 517
Z3UFFE Google Cloud 2 £EEE,

RAEFFTERIIL BERES.

30


https://access.redhat.com/documentation/zh-cn/openshift_cluster_manager/1-latest/html-single/managing_clusters/index#assembly-cluster-subscriptions
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ERIZERE, BIANEEESIFER T A ERE S

LL JSON #8124t Google Cloud ARZ5H " #htH, fERILLsR Browse SR&E AN JSON XX
¥, sH#H7TE Service account JSON FEEXHhRMNIERE.

= Next UEEER =N B, Bk A Cluster details Tif.,

£ Cluster details T{HE S, HEFHRH— N BHFIEEREHE

AL Sy N

Ak - RO AERIEZ, 5 openshiftapps.com EBHHERMNFE, MEE
HAHNTHEFT 15 1028, WiZEHATFEIE. MREHAFET 15 NFR, Ni=ET
DA ERE 15 MRS,

BEE N T, %S Create custom domain prefix £i%4E, X571 Domain prefix
FERAPHABNENREH. BHHFMEET 15 M 28, TEENEhyi2—, B#iE
EHOBELERY,

M Version Thi3z At R IRA,

B

{#MAFAE Service Connect (PSC)EE L EE R 1E OpenShift
Dedicated k7 4.17 REHHIREHP#H K. HX PSCHEZER, #HS
[38 A 2 25 5B 43 v ) B4 A AR 55

M Channel 4H TFhi3z s ke,
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WHEZH R EE Stable  (BRIAEY) 1 EUS, X Stable 1 EUS 5
BHETNESER, HSH T REFIERNLZTRE,

M Region FH A hEFERHN X,

PEFE Single zone = Multi-zone A2,

wli%k : %% Enable Secure Boot for Shielded VMs, LUEfE LB {1
Shielded Efl#l. OIRERN, FEEFH Shielded VM i%i&R Enable Secure Boot, &
BZ{ER, iEZM Shielded VM,

B

ERTHOIEER, MREMHIIER T RIBLIR
constraints/compute.requireShieldedVm, NIFEZE % Enable Secure
Boot support for Shielded VM, &% Google Cloud organizational 5&i§
RENESER, HSH PSRRI,

B

EEAEN IR EBIEM Google Cloud (2 E, F%#F ) Shielded
EHNGRZ251 5. MRE2ES, 506 Google Cloud M#4HH
BR i,

1EFE Enable user workload monitoring LU IEER 2B, RS0 =TSN
TRIH(SREyE&EREE. BRAE XA EDL,

1.
A% : P REKINE L E SN E % E,

PEFE Use custom KMS BHEMEH B E X KMS B, MBERFLEMHHBE L KMS
B, HERERIALE Use default KMS Keys,

32


https://docs.redhat.com/en/documentation/openshift_container_platform/latest/html/updating_clusters/understanding-openshift-updates-1#understanding-update-channels-releases
https://cloud.google.com/security/products/shielded-vm
https://cloud.google.com/resource-manager/docs/organization-policy/org-policy-constraints
https://cloud.google.com/compute/shielded-vm/docs/shielded-vm#limitations
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B8

ZHEAAE N KMS B8, 1AM BRSSP osd-ccs-admin WA Zi % F
Cloud KMS CryptoKey Encrypter/Decrypter fifa, xR FHRABKNE
%8, HBHETHRENAR,

Ve A BE L KMS 25 -

M Key ring location T3 H Rk B HAMIE,

M Key ring THIZ B pEFE—N B,

M Key name THI3EH i FE— P EEHR,

24t KMS IRSS5K,

Ak : MNPEEERLT FIPS B, E%FEEA FIPS in#,

MREFET Enable FIPS INE, MEIA BABAN eted %, BEE
2, EaLl%EE Enable additional etcd encryption without select
Enable FIPS encryption,

ok - NRIEFE eted BIEME, 1HEEE Enable additional etcd encryption, f§F
BRI, etcd BEMEBEINE, MASEAE, XMETPRT control plane F&EINE S,
TEIAINE OpenShift Dedicated &M etcd %,

33


https://cloud.google.com/kms/docs/iam#granting_roles_on_a_resource
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-

Wit B AN eted N, BT EKXL 20% BHERETTEE. BT
# etcd BHENIA control plane EEINEN, K5I AEZZMBHFFH.
REERHIFZENFEESA eted N,

=it Next,

12.
£ Default machine pool TiH L, MTHI3EF ik Compute 17 RLHIKEL,

13.
ok : % Enable autoscaling S EREHABIT B,

= Edit cluster autoscaling settings EEXEH T EBiXE.

HTARHNERE, = XA,

EFERIMHIRAT REL BT RKATANMSHES, SRARNT RBE AR

AFEH, "TLUEFT =B,

14.
MThI3EH ik Compute T =¥

al

MREFAZANTAX, WHETRITBESIKE. UBREHE, EE
BEEMTIIT R RBE, BET IR PR ET RSCHIRR, ST
OpenShift Dedicated i BB saBE AR,

15.
1%k - BIF AT RS, AT REINFRE. = Add additional label ZANMHINT SR,
RIEEFE Next,
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B

I EIERE Kubernetes HEIHRZE, A= Google Cloud, MFJAX
Kubernetes iREMEZER, HSMH REHEFES.

16.
1£ Network configuration T{m, 7% Public =% Private KN ARLHFAE APl ik
=N AEFRH,

INRIEFEFET Private and selected OpenShift Dedicated k7 4.17 S = A VE W EEEIR
A, MZKIAZESEE Use Private Service Connect, FAERS5%#(PSC)2Z Google Cloud & £18
s ThEE, #EAILlsit Use Private Service Connect Si%EiEREH PSC,

Z1I8E1AE Google Cloud L#BEFrH OpenShift Dedicated &E I {5 F
Private Service Connect. A Service Connect F{RZIIGEREZEHY. e alSE
£ T#(SRE)f1#A & OpenShift Dedicated £ 2 [HEFELZE. AEE,

B8

MREMAHA APl RS, NASEH =K PRR%E I, Bk
H5RE

17.
oIk : EAEHA Google Cloud Virtual Private Cloud (VPC) L&k 5t -

A FFHH OpenShift Dedicated 8% &SI VPC i, BHREEFAF
RERB IR,

PEFE Install into an existing VPC,

35


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
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B8

R A Install into an existing VPC F 3% ##\H Service Connect.

MEEELZEFVAN VPC f, FHHEBEENEESH HTTP =k HTTPS 18, iHikHE
EESESCHENAHE,

B

BEENRERICEHENE, Suia kIRt (NATHIR
MR, MBEZER, FSHMMZEEFED,

18.
EZRIA\NAERFADKE, SXOEESMBEXE, i Custom Settings.

o]k - IRELER LSS

Ak - REHEEREA B 22,

WEFEan 4 22 W] AR A BUSRRE

PR BB R SRRE,

BEXEENNMARFAORENESER, HRiEMERMKNESER,

19.
£ Next,

20.
ok : FFEELET Google Cloud Shared VPC w1 :
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21.

22.

% 3 = FARSIK S B35 %IUEE GOOGLE CLOUD LR

B

ENEHNLZRIH=E VPC rh, E71{A OpenShift Dedicated hik#
4.13.15 HEShRE. H4, EHTBMN VPC Fia& &4 Google Cloud #24i
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