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B1E R EH

£ EZREMATT B4
ASEFEMNLA T - OpenShift Dedicated EE NN ER R KE, UKBFILAXKZXNRIAMEEEN
(E8, BATIRBT A control plane FIERNZHY mA /N BHIE S,
11 £33 KR

TE#% OpenShift Dedicated &R &EN, FEELL TN REAE. FKIEE OpenShift Dedicated
KEREMNHRENRKRE,

XEERETSIITRAREEHN 180 MIE (B worker) T REVSEREE, W FRUNNER:, &AE
PRI SEUE,

F 11 WA EHRKE

RARE 4.x AR KE

pod # 2 ['] 25,000
BN R pod #HE 250
BIARKB pod #1=2 BRAERIME
& 22 & 2] 5,000
FRREEH pod $E 25,000

AR 5%k [ 10,000
BB ZE AR SS 5,000
BRSHBEIRE 5,000
FHARENRENRE ] 2,000

1. IXE8 pod BER test pod FIEE, pod HE[FHERUR TN ARFNANE. CPUMEHE
*Q

2. HAKREFRRIER, NRHEZEEIE KO KFHBTZE A B, etcd IHERERATRIRM, I
BURERAE eted 7 (DIREBIEEF) EBEM eted i

3. RGP AE—LERFITEALIUERA ER B ZEFFNRMARNR, FIN—LERSE BN, 5
— R ZEFAHRAREBAERMMN R EXEEIZITRALS, FEENAEREZEERLL
BkE, REBICREEREH CPU., NEFMHERNENBARFHNER,

4. MRS ImOMENIRS FIRTE iptables REAXNRE., 4 ERSHEHEE XTI R
IR, XA EN R LZGEEIE RN,

1.2. OPENSHIFT CONTAINER PLATFORM i A tE N B
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TRIE T H AWS TEENHERZRAEB OpenShift Container Platform JMEFEEE.

vCPU RAM(GiB)  f#i KB RERL KN

(GiB)/10

PS
control mb5.4xlarg 16 64 gp3 350/ 3 us-west-2
plane/etc e 1,000
4
EAithZRA r5.2xlarge 8 64 ap3 300/ 3 us-west-2
55 [2] 900
Workload mb5.2xlarg 8 32 gp3 350/ 3 us-west-2
[3] e 900
Compute mb5.2xlarg 8 32 gp3 350/ 102 us-west-2
TR e 900

1. ol BEEE A TF 4.0 ZBIhRAAH control plane/etcd i s,

2. EuZEH T RETFEE LA ME, EN Prometheus AT LURIEEAIEREXEFRARERE.

3 IENET RETATEITHEN T RIFMEEKS.
BANEH X NMNESHN REE T AT, B2, HEMZRET RBK/NRE Prometheus AT K
NEE, EO0E. BEMBRATRE, Prometheus RIFHEMEMEERER, B KKA 3N, REH
TS EREBIER. RO, BHSMRY RNEETE, Prometheus AIRESRRE ARV RFHIRME
BSC (] ]
1.3. CONTROL PLANE FIEFRIZRM T R K/NFIT R
#Z % OpenShift Dedicated &£}, control plane FIEMZEF T R K/NAITET SITHBE IR E,

MRBELREEERERFNITET REE, Red Hat Site Reliability Engineering (SRE)FIARRIBEZTE
¥ & control plane FIEMZRM T =, LURFFEEIZEM,

3.1 RES TR T RN

RETFEA, control plane FIEMZEM T R KNEHWISITE, KNTEETFEEHFITET mB93

o

—

B0 Pt

TRINE T EREFFEH N A control plane FIEAHZEFTTT AR/,

AWS control plane FIERHZRTT K/

control plane X/ ELRHZRA T KN

13 25 m5.2xlarge r5.xlarge
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control plane X/ BRI K
26 E1100 mb5.4xlarge r5.2xlarge
101 180 m5.8xlarge r5.4xlarge

GCP control plane FIEA 2247 sk

control plane X/ BRI KN
1225 custom-8-32768 custom-4-32768-ext
26 %100 custom-16-65536 custom-8-65536-ext
101 #1180 custom-32-131072 custom-16-131072-ext

GCP control plane FIEAHZRM T AN, LUETE 2024 F 6 B 21 BAIEHEEE

control plane X/ BT K
1225 n2-standard-8 n2-highmem-4
26 %100 n2-standard-16 n2-highmem-8
101 #1180 n2-standard-32 n2-highmem-16

OpenShift Dedicated EBIRKITE T mEE 7 180,

1.3.2. ZEEH TR B

MRBEBELRERESTET REE, I control plane FIEMMZEM T R 2RIBEEHMH Red Hat Site
Reliability Engineering (SRE)AIAY B, T REY BRURKFESIZEM.

control plane MEMZRN T REEET BERSBEFEEMFAERIMTIHE, BEERT [ERHEEMZEKRSN
ke

control plane 77 REHTE L EHRAK/NBIFLN
EUTIERT, & hEEDH control plane T/ il & EHE L ANER :

e control plane TV RRRFEREH T 66% HFI A,

. OpenShift Dedicated EBIJHAITE T REEH 180,
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ERHERFT T K /NETREIALN

LEA®R CPURAEFMAEN, RAKRFPIEMIGT RMALEHE LERBK N, XA BRIEIF]
RERED -

o EMZRIT AL EBE WA EAMERN T sy — 7] KRR PRI 50% BRI R,
o EMZRIT REEAR 3 NEMZENT RSN e A XWEREPITHERR 66% HFIAE,
p= Y=
OpenShift Dedicated EBIRKITE T mEEH 180,

HBAX/NWERIEA RS F AERN Ex, EHERERE (07 REH XA S
Ht TR R) PRMAXLEER,

SRE HPARTBER R N EMERERT B control plane FIEMZRI T =, BIANEIET = L IR EFEAIEN,

1.3.3. REREHKNERET

MFREER, EMRWTRANATESTERNTY BYE, RERRETNIEENFE, 2IE etcd RE
HE T BRI,

B XERFIHAFT—EBRERFTERN, EASHERT, B XLERHSEEEA MR,
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55 2ZEAWS EHEF=ITH
OpenShift Dedicated 12t T —MNE =111 (CCS) R, AIFAIBSERSENETEIE HNINE
Amazon Web Service (AWS) ik /1 e,
2.1. T2 AWS LB =ITH

EFBAEF = (CCS) B OpenShift Dedicated EREEIINA Amazon Web Services (AWS) 1k -
H, IEFEWRBILDTREE,

INERIUE R AWS HLIREIEZ D AWS Ik, BEFEEN AWS HUIIFEES D AWS Ik, HligHA
— root Bk, FRAEMK T ERHEN - 2 REEF B A,

BT AWS HLI B 589 AWS Bk ARl CCS B EVIEE OpenShift Dedicated §8%, | 22AR 55 16l SR
(SCP) #FHEI AWS Hli#7T, BEEE AWS FIKF A5 RIBIARSS. SCP &R FH4 AWS Tk A
SIS B TT R BYFRE AWS Fiik B9 BT FIAYRR, tElLUS SCP M EEIEAN AWS K, B AWS A4
BIFRE K P R P ERAER AR ITEIR, 0505 R A S TR2H (SRE) Xf AWS #tgdsy SCP
& A R,

22. B EK

£ Amazon Web Services (AWS) LERZE 7 =111 (CCS) #EH Openshift Dedicated SE LI ZE L
NEERRM, REFEIHITEHRE,

2.2.1. T
B AR AWS (R RUAZRHIER FIRHHI AWS ik AR & % # OpenShift Dedicated,

PR AWS IR ROZEL T2 P B AWS ALIg e, FFRA T & AR5 R HIZRES (SCP).

FAEREZFBKFALTF AWS HIHIAER AR SCP, {BLIIEH/IREWETRFIE
RIRR BB R T AT SCP A5 R B 1 4E,

ol

o ERMHE AWS IR A REFL S EILLIE,
o EAIRERANLLIERYELN L AWS ERARS, KRGS ERRIFLLIGNTN F 48R

o IHERTE AWS FERE LIS, LERASRHIBIKS (40 root k) BXEE 7 RMM AWS Ik
P RERZINE,

o EFHLER—F RN AWS itk REBERE AWS BRS.

BANEREFEEMFAE R (VPC) FEREIR, FH53E OpenShift Dedicated
MHEMLIIEZ #FAR S5 H VPC BB FTR,

ol

2.2.2. 1R E R

o EE AWS RS LIEFAEE OpenShift Dedicated fRSS, ZLIBIAX /¥ AdministratorAccess
REEN ARIEEGAR,


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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ELJ\
%?%i BN R LIRR A T B A PR AWS K SRR RURR RO Th A

o IIHEITEANE T REHI AWS kP B9 AWS $REIE T AR, LA FIF R LIS R FE TR,
o EFIARBER AWS ik £ OpenShift Dedicated &R IR F HAR,
® OpenShift Cluster Manager A AR ERREE R E S IRHEH AWS TR AT,

2.2.3. ZHFEK
o ‘TIEEWNEFAEDHE AWS B ZHF (Business Support) o

o IIEHE BRI, AILARERAMITIE R AWS 2+,
o ZIIERIE FIRAAT LUA KA B K180 AWS BEIRBR L,

o [RIEABEKRIMOPAREEE, BNAELUERNANEEMA OpenShift Dedicated ¥ EHIIR
Hil, THEAFIFINE.

22.4. REEX

o EFIRMEM IAM EIEX FEFIRMEN AWS IRk sRiT N2 —, BARSEHES I REN
AWS 1K 1 R BT AL B

o BIRBI/REBEEFIREBI AWS TR ME A ER X,
o ZLIEX/EIT BB BBILLIENLZENT EC2 ML API BRS5 280417 A O VilAl,

2.3. FTEMEFRTE

B TIH (CCS) A L UFLIIETEE /7 B9 Amazon Web Services (AWS) K ' FRERE FIEE OpenShift
Dedicated, 7 T1RHLXLERSS, LIBFEME /LD RFM.

Y=
1. MRFFER AWS AU, RSB R AWS K - 3 0082 — Nk

2. NRFRAETUPITHENERE, B0 —DNIRSEZEHRISREE (SCP), AR none B AE!
AWS K7,

3. 9 SCP KM inE| AWS K,

4. 7 AWS KR, Ew it — N EB LT E KK osdCesAdmin IAM F -
o LtAFFE&YEH Programmatic access,
o LAWK T AdministratorAccess B,

5. FZLIERE 1AM B F ik,

o {BWJITE OpenShift Cluster Manager A1t ViRIBEEH ID #0 secret Vil B,


https://console.redhat.com/openshift
https://aws.amazon.com/premiumsupport/plans/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html#orgs_manage_accounts_create-new
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://console.redhat.com/openshift

$F23 AWS LR RITH

2.4, R EERIRFSEHIZKEE (SCP)

AR5 RHIREE (SCP) BT B M T, XLRIGTE AWS LIy h4E, FHIRHIMINE AWS Bk Fa]
AR,

W/l BR55 Actions MR

A== Amazon EC2 Al Allow
Amazon EC2 BZhY & Al Allow
Amazon S3 All Allow
B fvinEE All Allow
Elastic Load Balancing All Allow
Elastic Load Balancing All Allow
V2
Amazon CloudWatch All Allow
Amazon CloudWatch All Allow
Events
Amazon CloudWatch All Allow
Logs
AWS Support All Allow
AWS BHEIRRSS All Allow
AWS ZE SRR All Allow
AWS Resource Tagging All Allow
AWS Route53 DNS All Allow
AWS Service Quotas ListServices Allow

GetRequestedServiceQ
uotaChange

GetServiceQuota

RequestServiceQuotaln
crease

ListServiceQuotas
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i =1 AWS Billing

AWS BATIFERERE

AWS Cost Explorer

Services

{
"Version": "2012-10-17",

"Statement™: |
{
"Effect": "Allow",
"Action™: [
lleC2:*ll

1,

"Resource":

nkn

]

"Effect": "Allow",
"Action™: [
"autoscaling:*"

1,

"Resource":

nkn

]

"Effect": "Allow",
"Action™: [
"83 :*ll

1,

"Resource":

nkn

]

"Effect": "Allow",
"Action™: [

lam

Al

1,

"Resource":

nkn

]
},
{

10

Actions

ViewAccount
Viewbilling

ViewUsage

All

All

MR

Allow

Allow

Allow



"Effect": "Allow",
"Action": [

"elasticloadbalancing:*"

1,

"Resource": [

"xn

]

"Effect": "Allow",
"Action": [
"cloudwatch:*"

1,

"Resource":

nxn

]

"Effect": "Allow",
"Action": [
"events:*"

1,

"Resource": [

nxn

]

"Effect": "Allow",
"Action™: [
lllogs:*ll

1,

"Resource": [

"in

]

"Effect": "Allow",
"Action": [
"support:*"

1,

"Resource":

"win

]

"Effect": "Allow",
"Action™: [
"kmS :*ll

1,

"Resource":

"win

]

"Effect": "Allow",
"Action": [

$F23 AWS LR RITH

1
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1,

"Resource":

nkn

il

sts

]

—_———

"Effect": "Allow",
"Action™: [

lltag :*"
I,

"Resource": [

nkn

]

—_———

"Effect": "Allow",
"Action": [
"route53:*"

1,

"Resource": [

nkn

]

—_———

"Effect": "Allow",

"Action™: [
"servicequotas:ListServices",
"servicequotas:GetRequestedServiceQuotaChange”,
"servicequotas:GetServiceQuota",
"servicequotas:RequestServiceQuotalncrease”,
"servicequotas:ListServiceQuotas"

1,

"Resource":

nkn

]
}
]
}

2.5. RED HAT MANAGED IAM &%

LI 1 T OB EIELLT Amazon Web Services (AWS)¥ER : IAM KBS, 1AM B #1 1AM A€,

2.5.1. IAM 88

A=
) IAM SRB& RBEE OpenShift Dedicated B EXBITNREMFHITIEN,

e AdministratorAccess RIEHEEAGBMER, WHERRH T AT IZEN AWS KSR
OpenShift Dedicated SE&¥ T &= BT A AN PR,

|

12
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"Version": "2012-10-17",
"Statement": |

{

IIACtionll: ll*ll’
"Resource": "*",
"Effect": "Allow"

}
]
}

e CustomerAdministratorAccess B NE T IZEEE AWS 1Kk HRIIRS FEMITRITR, B

A, RIFLUATRA :
o VPC Peering
o VPN iXE

o BEfnERE (NEBIT RS EHIREIR TR FATA)

{
"Version": "2012-10-17",

"Statement”: [
{

"Effect": "Allow",

"Action": [
"ec2:AttachVpnGateway",
"ec2:DescribeVpnConnections",
"ec2:AcceptVpcPeeringConnection”,
"ec2:DeleteVpcPeeringConnection”,
"ec2:DescribeVpcPeeringConnections",
"ec2:CreateVpnConnectionRoute",
"ec2:RejectVpcPeeringConnection”,
"ec2:DetachVpnGateway",
"ec2:DeleteVpnConnectionRoute",
"ec2:DeleteVpnGateway",
"ec2:DescribeVpcs",
"ec2:CreateVpnGateway",
"ec2:ModifyVpcPeeringConnectionOptions",
"ec2:DeleteVpnConnection”,
"ec2:CreateVpcPeeringConnection”,
"ec2:DescribeVpnGateways",
"ec2:CreateVpnConnection”,
"ec2:DescribeRouteTables",
"ec2:CreateTags",
"ec2:CreateRoute",

"directconnect:*"
8
"Resource": "*"
}
]
}

o IR/FM, BillingReadOnlyAccess Azt RILGRIFNER, LUEFK M RAERER.

KA AWS HliHB root IKFEA T B, FRF|F I RMERVIAINR, X2F P BAHITH
eSS TR, FeeERRAREKENERIF, fTaomt/BZtREEREGRANARE, MIREES
RitAs, APRFAREITHRNERER. HERAERE, THRINMEEAN TR,

13


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_billing.html#tutorial-billing-step1
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{
"Version": "2012-10-17",

"Statement": |

{
"Effect": "Allow",

"Action": [
"aws-portal:ViewAccount",
"aws-portal:ViewBilling"

1,

"Resource": "*"

2.5.2.1AM A f~
TEEHIR IR AWS 1k, JS$3EN0IE osdManagedAdmin /7, X 2F 4T OpenShift
Dedicated B L&A,
25.3. 1AM A&
e network-mgmt £ &3&;F FIREY AWS Ik FIREE AWS itk A BRI FIR, BLEEE5RILA
BHERBG AR, network-mgmt AERERTIEEE LRI (CCS) &R, LUTREGHIMNE
At

o AmazonEC2ReadOnlyAccess
o CustomerAdministratorAccess

o ik AEIEIT FMAY AWS IK AR AWS K P B9 R RIFRR, LA T SRESMIINEI B & -
o AWSAccountUsageReportAccess

o  AmazonEC2ReadOnlyAccess

o

AmazonS3ReadOnlyAccess

o

IAMReadOnlyAccess

o

BillingReadOnlyAccess

2.6. B&H AWS ELfili 24y

X EEREH OpenShift Dedicated B BJ Amazon Web Services (AWS) 48 ®, BXFABE
B AWS HEriFEAFIFR, 1ES I OpenShift Container Platform 3244,

2.6.1. AWS Elastic Computing (EC2) X4

£ AWS B =HERE OpenShift Dedicated #J control plane #1 data plane ZhAEFEE AWS EC2 5241, 1R
& worker i m#, SLHIKBITIRERE control plane FIE AR R Fo

o HANFAKX

o 3 mb5.2xlarge minimum (control plane i )

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/

o 2 r5.xlarge minimum (EHZEHTT &)

o 2 mb5.xlarge minimum {B2E R AXRE (worker 7 5)
e ZAHAK

o 3 mb5.2xlarge minimum (control plane i )

o 3 r5.xlarge minimum (EREZRFT T R)

o 3 mb5.xlarge minimum BB R AKARRE (worker 1 mR)

2.6.2. AWS Elastic Block Store (EBS) 77/
Amazon EBS $#Z6if i F AT RFHE MR A B FE,
B EC2 EHINBEK :
e control plane %
o A/N:350GB
o KA : jol
o BRHIA/HiHEEME 1 1000
o EfliZRINE
o A/ :300GB
o KA : gp2
o FMHIA/HIHERMF 1 900
e Worker &
o A/ :300GB
o KA : gp2

o BMEA/HHEIE : 900

2.6.3. Elastic Load Balancing (ELB) i1 #1925

$F23 AWS LR RITH

=% W AT API B9 Network Load Balancers, &% W AN TN BRREBAZRH Classic Load

Balancers, MIZEEZER, 1ESH AWS B ELB 3014,

2.6.4.S3 17

B51%& registry # Elastic Block Store (EBS) BIRIBH AWS S3 Ffit . EHEE R S3FRHE

FSREFMRE,

FBEMNFhER, SOEERARNKNN 2TB,

15


https://aws.amazon.com/elasticloadbalancing/features/#Details_for_Elastic_Load_Balancing_Products
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2.6.5.VPC
BFNZHLERINBNER -1 VPC, H4, VPCHEELUTEE :
e FHM : —NMEEHR—TARMNEEHNFIITFN, HEESITRARNER 6 MFH,
pa =3

AHFRE T ERKMRNXEEEESERM, & BFRET it (NAT)
P K S B B

o RHREK  BNTHFH—IKHZRR, BIEHE—IMNEK,
o Internet X : ENERE— BRI X,

o NATWX : /M AHFM— NAT X,

2.6.5.1. VPC FiRpl
Route Table Route Table
Dest Target Dest Target
Q) 0.0.0.0/0 IGW ID 0.0.0.0/0 NAT GW ID
Internet
i -}
| LLLE |
VPC Internet Gateway ittt el
10.0.0.0/16 0.0.0.0/0 | Public subnet i | Private subnet
T : 10.0.128.0/17 : : 10.0.0.0/17
;i NAT Gateway
Elastic IP
[}
2.6.6. £

AWS Z2AENFIRO VI RIEARERZ L ; ©1 15 EC2 SLfIF] Elastic Load Balancing X5, B %
LHTE—HMN, XM EHE EC2 SEFINRE, MR OpenShift Container Platform &
EREMS EITFAAENRD, FEE VR ENEBF,

2.6.6.1. HthgBE L ZLH

LEAIFEEN VPC QIBRERN, B IEEMRENERRNMBEENRZELH, BELREHZLUTR
il -

o TEQIEBRERERT, MATIE AWS ROIEBENREH, MEFRLELR, BHSHSERT Linux S2AI8Y
Amazon EC2 &£,

16



https://docs.openshift.com/container-platform/4.7/installing/installing_aws/installing-aws-user-infra.html#installation-aws-user-infra-other-infrastructure_installing-aws-user-infra
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
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o ENIUSHEE W REASERBRIEN VPC X1, HIEE LLLHETFEES S —4 VPC %1,
o MREERNMGAMEE RS, EAMESE N VPC iERTNMWES, B%EiERK AWS BRI
HIVERS, 155 RE AL,
2.7. AWS [ MBS S RSx4

40 SR 45 A B A 33251 OpenShift Dedicated B CRE, /B ERA A, LUBRF LU TR ESMiGO
HAEMIVIRIIR. OpenShift Dedicated FZ L7 AT R R IRETLILER OpenShift RS,

FRFH

e {RETE AWS Virtual Private Cloud (VPC)ABEE T Amazon S3 MXifim. &2 thimmF BESEmM
£ 25| Amazon S3 BRESBIIE K,

AR
1 RFIIEATFREN TEEHIMTREILT URL :

1 WO Thag
registry.redhat.io 443  REBROBFHR.
quay.io 443  REROBHGR.
cdn01.quay.io 443  REBROBFHR.
cdn02.quay.io 443  REBROBFHR.
cdn03.quay.io 443  REBROBFHR.
sso.redhat.com 443 W

#. hitps://console.redhat.com/opens
hift 5 =2 £ A& B sso.redhat.com &
kT # pull secret, F{H M Red Hat SaaS
RRFRREACITI, REFR, iTHRiRE

ErihE,
quay-registry.s3.amazonaws.com 443  REBROBFHR.
quayio-production- 443 REROBHGR.
s3.s3.amazonaws.com
openshift.org 443  12{# Red Hat Enterprise Linux CoreOS
(RHCOS) &,
registry.access.redhat.com 443  HEFHETE Red Hat Ecosytem Catalog H1H)

FIERZRER. HH, registry 2T % odo
CLI TEmin, AIEHBIFLARTE
OpenShift #1 Kubernetes L {THIEE,

17


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.redhat.com/openshift
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1

access.redhat.com

registry.connect.redhat.com

console.redhat.com

sso.redhat.com

pull.giw2.quay.rhcloud.com

.qiw2.quay.rhcloud.com

www.okd.io

www.redhat.com

aws.amazon.com

catalog.redhat.com

dvbwgdztaeq9o.cloudfront.net!'

. 1R cloudfront.net BIEHE —
ARER AT,

2. FLATREN URL B ASRFFIER -

1

cert-api.access.redhat.com

api.access.redhat.com

18

443

443

443

443

443

443

443

443

443

443

443

443

443

BE. TERREFIREM
registry.access.redhat.com FHERi% &
ISR R TR B9 B 77

A E=AH5&FINE Operator #AHFE,

W, SBIFEEEH OpenShift Console
Manager Z [B|R B LS ATIEE, MNFEEFA
o

https://console.redhat.com/openshift
it = A E sso.redhat.comiy &34 iE

Y quay.io N AR, R OBHFHEEREN
[EIpI=N

Y quay.io N AR, R OBHFHEEREN
[EIpI=N

openshift.org 5 =&k www.okd.io EE
M,

sso.redhat.com i £5@ T
www.redhat.com EE M,

iam.amazonaws.com
sts.amazonaws.com i st
aws.amazon.com E E [,

registry.access.redhat.com #ll
https://registry.redhat.io i =&
catalog.redhat.com £EE [,

ROSA AT HAEIEM OIDC EEEMY STS 5L

BEEEAHR, NFBRFFHNFHSH



https://console.redhat.com/openshift
https://registry.redhat.io

$F23 AWS LR RITH

] WO Thag
infogw.api.openshift.com 443  ENZLFEH,
console.redhat.com 443  ENF Red Hat Insights B E,
cloud.redhat.com/api/ingress 443 EF0 Red Hat Insights &,

observatorium-mst.api.openshift.com 443 %% OpenShift BIHEE,

observatorium.api.openshift.com 443 2% OpenShift EIINFEE,

ZREKBFECAENTIRE, ELIEA LR RO WA R, BiFhRE~, FHEiF
TR mA P RN, BXRIBNEERTRRRIERENESER, #5000 MR
B8 K FI R I HE R,

. FOFLLF Amazon Web Services (AWS) API UR :

2 Ihag
.amazonaws.com 443  FERLITLUA R AWS BRSSFIHR.

H&, MREEFETSH Amazon Web Services (AWS) API # FBER, NI FIH T
URL :

I WO Thee
ec2.amazonaws.com 443  ATFE AWS INERRENSIBER,
events. 443  ATFE AWS INERRENEIEER,

<aws_region>.amazonaws.com

iam.amazonaws.com 443  ATFE AWS INERRENEIBEER,
route53.amazonaws.com 443  ATFE AWS INERRENTIEER,
sts.amazonaws.com 443  HTFEAWSIMNERZRENEEER, BTHE

B A AWS STS £ Bk K.

sts.<aws_region>.amazonaws.com 443  RBATFEAWS INEHREEMEEER, ATFER
B NER AWS STS MR Hiin R AV LR, MR
BRER, HBHAWS STS Kigihs.

tagging.us-east-1.amazonaws.com 443 BT AWS IMEHRREMEEER, tins
YRZE N us-east-1, TIRERBHEHBEIWX
ec2.<aws_region>.amazonaws.com 443  BATFE AWS IMEHRREMEEER,


https://docs.aws.amazon.com/sdkref/latest/guide/feature-sts-regionalized-endpoints.html
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1% WO Thég
elasticloadbalancing. 443  FBTFEAWS INERREMNEEER,

<aws_region>.amazonaws.com

servicequotas. 443  W&F. ATFHIARTEEZRSHIE L,
<aws_region>.amazonaws.com

tagging. 443 RUFLMRERMT R 98 AWS SR TTEIE,
<aws_region>.amazonaws.com

4. FFLUF OpenShift URL FI A fSFFIEK -

1 WO Thag
mirror.openshift.com 443  RATFTVFBREEEABTHER, LiiREE

RAThR AR BHIKIR, {8 Cluster
Version Operator (CVO) REE—/NAIEE

TFER,
storage.googleapis.com/openshift- 443 mirror.openshiftcom/ WERILR, AFT
release (#7F) EEEBEARM quay.io AT IR T &

RATHRAZ £
api.openshift.com 443  RATREEEESHETHAMNER.

5. JSLL TR AT SEME TH2 (SRE) FISHE URL BIA R -

B Thie

api.pagerduty.com 443  HEIRARSSH in-cluster alertmanager F3E
KB Red Hat SRE B4 HITRIEM

Eiko

events.pagerduty.com 443  HEIRARSSH in-cluster alertmanager F3E
& %0 Red Hat SRE B4 SEHITIRVERY

Eiko

api.deadmanssnitch.com 443  OpenShift Dedicated k% X E R ping B9
EiRRSS, LETREHERSAAFTET.

nosnch.in 443  OpenShift Dedicated A3 % % EHA ping B9
ZiRiRSS, LB RERRE A RAHFEIET,.
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B Yl

.osdsecuritylogs.splunkcloud.com =% 999
inputsi.osdsecuritylogs.splunkcloud. 7
cominputs2.osdsecuritylogs.splunkcl
oud.cominputs4.osdsecuritylogs.splu
nkcloud.cominputs5.osdsecuritylogs.
splunkcloud.cominputs6.osdsecurityl
ogs.splunkcloud.cominputs7.osdsec
uritylogs.splunkcloud.cominputs8.os
dsecuritylogs.splunkcloud.cominputs
9.osdsecuritylogs.splunkcloud.comin
puts10.osdsecuritylogs.splunkcloud.
cominputsii.osdsecuritylogs.splunk
cloud.cominputs12.osdsecuritylogs.s
plunkcloud.cominputsi13.osdsecurityl
ogs.splunkcloud.cominputsi4.osdsec
uritylogs.splunkcloud.cominputsi5.0
sdsecuritylogs.splunkcloud.com

http-inputs- 443
osdsecuritylogs.splunkcloud.com

sftp.access.redhat.com (#7%) 22

6. fHLLTF URL BIARGHAILEE=AHNE :

B Vil

registry.connect.redhat.com 443

rhc4tp-prod-z8cxf-image-registry-us- 443
east-1-

evenkyleffocxqvofrk.s3.dualstack.us-
east-1.amazonaws.com

oso-rhc4tp-docker-registry.s3-us- 443
west-2.amazonaws.com

7. MREIIRFTHRIEE HAER G

$F23 AWS LR RITH

mvapich -forwarder-operator ERN—1
B Linm, #t RedHatSRE BFETH
HHTER,

W&, mvapich -forwarder-operator &=
H—NBEHLIHR, 4 Red Hat SRE AF
ETHEWENR,

must-gather-operator £/ SFTP fR55
B EEZURARE, LUIESBhBERER ]

il

FIAB=AHBININEREREELFN.

REIEEE
registry.connect.redhat.com &2 5:
1R B ]

% F Sonatype Nexus, F5 Big IP operator 2
WFH,

GRBMEAT U T ARVFFIR,

8. ALUFRVHEMMEKITF OpenShift RERITE S MAEZRAHIE URL, INFHERG MIEHAIE L R1FHIHE

#= URL B, 1ESH o1FHY OpenShift Hilih URL .

Hth BHR

o XTimizf@mRiiz
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https://access.redhat.com/solutions/2998411
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/support/#about-remote-health-monitoring
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2.8. AWS ik BR{E

OpenShift Dedicated £E## %% Amazon Web Services (AWS) ZH4, ERIABIRSSBRE SRR
OpenShift Dedicated SEB¥RIEE ], MNREFEARFEMNEHAEE, TEL AWS KIGIBELRE, HEMRE
IR 21T N ERE, RETREREE N AWS I E R E A R,

TRELT AWS 4, EITHRERERIINEREFIZTT OpenShift Dedicated SEFHIBE

AT LR 2K\ AWS BR{H ik

SEBIRRIE EIEA AR BNMEREDROIEBLUT LA
e —% Bootstrap #l2%, ERLEEMER

e = control plane i s

o HAFARMNDEMBEMNT R : BF
ZHRARH=DEMERET =

o HANATARAEWD worker Tl : AF%
A XA =1 worker 7 s

XL SEF R B ETEHTIK T B RREZ R, B
EEE S worker TR, SERE TG EMER
TRBSEFIKE, BEEFEKRE, UHEFE
SR LM EREENNES.

ERLZHEXEAH, bootstrap 1 worker Hl23#
m4.large #1253, control plane Hl23{E A
m4.xlarge S£fl, E—LEXiE, SEMEFIZEF
X eSS BB X g, NI m5.large F1
mb5.xlarge 52451,

S P (EIP) O FT BN 54 EEeAMEERESER, REEFNIX
EIP HHRHENTHRUE— N AENTEFM, &

ML RAFMEBFE NAT WX, EDNATHREE
FIRAYTHIE 1P, BEE AWS K EEBESNXE
BZVNTAR. ENRRASTRAYE, BHEE
DEB=ANTHRMKIGRESR, EEAEY
N AR MR R LR, SRS EIP IR

=N
BE
E(#fH us-east-1 X1, iR
=K 89 EIP BRI,
EIRER 5 B 5 AN BNERUEB S VPC,

(VPC) VPC
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ipaddresses-eip.html
https://aws.amazon.com/about-aws/global-infrastructure/

AR SRR

- 4

2R\ AWS FR{H

$F23 AWS LR RITH

Elastic Load
Balancing (ELB)

NAT B %

SR EO
(ENI)

VPC W%

S3 7Z 11

!
<

250

BRI 20 D

BIAAKS D

B 350 P

B 20 D

FNKFE 100
MNEHERE

B 2,500

N
|

FINBRT, BNEENE AP RSB OIENER
FAEBMILE f H39t3s, FNREBERUE—D
Classic Load Balancer, ZZE&E % Kubernetes
LoadBalancer Service ¥ SR 4 B A BY (71 2 25 17
R0

ERESITRARPEHE—D NAT FX,

KINREOE 211 ENl, FAHREHHENTH
XOIEZ— ENI, #li0, us-east-1 K&
AKX, RAEZXRIFBAEEENEER 27
ENI, BEEAWS XIZERBEBIMKIFEEFE L DN
AKX,

R FAFNERE B TAF 8 SIS AL 25 F0 7 0
AR 0= BY ENI,

BIEROE— VPC MREDIH S3,

A hRETEKVB— DR ZMERE, FRAED
SRR registry AHSAB—NEHER, FILUE
Heg B4 AWS i B]E 99 4 OpenShift
Dedicated 5&%,

BIMEEOR 10 M RANEEH,
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https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/about-aws/global-infrastructure/
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B IZGCP LRI

OpenShift Dedicated 12t T —1NE =11 [H(CCS)ER, AUFLIIBESR T BIIIA Google Cloud
Platform (GCP)ik F FEREMEIREE,

3.1 T GCP tME =1 H

Red Hat OpenShift Dedicated 124t T —MNEF =IT[H(CCS) #2EY, RIFLLIEYF OpenShift Dedicated EB
EMEBEEMINA Google Cloud Platform (GCP) ik iR, A T1REILARSS, ZIEBEEHRE /L ETR
&,

IR INEREHRE N EEM GCP Ui E kAL FrE GCP HiR, WEHBE—4HBF# AP 2K, LIRiXLE
API B9t 2, BRWIERM IS IRINE,

EIIE GCP #HlII#) GCP Uil B FIEE A CCS &K OpenShift Dedicated 282f, Organization ¥iRE
GCP WRZREHHIRT R, BFEMMMLNAAE TRBIEENETRT, S0/8— /I\,E\ﬁ%%%@,
B9 1AM BRI, FHRMAE GCPIE, LIEHMA APIE, EEHIREIRSIK - BEAHTHMRIU,
AR5 P A BRI ERTE, (BARSSMK T 7T AR At A & ki [r] EAb 10 B B 5TR,

32 BFEK

£ Google Cloud Platform (GCP) LfERE F =11 H (CCS) AR OpenShift Dedicated SEEF A 2 JL
NEREM, AREFBEHITERE,

3.2.10KF
o ZEFHAIR Google Cloud Rl B AZFFEE FIRHHY GCP ik 7 & B9 OpenShift Dedicateds

o EPURME GCP KM RIZAIFE B Google Cloud #LiH, FR A T5EARSIK M,
o EFIRMHH GCP Ik REEEE B EILIIE,
o EFMBERAXNLIIERIERLILHE GCP FERARH], SCHEFRSIS™ BRI LG0T N B4 HEE

o ZIHERTE GCP FERE LR, UEAASRHIBIKS (40 root Ik/) BEXEE 7 RMM GCP ik
P RERZINE,

o XFARLER—F IR GCP ik~ REREBRE GCP RS,

BAEREFEEMFAE LR (VPC) FEE IR, FH53E OpenShift Dedicated
MEALIIE R FFAR 5589 VPC EBE KR,
3.2.2. iR Ek

o EE AWS RS LIEFAEIE OpenShift Dedicated fRSS, ZLIBIAX /¥ AdministratorAccess
REEN ARIEEGAR,

Y HEERRONAIIE IR 7 B E PR HERY GCP itk P BHREIT IR A Zhae
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https://cloud.google.com/storage/quotas

£ 3% GCP EMEFRITH

LTI E AN B FIREH GCP ik 9 GCP 2% & U5 AR, b1 RIA R LB RIF IS,
B A E#E A GCP 1K' 7 OpenShift Dedicated £ IR F HAUR,
OpenShift Cluster Manager A a] FARIIRE R BEE 1T IR HEHY GCP 1k 7 /#iT,

3.23. XHEXK

AMERWEFEDVEE GCP BT,
LR P BRI AR ENIEK GCP X,
ZIMER R P IRART AR GCP BIRBRHISRIINE F iR BERIK

PRIEAZERE DR AHEEE, BNLIBUERNSXNEEMA OpenShift Dedicated & LAIFR
i, THAFIFINE.

CREEK

BRMEE 1AM FIEN T & R HE GCP ik R ME—R, BN SEHER R
GCP ik BRI B

BRIBHRBAER AR GCP KA FIE A EEN XS,

YTHE @ F 153K 1P Hetib v API BRSS 22547 A O Al

C BRAVIIE P RIS, S ER IR

3.3. TR RE

B TIH (CCS) A AL YFLIITES S B a customer’s Google Cloud Platform (GCP) 1 B R ER B E R
OpenShift Dedicated, ZLIERR /Lo RFE M RIBHIX LRSS,

25


https://console.redhat.com/openshift
https://cloud.google.com/support
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i
Of

/N .

1£ GCP T B 1 {# A OpenShift Dedicated, FoEMEBELLT GCP tHLISKBS RS :

e constraints/iam.allowedPolicyMemberDomains ;X MRB&A R Z 7R
FRF 411889 DIRECTORY_CUSTOMER_ID C02k0I5e8 S iETE 1 FIFRHFHY
15, HEEREALLRIRAR) .

e constraints/compute.restrictLoadBalancerCreationForTypes

e constraints/compute.requireShieldedVm (RESERE T IEMHREED]
#B 4 FEFI%EFER "Enable Secure Boot support for Shielded VM" B, F 32 #%
LEERBR AR,

) .

e constraints/compute.vmExternallpAccess (ttSRIEAIRIELRERTF W

e

1. fil# Google Cloud 1l H 3&$E& OpenShift Dedicated 5£2%,

* 3.1. FrEM API IRSS

API R%5 ZHG RS B
Cloud Deployment Manager V2 API

Compute Engine API

2. 7% OpenShift Dedicated EEFHITIE #/ FALL T ATFEHY API :

deploymentmanager.googleapis.com

compute.googleapis.com
Google Cloud API cloudapis.googleapis.com
Cloud Resource Manager API cloudresourcemanager.googleapis.com
Google DNS API dns.googleapis.com
ML= %2 AP networksecurity.googleapis.com
IAM Service Account Credentials AP iamcredentials.googleapis.com
Identity and Access iam.googleapis.com
Management(IAM)API
RSB API

Service Usage API

servicemanagement.googleapis.com

serviceusage.googleapis.com


https://cloud.google.com/resource-manager/docs/creating-managing-projects
https://cloud.google.com/service-usage/docs/enable-disable#enabling
https://console.cloud.google.com/apis/library/deploymentmanager.googleapis.com?pli=1&project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/compute.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/cloudapis.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/cloudresourcemanager.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/dns.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/networksecurity.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/iamcredentials.googleapis.com
https://console.cloud.google.com/apis/library/iam.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/servicemanagement.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/serviceusage.googleapis.com?project=openshift-gce-devel&folder=&organizationId=

£ 3% GCP EMEFRITH

API R55 EHG RS B

Google Cloud Storage JSON API storage-api.googleapis.com
Cloud Storage storage-component.googleapis.com
LI 5REE API orgpolicy.googleapis.com

3. NIARILIEA LT B ERRME, B GCP T H H 62 osd-ccs-admin IAM AR S5
)jQ
UTABQUIERT RS

R 32.FARAR
At EHEABER
Compute Admin roles/compute.admin
DNS Administrator roles/dns.admin
MR EER roles/orgpolicy.policyViewer
RS EREE A roles/servicemanagement.admin
Service Usage Admin roles/serviceusage.serviceUsageAdmin
Storage Admin roles/storage.admin
Compute Load Balancer Admin roles/compute.loadBalancerAdmin
AEEESR roles/viewer
Role Administrator roles/iam.roleAdmin
Security Admin roles/iam.securityAdmin
Service Account Key Admin roles/iam.serviceAccountKeyAdmin
Service Account Admin roles/iam.serviceAccountAdmin
Service Account User roles/iam.serviceAccountUser

4. 7y osd-ccs-admin IAM AR5k - 02 AR 5K - BH, MEHSHEEIE N
osServiceAccount.json B3 {4 ; QBREEENS, Lh JSON XHf$7E Red Hat OpenShift Cluster
Manager #_Ef%,

3.4. RED HAT E£# GOOGLE CLOUD #i&


https://console.cloud.google.com/apis/library/storage-api.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/storage-component.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://console.cloud.google.com/apis/library/orgpolicy.googleapis.com?project=openshift-gce-devel&folder=&organizationId=
https://cloud.google.com/iam/docs/creating-managing-service-accounts#creating_a_service_account
https://cloud.google.com/iam/docs/granting-roles-to-service-accounts#granting_access_to_a_service_account_for_a_resource
https://cloud.google.com/iam/docs/creating-managing-service-account-keys#creating_service_account_keys
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LI0E 1 T IR EELLT IAM Google Cloud Platform (GCP) ¥R,

3.4.1. 1AM RSk P AR

EREIE PR E GCP KM JE, osd-managed-admin IAM ARSIk P ITENOIEE, X 2T
OpenShift Dedicated B R EM A,

LT & &b inEIAR S5k

3 3.3. osd-managed-admin ¥ IAM fa &

At EHEABREHR ek

Compute Admin roles/compute.admin REXTFFA Compute Engine
PR A ST EE AR,

DNS Administrator roles/dns.admin REXTFrE = DNS FRAIE
Bijinl,

Security Admin roles/iam.securityAdmin RZEEEGARB, BRI
LB IAM SRBEHIFYL
R,

Storage Admin roles/storage.admin I F 4T RAF R TEE
il

Y AE R, 2
HOGER TR iEER

FREREFAT R,
Service Account Admin roles/iam.serviceAccountAdmin BIEBIEERS K
Service Account Key Admin roles/iam.serviceAccountKeyAdmin OEEMERE (R RS
T B EH
Service Account User roles/iam.serviceAccountUser BUBRSS IR P BB 1TIR4E,
Role Administrator roles/iam.roleAdmin RSB RRMERE L
AR RFR,

3.4.2.IAM HIAE

sd-sre-platform-gcp-access Google H#1%F GCP Wi B #Iij[AIFXER, LAf1F Red Hat Site Reliability
Engineering (SRE) D[R]l & LASCIL X R ERFEHERR B B9,

UTFABHmEAES

3 3.4. sd-sre-platform-gcp-access K IAM fa s
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At PEHAABER 301
Compute Admin roles/compute.admin RIEXTFRA Compute Engine
PR ST EE AR,
Editor roles/editor REFABEFNR, LURIE
SUR SRR ERITRR,
MR EER roles/orgpolicy.policyViewer R EF TRV RIEH
V7[RI AR,
T H 1AM Admin roles/resourcemanager.projectlamAd RHEET BB IAM ZREBHY
min KRR
Be & 12 51 roles/servicemanagement.quotaAdmi RSB IBIRSSECHTBY VT (AL
n R,
Role Administrator roles/iam.roleAdmin REETI B PRIFTAE B E L
8 BT AR,
Service Account Admin roles/iam.serviceAccountAdmin BIEMEERSIK,
Service Usage Admin roles/serviceusage.serviceUsageAdmi g /HTETIEGH. 28
n ARG ERSRE, KER
VELA B HFEECAAN 1T 7%,
R Kt an roles/cloudsupport.techSupportEditor R4 A H A H A5

BB,

3.5. B GCP E izt

X2 EEE OpenShift Dedicated £E B &M Google Cloud Platform (GCP) tH##id, BXFIEER
B GCP AHriFE4FIR, 1ES R OpenShift Container Platform X%,

3.5.1. T &S

1£ GCP HEBE OpenShift Dedicated #J control plane #1 data plane SHEEEE GCP it & 541, RiE
worker 7 %, SLBIREIATRERE control plane FIEAHZRIE T s 1 o

o HAFHK
o 24 infra R (BEXMEERE : 41 vCPU 1 32 GB RAM)
o 3 control plane W (BEXHERKE : 8 vCPU 1 32 GB RAM)
o 2/ worker TR (BEXHEELE : 419 vCPU #116 GB RAM)

o ZAFHAK

o 34 infraTim (BEXHERRE : 449 vCPU #1 32 GB RAM)
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/
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o 3 control plane W (BEXHERKE : 8 vCPU 1 32 GB RAM)

o 3 worker Tim (BEXHLEREE : 449 vCPU #0116 GB RAM)

3.5.2. 771
o ElZEIS :
o 300 GB SSD #AHEL (TESBIMIBRIIHIER)
o 110 GB Wil ABE (SLEIMMRIFERS)
o Worker % :
o 300 GB SSD #AHEL (TESBIMIBRIHIR)

® controlplane % :

© 350 GBSSD #FAMhaE (TESLABM RS HHIRR)

3.5.3.VPC
o FM : —/HT control plane TEf#iH master FM, LAKRFFAEHM worker M,
o BHHEXR: E1) VPC -1 2REBHEXK.

o HEMMX : ENER—1MEHMMX,
o NAT WX : BNEE— master NAT W*xF1— worker NAT 3%,
3.5.4. RS

£ GCP CCS &RFH = AT ARSS -
o deploymentmanager
e Compute
e cloudapis
e cloudresourcemanager
e dns
e jamcredentials
® jam
e servicemanagement
® serviceusage
e storage-api
e storage-component

e orgpolicy
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® networksecurity

3.6. GCP [k~ R{E

OpenShift Dedicated & % 1 Google Cloud Platform (GCP) 214, {BERIAELAIR SRR R
OpenShift Dedicated &£E£HIEE N,

PR OpenShift Dedicated REEEALTHIR, HiER, BLHIRRA bootstrap IIR2HHEE, HEEH
ERE F MR,

* 3.5. BUAKE P RN GCP 3R

service 4 PR BTR S 3 bootstrap Gl
B BTIR
AR5k IAM £S5 5 0
R A s HL) Compute 23 n 1
L= S ] Compute 2B 2 0
FRMLE IP it  Compute 2/ 4 1
R E Compute 3o 3 0
R Compute 23 1 0
A Compute 23 2 0
B4 5 1P Hhit Compute X i3 4 1
EREER Compute 23 1 0
Routes Compute e 2 0
FH Compute £2F 2 0
Birite Compute 23 3 0
CPU Compute K i 28 4
R AR SSD Compute X i3 896 128
(GB)
=
MRELRELRPEMAEHTE, REEFRLET—NMERER, SEBLIA B,
R TR,

e
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https://cloud.google.com/docs/quota
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HEEEERNERRD, TENEEEKUREESENKFS XPBENECEBFNHERBER, CPU.
B4 1P HhHE AN A MR AL SSD (Storage) BLA 2 &R A BER B MY,

IR TR — 8 EER, TRNBIRAFHEEM, FHAUEKET CPU BHRRS :
® asia-east?
® asia-northeast?
® asia-southl
® domain-southeast]
® curope-northl
® curope-west?
® curope-west3
® curope-west6
® northamerica-northeastl
® southamerica-eastl
® us-west2

&R LAM GCP 1251 & ENFHRER, ErERERR—MXFNES, SURATMINER KD, LUEE
4% OpenShift Dedicated S E$A1A & % BT [A] AR 3 35 7] U,

3.7. EMh R

e SRE Vi[RI 1FFIER IP fthilk
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https://console.cloud.google.com/iam-admin/quotas
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/security_and_compliance/#rh-required-whitelisted-IP-addresses-for-sre-access
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