& RedHat

OpenShift Dedicated 4

= FF

OpenShift Dedicated ¥,

Last Updated: 2024-07-03






OpenShift Dedicated 4 X #F

OpenShift Dedicated X #F,



RSN

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE
RUTEHEENTE, AT HER. RERNSEHHRIRERE.



BIERMLR ...

LIRS
1.2, AR R W 2 n]
1.3. HBEHERR A R

B2EEIEMIIR

21 BERKRERE

- BcT 73162

31 KER L

3.2. X FLERIRE
3.3, RN ANIAE
3.4. IR ZHFN R

3.5 HithBHR
A R R T R B R I

41 X FiniefEm i

4.2. Bnte iR IR IN R IR
4.3. R INSIGHTS % S8y jn] 5
4.4 {#F INSIGHTS OPERATOR

BEBBAERRREIE .

5.1. %F MUST-GATHER T&
5.2. At BHR

5.3. FKER&EEE D

5.4. TR = JOURNAL BHE
5.5. M4BERAE

B BB EG

6.1. TR BERR AN R E LG R BEHIA

BTEMBEHRR .

7.0 B UET RN

7.2. TROUBLESHOOTING OPERATOR H4a] i
7.3. 1% POD [l

7.4. FEh# A RE HERR

7.5, VE 2 WL e ) R

7.6. 2t OPENSHIFT CLI (OC) [n]/#i

7.7. OPENSHIFT DEDICATED Z& %R

B3%

23
23
29
30
31
31

39
39

40
40
40
46

51
52
58
59



OpenShift Dedicated 4 3§




B 153 SRR

515

AIERMTERBEEENTER, AT HEE. LHENSREIRRERE.

INIR &=
I ¢ DFRATIE R T R B R X E, 1R A S L R EA R S SR VR,

1.2, A2 AR ER i 2R m ]
LR RN FL © OpenShift Dedicated RINER X LR ENFECELIE, FHEA Telemeter Client
#0 Insights Operator MZLIE &, ZINE(HEFALLEURE T MRFH AR ZZA9EE PRI, OpenShift
Dedicated AL T AR REHIEF RIRERRR
o Telemetry : EE M IHKEFE 4 9 30 WIFIAE LEELONE, AENLEERAT :

o INPREEE,

o HtH OpenShift Dedicated F+4,

o THAALRL,

® Insights Operator : BKINER T, OpenShift Dedicated Z%&3 /5 F Insight Operator, &/
B S EBFE GRS, Insight Operator HBITF :

o FEnhiRHIBEMERERH,
o 7£ Red Hat OpenShift Cluster Manager FR$Z 2R 75 SR A FIRA MR 1E.
IRAI LLEEENE R,

INRIGER T RS, HEA Insights SRR R, e LUEFEE R R RIRE,

1.3. BRREHERR AT
SERHEIE 5 AT LUK 25 BRI T OpenShift Dedicated 4144 A :

o VRN  KHEEATLETIER T REVRE. FREREMEERLIEFBERR T RAEX A
A, WA UEHLUTREA :

o T RLER kubelet IR,
o KHETRAR
e Operator [Flidl : ERFEIR G AT APUT LA TR VERARR Operator A7 :
o JGiF Operator TR,
o &% Operator pod BEIR .
o Ji& Operator B,
e Pod il : KRHEBEEAFLIBITEE pod FIREFH TR TRARBEIRS pod #EXH A
o #H%E pod M1BEHE.
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o JHBNEE root VilAHREI debug pod,

o FRENE : HITEEH T RPEESBN, RXEZSMMEMEER, RYRMET mIEEE M
BB, KHEEATIITUATRFERRS M G# R

o A RWXBEAZ M.
o fEM RWO B, k& S FREXFE T =

o IS¥Rin|l : EEFEIE O IR IR G IS HERR TUE P 09 IR ATIRE, MREHIR P E LAY R B
EFR A A, & Prometheus ERE T KEMAZH, HREUTHSR :

o HERENHIEIRATENERER,
o AFE N4 Prometheus SHFERERMEALZE A,

o HEILEMG : EEREIE N A LLEE "Support” #1 "Troubleshooting logging" #84> FRBUR AR K f2
B

o #7& Red Hat OpenShift Logging Operator BJ4R A

o HFEAFRILKAMKIKRE

o HEILFERMIELRR

o {#f oc adm must-gather S WER X HEICTKIMENER

e OpenShift CLI (oc)FJ&i : 5@iT3@hn B &% 2% OpenShift CLI (oc) 1],


https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/logging/#cluster-logging
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/logging/#cluster-logging-clo-status_cluster-logging-cluster-status
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/logging/#cluster-logging-clo-status-comp_cluster-logging-cluster-status
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/logging/#troubleshooting-logging-alerts
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/logging/#cluster-logging-must-gather-collecting_cluster-logging-support

%25 EEER R

& B] LATE OpenShift Dedicated AR L BBCELT, Operator EREF AN AIXLEREIXE,

2. BEEBETRERE

132_11«/{{%}33 OpenShift Dedicated ##J OpenShift CLI(oc) TE S &R HIRRZ A, i51T oc api-resources
PR EEEIMER TR LR,

FeREH
o EAILUFAEA dedicated-admin & &A1) A EEE,

o A LLijin] web #2RHIAHERET oc CLI TE,

iz

. EEFNATWLEE Operator, 1HZITUTMS
I $ oc api-resources -0 name | grep config.openshift.io

2. EEEMAURBNERTIR, HoTUTHeR
I $ oc explain <resource_name>.config.openshift.io

3. EEEEHIMBEELHIRE L(CRD)NREE, HETUTHS :
I $ oc get <resource_name>.config -o yaml

4. BYVHREBRRREE, HoTUTeS :

I $ oc edit <resource_names>.config -o yaml
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3.1 RENZFF
INRIBIEHAT AR FTR B E AN RIZ S OpenShift Dedicated BH&F AR, & ARIZLIER 11,
WV T R

o HRKEFN'EAMERIAE, THREAET REXHNXENBRAAR,

o R AIIERH,

o jn E M " S,

FN G| LRI AR, KA LAE OpenShift Cluster Manager A& [ Insights. Insights 3244t 7 [A]AY 140
ER, HFEETANBERT, RETNAARRFHHER,

INREXT A B EMSUHEN, AT EMER, EAERSEAHRR JIRA 1, 1HREEERFE
&, SNZE L OpenShift Dedicated R A,

3.2. X FAMERIAE

IR R IR EEMR B U R R ARRE A BB R A, AEMAFESEXE. R
AT, BT %k, REMFERLE” RN&RELEK. 74, BLAUEREANIENFERAAR, HiZ
AT AR R R b FO R e

3.3. BRI RN E

SNSRI OpenShift Dedicated [P, AT AT R/ ELIERIAEF RS EFERARAAR.

FRFM
o [MBLMEEST MK,

AR

1 BFE LR M,

2. /M Search,

3. EERTFEH, WMASHHEXNXEFHNFRE, S8
® OpenShift Dedicated A% (40 etcd)
o MEXFIK (bban RE)
o EE HRHEMEMEM S REN R FEX

4. = Enter #,

5. A% : %% OpenShift Dedicated /™ & it &%,

N
N

1% 1 %3 Documentation RA KBTI ESS,

o
a


http://access.redhat.com
https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Documentation_issue&issuetype=1&components=12367614&priority=10200&versions=12385624
https://access.redhat.com/knowledgebase
http://access.redhat.com

B 3 & RAGHr

3.4. R3S ¥ [l A

FeREH
o EAILUFAEA dedicated-admin & &A1) A EEE,
e B% %k OpenShift CLI(0c).

o {&A LU Red Hat OpenShift Cluster Manager,

i =
1 BFBZEEF ]~ Wi - 32:F THE.
2. | Getsupport,
3. £ BF3ZFF TIER Cases AR :
a. ik : RIEFERQINCETHK AMAE TS,
b. NEBRELEFSE HMIEA], M Bug =k Defect, #A/E R Continue,
4. MALUTER :

a. 7£ Summary FE&H, AR AR RS, UREXFAEDERBFAES, B
RABHITIEA,

b. M Product THi3 §ri%E OpenShift Dedicated.

5. AEMENABRMNERRAARIEK, Bl TRESEERENFEMER, MREUNXER

FRRIXAA, 1R Continue,
6. EEBEMMMFIENINERRARIIR, ClTRKSEEREHNFEER, XNIIRESERH

Y50, RNEEQRNSEATERPRETELZER, NRBUNXESERRZINAE, 5§
= Continue,

7. BBRIRHEMNKSESEEBN, MRFE, HENFZ,
8. K& BEEFH OpenShift Dedicated 523% ID G 1IEM, WMMRAIEH, 1HFIIREEE D,
e f{#F OpenShift Cluster Manager 5K EXEEE ID :

a. 7# A Clusters,

b. RIEFENHAE TR HBIEREF R,

c. 1E Overview 1LIj ) Details 848 Cluster ID FE AR EI(HE.
o {FFH OpenShift Dedicated Web %Il & F 55K EXVEEEE ID -

a. #AZ| Home - Overview,

b. %{A&1E7E Details F8I Cluster ID T,

o 74, tAETLLET OpenShift Dedicated Web 12 & S B9 #F AR, FHEINETER
D,

a. MIEESMZE (?) help » Open Support Case,


https://access.redhat.com/support/cases/#/case/list
https://console.redhat.com/openshift
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b. Cluster ID WESEBINIER

e Ef#H OpenShift CLI (oc) FREXEKEE ID, HZTUAT@S :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'

9. MU TRTHAE, = Continue:

o MBEIMAIER? MEIERLEMFLIETR?

o Sl SSHIRIMMN(E.,

o MIEMEBEBILITH ? HLIME?

o ITHAINAE? XEME?EELE? BEREREN R LE?
10. EFEHERBZETEHE X4 =L Continue,
N. BAMEXFMAEEERE, < Continue,

12. PR IER, < Submit,

3.5. H IR
o BXRIRAIERNBMIFEE, 1HSHER Insights AR YR,
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41. R TFEiEfEEinie

OpenShift Dedicated Y& EFFBENFELELE, FH{EM Telemeter Client # Insights Operator [4L1E
. RHELELIIIERIEIE AT SCULA SRR B 57 420,

T Telemetry # Insights Operator ML S EIBARI R BEMRHIN N £ ZAHISEFF (connected cluster)

Telemetry 24118 %k OpenShift Dedicated Telemeter &/ imEZLIE A X ME BHATE, KENRE
MEMEERNERAGERIZNE, MERRITHEEBNME. RIEEHNERRE. RUEIHURSUHEFF
%o

Insights Operator 158 OpenShift Dedicated BEe B IR FHIGH L X RILIIE, XLEHIBRATEME XK
AR EFEN N FN A IRE. XL insights @1 OpenShift Cluster Manager SEBEIE AH TR

s
Nibo

AXEFRBTARIF I LENESZRER

Telemetry 1 Insights Operator {5
Telemetry #1 Insights Operator WA AR TR :

o @i TIABIMMREBHEEN, NF-LEEH4, REBAIAURRKUNZEREN, BMETZRA
BAERYL, BN XEEHNRINETRNIT, Rib, —LLREn LR E IR A
R, MARBERFOR—DFREHEK Jira issue,

o SHMIKRAEIR, OpenShift Dedicated 1214t candidate. fast #[I stable & 17578, ALK EFE—
NEHEM, RAM fast Z stable B FREUR FEFHMRELURFA TS IRPNEG, BidEE
FISEBHRMMER, LIIERT LU L TIRA I 21REE stable 5138, FHXI7E fast FiiiE A & B9 [H]
R B R R R

. ﬁﬁﬂﬁﬂhﬂﬁ%ﬁ‘éﬂ‘]ﬁﬂilﬁ TS HF, WERNEBIERLLE T AL OpenShift Dedicated
KR ERRZEA, BT XEER, LEUURETFRAINER A ERNMNF IR,

o EIFEISIRFALE, EILIEZ ML BRI RRRUERRS, ATLUNEENRRRHEER ID, X
AULAIEET EREENER, FERAIANEGEL, AXHRHERQINIFFENESE

/CNO

o FiloHr, BT MEEMERFIEMNER, 1£ OpenShift Cluster Manager £ ERERFM insights
2WER. AIBEESHNARAZS], NFIMEEBE, LIEBIAA] OpenShift
Dedicated &R R TR,

£ OpenShift Dedicated #, ERREEREEEHEEH. BRELFERERE.

4.1.1. XF Telemetry

Telemetry RMEZLIE KL % —HIFEERE IR F &, Telemeter B iHEMS = +#IKER— KRI85
fH, FEEELERLIE, AP T IXERER,

CINEME R IX — BB RS SR I R B, MERIEN S ﬂﬁ@)*’ﬁ’]lﬂwﬁﬁﬁﬂj}if e R A TLIEEE
#H OpenShift Dedicated Fr4l, ERAREMREIRS T, FEUTFAHRTE,

X RIFIAE RIHR MBS IE R IFFI TR, EiRREIZFR T U5 A& & Ak SIE. ZL1EF AT
BiFEERE R FEBUUH OpenShift Dedicated, IREHZ AN,


https://console.redhat.com/openshift
https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12332330&summary=Summary&issuetype=1&priority=10200&versions=12385624
https://access.redhat.com/support/
https://console.redhat.com/openshift
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4.1.1.1. Telemetry WEEMER

Telemetry WELITER :

41110 REHER
o RAIER, SIE OpenShift Dedicated EEIRAFRET AT REEFRAT AN EHIFE

o FHER, BREBMEHITANEFRY. ATERNIENGGREFIMHZE BMIEEEURERR
H & BIE R SR

o LEHAA| 4 A BIME—FEALIRIART

o EENMIEIFNENREEAIHNEELE, SEREMENRHNT REEB. EHA. IPib
k. Kubernetes pod &#F. @+ Z2 A FNARSS

o TEEBEFRZREEM OpenShift Dedicated HEZRA M R EPORFIRE
o N&YN Operator FIHH N "related objects" BIFF A fn & L (M4
o BXRBRIUMHIER

o BXIEPHMAEMMENER

e #BFE OpenShift Dedicated BN BT AR LR EIEFH OLE

4111.2. KIMER
o BXRE&EE. HHBLEMYBUKNMEER, S CPUARBIMENVESERN RAM 2
o ctcd B AEFNFHETE eted EREFHN REE

41013. FAER
o BXUEMH. NEEMY BRMFERBERER
o HRBATHMAZIZFERENFERIES

Telemetry FRICEEMSHIABINGES, MASERED, TEFLBEDAER, MRLIELINA
ERWENMME, TIBSMRXEES, BXRIEERLBNESER, WEEIIBEHLE,

4.1.1.2. AF Telemetry

REMI SR IR E R A P R, IMERBIECEER T ENENAMAKINA T BIE. WREF K
IRRE,

HAF 20
o BFHEMHM, FhH—1 SHA-1I8F,
o F/HIP HtHR7EH 0.0.0.0,
o FHF &M IP KT ARG N HRBIE.

Hth TR

10


https://www.redhat.com/en/about/privacy-policy

58 4 & sl R TR R
o MNFETMRANMIIE Telemetry IEERIE B OpenShift Dedicated BB MRIEMER, HSM LR
Telemetry INEBIEIE.

e 1% Telemetry M Prometheus ERRIEMETIZR, 1HSH L7 cluster-monitoring-operator JR{X
o

4.1.2. X F Insights Operator

Insights Operator & SN EEBFMAGHERSE R, BREM /NI HELIEREXLEHIE, XEELALL
IIETHEECE, BIRME T Telemetry IRE E R ANEIE,

OpenShift Dedicated Fi /8] LAfE Red Hat Hybrid Cloud Console £ In5|ght5 Advisor RSG5 ERED
SHMIRE. MRAIMT EMEE, Insights RIRMEIFMNGER, FHETREMNIER TRAMMAIARREX
l"ﬂ%ﬂﬂ’\]ﬂfg?éo

Insights Operator A WEEMEF P AFNER, WA HA, BESKIUET, 0F A X Red Hat Insights ##E
WEMEEIER, 5SS Red Hat Insights BB N BAEFEREM,

LB R A AR EHE B LIS -

o NAETEMEENU, F7E Red Hat Hybrid Cloud Console £BY Insights Advisor ARS5 iR L7
R ARG L EhE

o BN MM FANREREMEZE R RKBH OpenShift Dedicated

e {# OpenShift Dedicated EEM,

4.1.2.1. Insights Operator IEM{E 2
Insights Operator WELLTER :

o BXEHRHEAMNEMER R SR E AR E K OpenShift Dedicated iR AFEAZHIHE
X [

o SHMEEXH (MARKGROCENEE) BT RIIRESEHHHE
o SRHAMh LR

o EREZTHMEHRNIEER, URAGARBIKE

® A OpenShift Dedicated BB FABIIFEIE, LUIKRERFTEN XL

e MR Operator IRE T —A A, NI WKL openshift-* #1 kube-* 771 H & OpenShift Dedicated
il pod ER., XBERE. HR. 2L TX. BER

Hth BHR

. FHF'_JL/VKE Insights Operator BURMHS, FXHAG#H4Toi#. #0FF Insights Operator YR &R AT
B3UXK, 155 Insights Operator EiIH,

4.1.3. T fi Telemetry # Insights Operator HIEi

Telemeter Client M Prometheus API Y &R IZEBINS (Bl FR5UER, I RIF5IERE 4 2 30 # L1ZE|
api.openshift.com {740,

Insights Operator M Kubernetes API #] Prometheus API IR FTIEBI SR F 1T ER. 1ZAREEM /N

1


https://github.com/openshift/cluster-monitoring-operator/blob/master/manifests/0000_50_cluster-monitoring-operator_04-config.yaml
https://console.redhat.com/openshift/insights/advisor/
https://console.redhat.com/security/insights
https://console.redhat.com/openshift/insights/advisor/
https://github.com/openshift/insights-operator/blob/master/docs/gathered-data.md
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B £ %3] OpenShift Cluster Manager i#1T4MH, Insights Operator M OpenShift Cluster Manager T
HRHTH Insights 947, XA FIEF OpenShift Dedicated Web #2248 Overview HEFE 5K
Insights REHHE O,

FIESAERNEEHEAEHZRE (TLS) # mutual IR IERIT INBEHGEHETT, PAEBIEELHE X
FEERIE R T ER R AN,

FALIEE A BRI RAREET L RREIEA S RIERH SRZHR. HRTRIXERETHEN, X
PRF £ 0 FE B BHRAE,

telemetry 1 Insights Operator &

OpenShift Red Hat
Container Platform Web
console Insights
» analysis engine
f HTTPS (443
Kubernetes —» Insights ¢ (443) ) R Red Hat
API J—’ Operator Support
Prometheus Telemeter N ..iopenshift.com Subscription
API > Client HTTPS (443) g pt-op : management
OpenShift

Cluster Manager

Hith TR

e INFA X OpenShift Dedicated IIEHRMNESER, 1554 I ZEd®,

41.4. BRUOAERCERREEBENEZ TS
Telemetry &S B Minsights Operator WIS B PRI T 55 MERG TR RAEXBIERENE

=|

/BN o

IIASCHEETERR D A, ZLIERIEE GRS maolE, MRMFMAY, MIcaEEE. FH/
MRS RoM, AR AN, SRR HERR, SRR R, R AL AREER R AR B8,

e =N SN
ZINER A — LR AR M R R I B R A B EUE,
H=

LIRS ET ATELINE R ER @ 1T Telemetry # Insights Operator £ ZEINEREIE, LIRFAEMNA LR, 4118
AR EMN ARG LS EFEKERZENMEBLRE, ZREUEHESFEKEREFHTHEEVSRE
BFAXLIE” MBIER, NEBRRINBESXLES KRN .

B=H
AMEFTRER SR LR =8, MEIKE. 2WHFEENMEERE.
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https://console.redhat.com/openshift
https://console.redhat.com/openshift
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html-single/monitoring/#monitoring-overview_monitoring-overview

B 4 E A E R TR R TR

4.2. Bt R IR EE

AP/ /S RS AN A E BUE B E
ENEIEG, EALLEE Telemetry # Insights Operator WEEMIFEIT,

4.2.1. 7R Telemetry WS HIEIE
IR LLEE Telemetry YRS BIERBEFNZH (RO [A] B U B4,

(1} =355
e B.% % OpenShift Container Platform CLI (o€).

o TAILIFEAEA dedicated-admin & &A1) [ EEE,

iR
1. BREIER,

2. IITUAU TS, ©REINERM Prometheus RS FHIREIA Telemetry YXEE R STEER 8] FEFIEE
£6:

p= Y=
A LT REAIBERETF AWS E£B OpenShift Dedicated By—LE1E,

$ curl -G -k -H "Authorization: Bearer $(oc whoami -t)" \
https://$(oc get route prometheus-k8s-federate -n \
openshift-monitoring -o jsonpath="{.spec.host}")/federate \
--data-urlencode 'match[]={__name__=~"cluster:usage:.*"}'\
--data-urlencode 'match[]={__name__="count:up0"}'\
--data-urlencode 'match[]={__name__="count:up1"}'\
--data-urlencode 'match[]={__name__="cluster_version"}'\
--data-urlencode 'match[]={__name__="cluster_version_available_updates"}'\
--data-urlencode 'match[]={__name__="cluster_version_capability"}"\
--data-urlencode 'match[]={__name__="cluster_operator_up"}'\
--data-urlencode 'match[]={__name__="cluster_operator_conditions"}' \
--data-urlencode 'match[]={__name__="cluster_version_payload"}'\
--data-urlencode 'match[]={__name__="cluster_installer"}' \
--data-urlencode 'match[]={__name__="cluster_infrastructure_provider"}' \
--data-urlencode 'match[]={__name__="cluster_feature_set"}'\
--data-urlencode 'match[]={__name__="instance:etcd_object_counts:sum"}'\

{_

{_

{_

{_

{_

{_

{_

{_

{_

{_

{_

--data-urlencode 'match[]={__name__="ALERTS",alertstate="firing"}' \
--data-urlencode 'match[]={__name__="code:apiserver_request_total:rate:sum"}'\
--data-urlencode 'match[]={__name__="cluster:capacity_cpu_cores:sum"}' \
--data-urlencode 'match(] name__="cluster:capacity_memory_bytes:sum"}' \
--data-urlencode 'match(] name__ ="cluster:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="cluster:memory_usage bytes:sum"}'\
--data-urlencode 'match[]={__name__="openshift:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="openshift:memory_usage_bytes:sum"}"\
--data-urlencode 'match[]={__name__="workload:cpu_usage_cores:sum"}'\
--data-urlencode 'match[]={__name__="workload:memory_usage_bytes:sum"}'\
--data-urlencode 'match[]={__name__="cluster:virt_platform_nodes:sum"}' \

13
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
{__name__="node_role_os_version_machine:cpu_capacity _sockets:sum"}'\

--data-urlencode 'match[]={__name__="subscription_sync_total"}' \

--data-urlencode 'match[]={__name__="olm_resolution_duration_seconds"}' \

--data-urlencode 'match[]={__name__="csv_succeeded"}'\

--data-urlencode 'match[]={__name__="csv_abnormal"}'\

--data-urlencode 'match(]=

{_ _name__="cluster:kube_persistentvolumeclaim_resource_requests_storage bytes:provisioner:sum"}'
\

--data-urlencode 'match[]={__name__="cluster:kubelet_volume_stats _used_bytes:provisioner:sum"}'

\

--data-urlencode 'match[]={__name__="ceph_cluster_total_bytes"}'\

--data-urlencode 'match[]={__name__="ceph_cluster_total_used_raw_bytes"}'\

--data-urlencode 'match[]={__name__="ceph_health_status"}'\

--data-urlencode 'match[]={__name__="odf_system_raw_capacity_total_bytes"}'\

--data-urlencode 'match[]={__name__="odf system_raw_capacity_used bytes"}'\

--data-urlencode 'match[]={__name__="odf_system_health_status"}'\

--data-urlencode 'match[]={__name__="job:ceph_osd_metadata:count"}' \

--data-urlencode 'match[]={__name__="job:kube_pv:count"}'\

--data-urlencode 'match[]={__name__="job:odf_system_pvs:count"}'\

--data-urlencode 'match[]={__name__="job:ceph_pools_iops:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_pools_iops_bytes:total"}' \

--data-urlencode 'match[]={__name__="job:ceph_versions_running:count"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_unhealthy_buckets:sum"}'\

--data-urlencode 'match[]={__name__="job:noobaa_bucket_count:sum"}'\

--data-urlencode 'match[]={__name__="job:noobaa_total_object_count:sum"}'\

--data-urlencode 'match[]={__name__="odf_system_bucket_count", system_type="OCS",
system_vendor="Red Hat"}' \
--data-urlencode 'match[]={__|
system_vendor="Red Hat"}' \
--data-urlencode 'match[]={__name__="noobaa_accounts_num"}'\
--data-urlencode 'match[]={__name__="noobaa_total_usage"}'\
--data-urlencode 'match[]={__name__="console_url"}'\
{_
{_

name__="cluster:node_instance_type count:sum"}'\
name__="cnv:vmi_status_running:count"}' \
name__="cluster:vmi_request_cpu_cores:sum"}'\
name__="node_role_os_version_machine:cpu_capacity_cores:sum"}' \

{
{
{
{

name__="odf_system_objects_total", system_type="OCS",

--data-urlencode 'match[]={__name__="cluster:ovnkube_master_egress_routing_via_host:max"}' \
--data-urlencode 'match[]={__name__="cluster:network_attachment_definition_instances:max"}' \
--data-urlencode 'match(]=

{_ _name__="cluster:network_attachment_definition_enabled_instance_up:max"}'\
--data-urlencode 'match[]={__name__="cluster:ingress_controller_aws_nlb_active:sum"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:min"}' \
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:max"}' \
--data-urlencode 'match[]={__name__ ="cluster:route_metrics_controller_routes_per_shard:avg"}'\
--data-urlencode 'match[]={__name__="cluster:route_metrics_controller_routes_per_shard:median"}'
\

--data-urlencode 'match[]={__name__="cluster:openshift_route_info:tls_termination:sum"}'\
--data-urlencode 'match[]={__name__="insightsclient_request_send_total"}'\

--data-urlencode 'match[]={__name__="cam_app_workload_migrations"}' \

--data-urlencode 'match(]=

{_ _name__="cluster:apiserver_current_inflight_requests:sum:max_over_time:2m"}' \
--data-urlencode 'match[]={__name__="cluster:alertmanager_integrations:max"}'\
--data-urlencode 'match[]={__name__="cluster:telemetry_selected_series:count"}' \
--data-urlencode 'match[]={__name__="openshift:prometheus_tsdb_head_series:sum"}' \
--data-urlencode 'match(]=

{
{
{
{

14
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{_ _name__="openshift:zprometheus_tsdb_head_samples_appended_total:sum"}' \

--data-urlencode 'match[]={__
--data-urlencode 'match[]={__

--data-urlencode 'match(]=

name__="monitoring:container_memory_working_set_bytes:sum"}'\
name__="namespace_job:scrape_series_added:topk3_sum1h"}'\

{__name__="namespace_job:scrape_samples_post_metric_relabeling:topk3"}' \

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{

name__="monitoring:haproxy_server_http_responses_total:sum"}' \
name__="rhmi_status"}'\

name__ ="status:upgrading:version:rhoam_state:max"}' \
name__ ="state:rhoam_critical_alerts:max"}' \
name__="state:rhoam_warning_alerts:max"}' \
name__="rhoam_7d_slo_percentile:max"}' \
name__="rhoam_7d_slo_remaining_error_budget:max"}' \
name__="cluster_legacy_scheduler_policy"}' \
name__="cluster_master_schedulable"}'\
name__="che_workspace_status"}'\
name__="che_workspace_started_total"}'\
name__="che_workspace_failure_total"}' \
name__="che_workspace_start_time_seconds_sum"}'\
name__="che_workspace_start_time_seconds_count"}'\
name__="cco_credentials_mode"}' \
name__="cluster:kube_persistentvolume_plugin_type_counts:sum"}' \
name__="visual_web_terminal_sessions_total"}'\
name__="acm_managed_cluster_info"}' \
name__="cluster:vsphere_vcenter_info:sum"}' \
name__="cluster:vsphere_esxi_version_total:sum"}' \
name__ ="cluster:vsphere_node_hw_version_total:sum"}' \
name__="openshift:build_by_strategy:sum"}'\
name__="rhods_aggregate_availability"}' \
name__="rhods_total_users"}'\

{_ name__="instance:etcd_disk_wal_fsync_duration_seconds:histogram_quantile",quantile="0.99"}" \
--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ _name__="instance:etcd_network_peer_round_trip_time_seconds:histogram_quantile",quantile="0.9¢
"

--data-urlencode 'match[]={__name__="instance:etcd_mvcc_db_total_size_in_use_in_bytes:sum"}'\
--data-urlencode 'match(]=

{_ name__="instance:etcd_disk_backend_commit_duration_seconds:histogram_quantile",quantile="0.9

9"\

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_

name__="jaeger_operator_instances_storage_types"}'\
name__="jaeger_operator_instances_strategies"}' \
name__ ="jaeger_operator_instances_agent_strategies"}' \
name__="appsvcs:cores_by product:sum"}'\
name__="nto_custom_profiles:count"}' \
name__="openshift_csi_share_configmap"}'\
name__="openshift_csi_share_secret"}'\
name__="openshift_csi_share_mount_failures_total"}' \
name__="openshift_csi_share_mount_requests_total"}' \
name__="cluster:velero_backup_total:max"}'\

name__ ="cluster:velero_restore_total:max"}' \
name__="eo_es_storage_info"}' \
name__="eo_es_redundancy_policy_info"}'\
name__="eo_es_defined_delete_namespaces_total"}'\
name__="eo_es_misconfigured_memory_resources_info"}'\
name__="cluster:eo_es_data_nodes_total:max"}'\
name__="cluster:eo_es_documents_created_total:sum"}' \
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--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

--data-urlencode 'match(]
--data-urlencode 'match(]
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{_
{_
{_
{_
{_
{_
{_
{_
--data-urlencode 'match[]={__|
{_
{_
{_
{_
{_
{_
{_
{_

name__="cluster:eo_es_documents_deleted_total:sum"}'\
name__="pod:eo_es_shards_total:max"}' \
name__="eo_es_cluster_management_state_info"}' \

name__="imageregistry:imagestreamtags_count:sum"}' \
name__ ="imageregistry:operations_count:sum"}' \
name__="log_logging_info"}'\
name__="log_collector_error_count_total"}' \
name__="log_forwarder_pipeline_info"}' \
name__="log_forwarder_input_info"}' \

name__="log_forwarder_output_info"}' \
name__="cluster:log_collected_bytes_total:sum"}'\
name__="cluster:log_logged bytes_total:sum"}'\

name__ ="cluster:kata_monitor_running_shim_count:sum"}' \
name__="platform:hypershift_hostedclusters:max"}' \
name__="platform:hypershift_nodepools:max"}' \
name__="namespace:noobaa_unhealthy bucket_claims:max"}'\
name__="namespace:noobaa_buckets_claims:max"}'\

{__name__="namespace:noobaa_unhealthy_namespace_resources:max"}'\

--data-urlencode 'match[]={__

--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=
--data-urlencode 'match(]=

{
{
{
{
{
{
{
{

name__="namespace:noobaa_namespace_resources:max"}' \
name__="namespace:noobaa_unhealthy namespace_buckets:max"}' \
name__="namespace:noobaa_namespace_buckets:max"}' \
name__="namespace:noobaa_accounts:max"}' \
name__="namespace:noobaa_usage:max"}'\
name__="namespace:noobaa_system_health_status:max"}' \
name__="ocs_advanced_feature_usage"}'\
name__="os_image_url_override:sum"}'\
name__="openshift:openshift_network_operator_ipsec_state:info"}'

4.3. {#F INSIGHTS & Il & & b Y n] &

Insights &R & 24T Insights Operator XXM EIE, OpenShift Dedicated A BT LATE Red Hat Hybrid
Cloud Console EB Insights Advisor IRSS H &Rk &,

4.3.1. X F Red Hat Insights Advisor for OpenShift Dedicated

& LUE A Insights Advisor 32112 OpenShift Dedicated SEEMERIRS. TIREERETHNE
BEAREEANEMZRYY, #AI T RAFERBEEMBMXIIRS ATRAM. B, MHRENR MR,

&M Insights Operator INEERIEREEIE, Insights RE S FIZEIES recommendations i 1THE, &
MR Z—HEBIMERR, # OpenShift Dedicated &N FHIGIRE, Insights 2 HBVLEE R TIEE
Red Hat Hybrid Cloud Console £# Insights Advisor iRS5/, TEIEHIE S, EALUITLLTIRE -

o IESHZEFERINIIER,

e

AR SERLIETNRE, FAERMAL X LRI,
TRESHEXRMEN, TRE(FENNGRIFMMER, FHENANKREEFERBRRA

SHMABBREDIFLER,

4.3.2. T f# Insights Advisor 1Y
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SEAT B RASER, BT RENRS TR, B, HeEREMER AT, XEER
£ 7E Insights Advisor IR, HIEUTER :

4.3.3.

Name : BXEWNBGEZH#®
Added: 7EfFE A #El Insights Advisor V44T
Category: N@l@E BTN ERSATAM. B, ML MEENR A mR

Total risk: MSRA ELRHZRADIE AR T EREABY ATAE 14 SIRAERIME, AR A LU BRI AR ER 27
)

Clusters : fo BRI HIERETIR
Description : XN ENFE ZHE, SIECH BRI

Link to associated topics:£ZLIEMIHEXER

BRER P REE

AL T 217 OpenShift Cluster Manager £B Insights Advisor # (2 7R Insights &5,

HER, Insights REE DITEMNERF D REHMAER, XELERARINE, WERRT —NRR, =
KT — DRI

FRFH

Y=

S BE7E OpenShift Cluster Manager A3EM,
FRTEEERRE (XRMIAKE) .

& X B OpenShift Cluster Manager,

7 A OpenShift Cluster Manager L) Advisor » Recommendations,
RIBELER, Insights Advisor & R RUTZ—

o MR Insights AL IEM A, NFRKINTERIELL,
e Insights BB AIREGISR, BNESH (K. . EZN™E) .

® Noclustersyet, IR Insights & BRHER. XTOMKREERBHRE. FMHEEIE
B fR YL B FF 4R,

2. MR ETFEMAE, EREFREEIEE > T BESZIFE,

RIFBEAF, FAERLTLUEERBABEXLNUNES(E R,

4.3.4. B ~FiA Insights Advisor i

ZINER T, Recommendations ¥R B RERFRIMBIMNEIN, BE, EALIEF advisor TR
FREEIL

FRFH

FRTZEERRE (XRMIANKE) .
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o EETE Red Hat Hybrid Cloud Console ;£

o FREF| OpenShift Cluster Manager,

1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,

2. $ Clusters Impacted # Status i3 23351189 X BT,
WAE, ERILAN S ERBE IR BRI

4.3.5. Advisor 1T E%

Insights AERFS ATRERRBIAEE I, BEXFTREEMWEI, ERILUGTIESRN A Advisor #1131
=, LUBEBRMEMEREI

MANERT, SIBSRHXENR ERERNEN, XERUTM—PIHNENEE, EEE Insights AT
BHRIHFERANRI, EAILEE LTSS,

ENVRSESS, EEFTIESRRE, RARRETRNRPTAETIRERE, SIS N TERRN E
Ef= AR TIESE

R LOR BT B8R RE -
e Name : BREMEREIL

® Totalrisk: M Critical, Important, Moderate, #1 Low FiEFE—PHENME, KRR EBENMAET
FNBY AT REMERN T B,

® Impact: M Critical, High, Medium, #1 Low it FE—NREZME, RRITEBHIRIERELMER
Ml

e Likelihood: MCritical, High, Medium, 1 Low FiEFE—NE % ME, RKRYBIEIFEERNFE
A N ES MBI RE M,

e Category: RIEEFTXEM AT, M Service Availability, Performance, Fault Tolerance,
Security, I Best Practice FiEF—N% MK,

e Status : mHEEIRH EREENEN (BN . ZEBUSMEREL.

® Clusters impacted: ¥ &I JESR LR R HRIRNT— DL NEBFNEI. BRI
2,

° RISk of change: M High. Moderate. low # Very low FiEFE—P % ME, RREHTHISZH
BEXT SRBFIR T SRBI NS,

4.3.5.1. 133 Insights i Al 1L

&7 OpenShift Dedicated £EFE AR, ERAILUTIER IR L BRBEIL, @it M AT 18R, ERILUE
DIRENEUEE, HLETHUENBRIL

DT RIEER T M EFMIFR Category 117E8s, EIZREHERTHATIEIRRE,

SERFMH
B & E OpenShift Cluster Manager Hybrid Cloud Console o
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iy =

1. ## A Red Hat Hybrid Cloud Console—» OpenShift - Advisor recommendations,
2. 7E main, filter-type THIFIZRA, %L#E Category 1T JEZRREL,

3. B’FF filter-value THIFIR, BAHEEEENENMEFERIIZINEILE, BRFBLENRAB
S IRAE,

4, _.I- . //J\\j]ﬂgﬁ%ﬁ’] {ﬁ%ﬁﬂ% — E%ﬁiﬁ(ﬁﬂi\%o
FISR AR RPTIAZE R BRI,
o NAMIERRE, BHUEEEHRNMEIR, NAKNTIESRSERIALIESRZ LR,

4.3.5.2. M Insights Advisor Ei% Fhfll Bt 2
EAT LSS NTIESRN ARIBIAIR T, HameEE, EalaBfRellkseEBE.

B HBRIS 3825
o [EMTIEERFZ AN X K, SEBRINTIER, UaBIHEREN],

U ZIPIESE 2 NN R 2
® =X Reset filters RHIFREN RS IEER, REBMINLIES.

4.3.6. 22 Insights Advisor 1
WA IR ARMEENEFREIN, UEeTBHNERS ., TURARNEESMAERRENEI

BRNPAESEBENEIEERTHRESREH.

SeRFH
o HATIZEERRE (XEBRINXE) .
o EB¥TE OpenShift Cluster Manager A3EMf,

o FEREF| OpenShift Cluster Manager,

it =

1. # A OpenShift Cluster Manager _£#J Advisor - Recommendations,
2. Hi%E : RIBEEMFMA Clusters Impacted 1 Status i E%s.
3. FERAUTAHEC—BZRER :

o BHEWR:
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a. NHEXMER R Options 3 H , #A/5 = Disable recommendation,
b. Hi AR H L REF.
o ERZAEMMEEZIERIINMER
a. REZAMBINET,. TRWEMEIH—HEIE,
b. &E Affected clusters 2 HHIEEETIK,
c. # Actions - Disable recommendations 2 T A £ E R,

d. EIAULBAFF # i &REF.

4.3.7. 5 Z A2 M Insights Advisor i
UATEERHNZR T B, ERBEZ Insights Advisor BRI, EATLLERULIT N,

SeRFH
o FHATIZEERRE (XERINXE) .
o EB¥TE OpenShift Cluster Manager A3EM,

o FREF| OpenShift Cluster Manager,

Pk
1. #£ A OpenShift Cluster Manager £#J Advisor » Recommendations,
2. IEEREANEIN EERIEI

a. 1 Status FHIZH AL Status,
b. 1E Filter by status T3 #A1%% Disabled.
c. Ak : 5B Clusters impacted 3£ 25,

3. HEE AR

4. == Options 3 , $AJE = Enable recommendations,

4.3.8. 7f web 12l & # 7R Insights A&

Insights REE DHTIEREEE, BT LLTE OpenShift Dedicated web & A i R B R A BO SR BEE 1E (] REAY
RS WREETRFAREH P EEE, LUK OpenShift Cluster Manager i &5 HI5E#,

FRFH

o EB¥TE OpenShift Cluster Manager A3EM,

o HRTIZERERRGE (XEZMINXE) .
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5 4% ARSI TIRER R
o B E[fF| OpenShift Dedicated Web 12#HlIA&.

it

1. 1£ OpenShift Dedicated Web 2l & A1/ A Home — Overview,

2. R Status *_EH Insights,
HHE O T RN G 2 HAEE R, KRTGMIIEH|IHESE Insights Advisor REIFTAEEL
UEREZIFIE,

4.4. £ INSIGHTS OPERATOR
Insights Operator R E MK EFAGSIRRTER, MEM/NEIEREXLEHRE XEERTL

IV ECE, TR T Telemetry IREFEAMEIE, OpenShift Dedicated A/ AT LATE Red Hat
Hybrid Cloud Console £BY Insights Advisor ARZS 1 G R IR &

HbBER
o BXHEH Insights Advisor X IEE NN EZE R, 1HSHHEMA Insights H 5| SRR H]
By

4.4.1. T ## Insights Operator Z1i

Insights Operator @11 Prometheus W12 %%t M Alertmanager FERE, BRI LMERUTAEZ—1E
OpenShift Dedicated Web 2l & F 4 Alerting Ul FREE & IX LEZHR -

e 7f Administrator flf/, s Observe — Alerting,
e 7£ Developer fifA/1, = Observe — <project_name> — Alerts F:% 11,
B, Insights Operator TEifi RS A XL TFENR ¢

£ 4.1. Insights Operator 1

ik i::3T1Y

InsightsDisabled Insights Operator ##Z2 .

SimpleContentAccessNotAvailable Red Hat Subscription Management A AN A {7 BLH4
SESIIR

InsightsRecommendationActive Insights BB EEFHIEILEIL

4.4.2. tE# 4012 Deployment Validation Operator #1&

IR B %L Operator, H£EEIE G AT LUF Insight Operator EZB HE#I B Deployment Validation
Operator (DVO) HI%#E, % workload_names {E 7 11%! insights-config ConfigMap %/ &/, T{E
1 # & FFLE Openshift B Insights A1 i 7RAY workload name-rather & B7R, MMEE1EEAEHEE

Do

FRFH
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N

»

7.

FRTEEERRE (XRMIANKE) .
&M "cluster-admin" B & &% E| OpenShift Dedicated Web #%#I&
insights-config ConfigMap %/ %7 1E F openshift-insights 1% 22 8],

SHEFEREE, HRET Deployment Validation Operator,

# A Workloads » ConfigMaps F1/:#¥ Project: openshift-insights,

. insights-config ConfigMap * RiT &,

= Actions Fi£#¥ Edit ConfigMap.
=R YAML R ki

1Exx 4, £ workload_names fHi% & obfuscation B4,

apiVersion: vi
kind: ConfigMap
#...
data:

config.yaml: |

dataReporting:
obfuscation:
- workload_names

#...

. mil Save, insights-config config-map 1#1& T E$T FF.

¥ ik config.yaml obfuscation B 4HIERE 2 XE 7 - workload_names,



B 5 B WERERHER

55 5 INESEHE

IET LUE LU T TERERA & OpenShift Dedicated B HIE R,

5.1. xF MUST-GATHER T &
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, % :
o FHRE L
e RFAE
FINER T, oc adm must-gather 63 {5 FARINRIEH R, FHE A ./must-gather.local,
A4, EALERSENSRZTHTRRERFKER, WELTER2 AT :

o EBREE—PHRLNMFEINBENEXIEIE, 15EA -image SEFESR, NLLTERD AR,
o -

$ oc adm must-gather \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0

o EWLEHITHRE, 1EFH -- /lusr/bin/gather_audit_logs 2%, LTI R,
a0 -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% E,E
FEARINERESHN—ED, TRWEHITBERENIHHIKRN,

L1%i21T oc adm must-gather v, EEHFTIEH PR OE— N BREN B FFHIFT pod, 1E1% pod LUK
SHE, FREEHFIIIFEBFRF L must-gather.local FFLFT B3RS,

flan -
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s

74+, &R LAE A --run-namespace EIEREE 68 4 22 (] 24T oc adm must-gather &35,

a0 -

$ oc adm must-gather --run-namespace <namespace> \
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0

5.1.1. HAME S FFIRE BN ERFIE
& A 5 oc adm must-gather CLI f 5 R X ERERERFHE R,
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FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

™

1 OpenShift Dedicated FEH, RMEAR I H(CCSREME - TiAHERA
oc adm must-gather 66435, EHNEHREE cluster-admin R,

e B%ZE OpenShift CLI (oc).

T
1. #AEEZ % must-gather HIEH B %,

2. 1217 oc adm must-gather 4%

I $ oc adm must-gather

-

HIXD B RBINRILEFE—BENL control plane s, AL pOd _J RERWAE
'J&i‘:.F NotReady #1 SchedulingDisabled It 75 control plane 7 5=

a. MRLLHFHERMW, B, BIEEEEEHFPE pod, NIEA oc adm inspect ip 45 K INEHF
L-E.J'_l I}?E’J'fn IGho

;:.:
%\

THIRES LB ST R LURBUEF IR M BTRE B

3. MIINIFEEEY T 4E B P 0228 must-gather B RO —DNESES0 4, 510, £ Linux &4F
RERITEN LZTUTRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %5 0 5% must-gather-local.5421342344627712289/ £ i /L1 B £ & 5.

4. [EZLIEZ 1 UEBIE PSR TE A, e SN BN R BY S 1 ] AL e,

5.1.2. WEE X ENEEREIRE

&0l 877 % oc adm must-gather CLI 955 --image =X --image-stream S35 & AR KER XFE
TheeryifiifE 2. must-gather TEX LN, SXFEEERTRBITZITENPRRES N IREREIE.

5 5.1. £ # M must-gather Hif&

Image 3:D=3

registry.redhat.io/container-native- OpenShift Virtualization FIZ#EILER
virtualization/cnv-must-gather-rhel9:v4.16.0
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B 5 B WERERHER

Image 3:D=3

registry.redhat.io/openshift-serverless- OpenShift Serverless BFIEBINE,
1/svis-must-gather-rhel8

registry.redhat.io/openshift-service- Red Hat OpenShift Service Mesh BIEIEINEE,
mesh/istio-must-gather-rhel8:
<installed_version_service_mesh>

registry.redhat.io/rhmtc/openshift-migration-  MTC FZIEIEE,
must-gather-
rhel8:v<installed_version_migration_toolkit>

registry.redhat.io/openshift-logging/cluster- AT BESICFBTERE.
logging-rhel9-
operator:v<installed_version_logging>

registry.redhat.io/openshift4/ose-csi-driver- OpenShift #Z IR CSI P2 FrIEiE RS,
shared-resource-mustgather-rhel8

registry.redhat.io/openshift-gitops-1/must- Red Hat OpenShift GitOps FIZ#EIR .
gather-rhel8:v<installed_version_GitOps>

registry.redhat.io/openshift4/ose-secrets- Secret Store CS| Driver Operator FI#UIEILE.
store-csi-mustgather-
rhel8:v<installed_version_secret_store>

ZE OpenShift Dedicated A HEMIRIIRA, HSHLIEE 17 MG
OpenShift Operator £ & EHA M T,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B%%E OpenShift CLI (oc).

A
1. # A7=f#% must-gather 21iEHI B %,
2. EH—1=H% ) -image =X --image-stream £#{21T oc adm must-gather %,

—

o EINEMRIFEINGEHIEA BN must-gather 3B, HHI0 --image-
stream=openshift/must-gather 23,

fBlgn, FERLLT SRR ERFEIEF OpenShift Virtualization HERF S :
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$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=registry.redhat.io/container-native-virtualization/cnv-must-gather-rhel9:v4.16.0 g

ﬂ 2R\ OpenShift Dedicated must-gather £ {5

9 OpenShift Virtualization B9 must-gather 53§

IR LU must-gather TE SHASEBEER, LUKESEEF S OpenShift Logging
Cluster Logging Operator $5 718 XBIEIE, *FF OpenShift Logging, iZfTLA T4 :

$ oc adm must-gather --image=$(oc -n openshift-logging get deployment.apps/cluster-

logging-operator \
-0 jsonpath="{.spec.template.spec.containers[?(@.name == "cluster-logging-
F—eo
—— CSV
—— aliases
health

operator")].image}")
—— deployment
—— indices

il 5.1. OpenShift Logging B must-gather i =l
— cluster-logging

F—clo
—— cluster-logging-operator-74dd5994f-6ttgt
—— clusterlogforwarder_cr
——cr
—— Csv
—— deployment
—— logforwarding_cr

— collector

| |— fluentd-2tr64
—— elasticsearch-operator-7dc7d97b9d-jb4r4

— latest_documents.json

| L— curator-1596028500-zkz4s
— cluster-elasticsearch

— curator
F—es
—— nodes

—— nodes_stats.json
—— thread_pool
—— Cr
—— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
—— logs
|— elasticsearch-cdm-Ip8I38m0-1-794d6dd989-4jxms
— install
—— co_logs
— install_plan
—— olmo_logs
—— subscription
L— kibana

F—ecr
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| |— kibana-9d69668d4-2rkvz
— cluster-scoped-resources

core
— nodes
| —ip-10-0-146-180.eu-west-1.compute.internal.yaml
L— persistentvolumes

|— pvc-0a8d65d9-54aa-4c44-9ecc-33d9381e41c1.yaml
—— event-filter.html
—— gather-debug.log
namespaces
— openshift-logging

— apps
—— daemonsets.yam|
—— deployments.yaml
— replicasets.yaml|
—— statefulsets.yaml
— batch
—— cronjobs.yam|
—— jobs.yaml
— core
—— configmaps.yaml
—— endpoints.yaml|
—— events
—— curator-1596021300-wn2ks.162634ebf0055a94.yaml
—— curator.162638330681bee2.yam|
—— elasticsearch-delete-app-1596020400-gm6nl.1626341a296¢16a1.yaml
—— elasticsearch-delete-audit-1596020400-919n4.1626341a2af81bbd.yaml
—— elasticsearch-delete-infra-1596020400-v98tk.1626341a2d821069.yaml
—— elasticsearch-rollover-app-1596020400-cc5vc.1626341a3019b238.yaml
—— elasticsearch-rollover-audit-1596020400-s8d5s.1626341a31f7b315.yaml
—— elasticsearch-rollover-infra-1596020400-7mgv8.1626341a35ea59ed.yaml|
—— events.yaml
—— persistentvolumeclaims.yaml
—— pods.yaml
replicationcontrollers.yaml|
—— secrets.yaml|
—— services.yaml
—— openshift-logging.yaml
—— pods
|— cluster-logging-operator-74dd5994f-6ttgt

|— cluster-logging-operator

L— cluster-logging-operator
L— logs

|
|
| — current.log
|
|

—— previous.insecure.log
—— previous.log
L cluster-logging-operator-74dd59941-6ttgt.yaml
|— cluster-logging-operator-registry-6df49d7d4-mxxff
|— cluster-logging-operator-registry
L cluster-logging-operator-registry
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
—— cluster-logging-operator-registry-6df49d7d4-mxxff.yaml
—— mutate-csv-and-generate-sqlite-db
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L— mutate-csv-and-generate-sqlite-db
L— logs

|
|
| — current.log
| — previous.insecure.log
| L previous.log
—— curator-1596028500-zkz4s
—— elasticsearch-cdm-Ip8I138m0-1-794d6dd989-4jxms
—— elasticsearch-delete-app-1596030300-bpgcx
—— elasticsearch-delete-app-1596030300-bpgcx.yaml
indexmanagement
L— indexmanagement
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64
F— fluentd
L— fluentd
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— fluentd-2tr64.yaml
—— fluentd-init
L— fluentd-init
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
— kibana-9d69668d4-2rkvz
— kibana
L— kibana
L— logs
—— current.log
previous.insecure.log
—— previous.log
—— kibana-9d69668d4-2rkvz.yaml
—— kibana-proxy
L kibana-proxy
L— logs
—— current.log
—— previous.insecure.log
—— previous.log
L— route.openshift.io
L— routes.yaml
L— openshift-operators-redhat

3. ERA—1=% 1 --image =X --image-stream S#;21T oc adm must-gather 5%, 40, fEHA
AT ep BRI IR BN SRR EUEH KubeVirt FEE R -

$ oc adm must-gather \
--image-stream=openshift/must-gather \ ﬂ
--image=quay.io/kubevirt/must-gather 9
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ﬂ 2R\ OpenShift Dedicated must-gather £ {5

9 KubeVirt B must-gather 2§

4. MI{EBxHNINIGIER must-gather BRI —NE4ES0EF, Ha0, EERA Linux #ERSH
&N LEZITUTHRS :

I $ tar cvaf must-gather.tar.gz must-gather.local.5421342344627712289/ €))

Q %50 5% must-gather-local.5421342344627712289/ £ i 1 5LFr B £ & 5.

5. HIMEE S 1 MISEIE SR TIE A, S4B R SR # A,

2. HA IR

® OpenShift Dedicated BHT & £r A HA

5.2.1. WERZ A&
R A LAIE B AR T S LI E 2% B 7

Pk
1. ¥/ -- gather_network_logs iz1T oc adm must-gather i34
I $ oc adm must-gather -- gather_network_logs

ZINER T, must-gather TEMEEHHIFTE TV =UEE OVN nbdb #1 sbdb %
&, ANh0 -- gather_network_logs 477, FHE ST ESE OVN nbdb #iEZER
OVN-Kubernetes $ﬁ‘5’3’§ﬁ91~ E o

2. MI{EBRHNINIGIER must-gather Br O — RS0, B0, EEA Linux BIERSH
HENLZITU TGRS -

I $ tar cvaf must-gather.tar.gz must-gather.local.472290403699006248 ﬂ

ﬂ ¥ must-gather-local.472290403699006248 & #2455 B 5 & 5.

3. HLMEE S MBS TIE A, S4B R SR # AR,

5.2.2. Bt must-gather Z %R

4 {8 oc adm must-gather s SIERURENT, EEMRMINRARGFHEARNEERTEM 30%. LE
30% PRIERE, BasAl, WESE=ELE, KEIMEERTHEIEHAMEMAR, EHRIZIT must-
gather p 3, BEE—NEERSLFHBEENASR, B AERRAEE L.

INRBIARNFMERRS], NERRRLLL T ROIBIERER,
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it Bl

I Disk usage exceeds the volume percentage of 30% for mounted directory. Exiting...

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

e B%%E OpenShift CLI (oc).

it

e {#FH volume-percentage 171217 oc adm must-gather &85, #{ERAEHBIT 100,

I $ oc adm must-gather --volume-percentage <storage_percentage>

5.3. JREXEE% ID

HERESFHRMERR, RUEHNE—IOARRBRERB. EALUER OpenShift Dedicated Web
EHA BIIETEER 1D, TAR LUEA web #H A5 OpenShift CLI (oc) FIIRENEEF ID,

FeREH
o TAILUFAEA dedicated-admin & &A1) [ EEE,

o RAETLLIA ] Web 2Rl & 3k %% T OpenShift CLI (oc).

Pk
e {#f OpenShift Cluster Manager FEhFKEXEREE ID :

a. # A Clusters,

b. RIEFENHUIB— DM AR L.

c. 1 Overview 1ETI£H Details #3438 Cluster ID FEXH I E(E,
o {HM Web #HIA T FF| L 3 BEhETEEEE D

a. MIEESME (?) help F#i%F Share Feedback,

b. M Tell us about your experience & 0 52 Open a support case,

o {HM web A FINIRENER ID :

a. 1 A%l Home - Overview,
b. Z{ES¥E1E Details F8Y Cluster ID Tid,

e Z{FF OpenShift CLI (oc) FKEXZEEf ID, HiZ{TLA TS :

I $ oc get clusterversion -0 jsonpath='{.items[].spec.clusterID}{"\n"}'
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5.4. HiEEFT = JOURNAL BiE&
&R LATE IR IT SR BE T 289 /var/log R journald H ot HEFE AR B,

FeREH
o RETLUFEAEZS cluster-admin A& i A& EE,
= -

1 OpenShift Dedicated B8, EBFAR " =IHH(CCS)EMENE - TEFER
oc adm node-logs &4, ENEHRZE cluster-admin R,

e B% %k OpenShift CLI(oc).

it =

#1f) OpenShift Dedicated 52577 /R 89 kubelet journald ¥t B, LU FRBUE I control

I $ oc adm node-logs --role=master -u kubelet ﬂ

Q RIBIS RE#: kubelet U EHEM A THE,

2. MEBT =L /varllog/ THREFERIKERRE.

a. KEX /var/log/ FERHMENHEEIR. LLTRAEIFIHAE control plane 77 s £
/var/log/openshift-apiserver/ IS4 :

I $ oc adm node-logs --role=master --path=openshift-apiserver

b. 1% /var/log/ FEFHHFEERE, UTREHHEEBRAE control plane 17 s
/var/log/openshift-apiserver/audit.log A& :

I $ oc adm node-logs --role=master --path=openshift-apiserver/audit.log

5.5. M48EER A&

WEMLLBE (UHBESHRICKNFEN) B LAEEBIZIIE ST REXT R4S [nl A i T S FE HERR
OpenShift Dedicated ZHFFLAFF A R HITM LS BER. BE FTRHAEERFEENZTENHE,
7= 5.2. TR EER L

Ak L= HThAEE

WEENMLEER — EAUE—IRENT R ERREENR FHUTEIES K, El R E RSN E i,
iﬂl:‘%@ﬁﬁd{#h‘i)\ﬂ = IR T im AL AR,

IR AR E R AEAR A MG BS M MR R, 2TBIRSREK, HUTRLAZ b A R
{’E ;‘Fﬁﬁﬁ E /L.\'V Ii‘ﬁ'lﬁ‘[%)@o
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PP T FThAE

M OpenShift BRAILE— DT RH— N BRPHTHRESHRK, BUUUREARZ1T tcpdump &

Dedicated T msk o, LUBIER LRSI 8 S R s 22 (A,

BRIEMLBER
BRI UFIEohEIEamK, MLMSBENE AEFIEEREaSmRK,
A cat 50 shell EERHFHIEEM T RSB R ABIBE HIZIE ik EN
L.

5.5.1. W& EHMEEBER
B, BERLEEHAMNBESZ AT S EWEIESEE T 5 M4 HE %000 S EEHEL,

& LU#E A oc adm must-gather #3570 registry.redhat.io/openshift4/network-tools-rhel8 & 2557 %
HAERBERE T REIES. DR TE BN ML BLE n AT EEHERR,

oc adm must-gather &% B F/ERE 17 = L pod HiZ21T tcpdump %45, tcpdump &40 5% pod A

HIRMEIEE, % tcpdump 5 EHA, oc adm must-gather &3S &AM pod HIKHIEIE S L HBIE
HIE iRl ER.

R
LU R B Rflan 485 7 A tepdump s SHITRIEE IR, B2, ETLUFE -image ZHHIEE
MAREGEPZITERNGS, UERNMESDT RUEHIEHRE S,

FRFH

e LIEZF cluster-admin A& A &1 &2 OpenShift Dedicated,
pa -3
1 OpenShift Dedicated FEH, RMEAR =1 H(CCSREME - TiAHERA
oc adm must-gather 6353, EHEFEZE cluster-admin IR,

o B% %k OpenShift CLI(0C).

it

=

TUTaS, ARETREZTREENMSHNEES IR

$ oc adm must-gather \
--dest-dir /tmp/captures \ <.>
--source-dir 'timp/tcpdump/'\ <.>
--image registry.redhat.io/openshift4/network-tools-rhel8:latest \ <.>
--node-selector 'node-role.kubernetes.io/worker' \ <.>
--host-network=true \ <.>
--timeout 30s \ <.>
-\
tcpdump -i any \ <.>
-w /tmp/tcpdump/%Y -%m-%dT%H:%M:%S.pcap -W 1 -G 300
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<> --dest-dir 25 E oc adm must-gather [FEIE S H K EIEN FE - imAls L
/tmp/captures B k/, ERILIEEFEMATEBHR, <> % tcpdump £ oc adm must-gather
JATHETEY debug pod HIZ1THS, --source-dir S35 E IR S KMIGET Z6E7E pod LY
/tmp/tcpdump Bk, <> The --image S#HIEE 2D S tcpdump i SRR, <> --node-
selector 2 RAIEIEETE pod LB /tmp/tecpdump B X HUTEIEEHIK, ENERAR,
IR A LB E --node-name S MA BT LN T R EZITHIESHIK, MNRA --node-selector
# --node-name ¥, NIEUEDHIRTERE TV R LEHIT. <> --host-network=true S 2 )
F=H, MEET RPMSEO LHTBIRSHK. <> --timeout SEFNEIREIZ1T debug pod 15
330 #, INEREIETE --timeout SEFNFEATE, N debug pod £121T 10 2%8h, <> -iany
SHAT tepdump 45, IBEMAFMAMSEZEOD LMNEIES, FEHIERAR, BTUIEEMS
BEOA,

2. PATVIIR] Web N FERF, EMLSBERFIREIRE QR fRZ M@ E R,

3.

#%& oc adm must-gather M pod %X EI% F im#l 2R B EE SRR TS -

tmp/captures

— event-filter.html

— ip-10-0-192-217-ec2-internal @)

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:31.pcap

— ip-10-0-201-178-ec2-internal @

L registry-redhat-io-openshift4-network-tools-rhel8-sha256-bca...
L— 2022-01-13T19:31:30.pcap

—ip-...

—— timestamp

MRS RREET IR ENG. BRNXERMEFH, NREREIEE --node-
selector 2%, NEHAH B EXHHFEFE,

5.5.2. M OpenShift Dedicated "7 s =k & 23 WEE M 45 B IR

EHES ML XH OpenShift Dedicated (AR}, LI ATRES MAFER OpenShift Dedicated & iR
FMIFERRIE KM EEIBEEER, 1 OpenShift Dedicated K MLB IR E I 5% 2 181T debug

pod,
SeRFH
o EATLUEAER cluster-admin & &5 &R,
y p= Y=
1 OpenShift Dedicated FEH, &BMAR I H(CCORIME - TTAFERH
oc debug 8%, ENEHRE cluster-admin TR,
o B%% OpenShift CLI (oc) .
o MEA—NIEXZFFIFEE D,
it =3

IRENERRE T RFUSK -
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34

I $ oc get nodes

2. EEWHTREH A= debug Rif. HFTERELHFIMEH—1 % <node_name>-debug HJ
debug pod:

I $ oc debug node/my-cluster-node

3. F} /host %71 debug shell EF'E’J*EE% debug pod E pod /host FREEENLE root STHR
Gt FRERZN /host, EAILLUZTENAIHATIR R PSS/ Z 64 -

I # chroot /host
4. 7£ chroot IMEHEH| & RIREN T RIEBEO S
I #ip ad
5. JAZ) toolbox &23, HAEIEIZIT sosreport FTFE M Z IS4 FNEME -

I # toolbox

-

INR—NEFEH toolbox pod BE7Ei21T, Il toolbox n‘ﬁ%%?ﬁuﬂj "toolbox-'
already exists.Trying to start.... Z# & tcpdump HIL A&, EEA podman
rm toolbox- fIFRIEFEIZ1THI toolbox 25, FHEMFT toolbox B2,

6. IEERT 2d /55 tecpdump 1E, FHiFHHEEERERRSEH, XNRBIEER ens5 1 hEO
B

$ tcpdump -nn -s 0 -i ens5 -w /host/var/tmp/my-cluster-node_$(date +%d_%m_%Y-
%H_%M_%S-%Z).pcap )

© tcpdump T KB chroot T2 5k, E toolbox BEATE /host i EHE
EQZKLO
7. MR R EBBESBEE topdump I, HRIRU TSR,

a. tAEBTrA2s ID, chroot host 5T iX—4 A B crictl 8%, E M toolbox B231E /host
REHENMREE X :

I # chroot /host crictl ps

b. AERZRMIIIZ ID, EAHIF, &FEsID 2 a7fe32346b120:

I # chroot /host crictl inspect --output yaml a7fe32346b120 | grep 'pid' | awk {print $2}'

c. EAELEE) tepdump &1, FHiFHEEEREIRR G, RBIEER 49628 /FH AR
##2 1D, ens5 %?&D%ﬂ\ nsenter e A BirH RN R 22 B FHIEM R LEE iz T
. EARFIPHBEIRHARE—NEHRHE D, tecpdump S MENER SRS R L Hp
1217 :
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# nsenter -n -t 49628 -- tcpdump -nn -i ens5 -w /host/var/tmp/my-cluster-node-my-
container_$(date +%d_%m_%Y-%H_%M_%S-%Z).pcap ﬂ

@ tcodump BICHBRRIE chroot 25, H toolbox BEBRE /host Ak A
HIAR B 5K,
8. HRLTAZEZ —MALIEZFFIRME tepdump KT H T DM,
o XX EREM OpenShift Dedicated SE&% L (LRI A LI 7 in)Hi # b,

a. 7f toolbox &23M, 1217 redhat-support-tool 1% X {4 B M N EI N A 108 2 35 n] i
A, XANRBIE R REE 1D 01234567:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-tcpdump-
capture-file.pcap ﬂ

Q toolbox BT EHNBIRE FHH T /host, LIEEEE T redhat-support-tool &
o EERSUERT, A toolbox BEFHIRE & (21F /host/ ) BI4EXTERER,
o Y LERIIIBLINE R E A,

a. 1217 oc debug node/<node_name> 1%L sosreport /944, FIEHIHEERE 4
F, S EBREESRHLEIN oc debug &1F :

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-tcpdump-capture-
file.pcap' > /tmp/my-tcpdump-capture-file.pcap ﬂ

debug BREF EHMIRE FHHE /host, EIFERTEEMBEIRXER, 51H
debug B ARHIIR B REVLEXTEREZE, SIE /host,
b. 1EZIIEZE 1/ MiLEY Customer Support Tl it AIIA B IF AIRI .,

c. Wi Attach files FHRIRR L% 30t

5.5.3. WLLIE X FHR 12T EUE
TEJ8#& OpenShift Dedicated [FIZHNT, ZIIEXXFFAIRERBREIFISUTEIE L LRI R R F A, STHRTLL
WITLIIEE T MEAsk OpenShift Dedicated SRE# B #% L X RIS fF A% H, f#F redhat-support-

tool €855,

FeREH
o ATLUFAEA cluster-admin BA&IAE iR EEE,

1 OpenShift Dedicated FREH, &BMAR I H(CCORIME - TAFERH
oc debug 8%, ENEHRE cluster-admin TR,

AN

e B%% OpenShift CLI (oc) .

o MEA—MIEEFHA D,
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it =3
o SEINIIER RSS2 IR LRI A LIS =R A A,
1. ¥/ oc debug node/<node_name> 551 OpenShift Dedicated 17 R LT & ISR X

%, FEHEEERRHEHR, LLTREE debug B2:HHI /host/var/tmp/my-diagnostic-
data.tar.gz £ %1%/ /var/tmp/my-diagnostic-data.tar.gz:

$ oc debug node/my-cluster-node -- bash -c 'cat /host/var/tmp/my-diagnostic-data.tar.gz'
> /var/tmp/my-diagnostic-data.tar.gz ﬂ

Q debug B2 ENMIR B FKHEEEF /host, 1EIEER T EHENBIXHRS, BIF debug
B RHIR B RBILNTERE, S1F /host,
2. TELIHEE 1/ MIARY Customer Support I it ABIA B 15 A,
3. ¥ Attach files FiRIRR L£Z 30,
o [FLHRBUIREREM OpenShift Dedicated &2 L& BIIALIIE S 77 Hi h,
1. RERERRETT R ¢

I $ oc get nodes

2. BT RLEFHFA—A debug &, LEFEHELHE T —1 %N <node_name>-debug K
debug pod:

I $ oc debug node/my-cluster-node

3. ¥ /host %1 debug shell IR B K, debug pod 7 pod Y /host FR#EE EHLH root X
HXR5, FMIRBRUN /host, EHEILLZITENAIHUITEREH T EM ZHHISXH :

I # chroot /host
4. J37) toolbox B35, HASEIZ21T redhat-support-tool Fff & HI — i §l ST -

I # toolbox
y Pz )1

INR—NBEFED toolbox pod E1E;217, Il toolbox fi v fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ1THY
toolbox &2%, FHEMHTH toolbox B as LUk F I A &,

a. 1217 redhat-support-tool ¥ debug pod FISZ 4B M AN EI A BILLIE Z R0 & HL AR,
XA BIE AR EE 1D '01234567" Fl7R IS4 &2 /host/var/tmp/my-diagnostic-
data.tar.gz:

# redhat-support-tool addattachment -c 01234567 /host/var/tmp/my-diagnostic-
data.tar.gz ﬂ

Q toolbox BT EHNBIRE FHHZ /host, LIEFEEE T redhat-support-tool &
o BRSNS, A toolbox BERHIRE & (21F /host/ ) BI4EXTERER,
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5.5.4. <= F toolbox

toolbox = —“NE Red Hat Enterprise Linux CoreOS (RHCOS) R4 LEHIBRHBMNIE, LIEFEH
FE5h 8 E1217 sosreport 1 redhat-support-tool E &y ST Z 5 ST AR I A 25

toolbox AFHNETEBHNZRELIE R NERHRLIEXR. B2, IRFEHANHIE, &
LA RPM B @S2 TR ST 7 T R BRI B R,

MR aLRES toolbox B

BINER T, 1217 toolbox 525N A registry.redhat.io/rhel8/support-tools:latest &R 25,
ZRBAEREANIHIE, NMRFE—NFERGEN—BoNITRHIERKERETERFT KM
12, RN,

FRFM

e #/ oc debug node/<node_name> 51/ [R] T m.

Pt

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#EE EHH root XHEF
Yio FHRERECN /host, EAILLZTTENAIHUTIRZE RO E/ T HIS0H -

I # chroot /host
2. JA5) toolbox 2 :
I # toolbox
3. REHANNTMHS, 90 wget:
I # dnf install -y <package_name>

£/ toolbox Ja5h#& AEH &
BINER T, 1217 toolbox 525N A registry.redhat.io/rhel8/support-tools:latest 55 &R 25,
& A LRI A8 toolboxre X F18 & Bz TR IR B h Eth iR

FRFM

e Z{# /A oc debug node/<node_name> #4517 T m.

it =

1. ¥ /host % debug shell HEIR B %, debug pod 7£ pod HBY /host H#EE EHH root XHEF
Yio [HRERECN /host, EAILLZITENAIHUTIRZR R E/ T HISTH -

I # chroot /host

2. #Eroot AFPMEBRS, GIE—1 .toolboxrc 3T :

I # vi ~/.toolboxrc
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REGISTRY=quay.io (1]
IMAGE=fedora/fedora:33-x86_64 @)
TOOLBOX_NAME=toolbox-fedora-33 €}

ﬁ ik - IEEB AR registry,
9 BEEEINER TR,
g A% 1 $ETE toolbox BEEMENRETR.

3. FEREREBRE) toolbox BEs :
I # toolbox

INR—NBEFED toolbox pod E1E;217, Il toolbox fiw&fiH 'toolbox-'
already exists.Trying to start....{# F§ podman rm toolbox- fiifR EE7EiZ 1789
toolbox® 28, FHEMITHI toolbox B2 LU 72 sosreport 3& {4 H T A]
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56 B REMMBEL
6.1. (SRR AN R SRR NS

87T L@ S &4 clusterversion FRRIKEX OpenShift Dedicated SREE AR ER,

FeREH
o TAILIFEAEA dedicated-admin & &A1) A EEE,

e B% %k OpenShift CLI(0c).

it =
1. EREERA. TR, SITREUREIRE

I $ oc get clusterversion

i th o Bl

NAME VERSION AVAILABLE PROGRESSING SINCE STATUS
version 4.13.8 True False 8h Cluster version is 4.13.8

2. IREVERRSAIAG, B3R AR SBIC KAV R -

I $ oc describe clusterversion

i tH 7 Bl

Name: version
Namespace:
Labels: <none>
Annotations: <none>
API Version: config.openshift.io/v1
Kind: ClusterVersion
#...
Image: quay.io/openshift-release-dev/ocp-

8B 6 E R ES

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

URL:  https://access.redhat.com/errata/RHSA-2023:4456
Version: 4.13.8

History:
Completion Time: 2023-08-17T13:20:21Z
Image: quay.io/openshift-release-dev/ocp-

release@sha256:a956488d295fe5a59c8663a4d9992b9b5d0950f510a7387dbbfb8d20fc5970ce

Started Time: 2023-08-17T12:59:457

State: Completed
Verified: false
Version: 4.13.8
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6 7 = tNEHER
7.0 R mAERRIROR

71 EEFETRRES. BHREASMNERE
BEERT RERRRE. BWREESITNTRES. B4, TENT R EEIH kubelet )R

FeREH
o EAILIFAEA dedicated-admin & &A1) A EEE,

e B% %k OpenShift CLI(0C).

it =
o JSIHEBHMA T RHEMH, REMAL :

I $ oc get nodes

o LZEKEPREANT KM CPUMAEFFERBER
I $ oc adm top nodes

o LUEREET MM CPU MINEERER

I $ oc adm top node my-node

7.2. TROUBLESHOOTING OPERATOR BY/r] i

Operator 2 —##T&. ZHEMEE OpenShift Dedicated NARRFN AL, SAUBEERIMET EH
TREFIABIY B, ®LME OpenShift Dedicated MR FRYZITIENR, FIRBH MBI L FRRAS LR E R
%R, Operator #X1Th FAELE MM EBANTTE, FHATHMMEIRBEETME, MEARRI'E

7 (ngkt s S sk T AR E) .

OpenShift Dedicated 4 85 T —2HERIARI Operator, B I2EEIER TIEFTEHN, XLEIL Operator
9 Cluster Version Operator (CVO) B,

ENEBEER, EAEA OpenShift Dedicated Web 6l & 5k CLI Z2E3E B OperatorHub BIN T2
Operator, #AfE, &7 Operator I HE—NHL MR ZE(E], HEFLWFALARFER, NAERF
Operator B Operator Lifecycle Manager (OLM) #H{TEE,

INSRIBEEI Operator [Al, 1EJLIE Operator T FPRE, KEREEHB Operator pod BRI, FINE
Operator BELLHAITIZH#,

7.2.1. operator 1] AR J A
T AR &S AR R B
R 71T ERR KR
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KR ik

CatalogSourcesUnhealthy RAF@ETH— DS DB KRR,

InstallPlanMissing ER DT IR,
InstallPlanPending RN REIT X IEEREH,
InstallPlanFailed TR B9 &R =11 X R W,
ResolutionFailed T 5] ARG L AR AT SR T

EKIL OpenShift Dedicated &% Operator B Cluster Version Operator (CVO) B, ©
i13%% Subscription %, [ T2 Operator B Operator Lifecycle Manager (OLM)
A &1, ©f 2% Subscription %%,

Hi 5w
o BEREREX

7.2.2. {8 CLI &%& Operator 1T A

I&A LUER CLI &F Operator 1T KR,

SeRFH
o EATLUEAEHR dedicated-admin A& iR EEE,
o B% %k OpenShift CLI(oc).
it 3
1. FH Operator 1T :
I $ oc get subs -n <operator_namespace>
2. {#F oc describe fp 5% Subscription HR :

I $ oc describe sub <subscription_name> -n <operator_namespace>

3. ek, $£E Operator 1T 4R 2 EYH Conditions #f 4. TELL T RAI
#, CatalogSourcesUnhealthy {4 XEVEH false R, R NFTAE R FHBRIREEER :

it Bl

Name: cluster-logging

Namespace: openshift-logging

Labels: operators.coreos.com/cluster-logging.openshift-logging=
Annotations: <none>
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API Version: operators.coreos.com/vialphat
Kind: Subscription

#...
Conditions:
Last Transition Time: 2019-07-29T13:42:57Z
Message: all available catalogsources are healthy
Reason: AllCatalogSourcesHealthy
Status: False
Type: CatalogSourcesUnhealthy
#...

EKIL OpenShift Dedicated &% Operator B Cluster Version Operator (CVO) B, ©
1% Subscription %, [ T2 Operator B Operator Lifecycle Manager (OLM)
&1, ©flEH Subscription X%,

7.2.3. {# A CLI &%& Operator B FXIRIRA
IRETLUER CLI &£ %& Operator B SRIRAPIRA.

FeREZH
A LMFEAEAR dedicated-admin A& iR EEE,

iy =

1. SIS REEPEFIE, Fl0, KLk openshift-marketplace #3422 (6], 1%n 422 (A
FERESCRMBXIR :

42

e B% %k OpenShift CLI(0C).

I $ oc get catalogsources -n openshift-marketplace

it Bl

NAME DISPLAY TYPE PUBLISHER AGE
certified-operators Certified Operators grpc Red Hat  55m
community-operators Community Operators grpc Red Hat 55m
example-catalog Example Catalog grpc  Example Org 2m25s
redhat-marketplace Red Hat Marketplace grpc Red Hat 55m
redhat-operators ~ Red Hat Operators grpc Red Hat 55m

2. {# oc describe M5 RENE * B RIBEHIFEB A ¢

I $ oc describe catalogsource example-catalog -n openshift-marketplace

=1
Name: example-catalog
Namespace: openshift-marketplace
Labels: <none>

Annotations: operatorframework.io/managed-by: marketplace-operator
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target.workload.openshift.io/management: {"effect": "PreferredDuringScheduling"}
API Version: operators.coreos.com/vialphat
Kind: CatalogSource
#...
Status:
Connection State:
Address: example-catalog.openshift-marketplace.svc:50051
Last Connect: 2021-09-09T17:07:35Z
Last Observed State: TRANSIENT_FAILURE
Registry Service:
Created At: 2021-09-09T17:05:45Z
Port: 50051
Protocol: grpc
Service Name: example-catalog
Service Namespace: openshift-marketplace
#...

ELEAIRE YD, REMRIMIRSE TRANSIENT FAILURE, IhiRASRT B FBREILERER
H R A] R,

3. B OIR B SRRy & 22 (R BN pod -

I $ oc get pods -n openshift-marketplace

=1

NAME READY STATUS RESTARTS AGE
certified-operators-cvonn 1/1 Running 0 36m
community-operators-6v8Ip 1/1 Running 0 36m
marketplace-operator-86bfc75f9b-jkgbc 1/1  Running 0 42m
example-catalog-bwt8z 0/1  ImagePullBackOff 0 3m55s
redhat-marketplace-57p8c 1/1 Running 0 36m
redhat-operators-smxx8 1/1 Running 0 36m

EaRZEF PR E RN, fEIZemAZERGHBFKRUE— pod, ERIEAIRAGI
&, example-catalog-bwt8z pod HIRZA 2 ImagePullBackOff, LHIRASRRHIE B RIRIZES|
BHRFE R,

4. {#F oc describe S E pod LUKENE Z1F41E & -

I $ oc describe pod example-catalog-bwt8z -n openshift-marketplace

=1
Name: example-catalog-bwt8z
Namespace: openshift-marketplace
Priority: 0
Node: ci-In-jyryyg2-f76d1-ggdbg-worker-b-vsxjd/10.0.128.2
Events:
Type Reason Age From Message
Normal Scheduled 48s default-scheduler Successfully assigned openshift-

marketplace/example-catalog-bwt8z to ci-In-jyryyf2-f76d1-fgdbg-worker-b-vsxjd
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Normal AddedInterface 47s multus Add eth0 [10.131.0.40/23] from
openshift-sdn

Normal BackOff 20s (x2 over 46s) kubelet Back-off pulling image
"quay.io/example-org/example-catalog:v1"

Warning Failed 20s (x2 over 46s) kubelet Error: ImagePullBackOff
Normal Pulling 8s (x3 over 47s) kubelet Pulling image "quay.io/example-
org/example-catalog:v1"

Warning Failed 8s (x3 over 47s) kubelet Failed to pull image

"quay.io/example-org/example-catalog:v1": rpc error: code = Unknown desc = reading
manifest v1 in quay.io/example-org/example-catalog: unauthorized: access to the requested
resource is not authorized

Warning Failed 8s (x3 over 47s) kubelet Error: ErrlmagePull

FERTEBRAFE G, R R RT B RIRIFRS I BRE R M AR AL A, Hla0, 3R
BIBHR T REF M TER EE K E UL registry H,

HbBER
e gRPC X#Y : EERE
7.2.4. #1f) Operator pod A

B LLFI HHEERE B Operator pod RERE., B4 LUKE AR Operator pod ik,

FeREH
o AILUFEAEAR dedicated-admin & &A1) A EEE,
o APIRZSMARRILUIEE TIE,

o B &% OpenShift CLI (oc)

1. FUHEEEEHIZ1TH Operator, HitH &3E Operator A, ATAMAZITHEER :
I $ oc get clusteroperators

2. HIHTE Operator #p & 22 7] FRZ1THY Operator pod, LA pod K7, ERFER :
I $ oc get pod -n <operator_namespace>

3. K i#4E Operator pod At :

I $ oc describe pod <operator_pod_name> -n <operator_namespace>

7.2.5. & Operator Hi&
INRBE Operator 7], EALIM Operator pod BHEFRE LML EER.
SeREH

o EAILUFAEAR dedicated-admin & &A1) [ EEE,
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B 7 = HEEHRR

API BRZ5IBSR AT LAIE & Tk,
B&% OpenShift CLI(oc).

&% control plane B control plane #2355 £ R E &,

. BUHH7E Operator fp 44 22 (8] FIZ1THY Operator pod, L& pod R, EFFER :

I $ oc get pods -n <operator_namespace>

. ¥ Operator pod BIE :

I $ oc logs pod/<pod_name> -n <operator_namespace>

fNR Operator pod EFE N A2, N LAGSHEE7E—NiER, HPEEE5/)IRNEH. M
5E—L‘§‘%§ 1/jEn_.\:

I $ oc logs pod/<operator_pod_names -c <container_name> -n <operator_namespace>

. IR API TEEETE, 1H#EA SSH REFEA control plane 17 ;)R LB Operator pod 1A 2% H

5. I <master-node>.<cluster_names>.<base domain> & )75& &89 1E,

a. FIHE control plane 17 52 EB pod :

I $ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl pods

b. X F{E{AI% E 7~ Ready KSR Operator pod, AT Pod BIIRE. IF
<operator_pod_id> &ty £ —apmi A7 H# Operator pod ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspectp
<operator_pod_id>

FIH 5 Operator pod XM A2 :

o

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl ps --pod=
<operator_pod_id>

o

. XN FEMAKR LT Ready SR 5HI Operator 2%, HITHRLERRIKS, & <container_id>
Bl E—ShiH A5 HASS ID:

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl inspect
<container_id>

. KEEMEK LT Ready S 5H Operator B2 HE. ¥ <container_id> &l £ —&H 4
H e FI BI85 ID:

0]

$ ssh core@<master-node>.<cluster_name>.<base_domain> sudo crictl logs -f
<container_id>
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2 3

1217 Red Hat Enterprise Linux CoreOS (RHCOS) B OpenShift Dedicated 4
BT mATA, BIKIET Operator N KRN, AEUER SSH 4|
FHT R, EFBIT SSH WK 2 EIERT, 151217 oc adm must gather
MEAM: oc D EEIIRETLURHEVHEIE. B2, R OpenShift
Dedicated API RAJ A, =X kubelet 7EBI7 17 m ETSRIE® T, oc BIENS
ZEIE, FEXMIER T, ATLUER ssh core@<nodes.<cluster_names.
<base_domain> 3 ijj[A] 17 s,

cak

7.3. 1% POD |n] i

OpenShift Dedicated #IF Kubernetes B pod /&, BRFXRMEBEER —EN LN —ITHZ P EEE
pod A 7E OpenShift Dedicated 4 L& Y. EREMBENR/MIEHTT,

HEEXT pod 7, ERSRETRLEIZTT, BERRFRY, HNEISHMIERLE, REREIREA
4, Pod AITE:RHSNRE EMIER, LUEVIFEBR,

BERERE pod I pod IR, MNRALLE pod #ikE, EMER pod BIFERIR A LUR IR E Bi k.
BARHK pod MR, RIFERRSEFZEBITERE. EF pod EHHEBLUK pod IRFAEER.
B Vi as FTHIZITE pod, SiRYE Pod WEREBECE /S 1R A root VilRIABREIEIK pod RENZIZ M|
Elmo

7.3.1. T % pod FEIRARE

pod KGR E EHEERIRTE, FI1E oc get pods HitHHI status FEXHULEE], Pod fiR R SRIEER
%, RERFEIRMLEHE RIS,

THREEHT pod HHRR TR EMRIIR,

& 7.2. Pod B RE
Pod 854K ek
ErrimagePull i P ARG TR 1R

ErrimagePullBa  fH{&3REKN,
ckOff

Errinvalidimage  f8EHKATRTH.
Name

Errimagelnspec & RE R BRI,
t

ErrimageNeverP  PullPolicy % &% NeverPulllmage, BIirE&& B R EE,
ull

ErrRegistryUna %22 M registry IOREFRT, SHILHTTP £5i%,
vailable
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Pod BHRKZ fed

cd

ErrContainerNot {8 ERRERAM pod FRFIEZHKMH kubelet B,
Found

ErrRuninitConta & #1181b KM,
iner

ErrRunContaine  pod MZARZRENR B RINE D,
r

ErrKillContainer %% pod AN LE,

ErrCrashLoopB  &HREX L, kubelet BRARIKEEHE,
ackOff

ErrVerifyNonRo  &FRBHHEK A root HPRIZIT,
ot

ErrCreatePodSa Pod i &0IEEERIY,
ndbox

ErrConfigPodSa Pod A &EREEXE KRS,
ndbox

ErrKillPodSand pod WFEEBRHINZLE,
box

ErrSetupNetwor  RIZ#15A LRI,
k

ErrTeardownNet  M%&%#& 1k K04,
work

7.3.2. 0% pod K&
IRB L) pod IRAEFERRT, AT LUEH pod MEXEBERE, HEFEMFRIE B,

FeREH
o TAILUFAEA dedicated-admin & &A1) [ EE,
e B% %k OpenShift CLI(0C).

o B&ET skopeo,

AR
1 IHEIA -

47



OpenShift Dedicated 4 2 #F

I $ oc project <project_name>

. BIHTEaR R HRIZ4TH pod, MK pod R, ERIRE. EEMER

I $ oc get pods

 BEGREFZEEHNEREERE !

I $ oc status

MRGBBEFANELEEE, it aERERERTMEMEIERSIA.

. RELL Ear et e BRERE A

I $ skopeo inspect docker://<image_reference>

. INREMBGRSIARER, FEHRMEREFTHEIA -

I $ oc edit deployment/my-deployment

. HEREBREREN, RENBIERNE. EHREBLEPE Watch pod BIRT,

=LEHER

I $ oc get pods -w

. REMERERFNEY, UTHS pod KB XEZEIER

I $ oc get events

7.3.3. K07 pod 1A HE

BRI URE pod MIAHEE, UEBSLER pod RUAEXRHESMEIRER, RI\REABRHL, pod
BB KTE pod KL FHAR M.

FRFH

it =

48

Re LIfE R EA dedicated-admin A& i A EE,
AP| BRZS SRR LUIE & T1E,

B &% OpenShift CLI (oc) .

. HHRFE pod WA :

I $ oc logs <pod_name>

. B pod FRIERSRNEE :

I $ oc logs <pod_name> -c <container_name>

LA TEX A A
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FRIERI oc logs ARSI H & B X E B pod A 2R HI stdout BIE BZHMK.
3. K% pod Y /var/log/ FEEH A,
a. 5 pod A /var/log FFIEM B EXHENFEX :

I $ oc exec <pod_name> -- Is -alh /var/log
i Bl

total 124K

drwxr-xr-x. 1 root root 33 Aug 11 11:23 .

drwxr-xr-x. 1 root root 28 Sep 6 2022 ..

-rw-rw----. 1 root utmp 0 Jul 10 10:31 btmp
-rw-r--r--. 1 root root 33K Jul 17 10:07 dnf.librepo.log
-rw-r--r--. 1 root root 69K Jul 17 10:07 dnf.log
-rw-r--r--. 1 root root 8.8K Jul 17 10:07 dnf.rpm.log
-rw-r--r--. 1 root root 480 Jul 17 10:07 hawkey.log
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 lastlog
drwx------ . 2rootroot 23 Aug 11 11:14 openshift-apiserver
drwx------ .2rootroot 6 Jul 10 10:31 private
drwxr-xr-x. 1 root root 22 Mar 9 08:05 rhsm
-rw-rw-r--. 1 root utmp 0 Jul 10 10:31 wtmp

b. &l pod # /var/log FFTEFFE BEXH :

I $ oc exec <pod_name> cat /var/log/<path_to_log>
it Bl

2023-07-10T10:29:38+0000 INFO --- logging initialized ---

2023-07-10T10:29:38+0000 DDEBUG timer: config: 13 ms

2023-07-10T10:29:38+0000 DEBUG Loaded plugins: builddep, changelog, config-
manager, copr, debug, debuginfo-install, download, generate_completion_cache, groups-
manager, needs-restarting, playground, product-id, repoclosure, repodiff, repograph,
repomanage, reposync, subscription-manager, uploadprofile

2023-07-10T10:29:38+0000 INFO Updating Subscription Management repositories.
2023-07-10T10:29:38+0000 INFO Unable to read consumer identity
2023-07-10T10:29:38+0000 INFO Subscription Manager is operating in container mode.
2023-07-10T10:29:38+0000 INFO

c. FIHKEFERSN /varlog P EEMNHEXHMFEX :

I $ oc exec <pod_name> -c <container_name> Is /var/log

d. HiHEERSBTH /varllog PRIESHEEREXXH :

I $ oc exec <pod_name> -c <container_name> cat /var/log/<path_to_log>

7.3.4. Ji[A[i21TH) pod
BRI LUBITFE pod FRETHF shell, @it A% A IRERMZE U7 [H], SRENEEFIEEIZITH pods
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FeREH
o TAILIFEAEA dedicated-admin & &A1) [ EEE,
o APIRZSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

it
1 RS EEEY I pod MUIH, X2LER, E7ocrsh S GAZEER -n BTHEER &

ZE0H] :

I $ oc project <namespace>
2. J55h%E pod BUILE2 shell:

I $ oc rsh <pod_name> ﬂ

ﬂ IR pod EZ 1AL, MRIEFH -c <container_names I5E 7 — 1A%, &l oc rsh &2
INMERSE 1B,

3. JABIE pod RIS ERSRFH—MNZIE shell :
I $ oc rsh -c <container_name> pod/<pod_name>
4. ABE— MmO L RIGEE pod ERIRO :
I $ oc port-forward <pod_name> <host_port>:<pod_port> ﬂ

Q A Ctrl+C REUYH O & &1F,

7.3.5. 55182 H root 1 [T FRAY debug pod

BRI UEF—NENHW pod BEHMEBLE, HNEBERYFTIRE debug pod, pod A @ HE A
FE root fUFRIZ1T, (EIZFTEAIMAT root I pod HATERREHRRIT R E R ERRE A :

FeREH
o TAILUFAEAR dedicated-admin & &A1) [ EEE,
o APIRSSMARRILUIEE TIE,

e B%% OpenShift CLI (oc) .

ik =
1. RIE—NEEEENEA root 1i[RFBREY debug pod.
a. RERIIBERERFR :

I $ oc get deployment -n <project_name>
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b. HRIFEE SN A root IR debug pod:

I $ oc debug deployment/my-deployment --as-root -n <project_name>

2. RIFEEEESNES root 1A RA debug pod.
a. IV EERERE R -

I $ oc get deploymentconfigs -n <project_name>

b. IRIFHERE, FA root fUR/EEN debug pod:

I $ oc debug deploymentconfig/my-deployment-configuration --as-root -n <project_name>

i
Gk

K el LY -- <command> M INEIRTER oc debug a5, LAETE debug pod FIZ{TH
e, MAZEZEITRER shell,

_>5

7.3.6. X EHIZ pod FM1AE, HM pod HASEHEH
A LU SR HIE] pod UM pod B, BUIAERBERSIKEILEIER

FeREH
o AILUFEAEA dedicated-admin & &A1) A EEE,
o APIRZSMARRILUIEE TIE,

e B%% OpensShift CLI (oc) .

Pk
1 B HEHER pod:

I $ oc cp <local_path> <pod_name>:/<path> -c <container_name> ﬂ

@ REAEE T, NREE pod MEIE—PEER,

2. M pod EHIH4 -
I $ oc cp <pod_name>:/<path> -c <container_name> <local_path> ﬂ

@ nREAEE T, NKREE pod REIE—PEER,

) EfF occp EET/E, BEsARNIIA tar,

7.4. FHEA IS PR HERR
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7.4.1. fRR S MR

LT s BRI B IL BN K AT, TR ER & AT s EDE B DAY ReadWriteOnce(RWO)E, LAE# I EE B 5 — 17 s £
pod &,

B2, AETRETEFT T mAp 3, B R WA T s JT A BN IR 45
& T — multi-attach 5% :

i th o Bl

Unable to attach or mount volumes: unmounted volumes=[sso-mysql-pvol], unattached volumes=
[sso-mysql-pvol default-token-x4rzc]: timed out waiting for the condition

Multi-Attach error for volume "pvc-8837384d-69d7-40b2-b2e6-5df86943eef9" Volume is already used
by pod(s) sso-mysql-1-ns6b4

AR
EHR multi-attach [ IEFERAUTERAARC—

o (M RWX &2 H% MM,
X F RS EAFE AR R A R BT LUE A ReadWriteMany(RWX) % LABA 1E % Mt 10515,

o fHA RWO B, k& s BREXFE T
X FARZHE RWX BI7EHE, 30 VMware vSphere, 2 N EH RWO %, B2, RWO BT EEHE
E2(NRED =W =N

INREBEH A RWO BRZMAHEIRER, 15 mBITE R A ARIREI T R EMIBR pod, LULEEFEX
RITENEPNBIEERR, PIEMRMEISE S,

I $ oc delete pod <old_pod> --force=true --grace-period=0

ZEBRRE 6 D HEMIFRIL T RARARIE T R EBE,

7.5. & b 128 n]

OpenShift Dedicated @F—NIECE. TiL&EMNBHRBHEIEHER, WO TEEGIRE LI, &
OpenShift Dedicated 4 A1, SEEFEIE 0 AT LALFEMEHH F 7 E BT B 5 A R 2,

SR H IR AR, IEE RS TR
o MECHIEIATHA,
® Prometheus HEXERELZE A,

e KubePersistentVolumeFillingUp ZR1IE7Ef A4 Prometheus.

7.5 HER A E XHIBERS T ANEREE

@it ServiceMonitor BTiR, AT LARETE sN{RI 8 A AR 7 RE LR B AR B9AR S5 R FFBYEE TR, SIREAET
ServiceMonitor %R, {EFEIETE Metrics Ul B EMEIXS N BYIEDE, TERIZRIZHATRE S IR IF,

FeREH
o AILUFAEAR dedicated-admin & &A1) A EEE,
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o B% %k OpenShift CLI(0c).
o MENAFENMIEHAHEE T L

e RENIET ServiceMonitor i,

1. 7EAR5%0 ServiceMonitor 55iRED & PR B X MRS 2 & TR,
a. REVARSS HE LB, LATRRBITE ns1 1B &1l prometheus-example-app AR5 :

I $ oc -n ns1 get service prometheus-example-app -0 yaml

it Bl

labels:
app: prometheus-example-app

b. % ServiceMonitor % JREZE 8 matchLabels & X 2 &5 £ — % bR 5 H i,
T RBITE ns1 TiE &1 prometheus-example-monitor AR5 12285 :

I $ oc -n ns1 get servicemonitor prometheus-example-monitor -o yaml

it Bl

apiVersion: vi
kind: ServiceMonitor
metadata:
name: prometheus-example-monitor
namespace: nsi
spec:
endpoints:
- interval: 30s
port: web
scheme: http
selector:
matchLabels:
app: prometheus-example-app

ca

B LN EBUIE EEN R A E R EIRSS N ServiceMonitor FRTT

o

&3

o

2. 1f openshift-user-workload-monitoring i1 B ##:# Prometheus Operator IH .

a. 3 openshift-user-workload-monitoring 1 B F7#J Pod :

I $ oc -n openshift-user-workload-monitoring get pods

it Bl
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NAME READY STATUS RESTARTS AGE
prometheus-operator-776fcbbd56-2nbfm 2/2  Running 0 132m
prometheus-user-workload-0 5/5 Running 1 132m
prometheus-user-workload-1 5/5 Running 1 132m
thanos-ruler-user-workload-0 3/3 Running 0 132m
thanos-ruler-user-workload-1 3/3 Running 0 132m

b. M prometheus-operator Pod 8 prometheus-operator Z23iKEXHE. £ TRAI
H, Pod %} prometheus-operator-776fcbbd56-2nbfm :

$ oc -n openshift-user-workload-monitoring logs prometheus-operator-776fcbbd56-
2nbfm -c prometheus-operator

SNRARSS iR I A, BEAREEERURFREER

level=warn ts=2020-08-10T11:48:20.906739623Z caller=operator.go:1829
component=prometheusoperator msg="skipping servicemonitor" error="it accesses file
system via bearer token file which Prometheus specification prohibits”
servicemonitor=eagle/eagle namespace=openshift-user-workload-monitoring
prometheus=user-workload

3. 7£ OpenShift Dedicated Web 12#il& Ul ) Metrics B¥r T1E H & EH MG = 0 B RRE.

a. &3xkE| OpenShift Dedicated web #2#l&, # A Administrator Yl #H) Observe -
Targets,

b. FEFIRFFEEIEIRHS, FE Status I EFEBIRMRS.
c. IR Status 7y Down, mimmAH) URL & ZIEFRBIRM Target Details TEMNESZEL.

4. 7f openshift-user-workload-monitoring i1 E #-5 Prometheus Operator E2i& debug 251
B&ILx.

a. 1f openshift-user-workload-monitoring i B #4755 user-workload-monitoring-config
ConfigMap %4 :

I $ oc -n openshift-user-workload-monitoring edit configmap user-workload-monitoring-
config

b. 7£ data/config.yaml & prometheusOperator 5/l logLevel: debug, ¥ BEHKFIEE N
debug :

apiVersion: vi
kind: ConfigMap
metadata:

name: user-workload-monitoring-config

namespace: openshift-user-workload-monitoring
data:

config.yaml: |

prometheusOperator:
logLevel: debug

#...

c. RITFXHLAGRZ £,
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EN B BENHIERE, openshift-user-workload-monitoring 71 B 1 #
prometheus-operator R HE A,

d. #i\ debug BEH I 2 FHE openshift-user-workload-monitoring 7 B 89
prometheus-operator & :

$ oc -n openshift-user-workload-monitoring get deploy prometheus-operator -o yaml |
grep "log-level"

=1
I - -log-level=debug

Debug 2% 5 B &1t 4% E R Prometheus Operator & HBIRFA i A,

e. & prometheus-operator Pod & IE1EIZ1T ¢
I $ oc -n openshift-user-workload-monitoring get pods

L

MBEEBEMSFHES T — MR Prometheus Operator loglevel &, I
prometheus-operator Pod RIRE T AR TN E

f. &%& debug B, LLT#E Prometheus Operator @& E{# F ServiceMonitor 75iR, &Z&H
SRR E AR X R,

HiBR
o OIEMAE NI R BT
o INFEAXRINEAIEIRSS WIEEN pod WniE BIFAMER, 1ES I8 E MR 2RSS

o EZ[H REEIRBIREIIFAIER

7.5.2. i3} 1t 4 Prometheus JH3E K EREEL 20 H]

FFANA R LME RBEX R Ve E LB M. BENRENHESBUHNAREREN N, BETR
HETTRENBMERINIREERM. B, customer_id BHEAHE, REANECELRL N ATEERIE.

B O ER R EX AW —HEFRFI, EREPERTFSRAERM AT S BT O A 778 E H I
EBULM, XETBERFINN Prometheus t8E, FHFEREMWA 22,

Y Prometheus JBFEXERAR, EATLUFERUTAEE

o {#fd Prometheus HTTP API {e &N B FFFIEBHRFE (TSDBYRE, LT A XL Z 8RS
FFEIHBENESER., XIFHEEEHEE QRN

o RAIFABENENTHNE,
o EEDOIEMME—IFFIIME, EW LU 2 ECL P E BRI RAE B MR E
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ﬁ E,E
 EEEE— AR T A B T B - (E A S SR,
o NHEILER SR XL HFE HR IR R BISR SCHERRG, X R S AL,

FeREH
o AILIFAEAR dedicated-admin & &A1) A EEE,

o B% %k OpenShift CLI(oc).

pri% =
1. £ Administrator &, # AZF| Observe - Metrics,

2. 7E Expression FE&H%i A Prometheus Query Language (PromQL) &ifl, U TFRAEIEIHEENTF
A TR S RS ML 22 R HRE R = R 1R 1T

o FTZETUTEN, EALLAMEASRSRIVIAIEEI+NEL

topk(10, max by(namespace, job) (topk by(namespace, job) (1,
scrape_samples_post_metric_relabeling)))

o EITIZITUTEN, EALLETIRMITEL—/NYRAET RS HFENEHER+NEL, M
¥k AR KB FFE 5

I topk(10, sum by(namespace, job) (sum_over_time(scrape_series_added[1h])))

3. MNRIEIHREVRAIB AT, HREDEAEITHARAERE EHE

o MBEEISH/ENNTBEX, HEELERATNIENENEIRE-EY., eih@IrNE
REA8 Prometheus & P imE L, ZRREITRE 5 ARNRAEBHERE.

o MRIEITS OpenShift Dedicated BB MX, EELLIEE | | Wb LOE—NMIIEX
R,

4. LA dedicated-admin 519 &kEf, RIBLLTSIRER Prometheus HTTP APl &%& TSDB R4 :

. IBTLUT 895 £ KEX Prometheus API B&H URL :

I $ HOST=$(oc -n openshift-monitoring get route prometheus-k8s -ojsonpath={.spec.host})

T TS ERENE MRS

fE{

I $ TOKEN=$(oc whoami -t)

c. IB{TLAT 44, i Prometheus B9 TSDB IR :
I $ curl -H "Authorization: Bearer $TOKEN" -k "https://$HOST/api/v1/status/tsdb"
=1

I "status": "success","data":{"headStats":{"numSeries":507473,
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"numLabelPairs":19832,"chunkCount":946298,"minTime":1712253600010,
"maxTime":1712257935346},"seriesCountByMetricName":
[{"name":"etcd_request_duration_seconds_bucket","value":51840},
{"name":"apiserver_request_sli_duration_seconds_bucket","value":47718},

HithBR
o MFARMME HERBURPIRGIFOBZBXERAMNBNFE, HSH VA E LI E RERR
{5 BR !

7.5.3. f#;% Prometheus fJ KubePersistentVolumeFillingUp 2 fill & B9[] &

ERNEREER, MALUENT Prometheus it X B KubePersistentVolumeFillingUp 4k,

4 openshift-monitoring 71 B H#J prometheus-k8s 114 pod FEAMIIF A& (PV)I, *EZEREMA
3%, XAHESE Prometheus IE® IEH TE,

A=
AW KubePersistentVolumeFillingUp Z1 :

o Critical & : BEHM PV /INTF 3% MEREE, SMLES
severity="critical" I1ZBZH,

o THEMR  UHEEMPVMLEEET 5% K, KA THA severity="warning"
WERER, BHEATE MR NIEH,

ERRIXANA L, EE LUMIER Prometheus I [A] R FI R ZE (TSDB)H 3k h PV G 8 % 22 A,

FeREH
o AILUFAEA dedicated-admin & &A1) A EEE,
e B% %k OpenShift CLI(oc).
pi% =
1. BITUTHS, FIHFATE TSDB 3K/, MEIENIISFHE :

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
-c prometheus --image=$(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \

-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \
-- sh -¢ 'cd /prometheus/;du -hs $(Is -dt */ | grep -Eo "[0-9|A-Z]{26}")'

‘—} <prometheus_k8s_pod_name > ##t 7 KubePersistentVolumeFillingUp &z it
TIEEU B pod,

it Bl

308M 01HVKMPKQWZYWS8WVDAYQHNMW6
52M 01HVK64DTDA81799TBROQDECEZ
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102M 01HVK64DS7TRZRWF2756KHST5X
140M  01HVJS59K11FBVAPVY57K88Z11

90M  01HVH2A5Z58SKT810EM6B9ATS0
152M  01HV8ZDVQMX41MKCN84S32RRZ1
354M  01HV6Q2N26BK63G4RYTST71FBF
156M  01HV664H9J9Z1FTZD73RD1563E
216M 01HTHXB60A7F239HN7S2TENPNS
104M  01HTHMGRXGSOWXA3WATRXHR36B

2. HAERTLAMBRIBL I AR % Dk, REMBRE, LATFRBIE4 M prometheus-k8s-0 pod At Bk
=1 &IBH Prometheus TSDB 3t :

$ oc debug prometheus-k8s-0 -n openshift-monitoring \

-¢c prometheus --image=$(oc get po -n openshift-monitoring prometheus-k8s-0 \
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') \

-- sh -c 'ls -latr /prometheus/ | egrep -o "[0-9]A-Z]{26}" | head -3 | \

while read BLOCK; do rm -r /prometheus/$BLOCK; done'

3. BITUTHS, SRR PV NERAHBERERWH T AZEH :

$ oc debug <prometheus_k8s_pod_name> -n openshift-monitoring \ﬂ
--image=%(oc get po -n openshift-monitoring <prometheus_k8s_pod_name> \g
-0 jsonpath="{.spec.containers[?(@.name=="prometheus")].image}') -- df -h /prometheus/

—f <prometheus_k8s_pod_name > &1}y KubePersistentVolumeFillingUp Zfi 5t
TIEEU B pod,

LUFRBIE R T B prometheus-k8s-0 pod FBEARIHEH M PV, 1% pod R4 63% :

it Bl

Starting pod/prometheus-k8s-0-debug-j82w4 ...
Filesystem  Size Used Avail Use% Mounted on
/dev/invmeOnip4 40G 15G 40G 37% /prometheus

Removing debug pod ...

Z W OPENSHIFT CLI (oc) |n]

7.6.1. T fi# OpenShift CLI (oc) H&EZLH|
5 OpenShift CLI (oc), RETLAMZAimAIEN FFRFFH B OpenShift Dedicated T H,

IMRBINEFEE T oc B, F oc HELAIRE MK APIER. API N R MSENRB curl iE
KRB, XIRETHEN oc DSNEZREER, UREBET EHIENAT,

oc BEHABEEM1E10, TXRIRMT oc BEIFIR KR EHd,

5 7.3. OpenShift CLI (oc) BEZS
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B&EZ5 ek

185 RBANEFILEE stderr,

6 4 stderr 1I3% APl 1E K,

7 15 AP R FIRL LK B stderr,

8 L3R APLIER, FRSLHIEST, LA API I R FRSK I IE S stderr,

9 ILRBER APHER, RLMIES, AP FRAFIES, LAK curl iEKE stderr,

10 ILRER APHER, $RLMIES, AP FRLFIES, L% curl i5KE] stderr, 103K

E’J{I:l ISNIN %iié&lo

7.6.2. #§ 7 OpenShift CLI (oc) HE&EZLH|
A LGRS IRE A S B R FIEFEE OpenShift CLI (oc) AR,

OpenShift Dedicated Fi A BIRIESHEEE S ETTICKM curl FKA, AT UFShikERHFIA - #Y
KEDHE, LMEENIN oc HMIKEZHREMENAENEH,

FRFH

e % OpenShift CLI (oc) .

it =

[ J
Ff‘\l-

11T oc B BIN1EE oc HELA -
I $ oc <commands --loglevel <log_level>

Her:

<command>
BEEREE TS,
<log_level>

*E'Eggﬁq EJ e ] E’J H /L.\ﬁﬁ”
o TIRINEAEIAIMKIESH, Fi2TUTHRS :

I $ oc whoami -t
Ll N

I sha256~RCV3Qcn7H-OEfqQCGVIOCvNnZ6...

7.7. OPENSHIFT DEDICATED ZE %R
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7.7.1. {5

LA T B Service Reliability Engineering Platform (SRE-P)FIIA\ B2 SR BIFRAE iR, BRI 2
MBI LETIR, RNXEMATRERSREHTIEE,

7.7.2. Hive SE%®R

BATFFIR G R T B OpenShift Hive EIEH) OpenShift Dedicated %R, EIEFREBEE RS, BT %X
LEHA A A2 B9 OpenShift Container Platform BiR4b, XL FTRIAMRS . OpenShift Hive 22t R AR
& OpenShift Dedicated FREFHI—E M., F1Z8BiF OpenShift Cluster Manager % OpenShift Dedicated
HRHEITEN, LUE OpenShift Cluster Manager #1 Hive B, #1&R OpenShift Cluster Manager 3%
BRI ETR, 15K ocm-feedback@redhat.com,
- namespace: openshift-monitoring
name: managed-namespaces
- namespace: openshift-monitoring
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-code
- namespace: openshift-monitoring

Bl 7.1. Hive REBTRSIER
Resources:
ConfigMap:
- namespace: openshift-config
name: rosa-brand-logo
- namespace: openshift-console
name: custom-logo
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-config
- namespace: openshift-file-integrity
name: fr-aide-conf
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-config
- namespace: openshift-monitoring
name: cluster-monitoring-config
name: ocp-namespaces
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-code
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-trusted-ca-bundle
name: sre-ebs-iops-reporter-trusted-ca-bundle
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-code
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-trusted-ca-bundle
- namespace: openshift-security
name: osd-audit-policy
- namespace: openshift-validation-webhook
name: webhook-cert
- namespace: openshift
name: motd

Endpoints:
- namespace: openshift-deployment-validation-operator
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name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning
name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
Namespace:
- name: dedicated-admin
- name: openshift-addon-operator
- name: openshift-aqua
- name: openshift-aws-vpce-operator
- name: openshift-backplane
- name: openshift-backplane-cee
- name: openshift-backplane-csa
- name: openshift-backplane-cse
- name: openshift-backplane-csm
- name: openshift-backplane-managed-scripts
- name: openshift-backplane-mobb
- name: openshift-backplane-srep
- name: openshift-backplane-tam
- name: openshift-cloud-ingress-operator
- name: openshift-codeready-workspaces
- name: openshift-compliance
- name: openshift-compliance-monkey
- name: openshift-container-security
- name: openshift-custom-domains-operator
- name: openshift-customer-monitoring
- name: openshift-deployment-validation-operator
- name: openshift-managed-node-metadata-operator
- name: openshift-file-integrity
- name: openshift-logging
- name: openshift-managed-upgrade-operator
- name: openshift-must-gather-operator
- name: openshift-observability-operator
- name: openshift-ocm-agent-operator
- name: openshift-operators-redhat
- name: openshift-osd-metrics
- name: openshift-rbac-permissions
- name: openshift-route-monitor-operator
- name: openshift-scanning
- name: openshift-security
- name: openshift-splunk-forwarder-operator
- name: openshift-sre-pruning
- name: openshift-suricata
- name: openshift-validation-webhook
- name: openshift-velero
- name: openshift-monitoring
- name: openshift
- name: openshift-cluster-version
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- name: keycloak
- name: goalert
- name: configure-goalert-operator
ReplicationController:
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-1
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-1
Secret:
- namespace: openshift-authentication
name: v4-0-config-user-idp-0-file-data
- namespace: openshift-authentication
name: v4-0-config-user-template-error
- namespace: openshift-authentication
name: v4-0-config-user-template-login
- namespace: openshift-authentication
name: v4-0-config-user-template-provider-selection
- namespace: openshift-config
name: htpasswd-secret
- namespace: openshift-config
name: osd-oauth-templates-errors
- namespace: openshift-config
name: osd-oauth-templates-login
- namespace: openshift-config
name: osd-oauth-templates-providers
- namespace: openshift-config
name: rosa-oauth-templates-errors
- namespace: openshift-config
name: rosa-oauth-templates-login
- namespace: openshift-config
name: rosa-oauth-templates-providers
- namespace: openshift-config
name: support
- namespace: openshift-config
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-ingress
name: tony-devlab-primary-cert-bundle-secret
- namespace: openshift-kube-apiserver
name: user-serving-cert-000
- namespace: openshift-kube-apiserver
name: user-serving-cert-001
- namespace: openshift-monitoring
name: dms-secret
- namespace: openshift-monitoring
name: observatorium-credentials
- namespace: openshift-monitoring
name: pd-secret
- namespace: openshift-scanning
name: clam-secrets
- namespace: openshift-scanning
name: logger-secrets
- namespace: openshift-security
name: splunk-auth
ServiceAccount:

- namespace: openshift-backplane-managed-scripts
name: osd-backplane
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- namespace: openshift-backplane-srep
name: 6804d07fb268b8285b023bcf65392f0e
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-custom-domains-operator
name: custom-domains-operator
- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: configure-alertmanager-operator
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator
- namespace: openshift-rbac-permissions
name: rbac-permissions-operator
- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-scanning
name: logger-sa
- namespace: openshift-scanning
name: scanner-sa
- namespace: openshift-sre-pruning
name: sre-pruner-sa
- namespace: openshift-suricata
name: ids-test
- namespace: openshift-suricata
name: suricata-sa
- namespace: openshift-validation-webhook
name: validation-webhook
- namespace: openshift-velero
name: managed-velero-operator
- namespace: openshift-velero
name: velero
- namespace: openshift-backplane-srep
name: UNIQUE_BACKPLANE_SERVICEACCOUNT_ID
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Service:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-scanning

name: loggerservice
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-validation-webhook
name: validation-webhook
AddonOperator:
- name: addon-operator
ValidatingWebhookConfiguration:
- name: sre-hiveownership-validation
- name: sre-namespace-validation
- name: sre-pod-validation
- name: sre-prometheusrule-validation
- name: sre-regular-user-validation
- name: sre-scc-validation
- name: sre-techpreviewnoupgrade-validation
DaemonSet:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-scanning
name: logger
- namespace: openshift-scanning
name: scanner
- namespace: openshift-security
name: audit-exporter
- namespace: openshift-suricata
name: suricata
- namespace: openshift-validation-webhook
name: validation-webhook
DeploymentConfig:
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterRoleBinding:
- name: aqua-scanner-binding
- name: backplane-cluster-admin
- name: backplane-impersonate-cluster-admin
- name: bz1980755
- name: configure-alertmanager-operator-prom
- name: dedicated-admins-cluster
- name: dedicated-admins-registry-cas-cluster
- name: logger-clusterrolebinding
- name: openshift-backplane-managed-scripts-reader
- name: osd-cluster-admin
- name: osd-cluster-ready
- name: osd-delete-backplane-script-resources
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- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

osd-delete-ownerrefs-serviceaccounts
osd-patch-subscription-source
osd-rebalance-infra-nodes
pcap-dedicated-admins
splunk-forwarder-operator
splunk-forwarder-operator-clusterrolebinding
sre-pod-network-connectivity-check-pruner
sre-pruner-buildsdeploys-pruning

velero

webhook-validation

ClusterRole:

- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:
- hame:

backplane-cee-readers-cluster
backplane-impersonate-cluster-admin
backplane-readers-cluster
backplane-srep-admins-cluster
backplane-srep-admins-project

bz1980755
dedicated-admins-aggregate-cluster
dedicated-admins-aggregate-project
dedicated-admins-cluster
dedicated-admins-manage-operators
dedicated-admins-project
dedicated-admins-registry-cas-cluster
dedicated-readers

image-scanner

logger-clusterrole
openshift-backplane-managed-scripts-reader
openshift-splunk-forwarder-operator
osd-cluster-ready
osd-custom-domains-dedicated-admin-cluster
osd-delete-backplane-script-resources
osd-delete-backplane-serviceaccounts
osd-delete-ownerrefs-serviceaccounts
osd-get-namespace
osd-netnamespaces-dedicated-admin-cluster
osd-patch-subscription-source
osd-readers-aggregate
osd-rebalance-infra-nodes

osd-rebalance-infra-nodes-openshift-pod-rebalance

pcap-dedicated-admins
splunk-forwarder-operator
sre-allow-read-machine-info
sre-pruner-buildsdeploys-cr
webhook-validation-cr

RoleBinding:
- namespace: kube-system

name:

cloud-ingress-operator-cluster-config-v1-reader

- namespace: kube-system

name: managed-velero-operator-cluster-config-vi-reader

- namespace: openshift-aqua

name:

dedicated-admins-openshift-aqua

- namespace: openshift-backplane-managed-scripts

name:

backplane-cee-mustgather

- namespace: openshift-backplane-managed-scripts

name:

backplane-srep-mustgather

- namespace: openshift-backplane-managed-scripts
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name: osd-delete-backplane-script-resources
- namespace: openshift-cloud-ingress-operator

name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-codeready-workspaces

name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config

name: dedicated-admins-project-request

- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-custom-domains-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-image-registry
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
- namespace: openshift-logging
name: admin-dedicated-admins
- namespace: openshift-logging
name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-logging
name: openshift-logging-dedicated-admins
- namespace: openshift-logging
name: openshift-logging:serviceaccounts:dedicated-admin
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: sre-ebs-iops-reporter-read-machine-info
- namespace: openshift-machine-api
name: sre-stuck-ebs-vols-read-machine-info
- namespace: openshift-managed-node-metadata-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
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name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-must-gather-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-network-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-ocm-agent-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-operators-redhat
name: admin-dedicated-admins
- namespace: openshift-operators-redhat
name: admin-system:serviceaccounts:dedicated-admin
- namespace: openshift-operators-redhat
name: openshift-operators-redhat-dedicated-admins
- namespace: openshift-operators-redhat
name: openshift-operators-redhat:serviceaccounts:dedicated-admin
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-route-monitor-operator
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-scanning
name: scanner-rolebinding
- namespace: openshift-security
name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security
name: prometheus-k8s
- namespace: openshift-splunk-forwarder-operator
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name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-suricata
name: suricata-rolebinding
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-config-create
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-uwm-config-edit
- namespace: openshift-user-workload-monitoring

name: dedicated-admins-uwm-managed-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: osd-rebalance-infra-nodes-openshift-pod-rebalance
- namespace: openshift-velero
name: prometheus-k8s
Role:
- namespace: kube-system
name: cluster-config-v1i-reader
- namespace: kube-system
name: cluster-config-v1-reader-cio
- namespace: openshift-aqua
name: dedicated-admins-openshift-aqua
- namespace: openshift-backplane-managed-scripts
name: backplane-cee-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: backplane-srep-pcap-collector
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-codeready-workspaces
name: dedicated-admins-openshift-codeready-workspaces
- namespace: openshift-config
name: dedicated-admins-project-request
- namespace: openshift-config
name: dedicated-admins-registry-cas-project
- namespace: openshift-config
name: muo-pullsecret-reader
- namespace: openshift-config
name: oao-openshiftconfig-reader
- namespace: openshift-config
name: osd-cluster-ready
- namespace: openshift-customer-monitoring
name: dedicated-admins-openshift-customer-monitoring
- namespace: openshift-customer-monitoring
name: prometheus-k8s-openshift-customer-monitoring
- namespace: openshift-dns
name: dedicated-admins-openshift-dns
- namespace: openshift-dns
name: osd-rebalance-infra-nodes-openshift-dns
- namespace: openshift-ingress-operator
name: cloud-ingress-operator
- namespace: openshift-ingress
name: cloud-ingress-operator
- namespace: openshift-kube-apiserver
name: cloud-ingress-operator
- namespace: openshift-machine-api
name: cloud-ingress-operator
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- namespace: openshift-logging
name: dedicated-admins-openshift-logging
- namespace: openshift-machine-api
name: osd-cluster-ready
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
name: dedicated-admins-openshift-marketplace
- namespace: openshift-monitoring
name: backplane-cee
- namespace: openshift-monitoring
name: muo-monitoring-reader
- namespace: openshift-monitoring
name: oao-monitoring-manager
- namespace: openshift-monitoring
name: osd-cluster-ready
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes-openshift-monitoring
- namespace: openshift-must-gather-operator
name: backplane-cee-mustgather
- namespace: openshift-must-gather-operator
name: backplane-srep-mustgather
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-operators
name: dedicated-admins-openshift-operators
- namespace: openshift-osd-metrics
name: prometheus-k8s
- namespace: openshift-rbac-permissions
name: prometheus-k8s
- namespace: openshift-scanning
name: scanner-role
- namespace: openshift-security
name: osd-rebalance-infra-nodes-openshift-security
- namespace: openshift-security
name: prometheus-k8s
- namespace: openshift-suricata
name: suricata-role
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-create-cm
- namespace: openshift-user-workload-monitoring
name: dedicated-admins-user-workload-monitoring-manage-am-secret
- namespace: openshift-user-workload-monitoring
name: osd-rebalance-infra-nodes-openshift-user-workload-monitoring
- namespace: openshift-velero
name: prometheus-k8s
Crondob:
- namespace: openshift-backplane-managed-scripts
name: osd-delete-backplane-script-resources
- namespace: openshift-backplane-srep
name: osd-delete-ownerrefs-serviceaccounts
- namespace: openshift-backplane
name: osd-delete-backplane-serviceaccounts
- namespace: openshift-machine-api
name: osd-disable-cpms
- namespace: openshift-marketplace
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name: osd-patch-subscription-source
- namespace: openshift-monitoring
name: osd-rebalance-infra-nodes
- namespace: openshift-network-diagnostics
name: sre-pod-network-connectivity-check-pruner
- namespace: openshift-sre-pruning
name: builds-pruner
- namespace: openshift-sre-pruning
name: bz1980755
- namespace: openshift-sre-pruning
name: deployments-pruner
- namespace: openshift-suricata
name: ids-tester
Job:
- namespace: openshift-monitoring
name: osd-cluster-ready
CredentialsRequest:
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-aws
- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-credentials-gcp
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-aws-credentials
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols-aws-credentials
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-aws
- namespace: openshift-velero
name: managed-velero-operator-iam-credentials-gcp
APIScheme:
- namespace: openshift-cloud-ingress-operator
name: rh-api
PublishingStrategy:
- namespace: openshift-cloud-ingress-operator
name: publishingstrategy
ScanSettingBinding:
- namespace: openshift-compliance
name: fedramp-high-ocp
- namespace: openshift-compliance
name: fedramp-high-rhcos
ScanSetting:
- namespace: openshift-compliance
name: osd
TailoredProfile:
- namespace: openshift-compliance
name: rhcos4-high-rosa
OAuth:
- name: cluster
EndpointSlice:
- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-metrics-rhtwg
- namespace: openshift-monitoring
name: sre-dns-latency-exporter-4cw9r
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter-6tx5g
- namespace: openshift-monitoring



name: sre-stuck-ebs-vols-gmdhs

- namespace: openshift-scanning
name: loggerservice-zprbq

- namespace: openshift-security
name: audit-exporter-ngfdk

- namespace: openshift-validation-webhook
name: validation-webhook-97b8t

Filelntegrity:

- namespace: openshift-file-integrity
name: osd-fileintegrity

MachineHealthCheck:

- namespace: openshift-machine-api
name: srep-infra-healthcheck

- namespace: openshift-machine-api
name: srep-metal-worker-healthcheck

- namespace: openshift-machine-api
name: srep-worker-healthcheck

MachineSet:

- namespace: openshift-machine-api
name: sbasabat-mc-ghgkn-infra-us-east-1a

- namespace: openshift-machine-api

name: sbasabat-mc-ghgkn-worker-us-east-1a

ContainerRuntimeConfig:

- name: custom-crio

KubeletConfig:

- name: custom-kubelet

MachineConfig:

- name: 00-master-chrony

- name: 00-worker-chrony

SubjectPermission:

- namespace: openshift-rbac-permissions
name: backplane-cee

- namespace: openshift-rbac-permissions
name: backplane-csa

- namespace: openshift-rbac-permissions
name: backplane-cse

- namespace: openshift-rbac-permissions
name: backplane-csm

- namespace: openshift-rbac-permissions
name: backplane-mobb

- namespace: openshift-rbac-permissions
name: backplane-srep

- namespace: openshift-rbac-permissions
name: backplane-tam

- namespace: openshift-rbac-permissions
name: dedicated-admin-serviceaccounts

- namespace: openshift-rbac-permissions

name: dedicated-admin-serviceaccounts-core-ns

- namespace: openshift-rbac-permissions
name: dedicated-admins

- namespace: openshift-rbac-permissions
name: dedicated-admins-alert-routing-edit

- namespace: openshift-rbac-permissions
name: dedicated-admins-core-ns

- namespace: openshift-rbac-permissions

name: dedicated-admins-customer-monitoring
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- namespace: openshift-rbac-permissions
name: osd-delete-backplane-serviceaccounts
Velerolnstall:
- namespace: openshift-velero
name: cluster
PrometheusRule:
- namespace: openshift-monitoring
name: rhmi-sre-cluster-admins
- namespace: openshift-monitoring
name: rhoam-sre-cluster-admins
- namespace: openshift-monitoring
name: sre-alertmanager-silences-active
- namespace: openshift-monitoring
name: sre-alerts-stuck-builds
- namespace: openshift-monitoring
name: sre-alerts-stuck-volumes
- namespace: openshift-monitoring
name: sre-cloud-ingress-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-avo-pendingacceptance
- namespace: openshift-monitoring
name: sre-configure-alertmanager-operator-offline-alerts
- namespace: openshift-monitoring
name: sre-control-plane-resizing-alerts
- namespace: openshift-monitoring
name: sre-dns-alerts
- namespace: openshift-monitoring
name: sre-ebs-iops-burstbalance
- namespace: openshift-monitoring
name: sre-elasticsearch-jobs
- namespace: openshift-monitoring
name: sre-elasticsearch-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-excessive-memory
- namespace: openshift-monitoring
name: sre-fr-alerts-low-disk-space
- namespace: openshift-monitoring
name: sre-haproxy-reload-fail
- namespace: openshift-monitoring
name: sre-internal-slo-recording-rules
- namespace: openshift-monitoring
name: sre-kubequotaexceeded
- namespace: openshift-monitoring
name: sre-leader-election-master-status-alerts
- namespace: openshift-monitoring
name: sre-managed-kube-apiserver-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-controller-manager-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-kube-scheduler-missing-on-node
- namespace: openshift-monitoring
name: sre-managed-node-metadata-operator-alerts
- namespace: openshift-monitoring
name: sre-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-managed-upgrade-operator-alerts
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- namespace: openshift-monitoring
name: sre-managed-velero-operator-alerts
- namespace: openshift-monitoring
name: sre-node-unschedulable
- namespace: openshift-monitoring
name: sre-oauth-server
- namespace: openshift-monitoring
name: sre-pending-csr-alert
- namespace: openshift-monitoring
name: sre-proxy-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-pruning
- namespace: openshift-monitoring
name: sre-pv
- namespace: openshift-monitoring
name: sre-router-health
- namespace: openshift-monitoring
name: sre-runaway-sdn-preventing-container-creation
- namespace: openshift-monitoring
name: sre-slo-recording-rules
- namespace: openshift-monitoring
name: sre-telemeter-client
- namespace: openshift-monitoring
name: sre-telemetry-managed-labels-recording-rules
- namespace: openshift-monitoring
name: sre-upgrade-send-managed-notification-alerts
- namespace: openshift-monitoring
name: sre-uptime-sla
ServiceMonitor:
- namespace: openshift-monitoring
name: sre-dns-latency-exporter
- namespace: openshift-monitoring
name: sre-ebs-iops-reporter
- namespace: openshift-monitoring
name: sre-stuck-ebs-vols
ClusterUrlMonitor:
- namespace: openshift-route-monitor-operator
name: api
RouteMonitor:
- namespace: openshift-route-monitor-operator
name: console
NetworkPolicy:
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-insights
- namespace: openshift-deployment-validation-operator
name: allow-from-openshift-olm
ManagedNotification:
- namespace: openshift-ocm-agent-operator
name: sre-elasticsearch-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-proxy-managed-notifications
- namespace: openshift-ocm-agent-operator
name: sre-upgrade-managed-notifications
OcmAgent:
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- namespace: openshift-ocm-agent-operator
name: ocmagent

- namespace: openshift-security
name: audit-exporter

Console:

- name: cluster

CatalogSource:

- namespace: openshift-addon-operator
name: addon-operator-catalog

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator-registry

- namespace: openshift-compliance
name: compliance-operator-registry

- namespace: openshift-container-security
name: container-security-operator-registry

- namespace: openshift-custom-domains-operator
name: custom-domains-operator-registry

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-catalog

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator-registry

- namespace: openshift-file-integrity
name: file-integrity-operator-registry

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-catalog

- namespace: openshift-monitoring
name: configure-alertmanager-operator-registry

- namespace: openshift-must-gather-operator
name: must-gather-operator-registry

- namespace: openshift-observability-operator
name: observability-operator-catalog

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-registry

- namespace: openshift-osd-metrics
name: osd-metrics-exporter-registry

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator-registry

- namespace: openshift-route-monitor-operator
name: route-monitor-operator-registry

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-catalog

- namespace: openshift-velero
name: managed-velero-operator-registry

OperatorGroup:

- namespace: openshift-addon-operator
name: addon-operator-og

- namespace: openshift-aqua
name: openshift-aqua

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-codeready-workspaces
name: openshift-codeready-workspaces

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-container-security
name: container-security-operator
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- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-customer-monitoring
name: openshift-customer-monitoring

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator-og

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-logging
name: openshift-logging

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator-og

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator-og

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator-og

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator-og

- namespace: openshift-velero
name: managed-velero-operator

Subscription:

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-compliance
name: compliance-operator-sub

- namespace: openshift-container-security
name: container-security-operator-sub

- namespace: openshift-custom-domains-operator
name: custom-domains-operator

- namespace: openshift-deployment-validation-operator
name: deployment-validation-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-file-integrity
name: file-integrity-operator-sub

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: must-gather-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-ocm-agent-operator
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name: ocm-agent-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-splunk-forwarder-operator
name: openshift-splunk-forwarder-operator

- namespace: openshift-velero
name: managed-velero-operator

PackageManifest:

- namespace: openshift-splunk-forwarder-operator
name: splunk-forwarder-operator

- namespace: openshift-addon-operator
name: addon-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

- namespace: openshift-cloud-ingress-operator
name: cloud-ingress-operator

- namespace: openshift-managed-node-metadata-operator
name: managed-node-metadata-operator

- namespace: openshift-velero
name: managed-velero-operator

- namespace: openshift-deployment-validation-operator
name: managed-upgrade-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-container-security
name: container-security-operator

- namespace: openshift-route-monitor-operator
name: route-monitor-operator

- namespace: openshift-file-integrity
name: file-integrity-operator

- namespace: openshift-custom-domains-operator
name: managed-node-metadata-operator

- namespace: openshift-route-monitor-operator
name: custom-domains-operator

- namespace: openshift-managed-upgrade-operator
name: managed-upgrade-operator

- namespace: openshift-ocm-agent-operator
name: ocm-agent-operator

- namespace: openshift-observability-operator
name: observability-operator

- namespace: openshift-monitoring
name: configure-alertmanager-operator

- namespace: openshift-must-gather-operator
name: deployment-validation-operator

- namespace: openshift-osd-metrics
name: osd-metrics-exporter

- namespace: openshift-compliance
name: compliance-operator

- namespace: openshift-rbac-permissions
name: rbac-permissions-operator

Status
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Project:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:

dedicated-admin
openshift-addon-operator
openshift-aqua

openshift-backplane
openshift-backplane-cee
openshift-backplane-csa
openshift-backplane-cse
openshift-backplane-csm
openshift-backplane-managed-scripts
openshift-backplane-mobb
openshift-backplane-srep
openshift-backplane-tam
openshift-cloud-ingress-operator
openshift-codeready-workspaces
openshift-compliance
openshift-container-security
openshift-custom-domains-operator
openshift-customer-monitoring
openshift-deployment-validation-operator
openshift-managed-node-metadata-operator
openshift-file-integrity
openshift-logging
openshift-managed-upgrade-operator
openshift-must-gather-operator
openshift-observability-operator
openshift-ocm-agent-operator
openshift-operators-redhat
openshift-osd-metrics
openshift-rbac-permissions
openshift-route-monitor-operator
openshift-scanning

openshift-security
openshift-splunk-forwarder-operator
openshift-sre-pruning
openshift-suricata
openshift-validation-webhook
openshift-velero

ClusterResourceQuota:

- hame:
- hame:

loadbalancer-quota
persistent-volume-quota

SecurityContextConstraints:

- hame:
- hame:
- hame:
- hame:

osd-scanning-scc
osd-suricata-scc
pcap-dedicated-admins
splunkforwarder

SplunkForwarder:
- namespace: openshift-security

name:

Group:

- hame:
- hame:

User:

- name:
Backup:

splunkforwarder

cluster-admins
dedicated-admins

backplane-cluster-admin

- namespace: openshift-velero
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name: daily-full-backup-20221123112305
- namespace: openshift-velero

name: daily-full-backup-20221125042537
- namespace: openshift-velero

name: daily-full-backup-20221126010038
- namespace: openshift-velero

name: daily-full-backup-20221127010039

- namespace: openshift-velero

name: daily-full-backup-20221128010040
- namespace: openshift-velero

name: daily-full-backup-20221129050847
- namespace: openshift-velero

name: hourly-object-backup-20221128051740
- namespace: openshift-velero

name: hourly-object-backup-20221128061740
- namespace: openshift-velero

name: hourly-object-backup-20221128071740
- namespace: openshift-velero

name: hourly-object-backup-20221128081740
- namespace: openshift-velero

name: hourly-object-backup-20221128091740
- namespace: openshift-velero

name: hourly-object-backup-20221129050852
- namespace: openshift-velero

name: hourly-object-backup-20221129051747
- namespace: openshift-velero

name: weekly-full-backup-20221116184315
- namespace: openshift-velero

name: weekly-full-backup-20221121033854
- namespace: openshift-velero

name: weekly-full-backup-20221128020040
Schedule:
- namespace: openshift-velero

name: daily-full-backup
- namespace: openshift-velero

name: hourly-object-backup
- namespace: openshift-velero

name: weekly-full-backup

7.7.3. OpenShift Dedicated #&% /0 & & 22 [A]

OpenShift Dedicated &b R A RERBFLEZ TR RE,

namespace: openshift-monitoring
data:
managed_namespaces.yaml: |
Resources:
Namespace:

Bl 7.2. i ip A ZERIFIZR
metadata:

apiVersion: vi
kind: ConfigMap
name: ocp-namespaces
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- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:
- name:

kube-system

openshift-apiserver
openshift-apiserver-operator
openshift-authentication
openshift-authentication-operator
openshift-cloud-controller-manager
openshift-cloud-controller-manager-operator
openshift-cloud-credential-operator
openshift-cloud-network-config-controller
openshift-cluster-api
openshift-cluster-csi-drivers
openshift-cluster-machine-approver
openshift-cluster-node-tuning-operator
openshift-cluster-samples-operator
openshift-cluster-storage-operator
openshift-config
openshift-config-managed
openshift-config-operator
openshift-console
openshift-console-operator
openshift-console-user-settings
openshift-controller-manager
openshift-controller-manager-operator
openshift-dns

openshift-dns-operator

openshift-etcd

openshift-etcd-operator
openshift-host-network
openshift-image-registry
openshift-ingress
openshift-ingress-canary
openshift-ingress-operator
openshift-insights

openshift-kni-infra
openshift-kube-apiserver
openshift-kube-apiserver-operator
openshift-kube-controller-manager
openshift-kube-controller-manager-operator
openshift-kube-scheduler
openshift-kube-scheduler-operator
openshift-kube-storage-version-migrator
openshift-kube-storage-version-migrator-operator
openshift-machine-api
openshift-machine-config-operator
openshift-marketplace
openshift-monitoring
openshift-multus
openshift-network-diagnostics
openshift-network-operator
openshift-nutanix-infra
openshift-oauth-apiserver
openshift-openstack-infra
openshift-operator-lifecycle-manager
openshift-operators
openshift-ovirt-infra

openshift-sdn
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- name: openshift-ovn-kubernetes
- name: openshift-platform-operators
- name: openshift-service-ca

- name: openshift-route-controller-manager
- name: openshift-service-ca-operator

- name: openshift-user-workload-monitoring
- name: openshift-vsphere-infra

7.7.4. OpenShift Dedicated Fff iNZH 4 5 £ 22 (6]

OpenShift Dedicated Mi B4 R ERFREF AT URENIRS . XLLAMHN RS E1E Red Hat OpenShift
Dev Spaces. Red Hat OpenShift APl Management #1 Cluster Logging Operator, LA #4422 B Fr Y
IRAER BRI AT A EA ST PRGBS, XS HMMAHIERZFHNEE,

Bl 7.3. BiNAH ZE B 2RISR
addon-namespaces:
ocs-converged-dev: openshift-storage

managed-api-service-internal: redhat-rhoami-operator
codeready-workspaces-operator: codeready-workspaces-operator
managed-odh: redhat-ods-operator
codeready-workspaces-operator-ge: codeready-workspaces-operator-qe
integreatly-operator: redhat-rhmi-operator

nvidia-gpu-addon: redhat-nvidia-gpu-addon
integreatly-operator-internal: redhat-rhmi-operator

rhoams: redhat-rhoam-operator

ocs-converged: openshift-storage

addon-operator: redhat-addon-operator

prow-operator: prow

cluster-logging-operator: openshift-logging
advanced-cluster-management: redhat-open-cluster-management
cert-manager-operator: redhat-cert-manager-operator
dba-operator: addon-dba-operator

reference-addon: redhat-reference-addon
ocm-addon-test-operator: redhat-ocm-addon-test-operator

7.7.5. OpenShift Dedicated %1k Webhook

OpenShift Dedicated %iilE Webhook 2 H OpenShift SRE FIPAAEF B —H Bh S AdEhl, x5 F &
BIIER, XL HTTP BElVA#N Webhook, LAUBRERISEM. UTIIRED T &M A LG EMEIE
YEFRNBERBIFNIAY Webhook, fE{AIZ iRt 51T X LE361E Webhook #R AT BE A /MM BF BOTE T M A AT ST 514,

"rules": [

{
"operations": [

5l 7.4. 353F Webhook Iz
"CREATE",

[
{
"webhookName": "clusterlogging-validation”,
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{

under the managed namespaces: (“openshift-.*|kube-system)"

}
{

}
],

"UPDATE"
1,
"apiGroups": [

"logging.openshift.io”
1,

"apiVersions": |

IIV1 "

1,
"resources": [

"clusterloggings"

1,

"scope": "Namespaced"

B 7 = HEEHRR

"documentString": "Managed OpenShift Customers may set log retention outside the allowed
range of 0-7 days"

b

"webhookName": "clusterrolebindings-validation”,

"rules": [

{

}
],

"operations": [
"DELETE"

1,

"apiGroups": [
"rbac.authorization.k8s.io"

1,

"apiVersions": |
"V1 "

1,

"resources": [
"clusterrolebindings"

1,

"scope": "Cluster"

"documentString": "Managed OpenShift Customers may not delete the cluster role bindings

"webhookName": "customresourcedefinitions-validation”,

"rules": [

{

"operations": [
"CREATE",
"UPDATE",
"DELETE"

1,

"apiGroups": [
"apiextensions.k8s.io"

1,

"apiVersions": |

"xn

],

"resources": [
"customresourcedefinitions”

81



OpenShift Dedicated 4 Sz

']'scope": "Cluster"
}
1,
"documentString": "Managed OpenShift Customers may not change
CustomResourceDefinitions managed by Red Hat."
b
"webhookName": "hiveownership-validation”,

"rules": [
{

"operations": [
"UPDATE",
"DELETE"

1,

"apiGroups": [
"quota.openshift.io"

1,

"apiVersions": |

wxn

1,
"resources": [
"clusterresourcequotas”
1,
"scope": "Cluster"
}

],
"webhookObjectSelector": {

"matchLabels": {
"hive.openshift.io/managed": "true"

}
}

{
"documentString": "Managed OpenShift customers may not edit certain managed resources. A
managed resource has a \"hive.openshift.io/managed\": \"true\" label."
b
{
"webhookName": "imagecontentpolicies-validation"”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

wxn

1,

"resources": [
"imagedigestmirrorsets”,
"imagetagmirrorsets”

1,

"scope": "Cluster"

b
{
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"operations": [
"CREATE",
"UPDATE"

1,

"apiGroups": [
"operator.openshift.io"

1,

"apiVersions": |

nxn

1,

"resources": [
"imagecontentsourcepolicies"
1,
"scope": "Cluster"
}
]

documentString": "Managed OpenShift customers may not create ImageContentSourcePolicy,
ImageDigestMirrorSet, or ImageTagMirrorSet resources that configure mirrors that would conflict
with system registries (e.g. quay.io, registry.redhat.io, registry.access.redhat.com, etc). For more
details, see https://docs.openshift.com/"
b
{
"webhookName": "ingress-config-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

wxn

1,

"resources": [
"ingresses"
1,
"scope": "Cluster"
}
1,
"documentString": "Managed OpenShift customers may not modify ingress config resources
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."
b
{

"webhookName": "ingresscontroller-validation”,
"rules": [
{
"operations": [
"CREATE",
"UPDATE"
1,
"apiGroups": [
"operator.openshift.io"

1,
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84

"apiVersions™: [

1,

"resources": [
"ingresscontroller",
"ingresscontrollers”

1,

"scope": "Namespaced"

}
1,
"documentString": "Managed OpenShift Customer may create IngressControllers without
necessary taints. This can cause those workloads to be provisioned on infra or master nodes."
b
{
"webhookName": "namespace-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"

]

"apiGroups": [

1,
"apiVersions": |
1,
"resources": [
"namespaces”
1,
"scope": "Cluster"
}
1,
"documentString": "Managed OpenShift Customers may not modify namespaces specified in
the [openshift-monitoring/managed-namespaces openshift-monitoring/ocp-namespaces]
ConfigMaps because customer workloads should be placed in customer-created namespaces.
Customers may not create namespaces identified by this regular expression (*"com$|"io$|"in$)
because it could interfere with critical DNS resolution. Additionally, customers may not set or
change the values of these Namespace labels [managed.openshift.io/storage-pv-quota-exempt
managed.openshift.io/service-Ib-quota-exempt]."
b
{
"webhookName": "networkpolicies-validation",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [
"networking.k8s.io"
1,

"apiVersions": |

wxn
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],

"resources": [
"networkpolicies"
P
"scope": "Namespaced"
}
]

"documentString": "Managed OpenShift Customers may not create NetworkPolicies in
namespaces managed by Red Hat."

}
{

"webhookName": "node-validation-osd",
"rules": [
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
1,
"apiGroups": [

1,
"apiVersions": |

"win

1,

"resources": [
"nodes",
"nodes/*"
1,
"scope": "*"
}
1,
"documentString": "Managed OpenShift customers may not alter Node objects.”
b
{

"webhookName": "pod-validation”,
"rules": [
{

"operations": [

wxn

1,

"apiGroups": [
IIV1 "

1,

"apiVersions": |

win

1,

"resources": [
llpodsll
1,
"scope": "Namespaced"
}
],

"documentString": "Managed OpenShift Customers may use tolerations on Pods that could
cause those Pods to be scheduled on infra or master nodes."

b
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"webhookName“ "prometheusrule-validation",
"rules" [

"operations“: [

"CREATE",

"UPDATE",

"DELETE"

I,

"apiGroups": [

"monitoring.coreos.com”

I,

"apiVersions™: [

I,

"resources": [

"prometheusrules”

I,

"scope": "Namespaced"
"documentStrlng" "Managed OpenShift Customers may not create PrometheusRule in

namespaces managed by Red Hat."

"webhookName“ "regular-user-validation",
"rules" [

"operations“: [

"in

1,

"apiGroups": [
"cloudcredential.openshift.io",
"machine.openshift.io”,
"admissionregistration.k8s.io",
"addons.managed.openshift.io”,
"cloudingress.managed.openshift.io",
"managed.openshift.io”,
"ocmagent.managed.openshift.io”,
"splunkforwarder.managed.openshift.io”,
"upgrade.managed.openshift.io”

1,

"apiVersions": |

"in

1,

"resources": [

ll*/*"
1,
"SCOpe": win

"operations“: [

"xn

1,
"apiGroups": [
"autoscaling.openshift.io"
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1,
"apiVersions": |

"xn

1,

"resources": [
"clusterautoscalers",
"machineautoscalers”

]1

"scope": "*"

|3
{

"operations": [

win

1,
"apiGroups": [

"config.openshift.io"
1,

"apiVersions": [

"in

1,

"resources": [
"clusterversions”,
"clusterversions/status”,
"schedulers”,
"apiservers",

"proxies”

],

"scope": "*"

b
{
"operations": [
"CREATE",
"UPDATE",
"DELETE"
],
"apiGroups": [

1,
"apiVersions": |

wxn

1,

"resources": [
"configmaps"
],
llscope": wkn
b
{

"operations": [

nxn

1,
"apiGroups": [

"machineconfiguration.openshift.io”
1,

"apiVersions": |

"in

[—
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"resources": [
"machineconfigs",
"machineconfigpools”

],

llscope": wxn

b
{

"operations": [

],

"apiGroups": [
"operator.openshift.io"

],

"apiVersions": |

],

"resources": [
"kubeapiservers",
"openshiftapiservers”

],

llscope": wxn

b
{

"operations": [

],

"apiGroups": [
"managed.openshift.io"

],

"apiVersions": [

],

"resources": [
"subjectpermissions”,
"subjectpermissions/*"

],

IISCOpe": wxn

b

{

}
]

"operations": [

"in

1,

"apiGroups": [
"network.openshift.io"

],

"apiVersions": [

wxn

],

"resources": [
"netnamespaces”,
"netnamespaces/*"

1,

"SCOpe": wxn

"documentString": "Managed OpenShift customers may not manage any objects in the
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following APIGroups [autoscaling.openshift.io network.openshift.io machine.openshift.io
admissionregistration.k8s.io addons.managed.openshift.io cloudingress.managed.openshift.io
splunkforwarder.managed.openshift.io upgrade.managed.openshift.io managed.openshift.io
ocmagent.managed.openshift.io config.openshift.io machineconfiguration.openshift.io
operator.openshift.io cloudcredential.openshift.io], nor may Managed OpenShift customers alter
the APIServer, KubeAPIServer, OpenShiftAPIServer, ClusterVersion, Proxy or SubjectPermission
objects."

b

{

"webhookName": "scc-validation”,
"rules": [
{
"operations": [
"UPDATE",
"DELETE"
1,
"apiGroups": [
"security.openshift.io"
1,

"apiVersions": |

nxn

1,

"resources": [
"securitycontextconstraints”
1,
"scope": "Cluster"
}
]

"documentString": "Managed OpenShift Customers may not modify the following default SCCs:
[anyuid hostaccess hostmount-anyuid hostnetwork hostnetwork-v2 node-exporter nonroot
nonroot-v2 privileged restricted restricted-v2]"

b

{

"webhookName": "sdn-migration-validation",
"rules": [
{
"operations": [
"UPDATE"
1,
"apiGroups": [
"config.openshift.io"
1,

"apiVersions": |

"xn

1,

"resources": [
"networks"
1,
"scope": "Cluster"
}
1,

"documentString": "Managed OpenShift customers may not modify the network config type
because it can can degrade cluster operators and can interfere with OpenShift SRE monitoring."
b
{

"webhookName": "service-mutation”,
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"rules" [
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"operations“: [
"DELETE"

"rules" [
"operatlons“ [
"CREATE"
"UPDATE"
1,
"apiGroups": [
1,
"apiVersions": |
IV1 "
1,
"resources": [
"services"
1,
"scope": "Namespaced"
"documentStrmg" "LoadBalancer-type services on Managed OpenShift clusters must contain
],

an additional annotation for managed policy compliance.”
"apiGroups": [

1,

"apiVersions": |
"V1 "

1,

"resources": [
"serviceaccounts"

1,

"scope": "Namespaced"

"documentStrmg" "Managed OpenShift Customers may not delete the service accounts under
the managed namespaces, "

"webhookName“ "techpreviewnoupgrade-validation”,
"rules" [

"operations“: [
"CREATE",
"UPDATE"

1,

"apiGroups": [
"config.openshift.io"

1,

"apiVersions": [

"xn
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1,

"resources": [
"featuregates”
1,
"scope": "Cluster"
}

1,
"documentString": "Managed OpenShift Customers may not use TechPreviewNoUpgrade
FeatureGate that could prevent any future ability to do a y-stream upgrade to their clusters."

}
]

o1
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