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52 E HAE - A B E A TLS ik B E#FH A H

AIEMED T ANfAMECR Google Cloud kA 4.14 KRB FhRA LB OpenShift Dedicated HHJ Web #24
A. OAuth IR%58sF1 T4 R EIAIEN BN TLS IEH, [

SRR AT E SR EAERE T, H5M BE LA OAuth BRS583 URL., B E WIZHIABELE
HE . T #H OpenShift Dedicated 3X#4,

2.1, oo R

OCM CLI (oem)hR A 1.0.5 SKE=ARA
gcloud CLI (gcloud)

Google Cloud S8 A 4.14 HE FhA LR OpenShift Dedicated

OpenShift CLI (oc)
jq CLI
FEEA cluster-admin B &K A 10 E£E,

openssl (AFAERET SSL/TLS k)

2.2. WEERHIIE

1.

2.

3.

HREA cluster-admin T RAYNK 7 B SR EEEE,
FEBAMEBIMNELE

$ export CLUSTER_NAME=$(oc get infrastructure cluster -o=jsonpath="
{.status.infrastructureName}" | sed 's/-[a-z0-9]\{5\}$//")

HERET 00, HBRMEFEREIERKL
I $ echo "Cluster: ${CLUSTER_NAME}"
o=l

I Cluster: my-osd-cluster

2.3. B A

1.

KSR E LA R EEIAEN B LA HRA,
&0 L@ & 15 openshift-console 1 openshift-authentication 1 B RS TR E IR EM
%O

$ oc get routes -n openshift-console
$ oc get routes -n openshift-authentication

i th o Bl


https://docs.openshift.com/container-platform/latest/authentication/configuring-internal-oauth.html#customizing-the-oauth-server-url_configuring-internal-oauth
https://docs.redhat.com/en/documentation/openshift_container_platform/latest/html/web_console/customizing-web-console#customizing-the-console-route_customizing-web-console

X

B2EHE - FHABE UM TLS It P EHAM4EA

NAME HOST/PORT PATH SERVICES
PORT TERMINATION WILDCARD

console  console-openshift-console.apps.my-example-cluster-
gcp.z9a9.p2.openshiftapps.com ... 1 more console https reencrypt/Redirect None
downloads downloads-openshift-console.apps.my-example-cluster-
gcp.z9a9.p2.openshiftapps.com ... 1 more downloads http edge/Redirect None
NAME HOST/PORT PATH SERVICES
PORT TERMINATION WILDCARD

oauth-openshift oauth-openshift.apps.my-example-cluster-gcp.z9a9.p2.openshiftapps.com
.. 1 more oauth-openshift 6443 passthrough/Redirect None

Mg, EELEBIRINTMERENSN 29a9.p2.openshiftapps.com,

2. BT ae, AREEAAORID :

$ export INGRESS_ID=$(ocm list ingress -c ${CLUSTER_NAME} -o json | jq -r ".[] |
select(.default == true) | .id")

3. ABRET 820, BERMEFERIBERKIL

$ echo "Ingress ID: ${INGRESS _ID}"

i tH 7 Bl

Ingress ID: r316

BIETXERS, EALEIEROBIAGREE

console-openshift-console.apps.my-example-cluster-gcp.z9a9.p2.openshiftapps.com
for Console

downloads-openshift-console.apps.my-example-cluster-
gcp-z9a9.p2.openshiftapps.com for Downloads

oauth-openshift.apps.my-example-cluster-gcp.z9a9.p2.openshiftapps.com for OAuth

BT LAE ocm edit ingress Sp R ENB MRS ENSG, FHBRNNABEHEGBEBERIN—D TLS ik
F. ocm edit ingress e BRI TITEEBIFE R PR THEHXHNSH -

$ ocm edit ingress -h
Edit a cluster ingress for a cluster. Usage:
ocm edit ingress ID [flags]

[..]

--component-routes string Component routes settings. Available keys [oauth, console,
downloads]. For each key a pair of hostname and tIsSecretRef is expected to be supplied. Format
should be a comma separate list 'oauth: hosthame=example-hostname;tlsSecretRef=example-secret-
ref,downloads:...'

AR,

B ERIT B E HARA -

e Console By console.my-new-domain.dev

e download.my-new-domain.dev for Downloads
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e oauth.my-new-domain.dev for OAuth

2.4. WENHARACIBEMA TLS Ik

FEARTH, HINQB=DHMOBTRIEPBEAN, REEEEN], LUMERESR Web W25 T7 A
BOFTH AR

Digk

==
[=]

XXAFEREN, FERICGEENET TEABNERA R, HSEEMIEBINA
WA 7 fRANAT o 2 7 TR S B 012 B A X LUBMERIIES,

B

EBRHIE HTTP/2 EESFHIAE, EBIUNE N EREMRIIET, A2 FERBE
= SAN IEf,

o NENHGBBRER—MES, EEMIEBHE(-subj)iXE N IEEEAMAEGBBINEE L
i :
Example

$ openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout key-console.pem -out
cert-console.pem -subj "/CN=console.my-new-domain.dev"

$ openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout key-downloads.pem -
out cert-downloads.pem -subj "/CN=downloads.my-new-domain.dev"

$ openssl req -newkey rsa:2048 -new -nodes -x509 -days 365 -keyout key-oauth.pem -out
cert-oauth.pem -subj "/CN=oauth.my-new-domain.dev"

XEREM=X . pem X4, key-<components.pem #] cert-<component>.pem,

2.5. SHIEF{E N SECRET FiNE|&E &+

e 1T openshift-config @ Z2 A A AIE =1 TLS secret,
EARIERNB R B EHAERAER, XL secret FR NIEH secret 5|,

$ oc create secret tls console-tls --cert=cert-console.pem --key=key-console.pem -n
openshift-config

$ oc create secret tls downloads-tls --cert=cert-downloads.pem --key=key-downloads.pem -n
openshift-config

$ oc create secret tls oauth-tls --cert=cert-oauth.pem --key=key-oauth.pem -n openshift-
config

2.6. AR ER M EIIE RN N EI9ESR IP

WIROIBERN, ZRSSUBE—NNESESR, FHZAEHERERNEBES P, T HEECE
DNS g3, FNFEME %S P,



B2EHE - FHABE UM TLS It P EHAM4EA

& LLETT £ openshift-ingress & Z2[A121T oc get sve S5 K E B T 9 %E% P, AR
i E¥9%28 IP 25 openshift-ingress 4p 4 22 [A] 1 #Y router-default iz 55 KB EXTERNAL-IP,

$ oc get svc -n openshift-ingress
NAME TYPE CLUSTER-IP  EXTERNAL-IP PORT(S) AGE
router-default LoadBalancer 172.30.237.88 34.85.169.230  80:31175/TCP,443:31554/TCP 76d

EBATNER A, AEHHESS IP 5 34.85.169.230,

MERFXNME, BEARNMEEFAMEEENBEE DNS L%,

2.7. EFEE M EPRIRIIAS IR E DNS itK
1E£ DNS XEHUIER AL, SHEIEM router-default B E S E 25 #9 P Hhilk,

2.8. {#FH OCM CLI EF4H 4R F] TLS SECRET
BE#H DNSIEKfE, EHLUER OCM CLI EeHEH.,

1. {5/ ocm edit ingress a4, ERAFTHIEISISH KELH secret 5| FEFHEHIBINAOREA,
FENMNEFRENHGEBHENENS,

$ ocm edit ingress -¢c ${CLUSTER_NAME} ${INGRESS_ID} --component-routes 'console:
hostname=console.my-new-domain.dev;tlsSecretRef=console-tls,downloads:
hostname=downloads.my-new-domain.dev;tlsSecretRef=downloads-tls,oauth:
hostname=oauth.my-new-domain.dev;tlsSecretRef=o0auth-tls'

LA LB R B EA R RN E N EFHENEGFRBRE R WEHERBENF
&, i, WMERERIEEN Console #l OAuth RSS2 ENEZHM TLS IEH, EEHE
TLUTF 64 -

$ ocm edit ingress -¢c ${CLUSTER_NAME} ${INGRESS_ID} --component-
routes 'console: hosthame=console.my-new-
domain.dev;tlsSecretRef=console-tls,downloads:
hostname="";tlsSecretRef="", oauth: hosthame=oauth.my-new-
domain.dev;tlsSecretRef=0auth-tls'

iz
$ ocm list ingress -¢c ${CLUSTER_NAME} -ojson | jq ".[] | select(.id == \"${INGRESS_ID}\") |
.component_routes"

i th o Bl

{

"console": {
"kind": "ComponentRoute",
"hostname": "console.my-new-domain.dev",
"tls_secret_ref": "console-tls"

b
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"downloads": {
"kind": "ComponentRoute",
"hostname": "downloads.my-new-domain.dev",
"tls_secret_ref": "downloads-tls"

b

"oauth™: {
"kind": "ComponentRoute",
"hostname": "oauth.my-new-domain.dev",
"tls_secret_ref": "oauth-tls"

3. FERIERRMB ARG EREEEED, RBRHIVERLUERRM Web i 858 14 BB
(2 44,

2.9. £ OCM CLI 4 H B EE N BIAE
MRENAGHRBAEENRINEE, 15217 ocm edit ingress 4 :

$ ocm edit ingress -¢c ${CLUSTER_NAME} ${INGRESS_ID} --component-routes 'console:
hostname="";tlsSecretRef="",downloads: hostname="";tlsSecretRef="", oauth:
hostname="";tlsSecretRef=""

[1] BB AR ZHFE 414 ZBIB OpenShift Dedicated OCM hi A HESBIX LM, BE, WREF—MEAIRA 413
BIEEEE, ALURIT RRXZIFFIFIE, TEhRA 4.3 &8 L5 AN HIheER < #,

[2] HMERAE A4 BB RENERZR OCM IFRHER) OAuth, #EHIEF TEERH.


https://access.redhat.com/support/cases/new

&5 33 HIR - 1 GOOGLE CLOUD NEXT B KBS &I O

B 3E HIE : {5 GOOGLE CLOUD NEXT X5 A 3SR H O

fEAAIER, {FM Google Cloud B9 Next Generation Firewall (NGFW)7E Google Cloud £/ OpenShift
Dedicated S£IIHE ORE], NGFW 22— N T29H AP ANERS, B©RIVFRAEMIhE2RE R4
(FQDN)X R, X F OpenShift Dedicated BT S AR R, X BT,

BF

158 FA B XS s EL At R 25 1% 25 BRI R 2R ThBE (2 FE A A Service Connect (PSC)EB
ZE M OpenShift Dedicated 5£8%, FM#H PSC MEBEEXRHIN T REMEALLINEE. MNFE
HAhESE, 150 — DR,

BETEREMS
o B%Z Google Cloud #3175 E(gcloud),
o BB EXE Google Cloud CLI, FiLFEEEERE OpenShift Dedicated B Google Cloud Wi H,

® 1f Google Cloud FEBREFAMEMINR, SIF :

o Compute Network Admin
o DNS Administrator
o MEBIEXImFPIZITUTHRNREAELRS :

I $ gcloud services enable networksecurity.googleapis.com
I $ gcloud services enable networkservices.googleapis.com
I $ gcloud services enable servicenetworking.googleapis.com

3.2 XETAYENE
LR, REUTHETE

export project_id=$(gcloud config list --format="value(core.project)")
export region=us-east1

export prefix=osd-ngfw

export service_cidr="172.30.0.0/16"

export machine_cidr="10.0.0.0/22"

export pod_cidr="10.128.0.0/14"

ABIEMA us-eastl E X, NWERVHREE osd-ngfw FIZE. NARSH pod LS BECE A CIDR 3B
Fl, #Hl2% CIDR EFFMEH, NEAKREFRELE. BRSBLHRENTEE,

3.3. fl/& VPC F1FM

1E88ZE Google Cloud NGFW 2 #l, i E S0l AT OpenShift Dedicated B Virtual Private Cloud
(VPO)FIFM :

1. BT TS ELE VPC :


https://access.redhat.com/support/cases/?extIdCarryOver=true&sc_cid=701f2000001Css5AAC#/case/new/get-support?caseCreate=true
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I $ gcloud compute networks create ${prefix}-vpc --subnet-mode=custom

2. BITLL TS 08 worker FH :

$ gcloud compute networks subnets create ${prefix}-worker \
--range=10.0.2.0/23 \
--network=${prefix}-vpc \
--region=%{region} \
--enable-private-ip-google-access

3. IBITLL TSR AIE control plane FM :

$ gcloud compute networks subnets create ${prefix}-control-plane \
--range=10.0.0.0/25\
--network=${prefix}-vpc \
--region=%{region} \
--enable-private-ip-google-access

E—

4, T TS O PSC FM -

$ gcloud compute networks subnets create ${prefix}-psc \
--network=${prefix}-vpc \
--region=%{region} \
--stack-type=IPV4_ONLY \
--range=10.0.0.128/29 \
--purpose=PRIVATE_SERVICE_CONNECT

X LRI F worker FR4 10.0.2.0/23 BF MBI, control plane FF24 10.0.0.0/25, 5
PSC FM{#F 10.0.0.128/29, EHSHLUMRENTEE, BRSYEIESEAHEIIMZENN
25 CIDR H,

3.4. BE =R MLER A IEEREG
1 EATLUR RS S OIS R OB AR -

$ gcloud compute network-firewall-policies create \
${prefix} \
--description "OpenShift Dedicated Egress Firewall" \
--global

2. BITUTHS, FHHOENEBEMSE XERES LEAER VPC KIX :

$ gcloud compute network-firewall-policies associations create \
--firewall-policy ${prefix} \
--network ${prefix}-vpc \
--global-firewall-policy

3.5. U/ S IR ZR A0 = P 4% ik A e ok
P A EE L (NAT) RSB hE AN ASE 1P S04 FORTESRE, IEMAAE S RE RS, 4

EEMGRERF, BAEMHIEER QURIER) HRERER 1P, XN E AR A VBT R B
M, MERAFFEL AL,

10
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1. TLATF 4, 79 Cloud NAT {#£%5 IP thilt :

151
$ gcloud compute addresses create ${prefix}-${region}-cloudnatip \
--region=%{region}

2. BITUTHHRLBRIEHES

$ gcloud compute routers create ${prefix}-router \
--region=%${region} \
--network=${prefix}-vpc

3. BT 0] Cloud NAT :

$ gcloud compute routers nats create ${prefix}-cloudnat-${region} \
--router=${prefix}-router --router-region ${region} \
--nat-all-subnet-ip-ranges \
--nat-external-ip-pool=${prefix}-${region}-cloudnatip

3.6. N\ EH GOOGLE ii[A I E A RGICK

A RE(DNS) K@i R EKE R BT AR BB KM BB TIRIEREE] Google API B975
X, SHITHEEEIT &K Google IRZ5HI DNS 1E3K, FIFE BT AFAE P Hutk, 58%%E#EE Google B9
RNERRLS, LUE R R T EIE R,

1. LUR &4, 4 googleapis.com 15| FA% DNS X1

--visibility=private \

networks=https://www.googleapis.com/compute/v1/projects/${project_id}/global/networks/${pref
ix}-vpc \
--description="Private Google Access" \

B1T
$ gcloud dns managed-zones create ${prefix}-googleapis \
--dns-name=googleapis.com

2. BITUTHRRFRILKIXESS :
$ gcloud dns record-sets transaction start \
--zone=%{prefix}-googleapis
3. BT T4, I Google API B DNS it sk 21 googleapis.com & :

$ gcloud dns record-sets transaction add --name="*.googleapis.com." \
--type=CNAME restricted.googleapis.com. \
--zone=%{prefix}-googleapis \
--1tI=300

199.36.153.7 \
--name=restricted.googleapis.com. \
--type=A\
--zone=${prefix}-googleapis \

151
$ gcloud dns record-sets transaction add 199.36.153.4 199.36.153.5 199.36.153.6
--1tI=300

1
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4. BT TSN ALAERINEEILRIZESS !

$ gcloud dns record-sets transaction execute \
--zone=$prefix-googleapis

3.7. BIERR XIS
1L BT T4, NFAAE IP (RFC1918)tthit 22 (A G — 22 | S vr i)

$ gcloud compute network-firewall-policies rules create 500 \
--description "Allow egress to private IP ranges™ \
--action=allow \
--firewall-policy=${prefix} \
--global-firewall-policy \
--direction=EGRESS \
--layer4-configs all \
--dest-ip-ranges=10.0.0.0/8,172.16.0.0/12,192.168.0.0/16

2. IZ1TLLF M4, 5 OpenShift Dedicated FFEEEY HTTPS (tcp/443) 1013 —

$ gcloud compute network-firewall-policies rules create 600 \

ANFVFRLI -

--description "Allow egress to OpenShift Dedicated required domains (tcp/443)" \

--action=allow \
--firewall-policy=${prefix} \
--global-firewall-policy \
--direction=EGRESS \
--layer4-configs tcp:443 \

--dest-fqdns accounts.google.com,pull.q1w2.quay.rhcloud.com,http-inputs-

osdsecuritylogs.splunkcloud.com,nosnch.in,api.deadmanssnitch.com,events.pagerduty.com,api

pagerduty.com,api.openshift.com,mirror.openshift.com,observatorium.api.openshift.com,observ

atorium-

mst.api.openshift.com,console.redhat.com,infogw.api.openshift.com,api.access.redhat.com,cert
api.access.redhat.com,catalog.redhat.com,sso.redhat.com,registry.connect.redhat.com,registry.
access.redhat.com,cdn01.quay.io,cdn02.quay.io,cdn03.quay.io,cdn04.quay.io,cdn05.quay.io,cd

n06.quay.io,cdn.quay.io,quay.io,registry.redhat.io,quayio-production-s3.s3.amazonaws.com

BF

MNNEZER, 1%5‘*[%] R 2R M4 KRS AN AL,

3.8. /&K E

WTE, &FILATE Google Cloud 8% E [ OpenShift Dedicated, MIJ/EZER,
Identity Federation &{2%1E7E Google Cloud LAl &EE,

3.9. MpREE R

EfrREEE, 155 MR Google Cloud £BJ OpenShift Dedicated 5% .

3.10. FE IR

12

ﬁﬂ%/xﬁmﬁumgﬁ’]IT_EEE%M!'J, B AIEEERTE. BRI EMITIR, MRER
ML R E M A BR IR R, 15 G ILAEZ/NTF 1000 BYRIA N, B R anqe] 612 B K 85

1527 {E B Workload


https://cloud.google.com/firewall/docs/use-network-firewall-policies
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html/openshift_dedicated_clusters_on_google_cloud/osd-creating-a-cluster-on-gcp-with-workload-identity-federation
https://docs.redhat.com/en/documentation/openshift_dedicated/4/html/openshift_dedicated_clusters_on_google_cloud/osd-deleting-a-cluster

&5 33 HIR - 1 GOOGLE CLOUD NEXT B KBS &I O

NTBAIERFENTE, TEMRREREE, ERAFIMIRIEAIERR Google Cloud M4 ERMZRY, MIBRERET
S BIMBRIXLERZE KR, S LUER gcloud CLI 34 F0 Google Cloud ¥ & A BYIRERIAH & S E IR IX

%J’Z‘El@o

1.

2.

HEFRBEALRR OB EIRIE R, BT UTHSHTREARET.
AN
el

R SR, HEITU TR
I $ gcloud init

EEXE Google Cloud 1k, HiZfTUA TS :

I $ gcloud auth application-default login

3. EEXE OpenShift Cluster manager CLI T8, 21T T@% :

I $ ocm login --use-auth-code

WAE, EALUBEARIREFURNEIR, EETHREBIT, UERIFERERE].

TLUT a4 S BREG K IE SRR 5 VPC B KEX :

--firewall-policy=${prefix} \
--network=${prefix}-vpc \

1B1T
$ gcloud compute network-firewall-policies associations delete \
--global-firewall-policy

2. BT 5 SR MR B 2% B MO SRS

I $ gcloud compute network-firewall-policies delete ${prefix} --global

3. TEMIBRARE A E LAYICREERT, Google Cloud EF'EI’J' DNS R T ERMI PR, 21T AT 6

4.

5.

6.

4, EXHATEVMFE Google Cloud HEI;FESE DNS KIFH L E :
$ cat /tmp/delete_records.sh

PROJECT_ID=<your-project-id>
ZONE_NAME=<your-managed-zone-name>

TUL T4, FIH Private DNS KRB E&HICRE :

159
$ gcloud \
dns record-sets list \

--project=$PROJECT _ID \

--zone=$ZONE_NAME \

--filter="type!=NS AND type!=SOA" \
--format="value(name,type)" | while read name type;

TUTE S, MERi%ZFAE DNS K a S0 RE

151
$ gcloud --project=$PROJECT _ID dns record-sets delete "$name" --zone=$ZONE_NAME --
type ||$type||

BITLL T 5 e MIBR Private DNS X1 :

13
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8. 1

9. ]

10.

1.

12.

13.

14

I $ gcloud dns managed-zones delete ${prefix}-googleapis

MHER Cloud NAT % :

$ gcloud compute routers nats delete ${prefix}-cloudnat-${region} \
--router=${prefix}-router \
--router-region=${region}

TUT o RME=EERES

ey
I $ gcloud compute routers delete ${prefix}-router --region=${region}

T i e IFR R B R 1P il -

151
I $ gcloud compute addresses delete ${prefix}-${region}-cloudnatip --region=${region}

BUT 35 M BR worker FM :

51T
I $ gcloud compute networks subnets delete ${prefix}-worker --region=${region}

LU 64 3B control plane FM :

B1T
I $ gcloud compute networks subnets delete ${prefix}-control-plane --region=${region}

LU en 45 & iBR PSC FM -

21T
I $ gcloud compute networks subnets delete ${prefix}-psc --region=${region}

LUF 45 3Bk VPC :

1517
I $ gcloud compute networks delete ${prefix}-vpc
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