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313 TH2 OPENSHIFT &8

OpenShift &R 23 X #F Red Hat OpenShift &R 7 ¥F Kata Containers #E N &iA AT 122 T2 1THY
WNEX R, FHZITHZRTREEMN (VM) FEESs, MMt 7T TERERE. XHHITUTMES R
B :

BITRNEAZEEN TR E

OpenShift W2 & 8 (OSC) FET UL £MZTHRERERNNIENE, MEFBRIZITHINES
RIS RN G, FERHADIRTENEHSLE

o BERRMBHINENTENR, RTIASIZTN (M CRI-O) BFHBIAIAESN, Bl
U5 [T 5 LR ThBE.

o BEIRE root BT NS, BIMUIITREWIDiIZA, A OpenShift HAZEI, RAL
SR I (A AL, IR TR AR R R R ER AN R RE S,

o ATZRESNMEA set-uid root ZFHHIXHBITE M E, XEZHFINXHERTRHRNR, FELH
BEREMRENG, EA Openshift WERZARMN, XEMHEMAINR, TRIIEHTR
BORETR T [ A BR

BETHFNEAREER TRTRERH T RHONR, LRTHEMEMZDAERENESR, BEAE
BN EZITRREREIEETER T,

HBRENTHEIBNPKREES

OpenShift P ERBIREEHATE LAKIAE (40 sysctl, HERFEERHEZEFHAE) URIEBE
N AR%ES (40 out of tree S4FHRSE) FITVEM#H,

HHE/ A ZERO T E

OpenShift A2 BB AT R B HZER— OpenShift EEMARHLMSAMHE~ () . %%
GUARFEMS DN EIZITE = A TENE, WARMLIThEE (CNF) iy ARRF, fim, $=
7 CNF TR HEH B E LK ES BRI HEHMEMN ARFRERN sysctl ZEF . ARER
BHRZNIZTAB TR L AR ERE B E ],

AR IR E D S

BT LU#E A OpenShift S E&RBRKZTEACNRENR ML TENE, ELBEGNARERH
A, B XFRE, BIEARMNTFA AR pod BRG], XEF L ASEENXHEIE
EEAEBRNNEBNBEER. i, ESEAATULSERARBIERTIE (eBPF) ERAF LA
., REIEETIEEZ CAP_ADMIN = CAP_BPF f(fE, RItARARIFEVE CRI-OBRET, AN
XRIZFAEREN worker T R LB N HARIIAR, K, BIEGALURFX SystemTap &
ARTEBIAAR, s&IREFLZLEME B E L AKEL,
HAGRE EHALL SRR B BRI

BIAER T, CPU. RTE. FHEHMLZETIRLL OpenShift D AR SHIE MR AMEZ 2095 R T
B, BT OpenShift XERIIMEINENN L, RLLFANIREZMNESMEA N RIZEERAHN
Vilm3ESl, B, HRAARNEESEBLIENNTRANERESHNANE, Bk, SEXRVIRMESK
LA SR S EHIZ% %, MITHE IR EMXE,

1.1. OPENSHIFT X &Aa S FHNEES

& A LATE R HLAR 2523 8% Amazon Web Services (AWS) #4155 E &% OpenShift &R, FAXFHE
ftb IR PR B RN LB,

Red Hat Enterprise Linux CoreOS (RHCOS) 2 OpenShift ) &R M — X FHHIRIERYL. OpenShift 3
&7 2% 1.4 7£ Red Hat Enterprise Linux CoreOS (RHCOS) 8.6 Liz17,

OpenShift X &R 25 1.4 5 Red Hat OpenShift 4.11 &%,



£ 13 T OPENSHIFT &A%

1.2. OPENSHIFT & &a s ERARIE
LR 224N SR e e FR B AE

Sandbox

W& (sandbox) B—REMNIME, BFAUEEFIZT, EPEH, BAUSTRENAHTRZE
ERRER, MARAIE ENALEFHRIERSL

£ Openshift dEAHINEH, DRBIFEREICERRBRZKFIZIT TMEREH, Mg
THRER—ENLZITHE DTN EZ AR EBIEZRE,

Pod

pod B— k& B Kubernetes #1 Red Hat OpenShift Bi4i&, BRRT AUHEBERSZN TR, BT
pod Wiz1T, pod AFIEEAUEZ N AR ZAHZH IR,

£ OpenShift DE&AE L TXH, pod WEBEN—TEMNN. Z1 AR UER—EUNLER—
pod HIZ 1T,

OpenShift W& %28 Operator

Operator @— M HAHE, TEIHIT-BREBEALERS EHUTHIRE,
OpenShift A 2 &2 Operator WESREEERF LD ERBWEMER., BRI LUER OpensShift A&
A 2% Operator XHUTES, MREMMERDERES. PTEFEHFRSEEE,

Kata &ds

Kata BB —NLEZOTH, BATHE OpenShift HEAS. OpenShift P ER 2T Kata
Containers & Red Hat OpenShift &£,

KataConfig
KataConfig " RAKRNDEBHNEE. CIIEFHEEXEHERTHNESR, WMBUHMT R,

ST B ES
RuntimeClass X & F T o] LUMER B NZ T Rz 1TA E LIEM L, OpenShift D 2R %R
Operator ZEZEMEE T &5 kata Bz TH R, ZTNRBEFEXZINMER, AFRBZITHNE
FIZTHRIR, 0 pod FFiH,

%% (peer) pod
OpenShift X BB 2R HHINTE pod I BILE pod MR, SIELERIAE, 7 worker TTHRA R
FOIBEMN, ENEF pod d, EANKEREMLZFNENNIEIEEFRRHNE AP BT
hypervisor B3, X% pod #E1 worker 17 s EBIEH pod, HXNBIELNEREMAIEZT. BN
BRI BN P 2EMAR, FH pod M HZITI RIEE. W& pod Hit X HREBEIMEHIERK,
1.3. OPENSHIFT » 2R TFMEEE

OpenShift D2 A ARIRA LU T I AE LU it TAE T B EEMOES -

1.3.1. OpenShift ) &R 2R
OpenShift D &R 2% Operator ## 73K B Kata ASRMAE AN, ©EERE. £oaRPMEEES.

OpenShift 2 &8 Operator Ll Operator ISR B NN Rabitk. MATEERSETHIE,
IXZfE operator OLM BiZEFTLFEH. R-NDAHHIKE S HIEMEE KataConfig HTREIEFRZEH 2R,

1.3.2. RHCOS ¥ &


https://kubernetes.io/docs/concepts/scheduling-eviction/pod-overhead/
https://docs.openshift.com/container-platform/latest/operators/operator_sdk/osdk-working-bundle-images.html
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OpenShift 2 &8 28 Operator ZF Red Hat Enterprise Linux CoreOS (RHCOS) § E#i&. Red Hat
Enterprise Linux CoreOS (RHCOS)Y B2 %% A% Red Hat OpenShift X FBIHNLE, OpenShift AER
#% Operator A VIFIEEBEH BN ERS.

WEBE RHCOS T BREAMT Kata, QEMU REUKIGUNE RPM. R LUEF Machine Config
Operator $24t# MachineConfig %iRE B E 11,

Heth BT
[ J yﬂ RHCOS //J\\ﬂﬂ?rﬁ

1.3.3. EHEF OpenShift X 25825

IR B LATET A OpenShift Virtualization BI5EEE_E{# FH OpenShift S0 2 & 25,

Z[EIfi21T OpenShift Virtualization 1 OpenShift &R 2R, B 05 BEMNEBHELN, UEFR
LT RER. FEMNLEBEUTSH

e {#FH ocs-storagecluster-ceph-rbd £ N 7Zfi#2,

o TEEIMNH T evictionStrategy 0% & 7y LiveMigrate,

HiBR
o JNENECE AR
o FECEEUHIRPRERRS

1.4. T RE MM R A G E R

Red Hat OpenShift &7 FIPS i%it, HLL FIPS #2247 Red Hat Enterprise Linux (RHEL)ZX Red Hat
Enterprise Linux CoreOS (RHCOS)Af, Red Hat OpenShift #%:/O4H44H# F RHEL INERJE, 7£

x86_64. ppc64dle. s390x Z2iy E1R334: NIST B FIPS 140-2/140-3 Validation,

BXNISTRIFREFNEZER, HSHMNEERGIERER, X NEIFRIH RHEL 105 R HH AR A
H&HF NIST R, ESH Compllance Activities #1 Government Standards .

OpenShift A ERZFALIEFA T FIPS MK HEA,
£ FIPS =X 21T, OpenShift &R RAMH. ELNMENNIZRIRIE FIPS #H1THE,

OpenShift 2R 28 FIPS &#M4E R &R T kata 1:ﬁHT§"'§ HTHIXTE pod 4TI K
kata-remote-cc EAR WL R, BRI FIPS &8 M #1704,

FIPS Bl RS REMIMEFFENREZNAGZ—, THRT R ERAVFERZFIMBERA,

B

HAETE x86_64 Z2fJ89 Red Hat OpenShift B F X E M FIPS %iE#I/Modules in
Process %,

B T #RZ1 08 OpenShift SMAEZRME, 1S4 OpenShift 225 F A R HIXS BB TTEET,


https://docs.openshift.com/container-platform/latest/post_installation_configuration/machine-configuration-tasks.html#rhcos-add-extensions_post-install-machine-configuration-tasks
https://docs.openshift.com/container-platform/latest/virt/virtual_machines/virtual_disks/virt-configuring-local-storage-for-vms.html
https://docs.openshift.com/container-platform/latest/virt/live_migration/virt-configuring-vmi-eviction-strategy.html
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules
https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
https://access.redhat.com/articles/5059881

%523 3E OPENSHIFT &SR TEfi

F 2= IME OPENSHIFT &8 SBTIEMNE:

IRET LAME R Web #1538 OpenShift CLI (oc) &% OpenShift 2 & &2 Operator, E&R% OpenShift
WERIR Operator Z 8, B S Red Hat OpenShift £,

2.1, FoRGE A
TELRL OpenShift SR80, BHAR Red Hat OpenShift £EEH BT EXK :

o EEELWVIHE M Red Hat Enterprise Linux CoreOS (RHCOS) worker 1E RERIEHLE A Ze M &2,
A LMERERRERE, SEAFES. REEFESHNINRERFREBEEL.

p= Y=
o OpenShift &R RHCOS worker i m, A FF RHEL i =,

o AXFRERENIME.

o {RELATE Amazon Web Services (AWS) #RH15EfI_EZR%E OpenShift 2Rk, TXHHEMT
IR PR BRI,

2.1.1. OpenShift &R M THREK
OpenShift X 2RI F A P 1ED E1Z21THT (Kata) B9 Red Hat OpenShift 8 LizfT TEf#E. &1
pod H—NEMMN (VM) TR, BENEMHEE QEMU #i2Fi217, FIEE—1 kata-agent i#72, ©
FUBEARTEAZNREERRF, URXERFFSTHHE, WOTABERERISINTFH :

e containerd-shim-kata-v2 F§ F5 pod &5,

e virtiofsd fXFRE FHLALIE EN X RSV F],
BETMEVNBEEERINREFE, X FTHBEFERAENESE, ANREFEREIERIENA,

ERXERNETRNER T THNARSEETRERE, BEIENIFERNEREAEIRASE,. B
H /0 ZHRXMHEERNTE,

INRABBWBFREHRENANE, BLZRNFRERRERIPIERIELN A,

LIEERFRGBIE, RERNAFEIRE], THEIERREE, MRREREAFRE, MEUIH
ZTHARATRESFERAE, IRARRETRE, EARSKIEEUN ERNHE MR,

AMIARFRN
TRIM T KRR —LERINE.

iy A
BN RN D BRI MEF 2Gi
JABNEE L Linux RA%PI 7715 ~110Mi
QEMU #HE2ERNRNE (EUNAEFRM) ~30M
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gl &
virtiofsd #2EAMARE (BRI 1/O SR X ERS) ~1OMi
containerd-shim-kata-v2 #i2FHEMAE ~20Mi

£ Fedora £iz17 dnf install GRIXHZHREER  300Mmi* [
&
XHZEHARSBIHESMIEEE
o AERFHMHERETN XML AHEF,
o TERRSTSVFRIF 2RI S I/O R ER virtiofsd PR AR,
e 7 QEMU #HEHFEHE A HNF,

NEEAXEREREENERELE, ZEIRUGTEZRE—X.

Pod FFEH#EM 7 17 s £ pod MRS HIRE. KA LUER oc describe runtimeclass kata 7K HX Kata
Z{THT B YR pod FFEH, 0 TFARR.

Bl
I $ oc describe runtimeclass kata
LN

kind: RuntimeClass
apiVersion: node.k8s.io/v1
metadata:
name: kata
overhead:
podFixed:
memory: "500Mi"
cpu: "500m"

& A L@ T B e RuntimeClass # spec.overhead FEXEFE K pod FFiH, B0, MREAHBIRZTHE
EHFE QEMU HZFIE P HLNZREIER 350Mi WfF, ERILIE X RuntimeClass FFEHRH R IEHNEE.

, BRI ENBIAFFHE, FPXRERBRINFHE, XTERFEERA N,

EEFHAHITEMRENSXHERS /O, MEEFNHZEFIEXER AR, XHRHAXBEENL
B QEMU 52 LA K virtiofsd /172 Fr B &,


https://kubernetes.io/docs/concepts/scheduling-eviction/pod-overhead/
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g0, WREER S HREM 300Mi XHZHAK%EF, QEMU H virtiofsd & i <& A 300Mi A5+
7. B2, AAZMER THERERNAE. a6, AFEEBIEENT 300Mi, XMERRNTE
ENTRME, REAFERARERN, REBITE,

Hith 5w
o ERN LRERAFESHER

21.2. AR T RER A KI8I21T OpenShift &R 2R

1Ei21T OpenShift D ER2RA1, BAILKREREHTNT REEE KIKI21T Kata Bk, BLEEHT RTT8E
FAEEDERFNREER, TRAEBHUREILREZT R LRV EIEZR, NREXEERTET
REZITPETEMAE, WaBIEIR, EALUER Node Feature Discovery (NFD) Operator #
NodeFeatureDiscovery %R B 5162 17 R 5%

p= Y=
INRAR RARE R A X MBIAT%E worker T7 B LR % Kata 12170, 15
feature.node.kubernetes.io/runtime.kata=true t7% N B EIFTIE T 52, F7E KataConfig

¥RHi% & checkNodeEligibility: true.,

B4, BIEFFA worker T | L& Kata 12176, 1£ KataConfig FHRF%E
checkNodekEligibility: false.

EXFHIZHEF, EREELZE NodeFeatureDiscovery ¥R, MRIEHWE T mA KKiE
1T Kata 2%, NN 1% R A feature.node.kubernetes.io/runtime.kata=true H:%,

LU #24F feature.node.kubernetes.io/runtime.kata=true 7% N R EIFF A B HEHTT =, F09
KataConfig %RECE NG T s 5%,

FRFM

e % OpenShift CLI (oc) .
o LIEA cluster-admin £ A &5 &%,

e 2% Node Feature Discovery (NFD) Operator,

it =3
1. ©/# NodeFeatureDiscovery FRE M MNIE 21T Kata BERHITT RINBE

a. LT YAML {R#Z 2] nfd.yaml 324 -

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-kata
namespace: openshift-nfd
spec:
operand:
image: quay.io/openshift/origin-node-feature-discovery:4.10
imagePullPolicy: Always
servicePort: 12000
workerConfig:


https://docs.openshift.com/container-platform/latest/installing/installing_bare_metal/installing-bare-metal.html
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configData: |
sources:
custom:
- name: "feature.node.kubernetes.io/runtime.kata"
matchOn:

- cpuld: ['SSE4", "VMX"]
loadedKMod: ["kvm", "kvm_intel"]

- cpuld: ['SSE4", "SVM"]
loadedKMod: ["kvm", "kvm_amd"]

b. fil# NodeFeatureDiscovery B & ¥R (CR) :

I $ oc create -f nfd.yaml

i B
I nodefeaturediscovery.nfd.openshift.io/nfd-kata created
feature.node.kubernetes.io/runtime.kata=true 1% F EIFF A & &9 worker 7 5,

2. 7£ KataConfig ¥7iR+ ¥ checkNodeEligibility &% & true /3 BiXNShae, HI0 :

a. fFLUF YAML {#77%! kata-config.yaml SC{4 :
apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:

name: example-kataconfig

spec:
checkNodeEligibility: true

b. fil# KataConfig CR :
I $ oc create -f kata-config.yaml
=1
I kataconfig.kataconfiguration.openshift.io/example-kataconfig created
o WIFEBARERENAT EMRBIIR :

I $ oc get nodes --selector="feature.node.kubernetes.io/runtime.kata=true'

i Bl
NAME STATUS ROLES AGE VERSION
compute-3.example.com Ready worker 4h38m v1.25.0
compute-2.example.com Ready worker 4h35m v1.25.0
Hfh BR

10



55 2% #BE OPENSHIFT AE&AR B T H
o HX%% Node Feature Discovery (NFD) Operator WEZ{E R, HS M % NFD,

2.2. {3 WEB 124|532 OPENSHIFT &8 T %
& B M web 2HIEERE OpenShift XERIFTEMEL. Bk, BUIRE OpenShift DERSR

Operator, #AE0/# KataConfig BE X %R (CR), EANERBTHRELFNER, BUITFET kata
Y875 runtimeClassName ZI1ZI T /e % YAML X4,

2.2.1. i Web 4 & %% OpenShift &7 25 Operator

&8 M Red Hat OpenShift Web #l& % % OpenShift 2 &7 28 Operator,

FRFH

o B &% Red Hat OpenShift 4.13,

o ATLUFEAEA cluster-admin BA&IAE iR EEE,

it =

1. M Web ##IE& ## Administrator 1, i A%l Operators - OperatorHub,
2. 1Z Filter by keyword FE&H, i A OpenShift sandboxed containers.

3. #%#% OpenShift sandboxed containers F5l,

4. [ Operator f§ R F #.i; Install,

5. 7£ Install Operator T{EH :

a. ME A Update Channel %1715 R %% stable,
b. %iEN Installed Namespace 1245 7 Operator recommended Namespace, iX&{E

openshift-sandboxed-containers-operator n 44 22 [i] %2 4% Operator, 0SR It p 44 Z2 (] &
EE, NsBhilE,

1 openshift-sandboxed-containers-operator LA #4422 [A] A 22 4%
OpenShift 2 &2 Operator 2 B && K,

c. BWIER AN Approval Strategy %1% 7 Automatic, Automatic 2ERIAH, UEHH z-
stream Z{ThRAT AR, B5hERAX OpenShift 30 &R B SHEH,

6. = Install,
OpenShift }» &7& 2% Operator B REFEEEH,
1. M Web #5I& 8 Administrator ¥, 5%l Operators - Installed Operators,

2. HIIE OpenShift ) &7 2% Operator & 1E operator FIFRAHFIH,

1


https://docs.openshift.com/container-platform/latest/hardware_enablement/psap-node-feature-discovery-operator.html#installing-the-node-feature-discovery-operator_node-feature-discovery-operator
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2.2.2. £ web 2l & #0132 KataConfig B E L HR

Rt —~ KataConfig B E X FIR(CR), LMEESRET = L/5 A kata Y£77 RuntimeClass.

BF

2 KataConfig CR R BEI1E /5 worker 7T R, E/EATRERE 10 &l 60 98, HREFN
FRFRMT :

o HHEZ% worker 11 mBIKE! Red Hat OpenShift &,
e #E BIOS # Diagnostics SE AR,

o FEREHMARZ SSD LEE.

o TEVEYT R EEE, NMEN, MAREENT R LEE,

e CPU Mg,

FeREH
o MEEEHLIET Red Hat OpenShift 4.13,
o ATLUFEAEBA cluster-admin B&IAE iR EE,

o B %&ZE OpenShift &R 25 Operator,

Kata BRIANREZFERRA worker TTm b, IMNREHERE T m L% kata /E N

RuntimeClass, {&aLAMLXLET sURINTRSS, SABTEAIENE X KataConfig CR A HIHR
e

Do

it =

1. M Web & ## Administrator i3, il Operators - Installed Operators,
2. M Operator FIZRA%$F OpenShift )& & 25 Operator,
3. 7£ KataConfig itWi£H, = Create KataConfig,
4. 7£ Create KataConfig TUEH, HIALL TS :
o A : HiA KataConfig HIRHIAT. BIAERT, &FFE LN example-kataconfig,

e Labels (F&) : WAEMAERXRHN. H5/E KataConfig FRHEM, SMRERKR—1
/fﬁxj_o

e checkNodeEligibility (7%, RA5X%E pod #HXH) : EFE S EHELMER Node Feature
Discovery Operator (NFD)F&:{lll "7 s 5T 4& LA#E /) RuntimeClass ;21T kata, MIEEZE L,
HBNH"ERE T REEHE RKIBZTT OpenShift DEASR".

e enablePeerPods (X FX% pod) : it S EAERE AN % pod, HELBRIMEHRE
F OpenShift &R 25,

12
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e kataConfigPoolSelector : EKIAIERT, kata 7EFTE T s L{E7 RuntimeClass &%, #l
RBEEFTET S &% kata /£ RuntimeClass, B3R I1— matchExpression :

a. BJF kataConfigPoolSelector X1,

b. 7E kataConfigPoolSelector 7, EFF matchExpressions, iX2ir% k%2 ERIIK,
c. = Add matchExpressions,

d. £ key FEXH, ARINEIFER N A RIBIIRE

e. 1f operator FE&H, RIMNESIIEEMNXTR, BRHZER S In. Notin, Exists #1
DoesNotExist,

f. BFF values X1, #A/F = Add value,
g. 1 Value &, H key InZ{HHIA true =X false,

e loglevel : & Y 7% kata /E2/ RuntimeClass i2{TH 77 mie R B EHIEL T, MBEEZE
B, ESIH"IE OpenShift HERIREIE".

5. = Create,

#7#) KataConfig CR R0, HFFIATE worker 17 £4F)y RuntimeClass 224 kata, ¥ kata 4%
52, LUR worker TEHRER, REHET—%,

BF

OpenShift D2 AT kata ZE I ERF LRHBIAIEIZITH, MARFNERZITNER
50

1. 1f KataConfig it &/, 12L#F3#H KataConfig CR.
2. 1£ KataConfig T{HEA, £ YAML iE£5i+§,

3. AR S AH installationStatus FE&,
BREEFNHMSEIN—FER. = Reload ZEFE#HH KataConfig CR,

% Completed nodes FU{EZE T worker NEFRCHI T I E, NIKKXLREES TN, ZRSLD
BRESTHMT RBIFIR,

2.2.3. fF Web HI 5L ERBFPEE TN E
OpenShift X BRI Kata ZE WERE EMEIEN. AEZ1TH, MAREZITH,

ZEDERBPEE pod BRITIEME, BHF3)1T kata fE1 runtimeClassName R INEI T 7%
YAML XA,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

o A LIFEAEA cluster-admin A& R EEE,

13
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o B %&ZE OpenShift &R 25 Operator,

o KBEAIET KataConfig BE ¥R (CR),

pri% =
1. M web #41& B9 Administrator 118, BFF Workloads F %R E QIR TV 1 52K EY,

2. EIEMETEA, |RTGLAAIBRIERE,
3. EIEAEM YAML XA, 7E5IH A2 spec FE&A, IR0 runtimeClassName: kata,

Pod X Rl

apiVersion: vi

kind: Pod

metadata:
name: hello-openshift
labels:

app: hello-openshift

spec:
runtimeClassName: kata
containers:

- name: hello-openshift
image: quay.io/openshift/origin-hello-openshift
ports:

- containerPort: 8888
securityContext:

privileged: false
allowPrivilegeEscalation: false
runAsNonRoot: true
runAsUser: 1001
capabilities:

drop:

- ALL

seccompProfile:

type: RuntimeDefault

4. & Save,

Red Hat OpenShift Al T/E EHFHFRAE S,

2.3. {8 CLI Z3Z OPENSHIFT &SR TEf %

e LA#EF CLI #BE OpenShift AEAR SR LENE, B, Bk OpenShift D EZA 2 Operator,
ARG 18 KataConfig BE LR, EXNERRPHBBEIEAERE, ELIUF kata fEh
runtimeClassName 7INEI T{E i # YAML X5,

2.3.1. {# [ CLI &% OpenShift &7 25 Operator

& el LUEF Red Hat OpenShift CLI 2% OpenShift ) &2 28 Operator,

FRFM
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%523 3E OPENSHIFT &SR TEfi

o MEEEHLIET Red Hat OpenShift 4.13,
o B% %k OpenShift CLI(oc).
o ATLUFEAEA cluster-admin BA&IAE iR EE,

o RBEIIIHT OpenShift HER2RE R,

P2y~
1T % OpenShift )& & 2% B %/ openshift-sandboxed-containers-operator
Z[HIR ML T X OpenShift S0 &7 25 Operator B AR,

.

i =
1. 4 OpenShift )&% 25 Operator f1]Z Namespace X £,

a. QIB—1NEELLTEHH Namespace F R YAML 3T :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-sandboxed-containers-operator

b. f|# Namespace %% :
I $ oc create -f Namespace.yaml

2. 5 OpenShift )& & 25 Operator £/i2 OperatorGroup X1 &,
a. QIB—1NEELLTEHH OperatorGroup X &R YAML 34 :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
targetNamespaces:
- openshift-sandboxed-containers-operator

b. /3 OperatorGroup %I :
I $ oc create -f OperatorGroup.yaml

3. fI/E Subscription XI5, LUEN OpenShift ) &A% Operator 1117 v B Z2[H],
a. BIE—1EELITAREM Subscription 5§ YAML 34 :

apiVersion: operators.coreos.com/vialphai

kind: Subscription

metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator

spec:

15
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channel: stable

installPlanApproval: Automatic

name: sandboxed-containers-operator

source: redhat-operators

sourceNamespace: openshift-marketplace
startingCSV: sandboxed-containers-operator.v1.4.1

b. fllE Subscription X% :

I $ oc create -f Subscription.yaml

OpenShift ) E&7& 2% Operator B REFEEEH,

Gk

x
%% LU EFIHMA AN RXHLBERIL, BRI UEREMATROEN R YAML X,

o MARIEMEE Operator:

I $ oc get csv -n openshift-sandboxed-containers-operator

i Bl
NAME DISPLAY VERSION REPLACES PHASE
openshift-sandboxed-containers openshift-sandboxed-containers-operator 1.4.1  1.4.0
Succeeded
Hith BTIR

e f{#F CLI M OperatorHub &%

2.3.2. £ f CLI | KataConfig B & X IR

R Al —4~ KataConfig BE L HIR (CR)R{EH RuntimeClass 7 77 )R L &% kata, fl|E
KataConfig CR &% OpenShift &7 25 Operator RHITLLTIRIE :

e 7£ RHCOS T"m EZREZFEMN RHCOS ¥ B, % QEMU #1 kata-containers,
o IR CRI-O iz{THECE T IEFARIZTH M BT,
o FHAIAERENE—/ %) kata B RuntimeClass CR, iX® it 7 RuntimeClassName
X8| CR I ITEfEHBIE HE A kata /E 21T, b CR g EIZ1TH B IR FFEH.
= -

Kata BRINREIEFRA worker T b, MMREBERE T m LRE kata /FH
RuntimeClass, &7 LAAXLETT sURINiR%:, ARETEOIEN £ KataConfig CR A E YR

i
3o

FRFH
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https://docs.openshift.com/container-platform/latest/operators/admin/olm-adding-operators-to-cluster.html
https://github.com/cri-o/cri-o

&£ 25 IME OPENSHIFT »E&AR T Ef

o MEEEHLIET Red Hat OpenShift 4.13,
o B% %k OpenShift CLI(0c).
o EALUFERER cluster-admin A& &K HEE,

o B %ZE OpenShift &R 25 Operator,

BF

/2 KataConfig CR R BEI1E /5 worker 7T R, E/EATRERE 10 &l 60 98, HREFN
FRFRMT :

o HHEZ% worker 11 mBIKE Red Hat OpenShift §&,
e #E BIOS # Diagnostics SE AR,

o FEREHMARZ SSD LEE.

o TEVET R EEE, NMEN, MAREENT R LEEE,

e CPU Mg,

b =
1. FRAUTERLE YAML X5 -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
checkNodeEligibility: false @)
logLevel: info

ﬂ ¥'checkNodeEligibility' iXE& true, LAY R 54&EH RuntimeClass 217 kata, #1%%
BEZER, BBH"RARH T REEHE KIBIZIT OpenShift DEASR".

2. (|Ii%) R RIERmET S L2 % kata /£ RuntimeClass, #H0|E—NEa &5 1 hminsm
YAML 314 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:

name: cluster-kataconfig
spec:

checkNodeEligibility: false

logLevel: info

kataConfigPoolSelector:

matchLabels:
<label_key>: '<label_value>' ﬂ

Q kataConfigPoolSelector FEITR% R 2 #HFHEME ; A2 FF nodeSelector 7%,

1

=1

7
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3. fl# KataConfig %E :

I $ oc create -f cluster-kataconfig.yaml

#7#) KataConfig CR R0, HFFIATE worker 17 £4F)y RuntimeClass 224 kata, ¥ kata 24
52, LUR worker TERER, REMET—%,

BF

OpenShift b2 AT kata RE I ERF ERHBIRIEIZITH, MARFNERZITNER
50

o INPRREHE :
I $ watch "oc describe kataconfig | sed -n /AStatus:/,/"Events/p"

% Is In ProgressHI{E E 7~/ false [, REHMESTM.

Hth

=

P
o TR R EBIIRE

2.3.3. A CLIEAERSRFEET/FNEH
OpenShift X BRI Kata R NERE EMEIEN. AEZ1TH, MAREZITH,

BV ERBRPEE pod IR TIEME, E714F kata £ runtimeClassName SR INEI T E 17 %
YAML A,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

e B% %k OpenShift CLI(0c).
o EREILIEAES cluster-admin & B A 2,
o B%&4& OpenShift &R 2s Operator,

o REQET KataConfig BE XL IR (CR).

AR
e F runtimeClassName: kata ZRINEE(T pod BEARFF R :
o Pod X%
o ReplicaSet © %
o ReplicationController %

o StatefulSet &

18


https://docs.openshift.com/container-platform/latest/nodes/nodes/nodes-nodes-working.html#nodes-nodes-working-updating_nodes-nodes-working

&£ 25 IME OPENSHIFT &S T

o Deployment % &
o deploymentConfig &

Pod X &R # .example

apiVersion: vi

kind: Pod

metadata:
name: hello-openshift
labels:

app: hello-openshift

spec:
runtimeClassName: kata
containers:

- name: hello-openshift
image: quay.io/openshift/origin-hello-openshift
ports:

- containerPort: 8888
securityContext:

privileged: false
allowPrivilegeEscalation: false
runAsNonRoot: true
runAsUser: 1001
capabilities:

drop:

- ALL

seccompProfile:

type: RuntimeDefault

Red Hat OpenShift Al T/E A EFHFRIAE S,

o O pod BRI R L runtimeClassName FE&, #13R runtimeClassName 2 kata, | T{F
i EFE OpenShift Y ERIZHIZIT,
2.4. HAHTIR

® OpenShift Y &R 2k Operator EZRMLLIMEFHZFF. NRELER, HSHEZEMZHME
Fd Operator Lifecycle Manager,

o TEZIRMLEh{FE AR FFEEBIERENT, MUIITE Operator Lifecycle Manager FREEE IR 2 15 3k
117 OperatorHub, {#ARE R FERFIKEX OpenShift ;P &R 25 Operator,
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https://docs.openshift.com/container-platform/latest/operators/admin/olm-restricted-networks.html
https://docs.openshift.com/container-platform/latest/operators/admin/olm-configuring-proxy-support.html
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23 [HHENZ POD 32 OPENSHIFT X ERE TEM

E?_Il«/lﬁﬁﬁ Web 2%l &3k OpenShift CLI (oc) %%k OpenShift )& A28 Operator, ER% OpenShift
WERIR Operator Z8l, B R Red Hat OpenShift 5%,

BF

X pod #8E OpenShift @ﬁ?&%ﬁl{’h\jﬂz,\m PMRRTTINEE. HATITIIRET
LM MRS FNIHIN (SLA) X, BEINEERREHA T, AETHEEEE MR
AT, XERATEIIE _JJ«M%%F&EWJ%%EE’JI?JE&, HENSEF LM BRRER
HE .

BRIABERAT G FEEMNESER, WSARATIT i F e,

1. FeRE M
R E OpenShift WERRHEANEF pod 7, BRIHBUTEK :
e METE AWS 3 Azure L& % Red Hat OpenShift 4.13,
o B% %k OpenShift CLI(oc).

o METLUMFEAES cluster-admin BB i n &£ EE,

3.1.1. X F OpenShift D E A2 HHINF pod FHREK
X pod [FEAMMNMIBERI TR :

e worker T s, worker T mRIFETTEIE. Kata shim 13 ﬁ(contamerd -shim-kata-v2). remote-

hypervisor %R (cloud-api-adaptor), L% worker 7 52 # peer-pod BEHIHL(VM) 2 [H]BIBE & 1%
%o

o M, XRETHIZITHLFR peer-pod EIHL,

Kubernetes worker "7 s R FIHY CPU FIN7E IR A F A1 pod B RuntimeClass (kata-remote)
E XA pod FFHH ifio

S HIZ1TH peer-pod EIINLESE X H Kubernetes 7T sl B ¥R, XA REIZRENT A, H
peerpodConfig B E X FIR(CR)HH limit BHiIXE, 720 kataConfig CR /5 FX % pod I, &1
245 peerpodconfig-openshift B peerpodConfig CR, F{IF openshift-sandboxed-containers-
operator #ip 44 Z2 [,

LLF peerpodConfig CR ‘=l /REIAH spec (H :

apiVersion: confidentialcontainers.org/vialphat
kind: PeerPodConfig
metadata:

name: peerpodconfig-openshift

namespace: openshift-sandboxed-containers-operator
spec:

cloudSecretName: peer-pods-secret

configMapName: peer-pods-cm

limit: "10" @)

nodeSelector:

node-role.kubernetes.io/kata-oc: "
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https://access.redhat.com/support/offerings/techpreview/
https://kubernetes.io/docs/concepts/scheduling-eviction/pod-overhead/
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@ HVRBHENTRI0 PEUL.

T B YIR%& N kata.peerpods.io/lvm, F S Kubernetes HERFIERERIFNZE,

BRI DREIMEN R RIEFD T RBRE. MFEEZER, HSIESRNE pod FEIEDTT RBYE
HLER .

1557 Webhook " RHI TR kata.peerpods.io/vm JRINE pod MM/, MRFE, ©ILEM pod Hiig
qﬂﬂﬂﬂﬁ?{?&ﬂﬁm? TR E, XL Kubernetes ERFE XL BEIR, MAERIEEIERER B
£ peer-pod,

25 5% Webhook &2/ Kubernetes pod, 1 FFI7R :

e 'R Webhook 2% pod @A A THIM RuntimeClassName 1H, 1
TARGET_RUNTIME_CLASS 82 8 hig%E, 1R pod MAGHMIES
TARGET_RUNTIME_CLASS H{ERICES, N Webhook RIEAREN pod BIIER TR H,

e MR RuntimeClassName {EICEE, webhook &%} pod #MA&HFTATFHEK :
1. Webhook M pod HFTEA2RH init 2589 resources FE H il BREA FTRMAR.

2. Webhook &F 82X pod FEE—PNE2:M resources FEX, FHILELQF
(kata.peerpods.io/vm)R11E! spec, Kubernetes HERRFFEAYT BH
kata.peerpods.io/vm i F&EBH,

255 Webhook HEBR T Red Hat OpenShift A E R Z 22 (A, MREXLERT ML
ZE RO T —1 peer-pod, NEMA Kubernetes ¥ BITEM TR ETTEIEE TIF, R
JE pod MM B EY BRI TIR,

FNERERE, HEX—MRESEEBRE, NATERENRZERPAENEF pod,

3111 EBREA T /BN EF pod VM BRI
& A LU 4niE peerpodConfig B & Y HTIR(CR)EEEAN 17 B pod EHIHLIRE,

it =
TUTaHRE LETBIRS :

$ oc get peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-operator
\
-0 jsonpath="{.spec.limit}{"\n"}'

2. iz{TLL T4, 18X peerpodConfig CR By limit BiE :

$ oc patch peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-
operator \

--type merge --patch '{"spec":{"limit":"<value>"}}' ﬂ

FF <value> B IR E E L HIBRH.
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https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/
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3.1.2. £ AWS H peer-pods FY5E R 44
INREA AWS BN pod, EUHTHBRUTEX :
e {&KH) Red Hat OpenShift &EBF TR AWS £, EDEH— worker 11 R,

o {EELLiJiA] AWS_ACCESS_KEY_ID #1 AWS_SECRET_ACCESS KEY i, ©f |AFIEEs
IR — EIFAE =(VPC) Al B A4 = 52451,

o NI EZEHEIE AWSCLI TE,

o HAJTEIRO 15150 1 9000 L5 AMNEREEBE(E.
TR LATE AWS Web #HIEE A CLI /8 AxX Lm0,

3.1.2.1. 5 AWS ja im O 15150 #1 9000
i =

1. FERSE D :

$ INSTANCE_ID=$(oc get nodes -l 'node-role.kubernetes.io/worker' -o
jsonpath='{.items[0].spec.providerID}' | sed 's#[" |*/##g")

2. 3% AWS X1 :

$ AWS_REGION=$(oc get infrastructure/cluster -o
jsonpath="{.status.platformStatus.aws.region}')
3. [RREA :

$ SG=%(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --query
'Reservations[*].Instances[*].SecurityGroups[*].Groupld' --output text --region
${AWS_REGION})

4. %Y peer-pods shim Fi/j[7] kata-agent 15, 2T TS :

$ aws ec2 authorize-security-group-ingress --group-id ${SG} --protocol tcp --port 15150 --
source-group ${SG} --region ${AWS_REGION}

5. %i& peer-pods fZi&, 2T THE :

$ aws ec2 authorize-security-group-ingress --group-id ${SG} --protocol tcp --port 9000 --
source-group ${SG} --region ${AWS_REGION}

WAL S X RO,

3.1.3. {# A Azure ¥ peer-pods Y5 R &4
INREA Microsoft Azure B pod, EAIBERUTEK :
e {&KH) Red Hat OpenShift &EB¥ TR EETE Azure £, EDH— worker 7 =,

o AU A AR FEUERIVT RS

22
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o AZURE_SUBSCRIPTION_ID

o AZURE_CLIENT_ID

o AZURE_CLIENT_SECRET

o AZURE_TENANT_ID

e AFEEENE—ENRE = (VPC) R AIEFA KT E6,
o EREHEET Azure CLITE,
o IRWRTENGO 15150 1 9000 /5 F&EHB(E.

1 Azure F, XEEIRO ERTFREEE, B2, MRBEHELE, EALUIE Azure web 2H & &
FHFEA CLI B AiwO,

3.1.3.1. 7 Azure [ %m0 15150 #1 9000

pi% &2
1. FERSE D :

$ INSTANCE_ID=$(oc get nodes -l 'node-role.kubernetes.io/worker' -o
jsonpath='{.items[0].spec.providerID}' | sed 's#[" |*/##g")
2. fO3R Azure B5IR4A -

$ AZURE_RESOURCE_GROUP=$(oc get infrastructure/cluster -o
jsonpath="{.status.platformStatus.azure.resourceGroupName}')

3. 103 Azure B REH(NSG) &N :

$ AZURE_NSG_NAME=$(az network nsg list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{Name:name}" --output tsv)

4. &3 Azure VNet &R :

$ AZURE_VNET_NAME=$(az network vnet list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{Name:name}" --output tsv)

5. f:3& Azure FEHF :

$ AZURE_SUBNET_NAME=$(az network vnet subnet list --resource-group
${AZURE_RESOURCE_GROUP} --vnet-name ${AZURE_VNET_NAME} --query "[].
{Name:name} | [? contains(Name, 'worker')]" --output tsv)

6. 3 Azure FMBIZ :

$ AZURE_SUBNET_PREFIX=$(az network vnet subnet show --name
${AZURE_SUBNET_NAME} --vnet-name ${AZURE_VNET_NAME} --resource-group
${AZURE_RESOURCE_GROUP} --query "addressPrefix" --output tsv)

7. #H peer-pods shim 1}j[7] kata-agent @15, ZITUAT@% :
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$ az network nsg rule create \
--resource-group $AZURE_RESOURCE_GROUP \
--nsg-name $AZURE_NSG_NAME \
--name Allow-Kata-Agent-Internal \
--access Allow \
--protocol Tcp \
--direction Inbound \
--priority 112\
--source-address-prefixes $AZURE_SUBNET_PREFIX \
--source-port-range ™"\
--destination-address-prefixes $AZURE_SUBNET_PREFIX \
--destination-port-range 15150

8. XI& peer-pods fZiE, IZ1TLA TGS :

$ az network nsg rule create \
--resource-group $AZURE_RESOURCE_GROUP \
--nsg-name $AZURE_NSG_NAME \
--name Allow-VXLAN-Internal \
--access Allow \
--protocol Tcp \
--direction Inbound \
--priority 111\
--source-address-prefixes $AZURE_SUBNET_PREFIX \
--source-port-range """\
--destination-address-prefixes $AZURE_SUBNET_PREFIX \
--destination-port-range 9000

IAE S A X b

3.2. AW A WEB 12| & #% % POD #8& OPENSHIFT b &R 2R TIE /%
&I M web 2B EBE OpenShift A ERSRIIENE. B, BRIRE OpenShift 2B R
Operator, AFOIE— secret ¥R, EIUNEEEF] peer-pod ConfigMap, secret % #1 ConfigMap
EM—1, EABURTEMNEHNE. &E, EWK8# KataConfig BE L HTR(CR). EAERIHRHI

ETRNERE, BULHFHT kata-remote-cc £ runtimeClassName FxiNEI T E 714, YAML X4
¢O

3.2.1. {5 Web #2415 %24& OpenShift 22 7& 25 Operator

&7 M Red Hat OpenShift Web #£#l & &% OpenShift 2 Z & 28 Operator,

TR

o B &% Red Hat OpenShift 4.13,

o RETLUFEAEZR cluster-admin A& i A& EE,

it

1. M Web #5I& 8 Administrator ¥, i## AZE| Operators » OperatorHub,

2. 1Z Filter by keyword FE&H, i A OpenShift sandboxed containers,
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3. #%#¥ OpenShift sandboxed containers F1l,
4. [7i% Operator f§ R F H.i; Install,
5. 7£ Install Operator T{E :
a. ME A Update Channel %1715 R %% stable,
b. %iEN Installed Namespace 1:%% 7 Operator recommended Namespace, iX&1E

openshift-sandboxed-containers-operator 44 22 [i] %2 4% Operator, 0R It p 44 Z2 ] &
EE, NeBhilE,

1 openshift-sandboxed-containers-operator LA # 6 £ 22 [A] A 22 4%
OpenShift 2 A28 Operator 2 B Z&E K,

c. BWIER AN Approval Strategy %1% 7 Automatic, Automatic 2ERIAH, UEHH z-
stream Z{ThRAT AR, B5hERAX OpenShift 0 &R B SHEH,

6. = Install,
OpenShift ) &7& 2% Operator B REFEEEH,
1. M Web & ## Administrator 13, 5%l Operators - Installed Operators,

2. HIIE OpenShift X &7 2% Operator & 1E operator FIFRAHFIH,

3.2.2. {# 3 Web #Z#]& 5 AWS ECiE peer-pod S
IR BIEE—A secret X R # ConfigMap, LAER AWS ERIXTE pod E8ZE OpenShift A2 A 2%,
EE;JE secret MRfE, BBl KataConfig BE L HIR(CR)RMEAN % pod B8F OpenShift &R
SeRF M
o MEEEHLIET Red Hat OpenShift 4.13,
o EELUMEMES cluster-admin & &K 1A & EE,

o B %ZE OpenShift &R 25 Operator,

3.2.2.1. &5 Web #Hl1E 7 AWS fllEE secret X%

KB AWS ViR B TE secret S RAPEEBMLS, secret W RAT U pod EHINEE, FHIE pod
fER.

1 AWS Al secret MR, BUINXBRENIMEE, TE0EE secret X R, EBRAILURRAEFH—L
B, WIfERA CLIKFRXLEE, MEELER, HSHMER CLI N AWS & secret T &,

Ao, TEAWS Web #ZHIAH, BRHREIFESUTHE :

25


https://access.redhat.com/documentation/zh-cn/openshift_sandboxed_containers/1.4/html-single/openshift_sandboxed_containers_user_guide/index#sandboxed-containers-create-secret-object-peer-pods-aws-cli_deploying-sandboxed-containers-peer-pods
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e AWS_ACCESS_KEY_ID

e AWS_SECRET_ACCESS_KEY

it =

1. M Web & ##) Administrator 13, Sl Operators - Installed Operators,
2. M Operator 5IZRA#%$F OpenShift )& & 25 Operator,
3. BiA LA Import EIFE (+)o

4. 1 Import YAML O, #45LLF YAML &

apiVersion: vi
kind: Secret
metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:
AWS ACCESS KEY_ID: "<enter value>"
AWS SECRET _ACCESS_KEY: "<enter value>"
AWS REGION: "<enter value>"
AWS SUBNET ID: "<enter value>"
AWS VPC_ID: "<enter value>"
AWS SG_IDS: "<enter value>"

EFFAz a1, BAEHAESH AWS_ACCESS_KEY_ID fH,
EFFaz B, MABAESR AWS SECRET _ACCESS KEY f&.
i A& %R 2R AWS_REGION fH,

i NIEK 3R EIR AWS_SUBNET_ID 15,

i NIEK 3R EIR AWS_VPC_ID fH,

BB ZREIB AWS_SG_IDS f&.

QD000

5. = Create,

secret X REQIEE, ETLLEEIESIIE Workloads — Secrets T,

3.2.2.2. 81/ Web #5501 AWS EHHLE &R (AMI)

ZHEA AWS LIS pod 1217 OpenShift A 2R 2R, MUIELMEA AWS ik~ FHRAE— RHEL
AMI,

it =

1. M web #2414 F By Administrator 11/, 7 AZ| Workloads —» Jobs,
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2. £ Jobs BOAM, TEA LMAM openshift-sandboxed-containers-operator i B AIGIEE R T4 F
openshift-sandboxed-containers-operator i H,

3. = Create Job,
4. 7£ Create JobBE O, Fhllhtb5EEH) YAML ;&
5. = Create,

B 025K,

L5 R H OpenShift D ERBREE, EAILUMERA AWS Web #2H&3k AWS CLI T EfHBR
bo

BB GRE, ENIER peer-pod ConfigMap KB

3.2.2.3. ffif Web #H1& 7 AWS )& peer-pod ConfigMap

9 AWS fil| ConfigMap I, %% E AMIID, TEAIE ConfigMap B, &I G FRIXAME, 7i{EF
CLIfFRIt(E, MBEEZER, ESHER CLI B AWS 1] peer-pod ConfigMap .

i =
1. M Web #%I& 8 Administrator #1f, 5%l Operators - Installed Operators,
2. M Operator FlIZk A% OpenShift &7 28 Operator,
3. BiA LA Import EIFE (+)o

4. 1 Import YAML O, #I5LLTF YAMLBH ¢

apiVersion: vi

kind: ConfigMap

metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator

data:
CLOUD_PROVIDER: "aws"
VXLAN_PORT: "9000"
PODVM_INSTANCE_TYPE: "t3.medium"
PROXY_TIMEOUT: "5m"
PODVM_AMI_ID: "<enter value>"

@ A EiisREIE PODVM_AMI_ID {1,

5. /= Create,
ConfigMap R E0IE, & LLEEIETE Workloads —» ConfigMaps 71,

i/ KataConfig CR 5, fERILUMEA AWS LHINE pod 1217 OpenShift &R 2.

3.2.3. {#F Web #Z4I&H Azure B2 & peer-pod 5%
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https://raw.githubusercontent.com/openshift/sandboxed-containers-operator/peer-pods-tech-preview/hack/aws-image-job.yaml
https://access.redhat.com/documentation/zh-cn/openshift_sandboxed_containers/1.4/html-single/openshift_sandboxed_containers_user_guide/index#sandboxed-containers-create-config-map-peer-pods-aws-cli_deploying-sandboxed-containers-peer-pods
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IRLTBIE— secret X &R ConfigMap, LUMEfEA Microsoft Azure LHINTZE pod ERE OpenShift 34
A';IQEEQ
I8 secret MR 5, EMH/lt]E KataConfig B E X HR(CR)RMEMAXZE pod E8F OpenShift HER
%%Q
SeRFH

o MEEEHLIET Red Hat OpenShift 4.13,

o EALUFERER cluster-admin A& &K RI&EEE,

o B %&ZE OpenShift &R 25 Operator,

3.2.3.1. [ Web #5154 Azure Il secret X &

KB Azure U5 B EHFHIE secret M RPEBMLS, secret S RAT LI pod EHINEEK, FHTE pod
fER.

7 Azure B8 secret X RES, MIULBERERIMEE, QR secret X RAT, EALUGREHH—L
{H, WIMER CLI MZFRXLEEH, MNEELZER, HSHER CLI H Azure 6|3 secret I,

A, TE Azure web #ZHIEH, BWATHEIFESUTE :
e AZURE_CLIENT_ID
o AZURE_CLIENT_SECRET

e AZURE_TENANT_ID

iy =

1. M Web & ## Administrator 13, il Operators - Installed Operators,
2. M Operator FlIZ&R A% OpenShift & & 2% Operator,
3. BiA LA Import EIFR (+)o

4. 1 Import YAML O, #I5LLTF YAMLJBH ¢

apiVersion: vi

kind: Secret

metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator

type: Opaque

stringData:
AZURE_CLIENT _ID: "<enter value>"
AZURE_CLIENT _SECRET: "<enter value>"
AZURE_TENANT_ID: "<enter value>"
AZURE_SUBSCRIPTION_ID: "<enter value>"
AZURE_REGION: "<enter value>"
AZURE_RESOURCE_GROUP: "<enter value>"

@ IRz B & AZURE_CLIENT_ID {2,
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EFAR AT, BMAEM#EEH AZURE_CLIENT _SECRET 4,
EFF Az B AN 15 A %89 AZURE_TENANT _ID &,
i N5k %= E89 AZURE_SUBSCRIPTION_ID {&.

W AN E K %= B89 AZURE_REGION &,

QD00

W AE #3238 AZURE_RESOURCE_GROUP &,

5. = Create,

secret X REQIE, ETLIEEIESIIE Workloads — Secrets T,

3.2.3.2. f§ [ Web ZHIG B Azure BRIV B

Z(H M Azure EBIXTSE pod i21T OpenShift X ERER, EWAE MR Azure TRk P FIBTRD Azure I
RHEL %%

it =

1. M web 1ZHI& F 89 Administrator 1, 1 A% Workloads — Jobs,

2. £ Jobs BAM, TEA LMAM openshift-sandboxed-containers-operator i B AIGIEE R T F
openshift-sandboxed-containers-operator M H #,

3. = Create Job,
4. 7E Create JobBE O, Fhllhtb5EEH) YAML ;&
5. = Create,
B 5 R,
= -

L5 A H OpenShift AR RRER, WMRFE, IJLUER Azure web ZHIE K Azure
CLI TEfHeE.

PIEBB&RE, EYFER peer-pod ConfigMap % &%

3.2.3.3. 81/ Web #EHI& 4 Azure B peer-pod ConfigMap

1 Azure ] ConfigMap i, Sl ERFEMNEREE, WIER CLIRERXLE, MEELSER,
SfER CLI A Azure ] peer-pod ConfigMap .

Y=

1. M Web #2#HIE& ##) Administrator 13, Sl Operators - Installed Operators,
2. M Operator FlIZ&kA1%L#EE OpenShift &7 28 Operator,

3. BEA LA Import IR (+)e
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4. 1 Import YAML O, #I5LLTF YAMLJBH ¢

apiVersion: vi
kind: ConfigMap
metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator
data:
CLOUD_PROVIDER: "azure"
VXLAN_PORT: "9000"
AZURE_INSTANCE_SIZE: "Standard_B2als_v2"
AZURE_SUBNET ID: "<enter value>"
AZURE_NSG_ID: "<enter value>"
AZURE_IMAGE_ID: "<enter value>"
PROXY_TIMEOUT: "5m"
DISABLECVM: "true"

@ i\ EiFREIM AZURE_SUBNET_ID £,
@ HAERFREIM AZURE_NSG_ID (8.
© HAERFREIR AZURE_IMAGE_ID A,

5. = Create,

ConfigMap R E0IE, & LLEEIETE Workloads —» ConfigMaps 71,

3.2.3.4. {1 Web #2414 Azure 6B SSH %% secret X%

IR B — > SSH B4 secret Xﬁ%?‘ EfEF Azure B9%TSE pod, BNRIELR A QBN KRB SSH FH,
MAAER CLI R R, BLHER, 1ESH

it =

1. M web =& A #9 Administrator 71/, i# AZ] Workloads — Secrets,

2. FEEMH Secrets EO A, WIFERENM T openshift-sandboxed-containers-operator i E
M,

3. | Create, MZFIFKHELE Key/value secret,
4. 7E Secret name FE&H, i A ssh-key-secret,
5. 7 Key FE&H, HiA id_rsa.pub,
6. 7E Value FE&H, MIGEAI A SSH B,
7. = Create,
SSH %5 secret X RE AR, ERILLEEIESITE Workloads —» Secrets T,

| KataConfig CR /&, f&RILUER Azure LBIXTEE pod 21T OpenShift 2 E & 25,

3.2.4. 7£ web 24l & A | KataConfig BE XL HEIRE
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IR BE—/ KataConfig B E X HR(CR), LMETESEEET = _E/E S kata-remote-cc iy
RuntimeClass.

BF

2 KataConfig CR R BEI1E /5 worker 7T R, E/EATRERE 10 &l 60 98, HREFN
FRFRMOTF :

o HHEZ% worker T mBIKE! Red Hat OpenShift &,
e #E BIOS # Diagnostics SE AR,

o TEREHMARZ SSD LEE.

o TEVET R EEE, NMEN, MAREENT R LEEE,

e CPU Mg,

FeRFH
o MEEEHLIET Red Hat OpenShift 4.13,
o REILIMFEAEHR cluster-admin A& 1A &EE,

o B %&ZE OpenShift &R 25 Operator,

BINERT, W pod B Kata REEFEFRA worker TR L, MRBARBE T A L&
kata-remote-cc £ RuntimeClass, &a LITEXLET m ERINIGE, ABTECIERTE
KataConfig CR F7E 7%,

Y=

1. M Web #5I& 8 Administrator ¥, 5%l Operators - Installed Operators,

2. M Operator FlIZ&R A% OpenShift )& & 2% Operator,
3. T£ KataConfig 7+, = Create KataConfig,
4. 7£ Create KataConfig TUEH, HIALLTIFEE :
o ZH : A KataConfig FRHIEH, BILNERT, &FE LN example-kataconfig.

e Labels (FE) : HWAEMAERXRHN. H5/E KataConfig HHRHEM, SMRERKR—1
TEX@‘O

e checkNodeEligibility (7%, RSN pod #HXH) : EFE S FEHELMER Node Feature
Discovery Operator (NFD)F&{IlI "7 s 5T 4& LA#E /) RuntimeClass ;21T kata, MIEEZE L,
HBNH"ERE T REEHE RKIBZTT OpenShift DEASR".

e enablePeerPods (X FX% pod) : kit S EAERG AN % pod, HELBRIMEHRE
F OpenShift &R 25,
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e KataConfigPoolSelector : ZKiL1E R T, kata-remote-cc 7EFfAE T m LEN
RuntimeClass &%, (R EIEFATILT m L% kata-remote-cc /F7 RuntimeClass, &
A I0— matchExpression :

a. BJF kataConfigPoolSelector X1,

b. 7E kataConfigPoolSelector 7, EFF matchExpressions, iX2ir% k% ERFIK,
c. = Add matchExpressions,

d. £ key FE&H, ARINEIFEER N A RIBIIRE

e. 1f operator FE&H, RIMESIIEEMNXR, BRHZER S In. Notin, Exists #1
DoesNotExist,

f. B7FF values X1, A/F = Add value,
g. 1 Value &, H key InZ{HHIA true =X false,

e loglevel : /ESUJF} kata-remote-cc j217°/ RuntimeClass #9777 s e 3RE B SRS F, 20
FELZELR, 1HSM"IE OpensShift W EAREIE".

5. = Create,

BIE#H ) KataConfig CR, FIFFIATE worker i si_E %% kata-remote-cc F 7 RuntimeClass, &%
e, UK worker TTHREHBIS, REUET—%,
BE

OpenShift }» 2 & 25 {fF kata-remote-cc L& N &R EMHHBNRIILIZ1TRY, MAREIZIT
Eq—o

1. 1£ KataConfig i£Ti&/, 12LiF3#H KataConfig CR,
2. 1£ KataConfig TIHEH, £ YAML iE£5i+k,

3. AR S A H installationStatus FE&,
BREEHNHSEIN—FER. = Reload ZEEHH KataConfig CR,

% Completed nodes FU{EZE T worker NEFRCHI T I E, NIRKKXLREES TN, ZRSLS
BRESTHMT RBIFIR,

3.2.5. i/ Web #HI S EN RBHFPEENE pod I M E

OpenShift X BRI Kata R WERE EMEIEN. AEZ1TH, MAREZITH,

ZEANDERIFPIINE pod BBF pod MR TIEME, B/ F5){F kata-remote-cc 1EH
runtimeClassName 7INEI T{E i # YAML XA,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

o MAETLUMFAER cluster-admin A& 15 n &R,
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o B %&ZE OpenShift &R 25 Operator,
o MBBOIET — secret X RH peer-pod ELEIRET, X =N FEEHE—,

o REQET KataConfig BE XL HIR (CR).

1. M web #41& B9 Administrator 118, BFF Workloads 3% R E QIR TV 1 52K EY,
2. EIEMETES, =0 IERE,

3. EIEMAEM YAML XA, 7E5IHHAR2RM spec FE&A, 710 runtimeClassName: kata-
remote-cc.

Pod X Rl

apiVersion: vi
kind: Pod
metadata:
name: hello-openshift
labels:
app: hello-openshift
spec:
runtimeClassName: kata-remote-cc
containers:
- name: hello-openshift
image: quay.io/openshift/origin-hello-openshift
ports:
- containerPort: 8888
securityContext:
privileged: false
allowPrivilegeEscalation: false
runAsNonRoot: true
runAsUser: 1001
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault

4. & Save,

Red Hat OpenShift Al T/E M EFHFRAE S,

3.3

AFFH A CLI BN 2 POD 3% OPENSHIFT 0 & 3828 TYEM %

IRATLAEFE CLI 8B OpenShift &R IIEME. 5%, Bii&E OpenShift D ER 2R Operator,
SR IE 03 KataConfig B E LR, EAERHFHHBEIEAEE, BN kata-remote-cc F
runtimeClassName R INEI TE 7 #; YAML XA,

3.3.1. {1 CLI % OpenShift ;» 27525 Operator

& el LU#EF Red Hat OpenShift CLI 2% OpenShift &2 28 Operator,
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FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

e B% %k OpenShift CLI(0c).

o ATLUFEAEA cluster-admin B&IAE iR EE,

o BB T OpenShift HER2RE R,

v p= =1
1T % OpenShift )& & 2% B %/ openshift-sandboxed-containers-operator
L HIR M T X OpenShift D &R 25 Operator B AR,

it =3
1. 5 OpenShift ;Y &7 2% Operator {2 Namespace &R,

/7 m

a. QIB—NEELLTEHH Namespace F R YAML 305 :

apiVersion: vi
kind: Namespace

metadata:
name: openshift-sandboxed-containers-operator

b. fl|# Namespace %% :

I $ oc create -f Namespace.yaml

N

2.} OpenShift ) &7& 25 Operator £/i2 OperatorGroup X &,

a. QIB—1NEELLTEHH OperatorGroup XK YAML 34 :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup

metadata:
name: openshift-sandboxed-containers-operator

namespace: openshift-sandboxed-containers-operator

spec:
targetNamespaces:
- openshift-sandboxed-containers-operator

b. /3 OperatorGroup X :

I $ oc create -f OperatorGroup.yaml

3. fI/E Subscription X%, LUEN OpenShift )& & 28 Operator 1117 v B Z2[H],

a. BIE—1EELITAREM Subscription 5§ YAML 34 :
apiVersion: operators.coreos.com/vialphai

kind: Subscription

metadata:
name: openshift-sandboxed-containers-operator
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namespace: openshift-sandboxed-containers-operator
spec:

channel: stable

installPlanApproval: Automatic

name: sandboxed-containers-operator

source: redhat-operators

sourceNamespace: openshift-marketplace

startingCSV: sandboxed-containers-operator.v1.4.1

b. f|& Subscription X :

$ oc create -f Subscription.yaml

OpenShift X &8 28 Operator B REEERAF,

k

g E,E
' LLEFIHMA AN R H LB, BRI UEREMATOENR YAML X4,

o MARIEMEE Operator:

I $ oc get csv -n openshift-sandboxed-containers-operator

i Bl
NAME DISPLAY VERSION REPLACES PHASE
openshift-sandboxed-containers openshift-sandboxed-containers-operator 1.4.1  1.4.0
Succeeded
Hith BTR

e f{#F CLI M OperatorHub &%

3.3.2. {8/ CLI i AWS % E X pod

BNETE AWS EERMINE pod, EAIEIE— secret KR, AWS G EHHL(AMNF peer-pod
ConfigMap,

 AWS KB % pod f&, /03 KataConfig B & X %R (CR)EE A peer pod #8ZE OpenShift

HEEH,

SeRFH
o MEEEHLIET Red Hat OpenShift 4.13,

o B% %k OpenShift CLI(oc).
o ATLUFEAEA cluster-admin BE&IAE iR EE,

o B %&ZE OpenShift &R 25 Operator,
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3.3.2.1. {8 CLI 5 AWS fi|E secret %

KB AWS Vi [0 B FFTE secret S RAPEEBMLS, secret W RAT U pod EHINEE, FHIE pod
fE/.

1 AWS 182 secret XTRES, Bk BisERIMEE, O secret X RAI, ERIURREHR—L
., B2, BYIEFUTHE :

e AWS_ACCESS_KEY_ID

e AWS _SECRET_ACCESS_KEY

Pt =
1. W& secret WM RAAENSEE, BRICTEME
a. FO3RSEHID -

$ INSTANCE_ID=$(oc get nodes -l 'node-role.kubernetes.io/worker' -o
jsonpath='{.items[0].spec.providerID}' | sed 's#[" |*/##g")

secret WRAFAFEXME, MR TR secret X RPEAMIE,
b. 5% AWS X1 :
$ AWS_REGION=$(oc get infrastructure/cluster -o

jsonpath="{.status.platformStatus.aws.region}') && echo "AWS_REGION:
\"$AWS_REGION\""

c. BEAWS FMWID :

$ AWS_SUBNET_ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --
query 'Reservations[*].Instances[*].Subnetld' --region ${AWS_REGION} --output text) &&
echo "AWS_SUBNET_ID: \"$AWS_SUBNET_ID\""

d. &% AWSVPCID :

$ AWS_VPC_ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --query
'Reservations[*].Instances[*].Vpcld' --region ${AWS_REGION} --output text) && echo
"AWS_VPC_ID:\"$AWS_VPC_ID\""

e. B3R AWS Z£4H D :

$ AWS_SG_IDS=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --query
'Reservations[*].Instances[*].SecurityGroups[*].Groupld' --region ${AWS_REGION} --
output text)

&& echo "AWS_SG_IDS: \"$AWS_SG_IDS\""

2. FEAUTEROE YAML XX -

apiVersion: vi
kind: Secret
metadata:
name: peer-pods-secret
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namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:

AWS ACCESS KEY_ID: "<enter value>"

AWS SECRET _ACCESS_KEY: "<enter value>"

AWS REGION: "<enter value>"

AWS SUBNET ID: "<enter value>"

AWS VPC_ID: "<enter value>"

AWS SG_IDS: "<enter value>"

EFFAzEl, BAEHAESH AWS_ACCESS_KEY_ID fH,
EFFaz B, MABAESR AWS SECRET _ACCESS KEY f&.
i N %2R AWS_REGION fH,

i NIEK 3R EIR AWS_SUBNET_ID 15,

i NIEK 3R EIR AWS_VPC_ID fH,

BB REIB AWS_SG_IDS fE.

QD000

3. N secret R :
I $ oc apply -f peer-pods-secret.yaml

secret X R#E N .

3.3.2.2. f§if CLI fll& AWS EHIHLEE&R (AMI)

ZfHH AWS BN pod 1217 OpenShift &R 2R, BAITESMER AWS K FFRAIE— RHEL
AMl,
it 3

1. JB4TLLTF K8s FEML LA i 4

ey
$ oc apply -f https://raw.githubusercontent.com/openshift/sandboxed-containers-
operator/peer-pods-tech-preview/hack/aws-image-job.yaml

LEEE R OpenShift DERBREE, EATLMER AWS Web #2#&3 AWS CLI
T EffiReE.,

-

2. FrrFAL5ERK -

$ oc wait --for=condition=complete job.batch/aws-image-creation --timeout=7m -n openshift-
sandboxed-containers-operator

PIEBBI&RE, B FER peer-pod ConfigMap % &% &,
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3.3.2.3. f#f CLI iy AWS fllE peer-pod ConfigMap

9 AWS flJ# ConfigMap 5, #/i% & AMIID, FEAIE ConfigMap B, 8] LK FiX M,

Pt
1. 183 AMIID, HREFZEUERERE,

$ PODVM_AMI_ID=$(aws ec2 describe-images --query "Images[*].[Imageld]" --filters
"Name=name,Values=peer-pod-ami" --region ${AWS_REGION]} --output text) && echo
"PODVM_AMI_ID: \"$PODVM_AMI_ID\""

2. FEAUTEROE YAML XX :

apiVersion: vi

kind: ConfigMap

metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator

data:
CLOUD_PROVIDER: "aws"
VXLAN_PORT: "9000"
PODVM_INSTANCE_TYPE: "t3.medium"
PROXY_TIMEOUT: "5m"
PODVM_AMI_ID: "<enter value>"

Q i A RS ZREIR AMI D {8,

3. #ZE ConfigMap :
I $ oc apply -f peer-pods-cm.yaml

ConfigMap #%8E, /& KataConfig CR [, EALIER AWS LMY pod i21T OpenShift &R
2o

3.3.3. 18 CLI }y Azure KEXIZ pod

FIZETE Microsoft Azure LFERBINE pod, BB —1 secret KR, Azure FRIRENINL. peer-
pod ConfigMap #1 SSH #4H secret X &,

H Azure BN pod &, M F0IE KataConfig B E X FIR(CR)®E A peer pod E8E OpenShift

HEEH,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

e B% %k OpenShift CLI(0c).
o ATLUFEAEA cluster-admin B&MAE iR EEE,

o B%&4& OpenShift &R 2 Operator,
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3.3.3.1. {8/ CLI 2} Azure & secret %%

B Azure iR BREAFFTE secret W RAECEMLE, secret A RAT IR pod EHNER, FHEIE pod
f#H.

79 Azure B secret XTRET, MBI ERENIMEE, EOE secret M RAT, EAILUGRE R —L
Ho BR, BoIiESELTE

e AZURE_CLIENT_ID
e AZURE_CLIENT_SECRET

e AZURE_TENANT_ID

A
1. N secret M RINERN NS EE, BFRICTEME
a. eFRIIH ID :

$ AZURE_SUBSCRIPTION_ID=$(az account list --query "[?isDefault].id" -o tsv) && echo
"AZURE_SUBSCRIPTION_ID: \"$AZURE_SUBSCRIPTION_ID\""

b. KeFRFRA :

$ AZURE_RESOURCE_GROUP=$(oc get infrastructure/cluster -o
jsonpath="{.status.platformStatus.azure.resourceGroupName}') && echo
"AZURE_RESOURCE_GROUP: \"$AZURE_RESOURCE_GROUP\""

c. ¥:3& Azure X8 :

$ AZURE_REGION=$(az group show --resource-group
${AZURE_RESOURCE_GROUP} --query "{Location:location}" --output tsv) && echo
"AZURE_REGION: \"$AZURE_REGION\""

2. FEAUTEROE YAML XX :

apiVersion: vi

kind: Secret

metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator

type: Opaque

stringData:
AZURE_CLIENT _ID: "<enter value>"
AZURE_CLIENT_SECRET: "<enter value>"
AZURE_TENANT_ID: "<enter value>"
AZURE_SUBSCRIPTION_ID: "<enter value>"
AZURE_REGION: "<enter value>"
AZURE_RESOURCE_GROUP: "<enter value>"

@ IRz B & AZURE_CLIENT_ID {2,

@ EFIEZEL, A% AZURE_CLIENT_SECRET fi.,
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© =tz ETE G ## AZURE_TENANT_ID &,
@ i AMER3REIH AZURE_SUBSCRIPTION_ID ff,
© iAEisREIH AZURE_REGION ff,

@ A5 Ke 32 EI ) AZURE_RESOURCE_GROUP f.,

3. N secret &R :
I $ oc apply -f peer-pods-secret.yaml

secret X R#E N,

3.3.3.2. {6/ CLI & Azure EERIHL &

E{F A Azure LML pod j21T OpenShift 2RSS, EXIEKER Azure Tk P FITTR N Azure B8
RHEL %i&.

it =

1. JB1TLLT K8s VR LAAI R AR -

ey
$ oc apply -f https://raw.githubusercontent.com/openshift/sandboxed-containers-
operator/peer-pods-tech-preview/hack/azure-image-job.yaml

LEERIRAH OpenShift A R2RRER, WMRFE, IJLUER Azure web ZHIE K
Azure CLI TEffRE.,

2. FrrFAL5ERK -

$ oc wait --for=condition=complete job.batch/azure-image-creation --timeout=7m -n
openshift-sandboxed-containers-operator

PIEBB&RE, EYFER peer-pod ConfigMap % & &

3.3.3.3. {8 CLI } Azure ] peer-pod ConfigMap
4 Azure Bl|8 ConfigMap B, % B ENEE(E, E0I8 ConfigMap B, A LU FRIXLEAE,

T
1. K% Azure peer-pod ConfigMap BECE(H, WHIRiCTEME.
a. TR Azure B4R ID :

$ AZURE_IMAGE_ID=$(az image list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{ld: id} | [? contains(ld, 'peer-pod-
vmimage')]" --output tsv) && echo "AZURE_IMAGE_ID: \"$AZURE_IMAGE_ID\""
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b. &% Azure VNet & :

$ AZURE_VNET_NAME=$(az network vnet list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{Name:name}" --output tsv)

ConfigMap AEZEXME, BEATFRFERE Azure FM ID,

c. ¥:3& Azure FM ID :

$ AZURE_SUBNET_ID=$(az network vnet subnet list --resource-group
${AZURE_RESOURCE_GROUP} --vnet-name $AZURE_VNET_NAME --query "[].{Id:id}
| [? contains(Id, 'worker')]" --output tsv) && echo "AZURE_SUBNET_ID:
\"$AZURE_SUBNET_ID\""

d. 13 Azure IR LH(NSG) ID :

$ AZURE_NSG_ID=$(az network nsg list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{ld:id}" --output tsv) && echo
"AZURE_NSG_ID: \"$AZURE_NSG_ID\""

2. FEAUTEROE YAML XX :

apiVersion: vi
kind: ConfigMap
metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator
data:
CLOUD_PROVIDER: "azure"
VXLAN_PORT: "9000"
AZURE_INSTANCE_SIZE: "Standard_B2als_v2"
AZURE_SUBNET ID: "<enter value>" ﬂ
AZURE_NSG_ID: "<enter value>"
AZURE_IMAGE_ID: "<enter value>"
PROXY_TIMEOUT: "5m"
DISABLECVM: "true"

@ i\ EiFREIM AZURE_SUBNET_ID £,
@ HAERFREIN AZURE_NSG_ID (8.

© HAERFREIR AZURE_IMAGE_ID A,

3. #kZE ConfigMap :
I $ oc apply -f peer-pods-cm.yaml

ConfigMap #E8 &,

3.3.3.4. {8 CLI J Azure fllE SSH B%H secret X &
IR HE R SSH BREAF OB SSH B5A secret 7R, LUETE Azure R{ERXEE pod,
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iy =
1. 4B SSH & -

I $ ssh-keygen -f ./id_rsa -N "

2. fIJE SHH secret X4 :

$ oc create secret generic ssh-key-secret -n openshift-sandboxed-containers-operator --
from-file=id_rsa.pub=./id_rsa.pub --from-file=id_rsa=./id_rsa

SSH BHE AR, FEAIET SSH BiA secret X R, flEE KataConfig CR /&, &R LUERA Azure £
X4 pod JZ1T OpenShift W ER 2%,

3.3.4. i CLI fl|# KataConfig BE LR

Rt —> KataConfig BE X FIR(CR), LUMEET %4k kata-remote-cc /£
RuntimeClass. /3 KataConfig CR &fii& OpenShift ;)& 728 Operator EHUTLL TIRE :

e 7f RHCOS 1im L ZEmMEM RHCOS § &, # QEMU #1 kata-containers,

o TR CRI-O 21T EE T EBRIZ TR A B,

o FHIARE, OJE—/1% ) kata-remote-cc B RuntimeClass CR, X®iLAF1E
RuntimeClassName F & 5| CR 4 T/E i #ECE £ kata-remote-cc 1 2170, It
CR 15 &2 1THT Y BHR FF £,

= -
KINERT, W pod B Kata RETERTA worker TTmt, MMREBAEBE T R ERE

kata-remote-cc /£y RuntimeClass, &R LATEIXLETT 8 ERINing:, ARBTEQIENTE
KataConfig CR F & 7%,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

e B% %k OpenShift CLI(oc).
o ATLUFEAEA cluster-admin A& iR EEE,

o B %ZL OpenShift &R 25 Operator,
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& 3= AN POD E OPENSHIFT baassm TN

BF

/2 KataConfig CR R BEIE /5 worker 7T R, E/EATRERE 10 &l 60 98, HREFN
FRFRMTF :

o HHEZ% worker 11 mBIKE! Red Hat OpenShift §&,
e #E BIOS # Diagnostics SE A2,
o EIE#MAE SSD LERE,

o EMETREIE, MAEN, MAREENT R LEHE.

e CPU Mg,

pi% =
1. FRAUTERLE YAML X5 -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
enablePeerPods: true
logLevel: info

2. (FN%) INRMENIEFMET S k%3 kata-remote-cc /77 RuntimeClass, E0/E—1MESE
HEREPRE R YAML 325 -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:

name: cluster-kataconfig
spec:

enablePeerPods: true

logLevel: info

kataConfigPoolSelector:

matchLabels:
<label_key>: '<label_value>"' ﬂ

Q kataConfigPoolSelector FRITR% R 2 HFHEME ; A% FF nodeSelector %,

3. fll# KataConfig %& :

I $ oc create -f cluster-kataconfig.yaml

BI|E#HH KataConfig CR, FFFIE7E worker 7 R %% kata-remote-cc /F 7 RuntimeClass, &
kata-remote-cc 5, K& worker TTmEHBIT, REHET—%,

B

OpenShift Y 2R 23 F kata-remote-cc Z2k H 5 EE BN AT %21
it

a
=
H
2
palil
H.{/
™
ai
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o INPRREHE :
I $ watch "oc describe kataconfig | sed -n /AStatus:/,/"Events/p"

% Is In ProgressI{E E 7"/ false [, ZREHME5TM.

=

HAth BHIR

o TR R EBIIRE

3.3.5. [ CLIFEA 2R EENEF pod W I IEM
OpenShift DA REIT Kata REHER FMEHBY. TSI, TARESTH,

EFRANDERBZPINE pod EBE pod MR TEME, K/ kata-remote-cc /EH
runtimeClassName Z5INZEI T/E /1 #; YAML X,

SERFEH
o EHEBPLET RedHat OpenShift 4.13,

e B% %k OpenShift CLI(0c).

o AELUEMESA cluster-admin & &I 10 R,

o B %ZE OpenShift &R 25 Operator,

o MBBOIET — secret X RH peer-pod ELEIRET, X =N FEEHE—H,

o EBEAIET KataConfig BE ¥R (CR),

e ¥ runtimeClassName: kata-remote-cc S INE{EA pod iR & :

o Pod %%

o

ReplicaSet % &
o ReplicationController &
o StatefulSet X5
o Deployment %%
o deploymentConfig &
Pod %} &l

apiVersion: vi

kind: Pod

metadata:
name: hello-openshift
labels:
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app: hello-openshift
spec:
runtimeClassName: kata-remote-cc
containers:
- name: hello-openshift
image: quay.io/openshift/origin-hello-openshift
ports:
- containerPort: 8888
securityContext:
privileged: false
allowPrivilegeEscalation: false
runAsNonRoot: true
runAsUser: 1001
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault

Red Hat OpenShift B2 T{E i FFRAEE,

o O# pod #EHRX & _EH runtimeClassName FE%. #13R runtimeClassName 2 kata-remote-
cc, N TR EFRANE pod £ OpenShift X 2R Li21T,

® OpenShift ;X E7A 25 Operator EZRMEIMERHZ T, WEELER, HSWEZRMZFE
Fd Operator Lifecycle Manager,

o TEZRMILE A {FE AT FFEBAEREN, EUAIITE Operator Lifecycle Manager RECE IR 1 3
1i[A] OperatorHub, {FAREFERFIKEX OpenShift ;&R 25 Operator,
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2 4 %= 538 OPENSHIFT A& 58 %

& AT LAE A Red Hat OpenShift Web =6 & 1532 530 & T /F 7 #F0T7 SRS HEXBIER.
OpenShift X ERZF1E web IEHIE A —NMILE BN ERR, FEALALLET Prometheus ViR F1 7
W RIRIETT,

4.1. %F OPENSHIFT #» &R 2R

OpenShift X 2R BN B AR ITIEDERBNZITARN. EATLITE web 6] & B Metrics Ul
EIHIXLEHEDR,

OpenShift D ERZRIE LT R AILE -

Kata fCER{SHR

Kata RIEBIEI E A XRIRAEAD EERPIZITH kata REHARMER, XLESE
Iproc/<pid>/[io, stat, status] FHIEIE.

Kata & HLIEERSHER

Kata B HIRERG B E D ER P THE A VIRIERSGHHEIE, XLEiERaE
Iproc/[stats, diskstats, meminfo, vmstats] #1 /proc/net/dev I IE.

hypervisor &7

hypervisor IR A KIZITRATED BRSSP ENNMEUN G ZEFENEE, XEETRETESHE
Iproc/<pid>/[io, stat, status] FHIEIE.

Kata Hi#4EPR

Kata iie2s R UINETEVRBURFIRHL4S Prometheus B3R, kata Wi iEH8hr 2 RA * kata-monitor i
BABMERERBERIFEMER, XEIEIRASEE Prometheus #UEKERITELER.

Kata containerd shim v2 ¥5§#x

Kata containerd shim v2 57 7R A % kata shim 20 E4HE B, X EEIEIERR
Iproc/<pid>/[io, stat, status] F¥4HH 5 IR {52 F 215 TRHIEIE.

& OPENSHIFT A &R 2BHIET

& A] LATE web #2HI BB Metrics TTE A 177 OpenShift ) @& 2:HIE T,

FRFM

o B &% Red Hat OpenShift 4.13,
e B%&4E OpenShift AERZR.

o HALIFEAER cluster-admin B E&FIEUIHMNEENRIIE P10 £,

it =

1. M web #Z#I& F 8 Administrator #1f, # AZ| Observe —» Metrics,

2. ERMIAFERS, HABRENREOIBIRHEI,
B S kata FEXBIFEFRERLL kata T3k, #EA kata SR RESAEFE A A kata IBRHIFIR,

£ U E AR 2 AL AL E IR BYEE IR,

Hoh ¥XR3E
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XIE VLR

o BXOIZE PromQL EMREFEITNESER, HSMH TiliEN,

4.3. 5E OPENSHIFT &8 28U KRR

& 0] LATE web #%& B Dashboards T1E A /7] OpenShift )& &35 (UK,

FoRFH

o B %% Red Hat OpenShift 4.13,
o B%&%E OpenShift AE&RZR.

o HALIFEAER cluster-admin B E&FEUIHMNEENRIIE 1R £,

i =
1. M web #I&H#) Administrator ¥/, 1# A% Observe —» Dashboards,
2. M Dashboard F#i%lZk, % Sandboxed Containers {{ &R,
3. ®i% : 7 Time Range ZIZ&R A B — AN 3G F,
o RFETUE LAY A B,

e &EiTi%EFE Time Range FIFR A H) Custom B EISERE ik & B E X HSEH,

a. ENEEEFNEIERN BB FSEHE,
b. Hifi Save LMREF B E U ASEH,
4. AL : EFE— Refresh Interval,
URREHIMETEH, HPEERE Kata B HLIRIERGEABLLTE |

EEZTRENHRE
BRERPIZITHDIEREHK,

CPU R (B EEIHL)
EREMOEREN CPU ERE.

RERE (B1EUH)
ERENYERSNAEFRE.

FENESEEUERPHENER L, UEREETBENIFAESR,

4. Hfth TR
o BRBEXHUENESER, HSHMEERLE,

DEES
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2 5 2= HZ; OPENSHIFT &A%
IR E LUEF Red Hat OpenShift Web #E%]& 3% OpenShift CLI (oc)EIE; OpenShift X E2& 23, THEAR
XA,
5.1. {5/ WEB 2%l & E1#; OPENSHIFT 0 2323

{8 F Red Hat OpenShift Web 12 & IIFRHE X B OpenShift D& A 2F pod. FIRF6 & ZE[H],

5.1.1. fF Web #2515 HFR OpenShift 2 £7& 2% pod
FEE OpenShift D &R, B/ E LM RFTE A kata /£ runtimeClass # pod.

FRFM

o MEEEHLIET Red Hat OpenShift 4.13,
o ATLUFEAEA cluster-admin A&IAE iR EE,

o BAH—/MEH kata /£ runtimeClass B pod 5%,

i =
1. M Administrator &/, # A% Workloads - Pods.
2. {£ Search by name F &2 RIEEMIFRI pod,
3. mpod &IFTHE.
4. 7£ Details TITEH, WAEDFN Runtime 3 E°R Kkata.
5. X Actions 3, % Delete Pod,

6. EMINEOF =it Delete,

Hth TR

IRATLAM OpenShift CLI #3216 F kata 7 runtimeClass #9217 pod B95IR, HIBIES A M
OpenShift X &8 28 pod,

5.1.2. {# F Web #5151k KataConfig B E L HFIR
B KataConfig B & X ¥R (CR) & MEE R EIZ kata i21TH REEX TR,
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BF

kR KataConfig CR < BEhEJS worker TR, E/SAIREHZE 10 Bl 60 2%, hRRERFNT
MR T :

o HHAEZS worker W mBIAE! Red Hat OpenShift §&,
e HE BIOS #01 Diagnostics 5L 2R

o FEfEHMARZ SSD LEE.

o TEMETRLERE, WRH, MAZREEMUT RLEE,

o CPU FIMZSHIE,
FeREH
o TEEEEHLEE T Red Hat OpenShift 4.13,
o RAILUMFAER cluster-admin B &I 1 EE,

o R BEIIETEZ1TH pod {# kata /E75 runtimeClass,

it =

1. M Administrator i, # A%l Operators - Installed Operators,
2. {#F Search by name F&##5 OpenShift & 7& 2% Operator,

3. = Operator THE, fAE%EEE KataConfig LI+,

4. = KataConfig %R Options 35 , SRE%EFE Delete KataConfig.
5 ERINEOH R Delete,

%% kata 21T AR ENE, F{E worker THRER, ARMKET—5,

5.1.3. {5/ Web 2% &Mk OpenShift () &7 2% Operator
fHB& OpenShift 3» &R 2% Operator 2B Operator BIB 1T 1. Operator ZHFEEEARSSHRA (CSV).
SEREMH

o TEEEEHELE T Red Hat OpenShift 4.13,

o RAILUMFEAER cluster-admin B &I 1 EE,

it

1. M Administrator Yl 1, # AZ| Operators - Installed Operators,

2. {#F Search by name F&##5 OpenShift & 7& 2% Operator,
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3. mifi Operator #J Options 3 Fi%FE Uninstall Operator,

4. FEBIAEOH = Uninstall,

5.1.4. {5/ Web 5 & IF& OpenShift 30 2 & 256p % 22 |H]

BT b NE, SENREINRESRZIRES, WE, EaLuRA R openshift-sandboxed-
containers-operator 4% 22 [i] S EH T Operator E’J’u%% B 7 17],

FRFM

o MEEEHLIET Red Hat OpenShift 4.13,

o TATLUFAEA cluster-admin BA&MAE iR EEE,

it

1. M Administrator i, # AZ| Administration > Namespaces,

2. {8 Search by name F %13z openshift-sandboxed-containers-operator &4 22 A,

3.\ ZE[AAY Options 3 H Fi%+% Delete Namespace,

% E,a
fNR Delete Namespace it AR, IR %A MR % 22 (A I R

4. 1f Delete Namespace E#&H1, #ijA openshift-sandboxed-containers-operator 355
Delete,

5. = Delete,

5.1.5. {£F Web 125 & Ff KataConfig B 7E X FTRTE L

KataConfig B & X FJRE X (CRD) AL E X KataConfig CR, B ENEH T2, 18 MEEEHMHIFR
KataConfig CRD,

FRFM

o MEEEHLIET Red Hat OpenShift 4.13,
o A LIERAEA cluster-admin & GBI 1A &EE,
o M2 MEEFHHFR KataConfig CR.

o MBEBMEREHHBIRT OpenShift & A2 Operator,

it =

1. M Administrator ¥/, # AZ] Administration = CustomResourceDefinitions,
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2. {8 Search by name F %12 3% KataConfig.

3. m KataConfig CRD B Options 325, A5 Delete CustomResourceDefinition,
4. EMINE O H S Delete,

5. %%F KataConfig CRD 2 MFIFRFHEKR, XAREREILDH,

5.2. {5 CLI 1z OPENSHIFT ' && %%

&7 LUE A Red Hat OpenShift an5 475 (CLI) #1% OpenShift Y &R 2. RRBREREN1HINFEIRIBLL
THRRE,

5.2.1. {8 CLI ffk OpenShift X & & 23 pod
FEE OpenShift D EASR, Bl E LM FRFTE A kata /£ runtimeClass #J pod.

FERFH
e B% %k OpenShift CLI(0c).
o B EEMDIT JSON LEZF (jq).

it =3
1. BT T4, #3REMA kata /4 runtimeClass B pod :

$ oc get pods -A -o json | jq -r ".items][] | select(.spec.runtimeClassName ==
"kata").metadata.name'
2. EMFREA pod, EIZITUL TGRS

I $ oc delete pod <pod-name>

5.2.2. {# A CLI k& KataConfig B & X ¥R
MEEEE R HIFRFENEL kata iI21TH REFFAEHEXTKIR, 20 CRI-O E2EF RuntimeClass,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

o B% %k OpenShift CLI(oc).

o TATLUFEAEA cluster-admin A& iR EE,
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BF

kR KataConfig CR < BEhEJS worker TR, E/SAIREHZE 10 Bl 60 2%, hRRERFNT
MR T :

o HHAEZS worker W mBIKE Red Hat OpenShift §&,
e HE BIOS #01 Diagnostics 5L 2R

o TEfEHMARZ SSD LEE.

o TEMETRLERE, WREH, MAREEMUT R LEE,

e CPU FIMLE4IE,

T
1. BT T o5 KM KataConfig B E R :

I $ oc delete kataconfig <KataConfig_ CR_Name>
OpenShift D &R 2% Operator RMMR&EH HEELRE /S HZ1TH OEMAE KR,

BF

EMFRILRER, CLIRZEN, BERIFAE worker TREE NIE, FRARTH, ABEM
FTIS USRI T RS IR,

o EIF KataConfig BE X FHREEEMER, 1HZITUTRS -

I $ oc get kataconfig <KataConfig_ CR_Name>
i Bl

I No KataConfig instances exist

5.2.3. {fFH CLI flif} OpenShift ;» &4 25 Operator

W1 M BR Operator 1T, Operator ZH. &EFARFSHRAN(CSV)FN6p % 22 [A] MEEEH TR OpenShift &R
#% Operator,

FeRFH
o BHEHKEPLRET RedHat OpenShift 4.10,
o %% OpenShift CLI(oC).
o RBELRLET readand-line JSON 2223 (jq)o

o RAILUMFAER cluster-admin B &I 1 £E,

52



Eﬂ>
%
B8

% 5 Z= HEF, OPENSHIFT %

AR
1 BITLATR S, MITEHIRE OpenShift DR B ERAIERIRS A (CSV) &7 -

CSV_NAME=$(oc get csv -n openshift-sandboxed-containers-operator -o=custom-
columns=:metadata.name)

2. ia{TLA T4, M Operator Lifecyle Manager (OLM) ik OpenShift 30 &7 2% Operator 1]

I $ oc delete subscription sandboxed-containers-operator -n openshift-sandboxed-containers-
operator

TLLTF a4, MR OpenShift W ER SR CSV &7 :

w
™

I $ oc delete csv ${CSV_NAME} -n openshift-sandboxed-containers-operator

4. IZTLL T S R IKEX OpenShift ) & & %8 Operator &N :

$ OG_NAME=$(oc get operatorgroup -n openshift-sandboxed-containers-operator -
o=jsonpath={..name})

5. 21T S %M R OpenShift )& & 28 Operator L& :
I $ oc delete operatorgroup ${OG_NAME]} -n openshift-sandboxed-containers-operator
6. T T S EMBR OpenShift D ERIRBRZENA :

I $ oc delete namespace openshift-sandboxed-containers-operator

5.2.4. {8 CLI fitif# KataConfig B & X 5TRE XL

KataConfig B & X ¥R E X (CRD) AIiL&E Y. KataConfig CR, MEZEEi ik KataConfig CRD,

SeRF M
o T OpenShift CLI(0C).
o AELUEMESA cluster-admin & &A1 R,
o B2 MEEFHHFR KataConfig CR.

o MBMERHHBIRT OpenShift HEA 2% Operator,

AR
1. 21T ép 5 3k fER KataConfig CRD :
I $ oc delete crd kataconfigs.kataconfiguration.openshift.io
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e ELF KataConfig CRD 2& EMIER, HZTUTHS :

I $ oc get crd kataconfigs.kataconfiguration.openshift.io
it Bl

I Unknown CR KataConfig
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% 6 = A% OPENSHIFT p&aa%

% 6 & L OPENSHIFT 2582
OpenShift D2 B R AHIARBHUT =S RAEMN
® F7% Red Hat OpenShift LA # Kata j2 1T K& HAKFHIT,
o  F% OpenShift P E7& 25 Operator LLE#T Operator 17 5,
e FhfEth KataConfig BE L IR (CR) LAE#IEE pod,

IR A LATE OpenShift 2 2 & 2 Operator A EISK Z G2 Red Hat OpenShift, {BELL IS, TEFHY
OpenSh|ft W ERER Operator f7, IA%IZEIN A KataConfig #h T,

BF

INRIBEER OpenShift D ER2S 1.3 F4¢EI Red Hat OpenShift 411, EiILHIITEZM
OpenShift A EFZM 1.2 AHEI1.3, AEF Red Hat OpenShift M 4.10 A E! 4.11,

6.1. 7+ OPENSHIFT ;A &R 23 ¥R
OpenShift > 2 &% FR{#E A Red Hat Enterprise Linux CoreOS (RHCOS) ¥ B ERE FIEEEH,

RHCOS ¥ BAEARIR T E121T Kata BesFTHRMAEH, 40 Kata BeFa1TH. ENLIEIZEER QEMU 1
HAEKGEI, &0 ORI S EEEFH Y El Red Hat OpenShift BUETAR A F T B,

BXFY Red Hat OpenShift WEZER, 1ES [ BEHEE,

6.2. 7+2t OPENSHIFT /2 & & 25 OPERATOR

{88 Operator Lifecycle Manager (OLM) F5h3 B 5174 OpenShift ) &7 2s Operator, FEHIAEREHA

6], EFEFIHBNARDRESRAARER, SFFhAL, Web BRHEREREHEIE G Al LEN
A EH,

B X71E Operator Lifecycle Manager (OLM) #F#2 OpenShift &R 25 Operator WEZER, ESHE
12 %451 Operator,

6.3. 7% OPENSHIFT & & 25 1% POD

FH2% OpenShift S ERFRE, EEEFH KataConfig CR F 8 monitor AR EFH K L pod, BN, A
P22% pod R EHZIT 2 B AR A PRI E R

R LA Web #2683 CLI TR,

6.3.1. £ Web 24 & F %% monitor pod
Red Hat OpenShift A1) KataConfig YAML X4 @& G IEHRIEHIRA S, FHERNRAEIFRAS,

FERFH
o MEEEHLIET Red Hat OpenShift 4.13,

o ATLUFEAEA cluster-admin BA&IAE iR EEE,
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iy =

1. M Red Hat OpenShift #J Administrator f1f, i A%l Operators — Installed Operators,
2. % OpenShift )& 7A 2 Operator 7 A KataConfig 1%+,

3. {£ Search by name F %3125 KataConfig %R, KataConfig FiRIIERINZF N example-
kataconfig,

4. ¥ KataConfig 51JR, A KataConfig %1+,

5. {&2X kataMonitorimage FIhRA S :

checkNodeEligibility: false

kataConfigPoolSelector: null

kataMonitorlmage: 'registry.redhat.io/openshift-sandboxed-containers/osc-monitor-
rhel8:1.3.0'

6. mif Save,

6.3.2. ¥ CLI #%¢ monitor pod
&R LAF5h{E 1 KataConfig CR A HY monitor 5if%, LAE#T monitor pod,

FRFM

56

o MEEEHLIET Red Hat OpenShift 4.13,

e B% %k OpenShift CLI(0C).

o EHALUFERER cluster-admin A& &K HI&EE,
® 7f Red Hat OpenShift CLI HiZ{TLA R &% -

$ oc patch kataconfig <kataconfig_name> --type merge --patch
'{"spec":{"kataMonitorimage":"registry.redhat.io/openshift-sandboxed-containers/osc-monitor-
rhel8:1.3.0"}}'

Hrh . <kataconfig_names : 35 E KM Kata BLESXFHIE T, 50 example-kataconfig.
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2 7 = N5 OPENSHIFT &R S #iE

L% OpenShift R A LJIITHEEHIRES, BRI QR — DR FAIH, FHEA must-gather TERH
IER.

MREREREENR, MATUBTEREES, BREFMNEEIH,

7.1. NN FINEE OPENSHIFT X ERSHIE
TEIRA A I BRI EREE R, AT AT BIZIE 235 NI 1T HEBR B FE,

& {#FF must-gather TEZEE % Red Hat OpenShift £EEZHITER, SEELHIS
OpenShift 2R 2B XM E AR EIE,

N T REHRESL R, 1HIRMt Red Hat OpenShift 1 OpenShift 0 2R IRMIZHE B,

7.11. XF must-gather TE
oc adm must-gather CLI (s S RIINE R BB FRARFENERFER, % :
o HRE XL
e RFAE
FINER T, oc adm must-gather 63 oA RINRIEH R, HEA /must-gather.local,
FH, EEALEREHNSHZITHRNRREERER, WELTERD P

o EBREE—PHRLNFEINEENEXIEIE, 15EA —-image SEHESR, NLLTERD AR,
a0 -

$ oc adm must-gather --image=registry.redhat.io/container-native-virtualization/cnv-must-
gather-rhel8:v4.13.0

o TWEHITHER, 15@ M -- /ust/bin/gather_audit_logs 2%, LA TR AR,
flan :

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

% -
Cn FERBRINERESHN—ED, TRWEHITBERENIHIIKN,

L1Ri21T oc adm must-gather v, &8I EH PR OB — N BREN B FFHIFT pod, 1E1% pod LUK
SHUE, FHREFZELL must-gather.local FFLHI— N E XA, LEREHFITEERPUIE.

flan :
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bklx4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2  Running 0 72s
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74, A LAEF --run-namespace EITEREE 68 4 22 (] Hi24T oc adm must-gather &35,

o -

$ oc adm must-gather --run-namespace <namespace> --image=registry.redhat.io/container-native-
virtualization/cnv-must-gather-rhel8:v4.13.0

Z£{# /A must-gather RIS OpenShift D RBHREWE, B IHEE OpenShift DR RBREHR :

I --image=registry.redhat.io/openshift-sandboxed-containers/osc-must-gather-rhel8:1.4.0

7.2. %F OPENSHIFT & &% &R
YBIMWEERFRAERIER, LUTIEFIN RS OpenShift DR B EREX :
o FTEET{EM OpenShift D RE &R TR E ZE ] R EFI K
o FiF OpenShift AEAREEE XFIRE X (CRD)
LAF OpenShift @AM HERHN{EA kata i217HHZ1THEA pod W& -
e Kata fREHEK
e KataizfTHfHE
e QEMUB®&
o HifARE

e CRI-O H&

7.3. 71 OPENSHIFT &8/ B B&

ENEBFEIER, AL OpenShift D E&RF[WERIFMHIBEERNF, &7 LIRS Bl KataConfig
CR 1Y logLevel FFE&RE5 HKILK, XRBSUZTT OpenShift X &R 2RHY worker 17 =B CRI-O iz
17 Y log_level,

it 3
1. ¥1A& KataConfig CR F#J logLevel FEXE X/ debug :

I $ oc patch kataconfig <name_of_kataconfig_file> --type merge --patch '{"spec":{"logLevel":"debug"}}'

e

ZfT e ST, 51 KataConfig CR BI& R, iIXZiXE OpenShift D &R &0 T 02
CR M FF,

. I5¥E kata-oc ¥R ECE M, BEEF| UPDATED FE TN True, XEWKEA worker T mEE &
e
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I $ oc get mep kata-oc

LN
NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE
kata-oc rendered-kata-oc-169 False True False 3 1 1
0 9h

2. %5k log_level @& 1E CRI-O BT :
a. ITFZINSREE LT M oc debug &1, 3217 chroot /host,

I $ oc debug node/<node_name>

I sh-4.44# chroot /host

b. ISiF crio.conf XM EN :

I sh-4.4# crio config | egrep 'log_level
i th 7 Bl

I log_level = "debug"

7.3.1. & OpenShift A 2B BMIHAE

SREE A LUER OpenShift W ER R i IHIK B ERBRA-, BN TRNBESRMHEETRAE
I:F'o

A LAEBLLT OpenShift S ERBRHEMBE :
e Kata f{I2

® Kata runtime (containerd-shim-kata-v2)
® virtiofsd

QEMU (NEREZELEMEIRE L, XEEEMEIRATE Kata 12170 B EFH BZI4 B gemuPid FE&H
CRI-O HESRITEHIEI T mAE.

QEMU BESRH

Mar 11 11:57:28 openshift-worker-0 kata[2241647]: time="2023-03-11T11:57:28.587116986Z2"
level=info msg="Start logging QEMU (gemuPid=2241693)" hame=containerd-shim-v2 pid=2241647
sandbox=d1d4d68efc35e5cchb4331af73dad59¢c13f462690512774aabbde7da34db48987
source=virtcontainers/hypervisor subsystem=gemu

Mar 11 11:57:28 openshift-worker-0 kata[2241647]: time="2023-03-11T11:57:28.607339014Z2"
level=error msg="gemu-kvm: -machine g35,accel=kvm,kernel_irqchip=split,foo: Expected '=' after
parameter 'foo™ name=containerd-shim-v2 pid=2241647 gemuPid=2241693
sandbox=d1d4d68efc35e5cch4331af73da459¢c13f46269b512774aabbde7dal34db48987
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source=virtcontainers/hypervisor subsystem=gemu

Mar 11 11:57:28 openshift-worker-0 kata[2241647]: time="2023-03-11T11:57:28.60890737Z"
level=info msg="Stop logging QEMU (gemuPid=2241693)" name=containerd-shim-v2 pid=2241647
sandbox=d1d4d68efc35e5cch4331af73da459¢c13f46269b512774aabbde7dal34db48987
source=virtcontainers/hypervisor subsystem=gemu

% QEMU JZ3IR, Kata 24T <7 QEMU EBhI$TED Start logging QEMU, F1E QEMU Z LR £1E
B&EILE QEMU, £ gemuPid FEEMIF N BEBE R Z B SEBEIX MR, QEMU BIEFREEIRE R LA
@aJ.L_.r\o

QEMU EFHLE’J?"”%UA‘HEAEEU&@TF;\EM o ,._,\_JLXKEEF‘*JH"”%U IL.\LJ\& Kata {‘bEEEIL,\o

FERFH
e B% %k OpenShift CLI(oc).

o ATLUFAEBA cluster-admin B&IAE iR EEE,

ik
° gﬁ% Kata 1‘%EEE|:L.\$D§)_—L‘$JH"'°%U L.\, 'L%ig/i:

$ oc debug node/<nodenames -- journalctl -D /host/var/log/journal -t kata -g “reading guest
console”
o ZHF kata iIZ1TERE, HEBIT:

I $ oc debug node/<nodename> -- journalctl -D /host/var/log/journal -t kata

o EHE virtiofsd HE, 1Hia{T:

I $ oc debug node/<nodename> -- journalctl -D /host/var/log/journal -t virtiofsd

L] EWE QEMU EIL:\y 1 l?i'

I $ oc debug node/<nodenames -- journalctl -D /host/var/log/journal -t kata -g "gemuPid=\d+"

7.4. AR
o BLUWETHBIENTESESD, 55 INEENEIE,
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