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2T NE SRS TR 44 /e ot
eI LR T Jira 123 Create Issue R B RIBH RIS & 1R, Jira [AIFF7E Red Hat Hybrid
Cloud Infrastructure Jira Wi B &, & UEHBRERERIGHHE,

. BEREEERE Jira, MREEEF JIRATKF, TG —/ Red Hat Jira account ,

2. J25h Create Issue RH#,

3. 58RX Summary. Description #] Reporter %,
1E Description FEH, @EXHE URL. =115 LUK IR IFEA R,

4. = Create,

[l


https://www.redhat.com/en/blog/making-open-source-more-inclusive-eradicating-problematic-language
https://issues.redhat.com
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F 12 xF OPENSHIFT » &8 %

OpenShift 2 E2RFJNERM T A ERRFENARZTINHZITHAEXR. WiaTHZ/HLTHEM
(VM) ASR, Mmool T TEMEREE.

1.1. ZheE
OpenShift ) 2R ZIRHLITIIEE -

BITRNEAZEEN TR E

EALREMZTREEREFNHTENE, MEFTBLBTRHNBSRBARET RO, F
R RRBY T 1 B a4 -

o BERRMBHINENTENR, RTIASIZTN (M CRI-O) BFHBIAIAESN, Bl
U5 [T 5 LR ThBE.

o BERE root BIITIEfE, PIMIITHENRILA, B OpenShift HEZBI, RaL
IR & B0 ULV, BIR TR BT S R B R AN E RS,

o AT ZRESNMEA set-uid root ZHHHIXHBITEME, XEZHAFINXHRTRHERNR, FEELH
BEREMRENG, EA Openshift WERIARMN, XEMHEMAINR, TRIUIEHTR
BORETR T [ A BR
BEIRNEARFIET ATEESR T ROIR, WREITHEMENIZDAERENES,
R NFEEUN LZT B EE (] ER I,

HBRENTHEIBHNRKREES

EALLZITEEEE LAKAE (40 sysctl, HERFERILFHE) URLIREE LAKER
(40 W4 SRHRSE) B TIETE

HHE/ A ZEROTHIE

BT LLZ TR B HZR— OpenShift Container Platform S£EMARRNILZNES (FEF) B
TEM %, ZREARTFEMSMENEZITE=ZATENE, MBSRMLEIIEE (CNF) LN AR
. B0, 85=7 CNF IR FEHEBE WA BSHIRO AEBEMN AREF X BN sysctl L £
Fik. EREBENARANZITER TR LA ERE TRE 1,

R EfARRE D SR
A LMER SRR TR TEME, SUMRESNARFFAIRE, B XRE, SEAA
BURTF A N R IRENT pod BRG], XEFLZANDABEN XKL IFEE N BERNNEENRE
. BN, EEATULSMGREBIESLIE (eBPF) BRATFLZ AL, ARBIESTIESE
CAP_ADMIN = CAP_BPF f{[R, HWFRARITFEE CRI-OBET, EAXKREFEREN worker
TR ERE NIRRT AR, KAlt, BEATLUIZEFN SystemTap EARIERRIAE, &
SRIEFF A BRI ANE B & L iRIER,

TafRE T BRI ST ERIA BT IR
BAER T, CPU. RTE. FHEHMLZETIRLL OpenShift D AR SHIE MR AMEZ 2095 R T
B, BT OpenShift PERBDUWEEENN L, FLTANREZNLEET HRIBEERBMAN
VilFREl, B, ERARNLTESEELEMNTANEEZHNRE. Bk, SETHAMESK
MR SR T USEE SRR S, MEEREMLE,

1.2. XHHNFEE
WAL TS £ RS OpenShift 2R :

R1LZEFNTES
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PR 4R AR 2522 B X FFRIRR A TEXH
Amazon Web Services (AWS)#EHL e ZRFIARA EEXHE
S5l

AWS Cloud Computing Services 413 REFHIMRA EEXHE
Microsoft Azure Cloud Computing  4.13 R E#HHIARA EEXHE
Services

IBM Z° #1 IBM® LinuxONE 414 REFTRAE BT

1. {BITE worker 7 s %% Red Hat Enterprise Linux CoreOS (RHCOS), A3 #F RHEL i m.

Heth TR
® Red Hat OpenShift Container Platform 4 3 EHIEER

o RURTIMIZhRESZ RSt

1.3. TR

TEERZE OpenShift WERARAI, ERHLUREREFNT REE W LUZT OpensShift #EREH., TRAE
KHRELREZEAREMESZRF, MREAMETFE TR LTI THENE, NSHIEER,

2R ITER
1. &% Node Feature Discovery Operator,
2. 11/ NodeFeatureDiscovery B E X #R(CR).
3. £l Kataconfig CR /8 AT R B E, A LATERTA worker T REATIE Y R EIZ1T TR
Rt E,
Hith BTR

o Z % Node Feature Discovery Operator

1.4. 8 WRE
LR 224N SR e e FR B AE

Sandbox
W& (sandbox) B—HMREMIMNE, BEAUUEEFZT. TLESP, BILLEITRENAHNFTZE
R, MARIE ENNSRSIRIERS.
£ OpenShift DEARIMER, DEBEIFEAEIMCERRNAKFSIZITTEAEREI, Mg
TN ER—ENLIZITHZ D TR EZ AR B BRE,


https://access.redhat.com/support/policy/updates/openshift_operators#rolling-stream
https://access.redhat.com/support/offerings/techpreview/
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/specialized_hardware_and_driver_enablement/index#about-node-feature-discovery-operator_node-feature-discovery-operator
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Pod
pod 24£& B Kubernetes 1 OpenShift Container Platform BIf3E, ©RKR T AT UHBER SN KR,

B E1E pod WIZ1T, pod ATFEETUES N BRZAIHEMIR,
£ Openshift A 2& & ETXH, pod HERN—NEMUN. ENRETUER—EUN LERD—

pod HIZ 1T,

OpenShift W& %28 Operator

Operator @ — M HAHE, TEIHIT-BREBEALERS EHUTHIRE,
OpenShift A 2 &2 Operator WEFSREEERF LD ERBWEMER., BRI LUER OpensShift A&
A% Operator XHUTES, MREMMERDERES. PFEEHFRSEEE,

N

Kata 2%
Kata REs— 1ML OTE, BATHE OpenShift ERER, OpenShift HERINT Kata BEx5

OpenShift Container Platform 5.

KataConfig
KataConfig X RANFKDEBENEE, SIIFEEXEHRTHNER, MBBYVHNT <.
BT K

RuntimeClass % % B F #3177 LA B AN
Operator REZMEE T &5 kata Bi21TH K, 2T KRB EFXRZTHNER, BT ZTHNE

FEiZITHHR, 80 pod FFEH,

yhe

LTI SRIZITAE TEE. OpenShift X &R 2R

%% (peer) pod
OpenShift ) &5 8 FHIE pod § IR pod BIBER.
EFOIBEMN, ENEF pod d, EANKEREMAIZFNENNIEIEREFRRHNE AP BT
hypervisor llE, %1% pod 5 worker TV R EBIE M pod, HXNHELNAEMAE DT, BN
BEFRAIE N A 2B, FH pod MAEHIZITINEIEE. MF pod it A HREEIMEITE XK,

2. SEDERBARE, TE worker TmAH

/.

1.5. OPENSHIFT ;2 &2& 2% OPERATOR
OpenShift D &R 2% Operator ## 73K B Kata ASRMAAE AN, ©EERE. £aRPMEEES.

OpenShift Y 2 7& 23 Operator LL Operator 4 S& = T AFH N B8R 54

o MATHEBRIESTHIE, XZE operator OLM FLLEFT AT Y,
o FEIANRBHBROENILIEIE KataConfig TR L FRIEHI2S,

OpenShift ) 272 Operator ZF Red Hat Enterprise Linux CoreOS (RHCOS) ¥ EB#:&., RHCOS ¥~
RERE 1L OpenShift Container Platform ¥ {48941#l, OpenShift 2 & & 28 Operator {5 F LEHLHEITE

ERPHBHERR.
WEARE RHCOS BB E AT Kata, QEMU REKIHIIIA RPM, &= LUEA Machine Config
Operator 1248 MachineConfig %iR/E B E11,

Hth BHR
e 4 RHCOS &m¥ &

1.6. OPENSHIFT VIRTUALIZATION

& B LUEF OpenShift Virtualization 7E££EEHERE OpenShift D &R 25


https://kubernetes.io/docs/concepts/scheduling-eviction/pod-overhead/
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/operator_sdk/index#osdk-working-bundle-images.html
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/post_installation_configuration/index#rhcos-add-extensions_post-install-machine-configuration-tasks

£ 13 XF OPENSHIFT &A%

Z[ANZ1T OpenShift Virtualization 1 OpenShift A& A2, EHEMN IR ER, UESIIR
SMEIETHRER. #IEESN OpenShift Virtualization X4 H % FLHHTR BREA.

1.7.FIPS &#iM

OpenShift Container Platform @& W EXFRIE BALIBVRAE(FIPS) 140-2 #1140-3 #%1THY, HLLFIPS &2
T Red Hat Enterprise Linux (RHEL) 2k Red Hat Enterprise Linux CoreOS (RHCOS)if, OpenShift
Container Platform &/ ZH {4 RHEL iM% %, 1 x86_64. ppc6dle. s390x ZRi4_E1R3Z%4 NIST B9
FIPS 140-2/140-3 Validation,

BENISTRIFRRFHNESER, ESHNBELGIIRER, BXNEIERM RHEL N5 ZER IRk A
BIEHT NIST IR, 1§54 Compliance Activities #1 Government Standards .

OpenShift A ERIZFALIEFA T FIPS MK HEA,
£ FIPS =X 217, OpenShift &R RAMH. ELNMENNIZRIRIE FIPS #H1THEE,

OpenShift A 2R 2 FIPS &M RER T kata i217 K, %% pod ;:217H £ kata-
remote HARWTEXHF, HiLEEN FIPS &AM HITIH,

FIPS &l RS REMIMEFIFENREZENAGZ—, THRT R ERAFERZFHMEBERA,

BF

RAE7E x86_64 ZRHF#) OpenShift Container Platform E3E X #F FIPS % iEAI/Modules
in Process &%,

T fRLIIE% OpenShift Container Platform &#MIMEZRBIM R, 1HS[H OpenShift 22 4158 Fft 4
B K B IRFEMAERE —F,


https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/virtualization/index#virt-about-live-migration
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/validated-modules
https://access.redhat.com/articles/2918071#fips-140-2-and-fips-140-3-2
https://access.redhat.com/articles/5059881
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B2E RN EREIENE

IRET LU worker 7 s £ &2 5EH) Red Hat Enterprise Linux CoreOS (RHCOS)7E NER#EHLAR S5 25 LERE
OpenShift » 2 &2 TIEH .

o AE¥EFRHEL T,

" o FHEHEEIL,

WA LMEREMRE AL, S ArESN. RERFEFH K Assisted Installer EEREEEE,

&A B LATE Amazon Web Services (AWS)#R#HLL5 %225 OpenShift 2R, AXFHHHEMTIRERE
IR BERIEM LI,

ﬁB%:I:{,FI)II;
A LRI HAT LA T S 3RERE OpenShift 2P @& 8 TIF I # -

1. HEREINME,
2. /3 KataConfig BE L ¥R,

3. FEMIEAENREBE NER kata 2170 2%,

2.1 IR
AT TS B &S EREAE
. BREFERYHTIR,
2. &R¥ OpenShift }HE7& 2% Operator,
3. A% : BB M S R E LR worker 1T 2 HF OpenShift 0 &R2R :
a. &% Node Feature Discovery (NFD) Operator, 1#1&iHEZ[# NFD Operator 314,

b. | NodeFeatureDiscovery B & X FTIR(CR)LLE . NFD Operator fo BT Bl E S

2.1.1. &%= OpenShift ) &R 2% Operator

& AT LAEF OpenShift Container Platform Web #2556 517 R E(CLI) &% OpenShift &R 2
Operator,

2.1.1.1. 5 Web #8552 % Operator

& A LUE A Red Hat OpenShift Container Platform Web 2%l & %24% OpenShift & 7& 2% Operator,

FeREH
o RETLUFEAEZR cluster-admin A& i A& EE,

it


https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/installing/index#installing-bare-metal
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/installing/index#deploying-installer-provisioned-clusters-on-bare-metal
https://access.redhat.com/documentation/zh-cn/assisted_installer_for_openshift_container_platform
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/specialized_hardware_and_driver_enablement/index#about-node-feature-discovery-operator_node-feature-discovery-operator

B 2E BN EBEILEAER

1. £ OpenShift Container Platform Web #£#l& # 5= Operators —» OperatorHub,

2. 1f Filter by keyword FE&#, i A OpenShift sandboxed containers.

3. 1#E OpenShift DEA R Operator ITdlFH R Install,

4. 7 Install Operator TIE A, MA A Update Channeli£1i %R A% stable,

5. $Z1EH Installed Namespace 1% T Operator recommended Namespace, iX&7E
openshift-sandboxed-containers-operator p % 22 [i] A % 3% Operator, 0R Ithep 44 22 [H] M 77

£, N&samhtl.

1 openshift-sandboxed-containers-operator LA #4422 [A] A 22 4%

OpenShift 2 2 & 28 Operator 2 B Z&E K,

6. JILRE AN Approval Strategy 1% T Automatic, Automatic 2EIAH, HEHH z-stream

RATRRAT R, B3IERX OpenShift R BRI BT EH.

7. = Install,
OpenShift ) &7& 2% Operator B REFEEEH,
1. 5%l Operators — Installed Operators,
2. 451E OpenShift &R 2% Operator @& 2 17T

Hth BHR

o TEZRMLEH{FEF Operator Lifecycle Manager,

o HETFFIEREMENE /£ Operator Lifecycle Manager FECEREL#,

2.1.1.2. i CLI &% Operator

ISR LUEF CLI %24% OpenShift )&% %5 Operator,

FRFM

e B% %k OpenShift CLI(0c).

o ATLUFEAEA cluster-admin B&IAE iR EE,

¥ =
1. €3 Namespace.yaml ;& 53014 :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-sandboxed-containers-operator


https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/index#olm-restricted-networks
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/index#olm-configuring-proxy-support.html
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2. BITU TS AEmAZEE
I $ oc create -f Namespace.yaml

3. fil& OperatorGroup.yaml ;& 5.3 4 :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
targetNamespaces:
- openshift-sandboxed-containers-operator

4. IBITLA T e B3R 0IE operator 4 :

I $ oc create -f OperatorGroup.yaml

5. fi|& Subscription.yaml ;& 5.3 4 :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
channel: stable
installPlanApproval: Automatic
name: sandboxed-containers-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: sandboxed-containers-operator.v1.6.0

BT e RO TT 4
I $ oc create -f Subscription.yaml
OpenShift Y 2 & 23 Operator B REEEEE T,
o ZITLU TSR Operator BIEMAZRE -

I $ oc get csv -n openshift-sandboxed-containers-operator

i Bl
NAME DISPLAY VERSION REPLACES
PHASE
openshift-sandboxed-containers openshift-sandboxed-containers-operator 1.6.0 1.5.3
Succeeded

10
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2.1.1.3. HthB5R

o TEZRMLEH{FEF Operator Lifecycle Manager

o HETFFIEREMIEAE £ Operator Lifecycle Manager B BRI #F

2.1.2. 7% : 62 NodeFeatureDiscovery CR

&7 LLAIE2 —/~ NodeFeatureDiscovery B 7 X HR(CR)3RE X Node Feature Discovery (NFD)
Operator 0 ERIELBE SN, LUATE worker 179 R AT LA #F OpenShift &R 5.

Z{IEIE T RBIFTIE worker 7 R L %2k kata 217, HY
feature.node.kubernetes.io/runtime.kata=true t7% FEIFTIE T 2, F7E KataConfig
CR mi%i& checkNodeEligibility: true,

ZIEFTE worker 11 R_EZR % kata ;217f, 157 KataConfig CR FRiXiE
checkNodekEligibility: false.

EXHIHERT, ERFEELZE NodeFeatureDiscovery CR, fNIRIEHE T mA K&z

1T OpenShift b & A28, NN (YR feature.node.kubernetes.io/runtime.kata=true 7
s

3o

LU RF2)Y feature.node.kubernetes.io/runtime.kata=true 735N BEIFFE B K& T &, HIF
KataConfig HRECE NG E T m 1K,
FeREH

e B.% % NFD Operator,

AR
1. IREELUTRAEIGIE nfd.yaml 7& #3044 -

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:

name: nfd-kata

namespace: openshift-nfd

spec:
workerConfig:
configData: |
sources:
custom:
- name: "feature.node.kubernetes.io/runtime.kata"
matchOn:
- cpuld: ['SSE4", "VMX"]
loadedKMod: ["kvm", "kvm_intel"]
- cpuld: ['SSE4", "SVM"]
loadedKMod: ["kvm", "kvm_amd"]
#...

2. f/# NodeFeatureDiscovery CR :

1


https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/index#olm-restricted-networks
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/index#olm-configuring-proxy-support
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I $ oc create -f nfd.yaml

NodeFeatureDiscovery CR ¥ feature.node.kubernetes.io/runtime.kata=true #1%: v/ 3 EIFf
BEMHE worker 7 s

1. IRIBLUT RAICIEE kata-config.yaml 55 53244 -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: example-kataconfig
spec:
checkNodeEligibility: true

2. /32 KataConfig CR :

I $ oc create -f kata-config.yaml

o NILEAHPESNAT EMRIINE

I $ oc get nodes --selector="feature.node.kubernetes.io/runtime.kata=true'

it Bl
NAME STATUS ROLES AGE VERSION
compute-3.example.com Ready worker 4h38m v1.25.0
compute-2.example.com Ready worker 4h35m v1.25.0

2.2. i WEB 245|558 T/EHM %

IR LUE R Web $5I BE8E OpenShift 2 &% T #H,

2.2.1. | KataConfig B E X iR
R 32—~ KataConfig B E X FIR(CR), LMETE worker W s £ &% kata £ RuntimeClass.

Kata jZ21THf R EINREEIEFTA worker T L, MRRIBAERFE T A LRE kata, KA LUAIX LT 7N
Fr%, $RIG7E KataConfig CR H1E SU%FR%,

OpenShift 2B kata /£ £ FLHIHE) FIIEIZITH RE, MARIENEZBITH,

12
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BF

'JL KataConfig CR 2 B3/E /5 worker T, E/EAIREFEE 10 2l 60 28, LU TFEHEZFRA
KIBINE ST [H]

o THHEZ worker T mHIKE! OpenShift Container Platform E8&,
e HE BIOS #01 Diagnostics 5L 2R

o FEfEHMARZ SSD LEE.

o TEMETRLERE, WREH, MAZREEUT R LEE,

e CPU FIMLEEIE,

FeREH
o RAILUMFAER cluster-admin B &I £,

o Tk : MIREBEFAT RHERINE, BRET Node Feature Discovery Operator.

iz
1. £ OpenShift Container Platform web 2 & # 5:fiiE Operators — Installed Operators,
2. 1% OpenShift Y &7 2% Operator,
3. 7£ KataConfig i£Ti£H#, = Create KataConfig,

4. BIALLTF RS

e Name: A% : BRIA& TN example-kataconfig.

o RE @ W% : B AEAHEXM. iR5IE KataConfig WRHEM., BEMIERR—NiE
xFo

e checkNodeEligibility: A%t : 1%t#{# F§ Node Feature Discovery Operator (NFD)3&:I 7 5=
Bit&,

e KataConfigPoolSelector, "t : BIEFTIAT R R4 kata, THEERTILT R -ENPREEARNN
EREFRIAR -

a. BJF kataConfigPoolSelector X1z,

b. 7E kataConfigPoolSelector XiZif1, B&F matchExpressions, jXZIn% itk s E K
o

c. = Add matchExpressions,
d. 7£ Key FE&H, M ALE2s i FAEIRIAR S 1,

e. 1f Operator FEH, BIABSINZENRR. BMHLZERH In. Notin, Exists 7l
DoesNotExist,

f. BFF Values X135, #AE = Add value,

g. 1 Value &, # key IrZ{HHIA true =X false,

13



OpenShift sandboxed containers 1.6 f /{5

e loglevel : X {FH kata iz 1TH RN T R 5 B EBIEL .

5. = Create, KataConfig CR 20 FH1E worker 77 R L% % kata 121713,
EF LR &R, FF kata RESH, LUKk worker W REHEIF.

1. ¥ KataConfig iEUi£7, = KataConfig CR & HI{IE.

2. = YAML j%ETiE&E status /)T,
status /\ 7@ & conditions #1 kataNodes #, status.kataNodes HIEE— T =%AH, 9
ﬂﬁﬁi%ﬁﬁuﬂjﬁ? kata i%ﬂl\]ﬁiqﬁ E’J—F’ /inNo ﬂ/ﬂﬁ%%ﬁET%BAﬂjfjb */%IL’\O

3. X Reload LARI%T YAML,
% status.kataNodes 4 HIFTHE worker #3= 7R installed 1 conditions.InProgress:
False If, BIRENERRA, NKELERFFHLE kata,

HIF1ES A KataConfig KEE R,

2.22. BB IEMEN &
R AT LB IS kata BB AR pod AN R ENIEFTAT 2K ERE OpenShift D AR TEMEH;

e Pod X%

e ReplicaSet © %

e ReplicationController %
o StatefulSet X5

e Deployment % %

e deploymentConfig &

BF

A E 1 openshift-sandboxed-containers-operator 3% 22 6| RERE TVE %, FiXLERT
TRAIE— % A 2elA,

FeREH
o MBENHENFAIET secret KR,

o MENHN AT EEMRS,

o MBENIET KataConfig B E ¥R (CR),

1. 1£ OpenShift Container Platform Web $#£#ll& 1, SfnZl Workloads — workload type, %0l
Pods,

2. ATHENERETES, [RNKREEHIFE.

3. = YAML 1%,

14
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4. f$ spec.runtimeClassName: kata {HI1ZE)E A pod &R TYEAEN RSB LA, WMTHIFTR

apiVersion: vi

kind: <object>

#...

spec:
runtimeClassName: kata

#...

OpenShift Container Platform Al T{E i #5 RHFFHEE S,

o & pod BEIRXTRE spec.runtimeClassName FF%, MMR({EH kata, I T{E 7 #1E OpenShift
WaEBREPIZIT, FEAXNE pod,

2.3. EAMHITEHETFNE

IR LUE A S 1TERE OpenShift S & 758 TIEMEH,

2.3.1. | KataConfig BE X ¥R
B — KataConfig B E X FTIR(CR)EA/EN worker 77 s _EBIZE TR 2% kata,
fI/# KataConfig CR &f##’% OpenShift ) &7 2% Operator EHUTLU TR/ -

e 7£ RHCOS i m L R&HEM RHCOS &, 1 QEMU #1 kata-containers,

e TR CRI-O 21T ECE T EFRLZITI MIRRER,

o HAIAEENE—/ %) kata B RuntimeClass CR, X ® it 7 RuntimeClassName
X5 CR T EEE HER kata /E 7217, It CR tRIBEIZ1THT B BTIRFFEE.

OpenShift 2B kata /£ £ LI E) FIIEIZITH RE, MARIENEZBITH,

BF

/3 KataConfig CR 2 BIE /5 worker T, E/SAREHE 10 Bl 60 28, 1HFSEENS
MR FMOT :

o HAEZ% worker T mBIKE OpenShift Container Platform &,
e #E BIOS # Diagnostics SE AR,
o IEIE#MAE SSD LERE,

o EMETRERE, WAV, MAREENT R LEHE.

e CPU Mg,

FeREH
o ATLUFAEA cluster-admin A& iR EE,

o Tk MMREBFATMERKE, B2RET Node Feature Discovery Operator,

15
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it =3
1. RIBUTRAICIEE cluster-kataconfig.yaml ;& 5.3 4 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
checkNodeEligibility: false @)
logLevel: info

ﬂ A% @ f¥'checkNodeEligibility' & true LLUZ1T 77 m GG E,

2. "k - BEAET R ERE kata, 1HREBUTRAIEET RIR%E -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:

name: cluster-kataconfig
spec:

kataConfigPoolSelector:

matchLabels:
<label_key>: '<label_value>' @)

#...

Q EETT R,

3. fil# KataConfig CR :
I $ oc create -f cluster-kataconfig.yaml

#1809 KataConfig CR 4% 0I#, F1E worker 17 m EVE Mz 1THT %2k kata,

FIIE RS, FHF kata RETM, LUKk worker TTREHEI S,

I $ watch "oc describe kataconfig | sed -n /AStatus:/,/"Events/p"

L 2% kataNodes THIFTE worker BRSFH B &4 InProgress 7y False I, MIR&BIEER
H, NaEEFPRE kata,

#1552 M KataConfig IR EER.

2.3.2. BB TEEHN SR

16
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RelLLE Y kata BSEHLLT pod BEARXGT REGEITH R EERE OpenShift &R 3 TIEME :

Pod X%

ReplicaSet X%

ReplicationController %%

StatefulSet %

Deployment % &

deploymentConfig X5

B8

AZ7 openshift-sandboxed-containers-operator & 22 H R EBE T EH, X
LR — AT RAMRRE,

FeREZ M
[
e NN EOIET secret ¥R,
[
B NN OIE T Ad B MRS,
[
RE I T KataConfig BE X ¥ (CR).
Pt =

¥ spec.runtimeClassName: kata &2 pod EiR TYEHEX R Hh, MTHIFR

el

17
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18

apiVersion: v1
kind: <object>
#...
spec:
runtimeClassName: kata
#...

OpenShift Container Platform fi|lE: T fiE# X RFIFFIBHAEE.

K& pod BT RM spec.runtimeClassName FE%, MR{E ) kata, M THEHEHE
OpenShift A& A& 2H21T, FRAXNE pod,



B3IFHAR/HTHMETFNEK

B3 E A/HSPRETHFNEK

& "I LAfE AWS Cloud Computing Services H1 Microsoft Azure Cloud Computing Services _L38E
OpenShift &R LM E,

REHEK

[ ]
B %% Red Hat OpenShift Container Platform 4.13 S E a4,

IRHERBZEDLHF—1 worker 77 2,

3.1. £ AWS LSEBT ek

&aI LU OpenShift Container Platform Web 2§15 sk @5 1752 M (CLI)7E AWS Cloud
Computing Services L#8E OpenShift D&% TEf#H.

BEIER

1
JE AEE 0,

~ AWS I secret,

3.
79 AWS iR E U,
4,
B8 KataConfig B E X ¥,
5.
a ik  BBEA T =X pod VM BRI,
6.

FHEM T VE BT RECE A kata-remote 21T,

3.1.1. HERIEIAE

19
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PATU TSR SRS -

HERERA RBHIBIR,

%3 OpenShift R 2 Operator,

je im0 15150 1 9000, LLAAFARERSXF pod HEBiE.

A% BET R T RELE worker 11 5i3z# OpenShift &R -

Z % Node Feature Discovery (NFD) Operator, i¥{&i&Z 5 NFD Operator 344,

il NodeFeatureDiscovery HiE X BTiR(CR)LLE X NFD Operator £ EH T safciE
SH.

3.1.1.1. FRER

X pod EAHL(VM)BZLLFHAIERIHIR

worker i s, worker T mfEEcEIE. Kata shim ¥i&(containerd-shim-kata-v2).
remote-hypervisor ¥ (cloud-api-adaptor), L% worker 77 s HIXIE pod Bl A #IB2 &
ik,

LEH. XRARPZITHIERN S pod 4L,

Kubernetes worker i safi{i i) CPU HIFHTRHE RuntimeClass (kata-remote)E X EZH
pod FiH 4, FAFAIEXNF pod,

EEHIETHNE pod ERHLEEGE U Kubernetes 17 s B¥ER. XM BRHZEANT A, A
peerpodConfig BE X FiIR(CR)HF M limit BHi%E,

1EfIE kataConfig CR /3 XIS pod If, #4 peerpodconfig-openshift B peerpodConfig CR

20


https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/specialized_hardware_and_driver_enablement/index#about-node-feature-discovery-operator_node-feature-discovery-operator
https://kubernetes.io/docs/concepts/scheduling-eviction/pod-overhead/

B3IFHAR/HTHMETFNEK

SR, T openshift-sandboxed-containers-operator iy 22,

LIF peerpodConfig CR =2 ~EKIAM spec {4 :

apiVersion: confidentialcontainers.org/vialphai
kind: PeerPodConfig

metadata:
name: peerpodconfig-openshift
namespace: openshift-sandboxed-containers-operator

spec:
cloudSecretName: peer-pods-secret
configMapName: peer-pods-cm
limit: "10"
nodeSelector:
node-role.kubernetes.io/kata-oc:

BOABRBI I FA TR 10 PN EDHL,

"B FIR& N kata.peerpods.io/vm, F 5T Kubernetes AERFAEE ERERNZE.

EUUARFEMRE R HEEN T RARG. MFESER, ESH"ESNEF pod RN T REIEM
HLERH",

255 Webhook i BRI ¥R kata.peerpods.io/vm FINE pod M4+, MBEFE, BiE2M pod
AP AR E T HERMNE B, XAk Kubernetes FERFEEEXET BFR, WBEMGEKETR

AR SF pod.
5% Webhook £ Kubernetes pod, TR :

25 5% Webhook 21&# pod 2&ATHIK RuntimeClassName {H, &

TARGET_RUNTIME_CLASS H#E&&rhigE. MR pod Hi& s
TARGET_RUNTIME_CLASS HI{ERPCEZ, 1] Webhook RIEREH pod HIHER FBH,

MR RuntimeClassName fiPtAd, webhook &% pod & HiTLA FHEM :

21


https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/
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Webhook M pod A AR init 53868 resources FE SR BRI,

Webhook i#@id 82 pod HEE—1 &M resources FE, I BRHEIR
(kata.peerpods.io/vm)ZiNZEl spec. Kubernetes HERFHAT RFTER
kata.peerpods.io/vm AT EHMK,

3% Webhook #EB& OpenShift Container Platform i E RSt A28 E, MEE
XERG AR R AE T X pod, NIEMA Kubernetes § B HIRIFREKERENE
A, B&JE pod spec @& BRKIR.

ENEREESCRE, B ERBSEHIRES, (AVFERES R ZR hEENF pod.
_,f"

3.1.1.2. 5 AWS B0

5 im0 15150 #1 9000, LLAFAEES AWS Liz1THIXTE pod @15,

FERFH
[
2 &3 OpenShift X2 & 2= Operator,
[
BRE AWS 5T H,
[ ]
B LSRR cluster-admin & &K iR $EEE,
ik

& FAEM OpenShift Container Platform 831385241 ID :

$ INSTANCE_ID=$(oc get nodes -l 'node-role.kubernetes.io/worker' -o
jsonpath='{.items[0].spec.provideriD}' | sed 's#[" ]*/#i#qg")

Kk AWS X1 :

22
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B3IFHAR/HTHMETFNEK

$ AWS_REGION=$(oc get infrastructure/cluster -o
jsonpath='{.status.platformStatus.aws.region}’)

RRESLH :

$ AWS_SG_ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --query
'Reservations[*].Instances[*].SecurityGroups[*].Groupld’ --output text --region
$AWS_REGION)

BT TS, BB pod shim ijjA] kata-agent i@ {5 :

$ aws ec2 authorize-security-group-ingress --group-id ${SG} --protocol tcp --port
15150 --source-group ${SG} --region ${AWS_REGION}

BT TFRSILENE pod B :

$ aws ec2 authorize-security-group-ingress --group-id ${SG} --protocol tcp --port 9000
--source-group ${SG} --region ${AWS_REGION}

BAERS RiX im0,

3.1.1.3. 2% OpenShift Y2728 Operator

& eI LU OpenShift Container Platform Web 12§15 k6 551752 M (CLI)Z 3 OpenShift XS & 2
Operator,

3.1.1.3.1. {1/ Web 25 %R % Operator

Ea]LA$FH Red Hat OpenShift Container Platform Web 12§15 %% OpenShift Y &5 %%
Operator,

eI LUME B cluster-admin AGKA iR EE,

23
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1£ OpenShift Container Platform Web #2#§il{5 s S:#iZE Operators — OperatorHub,

2.
1£ Filter by keyword FBth, Hi A OpenShift sandboxed containers,
3.
PEFE OpenShift ) &7 2% Operator I3 == Install,
4,
£ Install Operator TiEH, AT Update Channel £Ti5IK % stable.
5.

EH Installed Namespace %5 T Operator recommended Namespace, X&7E
openshift-sandboxed-containers-operator g 22 [A|fh %% Operator, MR L& ZE A HAEF
&, Mg,

Pz 3=
ZIR1E openshift-sandboxed-containers-operator LI HIfip 22 i Fh %2
% OpenShift Y& 7525 Operator 2 SBREKIN,
6.

KUFRE 7 Approval Strategy 7% T Automatic, Automatic 2EAH, HEHM z-

stream ZfThRATT AN, B3IESAY OpenShift SR RNE IR,
7.

= Install,

OpenShift &7 3% Operator B REEEEH P,

1.
5%l Operators — Installed Operators,
2.
45k OpenShift 2 7A %% Operator EHBE T
H At BT iR

24



B3IFHAR/HTHMETFNEK

1EZRM%h{E A Operator Lifecycle Manager,

M EEEAYEREE #£ Operator Lifecycle Manager B 15,

3.1.1.3.2. {§f CLI %% Operator

EaILI{EM CLI 2% OpenShift )&% 2% Operator,

FeREZ M
[ ]
B2 %% OpenShift CLI(oc).
[ ]
eI LUME B cluster-admin AGKA iR EE,
Pt =

fllE2 Namespace.yaml ;& 5304 -

apiVersion: v1
kind: Namespace
metadata:
name: openshift-sandboxed-containers-operator

BITU Tl B ZEN -
I $ oc create -f Namespace.yaml

fllE& OperatorGroup.yaml ;& H$. 344 :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
targetNamespaces:
- openshift-sandboxed-containers-operator

25


https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/index#olm-restricted-networks
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-single/operators/index#olm-configuring-proxy-support.html
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IBITEA T ip 53kl operator A :
I $ oc create -f OperatorGroup.yami

Bl Subscription.yaml ;& $ 34 :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
channel: stable
installPlanApproval: Automatic
name: sandboxed-containers-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: sandboxed-containers-operator.v1.6.0

BT T e TR AT -
I $ oc create -f Subscription.yaml
OpenShift Y& 723 Operator B2 REEEE P,
BTLL TSR Operator BIEMfZRE :

I $ oc get csv -n openshift-sandboxed-containers-operator

i

NAME DISPLAY VERSION REPLACES
PHASE

openshift-sandboxed-containers openshift-sandboxed-containers-operator 1.6.0
153 Succeeded
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3.1.1.3.3. Hib ¥R

1EZRM%sh{E A Operator Lifecycle Manager

i FFE IS 72 Operator Lifecycle Manager S EEE 1

3.1.1.4. ®i% : B8JE NodeFeatureDiscovery CR

& eI LA —1 NodeFeatureDiscovery B X & (CR)3¥E X Node Feature Discovery (NFD)
Operator IR EMEESH, LUAE worker 17 LIz HF OpenShift A&

B{EE T BIATE worker 17 s LR kata i217H, 15
feature.node.kubernetes.io/runtime.kata=true ¥+ A RIFMET =, FH# KataConfig
CR Fi%i& checkNodeEligibility: true,

E1EMA worker 11 R L% 3 kata i217i, E{E KataConfig CR Hi%i&
checkNodekEligibility: false,

EXHRERT, BARFEDE NodeFeatureDiscovery CR, MBEMET mA K
¥21T OpenShift Y E&2%%, NN A
feature.node.kubernetes.io/runtime.kata=true $5%,

LA T 245 feature.node.kubernetes.io/runtime.kata=true $1Z N ARIFRE A BRNT &, T
KataConfig HiRECE NI E T R B8

FRFH

[}
B2 %% NFD Operator,

it =

BIBLLT RAIGIE nfd.yaml 555304 -

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery

27
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metadata:
name: nfd-kata
namespace: openshift-nfd

spec:
workerConfig:
configData: |
sources:
custom:
- name: "feature.node.kubernetes.io/runtime.kata"”
matchOn:
- cpuld: ["SSE4", "VMX"]
loadedKMod: ["'kvm", "kvm_intel"]
- cpuld: ["'SSE4", "SVM"]
loadedKMod: ["'kvm", "kvm_amd"]
#...

il NodeFeatureDiscovery CR :
I $ oc create -f nfd.yaml

NodeFeatureDiscovery CR §§ feature.node.kubernetes.io/runtime.kata=true ¥~%: 5 f
BB &1 worker 7 s,

RIBLUT AR kata-config.yaml 555324 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: example-kataconfig
spec:
checkNodekEligibility: true

B KataConfig CR :

I $ oc create -f kata-config.yaml

PUERBFHPEENA T ERNRE :

I $ oc get nodes --selector="feature.node.kubernetes.io/runtime.kata=true'

i
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ol

thERE TIEME

NAME STATUS ROLES AGE VERSION
compute-3.example.com Ready worker 4h38m v1.25.0
compute-2.example.com Ready worker 4h35m v1.25.0

3.1.2. A Web #HIGERE TIFHiE

&R LS Web #2HIAEEE OpenShift &R T,

3.1.2.1. & secret

&1L OpenShift Container Platform SE&¥rh | Secret Xf%. secret HFRLMEFHE RN
Fik. [EME pod BN BELLENSE pod L6, BKIAMERT, OpenShift Y272 Operator iRIE
AT OIRREENEILOE secret, B2, EaUFHhOIBRFERFRMEIEN secret,

SoRFEH
[}
AWS_ACCESS_KEY_ID
[}
AWS_SECRET_ACCESS_KEY
IRRILATE AWS $EHI1E th 4 B 1A,
¥ =
1.
£ OpenShift Container Platform web #Hl& 5= Operators — Installed
Operators,
2.
= OpenShift 2728 Operator t1dl,
3.

A LA Import BFR(+).

29
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£ Import YAML &80O0+h, $4l5LLTF YAML 55 -

apiVersion: v1
kind: Secret
metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:
AWS_ACCESS_KEY_ID: "<aws_access_key>" ﬂ

AWS_SECRET_ACCESS_KEY: "<aws_secret_access_key>" @)

{552 AWS_ACCESS_KEY_ID {#,

2]

{552 AWS_SECRET ACCESS_KEY f{#,

5.
= Save MHEHX,
FT=

NREBHXZEF pod secret, #ENIEST peerpodconfig-ctrl-caa-daemon
daemonset LAR A&,

B secret |5, = Save MAE®N, AFEfTLL T4 KESS cloud-api-adaptor
pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HitfE, F/S daemonset REMUIENF pod, EFRREHIUEH pod.

5%l Workloads — Secrets LL&EE secret,

30



EI3IEEARTHBEI A
3.1.2.2. fIEACE S

&1t OpenShift Container Platform (£ _F R 4L i 0 RC B IR,

W% E Amazon Machine Image (AMI) ID, 7EfIERCEUNGT, &al LU FRXAME,

it =

M AWS SCBIERARELTE -

RSRIFC KA D :

$ INSTANCE_ID=$(oc get nodes -l 'node-role.kubernetes.io/worker' -o
jsonpath='{.items[0].spec.provideriD}' | sed 's#[" 1*/#i#qg’)

XAFHF secret KR EAh{E,

b.
KRk AWS X :
$ AWS_REGION=$(oc get infrastructure/cluster -o
jsonpath='{.status.platformStatus.aws.region}') && echo "AWS_REGION:
\"$AWS_REGION\""
c.
KRFFicE AWS FH ID :
$ AWS_SUBNET _ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID}
--query 'Reservations[*].Instances[*].Subnetld’ --region ${AWS_REGION} --output
text) && echo "AWS_SUBNET _ID: \"$AWS_SUBNET_ID\""
d.
Ked&FHidE AWS VPC ID :
$ AWS_VPC_ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --
query 'Reservations[*].Instances[*].Vpcld' --region ${AWS_REGION} --output text)
&& echo "AWS_VPC_ID: \"$AWS_VPC_ID\""
e.

BRIFICFE AWS 224 1D :
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$ AWS_SG_IDS=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --
query 'Reservations[*].Instances[*].SecurityGroups[*].Groupld' --region
$AWS_REGION --output json | jq -r ".[I[1[]' | paste -sd ",") && echo "AWS_SG_IDS:
\"$AWS_SG_IDS\""

£ OpenShift Container Platform web #Hl& 5= Operators — Installed

Operators,

2]

©

32

M Operator FIK % OpenShift ;)27 25 Operator,

A EAKN Import R (+)e

£ Import YAML &80 +h, 45T YAML 55 -

apiVersion: v1

kind: ConfigMap
metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator

data:

CLOUD_PROVIDER: "aws"

VXLAN_PORT: "9000"

PODVM_INSTANCE_TYPE: "t3.medium"
PODVM_INSTANCE_TYPES: "t2.small,t2.medium,t3.large" g
PROXY_TIMEOUT: "5m"

PODVM_AMI_ID: "<podvm_ami_id>" 6

AWS_REGION: "<aws_region>"

AWS_SUBNET ID: "<aws_subnet_id>"

AWS _VPC_ID: "<aws_vpc_id>"

AWS_SG_IDS: "<aws_sg_ids>"

T X TAF T B B E SR (E BB LIS B,

FUH AR pod BRI LMEEMATA LKA, XA i KB TENEFIERPINE
HMEZ CPU B KMISLHIR BRI TV 51 B BN SEHISE R,

% - BAERT, XMESTEZTT KataConfig CR BE T, FREATEREIIN
AMI ID, MNBEFEA K AMI, FIEEIEHMK AMIID,



B3IFHAR/HTHMETFNEK

{EEEKFETIN AWS_REGION {4,
{5 EESFREIA AWS_SUBNET_ID 4,
fEEERREIM AWS_VPC_ID fH.
{EEES R AWS_SG_IDS i,

= Save MHEX,

NIENHN R R — 1 ECERRS.

NREH peer pod EEMSE, EMJIESS peerpodconfig-ctrl-caa-daemon
daemonset LAR A&,

BEHRENUNG, = Save MAEH. ABE{TLLTHSEESS cloud-api-adaptor
pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HifE, F/S daemonset REMAIENF pod, EFRREHIUEH pod.

SR %l Workloads — ConfigMaps A& &HH0ACE M,

3.1.2.3. fll& KataConfig B & X ¥R

33
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B0 —A KataConfig HE X FTIR(CR), LUETE worker 77 s _EYF RuntimeClass %3 kata-
remote,

kata-remote i {TH KRB\ LZERA worker TTm E, MNEREHERE T m LEZRE kata-remote,
Ra] DU R T m AR, SRIRTE KataConfig CR H5E SUZHR%.

OpenShift Y && 81 kata-remote R INEE LW 8 alikizfaht, MAREETH,

B

fill# KataConfig CR R EZIE /T worker T7m, EFAIEEFE 10 Bl 60 8. UTH

RAURERIGMESHH :

H#AE% worker T R XE OpenShift Container Platform ZE,

#GE BIOS #1 Diagnostics S-FH2R.

A mARE SSD E#BE.

HEYETN R ERE, NEN, MAREELNT R ERE.

CPU FMIMZEHE,
SoREH
[ ]
A LAMEFAEA cluster-admin ABBIAFUiRI%KE,
[ ]
alik - MPREGAT RERKRE, B8R% T Node Feature Discovery Operator,
¥ =
1.
£ OpenShift Container Platform web ¥#HI& 5= Operators — Installed
Operators,
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ol

thERE TIEME

EFE OpenShift P 2728 Operator,

1 KataConfig i£%i&H, s Create KataConfig.

BALLT S -

Name: A% : BRiA&FRN example-kataconfig.

PR - EIE - BIAEMAEXM, 7513 KataConfig BREY. SMrERK—
AR,

checkNodeEligibility: mIi% : %E#{#F Node Feature Discovery Operator (NFD)3
R R FEAB

enablePeerPods : HAB L= IBM SHEEFE,

KataConfigPoolSelector, ®Jik : EEMIET R L% kata-remote, HTERATET =
L R2ERERERRER -

B FF kataConfigPoolSelector X1,

£ kataConfigPoolSelector Xig%, REF matchExpressions, iX@EbraifitE
|ERIIE,

= Add matchExpressions,

# Key B, i AiFeas N ARIRIRE R,

£ Operator FExH, WMABSIHEZHENXR. BRHLZERH
In. Notin. Exists # DoesNotExist,
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BFF Values Xi%, A5 = Add value,

1£ Value FE&rh, 4 key FRZE{ERIA true = false,

loglevel : X f§f kata-remote ;Z1TH KA T ks F=M B EBIR L.

5.
= Create, KataConfig CR I F7E worker 77 s L% % kata-remote iz1TH K,
ER R %A1, FHF kata-remote ZE5eRK, LUKk worker T =EH 55,
1.
£ KataConfig i, = KataConfig CR & HI¥E.
2.
= YAML E£TiE&EE status /M7,
status /MT& S conditions 1 kataNodes #, status.kataNodes B2 — 717 mBU4H,
BT RES AT kata-remote RERMNFFERBNTT =, EREEHNBEHI—FHEE.
3.

= Reload LURIFT YAML,

% status.kataNodes B4 HIFATA worker #i2 i7R installed #1 conditions.InProgress:
False i, fE#frhR% % kata-remote.

#1552 5 KataConfig IREER.

3.1.2.3.1. @3k : KiF pod EHHE&

EER %3 kata-remote 5, OpenShift P2 A 25 Operator RIE—4 pod EfINFER, AT
BN pod, R AERSERKENF, EABRKSEREHLAUEMN, EabliadieEE N
BIERMERCE RS KK UE pod ERINBE GRS SKIEIE.

it =
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7 A Workloads —~ ConfigMaps,

2.
st AR ERS EEHIFE.
3.
= YAML #7335,
4.
KA YAML 32 BRI,
R PODVM_AMI_ID S8i#EFE, N pod EWNE G S AIERTL.
PR

BT T e SRR EHES -

$ oc get events -n openshift-sandboxed-containers-operator --field-selector
involvedObject.name=0sc-podvm-image-creation

BITUTaSREREFLES -
I $ oc logs -n openshift-sandboxed-containers-operator jobs/osc-podvm-image-creation
NRIETEM RIS, EIRZLLIE RS FH R ILX M 4 B &R .
3.1.2.4. 73k : EREA T RN F pod EUHNEE

#&a Ll 4RER peerpodConfig B iE X HHR (CR)EHEHREAN T xS pod EHIHL(VM)BIBRE,

it

BT T e Rie i S airpRHl -

$ oc get peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-
operator \
-0 jsonpath="'{.spec.limit}{"\n"}’
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BT TS peerpodConfig CR H limit B4 -

$ oc patch peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-
containers-operator \
--type merge --patch '{"spec":{"limit":"<value>"}}' ﬂ

¥ <value> BH BT E AR,

3.1.2.5. BB TEMENR

&I LL@T IS kata-remote BSiE I LA pod BA REZFTH K KEBZE OpenShift P EF R TR
#

Pod X &

ReplicaSet X%

ReplicationController %%

StatefulSet ¥ %

Deployment X &

deploymentConfig X5

B

AZE1 openshift-sandboxed-containers-operator & 22 H R EBE T EH, X
BRI — AT RAMARE,

E LGB YAML SXHARRIER, EXTHENEEEFERARERN P E LHEINLHKRRERE,
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MRERBFE SCEFRE, ELURIERRERBEHRE, BARRTIARE.

SEREH
[ ]
e NNt T secret ¥R,
[ ]
BB NN At T BCE e,
[ ]
RBE I8 T KataConfig BE X ¥ (CR).
iR

1£ OpenShift Container Platform Web #§l& s, S#i%l Workloads — workload
type, 0 Pods,

2.
ETHEMBRBITED, [RNREEHFRE.
3.
= YAML $7%5,
4,
¥+ spec.runtimeClassName: kata-remote ZINEIEFA pod Bk T ¥F i % RM97E A,
MTHIFR -
apiVersion: v1
kind: <object>
#...
spec:
runtimeClassName: kata-remote
#..
5.

@ pod BN RARIER, LUERAFNE LB9LHRB KA ILHRR -

BEAFE LALHIRE, FRMTER

apiVersion: v1
kind: <object>
metadata:
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annotations:

io.katacontainers.config.hypervisor.machine_type: t3.medium ﬂ
#...

fEERCEMRE e L A9SEHIR A,

BEABEARE, HRMTER :

apiVersion: v1
kind: <Pod>
metadata:
annotations:
io.katacontainers.config.hypervisor.default_vcpus: <vcpus>

io.katacontainers.config.hypervisor.default_memory: <memory>
# ...

EXAHTENEERNREFE, THAERRETRARFERBEHRE LZTT,

= Save MHEHX,

OpenShift Container Platform I T fiEx RFHFBFEE.

K& pod EiRXI &M spec.runtimeClassName B, MIR{H} kata-remote, N T
AL OpenShift X ERR Liz1T, HAXNEF pod.

3.1.3. FHGSTHBEIFENE

B LUME A RS TTEE OpenShift XER R TIEMEH.

3.1.3.1. fI|E secret

&1L OpenShift Container Platform (Ea¥rh | Secret Xf%. secret HFRLMEFHER N
Fik. FEME pod BN BELLENSE pod L6, BKIAMERT, OpenShift YE7R 2 Operator iRIE
BT OIRREENEILOE secret, B2, EaUFHhHIBRFERFRMEIEN secret,
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SeRFZH
[ ]
AWS_ACCESS_KEY_ID
[ ]
AWS_SECRET_ACCESS_KEY
IRB[ LATE AWS #2511 E dh A B E{E,
ik =

BIBLL T RAILIE peer-pods-secret.yaml 555304 :

apiVersion: v1
kind: Secret
metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:
AWS_ACCESS_KEY_ID: "<aws_access_key>" ﬂ

AWS_SECRET_ACCESS_KEY: "<aws_secret_access_key>" @)

{552 AWS_ACCESS_KEY_ID {#i,

2]

{552 AWS_SECRET ACCESS_KEY f{#,

3@t B 5 e | secret XK -

I $ oc apply -f peer-pods-secret.yaml
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NREBHXZEF pod secret, #ENIEST peerpodconfig-ctrl-caa-daemon
daemonset LAR B,

B secret |5, MAFEH, REETULTHSEKES cloud-api-adaptor pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HitfE, #F/S daemonset SEMAIENF pod, EFRREHIUEH pod.

3.1.3.2. fiEEACE M &

&1t OpenShift Container Platform (8 _E R = 4L ia 0 RC B IR,

W% Amazon Machine Image (AMI) ID, 7EfERCEMUNGT, & ol LU FRXAME,

it =

M AWS SCBIRARELTE -

RSRIFCFKEH D :

$ INSTANCE_ID=$(oc get nodes -l 'node-role.kubernetes.io/worker' -o
jsonpath='{.items[0].spec.provideriD}' | sed 's#[" ]*/#i#qg")

XAFF secret KR EAh{E,

R T AWS X :

$ AWS_REGION=$(oc get infrastructure/cluster -o
jsonpath='{.status.platformStatus.aws.region}') && echo "AWS_REGION:
\"$AWS_REGION\""
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¥d=IFick AWS FH ID :

$ AWS_SUBNET _ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID}
--query 'Reservations[*].Instances[*].Subnetld’ --region ${AWS_REGION} --output
text) && echo "AWS_SUBNET ID: \"$AWS_SUBNET_ID\""

¥3&IHic5 AWS VPCID :

$ AWS_VPC_ID=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --
query 'Reservations[*].Instances[*].Vpcld' --region ${AWS_REGION} --output text)
&& echo "AWS_VPC_ID: \"$AWS_VPC_ID\""

BRIFiCFE AWS 224 1D :

$ AWS_SG_IDS=$(aws ec2 describe-instances --instance-ids ${INSTANCE_ID} --
query 'Reservations[*].Instances[*].SecurityGroups[*].Groupld' --region
$AWS_REGION --output json | jq -r ".[I[1[]' | paste -sd ",") && echo "AWS_SG_IDS:
\"$AWS_SG_IDS\""

RIELL T RHIBIE peer-pods-cm.yaml &4 :

apiVersion: v1
kind: ConfigMap
metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator
data:
CLOUD_PROVIDER: "aws"
VXLAN_PORT: "9000"
PODVM_INSTANCE_TYPE: "t3.medium"
PODVM_INSTANCE_TYPES: "t2.small,t2.medium,t3.large" g
PROXY_TIMEOUT: "5m"
PODVM_AMI_ID: "<podvm_ami_id>" 6
AWS_REGION: "<aws_region>" ﬂ
AWS_SUBNET_ID: "<aws_subnet_id>"
AWS _VPC_ID: "<aws_vpc_id>"
AWS_SG_IDS: "<aws_sg_ids>"

T X TAF T B B E SR E BB LSRR,
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©

ik : RAERT, XMERTEZTT KataConfig CR HEF, AR TEREILN
AMI ID, MNBEMERA K AMI, FIEEIEHMK AMIID,

fEE KRB AWS_REGION fH,
KRB AWS_SUBNET_ID 4,
KRB AWS_VPC_ID fi,
KRB AWS_SG_IDS fi.

NFE R LGB AC E PR G
I $ oc apply -f peer-pods-cm.yaml

NIENHN R R — 1 ECERRS.

NREH peer pod EEMSE, EMJIESS peerpodconfig-ctrl-caa-daemon
daemonset LAR A&,

BHECEMNE, NABY. ARZTUTeS¥EER cloud-api-adaptor pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HitfE, F/S daemonset SEMAIENF pod, EFRREHIUEH pod.




B3IFHAR/HTHMETFNEK

3.1.3.3. il KataConfig B & X ¥R

R —A KataConfig BE X HTIR(CR)¥EME worker 77 s2 LBE{TIN K &% kata-remote,

fI]E KataConfig CR &fii% OpenShift > 272 Operator EHITLU T2 :

F AR B BB — & 7 kata-remote B9 RuntimeClass CR, Xalit &
RuntimeClassName FEx# 35| CR & L i #EciE A kata-remote FNia1THf, Ik CR
s EEITH BRI,

OpenShift Y && 81 kata-remote R WK LW F#8) alikizfaht, MAREETH,

B8

filE KataConfig CR 2 BZIE/3 worker T, EFEEEE 10 El 60 980, HISE

SR TRIBRFRM T -

WA E% worker T |9 XE OpenShift Container Platform ZE,

;& BIOS #1 Diagnostics SEFH2R.

A mARE SSD E#BE,

HEYETN R ERE, NN, mAREELNT R ERE.

CPU fIMZEH8,

e[ LI AB A cluster-admin AKA iR EEE,

alik - MREGAT RERKRE, 28%R%E T Node Feature Discovery Operator,

45



OpenShift sandboxed containers 1.6 f /{5

iy =

RIELL T RHIBIE cluster-kataconfig.yaml & ¥ 3044 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
enablePeerPods: true
checkNodeEligibility: false )
logLevel: info

Al : $¥'checkNodeEligibility' % &} true LLE{T T m BRI E,

A%k 1 BEAET S L& kata-remote, IHFRIELL T RAIEET S5 -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
kataConfigPoolSelector:
matchLabels:

<label_key>: '<label_value>' )
#...

FEERTIET MBI,

fIE KataConfig CR :
I $ oc create -f cluster-kataconfig.yaml

#89 KataConfig CR #0IE, FH1E worker 17 m_EVF 2 1TH %2k kata-remote,

TERIER A, 545 kata-remote ZE5e, LLK worker 1T mEFHBI S,
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I $ watch "oc describe kataconfig | sed -n /AStatus:/,/AEvents/p"

L% kataNodes T worker BIREFH HE M InProgress 75 False I, mA{EERA,
M EERF PR E kata-remote,

#1552 5 KataConfig IREER.

3.1.3.3.1. @ik : K pod EHAHE&

EEB PR kata-remote J5, OpenShift ;Y& A 2% Operator 20— pod EfUHEE, AT
BIENEF pod, B ARRERKNE, BAGREKEERSH LOIERN, EaJLLBTKER =M
IR ECE S KK pod BN GRES SRR,

i =
1.
IREUE XE pod BIERMIECE MR -
$ oc get configmap peer-pods-cm -n openshift-sandboxed-containers-operator -o
yaml
2.
BA YAML X B9RE T,
MR PODVM_AMI_ID S8 #3E7E, N pod EHHLEA&KE BT,
U FEHERR
1.
BT TS RRREHAE -
$ oc get events -n openshift-sandboxed-containers-operator --field-selector
involvedObject.name=0sc-podvm-image-creation
2.

BT e kiR SRIFIL AR -
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I $ oc logs -n openshift-sandboxed-containers-operator jobs/osc-podvm-image-creation
INRIETEM XA A, TEIRZLLIE RS F FH R ILX M 4~ B &R .

3.1.3.4. Wik : EWEBAT REONF pod EUHNEE

Ra Ll 4RER peerpodConfig B iE X HHR (CR)EHEHREAN T xS pod EHIHL(VM)BIBRE,

i =
1.
BT T e SR A L ATAIBRS -
$ oc get peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-
operator \
-0 jsonpath="'{.spec.limit}{"\n"}’
2.

BT T4 peerpodConfig CR M limit B4 -

$ oc patch peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-
containers-operator \

--type merge --patch '{"spec":{"limit":"<value>"}}' ﬂ

¥ <value> BH BT E L AIBRE,

3.1.3.5. BB TEMENR

&R LL@IT IS kata-remote BSiE I LA pod Bn REZT K KEBZE OpenShift X EF R TR

-
[ ]
Pod %%
[ ]
ReplicaSet X%
[ ]

ReplicationController %%
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StatefulSet ¥ %

Deployment % &

deploymentConfig X5

B

AZ1 openshift-sandboxed-containers-operator iy & 22 H hEBE T EH, X
BRI — AT AeARE,

E LGB YAML SXHARRIER, EXTHENEEEFERARERN P E LHEINLHRRERE,

MREREFE SCEFRE, ELURIERRGERBEHRE, BARRTIARE.

FeREM
[}
e NN OIRT secret MK,
[}
RE NNt T Bd B,
[}
B IE T KataConfig BE X ¥ (CR).
¥ =
1.
¥ spec.runtimeClassName: kata-remote ZMEIEA pod Bk TE fi 5T REEH eh,
MTFHIFTE -

apiVersion: v1
kind: <object>
#...
spec:
runtimeClassName: kata-remote
#...
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A pod BN RAINER, LUERAFIIE XMLHIRB K HBILHRR -

BEAFE LALHIRE, FRMTER

apiVersion: v1

kind: <object>

metadata:
annotations:

io.katacontainers.config.hypervisor.machine_type: t3.medium ﬂ
#...

fEERCERRE e L B9SEHIREY,

BEABEARE, HRMTER :

apiVersion: v1

kind: <Pod>

metadata:
annotations:

io.katacontainers.config.hypervisor.default_vcpus: <vcpus>

io.katacontainers.config.hypervisor.default_memory: <memory>
# ...

EXAHTHENBERANAFE, THEASRRIETRAREFEEBTEHRE LET.
BITUT S, NESMABTEMENR :
I $ oc apply -f <object.yaml>

OpenShift Container Platform Il T fiEx RFHFBFEE,
# pod k% RE spec.runtimeClassName FEt, MR{H) kata-remote, NI TEfi
AL OpenShift X ERR LiZ1T, HAXNEF pod.

3.2. 7£t AZURE LE3E T Efidk
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& e[ LA OpenShift Container Platform Web 12§il& =k &£ 175 M (CLI)7E Microsoft Azure Cloud

Computing Services L& OpenShift D&% TEf#H.

BEIER

1.
FEEM Azure i A BIEE secret,

2.
BIEERCEMUNLLE Y Azure SEHIK/NIE MRS,
3.
fllE2 SSH #%H secret,
4,
P& KataConfig B E X ¥R,
5.
ak : EEA T BN pod VM BRI,
6.

FHEM T VE BT RECE HfEA kata-remote 21T,

3.2.1. AFIEHIE

PATU TSR SRS -

BERERA RBHIBIR,

&% OpenShift Y2 &35 Operator,

ok : BB R T RELR worker 17 sz OpenShift &R -

%% Node Feature Discovery (NFD) Operator, i¥{&i&£ 5 NFD Operator 344,

il NodeFeatureDiscovery HiE X ¥R (CR)LAZE X NFD Operator £ EHH T safciE
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e 8

3.2.1.1. BREXR

X pod EMHL(VM)BZLL TR MIEMIHIR

worker i s, worker T mfEfEcEIE. Kata shim ¥Fi&(containerd-shim-kata-v2).
remote-hypervisor ¥ (cloud-api-adaptor), L% worker 77 s HIXIZ pod Bl A #B2 &

%,
TEH. XRARPZITHIERN S pod 4L,

Kubernetes worker i safi{i i) CPU HI#FHTRE RuntimeClass (kata-remote)E X EZH
pod FiH 4R, FAFAIEXNF pod,

EEHIETHNE pod ERHLEEE U Kubernetes 17 sy B ¥ER. XM BRHIZEANT A, A
peerpodConfig B X FiR(CR)HF M limit BHi%E,

1EfIIE kataConfig CR /5 XIS pod If, #4 peerpodconfig-openshift B peerpodConfig CR
SWOIE, fIT openshift-sandboxed-containers-operator iy 22,

LIF peerpodConfig CR = fl 2 ~EKIAM spec {4 :

apiVersion: confidentialcontainers.org/vialphai
kind: PeerPodConfig
metadata:
name: peerpodconfig-openshift
namespace: openshift-sandboxed-containers-operator
spec:
cloudSecretName: peer-pods-secret
configMapName: peer-pods-cm
limit: "10"
nodeSelector:
node-role.kubernetes.io/kata-oc:

BOABRBI I FANTI R 10 PN EDHL,
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Y B FIR%& N kata.peerpods.io/vm, F 5T Kubernetes AERFAEE ERERNZE.

EUUARFEIMRE R HESN T RARG. MFEZER, ESH"ESNEF pod AN T REIEM
HLERH",

255 Webhook 7 BM ¥R kata.peerpods.io/vm FINE pod M4, MBEE, BiE2M pod
AR AR E T HERMNE B, XAk Kubernetes FERFEEEXET BFR, WBEMGEKETR
RN pod,

255 Webhook £ Kubernetes pod, TR :

25 5% Webhook £1&# pod 2&ATHIK RuntimeClassName {H, &
TARGET_RUNTIME_CLASS Ffigas@rhissE, MR pod S hKIHES
TARGET_RUNTIME_CLASS M ARPCA, N Webhook £EFEH pod KSR TiRH,

MR RuntimeClassName fiPtAd, webhook &%f pod & #HiTLA FHEM :

Webhook M pod A AR init 53568 resources FEx iR FRAAS,

Webhook ;@i 82 pod HE—1 &M resources FE, I BHEIR
(kata.peerpods.io/vm)ZiNZEl spec. Kubernetes HERFHAT RFER
kata.peerpods.io/vm AT EHMK,

3% Webhook #EB& OpenShift Container Platform I E RSt R Z2H, MEE
XERGi AR PR T X5 pod, MM Kubernetes § BRI FEKERENRE
A, B&JE pod spec @& BRKIR.

ENEREESCRE, B ERRSEHIRES, (AVFERES R ZER hEENF pod.

3.2.1.2. %2% OpenShift ;Y2728 Operator

& eI LU OpenShift Container Platform Web 12§15 k8 551752 M (CLI)Z 3 OpenShift XS & 2
Operator,
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3.2.1.2.1. {1/ Web 25 &% Operator

#Ea] LA{$FH Red Hat OpenShift Container Platform Web 12#l& %% OpenShift ;Y &5 %%
Operator,

FEREMH
[ ]
B LMER RS cluster-admin AGEIHEFiRI%KE,
¥ =
1.
1£ OpenShift Container Platform Web #2§il{5 s S:#iE Operators — OperatorHub,
2.
1£ Filter by keyword B, HiA OpenShift sandboxed containers,
3.
PEFE OpenShift ) &7 2% Operator F7dF == Install,
4,
£ Install Operator TUEH, AT Update Channel £Ti5IK % stable.
5.

IUEM Installed Namespace %82 T Operator recommended Namespace, iXR1E
openshift-sandboxed-containers-operator g 22 [A|fh %% Operator, MR L& ZE A HAEF
&, Wsashtlg,

ZIRTE openshift-sandboxed-containers-operator LA} #6s 4 22 (6] ch 22
% OpenShift ;Y2722 Operator 25 MR EKLN,

6.
KAFR7E v Approval Strategy %% T Automatic, Automatic 2EAH, HEHM z-
stream ZfThRATT AN, B3IESAY OpenShift SR SRNETIEH,
7.

= Install,
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OpenShift ;Y &7 2% Operator LB LZE1EEEH,

1.
5#nZl Operators — Installed Operators,
2.
4Gk OpenShift &A% Operator EH B 2T
H At BT iR

1EZRM%h{E A Operator Lifecycle Manager,

M EREAYEREE #E Operator Lifecycle Manager BT #r,

3.2.1.2.2. f§if CLI %% Operator

RaILUME A CLI 2% OpenShift &7 2% Operator,

FeREZ M
[ ]
B2 %% OpenShift CLI(oc).
[ ]
eI LUE B cluster-admin AGKA iR EE,
Pt =

fllE# Namespace.yaml ;& 5304 :

apiVersion: v1
kind: Namespace
metadata:
name: openshift-sandboxed-containers-operator

BITU Tl B 2N -
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I $ oc create -f Namespace.yaml

Bl OperatorGroup.yaml ;& 5304 :

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
targetNamespaces:
- openshift-sandboxed-containers-operator

IBITEA T ip 53kl operator A :
I $ oc create -f OperatorGroup.yami

Bl Subscription.yaml ;&34 :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
channel: stable
installPlanApproval: Automatic
name: sandboxed-containers-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: sandboxed-containers-operator.v1.6.0

BT T e TR AT -
I $ oc create -f Subscription.yaml
OpenShift &7 3% Operator B REEEEH P,

BTLL TRtk Operator BIEMZRE :

56



B3IFHAR/HTHMETFNEK

I $ oc get csv -n openshift-sandboxed-containers-operator

i

NAME DISPLAY VERSION REPLACES
PHASE

openshift-sandboxed-containers openshift-sandboxed-containers-operator 1.6.0
153 Succeeded

3.2.1.2.3. Hih ¥R

1EZRM%h{E A Operator Lifecycle Manager

i FFE IS 72 Operator Lifecycle Manager RSB 1

3.2.1.3. A% : BE NodeFeatureDiscovery CR

& eI LLAIE—1 NodeFeatureDiscovery B X & (CR)3¥kE X Node Feature Discovery (NFD)
Operator IR EMEESH, LIAE worker 17 sl LLzHF OpenShift A&

4

ol

B{EE T BIIATE worker 17 s LR kata i217H, 15
feature.node.kubernetes.io/runtime.kata=true /%M A RIFTET &=, 7 KataConfig
CR Fi%i& checkNodeEligibility: true,

E1EMA worker 11 R L% 3 kata i217i, E{E KataConfig CR Hi%&
checkNodekEligibility: false,

EXHHERT, BARFEDE NodeFeatureDiscovery CR, MBEMET mA K
¥217 OpenShift Y E7&%%, NN A
feature.node.kubernetes.io/runtime.kata=true 5%,

LA T %245 feature.node.kubernetes.io/runtime.kata=true $1Z N ARIFRE A BRNT &,
KataConfig HiRECE N E T R B8
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58

SeRFMH
[}
B %% NFD Operator,
i =
1.
BIBUTRAICIEE nfd.yam| 758304 -
apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:
name: nfd-kata
namespace: openshift-nfd
spec:
workerConfig:
configData: |
sources:
custom:
- name: "feature.node.kubernetes.io/runtime.kata"
matchOn:
- cpuld: ["SSE4", "VMX"]
loadedKMod: ["kvm", "kvm_intel"]
- cpuld: ["'SSE4", "SVM"]
loadedKMod: ["kvm", "kvm_amd™]
#...
2.

fll NodeFeatureDiscovery CR :

I $ oc create -f nfd.yaml

NodeFeatureDiscovery CR §§ feature.node.kubernetes.io/runtime.kata=true ¥~%:5 fl
BB &1 worker T s,

RIBLUTRAIGIEE kata-config.yaml 555324 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: example-kataconfig
spec:
checkNodekEligibility: true



BIFHEAHTPBEIFIE
2.
B KataConfig CR :
I $ oc create -f kata-config.yaml
[}
RIESRRF PR BN A T IERRRE -
I $ oc get nodes --selector="feature.node.kubernetes.io/runtime.kata=true’
i
NAME STATUS ROLES AGE VERSION
compute-3.example.com Ready worker 4h38m v1.25.0
compute-2.example.com Ready worker 4h35m v1.25.0

3.2.2. il Web {=HI&EE T H#E

&R LS Web #2HIAEEE OpenShift A &R T,

3.2.2.1. & secret

&1L OpenShift Container Platform S£&¥rh | Secret Xf%. secret HFRLMEFHER NS
Fik. [EME pod BN BELLENSE pod L6, BKIAMERT, OpenShift HER 2 Operator RIE
BT OIRBREENEILOE secret, B2, EaUFHhHIBRFERFRMEIEN secret,

FRFH

[ ]
E2LEHEET Azure CLI TH,

it

¥:38 Azure 1114 ID :
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$ AZURE_SUBSCRIPTION_ID=$(az account list --query "[?isDefault].id" -o tsv) &&
echo "AZURE_SUBSCRIPTION_ID: \"$AZURE_SUBSCRIPTION_ID\""

2.
4B RBAC WA, X4EMEim ID. &/ in secret #1FH/7 ID :
$ az ad sp create-for-rbac --role Contributor --scopes
/subscriptions/$AZURE_SUBSCRIPTION_ID --query "{ client_id: appld, client_secret:
password, tenant_id: tenant }
Hih R
{
"client_id": "AZURE_CLIENT_ID",
"client_secret": 'AZURE_CLIENT_SECRET,
"tenant_id": 'AZURE_TENANT_ID
}
3.
LK E1E secret MR PEAM RBAC Hith,
4.
£ OpenShift Container Platform web #Hl& St =E Operators — Installed
Operators,
5.
= OpenShift 2728 Operator t1dl,
6.
A EAB Import EFR(+).
7.

£ Import YAML 880+h, 45T YAML 55 -

apiVersion: v1
kind: Secret
metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:
AZURE_CLIENT_ID: "<azure_client_id>"
AZURE_CLIENT_SECRET: "<azure_client_secret>"
AZURE_TENANT _ID: "<azure_tenant_id>"

AZURE_SUBSCRIPTION_ID: "<azure_subscription_id>" )
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{55 AZURE_CLIENT_ID fA.

{55 AZURE_CLIENT SECRET A,
5% AZURE_TENANT _ID {4,

f5% AZURE_SUBSCRIPTION_ID {4,

= Save MHEX,

NREBEHXZEF pod secret, #ENIEJT peerpodconfig-ctrl-caa-daemon
daemonset LAR B,

B secret |5, = Save MAE®N., AFZfTLL T4 KESS cloud-api-adaptor
pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HittE, F/S daemonset REMAIENF pod, EFRREHIUEH pod.

5%l Workloads — Secrets LL&EE secret,

3.2.2.2. fiEEACE M &

&1 OpenShift Container Platform £ _F R M= 4L ia 0 RC B IR,
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i =
1.
M Azure SEHIFRERLATFE -
a.
Ke3&FHic 5 Azure VNet &#5 -
$ AZURE_VNET_NAME=%$(az network vnet list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{Name:name}" --output tsv)
XAMEA TR Azure FH ID,
b.
Ke3=FFicK Azure FH ID :
$ AZURE_SUBNET_ID=$%(az network vnet subnet list --resource-group
${AZURE_RESOURCE_GROUP} --vnet-name $AZURE_VNET_NAME --query "[].
{Id:id} | [? contains(ld, 'worker')]" --output tsv) && echo "AZURE_SUBNET _ID:
\"$AZURE_SUBNET _ID\""
c.
KRIFLFE Azure RERLL(NSG) ID :
$ AZURE_NSG_ID=$(az network nsqg list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{ld:id}" --output tsv) && echo
"AZURE_NSG_ID: \"$AZURE_NSG_ID\""
d.
Ke3RFIFLFE Azure FHRA -
$ AZURE_RESOURCE_GROUP=$(oc get infrastructure/cluster -o
jsonpath='{.status.platformStatus.azure.resourceGroupName}') && echo
"AZURE_RESOURCE_GROUP: \"$AZURE_RESOURCE_GROUP\""
e.
KFRHiLF Azure K1 -
$ AZURE_REGION=$(az group show --resource-group
${AZURE_RESOURCE_GROUP} --query "{Location:location}" --output tsv) &&
echo "AZURE_REGION: \"$AZURE_REGION\""
2.
£ OpenShift Container Platform web #HI& 5% Operators — Installed
Operators,
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©

L4

©

B3IFHAR/HTHMETFNEK

M Operator FIZ&HEF OpenShift P& A2 Operator,

HiiA EAKN Import R (+)e

£ Import YAML &80O0+h, 45T YAML 55 -

apiVersion: v1

kind: ConfigMap

metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator

data:
CLOUD_PROVIDER: "azure"
VXLAN_PORT: "9000"
AZURE_INSTANCE_SIZE: "Standard_B2als_v2" ﬂ
AZURE_INSTANCE_SIZES:

"Standard B2als v2,Standard D2as v5,Standard D4as v5,Standard D2ads v5" 9
AZURE_SUBNET_ID: "<azure_subnet_id>"
AZURE_NSG_ID: "<azure_nsg_id>" ﬂ
PROXY_TIMEOUT: "5m"
DISABLECVM: "true"
AZURE_IMAGE_ID: "<azure_image_id>" 6
AZURE_REGION: "<azure_region>"
AZURE_RESOURCE_GROUP: "<azure_resource_group>" ﬂ

T X TAF T B B E SR E B ERIASEHIR /N,

S BIE pod R RILUEEBIFTA LMK, XALE AR TN BRER VIR
FISE /N SEBI /N TAF 07 B SUBUINIISE IR A

{5513 AZURE_SUBNET ID {4,

IEEEKR RN AZURE_NSG_ID 4.
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6]

IEEEKRTN AZURE_REGION fH,

7

&3 AZURE_RESOURCE_GROUP fH,

= Save MHEHX,

NIENHN R R — 1 ECERRS.

NREH peer pod EEMSE, EMJIESS peerpodconfig-ctrl-caa-daemon
daemonset LAR B,

BEHRENUNG, = Save MAEH. ABEZ{TLLTHAEESS cloud-api-adaptor
pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HitfE, F/S daemonset REMUIENF pod, EFRREHIUEH pod.

543 Workloads —~ ConfigMaps L& & TR & RS,

3.2.2.3. il SSH #&%H secret

BN Azure B8 SSH B secret A&,

Y=
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F KM OpenShift Container Platform &%,

2.
IBITLA T4k 4B SSH BEEAXT -
I $ ssh-keygen -f ./id_rsa-N""
3.
1£ OpenShift Container Platform Web 155 & 581 %E Workloads — Secrets,
4,
£ Secrets TimEH, RIFEREHIT openshift-sandboxed-containers-operator i H
#,
5.
= Create 3% Key/value secret,
6.
£ Secret name FEH, HiA ssh-key-secret,
7.
£ Key PEh, HiA id_rsa.pub,
8.
£ Value B, HGERA SSH B,
9.
= Create,
SSH %4 secret BAIEE.
10.
T B4Rt SSH B -

I $ shred -remove id_rsa.pub id_rsa
3.2.2.4. filE KataConfig B & X ¥R

Rt —A KataConfig BE X ¥R (CR), LUMETE worker 7 s EYF75 RuntimeClass %22 kata-
remote,
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kata-remote Z{TH KRB\ L Z LA worker TTm ., MNEREHERE T m EZRE kata-remote,
AT LU X T R ndn, SRISTE KataConfig CR HE SUZFr%,

OpenShift Y && 81 kata-remote RERINWEE LW #8) alikizfaht, MAREETH,

B

fill# KataConfig CR R EZIE /T worker T7m, EFAIEERE 10 Bl 60 %8, U TH

RURERIGMESHH :

#AE% worker T R XE OpenShift Container Platform ZpE,

#GE BIOS #1 Diagnostics SC2R.

A mARZ SSD E#BE.

HEYETN R ERE, NN, mAREELNT R ERE.

CPU HMIMZEHE,
SoRFEH
[ ]
e LAMEFAEA cluster-admin ABBIAFUiRI%KE,
[ ]
alik - MPREGAT RERKRE, 28%R%E T Node Feature Discovery Operator,
¥ =
1.
£ OpenShift Container Platform web #HI& 5= Operators — Installed
Operators,
2.

PEFE OpenShift ;2 &7 2% Operator.
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thERE TIEME

BIFTHENH

1 KataConfig i£%i&H, s Create KataConfig.

BALLT S -

Name: A% : BRiA&FRN example-kataconfig.

PR - EIE : BIAEMEXM, 7513 KataConfig HREN. SMrEAK—
AT

checkNodeEligibility: mIi% : %#{#F Node Feature Discovery Operator (NFD)3
R R A

enablePeerPods : HAB L= IBM SEEFE,

KataConfigPoolSelector, ®Ji%k : EEMIET m L% kata-remote, HTEATIET R
L RERERERKRER :

B JF kataConfigPoolSelector X1,

£ kataConfigPoolSelector Xig%, REF matchExpressions, iX@Ebrifits
|ERIIEK,

= Add matchExpressions,

# Key B, i AiFeas N ARIRIRE R,

1 Operator FExH, BABSIHEHENXR. BRHZERH
In. Notin. Exists # DoesNotExist,

BFF Values KXi%, A5 = Add value,
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1£ Value FE&rh, 4 key FRZE{ERIA true = false,

loglevel : X f§f kata-remote ;Z1TH KA T ks 3= HEBIR L.

5.
= Create, KataConfig CR I F7E worker 77 s L %% kata-remote iz1TH K,
ER R %A1, F#F kata-remote ZE:5eRK, LUKk worker T =EH 55,
1.
£ KataConfig #£TiE5, = KataConfig CR & Hi¥E.
2.
= YAML E£Ti-E&EE status /M7,
status /M7 & & conditions #1 kataNodes #, status.kataNodes BIfEHE— 117 mB4,
BT RESBA T kata-remote RERMNFFERBNTT =, EREEHFNBSHI—FHEE.
3.

= Reload LURIFT YAML,

% status.kataNodes B4 HIATA worker #i& i7R installed #1 conditions.InProgress:
False i, fE#frhR% % kata-remote.

#1552 M KataConfig IR EER.

3.2.2.4.1. 7% : 580k pod EHIH B &

EER %3 kata-remote 5, OpenShift ;P2 A 25 Operator RfIE—4 pod EfINFER, AT
BN pod, R AERSERKENFE, BABKSEREHLAUEMN, EabliadieEE N
BIERMERCE RS KK UE pod EHINBEEREE SKIEIE.

it =

7 A Workloads — ConfigMaps,
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ol

2.
st EMR A EEHIFE,
3.
= YAML #7555,
4,
BA YAML X B9RE T,
MR AZURE_IMAGE_ID S8#EF, W pod BN GG S #ARTh AR,
= HERR
1.
BT T REREHAE -
$ oc get events -n openshift-sandboxed-containers-operator --field-selector
involvedObject.name=0sc-podvm-image-creation
2.

BT e kiR SRIFIL AR -

I $ oc logs -n openshift-sandboxed-containers-operator jobs/osc-podvm-image-creation

MRIETTEBRXAN P, TEIR NG S AR B IniX 5 4~ B S8 .

3.2.2.5. \[3k : EREANTT =HNTEF pod ERWLEE

#&al Ll 4eER peerpodConfig B iE X HHR (CR)EHEHMEAN T xS pod ERIHL(VM)BIBRE,

i =
1.
BT T e SR A L ATAIBRS -
$ oc get peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-
operator \
-0 jsonpath='{.spec.limit}{"\n"}’
2.

BT T4 peerpodConfig CR H limit B4 -
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$ oc patch peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-
containers-operator \
--type merge --patch '{"spec":{"limit":"<value>"}}' ﬂ

¥ <value> BH BT E L HIBRE,

3.2.2.6. BB TEMENR

& AT LL@IT IS kata-remote BSiE I LA pod Bn RELZT K KEBZE OpenShift X EF 2R TEM
#

Pod X%

ReplicaSet X%

ReplicationController %%

StatefulSet %

Deployment % &

deploymentConfig X5

8

AZ openshift-sandboxed-containers-operator iy 22 H R EBE T M, X
BRI — AT HAeRRE,

E LGB YAML SXHRZRIER, X T NSRS AREMRN E LB LEHK/NEFTER
%0

70



B3IFHAR/HTHMETFNEK

MRERBFE SCERRD, EATLURIERRER AL, BERRTIARE.

SEREH
[ ]
e NNt T secret ¥R,
[ ]
R NN At T BCE e,
[ ]
B IE T KataConfig BE X ¥ (CR).
p% =

1£ OpenShift Container Platform Web #§l& s, S#i%l Workloads — workload
type, 0 Pods,

2.
ETHEMABRBITED, RNREEHFR.
3.
= YAML #7555,
4,
¥+ spec.runtimeClassName: kata-remote ZINEIEFA pod Bk T ¥F % RI97E A,
MTHIFRR -
apiVersion: v1
kind: <object>
#...
spec:
runtimeClassName: kata-remote
#...
5.

@ pod BN RARIER, LUERFINE LBEHKNHBBILHKD :

BEAFEE ALK, R TR

apiVersion: v1
kind: <object>
metadata:
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annotations:

io.katacontainers.config.hypervisor.machine_type: Standard_B2als_v2 ﬂ
#...

BEABTIEARDN, RN TR

apiVersion: v1
kind: <Pod>
metadata:
annotations:
io.katacontainers.config.hypervisor.default_vcpus: <vcpus>
io.katacontainers.config.hypervisor.default_memory: <memory>
#...

EX TR TENEERNAREE, THEIUERIRETRAREERBEHIX/N E2TT,

= Save MHEX,

OpenShift Container Platform S T fi & RFHFBFEE.

K& pod EiRXI &M spec.runtimeClassName B, MIR{HH kata-remote, N T
AL OpenShift X ERR LiZ1T, HAXNEF pod.

3.2.3. FHGSTHBEIENE

BT LIS AR S1TEE OpenShift AERR TENEHL

3.2.3.1. & secret

&1L OpenShift Container Platform $EE¥rh | Secret Xf%. secret HFRLMEFHE NS
Fik. [EME pod BN BELLENSE pod L6, BKIAMERT, OpenShift HE7R 2 Operator iRIE
AT OIRBREENEILOE secret, B2, EaUFHhOIBRFERFARMEIEN secret,

FRFM
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BIFANHKTHEBEI N
ELEHEET Azure CLI TH,

it

¥:38 Azure 1114 ID :

$ AZURE_SUBSCRIPTION_ID=$(az account list --query "[?isDefault].id" -o tsv) &&
echo "AZURE_SUBSCRIPTION_ID: \"$AZURE_SUBSCRIPTION_ID\""

4/ RBAC HA. X2EMEim ID. &/ in secret M1# /7 ID :

$ az ad sp create-for-rbac --role Contributor --scopes
/subscriptions/$AZURE_SUBSCRIPTION_ID --query "{ client_id: appld, client_secret:
password, tenant_id: tenant }

Lh

{
"client_id": "AZURE_CLIENT_ID",
"client_secret": 'AZURE_CLIENT_SECRET,
"tenant_id": 'AZURE_TENANT_ID’

}

LK E1E secret X R fEFAK RBAC Hith.

BIBLLT RAILIE peer-pods-secret.yaml 555304 :

apiVersion: v1
kind: Secret
metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:
AZURE_CLIENT_ID: "<azure_client_id>"
AZURE_CLIENT_SECRET: "<azure_client_secret>"
AZURE_TENANT _ID: "<azure_tenant_id>"
AZURE_SUBSCRIPTION_ID: "<azure_subscription_id>" ﬂ
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2]

5% AZURE_CLIENT SECRET fA,
{55 AZURE_TENANT _ID {4,
{55 AZURE_SUBSCRIPTION_ID .

@it B 5 S il secret XK -

I $ oc apply -f peer-pods-secret.yaml

NREBIHXZEF pod secret, #ENIEST peerpodconfig-ctrl-caa-daemon
daemonset LAR A&,

B secret |5, MAFH, REETLULTHSEES cloud-api-adaptor pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HitfE, #F/S daemonset SEMAIENF pod, EFRREHIUEH pod.

3.2.3.2. fIEEACE M &

&1t OpenShift Container Platform (£ _F R = 4L ia 0 RC B IR,

it

M Azure EHIFKELLTE -
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K380 Azure VNet &5 :

$ AZURE_VNET_NAME=%$(az network vnet list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{Name:name}" --output tsv)

XAMER T3 Azure FM ID,

¥:3&Fi05% Azure M ID :

$ AZURE_SUBNET_ID=$(az network vnet subnet list --resource-group
${AZURE_RESOURCE_GROUP} --vnet-name $AZURE_VNET_NAME --query "[].
{Id:id} | [? contains(ld, 'worker')]" --output tsv) && echo "AZURE_SUBNET _ID:
\"$AZURE_SUBNET _ID\""

KRIFLFE Azure RIERLL(NSG) ID :

$ AZURE_NSG_ID=$(az network nsqg list --resource-group
${AZURE_RESOURCE_GROUP} --query "[].{ld:id}" --output tsv) && echo
"AZURE_NSG_ID: \"$AZURE_NSG_ID\""

BeRIFic 5 Azure R4 -

$ AZURE_RESOURCE_GROUP=$(oc get infrastructure/cluster -o
jsonpath='{.status.platformStatus.azure.resourceGroupName}') && echo
"AZURE_RESOURCE_GROUP: \"$AZURE_RESOURCE_GROUP\""

¥3&Fic 5 Azure Kig :

$ AZURE_REGION=$(az group show --resource-group
${AZURE_RESOURCE_GROUP} --query "{Location:location}" --output tsv) &&
echo "AZURE_REGION: \"$AZURE_REGION\""

RIELL T RHIGIE peer-pods-cm.yaml jEH :

apiVersion: v1
kind: ConfigMap
metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator
data:
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CLOUD_PROVIDER: "azure"
VXLAN_PORT: "9000"
AZURE_INSTANCE_SIZE: "Standard_B2als_v2" ﬂ
AZURE_INSTANCE_SIZES:

"Standard B2als v2,Standard D2as v5,Standard D4as v5,Standard D2ads v5" 9
AZURE_SUBNET_ID: "<azure_subnet_id>"
AZURE_NSG_ID: "<azure_nsg_id>" ﬂ
PROXY_TIMEOUT: "5m"
DISABLECVM: "true"
AZURE_IMAGE_ID: "<azure_image_id>" 9
AZURE_REGION: "<azure_region>"
AZURE_RESOURCE_GROUP: "<azure_resource_group>" ﬂ

T X TAF T B B E SR B ERIASEHIR /N,

2]

S BIE pod B RILUMEEBIFTA LMK/, XALE N AR TN BRER VIR
FISE /N SEBI AN TR 07 B BN SE IR A

©

5 EEK 3R AZURE_SUBNET _ID {4,

L4

e EEK 3R AZURE_NSG_ID {H,

0

ik : AR T, XMEATEZTT KataConfig CR HETFE, ARTEREILN
Azure 5% ID, MECIEHCH Azure Bitg, EIEEIEHRNER ID,

6]

{EEEK RN AZURE_REGION fH,

&3 AZURE_RESOURCE_GROUP fH,

RLFAE B UL GRS B R G
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I $ oc apply -f peer-pods-cm.yaml

NIENHN R R — 1 ECERRS.

NREH peer pod EEMST, EMJIES peerpodconfig-ctrl-caa-daemon
daemonset LAR B,

BHECEMNE, NABY. ARZTUTeS¥EER cloud-api-adaptor pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

HitfE, F/S daemonset SEMAIENF pod, EFRREHIUEH pod.

3.2.3.3. filE SSH #&%H secret

BN Azure B E SSH B secret A&,

it =3
1.
FK{EM OpenShift Container Platform &%,
2.
IBITLA T4k 4B SSH BEEART -
I $ ssh-keygen -f ./id_rsa-N""
3.

BT T 5 K02 Secret X :

$ oc create secret generic ssh-key-secret \
-n openshift-sandboxed-containers-operator \
--from-file=id_rsa.pub=./id_rsa.pub \
--from-file=id_rsa=./id_rsa

SSH %% secret 2 fIE,
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THBXE IR SSH B4 -

I $ shred -remove id_rsa.pub id_rsa
3.2.3.4. fil& KataConfig B & X ¥R

R —A KataConfig BE X FTIR(CR)¥EME worker 77 s2 LEE 1T K &% kata-remote,
fI]E KataConfig CR &fii% OpenShift )27 2 Operator EHITLU T2 :

fF AR B BB — /& 7 kata-remote B9 RuntimeClass CR, Xalit &
RuntimeClassName FEx# 5| CR £ L fi & EciE A kata-remote FNia1THf, Ik CR
s EETH BRI,

OpenShift Y && 81 kata-remote RERINWEE LW #8) alikizfaht, MAREBITH,
5F
filE KataConfig CR 2 B3IE/3 worker T, EFEEEE 10 El 60 980, HISE
BN TRIMRAFRMT :
WA E% worker T R XE OpenShift Container Platform ZBE,
& BIOS #1 Diagnostics SCH2R.
EFEAEmARE SSD LEE,

HEYETN R ERE, NN, mAREELNT R ERE.

CPU fIMZ 518,
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e[ LB cluster-admin AKA iR EEE,

alik - MR EGAT RERKRE, B8R%E T Node Feature Discovery Operator,

RIBLUTRAIGIEE cluster-kataconfig.yaml EH 30 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
enablePeerPods: true
checkNodeEligibility: false )
logLevel: info

ali% : $¥'checkNodeEligibility' % &} true LLE{T T m BRI E,

A%k : BEAET S L& kata-remote, IHFIRIELL T RAEET S5R% -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:

name: cluster-kataconfig
spec:

kataConfigPoolSelector:

matchLabels:
<label_key>: '<label_value>' )

#...

FEERTIET MBI,

fIE KataConfig CR :

I $ oc create -f cluster-kataconfig.yaml
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#89 KataConfig CR #0I&, FH1E worker 17 m_EVF 2 1TH %2k kata-remote,

FERIEZR A, F4F kata-remote ZE5eM, LLK% worker T mEFHBI S,

I $ watch "oc describe kataconfig | sed -n /AStatus:/,/AEvents/p"

#Z# kataNodes T worker BIRE I HE M InProgress 75 False v, mFA{EERA,
MEEERPRE kata-remote,

#1552 5 KataConfig IREER.

3.2.3.4.1. a3k : Bk pod RN Bl

£ %3 kata-remote 5, OpenShift ;P2 A 25 Operator RfIIE—4 pod EfINFER, AT
BN pod, TR AERERKENFE, BARKSEREHLAUEMN, EabliadieEE N
BN E RS KK UE pod BRI EREE S IR,

it =

IREUE X E pod BIERMIECE MR -

I $ oc get configmap peer-pods-cm -n openshift-sandboxed-containers-operator -o
yamli

K& YAML XX RS N,

MR AZURE_IMAGE_ID S8#E7, W pod BN GRS #ARTh AR,

SRR

BT T e SRR REHES -
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$ oc get events -n openshift-sandboxed-containers-operator --field-selector
involvedObject.name=0sc-podvm-image-creation

BT TR REIAE -
I $ oc logs -n openshift-sandboxed-containers-operator jobs/osc-podvm-image-creation

MRIETTEBRXAFPIE, EIR LG S AR BN 5 4~ B S8 .

3.2.3.5. \[3k : EREANTT =HNTE pod ERWLEE

#Ral LGl 4RER peerpodConfig B iE X HHR (CR)EHEHMEAN T xS pod EHIHL(VM)BIBRE,

i =
1.
BT T e SR A L ATAIBRS -
$ oc get peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-
operator \
-0 jsonpath='{.spec.limit}{"\n"}’
2.

BT T4 peerpodConfig CR H limit B4 -

$ oc patch peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-
containers-operator \

--type merge --patch '{"spec":{"limit":"<value>"}}' ﬂ

¥ <value> BH BT E L HIBRE,

3.2.3.6. MB L{FfiBXT %
&I LL@T IS kata-remote BSiE I LA pod A REZTH K KEBE OpenShift X EF 2R TR
# -

Pod X%
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ReplicaSet X%

ReplicationController %%

StatefulSet %

Deployment % &

deploymentConfig X5

B8

AZE1 openshift-sandboxed-containers-operator & 22 H R EBE T M E, X
BRI — AT RAeRRE,

E LGB YAML SXHRRIER, X TR NSRS ARREMRN P E BB LHIK/NEFTER
%0

MREFBFohE SCEHIRD, ERLUFMEREERAEFIRDN, BERRTFAIARE,

FeREM
[ ]
e NN AR T secret MK,
[ ]
RE Nt Rt T Bd B,
[ ]
B T KataConfig BE X ¥ (CR).
¥ =
1.
¥ spec.runtimeClassName: kata-remote ZMEIEA pod Bk TE fi X REEH eh,
MTFHIFTE -

82



B3IFHAR/HTHMETFNEK

apiVersion: v1
kind: <object>
#...
spec:
runtimeClassName: kata-remote
#...

@ pod BN RARIER, LUERAFINE LBEHKNHBBILHKDN :

BERAFEE ALK, ERMELT R

apiVersion: v1

kind: <object>

metadata:
annotations:

io.katacontainers.config.hypervisor.machine_type: Standard_B2als_v2 ﬂ
#...

e ERCE RS E SRS,

BEABTIEARDN, RN TR

apiVersion: v1
kind: <Pod>
metadata:
annotations:
io.katacontainers.config.hypervisor.default_vcpus: <vcpus>

io.katacontainers.config.hypervisor.default_memory: <memory>
# ...

EXATHTENEERNAEE, THEIUERIRETRREERBEHIX/N EZTT,

BITUTaS, HESMABTEMENR :
I $ oc apply -f <object.yaml>

OpenShift Container Platform /B T{EfiEXT RIFFIETEE.
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K# pod Eikxf &M spec.runtimeClassName 8. HIR{E kata-remote, M TEfi
HAE OpenShift HERB/ LiE1T, FHANSEF pod.
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% 4% £ IBM LB FENE

IR LI IBM Z® #1 IBM® LinuxONE EEBE OpenShift S0 E&RE T,

B

1£ IBM Z® #1 IBM® LinuxONE L& OpenShift A E&& R LN HRE2— N EATR
Thik, PARTUNThEEAR LG @RS FR MY (SLA) X¥F, HIhEERREHFE, 40
ERHEREAEPERAEI]. XERATEThEERTLIERA FIRBXARNThEE, HE
NASEF LY BRIt R 5= M.

BRIERATUTREXFSEENESER, WSROI SRHE R,

SRRFERERY

[
B %% Red Hat OpenShift Container Platform 4.14 S{E S iRk A,

£HE =R =S worker T 5,

BERE

BAXXHERS K IBM 2O, {HFAREHREAT IBM® LinuxONE,

IRA LLBT PT UL TS BEBE OpenShift DEFR TIEME -

£ KVM E#1 EECE libvirt &,

2

I KVM Z LSS FFFH EZ R libvirt B,
3

BN F pod BN EG&RIFGFH EZH libvirt B,
4.

7 libvirt IREEEF O secret,
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5.

79 libvirt 57 A R EC B B
6.

FIER KVM 408 SSH % secret,
7.

fill# KataConfig CR,
8.

ok EHEA T RN pod VM BRI,
9.

FHEM TSN REE NFER kata-remote Z217HT K,

EHT BN E pod Fi6 FR— IBM Z® KVM #1244 KX (LPAR)H,

£ RINF pod HAUEREERIR—F M.

4.1, HEFIERINE

PATU TSR SIS -

MRERARBIEIR,

&3 OpenShift X2 A 7= Operator.

A% BET R TS RELE worker T siz# OpenShift &R -

%% Node Feature Discovery (NFD) Operator, i¥1&152 [ NFD Operator 3244,

fill# NodeFeatureDiscovery HE X ¥HR(CR)LLE X NFD Operator (e &I 1T mEicES
.
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4.1.1. FmiREkK

X pod EHHL(VM)RERTFHNMIER TR -

[
worker i s, worker T mfEEcEIE. Kata shim & (containerd-shim-kata-v2).
remote-hypervisor ¥if(cloud-api-adaptor), L% worker 77 s HIXI % pod Bl A #9B2:&
ik,
[

TEH. XRARPIZITHISEERNE pod L,

Kubernetes worker 7 saf{gi i) CPU #1AREFHEMA RuntimeClass (kata-remote)E X H A
pod FiH 43R, FAFAIEXNF pod,

EEHETHNE pod ERHLEEE XU Kubernetes 17y B¥E. XM BRHZESANT R, HA
peerpodConfig B X HiR(CR)HF M limit BHi%E,

1Ef1E kataConfig CR /3 XIS pod I, %5 peerpodconfig-openshift i peerpodConfig CR
L% 018, HITF openshift-sandboxed-containers-operator #5822 [E i,

LUF peerpodConfig CR =l RERIAK spec fA :

apiVersion: confidentialcontainers.org/vialphai
kind: PeerPodConfig
metadata:
name: peerpodconfig-openshift
namespace: openshift-sandboxed-containers-operator
spec:
cloudSecretName: peer-pods-secret
configMapName: peer-pods-cm
limit: "10"
nodeSelector:
node-role.kubernetes.io/kata-oc:

ARG FAN TR 10 DEDHL,

I B FIR%& N kata.peerpods.io/vm, F 5T Kubernetes ERFAHEE ERERNZE,
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EUUARBIMRE R HEEAN T RARE. MBEZER, FSH"BSNF pod PENT RBE
PRI,

455 Webhook 9 B ¥R kata.peerpods.io/vm ZINEI pod #i&sh, MEEFE, ©LAEM pod
HAG b BREAIR B T HIREMNEE. XAk Kubernetes AERFE XL BRER, HEFEEFRTH
BN pod,

255 Webhook &% Kubernetes pod, # A7 :

% Webhook 2127 pod & A TiHAK RuntimeClassName {8, £
TARGET_RUNTIME_CLASS Ffgas@rhiss, MR pod S hKIHES
TARGET_RUNTIME_CLASS H{HAPICHES, ] Webhook REREM pod HItEN TBH.

MR RuntimeClassName fiPtfd, webhook &%f pod Mi&HiTLA FHEM :

Webhook M pod AR init 53868 resources FE iR BRAAS,

Webhook @3 &) pod FE—1A2M resources FE, I EBHIR
(kata.peerpods.io/vm)ZHINEl spec. Kubernetes HERFFERT BRFEIR
kata.peerpods.io/vm FITFEHMK,

357 Webhook #EfR OpenShift Container Platform R E RSt & ZEH], METE
XERG AT A R AE T X5 pod, MM Kubernetes § B HIRIFREKERENE
A, B&JE pod spec @57 BRKIR.

ENEREESCRR, B ERBSEHMRES, (NAVFERES R ZER hEENF pod.

4.1.2. &% OpenShift ;Y& 23 Operator

=] LIfE A OpenShift Container Platform Web 1§14 3 5175 M (CLI)Z % OpenShift Y E2R 23S
Operator,

4.1.2.1. {8 Web #ll5 %3 Operator
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& mILLE A Red Hat OpenShift Container Platform Web %14 %% OpenShift &5 %
Operator,

SeRFH
[
B LUMEF RS cluster-admin A&EIHE i RI%KE,
iz
1.
1£ OpenShift Container Platform Web 125 s 5:#iE Operators — OperatorHub,
2.
1L Filter by keyword B, HiA OpenShift sandboxed containers,
3.
PEFE OpenShift ) &A% Operator I7dF == Install,
4,
£ Install Operator TUEH, AT Update Channel i£Ti5IK % stable.
5.

IUEH Installed Namespace % T Operator recommended Namespace, X&1E
openshift-sandboxed-containers-operator g 22 [A|fh %% Operator, MR L&A HAEF
&, g,

ZRTE openshift-sandboxed-containers-operator LU ifip 4 22 o] ch 22 2
OpenShift ;&7 2% Operator &S B&REK,

6.
KUFRE 7 Approval Strategy % T Automatic, Automatic 2EIAH, HEHM z-
stream ZfThRATI AN, B35 AY OpenShift SR SRNETIEH,
7.

= Install,

OpenShift ;2 &7 Operator B RZLEEE .
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1.
5%l Operators — Installed Operators,
2.
45k OpenShift 2 7& %% Operator & B2
H At BT iR

1EZRM%h{E A Operator Lifecycle Manager,

i FFE RIS 7 Operator Lifecycle Manager HECEE 1,

4.1.2.2. {85 CLI %%k Operator

IETTLUEE A CLI 22 OpenShift )& 7223 Operator,

FeREH
[ ]
B2 %% OpenShift CLI(oc).
[ ]
A LUMEABA cluster-admin AGKA iR EE,
Pt =

fll Namespace.yaml 555304 :

apiVersion: v1
kind: Namespace
metadata:

name: openshift-sandboxed-containers-operator
BT T a5l a B2 -

I $ oc create -f Namespace.yaml
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fillE OperatorGroup.yaml 55324 :

apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
targetNamespaces:
- openshift-sandboxed-containers-operator

BITLA T ep 43k 6] operator 4 :
I $ oc create -f OperatorGroup.yami

Bl Subscription.yaml i5#324 :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-sandboxed-containers-operator
namespace: openshift-sandboxed-containers-operator
spec:
channel: stable
installPlanApproval: Automatic
name: sandboxed-containers-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
startingCSV: sandboxed-containers-operator.v1.6.0

BT T e iR OIRRIT I -
I $ oc create -f Subscription.yaml

OpenShift &7 23 Operator B LZ&RIEER T,

BfTEA TR #{R Operator BIEHfZRE :

I $ oc get csv -n openshift-sandboxed-containers-operator
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i

NAME DISPLAY VERSION REPLACES
PHASE

openshift-sandboxed-containers openshift-sandboxed-containers-operator 1.6.0
153 Succeeded

4.1.2.3. Hibh ¥R

1EZRM%h{E A Operator Lifecycle Manager

HE T ISR £ Operator Lifecycle Manager e B

4.1.3. Al : B/ NodeFeatureDiscovery CR

& eI LA —1 NodeFeatureDiscovery B X & (CR)kE X Node Feature Discovery (NFD)
Operator IR AMEBESH, LUAE worker 7 Al LIz #F OpenShift Y& 3.

4

al}

E{UEE T RATE worker 17 s LR kata i217H, 15
feature.node.kubernetes.io/runtime.kata=true /%M A RIFMET =, FH# KataConfig
CR Fi%i& checkNodeEligibility: true,

E1EMA worker 7 R L%k kata i217i, 1H7E KataConfig CR HiXi&E
checkNodekEligibility: false,

EXHIERT, EFFTENE NodeFeatureDiscovery CR, MRIEME T mA K
iZ1T OpenShift &2, NIN{UN A feature.node.kubernetes.io/runtime.kata=true
3.

LI 24 feature.node.kubernetes.io/runtime.kata=true #+ZN HARIRAAFTHENT R, HiF
KataConfig HiRECE NI E T R B8,
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FRFM

B %% NFD Operator,

RIBLLTF RAIGIEE nfd.yaml &304 -

apiVersion: nfd.openshift.io/v1
kind: NodeFeatureDiscovery
metadata:

name: nfd-kata

namespace: openshift-nfd

spec:
workerConfig:
configData: |
sources:
custom:
- name: "feature.node.kubernetes.io/runtime.kata"”
matchOn:
- cpuld: ["SSE4", "VMX"]
loadedKMod: ["'kvm", "kvm_intel"]
- cpuld: ["'SSE4", "SVM"]
loadedKMod: ["'kvm", "kvm_amd"]
#...

il NodeFeatureDiscovery CR :

I $ oc create -f nfd.yaml

F 45 7 IBM EEBEBT M

NodeFeatureDiscovery CR ¥ feature.node.kubernetes.io/runtime.kata=true ¥r% 5 F

FrE &M worker T =,

RIBLLT RAILIEE kata-config.yaml & 534 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: example-kataconfig
spec:
checkNodekEligibility: true

fIl# KataConfig CR :
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I $ oc create -f kata-config.yaml

FUESRH P EENA T IEMEPRZ |

I $ oc get nodes --selector="feature.node.kubernetes.io/runtime.kata=true’

Tl R
NAME STATUS ROLES AGE VERSION
compute-3.example.com Ready worker 4h38m v1.25.0
compute-2.example.com Ready worker 4h35m v1.25.0

4.2 [FHAGHTHBEIEMRE

BT LIS AR S1TEE OpenShift AEAR TENEL

4.21. B2& libvirt &

EHIE KVM 4L LESE libvirt 8. X% pod = API Adaptor I libvirt IRtk AIBNER
ﬁmﬂlm

FeRFH

2{#f OpenShift Container Platform Web 124l & 35 171E OpenShift Container
Platform & %% OpenShift ;Y &% 2% Operator,

128 KVM EHNHEER G

B2 KVM E4l EZ%Z T podman,
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X817 KVM £l EZ% T virt-customize,

EFXE KVM EHL.

BT T e miXiE libvirt thEg&H -
I $ export LIBVIRT_POOL=<libvirt_pool>

R5Z LIBVIRT_POOL fH3E libvirt 12201 secret,

BT T e iXE libvirt thEg&H -
I $ export LIBVIRT_VOL_NAME=<libvirt_volume>

fKZEE LIBVIRT_VOL_NAME {&3£ % libvirt I2#t2FE0IEE secret,

BITUT S, WERNFEAERNEE

I $ export LIBVIRT_POOL_DIRECTORY=<target_directory> )

FHALR libvirt EFEEVINAER, HEA libvirt EEBXOTFEx. BN
/var/lib/libvirt/images/,

BT T s KO libvirt 5th -

$ virsh pool-define-as $LIBVIRT_POOL --type dir --target
"$LIBVIRT_POOL_DIRECTORY"

BT TR R libvirt 7 -

I $ virsh pool-start $SLIBVIRT_POOL
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BT TS, HthlER libvirt 4 -

$ virsh -c gemu:///system \
vol-create-as --pool $LIBVIRT_POOL \
--name $LIBVIRT_VOL_NAME \
--capacity 20G \
--allocation 2G \
--prealloc-metadata \
--format qcow?2

4.2.2. B KVM EF#Hl5E&

ZEaE— KVM B HLEHE, FHRELEEZE libvirt 8,

FoRFEM

[ ]
IBM z15 S S kA&, =X IBM® LinuxONE114 BSR4,

EP#HEMEA KVM B RHEL 9 & ShikA+i247—1 LPAR,

FRIER OpenShift Container Platform 5Ef,
NR#E4A RHEL 1114, &% Red Hat Subscription Management iX&i] HIfEZE -

IBfTLA T e SR EHL ID -
I $ export ORG_ID=%(cat ~/.rh_subscription/orgid)
BT e oS ERUE -
I $ export ACTIVATION_KEY=$(cat ~/.rh_subscription/activation_key)

MRIERA RHEL 1Tk, 1579 RHEL & iTHMA -
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BT T a4 R BGEN ID -

I $ export ORG_ID=<RHEL_ORGID_VALUE> §)

152 &8 RHEL #144 1D,

BT T e T RisEBUE -

I $ export ACTIVATION_KEY=<RHEL_ACTIVATION_KEY> )

}5%E RHEL #UEME,

EXBER IBM 20 R5%,

$ s390x RHEL KVM & L5 & MLEE 1 1) Muh T Bl libvirt FEB %, LUIRF
libvirt IE#ARIFER,

EIAB X /var/lib/libvirt/images. LLEERATFERNF pod EHH G, HbhaSHEXH
RIS

BITUTRS, JTEMNER%E IMAGE_URL :

I $ export IMAGE_URL=<path/to/image> )

HE KVM Z P B E,

BT T e SREME P iin KVM Bifk

$ export REGISTER_CMD="subscription-manager register --org=${ORG_ID} \
--activationkey=${ACTIVATION_KEY}"

97


https://access.redhat.com/downloads/content/433/ver=/rhel---9

OpenShift sandboxed containers 1.6 f /{5

BT TaaRBELE AP KVM Hifk :

I $ virt-customize -v -x -a ${IMAGE_URL} --run-command "${REGISTER_CMD}"
BT T e SR E AR AN -

I $ export IMAGE_CHECKSUM=$(sha256sum ${IMAGE_URL} | awk '{ print $1 })

4.2.3. f9EXTEF pod EUHLER

BRI F pod EEFIHL(VM)EE4R, FHISH EZH libvirt 8,

& F{EM OpenShift Container Platform 5%,
IBfTLL e 5ek& cloud-api-adaptor A -

$ git clone --single-branch https://github.com/confidential-containers/cloud-api-
adaptor.git

BT a4, #A podvm B :
I $ cd cloud-api-adaptor && git checkout 8577093

BIERE R QCOW2 itk B2 Hitk.

MREF—MTHEE RHEL R5:, HiaTU RS :

$ podman build -t podvm_builder_rhel_s390x \
--build-arg ARCH="s390x" \
--build-arg GO_VERSION="1.21.3"\
--build-arg PROTOC_VERSION="25.1"\
--build-arg PACKER_VERSION="v1.9.4" \
--build-arg RUST_VERSION="1.72.0" \
--build-arg YQ_VERSION="v4.35.1" \
--build-arg
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YQ_CHECKSUM="sha256:46324d08630e7df733894a11830412a43703682d65a76f1f
c925aac08268a45" \
-f podvm/Dockerfile.podvm_builder.rhel .

MREARITHM RHEL %5:, #HaTUTRS :

$ podman build -t podvm_builder_rhel_s390x \

--build-arg ORG_ID=$ORG_ID \

--build-arg ACTIVATION_KEY=$ACTIVATION_KEY \

--build-arg ARCH="s390x" \

--build-arg GO_VERSION="1.21.3"\

--build-arg PROTOC_VERSION="25.1"\

--build-arg PACKER_VERSION="v1.9.4" \

--build-arg RUST_VERSION="1.72.0" \

--build-arg YQ_VERSION="v4.35.1" \

--build-arg
YQ_CHECKSUM="sha256:4e6324d08630e7df733894a11830412a43703682d65a76f1f
c925aac08268a45" \

-f podvm/Dockerfile.podvm_builder.rhel .

BT TS, SERETXYF pod Arae B9 IS4 4 B H SR & -

$ podman build -t podvm_binaries_rhel_s390x \
--build-arg BUILDER_IMG="podvm_builder_rhel_s390x:latest™ \
--build-arg ARCH=s390x \
-f podvm/Dockerfile.podvm_binaries.rhel .

XN EBERENHE,

BT, RIS HRSH RN EF pod QCOW2 Hifk :

$ podman build -t podvm_rhel_s390x \
--build-arg ARCH=s390x \
--build-arg CLOUD_PROVIDER=libvirt \
--build-arg BUILDER_IMG="localhost/podvm_builder_rhel_s390x:latest" \
--build-arg BINARIES_IMG="localhost/podvm_binaries_rhel_s390x:latest" \
-v ${IMAGE_URL}:/tmp/rhel.qcow2:Z \
--build-arg IMAGE_URL="/tmp/rhel.qcow2" \
--build-arg IMAGE_CHECKSUM=${IMAGE_CHECKSUM} \
-f podvm/Dockerfile.podvm.rhel .

BT eGSR QR H&R B FMRLE -

I $ export IMAGE_OUTPUT_DIR=<image_output_directory> )
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EEE&RIA %,

BT T aRAEE&EX -
I $ mkdir -p SIMAGE_OUTPUT_DIR

BT T e S RFIRIEINE pod QCOW2 Hifk :

$ podman save podvm_rhel_s390x | tar -xO --no-wildcards-match-slash "*.tar' | tar -x -C
${IMAGE_OUTPUT _DIR}

J941% pod QCOW2 g%k L1EF libvirt % :

$ virsh -c qemu:///system vol-upload \
--vol $LIBVIRT_VOL_NAME \
$IMAGE_OUTPUT_DIR/podvm-*.qcow2 \
--pool $SLIBVIRT_POOL --sparse

4.2.4. il secret

&% OpenShift Container Platform & th |2 Secret X &,

FeRFMH

[
LIBVIRT_POOL.{ERA#EE KVM 4l LEE libvirt W iZ@EM{E,

LIBVIRT _VOL_NAME.ff#E{E KVM E#4_L&RE libvirt B %@ 01{H,

LIBVIRT_URLiX/MEZ libvirt RZEHIZRIARX IP Hbiit, 107 libvirt PZ8 % E LUREUL .

100



F 45 7 IBM EEBEBT M

IR libvirt FARKIAMTEMLZE, EafLLET21TL T4 ik
LIBVIRT_URI :

$ virtint=$(bridge_line=$(virsh net-info default | grep Bridge); echo
"${bridge_line//Bridge:/}" | tr -d [:blank:])

$ LIBVIRT_URI=$( ip -4 addr show $virtint | grep -oP '(?<=inet\s)\d+(\.\d+)
{3})

RIBLUT RAILIEE peer-pods-secret.yaml FH 30 :

apiVersion: v1
kind: Secret
metadata:
name: peer-pods-secret
namespace: openshift-sandboxed-containers-operator
type: Opaque
stringData:
CLOUD_PROVIDER: "libvirt"
LIBVIRT_URI: "<libvirt_gateway_uri>" ﬂ
LIBVIRT_POOL: "<libvirt_pool>" g

LIBVIRT_VOL_NAME: "<libvirt_volume>"

}8%E libvirt URL,

2]

}83E libvirt i,

©

}53E libvirt B&H.

BT R RS ]2 secret X :

I $ oc apply -f peer-pods-secret.yaml
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MREHFXZF pod secret, ELFEE peerpodconfig-ctrl-caa-daemon daemonset
LA S B,

B secret |5, MAFEH., REETULTHSEES cloud-api-adaptor pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

WHittE, F/S daemonset REMHOIENF pod, ERREHIUAEH pod.

4.2.5. QIR ERRSY

%W BI4E OpenShift Container Platform ££8f 5 libvirt 5/ B0 AL E MRS,

AR

RIBLLT RAILIEE peer-pods-cm.yaml 755 :

apiVersion: v1
kind: ConfigMap
metadata:
name: peer-pods-cm
namespace: openshift-sandboxed-containers-operator
data:
CLOUD_PROVIDER: "libvirt"
PROXY_TIMEOUT: "15m"

N AE R LB R E PR GY -
I $ oc apply -f peer-pods-cm.yaml

EER libvirt St 1 — N ECiE R,
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NREH peer pod EESE, #EMJIESS peerpodconfig-ctrl-caa-daemon
daemonset LAR A&,

BHEEMSE, NAFEY., ARZTUTeSRER cloud-api-adaptor pod :

$ oc set env ds/peerpodconfig-ctrl-caa-daemon -n openshift-sandboxed-
containers-operator REBOOT="$(date)"

WHittE, F/S daemonset REMHOIENF pod, ERREHIUAEH pod.

4.2.6. fil|E SSH %A secret

AR KVM 41008 SSH #5H secret MK,

i =
1.
FRIEN OpenShift Container Platform &,
2.
IBITLA T e o3k SSH BN -
I $ ssh-keygen -f ./id_rsa-N""
3.
FF423t SSH BEHSHEI KVM F4] :
I $ ssh-copy-id -i ./id_rsa.pub <KVM_HOST_IP>
4,

BT T 5 EOIE Secret X :

$ oc create secret generic ssh-key-secret \
-n openshift-sandboxed-containers-operator \
--from-file=id_rsa.pub=./id_rsa.pub \
--from-file=id_rsa=./id_rsa

SSH #%A secret BHIE,
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THBREBIEA SSH 25 -

I $ shred -remove id_rsa.pub id_rsa
4.2.7. B KataConfig HE X ¥R

IR —A KataConfig BE X HTIR(CR)EME worker 77 s2 LBE 1T K &% kata-remote,
Bl KataConfig CR &fii’Z OpenShift > &2 %% Operator EHUTLA TR -

B\ R E BB — &y kata-remote B9 RuntimeClass CR, Xalit &
RuntimeClassName 25| CR S L{Efi B & A kata-remote ENia1THf, It CR
s EE1TH BRI,

OpenShift Y& A 81 kata-remote R INWEE LW F#8) alikizfaht, MAREETH,
5F
fIl# KataConfig CR 2 B3IE/S worker T, EEATREEE 10 2l 60 o8P, HISE
AN RNRRMT :
WA E% worker 17 R XE OpenShift Container Platform ZE,
#GE BIOS #1 Diagnostics S-H2R.
EEAMAR SSD LEE,

EYET R ERE, N8N, mAREENT R EBE.

CPU M4 EHE,
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e[ LI{EABE A cluster-admin ABKA iR,

"k - MRBSAT RFERKE, 2%% T Node Feature Discovery Operator.

RIBELUTRAIBIEE cluster-kataconfig.yaml EH 304 :

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:
name: cluster-kataconfig
spec:
enablePeerPods: true
checkNodeEligibility: false )
logLevel: info

ali% : $¥'checkNodeEligibility' % & true LLZTT T mEEEIE &,

Bk« BEMET S LR kata-remote, HERIBLL T RAISET S5% -

apiVersion: kataconfiguration.openshift.io/v1
kind: KataConfig
metadata:

name: cluster-kataconfig
spec:

kataConfigPoolSelector:

matchLabels:
<label_key>: '<label_value>' )

#...

AR R

@Il KataConfig CR :

I $ oc create -f cluster-kataconfig.yaml
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#89 KataConfig CR #0I&, F1E worker 17 m_EYF 2 1TH %2k kata-remote,

FERIEZR A, 545 kata-remote ZE5EM, LLK worker T mEFHEI S,

I $ watch "oc describe kataconfig | sed -n /AStatus:/,/AEvents/p"

Z# kataNodes TriE worker BIRE I HE M InProgress 75 False I, mA{EERA,
M EERF PR kata-remote,

#1552 M KataConfig IR EER.

4.2.8. ®ik : EREANT RENF pod EHEE

1] L@ % peerpodConfig B E X BHR(CR)REHEAN T 5 %F pod EHAL(VM)EIBRE,

iz
1.
BT T e oA HaiapRE -
$ oc get peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-containers-
operator \
-0 jsonpath="'{.spec.limit}{"\n"}’
2.

BTLL TS peerpodConfig CR Y limit B :

$ oc patch peerpodconfig peerpodconfig-openshift -n openshift-sandboxed-
containers-operator \

--type merge --patch '{"spec":{"limit":"<value>"}}' ﬂ

£ <value> B NEZEE LHIFRT,
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F 45 7 IBM EEBEBT M

4.2.9. BB TEMEHNS

&R LLET ¥ kata-remote BSiE I LA pod B4 REZFTH K KEBE OpenShift X EF R TR
#

Pod X%

ReplicaSet X%

ReplicationController %%

StatefulSet %

Deployment % &

deploymentConfig X &

B

AZ7 openshift-sandboxed-containers-operator & 22 jH R EBE T E, X
BRI — AT RAeRRE,

FeREH
[
e NN EOIET secret XR,
[
B NN OIE T AdE RS,
[
RE I T KataConfig BE X ¥ (CR).
Pk =

¥ spec.runtimeClassName: kata-remote ZINEIEFA pod Bk T % RM97E A,
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MTHIF :

apiVersion: v1
kind: <object>
#...
spec:
runtimeClassName: kata-remote
#...

OpenShift Container Platform il T fiE#X RIFFIBAEE.

K# pod BRI spec.runtimeClassName FE%, MR{E) kata-remote, NI TE ik
1£ OpenShift &R Liz1T, FHRAXNE pod.
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B 5F

& eI LL{FH OpenShift Container Platform Web 12§15 512 5 0 & T 4F i EM T B ERIRSHEXH
151798

OpenShift Y& Z& 27 OpenShift Container Platform Web {4 A — M kR BRI KRR, EH
BT LGEE Prometheus Viln fIZEHRIETE IR,

5.1. xFtr

OpenShift &R HRIEMLER AR RIEPERF[NZTAHAR. EILIE OpenShift Container
Platform Web #2514 iy Metrics Ul R X 3557,

OpenShift A EASRIEIT AL T RHIBE -

Kata {2 5Fr

Kata fSE1EPR B "B XIRATEAD B EPIZITH kata KEHENE R, XEiEIRIE
Iproc/<pid>/[io, stat, status] IR,

Kata & HURERGHER

Kata EF R ERSTEIRERDERRPIZTHNE A IRERSIHIEIE, XEEIraE
Iproc/[stats, diskstats, meminfo, vmstats] 1 /proc/net/dev EIEIE,

hypervisor 15Fxr

hypervisor {5 ERAXIZTHRATEDERSPEUNNEDNEIEEFMOEIE, XEEIER
83% /proc/<pid>/[io, stat, status] FEIEIE,

Kata x#Eishn

Kata 51235 2IEISFRBIE IR 444 Prometheus BI3EFE., kata 5ishr 5 ~A % kata-
monitor HAERAX SN IFTRERBRAFHAER, XLEigfnliaiE Prometheus BUBKER TS,

Kata containerd shim v2 i§f5

Kata containerd shim v2 ¥5F5r 5. ~8 % kata shim #EFE4AE R, XEEIrEEERD
Iproc/<pid>/[io, stat, status] Hli¥AMM ¥R AEIBFRAEIRE.

5.2. #FER
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&0 LUfE OpenShift Container Platform Web 558 Metrics TiEHi/j[7] OpenShift A SR 2RH
(=178

SeRFH
[
&I LAMEAEA cluster-admin A &sXFE T HME BRI A UK.
it 3
1.
1£ OpenShift Container Platform web %4l & st AEl Observe — Metrics,
2.

HERAFERP, MALEURINERNER,

A5 kata HHXBIEFREBLL kata FF3k, A kata R E AT kata 155K,

wEmEmP YL ERRIER,

Hih 5w

AR

WER LRI RE.
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B 6 = Hx

& eI LL{EF OpenShift Container Platform Web 12l & sk 3 45 {7HIE OpenShift 2 &758 2%,

HE TR

1.
THBR T4 113K pod.,

ffIB& KataConfig B E X ¥,

1% OpenShift Y &7 25 Operator,

fHB& KataConfig B & X ¥R E Yo

6.1. {1/ WEB #HI& HE

&aI LU OpenShift Container Platform Web & 1% OpenShift Y 2583

6.1.1. MR T#E £ % pod

& oI LL{8F OpenShift Container Platform Web i2#I5 Bk OpenShift &R TYE1# pod,

FRFM

A LUMEABA cluster-admin AGKA iR EE,

EB—/EH OpenShift X ERIZ1THIEM pod FIK,

it =

1£ OpenShift Container Platform Web 145 h 58 ZE Workloads — Pods.
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2.
£ Search by name F Bt AR ZHIFRA pod HIATR,
3.
= pod ZITHE,
4,
1 Details TimE, BEEZE N Runtime 2 E 7 kata % kata-remote,
5.
mii Options 3
[ ]
[ ]
[ ]
3#1%# Delete Pod,
6.

mili Delete,

6.1.2. fiBx KataConfig CR

Rel LA Web =515 B} KataConfig BE X IR (CR), Mk KataConfig CR MR ERFH
% kata 2170 R HBX TR,
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#
o
Ul
=
o

B

fHB® KataConfig CR 2 HZIE/S worker T, E/GAIAERZE 10 Bl 60 28, IHiSE

SR TRIBRZRM T -

#HAE% worker 17 R XE OpenShift Container Platform ZE,

#GE BIOS #1 Diagnostics S-Ff2R.

HEEAmARZ SSD £#BE,

EYETN R ERE, NHN, mAREENT R EBE.

CPU M4 EHE,

SeRFH
[ J
EeLIEA RS cluster-admin f KA iR,
[ J
R B MpRATAE £ kata ¥E5 runtimeClass ¥ pod,
it 3
1.
1£ OpenShift Container Platform web 24 # 5:iiE Operators - Installed
Operators,
2.
{8/ Search by name FE#3 OpenShift ;Y27 2% Operator,
3.
= Operator {THE, KL KataConfig E5ik,
4.

= KataConfig BfiRf Options 35

13
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, SRIG%EFE Delete KataConfig,

FEfI B O =i Delete,

245 kata BTN HTEREDE, & worker TRER, RABHKET—4,

6.1.3. Hl#k Operator

& mILLE A OpenShift Container Platform Web 12#& H#; OpenShift ;&7 2% Operator, H#
Operator 2MMRi%Z Operator BIEXIT . Operator ZHHIERARSSARA(CSV). ARG, EaTLUHER
openshift-sandboxed-containers-operator s Z2 ¥,

FeRFH
[}
B LUMEFH RS cluster-admin AGEIHE iR,
it 3
1.
£ OpenShift Container Platform web #HI& 5% Operators — Installed
Operators,
2.
£ Search by name FEs¥i A OpenShift &R 2% Operator &,
3.
mili Operator B9 Options 3
]
L]
]
F31%# Uninstall Operator,
4,
EMIAE O = Uninstall,
5.
1£ Search by name FEt##i A openshift-sandboxed-containers-operator & #H,
6.

M 22K Options 3
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F#i%#¥ Delete Namespace.

IR Delete Namespace AR, KFRIESZBMIBR A2 H R,

1£ Delete Namespace &, #iA openshift-sandboxed-containers-operator 3=
Delete,

mili Delete,

6.1.4. flliB} KataConfig CRD

EaT LAUE OpenShift Container Platform Web #2541 KataConfig HE X ¥EE X (CRD).

SERFEH
[
B LUMERBA cluster-admin &K iR,
[
S MIB& KataConfig CR,
[
2 #HE OpenShift & & 2% Operator,
it 3
1.
£ Web #2HI&H, 5%l Administration —~ CustomResourceDefinitions,
2.
£ Search by name % A KataConfig ¥R,
3.

= KataConfig CRD i Options 32
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, RI51%E: Delete CustomResourceDefinition.

4.,
FEfI B O =i Delete,
5.
%% KataConfig CRD &S MFIERAHEK, XalgERE Lo,
6.2. {8f CLI #H#

& eI LU s A 175 m(CLI)EIE OpenShift &R 2R,

6.2.1. MIBR T % pod

EATLAEA CLI iR OpenShift &SRB THEH#E pod.

SeRFMH
[ ]
B%R% JSON 25 (jq) TR,
AR
1.
BT T a5 3ki25R pod :

$ oc get pods -A -0 json | jq -r ".items[] | \
select(.spec.runtimeClassName == "<runtime>").metadata.name’ ﬂ

NENEBEIEE kata, K AAHZ=H IBM EBEIETE kata

BT T e kMRS pod :
I $ oc delete pod <pod>

6.2.2. Bk KataConfig CR

16



B LAE A4 5172 KataConfig B E X ¥IR(CR).

iR KataConfig CR 2 MEE B RIZ 1T RHEABX TR,

8

SR TRIBRFRM T -

WA E% worker 17 R XE OpenShift Container Platform ZBE,

#GE BIOS #1 Diagnostics S-H2R.

HEEAmARZ SSD EABE,

AR R ERE, AN, mAREENT R EBE.

CPU HIRZHHE,

FeREH
o
B2 %% OpenShift CLI(oc).
o
Ee[ LI AB A cluster-admin ARKA iR EEE,
pi% &2

IBfTLL T ip 5 3k fiBR KataConfig CR :

I $ oc delete kataconfig <kataconfig>

H
1

P

fHB® KataConfig CR 2 HZIE/S worker T, E/SAIAERZE 10 Bl 60 28, IHiSE

17
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OpenShift &A% Operator M REH HEER /S HE T OBMmA KR,

LR MMBR KataConfig CR B, CLI &fS1tmiR, BEFIFA worker T mEF i, 7
PATEUERT, R BRI R ST .

ZIIE KataConfig BE X HIRESEEMER, HZTUA TS -

I $ oc get kataconfig <kataconfig>

it e

I No KataConfig instances exist

6.2.3. Hl#k Operator

EeILIEA CLI H1E; OpenShift ) &7 2% Operator, #EaILLEI MR Operator i, Operator
4, EBIRSMRA(CSV)HrZe 3k Operator,

FeREZ M
[ ]
B %% OpenShift CLI (oc) .
[ ]
BLEA4H1T JSON LEE(i9).
[ ]
A LUEABA cluster-admin AGKAFiREE,
Pt =

BT T84, MITEHAIREL OpenShift D & A SRR S R4 (CSV)&H :
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CSV_NAME=$(oc get csv -n openshift-sandboxed-containers-operator -o=custom-
columns=:metadata.name)

2.
ZfTLL %4, M Operator Lifecyle Manager (OLM)=fliE& Operator i3 :
$ oc delete subscription sandboxed-containers-operator -n openshift-sandboxed-
containers-operator
3.
ZTLL T %4, MR OpenShift h 2R CSV &#5 :
I $ oc delete csv ${CSV_NAME]} -n openshift-sandboxed-containers-operator
4,
IBfTLL T ip 9 3kIKE Operator HE K :
$ OG_NAME=$(oc get operatorgroup -n openshift-sandboxed-containers-operator -
o=jsonpath={..name})
5.
IBfTLL T ap 3k fBR Operator HEHK :
I $ oc delete operatorgroup ${OG_NAME]} -n openshift-sandboxed-containers-operator
6.

IBfTLA T ap 3k MBR Operator #5454 Z2[F] :
I $ oc delete namespace openshift-sandboxed-containers-operator
6.2.4. flliB% KataConfig CRD

fEa] LUE A 1TMER KataConfig BE X B E X (CRD).

FoRFEMH

[}
B2 %% OpenShift CLI(oc).

e[ LM AB A cluster-admin AKA iR EEE,
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[ ]
EMik2 KataConfig CR.
[ ]
2 HE OpenShift & & 2% Operator,
i =
1.
B {TLA T a5 3k MiBR KataConfig CRD :
I $ oc delete crd kataconfigs.kataconfiguration.openshift.io
[ ]

ZUF KataConfig CRD @& EMER, HEfTUUTHS -

I $ oc get crd kataconfigs.kataconfiguration.openshift.io

ik

I Unknown CR KataConfig
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B7EFL

BTEAK

OpenShift SR SRAHFHIAZHLUT =S TRA :

F2% OpenShift Container Platform LLE$ Kata i2 178 R H A,

F4 OpenShift ;Y225 Operator LLE#HT Operator 1T,

#Ea] LAfE OpenShift P& 25 Operator FAE AT 2 5 F2 OpenShift Container Platform, {BHLLF
B4, 1EFZ OpenShift HE R 23 Operator J5, HZIIEIN A KataConfig #6 T

71, AEFER

OpenShift > &R 23 ¥R A Red Hat Enterprise Linux CoreOS (RHCOS) " BEBERI%& R h,

RHCOS ¥ & &A% B8121T OpenShift AERERAMEBMNAH, W Kata FEHE1TH. EAN G
£ QEMU FH A KB, EarLhlit fFEE A3 OpenShift Container Platform BIETAR Ak AL~
&,

X7+ OpenShift Container Platform MEZ{E 8, &S EHEE,

7.2. #%% OPERATOR

£ Operator Lifecycle Manager (OLM) F#12k B 3F 2 OpenShift 2 &7 28 Operator, FEFIATER
FEWN, EEFHHEIALRERROATER. S FFHAH, OpenShift Container Platform
Web #5545 B REHER G A REMN T HEH,

£ X1E Operator Lifecycle Manager (OLM)# 7% OpenShift 2 &7 25 Operator WEZ{FR, S
[ B8 HT 2 &3/ Operator,
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B 8 = WiEHrkR

L% OpenShift D& F R HTHFEHERRN, eI — A HFE&EH, FEH must-gather TE1Z
HIIAER.

MREERERNEES, BAILATEREES, BRAEFANBEL,

8.1. NS FERBURE

HERZME RN FNREAENERER, TSI S IS TR,

&0l {6l must-gather TE3RIKNEH % OpenShift Container Platform 8 MNIZI{ER, SBERN
A% OpenShift &R B[ HAEERE.

FTIKEBHREXLR, i5iREt OpenShift Container Platform #1 OpenShift Y &R RMIZE{E .

{81/ must-gather T2

oc adm must-gather CLI s S RIER BB FRRNMENEHER, A :

BHRE XL

RS5HEE

EIAMERT, oc adm must-gather so = {EARIARIEHER, FH5 A /must-gather.local,

T4, EALERESNSBIZTR R REERAER, MBI

BRSSP IS EIREXIEIRE, 1§ -image ZHMBHR, WML TERS P,

fign -
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% 8 = WIEHERR

$ oc adm must-gather --image=registry.redhat.io/openshift-sandboxed-containers/osc-
must-gather-rhel9:1.6.0

BINE T AR, &M -- /usr/bin/gather_audit_logs 28, MU Ak,

fign -

I $ oc adm must-gather -- /usr/bin/gather_audit_logs

L {8217 oc adm must-gather I, EEHFHTIE PR AE— BRI GFHBH pod. f£i% pod £
WERIE, FHEEFZELL must-gather.local FFLM—FEXH, WEFEHEITERXPOIE,

fign -
NAMESPACE NAME READY STATUS RESTARTS AGE
openshift-must-gather-5drcj must-gather-bkix4 2/2 Running 0 72s

openshift-must-gather-5drcj must-gather-s8sdh 2/2 Running 0 72s

Fi%t, #EEILMER --run-namespace EII{ERFE 68 4 22 A 24T oc adm must-gather 545,

g -

$ oc adm must-gather --run-namespace <namespaces> --image=registry.redhat.io/openshift-
sandboxed-containers/osc-must-gather-rhel9:1.6.0

8.2. WEASHIE

LUFIhEERIXT R 5 OpenShift DR 723 KEX :
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BT OpensShift YRR R HRNAAGEZERREFHR

FiiA8 OpenShift »EA 2B E L FiIRE X (CRD)

IERILUN R kata i21THNHETTREA pod WEUTHARR -

Kata REH®

Kata izf7HB&

QEMU Bi&

HiTAE

CRI-O BH#&

8.2.1. 4 CRI-O izf7i/Z AR &

& eI LB T B KataConfig CR i logLevel FB:RBAAIKXBARE. XREBLETT OpenShift &
A 2309 worker 17 B CRI-O ;217 8 B ES5,

FEREH
[ ]
B %% OpenShift CLI(oc).
[ ]
e[ LM AB A cluster-admin AKA iR EEE,
pi% &2

3314 KataConfig CR Hiffj logLevel FEXE&H debug :
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% 8 = WIEHERR

$ oc patch kataconfig <kataconfig> --type merge --patch '{"'spec":
{"logLevel":"debug"}}'

Wif% kata-oc Hl2ECEt, EFI UPDATED MIfE ) True, KATE worker T B B4 :

I $ oc get mcp kata-oc

i el

NAME CONFIG UPDATED UPDATING DEGRADED MACHINECOUNT
READYMACHINECOUNT UPDATEDMACHINECOUNT DEGRADEDMACHINECOUNT
AGE

kata-oc rendered-kata-oc-169 False True False 3 1 1

0 9h

FERANSEEE BB R55) debug RiF -
I $ oc debug node/<node_name>
FRB ¥ /host :

I # chroot /host

ISUE crio.conf XA EEDY :

I # crio config | egrep 'log_level

i

I log_level = "debug"
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8.2.2. AFHMAMFIAAE

SHEE A T LUE A B ST E R, 1T RNASSEHET RAER.

BT LIEFRLLT OpenShift AEaARHM4MAR :

Kata {CI2

Kata runtime (containerd-shim-kata-v2)

virtiofsd

QEMU (NAERESMERAE, IEESMERAHE Kata 317 BEFETSNE gemuPid FERY
CRI-O HEHTHAEIT =B,

QEMU B&E541

Mar 11 11:57:28 openshift-worker-0 kata[2241647]: time="2023-03-11T11:57:28.587116986Z"
level=info msg="Start logging QEMU (qemuPid=2241693)" nhame=containerd-shim-v2
pid=2241647
sandbox=d1d4d68efc35e5cch4331af73dad459¢c13f46269b512774aa6bde7da34db48987
source=virtcontainers/hypervisor subsystem=gemu

Mar 11 11:57:28 openshift-worker-0 kata[2241647]: time="2023-03-11T11:57:28.607339014Z"
level=error msg="gemu-kvm: -machine q35,accel=kvm,kernel_irqchip=split,foo: Expected '='
after parameter 'foo’' name=containerd-shim-v2 pid=2241647 qemuPid=2241693
sandbox=d1d4d68efc35e5ccb4331af73dad59¢c13f46269b512774aabbde7da34db48987
source=virtcontainers/hypervisor subsystem=gemu

Mar 11 11:57:28 openshift-worker-0 kata[2241647]: time="2023-03-11T11:57:28.60890737Z2"
level=info msg="Stop logging QEMU (gemuPid=2241693)" name=containerd-shim-v2
pid=2241647
sandbox=d1d4d68efc35e5cch4331af73dad459¢c13f46269b512774aa6bde7da34db48987
source=virtcontainers/hypervisor subsystem=gemu
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% 8 = WIEHERR

% QEMU 53, Kata ;217027 QEMU jS5hi4TH Start logging QEMU, 37 QEMU {21Ef{&
IEAGKIEE QEMU, A gemuPid ZEMH A BEERZERBILX MR, QEMU BYSEFRESRHE 2L
TEER,

QEMU ZF iRl th &M E T R BED, ETUEFEFHEHE BEL K Kata KE A,

FeREH
[ ]
B %% OpenShift CLI(oc).
[ ]
e[ LM AB A cluster-admin AKA iR EEE,
pi% 2
[ ]

EHE Kata CEASHEIEHEEE, EWETUTeS :

$ oc debug node/<nodenames -- journalctl -D /host/var/log/journal -t kata -g “reading
guest console”

[ ]
EHE Kata 2T ERE, HETUTHS -
I $ oc debug node/<nodenames -- journalctl -D /host/var/log/journal -t kata
[ ]
EHE virtiofsd A&, HEITULTHS -
I $ oc debug node/<nodenames -- journalctl -D /host/var/log/journal -t virtiofsd
[ ]
£HEF QEMU B, #HETUTHS :
$ oc debug node/<nodenames -- journalctl -D /host/var/log/journal -t kata -g
"gemuPid=\d+"
H At BT iR
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1£ OpenShift Container Platform X#4§sh ISR RSB BUIR
https://docs.redhat.com/documentation/en-us/openshift_container_platform/4.15/html-
single/support/index#support_gathering_data_gathering-cluster-data
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Mis A. KATACONFIG IREE R

fi% A. KATACONFIG SKEER

TRERTEEHA worker 17 IR KataConfig HE X FHR(CR)MRAHE R,

% A.1. KataConfig RAER

Status

MaRE

%46z KataConfig CR F7EM 1 worker %%
kata i, SELHEIRERUTRE.

£

MR, RERWE,

RE (Worker-1 REFFIA)

‘EREMAR, KRERWE, XRE—1MTREHT kata
M=%, mH— ML FERRSE. XRENEEMA
HEMFAIRBER— 1T RT T M, nodeCount R
N2, EARDT ReABalE kata, B
readyNodeCount el KA EIZRS,

LI (LE T Worker-1, worker-0 £EEE5)

—EEi A /g, worker-1 [§5Ei&sE, MmSBRE
#7251k, readyNodeCount E#HZE 1, XK~
worker-1 JI1E 2 & 1F 04T kata TIEM#. &%
AR RN AIBIZITN K2/, BRERESRZIT
kata T Efi %,

U

conditions:
message: Performing initial installation of

kata on cluster

reason: Installing

status: 'True'

type: InProgress
kataNodes:

nodeCount: 0

readyNodeCount: 0

kataNodes:
nodeCount: 2
readyNodeCount: 0
waitingTolnstall:
- worker-0
- worker-1

kataNodes:
installing:
- worker-1
nodeCount: 2
readyNodeCount: 0
waitingTolnstall:
- worker-0

kataNodes:
installed:
- worker-1
installing:
- worker-0
nodeCount: 2
readyNodeCount: 1
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Status ik

B2RE

conditions:
message: "
reason: ""
status: 'False’
type: InProgress

kataNodes:
installed:
- worker-0
- worker-1
nodeCount: 2
readyNodeCount: 2

REE, W worker E3#EFIH A
installed, InProgress &1 iEZ| False, MAIEE
FR&HE, RnEHHRLE kKata.,

Status ik

MR ENE

conditions:
message: Removing kata from cluster
reason: Uninstalling
status: 'True'
type: InProgress
kataNodes:
nodeCount: 0
readyNodeCount: 0
waitingToUninstall:
- worker-0
- worker-1

INRTE worker ERIFf %3 T kata, FHEMRT
KataConfig M&¥liikx kata, NIF 1> worker &
A ANERFIRT,

E1E

)-L*I)%EFE’ ﬁq:l_/l\ worker ;:Fyéﬁl]ﬁo nodeCount 0

readyNodeCount: 0
uninstalling:

- worker-1
waitingToUninstall:
- worker-0

%

kataNodes:
nodeCount: 0
readyNodeCount: 0
uninstalling:
- worker-0

worker-15e6%, worker-0 FFI&EIE:,

‘ kataNodes:
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fi% A. KATACONFIG IR EER

reason M AILUIRELUTERRA :

[}
KM - MR RIETRH, WikEikE. KERS True, EHE
Node <node_name> Degraded: <error_message_from_the_node>,
[}

BlockedByExistingKataPods : #IR{EHZ kata ZfTNEHPIZTT
pod, N&ik&ES, status FEXH False, HE Jy Existing pod, il "kata"
RuntimeClass found. Please delete the pods for KataConfig delete to
proceed. IR 55Ef control plane FIEBE XN, NRENRAETHEE, M
Failed to list kata pod: <error_message >,
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