& RedHat

Red Hat 3scale APl Management 2.14

=18 API Pk

hEISR B, UEEBENEE.

Last Updated: 2024-06-29






Red Hat 3scale APl Management 2.14 &2 AP| %

hEIBRBR, UEBEENEE,



RSN

Copyright © 2024 Red Hat, Inc.

The text of and illustrations in this document are licensed by Red Hat under a Creative Commons
Attribution-Share Alike 3.0 Unported license ("CC-BY-SA"). An explanation of CC-BY-SA is
available at

http://creativecommons.org/licenses/by-sa/3.0/

. In'accordance with CC-BY-SA, if you distribute this document or an adaptation of it, you must
provide the URL for the original version.

Red Hat, as the licensor of this document, waives the right to enforce, and agrees not to assert,
Section 4d of CC-BY-SA to the fullest extent permitted by applicable law.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo, the Red Hat logo, JBoss, OpenShift,
Fedora, the Infinity logo, and RHCE are trademarks of Red Hat, Inc., registered in the United States
and other countries.

Linux @ is the registered trademark of Linus Torvalds in the United States and other countries.
Java @ is a registered trademark of Oracle and/or its affiliates.

XFS @ is a trademark of Silicon Graphics International Corp. or its subsidiaries in the United States
and/or other countries.

MySQL @ is a registered trademark of MySQL AB in the United States, the European Union and
other countries.

Node.js ® is an official trademark of Joyent. Red Hat is not formally related to or endorsed by the
official Joyent Node.js open source or commercial project.

The OpenStack ® Word Mark and OpenStack logo are either registered trademarks/service marks
or trademarks/service marks of the OpenStack Foundation, in the United States and other
countries and are used with the OpenStack Foundation's permission. We are not affiliated with,
endorsed or sponsored by the OpenStack Foundation, or the OpenStack community.

All other trademarks are the property of their respective owners.

BE
FEMREHERREESHER, IEEFRREZENIT,



PUEAN P = bt -4 A
BB L AP B it

55 13 3SCALE API & APICAST API XIS SR ERINT oo

1.1. AF VA 3SCALE API B8 AP| B9A L E A URL
1.2. APICAST #04a] 5 FE B & HILIN ek 3SCALE API &2 API BY{E
1.3. APICAST s 22 E A B E L EKM AP

B2 EBIEDOCKER B LI E

2.1. %f DOCKER & 23bIMEH APICAST #H 1T IEHERR

B 3B B APICAST BB ..ottt ittt et e e e

3.1. % X SECRET k&
3.2. &%k

33 EEBHERHER

34. BB IR

3.5. Vi

3.6. BRHA

BB AT APICAST R oottt e e e e

4. AT EHREIA 3SCALE API &2 APICAST 1T W HIFT A SREE
4.2. 3SCALE API EI2 T 5RBE Fh BO SRR B

4.3 AP BT IR SRBR E

4.4. B7E X 3SCALE AP| &8 APICAST %£Bg

BOEMRIEEES APICASTIRAEIEER ...

51 fERIE P E AL EMITIESR

%5 6 2 {§if FUSE FEYERRY Bt 3SCALE API EEEEHEA oo,

6.1. 7€ FUSE H£ R APICAST 5 APACHE CAMEL #45#i

6.2. BB {#E A OPENSHIFT £ FUSE ABy APACHE CAMEL B/ APICAST £ B

BB 7B APICAST I B . ittt

ALL_PROXY
APICAST_ACCESS_LOG_BUFFER
APICAST_ACCESS_LOG_FILE
APICAST_BACKEND_CACHE_HANDLER
APICAST_CACHE_MAX_TIME
APICAST_CACHE_STATUS_CODES
APICAST_CONFIGURATION_CACHE
APICAST_CONFIGURATION_LOADER
APICAST_CUSTOM_CONFIG
APICAST_ENVIRONMENT
APICAST_EXTENDED_METRICS
APICAST_HTTPS_CERTIFICATE
APICAST_HTTPS_CERTIFICATE_KEY
APICAST_HTTPS_PORT
APICAST_HTTPS_PROXY_PROTOCOL
APICAST_HTTPS_VERIFY_DEPTH
APICAST_HTTP_PROXY_PROTOCOL
APICAST_LARGE_CLIENT_HEADER_BUFFERS
APICAST_LOAD_SERVICES_WHEN_NEEDED

B3%

90
90

94
94
97

103
104
104
104
105
105
105
106
106
106
106
107
107
107
107
107
108
108
108



Red Hat 3scale APl Management 2.14 E API [%

APICAST_LOG_FILE

APICAST_LOG_LEVEL
APICAST_MANAGEMENT_API
APICAST_MODULE
APICAST_OIDC_LOG_LEVEL
APICAST_PATH_ROUTING
APICAST_PATH_ROUTING_ONLY
APICAST_POLICY_LOAD_PATH
APICAST_PROXY_HTTPS_CERTIFICATE
APICAST_PROXY_HTTPS_CERTIFICATE_KEY
APICAST_PROXY_HTTPS_PASSWORD_FILE
APICAST_PROXY_HTTPS_SESSION_REUSE
APICAST_REPORTING_THREADS
APICAST_RESPONSE_CODES
APICAST_SERVICE_CACHE_SIZE
APICAST_SERVICE_${ID}_CONFIGURATION_VERSION
APICAST_SERVICES_LIST
APICAST_SERVICES_FILTER_BY_URL
APICAST_UPSTREAM_RETRY_CASES
APICAST_WORKERS
BACKEND_ENDPOINT_OVERRIDE
HTTP_KEEPALIVE_TIMEQUT
HTTP_PROXY,HTTP_PROXY
HTTPS_PROXY HTTPS_PROXY
NO_PROXY,NO_PROXY

OPENSSL_VERIFY
OPENTRACING_CONFIG
OPENTRACING_HEADER_FORWARD
OPENTRACING_TRACER

RESOLVER

THREESCALE_CONFIG_FILE
THREESCALE_DEPLOYMENT_ENV
THREESCALE_PORTAL_ENDPOINT

BB S E BB APICAST LU B I I e ..o ittt e e e e e
8.1. BHligmm
8.2. R %
8.3. B %2
8.4. 3SCALE API| &2 BATCHER %RB&

%5 9% [ PROMETHEUS AFF 3SCALE API &3 APICASTMETRICS . .ivitiiiiiie i
9.1. %F PROMETHEUS
9.2. APICAST 5 PROMETHEUS %25
9.3.3SCALE API &2 APICAST By OPENSHIFT IfB45 &
9.4. 3SCALE API &1 APICAST 85245 PROMETHEUS

10 ZE 5 OPENTELEMETRY SDK & APICAST 8RB . oiviiiieie ettt et
10.1. A FERE OTP #1 GRPC TRACE HJ JAEGER AR5 =
10.2. BELi& APICAST i#H788R
10.3. HAbHHR

BB 11 AP AR oo e e
B 1TEE AP R oot e e

109
109
110
110
110
110
m
m
m
12
12
12
13
13
13
14
14
14
15
15
15
15
116
116
n7
n7
n7
18
18
18
18
19
19

122
122
123
125
126

128
128
129
130

131



n1. B¥s

N2, JeRE MG

11.3. URL hRA

11.4. i ;2 kR A< 32
N.5. BE PRk R A

i LY o I 2 T

B 12 B R o
121 ZHRFHEIERET
122. KEFBHIFER
12.3. FRAERIFER
12.4. 5ER0E

25 13 & § 3SCALE API EH 5 OPENID CONNECT SRR ...ooovie e
13.1. ££3% 3SCALE API EIEH] OPENID CONNECT H13 1R Ht72
13.2. APICAST #fal 238 JSON WEB 3 h&
13.3. 3SCALE API E18 ZYNC {35 2R 1¥155 OPENID CONNECT B2 F RS
13.4. % 3SCALE API B 54118 ¥ S & K& & OPENID CONNECT &2 TEF
13.5. 5 3SCALE API B 5% =7 OPENID CONNECT B RIIZFER
13.6. i 3SCALE APl &5 OPENID CONNECT Z{R 1R {LTI2FE &K
13.7.3SCALE API &5 OPENID CONNECT SR HI2F £ BRI

B3%

139
139
139
143
143

145

146
146
146
148
149

154
155
157
159
160
167
170
172



Red Hat 3scale APl Management 2.14 £ API 3%




LIS R SR 15

KT ZLHE AR A bt
BB B TSR .

Fott, G- JIRA R IEHENER, RUERTRESIFEMNER, UERITHRERRENE
*O

AR
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25 1% 3SCALE API &I APICAST APl XM= 20 ERN

3scale APlcast BIE IR VE 4 B Bh F IR A ZEXT B A2 iz O (APHBY i ] BB &,

1.1. HF§F 3SCALE API EIE API B9/A £ E AR URL

AHEX URL 2188 API E kM API =54 HIERE URL, %7 @A @i 3scale AFF., XHFEEH
APlcast 5589 URL,

MREGEHABERPE LT z—, EALEERSEME L ENIRENENINE (BENE™) ZFE2
MAHEXR URL, X URL NiZ5IE API [RimEY URL NE, AIREIR{L

https://api.yourdomain.com:443, H& yourdomain.com 28 TEMis, HEAHEEM URL &, B
RREEN, NELE, BEEFPFHNERRARE,

p= Y=
I EM A HE AR URL wlfER OpenShift £EEFF AT AR, BINER T, OpenShift

PR BRI HRAE HTTP #1 HTTPS 0 (80 #1 443) Ltry%EHE, MREFEAAETE
86 5 fhim O E BB AP, 15518/ OpenShift B A & /FLUE %R O,

APlcast Ui A FHEM URL FIEEMEN AT, B0, wREE https://echo-
api.3scale.net:443 {5 E N A HEAR URL, NIEMBHRERE :

I curl "https://echo-api.3scale.net:443/hello?user_key=you_user_key"

INRIEHI AP R B R, BRI LETHE KRER APlcast IP ik, BIERMEBEERE LA HZEH URL FE 15
E—ME, BfEIZEFRELRN, EXMERT, EHRTE Host Frk iR M., 540 :

I curl "http://192.0.2.12:80/hello?user_key=your_user_key" -H "Host: echo-api.3scale.net"

MREBAARNMYLER EERE, ERILUF localhost"tEE Fisk, H L AFHEAR URL 4L http:/localhost:80,
REIERAT LUK BRI TFRYTE K -

I curl "http://localhost:80/hello?user_key=your_user_key"

MREEZA API T &, BEANENTMXEE S AHE URL, APlcast IRIEEHN ZEREHIFR,

1.2. APICAST #n4rl i/ FBRR 53 #1 3£ 3 75% 3SCALE APl B2 API B9 A
RIEXT AP BOIEK, BRETHINIE X Fetrskis B S E#HIK AP FERERNAE, LT 2RGTHNARE]

Maopping Rules

Verb Pattern + Metric or Method Last? Position © Add Mapping Rule

Search

GET 1A 1 hits false 1 &

LERINERRE, EREL/ FFLB GET 15 REBLL1 94817 hits BUIRE, EAUNIEACE SR API BYMEARIH
Ko BIRAXZAMBBRG AN, EHEXBA, WRERNT EEEBRGHIN, NEE S FBEERET
.


https://api.yourdomain.com:443
https://echo-api.3scale.net:443
http://localhost:80
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Echo API B9LA T BRES AN E 7R B 0 BRI 7R B

Mapping Rules

Verb Pattern + Metric or Method Last?
GET /hello 1 get_hello false
GET /goodbye 1 get_goodbye false

BRETHLIUAE API = S0 API Rim A = T1/E,

o TE/ERH £ R,

o BREIMNIBAEMLEN. XRRET" MRS ZH —DEEBMN,
o BREFMNIAZARITE, FHERIFXERRBEREERDNRE.

o TEiEumA I BRET RN,

o HIEAEHNMBRG MM, XLEMNRMEFRA R, FIHERLER,
o BREFMNITES” M2t £ TE CHOBRES LI FF 1Tk,
o RAMREBEERERREMNFERIRE—Fimh 37 EBRE A,

o

F
{8 A7 fa e v BR AR U R 51
AR RBIERT — N Eim A BR &AL,

e Echo API j5if :

o BEHBLHIFSA : hitps:/echo-api.3scale.net

o GEMFEALITERA 2 PRSI -
/hello
/bye

e CoolAPI= & :

o BAEXANAHIRSR : https:/cool.api

o BHLUTERARKZEFER Echo API 5% : /echo,
o FARLUTEXMFMNSETIKN Cool API = HEI—ER4 :

/echo/hello
/echo/bye

Position

m EIREVES R & B SRR B b = f B R i B BR SRR I B9 T E

o XEKEXZXF /A URL https:/cool.api/echo/hello BIiE KIFE# EMZ https:/echo-

api.3scale.net/hello,


https://echo-api.3scale.net
https://cool.api
https://cool.api/echo/hello
https://echo-api.3scale.net/hello

58 13 3SCALE API & APICAST API BXME SR ER
o [k, %3i%E https:/cool.api/echo/bye HJiEREEMRE https://echo-
api.3scale.net/bye,

HIE, BRiIXEB—1%E N Tools For Devs EM™ &, ©FEAMERM Echo API B,

o

® Tools for Devs/” i :
o BEAEXNMAHimMA : hitps:/dev-tools.api
o EITLLTHAHEZRFEA Echo API i : /tellmeback.

o FALUTEIBEHINIZ Tools For Devs * GBI —EB 4 :

/tellmeback/hello
/tellmeback/bye

o @Ak, KZEEFI/A URL https:/dev-tools.api/telimeback/hello BJiE K& E E R E
https://echo-api.3scale.net/hello,

o [, &#*E https:/dev-tools.api/tellmeback/bye HiEKEERZE https://echo-
api.3scale.net/bye,

o MREMEA /ping BEXNABREHHNIZRINE] Echo API 5%, /& - Cool API# Tools For Devs
HEZ R

o cool API EF—/MEALERXBIBLE HL : /echo/ping.
o Tools For Devs B EF ZXBIBRESHLN : /tellmeback/ping.

B SR B9 P g

3scale IRIBRIZEN. FABRET N, FREETE OpenAPI #l ActiveDocs #lA& :
o BRETHLII AT LAIE BT (/) FF ko
o MERFRLENXFFREHITEE, B URL, 50 /hello,

o MRESMNIGRTEE, FEBHRLEIESIXEN URL F/HEH, FAREEHSE R MNIE
SRR R,

o MM AT UEENFRHENEXFIZSE, Ha0 /{word}?value={value},

® APlcast RERSHBIHTAMT :
o GET 5% : REEWFRFH,
o POST. DELETE = PUT A% : 3RBIEX,

o RGN LIS arRBER, HI40 {word}., LEHINIE SAIFF {word} FRERAREER, ER
g /gmlggg\;\}g EiE RSB INITE, BRAATUEMTZ A SR Z B, Sl

o HKIUBERT, FREMEHINEMIRFBEIEEWEFITFEMNE—EIRE—MFEE, NRERINAN
1, BIFEERRREL /v1 FFLB9EK, Fla0 : /vi/word =X /vi/sentence.

o EAILAERKXWRERMN—PETHS$)RIEETLILET. H0, /vi/word XEEE /vi/word
1HR, AIEES /vi/word/hello 15K, ESEEILE, AU ABEER T SAE () EHIFK BRI
il


https://cool.api/echo/bye
https://echo-api.3scale.net/bye
https://dev-tools.api
https://dev-tools.api/tellmeback/hello
https://echo-api.3scale.net/hello
https://dev-tools.api/tellmeback/bye
https://echo-api.3scale.net/bye
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o ZANBRETHINIA LACESIE KRER R, (BUIREARICE, NSER HTTP 404 R ERBEFIZIE K,

BR &R T 7
BREFFLBLLT TVER -

o (EELABERS E L —DHTEOBRG M, 1HS P E LBRES L,

o TREIHMEAHFIREBRF NI, LABIEEIMER,

o EMHINARBRSEMN, EpiiELdd L aNnnZRIEAE.

o EZMIRRALN, =T EA O WL A bR,

o LIEKIRF Integration > Configuration FEYEIRET, FRAEERIMMRERRE.

{5 1E EL AR BR S I

EE B — BRG], 157 QTR AL Last? 8T, B BN E— = E IR N
E. B0, MREELT S APIERBIXES N RIERRIKES BRG], F40

(get) /path/to/example/search
(get) /path/to/example/{id}

#ill| /path/to/example/search BT LAFRiC N Last?, SAEIEVHA (get)/path/to/example/search

[&, APlcast {Z1L4 8, BARRERIRIINIFIEZRITE T, L (get)/path/to/example/{id} BIFEIRF A
KM,

1.3. APICAST #{a/ 3B B H B E L E K API

BLEEKRIEMEEBE X APlcast B0, LUME API I BEWSERIHIE A AP,

FEWARL

PRIE Host TRk STHEAMCES, SNIOUHXLE API M- BRI R, EXEERT, £ AP FRETEE -
MXx258H A, EH Host@MXxz—, a0 : xxxx-yyy.staging.apicast.io,

TR RN A, IEAELUTE Authentication Settings B Host Header ZEXH5E X API 7= @RS MEM -
[Your_product_name] > Integration > Settings,

HIERZIEE APlcast LB KEERKARPET THHAE,

* AUTHENTICATION SETTINGS

Host Header

Lets you define a custom Host request header. This is needed if your API
backend only accepts traffic from a specific host.

23 API 5l
1E APlcast EE I BER TR, ErRed L2 EREEN] AP 7 @mREI (X ARL s ERIEER secret §h8

BiE A, Mk, 7HXE APlcast Secret Token, MIEAXIMMAXBEMEER, HSH 50 APlcast
=

10


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#defining-mapping-rules_configuring-your-api
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£ APlcast 58\ API #EcEH
{&Bf APlcast, RILURIFEEM _ERBERFFIHIIAY APl, BN ERE :

o HBIHKEIEM APlcast /i FAVEERZE LI,
o APlcast BEREHBMAFEEEMIGIA], FHHAEWE 3scale IRFSEIE APl & HHIGER,

o API*@RI%Z A APlcast Ti[Al,
EXFIERT, BEILATE Private Base URL FEXHIXBERMIAER KA API B9 IP ik, HEBE
PUTEHAS T, B2, HITRREEREETENRYEME, NARREER, ENEE
APlcast L5l 3scale I£&, TiEViNIEIFAE API [Fif, EEIMEREE APlcast i, IR
BCEIEHS, APlcast AT LURTIER T/E,

1
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2 2 Z #2/F DOCKER B&1{tIftE

2.1. Xf DOCKER A 23 EIMEH] APICAST H 1T PEHERR

AN T 7 Docker BRALEIMEFEA APIcast b & & & B9 H] R,

2.1.1. B E#F Docker ‘T FERE 15

docker: F5i&E#EE] Docker S8, Is the docker daemon running on this host%H15%H R AT 822
Docker IR E AR5, EALIEITIZ1T sudo systemctl status docker.service #3432 Docker 57
PRI

HIRIZLL root FA 7 BZET 4, BN Docker BELIMEERINEEE RHEL hEH root fIfR. BX
HER, ESM A,
2.1.2. X Docker ST R E S

MRELUNPBEXEASE ((ditT) , HFEBREELZITH APIcast SEAIMBRE, ERILUER log 6
%: sudo docker logs <container>, Hr &lt;container> 2823 & T (LBIHH "apicast ") HE2S
D. &= LAf#F sudo docker ps fp GIKEVIEEZ1THIR 28 R H ID & HHFIK,

E{2 1L RER, 151217 sudo docker stop <containers {4, &L A LLZ1T sudo docker rm
<container> SR E 2R,

BXUAMSHELZER, 1ESH Docker iS5 5%E,

12


http://www.projectatomic.io/blog/2015/08/why-we-dont-let-non-root-users-run-docker-in-centos-fedora-or-rhel/
https://docs.docker.com/engine/reference/commandline/

F 33T 5 APICAST idi&

% 3 E 570 APICAST Bdi&
AT NEEFIER 3scale API WX ERIXE

3.1. € X. SECRET &h&

HFRELZEE, M 3scale MXEl API FimBIEMIE K& S 2 % H X-3scale-proxy-secret-token HIFR
ko fEAILAE Integration TUER Authentication Settings 1% & It iRk BI{E,

* AUTHENTICATION SETTINGS

Host Header

Lets you define a custom Host request header. This is needed if your API
backend only accepts traffic from a specific host.

Secret Token  Shared_secret_sent_from_proxy_to_AP|_backend

Enables you to block any direct developer requests to your APl backend; each
3scale APl gateway call to your APl backend contains a request header called x-
3scale-proxy-secret-token. The value of this header can be set by you here.
It's up to you ensure your backend only allows calls with this secret header.

1 secret THEXENEM APl ZAINHZENE, J«ME?QZ‘JLABH&EFJ’T%%EH*E’J API 7 ‘k (HD%T?‘%
Zeil) . HEEAPEMXXEREBTEREN, IRRMAIAHNNRLZRFETEHLH

B9 API R R A R PRI T REMPIRE R LIF, EILAEEE API EiRBERAZR A LSS &

R, XRRNIZRAEE, EANEFINRRN AP MXFRNESATFETINE, BRAREFE—1TAN
PR

3.2. &Fik
p= Y=
user_key. app_key #1 client_secret FEE AR K KEFMFREBE FRFIRE

REEEAFREFFH [0-9, a-z, A-Z], B 5-H5 (-), 5 E 256 DFRF, TARFERZE

o

o5

b4, app_id # client_id IR K KEH 140 NEH,

3scale 89 API ik 2 user_key =X app_id/app_key, EFEURTFEFERANEHIULER., OpenlD
Connect X & FIMEHRH API X B, {BEFTETE Integration TTEHFEFTN,

BR, EREER AP FERARRNEIELIR, EXMERT, MRER AP EHAER, BFEEH
user_key XEBE XA :

Auth user Key  user_key

4, *FF app_id #1 app_key :

13
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App ID parameter app_id

Name of the parameter that acts of behalf of app id

App Key parameter app_key

Name of the parameter that acts of behalf of app key

B, MEXFEEEN API, EALUT app_id EMmE N key, R H%Hﬁﬁﬁ%ﬂ\ key, FIFHE#H N
app_id, AJEM 3scale FImHUTENAR, HFR, HIZIEE2MQEFEEF,

RELUREERR API REEEHFEFSE (HEFEX (IRAZ GET) sbrkd(EEirt,

CREDENTIALS "' As HTTP Headers
LOCATION®

© As query parameters (GET) or body parameters (POST/PUT/DELETE)

Pz
APIcast ERIERERN IS ERLET, XERBC(IFARDKNE, FREMEFRRFTL
EENRF, Flan, WNRER App Key ﬁiﬁlﬁ%ﬁ App_Key, EM{E (40 app-key) th#
B2, FFNEMH app Bink,
3.3. EB EIBQ/\ G
AR T WA ECE APlcast HiFE R,
YE 1R, 3scale APlcast AU T AEEEIEK :

o MNREBIE IR, APlcast RFHERMEFIR(EHEl API FiRARSS 28, FRF APIIRGREIZAE
i, THEEN, MBEERLS, EalLlER Header Modification 5,

o IR API N ESIREE, %0404 Not Found =X 400 Bad Request, APlcast f$iR[EHEEIE
i, 1B, IR APlcast foill B HAb3EiR, W0 BRIIERRK, APlcast RAEHHIRE RIFALLTE
*Q

R, A LU X 1R 5E B ECE N B APlcast 3R[D] :
o B{HUSuE I
AR RS APHERAEESERMEIL, TWwERNNEEIE, T2R NN BHEFEE, 5
A, XNMERRERIBRZARE/KR, RIEEDN O,
o BB REIE
Y AP ERAEEEMAEILR, SEKIEE R, YRAFEEREEIERNE AP E K & HIX
HIE .

LI v19. 33
LR BB IE R SRS AN A TR, R&EEHER. XF—ELE IR, BRKERS
IEEKI_WEHL%H:, & R HQ%%‘J%JLU"JT%EIE 51BN,

o i HERH

14


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#header-modification_standard-policies

£ 33 S APICASTECE

IR B RE S P ImA B FTE R RBOERRE, MRFERSSPREMNITEE, B GTESR
KEZ D EKRE,

EREEFE IR, HREBUTSEIIT
1. [Your_product_name] > Integration > Settings,
2. 1f Gatewayresponse T, EFEERBRHRFE,
3. MIXLEFERIETE(E ¢
® Response Code: HTTP MR 5,
e Content-type : Content-Type /5-kBIH,
® Response Body : i[5/ 38 B IE SXBIMHE,

4, BEREEVER, &Rl Update Product,

3.4.EE) Bidx

&R Promote v.[n] to Staging APIcastif, Hm [n] RERMAS, HFIREREFEE JSON X,
BEMXGHASMINERINSEHNERE, S FEMNME. GHEIETR, BUILUERMEZAERE
ARB T BB IEK

1. M [Your_product_name] > Integration > Configuration,

2. mIBRLBHIEAESEM Configuration history 553 : Staging APlcast 3% Production APlcast,
HAR, TEABYENREILRINRA. HKR, eIl EEERAR T 8105 R EKBBI JSON X
. FERXEHROEEREEMNERERENEE. IREFE, AUFIERVBETMATE.

3.5. i

REMXEERES, BEFTERMDIEIHER, HXMBERT, MXTLLREAEBIEIHE R KRR
o

Z M APlcast FREVHIRIE R, MUHTE AP ERBRINUTHRL : X-3scale-debug:
{SERVICE_TOKEN}, LIRS EEEAM APIBRSSBIARS I - 45 hE,

LHERLBRS BB, MXRFLLTERRIMBIRERARLH

X-3scale-matched-rules: /v1/word/{word}.json, /v1
X-3scale-credentials: app_key=APP_KEY&app_id=APP_ID
X-3scale-usage: usage%5Bversion_1%5D=1&usage%5Bword%5D=1

X-3scale-matched-rules X R7EFBE S0 FFHIFIZR AP A5 K ITES 7 WFLE AR G K10,
Frik X-3scale-credentials iR [E] (%1545 3scale FiRAIEIL,

x-3scale-usage &R & El 3scale FimBIFERIE

. usage%5Bversion_1%5D=1&usage%5Bword%5D=1 2 — URL 4wi58

usage[version_1]=1&usage[word]=1, Z7~ APl 1EFKREKENAE (metrics) version_1 #1 word 3701
A hit,

15
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3.6. IRREH

MNEFELE T APICAST SERVICES_LIST /#8758, APlcast {M38 3scale ik P LERBHIFTE AP RS
(RS FE) . BHE, APlcast RIRBIE KM EN R APHEKREBHBESELH API RS, AEENES
BB URL ILES, HREICETFE— MRS B TR

HRERAIERTFELSNRS LERERN AZEM URL, FERIERMWBREBER, EER1%I
B2, %43 APICAST_PATH_ROUTING IfET &% E ) true 3 1. EFAJE, APlcast FRIBI LMK
RFE AT KRR EIAR S

MRBFERAR— 2ZZELAURL B TR KXRAFRENS D EHRRS, AERLThEE. AL
89, WAL EA AP BIRECE S N APIBRSS, N ZAEA URL 35 ARRZBETIEE.

pin, EERUTARRET 3 MRS -

® Service A Public Base URL: api.example.com BRESHLIN] : /a

e Service B Public Base URL: api.example.com BRESHLIN] : /b

e Service C Public Base URL: api.example.com BRESHLIN] : /o
INREERZE I E N disabled (APICAST_PATH_ROUTING=false), * api.example.com BIFf4H i &R
ZIAICER Service A, KItt, A api.example.com/c # api.example.com/b f$XI, F 5= "No
Mapping Rule match" &%,
IR EHE N enabled (APICAST_PATH_ROUTING=true), Il FRSE 4R EICA, FEL :

e api.example.com/a ¥ Service A

e api.example.com/c FEEHE!I Service C

e api.example2.com/b 5K, E7R"No Mapping Rule match"#51%, BIERICE Service B, EH
WEEH URL RITHE,

INREABERE, TRIBRERER 2 Z£EX URL A RERS HBIBRG M Z [F3%E A2, fin,
NE—TRFSFERTE + BERANAS,

16
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28 4 = APICAST %RB&
APlcast $RE&E 218X APlcast I2EARMITHEEH o, TS . Z2REMEEREE, LURHEIeilnMiER
APlcast, {FRARIEARINEAIA APlcast SBE R AR HRIIEE, BRI LICIE B SRR, =X Red Hat
3scale 1R HRITRHERER,

LUF ERHRHA R4 APlcast 5RBE,. QIE2SRIGHEF O B E L APlcast SREEHIE S,

4.1. BFENEIL 3SCALE APl &I APICAST 1T 9 BIFT M SRS

3scale RN BMIIERDE, 218K APlcast A IBIF KM MBI A XNNIIEE £ T, BRI LUSH. 2£H
SHECE RIS SR B A APlcast,

FIBIE S 7 3scale BIR[ |7/ SIS, 3scale IRALAUT RSN :

3scale API B B0 WIEETE

3scale API £ Batcher
® 3scale API EIE#ESS
® Anonymous Access (EB&15A])
® Camel Service

o SRIREE

s NBRLHE

e CORS EXRLE

o HE IEPR

® Echo

o NZBR

o Rk

o HTTPRERIEES

e HTTP2ifim

o IPKE

o UWT BRKE

® Liquid Context Debug
o HEILX

o PR

® NGINXFilter

e OAuth2.038A TLS B Ep %k

17
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e OAuth2.0 BERE
® On Fail

o RIBRRSS

o SEEMRETRL

o HiNIERAZE PR

® Retry

® RH-SSO/Keycloak AL E
® R

e SOAP

o TLS EFFIHIEFHEIIE
e TLS#1E

® Upstream

o iR

® Upstream Mutual TLS
® URL Rewriting

o FERMIKMURLEE

® \Websocket

4.1.1. 7 3scale APl B[ | 7 dh 5 FEREE

EEE 1, EHLUAEA 3scale API @B A — 1% RS,

FRFH

® 3scale API = &,

it

1. F3 3scale,

2. EEEFERERP, SEENESRAREE AP &,
3. M [your_product_name], i AZ| Integration > Policies,
4. 7£ POLIC IES 884 F, i Add policy,

5. FEFEEERNMBRKE, FHEEAUEFERPHEAE,

6. Hi Update Policy Chain LUR 77 SRB&EE,

18
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4.1.2. 3scale API B B R B IFRTF

3scale HRFIEEIFRIBRZFN APlcast X MM SR IRIETAA, BRI LLAER R RE B R FRE,
3scale Auth ZFELLTEAFEA :

1.strict - Cache only authorized calls.

"strict" @R NEF RN A, IMRRIEE strict' R Ti297, FEFRKRUTRIEL, RBIFEEREFER
BRM. WRBWEETF, NAAZFNHARBRKEL, TRell&ErREmm.

2.Resilient - Authorize according to last request when backend is down.

R EAREFRIAEL AR, MRREE TR TzT, AU ARTRERNANEFRE
T MREWLFEAATVIN, N FORRBDSRELZFIINEHIRBRIZIRL,

3.Allow - HEmEHE, RFAMARSE, BRIFEHELT.

"Allow" RS ZFRNFRIELBHRE, INRKIRE allow" R Ti21T, NEFHEBRESZ FIIRELR
SRR v, BR, EAFTARENEE IR

- -
E'RTFEATRFEERLRERER. EER"allow" &N, HEEULR—HFHITEH.

4.none - EA%1F.

"None"BEHXFERA%F. MREFERBRAFEIRT, BEFERERLE, NILEXFEEFR.

ECEREMY
=13 ik fH
caching_type caching_type B BB  MEMFRER 2
FIRE RN EHDBE  [resilient, strict, allow,
ERIE =, none]
RBENT R I

{

"name": "caching",

"version": "builtin",

"configuration”: {
"caching_type": "allow"

}
}

BRINAEERBIEE, HSE X PROBZERS 5D

4.1.3. 3scale AP| &% Batcher
3scale Batcher SRE&IR ML T T ERY APlcast BIHLEINERAE, Hd ) APlcast HEWHEAN APl 1E KA

FA 3scale Jaifm(Service Management API),

19
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BE
B LR, BRI B 3scale Batcher B 3scale Batcher,

3scale Batcher REERZEHRAVRSHM O BFERIRES, MM EEE D EKREE 3scale Fifi, &8 3scale
AL IR AR SRER, e LB R ERFIRESE M EFXIRS APlcast £EE,

&4 3scale Batcher 5RB&# /5 AR, APlcast RERLITEAH
1 EBMNEKRP, RBREKERSERERIL :
o MRZHFTERE, RFREAZEFENHEIRT, MAZHA 3scale G,
o MREFERFERE RBEFMAGHR, HEMATEBENERFNE(TTL)REEFHRIRT,

2. RERAILENF 3scale FIRk &S HERINAERE, MERITERITRFFERERHLEH
BIfEih. HIRMERRE LN RIS 3scale B EAEITHE, EEATRENIE,

3scale Batcher RIS IRE T &M E, (BABMERE, FHARHIFLFTF FHRZFMEIE 3scale 1, APlcast R
BETEM 3scale [Fim & B AR FREVEMBBIRAUA S, 5 3scale Batcher SRE&HT, FE—NEFEIERA
APlcast A& A FEJHBE 3scale, TEXNEHIEN, AZHFABMNAATESETE XHRE,
MRS ELERRHOHEBEEEE, NFLREATEAE AP, HIREMEMBTA TTL AT EKR
HIEHAES, 3scale Batcher SRE& AT LU LB IFHAEREME, B0, MMRBHI2ERM, FEREIERMFIN
TTL #RESE N L9 5,
3scale Batcher REEZIFUTEHEXE :

o auths_ttl: H¥IXAEREFELEAE, R NEALE TTL,

o HRFURIARMRAL, APlcast [HERRENIE, 1F auths_ttl SEHi% BRI [A]
I&, APlcast % f221EFF I 3scale RImFERFRFBACAS,

o 1% auths_ttl Z¥IXEH 0 LIAMI(E, 1T auths_ttl iIXE N 0 BERITE 58— RE 7 1H KIN BE
BAGT#ER, M-S BUERREI T,

e batch_report_seconds: K EH# AR & APlcast &35 % 3scale FIRAUMIER, ERIAME T 10 7,

4.1.4. 3scale AP| EIEHE 2R

3scale #ERRIET AT HELIEZETIEE LIRSS RIEYE A S FSRESES, APlcast $ 3scale
Referencerer $REGHIME & 3£ F| Service Management API, YEhE_E7 AuthRep JEF. 3scale
Referencerer SREGBIEIE VI A # referrer S8 & 1%,

B X Referrer Filtering S TFMIE ZER, ESHBHEUHER TH Referrer Filtering B84

4.1.5. Anonymous Access (E % 1Jj[i])

ERAVINRER A F—URSS, TEHHEIUE, Fla0, XNTEEEN L EFBEIESHNESNARFR
EH, ERVGNKRERZFHFER APl Key 71 App Id / App Key B FIEATRIARSS . W RIBEEMEILE
B9 API 15K 5 FAZRBEEY, APlcast fSRAUA R FERARIPEENRINER. BERNAPIHAR, BERE
EHIN AR 3 B FIE SRS,

{8 Application Plans, &R LAESE A FEIAEIERIN FATEFREERE,
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% .
TESRBE BE R B R X LSRR, RRERER UM RIEMAE APlcast SRESBIRIE.

U= RIEAHBENEERMLE

® auth_type
MUTEA—DEFIRREE—ME, FBEBMES N AP BECE B F D RUE R R -

o app_id_and_app_key
N2 D/ R AR BH SRR

o user_key
FF APl B3H SR 40 LT,

e app_id (EMT app_id_and_app_key E{2 % EZEY)
API i A R AR ST AR B F I8 5 289 App 1D,

e app_key ([GERT app_id_and_app_key Ep5IFREY)
API i FA Fp AR T ISR IS B F RIS FA Y App Keyo

e user_key ({3EFTF user_key auth_type)
AP| i Fi R R BT RIS A TR AN N F B API 25 5A,

K 4.1. E& iR 5REg

Anonymous access
builtin - Provides default credentials for unauthenticated requests

This policy allows to expose a service without authentication. It can be useful,
for example, for legacy apps that cannot be adapted to send the auth params.
When the credentials are not provided in the request, this policy provides the
default ones configured. An app_id + app_key or a user_key should be
configured.

Enabled

auth_type*

app_id_and_app_key

4k

app_key*

myappid

app_id*

secret-app-key-123
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4.1.6. Camel Service

IRET LUER Camel IRSSERBETE X HTTP U2, Hrh 3scale SREBi E M Apache Camel RIBA 3%, £
XFIERT, Camel RYKRME HTTP KB, APlcast JFREX%EEF Camel, AfF Camel &IFHREXL *E'J
API R,

UFRAIERTRER :

User APlcast Camel APl backend

GET /resource

v

GET /resource

v

GET /resource/

[
Ll

response

A

response

A

response

A

K 1EE| 3scale [FIRAUFTFA APlcast i & AER Camel K2, HERIETGERTF Camel XEELLK APlcast
# API [FimZ [AIB981E.

MREB@RSKRBLERERE, NSHTERA HTTP_PROXY IMEL &,

-
o Camel RS FRIBZRRA M H AR, REAZEE Camel KR,

e INRE T HTTP_PROXY. HTTPS_PROXY = ALL_PROXY &%, L RINE
=X E(E,

o NIBEERAZFIMIIIE, o] LUERIRME R H1T BRI,

ACiE
LUTFREI SR T RIGHEECE

"policy_chain": [
{
"name": "apicast.policy.apicast”
2
{

"name": "apicast.policy.camel”,
"configuration™: {
"all_proxy": "http://192.168.15.103:8080/",
"http_proxy": "http://192.168.15.103:8080/",
"https_proxy": "http://192.168.15.103:8443/"

22
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}
}
]

IR AKTE X http_proxy = https_proxy, N{#EF all_proxy f&.

EJEES R

Camel fR%55RB& S1E /£ A Apache Camel 1E 3scale N R WA SRBE AL, LESRBE 2 #E5T
HTTP #1 HTTPS 5 Apache Camel &£/, WMFHE THRESIFHER, SN & 6 = @/ Fuse FHIFEIE]
[EFEH 3scale APl EHES B A E,

BXREREM HTTP RIEBREHIEE, 1HSE 5 4125 77 "REBRS,

TiH =5

ESH GitHub £M Camel (REEZREE HHY camel-netty-proxy ‘~ffl, L RHITE R HTTP RE, ©F
IS 1E XM AP [Eim S il KB,

4.1.7. KR

FERE S HMD APIcast TRIEARE, ENEBE—RIKE, ©F NIEEDN nginx 5T HERIZME, 0
i, EEMAEE. SREN true B, FERBEAHNHEREENENREZTZNE,

H5E

APIcast Conditional Policy R@— MR ARTNEIhEE, AT IHEEAR ZLIIE " MRS HFEN
il (SLA) ¥, BIheeaREH AR, AERHEEESHERFEATN], XERA

FRsETheE T LA A IR R AT RIZORE, HBENSEF LM BIRHREE L, AXRILER
AT THREXFSEHNESER, ESHRATEES e,

LUFRBIERE Conditional Policy & X LA &4 @ 5K EHN POST,
APlcast --> Caching --> Conditional --> Upstream

Vv

Headers

v
URL Rewriting
EXMIERT, ZHiFKZE POST I, BMMEMHUTIENT -
1. APlcast
2. Caching
3. Headers
4. URL Rewriting

5. Upstream

23


https://github.com/3scale/APIcast/tree/master/gateway/src/apicast/policy/camel
https://access.redhat.com/support/offerings/techpreview/
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NREE POST iEK, BIMERBIPUTINFNT
1. APlcast
2. Caching
3. Upstream

Conditions

HETE Conditional Policy #EHRIZ{THITREE 2 S I LA JSON FRiASKE A liquid iR,

AR EIE KB ERZEE N lexample_path :

{
"left": "{{ uri }}",
"left_type": "liquid",
llopll: "=="’

"right": "/example_path",
"right_type": "plain”
}

EMANBNS BN REB AT LT liquid SEAEFE RS, AiXAFREZRIME,
BRI LUGRFS and =% or HAER, WEERES LHIMEE, 4450 Backend FrkfH :

{
"operations": [
{
"left": "{{ uri }}",
"left_type": "liquid",
‘op": "==",
"right": "/example_path",
"right_type": "plain”

"left": "{{ headers['Backend'] }}",
"left type" "liquid",
"op": "==",
"right™: ”test_upstream",
"right_type": "plain”

}

1,

"combine_op": "and"

}
MBTRESHMER, WEH KREEER,
liquid TR E

® uri
o EHl

® remote_addr

24
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&5 4 & APICAST B8

® headers['Some-Header']
B L EFIRATIELLAILE] © ngx_variable.lua
XA RBIFEIE KA Backend 153k 2 staging B HIAT LIl S5RBE

{

"name":"conditional”,
"version":"builtin",
"configuration™:{
"condition":{
"operations":[
{
"left":"{{ headers['Backend }}",
"left_type™:"liquid",
"op"=="
"right™: ”staging"
}
]
b
"policy_chain™:[
{
"name":"upstream"”,
"version": "builtin",
"configuration™:{
"rules":[
{
"regex":"/",
"url":"http://my_staging_environment"

41.8. NB%1F

RBZEFREATFERESE LR ERNERLE. JERMERENATE A WER, BENRBHPIE
{5 A ps T R

LABLFREA TRIEEE R, APlcast R7E X LifFiH KA HEAD 15K 4XE] GET 15K, 1R1E
ARITIE, FEAENRAREF RGN RIEHE T,

IR KZIET cache-control #33k, BRILETF APlcast X EBIEES,
NS Method & GET, ML TFREIEEHEZN,

A&l

{

"name": "apicast.policy.content_caching",
"version": "builtin",
"configuration”: {

25
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"rules": [

{

"cache": true,
"header": "X-Cache-Status-POLICY",
"condition™: {

"combine_op": "and",

"operations": [

{
"left": "{{method}}",

"left_type": "liquid",
llopll: ll==",
"right": "GET"

ZRHRCE
o F[LUTE—AEHNRBLRFRIBILENEA : POST. PUT =X DELETE,

o MR—FHNICE, HFEECEATEE WHTHELFETEER, XBERLAEIHFHREE
i

Ll R bRk

NGINX proxy_cache_valid s 515 EReEL /B XE, £ APICAST CACHE_STATUS_CODES #1
APICAST_CACHE_MAX_TIME, MREMN EHFEESBINEXMARI TS, 15#EH Cache-Control i1

4.1.9. CORS 153K (b 18
BT RV E L T HEE 241 CORS 170, AH@id XX ¥R = (CORS) il R i EE SR HE k124 CORS :
o RFHIFRL
o RIFHIAE
o RIFHIRIR.
o RIFRIEIF
o SKHAR
CORS ## 3Kk i HB S5 B4 45 RELIE F A5 SR 38 /2 80 CORS 153K,

L T2 SRBK B AR (5 AR X NSRRI ZE ¥ CORS Request ZMEEIRBSITE APlcast SRESHY
B,


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#cache-status-codes
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#cache-max-time
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Cache-Control

&5 4 & APICAST B8

B ek fH R

allow_headers allow_headers B2  datatype : FRFEH S
— U, EAIEEAF 4, IR CORS Frsk
BERVFIILE CORS 7

allow_methods allow_methods Bt data type : M= S
E—ME, BEILER 89%UE [GET, HEAD,
I8 7E APlcast JoIFHY POST, PUT, DELETE,
CORS A%, PATCH, OPTIONS,

TRACE, CONNECT]

allow_origin allow_origin EBtEfe1T  BUBERE : TR S
IRIEE R A APIcast £
F

allow_credentials allow_credentials HIERE - /R (E &
MERVTFEIEE APlcast 2
BRUHEARZIER CORS
K

max_age max_age BMERFE L  BIBRE - BH S
& preflight 153K45 R
RERK

RBENT R I
{
"name": "cors",

"version": "builtin",
"configuration™: {
"allow_headers": |
"App-ld”, "App-Key",
"Content-Type", "Accept”
1,
"allow_credentials": true,
"allow_methods":
"GET", "POST"
],
"allow_origin": "https://example.com”,
"max_age" : 200
}
}

BRINABLERBRAIENE, 1553 3scale API BHE[ | - REVETURER HE,

4.1.10. BE It

B X Metrics REERNINFTAM, LUE LN API ZOEBIN N fEARINTEDR. th3RBE B = 2 A B 2R HEAT
IR PR HARB NGINX ZE &R InE .
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B 5 S35 PrEa R
o WMIEFHERAET L AP ZBHETHBIIER, X EindiTE R, LM LiF AP iRkE
#ighr.

o ILIRBEAE M T HLALIRERES.

o J[EMEE T PUIRIEN, ABRREY SHXIEINE,
HRRG
THERT REFSHRIEFIE KRBT, URSDIIERFR R,

-l
_

User APlcast

Get /foo

hd

Bci& = pl
SNSR _EMs APLIR[E 400 KT, MR SIEILIBERIBIBIEIRER |

{

"name": "apicast.policy.custom_metrics",
"configuration™: {
"rules": [
{
"metric": "error",
"increment": "{{ resp.headers['increment’] }}",
"condition": {
"operations": [
{
"right": "{{status}}",
"right_type": "liquid",

"left": "400",
"op"; "=="
}
],
"combine_op": "and"
}
}
]
}
}

g0SR s APLR[E 200 R, ML SRBEEA status_code E§BIH18 hits $#515 :

{

"name": "apicast.policy.custom_metrics",
"configuration™: {

28



"rules": [
{
"metric": "hits_{{status}}",
"increment™; "1",
"condition": {
"operations": [
{
"right": "{{status}}",
"right_type": "liquid",

"left": "200",
"op"; "=="
}
],
"combine_op": "and"
}
}

4.1.11. Echo

Echo SRE&FE NHRITENEE Fim, MUKRAENER HTTP RERE,

&5 4 & APICAST B8

AEREMY
Bt fd i<h
status Echo ZRE&FHREEIZ - BHERA B S
I HTTP SRR
exit 87 Echo SREBFHEARM  datatype : MEFHR&H =

BHEN, request ;g [request, set]
HE =R A

K. setexit ERBkTE

Bl &,

SRBEXT Rl

{

"name": "echo”,
"version": "builtin",
"configuration™: {
"status": 404,
"exit": "request”
}
}

BRNMAEEREIFE, 5% AR 3scale API EIE #39 CIRRIHE,

4.1.12. N5 BR
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Edge Limiting 5RE& E1E N A X 2 /G AP BURER MR IFRGEXRF, H A S5EIAR 3scale HFI—HEfE
. REXFHRMNN—LERAIIIE :

o SRREFERKRH : NTEIERM Authorization PRk HEY JWT S FEEY sub (subject) A BATEBIIR
#ile XESES {{ jwt.sub }}

o KB (RPS)EZKLRHE.
o BNRSMER/EXRRE : FNRFSLARE, MARENARERF,
o FHAEERS  RERVFRIFF LEER,

PREISEEY

ZSRBB R lua-resty-limit-traffic FERHEAILLT R BURYBRE -

® |eaky_bucket_limiters

E TR bucket BiE, BETFFIFHERBIN ERKREL KN,

e fixed_window_limiters

RIFEEENN FED : &En .

® connection_limiters

ETFEENFLHRE,
18w Bl R 55 2 £ R BRI SR R B AT BR A

BR 1l 7 SC

XEERRFIE —NE, W AT E URFIBSEREIToRS, 0P ik, ARSS. fmm. PRRF. REMKEE
FISLAR, RPITERRTISRE) key SHPIEE.

key EHUTEMERE LHIXR :

® pame

E BN AT, SEEHERgIEM—,

® scope

E L BHARERE, XRFHSEEE -
o BMEI—/ARS (service) MIARSSSEM.
o IFIERRS (global) HILFEH.
® name_type _ & LML name fH :
o #4iX7A (plain)
o Liquid (liquid)
BRI EE —LRABMRHSE

® |eaky_bucket_limiters

o rate

EXAUERERNER TN HEEZ D NER,

30


https://github.com/openresty/lua-resty-limit-traffic
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o burst
E N EMIE RE e AR, N H rate I8EHI ST T RATE RS I AANNIEE
R, 1E#8d burst AE XHEMIEREE, 15REHIEL,

e fixed_window_limiters
8, &O.count & X7 window FE X HEMEAI UL HZ D MNEK,

® connection_limiters
connburstdelay.

O conn

EXRVFRRRFZOEEY. eRVPET B burst BB ZHE,

o delay
TE SR #8 BRI B0 A 4K,

B+

o FNHAYF10 ™MEKRE service A :

{
"key": { "name": "service_A" },
"count": 10,
"window": 60

}
o fRVF100 MER, RA10, ER1F :

{
"key": { "name": "service_A"},
"conn": 100,
"burst": 10,
"delay": 1
}

WA LU ENRSELZ RS, MRELT ZANRE, WIEEDAEI—DRER1E K AT LA 46 s i
=

Bk

Edge Limiting SRE§ f VB RSP S HF Liquid ZERIBE SIS BEANIRSl, ALk, AR name_type

S E N random, name SEETLUER Liquid Z&, 180, F/ % IP #hit {{ remote_addr }}
= JWT 5 h% sub =AY {{ jwt.sub }}.

Nl

{
"key": { "name": "{{ jwt.sub }}", "name_type": "liquid" },
"count": 10,
"window": 60

}
AX Liquid XRBNEFEFESE £ 5.1 7 "1EREPERTEM T IESE",
MBS S
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B REIZ B A ' AN ARG 2SR, FETERHIZH condition BEHIEE.
condition BLL T EME W :

® combine_op

Bz R EBRAFSIRMA/REZER. FF or Al and,

o B
FEIHEHIERHIIR. BMEREBHA-—NEFUTEMERNRERE
o left
BRAERIZEMIER 5.
o left_type

gnferireL left B (&3 liquid)

o right
BAFRANER D,

o right_type
NP right BIE M (83X liquid) o

o op

Operator ZEAMMAME D2 FINE, ZEATHMNME : ==(EP)M 1= (FEF) .

ANl
"condition": {
"combine_op": "and",
"operations": [
{
op": "==",
"right": "GET",
"left_type": "liquid",
"left": "{{ http_method }}",
"right_type": "plain”
}
]
}
B & R PR AR i

FIABRT, Edge Limiting ZRE&IF OpenResty #ZFH A FEXKRH1THE5. B2, EelLAERAER
Redis k55238, MARREEZMFEH, XIEEESZS N APlcast LB IEEB R, EALUEMA redis_url S
Bt & Redis fRS5 25,

BXALER
PREIEE R AT SHCRE BRI EAR ¢

® [imits_exceeded_error

EEBHE BRI RO R & P inp i RS IR, MNEREUTSH

o status_code

S BRIERE REPRERE, BOA - 429,
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o error_handling
{58 A LU L 0145 7€ an el b EREE IR

m exit

2R ACIRIE KRB E R

B |og
STARALERTE K FF IR O H B &

e configuration_error

EEEEEREMBNFHREEE A impERRESRBIER, NEEBUTSH

o status_code

TFTEBCE (AR B RS AR, KA« 500,

o error_handling
{58 A LU L 10148 7€ an el b EREE IR

m exit

{21 A EB SR R B 125 A
B |og
SR G IBIE K F R EHH B &
4.1.13. bRk iBeR

PRAE R ERBE SV IIERINABIR,, & TE A BIPRL LURIN B M & AB9IE KRR AR, =TI
1 CR A L FO A KAk o

Header (BRI F LU TEESE :

® Request (EXK)
E N FAENE R IETIR

o MR
ISz R BRI LR K BO R R TR

BNMEFEBEUTSEAEMN
o op : EHEENANEE, add BFESNIEIRLRIM—ME, X1 set BIFR LB —RLA

€, MREBFEUILNE, WEBZWENIRKE, push BERUEZ—LHE, BNRE
7, WAKREBEZMNENINLE, HR, push RFHERMEIIEIRLF, delete RIERMIFRIT

%O
e header : IBEEEQBHIEXRAIIRL, LA BENRLZFIEMRFEFE, 20 Custom-
Header.,

e value_type : & X NMEEIRL{E, ATLAZ plain (463XA) =X liquid (#E Liquid &ERiF
) . BR2ERIESNH E 517 EREHERLEMLIERR",

e value: I8 ERAFILBE. M FHEEE liquid", ENZHXA {{ variable_from_context }} 1=,
THIBRAS R B E.

SRBEXT Rl

|
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"name": "headers",
"version": "builtin",
"configuration™: {
"response”: [
{
"op": "add",
"header": "Custom-Header",
"value_type": "plain”,
"value": "any-value"

}
],
"request": [
{
llopll: "Set",

"header": "Authorization”,
"value_type": "plain”,
"value": "Basic dXNlcm5hbWU6cGFzc3dvemQ="

b

{
"op": "set",
"header": "Service-ID",
"value_type": "liquid",
"value": "{{service.id}}"

}

]
}
}

BRNMAEERREIFE, §5E XHHH 3scale API EIE #39 OIRRIHE,

4114. HTTP RERIBEE

YEN API N EE, EATLURF HTTP Status Code Overwrite SREEHRMNEI API 7= Fah, HLERBS R IRS L
0l o AR B #R 48 E RO RN A S, 3scale $5F HTTP Status Code Overwrite Z5B& R FA B M _E3HARSS & 3% H
MR AR, HemiEul, 2 3scale AFFH APHREIRE S EIE RN, Al LESE HTTP Status
Response Code Overwrite 5t8%, RGBS N ARFEEE LR,

TERIEEED, EMERER RN AL BRI ER U IIIE HTTP KA Overwrite SREEZ B, NREE
4R IRER A Status Codes BIZERE, NI HTTP Status Code Overwrite SEBRAIEREHERI B X B8,

EEE[ T H, § HTTP Status Code Overwrite SREERINEN ™ BRI EE, TERIESES, B EHREELL
e E R E RN LR AT U R B E R BN N AT, BHERERENE NN LN RIS,
BN, EWETLMER HTTP RSB S EMRIT #5201, "Created". MNASHEEL S 200, "OK", MR
i3,

BT BRGNS, ISR TS ERM A — MRS, YA AT 418 (HK URITK)
i, EEAEARE 413(EAT ),

B ] HRERIN HTTP Status Code Overwrite SRS —FhE R AR 2T 3scale AP SR HEAD E T4
BEERA,

Pl
REIBHERCE SRR LLT JSON BB BRI A LI RACHS -

| (
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"name": "statuscode_overwrite",

"version": "builtin",

"configuration™: {
"http_statuses™: [

]

}
}

"upstream"”: 201,
"apicast": 200

b

"upstream"”: 413,
"apicast": 414

4.1.15. HTTP2 im &=

HTTP2 it s SRB& 5 FA 4 215 3K APlcast BISH T & N B 2 [B]F9 HTTP/2 thil Fli 2t #2 1 FA (gRPC) 1%
B, YHTTP2 in aSRIRAL T~ MRS EE AT, BEMNEBER (MBELERS X HiEREEFEN BRERE
Z| APlcast) ®JLAM#ER HTTP/2 3 F0 gRPC,

L HTTP2 i s SRR (L T ERBE HE AR

K F PRI TTZ JSON Web hEsk App_ID #1 App_Key MBI E. FX#F APl BAS 1A%
1

gRPC i m& LR HZR2(TLS),.

HTTP2 iifi m SRB& WA 4E 3scale APlcast $RkB& 2 Blo
AR SS B ISR AT LUSE e HTTP/11 4 St RS (% Hi 2 R 2 (TLS),
REREEL IR TLS & 1L TR,

APIcast Ao B RB&EE B -

"policy_chain": |
{ "name": "apicast.policy.tls" },
{ "name": "apicast.policy.grpc" },
{ "name": "apicast.policy.apicast" }

]

4.116.IP 17
IP 175 S5 B8 Fl TARE IP BRI KA IR E K,

EEREE

Bt

#
~
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Bt

check_type

ips

error_msg

client_ip_sources

SRBEXT Rl

{

"name": "ip_check",
"configuration™: {

sk

check_type BttE W
NFIRERY(E, BD
whitelist =

blacklist. blacklist 1%
Bk B 1P IFREIE

K. whitelist [$i54: 7~
ZRBFIFRPH P BIFT
BiEK,

ips BMERIFIEIEE IP
ik FIFR LTI A B & H K
ZBaE, ALMERR—
IP #1 CIDR 3B,

error_msg B RITFE
Be & 1E 15 KRB LA R O]
B IRE R

client_ip_sources |
MR EEBENARRE
P IP, BRAER T E
AsE—"MARE P,
HAthk 1A X-
Forwarded-For #1 X-
Real-IP.

"ips":["3.4.5.6", "1.2.3.0/4" ],
"check_type": "blacklist",

"client_ip_sources": ["X-Forwarded-For", "X-Real-IP", "last_caller"],
"error_msg": "A custom error message"”

}
}

BERR

FRE, WIZE
whitelist =¢ blacklist

FRE®WAH, WIZAR
BY 1P bk

FRE#

FRIEHAE, BRETTH
X-Forwarded-For, X-
Real-IP, last_caller,

BRNMAEERREIFIE, §5E XHHR 3scale API EIE #3902 RIHE,

4117. JWT BHZRRHE

JWT FBEE T JSON Web Token(JWT)EER, &0 LLEN T CHT#LINI SRR 1k 5558 B PR A k.

XF JWT R ARG

NTEF IWT FERREHTIRE, BREERRRERIGIE JWT, FEEBREEERBEEN ETH,

g05R JWT Claim Check ZRESIEFERRLE BHRFAN R, %R RWUE IWT #E, 75, MRFEHIRERLT

e, MERGIRELE [Fis AP,
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B IRZE GETIER, JWT FERABKRIILN admin (MIRERFHIEL) . H—AHE, ERFE
GET iHREBARLAUE JWT #84F, EIELR YT POST BHRMER JWT LR,

{
"name": "apicast.policy.jwt_claim_check",
"configuration™: {
"error_message": "Invalid JWT check",
"rules": [

{
"operations": [
{"op": "==", "jwt_claim": "role", "jwt_claim_type": "plain", "value": "admin"}

],

"combine_op":"and",
"methods": ["GET",
"resource": "/resource”,
"resource_type": "plain”

}
]
}
}

TERBE B P ECE JWT G A SRER
TEERREERERE JWT ARG B 508
o MEBEBFNIN 3scale &%,

o EBFEEFFHAMATETH,

HoiE SRB%

1 ER OWT AEIRESRERRINEIERI API f, IE1RIR 3scale API BIREH| |/ i/ FISEES A
MIBER, REER JWT BB E,

2. Bl JWT BHIR A B,

3. HEEERIZKES, 1% Enabled EiEHE,

4. BERMAN, TTHELNS + Ebr.

5. $87E resource_type,

6. %+ operator,

7. $EEAALIN I B BT,

8. ERMAVFHIAE, HELMS + BT,

9. BAMIRHER, LUMEEREMMELLNEAF BT,

10. {8 JWT Claim Check X &5 API f5, H.ifi Update Policy,
BEXT N ER D BN E + EbE, ERLURINE % FRABMAITFIA L,

1. ¥ Update Policy Chain LR E R RS,

4.1.18. Liquid Context Debug
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A=
Liquid Context Debug ZRB& X A F L IMNER A =L IMERAEH AR,

LhERAR{E A JSON MR API1EK, EAEE LTRSS KRANE, FHaRFHH Liquid &k, 5
3scale APlcast 3 LilFSRIELE S AN, U Liquid Context Debug HUBTE SRB& 5% AR F BEIE & T1F,
NEREIEIAE, ZERBNAEEENNR, FHEEHD stub (H,

& FASERRE APlcast IR EIAYE A :

{
"jwt": {
"azp": "972f7b4f",
"iat": 1537538097,

"exp": 1537574096,
"typ": "Bearer"
|3

"credentials": {
"app_id": "972f7b4f"

b
"usage": {
"deltas": {
"hits": 1
b
"metrics": [
"hits"
]
b
"service": {
"id": 2",

4.1.19. &L
Logging SRESEM MBI :

o JEAMERYINHEERY :

o EHNBNRSUEBE LFBEBRRN, FHEBKEBEREBE LR BERME
& LU Logging SREE S5 IR HEAI B R . Xi& APICAST _ACCESS_LOG_FILE ¥fi&75
£, LIBCE APlcast ViR AEMIAIE, BRIAIE zR'F Etxgmx%ﬁﬂ /dev/stdout, XEIAERIHILE, B
KL/ APlcast BEBIHIE, 1EBM APlcast INELE,
%, BERICFKRIBEBLITIEE

o ERBR{U S enable_access_logs EoES .

o EFAINARE, Hi%FF enable_access _logs S M Logging K&,

e APIEZRiISIFBRE :
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1. 2 FZRES,
2. 5B enable_access_logs 2%,
3. 5 Submit 24,

o RINERT, RIGHEHTS L3RRS,

4.1.19.1. NP AP| Bdi& B & 5REE

APICAST_ENVIRONMENT ®f BFn#EERE BN BEIFFE AP 7 mMEE, T 20m LIt B iRre
=, APICAST_ENVIRONMENT BAFiEAEXEHMIRE, XEUATEE, ERSIRFRIER,

ZELBEHNEEBKICKER, RBENBERUZEUTHREA
o WTFETFHERMWEE : FE@iT ConfigMap # VolumeMount XX HH BB R T,
® XIF 3scale & F operator HIERE :

o 7f 3scale 211 RLARIMIAR AR, FEE;L ConfigMap #1 VolumeMount 304 E# 2 A%y
¢Q

o M 3scale 2.11 FF#4, HEFEH APIManager BE X ¥R(CR)H 3| A secret,
® XIF APlcast operator EB3& :
o TELIRIBIRRAH 3scale 2.11 BEBEE.
o M 3scale 211 FF1h, FEFHH APIManager CR #15| FIH secret,
® NfF1E Docker LEREH APlcast BREE, FEMIHEEHIIESR.
B & I0 R IE T B T8 6 tH I AP AR IERAAE AL Y B 7R 7] R,
LA REMA RS HE AR R

custom_env.lua file

local cjson = require('cjson’)
local PolicyChain = require('apicast.policy_chain’)
local policy_chain = context.policy_chain

local logging_policy_config = cjson.decode([[

{

"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}"

}
1)

policy_chain:insert( PolicyChain.load_policy('logging', 'builtin’, logging_policy_config), 1)
return {
policy_chain = policy_chain,

port = { metrics = 9421 },
}
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4.1.19.1.1. @iF EAR R hilid ConfigMap #l VolumeMount HEH RSB E A API B8 & 5=E

1. {&F custom_env.lua X4 f|E ConfigMap :

I $ oc create configmap logging --from-file=/path/to/custom_env.lua
2. 7 ConfigMap ##—1%, #l apicast-staging :

$ oc set volume dc/apicast-staging --add --name=logging --mount-path=/opt/app-
root/src/config/custom_env.lua --sub-path=custom_env.lua -t configmap --configmap-
name=logging

3. WEIETE

$ oc set env dc/apicast-staging APICAST_ENVIRONMENT=/opt/app-
root/src/config/custom_env.lua

4.1.19.1.2. {1 APIManager CR #5|fl secret Bidi& B &0 xRB&
ETF operator BUERE A M 3scale 2.1 FHiA, [FHERIRECE S secret, F1E APIManager CR #15|
secret,
p= Y=
LUFRTEREATF 3scale Operator, B2, EaLUFERXESRULLMWAXEE
APIcast operator,
SeRFH
o —ANFHLMEM Lua BIATE EHIEAEE,

it =
1 EABEGMEAR LR secret

I $ oc create secret generic custom-env --from-file=./custom_env.lua

2. ¥/ APlcast BE INMEECE M ERZE APIManager CR :

apimanager.yaml content:

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager-apicast-custom-environment
spec:
apicast:
productionSpec:
customEnvironments:
- secretRef:
name: custom-env
stagingSpec:
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customEnvironments:
- secretRef:
name: custom-env

3. 8% APIManager CR :
I $ oc apply -f apimanager.yaml

IR secret AFTE, Operator & CRIFIC KM, %I secret WHEBIFFEEEHEE pod/ B e T 8L XL
1£ APlcast H1,

A E L ENIE
MREFEERBE SCMERE, BHMEM

o B : HRATREMZIFAIET — secret FEHT APIManager CR FE& :
I customEnvironments[].secretRef.name

Operator R Z RSB AT B E MEN A,

o FHIABH secret A, HEHEBE APlcast I spec.apicast.productionSpec.replicas X
spec.apicast.stagingSpec.replicas W& N 0, AEEIHEILIFIAI(E,

4.1.19.1.3. 5y Docker EEBEM APlcast HEREENATA API i@ A &5

FALLT docker fp455#E%k custom_env.lua 32T APlcast :

docker run --name apicast --rm -p 8080:8080 \
-v $(pwd):/config \
-e APICAST_ENVIRONMENT=/config/custom_env.lua \
-e THREESCALE_PORTAL_ENDPOINT=https://ACCESS_TOKEN@ADMIN_PORTAL_DOMAIN \
quay.io/3scale/apicast:master

LTREZEM docker S HHIEEMR -
o [FHFIM Lua XHHZEARZR -v $(pwd):/config.

e § APICAST_ENVIRONMENT Z 81X & N7 i#1E /config B <Y Lua X1,

4.1.19.2. BEICFRIE A

T RHEEKILKER IO, FEELTE :
e MREMAT custom_logging =k enable_json_logs B, NI&ZABIAIRBE.
e MRS T enable_json_logs, [F&B& custom_logging FEX,

FRAVIFBEE

{
"name": "apicast.policy.logging",
"configuration™: {
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"enable_access_logs": false

}
}
ERBEX I BEE
{

"name": "apicast.policy.logging",
"configuration™: {
"enable_access_logs": false,
"custom_logging": "[{{time_local}}] {{host}}:{{server_port}} {{remote_addr}}:{{remote_port}} \"
{{request}}\" {{status}} {{body_bytes_sent}} ({{request_time}}) {{post_action_impact}}",
}
}

{EAIRSPRRRTE A B E ViR BE

{
"name": "apicast.policy.logging",
"configuration™: {
"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.serializable.name}}",
}
}

/A JSON AR EV; M A&

{
"name": "apicast.policy.logging",
"configuration™: {
"enable_access_logs": false,
"enable_json_logs": true,
"json_object_config":
{
"key": "host",
"value": "{{host}}",
"value_type": "liquid"
b
{
"key": "time",
"value": "{{time_local}}",
"value_type": "liquid"
b
{

"key": "custom",
"value": "custom_method",
"value_type": "plain”
}
]
}
}

PONEThiE KECE B E XU A&
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{
"name": "apicast.policy.logging",
"configuration™: {
"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}",
"condition": {
"operations": [
{"op": "==", "match": "{{status}}", "match_type": "liquid", "value": "200"}
1,
"combine_op": "and"
}
}
}

BE L hh AR, HampsikA S 200 =k 5000t

{
"name": "apicast.policy.logging",
"configuration™: {
"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}",

"condition": {
"operations": [
{"op": "==", "match": "{{status}}", "match_type": "liquid", "value": "200"},
{"op": "==", "match": "{{status}}", "match_type": "liquid", "value": "500"}
1,
"combine_op": "or"
}
}
}

4.1.19.3. HXBEXAFILKHNMINGER
WFEENEFICE, EALUER Liquid BRMSENTE, XETEEE
e NGINX default ¥4 & : log_format.f5l#0 : {{remote_addr}}.
o HARFNIE KTk
o {{req.headers.FOO}}. Z1E15KHIKEX FOO Frk.,
o ({{res.headers.FOO}}: ZF:3&NiN _EH FOO Frk,
o fRSEE, W {{service.id}}, LR XLESEIRBMIRTAIRSBM -
o THREESCALE_CONFIG_FILE

o THREESCALE_PORTAL_ENDPOINT

% 4 3 APICAST FBg

4.1.20. 4EFFHE L

Maintenance Mode $RB& fo V& F 18 B SN E A BIR4E ARG R, B T4 EIskIREBELE API
FEEEHR,

EEEY
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TRIM T AREREMEMBOAE

B value default ek
status B, it 503 oz ARG
message FRER, ik 503 BRESAATA - 4Ef M B 5H 2
AP SR~ B
{

"policy_chain™: [
{"name": "maintenance-mode", "version": "1.0.0",
"configuration": {"message": "Be back soon..", "status": 503} },
]
}

JRrE iR YT R

{
"name": "maintenance_mode",
"version": "builtin",
"configuration™: {
"message_content_type": "text/plain; charset=utf-8",
"message": "Echo API /test is currently Unavailable",
"condition": {
"combine_op": "and",
"operations": [
{
"left_type": "liquid",
"right_type": "plain”,
‘op": "==",
"left": "{{ original_request.path }}",
"right": "/test"
}
]
2
"status": 503
}
}

BRNAEERREIFIE, §5E R 3scale API EIE #39 OIR2RIHE,

4.1.21. NGINX Filter

NGINX & B & F G Rir-L FETTER IR X LEPRL 4815 K, B30, NGINX FEL£EH NGINX
SEISUERY If-Match PRk BaiE R, INRIBEE NGINX Bkt 4 ERLBSSIE, 15700 NGINX Filter 5588,

ANI0 NGINX Filter SRERES, BEHFEE NGINX BT BIEIEE — PN Z MEKITL, N FERIEEHNENR
S, BEILIEE R B EERPEREBIRL, Hlan, LU JSON AN NGINX i B2 FKEE, UEe BT if-

Match FrkBYSGIE, {BFERZ R LRSS ERE0TE R PR E f-Match 17k,
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{ "name": "apicast.policy.nginx_filters",
"configuration™: {
"headers": [
{"name": "lf-Match", "append™: true}

]
}
}

T—NREEBGTE T If-Match PRk 895 0E, BTSSR NGINX £ EiiAR S5 28 & 3% 15 KRR If-
Match #5-k,

{ "name": "apicast.policy.nginx_filters",
"configuration™: {
"headers": [
{"name": "lf-Match", "append": false}
]

}
}

T W IE R B RHE E WAL T LRSS 2381E K, & NGINX ToERIEEIg EIRLES, BEET
NGINX 412 i S S5,

. .
PR ESERES F NGINX LB 2R RIg 18 EARR BIPRL 2B ERH IR,

4.1.22. OAuth 2.0 B TLS B im & 9500k
RS A AP VBT OAuth 2.0 B TLS B B R KIE,

OAuth 2.0 @R TLS B Fim &7 355 #E JSON =AM T AT :

"$schema": "http://apicast.io/policy-v1/schema#manifest#",
"name": "OAuth 2.0 Mutual TLS Client Authentication”,
"summary": "Configure OAuth 2.0 Mutual TLS Client Authentication.",
"description™: ["This policy executes OAuth 2.0 Mutual TLS Client Authentication ",
"(https://tools.ietf.org/html/draft-ietf-oauth-mtls-12) for every API call."
1,
"version": "builtin",
"configuration™: {
"type": "object",
"properties™: { }
}
}

4.1.23. OAuth 2.0 ShEHR A

OAuth 2.0 Token Introspection SRB& 2178 FI ©h# %5 & & (Red Hat Single Sign-On)# Token Introtion
Endpoint(Red Hat Single Sign-On)% 1iE %01 3451k FA Fif 1T OpenID Connect(OIDC) &34 iE £ TR
JSON Web Token Token GhE(JWT) 4 hE,

APlcast & #F auth_type FEXFBRILL T SP50UEREY, LUATE Token Introspection Endpoint #1V& A i
mERABEIE APIcast :
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e use_3scale_oidc_issuer_endpoint: APlcast ERE P imXiE. &F/7#%ID 1 &/ #7 Secret, LA
& 3B Service Integration T HE _LEEH OIDC Issuer %iEHH Token Introspection Endpoint,
APIcast M token_introspection_endpoint FE& 4 ¥l Token Introspection Ifim, LWFERAITF
OIDC % % #&3i& 0|89 .well-known/openid-configuration i s H,

B %R BN B N use_3scale_oidc_issuer_endpoint:

"policy_chain": [
{
"name": "apicast.policy.token_introspection",
"configuration”: {
"auth_type": "use_3scale_oidc_issuer_endpoint"

}
}

e client_id+client_secret : Lt Ti S IEIEE AR B Token Introspection Endpoint, K & i
ID #1 & i Secret APlcast B FIERBREER. FAXMNETIRN, HAXBUTRESH !
o client_id : XEBSENEHRRNE K D,
o client_secret : X BESHHNEAIRmRIIE ik Secret,

o introspection_url : FER&HS URL,
FHER R E N client_id+client_secret:

"policy_chain": [
{

"name": "apicast.policy.token_introspection”,

"configuration”: {
"auth_type": "client_id+client_secret",
"client_id": "myclient",
"client_secret": "mysecret",
"introspection_url": "http://red_hat_single sign-on/token/introspection”

Tt auth_type FEXFFRIK B R4, APlcast #&1# f Basic Authentication %4 Token
Introspection Y (Authorization: Basic <tokens 3%, HE <token> 2 Base64 4wtEBy <client_id>:
<client_secret> KE&) o
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Edit Policy © Cancel

OAuth 2.0 Token Introspection
builtin - Configures OAuth 2.0 Token Introspection.

This policy executes OAuth 2.0 Token Introspection
(https://tools.ietf.org/html/rfc7662) for every APl call.

Enabled

max_ttl_tokens
Max TTL for cached tokens

max_cached tokens

Max number of tokens to cache

auth_type*

i

client_id+client_secret

introspection_url®

Introspection Endpoint URL

client_id*

Client ID for the Token Introspection Endpoint

client_secret*

Client Secret for the Token Introspection Endpoint

Token Introspection Endpoint BN R & & active B, APlcast e E LB MEMIE, RIBEMEH
{8, APlcast AR
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® true

R

e false
ZABMIEY, 357 Authentication Failed %1%

ZERBB RV R D, LURREER JWT SEME N AR Token Introspection Endpoint, EH

Token Introspection Policy f& i #4%7%, 15%% max_cached_tokens FEXIZENM 0 (A ZINEE)
F/ 10000 EiEHE,. F4, EETLIE max_ttl_tokens FER RG-S RERIEM 1% EH 3600 7,

4.1.24. On Fail

50 API it Fa, REJ LU On Fail SRE&RINEI API PSR, % On Fail SRERAL FEREgHEAR, FHEFN%
R AP fEREIE KIMUTREERKIL, APlcast HUT LU #F

o (ZILALIEIER,

o R ERIRSAIREI R A X TE RN AR,
% APlcast TTEALIRERBERS, On Fail RESRER, XAEEENERENIER, HENAE REHFS
MBS, INREFRBEHEHRR On Fail kB8, APlcast 2Bk ©ITIEN FARIKRES, TEHEROIEEMHM
SRBG, FRPERAGEE] LR AP, TESRBREEPEEMA On Fail 5RB&, APlcast 4115 K.
FERBEEER, On Fail R L FEMAME,

EEETFH, ¥ OnFail REERNE” AR, 7ERIREES, SRBIEERFE APlcast TEN

On Fail ZREEEHREIFRSRTD, Fli0, EAILIERE 400, XRTFEBE T IHIEIRIER,

4.1.25. (KIBRR %S

fEA LUFE A Proxy Service SREEE X — B HTTP £, ZRIBIERE LHRIER X 3scale g, 7
XHERT, RIERSZYURAHTTP RE, APlcast SEREAXAEINHTTP KB, REMENAELR XS
AP [5if,

UTFRAIERTRER :

User APIcast HTTP proxy APl backend

GET /resource

v

GET /resource

v

GET /resource/

.
P>

response

A

response

A

response

A

& 3EE| 3scale [FimMIFTA APlcast REE A FARIE, LRI RERAFHRIELLR APlcast # AP| [FifZ [
HEfE,
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MREBESRBAEFRARE, NXTER HTTP_PROXY IMELE,

® Proxy Service tRESZFFTA M ETHREE, REAXENRIE,

e MEE YT HTTP_PROXY. HTTPS_PROXY = ALL_PROXY 3%, IL&mISE
EIXLEE,

o RIBEERAZFHFIMIIE, o] LUERIRME R H1T BRI,

[
LT RBIERT RIGHEECE

"policy_chain": |
{
"name": "apicast.policy.apicast”
b
{
"name": "apicast.policy.http_proxy",
"configuration™: {
"all_proxy": "http://192.168.15.103:8888/",
"https_proxy": "https://192.168.15.103:8888/",
"http_proxy": "https://192.168.15.103:8888/"

}
}
]

IR AKTE X http_proxy = https_proxy, N{#EF all_proxy f&.

E3EES RN

RIBARSS 23 RIE S 1E N A EANFEA KRR, FF7E 3scale M Apache Camel @it HTTP & &4
BISRBEAIESH, B, MILAILUS Proxy Service SRESFE@EA HTTP KRS, BXE T HTTPS &
Apache Camel ERBIER, 1HS A 8 4.1.6 17 "Camel Service”,

it B 7

1H5 4 GitHub £EBJ camel-netty-proxy =fil, LIE R HTTP I8, SN IE XM API ElmEE# N
kgo

4.1.26. FERRH PRk

YN ARRFELT B A ERREIR N BIEFEIT XA, Rate Limit Headers SRBSA 7N RateLimit Hrk SErm v/
HE, XLEPRLIRMA X Y aiE R 8 O i E M1E RE AR RIEREMMDHNERER,

£ BRI, WREARN Rate Limit Headers 5B, N WAZNTE 3scale APlcast {BEZ B, MR
3scale APlcast SRB& B F Rate Limit Headers 5kB&, Il Rate Limit Headers SREE R FE/EF,

RateLimit Fr3k
BEHEBERDIN T LU RateLimit F12k :

® RateLimit-Limit
EREMN S ORZRERESE, #5010 ™MEK,
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https://github.com/3scale/APIcast/tree/3scale-2.14-stable/gateway/src/apicast/policy/camel
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® ratelimit-Remaining
ELEIN A S O P ERRRIE KRB, B0 5 ™MEK,
® RateLimit-Reset
LRI AE O ZRRRFDE, F0307F, irnk1TH5 Retry-After 11589 delta-
seconds RTVEFS
HINERT, H&BEE Rate Limit Headers SRB& NN AR 11 X% B E AR RERBINT, MmN SH S
& B EEREIR L,

INRIEHRZ B ELRHE APIEIR, BRIBWECE T RS, NEREREIKDASEE
MR AR, RO R R A BRI

Hh iR
® |nternet-Draft: HTTP B4 RateLimit Header Fields
o [i&E 3scale API B2 N ARFEITRIFERRE

o [Zi& 3scale API EIE API $EFT

4.1.27. MR/ 15 K A BR il
57y API {24672, 1EATLURT Response/Request Content Limits SRBERANEI API 7= 5. LhRBE I
E?E’\Jk&l‘ﬁ%ﬂﬁiﬂﬁ API, LARRE LifF API BIIFR K/, SNSRI LR, 15K/ IR K/ TR
L RBE A BN FREIEIT 2
o JSif, FhERAERTFIEREER,
o RAAF (APIERE) , EheREIMNEEHEE T HT U ENEIEE.,
TEE RS A, 3scale & E content-length 77525 3 5 F Response/Request Content Limits SR8,

EEE 1, 7£0% Response/Request Content Limits SREEHRMMEI= @G, BHelF T AR ER
B, BRI EIERBESMNRE, KAMNEEHE, BIMEN 0, RRFERKN,

A4, BT LGB B AT RIS BEAC 1B S SRS N L SRR, Blan

{
"name": "apicast.policy.limits",
"configuration":

{
"request": 100,

"response": 100

}
}

4.1.28. Retry

EiRIEE KRB E N L AP, EIHRIBENENRSEEN, RILAATUREFTENVERRESR
ERHENRSERER, FATANRSEEFTRNERE,
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https://ioggstream.github.io/draft-polli-ratelimit-headers/draft-polli-ratelimit-headers.html
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#rate-limits
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#designating-methods-and-adding-metrics-for-capturing-usage-details_methods-and-metrics-for-products-and-backends

% 4 3 APICAST FBg

BF

M 3scale 2.14 iR, TEBEBMREEIXMNER, XBTIETE
APICAST _UPSTREAM_RETRY_CASES 4%, E&NEHIEFRNARMERS. GXit
KA, iHEE APICAST UPSTREAM_RETRY_CASES,

Ei{ %% JSON BY/RAIIN TR :

"$schema": "http://apicast.io/policy-v1/schema#manifest#",
"name": "Retry",
"summary": "Allows retry requests to the upstream”,
"description™: "Allows retry requests to the upstream”,
"version": "builtin",
"configuration™: {
"type": "object",
"properties": {
"retries": {
"description™: "Number of retries”,
"type": "integer",
"minimum"; 1,
"maximum": 10

4.1.29. RH-SSO/Keycloak & &7

LR RH-SSO/Keycloak A B ERBEANINE APlcast SRBEHEFRES, FFEMIE APIcast
P& R SR Z Bl

LESRBEFES OpenlD Connect SRS IELET—EERARRINA BRE, HIRIRISIELIIE R & % (RH-
SSO)HF A MBI RSP AENE A mA R, YIEER 3scale WENE iR FURRNINA BRER,
2187 realm A,

AWMEUNABKERIREEPIEEN type B :

o whitelist
XEEHIME, FM whitelist i}, APlcast [§10E JWT SHEFPEREFEEENSER, FHEHMR
IWT &RESEH, RE41E R,

® blacklist
£ blacklist 5, 1R JWT ShEEERBHSEH, APlcast B4R,

A —KE P LERTECE blacklist #1 whitelist 127, {BfE A LATE APlcast SRE&HEFRINZ 1 RH-
SSO/Keycloak f fafe & SRB&HE,

IRE LB SRR EC B MY scopes B IEELESE HI AR,

B scope NREBLUTEMN :
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52

resource
HABEFNFRER. X MEXSREANER. RAMFREFLLE, S22, &
WIITEREMIN $.

resource_type
X \] 7 A1 resource {H,

o AiXARGENA) : ¥l resource [HIE LN A, =~ : /api/vl/products$.

o Liquid XA (liquid) : 8VF1E resource EHEMA Liquid, 3l : /resource_{{ jwt.aud }} E
EXTEEE I D BEGRAE R,

FE - ERLSEIREE RH-SSO AP AR, I APlcast AR HTTP 5%, fi, &
ALURFERUTEE -

o FTFiJ /resourcel B rolel realm B, WFEEL realm ABIAE, TEEIETE B4
$‘C

o client1 A& rolel 3ij7] /resourcel,

o HAFi4A /resourcel HJ rolel #1 role2 5B &, E7E realm_roles FMIAE, KA LUIEE
ENABHSEHE,

o NAZEFImN rolel A (XZUjRISEZEIE) KijjF /resourcel, EH liquid &/ i
REAE T IHIEE JSON Web Token(JWT)E R,

o EBFimfafs, SENARFIIRNE /D (UinShEnElkE) K /resourcel, fEf
liquid & 7 imKE, & IWT EREBENE M imABHN name,

o #Jyrolel WEFiRAT, MUHER, SFENAZEFHID. #A liquid &/ imKE

resource 5 JWT § R,

realm_roles

FHEKRE realm AR, 1ESHZIIE R R E T XIEFH Realm A,
HABEETLAEE RERLZHH IWT &,

"realm_access": {
"roles": [
"<realm_role_A>", "<realm_role B>"

]
}

SRBS TR B LR A B,

"realm_roles": [
{ "name": "<realm_role_A>"}, { "name": "<realm_role_B>"}

]
LAUF 2 realm_roles #4HPE NN R BB :

© npame

EEABNEH.

© npame_type
E AL B ; [HETLLZE plain, BAELLRZ liquid, HTEARX 5 resource_type 1[E,


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.2/html/server_administration_guide/roles#realm_roles
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® client_roles
£ client_roles 1o & & P iffn & 22 (A R E T I A6, 1534008 H Bk P& in
A,

EBEPInABEET JWT F18 resource_access FHAT,

"resource_access": {
"<client_A>": {
"roles": [
"<client_role_A>", "<client_role_B>"
]
2
"<client_B>": {
"roles": [
"<client_role_A>", "<client_role_B>"
]
}
}

EERBPHE M IRE S,

"client_roles™: [
{ "name": "<client_role_A>", "client": "<client_A>"
{ "name": "<client_role_B>", "client": "<client_A>"
{ "name": "<client_role_A>", "client": "<client_B>"
{ "name": "<client_role_B>", "client": "<client_B>"

]

’

’

’

s el i e

LU 2 client_roles #HF BN R T HBEM :

o name
BE A BRET,

© npame_type
E YA E(E name (B ; ZETLUR plain {H, BALUE liquid [, ETHEARS
resource_type @,

o client

EEABNE N, WRAREN, WHRIES aud FERARBER iR,

o client_type

E 0 client {E ; {EALLZE plain {E3X liquid [, ETEA RS resource_type 18
G

4.1.30. & H

g%g% s
BN RS FASRBR AL IRIH R, B IMLETEERIE REORT R ARG M

Routing SREEAVFEHERBHEITRMNBINRR, BALUELBINRR, AEFM UL ARTEREHE
EAIENRAXBIER,
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BRHETLUR RN -
o JEREREANI
o FRKALN
o EINSHMN

o JUSON Web 4 HE(JWT) 7 BRI

BF

LIRS IR R SRR N B SRR BERT, PR SRR TR R TE PR AE Y 3scale APlcast SRB&
B, HeEiEid, BRERSRBEHN 3scale APlcast SRB& 2 [F& A EM R, X AR APlcast
KEE Bk API BYTE KR IE#BHY APlcast iitH. AT 2 IEMRABRSEERH AN RO -

Liquid Context Debug
JWT Claim Check
Routing

3scale APIcast

Liquid Context Debug
Routing

3scale APIcast

JWT Claim Check

B ER AR
o MRFEZMHN, FRERMENAB—DEET, LU XL THR.
o MRXRBMNICE, REEFSHRLNE, FEARSEESRE LHWEE LHWHBEESR URL,

g s S
L[R2 /accounts I EREE! http:/example.com HIEZE :

X2
"name": "routing",
"version": "builtin",
"configuration™: {
rules“ [

urI" "http://example.com”,
"condition": {
operatlons" [

"match": ”path”,

llopll: "=="’
value": "/accounts”
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]
}
}

PRk A
X2 YRk Test-Header BO1E N 123 B BRI Z! http:/example.com HIEZE :

{

"name": "routing",
"version": "builtin",
"configuration": {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "header",
"header_name": "Test-Header",

"op": "==",
"value": "123"
}
]
}
}
]
}
}
HIRNS BN

X2 YA S test_query_arg 7 123 IR ZE| http:/example.com KA E :

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "query_arg",
"query_arg_name": "test_query_arg",
"op": "==",
"value": "123"
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JWT BRI

ABEET JWT BEAREHTIRE, EhHEER—DRIEEEIE JWT R EFHERKREZMN LT xXH,

ey

X2 JWT &8 test_claim BI{E N 123 I EEHE] http://example.com HIECE :

{
"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "jwt_claim",
"jwt_claim_name": "test_claim",
‘op": ==",
"value": "123"

LA

REYFAE LEFEA 'and' combined_op & true I, sEFHFLHEBED—NHNLELFER 'or
combine_op it true B, FNAT B S NMEIEHEEHREIZAE LB, combine_op FIEKIAME N 'and,

ey

X2 2 iE KM RN /accounts Birk Test-Header BI{E N 123 B ERHE! hitp:/example.com HIEZE :

{
"name": "routing",
"version": "builtin",
"configuration™: {

"rules": [
{
"url": "http://example.com”,
"condition": {

"combine_op": "and",
"operations": [

{
"match": "path",
“op": "==",
"value": "/accounts”
2
{

"match": "header",
"header_name": "Test-Header",
“op": "==",

"value": "123"
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X2 2 iE KM R /accounts kink Test-Header B{E N 123 B ERHE! hitp:/example.com HIEZE :

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"combine_op": "or",
"operations": [

{
"match": "path",
“op": "==",
"value": "/accounts"
2
{

"match": "header",
"header_name": "Test-Header",
“op": "==",

"value": "123"

HaERm
MNAT S E—RER, HAZ M, EREERaEttiyiihh true BHNIZ—,

XREEZMINMRE

{

"name": "routing",
"version": "builtin",
"configuration": {
"rules": [
{
"url": "http://some_upstream.com",
"condition": {
"operations": [
{
"match": "path",
‘op": "==",
"value": "/accounts"
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}
b
{
"url": "http://another_upstream.com",
"condition": {
"operations": [
{
"match": "path",
‘op": "==",
"value": "/users"

catch-all Him
RAERERHINIAA IR, XN FE XEEENZEE AR,

INRERZE N /abe, NILLEEREKEEBEE http:/some_upstream.com, INRIKZEZ /def, [FHFEKREEH
Z| http://another_upstream.com, &/, WMRZBINHNEE TGN true, NRFHEFKERHE
http://default_upstream.com :

{
"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://some_upstream.com”,
"condition": {
"operations": [
{
"match": "path",
“op": "==",
"value": "/abc"

}
2
{
"url": "http://another_upstream.com",
"condition": {
"operations": [
{
"match": "path",
op": "==",
"value": "/def"
}
]
}
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}
{

"url": "http://default_upstream.com”,
"condition": {
"operations": []

X FrHIEE
EFRVIRIEA ==, = 71 matches, EEFMFRBSENFRAXIE, FHEM ngxre.match® XL

XRER 1= igE, HIEEATRZ /accounts i, EREEMET http:/example.com:

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{
"match": "path",
"op": "I=",
"value": "/accounts"

BEhER
AILUR AR AR A FECE R (E, INRFEPRVRIBRHE my_var FHE7E LT3, Na MERShSEE L
il

X EAZERAERNEE

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"condition": {
"operations": [
{

"match": "header",
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"header_name": "Test-Header",
llopll: "=="’

"value": "{{ my_var }}",
"value_type": "liquid"

%18 host_header i FHEAH]

BOABRT, HEREERE, SREEEATERAMNE URL EHIXE Host #1k, ATLLETT host_header
BHERERRBIEMN,

X2 f% some_host.com $5EH Host 1k EHHIEEE :

{

"name": "routing",
"version": "builtin",
"configuration™: {
"rules": [
{
"url": "http://example.com”,
"host_header": "some_host.com”,
"condition": {
"operations": [
{
"match": "path",
“op": "==",
"value": "/"

4.1.31. SOAP

SOAP KB&S HTTP i53KH SOAPAction 8 Content-Type Frk iR HLH) SOAP #24F URI ICEZSREE 15
TE B BR S AL

ECEREMY
B ik { R ?
pattern Ltk pattern B4 1FIE HIRRE : TR =

1 SOAPAction URI #1135
TE APlcast 555 ¥ FTER I
H=ERFE,
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https://www.w3.org/TR/2000/NOTE-SOAP-20000508/#_Toc478383528
https://www.w3.org/TR/soap12-part2/#ActionFeature

% 4 3 APICAST FBg

Bt ek i1 R ?
metric_system_name metric_system_nam = #iERE : FRHE, 40 2
e BERIFBIEERER 22— MEWH metric
FFEEM AT 3scale
[EimAE T,
0 SN
{

"name": "soap",

"version": "builtin",

"configuration™: {
"mapping_rules”: [

{

"pattern”: "http://example.com/soap#request”,
"metric_system_name": "soap",
"delta": 1

}
]
}
}

BRNAEEREIFE, 5% XHEHH 3scale API EIE #39 OIRRIGHE,

4.1.32. TLS & imiE 4k

f&Bh TLS B imiEHEIESRER, APlcast SEfE TLS #BF, HRE\EELAKIERFiRIEH, BEHEEEH
ENA(CA) AL PIRIE B EBBIES, IMRIEF SN, EREKELE, BFSLEH R,

& PR E] APlcast BUZGEIE R RMEZ FIRIEH, APlcast IRIERISECEIIEE N ERPIRHAVIES
BIESIME, APlcast BRI LIBCE WA BESHNE FiniES, LUEEED Bl ERE.

%iE APlcast LLER TLS B imik 558Uk
APlcast EERE WX LE TLS, RIBUTSHEE H T 1E APlcast EIREHIE Frimil $5 56 UE SR,

BB F] 3scale &, W IIERFAABTRE TN,

%@ APlcast LA{ FASERE
E B APlcast I EBEIE HAXLE TLS, 15IRBUTSHIRE -

. IBEBEERENS NS FHEE APlcast BFREE, #0{#H OpenShift iR ERE APlcast A ,
F=H APlcast BREIENIBE, RN APlcast ELHIEEEZHHE, FHREG—LEIFH
FAFEANMX,

2. NATFIXE®, BALUERRBERFNEFINMEURK -param FRERY lazy MNEEsRIEATINH,
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#designating-methods-and-adding-metrics-for-capturing-usage-details_methods-and-metrics-for-products-and-backends
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_3scale/installing-apicast#deploying-apicast-using-the-openshift-template

Red Hat 3scale APl Management 2.14 &= API B%

$ oc new-app -f https://raw.githubusercontent.com/3scale/3scale-amp-openshift-
templates/master/apicast-gateway/apicast.yml --param CONFIGURATION_LOADER=lazy --
param DEPLOYMENT_ENVIRONMENT=staging --param CONFIGURATION_CACHE=0

3 ERIEBRATFIUXBE/, H4, XFEERE, ELMERIUEP A NRMEAIIES,
4. {EMH TLS IEH A% Secret

I $ oc create secret tls apicast-tls --cert=ca/certs/server.crt --key=ca/keys/server.key
5. 1E APIcast BRZ H#E# Secret

$ oc set volume dc/apicast --add --name=certificates --mount-path=/var/run/secrets/apicast --
secret-name=apicast-tls

6. ¥ APlcast BB NN HTTPS FFIA(IF RO 8443

$ oc set env dc/apicast APICAST_HTTPS_PORT=8443
APICAST_HTTPS_CERTIFICATE=/var/run/secrets/apicast/tls.crt
APICAST_HTTPS_CERTIFICATE_KEY=/var/run/secrets/apicast/tls.key

7. TERRSSH /AT 8443

$ oc patch service apicast -p '{"spec":{"ports":
[{"name":"httpsproxy","port":8443,"protocol":"TCP"}]}}'

8. MHFRBRIARS

I $ oc delete route api-apicast-staging

9. ¥% apicast fRS51E NEEHR AT

staging.$WILDCARD_DOMAIN

p= Y=
ﬁ MEFANED API SN API NEERHEEX—F,

10. BITTE SR RFHIETE [Your_user_key], WIEZAFREMMXZEER TFHEEESRT.

I $ oc create route passthrough --service=apicast --port=https --hostname=api-3scale-apicast-

N

curl https://api-3scale-apicast-staging. $WILDCARD_DOMAIN?user_key=[Your_user_key] -v
--cacert ca/certs/ca.crt

TERIREE P ECIE TLS B/ Uik I IE

EEFRKREDRE TLS BIHRIEPIIE, BEE 3scale B RERE, A, BEEFEHE TLS B iHIEPE
IFSRI&BCE APlcast,

1. B TLS B imiE P RIERESRINEEE APl B, 153808 3scale API B[ | h =2 SRS AR
MEF IR, AREIEFE TLS B ImIEPRIE,
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2. Bl TLS B imibHauiE s,

3. HEERIZKES, %5 Enabled Ei%4E,

4. BERNMERRBEHE, JHHGNS + K.

5. EEESLE - BEGIN CERTIFICATE----- A =meme END CERTIFICATE----- BIIEF,

6. M TLS & imik BIIEXES API /5, i Update Policy,

o EELURMBEIMNE + EIMRAIMESIES,

o IRINEILUEIT B £ FEELEERFASIER,
ZHREFEMEWER, 15K Update Policy Chain,
FAUE TLS & P imuE Bk sRIg R ZhEE

EBIUFE TLS B it PRI RIEBIThRE, BEE 3scale B RERE, A, BEEMHE TLS B iHIEPIS
IFSRI&BCE APlcast,

el LOES 7E SRR 1ERE [Your_user_key] 35%6E S FROSRER,

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN\?user_key\=[Your_user_key] -v --
cacert ca/certs/ca.crt --cert ca/certs/client.crt --key ca/keys/client.key

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN\?user_key\=[Your_user_key] -v --
cacert ca/certs/ca.crt --cert ca/certs/server.crt --key ca/keys/server.key

curl https://api-3scale-apicast-staging.$WILDCARD_DOMAIN\?user_key\=[Your_user_key] -v --
cacert ca/certs/ca.crt

MB & BRI

EMBEZHRHMBRIES, BFEE 3scale FXERE. BFBMEA TLS T/ imiEPHITIEEREKIZE APlcast,
FHREEIE REEHRERE TLS B/ miE B IERE T RmB e & H,

1. Hdi TLS B imik ik 88,

2. EMBEHEHRMBRIES, FHad x B,

3. MRIEFE, =i Update Policy,
ZREFMMEY, 1E R Update Policy Chain,

BXRERILETNESER, HSH LIEIAIERS,

41.33. TLS &1t
ATREERCHERZD(TLS) A ILRBMER : MERPBRES. BB, IEMSTHmR.
f&Bf TLS Termination 58B&, &7 LUS APlcast BR& W HEA API 52 TLS 153K, MELHENFFAE API{E

FEANIEF, APlcast EEI 5 & imBEEg A ENECE X E ; EIt, APlcast FBREHBIES, FE
TLS 1k, RS TRERSIF :
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o TFREERIEER.
o EFREEXHRIF.
BOIAERT, ZRERHEPS A RS,

ERIBHE hECE TLS &1k
ATNETEEREPEE TLS R IERSERZMGEMESE, UREHRBIE(PEMBRAIER, fREM

2:
o FAFZRMIIET,
e PEM H&HHIARSSERIE T,
e PEM HBRXAIIEHFLAH,
RIBUT SR -

1 BN TLS USRS INENER API h, 1E1RER 5 AR SRES AR S IRIBME, REIEFE TLS
K1k,

N

. B TLS 20k SR,

=EO %R, %% Enabled E%4E,

w

. EEN TLSIERRMEISKES, "THASINS + Kk

i

ul

. EFIERR
o BUAEE BRARUEH, LEXLEIES -
o PEMABRMIEHRIH : Rili Browse FEHEM L%,
o PEMABRMIES : =i Browse RiLiFHfl L%,
o SEAMHRGMIIES - EFEHIEEXLIEPIRE
o IEPHIEE
o UEPPINEEE
6. ff TLS Termination iX&5E API [, Hii Update Policy,
FH
o EWELURMBEINE + FIMRARIMEZIES,
o EAELURIT B £ FERLREHASIULH,
ZREFMMEY, 1E R Update Policy Chain,

BIE TLS &L SRB&AIThEE
fRIAA 3scale BSREUE, BAAIEER TLS Termination SRIEEZE T APlcast,

IIRERBE AT AT &S, MR LA ST

I curl “${public_URL}:${port}/?user_key=${user_key}" --cacert ${path_to_certificate}/ca.pem -v
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+H

® public_URL
HHEAHER URL,

® port
WA=

® user_key

SR THHEIERA F B,

® path_to_certificate

X HRG B CAIEHRIERE,

M TLS 2k il BRST 4
AT T M TLS 4 1SR AR BRIE S AN B SIS RIS I,

o REE 3scale B RXER,

o EMFBRFIUEFRMEIKEEAH, FERMEM TLS Termination ZREFECE APlcast,
JHIBRUET

1 i TLS &Ik HEE,

2. EMIBRERMBEH, EHE x BT,

3. MBRIEFE, =i Update Policy,

ZRFEMEY, E=Rif Update Policy Chain,

4.1.34. Upstream

W)L Upstream $RBE, &0 LUEF IENIFRA R RABHT EVIE KIRL, FEAEERKX URL E LB L
URL & AR EH URL,

a0 -

B regex /foo BI5EE, URL FE& newexample.com &% URL https:/www.example.com/foo/123/ &
#y newexample.com

RERHESE -
Bt fed {E R ?
regex regex BHERFEIEE BERE . FRE, il 2

EHFSHRERERT 22— MERHNENRERX
i} Upstream SRBEEER 8%
B IENFRIA R,

65



Red Hat 3scale APl Management 2.14 E API [%

Eht Wi fE A 2
url AU B, EELE  RERR : AE, BE OB
PLERIT e i R R X RAEH URL

URL. &%
B, Upstream FEBEAE
AEIXAD URL @S

o

SRBEXT Rl

{

"name": "upstream"”,

"version": "builtin",

"configuration™: {
"rules": [

{

"regex": "Mv1/.*",
"url": "https://api-v1.example.com",

}
]
}
}

BRNAEERREIFE, §5E XHEHH 3scale API EIE #39 OIRRIGHE,

4.1.35. EiER

Upstream Connection SREE R VFE BN API BXLA T SHEIME, EARBURTFIETE 3scale LD
B API [FiRAR 52V AR ¢

® proxy_connect_timeout

® proxy_send_timeout

e proxy read_timeout
BCiE LifF i oRES -

o WA RINIR] 3scale ik,

=

o EBFEEFFHAMATETH,
RIBUT S IIRIF -

1. EJF Upstream Connection SRR INENEB API B, i5#REB 3scale AP| BB |/ ih 5 R
AR S IR, SRIEEFE Upstream Connections

2. B Upstream Connection ¥,

3. BESRZKEE, % Enabled E1%1E,
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4. EES iR

e send_timeout
e connect_timeout
e read_timeout
5. H&FEH Upstream Connection % i& API &, = Update Policy,

ZHREFMEMWER, 15K Update Policy Chain,

4.1.36. Upstream Mutual TLS

{8 Upstream Mutual TLS ZRB&, &7 URIEES & % BRYIE T 1E APlcast F1_LiiF API 2 RIS FH 55 1E
mutual TLS i##,

AR verify FE& G, REGAREUERE LifF API BIARZ5 881, ca_certificates @& Privacy Enhanced

Mail(PEM)A B IES, SIF ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- APIcast
e R IER S 25

IR A verify £E%, FHEE ca_certificates KX IE _Eiff API B9IEH, MREEE A
verify FE&, NIRK7E L API 0 APIcast IET,

SIERIRHEPECE LA TLS, EHREERNN R 3scale REE,

1. EJ¥ Upstream Mutual TLS $EBERINEIEAY APl 1, 5IR88 3scale AP| BB |/ b5 R
AR IR, REERE Upstream Mutual TLS,

2. B Upstream Mutual TLS §##%,
3. BE/FAZEK, 1LH Enabled Ei%1E,
4, EFE AR

® path
IMREETEUEPRIEE, 0 OpenShift £ KBIEFHHIEERE,

® embedded
MREFAE=ZFERBIET, @ IR R G EFUET,

5. 1E Certificate /1, 1BER " imikH.

6. 7E Certificate key FI5EHEH,

7. {8 Upstream Mutual TLS % &5 APl [&, = Update Policy Chain,
HeHIRAY TR -

1. # A [Your_product] page > Integration > Configuration

2. 1E APIcast Configuration T, mili Promote v# to Staging APIcast,

Vit RRERANELERRE S,
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RERRCE
A OpenShift #1 Kubernetes secret BJIE B ERE, T :

{

"name": "apicast.policy.upstream_mtls",
"configuration™: {
"certificate": "/secrets/client.cer”,
"certificate_type": "path”,
"certificate_key": "/secrets/client.key",
"certificate_key_type": "path”

}
}
AXEE
XF http FREF X ERFERAUTERE :
{

"name": "apicast.policy.upstream_mtls",
"configuration™: {
"certificate_type": "embedded",
"certificate_key_type": "embedded",
"certificate": "data:application/pkix-cert;name=client.cer;base64, X XXXXXXXXXX",
"certificate_key": "data:application/x-iwork-keynote-sffkey;name=client.key;base64, X X X XXXXX"

}
}

&% Upstream Mutual TLS B E M E& ca_certificates #1 verify, FHISEIBEER B9iFH,

HhF=Fm

Upstream mutual TLS %B&{S7E = APICAST PROXY HTTPS_CERTIFICATE_KEY
APICAST_PROXY_HTTPS_CERTIFICATE 58 1H, CHEMEKABMITS, EitXLIiEsgr
SRER,

4.1.37. URL Rewriting

URL EBEBEAFEERETKNE RN ENFEHS,

5 3scale APlcast SREE4ESF AR, MNRIERBBHEDI APlcast TREEZ BINE URL EE KL, APlcast B
EHERING N B EME TR ER 1R, INRTE APlcast 85 F#) APlcast IFIE T URL EEHREE, IIBREHINIE N B
B RIBRER,

R LU T AHRE -

® commands

EN AN BIRRESHRIBEE.

® query_args_commands

ENANGSIR, BTEFFKRNENFRE,

EEREMNGS
LAFZ commands FIRAEINMESHEESE, HPEHE

® op
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% 4 3 APICAST FBg

BN AERE, TRAETERE : sub 1 gsub, sub REMNREEEMNENRARERE -
ICEC, gsub RIFSEATARBUEH NEIRENENRER, 1HSHHHEX sub F gsub RIEH
XA,

regex

LA Perl WIENIFRIAR,

replace

P ES I {5 A B B P RE 2R

options
XL, & X AMEITHIT regex IRECHILETT, B XA ALETEENE, 1HEE OpenResty Lua &
BRI B SRS ngx.re.match E84,

break
XRAER, YEAEEELEN true i, MMRGBHIEFWEZ URL, SNENAMRE—,
FHAKRFPMFRA posterior A EF

SEEHRNFHEMNGED
LA 2 query_args_commands JIXRFP BN EHU T2 HMMEEES :

Nl

op
ENRABERNSEAREE, JRAMRETINT

o add
WIES BN —ME,

o set

2 arg WIRFZARE) , HFERENEREE,

o push
Bl arg (MMFEFIXE) , FERENRINE,

o delete

B arge

arg

BRIFRTN AN E IS BT,

value
BEATERNSHMNME, S FERE liquid", ENZHFMA {{ variable_from_context }} #&=X, *F
F delete &/, FEEZ(H,

value_type
XBEER, EXAMATHEEINSEE, TG plain  (4EXXA) = liquid (BT Liquid &
]R) » BHERIESH HE 517 ERBPERLEMLIESR . MREHEE, NBIAERE

A"plain",

URL EERISECEMT :

{

"name": "url_rewriting",
"version": "builtin",
"configuration™: {
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"query_args_commands": [
{
llopll: "add"’
"arg": "addarg",
"value_type": "plain”,
"value": "addvalue"

f—

’

—_—

"op": "delete",

"arg": "user_key",
"value_type": "plain”,
"value": "any"

f—

)

—_—

"op": "push”,

"arg": "pusharg",
"value_type": "plain”,
"value": "pushvalue"

——

)

—_—

"op": "set",

"arg": "setarg",
"value_type": "plain”,
"value": "setvalue"

}
1,
"commands": |
{
llopll: "Sub",

"regex": "Napi/vV\d+/",
"replace": "/internal/",
"options": "i"
}
]
}

&% B APlcast FIREAIE K URI :

https://api.example.com/api/v1/products/123/details?
user_key=abc123secret&pusharg=first&setarg=original

N URL EE G APlcast &% E API fFimH URI :

https://api-backend.example.com/internal/products/123/details?
pusharg=first&pusharg=pushvalue&setarg=setvalue

2R3 AT R L
. FFERE /apiivl/ TREE—MERRESHMS, ©HF /internal/ &,
2. BB user_key EiHSHL,
3. {H pushvalue £y pusharg i) E B AME RN,

4. EiHBH setarg B9 original {HEH HELBM(E setvalue,
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5. #p4 add REHNA, FHNERE URL FAREFEENSH addarg.

BRNAEERREIFE, §5E AR 3scale API EIE #39 CIRRIHE,

4.1.38. fFd Captures E5 URL
URL EERIZE URL EERIBERIEEE, RIVFER APHEKREZH% AP BinAIEE APl iH KA URL,
URL f§f Captures 5§23 URL IS HE, HEEE URL FERHEE,

% RIE S 5 transformations BECES#, X2 — N RIIK, B FHBFELEELLS BEER URL, &
N FEET R BN B :

e match_rule
NS £ AiEK URL ITEE, ©RLLEE {nameOfArgument} IR B S ; XLESEATLL
EEE URL F{#M, ¥ URL 5 match_rule #1THbE:, ENIENFRIEAR, EEIEESHBEYD
MARABELLTFR (£ PCRE regex RimER) 1 [W-.~%!1$&'()*,;=@:]. BTLLTE match_rule 3%
AP EREM regex ThE, 0 AKRRFRFEL, $RRFFERE.

o iR
EAEERYE URL BJ URL iR ; E R LUER match_rule HBIEESH,

B4 URL &S5 template FiEEN E NS A FH,
il
5 Captures SRB&HY URL ESEEWT :

{

"name": "rewrite_url_captures”,
"version": "builtin",
"configuration™: {
"transformations": |
{
"match_rule": "/api/v1/products/{productld}/details",
"template": "/internal/products/details?id={productld}&extraparam=anyvalue"
}
]
}
}

&% E APIcast BIR#AIE K URI
I https://api.example.com/api/v1/products/123/details?user_key=abc123secret
KA URL EE 5 APlcast & 3%E| AP| [5IRHT URI

https://api-backend.example.com/internal/products/details?
user_key=abc123secret&extraparam=anyvalue&id=123

4.1.39. Websocket

Websocket SEB& 5 Fl WebSocket PhGEREEER] £l AP, SNREITXIE FH WebSocket thiX, iEZEILT
JLe=
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® WebSocket YR JSON Web 45 hE,
® WebSocket MY AR AIFEAMNBITRK
e WebSocket il FEF HTTP/2 1t
X FEET WebSocket iEEMIZA E Lifs API, ERTLUSH EIHE M http[s] =% ws[s].

INRIBIERBEEERRIT Websocket TREE, 1R Websocket ZRE&TE 3scale APlcast SRB& 2 Bil,

4.2. 3SCALE AP| EIEr A SRS T O SR BE B
SFEAN AP @, BRI LUEERIRHE, RESHEHUTLATERE ¢
o 1% APlcast & Fif KB REE,
o JXLRIRIRHEEE R
® RTE APlcast b FASRB&RYIE
EEMEPIEBEEFRIE, T A2 APlcast BRI IFSRBE N A E API SE TR E 1E K,

4.2.1. APlcast NGINX [T E& a0/ 4 38 3scale API &I SREE

3scale APl X5k APlcast i NGINX fXEE Web AR Z525 0 FATRES, 2 APlcast IKEIRE API EREBIE
KES, APlcast APlcast &1E— %5 NGINX P ER b EBiE K, 1EED NGINX BYERHR, APlcast AILLE T R
FRIX LE SRR SRAE TR IR BRI 3K

o Lii5 API SRERHEFRAIIRER, SREQHERRIEMIIIFTIZR, BINERT, LifAPIHKRIRHEES
3scale APIcast 5kB&, API RN EEI1E 3scale MBI RIEEEHRINSREE, APlcast 5 Lifs API 3R
BEEE R B SRBE N BB BIUL £ B EifF API BY API & 1E K,

o Ik 3scale RIEHEHHIRE, AP AN EEAILUXE 3scale INEL E X BH L HHRILEE,
APlcast £ B RIEHE P BOKRIE N A EIFRE APISETRETE K,

SNSRA—RESAL T £ API SREREEFI £ RRBZHED, I _EiFF AP SRIGHEPRRIRECE BB LN

1E APlcast TR NGINX T ERFREMANIRFS, APlcast &ML APl £ %i5K, Hk, JT7LMRE
BT H, SHEERE NGINX MR EBERMIGRE, E e LUES AP FEREIEK,

NGINX Bt B B B #0 4t ek

% APlcast M API S FZEWE RS, APlcast &ilid 7 L API BISRESHER] £ /5 SREGHE A Ny A SRAE SR AL
HiEK, B 3scale RIEE L—1MHZ N INEE, APlcast TE—R5 NGINX [ E&HATEREEThRE, TEBY
B, NGINXZTRTM RIS E LBEMTIEE, HEZNBRIBENIT, TRIL T217RIEINEEK
NGINX [T B, #AED NGINX BT ER (FEIXNRAUEEIIH) AT R 2RI HE o SR8 i 7 B 40 22,

NGINX BfrEx (3%|inFHE A B sp a4 B ek

i)
rewrite ZATIESUE K B Fr URI BO{ERIThEE,
access BITIUER PRI AL LLUL B R B9EAIThEE,
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NGINX BfrEx (3%liniFHE A B fp a4 B e ek

)

content ERELEET L AP BIE RN S,

NGINX 7£ content [T EX{ S FH— P ERBg, INRFIKIREER LS NRISEIERKAR
NGINX £i21T, NN AP RELNREE, X—RIEEEE, RIVREN
3scale APIcast FRIRIAAXIE R b, ©EEE ND MERLE NGINX,

540, 3scale APlcast RB&H Upstream SREEER S EHTIE R, LUEE Ll APl B9E&
&, NGINX £ content [/} EX4MEiX L5THEE, #N5R 3scale APlcast SRB&TE
Upstream kB& 28, I NGINX {# L AP| BB B S H B E R MEMEHREHIE
Ko IR Upstream 5RBE7E 3scale APlcast SRB& 2 H1, NGING =it Upstream
RIEFRAR, HBELTETINT, NGINX RIEEITERPHEN thE R Lz API B8R,

balancer BT T &R,

header_filter IZAT AL ERIE SR IRL BRI Zh B,

body filter IZATALIRIE K IE XBIERITNEE,

post_action 7E£ NGINX B 21777 1 [E X B BE R TR AL BB 15 SR Th RE
log ERBXRERHAERER,

metrics %F M Prometheus i s B I R (] BB HAT 1R 1

HAT R ZZRBBIN R 229 NGINX [ E& Rl -
o X APlcast JBBhAf, NGINX #1475 init i E% REXRIAESS.
e 4 APlcast worker [BBIEY, NGINX #1475 init_worker [t R X EXBIESS,
o I APlcast X1k HTTPS 8K, NGINX #1475 ssl_certificate [ B K EXBIE S,

NGINX ;z2 1T 5RB&ThRE R
API| LN BRI LUTE 3scale I mERIN— N % NRIE K R RIETE, T MRS, NGINX M EBARLETs
EEZI R HITRERR SRR, BN ERINAEIEE APlcast TE— NGINX [ E& A o 40 el B e E ERA 1T T,
40, 7£ header filter FTE&®, GINX F215%E header filter LA R ATBENHE KRiT-LiREMITHEE, EED
FrERH, NGINX %2 RB&HEpY)IfE (- 48 X ThAE,
KBS AT LLETT context M RHEAZEIE, KREE 0 LULENFE BN ERHY context KT R,
NGINX HUTERIEIHEERIITFEUR T UL TRE -

o RIEHEHEIEMAIE

o [hIRRFERBSINAERY NGINX [k
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BRI T, BB AIEERBEEIINE, RN ARG RSRIERBEFAMEMARAE,
THEERT NGINX R8T =5,

. Function
NGINX processes requests in phases in this order
'
Order of .
policiesin a rewrite access content balancer Other
policy chain phases
NGINX - . . P
execution 0 " A =
starts here / \ / \ v
\ () ] \ 1
; i i : |
1 1 1 1 1
H i H 1 |
1 i i
- 1 1 0
Policy A : : Q @ :
H 1 i 1 |
1 1 1 1
1 1 1
i i |
f 1

@

\ | v
\ I

\ J ' / NGINX

A . s - execution

ends here

Policy B @

ELEEHR, FIEASFRBEFRNE—D, BE, NGX BEEEK B R BENTIEE, ENZERHES
NGINX B9 —FE&xtE %, Bl rewrite [ E%.

WEZE—NDEREE A, TALUTINEEHRIE B B/~ M oRBgHE
o XKy AIEE :
o {f access [TEZ1T NGINX BIZhEE A1
o NGINX 7£ header_filter [/} FXiZ1THITHAE A2
o XK BIE:
o NGINX 7£ rewrite ' EXZ21THIThEE B1
o NGINX 7£ header_filter [/} FXiZ1THITHAE B2

THEERT NGINX 217%™ mBI RIS BRI F o
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. Function
NGINX processes requests in phases in this order
'
Order of .
policies in a rewrite access content balancer header_ Other
policy chain filter phases
NGINX . . . . .
execution , \ P . , . . . ; ~
starts here 7 A § 5 I 5 j 5 4 \
\ | | ' 1 1 1 1 1 i !
] Ll 1 1 1 1 1 ]
] Ll 1 1 1 1 1 ]
I i [} 1 1 1 [ 1 i
I I [} 1 1 1 [ 1 i
C i : H H i H i : :
Policy A | Q| : : : o ®
Il ] (] 1 1 1 1 1
| ' [ I 1 1 1 1 1 1
1 ] 1 (] 1 1 1 1 1 1
I ! 1 [ 1 1 1 1 1 [
1 ' | ] ] i i i i ]
) ' | ] ] i i i i ]
: i | ; i i i i : H
Policy B ® | : : R = B ,
. i i : H H i H !
i [ i ' ' ' ' ' |
: : : : | ' : :
; : . : : : : . : ; v
\ / \ / \ \ \ NGINX
el et S N et et execution
ends here
v

L APlcast WEIXT L= S A FFRY _E3FE API B9 [R]1E KT, APlcast &1 = MR HZ21Toh8E, WT
SRR

NGINX BrEx (3ZIBFEHES) NGINX fE i Bz 1T HITh e

rewrite iZ17 B J rewrite M EX 8 ERIE B1,

access Z1TEE A1 1% 3REE A O access [ ERIEE.

content TRB& A FITRBE B 15 £ 7 balancer [ EXHUTHITHAE.,

balancer TRB& A FITRBE B 15 £ 7E balancer [ EXHUTHITHEE.,

header_filter REREEIEEIRER A, REIBERK B, AL, WMEZITEEA2, K
header_filter [ X5 ERIE A, REIZ1TEE B2, 7y header_filter [ E%
B EKREK B,

body_filter SREX A FIZRER B B EFL X ERIITHITHAE,

post_action TBg A FNZERSE B 18 EIEX AN ERIUTHIThBE,

log SREX A FIZRER B B EL X ERIATHIZAE,

EARBIH, KB A KFERIEEED, (BRI B PHTIEER NGINX ZITHIE—PIhEE. X2E )y, XK B
157 rewrite [T B¢ H NGINX 2892088 B1, XTEHEEHERZ AT,

BE—AIF, HEEILRREE

1. URL Rewriting
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2. 3scale APlcast (D ER4AFRAET™ mEIERIAKER)
URL Rewriting SRBEIEEIE KM BT E& R, APlcast 7£ rewrite [/TE%iZ21T URL Rewriting Z18E, 3scale
APIcast SRB&E Y. T APlcast £ rewrite [T EXi21TBIZNEE, LAK APlcast E=NEMNERZ1THITIRE,

URL Rewriting ZRB& 28—, 3scale APlcast SREEGHNIBLST Z|EERERER, W3R 3scale APlcast
RB&EEEE—, URL Rewriting RIEEHE 1, Il 3scale APlcast SEB&{FHLINIBR &1 B R 1A RR 2

Hh iR
® =17 3scale AP BB IR A SKBEIHRER NGINX B E&

® 3scale API BRI AR EE 1R NGINX [ EX

4.2.2. 1T 3scale AP| EIBEIF| ] P BB IR b
1ETX 3scale B[ | M BREEHE, E7 APlcast XER B —E 9D,

iy =

1. B3K 3scale,

2. SMEIRE W HEERIBHEN AP * S,

3. 1E [your_product_name] > Integration > Policies®, = Add policy,
4. 1f Policy Chain 8849 F, STk KRR EHHEF SR HE HRITRES,
5. i Update Policy Chain LURTZSRBEHE,

BEES IR

EEEFNEN SFRERS, 5—1NEE, RREEERBERAE APIcast B Configuration 2025, fF5k
B 55 B HTIR F Bl Staging APlcast, FHiIRIBEFENXEH., WIAFHITNE, FEHIEFHE Production
APlcast, 15 APICAST _CONFIGURATION CACHE IfMEZERE N —1MATE (BAME) HEE
(BRINME) , ] APlcast fE B HMIEE FE XML

4.2.3. 7 JSON BE &4 /32 3scale AP| EIERBREE
INREF APlcast BIREEZRE, Eal LI — JSON BE & ST 16 4 2R 80 SRBR £%,

JSON B 4K HE S E— PR TE RAKM JSON #14H :
WA id [HH services IR, FATIEEREIERMA SN BENRS .

proxy xR, HEHEE policy_chain X RHFEN R,

policy_chain X%, HAaSEE LRBHENIE,

HIRH policy X5, FATiEERIEFAERIEFTEH name F1 configuration £31E

LUF 2 B %E L 5Ekg sample_policy_1 #1 AP W& ARES token_introspection HIZRE& HE /R

{

"services":[

{
"id":1,
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&5 4 & APICAST B8

"proxy":{
"policy_chain";[
{
"name":"sample_policy_1", "version": "1.0",
"configuration™:{
"sample_config_param_1":["value_1"],
"sample_config_param_2"["value_2"]
}
},
{
"name": "token_introspection”, "version": "builtin"
"configuration™: {
introspection_url:["https://tokenauthorityexample.com"],
client_id:["exampleName"],
client_secret:["'secretexamplekey123"]

’

"name": "apicast”, "version": "builtin",

A SRR/ 8 2 N E RS apicast, TEERI&HEHKE apicast RIS NIRRT 1.,

4.2.4. 7217 3scale API BRI ERIEIIRER NGINX [ E%

TRIME THAERIBIEE NGINX T, AT E L NGINX EZM ERFIZITHITNEE. RIRER NGINX /72
BN 51 T B

RERHER 2R EM B NGINX RS D RES. EXFERT, BAEREDRIREIF 242 AP E
REVGR SRR RVIERBINTF. RUAFRIFZ RS,

NGINX FirEx (3liFHE51) T XA BT B A ER BT RERT P AE SRS

rewrite 3scale APIcast
3scale Referrer
Anonymous Access
Echo
Header Modification
NGINX Filter
SOAP
Upstream
URL Rewriting
URL Rewriting with Captures
Websocket
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NGINX BBt (3liFHE51) TEIEX AW B A ER R Th BE ROt SR

access 3scale APIcast
3scale Batcher
Camel Proxy
Content Cache
Edge Limiting
IP Check
JWT Claim Check
RH-SSO/Keycloak Role Check
Maintenance Mode
OAuth 2.0 Mutual TLS Client Authentication
OAuth 2.0 Token R&
Rate Limit Headers
Response/Request Content Limits
Routing
TLS Client Certificate Validation
Upstream

content 3scale APIcast
Liquid Context Debug
Rate Limit Headers
Routing
Upstream

balancer Upstream Mutual TLS

header _filter CORS iFkAhE
PRk
Wi R / 1 3K P PR
HTTP Response Code Overwrite

body filter N R /1 K A2 BR
post_action 3scale APIcast
BE 5
log INGBRH
B&
Hith BTR

® APlcast NGINX fTE&#a0{al 4018 3scale API EIRTREE

® 3scale AP BRI AR EEA 1M NGINX [ EX

4.2.5. 3scale API EIEFRERIEAIEE S 189 NGINX [ B

TRIH T IR RIZITIZRIEThEE S TIAERY NGINX I ER ST ER, L RIE SRR EE P ERABERE R
B%, N _Eis APl £ B EHARIE K,
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PrAESRRS

&5 4 & APICAST B8

3scale APIcast

Anonymous Access (E£&ifin])

3scale Auth &%

3scale Batcher

3scale Referrer

Camel Service

S oREE

CORS iF3KAM

B EhR

Echo

AR

kg

HTTP MR &S

P&

JWT BREE

Liquid Context Debug

Btk

Y

NGINX Filter

IBTTEREBThEERY NGINX it Bt
Init

5F

VilA]

AE

post_action

APlcast §$ 3scale APlcast SERE N B EIRT A iH K,

rewrite

TERIEHER, IERBRMIMIEL R AE.

access

rewrite

access

TERIEHER, IERBRMIMBEL R AE.

access

header _filter

post_action

rewrite

access
log

rewrite
header _filter

header _filter

access

access

content

log

access

rewrite
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PrAESRRS

OAuth 2.0 @M TLS & im &35 1E

OAuth 2.0 £ ERE

RERAR S5

EERBIbRL

Wil /1 3R A A BRI

Retry

RH-SSO/Keycloak fi fafe &

piealid

SOAP

TLS &/ umib 38k

TLS#1k

Upstream

Ll

Upstream Mutual TLS

URL Rewriting

85/ Captures 5 URL

Websocket

Hith BHR

IBITRIETRERY NGINX Fi Bk
access
access

TERIEHER, IERBGMIMIEL R AE,

access +content

access
header _filter
body _filter

TERIEHER, HERBEMIMBEL R AE.

access

vl
RE

rewrite

access

ssl_certificate

5F

V]

AE

TESRBRHER, HRISIMETLRAE.
balancer

rewrite

rewrite

rewrite

® APlcast NGINX fTE&#0{al 4038 3scale API EIR2REE

® =17 3scale API BB IR AKIEIHRERT NGINX B E&
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% 4 3 APICAST FBg

4.3. 8 APl BT IB SRR BE

TSR BE R E IR RN, AT LUMERIK B API, MAEMA 3scale BRI/, ERAKFAEE AP (Fh
API) , fREI ARSI APURERNIEREEHE, EELURIN. WER. EFHFIEREE, [HEN IR
A —Atws, ¥4 Proxy Policies Chain Update , {8 Proxy Policies Chain Update ImsifiF3 API :

I PUT /admin/api/services/{service_id}/proxy/policies.json

X1 R B9V B TETE K IE XL &S access_token # policies_config 241, policies_config request
body ¥V 1% 2 URL JRfZH JSON #1140, $HHPME N THRAR—NRIBEE,

Proxy Policies Chain Update Ui s iR Bl BB #TRIRIRIRIEHE, THBVEIA = F IR,

EHEERIREE, 1Bk EE AP FERUT GET i :
I GET /admin/api/services/{service_id}/proxy/policies.json
GET i A7~ Sl 8 it

{
"policies_config": [
{
"name": "cors",
"version": "builtin",
"configuration™: {
"allow_headers": [],
"allow_methods": [
"GET"
1,
"allow_origin": "https://example.com"”,
"allow_credentials": true
b
"enabled": true
2
{
"name": "apicast”,
"version": "builtin",
"configuration™: {},
"enabled": true
}
]
}

TERIEM JSON MR A, policy_config BMEMAM N EHE—MNE, KFRFHA Proxy Policies Chain
Update i 5B policies_config S MITIER(E.

4.3.1. 6 curl S5 EHTRERHE

T REGERT AR curl 5 jg TESLEMBEHFRIERIKEE, N5/ E
{admin_portal_url}. {service_id} # {access_token} & H{ KT ERIE,

4.3.1.1. 1F curl iEk 24 policies_config AKX
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iy =
1. REX H ATBYSRBEEE -

$ curl -s "{admin_portal_url}/admin/api/services/{service_id}/proxy/policies.json?
access_token={access_token}" | jq ".policies_config' -c

o -s IS A silent" &R, LUIHIAE T 15 RITN B HIH.

ijq '-policies_config' MR ) policies_config JSON &+ 1REX
RBSHERAH,

jo TRE -c UL R EERATH, ER%1T,

%o niRE—NERIgHE B2~ CORS #1 APIcast SRE&EMHR, #iliN :

[{"'name™:"cors","version":"builtin","configuration":{"allow_headers":
[1,"allow_methods":
["GET","POST","PUT"],"allow_origin":"https://example.com"”,"allow_credentials":true}

, ‘enabled":true},{"name":"apicast","version":"builtin","configuration":
{},"enabled":true}]

WA, MR ERHEF RIS RS, NEFHHEE,

EHTRIREE,

HLULTF curl dp5Rflsh, CORS SREESMBERHER, BRI LI SRS T H AR,

$ curl -X PUT "{admin_portal_url}/admin/api/services/{service_id}/proxy/policies.json"
-d 'access_token={access_token} -d 'policies_config=

[{"name":"apicast”,"version":"builtin","configuration":{},"enabled":true}]’

4.3.1.2. M\3CF124E policies_config IA

it =

AR RAF RIS -
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I curl -s "{admin_portal_url}/admin/api/services/{service_id}/proxy/policies.json?

access_token={access_token}" | jq '.policies_config' > policies_config.json
2.

B RPN, MRS EF B SRBE k% policies_config.json X RRRREE, HE
HNHEE,

BHTRISHE -

$ curl -X PUT "{admin_portal_url}/admin/api/services/{service_id}/proxy/policies.json"
-d 'access_token={access_token}' --data-urlencode
policies_config@policies_config.json

4.4. HE X 3SCALE APl E¥ APICAST =Kk

BCiE B E SURIELUE N APlcast 19, &%, EX— 1 5RE&HEKACE APlcast 5REg, SIFEMBE L
5RBE ; RS, TIRESEEARINE APlcast,

k

N
p o
;

gl

G

21¥8 3scale {24t T —F#EINE ESCRIEMITTE, BRI A E KK,

APIcast BB E X REEEURA T EH 3scale SREMALE :

B E SCRAMELXE: APlcast BEEEMERE : OpenShift L APIcast MIIEREHNE
b5 E APIcast,

BT EF A E R IE APlcast &,

g

H
[=]

tDE R - K E TSRS, AN IEAI R,
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4.4.1. %F 3scale APl ¥ APIcast ZPEMN B E L EIE

ERILISE2 0 B % L APlcast $RB&, sNIEWIRAERE.

BB A E R, EoTBUTRE

RBEH Lua "5,

SR AETE, I BRI SHB 5,

SRBG TN R RIS HE th M BGE 75 R BISE,

TEZRERMAE RN, BFRXFAESCRIBEERS,

4.4.2. £ 3scale APl ik A3\ APIcast Fhimina & KRB

EFAE X APlcast SREERINBIRGERE D, ELFHEEE AECRIEH OpenShift Hitk, FHiFH

AIMEERERE D, 3scale R4t T — N ROIFFMEE, SR LUERFERRAIRAZ A E RIS SR
HRERE

RIS & B E SCRISIIERR B X451, Uk ATRIEE& R BuildConfig Bk, AT
B o SE0RNER B E LRIREHT APlcast OpenShift Hiftk.

g

H
[=]

FJE apicast-custom-policies i, HEIERARFHEHHEEE] amp-
apicast:latest 11755, L&A LA HERESNT, apicast-staging Hl apicast-
production tEEEE N BEESIFERE. 7T B RN EERE RS HIMEM
T, EBUHIERE "Automatically start a new deployment” 5 %HE 2% F B 5hEB
E. &, NEFUEREFRNGESRAS, M amp-apicast:production,

it =
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{EF{R4E Creating a registry service account EIEMEIEIE—/ docker-registry
secret, BT :

$+ your-registry-service-account-username E#t LA 12345678|username fllEEH
A4,

#F your-registry-service-account-password i & FTEMEBEFRE, T
Token Information ETI£ T,

HNENGEGRAE TR registry.redhat.io BFiép & 22 E BIE—4 docker-registry
secret,

BITXAHEAIE docker-registry secret :

$ oc create secret docker-registry threescale-registry-auth \
--docker-server=registry.redhat.io \
--docker-username="your-registry-service-account-username" \
--docker-password="your-registry-service-account-password"

M WA R AKFEE, EAERNSURREFEREE, BRER Git FiEEThiRet
BE SRR, ft OpenShift WEIZER, IR, HTHERAHE Git FilE, BuafE
OpenShift A% EHLE.

HEAMseREFAEE, NIERSRESARINE R, FFESHEXBIEN Git F7iE1E.

B3 openshift.yml &k, ¥ilE, BEHEATSH :

#R#% BuildConfig 1Y spec.source.git.uri: https:/github.com/3scale/apicast-
example-policy.git - FEESH Git FHEEAE.

B X 5kB% BuildConfig #1#9 spec.source.images[0].paths.sourcePath: /opt/app-
root/policies/example - I example BUHEEF#EZE M policies B FRMM B E LK
R

(AJ3%) # OpenShift X REHMEFZIFE. B2, BXNBEREIE—HH. H
1 : apicast-example-policy BuildConfig g F#xX apicast-policy:example Hitk, %

85
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https://github.com/3scale/apicast-example-policy
https://github.com/3scale/apicast-example-policy.git
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BiRPE IS4 apicast-custom-policies BuildConfig F#EiR, Hit, &N 44EE,

BITLA T ap 43k 0] OpenShift A% :

I $ oc new-app -f openshift.yml --param AMP_RELEASE=2.14

NREEEEBNED, FETUTHA GRS : MIREEHT B, 71T apicast-example-
policy E# 732 M BuildConfig &#F, #l apicast-<name>-policy. FRFE—1 BT,
REPITEZI BN,

$ oc start-build apicast-example-policy
$ oc start-build apicast-custom-policies

MERAE APlcast H{&IRER amp-apicast:latest H{R A HHIER, N APlcast NFEPERF
J25), apicast-staging E/SJE, ST Integration > Policies, R mili Add Policy &I #
BB E RIE, EFEHFERER, ¥ Update Policy Chain, iR CRIRIEE &
APIcast FIEE T {F,

4.4.3. 55— OpenShift Container Platform F7INH & X kBEF 3scale APl &1

fRaT LGB MEREY OpenShift Container Platform SEMFIAINE & B E R, FEEE
&7 10El OpenShift Container Platform (OCP)_LHJ APIcast.

¥ =
1.
fFRBZINZ APlcast Ri&,
2.
INRIRZ B OpenShift TEEPEBE APlcast B, & B4 OpenShift & EHA
MR,
3.
T# 3scale 2.14 APIcast OpenShift £k,
4,

ZEUEIR, FRRIA Ei& BREHRIREEMRPIOTESEEETR.

I image: <registry>/<project>/amp-apicast:latest
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https://docs.openshift.com/container-platform/4.1/registry/registry-options.html#registry-integrated-openshift-registry_registry-options
https://docs.openshift.com/container-platform/4.1/registry/accessing-the-registry.html
https://raw.githubusercontent.com/3scale/3scale-amp-openshift-templates/2.14.0.GA/apicast-gateway/apicast.yml
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{81/ OpenShift HHREZE APlcast, HIEEEMNEE LB :

I $ oc new-app -f customizedApicast.yml

YA SCRIEAIE APlcast FHEBHHFHARNT, X4 APlcast {#HRGERER, XK
A EREER 1T, ARSI LIED RKIESIRPERILHRE, R
R SRRE B R (& A,

MEH&PIHBRE E RIS I ES APlcast B, ZERINABESIRPATMH, HILEE
BN eRmEEEED,

4.4.4. 1£ 3scale API EE A E UCREH 2SS Lua #KiHimm

RO LU ALER Lua #KIBITURINEI A % RkBg S, LUE APIcast sl LU 3scale Hif&k+%EM Lua
’?\_‘AFO

SRS TR T Al A B R SCRBE RIS B E ST JSON 24y XML, B &SGR RHIRE
xmi2lua XML f#i78s, Z@EW2EHEA Lua /E. SENRGERT ATFHEENSNEERG, BEXT
EMGERERGIIERERE B UK. EREEAAE Lua KBTI A E R, EaaHiTibRES
KL E, HE 5—1 OpenShift Container Platform H 3% B & X SEBEZ T 3scale API 1,

pa 1
JSON Bl XML B GRIBRE2RHl. EFRTRTFENE,
FeREH
[ ]
3scale HE JURBg,
[ ]
Vil 4 EB Lua &,

it =

#HASAEICRIEBEXP, Fm—ANaR5 488 Lua FERIXH,
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https://github.com/3scale-demos/apicast-json-to-xml
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XA FLAIE Roverfile, £ JSON F XML BHiE X K& RHIdh, Roverfile EHILA

%

luarocks {

group 'production’ {
module { 'xml2lua’ },
}

}

lua-rover & LuaRocks MIT@1EF. lua-rover KR L HiBiE. LuaRocks 2

Lua B4 A EEE.
2.
Fas8xE CREBME XD, H/I—A4 lua-rover HE3#,
XL FHNFTZE Roverfile.lock, £ JSON to XML B X B =HIH, Roverfile.lock &
BHREAE :
I xml2lua 1.5-2||productionbash-4.4
Roverfile 1 Roverfile.lock —i2/5 F APlcast =k 3scale 2 F2&3 IKBUKIBRE,
3.
£ L AE SRS, FmIN—1TEEE Lua Kilim, JSON to XML HE K& RH
BEX—17:
I local xml2lua = require("xml2lua")
4.
ERATHERE L KIEH Dockerfile f, &l Roverfile #1 Roverfile.lock, 3+iZ1T rover
install, JSON to XML B3 SRS RHNFLL T MEIE Dockerfile # :
COPY Roverfile .
COPY Roverfile.lock .
RUN rover install --roverfile=/opt/app-root/src/Roverfile
&89 Dockerfile RTLL{EF APIcast =% 3scale operator FiEE KL,
5.

£ B SRBEE) Makefile B, 15E M E LRBEH build Bir.
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https://github.com/3scale/lua-rover

&5 4 & APICAST B8

pisn, ¥og BRRETRERANT -

TARGET_IMAGE="apicast/json_to_xml:latest"
# |IP="http://localhost:8080"

build:

docker build . --build-arg IMAGE=registry.redhat.io/3scale-amp2/apicast-gateway-
rhel8:3scale2.14 -t $(TARGET_IMAGE)

BESR

HBEEANER Lua KBTHH A E SCRIBIH RS REBEHM B ESCRIENSTAER, thal2i, &
= ENGGHEDIFEMER, FHIT APlcast B& B RN F MR Bk,

Hin R

[
1£5—1 OpenShift Container Platform shiZinE E X KBE T 3scale APl &1

APIManager CRD Reference, APIcastSpec image S

APIcast HE X KBRS AEGSH
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#adding-custom-policies-to-3scale-in-another-openshift-container-platform
https://github.com/3scale/3scale-operator/blob/master/doc/apimanager-reference.md#apicastspec
https://github.com/3scale/apicast-operator/blob/master/doc/apicast-crd-reference.md
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28 5 & JI5RIRHES APICAST [R4SBEERK

X FER4E APlcast 38, FalLL@ g THREESCALE_CONFIG_FILE MR 25 ERE X4 HE
B BE GRIgHE, LUTFRAIfEE 7 BE&X 4 example.json :

I THREESCALE_CONFIG_FILE=example.json bin/apicast

5.1. TESRBE h R BT i8R

—& PRAESRRE 32HF Liquid BiR1E, ERNAFERATRSEMHE, hRTFEFRKETXHEALTE,

EEALETYXZE, SEHAFRTSE({ M} b, FlM: {{uri}). MRTEEXNR, EthalliyjnH
B, #80 : {{ somevar.attr }}.

DT R RIBPRIELE :

uri

R E P PBRNE NS BE RIBER, AR NGINX ZE8{H Suri

FEH

HRMEN, X2i#kARX NGINX 28 $host BI{HE,

remote_addr

R IP ik, XE#|AR NGINX 28 $remote_addr BI{HE,

PRk

BEERFLINR, #A {{headers['Some-Header']}} KAV EBPRLH,

90


http://nginx.org/en/docs/http/ngx_http_core_module.html#var_uri
http://nginx.org/en/docs/http/ngx_http_core_module.html#var_host
http://nginx.org/en/docs/http/ngx_http_core_module.html#var_remote_addr

&5 53 [EIREES APICAST B4 REER

http_method

5K A% - GET. POST £,

X BEIR RN ETXPER, ERBTUE L TXPRMELSEE, K2l APlcast B
MBI H . AUTERT, RIEEDNAARKESILEALE :

HER—HEH, MRERBEDRM T ZE, RAEERNGHELTRIEDERM,

MREMBRPARMZE, WAERZEHNRERLEE,

LIT 2474 3scale APIcast SREEZINTI_ L T3S 5RH :

JWT : AT OpenlID Connect &35 UFH JWT S HE#E4HT JSON B3 i o

FiE - RENARFEIERNXTSR, H0 : "app_id": "972f7b4f", "user_key":
"13b668c4d1e10eaebaa5144b4749713f",

service : — PR, ATEMEEYENERNIRSNEE. =6 : RS IDSFH {{
service.id }},

AX LT AN RIENTENE, HSH Liquid £ T30,

L ERS Liquid BiREA, =6 : {{ remote_addr }}. {{ headers['Some-Header'] }}. {{ jwt.aud
HEHFXEEHNTENRBEE 1M RHRSHE, BEM#A _type B4, #0 value_type. name_type, %
SHAME : 4ixeAE"plain”, LAK"liquid"ATF liquid ik,

APIcast ;A3 #¥ Liquid 13888, AINATEEME. TiERN NGINX ZhEg AR Liquid Z2M1H,

HIERETERHRE {{ 1} PHE, ZHTEMNEREET BELFH | i ERNARESNNE®m
i, =l :

o1
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{{ 'username:password' | encode_base64 }}, HH username:password 2% £,

{{ uri | escape_uri }}.

AETESTRESE, ARETUFERAZFRHENTE 8. =F: {"|utctime }} FFLL UTC K
B3R [ =4 Fiif ],

i 2R o LU IN F <888 - {{ variable | function1 | function2 }}, 7=l : {{ " | utctime |scap_uri
1

LUF R eI HATheedIsk :
[ ]
escape_uri
[ ]

unescape_uri

[
encode base64
[
decode base64
[
crc32_short
[
crc32_long
[
hmac_sha1
[
md5
[
md5_bin
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https://github.com/openresty/lua-nginx-module#ngxescape_uri
https://github.com/openresty/lua-nginx-module#ngxunescape_uri
https://github.com/openresty/lua-nginx-module#ngxencode_base64
https://github.com/openresty/lua-nginx-module#ngxdecode_base64
https://github.com/openresty/lua-nginx-module#ngxcrc32_short
https://github.com/openresty/lua-nginx-module#ngxcrc32_long
https://github.com/openresty/lua-nginx-module#ngxhmac_sha1
https://github.com/openresty/lua-nginx-module#ngxmd5
https://github.com/openresty/lua-nginx-module#ngxmd5_bin

%5 5 & IRI8EES APICAST RAEEE

shal_bin

quote_sql_str

today

time

now

localtime

utctime

cookie_time

http_time

parse_http_time
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https://github.com/openresty/lua-nginx-module#ngxsha1_bin
https://github.com/openresty/lua-nginx-module#ngxquote_sql_str
https://github.com/openresty/lua-nginx-module#ngxtoday
https://github.com/openresty/lua-nginx-module#ngxtime
https://github.com/openresty/lua-nginx-module#ngxnow
https://github.com/openresty/lua-nginx-module#ngxlocaltime
https://github.com/openresty/lua-nginx-module#ngxutctime
https://github.com/openresty/lua-nginx-module#ngxcookie_time
https://github.com/openresty/lua-nginx-module#ngxhttp_time
https://github.com/openresty/lua-nginx-module#ngxparse_http_time
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28 6 = {if FUSE iR Ri%#t 3SCALE API EEEEAR

R LA FHZIME Fuse 74108 3scale API BB EE R ERRIEY B, ErILLRAT{E OpenShift £
B Fuse hEIERIET B, AENEIiE& N 3scale EE[ | HikEE, /A APIlcast Camel {{H3R
B, EBILANHERFIMRSE SRAPUTE 24m0ikHe, fiin XML B JSON, E{14E Apache Camel R HE
Z2rhsClE,

4, ERILE Camel REARMKEHR B E SCERYT B, MAREHHEMEFIBEHS APlcast
BRGHE. ERLMEREMEER Camel HKFEIE S (DSL)ZER Camel £IVRRES (EIP)SKLHE
APIcast SRB&Y &, XAliLEHARBNREES (M Java =X XML) HERIBY B. AT ERREI6EH
Camel Netty4 HTTP 4#7£ Java #psCle HTTP fVHE,

MPFRBTE 3scale APl Fimd{§H Fuse Camel M ARRE, NAFEIIhEE, 15 XFh
5RT, EalL{EAMAM Fuse Camel M AEREEHIITE L,

FrRR BB 4

R ifER— OpenShift F£EFHEBELLT Red Hat SR :

OpenShift 7.10 LM Fuse,

3scale IERERE 2.14.

APIcast #= AR (BRVAEFEMET) =k APIcast BREHE,

& BILUE 3scale Z A H9HE ftb OpenShift i H hEBEHE X Fuse &Klg, BXFE2HEN, BE, Eib
SRR FIFRENR A AR, FHEESHEA OpenShift SDN Eoi& %5 5Hg,

Hi 5w

OpenShift £H Fuse 58

6.1. f£ FUSE ®h&p APICAST 5 APACHE CAMEL %%t
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https://docs.openshift.com/container-platform/4.6/networking/network_policy/about-network-policy.html
https://access.redhat.com/documentation/zh-cn/red_hat_fuse/7.10/html/fuse_on_openshift_guide/index

55 6 = {1/ FUSE FiskEgY Rkt 3SCALE API EEHEANA

&0 LLSF APIcast 57 OpenShift LB Fuse H%#i5 5 Apache Camel N REFHHATRRK. H7E
3scale PECEMEBRIEY BE, 3scale RENAEH Camel [T B, %I BIRHCHEANR, EX#
&R T, Camel T&RF HTTP X, APlcast ¥ 3scale jR2%XF| Camel, #AjF Camel RFREXL
%3 APl [Fig,

AT RAIER Camel Nettyd HTTP 4401 HTTP K2 :

@it HTTP B E RS X BIBERIRSS, FHi HTTP EXXE# AN KE,

BirIRSS MR Rl FHERAKE, REREIFIE a2,

ABIERT HTTP fl HTTPS AR A E,

Zﬁﬁﬁ OpenShift (& L #8E Fuse on OpenShift 7.10 fl 3scale 2.14, X%t

o

OpenShift £H Fuse 158.

%23t 3scale APl &1,

1B B ERETE R B BE7E OpenShift 1 3scale L%% Fuse HOIBWH, B2,
Ea L ORRERE. BERSRE, HEVBREEEANTHESH U RISPRAMRSS.

it =

{81/ Camel netty4-http Z1#4-LL Java 45 Apache Camel N HRRRF, LUSCHE HTTP {AEE,
RiE, EELUEREM Camel HEEHGER.

LU fa] BRI MBR S5 D0 TR R I S K B L -

import java.nio.file.Files;
import java.nio.file.Path;
import java.util.Locale;
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index
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import org.apache.camel.Exchange;

import org.apache.camel.Message;

import org.apache.camel.builder.RouteBuilder;
import org.apache.camel.model.RouteDefinition;

public class ProxyRoute extends RouteBuilder {

@Override
public void configure() throws Exception {
final RouteDefinition from;
if (Files.exists(keystorePath())) {
from = from("'netty4-http:proxy://0.0.0.0:8443?
ssl=true&keyStoreFile=/tls/keystore.jks&passphrase=changeit&trustStoreFile=/tls/keys
tore.jks"); ﬂ
} else {
from = from("netty4-http:proxy://0.0.0.0:8080");

}

from
.process(ProxyRoute::uppercase)
.toD("'netty4-http:"
+ "${headers.” + Exchange.HTTP_SCHEME + "}://" 9
+ "${headers.” + Exchange.HTTP_HOST + "}:"
+ "${headers.” + Exchange.HTTP_PORT + "}"
+ "${headers.” + Exchange.HTTP_PATH + "}")
.process(ProxyRoute::uppercase);

}

Path keystorePath() {
return Path.of("/tls", "keystore.jks");

}

public static void uppercase(final Exchange exchange) { 6
final Message message = exchange.getin();
final String body = message.getBody(String.class);
message.setBody(body.toUpperCase(Locale.US));

}

EXA ARG, MNRIEM Java BIHEM ST itis/keystore.jks, b0
M%&) 8443,

2]

3scale A Camel {XEEREHT, £1B18 3scale h ik APl B ENEHBHXE
HTTP_SCHEME. HTTP_HOST. HTTP_PORT #1 HTTP_PATH Pk B9E,

©
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XA R RIS EEREE N KT, EaILlEA Camel Enterprise Integration
Patterns X[iERKFMRSHEERZE (Fla0 XML Bl JSON) HUITES Z4mii.,

£ OpenShift EEEEM Camel N AERFHFFEATFNIRS. MBTREZSIFHER, F
Z 7 OpenShift 8 Fuse LOIBHIEREN ARERF.

Lth B iR

\

[
Apache Camel H#E%E - Nettyd HTTP H#

6.2. Bdi&EfEF OPENSHIFT £ FUSE #1#9 APACHE CAMEL fll## APICAST RB&Y &

1£ OpenShift L{#f Fuse L Apache Camel #¥5#itf5, fEalLL{EEM 3scale BB | FHHEE N
APIcast SRBgHE P RIRIEY R,

EIRY B AUERCE 3scale F=RULEA Camel HTTP {SH, IKARSS AT @it HTTP KB % 2 3scale
AE, DEE=AKREBHRPUTERMN S, EXMERT, E=HAKEZH OpenShift i Fuse 3
e Apache Camel, & ARILAECE APlcast, LAMEEA TLS R4 iiE#SI Camel HTTP {CEEARSS.

a3

Eﬂlli'

RBEY BAIS7E OpenShift £ Fuse iy Apache Camel N R HLHE, FTTiEM
3scale & skiliBR.

Zﬁﬁﬁ OpenShift (& L #8E Fuse on OpenShift 7.10 fl 3scale 2.14, AXx&%if

o

OpenShift £H Fuse {58

&t 3scale APl &1

1R 2 1E OpenShift B Fuse F{8if Apache Camel N ATEFSCHET APlcast SRBEY™
B. HEE % 6.1 77 “7 Fuse L5 APIcast 5 Apache Camel #t”
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index
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R E1E OpenShift pod H#8%E Apache Camel MR, FFEENRS AT, WF
TREZFMER, ESHE OpenShift B Fuse ERIEBMIEN BER,

it

1 3scale Admin Portal f1, %£#% Integration > Policies,
¥ POLICIES > Add policy > Camel Service,

EHEN B A BT %S Camel HTTP {CE RS589 OpenShift BH :

HTTPS_ PROXY : {§f http # TLS imO%#El Camel HTTP {VE, #ii0 :
I http://camel-proxy.my-3scale-management-project.svc:8443

HTTP _ PROXY : [ http Bh#lim %S Camel HTTP {CEE, #ifN :

I http://camel-proxy.my-3scale-management-project.svc:8080

ALL_PROXY : %kfgEMNE, A http iR O%EES Camel HTTP {CH,
fign -

I http://camel-proxy.my-3scale-management-project.svc:8080

SEHEBRREERADENE FR4EIE. fif, = Promote v.3 to Staging APIcast.

f£FH 3scale curl ip il APlcast REGECE, HIiN :

curl "https://testapi-3scale-apicast-staging.myuser.app.dev.3sca.net:443/?
user_key=MY_USER_KEY" -k

APIcast B3I —/\Fl TLS =1i&, ATF%$EE Camel HTTP fCHE,
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https://access.redhat.com/documentation/zh-cn/red_hat_fuse/7.10/html/fuse_on_openshift_guide/get-started-developers#create-and-deploy-applications
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PIHERRB B, XOIPREHRAKE,

MR ELET APlcast FFiE#E R TLS Mt Camel HTTP 18, NIFiHABAEX HTTP &
P, N, ERalLUEM netcat /5 :

$ print "GET https:/mybackend.example.com HTTP/1.1\nHost:
mybackend.example.com\nAccept: */*\n\n" | ncat --no-shutdown --ssl my-camel-proxy
8443

#BIEA GET FMI5EE URL B HTTP fRIEK, M ncat --ssl SH{EmO 8443 L
15 5 my-camel-proxy EHLH TLS %,

k

N
p 4
;

i

ERBEME A curl SiHALEM HTTP &/ i EREMK Camel HTTP {E,
FCEARZH{H A CONNECT A&7 HTTP B2, @57 CONNECT &/ HTTP
FRErf, fEHamIiming, AR Camel HTTP BT .

=
o
B

% 4.1.6 17 “Camel Service”
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%5 7 = APICAST B £

APIcast /5 & RIFEEM APlcast TN, UTEHERSIZHNSEDTS -

AERFHEFANNRLTERR B

FEfET EThEE a2 R APlcast Kl

all_proxy, ALL_PROXY

APICAST_ACCESS_LOG_BUFFER

APICAST_ACCESS_LOG_FILE

APICAST_BACKEND_CACHE_HANDLER

APICAST_CACHE_MAX_TIME

APICAST_CACHE_STATUS_CODES

APICAST_CONFIGURATION_CACHE

APICAST_CONFIGURATION_LOADER

APICAST_CUSTOM_CONFIG

APICAST_ENVIRONMENT
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APICAST_EXTENDED_METRICS

APICAST_HTTPS_CERTIFICATE

APICAST_HTTPS_CERTIFICATE_KEY

APICAST_HTTPS_PORT

APICAST_HTTPS_PROXY_PROTOCOL

APICAST_HTTPS_VERIFY_DEPTH

APICAST_HTTP_PROXY_PROTOCOL

APICAST_LARGE_CLIENT_HEADER_BUFFERS

APICAST_LOAD_SERVICES_WHEN_NEEDED

APICAST_LOG_FILE

APICAST_LOG_LEVEL

APICAST_MANAGEMENT_API

APICAST_MODULE

APICAST_OIDC_LOG_LEVEL

& 73 APICAST BT 8
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102

APICAST_PATH_ROUTING

APICAST_PATH_ROUTING_ONLY

APICAST_POLICY_LOAD_PATH

APICAST_PROXY_HTTPS_CERTIFICATE

APICAST_PROXY_HTTPS_CERTIFICATE_KEY

APICAST_PROXY_HTTPS_PASSWORD_FILE

APICAST_PROXY_HTTPS_SESSION_REUSE

APICAST_REPORTING_THREADS

APICAST_RESPONSE_CODES

APICAST_SERVICE_CACHE_SIZE

APICAST_SERVICE_${ID}_CONFIGURATION_VERSION

APICAST_SERVICES_LIST

APICAST_SERVICES_FILTER_BY_URL

APICAST_UPSTREAM_RETRY_CASES
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APICAST_WORKERS

BACKEND_ENDPOINT_OVERRIDE

HTTP_KEEPALIVE_TIMEOUT

http_proxy HTTP_PROXY

https_proxy HTTPS_PROXY

no_proxy NO_PROXY

OPENSSL_VERIFY

OPENTRACING_CONFIG

OPENTRACING_HEADER_FORWARD

OPENTRACING_TRACER

RESOLVER

THREESCALE_CONFIG_FILE

THREESCALE_DEPLOYMENT_ENV

THREESCALE_PORTAL_ENDPOINT

ALL_PROXY

103



Red Hat 3scale APl Management 2.14 &= API B%

Default: ZH 1A

i : 2%k

fI:http:/forward-proxy:80

E X EEARIEERE TSR A RS H HTTP A, AR HA5IL.

APICAST_ACCESS_LOG_BUFFER

Default: ZH1HE

value: IEE#

RFUFTHREOBALEVIFBAEEA, SERANBVPHRGTM, XATLUREMXAMEEE.

APICAST_ACCESS_LOG_FILE

Default: stdout

E V5] B SR,

APICAST_BACKEND_CACHE_HANDLER

Default: strict

Values: strict | resilient

FA : A ERFERE,

E XS EinA A AN ENT AR, SREATAEN, Fa8iREFNNA, i EEM R
R F X
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http://forward-proxy:80
https://github.com/3scale/apicast/blob/3.3-stable/gateway/src/apicast/policy/caching/apicast-policy.json
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APICAST_CACHE_MAX_TIME

ik 1m

Value: %

ERGHAFEEZEFRMMNE, TSN ERRIEZEFENRKN TN, MNRK%ZE cache-control 15k,
JUES-Z 3 SERYEIE S Y 1 T

IEEMHE X H proxy_cache_valid NGINX 55 E X,

ESBIUMERRNB R RIBN API 1/, FRERFERERE

APICAST_CACHE_STATUS_CODES

A - 200, 302

Value: %

L _EiEram N A S MR T S b UM — MR AR B R, MRS RETE NGINX &, SZEN
BIECRFH b —ME : bRk EnfE{EZ APICAST_CACHE_MAX_TIME #5258 & X MK HE,

ESBIUMERRNB R RIBN API /A, FRIERFERERE

APICAST_CONFIGURATION_CACHE

Default : 0

IEERBEZEFHMNEFERE (U RERAD) . ZKENEXEN O (FHER
APICAST CONFIGURATION_LOADERHB|S:4) i@t 60 4, #tn, P
APICAST_CONFIGURATION_CACHE %7y 120, MIPI%iS4E 2 5 M API BB SHMEAE (120
) . 1 <0 ZAEHIME,
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http://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_cache_valid
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APICAST_CONFIGURATION_LOADER

ff : boot | lazy

ik : lazy

E N ERE, S EMXEEIN R APl EHEREKREE, lazy FRBESANEAERIZTMNE
(RIFXHEiER APICAST CONFIGURATION_CACHE Rii%H 0 S22 RI%) .

APICAST _CUSTOM_CONFIG

FH : = %%,

i e B G Lua BN ETR, ZE=IAR APlcast 2,

APICAST_ENVIRONMENT

Value: string[:]

Al : production:cloud-hosted

APIcast MINELLE S ()0 RErIAE (SigR) Jik. HFRTLUENR CLI LK -e = --environment
SH, M, FHRESSERPENRISE, CLI LEENEMEBERLTE,

APICAST_EXTENDED_METRICS

B\ : false

Zl_‘ﬁj - utrue"

J&5 F Prometheus 158 INIE 2. LATI8H5A service_id fl service_system_name 7%, €112
ft T HX APlcast WEZRAFS -
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https://github.com/3scale/apicast/blob/3.3-stable/doc/policies.md
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total_response_time_seconds

upstream_response_time_seconds

upstream_status

APICAST_HTTPS_CERTIFICATE

Default: &H 1A

HTTPS B9 PEM &R A X.509 uE P H KR,

APICAST_HTTPS_CERTIFICATE_KEY

Default: B4

£/ PEM XM X.509 ik 4 secret BEANSHIRE,

APICAST_HTTPS_PORT

Default: ZH 1A

FeRIgELesR O APlcast M FFEAWIIF HTTPS %8, MR HZEE HTTP w042, e AT
HTTPS,

APICAST_HTTPS_PROXY_PROTOCOL

Default: false Values: boolean Example: true

WSE0y HTTPS il 23/ RACEE L,

APICAST_HTTPS_VERIFY_DEPTH

Kik:1
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{1 : EE¥
EXE Pt BENRAKE, MRESEMNESR 1, NeaERFimikbERaSmAuEts.

m, root EFIAUEALI,

APICAST_HTTP_PROXY_PROTOCOL

B\ : false

Pl : true

WSE0y HTTP iilrda/5 AACE L

APICAST_LARGE_CLIENT_HEADER_BUFFERS

il : 48k

Value: £ #F s

Wl A FEER R P s KRRk B R K AR/,

XMEMEXH large_client_header_buffers NGINX 545 7E X

APICAST_LOAD_SERVICES_WHEN_NEEDED

il

1£ 3scale 2.14 1, B2 T APICAST _LOAD_SERVICES WHEN_NEEDED #1525
2, Y1, SHBRIAGCTEFRS, 8 H THREESCALE_PORTAL_ENDPOINT,

B\ : false
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https://nginx.org/en/docs/http/ngx_http_core_module.html#large_client_header_buffers
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Values:

true =% 1 AT true

false. 0 =XZfT false

LUBE T SRS E, aTLUEAED, B2, HiEsEBURTHMRER, HImIRSEHE. APlcast
3scale EX[ | 2 HNEER, LAREENEENE(TTL).

EOABAT, APlcast B RMEME |~ THHERENINBMARS. BRAXMNEYG, EEfRERZR
n#. APlcast F{UNENIERKAENIRL hiEENEHERER T,

FiFAfY APICAST CONFIGURATION_CACHE £ X f0547,

4 APICAST CONFIGURATION LOADER £ boot I b 5,

5 APICAST_PATH_ROUTING F3#7&.

APICAST_LOG_FILE

Bri\ : stderr

iE L85 OpenResty fHixH&M X, X4 error_log 155 5 # bin/apicast i, SCEFRRERAILL
YN, WelLUZHENF APlcast B H X, HAR, BIARIZEX) APlcast. MIREZER, HS
[ NGINX 3284,

APICAST_LOG_LEVEL

BiA : warn

{ : debug | info | notice | warn | error | crit | alert | emerg
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http://nginx.org/en/docs/ngx_core_module.html#error_log
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}57E OpenResty HE# B EH 5,

APICAST_MANAGEMENT_API

Values:

disabled : se£%HMH, RUimO

status : {CHEBERKES A /status/ s

debug : 2ITFTEMN API

B APIThEESR K, wILARH APlcast BdiE. RN iZR NG A debug Z5l,

APICAST_MODULE

i\ : apicast

FH : = %%,

5B SCHE APl FIS B Lua BERIEHR. BE ERTLUEZ BRI apicast.lua BIRMTHEE, &
S X UMl IR R,

APICAST_OIDC_LOG_LEVEL

{ : debug | info | notice | warn | error | crit | alert | emerg

A :err

fo¥F 5 OpenlD Connect (EEiiEXH B &% EB &L

APICAST_PATH_ROUTING

& :
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https://github.com/3scale/apicast/blob/3.3-stable/doc/management-api.md
https://github.com/3scale/apicast/blob/3.3-stable/doc/policies.md
https://github.com/3scale/apicast/tree/3.3-stable/examples/custom-module
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true = 1 AT true

false. 0=xZ2fF false

HESBOED true B, BRTETENNERABHENA, FXOREAETHRENBER, APIERFM
#RE Host bk {85 22 4854 URL PEBCh9ARSS SRt EI B A PCECBR A A B — N R S5

APICAST_PATH_ROUTING_ONLY

& :

true 2 1 AT true

false. 0=xZ2fF false

BHSBORED true B, FMXFHEAETHRENESEE, HEFROBRBETEHNNEABE. APIF
RIFMIFERE Host bk H5 2 HE A URL PEBReRIRSS TR PRSI 2 A PCRCBR A AN B9 5B — R S5

BB 5%ERETF APICAST PATH ROUTING, HMIEEAT
APICAST PATH_ROUTING_ONLY, APlcast i¥RHUTRTHREMNIEH, Kb
APICAST _PATH_ROUTING B{& 94,

APICAST_POLICY_LOAD_PATH

XA :APICAST_DIR/policies

Value: string[:]

=Pl : ~/apicast/policies:$PWD/policies

BES ()2 RMEEEIIKR, APlcast MiZEHPERER, SWATFEEMNTRBXMBSRIESHMER
B,

APICAST_PROXY_HTTPS_CERTIFICATE

m



Red Hat 3scale APl Management 2.14 &= API B%

Default:

i : 2%k

Pl : /home/apicast/my_certificate.crt

APicast 5 L R ERAMNE F i SSL IEPRBE, HEE, WIEHATREEPNMAERS.

APICAST_PROXY_HTTPS_CERTIFICATE_KEY

Default:

i : 2%k

2l : /home/apicast/my_certificate.key

Pt SSL ik HEHIIBE.

APICAST_PROXY_HTTPS_PASSWORD_FILE

Default:

i : 2%k

Pl : /home/apicast/passwords.txt

{$if APICAST PROXY_HTTPS_CERTIFICATE_KEY ¥57 SSL ilF 5 435 ST MRS &

APICAST_PROXY_HTTPS_SESSION_REUSE

2k : on

12
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on : M SSL /i,

off : FEREMA SSL Rik,

APICAST_REPORTING_THREADS

Default : 0

S - AR IET, WRESATEITHMREHERRE.

AT 0 WEFERAMNEHTHMRE, I2—1N2HN LR Thig, ATRENE. ErafaEilE
AR, —YIERRRSAE, XAMERE T AR iR INER T T REA RN TS P RS,

APICAST_RESPONSE_CODES

BiA : <empty>(false)

true = 1 AT true

false. 0=xZ2fF false

WiZiE N true BF, APlcast $$if % 3scale §1 API Bk BN TE. MEBRZER, 1HZSH N API

B ML 3scale APl &M NS H &

APICAST_SERVICE_CACHE_SIZE

2Kk 1000

13


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#setting-up-and-evaluating-the-threescale-response-codes-log-for-your-api_analytics-for-threescale-apis
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B :B#¥>=0

{57 APIcast AIFEAERBBEFHNIRSHE. SHSFmME, E Lua B Iru ZERGIEREA
&8,

APICAST_SERVICE_${ID}_CONFIGURATION_VERSION

15 ${ID} EHI95CPRIARSS ID, ZIEN S ZEAUAER 1P NEREN RiC X hEINEERE, FE
WENRERAFFHEIEEAIER, HFAKBAERIXRE,

APICAST_SERVICES_LIST

value : LLES 9 BEMNARSS ID 5k

APICAST_SERVICES_LIST ¥1575 & A FiiR#&1E 3scale APl Manager HFECERIARSS. XU FHF
XHPRFERSHERE, MiEFRENRPIEEMIRSINARF, &aLI#E Products >
[Your_product_name] > Overview B Admin Portal BRI MRS IRAE, RESH
Configuration. Methods #1 Settings LAR API #/H9 ID,

APICAST_SERVICES_FILTER_BY_URL

fA : PCRE (Perl 3#F1ENIZAR) , M *.example.com,

11§ 3scale APl Manager ¢ ERIARSS.

i iESR 5 AREX URL Ithe, WIUREHFHE. SiFiESRTERMIRSHEET. MRIEEWFE
ENZFRAR, WASINEAEMIRS .

MERSFEREBETEE “APICAST_SERVICES_LIST”—T1 i, MAFEEFZIRS.

Bl 7.1. M A EIEimin =B Regexp 1T iESR

Regexp it iE2s http://.*.foo.dev N FABILL T jgtmkim s :

14


http:
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http://staging.foo.dev

2.

http://staging.bar.dev
3.

http://prod.foo.dev
4,

http://prod.bar.dev

EXFh5E R T, 1# 37 APlcast hidE, 2 #l 4 JFHEFH.

APICAST_UPSTREAM_RETRY_CASES

{&: error | timeout | invalid_header | http_500 | http_502 | http_503 | http_504 | http_403 |
http_404 | http_429 | non_idempotent | off

k

N
p
;

i

XRERE 7 EARIEH BiEE M N EX LiF AP BiEKNER. BEZ5 Nginx
9 PROXY_NEXT_UPSTREAM #1k #R{HE,

APICAST_WORKERS

2R\ : auto

{&: integer | auto

X% nginx worker_processes 5% R EMAKNE, BRIAERT, APlcast £ auto, B/ 1 MHF X
E28:177

BACKEND_ENDPOINT_OVERRIDE

MECEZE & Eimin =M URL, fE OpenShift AEBEEE AMP BIEEER .=
#l : https://backend.example.com.

HTTP_KEEPALIVE_TIMEOUT
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http://staging.foo.dev
http://staging.bar.dev
http://prod.foo.dev
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https://nginx.org/en/docs/http/ngx_http_proxy_module.html#proxy_next_upstream
http://nginx.org/en/docs/ngx_core_module.html#worker_processes
https://backend.example.com
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BiN: 75

~El o1

SBOXE—EN, HAF keep-alive & P imF S LIRSS aa iR T AR A, F1HEEA keep-alive
B i,

KIABRT, MXREH HTTP_KEEPALIVE_TIMEOUT, WESERVHERAZIAES 75 # B9 NGINX

RN,

HTTP_PROXY,HTTP_PROXY

Default: B 1{H

i : =%k

afl:http:/forward-proxy:80

£ T ERE HTTP RS HTTP R, AR SRR,

HTTPS_PROXY,HTTPS_PROXY

Default: B4

i : 2%k

~Pl:https://forward-proxy:443

ERTF5EEE HTTPS IRSH) HTTP KB, FZFHFMHRIE.

16


http://nginx.org/en/docs/http/ngx_http_core_module.html#keepalive_timeout
http://forward-proxy:80
https://forward-proxy:443
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NO_PROXY,NO_PROXY

Default: &H1{H

{&: string\[,<string>\]; *

2l : foo,bar.com,.extra.dot.com

EXANAEREROENENHEHESHRIKR, ZHEHED *FHF (REREIH) ARFEAK

H,

OPENSSL_VERIFY

& :

0,false: ZAXIFLRIE

1, true : B AXNFRUE

5 OpenSSL X ERUE. EERIA N off, BN OpenSSL TikFERARGIEHEHE. EREAE SUEFHHR
FaFFEImBEEE IR,

BUUEMEA https:/github.com/openresty/lua-nginx-module#lua_ssl_trusted_certificate 35

export-builtin-trusted-certs £ BMIEHRGFE,

OPENTRACING_CONFIG

IR & TR E opentracing tracer MBECE X, MR Ki%E OPENTRACING_TRACER, NI
BgILE &,

1 tracer BAE— P BIAEEE X : * jaeger: conf.d/opentracing/jaeger.example.json

it R B E AR, ELUEFESSRIAMER MHEHNTRNEE,
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https://github.com/openresty/lua-nginx-module#lua_ssl_trusted_certificate
https://github.com/openresty/openresty-devel-utils/blob/master/export-builtin-trusted-certs
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ol : /tmp/jaeger/jaeger.json

OPENTRACING_HEADER_FORWARD

2L : uber-trace-id

IRETEEHIA T A Opentracing {528 HTTP i3k, It HTTP #rk i1 4 B LR 55 23

OPENTRACING_TRACER

ol : jaeger

HWIMEZ BRI INEEGERRE, HERE—NMITERSTH, B jaeger,

MEHNZE, FEM opentracing .
RESOLVER

frisE R H OpenResty EAIEE X DNS f##r3s. MR RESOLVER SHUAZE, NKBIIALI
DNS f##r2s.
THREESCALE_CONFIG_FILE

WAMXEERN JSON XHMIRER, EisFiigfit THREESCALE _PORTAL_ENDPOINT %

THREESCALE_CONFIG_FILE FEEBINETM¥%, MXFHAMIETE
th, THREESCALE_CONFIG_FILE {£%

BEARMXEERMEXH, RIBERSBE, ARIERAR:

{ FH Rl M 3scale API diige= :

Proxy Config Show. Proxy Config Show Latest, =% Proxy Configs 5lZ, &7
HEARS5H 1D, {3 LAY -

{5 Proxy Configs List $tNfaimsR : < schemas>://<admin-
portal>/admin/api/account/proxy_configs/<envs.json

18
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mmSROIMNENAFEAERE, mFRROEMRFSNEHAE,

%58 JSON diR[EIM proxy_configs 4.

1 proxy_config.content, ¥ proxy_config.version 2E2G1HHE
proxy_config.content.id BIFfA proxy_configs &m. ID 2RSS~ —.

RiE, ERRSLUEEREXH. EX—5d, {FHATHAM 3scale APl iimmskF RN
3scale toolbox #F45.

L AR R EREBER KN

4

f XHiRENRES,

%

EEERESSNAENEE.

& wI LA Example Xk B =46 Bdi& XX,

THREESCALE_DEPLOYMENT_ENV

2\ : production

{ : stage | production

IR ENEE X MR T EEBERIAE ; £ A% APlcast 2 3scale staging =% production,

XMEtATES 3scale Service Management API B9 authorize/report i53KH header X-3scale-
User-Agent {8, 3scale (U ERATSITEIERMN,

THREESCALE_PORTAL_ENDPOINT

DATHAGSEEH P Hm~<E URI :

19


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#supported-toolbox-commands
https://github.com/3scale/apicast/tree/master/examples/configuration
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<schemas://<password>@<admin-portal>.

-

<password> A LLZ 3scale Ik EIE APl £t R pa & = R 5.

<admin-portal > 2&35%%l 3scale |1/ #9 URL b,

2l : hitps://access-token@account-admin.3scale.net.

494t T THREESCALE _PORTAL_ENDPOINT S 83 R
APICAST_CONFIGURATION_LOADER=boot itf, PXXFE#MEE{LIM 3scale THEE., ERESHEE
[Your_product_name] > Integration T API fE5x Tl iR LRI A IXIE,

AR LMERILIMEL E IR B A TEE | ER—MX,

BERIETME, %24t THREESCALE_PORTAL_ENDPOINT
THREESCALE_CONFIG_FILE, i%:¥%, THREESCALE_CONFIG_FILE {t%F
THREESCALE_PORTAL_ENDPOINT,

4l

1f 3scale 2.14 1, JjlB} T APICAST_LOAD_SERVICES_WHEN_NEEDED {5 3¢
2, I#E, eI TFEERE.

RAERT, REECE, LUT22HAAE

THREESCALE_PORTAL_ENDPOINT 7 URL ha &%,

APICAST_CONFIGURATION_LOADER=boot
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https://support.3scale.net/docs/terminology#apikey
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/glossary/index#access-token
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#creating-gateway
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http://${THREESCALE_PORTAL_ENDPOINT}/admin/api/account/proxy_configs/<e
nvs>.json?version=latest

/admin/api/account/proxy_configs/${env} iz s 5 5 U1,

APICAST_CONFIGURATION_LOADER-=lazy

http://${THREESCALE_PORTAL_ENDPOINT}/admin/api/account/proxy_configs/<e
nv>.json?host=<hostname_of_the_request>&version=latest

/admin/api/account/proxy_configs/${env} iz s 5 5 U1,

THREESCALE_PORTAL_ENDPOINT 7£ URL @& —/ 7 H master i BEEE, BD
/master/api/proxy/configs

APICAST_CONFIGURATION_LOADER=boot
I http://${THREESCALE_PORTAL_ENDPOINT}/<env>.json

XERTFkE master i =M EIRSS, X5 LF1MT NER,

APICAST_CONFIGURATION_LOADER-=lazy

http://${THREESCALE_PORTAL_ENDPOINT}/<env>.json?host=
<hostname_of_the_request>

XERATFE master in M ENEENAERS, X5Ya01T8ER,

5 7.1. B4 nE) ${THREESCALE_PORTAL_ENDPOINT} B93& % :

APICAST_CONFIGURATION_ APICAST_CONFIGURATION_

LOADER-=boot LOADER-=lazy
I R B B R /admin/api/account/proxy_co /admin/api/account/proxy_co
nfigs/${env}.json? nfigs/${env}.json?
version=version host=host&version=version
immA— T ERE /${env}.json /${env}.json?host=host
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%5 8 & BCi& APICAST LURG HIFHItE6E

AAIRM T # APlcast I MERE NS — BN, BENA T TRANEFEN, FHEET efilmm
HeRattae, URSWEINFEAES,. AFHUTRITIK -

8.1 “HHiER”

8.2 “BRIN&E”

83T “REMELR"

£ 8.4 17 “3scale API & Batcher $RH%”

8.1. EMi¥sm

R APIcast SfEH, FEEZE=/14HHE :

APlcast,

3scale Fimlk553s, ATFHRAGEKRFRERERER.

Ll APIL,

1£ APIcast FuBEItEaE RN -

B 0 T L (] SR 4

W& L API BOZEIR, LAFATE APlcast Bk 3scale BiimiRSSB_/MEER,

AREZEATaTEAENKNERTER, HUTHNNE, {BiEM APlcast, TMARERIER L
iz AP,
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%5 8 Z= BUi8 APICAST LUk S EIFMtAE

HisXsesE R AR T fi# APlcast #l 3scale BiwARSS 2571 EMEER,

—_
=

EHF A BHREEM APIcast WIEE (SaaS)R &, MR APIcast #l 3scale JgumR 5525 5| ARIEEIREL

7

MEBZE T APlcast FIE—#123F 3scale FimlRk$5 234 KiK.

& 5E R

3scale GiRRSS B/ AFHREMA - https:/sul.3scale.net/status M=, HEZ T, BIUARSE
BEZHR, ARt REMIASIEEEL. 5K 3scale RinlRSBRE/NLEWARIUTIXEMES, A
ERTHEELKE /status i RATHUTHIRRAE S, HIM, MR /status BiEKM APlcast SEHR KL
=E 300 Z®, NN KREZENERFERBESNE,

8.2. R\ ZTF

NFRBEFRIER, XLE2EHY :

APIcast MICASHIBRS AR s 2 HYU A & f5r,

APIcast fFi5Frn_ERN AEIE A X T 3scale BimiRSS 23,

3scale FimR S ERIHITLATIRE -

RENBEYH, FRKENEMEAERSHE HIRHEZRA,

SEGYELHEN, LUgnAk SiEtraaEAE,

MR, APlcast &K 2 &M%,
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https://su1.3scale.net/status
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MFFRBIRA, FRFFHRE L.

EXFERT, EXRARBELA L, EE 3scale FimAR S5 23008 1k,

B—Am, ERRINEAEREENH :

APIcast fH{EMEEZRFH, MREHEN, MM 3scale FimiR S5 FAHAKNEER,

T EEHEREENEREE RKEER ZZFIRN, mAZEE 3scale Eink3523.

MEERKIKGERIN, HHE APlcast B RIKFIENE, APlcast fRESAH 3scale FimlRS
23, M LAk,

ZESHBEIEE, APlcast BETAALNE, ABTERN post L2/ MR, ©IF A 3scale FimAR
EZRHAEREDEHERN, FeEREFT—EK, HIEE, X 3scale FimlRSSF[HAAR S| AT
iR, AANEFREEEKNHLZE, BR2, H#EA—EEPLAENERFIEESHRE EFMBRER,

BR—T, EFimfEA keep-alive FE# A EERMER. MR LKW ES 100 ms, 3scale &
AR SS BRAVEEIR 1y 500 2, B RERESIKE 100 SHHmR, LN NRES SEEE 600 =
. XET—IHEKRERAIFNRE T 400 =,

TR T EOANZE T, ZEHBIBfT ORI LAE R 2277 3R SR,
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html/administering_the_api_gateway/apicast_policies#authentication_caching

TCP Connection (client)

*

http http
request response
600ms

3scale back end
500ms

Upstream
100ms

APIlcast

8.3. L ikLiE

%5 8 Z= BUi8 APICAST LUk S EIFMtAE

| 4 | 4

http http http http
request response request response
600ms /00ms 1200ms 1300ms
v
Upstream
100ms
‘
post_action
v
3scale back end
500ms
v
Upstream

100ms

post_action

v

3scale back end
500ms

APIcast E& /8 Xl 3scale FimiR S5 2B IRINNL AR bHIThEE, SR LEIhEER, APlcast B5ciHf
3scale lGimR%53%, LASUEN AFIEIRRE SIRGHNICE, XSRS ANZENGIFEL, &
Rz ETF, REMhEFEAEAREERE, 5 3scale BimiRSHNEEARMTERS R,
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WELENBINHXMS2ERN, EMARSZARE, HTEZ/) TCP E#N, RECLEFR
B, ethamERzdy, MRFERVVKRELRE, ASPEXNDROICERSERN, FERRREN Bk
H

Ro

&eI LA APICAST_REPORTING_THREADS M52 &/ A tIhaE,

THEHEA T R iR TR,

TCP Connection (client)

| + | + | + | 4 | 4

http http http http http http http http http http
request response request response request response request response request response
600ms 600ms 700ms 700ms 800ms 800ms 900ms 1400ms 1500ms
e
t| 3scalebackend |!
; 500ms ]
1 |
1 |
[ Upstream
100ms
v
Upstream
100ms
i v
1
async
2 threads Upstream
available 100ms
]
! ' v
: !
i async
: 1thread Upstream
! available 100ms
v i
2 reporting i ]
threads 3scale back end i post_action
500ms ‘ no threads available
1 "
; v
1
3scale back end 3scale back end 7””””‘: 3scale back end
500ms 500ms 500ms
+ v
i Upstream
0 100ms
; ,
: async :
————————————————————————————————————— 2threads ------—mmm e
APIcast available

8.4. 3SCALE API £ BATCHER kB&

BRiIMERT, APlcast & hEWMMENEKRYT 3scale BimARS B/ HIT—1 A, 3scale APl E¥#t 4t
BERRIEN B2 8T ZEZ R M 3scale FimkSS 3w & HEE KB E iR HIReEMHE, N

126


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html/administering_the_api_gateway/apicast_environment_variables#reporting-threads

%5 8 Z= BUi8 APICAST LUk S EIFMtAE

X—B, RESGZFRIUASHEERE,

H1515S 4 3scale APl & Batcher TkBg, T & T RSN T EREE,

TCP Connection (client 1) TCP Connection (client 2)
http http http http http http http http http http
request response request response request response request response request response
600ms 600ms 700ms 700ms 800ms 500ms 600ms 600ms 700ms

3scale back end

TTL: N seconds

1 1
1 1
i i
! 500ms !
1 1

v

Upstream Upstream
100ms 100ms

v v

Upstream
100ms

Upstream
100ms

v

Upstream
100ms

v

3scale
batcher policy
async reporting ===
every N seconds

3scale back end
500ms

APIcast
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#threescale-batcher_standard-policies
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&5 9 & [ PROMETHEUS A7 3SCALE API &3 APICAST METRICS

B

153X 3scale XK 1ThRAH, T Prometheus ZEMERE., 74, EaILEA
Prometheus B9t X ki 4 #i524E APl IRSSBIFSHRHIER,

9.1. X F PROMETHEUS

Prometheus 2— " FFERSILETEG, "TATIE Red Hat OpenShift 2AEHhEEEM Red Hat
3scale APl Management APIcast AR5,

MRERFFH Prometheus %¥ERSS, MRS HHI/AFF Prometheus . MimmE—4 HTTP #
O, AFERNIFRNERNLYEI{E, Prometheus EHIRIUXEHiIrE X MWimm, FHHFKRENBIETAR
BUEREH,

9.1.1. Prometheus #if]

1£ Prometheus Ul /1, #&a[LU{#F Prometheus Query Language(PromQL)% 5 & if] ki BUE RS
2. 8 PromQL, &AL EEMREN T ESIBUE.

fn, fEeLERLL T AR IR http_requests_total % Prometheus &G 5 280
BmATH :

I http_requests_total[5m]

Ea LLE HIEFEE label (B2 : X)) R —H & LT IEEFERNGER, G, EaJERLUT
i), FIEIRAHTR http_requests_total F job Fr%5 % & J integration BIRTAN 8] FEHI%ER
Prometheus f£&/5 5 2 ¥RIC*MAREHE :

I http_requests_total{job="integration"}[5m]

BHNSERTLUERNI—PNER, #E Prometheus MEZRXN TR hEANXBBIBRES, & @B
FA Prometheus HTTP API A E8 2558 A, Prometheus 12tBUBMETRME., BiREGHE =z AMERL
FHkESF Prometheus 35Fr, Grafana 2—#hE Wik,

&4 eI LU PromQL i S £ Prometheus alertmanager T EidBEIR,
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https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/prometheus/latest/querying/api/
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al

Grafana 24t XZ#MIThEE, 84~ IRSFH ML (SLA) AR ZHEBE Grafana i
& 3scale APl 1=,

9.2. APICAST 5 PROMETHEUS 55X

LUTERE XTIt T 5 Prometheus B APlcast 5% :

BIEZET APlcast - #i7 3scale IEE=H R APl 15,

3scale NEREREMER AR APIcast.

al

}£E APl Manager #lIIEER APlcast ~{2#t5 Prometheus B APIcast £

BIAERT, Prometheus ATLLLHE 3% 9.2 “3scale APl ¥ APlcast B Prometheus Eilistr” &
51 M9 APIcast #5H7.

9.2.1. Hthik1m

Ao, MBEEEHEELX OpenShift £EEMIURIFER, EaIly B
total_response_time_seconds, upstream_response_time_seconds, and upstream_status metrics
to include service_id #l service_system_name 1%, B RixX&ighs, SAUTHSE
APICAST _EXTENDED_METRICS OpenShift SR 2XE N true :

I oc set env dc/apicast APICAST_EXTENDED_METRICS=true

R R{EF 3scale Batcher $TREg (£ 5 4.1.3 17 “3scale API & Batcher” H1}
3) , Prometheus AaILLIL1E 3k 9.3 “3scale APl & APlcast #tZMEZEBEM Prometheus Metrics”
P SE 7
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k

N
p 3
;

il

MRIEIREEIE, Prometheus REEEISINEIE, I, MR nginx_error_log %A
&R, Prometheus A4 &R nginx_error_log f§#5. nginx_error_log firRAE

BENF TR,

Lth BEIR

\

X Prometheus BJi¥1E, 1H5% Prometheus : Getting Started,

9.3. 3SCALE API EX APICAST i OPENSHIFT IR £

ERi& Prometheus 326, FaILLLE F 9.1 “3scale APl & APlcast i Prometheus 5287
Ff#k iy OpenShift AL E,

% 9.1. 3scale API & APIcast i Prometheus 1525 &

APICAST _EXTENDED METRI —/N/RK{H, /3H Prometheus 5 false
Cs RIEIIME Be LUTIEIRE
service_id
service_system_name 3%,
IR T B X APlcast WE %R
AFE -

e total_response_time
_seconds

e upstream_response_
time_seconds

e upstream_status

Hi 5w

BAXXENELEMNIFE, HEFHEXM OpenShift 158 :

OpenShift 4 : N HRF

OpenShift 3.11 : 74 A Gii5e
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https://prometheus.io/docs/prometheus/latest/getting_started/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.2/html-single/applications/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/3.11/html/developer_guide/
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&5 9% [A PROMETHEUS A FF 3SCALE API & APICAST METRICS

9.4. 3SCALE API EX APICAST 5irAF4 PROMETHEUS

1£55 Prometheus iX%i& % 3scale APlcast I, BEIARILULIE X 9.2 “3scale APl & APlcast
i Prometheus EiAiEFr” 5l HEgIEFR.

QFHE#E{SE A 3scale Batcher $REEH, X 9.3 “3scale APl & APlcast #t/b I EREA Prometheus
Metrics” 5T oI H,

# 9.2. 3scale API E APIcast B Prometheus Ei\{5Hr

nginx_http_connecti
ons

nginx_error_log

openresty_shdict_ca
pacity

openresty_shdict_fr
ee_space

nginx_metric_errors
_total

total_response_time
_seconds

HTTP E#41 gauge

APlcast Fi% 118K

worker HEZEFHRIEEN gauge
worker HZF B AT gauge

Z2[A]

EIRIEIRAY Lua FEEEIR gk
%5

Mm% Fim A XN TR histogram
IFIE] (LARDH BT )

* : Evilnlservice_id
0
service_system_nam
e e, 1At
APICAST_EXTENDE
D_METRICS g4 =
& true,

% 9.2 Y "APlcast &5
Prometheus &£/%" Fff

puIN

state(accepted,active,h
andled,reading,total,wait
ing,writing)

level(debug,info,noti
ce,warn,error,crit,ale
rt,emerg)

dict (B8N —
™)

dict (B8N —
™)

none

service_id service_s
ystem_name
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https://access.redhat.com/articles/2798521
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#threescale-batcher

Red Hat 3scale APl Management 2.14 &= API B%

=171 b RE &
upstream_response kB BRSBTS histogram service_id service_s
_time_seconds B8] (LAFS N EAhL) ystem_name

x : Eif service_id
0
service_system_nam
e e, IRt
APICAST_EXTENDE
D_METRICS 154 =
& true,

%6 9.2 7 "APlcast 5
Prometheus &£/%" Fff

i,

upstream_status k8 EFRSF|BIHTTP 118K status, service_id,
RE service_system_nam
e
#* : Eijnservice_id
|
service_system_nam
e FR%s, (Ruhifs
APICAST_EXTENDE
D_METRICS 528
RE N true, 1M
2 9.2 17 "APlcast &
Prometheus 5" At
pUIYN

threescale_backend  #HFFREIEKE] T endpoint(authrep,
_calls 3scale Gl (Apisonator) auth, report),
status(2xx, 4xx, 5xx)

3 9.3. 3scale API ¥ APIcast #t4-FESRB&H Prometheus Metrics

f&hn Uiy KRR PREE

apicast_status APlcast MZEFimA XN 1T status
M R AR 53

batching_policy_aut 1% 3scale #t /B EREREY T none

hs_cache_hits auths ZFEHFHIAR

batching_policy_aut  3scale #t M ERERBRHY T none

hs_cache_misses auths ZZfFHEK
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content_caching

N7 RBRBYIE K

gk

Status
(MISS,BYPASS EXPI
RED STALE UPDATI
NG REVALIDATED HI
LD
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&5 10 Z ¥ OPENTELEMETRY SDK 5 APICAST %5

OpenTelemetry SDK 5 APIcast RIS FZNEIE S, LURAT BREMREMIT . APlcast #&k
#iF NGINX OpenTelemetry :B8ER%E, BLERABITFIRAIMBAMRERE, MmiRs T R EEH.

FoRFMH

PRER Collector x#f APIcast exporter FRIEZFERF.

APIcast FHE—5CT 5:Hi2% 2 gRPC L OpenTelemetry 1 (OTLP) (GzidEH
Fl) OTLP/gRPC,

APIcast &~ OTLP over HTTP (OTLP/HTTP),

MRINEWERTZH APIcast OTLP/gRPC RER, NIFEE OpenTelemetry Collector
YEBRRICER,

10.1. FAFEBE OTP 1 GRPC TRACE i JAEGER AR 551

Jaeger 1.35 Sk S hR A2 HF trace W&, HA@IE APIcast exporter ThaE, IFE, Jaeger RILLE
T ER4EHK OpenTelemetry Protocol (OTLP) over gRPC (Remote Procedure Calls) OTLP/gRPC £I&
3B OpenTelemetry SDK i trace #i&.

5F
LUTFROIFREATFE 5,
BE Jaeger HIRHI

I oc apply -f - <<EOF

apiVersion: apps/v1
kind: Deployment
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https://opentelemetry.io/
https://github.com/open-telemetry/opentelemetry-cpp-contrib/tree/main/instrumentation/nginx
https://opentelemetry.io/docs/reference/specification/protocol/exporter/
https://opentelemetry.io/docs/collector/

metadata:
name: jaeger
labels:
app: jaeger
spec:
replicas: 1
selector:
matchLabels:
app: jaeger
template:
metadata:
labels:
app: jaeger
spec:
containers:
- hame: jaeger
image: jaegertracing/all-in-one:latest
env:
- name: JAEGER_DISABLED
value: "false"

- name: COLLECTOR_OTLP_ENABLED

value: "true"
imagePullPolicy: Always
ports:
- containerPort: 16686
- containerPort: 4317

apiVersion: v1
kind: Service
metadata:
name: jaeger
labels:
app: jaeger
spec:
ports:
- port: 16686
name: http
- port: 4317
name: internal
selector:
app: jaeger
EOF

%5 10 3 5 OPENTELEMETRY SDK 5 APICAST 45

Jaeger IRS5EHIFF TSRO 4317 1 3scale B[]/ (40O 16686) H{iilf OTLP/gRPC RER,

BERPRL A -

I "Traceparent": "00-4335058ae8ec72f9636d8c0da08c62be-137a4beaae638572-01",
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10.2. Bdi& APICAST #H1TiBER

JiHa{R 3scale API NIy~ & H el SER R S BLliZet, EnlLAFDRdiE APlcast #H1TBER. XfFHBITF
R APl BRSSO SE B oY AR X ERlEe,

i
1.
79 APIcast TEfIEREXH :
[}
Bo il AR TE NGINX Kol FE 7 e b E o
I $ oc apply -f - <<EOF

apiVersion: v1

kind: Secret

metadata:

name: otel-config
type: Opaque
stringData:
config.json: |

# "otlp" is the only supported exporter in APlcast
exporter = "otlp"
processor = "simple"
[exporters.otip]
# Alternatively the OTEL_EXPORTER_OTLP_ENDPOINT environment variable

can also be used.
host = "${COLLECTOR_HOST}"
port = ${COLLECTOR_PORT}
# Optional: enable SSL, for endpoints that support it
# use_ssl = true
# Optional: set a filesystem path to a pem file to be used for SSL encryption
# (when use_ssl = true)
# ssl_cert_path = "/path/to/cert.pem"
[processors.batch]
max_queue_size = 2048
schedule_delay_millis = 5000
max_export_batch_size = 512
[service]
name = "apicast" # Opentelemetry resource name

EOF

2.

£ X5 E openTelemetry EtEH APlcast EHHE X ¥$IR(CR), #£ CR E X, I
openTelemetry.tracingConfigSecretRef.name Bt % B A& openTelemetry BSiE1¥1EH
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https://github.com/open-telemetry/opentelemetry-cpp-contrib/tree/main/instrumentation/nginx

%510 = i3 OPENTELEMETRY SDK &5 APICAST 5%

secret W&HR, LLTFRHIEREXEE openTelemetry BINZA :

apiVersion: apps.3scale.net/vialpha1
kind: APIcast

metadata:
name: apicast1
spec:

openTelemetry:
enabled: true

tracingConfigSecretRef:
name: "$NAME_OF_SECRET"

10.3. Htb 55l

[ ]
APIcast A 52 &

W3C TRFfEHEREY
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https://w3c.github.io/trace-context/
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% 1= API irA&

% 11 Z APl hr=&

4148 3scale API B S APl hRAIEH, &M 3scale EEE API K, oL@ =fAERIEHRA
API : LU FR2E0ILUE 3scale BX Xt API #HTARAMREI, ER1E 3scale R4 T HA89ThEE,

11.1. B¢

FiEmEHENEIRMRBER, LUEH 3scale 5Lk APl lRA RS,

BREEA— T ATERIEEN AP, AP ALLEE TREMNXEBFRERE SERMNIRME : ZAR. ek,
ihbrdl, BEREFS, RER API BEGIRA(v1), BIEEEHA T — PSR AR (v2).

LIRS A48T A 3scale X APl lRA RGN =FmAEN 5 -

URL hixA<{27l.

i 5 hiR A< 122 .

B 7 bRk iR A,

11.2. T REZH

A EFtATsEaRl, 5@ 3scale seRlE—%,

11.3. URL &

MREBATEANATFRRRMNER BT TH, EIirEF) , #A URL IREYF)9 URI —EB
sra$s APIRA, #in :

api.songs.com/vi/songwriter

api.songs.com/v2/songwriter
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#first-steps-with-threescale_configuring-your-api
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3.

api.songs.com/v1i/song
4,

api.songs.com/v2/song
5.

LUt R HE

fERILTAER, B vi SN API HTRF G, BT 7M.

XI5, 3scale FIXFEM URI iZEUR R AIRA. X#GERVFENEMRE bR H S RERN AT,
RE, ERLUHERSXET MR R XK, L& RE L R ERER.

DUTREHKESRT 3scale MREM,

11.1. lRA T XIThEE

Metrics, Methods, Limits & Pricing Rules Metrics, Methods, Limits & Pricing Rules

Metric or Method (Define) Enabled () visible 2 Text only 2 Metric or Method (Define) Enabled () visible (7 Text only 2
Hits v v v @ v v v

author ® v % v ® v % v

song 4 £ o @ v ® v

[vl ® v v v ] vi ® = ® v

v2 % % v (- ® v v v)
Features Features

ME—FBEMMIZ A 3scale EHE[ 1 FhY [your_API_name] > Integration > Configuration, 7%
&89 URI B RIE1ER, W TFERFR.
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A 11.2. §9 URI BURBISHR

Integration

APTcast Cloud Gateway
APT Key (user_key)

Configure your API gateway in the staging environment. Once your staging environment is green you can deploy the gateway to the 3scale production environment.

Staging: 3scale-hosted to configure & test your integration documentation deployed | deployment history

Private Base URL* | https://echo-api.3scale net:443

Private address of your API that will be called by the API gateway.

Public Base URL* ttps://api-2445581317188.staging.apicast.io: 443

Public address of your API gateway in the staging environment. You can use
this address to call the API for testing purposes.

~ MAPPING RULES 'i-"
Verb Pattern + Metric or Method (Define)
GET v N2/ 1 va T FE
GET A"V 1 Vi T FE
GET v [{*}/song 1 Song LA AT
GET r f{*}/author 1 Author A

© Add Mapping Rule

ZHEANANTEN AP RE, FAERATARNIIE. EXeilffEAEAEErEREE 1
EO

MREBEENBZE APIv2 WA RABE, BuUURERPETERMITXEEM, oLl it
T8, FHTHE v1 LRESHTE v2 SEsh8miA e, @it EHRSGR AT 3scale Fbnigts, &0
DERRERETA vi 5 v2ims, FHTHRMANTURESHBFA vi,
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11.3. hixA<1Z4

Dashboard Developers Applications  Billing Analytics AP  Developer Portal  Setting

)))))

2200 r.sep 0200 0400 0500 o800 1000 2oo 1400 1600 18o0 2000 2200 z%p 0200 0400

MRFERFER v1, MRETIEHIBLERF, UAEEXTERR v2 W5 — 1 RE8BEE,

3scale RIE=F AEk A XFRHE,

1.
S#nEl Audience > Applications > Listing, FHiRIEEEL EFRETNNARRETRLTE
HIzkFF R Search,
2.

B multiselector, LUAFFIZRFEMRANFAN A, ZRHHEDS, FHARFENTHRER
5, W ZXFEFEM. BN ARFITIMESRE,

s Send email, AEREBSR/FABNAERIAEN AERFNMEE,

THEE# T —PaHEsE,
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K 11.4. K EFRSE

RED HAT 3SCALE API MANAGEMENT Audience v o o a

Accounts

Applications

Applications
Bulk operations
Listing

Alerts You have selected 3applications and you can make following operations with them:

Billing Send email | 3 Send email to owners of selected applications
Developer Portal Change application plan Transfer these applications to different application plan

Messages Change state Accept, suspend or resume selected applications

) Name State Account Service Plan Paid? (2 Created At TrafficOn
All Basic 1 Search
2
My app pending Developer  Echo API Basic free October 26, 2018
Feasible Inc.'s App  live Feasible Inc. Echo API Basic free October 25, 2018
Developer's App live Developer Echa API Basic free September 11, 2018 September 11, 2018

Export all Applications

XX s & 9S4 authrep A, EB{UGHTEHEIUE—R, BEhmaiREMmR, —XRikE—XA
F APl iRAE, ZEUEEY, ENHRAREREEIE, SFESNKFE APl RAHIElin s T
A, S REREBUREAS (vi. v2 %) GENAEERL, SR TREE LR sEENR

XRE,

11.4. i s bR A< 126

Wi v R AR, ERILUEA AP ERAEAARRNE =, M api.cons.com/author_v1, KX Mim
RASRIURRFRA, AEUR ERAERT APHRERTAE URL BUNHEIRES URL.

¥ R A 75 7k R EEE I SRR B AT, RN EREERAF INSRE B RMM LUA BIAKRE
E URL,

EXTERNAL INTERNAL

api.songs.com/songwriter_v] AIREE N internal.songs.com/search_by_so
ngwriter

api.songs.com/songwriter_v2 AIEEE N internal.songs.com/songwriter

NEmA (B, NMARFITES) NIFEAABSZaNAETESER.

11.5. BE Rk A
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A AE SRR AEHIE, LRIk (BP "x-api-version”) MAE URI EHEEMRA.

RE, FXMZBERNCLPRIG S, SERUEI—F, el E S8 SRR R/ R
HE, XMHEFEE—ERE, TREGHN APIEBXREEH 2. METREZEE, 1ESH APl IR
XAk, LLFR 3scale THEREMNLINERS :

SREmAE—H, BEGCKRFEHRENATIREEE AP, BAVERE—EFKRIR
KA/ B Y BEIEFARE R authrep M. XFRBIMAE R EERET Lua AT,

fERL TR, RS BT RN EThRE S FR.

XA ERBEENMRSET, FLXAGEEMN URL HilnR Kk ZFSEH, BHLXAREEMN
—A AP RAYIEE 73— APIRAR], iIREBEESRL. HitAAThaEEER.,
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https://www.3scale.net/2016/06/api-versioning-methods-a-brief-reference/

R4 1. API B35 0F

&4 . API S3550UE
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12 F SRR

BEFRPERECRAT, 599 T BMAE AP EIRESRRIEER, URNNARFS APLHBERRN,

RIBER API, BRI REEATRANSHRIUEEI LB ERUVIHEN API, EiTaILAM API EH
¥l openAuth S BE L&, FEENA T AT M TR S B RIEER h TR,

12.1. ZTEHB IR

Red Hat 3scale APl Management UL F AN G HEIFER -

brAE API 82 : SER— A BEHLFRIBHIGHEF IIRARTH secret FHE.

N ARERRFFNEAN - AN ZRRRFFH 22/ secret key FH &,

OpenlD Connect

12.2. WEFHRIERR

12.2.1. EFIRSHE IR

SREBEIEELEK API RS (FEXFMRERT, " RE—1%7 API MiRSS) . #ifE Integration 5f
ﬁo
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RED HAT 3SCALE API MANAGEMENT API: Echo APl v o (2] &

Overview

; ; Integration settings
Configuration g Setting
Analytics for the service
o Integration settings
Applications
Deployment Option APlcast
Subscriptions
Authentication API Key (user_key)
ActiveDocs
edit APlcast configuration —
Integration APIcast Configuration
Confi tit
Sl SEEl Private Base URL https://echo-api.3scale.net:443
Methods & Metrics
Settings Mapping rules /foo => foo and 1 more.
Credential Location query
Secret Token Shared_secret_sent_from_proxy_to_AP|_backend_c5425589402e3f4e
Environments

Configuration history

Staging Environment

https://api-3scale-apicast-staging.poc-sd.staging.3sca.net:443
V.2

Production Environment
no configuration has been saved for the production environment yet

BRI E N RS A LMERAFRN S HBRIEER, BE1RSREEER —MER,

B

AR T RILE, BEFFERSHRIHER, RNRSHTAATREIZR/ITENN,
EERSHRIER, RN CIERRSHIBE .

12.2.2. EFFEFE A Authentication xR

EERFEEHRRIFES, A% 5hE] AUTHENTICATION 4, X8, EulLUEFELL Tk — :

[ ]

API Z¥(user_key)
[ ]

App_ID #1 App_Key Pair
[ ]

OpeniD Connect

12.2.3. MB{RIER AP B2 IETARRIRSEIE
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RIEFTEREIERE, EWRFREES APIARAPHTIRSHE (BYFER. IDF) , XESHNER
"#E5 3scale PAERFEANSHTRE., MR 3scale FinARAPER T EMMSHAT, 3scale 53
RIS EMZ1T,

12.2.4. S AT IR AER

NRRERELEETE, BB IFMNARSZLERELER AP, SHRBEE ] EHmiRe
Accounts Xig, HGZEFEAMKST, BHET FINEERE,

HEERHAH T save HUIB— 1SS EEBOHA A, LUER AP, II7E, EeT Ll XSk /A
APl, FHSRIE 3scale FEMMIN ARFEINRKEEIL K,

12.3. AR IR

3scale LU TEHOhIFRN S HEIFER,

12.3.1. API 28

XRRAANTIEEAR Y — APIER, X8, 818F APITRNNARFHEE (K—) K
FHFE ; B -

I APIl-key = 853a76f7c8d5f4a1ee8bf10ad4e0d1f13

KIABERT, key SBMATZE user_key, ErlLMERIZFEREFE S — 5%, 10 APl-key, IR
EFEHMIRE, WFEEEM 3scale X HIRPUAARIMS Z{E. FRHEBRNFTLIMATHONESRE, #
APl [, BIUENERLSEKES APl FAN SSL RN ERERXEER, UTRAIUESHE
MM ARERRE EPITHRE -

NFd Suspend : XSHEENARFEX API#IV;F, HFAKEEXNHEHEXEFN APl BT
AR,

N AR Resume : BUHN B E SR RIS,

FEEHEN - RPN RER— NI FRERY, HRSSNMAEXEK, R
TR, Sa— TSN ERRAERER.
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B 1R2E FHEIEER
E—RETLUMER T API SR (MRFF) M API Developers A FiEHl &% .

12.3.2. App_ID #1 App_Key *f

API Key Pattern 35 RAEFHIF3H secret AESHASHE— ISP, BXMEA[/HELIT :

£/ API 9N AEBAZ KA T ZEERAR, #9 MA ID(App ID). App ID 218%E
0, F—EZHREN,

W, SNNARFESAILE—EAD MAFEH (App_Keys). 81 EBH#ERES App_ID
KEK, NAANE,

I app_id = 80a4e03 app_key = alee8bf10ad4e0d1f13853a76f7c8d5f4

ERAKED, FAAGATLAENNANRES ANBH. SRTFFLXAGCIERHEY, Heim
B, EFMEHNA, ARFABEEH. IFRL API BHERERNANERNARFE.

S E B MERREKRXFEENAER ID RESS, MAZED APIEY. MIRFXARFTE
RERASTTEER, i8R NA, A2,

A SRS LMER, FRTESENARHNER TUBNBARER, EXMER T, 3scale &
SR OURTE App ID BEDI AR (FRHTEARE) . WEXTRAFNMNBERBY R, KEXNHAA T
MNARFEMNAEERG, EAZSEREAT, ETESE APl BHEMNNARFEEEEY —IMNARES
$H. KB SIETE [your APl_name] > Integration > Settings 1,

12.3.3. OpenID Connect

AX OpenlD Connect FAIERIFE, #HHEEF OpenlD Connect 55 &7,

12.4. &EZHTiIE

3scale Rk IFaTIESRThEE, THATRNARKEILLA API M IP ibht sk 5 A Q& Y, APIE
F{E Referrer trkrhigE referrer {H. {#f Referrer I BMiESE RFC 7231, £ 5.5.2 17 : #t
##23. Referer 2 RFC #l ik 5| HNE A HIEH IR,
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https://tools.ietf.org/html/rfc7231#section-5.5.2
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Z1& Rerer Filtering ZHEEIE = T 1E, ZEBATEIRS FlsEEHS /i APIcast Referrer policy.,

Z /5 Adrer Filtering 26, & [your_API_name] > Applications > Settings > Usage
Rules, ¥ Require referr filter # 217 Update Product,

igmagcale

BY RED HAT

Overview  ActiveDocs

Definition
Integration
Application Plans
Settings

Alerts

Dashboard Developers Applications Billing Analytics APl Developer Portal

Echo API > Settings
DEFAULT SERVICE PLAN

Default plan
Default

Default service plan (if any) is contracted automatically on sign up.

APPLICATION REQUIREMENTS

Developers can manage applications
Developers with access to your API will be able to manage applications and their access keys.

Require referrer filtering
Developers with access to your API must indicate allowed domain / IP referrers.

Enable custom keys
Allows you to create custom keys for developers

B ITER) APl BIFF LA RBTECETF LA R 1/ A FEII/IP 5145,

Referrer Filters

If you are developing a server based application you typically need to
add IP addresses, if it is widget based you typically need to add
domain names. Specify allowed referrer domains or IP addresses.
Wildcards (*.example.org) are also accepted.

Add
At most 5 referrer filters are allowed.
developer.example.com
169.34.21.42

££ Admin Portal on the application details T{H, A& FiZIRFEIN AEEFIFIE T EmPRETr—
#7HJ Referencerer Filters 384, Wt4F, BTG MLt AEEFIE R FSZ & HENE S H,
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B 2% FHRIEER

Referrer Filters ' ? )

Specify allowed referrer domains or IP addresses. Wildcards (*.example.org)
are also accepted.

© Add Filter

developer.example.com iy Delete

169.34.21.42 W Delete

BRI LU BTN R ER 2 A 15 (H,

ZHREEBSH T FE. HFMBHFFR . fl- * dETFERRE, WRER D *, AR5
B#ElE, BILfF5E 5I B,

24 Require referrer i1 7€ ZhEER] 3scale APl EFEHZES SEBEHT, FRFUATLUERS TE :

REIEEH T IELTHIN FIEES-18 7 R R 1 I L uE K 1S 5L

X FiR BB G AT I RN fHEESE, APlcast MigKags| 2 tr-L iR 51545 (4,
fFE1EYy AuthRep (FRIHIRE) 15KBH 545 param 4 Z£F) Service Management API,
FZEr T 5 #5152 HB9TF [E2HE 89 AuthRep Wiy,

referrer Z85E HNNARETSE 5| AZRSHE HTTP MR Fji] B 1E 3Z

i ? it ikds ?

IEEE5| 2T Ess 200 OK <status>
<authorized>tru
e</authorized>
</status>

il
il
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referrer SEuA MM ARRE T 5% GRS HTTP MRz il B 1E 3Z

i ? it ikds ?

=
=

7|

LECS| A2 JESR 200 OK <status>
<authorized>tru
e</authorized>
</status>

il
il

RIEfes| AzILiE 409 ;hze <status>

25 <authorized>fal
se</authorized>
<reasonsreferre
r
"test.example.c
om" is not
allowed</reaso
n>
(test.example.c
om E—/N )

7|

EN U GE SR 200 OK <status>

25 <authorized>tru
e</authorized>
</status>

i

* 200 OK <status>
<authorized>tru
e</authorized>
</status>

i
i

5 * 200 OK <status>
<authorized>tru
e</authorized>
</status>

i

7|

409 ;hze <status>
<authorized>fal
se</authorized>
<reason>referre
ris
missing</reaso
n>

gl
[

7|
7|

- 200 OK <status>
<authorized>tru
e</authorized>
</status>

% AuthRep 1ZIXBI 54 APIcast 1644, # .27 "Authorization Failed"#5i%, #alLIfEIRF%E
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BT B E IR R EACIERIEE 5 B
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%8 13 & J¥ 3SCALE API ¥ 45 OPENID CONNECT G171 EEF5 5k

EGUF APl 153K, ZT#g 3scale APl &2 e[ L5 #F4 OpenlD Connect #151) G tEREEFEMK, 77
745 3scale se&Z#z, S EHREFTLIE Red Hat Single Sign-On(RH-SSO) st3L# 21/ Keycloak
B i A B=H GRS, 77 T4 3scale APl BI(APIcast)# 2, aITLUEBEISEE] OpenlD
Connect B9/ G175 7.

%{;

3scale F#fH RFC 7591 Dynamic Client Registration Mechanism, XfF 3scale #]
OpenlD Connect SAERFEFZ HHIE£FEE, EMHITFEIA Keycloak & F it
.

OpenlD Connect B9EHZ OAuth 2.0 #Z###EF (RFC 6749), OpenlD Connect 7£ API 15K {&fH
JSON Web Token(JWT)(RFC 7519) KlEzuFiZ%ig k., 24#F 3scale 5 OpenlD Connect G{7{EHESF
B, HBEBENIEEZESS :

APIcast 715K P BEHTRIZ UF JWT, LTI, APlcast %iF APl jH7#Z & ik FHR9 S
ﬁo

3scale Zync #1f#¥¥ 3scale N fHEEfF1#165 OpenlD Connect G 17 tERFEE/FIAIZ,

24 RH-SSO 2 OpenlD Connect G171/, 3scale SsHFXMTNEM SR, 1HEH FFH9
Configurations T EH89 RH-SSO hk#., {82, RH-SSO HTE2LFEH., Loyl %+ OpeniD
Connect #5180 Keycloak &/ im MBI S 7t EESF. APlcast 55 RH-SSO #]
ForgeRock Ji,,

LUF /7184 THZiE 3scale LUf#FH OpenlD Connect G714 FE/FHI1S S /T :

£ 4k 3scale APl £FE#] OpenID Connect G724 FHEd

APIcast #4222 JSON Web 5%

3scale APl £ Zync I # v HEE/F1#185 OpenlD Connect G171 A EE/FIa1%
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https://openid.net/connect/
https://access.redhat.com/products/red-hat-single-sign-on
https://wjw465150.gitbooks.io/keycloak-documentation/content/securing_apps/topics/client-registration.html
https://datatracker.ietf.org/doc/html/rfc7591
https://datatracker.ietf.org/doc/html/rfc6749
https://tools.ietf.org/html/rfc7519
https://access.redhat.com/articles/2798521
https://www.forgerock.com/

%513 3 19 3SCALE API &5 OPENID CONNECT SRt FE £

1% 3scale APl EEE 511 H i E-REH 7 OpenlD Connect G17teHEEFF

f¥ 3scale APl £ 5 =7 OpenlD Connect G} tEtEEFEK

&/ OpenID Connect S {7 1EHRFE/F Wi 3scale APl &2

3scale APl €24 OpeniD Connect G712 EE/FE R HI 7B

13.1. 5% 3SCALE API £ 2] OPENID CONNECT 517 {E4 /7 Huh

F1NEZEHI Red Hat 3scale APl Management 41{4#& 5 G35 uF, 1 TFAT :

APIcast %1 API JE 722 b HLELEI B 175 uF T HERIE LM, 7E2CIH9 3scale E8E
Ha, APIcast TTLIHEX—sR, EAESLHT APl =569 OpenlD Connect ECi& B 514 PR,

API gty g Admin Portal i%i& B34 iE e,

W1 3scale EEEHY APl REEFGFRHE APl B LA FEE/F PriR fF RIS % uF 15k, 4
API #2415 OpenlD Connect G171 EE/F%kk. 1£ FA/H, OpenID Connect 5{7te#
BFEUIEHE mER,

BB T BHP R RIS FFLA T, APl @EFZEEFFFLZE TN B,
L FEE 3scale APl =g 8915514,

24 OpenID Connect 5 3scale £k, iTlIRM% APl JE#Z W fEFBIECE R, LR
¥ E OpenlD Connect G4 124LEEFHT JSON Web 544 (JWT), API ZLiEHRCE APl P=d3 LU
&5 OpenlD Connect H1#5EX 1N,
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K 13.1. Z7it74 OpenID Connect G172 EEFHIEZE 3scale 411

Developer Portal <} APl Manger » Admin Portal

Authorize and
Report Traffic

API Gateway
(APIcast)

Optional OpeniD
Connect Integration

Red Hat
Single Sign-On

i R iR, APl #EEZERMERKE) OpenlD Connect G712/ K 5 195 iF 15,
X IESTIFXNT APl JH#ZE WA B LY APl BiE KA T B 55 0F, X&E API @ HE B8
3scale API /= iEL£H9 AP,

FiuF8#5% i ID 1% i secret, Hi APl (@52 GIEEHI N A X L UFM OpenlD Connect &
FIEHEEF IR JSON Web 4% (JWT), 24#AC0iE 3scale 5 OpenlD Connect £k, # o] LUE#F
API E#E W MR JWT 897, 7 A Red Hat Single Sign-On BIZ(iA RIS 5589 APl 35
HENHEFS, NBEFSTRITE THEE :

B —TEK LY API [5isEl, /557 OpenlD Connect G1712H4LEFHT OAuth 27
o BRI G R EE[F Red Hat Single Sign-On, R4 &R, LUKRIRIIE

@0
2.
THE JWT BIIRICHS,
3.
BRI U] METIE 52 B RAEK JWT,
4.
X EES JWT 89 API 153K F_L ¥ API i,
5.
EHE— JWT L Z£I54509 APl 53K, EEHTH,
6.
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BIFT JWT 2t/5] OpenlD Connect B tERFEF AL EHIFK, LUKRETH) JWT, FZUF1E
fER AT OpenID Connect G171E4ESF.,

APIcast M API [ s R IR BiE KBeg JWT, A1E APlcast 43iF JWT, APlcast 27FiFK
(815 JWT) %ZF_L¥ API i,

A 13.2. [Z7~ OpenID Connect G712t 2 Red Hat Single Sign-On, {H=LIAZE At OpenlD
Connect G117 1EHFE/F.

Developer Portal <} APl Manger » Admin Portal
Authorize and
Report Traffic
Authrorized
Applications API Consumer Request API Consumer Request
Developed by » RAlEEET LT » API Backend

API Consumers (APIcast)

Optional OpeniD
Connect Integration

Obtain or Refresh Java Web Token Red Hat
Single Sign-On

v

13.2. APICAST #1{4' 2 JSON WEB ¥

APicast 1811 £ 2 JSON Web 54% (JWT) KL EBENFK, ZigKIEXN APl EREZ N A TS 5T
ulif#&[E 7 OpenlD Connect G171 EEfF. %5 KE S HIEH] OpenlD Connect G173 teAEEF X4
BELEg JWT, JWT 244ifii F Authorization #5550, Eus4ifEf Bearer £, G0, kL
T

Authorization: Bearer
eyJhbGciOiJSUzI1NilsInR5¢cCl61kpXVCJ9.eyJpc3MiOiJodHRwczovL 2lkcC5le GFtcGxILmNvbSIsInN1Yi
6ImFiYzEyMylsIm5iZil6MTUzNzg5MjQ5NCwiZXhwljoxNTM3ODk2MDKOL CJpYXQIOjE1Mzc4OTIOOT
QsImp0aSI6ImIkMTIzNDUZ2liwidHIwljoiQmVhemVyIn0.LM2PSmQO0k8mR7eDS _Z8iRdGta-Ea-
pJRrf4C6bAIKz-Nzhxpm7fF70V3BOipFmimwkQ_-mw3kN--
00c3vUTRE4FTCQGbzO1SAWHOZqG52Ux5ugaASY-
hUHIohy6PC7dQl0e2NIAeqqg4MuZtEwrpESJW-
VnGdljrASOHsXzd6nENMOZ_ofo4ZdTKvIKsk2KrdyVBOcjgVjYongtppROcw30Fwnpqfe CkuATeINN5OK
HXOibRA24pQyIF1s81nnmxLnjnVbu24SFE34aMGRXYzs4icMI8sK65eKxbvwV3PIG3mMOC4ilZPO26d
oPOYrLfVwFcqEIrmENUAcHXz7NuvA

HRZIFBETRATL LML JWT, 1535, BEFRERIE Web TEPHFE JWT, HEHFEHTHE] JWT
H, BZALUEFTHEBE=188%
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PRI KU BREHTHEABIER, URATFHBHEEELIES.,

B BAFHLZEIFKE) APl E, FIEaTASIE APl @EE e LU{THIERFAI G 17
fE. APIHZHZBIE FHSAH U LIR B X APl H 7B RS S,

FEE—TWEZS, ZXTrBHEREHEN,

APlcast }2& JWT 2&ZHLUFEHE :

STEM

JWT EEHEBH " EX?ZELEEEF/H?

JWT BET7—1EE, CHEBENRZETLR LT, LAREBAIZAES S, BRI aR
UERAFMARAEELEE, 3scale SSfFHETFLH/BEIX B RSA 585, SXEEHABGIN JWT
H{T%E. APlcast AR % uF5F4, APlcast &/ OpenlD Connect Discovery ZHR el fHF
BF JWT 2589 JSON Web ZH(JWK),

#f1E]

LS T LIFES TR, LETBI 22X ?JIWT 2B 1 ? Hit)i%id, APlcast R &
JWT nbf (maFERTEZ Ei) #lexp (GLHIFIE]) ZBE,

XHE

E#17 APIcast #9 OpenlD Connect S1F1EHRFEF X 89 JWT 15 ? Het]iZ 15, APlcast %
iF JWT Jif5ERZEL & 25 OpenlD Connect Issuer FERRHFACEH] APl L B HEEHTEL &
BRZHIEZE L, 3scale F] OpenID Connect B 7 12EAEFHIZ T —E84, X2 JWT iss &
Hﬂo

&4 ID

SRS HE 3scale & inh[HEESF ID, EX/F APlcast A1 ? L% F i ID A S 1EmiE
HRIEERT API i35 OpenlD Connect SHALERFE/FE LI il ClientlD Token Claim
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https://openid.net/specs/openid-connect-discovery-1_0.html
https://tools.ietf.org/html/draft-ietf-jose-json-web-key-41
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PERg, X2 JWTazp (JWT ZEXFRGERIN ) ABR] aud (BTA) A5,

HIREET JWT Z Ul st IR 7%, APlcast 2:&[0] Authenication W #4512, Z W, APlcast ¥¥
IHE KL T 3scale LY APl /5w, Authorization fr-LREFZEE KA, Hit APl Eimth sl LUERE JWT
KEEFHIEFimgs,

13.3. 3SCALE API &2 ZYNC a5,/ HFEF1#155 OPENID CONNECT G712t a4

Zync £ —1* 3scale Zif¥, o] Al sEHIFEAIEHEL T OpenID Connect St hEEFH, TEHZKEH
H1, 3scale p//H45 OpenlD Connect B1F1EHFEFZ imx i, Haligi, Zync 5 OpenlD Connect
SR Ie RS, LUGIE FHAWE OpenlD Connect &/ i,

Zync S8 Keycloak 26\ & /i 241, (EHHIL APl EkEE FinftZFE T Keycloak 7l Red Hat
Single Sign-On, B2 EEFREOIE i ID #1Z Fix secret, E11&2 3scale N HHIE 1552 uF £
%,

RO, BN EREFR, Zync 5 OpenlD Connect B 1E4LFEF1E1s, LIE I EHX]
MBI i, A2 EELE 3scale o ipBILl FiRiE :

B35 ulHl#7 OpenlD Connect,

OpenlD Connect X% ZHEE :

24 Red Hat Single Sign-On /2 OpenID Connect 7 12£#/FF/, Red Hat Single
Sign-On, EAXPELEER, Zync RfFEF Mg KL% F Keycloak/Red Hat
Single Sign-On £ &/ im 4} AP,

Hfh OpenID Connect G4 124LtEE/FHT REST API, (&S 4X&EEH, Zync 2%
EE i ER, # Zync REST API BT,

41'F URL <2 OpenID Connect Issuer:http://id:/api_endpoint,

22 27 OpenShift £, HH 1 Zync HEE :
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https://wjw465150.gitbooks.io/keycloak-documentation/content/securing_apps/topics/client-registration.html
https://github.com/3scale/zync/tree/master/examples/rest-api
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zync

Zync Z2—1 REST API, M system-sidekiq ZEH&EH], HIFiEE fEWVH E zync-que.
HETETES. FEHTAIER 3scale b/ fEFEFBIEA,

zync-que

zync-que L EEX LS EIEW, T4 system-app # OpenlD Connect 513 1EHEE/F1E
15. 414, % Red Hat Single Sign-On ZAZiEHJ OpenlD Connect S teHEEFH/, Zync 6
2. F#HHMWE Red Hat Single Sign-On td1 892 F i,

13.4. #7 3SCALE AP| EE 51 I5H &R £ OPENID CONNECT G173 1e A EEF

fE# API i, #oJLlfF Red Hat 3scale APl Management 5 Red Hat Single Sign-On %5k,
fE7 OpenlD Connect S e HRESF. X EilRAYEESHTF%Z OpenlD Connect #1718 17%uF API
17 3KH9 3scale APl =4z,

M HRER—E8 4 2 7£ 3scale Zync 1 Red Hat Single Sign-On 2 [(#i; SSL i##, B* Zync 541
V1§ H R ERBIELUX SR, WRERELE Zync FIZIIEH s ER2 FECE SSL i£#%, IRy ilTHIF
I T IS

3scale 2.2 R FHHINEZE 557775 SSL_CERT_FILE #1525 #9 Red Hat Single Sign-On BJE E X
CA il 5, ITEFEREIUFHFAEHFMIELE, 7 3scale SLII5 % =& -R%6k 7 OpenID Connect 517
TR EEF a1 LU FIFEEL Tk -

1R Red Hat Single Sign-On REEFH B a5 uF AL BLIG(CA) L HTUF T, BB
3scale Zync ECEE v E E X CA uF 5, #IF Red Hat Single Sign-On A/ ATfS CA X #
BYUES, ST UL,

ACiE Red Hat Single Sign-On LI 3scale & /i,

ACiE 3scale L&/ Red Hat Single Sign-On,

TERFA

Red Hat Single Sign-On fR%5 #2484 HTTPS 24, HuHi#Ed zync-que i/, Zj
"X —m, HeLIM zync-que pod #5217 curl https://rhsso-fqdn, G4 :

160



%513 3 19 3SCALE API &5 OPENID CONNECT SRt FE £

$ oc rsh -n $THREESCALE_PROJECT $(oc get pods -n $THREESCALE_PROJECT --
field-selector=status.phase==Running -o name | grep zync-que) /bin/bash -c "curl -v
https://<rhsso-fqdns/auth/realms/master"”

OpenShift £FEEE TR,

ZZHE OpenlD Connect G2 #§H s &R BT 3scale APl =g,

FEEEEUTES -
ACi&E 3scale APl &2 Zync LU#EH E E X il Bk BLuE1
EELIEH mERFEREH 3scale APl EEEE i

ACi& 3scale APl E 22L& Red Hat Single Sign-On

13.4.1. ACi& 3scale APl & Zync L& E E X uF BRI

24 Red Hat Single Sign-On &5/ Al {5 uF POTAL HAA(CA) X TBIUE i, WF&5ZUMT, HE, A
#Z Red Hat Single Sign-On R&#H Z{5 CA X HHJIF15, #HAACE Red Hat 3scale API
Management Zync, #/5F8EFF Red Hat Single Sign-On A& 7727 3scale &/ ', HitAiE

3scale LIf#H Red Hat Single Sign-On Fi,

T

LU .pem KR CA Ul HHE, FHIFEUEHERGEH AHBIAE, G :
customCA1.pem, CustomCA2.pem F%,

Wi P, L e/ CA, A1 :
I $ openssl x509 -in customCA1.pem -noout -text | grep "CA:"

X% CA:TRUE 3t CA:FALSE, #HZHTULH#XH7 CA:TRUE, HIRGIH
CA:FALSE, Wit #F 255489 CA,
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#HLLTF cURL a2 SR uFE Tl 5. 1A :
I $ curl -v htips://<secure-sso-hosts/auth/realms/master --cacert customCA1.pem

#F <secure-sso-host > &7 Red Hat Single Sign-On ZHAIELRELE.

FiAegm 2 Red Hat Single Sign-On 1589 JSON A&, HIRHuF%M, ZEHGuF5algEF
IEA,

£F zync-que pod I /etc/pki/tis/cert.pem XHHBIHIEAE -

I $ oc exec <zync-que-pod-id> -- cat /etc/pki/tls/cert.pem > zync.pem
FFENEEX CA iEBXXABIRE/INE zync.pem, BT :

I $ cat customCA1.pem customCA2.pem ... >> zync.pem
FFET AL I E) zyne-que pod fE77 configmap X1 :

$ oc create configmap zync-ca-bundle --from-file=./zync.pem

$ oc set volume dc/zync-que --add --name=zync-ca-bundle --mount-path
/etc/pki/tls/zync/zync.pem --sub-path zync.pem --source="{"configMap":{"name":"zync-
ca-bundle”,"items":[{"key":"zync.pem","path":"zync.pem"}]}}'

X RSTER T UL BHFSEFME zync-que pod 4,

FuFuE & BN, ABEDIER :
I $ oc exec <zync-que-pod-id> -- cat /etc/pki/tls/zync/zync.pem

7£ Zync LACE SSL_CERT_FILE 535 E LIS AIFTEI CA uF BHFHE -

I $ oc set env dc/zync-que SSL_CERT_FILE=/etc/pki/tls/zync/zync.pem
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13.4.2. BEEZIIE H s B R#H B 3scale APl EEEE Fig

1£ OpenShift Red Hat Single Sign-On (X Z#& ", #¥ Red Hat Single Sign-On A& 2% Red
Hat 3scale APl Management &/ im, XEHHIIEEEE i, X APl #HEITIIALA G ] HHG
API Itf, 3scale (& FEIL FEEAFLIER Red Hat Single Sign-On SEEE i3 7 APl JH 7 & W R
BIEEE i,

R
1.
7£ Red Hat Single Sign-On ##/& /1, 77 3scale &/ ix I — 1\, sEt/FES 3scale
& igngoiA 1, https:/access.redhat.com/documentation/zh-cn/red_hat_single_sign-
on/7.5/html/getting_started_guide/creating-first-realm_
2.
TR, A4 FHiE#R 89 Clients,
3.
£2 Create O/EEHT &/ i,
4,
£ Client ID FEH1, 15E a5 BIEfFIL % P i) 3scale &/ imb94&#, # oidc-
issuer-for-3scale,
5.
f¥ Client Protocol FEi%i& % openid-connect,
6.
REFHTE S i
7.

GEHEImhIRER, RELTFAE :

Access Type 77 confidential,

Standard Flow Enabled 7 OFF,

Direct Access Grants Enabled 77 OFF,

Service Accounts Enabled 77 ON, ILiZi&Eail I & F i X AR,
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https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.5/html/getting_started_guide/creating-first-realm_
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2 Save,

HEimERFS A

B 7% FimHg Service Account Roles i,

7£ Client Roles F1i5l/Z s realm-management,

7£ Available Roles Eif&d, ##E manage-clients #8752 Add selected >> X7
A,

IR & Pk ID(<client_id>),

FHEE Fined Credentials 7+, FFiC:k Secret FE(<client_secret>),

EDrBIA R, E AR

HEBEORZN, BEHF Users,

b.

H7; Add user.,
C.

BWAHFE, {¥ Email Verified &> ON, /5= Save.,
d.

f£ Credentials i+ L, KEEE, EHTFERPGAZEE, ¥ Temporary FFXi%
E# OFF, LUBRIE FAXERNEEE, #Em= Set password,

HEHE N, = Set password,
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13.4.3. Afi& 3scale APl £ 2 LI{#fH Red Hat Single Sign-On

17 3scale EEE | S EEK KB, AiE Red Hat 3scale APl EEELUEfHLTIE H R ER,

7£ 3scale Admin Portal #1, EIZFE#ZH, s Products, BtiFEZER/SGH
OpenlID Connect &17%:uFHj 3scale API /g,

S4#1F [Your_product_name] > Integration > Settings.

££ Authentication T, #%# OpenID Connect Use OpenlID Connect for any OAuth 2.0

/4 13.3. [Z:% OPENID CONNECT(OIDC)BASICS 8%,

AUTHENTICATION

O APl Key (user_key) The application is identified & authenticated via a single string.

O App_ID and App_Key Pair The application is identified via the App_ID and authenticated via the
App_Key.
@ OpenlID Connect Use OpenlD Connect for any OAuth 2.0 flow.

AUTHENTICATION SETTINGS

OPENID CONNECT (OIDC) BASICS

OpenlD Connect Issuer Type

OpenlD Connect Issuer

Any changes to the authorization flow of this product will only be applied to new applications; exis
applications will continue to use the original flow.

1£ OpenlD Connect Issuer Type FERH, #HRi%iXiEE Red Hat Single Sign-On,

%

1.

2.

3.
flow,
vaSecondProduct
Configuration
Methods and Metrics
Mapping Rules

4,

5.

1£ OpenlD Connect Issuer FEH, HABER] OpenlD Connect G171 E /769 URL,

X1 URL 892U F -
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I https.//<client_id>:<client_secret>@<rhsso_host>:<rhsso_port>/auth/realms/<realm_name>

6.
15 b (U 7 E v B ETIC R B9 Red Hat Single Sign-On Z /i##EiF. Red Hat Single Sign-
On [R%#09EH A0, LIRES Red Hat Single Sign-On &/ izH1st 4 #h,
b33
BB IEH a8 RGBT EIE, BESA N F1 T da sk — 5% &

EM—H) OIDC X7, (BEEMAFENE, Zd el LUFNBREFD K 2 1A
7eda, LUERALEHEEBRE— OIDC # T %, AX1ESF, EFSHE

7.

#£ OIDC AUTHORIZATION FLOW F, #HHFEUT—sE1 -

BRI

7£ Red Hat Single Sign-On &1, X2k,

bS5
[ ]

R 5%

Ry & ik .
[ ]

BIEVITRT 7

th# 7 Resource Owner Password Credentials,
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K 13.4. BB FRIRPCRE

OIDC AUTHORIZATION FLOW

Any changes to the authorization flow of this product will only be applied to new applications; existing
applications will continue to use the original flow.

Authorization Code Flow
O Implicit Flow
D Service Accounts Flow

D Direct Access Grant Flow

JSON WEB TOKEN (JWT) CLAIM WITH CLIENTID
ClientlD Token Claim Type

plain

XIFACE APl 41 M OpenlD Connect S5 124LEEF X JSON Web 544
(JWT), 24 3scale ¥ Red Hat Single Sign-On %5%77 OpenID Connect G172t/
i1, Zync 2LIBEH T BICH 789 Red Hat Single Sign-On Z /i, B FFULHREE
FimiE B A ZHIGE IR Z LIRS BN fE. FHtFF OpenlD Connect B 1EHEEF55

89 OAuth 2.0 i,

8.

Bl IR 5)# 52 Update Product LURFADIE,
0.

A S BiER 57 Integration > Configuration,

10.
B8] FiR )57 Promote v.X 2/ APIcast Staging.
EELE

M Red Hat Single Sign-On fEy S I EE/FRIER. 5 —tIT(ER, &EF) Integration >
Configuration @, & TRs1LFEH APlcast staging &2k £~ Ik,

13.5. f¥ 3SCALE API £ 5% =7 OPENID CONNECT G171 EEfF 55k
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https://auth0.com/docs/authorization/flows
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fE/ API 5775, #EelLIECE 3scale #1%=77 OpenID Connect S171EEER 2 I8 HTTP %4,
thEt 2, o LIBEELIIE H 8-k LIS B9 OpenlD Connect S171EH4LEESF. 3scale f&/HILE L% iuF
FE APl FHFBNE K, HEHRHTH 3scale b ¥ g EH B =T G112 ES.

§¥ 3scale 5% =7 OpenlD Connect S171EHFE/FEMBIA Z M T (EEEHE RLUTFHS -

T4 3scale Zync X BGER R,

ACi& OpenlD Connect G171 HEESF, LUK E 3scale W HHIEK.

TERRIF

3scale Zync BZ %,

A FERIE =7 OpenID Connect G2t HFE/F :

16 3scale 1ZH#9 OpenAPI H 15,

T <client_id> ff] <client_secret> fE /15 K IS HF M E Fim, 3scale 4524
A2 3scale fIF =7 OpenlD Connect G712/ 2 IHBE i 515 EFER,

HACIE 1R E 3scale N FHEEFHIE K,

WRERIAE L LA BILIGTRISCRFAE, AL ETF Zync abstract S0 #H9H E X &

A2, Zync EHXTNEEES OpenlD Connect S FEFEH, ERBIL:ShE, #aLl
£ rest_adapter.rb, 4 3scale Zync REST API 7<) B9—284,

RO LURIERE B R E KRB % 7F zyne-que pod &5 rest_adapter.rb £, BI#,
BT LUE T BHEE configMap, tBaTLLYy Zync fHBHTHR,

T

7£ 3scale Admin Portal #1, FEIZ ez, = Products, FUEFEE RS OpenlD
Connect G17%2 il 3scale APl =g,
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https://github.com/3scale/zync/blob/3scale-2.14-stable/INSTALL.md
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https://github.com/3scale/zync/tree/3scale-2.14-stable/examples/rest-api
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S41F [Your_product_name] > Integration > Settings.

{£ Authentication T, #%# OpenID Connect Use OpenlID Connect for any OAuth 2.0
flow,

X§F 437 OPENID CONNECT(OIDC)BASICS Z84%),
1£ OpenlD Connect Issuer Type FEH, HitRiZiE=E REST API,

#£ OpenlD Connect Issuer FEB 4157 A OpenlD Connect G147/ #9 URL, X1 URL
BEAMT -

I https.//<client_id>:<client_secret>@<oidc_host>:<oidc_port>/<endpoint>

P4, 7£ Zync rest_adapter.rb 7415, URL i #6E45/5 7 {endpoint}/clients, ZX8ix
LU {endpoint}/register SEE TR,

#£ OIDC AUTHORIZATION FLOW F, #HFEUT—sEP -

R
[ ]
bS5
[ ]
R 5%
[ ]
BFEVITRF 7

XIFECIE API (&2 W FAETM OpenlD Connect S171E4tEF# JSON Web
(JWT), ZBRSF BRI fE iR T HEEAXZHIGIH, F86E#F OpenlD Connect S171E
RS89 OAuth 2.0 7,
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https://github.com/3scale/zync/blob/3scale-2.14-stable/app/adapters/rest_adapter.rb
https://auth0.com/docs/authorization/flows
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7.
61 IR 5)# 5% Update Product LURFACIE,
8.
S BiEHR 57 Integration > Configuration,
.
[l FiR )57 Promote v.X 2/ APIcast Staging.
LT

Wit 5 E =T G B EFIERK, 25—t TfER, &OIF Integration > Configuration i@, &
FRBILIEEH APlcast staging iRZ K 7 E7 k7,

13.6. Ji/ist 3SCALE API &#24 OPENID CONNECT S4Bt EE/FH9%E AL

#¥ 3scale 5 OpenID Connect S 1EHFEFFERIE, Wi ERLUAHIA -

24 APl FHF7iT 4 T 3scale EFE API i, ©RW e/ EEif,

APIcast L% uFE APl 7 BE K,

LRI
[ ]
3scale #1 OpenID Connect S7LEHRFESFZ IHHIER:EH T HER 3scale APl /a3, It%E
BRI 5%,

— PN ERRFE I AT #E API FHF £ Developer | 1/ JiT 1, A FREFE il MIFEEENT EA0IE T
OpenlD Connect G124 1FH9 3scale EEEHJ API 89375/, £l 3scale /*dg.

JFiE R A T E Y APl B9 H, ¥ APl 2 3scale /=B84, APl H#Z N HEF ol
e, B, el Postman F 4 &5k,

TR

1£ Developer Portal 1, i]iH— N EEF T4,
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X A7E Developer Portal 16 fH#2/#, OpenlD Connect S22 HLEEF /& o1 Z F i
ID #1Z /i secret, HFaJLI{E Developer | ]/ Bh HEE i BT & Z,

i FVHEBFERE i ID HIZE i secret,

3.
421l OpenlD Connect G171 HE/F I & AR EHAIE i ID fIZE /- in secret BIE /7
i, #14, 24 Red Hat Single Sign-On (RH-SSO) /£ OpeniD Connect G71EEEFH], ZFF
1EECERY RH-SSO 1 & E— 1 375 i,
4.
7£ Admin Portal F89/ fEEE/F T EH, #F REDIRECT URL FERHAASF API 15 KL ZE
¥ API #9657/ URL,
5.
ZuF#5#9 OpenlD Connect S1{71EHEEF B A IEHHIEER URL,
6.
X B R OpenlID Connect B3t EEFHIB 4% uF 5 K89 URL :
I .well-known/openid-configuration
o :
https://<rhsso_host>:<rhsso_port>/auth/realms/<realm_name>/.well-known/openid-
configuration
7.
XfFEif URL, &/ OpenlD Connect Issuer FERHPAIEH] APl BLAEAG(H,
8.
FELEF_L¥F API B9 HEEFFHI APl (/-
a.
&89 OpenConnect G171 EEF e 5/ Pk, ULIEKBAEE 3scale W HERF
B9 Fim ID f1% i secret, ERLIERA T, L FEERZHFE17,
b.
R BRI BN, BRpaSRIAHE,
.

API EEE BN FIEEFATT L TR IF -
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35t JWT B9,

B35 M RH-SSO £ JWT,

X kEE JWT B9 API ;53K E L3 API 5,

1R APIcast #ESEiFK ) JWT, JZERINFBEEFFAM AP ISt B Eii Y,

FHR, AHiE APl jEFEE W, & Postman Jid 5k w2 BIEFHLHE,

13.7. 3SCALE API 25 OPENID CONNECT S {7{E /7 £k B)

APUFT T 4% Red Hat 3scale APl Management 5 Red Hat Single Sign-On %£4£7 OpenID
Connect S EREEFITBIREE, X T FOIFLL THHE -

TEEEE ], APl ENEEX T—1 3scale APl /=3, FH#{%iZ7 dai& /71&fH Red Hat
Single Sign-On fE77 OpenID Connect {3 t2LEFF.

X1 da#9 OpenlID Connect BLiE &5 :

KN HAK URL : https://api.example.com

#BEZK URL : https://internal-api.example.com

OpenID Connect Issuer: https://zync:41dbb98b-e4e9-4a89-84a3-
91d1d19¢c4207@idp.example.com/auth/realms/myrealm

VEFE B %  (FEETE) o

1 3scale Developer Portal #1, HLITFHHE : I AFERFE APl JEZEE 1T D51
Developer [ ]/ ¥ E N FHFESF i1 KILELEHG 3scale API /= aaH9%5 R,
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https://developers.redhat.com/blog/2017/11/21/setup-3scale-openid-connect-oidc-integration-rh-sso#test_the_integration
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& /i ID : myclientid
Z /i Secret : myclientsecret
FEE[ URL:https://myapp.example.com
£F Red Hat Single Sign-On H3, 7F myrealm s, HEGL FHIEFIE i -
&/ ID : myclientid
& /il Secret : myclientsecret
FEE[ URL:https://myapp.example.com

myrealm realm B XNE/ -
M F & : myuser
#1 : mypassword
myrealm #1849 3scale Zync &/ i BB BT IRF1K A,
AT :

R (APl consumer) £ T s L6 8 9% uF AR 55 #5 4 15K (A7 Red Hat
Single Sign-On) :

I https://idp.example.com/auth/realms/myrealm/protocol/openid-connect/auth
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TEFKH, NWAEFEHXESH -

Z Fig ID : myclientid

HE[E URL: https://myapp.example.com

2.
N EFF end-user ZE[IZ Red Hat Single Sign-On &R& 1,
3.
R XL iF &R E) Red Hat Single Sign-On :
[ ]
M F & : myuser
[ ]
# : mypassword
4,
RIEAE, LIRESEXRENIFEN AR IFERAHF N, agERErEEE,
5.
Red Hat Single Sign-On [EI&=ZfH " 4 HIFRIX TS,
6.

APIEZRE N AU Flim kL ZiFK, LUIEH JWT BRI
I https://idp.example.com/auth/realms/myrealm/protocol/openid-connect/token

IHKBERHHXLEH -
Z 1% ID : myclientid
& /i secret - myclientsecret

EFE URL: https://myapp.example.com.
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Red Hat Single Sign-On &[0]# /& access_token FEH#J JSON Web Token (JWT), #1
eyJhbGciOiJSUzI1NilsinR5¢cCIlgOiAiSIdUliwia2lk...xBArNhqF-A,

API JE##Z N FEEFEA hitps://api.example.com &£ —1 API 153K, BEGZLUTFFL -

I Authorization: Bearer eyJhbGciOiJSUzI1NilsinR5cCIlgOiAiSidUliwia2lk...xBArNhgF-A.

WA ZARREIFE htips://internal-api.example.com BIEZHNTA,
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