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KT ZLNE AR A bt
BB BT ALBOR .

Fott, G- JIRA R IEHENER, RUERTRESIFEMNER, UERITHRERRENE
*Q

AR

o RALWEEF 1Ml 7, bk A iki& & %E| Red Hat Jira Software S, #NRIE& A
P, RAESRRELIE—MKF,

%3
1 B LR - DI,
2. 1E Summary SCANHE iy A [F] 8 5] R H ik
3. 7£ Description XAEFIRHLUTER :
o FRELL ] HAI TTEM URL,

LI =P N AL 1R PR S HE 7 Pu
B LURHE R REEEMEMFERPIEIAE,

4. £ Create I JIRA 7] B3R 32 B ST A1 PA

REHRTER] Al SRR R 15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12318224&issuetype=1&components=12327352&priority=3&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&12368953
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% 1% 3SCALE BJ REGISTRY RSk P

Z 1T A Red Hat 3scale API Management 2.14 B ZIME A {# FH registry.redhat.io FHIR 2R HE, &
W Registry Service W AN = IR 7 HIE [ 17 B B ik

B

BT 1EER (operator) 7E OpenShift LE83E 3scale Z 7, HRBAZRIMBRNSE,
H hERE S A registry SDLIIE,

EOIBFUEH registry BRFSIK T, 1EHITLATER D FATIRBIF IR
o BJE registry fRSSIK
o FLEA %S registry B3%IE

o (B registry AR5 1K

1.1. /& REGISTRY R MK
E QIR registry IRSIKF, 1ERBLUUT SR,

it =

1. # A Registry Service Accounts T EIFH & K,
2. = New Service Account,

3. ¥£ Create a New Registry Service Account Tl HIBEERHE,

a. N RFIK A&,
7  MRERATRAIEED - TEEKE. BIERBNSRFFRS,

b. HiA fat,

c. = Create,
4. YIEEIREY ARFIK S
5. R BL/BIIRFSIK,

6. Il kAI%, SEIKFEFER, 012345678 |username MIENEE, WA LNBESRATE
3k registry.redhat.io.

p= Y=
Token Information TIE HFigdt TN &, AFIERNMAEERSGEIESE, 6
0, Token Information W T R& 7 12345678 |username A&, HETHEHEIEF
"FaE A,
1.2. EBE & 2% REGISTRY Fp%KiE

YEH 3scale BXEG1, 7E OpenShift FE8E 3scale 2 /i, f#F registry.redhat.io BLi& &5 %1k,


https://access.redhat.com/terms-based-registry
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FRFH

o BEFEHEGEIEM Red Hat OpenShift Container Platform (OCP) ik

e B2%&& OpenShiftoc EFIHIE, METHELFMER, ESMH OpenShift CLI X1,
i =

1. LU G B9 & kBB OpenShift £ :

I $ oc login -u <admin_username>

2. I EERHEPERE 3scale WUIE :
I $ oc project your-openshift-project

3. FERENLEE T K Al —1 docker-registry secret, f§ threescale-registry-auth
BN E AR secret:

$ oc create secret docker-registry threescale-registry-auth \
--docker-server=registry.redhat.io \
--docker-username="customer_portal_username"\
--docker-password="customer_portal_password" \
--docker-email="email _address"
TRERLU TR -

I secret/threescale-registry-auth created

4. Y BRBEERIMAIRS IR, ERN BRI R, RSIKS BIRNITS OpenShift B 2s&EE A
BB MICE, XA REIER default RS0 -

I $ oc secrets link default threescale-registry-auth --for=pull

5. ¥ secret §5#% %! builder fRZ5MK , LUER secret HEXFNHI BV IR -

I $ oc secrets link builder threescale-registry-auth

HihBR
o ITIERBERIDIIE

e Red Hat registry RZ51K

1.3. {8t REGISTRY RSk

EOLFERARPENENRILS AN EIE, M Registry Service Account T T 4 iE S BRAR 51K
o


https://docs.openshift.com/container-platform/4.12/cli_reference/openshift_cli/getting-started-cli.html
https://access.redhat.com/RegistryAuthentication
https://access.redhat.com/terms-based-registry/
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s H
= [

AA EERSMBR B0 2FNERIZSHENT registry.redhat.io 71T &35 IEFIE
RRBEHRGE,

BATHEERIERANT -

o EHMAEMTH : RVFRNAFNEES RFSIKRKBH,
3k | BEREERRS MR %,

o EEHTHLA : RVFRINBIA S EH RSB,
o JHERIKF : RVFRABIR FHIBRAR S 1K

1.4. HfhBTIR
® Red Hat Container Registry &2 %5 iE

o AT BMPKUERILINE registry


https://access.redhat.com/RegistryAuthentication
https://docs.openshift.com/container-platform/4.1/registry/registry-options.html#registry-authentication-enabled-registry-overview_registry-options
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28 2 = 7£ OPENSHIFT L %% 3SCALE APl MANAGEMENT
AT E T 1E OpenShift HERE Red Hat 3scale APl Management 2.14 B985,
FAFREREREH] 3scale SRR A RIIE :

o AN AREFEHZEONPHMX : #RAR APlcast,

o —NEEFAMEME 3scale B[ |FMALEITH,

o TEERE 3scale i, WE ST registry BPFIEECE I Red Hat Container
registry, HSHECE B2 registry FHHIE,

® 3scale Istio &fEgs 2 — AL &ERER, FfVFE Red Hat OpenShift Service Mesh

PRI THIIRSS, HIHZIRSS S 3scale BIEERM, MNEBLER, E5H
3scale &Hcas X4,

FoRFM
o MRy UTC (Wit SRNE]) BCE 3scale BRS5E7.
o HAOIE registry BR55IK - AR EYFZ RO B Kk,
ZIE OpenShift E%&%E 3scale, HHUTU TN RNEHS T
® 7f OpenShift E%& % 3scale API BEIEMRAGERK
o & Operator #f%& 3scale AP| EE
e {#fH Operator 1T 3scale AP| BRI EREIEE
e {#f Operator £ OpenShift £ 3scale APl Management BYER E g & £
o {fif Oracle 1F N R EIBFERIZ AR R LT 3scale AP| B

o HJl 3scale API EIR &L n] FIH L FE HERR

2.1. 7£ OPENSHIFT £%% 3SCALE API EIEM R A ER

ATIFIH T 17E OpenShift L% % Red Hat 3scale APl Management R E K,

PARREZS: L
3scale EE—NELHFWEE P I8 ERIME,

MEFAMBHNEREATRANBERE NS, SEAABBEEREN, TREFALS.
K FRLEERERE, Amazon S3 FIREA L HFAMEHNEN, WRERXRMHRS
=i, FEERENMEREREFAMESHNERER.,

-

FAE (PV)


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.4/html-single/service_mesh/index#threescale-adapter-1
https://access.redhat.com/articles/2798521
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® 4 RWO (ReadWriteOnce) T Redis. MySQL # System-searchd A MEHFAMES,
o I MNAFHEANGITFREF System-app FIRHI RWX (ReadWriteMany)F A 148,

FRWX FABEE NI E AL, NEIFAEARXFAEREIIK, ESH OpenShift ik,

v, p= Y=
3scale (X Z#F RWX BHIRLE XHRETE (NFS).

% F IBM Power (ppc64le) #1IBM Z (s390x), HRAUTHRSERAME

Storage

® NFS

NRIBERBEIERL(CMS)EFiEF# A Amazon Simple Storage Service(Amazon S3)7Zfi#@ :

FASE (PV)
® 3 RWO (ReadWriteOnce)FF Redis #1 MySQL A MMIFAES,

Storage
® 1Amazon S3 1Fi#H@

® NFS

212. EHEX

BHERIURATFENFERRR, LEEIENSMBERNINE, UHRENREERER, UTE%E
OpenShift H74 3scale BEEE IR BRI

o ITEMMNT RBTEIE (AWS c4.2xlarge 5 Azure Standard_F8) LEMIERE,

o MERNEERBITEMURI T R HE RAM, NMIFEERBLERESZSEAMT = (AWS M4 K5k
Azure Av2 &%) .

o HRHEMITEMESZ AN =,
o T 3scale BFEASHWTRAITET A.

Hth

=

P
o TERRAMEE

2.2. £ OPENSHIFT %% 3SCALE API MANAGEMENT OPERATOR

—

3scale £ # OpenShift Container Platform(OCP)M&EH MBI A (GA), MEFEZ(E
&, H5H Red Hat 3scale AP EEEXZFHMELE Tl M,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/storage/index#persistent-volumes_understanding-persistent-storage
https://docs.openshift.com/container-platform/4.12/storage/understanding-persistent-storage.html
https://access.redhat.com/articles/2798521
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ARICHER T 904 -
o AIE—NHUIE.
o ERELTHE 3scale API EIBSLAH,
e &1T Operator Lifecycle Manager(OLM)Z& % 3scale Operator,

o IRE Operator f7, EEBEE LFKIR,

FRFH

o FHAEAEE AR % ZHFH OpenShift Container Platform 4 AR A,
o BXRIHEMEMELEER, ES M Red Hat 3scale API EELHMECE T1HE,

Digk

H
[=]

ER— NI ZE I ERE 3scale BIEZIM B E XL FRE L (CRD), MREFHE
HMEINCSEMBENNIIETIES, N BERSMRIIAEMITR.

Z1E OpenShift E&4% 3scale #1F2%, HHITLL TSRS PRTBBIS I -
o QIEFHH OpenShift i H

o fHF OLM REZFECE 3scale API EE Operator

2.2.1. B ## OpenShift T H

tERA2VHEA T a0a B2 & -y 3scale-project BYET OpenShift H, FILT B &MEHR NIEEHSHTB &
*ﬂ‘c

ik =
E 0 # OpenShift T H, HHITU TR :

o FRAFRNFFRIMEINELRTERNE, M, BTUTHSEL/E 3scale-project :

I $ oc new-project 3scale-project

XEONEHH OpenShift JiH, HAit%ik operator. APIManager B T X ¥TR(CR)# Capabilities B E
N HFIR, Operator @iJ 1% B A OLM BB B E LR,

2.2.2. {5 OLM L& HECE 3scale APl Management Operator

& Operator Lifecycle Manager (OLM)&it OCP 124l & A B OperatorHub £ OpenShift Container

Platform (OCP) 4.12 (SkLA L) &E¥FRE 3scale Operator, fEAILUMFERALL T LEEN RE 3scale
Operator :

o EREERIAM Operator EEEEHHIFRA M & ZE A PR A,

10


https://access.redhat.com/articles/2798521
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o SEHPHFEMBLEN

p= =1
INRIGTE SZ BRI L& ST FFE e SR BE R 8 OpenShift Container Platform, Operator

Lifecycle Manager ¥ A~E# f OperatorHub, ¥RIBIE Z[RM%%sinlf " Operator
Lifecycle Manager'#9fgm HixEFI{E A OLM BIiEA,

FRFH

o MR IRTE OIEHHI OpenShift 1 B FR E X MY B R & & F8RE 3scale operator,

AT
1. 7£ OpenShift Container Platform 2%l &, HREEEE ARFNBIKF &%,

2. = Operators > OperatorHub,

3. ¥£ Filter by keyword 17, A 3scale operator e & Red Hat Integration - 3scale .
4. 8 Red Hat Integration - 3scale , L& ERE X Operator BIfE 2.

5. [#E2H % Operator ISR, B Install, LEF&ITIF Install Operator T1H.,

6. 7£ Install Operator TIE R, {f Update channel 330415 & BHHIFIIE,

7. 1 Installation mode ER93H, #ifF% %k Operator HIfIE,

a. All namespaces on the cluster(default)- operator TESREEHIFTAE B R L E h A,

b. A specific namespace on the cluster- operator RBETEEIEFF AR BE RV TE B —p 44 22|
A A

8. = Install,
9. BETME, RAKRLETMINER, 18T Operator BRI,

10. FE 3scale operator ClusterServiceVersion (CSV) 2B B ERRE, , KEehE
Operator IR EEKID

® X Operators > Installed Operators,
® 3 Red Hat Integration - 3scale operator,

® 7t Details &£, A TZESNE Conditions 284, HH Succeeded §{4 1/ 1%1E Reason
5 diEEY InstallSucceeded,

PRTIEENS RN, EZRMAEHER OCP B, QZ—NFE 3scale FFA A G R ERBR TG
R, HERUTRA

o EITHE=7SSO RMFEFE (40 GitHub) 4T H B (SSO)EMK.
o If7E,

o fii %k AMER URL B Webhook,

1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/index#olm-restricted-networks
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#creating-a-new-openshift-project
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2.2.2.1. TR RO AR Fh A BRI
DATRAUISRBEIR T 3scale 2.14 1L BT FFERERIIAME R EY L HIPRH
® GitHub &3k Developer Portal A8 F,
o IFHEREETAIA,
o ZEAERAEBEEETTIEIE BIST,
e Developer Portal 18 OpenAP| MISE(OAS) I 2SR IE &IZ1T, SIS ERIRSS ROHERE,
e 7f ActiveDocs B9/ @ #2 TTEH, F| OAS KT EFERA.,

o TEOIEFTH ActiveDocs HIA&HS, AT EIE Skip swagger 42 uF %5,

Hith BTIR
® OpenShift Container Platform 344
o TEZPRMLEH{FEF Operator Lifecycle Manager
o NETFEERREE mirror Hiff

® Red Hat 3scale API Management Platform X #HE &

2.2.3. {# 8 OLM #% 3scale APl Management Operator

ZE ¥ 3scale Operator ME—ap A2 [A| AL E|ETF Operator SREHFTA ML E A REESCHENEE, &
WM B 22 (B F it BR 3scale Operator, RTETEEEEHEHLLE Operator,

SRFEIE G A LA Web #2851 & MPATZL 60 4 22 (7] A if PR B R 289 Operator, #1#k Operator A EIEIN
B8 3scale L4,

MEp % 22 [H]| R EDEL 3scale Operator f&, ERILAMER OLM EEESEHER TR % Operator,

FeREZ M
® 3scale B GINPRENEH in 4 Z2 [H BRI FRHT OpenShift A,

¥ =
1. 7£ OpenShift Container Platform 2#l &, HREEEE QRFNBIKF &%,

2. R Operators > OperatorHub, It & i R& %M Operator TH,
3. ¥£ Filter by name H%ij A 3scale LA#E# Operator F#mE,

4. 1f Operator Details TUEH, M Actions THIF HH1LEE Uninstall Operator, FHEMFFERE
Z2 [A] AR Bk

5. B & BR Uninstall Operator? X iGHE, 1REER :

Removing the operator will not remove any of its custom resource definitions or managed
resources. If your operator has deployed applications on the cluster or configured off-cluster
resources, these will continue to run and need to be cleaned up manually.

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/index#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/index#olm-restricted-networks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/installing/index#installing-mirroring-installation-images
https://access.redhat.com/articles/2798521

1.

12.

13.
14.

15.

HEH

55 2 3 £ OPENSHIFT _L%% 3SCALE API MANAGEMENT

This action removes the operator as well as the Operator deployments and pods, if any. Any
operands and resources managed by the operator, including CRDs and CRs, are not
removed. The web console enables dashboards and navigation items for some operators. To
remove these after uninstalling the operator, you might need to manually delete the operator
CRDs.

1% Uninstall, Lt operator &{21Hi217, FAARBERKER
1£ OpenShift Container Platform #2 & # 2 Operators > OperatorHub,
1E Filter by keyword #E7, ## A 3scale operator 3 E % Red Hat Integration - 3scale .

= Red Hat Integration - 3scale » b= EREX Operator HIfE &,

. # Install, LLEFITH Install Operator T1iH,
1E Install Operator TiE A, 7E£ Update channel Ei 953 B B HTHVIE,
1E Installation mode &R, %% All namespaces on the cluster(default), Operator {F7E&EEF
FRAYRTAE e & 22 (A R R
= Subscribe.3scale operator IR TNHER TR, BRILLEE Subscription Overview,
I FHABIRE E RN Up to date,
KERE LR T 3scale operator ClusterServiceVersion(CSV),
iR
1£ OpenShift £ %% 3scale APl Management Operator

2.2.3.1. EBEMIRAM B I N HERF

DIk

==
[=]

INRIEFERAANER Oracle BU3EZE, 15 3scale BFRISZIE N Manual, {ERAER

BT
E:puig

Oracle #iEERT, SFShEBEHEIEZET .spec.system.image, Automatic XEFR
HE# .spec.system. |mageo H B4 Migrating 3scale 1683, LAEASER Oracle #4E
FEEHE T Operator &%

BIEHT, 3scale BIFER U AUNHESRRBRIXE N Automatic, XRIFE BN AMMRAEN. T@E
B FapREZ AR, FHBd T M—DMRETDHRE R —NRENS T,

BEhfIF5)

AREGRP, HIXERMMALET, BEMNEFTR, MIREFNEN. ETUERRT
BRHEZEEHL,

NBBEREIRPHUUGIEFET Manual 1ET, SEETBRER FTKREIER, ETE, B0
LA Install Plan, BTN A,

13


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#installing-threescale-operator-on-openshift
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/migrating_red_hat_3scale_api_management/index#upgrading-operator-installation-with-oracle-database
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iy =

1. R Operators > Installed Operators,
2. M Installed Operators 515k#, i Red Hat Integration - 3scale,
3. = Subscription F7% 71, 7E Subscription Details 7, EFERIFHr Approval,

4. = Approval THIEERE, BAIAMERT, BEEEXE Automatic, fFiH B INE Change Update
Approval Strategy BI%E 3.

5. EFIRBIEIEIEIT : Automatic (Bti) = Manual, $RE 5 Save,

HAth B

o TEdpfZE (A H %L Operator

2.3. /£ OPENSHIFT %% APICAST OPERATOR

AR IR BT OpenShift Container Platform(OCP) 24 %% APlcast Operator #1553,

FeREZ M
o OCP4xHESMRA, EEEEAEIN

i

1. 1E Projects > Create ProjectF (| &% 8 operator-test,
2. = Operators > OperatorHub,

3. fE Filter by keyword 1#E7, ## A apicast operator K& Red Hat Integration - 3scale APlcast
%,

4. /= Red Hat Integration - 3scale APlcast M o LI & LRHE X APlcast operator BI1E 2.
5. = Install, Create Operator Subscription T1HEI=] FF.
6. m Install #% Create Operator Subscription T1TE #BIRT A BRINERE,

p= Y=

EA LUEFEARRIBY Operator IRAMZEAE, MNEKESEH BITRFE T on & 2 [ Y
B, BMREREE-—IMREEENRE,

a. T ARRE ER7 Up to date,

7. = Operators > Installed Operators 3451 APlcast operator ClusterServiceVersion (CSV)IAZS
=1L operator-test Ji B # [Z 7" InstallSucceeded,

2.4. {#F] OPERATOR #B3E 3SCALE API £
ATNE T EA APIManager BE X HR(CR)@1Y 3scale R 1E23 L2 MERE 3scale SRR AR,

14


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html-single/operators/index#olm-installing-operators-in-namespace
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= -
e [H 3scale2.6#2, O BERFEHA,
o XANINEER Zync EREBMLIE,

o (E, FIHMER AP RERFH, BEHSBEHNRRXLERN,

SERFEH
o FRERSS registry B3KIIE
o EIHRIGULE 3scale IR AR B EIEHT, EIJITE 3scale operator F/E A BEHLAETIEE, &
BN IR E, ERNIRBENER KEN, EHER EEMRANE DN RERF T

o

o EHEMAIRIFSRERE 3scale API BIE, ZFREIRIRTE OpenShift L% % 3scale APl Management
operator FBYH FEFHTIRE,

e OpenShift B2FF A 4.x
o 7£ OpenShift £FH EBEE SIRFINBIA K,
o BXIHEEBEMNEZLER, ESH Red Hat 3scale API EEZIFWELE TIH.,
BREBLIT ST, {#H Operator Z8%& 3scale :
e IRZE APIManager BE X ¥R
o JRERVEI| ]/ URL
e JKEX APIManager B2 1M E BT EIUE

e {3 Operator #1T 3scale AP| BRI A SR EE
2.4.1. Z32 APIManager BE X HIR

INRIEREFE A Amazon Simple Storage Service (Amazon S3), 155 [ Amazon Simple
Storage Service 3scale API Management fileStorage &%,

Operator &% 11 APIManager CR, #&RETE APIManager CR 15 EBIFTER 3scale fRR AR,

it =

1. R Operators > Installed Operators,

a. M Installed Operators 3I13R/, = Red Hat Integration - 3scale .
2. 2 API Manager %5,
3. = Create APIManager,

4. BREROIRE, FF/UT YAML ESCRINBIFHEZSED, REH L Create,

15


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.6/html-single/release_notes/index#removed_features
https://access.redhat.com/articles/2798521
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® 7 3scale 2.8 Z A, EAILLETIF HighAvailability FZE& X B true EEE B iR NaIR,
M 3scale 2.8 FFiA, FREIABIRINEET APIManager CR F8 replicas FREX 4, 20T
Ffi7Ro

wildcardDomain S B E W2 T El OpenShift Container Platform (OCP)
EREH AR B MG A, B0 apps.mycluster.example.com,

-

e BEHRKEEKB APIManager CR :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager-sample
spec:
wildcardDomain: example.com

o FZiERIZAB APIManager CR :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager-sample
spec:
system:
appSpec:
replicas: 1
sidekigSpec:
replicas: 1
zync:
appSpec:
replicas: 1
queSpec:
replicas: 1
backend:
cronSpec:
replicas: 1
listenerSpec:
replicas: 1
workerSpec:
replicas: 1
apicast:
productionSpec:
replicas: 1
stagingSpec:
replicas: 1
wildcardDomain: example.com

2.4.2. FREVEE| ] URL

WIRfEA operator BB 3scale i, &EE—NBINFES, — N EEH URL: 3scale-
admin.${wildcardDomain},
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3scale #EHIEMR TR B 1 URL, 50, #03R <wildCardDomain> 77 3scale-
project.example.com, /&2 ]/ URL & https:/3scale-admin.3scale-project.example.com,

wildcardDomain 2B L& T2 FIRMM <wildCardDomain> &8, ERIX NS 1EN 28T FIX
ME— URL :

I $ xdg-open https://3scale-admin.3scale-project.example.com

FH, 1EILRILATE MASTER /77 URL LRIEFHBIFAF : master.${wildcardDomain},

2.4.3. 1KEX APIManager 12| | IEEE &Ik

ZEHEET operator WEBE R &K E| 3scale B[ |F=k Master B[ 1/, BHEESNHMBMNTAHE
ik, BRBUTEIE :

1. BT S KA Admin Portal EIiE :

$ oc get secret system-seed -o json | jq -r .data. ADMIN_USER | base64 -d
$ oc get secret system-seed -o json | jq -r .data. ADMIN_PASSWORD | base64 -d

a. LL Admin Portal B R B9 &R, UKIEXEEEERIEE TE,

2. BT TR SRANEER P E

$ oc get secret system-seed -o json | jq -r .data.MASTER_USER | base64 -d
$ oc get secret system-seed -o json | jq -r .data. MASTER_PASSWORD | base64 -d

a. LAl Master Admin Portal B2 B P &K, URIEXEERERETIESR TIE,
Hb 55lR
S E .

T4k, fRARILATE MASTER /777 URL LAIEFHEIFES : master.${wildcardDomain},
2.4.4. £ Operator 17T 3scale API BRI A LR EIEE

BF

M Red Hat 3scale AP| B EE NS EIBERT, XERESNBRFSE, HATEHE
f“ KRR SS A —ER M, RS HETBIRE BUL T EEEHIRENEMPBELH TS

A PR ERIAR SR BN (SLA). 3scale NREEIEINEE, AR EIEFNIBEREHEIE
fé%*&MtE’Jﬁ &, BaAEHEXMHE,

LIR{FEF operator ) 3scale ERAAEEIREN, MR—ANHNSNHIFBERN, N EHWEIRERERHZ
TS TEL,

INRIZIEE T 3scale Operator WEBB R ERAEEIEZE, HEBUT/LR :

o TEAERECEMERE 3scale REEIEE, XEHIBESTERGEIEAE. 1Y redis MG redis 22
%, BRELUFEEESSTHAEMAREBENEE X LLHE,

o TEERZE 3scale B, Wi AIENT MBI Kubernetes secret 384 3scale 15 7E BliX L5208 4 B E 5% 2,
o MEBLZER, BHSMNMEBIELELE,
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o MEAXRFHIEENRELENESESR, 1HSH/EH Pod Disruption Budgets,

e 7£ APIManager CR /1, %i& .spec.externalComponents B RIEERGEIRE. RY: redis
# backend redis 48 :

externalComponents:
backend:
redis: true
system:
database: true
redis: true
zync:
database: true

o, MREFL zync BIBERETH, N7 # R zync ATRERTEE/SH ZRIFIEIEIRE, 1HEE
o TEHEREREBFEE zync BUIEE, MBERUBTBMEARHBEMEBEIREZE.
o SEITTEERE 3scale RGN AY Kubernetes secret, #8EZFI 3scale BY zync $HE R E IR =,
o 1EBH Zync BUEJE secret,

e &I ¥ APIManager CR #f4 .spec.externalComponents.zync.database [E 1%+ 1% 7 true EE
& 3scale, LUETE zync BURER —MAEEIRE,

2.5. @ OPERATOR 1£ OPENSHIFT £ 3SCALE API MANAGEMENT #
BB E LI

BF

FETPEENERNETARRAI MR, LIEXEFNEENRET, FTHHEREN
. AEEMIEAASMILMEEEH AR RAEIA T IZMGsiE LA, Rk, EE
RSN REER (SHRE) AESMMGsRARMN S REMBR KRR EBERTE.

ATTNE T EARIESBRTE OpenShift L4118 3scale API EIEBIERBEI B 1L,

SeRFZ M
o FRERSS registry BRKIIE

o E%:(#M Operator 8% 3scale AP| BEIEFEEBEETE OpenShift %%k 3scale AP
ManagementOperator B4

® OpenShift Container Platform 4.x

o 7E OpenShift R EEEE RINBIA KA,

2.5.1. R A APlcast BB IES
YEH 3scale BEEGL, BALLERA T APlcast staging #1 production B ERIESE., ATIRHETHE

APIManager BE L FIR(CR)FIEERESHNSEFE R, HaiE, TFEM 3scale ##1F%E, —1
APIManager CR, FF1E OpenShift FEFZE 3scale,
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IR LATEE R ERE APIManager CR 1R TEIXLESH, BB TLIEFHEBZER APIManager CR, Operator
KWMAEH, 1ESHIERE APIManager BE LR,
AT APlcast BN SAEERNERESH :
e allProxy
e httpProxy
e httpsProxy

® noProxy

allProxy

allProxy S5 EEE KR AR ENIHEXNARER, BAIEZETRSH HTTP X HTTPS RIE,

WERERE, @1T 1 allProxy SHULE VIR RESE APlcast, RNIBRFFFMILIE, #aTE
Vi, APlcast AT FRINIERI A X EIRE,

allProxy SHMER—1F/H, RERIME, BEFAEEZSH. FRALBAKE
spec.apicast.productionSpec.allProxy £#{5; spec.apicast.stagingSpec.allProxy 5% :

<scheme>://<host>:<port>

o -

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: example-apimanager
spec:
apicast:
productionSpec:
allProxy: http://forward-proxy:80
stagingSpec:
allProxy: http://forward-proxy:81

httpProxy
httpProxy S8 E A T8 HTTP RS HI HTTP RIE,

WEERE, @3 httpProxy Z¥0LE W ER MK E APlcast, NEARFH MWL, HaTE
Wi, APlcast AT FRINIERI A X EIRE,

httpProxy SHMER—NFRH, RERINE, BFEEZSH. FRKEEE
spec.apicast.productionSpec.httpProxy S#{=X spec.apicast.stagingSpec.httpProxy £#{ :

http://<host>:<port>

o -

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: example-apimanager
spec:
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apicast:
productionSpec:
httpProxy: http://forward-proxy:80
stagingSpec:
httpProxy: http://forward-proxy:81

httpsProxy
httpsProxy S8 € A T # RS HTTPS K18,

WEERE, @3 httpsProxy SHULE VIR RESE APlcast, RNIEBRFFFMILIE, T
Wi, APlcast AT FRINIERI A X EIRE,

httpsProxy SHHER—1F/HE, RERIME, BFRFEZSH. FREEEE
spec.apicast.productionSpec.httpsProxy %45k spec.apicast.stagingSpec.httpsProxy S :

https://<host>:<port>

o -

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: example-apimanager
spec:
apicast:
productionSpec:
httpsProxy: https://forward-proxy:80
stagingSpec:
httpsProxy: https://forward-proxy:81

noProxy

noProxy ZHIEELLES DRIV EN B RIIR, HIEKRSEEF—NPEIE, APlcast FRKHEIF
*O

MREFBREERIERDF], FINELETRFETED, & noProxy SHXENES(*), X5MEIHERK
I EBIRTE ENEE, FHAEBMEREMAE,

noProxy SHMER—IMFRE, RERINE, BFRFEEZSH. EELLES2RHNFRSE, UKE
spec.apicast.productionSpec.noProxy Z#{ =} spec.apicast.stagingSpec.noProxy %, {540 :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: example-apimanager
spec:
apicast:
productionSpec:
noProxy: theStore,company.com,big.red.com
stagingSpec:
noProxy: foo,bar.com,.extra.dot.com

Lth B

\
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® APlcast staging Ee BRI B & L FIRE LFE—1 APIManager B E X IR

e APlcast £ IMER BN B E L HFIRE X E— APIManager BE X FHRH

2.5.2. {3 3scale APl &2 Operator ¥ A B E L ELINE

EFEA#R AT APlcast B 3scale Z24&7, EAILUFEA 3scale #1EFABE IME, #R AR APlcast 2
MNZEHIEE APlcast, BE LIFEE X APlcast & T M X IRSBIFRE LilF API 91T ., E0EBEE
MR, ETE Lua RGP E XL BERE.

fREI7E 3scale RERIHZEEABE IME, TEEABTE LEIMEFTE 3scale &G, EALUMIBREE XL
IME, 3scale {ERMIAEN,

FRFH

e B %% 3scale Operator,

it

L WEATELEEITANBEE IMER Lua 15, A0, LUF enviua X ERT 3scale #1F
S NFTERSSINERN B E L HERE,

local cjson = require('cjson’)
local PolicyChain = require('apicast.policy_chain’)
local policy_chain = context.policy_chain

local logging_policy_config = cjson.decode([[

{

"enable_access_logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}"

}
1)

policy_chain:insert( PolicyChain.load_policy('logging', 'builtin’, logging_policy_config), 1)

return {
policy_chain = policy_chain,
port = { metrics = 9421 },

}

2. NEXBEIMEM Lua XHOIER secret, fIH0 :
I $ oc create secret generic custom-env-1 --from-file=./env1.lua

secret AILEEEMNEENEIMNIME, HE LB E GMENENXHIEE -from-file 15777,
Operator 2MEE B E LINME,

3. X — APIManager BE X BHIR(CR)R 5| BENIF A2 secret, LA RAIER T HX F51 B
E B E IR secret AR,

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager-apicast-custom-environment
spec:
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wildcardDomain: <desired-domain>
apicast:
productionSpec:
customEnvironments:
- secretRef:
name: custom-env-1
stagingSpec:
customEnvironments:
- secretRef:
name: custom-env-1

APIManager CR "I LAB| FE X B & LEMINMERZ /™ secret, Operator MEEA B E U
%,

4. BIERIE E LIFER APIManager CR, 340 :
I $ oc apply -f apimanager.yaml
ISpes 2
IMTEEHE N BE IR secret WNE., NRFEZRBFHEE LINE, BRIUPUTUTREZ— :

o WEMILUIZ BT BEREZIM secret, FHEH APIManager CR FE&
customEnvironments[].secretRef.name., Operator A RN BHFMEBHH B E I
R

o 4, EEILIEFHIAM secret, J spec.apicast.productionSpec.replicas X
spec.apicast.stagingSpec.replicas X&) O REFEFE APlcast, AEEIF

spec.apicast.productionSpec.replicas 5 spec.apicast.stagingSpec.replicas 1% & N Z B
(ERBREHERE APIcast,

2.5.3. {# [ 3scale API £ Operator J A B & L RI&

EFEA#R AT APlcast B 3scale Z24&7, EAILUFEA 3scale RESRFFABE LK, #R A APlcast
IR ZEHIEE APlcast, SEABE RIS RIERIERINE APlcast, AR, EHLUFERUTE—%K
BRI B & URBSHRINE] API = RS EE A

® 3scale API

e Product BE X R (CR)

Z(H A 3scale B 1 F B E UEBRRINE @ER S, L471#E A CustomPolicyDefinition CR F
B E R schema, BE UKRIEEMEREACEFASRE I FRE” RRBENFFE,

BRI LU B E CRBGE AT 3scale REM—HDHL G, EANBETE CRIEFHIE 3scale BEG, EALL
Bid M APIManager CR HfHBRELMAS SRR B E S SRE&, 3scale RIFERTH AR,

FERFH
o MEBLRENMZAIRE T 3scale Operator,

o MEEN—1BENEE, WMEEECHKETATD, B, SO T ELEE KRB my-
policy.lua. apicast-policy.json #1 init.lua 32{4,

it
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https://github.com/3scale/APIcast/blob/3scale-2.14-stable/doc/policies.md#write-your-own-policy

55 2 3 £ OPENSHIFT _L%% 3SCALE API MANAGEMENT

1L MEXL—1BE RIS O secret, fI10

$ oc create secret generic my-first-custom-policy-secret \
--from-file=./apicast-policy.json \

--from-file=./init.lua \
--from-file=./my-first-custom-policy.lua

MREEZNBE KR, EIEDEECRIBEE—1 secret, secret REEBE—TMHEE UK
m%o

2. £ 3scale 2R IGIEHE FEN, A0 apimanager.apps.3scale.net/watched-
by=apimanager 1% LLFF 14 3scale operator secret BEEIEE :

$ oc label secret my-first-custom-policy-secret apimanager.apps.3scale.net/watched-
by=apimanager

=

EINER T, 3scale BIFBRARIRERNS secret WEHI, FERAPRZERT, 3scale
Operator RTEER secret #4T RN BEhEHT APlcast BRE. IXTEEH secret 19
HEMETIMER L E, 3scale BIEBRASLUEM A RNIKEL secret BIFTE L,

3. X —4" APIManager CR, EBIHE&BE LKRIBHME secret, fEAILLH APlcast staging #l
APIcast production & EMEH secret, UL TFRBAIZETREXREIASEE B E KK secret IR
Ao

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager-apicast-custom-policy
spec:
apicast:
stagingSpec:
customPolicies:
- name: my-first-custom-policy
version: "0.1"
secretRef:
name: my-first-custom-policy-secret
- name: my-second-custom-policy
version: "0.1"
secretRef:
name: my-second-custom-policy-secret
productionSpec:
customPolicies:
- name: my-first-custom-policy
version: "0.1"
secretRef:
name: my-first-custom-policy-secret
- name: my-second-custom-policy
version: "0.1"
secretRef:
name: my-second-custom-policy-secret

APIManager CR AT LAB| FHE XA E B E XL RIS Z 1 secret, Operator INEHEN B E LK,
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4. ] APIManager CR, LAB|IFS S EE LKRIEH secret, 40 :
I $ oc apply -f apimanager.yaml

=2

. Fi apimanager.apps.3scale.net/watched-by=apimanager I7%5Ef, 3scale $£{E2FFF IR IE secret
R, HIFE, ERILATE secret IR E T L 5ERE, Operator fFESNRDIEST, MEEHHNEE L

5,

o 4, EEILIEFHIAEM secret, J spec.apicast.productionSpec.replicas X
spec.apicast.stagingSpec.replicas X&) O REFEFE APlcast, AEEIF
spec.apicast.productionSpec.replicas 5 spec.apicast.stagingSpec.replicas 1% & N Z B
(ERBREHERE APlcast,

2.5.4. ¥ 3scale API EI21#%/E28BCi& OpenTracing

EEAERAT APIcast B 3scale ZE&H, BRI LA 3scale operato 3RELE OpenTracing, f&AILUE
stage LA IMESX IR ESE OpenTracing, @it /& A OpenTracing, &R LATE APlcast S48l £
IRENEE % LR FO B AF B AT WL 2R

FRFH

® 3scale Operator BR%&, HEBEETLETEAF,

it =

1. 7 stringData.config & &8 OpenTracing ECB1F 1B secret, X2 &M OpenTracing
BB IFAE BB — B MUE, EHAANIEERRE L APIcast IEIfREY OpenTracing BL&1F
MER. UTRBIETRT BB secret FE L :

apiVersion: vi
kind: Secret
metadata:
name: myjaeger
stringData:
config: |-
{
"service_name": "apicast”,
"disabled": false,
"sampler": {
"type": "const",
"param": 1
b
"reporter": {
"queueSize": 100,
"bufferFlushinterval™: 10,
"logSpans": false,
"localAgentHostPort": "jaeger-all-in-one-inmemory-agent:6831"
b
"headers": {
"jaegerDebugHeader": "debug-id",
"jaegerBaggageHeader": "baggage”,
"TraceContextHeaderName": "uber-trace-id",
"traceBaggageHeaderPrefix": "testctx-"
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b

"baggage_restrictions": {
"denyBaggageOninitializationFailure": false,
"hostPort": "127.0.0.1:5778",
"refreshinterval": 60

}

}
type: Opaque

2. O secret. 5N, WIREFFLIFIN secret E L RFE] myjaeger.yaml SLEH, EFZTLA T 6

A .
™

I $ oc create -f myjaeger.yaml

3. X —"MEE OpenTracing B4 APIManager B E X ¥IR(CR), £ CREXH, fF
openTracing.tracingConfigSecretRef.name B % & /B &5 OpenTracing BLBEIFIEH
secret &R, LATRBIESR T X FEIE OpenTracing WA :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager1
spec:
apicast:
stagingSpec:

openTracing:
enabled: true
tracingLibrary: jaeger
tracingConfigSecretRef:
name: myjaeger
productionSpec:

openTracing:
enabled: true
tracingLibrary: jaeger
tracingConfigSecretRef:
name: myjaeger

4. A& OpenTracing #J APIManager CR, 4, #1R&7E apimanageri.yaml X{4F{REF
APIManager CR, f&fHZ21TLA TS ¢

I $ oc apply -f apimanageri.yaml

BEp R
1R¥E OpenTracing % AR, ERIZTE Jaeger RS AREHEE trace,

Hth TR

® APIManager B XL HIRE X

2.5.5. {#f 3scale APl Management operator 7£ pod 5= F TLS
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3scale EBE M4 APlcast £, —/ANFATF production, H—FTF staging, TLS AILLR NEIFEH R
H staging MREE A, S EFIERE A TLS,
FeRFH

o SR TLS MBRIEH,

b =
1. MBERUET 08 secret, B0 :

I $ oc create secret tls mycertsecret --cert=server.crt --key=server.key

BEES /N FF APIManager B E L HR(CR)HH secret 51, & B LLAIEE secret, AAEEIA
APIManager CR FfY secret &%, #ATFA :

® Production: APIManager CR 1T .spec.apicast.productionSpec.httpsCertificateSecretRef
PR AT,

® Staging: APIManager CR 7£ .spec.apicast.stagingSpec.httpsCertificateSecretRef FEx +
NFUEF,
7%, EBEFRILIREL THEA -

e httpsPort XN RO APlcast B FF AT HTTPS i£#., f1RiX5 HTTP i APlcast &
RZE, MmO RF HTTPS,

e httpsVerifyDepth & X & Fimit HHENRKKE,

REERHILEFE B APIManager CR MBI A, MNREE A LA
httpsPort, {BREE1 (7] httpsCertificateSecretRef, APlcast FR#RAKNE
FRUEF, FEUGXE,

2. =) Operators > Installed Operators,

3. M Installed Operators 713k#, = 3scale Operator,
4. = APl Manager %51,

5. = Create APIManager,

6. TESmiEZRPRIMLT YAML E X,
a. N8R VE~HIEER, HEBLUT YAML E X :

spec:
apicast:
productionSpec:
httpsPort: 8443
httpsVerifyDepth: 1
httpsCertificateSecretRef:
name: mycertsecret

b. #NRN staging JGF, EEEBLLT YAML & X :
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spec:
apicast:
stagingSpec:
httpsPort: 8443
httpsVerifyDepth: 1
httpsCertificateSecretRef:
name: mycertsecret

7. m Create,

2.5.6. 2R E IR S50
LU N #8587 5E B F 3scale TG SR E M S0 IE BB AT, HERBERI G ENEBEIEE,

H e
A EREIE B E = & T PR R ER F 2 T

2561 RIABERE
o AREFEA Kubernetes FHRR(EFIERK.
o XFERIAREIEMREKTE,
o ERHIFIRUAIFIERIRS MR RS R B,
o IERNIEIEE.
o MHEHSET Persistence B(PV),
o —AMRLFFEIIEI. BA. HUTRWX)DiRIE,
o OpenShift BEgB WIETH KITIREES 1,
o ¥ MySQL EBE NREBRREIEZE,
RINBL B ATE & & BB RIS UE(PoC) 3Tl

Al LA APIManager BE XL HR(CR)FMFEFREBE — MU EMNBIAERE LT, 3scale I#EIR 1T
FRERTAAE, Blt0, 3scale BIERAVFE BN EBEIE EE X HERE 3scale,

2.5.6.2. W&k
N FHITGRE, BRHREIERE kubernetes FHER AR, $I10 :
o REFELHARN
o RIEFD)
o TILIFEZILAHM £IET
o ERTER/HEET

apiVersion: apps.3scale.net/vialphai
kind: APIManager
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metadata:
name: example-apimanager

spec:
wildcardDomain: lvh.me
resourceRequirementsEnabled: false

Hth BHR

® APIManager

2.5.7. RENEEIEE

BF

M Red Hat 3scale AP| EIE2EENEBILEUREN, XBRHKEBESNRAREFSE, FXEEHE
E—RHIARSS Rl E — BRI, BRSS FREREYIR S BUR T IR E R EMNE M TS
HNVFE IR HIBR S P AL (SLA). 3scale RIRMEILINAEE, B X EIEFAIE BIREAEIE
EAERIEBYIEE, 15 EEE XX,

AERBURERISESEER I AIRTBNZITH AT X EE A B CHEBIREENE MR,

BE
J2 F 3scale AEREIBELEERN, MALUFUT—MHZE N EIRERE ) 3scale B4+

BB :
® backend-redis
e system-redis

e system-database (mysql, postgresql, =k oracle)

® zync-database

TEAIE APIManager CR LAEBE 3scale &2 8l, EJifEA OpenShift secret A EREIRZEIRH LT ERE X
%o

Hth BHR

® Red Hat 3scale APl Management Platform X#HECE

2.5.7.1. |34 Redis secret

EREWANHMER Redis SEHIFEEERRE, W TFHIRR :

apiVersion: vi
kind: Secret
metadata:
name: backend-redis
stringData:
REDIS_STORAGE_URL: "redis://backend-redis-storage”
REDIS_STORAGE_SENTINEL_HOSTS: "redis://sentinel-0.example.com:26379,redis://sentinel-
1.example.com:26379, redis://sentinel-2.example.com:26379"
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REDIS_STORAGE_SENTINEL_ROLE: "master"
REDIS_QUEUES_URL: "redis://backend-redis-queues"
REDIS_QUEUES_SENTINEL_HOSTS: "redis://sentinel-0.example.com:26379,redis://sentinel-
1.example.com:26379, redis://sentinel-2.example.com:26379"
REDIS_QUEUES_SENTINEL_ROLE: "master"
type: Opaque

Secret & ¥ /= backend-redis.

2.5.7.2. %%i Redis secret

ERZEPIDHER Redis SLAIFETEEILE, W THIFTR :

apiVersion: vi

kind: Secret

metadata:
name: system-redis

stringData:
URL: "redis://system-redis"
SENTINEL_HOSTS: "redis://sentinel-0.example.com:26379,redis://sentinel-1.example.com:26379,

redis://sentinel-2.example.com:26379"
SENTINEL_ROLE: "master"
NAMESPACE: "

type: Opaque

Secret & system-redis,

2.5.7.3. RGBIE % secret

v p= Y=
' e Secret ZFLIZE system-database,

YINERE 3scale I, REABBEBEBE=AERAR. HETMERBIEX secret BETRBBMHEME,
e MySQL
® PostgreSQL
e Oracle #iE/%
FEE MySQL. PostgreSQL 3% Oracle Database RUTEIEE secret, HEEEEIXE, M THIFR

MySQL REIBIEE secret

apiVersion: vi
kind: Secret
metadata:
name: system-database
stringData:
URL: "mysql2://{DB_USER}:{DB_PASSWORD}@{DB_HOST}:{DB_PORT}/{DB_NAME}"
type: Opaque
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BF

% MySQL 8.0 & 3scale 2.12 B, EuIGHHRIEEEHLEN
mysql_native_password, £ MySQL BCESXHHRMUTHE :

I (mysqld]

default_authentication_plugin=mysql_native_password

PostgreSQL R BUIE/% secret

apiVersion: vi
kind: Secret
metadata:
name: system-database
stringData:
URL.: "postgresql://{DB_USER}:{DB_PASSWORD}@{DB_HOST}:{DB_PORT}/{DB_NAME}"
type: Opaque

Oracle R BIEE secret

apiVersion: vi

kind: Secret

metadata:
name: system-database

stringData:
URL: "oracle-enhanced://{DB_USER}:{DB_PASSWORD}@{DB_HOST}:{DB_PORT}/{DB_NAME}"
ORACLE_SYSTEM_PASSWORD: "{SYSTEM_PASSWORD}"

type: Opaque

p= =1
e {DB_USER} #1 {DB_PASSWORD} 2 &}l ¢3R5 F F iy F 2 2 K18 1D,
e {DB_NAME]} £ Oracle ##E/% iR 55 & 5.

e ORACLE_SYSTEM_PASSWORD 2m%8, 551 BRELIEER,

2.5.7.4. Zync BUIBE secret

£ zync BUBEFEXES, ¥ spec.externalComponents.zync.database FE&#K X E H true B, EAJITE
ERE 3scale RIAIEE—1%H zyne B secret, TEiXA secret 1, 1§ DATABASE_URL #]
DATABASE_PASSWORD &4 & H 18 ML zync SIREIME, B0 :

apiVersion: vi
kind: Secret
metadata:
name: zync
stringData:
DATABASE_URL: postgresql://<zync-db-user>:<zync-db-password>@<zync-db-host>:<zync-db-
port>/zync_production
ZYNC_DATABASE_PASSWORD: <zync-db-password>
type: Opaque

30


https://docs.oracle.com/cd/E11882_01/network.112/e41945/glossary.htm#BGBGIHFG

55 2 3 £ OPENSHIFT _L%% 3SCALE API MANAGEMENT
zync BRI IE RS A AR,
2.5.7.5. AT EBE 3scale API EX APIManager B E X iR

o LS FANIRAMRS, WHTEERE 3scale BINEMNAEAEH (backend-
redis. system-redis. system-database. zync) @I|E—* secret,

o NI F4EB system-database, (W5 —FEIEEE AN SR,

APIManager B & X FR(CR)MEBEUR T IER 3scale ERE A SRR EFEREIRZE,

#NR backend-redis. system-redis 5 system-database 2 3scale B4 %8, 151E7E APIManager CR
externalComponents %%, TR :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: example-apimanager
spec:
wildcardDomain: lvh.me
externalComponents:
system:
database: true

Lth BEIR

\

® 5l redis secret
o ZRGHIEZE secret
® APIManager ExternalComponentsSpec

® /ync secret

2.5.8. 7£ 3scale APl Management Operator F1/= F pod X< Ek 4%
T8RN BN TE 3scale operator /2 pod RZ &M, XA BRMEFEH TR
deploymentConfig F#) pod &l& 3%, LMEEARRMETRK (AZ) ZFE2T4E,
2.5.8.1. HH PRI E E LT R KNSR

18J APIManager CR BB & X 3scale 2R AR kubernetes KELEFN BIR, ARG, EAILIBE
X, AR 3scale HEFHEE kubernetes T2 L,

B0, 5 backend-listener X & B E LT mKE M, 7 system-memcached % & B E LR, FHl
17

BE KA R

apiVersion: apps.3scale.net/vialphai
kind: APIManager
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metadata:
name: example-apimanager
spec:
backend:
listenerSpec:
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "kubernetes.io/hostname”
operator: In
values:
- ip-10-96-1-105
- key: "beta.kubernetes.io/arch"
operator: In
values:
- amd64
system:
memcachedTolerations:
- key: key1
value: valuel
operator: Equal
effect: NoSchedule
- key: key2
value: value2
operator: Equal
effect: NoSchedule

FFLAR KBRS INE] apicastProductionSpec ST IF##E% deploymentConfig H, iXR{HFA
preferredDuringSchedulinglgnoredDuringExecution 71— 41 podAntiAffinity BdiE. HEREFH
FHETR AZ AR EH LZ1T I —4 apicast-production pod, fIRTESLH, NMAFelEESH
Fia1T

X podAntiAffinity

affinity:
podAntiAffinity:
preferredDuringSchedulinglgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchLabels:
deploymentConfig: apicast-production
topologyKey: kubernetes.io/hostname
- weight: 99
podAffinityTerm:
labelSelector:
matchLabels:
deploymentConfig: apicast-production
topologyKey: topology.kubernetes.io/zone

ELLT B4, EA requiredDuringSchedulinglgnoredDuringExecution 1% EfE podAntiAffinity

B, WAHRLUTRETREN pod WERIT KL, FEX, fim, SREEEEFETHFTRNERES
WEEHT pod :
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& podAntiAffinity

affinity:
podAntiAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- weight: 100
podAffinityTerm:
labelSelector:
matchLabels:
deploymentConfig: apicast-production
topologyKey: kubernetes.io/hostname
- weight: 99
podAffinityTerm:
labelSelector:
matchLabels:
deploymentConfig: apicast-production
topologyKey: topology.kubernetes.io/zone

H{th 5T
APIManager CDR &%

25.9. Z N HXHHNL N ER

MRERW, EF—IBERRLNETERPABRARSHDES, EENIETHN
ike EONX NI RBFELS RERISPY, HBEAITINE - DT EOT.

AR E S NAEA Amazon Web Services (AWS) HIERE, HHREIBIECE LT thE A TRt
EEENBIBERSRENERLABEHREAE, ANRHESNTRERENS X,

MREEZ A OpenShift EEME TN (HA) Kigi ER4 3scale I, EAILISE X BIRERILTI,

HEENERRELTF, FHEIY/RIRERIE, TELRILNFHTRNOBIELHS T2,

2.5.9.1. ZRBLRENERFZY
B4 RfEMA% OpenShift &£8#H 3scale RERFEALITAR :

o {EMH A APIManager B E X ¥R(CR)H 1 kubernetes.io/hostname #1]
topology.kubernetes.io/zone #1|# pod F4,

® 7£ APIManager CR H{#F pod FEfTIE,

o BT HNEREM 3scale REEMITE APIManager CR FE BRI Z@E FFDomain B
o EXPNEEBEINAT A IFFNEEHEFTIARIE, K7 I E RTS8 R,

o BRI EEBIHAEFEEEPFEECS FIF (TIEME) Bsecret, 3scale tR1FZS
HFREPNEEPEHLZLEYECBE)], EXFIERLT, W INEEEREEEHENEL, FIFE
3scale 1R1EZE X RG] secret FIFRLURIMTIIEE ], U 2B TIEN 1N EEE B 15T
secret ZlZ :

o backend-internal-api
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o system-app
o system-events-hook
o system-master-apicast

o system-seed
i i@ /5 backend-redis. system-redis. system-database 7] zync BIEIE/F it F1F
FEF)EEE secret, 15 N BT L FE,

o TEZERFIHEHIE A FE AT B R F R AR E,
o HIREFEFIEE CHIBIEE, NBAEFTEFEFEET R E,

2.5.9.2. (R ZHIE/FIE T — X LRI E 5] - #)EEE
Wik EEEEF— X AP EH N ELLER, HUTLH R EEE 3scale, — PNEEU FIFHRTE,
TEIEWAA 7B, BMERLFENER, TIERRE, EIESRE SR GE ST EHER TN

,

TEXPNLRERTH, RE—PXIIEFEREE, 5T AR RE,

DNS
Region A
Availability Availability Availability Availability Availability Availability
zone 1 zone 2 zone 3 zone 1 zone 2 zone 3
Public Public Public Public Public Public
subnet1 subnet 2 subnet 3 subnet1 subnet 2 subnet 3
OpenShift Container Platform Router ¢ OpensShift Container Platform Router
(active) (passive)
Private Private Private Private Private Private
subnet1 subnet 2 subnet 3 subnet1 subnet 2 subnet 3
3scale 3scale
APIManager APIManager
(running (0 pods)
pods)
h—" h—" N — —
— — — — —
system-assets backend-redis system-redis system-mysq|l zync-database

(PostgreSQL)

Paas storage services (active role)

2.5.9.3. lEHZRILZHIEF
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. BATRTEKX (AZ) FZlE— X017 2% 1 OpenShift £, BXELEH=TXH,

. U#/5H 7 Amazon Relational Database Service (RDS) Multi-AZ BT & ATZEH] AWS ElastiCache

(EC) 54 -
a. —T™NAWS EC FHF /5% Redis ##8/%

b. —7NAWS EC JHF %% Redis ##5/%

. BIEEH T Amazon RDS Multi-AZ BIAF B AFERIAWS RDS 24 -

a. —TNAHFREHIEZEFIAWS RDS

b. —NEHTF Zync #HE/FEH]AWS RDS

. R HIE AWS S3 hEHE,

. £ AWS Route53 2t DNS B I B E X £, HIFRIEREEEEH OpenShift BEHIZF, X

BA5 APIManager B & X 7BE(CR) B9 wildcardDomain /B H2E,

. TEHR I EEF L% 3scale, APIManager CR W iZ45_£—# &R CR #6/El, *4ArA pod Z5:&1T

i, B APIManager LI NATHE IEi#. system, zync FAPlcast pod E5& 0 TNEIZ,

a. FFEIRBORE N O, LU HFEZL A/ FBIEN ., WRETEIRERKES O, NEES
B pod HITITIEIN, B, FERMAREIEEL{THI pod. EILLIERE G EEE, #
JE1F replicas &% 0, #1APIManager spec ~PBIF :

spec:
apicast:
stagingSpec:
replicas: 0
productionSpec:
replicas: 0
backend:
listenerSpec:
replicas: 0
workerSpec:
replicas: 0
cronSpec:
replicas: 0
zync:
appSpec:
replicas: 0
queSpec:
replicas: 0
system:
appSpec:
replicas: 0
sidekiqSpec:
replicas: 0

2.5.9.4. Frja[EF BHRELHIE/F

TR
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. TEZEABIERFH, fF Einm. system. zync F]APIcast pod BIEIZRZE I O,

a. XRLWHEIHEIEEE, BIULIE AT LUBIRBTAIH ) FET S FER B EE A FHIE . 15
VIRTIH M B FF 4B,

2. TEHREIERER, JiHE APIManager L7 /& /s, system. zync f1APlcast pod HIFIA, (ERZ T
JEEEERE,

3. TEFTHIESIEEER, BHTOIEE zync BRI OpenShift H5H.,
a. M system-app pod #9 system-master Z#5:217 zync:resync:domains &% :

I bundle exec rake zync:resync:domains

4. JFAWS Route53 H0/#EH) B TE X B8 AT & X FE A6 OpenShift B M5,
a. |AB9H I EFEIF IR, FH I FTH)E R

2.5.9.5. T BAZ EHE/FHIT X B HFEI L) - 5 FEE

WREBFETRXGFE T HEZER, HLULE)- IR EE 3scale, — NEFL FIENRE,
ERTE, RMEHLFEFNRR, MTERRE, FULEEREZLABIEFIENFFESIE,

TR RAFHIEAE 177 RS, B A A B CHIHIE/ELH), F5) 3scale ZHREHBHIHIEZL HIZ
3scale #5) & #H read-replica ##/%, LUEHETEATHEXZH AT, LUSLH ] RERIMIEFE 7,
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DNS
Region A (active) Region B (passive)

Availability Availability Availability Availability Availability Availability
zone 1 zone 2 zone 3 zone 1 zone 2 zone 3
Public Public Public Public Public Public

subnet1 subnet 2 subnet 3 subnet 1 subnet 2 subnet 3
OpenShift Container Platform Router OpenShift Container Platform Router
(active) (passive)
Private Private Private Private Private Private
subnet1 subnet 2 subnet 3 subnet1 subnet 2 subnet 3
3scale 3scale
APIManager APIManager
(running (0 pods)
pods)

v v

ShhS ShaS

system-assets backend-redis system-assets backend-redis
Sync
— — — — — — —
N—" N—" N—" N—" N—" N—"
N~ N N —") h—") h—")
system-redis system-mysq|l zync-database system-redis system-mysq|l zync-database
(PostgreSQL) (PostgreSQL)
PaaS storage services (active role) PaasS storage services (passive role)

2.5.9.6. EH LEIRH /%

e
. ETERX 1O F 126 % 1 OpenShift &, #ATEMTHEEK, ENELE=1X1,
2. FEFENXEELEEH T Amazon RDS Multi-AZ BIFT B AT AWS ElastiCache LA :
a. T HF/EERedis #HE/FFIAWS EC : BN —1
b. FTNEFRL Redis HIE/FHIAWS EC : X IE—1

c. &AH/5 M Global Datastore ZHEERIEE X R #IZHEE, KIULF B# 57X BBIHIE/FESTEF X
1M E B F EERE A

3. FEEPNXEESEH T Amazon RDS Multi-AZ BYEERT B £ FE#IAWS RDS 4 -
a. RIEHHE/FEFH T AWS RDS,
b. BN F Zync #HHE/FEHIAWS RDS,
c. RAEKIEER, FUILFKEWR)XIGHIHIEF )X B EHIEF LRE,
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4. RAEEXEER, HETXE LRI HEAWS S3 FhEHE.

5. f£AWS Route53 B¢ DNS #EH 0 HE X 15, HIFRIEREZEEFFT OpenShift BHIE, X
W5 APIManager CR #E9 wildcardDomain /& 14##15E,

6. 1E#s)EEEHZ# 3scale, APIManager CR J/1%5 £ —# (@RI CR 18/E, %475 pod 25217
i, B APIManager LI VA% &, system, zync ] APIcastpod Z5& 0 1G4,

a. FEIXEILE T O, LIBTE B ZEBIHIE/FBIIEL ., WRETEI KGR KEY O, NEESR

B77 pod EHITIHRIL, #IA0, FERMAEEIEMELITH pod, ELLUEEGREE, #
JE#F replicas &7 0,

2.5.9.7. FrjHEF B RL HHE/%

A
. HITFo)EEF R ZHIEF B, 2 /3.
a. BNEHEEECHIBIIEREF : )F5) X H] master # read-replicas.

b. BRATE G T F L FIITHEFR, LULFRSIXEEIET master, AIEHE7X
’@D

2. FrlEEBHIEFENITHE :
a. AWS RDS: System I Zync.
b. AWS ElastiCaches: Backend #] System,

3. HITFZIHIEF R EZLIEIFEIF 4 £,

2.5.10. Amazon Simple Storage Service 3scale APl Management fileStorage %%

TELY#E APIManager B E X FIR(CR) LU E5E 3scale Z B, 15 1#H OpenShift secret 7 Amazon Simple
Storage Service (Amazon S3) R 55t EHE IR B,

o IR E(EHARMIE R TFIEESE 3scale, 1EBEkTIEEES,

o [T ysecret HIFHIE T LIBIEMIER, RECTEIAsecret £, EIFE
APIManager CR #15//,

o WIRRENS3 FEFIELEH AWS_REGION, 151#/ default, Z/A8EfF4
M,

o B AL - BIETEUA BTN BRI AERE (X T T te R, ZLIE R I AR Y
B, FHTNBERABN T, SEEMHIERS B EIEEH T 2208 U 5% P
KR, FaasiRS5. ERIBZIENTREERE (SUachi) S a5 stA 2 m-F3
BI{FAa 15156 56 77 FH T~ A FE(F AT 7 1F

2.5.10.1. Amazon S3 7Z/Z1E 0/

TCRFA
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o EAAIE —1 Amazon Web Services (AWS) I/,

A
. BB FHFIERI T B hE#.
2. FEEFALALZ T HTogo ZHEENT, ZEHH S3 BILH 17 /H/HFE/,
3. AL TR IR Identity and Access Management(IAM) ZHE :

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "s3:ListAlIMyBuckets",

kN

"Resource": "arn:aws:s3:::

"Effect": "Allow",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::.<target_bucket_name>", a
"arn:aws:s3:::<target_bucket name>/*"9

/
}
]
/

ﬁ /¥ <target_bucket_name > & /& E SH9E,
9 /¥ <target_bucket_name > E i /& E SHIE,

4. (EHLLTFANIG)EE CORS FliE :

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration xmins="http://s3.amazonaws.com/doc/2006-03-01/">
<CORSRule>
<AllowedOrigin>https.//*</AllowedOrigin>
<AllowedMethod>GE T</AllowedMethod>
</CORSRule>
</CORSConfiguration>

2.5.10.2. {7/# OpenShift secret
LU BE T T1#H Amazon S3 T A A EBH(PVC)#9 3scale XX 1477 1#s

S =
ER

AN AWS S3 FZIEHRFE/F AT LU TE 7B AWS_HOSTNAME, AWS_PATH_STYLE 7]

AWS_PROTOCOL = £Z#7#9S3 MBEHEE, WFETHEEZFHER, 5504
fileStorage S3 credentials secret fields 2,
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TELL TG, Secret S ETLIEFEH], B ETE APIManager CR H#5] /.,

apiVersion: v1

kind: Secret

metadata:
creationTimestamp: null
name: aws-auth

stringData:
AWS ACCESS KEY ID: <ID_123456>
AWS SECRET_ACCESS KEY: <ID_98765544>
AWS_BUCKET: <mybucket.example.com>
AWS_REGION: eu-west-1

type: Opaque

=/E, 0/ APIManager CR LI&3& 3scale,

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: <example_apimanager>
namespace: <3scale_test>
spec:
wildcardDomain: Ivh.me
system:
fileStorage:
simpleStorageService:
configurationSecretRef:
name: aws-auth

F2 & APIManager SystemS3Spec,

FZ /2 T Identity and Access Management (IAM) f#1Z& £ FHEAR 5 (STS) i iEHY fileStorage Amazon S3
FiF secret FRREK :

o FHZLTIERS (STS) HIS3 Jil ik & FAH. BHHRNREIZ 2L,

® S3/dentity and Access Management (IAM) /H F KEIIRZ £ FE il

Z 2.1, Filestorage S3 credentials secret FE

40
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AWS_ACCESS _KEY_ID BFREH
fileStorage®y S3 Ffi#
A BB AWS 15 ] 25 5A
ID

AWS_SECRET_ACCESS HTX&H

_KEY fileStorage®y S3 Ffi#
A BB AWS 15 ] 25 5A
Secret

7|

=
=

il
o


https://github.com/3scale/3scale-operator/tree/3scale-2.14-stable/doc/apimanager-reference.md#systems3spec
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PEX ok IAMEE STSEE
AWS_BUCKET BERTHOXHRE 2 =
fileStorage # S3 7= {4
L]
AWS_REGION BERTHNRE 2 =
fileStorage 1 S3 7= {4
X
AWS_HOSTNAME 2R\ : Amazon Es - S &
AWS S3 AL i s
FHl %
AWS_PROTOCOL 29\ : HTTPS AWS S3 = &

FA ML AR R P

AWS_PATH_STYLE 2R\ : false - HiZE N S S
true i, FhEMEBIE
ZURBEE R URI R, FF
Bk AREENFIHHE
EMo

AWS_ROLE_ARN ARN A8, B — 1K = =
INEIEREE A F R AWS
STS #iT &4 %L

AWS WEB_IDENTITY.T  #H#HSESXHMLEBENE 5 =

OKEN_FILE %, Bl
o0 : /var/run/secrets/
openshift/serviceacc
ount/token

2.5.10.3. &/ STS HIFshiE=t

STS Ful =i M APIManager CR J& . HEETLUE X EHIZ AL, 1A (H 7 openshift,

LR

o & OpenShift, LUFImHTEEHFAWS L2 FHEARS (STS) BITIFA M, iFIEFEEE
Amazon Web Services Secure Token Service FA{EHFziiE= ,

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: <apimanager_sample>
namespace: <3scale_test>
spec:
wildcardDomain: Ivh.me
system:
fileStorage:

41
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simpleStorageService:
configurationSecretRef:
name: s3-credentials
sts:
enabled: true
audience: openshift

SEIFTE 4 KA secret & IAM secret B97/a, AWS_ROLE_ARN 7]
AWS_WEB_IDENTITY_TOKEN_FILE B/ N #rF£E, EftT AWS_ACCESS_KEY _ID 77
AWS _SECRET_ACCESS KEY,

STS secret 7~4

kind: Secret

apiVersion: vi1

metadata:
name: s3-credentials
namespace: 3scale

data:
AWS ROLE ARN: arn:aws:iam::ID:role/ROLE
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/openshift/serviceaccount/token
AWS_BUCKET: <mybucket.example.com>
AWS REGION: eu-west-1

type: Opaque

& STS 1/, 3scale IRIEZERIIRITEFITKTHE. U T pod BH—TRIIE :
e system-app
e system-app hook pre
® system-sidekiq

STS #Pod 74

apiVersion: v1

kind: Pod

metadata:
name: system-sidekiq-1-zncrz
namespace: 3scale-test

spec:
containers:

volumeMounts:

- mountPath: /var/run/secrets/openshift/serviceaccount
name: s3-credentials
readOnly: true

volumes:
- name: s3-credentials
projected:
defaultMode: 420
sources:
- serviceAccountToken:

42



%5 2 3 £ OPENSHIFT £%& % 3SCALE APl MANAGEMENT

expirationSeconds: 3600

audience: openshift
path: token
X

&
E»

791

® APIManager SystemS3Spec
® S3secret &
® 7£Amazon Web Services Secure Token Service F{&EHFz/iE =t

o [F/HAWS ZL BIEIRS B AT I UE

2.5.11. PostgreSQL &%
MySQL PIZBR R /5B BIBREE, IS B A E o] L 75 B 2 4 F PostgreSQL.,

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:

name: example-apimanager
spec:

wildcardDomain: Ivh.me

system:

database:

postgresql: {}

¥

Rt 5

3

® APIManager DatabaseSpec

2.5.12. BB SMTP & (a/)

3scale @/ H FHEMF L ZEHTHEGHTHE . WREEHXLLIEE, NS He#HE SHI SMTP IR #8H1E
system-smtp ¥l Z HHE SMTP #&,

HITLL T ETE system-smtp secret FFZE SMTP & -

A
. WIRETRBEER, 158 7F OpenShift :

I oc login

2. & oc patch iv %, 75E system-smip & secret L #fsecret L, /FR -p LI, HIE
JSON LU FHEEBEAHE

#2.2. system-smtp

FB
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FB fed AAE

address X2 EFERATRI RS 25
it (EWNAESKIP) . AR
LEZN—DN A2 " WE, *
SIS ERIMERS SRR ES
AP| EIEER A RR L EMEMH

PSR

port X BB AR RIEAR S5 25 "
89w E.

domain ANSRHRAR S5 275 2 HELO "
&, A,

=g Al AOSRHRBR S5 2 7 B R JAIE "

A, KESHRIERE
plain LBAX %%, login
Base64 i = & X BT,
= cram_md5 1R#E HMAC-
MD5 B EH & — AT/ R AL

%IJO

username MRARGARSS 2r T B BRI IE
BEMQEIERBERE, NFEH
username,

password INRERAR S5 28 T B F P 4IE

BeMRIEREERES, NiE
F password.,

openssl.verify.mode fER TLS I, Al LiRE
OpenSSL ffalfe &k, R
TERERIEB S Z /SRR RF
P, XIEEAM. EALUE
FA OpenSSL $HF#EEM &
5 : none = peer,

from_address no-reply FR{4# from et {E,

HIF

$ oc patch secret system-smtp -p '{"stringData":{"address":"<your_address>"}}'
$ oc patch secret system-smtp -p '{"stringData":{"username":"<your_username>"}}'
$ oc patch secret system-smtp -p '{"stringData":{"password":"<your_password>"}}'

3. W& secret TE/S, E#EIE system-app 7] system-sidekiqpod:

$ oc rollout latest dc/system-app
$ oc rollout latest dc/system-sidekiq
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4. BREHHEENIRS, UBHREETHK -

$ oc rollout status dc/system-app
$ oc rollout status dc/system-sidekiq

2.5.13. ZEHMRFIEE X it B RER

81 APIManager BE X R(CR) B 1% E E X 3scale BER 5 HHI Kubernetes 11 B IRE
3K, https.//kubernetes.io/docs/concepts/configuration/manage-resources-containersiXFEM el 5 E X
DEZE ¥ E APIManager ZH1EBY 1T B HREK, BICPU #IA7,

LUF R BIBE 740 B E X system-master B system-provider 5. backend-listener 7] zync-
database #911 & FEK :

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
backend:
listenerSpec:
resources:
requests:
memory: "150Mi"
cpu: "300m"
limits:
memory: "500Mi"
cpu: "1000m"
system:
appSpec:
developerContainerResources:
limits:
cpu: 1500m
memory: 1400Mi
requests:
cpu: 150m
memory: 600Mi
masterContainerResources:
limits:
cpu: 1500m
memory: 1400Mi
requests:
cpu: 150m
memory: 600Mi
providerContainerResources:
limits:
cpu: 1500m
memory: 1400Mi
requests:
cpu: 150m
memory: 600Mi
zync:
databaseResources:
requests:
memory: "111Mi"
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cpu: "222m"
limits:

memory: "333Mi"

cpu: "444m"

¥

Rt TR

S

® APIManager CRD &%

2.5.13.1. Zti{ APIManager G 1£ 11 B # iR

2L 155/% APIManager spec.resourceRequirementsEnabled /&4 A& 7 true /i, &7 APIManager 24
KEH Ui B R,

FEAET T 7 APIManager 241X BHIHFE 1T B IR A (H,

2.5.13.1.1. CPU FIN 7 H1

FEUBE T 1T E R (AR P E I H T, HFEB X CPU HIAFETHIEZER, FEHEE
B BI TR,

IR T RERE
e m - milliCPU 2 millicore
® Mi- mebibytes
® Gj- gibibyte
® G - gigabyte

2.3 i BRI

At CPU iF3k

system-app K 50m 1000m 600Mi 80OMi
system-master

system-app B9 50m 1000m 600Mi 800Mi
system-provider

system-app B 50m 1000m 600Mi 800Mi
system-developer

system-sidekiq 100m 1000m 500Mi 2Gi
system-searchd 80m 1000m 250Mi 512Mi
system-redis 150m 500m 256Mi 32Gi
system-mysq| 250m To BRI 512Mi 2Gi
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At CPU iF3k CPU BR{E RFIFEK RER(E
system-postgresql ~ 250m ToBR 512Mi 2Gi
backend-listener 500m 1000m 550Mi 700Mi
backend-worker 150m 1000m 50Mi 300Mi
backend-cron 50m 150m 40Mi 8OMi
backend-redis 1000m 2000m 1024 Mi 32Gi
apicast-production  500m 1000m 64Mi 128Mi
apicast-staging 50m 100m 64Mi 128Mi
zync 150m 1 250M 512Mi
zync-que 250m 1 250M 512Mi
zync-database 50m 250m 250M 2G

2.5.14. ZHHARHIHIE E X T7 m R NERI R

814 APIManager CR /B4 5 & X Red Hat 3scale APl EEEAE# 5 3189 Kubernetes KR IR, LA
E N ZFRIT A 3scale 21U HE Z) Kubernetes T/ 4R_L,

LUF BRI Ei 1B B E X IRz, ©11# system-memcached i3 & 1 IF F2/F /16 E X &R :

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
backend:
listenerSpec:
affinity:
nodeAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: "kubernetes.io/hostname”
operator: In
values:
- ip-10-96-1-105
- key: "beta.kubernetes.io/arch”
operator: In
values:
- amd64
system:
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memcachedTolerations:
- key: key1
value: valuet
operator: Equal
effect: NoSchedule
- key: key2
value: value2
operator: Equal
effect: NoSchedule

¥

Rt

5

® APIManager CRD &%

2.5.15. 3scale APl 2 #HI Pod (1562K%

fE7 3scale EEER, HEJLIEN1EHK APIManager BE X 7R(CR) /& # 3scale ZFA1#1KE pod 11
TN, (EHLUFAM LR AT A priorityClassName :

® apicast-production
® apicast-staging

® backend-cron

® backend-listener
® backend-worker
® backend-redis

e system-app

® system-sidekiq

e system-searchd
® system-memcache
® system-mysql

e system-postgresql
® system-redis

e zync

® zync-database

® zync-que

Bl

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
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wildcardDomain: api.vmogilev01.0nno.s1.devshift.org

resourceRequirementsEnabled: false
apicast:
stagingSpec:

priorityClassName: openshift-user-critical

productionSpec:

priorityClassName: openshift-user-critical

backend:
listenerSpec:

priorityClassName: openshift-user-critical

cronSpec:

priorityClassName: openshift-user-critical

workerSpec:

priorityClassName: openshift-user-critical
redisPriorityClassName: openshift-user-critical

system:
appSpec:

priorityClassName: openshift-user-critical

sidekiqSpec:

priorityClassName: openshift-user-critical

searchdSpec:

priorityClassName: openshift-user-critical

searchdSpec:

priorityClassName: openshift-user-critical
memcachedPriorityClassName: openshift-user-critical
redisPriorityClassName: openshift-user-critical

database:
postgresql:

priorityClassName: openshift-user-critical

zync:
appSpec:

priorityClassName: openshift-user-critical

queSpec:

priorityClassName: openshift-user-critical
databasePriorityClassName: openshift-user-critical

2.5.16. KB HE X s

T BT LB T b F AT pod B9 DeploymentConfig (DC)H9 APIManager CR Fr5B M B E X 174,

S =
ER

WTRIEMIR T B E X FIR(CR) HE X BIths, ETRE5IMFEE ] DeploymentConfig
(DC) #ifjlR, ERATF5IM DC MR IZ T s

apicast-staging 7 backend-listener B9 :

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
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wildcardDomain: example.com
resourceRequirementsEnabled: false
backend:
listenerSpec:
labels:
backendLabel1: sample-label1
backendLabel2: sample-label2
apicast:
stagingSpec:
labels:
apicastStaginglLabell: sample-label1
apicastStaginglLabel2: sample-label2

3

Bth 7

APIManager CRD £&Z

3

2.5.17. REB/FIHE i BlL il 742 Uk
LR LN RS, EREMFHIEIHE FhFLH APl V[, BOAERLT, KEUE iHUELRS
FHIUEFEE, (B8, EHAXLFNETER, BaEHEE it L RITBS U Bk, EMEX—
R, JFZHE "insecure_skip_verify': "true"” FSIIEIL AT

® ActiveDoc

® Application

L=

® CustomPolicyDefinition

® DeveloperAccount

® DeveloperUser

® OpenAPl - Ei## 43

* Ui

® ProxyConfigPromote

o FHF

OpenAPI CR 74 :

apiVersion: capabilities.3scale.net/vibetal
kind: OpenAPI
metadata:

name: ownertest

namespace: threescale

annotations:

"insecure_skip_verify": "true"”

spec:

openapiRef:

secretRef:
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name: myopenapi
namespace: threescale
productSystemName: testProduct

2.5.18. KIBEEE X LHE

{F 3scale #1, ZtBIpod BB ZHE, XLEHFAIERIHE EX], BRILUEH APIManager CR #/{E1T
3scale H#F B M X LFHE,

EE
HIRENER T B E X FIR(CR) HE X BIFAE, BT E5IMFEEH] DeploymentConfig
(DC) R, EBATFsIM DC HEREAE,

apicast-staging #l]backend-listener £ APIManager ;£/#

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
wildcardDomain: example.com
apicast:
stagingSpec:
annotations:
anno-sample1: annot
backend:
listenerSpec:
annotations:
anno-sample2: anno2

At

5
X

® APIManager CRD &%

2.5.19. 117

L& 3scale 5, 3scale IRIEZF /5 EFHEEX ZiHE (CR) RHBI—HLEESH, LUEHKRZHIELT,
BILUE S $#EEHe (B, TEIEERTRE) HTIEHN,

24 3scale 1EEZ5 7] APlcast operator A £ I VFEHH], B EEHIIENR

o IR %R 7% deploymentconfig, #H CR B&IZ, N/ deploymentconfig (H 175 :XLE5) 2 PLEp,
W CR 7 &ZE/Z, Jl/deploymentconfig F/Z1E1FE W 1,

o 4% deploymentconfig H CR B&/&H], deploymentconfig (B LALXLEEIZE, EIEEE
0, #IRCR 7~&EZEIZX, N deploymentconfig [H1R#FT %,

T2 APIManager CR & X(CRD) B9 5 22252 ] 17 Vi 59,
LUFZ e S #51% :

® Resources
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o SinElIZE
® AP|cast BI&
o RIEIZK

® Zync BIX

2.5.19.1. Resources
AT 3scale ZH 1489 7 R R FTIE K.

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
resourceRequirementsEnabled: true/false

2.5.19.2. [FiwmEIZA
JEi ¥ pod HE,

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
backend:
listenerSpec:
replicas: X
workerSpec:
replicas: Y
cronSpec:
replicas: Z

S =
ER

IR BB X E replica FER, Operator TRIDFEIZR, XA ITFE=HIEHZEERZX, W
HorizontalPodAutoscaler #Z#25, B 1T FEESEN R LEFLIER SN,

2.5.19.3. APIcast /%

APicast staging FI4%/~21# pod #E.

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
apicast:
productionSpec:
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stagingSpec:

replicas: X
replicas: Z

S =
ER

IR RE 4B replica FER, Operator TR IHFIA, XAITFE= Bk EEEX, 2
HorizontalPodAutoscaler #Z#25, B IFEESEN R LEFLIER SN,

2.5.19.4. XZEIF
R W HREFEHIFRL sidekiq 2 pod HE,

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
system:
appSpec:
replicas: X
sidekiqSpec:
replicas: Z

HE
. IR RE L& replica FER, Operator TR IHFIA, XAITFE= Bk EEEX, 2
A HorizontalPodAutoscaler #2#as, Bl IFIERSENT R LFZIEFTEN s

2.5.19.5. Zync &7

Zync app #1 que 414 pod # =,

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
zync:
appSpec:
replicas: X
queSpec:
replicas: Z

S =
ER

IR RE L& replica FER, Operator TRINIHEIA, XAITFE=H1LR#ZEEEX,
HorizontalPodAutoscaler #Z#25, B0 IFEESEN R LEFLIER SN,

2.6. (&/H ORACLE 1EN R/ EHIIR (F45 %% 3SCALE APl &2
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fE 92118 3scale APl EFEEFE T, MRl LU#H Oracle #1E/% (& fH1R 1L 4E 3scale, ZILIEX T, 3scale
2.14 H—1E W system B, ZAHIEIFIEHIEZETE MySQL HiE/FR, & LIBZH I HIEE,
HIFHE B FIETENES Oracle #HE/EH,

AR
o LR H{T 3scale AY Operator Z2EHT, OpenShift Container Platform(OCP) &k
4.2 #14.3 7% ##F Oracle /7, WEEZIEE, 1550 Red Hat 3scale APl B2
S FHIEE TTE.

o EZXXF4H, myregistry.example.com fH1E registry URL BITBl, 175 EHHE
Biregistry URL,

o TBIAL - BIETEUA BTN BRI ARy T Tt . ZLIERE I AR Y
B, FHTNBERABN T, SEETIERIS BB T2 2G5l P
KR, FaasiRS5. ERIBEZIENTREERE (SUacii) SE5RL A2 m-F3
BI{FAaT 15156 56 72 FH T~ A FE(F AT 7 1F

TERRIF
o —NEFEFregistry, FHTFHEB L, 145K BZ% 3scale #9 OCP 8171,
® 3scale operator 9% %,
o FEZLLZAPIManager CR, RN EfFTELI T Lt HIEE,
® 3scale B9 Registry AR5,
e LI OpenShift cluster 17/H/A9—1* Oracle Database HI3ZFFHRA,
® 17/i] Oracle Database SYSTEM fH /' LU FEER & 617 72,
Z(& Oracle 1/ RIHIE/FE 1T 1R 1F 25 %% 3scale, 1ENITU TLLE -
o J£7 Oracle ##5/%
o HEETE R BRI

® (#fH Operator Z% 3scale APl EE

2.6.1. &7 Oracle #(#2/%
fE Y 3scale BFEG, 41T RTEIFEFTFRIHMNS, BRI F 3scale LLEEH 7 Oracle #HE/%,

TR
| CIBHTEIE)E.

2. MALUTFRE :

I ALTER SYSTEM SET max_string_size=extended SCOPE=SPFILE;

3. BEHIEEF
7F 3scale H1¢i& Oracle #IE/EE B TNET : it BT HH Oracle SYSTEM /B /7 &1,
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3scale (X4 SYSTEM [ /[ F#II5 K E, ©EES0IEEWE - H%FEATENNR, LT SQL
RRIFIRIE—NEEE LRI EHE ., ({(DB_USER} ] {DB_PASSWORD)} Z2FZZ & /15
Brlgag bz :

CREATE USER {DB_USER} IDENTIFIED BY {DB_PASSWORD};
GRANT unlimited tablespace TO {DB_USER};

GRANT create session TO {DB_USER)};

GRANT create table TO {DB_USER};

GRANT create view TO {DB_USER};

GRANT create sequence TO {DB_USER};

GRANT create trigger TO {DB_USER)};

GRANT create procedure TO {DB_USER};

a. &/ SYSTEM /F/ :

e 7F system-database secret #7 ORACLE_SYSTEM_PASSWORD FE;##2# SYSTEM
B &,

o ZRH|, BB TEEFL. EFFH 3scale FIEEBIALIE,

o TEIFREFIFEN N EHE R E I, #I4 : oracle-
enhanced://{DB_USER}:{DB_PASSWORD}@{DB_HOST}:{DB_PORT}/{DB_NAME}
in the system-database secret #J URL FERH,

o = Oracle ##E/ERIFEFR L H BB 585 i Ee—pHYg, H45 SYSTEM /7 Z 57 PT
2,

o UIREEEEHEBIHE B, 3scale FIIRIERIAIFERE L Fip & BRI :
I ALTER USER {DB_USER} IDENTIFIED BY {DB_PASSWORD}

WIRZ# PASSWORD_REUSE_TIME and PASSWORD_REUSE_MAX #1%1& 77 iR
BEHRBIERIBIETS, TEIE/FIE AR X1 0 7 E) 5T e

b. FrIkEENHIEEH :
o KT FEZETF system-database secret H1tE# ORACLE_SYSTEM_PASSWORD.

® 7F3scale Z#FI, 7F system-database secret 9 URL FERH15EHT F1EFFEBIEE
B FEE - (T2 SYSTEM) .

o FBFZERIEEF AR E L ESY BT E IR,

5
%

o EXOBFTHIE/FERIFIE, 1HEE Oracle # /% 19¢ X4,

2.6.2. B EHE X RG B At

TR

. M GitHub 77/#/% T #¢ 3scale OpenShift Bk H 12771 :

I tar -xzf 3scale-2.14.0-GA.tar.gz
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2. 7F Instant Client Downloads B+ F# :
o Z /i : BILUZ basic-lite BY basic,
e ODBC driver,

® Oracle ##/% 19c B9 SDK,

o X/F 3scale, f&H Instant Client Downloads for Linux x86-64 (64-bit)

o X/F ppc6dle F3scale, & Oracle Instant Client Downloads for Linux on Power Little
Endian (64-bit)

3. F2ELLTF Oracle FIAHHMIRAHIZ -
® Oracle Instant Client Package: Basic 2t Basic Light
® Oracle Instant Client Package: SDK
® Oracle Instant Client Package: ODBC

F#2.4. 3scale B9 Oracle 19¢c "I #E

Oracle 19¢c F{F 2 &R FE458932 44

HAR instantclient-basic-linux.x64-
19.8.0.0.0dbru.zip

Basic Light instantclient-basiclite-linux.x64-
19.8.0.0.0dbru.zip

SDK instantclient-sdk-linux.x64-19.8.0.0.0dbru.zip

ODBC instantclient-odbc-linux.x64-
19.8.0.0.0dbru.zip

# 2.5. Oracle 19¢ i BIEH B F ppc64le il 3scale

Oracle 19c X+ @& FH 45093 4

- ¥N: | instantclient-basic-linux.leppc64.c64-
19.3.0.0.0dbru.zip

Basic Light instantclient-basiclite-linux.leppc64.c64-
19.3.0.0.0dbru.zip

SDK instantclient-sdk-linux.leppc64.c64-

19.3.0.0.0dbru.zip

ODBC instantclient-odbc-linux.leppc64.c64-
19.3.0.0.0dbru.zip
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S =
ER

YR FEH FIEEIE i 1 Bk A S 3scale B ILHF, 3scale 151
FHEFLLT 2T BIRE S R A

4. f¥ Oracle Database Instant Client Package X {7 system-oracle-3scale-2.13.0-GA/oracle-
client-files -7,

5. EAEEDE registry IRF51K - A EIBRIEIFE 7 F] registry.redhat.io K/,
I $ docker login registry.redhat.io

6. MR TF Oracle BIEE X RIER Gl Ih 5 N LEE G iR Ir s, 4 FHIFT -
I $ docker build . --tag myregistry.example.com/system-oracle:2.14.0-1

7. fFEF Oracle BRI IRIRIHEZLEI OCP EFF o] 1y nHI B a8 E M2, M BZF registry & %& % 3scale
FER TG R IE -

I $ docker push myregistry.example.com/system-oracle:2.14.0-1

2.6.3. {&/H Operator %% 3scale APl &

TR

. L EF N FEROEZ system-database secret, 1%i&E Oracle Database URL #1551
Oracle Database R E 5, 15E1#7 Oracle #HE/FZ 25 BEEHE/Fo

2. B BE APIManager CR K% 3scale SRR 55, #%08 (#/H operator &8 3scale APl EH HIRY

U B H TR IE,
® APIManager CR @15 /E 1%18 Fy 2 B4R F Oracle #I%2;H] .spec.system.image &
£ :

apiVersion: apps.3scale.net/vialphat
kind: APIManager
metadata:
name: example-apimanager
spec:
imagePullSecrets:
- name: threescale-registry-auth
- name: custom-registry-auth
system:
image: "myregistry.example.com/system-oracle:2.14.0-1"
externalComponents:
system:
database: true

2.7. i5H 3SCALE AP| &L &/ &iFIAL EHE LR
XER EE N L GRZ, H e RIEHRIES,

o LIFIRIESE FHF N BIIFA LB
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o XTI BHEIFBIE S registry B IRBE R EEUE
® M Docker registry F#I B4R

o TERMIEEFFR MBI MySQL BIFXER T

o THLIFHIBAS

o il 7F OpenShift #1E % IF 5 T fEH9 1 FH

® ¥ 3scale APl E RIS E 1 H _EE5E APlcast &I

2.7.1. LUFTHIEBE -F A A LN BIF R (5 A B

178

2 FIBYEBE s F RN BIFFR EBEBIPVC), MITFHMySQL BEETL A/ 5o
R

1£ OpenShift FIRITE T 2/FEE-S R KA PVC,

V. Y

TR

1. &/ oc get pvc B EHEZ R MySQL #HH#EHIPVC -

# oc get pvc

NAME STATUS VOLUME CAPACITY ACCESSMODES AGE
backend-redis-storage Bound vol003 100Gi RWO,RWX  4d
mysql-storage Bound vol006 100Gi RWO,RWX  4d

system-redis-storage Bound vol008 100Gi RWO,RWX  4d
system-storage Bound vol004 100Gi RWO,RWX  4d

2. i OpenShift Container Platform (OCP) ##l& #1H9 cancel 88&, LIfZ1E system-mysql pod
BIEEE,

3. Mk MySQL B2 FRIFTE A E, LUSES,
4. [F5iEH system-mysql 55&,
2.7.2. 0 B 5 uFBIE - registry BIEEF IR SR FEUF
7/
Pod RE/G5), Falmm i TR
I l'error: Import failed (InternalError): ...unauthorized: Please login to the Red Hat Registry

RE

1£ OpenShift 4.x _£ %% 3scale /1, OpenShift ZEZ/55)pod, B ImageStreams LA AR E5] AT
ik, XN pod TELN BN IATIERA] registry 1T G555 1k,
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BRIGFE

%
. BALLF i S LU UE B #5 registry G145 uFBIEICE -

I $ oc get secret
o YR secret 77, BEREAXinEFILITHIH :

I threescale-registry-auth kubernetes.io/dockerconfigjson 1 4m9s

o (HE, WRREEIHHER, BOGAITLFIRIE :
2. TEBEE registry HRFSIKFIY, (& Bk BRI iF 3 B2 # A secret,

3. @M 7E OpenShift L& registry G174 1uF BI#F %R, &4 oc create secret 55 (7 <your-
registry-service-account-usernames and <your-registry-service-account-password>,

4. 7£5 APIManager 7R 1E/EIH 5 4 22/ 1% £, threescale-registry-auth secret, A HITE
<project-name> ‘:)h,L T 7\'/:/: 5

$ oc project <project-name>

$ oc create secret docker-registry threescale-registry-auth |
--docker-server=registry.redhat.io |
--docker-username="<your-registry-service-account-username"
--docker-password="<your-registry-service-account-password>"
--docker-email="<email-address>"

5. W HEFTL/EE APIManager 7R :

$ oc delete -f apimanager.yaml
apimanager.apps.3scale.net "example-apimanager” deleted

$ oc create -f apimanager.yaml
apimanager.apps.3scale.net/example-apimanager created

. BALIF @RS, LUt EERIRA A Starting 26 Ready : pod RFF4EER :

$ oc describe apimanager
()
Status:
Deployments:
Ready:
apicast-staging
system-memcache
system-mysql
system-redis
zync
zync-database
zync-que
Starting:
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apicast-production
backend-cron
backend-worker
system-sidekiq
system-searchd
Stopped:
backend-listener
backend-redis
system-app

2. AL S UEERFT pod BIRKE -

$ oc get pods

NAME READY STATUS RESTARTS AGE
3scale-operator-66¢cc6d857b-sxhgm 1/1  Running 0 17h
apicast-production-1-deploy 1/1 Running 0 17m
apicast-production-1-pxkqgm 0/1  Pending 0 17m
apicast-staging-1-dbwcw 1/1 Running 0 17m
apicast-staging-1-deploy 0/1  Completed 0 17m
backend-cron-1-deploy 1/1 Running 0 17m

2.7.3. M Docker registry F#/ B4 1R

1]

TEL TS TR I TR
svc/system-redis - 1TEX.AMP.LE.IP:6379

dc/system-redis deploys docker.io/rhscl/redis-32-rhel7:3.2-5.3
deployment #1 failed 13 minutes ago: config change

RE

OpenShift #1714 Hi docker i &K #EF IR B #5152 1%, UL ap 55/ docker.io Docker registry, -T2
registry.redhat.io [ 1§45 %% 7.

4R E S Docker BEEIEEIBHNIEANT, LIRS,

AT F

TFE

1EfHE 289 Docker BEMEFF AR

2.7.4. TERMIZEEFF A IEBHT MySQL B9 R &

[T

system-msql pod /% ETEE, MiTSEEEMRAHIMEENEE, pod HELFLU TR

[ERROR)] Cannot start server : on unix socket: Permission denied
[ERROR]J Do you already have another mysqld server running on socket: /var/lib/mysql/mysql.sock ?
[ERROR] Aborting

RE
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MySQL H#F2/5 ZhH] T IE AT IR,
BARGFE

TR

. AFHERAMEBHERMUST £5 root HEIZEAR, X root " EEEENRTE, BH
MySQL fR# M root ZHHBITIEE ' B17:217, K root FAF GG HITH Fims :

I $ chmod -R g+w /path/for/pvs

2. MITLLF a5 LABpLE SElinux BELE 7] -

I $ checon -Rt svirt_sandbox_file_t /path/for/pvs

2.7.5. L)% L E#IRat A 15%

178

T EE#F - system-app HE BT TR :

I Errno::EACCES (Permission denied @ dir_s_mkdir - /opt/system/public//system/provider-name/2

V%7

OpenShift TABEAFFAE,

BARGE

T

BRI FF A £ 5[ OpenShift EA, Ef//Hroot HfE, #HHEAA,

2.7.6. Jlli:(7F OpenShift #1754 IE & T fEHT 37 H

7/

M7 B 7E B ZEETAR 55 /11 OpenShift LHIEH G % IEE T1F, #id curl BEEEIFHHEN, 74 service

not available 155,

BE&A

3scale BINFEEHTTPS 55, #H OpenShift BT Z (R,
R

TR

#1R OpenShift B I IBH s T ZEEEH BIEHE,

2.7.7. ¥ H 3scale APl EFH9 7[5 5 _F %52 APlcast %/
]
APlcast BBZEXI (pod RBEZLNiit) , BIHEHEHEELITFHEIR :
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update acceptor rejected apicast-3: pods for deployment "apicast-3" took longer than 600 seconds to
become ready

BTE pod HEFLITHIR -

Error synching pod, skipping: failed to "StartContainer" for "apicast” with RunContainerError:
"GenerateRunContainerOptions: secrets \"apicast-configuration-url-secret\" not found”

V7]

Z LR E IEHIKE,

BRGE

e

& H APIcast v3 BY# secret /f, #5/ apicast-configuration-url-secret :

$ oc create secret generic apicast-configuration-url-secret --from-
literal=password=https.//<ACCESS TOKEN>@<TENANT_NAME>-admin.<WILDCARD _DOMAIN>

2.8. B R
o HEBLILS
o LIRS
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FE3= APICAST

Wt
i

E 3 E LLZAPICAST

APlcast 22 F NGINX BIAPI %, FHFIFERGAIEEHISNEE API AR5 52118 3scale APl B FEE A 4K,
APlcast FllfFIEFFSEH 17 - 14,

TERIERH, 1517 THEEBE AT, FEMBIEF LR AT T,
TERRM
APlcast TEMIZBIAPI (%, ZEE£#F 3scale APl Manager.,
o —NE#HY3scale On-Premises LA,
FL & APlcast, IHFHITL FEBD FRTAAIZE TR -
® APlcast BBE LI
® APlcast 2/tg
o WEZEKIKE
o MEXHI i

o (E/HIRIFZAE APlcast X BB EFEERTTSE

3.1. APICAST ZFZ£07

e LUEFIEE B 5 F EHEHI APlcast, TEXFHIERL T, APlcast i 7 ##£F) 3scale APl EHELEHIE R
25 -

o AL APIcast : 3scale APl EFEZLZE Z M 1 IUHIAPIcast B, Elstaging #lproduction,
XL R ETSCEE, H AR RAIEA,

o EHEFEAPIcast : [T LIFENT E5E APlcast, LITZEE5E APlcast HIE I ATIZE — :
o £ Red Hat OpenShift L1517 APlcast : 7£5% 5% 7#H7 OpenShift JkZ& _£i577 APlcast, & ETLL

1% 6 # EFERJ APlcasts 1E#% ) 3scale IASZ# 3L 3scale FE&(SaaS) Ik, i, 1E&EH
operator Z8& APlcast (x5 B EEEAER T 3£ »

3.2. APICAST (15
Bl ISR T, Y0 3scale AT, (EIFTERT P IEBIEREH FEREA 2 APlcast :

e Stage : (XTEECEFINIA API ERHTERE, HEHHINERTREZTTRILIEN, & LUEFIFRES
EF L H B,

® Production : LI 1E % HF LI 15, 7F OpenShift ka7 Production APlcast B F&
#( : APICAST_CONFIGURATION_LOADER: boot APICAST _CONFIGURATION_CACHE:
300, XEIAE, 7fAPlcast |G {FZEMEIIE, HIFEFZ3I00# (55 . 5 DHEIFE

FNEIE, XEHE, ZSEIFAERHEIEIHIEN, HEEEES RHIFEENE, FRIFELEML
BTHI APlcast EFE,

3.3. EEK K E

fE % 3scale B, FfiE151T 3scale HILFBERIEL XIE,
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SERRNE
BEEEE 7 HI 3scale T/,

TR

1. Z#E/[Your_product_name] > Integration > Settings,

2. f£ Deployment &1, Z{iAETIHITF -

o ERELIT : APlcast 3scale EHE
o BHRIIFET : APl B
3. BN FEE SERIIET,

4. BREFEENK, 15~ Update Product.,

3.4. BlEEH " 05

AT TE Private Base URL FERHEBFERIAPI i, X2 AP A& EN, GLAFE T RFES55%
iE 12, EEREFGTHES, APlcast {35 B & E MEEHAPI i,

KITIFE G E G -
o FHIAPI i
o BB MBI KIE

o B API it H

3.4.1. FBIAPI J5ix
BE, FEIAPI B9RBEEZK URL ¥4 15 https://api-backend.yourdomain.com:443 — £ 7E /& EEE A 12

# (yourdomain.com) , B3, RS Twitter APl %/, NIFBEELXURL 7
https://api.twitter.com/,

TEABIH, EFFHEH 3scale FEERIEcho API, EE— A HBIAPI, BEZ(EEEHREIE X 7KAE
B (B FKESH, htF) . BEEHEM URL Z https://echo-api.3scale.net:443,

TR

o WA EHIHE (FERE) APl ZIEETLF, B4, ¥/F Echo AP, ERTLUZEE curl 517U
T

I $ curl "https://echo-api.3scale.net:443"

BFFIAZLL A,

{
"method": "GET",
"path": /",
"args": ",
"body": ",
"headers": {
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Wt
i

"HTTP_VERSION": "HTTP/1.1",

"HTTP_HOST": "echo-api.3scale.net",

"HTTP_ACCEPT": "*/*"

"HTTP_USER_AGENT": "curl/7.51.0",

"HTTP_X FORWARDED FOR": "2.139.235.79, 10.0.103.58",
"HTTP_X_FORWARDED_HOST": "echo-api.3scale.net",

"HTTP_X FORWARDED PORT": "443",

"HTTP_X FORWARDED PROTO": "https",

"HTTP_FORWARDED": "for=10.0.103.58;host=echo-api.3scale.net;proto=https"

2
"uuid": "ee626b70-e928-4cb1-ala4-348b8e361733"

}

3.4.2. ES B Rl KE

BT LI7E [Your_product_name] > Integration > Settings #7 AUTHENTICATION E8% 41 API BZiE 515
FF B,

£ 3.1. AR B B EUFFER

FR 3T

Auth user key KESERME XK A BH,

Credentials location ENERZERNHTTP i1k, ENSELE HTTP £
REDIIESE

Host Header E N BELENIFRIRL, MREB AP FiR{UER

RERFEENARE, NEELXE,

Secret Token BATFBEIEFAZAGM AP FisA HiEK, KB IR
SLE, HBRENERR A ERENBIRLE
=8

FH, HEBILIZE [Your_product_name] > Integration > Settings FAJE GATEWAY RESPONSE #4121t
5, F1#51RE X Response Code, Content-type ] Response Body : B4 uFKM. B 155 uF &I
PE i,

7% 3.2, Wik S FIEC A MR, IE XX

M A S ] % 1E 3T

403 BB ISR K

403 R BB IIESE
404 % U ECBIBR & ML
429 it ERE
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3.4.3. Z0E API i 1EH
FLB AP| S RAEFE =B Sy, HIFAPlcast BlB1EH B E T RI4EF“ER1E, LIRS KB AT,

X FEN 8, 15K RIELEREE RN N BIE . i o M) da i R E X TNAR. B4,
HRETER T m AR T HTNElh, &1 EmREE E SRS E.

TERRE
o IIIEFda By — 12 T E .
1 =Y =2 = i s U
o VAT RE K I,
o ][ N 1T RIBIN AR,

1. #AZ[Your_product_name] > Integration > Configuration, #¥APIcast AE#2HHZ/Staging.

2. fEAPIcast ILE T, HVFEEFINE " mp IS imaI 5140, = Promote v.[n] to Staging
APlcast,

® v.[n] X ELEHBIIRAS,

3. BHIEFE, EaLUFREEH Y Production, 7 Staging APlcast T, 4% Promote v.[n] to
Production APlIcast.,

o v.[n] K BIEFHIIRE S,
4. BHERSITHNENTERIAPI BIiFK, 5@ A EF i #curl 7B A EHT 5 7.
o curl BBETBIE T an FEIE — 1RGN,
TEMIAXS AP B91E KA, 18 B LU0 3500 75 % FI 78 1 & CR B 5

BRIEKAEN, HIEVWFEAPI ZFI, 1EHREHE Staging # Production 2118, 24 Z#E#HF) Staging *F
BHIF U FEE RN, BREEE | HEE—NFEBEIRC, E1iF Integration FHIIRIE Y,

3scale Hosted APlcast PR H{TEE UL UE, FHNE T APl B i1 HIE X BEF R, WREEREZIF
BIF A BB IR, HREFIHIFEE, Authentication failed,

3.4.4. 7£ Podman _LZ52Z APIcast

XZTE Pod Manager(Podman) 252/ 15 558 APlcast BIZF #7855, FHFZIIE 3scale APl &2 AP
o

S =
R

1£ Podman B#52fg HEEE APlcast I/, Z3#F#9Red Hat Enterprise Linux(RHEL ) #1
Podman JREZITF :

® RHEL 8.x/9.x

® Podman 4.2.0/4.1.1
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55 33T L% APICAST

STERFM
o TTIIRIE 5 3 E L% APlcast 1£ 3scale &/ ] HFIE APlcast,
LISV TEIN e 2% il =B
o ZEp[Eregistry RFENIKF, 1FSH OIERNENL registry ARSI,
B 7f Podman B E8E APlcast, 1T FEES AT BH T -
o E344]1 7 "Z#Podman Bas g’

o %3442 77"i51T Podman Ef1E"

3.4.4.1 ¥ Podman #5015

AIEEFHZE T1E RHEL 8.x _£i%i& Podman B &M #9249, RHEL 8.x &% Docker, [FUL 15 & H
Podman Fiz 17 & 45,

B X RHEL 8.x H9Podman HII¥E, 1ESIEZm w1T5%,
A
o F#EPodman BEIFEHME :

I $ sudo dnf install podman

3

Bth 7

N FRMIRIER S, 1HEPLLT Podman X1 -

3

® Podman Z&EiniBA

3.4.4.2. ;277 Podman 115
FiZ77 Podman B#H11E, 15180 T HIEERIE,
i
1. M Red Hat registry F##2409 Podman B &5t 15 :
I $ podman pull registry.redhat.io/3scale-amp2/apicast-gateway-rhel8:3scale2.14
2. £ Podman #1277 APlcast :

$ podman run --name apicast --rm -p 8080:8080 -e
THREESCALE _PORTAL_ENDPOINT=https.//<access_token>@<domain>-admin.3scale.net
registry.redhat.io/3scale-ampZ2/apicast-gateway-rhel8:3scale2.14

TEIXE, <access_tokens 2 3scale [/ &HE APl B a5 HE, HETLUEHH Provider Key TiT 2
U7l H%, <domains-admin.3scale.net 22 3scale &%/ ]/ #URL.,

M5 £ ] 8080 L5774 77 "apicast” B9 Podman &#55/2, #M 3scale & ]/ H#E JSON HEX
t#, BXRMEE LT, 1550 %% APlcast,

67


https://registry.redhat.io
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#creating-a-registry-service-account
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html-single/building_running_and_managing_containers/index#container-command-line-reference_building-running-and-managing-containers
https://podman.io/getting-started/installation
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#installing-apicast

Red Hat 3scale APl Management 2.14 %3 Red Hat 3scale APl Management

3.4.4.2.1. {&fH Podman Jis APlcast
TR Podman B 455/ A& 514 H O BIALE X147 3scale registry #1H9 Podman B 252 1217,
TR LU S APlcast 7E57 0 8080 _EJIi1ifH, HIeHIEHHIB 155U, # T LIM 3scale K fEiX

LT,

Wi I ET X4k APlcast B & T IE#EZTT, 1Al Bl fIiR &2 & e FIK I IE,

% /f’:ﬁi
BRI F Vi FHI £ W15 Integration U EHY Public Base URL FERHACEHTE VI #E/H,

3.4.4.3. podman #3517
B[ LITE podman 7 5 & 5 LU R B -
o d : ENBEAFSTEE, HITHIZZID, WRKIEE, BeElFUFIERIETT, EaLEH
CTRL + ¢ X1ZILB#5. USBEEE5)N, HRTLEA podman attach &% EZTH I1F] 254,
#4141 podman attach apicast,

® ps fll-a : Podman ps FFIIH O[EHIZITEZS. 1% -a WIIE ps i LD AT B2 THIE LR
&5, #4 podman ps -a,

e inspect 7] -l : 1} B IEFEZ{THIE 25, BI40, (&/F inspect ZE X HIGBEHATID. @/ -1 A&z
FEEBFEAEE, #I% podman inspect -1 | grep Id\":,

3.4.4.4. A% E

® Red Hat 3scale APl Management Platform 3% FHI0C0E

® Podman BIE KL EMEH

3.5. (B IEASEEE APICAST WK BB HEAE % 75 5

AIEREFEMH T 810 Openshift Container Platform #2#/& 1 APlcast operator &8& APlcast M B 8) & EE
R TG I IR,

EB8Z APlcast #], BINREEHFL HIE, BIGAXRTLUHZEX L EFREE staging 158, HI4l, ZH

LIFoc&ms:

$ oc patch apicast/{apicast_name} --type=merge -p '{"spec":
{"deploymentEnvironment":"staging", "configurationLoadMode":"lazy"}}'

WFEZER, EEM : APlcast HE X RS2

SERF
® OpenShift Z#ZEFE(OCP)4.x BB KA, BHEE T,

o * BB OpenShift £ 2% APlcast operator FIHI#E,

TR
. #HEEEEGIFNAN &R OCP #Z#5.
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2. /% Operators > Installed Operators,
3. M Installed Operators Z/ZcH = APIcast Operator,

4. f5 APIcast > Create APIcast

3.5.1. APIcast A8 ZEFHIECE LT
AT LUE P 7 % BB E FIFD B APlcast PR B H EEEAEA L E :
o fE# 3scale APl EEER S R
o fEMACIE secret
TTIFEEN
e (& APlcast operator A EE X B 1E
e (& APIcast operator A £ E X s

® (&/H APIcast operator AZi& OpenTracing
3.5.1.1. #2# 3scale APl E2ER 2=

TR

. B/B—1ES 3scale FIEE | Finm1g/8H7 OpenShift secret :

$ oc create secret generic ${SOME_SECRET_NAME} --from-
literal=AdminPortalURL=${MY _3SCALE_URL}

o ${SOME_SECRET_NAME} 2 secret B9&#, REESHE secret T3, FLIEEERE
BIE1T & 7o

® ${MY 3SCALE_URL} Z&Z 3scale i7/i]FHEH] 3scale %45 1/ B9 URl, 55 T HEE %
FHEE, 1524 THREESCALE PORTAL_ENDPOINT

Example

$ oc create secret generic 3scaleportal --from-literal=AdminPortalURL=https.//access-
token@account-admin.3scale.net

BXNEABHIEZIER, 55/ EE) ]/ & secret £,

2. % APlcast BI/# OpenShift 175

apiVersion: apps.3scale.net/vialphat
kind: APIcast
metadata:
name: example-apicast
spec:
adminPortalCredentialsRef:
name: SOME_SECRET_NAME
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spec.adminPortalCredentialsRef.name £ /2 & & 3scale R EH| |l R 15 /S B HE
OpenShift secret #9% .

3. #il 5 APlcast X1 5 FZ I OpenShift Deployment A9 readyReplicas FEREZ 1, LU iF
APlcast BEEIETEZ1THERY, 2%, FRHFERKEN :

$ echo $(oc get deployment apicast-example-apicast -o jsonpath="{.status.readyReplicas}')

3.5.1.1.1. Z25F APIcast PIX IE{£:517H el FH

TR

1. #51R OpenShift Service APlcast B L\ FF45 B9 T B WL, FHATTIIFK, Bid % APlcast
OpenShift Service i#0%% % Zl localhost:8080 FHZX— & :

I $ oc port-forward svc/apicast-example-apicast 8080

2. [BEDERT 3scale IRS X HITEK, LUFLIF HTTP i/ 2Z /55, (@B RS 69 Staging Public
Base URL zt Production Public Base URL 1% i&HAlERHI% %S, FIA] :

$ curl 127.0.0.1:8080/test -H "Host: localhost"

"method": "GET",

"path": "/test”,

"args": ",

"body": ",

"headers": {
"HTTP_VERSION": "HTTP/1.1",
"HTTP_HOST": "echo-api.3scale.net",
"HTTP_ACCEPT": "/*",
"HTTP_USER_AGENT": "curl/7.65.3",
"HTTP_X_ REAL_IP": "127.0.0.1",
"HTTP_X_FORWARDED_FOR": ...
"HTTP_X_FORWARDED_HOST": "echo-api.3scale.net",
"HTTP_X_FORWARDED_PORT": "80",
"HTTP_X_FORWARDED_PROTO": "http",
"HTTP_FORWARDED": "for=10.0.101.216;host=echo-api.3scale.net;proto=htip"

}
"uuid": "603ba118-8f2e-4991-98c0-a9edd061f0f0"

3.5.1.1.2. #14 Kubernetes A 4\ FF APIcast

ZFE 1S Kubernetes Ingress [N A8 FF APlcast, 15X IEHACIE exposeHost 554, 21X & exposeHost
BB 189 host FERIS, XALIEZE—T Kubernetes Ingress X15R, 2/, UEIZZBIFIELI Kubernetes
Ingress Controller BTL{&/H Kubernetes Ingress X/ 5, (& APlcast M &E81%/H],

Z 7 ## Ingress Controller &l FHF1# APlcast St 881715], KURIMAIEE], 15E 0 Kubernetes Ingress
Controller X 7%,

LUFBI#EFEEHE myhostname.com 2\ FF APlcast :
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metadata:
name: example-apicast
spec:

exposedHost:
host: "myhostname.com”

XPTBNERF HTTP 7% 80 LB —1" Kubernetes Ingress X/ 5, 24 APlcast Z8&{; F OpenShift £
B/, OpenShift Bl Ingress Controller ##&/F Ingress X158 APlcast BJ#E Route X5, LIS IFMINES
17/H] APlcast &%,

5T LI exposeHost B3 E0E TLS, FZ&H o] HFERETIFIE :

# 3.3. APIcastExposedHost &£

json/yaml T

FEH string = N/A BREREIF X B A
tls [Inetworkvlingress & N/A ingress TLS 44
TLS BO¥AH, EBH

TLSHEZER.

3.5.1.2. teHAIE secret

i
. EHFIEX O secret :
$ curl
https.//raw.githubusercontent.com/3scale/APIcast/master/examples/configuration/echo.json -
o $PWD/config.json

$ oc create secret generic apicast-echo-api-conf-secret --from-file=$PWD/config.json

EOEX (#2574 7 config.json, iX:&—1APlcast CRD 5/ XK.
BEXNEBABHIEFEZISE, 1580 S5 ] HE secret %,
2. BIEE APlcast BENFE :

$ cat my-echo-apicast.yam|
apiVersion: apps.3scale.net/vialphat
kind: APIcast
metadata:
name: my-echo-apicast
spec:
exposedHost:
host: YOUR DOMAIN
embeddedConfigurationSecretRef:
name: apicast-echo-api-conf-secret

$ oc apply -f my-echo-apicast.yaml
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a. UTZ2HAEIE secret 970 -

apiVersion: vi1
kind: Secret
metadata:
name: SOME_SECRET_NAME
type: Opaque
stringData:
config.json: |
{
"services": [
{
"proxy": {
"policy chain": [
{ "name": "apicast.policy.upstream”,
"configuration”: {
"rules”: [{
"regex": /",
"url": "http://echo-api.3scale.net"

3. ZELJEE APlcast X RHTIZIELL FAE :

apiVersion: apps.3scale.net/vialphat
kind: APIcast
metadata:
name: example-apicast
spec:
embeddedConfigurationSecretRef:
name: SOME_SECRET_NAME

spec.embeddedConfigurationSecretRef.name £/ /il & & & (XA EHI P A OpenShift secret
B9 o

4. #if5 APlcast X1 FZHAI OpenShift Deployment A9 readyReplicas FERZEZ 7y 1, LUZIF
APlcast BEEEIETEZ1THERY, 267, FRHFERKEN :

I $ echo $(oc get deployment apicast-example-apicast -o jsonpath="{.status.readyReplicas}')
1

3.5.1.2.1. 42uF APIcast PIXIEE:517H 7T

TR

1. #1R OpenShift Service APlcast BN FF5 B 11 B M, FHATTIEEK, #id 1% APlcast
OpenShift Service #5[7%5 % | localhost:8080 F1HZ/iX— iR :
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Wt
i

I $ oc port-forward svc/apicast-example-apicast 8080

a. ¥ : [FEIER 3scale IRFZ X HI1EK, FHFuF HTTP N2 &5

3.5.1.3. {#@/H APIcast operator ;A 5 & X i1

TE (& B # EFEHY APlcast 9 3scale Z%EH, 1 alLU#/H APlcast operator JEFA BHE X1, HENIH
127 X APlcast i&HFRIXARFBIATE LN APl BI1T V., BB EE L FF1E, 157 Lua (CIGHE X £/580
Eo

BATLUEA BIE XI5, fEF APlcast BRI — iR b L /5, TEEAEENIEE, BFaLUFRN
B, APIcastoperator 211 E X,

TERRE

o 2% APIcast operator,

TR

. WEHFFEEEZTIALEE X EEH Lua 1675, #I40, LUF envi.ua X 1427 APlcast
operator #ATE RS IEHIE E X H i 7ZHE,

local cjson = require('cjson’)
local PolicyChain = require(‘apicast.policy chain’)
local policy _chain = context.policy _chain

local logging_policy config = cjson.decode([[
{

"enable_access logs": false,
"custom_logging": "\"{{request}}\" to service {{service.id}} and {{service.name}}"

/
D

policy chain:insert( PolicyChain.load_policy('logging’, ‘builtin’, logging_policy config), 1)
return {
policy _chain = policy _chain,

port = { metrics = 9421 },
}

2. MEXEE NI EH] Lua XHELIEE secret, B4 :
I $ oc create secret generic custom-env-1 --from-file=./env1.lua

secret AIUEEZ 1 EE X EWIE, F1E N EE X ITEREF X 1#15E -from-file 177,
Operator RINEEF T EE X115,

3. X —1 APIcast HE X R, BF5IEENF O secret, LITFAIET T X FEIHE X
BE X Hf1EHT secret BIAE,

apiVersion: apps.3scale.net/vialphat
kind: APIcast
metadata:

name: apicast1
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spec:
customEnvironments:
- secretRef:
name: custom-env-1

APIcast 5/ X 7Rl LIG|HE X B E X IEZHIEH)% 1 secret, Operator KIEAFTEE X
fﬁo

4. BY# APIcast 5E X FIRFRINEE X EWIH1E, B30, 2RELE apicastyaml X 14 H(R77
APIcast 5E X IR, HE{THUFaRs :

I $ oc apply -f apicast.yam!

LT

IR FHIELIE E KF1E, IEHREFDEH secret, U{Esecret &Z &E#7, APlcastoperator &1 l2
EHEER, HIE ﬁéf/f%/fﬁfﬁw_%ﬁfaﬁ%o

3.5.1.4. &/ APIcast operator ;ZA B E X FHE

TE1EH B EFEH APIcast Y9 3scale %, T rILUEFH APlcast operator FA HE X &y, FAHE
N RBERIFRBECTTTIE APlcast, #/5, HATLUEG LT F— KB E E LS 75 IE APl 7= g 7 b
FER :

® 3scale API
o JUUREE XN FIR

ZE(EFH 3scale EEE ] FEE X RS FIIE " dp b it A, 11577 1% FH CustomPolicyDefinition 5E X
HIREME E X EBER ] schema, BHE X FBEFMER B EFEFELE | FHE " da ROSHEN F 7%

HEETLUFA B E X EHS, (EF APlcast ZRHI—20 852 /5, EAEEXFHE, FHaLliFAZANE, #A
APIcast iz E1F 1) &K,

TCRFA

® APlcast operator BZ#, BIETELZEE.

o BBEN—THENXFE, WEEESHFEEBAL, B, BEIETEXHENFEL my-first-
custom-policy.lua. apicast-policy.json 7 init.lua X 14,
Az
1. MEX—1NEE X EKBEHIX 1 6)#E secret, BT :

$ oc create secret generic my-first-custom-policy-secret |
--from-file=./apicast-policy.json |

--from-file=./init.lua \
--from-file=./my-first-custom-policy.lua

YREEZNEEXF, 17/ E1NEEXFBEOE— 1T secret, secret JEEEE—TNEEXNF
B,

2. X —1 APIcast HE X R, FBF5IEENFOEEH secret, LITFRAIETEREIHENEE
X%ﬂgﬂi secret KA,
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apiVersion: apps.3scale.net/vialphat
kind: APIcast
metadata:
name: apicast1
spec:
customPolicies:
- name: my-first-custom-policy
version: "0.1"
secretRef:
name: my-first-custom-policy-secret

APIcast 5E X 7R el LIG | HE X B E X FBEHI% 1 secret, Operator JIZ 1 EE X FHE,

3. 0/# APIcast 5E X FiR, LURIEE X FBE, #1340, #IRETE apicast.yaml X 14 (R 77
APIcast 5E X 7R, 1EFa{T-d Fms :

I $ oc apply -f apicast.yam!

V-E=Z 4

YR EETETE N TS, EHRERCER secret, LU#secret @5 &#7, APIcastoperator RIHIEEH
2 #Eﬁfﬂf%/fﬁf@z/ﬁé%/fﬁ/f§o

® APlcast BE X FIREX

3.5.1.5. {&/H APIcast operator FJ/& OpenTracing

TE1Z G BB EFEHT APIcast B9 3scale 2%/, T rILUE/H APlcast operator A& OpenTracing, il
JEHH OpenTracing, METLUFE APlcast SER)_EFEER B % i AR B 47 A9 BT W ER 1L,

SERF
® APIcastoperator EZ%, BIFEZET,

TR

1. 7£ stringData.config # & = /%89 OpenTracing A& i#/gH ) secret, XEEZHHT OpenTracing
BB TG B R E I — B 3K (H. T/ R M #5250 1E APlcast Y4 ZY/#H#9 OpenTracing BCiE ¥
WMER. KU TFRBIETR T — 1B A secret E X :

apiVersion: vi1
kind: Secret
metadata:
name: myjaeger
stringData:
config: |-
{
"service_name": "apicast”,
"disabled": false,
"sampler": {
"type": "const”,
"param”: 1

P2
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"reporter”: {
"queueSize": 100,
"bufferFlushinterval”: 10,
"logSpans”: false,
"localAgentHostPort": "jaeger-all-in-one-inmemory-agent:6831"
}
"headers": {
"jaegerDebugHeader": "debug-id",
"jaegerBaggageHeader": "baggage",
"TraceContextHeaderName": "uber-trace-id",
"traceBaggageHeaderPrefix": "testctx-"
4
"baggage _restrictions": {
"denyBaggageOninitializationFailure": false,
"hostPort": "127.0.0.1:5778",
"refreshinterval”: 60

/

}
type: Opaque

2. B secret. BIAl, HIRESFLIFIE  secret & X R Z] myjaeger.yaml X £/, EfHE{THL T

AN
T .
I $ oc create -f myjaeger.yam!

3. EX—1 APIcast 5 X /R, 158 OpenTracing /&%, 7£CR EXH, ¥
spec.tracingConfigSecretRef.name /& %1% & 77 £ 2 #H] OpenTracing BCiE1#1§H  secret 9%
. THIET T 5HEE OpenTracing #XAIAZ,

apiVersion: apps.3scale.net/vialphat
kind: APIcast
metadata:
name: apicast1
spec:
openTracing:
enabled: true
tracingConfigSecretRef:

name: myjaeger
tracingLibrary: jaeger

4. BJEEFIE OpenTracing #9 APIManager 5E X 7R, #I4l, AIREF APlcast 5E X iR IR 77
1£ apicast1.yaml X {t#, ERHETU TR % :

I $ oc apply -f apicast1.yaml

JEEETE
#R#E OpenTracing BIZ R G2, EIZTE Jaeger AR SR ETH & £ trace.

Afth 7

® APlcast HEX FEEX
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W
P

3.6. At %R
ERRERRITAL I RZLZ I APlcast IREAHIER, ESHXE :
® Red Hat 3scale APl Management Platform S5 #FH9A0IE

® Z[[E 3scale AP| &FE - H{EiEE,
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F 4 = FHF 3SCALE API & hp5 o] FH 1452 #FH95L 28 REDIS #(#E
JERDIE

EZZ

I IE T HF (G AN ES Redis 245 /%H 3scale BliE, 182, T 5tF E=ZHHTHKIE Redis,
N 3scale BDiE /S in A3 Redis I/ ZLHIF D H. BABTNHESZE, FH, 3scale 7355
#F Redis &£,

OpenShift Z#5F &5 (OCP) 1A 2 A e 45 AT FHIH(HA).

> i

X

M Red Hat 3scale APl EEEESENBIEHIE/FENT, X EBESNFEFEDE, HOTEHE
JE— R BGIRSS BT —E R, RS BTG E B A F IR &%= BB R A
IR HBIIR S 5N (SLA). 3scale THEMULINEE, B REEIFHIEBEIEMAIHHE
JENEBIERY IS, 15 B BRI,

ZT1HE 3scale AP B FEHET HA #IE/EXH LS -
e backend-redis : /55T EEFRIIGHTEL 72 HE,

e system-redis : 77 3scale Y5 & TEILIERILIT 771#, tBFF1E system-app pod £9 Ruby £ EEHYE
/%/gfj%o

backend-redis 7] system-dis #5574 Redis Sentinel 7] Redis Enterprise 3 #%£9 Redis & & FH 14 & & —
BT,

H14E Redis pod HAZIERZE, 267 OpenShift Container Platform &1L, W& B s/6)E#AI pod, #F
R FIEIHR B I, LUEpod WEETIE, TEXLIERT, FBZHLESINKHTLERHNI, XER%
Redis A3 152 L1 ERIRH, & TLLET 7FEE5E Redis HIFTE T/ mR_LTTZ % Redis FR 142124
WT1E, X% pod BT 1H],
Ty EZHAT A E Redis, # 7 3scale BOEEinAAM :

o YT IE%E Redis

e % 3scale APl BEEEMCE Eim

o EHNGEEES FFIER

SEARRM
o EEETE BRI 3scale K/,

4.1 Sy EEYHTH%E REDIS

Ll 3scale B By, WRETEZEEEH], 1774 OCP HEFHE Redis, & 3scale pod BIALIE I H{T
KERITAF/LFH :

o KB ECHIEBEEEH] Redis

e (#/H Redis Sentinel : % Redis Sentinel X 1%
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o redis fE VRS LM -
#1a0 :

o  Amazon ElastiCache

o redis Labs

S =
R

ZIMER T LRSS, 1R RAFITULFEIRS H P ELEELLIEIN Al XL/ B RS, HAE,
BFEAERE (i) (FaIHN B8R Bl BE-S 2B 77k 2 72/, 218 &I F 77
.

4.2. 7 3SCALE AP| &A1& 5 imH 1

fE7 3scale EHEF, TELL FEFELCEH Y Iahm A5 E00E Redis HA(failover) : backend-
cron, backend-listener 7] backend-worker, X‘EF7iEE 3scale FZIIE HA A ZEHT,

S =
R

UTRZFF Redis 5 sentinels FBECEFH, & wii1£ backend-redis, system-redis 2441
secret F1fgt# sentinel A&,

4.2.1. B/# backend-redis 7] system-redis secret
LU 2 266V 10/ backend-redis 7] system-redis secret :
o i HA ZB& 3scale APl EEERIFT L5

® /¥ 3scale APl EFERIIE HA ZEEFFEZ HA
4.2.2. 7 HA EBZE 3scale APl EIEpEr &

TR

. @ALLFFEERLZ backend-redis 7 system-redis secret :

backend-redis

REDIS QUEUES_SENTINEL_HOSTS
REDIS _QUEUES_SENTINEL_ROLE
REDIS_QUEUES_URL

REDIS STORAGE_SENTINEL HOSTS
REDIS STORAGE_SENTINEL_ROLE
REDIS STORAGE_URL

system-redis

NAMESPACE
SENTINEL_HOSTS
SENTINEL_ROLE
URL
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o Yf#fH sendinels 7 Redis A&/, backend-redis 7 system-redis #4957 URL FERLL
redis://[:redis-password@]redis-group[/db] 1%z 5//H Redis %, B/ [x] Zr otk

1= —14

x, redis-password. redis-group 7] db &%= :

Example
I redis.//:redispwd@mymaster/5
e SENTINEL_HOSTS FERH L T LIES 25 -
I redis.//:sentinel-password@sentinel-hostname-or-ip:port

o XWFIFXHIF N TTH, [x] XLk x, sendinel-password, finel-hostname-or-
ip, port 28/ HEHHITE -

Example
I :sentinelpwd@123.45.67.009:2711,:sentinelpwd@other-sentinel:2722

e SENTINEL_ROLE F£ 7 master 3t slave F£Z,

2. BEBEH operator Z5& 3scale APl B2l EB2 3scale,

a. ZHBEE 7 backend-redis 7 system-redis 277 EH# 1%,

4.2.3. /¥ 3scale APl E259FF HA E8ET#FHA

. @EEFTEFERS7#E backend-redis 7] system-redis secret, %[ 252 3scale API Management for
HA Az,

2. RN ElnEEEE X T LT backend-redis (/157 &,

name: BACKEND REDIS SENTINEL _HOSTS
valueFrom:
secretKeyRef:
key: REDIS _STORAGE_SENTINEL_HOSTS
name: backend-redis
name: BACKEND REDIS SENTINEL ROLE
valueFrom:
secretKeyRef:
key: REDIS_STORAGE_SENTINEL _ROLE
name: backend-redis

3. #tR7 system-(app|sidekiq) pod E X 7 LIF system-redis I/ 1Z % &,

name: REDIS_SENTINEL_HOSTS
valueFrom:
secretKeyRef:
key: SENTINEL_HOSTS
name: system-redis
name: REDIS_SENTINEL _ROLE
valueFrom:
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secretKeyRef:
key: SENTINEL_ROLE
name: system-redis

4, YEERIT i B LUE BRI A 3scale,

4.2.3.1. {&/H Redis Enterprise
1. 7 OpenShift #1{&/H Redis Enterprise, £#&=1"7/E# redis-enterprise :# :

a. 474 system-redis secret:

i. 1% system-redis H#169:%%; redis ##5/%1%& 7 URL.,
b. /% backend-redis #H/5in##E/% % iE 7 REDIS_QUEUES_URL,

c. JFE = ¥#E/FE % E Y backend-redis #9 REDIS_STORAGE_URL.

4.2.3.2. {#/ Redis Sentinel

S =
ER

TR LUEFE ST Redis Sentinels b HEIFA#1E/%, (B2, ZIIE#EINIF Redis Sentinels i /H
BIRF B R LILH HA,

. HFZIE BRI Eis redis : BT backend-redis secret # B2 MHE :
e REDIS STORAGE URL
e REDIS STORAGE SENTINEL _ROLE

e REDIS STORAGE_SENTINEL_HOSTS

#¥ REDis_STORAGE_SENTINEL_ROLE <& — 1NLUES Z I E N #lin 512, BI40 :

:sentinelpwd@123.45.67.009:2711,:sentelpwd@other-sentinel:2722
2. AFHBIBGEH redis : E#T backend-redis secret # 7 B 1EH#(H :
e REDIS QUEUES URL
e REDIS QUEUES_SENTINEL_ROLE
e REDIS QUEUES_SENTINEL_HOSTS

#% REDIS_QUEUES_SENTINEL_ROLE &% — 1"LUES 2RI E M Fltn 1512, #I40 :
:sentinelpwd@123.45.67.009:2711,:sentelpwd@other-sentinel:2722

3. &/ Redis ##£/%H9 Redis Sentinel :
4. FHFHEEN redis : BET system-redis secret # 7 BIEME -

HE
- 7% system-redis secret: URL

e SENTINEL_ROLE
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o NAMESPACE
e URL
e SENTINEL_HOSTS

#f SENTINEL_HOSTS X & W LIES HEHI E VL It O 52, BI40 -
:sentinelpwd@123.45.67.009:2711,:sentinelpwd@other-sentinel:2722

aE
® system-app # system-sidekiq Z114# B EREE] Ik Redis LU F 1T 158,
O M 3scale 2.7 FF4E, (EHLENXLER T B AT LUERER I Redis (771%) o

® system-app #l system-sidekiq ZH14¢ (X{&/H backend-redis 77/%, -7 1&/5 backend-redis
Y,

o X RZYMEATIHEIE K S #F7 A sendinels £ backend-redis 771%,

4.3. EFTNIGREIEFE D A IR #

DHEENTNDK, EIFAEEIE FEE 75 R BN, BLRR, EE9HEFEAEETER
171 BHl LB A —# LI R AT IR E,

DH

DR BB FRMEZNFLR), HEBFUU 2B IEH TEHETFHNEE/FEF, 2EF CPU 11 #AZT100%
#f, JBRREH.

&/ Red Hat is HA for 3scale #if, L TFHNREESD F#EEERIRE :

o KDY BRABHHME, HIHBIFEFRSINIGHHE, LUEEBIEERT,

o BETRETmAFIRIE, EULATLIEEERE, HIAIE % SVl a L 2/ — 120,
BHEFR I Redis HIE/FE D FII= 1 EEBERGFEE -

® Amazon ElastiCache

o &1 Redis XZXHIF/ Redis

e redis Enterprise

B

redis ##5/% 8 HE L TET IRINLE5 < 5] R # B BAEERABIR U RN, B FIFRFIZEE, BRI U IF
YVEHIAT L Redis (RIFTIE, #lE, MEDLH (GF) FHRENE, UHARSTHYE,

L& T 3scale BIHA, HIE/FEEHAHIRE S FEIE THLEIE, BIFRNERE :
o LITRRKNAS, BIXDFFFEEFAEFEIERDH o
o MEFRIBREISFIE, EEENENITEDFBIBIEDF.

Redis # /% B #IBI =1L EMRTFE=Z :

® redis Enterprise
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® Amazon ElastiCache
® &Y Redis X X895 Redis

& twemproxy #1745 A

XIF Amazon ElastiCache #l]Standard Redis, A ¥ REFEH D EHIE, EFEELTEIFEEHHICE
HIHHIEEEHAIDFH, 4 twemproxy, twemproxy 3% nutcracker, E2— &M F Redis X HT
HERCEBRTE, CRIEFTHESIRS 5T HE 2 ENBID F. 1/ twemproxy 7£
Amazon ElastiCache Bt Standard Redis LRI 515 HHBEE B LU FILAR -

o EZPIRFETIHE )R FEAEBIEIEE
o ZHFZMIRFR, XHF—HBIHIIFILITIR
ZPNLBIFEITHIRET), AT & ih R E — 1 T FHHI A IR 5 25

Bt

o D5 Eln LR AR ar B9 E,

® redis Sentinel X 14,

® twemproxy.

4.4. finsE S
® %X 3scale #lRed Hatis H#E/EHFHIE 21568, 152 /4 Red Hat 3scale APl B 55 1 FHIAIIE

® X Redis #9Amazon ElastiCache BIE %158, 15Z /4 E 5 Amazon ElastiCache X4,

® A X Redis Enterprise BIIF 18152 Z RETHIN 1,
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F5EFEHNEEMYSQL #HIE/E

EZ

M Red Hat 3scale APl EEEESENEBIEHIEIENT, XEBKE S HEFDE, HOTEHE
JE—RBIIRSS P —E BT, RS BHT I B AR F R B B B 3R 3 S
I B HBIIR S 5N (SLA). 3scale THEMULINEE, B REEIFHIEBEIAAIHHE
JENBBIEBTIE S, 5B EHEIXE,

ZIIEZFFE S EE MySQL #H#E /%09 3scale B0, 182, HIE/FEAXGTESIFLEZ A,

FIEFIRHRBE XNEBE MySQL EHE/FHI1E/8. ZHEA LY system-mysql Bz E 771 % 12401
B (A HHRT) 1], ZHFEHHE

SERR
o ([FHEEEEE I IFINBINK i /H] OpenShift Container Platform 4.x Z££%,

® 7f OpenShift ZEf £ %% 3scale S£#l, 155/ 7E OpenShift £ %% 3scale APl &2,
FELENEEMySQL HHE/%, 15T FEED BRI 5E

o FE51 T "HEEMySQL B/ EIRE)

o FE52 T HENE MySQL #HE/%E"

o H53 7B

5.1. #EZEMYSQL ## /% R4
HNEBIE MySQL #HE/E 097 FR 77 1F — LE[R %Y -

3scale PIEEPIE5 R A

BN 7 3scale H92.5 TNAEBIRAF 2.6 EBEEZHR A FA 1T I H 55 1,
MySQL £ /%=

URL 2371 77 L AR -

<database_scheme>://<admin_users:<admin_password>@<database_host>/<database_name>

<admin_users S ZN BB ERBITEH -, BA <database _name> (Zi5##5/ERI T EIN
IR, <database_names £ /2N E8E(HE /1% HH B 77 1 B9 2 FE G /%,

MySQL Z#]
&5 B HNEEMySQL #IEZERTIP #tE, TIT2 ZHE, ZHITLMEN, B0, @/F 1111 fre

mysql.mydomain.com.,

5.2. HEZ3/E MYSQL #1E/%=
EELUFHFL, 15 MySQL #iE/E7Z £ HNEBE,
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%5 F RREANEE MYSQL BuEE

Y e et

SAF TN FEFFEERJF]-F B 52 A HI 1

Ak
1. BRFFEE 3scale On-premises SEHHT OpenShift Tim, HEKEIRIIH

$ oc login -u <user> <url>
$ oc project <3scale-project>
/¥ <user> . <url> 7] <3scale-projects &y /% E SHIEIFFITIE 7,

2. BIRTHHIZLIR, BIRATTBINFS AT E pod. X 1FE 5 2K HHE,

& F 3scale AIEFEFZE
M OpenShift Web #Z#I& B e w1T5REI(CLI), L FNiFIFAr B A EIE R BEIA -

e apicast-wildcard-router 7] zync i& /5 F 3scale 2.6 Z FiHIMRA, zync-que 7 zync :Z/HF

3scale 2.6 FILL_EHRA,
apicast-staging 7] apicast-production.

system-sidekiq. backend-cron 7] system-searchd.

o 3scale 2.3 #7% system-resque,

system-app.

backend-listener 71 backend-worker.
backend-redis, system-memcache, system-mysql. system-redis 7] zync-database.

LUF AT T 40a 7 CLI # apicast-wildcard-router 77 zync F1TILIEIE -

$ oc scale dc/apicast-wildcard-router --replicas=0
$ oc scale dc/zync --replicas=0

EE
BT LB )R 12 SRR BB E OB, A4, AT LT apicast-wildcard-
router #] zync —&4if. 12, wRIFFHFENLHPHI pod L1k, HAIEHEH

WjE%Epod, 3scale SLBIFFZETEZL i, BEEEHTEE,
3. ZE#Hil 3scale WIH LR BZ{TIHE pod, 1FEHU @RS
I $ oc get pods -n <3scale_namespace>

7% b7k [E] No resources found,

4. RALT @ aER) BEEERABIpod
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I $ oc scale dc/{backend-redis,system-memcache,system-mysql,system-redis,zync-database}
--replicas=1

5. HHRERTLUE Y system-mysql pod ERAEEMySQL HHE/%, HRISHEEFLELLE :

$ oc rsh system-mysql-<system_mysql_pod_id>
mysql -u root -p -h <host>

® <system_mysql_pod_id>: system-mysql pod B9F5 iR,
o AHFN A root, HFEEZER, 1S HNEEMySQL #HE/% R,

a. CLI BUFESF s mysql>, ##A exit, #/E# &[O], 1£TF—ferHEREA exit K &O]
F OpenShift TIR#Z#HIE,

6. EHLLTF RS AITTEZR MySQL #1# -

$ oc rsh system-mysql-<system_mysql_pod_id> /bin/bash -¢ "mysqldump -u root --single-
transaction --routines --triggers --all-databases"” > system-mysql-dump.sql

o fF <system_mysql_pod_id> &N EHE—F) system-mysql pod ID,

o 17iF system-mysql-dump.sql 22 &5 BREIMySQL RF#1hE, 2 FRIFT :

$ head -n 10 system-mysql-dump.sql
-- MySQL dump 10.13 Distrib 8.0, for Linux (x86_64)

-- Host: localhost Database:

-- Server version 8.0

/*140101 SET @OLD_CHARACTER_SET_CLIENT=@@CHARACTER_SET_CLIENT */;
/*140101 SET

@OLD _CHARACTER_SET_RESULTS=@@CHARACTER_SET_RESULTS */;
/*140101 SET @OLD_COLLATION_CONNECTION=@@COLLATION_CONNECTION
*/’.

/*140101 SET NAMES utf8 */;

7. ZEiH; system-mysqlpod, #HRE N0 (F) FIA& :
I $ oc scale dc/system-mysql --replicas=0

8. Z#45 URL mysql2://root:<password>@<host>/system 544 base64, &L/ HiE
<password> #] <host> :

I $ echo "mysql2://root:<password>@<host>/system" | base64

9. ELFEMySQL /% L E I AT usere@'%'., EREFEELEESELECT #/1, #EFEHI base64
XNEER :

$ echo "user" | base64
$ echo "<password>" | base64

o [F<password> EHi N 'user'@'%' BIE,
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%5 F RREANEE MYSQL BuEE

10. H7TE 4 H4i# OpenShift secret system-database :

—_

1
B

$ oc get secret system-database -o yaml > system-database-orig.bkp.yml|
$ oc edit secret system-database

URL : & [step-8] BIEEHE.,

DB_USER #] DB_PASSWORD : (& L —# 17918,

. ¥ system-mysql-dump.sql X% EF[T FEH A FIR S 25, FHIFFEHEFAFIR A, (#H0m5F

12. #HLU T FF system-mysql-dump.sql % ZZ e M EIRS &5, HIFHE 15 FAFIRS 25 -

1

w

mysql -u root -p < system-mysql-dump.sql

. BRI T E W system BIRTE 5%

mysql -u root -p -se "SHOW DATABASES"

4. @HLUF i BA/E5) 3scale HEEEEE, LUEMHNTFET BATA pod,

JE5) 3scale PIEBERE

backend-redis, system-memcache, system-mysql. system-redis 7] zync-database.
backend-listener 7] backend-worker.
system-app.
system-sidekiq. backend-cron ] system-searchd
o 3scale 2.3 #7% system-resque,
apicast-staging 7] apicast-production.

apicast-wildcard-router ] zync i& /5 F 3scale 2.6 Z FiHIMkA, zync-que F zync :Z/HFF
3scale 2.6 FILLEHRA,

LUF A&7 T 40a 7 CLI #7% backend-redis, system-memcache, system-

mysql. system-redis 7] zync-database 7| 1TILIRIF :

$ oc scale dc/backend-redis --replicas=1

$ oc scale dc/system-memcache --replicas=1
$ oc scale dc/system-mysql --replicas=1

$ oc scale dc/system-redis --replicas=1

$ oc scale dc/zync-database --replicas=1

system-app pod HI7EL 1% B/E51#:517, HREFHE]E,

5. ik, BERATTEINIFD BRMEZSE.

16. 717 system-mysql DeploymentConfig ¥/, el LI/ LD HIEMBRATERNE, #HE—hE1T
IE%, HWIRFFEBRIITILZAERE W system-mysql DeploymentConfig BI#E%58 LU HIPIE
o
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5.3. R
1R system-app pod RETEEH, HARRFRAEE 14 # FEEZRESAER, EHITEIEZEIE,
1. #fF%E system-database-orig.bkp.yml B9/7 15 (5475 system-database, 155/ [step-10]:

I $ oc edit secret system-database

J% URL, DB _USER #] DB_PASSWORD & /B /E15 15,

2. I EBSE, AEERELYE, &% system-mysql, system-app pod FI7/550/5/55)
BIE M pod N EIHBRIEIT. 21T Fip 2RI E pod ZBE 519 H IETESAT -

I $ oc get pods -n <3scale-project>

5.4. fniE 8

® A X 3scale HIMySQL /= HAIE %156, 1524 Red Hat 3scale APl E S5 fFHIADIE .
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