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KT ZLHE AR A bt
BB B TSR .

Fott, G- JIRA R IEHENER, RUERTRESIFEMNER, UERITHRERRENE
*Q

AR

o RALIWEEF 1Mk, bk A iki& & %E| Red Hat Jira Software SE4l, #NRIE& AN
P, RAESRRELIE—MKF,

% =3
1 B LR - DI,
2. 1E Summary SCANHE iy A [F] 8 5] Ja H ik
3. 7£ Description XAEFIRHLUTER :
o FRELL ] HAI TTEM URL,

LI =P N AL 1R PR S HE 7 Pu
B LURHE R REEEMEMFERPIEIAE,

4. £ Create I JIRA 7] B3R 32 B ST A1 PA

REHRTER] Al SRR R 15


https://issues.redhat.com/secure/CreateIssueDetails!init.jspa?pid=12318224&issuetype=1&components=12327352&priority=3&description=URL where issue was found%3A%C2%A0%0A%0ADescription of issue%3A%C2%A0&12368953

%5 135 3SCALE API BB E A& LT

55 1% 3SCALE API EEEH i & LT

£ Red Hat 3scale APl Management B 51, EZ&&Zsik " AR MEBE LT, EAUEFe#T
wEHEE,

1. BEE RS ITEMAENKE

¥ Red Hat 3scale APl Management B 51, &AL Admin Portal 1 Developer Portal Bt i& B 389
BR|VEKE, MMESRKBNREKBIRE,

EXBBAVNERRIGEKE, Q0% USER_SESSION_TTL & #., fitn, 1,800 #7 30 2.,
SORMET null (BIRXEHKENEFRER) , NKIERIAKES 2 A,

SR M
o BEFEIE AN 3scale Tk,

gz
1. % system-app secret 1 USER_SESSION_TTL & (LR #ifi)
I $ oc patch secret system-app -p '{"stringData": {"USER_SESSION_TTL": "1800™}}'
2. Rollout system-app:

I $ oc rollout latest dc/system-app
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28 2= 3SCALE API EIBI2EMNT B

§§%§ o
- AXHEAERTFEILAEMNEUZRAR RSN ALRE,
AR T LIHE 3scale API BIE 214 REMIRIENT BES.

FoRFM

o I X FH OpenShift A LREHRAIBCE 3scale On-premises 5L,
EHIT 3scale BIEFYT RIS, BEHUTAT/NT dhmd gL 3% -

o EIfERE APlcast

o TERNERY & 3scale API EIE

o RIFHFEHERR

2.1. EFERE APICAST
AT LUB IS 3scale BR[| AR F R E X,

FeREH
® 3scale RERZRERISLAHI,
o RBEFET APlcast BBEH %,

FINBERT, OpenShift £BJ APlcast 33% (BRARERBFEM OpenShift £&m) SEE MR TEET
3scale BE[ T A MAHEME FEMEMEHNEH,

1£ OpenShift A EHTERE APIcast :

it =

1 HTREENR.

2. EEHE P, EREm A,

3. EBHEPH, SEHRERADNETR,
BUABER T, APlcast & 5 2 #iiaRH L A NBIEH—R,

INRIRTE Docker BERLIMBHFE A LR EA APlcast, HERBYGFEMETMRX, HiIETMEAKRRE L
HRRWIIER, EEE T APlcast MXfg, EelLUBiT 3scale B[P EHERE APlcast,

E1E Docker BebLIMERRAE & FEFERE APlcast :

Y=

1. E2i& APlcast MxFH[FEH E#EE] 3scale RER,


https://access.redhat.com/articles/2798521
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2. IHTRGIEN.

3. EEE P, ERE AR,

4. EEE A, HHMEBRADNETINR,
APlcast LABE BRI EEG 5o & #a FHRBY B #T.

2.2. T B NER 3SCALE API 18

fE& APlcast B3ZBHIIE K, EAIREFEEMATRANFHE. AT BEFBRTERTRAMEMEIXH
RUIRE,

INREAMBEXHRGINFS), BRAUTGRST BREAMSEPVY) :
I $ oc edit pv <pv_name>
MRERERMEMEFELE, WIERUTESFIHNAEE—Fihi BREAMES.
221 75% 1 EHMREFAMS
AR
1. FRWAERAMSFHRE.

2. QIEFMM—DEFALS, RREHFNNERT R,

3. BIEB— TS ERNRAMESER, #A volumeName FEXIEEHH PVC
(PersistentVolumeClaim) F1FF A B ZFRHI KN,

4. FEDHPHEIERE ZIEOZER PV,
5. A% PVHEBFMENEMERLE :

I $ oc edit dc/system-app
6. JIUEEEYET PV BEERE R EE TE.

7. THERIE 2 Bl PVC LUR IR E A BER YR,
2.2.2. 5L 2 : &1 FIRE 3scale APl EIE

it =
1 #INAEFAMEHHEE.

2. %4 3scale pod,

w

. DIEFMIN— B ARS, RRENFXNERT R,
- FED RRBIERE 2 LR PV,

i

ul

. QIBTIHERFAMEER. BE
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a. ¥ PVC B9K/N

b. £ volumeName FEHIFF A B A TR,
6. EREBIEB amp.yml,
7. BHEERE9HT PV B ECE B IEE TIF,

8. MR RIAY PVC LU E 7= BARY B IR,

2.2.3. BCi& 3scale API EIERIRERE
7} 3scale I BRHIXEEERES :

® APlcast £~

o [EimiiITiERE

e JTim worker

2.2.3.1. 8@ OCP Y B

{8 F APIManager CR 17T OpenShift Container Platform (OCP), &AL BEH4EHIER B,
Y B EWIERE, HEM -

e fHALLF APIManager CR # & APlcast £ EBEBEE :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:

name: example-apimanager
spec:

apicast:

productionSpec:
replicas: X

o {HFALLT APIManager CR Y BESBEENBIRITIERF. Bif worker #1/5im cron H4 :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: example-apimanager
spec:
backend:
listenerSpec:
replicas: X
workerSpec:
replicas: Y
cronSpec:
replicas: Z

o HEHMINMELEEIRENE pod MEHIIERE.

o FTF backend-listener pod # PUMA_WORKERS :
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$ oc set env dc/backend-listener --overwrite PUMA WORKERS=
<number_of_processes>

o HTF system-app pod B UNICORN_WORKERS :

$ oc set env dc/system-app --overwrite UNICORN_WORKERS=
<number_of_processes>

2.2.3.2. BEAEAEE4T B

R LLE LR INETREIR S OpenShift £ 3scale BRERIMERE, BRI LUSESITE T R4E) pod ARINE
OpenShift &£8%, FuERY &, HEUEET BPARESHRIELINATET <.

ACIE 2

TR EZITET RIENBHERINE OpenShift B, IMRFAMNBITET R SEEFHIINE T AT,
A B EFEEEAINMRLE,

EE] R
EALOAHATET RAEELS KR, RDEES HIR, EHFE pod RARINAABEERIRS M.

% -
£ 3scale BEPRAERARETRMBFHEENITET R

2.2.3.3. ' REHZR
BEERENIEN, MBERMHLIIE OCP BB LM IRIE K, NREHEEHRETRBIEKWEL
2, By REHET R
2.3. B HERR
AT NFIAERE 3scale BT BRRICFETE OpenShift LR, LURINMAG R OpenShift LB 3scale H
EFEALEAFI,
2.3.1. 7£ OpenShift FEZE 3scale API B H T B &0 %
XAk E BEM T —MIE, 4t Elasticsearch, Fluentd #1 Kibana(EFK)BE T E# ), XETEIRS
TXf 3scale EREFAMBIECRAY AT L1, LAKGHAT TiXLEBECRBINT (A, BN, XEFEXHTZe. RIATTRI
R A2 YRi2E O (AP BB EE1 L,
SeRFH

® 3scale 214 EE,
P
BB H it ARICKE stdout, LUGRTAE N A B &S A BITE OpenShift BEREHE.

EREI -

o HIUBERT, & 3scale NERERE 3scale B, [MHITEHFEIC KK HE stdout #EH, BEERE
HTheEF pEE £ 1IEE TR,
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o XfFHEER 3scale, FRALTH 1T B EIL KM H E stdout FIZHEE,

2.3.2. BAHEITE&ILE

3scale f§ [ features.yml BES & XX /5 A — £ FBINEE. BEFHITEFICTK/E AR stdout, ELTIM
ConfigMap #=E# >0, LUBHEIAM X, KT features.yml B9 OpenShift pod & system-app
#0 system-sidekiq.

o MNBEH 3scale W HBEIE G115 RIFER,

ik =
1. ﬁﬁll«j\? 'l T]“E/._.\IEEZKLE‘:FHEU stdout :

$ oc patch configmap system -p '{"data": {"features.yml": "features: &default\n logging:\n
audits_to_stdout: true\n\nproduction:\n <<: *default\n"}}'

2. SHUTIMEZE -

$ export PATCH_SYSTEM_VOLUMES="{"spec":{"template":{"spec":{"volumes":[{"emptyDir":
{"medium":"Memory"},"name":"system-tmp"},{"configMap":{"items":
[{"key":"zync.yml","path":"zync.ymI"},
{"key":"rolling_updates.yml","path":"rolling_updates.ymI"},
{"key":"service_discovery.yml","path":"service_discovery.yml"},
{"key":"features.yml","path":"features.yml"}],"name":"system"},"name":"system-config"}]}}}}'

3. WIAT S EHFERBESE LA EIHE %8 OpenShift pod:
$ oc patch dc system-app -p $PATCH_SYSTEM_VOLUMES

$ oc patch dc system-sidekiq -p $PATCH_SYSTEM_VOLUMES

2.3.3. /y Red Hat OpenShift EZi& H &1l %

LIREA T HiFBRICK LS 3scale M AR HEL A E OpenShift i, EaILUMERBERICKIER
3scale M.

A X1E Red Hat OpenShift FELE BEIC KIS, HSELUTREA :

e T fi# Red Hat OpenShift WWHEIL K F RS

2.3.4. i B&

BMMNRBLEERLSA T NMRENARE, MREEMBIHER R, HREXLEREUT BIE
==

RIBLLUTF S BA] 3scale FRAE :

ik

10


https://docs.openshift.com/container-platform/4.12/logging/cluster-logging.html
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I $ oc get pods
2. i oc logs #Ff%E pod B ID :

I $ oc logs <pod>

%4 pod BN RE, FEEFEMMERE. EVjNARNBER, 15EA system-provider #l

system-developer pod &7 --container ¥ :

$ oc logs <pod> --container=system-provider

$ oc logs <pod> --container=system-developer

2.3.5. KB AR LFA B

fEALENZI B E M system-sidekiq pod ZERER BT, ERAILATKREEHESEELERE, &

AT LUER OpenShift CLI A :
I $ oc get jobs

I $ oc logs <job>

2.3.6. AL HIEE K
FBELE BB K, 3scale BRINAE 3scale AE, BEMRUTR :

® user_sessions

FESBRAMA—R, FMEREL BRI,

® audits

BESKBRMA—R, FHEREL=1ARICR,

® |og_entries

BRBER, FMERELT 6 MABICE,

® event_store_events

BESE—RARfL—R, FHEREDT —R/ICE,
BRULEFIHBERN, TREZEHREEESEAFINER :
® alerts

5% 2.1.SQL BT

BimmE R SQL 45

MySQL

I DELETE FROM alerts WHERE timestamp < NOW() - INTERVAL 14 DAY;

1
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£ 6 E ] SQL 45

PostgreSQL
I DELETE FROM alerts WHERE timestamp < NOW() - INTERVAL '14 day’;
Oracle
I DELETE FROM alerts WHERE timestamp <= TRUNC(SYSDATE) - 14;
HAth TR
o OCP X#4

e HIUEM pod
o RMIHETR

o {i{LEsE

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12
https://docs.openshift.com/container-platform/4.12/nodes/pods/nodes-pods-autoscaling.html
https://docs.openshift.com/container-platform/4.12/machine_management/adding-rhel-compute.html
https://docs.openshift.com/container-platform/4.12/scalability_and_performance/routing-optimization.html
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5 3 &= 5% 3SCALE API E1#

Prometheus @ % NTFHE BB IGIEARB A BRAMUEBENASRREVH. SEEKNARIKESR
1B, MAMNREA YE2THSIE, Prometheus FBYZIRIINIE Alertmanager BIE,

IR BT LAFE A Prometheus # Alertmanager R M Red Hat 3scale API EIE2##E, LUEETLUERH
KIF.TE (40 Grafana) KL FHELRE LZITER,

® Prometheus E— M FBRRAGIETES, Grafana E—MFRNRIRTIES, 0
1EXT Prometheus #1 Grafana B9z #5{{ [R F 4L fa S IR B B 21,

e 3scale BFERCIBIIZETIR, EFREILEBBXLTTR,

o RWIIIER—#r 22 Al fh %24k 3scale operator # Prometheus Operator, &
LEFSE R Operator,

3scale R AT EFERIAB Prometheus #ll Grafana i /F2s R 5 ¥ 3scale F AIE R TR,

FRFM

e B %% 3scale operator,

® Prometheus Operator BR&EEEH, Prometheus operator @ — A FOIEMERE
Prometheus SLBIBVIR/ERR. EiRi 3scale HIEFTFER Prometheus B E X FRE X (CRD),.
AR Prometheus operator FE IR A8 A 3scale Ml :
o Prometheus operator v0.37.0

o Prometheus #%: quay.io/prometheus/prometheus:v2.16.0

® Grafana Operator TEEBEF R %, Grafana Operator @ — M T AIEMEIE Grafana SLHI#Y
operator, EiRft 3scale 2RI GrafanaDashboard CRD,

AR Grafana operator fE R A8 A 3scale M :
o Grafana operator v3.9.0

o Grafana #if4% : registry.hub.docker.com/grafana/grafana:7.1.1

BE
NREHEBTERD M ERTF, 1EBRET Prometheus #1 Grafana fR%5.

AT T 404 = XS 3scale SERIRYIREE, LAMEEALLEE Grafana (UFRMR,.
® Jj3scale API EIEfF AILIE
e [di& Prometheus RI5#E 3scale API EIE
e [i& Grafana Ii#E 3scale API EIE
o & 3scale API EEEHIER

® 3scale API B RS IBIR A FF 44 Prometheus

13


https://prometheus.io/
https://grafana.com/
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#installing-threescale-operator-on-openshift
https://operatorhub.io/operator/prometheus
https://operatorhub.io/operator/grafana-operator
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3.1. 7y 3SCALE API IR = nize

B 3scale, RIIETE APIManager B E X ¥HR(CR)RE A iz,

Y=

1. @i fF 3scale EE YAML #J spec.monitoring.enabled S &/ true, ¥ 3scale ECiE H/E
e, Bl

a. fll84£ ) 3scale-monitoring.yml #J APIManager CR 3&/2 F % :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:
name: apimanager
spec:
wildcardDomain: example.com
monitoring:
enabled: true
enablePrometheusRules: false ﬂ

Q 1A L% 2 F PrometheusRules, ©#2AE A,

b. ERIEM OpenShift &£&f, MRS edit EEAGHA 7 BD1E 3scale B OpenShift
B (40 cluster-admin) &3,

I $ oc login
c. BI#:E| 3scale Ui,
I $ oc project <project_name>
d. HEEEULHIR
I $ oc apply -f 3scale-monitoring.yml
Hith BTR

o (HFRVEIRTE OpenShift £ 3scale API B IRRIEREfL & £ 11

® 3scale PrometheusRules

3.2. fidi® PROMETHEUS 3k !l5#2 3SCALE API &1

7 Prometheus B E X HFIR(CR)EREFECE Prometheus, LUSF 3scale RYIEE,

' PR IERS B THR, 40 Prometheus STAY Fisd,

it =

14


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#deployment-configuration-options-for-threescale-on-openshift-using-the-operator
https://github.com/3scale/3scale-operator/blob/3scale-2.14-stable/doc/prometheusrules/README.md
https://github.com/prometheus-operator/prometheus-operator/blob/v0.37.0/Documentation/api.md#prometheusspec
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. BIBEEISIERE PN E RIS Z(Y 3scale BIR, 1R TAARERE Prometheus CR :

o EIETMATA IR, 151¥ spec.podMonitorSelector BB {}, ¥
spec.ruleSelector B XE N {}, 75 spec.serviceMonitorSelector BMH1%E N {}. I
m, MALTCR:

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: prometheus
spec:
podMonitorSelector: {}
ruleSelector: {}
serviceMonitorSelector: {}

o INRITIEE— OpenShift Wi H HFERE T 3scale # Prometheus operator, F{&Rix
APP_LABEL BY{E#ZXE N BB 3scale-api-management, iEIRIBLIT SR IGIE 3scale

B
a. ¥ spec.podMonitorSelector BB

podMonitorSelector:
matchExpressions:
- key: app

operator: In

values:

- 3scale-api-management

b. ¥ spec.ruleSelector B4Ei%E N :

matchExpressions:
- key: app
operator: In
values:
- 3scale-api-management

fign, MR CR:

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: example
spec:
podMonitorSelector:
matchExpressions:
- key: app
operator: In
values:
- 3scale-api-management
ruleSelector:
matchExpressions:
- key: app
operator: In
values:
- 3scale-api-management

15
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o MMRIEIEFFEH OpenShift 1 H HERE T 3scale 1 Prometheus operator, 1HRBLU TSR
W5 ¥7 3scale ¥R :

a. 7 OpenShift T B RINR%E, HA 3scale {8 MYLABELKEY=MYLABELVALUE#ZE

b. f#f podMonitorNamespaceSelector i JE251% ¥ 3scale pod. g0, NFALLT CR:

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: example
spec:
podMonitorSelector: {}
ruleSelector: {}
podMonitorNamespaceSelector:
matchExpressions:
- key: MYLABELKEY
operator: In
values:
- MYLABELVALUE

2. NIBROERFETIZTEATAE, BRAHITUTRFEZ —KEE Kubernetes #5571 (Bl kube-

state-metrics )
o ¥ Prometheus LI 5 5B 2RI Prometheus SLBIHESEE.

o FEMECHIRIMES, LM kubelet, etcd F1H B HIEREIET,

Hth TR

® Prometheus 3%

3.3. fidi& GRAFANA 3E!i# 3SCALE API &1

BT ERE Grafana )5 F 3scale B %,

it =

1. 381 & = app=3scale-api-management 1%, f{R{F Grafana [RS5ECE )y Wik
GrafanaDashboards %R, 510, NALTBE XFIR(CR) :

apiVersion: integreatly.org/vialphai
kind: Grafana
metadata:
name: grafana
spec:
dashboardLabelSelector:
- matchExpressions:
- key: app
operator: In
values:
- 3scale-api-management

A 3scale Operator BI/E2H Grafana (YRR #ERIC NI :
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https://github.com/kubernetes/kube-state-metrics
https://prometheus.io/docs/introduction/overview/

&5 33 hj%k 3SCALE API B

app: 3scale-api-management
monitoring-key: middleware

2. #NR Grafana Operator R&1E 3scale LAAABIf & ZE (A A, 1B HEE 78 A --namespaces 5X
--scan-all operator TR G IR & 22 A A FIR, WFEH X operator IMCHEZER, 1ESH
Grafana 344,

3. B —1 3B prometheus B GrafanaDataSource CR, LUEFE Grafana 324 Prometheus
iR, B -

apiVersion: integreatly.org/vialphat
kind: GrafanaDataSource
metadata:
name: prometheus
spec:
name: middleware
datasources:
- name: Prometheus
type: prometheus
access: proxy
url: http://prometheus-operated:9090
isDefault: true
version: 1
editable: true
jsonData:
timelnterval: "5s"

Hrh http:/prometheus-operated:9090 2 Prometheus F&H,
4. WBIREMXE TR, #0 Operator it Grafana X4 H Ak,

Hh iR
® Grafana 14

3.4. % 3SCALE AP| EIBHyiElT

E2i& 3scale. Prometheus #l Grafana [§, EulLAEEH AT hi#RA9FET,

iz
1. BXE Grafana #ZHl &,
2. EMAUEFUTER
o 2% 3scale M pod Fn 4 Z2 A1 45 Kubernetes HiR
® APlcast Staging
® APIcast Production
e Sl worker

o EiniiITiER
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https://github.com/integr8ly/grafana-operator/blob/v3.6.0/documentation/deploy_grafana.md
http://prometheus-operated:9090
https://github.com/integr8ly/grafana-operator/blob/v3.6.0/documentation/deploy_grafana.md#operator-flags
https://grafana.com/docs/guides/getting_started/
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® System

® 7ync

3.5.3SCALE API B RS8R/ A FF45 PROMETHEUS
IR LU LA i O & M3 A 3scale 4% pod # Prometheus Ui A FFE R,

3 3.1. 3scale &5 0O

system-app i [
system-developer 9394
system-master 9395
system-provider 9396
system-sidekiq [l
system-sidekiq 9394

<t

i s BB AR ]

I http://${service}:${port}/metrics
4N -

I http://system-developer:9394/metrics

Lth B

® [@ Prometheus A FF 3scale API B2 APlcast Metrics

\

® Prometheus &£

Grafana f{[fR

Grafana &£t
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#prometheus-3scale-apicast
https://prometheus.io/docs/operating/security/
https://grafana.com/docs/grafana/v7.1/permissions/
https://grafana.com/docs/grafana/v7.1/installation/security/

%5 4 %= {§FH WEBHOOK 1 3SCALE API EE Bzh1E

2 4% {ffH WEBHOOK HJ 3SCALE API B 5i1b

Webhook &— Aﬁﬁﬂﬂ:EKMbE’JﬁJﬁb, A FIRYE 3scale P A ERNEHEREM RS, HE 3scale R5;
A EIRESHR, AN ARFERINEI Webhook JHE@H., a0, @I EE Webhook, &I LUFEAHT
Tk 7 25 4 R B9 EE SIE 7 Developer Portal,

4.1. WEBHOOK ##5it

Webhook —“"H Webhook EREE O o] BE 4 EFEMNEHMANBE N HTTP B, YA EXLEE
BRF, 3scale REi4M webhook E34> g ER URL Hotik % H HTTP =% HTTPS 153K, {#/ webhook, &
AR E G res sk A AELRRENT S, MEHIRER.

Webhook IR R IAA R, ©@id LRI XML XL R Ein s

<?xml version="1.0" encoding="UTF-8"7>
<event>
<type>application</type>
<action>updated</action>
<object>
THE APPLICATION OBJECT AS WOULD BE RETURNED BY A GET ON THE ACCOUNT
MANAGEMENT
API
</object>
</event>

BITHREMRER :

o <type>
NISRMEHEH, 0 VAER K %%,

® <action>
{8 updated, created, deleted HFEIEEEHIT T H 40

® <object>
£ XML S RAGA N EIKFEE APHREFERER, SR LMEREIIINRZE R ActiveDocs i
TR,

INRIMEEIR M 3scale & #5 webhook BYIRIE, 22FF HTTPS Webhook URL, F7f 3scale RRINE E L
S E| webhook AERAR, {540 : https://your-webhook-endpoint?
someSecretParameterName=someSecretParameterValue, RESHEHIE, SAF, 1E webhook

R T R BRI SR
4.2. EgiE WEBHOOK

iz
1. M Dashboard ¥ ¥ /1% Account Settings, #AFi# AZE| Integrate > Webhooks,
2. 187 webhook BI1T /1, B ML
e Webhooks enabled : %5 Ith & EAELLS A= EE ) Webhook,

e Actions in the admin portal also trigger webhooks : £ Itb & EEUIEEM4 4 ERT R A
webhook,
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EEEUTILA
o HIHARE T AEHHINER 3scale API I, HEHERVRISHE ; MASENEEH,
o MREBELIFUELME, NRA Developer Portal FRYIRIERAR%L Webhooks

3. IEEMAFTESEMAEN URL thit,

4. EFRAAZ BIFEIHEE URL it BE4,

BB T i%EBJE, = Update webhooks settings (R7FIEHIE K,

4.3. WEBHOOK #f=HErR
B SRARAE (OF e BB B AR, ALK S E 4 3E, INERE AURE T 200 1278, 3scale 2R L ET —
A~ webhook, B, EISER SR, HA NN 60 W, EERPMKELHTEMARERS, BRNILETH
7, FHIEEREEINGINSET, Wa L ActiveDocs FRIREIE XU T A EMES(EA :

o Webhook 7R A %KM,

o Webhook fifl BR KM 4 3%,
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2 5 2 3SCALE API &I TOOLBOX

pa -3

toolbox CLI A ABEERSINEIRER, RRTMAR, BRI Tk
AR, NEREMBIMEREROHMERET 3scale NARENDEFNA.

3scale toolbox — Ruby & i, AJiLIEMEATITEE 3scale I o

3scale XRYHBEH XL 3scale toolbox. XIFH toolbox #3455, ARSS. iTXI. SSL 1 TLS RFEHERR A
HER, METMEZIFMER, ESHUTHIZ—

o 2% toolbox

o Y toolbox #p 4y
o SARRS

o SHIARS

o NEHIRF®E

e OpenAP| B3 5IIE
o 5 A OpenAPI E X
® M OpenAPI E X 5 A 3scale APl EIE [Fim
o EIRTIR VAL
o (N AREREITY
o fIEHE

o (AL

o (EEARS

o A& ActiveDocs

o JIHIERE

o S HIZREE registry
o FIHNF

o ST

e SAR

o SHIMS AT AIRBEHE
o Sl API iFiH

e SSL #1TLS #FEHERR
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#provision-threescale-services-via-operator
https://github.com/3scale/3scale_toolbox

Red Hat 3scale APl Management 2.14 #4F Red Hat 3scale APl Management

5.1. 2% TOOLBOX
B A X FRE 3scale toolbox B E 2 3scale toolbox B3 %K.

5.1.1. 2% toolbox B2 Hilfk
AT NEIAZREE toolbox B 2siRiR.

FRFH

e 55 Red Hat Ecosystem Catalog HHJ 3scale API Management toolbox #%1&
o (R —ELNE registry BRESIK
o ARETHAHFHNRHIBRERELET Podman,
ik
1 BRELBESREER !

$ podman login registry.redhat.io

Username: ${REGISTRY-SERVICE-ACCOUNT-USERNAME}
Password: ${REGISTRY-SERVICE-ACCOUNT-PASSWORD}
Login Succeeded!

2. $IHY toolbox RaFHif&k
I $ podman pull registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14
3. WiF%Ek .
I $ podman run registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale help
Hith BTR

® 7f Red Hat Ecosystem Catalog Ak ER iR {5 A1) BA

® 7£ Kubernetes E%2%% 3scale APl Management toolbox HJ15ER
& ¢ MWIAE OpenShift £ EMMHEE AT oc e HMAZE kubectl,

5.2. M TOOLBOX v %

{8 3scale toolbox FAMS T TE(CL)EEEH AP,

ﬁ o
AN update P E#MER, FE copy mRER.

R

COMMANDS
account account super command
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https://access.redhat.com/containers/#/registry.access.redhat.com/3scale-amp2/toolbox-rhel7
https://catalog.redhat.com/software/containers/3scle-amp2/toolbox-rhel8/60ddc3173a73378722213e7e
https://github.com/3scale/3scale_toolbox_packaging#kubernetes

% 53 3SCALE API & TOOLBOX

activedocs activedocs super command

application application super command

application-plan  application-plan super command

backend backend super command

copy copy super command

help print help

import import super command

method method super command

metric metric super command

policy-registry  policy-registry super command

product product super command

proxy-config proxy-config super command

remote remotes super command

service services super command
OPTIONS

-c --config-file=<value>  3scale toolbox configuration file
(default: SHOME/.3scalerc.yaml)

-h --help show help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Prints the version of this command
--verbose Verbose mode

5.3. 3 ABR%
BIHRBLUTIEEIMFEIEELULTFEE, MCSV XHEFRFARS., 1 CSV XHEFREEIXLERL

I service_name,endpoint_name,endpoint_http_method,endpoint_path,auth_mode,endpoint_system_nam
e,type
MEZLITER

® 3scale admin MK : {3SCALE_ADMIN}

® Z1T 3scale ZX{5IHYIE : {DOMAIN_NAME}

o MMRMEHEAMZILE APICast, X2 3scale.net

o {REYIK I FIESH : { ACCESS_KEY}

o fRSS5HI CSV X4, f5I40 : example/import_example.csv
EITU TS5 ARS :

Example

$ podman run -v $PWD/examples/import_example.csv:/tmp/import_example.csv
registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale import csv --
destination=https:/{ACCESS_KEY}@{3SCALE_ADMIN}-admin.{DOMAIN_NAME} --
file=/tmp/import_example.csv

ABIER Podman BERSHPEETRXM., SREZHAIT LRI $PWD X4k,
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5.4. 2RSS
EF Rk i ek - B IE RS 2RSS . SHIRSH, BREHMERH ActiveDocs.
BREUTER :

o EE4IMARS id : {SERVICE_ID}

® 3scale admin MK : {3SCALE_ADMIN}

® JZ1T 3scale SEfIMLE : {DOMAIN_NAME}

o MRMEHEAMZIEE APICast, X2 3scale.net

o {REYIK I IE5H - { ACCESS_KEY}

o MRESHIZIHEMIK,, BRIk 89U #5H : {DEST_KEY}

o HERSHILFR : {NEW_NAME}

Example

$ podman run registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale copy service
{SERVICE_ID} --source=https:/{ACCESS_KEY}@{3SCALE_ADMIN}-admin.{DOMAIN_NAME} --
destination=https:/{DEST_KEY}@{3SCALE_ADMIN}-admin.{DOMAIN_NAME} --
target_system_name={NEW_NAME}
IMRESHIMIRS EHE B E SRR, HREREIINNNBEE RBRE L EFETEEHIIZ
RG5BIBTRHR, BETHMESHEXREFBE CRBEUWER, HEESEHIEE registry
5.5. NEHIRFS X E

B ESFIRS RAERE. Eir. J50E MNATTR. MATRIRS], LUK AN MARSS iR 2 H
HAERS.

BREEUTER :
e EEHIMARS id : {SERVICE_ID}
o HIRMIARSS ID : {DEST_ID}
® 3scale admin MK : {3SCALE_ADMIN}

o ;Z4T 3scale LHIHI : {DOMAIN_NAME}

o WMBMFAMWZIEE APICast, 1X& 3scale.net

o R F BRI BRE : { ACCESS_KEY}

BRIk #15 24H . {DEST_KEY}
FHH, EELUER AR
o FHFESHIRIMPRINAE BTAR S BRGTHLINIEY -f 1775,
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#copying-policy-registry
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o AT OURMNIEHIEI B IRARSSHY -r TRi&,

; update S E#MER, FE copy mRER.

LR RBle S M—D RS EEFIR S — P IHBERS -

$ podman run registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale copy [opts] service --
source=https:/{ACCESS_KEY}@{3SCALE_ADMIN}-admin.{DOMAIN_NAME} --
destination=https:/{DEST_KEY}@{3SCALE_ADMIN}-admin.{DOMAIN_NAME} {SERVICE_ID}
{DEST_ID}

5.6. OPENAPI &2 35 E
W8I {# B 3scale toolbox SEI OpenAPl &350 IE, eI LIAR RE RN A P AR PSR API, R

BREYE, HENEE AP BE. XM E/MCER AP EIZRN, FRIEFLZANAMETE 2 FBE
£,

p= Y=
RAEF—NMMRREER ; PFREIHNREEK,
XRMREAR  THEMREEM apiKey 1 oauth2,

X F apiKey B2 FRAKE :
o FIFIBEMREARNRE OpenAPl in FEHIZEL,
® auth user HERMREFH RN RH OpenAPl name FEXIZERHY,

1A apiKey R2EKHK OpenAPI 3.0.2 E 43 7Rl :

openapi: "3.0.2"
security:
- petstore_api_key: []
components:
securitySchemes:
petstore_api_key:
type: apiKey
name: api_key
in: header

X F oauth2 £ HFREE .
o EWMNBEBEMIGH trk.

e OpenlD Connect Issuer Type BXILH rest, & RILL{E FH --oidc-issuer-type=<value&gt; fp ikt
IJFI\‘ %-'-Ib-lo

® OpenlD Connect Issuer %8 M OpenAPI B, HTF 3scale K% A& URL B 2% i
secret, EIL/fERIX --oidc-issuer-endpoint=<values 35 IE T B X AR,
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e OIDC AUTHORIZATION FLOW MZ £ AN R flows FEEELEL,

WA oauth2 ZLEKM OpenAPI 3.0.2 4 =Ml :

openapi: "3.0.2"
security:
- petstore_oauth:
- write:pets
- read:pets
components:
securitySchemes:
petstore_oauth:
type: oauth2
flows:
clientCredentials:
tokenUrl: http://example.org/api/oauth/dialog
scopes:
write:pets: modify pets in your account
read:pets: read your pets

% OpenAPI EBIREFEMREE KN
o @RI Open API,
e NiN default_credentials 3scale %#g, FE : iXt#5°5 anonymous_policy.
o REEMS --default-credentials-userkey, F : IIREHIRMH, DEEKM,
Hith BTIR
o REHFRNR

5.7. 5 A OPENAPI & 3

EOIBRHFRSHERINAIRS, EAILAMAMSIHEL URL 5 A OpenAPI & X, S ABIBRIABRS BFREH
OpenAPI| E X #HH info.title $§%E. {B=Z, EAILAFEH --target_system_name=<NEW NAME> ZE & it
RSB, XEFEHRS LT (MREEFME) , HEBVWBRHNRSEH (MRAEL) .

import openapi i SRR INT -
I $ 3scale import openapi [opts] -d <destination> <specification>
OpenAPI <specification> AT LAZ LA Tz — :

e /path/to/your/definition/file.[j[son|yaml|jyml]

e http[s]://domain/resource/path.[json|yaml|yml]

Example

$ podman run --rm -v ${ABSOLUTE_RESOURCE_PATH}:/tmp/toolbox:Z registry.redhat.io/3scale-
amp2/toolbox-rhel8 3scale import openapi -d https:/${AUTH}@{3SCALE_ADMIN}-admin.
{DOMAIN_NAME} /tmp/toolbox/my-test-api.json
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https://github.com/OAI/OpenAPI-Specification/blob/main/versions/3.0.2.md#security-scheme-object

55 5% 3SCALE API &# TOOLBOX
Lonprinl
import openapi 5L E1E :

-d --destination=<value>

3scale BFRSEHFIME R : http[s]://<authentication>@3scale_domain,
-t --target_system_name=<value>

3scale BIR RS,
--backend-api-secret-token=<value>

API X[ fEim API & 358 B E LB S hE,
--backend-api-host-header=<value>

API k[ fEim APl & 358 B E L ENRk,

MNETRES LT, 15257 3scale import openapi --help 4,

OpenAPI 5: AHLI]
TENELARER apiKey 7 oauth2, HAEES{EM OAuth KB,

OpenAPI &I A T2 — -
o TAHRFEHRXHA.
e toolbox ILAMA FEHAAM URL, ZiFAHEZ http 7 https.
o M stdin TR AR IR B 1% E - (E SRR,
S\ OpenAPI & SUf R F BAT s on#e ) -
o & IGUEN OpenAPl 2.0 8 OpenAPI 3.0,
e 5 A OpenAPI & X FRHIFR B BRI LN, & LATE API > Integration REFEA .
o 3scale /' fHRHIRT A RS ML ER 4R & 442
o (B OpenAPI E XL E &M E,
o (UFTETF OpenAP| & XL HHIFRNHE L EBMIINE Hits $E17,

o EEMAR, HELFWITE OpenAPI E X operation.operationld & Y5 54ER, FHERE
IBRIE LR,

p= Y=

toolbox JF7IN— default_credentials %88, NRILEEEREHES, SHFh
anonymous_policy. default_credentials SRB& S EC B 7E 7] 1:5 21 --default-credentials-
userkey HiRtH userkey.,

OpenAPI 3.0 IRt T HEAEZREARMNELELE KM NEH APl EEREMNAE. NF
BEER, HESHEBE A Swagger BQKUEFIIRI XA,

OpenAPI 3.0 BBl
5 A OpenAPI 3.0 T I &R LU FER S -
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https://swagger.io/docs/specification/authentication/
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o 1K servers FIERABIE—1 server.url TTRAEWT 1%L URL., server.url Tt path ZH{4%
FA{E OpenAPI #] basePath 1%,

e toolbox NRENTIRIEX R EEE AR S22 P HIAR S 2=,
¢ FXHREARNFHNZ DR,

5.8. M OPENAPI £ 3.5 A 3SCALE API B Fim

& LUE A import #8455 5 A OpenAPI & X FF 8|8 3scale [Fifi APl, #<51Ti%5l --backend & = FtbIh
BE. 3scale {# OpenAPI & X K AIEBMEMEIRERE T BAEM URL, LARBREHINIFIAE,

FeREZH
e B 3scale 2.14 On-Premises SEFIRE IR S4B Pk,

e E L APIHJ OAS X#4,
piEE
o FRLITHRIZIT import 5 KO FIR
I $ 3scale import openapi -d <remote> --backend <OAS>

e ¥ <remote> BT O FimAY 3scale LBIHY URL, EMA LI
3\ : http[s]:/<authentication>@3scale_domain

® ¥ <OAS> E#ft 7}y /path/to/your/oasdoc.yaml,

% 5.1. Hfth OpenAPI & X%

il s
-0 --output=<value> FiEMg. TTLLZ JSON = YAML,
--override-private-base-url=<value> 3scale M OpenAPI & X #J servers[0].url FE

EEIERNT AinR. EBSELTERPIKRE,
EREIXMNET, 5 <value> & i I8E 89 R,
BEAKXURL, & OpenAPI E GEBTE
servers[0].url FE&FIEEE, BEEimport
MOHRREREXMETN, HITEKK,

--prefix-matching TEM OpenAPI #ERAERIBRITFLINT, BEFERILE
EESM A2/ & P Ed,

--skip-openapi-validation Bkid OpenAPI R IR IE,

-t --target_system_name=<value> B ROEMEEHE - RM—, REEHY
LAM OpenAPI 7E SLHRH#ERTHE SR, (BRI LA A
MR EBEETECHET,

5.9. EIBR Rk
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T EFERHETE 3scale 26, RETLAFFH 3scale toolbox & X5EF2 URL itk IS iFFEls, LBHERE
XX RS F, SRIE, IRETLATEFEE toolbox fa 5 A —PNE TR E| X L2 #iE,

Be & X HFRIBRIAGLE /) $HOME/.3scalerc.yaml, B2, &AL THREESCALE_CLI_CONFIG 1%
2 8= --config-file <config_file> toolbox EIHEE H —MIE,

ERIZAR VS R SEIERS, B LUIERE access_token =X provider_key :
e http[s]://<access_token>@<3scale-instance-domain>
e http[s]:/<provider_key>@<3scale-instance-domain>
5.9.1. N2 Uy (Al FEE

LUFRBISSTE <url> HRI1—NEF2 3scale 561, #HHREH <names :
I $ 3scale remote add [--config-file <config_file>] <name> <url>
Example

$ podman run --name toolbox-container registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14
3scale remote add instance_a https://123456789@example_a.net

$ podman commit toolbox-container toolbox

ABIOIRILELFIFHRRZRAFUCIRFE K. AE, BUUERSENLRERSTHER. Hlm, LT
N ARG LRI

$ podman run toolbox 3scale remote list
instance_a https://example_a.net 123456789

e, EAth toolbox a3 AT LAME A AR EHR KU FIRINBLERE RS, XA REIEREH toolbox B
&M A2 registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 HI5 1%,

Digk

“®
A
EAR 2P ENE toolbox BY secret FIEBEMZ 2 NS, 0, [FE2RS secret —i2

DR ENH AP SKERAESFEITEIMER . 7 OpenShift F1{8/A Podman A%+
NRZEE,

H{th BEiR
E*ﬁﬁﬁ Podman E"JE%ﬁF‘éEH{EI%\, i%é’;l}ﬂ .

—,—

® 1T Red Hat Enterprise Linux 8 &, Z2{THEE Linux &%

5.9.2. 5 KA 1y (Al &k
LT RBI&4 R T i i i [ EiiF
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https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/index
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I $ 3scale remote list [--config-file <config_file>]
thep S UL & BRI INAYIEAR 3scale SL6I51Z : <name> <URL> <authentication-key>:

Example

$ podman run <toolbox_image_with_remotes_added> 3scale remote list
instance_a https://example_a.net 123456789
instance_b https://example_b.net 987654321

5.9.3. BRI AZ T L

AT R flen i8R 7 aal B BRI A2 Dy 7] 65

I $ 3scale remote remove [--config-file <config_file>] <name>
XS AR <names HHIBRILIZ 3scale L1 :

Example

I $ podman run <toolbox_image_with_remote_added> 3scale remote remove instance_a

5.9.4. Efp KLtz &

AT Rflen i8R 7 gl & dp R A2 Ui Rl ik

I $ 3scale remote rename [--config-file <config_file>] <old_name> <new_name>
XD E AR R <old_names it 3scale SLBIE &N <new_name> :
Example

I $ podman run <toolbox_image_with_remote_added> 3scale remote rename instance_a instance_b

5.10. Q32N ARZF T4
{8 3scale toolbox 7E Developer Portal I3, BHr, FIH. MR, ErRsiFH/SANARRET,.

5.10.1. B2 N EREF TR
AL TS BORE N BRI

o RWAHRAN AT B TR,

o EEXE system-name, HFEMAIESE,

o MREFHEEFHEREHHINAITL, TREIHER.
o {Hf -default i1:&, M AITXIXEN --default,

e {#HF --publish i7&E LB —NZWEL AT,
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o ENNERT, EIH# R,
e {#ifH --disabled i &0 A BN AEFEITX,
o HINERTHEHE.
o RS MBS EMRSEIA, ATLLZMRS ID =X service system_name,
o toolbox EAEAPE—1,
LATR ép & B N R i & -
I $ 3scale application-plan create [opts] <remote> <service> <plan-name>
RO AR TR A LT R
Options
--approval-required=<value> The application requires approval:

true or false
--cost-per-month=<value> Cost per month

--default Make the default application plan
--disabled Disable all methods and metrics in
the application plan
-0 --output=<value> Output format on stdout:
one of jsonjyaml
-p --published Publish the application plan
--setup-fee=<value> Set-up fee
-t --system-name=<value> Set application plan system name

--trial-period-days=<value> The trial period in days

Options for application-plan

-c --config-file=<value> 3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for server
connections otherwise considered
insecure

-V --version Print the version of this command

--verbose Verbose mode

5.10.2. S EH N BREE T

IR TSRO ARE T (NRREE) , SEHNGNEEFEIT -
o {3 -default FiA T BRIA KA.
e {HFA —-publish 5, BH KA KA,

A --hide TR ok BIN AT X,

{5 --disabled 1 & B H 2H BN AR

(£ --enabled T, T#H B M~ AT,
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o RS MBS EMRSEIA, ALLZMRS ID =X service system_name,
o toolbox ERAEAE—.

e plan IESHEITXEIH, FLLZITX id =k plan system_name,

o toolbox ERAEFE—1,
T e BN ARFEITR
I $ 3scale application-plan create [opts] <remote> <service> <plan>
EEFHN ARE RN ER LT E
Options
--approval-required=<value> The application requires approval:

true or false
--cost-per-month=<value> Cost per month

--default Make the default application plan
--disabled Disable all methods and metrics in
the application plan
--enabled Enable the application plan
--hide Hide the application plan
-n --name=<value> Set the plan name
-0 --output=<value> Output format on stdout:
one of jsonjyaml
-p --publish Publish the application plan
--setup-fee=<value> Set-up fee

--trial-period-days=<value> The trial period in days

Options for application-plan

-c --config-file=<value> 3scale toolbox configuration file:
defaults to $HOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for server
connections otherwise considered
insecure

-V --version Print the version of this command

--verbose Verbose mode

5.10.3. 3N AT
LU 4S5 R AR TR

I $ 3scale application-plan list [opts] <remote> <service>
TEFIE N AR TR A LU R R

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|
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Options for application-plan
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.10.4. BN EREITX
LT &4 ERNARETH

I $ 3scale application-plan show [opts] <remote> <service> <plan>
RN AR RN R LT R

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

Options for application-plan
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.10.5. HFRAN. RZ R 1T X!
LAUTepmiHBRA REF TR
I $ 3scale application-plan delete [opts] <remote> <service> <plan>

TEMHIBR I AR A2 R 11 ) Bl 48 A LA 038771

Options for application-plan
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.10.6. /S AN BEFIT X!
R LU AR AR T S S 5 A B yaml A,

ERLUTILA :
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IET NARRFITRIFE AR,

SIET NARRFITRIRE LBEMHN,

SIERIBERBIFIMAS AN B BEOETR/ 53,

N AR ITRIHRE L BITheE e R

ARSS AT LA id =X system_name 3| f,

o N ARRFITRIAT LI id =X system_name 33| F,

5.10.6.1. N AT RIS HBIScH
LTSS HNBRREITR

I $ 3scale application-plan export [opts] <remote> <service_system_name> <plan_system_name>

Example

$ podman run -u root -v $PWD:/tmp registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale
application-plan export --file=/tmp/plan.yaml remote_name service_name plan_name

ABIER Podman B4 45 R A 89 5 S E B 2 ATBY SPWD XXk,
A=
BET export 4 :
o WHLFRARSSFON. AT RIFHAT RILIRIE.
o TLHIHALLZ stdout 3.
o INREFMH -FEIEE, NRIMERT, yaml AEFE A stdout.

TS N PR A2 R 1T Rl BN 48 A LA 087

Options
-f --file=<value> Write to file instead of stdout

Options for application-plan
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.10.6.2. N5 AN TR
UTaESANBRREITR
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I $ 3scale application-plan import [opts] <remote> <service_system_name>

Example

$ podman run -v $PWD/plan.yaml:/tmp/plan.yaml registry.redhat.io/3scale-amp2/toolbox-
rhel8:3scale2.14 3scale application-plan import --file=/tmp/plan.yaml remote_name service_name

APBIEA Podman BMHHIH $PWD X REFH AR RS AR,

5.10.6.3. M\ URL St AN AiTHI

I $ 3scale application-plan import -f http[s]://domain/resource/path.yaml remote_name service_name

BETSAGS :
o D RHARBHLL stdin, X3k URL 183X,
o MFEEH -fIATIEE, BINERT, yaml WEFM stdin FELER,
o MRFTEMERRSHEHRINATR, SRR,

e Tl param-p, --plan, AFEZTZBITNARFEITX id =X
system_name,

o MR&RABET -p LUIEE, BINBERT, MARFITIEHXE yaml AE
BT XIE % system_name from 5|F,

o [FOIBRTEILEIRS FIREN yaml AR FBEMIEIRH S %,

S AN AR R i XU A LU &

Options
-f --file=<value> Read from file or URL instead of
stdin
-p --plan=<value> Override application plan reference

Options for application-plan

-c --config-file=<value> 3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for server
connections otherwise considered
insecure

-V --version Print the version of this command

--verbose Verbose mode
5.11. BIE IR

{8/ 3scale toolbox 1£ Developer Portal R[5, F#r. FIH MRS,
FERAUTEZ RIS
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o MUIIRHHEIR B,
o EEE system-name, HEAAIESE,
o INRFEHERBIBIET, TREIHEIHER,
e {FM --disabled T7& G/ EAKER.
o HINERTH BA B,
A=
o [R5 MIBESHZEMRSEIA, TLLZMRS ID = service system_name.
o toolbox ERAEFE—1,

LU ap G Q124815

I $ 3scale metric create [opts] <remote> <service> <metric-name>

T BB HE PR 3R A LA T

Options
--description=<value>  Set a metric description
--disabled Disable this metric in all application
plans
-0 --output=<value> Output format on stdout:

one of jsonjyaml|
-t --system-name=<value>  Set the application plan system name
--unit=<value> Metric unit: default hit

Options for metric
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

511 QB EHIET

MR FTE, EEBUTHROER R, NEHUEET
o MREFEMERBIBIER, BRBIHRHER,
o fEF --disabled 77&EHTEAKIEL,

o (#f --enabled IrEEF N G BIFEIR,
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o RS MBS EMRSEIA, ATLLZMRS ID =X service system_name,
o toolbox ERAEAE—.
o I5in MBS EIEIFSIAH, TLLZIEIR ID Ki5Fr system_name.

o toolbox EEREARE—1,

LA ep 3 T 615 -
I $ 3scale metric apply [opts] <remote> <service> <metric>

TE B HTHE PRI R A LA TR -

Options
--description=<value>  Set a metric description
--disabled Disable this metric in all application
plans
--enabled Enable this metric in all application
plans
-n --name=<value> This will set the metric name
--unit=<value> Metric unit: default hit
-0 --output=<value> Output format on stdout:

one of jsonjyaml|

Options for metric
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.11.2. 5 HIEHR
LU 645 T84 -

I $ 3scale metric list [opts] <remote> <service>
TEB HHHE PRI, 558 AR LA T e 1

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

Options for metric
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml
-h --help Print help for this command
-k --insecure Proceed and operate even for server
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connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.1.3. fliBRIETR
LT &4 MBRIEHTE :

I $ 3scale metric delete [opts] <remote> <service> <metric>
TEMM BRI PRI 5 SR P LA TR 0%k

Options for metric
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode
5.12. Q&A%

{8/ 3scale toolbox 1£ Developer Portal R, R, FIHFAMRAE,

5.12.1. Q&A%
FERUTSRARSE

o MWIIRMAIEL,

o EEE system-name, HEEATIESE,

o MRHFHEEFHRBMNAE, TREIHEHER,

e @i --disabled Tr& 0/ B 5%,

o HINERTH BA B,
A=
o [R5 MIBESHZEMRSEIA, TLLZMRS ID = service system_name.
o toolbox EFRAHEAE—",

UTFaatE—1NAE:
I $ 3scale method create [opts] <remote> <service> <method-name>
RO AN {5 A LA Tk 70

Options
--description=<value>  Set a method description
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--disabled Disable this method in all
application plans
-0 --output=<value> Output format on stdout:

one of jsonjyaml|
-t --system-name=<value>  Set the method system name

Options for method
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.12.2. QIR EH 50
MRFEFFE, BERUTHSRUBRFHE NEHRAEHNSE
o MREHEEFHERELMMTEE, HHHREERES,
o {Hf --disabled & EHy FEA MA %,
e {#f --enabled ¥ri& B3y B WA E.
A=
o RS MBS EMRSEIA, ALLZMRS ID =X service system_name,
o toolbox ERAHEAE—T,

e method fIESHEHEEIA, AILLEHE id 375 7% system_name,

o toolbox EAEAPE—,
T ®SEH S -
I $ 3scale method apply [opts] <remote> <service> <method>

TE ST/ RR A LA %0

Options
--description=<value>  Set a method description
--disabled Disable this method in all
application plans
--enabled Enable this method in all
application plans
-n --name=<value> Set the method name
-0 --output=<value> Output format on stdout:

one of jsonjyaml|

Options for method
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml
-h --help Print help for this command
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-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.12.3. FIH 753k
R a oI TE -

I $ 3scale method list [opts] <remote> <service>
TEB 5 0 I 5 AR LA T e

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

Options for method
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.12.4. kR A%
LIS MR %

I $ 3scale method delete [opts] <remote> <service> <metric>
TEMH PR 75 32 0 50 AR LA T e

Options for method
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode
5.13. SRS

{8 3scale toolbox 1£ Developer Portal &, M. FUIH. ZRsKMIBRIRS.

5.13.1. QRS
LTSS 0BRSS

I $ 3scale service create [options] <remote> <service-name>
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T 8172 AR 55 S fo AR DA R 080T

Options

-a --authentication-mode=<value>  Specify authentication mode of
the service:
-'1" for APl key
- '2' for App Id/App Key
- 'oauth’ for OAuth mode
- 'oidc’ for OpenID Connect

-d --deployment-mode=<value> Specify the deployment mode of
the service

--description=<value> Specify the description of the

service

-0 --output=<value> Output format on stdout:
one of json|jyaml

-s --system-name=<value> Specify the system-name of the
service

--support-email=<value> Specify the support email of the
service
Options for service

-c --config-file=<value> 3scale toolbox configuration file:
defaults to $HOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for

server connections otherwise
considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.13.2. QI EHARS
NRHRSTEE, EEAUTARORNRS, NEHUERS :

e service-id_or_system-name I ES 2RSS A,
o TRELZERS ID, thALLZ service system_name,
o toolbox f¥ B i HiX — =
o [t DE BEM,
LUITep D EHARS -
I $ 3scale service apply <remote> <service-id_or_system-name>
TEEHTARSS o AR LA T 0 7
Options

-a --authentication-mode=<value>  Specify authentication mode of
the service:
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-'1" for APl key
- '2' for App Id/App Key
- 'oauth’ for OAuth mode
- 'oidc’ for OpenlD Connect
-d --deployment-mode=<value> Specify the deployment mode of
the service
--description=<value> Specify the description of the
service
-n --name=<value> Specify the name of the metric
--support-email=<value> Specify the support email of the
service
-0 --output=<value> Output format on stdout:
one of json|yaml

Options for services

-c --config-file=<value> 3scale toolbox configuration file:
defaults to $HOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for

server connections otherwise
considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.13.3. 7 HH RS
LTSS FIHRS :

I $ 3scale service list <remote>
TE5! H AR Z5 s {5 AR LA TR %60

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

Options for services
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.13.4. BRARSS

T4 BRiRSS -
I $ 3scale service show <remote> <service-id_or_system-name>

& TR S5 A LA 0% 0T
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Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

Options for services
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.13.5. MIFRAR S5
LU R &SRR S -

I $ 3scale service delete <remote> <service-id_or_system-name>
TEMHIBRAR 55 A (5 A3 LA T 328 97

Options for services
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.14. fI|& ACTIVEDOCS

{8 3scale toolbox 1£ Developer Portal i, FHr. FIH MR ActiveDocs.

5.14.1. QI ActiveDocs

TM API E L OIE— N #H ActiveDocs, F& OpenAP| #I% :
1. 5 APl E SGRINE 3scale, EFEMM N EIEELH -
I $ 3scale activedocs create <remote> <activedocs-name> <specification>
ActiveDocs BJ OpenAP| Hiig 2 B8, BMEUTMEZ— :
o TABERHNXHE.
e toolbox ILAMA FEHARM URL, ZiIFAHEZ http 71 https.

o M stdin o ASRIEE X B A E - 1EF 2,
TE0IE ActiveDocs Ff{# FALL T :

Options
-d --description=<value> Specify the description of
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the ActiveDocs

-i --service-id=<value> Specify the Service ID
associated to the ActiveDocs

-0 --output=<value> Output format on stdout: one
of json|yaml

-p --published Specify to publish the
ActiveDocs on the Developer
Portal. Otherwise it is hidden.

-s --system-name=<value> Specify the system-name of
the ActiveDocs

--skip-swagger-validations Specify to skip validation
of the Swagger specification
Options for ActiveDocs

-c --config-file=<value> toolbox configuration file.
Defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for
server connections otherwise
considered insecure

-V --version Print the version of this command

--verbose Verbose mode

2. 7£ Developer Portal % 1% E

5.14.2. |25 #T ActiveDocs
FERU TS OIEHH ActiveDocs (MRAEE) , HEFEREFHI APIE L EHFIA ActiveDocs :

I $ 3scale activedocs apply <remote> <activedocs_id_or_system_name>

TEE#H ActiveDocs B LI TEIN :

Options
-d --description=<value> Specify the description of the
ActiveDocs
--hide Specify to hide the ActiveDocs

on the Developer Portal

-i --service-id=<value> Specify the Service ID associated
to the ActiveDocs

-0 --output=<value> Output format on stdout:
one of jsonjyaml|

--openapi-spec=<value> Specify the Swagger specification.

Can be a file, a URL or '-' to read
from stdin. This is a mandatory
option when applying the ActiveDoc
for the first time.

-p --publish Specify to publish the ActiveDocs
on the Developer Portal. Otherwise
it is hidden

-s --name=<value> Specify the name of the ActiveDocs

--skip-swagger-validations=<value> Specify whether to skip validation
of the Swagger specification: true
or false. Defaults to true.

Options for ActiveDocs
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-c --config-file=<value> 3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command

-k --insecure Proceed and operate even for server
connections otherwise considered
insecure

-V --version Print the version of this command

--verbose Verbose mode

% 53 3SCALE API & TOOLBOX

activedocs apply 8 S HRIEEX ML, NARBKTIIE, IFE, --skip-swagger-

£ 3scale 2.8 | activedocs apply --skip-swagger-validations BT A5 1t, EATAE
. FZf#H activedocs apply EFINEMA, ELRIRNRAH, MREEEEED

validations i\ 7y true,

5.14.3. 5|1, ActiveDocs

fEALLIT 85 7E Developer Portal FIREXE XFT A ActiveDocs IER, 21&E :

* id

o R

o RLATFR

LI 1::pu

o X1 (XBWWEALUEFXAGTFHER)
o GIEHEH

o EHTENBH

AT S 3 HHFrE E LB ActiveDocs :
I $ 3scale activedocs list <remote>
EFH ActiveDocs FfiE{# B LA TR -

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|
-s --service-ref=<value>  Filter the ActiveDocs by service
reference
Options for ActiveDocs
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode
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5.14.4. fHB& ActiveDocs
LAF ep S MIBR ActiveDocs :
I $ 3scale activedocs delete <remote> <activedocs-id_or-system-name>

TEMIB& ActiveDocs g FB LA T IE -

Options for ActiveDocs
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode
5.15. S HACIEFC &

{8 A 3scale toolbox B, T RFTE Developer Portal FIRFFIE E LR IBECE.

UTaBiHREEE :
I $ 3scale proxy-config list <remote> <service> <environment>
EHIERIEES B A LU TR

Options
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

Options for proxy-config
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.15.1. ZRIEEfRE

Ut ERREEE :
I $ 3scale proxy-config show <remote> <service> <environment>
FEERRIEE BN E A LTI

Options
--config-version=<value> Specify the proxy configuration version.
If not specified, defaults to latest
-0 --output=<value> Output format on stdout:
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one of jsonjyaml|

Options for proxy-config
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered
insecure
-V --version Print the version of this command
--verbose Verbose mode

5.15.2. R ARIERE
DT SR EHMNE FRERERA R &I

I $ 3scale proxy-config promote <remote> <service>
EESFNEFREBERERA DA IMNEN, 15/ TE

Options for proxy-config
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.15.3. FHREEE

i, IREF—NBHEEM APlcast WX & B EHEE 3scale L6, % {EF proxy-config export &8
Do TEXFIERT, FEEA 3scale BB, =KfEMA APICast SPEFECE LIIE A 3scale BoE, 1EIXHIFH
BERT, BUIERE 3scale BLiE.

DTFHeSHAEA APlcast XIS E :
I $ 3scale proxy-config export <remote>
7] LATE 5 Y FB4F 3scale BB & S0 YN Bk P RO AR BC B 8 78 LA T80

Options for proxy-config

--environment=<value>  Gateway environment. Must be 'sandbox’ or
'production’ (default: sandbox)

-0 --output=<value> Output format. One of: json|yaml

5.15.4. SRENEERE

LUF deploy a5 i$&8) APlcast BLBIRFH &l 3scale MAYE FEME, SIBAEEIME (IRER
Service Mesh) ,

I $ 3scale proxy deploy <remote> <service>
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L{E M deploy f 4 APlcast BB B 1R Bl stage PMERT, ERILAEELLTIELI -

I -0 --output=<value> Output format. One of: json|yaml

5.15.5. EIKIEECE

LAF update 635 E#HEH APlcast BLi&.
I $ 3scale proxy update <remote> <service>
1% A] LUE A update €35 B #T APlcast BCEB 5 E LA T I%E -

-0 --output=<value> Output format. One of: json|yaml
-p --param=<value> APlIcast configuration parameters. Format:
[--param key=value]. Multiple options allowed.

5.15.6. B REEE

LU show @S iRENEBE) HTPasswded APlcast BB &,
I $ 3scale proxy show <remote> <service>
1EfE M show a3y, WATLUEELL TR, LUREREUEBRE APlcast BEiE :

I $ -0 --output=<value> Output format. One of: json|yaml

515.7. RBNEEE (EFH)
=
1E 3scale 2.12 /1, % proxy-config deploy S S FEHFA.
ERLUTEHS :
o RIEEE
o EEM

o REETR

MEEZER, HEHHMBERELE,

LUF deploy a5 i$ &8 APlcast BLBIRFH &l 3scale MIIE FEME, SIBAEEIME (IRER
Service Mesh) ,

I $ 3scale proxy-config deploy <remote> <service>
L{E M deploy f 4 APIcast BB B 1R Bl stage IMERT, ERTLAEELLTIELI -

I $ -0 --output=<value> Output format. One of: json|yaml
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5.16. £ #ZkEE REGISTRY

FELTFIERT, A toolbox a4 FIREE registry M 3scale JRIK A EHIEIB IR -
o Binik R IEFEOIERDM B E LK,
o BNk ARIEEEFITEMNEE LK,
o it copy R EBRFEFM,

2 3

Gk

o RVBIBEE CRIE UNRIK AP EENEE UK, BRFEFIRAEH,
o [LECHE LERBETE XONRF B Ik P R B E LR,

AT ep 5 E 1SR registry :
I $ 3scale policy-registry copy [opts] <source_remote> <target_remote>

Option for policy-registry
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode

5.17. I H N

{3 3scale toolbox FUH, GIE, Ex. NMASMMRMBREFLZAGTTF,
LIRS AN R -

I $ 3scale application list [opts] <remote>

TEFI H R R #2 B s {5 P LA TR 928 0

OPTIONS
--account=<value> Filter by account
-0 --output=<value> Output format on stdout:
one of jsonjyaml|
--plan=<value> Filter by application plan. Service
option required.
--service=<value> Filter by service

OPTIONS FOR APPLICATION
-c --config-file=<value>  3scale toolbox configuration file:
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defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.17.1. QN RRERF
fH create S A S L TE 3scale Tk FIN AT XA R EEI— DN,

FRBMAIESHNT -
o <service> &, ©RILLERS ID, tBATLLZE service system_name,
e <account> &%, BEHLURUTZ—:
o K/ ID
o MKFEEIAFMWAFG. BFHH =X user_id
o provider_key
e <application plan> &%, BRI LIEiTXl ID, tHrAILLZ1TX system_name,
e <name> [ ARRF&,
LTRSS OI2N R -

I $ 3scale application create [opts] <remote> <account> <service> <application-plan> <name>
TE O R AR B s A LU &0 -

OPTIONS
--application-id=<value>  App ID or Client ID (for OAuth and
OpenlD Connect authentication modes)
of the application to be created.
--application-key=<value> App Key(s) or Client Secret (for OAuth
and OpenlD Connect authentication
modes) of the application created.
--description=<value> Application description
-0 --output=<value> Output format on stdout:
one of json|yaml
--redirect-url=<value> OpenlD Connect redirect url
--user-key=<value> User Key (API Key) of the application
to be created.

OPTIONS FOR APPLICATION
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode
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5.17.2. B RN BRRF

UTasErNARR

I $ 3scale application show [opts] <remote> <application>

NMARFSEA -
e user_key - AP| %A
e App_id - 38 app_id/app_key XI5 OAuth #1 OpenID Connect (OIDC)JIF#E =8 &~ ID

o N FHIEFAERID

OPTIONS
-0 --output=<value> Output format on stdout:
one of jsonjyaml|

OPTIONS FOR APPLICATION
-c --config-file=<value>  3scale toolbox configuration file:
defaults to $SHOME/.3scalerc.yaml

-h --help Print help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-V --version Print the version of this command
--verbose Verbose mode

5.17.3. B2 EH N B
MBHR ARFEREE, EFINANERE, FEREUTHS0RETNBRRE

I $ 3scale application apply [opts] <remote> <application>

NMARFESHEAY -

e user_key - AP| %A

e App_id- 3EH app_id/app_key %= OAuth 1 OIDC HRiF &= E 2277 1D

o ARFAEID

o MRRRHKINARFAEFTEZAUENARSF, WHEE account IESH, BAURUTEZ— :
o i/ ID
o 3scale kP EEAAFMWAF %A, BFHMH =X user_id
o provider_key

o A TreMFME—TRRARF, ENRFAAFE 3scale P ARME—,

o (A --resume SRS EIFHIN A,

o H{ENA - FHREFEC @I --suspend ITEEH =,
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TEEH N A2 R 5 A LA 02

OPTIONS

--account=<value> Application's account. Required when
creating

--application-key=<value> App Key(s) or Client Secret (for OAuth
and OpenlD Connect authentication
modes) of the application to be
created. Only used when application
does not exist.

--description=<value> Application description

--name=<value> Application name

-0 --output=<value> Output format on stdout:

one of jsonjyaml|

--plan=<value> Application's plan. Required when
creating.

--redirect-url=<value>  OpenID Connect redirect url

--resume Resume a suspended application

--service=<value> Application's service. Required when
creating.

--suspend Suspends an application (changes the
state to suspended)

--user-key=<value> User Key (API Key) of the application
to be created.

OPTIONS FOR APPLICATION
-c --config-file=<value>  3scale toolbox configuration file:
defaults to SHOME/.3scalerc.yaml

-h --help Show help for this command
-k --insecure Proceed and operate even for server
connections otherwise considered insecure
-v --version Print the version of this command
--verbose Verbose mode.

5.17.4. BUCE RN iR
LT &4 MR R AR

I $ 3scale application delete [opts] <remote> <application>

NMARFSEA -
e user_key - AP| %A
e App_id - k8 app_id/app_key ¥z OAuth #1 OIDC $iFERH & /7 ID

o N ARRFEARERID
5.18. 5 &

BRI LR yaml #8305 3scale P @E L, LMEEALUSZ™ @S AEISIR 3scale SLBI&HIERED
3scale SEfIH, fRIISEIXE 3scale /=i, RIEFTRETHIZ™ M, HSH Q2 M@k AP R,
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WA 3scale SEHIEBMLERER, HITABEIE 3scale SEHIFRFEHAMERB 3scale @A, EFEA
toolbox 3scale copy 45,

faah
LIRS H 3scale F* @S, toolbox LA yaml & X FHEL MmE X, ZE X ETE Product #1 Backend BE
L EHRE X (CRD), MEHFELELR, 155 HEA 3scale API BEIRRVESRECB ML 3scale, BRT ™ MIIE
AMERSH, Hil yaml 21F :
o HEEEEI BBV,
o HEEEFIRBVIEIR. FAIEFBRSSHLN].
o N AITXIAFE LHIRREFE M HL].
o [RIEFEMHFINIS|ARTEITFN A E,

S RmE—MREERF, a5, EESHTMEREN, toolbox ARENREFHNR. WRE
Eek, EALERHESAZIS—1 3scale SLHIATER yaml i,

S H 3scale “@RERTLUTER :

o JRIBIT 3scale LBz AR B ERE, B, HEBBEES A 3scale LHIRERR— &N, &
BERTFTE/ ™ E M 4EBREIBE LEIZ 1T toolbox 3scale copy w3,

o MEEMA Git KETRIEHIRYE, LU yaml R4 3scale *ME Lo
3scale toolbox export 1 import e S AT BER B F &0 IR E 7= 7E Lo
B
ERA LR IZ1T export 67 :
I $ 3scale product export [-f output-file] <remote> <product>

export a5 A LU 4 3% F| stdout 3301, BRIME N stdout, EfFHH A X EI— 0, 15ER -f
5 -file LTIIE E A .yaml BISTH & TR,

I <remote> B N S IREMAP T H ™ MY 3scale SLKELH 3scale N K P Al &3k URL, BXIEE
LEIHBEMI B ZE R, S HE R &k,

1F <product> B NEE S HI™ BRI LT 3scale ID, 7= A5 IEIEE R 3scale R FEIK
KB, A LUTEF” f Overview TIEM 3scale B[ TP HHE” MRS LT, EiXE™ MY 3scale

ID, i%i&1T toolbox 3scale services show %%,

Example

T4 M5 my-3scale-1 SER MK 7 X EHY 3scale LB S H petstore /&, FIFEHHE petstore-
product.yaml 3244 :

I $ 3scale product export -f petstore-product.yaml my-3scale-1 petstore
LT 2 Default APl 7~ @BEIFEFIERHA
apiVersion: vi

kind: List
items:
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- apiVersion: capabilities.3scale.net/vibetat
kind: Product
metadata:
annotations:
3scale_toolbox_created_at: '2021-02-17T10:59:23Z7'
3scale_toolbox_version: 0.17.1
name: api.xysnalcj
spec:
name: Default API
systemName: api
description: "
mappingRules:
- httpMethod: GET
pattern: "/v2"
metricMethodRef: hits
increment: 1
last: false
metrics:
hits:
friendlyName: Hits
unit: hit
description: Number of API hits
methods:
servicemethodO1:
friendlyName: servicemethod01
description: "
policies:
- name: apicast
version: builtin
configuration: {}
enabled: true
applicationPlans:
basic:
name: Basic
appsRequireApproval: false
trialPeriod: 0
setupFee: 0.0
custom: false
state: published
costMonth: 0.0
pricingRules:
- from: 1
to: 1000
pricePerUnit: 1.0
metricMethodRef:
systemName: hits
limits:
- period: hour
value: 1222222
metricMethodRef:
systemName: hits
backend: backend_01
backendUsages:
backend 01:
path: "/v1/pets"
backend_02:
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path: "/vi/cats"
deployment:
apicastSelfManaged:
authentication:
oidc:
issuerType: rest
issuerEndpoint: https://hello:test@example.com/auth/realms/3scale-api-consumers
jwtClaimWithClientID: azp
jwtClaimWithClientIDType: plain
authenticationFlow:
standardFlowEnabled: false
implicitFlowEnabled: true
serviceAccountsEnabled: false
directAccessGrantsEnabled: true
credentials: query
security:
hostHeader: "
secretToken: some_secret
gatewayResponse:
errorStatusAuthFailed: 403
errorHeadersAuthFailed: text/plain; charset=us-ascii
errorAuthFailed: Authentication failed
errorStatusAuthMissing: 403
errorHeadersAuthMissing: text/plain; charset=us-ascii
errorAuthMissing: Authentication parameters missing
errorStatusNoMatch: 404
errorHeadersNoMatch: text/plain; charset=us-ascii
errorNoMatch: No Mapping Rule matched
errorStatusLimitsExceeded: 429
errorHeadersLimitsExceeded: text/plain; charset=us-ascii
errorLimitsExceeded: Usage limit exceeded
stagingPublicBaseURL: http://staging.example.com:80
productionPublicBaseURL: http://example.com:80
- apiVersion: capabilities.3scale.net/vibetat
kind: Backend
metadata:
annotations:
3scale_toolbox_created_at: '2021-02-17T10:59:34Z"
3scale_toolbox_version: 0.17.1
name: backend.01.pcjwxbdu
spec:
name: Backend 01
systemName: backend_01
privateBaseURL: https://b1.example.com:443
description: new desc
mappingRules:
- httpMethod: GET
pattern: "/v1/pets”
metricMethodRef: hits
increment: 1
last: false
metrics:
hits:
friendlyName: Hits
unit: hit
description: Number of API hits
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methods:
mybackendmethod01:
friendlyName: mybackendmethod01
description: "
- apiVersion: capabilities.3scale.net/vibetat
kind: Backend
metadata:
annotations:
3scale_toolbox_created_at: '2021-02-17T10:59:34Z"
3scale_toolbox_version: 0.17.1
name: backend.02.tiedgjsk
spec:
name: Backend 02
systemName: backend_02
privateBaseURL: https://b2.example.com:443
description: "
mappingRules:
- httpMethod: GET
pattern: "/vi/cats"
metricMethodRef: hits
increment: 1
last: false
metrics:
hits:
friendlyName: Hits
unit: hit
description: Number of API hits
methods:
backend02_method01:
friendlyName: backend02_method01
description: "

S HfME XD Product CR

21T export e G, EALIEEHHELRE 7 mBEE LIR(CR). WA 3scale EHIE & XA CREUR

FLUTRE -

o INRE LT threescale-provider-account secret, 3scale operator &7EF % secret FRiHH]

3scale LA A& product CR,

o ME&EE X threescale-provider-account secret, ABLINRMBZZEAHRRET 3scale L4,
%™ & CR IS F %R ZE[AI A, 3scale BIFERIIE LM AL A F AR CR,

o ME&EE X threescale-provider-account secret, MR ™5 CRFAEMMEZEHAEE

3scale SLf5l, 1] 3scale REZF I & CR Rt A RMUR S,

RIZIETEE & 3scale-provider-account Hl#BIer £ 2 [ Rz 1T LA T 6p H
Fl| 3scale 5251, 1%5Lf57E 3scale-provider-account secret FFRiA :

I $ 3scale product export my-3scale-1 petstore | oc apply -f -

HhbrR
o {FFH 3scale 2 /F2RECEFVIES 3scale

® 3scale APl Management #{E2RANMIFRR B & L FREE A
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% 53 3SCALE API & TOOLBOX

5.19. & AT &
EHEZ A 3scale LAIRFERAHERM 3scale M (LR B IR 3scale SLB3% A MLERER) , 1IEM—
3scale L5 H 3scale M, HFRHESFAEIF— 3scale 3E£fl, BES A M, 151517 toolbox 3scale

product import £,

WA 3scale SEHIEBMLERER, HITABEIE 3scale SEHIFRFEHEERB 3scale @A, EFEA
toolbox 3scale copy 45,

£y
LIRT A 3scale I @, toolbox HFELL .yaml X #IF511E Product #1 Backend B E X FIRE L
(CRD), f&AILLEITIZ1T toolbox 3scale product export f-5 s F o012 .yaml /& X7 E L EIKEL
It .yaml R&,
MRESET @, FANENSEFENANS, HPaE:

o HEEEEI” MBEIR,

o HHIERIRBVIEIS. HIEFIBRITHLN.

o AT E LHIBREFIE M AN,

o [RIEFIEMINIBIFARIIEITFI AL,
MREBEN, BALES A 3scale LHIRTER S AR .yaml Hit,
import s T EBFEFME., BAUZRZITERFAR -, FEERMN 3scale BERIFAZE., MRS
AR EIE R, NaUREMEFZTZmS, MR import T2 TT/ATE 3scale SLBIFRIKE“ @, ©
KNI fh. BIERAE yaml E LAHE LHEMTEIR. AiESEiR, BIEATE 3scale SEFIHIREN,
FELUTERTS A 3scale F°da :

o JRINBIT 3scale LBz AR B ERE, B, HEBEES 3scale LHIRERR— &N, &
RERTFTE/ ™ E M 4EBREIBE LEIZ 1T toolbox 3scale copy w3,

o MEE(EA Git HETIRITHIRT KA 3scale I E L (KA yaml &) ,
3scale toolbox export #1 import fe S A BER B F &0 IR E 7= S iE Lo
B
21T import Sp HEAX MR -
I $ 3scale product import [<options>] <remote>
import a5 M stdin SSUEFRER .yaml i A, BRIME stdin,
1 R] LASE TE X L eI

o f -file FIRUFRMEIEER .yaml SXEFREEI A, HXHFSTEE— 3scale *FTE
X, 1Z%E X E1E 3scale Product #1 Backend CRD,

e -0} --output iR json =k yaml HiiE ks, EFFHETEEENERXSFANRE, K HHE
XA json,

F <remote> BN SRE T AL B9 3scale SLAIKEXE) 3scale HENEIK A& URL, BRIEELL
WEEMESER, HEHEE LR FFIL
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Example

LA en 434 petstore-product.yaml F7E L7 5 5 A 25 my-3scale-2 #E1 ik - KEKHY 3scale SE4
F, BRINBERT, FARBHNIRERA .json B,

I $ 3scale product import -f petstore-product.yaml my-3scale-2

import sa S HIE I S AT E MRS, F0 :

api:
product_id: 2555417888846
backends:
backend 01:
backend id: 73310
missing_metrics_created: 1
missing_methods_created: 1
missing_mapping_rules_created: 1
backend_02:
backend id: 73311
missing_metrics_created: 0
missing_methods_created: 2
missing_mapping_rules_created: 1
missing_methods_created: 1
missing_metrics_created: 1
missing_mapping_rules_created: 2
missing_application_plans_created: 2
application_plans:
basic:
application_plan_id: 2357356246461
missing_limits_created: 7
missing_pricing_rules_created: 7
unlimited:
application_plan_id: 2357356246462
missing_limits_created: 1
missing_pricing_rules_created: 0

SH@RIMEE LHROIGL T 5 H 7 MBI RE,

5.20. M5 AT mERgHE

fRa] LU AR HE S e S ARl yaml X json AR, ERS1TH, RIEH id =k system 5| Hi%™
fho fRAIISEIZIE 3scale M, ARBEFTRESHITFAT RAIRIEEE, HSH0IZEH ™ iz AP
M.

export L HIRE
o N RILIE MBI RILIRIE,
o RINERT, BHNMBEEATERL stdout, fir&a AT RGSNKEEASHE,
o MHHIHEEXN json = yaml, HER, EIAMEX N yaml,

ST AR SRR HE RO R Bl T

I NAME
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export - export product policy chain
USAGE
3scale policies export [opts] <remote>
<product>
DESCRIPTION
export product policy chain
OPTIONS
-f --file=<value> Write to file instead of stdout
-0 --output=<value> Output format. One of: jsonjyaml

o LITRIFEREESHE yam FHXHHMERER :

I $ 3scale policies export -f policies.yaml -o yaml remote_name product_name

import s IR -

o ESIFMITER A stdin AN A, X E -f FILE bR, SFMXEFRIEH A, %E -u
URL Fr&fE, $FM URL ARisEEUE A

o SAMRATLLZ yaml = json, EARFEIBEHKN, EN toolbox KBEFNRMNEIE,
o INARMEMTTFANEES., AR SET &,
o FIAENBLIULERERL 3scale AP,

ST fn SRS HE RO TR BT

NAME
import - import product policy chain
USAGE
3scale policies import [opts] <remote>
<product>
DESCRIPTION
import product policy chain
OPTIONS
-f --file=<value> Read from file
-U --url=<value> Read from url

o LITEMXMHHSARBENSSER -

I $ 3scale policies import -f plan.yaml remote_name product_name
e LITEMURI S ARBENG SR :

I $ 3scale policies import -f http[s]://domain/resource/path.yaml remote_name product_name

5.21. £%l API j5im%
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EIBER 3scale R4 LOUIBIEEIR APl BinHEIAR, BANERT, BnRSatERERmRSAIRE
%=

o MREEHETHEMERSLMNGEHR, NK0EE,

o MRBLETHEMMERALHNGER, NWSERE. NORBRIVBEIRNTGE, MRAANTEE
BRI T .

& LU#E A --target_system_name jE1I%E & R B,

SHRMHG
SHILLT API Bl -

o IEWL
e Hk
o BRHHIN : B |SRE HIFIEHL,
iz
o HIALITaGER AP fFif :
I $ 3scale backend copy [opts] -s <source_remote> -d <target_remote> <source_backend>

8 E I 3scale SEBI AT LLE IR R FREE URL,

=

MRENENMDER BN APl Gk, BRI LMERZD 9852 MNain, &0
LLBi 8 E AR B --target_system_name name % X & #lIE— Fif.

ES 4 AP FEREERA LT A :

Options
-d --destination=<value> 3scale target instance: URL or
remote name (required).
-s --source=<value> 3scale source instance: URL or

remote name (required).
-t --target_system_name=<value>  Target system name: defaults to
source system name.

PUF Rl 48R 7 0{a@id o -target_system_name 15 ERNENEEZ REF API [T :

$ podman run registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale backend copy [-t
target_system_name] -s 3scale1 -d 3scale2 api_backend_01

5.22. £l API ™ 5
TEB¥r 3scale R _EOIEIEEIR APl @mBEIA, BIAERT, IR AP RRALHELEEREIRR
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o MR EBFTIEL system-name 97 5, NISFHE, NAIRRDBIIERIAE, MmERETHLN]
2B MBI AL,
& LU#E A --target_system_name jE1%E & R B,

SHe9H M4
SHILUT API = R

o EEMKE

o IEIRFITTIE

o BRFHN : EflWERME K,
o NAREITR. EMHNIFMRE
o ARFEAZMN

e ZRBX (policy)

* [Fif

® ActiveDocs

iz
o HIALITaGER AP :
I $ 3scale product copy [opts] -s <source_remote> -d <target_remote> <source_product>
18 E M 3scale SLBIR] LLZmRE & ek URL,
=

MRENEBIODEHEN AP R, BALUERZN GSE6ZAN " R, &7
LUEiT R E AR ER -target_system_name name X% % & #lE—7 &,

EE 4 API 7= @SB LT ED

Options
-d --destination=<value> 3scale target instance: URL or
remote name (required).
-s --source=<value> 3scale source instance: URL or

remote name (required).
-t --target_system_name=<value>  Target system name: defaults to
source system name.

PUF Rl 48R 7 0@t —-target_system_name I8 ERNENEEZ REF AP @ -

$ podman run registry.redhat.io/3scale-amp2/toolbox-rhel8:3scale2.14 3scale product copy [-t
target_system_name] -s 3scalel1 -d 3scale2 my_api_product_01

5.23.SSL #1 TLS #EHERR
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FUNENABREREERETZ/XBEREM(SSL/TLS)B R,
MREER S B SSLIETHMERM A, ErT A TEMERTRENIES, AT R, Flm, AR

BIEHR ¥R SSL certificate problem: self signed certificate =X self signed certificate in certificate
chain,

¥ =
1. {5/ openssl TEGEF2ENUE, 40 :

$ echo | openssl s_client -showcerts -servername self-signed.badssl.com -connect self-
signed.badssl.com:443 2>/dev/null | sed -ne '/-BEGIN CERTIFICATE-/,/-END
CERTIFICATE-/p' > self-signed-cert.pem

2. WBIRIERER curl EE T, 540 :
I $ SSL_CERT_FILE=self-signed-cert.pem curl -v https:/self-signed.badssl.com

MBIFPEETE, BRABIRSG SSL iR, MBIUFPLEESETHE, EZAEH -k & (5
HEKFR --insecure) 21T curl %, XRREMEN FEHMAEI WAL LMRS BIEFH R
3. ¥ SSL_CERT FILE I/ EZ- &R N% 3scale 85, 40 :

$ podman run --env "SSL_CERT_FILE=/tmp/self-signed-cert.pem" -v $PWD/self-signed-
cert.pem:/tmp/self-signed-cert.pem registry.redhat.io/3scale-amp2/toolbox-rhel7:3scale2.14
3scale service list https:/{ACCESS_KEY}@{3SCALE_ADMIN}-admin.{DOMAIN_NAME}

ABIER Podman BERSHPEHIEE XM, SREZHAT LRI $PWD X4k,

H—Fh 752 EF 3scale toolbox FRARVE A EME R OB E B O M toolbox Hiff, ARREMRHE
oA EIEBE .,

HbBR
® Red Hat Certificate System 3 #4

—,—

® 1T Red Hat Enterprise Linux 8 &, Z2{THEE Linux &%y
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https://access.redhat.com/documentation/zh-cn/red_hat_certificate_system/9/html/planning_installation_and_deployment_guide/planning_how_to_deploy_rhcs
https://access.redhat.com/documentation/zh-cn/red_hat_enterprise_linux/8/html/building_running_and_managing_containers/index

%5 6 Z 7£ 3SCALE API &1 rhihi API If1E

28 6 = £ 3SCALE API B2 gt API P18

AP| IR FZ R A NHE T 3scale BIE| | EIEM AP B AIFR, ARG, BELUEITFZIMBREE AP
FiR. AP|I EIRIMEEIELT :

o AFFL. MERIE(QA). EAMETHWRREINMNE,

o ATEEHBSH AP EIRHMFSKEI THARREIME
7118 3scale API BIE ™ mUR API U — API HF &, EHRTRATFRINMEEREHN API FIRIARE,
B TR NIRH 3scale = RS API EABERER, EEBUTEHS :

o BINEHT @

® 3scale API B RER LA

® 3scale API EEREAHE

e {FF APlcast W% 1T 3scale AP| EIE

6.1. BN IMER &

LA ENEAD AP BIREMEME R HIRE 3scale M. EEN"mA, BEETMXNEEMX, LUEEE
SR ER APl Bim— R 2R FHIR F X R KB BRI B K,

Production Product => Production Product APlcast gateway => Production Product API upstream
Staging Product => Staging Product APlcast gateway => Staging Product API upstream

1 APl RIREMEECE ™ @, SRR :
o (HRIME API BiRAIEA URL 01— EiR,
o FABHREBE / FEimRMEEAER™RP,

TR
o QRN IEH
o Name: Dev
o Private Base URL:API [iifH) URL
o B3 Dev " M
o Production Public Base URL:https://dev-api-backend.yourdomain.com

o Staging Public Base URL: https://dev-api-backend.yourdomain.com

o ﬁﬁq}éﬁ#ﬁﬁg?ﬁ/ //J\\jJ[] DeV }:lﬂﬁo

QA IR
o & QA FiH
o ZF:QA
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#creating-backends-for-your-products_configuring-your-api
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#adding-backends-to-your-products_configuring-your-api
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#adding-backends-to-your-products_configuring-your-api
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o Private Base URL:API [ii#B) URL

o I QA&
o Production Public Base URL:https://qa-api-backend.yourdomain.com
o Staging Public Base URL: https://qa-api-backend.yourdomain.com
o fERFIREE /AN QA Fif,

H7EMR

o (4 FiR
o Name: Prod
o Private Base URL:API [ii##BJ URL

o AIRE "M@
© Production Public Base URL:https://prod-api-backend.yourdomain.com
o Staging Public Base URL: https://prod-api-backend.yourdomain.com

o ERRFIMEE / RINE IR EifK.

Hith BHR

® 3scale API B ME—4,

6.2. 3SCALE AP| &3 SR
Xt F 3scale NEREREB LA, BLZMARTTLULE 3scale XEIE API FiRIfE,
o B AP|I FiRIMER —HIMA 3scale S5

o (M %7H IhEER 3scale L4

6.2.1. NI 1EFRES 3scale APl &I SL{H
1EixXFhAER, NED AP GIHIMEERE — N EIRAY 3scale SEHI, XFhEEMBILAE F BN IMEER SR
BERE, RIS EHENEUEFESEMEIR, A0, E—NEMERFITHEM G ENRET S E IR
BRI TR,

T=

BT AR, XMOBREEENY, BEREELZETIRMYES . OpenShift EHEEH]
BHRFEEXLEHANTR, MA—EE 3scale 2L,

L

6.2.2. B IERRE 3scale API HIEFH
FESASEAER T — 3scale T, BSHPIHEBTERS AP| EHh,

BRI -
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#adding-backends-to-your-products_configuring-your-api
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#adding-backends-to-your-products_configuring-your-api
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/getting_started/index#first-steps-with-threescale_configuring-your-api
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#multitenancy_2

%5 6 Z 7£ 3SCALE API &1 rhihi API If1E

o EHANFEFW, AIEIFIEM 3scale =SR2 IAIBY 1313 1/NBRE,
o RIFJE, EBENMNEAFEEFT—NHZAN MIIMEFFE Z A A —1 81 B9BRET,

o JH=ANES API FIHIHENNHIFE, Bl dev-tenant. ga-tenant. prod-tenant, jXFh75i%
HILRETF, ERFINENZESE, BEAXZMNYIETIR,

pa -3
R4, DN AP INEMA B ER SN E NS —RENREREE, FEZEHEMN
W R,
6.3.3SCALE API EIZRE A E
3scale API BIEAERSLHIAp IR 5% ATILVHEE A, Hi -
o FTFHEFIMERMIL 3scale 5L,

o fydev #l qa MAIFEE T IAMEIR M S IRAY 3scale SL5I, BEHEHIRRIFE,

6.4. 8 APICAST M Xxi#1T 3SCALE API EIE
X F 3scale WERERE LA, BN ANER AR HARILE 3scale EEE API FimifE :
o =/ 3scale TEMTHNHNE APlcast Wx, HEEMETFEA,

o ¥ %489 APlcast MK EBZE ;21T 3scale B OpenShift 8%,

6.4.1. APlcast REBRIAMI X
LEF APlcast RIEM XA, FRLdAEEERN AP EiRfEL) 1A APlcast W% 3scale API
B, Y4 3scale Master Admin FRINFAFES, 4 production M & APlcast WX FB9FH 7 G| E—1
B, HSH T®REHES T

® <API_NAME>-<TENANT_NAME>-apicast.staging.<WILDCARD_DOMAIN>

® <API_NAME>-<TENANT_NAME>-apicast.production.<WIDLCARD_DOMAIN>
Eit, MRSEIRREMESNEN AP BiRIMEEHIRGE CHERE, Fim :

® Dev <API_NAME>-dev-apicast.staging.<WILDCARD_DOMAIN>

® QA <API_NAME>-ga-apicast.staging.<WILDCARD_DOMAIN>

® Prod <API_NAME>-prod-apicast.staging.<WILDCARD_DOMAIN>

6.4.2. i HJ APlcast Mk

KA APlcast X 2 ERE FI5 3scale SLBIFTZITEEETFEM OpenShift £ L, XBMEAH M
APlcast X AERIE—F, F5) APlcast FH{ERMIMEL E0 S
THREESCALE_PORTAL_ENDPOINT B9{EEUR FiN{ali% B A4 B9 APlcast %,

HIHEY APlcast Mx® FHF & APl FinifE, H40 :

I DEV_APICAST -> DEV_TENANT ; DEV_APICAST started with
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#threescale-onpremises-instances
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#apicast-deployment-options
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#multiDomain
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#connecting-apicast-from-different-openshift-cluster
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#threescale-portal-endpoint
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THREESCALE_PORTAL_ENDPOINT = admin portal for DEV_TENANT

QA_APICAST -> QA_TENANT ; QA_APICAST started with THREESCALE_PORTAL_ENDPOINT =
admin portal for QA_APICAST

PROD_APICAST -> PROD_TENANT ; PROD_APICAST started with
THREESCALE_PORTAL_ENDPOINT = admin portal for PROD_APICAST

THREESCALE_PORTAL_ENDPOINT H APlcast i F FHEEE, T AP BiRIfEHE —H E#E
FB 1 JRAY APlcast M3, THREESCALE_PORTAL_ENDPOINT 4B A MSE 1S, HhaskE
FiZ AP B MERIFT AT MECE.

4 APlcast %A HF S APl [BikiAE, 1E4MHI+, THREESCALE _PORTAL_ENDPOINT % &%
FEE,

Hth BHR
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/admin_portal_guide/index#master_admin_portal
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/glossary/index#api-provider
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/glossary/index#product

%5 7 % {1/ 3SCALE API &2 TOOLBOX BT API 4 EHA

8 7 = {#1F 3SCALE API 2 TOOLBOX Bl T APl £ 4xE EA
AFE UL T L108 3scale AP BB API £ BN, FHERT AP N ENM{EE 3scale toolbox
R ER Jenkins FFELE R/ FFEERE (CI/CD)EE B HUTEREM R, T 7 i ERZ =Bl Jenkins
Cl/CD Ei&. fafEfE 3scale HEZECIREE X Jenkins EELARIMNMAMLFFIACIREE LEE :

o 5717 "API £ £n EHRRT EXARE
o 25727 "ERERMI Jenkins Cl/CD &E&"

e 2737 "{FH 3scale API B Jenkins HEE DR EE"

o 5747 "FHA Jenkinsfile /& E"

7.1. API 4 B A ER B

API £ BBRHIE T QIR API N BEOFTEES), BREHAAM. Iscale T AP HEITIIITSER)
AP ERRMEE, RTRIET AP ESRMRNENNE, FHE T R EFTSR,

THERT EMET AP SR E, URAMET AP FERERME :

7. Secure 8. Manage 13. Monetize

6. Deploy 12. Monitor
5. Implement 11. Consume
1. Strategy
9, Discover 10. Develop
v ==
YIIE BRI IF AP N B HARIZ T, ke, SREBMEEM ERLIKR APIE T E BRI E
FirER,

7.1.1. AP| {5 75 A B
AP 122 EEEM B ETFIEE. FLAMEWE AP, TXHERTEMMN BB R -
K 7.1. AP| L5/ 5 4 dp R HAR T EX
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Stage B#r

1.Strategy HE API A RGEE, SIEBR.
YR, Brmiz. BESHEIE T
%o

2.Design REIOIE API &R, LAFRERINE 2

(IR RIT R R, ISR RIS FF R X
K0 EmmfE (Bin, A
Apicurio Studio) o

3.Mock H—F 18 E A B LR AI RN E Y
APl &R, 4t API B/ REFRE
i

4.Test H—HIEEEETRTIHFAFL

B API B9 S TIERRY API & H,

5.Implement fEFZIIE Fuse SUIBIEIFRMIFF 4 15
EEEMMESRLHE APl FA{RCHE
5 APl &RIEEAL,

6.Deploy {87 A 3scale toolbox #J Cl/CD
EEBE T API £, MK, &8
EMNEE,

7.Secure AR APIIZE (B, ERAZE

FALEBEMBNRENI) .

8.Manage AHEERIME, RAZSE. FH
M{EAZ A APl 12,

7.1.2. APl {EFEEFEH

V=
A

HE B AR EERTT R LLSE I B
*/j;\o

LMERZE NSO API &R E LAl
BT API ZHBEHE, API AR
#T Rt

AL AP 23K, IREIESER
B, API & =M =B,

OIE—HIWIN . API TR EIR
Rk S5 TIHA TE AR

AP| BELHE, MNRFEHTE L
AP| EIEINRE, LRFFK 3scale
APlcast $EEE,

Cl/CD BBt ANER. M
. EBEMEIE API B4~ 1E,

HEREiEm. REM |

HRRMITEBZRINL, ATUKME
BB AP (5130, 1E X ARATESILL
A e BEERXT AP BAEEER) o

APISET & B HAN R E T RF. 2K MHE AP LISER, TXEdR TSN ERBIRMLER

K 7.2. AP Tt B S A AN Bx

Stage B#r

9.Discover AP RAGB=ZAFLXAL. &
EIKEEFRIRER A o

10.Develop BSHATE=ZAFLAR, &fF
TKEEFIREBFR P ETF API FF LR A
2R,
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R

FENA 2N, R
BRI T A NG
(5040, {EF 3scale

ActiveDocs) .

FEANG T SERELE. 5/8
MEIL, APIFFZ AN B ABRGH A
FOLRDI R e Sl TR A& At A B B4,



%5 7 % {1/ 3SCALE API &2 TOOLBOX BT API 4 EHA

Stage I=F23 =3
11.Consume KR IBRBTIR N API B F SERBIN BRI H0E 2, F#
EIE AP A, LMW RFHIM B FIRE. AP A

PRI BAM CI/CD BEERR AP 2
A i ID/secret £ K.

12.Monitor IWEBX API R, FEMFALAN B THERS, (EFRKRET AP
RB5ER (Fim, FERE—D MKP (FiW, EBSTHE. &
Hello World ! ) B9$§¥7, DEERE. ERE) .
13.Monetize BRI EhET RO X (LERER=2 ™ i, FKE/NE AP AR,
pris: DI BRttmE, FERFRBERSE
RETT TR,

7.2. SRE R JENKINS CI/CD E&

{8/ 3scale toolbox By API £ apEEA B shLME T API &4 BHIMER BN ER, FHALLEMER ClI/CD &&
kBt APl BEERAR, KTNENAIERE A 3scale toolbox HIRMAI Jenkins Bi& :

e 557217 "Jenkins Cl/CD &E&E R A"

o 257227 "&& 3scale API BRI EINE"

e 557237 "IX& 3scale API BIENERIAE"

o 57247 "~ OpenlD Connect ZRELLHE H m B K"

o 557257 "% 3scale APl BIE toolbox F/E Fi[A]”
o 7267 "BE API [Fim"

o 7277 "EBBEBREEM APlcast SLI”

o 7287 "REMIMBERFIEER"

e 557297 “3scale API BIE toolbox HJ AP| £ B HA B 5L BRHI”

7.2.1. Jenkins Cl/CD & &R/

LAF/RBITE Red Hat Integration i FEHRIRHEE, 1E NI API & an EHA B 3L A2 FIERE Jenkins B
BRI

& 7.3. Jenkins £ ZFEE B A

EE T 1=/ 7578 Preyid
SaaS - APl 581 3scale & AP| B%H
BH - 3scale FEE ] 3scale RERLR None

Z, APlcast B EE
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https://github.com/rh-integration/3scale-toolbox-jenkins-samples/tree/master/saas-usecase-apikey
https://github.com/rh-integration/3scale-toolbox-jenkins-samples/tree/master/hybrid-usecase-open
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BTG =f 75784 z£H

Hybrid - OpenID Connect 3scale & 3scale AERER OpenlD Connect(OIDC)
&, APlcast BHERE

ZINE 3scale FEFF A, M FI4ET” LFE AP| 23%H
&, APlcast B EE
15 R 3scale EFF L. MIXFIE” LIE API ®4H, FE. OIDC

&, APlcast B EE

XL RBIME A 3scale Jenkins FZF 1 3scale toolbox HE K API BIEIhEE, HUTAZHHHILE
SRE, BRLMER LB FEF A & DBl A5 R4 OpenShift AR SRR EE &,

BF

THIEEFRMNAREFUE N RAIRM. LIETEXRER AP CLI FIEMRHIE BN AN
#O, EXTEEEEE e E R RAIE B F.

7.2.2. X & 3scale API EIRIEEIfE
FrA Jenkins Cl/CD BERIEFEE X E 3scale Hosted I1&,
p= Y=

SaaS - API 2. %ZIfEEF] Semantic MiAEE {FFH 3scale Hosted, BH - AR FLES
- OIDC EEtH{EF 3scale REPERE., HIES A 1% E 3scale NERINE,

SoREH
o RAA— Linux T{Euk,
o R —A 3scale BEIIR,
o R IB— OpenShift 3.11 &8, OpenShift 4 BRIAZ X #F.
o BXYFEEBEMELESR, 155 Red Hat 3scale API EIE L FHWEE TIHE,

e 1N OpenShift 344 HFfR, R OpenShift BH2ZE LB /S M 7 BECRIEEH,

% =3
1. BRIMM 3scale HEBE | HEHIA,
2. ERNTIR P EIE API BEE AIRIABRBIHT I A 45 R,
3. REFEMMIVT R SRELUBLUSER. 0

I $ export SAAS_ACCESS_TOKEN=123...456
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https://github.com/rh-integration/3scale-toolbox-jenkins-samples/tree/master/hybrid-usecase-oidc
https://github.com/rh-integration/3scale-toolbox-jenkins-samples/tree/master/multi-environment-usecase
https://github.com/rh-integration/3scale-toolbox-jenkins-samples/tree/master/semver-usecase
https://github.com/rh-integration/3scale-toolbox-jenkins-samples
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#api-lifecycle-setup-3scale-onprem-3scale
https://access.redhat.com/articles/2798521
https://docs.openshift.com/container-platform/3.11/install_config/router/default_haproxy_router.html#using-wildcard-routes

&5 7 2 {#f 3SCALE API I TOOLBOX B#IHIT API 4 EHA

R7F 3scale I BYEM, LI, X2FHE |7 URL # -admin.3scale.net RIERFRF
g, flan -

I $ export SAAS_TENANT=my_username
SHEIEE 1 8 Audience > Accounts > Listing,
¥ Developer,

1% FR ALK, ID, X2 /buyers/accounts/ /& URL IR /E—&84%, 5130 :

I $ export SAAS_DEVELOPER_ACCOUNT_ID=123...456

7.2.3. % & 3scale API EIERNERIfIE

I.l:b [=]

- FFIFE A - OIDC = Jenkins Cl/CD B REEIXE 3scale RERIFIE,

NREFREXLE RS RAEE, UK E 3scale NERERBIMEF 3scale FTEEIE, 5
HE A K& 3scale API BIEEEIfIE,

FRFH

1R — Linux TAFuk,

IR — 3scale RERIFE, B XEA OpenShift REIENR 2% 3scale REREYIENE, ESH
3scale AP| EIE 241,

BB — OpenShift 4.x &£8%,
o BXXHHBMNEZER, 1ESH Red Hat 3scale AP BIEZHMELE T1ME.,

40 OpenShift 3X#4 AAf, FAER OpenShift BRIz LEE A T @R H,

B RIRBY 3scale NEREER| ] 1 iEEHIES
HRTIK B IR APl BB B A RIFBRBOET T 5] 45 k8
REERNIASEUSLUEFER, fim :

I $ export SAAS_ACCESS_TOKEN=123...456

{R7F 3scale P BFRLUMELUGER -

$ export ONPREM_ADMIN_PORTAL_HOSTNAME="$(oc get route system-provider-admin -
o jsonpath='{.spec.host}")"

ESRECFFEGH ¢

I $ export OPENSHIFT_ROUTER_SUFFIX=app.openshift.test # Replace me!
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#api-lifecycle-setup-3scale-hosted-3scale
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/installing_red_hat_3scale_api_management/index#install-threescale-on-openshift-guide
https://access.redhat.com/articles/2798521#3scale-api-management-27-2
https://docs.openshift.com/container-platform/4.12/networking/ingress-operator.html#using-wildcard-routes_configuring-ingress
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$ export APICAST_ONPREM_STAGING_WILDCARD_DOMAIN=0onprem-
staging.$OPENSHIFT_ROUTER_SUFFIX

$ export APICAST_ONPREM_PRODUCTION_WILDCARD_DOMAIN=onprem-
production. SOPENSHIFT_ROUTER_SUFFIX

{5.04/515% OPENSHIFT_ROUTER_SUFFIX K{& % & )y OpenShift 2 i 339 544
(40 app.openshift.test) .

6. FHEECATEE RN AR] 3scale PEREHIA -

$ oc create route edge apicast-wildcard-staging --service=apicast-staging --
hostname="wildcard.$APICAST_ONPREM_STAGING_WILDCARD_DOMAIN" --insecure-
policy=Allow --wildcard-policy=Subdomain

$ oc create route edge apicast-wildcard-production --service=apicast-production --

hostname="wildcard.$APICAST_ONPREM_PRODUCTION_WILDCARD_DOMAIN" --
insecure-policy=Allow --wildcard-policy=Subdomain

7. SHREIEE ] H Audience > Accounts > Listing,
8. H.; Developer,

9. {&7F FA ALK ID, ;X2 /buyers/accounts/ j§ URL BIRE—H 4 :

I $ export ONPREM_DEVELOPER_ACCOUNT_ID=5

7.2.4. ) OpenlID Connect ZFRE 4105 P s B 5

SNRE{E A Hybrid - OpenID Connect (OIDC) 5 Semantic hiiA REIEE, HHITAT S RER
3scale BBBLMGH KB, X2 OIDC BRKIFFBEEM, EMMERPEHER,

it =

1. #2088 Red Hat Single sign-on SXR4FRFm®, ERELLIEH mE K 7.3,
ARGl SiRE 7 — A Eshd

$ oc replace -n openshift --force -f https://raw.githubusercontent.com/jboss-container-
images/redhat-sso-7-openshift-image/sso73-dev/templates/sso73-image-stream.json

$ oc replace -n openshift --force -f https://raw.githubusercontent.com/jboss-container-
images/redhat-sso-7-openshift-image/sso73-dev/templates/sso73-x509-postgresql-
persistent.json

$ oc -n openshift import-image redhat-sso73-openshift:1.0

$ oc policy add-role-to-user view system:serviceaccount:$(oc project -q):default

$ oc new-app --template=ss073-x509-postgresql-persistent --name=sso -p
DB_USERNAME=sso -p SSO_ADMIN_USERNAME=admin -p DB_DATABASE=sso

72


https://access.redhat.com/documentation/zh-cn/red_hat_single_sign-on/7.3/html/red_hat_single_sign-on_for_openshift/get_started
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2. {R7F Red Hat B R B FRENINSG, LUMEMEER :

I $ export SSO_HOSTNAME="$(oc get route sso -o jsonpath='{.spec.host}')"
3. 1RER 3scale API B FF X NG T XHEHATR, 05 3scale BLELLIEHA mE R X,
4. {R7F realm &, Bk ID F& i secret MELUEER :

$ export REALM=3scale
$ export CLIENT_ID=3scale-admin

$ export CLIENT_SECRET=123...456

7.2.5. &% 3scale APl ‘E1E toolbox F/E il
AT T WA L% toolbox. AIEELAE 3scale 5245, AREBEEBFIHHEIE B secret,

=

1. 30 3scale API B2 toolbox i, FEAMZLE 3scale toolbox .
2. IB1T3E Y toolbox 4 | EE 3scale AR -

3scale &

$ 3scale remote add 3scale-saas "https:/$SAAS _ACCESS _TOKEN@$SAAS TENANT-
admin.3scale.net/"

3scale On-premises

$ 3scale remote add 3scale-onprem
"hitps://SONPREM_ACCESS_TOKEN@$ONPREM_ADMIN_PORTAL_HOSTNAME/"

3. BITUTHESEBFESE 3scale BTV S M secret

$ oc create secret generic 3scale-toolbox -n "$TOOLBOX_NAMESPACE" --from-
file="$HOME/.3scalerc.yaml"

7.2.6. ZLE API [5im

FNNHAMEERE REIEBIRMBTH AP Gk, EOBRMEEECHNEEBR, BUUREFEERES
o API IG5,

iz
1. EBE R~ Beer Catalog API [ifi, LAESLATREIEBEER
e SaaS - APl &%
e RS-

e EH -0IDC
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https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/administering_the_api_gateway/index#configuring-rhsso-to-have-a-threescale-client_3scale-rhsso
https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#the-threescale-toolbox
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$ oc new-app -n "$TOOLBOX_NAMESPACE" -i openshift/redhat-openjdk18-
openshift:1.4 https://github.com/microcks/api-lifecycle.qgit --context-dir=/beer-catalog-
demo/api-implementation --name=beer-catalog

$ oc expose -n "$TOOLBOX_NAMESPACE" svc/beer-catalog

2. {#7F Beer Catalog API EHLELUELIEFER :

$ export BEER_CATALOG_HOSTNAME="$(oc get route -n "$TOOLBOX_NAMESPACE"
beer-catalog -o jsonpath='{.spec.host}')"

3. EBERHI Red Hat Event API [Fif, LUMESLUUTRAEEMFER :
o ZIfEE
o ENhRA

$ oc new-app -n "$TOOLBOX_NAMESPACE" -i openshift/nodejs:10
'hitps://github.com/nmasse-itix/rhte-api.git#085b015' --name=event-api

$ oc expose -n "$TOOLBOX_NAMESPACE" svc/event-api

4. {R1F Event API =W EZHLLIRER :

$ export EVENT_API_HOSTNAME="$(oc get route -n "$TOOLBOX_NAMESPACE" event-
api -o jsonpath='{.spec.host}")"

7.2.7. BB EFHEER APIcast L4

ATTATF 3scale FTEEIMEARE APlcast BEEIES A, ©N AT SaaS - APl BiH UAMFRE ~AIE
\go

it =
1 ESRECFFEA :

$ export APICAST_SELF_MANAGED_STAGING_WILDCARD_DOMAIN=saas-
staging.$OPENSHIFT_ROUTER_SUFFIX

$ export APICAST_SELF_MANAGED_PRODUCTION_WILDCARD_DOMAIN=saas-
production. SOPENSHIFT_ROUTER_SUFFIX

2. M BHERE APlcast B B EIESLA :

$ oc create secret generic 3scale-tenant --from-
literal=password=https://$SAAS_ACCESS_TOKEN@$SAAS_TENANT-admin.3scale.net

$ oc create -f https://raw.githubusercontent.com/3scale/apicast/v3.5.0/openshift/apicast-
template.ymi

$ oc new-app --template=3scale-gateway --name=apicast-staging -p

CONFIGURATION_URL_SECRET=3scale-tenant -p CONFIGURATION_CACHE=0 -p
RESPONSE_CODES=true -p LOG_LEVEL=info -p CONFIGURATION_LOADER=lazy -p
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APICAST_NAME-=apicast-staging -p DEPLOYMENT_ENVIRONMENT=sandbox -p
IMAGE_NAME-=registry.redhat.io/3scale-amp2/apicast-gateway-rhel8:3scale2.14

$ oc new-app --template=3scale-gateway --name=apicast-production -p
CONFIGURATION_URL_SECRET=3scale-tenant -p CONFIGURATION_CACHE=60 -p
RESPONSE_CODES=true -p LOG_LEVEL=info -p CONFIGURATION_LOADER=boot -p
APICAST_NAME-=apicast-production -p DEPLOYMENT_ENVIRONMENT=production -p
IMAGE_NAME-=registry.redhat.io/3scale-amp2/apicast-gateway-rhel8:3scale2.14

$ oc scale dc/apicast-staging --replicas=1

$ oc scale dc/apicast-production --replicas=1

$ oc create route edge apicast-staging --service=apicast-staging --
hostname="wildcard.$APICAST_SELF_MANAGED_STAGING_WILDCARD_DOMAIN" --

insecure-policy=Allow --wildcard-policy=Subdomain

$ oc create route edge apicast-production --service=apicast-production --
hostname="wildcard.$APICAST_SELF_MANAGED_PRODUCTION_WILDCARD_DOMAIN"
--insecure-policy=Allow --wildcard-policy=Subdomain

7.2.8. XM ERHIE R

REMRIINERE, ERLER IEEMREFEE S SN RO REIRMEE OpenShift EIREREFERE
I EE, B, AT {UET SaaS - APl B A,

it

1. fERREAY OpenShift iR &% Jenkins BiE :

$ oc process -f saas-usecase-apikey/setup.yaml \
-p DEVELOPER_ACCOUNT_ID="$SAAS DEVELOPER_ACCOUNT_ID"\
-p PRIVATE_BASE_URL="http://$BEER_CATALOG_HOSTNAME" \
-p NAMESPACE="$TOOLBOX_NAMESPACE" |oc create -f -

2. MNP ARRERH :

I $ oc start-build saas-usecase-apikey

Hth BHR
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7.2.9. 3scale API &EIf toolbox By API £ EHI B sh{L IR &I
IXERAE LLTRRSE -

OpenShift #F

OpenShift 3.1\ FRAIEE, OpenShift 4 BRIAZ X, BXIHEENESELR, 1ESH Red
Hat 3scale AP| &% M E THE.,

SEHNAERF
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o {RATLUNI N 2 # A 3scale application apply toolbox & QI EMEH N RiEF. C/EMm
SXFEF. R RSN ARRERE,

o EITERNASEAMKS. T XIHARFSHIEN, RGBT EL, NEMREE, FREREM
iR, BEFRSEHXLFE,

SHIRSS
% 5 /3 3scale copy service toolbox fp B EHllH7 5 B E LERBHARS T, BiiEkfmEsigE L

R,
7.3. {#H 3SCALE API &1 JENKINS X EZ#E O EEE
AR AEOIERE R 3scale toolbox BIE TE X Jenkins BB MREL K., TR T AMETE Groovy F4HE

Jenkins B8, ZEEFA 3scale Jenkins £ ZERIERFIN FHIEF I toolbox, T T fRE ZiF4(E
/%\1 i%%[}ﬂ Jenkins :/H\:Erio

BE
NS ST LINE SR AR i 2 AR R LR Jenkins EE TR

X EE R ERBFRIBEES T, TXFENIMRIRMNAE LEE.,

SERFEH
o IRERH Jenkins ClI/CD Ei&.

o 1EBY API /IR H OpenAPI JiAg . BN, EALMER Apicurio Studio ERGIEERF,

it =

1. HUTHERME Jenkins EER L, LBIHAEER 3scale HEJ#E :
#!groovy

library identifier: '3scale-toolbox-jenkins@master’,
retriever: modernSCM([$class: 'GitSCMSource!,
remote: 'https://github.com/rh-integration/3scale-toolbox-jenkins.git'])

2. EEH— 12 BTERER =/ scaleService ¥R, U EERAUEEENTRNEFERE,
I def service = null

3. [FAAEHERXE R GE ThreescaleService :

stage("Prepare") {
service = toolbox.prepareThreescaleService(

openapi: [ filename: "swagger.json" ],

environment: [ baseSystemName: "my_service" ],

toolbox: [ openshiftProject: "toolbox",
destination: "3scale-tenant”,
secretName: "3scale-toolbox" ],

service: [1],

applications: [

[ name: "my-test-app", description: "This is used for tests", plan: "test", account: "
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<CHANGE_ME>"]
1,

applicationPlans: [
[ systemName: "test", name: "Test", defaultPlan: true, published: true ],
[ systemName: "silver", name: "Silver" ],
[ artefactFile: "https://raw.githubusercontent.com/my_username/API-Lifecycle-
Mockup/master/testcase-01/plan.yaml"],

]
)

echo "toolbox version =" + service.toolbox.getToolboxVersion()

}
e OpenAPLfilename 22 & OpenAP| M3ER XX HHIER R,

e environment.baseSystemName F F#R#Z OpenAPI #14#& info.version FHY
environment.environmentName #1 AP| EZfrAITERA system_name,

e toolbox.openshiftProject /& Kubernetes {FL.# OpenShift T H,

e toolbox.secretName 22 3scale toolbox EZiE X4 HY Kubernetes secret I HR, #0 &iE
3scale APl Management toolbox /3 B[R] AR

e toolbox.destination & 3scale toolbox JLFE LAY & FiRo

e applicationPlans 2 —" .yaml XXt ARZFEIT XM Q2N AR F TR
LI

. RIN—NEEM R EIE 3scale FE RS -

service.importOpenAPI()
echo "Service with system_name ${service.environment.targetSystemName} created !"

stage("Import OpenAPI") {
}

NI ERSR B N AR

service.applyApplicationPlans()

stage("Create an Application Plan") {
}

. NINERZEFMM RO BN B

stage("Create an Application”) {
service.applyApplication()

}

NI RSB TERINK, {#EA APlcast Hosted SEFIRT, R ZUREVCIRE VSRIZBEVE 70+
URL :

stage("Run integration tests") {

def proxy = service.readProxy("sandbox")

sh ""set -e +x

curl -f -w "ListBeers: %{http_code}\n" -o /dev/null -s ${proxy.sandbox_endpoint}/api/beer -H
'api-key: ${service.applications[0].userkey}'

77


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#api-lifecycle-install-toolbox-3scale

Red Hat 3scale APl Management 2.14 #4F Red Hat 3scale APl Management

curl -f -w "GetBeer: %{http_code}\n" -o /dev/null -s
${proxy.sandbox_endpoint}/api/beer/Weissbier -H 'api-key: ${service.applications[0].userkey}'

curl -f -w "FindBeersByStatus: %{http_code}\n" -o /dev/null -s
${proxy.sandbox_endpoint}/api/beer/findByStatus/ available -H 'api-key:
${service.applications[0].userkey}'

)
8. FRA— M EESEAT AP| HRFH B4 P EREE -

stage("Promote to production”) {
service.promoteToProduction()

}

HbBR
e {FM Jenkinsfile A& &

® 3scale APl & toolbox

7.4. {5 JENKINSFILE f)i2&E

AT IREIE A 3scale toolbox # Groovy ML FF 1A% E B E X Jenkinsfile BIRE L,

BE
NS STHFFLINE SR AR i 2 FR R LR Jenkins EE A

X EEEFT B ERB AR EES T, TXEFEIMRIRMAE LEE, &
THSE,

FRFH

o ERZERH Jenkins ClI/CD Ei& .

o KBy API JIEH OpenAPI Mg, BN, EALMER Apicurio Studio 4 RIEERF,

it

1. WE—DPITEREFEFF 3scale toolbox, TFEBIE—NZ1T 3scale toolbox BY Kubernetes /€
N

#!groovy

def runToolbox(args) {
def kubernetesJob = |
"apiVersion": "batch/v1",
"kind": "Job",
"metadata”: [

"name": "toolbox"

I,

"spec": [
"backoffLimit": 0,
"activeDeadlineSeconds": 300,
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"template": [
"spec": [
"restartPolicy": "Never",
"containers": [
[
"name": "job",
"image": "registry.redhat.io/3scale-amp2/toolbox-rhel7:3scale2.14",
"imagePullPolicy": "Always",
"args": [ "3scale", "version" ],
"env": [
[ "name": "HOME", "value": "/config" ]
1,
"volumeMounts": [
[ "mountPath": "/config", "name": "toolbox-config" ],
[ "mountPath": "/artifacts", "name": "artifacts" ]
]
]
1,

"volumes": [
[ "name": "toolbox-config", "secret": [ "secretName": "3scale-toolbox" ] ],

[ "name": "artifacts", "configMap": [ "name": "openapi" ] ]

kubernetesJob.spec.template.spec.containers[0].args = args

sh "rm -f -- job.yaml"
writeYaml file: "job.yaml", data: kubernetesJob

sh ""set -e

oc delete job toolbox --ignore-not-found

sleep 2

oc create -f job.yaml

sleep 20 # Adjust the sleep duration to your server velocity

def logs = sh(script: "set -e; oc logs -f job/toolbox", returnStdout: true)
echo logs
return logs

}

Kubernetes %} § itk

HEIhREFE FH Kubernetes ¥ RIEMRHIZ1T 3scale toolbox, HME[LIBIBMMEEHTHE, BiXE
3scale toolbox CLI &%, FIFEKM Kubernetes fRILE X B A YAML X4, BEZANHEIT
toolbox, fIlE Kubernetes {EM/ HZ54F :

o IBULUSEFHLN A AERIRS R EE, LILE Pod 1 Created #1 Running 32 2 [8]id
TERTER BN B, A LAE RISkt S 5,

e OpenAPI #l1& 324 M%7 openapi B ConfigMap FXEX.
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® 3scale B[ | EMBHVIAISHEEME N 3scale-toolbox B secret FRENHY, #1 ZiE
3scale API B toolbox 32 iR AR

e ConfigMap FFHEBES 3 L HOIE, B, Zsecret EEEBAMER, HZETAHEN
ViREHI(RBAC)MZIR, UREREM,

2. 1£ Jenkins BN EEE Y ERTF 3scale toolbox LB EZ &, 40 :

3scale &

def targetSystemName = "saas-apikey-usecase"
def targetinstance = "3scale-saas"

def privateBaseURL = "http://echo-api.3scale.net"
def testUserKey = "abcdef1234567890"

def developerAccountld = "john"

3scale On-premises

FRBEHEERN APlcast 5 3scale WERLER, MUWIBERARNLE :

def publicStagingBaseURL = "http://my-staging-api.example.test"
def publicProductionBaseURL = "http://my-production-api.example.test"

X452 40 A
e targetSystemName : EQEMIRSS ZFF,

e targetinstance : ;X5 %Z%& 3scale API B2 toolbox i Al # 3scale jLi2 S5l 89 & FRITES,
F = AV,

e privateBaseURL : API i5i#E9H = E M.

o testUserKey : BT Z1TEINKBIAS API B4, TLUERIR—FHEEHRID, &M HMAC
IHEESE Mo

e developerAccountld : fF1EHE AR AR FBIB AR~ 8 1D,
e publicStagingBaseURL : E0IEZHARFSH A HEFEAR URL,
e publicProductionBaseURL : ZEOIEMARSHI N HE~E X URL,

3. 7NN pipeline FrE&sRFKEX OpenAPI #li& 304, FISEEH ConfigMap 7£ OpenShift FE &, 0
TR :

node() {
stage("Fetch OpenAPI") {
sh ""set -e
curl -sfk -0 swagger.json https://raw.githubusercontent.com/microcks/api-
lifecycle/master/beer-catalog-demo/api-contracts/beer-catalog-api-swagger.json
oc delete configmap openapi --ignore-not-found
oc create configmap openapi --from-file="swagger.json"

}

4, FI—MEE 3scale toolbox 55 APl 5 A El 3scale BIEEME :

-~ 1 4 b
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3scale It E

stage("Import OpenAPI") {
runToolbox([ "3scale", "import", "openapi”, "-d", targetinstance, "/artifacts/swagger.json”, "--
override-private-base-url=${privateBase URL}", "-t", targetSystemName ])

}

3scale On-premises
FABREEN APlcast 5k 3scale WERLEENS, LA IIEEAFHE FMEE AR URL BYLII

stage("Import OpenAPI") {

runToolbox([ "3scale", "import", "openapi”, "-d", targetinstance, "/artifacts/swagger.json",
override-private-base-url=${privateBaseURL}", "-t", targetSystemName, "--production- pUb|IC-
base-url=${publicProductionBaseURL}", "--staging-public-base-
url=${publicStagingBaseURL}" ])

}

5. WIN{EF toolbox B8 3scale M ARRFITXIFINARFHEENER :

stage("Create an Application Plan") {
runToolbox([ "3scale", "application-plan”, "apply", targetinstance, targetSystemName, "test",
"-n", "Test Plan", "--default" ])

}

stage("Create an Application”) {

runToolbox([ "3scale", "application", "apply", targetinstance, testUserKey, "--
account=${developerAccountld}", "--name=Test Application", "--description=Created by
Jenkins", "--plan=test", "--service=${targetSystemName}" ])

}

stage("Run integration tests") {
def proxyDefinition = runToolbox([ "3scale", "proxy", "show", targetinstance,
targetSystemName, "sandbox" ])
def proxy = readJSON text: proxyDefinition
proxy = proxy.content.proxy

sh ""set -e

echo "Public Staging Base URL is ${proxy.sandbox_endpoint}"

echo "userkey is ${testUserKey}"

curl -vfk ${proxy.sandbox_endpoint}/beer -H 'api-key: ${testUserKey}'

curl -vfk ${proxy.sandbox_endpoint}/beer/Weissbier -H 'api-key: ${testUserKey}'

curl -vfk ${proxy.sandbox_endpoint}/beer/findByStatus/available -H 'api-key: ${testUserKey}'

}

//J\\DD@FH toolbox 'H API ?ZE"I'EJ/UE’JQE}-&IZ&RE,JK}I 'EXo

runToolbox([ "3scale", "proxy", "promote", targetinstance, targetSystemName ])

stage("Promote to production”) {
}

Hth BHR
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e {HM Jenkinsfile 0|2 &

® 3scale APl & toolbox
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% 8 3 {#1fl 3SCALE API MANAGEMENT #2{F2R & fHRE 3SCALE

55 8 = {#F§ 3SCALE APl MANAGEMENT £ {E 28 Bd & f0VEES

3SCALE
YE5 Red Hat 3scale API Management B2 5, &R LAFEF 3scale ##{F2RBLE 3scale AR S5 FH VABL 3scale
iR, & LLTE OpenShift Container Platform(OCP)F - R E A £ Operator, {#/A Operator 2 E
B[] P eh S EH 3scale RER API ECE FVIELD 3scale BB LR,

LIRMER 3scale BFSRRERSHE R FHRE, FIZRSHFTRME—TEREREBEE LHIR
(CR)

REE PR, REMTERZT NN, EFEEREIHTER. B, TEEHARE

3scale API FFTEF L EHARSFFIR. FH CR LA EHITEHIG S Operator 1k
SFN, FRERFAL,

REVEMNE T BAERN FREFIIAEN TEREURMMERIZFSRNERE LR
o (RMEE— 3scale API BIE/” @A G IH
o IRF MBI APlcast BCE
o SIEEEXHEIREE LFIR
o SIREMEXHT @B E LFHIR
o HPBEENHIR
o FFEAGKFBENLHIR
T4, BB B KRB 3scale 12 ERIHIBENREINNGE R,

8.1 —fiR IR

Z{f A 3scale BERECEME R 3scale, BELUTTR :
e EA 3scale APl Management 2.14 On-Premises SZBIBE R 51 H A ik
o RET 3scale API B FER,

® OpenShift Container Platform 4, E&7E OpenShift S£2trh E5 &R A FBIE K,

o BXXHFHHMBMEZER, ESH Red Hat 3scale AP BIEZHMEE T1ME.,

8.2. 181 3SCALE API &2 OPERATOR Wy BIEFEIhAE
3scale I EER B S IX LHF -
o FRIFHLINE 3scale API BB R AR H,

e f#fH OpenShift B E L IR, LIEBAARXEE 3scale N,
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THEIERT 3scale SLEFIX R, ©i1AFEUFRAMEARER Openshift BE LHRHFTEER., MR
—Ajz%/l\}:lﬁ'ﬁo Er@EEL, EAUEENARE. NAREITRIA RSN, EEiH, S
HNENEHALEIRTR. ARG HI,

Account Pruvlderl
1 1 1 1

IAccuuntI IActIveDuc }H—W

1 1 1

Proxy Conf

b |

1

Application Plan

Application PE] PricingRule|  [Application Plan Limit|
A A A e e B

1
Backend Metric

L

1 1
Backend Method |

Product Method
1 1
h . ;

MappingRule Backend MapplngRuIeI

Product Metric

Mi

3scale BESRIREEAENHFRE X REXR, MTEHFIR.

ActiveDoc Tenant Ref; Tenant Credentials Resource reference
CR Secret I
"oAS3 referance “URL Quner reference |
*access token
Openapi Tenant Ref
CR
*0AS3 reference CustomPolicyDefinition |_C 21 Re:
i H CR
............................. & *Policy J50N schema
¥ ¥
Product Backend
CR CR Tenant Ref Tenant Ref
*Deployment *Metrics — DeveloperUser
*Metrics *Methods LR
*Methods *MappingRules
*MappingRules DeveloperAccount Ref
*BackendlUsages Tenant Ref
*ApplicationPlans Tenant Ref 3| DeveloperAccount
*Plan Limits > CR
*Plan PricingRules
hvs /\
8.3. BBE & — > 3SCALE API EI&/” /5 iH
1EF 2R - B {FE B OpenShift Container Platform (OCP), UREEEERZE S — 3scale 7 &l

&,

FeRFMH
BASTRREMS PIHNEERERSLUTEIER :

e 3scale K AT LATEIE® T/EH OpenShift €y & 28 RIS R h 2 A,
o [tk T HHATEMS IR 3scale B URL Hisit A% 0] 554,
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iy =

1. {8 3scale BIE| ] ARMENE,  3scale IRIERRFIK T GIE—ME, B0 :
adminURL=https://3scale-admin.example.com #1 token=123456,

$ oc create secret generic threescale-provider-account --from-
literal=adminURL=https://3scale-admin.example.com --from-literal=token=123456

2. {#A_E# API URL Biti& 3scale Fif :
a. FRUTARECIE YAML X4 :

apiVersion: capabilities.3scale.net/vibetai
kind: Backend
metadata:
name: backend1
spec:
name: "Operated Backend 1"
systemName: "backend1"”
privateBaseURL: "https://api.example.com”

o SIBIZNXHE, BRIFFHIASRESKI.

e A Backend BE X HIR(CR)M AT RE(HFEREVIENE, 1HSM FinE E LHIRE L (CRD)
2%,

b. BIEBEE KR :
I $ oc create -f backend1.yaml

3. EZi& 3scale F° & :
a. FANBIZANENEHRNAERIAEE RS

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
systemName: "operatedproduct1”
backendUsages:
backend1:
path: /

o OIEIZXMHE, BRFAFMHALSRESHI,

e AX Product CR AT 8E{EF XAV, 1ESH & CRD 5%,
b. BIEBEE KR :

I $ oc create -f product1.yaml

Ao, ERTLIEINA T & CRD LAHEEEE EiR
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I $ oc apply -f product.yaml

4. BIENBEE XK REEELHETERIET 3scale 5261, EMIAMRE AL HIR, Bl LUEFEUT
HiEr—:

o IGUEXTREY status FEX,
o {FFH oc wait 4 :
$ oc wait --for=condition=Synced --timeout=-1s backend/backend1

$ oc wait --for=condition=Synced --timeout=-1s product/product1

8.4. 1A ™ By APICAST 2 &

{8 3scale operator, &R LUE ™ @HI APlcast EBER F 2l staging =X
production, ProxyConfigPromote B E Y FIR (CR){¥&#THY APlcast BoB1R F &l stage IR, 74,
&I e LAECE ProxyConfigPromote CR LURFH B4/ E11E,

=
%% ProxyConfigPromote % R{UIE AN £, AIERE, Bl LMEMEHRBR DA,

FoRFM
RENERSENTRFZERIHNER, IE:

o BHIET— "M CR,

pri% =
1. FRAUTRALE D YAML X4 -

apiVersion: capabilities.3scale.net/vibetai
kind: ProxyConfigPromote
metadata:

name: proxyconfigpromote-sample
spec:

productCRName: product1-sample

49 APIcast ERBIR A B4R, 1K AILFEL spec.production iXE /) true :

apiVersion: capabilities.3scale.net/vibetai
kind: ProxyConfigPromote
metadata:
name: proxyconfigpromote-sample
spec:
productCRName: product1-sample
production: true

ZIERINRF SR ProxyConfigPromote X%, f3wI1LF & spec.deleteCR X&) true :

I apiVersion: capabilities.3scale.net/vibetal

86



%5 8 Z {#ifl 3SCALE API MANAGEMENT /e & MRS 3SCALE

kind: ProxyConfigPromote
metadata:

name: proxyconfigpromote-sample
spec:

productCRName: product1-sample

deleteCR: true

2. EREXHRRESRE, HWAL TGS
I oc get proxyconfigpromote proxyconfigpromote-sample -o yaml
a. HiHNIZ T RIRED) Ready -

apiVersion: capabilities.3scale.net/vibetai
kind: ProxyConfigPromote
metadata:
name: proxyconfigpromote-sample
spec:
productCRName: product1-sample
status:
conditions:
- lastTransitionTime: "2022-10-28T11:35:192"
status: "True"
type: Ready

p= Y=
MREEBEREBEERIHITER, ERIIE ProxyConfigPromote CR By
Failed HiH RS, HPSESUTER : TERRAETNE, RIEERNE

P amEck, MR proxyConfigPromote CR, K&t stage env 5| AEELEL
sz, RERXLIBASER LIRS,

3. EEENHR :
I oc create -f proxyconfigpromote-sample.yam|
o XfFLEESRGI, HiHh
I proxyconfigpromote.capabilities.3scale.net/proxyconfigpromote-sample created

Hi 5w

® ProxyConfigPromote CRD &%

8.5. 3SCALE API MANAGEMENT 2 {201 B & X R FE P
IR LAERE 3scale BE L HIR(CR)REE &M 3scale MR, —4 3scale CR i EI—NE,

#N5R 3scale Operator 3T 5 3scale HHEMHZZEF A, NIEIABIFTH=Z 3scale CR ###EE1% 3scale
EHIRERIAFE ., E0 3scale CR B EEIRNRAMAE S, EAIUHUTUTEREZ— -
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e EEE 3scale CR WIfr £ 22 (A i threescale-provider-account secret, 8% 3scale CR
i, Operator &ELENLL secret 3RITiH CR ###EMIFE . E{F Operator ERL secret, |EHRE
UTF&ERHEZ—:

o 3scale CR ¥¥ spec.providerAccountRef FEX57E H null,

o 3scale CR &% spec.providerAccountRef FE%,
threescale-provider-account L& F11H CR 8 #EIFE ', secret M@ &R 3scale LR
51F, =X URL MIEHRE, LUEUSEMIF L RZ 3scale SEFIHRRIFE -, 5190 -

$ oc create secret generic threescale-provider-account --from-
literal=adminURL=https://3scale-admin.example.com --from-literal=token=123456

threescale-provider-account #2 5] AFRIR AR 3scale SEFIRBEMTES, RE HTTP i
B A, #aiEUi, 3scale CR # 3scale 24, HAE@E CREZERINMES,, G FFR
[E#) OpenShift E£&£7,

® 7f 3scale CR 1, 157 spec.providerAccountRef, FiFE % & HNHRIHIZIE T # OpenShift
Secret H9A 5| FHRIE R, ELLT 3scale DeveloperAccount CR =f5l#, mytenant 2
secret :

apiVersion: capabilities.3scale.net/vibetal
kind: DeveloperAccount
metadata:

name: developeraccount-simple-sample
spec:

orgName: Ecorp

providerAccountRef:

name: mytenant

1E secret # :
o adminURL #5§7E 3scale SEI89 URL, &AL TR E 2 &,

o token IEEH T 1/jn] 3scale LB —NEABERE, WHAFTURERKIUES, HaTlE1Z%
SE R R R E AR FR
BE, YIEEEMES CRES, BEQRELL secret, #1490 :

apiVersion: vi
kind: Secret
metadata:
name: mytenant
type: Opaque
stringData:
adminURL: https://my3scale-admin.example.com:443
L Gl 9.0.0.0.9.9.9.9.0.0.0.0.0.0.9.9.9.9.0.0.0.090.90.99.909000000000000006

IN2R 3scale #AEIR TR AT CR HEHEMIFA T, Operator REKHIRHE R,

8.6. TfZE 3SCALE API MANAGEMENT OPENAPI B E &

OpenAPI B E L FIR(CR)Z S A OpenAPI Hli&(OAS) A —F /5%, &\ LATE Developer Portal A
F ActiveDocs, OAS @— M, TRGEHFEEIFERS APl HR—MIENRZIEE. ATHITEN
AIAR 2RI T 7 API 7 @BIThEE, METRNRIE IR, XHEIMBERERE,
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FeREH
e B 3scale 2.14 On-Premises LB E I UMY Pk,

e E N APIHJ OAS X#4,

e T f# OpenAPICR {558 5%,

8.6.1. 88& 3scale OpenAPI BE LR, M secret A5 A OAS 3(#4
E8E OpenAPI B & L %R (CR), LMERRILLAIER 3scale FimAl ™ Mo

Eﬂ:
% Operator RiZEX secret FRIAZA, Operator AELEY secret HEYFER & R,

FRFMH
T & 3scale BFERMNMEIINA R E L HIREEREBIFE

¥ =
1. EXEE OAS 1M secret, B0, AT LUEALLTAA L myoasdoct.yaml :

openapi: "3.0.2"
info:
title: "some title"
description: "some description”
version: "1.0.0"
paths:
/pet:
get:
operationld: "getPet"
responses:
405:
description: "invalid input”

2. % secret.B40 :

$ oc create secret generic myoasdoc1 --from-file myoasdoc1.yaml

secret/myoasdoc1 created

3. & X OpenAPICR, fARIEESSE OAS XXM secret MIBIA, a0, EaILLoIEE
myopenapicri.yaml 3 :

apiVersion: capabilities.3scale.net/vibetai
kind: OpenAPI
metadata:
name: myopenapicri
spec:
openapiRef:
secretRef:
name: myoasdoci
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4. SIRENINIE L BIR, Hia0 -
I $ oc create -f myopenapicri.yaml
SFFEERGI, HEh

I $ openapi.capabilities.3scale.net/myopenapicri created

8.6.2. 3scale APl Management OpenAPI B & X ¥R E L HIThEE
T % OpenAPI B E L FIRE Y (CRD)EREINREN BN FBBLE 3scale I d. BimHANFLE ] QI

ActiveDocs,
e OAS XAHRILAMELTILER
o Kubernetes secret,
o http # https #&=# URL,

e 1E OAS X#4rh, info.title X BEAREEHET 215 NFERF, Operator FRA L BRI OpenShift X
REM, HKERH.,

o RBEMRFSH/INKFHE— server[0].url THRIFEFTHFE URL, OpenAPI Hli&(OAS)ERAE
server[0].url ;T3=H) basePath 14,

® OpenAPICRD XFHNNZRZELER, HBEFIFRFIFINE LM,

e OpenAPICRD X #f apiKey Z£ /A .

Hh iR
o SIEEEXHT mBEE LR

e OpenAPICRD %

o XfRZFRA ID

8.6.3. i Y. OpenAPI B X BHRR 5 AHLN]
SAHNIIEE &M 3scale EREIXE OpenAP| X4, OpenAPl #l4&(OAS) Al & 3scale —#2 T/,

Y

NN AT 4 i STl OpenAPI X4 H] info.title FEXIREX, E&E S OpenAPl XA~ @&, &
OpenAPI B E X FR(CR)F1EE spec.productSystemName F %,

FHEEKX URL

FAEA URL M OpenAPI CR servers[0].url ZER LAY, #EALUE OpenAPICR Hy
spec.privateBaseURL FEEEEE T,

3scale Ak

5 A OpenAPI X5 TE LB MEFE RN 7 RYPAI— 1 3scale ik, FHIEBIMMBIEN R
operationld FE%1EX,
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3scale BRETHII

5 A OpenAPI XA E B MR IEER RN ™ BN A 3scale BRESHUN, LART, PIABRSHINIBE
Fi OpenAPICR S ABYFE &,

£ OpenAP| X#4Fh, paths X RIZ4E T A TR EDHAMER B HERBREHIN, 3scale AREN TS
operationld %,

delta [EREHRIEH 1,

BINE R TR B "SR, T LUEA OpenAPI CRD B spec.PrefixMatching FE&tH#L B Gr7rr
A,

Sr58IE
RAZF—NMRREER, FPXFREVANEELEK,
T HRNRELHEZE apiKey,
apiKey Z&£ AL H ¢
o FiHIERBMEREFENRH in FEHRBI OpenAP| SUISEEEL,
o Authuser B ME LA X RB OpenAP| X14H) name FEHELEY,

LIF 2 OAS 3.0.2 B33 A& apiKey B2 ERHERD A

openapi: "3.0.2"
security:
- petstore_api_key: []
components:
securitySchemes:
petstore_api_key:
type: apiKey
name: api_key
in: header

%4 OpenAP| X BIBERMRLEXRN, KNAUTAA :
o FREHEIERS apiKey EEE.

o 7B fFEIN N 3scale {H As query parameters (GET) or body parameters
(POST/PUT/DELETE),

o Auth user BRI N 3scale 1H user_key,

3scale Authentication Security B LA{# 3 OpenAPI CRD B spec.privateAPIHostHeader #11
spec.privateAPISecretToken FE& % E.

ActiveDocs

2B 3scale ActiveDoc,

3scale P mkB&EE
3scale KB&EHE 2 BRI 3scale AR,

3scale BpEE
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FINBERT, ECER 3scale BBEBERG /Y APlcast 3scale B, HZ, H
spec.productionPublicBaseURL 5 spec.stagingPublicBaseURL =% £ &AL T OpenAPICR
B, 7 REIERERE APlcast BHREEN,

A B E LA HEA URL B OpenAPI CR R4 :

apiVersion: capabilities.3scale.net/vibetai
kind: OpenAPI
metadata:
name: openapii
spec:
openapiRef:
url: "https://raw.githubusercontent.com/OAl/OpenAPI-
Specification/master/examples/v3.0/petstore.yaml"
productionPublicBaseURL: "https://production.my-gateway.example.com”
stagingPublicBaseURL: "https://staging.my-gateway.example.com"

8.6.4. ERE 3scale APl Management OpenAPI B X FTiR, M URL 5 A OAS X(#4
IEATLUERE MIEFEE R URL AR5 A OAS XXH4H) OpenAPl B E Y ¥R, A, EALUE Developer
Portal F{&E Atk OAS STRS{E R TERY API Y ActiveDocs BYEit,
FoREM
o NMRMEMEAIE— OpenAPI BE LHIR, ©RBHEEIR—mE 22 A 3scale SEfFIHEIAF
1, MiZ& &2 ES a5 OpenAPI CR # secret @5 — AT H7H OpenAPI CR R,
secret &ML TZ— :
o threescale-provider-account
o AFEX

LA B EE 3scale LA URL M15hE, EPEER TN 3scale SLHIHE—FH P HER,

1. 1£ OpenShift ik ' &, 3 AZ| Operators > Installed operators,
2. = 3scale operator,

3. % YAML iETE,

4. 3 OpenAPI B X FIR(CR), 40 :

apiVersion: capabilities.3scale.net/vibetai
kind: OpenAPI
metadata:
name: openapii
spec:
openapiRef:
url: "https://raw.githubusercontent.com/OAl/OpenAPI-
Specification/master/examples/v3.0/petstore.yaml"
providerAccountRef:
name: mytenant
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5. miifi Save, 3scale ##{Fax B EJLIVHINT A3k 132 OpenAPICR,
1. 7£ OpenShift §1, 7E 3scale Product Overview TIEH, il Synced &E#Iric N True,

2. A 3scale Tk,
3. HIAFETE OAS 3XHY, X F LA, EEFER—1 %N openapil BI#T OAS X#Y,

8.6.5. Hfth FFR

® OpenAPI #i4&
® OpenAPICRD &%

o IREREM S BE LR

8.7. i 3SCALE API &1 ACTIVEDOC BEE VL HIR

Red Hat 3scale API Management ActiveDocs & F API & . X1, T E LFFE OpenAPl Hlig B

RESTful Web f&%5, ActiveDoc BE X HIR(CR)Z S A OpenAPI #l& (OAS) I —Fh A%, EeILUTE

Developer Portal HF ActiveDocs, OAS @— Mk, FRIFEHAERFERS APl EH—MFENR
BiES. AILTTEN TR’ T 2 AP 7 mEIhEE, MEFTENRE TR, XML RERE

FREH
e B 3scale 2.14 On-Premises SEBIBIE I A RFBI A 1K o
e JE X API#J OAS X#4,
e Tfi#& ActiveDoc CR e EIFA .

8.7.1. B 3scale AP| &I ActiveDoc HE X KIR, M secret H5 A OAS 3T#Y
E8E ActiveDoc B E YL BE (CR), LUEEAILIEIER 3scale [FiHA1™ fo

Operator RiEHY secret FEINE., Operator NiEEY secret FRFER LR, Fli0, BIEXR
FA key: value X#51y, Hr value REXXHHIAZE, key @3 #. Operator £
ActiveDoc CRD B E FXXH RIS 4 F, Operator RIZEUSHRIAZR.

-

SeRFMH
o EAILLT f# 3scale API BIEIRIFARANAIPRA B E L BRBERER] BOFE

o &N EE OAS (OpenAPl Hii&) XH4EY secret, g0, EAILMFERUTABLIE
myoasdoc1.yaml :

openapi: "3.0.2"
info:
title: "some title"
description: "some description”
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version: "1.0.0"
paths:
/pet:
get:
operationld: "getPet"
responses:
405:
description: "invalid input"

pi% =
1. B secret. 0 :

$ oc create secret generic myoasdoc1 --from-file myoasdoc1.yaml

secret/myoasdoc1 created

2. &I ActiveDoc CR, HA{RIEES S OAS XXH4H secret BIB| A, a0, &I LLOIEE
myactivedoccri.yaml 3 {4 :

apiVersion: capabilities.3scale.net/vibetai
kind: ActiveDoc
metadata:

name: myactivedoccr1
spec:

name: "Operated ActiveDoc From secret”

activeDocOpenAPIRef:

secretRef:
name: myoasdoci

3. BEBENINIE LR, 5140 -
I $ oc create -f myactivedoccri.yaml
SFFEERGI, HEh

I $ activedoc.capabilities.3scale.net/myactivedoccr1 created

1. BREIEM Red Hat OpenShift Container Platform (OCP) B 5k,
2. #t N Operators > Installed Operators,

3. = Red Hat Integration - 3scale o
4. == Active Doc i%ET§,

5. HIAFTE OAS X, XfF L, EHEEBEE—1 %~ myactivedocerl BIFT OAS 34,

8.7.2. 3scale API & ActiveDoc B E M EIEE Y BThRE

ActiveDoc B E X ¥THRE X (CRD) 57 % A5 OpenAPl TR R B~ M4 %. T % ActiveDoc
CRD BREThEE R FEBNE N FF A& A G171 8]# ActiveDocs,
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e ActiveDoc CR, A MELTFE—AIEILEX OpenAP| X#Y :
o #&.
o http =X https FE A URL

o 54, fEEILUEMA productSystemName FE&f$ ActiveDoc CR 5 3scale " @HEXEL, Z{HW
/2 3scale I @HY CR B system_name.

o (RAETLUEF published FE& % i sfE 3scale H1#Y ActiveDoc (1Y, BIANBERT, XXESR

ST
o HEILAHEF skipSwaggerValidations FE& Bk OpenAPI 3.0 %5k, BAINEMR T, ActiveDoc
CR 45k,
Heth BT

o SINEEMEXREITMmBE LHIR

e ActiveDoc CRD &%

8.7.3. BRE 3scale API B ActiveDoc BHE X ¥R, M URL 55 A OAS #4

Rl LIERE — ™ ActiveDoc B E L HTIR (CR), MIEIEER URL 5 A OAS (OpenAP| #I4&) 3044, A
&, f&ALITE Developer Portal FR{# FH Itk OAS STHYVE N IREY API B9 ActiveDocs BYEL i,

SeRFMH
o EAILLT i 3scale API BIEIRIFARANAIPRA B E L BRBERER] BOFE

ff

L=

S

1. 1£ OpenShift ik ' &, # AZ| Operators > Installed operators,
2. = 3scale operator,
3. m Active Doc £ £,

4. fI|# ActiveDoc CR, 50 :

apiVersion: capabilities.3scale.net/vibetai
kind: ActiveDoc
metadata:
name: myactivedoccr1
spec:
openapiRef:
url: "https://raw.githubusercontent.com/OAl/OpenAPI-
Specification/master/examples/v3.0/petstore.yaml"
providerAccountRef:
name: mytenant

5. A%, M FBEIZEEM APlcast, 1E ActiveDoc CR #1, ¥ productionPublicBaseURL #1
stagingPublicBaseURL F &% & HERER URL, Hl40 :

I apiVersion: capabilities.3scale.net/vibetal

95


https://access.redhat.com/documentation/zh-cn/red_hat_3scale_api_management/2.14/html-single/operating_red_hat_3scale_api_management/index#product-crd-related-to-capabilities
https://github.com/3scale/3scale-operator/blob/3scale-2.14-stable/doc/activedoc-reference.md

Red Hat 3scale APl Management 2.14 #4F Red Hat 3scale APl Management

kind: ActiveDoc
metadata:
name: myactivedoccr1
spec:
openapiRef:
url: "https://raw.githubusercontent.com/OAl/OpenAPI-
Specification/master/examples/v3.0/petstore.yaml"
productionPublicBaseURL: "https://production.my-gateway.example.com
stagingPublicBaseURL: "https://staging.my-gateway.example.com"

6. mii Save, 3scale operator FEZ JLIHI Ak AI|E ActiveDoc CR.

1. BREIEM Red Hat OpenShift Container Platform (OCP) B 51K/,
2. #t A Operators > Installed Operators,

3. = Red Hat Integration 3scale .
4. = Active Doc i%ETi§,

5. HIAFTE OAS X, XfFLEHl, EBEEBEE—1 4%~ myactivedocer1 BIFT OAS 34,

8.7.4. Hfh TR
e OpenAP| #1#&
e ActiveDoc CRD &%

o IREBRNEMESBE LR

8.8. 5EEEXAMEIRE E XL FIR

TEF OB 7 R E A Openshift Container Platform, ESBE Rim. XN AR, A EFNBREHIM,
80 7 #2 backend B E L HHRBVIRE, AR EinbE 2 bk o,

FeRFMH
BHLERSEM PHIHMRRBERS U TREIER :

e 3scale Ik HRATRIRNSHEEE ] URL 3k F75 R 5 R,

8.8.1. BRE S IHEEME XM Eim B E L HIR
TEHOIEERIFE S A OpenShift Container Platform (OCP), 1&SECE#HHIEH,

ff

L=

S

1. 7 OpenShift ik &, Al Installed operator,
2. Hfi 3scale #1E25.

3. 1£ 3scale Backend F, = Create Instance,
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4. % YAML L&

5. flEiemiEE 3scale Admin URL HitikB 3scale i :

apiVersion: capabilities.3scale.net/vibetai
kind: Backend
metadata:
name: <your_backend_OpenShift_name>
spec:
name: "<your_backend_name>"
privateBaseURL: "<your_admin_portal_URL>"

o -

apiVersion: capabilities.3scale.net/vibetai
kind: Backend
metadata:
name: backend-1
spec:
name: "My Backend Name"
privateBaseURL: "https://api.example.com”

6. ERFEMER, HFRii Create,

7. FRFILFE, LATE OpenShift # 3scale Ik Al Eim. ARG, EAILHUTLATERE :

a. 7£ 3scale Backend Overview TIHEFE Synced &4EFRICH True, #ik OpenShift HE
AT B

b. # A 3scale fkf, BEBEELURET FEiH. E£LHIG, HHEE—1%4N My Backend
Name BYFr /51,

8.8.2. E X j7imtgtn

¥ Openshift Container Platform (OCP)5 #7828 3scale A/ —#2fE M, EREHmEBE LFIR(CR)HE XL
e =t

EBLUTIE :
® metrics BRETHE &G F{E system_name, TELLTF/RIAF : metricO1, metric02 F hits,
o EFREIEFAER, 18T metrics SR MER LT ZHE—,
e unit 7 friendlyName 2 IEF L,

o MFREABRN hits 1515, Operator FF AR X M EIT.
AR
o TEHTHI 3scale FimHiRINGIHmIENS, M THIFTR :
apiVersion: capabilities.3scale.net/vibetai
kind: Backend

metadata:
name: backend-1
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spec:
name: "My Backend Name"
privateBaseURL: "https://api.example.com”
metrics:
metric01:
friendlyName: MetricO1
unit: "1"
metric02:
friendlyName: Metric02
unit: "1"
hits:
description: Number of API hits
friendlyName: Hits
unit: "hit

8.8.3. E X [Fim /3%

¥ OpenShift Container Platform (OCP) & #rfl| R 3scale A —i2fE A, ERWEE LFHIR(CR)FE
N AR A,

ERLUUTUER :
o MgtEE L MM methods ¥ A /F system_name, TELLT=HIF : Method01 71 Method02,
o TEFFAEIIINAER, methods BRETHE G TR TEME—H,

e friendlyName @ —MHEFER,

ff

¥ 52
o TEHTHY 3scale BimARARNINGIRAE, S THIFAR :

S

apiVersion: capabilities.3scale.net/vibetai
kind: Backend
metadata:
name: backend-1
spec:
name: "My Backend Name"
privateBaseURL: "https://api.example.com”
methods:
method01:
friendlyName: Method01
method02:
friendlyName: Method02

8.8.4. T X [FumBRES AL

¥ OpenShift Container Platform (OCP) & # |31 3scale A —iE2fEH, ERIHBE LHIR(CR)FE
N AT BB e iRBRET L,

EBUTUE :

e httpMethod, pattern, increment #1 metricMethodRef 2/ EF &,
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e metricMethodRef 2 & X Il B 1EI1sL A A ST £ 1 system_name 95|, ELLTRAI
#, hits,

ff

L=

S

o I EumBRE IR INEIFTEY 3scale [Fim, AR :

apiVersion: capabilities.3scale.net/vibetai
kind: Backend
metadata:
name: backend-1
spec:
name: "My Backend Name"
privateBaseURL: "https://api.example.com”
mappingRules:
- httpMethod: GET
pattern: "/pets"
increment: 1
metricMethodRef: hits
- httpMethod: GET
pattern: "/pets/id"
increment: 1
metricMethodRef: hits
metrics:
hits:
description: Number of API hits
friendlyName: Hits
unit: "hit"

8.8.5. backend B & X HRAVIR S
status FERE TN RABAFERANTRER. STANZFIEH, c2SHERENENEHREY,
IXLER status FERBIEM :

® backendid
3scale imHIARER IR IR FT.

® conditions
£~ status.Conditions Kubernetes AKX, B©HEIXLERBFIRE -

o EM
A% #F BackendSpec FHIEEEHE, XAZIEIEER, BRREFTHETNSIMES RS,

o A%
BimE KRS,
o Failed

B4 fRh HEL R R,

® observedGeneration

XR—IMHEBFE, BTFHIKESEREERT IR TR,
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B% TRRA -

status:

backendld: 59978

conditions:

- lastTransitionTime: "2020-06-22T10:50:33Z"
status: "False"
type: Failed

- lastTransitionTime: "2020-06-22T10:50:33Z"
status: "False"
type: Invalid

- lastTransitionTime: "2020-06-22T10:50:33Z"
status: "True"
type: Synced

observedGeneration: 2

8.8.6. HEZ EIME bk RO fE i B E S HTIR
Y 3scale BVESSHFIEHTHY 3scale KIRAT, LookupProviderAccount FEF2 MIRBIIA 1% ¥ REOFE F FFEA,
RO ER T ERERIR, MRKREB, WEILEHER,
PAUF 5 B4R 7 R an el 4 kA8 A IER -
1. K% providerAccountRef resource BMEAHFBIENE, X2—1 secret AME|MH, 10 mytenant:

apiVersion: capabilities.3scale.net/vibetai
kind: Backend
metadata:
name: backend-1
spec:
name: "My Backend Name"
privateBaseURL: "https://api.example.com”
providerAccountRef:
name: mytenant

mytenant secret WTEF BT EHEH adminURL F token FE&, 5140 :

apiVersion: vi
kind: Secret
metadata:
name: mytenant
type: Opaque
stringData:
adminURL: https://my3scale-admin.example.com:443
token: "XXXXXXXXXXXXKXXHXXXK XXX XX XXHXXKXX XXX XXX KKXX XXX

2. 1o E BN threescale-provider-account #1%, 40 : adminURL=https://3scale-
admin.example.com 1 token=123456:

$ oc create secret generic threescale-provider-account --from-
literal=adminURL=https://3scale-admin.example.com --from-literal=token=123456
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3. 1E 3scale FPEWEE 6 & Z2 A PG EEIABNAEIK P @ 21R 3scale AT 5 8 E L HIRAER
B & 22 d, Operator IFB N HERIAM 3scale 8/ (provider 1k ) UNERRFEHEIL,

8.8.7. Mk EimE E XK IR

fma  LLR S R E R e a8 E L FTR (CR) MR EmEE, HEMER Eim CRF, 3scale Operator
KEFHEREM Product CR, 1% CR 5| FHEM R GiR, BEHMXLBEMEAH

e backendUsages
e applicationPlans

XEBMTFS| A EMPREER,

BF

kRN CR & X MM — %5 2R BIL A PRR 85 IR 1TiRE, AEF A Admin Portal 2%
3scale AP| EMIBRERE H CR BI/E 1K,

FoRFM

o 3scale BIE AR E A MR % 22 (A R EHFMPRURAY OpenShift A&, HAhaSEEMEREY
Bt CR., EIHAERT LU REE BRH CR, 151217 oc policy who-can delete 45, 40,
INR CR HHIZFRZE mybackend, NZ{TiIXNMHRH :

I $ oc policy who-can delete product.capabilities.3scale.net/mybackend

o EMREAME S BEM CR BIFEEE,

it =

® ;21T oc delete fpLMiFR [ CR, HltN, NREERZE T mybackend.yaml X4 E LB gk,
MELHZITA T4 -

I $ oc delete -f mybackend.yaml
HE, EALLZTT oc delete famFHFiEEHE LRI EMFIREM, HI0 :

I $ oc delete backend.capabilities.3scale.net/mybackend

8.9. SMIREME R m B E L HTIR

TEFTOIEEAFE S B OpenShift Container Platform (OCP), &S ERE ™ f &k EMENMIEIR. ik, N
FAREFEITRIFIBRG AN, LARE N~ mamERAER, S R ik,

FRFM
BHLERSEM PHIHMRRERS U TRIER :

® 3scale K HMRIENLESHE™ mEAT.

8.9.1. B3E S INREE XM mBEE L KR

EFOEMFE S B {E A OpenShift Container Platform (OCP), RIS ER BT/ .o
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8.9.1.1. BB EAX” MmAE XL IR

1. 7 OpenShift ik, Al Installed operator,
2. B 3scale #1F2R.

3. 1 3scale f“f T, Hili Create Instance,

4. HFE YAML MK,

5. ¥ 3scale " & :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:

name: <your_product_OpenShift_name>
spec:

name: "<your_product_name>"

a0 -

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"

6. EREMEMEN, 15=i Create,
7. S&ENLME, 1L STE OpenShift 1 3scale Tk RO, ARG, EELHITULTEE -

a. 1 3scale J” @Bd TTEHRHE Synced FMAEVRILH True, LML BETE OpenShift &
B,

b. #%%E 3scale tk/7, BB~ MEOIETF, ELAS, EREI—I1EH
OperatedProduct 1 B9%7 ™ &

FHH, ERLUNECIRBIENT RIEE APlcast BEER, BEHMHERAE :
® APlcast &

e APlcast BREE

8.9.1.2. {#f APlcast IEEWE" R

FHIEE APlcast BeB BRI 5 :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
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name: "OperatedProduct 1"
deployment:
apicastHosted: {}

8.9.1.3. f#1[ APIcast BBIEEBIBE™ &

{5/ APlcast BEREREE BB M, EXFERT, IEE— stagePublicBaseURL 7l
productionPublicBaseURL:

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
deployment:
apicastSelfManaged:
stagingPublicBaseURL: "https://staging.api.example.com”
productionPublicBaseURL: "https://production.api.example.com"

8.9.2. 7" M RERIT X!

¥ OpenShift Container Platform (OCP) 5 #1688 3scale ¥/ —#2fE A, £ applicationPlans %%
7 mBEE N FIR(CR)FBE LRI ARRE T,

EEBLLTUER

e applicationPlans map # &1 $ B {E system_name., 7ELL T RAIG : plan01 #1 plan02,

setupFee #1 costMonth 2:&FH 3scale #l:2. 1E 3scale A REHOIEN BREFE TR
i, AR AR, SHEBESENINEE RN BARE T,

it =
o TEHTEY 3scale P @AY AFITR, MTAEIRTE :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
applicationPlans:
plan01:
name: "My Plan 01"
setupFee: "14.56"
plan02:
name: "My Plan 02"
trialPeriod: 3
costMonth: 3
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8.9.3. N mMN AR ITIIE LR

#$ OpenShift Container Platform (OCP) S #1032/ 3scale # /" —i#2fEMA, f#H/A
applicationPlans.limits 7% & & N RTEFE 1T X E LR BIrR Hll,

ERLITMER
e period. value 1 metricMethodRef 2 EFER,

e metricMethodRef 5| AT 2™ &, AR RImAI A, ERAE%ER backend FEXEE| B
backend EITHIFR B &,

pi% &2
® /y 3scale MmN AR ITRIE UBRIE, #ATFHIFFT: :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
metrics:
hits:
description: Number of API hits
friendlyName: Hits
unit: "hit"
applicationPlans:
plan01:
name: "My Plan 01"
limits:
- period: month
value: 300
metricMethodRef:
systemName: hits
backend: backendA
- period: week
value: 100
metricMethodRef:
systemName: hits

8.9.4. & X" an N TR 1T XIBIE M AL

}F OpenShift Container Platform (OCP)5 #rfl## 3scale # /" —i2fE M, #FH
applicationPlans.pricingRules 53k N &8I SN AR TR E AR FE I E ML,

ZELLTUR :
e from, to, pricePerUnit #1 metricMethodRef 2 /IEF %,

e from F to F#XAIE. X FEMMHN, from BENTF to, NRA—DPHANEREESHSEHTHKR
itFo

o metricMethodRef 5| AL 2™ &, LAl RIHmSI A, ERAE%ER backend FEXE| B
backend EITHIFFE &,
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iy =
® 7y 3scale F* MBI AT RIZE MMM, MTFBIFD

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
metrics:
hits:
description: Number of API hits
friendlyName: Hits

unit: "hit"
applicationPlans:
plan01:
name: "My Plan 01"
pricingRules:
- from: 1
to: 100
pricePerUnit: "15.45"
metricMethodRef:
systemName: hits
- from: 1
to: 300
pricePerUnit: "15.45"
metricMethodRef:

systemName: hits
backend: backendA

8.9.5. f#fiFd OpenlD Connect & X s B P30k

&AL 3scale 7 mERE P MBE X HR (CR), %™ @fEA OpenlD Connect (OIDC)X{E{Al OAuth 2.0
RIFATEPIEIE, 3scale 5 OpenlD Connect FHE = A BIPIRETEF(AP)ERK, LUSIE APIER, A%
OpenlD Connect IEZE R, 1EZ [ OpenlD Connect £/, S8 =4 IdP £k/a, HEEHHERMY
HIES " M CR a1E

o issuerType : E55E =7 |dP £, FRALIIGH REF (RH-SSO) LUk rest (HET, &M
keycloak fH.

e issuerEndpoint : EF I EREEIER URL,

SeRFMH
o MBCLE RH-SSO, 1HSH BELELLIE A RE T,

=

o MW BB HTTP 5E=H B IRMEFHER,
issuerEndpoint H24t#) CLIENT_ID #1 CLIENT_CREDENTIALS EiE %/ E A B IEH
PR S B R 15 AR O H Ath 2 Ui
¥ =
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1. HER issuerEndpoint, ©7E X OpenlD #tNEMAIE, HE™ M CR REALER :

I https://<client_id>:<client_secret>@<host>:<port_number>/auth/realms/<realm_name>"

2. TE N B E# 3scale 7 fh CR, NE{T OAuth 2.0 58 E OpenlD Connect(OIDC) &4 % iE,
m:

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
deployment:
<any>:
authentication:
oidc:
issuerType: "keycloak"
issuerEndpoint:
"https://myclientid:myclientsecret@mykeycloack.example.com/auth/realms/myrealm"
authenticationFlow:
standardFlowEnabled: false
implicitFlowEnabled: true
serviceAccountsEnabled: true
directAccessGrantsEnabled: true
jwtClaimWithClientID: "azp"
jwtClaimWithClientIDType: "plain”

3. BIEBENINIE LR, 5140 -
I $ oc create -f product1.yaml
S FEERG, HHh

I $ product.capabilities.3scale.net/producti created

Hith BHIR

e " CRD &%

8.9.6. & " mmiElT

& OpenShift Container Platform (OCP)5 # |88 3scale 7~ —#fE M, £ metrics X RE“RE
E BB (CR)FRE AT B BB IT.

ERLITE :
e metrics BLETH L FRG BYF system_name., 7ELLTRHIF : metricO1 1 hits,
o MEFREIEMFAIER, 18IT metrics B MER LT ZHE—IY,
e unit 7 friendlyName 2 IEF L,

o MFRAER hits 3515, ©RBERFEHFLE,
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s}
e

o TEFTHY 3scale FIHH R MIER, M TFHIAAR :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
metrics:
metric01:
friendlyName: MetricO1
unit: "1"
hits:
description: Number of API hits
friendlyName: Hits
unit: "hit"

8.9.7. EX " Ak

¥ OpenShift Container Platform (OCP)5 #7 |/ 3scale /7 —i&f# A, £/ method W RETRBEE
BRI E AT Jik.

ERLUUTUER :
o MatEE L MM methods ¥ /F system_name, TELLT=HI4F : Method01 #1 Method02,
o TEFRAEIIINAES, methods BRETHE B TR TEME—H,

e friendlyName @ —MHEFER,

pi% &2
o TEHTHY 3scale AL, M TFHIFFE: :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
methods:
method01:
friendlyName: Method01
method02:
friendlyName: Method02

8.9.8. & X fnBR &1

& OpenShift Container Platform (OCP)5 #1828 3scale -~ —#&fE M, A mappingRules % R7E
7 58 B E L HR(CR) AR E AR EE B9pR&F LI,

EEUTUE :
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e httpMethod, pattern, increment #1 metricMethodRef 2/ IEF &,

e metricMethodRef 2 &% Il B 1813 EMLST £ 1 system_name B985, ELLTRAI
H, hits,

iy =
o 7 mBRETHNIARINEIZTBY 3scale [Fim, M THIFE :

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
metrics:
hits:
description: Number of API hits
friendlyName: Hits
unit: "hit"
methods:
method01:
friendlyName: Method01
mappingRules:
- httpMethod: GET
pattern: "/pets"
increment: 1
metricMethodRef: hits
- httpMethod: GET
pattern: "/cars"
increment: 1
metricMethodRef: method01

8.9.9. E " mfEim{E A B

¥ OpenShift Container Platform (OCP)5# | R 3scale ¥/ —i2f#FH, @il A backendUsages
X REE BN R FERA X RINE &,

ERLLTUR :
e path ENIEFER,

e backendUsages M3 %R FR5| A /5imAY system_name, 7ELL T RfIA : backendA #1
backendB,

ff

L=
o A @mAPARINGEmUAERMEME L EFERSER, MTEIRT :

S

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
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backendUsages:
backendA:
path: /A
backendB:
path: /B

8.9.10. £ 3scale API EI2/™ i B & X FHR A EC & M KM 3

59 3scale EIRG, EALUERE FMmBAEKR, LUSEXRZ APl =5 2 FF API BIIE KEIF KRR,
#8F CR /&, 3scale MR M KR [O1Z 45 7 B N AN 15 0H B

1 Product CR &1, gatewayResponse ¥ R & & 1E 7 LM KRB HIIHR,

ff

L=

S

1. EHFHHEEEM Product CR #, 7 gatewayResponse X RAEE—NHZ ML, LUTFR
Bl G R T HERE N userKey BB D IIEE N E Apicast FEEERE RN ECE

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
deployment:
apicastHosted:
authentication:
userkey:
gatewayResponse:
errorStatusAuthFailed: 500
errorHeadersAuthFailed: "text/plain; charset=mycharset"
errorAuthFailed: "My custom reponse body"
errorStatusAuthMissing: 500
errorHeadersAuthMissing: "text/plain; charset=mycharset"
errorAuthMissing: "My custom reponse body"
errorStatusNoMatch: 501
errorHeadersNoMatch: "text/plain; charset=mycharset"
errorNoMatch: "My custom reponse body"
errorStatusLimitsExceeded: 502
errorHeadersLimitsExceeded: "text/plain; charset=mycharset"
errorLimitsExceeded: "My custom reponse body"

2. BREGEMRIMN B CR, #lin, NRMEEHH T productl.yaml X4, HZITUTHS :
I $ oc create -f product1.yaml
S FEERG, HEh

I product.capabilities.3scale.net/product1 created

8.9.11. 7£ 3scale API B2/ i B & L IR P EC B RIS i

873 3scale BIEGY, EAILIECE Product B X HHIR (CR)LUEEMEN AEZ AP~ mBIRIEHE, B
CR G, 3scale fECEBIRIEN AR MBI EFATF AP
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ff

iR
1. TEFHISKEEREM 5 CR A, 7E policies M RPEE— ML KRS, a0 :
o HAXRBEMNIE

S

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
policies:
- configuration:
http_proxy: http://example.com
https_proxy: https://example.com
enabled: true
name: camel
version: builtin
- configuration: {}
enabled: true
name: apicast
version: builtin

e (i secret WEZE

apiVersion: vi
kind: Secret
metadata:
name: my-config-policy
type: Opaque
stringData:
configuration: "{\"http_proxy\":\"http://secret.com\"}"
apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: product2
spec:
name: "OperatedProduct 2"
policies:
- configurationRef:
name: my-config-policy
enabled: true
name: camel
version: builtin
- configuration: {}
enabled: true
name: apicast
version: builtin

TR, HEEUTFRE

o LRIEZASHN, BE R—NENKES, ARBESHE, HRELLEEEN. AXE
TERTENTMSEIET, ESMH B API MK APlcast TSRS R BIAE KRG 374,
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JER BTFF R FIRISBAR/RETFF K.

name FRiREEEE, X2 Product CR BEEMFESERENMM— 2T, BiLFIEKRETR, S
5 PRt SRBE AR R SRBE A SCAY, LA ERIAM 3scale APl B APlcast T4

WA RiE BHERIBS AT BE USRI E LHFRFSR, HIi0, S LU E E CRIgH
hRA % EH 1.0,
#NR Product CR /%G 1E7%E apicast 5kE&, Operator RFIMNE.

MREBEE TP APREE LT HRIEHE, A LLZETT 3scale toolbox export fa43 LA .yaml 1§ 5
HERBREE, MEILUS S ORI MG R P78 CR #, fIi0, #0R api-provider-account-
one 2 3scale N EIK T BILFR, F+H my-api-product-one 2EE S HIEKR N B
h, IS TUA TS

I $ 3scale policies export api-provider-account-one my-api-product-one

2. WMECSRIEER M CR, B0, WREEH T productl.yaml XX, HZTUTEHS :

I $ oc create -f product1.yaml

RFEERB, HiH

I $ product.capabilities.3scale.net/producti created

8.9.12. " B E L HRAIR S
status FEE RNV RAR A ERNERESR, BANENEL, EEREEERHHLAS,

XL status FEXMIEE :

® productld
3scale I IR ER IR IART.

® conditions
R~ status.Conditions Kubernetes MRAERX, B©HIXLERBFIRE -

o

Failed

B R HIER, BESE

o

A%
R ERIAS.

P75,
RIS R XABIMA R, BERELXHNE, NiZHITER, Operator FRE,

orphan

ZAGESI AT A EFENKIR, BIFSRFE

® observedGeneration

BIIRSE B B A& BRI B #.

® state
3scale P MAERIRASM 3scale API HiEEEY,

m
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® providerAccountHost

SRR RS BB 3scale IRIEFZFIKF URL,
|E_| 2 {'JZ\/EZFWJ

status:

conditions:

- lastTransitionTime: "2020-10-21T18:07:01Z"
status: "False"
type: Failed

- lastTransitionTime: "2020-10-21T18:06:54Z"
status: "False"
type: Invalid

- lastTransitionTime: "2020-10-21T18:07:01Z"
status: "False"
type: Orphan

- lastTransitionTime: "2020-10-21T18:07:01Z"
status: "True"
type: Synced

observedGeneration: 1

productld: 2555417872138

providerAccountHost: https://3scale-admin.example.com

state: incomplete

8.9.13. BERERIFE itk 897 fm B B L BDIR
Y 3scale EESR B EIHHY 3scale ¥R, LookupProviderAccount 132 MR B HHA1Z B RBOFE S FF 1A,

RO ER A ERERIR, MRREE, MWaILZEHER,
LU S R 7 R a0 AR - IR

1. K% providerAccountRef resource BMEAFBIENE, X2—1 secret AME|MH, I#0 mytenant:

apiVersion: capabilities.3scale.net/vibetai
kind: Product
metadata:
name: producti
spec:
name: "OperatedProduct 1"
providerAccountRef:
name: mytenant

mytenant secret B FIEFRHE - EHEH adminURL F token FE%, 5140 :

apiVersion: vi
kind: Secret
metadata:
name: mytenant
type: Opaque
stringData:
adminURL: https://my3scale-admin.example.com:443
L Gl 9.0.0.0.9.9.9.9.0.0.0.0.0.0.9.9.9.9.0.0.0.0.9.9.99.9.900000009000000 06

12



%5 8 Z {#ifl 3SCALE API MANAGEMENT /e & MRS 3SCALE

2. 1o EEIAB threescale-provider-account #1%, 40 : adminURL=https://3scale-
admin.example.com 1 token=123456:

$ oc create secret generic threescale-provider-account --from-
literal=adminURL=https://3scale-admin.example.com --from-literal=token=123456

3. 7E 3scale FREME R fp & 22 A A BN FEIK S : W3R 3scale REM T 5B E L FIRER
BIEy 222 A F, Operator fF B Z NERIABY 3scale #2/7 (provider 1K) WERRBEHEIL,
8.9.14. MkRr= B E LR
R LB R EIEEH B E L EIR(CR)EMIFR 3scale 7 LR, &M Product CR Y, 3scale
Operator A= E#5| A S MR MBI R,
BE

R 7= & CR & X HIME— 5% 2R B Ak B9 5 325 4738, AE{FER Admin Portal 5%
3scale AP| EMIBRERZE H CR B9/ f,

FeRFH
e 3scale BIE AR E A MIFRE % 22 A R E /M PRURAY OpenShift A&, HAaSEEMERY
CR. EiRAER LAMIBRSFE 8978 CR, 1Ei21T oc policy who-can delete an45, g0, #%
CR #4152 myproduct, NiZ{TX P4 :
I $ oc policy who-can delete product.capabilities.3scale.net/myproduct

o ZHPREIB NI #YEEREEDY Product CR,

AR

® ;Z1T oc delete fpLilFR =k CR, BN, NREERZE T myproduct.yaml SXHHE LR 7=,
MELHZITA T4 -

I $ oc delete -f myproduct.yami
HE, BALLZ1T oc delete ta S HIEEHE L HIEEM ™ @AM, B :

I $ oc delete product.capabilities.3scale.net/myproduct

8.10. 5IhEEME KRB REFF B E L HIR

EFQEMFE S B E A OpenShift Container Platform (OCP), & E N BN FIRFiT X ECE N L
J%Q

FeRFM
BR T B FRFMRINHRERERSN, LBLUTEI :

e —3scale FF& NG,

e —/ 3scale ™ f,
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o —NNARRFITH,

8.10.1. FRE 5 INREME XN FHiEF B E L HIR
EFQEMIFE S B {E A OpenShift Container Platform (OCP), RiSE BTN HIERE,

AR

1. 7£ OpenShift ik~ A, # AZ| Installed operator,
2. = Red Hat Integration - 3scale,

3. 7E Application i£i£H, = Create application,
4. HF YAML MK,

5. flgiEmREN ARRFEITXIB 3scale M ARE :
f5gn -

apiVersion: capabilities.3scale.net/vibetal
kind: Application
metadata:
name: example
namespace: 3scale_project_name
spec:
accountCR:
name: developer_account
applicationPlanName: application_plan_name
productCR:
name: product_custom_resource
name: application_name
description: describe_your_application

6. EREMEMEN, 5= Create,
7. FRILRBN, LUETE OpenShift Ml 3scale TRk A HROIRN A, A, EAILITUTEE
a. 1& 3scale M ABEE 1, A OpenShift FEOIE T ZMNA. Ready FHEENIZH True,
b. # A 3scale tkF, BMABIZNAEOEF, ELAIF, BREI-—MERTLEENK—E
FREIET R F
8.10.2. kRN AR R B E LR
fRa LRI PR E IR e BN AR R B E LR (CR) KM BRN AR LA,

BF

fHB& Application CR & X HIME— 7535 R IR B AL AR RIS R TR VE, AEHEA Admin
Portal 2% 3scale API fitlfRERE -~ CR BN TR,

FeRFM
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e 3scale BIE AN RHE B MR %22 A FH EFMFRIREI OpenShift A€, HAIEMEMPRE
Application CR, EiH AR LUMIFR4SEHI Application CR, 15i21T oc policy who-can delete
B9, BN, R CRHHEZFFZ myapplication, NZ{TiX N4 :

I $ oc policy who-can delete application.capabilities.3scale.net/myapplication

o EMIFREIE M B Application CR,

e Z17 oc delete e ififR Application CR, fla0, NRMEEZE T myapplication.yaml XA 7E
X 9 Application CR, MIAZ{TLA R4S :

I $ oc delete -f myapplication.yaml
H&, EHLLS1T oc delete B HIEEHE L PIEEM N AREF &AM, Him :

I $ oc delete application.capabilities.3scale.net/myapplication

8.11. & 3SCALE APl MANAGEMENT CUSTOMPOLICYDEFINITION B
E LB IR

&I LAfE A CustomPolicyDefinition B E X FTIRE L (CRD)MEIE[ | 1E 3scale F*mAECE B E LK
m%o

Y4 3scale #E1EZRHEIFHTHY CustomPolicyDefinition B E X ¥HE(CR)A}, Operator &F7#A CR 7
F7, %0 How the 3scale APl Management operator fAfaIFR1R B & X FHREE AR,

FRFH

o B &% 3scale Operator,
o MA—NBEE RIS SUEFLIHERE,

o HEE WX HIEABE LR,

it =

1. X CustomPolicyDefinition CR, #{$¥E{&7FZl, 0 my-apicast-custom-policy-
definition.yaml 3244 :

apiVersion: capabilities.3scale.net/vibetai
kind: CustomPolicyDefinition
metadata:
name: custompolicydefinition-sample
spec:
version: "0.1"
name: "APlcast Example Policy"
schema:
name: "APlcast Example Policy"
version: "0.1"
$schema: "http://apicast.io/policy-v1/schema#manifest#"
summary: "This is just an example."
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configuration:
type: object
properties: {}

2. E8%E CustomPolicyDefinition CR :

I $ oc create -f my-apicast-custom-policy-definition.yaml

Hih 5w

e CustomPolicyDefinition CRD &%

8.12. BREFF B E L HTIR
M BENBGR (CR)WFR A Provider Account,

L IRERE F A 3scale Operator Z8%E 3scale B9 APIManager CR i, BRI\ 3scale ZEE S35 o L8 AR
N, H4, ERILGRT EREFE S CR kAR HMFE .,

SEREM
o —HRSERRM
o FEHiHHP CRHLZIAISHAR create HIRH OpenShift A,

1. HEAEIRE 3scale B9 OpenShift TiH. B0, 1R E &2 my-3scale-project, HiZ1TLATF

Lk Tl
I $ oc project my-3scale-project

2. BIEE— /NS EHTE 3scale admin K B HEH secret, £ Tenant CR BIE XA,
passwordCredentialsRef B 1 E NIt secret &R, 7E5 4 H & LK AP CR R
#, ADMIN_SECRET 2t secret WG IRF, LATeSiRME T A& secret BIRfAI :

$ oc create secret generic ecorp-admin-secret --from-literal=admin_password=<admin
password value>

3. FKEX 3scale master 1k EN B, BIERFEHIREIEISEE 3scale Bf, mastertk " EBFEFHERH
ElE URL : master.${wildcardDomain}
NSRBI LAV A %2t 3scale BIEp B 22 )], BALUMERIX NS IREN master Tk EHE -

$ oc get routes --field-selector=spec.to.name==system-master -o jsonpath="
{.items[].spec.host}"

EE 450 ELH, CRERAIF, MASTER_ HOSTNAME 2t & #RH) &5 RI 7T,
4. DIEE 3 7 CR XX,
1£ Tenant CR FIE X A1, f¥ masterCredentialsRef.name B 1% &/ system-seed, & RAE(F

FA 3scale master kA EIE (RIFFEAVIFSHE) RHITHPEEES. £58%F APIManager CR
if, Operator &I &S master Ik & IER secret, secret WA FRE system-seed,
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%5 8 Z {#ifl 3SCALE API MANAGEMENT /e & MRS 3SCALE

IR LA cluster wide E’\Jﬁzﬁﬁ%? 3scale, EAILAFES @S 3scale R 2 (A R EB MR ZE(E
HMEHMES, EMIX—=, ¥ masterCredentialsRef.namespace % & /&% 3scale B
e,

LA =PRI LL cluster wide &=, F &% 3scale,

apiVersion: capabilities.3scale.net/vialphai
kind: Tenant
metadata:
name: ecorp-tenant
namespace: <namespace-in-which-to-create-Tenant-CR>
spec:
username: admin
systemMasterUrl: https://<MASTER_HOSTNAME>
email: admin@ecorp.com
organizationName: ECorp
masterCredentialsRef:
name: system-seed
namespace: <namespace-where-3scale-is-deployed>
passwordCredentialsRef:
name: <ADMIN_SECRET>
tenantSecretRef:
name: tenant-secret

5. ﬁ'JLTenantCR N, WMRETE mytenant.yaml XHH{REF 7T RIEBRAI CR, 21T

e
I $ oc create -f mytenant.yaml

Rt -
e Operator @i % & spec.systemMasterUrl B4 7E 3scale REFRIE—NH,

® 3scale operator B —" secret, EF@EHMA I HREIE, secret WEFRZIEH
tenantSecretRef name EMHIEEMI(H, Lt secret & a%ﬁﬁ’ﬁHF‘E’\J admin URL #0957 45 k&,
YEhB#, X2 Operator BIEH secret = :

apiVersion: vi
kind: Secret
metadata:
name: tenant-secret
type: Opaque
stringData:
adminURL: https://my3scale-admin.example.com:443
token: "XXXXXXXXXXXXXXXXXK XXX XXX XXXKXX XXX XXX KKXX XXX

o II7E, EETLIEREBHZRENFHAR Product, Backend, OpenAPI, DeveloperAccount,
#0 DeveloperUser CR,

MBS B BE LHIR
ZHER BEX /7 CR, BRAILUEES S HIRE LBIXXH4&T, Fim

I $ oc delete -f mytenant.yaml
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T4, B LLETT oc delete 9%, 7E FA/ CRAAIEERT, HiEEM e RZEFE, H0 :
I $ oc delete tenant.capabilities.3scale.net mytenant -n mynamespace

L BRI, 3scale Operator RIFITLL TR -
® M 3scale REHIERMAS
o MR FIBIEE B E LR,
o HRCETE 15 XEMEREFEF.

RS R, BLEREE. B8 15 R FREMDAENBEEINEIR, FEREEEE P HidTLt
#1F, 15X/, 3scale MR, T EFTHREFRTER, —LEERRETRUSHERSE,

BF

NREFERFAS CREETILES, EAEEEE Mk B/, R
4, Operator &% CR AT EEMIPRROFE,

Hb TR
e FHF CRD &%

8.13. EITHERE VK EREIE 3SCALE API BB 4 A G

873 3scale BIEGY, EAILMER BE LHHR(CR)EEB/ES N L AR~ 2HAE—EIFF L AGK
Fo Xk, el UEF R AR TFREAMERFF &K A G 3scale EEB API B9V FIFR,

AL EEERENTZ ALK, BNFRXANAKSAEERIEF—PEF, FRAGKATUES
EERHENFXAGAAMESENF LN GB RS EF— N FLZAAKS, HATRIREE LG
FRANGARFEEUREN T LA RAUSHS D FLZNAR.

EEFAFAZALBE KR, 3scale BIEA M RE 3scale, MREETER S 3scale BIERHMBL
BIPEIEF A ALBE TR, BMEBFALZALBE LFKRZEA 3scale B[] 72Kk 3scale HER API &
B L NGB RIERE,

BF

B EEBE LHIREBF XN RIKRAHFLZANARPIE, BLEEREER TR
3scale API REHTXLEFLZANAKP HFLZAGAS, FLEIBX—R, BAERREF
A ANBCRE, EE[TAEEKS THPRZRAHOFLZANAKPSFHFALZANARF, 40
RiEZAERE EHFﬁAME%E%CRW%%%&AE%F&%&AE%F 3scale
BFSMARERURREEZEN CR, XEHHEIEUGEH A ThRAHMERERE. B2, &
AILMERERE ] 5 AP BRI EITERE CR QM FF A ASIIK AL AR,

8.13.1. FoRF M

e 3scale H 3scale IR &,

o EIKPERE APISEHAER LSRN SR, 7 3scale IRPEEE KL

8.13.2. iB11 B E DeveloperAccount B E X FRREE 3scale API EEFF & A A1k
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%5 8 Z {#ifl 3SCALE API MANAGEMENT /e & MRS 3SCALE

U {HFH 3scale IRVFERLEE 3scale B, ETTLLERE DeveloperAccount 71 DeveloperUser B & Y %R
(CR), IXLHE Y HFHRAFEQIBEMEBEHF I 4 A SN Developer Portal A1 3scale EIEH API BYi[)iK
Fo

EEREFH DeveloperAccount CR, 14710 2% admin A& E8E DeveloperUser CR, IthibiR
HHS IR 2 EREHH DeveloperAccount CR, EfE DeveloperAccount CR 5, BH MR eHiTES
{EAE M CR R,

R R BETE S S 3scale Operator Hin B 22 (8] hERE B E LR,

FoRFM
o T f# 3scale API BIEIR/FARAIAIPIA B E L HRBERER] B9FE

o MRMEENE— DeveloperAccount CR, © & AHEEERR—6p+ 22 [A B 3scale SL5IHEIRR
INFRFT, @& DeveloperAccount CR HIfp & 22 &5 —1 secret, FFFRIA
DeveloperAccount CR 553, secret WEMEBLUTZ— :

o threescale-provider-account
o AFEX
LA ZE B E 3scale S£HI89 URL F15HE, HAEERA TR 3scale LA E—FH P B EE.
o EVF—NRALAGRHFMAFA, BEMATFHMFLE, %A~ $T3H DeveloperAccount
CR #fF admin A&,
i =

. EE & 3scale MM AZEE AR, QBEHREREXME, UEL—TEEFLAGKS FIRH
8 admin A BA A A SNEEHNE. Hl80, my username0l.yaml XHRIEET S :

apiVersion: vi
kind: Secret
metadata:
name: myusername01
stringData:
password: "123456"

2. B secret. 50 :
I $ oc create -f myusername01.yami
SFFEERGI, HHh
I $ secret/myusername01 created

3. QIBEHERE— .yaml X4, HHHE admin BEHFEF E X DeveloperUser CR, 3scale #2/F2%
FZE It DeveloperUser CR k8 ZE#7H) DeveloperAccount CR, fl4l, developeruser01.yaml
XHEREE :

apiVersion: capabilities.3scale.net/vibetai
kind: DeveloperUser
metadata:

name: developeruser01
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spec:

username: myusername01
email: myusername01@example.com
passwordCredentialsRef:

name: myusername01
role: admin
developerAccountRef:

name: developeraccounti
providerAccountRef:

name: mytenant

£ DeveloperUser CR # :

o FARANGRAFKFAEF. AP ZFEFIENIIIEEE DeveloperAccount & HIFH - A

o

o MITPLIBEMFF AR A G B SE LRTZH #BE M DeveloperAccount CR By & TR
fic. 7EfI/Z Lt DeveloperUser CR Z #iskZ [/ DeveloperAccount CR #iL X' EE,

e DeveloperUser CR ##8% F /il 2 518 E# DeveloperAccount CR #5iEHREBIFE
4. BIENINIE L BIR, Bian

I $ oc create -f developeruser01.yaml

SFFEERGI, HHh

I $ developeruser.capabilities.3scale.net/developeruser01 created

5. fIEFR7EE X DeveloperAccount CR B .yaml XX, 7E:X4 .yaml X7, spec.OrgName
FERWTIEE — ML EFE, #1480, developeraccountO1.yaml XHEARER S :

apiVersion: capabilities.3scale.net/vibetai
kind: DeveloperAccount
metadata:

name: developeraccount01
spec:

orgName: Ecorp

providerAccountRef:

name: mytenant

6. OIBENINIE LRI BTR, Bl -
I $ oc create -f developeraccount01.yami
SFFEERGI, HEh
I $ developeraccount.capabilities.3scale.net/developeraccount01 created

BEES IR

3scale IR ER T B LB ] F BEFE T 3scale BLE XK FHISEHE E LR, EfE Operator 2
BRMERBELKRER, %A DeveloperAccount CR status X217 oc wait ip4%, 40 :
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I $ oc wait --for=condition=Ready --timeout=30s developeraccount/developeraccount1

INRKN, BELRY status FRIETRERZIGINILZ KA, FHIREEB TR AHBIEOE

/CNO

BREMFBFLZARRS, ITATUERFRAR T, EAUELRELAEIRER,

B LG EFEAEME E LR —HEHEEN DeveloperAccount CR, I, EESHEERERH
#J DeveloperAccount CR #JFH - #J OpenShift iE R, EFZ2TLA FépHE# devaccountl1 CR :

I $ oc edit developeraccount devaccountt

HbBR
o ik DeveloperAccount 3% DeveloperUser B & X %R
® DeveloperAccount CRD &%

® DeveloperUser CRD &%

8.13.3. I #FE DeveloperUser BE X HIREKEE 3scale API EBFLZ AGAF
45 3scale I2VFER %% 3scale B, RATLUERE DeveloperUser B E Y ¥HR(CR)EEEBFF A A AXT
Developer Portal # 3scale EIEH) AP B9[], LthAMRERS IR 2EEHH DeveloperUser CR, ERE
DeveloperUser CR f5, E#siilifrerit25EMEM CRHER,

R BETEE & 3scale Operator I & 22 (B HERE CR,

SeRFH
e T 3scale BAESRMAINA B E L FIRPEERFE
o EH—AERER DeveloperAccount CR &2 Z 4 — N EEH DeveloperUser CR, ATEH
admin BEHMAF, MNREELE— DeveloperUser CR, &% B ERIE—M&ZEE HY
3scale SLBIFHIERIAFE S, TI/EE DeveloperUser CR By £ 22 [H] @& — 1 secret, ATFIRA
DeveloperUser CR 553#MIFH . secret WEMEBLUTZ— -
o threescale-provider-account
o ARFEN
bW 2 & 3scale 2189 URL M15hE, HASEBA TN 3scale SR E—FH A HER,

e X} F## DeveloperUser CR, B IZF A ARG, BIGFHE FRR4HE,

. 8 & 3scale BIFRNDRAEAD, QBHFFRE-—NHEXMY, ZXHENSTEFLXAGHAH
FA 1 2 B ILH secret, B30, myusername02.yaml X4 AIEEE S :

apiVersion: vi

kind: Secret
metadata:
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name: myusername02
stringData:
password: "987654321"

2. B8 secret.f5lt0 :
I $ oc create -f myusername02.yami
SFFEERGI, HEh
I $ secret/myusername02 created

3. fIEHREE L DeveloperUser CR BJ—~ .yaml 3X{§, 1 spec.role £/, §%E admin
member, 540, developeruser02.yaml XX{4rIEEE S :

apiVersion: capabilities.3scale.net/vibetai
kind: DeveloperUser
metadata:
name: developeruser02
spec:
username: myusername02
email: myusername02@example.com
passwordCredentialsRef:
name: myusername02
role: member
developerAccountRef:
name: developeraccounti
providerAccountRef:
name: mytenant

£ DeveloperUser CR # :

o FALAGAF% (7 metadata.name FEXHIEE) , A BMAFIHGLIEEE
DeveloperAccount 555 HFE - FE—,

e developerAccountRef & /15 E 2 &R E# DeveloperAccount CR B4 R,

e DeveloperUser CR ##rF F /il 2 518 E R DeveloperAccount CR #EiEHREBIFE
4. BIEENINIE LBIR, B4 -

I $ oc create -f developefuser02.yaml

S FEERGI, HHh

I $ developeruser.capabilities.3scale.net/developeruser02 created

BEES IR

3scale EVEAR T E /LR BINT A F BEE#T 3scale ELE R RIS EHHB E L HIR, EIAE Operator 2
BRMEREELKRIER, %A DeveloperUser CR status X217 oc wait ip4%, 40 :

I $ oc wait --for=condition=Ready --timeout=30s developeruser/developeruser02
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MREKN, BELFRY status FRIETRERZIGIILZKAMN, FHIREEB TR AR IOE

/CNo

=

BHMEMFOFLZARBF, ISR LAR TP, BOELRERARERER,
IR MR E TR E AL B E LR — 1B 5 E R DeveloperUser CR,

HAth 5T
o ik DeveloperAccount 3% DeveloperUser B & X %R

® DeveloperUser CRD &%

8.13.4. fitiF# DeveloperAccount = DeveloperUser B & X iR

IR LB R EIE M B E L ER(CR)EMIFR 3scale FF & A ASHK, LiEHMIFR DeveloperAccount CR
Bf, 3scale Operator th&fFREE 3 EIE M % DeveloperAccount CR F{Ef DeveloperUser CR,

BE

Bk B T SCBRAE BT A A B P ST 4 A G R P B ME— 75 A R iR BR L AL AT i Y 45 0

TR E, AEFA Admin Portal 5% 3scale APl EHIFRERE /B E Y FHRIFF & A G152
1,

FoRFEH

® 3scale B AN RSN E G MR 22 E A EBGHIBRINRER OpenShift &, EaSEEM R
BE LHIR, BERIAETLUHMRSENBE LEIR, 15217 oc auth can-i delete fp5, 40,
N DeveloperAccount CR ABy & FF=2 devaccountl, NZ{TLAT&HS :

$ oc auth can-i delete developeraccount.capabilities.3scale.net/devaccount1 -n my-
namespace

o EfHEREIBNFE# DeveloperAccount sk DeveloperUser CR B #,

i =
o EOEBTE HIREEEMNFESH OpenShift B A, 21T oc delete f1lfR
DeveloperAccount = DeveloperUser CR, {0, #IREERE T devaccountl.yaml X4/ E
Y #J DeveloperAccount CR, NIAZ{TLA &5 :
I $ oc delete -f devaccount1.yaml

&, EALLZTT oc delete fn T HIEEETE LHIEER CR B fl0 :

I $ oc delete developeraccount.capabilities.3scale.net/devaccount1

8.14. 3SCALE API £ OPERATOR Zh&EHI Rl
1 Red Hat 3scale APl Management 2.14 /1, 3scale Operator @& T iX R :

o TEWMARIFEE L HEIRE X (CRD) : 3scale HEIHLA Fif A MR,
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RUJAMIER™ & CRD : 3scale FREYIIAE T S A MR,

fii/BR DeveloperAccount 3 DeveloperUser B E L FIR(CR)FA M, B IARRIERIEIMER
=, BRESTRINEHMERN, FLAGKAKFLAGBFRE, MREZ{0EZE—1
T & NG 2% developer A, HibkF &R, F &S FRE4 b 5 S IHBRED B E L F
BMER, BRBENZKS EFEENEIR, BYIIEERENSEROZKS,

B[P H R RE K (SSO)FRTIIE,

Developer Portal B SSO &134% 11k,

ActiveDocs CRD HFIAA A,

M % 5kB& CRD BRIAH A,

7 & CRD WX RN B E LA FIEE R

3scale #i OAS3 #J operator CRD AAE N 3scale B BERIE LIRS,

8.15. Hfth BT R

MBEELER, HEEUTER :

124

[Sif CRD &%
7*& CRD &%
CustomPolicyDefinition CRD £%&

A CRD &%


https://github.com/3scale/3scale-operator/blob/3scale-2.14-stable/doc/backend-reference.md
https://github.com/3scale/3scale-operator/blob/3scale-2.14-stable/doc/product-reference.md
https://github.com/3scale/3scale-operator/blob/3scale-2.14-stable/doc/custompolicydefinition-reference.md
https://github.com/3scale/3scale-operator/blob/3scale-2.14-stable/doc/tenant-reference.md

&5 93 3SCALE API S & {pHItkE

55 9 Z 3SCALE API BB & IRE
AT NIBIRM T ¥E 7 Red Hat 3scale AP| B LR EMEE S AENER :
o NWIFAHIBREFRER,
o MIFAHEBMEMDFHITRE,

NR—DHE D MySQL BUEZE LI, AT LU 3scale IEFATRE 2 2 BT,

9.1. FRF M
® 3scale 214 S£f5ll, BRUNMZ%EE 3scale WEZE R, 1557 OpenShift &4 3scale API &
i,

® OpenShift Container Platform 4.x i1k, £ OpenShift EE¥HFEFLUTABZ — :

o cluster-admin
o admin

o edit

% -
7E 3scale REM BRI APERMHET edit KEABHNAL, TLHUTEHIIRE LR,

UTEEBXMANFABBELEENRFNER, MEABESMPNITRE, IR—1=ZED
MySQL $HEERM, FIFEEWSIT 3scale IEMIRE B H LARTAIREIRTE,

o FAMBIMEEEIM
o FREESE

o HIRGEYEE

o MERGEIEE

90.2. FAMBHERE
FAE (PV)
1E OpenShift £ 3scale API BRI EF
o HEZEMIRMEEIHRENFALSPV),
o EHAMNFMHERS. XHUMTR-—HEHROLIEHEMAE,

FABENEOMREIRRRERNEFFERENS. MARSOHMNRKERBEE—RME, NEHBEEE
fifi PV 2R, B0, EDREIRESBEAMBOES. BN ERBEENZ DS,

BIENELERDETRANAGZARE. —PRIFBINBEENELFR, H—PE2FELRBIERHE
X, BN FLERERS, EXEERT, ERBRE, WAEHER HNMNERSHEMAKHER,
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o0.3. [FRESE
ATFEANB T TEAFAEERNAIRHESE. HAER. FHENEERE, UREER HER.

3scale FREMTER SFHEIELLT DeploymentConfig X R &R E PV A :

Name ik

system-mysq| MySQL i/ (mysql-storage)
system-storage XHRB

backend-redis redis #(#&% (backend-redis-storage)
system-redis redis #(#& % (system-redis-storage)

9.3.1. & X system-mysq|

system-mysql 2— N X REBIBE, FHETE 3scale BB AEHRAXRES. K. APL ITRISEHER,
5RGSEXNE R FEHBEY IEmAH, FHFMHEE backend-redis . system-mysql 2LIL{E S8 EL
*}Zﬁo

9.3.2. & X system-storage
system-storage FEEH K5 HE LIS AR,

Sl ES I
o RIY AMEITIHLEN A ER B X1t
o EAxtiE, W HTML, CSS. JS, Wit H CMS Thee EEBIRSE, LUMEOIBF X AR

AT LAE S BRI ER A i &R S S RIZ 4 pod SRKIEY B RS, HLLXS
ReadWriteMany(RWX) PersistentVolumefy& 3K,

9.3.3. & X backend-redis
backend-redis @& H jaim HEFFERANS MBS -

e Usages : iX2 Backend REH API FRHEF R, B AT ERERFREK, R4 NAFE UK
API R B R HT1E B

e Config : iXRXFHRS. EXRHEHNEEFER, ©i1BLHER API M System E, XA ZELL
ERMESLHK)R, {8 System #1 system-mysql 2.

® Queues : X2 H worker HFRRHUTHREELLIAT, XLEZIGEH, STELIEEMER,

9.3.4. &£ X system-redis
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88 9 % 3SCALE API EE & HIRE
system-redis @G A LEE IR, XLZIEAI, STELEEMER,

9.4. F1NRAEHIREE
LTS REENNFZT, EBaURBEEEFRAXLESSESOMNARREEIEE,

9.4.1. %1% system-mysq|
HUT MySQL &196% -

$ oc rsh $(oc get pods -l 'deploymentConfig=system-mysql' -o json | jq -r ".items[0].metadata.name')
bash -c 'export MYSQL_PWD=${MYSQL_ROOT_PASSWORD}; mysgldump --single-transaction -
hsystem-mysql -uroot system' | gzip > system-mysql-backup.gz

9.4.2. %17 system-storage
¥ system-storage S {4 E 7 — N FE AR -

$ oc rsync $(oc get pods -I 'deploymentConfig=system-app' -o json | jq '.items[0].metadata.name' -
r):/opt/system/public/system ./local/dir

9.4.3. &1 backend-redis
M redis %12 dump.rdb {5 :

$ oc cp $(oc get pods -I 'deploymentConfig=backend-redis' -o json | jq ".items[0].metadata.name’ -
r):/var/lib/redis/data/dump.rdb ./backend-redis-dump.rdb

9.4.4. 17 system-redis
M redis %12 dump.rdb {5 :

$ oc cp $(oc get pods -1 'deploymentConfig=system-redis' -o json | jq .items[0].metadata.name' -
r):/var/lib/redis/data/dump.rdb ./system-redis-dump.rdb

9.4.5. %17 zync-database
%1% zync_production B % :

$ oc rsh $(oc get pods -l 'deploymentConfig=zync-database' -o json | jq -r ".items[0].metadata.name’)
bash -c 'pg_dump zync_production' | gzip > zync-database-backup.gz

9.4.6. %1% OpenShift secret #1 ConfigMap

LU 2 OpenShift secret #1 ConfigMap B 551K :

9.4.6.1. OpenShift secret

$ oc get secrets system-smtp -0 json > system-smtp.json
$ oc get secrets system-seed -0 json > system-seed.json
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$ oc get secrets system-database -0 json > system-database.json

$ oc get secrets backend-internal-api -0 json > backend-internal-api.json

$ oc get secrets system-events-hook -0 json > system-events-hook.json

$ oc get secrets system-app -0 json > system-app.json

$ oc get secrets system-recaptcha -o json > system-recaptcha.json

$ oc get secrets system-redis -0 json > system-redis.json

$ oc get secrets zync -0 json > zync.json

$ oc get secrets system-master-apicast -0 json > system-master-apicast.json

9.4.6.2. ConfigMaps

$ oc get configmaps system-environment -o json > system-environment.json
$ oc get configmaps apicast-environment -o json > apicast-environment.json

9.5. Ik B RLEITEE

' o
Wi 458 pod (40 system-app SNEZEFAKE) FMAIEIDFEOIER,

ETEMGDINE R ERFH, & ${DEPLOYMENT_NAME} &t /1 fE1E 08 3scale FEN E LM%
*ﬂ;o

_ BREHELIEXRES (} -3, BFNE,

L=

=

| FESAIRRIABLEUET &

SYSTEM_SPEC="0oc get APIManager/${DEPLOYMENT_NAME} -o
jsonpath='{.spec.system.appSpec}"

2. BiE E—a e RHKRE $SYSTEM_SPEC IAZA :
I echo $SYSTEM_SPEC

3. AT ERSX APIManager CR #17#8 T, HEIAHKT B2 0 :

$ oc patch APIManager/${DEPLOYMENT_NAME} --type merge -p '{"spec": {"system":
{"appSpec": {"replicas": 0}}}}'

F4, B4 system-app, E4EIIAR APIManager/${DEPLOMENT NAME}, 3i9%4:E!

FHRENE, MTHIRFT :

apiVersion: apps.3scale.net/vialphai
kind: APIManager
metadata:

name: <DEPLOYMENT_NAME>
spec:
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system:
appSpec:
replicas: 0

FERALUTH RS OpenShift secret IR HIEE -
o REET Operator WEE
e RE system-mysq|
e |XE system-storage
® RE zync-database

o BREWRMRSAZAIMER—BHE

9.5.1. IkRE ETF Operator HIERE
FERUTSHIREETF Operator IERE,

AR

1. 7E OpenShift £%& % 3scale APl Management #21E23 .

2. 7E8J% APIManager BHRATRE secret :

$ oc apply -f system-smtp.json

$ oc apply -f system-seed.json

$ oc apply -f system-database.json

$ oc apply -f backend-internal-api.json

$ oc apply -f system-events-hook.json

$ oc apply -f system-app.json

$ oc apply -f system-recaptcha.json

$ oc apply -f system-redis.json

$ oc apply -f zync.json

$ oc apply -f system-master-apicast.json

3. E8IE APIManager HRATIRE ConfigMap :

$ oc apply -f system-environment.json
$ oc apply -f apicast-environment.json

4. £ APIManager CR &5 Operator £8% 3scale API B,
9.5.2. k& system-mysq|l

it

1. 9 MySQL ¥ i#E HIE system-mysql pod:

$ oc cp ./system-mysql-backup.gz $(oc get pods -I 'deploymentConfig=system-mysql' -o json
| jq ".items[0].metadata.name' -r):/var/lib/mysq|

2. fREYE DX
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$ oc rsh $(oc get pods -I 'deploymentConfig=system-mysql' -o json | jq -r

".items[0].metadata.name') bash -c 'gzip -d ${HOME}/system-mysql-backup.gz'
3. k& MySQL DB #1334 :

$ oc rsh $(oc get pods -I 'deploymentConfig=system-mysql' -o json | jq -r

'.items[0].metadata.name') bash -c 'export MYSQL_PWD=${MYSQL_ROOT_PASSWORD};
mysql -hsystem-mysq|l -uroot system < ${HOME}/system-mysql-backup'

9.5.3. k& system-storage
P #5147 LR E Bl system-storage :

$ oc rsync ./local/dir/system/ $(oc get pods -l 'deploymentConfig=system-app' -0 json | jq
".items[0].metadata.name' -r):/opt/system/public/system

9.5.4. k8 zync-database

7 3scale Operator B8E % & zync-database BJiAH,
9.5.4.1. £F Operator ERE

REREF operator #B%E 3scale API BIE FBYULER, A2 8BF APIManager CR LAE#T
ERE 3scale L4,

1. @it ${DEPLOYMENT_NAME} &#t /7 {872 032 3scale BREN E LA RF I A E -
I ZYNC_SPEC="oc get APIManager/${DEPLOYMENT_NAME} -o json | jq -r .spec.zync”
2. ¥ zync DeploymentConfig &% O 4> pod :

$ oc patch APIManager/${DEPLOYMENT_NAME} --type merge -p '{"spec": {"zync":
{"appSpec": {"replicas": 0}, "queSpec": {"replicas": 0}}}}'

3. ¥ Zync BUREFEF £ 2 %1% zync-database pod:

$ oc cp ./zync-database-backup.gz $(oc get pods -I 'deploymentConfig=zync-database' -o
json | jq ".items[0].metadata.name’ -r):/var/lib/pgsql/

4. RIS SH

$ oc rsh $(oc get pods -l 'deploymentConfig=zync-database' -o json | jq -r
".items[0].metadata.name') bash -c 'gzip -d ${HOME}/zync-database-backup.gz'

5. & zync BUREZE &0 X4
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$ oc rsh $(oc get pods -l 'deploymentConfig=zync-database' -o json | jq -r
'items[0].metadata.name') bash -c 'psql zync_production -f ${HOME}/zync-database-backup’

6. MERRIBRIFL :

$ oc patch APIManager/${DEPLOYMENT_NAME} --type json -p '[{"op": "replace", "path":
ll/SpeC/ZynC"’ "Valuell:lll$ZYNC_SPEC"|}]I

o MRLUTHTHHEATEE replicas # :

I $ echo $ZYNC_SPEC

o AfE, BITUTHSRY E zync :

I $ oc patch dc/zync -p '{"spec": {"replicas": 1}}'

9.5.4.2. ffiF backend-redis 1 system-redis 1k & 3scale API &%
BTk E 3scale, &% E backend-redis # system-redis, XLHHEFLITINEE ¢

*backend-redis : 1E 3scale XN FATER B 1295 11E F 3R 3R RR HI RO EUHE 7%, A Foeit FEFIme 7
\1E %, *system-redis :  3scale WE AR\ IREIGE F6E, tHEE system app pod B Ruby 4bEE#Y
SHE R,

backend-redis ZH

backend-redis H{4HH MR, Bl data #1 queues, TEEKIAH 3scale ERERH, BUBRFIPAFIZREE
Redis #E/E s, BEARARMNZHEIIEESRRS/0F 1 F, RE BUE BUBELAEETMAE, BIRE A5
HIEE A RERFREENEIL,

XFENES, 1 3scale 1, Rifm worker UZM N MM EBREEF L, 113X backend-redis E&E—R
BUBRERER 30 MR, FREZKRES, NITE 30 WRLAENEEELESHITHR, ENERE
RERBRES,

EXFERT, BRIRESED, AN /0BBEERSISEXEEECEMAMEFREHEIE, RS /0 #iE
ERBIBHREEBITIAR 1 BUBERS|, RA—NMEREREERSINER TELEEME, SEEEE
TEMNIRSSRHOREIELE, MAREAFARMNRIIFIBE—NEIRER, I KNKANSE, FIL&EF
AEMREEMDHERNNEEE L, T£ 3scale TTEXBHRAHIXFMHER, HILBEENHENBERE
B D A0k 2 SRBE,

'system-redis'component

REH 3scale REIFAMFILEFEFN, tLEZEil, TREzTeElZHR, HEMNERTEREHERN
z:t%o

UTRRGHEEEFIA BRI

o EMMEAL, HlanitRXAEIEE. BMSEIENERF . BERE. TWER. ARIKEENR. PDF
.

o BUNFZEFULTE,
o MFRERR,
o [FimE% 1L,
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o RBI{FL, HIANMER searchd,

o SFETI, HIINARID,

e Janitorial 155, MERMREIT. AR BEISKE. BEKE. YEREIKSE,

o REEH,

o RIEfREFMIIEMRERE,

o SEEMIEL,

e Zync{Rl, MERKERSSO)RAL. HHLIE,
IMREERE LR FEEALTIR, 3scale WRARETBMREELIIRT. ERETRERERSH
TEMHEEE,
9.5.5. FR IR RS AR (E B — 3

& backend-redis /5, NigflRLSRENEERER, LR iR FERS RAHPHNEE—H, X

—_

%' redis-config configmap :
I $ oc edit configmap redis-config
2. 3¥% redis-config configmap F#J SAVE #ip % :

#save 900 1
#save 300 10
#save 60 10000

3. 1 redis-config configmap #¥ appendonly i%&# no :
I appendonly no

4. EHFEE backend-redis LN FTECE -
I $ oc rollout latest dc/backend-redis

5. I EHHEENRE, LBRREETM :
I $ oc rollout status dc/backend-redis

6. En dump.rdb X4 :
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$ oc rsh $(oc get pods -l 'deploymentConfig=backend-redis' -o json | jq

"items[0].metadata.name' -r) bash -¢ 'mv ${HOME}/data/dump.rdb ${HOME}/data/dump.rdb-

old'

E#n4 appendonly.aof ST :
$ oc rsh $(oc get pods -l 'deploymentConfig=backend-redis' -o json | jq

".items[0].metadata.name' -r) bash -¢ 'mv ${HOME}/data/appendonly.aof
${HOME}/data/appendonly.aof-old'

FEMXHHBE POD H -

I $ oc cp ./backend-redis-dump.rdb $(oc get pods -l 'deploymentConfig=backend-redis' -o json

| jq ".items[0].metadata.name' -r):/var/lib/redis/data/dump.rdb

EIERE backend-redis LUINE %15 :

I $ oc rollout latest dc/backend-redis

. REHHBERT, DBREETMK :

I $ oc rollout status dc/backend-redis

O3 pinsc# -

$ oc rsh $(oc get pods -l 'deploymentConfig=backend-redis' -o json | jq
".items[0].metadata.name’ -r) bash -c 'redis-cli BGREWRITEAOF'
FZfE, EBR7TR AOF EE :

$ oc rsh $(oc get pods -l 'deploymentConfig=backend-redis' -o json | jq
".items[0].metadata.name' -r) bash -c 'redis-cli info' | grep aof_rewrite_in_progress

e aof rewrite_in_progress = 11}, H{TIEMEH#1TH,

o TEHIKZ, EZ aof rewrite_in_progress = 0, EXRTHITELE T,
%' redis-config configmap :
I $ oc edit configmap redis-config

1£ redis-config configmap FREE £ SAVE &4 :

save 900 1
save 300 10
save 60 10000

1£ redis-config configmap A% appendonly % & yes :
I appendonly yes

EHERE backend-redis LEFHHAEBINEE :
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I $ oc rollout latest dc/backend-redis
7. REHHIBEHRST, UHARSBETK :

I $ oc rollout status dc/backend-redis

—_

% redis-config configmap :
I $ oc edit configmap redis-config
2. 3¥% redis-config configmap A#J SAVE #ip% :

#save 900 1
#save 300 10
#save 60 10000

3. 1Z redis-config configmap A ¥% appendonly i%E& no :

I appendonly no
4. EHERE system-redis LUINEFHECE :

I $ oc rollout latest dc/system-redis
5. MEHHTENRE, BRREETM :

I $ oc rollout status dc/system-redis
6. Efpf dump.rdb 3244 :

$ oc rsh $(oc get pods -l 'deploymentConfig=system-redis' -0 json | jq

"items[0].metadata.name' -r) bash -¢ 'mv ${HOME}/data/dump.rdb ${HOME}/data/dump.rdb-
old'

7. Efp$ appendonly.aof XX {4 :
$ oc rsh $(oc get pods -l 'deploymentConfig=system-redis' -0 json | jq

".items[0].metadata.name' -r) bash -¢ 'mv ${HOME}/data/appendonly.aof
${HOME}/data/appendonly.aof-old'

8. 1 &3 XHHE POD H :

$ oc cp ./system-redis-dump.rdb $(oc get pods -l 'deploymentConfig=system-redis' -0 json |
jq ".items[0].metadata.name' -r):/var/lib/redis/data/dump.rdb
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9. EERE system-redis LI A &) :
I $ oc rollout latest dc/system-redis
10. REHEHENRS, UBREEREM
I $ oc rollout status dc/system-redis
1. SR BEhnsz

$ oc rsh $(oc get pods -l 'deploymentConfig=system-redis' -0 json | jq
".items[0].metadata.name’ -r) bash -c 'redis-cli BGREWRITEAOF'

12. FAE, ERER"K AOF EER :

I $ oc rsh $(oc get pods -l 'deploymentConfig=system-redis' -0 json | jq
".items[0].metadata.name’ -r) bash -c 'redis-cli info' | grep aof_rewrite_in_progress
e aof rewrite_in_progress = 11}, HJ{TIEMEH#ITH,
o THIKZ, BEZ aof rewrite_in_progress = 0, EXRTHITELETM.
13. %% redis-config configmap :
I $ oc edit configmap redis-config

14. 7£ redis-config configmap FREEE%: SAVE &4 :

save 900 1
save 300 10
save 60 10000

15. 7£ redis-config configmap H% appendonly % & yes :
I appendonly yes

16. EFERE system-redis LEFHHABRINEE :

I $ oc rollout latest dc/system-redis

7. REHHIMERT, DBREETMN

I $ oc rollout status dc/system-redis

9.5.6. k& backend-worker

XSRS R E backend-worker,

ff

L=

1. Mk E 2 backend-worker FIRHThRA :

S
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I $ oc rollout latest de/backend-worker

2. MERNBERT, DHBREESTK :

I $ oc rollout status dc/backend-worker

9.5.7. k& system-app

XESIRETE system-app.

it

1. Y & system-app, iE4wHIEH APIManager/${DEPLOYMENT_NAME}, 3+i%
.spec.system.appSpec.replicas I RIRRIAE, FZ1TLL T HRN A Z BIFEERIAAE

$ oc patch APIManager/${DEPLOYMENT_NAME} --type json -p '[{"op": "replace”, "path":
"/spec/system/appSpec”, "value":"$SYSTEM_SPEC"}]

o MRLUTHTHHEAREE replicas i :
I $ echo $SYSTEM_SPEC
o AE, BT THHRY & system-app :
I $ oc patch dc/system-app -p '{"spec": {"replicas": 1}}'
2. SR RFHRAR system-app :
I $ oc rollout latest dc/system-app

3. REEHBENRT, DHBREETMK :

I $ oc rollout status dc/system-app
9.5.8. k& system-sidekiq
XESIEETIRE system-sidekiq.

it 3
1. E % system-sidekiq FIRHTIRA :

I $ oc rollout latest dc/system-sidekiq

2. MERHBERT, DHBREETK :

I $ oc rollout status dc/system-sidekiq

9.5.8.1. ¥k & system-searchd

XS RETEIRE system-searchd.
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pEE
1. kS R &HFThRAH system-searchd :
I $ oc rollout latest dc/system-searchd
2. MEHHTENRE, BRREETM :

I $ oc rollout status dc/system-searchd

9.5.8.2. k' & A1 zync EHE M) OpenShift B
o il zync EFAIRERD B OpenShift BEH :

$ oc rsh $(oc get pods -l 'deploymentConfig=system-sidekiq' -o json | jq
".items[0].metadata.name’ -r) bash -c 'bundle exec rake zync:resync:domains'
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210 2 7 3SCALE AP| B2 & RECAPTCHA

AR T 04 N ZLHE 3scale API BHIENERECE reCAPTCHA, LARS IE BSR4,

SeRF M
o 7 ZZHFH OpenShift fiA EREFHEE T 3scale PERERE L1,
o JREYX reCAPTCHA v2 BYh R BN secret key, 1EZ [ Register a new site web T,
o MREBFAFHLLIUL, EIF Developer Portal 7 NE allowlist #,

) 3scale B2f& reCAPTCHA, TEHUTIUATHERNEMS T :

e 2510.177 " 3scale AP BIE AL I 4R EC B re CAPTCHA”

10.1. 7y 3SCALE API EIE dhpy L7 T HR 4R BL B RECAPTCHA

ERBIRAEF R ESE reCAPTCHA, B MNMETSRIEFN S & reCAPTCHA By secret {4, iX LT
F OpenShift Container Platform(OCP) F R E A, & FEAMSITRE(CLD,

AR

1. OCP 4.x:7# A% Project: [Your_project_name] > Workloads > Secrets

2. Y system-recaptcha secret 3Xf4,
reCAPTHCA BR55#] PRIVATE_KEY #1 PUBLIC_KEY . /i{# [l base64 #&R4wid, FohfF#A
4 base64 Jifid,

CLI reCAPTCHA iETAEE base64 & 9wid,

e CLI:HEALUTEHS

$ oc patch secret/system-recaptcha -p '{"stringData": {"PUBLIC_KEY": "public-key-from-
service", "PRIVATE_KEY": "private-key-from-service"}}'

pited=)inE
o S b —REHEE RS pod.

® 7f 3scale B | Hh, FTIFXERZ LA BB RHMERT

1. 51 % Audience > Developer Portal > Spam Protection

2. PEFELUR Rz — -

o Always

YEKREFHEF BRFREN, reCAPTCHA IBAX TR,

o {{AI%E
REAEESERR TR LIRS, F & B reCAPTCHA,
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o Never

X ] Spam 1R,

EFHERE system-app 5, FA AR LERLARERT B TTES Z7 reCAPTCHA I'm not a robot
Si%E,

I'm not a robot

reCAPTCHA

o MEFZER. IBEMELHE, 1HSH ReCAPTCHA £ T,
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25 11 & 3SCALE APl MANAGEMENT WEBASSEMBLY &3
threescale-wasm-auth &2 — 1 WebAssembly #&, & AZE Service Mesh #, BRVF#A Red Hat
3scale API Management ##fU% ARG K, B B’ T Service Mesh ThaE, FHiRMHSZEM API EIEINEE,
SIEMAR S B DEIE. ST,

Service Mesh I EFEMZENZE, EHFAREETE. RIELAM. NHEHHENLRLMEINEE, APIEENE
FOE. ZHMEE AP

Service Mesh 1 3scale ATLABUHHARSSH API BUTTSEME, AT BiE. REMFMELE,

threescale-wasm-auth 1R 7E 3scale 2.11 X E &R A5 Red Hat OpenShift Service Mesh
2.1.0 AESRAEN LIZ1T,

SoRFM
o BHEHE R 3scale Tk,
® Service Mesh 2.4 X B/ IRA R,
o Service Mesh 2.3 HRIFTEEFEILIE, By OSSM-3647,
o XIF Service Mesh 21#01 2.2, 15514 {# M 3scale APl Management WebAssembly &,
® 7 Service Mesh HRiZ1THIN FAFERE,
o {#fH Bookinfo il 2.
OpenShift Container Platform (OCP) LA EFEIE 5 ATAC & threescale-wasm-auth &1, LUEIT
WasmPlugin BE X FRIEI HTTP i 3K 2| 3scale, ARG, Service Mesh &¥FEHF A sidecar, AFFE
MARSS, FRFEMERRRLBAERIER,
M 3scale I EERE, threescale-wasm-auth R FTY—PRIX, FHIES Service Mesh SRR & #i
APlcast, XBKETAMEA—L APlcast THEE, A RHREIY EFE IR,
11.1. ¥ BOOKINFO [ fif2F&f & 2 SERVICE MESH

fEA LUFEA Service Mesh HBY7R {5l Bookinfo N TR &~ {#F A 3scale ECi& Service Mesh IF 1%,

pi% &2
1. BRE Bookinfo N TR :
e 5% Bookinfo =N AR,

2. WIENAREFEEYA -

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

$ curl -1 "http://$GATEWAY_URL/productpage”
HTTP/1.1 200 OK
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11.2. /£ 3SCALE API EIEA 6™ &

FRerEEESW AP, BUUEERSKERZINHNE AP (FRNEIHR) o HTE Service Mesh &
3scale i, A&FABIK, I~ RMFAEEAR URL 28 M EEREAHHT, HLtt, REE™ R,

iz
1 SIEFHT @, NAREITRIFNARER, ES5 08 st AP R,
2. [FEBFBLN Istio :
o SiZEl [Your_product_name] > Integration > Settings,
o JFERE N Istio,
e = Update Product BFELE,
3. RABE :
e A [Your_product_name] > Integration > Configuration,

e i Update Configuration,
11.3. {1 F§ SERVICE MESH %1% 3SCALE API &1

BF

1E service-mesh/istio-system % Z2[H] 5 info #n 44 22 [A] A |3 ServiceEntry B & X ¥R
(CR) #1 DestinationRule CR, B IZAIFE& ServiceMeshControlPlane B #n % 22 [f]
.

M Service Mesh i) 3scale, f&/ii@iT ServiceEntry CR #l DestinationRule CR ¥ /7 #l /5%
URL B2i& WA EBARSS, X ET it threescale-wasm-auth &35 0] 40 I8 iE KIS B EIE, URMABFEE" &
EREM RS,

11.3.1. 7£ Service Mesh 17510 3scale APl &2 URL

ServiceEntry FE 1T B Service Mesh RBIARS5BI1FK, T DestinationRule M= 3 F75 3scale iR
FHEBRDIEE,

11.3.1.1. £ Service Mesh BN URL

P =
1. WWERSF T URL :
o XERATFOEF A 3scale B[] HI URL,

2. NXYiflE ServiceEntry :

oc apply -n <info> -f -<<EOF
apiVersion: networking.istio.io/vibetat
kind: ServiceEntry

metadata:
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name: <service_entry_threescale_system>
spec:
hosts:
- <system_hostname>
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS
EOF

3. HZR L& DestinationRule :

oc apply -n <info> -f -<<EOF
apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: <destination_rule_threescale_system>
spec:
host: <system_hostname>
trafficPolicy:
tls:
mode: SIMPLE
sni: <system_hostname>
EOF

HiBR
o TRIRS KB

o TR

11.4. £ SERVICE MESH #7054k URL

BTt 3scale R URL &3 El Service Mesh RZiER, EALIIEMARS 1 3scale [FimZ RIEII L EBEE
A8, ZEN T ESLIIIE Service Mesh FMEREIE AP IS I0IE. DHFIT#ThEE, BTLMERA AT
P& F1E R ER(E F OpenShift ARSS U517 fE i

11.4.1. 7£ Service Mesh AR &R+ {F H 3scale API E1E

ff

L=

S

1. WE R URL :

o NIFIEER 3scale, fFiH URL 2y : sul.3scale.net

® XF 3scale AERERE, FEALITaHIKEL URL :
I $ oc get -n <3scale_namespace> route backend --template="{{.spec.host}}"
2. NaimtIE ServiceEntry :

I oc apply -n <info> -f -<<EOF
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apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:
name: <service_entry_threescale_backend>
spec:
hosts:
- <backend_hostname>
ports:
- number: 443
name: https
protocol: HTTPS
location: MESH_EXTERNAL
resolution: DNS
EOF

3. WEiH0IE DestinationRule :

oc apply -n <info> -f -<<EOF
apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: <destination_rule_threescale_backend>
spec:
host: <backend_hostname>
trafficPolicy:
tls:
mode: SIMPLE
sni: <backend_hostname>
EOF

11.5. £ 5 SERVICE MESH RS E$h{F A 3SCALE API 12

' BT R 2 MRS SRS R URL BB RILE,

Zil threescale-wasm-auth =R IE G 3scale BIIER, ZEHRMIERGS A 3scale fRS5. EATLLR
i N A4 EB ServiceEntry X RFNATF TLS EeERIXS . DestinationRule X R ER HTTPS PHXTE Red
Hat OpenShift Service Mesh BT L2/,

BE X FEIR(CR)IXERS ZEMBE MMM, LUEM Service Mesh R £1/i[7] 3scale, AFIRSERER
AP FIiK B IR AP IEIHFI R 4H 1, Service Management API ZEIEMNME RBBACR S &, 1K
BEIE APl NIEHIBRSS 1R API BB IXE,

it
1. HEiHAIEE ServiceEntry :

oc apply -n <info> -f -<<EOF
apiVersion: networking.istio.io/vibetat
kind: ServiceEntry
metadata:
name: <service_entry_threescale_backend>
spec:
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hosts:
- backend-listener.<3scale_namespace>.svc.cluster.local
ports:
- number: 80
name: http
protocol: HTTP
location: MESH_EXTERNAL
resolution: DNS
EOF

2. NEiH0|E DestinationRule :

oc apply -n <info> -f -<<EOF
apiVersion: networking.istio.io/vibetat
kind: DestinationRule
metadata:
name: <destination_rule_threescale_backend>
spec:
host: backend-listener.<3scale_namespace>.svc.cluster.local
EOF

1.6. 8|2 WASMPLUGIN B E Y&

Service Mesh 12t 7 —/NBE LHIRE XL (CRD) RIFEF A Proxy-WASM ¥ B E| sidecar VI8, #h
WasmPlugin, Service Mesh f§BE X HR (CR) N AEIFEMF 3scale EXE HTTP API B9 TE &
AN

Ho

it =

1. TERAIAR S5 MR ERE FhiH A BN H AR ER Z FIM OpenShift Container Platform (OCP) & %2
[, %0 info WiHE,

2. {8 registry.redhat.io ZEUEFKEY pull secret,

e 15 WasmPlugin f8[RIH 6 % 22 [F] R A B3 HY pull secret HIR,

3. B BAERE threescale-wasm-auth B Z L[], UK —MNEFESREIMARREN BE
N RREFES | LLTREIZ threescale-wasm-auth #EHH CR B9 YAML = :

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
namespace: <namespace>
spec:

url: oci://reqgistry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3

imagePullSecret: <pull_secret_resource>

phase: AUTHZ

priority: 100

match:

- mode: CLIENT

selector:

matchLabels:
app: <selector>
pluginConfig:
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api: v1
system:
name: system
upstream:
name: outbound|443||<system_host>
url: <system_url>
timeout: 5000
token: <access_token>

backend:
name: backend
upstream:
name: outbound|<backend_port>||<backend_host>
url: <backend_url>
timeout: 5000

extensions:

- no_body

services:

- id: '<product_id>'
authorities:
credentials:

user_key:
- query_string:
keys:
- user_key
- header:
keys:
- user_key

spec.pluginConfig FER N AREFMR. ATEEMFERETIZEE LHIRNES DL FE
F1E,

b4 E B9 WasmPlugin spec.pluginConfig B2 i& & & i F 7T 88 128 user_key B 175
i,

iRk

© name
157 3scale F WasmPlugin B9ME— & FRs IR IA AT,

© namespace

TR BRI,

o imagePullSecret

1E56 2 P OIEM pull secret B9 TR,

o selector
TERAEPREEFESR. HH info WIBM productpage,

o backend-port
BURFIRERRY 3scale, iESHTE Service Mesh FFsfiN 3scale URL , A, RER 3scale
fERmmO 80, AEB 3scale FAIKO 443,

o backend-host #1 system-host
fERETERF 3scale URL F511% Service Mesh & FABIE— FE M.
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o system-url #1 backend-url
AN R ENFFRMD B0 : hitps:/<system-host>,

o access-token

SRR R R4

o product_id
ZEANT @B 1D, MREFLELSD M, 7E services BAE LE DT Mo

e 1f spec.pluginConfig M1 KRB E YL HRPEE 7TEHLE, /A ocapply #SNAT :

I $ oc apply -f threescale-wasm-auth-info.yaml

11.6.1. 3scale API &2 WasmPlugin &3 %5 1E 1517
X2 3scale User 57 (App id/App key) B2 55 iEHIES & 71,
AP

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pIungonﬂg

services:

- id: '<service_id>'
authorities:
credentials:

user_key:
- query_string:
keys:
- user_key
- header:
keys:
- user_key

App Id 1 App key

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:
services:

- id: '<service_id>'
authorities:

nkn
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credentials:
app_id:
- query_string:
keys:
- app_id
- header:
keys:
- app_id
app_key:
- query_string:
keys:
- app_key
- header:
keys:
- app_key

oIDC

BR T FBF OpenID Connect (OIDC)#) WasmPlugin X &4, L EE—1 %7 RequestAuthentication
RIS B E L ETIR. 7ERF RequestAuthentication B, ©&#RAREFEMGEE Envoy LURIE UWT &
1, RIEBRKTZITERIIGIEFMERS, REMKRKEEKREFA G H AL EE 3scale WebAssembly 1
o

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: <info>
spec:
selector:
matchLabels:
app: <productpage>
jwtRules:
- issuer: >-
"<url>/auth/realms/<realm_name>"
jwksUri: >-
"<url>/auth/realms/<realm_namex>/protocol/openid-connect/certs"

e

o <url>: %{# M keycloak EZERT, OIDC LR URL $57E A F B R5IEELER keycloak OIDC i
3 7 B ST B R U /R o

e <realm_name>: OIDC A& A RIS HI & FF.

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:
services:

- id: '<service_id>'
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authorities:
credentials:
app_id:
- filter:
path:
- envoyfilters.http.jwt_authn
-"o"
keys:
-azp
- aud
ops:
- take:
head: 1

B VER
o [REIER JSON Web %884

® Wasm Plugin

N.7. WA E R API
(R LR TE S AR R 4 R T B BE R S 10T AP BRI, B @I & ALIE
W, SRR R ERIERGE R, 4PN BRI R S MR,

Y=

1. Zil A WasmPlugin M AR Bookinfo N AR, BNIZKEELS, EARITIEESEEME
REIE

$ export GATEWAY_URL=$(oc -n istio-system get route istio-ingressgateway -o
jsonpath='{.spec.host}")

$ curl -1 "http://$GATEWAY_URL/productpage”
HTTP/1.1 403

2. REATFEMEIENAABH

o A [Your_product_name] > Applications > Listings,

RIRBI N AR
e ## Authentication > User Key,
3. EAERHNAFBEAZAEREITHA,

$ curl -1 "http://$GATEWAY_URL/productpage?user_key=$USER_KEY"
HTTP/1.1 200 OK

4. FUETEIERRIEM T hito
e i A [Your_product_name] > Analytics > Traffic

o ENEIEMT A,
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11.8. 3SCALE APl MANAGEMENT WEBASSEMBLY &R id&E
WasmPlugin B E Y FKRMAEIRA T Proxy-WASM & M A SEENESE.,

% spec BRAEMNA, FH Proxy-WASM &R IEER, &%, EERAEMTERRE JSON XHE,
{82, WasmPlugin 5R7 LU spec (BT YAML, FHRFEFEHL JSON LUAHRERE A,

INREIEMIIER AP ERA Proxy-WASM &3k, 4J{ER JSON R HEEE. FEA JSON B R
ETE host B HRIBZEMA LHASIM, 0 Envoy, HEF WebAssembly 5 WasmPlugin
WRERERN, EEXRA YAML R, EXHHERT, TRMEEREHESRER JSON RRF12
W 2 R B sidecar IR EIL TR,

BF

EnvoyFilter B E X FIR(CR)T B2 XM API, {BET1E 3scale Istio &AL 233K Service
Mesh lRAFER, AEIUFER EnvoyFilter CR, {#/f WasmPlugin APl i~ =2
EnvoyFilter CR, NREEE EnvoyFilter CR, M|/ JSON #&RIETE spec,

11.8.1. EZi& 3scale APl Management WebAssembly &1k
3scale WebAssembly #=IRECEBIZRIEURF 3scale T A #IRANARSS, KRB EBRIRSS TR,
IS e
EMBEEEH, SRFGHMBE—HARBELIEFE :
o XfTF 3scale tkF#I#RINARSS : backend-listener URL,
o TAIBMIARSSTISR : IRSS ID MMED—NERER G EZUREL A,

o TG EI4IE userkey. LUK A appkey #J appid, L& OpenlD Connect(OIDC)EXHIR
{§|Jo

e WebAssembly IS EREEFHSEERIEEMILE. A0, MREEERFRMRIHNEE,
CAFRZER, BME 3scale BIE | & B XFERIBRETHINI, HRH WasmPlugin FREFE %8
spec.pluginConfig YAML & B7%E7E.

11.8.2. 3scale WebAssembly APl Management &1t api X &

3scale WebAssembly #3RE api T2l 7 88 & VAR 22 (6 FH IS B AR AN,

& o
AN api MR A EEHI AT X IHFHIRA S S E 3scale WebAssembly B IEE IE iz 1T,
api TN F R R R pI

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
namespace: <info>
spec:
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pluginConfig:
api: v1

api XEENEENHERE, BW—EZNER vI. BRESUIIRERSUEXFTEZELER vI WERRTE
AL IREZ BTN B E BT RNE.

11.8.3. 3scale APl Management WebAssembly &5 254 &

system T2 R¥8 E QAT 1A (] 45 EMK 77 B9 3scale K &R APl, upstream FER 2 X RREEHER
2. system N RZEER, [BENER, FRIEEHN 3scale WebAssembly IR H5E 258 SHIEEE, 40
RIETIRIRE S 3scale B R4 1 5, NIEER— ML,

HIRTE system W RZAREHTHENRE, #HEEREN RIBLMTE,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
pluginConfig:
system:
name: <saas_porta>
upstream: <object>
token: <my_account_token>
ttl: 300

% 11.1. system X RFEx

£ ek W

name 3scale IRFSHIFRIARE, BRERBEE  LE
HIALBI .

upstream BRI L ENBFEAE =

2. upstream {Z 3scale Mk
EIE API £, FFH systems

token BH IR 3scale P ASIH] =
e,
ttl EZERET RN R, FMIEEE EIE

HRRBNEEN N ERNR DR
. Rilh600# (1049

) . R BAERKNE, BESR
BESTELL TTL apsaps 2 G &2
i (] B AR BRI BE B

11.8.4. 3scale APl Management WebAssembly #& 1t % &
upstream X KRR AR AT LU E AT BB AR E .
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apiVersion: maistra.io/v1

upstream:
name: outbound|443||multitenant.3scale.net
url: "https://myaccount-admin.3scale.net/"
timeout: 5000

5 11.2. upstream X R 7B

4

#

B U

name name T2 BHABAMITATT. € =
EAEENMILART, NREBEE
RTE . A FiRiz Envoy Ed
&, CRRHFEI—NEEHNETT,
EHMAEH I EiF
(upstream) . & : XMFE&
BY1E, &N Service Mesh #
3scale Istio S&HE 2% control plane
REHERAZEZNENZNFEDIR
RS EEB AT W FIE
B, MR R
3 : outbound|<port>||
<hostname>,

url FF 15 7] PRk AR 25 B9 52 28 URL,
PRIEM A RARES R, BINEXINE
4 TCP O,

il

Timeout (&) B[R] (BF) , EASHA R H]
R T e 7 ] B 2 SR A A B
%o MAWAEY 1000 #,

¢
b

11.8.5. 3scale APl Management WebAssembly & j5 i %] &

backend T4 % 48 E 401517 3scale Service Management AP| SEIRINFIIR &S HTTP &K, RS H
3scale B Backend “H{1R 1,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:

backend:
name: backend
upstream: <object>

# 11.3. backend X &R=PE¥
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£ ek W
name 3scale BImMIFRIARE, BRERBEE  LE
LB,
upstream ERRWMBENFFAER. X B. REEMNEFE,

WABB | 3scale ik &R APl £
N, ENEmRE:,

11.8.6. 3scale APl Management WebAssembly #&HLAR 557 &
services T2 % R 18 E H module BI4F E LI A0 ER R LE AR 57 IR R/ o
MR E BN IBIMBLERRSS, EAKFBEZ MRS ERWEERBESNAERERS.

services FIRENEN, ERUWNEVEE—NIRSHIEE, FAFEH,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:

services:

- id: "2555417834789"
token: service token
authorities:

- "*.app”

-0.0.0.0

-"0.0.0.0:8443"
credentials: <object>
mapping_rules: <object>

services FHHMEFN TR R 3scale IR%.
£ 11.4. services W RFE%

B4 Rk WA
id Itt 3scale IRGSHITRIATE, BENE 2

BEHLEIA,
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B4 i Rk WA
token Itt token BT LATE & B9 % 58 A 9 AR B =]

SHREBEBHIRE, thaTLER
LUF curl @S MRERRE :

curl
"\https://<system_host>/adm
in/api/services/<service_id>/
proxy/configs/production/lat
est.json?access_token=
<access_token>" | jq
'.proxy_config.content.backe
nd_authentication_value'

authorities —NFRFBEHE, EINFEFELR
BICEH URL WITL B4, XL
FREESIHESMMS(HH
(A= (?) AL 2RHY glob &=,

il

credentials ENEEFNEMEEHRNERN
R,

il

mapping_rules KREaPIRF AN 3scale 5 i
ER—HIT R,

b

11.8.7. 3scale APl Management WebAssembly #HEiE X 5
credentials X5 2 service A RMAH, credentials I8 EEEFHAEIFRE, URHITIZRIENSTE,

FREFERENEE, BELTNEDEE— user_key = app_id. IEEBNEEMIIFLXEE, EH
EHERTERT, [UEEESNEIERN—EH,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:

services:

- credentials:
user_key: <array_of_lookup_queries>
app_id: <array_of_lookup_queries>
app_key: <array_of_lookup_queries>

£ 11.5. credentials X §FE&

153



Red Hat 3scale APl Management 2.14 #4F Red Hat 3scale APl Management

£ sk DS
user_key XR—HEW, BATFENL 3scale prin
RFR®H, BFRBHBEMN AP
B,
app_id XR—HEW, BATFENL 3scale il

RNRTRRRF. NARFEMARTS
3scale &, = {# M Red Hat
Single Sign-On (RH-SS0) 5
OpenlD Connect(OIDC)ZE 5 171=
M2 RIZH. HOEENERE
R (RERIHFETH A
H) , BRKEapp_id#
app_key.

app_key X —HATFE XL 3scale N AR s
BE R, A RTE app_id B95
ARFBRHRTAN, RLMERE
7E app_id i1 E L FER,

b

11.8.8. 3scale APl Management WebAssembly 121 & #; 2 14

lookup query X2 credentials X[ R F{ERIFEMN—E80. ©IEEMAIEKRMCIESL EEIEFEE, 1T
fhzE, NWBITERERE—1HZME. KUERRAREKRE & B BEERE,

lookup queries BIEUZETEIR T — MIREBHR KR : BB HEP - EHRELIHEERRKRER, F
HESEPBEEENREIEERE, FATNENTINEERIL,

lookup queries HENFE (—NEXNR) AN, BAURZNEREAEZ—, ESLLLITRA :

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:

services:
- credentials:
user_key:
- <source_type>: <object>
- <source_type>: <object>

app_id:
- <source_type>: <object>

app_key:
- <source_type>: <object>
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source X RIENE{T credentials X RFERHHRIEN—E D EFE, NRFEELM, #1H source RKE
RIJUTEER—:

o header : I HTTP 1 KR 1E 5 Ao
e query_string : lookup query U URL EiHFRESEE NI A,
e filter : lookup query WU IERS TTEIRIE N HI A,

i source RN REVEBUTHNFE :

% 11.6. source KRN RF B

4

#

B sk

]

keys —NFRBERH, 8NN —D
key, BIRHIASIEHIHEIISR
EO

ops FFHIT key T EAHRVE SR yoi
H, UHARBREET —MEEL
BRI AFERBEENEE, R
operation TERHE— M H R
W74 lookup query K,
BIENE B AE 7 1T,

b

path DRATERBENTEEPNE %
%, B2, Lf#EMA header =
query_string [FRENAFE
B, {B7EfEH filter source-type
2 EH,

i

Y key SHi AKIELER, TRIHEERNEYS, MERBIEESRLIHNITEENERE (ops) , 40
REFE. MFRABEE ops, NLREITE key H4ERE (BH) o

Operations 2t 7 —#A X, ATFEEE—MEBREK key EHAIATREERLRGMLH, JEFER
e, RISFIETS BN, E A Operations, BEIRREKRRNES KHBMBERKHRD Turing-
completeness,

771i% operations i BHERS, EEAT, lookup query s@id FE MR O EEHERTMR, EXRBURT
ERERNE,

11.8.9. 3scale APl Management WebAssembly #& 5 #2 /EXT &

B T4 source type B ops #HAHE N THRERZ operation R, B LA A HENE SHUTI,
FAF LR ROFER L T2 operation KB HIZFR, (EI{EERE operation F9S5#1, RILAREEMINIR, I
m, WAEFERNE. RN FRRNMRE,

K% operation #BZE5—NHENHA, FE—IRNZNEH, YelDERRASERBES, Eil5

— N HERAEX - BREEENEMES MR REE, RYEFTMA source IS, 115 HAI(E N H#EEE
R, Hfth operations X BFEARERNMHAEFHANSERY, BEERKEENHER,
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SRR, T—SREME, BN EDES app_id. app_key =k user_key, EXEH#f
RHESRE,

BT EH operations £ :

L
XL BRI SR B A E, LURETRBIE,

® string

ENIRFRBEFENEA, FeHITiERihE,

® queue

EIIEMARN—HE, FHITEMHERERMEF®ERPFEME.

o check

X4 assert BHELL— D EIEAM AR B X —HIRME,

e Control ()
EATHIT SR HE ST AR B R 1,

o 1B/
eI A BRI RS, HFEEBERE,

B BRFBBEETIHRARFUAF RS REE.

HiBR
o TFIARERMF

11.8.10. 3scale APl Management WebAssembly 1 mapping_rules ¥f &

mapping_rules XI5 & service X R —E 2. BIEE—4H REST BBEENFMEX 3scale 85, FHIEE
= PCECI 48 E B A rEI8 K,

IR system TG RAPRHIRECISEE, NEBLE, MENRE system [NH KB HRE, TE%E
P& mapping_rules X,

mapping_rules 2 — MEUEXN R, ZEBHBENTHREZ mapping_rule ¥R, £ AIERK LI ERITE
BREFHLNIR ML T —2H 3scale methods, B F#ZINFME APIManager fiits, HZANIEEHNIFERBERN

methods F5f, i 3scale BFf 2B —1" deltas BYE.45, H10, wNREAHNER deltas 150 3 ¥ Hits A
SEINFR, MRS ZE 3scale B Hits BB — A5 EHM delta 7 4,

11.8.11. 3scale APl Management WebAssembly &3t mapping_rule X &
mapping_rule ¥ &2 mapping_rules X & REEHM—ER D,
mapping_rule S RFEIEELUTER :

o EMLEH HTTP 7K %,

o [TEZERRHIR.

o EIRER 3scale MEURERENHE, BEFRHIIFRE T IHEIF.
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5 11.7. mapping_rule X RF B

B sk

Hk EBERK HTTP IH KA ENF R
B, W verb, EXNESER
B HTTP AiE& Mz — i, FX
DRNE, (EATFEERICERIRF A
{Ho

il

pattern 5 HTTP 153KM URI BR R4 ITER
RN, HEXEES 3scale
ILEMERIEE. BRITFERAKXE
5 (I {this}) ZFMNERFRF
NEAEER (FRES(NF
)

il

usages usage FfR7IFk, HHNITE
i, FrETH A H deltas H75EED
SIINE% 3% E 3scale F9753%7
=, LUHFTENRS.

il

FERAUTREFERERA usages *f
E-

e name: EREM
method %%i%&., *
= : name EXHKNE
B,

o delta: method #2NH9%K

=,

last LIS LHNIE, BENELE  ANEA/R(E. BIMEN false
AL L BRES AL

LUFRBIMIIF 3scale RAERZIAIMILE ZRE5H, BEbEii, 7E 3scale MiZTHEMABEH A RZE
i, Bla0, Hits IEITAILR 2R, RLEeFEMT 4 M, BNENGERPMWmMERSAEL
#, FHAA 3scale Authrep API i s,

LUF I B R B rrA MU RI B8 % /products/1/sold B9 GET 153K,

mapping_rules GET i k<l

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:

name: <threescale_wasm_plugin_name>
spec:

pluginConfig:

mapping_rules:

- method: GET
pattern: /
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usages:
- name: hits
delta: 1
- method: GET
pattern: /products/
usages:
- name: products
delta: 1
- method: ANY
pattern: /products/{id}/sold
usages:
- name: sales
delta: 1
- name: products
delta: 1

FiE usages S RNINEESIATHIE K AR {58 FH FH E303E 3scale, WITFAIR :
o fprh ]

SE O .
o mi2n

<

<Hr

il

o HE 11

11.9. EIE I8 3SCALE APl MANAGEMENT WEBASSEMBLY &R~
BT R AN BRESE, 155 RIEHIRS RHRIVEL,

LUF 2 credentials =5, &0 LU HATIERUARTEEEBBINEXK,

B LHEFERE], REYEEESMNENRIECH lookup queries i, SIREBIINFE e 15 1T1F
fh, EEIEH— BRI I,

11.9.1. HFRIESEHHI API # (user_key)

WU TR BILE 2 15 R SR S IR S AR & PRIk R 3 user_key

credentials:
user_key:
- query_string:
keys:
- user_key
- header:
keys:
- user_key

11.9.2. N2 ID 1% 5A
LUFRBIFEE SRS R app_key #1 app_id &1E.

credentials:

app_id:
- header:
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keys:
- app_id
- query_string:
keys:
- app_id
app_key:
- header:
keys:
- app_key
- query_string:
keys:
- app_key

11.9.3. Bk
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1E3K7E authorization 172k &% app_id #1 app_key, MIREKEEDHH T — N ME, ERTLUHE

app_key,

IMRKREHHE T —PANHAA, MARERRTEFGSE app_key.

authorization 1L EABINEEIEEHE, HIE%IG N Basebd, XEKE, EALURAIN ZZEF R KIS
B, MEZ/Nad, RAREEAESOFENPBRBRSEIE, i, NREFERXFMER
app_id:app_key, NIH5kEEILLT =B credential :

I aladdin:opensesame: Authorization: Basic YWxhZGRpbjpvcGVuc2VzYW1|

WA ERNEIRCLFERET, RIS

credentials:
app_id:
- header:
keys:
- authorization
ops:
- split:
separator: " "
max: 2
- length:
min: 2
- drop:
head: 1
- base64_urlsafe
- split:
max: 2
app_key:
- header:
keys:
- app_key

LL_ERFIREIEZE authorization T3k :

| EERFHBEETRIERSE, REE

SRIEZE % credential 288,

BEEEVERMF A credential 225 credential &5,
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2. G, eBEAEMBEHRENE-_ME, HEAESO)FRATHY, BFEEE—1EE
app_id B {EHERE, ASHRTY app_key (BEFIE) .

a. MEFBENIRLHATIFE app_key, NESREHFERNIR, Fl, EAREG, rkhia
app_key,

3. E[A credentials {INZI4 54, FF Basic 121, HA app_id 2 aladdin =% admin, =E{E
i app_id KEZEDH 8 NFER,

4. app_key »aE—NME, HFEEVEE 641N EF, WTHIFE :

credentials:
app_id:
- header:
keys:

- authorization

ops:

- split:
separator: " "
max: 2

- length:
min: 2

- reverse

- glob:

- Basic

- drop:
tail: 1

- base64_urlsafe

- split:
max: 2
- test:
if:
length:
min: 2
then:
- strlen:
max: 63
- or:
- strlen:
min: 1
- drop:
tail: 1
- assert:
- and:
- reverse
- or:
- strlen:
min: 8
- glob:
- aladdin
- admin

5. 7%EX authorization trL MBS, &R LLEN B AL S 1KE Basic credential 2K8!, {FRENE
TETHER,
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6. EH EiZfTBEREE. RIFEREFBEBEELNOEE, TFRSHRIKIRM app_id, 1A
RIS TNERHY app_key.

7. 3547 WA« ARHERBPERNME, FRTEIKE app_key.

a. HREFEKENT 1863 2IH, ©iFapp_id #1 app_key, MRBFAMWKE NS, NIFHE
EF, HEAEFEEFHAFAE, MRIABF—1 app_id B%%5 app_key, NIERDHIE M5
¥ RN FDIEG D,

assert, RIE—MRERTEFECHAHRERERIER, ABEETLUSHHERE
1. ENfIHERR, fF app_id i FIIER,
a. TWERBEE app_key, I HELAIHA{R app_id 4 F I,

2. {£/A and ENXH AR BHEIRE.
REERUTTREMZ—

o MR app_id WFERFEKEED NS,

o ff{R app_id 5 aladdin s admin [CEZ,

11.9.4. OpenID Connect(OIDC) Al

%I F Service Mesh # 3scale Istio 5&fc sy, E/IERE —/ RequestAuthentication, #1TfIFT®, EA
8B S T E3UEH jwtRules:

apiVersion: security.istio.io/vibetai
kind: RequestAuthentication
metadata:
name: jwt-example
namespace: <info>
spec:
selector:
matchLabels:
app: <productpage>
jwtRules:
- issuer: >-
"<url>/auth/realms/<realm_name>"
jwksUri: >-
"<url>/auth/realms/<realm_namex>/protocol/openid-connect/certs"

[ F3 RequestAuthentication f, EXFAFEEHGEE Envoy LAAIE JWT ©8, RIEBRTZITESR
AIIEFIE NS, HEIERKTEIEREBAR S E %L X E 3scale WebAssembly #&Hk,

ROk JWT SRR, IEBRERSEHEERBITHRENRP, ERIVATHEGNEFRRE, &3 XA
B, &R LGB B ERMBE RN H— KB RERLEIIN R,

OIDC HJ 3scale app_id 5 OAuth client_id Lfg, XA 7 JWT THE8) azp 3% aud FEXHILE,

ZEM Envoy BRAE JWT S99k JE25 KX app_id 7, HS LT RA |

credentials:
app_id:
- filter:
path:
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- envoyfilters.http.jwt_authn
-"o"
keys:
-azp
- aud
ops:
- take:
head: 1

FHUS TR filter XTI EnvoysS 8 JWT S350 AT b A3 R0 IR B TR, It
HHEEE JWT Sk, fFRE 5B TEREB RSN R —5, (R 0 IREES &

%H,

ERER—NGN, BEBITLUTHAFE
e azp : #ZF app_id FIfH,
e aud: A LUK EIXAME BRY(E,

ZERAF AT AR R E — ME T DB,

11.9.5. MIT3LFRi%ER JWT ShE
BULETAEES JWT $IGIETRR, ST iFmS @it JSON M AIFRL D A g,

EIK18 app_id, 1ES LT RA

credentials:
app_id:
- header:
keys:
- X-jwt-payload
ops:
- base64_urlsafe
- json:
- keys:
-azp
- aud
- take:
head: 1

11.10. 3SCALE APl MANAGEMENT WEBASSEMBLY &t /N T{FEZE

LUF 2 3scale WebAssembly & ix/N TEECERIRA : I UEFIFHIGLEAS, FHRECUEEFRE
CHEE,

apiVersion: extensions.istio.io/vialphai
kind: WasmPlugin
metadata:
name: <threescale_wasm_plugin_name>
spec:
url: oci://reqgistry.redhat.io/3scale-amp2/3scale-auth-wasm-rhel8:0.0.3
imagePullSecret: <pull_secret_resource>
phase: AUTHZ
match:
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- mode: SERVER
priority: 100
selector:
matchLabels:
app: <productpage>
pluginConfig:
api: v1
system:
name: <system_name>
upstream:
name: outbound|443||multitenant.3scale.net
url: https://istiodevel-admin.3scale.net/
timeout: 5000
token: <token>
backend:
name: <backend name>
upstream:
name: outbound|443||sui1.3scale.net
url: https://sui.3scale.net/
timeout: 5000
extensions:
- no_body
services:
- id: '2555417834780'
authorities:
credentials:
user_key:
- query_string:
keys:
- <user_key>
- header:
keys:
- <user_key>
app_id:
- query_string:
keys:
- <app_id>
- header:
keys:
- <app_id>
app_key:
- query_string:
keys:
- <app_key>
- header:
keys:
- <app_key>

Lth BT IR

® M ServiceMeshExtension 3 E| WasmPlugin iR
® Kubernetes B ¥R

® Wasm Plugin
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55 12 Z 4 AP Bl R A 1T PR BERR
A5 S TE AR BN ISR RIS & API ELRZR MY (A MR B .,
API R R — M KSR EH, BR, BHEMRLHREIEE= BB :
1. APl B3
2. 3scale

3. API

@
g’@b

XE=MITRPNEA MRS API AP TEDFER AP, B2, BENREISEREUBA G, &
YRR R OV IR R A B IR AT L 1T BB HERR LU TE (R RIE0 — L2321

FER LT AR KA FHE S e ae IR E IR
o HILERKAIR

o AhIE API Bt ZRH ]

o A APLiER A

e £512.4 77 "ActiveDocs []#1"

o 51257 "EK NGINX"

e 5126 77 "3scale iR

12.1. % W& R [A] 8

LR LR HES 3scale RN FAE—LIFEE LNAE, SIFRIBEEZLT AP Tk,
REEMBMNLREFETE " hMmARMTR,

12.1.1. 5% 7]

LA 2388858 7785 3scale ERBIRNIAM ER, APlcast f512H AR ATAEE R —Le & ILA 3 - MEH
APlcast Hosted T8, #E/G5Izal, 21TBHEEM APlcast,
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12.1.1.1. APIcast £ &

LYIRERIE Service Integration FE_LEF APl 5 APlcast Hosted S, EAIRERETIEHAEEI—LELL
THR, SEESNARRE, UKREEKRSE I,

o MiEiEREM - PyTdHA
KEIEE AP EF T MAHE R, APlcast Hosted 55 E APl —i2E A, MREEFRE
& API AFF AT F5 APlcast Hosted /%, &R LATE APlcast Hosted #1 API Z [Al1% B — N FAE
secret, LUB4{EmIkE API FXAIE .

o T#EZMIIE I Z protocol:/address(:port)
fER API & FRET URL REBIFTE R, o LAE"BRETHIN"# APl test GET request BIFF
Lamedl

o fHA HTTP X% XXX Mlixi5 3k KM
o 405 : foEIRREETER GET 1EK, APlcast R #F GET 1F KEM LM,
o 403: Authentication parameters missing : J1R&EH API BB — L 59551k, APlcast X
E R B EE K,

o 403: Authentication failed : J0R XA 2Bt 3scale QIBHE—NIRS, EREEBRESE
HE%'F@'JLTFEE‘*}EEI’Jfﬁi BUGE BITE R, INRBEEERMWE—NRS, BHRE
103% B T BRTE S AT 61 22 oMk - =k N R,

12.1.1.2. APlcast B &

IO T 5 APlcast BIREEMNENE, BHRFEHCHEE APIHX, UTRERLZEAREEW
XFIFiEd e A AP R AT RSB BB — LEEHR,

e upstream timed out (110: Connection timed out) while connecting to upstream
#E API IR FNA S Internet Z A& BRI ASESHAIE, MMHREE K EEHNMKENZL 3scale,

e failed to get list of services: invalid status: 403 (Forbidden)

2018/06/04 08:04:49 [emerg] 14#14: [lua] configuration_loader.lua:134: init(): failed to load
configuration, exiting (code 1)

2018/06/04 08:04:49 [warn] 22#22: *2 [lua] remote_v2.lua:163: call(): failed to get list of
services: invalid status: 403 (Forbidden) url: https:/example-
admin.3scale.net/admin/api/services.json , context: ngx.timer

ERROR: /opt/app-root/src/src/apicast/configuration_loader.lua:57: missing configuration

1S 1E THREESCALE_PORTAL_ENDOINT HH{FEHAI ST EMH, URKFAERE
APISER, @M curl SIIEE : curl -v "https:/example-
admin.3scale.net/admin/api/services.json?access_token=<YOUR_ACCESS_TOKEN>"

BN Hi@T JSON IESGRE 200 MR, SRR EF RIS, HQ BN IES LT FiFE

/BN o

e X1 apicast.example.com & HEIIRSS

2018/06/04 11:06:15 [warn] 23#23: *495 [lua] find_service.lua:24: find_service(): service not
found for host apicast.example.com, client: 172.17.0.1, server: _, request: "GET / HTTP/1.1",
host: "apicast.example.com"”
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LSRR R AHER URL MAREMREE., BN IZBREER Public Base URL 5T EHBIEIEMN
APlcast iHRHIMER, BLEEBHNAXLEARURL fF :

o ffR APlcast BECE N "EINE" (M1RAEH THREESCALE_DEPLOYMENT_ENV Z' &
BEMIL APlcast IBUARCE) » BREFEERAZE IR

o HNR#E{HEFA APICAST CONFIGURATION_CACHE #
APICAST _CONFIGURATION_ LOADER {82 BihEHMINEERE, HEFHED
APlcast,

T 2—EaaeiEmEW APlcast BBNEERRMAIEMEIR :

® Mapping rules not matched / Double counting of API calls: 1RIEEE X API L7555 F05LPr
URL i R ARG A, ERTRER A INA NI B NG KE R 5 A8 — R, BXT it
FTERPEHERR, 1@ 3scale PRk XF API & WA, XRHRE] AP B EERMAE /&
BI5R,

e Authentication parameters not found : #{RIEIFSELEE IJServiceIntegration FREPIEEN
EFAGIE, MREEFMEUMENTRLALE, NERSI GET ERMEXSHNENSHE AL
%, FIBEMHTTP A%, #H 3scale IRk RERIGEM APl WX HYTE KILENBIEHE,

12.1.2. 7= G ln] &

ALENA T REFBSER AP KEFIER APl &, ROSHINS API FXBXEFE, BE, UTE
B R E LA P PR B B 8 — LE AR

12.1.2.1. =] FAf A
a] 0] 08 % B nginx error.log R _EFEBET 5% E M ; B4 -

upstream timed out (110: Connection timed out) while connecting to upstream, client: X.X.X.X,
server: api.example.com, request: "GET /RESOURCE?CREDENTIALS HTTP/1.1", upstream:
"http://Y.Y.Y.Y:80/RESOURCE?CREDENTIALS", host: "api.example.com”

AR BEE 3scale BIRTAMER L, XAIEERRERA :

o REEMNTT ANE{FEAMIA 3scale IP,
EHTHR A API [ K BL & SUEF 3scale B XA ERES IP SBITHIL E, WIKBIRFIEE, EFEF
INESEE NGINX 5261, W FKEBE, ERENEE UCHENRS [ HNTE, MAREL
et E Y 3scale B ; 40 :

server {
# Enabling the Lua code cache is strongly encouraged for production use. Here it is enabled

set $threescale_backend "https://sui.3scale.net:443";
| AEH :

location = /threescale_authrep {
internal;
set $provider_key "YOUR_PROVIDER_KEY";

proxy_pass $threescale_backend/transactions/authrep.xml?
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provider_key=$provider_key&service_id=$service_id&$usage&$credentials&log%5Bcode%5
D=$arg_code&log%5Brequest%5D=%arg_req&log%5Bresponse%5D=%arg_resp;
}

o MRV LB —LE 3scale IP, LLTF=E 3scale ST EIAY IP B9 M FIZIER :

o 75.101.142.93
o 174.129.235.69
o 184.73.197.122
o 50.16.225.117
0 54.83.62.94
o 54.83.62.186
o 54.83.63.187

o 54.235.143.255
PAE[r]#i 25 R A8 3scale AT MR, B2, MARMEHIAPI LT AWSELB f5mE, &ARE
£1BE5 API MXx89 API & BRI A, X2 KA NGINX BIATE /S hH 4T DNS f#
M, RIE%RF P ik, B2, ELB TEMERES IP i, Sf]gEs4EEE R, HELBE
WO EAM IP B, NGINX FiEiRE,

LEREIRY AR R 75 R 5 50 H1/H4TI12 1T DNS FRITRIE B2 K0

1. BIETE http B2 BITERRINLL AT RILE R ER DNS #4725, 20 Google DNS : &4
73 8.8.8.8 8.8.4.4;,

2. 9 API &R URL HE AL T server B3N TNEREMIAMI BRI E, set $api_base
"http://api.example.com:80";

3. 7£ location / &8>, #E proxy_pass 1TH G EE M proxy_pass $api_base;,

12.1.3. EBRE /YA

INRIBER T API, SIARINETIRR, SRR TE AP P XBUHTESE XX 4 2 BIANINET 7555 URL BR
%Tjo

LIRIEERT M 3scale TEHMEER, &% LAEEE Lua PRIRIEE R, X5 500 - REBIRSS 285,
ix, 540 -

curl -v -X GET "http://localhost/"

* About to connect() to localhost port 80 (#0)
* Trying 127.0.0.1... connected

>GET /HTTP/1 A

> User-Agent: curl/7.22.0 (x86_64-pc-linux-gnu) libcurl/7.22.0 OpenSSL/1.0.1 zlib/1.2.3.4 libidn/1.23
librtmp/2.3

> Host: localhost

> Accept: */*

>

< HTTP/1.1 500 Internal Server Error

< Server: openresty/1.5.12.1

< Date: Thu, 04 Feb 2016 10:22:25 GMT
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< Content-Type: text/html|
< Content-Length: 199

< Connection: close

<

<head><title>500 Internal Server Error</title></head>

<center><h1>500 Internal Server Error</h1></center>
<hr><center>openresty/1.5.12.1</center>

* Closing connection #0
I&E LLEE] nginx error.log T fRRE, 4140 :

2016/02/04 11:22:25 [error] 8980#0: *1 lua entry thread aborted: runtime error:
/home/pili/NGINX/troubleshooting/nginx.lua:66: bad argument #3 to '_newindex' (number expected,
got nil)
stack traceback:
coroutine 0:
[C]: in function '_newindex'
/home/pili/NGINX/troubleshooting/nginx.lua:66: in function 'error_authorization_failed'
/home/pili/NGINX/troubleshooting/nginx.lua:330: in function 'authrep’
/home/pili/NGINX/troubleshooting/nginx.lua:283: in function 'authorize'
/home/pili/NGINX/troubleshooting/nginx.lua:392: in function while sending to client, client:
127.0.0.1, server: api-2445581381726.staging.apicast.io, request: "GET / HTTP/1.1", host: "localhost"

£ access.log #1, ELHOTF :

127.0.0.1 - - [04/Feb/2016:11:22:25 +0100] "GET / HTTP/1.1" 500 199 "-" "curl/7.22.0 (x86_64-pc-
linux-gnu) libcurl/7.22.0 OpenSSL/1.0.1 zlib/1.2.3.4 libidn/1.23 librtmp/2.3"

=T EENLEIE 3scale RIZEWEMNERATRESBRIMEE ML, K& A&,
MREBAKREFRAXERS, BEDTERESNRENRAE, ERIZEAGRE 1 AP &K
5 EPEANERSY. M AP FFIA, BES L RERIE SRS,

12.2. Z-I8 API BT ZEHE a5

N SRAETEEEBIIRS BANB BN, TR API FI%, 3scale 3% API, LUFHREHER S TR 1% 210 F Y
B—NiwE0

12.2.1. B 10T LLERE ?

5/ telnet IR E A TCP/IP % telnet api.example.com 443

e FXIf

telnet echo-api.3scale.net 80

Trying 52.21.167.109...

Connected to tf-Ib-i2t5pgt2cfdnbdfh2c6qqoartm-829217110.us-east-1.elb.amazonaws.com.
Escape character is ']

Connection closed by foreign host.
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565 12 ZF X API BT s k= HERR

o XK

telnet su1.3scale.net 443
Trying 174.129.235.69...
telnet: Unable to connect to remote host: Connection timed out

12.2.2. fR 558575 0]

ZIRMAERMEAE, HEMABEEEIR—IRS SR fli0, MRENE S IRTERE AP, B
HMBIZ B R] APl BIHLE: (30 API RX) JERZEIER AP,

IMREAEMZXEERERT), SR UBRREIRARSS 82 PEVEMHIR, FHAETN 2 FERLS & Tk
HERR, RV 2R T RERRIM T,

12.2.3. iX 72 DNS [A]05 ?
S EA P it A 2HENS (40 telnet 94.125.104.17 80 A2 telnet apis.io 80) %#ZFIARSS 25
XA HERR DNS R BO4FAa ] 3,

IR LUE A dig TRERAR S 2580 IP ik, {5130 3scale dig suil.3scale.net = dig any sui.3scale.net (0
RINERENITRERRTEIZ A 1P Hudlt)

NB: Some hosts block ~dig any®

12.2.4. $X 2 SSL [r]ig ?
I&ATLAE R OpenSSL il :

o (RIFBIEM IP B9ERE, HIINM shell prompt openssl s_client -connect sul.3scale.net:443
B

CONNECTED(00000003)

depth=1 C = US, O = GeoTrust Inc., CN = GeoTrust SSL CA - G3

verify error:num=20:unable to get local issuer certificate

Certificate chain

0 s:/C=ES/ST=Barcelona/L=Barcelona/O=3scale Networks, S.L./OU=IT/CN=*.3scale.net
i:/C=US/O=GeoTrust Inc./.CN=GeoTrust SSL CA - G3

1 s5:/C=US/O=GeoTrust Inc./.CN=GeoTrust SSL CA - G3
i:/C=US/O=GeoTrust Inc..CN=GeoTrust Global CA

Server certificate
MIIE8zCCA9ugAwIBAgIQcz2Y9JNXH7f2zpOT0DajUjANBgkqhkiGOWOBAQsFADBE
;I-'-RUNCATED

éi:ZigX+OpWLVRijrOkZzX+HCerYch:
subject=/C=ES/ST=Barcelona/L=Barcelona/O=3scale Networks,

S.L./OU=IT/CN=*.3scale.net
issuer=/C=US/O=GeoTrust Inc./.CN=GeoTrust SSL CA - G3
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Acceptable client certificate CA names

/C=ES/ST=Barcelona/L=Barcelona/O=3scale Networks, S.L./OU=IT/CN=".3scale.net
/C=US/O=GeoTrust Inc./.CN=GeoTrust SSL CA - G3

Client Certificate Types: RSA sign, DSA sign, ECDSA sign

Requested Signature Algorithms:
RSA+SHA512:DSA+SHA512:ECDSA+SHA512:RSA+SHA384:DSA+SHA384:ECDSA+SHA384
‘RSA+SHA256:DSA+SHA256:ECDSA+SHA256:RSA+SHA224:DSA+SHA224:ECDSA+SHA22
4:RSA+SHA1:DSA+SHA1:ECDSA+SHA1:RSA+MD5

Shared Requested Signature Algorithms:
RSA+SHA512:DSA+SHA512:ECDSA+SHA512:RSA+SHA384:DSA+SHA384:ECDSA+SHA384
‘RSA+SHA256:DSA+SHA256:ECDSA+SHA256:RSA+SHA224:DSA+SHA224:ECDSA+SHA22
4:RSA+SHA1:DSA+SHA1:ECDSA+SHA1

Peer signing digest: SHA512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 3281 bytes and written 499 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-GCM-SHA384
Server public key is 2048 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

SSL-Session:

Protocol : TLSv1.2

Cipher : ECDHE-RSA-AES256-GCM-SHA384

Session-ID:
A85EFD61D3BFD6C27A979E95E66DA3EC8F2E7B3007C0166A9BCBDASDCA5477B8

Session-ID-ctx:

Master-Key:
F7E898F1D996B91D13090AE9D5624FF19DFE645D5DEEE2D595D1B6F79B1875CF935B3
A4F6ECCA7ABD5EF852AE3D4108B

Key-Arg :None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 300 (seconds)

TLS session ticket:

0000 - a8 8b 6¢c ac 9¢c 3¢ 60 78-2¢c 5c 8ade 2288 06 15 ..l..<'x,\.."...

0010 - eb be 26 6¢ €6 7b 43 cc-ae 9b c0 27 6¢c b7 d9 13 ..&L{C...."...

0020 -84 e4 0d d5 f1 ff4c 08-72a09 101730045 2¢c ...... L.z....E,

0030 - 1b €7 47 Oc de dc 32 eb-ca d7 €9 26 33 26 8b 8¢ ..G...2....&3&..

0040 - 0a 86 ee f0 a9 7 ad 8a-f7 b8 7bbc 8c c2 77 7b .......... {...w{
0050 - ae b7 57 a8 40 1b 75 c8-25 4f eb df b0 2b 6 b7 ..W.@.u.%0...+..
0060 - 8b 8e fc 93 e4 be d6 60-0f Of 20 f1 0af2 cf 46 ....... e F

0070 - b0 e6 a1 e5 31 73 c2 15-d4 2f 57 d1 b0 8e 51 cc ....1s.../W...Q.
0080 - ff dd 6e 4f 35 e4 2c 12-6¢ a2 34 26 84 b3 0c 19 ..n05.,.1.4&....
0090 - 8a eb 80 e0 4d 45 {8 4a-75 8e a2 06 70 84 de 10 ....ME.Ju...p...

Start Time: 1454932598
Timeout : 300 (sec)
Verify return code: 20 (unable to get local issuer certificate)

e SSLv3 ¥ (HAFI® 3scale <)
openssl s_client -sslI3 -connect su.3scale.net:443
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CONNECTED(00000003)

140735196860496:error:14094410:SSL routines:ssI3_read_bytes:sslv3 alert handshake
failure:s3_pkt.c:1456:SSL alert number 40

140735196860496:error:1409EQE5:SSL routines:ssI3_write_bytes:ssl handshake
failure:s3_pkt.c:644:

no peer certificate available

No client certificate CA names sent

SSL handshake has read 7 bytes and written 0 bytes
New, (NONE), Cipher is (NONE)

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

SSL-Session:

Protocol : SSLv3

Cipher :0000

Session-ID:

Session-ID-ctx:

Master-Key:

Key-Arg :None

PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1454932872

Timeout : 7200 (sec)

Verify return code: 0 (ok)

HIEEEE OpenSSL man page.

12.3. {751 APl iE 3R ] &

ZIRFIAER APHERATREFEN, HHTUTRE

12.3.1. API

ZIA AP BESIFINIER, HEER API A HAERNIER (MAZ®T APIFX) . ERIZBERZE
55@1d API XB9IE KBRS HAIRL, MRETHERWBIHEIER, HHIK API X AP Z AR

==
AILE o

SNRVARRRTD, R LAHERR API BRI, SNERZIE—F 5 AP ST ERREHERR,

12.3.2. APl Gateway > API

EHERR API R0 API 2 [B] BRI LS [A] 3, 155 RET APl XRS5 28 & 5 before SAS-sule H8RIBY
ﬁo

SOSRVARIRRTD, (BRI LRSI APl R A & TR HERR
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12.3.3. API W%

ALUBT S NS HREE APl X E2EFEE ITIF,

12.3.3.1. API X B E B/EshHz1T ?
BRETZITMXBIITEN. MRIRERW, ERMXRSERTREREN.
BxE, KB NGINX #HEREIEEIZTT, Mk, EiZ1T ps ax | grep nginx 2% htop.

INRIZEEFFIFRHEE nginx master process #1 nginx worker process, Nft& NGINX IE{Ei21T,

12.3.3.2. IXBSPEEFEEMER?
UTRERBEEMX BERERN—LE IR, BIUTE errorlog A :

o AP| MXITiEEEE AP

upstream timed out (110: Connection timed out) while connecting to upstream, client:
X.X.X.X, server: api.example.com, request: "GET /RESOURCE?CREDENTIALS HTTP/1.1",
upstream: "http:/Y.Y.Y.Y:80/RESOURCE?CREDENTIALS", host: "api.example.com”

o API| MXITiEIEEEE 3scale

2015/11/20 11:33:51 [error] 3578#0: *1 upstream timed out (110: Connection timed out) while
connecting to upstream, client: 127.0.0.1, server: , request: "GET /api/activities.json?
user_key=USER_KEY HTTP/1.1", subrequest: "/threescale_authrep”, upstream:
"https://54.83.62.186:443/transactions/authrep.xml?
provider_key=YOUR_PROVIDER_KEY&service id=SERVICE_ID&usage[hits]=1&user_key=U
SER _KEY&log%5Bcode%5D=", host: "localhost"

12.3.4. APl gateway > 3scale APlI Management
MR API IR IEEHIZ1TIE, T—2 2% APl MXH 3scale Z AR 1 TEUPEHERR,

12.3.4.1. API X BEE Vila] 3scale API EH ?

INREHERE NGINX /E 4 API IR, HRIXTEERLTR 3scale i, nginx SR HEFRERUTHEE ¢

2015/11/20 11:33:51 [error] 3578#0: *1 upstream timed out (110: Connection timed out) while
connecting to upstream, client: 127.0.0.1, server: , request: "GET /api/activities.json?
user_key=USER_KEY HTTP/1.1", subrequest: "/threescale_authrep”, upstream:
"https://54.83.62.186:443/transactions/authrep.xml?

provider_key=YOUR_PROVIDER_KEY&service id=SERVICE_ID&usagel[hits]=1&user_key=USER_KE
Y&log%5Bcode%5D=", host: "localhost”

EXE, ik T L E, It IP XS NTF 3scale 7= mEEFTEIN IP itz —, XEBREEIA 3scale 717
A, 187 L& A nslookup 71T [A DNS BRI E IP B,

Flan, BTF APl X Tk 1A] 3scale, IXFH AR 3scale BXxH, EFRF—NEE N EREZ M AL
BEIE API X% Rl 3scale,

MK 3scale Z A ATREFEMLL M, ARRSSBUEEBN ., EXMIBERT, EROZHATH & HEEN
AUETEIRE HER B9 0K, LARAE MEIRRERIALE.
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EHERRMIZS A, 15{E traceroute 5 MTR B ERBMEBUBRE L, EHAILIMEEE#EE] 3scale #
APl X FF L HE BT BN THEEN S S,

=

L4, BEEE API IXH 3scale Z AL ZERRE, REEIGNEIH S 3scale 7* fa(sul.3scale.net)
HTTP i, FARILAER tcpdumps

12.3.4.2. API X B2 & IEWAfRHT 3scale API EXE il ?
IR 2N resolver IEHRMEN nginx.conf H,

5140, 7E nginx.conf AR :

http {
lua_shared_dict api_keys 10m;
server_names_hash_bucket_size 128;
lua_package_path ";;$prefix/?.lua;";
init_by_lua 'math.randomseed(ngx.time()) ; cjson = require("cjson")’;

resolver 8.8.8.8 8.8.4.4;

& AT LU Google DNS (8.8.8.8 #1 8.8.4.4) & K& %I DNS,

ZM API X0 DNS f#H7, 1EIRIEEAENT2S IP A nslookup :

nslookup su1.3scale.net 8.8.8.8
;; connection timed out; no servers could be reached

EEHGIFERTIRTIEEL Google DNS, NIREIBIIAN, 1R EILXFHER, B0 EHENT
IP, RAETBEIASTE nginx errorlog RERILITER :

2016/05/09 14:15:15 [alert] 9391#0: send() failed (1: Operation not permitted) while resolving,
resolver: 8.8.8.8:53

/&, 1217 dig any sul.3scale.net LAEE 3scale IRFSEIE APl HELZITH IP ik, HER, XA=E
3scale FIREfRFHBIEEA IP il SERE, —LrRER AR ERAMBRAMB L, A, RERETLLSH
3scale RSARMELH A, W FiX—mR, BROAZIARAETEERHER A A ER AR E T (RS
A .

12.3.4.3. API MXfif 3scale API EE 2R IEHA ?

MRBRE AP WX EE BT 3scale KB HIEHREER, FLUUTHE R EARME 3scale authrep
nginx.conf (/threescale_authrep T APl Key, App\ id JiF&E=)

body_filter_by_lua_block{
if ngx.req.get_headers()["X-3scale-debug"] == ngx.var.provider_key then
local resp ="
ngx.ctx.buffered = (ngx.ctx.buffered or ™) .. string.sub(ngx.arg[1], 1, 1000)
if ngx.arg[2] then
resp = ngx.ctx.buffered
end

ngx.log(0, ngx.req.raw_header())
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ngx.log(0, resp)
end

}

4 & X-3scale-debug trk B, XA FETELLUTEIN HERME nginx #i%.log 1, 40 curl -v -H 'X-
3scale-debug: yourR_ conclusion_KEY' -X GET "https://726e3b99.ngrok.com/api/contacts.json?
access_token=7c6f2415"

KERLUTAESRA :

access_token=7c6f24f5 HTTP/1.1
Host: 726e3b99.ngrok.io
User-Agent: curl/7.43.0

Accept: */*

X-Forwarded-Proto: https
X-Forwarded-For: 2.139.235.79

while sending to client, client: 127.0.0.1, server: pili-virtualbox, request: "GET /api/contacts.json?
access_token=7c6f24f5 HTTP/1.1", subrequest: "/threescale_authrep”, upstream:
"https.//54.83.62.94.:443/transactions/oauth_authrep.xml?

provider_key=REDACTED&service id=REDACTED&usage[hits]=1&access token=7c6f24f5", host:
"726e3b99.ngrok.io"

2016/05/05 14:24:33 [] 7238#0: *57 [lua] body _filter_by lua:8: <?xml version="1.0" encoding="UTF-
8"?><error code="access_token_invalid">access_token "7¢c6f24f5" is invalid: expired or never
defined</error> while sending to client, client: 127.0.0.1, server: pili-virtualbox, request: "GET
/api/contacts.json?access _token=7c6f24f5 HTTP/1.1", subrequest: "/threescale _authrep”, upstream:
"https.//54.83.62.94.:443/transactions/oauth_authrep.xml?

provider_key=REDACTED&service id=REDACTED&usage[hits]=1&access _token=7c6f24f5", host:

iX
2016/05/05 14:24:33 [] 7238#0: *57 [lua] body_filter_by_lua:7: GET /api/contacts.json?
"726e3b99.ngrok.io"

2]

— 2 E(2016/05/05 14:24:33 [] 7238#0: *57 [lua] body filter by lua:7:)TEN% 35 3scale MyifK
Pk, Al Host, User-Agent. Accept. X-Forwarded-Proto #1 X-Forwarded-For,

8 = /N5 B (2016/05/05 14:24:33 [] 7238#0: *57 [lua] body _filter by lua:8:)M 3scale $TERHIIS, &
f5lsh -} <error code="access_token_invalid">access_token "7c6f24f5" is invalid: expired or never
defined</error>,

7 & &R AT EN H R 3515 K (GET /api/contacts.json?access_token=7¢6f24f5)F1 subrequest {iI &
(threescale_authrep) A& Liff153K (upstream:
"https://54.83.62.94:443/transactions/threescale_authrep.xmi?
provider_key=REDACTEDG&service_id=REDACTED&usage[hits]=1&access_token=7c6f24f5") &
XN RE—ME, BAILLEE 3scale IP AL B AR, LUKR[A 3scale & HBIFAEENE K,

12.3.5. 3scale API &I

12.3.5.1. 3scale API B 2RO R ?

3scale BT REAT AR, {BRAIEH API FIZOREIE R, LR AER APl BT 3scale AA M
BICARFRENL, MRBRNEER, 1HKRE #troubleshooting-api-error-codes[Error Codes] #3843 LA E
BN,

12.3.5.2. {81f 3scale API B H iRk

&R e LLE T VA X-3scale-debug #rk 33T FF 3scale Fistink, Hig0 :
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curl -v -X GET "https://api.example.com/endpoint?user_key" X-3scale-debug:
YOUR_SERVICE_TOKEN

IR B A AP R BB R hRkL -

< X-3scale-credentials: access_token=TOKEN_VALUE
< X-3scale-usage: usage[hits]=2

iX
X-3scale-matched-rules: /, /api/contacts.json
< X-3scale-hostname: HOSTNAME_VALUE

12.3.5.3. (R E R 1R

AR LR EEER ] hENER, URERSIREREE 3scale. HBIH https;//YOUR_DOMAIN-
admin.3scale.net/apiconfig/errors,

EREENRRZ —2ERLR L EER, M7 underscores in_headers 3§% K7L server B E
H.

12.3.6. &' APl %

12.3.6.1. APl X B E 0 M A HE A ?

FHRN AR EMEIMRARS 2 P ik (i) . WRIRERI, FHREZSERXEOETHF
B K i

12.3.6.2. B ima & ol iin] API X ?

snReTe, FERRTEBLRNAERZ — (telnet. curl %) MEFimEREE API X, f0REREXIL,
[FIE FIX P 3 oz A B9 R

BN, ERAZREENT API % HH FB B P ik T SR HERR,
12.3.7. B/

12.3.7.1. A H AL = P il (AR R A9 8

NRIEREAROITIHSER, EFEATREN HTTP BT, f0, MREER JavaHTTP &
wHE APl, BEBRER, FH cURL 1T XGE,

LR ORI & P i A1 W K 2 (A ROACER IR A APL, DUER R - im & X B FR YD S &Rk,

123.7.2. BBEEFImAENRE

£ Wireshark ETEREEBE N ImA HINER, X, BHLURAEFimeaERHA AP LLRIEKBIFE
QE{E/%\O

12.4. ACTIVEDOCS 7]

WIRMESITIER API B, 2581 ActiveDocs B, I &5k,

E 5 M ActiveDocs R, i@ HARERXERBRLEHE, REBESFINFEENRL, MRA
REEl], NWENKSHAPI EHIFE, BRFIZEZXMIER, HEHUTHIHK
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12.4.1. {F petstore.swagger.io
swagger 7E petstore.swagger.io {MREIEER swagger-ui, B LUET &HTAR AR swagger-ui Ul &Y
Swagger #A&F APl, #13R swagger-ui #1 ActiveDocs #LARIFEA R KM, ETLAHERR ActiveDocs 5K

ActiveDocs fCIR HEIRO(EfAT (R, FIFEEHREHREBE MM L, &, BRI E swagger-ui
GitHub FiE%E, LT fRHRIARAR swagger-ui @& FE S A 0#,

12.4.2. e ERH X IE RS O 1FE B ActiveDocs RIBHYF

HNBWEAREFEHEI AP NE M HE P it 5 A B & H, ActiveDocs REBFEF 5 IP ik s sCIf
=a A%, Ban&ENELEMHXLE P BT EN,

12.4.3. FRTIEMHBEILE B API

EAE ActiveDocs REBRBIEE T, —fAERFERAEMEILAREN API, X RFEBNEMEIASER
ActiveDocs fCIEFD API B 3% Hh A {E &l [r] 23,

SORIEM AP HIRER 403 (1Y (HFEFRBM X L AWTHEILEENNRE) , FEEFER AP, BH
XL R ELA RO K

12.4.4. L A

E A5 ActiveDocs 5 ActiveDocs AER A 2 [BIBIIRA IS HESR, 58T APltools NER 2 1T/E B
ZRSZTHA, XEAFEES HTTP B LR APl 2B EFLER HTTP A, Rig, EISRENEH
F =] B8 5 B n] B 1E Sk B TE RO PRSL R/ S S K.

12.5. &3 NGINX

BXRUABRNEESIER, ESMH NGINX BEM I S0,

12.5.1. BRI EE
ETHMEZEXEAARBEMNESR, ESMH NGINX Vi B &y,

12.6. 3SCALE (12 {LHS

EEERE 35cale Service Management AP ifi sUR BB EE RS, TEEE 3scale API XA T1E, &ER
LIRS 5T

1 RHEMTFER TP A LANRS )BT,
2. ¥ 3scale API 344,
LATR R 3scale ;s&EIBY HTTP BN ASTHFIZR, LIRIREIEITHISRME
® 400 : HHiRiFERK, XARERED :
o TRHIYRIY
o AMMETK

o WAXBFEM (ATF POSTHA) ., Content-Type iiLBIEMIE ) : application/x-www-
form-urlencoded. multipart/form-data =X Z2#5-k,
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812 3 X API BRI TSR

e 403:
o FIELM
o JFIENXHHEAZEE 3scale B GET iEK
e 404 : EZASIANLE, WMNAREFE. EBirE.

e 409:

o

i A E R

o

| 2R RIS

o

NRRFEBHEMSERE (BT app_id/app_key &13451E /5 7E)

o

ARGV HESS (LOBEMNEES| BasdiEasn)
o 422 : BVMESE
RZFEESZN BN EE XML EEX, EREFITEN EAE R HIF AL 5988,

ERPRE APl RXBLERT, {EM5S 3scale 1I24tH#) 200 FEBIREREE T RES @ T U TRIEZ —NE
P

e 403

o 404
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