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AREEEFCIOIBRMER A IRE, E%FH Red Hat Advanced Cluster Management for Kubernetes
BCi& S17471F (authentication) BRSS, LAMEIFTE M EANEZE] Identity and Access

Management (IAM) . IIFEZER, 1S OpenShift Container Platform AR T 7 5545 1E AR
8 B 1547 1k

ET AN RS MNIIEATFIFAR A XEKNABNERERE. AXUIRMEIEERE, HEEU
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mEMVIFEER - £FHFEENA
o ETAGBIIREF
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Red Hat Advanced Cluster Management for Kubernetes X #FfHIE F A BBIZH R (RBAC) . EHA
BRE T IETLUHITHIIRIE, RBAC E T Kubernetes FEIIRAALE], Z2lF Red Hat OpenShift
Container Platform, #0& A% RBAC WEZER, 15514 OpenShift Container Platform XA4FH)
OpenShift RBAC ##d,

A MRAFAGTRAAA, NHEH S8 Action IRHI SRR,

1.1.1. A BT

BEFRRREETERISCHEMN, ALNZhRAEFEHE, BYISEREAGHEM &L A BRI ERN
REIAF, LM ESE -3, & & Red Hat Advanced Cluster Management for Kubernetes 3%
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cluster-admin X2 OpenShift Container Platform BIEi A&, B
BEEEHE NN EE cluster-admin AEHIEF,
&— OpenShift Container Platform 8 AF, &
BEMA VIR,

open-cluster-management:cluster-manager- BEKIUHE WM EE open-cluster-

admin management:cluster-manager-admin & &89
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&5 A 8/ ManagedCluster ¥R,
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open-cluster-management:view:
<managed_cluster_name>

open-cluster-
management:managedclusterset:admin:
<managed_clusterset_name>

open-cluster-
management:managedclusterset:view:
<managed_clusterset_name>

open-cluster-management:subscription-
admin

BEKIEHE N EE open-cluster-
management:view:<managed_cluster_name>
BEMAF, AR &S
<managed_cluster_name> #J ManagedCluster

YR
U1 o

BEKIEHE N EE open-cluster-
management:managedclusterset:admin:
<managed_clusterset_name> A&HHE~, EF
%45 <managed_clusterset_name> #J
ManagedCluster FRIEE G5 RIfR. AP 1E
*f managedcluster.cluster.open-cluster-
management.io. clusterclaim.hive.openshift.
io. clusterdeployment.hive.openshift.io I
clusterpool.hive.openshift.io %IRIEE 5 17
R, XLEFREASEREEN

% : cluster.open-cluster-
management.io/clusterset=
<managed_clusterset_name>., FRAKEENS
BIERABBHE, 1HSHOIE ManagedClusterSet
LAY RN B 1% R,

BEKIUHE WM EE open-cluster-
management:managedclusterset:view:
<managed_clusterset_name> A&HAF, AU
Pi[A] 4} <managed_clusterset_name>' #4
ManagedCluster ¥5i&. A iLa%
managedcluster.cluster.open-cluster-
management.io. clusterclaim.hive.openshift.
io. clusterdeployment.hive.openshift.io I
clusterpool.hive.openshift.io %R &1L
R, XEFREFZEEHENST : cluster.open-
cluster-management.io,clusterset=
<managed_clusterset_name>., HXAEES
EEFHXBHIRIEE, HSM0E
ManagedClusterSet,

BH open-cluster-management:subscription-
admin AE&8AF, ATLOIR Git 115§ FIREBE R
SRR, FRIET M Git BEHRB
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admin, edit, view admin. edit # view ;& OpenShift Container
Platform MBI E, BEHM &R ASEHESER R
AT LAV [F]4F 7€ 6 4 22 ] R 89 open-cluster-
management %R, mMEFCEANAEIR—AR
ATLL (R[N REFEE B9 open-cluster-
management iR,

open-cluster- & open-cluster-
management:managedclusterset:bind: management:managedclusterset:bind:
<managed_clusterset_name> <managed_clusterset_name> A& HAF 2857

DEEFE#HF 7 <managed_clusterset_names i
SEETTRINBR, A LU
<managed_clusterset_name> #EE|— /&%
[, FAFiLE% managedcluster.cluster.open-
cluster-

management.io. clusterclaim.hive.openshift.
io. clusterdeployment.hive.openshift.io I
clusterpool.hive.openshift.io %R &1L
R, XEFREGUTZELRHEN

% : cluster.open-cluster-
management.io/clusterset=
<managed_clusterset_name>, 15270 E
ManagedClusterSet LA T f&40{al & B 1% BT IR

BE

o (E{AA T EF LM OpenShift Container Platform ST B, X N EARFEE R A B
PR

o MRAPITEVINEHNAR, NFREREREN. ERLETARETEUATHES : -

MBETRESHAER, EBHTIET B B2,

1.2. SEHeE T A BB A1 H]

Red Hat Advanced Cluster Management for Kubernetes RBAC TE3EHI& 2 A0 API 5 1750, 12
BHRERRTE R Ui R A BINR S AR,

multicluster engine operator @ — AR5, Red Hat Advanced Cluster Management B £ & A
HATHRE, EfFF multicluster engine operator EIE5EEE RBAC, 1S EEE DB Hmulticluster engine
for Kubernetes operator Role-based access control X#A#] RBAC 5 F{E 2.
BEELUTEDLLT fi#48 % Red Hat Advanced Cluster Management 45 E £ B HIM RBAC B ZE R :
o [NAREF4aEH RBAC
o [ FER 4B HEIRYIEH A M API RBAC R

o IIEHaAEHI RBAC

o

B 4 A [ BAR#EHI B 0 API RBAC &
® Observability RBAC

o Observability 4 ap BHIBYIZHI A F API RBAC &
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1.2.1. N ARFAE G FEE RBAC

EOEN FATRFENT, subscription tn & 2[RI R#EAIE, EEEMSIRIE subscription & 2 [A R AR, &
AT channel fa& %217, IIRFENAITH, NBARITHERR. AXBEENARFNE
ZER, ESHAERTHEERDVBATFFIELTIR,

BEEUTN ARFLESRER RBAC 21F :
o (FE%L N username WA EFMESESRETUEBMEEN BRER. BOIUE— N EEAEY

E, FEEMBEE username, IZITUTHE:
oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:cluster-manager-admin --user=<username>

XNABR—NERAF, HUINMARRMEE. SRR AN BRI &2 F
BIRTA N AR IR a2 [H,

o HBRFMERMEINS N LERNNARER., BE— 1 REA GBS EE open-cluster-
management:subscription-admin 52 A&, FHFHHLERE N username WA, iZTLLF

AN AN
A

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:subscription-admin --user=<username>

o &M username A/ 7E cluster-name S ELEHFOEHEEN AR, BXIH AL THRSE
#— %l open-cluster-management:admin:<cluster-name> £ A B ENEEA GBI E,
FRESEE username :

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:admin:<cluster-name> --user=<username>

A BEE N ZELER cluster-name _£FTA application FRATILE 7 RIAR, MREBENH
fthZEER, HFESIRE,

o MIALLT®E, QIE—EIFER admin & &M application &2 [HHM AR EIARYE, FiE
e48EZ| username :

oc create rolebinding <role-binding-name> -n <application-namespace> --clusterrole=admin
--user=<username>

it 5875 % application %% 22 [ REYFTA application FEREYHERE I IR, MRBEV;
RS RRE, SENARBHS MR, HERIRE,

o EMELIIBENFREER LN RZERMNARER, WAL THS0EE open-cluster-
management:subscription-admin £ A EHNEHABHE, FHIFHIEER username :

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:subscription-admin --user=<username>

o EFHL N username WA EFE— 1L N cluster-name MR EEEH N AR, ELE
— N A B4 EZE open-cluster-management:view: £25AE, FHIFESEZI username.
BIALLTGS :

oc create clusterrolebinding <role-binding-name> --clusterrole=open-cluster-
management:view:<cluster-name> --user=<username>
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A BEE N ZEER cluster-name _EFA application TR RIFR, MNREBE N Hib
SEER, EESIERE.

o fHM view A BOIEE application fp &AM A ZEHABHE, FHNHEHEEL username, i
A% :

oc create rolebinding <role-binding-name> -n <application-namespace> --clusterrole=view --
user=<username>

Ltk A & E5%] application #3422 (AR FfA application BHRATIET AR, MNRBE 5 H
oy R, RS RE,

1.2.1.1. N B F A B RIRYIEHEI &% APIRBAC X
BEELUTNBREFEMRBERESSH API RBAC X :

x 1.2 NARFEREBIERES RBAC K

g Admin Edit View
Application e, EER. EHE. MER GUR. RER. B, MR} iEER
Channel OUEe, iEEL. EHE. MER GUR. REL. B, MR} iEER
Subscription g, iEER. EH. MER GUE. REL. B, MR} iEER

* 1.3. NAERFEGEIM APIRBAC &

API Admin Edit

applications.app.k8s  @/#. #EX. =H. MR OF. EEL EHEH. MR EE
.io

channels.apps.open- . LE E#. Mpx 0. BLEL E#HF. MR ELER
cluster-
management.io

deployables.apps.op  fll#, LEX, BEH. MR AR, EE. B, MR ELE
en-cluster-
management.io

helmreleases.apps.o  0#. #LE. F#. MEr  OF. BLEL E#HF. MR ELER
pen-cluster-
management.io

placements.apps.op R, LE. EFH. MR Q. SLEL BH. MR EE
en-cluster-
management.io
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API Admin Edit View
placementrules.apps 0%, BLE. BEH. MR OEE. BLE EHE. MR BELER
.open-cluster-

management.io (2

#H)

subscriptions.apps. R, LE. EFHr. MR Q. SEL BEH. MR EE
open-cluster-

management.io

configmaps 38, AL, EET. Bk  OQE. SLEL E=E. MR BLER
secrets OUEE, EER. BEET. MR OIER. RER. BEH. MR IEER
R ZEE O, BLER. EET. MR OEE. BLER. EET. MR BLER

1.2.2. G E4 A HI RBAC

EHITREE M EIRE, BEEVNOERBNMEZEE, URVIFNARBNSZSESE., SEEL
WA E | 6p 44 22 [A] 1Y ManagedClusterSet BI— 8849, E4#%: T ## ManagedClusterSet, &5
ManagedClusterSets Introduction,

LA ZEE S, 0 mvapich-policies, HE—1=% M4 EH ManagedClusterSets, F7E#r 22 [H]
3 Placement MR Jg, EHELUUTERE :

o EfE—/ %} mvapich -edit-policy ¥ ClusterRole, UL} Policy. PlacementBinding #l
PolicyAutomation Zs #8157, Ei2iTAT&HS :

oc create clusterrole rhacm-edit-policy --resource=policies.policy.open-cluster-
management.io,placementbindings.policy.open-cluster-
management.io,policyautomations.policy.open-cluster-
management.io,policysets.policy.open-cluster-management.io --
verb=create,delete,get,list,patch,update,watch

e E7f mvapich -policies #n % 22 A F Al @2 RH%, A2 RI0IEH ClusterRole /& — 22
[6] RoleBinding, %0 mvapich - edit-policy, 21T TF&4%:

oc create rolebinding rhacm-edit-policy -n rhacm-policies --clusterrole=rhacm-edit-policy --
user=<username>

o EEEZELEMMNFEINRS, BEENRES hub £B LT EEROG LR PHERE, WMRE
& BE VAR, 08T Openshift #K ClusterRole, FERUTHSEIE—1
ClusterRole, #l mvapich-view-policy, FEGUTHSEBRIEHVAIFR :

oc create clusterrole rhacm-view-policy --resource=policies.policy.open-cluster-
management.io --verb=get,list,watch
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o LNYHM ClusterRole HEEIREEHHAEN, HsTUTHSREMEZM RoleBinding

oc create rolebinding rhacm-view-policy -n <cluster name> --clusterrole=rhacm-view-policy --
user=<username>

1.2.2.1. M E £ M AERNIES| S50 API RBAC X
EEUTHEEGEEILESH APIRBAC X :

x14. HELEmRARNEHES RBAC X

i Admin Edit View
#Bg (policy) o, LE. B MR EER. EBH AR
PlacementBindings O, BLER. EFET. MR LER. B BLER
MiE o, LER. B MR EER. EBH AR
PlacementRules (B o, LE. B MR EER EBH AR
)

PolicyAutomations o, LE. B MR EE. EBH o4:)

#*1.5. BE 4 EHAK APIRBAC &

API Admin Edit View
policies.policy.open- @&, LE. =|#. MR LE B BEER
cluster-

management.io

placementbindings.p &, LE. |, MR RE B BEER
olicy.open-cluster-
management.io

policyautomations.p  f&. LE. F|I#. MR RE B BEER
olicy.open-cluster-
management.io

1.2.3. Observability RBAC

BEEEZERNAIURMEIETR, TREERN hub £ IZZELRFH view iR, EHELUTAM
RIJEETIR :

o 1jin|ZEEREET.
MR SBEFAF DS hub 8 EMZEEREM view B/, NIE4AE 0 SEREIET.
BTUTeS, WEIERAFREEEZRERH M AL H F 102 managedClusterView A :
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I oc auth can-i create ManagedClusterView -n <managedClusterName> --as=<user>

ERNEBREER, EZERHMLZAFAE— managedClusterView B, 21T TamS:

oc create role create-managedclusterview --verb=create --resource=managedclusterviews -n
<managedClusterName>

RiE, Bl tRARAERGAGNAIAN, ZITUTHS:

oc create rolebinding user-create-managedclusterview-binding --role=create-
managedclusterview --user=<user> -n <managedClusterName>

o HRHTIR,
ERUERAIBE AU FRER, HEAUTHS

I oc auth can-i list <resource-type> -n <namespace> --as=<rbac-user>

#3E : <resource-type> W2 S H,

o FTE Grafana HEFTMRMEHE, NpiEZERRFER®EZERFE— RoleBinding 5

#&LLT RoleBinding =l :

kind: RoleBinding

apiVersion: rbac.authorization.k8s.io/v1

metadata:

name: <replace-with-name-of-rolebinding>

namespace: <replace-with-name-of-managedcluster-namespace>

subjects:

- kind: <replace with User|Group|ServiceAccount>
apiGroup: rbac.authorization.k8s.io
name: <replace with name of User|Group|ServiceAccount>

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: view

MBELER, HEHACHESRR, FSHEE LI NEELRE T WERYE,

1.2.3.1. Observability 4 fr A HIR#ZHI S 1 API RBAC &K
ZEEANRMAMY, EEBLT APIRBAC &k :

5 1.6. BF observability B API RBAC &

API Admin Edit View

multiclusterobserva create. read. update LER. EET 54:)}
bilities.observability.  # delete

open-cluster-

management.io

10
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searchcustomization create, get, list, watch, - -
s.search.open- update, delete, patch

cluster-

management.io

policyreports.wgpoli  get. list. watch get. list. watch get. list. watch

cyk8s.io

ETRESHRVERNER, SN EENIE,
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