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BRRAEREARRTRM hub EHURZESRR, HSHUTE,
o FRFKE
o FFIKE Operator 214
o ECEENE hub FEF
o REFMHIKE Operator
o HEMKE &R
o f#f VolSync BRI A S
o f#f VolSync EfIFA S
o [ERIHGKRLH NI RNRFAMEREH
o HERY

11 &R MIRE
SRS PAMRE Operator £ hub 5£8f Li21T, 35 Red Hat Advanced Cluster Management for
Kubernetes hub B RN RMEMRE AR AR, 2 hub EBFRIAET, —LeThsE (MNETRIEHERSK
EHEH) KEIETHE, BEMESEEBEMATUEETHE, 4 hub EEERATAN, BEE—NMRE TR
KAERBILURE, HEREREMIMEREM hub SR IRE IR,
FR RS HEER— DRI EER, LUIE hub SRR ARBMEER, HAREEEHITMERE,
MRERRABREEESTE, BEFMNRIBSRESEAFRESSHBEREXMNE, BMEE hub
BT ERRSHEEEER,
SRS DHIRE Operator &l F OADP Operator &Z4% Velero, FM hub & 0B E FHEEHBEN&HDE
ERLBRIERE, Velero BT DI ERIEFHIEY., SRESDFIRE Operator R AR NFFA Red
Hat Advanced Cluster Management hub &8 71R (IEZELE. NARFMEKRE) REFHNREX
e
SRS MPAIRE Operator TR HFDT R’ hub ERFLEMAEME=A TR, BRAXNSHRBRAR, &0
LATE LETF cron BIE R TR, iXEEITXRITEIREN B EEPIZTT. 2 hub RSN, BILIEBZ#THY hub &
B, FNE0BIEBEIF hub £,
AREFEELL T EHL T B LB XS0 FIE Operator HER :

o ZIPFKE Operator 2214
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o TELDHIKRE Operator

o FIEMIKE &7
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o FRAREIRSIK T BENEEERE
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1.1.1. &R E Operator 224

Operator 7 Y. BackupSchedule.cluster.open-cluster-management.io 75/&, FT1%E& Red Hat
Advanced Cluster Management #1271 %l, LLX restore.cluster. open-cluster-management.io 1 TR,

FIRA T IBMIRE XL 51D, Operator REIEXTN M Velero TR, HEXFIMTEEHMEEME
E’JEH,HJ@ hub B HIRFTRANET., EEUTREA :

Hub1 Hub 2
BackupSchedule Controller Restore Controller

Requires Requires

OADP Operator OADP Operator
| I

Installs Installs

Velero Velero
Storage secret Storage secret
Stores backups Retrieves backups

\ 4

AWS S3 storage or
other Velero supported storages

1111, FPN TR

SRHEMMIKE Operator BIRARNFTAE hub R TR (WREKR. NARFMEKL) REEMHIIK
EXF, BALUERBRAAREMEMNT BER b fBHRENE= 7’3‘ R, BRAXNEMBAAR, &
ALLE L —NETF cron SR, ZAEEERENFBRRIZIT, HEFEEH hub KRR THIRITR
7,

Y hub ERFEBMIO T RIAEERT, H hub KEHENES, ATLERZEIR hub KB I &0 BIEHRB R
#8Y hub &RE&F .,

HEUTRATRAIEOBENSESHMRELRENBIFIIR

e HEER MultiClusterHub 32 Z2 (A REIFR B BTR, 1XZ N 78R &0 HEEEI LA hub KRS MHHR
LR, TAIZERD

e %1% .open-cluster-management.io #1 .hive.openshift.io FZ# API fR ABIFR A HiR. XEH
23R~ A Red Hat Advanced Cluster Management B5iR&R S & 10

Fe o dm 0 Ld —e L VEer e - - - =



e in FHEIYATA IR : argoproj.io. app.k8s.io. core.observatorium.io. hive.openshitt.io.
XL BHRTE acm-resources-schedule {3 # 1%, {B agent-install.openshift.io API ZH A HI 5
RS, XL BTRIE acm-managed-clusters-schedule &2 12,

o MILUTF API HAhBERRFRAE %R : internal.open-cluster-management.io operator.open-
cluster-management.io,work.open-cluster-management.io,search.open-cluster-
management.io,admission.hive.openshift.io proxy.open-cluster-
management.io action.open-cluster-management.io, view.open-cluster-
management.io clusterview.open-cluster-management.io,velero.io.

o HRMEHNEE API H—BHORMERR, ETEEHRAEETREFR IR, XLHREIRE
2 :
clustermanagementaddon,observabilityaddon,applicationmanager,certpolicycontroller ia
mpolicycontroller policycontrollersearchcollector workmanager, backupschedule
Jbackupschedule restore clusterclaim.cluster.open-cluster-management.io,

o FRLITIFZE Z—#%1 secret I ConfigMap : cluster.open-cluster-management.io/type,
hive.openshift.io/secret-type, cluster.open-cluster-management.io/backup.

o NFHEREZMMTMEMLTR, @ cluster.open-cluster-management.io/backup 1%, B
SEENERINEG ., FSLLUTRA :

apiVersion: my.group/vialphai
kind: MyResource
metadata:
labels:
cluster.open-cluster-management.io/backup: "
7 : hive.openshift.io.ClusterDeployment FHR{E R Secret RE#D, HIEMEREHIE O
B RN A cluster.open-cluster-management.io/backup 1% B zhiRE, MMREA GitOps
ERE Hive &, ,Q\M\’D‘T F I cluster.open-cluster-management.io/backup #1575 0%
ClusterDeployment %R {# B secret A, 7 A cluster. open-cluster-
management.io/backup: cluster-activation #7551 secret FFC &L ST TR R TE SR BEHUE T Mk
g,

o HIREFBEMHRERIR. HSHUTMEMD TP Velero HIRAIRA :

apiVersion: my.group/vialphai
kind: MyResource
metadata:
labels:
velero.io/exclude-from-backup: "true"

1.1.1.2. B Red Hat Advanced Cluster Management i G| @8 & 10 X4

& LU# A Red Hat Advanced Cluster Management FE 412 hub ¥TR, XLEVHRSBIETRAER K
PR ERRTE SR IRBY &9 ST R 4

BackupSchedule. cluster open-cluster-management.io TR 03N schedule.velero.io HiR, iX
Lt schedule.velero.io FHRER &9, XLEXHBIRN TR,

ERFRENEMXETIR, 1E21TLL TS : oc get schedules -A | grep acm,
VERED X4 backup.velero.io, EE TEREE XL E &0 SRR
R 1L FENEHE
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THENEH Rk
ZEil i1 FHELULTARE : Hive EiF. Red Hat Advanced

Cluster Management, FF QlIE2RIEIER
ConfigMap. Lh&3XX#4r&FRZ acm-
credentials-schedule-<timestamp&gt;.

IR A AT BFE—1#%1, BT Red Hat Advanced Cluster
Management ¥%j®, acm-resources-schedule-
<timestamp> #&43, 5—FATF&A %R acm-
resources-generic-schedule-<timestamp>.
FERA&%IR% cluster.open-cluster-
management.io/backup ;* f#8{E{a R ERF 4 TE
backup, acm-resources-generic-schedule-
backup F. fI4=2#F#7E backupacm-
credentials-schedule-<timestamp > 1
Secret =k ConfigMap iR,

RELEH NOEBEZERHEEED hub EETIR, HAk
E&1p. EH3XHETRZ acm-managed-
clusters-schedule-<timestamp&gt;.

111.3. EZEEREER RE TR

WIRSF cluster.open-cluster-management.io/backup TR R INE YRS, ¥HRES7E acm-resources-

generic-schedule &3 E& D, MRF[FEWMS EMEE, MAITRFIREEXESN cluster-

activation, NEZEREBIHH hub £ G, FEMEMTRSHEA

veleroManagedClustersBackupName:latest, iXIF AR FTREARWIRE, MRIEZERFEPEWH
o BELUTRA :

apiVersion: my.group/vialpha1l
kind: MyResource
metadata:
labels:
cluster.open-cluster-management.io/backup: cluster-activation

o N TFEAREREEMAEASEFNEMTR, SOIAEEEBESERRE—". Bit, MREF
ERMBZEERM LR hOEIEMD TR, 1% cluster.open-cluster-management.io/backup &
Z%{# M cluster-activation 5. BT k&1, EEBUTER :

o MRS MMZZE, Il managedcluster-import-controller &l iRep £ 22 ],

o IR IkE managedCluster BE Y %JE, ] cluster-manager-registration-controller &34
Z2 ],

R 7 {8 cluster.open-cluster-management.io/backup: cluster-activation #1% 3 H acm-resources-
generic-schedule &R ZERBUEBIR TR, KESMHFIKE Operator ERANEHER &P EFE—L
¥R, LUF BRE acm-managed-clusters-schedule &2 &5 :

e managedcluster.cluster.open-cluster-management.io

e managedcluster.clusterview.open-cluster-management.io



e klusterletaddonconfig.agent.open-cluster-management.io

¢ managedclusteraddon.addon.open-cluster-management.io

e managedclusterset.cluster.open-cluster-management.io

¢ managedclusterset.clusterview.open-cluster-management.io

¢ managedclustersetbinding.cluster.open-cluster-management.io
® clusterpool.hive.openshift.io

e clusterclaim.hive.openshift.io

clustercurator.cluster.open-cluster-management.io

11.2. EEE E 51-#85) hub 5£2F

TERIMEEE XD - 50 hub REFECE, HAHIA hub KRS EHEIE, HAEBKERTTRANEZEHIZ
BEER.

11.2.1. E5I-#shE &

EE-WEREH, H—NED) hub EBEAMS) hub B, —NEK hub EEBEIINE hub &8, ©
{8 F BackupSchedule.cluster.open-cluster-management.io %R E X IR [A] FI R B R ERE FH &0 T
5%0

X BEREME hub EHEUR, EFFE I-HRE. ERFEMMEM hub REEBUE, X, WMRH
BRI R, SR AERERHTEY hub SREF, FHIEXDHT hub KEFPIKE  hub KHEIE, EWEREE
hub SR EIRERINS ], EAILUER X3 - #hkcE, BXTELIM,

o) hub RERFLER RSN S D HREWBIE. BEFSHBUBNT, 30 hub A
Restore.cluster.open-cluster-management.io TR ME hub EEF IR E WS EIE, XL hub RELF &
FARE, HE hub FEERIWT RN E hub 8%

FENFMEH hub EELEEBIEREMFEAIE, F hub EFEED #Ro) hub EFEMEIE, DUIRIE hub &
B, AXWRELBSREEENIEE, ES W ELLE &I RE R TR,

FELTEH, SEIX hub EHSEEARMERHER D hub ERFE -
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Managed — Hub cluster1 Hub cluster 2 Hub cluster 3 Hub cluster N
clusters (active) (passive) (passive) (passive)
Stores Restores Restores Restores
scheduled backups latest backups latest backups latest backups
Passive data Managed clusters activation data
Backup

AWS S3 storage or other Velero supported storages

WEh hub REFRE XN R, EREKHERIERN, FERZERFEE passive hub &, )
hub SRR AT AR ELIRE W IR, 50 hub R AT LU BIRIRE h—RIEEIE, MFTRESIFAIE
B, BB MBS ZIR.

1.1.2.2. TERE

L X hub SRR, EEAEFEMERAKE hub KREREERERR. EUTEGD, BERER
Hub %2 N REFBIE hub K& :

; o }

[t DAL L L L LA L L] b]
1 1
i 1
Managed : Hub cluster1 1 Hub cluster 2 Hub cluster 3 Hub cluster N
clusters ! (active/down) ! (passive) (passive) (passive)
O J
Restores Restores Restores o
latest backups latest backups latest backups
Passive data Managed clusters activation data
—
Backup
AWS S3 storage or other Velero supported storages
Activates hub cluster N Becomes active
Restores managed clusters activation data Stores scheduled backups e Managed clusters connect to new hub N

D B e R N o L b TV RS VIR 2V Ny i P LR S LI T T I RN . e mu



B1E NS5 ESM
hub ZR#FN B X EREFAGETE. L, XEREFS Hub FRFFN i3k, EEEIT/EFTEIE hub =EF
(Hub 8N ) ERUESR, AERUE—1 BackupSchedule.cluster.open-cluster-
management.io %{ig, #H%ﬁa‘ﬁﬁ%ﬁ%*ﬂ&AE hub EEEREFEME.

FTAE D) hub SRR B E hub KE LIRS HBIBMEWIEIE. Hub N IERE hub &
B, BEKSHNSHRE,

=/ -
o EMIHRIAREN, RNEEANIVREE hub EBREETERWBFTEES M, & hub
SHNZELRBC AT EMEEEER, BB OTRAEWNEE hub E£BEM N E hub £BE,
B ERIREG SRR, TG aap: B ERTEBEBSHIHITISE,

o _FEFMHIE 2 BF M, MRBEIUEAMFME hub £E0IE SRR, BEOASKBIFEREN
cron /B ESNHZ T & DB AN A9,

11.2.3. HMBHFEIR
o ELHERE DI IRE#EI TR,
o ESHIRE #Eh TR,

11.3. & &Pk S Operator
KHEFDFIRE Operator A ENTEE, PRELRBLLLT AN L LEF )5 F Operator,
7 :

o BENWREXMANCEHZRICH MM, HtTEER—SKEHPREMN D OADP = Velero
FRA, IMREEWMDREBRE, N—NMRESERERIEE LHIRE LRIZTT,

o HNREEHETE MultiClusterHub FRE /5 LR &P TR E Operator, Il OADP Operator #
Velero BE X FIRE ABREZLETE hub &£ H, MultiClusterHub TSR OADP # Velero B7E
BB E X5 OADP Operator EABIMRAATHIE, ZE LSESREESDPHKE Operator
Ffgedk, AL, BIETE hub 8 E %% OADP 5 Velero I —MRA, FRIEMHMRAFERS
2B &DFIPRE Operator &2 OADP Operator 8RB E XL FRE Lo
o PRI LG ZH 6 4 22 [A] %2 25 B OADP Operator —#2 L1,
o TEFRAEMDHIRE Operator 2B, ELTIKE hub E&%,
B5E:
INRF B %L OADP operator, [l OADP operator 1 Velereo B H & X R E AR A 52 £ ILES, 40
FRXERAGS H—NMRARLEE, EaTERBEIAE, MREZAESES SR EGmAERTRNGRZZ
[l &2 8 T OADP Operator, & EIHIXMHRAR,

Velero 1£ Red Hat Advanced Cluster Management for Kubernetes hub 52218 F§ OADP Operator %&
¥, SRTEMPHIRE Red Hat Advanced Cluster Management hub S£2£ ¥R,

B X Velero XFNFHHEN TR, 1HSHKXTLLEE OADP,
BREFE A Operator, BT TES :
o NEDFIMRE Operator K& hub £

o HR&MDIRE Operator


https://docs.openshift.com/container-platform/4.14/backup_and_restore/application_backup_and_restore/installing/about-installing-oadp.html
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11.3.1. &P IR E Operator X & hub 5E&f
EFRAEMDFIKE Operator, EMFHE hub £,

11.3.1.1. AIEEFFHERLE secret
BOBRIFEAE secret, BRMUTHE :
. SERANREFEEMHHEEM OEHKIN Secret BT T,

2. 7E£ OADP Operator fp 4 22 [A] I3 secret iR, BAIT&DEMEHRZHEF,

1.1.3.1.2. A #&43 Operator
E N FEHFNMEE) hub LB H A %19 Operator, 1ML FHEE ¢

1. £ Red Hat OpenShift Container Platform 5£&f/, %%4& Red Hat Advanced Cluster
Management for Kubernetes operator it 4 2.10.x, &%t Red Hat Advanced Cluster
Management B & B )01/ MultiClusterHub 75R, FERUTRKE : Running.

2. FEIREEHGHDHIRE Operator, |HRAKEFPFIMRE Operator (cluster-backup), &%
cluster-backup S#i% & 7y true 3474 MultiClusterHub ¥1iR, X&EH A SDHMNRE—®
£ 72 5] %2 %& OADP operator,

3. TE#sh hub B 2T S 12 1ERT, TR TSR

a. FHIECE hub &8, FIEEEAM hub REF LR SIEK hub REERNGM B R RIRREMA
Operator,

b. WiFRERE T Hth Operator, #1 : Ansible Automation Platform, Red Hat OpenShift
Container Platform GitOps SIE HE ISR, BTKE, A LMBREE T 548 hub SE#E
EB9%T hub 2%,

c. EREFPHME Operator LLRIELE— hub & LEERIE(T Operator 5, 15
passive hub EEHF A S 405A hub EEEERIMEH B 22 7] & FR,

4. TE#3) hub §8% L {13 DataProtectionApplication ¥R,

5. JE#%50 hub EEHEREEIAIIA hub KEF &M BIENERFHEALE,

1.1.3.1.3. il DataProtectionApplication ¥R

) E L hub 524032 DataProtectionApplication F5REHI, 1HRHRIA TSR
1. 7£ Red Hat OpenShift Container Platform 12l & #11%£4F Operators > Installed Operators,
2. 7E DataProtectionApplication T st Create instance,

3. ffM {ocp-short) 1E%I#& =k {# A DataProtectionApplication ‘=IF AR A YAML X% FEELE
SEDIEE Velero SEH1,

4. 1% DataProtectionApplication namespace 1%{& % open-cluster-management-backup.

5. 7y DataProtectionApplication TR IEFAIZE i (spec:)E, ARG =g,
INREITEFABRIANEDEMEAE, 757 backupStorageLocations 4 ik E L FE
default: true, & ELLT DataProtectionApplication %R R :

10


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/backup_and_restore/oadp-application-backup-and-restore#oadp-creating-default-secret_installing-oadp-aws

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: dpa-sample
spec:
configuration:
velero:
defaultPlugins:
- openshift
- aws
restic:
enable: true
backupLocations:
- name: default
velero:
provider: aws
default: true
objectStorage:
bucket: my-bucket
prefix: my-prefix
config:
region: us-east-1
profile: "default”
credential:
name: cloud-credentials
key: cloud
snapshotLocations:
- name: default
velero:
provider: aws
config:
region: us-west-2
profile: "default”

11.3.1.4. R ENIME RS Aa Mk S A4

BIERTFEERIAE R E A Red Hat OpenShift Container Platform & &R MRS HE, HRUTH
W -

1. A follwing JEfZE %7 MultiClusterHub TR, LIEE R OADP Operator BiE, £
MultiClusterHub ¥R /= F cluster-backup ZH{4-RI0IE T2 -

apiVersion: operator.open-cluster-management.io/v1
kind: MultiClusterHub
metadata:
annotations:
installer.open-cluster-management.io/oadp-subscription-spec: '{"source": "redhat-operator-
index"}'

2. redhat-operator-index @— B E L&, RFKEE LFHAREIUTFEEBIME A A] Red Hat
OpenShift Operator #J CatalogSource FiREI &R, i21TLA T w kK53 catalogsource :

I oc get catalogsource -A

FiH ATRER BT -

1
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NAMESPACE NAME DISPLAY TYPE PUBLISHER
AGE

openshift-marketplace acm-custom-registry Advanced Cluster Management grpc
Red Hat 42h

openshift-marketplace multiclusterengine-catalog MultiCluster Engine grpc Red Hat
42h

openshift-marketplace redhat-operator-index grpc 42h

11.3.2. BA & Mk E Operator

L — R A8 MultiClusterHub FRRT, "TLUS KR &HHMIKE Operator, cluster-backup S#i%H
true, /& Operator f7, &% % operator HiR.

IR E 0/ T MultiClusterHub TR, ErILURAT %4 MultiClusterHub 5iR sk 258 s BN 35 8% & 1p
Operator, SR EBENHEEEED Operator, §F cluster-backup % i& 7 false.

JER&PFME Operator B, MultiClusterHub FFIRETAER UL T YAML X4 :

apiVersion: operator.open-cluster-management.io/v1
kind: MultiClusterHub
metadata:
name: multiclusterhub
namespace: open-cluster-management
spec:
availabilityConfig: High
enableClusterBackup: false
imagePullSecret: multiclusterhub-operator-pull-secret
ingress:
sslCiphers:
- ECDHE-ECDSA-AES256-GCM-SHA384
- ECDHE-RSA-AES256-GCM-SHA384
- ECDHE-ECDSA-AES128-GCM-SHA256
- ECDHE-RSA-AES128-GCM-SHA256
overrides:
components:
- enabled: true
name: multiclusterhub-repo
- enabled: true
name: search
- enabled: true
name: management-ingress
- enabled: true
name: console
- enabled: true
name: insights
- enabled: true
name: grc
- enabled: true
name: cluster-lifecycle
- enabled: true
name: volsync
- enabled: true
name: multicluster-engine

12



11.3

- enabled: true
name: cluster-backup
separateCertificateManagement: false

3. Bt IR

o 1EHH Velero,

o MMFEZFFH Velero FEMHNFEFIZR, 1HSH OpenShift Container Platform SXAEHEY AWS S3 3%
BEDEEHENEE,

e TR\ X DataProtectionApplication THRENEZE R,

1.1.4. FE Ik E 515
R TSR RIRE %15

4.

1. FEA&DHMIKE Operator backupschedule.cluster.open- cluster-management.io k== VNt
FE, F{#F restore.cluster.open-cluster-management.io TR IRE &0,

2. 3T T4 42 backupschedule.cluster.open-cluster-management.io 7R :

I oc create -f cluster_v1ibetal_backupschedule.yaml
& cluster_vibetal_backupschedule.yaml 53R AT 85 R UL T S04 -

apiVersion: cluster.open-cluster-management.io/vibetat
kind: BackupSchedule
metadata:

name: schedule-acm

namespace: open-cluster-management-backup
spec:

veleroSchedule: 0 */2 * * * @)

veleroTtl: 120h g

© =20ntias

@ ik : 7 2oh BHREESERD. MRREEE, NEARAK Velero BRILE 720h,

# & backupschedule.cluster.open-cluster-management.io spec [ It
e veleroSchedule 2EREM, & LAFHAESMNH cron #RlL,

o veleroTtl 20 LB, T HAEMNER RIS EIESE], MNREEIRE, NER Velero %
BRRABRIAE, BD 720h,

e#E backupschedule cluster.open- cluster-management io WRAIRE, XER=ED
schedule.velero.io FTRIE L. Z1TLATaS:

I oc get BackupSchedule -n open-cluster-management-backup

1REE, MEREAERRM hub KB LIZ1T, ATWME R, BERVIMERE, EEERESHH
hub £ E¥Fh | — restore.cluster.open-cluster-management.io %R,

13
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7 - BB hub R EIRE SR, BREXA B EDBILIER hub 8. MRIEMEZ
17, MK hub KRBSKEZERHN AN ERHIBTRANINER S AZERE,

IR LB RSPk E Operator, backupschedule.cluster.open-cluster-
management.io #] restore.cluster.open-cluster-management.io ¥7iRE QB &P K IR E B
B, 15 cluster-backup-operator =,

5. iz T4 62 restore.cluster.open-cluster-management.io %R :

ié/
I oc create -f cluster_v1ibetai_backupschedule.yaml
IR GER AT BE R LLL TR S04

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm
namespace: open-cluster-management-backup
spec:
veleroManagedClustersBackupName: latest
veleroCredentialsBackupName: latest
veleroResourcesBackupName: latest

6. 1T TS EEE Velero Restore FiR :

oc get restore.velero.io -n open-cluster-management-backup

7. 21764, &H Red Hat Advanced Cluster Management Restore 44 :

oc describe restore.cluster.open-cluster-management.io -n open-cluster-management-
backup

A% Restore YAML FRHISEARAINIER, ESH ME FHED.

11.4.1. 7 BEDEEE

& LLE T 1E BGR A AN cluster.open-cluster-management.io/backup T1% S 410 2 BE 4510 #1112 #
B=AHR, MENEATURERFRS, S/EEFRE, FA-NATUSEBEIANE & HAEERE,
fBlan, wNRAHZH IDP FRAKIRM, 15 cluster.open-cluster-management.io/backup: idp 7

3o

o IREFEAEZEEHRWERRNREFTIR, 1HEMA cluster.open-cluster-
management.io/backup 1% # cluster-activation &, k82 EEHBE RSB EELEINA
hub 8 (TEEIMKERNME) EhEHE,

1.1.4.2. EEEEH

72 6/% backupschedule.cluster.open-cluster-management.io 7R, SBUEEMDHE. EBUT
backupschedule.cluster.open-cluster-management.io 7~f :

apiVersion: cluster.open-cluster-management.io/vibetat
kind: BackupSchedule
metadata:

name: schedule-acm

14



namespace: open-cluster-management-backup
spec:

veleroSchedule: 0 */2 * * *

veleroTtl: 120h

] backupschedule.cluster.open-cluster-management.io %iR/E, 21T T a4 RN ERIER
FPRIRE -

I oc get BackupSchedule -n open-cluster-management-backup

backupschedule.cluster.open-cluster-management.io %R & /#7541 schedule.velero.io FE, F
FEMER. BITUTHSEEAENEHIE

I oc get schedules -A | grep acm

POREAP IR A, MR
x 12 WiRAKR

e fitisah

FuF#m Z0i% Hive £iF. Red Hat Advanced Cluster
Management F1F8 /B 82B & IEF] ConfigMap & {7
X,

FIREAT 84— Red Hat Advanced Cluster Management %
BRER, H—TMRATRARR, XEFRER
cluster.open-cluster-management.io/backup
PReo

REEH iy NOEBEZERHEEED hub REFFTIR, HAk
S&M0.

o TREAXGEERETRERRNNR, BT RZERMEED hub SRNTRTFE. Fi
REKBENHRETVEERIR, AEaERERMNEMP. SEREH hub KEF I FilM ZiRED R
RS &R, #E hub RELFRATAEA Hive API fIBMRERBHLTOBRE. REERKS) hub KEF £
RS FBEREN, FRERSAREEL b EFESANIESRN., SEEHDAEERI RS XK
BIEREA hub 8%,

HIREHUERIEN, RBEMEA Hive API HIZHNZERRT RSB hub ERFEINERE, MARMRES
BEERALT Pending R, EREFINF ENEH KIXEIHERE,

11.4.2.1. 8 40 554 whZe

40R hub SEEFMIKEN hub REFZ N E hub K, FETENZERHER—FHAESMHEYE, NIAT8E
IR,

Fit, SFREDE hub ERFER, ZEBERBERENE hub £, It hub £ DAREN SR, EH
BackupSchedule.cluster.open-cluster-management.io % R{A# 5 A,

HEH L TIIRUT BRI SBE DR MR

1 E hub EEEBHAKRI, XHUTERAESHR :
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® MZE hub &2 E Hub1 FIBE R RN
o Hubl &P EIEIEHIB) hub £ LIRS, &1 Hub2,

o EIEGATE Hub2 L{I|# BackupSchedule.cluster.open-cluster-management.io %1i&,
X hub &8, FHBAFEMAEEK & HEIE.

e Hubl B4 FFIAERIIE,
A BackupSchedule.cluster.open-cluster-management.io 55JR{SATE Hub1 L#/5 A,
AL Hub1 &2k E 215 Hub2 HREIMFHEAE. TE, WD hub REMER—NEFHEME
BEASOEHE. ERMLEEEAE RS RSO hub SRR AT LUER Hub BiE, MA=
Hub2 £33,

2. BB E Hub2 BN E hub EEEENX T =, XBHUTRGSE :
e HublB=L,
o Hubl FPEIEIE Hub2 LiIkE,

o EIEHATE Hub2 L{I|# BackupSchedule.cluster.open-cluster-management.io %1i&,
X hub &8, FHBAFEMAEEK DR,

o JENIATERGE, EEAMKRER AR, FERME Hubl X hub &&.

® Hubl7E Hub2 IR F BRSNS F 50,
T BackupSchedule.cluster.open-cluster-management.io %R{BATE Hub2 E#/5
A, AILEREMTFEHNEENR —FEALBEEA SR £AMINMIBERE ZHFHWEHH
hub SEE$ER AT LA Hub2 284, MR Hubl #iE, EXMIERT, /53 Hubl 81, &%
{21k Hub2 sk fitikk BackupSchedule.cluster.open-cluster-management.io 7R, ARG
R R,

h T RGBS &9 %R, BackupSchedule.cluster.open-cluster-management.io %iRE—1
BackupCollision X5, #IRZEF] hub EEENR T FHEMBMNSRH&H, TR EHRE, NREF,
AR hub EERICF ERBIEEAGFMEME, T~ hub £EE5TREM hub EEFHE,

EXMERT, 1T hub £2f BackupSchedule.cluster.open-cluster-management.io ¥R S #%
&7y BackupCollision, It %R A3 Schedule.velero.io ¥R bk LLEE 52 208 BB

5. BackupCollision &7 HRI&IRE, BIEGIEMIEIN hub EEEFHMIFR
BackupSchedule.cluster.open-cluster-management.io %RFEA MM E hub & L O
BackupSchedule.cluster.open-cluster-management.io %iRA1, IR SBIEHAN hub E£EEE ATF 14
fiIE, LARE &R,

BITU TR ERE R &0
I oc get backupschedule -A
IMREFEED AR, FHATREEULTRA

NAMESPACE NAME PHASE MESSAGE

openshift-adp schedule-hub-1 BackupCollision Backup acm-resources-schedule-
20220301234625, from cluster with id [be97a9eb-60b8-4511-805¢c-298e7c0898b3] is using the same
storage location. This is a backup collision with current cluster [1f30bfe5-0588-441c-889e-
eaf0ae55f941] backup. Review and resolve the collision then create a new BackupSchedule resource
to resume backups from this cluster.
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b?

11.43. H

&=
=

TR

o &S cluster-backup-operator =,

e & Restore YAML BFRMS A RAIBIHELR, HSM kS 15 82
o REE FEMKE &2

11.5. RS &%

AT —MEBORENT, SB1TEMDM hub EEBDEBRTH, SHMBIEEEBI—NEM hub £, X7
LUBIT FEFTH0 hub B BB T RS RIERER, EXFERT, MEBREREAREHHTRR hub
BRI AT,

BEBERT, BERRESHNE— hub KEHIREHIE, LERERELATRROEIE, £XMER
T, WEMEDRFEEER— hub KB HIZ1T,

1 hub 2% {2 restore.cluster.open-cluster-management.io ¥1iR/E, EATLLZTU T a4 EIKER
RS RAERIRE -

I oc get restore -n open-cluster-management-backup

LN BRI RE BB SN X HPEENE & TR,

7 : restore.cluster.open-cluster-management.io ¥1iRi21T—R, BRIEEFEH
syncRestoreWithNewBackups ﬁlﬁ#q%‘ﬁiﬁ%% true, ﬁl] Restore passive resources BRI A, HIR
EEREREEREERZITHRMNKERE, BYGE—EBHER spec LIBIH

restore.cluster.open-cluster-management.io #/&.

restore BIFATIRE FMNRIFOIRMAMBE=ZMEMHRE, BHUEERZEFERENEHD, MRER
EER. RAEAPEIEFIREE hub ERF TR,

REEXLUT=NDEN spec B, HEhE@XERRE LT IREZHE :
¢ veleroManagedClustersBackupName f T & {2 EEEHE FRAIRE 1%
e veleroCredentialsBackupName FF 1 i 7 EiETE L restore 175700,

e veleroResourcesBackupName fF i ¥ hub & HTIRM restore 12£371 ( Applications. Policy
R EAM hub B FRIR, MZTEERBEWMIBIE) .
BIEREINE M E LTI A LLTME -

o latest - LbEMIRE LR BB 519 X

o skip - WEBMEFRZEINER LIRS RFREXFREB D,

o <backup_names - ltEMREF RS IERAEHIEERN TR,
i restore.cluster.open-cluster-management.io /3£ restore.velero.io 55 IR HY % FRE1E L TR AR FL
?Elé S;rt:astore .cluster.open-cluster-management.io name>-<velero-backup-resource-name> &E&F LT

e restore.cluster.open-cluster-management.io % # 2 % a1 restore.cluster.open-cluster-
management.io FRHEH, 1ZFRATEIIKRE.
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e velero-backup-resource-name Z Velero &0 X &M, HTFWEHRE. Hla0, &N
restore-acm £ restore.cluster.open-cluster-management.io %R /3 restore.velero.io |
R, EEUTHEIRA

o restore-acm-acm-managed-clusters-schedule-20210902205438 o] i Tk & 2 E L&
SERIESD. EAMIS, BT IRE FRM backup.velero.io #12& %5/ acm-managed-
clusters-schedule-20210902205438,

o restore-acm-acm-credentials-schedule-20210902206789 A F k& 510, EAHIA,
FF k& %RE# backup.velero.io &7 %1/ acm-managed-clusters-schedule-
20210902206789.

o restore-acm-acm-resources-schedule-20210902201234 FF kSN AR, FIEFEHM
hub & TR, WMSERBEHIBIESD. EXNRAIGF, BTFIREFREM
backup.velero.io %13 &%5 /) acm-managed-clusters-schedule-20210902201234.

7 - IR skip BF&HERE, NA0/E restore.velero.io,

BEELUTEE Restore TR YAML 7_fAl, EXANRAIFR, FRARFTAMNGOXXHEREFRE=M&H
X

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm
namespace: open-cluster-management-backup
spec:
veleroManagedClustersBackupName: latest
veleroCredentialsBackupName: latest
veleroResourcesBackupName: latest

Note:¥ kB S E£ B 5989 acm-managed-clusters &3 # R E 5 94— hub &), RAE Hive API
DM ZEERFREIEREIHN hub &8, FMAEEMZERFELT Pending Import ;RE, BiiE
AR hub &P, MERZER, HSHREF ANZTESEE,

11.5.1. SEUR IR E B #E E hub

LEFEMERRHPNEMOEEN, HLURB—IHEH, £ hub ERRERFEF, MRILEFRETZEMR
SENEHEIEN—ES, ETLURE hub REEHRERBENA TR, MEXBFEZAT&0 02N
R, BEFRSBERAATR, Eit, 7L hub KR LR OEMTRTSBEE, FILL hub S8 LB
EA S RBRIRE B BR AT REEE,

SERENHZE — B, EALERIAR hub &8, ERENEHAH, ERWE hub EHHFR, EX

MIERT, #HEE hub ERACEIMETR, BR, SHBIEEME hub EEFIHMIEY passive hub &
¥,

11.5.2. & HH hub £2f

TEHT hub &8 L2 TS 1271, BREFIEE hub 8%, FEAMA hub £H L REERD
Operator, fRMTES 48 hub SEEFHERIFI 6 % Z2 (7] &2 % Red Hat Advanced Cluster Management
Operator, | DataProtectionApplication %R, SABEEEEIZBIEM T HIBHNRE —FHAAE,

% Red Hat Advanced Cluster Management Operator f|Z#) MultiClusterHub ¥RE R 5 #114 hub &
B FMEREBEHER, 23X MultiClusterEngine THRAIEMI BN,
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wial, IURFIIE hub SREF L2 [ 118 &4t Operator, A Ansible Automation Plattorm, Red Hat
OpenShift GitOps. cert-manager, NAITEZTIRERIFRIRES) ], XIFEAIBREBEHH hub K£BF
B 401& hub & HERE,

11.5.3. Tk B 55 hub &

MBFEAYBIMRENFIPENT, Velero EHIMA R ﬁo Velero A&EIE delta FHR, XLEFHRIZHELL
IR E SN TR, MAEH HU’P"EE’J%@E’J—‘*M} IXFRE T FEHT hub S£8f EWRE hub SEEEBUERS
AILAMERANER. BRIEMERNRA—R, SNETERSEMERFH hub SR NETIECE, hub KB
BB R B R PRk B A 15 /J?_IFHEI’J?E?EQ

FERRXABRE], 40I# Restore.cluster.open-cluster-management.io ¥R, 19 Operator &i2
17— B hub EEEEHY post kB2 1E, 17} VESHR Z B =2 Red Hat Advanced Cluster
Management k& (FTE2HRIMKEN SN —E82) AIBRHIFIR,

B S5 A cleanupBeforeRestore B4R iFHIEREMN R TR, BRI LMERAMU T EIHTERE
P

e None: T"HEFE, RFFHA Velero k&, 7EHT hub £R¥HEA None,

e CleanupRestored : ;53 HIH LRI Red Hat Advanced Cluster Management TR & G| BRIFRE
FR, XEFRETELEIRENSHH—EBD,

e CleanupAll : ;B hub &&f EATBEAX 7 Red Hat Advanced Cluster Management & {3 —&B 4
IR HIR, Eﬂﬁ el TEBERNREREMOUE, XERSREZNEIE hub S8 LOIEHA N
BHER,

SR, - BB FEMA CleanupAll £, (USERERENFE, BEEHEND. BT 2RI
EMHRUENEIRS, CleanupAll RS O hub £ LMTIR, Rz, #FH
CleanupRestored iE1i3Rk B LEFE hub SRE#IE TE 1 RO | ME LN B HT hub KBNS, &
FAF 48 hub SEBEE IR DR,

o MRMENEFDEBHIER, VeIero &0 velero 1k E ¥IRIZB IR PartiallyFailed, ;XEkE, #0
RO restore.velero.io FIRE B EFEM TR, Nl restore.cluster.open-cluster-
management.io TR AT BE= 4L F PartiallyFailed K7

e restore.cluster.open-cluster-management.io FIR&I1Z21T—R, BRIEEFEH
syncRestoreWithNewBackups:true RT3 H #5107 AR Ik E W 2NEHE, TXMIERT, Hik
RERAR S REIBTRE R IE, iﬁf‘*l‘ﬂT‘Tﬁ%‘%@ﬁ'l@ﬁ?&iﬁﬁ:ﬁo ERRERER, BEE
TEE— hub &8 L2177 — NRERE, B0 — 8 restore.cluster.open-cluster-
management.io F5iE,

o EARIBILIGIEZ restore.cluster.open-cluster-management.io 7R, {BEEMAEH =R ER
Eb I )

11.5.4. ERE P IRE Bz TR

E= restore-passwe-sync OIS R, BENREREREHRETRFEIREEl]. BB
R E &, BT syncRestoreWithNewBackups Z3i%E 1 true, ALK E KA EH
iR, R LAERT REKEIRAIRG,

¥ VeleroResourcesBackupName #1 VeleroCredentialsBackupName S5 &/

latest, VeleroManagedClustersBackupName Z#{/y skip. 4%
VeleroManagedClustersBackupName % & latest [, SESEESTEHM hub EEEFEGE, WER
¥ hub &&,
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LHUEMZERE L N E hub EBFNT, WE FIRMKIKE S Finished, #8
syncRestoreWithNewBackups =# 28, Bl IZEN true,

EFIMNERT, % syncRestoreWithNewBackups %7 true Itf, #2228 30 DR EFED.
REFBIFHED, SRMEFMDIITIE, & LLET B restoreSyncinterval S 53k 5 iUk & RO R0
[,

plgn, HEBEUTHIRE 10 2 RESD :

apiVersion: cluster.open-cluster-management.io/vibetat

kind: Restore

metadata:
name: restore-acm-passive-sync
namespace: open-cluster-management-backup

spec:
syncRestoreWithNewBackups: true # restore again when new backups are available
restoreSynclnterval: 10m # check for new backups every 10 minutes
cleanupBeforeRestore: CleanupRestored
veleroManagedClustersBackupName: skip
veleroCredentialsBackupName: latest
veleroResourcesBackupName: latest

1.1.5.5. Mk & # 5 FTR

{& /4 restore-acm-passive R~PIEHINECEFRE hub £EEHIR, HEIEIBREMEIE, 0 secret.
CmMMw\fﬁ&F RELURFMESESHEE LKR, SR EZEEHM hub SR Z MBIEERE,
wFin FRE T IS R E FRTE hub £B ERE,

55 WL RG :

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm-passive
namespace: open-cluster-management-backup
spec:
cleanupBeforeRestore: CleanupRestored
veleroManagedClustersBackupName: skip
veleroCredentialsBackupName: latest
veleroResourcesBackupName: latest

1.1.5.6. IEBE TR

FEME SN hub KB ERUBUREIRERT, HXMH0/RSMHBILIRTEY hub K&, MRE hub KEHDHIEIZT,
EREHREEXD hub K& LZTHHRE, ZAERTETRANZESRE.

YIRFE hub BB IRERENS, 15{£ M restore-acm-passive-activate '=~ffl, EXFERT, BRiXHEE
FIREEFEAWRIRN hub £8 LIRS,

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:

name: restore-acm-passive-activate

namespace: open-cluster-management-backup
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spec:
cleanupBeforeRestore: CleanupRestored
veleroManagedClustersBackupName: latest
veleroCredentialsBackupName: skip
veleroResourcesBackupName: skip

RIFEMARERNTTR, B —LRTRREREHIR

o HNRIE{EA restore-acm-passive-sync cluster.open-cluster-management.io 55&, #0
Restore passive resources while checking for backups to restore passive data R4 Ffd, I
veleroManagedClustersBackupName {E5 %777 latest, EIt, SEEE IR restore-acm-
passive-sync FHRSHIRE.

o MRMEF/HENFRME N — DT ARE, HELXBEREEMHR, EFREMARIR, 0 %E
P FIRER 9 ATl

11.5.7. Ik E S ELHFEHRIE

L {#EF cluster.open-cluster-management.io/backup: cluster-activation T3 %0, 2 EEELEEEIE
S HAEEBUIR TR A2 EE RS0 H resource-generic D ENE. HTEFTH hub S8 IR S HURHIE
i, SERBFHRIZTREN b SEEIIEE, ESWH HEMKE 7 LT R ER Operator,

1.1.5.8. I EFrE ¥R

MREB—RKEFMBEEIYE, EHEM restore-acm R~fl, FHE hub KEHEE— NS HHERZERN. &
hub 52 &£/ I/ & restore.cluster.open-cluster-management.io %5, Z1TA TR RENIRKE R IEN
KA -

I oc get restore -n open-cluster-management-backup
TR RBIRTRER LA T BTIR -

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm
namespace: open-cluster-management-backup
spec:
cleanupBeforeRestore: CleanupRestored
veleroManagedClustersBackupName: latest
veleroCredentialsBackupName: latest
veleroResourcesBackupName: latest

£ hub &8 p, WILRBEOBREMXHHEEHNEH HIR.

11.5.9. REFANZTESR

RAEMFA Hive APl 5 hub £EE NS EERH SR IEERFMN hub L2, HPREBUREIE, XL
£ 2 Hive API £ hub S£8¥ EAI|E, {# Clusters 1££ 4B Create cluster IR 53855 CLI B,
YRCREIEWIRER, FH Import cluster IRELEZEI#IE hub £EEMZTEEE E 7 Pending
Import, EEEHM hub EREPEHSF A,

Hive 2 EHRE T LI SHH hub £EHERE, EN Hive 2 E5%EE kubeconfig FH471E hub EEE LR ESE

B R (AR, XTEHTHY hub R LS RHME, AE, SARHREARENEEENSESRIF LN
bootstrap kubeconfig, ZECEGER FER Hive API QIS EERR, SANEERTH,
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FIEHT hub &8 L EFTER ST ANER, FEERERIERFF 10/ auto-import-secret iR, W%
TRBELSHFMER, BB E@HAE5)FA secret FALEEE,

EZELRM LA 0/ auto-import-secret TR, B EELT Pending Import IRE., FHHERRE
EFUBRAY kubeconfig S5 HE, LUES ALMGIEF hub £EBELEBEIT A, BXIERSHEEREIRE
£, WEBIZERBERVINNR, SEYITESR Klusterlet A& EHEBFHEENRAAE R,

1.1.5.10. FE R E Mk E A
BHEHLLUT Restore 49y, UEEMRE FREFZEM D SUER YAML R=Fl,
o IREFABZ=F&DR :

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm
namespace: open-cluster-management-backup
spec:
veleroManagedClustersBackupSchedule: latest
veleroCredentialsBackupSchedule: latest
veleroResourcesBackupSchedule: latest

o UMERERMHIR

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm
namespace: open-cluster-management-backup
spec:
veleroManagedClustersBackupName: latest
veleroCredentialsBackupName: skip
veleroResourcesBackupName: skip

o {#f acm-managed-clusters-schedule-20210902205438 #{3 R N 2 EHREHIRE FR

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Restore
metadata:
name: restore-acm
namespace: open-cluster-management-backup
spec:
veleroManagedClustersBackupName: acm-managed-clusters-schedule-20210902205438
veleroCredentialsBackupName: skip
veleroResourcesBackupName: skip

w=E:

o restore.cluster.open-cluster-management.io FIRiZ1T—/R, MERETHKE, ERILUL
FER— hub £ HPIZTH —MRE BRI, B T0IEHH restore.cluster.open-cluster-

L

management.io FRF BEIZ TR IR S 121K,

o RALIEIEZ /) restore.cluster.open-cluster-management.io, {BTE(T(AHHEE REEZ1T
—
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1151 EEWMESH
FRAUTHSREXMESHMESR

I oc describe -n open-cluster-management-backup <restore-name>

ENEHIIRATRER BT RA

Spec:

Cleanup Before Restore: CleanupRestored

Restore Sync Interval: 4m

Sync Restore With New Backups: true

Velero Credentials Backup Name: latest

Velero Managed Clusters Backup Name: skip

Velero Resources Backup Name: latest
Status:

Last Message: Velero restores have run to completion, restore will continue to sync
with new backups

Phase: Enabled

Velero Credentials Restore Name: example-acm-credentials-schedule-20220406171919
Velero Resources Restore Name: example-acm-resources-schedule-20220406171920
Events:

Type Reason Age From Message

Normal Prepare to restore:  76m Restore controller Cleaning up resources for backup acm-
credentials-hive-schedule-20220406155817

Normal Prepare to restore:  76m Restore controller Cleaning up resources for backup acm-
credentials-cluster-schedule-20220406155817

Normal Prepare to restore:  76m Restore controller Cleaning up resources for backup acm-
credentials-schedule-20220406155817

Normal Prepare to restore:  76m Restore controller Cleaning up resources for backup acm-
resources-generic-schedule-20220406155817

Normal Prepare to restore:  76m Restore controller Cleaning up resources for backup acm-
resources-schedule-20220406155817

Normal Velero restore created: 74m Restore controller example-acm-credentials-schedule-
20220406155817

Normal Velero restore created: 74m Restore controller example-acm-resources-generic-
schedule-20220406155817

Normal Velero restore created: 74m Restore controller example-acm-resources-schedule-
20220406155817

Normal Velero restore created: 74m Restore controller example-acm-credentials-cluster-
schedule-20220406155817

Normal Velero restore created: 74m Restore controller example-acm-credentials-hive-schedule-
20220406155817

Normal Prepare to restore:  64m Restore controller Cleaning up resources for backup acm-
resources-schedule-20220406165328

Normal Prepare to restore:  62m Restore controller Cleaning up resources for backup acm-
credentials-hive-schedule-20220406165328

Normal Prepare to restore:  62m Restore controller Cleaning up resources for backup acm-
credentials-cluster-schedule-20220406165328

Normal Prepare to restore:  62m Restore controller Cleaning up resources for backup acm-
credentials-schedule-20220406165328

Normal Prepare to restore:  62m Restore controller Cleaning up resources for backup acm-
resources-generic-schedule-20220406165328

Normal Velero restore created: 61m Restore controller example-acm-credentials-cluster-
schedule-20220406165328
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Normal Velero restore created: 61m Restore controller example-acm-credentials-schedule-
20220406165328

Normal Velero restore created: 61m Restore controller example-acm-resources-generic-
schedule-20220406165328

Normal Velero restore created: 61m Restore controller example-acm-resources-schedule-
20220406165328

Normal Velero restore created: 61m Restore controller example-acm-credentials-hive-schedule-
20220406165328

Normal Prepare to restore:  38m Restore controller Cleaning up resources for backup acm-
resources-generic-schedule-20220406171920

Normal Prepare to restore:  38m Restore controller Cleaning up resources for backup acm-
resources-schedule-20220406171920

Normal Prepare to restore:  36m Restore controller Cleaning up resources for backup acm-
credentials-hive-schedule-20220406171919

Normal Prepare to restore:  36m Restore controller Cleaning up resources for backup acm-
credentials-cluster-schedule-20220406171919

Normal Prepare to restore:  36m Restore controller Cleaning up resources for backup acm-
credentials-schedule-20220406171919

Normal Velero restore created: 36m Restore controller example-acm-credentials-cluster-
schedule-20220406171919

Normal Velero restore created: 36m Restore controller example-acm-credentials-schedule-
20220406171919

Normal Velero restore created: 36m Restore controller example-acm-resources-generic-
schedule-20220406171920

Normal Velero restore created: 36m Restore controller example-acm-resources-schedule-
20220406171920

Normal Velero restore created: 36m Restore controller example-acm-credentials-hive-schedule-
20220406171919

1.1.5.12. Efh 55R

e HSB i DataProtectionApplications
o ESHMEABEDT A secret F AKE,
o ESHAEMKE 515,

11.6. ERARERSIKT BohEERH

F D ¥EHI2RE A Managed Service Account H#4 B 205 5 ARREEEERIFH hub &£8%, Managed
Service Account lIE—1 o1, NEBNZERHGRERPNEBNSANEESH D, ZDEER
klusterlet-bootstrap-kubeconfig ClusterRole 417, i FBZIF ARIEFEHESH. klusterlet-
bootstrap-kubeconfig ClusterRole R 827K EX=k B #T bootstrap-hub-kubeconfig secret, ETfREZH
KEERFSIKFEENER, BBHMALEZERSIKF?

LFT hub 8 LIRS BUE IR, WERHIZRRIZIT post IkRE#R1E, FHEHL T Pending Import K&

MFrE 2 E5EE, MERHKEIT Managed Service Account ERXMIBENRSHE, EFIRSFERSEOE—D
auto-import-secret, AL, FAUHRFZAEIERZTERR. NRALUVFERE, NHRERTLRI,

11.6.1. EHBEISA

EINER T, ZAEMA Managed Service Account HEMBE IS AIIEE. BEREABII T ATIEE, 1ERKRIU
THIK -
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1. @11 7E MultiClusterEngine 7R+ % managedserviceaccount enabled 2#01% &/ true /5
F3 Managed Service Account A, 155 ILLL TR

apiVersion: multicluster.openshift.io/v1
kind: MultiClusterEngine
metadata:

name: multiclusterhub
spec:

overrides:

components:
- enabled: true
name: managedserviceaccount

2. 1B11f¥ useManagedServiceAccount Z#i% &} true, 5 BackupSchedule.cluster.open-
cluster-management.io 5R/5 A B35S ATEE. 1HS LT RA -

apiVersion: cluster.open-cluster-management.io/vibetat
kind: BackupSchedule
metadata:
name: schedule-acm-msa
namespace: open-cluster-management-backup
spec:
veleroSchedule:
veleroTtl: 120h
useManagedServiceAccount: true

BB BB BER LN A #R 1B 1 veleroTtl {HRIFI S, LURE SN BN EGEREESEN
FIE &R, EELERT, ErEEZE T HFEN managedServiceAccountTTL B
B E RIS SRR B B K,

MREFRENERITHE BRI SRS HANT A, %1% 1E# A managedServiceAccountTTL,
MEVMNERE SRS RETHAN AR e R S BER T B SEEN SR, TR EaBEEr I8, AL,
SAVRETNEATZESRH.

BE  RIEFELHDSENER K, BNAZEFEA managedServiceAccountTTL,

£ % f#H managedServiceAccountTTL B IEHIRHBI :

apiVersion: cluster.open-cluster-management.io/vibetat
kind: BackupSchedule
metadata:
name: schedule-acm-msa
namespace: open-cluster-management-backup
spec:
veleroSchedule:
veleroTtl: 120h
useManagedServiceAccount: true
managedServiceAccountTTL: 300h

ERBEMSAYER, SRHERTUBUTRASHFRLES ANTESRE
e %75 managed-serviceaccount #J ManagedServiceAddon,

e %7} auto-import-account ¥ ManagedServiceAccount.

25



Red Hat Advanced Cluster Management for Kubernetes 2.10 M/ 5575544

e &4 ManagedServiceAccount #J ManifestWork, AT HNZEEE LW

ManagedServiceAccount 55 h2% & klusterlet-bootstrap-kubeconfig RoleBinding.

KA LI Managed Service Account BRI AT AR R EREFH, FROETHE, SNERERHTARE
RO

11.6.2. B AFEFI

UTYRAREKMEILEZERBFESEFR hub FENKBTISA -

e 1E%H ManagedServiceAccount hEHIIENR TIZ1T hub &10F, BIANESEREETIE VR

& ManagedServiceAccount FRET, &R FAE2BIF AZERHN T,

#NR auto-import-account secret SHEENFEE &R, BEFDNAASEE THZTRE
B, NBhSARESK, restore.cluster.open-cluster-management.io ¥RESNENZ
BRI E LRI TR,

Rt E Mk E B 1389 auto-import-secret £/ ManagedServiceAccount SHIEZEZFESE
B, SEERLMIRME kube apiserver {52, apiserver @717 ManagedCluster %R 1%
B, 1HS LT

apiVersion: cluster.open-cluster-management.io/v1
kind: ManagedCluster
metadata:
name: managed-cluster-name
spec:
hubAcceptsClient: true
leaseDurationSeconds: 60
managedClusterClientConfigs:
url: <apiserver>

UTE hub B P 5 AERHT, HA7E OpenShift Container Platform £ B4 E
apiserver, MR EMABMNZEEREHFI)XE apiserver, 1 EKS &8, BNBE3IFATH
BEARBRERE, Hitt, YEIFEBBIRE hub EEEE, £E ST Pending Import R,

IR &P HETE ManagedServiceAccount secret % B 7 &2 REH21T, NI
ManagedServiceAccount secret AIRER B ZE 512, ManagedServiceAccount secret 7E 1
B3R A X B5EEE open-cluster-management.io/backup 1%, Eitt, &oEfIsRERESE
£ Bty & 22 ] F 258 ManagedServiceAccount secret, FERBEIF RINFDIRE,

11.6.3. ZFHBISE A

& L@ 1T £ BackupSchedule 7R A5 useManagedServiceAccount 2% &/ false SkEZ A B
SAEKBIEE. ST
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apiVersion: cluster.open-cluster-management.io/vibetat
kind: BackupSchedule
metadata:
name: schedule-acm-msa
namespace: open-cluster-management-backup
spec:
veleroSchedule:
veleroTtl: 120h
useManagedServiceAccount: false



ZINE D false, FHEX N false [7, 12 Operator &IRFAECIEMTTIR, 2F

ManagedServiceAddon. ManagedServiceAccount #1 ManifestWork, filli&k ¥R MIBR hub EREFN5F

EEBHPHNBENEATHE,

1.1.6.4. H TR
o HBHMHLRZERSIK, ? LT BELAEXSERSIK - HENER.

=
o FAREMRSIKROEIBDEEER,

11.7. BiE &0 =ik S i E

L &7 MultiClusterHub F5JR ¥ cluster-backup iLIi% &7 true I, Z5REF5|ZE operator KR
H12 MR E & cluster-backup-chart #J operator Helm chart, A&, X/ chart % backup-
restore-enabled #1 backup-restore-auto-import Zklg, X LERIEEFH X FDFIRE LHAER A E
BIE o

7 : hub B H A local-cluster ZELBEITFANEE, WMNMRETE MultiClusterHub FREHIZE
disableHubSelfManagement=true RZ A It ThEE, NIF=1F backup-restore-enabled ZRESHRIE hub &
B, RRERTRERTMRS,

INREERE hub HESE hub £ EE, JEAZEEHPREE, IIER
disableHubSelfManagement=true iX&, 7E4HI4, &7 LLSHA backup-restore-enabled %Hg, &
ERFRZE hub £E¥H) ManagedCluster FRA%E is-hub=true 1725 35 FA SR,

backup-restore-enabled TB& 1 —2H A F 10 & LU T BRI R :
e OADP FiES UF

o YMRIE MultiClusterHub /5 B &RAMNT, REGMIIKE Operator Helm Chart f$ %4
OADP operator, OADP-channel iR % &%) Red Hat OADP Operator lR A S5
Red Hat Advanced Cluster Management &£8# 5713 #11% & Operator W BEBIFR A L EL,

o HIR7E hub E£&F EHEI—NLEEM Red Hat OADP Operator, MRS ERiTERER, B
Red Hat OADP Operator 5 Red Hat Advanced Cluster Management 5£2$ 4 F11 &
Operator Helm chart REHIIRAR T, 15 R 1ERZREEEF OADP Operator BIEHIRAR
A, HTF OADP Operator #1 Velero BE L HIREE X (CRD) 2E#HoHM, HtFeEER—
FHPRELMEA, HR, BRLEERMRA,

o FELUTFRAIG, HHHIRE Operator Al {F L RH CRD 2T S BT HENR ¢

®  Red Hat Advanced Cluster Management % PMN&ZH OADP hRA&,
= 03R MultiClusterHub %89 OADP i A B4R ENE:, EAILUFhLEFEHIMRAE,

e Pod %k
DU RS E &0 H ARG pod R -

o acm-backup-pod-running BRI E B FIKE operator pod BE T
o oadp-pod-running iR % OADP operator pod R & EIZ1T.
o velero-pod-running & & Velero pod @& EIZ1T.

o BURRY N ARFRIE

o data-protection-application-available #ix e E 2B O T

YR ST e A A A VRN NEm oy, E ]
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DatarrotectioApplicatio.oadp.opensnitt.lo viii., 1X71T OADF TTIRIXIE Velero BiiE,
o FRTFHEILIE

o backup-storage-location-available #1127 BackupStorageLocation.velero.io #iR2 %
BABURRESMERET N Available, XEKES &R EHIGEZEEN.

e BackupSchedule #ZLHE

o MR YA hub %8 £ 1F7F BackupSchedule.cluster.open-cluster-management.io,
acm-backup-clusters-collision-report &k 25 IER L F 2 BackupCollision, iX&1EHF
FENEIBEBEAFELER, FIEHE hub £S5 HTE hub EFETAHZR,

&% BackupCollision B X, 154 5 w10 432,

e BackupSchedule fltk & RALKIE

o acm-backup-phase-validation &6 & Y EIERF BB FE
BackupScheduIe cluster.open-cluster-management.io, N IRZE " Failed 2t Empty
R XIFAIARINRCERE R E hub &8, FETERER, T
BackupScheduIe cluster.open-cluster-management.io X5 2.

o MR YFILLEH T Restore.cluster.open-cluster-management.io, NEENERESRE
LATEE PR AL T Failed 5 Empty SRESHRE, XHERIARMORXNERRZ = hub &
B, B®RME 1D, Restore.cluster.open-cluster-management.io Jk 52,

o FHFHILIE

o acm-managed-clusters-schedule-backups-available &k &% Backup velero.io TR 2
&I F BackupStorageLocation.velero.io I8 EMIIE L, UREDZE
BackupSchedule.cluster.open-cluster-management.io ¥R G1EE, ﬁ%ﬁift?%@ﬂf:”)
BT—R, ERAFHFIKE Operator,

o FHTER

o acm-backup-in-progress-report =127 Backup.velero.io TR S F InProgress Ik
Bo XML, RNTERXERIR, veleropod RIFNEINZITER, &#HREH
ERRETZERRE. FEBEMDIREFR, SHRREREE—NFEIRHAT, BFRWEEHE
SIS T, IERIE /R'F, EHAEZ1THHRE acm-backup-in-progress-report iR 27V E
BTRIREESFH D ETHT,

o IEMEN cron YEMLETTHIE D

o BackupSchedule.cluster.open-cluster-management.io 32T HEFMEABREFH
#1D. LIRUEET backup-schedule-cron-enabled SRBSER LK, BRI ERTEHE
velero.io/schedule-name: acm-validation-policy-schedule %8 Backup.velero.io,

o acm-validation-policy-schedule &{31% & N1E N &1 cron W 1% E N 6] 512 H1. HD%,xﬁ
B & cron 4BV, |BE acm-validation-policy-schedule &35 # kR, EheidHA
B&B0EHNEHD. ALk, MREEMNE R L%E acm-validation-policy-schedule
backups, XRFEBEKR cron FALERED.
o LLIRBR EIEESBNTE hub SRELERFHE MRS 21 BA hub ERFEEA,
backup-restore-auto-import SRB& & 1F —H 10 2 LU IR HI B9ER -
o BIEISTA secret Bk

o auto-import-account-secret iR 2 EE local-cluster AR EERGRE R HEE0IEE
T ManagedServiceAccount secret, FPIRGHISRERHIM T ANZERR, LUSERH
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B, &HEFRaESEERREMAEA S0/ ManagedServiceAccount 7R, Ithidf21ES
EEHPONEOE, B2, MRLRENTEVINSESE, 1
ManagedServiceAccount TTAQIE S, i, MIRZTERBHSARERSE, NTELES
B, Eit, MREXNHEHIT hub #12, NIERBRL—NSERBIFAZSEESE,

o BEIFAFOIRERIE

o auto-import-backup-label ##z551E local-cluster LA 8132 B R oy & 22 (A R AY
ManagedServiceAccount secret @ &7, HIRERIKEI ManagedServiceAccount
secret, NMIIEIRTE secret £ HlH14T cluster.open-cluster-management.io/backup /1%,
hRZ % F1E Red Hat Advanced Cluster Management &3 &3
ManagedServiceAccount secret EXEE,

11.7.1. fERARSS B8 im AN 22 AR 17 B0

AR5 ERImINE BN ARRFHIRSHBIENS, EFECERREIE, RS, SONERSTamM
BHE (RNesiiE&MEMUE) , EMA (ANEEEEMFEELENHBAE L) . BERETFHR
FIRIR ARG BI R EALE,

REXE  FRYRNENEERS SIHNZERE. #O2EHIR, N7 hub EHAFHEFTEMBNE
UEFIECIE XX 14

&I LAfE A serverSideEncryption #1 kmsKeyld S8 Z#1E Amazon S3 FRIERERAME. MNFET

BELIFMER, HSI & B FEFE YAML, LU RRBIIEETE % & DataProtectionApplication RS
B9 AWS KMS Z47 ID :

spec:
backupLocations:
- velero:
config:
kmsKeyld: 502b409c-4da1-419f-a16e-eif453b3i49f
profile: default
region: us-east-1

BB Velero X#FHIFIZFHNE, DIEHEECHEHEHNENARETRESH,

11.7.2. Hth 5R
o ESHFMEMAME YAML,
o E5 5 Velero XHFMTEMEHN .,

o REFFIEENFDRIREERE,

11.8. A HIRE SHEE
EAILLB BB U TS R — S BB A HHIRE :

1.1.8.1. BRI KFRE B E L
HIRE Velero I, Velero pod &#FIXE HEIN CPU MIWFMRIE, MATHIFT®
resources:

limits:
cpu: "1"
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memory: 256Mi
requests:

cpu: 500m

memory: 128Mi

L ERBIFHRHERLEER TIUES I, BaEaEEiEaMAEHRMNETEN. flm, S&65
EEE 2000 21 hub £8f Li217H], Velero pod 2 NARER BEIF(OOM)ERIR, X FiXFhiE R,
U TFERERITERTEM :

limits:
cpu: "2"
memory: 1Gi
requests:
cpu: 500m
memory: 256Mi

EEHT Velero pod FHEMBRHEIFNE X, EFEEF#H DataProtectionApplication %R, 37 Velero pod
i A resourceAllocation #&tk, EELUUTRA :

apiVersion: oadp.openshift.io/vialphai
kind: DataProtectionApplication
metadata:
name: velero
namespace: open-cluster-management-backup
spec:

configuration:

velero:
podConfig:
resourceAllocations:
limits:
cpu: "2"
memory: 1Gi
requests:
cpu: 500m
memory: 256Mi

1.1.8.2. B

e i5&[# Red Hat OpenShift Container Platform X A4/ # EkiA Velero =LV B EM 2849, T
%8 % %5 % DataProtectionApplication ZHHE L.

o ME\EAXGMAINE CPUMAFERNELIFIE, 1HSH OpenShift Container Platform 344/
B E E UK CPU MIREERK,
1.2. VOLSYNC AN B E HIARS
VolSync @—# Kubernetes ##{F2%, XFRTEHEHPNFANS, NETRHPERAEERETRE
BIFTEFINERE ST, CERAEREHEEOCS)ERRFRMERS, EEAIIMEHEE VolSync

Operator f&, &7 LAME A ERAUIBEMAETFABIENEIAR, VolSync REETEIRA 4.13 kB SR AR Red
Hat OpenShift Container Platform 522 E S Hl#F A B FHA,
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BE : VolSync RX#FEH7H volumeMode i Filesystem FiF A M EFEE, MNREEGEF
volumeMode, l/EXiL Filesystem,

e f#f VolSync EFIFFAMS
o 1

XK

BEERRLRE VolSync

o MBiE& Rsync-TLS &l

o

Bic & Rsync £

o

feE R R 1D

o

fdi& Rclone &l
o [MEHIFHMGREHM N TAMNFAMESEH
o FHERY

1.2.1. £ VolSync EF#HFAMS
IR LUER =M AERE S A VolSync IFAMS, XEURFEHENRALSMEIHE : rsync,

rsync-tls, restic 2 Rclone,

1211 FoRr S
EER LR VolSync 7, KR UTEXK :

e [Zi& 712417 Red Hat Advanced Cluster Management hiftZ 2.10 S{E & AR ABY hub 5£E£H9 Red
Hat OpenShift Container Platform {15

o ZE/EEH N HER— Red Hat Advanced Cluster Management hub 52 B¥ & IR Y5 B

e f#fH VolSync BeBRIEREEZ (AWML 5, MREFERER—M%S, EAILIEEE Submariner
multicluster networking #l service discovery, F{#F ServiceType #J ClusterlP {E 35k &
B#, =U#FA LoadBalancer {E ServiceType i #3925,

o ERTRFAMBHNEFMHIBEF YIS CSI T, FHEEWIFRE,

1.21.2. EZEEE E &% VolSync

ZEA VolSync H—1MEB L AMEFHEHE S — N RENSFAMERFR, BXIERMBEINSE
LR RE VolSync,

VolSync AU EHCHmAZEH, EHite5HfM OpenShift Container Platform all-namespace operator
MR ZZEE AR, X VolSync B9 Operator X & AT MBI E{AI B e th 2 R0 R — 6 4 22 [F] R B9 EL At
Operator, 50, WREERNFHBAEIEER,

EALUERFMAR 2 — TR R N ER R &2 VoISync, AT hub EEF RSN ZEERBERM
Fr%, A LIFES)0IE N ManagedClusterAddOn, 0L &R Ak :

1.2.1.2.1. ARERE VolSync
BRI EZSE R P RE VolSync,

® M Red Hat Advanced Cluster Management 51 & 52K L TH I :
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1. M hub &2 A8 Clusters TTHFIEFREA—INZEKIREFHITE,

2. 1f Labels FE&H, R TRE :
I addons.open-cluster-management.io/volsync=true
VolSync fR%5 pod BEREESZEERE L,

3. NEMZEEERINERNRE,

4. EENZEEBHDZITUTSRS, UHILERET VolSync Operator :
I oc get csv -n openshift-operators
=& VolSync Iif, &3 i% Operator.

o HAMGSITRETHRUTESI
1. 7E hub £ HE N — PN RITRIE.
2. WIAUT R NE—NERERIMINE

oc label managedcluster <managed-cluster-1> "addons.open-cluster-
management.io/volsync"="true"

¥ managed-cluster-1 & h E A — N ZEEEFNE,
3. WIAUTRSEE ZNEREEFRMINE

oc label managedcluster <managed-cluster-2> "addons.open-cluster-
management.io/volsync"="true"

¥ managed-cluster-2 i Hith FELBEH A,

ROZAE BN N ZE R B 6p 4 22 (] 1 B 30 — > ManagedClusterAddOn iR,

1.2.1.2.2. {#f ManagedClusterAddOn %% VolSync
@i F57 0 ManagedClusterAddOn £ 2 E B REE VolSyne, EERUATEE :

1. 1€ hub &%, QIE—14%H volsync-mcao.yaml 89 YAML 324, HEFSEEUUTRAIBA

o9

=

apiVersion: addon.open-cluster-management.io/vialphai
kind: ManagedClusterAddOn
metadata:

name: volsync

namespace: <managed-cluster-1-namespace>

spec: {}

¥ managed-cluster-1-namespace it h EP— N SERHENGREH, LoBEANEZES
BB MER,

& - BIRRITE volsync,
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2. WIARBUATRAINGS, LGN BRTHNRES
I oc apply -f volsync-mcao.yaml

3. NEMZEEHES RS,
POZTERN N 2 E LM & ZE (A B30/ —4 ManagedClusterAddOn FFi&,

1.2.1.2.3. 8 #7 VolSync ManagedClusterAddOn

RIBIEEFHI Red Hat Advanced Cluster Management iR, fEaJgEFEEFE# VolSync hrkA, ZEEFH
VolSync ManagedClusterAddOn %R, &MU THE :

1. £ ManagedClusterAddOn HFRARANLA T E A7

annotations:
operator-subscription-channel: stable-0.9

2. ENIREMAHERE VolySync B operator-subscription-channel,

3. # A ManagedClusterAddOn FREFHEIUEMEEF T Volsync iR, FHIEILNSIE T EEFEN
operator-subscription-channel,

1.2.1.3. EZi& Rsync-TLS £l
fRAETLAEF Rsync-TLS EFI0ERFAMSESHN 11 FHEH, A UMERET Rsync-TLS ME Fl 1T RAEMK
8, NENHIBALER) RIS, FH Rsync-TLS K, Volis 1 stunnel 124589 TLS RIFBgE A
Rsync SRES HIE, MEEZER, 1HSM stunnel 3XH4,
LU RBIER T a0Mal /8 B Rsync-TLS 5B B, A3 Rsync-TLS MBS R, 51 VolSync XXA4HH
ERER.
1.21.3.1. X EEL#HPECE Rsync-TLS £l

A FETF Rsync-TLS WEH, HEARMBIrER LEREBE LR, BE LHRER address EfFRE
EEER, LUK stunnel I2H TLS RIFB2E, LUBREHNBER2,

SHELLTERTRG, & Rsync-TLS EHIIECE MEF source-ns #p& 22 [A] A Y source SEEFFRRIRFA
E%‘??—?EH, S {EF destination-ns 4 %2 (7] R #Y destination 53 F M AMBFI, ERENE#H
1. BREEBINER,
a. EEEEPZITUT DL G A ZEH :
I oc create ns <destination-ns>
% destination-ns &7 & § B B ARE Ry 63 & 22 (A,
b. Il replication_destination F¥T YAML X, HEHIUTAHZR :

apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:

name: <destination>

namespace: <destination-ns>
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spec:
rsyncTLS:

serviceType: LoadBalancer ﬂ
copyMethod: Snapshot
capacity: 2Gi
accessModes: [ReadWriteOnce]
storageClassName: gp2-csi
volumeSnapshotClassName: csi-aws-vsc

Q EAHIG, fFH LoadBalancer #J ServiceType 8. f#E9%2RARS HIREROIE,
DERHREFTLUSERREIFTRNENZER. NRENFREMBEIMIFR—%
Brp, HEEE T Submariner 4RSS, NITTLAEF ClusterlP fEHRSS KB, LK T
R ERERN 5| AR secret ML AR, AR capacity (H5 IE1E S HIHRFA LS
AN A =T,
@ iR capacity i1 5 E/ES BB A BHEANE BIEER,
Ak - MREFEASIMERINERRAMNEERIISRIBR L LT, 1518E storageClassName
#1 volumeSnapshotClassName S ##I1H.

c. EBEIMEEFRZITUTHHLLUIIE replicationdestination FR :
I oc create -n <destination-ns> -f replication_destination.yaml

¥ destination-ns &4 B B pR1E R i3 & 22 (5] B & 75,

/# replicationdestination FiR/E, U TSHMERRMBIFIRH :

BH &

.status.rsyncTLS.address AT EENBRERMN P thit, AF/ERIREM
BinERHITEIE,

.status.rsyncTLS.keySecret SDEESREFTILEEMN TLS BHAM secret £
o

d. BT T4 EH status.rsyncTLS.address FIfE, LUEIEIREEEHER : ¥ destination
B S BirEE L HKRMETR. ¥ destination-ns B4 B M AR IEM SR & 22 E M E
*ﬂ‘o

ADDRESS="0c get replicationdestination <destination> -n <destination-ns> --template=
{{.status.rsyncTLS.address}}’
echo $SADDRESS

EiHEREBIINT, XEMT Amazon Web Services $1E :
I a831264645yhrjrjyer6f9e4a02eb2-5592c0b3d94dd376.elb.us-east-1.amazonaws.com

e. IBITLA TS RER] secret WEAFR :
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KEYSECRET="0oc get replicationdestination <destination> -n <destination-ns> --
template={{.status.rsyncTLS.keySecret}}’
echo $KEYSECRET

¥ destination & h E#I B ir B E LR ATR,
¥+ destination-ns &1 B B E B0y & 22 [A| B9 & #R,

HEERERL, BRIERERPEAE, BHNIZE SSH B secret XHRIET, ZXH4H
BER UL T BHE

I volsync-rsync-tls-destination-name

f. BLE BIRRERA LT GRMBIRERE IR secret :
I oc get secret -n <destination-ns> $KEYSECRET -0 yaml > /tmp/secret.yaml

¥ destination-ns &4 & il B BT E R an 44 22 [H]
g HIALLTaSTE vi JiiE2s 3T I secret U4 -

I vi tmp/secret.yaml

h. TEBIREEEH open secret XA ITUTENK :
o AR B NRERFMMEZE, A+ Z source-ns,
o fHERFFAE 51 F (.metadata.ownerReferences).

i ERERH, EREMTPHALTRGRLE secret XH :

I oc create -f /tmp/secret.yaml|

2. HEGBESFINRFALEFH.
x  REAMSBFRALIAMAT CSI FhERH,

3. /i ReplicationSource i,

a. TERERFRGE—1 4N replication_source ¥ YAML X, HEHIUTHEA :

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: <source> ﬂ
namespace: <source-ns> g
spec:
sourcePVC: <persistent_volume_claim> 6
trigger:
schedule: "*/3 * * * *" #/*
rsyncTLS:
keySecret: <mykeysecret> ﬂ
address: <my.host.com>
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36

copyMethod: Snapshot
storageClassName: gp2-csi
volumeSnapshotClassName: csi-aws-vsc

£t source BN EHIRE E L HIRKAM, BXRMAEZRLTIRERIUE, HSHILR
RHE 3-vi &,

% source-ns B NVIRFTERF A S FRNMZRER, AXNABHRILThEERVEE, 5
S LERAZRIER 3-vi &

1% persistent_volume_claim &#: /iR F A S FBHN A,

¥ mykeysecret &t i M B insEEE 8 I ZIREEEH secret A FR( SKEYSECRETHY
(EN

¥ my.host.com &#: /& 1EEIE ReplicationDestination #J
.status.rsyncTLS.address F &S HIHEN ML, ERILET—F KT sed e HR
i,

® 0060 ® o

IRIENEFEN R F 552 fE, £/ Clone /75 copyMethod B9(E, NIFTAER BABHEIE
IPUEER

Ak - NREFERASIMERIMER RN EM R SIRIBE AT, 1EHEE storageClassName
#1 volumeSnapshotClassName S ##I1H.

Wi, EBALLERAMESHNRLS HE.

. TERERF, BALLT &5 & ReplicationSource ¥ R+ address #1 keySecret #{E

(&K replication_source.yaml X4 :

sed -i "s/<my.host.com>/$ADDRESS/g" replication_source.yaml
sed -i "s/<mykeysecret>/$KEYSECRET/g" replication_source.yaml
oc create -n <source> -f replication_source.yaml|

¥ my.host.com & H{RIEECE ReplicationDestination fJ .status.rsyncTLS.address &
EX S B8y E N,

1% keySecret Bt 1 EFEBCENT M ReplicationDestination £
.status.rsyncTLS.keySecret F & & H|H B,

ERRMMENFA LS FIRNRATRE R source,
3 BRIESESHNEAMSF ARG R8I,

. 1Z ReplicationSource X R FZITU T ep R EIEE HI 2T T

I oc describe ReplicationSource -n <source-ns> <source>
% source-ns EHLRATERF A MSFERR 6 & ZE (A,

% source B h & HIIR B E LRI E .

INREFIRTD, FH N REULT R

I Status:



Conditions:
Last Transition Time: 2021-10-14T20:48:00Z
Message: Synchronization in-progress
Reason: SyncInProgress
Status: True
Type: Synchronizing
Last Transition Time: 2021-10-14T20:41:41Z
Message: Reconcile complete
Reason: ReconcileComplete
Status: True
Type: Reconciled
Last Sync Duration: ~ 5m20.764642395s
Last Sync Time: 2021-10-14T20:47:01Z
Next Sync Time: 2021-10-14T20:48:00Z

#NR Last Sync Time %A 7B A, MEHFAR5E
EERBRFAMSFERNEIR,

1.2.1.4. B2 & Rsync £

: {2/ Rsync-TLS M =Z Rsync KiE@R £, BT EM Rsync-TLS, EALIBRERERIFFA L
%Tm%ﬁ’]hﬂﬁﬁ)ﬁ'ﬂﬁﬁo

R LAER Rsyne EHIQIRFAMSN 11 RS EH, B UERET Reync MERIIHTIRMERE, HE
FRIEAOEELRR I .

PUFRBIESR T W0E{E A Rsync AR E.

1.2.1.4.1. EZELMDPEE Rsync £

AFETF Rsync WEH, HEAERMBINER LEREBE LR, BELHRER address [EFRE#EE
BE9ith, sshKeys A TFHRALHIBERE,

& - S address #1 sshKeys B{EM BRI S HIENE, FiLEERERERE B it,
AHIERT =N, & Rsync EHIBEE MEF source-ns w4227 ) source EEEEHIIFF A NS
A, th{EA destination-ns £p & Z2 [ destination 2 FHFAMEER, WREE, EALUT
X EE(EE N H AL A,
. BBBENB ISR,
a. EEREEDZITUTHRSUAIEMEZEN

I oc create ns <destination-ns>

¥ destination-ns &1 2 & BIrF A S AR 6 & 22 A B9 £ FR,
b. EHILLT YAML W&, LLEIESR replication_destination.yaml B9#7 3244 :

apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:

name: <destination>

namespace: <destination-ns>
spec:
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rsync:
serviceType: LoadBalancer
copyMethod: Snapshot
capacity: 2Gi
accessModes: [ReadWriteOnce]
storageClassName: gp2-csi
volumeSnapshotClassName: csi-aws-vsc

AR EENEEEEFNEASEFHENAETE,

¥ destination &t h &I BVt CR BIE TR,

¥ destination-ns &4 B B R 1E R 3 & 22 (5] B & 75,

EAHIG, fFMH LoadBalancer #J ServiceType 8. #EHHERRSHBREROE, UER
MRERTLUSEEEZRTRAMNEIN ST EEE., MELRNRMBIMI TR —£8D, &
E2i& T Submariner M%4%$RSS, NIBTLUEF ClusterlP /E MRS KRB, 0 RECBIRERNES|
FAH secret Byttt F1 & 5,

storageClassName #[1 volumeSnapshotClassName 2a%£5#, {§EENIMENE, 5
AR INREERSIMNERINET R EEEMBRIBL L,

c. EBEIEREFRZITUTHSLLIE replicationdestination FR :
I oc create -n <destination-ns> -f replication_destination.yaml
19 destination-ns &#t 7y B R AT 7E B 65 44 22 [A] B9 £ #5,

/3 replicationdestination FiR/E, FLUTSHAERMBIFIRH -

BH fE

.status.rsync.address AT EENBIRERMN P thit, AFERIREM
BinERHITEIE,

.status.rsync.sshKeys A BRI MIREEE R B TSR B B BUE (% iRy
SSH BB R,

TLA TS Sl .status.rsync.address BI{E, LUETERERFHFER -

{{.status.rsync.address}}’

:\'i/
ADDRESS="0c get replicationdestination <destination> -n <destination-ns> --template=
echo $SADDRESS

¥ destination &t H & HI BB E LRI AT,
¥ destination-ns &4 B B pR1E R 3 & 22 (5] B & 75,

A RMIZECULT RG], XEBATF Amazon Web Services 2415 :
I a831264645yhrjrjyer6f9e4a02eb2-5592c0b3d94dd376.elb.us-east-1.amazonaws.com

e. IBITLA TS RE R secret IBZFR :
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SSHKEYS="0c get replicationdestination <destination> -n <destination-ns> --template=
{{.status.rsync.sshKeys}}’
echo $SSHKEYS

¥ destination & 4 E#I B ir B E LR A TR,
¥+ destination-ns &1 B B E B0 M & 22 [A| B9 & R,

EERERL, BRIERERPEAE, BHNIZE SSH B secret XHRIET, ZXH4H
BER UL T BHE

I volsync-rsync-dst-src-destination-name

f. @i BRI A LL T e B MBIREEF & 1 SSH secret :
I oc get secret -n <destination-ns> $SSHKEYS -0 yaml > /tmp/secret.yaml

¥ destination-ns &t 5 B rATERF A B F AR R 22 (A,
g BIALLTRISTE vi JiiE2s T I secret X4 -

I vi tmp/secret.yaml

h. TEBIREEEH open secret XA ITUUTENK :
o AT REWRNRERFMMEZZE, A+ Z source-ns,
o fHERFrA 51 F (.metadata.ownerReferences).

i TERERHH, EREMTPHALUTRGRLE secret XH :

I oc create -f /tmp/secret.yaml

2. HEGBESFINRFALEFH.
& REAMSBFRALIAMAT CSI FhERH,

3. /i ReplicationSource i,

a. EFILLT YAML RZE, TRER LOE—/ &7 replication_source.yaml BI37 34 :

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: <source>
namespace: <source-ns>
spec:
sourcePVC: <persistent_volume_claim>
trigger:
schedule: "*/3 * * * *" #/*
rsync:
sshKeys: <mysshkeys>
address: <my.host.com>
copyMethod: Snapshot
storageClassName: gp2-csi
volumeSnapshotClassName: csi-aws-vsc
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40

¥ source B A EHIIREE L RN A, BXRMEEHRILIIEERNIIER, HS 0 LLRERNSE
3_Vi -’Ii:o

% source-ns B NIRFTERFF A S FRNMERER, AXUMABHRILTHEERN VI, HFSH
LERIZHISE 3-vi &,

1% persistent_volume_claim &#: /iRF A S FHN AT,

{# 1% M ReplicationDestination #9 .status.rsync.sshKeys = % £ B 25 5 it
mysshkeys,

¥ my.host.com &t HIRIEECE ReplicationDestination #9 .status.rsync.address F &
SHIB9EN HE,

IMRIENEFENNEF 552 fE, &M Clone /75 copyMethod B9(E, NIFTAER BABHEIE
[IPUEER

storageClassName #[1 volumeSnapshotClassName 2 £5#, MIREFRESIMEERIA
BERRNFERMSIRBELT, HEEXLEHE,

Wi, BALLLERAMESHNRLS HIE.

. TERERF, WAL T &5 EH ReplicationSource ©f 8 address # sshKeys HIE

&4 replication_source.yaml /5 :

sed -i "s/<my.host.com>/$ADDRESS/g" replication_source.yaml
sed -i "s/<mysshkeys>/$SSHKEYS/g" replication_source.yaml
oc create -n <source> -f replication_source.yaml|

¥ my.host.com &t HIRIEECE ReplicationDestination #9 .status.rsync.address F &
SHIB9EN HE,

{# F 1% M ReplicationDestination #9 .status.rsync.sshKeys = % & B 25 58 it
mysshkeys,

ERRMMENRA LS FIRNZATRE R source,
F BRIESESHNEAMSFREERN G R8I,

. 1Z ReplicationSource X R HFZITU T e R EIEE HI 2 BT

I oc describe ReplicationSource -n <source-ns> <source>
% source-ns EHLRATERF A SRR 6 & ZE (A,

% source B h & HIIRE E LRI E .

NREFIRTN, FH N REUL TR -

Status:
Conditions:
Last Transition Time: 2021-10-14T20:48:00Z
Message: Synchronization in-progress
Reason: SyncInProgress
Status: True



Type: Synchronizing
Last Transition Time: 2021-10-14T20:41:41Z
Message: Reconcile complete
Reason: ReconcileComplete
Status: True
Type: Reconciled
Last Sync Duration: ~ 5m20.764642395s
Last Sync Time: 2021-10-14T20:47:01Z
Next Sync Time: 2021-10-14T20:48:00Z

#NR Last Sync Time & BFIHEN[E, NEHTRTHK.

EREREFAMEFRENEIR,

1.2.1.5. il B ®IRHI 519

ETF restic WEDIFHFAMSEH restic 17 8IA S B EI7E restic-config.yaml secret XHHIEEMAIE,
RN EMTREERZ RS HE, mERHEEEMD.

STRUTHRUREETRRHEH

1 @ BB RLLLT YAML AER secret SRIEEFHE SR HIRNTFHEE

2.

apiVersion: vi

kind: Secret

metadata:
name: restic-config

type: Opaque

stringData:
RESTIC_REPOSITORY: <my-restic-repository>
RESTIC_PASSWORD: <my-restic-password>
AWS ACCESS_KEY_ID: access
AWS_SECRET_ACCESS_KEY: password

% my-restic-repository B h IR B 17 510 X489 S3 FEMEFMHENMLE.
¥ my-restic-password & iJj 7| 7 i FERT R R I B 5,
MNRERE, I access ] password Bl A AL N B EIL,

MREFELESHEME, B RBESHNEEE, MRERXNFE, HBLIZIT restic
init fp WEY S PERAIALTF B, VolSync BB — D& R2Hh BRI EIEZE,

BE : SSIMRANESFREMER— S3 FHERAN, FERNERENTFEMFAMSERX
W —8, SN FALESEREMEASMH ReplicationSource #1737, SNERBFEH

JHY restic-config secret,
Wit HEMEM S3 Fi448, & ReplicationSource EBE WA S3 ZMEHRIE ALH RIFLER,

Ul
BT BIEELILLT YAML WA ReplicationSource X § R E B & 1) 50K -

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: mydata-backup
spec:
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sourcePVC: <source>
trigger:
schedule: "*/30 * * * *" #*
restic:
prunelntervalDays: 14
repository: <restic-config>
retain:
hourly: 6
daily: 5
weekly: 4
monthly: 2
yearly: 1
copyMethod: Clone
# The StorageClass to use when creating the PiT copy (same as source PVC if omitted)
#storageClassName: my-sc-name
# The VSC to use if the copy method is Snapshot (default if omitted)
#volumeSnapshotClassName: my-vsc-name

FREESEHHNFEALEFHEH source,

1% schedule [E&# 21T &MBWIE, XINREIERE 30 2HHE, AXXEITWHNESE
B, BEHAERY,

¥ PrunelntervalDays ﬁ%i‘ﬁ%ﬁi%ﬁﬂ@iﬁ%;&{’ﬂzIEUQX THRE, UTEAZEE, BERETR
ﬂ@/TETiﬁEjﬁi I/O =,

5 restic-config B N7 1 & M secret BB TR,
19 retain BI{EIXE 1 &0 B IRBIR BB 2RBR.
RAELE : F Clone T CopyMethod F91H, UUMBIRIRTE =&,

i3 RIVERT, Restic movers 1E% 8 root M RIVIE R Fiz1T. MNRELL root B B121517 restic
movers, BT TS EALRNREERNMBNEN L LA,

I oc annotate namespace <namespace> volsync.backube/privileged-movers=true

¥ <namespace> & iy R EY 65 & 22 (B B B .

1.2.1.5.1. %k ERROFH

EA LR EHRBIEMNEREDIREZIFERF A SER, RELE : (- P &0 REZFERFALS
AE, ERERREEMD, HRRUTEER

1 QIR AMEES, BRI ERCATRAEIHERE

kind: PersistentVolumeClaim
apiVersion: vi
metadata:
name: <pvc-name>
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 3Gi
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F pvc-name BRI A MBS AR,
2. i —" ReplicationDestination B {5iR, ZFIREMLLTRAEIRIEEREBIRENALE

apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:
name: <destination>
spec:
trigger:
manual: restore-once
restic:
repository: <restic-repo>
destinationPVC: <pvc-name>
copyMethod: Direct

1% destination &t &l B it CR BI&A TR,
FREMERNCFERE R B restic-repo,

HEREEREHRFENFRFAMESFERNRTEL pvc-name, ERNEHNFALEBER, MTE
BE&— MR AMEER,

METRRRFETH—R, KERESHHEH, BRREETNESES, 1HSH VolSync XHEH B
LByl

1.2.1.6. Bidi& Rclone £l

Rclone &1m@ i IR REFMEAIE (40 AWS S3) fEH Rclone ANMEAMBEFE S MIE, SHIE
DRESNMIENFEEER.

SR TSR LAERE Relone £l :
1. BIE—ELLLTRAIE ReplicationSource B E ¥R :

apiVersion: volsync.backube/vialphat
kind: ReplicationSource
metadata:
name: <source>
namespace: <source-ns>
spec:
sourcePVC: <source-pvc>
trigger:
schedule: "*/6 * * * *" #|*
rclone:
rcloneConfigSection: <intermediate-s3-bucket>
rcloneDestPath: <destination-bucket>
rcloneConfig: <rclone-secret>
copyMethod: Snapshot
storageClassName: <my-sc-name>
volumeSnapshotClassName: <my-vsc>

1% source-pvc Bt HE IR B E LRI AT.
¥ source-ns B NRFIIEFF A S FHRM A LA,
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FREESHNFAMLSEFREE source,

% schedule [E&# 2T ERIBIE, XNREIER 6 DHIHTRGHE. X MESN B
HBISR. MBEESZER, FSHAERS.

1% intermediate-s3-bucket &#: 77 Rclone FR & X4 EZ B R0 HIER R,
¥+ destination-bucket E#i N EE S HI AN REEEBIRR,
¥+ rclone-secret &t @ E1EB Relone B &S B HI secret &R,

¥ copyMethod FJ{E 1% & Clone. Direct = Snapshot, X/ MEEERSEMR =N EH, MR
2, NERtLAEENRE.

Ff my-sc-name B NEER T REHMNFMHRNET. MRREHEE, NEARBHEEXL,

INRIEFF my-vsc 5N copyMethod, N{F my-vsc &1 VolumeSnapshotClass 84 i,
T FHAKEE copyMethod, XHARNER,

2. QIB—NELLLTRAEIB ReplicationDestination B & X HR :

apiVersion: volsync.backube/vialphat
kind: ReplicationDestination
metadata:
name: database-destination
namespace: dest
spec:
trigger:
schedule: "3,9,15,21,27,33,39,45,51,57 * * * *" #/*
rclone:
rcloneConfigSection: <intermediate-s3-bucket>
rcloneDestPath: <destination-bucket>
rcloneConfig: <rclone-secret>
copyMethod: Snapshot
accessModes: [ReadWriteOnce]
capacity: 10Gi
storageClassName: <my-sc>
volumeSnapshotClassName: <my-vsc>

¥ schedule & M E BRI BHHeMIER, RMBIRAELIRREBH, URTFEEEE
MBBRHREEISERE R, XNREAEE 6 2MNAE, [HE% 3 8., XMELTEEESIS
N, BXHAENELZER, EHSHERY,

1% intermediate-s3-bucket &#: 77 Rclone FR & X4 ER B R0 HIER IR,

¥+ destination-bucket E#i N EE S HI AN REMEEBIRR,

¥+ rclone-secret &t &8 Relone B &S B HI secret &R,

¥ copyMethod HJ{E % & Clone. Direct = Snapshot, X/ MEEERETEMR=ITEH, MR
2, NERtLAEENRE.

accessModes H{EIEEF A S FHNINER, B%EH ReadWriteOnce =
ReadWriteMany,

capacity I E B BHK/D, ©RFRHARIEH AR,



£ my-sc B NIEERFRINBIANFHEENR. MREERE, WERRSEEXL,

INRIEFF my-vsc 5N copyMethod, N{F my-vsc &1 VolumeSnapshotClass 84 i,
X FHEMARE copyMethod, XHAZRLEN, MREFSHE, NFEARSGERIA
VolumeSnapshotClass,

3 : BUAIER T, Rclone movers i21T3% A root 1R, MR ELL root A B123124T Rclone movers, 18
AT T oS BB R E AR R I B R B ey & 22 H]

oc annotate namespace <namespace> volsync.backube/privileged-movers=true

% <namespace> & #i R8I 6p & 22 (A B9 & 7R,

1.2.1.7. HA HHR

MRELER, HEHUTRE :
o EH N Rsync-TLS EHI0IEE secret, LT RN Rsync-TLS EHI0EE S secret,
o BXRsync IEZER, BB VolSync AR HIFEHIE R,
o HXrestic BUMEZER, 1554 VolSync X HBYE 1915101,

o REFEZESRR LLE VolSync

1.2.2. BE ISR AT BT A S F
BRI R ERERFEGL I F AN S F AR RS IR,

L &{EF VolumeSnapshot M ReplicationDestination (i & & #l|5( 1k & pesistent BFEEANT, SAIE—
4> VolumeSnapshot. VolumeSnapshot @& &iE— XM INESPH latestimage, FIRHIEIA L TEL
NEFEAMEER, REFTEEMFEHEE. VolSync ReplicationDestination &1 75 23 7] F T iR BI A F iy
ATAFAESER,

1. £ dataSourceRef Q@ —MFAMBFH, BATERERFAESERAN
ReplicationDestination, XM FAMBFEIRIEFEE ReplicationDestination B E X HRE L
# status.latestimage % &+ 5 EH VolumeSnapshot A A,

LT YAML IB 2R T JJeefE AR A B H ARG -

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: <pvc-name>
namespace: <destination-ns>
spec:
accessModes:
- ReadWriteOnce
dataSourceRef:
kind: ReplicationDestination
apiGroup: volsync.backube
name: <replicationdestination_to_replace>
resources:
requests:
storage: 2Gi
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¥ pvec-name E#h IS BIHTRF A MBS A BRI B FR.
1% destination-ns & #: ¥ A A BFF ReplicationDestination FT{ERI & & 22 i,
¥ replicationdestination_to_replace &1/ ReplicationDestination ##F,

REXE - SEEVSMBRFAMESFHEXNERN, ETUERTRNEES
resources.requests.storage.

2. WAL TS RIEENHEAMSERESEINEFRIZIT :
I $ kubectl get pvc -n <destination-ns>

w;E:
IR A latestimage, FAMUBFRRLTFHFLHIEIRE, BEE ReplicationDestination 5 B IR R A A
ik, AT LLAIE—4™ ReplicationDestination #1—M# 3 ReplicationDestination FJ#F A 4 B2l
2. FAMEBFER(UE ReplicationDestination S E HIFIIREB AT AR B BERTE, EAILE
.status.latestimage L EIHRE,
B4, NRAREANEERES WaitForFirstConsumer #J volumeBindingMode B, N&ERBRAE
FEERFAUBSFAMSETE L, HEFREBE NN, NHFEEFFAMESERN pod, MBS

1B, VolSync BIEFT231LH23% F ReplicationDestination 78 latestimage., =X 021 A AL
B, BREFEHXEL latestimage.

1.2.3. AERS

EMEMRENEFIR, M=DETFRES | 1820217, BTN FNzT. HEERIR—NEEEFEN
ﬁlﬁIDEI\‘O

Schedule AR T XIBFRIZITE &, JAEH cronspec & X, HUILFHERIESE ) FIfRsRrENR F,
BE(EBII T

"minute (0-59) hour (0-23) day-of-month (1-31) month (1-12) day-of-week (0-6)"

S BRI RIS (A 4 B TR, OV EHETENER R LU TREA -

spec:
trigger:
schedule: "*/6 * * * *"

FERER—MEER, RLSAERREERENTXZSIT,

% T BELE[IMLET, HBH VolSync ST,

1.2.4. VolSync &K &
IEAI LI S H A M EBEH—FEE VolSync, NGBS M secret,

1.2.4.1. 4 Rsync-TLS Z#l0IE secret
BRI B ITEBN TLS SN HZEAN AR, &7 LT keySecret FEX IR BIBAME, R

K% A1 .spec.rsyncTLS.keySecret FiZfit secret &#, secret MM B ENEMFRIME!
.status.rsyncTLS.keySecret #,
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ENEE M secret, IHRKUTEHE :

1. secret FALLITHE : <id>:<at_least_32_hex_digits>
HS LA T RA : 1:23b7395fafc3e842bd8ac0fe142e6ad1

2. IHBHLTE LI N secret.yaml ‘Rl :

apiVersion: vi
data:
# echo -n 1:23b7395fafc3e842bd8ac0fe142e6ad1 | base64
psk.txt: MToyM2I3Mzk1ZmFmYzNIODQyYmQ4YWMwZmUXNDJINMmFKMQ==
kind: Secret
metadata:
name: tls-key-secret
type: Opaque
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