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2 13 GITOPS #it

Red Hat OpenShift Container Platform GitOps #1 Argo CD & J&1& Application Lifecycle Channel #
Subscription #284HEL, 5 Red Hat Advanced Cluster Management for Kubernetes &£,

GitOps 5 Argo CD A ERMAFIEEIRE, MUKk Argo CD 1ZMEIHAER iR AIFFHM A B X, @i FH
OpenShift Container Platform GitOps Operator, &R LU#F Argo CD FF A4 RBYEFTCH, FM GitOps
Operator 17 [ #I3Z #F,

BB T EMLLT ##%8 % 5 %5 OpenShift Container Platform GitOps #1 Argo CD %£A%#J Red Hat
Advanced Cluster Management for Kubernetes #J{§ & :

e GitOps &

o NRELERIMEI OpenShift GitOps operator
e}y GitOps EREN REFHERIR

o {#fH Push # Pull BEIERE Argo CD

o LR ATLRE GitOps Operator FIZREE

e {#f OpenShift Container Platform GitOps (Argo CD)EEREREEE X

1.1. GITOPS #4114

T R RE MBI OpenShift Container Platform GitOps 2 &8INEEMNEZER., CIBHEEN AR,
0 ApplicationSet 1 Argo CD X%, ApplicationSet {3 MIZEHI2Z4E KT Argo [ TR

o ZE{IE ArgoCD ApplicationSet, EEEM Sync HKB&+ /5 Automatically sync when
cluster state changes,

o XIFiHiA kustomization 2HI238 Flux, HEIHEIRE kustomize.toolkit.fluxcd.io/name=
<app_name> 89 Kubernetes %,

o NIFiHA helm Z=HIZZH Flux, IHEFEIRZE helm.toolkit.fluxcd.io/name=<app_name> #J
Kubernetes %1i&.

o REE GitOps A HTIRH GitOps operator 3 3]3 ApplicationSet, WIR%AHBiX LA RE
%, RTEEEHAFREE Argo BRSSERILTIEAIE ApplicationSet,

BE : TANRERETESENAER, TR ETAGRIEH KPR EX,
e = Launch resource in Search # % H X %R,

o {#f Search RIFENHRIAEH kind BN ARFHR, E#RTR, EEAUTE :

1.1.1. #1f) Argo CD N 2

WIRIESR Argo CD N ATREFER, B ERE Applications TTHE, ST TS, M Search TUEI;IA]
Argo CD [ FfERF :

1. BSREEM Red Hat Advanced Cluster Management hub 5£2%,

2. TEEEHIAIRK Ak AR,


../../html-single/access_control#role-based-access-control
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3. FERLFETEE : kind:application #[ apigroup:argoproj.io.
4. EFBEEENNBIER. Application TLE R F RN RS BRI,
BXERNESER, BB EHEaE TR,

1.2. B EEETAZE OPENSHIFT GITOPS OPERATOR

ZfE A Push IBREECE GitOps, BAILUF—1=Z 1 Red Hat Advanced Cluster Management for
Kubernetes &£ B A EM I Red Hat OpenShift Container Platform GitOps operator 225, SEAR
&, ALV N ARFERERIXLERRP, B —MFLL GitOps TR, LUEFA. InRf L IMNEFRH
R B ohLIN REFE — B,

1.2.1. SR

1. I8 E7E Red Hat Advanced Cluster Management for Kubernetes £ %% Red Hat OpenShift
GitOps Operator,

2. FA—THEITREERE

1.2.2. 2 EELF T ME GitOps
STRUTSER, BSELEEME GitOps :

L NEREEREHNE, HFUZEEHMIMIXLESEEBHEHNEP., S multicloud-
integrations managedclusterset FHSZE LB SR,
MEFLER, 1ESHOE ManagedClusterSet X4,

2. DB EEREYH EEIEE Red Hat OpenShift GitOps Ifr B 22, BRI EELEHIED
openshift-gitops #p & 22 8] F7RAI, &S 4 multicloud-integrations S ESBEH ERF, 1
Additional resources 8843, H &[5 B/& ManagedClusterSetBinding 7R LA T R %8 X 0|
ManagedClusterSetBinding {5 2. MIEAXWERF R, 15SH M ManagedClusterSets i
¥ ManagedClusters,

3 ERERBEAEPHEANGBZERF, AE— Placement BE LR EFZFME
OpenShift Container Platform GitOps operator SEfIB—4HZE &R, £ multicloud-
integration IERBIE N ENR. MNTEHNERF S, 1HS M @H ManagedClusterSet with
Placement,

#=;E -

e 7 OpenShift Container Platform £2HF 2 Red Hat OpenShift Container Platform
GitOps operator £, MAEHEM Kubernetes &E%,

o TE—URVEMMLY RSP, STEERETERINTZTF unavailable ¢ unreachable #J3{R
So MMETMRBELHAER, 1ES M Red Hat Advanced Cluster Management 7
OpenShift GitOps BEMKIEZ/R.

4. QI GitOpsCluster BE YR, F—HSEEEMKNEREEMENIEER OpenShift GitOps
S, XAk OpenShift GitOps SX3I4F 5 FA 72 7 EB & B {E{a Red Hat Advanced Cluster
Management &8, & multicloud-integrations GitOps &R,

7 - 5| AMINE TR 5 GitOpsCluster TR FRE— MR [AIF, 155 WL TR

apiVersion: apps.open-cluster-management.io/vibetai
kind: GitOpsCluster
metadata:


../../html-single/observability#searching-in-the-console-intro
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/cicd/gitops
https://github.com/open-cluster-management-io/multicloud-integrations/blob/main/examples/managedclustersetbinding.yaml
../../html-single/clusters#creating-a-managedclusterset
https://github.com/stolostron/multicloud-integrations/blob/main/examples/managedclustersetbinding.yaml
../../html-single/clusters
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name: gitops-cluster-sample
namespace: dev
spec:

argoServer:
cluster: local-cluster
argoNamespace: openshift-gitops

placementRef:
kind: Placement
apiVersion: cluster.open-cluster-management.io/vibetai
name: all-openshift-clusters ﬂ

placementRef.name {E 2 all-openshift-clusters, F15%E N7 argoNamespace:
openshift-gitops AR &R GitOps LI B inssf, argoServer.cluster #I1&FEE local-
cluster ff,

5. REFMEHER, Wi, EBAILURER GitOps TIEREEEN AR,

1.2.3. GitOps 5 h#%

L I8@ M EFN ManagedClusterSetBinding B & X R 5 GitOps operator £, R1Ep+4ZE[HH
BIE—N k83157 ManagedCluster 8 £ Z2[7], GitOps EFISREBILRES DS EER., YRR
B—NEEAVN GitOps R RIUHITN BRRFEMARREN, BrBRE 7T SEEENILL
secret #1 admin 23/ B9 5 [ AR,

MREFEXEM, MAREEABERGRZEESEHEN admin A6, HERAFERNEBENAG, UK
Bolg|@MB T4 E RN BRRFTRFIEIABE, 155 LT ClusterRole =~ :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: application-set-admin
rules:
- apiGroups:

- argoproj.io

resources:

- applicationsets

verbs:

- get

- list

- watch

- update

- delete

- deletecollection

- patch

1.2.4. HtBR
o METHELIFIMER, 1HS ) GitOps EEEN ARFHRESR.
e i5E&[ multicloud-integrations ¥ &£t 5% =,
o ES QI ManagedClusterSet

e EZ [ multicloud-integration & =,


https://github.com/open-cluster-management-io/multicloud-integrations/blob/main/examples/managedclustersetbinding.yaml
../../html-single/clusters#creating-a-managedclusterset
https://github.com/stolostron/multicloud-integrations/blob/main/examples/placement.yaml
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o MEREBER, ESHKERTR,

e &2 multicloud-integrations GitOps 52 =1,

e i5E& [ multicloud-integrations = E£EBEHE =Hl,

o MEFLER, HSHIE ManagedClusterSetBinding F1ilR XX #4,

o EZ[HXT GitOps MTHREZER.,

1.3. N GITOPS Bc EN FREFHERR

Red Hat Advanced Cluster Management A&zt T 151 A2 FEBE 2l Red Hat OpenShift GitOps #9152
EEH,

E—EREEMME =D, TEEEHTESINEZF Unavailable 387, #N1REA Placement %EE

HAEN BRRFHIERE, 15/ Placement 5HRAIMUT AR, UHESEARTHEER, UTRHAIERTE
BAMRH Placement R :

apiVersion: cluster.open-cluster-management.io/vibetat
kind: Placement
metadata:
name: placement
namespace: nsi
spec:
tolerations:
- key: cluster.open-cluster-management.io/unreachable
operator: Exists
- key: cluster.open-cluster-management.io/unavailable
operator: Exists

1.4. {8 PUSH # PULL #8532 ARGO CD

8 Push 22, hub &8 LM Argo CD RS HREESZELBHHIMENARFHIR, MF Pull £Z, RNHA
2R 5RE Propagation #Z#I£ZE BRI EELE, A manifestWork .

FFX AR, 1HE/Y ApplicationSet CRD TN ARRFEHERZEEREH,
RENVIFILR : KREEER

o JSLRFM

o ZRfy

o & ApplicationSet B 7E X HIR

® MulticlusterApplicationSetReport

1.4.1. Jo R F
BE Argo CD Pull IREURI LA R RS -

BE


../../html-single/clusters
https://github.com/stolostron/multicloud-integrations/blob/main/examples/gitopscluster.yaml
https://github.com/stolostron/multicloud-integrations/blob/main/examples/managedclustersetbinding.yaml
../../html-single/clusters#creating-a-managedclustersetbinding
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/cicd/index#understanding-openshift-gitops
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o HIRIEH openshift-gitops-ArgoCD-application-controller IRZ51K 7 RA 1E NEREE T 9
e, GitOps [ FARFZEFIZRTTRETEBETR. NARFERETRERLERBULATHIRMEIR

cannot create resource "services" in APl group " in the namespace
"mortgage”,deployments.apps is forbidden: User
"system:serviceaccount:openshift-gitops:openshift-gitops-Argo CD-application-controller”

o TEREEE T ZRE OpenShift Gitops Operator [, ENIER—SEEEE L0
ClusterRoleBinding &2 &2 514511,

e EJY ClusterRoleBinding B EE ARFIURINBIZE LR, FSHLLT YAML R~

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: argo-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin

o MRMBAREHEIEN, FEMAINNE, ERMUTHRE :
1. 1EEBE Argo CD N HRFEMNENSZELEHUBMAMZZEN,
2. ¥ managed-by FRZERINEIE N R ZEH, WR Argo CD N ARFEERZ N & ZEH, N

A2 R ENIZE Argo CD B,
HS WL T A managed-by I1ZBRA :

apiVersion: vi
kind: Namespace
metadata:
name: mortgage2
labels:
argocd.argoproj.io/managed-by: openshift-gitops

| B IEFEEERFRNAREFNAENAREFENhGZ R, HEGREA+HEE
managed-by 1755, TES I M0 ZFELL T R A04R AS BR 6 4 22 A,

BB LT EREMEF Argo CD Pull 1EEY -
e GitOps Operator &% E| hub 2% openshift-gitops & 22 A R BIir 2 EEEL,
o FFEERY hub 5&f OpenShift Container Platform GitOps operator i /ll2 R A 1.9.0 S E = hR A,
o FREMZELEEE OpenShift Container Platform GitOps Operator 715 hub S£E¥4ER.
o RFEE ApplicationSet #2##8 N2 ELRBLHE Argo CD N ARRFER,

o BNZELRBEWIE hub B LM Argo CD IRS 2t A2 (A hH — N5 8¥ secret, T ArgoCD
N AR R EIET ST EZ secret RNZERELHE Argo CD N ARRFER.
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EOIEBER secret, HE— gitOpsCluster %R, HAPEE% placement %REIE|
F. placement FREFFAAEENRHF Pull HEIMWZEERE, Y GitOps FHEHEFIR AR, ©
27 Argo CD BRS5 atn B A R L E LB OB R secret,

1.4.2. 2255
% F Push #1 Pull #2284, hub 5£% £ Argo CD ApplicationSet #Z#/Z5 &M BN BIir 2 B LR O

RAREFTR, AXIMMEINEN, HFEEUTER

1.4.2.1. R #EXRE

1.4.2.2.

A Push RIS, OpenShift Container Platform GitOps 15 ¥R ZZMEH hub &N A EIZ
EEH,

£ hub 58% Li21789 Argo CD N AR5 GitHub FiEFB(E, HFRERNEINZEERR.

R SLINE & hub 8% EBY Argo CD N AR, HPGERERMNEIL, hub £EF LM
Argo CD N R FrAIEN AREFHEIRERR.

B WTFRFEERRNARFENAEZELR, EEE OpenShift Container Platform GitOps
PRHIZRNFFR] CPU EM A REM., BEMAETRER, 1HSHEE FREAEIE K,

FINERT, Push HEABTFEHENRRRF, MRIFEN apps.open-cluster-

management.io/ocm-managed-cluster 1 apps.open-cluster-management.io/pull-to-ocm-
managed-cluster ;X275 0Z ApplicationSet B template &84

Zats Pull £ 8Y

HIEVRBY AT LUE TS 8D hub SERF R BYIRGIZREE D SR ERUR M AT R, BERERSIEK
REHRE,

8/ Pull EAUEF, OpenShift Container Platform GitOps A& /FHREZEMER hub EEEN AZI
ZEEEE, Argo CD Application M hub B LB EHREE,

FIEARBYSLIS B OpenShift Cluster Manager sEfift.  SE#1 manifestWork API, LUE hub £
HNZERBEZ AR UERALRLBEIERIE TR,

BN ZEERTEMS GitHub FHEZERE, UEEAMBERRER, ALELIEENZE
SR P REFEE GitOps operator,

Argo CD RS EB|RMIIEEN B EREFIZIT, Argo CD NARFHRESEREHER, R
A Argo CD IR 25508, SERBPHNDH I Argo CD N ARRFEMEMA hub S8 sy HA
Argo CD ApplicationSet ¥R %2,

%&£ EEH ocm-managed-cluster ;T f2HI{ERE,

ZRIHEH Pull #22Y, Argo CD N 212425 w71 7E ApplicationSet 9 template B35 &
B&# argocd.argoproj.io/skip-reconcile ;T2 Push #E N FEF ¥R,

ST Pull #B8, SEEREDM Argo CD Application 724254 AR E N TR,

hub &2% E# Pull model Resource sync #2#/#% & EHAE 1] OpenShift Cluster Manager £ 81
SERH TR V2 AHG, UREED Argo CD N AEFMETRFIRIERER.

hub §8% LY & #7417 15 F BRF 5 26 2R B9 R LU & manifestWork BPIREE R, MEE
(8] G2 F1E # MulticlusterApplicationSetReport,


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/cicd/gitops#configuring-resource-quota
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o IMEHRSHINERD hub K8, BEFRREHAAAEIFMAER. EHRIEMKSEIHTLUR MBI,
RERBFRENB, BNZEER GitOps operator EE S Git FiEFEEE, XESREMNE
*Q

1.4.3. 4|2 ApplicationSet B E X ¥R

Argo CD ApplicationSet TR F1E T IRINZ EEETIRM generator FERAPMEANE BMERR B
Push =% Pull iR E SE R EEN AR,

1L AFF Pull #R2Y, 55 FRRRFR BRI E N EAA Kubernetes ARS588, SN TBIFTR. N
FHZESR LN ARFEHSRERBERE,

2. RIMBEEBA Push HEFTEAERE, W THIFT~ ApplicationSet YAML, % YAML R EE
WRCEAERY Pull 22 -

apiVersion: argoproj.io/vialphat
kind: "ApplicationSet’
metadata:
name: guestbook-allclusters-app-set
namespace: openshift-gitops
spec:
generators:
- clusterDecisionResource:
configMapRef: ocm-placement-generator
labelSelector:
matchLabels:
cluster.open-cluster-management.io/placement: aws-app-placement
requeueAfterSeconds: 30
template:
metadata:
annotations:
apps.open-cluster-management.io/ocm-managed-cluster: ‘{{name}}‘ﬂ
apps.open-cluster-management.io/ocm-managed-cluster-app-namespace: openshift-
gitops
argocd.argoproj.io/skip-reconcile: "true"
labels:
apps.open-cluster-management.io/pull-to-ocm-managed-cluster: "true"
name: '{{name}}-guestbook-app'
spec:
destination:
namespace: guestbook
server: https://kubernetes.default.svc
project: default
sources: [
{
repoURL: https://github.com/argoproj/argocd-example-apps.git
targetRevision: main
path: guestbook
}
]
syncPolicy:
automated: {}
syncOptions:
- CreateNamespace=true
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ﬂ Pull i 2V Z apps.open-cluster-management.io/ocm-managed-cluster,

9 argocd.argoproj.io/skip-reconcile =& 28 Push A iR,
9 Pull 2N EEE apps.open-cluster-management.io/pull-to-ocm-managed-cluster:
"true ",

1.4.4. MulticlusterApplicationSetReport

o ¥F Pull #2Y, MulticlusterApplicationSetReport R &S EEEHMN ARFERS.

=

o ZINEBREHRINRUKRBNRELHNN ARFHEARS.

e & Argo CD ApplicationSet FR IR — N HIMBIR & FR. 1%ZikE5 ApplicationSet 1£[E
—fn 22 [H] R Al

o ZIRESFEUTIE :
1. Argo CD N ARZFRFTIRTIFR
2. B Argo CD N ARFHEAR S MERRKR
3. BOEBENEEER, HPEMKRLEH sync =k unhealthy
4. ZESBHHMARSERIRT
o FIR[EIZ EHIZEH R SRR 10 IZIT R, LLOIEIREG

o PHANEHIZR LK Propagation #4123, 1E£[E— multicluster-integrations pod ML FER iz
17, MTFBIFE :

NAMESPACE NAME READY STATUS
open-cluster-management multicluster-integrations-7c46498d9-fqgbg4 3/3  Running

LUF 2 guestbook v A2 MulticlusterApplicationSetReport YAML X4/ :

apiVersion: apps.open-cluster-management.io/vialphat
kind: MulticlusterApplicationSetReport
metadata:

labels:

apps.open-cluster-management.io/hosting-applicationset: openshift-gitops.guestbook-allclusters-

app-set

name: guestbook-allclusters-app-set

namespace: openshift-gitops
statuses:

clusterConditions:

- cluster: cluster

conditions:
- message: 'Failed sync attempt: one or more objects failed to apply, reason: services is forbidden:

User "system:serviceaccount:openshift-gitops:openshift-gitops-Argo CD-application-controller" cannot
create resource "services" in API group " in the namespace "guestbook",deployments.apps is
forbidden: User <name> cannot create resource "deployments" in APl group "apps" in the
namespace "guestboo...'
type: SyncError
healthStatus: Missing

10



&£ 13 GITOPS 1k

syncStatus: OutOfSync
- cluster: pclusteri
healthStatus: Progressing
syncStatus: Synced
- cluster: pcluster2
healthStatus: Progressing
syncStatus: Synced
summary:
clusters: "3"
healthy: "0"
inProgress: "2"
notHealthy: "3"
notSynced: "1"
synced: "2"

F  MRTREERE, NHRETRESAEFTRIIERH, NIFELER, HSHEER.

1.4.5. Ef 5TR
e 155 OpenShift Container Platform A4 Fh (& AR ELEACE OpenShift 522,

e 155[% OpenShift Container Platform A HEY % & Argo CD =431,

1.5. {1 OPENSHIFT CONTAINER PLATFORM GITOPS (ARGO CD)& &
RIS TE L
2% H : PlacementRule

R¥E Argo CD, fERILUEFR OpenShift Container Platform GitOps EIEHRIEE L. BRI TR, &
WF%F OpenShift Container Platform GitOps Vi [RI#{BR, LAE{E Red Hat Advanced Cluster
Management hub 2 OIE KRS, TTHRLLTH IR, F1 OpenShift Container Platform GitOps flj%
ClusterRole TR, = Vj[FIE, LER, SHEAMMPREREEFIME -

1. MiZ#H| &6 ClusterRole, &# ClusterRole FIRERULL TR :

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
rules:
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- policy.open-cluster-management.io
resources:
- policies
- policysets
- placementbindings
- verbs:

1


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/cicd/gitops#configuring-an-openshift-cluster-by-deploying-an-application-with-cluster-configurations
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/cicd/gitops#setting-up-argocd-instance
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- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- apps.open-cluster-management.io
resources:
- placementrules
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- cluster.open-cluster-management.io
resources:
- placements
- placements/status
- placementdecisions
- placementdecisions/status

2. fljg#—" ClusterRoleBinding %%, 7y OpenShift Container Platform GitOps fR %51k % F
openshift-gitops-policy-admin ClusterRole % &RE 5 [A#{fR, ClusterRoleBinding =] &5 {2
AR -

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

% {#F OpenShift Container Platform GitOps #§& Red Hat Advanced Cluster Management SRB&E 3
i, REBINSERHGRAZ A PAUREREIAR, XLERIATNEFIK, ERHLE OpenShift Container
Platform GitOps EE MIFR L E HI5kEE, =HFH E~ ArgoCD MARR & ERY, N Red Hat Advanced
Cluster Management $RESHEZR R & B 211X & argocd.argoproj.io/compare-options: IgnoreExtraneous
ERR,

Argo CD ff RS NIE AR RERERA R BEFSHIZRIEARTE Argo CD HEBER, EAILUE Red Hat

Advanced Cluster Management $RE&E X #¥F spec.copyPolicyMetadata 1% & false, LAZF Argo
CD ERERIFZFE MR M E 2 S HI R0,

1.5.1. ¥ Policy Generator 5 OpenShift Container Platform GitOps (ArgoCD) &5k

12
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1R¥E Argo CD, fEBLUEF OpenShift Container Platform GitOps 3&id GitOps /A Policy Generator
ERRRBE, &N Policy Generator ;& B &4 1E OpenShift Container Platform GitOps B2s kA, Ffr
DU iT — Y B E L, N T YREHRE, WJIE Red Hat Advanced Cluster Management hub &%
%7 OpenShift Container Platform GitOps Operator, FH{RERE hub £2%,

Z{# OpenShift Container Platform GitOps #£i21T Kustomize [ #Xijj[7] Policy Generator, & Z{%#]
A7325 M Red Hat Advanced Cluster Management Application Subscription & 2357 1%& 2 # I OpenShift
Container Platform GitOps &2%. 4, OpenShift Container Platform GitOps W /IEZ & NEIZ1T

==

Kustomize Fif 24 --enable-alpha-plugins fri&. TTRUTEHE :
1. FERLL TS A% OpenShift Container Platform GitOps argocd % &R :

I oc -n openshift-gitops edit argocd openshift-gitops

2. {&th OpenShift Container Platform GitOps argocd X%, FEISLATEIN YAML AR, HX
FE#THY Red Hat Advanced Cluster Management E iR A BIEERF Policy Generator B E B
hRAES, EEENF registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel9 5%
B EIHMIRS ., EEUTTA, I <version&gt &)y 2.10 HIEATEH Red Hat Advanced
Cluster Management iR # :

apiVersion: argoproj.io/vibetai
kind: ArgoCD
metadata:
name: openshift-gitops
namespace: openshift-gitops
spec:
kustomizeBuildOptions: --enable-alpha-plugins
repo:
env:
- name: KUSTOMIZE_PLUGIN_HOME
value: /etc/kustomize/plugin
initContainers:
- args:
--C
- cp /policy-generator/PolicyGenerator-not-fips-compliant /policy-generator-
tmp/PolicyGenerator
command:
- /bin/bash
image: registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel9:v<version>
name: policy-generator-install
volumeMounts:
- mountPath: /policy-generator-tmp
name: policy-generator
volumeMounts:
- mountPath: /etc/kustomize/plugin/policy.open-cluster-management.io/v1/policygenerator
name: policy-generator
volumes:
- emptyDir: {}
name: policy-generator

&0 4, EELGIE—1 83 ArgoCD jFHAIEMRAY ConfigurationPolicy %R, LAITED
MulticlusterHub X BRI A :

multicluster-

image: '{{ (index (lookup "apps/vi" "Deployment" "open-cluster-management
operators-hub-subscription").spec.template.spec.containers 0).image }}'
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INREEERKBEHIIE Kustomize Bk H/5H Helm chart 208, 157E spec.repo.env FEX A
{45758 POLICY GEN_ENABLE_HELM B "true” :

env:
- name: POLICY_GEN_ENABLE_HELM
value: "true"

3. II7E, OpenShift Container Platform GitOps A LAf#F Policy Generator, OpenShift Container
Platform GitOps 7% F 7£ Red Hat Advanced Cluster Management hub S£ ¥ fil| B SR B& 1Y
VilFANBR, (24~ openshift-gitops-policy-admin B ClusterRole %R, EEAQIE, i
BX. BEFTFIIMPRECRE A E T RIAURR, 15514 ealier ClusterRole HiRERAl,

4. fIlE#— ClusterRoleBinding &, LU%F OpenShift Container Platform GitOps AR S5 /%
openshift-gitops-policy-admin ClusterRole #Ji/[7]#{BR. ClusterRoleBinding =J85K{EILLTF

BR -

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

1.5.2. HthBR

o ESH Argo CD X#4,

1.6. £ F %% GITOPS OPERATOR MRS

Red Hat Advanced Cluster Management BB — DB L AZREE —1THL 1 ZE Red Hat OpenShift
Container Platform 5% E%2%& Operator, AKZE[HELA T fi#4NMI{EF Policy Generator £ kH&, F{E
FA 4 BB SR BE 2245 OpenShift Container Platform GitOps Operator :

1.6.1. £ &% OpenShift Container Platform GitOps FIZEES

& e LUEF Policy Generator &% OpenShift Container Platform GitOps BIZEB&, OpenShift
Container Platform GitOps operator 1@t ArEm & 2 /i REER, EAUEUTREAFEEE ], 0
%7 openshift-gitops-subscription.yaml £ Subscription ;& #.3x#, AR :

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
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name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

ZEE R Operator WFEIRA, ERAILURINILLTSEANE : spec.startingCSV: openshift-gitops-
operator.v<versions, ¥ <version> Eifi IR EIELRA,

ZE PolicyGenerator B2 &4, {FH %7 policy-generator-config.yaml FOEZ & ST S A AR SRBE, LA
fE1EFTA OpenShift Container Platform 2 &% %4 OpenShift Container Platform GitOps, 1H& I
LU= -

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-openshift-gitops
policyDefaults:
namespace: policies
placement:
clusterSelectors:
vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-openshift-gitops
manifests:
- path: openshift-gitops-subscription.yaml

RIaFF S X4 2 kustomization.yaml, ©EELTEE :

generators:
- policy-generator-config.yaml

4B ERS ETRE R LLLL T E PlacementRule 93X (2% H)

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-openshift-gitops
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-openshift-gitops
namespace: policies
placementRef:
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apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-openshift-gitops
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-openshift-gitops
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/description:
name: install-openshift-gitops
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-openshift-gitops
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
remediationAction: enforce
severity: low

X #F OpenShift Container Platform XA FRRYME B 4 B HIERES, OpenShift Container Platform X5
HE BB s AR = LUFE A Policy Generator M A,

1.6.2. {# 77 A OperatorGroup BYSRBE RS

L {# FH OperatorGroup ;& &% Operator 5], OperatorGroup % /i7E /% Subscription FIZIET5
Btrh, (FRKBRKRIITINEELL Policy Generator, WB{RIEHNIT 11 5B&HT OperatorGroup KEEE R,

BT IR ISAEE RN 5 5 R B SRR, fit0, SRR E OB MAZTE R, AEMIE
OperatorGroup, #&x/5FE|# Subscription,

f5 A policyDefaults.orderManifests %, F7£ Policy Generator EeEF R HEEMA
policyDefaults.consolidateManifests, LB zZi%E & $ 2 A BRI,
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1.6.3. HMLFHR

BB £RZRE Compliance Operator BIEREE

o MEFETMELZLIFMER, BESHMER GitOps BE KRS,
o METHMELHMER, ES i T i OpenShift GitOps # Operator 314,
o ESHEMA CLI Operator FRINEIEEEE - M OperatorHub &%
o METMELZIFMER, 1HS M Compliance Operator 314,
o HBEAAMEZLENREERN,
o HS [ namespaced IR,
o HESHEERE pod RIEAHIRERHIITES.
e 155[H Argo CD,
o EEHELLT OpenShift Container Platform 38 YAML % A=l :
o REFEBIES
o EEEH I HEE

o XTRHETRALIB=ARA

1.7. 5 ARGO CD PUSH & 41|32 B & YR S5 MK

BT TE hub 5£2# 5 {/3 managedserviceaccount 7R, EZESEPUIERSIK S, B
clusterpermission %R 1R 551 P 1% 5 R E TR,

I BETF Argo CD push BEIM B & LRSIk P ST -

® Application Manager MiIN‘EHEBNSZEELEF Li21T. BIMERT, Argo CD #H23 ARSIK
F Application Manager X &£ FHR X BIZ EEEE,

e Application manager fR551K " BB REINR, FE N AR H M NE 4B Application
manager IRSESEERBHHHEN BRERF. MREHFE—HERIIR, 1EFREMEF Application
manager BRZ5MK F

o EMALUEEEAE Argo CD push EEFERAMREARSSMS. & Argo CD I HIRMEH
hub EEHEXBIREREN, BAUERSRINNARFERFTRNRSKS, @i ERTR
BIRRSS K, SR AT LAFZR I AR S5 1K 7 4% T BOA R,

o REKFAMAFAETFREER L, HABUBERFXBAIRMARSIKS, HEEPR hub £F L
¥ managedserviceaccount FRFI#TH clusterpermission H5R.,

THFIBUTESRE, BALUNRERSIKFRTFEENR, ERKENR, &5
ERBEPRENAERF HIRATHRINR, TR THEREL

ERSIKABEER

X

1L B1717T "BIEZRERSKS”
2. 1727 "OIBREREIR"

3. 51.7.3 77 "¥£ GitOpsCluster FHRAFERAZERS K"
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4. 817.4 77 "0 Argo CD N FERF"

5. $175 7 "HEARBLUEZERSIKSFKEFIR"

1.7.1. S| ZEIR S

hub £ managedserviceaccount B7E X iR T —FMERMN AL, ATLUAEZERE LAE
serviceaccounts, 7f hub &2 EB < managed_cluster > 3% 22 7| H |3 managedserviceccount
BE RN, SESESE LUE— serviceccount,

EQRBRZERSMKS,, 15545 A managedserviceaccount add-ons,

1.7.2. QB LRI R

QARSI R, ©ERBXRKEMINR, ZAFRSKEZFINR, F#EA clusterpermission FiE, &
Epermission FIRTE hub tMZEELBGRLNGOE, CRET —MEENARROEAR, £ZE
SRPNERAGTIR, 7@ rolebinding 5 clusterrolebinding ¥R S 148 E BIARSS I o

1. EHEEZR &It;managed cluster> L mortgage & 22 [H =5 mortgage N ARFEZRT
<managed-sa -sample&gt; iR 551k AR, EFERAUTREAE—1 YAML :

apiVersion: rbac.open-cluster-management.io/vialphai
kind: ClusterPermission
metadata:
name: <clusterpermission-msa-subject-sample>
namespace: <managed cluster>
spec:
roles:
- namespace: default
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create", "update", "delete", "patch"]
- apiGroups: ["]
resources: ["configmaps", "secrets", "
"persistentvolumes"]
verbs: ["get", "update”, "list", "create", "delete", "patch"]
- apiGroups: ["storage.k8s.i0"]
resources: [""]
verbs: ["list"]
- namespace: mortgage
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create", "update", "delete", "patch"]
- apiGroups: ["]
resources: ["configmaps", "secrets", "pods", "services", "namespace"]
verbs: ["get", "update”, "list", "create", "delete", "patch"]
clusterRole:
rules:
- apiGroups: ["™"]
resources: [""]
verbs: ["get", "list"]
roleBindings:
- namespace: default

pods", "podtemplates”, "persistentvolumeclaims”,
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5.

032 7R~fl < clusterpermission& gt; i, RERFIZTEREHOUEUTHIR :

roleRef:
kind: Role
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>
- namespace: mortgage
roleRef:
kind: Role
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>
clusterRoleBinding:
subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>

. ¥ YAML XX ¥R EI4 A cluster-permission.yaml 3 {4/,

1217 oc apply -f cluster-permission.yami,

# & 1E < managed cluster&gt; LB KR,

— %7 < clusterpermission-msa-subject-sample > B9 clusterRole,

1.7.3. 7£ GitOpsCluster FHREA{FE A S ERS K-

GitOpsCluster FiRERAMBMIMEZSEELE T AL Argo CD 1, SENBIERATUINEHMNERN
Argo CD 8% secret, BRIANER T, Argo CD 52% secret {#/ application manager ARS51k 7 K15 M2 &E

£E.

&£ 13 GITOPS 1k

5l &It;clusterpermission& gt; 7 mortgage #8422 [A|FAIE— P4 H < clusterpermission-
msa-subject-sample > WA, MREREFE, FUE—6&2EA mortgage.

£ default 822 [Aldh, — & < clusterpermission-msa-subject-sample > & &,

£ default €8 226 — 4%/ <clusterpermission-msa-subject-sample > #4 roleBinding, F
FHAGHERNZERSK .

mortgage & 22 A HE— N4 H <clusterpermission-msa-subject-sample > 9 &,

mortgage & 2 [AHHI—PEH & It;clusterpermission-msa-subject-sample > £
roleBinding, AT NABHEEZTERSIK,

—/~%& 5 < clusterpermission-msa-subject-sample&gt; 89 clusterRoleBinding, FAFi%
clusterRole 4 E B ZE ARSI o

1. Z¥F GitOpsCluster FIREH AEARERSIKS, HHEARERSIKEIRIFRM

2. EfJE GitOpsCluster BE X ¥R, 1EMLUT YAML R7%F 1 Gitops.YAML :

managedServiceAccountRef B %,
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apiVersion: apps.open-cluster-management.io/vibetai
metadata:
name: argo-acm-importer
namespace: openshift-gitops
spec:
managedServiceAccountRef: <managed-sa-sample>
argoServer:
cluster: notused
argoNamespace: openshift-gitops
placementRef:
kind: Placement
apiVersion: cluster.open-cluster-management.io/vibetai
name: all-openshift-clusters
namespace: openshift-gitops

3. ¥ YAML X {RFEI% N gitops.yaml B34,

T oc apply -f gitops.yaml,

=
5. # A openshift-gitops fp & 22 (A, FHIUEREH %N <managed cluster- managed-sa-sample-
cluster-secret> B3 Argo CD %£5¥ secret :

% oc get secrets -n openshift-gitops <managed cluster-managed-sa-sample-cluster-secret>
NAME TYPE DATA AGE
<managed cluster-managed-sa-sample-cluster-secret> Opaque 3  4m2s

1.7.4. 8% Argo CD [ 2R

fFEFAHEEER M Argo CD #2H| 8% E Argo CD N AT, Argo CD NARRFERZERSIK T <
managed-sa-sample > Z8E,

1. BRE Argo CD #Hl&,
2. = Create a new application,
3. 1R URL,

4. # N Argo CD MR, HBILCEBEZHEE < managed cluster > 5 ENR, NABHNE
HAR,

1.7.5. AR AR R ERS I KRR

When the GitOpsCluster resource is updated with the "managedServiceAccountRef', each managed
cluster in the placement of this GitOpsCluster needs to have the service account. If you have several
managed clusters, it becomes tedious for you to create the managed service account and cluster
permission for each managed cluster. You can simply this process by using a policy to create the
managed service account and cluster permission for all your managed clusters

L %% managedServiceAccount #I clusterPermission ¥TRN FE hub &, RIEMME RS E
EIARHERE, 7 GitOpsCluster FRMER, XL REFIEFMAESERHNSTERHMG R A,

{55 FA ZRB& 032 managedServiceAccount 1 clusterPermission FHRIIELL T B -
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o FIHRMEEFHI managedServiceAccount # clusterPermission X RIER R FRIEMESEELR
R E A managedServiceAccount 1 clusterPermission T,

o EE#Z managedServiceAccount 1 clusterPermission TRk E BIRIAIRES, EHHEE
s E T,

e IR GitOpsCluster REMMERERN, RIBGEERERR L ZE R HFIRIICI M
B%O

1. 2 YAML |2 RIELACIEZERRS K - MERHIPR, HEAUTHEUE— YAML :

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-gitops
namespace: openshift-gitops
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.PT Protective Technology
policy.open-cluster-management.io/controls: PR.PT-3 Least Functionality
spec:
remediationAction: enforce
disabled: false
policy-templates:

- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gitops-sub
spec:
pruneObjectBehavior: None
remediationAction: enforce
severity: low
object-templates-raw: |
{{ range $placedec := (lookup "cluster.open-cluster-management.io/vibetal"
"PlacementDecision" "openshift-gitops cluster.open-cluster-
management.io/placement=aws-app-placement").items }}
{{ range $clustdec := $placedec.status.decisions }}
- complianceType: musthave
objectDefinition:
apiVersion: authentication.open-cluster-management.io/vialpha1i
kind: ManagedServiceAccount
metadata:
name: <managed-sa-sample>
namespace: {{ $clustdec.clusterName }}
spec:
rotation: {}
- complianceType: musthave
objectDefinition:
apiVersion: rbac.open-cluster-management.io/vialphat
kind: ClusterPermission
metadata:
name: <clusterpermission-msa-subject-sample>
namespace: {{ $clustdec.clusterName }}
spec:
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roles:
- namespace: default
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create”, "update", "delete"]
- apiGroups: [""]
resources: ["configmaps", "secrets", "pods", "podtemplates”,

"persistentvolumeclaims”, "persistentvolumes”]
verbs: ["get", "update”, "list", "create", "delete"]

- apiGroups: ["storage.k8s.i0"]
resources: ["*"]
verbs: ["list"]

- namespace: mortgage

rules:

- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "create”, "

- apiGroups: [""]
resources: ["configmaps", "secrets", "pods", "services", "namespace"]
verbs: ["get", "update”, "list", "create", "delete"]

clusterRole:

rules:

- apiGroups: [""]
resources: ["*"]
verbs: ["get", "list"]

roleBindings:
- namespace: default

roleRef:
kind: Role

subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>

- namespace: mortgage

roleRef:
kind: Role

subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>

clusterRoleBinding:

subject:
apiGroup: authentication.open-cluster-management.io
kind: ManagedServiceAccount
name: <managed-sa-sample>

{{ end }}
{{end }}

update", "delete"]

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-gitops
namespace: openshift-gitops
placementRef:
name: Ic-app-placement
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kind: Placement
apiGroup: cluster.open-cluster-management.io
subjects:
- name: policy-gitops
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: cluster.open-cluster-management.io/vibetat
kind: Placement
metadata:
name: Ic-app-placement
namespace: openshift-gitops
spec:
numberOfClusters: 1
predicates:
- requiredClusterSelector:
labelSelector:
matchLabels:
name: local-cluster

1. ¥ YAML X #4{R7FEI4&H policy.yaml B3 {4,
2. i&17 oc apply -f policy.yaml,

3. ERBHTRERF, ©RER GitOpsCluster XEXMINEBRE, FHHALUT
managedServiceAccount # clusterPermission #Z1k :
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