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&2 Red Hat Advanced Cluster Management for Kubernetes A2, EAE KRR
EEE, LURANHRAEERBENNIS, £AREEE CHNFIZE S,

FeREMH : BN Red Hat Advanced Cluster Management for Kubernetes B2 & B2 % IEARSS E K,
MEEZELR, WS Ui2EE,

P ER T BESHERRITEHNER ¢

o iFPEN

K
o i

1.1 IEPE AN

& 0] LU F & FPIE P L E Red Hat Advanced Cluster Management for Kubernetes 8B SLE, 7
S, IEELARTIES, KLU T BIEREENE R,

o Jff
o FHRMEBE WA MEIERMANK (CA) IEF

o EIFUFH

1.2 3B
1 Red Hat Advanced Cluster Management FiZ {TBIRR 5T s BORR B IE T &8 27 Red Hat Advanced
Cluster Management RIS 2P AIERN, EFUTIERIIR, XLUEFH Red Hat OpenShift Container
Platform BLA A QIENEIE :

e OpenShift Service Serving iE+

® Red Hat Advanced Cluster Management Webhook 1225

® Kubernetes iiEi API

e OpenShift RIAAA
REMVIFRR : £HEER
LT AEXRITEHEENESER -

® Red Hat Advanced Cluster Management hub &&$iE 5

® Red Hat Advanced Cluster Management &ML+

AR AP AGHEPREMER.

1.2.1. Red Hat Advanced Cluster Management hub 5R&fiF

OpenShift BIAAOIEBIRARZ— hub EEIEF, L3 Red Hat Advanced Cluster Management J&,
KOERDIR MRS, AR MG FARE hub SEBEFMZEREZFBRE LR A mutual TLS,

e open-cluster-management-observability S8 & B G ELLTIES :

[


../../html-single/access_control#access-control
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o Observability-server-ca-certs : 7XEY CA iF R Z B AR S5 2ImIEH

o Observability-client-ca-certs : XEX CA iE B EZEE M IHHIIES

o Observability-server-certs : 7XEXH observability-observatorium-api #E i IR S5 35

UEP

o Observability-grafana-certs : 7XEX observability-rbac-query-proxy Z8E{# FHHZE F iHiE

:FJ

e open-cluster-management-addon-observability f8 & 2 B E S EEEEHESLUTIES :

o Observability-managed-cluster-certs : 5 hub fR%523+H) observability-server-ca-certs

EREBIMRSS 25 CA LS

o observability-controller-open-cluster-management.io-observability-signer-client-

cert : FHH#% metrics-collector-deployment £ FEHZE LT

CAILFBHERHNASE, HMEBERBE N —F. MATURIESSETHEB IR, EFUTI

RLLT fRIEF B oh BN B9 -

o HFRIEMBIEIFEL 73 XA, FE CAIEBFENE], SITIEHE, HXBEHH Pod =

B EEEREHRIES,

o HFREMMFRNELT —FER, CAIEBRWBNESA], IEBHREITE, [BE CATSHBMBR,
ESEHH CAH#T7F, HXMEBECERIBMEHRIES, FASTIF. BB CA LR HR

SR BRo
o WIERMEIIN, hub EEMZTEERHZEFREF PR
EEHLLUTF Red Hat Advanced Cluster Management hub 2£8#iF 13k :

% 1.1. Red Hat Advanced Cluster Management hub $E&iF 43

Namespace Secret Z# Pod Fr%
open-cluster- channels-apps-open- app=multicluster-
management cluster-management- operators-channel

webhook-svc-ca

channels-apps-open- app=multicluster- open-cluster-
cluster-management- operators-channel management
webhook-svc-signed-ca

app=multicluster- open-cluster- multicluster-operators-
operators-application management application-svc-signed-
ca
open-cluster- registration-webhook- TELERN
management-hub serving-cert signer-
secret

1.2.2. Red Hat Advanced Cluster Management E 2L

open-cluster-
management

multicluster-operators-
application-svc-ca

app=multicluster-
operators-application

open-cluster-
management-hub



BIEREH
BETR, THREE RedHat Advanced Cluster Management EEEHYIEHFNHE X secret BIZH4 pod FUJE,
LZEHIER

% 1.2. @5 Red Hat Advanced Cluster Management B2l Pod

Namespace Secret & (MIREA)

open-cluster-management-agent-addon cluster-proxy-open-cluster-management.io-proxy-
agent-signer-client-cert

open-cluster-management-agent-addon cluster-proxy-service-proxy-server-certificates

1221 SEELEUED
B LUFERIET @1 hub ERFNIERERE., FEIt, THREXEIEBXENBIESHRARIEEEE,
SEEHILTEIIRIF.

1.2.3. HB R

o ARERMPHEMILTRIBEFIFZROBMEBILBRI, UFTREZIFIMER, HSMHILD
SRBRIH 2R,

o AKX SSL/TLS it PREZEHIIEITEEN Git RGN ELIFHER, BHSHFERBE L
CAIEPHITRE HTTPS %1%,

o METMELIFMER, 1HSH OpenShift Service Serving iE+,

® OpenShift Container Platform BRIAA QR — hub &L, METHREZFHER, 155
BHHRE BRAANDUES,

o BXIH, EHM IEBEM,

1.2.4. R B S RNLERUE B UL ¥ (CA) IET

# % Red Hat Advanced Cluster Management for Kubernetes B, ERIAR 5 BT WLER MR HHIE 5 400% ALK
(CA)IEF, INRIEARFEFEA Red Hat Advanced Cluster Management £ BIEIA AT MIER 4 CA IEH, &
AILATE 5 A R LR M RTIA B F B 2 AT IR CA IEH,

1.2.4.1. {8/ OpenSSL 54 CA iEH
Observability BEF A CAIET, —NHATFIRS 2, H—NATE i,
o RALITMSEMREE CARSA FAA :

openssl genrsa -out serverCAKey.pem 2048
openssl genrsa -out clientCAKey.pem 2048

o HAMALKBNSR CAIEH, BITUTHS :

openssl req -x509 -sha256 -new -nodes -key serverCAKey.pem -days 1825 -out
serverCACert.pem
openssl req -x509 -sha256 -new -nodes -key clientCAKey.pem -days 1825 -out

EF
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I clientCACert.pem

1.2.4.2. 8325 BYO observability CA iE 45 X5 secret
SER LA T BRLLAIER secret :

1. FERENIEEAFAEALIE observability-server-ca-certs secret, 21T T &45:

oc -n open-cluster-management-observability create secret tls observability-server-ca-certs -
-cert ./serverCACert.pem --key ./serverCAKey.pem

2. EAMEHIEHFFFHCIEE observability-client-ca-certs secret, 21T TF&H4:

oc -n open-cluster-management-observability create secret tls observability-client-ca-certs --
cert ./clientCACert.pem --key ./clientCAKey.pem

1.2.4.3. EM IR
o FHSH EEIE T,

o IR[E UEBE T,

1.2.5. B
BREEELLT AR RN RIET, B REMIIHIEBHER,
® RI# Red Hat Advanced Cluster Management Webhook 1iE45
o Eif alertmanager E&EAYIETD
o P Gatekeeper Webhook iF
o RAFEFiH:
e FH hub EREFZEIUE

1.2.5.1. BI#7 Red Hat Advanced Cluster Management Webhook iiE5

& AT LARIFT Red Hat Advanced Cluster Management & 1EY5, ©112H Red Hat Advanced Cluster
Management AR 55 02 A E IRAIIEH,

SERRA TSR ERIFT Red Hat Advanced Cluster Management EHHJIE :

1. BT T4, MBS Red Hat Advanced Cluster Management B IE+ K ELH secret :
oc delete secret -n <namespace> <secret> ﬂ

Q ¥ <namespace> # <secret> Bt EEFHME,

2. 2T T 4%, EES Red Hat Advanced Cluster Management & IEF X EXHIARSS

P2y
I oc delete pod -n <namespace> -I <pod-label> ﬂ


../../html-single/governance#cert-intro

B1E 2R

r;r_

¥ <namespace> # <pod-label> Z#i°h) Red Hat Advanced Cluster Management Z &% 2#
uF =P HIE,

X WRZAEE pod-label, NFREFEMRS. secret WEH LR HBIIER.

1.2.5.2. &#t alertmanager BB AYIES

INREAIEEEF OpenShift BIAAOIES, EATLLRT BT alertmanager BEESRE#: alertmanager ik
Fo TERUTHE :

1 ERAUTHSRERMERIES

I openssl x509 -noout -text -in ./observability.crt

2. FIET EREA AT (CN) B alertmanager.
3. {¥F alertmanager EEERIEH & E K csr.cnf BELiE XA BI SAN,

4. 7£ open-cluster-management-observability @3 22 B BT secret, 21T THS :

oc -n open-cluster-management-observability create secret tls alertmanager-byo-ca --cert
Jca.crt --key ./ca.key

oc -n open-cluster-management-observability create secret tls alertmanager-byo-cert --cert
Jingress.crt --key ./ingress.key

1.2.5.3. ¥#% gatekeeper Webhook iif 3
SER LT H R LR EE gatekeeper Webhook ETS :
1. FERAUTHDRESEIEHM secret :
I oc edit secret -n openshift-gatekeeper-system gatekeeper-webhook-server-cert
2. MikR data D HHLLTFAZR : ca.crt. ca.key. tls.crt 1 tis.key.
3. FALU TSR gatekeeper-controller-manager pod €& gatekeeper Webhook ARZS :

I oc delete pod -n openshift-gatekeeper-system -1 control-plane=controller-manager

gatekeeper Webhook IEH #50#%,

1.2.5.4. B IEIE P RS
RBUTRELIEENIEBRE B0 -

1 HEIERER secret,

2. 1E ts.ort BHALKIFIES2E A,

3. ERUTHTERIERER
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oc get secret <your-secret-name> -n open-cluster-management -o jsonpath="{.data.tls\.crt}' |
base64 -d | openssl x509 -text -noout

¥ <your-secret-name> Z i HIEEI LK secret AT, MRFE, LEEFMLZAE
JSON &%,

4. AR P Validity i#18, ZFLT Validity =~ :

Validity
Not Before: Jul 13 15:17:50 2023 GMT @)
Not After : Jul 12 15:17:50 2024 GMT @)

Q Not Before & 2 & H51FF A9 B EAFNRT (],
g Not After {& 2 iF 1t BBA B #AFNAA],

1.2.5.5. 5l tH hub EBZEIE
IR L EBEERZREF OpenShift Service Serving IEFBARSSEY hub EEEZFEUEFIIR, 21T THST
HIES -

for ns in multicluster-engine open-cluster-management ; do echo "$ns:" ; oc get secret -n $ns -0
custom-
columns=Name:.metadata.name,Expiration:.metadata.annotations.service\\.beta\\.openshift\\.io/expiry
| grep -v '<none>'; echo ""; done

MBELER, ESH MRS B OpenShift Service Serving HE a8 43 o
FMRERT AR, NHEFEEGA A6 822 A R OIZIE,
1.2.5.6. HAL TR

® OpenShift Service Serving iE+

o IFPEN


https://docs.openshift.com/container-platform/4.13/security/certificates/service-serving-certificate.html

Rl

NFEBER. EERETIMEFIHBNITERE, IS TH R AT IRE. télfi G,
REMURIMSEFEMER, Red Hat Advanced Cluster Management for Kubernetes Wi & ZhaE Hy )L 81
HESHRERBRME T — /NI BASKERIESR, kL5271 Red Hat Advanced Cluster Management s
EERMEXEY :

o HERN

o RERMER

o CRERIEEIZRE M

o REXITHIBENEE

o REREHMHEBILTK (BATIR

o TRIHIRER

o RBRMRHTIIN

o EIEHE(IKRIR

o {RIF hub &Ef

o SRR =TT SRBGIRHIER

2.1. B ZR

A Red Hat Advanced Cluster Management for Kubernetes Wi & BRI #i s @n RBE ML 2. ™M
NEEGRPETERSIHNER., REMEFMNPREOTASEERSMEHME, SHUTHERY
:
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Hub cluster

/ User namespace
Policy custom resources (root)

custom resources

Spec Status
e Lttt > PolicyAutomation
' T H custom resources
Create Watch A Update B

PlacementBinding
custom resources

Policy propagator controller

Update A Watch B

¢ N S > Placement
v custom resources

Policy custom resources (replicated)

Spec Status / Cluster namespace
A
i
!
!
Watch Update

Managed cluster

Status
sync controller

Spec

sync controller

Update

v

Policy custom resources

Events
for polic;
Spec Status paliey
A 1
i [
Watch Create Create

Gatekeeper
sync controller

Template sync controller Policy controllers

Update Update Watch Watch Update
| — 3.
Policy template custom resources

1
1
1
1
]
]
i
Gatekeeper i
Spec Status resources !
i
1
1
1

HELUT IR ERE ERA R
o RB&{LIEIRILHIZ - 1€ Red Hat Advanced Cluster Management hub 588 £i217, FHRIESHE
Bl root SRERHIMEE hub LS EREGLRZ A RERE KRG, ©ANKEEHIRBHEME
RERETREIRTE, FHFRBHAEER root FEMFEEBESNEEShBSE,

o NEERBEMIANZH4-EHIZS - 7£ Red Hat Advanced Cluster Management hub 5£28% Fi217, FH7E
SERHPEERIRILHIRNRE,

10



B2ERE

o NERBRIER : LIBINEREARIENZESE FH governance-policy-framework pod iZ1TH#Y
R, HESELUTEHIZ :

o specsync controller : % hub &8 EMZERHFGRRERPHNEHRREAL ANZTERF LW
SERMHMAZEN,

o Status sync controller : M hub 12 E LS FI RIS P RRIRIZEHIZICREMEG, K
DNBELE LRIRIREXNER, MRBEBEMRMERVE, NFASEELERE,

o HiRESLHIZE : RIEEHIKEE spec.policy-templates B HME X, O, BHMMER
SELEMEMAE R RN R,

o Gatekeeper sync controller : 7485 H) Red Hat Advanced Cluster Management SEB& 10
& Gatekeeper AR FHITE N EIEH,

211 M E LR H A
USRS A FE LR

o WEEIR : RUSUBEMNEFENELRER, HPSERBRNEREIRER. HSH S8
ENZFHRER S, LLT #2 Red Hat Advanced Cluster Management for Kubernetes SRB&BO45H,
PA R an{al{# F Red Hat Advanced Cluster Management for Kubernetes Governance {4 3#R.
w;HE:

o YRMREBINZTELRRN, BEREHE hub EF LSRG RZERAR, HEMA
namespaceName.policyName & Finic, 1EAIEIRIENS, FHBR
namespaceName.policyName B E i8S 63 NFRF, EH Kubernetes MR EHBR
il

o HIKTE hub ERFPIERERIEN, BIURLRESEEHGRAREEFIKREISFIRIEHETR, Bl
a0, INRIEIE default fp 22 A ¥R policy-dhaz-cert, hub R TRIEZFR TR
KEMEZESEHFPRZEFEF : default.policy-dhaz-cert,

o HTHREMLEIER : XHRFESEHXUNEYE (N—THK) ZHRELBMBERNEMZ
ERM, UTRAEARH XA EERIERIEHTIE RIS UEARNTRA, A4, HHINERE
BREVIBORES, LU B ShEECE iZ 1T I REUR PR TRAF,

o JFE#tK : 7£ Red Hat Advanced Cluster Management SREEHEZR ARl b4t X Tidk, SRE&IE
HI2IF 5 = A KMt 2 open-cluster-management/policy-collection 7=fi#EM—ER 9, B LA
A GitOps bl BRFNER B 5RHE,

2.1.2. HtbBHR
o EBIIRIRIEHIBE N

o HS[HEA GitOps B E KL,

2.2. TRB&AE R

ZOEMEIRERE, HREA NHENIEELUSRIMENEE, 15#A Red Hat Advanced Cluster
Management for Kubernetes &2 5RBEHESS, Kubernetes BE X HIRE Y LAIATFRIERER, BT 2E
ORI, EAILE hub SR EMER ML A P OIERIE, MREZERHGRTF PR
B, ©JFH Red Hat Advanced Cluster Management fflf&. &1 Red Hat Advanced Cluster
Management SRB&ER AT AR ZHAH B — N 2 DNRIRIERE L R, BXKRBTRAFERE, FEFRITEN
Policy YAML Z &84,

1
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BHREBRIETIMRIHBI N Kubernetes &8 LIRENTENENYTH IR, RETE, Wit &2
MFRLEMN S MR RER B T 2R,
2.2 FoRE M

o BNEBEBREE— BB FIRRE LRSI FAEIMERE, LIRYE Red Hat Advanced
Cluster Management for Kubernetes %B&E) PlacementBinding ¥R, A XINAIE X HiE %R
MELER, ESIISEEEMRA A PIRERLR,

o /il PlacementBinding f$/&ERISREE 5 —1 Placement &, LUERRENARSZES
B

o EfHM WEWER, B/J¥ ManagedClusterSet 7R4FEEIHE ManagedClusterSetBinding
BRE Placement SHREIGMEZEE, METHEZFMER , 1H5SMH0E
ManagedClusterSetBinding Bl

o MEHIENRIROIBKRETRN, RERRREXBIRNE REKR F. MF 7 HES A
52, WS NRERNER,

EREESCER - M Placement BTRES, fERAAG{T5TE(CLI) SREHHRDE,

HUUTHD TREZSAXREAGNFAESR -

[ ]

SEBR YAML 5514
[ ]

0% YAML %
[ ]

SRR B

2.2.2. TRH& YAML 4584

BIRRIEH), WSSFENSHFEMNE. RIBEMNERIRIZHES, EaEsSEasHtheieBRa
i, AERBMLLT YAML 4584 :

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:

12


../../html-single/clusters#placement-overview
../../html-single/clusters#creating-managedclustersetbinding
../../html-single/clusters#adding-a-toleration-to-a-placement

spec:
disabled:
remediationAction:
dependencies:
- apiVersion: policy.open-cluster-management.io/v1
compliance:
kind: Policy
hame:
nhamespace:
policy-templates:
- objectDefinition:
apiVersion:
kind:
metadata:
hame:
spec:
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
bindingOverrides:
remediationAction:
subFilter:
name:
placementRef:
name:
kind: Placement
apiGroup: cluster.open-cluster-management.io
subjects:
- hame:
kind:
apiGroup:
apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name:
spec:

2.2.3. 3Rl YAML %

HHUT RS BB

xR 21. 885K

FB ik

apiVersion IR ¥{E 1% & policy.open-
cluster-management.io/v1,
kind AS ] FHEZ A Policy LARREREE R

i

13
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FB

metadata.name

metadata.annotations

bindingOverrides.remediatio

nAction

subFilter

annotations.policy.open-
cluster-
management.io/standards

annotations.policy.open-
cluster-
management.io/categories

annotations.policy.open-
cluster-
management.io/controls

spec.disabled

14

AR

173K

&
b

&
b

(&
b

-
b

sk

A FIRARIE R B,

R 18 —H fk SRR A 0 1E Y
EEANREFE, XENEH
A ERRELLE S 2Rl FrFER

TNo

& ARG PREEEE
BETTTE £ SRS RE L BIRAE RIS
HERE TR,

Ltk 2L E N enforce B, &
NITRM T BEEEREEX
PlacementBinding #RAI K
B, BIMES null,

SIS #6%E 5 restriction, LA
R E RN TFE, BINMEN
null,

SRBERNREIENETT. §
m, EEERTESRAMER
(NIST) #IZ R 4T2Mk (PCl)o

REEHIRF B —DHSE AR
HEBBAER, Flim, RAMER
STEM R A AT REREAIEIRIRE S
—MNBEERER D UICRRIT D AE
B, fF& HIPAA I PCI TR E

EEEZRENTSEHET. §
m, UinEHRRSRESTE
'l‘io

FHEWR N true =
false, disabled S#uR /= B0
2 RIS BIThRE,



FB

spec.remediationAction

spec.copyPolicyMetadata

spec.dependencies

spec.policy-templates

spec.policy-
templates.extraDependencie
s

spec.policy-
templates.ignorePending

2.2.4. SRBGTRBISTH

HHUT YAML X, ©RAGKEER :

apiVersion: policy.open-cluster-management.io/v1

kind: Policy
metadata:
name: policy-role
annotations:

AR

b

s

b

s

b

s

[N

b

s

b

s

sk

EECHRBRNEESE, SHIER
enforce finform, MREE,
TE B9
spec.remediationAction &

7= policy-templates Z 28T
REE A E LAY
remediationAction %, |
m, g
spec.remediationAction {E#
& enforce, Il policy-
templates #32 HH
remediationAction £1Ei24THf
# % &N enforce,

BEENRIEEH RS EERN 2
BN S FIREHIFR M ERR, IR
WE N true, REEBIFTAIRE
SERMA S HIR S HREH, R
wWiE ) false, NIRABRIBIERS
ERRBIREIEREEFHEES
g,

AT LRSHE ST ER
R R BRI K R RIVRK,

ATUE— RS IAERESE
BFEUSRER.

S FERIEENR, X AT ORI
RRAIER, LURIR SRS
EREI,

P FAERE RIS A AT SRR
WRARIE & Mo

BT FERIRBATRET

enforce ThEE,

15



Red Hat Advanced Cluster Management for Kubernetes 2.10 ' &

policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: AC Access Control
policy.open-cluster-management.io/controls: AC-3 Access Enforcement
policy.open-cluster-management.io/description:
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # the policy-template spec.remediationAction is overridden
by the preceding parameter value for spec.remediationAction.
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["'extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
placementRef:
name: placement-policy-role
kind: Placement
apiGroup: cluster.open-cluster-management.io

subjects:
- name: policy-role
kind: Policy

apiGroup: policy.open-cluster-management.io
apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name: placement-policy-role
spec:
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- {key: environment, operator: In, values: ['dev"]}

16



2.2.5. Hftb ¥R

THS PRI IEHIZR,

HSRHERZEEIRUABNBEH R, LS AMEH Red Hat Advanced Cluster
Management SREEIEHIZR, AR IEERISRIR S,

’E HE X,

2.3. SRBEIRHIERH AT

RIS N IEHIREEHRE AN, AR AR EERR SRR, $A Red
Hat Advanced Cluster Management for Kubernetes $RESIEZR, REZIEHIZZER Kubernetes BE X
BriRE LB,

RIS R A RIS E R AR, MRIERSFKrntThaE, TLREFFRERS. EEUTEEUTH
AXLLTF Red Hat Advanced Cluster Management for Kubernetes SREGIEHIZRMEZER -

Kubernetes B¢ i& SRB& %2 HI25

UEPRBGIEHIZ5

IAM SRB&ZHIS (EFFH)

REGIEHIESS

Operator SRBEIEHIZR (BoATR

BE : RARERIKIEHZRRIEZFF enforce ThRE, 4RBGIEHIZZAZHF enforce Thaeht, EAmiF
hE & 3Rig,

2.3.1. Kubernetes Bd & SRR HIZS

17
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o & SRIR 125 T F FECE (17 Kubernetes ¥R, FHESHPNARLRIE, RERIE hub K5
LHSEREH policy-templates FErhiRft, FHHLNEEREGEIFMAZESR.

EEC B RI& M object-templates B4l shE L T Kubernetes X% (Esi#f4) , ErFBRNEE
RIGIEHIR S ZERH LA RITHR. BBERIBIEHES5 A’ Kubernetes APl [R55835815, LUKEL
SHPMRENXK,

EERIIEHEEERRTIBEPESESRF LOEMN, A& RIEIEHI2RZ5F enforce 1 InformOnly
Thee, UEHERERBTSINES,

LA E TREEM remediationAction i%i& )l enforce i, HIBANEENREN BARBERZESE
ﬁo

L A0 B SRBEH remediationAction & InformOnly B, RFEBEASMEIPITARBER, EMERE
BEh i remediationAction #i%i& 5 enforce,

* . HERBABNN R ERERER inform,

T ERERBHERAERNE, MREZRER, FEHERLE,

MREIBIFIAN Kubernetes 75 FMARI— 1R, NISRBEEMRBZETRILESFSHERATE,

2.3.1.1. Bd & SREE I

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-config
spec:
namespaceSelector:
include: ["default"]
exclude: []
matchExpressions: []
matchLabels: {}
remediationAction: inform
severity: low
evaluationinterval:
compliant:
noncompliant:
object-templates:

18



- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: pod
spec:

containers:

- image: pod-image
name: pod-name
ports:

- containerPort: 80
- complianceType: musthave

objectDefinition:
apiVersion: vi
kind: ConfigMap
metadata:

name: myconfig

namespace: default

data:

testData: hello
spec:

2.3.1.2. BRBiEREE YAML $5

% 2.2 BHE
PR

apiVersion

kind

metadata.name

spec.namespaceSelector

spec.remediationAction

Al ks ER
WIE
WIE
WIE

RAEE IR 22 F e 22 A X R

2T

b

50

f9{E% & policy.open-
cluster-management.io/v1,

f${E€% -~ ConfigurationPolicy
LIRTRRIBRE,

SREGEY TR,

AENRENARNZESREFHH
%2208, include #1 exclude
SHEZRIBLTIENHRDE
B[RRI SRR R FRIA

. matchExpressions 7l
matchLabels i€ ETEW
BRZE, HSH Kubernetes i1
AR Y, ERBIFIFREL
FERXBAESHIGE R &}
1TYRE,

EE LKA SN EHITHIER
£, ERLUTSHIE :

inform. InformOnly =%
enforce,

19
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FB

spec.severity

spec.evaluationinterval.com
pliant

spec.evaluationinterval.nonc
ompliant

spec.object-templates

20

W

AR

18

b

b

b

sk

LRSI, BETES. &
AUTS#E : low medium,
high, = critical,

T & CERIE A F A RS B
IR, ZENBRBITE— N F
ZERTE], R AN A R ITE &M
#=FF5, F : 12h30m5s £
R 12/NE, 30 DHF5H. H
A, A LUFEEE N never, LU
EREARESNEREFEIT
fti, BRIEEHT T KES spec.

BABERT, &
evaluationinterval.compliant
is set 3 empty i, ECESRE& 1T
RZ ARG A K2 10 #, 10
REERBIRFIBEIEEHBIE
M, NiXaEsE K,

FAFE LR F A SRR B9
mix, 5
evaluationinterval.compliant
SRR, (ER AR RFEE A
X, BEENHERNEFE. 5
4, LRI R E 7 never, LL
FEREARXETAMNREFPER
L, BRIEFEFT T IRES spec.

FAF 5258 Kubernetes X531
H (BENHBEFERTFE) , U
E5EER X RIHFTHT

B, ¥ : R spec.object-
templates #1 spec.object-
templates-raw 35 85%, (B
MBS FERBPH—T,



FB

spec.object-templates-raw

spec.object-
templates[].complianceType

spec.object-
templates[].metadataComplia
nceType

AR

%k

A

%k

18

18

18

sk

BAFEREREE YAML ZRFBIFEN
RIER, BENRERMSEME, H
H3z ¥ if-else 1E/A)F] range %K

EEHINEE, BN, ARIMLUTEU
#E 52 1E object-templates & X &
HMEES :

{{- if eq .metadata.name
"policy-grc-your-meta-data-
name" }} replicas: 2 {{- else
}} replicas: 1 {{- end }}

- RS spec.object-
templates #1 spec.object-
templates-raw 35 85%, (B
MBS FERBPB—T,

EZEERDPTE Y Kubernetes &f
KRIFFEIRE. BOFERLLT)
W —1ERNSEE :

mustonlyhave : {FRWIEE
i B £ objectDefinition F & X
B EF B AN

musthave : KRV FELM
5 objectDefinition 115 &4
EF BN R, 7E object-
template s EMETINE FE
WAL, BE, MIINEE
B, BIEABEHM—NBHINZE, H
HEa&— 15 MAITE
name {Eff, MNRBEHEAE, &
{#F mustonlyhave & #1583k
527 X objectDefinition,

mustnothave : KX—1MEAES
objectDefinition F 15 E M FEX
RN RTEEEFTE,

LS5 M) metadata T 5 5EEE
FRBOXT R LN B
spec.object-
templates[].complianceType
("musthave", "mustonlyhave"), 2k
INEBERE, IR NRAEE
complianceType,

21
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FEX AT

spec.object- it =]
templates[].recordDiff

spec.object- WhIE
templates[].objectDefinition

spec.pruneObjectBehavior it =]

2.3.1.3. HihZ5iE

22

MBESZER, WSHUTEE :

BX hub REERIEHIES, HS 5 RIEEE,

5

sk

BEEREPILENRS
objectDefinition =z [8]#9X 7,
wE N Log LUt xiEdIZRE &
FIX 55k None itk X 7, BRIk
BRT, WSHAHE, FiixrK

5o

FA T34 25/ Kubernetes X7 R
H (REBEENHEEFERTFE) ,
DESZEER LN RITFTE

LS

REEMZERR D HERRIGH 2
BEESRIBERN TR,

#HBH CM-Configuration-Management H3xIKEUEAINIST Special Publication 800-53
(Rev. 4) 89, # Red Hat Advanced Cluster Management S35k BE R fl,

T RSRBE NI A BIER) hub SR8, ES TRl T MESIFAE R

BRIFHSRHE, ES R,

B SCRIGIEHISRAE, HSARIRIEHESNEE.,

SUEEE SR 02 K BRSO A FE R R H A XA A,

HS RS A BER.


https://github.com/open-cluster-management/policy-collection/tree/main/stable/CM-Configuration-Management
https://nvd.nist.gov/800-53/Rev4/control/CA-1

T RAMEI B B I URRE, EHS

=
I
I
B
I
=
0
=

HS R,

2.3.2. LI RBGIEHIES

& 0] LA FE SRR 2R S A 0 B H RO 5. Rt (UNE) a8 & XRS5 EEA TR
DNS %%, ErILUFUEHRBEAINEl hub £8F LHISRERM policy-templates P, BEAGREESRE
BRMESEERR. AX hub SRR, HSHRIEELE S,

I SRR HIZR SRS rh B9 LU S ECRECE I B 1 SCUE 5 5RBG 2585 -

minimumDuration

minimumCADuration

maximumDuration

maximumCADuration

allowedSANPattern

disallowedSANPattern

HTFUTERE—, BRRBAIERITEREM

LUEFd HARg Al > F A ResE ], Sl & KR,

% DNS &5 e R LEchT,

23
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PRI HIR R ES TR LOEM, 25235kt Kubernetes APl [RS5233815, LUKIRE ST
M secret 7k, HAEMAFRSHBUES,

UE P 5RBgI2HI 2R A 2 FF enforce Thig,

I EPRERIRRISR R AT tis.ort BN secret hERKILH, MR secret FEERREMNBEE
T, E&RINAN certificate_key_name BITRZ, FFEHMEIZ AR, LUMEIEHRIGIEFISZAEEEFRANE
., BN, MNP secret BEEEER N sensor-cert.pem BIEHPMIES, HIFLUTHRZEZRNE secret:

certificate_key name: sensor-cert.pem,

2.3.2.1. iE 5 RIGIEHIZS YAML 5544

BRIUEPRENOLUTRA, HEE YAML RPHITR :

apiVersion: policy.open-cluster-management.io/v1
kind: CertificatePolicy
metadata:
name: certificate-policy-example
spec:
namespaceSelector:
include: ["default"]
exclude: []
matchExpressions: []
matchLabels: {}
labelSelector:
myLabelKey: myLabelValue
remediationAction:
severity:
minimumDuration:
minimumCADuration:
maximumDuration:
maximumCADuration:
allowedSANPattern:
disallowedSANPattern:

2.3.2.1.1. IEPRIEEEHIZE YAML &

5k 2.3. SRR
FB AR feid
apiVersion IR ${E 1% E N policy.open-
cluster-management.io/v1,
kind IR F${E1% 4 CertificatePolicy L&

TERBEIREY,

24



FB

metadata.name

metadata.labels

spec.namespaceSelector

spec.labelSelector

spec.remediationAction

spec.severity

spec.minimumDuration

spec.minimumCADuration

b

sk

R IRASRBE B2 7R,

TEUEF R

/1, category=system-and-
information-integrity 7% 5%}
KRBT, FHRAEIMIEREK
B&. ANRIGHIIETZRBE
category EHEARE, ZERH
IEPRFISRES.

REWYE secret IS EERE PG
Z2d], include #1 exclude &
BIESRIBEA I SHRMRZE
(BRI SZ R IR FRIE
. matchExpressions 7l
matchLabels 2#isEETEE
FRERBBRRZERE, 1HSH
Kubernetes tr%: £ 283044,
ERBFIRETFEARBMAESEH
R4S R R EH T,

AN RUE SRBR I HIZRHY
namespaceSelector 5 {Ef4p

ZE AR, NZERBEHmAA &
o

BEHANREBMY., E5H
Kubernetes Hr%: £ 283044,

IBEBNERRNES, NSHIER
BN inform, IEPERIEHEISR
¥ #F inform Thag,

LRSS IS, SE&EMAF™
M, ERAUTSHE : low,
medium, high, 5% critical,

MREREEEME, MEIAH
100h, SEIETEIETHEMANTE
FIATH SR AG RF LT (B] (LA B2
1) « SEUAER Golang BIRFEE
IR N, MEELER, HEH
Golang f##rHF£ET A],

HE—NE5HMIEH ARG
AT g R IR B E e, NR
RERESHE, N CAEFiTH
i 18 /625 minimumBDuration #9
B, MEEZER, H5H
Golang f##rHFEET [A]
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https://golang.org/pkg/time/#ParseDuration
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FB AT fed

spec.maximumDuration it =] 1B E —ME SRR A AR BIH [Al R
AT AR B RR B (ERYIE T, SEUE
FA Golang BYFFELRT A& X, 205
BEER, EBM Golang T HF
BRI [A],

b

DI —NMERIRIA GBI [F]E
BE KRG EERNIED. 5
H{E A Golang BYRFEN (A1 =X,
MFEZER, HSM Golang #
MrHRFLEIS [F],

spec.maximumCADuration pi

b

EMFRAR, WS R E L
B SAN ZBEE, XS

RRPERERE DNS &5, 0%

B%ER, 15 Golang Az

ki E,

spec.allowedSANPattern i

b

ENRZER, FRESIEHHE LM
{£{7 SAN LB ILEE, XS
RIBEFER T DNS &#5,

spec.disallowedSANPattern pin

3 ERNEEBFUET, HEA
T SAN &
3 : disallowedSANPattern: "

wT"

MEEZELR, 1HSH Golang #f
MFRIAXIEE,

2.3.2.2. ik 5REET A

% 7E hub &5 E ORI TR IERIZRN, SESZSERH LAIBSHIRIE, FSH policy-
certificate.yaml HEHUEF RBE R B,

2.3.2.3. HihZ5iE

[ ]

HEHEEREREUT RESIFAER.
[ ]

MBTRELIE, HSHRMEEERZRE T,
[ ]

'E HEBE T,
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https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/regexp/syntax/
https://golang.org/pkg/regexp/syntax/
https://github.com/open-cluster-management/policy-collection/blob/main/stable/SC-System-and-Communications-Protection/policy-certificate.yaml

2.3.3. IAM RBEIZHIZ: (EFFR)

Identity and Access Management (IAM) Selg %125 o] LU Sk A X A S HL |1AM SREERH9E AL,
AR ERETIEL IAM RIEPERENSE. IAM RIZE hub £ LHRIEK policy-templates FEX
rhiZft, HHRUEEREGRIFMESESER. AX hub £RRIBMIEE, HSHEIE YAML 55893084,

IAM SRBRIEHIS it h ARG EERHAE (Hli0 ClusterRole) FIRNRANER#H., EliE
HBIAEEAMBE cluster-admin, 1AM RERIEHIZS 544t Kubernetes API iRS53:815.

IAM SRES RIS HEENREREF Li21T. EEUTRIUTHRESER -

IAM 5B YAML 5544

IAM ZRB& YAML X

IAM RR&R B

2.3.3.1. IAM 3RH& YAML 4584

HE IAM RHNLUTRA, HEE YAML RHPNSH :

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy
metadata:
name:
spec:
clusterRole:
severity:
remediationAction:
maxClusterRoleBindingUsers:
ignoreClusterRoleBindings:

2.3.3.2. IAM KB YAML &

HEUTSBRLUKFAER -

K 2.4. 88K

27
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B iR ek

apiVersion IR ¥{E 1% & policy.open-
cluster-management.io/v1,

kind B FHEE A Policy LARRREE R
B,

metadata.name IR TR RIS BR B2,

spec.clusterRole il WEMERAR (10
ClusterRole) . tIREHIEE,
MZRIAH cluster-admin,

spec.severity i =] LRBAEHN, SEMAF™
M, ERAUTSEHE : low,
medium, high, sk critical,

spec.remediationAction gy EEERIRIEE, WA
inform, IAM ZRERIEHIZEE R X
inform Zh&E,

spec.ignoreClusterRoleBindi  %i& ENFRZERK (regex)BFIR, BT

ngs ERBHEHA BT R, XLk
IENZRIARE R ETE Go regexp
k. BUABRT, AIEERL
system: FFLHEMAERFAE
G EEIGHR ARG, BICHEEKEN
BHURHE, ETRBEMERS
BAELM, HHHREEH LA
{E A S — e R IR E At IE NN

spec.maxClusterRoleBinding @& TESRBE A A A EMETA FEY IAM
Users rolebinding s KEE.

2.3.3.3. IAM ZRE& = HI

W3 policy-limitclusteradmin.yaml & IAM K& REl. MFEZEE, HSHEERLHRE,
MEEL T, ESHEIEIELEIZE,

2.3.4. SRBGIEHISR

SRR HI SR R R S EHR S BIR — A M e L AREE, AIEERIREE S (PolicySet), LN E—
4 22 A R IIREE 1T 94, PolicySet FINATA SRIRERIRIT L E LR, HiEi2AE—
PlacementBinding 3455 PolicySet #1 Placement., RISECEBER hub £,

28


https://pkg.go.dev/regexp/syntax
https://github.com/open-cluster-management/policy-collection/blob/main/stable/AC-Access-Control/policy-limitclusteradmin.yaml

A%, HEBEZSNRBEN—WON, WA Placement BHREBRARIED, LA MKRIEER
AHRHERREEE, RIEASNMABERBESPEFNEN, BRESRE. FREHSRAREAERE
WERENEFTIE RS,

Red Hat Advanced Cluster Management ~ISRBG SRR ALK RE. MR FAEHNE,
HHASEBNeAZNACINZERHE. AXTHEHRENIHS, HSHERHPBESE
%0

LA MEKIR, ManagedClusterSet FrR%44FE R H ManagedClusterSetBinding
BIRE Placement BiRMIG &2, METRESFAER , HSHOE
ManagedClusterSetBinding 5.

HUTES TRESHXRERTESHNFMNER

SRBRIEHIZRIEHIZR YAML 51

REGIRHIZZIEHIZE YAML K

REgRH

2.3.4.1. SEB&KE YAML 4589

ERRISER AT R EILLT YAML 304 -

apiVersion: policy.open-cluster-management.io/vibetal
kind: PolicySet
metadata:
name: demo-policyset
spec:
policies:
- policy-demo

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

29
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name: demo-policyset-pb
placementRef:
apiGroup: cluster.open-cluster-management.io
kind: Placement
name: demo-policyset-pr
subjects:
- apiGroup: policy.open-cluster-management.io
kind: PolicySet
name: demo-policyset
apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name: demo-policyset-pr
spec:
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- key: name
operator: In
values:
- local-cluster

2.3.4.2. REGIXER

HEUTSBRLUKFAEGER -

5k 2.5. SRR

B AR HFH 3T

apiVersion IR F$1E1% 4 policy.open-cluster-
management.io/vibetal.

kind IR F$1E1% N PolicySet AR5k ME
KA,

metadata.name IR FF AR SRR BT IRAY & 75,

spec WIE INZERE I ED B 15,

spec.policies prins =] BIERRE S PO HBIERRTIR,

2.3.4.3. SRBERHI

apiVersion: policy.open-cluster-management.io/vibeta1
kind: PolicySet
metadata:

name: pci

30



namespace: default
spec:
description: Policies for PCl compliance
policies:
- policy-pod
- policy-namespace
status:
compliant: NonCompliant
placement:
- placementBinding: binding1
placement: placement1
policySet: policyset-ps

2.3.4.4. Hb ¥R

[}
%2 Red Hat OpenShift Platform Plus RIS,

HESHEER RIS P /B IR S

74, &H stable PolicySets, ©E3K Policy Generator A F#8&, PolicySets-
Stable,

ORI E B, RIS EER S,

2.3.5. Operator SRESIEHIZR (AT

Operator SRBEILHIZ A VFE LML EE 2K Operator Lifecycle Manager (OLM) Operator, fif
FA Operator SRBE1EHIZRK 112 Operator ZFHER N RN, FHiEEM{IE A Operator BT,
18 BT LA I EHESRNT operator SREE D A BISZERR, FHFRIEAME! hub 8 LHSEERM policy-
templates FExH,

2.3.5.1. o REMH

OLM R EEE P A, X Red Hat OpenShift Container Platform _EEKiA/E .

RENVIFIOR : KHER

pi

2.3.5.2. Operator RkE§ YAML &

31
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FB

apiVersion

kind

metadata.name

spec.remediationAction

spec.operatorGroup

spec.subscription

subscriptions.installPlanApp
roval

32

AR

4

e

b

b

b

-
b

S

sk

F${&1% 4 policy.open-cluster-
management.io/vibetal.

1$1E1% 4 OperatorPolicy LIz
ERBGEREY,

A FIRARIE R B,

IR FF operator SREEHY
remediationAction % &
enforce, NEFIRREEITEE
SR EOETR, U5 OLMERF
LURE SRBE fh 15 E B M AR 22 4%
Operator FRHE RIS 15 EHIAR
AR HEES, + IR
remediationAction % &
inform, %28 Rk & Operator
FRE, SEEAARTA,

HNBRT, MREHEE
operatorGroup Ff%, RS
ST FMEE 6 2 22 A R A i —
4~ AlINamespaces :&!
OperatorGroup, LtHREH
Operator FRBEIEHI 2R Ko

TE T O operator 1] 7 HIED
B, BOAENTFERRNER
Sefll#E operator 117 :

e channel

e name

e namespace
e source

e sourceNamespace

R installPlanApproval £
#iXEH Manual, #8
spec.versions F&HZE, N
/MIEFA>% InstallPlan ¥R F5)
&+ .spec.approved FE&F &
Ui F2, Operator
InstallPlan %R 2 1212185 012
IHEERY, RAREME
Operator B4 ERM AR EA,



FB AT fed

b

spec.versions i 7 BA Operator WFRBRA, MR

FEENZE, MERHFZTHEMR
AEHEANEH, MRFEFRN
=, NIZEERE TNRELITSE
BB ERIE TR P B — NhRA T
fid, MRKIZHILE N enforce
BAIRANZE, NIERERIEGIzRHt
AE LA T I RR AR

2.3.5.3. Hith Z5iE

METEREZFHAER , S EA OperatorPolicy FiR &% Operator.

METREZFHMER, ESH Operator Lifecycle Manager (OLM),

BX OLMWEHE LR , 1HSHF Operator FINEISERE 3.

2.4. REE RIS S RECE

R LA ManagedClusterAddOn B X iR B E X ZE LR LRI IEHISRRE, T
ManagedClusterAddOns EZiESRB&HEZS. Kubernetes ECESRBSIRHIZR. EFERIEIEFHIZZH IAM SRB&{E
Hll28.

REIFDER : £HEEH

ACE I BRI A

Ao E A & SR I 2R A9 A

BCEXT API RS589 RE

EEHIKEE

33
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HEE

2.4.1. BB EERNIF XM

HENZEEHRE NEIERENHFH L. EEHEAE 2, 57E quotation tric hERAIESEHILE
policy-evaluation-concurrency *f#. A5, # hub £EEMNZERHwRZEE i
ManagedClusterAddOn % & & #/i%i& -} governance-policy-framework,

WESH LT YAML =, b concurrency i%& &7 cluster! B2 EELR :

apiVersion: addon.open-cluster-management.io/vialpha1
kind: ManagedClusterAddOn
metadata:

name: governance-policy-framework

namespace: clusteri

annotations:

policy-evaluation-concurrency: "2"

spec:

installNamespace: open-cluster-management-agent-addon

Fi%& client-gps # client-burst Ff#, HEH ManagedClusterAddOn iR+ E X SH,

HSHELT YAML =, HephEEiagixEN 30, RN cluster! NZEERH DR burst BN
45 :

apiVersion: addon.open-cluster-management.io/vialpha1
kind: ManagedClusterAddOn
metadata:

name: governance-policy-framework

namespace: cluster1

annotations:

client-qps: "30"
client-burst: "45"
spec:

installNamespace: open-cluster-management-agent-addon

2.4.2. ioBACE RIS IEHIZRHF 2 1T

EULOMET RESAIRERERBIEHSRNF 4, UERETUREN A ERR. IR
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B2ERE

iME 2, ETE quotation tRich{ERAIESERILE policy-evaluation-concurrency &, A&, 7E hub
SHMNSZEELR AL S ManagedClusterAddOn X R & FREI{E % E Y config-policy-controller.

7 - 1BInFH L {ES8IN config-policy-controller pod. Kubernetes API IR5523#]1 OpenShift API iR
%% LM CPU MINEMEAE,

HSHELT YAML =6, Hthg ) cluster! WSZEEHDHLIZBENS :

apiVersion: addon.open-cluster-management.io/vialpha1
kind: ManagedClusterAddOn
metadata:

name: config-policy-controller

namespace: clusteri

annotations:

policy-evaluation-concurrency: "5"

spec:

installNamespace: open-cluster-management-agent-addon

2.4.3. BEEXT API IRS52RA9TE K

ACEBACE RIRIEHIRET NS EEMH LM APl IRESJ[NIERE, ERIZE T 5B RIZIEHI23 00
M, Xth&igin Kubernetes API iR552:#1 OpenShift API BRS52589 CPU MIREEAR, BIABERT,
B RAEESIRE policy-evaluation-concurrency X BT B, F#%E HEH 30 A &Eilj(QPS),
WA 45 burst {8, RGN HASIEREL

BT LB £ 81 S client-gps 1 client-burst RN E NIESEBCEAEBEERMER, ELE
hub £EMNZEE R G2 R B ManagedClusterAddOn X R & #F_EMI{EIXE N config-policy-
controller,

HSHELTF YAML =, HepEHEaHXEN 20, RN cluster! NZEERH PR burst BN
100 :

apiVersion: addon.open-cluster-management.io/vialpha1
kind: ManagedClusterAddOn
metadata:

name: config-policy-controller

namespace: cluster1

annotations:

client-qps: "20"
client-burst: "100"
spec:

installNamespace: open-cluster-management-agent-addon
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2.4.4. REFABE

HE N F RIS ENEERKA SN, ETLUERBEI,

*  HEAIXEENESRE RSP ETRINER.

EO LU D SRR HI SRR AN AR R, UEEREDERMURERIE R, EE debug B, F
AR debug BEMEBGEN -1, EHEBMEREKH 4 -

[ ]
-1: error logs only
[ ]
0 : ERMAR
[ ]
1: WiKAE
[ ]

2: A B &

FHEIN Kubernetes BB EHIg B —NMARE RS, HIFHEN 28 log-level SEERMTY
ManagedClusterAddOn BE X iR, RIAERT, BEIGIHLEN 0, IEKRSEWEE BN
HE. HEEUTTH:

apiVersion: addon.open-cluster-management.io/vialpha1
kind: ManagedClusterAddOn
metadata:

name: config-policy-controller

namespace: clusteri

annotations:

log-level: "2"

spec:

installNamespace: open-cluster-management-agent-addon

74, *F ConfigurationPolicy FHEHHEA spec.object-template[], #ErILLF recordDiff S8
WiEHN Log, objectDefinition M1ZEREF LRI Rz FMXFICKAER EERRF LM config-policy-
controller pod #, BEEFELLTRA :

It37 4 recordDiff B9 ConfigurationPolicy ¥ : Log:
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apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: my-config-policy

spec:

object-templates:

- complianceType: musthave
recordDiff: Log
objectDefinition:

apiVersion: v1
kind: ConfigMap
metadata:

name: my-configmap
data:

fieldToUpdate: "2"

MREEFIER LM ConfigMap BEIE ToUpdate: "1", I diff &HEILLE config-policy-controller pod
B&Ed, HBasUTER

Logging the diff:

--- default/my-configmap : existing
+++ default/my-configmap : updated
@@ -2,3 +2,3 @@

data:

- fieldToUpdate: "1"

+ fieldToUpdate: "2"

kind: ConfigMap

BE : BRICKRENRORG, ZHLAEXFILTK,

2.4.5. &R

RISIER ATk B RERLHBMA Y. £ hub £2 4 policy_governance_info iRk
BEFEFIEMRIEKRI, BXRERBLR, FSHUTES -

2.4.5.1. Metric: policy_governance_info

OpenShift Container Platform WZ=H#4 4 policy_governance_info 55, MRS ATV,
MAH2BE—EREBIE.

- MESAAYERY, HM Grafana Explore T I AN EIRRIE ], AIERIEN, SEQR—4
root HEBg, HEZRAIIRER. K& ¥R PlacementBindings %R, LUKENA LGOI /445 RIEM(E
2, LSRR ZBIZEEH.
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X FIRFEIRIRRE, MREBESH, WHEIRRICK 0, MREBEASH, WSk 1.

policy_governance_info 5 FILL T2 :

[ ]
type : tn%AE 7 root 5% propagated,
[ ]
policy : XIXKHIAREREHIEFR,
[ ]
policy_namespace: & X HREIFH hub K&F LR EZE(H,
[ ]

cluster_namespace : 9% SRBEHEEEA o5 22 H],

XERERERAE R EREHP TR ENTFSERE, X TERMERER,

A - MRERFERR, FANREHTEUEEAXE, BaURERERES, EFERSEBED,
¥$ DISABLE_REPORT_METRICS IMEZEXIEN true, A RILLF policy_governance_info 15ra
InEl observability allowlist 1B E XI55, MFH THBELIFMER, HSH HiNEE LIE.

2.4.5.2. Metric: config_policies_evaluation_duration_seconds

config_policies_evaluation_duration_seconds &7 KREREH P S L ANATE R E RIEFTR
M. FALTEREIEAE :

config_policies_evaluation_duration_seconds_bucket : Fi5HE2RHM, LFhHhA
LA RTAERIME - 1, 3, 9, 10.5, 15, 30, 60, 90, 90, 120, 180, 300, 450, 600 %,

config_policies_evaluation_duration_seconds_count: T E411THL

config_policies_evaluation_duration_seconds_sum: Fra{EHEH],

1M config_policies_evaluation_duration_seconds 553 #i5E ConfigurationPolicy
evaluationinterval KB R B R ENT R EMFETHEN T RFERRIEEN. L7 LLLL Kubernetes
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$2% ke

APl [R5 RN REAEESHMRABMHI Lt MFETHREZFHER, ESREEHL BD.
EERA XL EE RSN HRER, EHUTREILLTERARK Prometheus &if] :

rate(config_policies_evaluation_duration_seconds_sum[10m])/rate
(config_policies_evaluation_duration_seconds_count[10m]

open-cluster-management-agent-addon fip £ 22 A 2 E 4R 8 _L24THI config-policy-controller
pod &t &5, config-policy-controller BRAR S IFHEIR A EBI AT 2R,

2.4.6. BiFrAdEE N

LA N A ER, 7£ ManagedClusterAddOn & E#H ManifestApplied 28, %540
BIBEABT ERRITAE. HlM, XA M54 local-cluster 1 cert-policy-controller BB #HiH55
iE -

I oc get -n local-cluster managedclusteraddon cert-policy-controller | grep -B4 'type: ManifestApplied'
ETRERWBILL T -

- lastTransitionTime: "2023-01-26T15:42:22Z"
message: manifests of addon are applied successfully
reason: AddonManifestApplied
status: "True"
type: ManifestApplied

2.4.7. Hih ¥R

[ ]

524 Kubernetes Boi& FBgizHI2:
[ ]

W E E SR INE % 55,
[ ]

BEIBEBOFL, RIS SNEE,

2.5. REEE M BICFK (BATUE
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MERFELZL A EiHHE 1T Red Hat Advanced Cluster Management for Kubernetes KBSl
BHMKIAEME, KBS RILF APl B— AN aEMBAR TN ThEE, EaT LA APl REHE fthiFtE,
M spec FEXHRXFHERREAERE, FHERBEMERFDRPRMERE P BRI IRINEHEH. RIBEHH
i3k APl el LR LLE S 2 FRRISRIE S L E4R, LATEBhER T H i IS HERR,

SREEEHLD SBiCk API el LU B BUE S RRIME(CSV)RLF R4, LIt fTot— 4 Bi s HERR,

2.5.1. e REZH

SREEE A Itk APl EERRA 13 KBS hRAM PostgreSQL R%5%3.

ALAIEX AT 215 A registry.redhat.io/rhel9/postgresql-15 A2
{&. registry.redhat.io/rhel8/postgresql-13 5%k, postgresql-server RPM =k
postgresql/server &, BXXEMREEEFENRE, HFEFHXNESLIIER. RIS
[7shick APl S4Eft7# PostgreSQL # A, FAURTEALLIBZFHN™ R,

It PostgreSQL RS 2a w4 AT M Red Hat Advanced Cluster Management hub &)
i, #5R PostgreSQL AR55837E hub E£EAERZTT, HHRRE BB XIEERESTF hub £#E
3 PostgreSQL fR$52aMR O 5432, MR 7E PostgreSQL idEH#ES, WinOTEERE
B,

2.5.2. )G A& H hidx API

REXESL, MRBSHMEMHICKD AP, EAUEMBRHIEHTFEDESRAE, ERUTHR

#F PostgreSQL fRS5SMENEHEMR G, MRETE Red Hat Advanced Cluster
Management hub $£2£thEBE T PostgreSQL, NGO 4 PostgreSQL #im LA psql
e, BT Tag:

I oc -n <PostgreSQL namespace> port-forward <PostgreSQL pod name> 5432:5432
EXRENREEDR, EAHERET PostgreSQL ARS523, AT HS :
I psql 'postgres://postgres:@127.0.0.1:5432/postgres’

FRALLT SQL iE4aN#EM Red Hat Advanced Cluster Management hub $E&£0IE 1
PR -
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CREATE USER "rhacm-policy-compliance-history” WITH PASSWORD '<replace with
passwords>";

CREATE DATABASE "rhacm-policy-compliance-history" WITH OWNER="rhacm-
policy-compliance-history";

fill8 governance-policy-database Secret ¥5i&, FibBUEAE R FHRIEA I RiCE APL,
BT e

3 -h open-cluster-management create secret generic governance-policy-database \
--from-literal="user=rhacm-policy-compliance-history" \
--from-literal="password=rhacm-policy-compliance-history" \
--from-literal="host=<replace with host name of the Postgres server>"\ 9
--from-literal="dbname=ocm-compliance-history" \

--from-literal="ssImode=verify-full" \
--from-file="ca=<replace>" 6

Zin% %t Red Hat Advanced Cluster Management By &£ 228, ERATER T, Red
Hat Advanced Cluster Management 237t open-cluster-management fip# 22 [a] 1,

<IN PostgresQL ARS53|_MEN B, WIRFEIE Red Hat Advanced Cluster
Management hub 52 +HE8E T PostgreSQL IR552%, HEBEHESHALT, EaLF
Service XIRATFTEHNEH. ) < service name>.<namespaces.svc, Eixm, AL
HURTF Red Hat Advanced Cluster Management hub fEE£#9MI%E SRR,

1EWAE N PostgreSQL ARS5 2389 TLS iE B 4M ca data FExHhIsEEUEBHUA HLA
W3, MBREREXME, EBHFHENHE ssimode {H, BARHEFEXHM, BN
CEE T BUREEENR 2.

AN cluster.open-cluster-management.io/backup #7%, LL#{8 Red Hat Advanced
Cluster Management hub £tk S ##{EH Secret iR, 2T TH4:

oc -n open-cluster-management label secret governance-policy-database
cluster.open-cluster-management.io/backup=""

XIF PostgreSQL EHEMELZ BE X, HiEEMEA connectionURL data P, LA
PostgreSQL ¥ URI ViR HHE, ZHEPARRFRIVUAIFEMA URL Hifd. —AMkmE s
Python R4 ESH URL 4igt&=. M, MEHEE $Super<Secr&t% >, HE{TLLTF
Python Mo iREU Y %24uper%3CSecr%26t%25%3E :
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python -c 'import urllib.parse; import sys; print(urllib.parse.quote(sys.argv[1]))'
'$uper<Secr&t%>'

1£61/E governance-policy-database Secret |5, 21T f5 LANISRIE & HL sBid K APL,
OpenShift Route X R BFNFER—fp & Z2H R, W3R Red Hat Advanced Cluster
Management hub & F R A FERAREIET, EalLUERIE curl e o hiRft -k Frsdesk
it TLS 560, {BAREVGXHAMS

curl -H "Authorization: Bearer $(oc whoami --show-token)" \
"https://$(oc -n open-cluster-management get route governance-history-api -o
jsonpath="{.spec.host}')/api/vi/compliance-events"

MR, curl e S EREIZREUNTHE :
I {"data":[],"metadata":{"page":1,"pages":0,"per_page":20,"total":0}}
MREFREIH, W curl R AIEERRELXHAEHRZ— -

"message":"The database is unavailable"}

|
I {"message":"Internal Error"}
a

MREREGHR, FEALUTHSES open-cluster-management x4 Z2 (A h
Kubernetes 4 :

oc -n open-cluster-management get events --field-selector
reason=OCMComplianceEventsDBError

MBI MEHWINHBAEEE governance-policy-propagator AR, i&HZTUTF

e
I oc -n open-cluster-management logs - name=governance-policy-propagator -f

RO ERWEI—RESCER, AP, BEBURESEEAEE,. HSILLTHE
BERHl -

2024-03-05T12:17:14.500-0500 info compliance-events-api
complianceeventsapi/complianceeventsapi_controller.go:261 The database
connection failed: pg: password authentication failed for user "rhacm-policy-
compliance-history"
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FEHLU T 45 EH governance-policy-database Secret ¥R, #HEESIEHMN
PostgreSQL ##E1%iE :

I oc -n open-cluster-management edit secret governance-policy-database
2.5.3. WEAMMD sBic APl URL

WERBE A 8BIC%k API URL, DAERESRR LEMAZIEE. THRUTHIRK :

AL TSR REIE S M 210 % APl 895 URL :

echo "https://$(oc -n open-cluster-management get route governance-history-api -
o=jsonpath="{.spec.host})"

AT EER LI TS S, L& Red Hat Advanced Cluster Management hub $E## 1914 :
I https://governance-history-api-open-cluster-management.apps.openshift.redhat.com
fEE— AR LT HFIE AddOnDeploymentConfig X4 :

apiVersion: addon.open-cluster-management.io/vialpha1
kind: AddOnDeploymentConfig
metadata:

name: governance-policy-framework

namespace: open-cluster-management
spec:

customizedVariables:

- name: complianceHistoryAPIURL
value: <replace with URL from previous command>

£ value SEUEEH N EN S MDD BRIl =AE URL,

25.3.1. EMAEZEEEDSH

EMARESHPEASHIBICK APl, LUCTERBREEHNSHES. THRUTHR :

# governance-policy-framework ClusterManagementAddOn X RECE N {EFALL T
{82 AddOnDeploymentConfig :
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I oc edit ClusterManagementAddOn governance-policy-framework
AN E L spec.supportedConfigs 4., EMYTRAIEEAL TAE :

- group: addon.open-cluster-management.io
resource: addondeploymentconfigs
defaultConfig:

name: governance-policy-framework
namespace: open-cluster-management

2.5.3.2. RN EERH

ER—-RESHPEASHIERICK APl, LUEFERBREEHNSHNES. THRUTHER :

ESEEEM AL PECE governance-policy-framework ManagedClusterAddOn ¥
JB., fFALLF®4, M Red Hat Advanced Cluster Management hub E#F2{TLF&HR$ -

I oc -n <manage-cluster-namespace> edit ManagedClusterAddOn governance-policy-

framework
[ ]
#F & It;manage-cluster-namespace > G FEH N IEE S HNZEERHLMN.
2.
ANk EH spec.configs #H, FHEARLLITRHAIKNEE :
- group: addon.open-cluster-management.io
resource: addondeploymentconfigs
name: governance-policy-framework
namespace: open-cluster-management
3.
ERIUERE, HRAZEEH LHBEREHER --compliance-api-url B{SH. 21TUTF
e

oc -n open-cluster-management-agent-addon get deployment governance-policy-
framework -0 jsonpath='{.spec.template.spec.containers[1].args}'

Rt AT BEREULLTF -

['--enable-lease=true","--hub-cluster-configfile=/var/run/klusterlet/kubeconfig","--leader-
elect=false","--log-encoder=console","--log-level=0","--v=-1","--evaluation-concurrency=2","--
client-max-qps=30","--client-burst=45","--disable-spec-sync=true","--cluster-
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namespace=local-cluster","--compliance-api-url=https://governance-history-api-open-cluster-
management.apps.openshift.redhat.com”]

TSRS S B MR RIC ARG S M Ric X APl H,

MRFENFEZERHICLEBSHEY, TEEZRNZERHFHDN

governance-policy-framework B :

oc -n open-cluster-management-agent-addon logs deployment/governance-policy-
framework -f

NS ERRUUTHENAERER, MR HR ERZE, RSP LIL API URL
FIEH, HEFERMLHERERE :

024-03-05T19:28:38.063Z info  policy-status-sync
statussync/policy_status_sync.go:750 Failed to record the compliance event with the
compliance API. Will requeue. {"statusCode": 503, "message": ""}

NRFEIESHIISBICK API URL RIEHS, ERALLTFo5%iH hub £8f LA URL :

oc -n open-cluster-management edit AddOnDeploymentConfig governance-policy-
framework

& 0 MRERIMEZHBRIEFIE, AR E RN 2 B,

2.5.4. Hb ¥R

HSRBES A Rtk APl (BARTIR) .

2.6. ZFrHYSREE

BEELFHNER A, T/ Red Hat Advanced Cluster Management for Kubernetes Fi &
MEERRBBNNMAE hub 8 L PN, SREMEZEH,

2.6.1. ECiESREG R ARG R

HHRUTRAIBCE R :
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& 2.6. BoERIERSIE

SRB& B

5

23U

a4 22 [F] SR

Pod SH&

N RERE

Pod Z£%KEE (BEFA)

A B

A BHER

RENBLIR (SCC) K

ETCD &g

Compliance operator 5

Compliance operator E8 ¥4

Compliance operator CIS ###

BifomR R

Gatekeeper operator ¥ &

RIFINMESMAER—B, 155 Kubernetes 4 %2
] ST AY,

RFREETENHEE. B2 Kubernetes Pod XX
(=

15 P BRHUSE [ IR TR U IR AE R, HS MR
BB S,

BIFTEAEHREM—, 155 Kubernetes Pod &
SRR,

FHRACHNAGHEEEAGYHE, ESH
Kubernetes RBAC 344,

FRAREM E TXAREBIEAENR, FS5H
OpenShift Container Platform XAy EEZ 24
AR A,

RIFEN etcd MBHIEIELZ £, 1ES 17 OpenShift
Container Platform XA eted 24fE,

ER8E Compliance Operator, LAFIF OpenSCAP i
Fom bl L REENEMMEIRS. F5 5 OpenShift
Container Platform 3X#& B9 7 fi# Compliance
Operator 43,

A Compliance operator 5RB&f5, #BE Essential 8
(E8) FHfEsR I E E8 KB BEMAMME, 1ES
OpenShift Container Platform X#4eh#Y T fi#
Compliance Operator E§43,

A Compliance operator 5RB&f5, ZPEEIME L
Ul (CIS) Hi, MEES CIS ZLEBBENEMN
M., 15&# OpenShift Container Platform X#4
B9 T fi# Compliance Operator #843,

ERE Container Security Operator, Fi&illsE&EHiz
1789 pod M B MERIRIA, 1551 Container
Security Operator GitHub 6%,

Gatekeeper 2— M Webhook, EiaflHITET
BE L FIRE LHITBE, H Open Policy Agent
(OPA)SRIRBIZEIZ1T, 1HSIH Gatekeeper 3#H,


https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/concepts/workloads/pods/
https://kubernetes.io/docs/concepts/policy/limit-range/
https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/authentication_and_authorization/managing-pod-security-policies
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/security_and_compliance/encrypting-etcd
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/security_and_compliance/compliance-operator#understanding-compliance-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/security_and_compliance/compliance-operator#understanding-compliance-operator
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/security_and_compliance/compliance-operator#understanding-compliance-operator
https://github.com/quay/container-security-operator#readme
https://open-policy-agent.github.io/gatekeeper/website/docs/

REgH

Gatekeeper &1 5B

Red Hat OpenShift Platform Plus $kB& %

sk

1% Gatekeeper EBE LR T, EBELLRHAI
Gatekeeper SRBE LARRIRIE SR B O3 AU & & 22 [H] FRic
NIETE.

Red Hat OpenShift Platform Plus 2B & =EH, &
REM AL D EMBIE, HBE. ZTNERENA
2R, A LAER @Y Red Hat Advanced Cluster
Management b A2 F1R#H89 PolicySets #F Red
Hat OpenShift Platform Plus B3 EZIZ &£, X
OpenShift Platform Plus BJi¥1&, 1E&EE& OpenShift
Platform Plus 3244,

Red Hat OpenShift Container Platform 4.x i/£#3z#f Red Hat Advanced Cluster Management Edi&

%MO

HE LT SRBE ST LL T fRA0qeT B P SR -

[ ]
GRS
[ ]
Pod 5B&
[ ]
ARER 2%
[ ]
Pod &£ 5%l&
[ ]
A aRg
[ ]
A 48 e Rl
[ ]
oac oy i Ml A ¥
[ ]
ETCD in#skig
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[}
Compliance operator k%
[}
E8 {IHa5Rmg
[}
OpenShift CIS i 3kMg
[}
BRI RS
[}

Red Hat OpenShift Platform Plus $RB&5E

EZFHE, HEALE,

2.6.2. fp 4 22 [A] SRBE

Kubernetes Bci& SRB& 1225 01 5T e A 22 (A SRBR AR, B fp 4 22 A SRBE S v AR a9 6n 4 22 [ E 3L

A,

HUTES TRESHXBRZERRBEFINFENER

[ ]

A2 SR YAML 451
[ ]

A2 RIRR
[ ]

84 22 5] SRBE =

2.6.2.1. fp R 22 6] SREE YAML 5544

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
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policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
nhame:
spec:
remediationAction:
severity:
object-templates:
- complianceType:
objectDefinition:
kind: Namespace
apiVersion: v1
metadata:
name:

2.6.2.2. sp A2 [AISREE YAML &

FE

apiVersion WhiE
kind WhiE
metadata.name WhiE
metadata.namespace WhiE
spec.remediationAction IR
spec.disabled WhiE
spec.policy- WAIE

templates[].objectDefinition

23U

f${E% &N policy.open-
cluster-management.io/v1,

FHEE A Policy LARRREE R

7,

A FIRARE R B,

SRBG By AR 22 (A,

EEMHRBHNEE, SHIER
enforce #linform, XMERA
HH, ANERBES
spec.policy-templates 12t
B fRIE,

FHEWR N true =
false, disabled S#UR /=5 B0
2 RIS BIThRE,

BFHasiiEz i s A
B ZEEREH Kubernetes ¥R
fid B 5K,
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2.6.2.3. op 5 22 A SRBE B

152 policy-namespace.yam| LLE & RIERH,

MBTREZS G, FSHERREER, HS0REBLRSHE, LK Kubernetes A& SR 2
BlEs, LT R fihAciE SREE,

2.6.3. Pod 8%

Kubernetes Bdi& SRB&IEHI2S 1 57 W12 Pod SRBRHRE. N A Pod 5KB&E N Pod E X AZHNI, £
ErhwJifE1E pod FREMFRAILER.

HEUTHS TRESHEX pod KEEEHIEAER -

[ ]

Pod 5B% YAML %54
[ ]

Pod SRE&XR
[ ]

Pod k& HI

2.6.3.1. Pod 5B YAML 5544

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
hame:

50
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spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
matchLabels:
matchExpressions:
object-templates:

- complianceType:
objectDefinition:
apiVersion: v1

kind: Pod
metadata:
name:
spec:
containers:
- image:
hame:

2.6.3.2. Pod gz

xR 2.7. 88K
FE

apiVersion

kind

metadata.name

metadata.namespace

spec.remediationAction

spec.disabled

spec.policy-
templates[].objectDefinition

AR

4

"/

"/

"/

b

AY

)

)

-
b

"/

b

"/

b

18

b

St

ik

f${E% & policy.open-
cluster-management.io/v1,

FHEE A Policy LARRERBE R

i

A FIRARE R B,

SRBG By AR 22 (7],

EECHNRBRHES, SHIER
enforce #linform, Lt{ER A%
B, RhNZERES
spec.policy-templates 12
B fRIE,

FHEW N true 5
false, disabled S#uR /= B0
2 RIS BIThRE,

BFHasiiES i T A
B ZEEREH Kubernetes TR
fid B 2R K.
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2.6.3.3. Pod k&~

&2 policy-pod.yam| HE&EHRIE KA,

HZM Kubernetes BCESRIEIEHRIZE, UUEBERELHZE HIENOHMAESRE, FEF Policy B
B, LAEEERRE YAML SHMEMFRIOTE MR, BEREEA SRR, UERHRE,

2.6.4. Rz ERN

Kubernetes B2 i& SRBI&ILHIZE /1 57 M IR EFASRIENRE. FRARNGEHASREERRSARENAE
MitERE, MFEEZELR, E50H Kubernetes X BRHSE .,

HEUTES TRESHXAFRERBESMNENER

[ ]

AR E%EIE YAML 555
[ ]

A AERIKE
[ ]

A1z 2RISR H

2.6.4.1. NEEHAE%EEE YAML 4514

ENREFRERIETERLILIT YAML 30 -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:

name:

namespace:

annotations:
policy.open-cluster-management.io/standards:

policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:

remediationAction:

disabled:

policy-templates:
- objectDefinition:
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apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
hame:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
matchLabels:
matchExpressions:
object-templates:
- complianceType: mustonlyhave
objectDefinition:
apiVersion: v1
kind: LimitRange
metadata:
name:
spec:
limits:
- default:
memory:
defaultRequest:
memory:

type:

2.6.4.2. NEFAERIEER

5 2.8. BBk
7B SR
apiVersion WhiE
kind WhIE
metadata.name WhiE
metadata.namespace WhIE
spec.remediationAction IR

23U

f${E% & policy.open-
cluster-management.io/v1,

FHEE N Policy LARRRBE R

i

A FIRAREE R B,

SRBG By AR 22 (A,

EEMHNRBHNEE, SHIER
enforce #linform, Lt{ER A%
B, BNZERES
spec.policy-templates 12
B fRIE,

B
m
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B iR ek

spec.disabled IR FHEIH true =X
false, disabled #1250
R RRIBBITIRE,

spec.policy- WiE AFIHaswiEzHE=N A

templates[].objectDefinition BIZEEREM Kubernetes X R
fo & SRR,

2.6.4.3. REFHEREH

1584 policy-limitmemory.yaml EERIERA, MR THREZLFMER, FSHERRLERE, 1§
S RIS 2, LR Kubernetes BRiEsRBGILHIZS, LIEEIEHIZR NN H i ERIE,

2.6.5. Pod Z£%% (B2 H)

Kubernetes Boi& SRBEIRHIZS /1 51 Wit Pod R2RIEHARE, NA Pod Z2KREERT Pod f1E
ﬁo

HELUTESS 7TRESEX Pod RERBEHAFEMER :

[ ]

Pod £ %Rl& YAML 5544
[ ]

Pod &2 %IEXR
[ ]

Pod £ 5EIERH

2.6.5.1. Pod Z£3%KMI& YAML 4554

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
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spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
hame:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
matchLabels:
matchExpressions:
object-templates:
- complianceType:
objectDefinition:
apiVersion: policy/vibeta1
kind: PodSecurityPolicy
metadata:
name:
annotations:
seccomp.security.alpha.kubernetes.io/allowedProfileNames:
spec:
privileged:
allowPrivilegeEscalation:
allowedCapabilities:
volumes:
hostNetwork:
hostPorts:
hostIPC:
hostPID:
runAsUser:
seLinux:
supplementalGroups:
fsGroup:

2.6.5.2. Pod &2 KM%k

* 2.9. B8k

FB ik

apiVersion IR f${E 1% & policy.open-
cluster-management.io/v1,

kind WHIE FHE A Policy LARRERBE R
B,

metadata.name WIE FAF IR SR BT IR B9 & R,
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B ALES R ek
metadata.namespace IR REgRY A& ZE A,
spec.remediationAction IR BEMHRBNES., SHER

enforce finform, LL{ER A%
B, BhNZERES
spec.policy-templates 12

B fRIE,
spec.disabled IR HEIRH true =X
false, disabled ¥R {t/5 AN
R RRIBBITIRE,
spec.policy- WiE AFIHaswiEzHE=N A
templates[].objectDefinition BIZEEREM Kubernetes X R
fo & SR8,

2.6.5.3. Pod &£ FREEH

%} Pod Z£EMEHIZZHE M OpenShift Container Platform 4.13 R EHHARADMIER, FEM
Kubernetes v1.25 k2 EHRA SR, S0EF A PodSecurityPolicy ¥R, ErlsESBEBILTAREM
HER :

I violation - couldn't find mapping resource with kind PodSecurityPolicy, please check if you have CRD

deployed
[ ]
EXEREFABNNEZEER, EE0 Kubernetes Xl Pod XL EH,
[ ]
HS 0 policy-psp.yaml LEERHIEIE. MEEZEE, HFSHERRERK,
[ ]

M 7T fERIE YAML Z5f905e Bk, FS 5 RIBBINR 8, LAk Kubernetes Eoi&E SRlg %
w2, UERERSEEAOHMEEREE, 227

2.6.6. A AIRER

Kubernetes Boi& SB& 225 /1 57 M 1A A EIRHIIRE, 1 object-template HE X AR ANEEHPH
REABLERNFR,
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HUTES TRESHXABEBESMNFENER

AEEIE YAML 45t

A R IRIg R

A B IRg R A

2.6.6.1. fafaskBg YAML %5f4

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
hame:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
matchLabels:
matchExpressions:
object-templates:
- complianceType:
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name:
rules:
- apiGroups:

i
E
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resources:
verbs:

2.6.6.2. fAfasRigE
% 2.10. ¥

FB AT fed

apiVersion IR ¥{E 1% & policy.open-
cluster-management.io/v1,

kind W FHEZ A Policy LARREREE R
B,

metadata.name HIE FAFIRiR SR B IR B9 & R,

metadata.namespace IR REgEY A& ZE A,

spec.remediationAction i EEMHRBNEE, SHIER

enforce #linform, Lt{ER A%
B, BhNZERES
spec.policy-templates 12t

B fRIE,
spec.disabled IR FHEIH true =X
false, disabled #1250
R ARIBBITIRE,
spec.policy- WIE AT aswiES HE=N A
templates[].objectDefinition BIZEEREM Kubernetes X R
fo & SR8,

2.6.6.3. A taREE A

N FAfE RGN RPN A BKENNMLMR. MBEXAGHNESER, FESHETAEN
vilajiEsl, AEABKIRA, HSH policy-role.yaml,

BT RMAERAGEKR, FSHNEELRERKIUTRESER, 1§55 Kubernetes o iE 52
75, DAEEEEEHZSRNH b SRS,

2.6.7. fa i e SRIE

Kubernetes Aci& 5B 12H123 11 57 A B R ERIBIORE., MAABKESRR, HERBRAEIRER
P Az,
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../../html-single/access_control#role-based-access-control
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HUTES TRESHXBRZERRBEFNFENER

[ ]

AP ERK YAML 45
[ ]

A ERIER
[ ]

A e R

2.6.7.1. AP E RIS YAML 4514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:

apiVersion: policy.open-cluster-management.io/v1

kind: ConfigurationPolicy
metadata:
hame:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
matchLabels:
matchExpressions:
object-templates:
- complianceType:
objectDefinition:

kind: RoleBinding # role binding must exist

apiVersion: rbac.authorization.k8s.io/v1
metadata:
name:
subjects:
- kind:

1

B
i
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name:
apiGroup:

roleRef:
kind:
name:
apiGroup:

2.6.7.2. fa i e RIAR

FB AT fed

apiVersion IR ¥{E 1% & policy.open-
cluster-management.io/v1,

kind WIE FHEE A Policy LARRERBE R
B,

metadata.name HIE FAF IR SR B IR B9 & R,

metadata.namespace IR REgEY A& ZE A,

spec.remediationAction g EEMHNRBHNEE, SHIER

enforce #linform, XMERA
7H, ANERBEE
spec.policy-templates 12

B FEfRIE,
spec.disabled IR HEIH true =X
false, disabled #1250
R RRIBBITIRE,
spec.policy- IR AFIHaswiESHE=N A
templates[].objectDefinition BIZEEREM Kubernetes X R
fo & SRR,

2.6.7.3. A ERIERH

B policy-rolebinding.yaml EE R RHl, BHXHE YAML S HFEAZERER, #F5
[ SRR 2, 1§21 Kubernetes ECiE SRR ILHIZS A, LLT RHE fthfid & 5RIE.

2.6.8. Bt E T XARER

Kubernetes Bci& Sl 12H125 11 51 RS M £ TR (SCC) RIHRE. MAZREM E TR
(SCC) B&, &t TESRBEHhE LSk EH Pod BIFEIRR.
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HELUTEHS 7TRESHEX SCC HRIBMIFEAER -

[ ]

SCC B8 YAML 5514
[ ]

SCC gk
[ ]

SCC REE = HI

2.6.8.1. SCC %kB& YAML 454

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
hame:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
matchLabels:
matchExpressions:
object-templates:
- complianceType:
objectDefinition:
apiVersion: security.openshift.io/v1
kind: SecurityContextConstraints
metadata:
name:
allowHostDirVolumePlugin:
allowHostIPC:
allowHostNetwork:
allowHostPID:

1

B
i
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allowHostPorts:
allowPrivilegeEscalation:

allowPrivilegedContainer:

fsGroup:
readOnlyRootFilesystem:

requiredDropCapabilities:

runAsUser:
seLinuxContext:
supplementalGroups:
users:

volumes:

2.6.8.2. SCC Khgx

FB SR
apiVersion WhiE
kind WhIE
metadata.name WhiE
metadata.namespace W
spec.remediationAction EIE
spec.disabled WhIE
spec.policy- WhiE

templates[].objectDefinition

ik

f${E% & policy.open-
cluster-management.io/v1,

FHEE A Policy LARREREE R

%,

B FIRARIE R B,

SRBG By AR 22 (7],

EECHRBRHES, SHIER
enforce #linform, XMERA
HH, ANERBEE
spec.policy-templates 12
B fRIE,

FHEW N true 5
false, disabled S#UR /=5 B0
2 RIS BIThRE,

BFHasiEz i T A
B ZEEREH Kubernetes TR
fid B 2R K.

Ak SCC EIAABMNMEE, 521 OpenShift Container Platform Stirh i EE L &4 T304

ﬁo

2.6.8.3. SCC K& HI

N AZEM E TR (SCC) s, @it R E S MkiZEH Pod ER, MB/EZER, 1§

SHEBRRSM FTFXAR(SCC).
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155 policy-scc.yaml EERIERH. BXKEE YAML SRS, ES5I5REEH%
3R, EZSH Kubernetes BB HEIEILHIZS X8, LI T MR H thdiE KB,

2.6.9. ETCD 1n#sskig

R F etcd-encryption k&, £ ETCD BUR{EfE+ieillsk/E ABURBUIRHME. Kubernetes Ed&R
B& 12125 171 55 42 etcd-encryption [REEHIKE, MFEEZE R, 1HSH OpenShift Container
Platform 3 0% etcd #dE. 3F : ETCD m#E K& A2 #F Red Hat OpenShift Container
Platform 4 R E#HHARA,

ELUUTESD TREZ B X etcd-encryption RIS HMIFMER -
ETCD 1n#skig YAML 4514
ETCD in#skigs

ETCD 1n#: 5eig =5l

2.6.9.1. ETCD Mg YAML 4559

etcd-encryption SREERIBERLILLT YAML 324 -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
policy.open-cluster-management.io/description:
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
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metadata:
hame:
spec:
remediationAction:
severity:
object-templates:
- complianceType:
objectDefinition:
apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name:
spec:
encryption:

2.6.9.2. ETCD In#&EFRIEER

= 2.11. B8k

B AR ek

apiVersion IR f${E 1% & policy.open-
cluster-management.io/v1,

kind WHIE FHEE A Policy LARREREE R
B,

metadata.name WIE FAF IR SR B IR B9 & R,

metadata.namespace IR REgEy A& ZE A,

spec.remediationAction it =1 EEMHNRBHNEE, SHIER
enforce #linform, XAMERA
%W, ANERESR
spec.policy-templates 12t
B FEfRIE,

spec.disabled IR HEIH true =X
false, disabled #1250
T RRIBBITIRE,

spec.policy- WiE AFIHaEwaER I E=N A

templates[].objectDefinition BIZEEREM Kubernetes X RH

i B 2R RS,

2.6.9.3. ETCD & kB8 fl

MFHRMERH, ESH policy-etcdencryption.yaml, 55 [HRIEBHE S M1 Kubernetes Boi& SkBg
ehlgy, LUEERBNRERR PENES IS,
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2.6.10. Compliance Operator 5HB§

&AL Compliance Operator B ETFEHAR L e, FRHSTIIRE. EEMEENTELES
w1 THE. Compliance Operator A2 —Hi#% i (auditor), ERF&XLEEHMITE, ERFESZENN
BR (MRELLEMB(QSA). BARIUS(JAB)SH T IATRIMSENG) SVERIFE1EMER
ﬁo

3kB Compliance Operator 4 BB IEF A X RIEN—BE 2R, FH TRt
#, EXFRMEMMRENTE. SENMNEKE SR EUFASTRERS K.

BXBRETEH, ESH Compliance Operator 4 {TiFir,

2.6.10.1. Compliance Operator SRB&#ak

&9 LA Compliance Operator SREEERESREF L% % Compliance Operator. Compliance
operator $kB&7E Red Hat Advanced Cluster Management F#F>y Kubernetes Bdi& SRBE Ol &,
OpenShift Container Platform 3z¥F Compliance operator $REg,

7 : Compliance operator FEE#HiF OpenShift Container Platform Compliance Operator, ©
32 IBM Power =k IBM Z 2993z, #1554H % Compliance Operator MEZ{ER, ESH
OpenShift Container Platform 32447 7 f# Compliance Operator 843

2.6.10.2. Compliance operator ¥i&

B A Operator $RB&H], SAIBUTRIR :

Operator ZERMS MY operator tp & Z2[A] (openshift- compliance)

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: comp-operator-ns
spec:

remediationAction: inform # will be overridden by remediationAction in parent policy

severity: high

object-templates:

- complianceType: musthave
objectDefinition:
apiVersion: v1
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kind: Namespace
metadata:
name: openshift-compliance

AFisxEBirtnRZ2HE operator 41 (compliance-operator)

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-operator-group
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- openshift-compliance

BATF3IAAHMIGENITE (comp-operator-subscription) . ITHEASRINEEEFENE
& X, HSWUTRA, FRSERAS 4.x -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-subscription
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: "4.x"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

66



B2ERE

%% compliance operator kg5, =AIELLTF pod : compliance-operator. ocp4 fl rhcos4, 1
2[5 policy-compliance-operator-install.yaml =i,

2.6.10.3. Hfth¥5i:

MTEZER, 1HESH OpenShift Container Platform XA MEE Compliance
Operator 8B LA T R ZEAHE R

&% compliance Operator J5, & ArILAOIEEFHN A E8 HHiA3MEH OpenShift CIS 11
wBg, MBESER, HSH E8 HHEHEIEH OpenShift CIS {HHa 5K,

E T RBIMMEER S Operator 5Rlg, HSHERLZLERUTREZFHER, BXEE
FEMNEBEZER, iESM Kubernetes Bl g2 H 25,

2.6.11. E8 HHARNE

—4* Essential 8 (E8) HMRIEREE—1HH, & master fl worker TR 2 E E8 BLHD
B, EgiZE Compliance Operator LARN A E8 151,

E8 {J##5:#&7E Red Hat Advanced Cluster Management H14Ey Kubernetes Bdi& KB OIEE,
OpenShift Container Platform ¥F E8 ik, MEBEZE R, 1HSH OpenShift Container
Platform X #EHE Compliance Operator IO T RBZFHER.

2.6.11.1. E8 HERIE KR

LIROIE E8 IR, SOIBLITHIER :

ScanSettingBinding %R (e8) AT RAIEHMMABE :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: compliance-suite-e8
spec:

remediationAction: inform

severity: high

object-templates:

- complianceType: musthave # this template checks if scan has completed by
checking the status field
objectDefinition:
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68

apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
name: e8
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-e8
- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: rhcos4-e8
settingsRef:
apiGroup: compliance.openshift.io/vialphal
kind: ScanSetting
name: default

—* ComplianceSuite ¥i& (compliance-suite-e8), FT@idte# status FEELIFH

ERB5EMK :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by
checking the status field
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
name: e8
namespace: openshift-compliance
status:
phase: DONE

—4* ComplianceCheckResult & (compliance-suite-e8-results), ©@iTE
ComplianceCheckResult B X ¥ (CR) (i SHEEHNSER -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite: e8



by looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: e8

o ZEBaI. S BURIEILE N enforce LLEIIE ScanSettingBinding ¥,

E3 1 policy-compliance-operator-e8-scan.yaml =fil, MIBEZEE, HEHEBRLLE
7

B HER E8 SRB&IE, EARMBIREHIERHDBER,

2.6.12. OpenShift CIS 3 50&

OpenShift CIS HHRIEAEE —NHRMERE master ] worker T =255 OpenShift CIS T2 E
HET. EpJi%E Compliance operator LLR A OpenShift CIS 5B,

OpenShift CIS 1H3#3kB&7E Red Hat Advanced Cluster Management H14f5 Kubernetes EC& Skl&
fil. OpenShift Container Platform 3z OpenShift CIS H#itklg, MEFZER, ESH
OpenShift Container Platform (5 T f# Compliance Operator E9 LA T B ZF4E R,

2.6.12.1. OpenShift CIS ¥R

fiE OpenShift CIS i, SOBRUTHRE :

AT RHIEHMMNEE M ScanSettingBinding ¥R (cis) :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-cis-scan
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template creates ScanSettingBinding:cis
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ScanSettingBinding
metadata:
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name: cis
namespace: openshift-compliance

profiles:

- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-cis

- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-cis-node

settingsRef:
apiGroup: compliance.openshift.io/vialphal
kind: ScanSetting
name: default

— ComplianceSuite %8 (compliance-suite-cis), FAT@IRE status FEELIEH
HREE5MK :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-cis
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by
checking the status field
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
kind: ComplianceSuite
metadata:
name: cis
namespace: openshift-compliance
status:
phase: DONE

—4* ComplianceCheckResult ¥R (compliance-suite-cis-results), Tl &
ComplianceCheckResult B3 X ¥ (CR) ki SHEEHNSER -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: compliance-suite-cis-results
spec:

remediationAction: inform

severity: high

object-templates:

- complianceType: mustnothave # this template reports the results for scan suite:
cis by looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialpha1
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kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: cis

&2 policy-compliance-operator-cis-scan.yaml X#xfl, EXCIBREBRNEZER, HSHE
PP,

2.6.13. HigRTEEE
M A RRSIE, LFIMA Container Security Operator KRR FEEREEARAE. MBLSALRE

Container Security Operator, ZRIEATESZEEH LRET,

HRFREEH Kubernetes BEoi& SRB&ILHIZR /1 Tik A, BX Security Operator WEZE R, S
% Quay #Zfi&ZE B Container Security Operator.

BRI M T R T BPERIEE TF,

IBM Power 1 IBM Z A XZHFF GilgiRAER, BT Quay Container Security
Operator, container-security-operator registry 3% ppc64le =% s390x Hif&k.

HEUTHOUTREZER :

B RS YAML 455

Bt iRARRE B

2.6.13.1. F{RIARIE YAML 459

ENRAZREL S Operator KN, BREKRELVTHREE :
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BRI 893REE (container-security-operator) 35| AR FRFISE, IHECE SRI& LU
spec.remediationAction X &’ enforce EBIBFIR, ITHSRIERESE, FAHITHIFNE
2. HELUTZHAI -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-imagemanifestvuln-example-sub
spec:
remediationAction: enforce # will be overridden by remediationAction in parent
policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: container-security-operator
namespace: openshift-operators
spec:
# channel: quay-v3.3 # specify a specific channel if desired
installPlanApproval: Automatic
name: container-security-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

—4 inform BQi& 3RB& 3 H #% ClusterServiceVersion, LUfARA]REL S Operator REK
Th, BELULTTM :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-imagemanifestvuln-status
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: ClusterServiceVersion
metadata:
namespace: openshift-operators
spec:
displayName: Red Hat Quay Container Security Operator
status:
phase: Succeeded # check the CSV status to determine if operator is running or
not

—4 inform E¢ERES, AFHZE&KRREITHEOERNESR ImageManifestVuln Xf &, &E
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apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-imagemanifestvuln-example-imv
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
namespaceSelector:
exclude: ["kube-*"]
include: ["*"]
object-templates:
- complianceType: mustnothave # mustnothave any ImageManifestVuln object
objectDefinition:
apiVersion: secscan.quay.redhat.com/vialphai
kind: ImageManifestVuln # checking for a Kind

2.6.13.2. iR RIE A

H3 0 policy-imagemanifestvuln.yaml, MEEZER, HSHERRLKE, HSH
Kubernetes EcERBEIEHIZE, LA SR EEEHIE KA H b A iE RIS,

2.6.14. Red Hat OpenShift Platform Plus $RB&&

B2 F S OpenShift Platform Plus 3kB&5E (openshift-plus) %% Red Hat OpenShift Platform
Plus,

OpenShift Platform Plus $REIEE S ESF N EREM PolicySets, OpenShift Plus sREIEEN RXBE NR
% OpenShift Platform Plus /= &M% 1~ %#E. Red Hat Advanced Cluster Security Z& &8RS
Compliance Operator FEEIFH OpenShift Container Platform SZE45#,

2.6.14.1. JeRE&H

£ Amazon Web Services (AWS)iIf %3 Red Hat OpenShift Container Platform
4.13 HEEIRA,

%% Red Hat Advanced Cluster Management for Kubernetes 2.7 s\ & St 4,

REFRIERNAR Kustomize ik, MBESER, HSFIHRRENZEH.
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5

2.6.14.2. OpenShift Platform Plus $RB&%EHH

LRI RIRLE S hub BN, SRELLTF OpenShift Platform Plus 4H :

x 2.12. Ak

A

Red Hat Advanced Cluster
Security

OpenShift Container Platform

Compliance operator

Red Hat Quay

Red Hat Advanced Cluster
Management

Red Hat OpenShift Data Platform

2.6.14.3. Hih¥5=

74

SRBE

policy-acs-central-ca-bundle

policy-acs-central-status

policy-acs-operator-central

policy-acs-sync-resources

policy-advanced-managed-
cluster-status

policy-compliance-operator-
install

policy-config-quay

policy-install-quay

policy-quay-status

policy-ocm-observability

policy-odf

policy-odf-status

ik

FAFRPRIRSS 8L EE Red Hat
Advanced Cluster Management
for Kubernetes hub M2 &5
RFRUZRER,

FF##I8% Red Hat Advanced
Cluster Security K SHIERE,

Bigi& Red Hat Advanced Cluster
Security central operator,

FF5E Red Hat Advanced
Cluster Security FiRE2 S B A&

BIERER.

2E hub 8. RERHNER
a0

T %% Compliance operator #4
i

Red Hat Quay MIEZ & 5REE,

AT %%k Red Hat Quay FOZRES,

Z2% 3 Red Hat Advanced Cluster
Management hub &8,

& Red Hat Advanced Cluster
Management observability AR %5

Red Hat Advanced Cluster
Management observability 0l
Quay fEAH hub EEHHEHIATH
i,

FAFBZ& Red Hat OpenShift Data
Platform RS HIZREE,



BB RAEIREL S Red Hat OpenShift Platform Plus,

3R O1E Policy set controller,

HEERBEPISHAERIEHN openshift-plus HEEERH,

2.7. B E{EKIR

A HE{ERIRGIE. EENGHEER, ERENRSRRNERERER. SRR ST
SRR RGO YAML 30, MIRHIS RSN 17 & (URRBTFAIE 2.

2.7.1. ETImE

Governance page Overview. Policy setand Policies 1 B R TFHZE T, A TR T 2
TFEER -

Bl

LUF#ak & B 7/"1E Overview 1B+ : Policy set violations,Policy
violations,Clusters,Categories, Controls, Hl Standards.

REEERS

BIEEMNETE hub KERIEE.

%Bg (policy)

ERMERL LRI, KIEFIRINE T LLTRIEIFS : £~ Name. Namespace fl
Cluster violations,

A L gete. EASEA, SHEG%E S inform = enforce, @it i%FE Actions &
PR mipRERES, EalLuld AR R TH ThEL A SR ERIEN R H bR,
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1£ Manage %l/it EFHEFERRS, HEEREIEELEE Manage 7 Eltr. BEEH
BEFESI, ¥ Reorder EniB o5&, N FEEHRIAERDPNT, RBENLHRNE %L
1E, RE%ER Save 4L,

S RBE I =il Actions IRHIRSERHL EBIRIF. ALK Filter $HI B E UEM
RBEER,

HIEERTIRPIEFE DRI, EREPRIERUTERRENR

Details : i%i+¥ Details Ui+ R EH R FHENBE IR, 7£ Placement &
i, Compliance 5t T EEF L REHNS MR,

Results : ¥ Results TR ER S HE XA SENERIIE.

M Message 5, = View details Bk EEFEIRIFS. Bk YAML X FIR, &40
DA BHXMNER. = View history #EEEIHFCHRURRE — Xk &6,

2.7.2. GEBLERE

MENRFERBEET Bo1Mt, ELEFAILREREZ S, EEUTAIMLREMSRETR
faak -

Manual run : Fi kBB NET—R, EEBMLETE, S%ERN
disabled, ¥ : & REEESAFEMERN %R Manual run 3%,

Run once mode : FEREME, BitihziT—R, £BILETE, BKEN
disabled, EfEIMLEBEANERR, EUIMEFIhHaTEIML. 2#H once mode
i, target_clusters BFis 2 &= B iRt RERIRHIERESIXR, Ansible Automation
Platform Job #ikFE=E 5 EXTRA VARIABLES E¢ (18#5y extra_vars) j5FH PROMPT ON
LAUNCH,

51T everyEvent £z : FRERIEN, BNSELERHNHE —REHBZ2TEE, #H
DelayAfterRunSeconds SR —EKHhES BLAIRER/NHR. MRERTIERANS
R%ZR, FEREFEEROKE, NEHbeEERBEZT—R, BAMER OR, BIGERATF
everyEvent =, K217 everyEvent 3\, target_clusters 1 Ansible Automation
Platform {ENEIRMZIN L E S5 once mode H[HE.
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Disable automation : HFENBIL#HIXE NZAN, EEHFXEMAR21TEEE,

Ansible Automation Platform {E\/f9 extra_vars PR EHTHRELUTELE :

policy_name : £ hub %2f L 535} Ansible Automation Platform {E /IR & HIAR KB
B,

policy _namespace: root SRB&H iy £ Z2[d],,

hub_cluster : hub £8H&HR, T©HEE DNS X RAPMNERE,

policy_sets : SR SWEIRMFAA XKHRIRE AT, MRRBAITERIRE
i1, policy_set S HZe,

policy_violations : tSHASFESMEHAHNIIER, HEEBNTEHERHMZERE status
FE.

2.7.3. Hib ¥R

HREUTEELUT REZHXUBNERENRERIENER,

ERRLRE

EERCE R

& gatekeeper KEE

W ERSE Ansible Automation Platform

ES
i
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2.7.4. H'5ERE Ansible Automation Platform

Red Hat Advanced Cluster Management for Kubernetes ' & 8] 5 Red Hat Ansible Automation
Platform 5k, LAfIEESREG TR BBh{b. &ERILIM Red Hat Advanced Cluster Management 12 & 2
A=kl

FoRFM

MiIZHIE B SRIgE R B3t

i CLI fEgRigE R A5t

2.7.4.1. o REZMH

Red Hat OpenShift Container Platform 4.13 & Sk A

2% % Ansible Automation Platform hiZ 3.7.3 SiE Sk A&, RELERELTEEHTIEN
Ansible Automation Platform kA&, MFTHRBZFHMER, ESMH Red Hat Ansible
Automation Platform 3234,

M Operator Lifecycle Manager %3 Ansible Automation Platform Resource
Operator, {f Update Channel #8453+, 1%#% stable-2.x-cluster-scoped, ¥ All
namespaces on the cluster (default) ZZ&ER,,

3 : 16217 Ansible Automation Platform fE /iR, 5% Ansible Automation
Platform {E /RSN, MR%EA Ansible Automation Platform Resource Operator,
& T LI#E Red Hat OpenShift Container Platform OperatorHub TlE 2T,

BALEMEE Red Hat Ansible Automation Platform WE %8, iE5i%& Ansible {£55,

2.7.4.2. NEEHIG BIE SRR AEhE

& %% Red Hat Advanced Cluster Management hub £ /5, MSM3ZHFi%fE Governance,
R = Policies 1Y & Rk EBHFRKIER.

Hi# Automation 5IFig Configure, FiFERIEECEH Db, HREICERBIIN, EaTLifl]
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B2ERE

BB83it, £ Ansible credential 8853, Hifi FhIFEH LR Ansible g, MNRETERINEIE,
HSHE I,

7 WIS RESRBERMG RN, ZERMACEBBATEIEIMEN AnsibledJob R
. #H&M Credentials 4+ 8 Ansible EIEBE A HIIEH.

EFETER’E, Hid Ansible fENL FhIFIFRIEZF M BiMR, £ Extra variables T4y, &n¥kg

PolicyAutomation B extra_vars 880 RIS HH. EFEBMEESNE, EAILLER: Run once
mode. Run everyEvent mode =% Disable automation,

1% Submit REEMEIRER BEME. MM Ansible BN FEENEBRERE View Job HEkEnf, &
BEAFEERT Search T LMIE LR, BIhBIEAIMLE, ©2ER{E Automation 5,

7 - LSIEMBREA KRS B EERRIRN, SRIE AL REFE T B BashlER,

1E RIS R B shE 2 M SIS B2,

2.7.4.3.385¢ CLI gl REER BENE

TR TSR, @it CLI ESERER ABNME -

EZ%mh, M oc login f34 & X % Red Hat Advanced Cluster Management hub £
.

AN OBREEREFMANERER, HESRBAHFMeEREME,

FEALLTFRAIGIE PolicyAutomation %58, #Fvigm :

apiVersion: policy.open-cluster-management.io/vibetal
kind: PolicyAutomation
metadata:
name: policyname-policy-automation
spec:
automationDef:
extra_vars:
your_var: your_value
name: Policy Compliance Template
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secret: ansible-tower

type: AnsibleJob
mode: disabled
policyRef: policyname

4,
LI Automation k& F#R2 Policy Compliance Template, BU%H, FHS5EKN
EHER AT,
5.
1f extra_vars #8437, RMEFTELH2E Automation BEiREEMSHL,
6.
5 i%iEH once. everyEvent = disabled,
7.
1 policyRef i%i& J R RIGHI B TR,
8.

f£58 & Ansible Automation Platform &g PolicyAutomation ¥5iR4H R #7p £ 28 H
BIEE— secret, fE LB, secret L)y ansible-tower, &N AR 4 6 EHIdh A9 6135
HEEHMMAAIE secret,

B2 PolicyAutomation %,

#=E -

"] LU £ PolicyAutomation BFiRARZINLA T MR ELZfTHRIEE ML -

metadata:
annotations:
policy.open-cluster-management.io/rerun: "true"

L KB8H once BN, HHREAFASHN BIMLIHZETT. &IN&N target_clusters B
extra_vars T8, HEBNZELEHAHTNEAH, HAdpRIBAEH,

LKEBR4T everyEvent #= H DelayAfterRunSeconds #8352 X BN AR, SRB&
&, BEIMERHFENMREER.

2.8. BitR AR 1y
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BoE RIS ZFf¥ Golang XABFEIRDSENRE L, XLEERE hub £H =k BIrZERBNZTH
RS ZEFHEXNEERR, XiEREASSARE X REERE, FHRm=mbLENBrEiHacE
Y B9 Kubernetes %5,

BCESRIEE AT LAE S hub R MZEEREIR, hub £EHEIRE %L hub £HH AR, REFTE
2T hub E£RHEIRAERE E UL BRI BIER. ESESR D, ConfigurationPolicyController Zh3
RBEE L PERISZERRER, AEEBPITHE IS BTN R E Lo

BRI S Golang BEiRiESHIAE, FFEMBATHIENR 4 A FHRE LA ST2 A MM YAML, MESH
%5 Package E#HEHXMGEER, 1HSH Golang 1%, BEARKUE A BERIE R ERIHR A 0 5kl&E R &
Fo HIEEHBEE USERINEER, XA ASEETNEEDR,

BE

MPEGER hub REHEMR L HE secret SKEMBUBREUR, NIBREBUEEET hub £HNZE
SHOALTRMA M LRBNZERHP. BERANSERBRYE, KIBF2H OpenShift
Container Platform ETCD INZZ&NE. ERXA RS, #HEH fromSecret =%
copySecretData, ©aHIIINE secret HMIfH, =K protect INFTEHfth{H,

LIEARMZTRREN, Mk, HRAEEREERESRM | toRawdson | toLiteral i&
&, DANEBHTR, B, MREEM Secret FHREHHEHIHFHIEE ConfigMap ¥R,
AR & E Rl RE R LU TRl -

ca.crt: {{ fromSecret "openshift-config" "ca-config-map-secret" "ca.crt" | base64dec |
toRawdJson | toLiteral }}'

toRawJson EAREBUT i A i A X H{TH JSON /R, F22m YAML 45
¥4, toLiteral BEAREBIMFEIE FHERASBE SIS, B, 20 BWHOEERN - '{{
'hello\nworld' | toRawJson }}' #iREE, Hith ) key: "hello\nworld™, FHMHEL « '{{
'hello\nworld' | toRawJson | toLiteral }}' B EE=Z key: "hello\nworld".

MF hub EHNZTERFRIRNLLE, HSHATR :

2.8.1. hub £ EELHERMLER
xR 2.13. ik
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82

1

Syntax

Delimiter

Context

Access control

Functions

Function output storage

Processing

hub 8
golang X AR HIA&
{$hub ... hub}}

.ManagedClusterName %" £7£
BTN RO R RIS BT R
8%

#. .ManagedClusterLabels
LEWMTR, BRI HEERIRN
SERBFPI SRR (ERRS,

1R R AER| A S Policy WiRABREIAY
44 22 8] A g iy 4 22 1]
Kubernetes ¥4,

HAENRINEE, XX Kubernetes
R F R RRENSIS TR, 0
ERLZER, HBHERDEE B
KBRS, 1S Access
control 1T,

hub £ 2% £ # fromSecret 11k Zh
BEERBEE N INBE R T RE
EREERMLEHE A,

EMHIF AT REEALTIE

7% @ {{hub "(lookup "v1"
"Secret"” "default" "my-hub-
secret").data.message |
protect hub}}

HESZERBERTSR, BEIREER
i FAETE hub B EBNERAH
S EHR A AT Policy 5
TEXRA, XEWRE, A hub 58
E# Policy %iRN & EB LA
(] A BR A RS AR B BE B £ frT BRURR 22
R, URZEERHH
ConfigurationPolicy ¥R &
BORLER U [FIFURR, 534, NREF
T etcd 1%, NI Policy #
ConfigurationPolicy ¥R &
TR, 3RS HE
BARINEE (AOMHER) I, =7
FHE R — R,

£ hub &R TR, LHERES
SR & BB R AR L AR hEAT,
REEVEHFHRRIRA, R
BISRE&FN hub SREFER T R7E hub
SRR,

ZESE# (managed cluster)

golang X AR HIA&

i1

BRELTXZE

BRI LAB| &R P EVER BTR.

HAENRINEE, XX Kubernetes
R EFFRBREMSIAEN, 0
FELER, ESERIEE

EARTHRE B HE A EAETE SRR AR %
QR G &R P,

WL EEZERR LY
ConfigurationPolicyControll
erd, REGEHLIE, FIAASIA
BUR AR EYEUE B 5 BT AR AT R R
E L,



Btk hub 58 ZEE# (managed cluster)

Processing errors hub EBERPAENA BRI NERE  SEEBEERBDNEESTELES
MR ERBEPNERER. RIERBIREE Birse i LUE R

e —
R ERe

BARzheE

Ao & SRS S IRIR L EE

2.8.2. IEiRIHAE

BtRIheE (NFFE T FRALAMM lookup #EikIhiE) =IAF5IA hub £# LM Kubernetes ¥R
({8 {{hub ... hub}} FEHRF) [JZTEELE (FAH{{...}} 2R . NETREZIFAER, HSHE
tRAPEE, BETVORMSIEERTAEMSER, FHEFRATES TN, MRE MR EANEE lookup,
CENEN, HABEEEHRNETEN YAML 5513, BRTiXEIhaEsN, 012 #t base6denc. base64
enc. indent. autoindent. tolnt. toBool Z<:ARERFEIhAEE,

EFNERTS YAML 5%, SIEASISHRER (| = >) ERIEFRPLLFHFBRME R LEER,
XESBRBITNERELIEFFR, EESLIIEE, #HEMA toint =X toBool fFNEIRPIRATIEE, KL
B —S AR, RHSERRE N BERESA/RE, HEFEEUER RN %A e EIRIIEERN R TR
B -

fromSecret JhiE

fromConfigMap function

fromClusterClaim Thig

lookup ThEE
[ ]
base64enc ThiE
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base64dec Tk

indent Thig

autoindent Th&g

tolnt Thig

toBool Th#E

R HEE

toLiteral Thag

copySecretData function

copyConfigMapData function

S #rt Sprig FRRThEE

2.8.2.1. fromSecret Thg

fromSecret ThaER (O] secret RZ55E data BINE, HEHIZIIEERLLTIEE :
I func fromSecret (ns string, secretName string, datakey string) (dataValue string, err error)

EALLThEERT, HHA Kubernetes Secret FHRMap A Z2[A], AFMFBUER. 7£ hub £EHEIRP S
A&, EpsiERATRIBNE—aRZEH, METRBEZIFMNER, ES0HERLE,

0 HIEFSIEIIEES hub £EHERERMSAN, WA protect THEEETIINE,
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MR B ERFE Kubernetes Secret T, NSHBIKREEROER. NREGEH LFEFE
data 8, NHZENTNEFRFER, BETERER LEBHIT Secret FHRNLL TRESR
%, PASSWORD data #H{E 25| Bir%Est L secret IR :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:
USER_NAME: YWRtaW4=
PASSWORD: '{{ fromSecret "default" "localsecret” "PASSWORD" }}'
kind: Secret
metadata:
name: demosecret
namespace: test
type: Opaque
remediationAction: enforce
severity: low

BE : HIERMSTRAHEMEN, Wk, REEEREEREZRD | toRawdson | toLiteral iEE,
LA B#T R, BN, MRIEEM Secret RS HIEHIHIFHEETE ConfigMap Fiad, NIEREE
ATRER LU T A -

I ca.crt: {{ fromSecret "openshift-config" "ca-config-map-secret" "ca.crt" | base64dec | toRawdJson |
toLiteral }}'

toRawJson EHREBUT i A [HEH B X H{THI JSON F/RFH, F22Mm YAML 45
¥, toLiteral AR MFIH R HIBRASBHS S, Fli, ok BHLEBERE : '{{ 'hello\nworld' |
toRawJson }} #EiREE, Hitl ) key: "hello\nworld™, FEHMHH : '{{ "hello\nworld' | toRawJson
| toLiteral }}' iR E &= key: "hello\nworld".

2.8.2.2. fromConfigmap ZheE

fromConfigMap ZhEEiR[E] ConfigMap #1453 data #M{E, HEHZIHEEMLLTIEE -

I func fromConfigMap (ns string, configmapName string, datakey string) (dataValue string, err Error)
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EALLThEERT, EHA Kubernetes ConfigMap iR ZEE., AFFFIEIRRE,. E421EM hub
SHERPAThEER TRIEMNE —pRZM, MR TRELSFNER, WESHEKCE, MREWERLE
AFF1E Kubernetes ConfigMap 5, NI IR EREAER. MRBIER EAEFE data B8, X
EFT hNERHR, AEEERZEELERDEBPIT Kubernetes FHRMLL FEE RIS, log-file data 3
HER—1M R, B©M ConfigMap X% log-file BI{E, M default 54 Z2[E13k%S log-config, log-level
#%E N data # log-level,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromcm-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
app-name: sampleApp
app-description: "this is a sample app"
log-file: '{{ fromConfigMap "default" "logs-config" "log-file" }}'
log-level: '{{ fromConfigMap "default" "logs-config"” "log-level" }}'
remediationAction: enforce
severity: low

2.8.2.3. fromClusterClaim Ihig

fromClusterClaim Zh#&E:R[E] ClusterClaim BT Spec.Value BIE, BB IZINEEMLITIEE :

I func fromClusterClaim (clusterclaimName string) (dataValue string, err Error)

ERLEThEER), A Kubernetes ClusterClaim FiEHIEZFR, MR ClusterClaim ¥EFAERE, &R
KRR ERER. EEEBRZEER LEHHIT Kubernetes FHRMNAECE RIE R, platform BiE
BAER— MR, B3 platform.open-cluster-management.io £ EBANE, B, ©M
ClusterClaim FKEU™ @R ABIE :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
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metadata:
name: demo-clusterclaims
namespace: default
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: sample-app-config
namespace: default
data:
# Configuration values can be set as key-value properties
platform: '{{ fromClusterClaim "platform.open-cluster-management.io" }}
product: '{{ fromClusterClaim "product.open-cluster-management.io" }}'
version: '{{ fromClusterClaim "version.openshift.io” }}'
remediationAction: enforce
severity: low

2.8.2.4. lookup TheE

lookup Zh#EERF Kubernetes ¥5iR{F ) JSON FRAMEGHEED], MR IFHFKNFLEREFE, NHREIZEm
M. MRFRFFE, FEERKS -V ERDE, BAEREILITHR - invalid value; expected
string.

& AR BiRvhEe, Rl yRZEERTEIRAt T ERNRE, §SH /49 Sprig FFRDEEER
ﬁo

HEZINEERILUT A -

func lookup (apiversion string, kind string, namespace string, name string, labelselector ...string)
(value string, err Error)

ERLEThEERT, #iA Kubernetes WiREI API ikA, KRB, HHZMH, {IFHOLERSEFESR. B
JAE hub SR PR S RIEHEENG RN, MR THRBELZFMEE, ESHERLE, BXRE
SR aHl, ES Kubernetes FrdflliftiFEzs XM BN SR Y. BEEBHZESRR Lablieg
Kubernetes FHRMECERIE =M, metrics-url BUEEH{ER— T EIR, ©M default v 226 iKEY
vi/Service Kubernetes metrics ¥if, Hi%xENE BT IERHH Spec.ClusterlP BI1H :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
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metadata:
name: demo-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
# Configuration values can be set as key-value properties
app-name: sampleApp
app-description: "this is a sample app"
metrics-url: |
http://{{ (lookup "v1" "Service" "default” "metrics").spec.clusteriP }}:8080
remediationAction: enforce
severity: low

2.8.2.5. base64enc Thik

base64enc HhgEREILL base64 JigHHi A data string 6. HEEHZINEERLLTIEE :
I func baseb4enc (data string) (enc-data string)
HERXAThEER, WMAFRHR{E. EHLLTEHER base64enc TRERIACE SRIE A :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
USER_NAME: '{{ fromConfigMap "default”" "myconfigmap" "admin-user" | base64enc }}'
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2.8.2.6. base64dec Thik

base64dec ThEERE— 4 LA base64 i AB enc-data string {H, BHIZINEEMLITIEE :
I func base64dec (enc-data string) (data string)
ERIXAThEER, MAFRHRE. EHELUTEEM base64enc ThEEHIECE RKBE A -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
app-name: |
"{{ (lookup "v1" "Secret

testns"” "mytestsecret"”) .data.appname ) | base64dec }}"

2.8.2.7. indent ThEE

indent ZhaERRM %4 5T padded M data string, BEHIZINHEERILLITIEE :
I func indent (spaces int, data string) (padded-data string)
EAXAThEER, BATAREEZHRBNBIEFAH. EFLUTERM indent ThEEMEC & SKIE A -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:

B
i
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- default

object-templates:

- complianceType: musthave
objectDefinition:

data:
Ca-cert: |
{{ (index ( lookup "v1" "Secret" "default” "mycert-tls” ).data "ca.pem” )| base64dec |
indent 4 }}

2.8.2.8. autoindent ThE

autoindent EEI/EARLITF indent B, TRIEBERIIANERBEHIRENSERHNBE, &
ELL T4 A autoindent EREMEC B RIS RH -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
Ca-cert: |

{{ (index ( lookup "v1" "Secret" "default” "mycert-tls" ).data "ca.pem” )| base64dec |
autoindent }}

2.8.2.9. toint Thag

tolnt MBS FHREIFAENERE, A4, MRIXZERRPORE—IIE, LRt —S4ERRA
B. XBNTHRZER YAML BENEE, EF LR TIERE :

I func tolnt (input interface{}) (output int)
EAXAThEER, BIARERBABEHNBIE, EFLUTHEA toint ThEEHACE K& ~H -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

name: demo-template-function
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namespace: test
spec:

namespaceSelector:
exclude:
- kube-*
include:
- default

object-templates:

- complianceType: musthave
objectDefinition:

spec:
vianid: |
{{ (fromConfigMap "site-config” "site1" "vlan") | toint }}

2.8.2.10. toBool ThaE

toBool EREBUFMIAFRBLHIOVR/RE, FIHRE®R/RE. A4, MRIZERPORE—IHE, B
[ —FLERANE, XN THREZESE YAML BB NH/RE, EFZEMLTIEE :

I func toBool (input string) (output bool)

EALLThEER!, HMAREERE AR/ RMENFREEIE. EFLUTH#MA toBool MEBMACE RIE 2
B -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:

enabled: |
{{ (fromConfigMap "site-config” "site1” "enabled") | toBool }}

2.8.2.11. protect ThHE

T protect Thig, #ERILUE hub £EERISEIRBPX P REIHTME, AR, SRNESESRH
LATIEE, EHLUTER protect ThREMACE REE R -

IR
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apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
enabled: |
{{hub (lookup "v1" "Secret"” "default" "my-hub-secret").data.message | protect hub}}

HEAIER YAML R84, EXT A lookup ZhEERIHIA hub £RHRIRER. ERERMFHRZER P
SRR L, ARl TEE
: $ocm_encrypted:okrrBqt720l+3WT/0vxel3vGa+wpLD7Z0ZxFMLvL204=

FERANESNMBEELR 256 fiZEF AES-CBC, NTFEIMZEEN, SINEEJIBSEIH—
B, 30 XAz,

X ATREAENBENERTRFHEERERHNER D,

Eom$ISI BN F;, 7E hub & LMIBR policy-encryption-key Secret L policy.open-cluster-
management.io/last-rotated i, ARG, KEHCIRRIELLEARMIMEREH,

2.8.2.12. toLiteral Theg

toLiteral BIREAEER AR EMBREMSIS. EalLMERILIIEERN JSON ZRFEM
ConfigMap 55 g JSON fH, Z1TEATIIEEM key SEESMBREIS :

I key: '{{ "["10.10.10.10\", \"1.1.1.1\"]" | toLiteral }}'
{5 toLiteral TheElg, RERUATEH :

I key: ["10.10.10.10", "1.1.1.1"]
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2.8.2.13. copySecretData function

copySecretData ThEES FIiEE secret WA BIEARER., BEUTERERA :

complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Secret
metadata:
name: my-secret-copy
data: '{{ copySecretData "default” "my-secret"” }}'

0 HIEFEThEES hub S EMRBEMSEAN, WA protect ThEEBZIINE.

2.8.2.14. copyConfigMapData function

copyConfigMapData That £ Hli5E ConfigMap BT data RE., EELUTEETRA :

complianceType: musthave
objectDefinition:
apiVersion: v1
kind: ConfigMap
metadata:
name: my-secret-copy
data: '{{ copyConfigMapData "default” "my-configmap" }}'

2.8.2.15. X #F Sprig FriRThEE
%%, Red Hat Advanced Cluster Management i£37#F sprig FHETIE 3 SHLLTERIHEE :

5 2.14. 2R3t X Sprig Thegzx

sprig & Functions

mEMzEeM htpasswd

Date date mustToDate how toDate

default Defaultempty fromJdson mustFromJson ternar
ytodsontoRawJson

FHANFH dig

B 70, mul div,round,sub
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sprig Functions

BERE EX|, E¥Step,
IES B

in,concat has list mustAppend mustHas must
Prepend, mustPrepend mustSlice prepend slice

FRIEEHK cat,contains hasPrefix hasSuffix join, join
Jlower replace split,splitn,substr trim trimAll tr
unc,upper

kR A EL % semver, semverCompare

2.8.2.16. Hfth¥5i:

MBTRESHIMER, HESH EREE,

BXRAG, ESHRERR DS IERGIE,

BXMERFESRTH, S Kubernetes PRk FEss 3%,

152 Golang X1 - {4 5k,

METHREZFHER, ESH Sprig Function 3244,

2.8.3. BCESRBE P S FARMR L

HRAZERRH hub KRR RE DRI E P B Ra g A E {4 O F IR R SRIEaY
#R, AREEN, hub KEHERPHRET HRAEAZEATIEERIRT hub £afF LRI M HRZE
I‘E—‘Jo

BE : MBEEMERA hub EEHEIRIEHE secret Sk HALBUREIR, NIBBRBUEELET hub £ LN E
SRGATZHMAMLERNSZEERHP, BERNBEERIEPY R, KA 2H OpenShift Container
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B2ERE

Platform ETCD INFEXZFFINE, ER XA NS, HfEA fromSecret 3 copySecretData, EREBIN
# secret hI9{E, =% protect INEEHb{E,

SR RER AL

BT TERREIRE R

X R AR

Siid B b IR

2.8.3.1. EMACEIRER

hub SEHER ST RIE 0 2P 5| BSR4 2151 A SR P A BdE.

MEEZEFshEshEH, EERRER policy.open-cluster-management.io/trigger-update 3k

EREIRS| ANBIRNER, MR ENENESBAIEERGE. H4, sIANRNSEHRA
BRAERBUAZERE LAEREIEE LI ER., SERILTERNAERSREIE,

2.8.3.2. X HEEMR I

{#/H YAML ZFFERTEBENREIR, object-template-raw ZHE— 1M A%ESH, ©XFaHER
FAfl, 0 if-else l range Thig. LLFRBIE X T FF species-category: mammal #5702 default 6y
$22 6 ch94E{a] ConfigMap s, H name % T Sea Otter :

object-templates-raw: |
{{- range (lookup "v1" "ConfigMap" "default" """).items }}
{{- if eq .data.name "Sea Otter" }}
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: {{ .metadata.name }}
namespace: {{ .metadata.namespace }}
labels:
species-category: mammal
{{-end }}
{{-end }}
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i : E2X spec.object-templates # spec.object-templates-raw 2a%EM), {HHFLKEHRISEFE
Brhi—4,

HEUTERETE, EEASKERVENZERHUEZMAEELMI MachineSet X &,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: create-infra-machineset
spec:
remediationAction: enforce
severity: low
object-templates-raw: |
{{- /* Specify the parameters needed to create the MachineSet */-}}
{{- $machineset_role := "infra" }}
{{- $region := "ap-southeast-1" }}
{{- $zones := list "ap-southeast-1a" "ap-southeast-1b" "ap-southeast-1c" }}
{{- Sinfrastructure_id := (lookup "config.openshift.io/v1" "Infrastructure" "
"cluster").status.infrastructureName }}
{{- $worker_ms := (index (lookup "machine.openshift.io/vibetal” "MachineSet" "openshift-
machine-api"” "").items 0) }}
{{- /I* Generate the MachineSet for each zone as specified */-}}
{{- range $zone := $zones }}
- complianceType: musthave
objectDefinition:
apiVersion: machine.openshift.io/vibeta1l
kind: MachineSet
metadata:
labels:

machine.openshift.io/cluster-api-cluster: {{ $infrastructure_id }}
name: {{ $infrastructure_id }}-{{ $machineset_role }}-{{ $zone }}
namespace: openshift-machine-api
spec:
replicas: 1
selector:
matchLabels:

machine.openshift.io/cluster-api-cluster: {{ $infrastructure_id }}

machine.openshift.io/cluster-api-machineset: {{ $infrastructure_id }}-{{
$machineset_role }}-{{ $zone }}

template:
metadata:
labels:

machine.openshift.io/cluster-api-cluster: {{ $infrastructure_id }}
machine.openshift.io/cluster-api-machine-role: {{ $machineset_role }}
machine.openshift.io/cluster-api-machine-type: {{ $machineset_role }}

machine.openshift.io/cluster-api-machineset: {{ $infrastructure_id }}-{{
$machineset_role }}-{{ $zone }}

spec:
metadata:
labels:

node-role.kubernetes.io/{{ $machineset_role }}: ""
taints:

96



- key: node-role.kubernetes.io/{{ $machineset_role }}
effect: NoSchedule
providerSpec:
value:
ami:
id: {{ $worker_ms.spec.template.spec.providerSpec.value.ami.id }}
apiVersion: awsproviderconfig.openshift.io/vibetal
blockDevices:
- ebs:
encrypted: true
iops: 2000
kmsKey:
arn: "
volumeSize: 500
volumeType: io1
credentialsSecret:
name: aws-cloud-credentials
devicelndex: 0
instanceType: {{ $worker_ms.spec.template.spec.providerSpec.value.instanceType

iamlInstanceProfile:

id: {{ $infrastructure_id }}-worker-profile
kind: AWSMachineProviderConfig
placement:

availabilityZone: {{ $zone }}

region: {{ $region }}
securityGroups:

- filters:

- name: tag:Name
values:
- {{ $infrastructure_id }}-worker-sg
subnet:
filters:
- name: tag:Name
values:
- {{ $infrastructure_id }}-private-{{ $zone }}
tags:
- name: kubernetes.io/cluster/{{ $infrastructure_id }}
value: owned
userDataSecret:

name: worker-user-data

{{-end }}

2.8.3.3. Sat AR

Bl et — 1 RIE, HhEEF2MH Red Hat Advanced Cluster Management ZbEREOESR, 2R
iAM&ER T, Red Hat Advanced Cluster Management 2B A &R,

E54T hub £ENERGIE, w415 {{ template content }} &0 {{ "{{ template content }} }}.

A5, &L LAE Policy B9 ConfigurationPolicy #84 #INLLF3Ef# : policy.open-cluster-

IR
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management.io/disable-templates: "true", LA EWERN, NMAFTELEINIGNBRAR. 5
ConfigurationPolicy 543 &tk 222,

2.8.3.4. Hftb 5|

MBTRESHAMER, HSHEIRIDEE.

W EIBEAR A,

METMREZIFMER, ESH Kubernetes Al & I HIZS .

%1525 Red Hat OpenShift Container Platform etcd hn#3c#4,

2.9. ER L LRI

HIR—P LR, REBEEENRZEE KAIHEHR, REFLRIEENRRFSIL.

HEEHEUTEHS :

BB R =R

EH R ERE

THIBR %2 = SR 0E

A RIS B BR

2.9.1. QLRI

IR LA A S1T5 M (CLI) & MG IR R 25K,
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RERVIFR - REEE G

B5E B N— T RENBRESE, Tl RIgN AR EERR. PlacementBinding HIEHE
®i&. 79 cluster Label selector = B AR MAYEKE L Placement ¥ PlacementBinding %,
7 {8/ Placement 51i®, ManagedClusterSet SR 414 E R A ManagedClusterSetBinding B iR

i Placement FRMIMBZRZH, MEBTHRELSIFHMEE . ESHAE ManagedClusterSetBinding i
-

2.9.1.1. FHAGHSTRAMUBERES R

STRUUTHIR, SEAGSITHRE (CLI) SRR

BT T 645 SR Ol EESRRE -
I oc create -f policy.yaml -n <policy-namespace>

T R AMNER, @id 7N policy-templates B AR K 4wt YAML X, &
HSRBE RTEE R EILLTF YAML 32 -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy1
spec:
remediationAction: "enforce" # or inform
disabled: false # or true
namespaceSelector:
include:
- "default”
- "my-namespace”
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: operator
# namespace: # will be supplied by the controller via the namespaceSelector
spec:
remediationAction: "inform"
object-templates:
- complianceType: "musthave” # at this level, it means the role must exist and
must have the following rules
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: example
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objectDefinition:
rules:
- complianceType: "musthave” # at this level, it means if the role exists the
rule is a musthave
apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "create", "delete","patch"]

iE X —4* PlacementBinding ¥5i&, EMRIEZER Placement FFiR, &K
PlacementBinding FfIRATRERLILLT YAML ;Rf :

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding1
placementRef:
name: placement1
apiGroup: cluster.open-cluster-management.io
kind: Placement
subjects:
- hame: policy1
apiGroup: policy.open-cluster-management.io
kind: Policy

2.9.1.1.1. @it CLI EFEMNZ L FEE

TR THE, @it CLI AFENRLHEE

Tos, BERERGRERIBHIFE

(i
pu
\d

I oc get policies.policy.open-cluster-management.io <policy-name> -n <policy-namespace> -0
yam|

BT TS, EEENRERIEAHE

oc describe policies.policy.open-cluster-management.io <policy-name> -n <policy-
namespace>

2.9.1.2. \IZHI S BB L2 RER

& %%l Red Hat Advanced Cluster Management 5, # A Governance Tlf3+ = Create policy.
MEEHIS O RREN, tha7E YAML iR SRh a8 YAML 3X#k. EEE YAML 4iiHidR, 1H1E Create
policy RHEMFLEFHRERE.
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5B Create policy &5, REEE: RXIRHM, 89 YAML SXHaTaEREILLTF5RRS -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
annotations:
policy.open-cluster-management.io/categories:
'SystemAndCommunicationsProtections,SystemAndinformationintegrity’
policy.open-cluster-management.io/controls: 'control example'
policy.open-cluster-management.io/standards: 'NIST,HIPAA'
policy.open-cluster-management.io/description:
spec:
complianceType: musthave
namespaces:
exclude: ["'kube*"]
include: ["default™]
pruneObjectBehavior: None
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: podi
spec:
containers:
- hame: pod-name
image: 'pod-image’
ports:
- containerPort: 80
remediationAction: enforce
disabled: false

HSHLLT PlacementBinding =l :

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-pod
placementRef:
name: placement-pod
kind: Placement
apiGroup: cluster.open-cluster-management.io

subjects:
- hame: policy-pod
kind: Policy

apiGroup: policy.open-cluster-management.io
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%S LLTF Placement = :

apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name: placement-pod
spec:
predicates:
- requiredClusterSelector:
labelSelector:
matchLabels:
cloud: "IBM"

RIE ¢ Y IRBISRER A IR,

mih Create Policy, MIZHIGOIE T ZL%KE,

2.9.1.2.1. MRS EHENR 2R

HEREHEHPEREMRERBEELRE,

i A Governance Tifl, UEESENERIROKRIIK, T - EaILIEEE Policies b2 715k
Cluster violations %5 3131 HESREE 53K,

EFE— MR EEEE SIS, WA SR Details. Clusters Hl Templates b5 1, %4
TRREEHHEIREN, RERUTER - No status,

=&, ki Policies EUIFRERRIKIFRK, BF—1 KRBT, LES
Description,Standards,Controls, ] Categories #1&.

2.9.1.3. @5t CLI BIEERIEIXE
RAERT, RRERESARBIMENTE R TEIRN, BELIURESURRE, HEVA—
MRISEFAE TR D, EORERIEEN, ELARMS 15K,

BITLUT a4, @it CLI BIERSRRRLR -
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I oc apply -f <policyset-filename>

2.9.1.4. MEZHIS G2 RIRE

1.
£SR3 dhikE Governance,

2.
YEFE Policy set 5k,
3.
YEFE Create policy set #&#H135el K H,
4,
AMEARIEERNIFAE R, ABER Submit 174,
RSB MSRBE R TP FI L,

2.9.2. B RERM

T I E R R 2R,

2.9.2.1.585F CLI FFEREEAMEISRREE+H

1.
IBITLUT o5 Sk dm B AR ROSRBRR -

I oc edit policysets <your-policyset-name>

TR A IR INTISRIE LM policies R B9FIZRH,

AL TS RIEEN placement E849 s FAZINAOSRES
I oc apply -f <your-added-policy.yaml>

PlacementBinding #1 Placement #B8IJE,
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- MREHBRRERE, R DSHRIEERE.,

2.9.2.2. MEEHIGTESRBE SR AN INSREG

1.
WEFE Policy set T+, FERBEEAARIN—1HKE,

PEFE Actions ERHH%ERE Edit. BEIF IR Edit policy set &,

HABIRHEH Policies B84y, LUAFEEZRINBISKIEER RS,

2.9.2.3. FHZ LRI

ERSREEEOA RS B, MIZHIE SRR,

FX% Red Hat Advanced Cluster Management for Kubernetes #1155, # A Governance 1
HRAEFENRIBHRIE.,

EFE Actions El#T > Disable policy. Lt HBL Disable Policy *iEHE,

mifi Disable policy. #EHKRIEE M,

2.9.3. fHkR& 2R

i CLI Sl & kR % £ 5k,
iyt CLI IR ER 25K

IBITLUT o5 SRl BR R £ 510 -

oc delete policies.policy.open-cluster-management.io <policy-name> -n <policy-
namespace>

HERREG R, ERM—ANHSTEREHPBR, 2TUTRARIEENEBEEER
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B2ERE

f& : oc get policies.policy.open-cluster-management.io <policy-name> -n <policy-
namespace>

MIZHIETHBRZ 2 5105 -

ESME NP R Governance EEEHENRIBMRIIKR, 1EFRIEEREFD S EEERRNE
B&HY Actions E#r.

mifi Remove, 1 Remove policy *IiEHEH sifi Remove policy,

2.9.3.1. M5 B R SRR

1.

£ Policy set Wik eh, HEiFRBZEEN Actions Eir, MEH i Delete B, SHIL
Permanently delete Policyset? *fiEHiE,

=il Delete #&2H,

2.9.4. FHE AR ORI TR

1EECE SRBEh{E A pruneObjectBehavior SEEEERIE QIR LHiXE

pruneObjectBehavior I, {XIEMIBRSHXEKMEERIE (HREH) B, FRIFEEXHNR,

HETRATSHEBERLU TR

DeletelfCreated : ;EHERESOIEMATA KR,

DeleteAll : 5 REREERIFRA FR.

None : XZ2EIAH, 4 ZAilRFHPERT, BREMERMEXHR.

LR s TP RIRRSRRE, EEE YAML X hiiEfH,
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fEESlE s, EaLUERE Policy templates %589 Prune Object Behavior &84y hI{E,

MEZRE Operator BISREEE L T pruneObjectBehavior 28, NIEEHAHEE MK
Operator HE, EAIRERELXNEETESHBER operator ClusterServiceVersion %,

LIEESZEREHPEH config-policy-addon FHRR, R72E& pruneObjbectBehavior, &
1ERIE EBEEREXTR, Sy 75N 41 M ZE S BRERR,

2.9.5. Hftb ¥R

R h BRI YAML SXHRE S i,

MBI BERFIEN, ESH Kubernetes XM REETFEEMZERIITER,

# & stable Policysets, ©& % Policy Generator i FEB%&, PolicySets-table,

BXREREHNES T, HEHALE.

2.9.6. EXRCIE RIS

TRRMEREE, N, AEMEREAE RS,

FEMVIENR - EEARENEEG

IR ECIE R

TG IE SR
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T B A& SRS

2.9.6.1. BIEEACE RIK

E LA ST E (CLI) & MERIEVECESRES B8 YAML X,

MEEG—NIHEH Kubernetes 5%, H&Ef M Policy Generator fERIEPHIIEAEEH, S
[ SR Ak B AR XK, BRUTES LR E RIS -

2.9.6.1.1. 3@t CLI BB ACE TRRG

TR THIR, @it CLI fIEERCiE KRS

MRS ERIEOE— YAML XX, 217U TS
I oc create -f configpolicy-1.yaml
1EBECIE SRBE AT BESS DL LA T 5RBE -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-1
namespace: my-policies
policy-templates:
- apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: mustonlyhave-configuration
spec:
namespaceSelector:
include: ["default™]
exclude: ["kube-system"]
remediationAction: inform
disabled: false
complianceType: mustonlyhave
object-templates:

IBFTEAT 6845 SR N A SRR -
I oc apply -f <policy-file-name> --namespace=<namespace>
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BITEAT D, $SubEF5H RS -
I oc get policies.policy.open-cluster-management.io --namespace=<namespace>
RS E RIS 2 O,
2.9.6.1.2. @51 CLI EFEMNECE R

TR TSR, @it CLI AEEMIBCERDE

Tor s, HEERKRERIEIFE :

(i
i
\ed

I oc get policies.policy.open-cluster-management.io <policy-name> -n <namespace> -0 yaml

Ta%, EEENACERBEAEE

(i
i
e

I oc describe policies.policy.open-cluster-management.io <name> -n <namespace>
2.9.6.1.3. MIZHIA O R BciE SR B%

MIZHIA O RERIBN, tBRTE YAML ZE3Rh 018 YAML 3X#,

MIZHIS B XBIEE, ABEMSMIEHHEE Governance,

2.
mif Create policy, it AMESBUERE — A E Rk IE EEZE 0 BRIRE,
3.
W SRS R AR SRS ERIR 0. LA TP A SR E M -
[
Name
[

Specifications
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Cluster selector

Remediation action

Standards

Categories

Controls

= Create, EMACERIECOIE,

2.9.6.1.4. MRS BEHENACIE RIS

HEEHE D AR EAIRCE RS R RS

MGG EREIEEE, %5 Governance REFEMEIRHIKRIIER, & : EaILLEE All policies
£ =#& Cluster violations i+ Fid IER N RIE R TIZ.

EFE— R REEEZ1F1E. LN E R Details. Clusters 1 Templates ¥ 11,

2.9.6.2. EHACE RIS

HHLUTERS LA T fE 0 el S 3ic & 5k BE

2.9.6.2.1. AR E RIS

ZHENEE R, SaimizRIMGEARE, EXFHA Governance TIHESEHRIES .

MERFIFRPEFRERIEM Actions ElbR, #AJS = Disable, LM IM Disable Policy
X TEHE,
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mi; Disable policy,

SRESHEEA, (BARMIER.

2.9.6.3. Ml pAAC & SRBE

i CLI Sl & i BRC i SRl

AT EGET CLI HPRAC & 3R

IBITLUT a5 LU B ARSRRE S SR B P I BRERRS

I oc delete policies.policy.open-cluster-management.io <policy-name> -n <namespace>
BITU TR SRIEERRIBEE B0 -

I oc get policies.policy.open-cluster-management.io <policy-name> -n <namespace>

[
AT SR MEEFIE T PR & 3RS -

1.
ES MR Governance EAFENRIRHIRTIEK,

2.
TERIg I R xR T IR EHBREVTRIER Actions ElR, ARG = Remove,

3.
1£ Remove policy *1EHEH 2 Remove policy,

ERRR 2R,

2.9.6.4. Hfth BTiR

M Red Hat Advanced Cluster Management X B ERIE R, HEH CM-
Configuration-Management 3X#4-3%,
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9
D

, HEM FHIRERRER, UEEERHSNENEMAERE, AXEEHMRIRNT
15, i%%*l}ﬂ%fiﬁé%lﬂﬁo

2.9.7. EMTFEERIMEHREIR Operator SRl

R R ERAFEREEM (MF%E#) B Red Hat OpenShift Container Platform ££#f L&
Red Hat Advanced Cluster Management for Kubernetes kg, NR#EEEAEEENRIEERERE
Operator Lifecycle Manager Operator B5REg, EARIBLITH IR Hitk Operator H%,

SR LA TS RESUES Operator HitkA9VIA] :

SRR 4 2ol SRS SRR —EM AN G a2 E T M. S0 IERLT
RIRERBRNEMZERBFERANEN5HE registry BIefE :

container-security-operator
&3 [ : gatekeeper-operator-product
compliance-operator

HS MRS E B R A IR RS LU IR 2 o BRRARRMUIEE TS NITEEN
REREP, FaERARIEET “B%l«llﬁjﬂ:muﬁ HEHUTHRERAER :

R ERIERR BHRIRAIE

aRReM registry.redhat.io/quay
Compliance registry.redhat.io/compliance
Gatekeeper registry.redhat.io/rhacm2

2.9.8. i fHRIZE & %2k Red Hat OpenShift Platform Plus

kS5 LIKENN A Red Hat Openshift Platform Plus $EB&5EMHE S, A Red Hat OpenShift 5§
B&EERT, Red Hat Advanced Cluster Security secured £#tHR55#1 Compliance Operator ZRE RIFfG

m


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-mirror-catalog_olm-restricted-networks
../../html-single/install#verify-required-package
../../html-single/install#disconnect-configure-icsp
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OpenShift Container Platform Z&%Ef,

2.9.8.1. o REMH

N FSRBG SR AT SE R A T4 3%

BRI N BARIER, EwFR A policy-configure-subscription-admin-hub.yaml
SRBE, I EURIEILE N enforce, FTLLT YAML EHIFHEERHRHIS M YAML 4atRaa -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-configure-subscription-admin-hub
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-configure-subscription-admin-hub
spec:
remediationAction: inform
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: open-cluster-management:subscription-admin
rules:
- apiGroups:
- app.k8s.io
resources:
- applications
verbs:
- apiGroups:
- apps.open-cluster-management.io
resources:

("1

verbs:

(1)

- apiGroups:

12



resources:
- configmaps
- secrets
- hamespaces
verbs:
- complianceType: musthave
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: open-cluster-management:subscription-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: open-cluster-management:subscription-admin
subjects:
- apiGroup: rbac.authorization.k8s.io
kind: User
name: kube:admin
- apiGroup: rbac.authorization.k8s.io
kind: User
name: system:admin
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-configure-subscription-admin-hub
placementRef:
name: placement-policy-configure-subscription-admin-hub
kind: Placement
apiGroup: cluster.open-cluster-management.io

subjects:
- name: policy-configure-subscription-admin-hub
kind: Policy

apiGroup: policy.open-cluster-management.io
apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name: placement-policy-configure-subscription-admin-hub
spec:
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- {key: name, operator: In, values: ["local-cluster"]}

ZMESITREMNATNES YAML, #H5TUTHS :

I oc apply -f policy-configure-subscription-admin-hub.yaml

13
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% Policy Generator kustomize 1. {#f Kustomize v4.5 S{EEMRA, HESH LK
RHELLZR % Operator,

RIRREE policies pR 22, MAIFF XM AZAZHEET ClusterSet, Hltn, SHIFL
FALLTFRHI YAML $$6p 8 22 A48 E BIZKIAM ClusterSet :

apiVersion: cluster.open-cluster-management.io/vibeta2
kind: ManagedClusterSetBinding
metadata:
name: default
namespace: policies
spec:
clusterSet: default

BT TS LM GG {75 E R A ManagedClusterSetBinding B :

I oc apply -f managed-cluster.yaml|
WRSERKERE, EeILAN AKRIRE,

2.9.8.2. N f Red Hat OpenShift Platform Plus $RE&EE

1.

{85 openshift-plus/policyGenerator.yaml 3X#4, H#HE S Red Hat OpenShift Plus i
SEREZHBRBE. iESH openshift-plus/policyGenerator.yaml,

{3/ kustomize B IFSRBELS FRIRE hub &8 :
I kustomize build --enable-alpha-plugins | oc apply -f -

- SFERERERN OpenShift Platform Plus B{EaZH 4, iH4miR
policyGenerator.yam| 3 FH BRI X Lo 2 (RO SRIE.

2.9.8.3. Hth BTl

NE T ARRISENELE, ES 5 Red Hat OpenShift Platform Plus $EB&4E,

WREIEIEFEFL, FRARIEELRZ Red Hat OpenShift Platform Plus

14


../../html-single/gitops#gitops-policy-operator
https://github.com/open-cluster-management/policy-collection/blob/main/policygenerator/policy-sets/stable/openshift-plus/policyGenerator.yaml

2.9.9. i OperatorPolicy ¥ iR%% Operator (3 ATH)

BHAEZEERh%Z 3 Operator Lifecycle Manager (OLM)3%& Operator, i&1E Policy & X
OperatorPolicy SRkB&#tR,

2.9.9.1. fil& OperatorPolicy ¥R %% Quay

HZHLLT operator 5RBERfHl, ©{FM Red Hat operator B3RFE stable-3.11 JiE rh R ERHHM
Quay Operator :

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: install-quay
namespace: open-cluster-management-global-set
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/vibetail
kind: OperatorPolicy
metadata:
name: install-quay
spec:
remediationAction: enforce
severity: critical
complianceType: musthave
subscription:
channel: stable-3.11
installPlanApproval: Automatic
name: quay-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

71N OperatorPolicy $KB&#ER S, EALHIAREEREF IR operatorGroup 1 subscription %}
. AL, OLM 2EHRHRNRE, EablAEESZELRE L OperatorPolicy FREH .status.Conditions
1 .status.relatedObjects B AN FIRMEERIKE,

F55UE Operator SREGIRTE, HEZERMPIZTUTHS :

I oc -n <managed cluster namespace> get operatorpolicy install-quay

2.9.9.2. Hfth FiR

IR
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15284 Operator SRBEILHIZ: (AT

2.10. SRBEHHI

TEH R KBS, RETe RS RIS S RIg R, EXEEHPHNUTFEREIEK
# : dependencies #l extraDependencies, &A7HBEKHTN, SHEBERNERKERETES

HAME R,

R ERYIFR - SRISEE 5

BELUTEREBEKITRA, RA upstream-compliance-operator R B EEH D SHINF 20

£ ScanSettingBinding :

16

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:

annotations:

policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53

policy.open-cluster-management.io/description:
name: moderate-compliance-scan
namespace: default
spec:
dependencies:
- apiVersion: policy.open-cluster-management.io/v1
compliance: Compliant
kind: Policy
name: upstream-compliance-operator
namespace: default
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: moderate-compliance-scan
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: compliance.openshift.io/vialphail
kind: ScanSettingBinding
metadata:
name: moderate
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialpha1



kind: Profile
name: ocp4-moderate
- apiGroup: compliance.openshift.io/vialpha1
kind: Profile
name: ocp4-moderate-node
settingsRef:
apiGroup: compliance.openshift.io/vialpha1
kind: ScanSetting
name: default
remediationAction: enforce
severity: low

- KB R R TRIE S — P RRFPSREIE M A B — N RE

2.11. ff%" HUB %2t

BT 1855 hub £HL2MEAET Red Hat Advanced Cluster Management for Kubernetes %22%,

SERR LT ER -

{%1" Red Hat OpenShift Container Platform, MIEE %58, &S OpenShift

Container Platform Z£ A&,

2.
WEBRT A AN TRH(RBAC). WEESEL, WEHETA BN,
3.
SR SES, WSS,
4.
ESEREIE, WH SIS
5.

BEWHBIERERBHREMIRIE. HSHSITRIRR

17


https://docs.openshift.com/container-platform/4.13/security/index.html
../../html-single/access_control#role-based-access-control
../../html-single/clusters#credentials
../../html-single/governance#supported-policies
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&5 3 & GATEKEEPER OPERATOR

Gatekeeper @ —NKiUE webhook, ©HFAHITThEE, ALURHRIHITE T AE XHFRE LHNKRIE, %K
B&{&E A Open Policy Agent (OPA) iz17. #ErILLI{EMA Gatekeeper operator SREREERFh & &
Gatekeeper. Gatekeeper A a il Ti¥fh Kubernetes ¥RA MM, EaTLU{EA OPA #F1RI&SI %,
F{HFH Rego fEHRIBIES.,

SERFZMH - BRI Gatekeeper F1F Gatekeeper KBS FABIKEN, FE Red Hat Advanced Cluster
Management for Kubernetes =% Red Hat OpenShift Container Platform Plus 1], REEZIHTRA

i Red Hat Advanced Cluster Management 323%/ OpenShift Container Platform kx4~ (kx4 3.11
BR4L) EZFF gatekeeper,

MEEILL T R %5 X {8 Gatekeeper operator IS8 :

£ Gatekeeper A RMZREMREE Gatekeeper operator 5

3.1. 52 GATEKEEPER A JsRHZ 5K

Gatekeeper $RB&&Ed [ AL HEMR (ConstraintTemplates) 12k 4 E, #H Red Hat Advanced
Cluster Management kB F {3 i Gatekeeper ZJRMILLTF YAML 7R~f :

ConstraintTemplates 12z : {#f Red Hat Advanced Cluster Management $RB&{E
hub 8 L T2 K84 Gatekeeper 23RH Gatekeeper Hil 5REG. LLTFRAIELT —
4 Gatekeeper ConstraintTemplate #1 constraint (K8sRequiredLabels), Uf{RERA R R
Ze[HFRiXiE T gatekeeper FR%s: :

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: require-gatekeeper-labels-on-ns
spec:
remediationAction: inform ﬂ
disabled: false
policy-templates:
- objectDefinition:
apiVersion: templates.gatekeeper.sh/vibetai
kind: ConstraintTemplate
metadata:
name: k8srequiredlabels
annotations:
policy.open-cluster-management.io/severity: low 9
spec:
crd:

18
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spec:
names:
kind: K8sRequiredLabels
validation:
openAPIV3Schema:
properties:
labels:
type: array
items: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8srequiredlabels
violation[{"'msg'': msg, "details": {"missing_labels": missing}}] {
provided := {label | input.review.object.metadata.labels[label]}
required := {label | label := input.parameters.labels[ ]}
missing := required - provided
count(missing) > 0
msg := sprintf("you must provide labels: %v", [missing])
}
- objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibeta1
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
annotations:
policy.open-cluster-management.io/severity: low 6
spec:
enforcementAction: dryrun
match:
kinds:
- apiGroups: [""]
kinds: ["Namespace']
parameters:
labels: ["gatekeeper"]

E5 remediationAction #i%i&J7 inform, FTLL Gatekeeper £\3RE
enforcementAction FERESR warn, i XEBKE Gatekeeper R FEH RS
BHERD gatekeeper FRZEMIMRZZER], WIRHERE remediationAction % &7y enforce, NI
Gatekeeper £J3R enforcementAction FEXR#ES N deny, EXHMERT, ILEERIBL
IHEM A RIS EHER D gatekeeper P2 My & 224,

a3k : 84 Gatekeeper AR LHREMR%E policy.open-cluster-
management.io/severity ™ EH{H. AMH S5 Hth Red Hat Advanced Cluster
Management 5EB&XE4HRE : low, medium, high, =% critical,

FAMmAEES, BRI TRIERAEE - warn - you must provide labels:
{"gatekeeper"} (on Namespace default); warn - you must provide labels: {"gatekeeper"}

19
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(on Namespace gatekeeper-system). H & & Gatekeeper £J3Rs; ConstraintTemplates #/f
B/, BREIF ConstraintTemplates tha MZEEE R,

EMEHEEEREZELSEHMN Gatekeeper HiTER, EHFAKRBEIR £Z££ lm. MES
ATER, FEEXBUMHITH Kubernetes X&) YAML,

R Gatekeeper hii4< 3.9 sk S MRAERRBIHITTEERE, #HXFR YT A,

Gatekeeper H i THEEENIAB A HNEIT—R. HiTER24EE hub £, LUEESE
£ %11 Red Hat Advanced Cluster Management REZIR ShEE,

policy-gatekeeper-admission : £ Red Hat Advanced Cluster Management SkB& {55 F

policy-gatekeeper-admission Bci& 5kl& ki gatekeeper admission webhook 1644
Kubernetes APl iF3K :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-admission
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Event
metadata:
namespace: openshift-gatekeeper-system # set it to the actual namespace
where gatekeeper is running if different
annotations:
constraint_action: deny
constraint_kind: K8sRequiredLabels
constraint_name: ns-must-have-gk
event_type: violation

3.1.1. Hb ¥R

[
METREZIFMER, 1ESH policy-gatekeeper-operator.yaml,
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https://github.com/open-cluster-management-io/policy-collection/blob/main/stable/CM-Configuration-Management/policy-gatekeeper-operator-downstream.yaml

85 3% GATEKEEPER OPERATOR

METREZIFHAER, 1556 OPA Gatekeeper 2t 40

BEXEHHMRMNESER, HEHAEELERK,

BEXRREERNES I, HEHALE.

3.2. €32 GATEKEEPER OPERATOR k&

{1/ Gatekeeper operator SRBEIEZEEE L L% Gatekeeper operator #1 Gatekeeper, TELLTER
ST B . HEEMEH Gatekeeper Operator TRlg,

REMVIHDER - KHEERR

{1/ Gatekeeper operator KBE% % Gatekeeper

MIEFIS O] Gatekeeper SREE

FH% Gatekeeper #1 Gatekeeper operator

B Gatekeeper operator SRHB&

Bk Gatekeeper operator k&

ik Gatekeeper kg, Gatekeeper #1 Gatekeeper operator g

3.2.1. {§[ Gatekeeper operator RBEZ % Gatekeeper

AR EES kL% Gatekeeper Operator, OpenShift Container Platform Bxshizft 7
gatekeeper operator, MIFZEZIER , FZ4J OpenShift Container Platform 354189 fF Operator
YIS b
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https://www.openpolicyagent.org/docs/latest/kubernetes-introduction/#what-is-opa-gatekeeper
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/operators/administrator-tasks#olm-adding-operators-to-a-cluster
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B E SRR IR R L2 Gatekeeper operator 3Rl&, fELRZETEH, Operator ZHHIT A HIEL
gatekeeper operator ST HZEEIZELMh, RS, Gatekeeper operator 2l —4* Gatekeeper B
iE X BRkBLE Gatekeeper, EH Gatekeeper operator B E YR Hl.

132 #%F enforce () FMBURMERTERT, gatekeeper operator $kB&H Red Hat Advanced
Cluster Management Ad B RB&ILHIZR 1R, Hi%iEN enforce I, EHIZEEDIMIE Gatekeeper
Operator KHg,

3.2.2. MIEHIB I Gatekeeper B

THS B LU 2k M 5 Ol R SR -

—_

W MERHIS OB SR RS Sk 2% Gatekeeper TRlg. 74, #EuILL#A Additional resources
84, LIBIASRA YAML LIEBE policy-gatekeeper-operator.yaml,

2.

EXHE#E, A Governance T,
3.

7EFE Create policy.
4.

TESERER NS, M Specifications FEx+ 1% Gatekeeper Operator, REIEMSBIERED)
EHR, RIEEIAKEN inform,

T BIREILE ) enforce EZR % gatekeeper,

3 : EKiA{EH Operator £,

3.2.2.1. Gatekeeper operator HE X ¥R

apiVersion: operator.gatekeeper.sh/vialphai
kind: Gatekeeper
metadata:
name: gatekeeper
spec:
audit:
replicas: 1
auditEventsinvolvedNamespace: Enabled ﬂ
logLevel: DEBUG
auditinterval: 10s
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constraintViolationLimit: 55
auditFromCache: Enabled
auditChunkSize: 66
emitAuditEvents: Enabled
resources:
limits:
cpu: 500m
memory: 150Mi
requests:
cpu: 500m
memory: 130Mi
validatingWebhook: Enabled
mutatingWebhook: Enabled
webhook:
replicas: 3
emitAdmissionEvents: Enabled
admissionEventsinvolvedNamespace: Enabled 9
disabledBuiltins: - http.send
operations:
- "CREATE"
- "UPDATE"
- "CONNECT"
failurePolicy: Fail
resources:
limits:
cpu: 480m
memory: 140Mi
requests:
cpu: 400m
memory: 120Mi
nodeSelector:

region: "EMEA"
affinity:
podAffinity:

requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
auditKey: "auditValue"
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: "Example"
operator: "Exists"
effect: "NoSchedule"
podAnnotations:
some-annotation: "this is a test"
other-annotation: "another test"

+ <1> J3 H auditEventsinvolvedNamespace ¥, LEBREAIRNMEAZAHITEHS. Ak, LT
SHEAARME Gatekeeper ZHI25EBEh, --audit-events-involved-namespace: true. <2> j3
admissionEventsinvolvedNamespace SECREREAIEMNMAZ R AAAEH., AL, LTFSBEEZM
¥l Gatekeeper 12HI2328E+, --admission-events-involved-namespace: true.<3> #&a] LU F LU TR {E
kEH webhook #F. *f operations S¥({EFLLF{H : "CREATE", "UPDATE", "CONNECT", #
"DELETE ",
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3.2.2.2. NESF15ECE auditFromCache

Gatekeeper operator 7£ auditFromCache H 1 EE L FRE LR AT EE, KXBERIANE

M. MRFAT auditFromCache, NFEENREFF1EXE config.gatekeeper.sh, iH& 1[5 Gatekeeper
XREPHEEF T B

Gatekeeper operator M P ZEHPRFIPIRE TR, RAENXEFRBADRED, MRFTEFREF
1£, Operator 2fIEEE KR,

1£ Gatekeeper %Rt auditFromCache % &4 Automatic, M FHIFE :

apiVersion: operator.gatekeeper.sh/vialphai
kind: Gatekeeper
metadata:
name: gatekeeper
spec:
audit: replicas: 2
logLevel: DEBUG
auditFromCache: Automatic

H 5[ Gatekeeper operator fELL FRBIMBSE XA+ 73I0 syncOnlys ¥4 -

apiVersion: config.gatekeeper.sh/vialphai
kind: Config

metadata:
name: config
namespace: "openshift-gatekeeper-system”
spec:
sync:
syncOnly:
- group: "
version: "v1"
kind: "Namespace"
- group: "
version: "v1"
kind: "Pod"

HZmPIZTA TS, KX AS REREA :

I oc explain gatekeeper.spec.audit.auditFromCache

3.2.3. A% Gatekeeper 1 Gatekeeper operator
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https://open-policy-agent.github.io/gatekeeper/website/docs/audit/#configuring-audit

% 33 GATEKEEPER OPERATOR

Rl LAA. Gatekeeper F1 Gatekeeper operator B4, Zi{difH Gatekeeper operator RE§ZR%:
Gatekeeper operator i, i%¥& installPlanApproval B{&, %4 installPlanApproval i%&J
Automatic i, Operator 2 H&FH.

% installPlanApproval i%&77 Manual i, E#ZiFDiib S EEM Gatekeeper Operator F+
%Ko

3.2.4. B Gatekeeper operator $Rig

BELUTEHOLLT U8 H Gatekeeper operator $REg,

3.2.4.1. M\IZHIS & EF Gatekeeper operator kil

EHA hAEEEMN Gatekeeper operator SRBE R HIRE,

MRS ERBIEEE, = Governance EEFEMNEIRNRIRIIER, 3T : EAILLERE Policies T7%
Ti=k Cluster violations %3+ 31 JEERETIZR.,

1EFE policy-gatekeeper-operator SRBEREFE L IFME R, Wi Clusters EUFREERIEER
B,

3.2.4.2. Z*f Gatekeeper operator KHig

£ gatekeeper operator k&,

& %%l Red Hat Advanced Cluster Management for Kubernetes $##l& )5, #tA Governance Tl
mREFENRIBHRTIE.

7#£#¥ policy-gatekeeper-operator 5kB&H Actions bR, #AJ5 = Disable, L1 3N Disable
Policy *1EHE,

mifi Disable policy. #£f policy-gatekeeper-operator $Ri& 25 H.

3.2.5. fifiB* Gatekeeper operator 5RHB&
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Wt CLI skidl& B Gatekeeper operator SREg,

#id CLI B2 Gatekeeper operator 3RHB& :

BT T a5k MiBR Gatekeeper operator 5B :

oc delete policies.policy.open-cluster-management.io <policy-gatekeeper-operator-
name> -n <namespace>

MERRIEE, ERM—IHEPEIREHPBER,

oc get policies.policy.open-cluster-management.io <policy-gatekeeper-operator-name> -
n <namespace>

MiEFIE MBS Gatekeeper operator SREE :

## A Governance Tilfl, UEEBENERIKHKRIIZEK,

B 7Rl H&ERESEE, = policy-gatekeeper-operator $RB&# Actions Eli5, =
Remove LUBR1Z3EB&. £ Remove policy X1iE#Er s Remove policy.

&1 Gatekeeper operator $RB&E MR,

3.2.6. HI#; Gatekeeper Kli&. Gatekeeper #1 Gatekeeper operator sRlg

SSECEL TR BRELEEL gatekeeper RBS. gatekeeper 1 gatekeeper operator $Rlg :

BRI FA B2 E A9 gatekeeper Constraint #1 ConstraintTemplate :

%t Gatekeeper operator B, HEIfEMANAIE gatekeeper Constraint F]
ConstraintTemplate # ConfigurationPolicy &4k ,
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$+ ConfigurationPolicy #4k ) complianceType {2y mustnothave,

REFEN R,
2.
MEZELSEPMER Gatekeeper =26 :
a.
%t Gatekeeper operator R, #%EIFT O/ Gatekeeper HE X FiRH
ConfigurationPolicy #ifz,
b.
$+ ConfigurationPolicy #4kf complianceType {2 mustnothave,
3.

RS2 E L2t LM Gatekeeper operator :

%t Gatekeeper operator g, $%EIFTF I Subscription CR
ConfigurationPolicy #ifz,

$+ ConfigurationPolicy #4k ) complianceType BI{AE{ mustnothave,

Gatekeeper kg, Gatekeeper F Gatekeeper operator SRE& = ENE

3.2.7. Hfb ¥R

TR X gatekeeper MIFHE R, HSH%KM gatekeeper 2RI HREMR,

#E314 Policy Gatekeeper =fl,

M 7 el AT Gatekeeper operator SREERRIRIESEBULEA, FS [ Gatekeeper Helm
Chart,

BRPE=FRES REBRNTEINER, HSHRNE=T RIS,
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https://github.com/open-cluster-management-io/policy-collection/blob/main/stable/CM-Configuration-Management/policy-gatekeeper-operator-downstream.yaml
https://github.com/open-policy-agent/gatekeeper/blob/master/charts/gatekeeper/README.md
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B 4 T LB =5 RIRIEHIEE

ERE=75%RNE, ERIEEIRPOIRAESCER, YIEE— SN EHIE. EHEE5A%H,

&R LAMER policy-collection/community RIS =55,

T FRYN{RIER A LT 56 =5 3R -

Gatekeeper operator

RIB R

4.1. RER B ES

Policy Generator 2 Red Hat Advanced Cluster Management for Kubernetes [ A2 4 fp @ HA
T GitOps TERI—EB4, ©f#EA Kustomize 4% Red Hat Advanced Cluster Management &
B, SREEERZRM Kubernetes 755 YAML X##9% Red Hat Advanced Cluster Management &Hg,
BT A TECE © M PolicyGenerator 555 YAML X124t KBS RS Kustomize £ Hi23iE
#ChE, B X Kustomize WESER, iHEEL Kustomize X #,

MBEZREE

m
3
W
E’l

LIRSS -

RGP ERThEE

SRR 4 AR ECIE L1

RIBENSBEESER

4.1.1. SREBE 4 23 ThEE

Policy Generator %2 5 Red Hat Advanced Cluster Management K 2R EHAIT I GitOps
THERMERF LT Kubernetes BTRY M5 4 FIS2E OpenShift Container Platform 58, &0
Red Hat Advanced Cluster Management $5E&fj{t Kubernetes (84 7,
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https://github.com/open-cluster-management-io/policy-collection/tree/main/community

88 4 T SNE=ARIRIEHIES

{$i/ Policy Generator SR LA TR 4E :

T Kubernetes 5& ¥ 304 # 7y Red Hat Advanced Cluster Management i i& 5:H%,
H1EM Kustomize B OIBHEH,

EF5HIA Kubernetes 55 H 15 AZI4E MM Red Hat Advanced Cluster Management SRB&Hil
X EFFETENT .

RGN RSB SRS, LUEE A LLET Red Hat Advanced Cluster Management for
Kubernetes #iit5 Gatekeeper RB&iH R 1E 5.

£ hub 5£8¥ £ BUGRERE,

4.1.2. BB ES

R RZR 2 —1 Kustomize £ pdatafE, EECE T —1 PolicyGenerator kind #1 policy.open-
cluster-management.io/v1 API lR& KI5 H,

FEHEAEM, B kustomization.yaml XHHZFIN—A generators &4, HEFLLTRHI :

generators:
- policy-generator-config.yaml

LBIsh5I A/ policy-generator-config.yaml X2 —4 YAML XX #, HPaEZELERIEIEAU
B, 9 PolicyGenerator Bi& ST BER UL TR A -

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:

name: config-data-policies
policyDefaults:

namespace: policies

policySets: []
policies:

- name: config-data

manifests:
- path: configmap.yaml
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configmap.yaml { XRE A S1ERIEHH Kubernetes 555 YAML X#. 54, ErlLlix&
Kustomize B MR, HFXBEEBZ 4 Kubernetes ;5% YAML X#MBF., EELUUTRM :

apiVersion: v1
kind: ConfigMap
metadata:
name: my-config
namespace: default
data:
key1: value1
key2: value2

4 BB Policy LA 4B Placement §1 PlacementBinding BIREREILLTFRH -

apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:

name: placement-config-data

namespace: policies
spec:

predicates:

- requiredClusterSelector:

labelSelector:
matchExpressions: []

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-config-data

namespace: policies
placementRef:

apiGroup: cluster.open-cluster-management.io

kind: Placement

name: placement-config-data

subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy

name: config-data
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/description:
name: config-data
namespace: policies
spec:
disabled: false
policy-templates:
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- objectDefinition:

apiVersion: policy.open-cluster-management.io/v1

kind: ConfigurationPolicy
metadata:

name: config-data
spec:

object-templates:

- complianceType: musthave

objectDefinition:
apiVersion: v1
data:
key1: valuet
key2: value2
kind: ConfigMap
metadata:
name: my-config
namespace: default
remediationAction: inform
severity: low

4.1.3. RIBENSBEBESER

5B 4 & FRHE=FRIBEE RIS

AR, B RIEE I LIZE S policyDefaults £ #1Bk namespace A KA FE, S RIEEER

A LIE S policySetDefaults #84 h A FEX.

R 41. 88K
FEX

apiVersion

kind

metadata.name

placementBindingDefaults.n
ame

policyDefaults

policyDefaults.namespace

AR

U

f9{E% & policy.open-
cluster-management.io/v1,

1$1&1% 4 PolicyGenerator LL&
ERBGREY,

B FIRARIE IR B,

MREARERERERMNKE,
fEF L BTN E R

PlacementBinding 4 Mt —4
R, fFHRESS AT RIS EUEHS

=

Ko

X F policies BUAHFHIKE, X8
FIHMERIRINMEBRKES, B
namespace R4,

TR SREGEYan 4 Z2 1],
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B iR ek

policyDefaults.complianceTy  #%iE RELNELSER EXTRIFITH

pe B R SRBR IR I BR4T . MR LUE
AER

musthave. musthave =
mustnothave, Eti\{E N
musthave.

policyDefaults.metadataCom  i#i& TEfEE T BIEER 2 5 5 RF R RORT
plianceType RIFTHER, KBS
complianceType, &= L&A
#{E = musthave #
mustonlyhave., EKi\{E %2
{h, ERBEITHEIEN
complianceType,
policyDefaults.categories g policy.open-cluster-
management.io/categories F
R EABERAAH, BIMES
CMECEEH,
policyDefaults.controls B | policy.open-cluster-
management.io/controls ;Ffi#
R REEIERAE, BOAMER
CM-2 Baseline
Configuration,
policyDefaults.standards By | policy.open-cluster-
management.io/standards ;x
R ER—HirE, BRIMES
NIST SP 800-53.
policyDefaults.policyAnnotat & RB%1E metadata.annotations
ions ORI BHERE, FRIETESREEH
BER, SNSERFMERE,
EOMENZE {Do
policyDefaults.configuration = %iE FAF & Y BL B SRR X B RO R
PolicyAnnotations BIBE(EXS, BN, EETLLEEE X

LU S8R 5 A SRBRAEAR -
{"policy.open-cluster-
management.io/disable-
templates”: "true"}. EKIMEH

z {b-
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policyDefaults.copyPolicyMe
tadata

policyDefaults.severity

policyDefaults.disabled

policyDefaults.remediationA
ction

policyDefaults.namespaceSe
lector

policyDefaults.evaluationinte
rval

policyDefaults.pruneObjectB
ehavior

AR

-
b

(&
b
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i

-
b

BB EE IR 22 F] e F 22 A X R

=HEN

2R

-
b

5B 4 & FRHE=FRIBEE RIS

sk

SHIFr A RISMIIR SRR, FHE
eI TRMEBIARE S, KINZE
Htrue, MARKEN false, MR
B RIS HEZRF E B SRBE AT 25 RN R
S HIEIS HIREE A,

RESFE BT EM, BRIAEN
low,

RIEBERERER, RRTXEE
B, FALEREERS. BIME
o false, X&J5 AR,

RERBIHNEALE, SEER
enforce flinform, B\ EE
inform,

AENRENARNZESREFHH
%2208, include #l exclude
SRESZIRELMT RGP A
B[RRI SRR R ZRIA

X, matchExpressions 7l
matchLabels i€ ETEW
R ZEE, FBH Kubernetes Fr
FRIEFEERS . ERBIFI KB
FHRXBAESHIGE R &}
e TI=R

f#F compliant 1
noncompliant SHIEERES
FURSH 21T R SRIR RIS, 4
SERHEFRERN CPU KR
BF, BTN AR, LA
Kubernetes APl £BJ CPU {£FE
2, XE2FEHERER, 5

mn, "1h25m3s" K& 1/, 25
S 3IF, efBETLUZE N
"never", LLUBRIEERRNIFES
FUR S B 15 5RBE

R TE TEM BRERBE S 2 D BR R SR
BR OISR IR R, RAEREHN
R EHRIZE ) enforce B ¥
KRIFTIER., R~BIMES
DeletelfCreated. DeleteAll =%
None., EXIAEN None,
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policyDefaults.recordDiff

policyDefaults.dependencies

policyDefaults.dependencies
[l.name

policyDefaults.dependencies
[l.namespace

policyDefaults.dependencies
[].compliance

policyDefaults.dependencies
[1.kind

policyDefaults.dependencies
[l-apiVersion

policyDefaults.description

policyDefaults.extraDepende
ncies

policyDefaults.extraDepende
ncies[].name

policyDefaults.extraDepende
ncies[].namespace
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&7 Policy, BRI ZERE
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ConfigurationPolicy,
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£33 F dependencies 7&K
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policyDefaults.extraDepende
ncies[].compliance

policyDefaults.extraDepende
ncies[].kind

policyDefaults.extraDepende
ncies[].apiVersion

policyDefaults.ignorePendin
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policyDefaults.orderPolicies

policyDefaults.orderManifest
s

policyDefaults.consolidateM
anifests

policyDefaults.informGateke
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s

s

s

s

¢
b

7%

AR

b

b

b

b

18

b

b

5B 4 & FRHE=FRIBEE RIS
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MRBELFHEMMERET, B
&% Compliant,

MREGFE, BILEH Policy,
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&, #0 ConfigurationPolicy.
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policy.open-cluster-
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% Policy Generator & H ki 11
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policyDefaults.dependencies
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extraDependencies, LUEE]
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BIIA N . 2
policyDefaults.consolidateM
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policyDefaults.extraDepende
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HRBg, BIAMEN true,

% informGatekeeperPolicies
KB N false LAEEE A
Gatekeeper ;& %#, MEREERE
REEHRE L, HREEIAER
gatekeeper SRB&E RN, DURE

BN A AT RO BC B SRS LAE
1£ Red Hat Advanced Cluster
Management AR IERES S R IE
. BOMEN true,
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policyDefaults.informKyvern
oPolicies

policyDefaults.policyLabels

policyDefaults.policySets

policyDefaults.generatePolic
yPlacement

policyDefaults.generatePlace
mentWhenInSet

policyDefaults.placement

policyDefaults.placement.na
me
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%% 7t metadata.labels 34>
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policyDefaults.generatePlac
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policyDefaults.placement.lab
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policyDefaults.placement.pla
cementName

policyDefaults.placement.pla
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policyDefaults.placement.clu
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policyDefaults.placement.pla
cementRuleName
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BEMAE XK,

E XS EREHPBEEN
W&, &G0 Placement, m
2— PlacementBinding 3%
B8 E ZiX 1 Placement,

ZEESHRANANRE, HEEMEX
F kustomization.yaml XX ##9
MIEMRER. R, WEIAFT
BERBERLEKE, H5H
labelSelector L\ 4 T HY
Placement,

PlacementRule E##F A, EA
labelSelector k£ K E.
key:value ski2ft
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HAFRBRRIBE BN, HSH
placementRulePath Li5E
B,
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W&, EEAEEPWINEREN
N, EEELSENA

#r, PlacementRule ~&#0))
#, {8 PlacementBinding %
BRA8E I A #Y
PlacementRule,

PlacementRule 2#%F A, =
#, {#F placementPath 15E K
B, BEESFERIAKRENN, F
BEMENF
kustomization.yaml 32 {48941
BRERER, MREME, NBAFFE
RESEE R REFIN, 1554
clusterSelector L\ 4 BT HY
PlacementRule,

RIBIXBHBIAE, HLSEIIH
BERBINEE 4% policySets
BHPMRBEER,
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FEX = T

policySetDefaults.placement &

policySetDefaults.generateP i =1
olicySetPlacement

policies R
policies.description i =1
policies[].name B
policies[].manifests IR
policies[].manifests[].path IR
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Z0EMRIRIIRURBEZRIME
5 policyDefaults F1%EHI(HE.,
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policyDefaults.

1B E QIR RES B f
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REEH S EH Kubernetes W RE
HEIR, URBEBZRIME. WK
B& iR % B A s
policyDefaults FiX &/, 0
& THRESFERNER, 1§50
policyDefaults, %%
Manifests iXi& 7 true itf, RF
complianceType. metadataC
omplianceType #1recordDiff
A LAFE policies[].manifests %
IR EE.

1%} F kustomization.yaml 52
%, BIEAHMIRRE. FEXH
B %= Kustomize Bk, f1R1ZAB
ER— Kustomize B3k, NI&ERK
BAREERNRIERIHN BRI 1T
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Kustomize B &AL Helm chart,
THIEIZ 1T RIS E R 2R BN R A
POLICY_GEN_ENABLE_HEL
MiZEH "true”, LAMENRIEE
255 A Helm,



5B 4 & FRHE=FRIBEE RIS

S Epsi DA Tk
policies[].manifests[].patche = %i& BB B HA Kustomize fh
s Thlk, MRELSNER, N TH
ZXRE
apiVersion. kind. metadata.
name 70

metadata.namespace (IR
EA) FE, LUE Kustomize AT L
HHIFNT M ARIE S, MRRE
—NEH, N LUgHh
metadata.name 7
metadata.namespace F%,

policies.policyLabels i =1 #B&7£ metadata.labels (4
BEWNIRE. policyLabels &%k
ERATRARR, PRIETERIEHIE
Eo

policySets it =] ZOIRIRIRERTIR, URES

ZRIAE K policySetDefaults &
HENE, BEERBERIER
&, 1HfERA
policyDefaults.policySets,
policies[].policySets, sk
policySets.policies, 1% T f#
BEFERMMELR, FSH

policySetDefaults,
policySets[].name IR Z 0 RRERH BT,
policySets[].description IR Z OB RIREA R,
policySets[].policies g SIEERIBE PRI IIR, MR

MEET
policyDefaults.policySets =X
policies[].policySets, %%
2WEFF.
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[

BEHY 4 RCRBELL %R 2 GitOps Operator,
[

MRBTRELIFMEE, FSHRIBXELEHER.
[

MBESEL, HSHNA Kustomize,
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MBTREESIE, HSHLEEE,

iH& 14 kustomization.yaml X#xw41,

#EZ 5 Kubernetes W& fEEESS 8%,

MEEZFMER, HSH Gatekeeper,

#HE& 5 Kustomize 3244,

W BISE RSB =75 SR 2 HlI 2 304,

4.2. %% COMPLIANCE OPERATOR HIRRS

4 Bf$ Compliance Operator ZEEBIKEHAIEEE, M namespaced T Operator,
i Compliance Operator, %% OperatorGroup ;5 H#,

SER LA TR -

BIE—4 YAML 3¢ #, HbhaE Namespace. Subscription #14%5 compliance-
operator.yaml ] OperatorGroup ;& ¥, LA FRHINFXLEE H %3] compliance-operator
B2

apiVersion: v1
kind: Namespace
metadata:

name: openshift-compliance
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: compliance-operator

namespace: openshift-compliance
spec:

targetNamespaces:

- openshift-compliance

apiVersion: operators.coreos.com/vialphai
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kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

fll& PolicyGenerator Be& X, EEHLLT PolicyGenerator sRB&Rfl, ZnBIEFE
OpenShift Container Platform ZE&%E E% 3% Compliance Operator :

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-compliance-operator
policyDefaults:
namespace: policies
placement:
labelSelector:
matchExpressions:
- key: vendor
operator: In
values:
- "OpenShift"
policies:
- name: install-compliance-operator
manifests:
- path: compliance-operator.yami

T RBE 4 B 2R % kustomization.yaml X {4, generators FB4 AIRER LA FACE -

generators:
- policy-generator-config.yaml

Hit, ERBISRBEREIT LR X -

apiVersion: cluster.open-cluster-management.io/vibeta1
kind: Placement
metadata:
name: placement-install-compliance-operator
namespace: policies
spec:
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- key: vendor
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operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-compliance-operator
namespace: policies
placementRef:
apiGroup: cluster.open-cluster-management.io
kind: Placement
name: placement-install-compliance-operator

subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy

name: install-compliance-operator
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/description:
name: install-compliance-operator
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-compliance-operator
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-compliance
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialpha1
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
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- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vi
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- compliance-operator
remediationAction: enforce
severity: low

Hit, =ERERBISRES,
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