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B1E ZEREE£HHUB
multicluster global hub 2 —4H4H#, ALEEMEAD hub FEEH S A—PEZ D hub 8,

5 hub EBES A NZE hub £EEE, BT LUE A multicluster global hub TEFFA % & hub &MU T
155 -

o IRERBESMIRTHES
o AN THFHAMARE hub NZREREE
o FERHNIZREEIT HBYER TIe M FIE R

LHED hub ERTEEST BIMNEHEEXRERMN, SEBHER b RER, HLEIFERL, &
ALV SR REUNNERE, FH B NHEE hub 7,

MFRIZhub RBHEENZTERR, BETARNAEAEFES D hub £BF EMEIE, multicluster global hub
RET —MEEHRNAE, BIEEZ hub KEHEENTZE hub REREEXRB L hub ME R
multicluster global hub SEEFEIREM hub £&f, HFMZTEEBRINE LSRR,
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multicluster observability Zh&E, 1HF oA AL KRB R MEINEE,

ETHRINFIEAZSEELBE hub, HSHUTERS :
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o E£WRINAELEML
o LIBMIEXFTARE hub £5¥
e ijj[n] Grafana #(#&
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o FrnnfTRE4itE

e multicluster global hub B9&{3 (AT

11. ZEH#2B HUB 214
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HE LT B0 S ERAERAMS
® multicluster global hub operator
® multicluster global hub manager
o ZEEER hub I

o ZEHER hub ik

1.1.1. multicluster global hub operator

multicluster global hub operator @& multicluster global hub B94H 4, Operator N & B % EEHEIEIE

FIEEEMNHE, HHEE3E multicluster-global-hub-manager. multicluster-global-hub-grafana, 1A
% %5242 F hub E£2£F] multicluster-global-hub-agent ##49 Kafka #1 PostgreSQL kx4,

Operator ;7] manifestwork BE L FIREZE LR P ERE Red Hat Advanced Cluster Management

for Kubernetes operator, EZE&EHERE Red Hat Advanced Cluster Management Operator [5, 5

BEERT NIRER Red Hat Advanced Cluster Management $2%, X/ hub £ IIERZE hub &
B,

1.1.2. multicluster global hub Manager

multicluster £2F hub Manager Fl FREUBFF AR B 7E postgreSQL HUEZEH, HIEXE Kafka FHi, &
RO MBUR L AR Kafka (F4, UMEBAILUSSZE hub £EBFHNHKIERYT.

1.1.3. multicluster global hub &
multicluster global hub fGIEfEZE hub & L1217, ERF multicluster global hub S£EFfZE hub &&#

ZAIREE, flan, RIEBNESZEEHNEERMNZE hub EBERTEIZEHLRE hub B, FHITRIESN
FA2% M multicluster global hub £E£R# 2 & hub £,

11.4. 25823 hub ML {L
Grafana EZ &£/ hub £HHIZITH, FHEEHER hub M IEBIEMRS. Global Hub Manager
IR PostgreSQL #IEZ HENIAM DataSource, @34 {# F 4/ multicluster-global-hub-grafana HJ &
HAFFARSS, &R LUR ViR & K117 % &£ 82/ hub Grafana (YRR,
1.2. £/8 HUB &K
TREEMMAMENANS, URIFHFNHEMINE,

o EHEX

o MLBEXK

o TRMYHM

1.2.1. EHLEK
BRELE hub, BEBLTEK :
I AR - RS R
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OpenShift Container Platform Dedicated SRR E Vi FIR : 8418 H cluster-admin 1R, BXIA
E5TF, dedicated-admin & &%51E OpenShift Container Platform Dedicated ¥115% A | B £ 4 22 (8] Fr

FHEIPR,

o LEFFEE Red Hat Advanced Cluster Management for Kubernetes, 7T fi#4 % Red Hat

Advanced Cluster Management 8915,

1.2.2. ZEER
HS LU TRBEKR :

e & hub 12 Red Hat Advanced Cluster Management A% 522 F hub I &R, Red Hat
Advanced Cluster Management RHIRBELE R AT, 1554 Red Hat Advanced Cluster

Management P44 1¥1E,

o TRIHTLBEhub MBER :

Bfriit

MAFB HTTPS BR&EED
ik PN 7] Grafana
e
B Kafka & HTTPS 2B hub
BRA AR EEHRFE
= M Kafka %
BRI R
HUGE! HTTPS 2B hub
PostgreSQ EHERFE
L 84 %E REBEIER
PostgreSQ
L BuEE

e TXFIHT Managed hub MZEER :

443
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F3 B0 5T
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xxx pod
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BRA AR REZ2F

= SRERM
RERERRA
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£
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443
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hub-agent
pod

Kafka B&HH
EH

o ESH M % Red Hat Advanced Cluster Management 5£2£89 K/ 15E3,

o Wk : X FHE, LEELE hub EERIE Kafka, PostgreSQL # Grafana, {BfERILUER
HoMEEM Kafka, PostgreSQL #1 Grafana, METMREBELIFMER, HSH SMINEGH

%,


https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.9
https://access.redhat.com/documentation/zh-cn/red_hat_advanced_cluster_management_for_kubernetes/2.9/html/networking/networking
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1.2.3. STHAVAH MG

T RZFFHIE A A4,
o HTEHEEMIEFE, ZEHLB hub ZEHIAX S OpenShift Container Platform 8RR
MiEdR. WMHEBAXIZIFHN TR RAMER, ESH Red Hat OpenShift Container Platform
XHYARBYIR] Web 12615

o TRAETRTZHMZERES hub EEFNTES :

s 25 hub 8 THSE hub 8
Red Hat Advanced Cluster = =
Management 2.10 15 $#4

2.10.x kR A&

Red Hat Advanced Cluster = =
Management 2.9 & B ##

2.9.x fRA

Red Hat Advanced Cluster = =
Management 2.8.3 & EH IR

A 2.8.x HRA<

Red Hat Advanced Cluster = =
Management on Arm

Red Hat Advanced Cluster = =
Management on IBM Z

Red Hat Advanced Cluster = =

Management on IBM Power
Systems

e multicluster global hub SZ#F LA e [A] 44 :
o Kafka 3.4 REIHHIMRA 3.4.x i A

o PostgreSQL hRrAs 13 REHHIARA 13.x R4,

1.2.4. Hth ¥R
o IEIEEMIMERRESERSRE Hub

o TERTFIEEMIME R R EE Multicluster Global Hub

1.3. EEEIMER RS RSB HUB

multicluster global hub 3&id Operator Lifecycle Manager 4%, FTEIRZHM Operator BIHHRIZREE.
FHR AR,

RERVIFTR : £EFEES


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.14/html-single/web_console/index#web-console
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1.3.1. Fo R KM

e %fF OpenShift Container Platform Dedicated ¥%, w1248 cluster-admin AR [AE1
", FIAERT, dedicated-admin & &% HETE OpenShift Container Platform Dedicated ¥/
Fh ] 2 6p 4 22 [A] AT FE B A PR

o RN EFEIE Red Hat Advanced Cluster Management for Kubernetes, 305 7 f# 5 % 14
BR, FBH RENAI,

o RELE Red Hat Advanced Cluster Management P44, 3% hub £t 2 Red Hat

Advanced Cluster Management H% &84 F hub W ELRE, METHRESIFMAER, HSH
Hub EEMBEE,

1311 FRER A ZELERELE hub

Z{# M OpenShift Container Platform ¥l & fE1E E IR R4 multicluster global hub operator, &
SR TR

1. LLEA cluster-admin & &8 519 E 5% OpenShift Container Platform 1215,
2. TESME ¥ % Operators & gt; OperatorHub E#7,

3. #EIF%EFEF Multicluster global hub operator,

4. = Install FFIARE,

5. RESEMRE, KE Installed Operators TIHHIR .

6. = Multicluster global hub operator # A Operator T1H,

7. = Multicluster global hub %77+ Z%& Multicluster Global Hub =24,

8. m Create Multicluster Global Hub |2 Multicluster Global Hub =54,

9. HiIAFRE(E BFF & Create {2 Multicluster Global Hub 524,

e multicluster global hub {i&FHF x86 F &,

o L% multicluster £fF hub f&, Red Hat Advanced Cluster Management FRZ2F 7 SRB&F0 5 FAFE
.

1.3.2. Ht 5T
o MNFTEA KR Operator B RMELER, 1ES N /& Operator B,
o BHXMAE registry ARENEZER, ESMHMAE registry 1/77] Operator BI5E (K,
o BXAMERRENEZER, HEH ERBEPRMNE TR,

o HXRIEMTFEZEMIfE %L Red Hat Advanced Cluster Management WEZ{E R, HE W £
BT T MR S N R & 2,

o BEXLIBRERNESER, ESH N EENZEEERE R,


../../html-single/install#installing
../../html-single/networking#hub-network-config
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-mirror-catalog_olm-restricted-networks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-accessing-images-private-registries_olm-managing-custom-catalogs
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-creating-catalog-from-index_olm-restricted-networks
../install/installing#install-on-disconnected-networks
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/installing/disconnected-installation-mirroring#mirroring-images-disconnected-install
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o WA X Operator SDK 5 OLM MFAMEZER, 1EZ % Operator SDK 5 Operator Lifecycle
Manager &,
1.4. B EEMIMER R RS RS/ HUB
MREBM T ZIRMLEH, B0 LTI FFE IR A ERE multicluster global hub operator,
= ERTIRIAER - ERFEEAR

1.4.1. FeR M
EMFEEAINERREL RSB hub BT, BRIHEUTEX :
o R registry & 22 E WL/ AT LARIA 5 (7] B EX AR BO 4R R registry.
o TE&EE &4 Operator Lifecycle Manager, &£ i Operator Lifecycle Manager (OLM),
® 72%& Red Hat Advanced Cluster Management for Kubernetes,
o TRLUTHTITRE :
o OpenShift Container Platform 884317, 155 % OpenShift Container Platform CLI Al ],
o opm 51T, 155 [H %% opm CLl,

o oc-mirror . ESHEA oc-plugin N FFEERETRF R,

1.4.2. Ee B 5K registry

EMFEEAINERRELEBELB hub & RERAARMER registry, BIMRIZEEE OpenShift
Container Platform £ R &I ILE 7 51K registry,

TRUTEER, NZEEHELRB hub BEH registry :

1.4.2.1. £ 8 oc-mirror IHEHEH K Bk H 02 operator 42

YIHE7E Red Hat operator Bx PRI ZEE LB hub 1 AMQ Streams operator, H
registry.redhat.io/redhat/redhat-operator-index ?fi%l’f’ﬁ{g%?zeﬁw LA & L B SRR B HHR BT,
IRE] DUERHR G BAN B RN IRENFGR, HEBHRERISEEMER Operator MBI FE&,

MREBZVETEGRE R, NWAEEREZEERELEFELE hub 1 AMQ Streams AT IFTE P44
o2, B2, MREZVBISNTIETRERESE, BEENHFNEZTENHERHS, NSIIETIRS
& multicluster-global-hub-operator-rh #1 amq-streams {4+ & & #5.

SERC LT S R LA multicluster-global-hub-operator-rh 71 amq-streams ({4 S M A #h 5 1§
registry :

1. £/ ImageSetConfiguration YAML S {4 RE2E FH7RIN Operator Hifk. I YAML X4 AT BE
PATARE, ERSRIRAER 4.x :

kind: ImageSetConfiguration
apiVersion: mirror.openshift.io/vialpha2
storageConfig:
registry:
imageURL: myregistry.example.com:5000/mirror/oc-mirror-metadata
mirror:


https://sdk.operatorframework.io/docs/olm-integration/
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#operator-lifecycle-manager-olm
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/cli_tools/openshift-cli-oc#cli-getting-started
https://docs.openshift.com/container-platform/4.13/cli_reference/opm/cli-opm-install.html
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/installing/disconnected-installation-mirroring#installing-mirroring-disconnected
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platform:
channels:
- name: stable-4.x
type: ocp
operators:
- catalog: registry.redhat.io/redhat/redhat-operator-index:v4.13
packages:
- name: multicluster-global-hub-operator-rh
- name: amqg-streams
additionallmages: []
helm: {}

2. BERAUTHOREGRERXE N BINGERE registry :
I oc mirror --config=./imageset-config.yaml| docker://myregistry.example.com:5000

3. GRERENERNIMERRENGIR. METHRELFMER , HSH VTS ENRES
&R,

1.4.2.2. f5 registry f1 B R ANMEIRT FF 2RISR
EFIEBRR registry 1B REMFEENER T A, TRUTEE

1. 22F Operator Hub FIEKIA B KiR, 21T e LAE#T OperatorHub R :

oc patch OperatorHub cluster --type json \
-p '[{"op": "add", "path": "/spec/disableAllDefaultSources", "value": true}]'

2. Bt SER R Operator BRMIF Bk /& Operator B,

3. f$#ifk B <M CatalogSource FHRAMNEI openshift-marketplace 654 Z2[A H, f&H
CatalogSource YAML LRI BER LA T RAI -

apiVersion: operators.coreos.com/vialphai
kind: CatalogSource
metadata:
name: my-mirror-catalog-source
namespace: openshift-marketplace
spec:
image: myregistry.example.com:5000/mirror/my-operator-index:v4.13
sourceType: grpc
secrets:
- <global-hub-secret>

e ¥ : i3 metadata.name FEEXMI(HE,

4. REEHBIXHE,

5. @I & IF A 8 PackageManifest 7R, WiFFTRMEG S 2 S ol MBI EENERE P T,
BITLA T -

I oc -n openshift-marketplace get packagemanifests


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/installing/disconnected-installation-mirroring#installing-mirroring-installation-images
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-mirror-catalog_olm-restricted-networks
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SRMFIR LN S5 T~ multicluster-global-hub-operator-rh 1 amq-streams {4 S B %1% B
KB RIREMHAIEE -

1.4.3. BERiEii& registry

EiFERM AR registry FREX multicluster global hub operator IR 23#51&, MAEMEBKMIEEN
registry FEZ & ImageContentSourcePolicy ¥R, LUSH&E|AEEBEIEAHE
registry, ImageContentSourcePolicy {{Z#iiA BIHEE NG E&.

INRE{FEF oc adm catalog mirror S8 S KBk, FMRNEGENTREBEEMTRHIZGSUIEN
manifests- B+ #) imageContentSourcePolicy.yaml X4/,

INRIZEF oc-mirror HA K5 & B %, Il imageContentSourcePolicy.yaml X4 FH oc-mirror-
workspace/results- Bk {|##) oc-mirror -workspace/results- B 3%/,

EXHMIERT, EAILUER oc apply =X oc replace 4 i 5RE& N BRI FFHEZEN G <SS, 0 oc
replace -f ./<path>/imageContentSourcePolicy.yaml

IR EHR AN BIREREGIE A RIRBEEOR TR registry WARMARRARR, BE5LITREIZEM

apiVersion: operator.openshift.io/vialphai
kind: ImageContentSourcePolicy
metadata:
labels:
operators.openshift.org/catalog: "true"
name: global-hub-operator-icsp
spec:
repositoryDigestMirrors:
- mirrors:
- myregistry.example.com:5000/multicluster-globalhub
source: registry.redhat.io/multicluster-globalhub
- mirrors:
- myregistry.example.com:5000/openshift4
source: registry.redhat.io/openshift4
- mirrors:
- myregistry.example.com:5000/redhat
source: registry.redhat.io/redhat

& 7] LAf# FH ManagedClusterimageRegistry A RRHZE hub EBBRRIMEE registry. 1HSH SFAE
A ManagedClusterlmageRegistry FI528%, LAf#F§ ManagedClusterimageRegistry AP| &R
%o

B SER E—, REREMEERNINEIFTE ManagedCluster 7, XEKREEEF PR IBREETIER
(mirror) &,

® |abel: multicluster-global-hub.io/image-registry=
<nhamespace.managedclusterimageregistry-name>

® annotation: multicluster-global-hub.io/image-registries: <image-registry-info>

1.4.3.1. EEE %1% pull secret

IR T 7B Operator 5| M Operator % Operand SR FTEE 117 FAK registry, EAILL RN EEEHH
PTG p 44 22 [H] s SR A B B BRAR A 4 22 (8] B9 7 AT A BR

10


../../html-single/clusters#import-cluster-managedclusterimageregistry
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-creating-catalog-from-index_olm-managing-custom-catalogs
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1.4.3.1.1. f£ OpenShift Container Platform £ hECE Z £/ LS hub 5% pull secret

1A LIEINAE OpenShift Container Platform S£2#FEC B 55 1% pull secret,
o EPGEENER PN BB pull secret RS BAE T AMIRSIER.
SERA TSR LR E pull secret :

1. M pullsecret FHEF 4 :

I export USER=<the-registry-user>

2. M pull secret SHBE :

I export PASSWORD-=<the-registry-password>

w

. Bl pull secret :

oc get secret/pull-secret -n openshift-config --template="{{index .data ".dockerconfigjson" |
base64decode}}' > pull_secret.yaml

4. {#H pull secret &% :

oc registry login --registry=${REGISTRY} --auth-basic="$USER:$PASSWORD" --
to=pull_secret.yaml

5. 87 multicluster global hub #%& pull secret :

oc set data secret/pull-secret -n openshift-config --from-
file=.dockerconfigjson=pull_secret.yaml

(@)

. HBRIBHY pull secret :

I rm pull_secret.yaml

1.4.3.1.2. ¥ multicluster global hub £i{& pull secret Bti& Jy 4N B R 22 ]
IR OB SER AT S IR, 5% pull secret B2 N HIMAI R & 22 [H] -

1 BTG, EHEPSERZER PR secret :

--from-file=.dockerconfigjson=<path/to/registry/credentials> \

ié/
oc create secret generic <secret_name> -n <tenant_namespace> \
--type=kubernetes.io/dockerconfigjson

2. ¥ secret 553 E Operator SUIRVEXT RAIBR 5K/

I oc secrets link <operator_sa> -n <tenant_namespace> <secret_name> --for=pull

1.4.3.2. %% Global Hub Operator

1
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& BT LUEF Red Hat OpenShift Container Platform Web 32l M OperatorHub %&£ 317 15
Operator, HIF1HSH{F Operator ININEIEEE, 70 Operator f7, BAILLEITUA TS RLE
multicluster global hub Operator BJIRZ: :

oc get pods -n multicluster-global-hub
NAME READY STATUS RESTARTS AGE
multicluster-global-hub-operator-687584cb7c-fnftj 1/1  Running 0 2m1i2s

1.4.4. TR
o BXOIEBRR registry WEZER, 1HSMN 0K registry,
o HXEBHEBMNESER, HEH W EENTERGRE R,

o MNFTEA KRR Operator B RMELER, 1ES N /& Operator B,

1.5. &£ IAEHHEF

multicluster global hub FZEf[E #4414, Kafka # PostgreSQL, LA% Grafana {5 Observability J¥&
SRR S A, multicluster global hub $24# Kafka. PostgreSQL #1 Grafana BkRA, EiAa LI
BI& B 28I A Kafka, PostgreSQL #1 Grafana,

o SENIIA Kafka fRA
o EMINE PostgreSQL hrA

o LS KINA Grafana kA&

1.5.1. £ I A Kafka hrk A&

NREEB S Kaftka 526, ATMEREENZSEELB hub BILHI, Kafka 3.3 BRI NIHMRAE, 5
BT S TR LUE R Kafka SE41 -

1 MNFRA Kafka LHIBRAMS, NFELR—,

2. 1% multicluster-global-hub 5% 22 [A] 1 Al 82 — >4 75 multicluster-global-hub-transport £
secret,

a. EUTRIEFERARIER :
® bootstrap.servers: 153 Kafka bootstrap iR %525,

o ca.crt: INREE A KafkaUser B E L FHRECE F D RILENE, WHELT, EXM
secret $2EX ca.crt iE BRTEHIP I, 155 STRIMZI SXERBY A7 B9 55 1F E @,

e client.crt: %, H5 1 STRIMZI XH4HEY User authentication £/, LLT &M secret
rh12EY user.crt iF BRI,

e client.key: % &, 155 STRIMZI XA A7 G1547uF £, LLT M secret iz
HY user.key B35 %,

3. IBITLAT e B3R AE secret, RIFFEIHEFH N TIRINAE

oc create secret generic multicluster-global-hub-transport -n multicluster-global-hub \
--from-literal=bootstrap_server=<kafka-bootstrap-server-address> \

12


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/operators/administrator-tasks#olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/installing/disconnected-installation-mirroring#creating-mirror-registry
https://docs.openshift.com/container-platform/4.13/installing/disconnected_install/installing-mirroring-installation-images.html#installing-mirroring-installation-images
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/operators/index#olm-mirror-catalog_olm-restricted-networks
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--from-file=ca.crt=<CA-cert-for-kafka-server> \
--from-file=client.crt=<Client-cert-for-kafka-server> \
--from-file=client.key=<Client-key-for-kafka-server>

4. INRTE Kafka SEFIRERE T BRI EHAE, NPkt X—F, MREKERE, EFohilE
spec. status 1 event ¥,

5. #afRViA] Kafka B9/ hub AP BEEMNEHM A EERBENNR, FREET A,

1.5.2. £ IIE PostgreSQL kx4

INREE B MW PostgreSQL X REWEE, BRI LUERAEENZERELRB hub MEE. PostgreSQL 13 2
227 MBI AR A

RIEFTHEIEFE KRS 20GB, XMIE R LUEHEE 250 M EERBHN 3 NZE hub, BNMZE hub &
& 50 NMRIE(18 N H). EEETE multicluster-global-hub & 22 5] A |2 — 1%~ multicluster-
global-hub-storage B secret, secret B ELUTFEL :

e database_uri : AT OIEHIBEMBALIE. ERELTELLLTER © postgres://<users:
<password>@<host>:<port>/<database>?ssImode=<mode>,

e database_uri_with_readonlyuser : EATFTEZINHZEELE hub EAM Grafana SLBIRIEL
B, cRAEE, EHEDTRULTHER : postgres://<user>:<password>@<host>:
<port>/<database>?ssImode=<mode>,

e cacrt (E7TF ssimode) 22—/ ai%EHE,

. WIFEHEHRRTEEREFTE 20GB MEH KN, XNMETLUEME 250 N EERBN
=N2E hub, BENMEE hub FE181MNH

2. IBITUUT a5 0 secret :

oc create secret generic multicluster-global-hub-storage -n multicluster-global-hub \
--from-literal=database_uri=<postgresql-uri> \
--from-literal=database_uri_with_readonlyuser=<postgresql-uri-with-readonlyuser> \
--from-file=ca.crt=<CA-for-postgres-server>

EHDLTATMZEELRE hub &R, MRIEH PostgreSQL HIEZEM T Kubernetes &£&%d, EATLL
ZEFE AT A nodePort % LoadBalancer IR S KB N FHIEE, MHEELELR, ESMH VNES
B postgres FEZE LU 1T HBEHERR,

1.5.3. &£ I A Grafana kit

INRIBEKGE S Grafana MAEIBIEEE (40 Prometheus) FREXIEPRELIE, Eﬁﬂ%fgﬁ'_%é 81T, iﬁ
ERIAH Grafana LHIERLZLERELFE hub, BENLZEELF hub BB A AEBCH Grafana 7, &
FEREBIERIF S AUERR,

1. 2174, M multicluster global hub Grafana BB secret I%E PostgreSQL £#EER :

oc get secret multicluster-global-hub-grafana-datasources -n multicluster-global-hub -
ojsonpath='{.data.datasources\.yaml}' | base64 -d

BRI RG :

I apiVersion: 1
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datasources:
- access: proxy
isDefault: true
name: Global-Hub-DataSource
type: postgres
url: postgres-primary.multicluster-global-hub.svc:5432
database: hoh
user: guest
jsonData:
sslmode: verify-ca
tiIsAuth: true
tisAuthWithCACert: true
tisConfigurationMethod: file-content
tisSkipVerify: true
queryTimeout: 300s
timelnterval: 30s
securedsonData:
password: XXXXX
tIsCACert: xxxxx

2. BiARIER (40 PostgreSQL) £ H 28 Grafana SLAIPEERER, HEMZAHRRNER

SERIMETFER,
HS ML FMEFE -
[ ]
Name
[ ]
E2 ]
[ ]
BuEE
[ ]
mArF
[ ]
By
[ ]
TLS/SSL =5,
[ ]
TLS/SSL /%
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CA Ak

MNEIEM Grafana FEZEHLBE hub £#rh, EFEEF A LoadBalancer A
PostgreSQL, LUERTLAMAERIH] PostgreSQL, #EalLUFLLF{EZR T PostgresCluster ##
EX S -

service:
type: LoadBalancer

AIMZANARE, EAILLM postgres-ha AR553KHX EXTERNAL-IP, iH5 ILLTFRH -

oc get svc postgres-ha -n multicluster-global-hub

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
postgres-ha LoadBalancer 172.30.227.58 xxxx.us-east-1.elb.amazonaws.com
5432:31442/TCP 128m

BfTi%eenE, #EeILl#E A xxxx.us-east-1.elb.amazonaws.com:5432 {£5 PostgreSQL
Connection Host,

FAUBHUFRR.

BB E X Grafana P SHNS A (ERIRBBFE, MIIEH Grafana L6115 H
e R

®BE S Grafana P SHNSA UFRIRBPHFTE, FUERBRSATNZERLE
hub Grafana =£fid,

1.5.4. Hftb ¥5im

BXMAM secret 12HX ca.crt iE PHEZELR, 1ESE STRIMZI X+ A 5451k,
MFE T M secret hIZEX user.crt iEFBHIS TR, 1EHS 6 STRIMZI X E A S 50E,

1.6. LEVAEA T ARE HUB 5
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ZHUA hub £RFZANEE hub K7/, HRBLTHEK :

BT multiclusterhub B E X ¥R+ # disableHubSelfManagement X&)y true K H
¥iA Red Hat Advanced Cluster Management for Kubernetes hub S£&ffh 5 B BIETE,
XBEZABS A hub £EF I EEE.

2.
BT SERERS A FH PHRSESA ZE hub £5#.
3.
SAZE hub £# 5, BDETUTHSKE multicluster global hub fCEIRE, LURAGRNK
HESZE hub £3 21T :

oc get managedclusteraddon multicluster-global-hub-controller -n
$<managed_hub_cluster_name>

1.7. iiln]l GRAFANA #ig

Grafana BiERiI AT, BT THSLLERES URL :
I oc get route multicluster-global-hub-grafana -n <the-namespace-of-multicluster-global-hub-instance>

It URL & 2581E /53% 5 @ Red Hat OpenShift Container Platform 214 3T &35 UEHER.,

1.7.1. ([ Grafana {{RiREEERKRRE

Jjlal2 5 hub Grafana #igRE, EalLlkiEdad EE N hub EEIMER BRI REE,

HEZEHER/ hub (KRR, E0TLGES Akl ASERE A RSIFSREE NS MRS, RIS RS
ESEHEH, FLZEHERTFR ERHSHSRORT, ERITEN L,

BENRHZERFHER/ hub (AR, ERTLLEN RGN RIS BUR T 2 AR RS IE SR8
EO

MREFHLHE AR AR ERBEYE, FM #1489 Global Hub - Policy Group Compliancy
Overview B HImER FF 15,
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BEAERIR A VFEARYE PofE. K50 0 ERH SR IERIE B, ERIE LARREN ARG, BRfEn
¥l Global Hub - Offending Policies {{Z#. Global Hub - B 775§ {URIRSEBNEHRFIH RS A%
RAMGERE, EFEERIEE, S LIESHEXEH, FH@idiiR Global Hub - Changed / Policies 1%
RICREEERNEH,

B, MRERR £8 SHRERIEEIR, 7 MEMA Global Hub - Cluster Group Compliancy
Overview UK iR, SHURE 5 24REER, BETLLUERSEHEXNITIES, NXEELRH
FREH ., ER5A Global Hub - +4.2 Changed / Clusters {{XiR/G, EaIUBEES HNERBAXN
RIEEH, MARHEEMAEFNEIREN.

1.8. GRAFANA &4 (AT

IR LGB =4 Grafana i, ©{1#57E multicluster-global-hub-default-alerting id & rh,
IXEERGB A AT SE KRS, ATREHS RS EIHIKME cron ¥k,

FIEESRBESEEN « BN TSRS e, MRUTEHAE—PMNRLZEBLI RS, ©
SUEEA,

— N RBE S B

— N EREBEE .

AIREHSIREETN - WERMN G RSN THEIESES. WEREHHN -

SHAOHRELETY : MRERSHRTSE—DMHAM S B0 EM ZR, ©
SUEEA,

SHPHRIBEGKS - STEEPIERE, MRASHARERET 20 M E4, SRUE
WA, MBIERKRLMAL, N event.local_policies R BIEST /AR,

Cron Job failed : IWEHRWEM cron £55, M HRBHIEH BLE cron fEIL Rk, HEER
BHEAHN -
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o
A SRR - R ERMNGERRA, XEREARSHIRER S 7E KM,
A HES S history.local_compliance RHMBIRE L, MANE, FohziTiel,
o

BURGRBE R R - RIEE RN TG EIEER, XEHREBIREREFIL R, &a
BFDhaTe.

1.8.1. MEABRIARY Grafana ZRILN]

MREIAM Grafana EfRFNFRHEEHNGE L, EeILLATTE multicluster-global-hub-custom-
alerting EcEM&h &S deleteRules #84 EMiBR Grafana ZHHNI, MFHX multicluster-global-
hub-custom-alerting BBEEMHFMELZFE R, HFSHBE L Grafana R iR,

EMBRAARIAER, deleteRules BEEIBO N IEPLLTRA :

deleteRules:
- orgld: 1
uid: globalhub_suspicious_policy_change
- orgld: 1
uid: globalhub_cluster_compliance_status_change_frequently
- orgld: 1
uid: globalhub_high_number_of policy_events
- orgld: 1
uid: globalhub_data_retention_job
- orgld: 1
uid: globalhub_local_compliance_job

1.8.2. HE X Grafana &k

multicluster global hub ¥l B E X Grafana B, SR TS BRELEE X Grafana 21k :

1.8.2.1. A% X grafana.ini 3X#

FEHE X grafana.ini 3, HERE multicluster global hub operator 6y & Z2 A/ ch B EE— &N
multicluster-global-hub-custom-grafana-config B secret, secret BiE#F =2 grafana.ini, @ THIRT
=~ MR ERERNERCHEIL :

apiVersion: v1

kind: Secret

metadata:
name: multicluster-global-hub-custom-grafana-config
namespace: multicluster-global-hub

type: Opaque
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stringData:
grafana.ini: |
[smtp]
enabled = true
host = smtp.google.com:465
user = <example@google.com>
password = <password>
;cert_file =
;key_file =
skip_verify = true
from_address = <example@google.com>
from_name = Grafana
;ehlo_identity = dashboard.example.com ﬂ

<1> the EHLO &{37£ SMTP %fif#Es, ZKiAH instance_name,

7 - LA RES 84S multicluster-global-hub-default-grafana-config secret B84,

1.8.2.2. A& X Grafana ZiR%E R

multicluster global hub ¥ B E CERKIR, W Grafana ST S4B S OB M EEER K
Py P

EHENERKR, EE multicluster-global-hub -hub #5422 A dh il —4 %y multicluster-
global-hub-custom-alerting FIACE &,

BCERM S BUIRE R alerting.yaml, I TFHIFFT :

apiVersion: v1
data:
alerting.yaml: |
contactPoints:
-orgld: 1
name: globalhub_policy
receivers:
- uid: globalhub_policy_alert_email
type: email
settings:
addresses: <example@redhat.com>
singleEmail: false
- uid: globalhub_policy_alert_slack
type: slack
settings:
url: <Slack-webhook-URL>
title: |
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{{ template "globalhub.policy.title" . }}
text: |
{{ template "globalhub.policy.message" . }}
policies:
-orgld: 1
receiver: globalhub_policy
group_by: ['grafana_folder', 'alerthame']
matchers:
- grafana_folder = Policy
repeat_interval: 1d
deleteRules:
-orgld: 1
uid: [Alert Rule Uid]
muteTimes:
-orgld: 1
name: mti_1
time_intervals:
- times:
- start_time: '06:00'
end_time: '23:59'
location: 'UTC'
weekdays: ['monday:wednesday’, 'saturday’, 'sunday’]
months: ['1:3', 'may:august’, 'december’]
years: ['2020:2022', '2030']
days_of _month:['1:5", "-3:-1"]
kind: ConfigMap
metadata:
name: multicluster-global-hub-custom-alerting
namespace: multicluster-global-hub

1.9. Bidi& CRON £5%5

& e LARSE multicluster global hub B cron {E\Li%E,

R4 multicluster global hub #{EXRE, ZHRELRE hub ERRRIZTT, HEREEFELUT
cron ¥RV RERF -

A SHHERERS RN : 1 cron fRlLEXRIEI—XBENRBRENE4SRNTRE
7. BTV REE T AMREURER PRSI ESIE, FHIFHEFHE
history.local_compliance &k, {£74 Grafana {{&RREIBIEIR.

BUEREFL - RS/ hub PH—EBURRFEEN W NHEBRIUR K, XBERRE
Fod KSR, LT R #GERBTFR/IMERSBE9RE

HBFEFBRENIBRE
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HEABRDEASK, DESEREZTEHHRER

X FEHZ, MW event.local policies # history.local_compliance, ©8XI8X, &
El o2 XSFARINS RIS K, IMTEARERRETN AT —1TANES XK, X
T4 local_spec.policies #l status.managed_clusters FEHRIEMERR, XLH
deleted_at 3251, LAEIEREMIBRN RS HERE,

& el Lt e multicluster global hub ##{EXTR_EH retention K& R B BIRR R
B Rl RFZET ], HEEFRIR/AMESN 1 A8, BOAEN 18 1A, ELMETTHRR /N F—1
HO

BREZEHLRE hub ERREIN, FHE cron FILERZET. FSHKERSEIERIZT—
R, ALERERSERIER FTE—RAZRIZT. BRERFFILERZT—R, BaILER%RIE1T,
MERERER.

XLV IR B4R 1E R multicluster_global_hub_jobs_status BI35FRH, i%35FRETM Red Hat
OpenShift Container Platform £HMIEHIEEE. H 0 X-/EIBILETT, M 1 XK.

MREEYHEL, ERTLMERBE
(history.local_compliance_job_log,event.data_retention_job_log)t{T#EHERR. MFE T MREAE L4
B, HFSHRESHEIE, UKRRAERSFETZRGSHER.

AR FEhiafT g R, SEZHAEREHAFTEL T —NAENMRERNREN, XFER

M.

FRhSEd EARDFESHK :

124 KOERERIRBUIR M Materialized View local_compliance_view_<yyyy MM_dd> i&
A history.local_compliance,

B # compliance HI:RIE24R1E event.local_policies FABXM frequency &
history.local_compliance,
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SR TS RUF T ELE R -

FEERIBURE,

RAT LIS pgAdmin, tablePlush H%& /M imFERIZ£H2E hub BURE, HEETRMIL
MR PIZETT SAL iE4a, e LLETU TS REEE RSP EURE -

I oc exec -it multicluster-global-hub-postgres-0 -n multicluster-global-hub -- psql -d hoh

WECHFEZTHBEH, 10 2023-07-06,

NRIETE 2023-07-06 LR EBEEGHMEE S, HTE history.local_compliance_job_log
PFERALXAEILRBER. EXMERT, BR 2023-07-07. "ILUfE 2023-07-06 2 il
mEFETHEHEMNBE,

2T T4, K& history.local_compliance_view 2023 07_06 i Materialized View
EERE:

I select * from history.local_compliance_view_2023_07_06;

NMREEUE, HETU TS ECxMEER history.local_compliance & :

-- exec the insert func for that day '2023_07_06'
SELECT history.insert_local_compliance_job('2023_07_06");

MEAEFREE, EE—RZRE— KO RICKEHHEILEK, EXRHIdh, oJER
2023_07_05.

-- call the func to generate the data of '2023_07_06' by inheriting '2023_07_05'
CALL history.inherit_local_compliance_job('2023_07_05', '2023_07_06");

4 X SR 5k 52 FH A history.local_compliance,

-- call the func to update records start with '2023-07-06', end with '2023-07-07"
SELECT history.update_local_compliance_job('2023_07_06', '2023_07_07");

£ history.local_compliance & #iZ HHIEKBICER, EaILLZTUA T aH kR &bk

22



B1EZEHLF HUB

Materialized View history.local_compliance_view_ 2023 07_06 :
I DROP MATERIALIZED VIEW IF EXISTS history.local_compliance_view_2023 07_06;

1.11. Z£H LB HUB &4 (BT

{7 Red Hat Advanced Cluster Management {3 M1k S IhEENZ L LB hub, ATHREMR
RARFVIREARFER, MFTHRESHERNXLEINENER, HSH SHNKE,

ZEB2B hub 12 FF#EH acm-hub-pvc-backup #1743 postgres pvc. MR Z K& 2E hub BILL
X FF#12 postgres pve, EJiA HaikkAH VolySync #1 Red Hat Advanced Cluster
Management., BX&ERBURIFMLSE, HSE acm-hub-pvc-backup,

1.11.1. %k EZEHLE hub FHMKE

MRFBEREZEHLRE hub K8, ESHHES HH hub £8f. %3 multicluster global hub
operator, {BARZER|E multicluster global hub B X ¥E(CR), B CR 2Bk E,

23


../../html-single/business_continuity#backup-intro
https://github.com/open-cluster-management-io/policy-collection/tree/main/community/CM-Configuration-Management/acm-hub-pvc-backup
../../html-single/business_continuity#preparing-the-new-hub-cluster

	目录
	第 1 章 多集群全局 HUB
	1.1. 多集群全局 HUB 架构
	1.1.1. multicluster global hub operator
	1.1.2. multicluster global hub Manager
	1.1.3. multicluster global hub 代理
	1.1.4. 多集群全局 hub 视觉化

	1.2. 全局 HUB 要求
	1.2.1. 常规要求
	1.2.2. 网络要求
	1.2.3. 支持的组件
	1.2.4. 其他资源

	1.3. 在连接的环境中安装多集群全局 HUB
	1.3.1. 先决条件
	1.3.1.1. 使用控制台安装多集群全局 hub

	1.3.2. 其他资源

	1.4. 在断开连接的环境中安装多集群全局 HUB
	1.4.1. 先决条件
	1.4.2. 配置镜像 registry
	1.4.2.1. 使用 oc-mirror 插件在镜像目录中创建 operator 软件包
	1.4.2.2. 将 registry 和目录添加到断开连接的集群中

	1.4.3. 配置镜像 registry
	1.4.3.1. 配置镜像 pull secret
	1.4.3.2. 安装 Global Hub Operator

	1.4.4. 其他资源

	1.5. 集成现有组件
	1.5.1. 集成现有 Kafka 版本
	1.5.2. 集成现有 PostgreSQL 版本
	1.5.3. 集成现有 Grafana 版本
	1.5.4. 其他资源

	1.6. 以默认模式导入受管 HUB 集群
	1.7. 访问 GRAFANA 数据
	1.7.1. 使用 Grafana 仪表板查看策略状态

	1.8. GRAFANA 警报（技术预览）
	1.8.1. 删除默认的 Grafana 警报规则
	1.8.2. 自定义 Grafana 警报
	1.8.2.1. 自定义 grafana.ini 文件
	1.8.2.2. 自定义 Grafana 警报资源


	1.9. 配置 CRON 任务
	1.10. 手动运行总结过程
	1.11. 多集群全局 HUB 备份（技术预览）
	1.11.1. 恢复多集群全局 hub 备份和恢复



