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% 1% OBSERVABILITY BREH N

Observability ZH#F2— MRS, THATF THRENHINPHNEENRRRSHERER. MAERT, &
Red Hat Advanced Cluster Management %210 12 /5 Fi % & 8F Al LZR M Operator,

BRI MBRAMBFEE, HEFUT X

e Observability 2814
e Observability B2
o EFAAMLERMRSS
o [HFAA MM

o EFIAMEM

® Observability 21k
o TEIEHIAFENPIER

® 7f Red Hat Insights A {& FA A Wl 22 1%

1.1. OBSERVABILITY Z2#3

multiclusterhub-operator 2ti\ = i multicluster-observability-operator pod, & /EE
multicluster-observability-operator pod,

L3855 7 X MultiClusterObservability B E ¥ % R/5 F Observability fR55Hf, observability-
endpoint-operator 2 B3I BEEN T ANV ENZEERE. LIRS I—NMERIKNES, ©M Red
Hat OpenShift Container Platform Prometheus YWEHIE, AFEEIE %% E] Red Hat Advanced
Cluster Management hub %£2%,

J& B Observability BRS5H, TR EBFAT hub HEIEEE, hub £E L REHEE NREFIFEIRAEE
BCBMY Thanos L, 24 hub £ B FEERS, disableHub SelfManagement Z## % &/ false, iX
BERINKE, hub EEMIEIRFZREH I local-cluster A5 & Z2 A F, MRFAT hub BEIE

¥, local-cluster R HIIEEEFFIR TR H A, fRAJLUE Grafana explorer 71 local-cluster 1§
Fho

TEERT RN EAE
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Hub cluster Managed cluster
Multicluster Cluster1 Cluster 2 Cluster N
Grafana on
observability operator
Observability Observability Observability
endpoint operator endpoint operator endpoint operator
Object
storage
Metrics Metrics Metrics
T collector collector collector
Thanos
infrastructure

Alertmanager Observability add-on

!

Third-party
applications

Observability status updates

controller (APl server)

AMRRGRHAGSIEUATIE -

e multicluster hub operator (%54 multiclusterhub-operator pod) &%FZE multicluster-
observability-operator pod, ©fF hub REHUIB L EXRNSZE LR,

e Observability it iiZA1#12 %7 = BohBEHSELEEBEN AP IRSS525.

® Thanos &fiiZ2# @3E Thanos Compactor, '©H multicluster-observability-operator pod &f
Z. Thanos Compactor AR Z i@ 5 AR B BB LA R FZ6f Fh U8R [ e SRR I R 47
7T BRI Thanos Compactor IR @R[, HFEANIEEBRRENOMANRINER, FIELLT
%ﬁ)\%?&?ﬁ :

£ 1.1. B Thanos Btk

Bk BEH ek
ACMThanosCompactHalte critical YRERE AR EER,

d

ACMThanosCompactHigh ~ warning HEMHRBEKRTF 5% I, &%
CompactionFailures EE
ACMThanosCompactBuck  warning LFERBRERMEKRT 5%
etHighOperationFailures i, SREER.
ACMThanosCompactHasN  warning YRR E L 24 IR L
otRun I, RAEER,

® Observability ZHH-ERE T — Grafana £, LUEFERUERR (85) ‘Eiﬁ%?ﬂ:?@)ﬁﬁﬁiﬁﬁﬂju
{t. Red Hat Advanced Cluster Management X #f Grafana BJhR 4 8.5.20, A lixit B 2H
Grafana (Y &R, MEFLER, 1ESH5E Grafana X Z k.
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® Prometheus Alertmanager AILWEBIR S HE=ANARFEE L, ErILLET AE B E L kAN
ERMNIk B E X AT WERMARSS . Red Hat Advanced Cluster Management 2 Prometheus
Alertmanager it & 0.25,

1.1.1. Observability A 55 A {88 FA B9 FF A 75 i

BE : TEFAAMEN Operator N AMMEBAFRHRAMGFHNEFEESL, IR pod EEEEFAATRLE
Big, NagEaRRkHE, ZEXMIERN, pod TEVIAT R EHARMENE, BERERTLLE receive
#0 rules pod I AMS, LIBREIEZE X,

L% Red Hat Advanced Cluster Management I, A1 TRFAMES(PV), LUME PVC "ILLE B0
B PVC, AR, HEFEEMNFHEIBEGRAIKINFELRLEE PV, BQRIE
MultiClusterObservability B X FIRAE L FMHER, BIEFEA Block Storage, ELLF Prometheus
A&, 54, alertmanager. thanos-compactor. thanos-ruler. thanos-receive-default #[l
thanos-store-shard WEMEIAXIEBEB M PV, EEFTK :

R1.2. FALERIK
FRAMBE E]:})

alertmanager Alertmanager f§ nflog #iEMEHKMERERFRE
EMEEP. nflog 2E— 1 REMMMVER, ©8#E
LETARMMEMANARE, URBMNEREFA
FIRF BRI B RERIE.

thanos-compact KGR B A 22 A R F 08 A T A8 A3
18, LA bucket IRELAF. P ZAIBURFEAl Ry
K, BEBRUTERBARATHRERR, RE
TEREEL R R R, M EMBIRT R ShES
FiEshz IR, FHEMNZRERE A ERREI R
2R, i, BINZREFRKAMAIRBERESRFEA
W, LMEEES N E At A E iR S % .

thanos-rule thanos FrR BT LA 7E 5] B 4 B & 1) Sk -4
Prometheus 1R FE RN, HMILER LA
Prometheus 2.0 Fi#E X EORA, EXNMEREE
EHRREBWEIEETE API Hk4 observability.open-
cluster-management.io/vibetal %S, ©1E
observability.open-cluster-
management.io/vibeta2: RetentioninLocal
LLl—4> API SEIE X A FF

thanos-receive-default Thanos N EREZZABIE (Prometheus iIZF2E A
HX) , FHEXLEEHIES A Prometheus TSDB F—
MNAMES, TSDBIREH (B2 /) EEBNSK
=, LUATKEFEEMES, EXNEREEES
REH/NNBH KR, BREEESFEN DAL
%, ©7f APl ik A observability.open-cluster-
management.io/vibeta F#ESE., ©IE
observability.open-cluster-
management.io/vibeta2: RetentioninLocal
LA—A APl SEBIRXAFF
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thanos-store-shard EBEERY—DAPIMX, ALAEEZEXRESHIAME
HZeE, BTEESEINA Thanos 8, HASEA L
ViR, SEAMBE FREBVEN. SET
RIEXNER, HSEHRBERERY, XLEHIES
BHEEGNSBEREMMER, XI@M/E S E,

AR WEFEIFEBIBFEEEN REFMEF. Thanos ERANREMIENIEIMNSHEXNTEIENERF
fi. BRI REFHEMERESE, HS0H G H TSRS,

11.2. E IR
o EZ[H Observability RS H N
o iEHH 7 Observability ECiE

o HSE AR URMERS

1.2. OBSERVABILITY fici&
PRERA DL T AR AT LUE A AT SR AR R R IR L4 B, ARAB X AT LER M pod BEHIER.

1.2.1. #§PrBY

FINER T, OpenShift Container Platform {88 Telemetry ARSSAZLIE & 3£ 351728
#&. acm_managed_cluster_info B Red Hat Advanced Cluster Management 124, & &7 Telemetry
&, {8 FAETRIE Red Hat Advanced Cluster Management Observe ZAE 858 (L RARH,

EEERZFIEMRERX
R13. 58K

{2y i) fERRE PR/ PR

fBin
S

acm_managed_clust hub_cluster_id, TaiE
er_info managed_cluster_id,
vendor, cloud,
version, available,
created via,
core_worker,
socket_worker

config_policies_eval  Histogram None TaE. MBELHAE
uation_duration_sec R, WS L EE .

onds_bucket

config_policies_eval  Histogram None TR, METHRESIFA
uation_duration_sec ER, HSHLEE.
onds_count
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(7Y )

fEhRRR

/bR

Status

config_policies_eval
uation_duration_sec
onds_sum

policy_governance_i

nfo

policyreport_info

search_api_db_conn
ection_failed_total

search_api_dbquery
_duration_seconds

search_api_requests

search_indexer_requ
est_count

search_indexer_requ
est_duration

search_indexer_requ
ests_in_flight

search_indexer_requ
est_size

1.2.2. Observability pod & 15K

Histogram

fBin
S

fBin
S

Histogram

Histogram

gk

Histogram

fBin
S

Histogram

None

type, policy,
policy_namespace,
cluster_namespace

managed_cluster_id,

category, policy,
result, severity

None

None

None

None

None

None

None

TaE. MERSFLAE
B, B L ERE

e, BFE WEE
Tﬁ*%%l$éﬁﬂnlmo

RE. BXELIEAE
B, HEL & Insights

_PolicyReports_,

TaE, BB EZHE R
RRFCHL R B B R
ﬁo

TaE, BB ELHE R
RRFCHL R B R
ﬁo

TaE, BB EZHE R
RRFCHS R B B2 R
ﬁo

TaE, BB EZHE R
RRFCHS R B B R
ﬁo

TaE, BB EZHE R
RRFCHS R B 2 R
ﬁo

TaE, BB EZHE T
RRFCHS R B B AR
ﬁo

TaE, BB EZHE R
RRFCHS R B B2 R
ﬁo

Observability ZHHFEE 270ImCPU 1 1972Mi AfFR L&A IR MRS, T&R=E/5FH T observability-

addons AN ZEEEM pod AEIFKIIZK :

5 1.4. Observability pod R&iF Kk



Deploymen
t=
StatefulSet

observabilit
y-
alertmanage
r

observabilit
y-grafana

observabilit
y-
observatoriu
m-api

observabilit
y-
observatoriu
m-operator

observabilit
y-rbac-
query-proxy

observabilit
y-thanos-
compact

observabilit
y-thanos-

query

observabilit
y-thanos-
query-
frontend

BRAH

alertmanage
r

config-
reloader

alertmanage
r-proxy

grafana

grafana-
dashboard-
loader

observatoriu
m-api

observatoriu
m-operator

rbac-query-
proxy

oauth-proxy

thanos-
compact

thanos-
query

thanos-

query-
frontend

CPU (mCP
v)

20

100

20

100

300

100

200

25

20

100

50

128

100

100

20

512

1024

256

Replicas

Pod it
CPU

12

12

40

10

40

100

600

200
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Pod RFEE

=2}

600

75

60

200

100

256

50

200

40

512

2048

512
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Deploymen  &AZH[A&H CPU (mCP Replicas Pod &it Pod RfF S

t=k U) CPU =
StatefulSet

observabilit memcached 45 128 3 135 384

y-thanos-

query- exporter 5 50 3 15 150

frontend-

memcached

observabilit thanos- 4 32 1 4 32

y-thanos- receive-

receive- controller

controller

observabilit thanos- 300 512 3 900 1536

y-thanos- receive

receive-

default

observabilit thanos-rule 50 512 3 150 1536

y-thanos-

rule configmap- 4 25 3 12 75
reloader

observabilit memcached 45 128 3 135 384

y-thanos-

store- exporter 5 50 3 15 150

memcached

observabilit thanos- 100 1024 3 300 3072

y-thanos- store

store-shard

1.2.3. Eft R
o BEXEHAMEMMESER, F5MHEATMEMERS.
o ESHBEE LAIIEMLT RnmiEEr MR MRS, EFRINEGREIEE,
o {FFH Grafana {{FRMR L.

e M OpenShift Container Platform X457 & {8 FAZ M SR UK SR F A =W LR IR R BY, INHEEZE
B, BB Telemetry WEMIE R,

o FIHEIFHSHILEER,
o [AEEIE Insights PolicyReports,
e iEH 5 Prometheus it &I,

o HiESH Prometheus ZRFINI,

10


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html-single/support/index#about-remote-health-monitoring
../../html-single/governance#gov-metric
https://prometheus.io/docs/prometheus/latest/configuration/recording_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/

%5 12 OBSERVABILITY RS/

o R[EZE| Observability lRZ5 H 1T

1
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328 RATWRMRS

WIRTE hub 8% E/5 M observability AR5, multicluster-observability-operator & i I HTHIREE
B, HEIEETNERESRSHBBINZEER., EILUERIBIRHEE Grafana (YT, FEERKIRE
EER, SJEENETTARA, FHEHLRS R,

FATNRAGRZRSESHIRE, WBH77 multicluster-observability-operator pod.

ZRUIRIABR - E£EEEA. open-cluster-management:cluster-manager-admin & &3k S3 EIE

o

i

o JLRFM
o FRAGHITRESATIRYE

A1l MultiClusterObservability B 7 X 55iR

® M Red Hat OpenShift Container Platform %I & /5 B el 2R M4
o ZEEWIIIEM
o [HERATLE M

2.1 Fo R

o RiJi%EEE Red Hat Advanced Cluster Management for Kubernetes, B EREZER, 1HESHE
LR,

o MREHBAIRERINEFME, NLIIE MultiClusterObservability B E R E LIFMHER,
o FEEEMLUIN hub B, TZFN NEIERMNEIMAYIF, MEESER, HSHM
Ko

o EMINMEEN REFEMRAIBRFHAERA R,

o BE : YIEEREXN REMI, iﬁEﬁﬁiﬁﬁﬁimiﬂﬁﬁﬂEﬂLFﬁﬁ%E’\JDD@%ﬁQQ Observability iR
Z{E M Thanos X8, TREMIXN RIFMH. EAIEELIEET % Red Hat Advanced Cluster
Management observability tcﬁ,\;c—’\ﬂ%ﬁﬁ%‘ﬁﬁ%‘ﬁo Hit, NEANRERME AR
RIEFEEIER,

o Red Hat Advanced Cluster Management X B EN REFEMEMLU T =HNE ¢

B Amazon Web Services S3 (AWS S3)

B Red Hat Ceph (S3 compatible API)

B Google Cloud Storage

®  Azure Ffi#

®  Red Hat OpenShift Data Foundation, LARI#F} Red Hat OpenShift Container Storage

B  Red Hat OpenShift on IBM (ROKS)

22. ERMTITREERAT ARG

12


../../html-single/install#installing-while-connected-online
../../html-single/networking#networking

8B 2% G AT WRERSS

Eid 62— MultiClusterObservability B & Y 5RCHIE S Al RMERSS . /5 AR MR, 1
B[] Observability pod BRE21E KU TREZE L,

w/E:
o 7EH Red Hat Advanced Cluster Management B OpenShift Container Platform & 5%8f
LEARER T RAIRMRN, observability ifis Operator RANINZI4H alertmanager Bi&E kK B
B E 5 At Prometheus 328 #7 cluster-monitoring-config it & L4,
® Observability ifi s Operator @i R IDFIAH alertmanager ECi& K E #T cluster-monitoring-
config ECiERLST, LLBZNE/SAH Prometheus, HIEFE OpenShift Container Platform &%
EhiE A alertmanager ECEF, EEEAMFRS Prometheus $EHEHI retention FEXMBXBILE,
SER AT SR LS AR R AR S5 -
1. BSRFEM Red Hat Advanced Cluster Management hub 5£2%,

2. ERAUTHS, NAMRRSUE— D eRZEN :
I oc create namespace open-cluster-management-observability

3. %MK pull-secret, #R7E open-cluster-management 3% 22 [H] %% T Red Hat Advanced
Cluster Management, 1EIZ1TEA @4 :

DOCKER_CONFIG_JSON="oc extract secret/multiclusterhub-operator-pull-secret -n open-
cluster-management --to=-"

INR iy 4 22 A 3% A E X multiclusterhub-operator-pull-secret, I openshift-config fr & %2
(8] B9 pull-secret £ %% open-cluster-management-observability f5 & 228 f, 21T T
A
m.

I DOCKER_CONFIG_JSON="0oc extract secret/pull-secret -n openshift-config --to=-"

PAlE, 7E open-cluster-management-observability 434 %2 (8] 8% pull-secret, ZITLA T4

AN .
™

oc create secret generic multiclusterhub-operator-pull-secret \
-n open-cluster-management-observability \
--from-literal=.dockerconfigjson="$DOCKER_CONFIG_JSON" \
--type=kubernetes.io/dockerconfigjson

BE : INRER OpenShift Container Platform XA {ENEEMLF pull secret, 1HSSMHEFHA]
MER B[ FRIILFE pull secret, MFTHEBZFHER , 1HSHEHLE pull secret,

4, NITHE N BT RFME QIR secret, BB secret MBS FMERRARMEIL, BN, 21T
LR :

I oc create -f thanos-object-storage.yaml -n open-cluster-management-observability

BEUTZIHNREMDN secret " :

o XIF Amazon S3 =k S3 A, &M secret ATEERUILAT U -

apiVersion: vi
kind: Secret

13


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.13/html/images/managing-images#images-update-global-pull-secret_using-image-pull-secrets
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metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: YOUR_S3_BUCKET
endpoint: YOUR_S3_ENDPOINT ﬂ
insecure: true
access_key: YOUR_ACCESS_KEY
secret_key: YOUR_SECRET_KEY

BIRBNIERD B URL, i AZLLLLT URL B Amazon S3 i@ M) URL : s3.us-
east-1.amazonaws.com,

NETREBZIFMER, 1HSH Amazon Simple Storage Service 185 o

® XIF Google Cloud Platform, f&H secret AIERMEILLTF X -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: GCS
config:
bucket: YOUR_GCS_BUCKET
service_account: YOUR_SERVICE_ACCOUNT

IMFETRELIFAER, 1ESH Google Cloud Storage,

o XITF Azure, &M secret AIBERMILA T X4 -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: AZURE
config:
storage_account: YOUR_STORAGE_ACCT
storage_account_key: YOUR_STORAGE_KEY
container: YOUR_CONTAINER
endpoint: blob.core.windows.net ﬂ
max_retries: 0

14


https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://cloud.google.com/storage/docs/introduction

8B 2% G AT WRERSS

IR EA msi_resource FRE, Nifkm & 0% IR E A system-assigned & &14 5%
o IRBE MR TGRS « hitps:/<storage-account-

INRIEEF user_assigned_id IR, Nixm B KILETERR - 2ENZEBD K.
IR user_assigned_id Ff, msi_resource imm BIERIAE N https:
<storage_account>.<endpoint>, &% THRELIFMER, 1HS 0 Azure Storage X4,

o RIS Azure FAYE Red Hat OpenShift Container Platform 280X R 2 6E, MR
S EBXBIEMEIRS, ST EEK .

® %IF Red Hat OpenShift Data Foundation, KB secret ATBESRLLAT X4 -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: YOUR_RH_DATA_FOUNDATION_BUCKET
endpoint: YOUR_RH_DATA_FOUNDATION_ENDPOINT ﬂ
insecure: false
access_key: YOUR_RH_DATA_FOUNDATION_ACCESS_KEY
secret_key: YOUR_RH_DATA_ FOUNDATION_SECRET_KEY

ﬂ EINRABTIERD B URL, #IAMEH Red Hat OpenShift Data Foundation i s
URL, BHAREXRMEILLT URL : example.redhat.com:443,

METRBEZIFHMER, 1HS M Red Hat OpenShift Data Foundation o

e XF IBM LM Red Hat OpenShift (ROKS), & secret ATEERLUA T4 -

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: YOUR_ROKS_S3_BUCKET
endpoint: YOUR_ROKS_S3_ENDPOINT ﬂ
insecure: true
access_key: YOUR_ROKS_ACCESS_KEY
secret_key: YOUR_ROKS_SECRET_KEY

EINRABTIERD BT URL, #IAMEH Red Hat OpenShift Data Foundation i s
URL, BAREXRMLILLT URL : example.redhat.com:443,

15


https:
https://docs.microsoft.com/en-us/azure/storage/
https://www.redhat.com/en/technologies/cloud-computing/openshift-data-foundation
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MBETHRBEZIFMELR, 1HSH IBM X4 Cloud Object Storage, S5AMERRS KB X E
BUREM. MFETHRELIFHER, 1556 IBM Cloud XY, =X REFMIARS FEik,

2.2.1. 7 AWS £ 25 RS B B 76k

XTF Amazon S3 5 S3 HAEFE, AT LUERABE AWS R25 RS (AWS STS) AR EEMN. BHR
FBRAIEEIE, INFETHRESIEMER, ESH AWS ZLSREARS TR,

HH AWS 2RSS EMVIFBAREUA TN S
1 G- 1AM KBE, BREIN S3 FiEMB9UiH,
2. FEAREERKOIE IAM AH, H OpenShift Container Platform fRS5 K FT AR JWT 5 H&

3. NEEVIN S3 FHMNTETERRSIK P IEEEMR. Eal LS MMEIE AWS (ROSA) SR EFEA
Red Hat OpenShift Service on AWS (ROSA)& BRI I ER M, LUETE Set 2448 SRR AWS
STS &k, WMETRELFMER, 1HSH Red Hat OpenShift Service on AWS (ROSA), Kk
ROSA with STS explained T B8 X{EF STS HEMZERINXENE R,

2.2.2. A AWS LRSS 4 1 7 25 5H
SRR ESTE, @ AWS 2RSS 4 B a3

1 B AWS IR, BT T ¢

export POLICY_VERSION=$(date +"%m-%d-%y")

export TRUST_POLICY_VERSION=$(date +"%m-%d-%y")

export CLUSTER_NAME=<my-cluster>

export S3_BUCKET=$CLUSTER_NAME-acm-observability

export REGION=us-east-2

export NAMESPACE=open-cluster-management-observability

export SA=tbd

export SCRATCH_DIR=/tmp/scratch

export OIDC_PROVIDER=$(oc get authentication.config.openshift.io cluster -o json | jq -r
.spec.serviceAccountlssuer| sed -e "s/*https:\/\//")

export AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)
export AWS_PAGER=""

rm -rf $SCRATCH_DIR

mkdir -p $SCRATCH_DIR

2. HRAUTHSOE S3 M

I aws s3 mb s3:/$S3 BUCKET
3. I — s3-policy JSON X3k i% 7] S3 FiME. 2T T aH:

{
"Version": "$POLICY_VERSION",

"Statement": |
{
"Sid": "Statement”,
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject",
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8B 2% J5 AT WRMERSS

"s3:DeleteObject”,
"s3:PutObject",
"s3:PutObjectAcl”,
"s3:CreateBucket",
"s3:DeleteBucket”

1,

"Resource":
"arn:aws:s3::$S3_BUCKET/*",
"arn:aws:s3:::$S3_BUCKET"

]
}
]
}

4. ERALT S RS

S3_POLICY=$(aws iam create-policy --policy-name $CLUSTER_NAME-acm-obs \
--policy-document file://$SCRATCH_DIR/s3-policy.json \

--query 'Policy.Arn" --output text)

echo $S3_POLICY

5. I/ TrustPolicy JSON 3, 21T R apH:

{
"Version": "$TRUST_POLICY_VERSION",

"Statement”: [
{

"Effect": "Allow",

"Principal": {

"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:oidc-provider/${OIDC_PROVIDER}"

I3

"Action": "sts:AssumeRoleWithWebldentity",
"Condition": {
"StringEquals™: {

"${OIDC_PROVIDER}:sub": [
"system:serviceaccount:3{NAMESPACE}:observability-thanos-query",
"system:serviceaccount:$3{NAMESPACE}:observability-thanos-store-shard",

"system:serviceaccount:3{NAMESPACE}:observability-thanos-compact”
"system:serviceaccount:3{NAMESPACE}:observability-thanos-rule",
"system:serviceaccount:$3{NAMESPACE}:observability-thanos-receive",

6. HRALLT®%, 7 AWS Prometheus #1 CloudWatch A2 A& :

S3_ROLE=$(aws iam create-role \
--role-name "$CLUSTER_NAME-acm-obs-s3" \
--assume-role-policy-document file://$SCRATCH_DIR/TrustPolicy.json \
--query "Role.Arn" --output text)

echo $S3_ROLE

17
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7. FERBEMIINEI AR, ZITUAT RS

aws iam attach-role-policy \
--role-name "$CLUSTER_NAME-acm-obs-s3" \
--policy-arn $S3_POLICY

8B secret RIBERAULL T 34 : config B35 E signature_version2: false, BEREE
access_key 7 secret_key :

apiVersion: vi
kind: Secret
metadata:
name: thanos-object-storage
namespace: open-cluster-management-observability
type: Opaque
stringData:
thanos.yaml: |
type: s3
config:
bucket: $S3_BUCKET
endpoint: s3.$REGION.amazonaws.com
signature_version2: false

. 1£ MultiClusterObservability B X TR 18 EMRSSIK AR, 40 £2/E
MultiClusterObservability CR &84 Fr ik,

WA LUERU TS N ZENERER S3 access key # secret BEA 1 AIIIE secret X
base64 FRFEFHITARIL, JRiHFNIRIG

YOUR_CLOUD_PROVIDER_ACCESS_KEY=$(oc -n open-cluster-management-
observability get secret <object-storage-secret> -0 jsonpath="{.data.thanos\.yaml}" | base64 -
-decode | grep access_key | awk '{print $2})

echo $ACCESS_KEY

YOUR_CLOUD_PROVIDER_SECRET_KEY=$(oc -n open-cluster-management-
observability get secret <object-storage-secret> -0 jsonpath="{.data.thanos\.yaml}" | base64 -
-decode | grep secret_key | awk '{print $2}')

echo $SECRET_KEY

HREUTHREMNAEREEN pod REIERSBEATHUEN. BHEIKKEIUTER

observability-thanos-query (deployment)
observability-thanos-compact (statefulset)
observability-thanos-receive-default (statefulset)
observability-thanos-rule (statefulset)
observability-thanos-store-shard-x (statefulsets)

2.2.3. 6|2 MultiClusterObservability B E X R

{# A MultiClusterObservability B & X FR A & MEAGHIEERFAMSFHERN BT
MultiClusterObservability B & X ¥ ﬁﬁ]‘lﬁ%ﬁﬁ%ﬁd\ LITEBREEHEMERMEN, REEEMEER
YRS BT RN, BT REN. NMFEEZHELR, 1HSH Red Hat OpenShift Container Platform 3244
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8B 2% G AT WRERSS

R BRAMS,
SRUTSE, 7E hub &2 MultiClusterObservability B E X iR :

1. B34 5 multiclusterobservability_cr.yaml 8 MultiClusterObservability B & X %R YAML
X5,
BEUTERIAYAML XHUEE RN :

apiVersion: observability.open-cluster-management.io/vibeta2
kind: MultiClusterObservability
metadata:
name: observability
spec:
observabilityAddonSpec: {}
storageConfig:
metricObjectStorage:
name: thanos-object-storage
key: thanos.yaml

IR REE (15X advanced E34 Y retentionConfig S8 M(H, MEFLZER, HSMH
Thanos Downsampling 2 #ERFR BN A, RIBZLERHNBE, BIEZENERESNESE
FEMEE, NREN S3 FHEMEE NER STS i, HARSK &1t S3 AR STS,
BELUTEE :

spec:
advanced:
compact:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
store:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
rule:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
receive:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE
query:
serviceAccountAnnotations:
eks.amazonaws.com/role-arn: $S3_ROLE

MEELIER, ESM Observability API,

2. EEEMBRNSGE ERE, B IE1d EH MultiClusterObservability YAML FHY
nodeSelector KX BIXE— M. B YAML ATRER LI TARS :

nodeSelector:
node-role.kubernetes.io/infra:

MFBEZER, HEM UBEMRWIESE,

3. BT T, SRR YAML B A EIEERE -

oc apply -f multiclusterobservability _cr.yaml
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FAF Thanos. Grafana #1 Alertmanager BIFf& pod £ open-cluster-management-
observability @& 22 [H O3, FFA %3 E Red Hat Advanced Cluster Management hub 5£8%
MR EEBMWEH, USSR 4% E] Red Hat Advanced Cluster Management
Observability iR 55,

4. @it E5h Grafana (YRIRELIE observability RSEBEE A, FEMIEESFER,
5. TE#EHIE Overview TiESK Clusters TUE it i FIEHI A P25 558 Grafana #E#E,

a. A4, FERALUF URL 8] OpenShift Container Platform 3.1 Grafana {434k :
https://$ACM_URL/grafana/dashboards.

b. E&EE OpenShift Container Platform 3.11 {{5&k#Rk, 1H%EFER N OCP 3.11 ISTHK,

6. 147 multicluster-observability-operator &, %iF multicluster-observability-operator
pod IE7E#% multiclusterhub-operator S EH1TEE, ZTUT@MS:

oc get deploy multicluster-observability-operator -n open-cluster-management --show-labels

NAME READY UP-TO-DATE AVAILABLE AGE LABELS
multicluster-observability-operator 1/1 1 1 35m
installer.name=multiclusterhub,installer.namespace=open-cluster-management

7. BESHRXPNPRZEH multicluster-observability-operator i E#] labels %f4>. labels 4%
AREEE L TIFE ¢

labels:
installer.name: multiclusterhub
installer.namespace: open-cluster-management

L HE  MREBHREFENSEERE T IRMEHRIE, EEEEPRMUTERITE : observability:
disabled,

observability lRZ5#/2 . 5 observability IR 5, SETHLLTIHEE :
o FIEXRBEZESRHMNEREEIREL L El Red Hat Advanced Cluster Management hub £2%,

o FA%#EE Red Hat Advanced Cluster Management hub SEBMZ BRI WA A, LUISER
& ¥[8 Red Hat Advanced Cluster Management observability iR%5. & A LEZE Red Hat
Advanced Cluster Management Alertmanager RN EE S HIEMER, 2 EHMNF SRR BT EH
BRI SR EERR, INHLFHRE. PagerDuty % OpsGenie, &R0 AN ESRBRANZE IEEHR,

3 : RE Red Hat OpenShift Container Platform kA 4.13 {8 SR AN S B LB X I ERE
% Bl Red Hat Advanced Cluster Management hub 5£8$Ih8E, R&=/5H 7 A MR MEIHEEM Red
Hat Advanced Cluster Management &, 3HE OpenShift Container Platform 4.13 & Z FHIR A&
HERBIEEA R hub &8, BB LERUTHRESER.

2.3. M RED HAT OPENSHIFT CONTAINER PLATFORM 414 B A &
P
B4, B LM Red Hat OpenShift Container Platform Z#I &5 B AWM, AIZ—14% ) open-

cluster-management-observability #J71H, 5@ 7 open-cluster-management-observability % B &
B34 7y multiclusterhub-operator-pull-secret B {& pull-secret,
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8B 2% G AT WRERSS

£ open-cluster-management-observability 2 B #1345 thanos-object-storage B9 R#Zfif
secret, , MIAXNRIFME secret FEAE R, SAEH T Create, iH5E 1 Enabling observability BB EI5E 4 %
k& E secret BITRfl,

]2 MultiClusterObservability B E X FREH, HEKBILLTERR, 3% OpenShift Container
Platform R B IN/5 B obseravbility fR5 : Observability components are deployed and running.

2.3.1. 5 Thanos hR#A
TEEEFHERE Thanos fa, MESITHRE(CLDEUE Thanos AR 4.

ERE| hub £ T, EATMERMY pod HiziTA R4 LUEI Thanos iRA :
I thanos --version

IR 7R Thanos FRZAR,

2.4. ZRAFEME
IR 2R MY, 7E Red Hat Advanced Cluster Management hub &£ {2 IEEUIRINE.

241 EFrE SRR AR M

B HERAT A SEREF PN R A M RZEATNEM, #@itfF enableMetrics % & false RE T
multicluster-observability-operator 7R, FHHIFHRATAERLIANT -

spec:
imagePullPolicy: Always
imagePullSecret: multiclusterhub-operator-pull-secret
observabilityAddonSpec: # The ObservabilityAddonSpec defines the global settings for all managed
clusters which have observability add-on enabled
enableMetrics: false #indicates the observability addon push metrics to hub server

242 EEANEHDPERAT IR

B MR ESERFEPN A IR A M RZRA TR, F observability: disabled PR AR INEY
managedclusters.cluster.open-cluster-management.io B ¥R, 7 Red Hat Advanced Cluster
Management 3£##& Clusters TUE A, ¥ observability=disabled 1% i INEI1E & HIEEEH,

#ZE  E— N EINRMELAGNZEERE D BN, metric-collector EFE X #i PR,

2.5. MHIERAT ILER M

fif/E& MultiClusterObservability B E X RN, SR AFMEZ; observability BR55. £ OpenShift
Container Platform #2#& S/, %5% Operators > Installed Operators > Advanced Cluster
Manager for Kubernetes, fiflk} MultiClusterObservability B & Y 7R,

6. HfthHR
o FIRAFHEE BEETITARRR :

o  Amazon Web Services S3 (AWS S3)

21
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o Red Hat Ceph (S3 compatible API)
o Google Cloud Storage
o Azure Ffi#
o Red Hat OpenShift Data Foundation (LARI# /7 Red Hat OpenShift Container Storage)
o Red Hat OpenShift on IBM (ROKS)
o HESEARME M,
o BTYMBLZEXIMAERTURMENGER, HSHES AT WM,

o MIFELMXREM, 1EHRMOFE Observability IR H 1T
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https://www.redhat.com/en/technologies/storage/ceph
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5 3 & AR

5 3F AR
AT WERRS EEEANBIARRERFI AE,
e {#f observability API Z A5k
o [HEM T HBISEBIR R

o EEMEHISE

3.1. {5 OBSERVABILITY API &g+

Observability 124t 7 —/MN4E8 API, FFi@iT OpenShift B (rbac-query-proxy) Zifjigtr, &&HLL
TETIREY rbac-query-proxy B HEI 1) ¢

o EAILMERA LT e SR B AV IFIE ¢

I oc get route rbac-query-proxy -n open-cluster-management-observability

o TR LA OpenShift OAuth iR h& /(0] rbac-query-proxy B&H, ZSHEN K5 A=Ak
S RER, ik P ARG RZERE, MERSER, HSHEER AR OAuth 17714
[
SRS ER, AR MECIEE proxy-byo-cert secret :

1. REREIA CAIES, FHEBEY tis.ort WRBREFHEAERMXMEH, BTUTHRS:

I oc -n openshift-ingress get secret router-certs-default -o jsonpath="{.data.tls\.crt}" | base64 -d
> ca.crt

2. IBfTUA T e S AEIRIEIT -

curl --cacert ./ca.crt -H "Authorization: Bearer {TOKEN}"
https:/{PROXY_ROUTE_URL}/api/v1/query?query={QUERY_EXPRESSION}

: QUERY_EXPRESSION 21 #/ Prometheus ZH&RZAR, Fl, @i NaIEREINGS
EPE’J URL E#t9LLF URL : https:/{PROXY_ROUTE_URL}/api/vi/query?
query=cluster_infrastructure_provider R if]#5#7 cluster_infrastructure_provider. 1% T
BELIFMER, ESH T Prometheus,

3. BITUT&S, ERERIEFREE proxy-byo-ca secret :

151
oc -n open-cluster-management-observability create secret tls proxy-byo-ca --cert ./ca.crt --
key ./ca.key

4. EH

B4, EAERBIET O/ proxy-byo-cert secret :

oc -n open-cluster-management-observability create secret tls proxy-byo-cert --cert
Jingress.crt --key ./ingress.key

3.2. JFERS HEBEIAN SRR =
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FHEM S B EIAEBIR R, %k R X RFECH ) Prometheus Remote-Write #lA&, SERULA T BRLLSEIR S
HEI A ER R

1. f£/ open-cluster-management-observability &34 22 [H] R A ZBIH RV RE R, NAERIH =
fl|# Kubernetes secret, AL TRAI secret :

apiVersion: vi
kind: Secret
metadata:
name: victoriametrics
namespace: open-cluster-management-observability
type: Opaque
stringData:
ep.yaml: |
url: http://victoriametrics:8428/api/v1/write
http_client_config:
basic_auth:
username: test
password: test

ep.yaml 2HREMFEH, £ T —% & MultiClusterObservability B & Y FRFAER, Bal, &0
RUEIFENHTRERENER THENRSHIER, UREXSHEILEH s ER, EFT
RUT B FENSHHTEIIRK

Name ik B

url 8RR s A URL, FRE
http_client_.c  HTTP B inHENEE. HttpClientConfig
onfig

optional

HttpClientConfig

NET S gk =X
basic_auth BFEASGQEIEHHTTP & BasicAuth
757 FRBL &,
tls_config TLS B HTTP B imkCE. TLSConfig
optional

BasicAuth
Name ek
username HEAXBNBA &, FREB
757
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Name ik B
password EARENHIEH, FRE
Bl

TLSConfig
Name Epu =
secret_name BEUFH secret BIZFR, FrFE
ca_file_key secret MY CAIEPMIES (R FRFE
optional 1E insecure_skip_verify % H

true B/ J A7) o

cert_file_key secret E S IRIE T I EREA, FrFE
required

key_file_key MR im 2R H BB, FREB
required

insecure_skip_verify BT Bk BARIE T B IE S bool
optional .

2. ¥ writeStorage Z#UANE] MultiClusterObservability B E X FRA, LURINEE S HEAER
Rz, EFELUTRA :

spec:
storageConfig:
writeStorage:
- key: ep.yaml|
name: victoriametrics

ﬂ BNUIBEEWANBEMY - name # key, name BB &1 m117{S B8 Kubernetes secret B9
BHF, key i& secret FRAMEH, WIREIEIIRPRMSANT, NIEIREFSHEIZHAEB

I /R

3. @iTH:E acm_remote_write_requests_total 547, 1E5 ARG HEEERIR S HARE,

a. 1£ hub 52289 OpenShift Container Platform %l & A s Observe E84> IS Metrics A
Metrics 1M,

b. /G711 acm_remote_write_requests_total 151, 1ZIEFTRHIERTE— observatorium
AP| 525 E BB ENMNANER E 8. name 752N immBI&TR. code TR 28R T H
B HTTP & KARE D,

3.3 ERERIREFNEHERE
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it M hub BT Grafana REER B RERBNBIR. BT UL EOBRF ) ENRMLIE
%,

Blan, EMETT R OpenShift S£BEHIESR cluster_infrastructure_provider 81, iE#ERAUTEIRRIER
cluster_infrastructure_provider{clusterType="SNO"}

g MREF-TRIEERPEATANERYE, FRELE

ObservabilitySpec.resources.CPU.limits %, H{&Ki%& CPU RFIN, observability pod &1TE N
ERBENRE, 1HS VM0 7R D R BT E7 #49X,

331 BEENREE
RTINS BER, FHREENSEURTREG SRR ERHBIEE. TRUTHER

1. 1E hub S8, EEEALFIEHI AL I Grafana B,

2. % Edit Panel SEZRiEEEH IR,

3. 7E Grafana B89 Query RIHEIEIR A = Query £k,

4. #$% $datasource.

5. MMREEEELHIE, 1H8BI Step ZHMIE. IR Step SEEH NHZE, NBIITHE,
6. ¥E| Custom query parameters FE%, #AfE1%+#F max_source_resolution=auto,

7. ERIERE EREIE, BRI Grafana TIHE.

B ENBIER BITE Grafana ({FRIRH.,

3.3.2. &%& Red Hat Advanced Cluster Management {{5k1R

L%/ A Red Hat Advanced Cluster Management observability lRZ5Hf, B=MUERRAT A, LATER
Mk -

o Alert Analysis : IETETE 2 EEREE AR A4 BRI Z R RO 1 AR
® Clusters by Alert : BEiR{UFRMR, EAILURIBE KRG IE,
® Alerts by Cluster: (U FRMx, ErAIIRERTIE, HEBEEHIMEDEIRFLENERKSE
HRE=E
333. BF etcd X

SR LATE Grafana & E hub SEBF(URIRAPM eted R, LLT R eted IR EMF A EBIEEFIE. M hub
SERF I FE Grafana HHESREE M hub SERINER etcd REWE, N ERBRESRN FFLXE
X,

3.3.4. &% Kubernetes API fR 5583 (L RHR
BEEUTETUEZE Kubernetes API BRZ5 231U FRAR -
e 1f Grafana FHY hub SEEHURIRPE B LR fleet Kubernetes API AR 55 27|k
1. # A Grafana (&R,
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2. 1%# Kubernetes > Service-Level Overview > AP| Server 1/ 0] 2 & (U RIRFEZHE, IS

57K Fleet Overview #1 Top Cluster B,

A 7530 K. RHAFIEXRFIEEFLUR AP RS 231ERIFENT (M N iR AR

RAIBFr (SLOYEMER DR B R,
® 7f Grafana 1 hub &Rk P EF Kubernetes API RS AR R,
1. M hub £ S EI Grafana (Y &R,

2. 1% Kubernetes > Service-Level Overview > API Server 1/ 0] 2 & (U RIRFEZHE, IS

57K Fleet Overview #1 Top Cluster B,
it E 7 3 30 REERTE LR, FRENNEIFES TR,

3.4. Hth R
o MEFELER, EHEE Prometheus Remote-Write Fi4&,
o ESE AR M ERMRS,

o MFEELZ Y, REOF Observability IRF5H 1T

3.5. {#1FH GRAFANA (Y FEHx

M Grafana {URIREF hub EHMZEELRIEIR, Grafana BR(UERRF ERHOBEERTITFREZESE

BERY iRk 151, BER BTN SERB N ERE L B hub £ M Red Hat Advanced Cluster
Management ZiRE1E25, FIb, IBIRMERE RGBS, FHER/AMPOREERZR,

EN{EIRIE Grafana ER(URIRPERIHIE, XPFERIEZSEEBHFEMMKINE A EI Red Hat Advanced

Cluster Management hub SREFEREIEER. MRIBIMMZEERRFLHE, B LIEE Grafana BIRIUERIR

i REV B,

EfE M Grafana (NRMEHRENTFLFTE, HRBRUTERRE
e X{& Grafana FF & A 51 5E6l
o XITIZRY Grafana {U3Rik

o 1% Grafana FF & & 5L

3.5.1. i% & Grafana 7+ & A 5152451

IRE LLB T A — grafana-dev SE5I321% 7T Grafana (YRR, ARFERRUFIN grafana-dev S,

SRR TEHELLLE Grafana FF4 A G52 :

1. 2f£ open-cluster-management/multicluster-observability-operator/ 726, LUEETLLZ

17 tools X R AABYHIA,

2. 1517 setup-grafana-dev.sh 2% & Grafana S:fl, 2{THIAR, SOUBUTHR :
secret/grafana-dev-config. deployment.apps/grafana-dev. service/grafana-
dev. ingress.extensions/grafana-dev. persistentvolumeclaim/grafana-dev :

./setup-grafana-dev.sh --deploy
secret/grafana-dev-config created
deployment.apps/grafana-dev created
service/grafana-dev created
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serviceaccount/grafana-dev created
clusterrolebinding.rbac.authorization.k8s.io/open-cluster-management:grafana-crb-dev
created

route.route.openshift.io/grafana-dev created

persistentvolumeclaim/grafana-dev created
oauthclient.oauth.openshift.io/grafana-proxy-client-dev created
deployment.apps/grafana-dev patched

service/grafana-dev patched

route.route.openshift.io/grafana-dev patched
oauthclient.oauth.openshift.io/grafana-proxy-client-dev patched
clusterrolebinding.rbac.authorization.k8s.io/open-cluster-management:grafana-crb-dev
patched

3. {£ switch-to-grafana-admin.sh IS B - A B2 Grafana B M,

a. 1%E#¥ Grafana URL https:grafana-dev-open-cluster-management-observability.
{OPENSHIFT_INGRESS_DOMAIN}, #&3%,

b. AE, BITUTRSERIMNIEME P VEH Grafana B 5, i, 7E/#EH kubeadmin &
Xig, 1TSS :

./switch-to-grafana-admin.sh kube:admin
User <kube:admin> switched to be grafana admin

Grafana FF A AL E

3.5.1.1. % 1F Grafana iR &
FERMSITRE(CL)EE M Grafana B R EIUE Grafana iRA,

E%F hub ££2%/5, 17717 observabilty-grafana pod &, 21T T 4!
I grafana-cli

YRIEERIME R ERER Grafana lRASE E R,
FH, LA LLEME Grafana (YRR B Manage £, RHHEITTEMKRE, HPHHTHRA,

3.5.2. ¥ IR Grafana [ 3RHR
W& Grafana S£AIE, ERILASH YRR, TR T HZIRLARIET Grafana 6] & FHEBRUFRR -

1. 7£ Grafana #4l& 9, @£ SFMERPIERE Create FFRELIRUEMR, 155 Dashboard, A
[ H#$ Add new panelo

2. £ New Dashboard/Edit Panel PR S % Query £ £,

3. MEUIRIRIEF 23 Observatorium F4iA PromQL i E & & if,
4. 7E Grafana {UERMRAT K A R 5 (U ERIRTL B Save ElF7,

5. AIN—MEd R IR R Save,

3.5.2.1. {#f ConfigMap %il Grafana (&
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A ConfigMap %11 Grafana {{3Fk#k, f&aJLiEA generate-dashboard-configmap-yaml.sh Bl A7E A
4 AR (U FRHIR ConfigMap, FHEAMRTF ConfigMap:

./generate-dashboard-configmap-yaml.sh "Your Dashboard Name"
Save dashboard <your-dashboard-name> to ./your-dashboard-name.yaml

=

anR

REBIZIT ERIABINBR, ERRA TSR

1. EFE—/MUFRIRFF R Dashboard settings 17,

2. FESMAES, = JSON Model Elfr,

3. EHIUERIR JSON 84E, FHHeriE data B4

4. {88 name 3} & $your-dashboard-name, 7t data.$your-dashboard-

name.json.$$your_dashboard_json ¥ uid Tifr i A— UUID (universally unique
identifier) . #AEILMERA uuidegen FF2FRAIE UUID, ConfigMap BIRERELLLT 044 -

kind: ConfigMap
apiVersion: vi
metadata:
name: $your-dashboard-name
namespace: open-cluster-management-observability
labels:
grafana-custom-dashboard: "true"
data:
$your-dashboard-name.json: |-
$your_dashboard_json

7/iE

e 1R grafana-dev LGOI T (UERIR, ERILUERUERIRIEH, FHEMAPGEES
%%, 0, 7E grafana-dev LG8 — %~ Demo Dashboard BI{U R, @it
CLl, mAILLEITLATIHIA -
I ./generate-dashboard-configmap-yaml.sh "Demo Dashboard"
BITHARE, EARKIEILTER

I Save dashboard <demo-dashboard> to ./demo-dashboard.yaml

o MNRIBHIURIRAFTE General LK, RATLATELL ConfigMap B annotations 39 15 E
XAERAFR

annotations:
observability.open-cluster-management.io/dashboard-folder: Custom

5T ConfigMap EHTfE, BRIUEREE, RUERIRS A Grafana L4,

i1t CLI 8% OpenShift Container Platform 12§& N YAML X3R5 IER S B A8 YAML X4, AlE
open-cluster-management-observability 7% %2 5] ConfigMap, @it CLIZ{TLA a4 :

I oc apply -f demo-dashboard.yaml
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£ OpenShift Container Platform $E#%I& &, {#F demo-dashboard.yaml 324 61/% ConfigMap, 12l
ERALF Custom XK,

3.5.3. 1% Grafana 7 4 & =245
ENESLBIRT, MEXTURtBSHEMER, 21T U Ta5:

./setup-grafana-dev.sh --clean

secret "grafana-dev-config" deleted

deployment.apps "grafana-dev" deleted

serviceaccount "grafana-dev" deleted

route.route.openshift.io "grafana-dev" deleted

persistentvolumeclaim "grafana-dev" deleted

oauthclient.oauth.openshift.io "grafana-proxy-client-dev" deleted
clusterrolebinding.rbac.authorization.k8s.io "open-cluster-management:grafana-crb-dev" deleted

3.5.4. Hfh ¥R

THS A FHE RS H BRI R

B X082 UUID B1HBE, 155 uuidegen,

MBTRESFMER, HBHE Grafana RIEMSEERITE,

IREBIEF Grafana (YRR TTRF %,

B%EM, WHH Observing FHEHN,
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B 45 BRI NRYEE

545 TR AR MEE

ERATINRMER, RIBIMENRERKEE LT NRMEERE,
ETREZAXRMAEEMNEE T NRERS RENSREHBIENER, EHIZLTESS
REMVIFOGR - FHEEA

o OIEBELHM

o RINEE IET

o NINEKELE

o MIZHIBEEH MultiClusterObservability B X FHREIZA

o BMAHOFAESMFAESEH

o HENBRHIAIE

o BHE AT WIANREFHERIES

o NEIIRMINAHERERIEXE

o HEMIMAHERRERE

4.1. 4 8 & N
352 7E T WLZRME HER AR R0 Prometheus e % AUIIAN EHRALI, AT VigR e e 00 B2 5 AL,

ENRITBRTHRAR, HEAICKANIEE. 45REFN—HHMBBRFT, ERERAN, EaL
RIBIDALRFE IR AOX B A ERAR 55 SRAB E B SRM

X0 UIEEFHEE AN, observability-thanos-rule pod & BEhER,

£ Prometheus & X B E XN LA BER KM, FHIRMAEENIBHEERS. EFUTEE N
Ml

o GIEBETE ERMI, 1E open-cluster-management-observability &3 22 AR A|E—NEH
thanos-ruler-custom-rules FEZE R ET, Ehidp &% custom_rules.yaml, W THIFTR, &
AILATEECE AR A S DI,

o GIRBEEXERMI, £ CPUEAERIE LHERBNE. KK YAML ATRERMULLTA

=

data:
custom_rules.yaml: |
groups:
- name: cluster-health
rules:
- alert: ClusterCPUHealth-jb
annotations:
summary: Notify when CPU utilization on a cluster is greater than the defined
utilization limit
description: "The cluster has a high CPU usage: {{ $value }} core for {{
$labels.cluster }} {{ $labels.clusterID }}."
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expr: |

max(cluster:cpu_usage_cores:sum) by (clusterlID, cluster, prometheus) > 0
for: 5s
labels:

cluster: "{{ $labels.cluster }}"

prometheus: "{{ $labels.prometheus }}"

severity: critical

o BUMAEZIMNIAITF open-cluster-management-observability 474 Z2[7]#) thanos-ruler-
default-rules Bo &S A,

e 1T thanos-ruler-custom-rules E2&E LT RO B E SOCFEAN], GI—MDFHM], LMEEER
EY pod B SABELE LM, B YAML ATRER UL TASE :

data:
custom_rules.yaml: |
groups:
- name: container-memory
rules:
- record: pod:container_memory_cache:sum
expr: sum(container_memory_cache{pod!=""}) BY (pod, container)

I AERTREMNE, BESBIIEHTA. BT observability-thanos-ruler sidecar F#J
config-reload, HItEBEREHE A,

o EIUFERMMIBEZIEE ITIE, A Grafana {YFRMR, % Explore T{HE#H & 16 ALERTS, RE
TEQIRE T EIRES, Grafana FR7E Grafana FIRHEER,

//J\\j.]l] g L-EX*E *—‘R
FFHEFRARINE] metrics_list.yaml XX, LIMNZEREHRE., TRUTHE -

1. ERINEE I8Fra1, FERLUTHSEIE mco observability 25 E2/5 M -
I oc get mco observability -o yaml

2. K7 status.conditions.message EDHFHLUTER :
I Observability components are deployed and running

3. EALUT#4, 1E open-cluster-management-observability 34 22 A |2 observability-
metrics-custom-allowlist B RLST :

oc apply -n open-cluster-management-observability -f observability-metrics-custom-
allowlist.yaml

4. |EE IERATRIMNE metrics_list.yaml 23, EEEMREH YAML ARER LI TARA ¢

kind: ConfigMap
apiVersion: vi
metadata:
name: observability-metrics-custom-allowlist
data:
metrics_list.yaml: |
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names: 0

- node_memory_MemTotal_bytes
rules: 9
- record: apiserver_request_duration_seconds:histogram_quantile_90
expr:
histogram_quantile(0.90,sum(rate(apiserver_request_duration_seconds_bucket{job=\"apiserv
en\",
verb!=\"WATCH\"}[5m])) by (verb,le))

ﬂ % RINEMZERRRERN B E BRI R,

A% : 0y expr #l record ZECHIA—MERE LERRIAR, EIMFIRERERHH
record S HE X WBIRRME, BREMEIMERZTERNRAXEHER.

BRI UERER NI NS, NFRPTEREIER, B0 RI0AE - T ERZEIRRD

5. @it Grafana {5R4R Explore TIE & &R, MBE IEREIEHERE, GHTLUEEESH
(R A B E BT,

4.2.1. inE P TR EFET

M OpenShift Container Platform FRE TE 7 245 OpenShift Container Platform F /- & X HIEFR, LA
LK B Grafana (URRIIIEIT. TEARILTHIE

1. £ OpenShift Container Platform 8% L /5 FRIE, ESLIM 0 ZIREES HH9 7 E X B9 H
JE I,
MREE—NNAFEXNIENEERARENZERR, AP IEASMT test p&ZEH A,
FAEMIENR, Prometheus M OpenShift Container Platform F 7 T4 i UK & X L8 T,

2. 7£ observability-metrics-custom-allowlist & BRET R RN - TIE G E3ETs, LUKE MLk &
28 (8] R 93BT, BEUTRA

kind: ConfigMap
apiVersion: vi
metadata:

name: observability-metrics-custom-allowlist

namespace: test
data:

uwl_metrics_list.yaml: ﬂ

names:
- sample_metrics

@ FIAmEMHEENEY,

@ UUYAML BRI ARBIRSEIRN(E, name BHASBEM test B4 2 KNS T4
Mol%, DIRMBEMSS, observability KEEIRREFIFRITM B 764 RIAHERE] hub

S,

4.2.2. HERER ISR

MREFBMNZERFINEREIBITHEIE, 75 M observability-metrics-custom-allowlist.yaml 3 {4/
THERIETT. HIEMBRIEITHT, TEMZTERHERTEIE, TR TS ERUMBRIRIAETT |
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1. ERLUTHSEIE mco observability &2 /5 -

I oc get mco observability -o yaml

2. BRI LATE metrics BB LR REF R - MERIIEIRZFRARINE metrics_list.yaml S8+, &
BLUTHEIRTA

I -cluster_infrastructure_provider’

3. EALLUTM4, 1E open-cluster-management-observability 34 22 A |2 observability-
metrics-custom-allowlist B RLST :

oc apply -n open-cluster-management-observability -f observability-metrics-custom-
allowlist.yam|

4. BGE observability [R5 B EEBMNZERH KT EMIEITR. HEM Grafana (UERREHIEIT
i, AR ER.

4.3. MEBRISNEE
7N advanced EZiEEZR Y, LUBREEHNEERHEF NI MR MEAHERE

%5 MultiClusterObservability B7E X IR, FHEAU TSR advanced &4 :

I oc edit mco observability -o yaml
1889 YAML XA RTRER UL T AR ¢

spec:
advanced:
retentionConfig:
blockDuration: 2h
deleteDelay: 48h
retentionlnLocal: 24h
retentionResolutionRaw: 30d
retentionResolution5m: 180d
retentionResolution1h: 0d
receive:
resources:
limits:
memory: 4096Gi
replicas: 3

BXRARNINE SXACE FHRESRBEDL, 155 Observability APl XXH4.

4.4, BT 55 OPENSHIFT £ 2 msh 51841

HSERRERERESRMGFEETRE. BN P%'/R'F T R OpenShift SRR RN pod FIE
25 BURIEIR. #777 R OpenShift REHARIR LM HIFOERER, SRSWER CHREEIR. HEF
TFOBFETE — BRI AR FFSUE T B ER, IEBEIRRESREFLL,
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XEEMAERIERESHNBEENZ ERRE LNRGTISKE, BT XEENRENSKRERN, FULUT
Red Hat Advanced Cluster Management Grafana {{ xR A& B EMEIE. BUESRESHNIFIERR T
PR, LUTFERSTEEShE SR A B 5 REE -

Kubernetes/Compute Resources/Namespace (Pods)

® Kubernetes/Compute Resources/Namespace (Workloads)

® Kubernetes/Compute Resources/Nodes (Pods)

® Kubernetes/Compute Resources/Pod

® Kubernetes/Compute Resources/Workload A &N EIELL TG -
o ISIERN—HIEIR,

e f{HM PromQL RIANE LHIFEHE,

o AWM, ZEARIILN true,

o —PMEEEFRIARN, BFEFFEIFEKRENNER,

BINERT, SN 30 MU ER A FIFRERE R LRFE0THE, REFIRAN A F R RE
EHEASMEN. HWEMNIRMAE for BEHIEENRENFINGEER, WEANNEED, BMNEER
EIraEREEH LBETRE. EREEEXEER LTBEFESESMNIRGEEELE, ELE S
paniil

&N gather_rules BISEERD, ZEBD A EAZAENA, Red Hat Advanced
Cluster Management RE S &£ & #MIZH SNOResourceUsage, ©EHNERINESHN :
HighCPUUsage #1 HighMemoryUsage. HighCPUUsage £&#IIM T 5= CPU {81t 70% B FF
1R, HNRET s OpenShift BB S RFHEFAEE LA AT RAEFER 70%, ] HighMemoryUsage £&
HNFia, BRI, AIERIMNEEZEEN, BEXEER, SEESHNFFIEET for BHETEEM AR,
RGBT IBKE dynamic_metrics 18 E BT,

TELUT YAML X5 % F collect_rules 9B SIERFIRK -

collect_rules:
- group: SNOResourceUsage
annotations:
description: >
By default, a {sno} cluster does not collect pod and container resource metrics. Once a {sno}
cluster
reaches a level of resource consumption, these granular metrics are collected dynamically.
When the cluster resource consumption is consistently less than the threshold for a period of
time,
collection of the granular metrics stops.
selector:
matchExpressions:
- key: clusterType
operator: In
values: ["{sno}"]
rules:
- collect: SNOHighCPUUsage
annotations:
description: >
Collects the dynamic metrics specified if the cluster cpu usage is constantly more than 70% for
2 minutes
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expr: (1 - avg(rate(node_cpu_seconds_total{mode=\"idle\"}[5m]))) * 100 > 70
for: 2m
dynamic_metrics:
names:
- container_cpu_cfs_periods_total
- container_cpu_cfs_throttled_periods_total
- kube_pod_container_resource_limits
- kube_pod_container_resource_requests
- namespace_workload_pod:kube_pod_owner:relabel
- node_namespace_pod_container:container_cpu_usage_seconds_total:sum_irate
- node_namespace_pod_container:container_cpu_usage_seconds_total:sum_rate
- collect: SNOHighMemoryUsage
annotations:
description: >
Collects the dynamic metrics specified if the cluster memory usage is constantly more than 70%
for 2 minutes
expr: (1 - sum(:node_memory_MemAuvailable_bytes:sum) /
sum(kube_node_status_allocatable{resource=\"memory\"})) * 100 > 70
for: 2m
dynamic_metrics:
names:
- kube_pod_container_resource_limits
- kube_pod_container_resource_requests
- namespace_workload_pod:kube_pod_owner:relabel
matches:
- __name__="container_memory_cache",container!=""
- __name__="container_memory_rss",container!=""
- __name__="container_memory_swap",container!=
- __name__="container_memory_working_set_bytes",container!=""

AT LATE custom-allowlist 22 collect_rules.group, M FHIF R, 2 collect_rules.group Z A,
B RERME R EINIT ., XL ERRE, BEFR :

collect_rules:
- group: -SNOResourceUsage

RAEFELDIMNE, BIEFKE Grafana RET.

4.5. \iZ§| B B MULTICLUSTEROBSERVABILITY B & M FEEIA
IR TEMEIRM, EINEIME pod WEIARE. MER hub &7 AZ| Red Hat OpenShift Container

Platform %A, % Z| MultiClusterObservability B E X ¥R, HEHFEEFRERIANAHEM replicas
SHIE, BHH YAML TTRERBUATARE

spec:
advanced:
receive:

replicas: 6

& X mco observability B E L FIRHPHWSHNESLER, 155 Observability APl X4,

4.6. MMM FAESHNFTAEEEH
RINAE D B A BT AMSTER, UEREHEETNEHE, TRUTHE
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1. BERINFAMENK/D, NREGERZFT EBS, EFH MultiClusterObservability B & X Tt
5)/?\0

2. BHNFAMSHR/NMERFAESMIR pod, EMBREAMSHERUEEN], BTEER
FAMBFHBEIEERR, THRUTHR

a. @it 1E MultiClusterObservability B X R RIERE mco-pause: "true” K& =
MultiClusterObservability operator,

b. EHAHEAMGNERTENIE, FMHEAHER N 0, XREDKRMA, XS RESHN LFE
AHEIELLB REIEE R, a0, Thanos Receive stateful 58475 observability-thanos-
receive-default, FKINE=1EIAX, AL, BEERUTHFAMESER :

e data-observability-thanos-receive-default-0
e data-observability-thanos-receive-default-1
e data-observability-thanos-receive-default-2

c. MBRATFREAH MG ERNFAEESFAMEER,

d. 1£ MultiClusterObservability BE X FIRH, EFMER/NFEAPIREHENEFEERDN, FERA
A BFME NI,

e. BITMIBRZ BIAINEYE AR L EUHE {2 MultiClusterObservability operator,

f. BT Operator HEE/ESIE, 15MFR multicluster-observability-operator #l
observatorium-operator pod, pod &IIBIEH BT,

3. @it K E MultiClusterObservability B E X BRI AEENEFREE EEH#H,

4.7. BE BB

INRE B E X OpenShift Container Platform B&HEIAIE, NAITE alt_names E39 RINKH, EfE
OpenShift Container Platform B&EHRILAVIF], 1ERMMLAT{E R : alertmanager.apps.<domainname>,
observatorium-api.apps.<domainnames, rbac-query-proxy.apps.<domainname>,

MBTRBEZIFMER, HSHIGE XM B alertmanager B HBIIET,
B BOARIEPRENER,

4.8. BE L RATF RN RFHEUES
SERLA T ERELB T A F Ui R RFHEBIES -
1. B EXN RFE secret FIRMNIET K44 http_config #84, HEFUTRA :

thanos.yaml: |

type: s3

config:
bucket: "thanos"
endpoint: "minio:9000"
insecure: false
access_key: "minio"
secret_key: "minio123"
http_config:
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tls_config:
ca_file: /etc/minio/certs/ca.crt
insecure_skip_verify: false

2. 7£ open-cluster-management-observability &% 22 [ R IINT RIZ 6% secret, secret aE
IRIERIE R secret IR E LM ca.crte SARE /S A mutual TLS, BEEEZRIN secret IR
10 public.crt 71 private.key Z5H., EELUUTRA :

thanos.yaml: |
type: s3
config:

http_config:
tls_config:
ca_file: /etc/minio/certs/ca.crt ﬂ
cert_file: /etc/minio/certs/public.crt
key_file: /etc/minio/certs/private.key
insecure_skip_verify: false

Q thanos-object-storage secret B UE - FI BEH(ERIES X,

3. 1B E#T MultiClusterObservability B E X #RE+# tisSecretName #1 tisSecretMountPath
SHURBCE secret BIFFIEERRR, ABLUTTA, He secret B M tis-certs-secret, ik
MBAENESREELAIPERANBX :

metricObjectStorage:
key: thanos.yaml
name: thanos-object-storage
tisSecretName: tls-certs-secret
tiIsSecretMountPath: /etc/minio/certs

4, B EGELMAB TLS, 5 secret HEHBIFEE V] RN RIFEMPTAE ZHEM tisSecretMountPath
iR, ES LT RA -

metricObjectStorage:
key: thanos.yaml
name: thanos-object-storage
tiIsSecretName: <existing-tls-certs-secret>
tiIsSecretMountPath: /etc/minio/certs
receiver:
store:
ruler:
compact:

5. ERNLEA N R, HRERS ER pod,

4.9. Jy e M ER M NH 4B ERIERE

REARELE, UATSSEEHNEEET HTTP F1 HTTPS RIBIRSS 251517 hub £8F, &%, Miind
HEAREEEMFHREERI T hub EENZTEERE BB HTTP I HTTPS RIBR S %3, B2, WREHE
TR ER MM INZEAE, RIS IEERE,
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4.10. AR &

o BB — hub £&,

o MBETE hub EBFMNZTEERHAEATHRERE,
SERREATE YR, N RMINEGREEREXE !

1. 3 A hub &8 ERIERBFp R 22 (A,

2. @i 70 spec.proxyConfig %8, HAKE%EE AddOnDeploymentConfig FTiR.
LU YAML =61 :

apiVersion: addon.open-cluster-management.io/vialphai
kind: AddOnDeploymentConfig
metadata:
name: <addon-deploy-config-name>
namespace: <managed-cluster-name>
spec:
agentinstallNamespace: open-cluster-managment-addon-observability
proxyConfig:
httpsProxy: "http://<username>:<password>@<ip>:<port>" ﬂ
noProxy: ".cluster.local,.svc,172.30.0.1"

Q ST F L RER, RAEILUEE HTTP RRIBsk HTTPS I,

9 A2 kube-apiserver i IP ik,

3. BREUP i, WEREERFZTUTAS

I oc -n default describe svc kubernetes | grep IP:

=&

4. #t A ManagedClusterAddOn R, &7 5| AEFR{## AddOnDeploymentConfig 7Rk E

e, EFUT YAML =4

apiVersion: addon.open-cluster-management.io/vialphai
kind: ManagedClusterAddOn
metadata:
name: observability-controller
namespace: <managed-cluster-name>
spec:
installNamespace: open-cluster-managment-addon-observability
configs:
- group: addon.open-cluster-management.io
resource: AddonDeploymentConfig
name: <addon-deploy-config-name>
namespace: <managed-cluster-name>

5. WIERIEILE, MREMNEETRERE, NBARELR P MR INEHRIEER BRI

ERATBUE L XS hub £8F, THRUTHIE -
a. A hub 8%, SARTE Grafana {URIxRFPHEASZSEER,
b. EENRIBIXEMIET,
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AN, R NAEZERIE IR E

MRFLFBELRD, EAIBEFREN hub ERMNZTEERECER observability MfIN‘EHZARELE, &
A LABERT 22 observability MANZH4RIRIEIZE, TRUTEE :

1. #£ A ManagedClusterAddOn iR,

2. MRS AK AddOnDeploymentConfig ¥iR,

4.12. EMFR

o MEFEZER, HSM Prometheus BB, AXRICEMNIERMNNELER, 1ESH
Prometheus X4 B89 10 &0 FOZ RN

o BEXEBEFNRBRMELER, HSMEM Grafana (LR,

o FHN [FHEIR T H BN B IR R,

o HFSH A E IR SRR,

e &S Observability AP,

e BXH alertmanager BB EFIEBHHEIE, 155 &k alertmanager BIIET,
o BXAIERERMIFE, 155 Observability

o METHMELHREMEAMER, 1HSMH Prometheus Alertmanager 314,
o MEFELFER, 1HS Observability 24,

o BXAMERSMES I, %S Observability RS E T,

o MFEERLER, ESHEEITFNEDK,

o SREIFIAFHMTTK, BE LAIEMKE,
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B5E EEaYRMEER

55 E BENRMEER
B E AR SER, LUBA hub SR SEENEY,
o & Alertmanager
o LB
o HEREZI
o MHIFER

5.1. id& ALERTMANAGER

SRAEEEIE, 0 email. Slack #1 PagerDuty LUEIRE B Alertmanager BO@ ], &, 717 % open-
cluster-management-observability % Z2[7| 1 #Y alertmanager-config secret SRARINERK, FH
Alertmanager BRiB IR, SEARLA TS RRLER B E LR

1. M alertmanager-config secret FIREXVEUIE, 21T T @MS:

oc -n open-cluster-management-observability get secret alertmanager-config --template="{{
index .data "alertmanager.yaml" }}' |base64 -d > alertmanager.yam|

TUTHS, %iEFRE alertmanager.yaml XXHHECLE :

oc -n open-cluster-management-observability create secret generic alertmanager-config --
from-file=alertmanager.yaml --dry-run -o=yaml | oc -n open-cluster-management-
observability replace secret --filename=-

BHH secret AIRES LA TR -

global
smtp_smarthost: 'localhost:25'
smtp_from: 'alertmanager@example.org'
smtp_auth_username: 'alertmanager
smtp_auth_password: 'password'
templates:
- '/etc/alertmanager/template/*.tmpl'
route:
group_by: ['alertname’, 'cluster', 'service']
group_wait: 30s
group_interval: 5m
repeat_interval: 3h
receiver: team-X-mails
routes:
- match_re:
service: *(foo1|foo2|baz)$
receiver: team-X-mails

B ERKEEBREILENEN, BX Alertmanager BI7Rl, 155 [H prometheus/alertmanager,

5.2. BB R ER
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JAFART MRS, FEB OpenShift Container Platform S EELBNERSBINAEE hub B, BRI LUE
3 alertmanager-config YAML XX, NEREENZBER RS,

7 & alertmanager-config YAML X {4Rfl -

global:
slack_api_url: '<slack_webhook_url>'

route:
receiver: 'slack-notifications'
group_by: [alertname, datacenter, app]

receivers:
- name: 'slack-notifications'
slack_configs:
- channel: '#alerts'
text: 'https://internal.myorg.net/wiki/alerts/{{ .GroupLabels.app }}/{{ .GroupLabels.alertname }}'

MBEEBREBFTEMRL L, 1K alertmanager-config YAML X4 ZRALLT global 58 :

global:
slack_api_url: '<slack_webhook_url>'
http_config:
proxy_url: http://****

P

ARERHNEIRL L

EXASEERNERLL, B MultiClusterObservability B E X RN T M2 -

metadata:
annotations:
mco-disable-alerting: true

WEERN, SERHLWERRARERKRE. 54, * openshift-monitoring 5+ 22 (A #Y) ocp-
monitoring-config ConfigMap PRIHAVER BN IKE ., KEFEERHELR ocp-monitoring-config
ConfigMap FEH observability operator in R EIRHEH. BFMERER, TEREPH Prometheus £
BlISES,

BE : NREE—NHEIERSIEMN Prometheus 325, B Prometheus SLIE S T Prometheus 451,
NSEER FRIEIREEER, hub ERPRIEIR TS RIZNT,

REEHE, 7 open-cluster-management-addon-observability 3% 22 AR &0l — 4 J cluster-
monitoring-reverted #J ConfigMap. {EfI3#. FihRMAERF L BB 2M ConfigMap k&,

Tk hub SR EREERTBRNZEENENERIB=AERMECBIE, HENHLEL—T, L&
Alertmanager,

5.3. BB ER

NINETBERAER, ETLURIELERAM,. TR SHIFEN R RBRER, RNMEHROERG,
20— 1D, EHFREZERRN ID JEER LI T =/ 5 d839aca9-ed46-40be-84c4-dca8773671da,

PRELEANFRR B IR 0%
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Z#52K Red Hat Advanced Cluster Management 21, & 7B 517 open-cluster-
management-observability #3422 7] 1 ¥ alertmanager-main pod, %0, 7£ pod A iRAAHIA
AT ep 453K E B SampleAlert :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" alertname="SampleAlert"

Bt EAE S AR S FR M E R, LU TR {EMA match-label-1 #1 match-label-2 :
amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --

comment="Silencing sample alert" <match-label-1>=<match-value-1> <match-label-2>=
<match-value-2>

MR B EN R RN ESR, EEH --duration Tri&. 217U Ta4%5, LERBR—D N
SampleAlert :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" --duration="1h" alertname="SampleAlert"

BT LUD B RRBV B IR E TR AT RS (. A LU T an B 7ERF E FF4aH 523 SampleAlert :

amtool silence add --alertmanager.url="http://localhost:9093" --author="user" --
comment="Silencing sample alert" --start="2023-04-14T15:04:05-07:00"
alertname="SampleAlert"

EEEVBNMARBRENR, HZTUTHS

I amtool silence --alertmanager.url="http://localhost:9093"

MRETBREHMER, HEITUTHIRLEENR

I amtool silence expire --alertmanager.url="http://localhost:9093" "d839aca9-ed46-40be-84c4-
dca8773671da"

SERMAZIRMER, HSTUTHS -

amtool silence expire --alertmanager.url="http://localhost:9093" $(amtool silence query --
alertmanager.url="http://localhost:9093" -q)

5.4. fHLEZER

E2BEEE MRS Red Hat Advanced Cluster Management 1, iXAK/™E, @id7E open-cluster-
management-observability %y 22 5] 1 % Y alertmanager-config A7 B9ES 1 H I sk BRHIZE e,

L—HEH—HNALRELEN—HSHEE, FEMNSSERER, HTIEANEYN, BIrMERERD
MEA equal FIRHIEBMERBITEE. 28 inhibit_rules ATEEREILLT :

global:
resolve_timeout: 1h
inhibit_rules:@)
- equal:

- hamespace
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source_match :9
severity: critical
target_match_re:
severity: warning|info
ﬂ E LT inhibit_rules S8 &, LUEKRFE—wRAZEEPNER, S—PaEERBPHAT -1

critical ZiRET, MREMNDHRLEF AL AEHMIIEEWHN AN warning =X info FWERE, R
A critical ZR S HE Alertmanager #EIK25, EENATEER B RUTER -

ALERTS{alertname="fo0", namespace="ns-1", severity="critical"}
ALERTS{alertname="foo", namespace="ns-1", severity="warning"}

Q #NR source_match #1 target_match_re SEMERLE, NIZEH TS AT EINES

ALERTS{alertname="fo0", namespace="ns-1", severity="critical"}
ALERTS{alertname="foo", namespace="ns-2", severity="warning"}

e T ZE Red Hat Advanced Cluster Management Y2 IR, HMIAU TGRS :

I amtool alert --alertmanager.url="http://localhost:9093" --inhibited

5.5. Hih ¥R
o NMETMRELZIFJER, BESHBEE L,

o BEXBELAIMEMIY, HSH Observability BRF5H 1T
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%5 6 = /£ GRAFANA h{E R EEHRE

28 6 = £ GRAFANA h{FHSE LIRS

FRZEERNE, NMElTBAT Grafana Y&k, H7TE hub £E /5 ARTMEMRS, observability-
managed-cluster-label-allowlist ConfigMap =1 open-cluster-management-observability #p 45 22 [F]
FflE, ConfigMap &5 H observabilty-rbac-query-proxy pod 4P ELEIEFIR, ATHE
ACM - Cluster Overview Grafana ({FRIR PIEEFREZ LIRS LMK, BIANERT, ANRERZE
observability-managed-cluster-label-allowlist ConfigMap R EIIRZE F5,

WERSATIZEELBINHIENE, observability-rbac-query-proxy pod & Wi Hix 2 EEEEITZ T
AN, FEZIEF observability-managed-cluster-label-allowlist ConfigMap LA BRE 2K,
ConfigMap (N @& ME—RIITRE BT, XLZFRE ST ignore_labels =X labels 7&k A, &8
observability-managed-cluster-label-allowlist ConfigMap AJREF{ULL T YAML X4 :

data:
managed_cluster.yaml: |
ignore_labels: ﬂ
- clusterID
- cluster.open-cluster-management.io/clusterset
- feature.open-cluster-management.io/addon-application-manager
- feature.open-cluster-management.io/addon-cert-policy-controller
- feature.open-cluster-management.io/addon-cluster-proxy
- feature.open-cluster-management.io/addon-config-policy-controller
- feature.open-cluster-management.io/addon-governance-policy-framework
- feature.open-cluster-management.io/addon-iam-policy-controller
- feature.open-cluster-management.io/addon-observability-controller
- feature.open-cluster-management.io/addon-search-collector
- feature.open-cluster-management.io/addon-work-manager
- installer.name
- installer.namespace
- local-cluster
- name
labels: 9
- cloud
- vendor

+<1> {£{a] ConfigMap HJ ignore_labels keylist F 71 EIFRZE E.M ACM - Clusters Overview Grafana {¥
R EBITHIFIR MR, <2> £ ACM - Clusters Overview Grafana (YRR T HI 7R+ TR/ AR
%, /A% B acm_managed_cluster_labels #5i5, EFBURTATIE label §#1E,

Ak SRR FE Grafana R{E A2 B RIS :

e AN

XK

ERBEINE

H

XK

ERBINE

[ ]
E[.

4
XH

o ZARERRINE

4

6.1. RIMNZERBIRE

4 %A observability-managed-cluster-label-allowlist ConfigMap RN E LB RSN, FREREN
Grafana R SRR, 5 hub KBNS ZE LB\ KREMZE R RINIMME—IRZ, Him,
INRIEIFH7% department=finance /RINEIZEEREE, Nl ConfigMap KM EHT, FHABERLLITEN :

data:
managed_cluster.yaml: |
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ignore_labels:
- clusterID
- cluster.open-cluster-management.io/clusterset
- feature.open-cluster-management.io/addon-application-manager
- feature.open-cluster-management.io/addon-cert-policy-controller
- feature.open-cluster-management.io/addon-cluster-proxy
- feature.open-cluster-management.io/addon-config-policy-controller
- feature.open-cluster-management.io/addon-governance-policy-framework
- feature.open-cluster-management.io/addon-iam-policy-controller
- feature.open-cluster-management.io/addon-observability-controller
- feature.open-cluster-management.io/addon-search-collector
- feature.open-cluster-management.io/addon-work-manager
- installer.name
- installer.namespace
- local-cluster
- name

labels:
- cloud
- department
- vendor

6.2. AR ERRINE

@11 M observability-managed-cluster-label-allowlist ConfigMap #1#Y ignore_labels 7135 f it R 5%
FEAEERANZERRNY.

5140, J=F local-cluster 1 name #1%:, & observability-managed-cluster-label-allowlist
ConfigMap ATRERLILLTHRE :

data:
managed_cluster.yaml: |

ignore_labels:

- clusterID

- installer.name

- installer.namespace
labels:

- cloud

- vendor

- local-cluster

- name

ConfigMap 7£ 30 WaE#HES, LUAHERER 7RIS, B ConfigMap &, 1% open-cluster-
management-observability &34 22 (5] 89 observability-rbac-query-proxy pod BH&, LASSIEFIHRE
HfIE, pod HEFARKETUTER :

I enabled managedcluster labels: <label>

£ Grafana ({FRiRH, FEIRERETE Label FHIFH FER,

6.3. RASERHINE
M Label THIFHTIESRFINENSERHITSHMRSERRIN G, FrE&MARINE ignore_labels 51

=, B, NRERT local-cluster 1 name EX#T7RINE ignore_labels 51k, &8 YAML mTEER{EL
ARt -

46



%5 6 = /£ GRAFANA h{E R EEHRE

data:
managed_cluster.yaml: |
ignore_labels:
- clusterID
- installer.name
- installer.namespace
- local-cluster
- name
labels:
- cloud
- vendor

¥:% open-cluster-management-observability %y 22 [A| 1 # observability-rbac-query-proxy pod H
&, ISR ERAIE, pod HEFHRERKETRUTESR :

I disabled managedcluster label: <label>

6.4. Hfth FR
o HZ|A{FE Grafana (Y FR.

o RO TIEMFFL, 7& Grafana REHSEERILE,
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B7EEREFSRETHER

%I F Red Hat Advanced Cluster Management for Kubernetes, ?%%Iﬂ ER[LLIR T RAFE SR F M
Kubernetes %R, #3FEth%] Kubernetes HRLA K5 HAth BHRMI X Ri#H1THRBI,

o RSRIUAM
o HEREENMEE

o HAtbHR

7.0 B RHE M
S22 i LR 4R
% 7. @%RAMR

AHEHR =171 i i b
search-collector & Kubernetes %R,
WEMASERFP TR
i;&ﬁ\ ’LT%JQIJE%%’
FIFIR R IR A X F
search-indexer, %%
&5 £nY search-
collector /E &
klusterlet-addon-
search #J pod =17,
search-indexer search_indexer_requ  Histogram HRRF|IB[LIBIHEKR (Ck
est_duration BHZEEE) FHRAINTE
MU ER BRI IR BT R T8 F) .
FE A PostgreSQL #iE
F: search-indexer ;¢ search_indexer_requ  Histogram HRR5IB[IERK (MZE
21 hub SREEH BOSHR est_size £8) MEER
RIREEN S EER. - "
(add. update.
delete),
search_indexer_requ  if#{ HRR51%% CREZES
est_count B WEIMEIEK,
search_indexer_requ &% KRR B ELA EN AL
ests_in_flight Y EIE K,
search-api search_api_requests  Histogram HTTP 1R F L] B E
FE (U# AL
@it GraphQL 1244
g;;;%;?;;ﬁ;;;ﬁﬁ search_dbquery_dur  Histogram HIRZEERWELR (LR
S HE R T 80 i ation_seconds HEAL)
) (RBAC),
search_api_db_conn  if#{ KR e alE

ection_failed_total
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search-postgres NMMAEZEERREN
IRFHETE PostgreSQL
B ESL B,

7 hub EFABRUBEBER, UEEEFXFIIFAZTESEEN, Kklusterlet-addon-search &£4%/5 ., 0
REZRNSEEBRNER, HESHIBNERM kusterlet MINIZE LT REZER,

7.2. BRBEE XM E

& AT LUETX search-v2-operator B E L FHREAMBRIME, EEFBE X KRNIFE, HETUTHS :
I oc get search search-v2-operator -o yaml

38 Operator &I 1l search-v2-operator BE X IR, PHAERFEHE pod, BELUTEER
UIgH

® PostgreSQL #IEFEFE :
%% Red Hat Advanced Cluster Management i, PostgreSQL #iEZE#ECE N ¥ PostgreSQL
BIBREFE—1ZE X (emptyDir) £, MIRZEEFKNER, EAUEFAMSER (PVC)
{R%F PostgreSQL #iE, LIRS HRMEE, &RILIM Red Hat Advanced Cluster Management
hub EEEFREFE— N EM R RS MIEREIE, fi0, MREERE gp2 FiEE, EHIEERTREREL
AR -

apiVersion: search.open-cluster-management.io/vialphai
kind: Search
metadata:
name: search-v2-operator
namespace: open-cluster-management
labels:
cluster.open-cluster-management.io/backup: "
spec:
dbStorage:
size: 10Gi
storageClassName: gp2

thERE O — %5 gp2-search B PVC, F31£#iE| search-postgres pod, BAINERT, &
iR N 10Gi, EATLUERERE KR/, BIa0, 20Gi ATEERLUH R K2 200 N EER,

o BT HE pod AESK CPU &K, BIAITEAEHEMIUE3R Pod (indexer, database,
queryapi, =k collector pod)Rf L4, E# search-v2-operator B iE . #RH deployment
B84, search-v2-operator EIEMUNERE, T IRILURLMERT, &K search-v2-operator BE

L FER AT BER LA T S0 -

apiVersion: search.open-cluster-management.io/vialphai
kind: Search
metadata:

name: search-v2-operator

namespace: open-cluster-management
spec:

deployments:

collector:
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resources: ﬂ
limits:
cpu: 500m
memory: 128Mi
requests:
cpu: 250m
memory: 64Mi
indexer:
replicaCount: 3
database:

envVar:
- name: POSTGRESQL_EFFECTIVE_CACHE_SIZE

value: 1024MB
- name: POSTGRESQL_SHARED_BUFFERS
value: 512MB
- name: WORK_MEM
value: 128MB
queryapi:
arguments:
--v=3

m,.,\_ll«/u—f 7R N FA 2l indexer, database, queryapi, =X collector pod.

w':ﬁll«ﬂfeanarﬁﬂﬁqﬂm“ﬂﬂ%ﬁ\% T8, NEEHHNENTERE—ME

AT U@ AN -v=3 SHCRIZHIETE D pod B AERHEARE

HBHLU TR, EhRERIRENAZ indexer pod :

indexer:
resources:
limits:
memory: 5Gi
requests:
memory: 1Gi

o B3 pod T mME :
fRe LAMER nodeSeIector S 5) tolerations S EFHE R pod WINE, BEELUTRAEIEE

spec:
dbStorage:
size: 10Gi
deployments:
collector: {}
database: {}
indexer: {}
queryapi: {}
nodeSelector:
node-role.kubernetes.io/infra: ™"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

operator: Exists
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7.3. EMER
o HXIMEBEBEZRNUIER, ESHEEER,

e A% Red Hat Advanced Cluster Management for Kubernetes #£H|8MEZER, HEH Web
®HlE.

7.4. SR
{57 search MEERERR 7 i) VE BRI,
FEW AR - EREER
A T

o NBERITREBENES

o HEERBHA

o IEIEGIATEY

o FHIHZTELER M klusterlet-addon-search ZE

741 QR RAEBENES

BT FIH allow #1 deny list R4 FREYETIR, fIIE search-collector-config ConfigMap LAE X MEEEEFR UL
S FLE Kubernetes BB, FUH ConfigMap ##4 data.AllowedResources #[1 data.DeniedResources i
DHHTFIR, BTUTHRSRUETIR :

I oc apply -f yourconfigMapFile.yaml
ConfigMap BTRERLLT YAML 34 :

apiVersion: vi
kind: ConfigMap
metadata:
name: search-collector-config
namespace: <namespace where search-collector add-on is deployed>
data:
AllowedResources: |-
- apiGroups:
nn
resources:
- services
- pods
- apiGroups:
- admission.k8s.io
- authentication.k8s.io
resources:
s
DeniedResources: |-
- apiGroups:
nn
resources:
- secrets
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- apiGroups:
- admission.k8s.io
resources:
- policies
- iampolicies
- certificatepolicies

At ConfigMap =il 2 7F MFTE apiGroups & BRS5# pod, 27 M admission.k8s.io #[l
authentication.k8s.io apiGroups &R A iR, FHf, ConfigMap =~ AFEIEFTAE apiGroups #J
secret &4, [EIFIE3 B apiGroup admission.k8s.io #J policies, iampolicies, and
certificatepolicies W& &,

- MREFIRM ConfigMap, NIEIKRERTE TR, MRERIZH AllowedResources,

AllowedResources k5 HHIFTAE FHREA S # B3R, EF AllowedResources #1
DeniedResources A5 B 5 R th SR HERR.

7.4.2. BE L EREHE

IR B LAM OpenShift Container Platform 5 B € Y8345 RRH, B multicluster-engine 3 &%
[B]F#Y console-mce-config, XL XBEEHTFAMAERS, HARESTMIERE, EEUTMHRESHED

e SAVED_SEARCH_LIMIT - 8RS REMEAERE, BELT, 81  TURENES
FEWREH 10 D BRINMEN 10, EEFHRE, 157E console-config ConfigMap FRINLLT
#:{H : SAVED_SEARCH_LIMIT: x.

e SEARCH_RESULT_LIMIT - #f & B RS AERERE, BUAET 1000, ZMHFRILRSE,
HRE -1,

e SEARCH_AUTOCOMPLETE_LIMIT - 3231 typeahead RIS AEINE, BIMEH
10,000, EMIBRELIRE, HRHZH -1,

M OpenShift Container Platform £ &iZ1T7LLT patch 6%, fHERGERBN 100 ME -

oc patch configmap console-mce-config -n multicluster-engine --type merge -p '{"data™
{"SEARCH_RESULT_LIMIT":"100"}}'

7.4.3. EZH &R EH

BRI LE #FEF MAEAXT, SREFGBEFTEINMENERAEYE (NEHFHeBRER) . L&
?%?fi@ 22 ZE R HY 1L

MERERNERER, HEERPEIEEMN. ETUHEBMMNEXELIKINEREBIEERSEE, fl
o0, 3R cluster:dev red LUEWNS dev E£EBEFFERFE "red" IEECHLER,

SERUTHIR, FERERFITER
. ESMmER A RTE Search,
2. EEFEFGAEEZNNE, ERDESEHEEZENTIE,

o HERITRN, RWBISRRERERIKNEMTIR, XAHEE T AXLETRNES R
SRV E M BRIEITRRE,

o ERREFIHFEERITRMNER. T hub EREHPITR, SHELMRETRN local-

cluster,
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o MEVERLIRIZ kind 24, BNHIR kind E—PRIEH DA,
o [ERIERFRIETURIN T REENT R,

o EHLMARKENZERE LER, EENNEN, BRERAKNNER, HSILLUTTR

B, EEILLEFTTE - AfR. RZEE., KE MEMFEIRFE. Auto-complete 124t T &3

ENHERNEW, 1ES LT RA :
o HRHEANZFER, 0 kind:pod LLEHFTA pod HHR.

o EJRZLANFE, I kind:pod namespace:default LIIEE I\ 6y & 22 B AR EH pod,
7/

o IBILAILMERFER (M5, >=, <, <=, =) AERFMEH.

o LFEAZNBMEMHTERN, RROHEEMN—MHERENSR, HSLUTRA
o figN, ¥ kind:pod name:a f, E{E N a B pod #E#RE,

o 4% kind:pod name:a,b if, {EA&H azk b B pod #E#RD,

o ##3% kind:pod status:!Running UL E A KEFRZE Running B pod %R,

o 3R kind:pod restarts:>1 LLEHKE R ZE VW RHIFTE pod,

3. MREREFER, Rl Save search ETr,

7.4.4. B S EER M klusterlet-addon-search 52

BEMNZEERME Kubernetes 3R, Klusterlet-addon-search pod 7£/2 i T 2 RMAE S EE£E Sz
7. LLEREIE open-cluster-management-agent-addon @& Z2[A|FiZ 1T, EAXREFRNZTEERFA
BEEEH % NF T HEfE klusterlet-addon-search #3& IE & T 1F,

S EE B klusterlet-addon-search pod B TR E K AI £ Red Hat Advanced Cluster Management
hub £ 8%/ ManagedClusterAddon BE Y FRHIEE. BN T ESERHATNSERETE— 16

o, ME5ZEEHLMITE M H % HE ManagedClusterAddon B E Y HR, 21T T4
LIE% xyz SERFHHHFTIRENK :

I oc edit managedclusteraddon search-collector -n xyz
FORERE MMM, EFEUTRA

apiVersion: addon.open-cluster-management.io/vialphai

kind: ManagedClusterAddOn

metadata:
annotations: addon.open-cluster-management.io/search_memory_limit: 2048Mi
addon.open-cluster-management.io/search_memory_request: 512Mi

N

EMREBERERF LNHRER, AERFHRERBIEN pod,

1R AT LAGE R & Hh B9 AP Explorer EZ IR ERMHE XHA KR, &, EWLLETIZTE

b=
TSR AZUMMEBERIR : oc api-resources

IREE Observing IMEFE T,
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28 8 Z 72 RED HAT INSIGHTS H{E A e Ml &=

Red Hat Insights 5 Red Hat Advanced Cluster Management observability S5, F#/= FA L& BN A&
BPRIIASEBENE, Red Hat Insights RIEEBNZ I, HEFMALRIGEM. MHEE. RILSFIRENE,
Red Hat OpenShift Container Platform 5@id OpenShift Cluster Manager 125 R 153%, OpenShift
Cluster Manager RUIEZMF RN INER XEHRERE. FANKIMREER. NEEZER, HSH
Red Hat Insights 314 .

LIRAIREF A OpenShift L8, SERHPMWELBIBEBREIAERAE, XLESATIURRHRE
BEREEMNEESMIE, RedHat Advanced Cluster Management &2 51 Al LUFEFRIX MERRE BB
BB RER.

REMVIFRR : £HEER

8.1. F R

o TA{REA T Red HatInsights, MIEEZER, HSH BRLBEEERE pull secret LI L2 E
s,

o % OpenShift Container Platform kR4 4.0 S E &R A,

o hub % FEME OpenShift Cluster Manager, /AESEER OpenShift Cluster Manager A
BIFFA Red Hat Advanced Cluster Management 3 &5 8%,

8.2. 2B RED HAT ADVANCED CLUSTER MANAGEMENT #Z#l&# RED
HAT INSIGHTS
PREL A E B AIThRE R -

o WIRM Clusters TTENEIFERENT, MBILIM Status £HIEFHHBIHMABINEE, Status 5=
BRI m. AR RS AR ERE R, Identified issues £81E T Red Hat
insights REER. Identified issues KR E M T RFIAMEE, nE"EHMN K540
T : Critical. Major. Low %1 Warning

o TERIERRET Potential issue MEMR, ERFPERTAAERNENBENRRER, Ll
RIS RIS RMEENN AL, FNBUETE RRIER Description. 5imIAXIKH Category,
LA Total risk,

® 1f Description B3> A, f&AILLEFEELX/NRERERE, @ii%ESF How to remediate LTI R E
ERXNTERBRIEWRE, LRI T Reason IR R EBRAL EMNRER,

MEFELZELR, HSHEE Insights PolicyReports,

8.3. B2 INSIGHT POLICYREPORTS
Red Hat Advanced Cluster Management for Kubernetes PolicyReports 2 insights-client 4 593 &

185, PolicyReports AT E X HEE A LB EHEERERGNER, HILERIERN, KB
PolicyReport FUE iR i% 2 X IS HER R

8.3.1. # & insight TR &
SR UIE S EER P REF HEMEFE Insights PolicyReport, ST TEHIR :

1. BSREFEM Red Hat Advanced Cluster Management hub 5£2%,
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%5 8 Z 7£ RED HAT INSIGHTS rh{gi el 2244

2. B S S irk iy 2 FEbRE A Search T,

3. By ALUR I : kind:policyreport.
7 : PolicyReport &5 &2 &4 FRILED,

4. EAILAMEA insight SRB&HE R MR AIEEE M, HTLE—1 PolicyReport £, BRFEE
M XIKBVEREEM Details TIE. Insights =& B3 TR,

5. MIRFATERRS, BEERRERER, HE hub EHHZTUTHS

I oc get policyreport --all-namespaces

8.3.2. MIEHIB EF L IR

A L EBREREPHEMNRH, TRUTHIE :
1. BRIZM Red Hat Advanced Cluster Management $28%,
2. MEMZEEAIEE Overview,

3 EBR—ANTEMREEFSIZ T EM XM PolicyReports, BRI LUTE Cluster issues R EHEE
LR B0 (E BT B2,

a. 74, LALLM SRS B AL Clusters,
b. MRAEFE—NZRERHREEESITAER.
c. 7 Status T EEBEN IR EHE,
4. EFERENUNREREE T EME, FHENRRHETHNG
5. SRR EREESRAEXE How to remediate 1 Reason 18 R..
I ERRRTIXANAME, Red Hat Advanced Cluster Management & 30 9 &3 UK Red Hat
Insights, Red Hat Insights & /NI BT — %,
6. S5WAISIEM PolicyReport & 3 Z45H B A H,
# AE| Governance T{H, BiLE4%FER PolicyReport,
W Status iETE, BT View details i $#3k % E PolicyReport YAML X4,

c. %l source BH, ZSHRBME L X ERIEREH, (LT gre # insights.

8.3.3. Hb KR

e T fRIN{AIH PolicyReports B E L ERIN, MFEZER, 1HSMH ECE Alertmanager,
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