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o ZEEB|E operator (5EEf) ML T~ M4 Cluster Lifecycle E849H,
® M Cluster Lifecycle Z%& multicluster engine operator 2.5 .././html-single/clusters BIFTRN R,

o BHE SREGEIMDE PHESNZHER.

11.2. 2% 2B hub

& ] LATE Red Hat Advanced Cluster Management {3 11k S ThEER A Z R LB hub, XLETHEER]
IHEVIFIRE R A RMEBEATR,. NREEZER, HSHESEHESRE hub &0 (AT

BXREMSEREELB/ hub T/, HSH ZEHERE hub,

11.3. VR

{EAFTH status.subscription FE&, ERIUBEREBMTHRES, MARREFBENRGSTEER
K

/tho

BXHMNARFEE, HBHEENARER,

1.1.4. Observability (FTWIERE)

o FI7E, hub IEIRIEITE BIRINEFF 4 %2E Red Hat Advanced Cluster Management Thanos 2%
5, HIEE A Observability B, 1ZARSSRTE hub £2f LH open-cluster-management-
observability 34 22 (5|1 /5 51—/ endpoint-operator #1 metrics-collector
pod, MultiClusterObservability Operator [551F# &2 endpoint-operator #1 metrics-
collector pod, Observability Mt INZEHAREIEF] pod, 1S Observability 2814 LT @B %5

/GNO

o RAEILUMEMA Grafana (YRR EBILER control plane £ R 2 MHBELURIMAERIEER control
plane TR AR, & control plane Observability 52 £ MERAN—EE4, =X multicluster
engine operator, L& Red Hat Advanced Cluster Management 8% -

£ Observability IR E 1T

11.5. L&

o RoARTIN 5 ARBEMNEICK API, LFMEFER hub KRS MM RICFKEH. 15SHE
BESHLSRICK APL (BRATINE) « BRE APHEEE , RBESHIEILT (BRATIR) .

e [i& Gatekeeper operator Webhook BJ12E, LIBIRHEAEMH, HIFIESMH BIE Gatekeeper
operator &,

e |5 Policy Generator R4 Helm chart, FIERBEHRINER, 1S H Policy Generator ERi&
Z#3% Y policyDefaults.policyLabels #1 policies.policyLabels %M &%,

o ROJLIfEEA ConfigurationPolicy iR+ #J recordDiff %45 ConfigurationPolicy % i&/5 F
diff A& 1%, object-template 153 & &8 N Rz MR Fi0 RIEZEELEM config-
policy-controller pod A, 1¥IFESH & H K.

® |5 Policy Generator 34 Helm chart, FIERBEHFRMNMER, NFETHRELIFHAEE, 1HS
7] RIS ERNEREE SE R,
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® Gatekeeper operator 1 auditFromCache it B E L HFRE LA AFEE, ZIXBERIAS
2 M. &7 LS A auditFromCache, AFHESH1EXE config.gatekeeper.sh, Fi&EES [
‘&1 Gatekeeper operator K,

e =M auditEventsinvolvedNamespace X EEE OB MR EHiTE4, FHER
admissionEventsinvolvedNamespace K EBZ 0BG R ZEEASH, 1HSHERE
Gatekeeper operator &,

o AT : AT LUFEF Operator SRB&IEHI2R KRR ELERF B Operator Lifecycle Manager
(OLM) Operator, MIEEZER, 5SS Operator FRIGIZHIZE (BARTIN)

o FAMEWER EUEENERKNUE, NFTREZIFIMER, HSHERBELT,

T TRESHEXUERRMRBERNES, FSHEE,

1.1.6. & R E
e backup-restore-enabled FREE 15— %~ OADP-channel B9¥1#E4R, {5 OADP-channel
FEMR KRR L &R FNPRE Operator AR B E L KIRE 1T, NHETHRELIFHER, F5
IHEANR=2 V=2 =L =
e YMRIE MultiClusterHub A /5 & RAMEN, REEMFIKE Operator Helm Chart R 5,
#7#) backup-restore-auto-import & EHEB IS ERHE S AIRENRH, NMFETHREZIFHE
8, HBNRIEEMRREERE,

HESH S RFRELLT f## hub SRR IOEIRE R H R,

1.1.7. %%

o XA LITE IBM Power Systems Virtual Server L& Submariner, 1E& W fRZEHIEEE
Submariner L TBEZER.

o AT - W1E, EIATLIE IBM Cloud £#J Red Hat OpenShift E#F8E Submariner, 15& [
{FERLEI S ERE Submariner U TREZELR,

THEH %,

11.8. TERAXIZTHRANESER

e WB{#FF Red Hat Advanced Cluster Management for Kubernetes @357 Red Hat Advanced
Cluster Management for Kubernetes B9,

e %525 Red Hat Advanced Cluster Management 4 173% 10 AR B 2 47/5] SLFTR#,
o ZEMRNMARETEZT RERHAMMERMIEHER,
e 5% Red Hat Advanced Cluster Management #[E BRI M I HEBMESE L.

o j[A|FFIREY Open Cluster Management T2fi#/%E, LUKERFB#MXMRE, @K, ESS,
B3 [# open-cluster-management.io, MHBELFER, HIFA GitHub FEZE,

1.2. iR E#H
SRR, MSEHAELHENT AR A, YATRAR RN, SEHLEEILE,
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BE : WhT75%E, Bk BN Jira SARKSRNNEIRTHHERNRER, BT aEER T ryEE

%,

BXRXARHELZER, HSHFEH operator #44,

1.2.1. Errata 2.10.3

é ConfigurationPoIicy}E%U%%Eﬁ%%%%ﬁﬁhE’ﬂﬁ%iﬁﬁtb@:ﬁt AINERD B REH R R
EE (ACM-10612)

BE T EMREIREEHCIRRIEN MR, BNEREIREFE2ESERHLER,
(ACM-10664)

188 T 7£ governance-policy-framework pod FisE i —E RN B HEH AR, FHH 8RN
BEEMRREILE, (ACM-10693)

188 T IERESEZ, Gatekeeper Operator FfEEE /5 governance-policy-framework pod
A&, Red Hat Advanced Cluster Management for Kubernetes 5 Gatekeeper £ IIEIE % H
/5 pod WIERT/EHAHERH, (ACM-10966)

EE TR REREE AT ST, #8 MustOnlyHave & #1252!# ConfigurationPolicy
FIREBERBIRIGEH, (ACM-10877)

188 T Policy Generator 77— A, Hrh policyDefaults parameter S A B —LMEE
EREFBhEERIAKE. (ACM-1075)

BE T YU — LML B Red Hat OpenShift Container Platform 4.15 &£ 4/ application-
manager FIL TR FMEINAE AR S5 B, BRIE Red Hat Advanced Cluster Management
gitopsCluster #1285 Argo CD push B B i R ZE LR secret WA, ( ACM-11149)

&8 7 OperatorPolicy §#EEES T RE— B RN, {B7E Operator &KW, HHES
MERNERKRBAARR, (ACM-11204)

N=NHEN T MBS HRIRAER.

1.2.2. Errata 2.10.2

1EE T EEH MR AddOnDeploymentConfig Kt il4H 4 /& multicluster-observability-
controller & A& A FE, (ACM-10406)

{8 7 multicluster-observability-controller % &t /& AddOnDeploymentConfig add-on
# nodePlacement FE& X ERBLERF#, (ACM-10811)

18 7 multicluster-observability-controller 9 F2li, 52 ServiceAccount HYIFLELE
. HEEHRSHLRENZ ) Secret MR, (ACM- 10967)

N=NHEN T MBS HRIRHER.

1.2.3. Errata 2.10.1

1BE T HEAEH cluster.open-cluster-management.io/backup: cluster-activation F5% 891 %
F, {8/ Red Hat Advanced Cluster Management for Kubernetes &2 #1Mk & ShaE LA K& & 12
managedcluster fp & 22K A AIRER IR, FESRZERHGRERERERLTF
Terminating K&, (ACM-9780)
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o BB 7 HRBWERNT, REEATR=ImIIKIEN A5 B[R, M governance-policy-
framework pod EZE & X4, (ACM-10402)

B2 T HERERIE ISR, SBUEHEHEERAREBINERIBNNE, (ACM-10416)

N—PHZEIN T mB R EERIEHER,

1.3. 2 HAE

RENARFEENENAE, UTHARSEXXITREANSHIAE, M E—REHDLEEANE,

*fF Red Hat OpenShift Container Platform %2%, £ OpenShift Container Platform 2417
B,

BXFHANMBRNESER, HSHFTAMIMER,

SREH £ m A4 A% A Red Hat Advanced Cluster Management % S8 245 | %
operator #2t, HX{GEMT Red Hat Advanced Cluster Management SR, HSHUT2H
FIEHRE. KZVBENHSRESIEEXNRBSIEE S-S a B,

BRI S R EA8XBHE

E R S5 LR R

B HB9EEH S ) 8

BR8N AR R

S5 EIPYE -3 L

BB E R
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1.3.1. ENNSRZHE KRB

HERENHENEANE, UTHIREEFLTRFNSAIAE, M E—hRAHLRREHE,

*fF Red Hat OpenShift Container Platform %%, %% % OpenShift Container Platform 2417
B,

BXFRANMBNESER, HSHFTAMMER,

1.3.1.1. FAASHBEMNEFRERIARA ATEE R KM

MRBEERERMRAE, AEM OpenShift Container Platform % Red Hat Advanced Cluster
Management AIEER S BUWE, #l, M OpenShift Container Platform 1% Red Hat Advanced
Cluster Management i}, ZZRHARAN Red Hat Advanced Cluster Management 37+ i% k4,
FEATRER KM, MBEAMER StorageVersionMigration BHE X iR, FHEKM,

{E1%; Red Hat Advanced Cluster Management i, EEEEEHFREMAFaIFHMBRLLIETIN
StorageVersionMigration,

flin, MRFEM OpenShift Container Platform #Z; Red Hat Advanced Cluster Management
2.10, LUEARHIRAM Red Hat Advanced Cluster Management, AEZRERFAHT 2.10, BBIE
fHB& StorageVersionMigration ¥R, HENIFLKE KM,

1.3.1.2. 74 ARM R& FEAZ2H operator £515%

#Z % infrastructure-operator If, 5 ARM RE&RITEEE T, 9
ALLOW_CONVERGED_FLOW &y false LUBLISX ANl i,

BT T e 453k A& ConfigMap BT :

I oc create -f

J&1T oc apply -f LAR RIS, ESHELLTXHRE, i
ALLOW_CONVERGED_FLOW i%i&J false :


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html/release_notes/ocp-4-12-release-notes#ocp-4-12-known-issues
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apiVersion: v1
kind: ConfigMap
metadata:
name: my-assisted-service-config
namespace: assisted-installer
data:
ALLOW_CONVERGED_FLOW: false

HERALLIT oM agentserviceconfig :

oc annotate --overwrite AgentServiceConfig agent unsupported.agent-
install.openshift.io/assisted-service-configmap=my-assisted-service-config

LR, RESHIEFHRD,

1.3.1.3. AR RBBRLTHREE, EFANKREES

M 2.4.x FEEF 2.5.x, REBEHAET 2.6.x, TEEHGLZENPNCFHFATRITERIHFEE. MR
A 2.6.x M 2.4.x A%, NBEFshHERXLEFANTTR

X BEM 25 x FEB 2.6.x IRAEHI, EBREEFR 30 D BEKEEL

E DM ERIS PER, BALUETRALLTRANG S, RATEERERORR

oc delete -n <managed cluster namespace> managedclusteraddons.addon.open-cluster-
management.io <resource-name>

HEAURFENESFRAKRIK :

managedclusteraddons.addon.open-cluster-management.io:
policy-controller
manifestworks.work.open-cluster-management.io:
-klusterlet-addon-appmgr

-klusterlet-addon-certpolicyctrl

-klusterlet-addon-crds

-klusterlet-addon-iampolicyctrl

-klusterlet-addon-operator

-klusterlet-addon-policyctrl

-klusterlet-addon-workmgr
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1.3.1.4. 7+% Red Hat Advanced Cluster Management j5—% Pod AJRE& L FARIEEIRA

¥ Red Hat Advanced Cluster Management A ZI# k&G, BT StatefulSet I # pod AHER
AF failed K&, XNAFREEHI, E2H—1E2RHH Kubernetes [A&&ERH,

XA AE A — NGRS =2 MR KM pod, Kubernetes 2 HEEAIEHN L EEHETHE.

1.3.1.5. OpenShift Container Platform S22 KRR A

% OpenShift Container Platform &40 FHEH BN, &8 Pod &#E/S, FH AL IEEEKXY
1 8l 5 D2 ARLTFAEEBRE. INMTHRIEER, EL2HEaIRAR,

1.3.1.6. Create MultiClusterEngine IRHI R IEE T

1£ Red Hat OpenShift Container Platform 124l #1 %% Red Hat Advanced Cluster
Management for Kubernetes J5, SIEI—NFELUTERNHHED :

MultiClusterEngine required

B8 —4 MultiClusterEngine {3k {#E ;X4 Operator,

B O Create MultiClusterEngine 2l Al fE LA IEE TF. BRI RE, £
Provided APIs 84 # MultiClusterEngine #r8ifhi%## Create instance,

1.3.2. BNk S IESL ]S

# & Red Hat Advanced Cluster Management for Kubernetes 2 HlHE, UTFHRBEEXL
TRRAMB ARG, M _E—RRA R4k R&r A3,

*fF Red Hat OpenShift Container Platform %2, %% OpenShift Container Platform 2417
B,

BXFRAMBNESER, HSHFTAMMER,

1.3.2.1. &3k E B A A8

10


https://github.com/kubernetes/kubernetes/issues/60164
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BI1E LTFIC

AT T FAHRE S AMFIEMRE, MRAH, UKk ERGE,

1.3.2.1.1. open-cluster-management-backup &2 A 4F Terminating K7

L7 MultiClusterHub ¥GEREHEEM cluster-backup 4R}, MMREAE—4H Red Hat Advanced
Cluster Management 1k S #2£{E0IEH Velero k& BTlR, open-cluster-management-backup #4522 H]
4 F Terminating K&,

Terminating K& % Velero S ¥TiR%E % restore. velero.io/external-resources-finalizer B4
R. BRI WG, HTRULA TSI

MERATE Red Hat Advanced Cluster Management k& 518, HEF/HFE
MultiClusterHub %R Z R &40k UiRTEE Velero th S,

NREMK open- cluster-management-backup R E BT Terminating R, ESitE
A& Velero 1S ¥R BRAL 5585

FoiF Velero FFiRMBR a4 Z2 6] F1 B IR,

1.3.2.1.2. i ZTP FRHUTEFH R T =, {#H Infrastructure Operator B PEHENZEER

NS Red Hat Advanced Cluster Management & {3#11k S3haE, NIENEHESFHIFIHRER
HiBh hub 58, NSEERAE TR LEHLRE, XSHRIAZEEH.

 : XRRFERSEMESIHENRIER, XEKE 1A BareMetalHost iRk EERITH
MM =, FHEmMEMN SIS,

MESELEHNREDEAE A BareMetalHost ¥R, NI&A i m@ssm,

FgEERXA S, EHERE hub £&# _FZE BareMetalHost iR, HUT& kS BIHiBh
hub £2%f,

£ hub £ 1 BareMetalHost FRAZIMELLTHR3E - velero.io/exclude-from-backup: "true

1
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PR PERR A i R BT B,

IR Mk S hBERR BareMetalHost FHRE, FASEMESHBRENFARELEETLE, BN
BareMetalHost EH 117 mHR,

1.3.2.1.3. BackupSchedule £ OADP 1.1.2 S{E = kR AN iR FailedValidation k7%

f5 A Red Hat Advanced Cluster Management £-{3 H11& S 20 #- 3 B Sh 81 &
DataProtectionApplication ¥5i /5, &fll#—4* BackupStorageLocation ¥i&, KA Available,
LIRfEA OADP fRA 1.1.2 SkEEMRAN, EaJgEx{E0lE BackupSchedule WREWEILLTER, H
KA H FailedValidation :

oc get backupschedule -n open-cluster-management-backup

NAME PHASE MESSAGE

rosa-backup-schedule FailedValidation Backup storage location is not available. Check
velero.io.BackupStoragelLocation and validate storage credentials.

5512 2H BackupStorageLocation BT ## ownerReference k4> BI{H & BY
Y, DataProtectionApplication BEEREIIERN FAYE ownerReference BI{H,

FIFNHRRX AN EE, EF55F ownerReference Z1NE BackupStorageLocation | :

BT T a4, 3TFF oadp-operator.v1.1.2 34 :

I oc edit csv -n open-cluster-management-backup oadp-operator.vi.1.2

;T $F 1 EHy OADP operator CSV H1i 0 4wk
spec.deployments.label.spec.replicas HI{H,

% YAML BiZ<rh#y ownerReference @it 74T, M TFHIFR :

metadata:

resourceVersion: '273482'

name: dpa-sample-1

uid: 4701599a-cdf5-48ac-9264-695a95b935a0
namespace: open-cluster-management-backup
ownerReferences: <<

apiVersion: oadp.openshift.io/vialpha1

12
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blockOwnerDeletion: true

controller: true

kind: DataProtectionApplication

name: dpa-sample

uid: 52acd151-52fd-440a-a846-95a0d7368ff7

#F spec.deployments.label.spec.replicas FfE RO 1, LUERAIMEZESSIBURERT N
mﬁ&o

1.3.2.1.4. Velero Hk SR

MRAH Pk E BIREH hub EHBARAFIRMBIR, WXANHE hub LR TERHE 5EKH hub
SHTRMNEE. Hlm, EREFONBIRERSE I hub £ Hhzal, XN hub £ ETEEEE
BT — 1 IERRES,

MRFZHRENERH—EBS, Velero RBLIHAFNHR, HEILH hub K& LKA SHE, X
5B hub £EFHNERX hub £EF 2 M FRECE.

HERXAAE, EHEDHRE Operator BILLETT—MEE B HEELUERER B A P OB TR,
K1E restore.cluster.open-cluster-management.io ¥R TR R SR,

MB\EZELR , HSHRESHHKE Operator &,

1.3.2.1.5. HRBEFR ERZEELH

RAEEHD) hub £5F LIRS HERIEN, FRETZERH.

1.3.2.1.6. Ktk S S EEH R

YIEWKE local-cluster FEEB TR ZBEHERT hub £E M local-cluster BN, XERW
PHIRECE. £— hub &£# local-cluster WRARR A F{2, EAFIRESE local-cluster FFEFSR, MK
B URL #t5,

IENIER S KB D TN AS local-cluster FREXMNEBER, ESH REFHNRE
Operator X3 i) JE£47 #5789 hub £5f.

1.3.2.1.7. %k €8 Hive SERMIaE XA 5HM hub £#HER

13
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LR N Hive ZEEBIRE BRI HEMA N (CA) MR, SERIRLEEEDHN hub £
B, EEASKM, RNLZESREMN admin kubeconfig secret s@id {3 1REt, AMIURBAEN.

RS hub £EhFHEHZELRMNKRE R admin kubeconfig secret,

1.3.2.1.8. S AMZTEER TR Pending Import IR

£¥ hub £EE EFHS ANZELRHASEH D hub £ HkEEGEEIRN Ex—4 Pending Import
KE. MEEZELR, HFSHEHAZERSIK FEER.

1.3.2.1.9. k& hub %£&/5, appliedmanifestwork A& MZEER DR

L7EH hub £8 kS hub £3BUER, appliedmanifestwork F&ME BB EERENN ARERF
1T BB BB R B 32 B R B R IR,

BXRTEEEEHENNARRFITHE, HSHUTHRERN A :

spec:
clusterReplicas: 1
clusterSelector:
matchLabels:
environment: dev

Hit, HZELHMKEN hub £HHER, NARFIHEIMIL,

ZR XN, FERERNhIEEEENERHE. HELUTRA

spec:
clusterSelector:
matchLabels:
environment: dev

185500l LLBTZ T A T oa 5 K F ol BR T R #9 appliedmanifestwork :

I oc delete appliedmanifestwork <the-left-appliedmanifestwork-name>

1.3.2.1.10. ;VFHA9manifestwork A HMIER, Hi&hiERd agentiD
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L #X4F Red Hat Advanced Cluster Management 2.6 Fi4EX hub &, (RS hub EEEAL
F 2.7 KESRAMIRAR, appliedmanifestworks & k4 agentlD, R NILFERIE 2.7 ZfThRA
FEIA. XENZEREH EHNE hub £REIN R appliedmanifestworks,

ERGXANNE, ERE hub £ 723 Red Hat Advanced Cluster Management 2.7, RIG{EH
B hub 8 kS 515,

Wt A appliedmanifestwork F5hi% & spec.agentlD KES ZEEKE.

IBITEA T a9 3RFKEX agentID :
I oc get klusterlet klusterlet -0 jsonpath="{.metadata.uid}'
BITULT @RS, HEA appliedmanifestwork i%i& spec.agentlD :

oc patch appliedmanifestwork <appliedmanifestwork_name> --type=merge -p '{"spec":
{"agentID": "$AGENT_ID™}}'

1.3.2.1.11. managed-serviceaccount add-on XA &~ Unknown

INRIE{EA Managed Service Account, N2 E4%E¥ appliedmanifestwork addon-managed-
serviceaccount-deploy MG AMZELRDMFR, MIFETH hub LK multicluster engine for
Kubernetes operator ¥RhERAE.

ZEERMAS ATHN hub £2f, {H managed-serviceaccount add-on 37 Z < Unknown,

£ multicluster engine operator %+ /5 H Managed Service Account [5, #EAILUkE
managed-serviceaccount Kt I, HESHE A BS ALLT BifE R ASZERS K.

1.3.3. EHBYIERHIE W

HERHENEAFE, LUTNRASEXITRANSMAE, M E—hRARR&REE,

*fF Red Hat OpenShift Container Platform %&%, %% OpenShift Container Platform 2417
B,
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AXFRNMBNESER, HSHEFTRAMMNER,

1.3.3.1. TEEEEHIE R AS OpenShift Dedicated

MiZEHIE T, EaLLER OpenShift Dedicated £EMAL, BAHRKM, FHER Cannot
upgrade non openshift cluster f5iX{5 2. HElEZAIRNBRAR.

1.3.3.2. #£3%& PostgreSQL pod #F CrashLoopBackoff 3h7

search-postgres pod #'F CrashLoopBackoff 3}k, #1%R Red Hat Advanced Cluster
Management F8Z 25 7 hugepages S8 =, FH search-postgres pod B E;X LT sarh,
M pod A&E50,

SERCCA T RSN search-postgres pod HIAZE :

HERALL TR E = search-operator pod :

I oc annotate search search-v2-operator search-pause=true

EAX hugepages SHMIBRHITEH search-postgres TpE, ETUTHS, §
hugepages SHXIE N 512Mi :

oc patch deployment search-postgres --type json -p '[{"op": "add", "path":
"/spec/template/spec/containers/0/resources/limits/hugepages-2Mi"”, "value":"512Mi"}]'

ERIE pod MAEAERI, BHRFREMN search-postgres pod 24 F Running R, 2178
T4

I oc get pod <your-postgres-pod-name> -o jsonpath="Status: {.status.phase}"

BT T &S, LURIE search-postgres pod NERE :

oc get pod <your-postgres-pod-name> -0
jsonpath='{.spec.containers[0].resources.limits.hugepages-2Mi}’

HMILLLFE : 512Mi,

16
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1.3.3.3. TRGHEREN B R A HE

L5/ admin Ak bind A GEHHERENMRZFEHER, ERTRESBIRMULLTHBHER

ResourceError: managedclustersetbindings.cluster.open-cluster-management.io "<cluster-
set>" is forbidden: User "<user>" cannot create/delete resource "managedclustersetbindings" in
API group "cluster.open-cluster-management.io” in the namespace "<namespace>".

BRI G, HHREREEDIEEER TN A2 E 2SR ManagedClusterSetBinding ¥t
. ARRERRVIRERERERGAZN,

1.3.3.4. EE S FEEM control plane £ 5, KEERSTEEEIHE

B&FEEM control plane (885, MR ClusterVersionUpgradeable S8 A, EulgeTkiE
Red Hat Advanced Cluster Management 25 MERHR KRS, A, BXEEEEENOE
=

T ERIX AR, 15 A a4 MRS, 1810 Red Hat Advanced Cluster
Management ##HIGEOKX/D, SHFEEH XX RARGEBIFRENALE.

1.3.3.5. EditApplicationSet I BRINGEES
WIRRMZNRERIARXF KN ApplicationSet i AEBHEFSRN, EARAESRIILLTE

2, "Expand to enter expression"., REMILXAEIE, el Ll ARRHER.

1.3.4. EAINS N AR F-18 XM A BIAIBR S

BRENARFEENERAAE, UTARISEXXITREANSHAE, M E—REPIEEBNE,

*fF Red Hat OpenShift Container Platform %&%, %% OpenShift Container Platform 2417
B,

BXFRAMBNESER, HSHFTRAMMER,

THSH LT B AR R4 o A HI A 4R 2 A Rl

17


https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.12/html/release_notes/ocp-4-12-release-notes#ocp-4-12-known-issues

7—

Red Hat Advanced Cluster Management for Kubernetes 2.10 X 1T3¥iC

1.3.4.1. i HEREH OpenShift Container Platform 3.11 Bp AR RN IR

7 : Red Hat Advanced Cluster Management z£f (OpenShift Container Platform 3.11 243
M.

BIELL OpensShift Container Platform 3.11 £ 5 BTN ARFE, NARFHRINRETE
AT ReplicaSet #l Pod ¥i&®, B3 Kubernetes l9— N EEE, iXAMiRFERE pod-template-hash 5
ReplicaSet 5% Pod FRAMHPMIAHEFLENAE, FHHN Kubernetes IRABHIEIE, {B OpenShift
Container Platform 3.11 FR#EE., F1EFSH Kubernetes 5125%,

BFXNMEFER, RIMNTELTERMREENRE. FiM, pod fl replicaset AR, {BiXLETFIR
F1t.

WSHUTSESRM S pod M :

oc get pod -n test-helloworld

NAME READY STATUS RESTARTS AGE
helloworld-app-deploy-596765ff66-ndrv8 1/1  Running 0 20m

HESHUTZESRM BT replicaset KKt :

I oc get replicaset -n test-helloworld

NAME DESIRED CURRENT READY AGE
helloworld-app-deploy-596765ff66 1 1 1 20m

1.3.4.2. OpenShift Container Platform 3.11 ZE£# 4N AR Kubernetes Lease API

N AREHINAAH 4R Kubernetes Lease API Jleases.coordination.k8s.io, OpenShift
Container Platform 3.11 PR XH#, Kubernetes 1.14 15| A T Kubernetes Lease API, {H
OpenShift Container Platform 3.11 #i4f& Kubernetes ik# 1.11,

BRI EE, FSSLLT Kubernetes Lease APl CustomResourceDefinition M A
OpenShift Container Platform 3.11 &£ :

apiVersion: apiextensions.k8s.io/vibeta1
kind: CustomResourceDefinition
metadata:

name: leases.coordination.k8s.io

18
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spec:
group: coordination.k8s.io
names:
kind: Lease
listKind: LeaseList
plural: leases
singular: lease
shortNames:
-ls
scope: Namespaced
versions:
- hame: vi

served: true storage: true schema:

openAPIV3Schema:

description: Lease defines a lease concept.

type: object
properties:
apiVersion:
type: string
kind:
type: string
metadata:
type: object
spec:
type: object
properties:
acquireTime:
format: date-time
type: string
holderldentity:
type: string

leaseDurationSeconds:

format: int64
type: integer
leaseTransitions:
format: int64
type: integer
renewTime:
format: date-time
type: string
required:
- holderldentity
- leaseDurationSeconds
- renewTime
required:
- kind
- metadata
- spec
additionalPrinterColumns:

- JSONPath: .metadata.creationTimestamp

name: Age

type: date
subresources:

status: {}

B/1E RITEIL
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7 : Red Hat Advanced Cluster Management z£f (OpenShift Container Platform 3.11 243
M.

1.3.4.3. fRS51Kk P % B B3l secret

L #X7f Red Hat OpenShift Container Platform 4.15 th B AR S5 iy, —ER4thEE (a0 1IBM
VMware #1 Bare Metal) &&BIARSSIKFE, KPR SB3I0/E secret, Hk, Red Hat Advanced
Cluster Management gitopsCluster 1£#I233E% 7 Argo CD push =R £ EEEF secret,

MBIA S AWS &% Red Hat OpenShift Container Platform 4.15 &%, {HE, XA
R R H = HLFEE 509 Red Hat OpenShift Container Platform 4.15 A& 4, iXANAIGAE Red
Hat Advanced Cluster Management 2.10.3 L1 % Red Hat Advanced Cluster Management 2.9.4
=t

ERRXA S, EAMFHOE— secret, FHIFHEIMBIIRSS MK open-cluster-management-
agent-addon/application-manager. Z#ELIX—s=, HERUTHE :

EXAZEERHN.

BITLLF secret ik EOIE secret :

apiVersion: v1
kind: Secret
metadata:
name: application-manager-dockercfg
namespace: open-cluster-management-agent-addon
annotations:
kubernetes.io/service-account.name: application-manager
openshift.io/token-secret.name: application-manager-dockercfg
openshift.io/token-secret.value: application-manager-dockercfg
type: kubernetes.io/service-account-token

BITLL TS, MAIEK secret IRHHE -

% oc get secrets -n open-cluster-management-agent-addon application-manager-
dockercfg -0 yaml
data:

token: <token1>

BITLL T o 3k f#1Y data.token :
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I echo <token1 copied from data.token> |base64 -d
BITUTRS, SSHEHRENEN secret T :

% oc edit secrets -n open-cluster-management-agent-addon application-manager-
dockercfg
metadata:
annotations:
openshift.io/token-secret.value: <paste the decoded token>

BITUT&S, FEYWSEH secret FHIERIEMARS K -

% oc edit sa -n open-cluster-management-agent-addon application-manager

secrets:
- name: application-manager-dockercfg

ERIHER BRI T secret FHIFHMMBIARSSIK,, EHRU TSR :
A hub £EHNERG RN,

BTN RIEER secret BH4EMK :

% oc get secrets -n perf5 perf5-cluster-secret
NAME TYPE DATA AGE
perf5-cluster-secret Opaque 3 7m40s

1.3.4.4. £ PlacementRule %511 F N A BRFAREmEIRP E 1T YAML

flIE 51 A PlacementRule FiRHITH N ARFE, EHE&EH YAML A&7E YAML 4#EasPh Er, &
IR gEIT I YAML 3244,

1.3.4.5. 1A secret K% Helm Chart EiXH Red Hat Advanced Cluster Management 1] i 5BE

{8/ Helm Chart, f&8JLA{E Kubernetes secret FE X FEFARHE, FF7E Helm Chart B9 value.yaml
X#hsI AL secret,

A &MEGEHSI AR Kubernetes secret BT dbsecret 124t, #l0, ESHELLTF value.yaml 32
=~ :
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credentials:
secretName: dbsecret
usernameSecretKey: username
passwordSecretKey: password

A secret &K Helm Chart R7E Helm —i#l CLI X%, operator SDK Helm FEFRXZHF
B. Red Hat Advanced Cluster Management ] #1255 FH operator SDK Helm PR &3 fIA 2
Helm Chart, Hit, Red Hat Advanced Cluster Management 1] 34 5% secret {KiiTiEEZE Helm
Chart,

1.3.4.6. A%y Argo CD Push R4 Ef secret

it OpenShift Container Platform 3.11 & 48 E# Argo CD Push ERIIE B E LKL
secret, iXZHRJy OpenShift Container Platform 3.11 2 EE£ M AT EIRSS MK BINZH 4,

1.3.4.7. #a¥b EEIEH TR Argo CD pull #2 ApplicationSet b 2R

LERMEA Argo CD pull #RISEERE ApplicationSet M ARER, BNARFERREMESEEE U,
BN EHNTRAHTREREMARE. HAEXTERN, HiEEAERZRENNAER.

1.3.4.8. AR BHR N AR RN ZERE

hub SR ARFEREDNBFZESRS, BFXBEN (—1RE hub £5) FHENRIEERNH
Bﬁo

Rk, N5 Argo CD N FA#EFH Argo CD pull HE{EZIERIAKER, NFAASFHEAMERE Argo
CD MR, ElMEAhERE M Argo CD ApplicationSet ¥ERBVME R E Rz,

TGN R NS R AR Argo CD NARER, EMAHER Argo CD N ARERFHMHER
skip-reconcile ¥f#. HSFHLLTER :

annotations:
argocd.argoproj.io/skip-reconcile: "true"

A9, MRIELE Argo CD 245 H Applications £ F3RIET pull model Argo CD MR, NI
AL IRRIE, Argo CD #HI& A REFRESH 125,
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TGN RIS, 1M Argo CD N MIER refresh ., ES LT AR :

annotations:
argocd.argoproj.io/refresh: normal

1.3.4.9. Argo CD =il 33 HI{Z #E L HI 2R v sE R Bh A

Argo CD #HISZMT RS TRSER—NARFRRLHHE, #SRZERHDNARFREN
ESYH, ERAFRAIBEEE,

ST SR pull EEIRER R, % Argo CD argocd.argoproj.io/skip-reconcile Ef#zINZE!
ApplicationSet i template 84, Argo CD #2334 ZBX L AR FR.

argocd.argoproj.io/skip-reconcile Ff#{3&FF GitOps operator kit 1.9.0 SiEEARA, J9BALE
2, EHEE hub EEMAA 2 E LT GitOps operator x4 1.9.0, AEHELHE pull £E1Y,

1.3.4.10. BRILEIRE

MulticlusterApplicationSetReport H %l M A FREFR L EERERNSZE R b, MRFTIRLEES
E, WHERAGEEFRRIEKD, BREKEHEGSHEHIIN,

1.3.4.11. R BRI RER T /L0 B [A]

X FiEid 1000 M ZELHM Argo CD MHAERFEN ARG, BEINVENZESE, hub £iL
#Y Argo CD M AR ATRERZ /L Fh A, #EeILIfERN FATRR-5.M clusterDecisionResource 4F%
23 requeueAfterSeconds % &7 zero, M TFHIFT :

apiVersion: argoproj.io/vialpha1
kind: ApplicationSet
metadata:
name: cm-allclusters-app-set
namespace: openshift-gitops
spec:
generators:
- clusterDecisionResource:
configMapRef: ocm-placement-generator
labelSelector:
matchLabels:
cluster.open-cluster-management.io/placement: app-placement
requeueAfterSeconds: 0

1.3.4.12. N 2K ObjectBucket 5liER R EHE A allow Hl deny 5k
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& A BETE subscription-admin fafarh{&f ObjectBucket FERAEIEE allow f deny Fl&K, £H
fesiER R ch, ITE SR allow F1 deny SIFRFKRATLLEREIFLE Kubernetes FR, LUARARRERE YL
Kubernetes %R,

1.3.4.12.1. Argo Application F;EEE T 3.x OpenShift Container Platform &8

#5089 Argo ApplicationSet ITiAEBEF 3.x OpenShift Container Platform &%, WA
Infrastructure.config.openshift.io APl £ 3.x LR8I,

1.3.4.13. %] multicluster_operators_subscription BRI EBRF 2B IEN

EZEELEDIZ1TM application-manager Bt iNZH4II4EH subscription operator 48, J5& ZHi
H klusterlet operator Zb¥2, 1T operator ;% BEE multicluster-hub, E it multicluster-hub 5
{&55 5% ConfigMap ## multicluster_operators_subscription BRI ER T 2B EI4ERM.

MR operator {5 M {&@T TR multicluster-hub {&;EH ConfigMap i
multicluster_operators_subscription Hik&Ez, NZELE M application-manager add-on *&
ERHBi&R, BT operator pod £f5 M1k, BEEES pod.

1.3.4.14. IRIFRIFTT P BB 51 5B B 5RBE BER

*F Red Hat Advanced Cluster Management hix4 2.4, BKIAEHR T, policy.open-cluster-
management.io/v1 S5EAB#N AT HEBE,

T EHE G R E N AREF T P LA E ST,

MEEZELR, HSHLUTHEEG S 0B ATTFHESSI%R, A1 Red Hat Advanced
Cluster Management hixa<sh, HIIH N FAEFITHEBZER policy.open-cluster-management.io/v1l %
BMARRE, BRIENARFITHAITHEERLEE,

1.3.4.15. N FATEFF Ansible hook J3iTHE =

F%¥#r Ansible hook TR, EFHIIPIFE hub £ _EEEE Ansible hook, #ErILMEALLITIT
¥ YAML :

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:

name: sub-rhacm-gitops-demo
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namespace: hello-openshift
annotations:
apps.open-cluster-management.io/github-path: myapp
apps.open-cluster-management.io/github-branch: master
spec:
hooksecretref:
name: toweraccess
channel: rhacm-gitops-demo/ch-rhacm-gitops-demo
placement:
local: true

B2, EEsEKTZFAE0E Ansible 526, E’4 spec.placement.local:true L standalone
BEXETHITH, BRER hub X OIEITH,

fIEERZ R local-cluster BFIBERLNI, ESFILL A, Heh local-cluster: "true” &
hub 2% :

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:

name: <towhichcluster>

namespace: hello-openshift
spec:

clusterSelector:

matchLabels:
local-cluster: "true"

HERIT P RZBEMN, HESRUTRA :

apiVersion: apps.open-cluster-management.io/v1
kind: Subscription
metadata:
name: sub-rhacm-gitops-demo
namespace: hello-openshift
annotations:
apps.open-cluster-management.io/github-path: myapp
apps.open-cluster-management.io/github-branch: master
spec:
hooksecretref:
nhame: toweraccess
channel: rhacm-gitops-demo/ch-rhacm-gitops-demo
placement:
placementRef:
name: <towhichcluster>
kind: PlacementRule

MAMER, ERIZET hub L2 AIER Ansible 564,
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1.3.4.16. AEHFHIMENN EREIBENARERF

MRS ARFEERRENNEREEE, 1HFRUE application-manager pod 2 & IETEiE
7. application-manager EREEZEERH LiZiTHIT AR,

Z 0 LLE1T oc get pods -n open-cluster-management-agent-addon |grep application-manager

1854 0] LALE el & Fh#25E kind:pod cluster:yourcluster 3£# & application-manager 2 &2 1T,

MRETERIE, WEXERSAKRIHERLIL.

1.3.4.17. Subscription operator F& /8 —4 SCC

M T MRE %5 Red Hat OpenShift Container Platform SCC #XM{E R, ES1] & Security
Context Constraints (SCC), ERZEEHAMRN— 1T HANEE.

ARMBEEFRNRZ LY L TXHNARMARSSMH. T operator EikHEBIfE SCC CR, pod
NEBEGIEHR. SE— MRS LETXAER (SCC) CR, LMENEXIRSSIK G ME Y HFPER, KL
EEIHRABRZEH PR pod. EFShiEMAZEHPAE SCC CR, STRLATHRE :

BRERREPE MRS, Hl, HEBLUF nginx #B3E :

nginx-ingress-52edb
nginx-ingress-52edb-backend

B ZE Al SCC CR ARG IK Sk - 2 BEcArm BIBBR, HS WL TRAI, Hezsm
T kind: SecurityContextConstraints :

apiVersion: security.openshift.io/v1
defaultAddCapabilities:
kind: SecurityContextConstraints
metadata:
name: ingress-nginx
namespace: ns-sub-1
priority: null
readOnlyRootFilesystem: false
requiredDropCapabilities:
fsGroup:
type: RunAsAny
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runAsUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
users:
- system:serviceaccount:my-operator:nginx-ingress-52edb
- system:serviceaccount:my-operator:nginx-ingress-52edb-backend

1.3.4.18. N AR08 B EHE— Kt & 22 (A

ER—RZER PRSI IETER SN hub ERFHIER,

PN, LZERFERGRZZN charts-vl 7 Helm KBSiE R, RILFAELE charts-v1 BRI EMA
Hihjid, HEEEHE —GATRDABIE, fAEERERMNGAZE, B GitHub FHERN, ©
i 55 —4 GitHub SiE =& ZeHE,

1.3.4.19. Ansible Automation Platform £k g

WIREERFEARNZTN, Ansible %217, REXFET -cluster S RBSIE 70
i, Ansible Automation Platform Fi&2/EH, X2ZMEEHIT Ansible fENVIFTE4H &,

1.3.4.20. Ansible Automation Platform operator fEfX#4}1ji[7] Ansible Automation Platform

Red Hat Ansible Automation Platform Operator %1 Fl 5 A 7 A2/ OpenShift Container
Platform &2 489 Ansible Automation Platform, Zf#R XA AE, KelLIE{EhZ3 Ansible
Automation Platform, %% Ansible Automation Platform 12fitiyZe3t 5 7%,

1.3.4.21. N ARFEAHRER

NARFAHRTEET 37 NFR. MRFHAEIINHE, NMAREFERUTHR,

status:

phase: PropagationFailed

reason: 'Deployable.apps.open-cluster-management.io " _long_lengthy _name_" is invalid:
metadata.labels: Invalid value: "_long_lengthy_name_": must be no more than 63
characters/n’

1.3.4.22. N FT2 F 225 SR PR

SEEHE&EDARRE Application REIBRH :
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1£ Overview TUEM Applications =H1 Advanced AZETE L Subscriptions 3
i, Clusters S ERBENARFEFRAOREITE. BHNAEFERARMER FRTRE X
B, FAAARIERRSSERRERD, BREHFMNAEFRRESEARERFPRE,

1£ Subscriptions B Advanced configuration 5%, Applications ¥ Z = ERZIT K
NMARFLH, MRITHBET FHNARR, Bitb2as3ERRER N,

Channels ¥9 Advanced configuration 513k, Subscriptions 1= 5~ %3558 K 2 ih
SHPMITHEEE, BXFSIEHHEMITFEBENITEHE, XEITHASEERESERT,

1.3.4.23. AN RARFERHE RN IE

2.10 W AR Console Ml Topology B, #E#& Topology Ui @ H & BT IEHIEE,

1.3.4.24. FRIFEAESYZRIENT RIFHE N RS B A IEE TE

R R RAESYZTNFEELAEN RIFHE N FAEESF 1T I o TAF,

1.3.5. EAIBG ol Y EE1E |78

#&Z Red Hat Advanced Cluster Management for Kubernetes FHIEHIHE, LI TAZESZSF L
TIREBIEHEE, ML — R LR B S,

XfF Red Hat OpenShift Container Platform %7, i5Z/4 OpenShift Container Platform E4I/7]
&,

BXFAFNGREIEZIEE, FS67 AN,

1.3.5.1. BEE i/ (5

MultiClusterObservability &/ EHkZHJ Cluster Monitoring Operator, ZBidj&kZ alBh 1t
cluster-monitoring-config BB ST EHE Al W EHHBIRMAEE, 25, EEREEVEIAHE,

1.3.5.2. %E 19 hub £Z 189 observatorium API B> pod BTEEE A7/ 897 F ¥

#%E 19 hub £FF+1689 Observatorium APl B3 pod 7£ & (7 fItk R 17 F2 /5 BT 6E 83 2 11 I B9 ' 3,
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B Kubernetes BR#Y, HXRHBFIEZ(5/E, 175/ ## ConfigMap 5 &#,

&, Observatorium API f] Thanos PXIEXIEZHI#5Fr, Red Hat Advanced Cluster
Management Grafana (X kT 2.2 7515,

17 ZF Observatorium API BI5 pod HZEHBILL FHE -

level=error name=observatorium caller=logchannel.go:129 msg="failed to forward metrics"
returncode="500 Internal Server Error" response="no matching hashring to handle tenant\n”

Thanos #W#H B LU TR pod Hz :

caller=handler.go:551 level=error component=receive component=receive-handler tenant=xxxx
err="no matching hashring to handle tenant"” msg="internal server error"

IH B LU F R BRR RN
#F observability-observatorium-api EBESHIM N Zi 2 0,
#¥ observability-observatorium-api Z8EZHIM 0 7 EZF/ N,
2B BUABHETN=2, [BHRLEEXEEHEPTEXT 2

XA E/FATH Observatorium APl [ pod, WEZFFHIEIERTE 5-10 282 |7 {7~ 7F Grafana
H,

1.3.5.3. £ openshift-monitoring 7% ZE /i #1551 PrometheusRules #1 ServiceMonitor BITXR

M Red Hat Advanced Cluster Management 2.9 745, #&55if#HE X B9 Red Hat Advanced
Cluster Management hub 7% 22/ HItr%. #hs openshift.io/cluster-monitoring: "true"” -5
& Cluster Monitoring Operator 125 tr8ga 5 2214,

2282 Red Hat Advanced Cluster Management 2.9 st ZZH K F) 2.9 i/, Red Hat Advanced
Cluster Management Observability ServiceMonitor #1 PrometheusRule %8BT B #77£ F openshift-
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monitoring 54 25,

1.3.5.4. BRI A EERBEHIZ T

observability H{H14H#£H9 Prometheus AdditionalAlertManagerConfig HR TS EERE, £
22 FH observability ZRE4 HEE,

STHLL FERUBRHERFXL -

A MultiClusterObservability 75,

#% mco-disabling-alerting Z# (5 &7 true

FEfFEHEZE CA uF 589 HTTPS U,

1.3.5.5. Service-level Overview (X Z#k_LELEHY local-clusters

2L X fh hub EZF & FHHEIEIRG S3 #71428& Red Hat Advanced Cluster Management observability
if, BILLEE Kubernetes/Service-Level Overview/API Server (X Z k12 FH B ~ELEH] local-
clusters, BEREH L FERFBZNIEE : Top Clusters, #id SLO BIEE#H, LIRHE SLO B9
£H¥E, local-clusters E5HE S3 XM —ER, EPib %1 local-clusters [En7E Xtk
da, BBINFHE—H) hub EEHEFE % hub EEH) S3 FrlthFFEpE o] W E I,

1.3.5.6. Observability endpoint operator & %1 R E5 {5

BB —T pull-secret FHTFEFEE MultiClusterObservability CustomResource (CR) , H
open-cluster-management-observability 5% 22/5/#1;%F pull-secret, Jlf observability endpoint
operator 2%, 41EFAHEE K FA M Red Hat Advanced Cluster Management 6/Z#9 Hive

£2, FEHESEEE FF5)0/E pull-image secret,

WFEZEHE, F56EH AV,

1.3.5.7. XBFKE ROKS £ HI##

Red Hat Advanced Cluster Management observability TR 7N E (X Zk /27 ROKS E£EH 89
B, X2 ROKS FRMENTEEEHIIR S 2521\ FFHFM API fR% #251#5Fr. LUT Grafana (RZEREET
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B/1E RITEIL

35/ ROKS £ 19mtk : Kubernetes/API server, Kubernetes/Compute
Resources/Workload., Kubernetes/Compute Resources/Namespace(Workload)

1.3.5.8. ROKS £Z£% A etcd #iE

X/F ROKS %2, Red Hat Advanced Cluster Management observability T2 7E (X Z#&kH] etecd
ER A,

1.3.5.9. Grafana 12#|5 F.R G 1535

SEMEE T Grafana #EFIE AR LI :

27t Grafana 1255 FEFREZEN], EaRERE) B BB EILL FHo0E R

"Annotation Query Failed"

BT A, RS BERE hub £#.

rbac-query-proxy pod FEGESE :

H1FA#Z 515 managedcluster BFlR, #afERTEE EFFTIE M KBILL TR -

no project or cluster found

REACRRH A TN EIER, WEEZEL, FEMHET AR,

1.3.5.10. &£ L9 Prometheus #i5F %

BUIEX T, OpenShift _LAJ Prometheus &Il 7%, Prometheus R7EE/H ZXATEIEIN
ﬁo

HIR7EH Red Hat Advanced Cluster Management E#H9 OpenShift Container Platform F&%
B L5 k2 7 el 2R, observability i Operator 27MZiHHJ alertmanager BCiE ¥ E5/E/5
Z1#th Prometheus, LUILEHT cluster-monitoring-config ConfigMap,
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1.3.5.11. Error ingesting out-of-order samples

Observability receive pod fREL FHIF#HES :

I Error on ingesting out-of-order samples

o H BT, EIEREERE, HTEEEL LN HFTE IR TE 2 BiHIE S 1A Z a0
[EFEAEIEIR, 25H X NG, Thanos KA ZHFHIE, X AIGEATE Grafana (K &k .2 ~E93
EEKZER, WRZEEIX MR, BT IEKEIEIEME—ESa9E, A, #ZafLifFikE
2z 60 #,

RELEH SR E BB (A0 30 #) I, FRIBBEXNHE, FIE, HIEIREITRE
HiIE A 300 B, TARBEX I,

1.3.5.12. #2%/5 Grafana Z8-E%M

HIRETE 2.6 ZHIBIRSHEEE T grafana-dev 524, FFFHFIEHKE) 2.6, grafana-dev B EIEET
k. BRAEA{TL Fip 5K MBRBEA grafana-dev 524 :

I ./setup-grafana-dev.sh --clean
ELUF i 5 EH O/ -

I ./setup-grafana-dev.sh --deploy
1.3.5.13. klusterlet-addon-search pod %

klusterlet-addon-search pod XM, B 77iAFIERE, ZSAET HE X ZEEHFH klusterlet-
addon-search S8E K EH A 717 KARE, 7£ hub FEF %445 £ 7 search-collector A
ManagedclusterAddon EE X %8, £ search-collector # 7ML T EEH FH A #7 addon.open-
cluster-management.io/search_memory_request=512Mi f] addon.open-cluster-
management.io/search_memory_limit=1024Mi,

oI, HREF—1 57 foobar BT EFEE, 15Tl TG fFANFIE KEX Y 512Mi, PIE7BRIE
J7 1024Mi :

oc annotate managedclusteraddon search-collector -n foobar |
addon.open-cluster-management.io/search_memory_request=512Mi |
addon.open-cluster-management.io/search_memory_limit=1024Mi
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1.3.5.14. J5/F disableHubSelfManagement 7 Grafana (X Ztk R ZH 5%

HIRFE mulitclusterengine HE X FEH ¥ disableHubSelfManagement S &/ true
i, Grafana (XZHRREr—NEbradlz, BERATFSHKEN false SRS K EFIrSSIZ, W
ETHEZIFEMELE, ES L disableHubSelfManagement,

1.3.5.14.1. i URL T B G REEZE (FQDN)

25 #45fF FQDN st17iX fHF endpoint 2], #BIaIYEEM pod FRBEH. WM RERLUFH
=8 :

I Endpoint url cannot have fully qualified paths
A RENEF# 9 URL, #EH9 endpoint ([E2 525 BUEERG secret BILL T URL :

I endpoint: example.com:443
1.3.5.14.2. Grafana downsampled 57L&

R B B EAENS, i BAS EE A downsampled 52 HEFEER, HRZE, A/, AT
BB E Yy 5m, FH downsampled #iE4 F—/NifB9EkE, TEHETAH T Grafana A

WEZLE, B URL ZifgZ# 2 5i#d Thanos Query BilgEIEBEHA{TIEH, ZE, 24HiEHkE
i, URL Z 5] LU B EER R 7T HiN B9 14,

B AIF 5 EH Thanos Query FiiaHiEEICE, ST TEE -

—_

A Query Fiia##EER,

2.

FEEHERE IS, 5= Misc 585
3.

{£ Custom query parameters £, £# max_source_resolution=auto,
4,

BERIFEE B, 15/FT Grafana i@,
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B E I EIER P Grafana ({ZARH,

1.3.5.15. 15 EHZ T KA B E

FELIRE RS T AR B Z % H addonDeploymentConfig ACiEH)E S EEHICERE, fE/IGH#E
REF, BeLLETWSRZELFEETIEREHE CE, M ManifestWork =5 %M FH
addonDeploymentConfig #1H&E 3,

1.3.5.16. TX{FHEHEHE X CA #HF5E89 HTTPS {UEE

LFEEHEX CA A EN, REFFFEICEEELELIEETLF,

1.3.6. BAHIA i &1

BELEHIBHAE, LUFAXESELITIRABCHTE, ML — R PLEREE,

XfF Red Hat OpenShift Container Platform %%, i5Z/4 OpenShift Container Platform E4I/7]
&,

BXFAFNGREIEZIEE, FS67 AN,

1.3.6.1. OpenShift Container Platform 3.11 F{E#t & #zs 2% Operator,

OpenShift Container Platform 3.11 Tt &Fz5Z £ Operator, Hit, FELXE
ImageManifestVuln &l H{&/H policy-imagemanifestvuln-sub BRI EERR, FH IR HE
OpenShift Container Platform 3.11 £,

AR AEZZE A A ImageManifestVuln B, ERIKBILL FEREE :

I violation - couldn't find mapping resource with kind Subscription, please check if you have CRD
deployed.

1.3.6.2. HAHBEAEN, TRIEHFELZETR

D ETRTF AR IEHEEE, LAM#KE D false 2L7F MultiClusterHub operator #2221, RIE
B LUEEE & & EERIM A (4 Bt 1 &2 1.
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B1E ZITEIL
1.3.6.3. %M Red Hat Advanced Cluster Management %5

7 10 {5 A 28 5 (7 HE Bt R &R Bl Red Hat Advanced Cluster Management i, a2 EM
Red Hat Advanced Cluster Management £, %5#{&/fH5 IBM Cloud #] Keycloak fE* G 17 1EtEE
F—iEEZ%#09 Red Hat Advanced Cluster Management /& H X g 12,

£ 22 M Red Hat Advanced Cluster Management 3 #5fi, HZLATIM A S8 G5 HEHLEESF 1,

1.3.6.4. 2@ & 2254 F Terminating K241, ECEFBESH T complaint

L 5 —1 7 compliance Type Z#&0i&E H 7 remediationAction Z#i##A mustnothave B EF
B&iHf, 24/ Kubernetes APl X% HIHERIZKIT], FBER#I NG, KL, TEFRBES/EH
i, Kubernetes ¥/ R et~ —E L F Terminating 2.

1.3.6.5. (EfHFEMSEBEHT Operator 7355 ARM

BT ZE ARM 255, (AEHEIESEER] operator B[ET 351+ ARM 212, 2% Operator
BILUFEBE T35/ ARM 2(155 -

Red Hat Advanced Cluster Management for Quay Container Security Operator

Red Hat Advanced Cluster Management for Compliance Operator

1.3.6.6. ConfigurationPolicy EE X ¥ E X4 FARIFRZE

2 153880 £ KlusterletAddonConfig st 5 Ef i 22 R BE 12 il 25 M 2 E £ B iR config-policy-
controller fiim##Ff, ConfigurationPolicy EE X R E X aAlBERM FAIUERK S, HIF
ConfigurationPolicy B E X FIRE X4 FAUEKE, WRTEIEEFT LM ML, WaTEF R FMETE

B, Z50 el LUKREILL T E5iR -

template-error; Failed to create policy template: create not allowed while custom resource definition is
terminating

FALU TR rREHEXTREEESFL :

oc get crd configurationpolicies.policy.open-cluster-management.io -
o=jsonpath="{.metadata.deletion Timestamp}'
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WIRIBRIT [ B F R, WEE X FEEXRFE, B NEE, MEEEPIRE ISR
HBRAT B L Ay, TEZEEEFPEALI TR S, 5 <cluster-namespace> By ZEEH D52 :

oc get configurationpolicy -n <cluster-namespace> -0 name | xargs oc patch -n <cluster-namespace>
--type=merge -p '{"metadata":{"finalizers": [[}}'

EEFBE XIRA ESIMEF P BIR, HEXTREXSBHALIERSE, NIREBZEHTZR T HMA
1, TR BEWERNT FTEATE 2 T H 57 E T L8 H E X R E X

1.3.6.7. HHEX I BEEFREN], pruneObjectBehavior £ %IEE T 1F

LB E RIS, pruneObjectBehavior 4 IEE TE, Z& pruneObjectBehavior a[5¢
THEIEETFRIRA :

IR BD iE 7Rl A #F pruneObjectBehavior i£i& 7 DeleteAll 2¢ DeletelfCreated, W7
RIEHEEEE XA RIIA TR, ZHEMRECEFRBEN, REFR OIS EHPAIH ZiR T
RRREHI.

HE#F pruneObjectBehavior i£& 77 None st R G IRESHH, NaJsEREREEH LZE
HBRIAN S, BE4F, 24 BXEHRAHI name, namespace, kind, or apiversion FfiX&
X%, 2 object-templates-raw st namespaceSelector Z2HEXN, ZHFRILIZIEFH,

1.3.6.8. 7 I b K A > E R B FHT

BB #% 1% iE 77 remediationAction: enforce #EE &3, Red Hat Advanced Cluster
Management #3158 2 EERLRIER, HEZDEN, 1FS0LL T aTgERER BRI RBERTT K :

T — T A R B AT BT (E BHAT R,

B PEE, 152 RS IR RRE T & %5 LB objectDefinition 2 (/BT E, 41
REFHE, NoTERBEH 7 —MNEHZERHEE, KENRIGTHIE, LIEBHGERTEREA,

ConfigurationPolicy #1£9 objectDefinition LA, &7 Kubernetes 7£5/ G 7HEH 4/ FE
X,

BRI, 152 ARSI R RRE T & %5 LB objectDefinition &2 (/BT E, 41
RBTEHKE, Kubernetes BJgERTESFE N FHEIN R & Bkt BEZ 5, Wk E S50 (HEE
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ZEHAg,

1.3.6.9. OpenShift Container Platform 4.12 R E#HIRZE T 5515 Pod £ %0

Xt Pod Z£FBH9% 55 M OpenShift Container Platform 4.12 R Bk EFWER, HM
Kubernetes v1.25 B2 589k ZEFIER, #WIENH PodSecurityPolicy %, HEalGERIKEILL FAEH
BEAE :

I violation - couldn't find mapping resource with kind PodSecurityPolicy, please check if you have CRD
deployed

1.3.6.10. EEFMEEREFH A0V inconstistent 255

i 0B R B G IRIFR B ER & BRI RG], ERIWBT—BAYER, (BETETHERE, I, &
£ 79 create-pod 9% PNECEFRBEE X FlE R FREGRT —, RELEE : W EBEEFHBEHEES
ﬁ‘-o

1.3.6.11. HZ/Fr], i EEETAXHHEH R

2 @5 7f MultiClusterHub X R 1 EBFEN, TRHERBERIIER F/EERE, THUTEE
LIZEIE, LUERNEFELE -

1EZE#£ 71 KlusterletAddonConfig #1232 policyController, HIFEX AT E 2 &E£ENIT
WERE, iHafTU T :

for CLUSTER in $(oc get managedclusters -o jsonpath='{.items[].metadata.name}’); do
oc patch -n ${CLUSTER} klusterletaddonconfig ${CLUSTER} --type=merge --

patch="{"spec":{"policyController":{"enabled":false}}}’

done

XBREMEEF - WEREKHZEEH) ManifestWork, F1E
CrashLoopBackOffCrashLoopBackOff #1£J governance-policy-framework-uninstall pod %2t

F CrashLoopBackOff fif /& ManagedClusterAddon _EAJAL2E25, 51T T+ :

oc delete manifestwork -n local-cluster -I open-cluster-management.io/addon-
name=governance-policy-framework

oc patch managedclusteraddon -n local-cluster governance-policy-framework --
type=merge --patch="{"metadata":{"finalizers":[]}}’

HWRFZE, #d7E MultiClusterHub X/ RH1§¥ spec.overrides E85 HHJ gre TTHEIKIE Y
false X2 LEYE, ST TRF -
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I oc edit multiclusterhub <names -n <namespace>
IREKIERE - WIRE TR LR, 2o Lad 2 7L F oo 5 MR s -
I oc delete policies -n local-cluster --all

Z7F KlusterletAddonConfig HE#/5 AL E, 15EH/E A MultiClusterHub #89
spec.overrides 38789 grc so#, ST TF@RS :

for CLUSTER in $(oc get managedclusters -o jsonpath="{.items[].metadata.name}’); do
oc patch -n ${CLUSTER} klusterletaddonconfig ${CLUSTER} --type=merge --

patch="{"spec":{"policyController":{"enabled":true}}}’

done

HBEBETF TS, W governance-policy-addon-controller ATEEA B &1L 897K, (&
LU F e IR -

I oc delete lease governance-policy-addon-controller-lock -n <namespace>

1.3.6.12. HHE/FERIFE S HES7 Ll R APl FhEfT

X B I S ALy B0 R APl R LEHE TINE I, (B LRSS EEE I RIS EFELFE
RUEAGHHU, BEIETIRIIIRyIE, XERE, WRZFEELEH EFHBFHH managed -policy-
framework pod E/=, WATBEHNLBIEHIEFEHERFZX,

IR 7 B /% P BT G BB S BTG, N2 RS T HT R L KBTS FH, BT
2 FHRBE B BAE)F ID BIARST, LB/ FRBE LN, BHRESIEH, HMSLERE AL RIS
HEH,

1.3.6.13. PostgreSQL #1575 %

IR 5K F) PostgreSQL fR5 75, HHERB=ITHIENNIGH FhEH#17, WA AE/S Red Hat
Advanced Cluster Management hub £Zf_F 9l EF M (51585, LUE S o] LU 557 B/EIE /% ID.,
EE G I E RS (F 1 awET, T RS IR iR bE X I HIHT S F

EF L EEIE S HELS, 1E7F Red Hat Advanced Cluster Management hub £ 517 Fip 5 :

I oc -n open-cluster-management rollout restart deployment/grc-policy-propagator
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1.3.7. BAIFG %5 a1/ &

&E Submariner BB A&, LITFAZEEEXLTIRABIBAING, SHIM_LE—kZK IR EN S,

XfF Red Hat OpenShift Container Platform %7, i5Z/4 OpenShift Container Platform E4I/7]
&,

BXFAFNGREIEZIEE, FS67 AR,

1.3.7.1. Submariner S]/55

H B B LU P24 S BERT eI GE & HI PR B A0/ I RIR .

1.3.7.1.1. ;8% ClusterManagementAddon submariner B 12045

X FhkZ& 2.8 REZjRE, %% Red Hat Advanced Cluster Management if, #54 af LU/
Operator Lifecycle Manager 58 submariner-addon #1ff, AIRZRAEGIE MultiClusterHub HE X
#IR, submariner-addon pod £X4 X%, FPFALE Operator %,

RELUTEM, F7#k4 ClusterManagementAddon EEX FBEEX :

graceful termination failed, controllers failed with error: the server could not find the requested
resource (post clustermanagementaddons.addon.open-cluster-management.io)

ClusterManagementAddon 7R H] cluster-manager S8 ELIE, (H4EEhL %
MultiClusterEngine 2R, WLESE ¥ ol /H,

AIRTE B MultiClusterHub BE X FRIN R £ F£5 4 5 fHH9 MultiClusterEngine 7
J&, MultiClusterHub operator 25& MultiClusterEngine 24, LIRATZERI Operator, FHFHIET
G512

1.3.7.1.2. 4 ZA SEZLEf, Submariner BiIIZHHE KRR B IEffEFE

A1:E MultiClusterHub (MCH) operator #1849 submariner-addon ZH{#i%1E 7 false, JITFA W
E£H TR IE#;S5E submariner-addon 42585, By R G IEH/EFEA8, X ALt submariner-
addon Z#7 hub EE L,
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1.3.7.1.3. 72 Red Hat Advanced Cluster Management aJL{ EEERIAT A EilIZPHBLN BTEB % =5 1F

1£ Red Hat Advanced Cluster Management BIAT 2 ilZRHIHLN B 3 #F Submariner, 1% 351F
BRI EAZ, 525 Red Hat Advanced Cluster Management %7#55I%,

1.3.7.1.4. Submariner Z%&i1£IBR %/

Submariner Z&il FIT R EBENLZFETHKiE, Kit, Operator EFEFEFL AR Submariner
i H, BUAEA T, Submariner it FIR#E 5, Submariner addon HEFHESZCLR
B9 Red Hat Advanced Cluster Management JRZA&X/ W HIRFT Al IR AE, ZEXHUITH, HERSTEHE
ZE X Submariner i] ),

1.3.7.1.5. BRREGE LIRS S5 H#F

(& Globalnet if, TEREEFFE#HIEIR FHIT LIRSS T AR5 4 P,

1.3.7.1.6. FE#F1E/5H NAT I & VXLAN B9E8E

HEF NAT ZBES5#15&/H VXLAN #2950 2789 Submariner 28,

1.3.7.1.7. OVN Kubernetes ZFZ OCP 4.11 R EHHIEZE

HIEEFH OVN Kubernetes CNI /%%, JTI/ZFZ Red Hat OpenShift 4.11 st Bk E,

1.3.7.1.8. HZEZ Ul ol BER B 1 B C BRI %

AE LR EEE D TR MA EFEF BRI, XM R il B, A LUB T
#8% SubmarinerConfig X/ #1§¥ InsecureBrokerConnection i£Zi& 7 true FEZEEIFHHuF, 155
RLUFTH -

apiVersion: submarineraddon.open-cluster-management.io/vialphat
kind: SubmarinerConfig
metadata:
name: submariner
namespace: <managed-cluster-namespace>
spec:
insecureBrokerConnection: frue

1.3.7.1.9. Submariner 2 3% #§ OpenShift SDN 3t OVN Kubernetes

Submariner R ##f OpenShift SDN 5t OVN-Kubernetes Container Network Interface (CNI)
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P44k 589 Red Hat OpenShift Container Platform %2,

1.3.7.1.10. Microsoft Azure £Z{Hm 4 BR#%

subctl diagnose firewall inter-cluster % LA 7F Microsoft Azure EEf#1 T 1E,

1.3.7.1.11. BaIHAREE M@ EE X CatalogSource 2t Subscription

24 Red Hat Advanced Cluster Management for Kubernetes #Z¢f{, Submariner 2#E s/
%, WREEHEEX CatalogSource 5t Subscription, W EZIHK alERFI,

R EE R E 2% Submariner I s ARaTLUE T HE, ZRTEFNZELH
SubmarinerConfig EE X ¥ JEH#F spec.subscriptionConfig.channel FERi%i& 7 stable-0.15,

1.3.7.1.12. Submariner 5 /5 T IPsec #J OVN-Kubernetes Z8EH1%2

Hij5H T IPsec #9 OVN-Kubernetes Z8Z0EH] IPsec fZi& BJgEA S Submariner BYEHJ IPsec f2
B, FELF Submariner B9 IPsec £ & OVN-Kubernetes,

1.3.7.1.13. ZEM ManageClusterSet#i it ManagedCluster Fi#l# Submariner

HIREM ClusterSet iR EE, stEfFEHBEIFIEHI ClusterSet, Jlf Submariner L& H5
ﬂo

B HIFEM ManageClusterSet Bz/st# /% ManagedCluster Gi#l# Submariner, IR EHE
Submariner, W %HEHEH L% Submariner, Submariner 2217 ManagedCluster LT fE,

1.3.7.1.14. Submariner ZZ{£7 74 OpenShift Container Platform 4.15 & &E#hk#H9 VMware
vSphere %

B hub 5 LRSS EE£R D CH secret, ATLL Submariner fiiN4H#7E VMware vSphere _Ei5
17 OpenShift Container Platform 4.15 R EZTR AT hub EHE2XIM, REAEREEH LH
submariner-operator % 2[5/ H16)# submariner-addon pod, Z#HE R ZTRENICHIHR,

] LU Ty ClusterSet fCEEip £ Z2[H| B 1T EFEF F5)0I# secret FERILIHE, BEF5)0
Z secret, FTEHMUTHLE :
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ZRF hub £#,

GI& YAML XHFHEMLUFELR, RiEHEEEHLHE -

apiVersion: v1
kind: Secret
metadata:

name: <ManagedClusterNames>-broker

namespace: <ClustersetName>-broker

annotations:

kubernetes.io/service-account.name: <ManagedClusterName>

type: kubernetes.io/service-account-token

BITEUF i 5 YAML X1 :

I oc apply
1.3.8. multicluster global hub Operator S 1/&

#&Z& multicluster global hub Operator BB A7&, KU FAZEEEXLTIREHISHIHE, ZEM_E—
MR &8, X/ F OpenShift Container Platform £, 1&ZF OpenShift Container Platform
B A,

1.3.8.1. Kafka operator R RFFE/S

TEIEB1S B AL EEFR 4 (FIPS) 1578, Kafka operator 28 AT /E(OOM) K A RIFES, EELI
A8, IFFFIRRIE K E HE Y 512M, HXUMT X EMRFEFHLLE, 15506 amq 7 X1,

1.3.8.2. #17HI%E BH/+&

WRERIFIG ZEHL/E hub EFtiE, WZEHE/E hub 2ZXRLHKBGFEHH cron fEV, I
BB HHIZ L/ hub L5, BFRBEFHH cron fEW, BRI HE, HEILIF5/E1T cron
fEA, THEb Frlsirel il .

1.3.8.3. REEH ETATIIE

REBDOIBHIREER, XEREZEFHP T clusterclaim id.k8s.io, TEEFEEHNE
il 8, (BRI E A REAR AL T
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1.3.8.4. multicluster global hub ZZ#7f OpenShift Container Platform 4.13 iBf## E, olfEREER
4

IR 7E OpenShift Container Platform 4.13 _EZ% multicluster global hub Operator, & #F%
EEHIZHI T GG, (NZFKPRTFEIE I E e fE=E R F) Red Hat Advanced Cluster
Management E 7,

EFEFEIHABERTUEL

1.3.8.5. P AT IEZF 2 (24 HT T

7£ Global Hub Policy Group Compliancy Overview hub (XZtkr, el LU #if; View
Offending Policies for Standard group ¥/ & — ¥R, (BHESMHREHA XL HEE, FhEHN

Vite s iy igiicy 8

434, Cluster Group Compliancy Overview th2—1\&i,

1.3.8.6. T4 EEFZ OpenShift Container Platform 3.11 £ Observability Ui

AIEZE hub £ F A OpenShift Container Platform 3.11 £ (B#H) fEhEEEE, L
FEE[HF Global Hub > Overview (X Z#&#1H) Observability Ui,

B EF ) B BRI,
1.4. FAEFNER
T B A R # 7/, 2tM Red Hat Advanced Cluster Management for Kubernetes 1]

B, ZIEHERIFAE & SIRIFRIFIER, S22 EiRABGEAFZBiH TR,

FEZ : Red Hat Advanced Cluster Management £ 2.6 HIFRHikZE S#NER, HIFHFHEH, 2.6
REBHREXEREEH. AXEETREDHAETE, B FE IR s’ 5,

RESLHE : #12%F Red Hat Advanced Cluster Management BIR ¥ ik %,

1.4.1. APl FHAIME
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Red Hat Advanced Cluster Management B9 APl 2215 Kubernetes 715/, HXiGXFEIEHIF
15, 17Z6d Kubernetes 7 /%15, Red Hat Advanced Cluster Management APl R £ LI T IH/4e5 F

=W -

BrE V1 APl BIER X (GA) , #8812 TARE=1TX{TIRE (LIEKBI ) BI3Z
#. V1 API REHIER, (HEEERTEXTN HBREIN T .

A& beta APl iBE A NABE=PLITHRE (LLEKBGHE77#£) KHeTfE, Beta APl
RIEX TN 5] BRI A 5 R,

A alpha API 8722750, (BAIRAE L, TWeTaEA By B7 AR,

1.4.1.1. APl B

Version

RO

GREEiIEiE:

ManagedClusterS
ets

ManagedClusterS
etBindings

HypershiftDeploy

ment

BareMetalAssets

PlacementDecisio
ns

44

vibetal API 2%
T B

vibetal API 2%
T B

HypershiftDeplo
yment API 2 # ]
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