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B3 MMM

B1E KEEME MM

&2 Red Hat Advanced Cluster Management for Kubernetes A2, EAE KRR
B, LUANIHSARREERENIS, 5 HREEE CHNIF B,

FeREMH : BN Red Hat Advanced Cluster Management for Kubernetes B2 & B2 % IEARSS E K,
MEEZELR, WS Ui2EE,

BEUTEIUTRERRIEENESER
o EF AR
o FREILFM
o iff

Iy
o UE

o XHECIE RIS EIRR
o FEEM shield fRI" (KRN

11 3R
TEZ Red Hat Advanced Cluster Management for Kubernetes SB[ P& G F{# FH & FiL -+,

B LEHIER, NIEMIEFR A2 Kubernetes TLS Secret, BIIEFE, EALEHH Red Hat
Advanced Cluster Management REEF2F 0/ ELEUEH,

REMVIFER : £HEER

1 Red Hat Advanced Cluster Management FiZ {TBIRR 5T S MR B IE T &R 2 7E Red Hat Advanced
Cluster Management &S 2 0EEM, IEPHUTAHACENEIE :

® OpenShift Service Serving iE+
® Red Hat Advanced Cluster Management Webhook 1225
® Kubernetes iiEi API
e OpenShift RIAAA
EFEEL T RAXIETEENESER !
Red Hat Advanced Cluster Management hub &£&HiE+H
o EBMEEAOUES
o Et OpenShift BRIAAOIES
® Observability ik
o FRKEECH (BYO) Al MERIEFIAUENLI (CA) IEH
o FTFHER CAIETH OpenSSL fp 4%

o {5 BYO observability CA iE<EH secret


../../html-single/access_control#access-control
../../html-single/access_control#role-based-access-control
../../html-single/credentials#credentials
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html/security_and_compliance/configuring-certificates#add-service-serving
https://docs.openshift.com/container-platform/4.10/security/certificates/replacing-default-ingress-certificate.html
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o E#t alertmanager FHMIIET

Red Hat Advanced Cluster Management ZH{HiE+

o U hub ER¥ZEIUED

o RlHr hub EE¥ZEUED

® RI# Red Hat Advanced Cluster Management Webhook 1iE45
Red Hat Advanced Cluster Management B UEFS

o JEIED

o ZEKRFILTD
B=HUEB

o %% gatekeeper Webhook iEF

o IPILSEEEME shield Webhook 1E (FARTIYE

ER B ASED R ER.
1.1.1. Red Hat Advanced Cluster Management hub £ iE

1.1.1.1. Observability IE

&% Red Hat Advanced Cluster Management g, OB MRMIERHEAINRAGFER, UEE
hub EEEMZTEELEE MM LR E LR mutual TLS, SR MERIE X EEHI Kubernetes secret,

open-cluster-management-observability 8 & Z A @S LA TFIES :
e Observability-server-ca-certs : KB CA iF 13 £ Z B AR 55 2RIm1E
e Observability-client-ca-certs : FXEX CA iF HEZEBE FImMIED
e Observability-server-certs : 7XEXH observability-observatorium-api Z8E {5 F AR 55 231k 45
e Observability-grafana-certs : 7XEX observability-rbac-query-proxy Z3E & B E 7 iHiE+
open-cluster-management-addon-observability i & R EZFEELET T ELUTIUETD :

e Observability-managed-cluster-certs : 5 hub iR%523##) observability-server-ca-certs 18
EBIAR 5538 CA LD

e observability-controller-open-cluster-management.io-observability-signer-client-cert : B5
#% metrics-collector-deployment & A Y%~ UET

CAILFBHERHNAE, HMEBERB N —F. MATURIESSED HE B shRIH.
EELUTIIRLT BT B oh B BRI -

o HFRIEMBIEIFENL 73 XA, FE CAIEBFENEI], SITIEHE, HXBEHH Pod =
B EE U EREHIES,

I T N R I B SR p———— — - N TN A Ll 1 L N N TN L e v e b Ll — . =——— A L LmmianA —_—
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® HFURAIUTIH NI K], CAUTRWEDILE . uPHE )T, IHET CA DRBHIER, M
=5 EHE CAS 7(.7?0 $E?éﬁB%HHﬂEFHIEI%DE%ﬁB’JLE% FAREETAF, |BEY CA IEHFETHIRT
AR

o HIEPRELITHS, hub KB ERZAIFIRET M,

1.1.1.2. FREE 28 (BYO) RIMZRIUE T IAENL (CA) IET

INRIEARFE(FE A Red Hat Advanced Cluster Management B BIERIA AT ER M CAIEH, ST LTE/S B
AT ER M AT IEEE#E A BYO observability CA iEF,

11.1.2.1. AT 4R CAFHH OpenSSL &4
Observability ®EM N CAIEF ; —PMRAFRS SR, H—TMRATE k.
o FERLTaRERMER CARSA R :
openssl| genrsa -out serverCAKey.pem 2048

openssl genrsa -out clientCAKey.pem 2048
o FARMHEKRBSER CAIEH, BTUTHS :

openssl req -x509 -sha256 -new -nodes -key serverCAKey.pem -days 1825 -out
serverCACert.pem

openssl req -x509 -sha256 -new -nodes -key clientCAKey.pem -days 1825 -out
clientCACert.pem

1.11.2.2. BI85 BYO observability CA IE 3 KB secret
SER LT H IR LG secret :
1. FERENIEEFAEHAIE observability-server-ca-certs secret, 21T T4

oc -n open-cluster-management-observability create secret tls observability-server-ca-certs -
-cert ./serverCACert.pem --key ./serverCAKey.pem

2. ERMEHIEHFFEHCEE observability-client-ca-certs secret, ZITA &%

oc -n open-cluster-management-observability create secret tls observability-client-ca-certs --
cert ./clientCACert.pem --key ./clientCAKey.pem

1.11.2.3. &t alertmanager BHMIIES

INREAIEEEF OpenShift BIAAOIES, EATLLRT BE#T alertmanager BEERE#: alertmanager ik
Fo TERUTHE :

1 ERAUTHSRERTMERIES

I openssl x509 -noout -text -in ./observability.crt

2. FET EBEA AT (CN) B h alertmanager.
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3. {8 alertmanager BRI EH 4 Bk csr.conf B iE XA SAN,

4. 7£ open-cluster-management-observability @3 & 22 [B] G LUTFH A secret, 21T THS :

oc -n open-cluster-management-observability create secret tls alertmanager-byo-ca --cert
Jca.crt --key ./ca.key

oc -n open-cluster-management-observability create secret tls alertmanager-byo-cert --cert
Jingress.crt --key ./ingress.key

MEELER, ESMH OpenSSL ep G LLERMIED, MIREWE alertmanager BHEBIBINBERIET,
BB NEE ingress MIREBINBZ A 1UET LUMIFR open-cluster-management-observability #5422 5] f
BIB A secret,

1.1.2. Red Hat Advanced Cluster Management 2H{4iE5

1.1.2.1. 5 hub SR ZEIED
BRI LABEBERERER OpenShift Service Serving IET IRSSHI hub EBZEIETFIR, ZTUTHSS
HUES -
for ns in multicluster-engine open-cluster-management ; do echo "$ns:" ; oc get secret -n $ns -0
custom-

columns=Name:.metadata.name,Expiration:.metadata.annotations.service\\.beta\\.openshift\\.io/expiry
| grep -v '<none>' ; echo "; done

DIRER T SN, NLIEFREDS 6 R ZE AR LR IES.

1.1.2.2. RIET hub £ &P

R LLUBI 2 1T1E 5 H hub B E UL BN 4EH delete secret S EAIFT hub EEZEiL T, LK
PR EBRIFAIERR, MRS IZIEP XM secret, B0, EAILLZITLL TSR secret:

I oc delete secret grc-0c925-grec-secrets -n open-cluster-management

I : Bk secret FROBIB—/N# secret, B2, EUFENERFERZ secret B pod, LUEE B FF
sR{E RFTIE T,

1.1.2.3. k%71 Red Hat Advanced Cluster Management Webhook iif 1

& 7] LARIET OpenShift Container Platform &1k, B11=& Red Hat Advanced Cluster Management
Webhook & FAEJIES,

SER LT S R LARIET Red Hat Advanced Cluster Management Webhook iE5 :

1 ZTATF a4, MIBRS OpenShift Container Platform & iE X4 secret :

oc delete secret -n open-cluster-management ocm-webhook-secret

x . BERSTRERE S EMBRM secret,

2. BT T4, E/S5 OpenShift Container Platform &L X EXHIAR S :


https://docs.openshift.com/container-platform/4.10/security/certificates/service-serving-certificate.html
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I oc delete po -n open-cluster-management ocm-webhook-679444669¢c-5¢cg76

BE  FSRFBERE ; BIRISBEFRES,
HETR, THRESUEDH pod HkFIR, UREEFTEEE pod RIHFR secret ER :

# 1.1. &3 OpenShift Container Platform Z&iEH# Pod

Namespace pod &Rl Secret & (MRS
M)
channels-apps-open- open-cluster- multicluster-operators- channels-apps-open-
cluster-management- management application- cluster-management-
webhook-svc 8c446664c-5Ibfk webhook-svc-ca
multicluster-operators- open-cluster- multicluster-operators- multicluster-operators-
application-svc management application- application-svc-ca

8c446664c-5Ibfk

cluster-manager- open-cluster- cluster-manager- registration-webhook-
registration-webhook management-hub registration-webhook- serving-cert
fb7b99c-d8wfc

cluster-manager-work- open-cluster- cluster-manager-work- work-webhook-serving-
webhook management-hub webhook-89b8d7fc- cert
f4pv8

1.1.3. Red Hat Advanced Cluster Management EIZ2HJIE T

11.3.1. JiE R+

CA IEF A 54E} Red Hat Advanced Cluster Management . FATEFFEE—E 08 Git SlEXKHK, MFET
BELZFMER, HSHAMEABE L CAIERHTRE HTTPS i%#,

Helm #E R VFEERIERIIE, BRAIEBIIER Helm #3E, LEFLIMEPEE, ZRIEFEIER
TR 2R,

11.3.2. SEERHIED

WEFAFER hub FIEREER, Ht, THREXILIEBRENHBEHRRARIEBTER, IFTHRESIT
MER, HEMIEPEREBLBENER.

SEERHE S BRI,
114. £=HIFP

1.1.4.1. i2%% gatekeeper Webhook 1iE)
SERC LT SR LU EE gatekeeper Webhook ETS :

1. FERUTHSHEEZEIETH secret :


../../html-single/applications#using-custom-CA-certificates-for-secure-HTTPS-connection
../../html-single/troubleshooting#troubleshooting-imported-clusters-offline-after-certificate-change
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I oc edit secret -n openshift-gatekeeper-system gatekeeper-webhook-server-cert
2. MR data E3HBILLFAE : ca.crt. ca.key. tls.crt' 7 tis.key.
3. FERLLT %1 gatekeeper-controller-manager pod £ E /3 gatekeeper Webhook RS :

I oc delete po -n openshift-gatekeeper-system -1 control-plane=controller-manager

gatekeeper Webhook IEH #50#%,
1.1.4.2. 5522 shield Webhook iE45 (3R T

SRR T SR ST M4 shield Webhook TE :

1. %% IntegrityShield BE X ¥R, 1€ integrity-shield-operator-system @4 22 IEU,,J\\HDEU
inScopeNamespaceSelector i% & F B8 & 22 A HEFRFIIZR A, 21T T e H o RIR

I oc edit integrityshield integrity-shield-server -n integrity-shield-operator-system
2. BITLAT oS, MEREE shield iEFHI secret:
I oc delete secret -n integrity-shield-operator-system ishield-server-tls

3. kR Operator, LEEH O secret, IR Operator pod &5 R HH pod BFRIEE, E1T
PAUFep4s -

oc delete po -n integrity-shield-operator-system integrity-shield-operator-controller-manager-
64549569f8-v4pz6

4. MHBRTEEE shield ARS58% pod, LAMERLLT G FHIAGEARTIES

I oc delete po -n integrity-shield-operator-system integrity-shield-server-5fbdfbbbd4-bbfbz

1S R oh o A SRR PR S S AR AN S ER T PR, W5 M IR I 2 1 T R 548 SR B (S
8, EEERGHESI AN T RESES,
12. BB AOUSP

INRIEATEEF OpenShift BIAADOUES, &7 LLEL E#H Red Hat Advanced Cluster Management for
Kubernetes B HSREHEE A OIEH,

o EBEIEADUERRFAREM
e FHBE™ (BYO) AOIEH
o MEEBBANNRINBERIES

1.2.1. EHEE A O PIE R EH

[$18H management-ingress IEBAFAIAE R Z Y, NRFE, BALUEA OpenSSL £ TLS ik,
FHIE E89E A 254 CN X&) manangement-ingress, MRMEEAMIES, HEMAUTXE :
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o HEEMIEPBEHEARBI (SAN) FIFXRHPEHE Red Hat Advanced Cluster Management for
Kubernetes BIE& EH & FRME Hig 4.
BT T e o R ER R A TR

I oc get route -n open-cluster-management
R RERIREI LU R R, -
I multicloud-console.apps.grchub2.dev08.red-chesterfield.com

1.2.1.0. B FAENIE PR RAIES B S04

LURRBIBSE SCEFD OpenSSL SR T B XM A OpenSSL £/ TLS IEBRIRA], EELUT
csr.cnf BE B S, %X E LT FAREA OpenSSL £MIE BB XE.

[req] # Main settings

default_bits = 2048 # Default key size in bits.

prompt = no # Disables prompting for certificate values so the configuration file values are
used.

default_md = sha256 # Specifies the digest algorithm.
req_extensions = req_ext # Specifies the configuration file section that includes any extensions.
distinguished_name = dn # Specifies the section that includes the distinguished name information.

[dn] # Distinguished name settings
C=US # Country

ST = North Carolina # State or province
L = Raleigh # Locality

O = Red Hat Open Shift  # Organization
OU = Red Hat Advanced Container Management # Organizational unit
CN = management-ingress # Common name.

[ req_ext] # Extensions
subjectAltName = @alt_names # Subject alternative names

[ alt_names ] # Subject alternative names
DNS.1 = multicloud-console.apps.grchub2.dev08.red-chesterfield.com

[v3_ ext] # x509v3 extensions

authorityKeyldentifier=keyid,issuer:always # Specifies the public key that corresponds to the private
key that is used to sign a certificate.

basicConstraints=CA:FALSE # Indicates whether the certificate is a CA certificate during

the certificate chain verification process.

#keyUsage=keyEncipherment,dataEncipherment # Defines the purpose of the key that is contained
in the certificate.

extendedKeyUsage=serverAuth # Defines the purposes for which the public key can be
used.
subjectAltName=@alt_names # |dentifies the subject alternative names for the identify

that is bound to the public key by the CA.

X EXNFRAENEEAONEBRENZEHRIRCH SAN, Bl DNS.1,

1.2.1.2. B FERUET B OpenSSL 4%
BAF OpenSSL tp w5 EiRERE X 4 — R FARAERATFRI TLS iEH,
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1. ERREBUER A UK (CA) RSA FAHH -

I openssl genrsa -out ca.key 4096

2. HAEN CABHERBY: S CAIESD :
I openssl req -x509 -new -nodes -key ca.key -subj "/C=US/ST=North
Carolina/L=Raleigh/O=Red Hat OpenShift" -days 400 -out ca.crt
3. NIEBYIEF AR RSA AT -
I openssl genrsa -out ingress.key 4096
4. FEARAERIEHZERIEK (CSR) :
I openssl req -new -key ingress.key -out ingress.csr -config csr.cnf
5. AT CAIEBMBEHAK CSR ERZERIED :
I openssl x509 -req -in ingress.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out ingress.crt -
sha256 -days 300 -extensions v3_ext -extfile csr.cnf
6. REIEPHRA :

I openssl x509 -noout -text -in ./ingress.crt

1.2.2. BB (BYO) AOIEH
SERLA TS IR BYO AQIEH -
1. EREIIEH T O/E byo-ingress-tls secret, ZITUTH%S :

oc -n open-cluster-management create secret tls byo-ingress-tls-secret --cert ./ingress.crt --
key ./ingress.key

2. FERAUTHARIEREEERMNGRZERPLET secret :

I oc get secret -n open-cluster-management | grep -e byo-ingress-tls-secret -e byo-ca-cert
3.’k EfT AT, QEEE CAIULFH secret :

I oc -n open-cluster-management create secret tls byo-ca-cert --cert ./ca.crt --key ./ca.key

4. Ik management-ingress ] [ AEHEE I, gimS HHUIEM secret R HNER, 2
ITUAT D

I oc delete subscription management-ingress-sub -n open-cluster-management
5. FOAEHATERREMIES, FHEMBERHESUIRMERINERIETRL,

1.2.3. EEEAOMKABZERIES

10
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1. FERUTHSHEREB S BIED secret :

I oc delete secret byo-ca-cert byo-ingress-tls-secret -n open-cluster-management

2. fHF& management-ingress 1T UAEHEEI 1, aimS HHUIEM secret R HNER, 2
AT RS -

I oc delete subscription management-ingress-sub -n open-cluster-management

3. WIEHANEBREBIES, FEMAZEGE U RMEXIERFRE,

N A X H Red Hat Advanced Cluster Management S EEMIETHESELR, ESHIET, RE
BN HEATEL T BELSEXRIPEENER.

1
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% 2 IP’.E-’A.‘

MNFEBER. ZTHBRETIMREPREENITENE, BIBTHRRENHETIRE. RETE, Hik,
yé’&l&&ﬂﬂﬁ/ﬁﬂ’]?? Red Hat Advanced Cluster Management for Kubernetes i & IhEE H L]
HECOHRLERBIRM T — NI BRARIBIELR,

1 BRI

{8 f Red Hat Advanced Cluster Management for Kubernetes i & BB AR I@ o R L &M, ™5
WEEGMRHETE LMK, REMNER, UMETLLETI— M REOTEREEREENEINE. &
B AR IR BRI -

Hub cluster

/ User namespace
Policy Custom Resources (root)
Automation
Job Spec Status
* +
N > PolicyAutomation

Watch A Update B Custom Resource

PlacementBinding

Policy Propagator Controller -- WatchC --p B LT

1
i !
Update A Watch B : ______ > PlacementRule
¢ H Custom Resource
v

Policy Custom Resources (replicated)

Spec Status / Cluster namespace

f

Update

Managed cluster
Status
Sync Controller

Sync Controller

]

I

Update Watch  Update Watch
b v v v

Policy Custom Resources

Events
for Policy
Spec Status
+ T
1
Watch Create

Template Sync Controller Out-of-Box / Custom

Policy Controllers

I
]
Update i
1
¢ Watch  Update

1
Policy Template Custom Resources 1

Spec Status

12



I E SRR T EAEM

IENERIR - RUS BN EERERER, EhEERRMERTRIER.
=/ -

o HRBRLIEIIZERRN, EHIZKIBAH & namespaceName.policyName, 325
i, 15H3{% namespaceName.policyName MK E R E#BIT 63 NFRF, EH Kubernetes
X% R B A PR,

o MIRIE hub EEFPIEREKIEET, EARELIKEZTELR LINEISHIKRBHNET, Flm, mNR
#3 policy-dhaz-cert, NATEEHINRE hub £EFFRILLTEEIE AT : default.policy-dhaz-
cert,

ETRBHNEEER : IHFRBSEHXPNEE (N— M hX) ZHEBOIRIEER &2
B, 155 policy-collection 77, UEBTE AR RG], UURESEEITERKIU
B, EAALATTER B ORI HISSFNREE, 5 RREEE, T B IMLESE s iTH RIS %
BEREMRE, IFEELZER, HSHEE Ansible Tower LLT BIEE ,

&M policy_governance_info I & EHAFH O EMIRIEHIE METHEELIFMER, &
S I E1E T,

REIRIEHIZS | RIBEMNIEEEHESERHHR I —PNHNENKRE, FHERITHER
Kubernetes &, HERITHESWEIEBE hub £&ih, REDITESHRIBIEHII[OT -
Kubernetes EZi&. iEF#1 IAM, &80 LLOIE B E L SRBEIZEH 25,

FE4#tX : £ Red Hat Advanced Cluster Management $RESIEZSHI Rl b+ X 5Tk, SRERIR
H 2R FN5E = A 5K th 2 stostron/policy-collection % FE—E2R4y, T fEINMIEERA GitOps b ik
MEBRIE., MEBELZELR, HSHEA GitOps EBEHRE . T RNAIFE =I5 Red Hat
Advanced Cluster Management for Kubernetes &£, MEEZER, 1ESIUEME=HRIRIE
Ik

T % Red Hat Advanced Cluster Management for Kubernetes SRB&BO45H), AR aNMA# A Red Hat
Advanced Cluster Management for Kubernetes i &1Y &R,

SRBGHE
ERBRZ 25
X Fr ISR
EEL LR

R hub 8%

2.2. TRB&AE R

A Red Hat Advanced Cluster Management for Kubernetes 2 £ 5RBEHEZR, LLOIEE B & U ERBSIEH 25
MEMZERE, Kubernetes BE X HIRE X (CRD) SEfIAF OB, BX CRDHESER, BHSHE
FA CustomResourceDefinitions § & Kubernetes API,

& Red Hat Advanced Cluster Management for Kubernetes SREERI AE DB —PNHZ MR, BXEK
BBITRNELIFIE, ESHARTTENUT & YAML 28859,

REEEZE— PlacementRule % Placement, FATFE X RIESUAEN FARINERE, LUIKIE Red Hat
Advanced Cluster Management for Kubernetes SRB&4 & ZIE NI PlacementBinding, B X0{AI7E
Y PlacementRule WE%ER, S HNARFEGBIRAEFRHNBENN, BXRIMAE L HE WES

HS KR S R A SO Y RERT,

R, i

IR

13
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https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/
../../html-single/applications#placement-rules
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BE

o T4JAIE PlacementBinding, #J9E5 PlacementRule =X Placement XX,
EESCE : £/ Placement FIRES, FEAGSTHRE(CL]) REHKRRE,

o [REFMEBZEA, EEE hub B EWERM BT AP ORI, MNRTERMAEE PR
%RB&, I Red Hat Advanced Cluster Management for Kubernetes &5 ELfifIB&.

o BNEIIHMMANE N TFTHREZERIMNEHRERT Kubernetes S&F EIEE R TIF M EHIAER
PHIR. 2R #t REHURGAREILRESE, FREEMZESINEREST L
MHNREMMTESR, BRI,

FELUTERS TRRES B RRISEHRFAER -
o SRB& YAML Z5i)
o RE& YAML &K
o RERRHBISC 4

e & YAML ISz

2.2.1. T_B& YAML 4515

DIERIERS, WBEMENSHRFRME. RBEEHNRIBEH S, CURFECEMTEFRME.
EERENSETFRILT YAML 24514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
annotations:
policy.open-cluster-management.io/standards:
policy.open-cluster-management.io/categories:
policy.open-cluster-management.io/controls:
spec:
policy-templates:
- objectDefinition:
apiVersion:
kind:
metadata:
name:
spec:
remediationAction:
disabled:

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name:
placementRef:
name:
kind:
apiGroup:
subjects:

14



- name:
kind:
apiGroup:
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name:
spec:
clusterConditions:
- type:
clusterLabels:
matchLabels:
cloud:

2.2.2. 5RE& YAML &

PR

apiVersion

kind

metadata.name

metadata.annotations

annotations.policy.open-cluster-
management.io/standards

annotations.policy.open-cluster-
management.io/categories

annotations.policy.open-cluster-
management.io/controls

spec.policy-templates

spec.disabled

50

W&, [HEXE N policy.open-cluster-
management.io/v1,

g, [HEX N Policy LRRRIEHREL,

W, ATFIRARE IR E TR,

A, FAFIEE— ARl SRR B IE M E R S /Y
ZL2IFIE. XENANMEERELLES D RIFER
RN, i LT REIE R RBERE ZATE L
FERBETE LRIV AE IR 7| B SRBEE R .

SREERNREIVENETR, FlM, EEERIE
SRR (NIST) #3271 (PCI),

REEF LRI BHAN =P REMIERBEER, HI
m, REHMERTEMRITRRAGHRIRE S —
PMEEREDCRRITAGER, FFA HIPAAF PCI
PRAERER,

EEESOENR SN, Fli, iR
%%O

wFE. BTSN AR EREFIRES.

WEE, JHEE N true = false, disabled %Rt
& A2 R SRBR A ThEE,

15
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FB ik

spec.remediationAction Ak, IEEMMKRIENES., SHIER enforce
inform., MREE, EXH
spec.remediationAction B & FHREEHE LK
remediationAction %, M policy-templates
o, fan, R spec.remediationAction &
B89 1XE /7 enforce, #B4 policy-templates &89
i remediationAction RTEZ T I E N
enforce, EE : HLRIBAIRET X #F enforce Th

LB
Ao

2.2.3. REGROIST 4

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
annotations:
policy.open-cluster-management.io/standards: NIST SP 800-53
policy.open-cluster-management.io/categories: AC Access Control
policy.open-cluster-management.io/controls: AC-3 Access Enforcement
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # the policy-template spec.remediationAction is overridden by the
preceding parameter value for spec.remediationAction.
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]

verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role

16
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I

placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-role
kind: Policy
apiGroup: policy.open-cluster-management.io
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-role
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- {key: environment, operator: In, values: ["dev']}

2.2.4. & YAML REI4

PlacementBinding #11 Placement 53R A1 L5 £ —SREERBISE &R, LAEREEE Placement API 3
PlacementRule AP| 3 & 5B,

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:

name: binding-policy-role
placementRef:

name: placement-policy-role

kind: Placement

apiGroup: cluster.open-cluster-management.io
subjects:
- name: policy-role

kind: Policy

apiGroup: policy.open-cluster-management.io
//Depends on if governance would like to use vibetai
apiVersion: cluster.open-cluster-management.io/vibetat
kind: Placement
metadata:

name: placement-policy-role
spec:

predicates:

- requiredClusterSelector:

labelSelector:
matchExpressions:
- {key: environment, operator: In, values: ["dev"]}

BB EEL LRI UM BRI, ML LS AFIE# Red Hat Advanced Cluster Management
RBRIEHIZR, LUSIEEHIRIR S, 1E S SRR IEH 2R,
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ETHRBELRIEEY, ESHLE.

2.3. RBg¥RHI2E

RIRIZRHI RN IEHIRERBERE AN, @it FFFEE0ARISEIRARNR N A TIE SRR 1523 FI5REE, LA
Red Hat Advanced Cluster Management for Kubernetes SRBSIEZR, ZRE&IEHIZRE Kubernetes BE X1
JRE . (CRD) =41,

EX CRDWEZER, 1E5H{EH CustomResourceDefinitions & Kubernetes APl, EREILHIZBRE(E
SEBRERIER, LUFERRSHER,

BRI LAME AT RSRIRIEZR O B & RIS ARG IEHIZR. WREZER, 155 0EBE LUERRIEH 25
(B%A) .

BEELUTEBLLT i#8%LLT Red Hat Advanced Cluster Management for Kubernetes SRB& 124 23895
ZiER

® Kubernetes BC & FREGEHI25
o IFTIERBRIRHIZR

* |AM ZREEIEHIZR

o SRERIZHIZR

BE : RAMRERIKIEH S RIEFF enforce ThaE, ZRIEIEHIAR T2 enforce ThEERS, HBUAF 5N
&2 RRE,

BREEEHRINES T/, HSHLE,

2.3.1. Kubernetes fit & SRB& 126 25
B & SR B& 124 25 7 FH T B E1E 1A Kubernetes %R, FHEERE PN AL 2K,

B & SRR 35 5 A Kubernetes API fRSS5 23815, LURENERIPMBEIEYIR, X CRD MEZER,
ES [ {#EH CustomResourceDefinitions ¥ & Kubernetes AP,

L ERISEFISR AL EIRPAE hub £ L OB, FERIKIEFIZRFF enforce ThEEF I TR
BEEO S AL

o NEFAERK

o @7 [AKREE

o HRINIRRE

® Pod %Bg

e Pod ZLHKH

o AEKK

o AMYERE

o RLRNEFLIR (SCC) KB
e ETCD INZE RS

18


https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/

o
N
1

e Compliance operator 5B&
o %M gatekeeper ARAMLAIRIENR

L {9 ES & SRBE Y remediationAction % & enforce If, 1EHIBRAREBIMZERE LOERIAKE, &
A UAERERE P ERER. MFEESER, FSHREREHIERS .

PENLERLL T SRR 2 KB BRI IEFIZBRMER ¢
o FrEBERIRIEHIZR YAML 2554
o FlERE& A

o FEIEREE YAML Fr

2.3.1.1. BEESRBRIZHI 25 YAML 4515

Name: configuration-policy-example
Namespace:
Labels:
APIVersion: policy.open-cluster-management.io/v1
Kind: ConfigurationPolicy
Metadata:
Finalizers:
finalizer.policy.open-cluster-management.io
Spec:
Conditions:
Ownership:
NamespaceSelector:
Exclude:
Include:
RemediationAction:
Status:
CompliancyDetails:
Configuration-Policy-Example:
Default:
Kube - Public:
Compliant: Compliant
Events:

2.3.1.2. BeE RE& =

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-config
spec:
namespaceSelector:
include: ["default"]
exclude: []
remediationAction: inform
severity: low
object-templates:
- complianceType: musthave
objectDefinition:

>
U
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apiVersion: v1
kind: Pod
metadata:
name: pod
spec:
containers:
- image: 'pod-image’
name:
ports:
- containerPort: 80
evaluationinterval:
compliant:
noncompliant:

2.3.1.3. EEERE& YAML iR
K21.88FK

FB

apiVersion

kind

metadata.name

spec

spec.namespace

spec.remediationAction

spec.remediationAction.severity

20

5

23U

W&, [HEXE N policy.open-cluster-
management.io/v1,

W, f${H1% 7 ConfigurationPolicy L& Rk

nFE. REBHET,

. AR ER L e B SRS A R AN A TIE S BIAL

REENREFREBOHFN, RIENAEIM hub &
BrhmymazEn, E40 N include S A—1THE&
Z2[H], XERMERRIEN ARMmEZEE, exclude
SR E MR A & LS SRS N A BB & 22 1A,

nFE. HECHRBNES. MA inform

BF. HEREETEHN, BEWEY, ERUTEH
f& : low. medium = high.



FB

spec.remediationAction.complianceType

spec.evaluationInterval.compliant

spec.evaluationinterval.noncompliant

sk

wFE. BTFIHBARIHEHNARRERHNAR

BOTTERTT A FE Kubernetes X &R, A ERUT

B NS

mustonlyhave : /i{F1EH B8R 898 FRFHE K I

BIX R

musthave : % FEAFRSIETE object-template
HEFERN R, BIRPHNEECFERENRPEFE
BFE&.

mustnothave : EGHERE&MHITZHINT RFEER
1, ESEMR, MASETHEHMNZRM 20

Ak, AT E SR TSRS B &R, %
EHRERA IR —NFENE, e2FaNE R TE
B FES, H30 : 12h30m5s 3% 12 /N, 30
SEF 5, B, HELUSHIZE S never, LUE
REFRESNERDEI T, BRIEFEH 7R
spec.

ik, FAFE RO TFAREHREN IR, 5
evaluationinterval.compliant 230581, B/
KARLNEER, EEENHESRNES, 7554,
A U HIZE N never, LUERBBAKIERE
EREPEIITM, PRIFEH TR spec.

H5 W CM-Configuration-Management B & KEVERNIST Special Publication 800-53 (Rev. 4) H,
#% Red Hat Advanced Cluster Management X FHISRIERBI, 7RI A0M L AEER hub &8, 5

i ST EOSRER L T SRR B 1FAIME B

TERMEORMBE K, ESHEELLRIE. AXEFIRNER, HS0RIBIEGIES.

2.3.2. IEFERERIEH 45

UET SRBRIEH 25 o] LA AR B R HAROIE S, FRMEE XK (M) K8&TE5EERA TN
DNS £ %R,

I BTG ER R R B LN SECRECE M B E SOIEH RIS 2 85 -

minimumDuration

minimumCADuration

maximumDuration

maximumCADuration

allowedSANPattern

disallowedSANPattern

B
m

21


https://github.com/stolostron/policy-collection/tree/main/stable/CM-Configuration-Management
https://nvd.nist.gov/800-53/Rev4/control/CA-1
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=z

HFLUTERE—, BHRBIREILE/RIEM
o ik BARIRS (A D F RIGFRFEMS[A], SGIL & AH AR,
e 3 DNS &MSEEBEN AT,

IF PRI EESEER L0, #HI28 5 At Kubernetes API iRS525B1E, LUREREEIEPHY
secret 31K, HBEMBASHMBILET, X CRDMEZEER, HSHER
CustomResourceDefinitions ¥ & Kubernetes API,

UEF SRBE 15l 25 1~ 2 5 enforce THEE,

2.3.2.1. IE P ERBRIEHI 3 YAML 4514
BEIEPEBRILLTRG, FEE YAML XHBHTE :

apiVersion: policy.open-cluster-management.io/v1
kind: CertificatePolicy
metadata:

name: certificate-policy-example

namespace:

labels: category=system-and-information-integrity
spec:

namespaceSelector:

include: ["default"]

remediationAction:

severity:

minimumDuration:

minimumCADuration:

maximumDuration:

maximumCADuration:

allowedSANPattern:

disallowedSANPattern:

2.3.2.1.1. iE P RIgIEHIZS YAML X

& 2.2. Bk

FE 300

apiVersion W&, [HEXE N policy.open-cluster-
management.io/v1,

kind W, fHHE% M CertificatePolicy LR REEBE
7,

metadata.name WE, BATFIRRREERETR,

metadata.namespace WE. QBT RBHNZESRIEAMAZN,

22


https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/

FB

metadata.labels

spec

spec.namespaceSelector

spec.remediationAction

spec.severity

spec.minimumDuration

spec.minimumCADuration

spec.maximumDuration

spec.maximumCADuration

spec.allowedSANPattern

30

Ak, TEUFTI%RE&H, category=system-and-
information-integrity 75X SRB& 1T 9, F
RAEIRUE RS, NRIEHIET KT category
BAUERR, ZERWIEPIEHSRES,

. AXRELEEARIHETILE LS B,

NE, BENERIENAINSEERMLENE, WA
Include #1 Exclude M5 #1l, #&3E:

- HIROIE S MERRIEIREN AR -2 R
i, ATk EA % namespaceSelector 2 —1
TEHIE,

- IR IE 1 5RBE IR 2589 namespaceSelector 5F
e ep B ZE A A ICES, TIZSRBEHRA N A,

WE, BEMBHRIENIES, MSREXEN
inform, JFFSRB&IEHI2F R #F inform THEE,

Ak, HREEAEHN, REMBAINTEYE, EH
LUIF2#UE : low. medium =X high,

nFE. MRRBEEME, WKLY 100h, SEHIEEIL
PR N R E AT SIZRFEN A (LU

i) . SEIEEMA Golang BN EIEX. MIFEES
§R, EBIH Golang fRMTHRFEL A,

Ak, SE—NSEAIE P RRE RN TR R
HHIMZE ZUE, IREBEIRESEE, I CAIED
< #ART R /E 25 minimumDuration #9{E, MNEE%
1§, BS54 Golang fRITHHEENT ],

ik, EE—MERVRR SIRRB (A8 R pr A 28
PREVERVIES, SEERM Golang BIRFELN (A&, 0
FESER, HBM Golang EMTRFLEN ],

ik, QI —MERIRR SIRRBN (R 5 E L BRR
HEERMIES. SHER Golang BIRFELNT A4
K. WMFEELER, HBH Golang MATHRFZEN [,

"k, ENMFRER, wMSEIESHRELHEN SAN
FKERR, XNMSHRSRBERIESE DNS &7, MF
BEER, EBM Golang ANFRIARIEE,

23


https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/time/#ParseDuration
https://golang.org/pkg/regexp/syntax/
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T sk

spec.disallowedSANPattern Ak, ENRIER, TEESIUETHE LHE SAN %&
B, XMSHIRBEEXKRE DNS &#F,
AR ZRNBEFIES, BERALUT SAN &R :
disallowedSANPattern: "[\\*]"

MBESES, HBH Golang HINIFAR %,

2.3.2.2. I RBE R

BT hub HRB¥ LARIUEBIRIRIEFIRN, RTESERH LUESHIZEIE, %50 policy-certificate.yaml
EHEIUE RIS RA,

HEAEERERBUTMELHEAER. MFELSTY, HSIURIGIEGIE.

2.3.3. IAM RB&IZ=H 25

Identity and Access Management (IAM) SRB& 11 25 o LA SR INE XA G R0 IAM SRERRD @R, SFME
ERETERE IAM ERHERENSH,

IAM SRBgIZRHI 2R IR EEREERAE (40 ClusterRole) FREMNGZABER ., ENIEHE
IWEHEHA®E cluster-admin, IAM FEBEIEHI2R 5 K ith Kubernetes API [RES2BE, NEBELER, 155
58 CustomResourceDefinitions ¥ & Kubernetes AP,

IAM SRERIZHI SR EBRNZEELR LT, BEUTHEOUTHREZER -
e |AM EBE YAML 4552
o |AM ZRE&E YAML X

o |AM ZRE&RI

2.3.3.1. 1AM ZKHB& YAML 4514
#HE IAM EBILLTRA, HEE YAML ROMSE

apiVersion: policy.open-cluster-management.io/v1
kind: lamPolicy
metadata:
name:
spec:
clusterRole:
severity:
remediationAction:
maxClusterRoleBindingUsers:
ignoreClusterRoleBindings:

2.3.3.2. 1AM K& YAML &
HEEUTSHRUIGEAER
xR 23. 28K

24


https://golang.org/pkg/regexp/syntax/
https://github.com/stolostron/policy-collection/blob/main/stable/SC-System-and-Communications-Protection/policy-certificate.yaml
https://kubernetes.io/docs/tasks/access-kubernetes-api/custom-resources/custom-resource-definitions/

B ek
apiVersion W&, [HEXE N policy.open-cluster-

management.io/v1,

kind WE, [HEX N Policy LR ARG HREL,
metadata.name W&, FATFIRAKREE BRI AR,

spec Wi, NINRIEMELEIFIE,

spec.clusterRole Ak, BIREMERAE (40 ClusterRole) . fIR

wAERE, NEILH cluster-admin,

spec.severity A, HREAEHMN, SEMAFANTENE, FH
LUIF2#UE : low. medium =X high,

spec.remediationAction Ak, IEEBHIKIBMES., A inform,
spec.ignoreClusterRoleBindings ik, ENIRIERX (regex)BIIR, IBRERBEIER

ABBRAER. XLENFREINENITER Go
regexp i85, BINBERT, FIEEBLL system: 7
LHAMERA G EBEFHRE, BINEXE
NEFRNE, ERRBEMEEABIERN, F
FFIREE N EANE N H— kR AR H A ENER

ST
spec.maxClusterRoleBindingUsers g, TERBEEIANASHEIT AR IAM rolebinding
HmKEE,

2.3.3.3. 1AM ZKB& I
B2 policy-limitclusteradmin.yaml =& IAM REE R, MIEBLZER, ESHEERLLEKE,

MBELZ A, HSHIRIEEHIE.

2.3.4. RE&¥EH 25
SRR SRR R ASSE R A BIE — AR 2 A E R, O ERE A (PolicySet), LN E—&® %

22 (A R B SRBGIH 1T 3 %H. PolicySet RHFR A RIBE MID L EEREH, HEZUE -1
PlacementBinding 245 PolicySet #1 Placement, RBE&EEEREE hub 8%,

T, HRBEER SN RIREMN AN, WHEFHFH Placement FHRREEREH, HAFAMERES
hHPREREEES, RESRSNARERBESPIRFNER, ENESRE, RIEH SR ETERIBX
BERENERPIERIER.

¥ : Red Hat Advanced Cluster Management s {b/RBITRBR S FARBERE. MREAEHNE, FY
AERBNHGLZRFERZERRSE, BXERAEHENENTE, HESNEEFTHERR,

FLUTED T REZH RXRMLELBFER

25


https://pkg.go.dev/regexp/syntax
https://github.com/stolostron/policy-collection/blob/main/stable/AC-Access-Control/policy-limitclusteradmin.yaml
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o ZREBRIEH AL AR YAML &5t
o ZREGIRHIZRIEH S YAML K
o RE&RAI

2.3.4.1. SRE& X E YAML 451
IR E T RER UL T YAML 3T -

apiVersion: policy.open-cluster-management.io/vibetai
kind: PolicySet
metadata:
name: demo-policyset
spec:
policies:
- policy-demo

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: demo-policyset-pb
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: demo-policyset-pr
subjects:
- apiGroup: policy.open-cluster-management.io
kind: PolicySet
name: demo-policyset
apiVersion: apps.open-cluster-management.io
kind: PlacementRule
metadata:
name: demo-policyset-pr
spec:
clusterConditions:pagewidth:
- status: "True"
type: ManagedCLusterConditionAvailable
clusterSelectors:
matchExpressions:
- key: name
operator: In
values:
- local-cluster

2.3.4.2. KRG X ER
HEUTSHRUKIEMER -
X 2.4. 88k

26
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apiVersion W&, [HEX N policy.open-cluster-
management.io/vibetal.

kind WEE, HEIZ N PolicySet AR RHRIEH AL,
metadata.name WF. BTN FIRM AR,

spec Wi, NINRIEMELEIFIE,

spec.policies Ak, BEERBESHIHMKEEIIR,

2.3.4.3. K& R

apiVersion: policy.open-cluster-management.io/vibetai
kind: PolicySet
metadata:
name: pci
namespace: default
spec:
description: Policies for PCI compliance
policies:
- policy-pod
- policy-namespace
status:
compliant: NonCompliant
placement:
- placementBinding: binding1
placementRule: placement1
policySet: policyset-ps

BB HEEL L RIGER D P 0BRSS, 59, BE stable PolicySets, ©Z KR4 28 T 5B
E, PolicySets- Stable, 15[ SRH& & X a5 X1,

2.3.5. QIR B E LRI EFIZ: (BEFA)

TERMERE. NA. EEMEFRENEE CRIBEGIZR. SR LU RIREH S 02 YAML X4, EHE
KR, EREUTERD O RR RS

2.3.5.1. 5 — M RBg R HIS

fEAALTF Govern-policy-framework 7= fi# R B SRBG IR HIBRIESR, SEACLL T R OB SRR 12RH 25 ¢
1. 217U T 5 =& governance-policy-framework 77 /% :

I git clone git@github.com:stolostron/governance-policy-framework.git

2. BT EHTRIERAE LB E EFI 2R, SRR UUTAR

I metadata:

27


https://github.com/stolostron/policy-collection/tree/main/policygenerator/policy-sets/stable
https://github.com/stolostron/governance-policy-framework
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name: samplepolicies.policies.open-cluster-management.io
spec:
group: policy.open-cluster-management.io
names:
kind: SamplePolicy
listKind: SamplePolicyList
plural: samplepolicies
singular: samplepolicy

3. EHFRBRIEHIZRLLL YT SamplePolicy kind, 21T T4
for file in $(find . -name "*.go" -type f); do sed -i "" "s/SamplePolicy/g" $file; done

for file in $(find . -name "*.go" -type f); do sed -i "" "s/samplepolicy-controller/samplepolicy-
controller/g" $file; done

4. BT SR U T S RERIRIEF ST RISRHIZ
a. BRIIEMER,
b. AP E, RERd Configure client,
c. BEERFRERFHHEIRENGDITH, AFIR Enter
d. IZfTA T an S AN AR SEEE CRD F/5 i H2s

export GO111MODULE=0n
kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml|
export WATCH_NAMESPACE=<cluster_namespace_on_hub>

go run cmd/manager/main.go
IR AT RE R I B LU T i SRR TR R 2R T2 AT -

{“level”:"info0”,"ts”:1578503280.511274,”"logger”:"controller-
runtime.manager”,”"msg”:"starting metrics server”,”path”:”/metrics”}
{“level”"info0”,"ts”:1578503281.215883,”logger”:"controller-
runtime.controller”,”"msg”:"Starting Controller”,”controller”:"samplepolicy-controller”}
{“level”:"info0”,"ts”:1578503281.3203468,”logger”:"controller-
runtime.controller”,”"msg”:"Starting workers”,”controller”:”samplepolicy-controller”,
count™:1}

Waiting for policies to be available for processing...

worker

e. DIEER, WIFEFISREEERREKR, FHEERPN AR, ZTUTHS
I kubectl apply -f deploy/crds/policy.open-cluster-management.io_samplepolicies_crd.yaml|

B FASRBEET, =HIM—FHRRIETENE E IRHIZR R R R, X MEEATEE
PLUTFRA :

{"level™"info","ts":1578503685.643426,"logger":"controller_samplepolicy","msg":"Reconciling
SamplePolicy","Request.Namespace":"default","Request.Name":"example-samplepolicy"}
{"level™"info","ts":1578503685.855259,"logger":"controller_samplepolicy","msg":"Reconciling

28



B2ERE

SamplePolicy","Request.Namespace":"default","Request.Name":"example-samplepolicy"}
Available policies in namespaces:

namespace = kube-public; policy = example-samplepolicy

namespace = default; policy = example-samplepolicy

namespace = kube-node-lease; policy = example-samplepolicy

5. T T4, K& status FERAHNEHIES :
I kubectl describe SamplePolicy example-samplepolicy -n default
BRI AT RER UL T AR

status:
compliancyDetails:
example-samplepolicy:
cluster-wide:
- 5 violations detected in namespace cluster-wide", there are 0 users violations
and 5 groups violations
default:
- 0 violations detected in namespace "default’, there are 0 users violations
and 0 groups violations
kube-node-lease:
- 0 violations detected in namespace "kube-node-lease’, there are 0 users violations
and 0 groups violations
kube-public:
- 1 violations detected in namespace "kube-public’, there are 0 users violations
and 1 groups violations
compliant: NonCompliant

6. BCURBEHNIFISRIGIZH, FIRAMRIRIEHIZRS I AFTHN, SERUUTSER
a. @it E# SamplePolicySpec £ YAML X4 ARRINFTFER o MEBOHAGROZA AT RAL -

spec:
description: SamplePolicySpec defines the desired state of SamplePolicy
properties:
labelSelector:
additionalProperties:
type: string
type: object
maxClusterRoleBindingGroups:
type: integer
maxClusterRoleBindingUsers:
type: integer
maxRoleBindingGroupsPerNamespace:
type: integer
maxRoleBindingUsersPerNamespace:
type: integer

b. ERFTFERXTE samplepolicy_controller.go BT SamplePolicySpec BI#UIE L5 14,

c. [FRFFMIRZEEF samplepolicy controller.go TR
PeriodicallyExecSamplePolicies #3217 5k I& 12 H 25,
PeriodicallyExecSamplePolicies FEHRfil, 1S [H stolostron/multicloud-operators-
policy-controller,

29


https://github.com/stolostron/multicloud-operators-policy-controller/blob/master/pkg/controller/samplepolicy/samplepolicy_controller.go
https://github.com/stolostron/multicloud-operators-policy-controller/blob/master/pkg/controller/samplepolicy/samplepolicy_controller.go#L208
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d. EFmIFFBITRIBEGIE. HSIRE RIGRHIER
BRI RS EHIZR T LUE R THE,

2.3.5.2. [HEHI 2RI E RILKR
IS E SRR H SR BRI SR, HITERIEHSS LEURIRER, TRUTSE
T T er SR SRR 12 23 51k -

P2y
make build
docker build . -f build/Dockerfile -t <username>/multicloud-operators-policy-controller:latest

[

2. BT T DR GHEERTAEN O ER, Hli, ZITUTRSRER push 2 Docker Hub:
docker login
docker push <username>/multicloud-operators-policy-controller

3. B2i& kubectl LU3EAH Red Hat Advanced Cluster Management for Kubernetes EI2HIEEE,

4. Bkt operator FHLUEARNETERET, HEMMAEFIULRE, w&ERUINZRFN®D
RZEF, EENEEARRRLLUTREA

sed -i " 's|stolostron/multicloud-operators-policy-controller|ycao/multicloud-operators-policy-
controller|g' deploy/operator.yaml
sed -i " 's|value: default|value: <namespace>|g' deploy/operator.yaml

5. izfTA T E#H RBAC A :

sed -i " 's|samplepolicies|testpolicies|g’ deploy/cluster_role.yaml
sed -i " 'slnamespace: defaultjnamespace: <namespace>|g'
deploy/cluster_role_binding.yaml

6. RIS IEHISFERBIRRFF -
a. IBITU TR NERERERSIKS,
I kubectl apply -f deploy/service_account.yaml -n <namespace>
b. JIZfTLL R e 3k operator i RBAC :
kubectl apply -f deploy/role.yaml -n <namespace>
kubectl apply -f deploy/role_binding.yaml -n <namespace>
c. NITRIZRBIEHIZRIXE RBAC, BITLAT & :

kubectl apply -f deploy/cluster_role.yaml
kubectl apply -f deploy/cluster_role_binding.yaml

d. BT T AR ERE LHRE XL (CRD)

30



kubectl apply -f deploy/crds/policies.open-cluster-
management.io_samplepolicies_crd.yaml|

21T AT 54 £ ERE multicloud-operator-policy-controller:

Py
I kubectl apply -f deploy/operator.yaml -n <namespace>
f. BITUTHREIHERISRESERITE

I kubectl get pod -n <namespace>

7. B TGR EHIZR G — A SRIEEIR RE KRR IRGISR. WREZER, HSME T 2
AUEREL 2R,

2.3.5.21 Y RIEEHIZREBE
RIS B FEMIR, BRI BERE, LUEHEENAEIEL pod, THRUATHE :
1. BRIZEERRH,
2. SR B E LRSI T 2RERE.
3. TEBHE., YHHET BIE pod i, RIEZHIREFIBHEER
NFEXRBEMNELE L, 1ESH OpenShift Container Platform &,

BRRBIZEFISRDHBHERRDEN. UFRSER, HSHRBIEGIER,

2.4. SR B = A SRR TR 2R
ERE=HEE, ERBERPURBESCER, UBE—NRZSNEHIRE, ERHI 50 F02El,
fRA R LMEAE B policy-collection/community FREE =75 5REE,
TERINEIRR LT E=T5RES -
o £ gatekeeper ZAJRFRIEMNR
o ZRBRHEMNER
2.4.1. £ gatekeeper AR HIENR

Gatekeeper @ — M IE webhook, EiElHITETFBE LHIRE X (CRD) MIZKEE, %%KEES Open
Policy Agent (OPA) —i@iz17. A LUEA gatekeeper operator SRESTEELEEH L24E gatekeeper,
Gatekeeper ZRB& R FA F1T{h Kubernetes SFRE MM, AT LUEA OPA fEHRREEIZE, FHHEM Rego E
NERIEIES,

gatekeeper $RB&TE Red Hat Advanced Cluster Management i 4£4 Kubernetes Bt i& SRE& 0122,
Gatekeeper SR BIEAHEMR (ConstraintTemplates) #1 Constraints, il #ERFIMAEAER, 0T
BZER, 1HS Gatekeeper Lilf1FiEE,

Red Hat Advanced Cluster Management X #F Gatekeeper iR 4 3.3.0, F1E Red Hat Advanced Cluster
Management gatekeeper SRB&H R F LA R AU RIS
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https://docs.openshift.com/container-platform/4.10/applications/deployments/what-deployments-are.html#deployments-kube-deployments_what-deployments-are
https://github.com/stolostron/policy-collection/tree/master/community
https://github.com/open-policy-agent/gatekeeper#gatekeeper
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e ConstraintTemplates 123K : £ policy-gatekeeper-k8srequiredlabels SIS E5LEE L
BIE gatekeeper AJHRIER,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-k8srequiredlabels
spec:
remediationAction: enforce # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: templates.gatekeeper.sh/vibetai
kind: ConstraintTemplate
metadata:
name: k8srequiredlabels
spec:
crd:
spec:
names:
kind: K8sRequiredLabels
validation:
# Schema for the "parameters’ field
openAPIV3Schema:
properties:
labels:
type: array
items: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8srequiredlabels
violation[{"msg": msg, "details": {"missing_labels": missing}}] {
provided := {label | input.review.object.metadata.labels[label]}
required := {label | label := input.parameters.labels[_]}
missing = required - provided
count(missing) > 0
msg := sprintf("you must provide labels: %Vv", [missing])
}
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetat
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
spec:
match:
kinds:
- apiGroups: [""]
kinds: ["Namespace"]
namespaces:
- e2etestsuccess
- e2etestfail
parameters:
labels: ["gatekeeper"]
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B2ERE

e audit B4R : fEF policy-gatekeeper-audit & {2 FH 17 R BEA IR ES & o Hl AT RO
EERREHINE TR,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-audit
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: constraints.gatekeeper.sh/vibetat
kind: K8sRequiredLabels
metadata:
name: ns-must-have-gk
status:
totalViolations: 0

e Admission ##x : £ policy-gatekeeper-admission £ 2 gatekeeper admission webhook
DR E :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-gatekeeper-admission
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: low
object-templates:
- complianceType: mustnothave
objectDefinition:
apiVersion: v1
kind: Event
metadata:
namespace: openshift-gatekeeper-system # set it to the actual namespace where
gatekeeper is running if different
annotations:
constraint_action: deny
constraint_kind: K8sRequiredLabels
constraint_name: ns-must-have-gk
event_type: violation

MFETRELIFEMER, 5S4 policy-gatekeeper-sample.yaml,

BEXREEHMRRNESER, HFHHEERERR, BXTLERNES I, HSHILE,

2.4.2. REE £ R 25

RB& 4 R 25 2 Red Hat Advanced Cluster Management for Kubernetes N 24 ey A HATT 15 GitOps T
ERB—E8 4>, ZITIERMFE R Kustomize £ X Red Hat Advanced Cluster Management for Kubernetes
RS, TREGERKERM Kubernetes ;B H YAML X% Red Hat Advanced Cluster Management for
Kubernetes 5kB&, 1% {4853 F FECE ©M PolicyGenerator 55 YAML SX{H1R ML, SREEERKSIIEN
Kustomize 4R 253EMH L HE, A% Kustomize B %ISR, &S Kustomize 3244,
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https://github.com/stolostron/policy-collection/blob/main/community/CM-Configuration-Management/policy-gatekeeper-sample.yaml
https://kustomize.io/
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Itk Red Hat Advanced Cluster Management kR A<l 41 B SR BE 4 B 23R A< /2 v1.8.0,

2.4.2.1. REG £ 23 ThEE

REE4E K23 X H 5 Red Hat Advanced Cluster Management N2 F £ B 1114 GitOps TIERBIE
FE1E T Kubernetes BEIRAT RN % BIZE OpenShift &£8%, F18;7 Red Hat Advanced Cluster
Management ZRB& L T Kubernetes £B¥MI D%, A2, RASRIBAEKIRSTTHRILTRE :

o [HE{A Kubernetes & XX 4 #5#t 5 Red Hat Advanced Cluster Management B¢ i& 255,

o TEJFHIA Kubernetes ;& ¥4 A ZI4 B Red Hat Advanced Cluster Management SRB&EIX E it

o ARAINECEREE, LUERED BT Red Hat Advanced Cluster Management for Kubernetes i
£ Gatekeeper #1 Kyverno $B&i# R 1B,

o 7fhub ER¥ LAEMKIBE, MFETRELIFMER, HSHRIILELFIZE,
MEBEELELR, EEEUTEM :
o RERERSRECEL
o 4 ATZRE Operator FIZREE
o 2% OpenShift GitOps B
o 2% Compliance Operator BIZRHE
® 7f OpenShift GitOps (ArgoCD) L& 4&5RBE 4 Ak 25

o REFEMBIHESER

2.4.2.2. SRERE K2R EC B 4514

REBEKER = — 1 Kustomize £ 21d 4, BECE T —4 PolicyGenerator kind #1 policy.open-
cluster-management.io/v1 API kR ABIE 5,

ZEAIZEH, 1HE LA kustomization.yaml XA RINI—4 generators $85, EHLLTRA :

generators:
- policy-generator-config.yaml

LB 5| FA# policy-generator-config.yaml X2 —1 YAML X, HG2E4EMMIKIEAITLA,
T SR SRBE A A 2R BC B XXM R BER LA TRl -

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:

name: config-data-policies
policyDefaults:

namespace: policies

policySets: []
policies:

- name: config-data

manifests:
- path: configmap.yaml
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../../html-single/applications#applying-kustomize
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https://open-policy-agent.github.io/gatekeeper/website/docs/
https://kyverno.io/
https://kubectl.docs.kubernetes.io/references/kustomize/kustomization/

configmap.yaml { XRE S S 1EREEFH Kubernetes & H YAML X, HHLUTRA

apiVersion: vi
kind: ConfigMap
metadata:
name: my-config
namespace: default
data:
key1:valuel
key2: value2

4B Policy LA 4 X HY PlacementRule #1 PlacementBinding =1 8E 25 LL T 7 ffl -

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-config-data
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions: []
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-config-data
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-config-data
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: config-data
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: config-data
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:

1
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name: config-data
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:
key1: valuei
key2: value2
kind: ConfigMap
metadata:
name: my-config
namespace: default
remediationAction: inform
severity: low

METHRELSIEMER, 5B policy-generator-plugin 5%,

2.4.2.3. £ T &% Operator B5RHE

Red Hat Advanced Cluster Management SREEHI—PNE I AREE—PNHENEZE OpenShift R L%
%% Operator, BEUTARZEERENAE FIRBTG,

2.4.2.3.1. % OpenShift GitOps B

ABLER T MR — DR, LU FASRES £ X238 %3 OpenShift GitOps, OpenShift GitOps 12 {E2s 742
BTG5 52 ZEER, Bk, TERRUTTRAIOES openshift-gitops-subscription.yaml
BT I3 5 5 324

apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

ZEE R Operator WFEMRA, ERAILURINILLTSEANE : spec.startingCSV: openshift-gitops-
operator.v<version>, ¥ <versions> Eifi IR EIELRA,

E Tk, FEHN policy-generator-config.yaml BISREEE K AREE X . UTRBIZERT —1EE, ©
f$7EFTA OpenShift 2 E &R £ %3 OpenShift GitOps :

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:

name: install-openshift-gitops
policyDefaults:

namespace: policies

placement:

clusterSelectors:
vendor: "OpenShift"
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https://github.com/open-cluster-management-io/policy-generator-plugin
hhttps://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html/operators/administrator-tasks#olm-installing-operator-from-operatorhub-using-cli_olm-adding-operators-to-a-cluster
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html/operators/administrator-tasks#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster

remediationAction: enforce
policies:
- name: install-openshift-gitops
manifests:
- path: openshift-gitops-subscription.yaml

M &RE—1 X4 =2 kustomization.yaml X4, kustomization.yaml XHFELLTEE :

generators:
- policy-generator-config.yaml

& REISRBE AT BE SR AU TR 30

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-openshift-gitops
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-openshift-gitops
namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-openshift-gitops
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-openshift-gitops
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: install-openshift-gitops
namespace: policies
spec:
disabled: false
policy-templates:
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- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-openshift-gitops
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: openshift-gitops-operator
namespace: openshift-operators
spec:
channel: stable
name: openshift-gitops-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
remediationAction: enforce
severity: low

FrEHI AR B OpenShift Container Platform XA FRBISREE, FHHERIBEKSIEM. &F OpenShift
Container Platform X#HBILLT YAML Hi ARl

o REFKRES
o MEMITAERE
o XTRHEBRAIIB=ARA

MTFTREBLIFMER, 1HSI 72 OpenShift GitOps #1 Operator X134,

2.4.2.3.2. &% Compliance Operator FI5ERE

ST ER 724 58 /0% %S B Operator, 1 Compliance Operator, £3% OperatorGroup &%, &l
JER T %% Compliance Operator B4 AR HISRER,

Bk, W18 —17%H Namespace. Subscription #14%°% compliance-operator.yaml £
OperatorGroup JEH B YAML X, LATFRAIG XL FE R REE] compliance-operator #3422 A A :

apiVersion: vi
kind: Namespace
metadata:
name: openshift-compliance
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
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https://docs.openshift.com/container-platform/4.10/post_installation_configuration/cluster-tasks.html
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https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html/logging/cluster-logging-external#cluster-logging-collector-log-forwarding-about_cluster-logging-external
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https://cloud.redhat.com/learn/topics/operators
https://access.redhat.com/documentation/zh-cn/openshift_container_platform/4.10/html/operators/administrator-tasks#olm-installing-operators-from-operatorhub_olm-adding-operators-to-a-cluster

apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:

name: compliance-operator

namespace: openshift-compliance
spec:

targetNamespaces:

- compliance-operator

BTk, FE4L ) policy-generator-config.yaml FREE £ BB XM, UTROAIERTHE—D
OpenShift RE&E R E 2% Compliance Operator B — 5B :

apiVersion: policy.open-cluster-management.io/v1
kind: PolicyGenerator
metadata:
name: install-compliance-operator
policyDefaults:
namespace: policies
placement:
clusterSelectors:
vendor: "OpenShift"
remediationAction: enforce
policies:
- name: install-compliance-operator
manifests:
- path: compliance-operator.yaml

IR E—1 X142 kustomization.yaml 32 {4, kustomization.yaml XHHEFEZLTEE :

generators:
- policy-generator-config.yaml

Rk, 4 RRBIRBEN RIS -

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-install-compliance-operator
namespace: policies
spec:
clusterConditions:
- status: "True"
type: ManagedClusterConditionAvailable
clusterSelector:
matchExpressions:
- key: vendor
operator: In
values:
- OpenShift
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-install-compliance-operator

1

B
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namespace: policies
placementRef:
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
name: placement-install-compliance-operator
subjects:
- apiGroup: policy.open-cluster-management.io
kind: Policy
name: install-compliance-operator
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
annotations:
policy.open-cluster-management.io/categories: CM Configuration Management
policy.open-cluster-management.io/controls: CM-2 Baseline Configuration
policy.open-cluster-management.io/standards: NIST SP 800-53
name: install-compliance-operator
namespace: policies
spec:
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: install-compliance-operator
spec:
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: vi
kind: Namespace
metadata:
name: openshift-compliance
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphat
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: release-0.1
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
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- compliance-operator
remediationAction: enforce
severity: low

METRELIFMER, 5B Compliance Operator 314,

2.4.2.4. £ OpenShift GitOps (ArgoCD) _E R EERBE 4 M 25

EF ArgoCD B OpenShift GitOps th Al Fi F T GitOps {# FZRIS £ i 2 E R ZRE&, HTF OpenShift
GitOps BasinR IR AN RERIBENRZ, RLFEAIT—EBE L. N TIREHRIE, FiT7E Red Hat
Advanced Cluster Management hub &£&ff%2%4& 7 OpenShift GitOps Operator, FRERE hub &
E¥Q

T & OpenShift GitOps 1£i51T Kustomize I /T LAV (] SRR 4 A28, FBEAIAE 20T Red Hat
Advanced Cluster Management Application Subscription 2325 5% 15 Fo FO SR & & B 28 — 17 I 3214 & I E
OpenShift GitOps &28, 1%i51T Kustomize, T THREZHMER, HSHEEE pod FIERIEBEE
FHITHES. 74, OpenShift GitOps M /4REL & H1Ei21T Kustomize If#2#t --enable-alpha-plugins
Fri&. EALLT SR OpenShift GitOps argocd X &R :

I oc -n openshift-gitops edit argocd openshift-gitops

R[5, 1EtH OpenShift GitOps argocd X REH T ELLTHIAM YAML AR, YL HHH Red Hat
Advanced Cluster Management F R4 B R E1$ KB & i 28 BT E BABIARANT, MEZEH
registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel8 &, & Init 23 B FEFMIT
%o BBLUTIHA, f% <version> B 2.5 s(FTHEHI Red Hat Advanced Cluster Management iR :

apiVersion: argoproj.io/vialphat
kind: ArgoCD
metadata:
name: openshift-gitops
namespace: openshift-gitops
spec:
kustomizeBuildOptions: --enable-alpha-plugins
repo:
env:
- name: KUSTOMIZE_PLUGIN_HOME
value: /etc/kustomize/plugin
initContainers:
- args:
--C
- cp /etc/kustomize/plugin/policy.open-cluster-management.io/vi/policygenerator/PolicyGenerator
/policy-generator/PolicyGenerator
command:
- /bin/bash
image: registry.redhat.io/rhacm2/multicluster-operators-subscription-rhel8:v<version>
name: policy-generator-install
volumeMounts:
- mountPath: /policy-generator
name: policy-generator
volumeMounts:
- mountPath: /etc/kustomize/plugin/policy.open-cluster-management.io/v1/policygenerator
name: policy-generator
volumes:
- emptyDir: {}
name: policy-generator
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IWTE, OpenShift GitOps A LAE RIS £ 2S, OpenShift GitOps 71 #%#%F £ Red Hat Advanced
Cluster Management hub 5 E¥ R 012 SRR B9 [RITUBR, AILLTF ClusterRole %R, %74 openshift-
gitops-policy-admin, ©EMNAIE, LE. BEHFMPREEBAMME. &89 ClusterRole ATRER UL TR
B

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
rules:
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- policy.open-cluster-management.io
resources:
- policies
- placementbindings
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- apps.open-cluster-management.io
resources:
- placementrules
- verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiGroups:
- cluster.open-cluster-management.io
resources:
- placements
- placements/status
- placementdecisions
- placementdecisions/status

F4, BIE—1 ClusterRoleBinding X & 3%#%F OpenShift GitOps iRZ51K % openshift-gitops-
policy-admin ClusterRole #J1/i[/#[R, ClusterRoleBinding RJ&E LA T HR :

I kind: ClusterRoleBinding
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apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: openshift-gitops-policy-admin
subjects:
- kind: ServiceAccount
name: openshift-gitops-argocd-application-controller
namespace: openshift-gitops
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: openshift-gitops-policy-admin

2.4.25. KEKREESER

HAR, BRI ES policyDefaults Ef 4 F1fk namespace LAAHIFFE FEX.

B 31
apiVersion W&, [HEXE N policy.open-cluster-

management.io/v1,

complianceType A, SREEGE SRR LN RFATHIN BI5RRE
#HER1T . SEEH musthave, mustonlyhave,
=% mustnothave E\i\ &y musthave,

kind W, fHHE% ) PolicyGenerator LUK REHRIE K
B,

metadata Wik, ATH—ITRABREX .

metadata.name W, FATFIRAREE IR E TR,

placementBindingDefaults %, ATES PlacementBinding %Nk

B8, LAE4E RN ERRENS 3 A E B9 FOI| EE e — R
PlacementBinding &5,

placementBindingDefaults.name ik, RELKRIXBEEHEAMEXREHE R,
A {8 A BRIAME
policyDefaults . X F policies #HARMSFKE, XBEFIHMEM

HiINMEE = ESE, {H namespace R4,

policyDefaults.categories A1k, policy.open-cluster-
management.io/categories 33 2 {8 F 92K HIl%K
H, BRIMEN CM ECEEH,

policyDefaults.controls A%, policy.open-cluster-
management.io/controls 5T A H9E 5121
‘H, BIAE» CM-2 Baseline Configuration,
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FB

policyDefaults.consolidateManifests

policyDefaults.informGatekeeperPolicies

policyDefaults.informKyvernoPolicies

policyDefaults.namespace

policyDefaults.placement

placement.clusterSelectors

placement.name

placement.placementRulePath

policyDefaults.remediationAction

policyDefaults.severity

policyDefaults.standards

policies

policies[ ].manifests

policies[ ].name
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30

ik, XRETZENRBPLEHNAEFREMRT
—EBREE. MRIXEN false, NI HEANEHRERE
EREg. BIAED true,

Ak, YEBEB|AER gatekeeper FREGFHES, 3R
E T 2E N AE RS M B SR EE LUETE Red Hat
Advanced Cluster Management H{E RS R 15
M. FIMED true,

Ak, HERBEB|A Kyverno SRIEE LT, ORETIE
Kyverno SRB&#E RIS, 275 RN 4 KA BIED & RBg

3£ Red Hat Advanced Cluster Management F#
REHERIER. BIMED true,

nFE. FERBISRZEA,

Ak, REEWHRERE. XN HEE TR
BERE.

Ak, @it UL TR key:value & KB LI H
{EEME. ES4 placementRulePath LU EIA
X,

Aik, EE—NEIERES L SERERLERIK
BRI,

ik, BESFERIAKRENN, EEERNTF
kustomization.yaml U9 R, NRIRME, NIEK
INFRAE SRBSERE A LL BN, 1554
clusterSelectors LU 4 f 37 B,

ik, RERHIHNEHLE], SEE 2 enforce
inform, BIAEZ inform,

ik, REERTEME. BIMED low,

mli%, policy.open-cluster-
management.io/standards ;T &b & F A — 47
A#. BIMEN NIST SP 800-53.

nE. BEORMRIRINRUARBERINMER
policyDefaults #1%EH{H,

WNWE, FIEHE S Kubernetes X RIFHFIR,

nFE. EUIRMREAM.
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policies[ ].manifests[ ].complianceType Ak, SREERE R SRR LN RIFAT LR HOSREE
ZHER1T . SEEH musthave, mustonlyhave,
= mustnothave.Bti\ {5 musthave,

policies[ ].manifests[ ].path W&, 5 kustomization.yaml T8 X8I EA T4
S E X B SRR,
policies[ ].manifests[ ].patches Ak, R FAEIRRER LB HH Kustomize #h T12F, 0

RELNEYE, INTRERE

apiVersion. kind. metadata.name #
metadata.namespace (JIREM) FE&, LUE
Kustomize ATLLURAI#N T N AZEIRE R, IRRAE—
ANEHR, NE Mg+ metadata.name 7
metadata.namespace F%,

2.5. X HFBIRES

BELHNRERA, THEU{ITE Red Hat Advanced Cluster Management for Kubernetes ARG/ F1&
PSRRI AN 7E hub SEBE EE HUN), SRAZFDIES,

& AL A RBESIE Policy YAML H, HIERENGINA KSR, KBEMASETFRNE, B4
LI R 5RThRE R EREE YAML XH4AHIREA,

2.5.1. FFFEEN SRR I Z 75 51 5R

Red Hat OpenShift Container Red Hat OpenShift Container
Platform 3.1 Platform 4

NEFAERE X X

45 22 7] SR % X X

B RR RS X X

Pod RE& X X

Pod Z£%KHE (BEFA)

A B R x x
A B4 E R x x
LM FTFXXARER(SCC) x x
ETCD in& ke X

45
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Red Hat OpenShift Container

Platform 3.11

Red Hat OpenShift Container
Platform 4

Gatekeeper ZRB&

Compliance operator 5k

ES FIH#iRIE

OpenShift CIS F1f#5kME

RERIXE

Kyverno & iNp%4

Kyverno R INES#R

Kyverno FEl#% secret

HEH LT RIERE L EE RN R E RS

46

o HifIRRARE

o NEFAERIE

o R 2[R

e Pod %Bg

e Pod B2

o BERKK

o AMEIIER

o LT TR ER
e ETCD MNZE RS

e Compliance operator 5B&
o E8{IHRER

e OpenShift CIS {158
o ZRERIZHIZR

e Kyverno RINMIZ4SRES
® Kyverno FINBCANSREE

® Kyverno sync secret 5B



Kubernetes A& SRER 1225 71 T R 2R F A ERBHVRT, BRANEREREKERH HLREIAREN
HERE, MEELER, ESH Kubernetes XA [REE

FELUTERS TRESEXNFRERBEWIFAER
o NEFEMAERIE YAML 4514
o NIFAERMER
o NEFAEXREETO

2.5.2.1. HiFZFAE%RIK YAML 4514
IR 2R AERLILLT YAML X4 -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-limitrange
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind:
metadata:
name:
spec:
limits:
- default:
memory:
defaultRequest:
memory:

type:

2.5.2.2. NFRHE%REEX

PR fihisah

apiVersion W&, [HEXE N policy.open-cluster-
management.io/v1,

47
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FB

kind

metadata.name

metadata.namespaces

spec.namespace

ulf‘!ﬂ-‘:

3T

FHE %N Policy ARRRBE LA,
WF. ATFIRARER FIRM AR,
A%k,

. RENMAINT REFRGREF, FA

include W&#UH, X2
A, exclude Z#U3EE

= IR E RIS R BRI 2
1R R 75 B SRS N A BB

R, X FERIBIEEISREN RER P IEER G
Z2 (A R ENT N ARG FR B B 22 (A,

ik, BEMBHRIENIESE, 28E 2 enforce
inform,

remediationAction

WEE, JHE&X N true = false, disabled %Rt
& A2 R SRBR A ThEE,

disabled

spec.complianceType WE. fHEXN "musthave”

spec.object-template Ak, FAFIIHESIES IS AR ERENE

A E fth Kubernetes ¥ &,
2.5.2.3. N A ERIE A
HB A policy-limitmemory.yaml EERIERA. NFETHRELFMAER, HEHEELLER, HSH

Kubernetes BEiE HRBEIEH 25 LB B RG22 H A & SRS,

2.5.3. fip % 22 5] R BE
Kubernetes Bt i SEB& 12041 28 il 35 15 0 6 4 22 (A SRR BIR 75, R FA 60 48 22 ) S5 B8 S 1 IR 6 42 22 1A 72 YU 4%
EHL,

HUUTED TRESE XL ZERRRAMBEAER -

B 22 A SRS YAML 2514

A ZE[H RE% YAML R

% 22 [A] SRS R A

2.5.3.1. fn B 22 [A] ZREE YAML 4514
apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-namespace-1
namespace:
spec:
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complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind:
apiVersion:
metadata:
name:

2.5.3.2. in A 22 [H]5RE% YAML &R

FB

apiVersion

kind
metadata.name
metadata.namespaces

spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template

2.5.3.3. i £ 22 5] SR & 7 5

H &4 policy-namespace.yaml & & KB R,

ik

W&, [HEXE N policy.open-cluster-
management.io/v1,

g, [HEX N Policy LRRRIEHREL,

Wi, ATFIRAREETIREATR,

=

7

R, RSN ARINT mERERMmAZEE, WA
include B #E, X2EEMREN AN MEZE
[, exclude %35 & RERHE T % LB IFERBE N A RIRY

R, 3 FERIBIEEISRE RER P IEER G
B2 A BN ARG ByEr & 22 (A,

ik, BEMBHKIRIIESE., SEEZ enforce
inform,

WE, JHEE N true = false, disabled SRt
5 A2 R SRBR A ThEE,

W&, FEI% N "musthave”

ik, BFIHESBTES AN AR ERRNT
A E M Kubernetes %%,

MFTREZIFAER, BFEHAEELEE, HSM Kubernetes BoE RIS IZH 25 L T R H A ESR

B&.

B

"
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2.5.4. BiRRARE

N GRIASERE, LUFIA Container Security Operator Ef R HIGREERAE. MREERE
Container Security Operator, ZRIEREZELH LREKTE,

RIGRAREEH Kubernetes Bt & SRIREHIZR 1 Ti10 &, B X Security Operator WEZER, 5
Quay 77 fi#/ZH ) Container Security Operator

=/ -
o BRI AERIEM T I EIENLE TP TREE T,

® |IBM Power 1 IBM Z R AL FF FHiGRIARE, ©&WTF Quay Container Security
Operator, container-security-operator registry A% ppc64le 5 s390x 1%k,

BEUTHPLUTHERESZER :
o HHRIREREE YAML 45ty
o HFIRERE YAML &
o HHRIRARIE RG]

2.5.4.1. HIRRAREE YAML 4514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-imagemanifestvulnpolicy
namespace: default
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: DE.CM Security Continuous Monitoring
policy.open-cluster-management.io/controls: DE.CM-8 Vulnerability Scans
spec:
remediationAction:
disabled:
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity: high
object-templates:
- complianceType:
objectDefinition:
apiVersion: operators.coreos.com/vialphail
kind: Subscription
metadata:
name: container-security-operator
namespace:
spec:
channel:
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https://github.com/quay/container-security-operator
https://github.com/stolostron/grc-ui/blob/main/src-web/components/common/templates/spec-imagemanifestvuln.yaml
https://operatorhub.io/operator/project-quay-container-security-operator
https://quay.io/repository/quay/container-security-operator

installPlanApproval:
name:
source:
sourceNamespace:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name:
spec:
remediationAction:
severity:
namespaceSelector:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: secscan.quay.redhat.com/vialpha1l
kind: ImageManifestVuln # checking for a kind
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-imagemanifestvulnpolicy
namespace: default
placementRef:
name:
kind:
apiGroup:
subjects:
- name:
kind:
apiGroup:
apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-policy-imagemanifestvulnpolicy
namespace: default
spec:
clusterConditions:
- status:
type:
clusterSelector:
matchExpressions:
[1 # selects all clusters if not specified

2.5.4.2. HiERIARE YAML &

B ek
apiVersion W&, [HEXE N policy.open-cluster-

management.io/v1,

ot
B
U
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B ek

kind g, FHEX N Policy LR ARG REL,
metadata.name &, FATFIRASREE FRBI AR,
metadata.namespaces Ak,

spec.namespace i, RSN AT RERNGRZERE, WA

include M (H, XEEEFFREGN AR HZE
Al, exclude ZEEEEEAAT HEM RIS AEIH
R, I FERIIEEISRE RER P IEE R
B A B V ARSREE By Er & 22 (A,

remediationAction ik, BEMBHRIENIESE, 28E 2 enforce
inform,

disabled WEE, JH{EE N true = false, disabled SRt
& A2 R SRBR I ThEE,

spec.complianceType WE. fHEX "musthave”

spec.object-template Ak, FAFIIHE SIS IS A RS ERENE
AT H fh Kubernetes ¥ &R,

2.5.4.3. GifRRA R B
H& 7 policy-imagemanifestvuln.yaml, MIZEELER, ESHEER LK,

THSH Kubernetes BCESRERIZHIZE, A B E ZHI25 I 2 H B M A& R,

2.5.5. Pod 5RB%

Kubernetes A& SRE&HRH 25 71 77 2 Pod SREGHIRTS. KA Pod BRE&KDY Pod XA, K H
WIAFTE pod FREMERLLER.

TELUTESD THRESE X pod REELEHBFAER -
e Pod & YAML 45ty
o Pod FEEER

e Pod KE&RHA

2.5.5.1. Pod ZKHB& YAML 4514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:

name: policy-pod

namespace:
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spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: Pod # pod must exist
metadata:
name:
spec:
containers:
- image:
name:
ports:
- containerPort:

2.5.5.2. Pod FEBgR

R

apiVersion

kind
metadata.name
metadata.namespaces

spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template

ek

W&, [HEXE N policy.open-cluster-
management.io/v1,

WE, [HEX N Policy LR ARG REL,

. ATFIRARIEIREAT,

=

7

R, RSN AR mERERMmAZEE, WA
include B #E, X2EEMREN ATIMMEZE
[, exclude %35 & KBRS % LI ERBE N A RIRY

R, X FERIBIEEISRE RER P IEER G
22 [A] R AT N AL ERBE A B 6 8 22 [

ik, BEMBHRIENIESE, 28E 2 enforce
inform,

WEE, JHEE N true = false, disabled %Rt
& AN ZE R SRBR I ThEE,

W&, FEI% N "musthave”

ik, AFIHESBTES RGN AR ERRNT
A E M Kubernetes ¥ &,

B
m

53
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2.5.5.3. Pod ZRE& A1
EZ 4 policy-pod.yam| & & HKE R,

BB Kubernetes FoERIEIRHIZ:, UEBREEH S HENEMEERE, HSHERRERBLUE
HH M 2RER,

2.5.6. Pod £ 5K

Kubernetes Bz & SRB& 185 (1 57 i ¥ Pod R REHIIRE, NA Pod ZLRIEEIRT Pod 1B %, 0
EELZER, 55 Kubernetes XH B Pod ZL5EH,

ELUTED THRESZE X Pod R2EREHMIEAER -
o Pod ZE2HKHE YAML 4554
e Pod ZLEMEE

e Pod RE£RIERHA

2.5.6.1. Pod Z£%KE& YAML 4515

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-podsecuritypolicy
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion:
kind: PodSecurityPolicy # no privileged pods
metadata:
name:
annotations:
spec:
privileged:
allowPrivilegeEscalation:
allowedCapabilities:
volumes:
hostNetwork:
hostPorts:
hostIPC:
hostPID:
runAsUser:
rule:
seLinux:
rule:
supplementalGroups:
rule:
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https://github.com/stolostron/policy-collection/blob/main/stable/CM-Configuration-Management/policy-pod.yaml
https://kubernetes.io/docs/concepts/policy/pod-security-policy/

fsGroup:
rule:

2.5.6.2. Pod &£ KRR

B ek
apiVersion W&, [HEXE N policy.open-cluster-

management.io/v1,

kind WE, [HEX N Policy IR ARG HREL,
metadata.name &, FATFIRAKREE TR ATR,
metadata.namespaces A%k,

spec.namespace i, RSN AT RERNGRZERE, WA

include WS HE, XR2EENRIEN AR HEZZE

A, exclude S5 EMEAMAT & LGN AR

R, F : TERBEIEHZRN REENR P8 ER
A RN N A SRBE R B e 44 22 (]

remediationAction ik, BEMBHRIENIESE, 28E 2 enforce
inform,

disabled WEE, JHEE N true = false, disabled SRt
& A2 R SRBR I ThEE,

spec.complianceType WE. fHEX "musthave”

spec.object-template Ak, AFIIERAEZIHESN ARSERBENT
AT H fh Kubernetes % &,

2.5.6.3. Pod Z£ R R
B2 policy-psp.yaml Z&RHIKE, MNEBLER, ESHEEEEERK,

ES [ Kubernetes BE B ZRER 12225 LA E B IEH 8 I 0 H th B B 2REK.

2.5.7. A BRES

Kubernetes A& SRIGIEHI 25 71 77 I 2 A B RIGHIATS, 7E object-template 7 X A BRI ERHB%
£ A B E M AR,

ELUTED THRESEXAGKRBEHNFMAER
o AEEI YAML 45y
o AEKIER
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o AERIERH

2.5.7.1. A EIREE YAML 4514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-role
namespace:
annotations:
policy.open-cluster-management.io/standards: NIST-CSF
policy.open-cluster-management.io/categories: PR.AC Identity Management Authentication and
Access Control
policy.open-cluster-management.io/controls: PR.AC-4 Access Control
spec:
remediationAction: inform
disabled: false
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-role-example
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
namespaceSelector:
include: ["default"]
object-templates:
- complianceType: mustonlyhave # role definition should exact match
objectDefinition:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: sample-role
rules:
- apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch", "delete","patch"]
apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding-policy-role
namespace:
placementRef:
name: placement-policy-role
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- name: policy-role
kind: Policy
apiGroup: policy.open-cluster-management.io

apiVersion: apps.open-cluster-management.io/v1
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kind: PlacementRule
metadata:
name: placement-policy-role
namespace:
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterSelector:
matchExpressions:

(]

25.7.2. AEERIER

FB

apiVersion

kind
metadata.name
metadata.namespaces

spec.namespace

remediationAction

disabled

spec.complianceType

spec.object-template

2.5.7.3. A BRI R

50

W&, [HEXE N policy.open-cluster-
management.io/v1,

g, [HEX N Policy LRRRIEHREL,

Wi, ATFIRAREETIREATR,

Ak,

. REENMAINT REFRGRER, FA
include M (H, XEEEFREGN AR HZE
Al exclude ZEEEEREAAT HEM RIS AEIH
R, 3 FERIBIEEISRE RER P IEER G
B2 A BN ARG ByEr & 22 (A,

ik, BEMBHKIRIIESE., SEEZ enforce
inform,

WEE, JH{E&X N true = false, disabled SRt
& A2 R SRBR I ThEE,

W&, FEI% N "musthave”

ik, BFIHESBTES AN AR ERRNT
A E M Kubernetes %%,

B

B BRSSOV R R E A B REMNFNIR, MFEXABHNESER, HSHETAGHUIN

7H, AEAGBKIRG, 1F5H policy-role.yaml,

ETHRINIEEAGRE, HSHEERERKBUTHRELZER, 1HSM Kubernetes FiR & L 1L 25,

LIEE i Pt 25 MO H th S B 2R IR,

m
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2.5.8. A E4]E R

Kubernetes BCE SREETRH 25 71 77 i 2 A G A ERIGEVRTS, NMAABHERE, HRBAEIRERH
RREYEr & 22 [,

FEUTEHRD TRESHXGAEFRBLEMHFAER
o ABIERI YAML 414
o AEIHERIER
o AEIERIETA

2.5.8.1. AL E R YAML 4514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name:
namespace:
spec:
complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
kind: RoleBinding # role binding must exist
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: operate-pods-rolebinding
subjects:
- kind: User
name: admin # Name is case sensitive
apiGroup:
roleRef:
kind: Role #this must be Role or ClusterRole
name: operator # this must match the name of the Role or ClusterRole you wish to bind to
apiGroup: rbac.authorization.k8s.io

2.5.8.2. BB ERIER
P il

apiVersion W&, [HEXE N policy.open-cluster-
management.io/v1,

kind WNE, [HEX N Policy LRRRIEHREL,

metadata.name WE, BTFIRRRES SRR,
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PR ek

metadata.namespaces WE. QBT RBHNZTESRIAMAZN,

spec WE. BRIMAMATMES &HiE R IE R,
metadata.name W&, FATFIRASKREE BRI AR,
metadata.namespaces 1P

spec.complianceType WE. fHEXN "musthave”

spec.namespace WHE. BRNRIENARNSEREMLZA, WA

include WS HUE, XR2EENRIEN AR HEZE

A, exclude S5 EMEAMAT & LGB AR

R, F : TESRBRIEHZRAIN REENR P18 ERI D
R RN N ARG By e 4 22 (6],

spec.remediationAction Wik, BELHKRINES., SHIER enforce
inform,

spec.object-template Wik, ATFIHEBIESIHESN ARSEREFNE
AT H fh Kubernetes ¥ &R,

2.5.8.3. A E RIE R
%% % policy-rolebinding.yaml Z&EK R, BXSEHMEBNESER, ESHSERBEEK,

B Kubernetes BB & SRESH2MHIZS LA T AR EL M BT B 2R HK,

2.5.9. &M F XA RER

Kubernetes Eg &SRB 12435 1 51 M 122 £ M £ XK (SCC) REEHIIRE., MAZRESM L TXXHR
(SCC) kg, BT IERBE A E LM RIEZEH Pod FIF IR,

TELUTERS THRESH X SCC REHEMER :
e SCC %P YAML 4544
e SCC FEmgRK

e SCC KB

2.5.9.1. SCC RI& YAML %514

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:

name: policy-scc

namespace: open-cluster-management-policies
spec:
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5

complianceType:

remediationAction:

namespaces:
exclude:

include:

object-templates:
- complianceType:

objectDefinition:

apiVersion:
kind: SecurityContextConstraints # restricted scc
metadata:

annotations:

kubernetes.io/description:

name: sample-restricted-scc
allowHostDirVolumePlugin:
allowHostIPC:
allowHostNetwork:
allowHostPID:
allowHostPorts:
allowPrivilegeEscalation:
allowPrivilegedContainer:
allowedCapabilities:
defaultAddCapabilities:
fsGroup:

type:
groups:
- system:
priority:
readOnlyRootFilesystem:
requiredDropCapabilities:
runAsUser:

type:
seLinuxContext:

type:
supplementalGroups:

type:
users:
volumes:

2.5.9.2. SCC FEI8X

FB

50

apiVersion

kind

metadata.name

metadata.namespace

60

W&, [HEXE N policy.open-cluster-
management.io/v1,

g, [HEX N Policy LR RRIEHREL,

. ATFIRAREEIRE AT,

nFE. LR TRIENRERBERGRZEN,



FE ek
spec.complianceType WE. fHEX "musthave”
spec.remediationAction Wik, BEMLHKRIENES., S8IER enforce

inform, B : BLKRIRI8ER L HF enforce THEE,

spec.namespace WE. BNRIENARNSEREMLZE, WA
include HSHHE, X2EEMEEN AEIMHEZE
[H], exclude S5 E LA & LRGN A EIR
fRZEE], 3 ¢ TEIRBRIEHIZRAIN RIS P15 ERI D
20 [A] 7B 30T M AR TRBE FR Y 6 44 Z2 [,

spec.object-template Wik, ATFIHBIESIHESN ARISERENE
AT E fh Kubernetes ¥ &R,

B X SCC RIEARMMEE, 5B OpenShift Container Platform X4 HEE L 24 T X4,

2.5.9.3. SCC FB& R

N AREM TR (SCC) K, BIERMAPE LRMAERZS Pod WHIR, MEEZER, FS
FEEREM TR (SCO) ,

155 policy-scc.yaml EERIERH, AXEEREMKRBNESER, HSHEERERK,

B Kubernetes BB & SRESIRMHIZS LA T AR LM AT B 2R 0K,

2.5.10. ETCD hn%: 5
. F etcd-encryption 2588, £ ETCD #BEMEPIINISS FABUREBIENINE, Kubernetes Bt B IRA&IE
il 8% 1 77 i 2 etcd-encryption SRESHPIRE, MMEELER, 1HSH OpenShift Container Platform 344
FEIINE etcd 4B, #E : ETCD MRS R #F Red Hat OpenShift Container Platform 4 & B ##IAR
$o
TELLTERSD T fRE %A % etcd-encryption RBELEFHHIE4HE R -

e ETCD fNEREE YAML 45ty

e ETCD INEARIEE

o ctcd MNE K& =B

2.5.10.1. ETCD /n# %% YAML 4514
etcd-encryption SEBE RTBER LA YAML 304 -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: policy-etcdencryption
namespace:
spec:
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complianceType:
remediationAction:
namespaces:
exclude:
include:
object-templates:
- complianceType:
objectDefinition:
apiVersion: config.openshift.io/v1
kind: APIServer
metadata:
name: cluster
spec:
encryption:
type:

2.5.10.2. ETCD &R

*x 2.5. 88k

PR ik

apiVersion W&, [HEXE N policy.open-cluster-
management.io/v1,

kind WE, FHEX N Policy LLRRHRBEKE, Fl0
ConfigurationPolicy,

metadata.name W, FATFIRAREE IR E TR,

metadata.namespaces E1pri

spec.namespace Wi, RERN FARIMT SERERGM R, FA
include WS HE, XR2EEMERIENAEIMNHEZE
[H], exclude S5 E HMEAIAT HER RGN AR
R ZEE], 3 : TERBRIEHIZRAIN RIENR P18 ERI D
B A BN VAR SRS R & 22 (A,

remediationAction Ak, IEEMMKRIENES., SHIER enforce I
inform, EE : BLRIRAIBERZFF enforce THEE,

disabled B, F{H1% M true =k false, disabled SR
J5 FAFNZE FA SR BRBYTh BE,

spec.complianceType WE. fHEX "musthave”

spec.object-template Ak, AFIIERAEZ TGS ARSERBENGT

fAIE At Kubernetes Xf R, 15[ OpenShift
Container Platform X#HEINNE etcd #4E,
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https://docs.openshift.com/container-platform/4.10/security/encrypting-etcd.html

2.5.10.3. etcd I SREG TR
INFETRRE RG], 1ES 1 policy-etcdencryption.yaml, MIEESER, ESHEELLERE,

EZ M Kubernetes BC B ZRER 12225 LA E B HEH 88 I 2 H th B B 2REK.

2.5.11. Compliance operator &

Compliance Operator —“N 21T OpenSCAP B operator, AILLIEf#E Red Hat OpenShift Container
Platform £ 5MEEMNREEERSE, EBILUFEAEH operator SRIEIESZEERE LRESH
Operator,

compliance operator 5B&1E Red Hat Advanced Cluster Management FE -l Kubernetes Bt i& SRB& fl
#, OpenShift Container Platform 4.6 1 4.7 X & # Operator Zkbg, MEELER, ESH
OpenShift Container Platform SX# A T fi#2 Compliance Operator E893 LA T 2B ZiF4HE R,

7 : Compliance operator FB& &l F OpenShift Container Platform Compliance Operator, ©A%
IBM Power 5% IBM Z 258932 %, #15EH % Compliance Operator IEZ{E R, 1HES 4 OpenShift
Container Platform X#H B T f## Compliance Operator,

2.5.11.1. Compliance operator %R
GBI A& # Operator SRIEH, SAIBUTHIR :

® Operator REME M operator t8%22[H] (openshift- compliance)

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-ns
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Namespace
metadata:
name: openshift-compliance

o HATIEEBIRPRAZEAM operator 41 (compliance-operator)

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-operator-group
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/v1
kind: OperatorGroup
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metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
targetNamespaces:
- openshift-compliance

o FATSIHLMIERNITH (comp-operator-subscription) ., TSN EEESEEN—IE
2, BXHE:

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: comp-operator-subscription
spec:
remediationAction: inform # will be overridden by remediationAction in parent policy
severity: high
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: operators.coreos.com/vialphai
kind: Subscription
metadata:
name: compliance-operator
namespace: openshift-compliance
spec:
channel: "4.7"
installPlanApproval: Automatic
name: compliance-operator
source: redhat-operators
sourceNamespace: openshift-marketplace

%% compliance operator SRB&fE, AIELLT pod : compliance-operator. ocp4 #1 rhcosd, ES [
policy-compliance-operator-install.yaml ‘=5,

#% compliance Operator /3, ,.,\L_JJ«/{@[JLFTLFH E8 IH#5RB& ] OpenShift CIS HH#HEK, WMEEL
2, 1§54 E8 K& #1 OpenShift CIS F11&5R

BT RBIIEESH Operator 5Rlg, HSHEELZLERBUTMELFMER, BXRERKNES
i, E5H Kubernetes Bt B RIS IZHIZS,

2.5.12. E8 ¥R E&

— Essential 8 (E8) FIRIEAERE— N, HE master #l worker TRERTHE E8 B2 BELE,
IR %E Compliance Operator Llfﬁﬁ ES EIT—”%H}%O

ES #I#5RB&1E Red Hat Advanced Cluster Management F{E 4 Kubernetes BCEREE O/, OpenShift

Container Platform 4.7 #1 4.6 X #F E8 k&, WMIHEEZE LR, 1ES M OpenShift Container Platform
XR4FRBY 7 A Compliance Operator R LA T RE ZH4IE R,

2.5.12.1. E8 HHRI& ¥TIR
L IROIER £ IR, ROIBUTEE

e ScanSettingBinding 7R (e8) AT iRFIBHMME BLE :
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apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by checking the
status field
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ScanSettingBinding
metadata:
name: e8
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: ocp4-e8
- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: rhcos4-e8
settingsRef:
apiGroup: compliance.openshift.io/vialphat
kind: ScanSetting
name: default

— ComplianceSuite %{j& (compliance-suite-e8), FTF@iIf & status FEXRWIFIIER S
5 :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-e8
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by checking the
status field
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceSuite
metadata:
name: e8
namespace: openshift-compliance
status:
phase: DONE

— ComplianceCheckResult ¥{j& (compliance-suite-e8-results), ©i@it a7
ComplianceCheckResult B E Y %R (CR) RixEHBEHFHLER -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
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metadata:
name: compliance-suite-e8-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite: e8 by
looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: e8

: TEBHR, SNURIEILE N enforce LLEIEE ScanSettingBinding %R

B2 policy-compliance-operator-e8-scan.yaml ~f5l, MEZEELZER, ESHEELLFRK, I :
kR E8 RM&fE, ©RMBEERESERPMIR,

2.5.13. OpenShift CIS I 5EES

OpenShift CIS SRR S ERE — MK master 1 worker 11 RE 5 OpenShift CIS & E #HH
., Bini%E Compliance operator LA A OpenShift CIS 5B,

OpenShift CIS 95 B&1E Red Hat Advanced Cluster Management 1 4£% Kubernetes Bt i& SRE& 0122,
OpenShift Container Platform 4.9, 4.7 #1 4.6 x#F OpenShift CIS {1#%KE. MEBLZER, 1HSH
OpenShift Container Platform SX# A T fi#2 Compliance Operator 893 LA T f2 8B Z1F4HE R,

2.5.13.1. OpenShift CIS %i&E
8 OpenShift CIS SRR, ROIELTHIR
o AT HBIEHMNEBEM ScanSettingBinding ¥R (cis) :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-cis-scan
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template creates ScanSettingBinding:cis
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ScanSettingBinding
metadata:
name: cis
namespace: openshift-compliance
profiles:
- apiGroup: compliance.openshift.io/vialphai
kind: Profile
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name: ocp4-cis

- apiGroup: compliance.openshift.io/vialphai
kind: Profile
name: ocp4-cis-node

settingsRef:
apiGroup: compliance.openshift.io/vialphat
kind: ScanSetting
name: default

e — ComplianceSuite %R (compliance-suite-cis), fATF @I 07 status FEEFRIGIEHHiERE
BEFTMK :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-cis
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: musthave # this template checks if scan has completed by checking the
status field
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceSuite
metadata:
name: cis
namespace: openshift-compliance
status:
phase: DONE

e —** ComplianceCheckResult 77& (compliance-suite-cis-results), ©&EI#E
ComplianceCheckResult B E %R (CR) Rk EHBEHFHLER -

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: compliance-suite-cis-results
spec:
remediationAction: inform
severity: high
object-templates:
- complianceType: mustnothave # this template reports the results for scan suite: cis by
looking at ComplianceCheckResult CRs
objectDefinition:
apiVersion: compliance.openshift.io/vialphai
kind: ComplianceCheckResult
metadata:
namespace: openshift-compliance
labels:
compliance.openshift.io/check-status: FAIL
compliance.openshift.io/suite: cis

B2 7 policy-compliance-operator-cis-scan.yaml X4 Rfl, BXUBREHNELER, BESHEE
RS,
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2.5.14. Kyverno 7s/NH4% 5B

Kyverno ZRINRI%% SRB& B & — 4 default-deny 8937 NetworkPolicy 7R, ©IEAAEIE AR 22
BN IFTERE. BiRE Kyverno 12HI2RF BEE A Kyverno TRlg, BRREZEKEE, 1550 policy-
install-kyverno.yaml,

ELLTERS T fRE %A % policy-kyverno-add-network-policy SRB& 45 B IHEAIE B -
e Kyverno JRINMZESREE YAML 2514

e Kyverno JRINMI%E KRB R

2.5.14.1. Kyverno 7R INFI%42RE% YAML 4514
&9 policy-kyverno-add-network-policy SRBE ATRER UL T YAML 3244 :

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: add-networkpolicy
annotations:
policies.kyverno.io/title: Add Network Policy
policies.kyverno.io/category: Multi-Tenancy
policies.kyverno.io/subject: NetworkPolicy
policies.kyverno.io/description: >-
By default, Kubernetes allows communications across all Pods within a cluster.
The NetworkPolicy resource and a CNI plug-in that supports NetworkPolicy must be used to
restrict
communications. A default NetworkPolicy should be configured for each Namespace to
default deny all ingress and egress traffic to the Pods in the Namespace. Application
teams can then configure additional NetworkPolicy resources to allow desired traffic
to application Pods from select sources. This policy will create a new NetworkPolicy resource
named “default-deny” which will deny all traffic anytime a new Namespace is created.
spec:
rules:
- name: default-deny
match:
resources:
kinds:
- Namespace
generate:
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
name: default-deny
namespace: "{{request.object.metadata.name}}"
synchronize: true
data:
spec:
# select all pods in the namespace
podSelector: {}
# deny all traffic
policyTypes:
- Ingress
- Egress
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2.5.14.2. Kyverno 7 1NKA4% SR B& R~ 51

INFRE B, 5S4 policy-kyverno-add-network-policy.yaml, &5 4 SRBEEE SR # Kubernetes
foESRRRIEH 2R, UBEBRMEBREFENESIFHE,

2.5.15. Kyverno R INBC A ZRB%

Kyverno N NNECAI SRBE = 7E 01 22 37 6 4 22 (]I Ed B #THY ResourceQuota 1 LimitRange iR, &R
% Kyverno 12425 F BEfE A Kyverno 2kB&, BXLEEEE, 155 policy-install-kyverno.yaml,

ELLTERS T fRE %48 % policy-kyverno-add-quota EBELE M4 & -
e Kyverno /NINBCAISERE YAML 4514

e Kyverno ZINBCEISEBE 7~ 5l

2.5.15.1. Kyverno N INEC&ISRES YAML 4554

&H policy-kyverno-add-quota SRBE ATEE R ILL T YAML {4 :

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: add-ns-quota
annotations:
policies.kyverno.io/title: Add Quota
policies.kyverno.io/category: Multi-Tenancy
policies.kyverno.io/subject: ResourceQuota, LimitRange
policies.kyverno.io/description: >-
To better control the number of resources that can be created in a given
Namespace and provide default resource consumption limits for Pods,
ResourceQuota and LimitRange resources are recommended.
This policy will generate ResourceQuota and LimitRange resources when
a new Namespace is created.
spec:
rules:
- name: generate-resourcequota
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: ResourceQuota
name: default-resourcequota
synchronize: true
namespace: "{{request.object.metadata.name}}"
data:
spec:
hard:
requests.cpu: '4'
requests.memory: "16Gi'
limits.cpu: '4'
limits.memory: "16Gi'
- name: generate-limitrange
match:
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resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: LimitRange
name: default-limitrange
synchronize: true
namespace: "{{request.object.metadata.name}}"
data:
spec:
limits:
- default:
cpu: 500m
memory: 1Gi
defaultRequest:
cpu: 200m
memory: 256Mi
type: Container

2.5.15.2. Kyverno 7 INEZZI SRBE 7~ 151

INEEMERBI, FSH policy-kyverno-add-quota.yaml, &S &M 344 1 Kubernetes Ed & SRR
g, UEERBEERRFERMNESIHE,

2.5.16. Kyverno sync secret 5%

Kyverno sync secret SREE & 5% regered # secret (£ T default &= E ) S HIEEIENF]
BRI BB FNEFT secret BUFTER R 22 (AR, IRAITRE Kyverno 2525 8EfE F Kyverno %REg, BX%&
K%, 1524 policy-install-kyverno.yaml,

TELUTER S T f2E % B % policy-kyverno-sync-secrets SRBE L5 FBOIFE4IE R -
e Kyverno [A#% secret TRE& YAML 4514

e Kyverno [E#% secret RE&RAHI

2.5.16.1. Kyverno [A# secret 5kB& YAML 4514

&89 policy-kyverno-sync-secrets ZRB& AT BER UL YAML S04 -

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: sync-secrets
annotations:
policies.kyverno.io/title: Sync Secrets
policies.kyverno.io/category: Sample
policies.kyverno.io/subject: Secret
policies.kyverno.io/description: >-
Secrets like registry credentials often need to exist in multiple
Namespaces so Pods there have access. Manually duplicating those Secrets
is time consuming and error prone. This policy will copy a
Secret called ‘regcred” which exists in the "default’ Namespace to
new Namespaces when they are created. It will also push updates to
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the copied Secrets should the source Secret be changed.
spec:
rules:
- name: sync-image-pull-secret
match:
resources:
kinds:
- Namespace
generate:
apiVersion: v1
kind: Secret
name: regcred
namespace: "{{request.object.metadata.name}}"
synchronize: true
clone:
namespace: default
name: regcred

2.5.16.2. Kyverno [@#% secret SkB& SR BE =)

INFRBERHBI, 5S4 policy-kyverno-sync-secrets.yaml, &S [ RIS KRS 1 Kubernetes EC &
HERIEHIZE, A BREHEE R FEMNESE,

2.6. EIER LR
FRAENRROE, EENEERERBMNKERER, ETLLES CLI FEHIA N IR RER A2
YAML X4,
2.6.1 HETE
Governance T{EH B FIRZE T
o iBfuk

1 Overview ET-EHEFLU T E : Policy set violations Policy violations,Clusters,Categories,
Controls, #1 Standards.

o RIGES
BIEMERE hub EEERIBLE,

o KB (policy)
FEBMERLLEKIE, RIEFIRIE T LUTFERIEHENE : Name, Namespace, Status, Remediation,

Policy set, Cluster violations, Source, Automation 1 Created,

IRET L e, B ASEZE, SHMEEE N inform 5% enforce, ZHi@iT1%1E Actions BT EMIPASE
BS, BRI LB AR ER TR TR L B E S E R A L B AR,

PSS N RIEH R Actions 1RHIR TR BIRIE, BILA LR Filter % B E LUIEHIRIER,

MR NBFERRECE T BohE, ERUEFEASMEREERSIEE. EFUT AL REMNEETRE

UIgH

® Manual run B : FeFILLBIMEILE NZT—R, EENLEZETE, BR&EN disabled, 7
B k% Manual run 8i%1E,

® Once mode: iFRFEEES, BabfF27—R, EBILIZITRH, B%XEN disabled, 7£5H
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ulf‘.'sﬂ:

YL IR B ANERRE, BYIREFIEZTEYIb. HEA once mode I, target_clusters FI%i
N E R BRI RERBSIIEEEFIR, Ansible Tower ¥R %71/ EXTRA VARIABLES 3
47} FH PROMPT ON LAUNCH.,

Disable : HHENBIMEHILENRAR, EEFXEFNARIZITEIE,

HIMAERIRPEE—DREE, EHEFRERUTERRENR

Details : 1£#¥ Details 70+ R EBRIFBMME LR, 7 Placement &, Compliance 511z
HTEEAMETERENS IR,

Results : 1% Results £ R EFSHE X KMWMAEERENRIIEK.
M Message FIl#, = View details HE R EFEMRIFIE. Bk YAML X HTR, AT E
EMEXHFIR, R View history ##EEH T REBRUKRRE— RSB HL

HEUTEHLT REZAXUBMERENRZERIEHESR,

BZEH,

BT LR

ERECE R

B2 gatekeeper K
HIEEHESE Ansible Tower

EHEILE,

2.6.2. HIE&EBIE Ansible Tower

Red Hat Advanced Cluster Management for Kubernetes Y& a5 Ansible Tower BE{bEERK, LAAIESR
B&iE R B, A LLM Red Hat Advanced Cluster Management 6| &8 & B 511k,

FRFZM
MIZFIE B2 R E R B 5h1E

5]
‘@i CLI fE&skigiE R Bt

TR

Red Hat OpenShift Container Platform 4.5 5 & & ik A&

B %4 Ansible Tower fRA 3.7.3 EShRA, REZHFIRAH Ansible Tower BRIELEAE,
METHREZFAER, 1554 Red Hat Ansible Tower 314 ,

% Ansible Automation Platform Resource Operator Z4%Zl hub &2, ¥ Ansible /EEZEIE
BIER, N THREBRESR, EFEA Ansibledob fE3) Ansible Tower ML}, Ansible Tower {
WAENRTEIZITI NIZ 2 F MM, 20R% A Ansible Automation Platform Resource Operator, &
A LATE Red Hat OpenShift Container Platform OperatorHub TTEIH R EIE.

BRBZEMEE Ansible Tower BEMEMEZE R, 1ESH%E Ansible {155,

2.6.2.2. MEEHIA QIR E R B51E

&% E| Red Hat Advanced Cluster Management hub 5£8%f5, M5 AF%EE Governance, AER
Policies 11+ X & & R R,
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B2ERE

#i Automation FIFREY Configure, NEFERKE BB ML, UREBMLERHEIE, EaTLOIZE
Bifb. 7E Ansible credential 35>, HiE FRIFZHEFIEFE Ansible EiE, MMRBJ|ERMEIE, HESH EE
EIFER,

o EIEE SRR S RERMN SRR G, ZERECIEBTFEB5{ER AnsibleJob THRFER, 1%
HIE M Credentials E84 F Y Ansible ‘EIEENA# H oI EH.

T ERER, B Ansible fE L FRIFIRIIEFEVE A ARENR, 7E Extra variables 84y, HRIIER
PolicyAutomation #J extra_vars Z83 FEISEIE, EFEBSHMEBIMIER, &R LLEEE Run once mode,
g Disable automation,

® Manual run : FoIFLLLEIMEIRE NIZ1T—R, EB3L2ITHE, BRKXEN disabled, FX :
R REETEZ BB MREHEREE Manual run &=,

® Runonce mode : iERRIENT, Bilbi$iziT—R. EEIMLZTE, BIXEN disabled, 7£
FEMEIEENERG, BYAMEFTZTEME, HEA once mode i, target_clusters
BIEI A E = B IR A RRIRRIEEEFIZR, Ansible Tower {E & MR 715 EXTRA
VARIABLES #£4/5F T PROMPT ON LAUNCH,

® Disable automation : H¥iAEMBIL#IZXE NERAFR, EEHFXERARZITEINME,

1PEE Submit (REEMEIER B3, LM Ansible M EIE N EMRIERE View Job HEERT, HEEST
IREME Search TIE LMIE L ENR, RINGIZBIMER, ©& 5T Automation 5,

& 0 HIEMHPREE RIRIE B ERIRIBE, RIBEBNMESEBFEL R BTIER,
BB ME R B b2 MIEH & G,

2.6.2.3. @1d CLI Q|2 RMER BENME

SR THIR, @it CLI BRI ERBME -
1. E&ms, £ oc login f4 &% E| Red Hat Advanced Cluster Management hub 2%,
2. ARSAREERHERNNBERREE, 1§ EBREATMaEZEN,
3. EALUTRAIGEE PolicyAutomation %R, {Ehigm :

apiVersion: policy.open-cluster-management.io/vibetai
kind: PolicyAutomation
metadata:
name: policyname-policy-automation
spec:
automationDef:
extra_vars:
your_var: your_value
name: Policy Compliance Template
secret: ansible-tower
type: AnsibleJob
mode: disabled
policyRef: policyname

4. IR Ansible ¥Rl #EHR & #5 =2 Policy Compliance Template, E{i%{H, FESEMESE
e NI

5. 7f extra_vars B0, RNINEFZ(LEL Ansible R ERBIEMSEL
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6. FEXIXE N once =X disabled, once BXRiZ1TIEL—R, AEBEASHILE S disabled,
® once mode : EREKEE, BilbihziT—R, EBIMLZTRE, B%XEN disabled, 1E
SEME%ENERE, BuaRSEFE2TEME. HEA once mode
i, target_clusters BZIA L 24 B ohiRtiliE RERIEHIEEESIZKR, Ansible Tower {E VSR
W71 EXTRA VARIABLES Z34/ZF 7 PROMPT ON LAUNCH.,
® Disable automation : HiAEMBIL#IZXE NERAFR, EEFXERAR2ITEINME,
7. ¥ policyRef % & 1 I SRR B9 & R,

8. E5 8% Ansible Tower E#E# PolicyAutomation ¥TRHEREAI 6y & 22 (B R —1 secret, 7E
Lflm, secret &# 7 ansible-tower, 15 L FATER 4 6 B H oA 89Sk & & a0 1) 8

secret,

9. fll# PolicyAutomation %R,
=i

e TLLAITTE PolicyAutomation HHREARANLL T F AR A2 TRIE B ML -
metadata:

annotations:
policy.open-cluster-management.io/rerun: "true"

o HIEBET once RN, HERBEAEHN BoMLIFiz T, RIN&N target_clusters Y
extra_vars T2, HEEBNSESHATNEAH, HPHREBREH,

2.6.3. f# [ GitOps B &K
A LMFER N EERT—AZSERHPIE AR, EaLUE LRI FE#E XS policy-collection,
TR EARECERKRE, MERLZER, HSH B E LK, REFRLXH, T stable
# community B kMK —FRIE NIST Special Publication 800-53 ##474H4A,
PRELBI LA T ARE A GitOps i@yt Git 771k % B 3L MIRER RIS AT A1 | B I R UL,
SeREZM : FFHAzE, 155 fork policy-collection 7F 1% %,

o HE UKMFFMEE

o RRFMMAMZFEE

o TEEMHPERERE

o MIZHIEKIF GitOps RIEERE

e J&id CLIFE GitOps RIZERE

2.6.3.1. BE U AMEFEE

@it ¥ stable 1 community SRESE ST BN HRP, BE LEHARBEFEZE, HIRETEERNE
B&. STRXLLT S IRLLE E UIRB AR 77 )%

| EEEEFUR—IFTESR, UEREEHRBNER, BRIEMT GitOps WEER IS ZHA
it policy-collection Ffi#ZEH, 2T THS :

I mkdir my-policies
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B2ERE

2. f97rA stable 1 community B S HIEEH my-policies Bk H. B, 3R stable X4k
28 community FRTARBHEIR, NEEMERKERFFISR, 2TUTHS :

cp -R community/* my-policies/
cp -R stable/* my-policies/
WE, BE—NRERGHHEBMAESEE, BRI LUE fork F%HEE RS,
R :
o REMERMRETITE R AR,
o MULTRFIRA T ARRISFIKIEE L :
o F& : TEERIRHIVER,
o FhIRMF  ZERBBERSNEHEEH, LEMEIFITRIBHHITER ?IHSH
spec.remediationAction S#, NRiaFIFTHEDN, FHRETHENETH. LERE
ML SRIR 2 iIT. BB LER, 1ESH Validate B35
7 : 5RB8HY spec.remediationAction X E&E & £ spec.policy-templates FixEHE
A RUIR 1
o placement:ZREGER B EIFLERFE ? BUNBR T, KRZHKRIEELUT A environment: dev
FREBIERE N B iR, BLRIEAIEEE NI OpenShift Container Platform 528k H AR %,
IR AR STSORINME NI R I HMERE, MRSBREE, RKBRNAIMAESE.

TILA LIRS N EIAF N ENRIABE L, WREBEFER—HKHFLEN—F
RE&, Foun—HEMEES —MAI,

2.6.3.2. IR BRI A fhF i E
EES BRMMNERHEG, RBRENEHRIISEEET Git, LEERTTLIA RS,

7 ATRBIRTF BTN RRS GitOps BEMERAMNEMAIN, RItETREEAREBNIEREN 23X
PHTEN,

FRUATHE :

1. ERIRHIZAT git status, UEFEZAOZNBXHhNRIEENR, HERHE R ZFERL
T FRRMERIIRS :

I git add my-policies/

2. RXEWAHFHEELEHPER, BT THS :
I git commit -m “Policies to deploy to the hub cluster”

3. MEBHEEEIAT GitOps WEAXFHZEND X, ZTUTHS :
I git push origin <your_default_branch>master

BRI ERER

2.6.3.3. EEEHE BRI
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EHEFRNG, ETLUFRIEEZEE Red Hat Advanced Cluster Management for Kubernetes %22/,
EEEBERE, 8 hub £EEEE Git FHF. X Git EZEFTE TN EMEMmBERE S RREERS,

T BIABERT, BT GitOps EBREMFEIREA merge reconcile 1%, MMRE(FMA replace AL, ¥
apps.open-cluster-management.io/reconcile-option: replace ;¥ f#75N%| Subscription 7R, &%
THREZFAGER, HEHNAREFED R,

deploy.sh BIZA7E hub £&£F16/3 Channel 1 Subscription ¥R, SEEER Git BF, IHEEER
B R S A ERERBUE, Eit, EE8 hub EXUBIEE FERPE LKA, 1] 5 ORIERE
[&, Red Hat Advanced Cluster Management RARIEE L HIKR BN D H75REE, FHESRIEN AEINE
NEZERR X B 6 & 22 A B A R E A B SR BE BUIR.

ERBEFEIE M hub EBF EXT N S EEHMA T hEFEIZEER, FEIit, Git EPHRIEHEXEIR
BEEBRBEHNNFRE XK clusterSelector TLECHIFRE S & EEE,

SERRLA T H T -
1. £ policy-collection X 4K HiZTLA T HRBEHNE % -
I cd deploy
2. FRENGSTRE (CL) EENERUTHSEERERPOETR
I oc cluster-info
S ERERM AP RS 1FE, HAPRE T Red Hat Advanced Cluster Management,

INR&AE L/RIEMBI URL, 15 CLI BB NIEREMMNER. NEEZER, BESHER
OpenShift CLlI,

3. AIBE— R, ARSI LIREI P FIHAKIE, ZTUTHS
I oc create namespace policy-namespace
T T e T RES R B EIRAFH -

./deploy.sh -u https://github.com/<your-repository>/policy-collection -p my-policies -n policy-
namespace

¥ your-repository B h &K Git A B FMEE R,
7 : deploy.sh BIAHSEESEFIRMERLLTIEE -

J/deploy.sh [-u <url>] [-b <branch>] [-p <path/to/dir>] [-n <namespace>] [-al--name
<resource-name>]

EEESNSHEBILLUT AR

e URL : M= policy-collection 77k £ B i 7289 URL. BAIA URL
https://github.com/stolostron/policy-collection.git,

o 3% : EiFAM Git FHEEMNDZ, FIND X main,
o FHXRKEZ : HEESEFEANKIEMORNTEXEBE. ErIENRAIH, HINERT my-

policies ¥ B, {BEMAILIEEEBEMIRAN SR FFIA, B0, ERTLUER my-
policies/AC-Access-Control, Zi\3X % stable,
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2% e
e Namespace : 7 hub BP0 FTRFNRIZAIan 4 22 A], X LE1)iBA{E A policy-namespace
Bz E, BRildnfZE(E =2 policies.
e ZFFEIZ : Channel 1 Subscription FREAIZ. #X1LN demo-stable-policies.

217 deploy.sh A5, BRI FF#ZENEMAIBTURRERI D, ZO IR FEHEERIRE
EHITERER,

A EEAITHEERE, ETAU TSR
1. 4% open-cluster-management:subscription-admin ClusterRole 45 E ZI 6 1] HBFHE F,

2. MR PEARFIIR, HESELUT APIRAE :

- apiVersion: policy.open-cluster-management.io/v1
kinds:

nkn

- apiVersion: policy.open-cluster-management.io/vibetal
kinds:

nkn

- apiVersion: apps.open-cluster-management.io/v1
kinds:
- PlacementRule
- apiVersion: cluster.open-cluster-management.io/vibetai
kinds:
- Placement

2.6.3.4. MIZHIBEIE GitOps RIEERE

MEZH SRIEENERE S SN A TR, Sl e UMEH S RIGIHTESEN, BY 5 5 Git
FERE RS, RIRE TR, TR TR

1. BREB Red Hat Advanced Cluster Management 5 8%,
2. ESMEF FIiEFE Governance,

3. AREERBPEHBENRE, £A GitOps EREMRIGIE Source SIRERE Git t1%5. HdiiZin,
LIEE Git FilENIFNER.

2.6.3.4.1. @it CLISSE GitOps REEHERE
FRUATHH :
1. KLU TFRBE L -
o L DEEREILER D KRR R A MR A 2
o FRRTNMIERNEE
o MRUFBIEHLIUTARE, L ?

2. AR FIERM GitOps BRERIE, GitOps BREFEHIZREE S LLE S B )N R E SRR A,
GitOps BB B BIRBGHVE AR B TR -

apps.open-cluster-management.io/hosting-deployable: policies/deploy-stable-policies-Policy-
policy-role9
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apps.open-cluster-management.io/hosting-subscription: policies/demo-policies

apps.open-cluster-management.io/sync-source: subgbk8s-policies/demo-policies

GitOps AT A FEBW—IT 02 7%, THAa UERPRINE SRR, LUER L
BRI RIS s 1T &,

BN, EETLAGEA LA 6 R SRS AR IR

I oc label policy <policy-name> -n <policy-namespace> <key>=<value>
RE, EEHLMERU TS ERHFERERRE

I oc get policy -n <policy-namespace> -| <key>=<value>

M GitOps & & T 1ZBIZRES,

2.6.4. X FFilc & SR IE PRI IR AR

FCE RIS S Golang XARIRB BN RE LAF, XERIRAE hub KEFHBEIIREREFHIZITHER
SIZEHEXNEERR, XA LEERANSRAAE LERERE, FBRSREILEBINEREE L8

Kubernetes iR,

o HIREM

o EIRINAE

o TERERIEHIHEF hub ERIEIR
o EMRILIE
o BEHMIBMRIREM
o LETRRARALE
o hub SEMZERERIRAILLEL

2.6.4.1. BIIR S

o BIRIEEMIFA Golang BEiRIE S HSE, #E%Aﬁ**ﬁﬁ’]*&*&iﬁﬁﬁ’]mEEXJMJ EENH
YAML, WFEE %5 Package iRIREXIER, 5S4 Golang XY, HERLEUERRIEMIEEIRER
AR R RS ERER. JEERABE RIRINEER, XEERTEEITHHEE R,

2.6.4.2. EiRINEE

EiRThEE (A% E T EHRAEAD lookup #EikThEE) TRTEIMA hub & LK Kubernetes HiR (FH
{{hub ... hub}} 2lEFT) HZTELE (EA {{... } PR . IRTHRELHFMER, ESHEERE
Y hub 8RR ., BETHRENDEERTAHEER, HETEREIES TIH, &D%‘Tﬁﬁﬁﬁﬁﬁ
BUEKZL lookup, NI&EIFABIEEEHITUERN YAML 4519, FRTXLEIhEESN, LAl {FEA
base64encode. base64decode. indent. autoindent. tolnt. toBool ZsLAEFINAE

ERRRFFE YAML X, RAERBISHIRFR (|3 >) EREHRPUFFRENFENRERR, X
S BBITNERERR TSR, EBSIINE, 1EE/EMEH toint 3 toBool {F iRk HHIRATHEE
LUSRzhit—% 4018, sa bl FHE AR B E S /] (H,
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MBI E B R — L B E SR D RER R I AN R
® fromSecret function
o fromConfigmap function
® fromClusterClaim function
® |ookup function
® base64enc function
® baseb4dec function
® indent function
® autoindent ZhAE
® tolnt function

® toBool function

o [RIIHEE

2.6.4.2.1. fromSecret function

fromSecret AR ] secret LA TE data HBI(EH, BEHEIZNBEMILATIEE -
I func fromSecret (ns string, secretName string, datakey string) (dataValue string, err error)

A LEThEERS, 1EHIA Kubernetes Secret BIREIENZ 2[R, AFMFIEIER. £ hub REHERFERAEE
i, BpiERRTRENE—aEEE, NFTHMELSFEAER, ESWEERH hub EEFER
X HFo

AR HRIEThEES hub SRRIRBECHERN, MHSBINER R0 .

IR BIrEREE EAR1FE Kubernetes Secret 7R, NISHIIRE ERNIBE R, MNRBINEE EAREFHE data
W, MNWZEMTNEFRER, EEEERER LEEIHIT Secret HRMLL TEEREE, PASSWORD
data #BER 5| FH BEIrEEE L secret IR :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
data:

TR
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USER_NAME: YWRtaW4=
PASSWORD: '{{ fromSecret "default" "localsecret" "PASSWORD" }}'
kind: Secret
metadata:
name: demosecret
namespace: test
type: Opaque
remediationAction: enforce
severity: low

2.6.4.2.2. fromConfigmap function

fromConfigmap Ih&EIR[E ConfigMap H457E data BERIE, BEBILXTHEEMLLTEE ¢
I func fromConfigMap (ns string, configmapName string, datakey string) (dataValue string, err Error)

ERALLINRERT, EHIA Kubernetes ConfigMap FiREIe & 28 (A, ZMFNEER, B IifEA hub £
WRAREThEE A FERBEMIE — R ZEH, METHREZFHMER, HSHEEREPH hub SEER X
. MMRBIREE LRTFE Kubernetes ConfigMap #iE, NI MK ERMIER. MNREREE LR
F1E data B, NWNZEFMZHEFRFHR, AEEEIRZESRREFHREITIT Kubernetes FIRBILL TECE R
B&. log-file data BERIER— MR, ©M ConfigMap X3 log-file F{E, M default 4 %[5 log-
config, log-level #i% & data # log-level,

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromcm-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
app-name: sampleApp
app-description: "this is a sample app"
log-file: '{{ fromConfigMap "default" "logs-config" "log-file" }}'
log-level: {{ fromConfigMap "default" "logs-config" "log-level" }}'
remediationAction: enforce
severity: low

2.6.4.2.3. fromClusterClaim function

fromClusterClaim Ih8E:R B ClusterClaim F5R##) Spec.Value HI(E, EHILXIHEEHILLTEE ¢
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I func fromClusterClaim (clusterclaimName string) (value map[string]interface{}, err Error)

fEALEThEER, %A Kubernetes ClusterClaim FREI&FR, 1R ClusterClaim FEARFE, ERUE!
FHFERIER. EEEBINZEER LmHI T Kubernetes TR A B FIE B, platform $iEEMNE
B—1MENR, B3 platform.open-cluster-management.io £2£ = BARE, EFE, ©M ClusterClaim
IREU™ SAAMRABI(E :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-clusterclaims
namespace: default
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: sample-app-config
namespace: default
data:
# Configuration values can be set as key-value properties
platform: {{ fromClusterClaim "platform.open-cluster-management.io” }}'
product: {{ fromClusterClaim "product.open-cluster-management.io" }}'
version: '{{ fromClusterClaim "version.openshift.io" }}'
remediationAction: enforce
severity: low

2.6.4.2.4. lookup function

lookup IhEERF Kubernetes BTIRVE 7 JSON FRAMLSTR O], MRIEKRMFTREAFE, NHROIZZARES, 0
RERAEFE, FEERBSA S —MERINEE, ERERBEILLUTIR  invalid value; expected
string.

X HRABRIA BERZhEE, FENESHERINEERM T EMBRE, BS FIRAXIIEETRD .

HEEHEIZIEMLLTIEE :
I func lookup (apiversion string, kind string, namespace string, name string) (value string, err Error)

ERThEERS, %A Kubernetes BiJRAY API kg, KB, My EIFAM, EJIE hub EEENR B EH
BERERMMEAZEH, MFTMRELIFMER, FSHEERIEFM hub £E8ER ¥, EFEEN
SEER L HIHIT Kubernetes FHIRMBL B REE R, metrics-url BUBHEMER—NER, ©M
default 54 22 (7] R FREX v1/Service Kubernetes metrics %R, FiXE HE M KIRAH
Spec.ClusterlP BJ1f :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
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metadata:
name: demo-lookup
namespace: test-templates
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:
kind: ConfigMap
apiVersion: v1
metadata:
name: demo-app-config
namespace: test
data:
# Configuration values can be set as key-value properties
app-name: sampleApp
app-description: "this is a sample app"
metrics-url: |
http://{{ (lookup "v1" "Service" "default" "metrics").spec.clusterlIP }}:8080
remediationAction: enforce
severity: low

2.6.4.2.5. base64enc function

base64enc IhEER[E LA base64 Jrft i A data string . HEEIZINEEMILLTIEE -
I func baseb4enc (data string) (enc-data string)
ERLXDIhEER!, BIAFRIHRE, AHELTER basebdenc ThEERIED & SRR A :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:

USER_NAME: '{{ fromConfigMap "default" "myconfigmap" "admin-user" | base64enc }}'

2.6.4.2.6. base64dec function

82



B2ERE

base64dec IhEEIR[E — LA base64 fi#igHI i AB) enc-data string (£, BEHIZINEEHILL T ¢
I func base64dec (enc-data string) (data string)
XD INEER!, BIAFRIRE, AELTER basebdenc ThEEHIED & R A :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
app-name: |
"{{ (lookup "v1" "Secret

testns" "mytestsecret") .data.appname ) | base64dec }}"

2.6.4.2.7. indent function

indent Z1EE 2R [E%25T padded B data string. E&IZINAERILLTIEE -
I func indent (spaces int, data string) (padded-data string)
FERXANThEERT, AT AR EEZRBMBIEFRE, AFUTHEA indent ThEEHES B ZREE R

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
Ca-cert: |
{{ (index ( lookup "v1" "Secret" "default

mycert-tls" ).data "ca.pem" )| base64dec | indent 4
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2.6.4.2.8. autoindent Thag

autoindent NEM/EA L LT indent ENEl, SRFERIIENERHMBIAERFERIEE, EFU
& A autoindent ENEBYEL B REE A :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-fromsecret
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

data:
Ca-cert: |
{{ (index ( lookup "v1" "Secret" "default" "mycert-tls" ).data "ca.pem" )| base64dec |
autoindent }}

2.6.4.2.9. tolnt function

tolnt EREL RO M A ERERE, A4, WRIZRIRGVKE—TIE, BRt—FLERR
B. XZ2NTHRFEZIER YAML SEHEE., BEFZIhEERUTIEE :

I func tolnt (input interface{}) (output int)
ERLXADIhEEN, HIAR BN N BHIKIE, BEFLUTER tolnt IHEEMNEE R T :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
vlanid: |
{{ (fromConfigMap "site-config" "site1" "vlan") | tolnt }}

2.6.4.2.10. toBool function
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toBool ENEUFMIAF /B ANM/NE, FHREHR/RE, A, MRIZRRBIKE—1IE, B
H—FHBREAR. X2H T HERZER YAML BEAH/RE, BFIZIENLTIEE

I func toBool (input string) (output bool)
L IIRER, IHFRAR BRI ANA/NENFRBETE, EFLUTER toBool lNHHEE R R :

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
enabled: |
{{ (fromConfigMap "site-config" "site1" "enabled") |toBool }}

2.6.4.2.1. &9'Thek

1 protect ThAE, EEILATE hub SEEFSRBRIENR X FRFBHAITINE, 1THEERIEN, BNESELRLE
LhiR®ER, BEAELITFE protect ThAEMEDR B SREE A

apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
name: demo-template-function
namespace: test
spec:
namespaceSelector:
exclude:
- kube-*
include:
- default
object-templates:
- complianceType: musthave
objectDefinition:

spec:
enabled: |
{{hub "(lookup "v1" "Secret" "default" "my-hub-secret").data.message | protect hub}}

ERIER YAML RfIF, T £ lookup IEEBIINA hub SERFREGER. ERERHNRZERFHNE
HIZRES £, (ERBERBUATIEE
: $ocm_encrypted:okrrBqt720l+3WT/0vxel3vGa+wpLD7Z0ZxFMLvL204=
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FERANENMBEEELR 256 M B AES-CBC, NMFBNZEERH, BMNEBEBRHNEERH N, &
30 XB L,
XA BRENBENERTRFHEESERHNRIEF,
ZomHISIENEC S, 7E hub £8% LR policy-encryption-key Secret £BJ policy.open-cluster-
management.io/last-rotated JXfi#, A5, KREFCIBHRBELIERAFHIINEZEH,
2.6.4.3. TEECE RBE 32 HF hub KEFER

BRTohAS B E L BRERNZEERERS, Red Hat Advanced Cluster Management i4 32 #F hub £
BEENR, LAMER hub EBAFAHEE VEERE, XNMAEED T EESNBEEFSRIEE LA O BiEwm Y
=R ER: O N

hub £ ERETF Golang XAERERMHE, {{hub ... hub}} D FRFAFRREEREEH B hub EEFER,

NREEN, hub KEHERFEE T HIRMBAZ AR NRT hub £&¥ ERIBIISREZER, BF
hub 12 EREFER LB T BBE 1+,

BE . MNREFERA hub EEER L HE secret SAEMBUREUE, NBRKEFET hub £ LS EERE
REFF LMLKW ZERREP., ERRNBETREHT R, RIETRHE OpenShift Container
Platform ETCD M# XM, EFERLAE, 156 fromSecret, ©&BEIIM Secret FMME(E, SkfE
FA protect iN& HM(E,

2.6.4.3.1. B b3

BRI E LTSS hub ER NS EERMENR, hub EEEIRE %I hub EEEHLE, RERTED
FEHT hub SEEHEAR FUSREE & LB EI B FR&ERE, 2 E %R H, ConfigurationPolicyController 4M 325k
PR E N ARBMEM 2 EREENR, ARERSIHITRE T2 BTN RE Lo

2.6.4.3.2. EFIRMRTR R

RARVEREFGE, TR hub ERFHPLIERIE. Rit, hub SEERNR(IESRES OIRR KX BERTH AT EI5
AR FIRPEE, Y5 ANRNERNESRHBTEBSRERAT,

AT LUFE 45 IRB93EfZ policy.open-cluster-management.io/trigger-update 35~z 5| BEIENE

o NEIRERENEMEREIMSENERLE, SIRRRNSRFTATBEIEFNERE N LOENR
REERAVERBRE P I ERAI R, FRALERN—MAR SRR FRBIE,

2.6.4.3.3. it iR -

IR RE R 0B — 1R, EPE8E7FR2H Red Hat Advanced Cluster Management 20 EBRIEHR, BRINIE
UF, RedHat Advanced Cluster Management &M AR,

BT hub SEREMIEIRAGCEE, /T {{ template content }} 20 {{ *{{ template content }} }}.
A, 1&47 LUTE Policy B9 ConfigurationPolicy 2843 75 INLL T3 2 : policy.open-cluster-
management.io/disable-templates: "true", U &S EREN, MAFTELRINIGHRAE, B
ConfigurationPolicy %53 &R (0,

40T hub REFFIZERMRRAILLIL, BES TR

2.6.4.3.4. hub EH NS EELEEIRM LR
*2.6. WX
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1

Syntax

Delimiter

Context

Access control

Functions

Function output storage

Processing

hub 58

golang X AR HIA&
{$hub ... hub}}

.ManagedClusterName %" £7£
IEATI ARAT N (L HESRBRHY B AT SR RE
B9 &R,

1R R AER| A5 Policy WiRABREIAY
44 22 8] A g iy 4 22 |A]
Kubernetes %%,

HAENRINEE, X Kubernetes
BRAF R RRENSIS TR, 0
FELZER, HBHERDE, B
KE RS, 1554 Access
control 1T,

hub £ 2% t# fromSecret {1k Zh
BEERBEE N INBE R T REE
EZEEHMAEE A,

EMHIF AT REEALTIE

7% 1 {{hub "(lookup "v1"
"Secret"” "default" "my-hub-
secret").data.message |
protect hub}}

HESZERBERTSR, BEIREER
i FAETE hub B EBNERAH
SEERHmAZEA T Policy ¥
TEXRA, XEWRE, A hub 58
E8 Policy %iRA & EB LA
(AR R B R AR T B B 4T o] BURR S
R, URZEERHH
ConfigurationPolicy ¥R &
BORLER U [FIAURR, 54, NREF
T etcd %, ] Policy #
ConfigurationPolicy ¥R &
TN, 3R H
BARINEE (AOMHEER) I, =7
FHE EIX— R,

£ hub EERNZTH, LHERES
SRS & BB SRR B0 L AR AT,
REEOEHFHRIRA, R
BISREGHN hub SREFER T R7E hub
SRR,

ZESEE (managed cluster)

golang X AR HIA&

i1

BRELTXZE

BRI LAB| &R VMR HTIR.

HAENRINEE, X Kubernetes
KR E T RBREMSIASA, 0
EEZER, HSRHERMEE.,

EARTHARE B HE A METE SRR AR %
QR G&R R,

WAL EEZERER LY
ConfigurationPolicyControll
er, REGEHLIE, FIAASIA
BUR AR EEUE B ) BT AR AT BN R
E L,

87


https://docs.openshift.com/container-platform/4.10/security/encrypting-etcd.html

Red Hat Advanced Cluster Management for Kubernetes 2.5 &

Btk hub 58 SZEE# (managed cluster)

Processing errors hub £ EIRFHFERETNRE  SEEBHERPIERRELES
MR ERBEPNERER. RIERBIREE B irse i LUE R

g —
ﬁ&l EL’./ Mo

2.6.5. I EHEn

RISIEZR N THEIRE B RRIE O ARSI, 7 hub & {EH policy_governance_info fEirsk & E#4
HFH DTSRG R

2.6.5.1. {5 R

OpenShift Container Platform i< % policy_governance_info, #1RE/5H, Red Hat Advanced
Cluster Management observability UK — LRSI,

E o MBFATINRY, EA LM Grafana Explore TTEHI AN HEIRHIE 1,
OIEESRBBET, MEAIR— root K&, HERIEMARIKIELLK PlacementRules #1 PlacementBindings,
LIS EEM R A2 propagated 5K, LUEFHRIBO X ZEERR. X FRAEGERE, WRRBES,
BRI 0, MREKBEAREHM, NHTFx 1,
policy_governance_info f5irfE AL TIR%E :

o type : I7%{H M root 5 propagated,

e policy : REXHIIRIKEEHIZ R,

e policy namespace : E X IRTRBEHY hub & Ean 28],

e cluster_namespace : 74 SREEHIEEEHI6n 4 22 [H],
XENREES B TR EREFPIRLENTSERE, XLEBRATRRERE,
I MRAFEEEE, BxMeszetaEmbE, W ZRAIThEE, EEERBEFR, 1§

DISABLE_REPORT_METRICS I EL 2K E N true, AR LU policy_governance_info 35H17 10
Zll observability allowlist fE5 B & X 1617, &% THREZIFMER, 1ESH RINEE LIET,

2.6.6. EE L 2RI

BIE—NRLE, RIBEIEENREAE, RHIMES, REFBIFENEFSHIME., B Red Hat
Advanced Cluster Management for Kubernetes il 225Hg, EUIIESERE O YAML XX,

7 ERLUSINA RIS E IR Policy YAML H, HIEHRIGHIAREEE, SBWASKRFRIE B4
LU R 5RTheE 3R EREE YAML XH4ARHIREA,

HEHUTED
o (LR
o FRMTITRECLBRRERES
o ®i CLI EEEMNR R

o MIZHECIBERR 2R
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o MZHEERENR SR
o @i CLI 2 RIEITE
o MiZHlEOIRRISE
o FEHLEREE
o RAREREE
o fHpR%£HREE
o MiZHlERIRRIEE

2.6.6.1. Q| L K&
RE] LMEFAH ST RE (CLI) Si&E MIZHI A AR 258,
FEMVIPER : £REER

BE : BWIE UREINFIREBYE, FeelfFsREN REIRFESEEE, N Cluster selector FEEHIABTN
BI{E, LAZE X PlacementRule #1 PlacementBinding, M&EAMFIARN, ES [ Kubernetes X4
MY HETESNERMTER, &F Red Hat Advanced Cluster Management SRBEFT R BIXT RE XL :

® PlacementRule : & X /BB E KRB FEFFLIEES,
® PlacementBinding : YFESFE BB,

TEZRBS R R B RIS YAML XHRE S i,

2.6.6.1.1. EAGSTARIAIBRLL KRR
SERUUTESIR, FRGSTRE (CLI) IR :
1. BT T e RO ERE

I kubectl create -f policy.yaml -n <namespace>

2. ESURBSEABIER, EwH .yaml X, 1570 templates SFEREE &R, HHIZRBEATAER
LT YAML 3XH5 -

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy1
spec:
remediationAction: "enforce" # or inform
disabled: false # or true
namespaces:
include: ["default"]
exclude: ["kube™"]
policy-templates:
- objectDefinition:
apiVersion: policy.open-cluster-management.io/v1
kind: ConfigurationPolicy
metadata:
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namespace: kube-system # will be inferred
name: operator
spec:
remediationAction: "inform"
object-templates:
- complianceType: "musthave" # at this level, it means the role must exist and must
have the following rules
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: example
objectDefinition:
rules:
- complianceType: "musthave" # at this level, it means if the role exists the rule is a
musthave
apiGroups: ["extensions”, "apps"]
resources: ["deployments"]
verbs: ['get", "list", "watch", "create", "delete","patch"]

’

3. &Y PlacementRule, %W EX PlacementRule, LUE T clusterNames =X clusterLabels 15
EEEN FARBNER, TENE NI ®R
& PlacementRule AR LI TAHEA :

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placementi
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterNames:
- "cluster1”
- "cluster2"
clusterLabels:
matchLabels:
cloud: IBM

4. & X —4 PlacementBinding &4 E EH5REZ N PlacementRule, f& PlacementBinding =J&E
EEULLT YAML 7R f -

apiVersion: policy.open-cluster-management.io/v1
kind: PlacementBinding
metadata:
name: binding1
placementRef:
name: placement1i
apiGroup: apps.open-cluster-management.io
kind: PlacementRule
subjects:
- name: policy1
apiGroup: policy.open-cluster-management.io
kind: Policy
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2.6.6.1.1.1. 1t CLI EEENRZ LRI
SR TSR, @i CLI EREEHNRLR
L BT TS, BEEARESKRBAFEE -
I kubectl get securitypolicy <policy-name> -n <namespace> -0 yaml

T TR, BEEENZERIEERER

kubectl describe securitypolicy <name> -n <namespace>

2.6.6.1.2. MRS QIR R 2RI

&% ¥ Red Hat Advanced Cluster Management &, i# A Governance TIEF = Create policy,

MERFI G DR RBENS, RE YAML JfRas 018 YAML Xft, BEE YAML 4ifias, 151 Create
policy Z HEI T KPR RIS AT,

SeRX Create policy /¥, REEFE 1RIIRH,

1889 YAML X4 R B R T 5188

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:
name: policy-pod
annotations:
policy.open-cluster-management.io/categories:
'SystemAndCommunicationsProtections,SystemAndInformationintegrity'
policy.open-cluster-management.io/controls: 'control example'
policy.open-cluster-management.io/standards: 'NIST,HIPAA'
spec:
complianceType: musthave
namespaces:
exclude: ["kube™"]
include: ["default"]
object-templates:
- complianceType: musthave
objectDefinition:
apiVersion: v1
kind: Pod
metadata:
name: pod1
spec:
containers:
- name: pod-name
image: 'pod-image'
ports:
- containerPort: 80
remediationAction: enforce
disabled: false

apiVersion: apps.open-cluster-management.io/v1
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kind: PlacementBinding
metadata:
name: binding-pod
placementRef:
name: placement-pod
kind: PlacementRule
apiGroup: apps.open-cluster-management.io
subjects:
- hame: policy-pod
kind: Policy
apiGroup: policy.open-cluster-management.io

apiVersion: apps.open-cluster-management.io/v1
kind: PlacementRule
metadata:
name: placement-pod
spec:
clusterConditions:
- type: ManagedClusterConditionAvailable
status: "True"
clusterLabels:
matchLabels:
cloud: "IBM"

mifi Create Policy, MIZHIA QI T RELHKREE,

2.6.6.1.2.1. MZEHIE EBEMNR L HRIE

EE4 AR EEEMNRLERRERS, #HA Governance TlHE, UEEEMEIRIEKRTIR, AT
WL IESE Policies W2 11X Cluster violations 1% TUE T R ER TR,

EFE—NREEEBTEL IS, AR ER Details, Clusters 1 Templates T35 1, UTiERELRES
RS, fERUTER : No status,

2.6.6.1.3. 5T CLI BRI &IE

MIABERT, RBREREXERBIAMENIERL TLUEN, BLIDVRIERELBRKRE, HAEVA—ITEK
BEFETERREP. EORRIEEN, BRSNS MR, ZTUTHS, @i CLI0E2RRE -

I kubectl apply -f <policyset-filename>

2.6.6.1.4. MRS BB SRIGE

ESME AP Governance, SRS Policy set 1EIE, %% Create policy setiRil FH MK #.,
NINERRERIFIEE, LEE IR3T =i,

A% stable Policyets, XHTREERFRIGEKER, PolicySets-table,

2.6.6.2. Bz 2 KREE
BELUTESLLT BN E iR 25K,

2.6.6.2.1. @5t CLIfFREEAINEIRIGEH
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BT T e R gm iR A KRR % & : kubectl edit policysets your-policyset-name
JFERER B AR INEISRER LR policies BRI HIFIRA, AL THSERISEMNRBE 2D RN BRMAZE

B% : kubectl apply -f your-added-policy.yaml, 2 6//&—“ PlacementBinding #l
PlacementRule, % : tIREMBRES E, %H%%%EE%E%%H%O

2.6.6.2.2. MIZHIG RGP ARG

1L Policy set IR IE RS E PRI — N REE, 1% Actions EIFRFFESE Edit, LN SHEIN Edit policy
set RH,

HEAEIR B Policies B84y, LUAEFERMEIRIEEN T,

2.6.6.2.3. FHRLKIE
FHRERIAZE AN, MIZEHAZERERE,

& %% Red Hat Advanced Cluster Management for Kubernetes %I & &, # A Governance TUHE %
EITHIRIRRIRIIR,

1% Actions EI#T > Disable policy, LB H IR Disable Policy %1 iHHE,

mifi Disable policy, EHISRIEEZRMA,

2.6.6.3. Mfipf &= £ 2R
@i CLI Sl & Rk Ee 2 SRR,
o T CLI BRSNS :
a. BITUTHS EMBRR L5

I kubectl delete policy <securitypolicy-name> -n <open-cluster-management-namespace>

HERRIEE, ESM—PREPENERFFBR, ZITUTHSRILERNRIEES SR8
kubectl get policy <securitypolicy-name> -n <open-cluster-management-namespace>

o MIZHIE s LR
ESMEH PR Governance R EEBHRIEHURIRK, EREEREDH =T EEMFRIIRIER
Actions E#T,

=il Remove, 1E Remove policy ¥T1EHEH s ifi Remove policy

2.6.6.3.1. MIZHIS IR SRIG S

£ Policy set ETFH, EFERIRER Actions BT, HIEH T Delete I, I Permanently delete
Policyset? X 1EHE,

=i Delete &4,

EEEHMEKREE, HFHHAEERERRBUTHRESER. AXRBUESZ I, HSHEE,

2.6.7. BB E R
THMANE, RE. SENEHEWRESN, 1282, UTHESEBER
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NFRERE

o % 22 [F] SR B

B IRIR RS

Pod ZRE&

Pod Z &K

AERE

A B ERE
TERBNR (SCC) K
ETCD &S

Compliance operator 5B&

RERVIRITER  EEAHEFHEEA

IR B R

o i) CLI f#2ECE RS

o i CLI EEEHECERE
o Mzl & OB ERE

o MizfHla EHEMNEERE
BB HTHC B SRS

o ZRAECIERE

fif PR EC B SR B

2.6.7.1. B2 ERE

R LR STRE (CLI) & MEH S IR ERIE LR YAML X, EEUTEHD LG REESR

2.6.7.1.1. @5t CLI BB AC & SR8
SR EIE, @i CLI B/EE B R :

1 NIENERERILE—D YAML X, S1TUTaHS :
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I kubectl create -f configpolicy-1.yaml
1EBYEC B SREE FTRE R AU LL T 2RES

apiVersion: policy.open-cluster-management.io/v1
kind: Policy
metadata:

name: policy-1

namespace: kube-system



spec:
namespaces:
include: ["default", "kube-*"]
exclude: ["kube-system"]
remediationAction: inform
disabled: false
complianceType: musthave
object-templates:

2. BITLAT S RN SRR -

I kubectl apply -f <policy-file-name> --namespace=<namespace>
3. IBITUTeE, HWUEFHF RS

I kubectl get policy --namespace=<namespace>

EEERIRE 01,

2.6.7.1.2. @51 CLI EHENACE RS
SRS, @i CLI EEEHNEERE
1L BT TS, BEEAEERBRFEE -
I kubectl get policy <policy-name> -n <namespace> -0 yaml
2. T TS, EEENRERBIER
I kubectl describe policy <name> -n <namespace>
2.6.7.1.3. M & O B2 A i SRR

MIZEEIS O REE BRI, thafE YAML FiESs 0 YAML X,
MIEHI G EREIEE, REMNSMILHEHLEREE Governance,

=

mifi Create policy, BiI NWIESELE— PN ERIEKIEEEREOEIRE,
Bt SERRIR R M AL BRIR O, WU TFEREASEFELMIE

® Name

e Specifications

® Cluster selector

® Remediation action

® Standards

® (Categories
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® Controls

mif Create, RHMIEZERISE 0%,

2.6.7.1.4. NMZHIG B R IEHRCIE SRS
rEEG AP EEEARERERERTE,

EEH AR EREERE, %5 Governance EEEBMRMBIIRIIR, T : IEAILLEEE Al policies 1%

iR #& Cluster violations 13+ i I8 IR I RIERTIFK,

R REBEESIFE. W RER Details. Clusters 1 Templates 1% 01,

2.6.7.2. BHECE KA
BHELTERSLL T fR 010 & AL B 5K,

2.6.7.2.1. X FRCE SRS

ZRGHERERE, SAImREIBHAEL, F5FFFiH AR Governance TS,
MFKRFIFRAPILFECEREH Actions E1R, AE R Disable, LIS HIN Disable Policy *fiGHHE,
=il Disable policy.

THRERBERA.

2.6.7.3. HPREC & 5RE&
@i CLI S22t 4 M D B S
o EIT CLIMHBRER BEHS -
a. IBITLU T 64 B EC B 508

I kubectl delete policy <policy-name> -n <namespace>

HERKIEE, ESM—PREDPEINERFFRBIR

b. IBITUTHTRILZHNRIRZES 2B :

™

I kubectl get policy <policy-name> -n <namespace>

o BRI &M BRED E SRAE
ES AP H Governance EEEBREIHIRTIK,

TERIEE R R R T R EMPREOZRESEY Actions 15, RE=MBR. 1£ Remove policy X 1EHEH

=il Remove policy,
TR EREE 2 M PR,

INZE#% Red Hat Advanced Cluster Management X RIS E RIS~ I, &HZFH CM-Configuration-
Management X443,
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B2EW

A&, Tl Kubernetes BiERIFIZH 45 REBZEH ax i EMEMACERES, A XEEAEMBREREIFS,
HEIEER 2R,

2.6.8. E1# gatekeeper Operator KHg

5 gatekeeper operator TREEIESZ EEEF L 2% gatekeeper operator 1 gatekeeper, ELLTFEHOHFT
RN A, EBFMEHIEH gatekeeper Operator ZRHE,

REMVIFER : SHEER

o {#fH gatekeeper operator $RE&E L4 gatekeeper

MIZEHIA B3 gatekeeper TRBE

o Gatekeeper operator CR

F2% gatekeeper #1 gatekeeper operator

B #T gatekeeper operator SRH&

o MIZHIBEE gatekeeper operator HH&

o 2 gatekeeper operator Sl

B gatekeeper operator ZH&

EN#; gatekeeper $KM&. gatekeeper #1 gatekeeper operator ZH&

2.6.8.1. £ gatekeeper operator g% gatekeeper

R EELR KL gatekeeper Operator, OpenShift Container Platform B3xA12#t T gatekeeper

i

operator, HIEEZIER, S H OpenShift Container Platform 344 FBJ Adding Operators to a cluster

i

PR ER B SRK LI 83 S 2 4% gatekeeper operator TRE&, TEZERIFEA, Operator ZHF11] 4 R HIEX
gatekeeper operator [FH L E S EELEH, AE, gatekeeper operator KA —4" gatekeeper CR
kEZE gatekeeper, &H Gatekeeper operator CR =,

£ 4 enforce (GGa#l) #NBURIEMIER T, gatekeeper operator Z5B&H Red Hat Advanced Cluster
Management BCiB SRBEIEHI 2R 1%, Hi%iE W enforce I, 1EHI23a BH N0 Gatekeeper Operator R
m%c

2.6.8.2. MIEHI & 1|2 gatekeeper ZRE%

WIS MIZHIE QI gatekeeper TRBE 2L gatekeeper R,

BRFBERR, #H A Governance T,

%% Create policy, EIEEERHE, M Specifications Wi i%¥ GatekeeperOperator, RISHISEHE
KEVIER, KEBBIVIKEN inform, FHMIRIEIZE D enforce k&% gatekeeper, 15E [ policy-
gatekeeper-operator.yaml & &5,

+3F : ZJEAIH Operator £XEINE, 05 T &7 AT gatekeeper operator SRE&HY AL SE0HT 174 BA,
5 Gatekeeper Helm Chart,

2.6.8.2.1. Gatekeeper operator CR
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apiVersion: operator.gatekeeper.sh/vialphat
kind: Gatekeeper
metadata:
name: gatekeeper
spec:
audit:
replicas: 1
logLevel: DEBUG
auditinterval: 10s
constraintViolationLimit: 55
auditFromCache: Enabled
auditChunkSize: 66
emitAuditEvents: Enabled
resources:
limits:
cpu: 500m
memory: 150Mi
requests:
cpu: 500m
memory: 130Mi
validatingWebhook: Enabled
webhook:
replicas: 2
logLevel: ERROR
emitAdmissionEvents: Enabled
failurePolicy: Fail
resources:
limits:
cpu: 480m
memory: 140Mi
requests:
cpu: 400m
memory: 120Mi
nodeSelector:
region: "EMEA"
affinity:
podAffinity:
requiredDuringSchedulinglgnoredDuringExecution:
- labelSelector:
matchLabels:
auditKey: "auditValue"
topologyKey: topology.kubernetes.io/zone
tolerations:
- key: "Example"
operator: "Exists"
effect: "NoSchedule"
podAnnotations:
some-annotation: "this is a test"
other-annotation: "another test"

2.6.8.3. 7% gatekeeper #1 gatekeeper operator
IR LAF gatekeeper ] gatekeeper operator BIRRA, TR TH T :

o LfFHH gatekeeper operator FREE L% gatekeeper operator i, 1#:EX installPlanApproval 9
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&, % installPlanApproval iXi& Automatic f5f, Operator & BzhF4,
installPlanApproval iZi& 5 Manual I, iR B8 REF I gatekeeper operator BIF+
NReo

2.6.8.4. BT gatekeeper operator g
BEELUUTEDLLT SRUNEI B #T gatekeeper operator ZREg,

2.6.8.4.1. \IEHIIB5 & E gatekeeper operator ZRlg
1E¥EF & hEEEB gatekeeper operator TREE R H IR

MIEHI S B REIEES, = Governance REFMMIRIBIRIIRKR, 3F : M LLE T LR Policies TR TT
5% Cluster violations F1%: 01 31 8 SRB& FIFR

%% policy-gatekeeper-operator SREE K EF R L IFAE R, 155 Clusters Ui £ R E BRI ERE
o

2.6.8.4.2. 2 H gatekeeper operator Kl

2 gatekeeper operator K&,

F % ¥ Red Hat Advanced Cluster Management for Kubernetes %8 &, A Governance T1HE %
EIRNRIBIIRIIZR,

1%L#% policy-gatekeeper-operator ZRH&H) Actions E15, #AE R Disable, ItHT&HIN Disable Policy i}
TEHE,

mit Disable policy, & policy-gatekeeper-operator k& E#Z2 M,

2.6.8.5. fitlf& gatekeeper operator K&
WL CLI skiEH &R gatekeeper operator TREE,
o @jd CLI Bk gatekeeper operator 5Kl :
a. 1T a5 kMR gatekeeper operator SRHE :

I kubectl delete policy <policy-gatekeeper-operator-name> -n <namespace>

HERKIEE, ESM—PHEDPEINERHFRBIR
b. IBITUTHTRILZHNRIRZS 2B

I kubectl get policy <policy-gatekeeper-operator-name> -n <namespace>

o MIZHIEMIFR gatekeeper operator KB :
# N Governance T1H, MUEFREHRIEHRTIE,

BRI B85S, = policy-gatekeeper-operator $EB&H) Actions E#T, = Remove
LU R 1% 5RB&. 1E Remove policy X¥1EHER s Remove policy.

&89 gatekeeper operator SRE& R BR,

2.6.8.6. E#; gatekeeper K&, gatekeeper #1 gatekeeper operator &
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SER LA T R LLEN S gatekeeper 5RB&. gatekeeper # gatekeeper operator 2B :
1. HBRE BRI 2 EEEEH gatekeeper Constraint #1 ConstraintTemplate :

a. Jmi gatekeeper operator SEB&, EIEFRAIEE gatekeeper Constraint 1
ConstraintTemplate #J ConfigurationPolicy =4k .

b. ¥ ConfigurationPolicy ##x#) complianceType f{E i}y mustnothave,
c. RETFFHN RS,
2. NZEEEHMR gatekeeper 5L :

a. i gatekeeper operator ZRB&, IHEIFATF O/ Gatekeeper BE L KR (CR) B
ConfigurationPolicy &1k,

b. ¥ ConfigurationPolicy ##x#) complianceType #{H i}y mustnothave,

3. MiFRZEEEEHH gatekeeper Operator :

a. 4wk gatekeeper operator FRB&, #HEIFF A& Subscription CR #J ConfigurationPolicy &
Mo

b. ¥ ConfigurationPolicy ##x#) complianceType #{H i}y mustnothave,
Gatekeeper ZRB&, gatekeeper #1 gatekeeper operator SREE R ENEL,
INFEH X gatekeeper BNIFHE R, 1ES ALK gatekeeper AR FTIENR, BRFMFE=ZAKBEE™ RE
BRI T 3R, Lﬁﬁlfﬂ%ﬁi”_ﬁﬁﬁﬁﬁ%ﬂ%ﬁo
2.7. 7% HUB &2

BT i b hub EEER 2 M FAEY Red Hat Advanced Cluster Management for Kubernetes &24&, S LA
THIK

1. {&%" Red Hat OpenShift Container Platform, MIZE%{ER, 1ES[H OpenShift Container
Platform Z2 MM E M.

2. REETABHUIFEGI(RBAC), MIFERSER, ESHET A B,
3. BEES, HSHIEH,

4. EXEREIL, HEHHEEZIEER

5. AEAHBERLREBRR MRS, HSM SRR

8. =E SHIELD &1 (B AT

SEERRE—MIE, cEBTHUENEFTRENEMERIITERRIE, SRS IFF RS
KIE(OPA)H] Gatekeeper, BILIHRETEZ A, #*E?E/EXE’J?’]FEBﬂﬂ:&ﬂiﬁﬁﬂﬂ’]ﬁ?

HES T B M EREThEE
o FIFERERIM Kubernetes 55,
o HEWREEDTLZFSZRY, MIEFRESHIME allowlist H,
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o TEHEE EHUTFRAREMIIE, fnom ke AfeHgs,
o HNRERAPIE T REZIBIH Kubernetes KR, ML ERUIRS

e X509, GPG # Sigstore &&= Kubernetes ;& # YAML X#% 4, Kubernetes 5214
shield {# F§ k8s-manifest-sigstore ¥ Sigstore %4,

2.8.1. STE M shield 2244

SEMRERBH N EEHMAHMK, BN API# Observer, 52EHM shield operator TIFIEER FREME
SEEEH shield H4F, EELUUTHAHELR

o STE M shield APl M OPA =% gatekeeper UK Kubernetes %5, IE#ANERPIBESHENRE, F
IS IELE R 4 3% E| OPA =X gatekeeper, shield AP| 7E N ER {6 A k8s-manifest-sigstore #J

verify-resource IEEE L IE Kubernetes ;& H YAML XfF, SEE 4 shield API 1R1E
ManifestinglntegrityConstraint (X T OPA = gatekeeper FIARIEZRM B & L HIR) ik

BiRo
o FEt shield Observer 1R¥E ManifestinglntegrityConstraint F1RIFLLI0IEEEE A Kubernetes

iR, FE4ERSHEIL N ManifestintegrityState B9 %R, S22 shield Observer 14&
k8s-manifest-sigstore £IIE% &,

2.8.2. XFHIMRA
AR dh AR AN Sz H 52 2 M shield 4RI -
® Red Hat OpenShift Container Platform 4.7.1 R B # IR A
® Kubernetes v1.19.7 REHHIARA
e gatekeeper-operator.v-.2.0
® gatekeeper v3.5

MT/TRESIEAMER, FSH SATEMKE shield R (BRI .

2.8.3. J5 FASEEE M shield /1 (BT

7 Red Hat Advanced Cluster Management for Kubernetes &£/ FI 5224 shield &% Kubernetes %
TR SEEE M,

2.8.3.1. o RE M
£ Red Hat Advanced Cluster Management &R H /5 FASSE M shield RIFPRELUTAREM ¢

o REBEF—NHLNZELEM Red Hat Advanced Cluster Management hub 5£8%, LURERE
B 5T ERBE RV AR, LA oc 3Kk kubectl 4,

o RESTENM shield TEREZLSTTEM shield §, ML IITEEEFFRE Open Policy Agent 5%
gatekeeper, FERLA T HERLALRLEESTEE M shield operator:

a. IBITUUT @S, EMARFIRRETEMN shield operator LIRS 5EE M shield :

kubectl create -f https://raw.githubusercontent.com/open-cluster-management/integrity-
shield/master/integrity-shield-operator/deploy/integrity-shield-operator-latest.yaml
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b. FERAUTRNRETEM shield BE LHIR

kubectl create -f https://raw.githubusercontent.com/open-cluster-management/integrity-
shield/master/integrity-shield-operator/config/samples/apis_v1_integrityshield.yaml -n
integrity-shield-operator-system

c. REMRHREE—NBARSELENBITEIERPZERIIFNTRER, REZAMBUEERH
PO

o fERLITaGAER—THI GPG i :
I gpg --full-generate-key
o FERAUTEaSRENH GPGC AHFHBIHH :
I gpg --export signer@enterprise.com > /tmp/pubring.gpg

o % yq LLUZ1THT % E Red Hat Advanced Cluster Management SREB&BORHIA

o [HRTEM shleld ﬁ?}j%l]/cﬁ Red Hat Advanced Cluster Management &3& M integrity-shield
ﬁr#\%*ﬂ? Mo /L.\/Z\fﬁﬁﬁ G|to

2.8.3.2. JH F5EE M shield fRi
BT SR TEE, £ Red Hat Advanced Cluster Management 3 &5 8/ o FA 52214 shield :

1. 7y5EEE MK shield 7 hub S8 LA — D Z 2R, ZITUTHS :

I oc create ns your-integrity-shield-ns

2. 7E Red Hat Advanced Cluster Management S ESLBHEERILEH, 12EE, BOIOIEEAM
FUEEEH, 1 hub 8 L1247 acm-verification-key-setup.sh LUS BRI R, 217U T @

AN .
™

curl -s https://raw.githubusercontent.com/stolostron/integrity-shield/master/scripts/ACM/acm-
verification-key-setup.sh | bash -s \

--namespace integrity-shield-operator-system \

--secret keyring-secret \

--path /tmp/pubring.gpg \

--label environment=dev | oc apply -f -

ZMPRIIERH, HZITU TR

curl -s https://raw.githubusercontent.com/stolostron/integrity-shield/master/scripts/ACM/acm-
verification-key-setup.sh | bash -s -\

--namespace integrity-shield-operator-system \

--secret keyring-secret \

--path /tmp/pubring.gpg \

--label environment=dev | oc delete -f -

3. 7£ hub £& I —/ 4 ) policy-integrity-shield B9 Red Hat Advanced Cluster Management
B,

a. M policy-collection 7Zfi#/ZFKEX policy-integrity-shield 5kB&, R fork T FiB/ZE,
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2% e
b. i#@iTE#T remediationAction (& (M inform %| enforce ) , J§6n4 22 /EERE N1E Red
Hat Advanced Cluster Management & &% F ER B TE M shield,
c. B FE# signerConfig E84, N RAEMEIE B AR E B FHME,

d. BZi& PlacementRule JRE T Red Hat Advanced Cluster Management &£ EEN 1% EE|
i S

IZITA 4%, %% policy-integrity-shield.yaml :
annotation-sign.sh | bash -s \

signer@enterprise.com \

ey
curl -s https://raw.githubusercontent.com/stolostron/integrity-shield/master/scripts/gpg-
policy-integrity-shield.yaml

I BHEEUCRBAN AR EMERN, BogRmNES, B, BARWELEER
KR,

T B, ESH policy-integrity-shield 5kBE.,
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